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2. NERRKEN —BUATRVRRBIERER | SFEATREZ TP RIIDHIRE,
a. AEHERATE R ER[ITREK,
b. RVFBRIKR AR E RGNS E B EIRE [ TREK,
3. THRNEERLERK, ERRENBJLES KRR BEEFE,
a. BEME  BEWSFER, FRARESIRBERE. HINLFRGZWE, EHetE, 2%
t, TSR, MEEMEAF,

b. BEXEK : REWFEIR. FERNALEIRBERK. HlmEHetE, 24, THEME, H6E
MAAEE,

c. XM QPN AL HFHBERE : BEFESH LS. FRMUESEHAKRERNNKBRZHEX TN E
PR, BRANALEBI , BERLSRRAEE, NREEXRH ATEEMREFE~EHEA , T
ERBHME. Hl, BALHTEEMARARFEARSTREFALSE, ERORHITHEMER
B, RARERSRERZTHRESEE,

4. RABFALARPITRBRE , MEAZHETENMEER,
5. MABHMITULAERMESD , MMMERDITNBRES , GEUIMWRSHART LS IR, AEX

BH U X EERNEREE.
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RIR
MR RERE :

« OPS01-BP05 1F1& B i 2 25

FARHY

at

« DO#E 1 AW ER | MHERE, SEMNREK
- mRE
- EENGETE

* Governance in the Cloud and in the Digital Age: Parts One & Two

FAR AU -

* Podcast | Jeff Bezos | On how to make decisions

MR RE

* Make informed decisions using data (The DevOps Sagas)

* Using development value stream mapping to identify constraints to DevOps outcomes

OPS 2. t{AIfg AR LKA W 5 REBMH R ?

IEHV R RA B T SR SR DL SRR S A A ZENER . FANZ T # 8 S EEMERRER DN
BRENAE®, EafREEMNREXINIEFRENAR®  AHEXRNER. THIRES
B, FRAERAR. RRBIEFAURREE , FEBTEPRBIAZKRERZEAKRNLE

S gEN S

« OPS02-BPO1 HERRFIEE

« OPS02-BP02 HEREMEFAR

« OPS02-BP03 HEXNZEEENFHATHNTEA

« OPS02-BP04 & A T EEFTEMAT BRI

« OPS02-BP05 fHEA TiERAwM, SR MBISA AL

« OPS02-BP06 Tl 5t i S 5k 17 2 2 BA [] Y BR 5T
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_threat_landscape.html
https://aws.amazon.com/executive-insights/content/how-amazon-defines-and-operationalizes-a-day-1-culture/
https://aws.amazon.com/cloudops/cloud-governance/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/enterprise-strategy/governance-in-the-cloud-and-in-the-digital-age-part-one/
https://www.youtube.com/watch?v=VFwCGECvq4I
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.10-make-informed-decisions-using-data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-devops-value-stream-mapping/introduction.html
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OPS02-BP01 HERIRFIE &

THEAMBNERSAERCHENAMES  UESSURELRS, HWEHERNEMIIEE, HhITERE,
P, Eitigie, FPANNARFIEMAE. EAKPRICHIMHNB RO THBESTREICRKMA
N BHvELNERERTNATENNRENER.

HASE L

- FRATHBBEIEFELLMBEERIEE.
- HBRARK G A A E A RIRo
- EARENERT , KPFRE—IMESE,

IRES :

- REAAWS IKF BZABKR A,

o BFRERD R THRREEBARAHRZ,

« ITSM BAFI3% 7 B8 F MR 4 AR &Y,

s FAMHEN —PRBEMIZENFTENES,

B RERBRNFL

BOERAR , BRNEEEFHEEIEEREE,
- EHEEER , THUILEESHNEESS# X,

EARBURXMRERERNERTRENKRER :
Kieh

mE
4o

EXFAERNTHRERNRAREAZRNEL. IEREKRTNEEERRNEE, HESEBRBERN R IR
REXBRENRVS. BEEARCKERMAEE  SFs. RRES. AAHNHR

PRl

AnyCompany Retail HFFAENE X A EHRBREEMZSHERI DA BIIFRA AWS
Organizations K EEH AWS K7, SERAARGFEEERAKSTRKRA. 8 ITSM BASIRF E| —
BFEH4RE. MEEHEERE AWS BiR. N THATAFNEMER , £ Wiki TEXBEFRENR
MBEXRE R,
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1. BAENALANEN. IENEREH#EABRFRAXE, #RHNERATE , SEDBRBFER

BARBRRMEZE. IENEERERRHMSREEAMEN.

2. £/ AWS Organizations EXEKF, AIUEREEREKFHZRBKR A

a. FRAARRAENSE FIRFibut MBESBENRREE , X¥—k  IEHAMEAIEF T
7, B FEEWENEREHE, flm, AksE, SENTSMELIELMM B FIR42 K%K ,
HEBAEERN AWS K- PREMNEENKE, Z2MHNEZERRA. BEZASKE AWS &
o FRUEEEAEER. RETESEFLE , tEHMBARBELRE,

b. MR~ F=2H AWS Organizations B , R AKFBRR AT UIREZER B AWS BRRMER A
R, NEKFHNBAKRABRENEQEAmMAREDNA.

3. FARZRIFIR AWS BRENAEE. AUARMNRSEEMEEREKRER.

a. A BAEA AWS Config #1138 & 3R BB BN AT E URE.

b. EXMMNALFERICKBHRAES , 828 (AWS FIEHEZSEHEB) -

4. £ Amazon Q R , XIR—RIESF , FAERRXATERERRES A TN ITERR, EEE

BHBRELLREFNEEZRES.

a. ¥ Amazon Q )l hREE R = 2 A EBIEKRIR. Amazon Q ALRRH 40 SR EBIER
TRIZHTREEMIEREES | ©FF Amazon Simple Storage Service ( Amazon S3 ) . Microsoft
SharePoint, Salesforce 1 Atlassian Confluence, BXxEZEE , FS 1 Amazon Q 1l iiE
.

5. WTFHAMFIR, FAMEMRKE , 1A TRRENNIXIY, PrAERARK R R i%E AT LA [ 1t XX
=

KT RN THEER K. FAKPBRRESMIRERDE AWS BIRHAENR, X TEMBRER , 7
BUERA B Wiki PRI REXFREN TERIEKABERMBEREE , HEH ITSM TERBRHFAEN

IR
X REREK

- OPS02-BP02 HEREMEFATA
« OPS02-BP04 #lE A T EEFAEMAT A RAY HL 5]

MR -

+ AWS Account Management - Updating contact information
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https://aws.amazon.com/organizations/
https://aws.amazon.com/organizations/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/q/business/
https://aws.amazon.com/q/business/connectors/
https://aws.amazon.com/q/business/connectors/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html
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* AWS Organizations - Updating alternative contacts in your organization
(AWS #FRiIdREXBRA KRB

» Build private and secure enterprise generative Al apps with Amazon Q Business and AWS |IAM
Identity Center

* Amazon Q Business, now generally available, helps boost workforce productivity with generative Al

+ AWS Cloud Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard
* AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines

MAHIL

« AWS 3 £ - Tagging

MR =B

« AWS Config I - FELFEHRZHERER Amazon EC2

MRS

« AWS Config N - required-tags

* AWS Organizations

OPS02-BP02 HERENEF AT A

THBEARELENINRENERSF. NMAERAXERENRENERF , URAFANBLARSE. THER
BERENEFNREREBTRAIARENS,

HEER  HXNEERS  AAFHET —EHBEN A RFEFNRENERF. RENEFSERF#E
—MuE , IHEKAER. RRABERNRELDRE  EFETRENEF. RAUREMAR, Eik
M B LR KB KRE,

ERRERX

- RERECRER. WAREAHRAC , TS B EFSIMUNBRER THFM L,

« MANERTEZERBLOBATE , SN EAMIRIEER R,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_contacts.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/aws/amazon-q-business-now-generally-available-helps-boost-workforce-productivity-with-generative-ai/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/tagging/
https://github.com/awslabs/aws-config-rules/blob/master/python/ec2_require_tags_with_valid_values.py
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://aws.amazon.com/organizations/
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* |EE’JI)IL EEF‘EEE%E 1ETEHEﬁrEEI'L’Eﬁ E%ﬁ' E'f’ﬁ%ﬂ%ﬁ?éﬂéno
TERMRENMA , HEEFEN (fl, ERREASHE ) TEER,

B ER KB

- RENRERFAS#HETIERRNIE,

« FEYEIRARK R AT AE R A THEH,

- BETEHRBNEHH AR,

« TRMNEARKA ( ARTEEB ) AT —ButEAERRNRENRZRF.

- HRATLAMEA T EERRERT RERE.

- EHERZBEBRITAEAHFIN , FFECHRENEFEBTRERERN M,

EARABUXMREXERNBERTRENNRER : &
XiEES

- BETAFEENHRENERFHAE A
s BEAXBFIEAEMARNEEES. SXEEFHIERESZTRAUNNE.,

« EE—FRRASUESD TN ABEA, NARBRAKERABEREBHNR, HRNERMNT
SV BB A RN NATIES . MRMATIZES BRI R |, ITESNERK R BREREFHA

i, BT RS i,

« B AWS Systems Manager E/R%5. X#4H AWS Lambda , TSI M4 T HIE P REREE
B, FARSERRARERRRIES , FARARARANKRES. A AWS Organizations

BIRIRICRE  WEARANRKRER.
- BENEER  XEEFNZESHCNTIMEARBIZET , NTIRD AT THREER.

o fflzn , ZEAEH AWS Lambda %, CloudFormation #4x= AWS Systems Manager
Automation 344,

o« FEARNE TR E R RATIRA RS
- BIEEIMNEIFERIC , SUE AT BUE IR 3T A M XA,

PRl

AnyCompany Retail SR AN'WENR : ARENMNNABRFINARFE ( HAZEAREKEMN
BAR ) BWRENEANENMNA. &4, FERENBFUAS S EENEXEREXEERREF ,
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AERENARZFN AWS IKF EUARKFANSERREAE L , FAFRERAN. WIFHA AWS
Organizations K EEH AWS K/, FEERNBINEYE K XLEREBLHB/IKE , HEAEMRBER
% ( f5170 CloudFormation 2 AWS Cloud Development Kit (AWS CDK) B ) EXEIR. BEREK
1 AWS Systems Manager 8 B 31 {t R4 AWS Lambda B , XERBOILMERNITRIES B3 ,
FAF s AWS CloudWatch B3R ZEE 43 AWS EventBridge =4 , th A LAEE IT fRSEE (ITSM )
FAERBERB, Fﬁﬁulh*i%ﬂﬁh‘x ATHiRARA. AT ﬁﬁ]fb*ﬂ/}lh*ﬁﬂj(*é REERZRE
WA IB I A WY Wiki TTE A

1. BRIABHRENERF

a. EEARERITRS,

b. BEEMNREBEHEFHNAT A,

c. X IR MR KRR A2 H

d RE , N EAHEBRERITH TEARNNE , AERENERF
2. B RS

a. EXBXREFTFEMRNBUR,
b. EXE&ZEMEHERE.

c. RIERIBMBASIHTEIERN S , BAE R MR R o

d. AR , RENEFNHAZTEFHER S (CAB) MAFHARITRED K.
3. BNRESTRXERBNEFHNAREBHRNMERIRENEF.

a. EARERERTUEBERR TEABHNRENRR.

b. ERABEEYMNERNEMHES , BERAATHRRAEN EBRERERF.

c. A Wiki MINHHERE A BRAVTEERMNMMAN —HuBRZRENRERF

4. £/ Amazon Q Ml , XR—FNEBIF , FAEKKXATERRESA TN ITERE, EEH
Eﬁ#*ﬂﬁ"ﬂ%\,;uqﬂﬁ’]{n SERAES

a. ¥ Amazon Q il AREZEZI R A TN EHIERIE. Amazon Q DALARF 40 SN IFMNEEFRIE
IRALTR AR AU IEERS | B35 Amazon S3. Microsoft SharePoint, Salesforce 1 Atlassian
Confluence. BXEZEER , 5 Amazon Q E#E5,

5 EALMEIM B,
a. HRSHMEARREM API B, NFF X B3h{bIhEE,
b. X REZX D FRIZ . FRAFPERHFIMER , ATFZIXLERENBNL,
A5C. B AT MBI P DI EFTE 0T , 7 B i F) e B SR UE K X i U ot 75



https://aws.amazon.com/q/business/
https://aws.amazon.com/q/business/connectors/
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EREITRIN TEERS : F
BIR
MR RERE :

+ OPS02-BP01 ERIRATEE
« OPS02-BP04 #|E A T EBREMAENANLF
« OPS11-BP04 T AR &EHE

FARHY

« AWS HE$ - AWS £/ DevOps &/t
+ AWS HR¥$ — Best Practices for Tagging AWS Resources
« AWS HF$ — Organizing Your AWS Environment Using Multiple Accounts

+ AWS Cloud Operations and Migrations Blog - Using Amazon Q Business to streamline your

operations
* AWS Cloud Operations & Migrations Blog - Build a Cloud Automation Practice for Operational

Excellence: Best Practices from AWS Managed Services

+ AWS Cloud Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard
* AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines

BXHIL

« AWS Well-Architected Operational Excellence # 3 &
« AWS # 3] £ - Tagging

RS :

* How to automate IT Operations on AWS

* AWS re:Invent 2020 - Automate anything with AWS Systems Manager

* AWS re:Inforce 2022 - Automating patch management and compliance using AWS (NIS306)

+ ¥#s You - Diving Deep into AWS Systems Manager

R
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/blogs/mt/streamline-operations-using-amazon-q-for-business/
https://aws.amazon.com/blogs/mt/streamline-operations-using-amazon-q-for-business/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/well-architected-operational-excellence/en-US/
https://catalog.workshops.aws/tagging/
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=gL3baXQJvc0
https://www.youtube.com/watch?v=xHNLNTa2xGU
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MRERS

« AWS Systems Manager — B 311t
- AWS RS EEEER

OPS02-BP03 BEXN B EENFHMATHTEA
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ERLRELX

« RiEFZEE,

- HMAZUMERY , 25 EFSMUNRER THER L, MANERTERBOEATE | SOFHEFEE
=3t 59 B BA &R

- HRREFEEH , BRFANEZRENARARE , REESTELALAF,
- TERARENMA , AEEZEN (flW, EWHENASHE ) TEEA,

BRI AR SRERIO AL

. TREARMTED, BERRIHNEEAE  URETHTRIE, BIELRHEEDAT AL
R,

- RERRRF THHEST TERRNTIE,

© FOERRR TAERBRA T

- TUHL AT EREASHHORA,

- FEWERERERHRRARFR - BRTES.

- BT SUEA T B ERRERS REAE

- EERZHBRTHERRREN RO RRIEE A T RSB E RN F,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/service-management-connector/
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ERBUXMRERERNBEATRENXRSESR : 5§

XiEES

EFRENTME , ENIABAXETTE , AINTEER. RENERF. REARE  URIEMA3L,
FRZICKWARERE , AXTFEERERETRNE. EAMR—EFZ , HEXHPHIENXERE
ZENF—Bzhb, WieEZARNAEREFRENES  MNMEEER 2R HLEEE,

DMHBRER., BEDHNS  HFTRELEFEBERTERNARBEITED , ILEEHNEERASHNE
TREFR, RERKERR., EXMNIETHIER , LEMECFRECSE, BRIEVNSH —ERERH
, BEET K.

FENBNER K XEEFNZZESHICAATENIRBET , NMEADAITFRNER, fln, BFA
LAMEF AWS Lambda BE%(. AWS CloudFormation #4x=, AWS Systems Manager Automation 344
Bz, RIFXERFEENMNEEETREZIRAES , HESEINRERIC , MEHRGEB EIR
AFFEENX ., ERARFINRE , AGKLZEEFLRERIBEHNET , ARMELRHKIE
Mo

Z bl

AnyCompany Retail SRR AN"HEN R : ARENMNNAEFSINAREFE (HEEARMRENE
R) WRENVEAINA. T, RS T EBNERXNRENEFECRIXEERRSES, AT,
FARERNARRFN AWS K/ EMRE | URKFRIFERRE LRSS, UBFTHIER | HE
F AWS Organizations EXEH AWS k., FEERERERE , AnyCompany Retail X EREBHKIR N
R, FEBERZHEENRE (B CloudFormation 5% AWS Cloud Development Kit (AWS CDK) &
WERS ) ELEFR. BERERN AWS Systems Manager FHI B Z1{b SXR4E AWS Lambda BE#K |
XLEFREULMERITRIESE3) , BF R Amazon CloudWatch B3R E 45 Amazon EventBridge
B, WABEE IT RSEE (ITSM ) FERNWERED . FIEREHERL , ATHREARA.
FIRAIERIZREN KRB EMEERN Wiki RES , EE2AT 83t FTRER T,

KHES TR

1. ERUBHRENEF.

a. FRHABINEINRENREH.

b. WIABNMREIEFBEARA.

c. NREFRIERAIZES],

d. RAEARE , XEFHERMRITHN ITEARNNE , AERENERF
2. 331 F A5 A St L

a. EXBRREFEMRHEK,
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b. EXHEZEMEHERE,
c. EiteEBMBA B RIERA S |, AE IR MR ER R 15
d. EA g , RENEFNBETEFHERS (CAB) MiLwHfHHITHE DK,

3. U FEEITXEREMNEFHA RS R MNEZRIBREMEF.

a. EARERIE R UEBEL R THEARNRENEF.
b. EAEENMERNEMER , FHATHEREEN EBREIER.
c. A Wiki INHHERE  BRATERNMAN—HuBRZRENERF

4. EESHR , RIBEH1L.

a. ERFSMEREMS AP BY , FFRBAZ{LIHEE,
b. RIIRBRERASEHRE , AF KA RIIMERRIIX LRER BB,
c. EERENEFNBIERTR , FRERFEERFFEQ S,

KEETT R TEER S : &

N

)

MR RERE :

OPS02-BP01 BERFMEE

OPS02-BP02 HEREMEFATA
OPS02-BP04 #lIEA T EBREMAE RN
OPS02-BP05 #iE A T #E SEMATE XL &
OPS11-BP04 HU{TANRE T

A

AWS AP | AWS EH DevOps I/
AWS HE$ | Best Practices for Tagging AWS Resources
AWS B | Organizing Your AWS Environment Using Multiple Accounts

AWS Cloud Operations & Migrations Blog - Build a Cloud Automation Practice for Operational

Excellence: Best Practices from AWS Managed Services

AWS # 3] £ - Tagging

AWS Service Management Connector
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_find_owner.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://catalog.workshops.aws/tagging/
https://aws.amazon.com/service-management-connector/
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MR AL

« AWS Knowledge Center Live | Tagging AWS Resources

« AWS re:lnvent 2020 | Automate anything with AWS Systems Manager

« AWS re:Inforce 2022 | Automating patch management and compliance using AWS (NIS306)

« ¥#s You | Diving Deep into AWS Systems Manager
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LR  AANNFREHBELHNRE , 2FEMANERR,. EXEWTY. RENEFHXR, X
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%, FRIXLERR B A B A (PITISRERERE, HIBAE XS Wiki TUH ) Fo

ERRERX

- ARANFEEFTRBIELTE,

- FRABERREREST -3

- HRANEREEEFRMBENERES -, XSBUELEER.

« B RABRESHAMBEMANTES -

« ABARREEHMTE , SERESHARKTHES T -

- ATHEREN LHRRERE LRTHAAE,

- FIRBEREE —FLATARBRREIEA,

- TERIRR, REMLRRE , AREFER (S0, FRNBHNSEH4E ) TEER.

B R ESKRERAFR

- ETHRENATIREMERGE , TAESENEANSARKABRR |, RHERJERES.
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_emp_take_action.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_escalation.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_res_appro.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_process_cont_imp.html
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« AWS AR $ - AWS L& DevOps fEisv

+ AWS HE¥$ — AWS Cloud Adoption Framework: Operations Perspective

« AWS Well-Architected Framework SE#IZ2E - TEAERFIEZEEXHH

* AWS Prescriptive Guidance - Building your Cloud Operating Model

* AWS Prescriptive Guidance - Create a RACI or RASCI matrix for a cloud operating model

* AWS Cloud Operations & Migrations Blog - Delivering Business Value with Cloud Platform Teams
* AWS Cloud Operations & Migrations Blog - Why a Cloud Operating Model?

* AWS DevOps Blog - How organizations are modernizing for cloud operations

FAR U -

* AWS Summit Online - Cloud Operating Models for Accelerated Transformation

* AWS re:Invent 2023 - Future-proofing cloud security: A new operating model
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/aws-caf-operations-perspective.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model-2-by-2-representations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-a-raci-or-rasci-matrix-for-a-cloud-operating-model.html
https://aws.amazon.com/blogs/mt/delivering-business-value-with-cloud-platform-teams/
https://aws.amazon.com/blogs/mt/why-a-cloud-operating-model/
https://aws.amazon.com/blogs/devops/how-organizations-are-modernizing-for-cloud-operations/
https://www.youtube.com/watch?v=ksJ5_UdYIag
https://www.youtube.com/watch?v=GFcKCz1VO2I
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https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/two-pizza-teams.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_effective_comms.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_process_cont_imp.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/enterprise-strategy/untangling-your-organisational-hairball-highly-aligned/
https://aws.amazon.com/blogs/enterprise-strategy/the-living-transformation-pragmatically-approaching-changes/
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/navigating-the-cloud-key-performance-indicators-for-success/
https://youtu.be/e3snrDsct1o
https://www.prosci.com/blog/primary-sponsors-role-and-importance
https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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« AWS Blog X & | The agile enterprise
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- AWS Blog X E | Letting go : Enabling autonomy in teams
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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c. ME—RIBEBENORXMABAETHNAR , AREBNMNRBZHEXTHBKRRES

4. SEHRRER , NEBREL , EFHARKRA NN OSBRIV ITH AU T D EREXR , AXERE

o

a. LIRBNTHE
i 105 3 R KB SR
ii. R EM
iii. WY ARE
iv. ¥ImMAEZ K
v. RESMEH REH
vi. B U AR e FR R RN 9 1 R

b. R LMW A T, FIEBEKEFEABRK R , MRMA] EIRKT T IREE S FIZRHE X T5 A 44 8 B
MEE  RPMENZERE. FIEELNNE  BERBRE T XMIER HE 205,

5. I EALANBE SN TR FE SN RBIIE A, RIFIREE B[ FTEARTINE LR
R, BIEFFTELR , tRg RN a, FEIHNULEES N AENRRES,

6. NSENEHMEMBBABE, ., &, URATF EHRANGFER BB M A Z I REVHE,

[

KRN TEERF -

RIR

MR RERXEK

+ OPS02-BP05 HIEM FTiERARMM, M BIS AL

MRH

» How do you foster a culture of continuous improvement and learning from Andon and escalation

systems?
» The Andon Cord (IT Revolution)

« AWS DevOps Guidance | Establish clear escalation paths and encourage constructive
disagreement
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https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
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MR AL

» Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board

» Andon Cord in LEAN Manufacturing

MR =B

» Working with escalation plans in Incident Manager

OPS03-BP04 @R &, BT, AI4T

NGERARARVYBEAINEREE , AHEEHLARAMERR, FEARIFIESAN. ASENR
FIERATREHRE , LI AXAXTBERME N, RIDDBENS , ENEXRANSERBHMEEIN
TRINEAR S, MUMRFRZIR, MABALANSHEE  NEARTSHHENL. MAXTILERS 6
e, WENRRREHRSE , AREBARENXR, FFRARNSEE. SHEEMTEYE | UER
BERNUR,

HEER  AARIPIBRBRENEENALNEN, ARRIFEEGHE , B IRAEHEESHE
MARMERS, NTARBACHERRNTXRIAREEREZLAEE, EFHARRE—MHEINEE
#, ALEEEER. EERTENEASMATBRENE , BYENTHECHRE, EXHNES , %
KA Ty e fEm g T iR, ST, ASEEARRINZEERS R TEM  FEER
ABREXEEEREB/IRTREL. ATHERKERY , AANKRAKILBEITNSENHYE, AFF
S b FE R E AR EB R E BA 2 B By R R B

ERRERX

- AAF-NEFIR , BRAETEAZIBE AWS, =l FERGITEX 25% B TR TN
Rt , UEFALERSHBRZR, BREEEFX-—KBEILEERTE , AFESNASEHFX
—RBERAEZE, RENNMATEE K MAFTHTEAENENARE. BEEEEERERE , HE
ALAREBINITHT R BE

- FEETRHFFERARBEIE , BEZBEXBEKBA , NS BB EHTH,

« BAEREHNZLEARTER , BIARAFFEFAEE  SINFEHTHLEER , EXRESXAEL
FEABFEGHAZRE , ARAN#FTERSE, 2BEEL T —HRAGERLR LBV B T4 , 75
T “KI L B FRRIER
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https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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s IBRBRETE , TN IARCSEREM 25% BDE 10%. XEXNZEHLN T~ 4EF
M, TRALREEMX KRBT , HESEREBHEREINPEIFESHITEAREZTEE
AWS,

B ESKERAER

« BAANTREHNERGNRE TNER | MR WREHENITE , DEIRILRINS R RERN B4
B iR SRR,

- HEMNHLE , ATREAREMNITINEFREEHSEAKR .

- FHIEFR (BEAR. AR, RERHEANEL ) ARFBNEELEERENAAFEA , B
B4R R BE T SR SR 55 338

- BARRBA AT @B ESNLETR  NMEAR TR T,

ERRUSHEEXBROERTREORRER : &
THEIE S

NEBX P RERE , LASBEMANRBZEXSEE  BENERE, AEALTRXERE, ¥T
FAERN ITIE , SARX—MENARMEL , — P RANAKN ARG ER D EREFRINRAT
Mg, AERAWAREERER TRESRSEY | BN EULMRE N ATTEE X H R0 7= £58 2
WAR , F—RKREXEE, NIRRZXFNITEALAN K REBZASEXERIELNAR, EEX
EAREBNE | EREARK R GEFFEEALARNSEEHE  LEAENEEZIMNRANER R,

PR

AnyCompany Retail £/t T AWS Enterprise Support , F KB EME=FEEBHITZEE., ZL2F

FEIRHM ChatOps TEERNEEZTINEEAEEN. BERNEMESLEABERE, HBEAMSM
KETHE , 1S ERHERMELR  MAERSERT , 1R E —BETFMBTIFMU
MER, iEDEERAARZHEFRENERER,

K IR

1. BALRRNEY —MZOE , ARNEALRASINEENERFHENS 3BT,

2. BN REEMAR , LEXIEE., BTFENEARIRMLCIFRED , FFEEH -—NE , AW
KPNELERENREN S OEESR.

3. BENMALWNBSHEXRATEE , BUSERE, REMITRIER—H.
4. BINZOHBHAARESALANRMEBEASEZEHE  ARFASEQHERAREREEER
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5. BMREONENS  BINE, HERA., 2R I2W,. EXNEH—XN-—HAAEEEL , LA
BAR R 3 B © N REAV T3 B EBA .

6. RELENETR, FRESMTE (MEAE) K UEREREELEXRITY. TEXRIITH
B, REFTENTHRERME,

7. iR ERDBENTE |, FlINRSPIIR, B FER4FAREE,
8. RIEEMHLF , MEHENBIAFRBABRENREHMEE THES R,
9. BM R REEFMBAENRR , LERZIIEI R BIBANHELQX E RAvIKALAT,

10X TFTE AWS K/ , BAKE, ZeMNESERZABKRAA. BRBRT , BIMNRRARLZ
BFEHD RNBEA , MARBEN DT ABRRE A

1M1 HIE LRAFE @ EIRABITR , SAZBEBAFAIBERA ( 23E AWS Support MEAE =51 MR )
BATE,

PRAEBNMNERITRNEBENEGEARR |, R0 — i3 3 MIT 78R,

1I3MAEZERTESHITNTE , RAUBELZE SN AMEI L,

4EEEEEHICRENZEPHTABN , ABENRNIZ2BHER., HITEZIEANTEEER
BEN—%5,

150 MREEBERRGEWESE , PRI T ERNER. BRIFSOXLERER , MEEFEAIT
WetEsh. MREBz T ER , MRMETFMRTF M.
a. BATLAEA AWS Systems Manager 3 #4783 E T3 FM Mz 1TF M

16 FIEREAING , SUEH, ATRENAARHRRITHINEHNEN L MEESIEEZBHEE
DMEE LA, AR FHRESIRIPRIEE T RIABHZARIZBH.

a. AWS Chatbot A i F R IXBRF MR HLHEFEPHEH,
17REATHRNERRE , P8t ESH. BAXREER—-RENITIIASH,
a. REFUE , AR AWS Systems Manager Change Calendar R81BEEE O, K mmiEHBAK
RAA RS H#HTEER |, @b REE,
18 IEREBHNMNNTERERE , THABFEUARE TEASAGHEXWEBEEXNRKR, @ERKR X
EBA , LMEMA A BAREITE.
a. BATLUT R AWS Z2 0 | LMEEIRE X AWS BRI EH,
195 RARNELFNM K : FEAEAMETTER. ARKREFTENFEREDBIR, ERWNFRER
ARMTE,
a. ¥ RERRMNRE : AR AENKZHZ M AT RXEBENAE, WM TUMIRTUAR SHA
HRAK AN EZPIRBELRNMNE , Ml A EENREXERNARED, HITETUAFES
NWEBRMNBERTFHAS  URKREEHEAMKAABER K. BELBTHES K FSEBEENH
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/
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WL SHNIHHFBREN S, EHARKR ZRAERMITEAABERTHREEES , THRIT

XEFESHRERMLE,

b. RERLFFEMNE : FIEBRNEZEER , RIFAANERRANFORE, FKRNZRE
BRUBITUE  MARLELZIRENERZIHzF, SAKRRALTREFENHRH
i, TEAESNSERE. EENITHEAN. AABZ Tt , BBgEFERmIIENA ,
BREEF. SEARRARITREE. EBHMREABEACHERKTEN , 2ER
EoEAENERNRERE (HINEETE. AHRAEER, BEFROAD THARIEFREIN
KB ) o

c. WMEAKARSTSE : NATRHLENHR , LR 2S5 MBS THERXNET .
AR A B RMEEX KK , tNFEEENXIBEMREE, XEMBFRBAVEREATUNARE
KRERNRE, NEARKRRELENEEHRE | LN TRETRES R,

R
MR BIESR
« OPS03-BP01 £tEEX#H

« OPS07-BP03 AT FMINITERF
« OPS07-BP04 1R #&173) F Mt A2 A1 &

EESEE

« AWS Blog X E | Accountability and empowerment are key to high-performing agile organizations
« AWS Executive Insights | Z&T ABIFAE K MASEMERY | LLEGHSE

« AWS &%

* OpenCVE

+ X% App in Slack to Manage Support Cases

* Manage AWS resources in your Slack channels with Amazon Q Developer in chat applications

MRS :

o MIRRAEFFH Amazon Q FFEE R
+ AWS Systems Manager Change Calendar

« AWS Systems Manager X #4
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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OPS03-BP05 & i# ¥

R RFHEERCN TR AR BT, BANMRESRE | itHK A REFENXBNSERE.
SE K RAZLERE , UE#ECIFH. EHRTFFERINEGR , EF LT ZBtERENE
B, ERAR R T BE N K INEERFEE M Z &,

BRE4E R -

o (A 4OTMIR I SRAT B B E .
o FHRREHEZIWH S,
ENRES -

- BEZTABNE , BRESTHENNG, MFET Ul Ex , BREANERTUHL, XLERAE
Rt

« RAIRBE-MERMEFHR, REDEMRERZEIMBERTm , RSFEEFHEFRTIR
¥
B R ESKERAFR

- I HED BIFT,
- BEEHK , RTE R A/ RIRE LR
- BLARFT —HEI L,

EARBYXMREXTERNFERATRENRKREFE : &
XS

HENUAZEWHFRAHRIT, MASIHREREAR , MARRESRIR, ERH A/B NIXM D EEIRIERN
Hidk. iLARKR BB EDEHFEFHITIHL,

EF

AnyCompany Retail i, FBRAKARTASEER 20% B TERERIRBHFIFER. ti1E
AU IMBI N D ERE., NFHIHEEMERA A/B M , AESHAF R TR,

KHES B
1. BENMANASEEERIEFRE. NEMERKRULEZEHNAXETRE.
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2. WA RRRE AT UZ 2 H#HTIHEHNIFE, AL MEER H RN T EF=RIRE,

a. WO LAEA R AWS IKF REIZATFIRRNWADEIRE, AWS Control Tower A A F i@ iX L
Ko

3. EAThEEARIC A A/B MIiH 24 ih X0 MU E R - R 1%,
a. AWS AppConfig Feature Flags B 8|2 IhAEFRIC.
b. A LAER AWS Lambda hix 2~ 582 B4 B9 #7 R A< Skt 47 0 = Aol 38

KETXINTEERS : S, NHAMRKARKRBRIENHTZRNLRE T EZFERERE, TEE
BN RAREFRBRERERICHXF AB Wi,

RIR
MR RERE :

« OPS11-BP02 EEAEHREENT O - N\EASHHREEIREIFN RN EZRIRER,
+ OPS11-BP03 R B3 - RBHERHBHERARE S .

FARIH -

* An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer Obsession

» Best practices for creating and managing sandbox accounts in AWS

» Create a Culture of Experimentation Enabled by the Cloud

» Enabling experimentation and innovation in the cloud at SulAmérica Seguros

» Experiment More, Fail Less

* Organizing Your AWS Environment Using Multiple Accounts - Sandbox OU

» Using AWS AppConfig Feature Flags

RS

*+ AWS On Air ft. Amazon CloudWatch Evidently | AWS Events
* AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira

+ AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags

(BOA305-R)
» Programmatically Create an AWS K = with AWS Control Tower
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
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« 73 AWS Organizations R B A RIESEERNZIKS AWS H3E

MR =B

« AWS G E

* End-to-end Personalization 101 for E-Commerce

MXRE :

» Amazon CloudWatch Evidently
+ AWS AppConfig
« AWS Control Tower

OPS03-BP06 S FAR K R RIFMigRE SN EAS

AR LTERECHHAAS | NEXAIER ; #EBRAFCHTCBERATH  ATRBIAE
B, FHRBAEN W BRI R AR RO, ISE R R RIS RTUIAE |
SUERAE FIA T A1 R T 3RA SEAE, BATR TSI, BB ARREHBEASRELENMMR, 2
BEENANRAL , mEEARONRR, TIIRERERTET,

AWS EHER |, 3% AWS A TEREH L, AWS Blog, AWS LB ARPEE, AWS 5E3) W LT
2 M AWS Well-Architected Lab , IXERFRRA THNEARFENIES ., ROIMFMES.

FH (AWS rerPost, 2¥5 b ) I AWS XS RBEY T HREABSH REEE, BET TH
ROBE 2, YRR,

AWS & 7E Amazon Builders' Library F 9 Z 7 HATET AWS EZEZ TN RERERANEN | FET
AWS Blog # The Official AWS Podcast 7 7 &fH B AW E M E

AWS 3E1I| MIMESEEY B E#ENRFREHTHRFEI , UARZRACRAEFENZT 1L,
IR LIRB S MR ITIE S B | #— 5 IFEFTFE A AWS £ EE.

HAELER  AATUNTMARBEEE AR EMLANTMEN IR A RN L ZEE, H B S B H
B RITRIZESHEERVED |, FINRBAXMNITUINIE, ARFABFEEY, JURE. BREDSRHNM
GameDay SEFHEF LN ARRXAZITH, AARMEMRMARE , AEERSEIREZEARK R
BV |, 2R A T ARZY,

ELRER :
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https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/training/
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. ERZEHLEITUAREOERT , BAES R EHRE RS ROTRDLBITHEM , A
TS BA R E M,

. B AWS EBIERS  AARNEAR 2B FEREEENTRNSREE, NRTENREH
B, EARAZRTFAZAREETHSAEER , #SHRERTRER, XMELBLMMA T
1T

By WHREKENTL  AARERBRATRSHAMEREN , XERB TR X=H KA MM
te BEMNMENEI T AHES G , BFREAKRNEERD , MEESHEA T ER. AREE R
BRRTHRESENIENRE, ARESE5 , ARKAEN A X Bl K TER,
EARBURXMRERRNBERTRENKXEER : F

XiEES

NTRAFEAR, #HHIH, REFRARENZL , NI TEABRRHIE |, BRERE THAMRY
Tl KR

K IR

1. ERAEHILN=ZE&RITX - AWS Skills Guild REEZRZ) , IRSESREFEANEOLHBREFE
2381,

2. RUHBERR : TZHRE , BEZVIMBENSRERE , HEXEFESMESWFMATILAL | B
EEN@HIINEITES, LPREARKABISEMTREANKA , HiLEEBESM , HE
L HI B RARR 5 BRBEZREARA R B2 THE |, AR EM TR ZENERE. SMFEISITEEEEREX
RHAR , HRAUE,

3. FIMEAETREARER : A AWS re:Post Z KK EIRR BBk IRFFEREX,

4. B ML SO ERE - £/8 Wiki MSTFRERREZFEA, £/H AWS re:Post Private 812
BCWAEEFEANTRARR , BME. BEIEXEBHMNER T AL,

5 FIRAHENBHESE : NABKRNSEHBEFZRITAK, NEARRKARMA (IS8R A ) N
AHMENNN S , MESERENRESR , EREMNML,

6. XIFREVMLEF TUINE : ZIFFBAK A RENMLEF 1TALINE |, SMERIEAIIFTZE2IA AR H AT
1189 B R o

KREITXINTEERS : &
RIR

X RERE
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https://aws.amazon.com/training/teams/aws-skills-guild/
https://repost.aws/
https://aws.amazon.com/repost-private/

AWS Well-Architected 1EZR EZR
« OPS03-BP01 2t aE XF
+ OPS11-BP04 $hITHIRERE

MR -

+ AWS HRE$ | Cloud Adoption Framework: People Perspective

* Investing in continuous learning to grow your organization's future
+ AWS Skills Guild

« AWS 2| FMIAUE

- XF

* AWS re:Post

« AWS AITRIRHR T

* AWS Blog

« AWS Cloud £# 1%

« AWS XX#4

» The Official AWS Podcast,
« AWS FELE R EE

< AWS EFH MM & IT &

* AWS Well-Architected Lab

* Amazon Builders' Library

MM

* AWS re:Invent 2023 | Reskilling at the speed of cloud: Turning employees into entrepreneurs

+ WS re:lnvent 2023 | Building a culture of curiosity through gamification

OPS03-BP07 9 Bl BA Bt i & 2 Y % IR

EZRESHENERLSHEARKR  ARRITENRERIFTEAETR, ARRANETESE
AR HENRE, XEHCERETEMFRNRATURSHARNRER , BB THNIEZFTESHT
g MAFTEERTANED,

BRBE4E R -
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/publicsector/investing-continuous-learning-grow-organizations-future/
https://aws.amazon.com/training/teams/aws-skills-guild/
https://aws.amazon.com/training/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/compliance/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/builders-library/
https://www.youtube.com/watch?v=Ax7JqIDIXEY
https://www.youtube.com/watch?v=EqWvSBAmD3w
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- ERFEEIBUVNEARER TEIWAR , UERSEE AWS FERETEARMENRELAS, EiT
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- BUORBTAREZIY , BIFNABAFECMIERERSREARIF. THIAEB/NOER , N
WA AR AEFTZERERE S0 EMIRE.

- BEZELASTHNAMENL , 2FFHRIME[MERAREESEAIRSE , LERT LS ITRIEIGK
i

« WHREREBEE (HINENRFTRIEELY ) NEEERETHEE , MEKIITHEAARESEFETE
ERER.

ERRERX

- ESFNERBITNEEEFN , R THARES AWS it | XTRRAFEN TEABRN R, H#
BERITES.

« ENTHLAEEABREIESRAER, DU EFEN~RESRHITRERFEF  AREFEEETX
KyZheEiEPR. MERBHATERARNETFITNIBERER. Bl , BEMET - TEEMEN
RENKF , B REMERBESENRED BLLE T

« BIEELE AWS SEXFEBTHEAR , EEFEKFIBTIEE , BEXENEANFIEF ZFLE
TR I BAME A T A it ST 3 TR

BUMBESBNFL AR EEEELRENERRARIS THEAR, HRHETELMEEER
WAL, HFLPMAN., HERR , ANEBREBETHTERR , BN RARESRANEEET
HEFUF, ZRIRESE T R TOHEE,

ERBYXMRERKRNELTRENXRLSL : F

ZEBNBERANNEALRERT , EEBUMUARAEFZREMREHNEREZERA RIT—
B, ZNZEETHENLSHINAERFTREANRSE T BERRR, EMRENESEANSENZANS
SEARANIRMEIEREZES K, FINABELFE TR,

1. BB R TAFRERRNEEER (HIW , XFTEABHNRAIRIEREENSHH R LR
8 ), I B BA B Zh 89 B Zh PR o
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2. HIERREOARMEENS , UERXEFTEN , EEFELTENEKED , HEXLEDR
A A FERT E T IH R,

3. BUME (S, EAMARKEBRERNS ) , LU THEZWEARR., SITEMXHRE (0T
/i, FARZEL, ARRRIFHESEM ) o

4. MAXLENGHSEHRES , RO TESBATEFRAIRKEKNES, ARZABRZLEN , F
EfTEERFES I ERENITIE B AR, BERSHEK:ENERS.

5, EFELMMENTRREENARE  RERBINGR , A MHEL FERZFEAN,

KBTI TEER S - &
RIR
X REREK

OPS03-BP06 S AR R RIFMEE B CSHEELS
OPS09-BP03 & &1z & 1545 H 1 i gt {L &I F
OPS10-BPO1 FAMEXREESH., BENSHMNEE
OPS10-BP07 H 3R E4

MRH

* AWS Cloud Adoption Framework: People Perspective

» Becoming a Future-Ready Enterprise

* Prioritize your Employees' Skills to Drive Business Growth
s BEMALR - I XU 5= F BA

* How Cloud-Mature Enterprises Succeed

HEE

LI

« OPS 4. a{a1E TSk A SETL Al ML 14 2

« OPS 5. {Em A ERFA, RI{LIEE F it £ 7=z ?
« OPS 6. AN{AZMEETEXEL ?
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_learn.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/executive-insights/content/prioritize-your-employees-skills-to-drive-business-growth/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://aws.amazon.com/blogs/mt/how-cloud-mature-enterprises-succeed/
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OPS 4. gl #£ TAF S 8 A SR Al 14 2
ETEARPRIAARNME | UEETTU T FELRSHRB LS BRELBERHRRE,

RIERE

- OPS04-BP01 HEX B MR
« OPS04-BP02 3EHER AR FEN
- OPS04-BP03 3EHE A F &K IZN
- OPS04-BP04 SE jits Ak T 1 &
« OPS04-BP05 317 i X iR BR

OPS04-BP01 ¥ E X B S RIS HR
EETEAFEDPSIMAURNNYE  BAETHERS , HERLSERGEBIFERIEREK, BREETE
FELESEE—BNREERAEZ2—R , EXFMYRBHABIER (KPI) .
HELR . BIKSEMERDANS AN LR  BREBRIEREANIEZNLSRERS.
ELRER :
- TEBM KPI: B30 B KPIMWBERAT IETESSHUBESZRIVAE , NMRDEEF
=1
« BASKPl: T2BEIEAZILSBEFNRAERTICMEHFFARTE KPI,
s F—H  ERXEABSLFSHETEENEXRME L SISE R B KRB ARIEFR,

B R ESKERANFL

« BTERNEZ : L% KPI BE LB RIEFESESEMIBRAE, SHEXSHEAREREL , RA
RS KP BB FEAE Rt ER R &,

« ASSHIE  BREEESEEFLS B R
« MR FEERFENIZIREHEEENERL.
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XiEES

BRI E L THERE KPI, BHRATUTRE
1. ML S ARERFTIE - HIRATIRIEIRZE , BATHBENLSHR. 2HEFTEM AFSEER
= R W R B B BT 7

2. BEARERSU S BIREXREK : AFMARREFRBLNLSREFLEEELE, BERLHIL
FAEERZENE , BEALS KPI RRIAFBEEENFE L,

3. f£A Amazon CloudWatch : fH CloudWatch RE X F¥ =R KR KPI IEHR,
4. EHHEENMEH KPI : lEETEABRINLESHRE , FRE KPI B9MEX M,
5. tFIRMEXFSEEHAP  LEARMLFSEHARSEELFEFE KPI,

KT XIN TEERS : F
IR
MR RERE :

» the section called “OPS04-BP02 351 N 2 Fi&EN”
« the section called “OPS04-BP03 SEiEF F 4RI iE
« the section called “OPS04-BP04 3Kk B TLEN”
+ the section called “OPS04-BP05 £ % i N ER B

FARHY

* AWS Observability Best Practices
+  {Amazon CloudWatch F F7$5R)
+ AWS Observability Skill Builder Course

<M -

» Developing an observability strategy

FRRH

» One Observability # 3 &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://www.youtube.com/watch?v=Ub3ATriFapQ
https://catalog.workshops.aws/observability/en-US
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OPS04-BP02 L1 M F 12 Fr iz

MARFENRXATEARAMNENEM, REENBEZEXREE , CAURHTSSATHRE ,
BT THRNARFARSAREARMLSZHROZIMER. NEEIRIGERDEN MR ERE L
FREHMER (KPI) RE—F , NAEFENTAEE, RENIETEABNTAREES.

EiR, BEMBRERBEMNRT TRUEN=ZAZTEIE, SNAESHTEXRBRNARFIRS. e
EINER  EAhBeIZEEMRZFERBR. R , N THRAKEEIELSZSBIRDE—H , EXL
MG KPI EXEE, SREBABNBRERMEL | 5 KPIBERBTERA R I B,

EXAFKE (RUM) NGZEESSFHMENRE | RYXETEHREKRFEN T RUM BBIT T #
XNAFRE , MGEEEFUNELBENASTY B TRARIAR , BB EXAF BRI,

HEER  REBEXRTHEABEENTIXTTHRE, XEREFTEHFEHERMLILRE , ST

EREIREMY , B CI/CD R , AER R AR IR,

EARER :

« AMNERTE  ZEFAUNENAATEABRNE—ZF , ERER , NMBEZEBZNREERENIT
NIEE,

- XEBRENGEAR  SBESBESANIENRESN , BE2EH 7H# TEAENSTIRORMERE
SIEERE

- APIRERE  XRARZBESENNLS KPI S2RED I EBHIDEE,

B EESKERAFR

- BBERRE  FEIMEN M S KPI RIREBRVEE | AT LMEH ABER I BIRE,
- REZERR . BERIHRRFAHRTRSKAR T,

- WRTHFEARRBEN  EREQNNFERFE , EKIEESTHE,

- f&{t CI/CD 7 : NENHFEREBHIREY T ZERBEM AT KD,

EARABUXMREXRERNBERTRENNBRER : §
KEES

ERNTHEAEZIMNARFEN , FAH Amazon CloudWatch Fl AWS X-Ray & AWS AR
%, Amazon CloudWatch 2t 7T —E2EMNAE T E | AW E AWS MA#b IR E fh# R RN AR
Fo. ZIRFAWE., BEMIDIER , BAMBEREERRE , AN ERATLEEmS , NTig#T
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
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FERBEITHARN T #E, Bt , A AWS X-Ray , R AR, sMMBRNARRF , RATHEIE
MEBTR. EERSHE, LIRS HMRIRES B RFAE , AWS X-Ray AJLLERA T #E TAEREEY
1 BE M S0 T4 £ 3 1 R R R A

KHES TR

1. BAEEREMERE BEETRATHRIEAZTETRR., HEMITHNERIER. BEMR
EREE

2. #82 CloudWatch £ : CloudWatch REEMNIEASREEEEMIBHERRERANNARFE
FRMBAESEREZEE®EM, CloudWatch Xk 7] A T U EE OpenTelemetry =% X-Ray EREREIE ,
HFHKIEE X-Ray,

3. X BEMEFREBRERN : F£H CloudWatch Logs FER M IhEERM CloudWatch Metrics RE 4
NheEk BRI NARFBREFHNREES . XETEGFRANSFIEELRRVUFREBRH A H
BiR, NTMIBR THZEED , MR TXBEPHIZLEMNIOAIRE, REXLEHETNEHNER
BARFNETRANZ M,

4. RIP BB A EHIE : FH Amazon CloudWatch Logs HiERIF kB B ETHNHRELR, LIS
EHEBBBEZ B3R NNERBBHIE , B TEPRANEA ML, KEHxiEER , Uk
2L BEMNRFNASHER (PI) EHBFAFE.

5 EXFMKEZENS KPI - B S S4E R -3 EE LIER.

6. £ AWS X-Ray &N ATEF : BR T Z& CloudWatch REB 24\ | BT N AREFH TR |
DEXRHBRERE, WEIRBTEEH —5 78 T ERSNTH AL

7. FRECENNARFAHIEERE  fECENNARFPHBERESR., 5— MBI TxEM
PWBE, NMLETHNARFNITH,

8. ST EENK P AT AN : £ Bh Amazon CloudWatch Bk P Al WL 4 | IREX Z N AWS K By ia12
WE, FAZIEE , TUNTREKSFHIER, AENEREST —MIEH , N\MELER , H
REXNEMNAN AWS FREHR B LI G BN BAIRE,

9. S MTHIEHFEL AT : BIBREFIRENTERE , £ Amazon CloudWatch 3 {TE#HM B &
DM, HER AWS X-Ray #TIRERD . WEDMABSEEXRTEABETRR. HEMITHH
EERAE , NTIESRELE,

KRBT THEERS - &
=R
X RERE

« OPS04-BP01 EEX T4Ef &L KPI
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws-observability.github.io/observability-best-practices/guides/operational/business/monitoring-for-business-outcomes/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/xray/features/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
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B

« OPS04-BP03 ks A FiE3hEMN
« OPS04-BP04 & ji 4k i 1003 M
+ OPS04-BP05 kit AliB ¥t

FARHY

AWS Observability Best Practices
{Amazon CloudWatch f o #57)

AWS X-Ray FF & A R IEF

BRNDHXRENEE TS

AWS Observability Skill Builder Course

Amazon CloudWatch K ¥ IhAE

AWS X-Ray KY ¥ ThEE

R MM -

* AWS re:Invent 2022 - Observability best practices at Amazon

* AWS re:Invent 2022 - Developing an observability strategy

RG]

+ One Observability 3£
« AWS fERAFEFE : B Amazon CloudWatch 3 17 51 12 7 14 35

OPS04-BP03 3LHE A P Rk iz

RATBEFHABRUANENARFHIREEXREE, EXAFKE (RUM) MIGEESEXILER
MEBATE, RUMBHEXEIAFRXENKE A MREMENAARRAFFEE A MESEST

BEAFRE A TERERESMEXAF 2 MR IX LR E,

HEER  2ETHREFFR , ERAUEA , WLAFRE , NTTRETENBFZ AR,
FARER :

- NARFREEXAFKEE (RUM ) IhEE :
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dependency_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://aws.amazon.com/about-aws/whats-new/management-and-governance/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23amazon-cloudwatch
https://aws.amazon.com/about-aws/whats-new/developer-tools/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23aws-x-ray
https://youtu.be/zZPzXEBW4P8
https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch
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MEe. RESEES , XERETWRSHAMEHRBM.
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B ERESKERA TR

« EHRUFE : EBRERBLWESSAF 28, KIH BRI LR E,
« ALAPER - KRB RUM WEERIREB T & MERBEH 4R,

- REBAXRBFNRAB[MENRR  THRNABEFESPIRFNN LR ENVRI , AMKI#t -0
1to

- 2RSS THERE : EHNSREES TRARONENXERZBLTUERBSK.
- EENARFMERE  FANEXAFREPRERNRR | RE AR R DM i,

EARBUXHREXIKNBERATRENRRSR : &
KiEES

FFA RUM MGEESHTHPESNEN , AWS 124 T Amazon CloudWatch RUM 1 Amazon
CloudWatch Synthetics RS, fEfr. BEMBESE  BNMLAFPENIRE , THELE THRNA
EFNETRANAF AR,

SKHES BR
1. 82 Amazon CloudWatch RUM : ¥R A2 F 5 CloudWatch RUM &5 , &, MM IEXH
AP #E.
a. A CloudWatch RUM JavaScript & , ¥ RUM ERARRFE/K.
b. REZEGER , LAHLEX2 NN EREIHWAFHIE,
2. Bti& CloudWatch Synthetics : Sl 2 #HHALFIRE , BUAFRSNARFNRE,
a. EXKBNARREIERENBE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
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b. £/ CloudWatch Synthetics AR it &£ # , BUIXEREZNAFRE,
c. REENGERESLEREENRRZIT , BRH#IT —BHIHERE,

3. PMBEHFELREITS . FIAXRE RUM MEESESHEIERREUEE , HERNE 758t KE
A IE$ETE, £ CloudWatch 12 &I E AR F 2R & 6 T 15 R o

KHET RN TEELR S -

IR

MR EREK

« OPS04-BP01 ¥ E X RS MIEIR
+ OPS04-BP02 3:HE R A FiE N

» OPS04-BP04 3£ ji 4k #1100 M
« OPS04-BP05 L0 % =\ IR BR

FARIH -

«  {Amazon CloudWatch RUM &)
+ {Amazon CloudWatch Synthetics $§7)

MM

* Optimize applications through end user insights with Amazon CloudWatch RUM
* AWS on Air ft. Real-User Monitoring for Amazon CloudWatch

FRRH

+ One Observability #J &
+ @A TF Amazon CloudWatch RUM Web & Fi%k Git 24

* Using Amazon CloudWatch Synthetics to measure page load time

OPS04-BP04 3k it 41k 3t WU

EREE T EAEFRB A SRS MAHRZ TR KRR | MBTUEN AT T D, RBITUEN 24
BXE DNS. BIEFEHE=7 API SEBBMEXB TGRS, Bt R EtXBEANERIR, XN
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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3.

ERAMEEE  EANSRUNMMNEENEE , €80 7 #ERERMANSRRT, XETEFT
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. BERt T f## AWS Health IR EFEE : AWS Health 8% AWS Cloud&REITIRRH N EE B X

BRo fEF AWS Health ATt HBWEXTMH RS EHMENFRENER ( Hlanit R EwE

HIEH ) WBH , UEERLUSKEUE SRR B0,

a. B AWS AFBARS tIEEREE B FEp4 MBI XRiERZE BIRH AWS Health S48
41, #i&id Amazon EventBridge I AWS Health API IR AR EHEFNBIRTEER,

b. B E& A 24 &I Amazon EventBridge 3 AWS Health API FANEEEES ITSM TE
(30 Jira 5 ServiceNow ) 55 , MM RERFEERXRBITHNE TR EHHHE,

c. MREAFEA AWS Organizations , /3 A organization view for AWS Health LAEEIK P R4 AWS
Health E'ﬁ:o

. £ AWS X-Ray MR AERF : AWS X-Ray LIEREBRA T BN AR FRHEEKRGBDAIETIE

Do BEMAEIRBRERER , AJLAK N AR A4t a9 S 3B AR 55 s A P Y RS S PR

. A Amazon DevOps Guru : XTARS B F IR , I RIVIRERE |, NN TEEHIN=E

R , FRWARMHESRT), HURZAET , TRIEERA T BB, AKX LA
TN BRERBERRIR.

CERER . FERRENMKBTAEXHNERN B S, HXNBIMT AR TEREER,
 BRERTRIE  SEEMASKBARERRNERN , MURIEEMEE , HRECRENEN

ARERFHER,

KT TEERS : F

RIR

MR RERE :

« OPS04-BP01 E M TEfEk KPI

OPS04-BP02 3 N F 72 Fr i
OPS04-BP03 £ e A 7 & ah i
« OPS04-BP05 K555 AliE #it
OP08-BP04 tlZ AR EVEIR

FARHY

{Amazon Personal AWS Health Dashboard User Guide)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
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+  {AWS Internet Monitor User Guide)
+ AWS X-Ray FA A R 5m
+  {AWS DevOps Guru User Guide)

A -

* Visibility into how internet issues impact app performance

* Introduction to Amazon DevOps Guru

* Manage resource lifecycle events at scale with AWS Health

RG]

* AWS Health Aware

» Using Tag-Based Filtering to Manage AWS Health Monitoring and Alerting at Scale

OPS04-BP05 3LHE 4 76 = IR ER
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- WEAFGR  BEABRBEXEGAFHERTRL  BRRASBZIAXFER.

EABUYXHREXIKNBEATRENRRSR : &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/
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1. XA AWS X-Ray : & X-Ray EREIRARFF , MERATHETHMERHEHMRMA, FA X-
Ray Insights B 3 7 #7 IR EREXE -

2. MRS : WUEM AWS Lambda BIEE| EC2 SEHIMNBHRSF RERIE 7 IREREKIE. KN AY RS
% |, in im0 B B M.

3. 4 CloudWatch EXLAFEEMEEKE  NESAFKE (RUM) MRS KEE X-Ray £/,
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4. {8 CloudWatch K32 : iZRIEA XIXK B X-Ray 5 OpenTelemetry HIREREIE , \MIBRFTIRE
SRR E

5. £/ Amazon DevOps Guru : DevOps Guru £k B X-Ray, CloudWatch, AWS Config fl AWS
CloudTrail BV E#E KRB AL ATITRYEE I

6. I MTRERHIE : ERFERERKE , R TELNEARFEENER, FEIRIT
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/cloudwatch/
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FARHY

« (AWS X-Ray FFR AR IER)
+  {Amazon CloudWatch R ¥2 i FF {57 )
+ {Amazon DevOps Guru User Guide)

FAR AR -

+ Use AWS X-Ray Insights

+ AWS on Air ft. Observability: Amazon CloudWatch and AWS X-Ray

xR RE

* Instrumenting your application for AWS X-Ray
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://www.youtube.com/watch?v=qBDBnPkZ-KI
https://aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html

AWS Well-Architected 1E28 2L

OPS05-BP01 i A hix A2 &l

158 P R A 422 1) SRR BR B UM R A o

% AWS RS ERERAIZFITIEE. FA Git FEITHIRARERFIREREERBNE Y , fln
Hiig R MR A Z 38 AWS CloudFormation 4R,

HEER  AMERENRB., &3HE , ABRFRE—X , FET2EZREMER. B EBHREE
&, TURBRZ Y EHIR.

FARER :

« B—EBEETHEE EFRNFERAB. THERELRETTIUTNRENFEREE  KBEXT.
- AERNAEBERNEREE  ENBINARRF , BETRET. B EREMMER.

« BRBEXHFHRTTEAYE , MEMAZTENREXHHRITHE, NSERZERFLEASE ,
LUEA AT ATE X B 2V ES

- MREAR—EEHTFANDN , UEXNRKN THE#ITAX. BATNMERYRREFESLRE
ET. BEEHHEESR , FTETEH RIS

B MRESKERA AL | {EBIRAERBIZIRE , AT IRE B C AW REFPIRSHMABIRRA |, FEE
BREBERBIRE,

EARABUXMREXRERNBERTRENNRER : &

Kieis S

EMAZEZENFEEREP RS, JULSRBREER, BERRAER, RUNAERENER , SURIX
EISERRAE ( FlNERERENERIEANRFRES ) . NEEEERSAIMRAIZEFIEEEKE
BFH.

N

)
X RERE

« OPS05-BP04 £ HHEMILEEE RS

<M -

» AWS re:lnvent 2023 - How Lockheed Martin builds software faster, powered by DevSecOps
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https://aws.amazon.com/devops/source-control/git/
https://aws.amazon.com/devops/source-control/
https://aws.amazon.com/cloudformation/
https://www.youtube.com/watch?v=Q1OSyxYkl5w

AWS Well-Architected 1E28 2L

« AWS re:lnvent 2023 - How GitHub operationalizes Al for team collaboration and productivity
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https://www.youtube.com/watch?v=cOVvGaiusOI
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RB&M4), FAREIIREREBURSENEAEE,
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* Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
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+ Shift-Left Workload, leveraging Al for Test Creation
« Amazon Q FRARF D

* 10 ways to build applications faster with Amazon CodeWhisperer

» Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

+ Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

+ Getting started with testing serverless applications

* My CI/CD pipeline is my release captain

(£ AWS LI HEERMNBFERTBKES)

FE<AAM

* Implement an APl with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

* Mastering the art of Amazon CodeWhisperer - YouTube playlist

* AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
« AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
» Testing Your Infrastructure as Code with AWS CDK

MXBEIR :

* AWS Deployment Pipeline Reference Architecture - Application
» AWS Kubernetes DevSecOps & &
* Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

» Use Serverspec for test-driven development of infrastructure code

MXRRS -
+ Amazon Q FF % &R

* Amazon CodeGuru Reviewer
 AWS CodeBuild
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https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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 AWS CodePipeline
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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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2. WEER BT A RFER.
a. BEETIR Y Cl/CD EEAMNIEL RN AN ARFNNREE,
b. ARMNKRBERINIRE, RIENBHEIZNAR,
3. RBUSFSERNIAEE , AREEEETE,
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5. FECEEEEME CI/ICD EEH,
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AWS Control Tower
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AWS Config

42 AWS Config ?
+ AWS AppConfig
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
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« f+ 42 AWS CloudFormation ?
« AWSHRARTIE

« AWS CodeBuild

« AWS CodePipeline

» AWS CodeDeploy

MR AL

» AWS re:lnvent 2022 - Proactive governance and compliance for AWS workloads

« AWS re:lnvent 2020: Achieve compliance as code using AWS Config

» Manage and Deploy Application Configurations with AWS AppConfig
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
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A2 AWS CodeBuild ?

AWS CodeBuild

ft 4= AWS CodeDeploy ?

MR AL

+ AWS re:Invent 2022 - AWS Well-Architected best practices for DevOps on AWS
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https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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B, BRRANKBRENTER.

- BRRBA , ENEEETERE , FERIMBE K MEFBIFINRERETHT

« BTRHAEET RRFARNXBEE , AIUERRAER , RAEREFRRENITIESAREH
METER. SEXTITHMNTHXENE , SBEARREERIZL , HURERFPREIME
Hlo

BV NRESENFL BBV TEERE , @FBEIMIEARERRER D RINT A E , AJA#
T RAREHTRB. INRLHTRETRE , ABFREELTHSABENRS, X2 EERA
RN, REFRABARFEESAE, KB TEERRENMBIL , AROHENTHT
8 , HELFIHRESBHHEIR,

EARBYXMRETERNBERTRENRKREFER : &
XEES

EIRGUEYERB, REMENFUENIIE, FEUERRABEHNEZERER, ETTERE
B, ERAESNANTERITIHE  UEXIMFEER. BIRITHT EENGLNERE S atE, #E
FHRBESBWNEIR , FRDEINTHEE,

Kie L IR

*tF Amazon EC2 Image Builder :

¥

1. #£/ Amazon EC2 Image Builder , 5 & & & i¥ 41
a. SIEMGEEEH NHD
b. BN EEITXIF et X
c. BLEEMARFIN
2. EBRAR
a. EENEHRIIBFHFR
b. EFMREGIEH
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/i
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B

c. NARBEAWEHEMRA

d. EEERMREG

e. ANINFAEA M A E B FREM R
A%k - E N ER R ERE

ik - EXBEIRE,

BEERE,

EHRERR K REAREBREEM.

o o bk~ W

¥ F Systems Manager Patch Manager :
1. BIEANT B2,

2. BN TRIER E.

3. BAEMMRENPAE,

TR

MXRESRK

« OPS06-BP04 B 3hlizt #[E13R

FER A

* What is Amazon EC2 Image Builder

+ Create an image pipeline using the Amazon EC2 Image Builder

» Create a container image pipeline

AWS Systems Manager Patch Manager
£ F Patch Manager
ER T EMMERE

AWS FRARTIE

MR AL

» CI/CD for Serverless Applications on AWS

* Design with Ops in Mind
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
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KRR
« AWS Systems Manager Patch Manager {2
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ETEHNAHAERESRE , LMERSANAARABE®IAF R TFEHONR. BERENRE , iBX
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T, ERMBINGE, WMEREXFNSE , FRERRN SIFHLIR,

HEER  RAAPNARFRRAZRITIRE, BEREXERNRE , BRINEFEERSTRH,
FARER :

« MANTREAREESIZT —MRAFFORIERS. XTAPRE , NEEZEBRRGEHE 52 , 8
HIER —E R ER.

- SMEANERMECSHERIRE. MWSAMEERBESEREMIRE , FNEAKRATENG K
HEE R,

B MRERRAITAL  FAREREXEHRERKRNRA  AXDRIAFTRTENRE. CRMERH
WRITARE , AR T BEHFNRERRARZENSAEER,
EARBYXMRETERNBERTRENRKREFER : &

XiEES

EXEHMNARENENRERXR, Ritirk, RERE, REERF. FENEEER. BRI
PENER, AMMGINERERF , SMEXFRHMEIF. LHARTHERTHRAR, BERTRERXEK
BRI |, HIE — LSRR ITARERE R

Pl

AnyCompany Retail i AR EBRH R IERNWEIRGERWHR, WHARMRZREENESHAEFE
BHREY, RAXEEEFENRRNTUNRNESAMINAERZ 25, MATATAERITFENER LR
EWE, EHEANEZEERT —XRAW , TAEEER K UEXLE  FHEMEL,

KHES TR

1. A —NEIREER , AT RMERRITRE. LEARNSBMNMANRBZEXGTEE  FIER
iR, BERR. REFE, EEMGEER, ERRIHREATARARNRE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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a. AWS Service Catalog JAFEAEMRENRKBAURRKRRITIFVEN=RAES. TUETREK
FRIAZEFRAS,
2. BEMBRESENAE , §IE —MISIRILRITIRERGRE.
3. MREFWMITIRITIRE , WEHE-—NMRERBERER. EFNRE

KBTI THEERS : . FE-NTRERGUBNAZRITNE , RAUUERNMEANWRSHEXTH
THRSEE.

RIR
X REREK

« OPS01-BP0O3 IR ER - JAEERASFMZ IR,

« OPS01-BP04 (TEEMMER - ERIBRITFEN , MR —MEXEEMNR A,

« OPS07-BPO2 HRA—HBH A XN ZEERBERAHTHFE - SEARREFERE —MERITIER
A KR IR ERN LS

« OPS11-BP01 ZEFLUUHRIE - BEMIRIHRERFEIHN —F 5,

« OPS11-BP04 HITHITREE - EAREEXKREREF , EFRNMEZRITFE,

FESR A

+ Automate AWS Backups with AWS Service Catalog

AWS Service Catalog Account Factory-Enhanced

How Expedia Group built Database as a Service (DBaaS) offering using AWS Service Catalog

Maintain visibility over the use of cloud architecture patterns

Simplify sharing your AWS Service Catalog portfolios in an AWS Organizations setup

MR U -

* AWS Service Catalog — Getting Started

* AWS re:Invent 2020: Manage your AWS Service Catalog portfolios like an expert

FRRH

* AWS Service Catalog Reference Architecture
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
https://github.com/aws-samples/aws-service-catalog-reference-architectures
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« AWS Service Catalog 3£

MRERS

» AWS Service Catalog

OPS05-BP07 iR & B ER Kk

XEREBRENBREARTRBIREBHRERK, —ERMENRABHET R, KBFE, 1
RAMENFE, FXEXKRESHIFRERFRMRES.

HEER  ALAEARBFERENREEFREIRRESKBRE, ER4AFREGARN , FRA
RAREANRRARDREBRESKEK,

ERRERX

c ERAH#TABFENBER THACBRIZINARFNEDI X, EXLBFBEINEFHREHASHH
W
- FRFUARRF , MARTEMAETMNR, wERVAFERN L, EHBB 2T ENRANAEF.

- ARAEEFFRTFHESCRBERRBEZR, FIOXBELSNHAHRBFE , P 2B IFEERM
R REEHHIRIIZR.

RUBBERBOFL  BEIRARSRABREGEE , B BHRARE WAL 3| AL b i AL,
RBEERERBAFLTIHE, KABFENRBATERESHTES,
ERRIXMBERBOER T REORRER : 5

RIS

XERSNEHAENXEK  UAEEHREARB 2R ARBRDRE, EANARIET R, KEBFENS
MREFRERREST RNRE,

FA Amazon Q FFREMEIEKNATERNBAYRE , REFRAANES DNABRE, Amazon
QFARERBFERNBEY (ETAEESTER ), fFETNR (BB LRAEFL)  UAREBEIR
ANEELZERFAREBRBREMH,

EF
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https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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AnyCompany Retail R R/LMRERXRSRBRE. W1RATNREHEFRENRENAEF
FRoffo NF—LHINEE , LT RARAEARMBREN RE, EEXANBEZE , HERFERALX
BMNEUE R ITRBFEE,

KHES TR

1. EREEANRXAREPRANZRAET L, RBFENENFEERBREK, FHXER

REEBHHRE,

a. A Amazon Q F R ER , RE—MERRATERETE | ATURBIZE TNRES (BFiD
RBEM4) ., FARBIERERER. RUBHEZL, RURBIHNEZLRESAITHIRE.
RAUNZ, REEMIEEERE (1aC) . BRABURERMEI]E=HRBE,

b. Amazon CodeGuru Reviewer Al SAEAHLEEZ S H Java Ml Python REBRMEEEW,

KRBT THEERS : P RELRERBRBRZTE  BREAKRRXRATRERHAFESE.
RIR
X REREK

« OPS05-BP02 iz 7 % iif 88 &k
+ OPS05-BP06 HZigit#rAE

FARH -
« RANSHKS) BT R T E

* Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

+ Shift-Left Workload, leveraging Al for Test Creation
« Amazon Q FF A A & H /D

* 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer
{Agile Software Guide)
My CI/CD pipeline is my release captain
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
https://aws.amazon.com/builders-library/cicd-pipeline/
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* Automate code reviews with Amazon CodeGuru Reviewer
o XAMRAIRSY BT K 5 E

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming

* RENGA Inc. automates code reviews with Amazon CodeGuru

* The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)

FARAUIHR

* Implement an API with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

MERERS :
+ Amazon Q FF X &I

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler

OPS05-BP08 £ A Z /N MR

ERAZMRERAR, FRAMUE THERR. SREEITESRER , BDmEEE , BRIFER
EEEERBEMIZET.

HEER  £RZIMHE  IERFEHRMEMAEINGEFI R, EEFREFNER L |, ATBEIHRER
pURERIE IR e =

1. ALRABEI RV EZXREIX— B , BRXARMEE, 26, KFRE30, BN, Z2%H
EEAMNY, BIFEASIREREEXEEZRXINEE, —NELNGIFEAESAR , ATHFX
AN =X EF AWS Control Tower BB FRXHWER , HFEHE AWS IAM Identity Center H service
control policies (SCPs) &, FIEXEERTMLITERXNAN AWS KA TFRIMIEEFEERE
),
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https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://aws.amazon.com/controltower/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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2. RTIXLERRSH , BHERE &S AWS H AWS SEMRERTHBRAR , MERNALRNTF X
WEENBRER , RFBEXXNIIEE, AWS XA ERS RRH1EHE AWS Control Tower B
B E YR ( CfCT ) A AWS Control Tower Account Factory for Terraform (AFT).

3. BHHEANBERXHN, #H KBNRBRETEXAEBNEREN , RFBTES ZBHNENRE,
ZRBANEHNAEFMTEARKERESR T - MIEAELENERXRHER,

ERNRER :

« BEERAEFRBPREFRITHALR , Z—UFRAARERZENRBER,

« WHEFRFRFTFNLZ2EHSBETERBHARS M6,

« WEFREMITRENR , SBAFEF.

 EFRRETFERR , SBREER. BEFHEFR , ZHENMVBRSBBRBEERNFM | LUERE
BEETCRIMAREN , ABLTERRE, ATHLEENRBEERERESE , EHOERIUERE
SBRAPTEERNAER.

« BERBITZHEPRS  TEXBEFNTARENER,

« BURATERHATNS , EEFENHN , BEEFHDREHHEIT,

« BUNBE-HRENEEMEERERRINZIDEEENEE,

« BAHRT -TRBHEZXXIRE , BUREXXHIHENEARNFHTE LA THEAREEKS AR
Ao

« BX AWS IKFRIA T ETHV RG] | Bt IE RSN TERSERER AWS IKF~ AERE E i avae
B

B MRERERNITAL | SEHESANHRN , TUASIENBTHTR. WIAMEFRRRMART
O MAXEFRAATAFEXEERFR, N TENERXZRNERINE , EUUAEERELE
K, E{L TR , FREXNTRRITRBEMOXL, FAEXXNALBARLEE AWS HEH
MENKFMRE  SEKSEN, 82, NENZ2EE. BENRER  AATHEK , BXXT
UTHRR , URPMELQLEN THEARNER.

ERBYEHBEREHERTRENRRER : &
e

ERZIMNE , AT RARREZRHNFRONDEINE |, HEIFTHE, REESIRHFT RIFERDE
FITITHE  ARSTRNVEEN, EEEEFNMEPREEKRVES | LT RARESCIH, £H
EiiREERBIREEERERMBESEFHRINZHIFEE -BNHR  BRRAGENREREK
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https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
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BT, RATNEANRE , LRZRAR (S0, R ENFROFRRE ) mETRH. EREN
HEBBESEFERHHE , LABERER

BUFAEIRE, MENLLEESHANBEEALREEEARETRERNIIE. REIBERFTRE
PAASRE, FAFMNRMEMEF LIMHIRE, EHEBRT |, Bl LI AWS Organizations 3£
il

BiR
FEIR A -
« AWS LHFE 2

¢ f+4 & AWS CloudFormation ?

« Organizing Your AWS Environment Using Multiple Accounts - Multiple organizations - Test
changes to your overall AWS environment

 AWS Control Tower Guide
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RNERGEEEARN , MEHTUTEN PR ERALURD ERAEE M, X8 7] LR SRR
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://catalog.workshops.aws/control-tower
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X REREK
- OPS05-BP03 FAEEEE RS

« OPS05-BP04 {F A EFNIPEEIE RS
« OPS06-BP04 B 3zh izt F B3R

FARHY

« & AWS LEEHEHMARSS

» Microservices - Observability
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FERAREIFREERM AWS Resource Groups , B —HBWRICKBENATHE , MRRAR. HiE®R ,
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=,

ERRERX
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« EERFEAR , BAILLEF AWS Management Console , B IEFRHE R EM RS BIEF T XK
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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MR B fESREX

« OPS05-BP03 AR EEE RS

« OPS05-BP04 EAMWENBEEERS

FERIAY
. 48 AWS CodeBuild ?
« f+4 2 AWS CodeDeploy ?

MR AL

* AWS re:Invent 2022 - AWS Well-Architected best practices for DevOps on AWS
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-+ OPS06-BP03 KA R £ IBEREE

« OPS06-BP04 E iz f ER
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA

AWS Well-Architected 1E28 2L

OPS06-BPO1 &3y 7 5K Zh £ 3 ok il =2 it X

FEITX , MEEMBRXRRIHELSRN , FEFHRPREFN CHRIFRS , RERITEE, HE
—DURMEREMXHFWITR , BB TREHARSIEMNRBNELPIIREN R, XHNREIREESEL
ENERS IR, ERME, WaEfric, RERENREERE., BN NRARATRESESMINEAHE
Ko ZERBNREREAZEMAGFERNRBINFIRELRIEN

HEER  ENERRWER T HRANRKE TR A, BB N T REABTHRD , SERKRE R
DN HEHMTEARAHRBERE, At , BEBEER XM TRERNEINE , RERENEE R
SEMRNER B T XSS R,

ERRERX
- BITHRER , NARFESTIRE , BERRELUFEEFIAF ., BYXTURERERERHZIE
FAF  CREINEAFTILNAR TSI NEBERENR.

« WATHITERE , TABEEFRE  BERTEFREP NN, LIRERDRAEARERZR
EEXEFENFM, MRER , FRMARTEER.

« RENRUTAFERRPIRFRAZTER. Bt , EHBANE , REHEXEAMRENE
Ko

- SREEAEMIRERNAE (1aC ) B , MAXNEMREHRTHFIEFSHTAIFELINEE.
KRR RIENBHEFIER,

- BTRBFHHERRAEMENGESRE  RKBARREIORENESIAR I FBRERREBRE
R ELRITR , NS EREE MM KRKE L H,

- REHERERKRMT S B PN EFERE, AT EBERERENMLINFNREITXINE
Mk, wFTERR TR,

B WREKENTL  SIEMNABEXRFIREN TR TR ARE A EFORERNE (MTTR) |,
HB X SH R,

EARABUXMREXRERNBERTRENNBRER : §

XiEES

REANRAN -, BRITENRBEANR | AL REBITRIEE R ME ML E, & RGN
HEREBATANEE, TIERWBHIER  EEBEIKRREFTHE R , BN ZEICFE AN G FE
ERERITY , EZARE MM D M E R R E PR AV At E

HE 137



AWS Well-Architected 1E28 2L

1. 1IBRERME |, 2R EEESRE A BIER KT X A EE 5 E 8 E A HEER.
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b. EXRFIEMX A REEE ICFKERMERITR.
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c. AREREFFRBREINEANRFRES , RARBEENSH,
3. ERITEMIERRE , URREHAMITRE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html
https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
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https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
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« AWS Builders Library | My CI/CD pipeline is my release captain | Safe, automatic production
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« AWS CodeDeploy fiFF 15/
+ Working with deployment configurations in AWS CodeDeploy
+ RiE AP| Gateway € Z 2IRANE
* Amazon ECS Deployment Types

* Fully Managed Blue/Green Deployments in Amazon Aurora and Amazon RDS

* Blue/Green deployments with AWS Elastic Beanstalk
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* re:lnvent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

* re:lnvent 2019 | Amazon's Approach to high-availability deployment

HRTA -

Try a Sample Blue/Green Deployment in AWS CodeDeploy

Workshop | Building CI/CD pipelines for Lambda canary deployments using AWS CDK

Workshop | Building your first DevOps Blue/Green pipeline with Amazon ECS

Workshop | Building your first DevOps Blue/Green pipeline with Amazon EKS
Workshop | EKS GitOps with ArgoCD
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.workshops.aws/cdk-cicd-for-lambda-canary-deployment/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4b59b9fb-48b6-461c-9377-907b2e33c9df/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4eab6682-09b2-43e5-93d4-1f58fd6cff6e/en-US
https://catalog.workshops.aws/eksgitops-argocd-githubactions
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» Implementing cross-account CI/CD with AWS SAM for container-based Lambda functions
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https://aws.amazon.com/blogs/compute/implementing-cross-account-cicd-with-aws-sam-for-container-based-lambda/

AWS Well-Architected 1E28 2L

A UAE N ERIE, B B ERIZAMRAE , TN EFNEREERE. B31ERATRD
WEEE  FEARAXNBEDENE O, SEMS , XLEDEATEHRRENENBERIEHE,

EARBURXMRERRNBERTRENKEER : F
KiEES

BN AEBENRE  UEERGBIANGEER, ERFEITMELNERN , BERIZAINEA
RIFRES , RUBEERENE , FRPFHRESBNER. FUNRXITESEETEREER , A
E-BuTF RN AHR AR FHAA, BEMRTMITH BN ILRE , FINEE%EER AR
AHRE , AR BRERBBEZFREN RN AR, o, EATBARBEN TR P IE LB SESR
frEFIER,

K IR

1. AFREABRELNAEREH , (A NLIE  NERANZNARHF R, TERE, B3
LR FNIRZ=BIREA |, NN ERHEITE Lo
a. RIFEAN AR , QZBET TEABRINIASGE,
b. ZREENT R LAY BRI REMERFEN KK,

2. REFEWSERNEERA , BRATURANERV BT E,

3. BEEBDMITHWMENRRS , UARNFFHHTHWLENIRNRE], XA SARTEFTN = 2h sE Yl
SMELERKRENL . BRABEKKRBEFZITR , ARLKPITFHNHBTEA

a. EECANH TSN ERN B EN LRG| LEA BN , fINATEEHELEEITHR
Pl EREEASHRIIIESHEEFHRENRSE.

b. EAFMLTERENIX AN CHARMB L , UEERERGIRME TUEFFENEFL
TERE,
c. A ENENRE LEKR KMERAE,
4. REZEENZBIE , EITEXNMAIRELSHES KUK RARSS , BIF R EEAIN R
ROIRIRE-BHER
5. FBAZFLAHMERTEEKE CI/ICD BEEH,
a. 7 E I EBATERY R Zh AR
b. MR HMELUERNX LR A , URERERERRINEN B HEER.
6. HITARIRER ELESNR |, Hln
a. AB MR , EREMNAHPNRE B S e E RN .
b. ELEMNR , AEN—BoAFBEESR , REBEMBAF K.

HE 145




AWS Well-Architected 1E28 2L

c. WREMRICAE , A ENRREFI , BIROFHRAE 2N NREIRCHITFMKREA |, UEFRZE
MNRUEF N HT AR

d. RN , ATRIEIAMEE XA IR INEE.

7. BENARFNRERL,. B5  UREEHMNARFMAHNRE, HHHREG  ATRIERR
ETRERRERY , AEREX B3N TERBN WL S # — S TMRI.

a. wHMRERKE , AERERERENIEHERERF
b. SEHERREE , LUERE - RSN AT EZNTE LKW FM4#H1TEER.
8. FRBNARS , UEEFRNTEEERFEA.

IR TEERS : F
BIR
MRERESRE :

« OPS06-BPO1 X471 5k 2h &Y 5 ck il 2 i1 X
« OPS06-BP02 i # &

MRH

« AWS Builders Library | iR 58E H 18 Z2 £ E)R

* Redeploy and rollback a deployment with AWS CodeDeploy
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://aws.amazon.com/training/
https://aws.amazon.com/events/
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
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https://aws.amazon.com/training/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
https://console.aws.amazon.com/wellarchiected/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
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* AWS Control Tower - Guardrails in AWS Control Tower
* AWS Well-Architected Tool - Custom Lenses

» Operational Readiness Review Template by Adrian Hornsby

» Operational Readiness Reviews ( ORR ) HE$

RS

« AWS X #Fs You | Building an Effective Operational Readiness Review (ORR)

FRRH

- CEHEBRBRTEE (ORR) H4RA

MRS :

* AWS Config
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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PEEALAREE , XAETFMNEIEs{t. A AWS Systems Manager Automation RS ,
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MNB R %S TEAEMNIZEMIE, AWSSystems Manager Automation & 24 T RA DA 33 HRiZ 1T+
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |

| RUN@GQ1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps

1. Step one

2. Step two

1. MREHKA XA ER Wiki , BERA R RS H 62 — MR RS EEE.

2. BERBETFMHRE. BERRBER¥EHHTHRE , PRY , BRERE ),

3. EMMTFMES , HAERGERNER Markdown X1%, EEEZTFMBEUARZSITFME
B THHBEFTER,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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* AWS Well-Architected Framework: Concepts: Runbook development

Achieving Operational Excellence using automated playbook and runbook
AWS Systems Manager : {3z 17 F i

Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

Use AWS Systems Manager Automation runbooks to resolve operational tasks

RS

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager

FRRH
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
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« AWS Blog X E : Build a Cloud Automation Practice for Operational Excellence: Best Practices
from AWS Managed Services

« AWS Systems Manager : Bzh{tE%

« AWS Systems Manager : NEFHRBZITFRPERERRS

» Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
« Gitlab - E1TF#

« Rubix — AT ¥ Jupyter Notebook ¥z 1T F MK Python FE
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MXRS

* AWS Systems Manager Automation
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RIiEE T A MABRRBEARRNZTFM. THFREUEFFERATHES . MRTHFRATEER
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https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|------ |------ |------ |------ |------ |------ |------ |------ |------ |
| RUN@GQ1 | What is this playbook for? What incident is it used for? | Tools |

Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps

1. Step one

2. Step two

1. MRHERBEXEFEER Wiki , BEREZFREF NTHFREIE - DT RSZEERE,
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+ AWS Well-Architected Framework: Concepts: Playbook development

» Achieving Operational Excellence using automated playbook and runbook

+ AWS Systems Manager : £ Biz1T F M

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks

FESR LA :

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)

» AWS Systems Manager Incident Manager - AWS E#li# 3 &

* Integrate Scripts into AWS Systems Manager
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« AWS BEF1TZ FAHER
AWS Systems Manager : Bzh{tE%

Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake
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+ AWS Systems Manager Automation

+ AWS Systems Manager Incident Manager
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/blogs/opensource/the-wheel/
https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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* Enable Cross-Account Observability in Amazon CloudWatch

* Introduction to Amazon DevOps Guru

» Continuously Analyze Metrics using AWS Cost Anomaly Detection

XA

+ One Observability # 3 &

» Gaining operation insights with AlOps using Amazon DevOps Guru
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https://www.youtube.com/watch?v=lUaDO9dqISc
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=IpQYBuay5OE
https://catalog.workshops.aws/observability/en-US/intro
https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html

AWS Well-Architected 1E28 2L

1.
2.

®E CloudWatch Logs : BEEN ARF MRS , LMESR B EXEE CloudWatch Logs.

FABERERM : FA Amazon CloudWatch Logs ERNINEER BN RE BEERXH KX H
Bk, ZIEEHTEIHEBEAXEFHNRERBR , RELNEEE BB,
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b. £/ CloudWatch Logs Insights X 2 k7 M AR BEFERAN AEER, ZheeBBTT
FRAEBEPNELZTERNEEREE.
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* Analyzing Log Data with CloudWatch Logs Insights
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Patterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_Compare.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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» Using CloudWatch Contributor Insights

» Creating and Managing CloudWatch Log Metric Filters

FARUIR -

* Analyze Log Data with CloudWatch Logs Insights

* Use CloudWatch Contributor Insights to Analyze High-Cardinality Data

XA

* CloudWatch Logs Sample Queries
« One Observability # 3 &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://www.youtube.com/watch?v=2s2xcwm8QrM
https://www.youtube.com/watch?v=ErWRBLFkjGI
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://catalog.workshops.aws/observability/en-US/intro
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5. £/ X-Ray Analytics : X-Ray Analytics AT EHRZRREHE. EHEXHRIUEE,

6. fEA X-Ray FH4H : £ X-Ray FEIE4A , RIFSEREFIETTEREREE , ANMETEGEHXIERN
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7. Ii A Amazon DevOps Guru : FF Amazon DevOps Guru M\¥lEsZIJER b2  EHREHIE
FHRERE,

8. i CloudWatch Synthetics : f#/H CloudWatch Synthetics I FiF& 4k Rig 2 M TEREN S
“Eg, XS4 AT X-Ray EFCRIEMRESE , BTN EENRNNARFRHITRAD M.

9. EAEXAFKIE (RUM) : &85 AWS X-Ray # CloudWatch RUM , AT BA %347 Rk M B i
MWLIRAFTTE , 23 T AWS RERFHWERER., THBEZRIEZNELAFPNERBESEM
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https://www.docs.aws.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_service_map.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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FAR LAY

» Using ServiceLens to Monitor Application Health

» Exploring Trace Data with X-Ray Analytics

* Detecting Anomalies in Traces with X-Ray Insights

* Continuous Monitoring with CloudWatch Synthetics

R MM

* Analyze and Debug Applications Using Amazon CloudWatch Synthetics & AWS X-Ray
« {E£/H AWS X-Ray Insights

FRRH

» One Observability # 3 &
« £ AWS Lambda 3£#E X-Ray
* CloudWatch Synthetics Canary Templates
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform
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« 5 Amazon DevOps Guru £/ :

a. ®IA Amazon DevOps Guru BIHLES¥ I ThEE , 8N BARERRMNBRIERE,

b. §#1%l DevOps Guru FHEAIEBLIREFEER.

3. RIEARENER | RITERBREHEBEENER , SUEMEIRIT.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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5 iRBEAEIR : A Amazon CloudWatch E 8 ERE H ZMNER,
6. SBIRITEER : 44 Ops Genie M PagerDuty T &,

7. MABIRNARFHH Amazon Q FFREM : ERII KN ARERFFH Amazon Q FF R &R , LUESR
iR K4 Amazon Chime, Microsoft Teams #1 Slacks

8. ET BEMER : £/ CloudWatch Y HiSIE rimics , REBEBEN BEEHEEER,
9. FEMEN : EMENFAMNTEEREE
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FARHY

+ {8 Amazon CloudWatch &

» Create a composite alarm

* Create a CloudWatch alarm based on anomaly detection

* DevOps Guru Notifications

« X-ray insights notifications
« FAXRE ChatOps X AWS BRR#IT IR, RIEMMKEDERR
* Amazon CloudWatch Integration Guide | PagerDuty

+ Integrate Opsgenie with Amazon CloudWatch
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https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
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* Create Composite Alarms in Amazon CloudWatch

* Amazon Q Developer in chat applications Overview

« AWS On Air ft. Mutative Commands in Amazon Q Developer in chat applications

HRTA -

« Alarms, incident management, and remediation in the cloud with Amazon CloudWatch

» Tutorial: Creating an Amazon EventBridge rule that sends notifications to Amazon Q Developer in
chat applications

» One Observability # 3 &
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https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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5. BFAREW : FA CloudWatch Log Insights M A & IREXVATIRERNIER , HERSIER LERX
LSR5,

6. IREEHR : fF CloudWatch Alarms SR E#EFIEMR P , UERREF EME L RERIER.

7. £/ Contributor Insights : i1A CloudWatch Contributor Insights SR B EHZR , EFEH T
BRENEERERE,
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IEHRYE BRI A ERIRER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
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* Using Amazon CloudWatch Dashboards

XA

» Create Cross Account & Cross Region CloudWatch Dashboards

* AWS re:Invent 2021 - Gain enterprise visibility with AWS Cloud operation dashboards)
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« {8 Amazon CloudWatch ¥ 17 N A2 /F a2
+ AWS Health Events Intelligence Dashboards and Insights

* Visualize AWS Health events using Amazon Managed Grafana
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
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https://dora.dev/guides/dora-metrics-four-keys/
https://dora.dev/guides/dora-metrics-four-keys/
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* QuickSight - Using KPIs

Amazon CloudWatch — {# A 18%5
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How to track your cost optimization KPIs with KPI Dashboard

AWS DevOps Guidance

X RH

* Monitor the performance of your software delivery using native AWS monitoring and observability

tools

» Balance deployment speed and stability with DORA metrics

+ Example MLOps operational metrics in the financial services industry

* How to track your cost optimization KPIs with the KPl Dashboard
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https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://aws.amazon.com/blogs/devops/balance-deployment-speed-and-stability-with-dora-metrics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-unlock-value-data-financial-services/operational-metrics.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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» Measure Progress
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» Data Operations

» How to track your cost optimization KPIs with KPI Dashboard

« The Importance of Key Performance Indicators (KPIs) for Large-Scale Cloud Migrations
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://aws.amazon.com/blogs/mt/the-importance-of-key-performance-indicators-kpis-for-large-scale-cloud-migrations/
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/features/#OpsCenter
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/

AWS Well-Architected 1E28 2L

- ZEMA AWS Managed Services ( AMS ) RIEBEHERE  MFAEEZ, FMHFAMNERE
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MXNENEASHMBIITRI , HABREFEI0HE 24k,

Problems ( [E]& )

1. FERIRR
- FRALNEASHNBERBERELHINESN | XEEXTRERALEINTERBRHREMEE
il
 FIFA AWS CloudTrail #1 Amazon CloudWatch & T B3R5 e H X IEERE,
« LEE, FANLSHIESEREAKRSEHRK , NSTCHABRFTUARKNER,
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- BIEBRERIKREFZER, BEFNEMRE , UBRBEEXRE,
3. Hrso
- BFFEFI NS , SR EZ) R IMMEFEE R,
- ERHENESITOEERERERTIE , ENTHECHLSMERES,
« EENMARNSZARMNFZESR , MERIEENE. EaRNEZERE,
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£/ AWS Trusted Advisor & AWS &R , REEZFESFMEICEI
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https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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{AWS Security Incident Response Guide)

AWS Incident Detection and Response

AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management

Incident Management in the Age of DevOps and SRE

PagerDuty - What is Incident Management?

RS

* Top incident response tips from AWS

* AWS re:Invent 2022 - The Amazon Builders' Library: 25 yrs of Amazon operational excellence
* AWS re:Invent 2022 - AWS Incident Detection and Response (SUP201)

* Introducing Incident Manager from AWS Systems Manager

HRTA -

+ AWS Proactive Services — Incident Management # 3 &

* How to Automate Incident Response with PagerDuty and AWS Systems Manager Incident
Manager
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https://aws.amazon.com/premiumsupport/aws-countdown/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
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» Engage Incident Responders with the On-Call Schedules in AWS Systems Manager Incident
Manager

» Improve the Visibility and Collaboration during Incident Handling in AWS Systems Manager
Incident Manager

* Incident reports and service requests in AMS
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» Amazon EventBridge
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https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://aws.amazon.com/systems-manager/features/incident-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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+ Atlassian - Incident communication best practices
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https://www.atlassian.com/incident-management/incident-communication
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AWS Well-Architected 1E28 2L

ERBYXMRERKNELTRENXRLSL : F

XiEES

BREIEARATTAE R MEEIRERESMNLSERER , HETLURBETEZIABANER®ITES . A
Amazon CloudWatch # &I E#xF Amazon QuickSight ETE | A SIBRXERX L 24ER , BT
R B,

1. BERSZAXFTNER  BERREAK, ASENEFETRAZIRABENEFEEEER,

2. EBREHRANTE . EREENTIE , fIMATFREKIEN Amazon CloudWatch #Z#IE R , AR
FREA @I EEER Amazon QuickSights AWS Health 7 AWS Health Dashboard A 32 B H
56 |, HEE T LAE Amazon EventBridge A3 iEIE AWS Health API fEREZE TR S4KIEEE
R EIE R,

3. Rt AW IRHIEAR
o« RITEEIER , B S RAEXERN KPI, BRXLIERS TER A WiRE,
c REFE , AARSHMLFZEAE,
- EEREAER (ATEESR ) IREREREER (ATEAZHT )
- EERFIERPEXBDER , UERLEERKBRE,
- ERFERPINEZEFRENBFRESIR  UEIRESE,
4. ERBITEFRR :
« £/ Amazon CloudWatch SCEFE REFP AWS RSB , SRR B EaBIERFHIER ,
MMRIBRGEETRR ML SERNSE— A,
 fM CloudWatch Logs Insights EIhEERERF AT MALIR B TR N AREF MRS H B EHIE.

« fEH AWS Health =4 |, B3 AWS Health API 2% AWS Health events on Amazon
EventBridge , BERY T ## AWS lRSHEZEERSHNEBWIANEZE M A,

5. RELABIGA
« EMXFEMERFI D E CloudWatch #2=HENR , UEEMRGERD ZIhEE#H 1T BBIEETHR.
- BREHERS THR , HAKHREESEHER.
6. EMEMMTE :
« THIEFRMTERHER , LEENTHENLFER , HERSZAXTHRBRERE—H.
- EYEEZFER , BREAGEMEAFER , HARUMARSLERFE.

196

51
T


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/autoscaling/
https://codecatalyst.aws/explore
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https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://aws.amazon.com/new/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://www.wellarchitectedlabs.com/cloud-intelligence-dashboards/
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/compliance-latest-news/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/cloudwatch-dashboards-visualizations.html
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* Increase collaboration and securely share cloud knowledge with AWS re:Post Private

» Reduce project delays with a docs-as-code solution

MM

* AWS re:Invent 2023 - Collaborate within your company and with AWS using AWS re:Post Private

« % #s You | Exploring the Incident Management Tabletop Exercise
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https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_neg_team_agreements.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/aws/increase-collaboration-and-securely-share-cloud-knowledge-with-aws-repost-private/
https://aws.amazon.com/blogs/infrastructure-and-automation/reduce-project-delays-with-docs-as-code-solution/
https://www.youtube.com/watch?v=HNq_kU2QJLU
https://www.youtube.com/watch?v=0m8sGDx-pRM

AWS Well-Architected 1E28 2L

- NABRFRSSHRPEFEE-INCHMRRE, FERNIRETES , JIEMBITYSRESEZ/E. W
R—EFRFXMPIMITRIIEEE | HER B KT T EB R IR,

« NT s | fEEERANTRARF A MBI A NS ERIERFNXERE. RBETHRE
ATkt -

- BERWEAE , BEXANAZEESRK,

BYMRESKENFL  BEERBPRAZINNEMBIR , o7 KI5 o,
EARABUXMRZEXRERNBERTRENXNBEER : K

« DEARTEFETRE  EREPRATIINSBEMER , AT RN o,

« KEERUERH , HIMEERKRBERE R,

- MRERTFEER , ARMATEREH , WFREMTH AR,

« B GameDay &I RELIEF TR , HEAMX LRI 2R WL R0 F1T R0

IR
MR BRfESREX

« OPS05-BP08 £ Z N INE

MR AL

« AWS re:lnvent 2023 - Improve application resilience with AWS Fault Injection Service
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_multi_env.html
https://youtu.be/N0aZZVVZiUw?si=ivYa9ScBfHcj-IAq
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html?ref=wellarchitected-wp
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« BEBXITAR AWS RSS. BRIFEMXEHRITEFIEGE,
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RHEENIES , B2 H (Organizing Your AWS Environment Using Multiple Accounts) HE .
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EHEE , FARENAT OU MRS, , MNMAALNAI R R KSEY — B sH. =
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MBI, ™ AWS Config AT FE I3 AR IK B Esh AN iR Hl, 2% AWS lRF 5 AWS
Organizations 55 , AIRMEREEEZES , HEALNHOMERRKS FHRITRSBFENES.

AWS Control Tower f F AWS Organizations 2 £ , AEBEEZXMW S AWS IMERM T —&
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://aws.amazon.com/blogs/architecture/fast-and-secure-account-governance-with-customizations-for-aws-control-tower/
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1 RUTERQEVEN R REFNWAL[LNETRD T SIEMLE ST RSS2 5 K bE & HAth = 2 2 HI L5l
FAENERMNE, AARUEHNEWLSER, BEBRBRENTEAREHET.

2. SR EREBERKX  BZFXEHRT - BT HEMEMIZEER | LA ATNBREFF
K. BEIMITBIEAT, BuLMEREHINEFRXE AWS Control Tower RRFERIE,

3. BTG  BEBRXAFENE—BNRLBHFHEl. AWS Control Tower 12t 7 AT & &
By 4% RN A E R EINL B SR, S5HE Control Tower Bf 4 BB X LR EIVE, EESEHEM
AERE IR SIR , HEMEESBERWIEHE L,

4. RENGRIFURMAXE : X TFHH AWS XiF , EMAF AR ZEN IAM BRF{UEIEE
FIEENRXE, ATBTEREA Control Tower BB G A HATIIRAE | BT UBET HE AWS
Organizations Y IAM 3 PR 5 B $9T L iR 4E

5. ZE A AWS CloudFormation StackSets : StackSets T # B 8@ B #ENERT &R ( 25F
IAM KB, AEMN4E ) BEFFTEH AWS K- FXEH,

RIR
X TREREK
« SEC02-BP04 #k#iE X 5 B RRHEF

FERIH -

 AWS Control Tower
+ AWS Z&®HIitiEmM
« |AM R{E3EEE

» Use CloudFormation StackSets to provision resources across multiple AWS ¥ and regions

+ Organizations % I [7] &

+ AWS Organizations Ri& FE=

» Best Practices for Service Control Policies in an AWS Organizations Multi-Account Environment

+ AWS Account Management Reference Guide

T2 ERAR 219


https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/optional-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions/
https://aws.amazon.com/organizations/faqs/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/accounts/latest/reference/accounts-welcome.html
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. FAZAKFEEBRN AWS RS

MR AL

» Enable AWS adoption at scale with automation and governance

» Security Best Practices the Well-Architected Way

 Building and Governing Multiple Accounts using AWS Control Tower

» Enable Control Tower for Existing Organizations
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=CwRy0t8nfgM
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BRTYEARAFE. ZBEANZESHRIE (MFA) EZREZXRBRAFNEN S HRIEREN , TR
T PR E SRR E AN AWS kP ABAF |, ZFAF A SR SS9 0K P OBk AY B F BB b ik M ERE S
B, Akt , RPRZEREBFHFNRAFBFHEKRFP AR SEZKFRBRNBESBRAEERE, &
BEEBENEIBAR , EhERAFP XK B FER4ibut TEER — AWS Ik # 8 F 4IRS
2B RS (DNS ) &R L,

£/ AWS Organizations & , &N AWS Ik ( 8MNIE—MRAF ) » F—NKFEENEEK
P, RARAUEEEKS, TERM/LERAKF, RERFEEKFORAF , REHREEKFRA
FrEE,. REFEEKFERAFNRBARSRIPKAKSFRAFHRETR , S X KA KA ERAF
BB R 2 1 AL H,

KHES TR

BWERAUTERSERABAFPEIIZEFNGE,. EERAERT , BiLE CIS AWS Foundations
Benchmark M7 1.4.0 XX 5|, BRTXLELZHRI | ESHE AWS HEZEIESKBR AWS Ik FE
REE,

TR BA 2SI

1. AP IREERNERRER,
a. ZEEATEANBZBIRERE, EXN MFA BZKFRERRE , UREENEARIITREBN
ZEMEXBEE.
b. FEAMIIHICENE TR HFibit ( RFRBINAHR ) ENBRAFWE FaRbut, FHBNA
FIRMA BN AR FHRAIK - AT RESAN T RMEL M | MEER K — BEt B P E R Ik
Fo
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://aws.amazon.com/premiumsupport/knowledge-center/security-best-practices/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
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https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
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EMEBEESEEHER.

- HZFBEHONRER , NXRKSEAER. H25 (AWS Security Incident Response Guide) B

R (Z2MZHE) BRBBHMEE R D PHRERXR , THEX AWS K/~ R B4R R
BEZER.
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« AWS Control Tower
« AWS Z2H1ITEE
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* Amazon GuardDuty — root credential usage alert
« B3 CloudTrail EBREUFABRANSTES
- RS AWS —EFEAKN MFA T

* Implementing break glass access on AWS
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
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 Top 10 security items to improve in your AWS Ik /2
« RIEBH AWS K- P EERERREVESN N IZEALL ?

MR AL

» Enable AWS adoption at scale with automation and governance

» Security Best Practices the Well-Architected Way

» Limiting use of AWS root credentials from AWS re:inforce 2022 — Security best practices with AWS
IAM
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REZEZHER , BUNNARSELNMERSERREERM . RELSEREEEX,
M BEMTAAR A |, BEBLEREGRFHHARRIR, XEERNH 72 AICPA SOC
2. HITRUST, PCI-DSS, ISO 27001 # NIST SP 800-53.

NTFEEENEFIESR , THRAERAN AWS RS WMABSKIUX L BIR, /A AWS Artifact k&
KEBMEREFTHXXENRE , XEXHNRENET AWS ZFENTEEE , HEREMH THIE
AENHRTTCENHEXES. IEH P THREINERRFIFANNMNESHEES , B3R
{AWS Customer Compliance Guides) »
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https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://youtu.be/SMjvtxXOXdU?t=979
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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1. THMEELNNELZEER , LS ERSIEERRE —H.

2. fEF AWS Artifact SREVFTEEZRWARES MTEE. THREREHIEEXT , SAENEEE
WRLEIFE T AWS |, BRLE R8I,

3. £ SCP, RIFXKM., ABEERKMEMPHIFNE , BHIEHARERANTREENRAE,
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« SEC04-BP01 Bt ERRSG N ARERF BHEiEFR
« SEC07-BP01 THHIESX AR

« OPS01-BP03 i¥{fABER

« OPS01-BP04 iF{L &M HER

« PERF01-BP05 f i Sk 1S Z 224

« COST02-BP01 #BIEHL K ERGIE S TR

MR -

* AWS Customer Compliance Guides

T2 ERAR 225


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://aws.amazon.com/partners/programs/gsca/bundles/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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SEC01-BP04 BERT T f## =2 & BLIH M2 1L

FOEAT A BB R AR MBI FRIREAT A3 |, R T BRHN RN ERER, TERESTR
MBIE B HITERNEERS ™ m.

HASELE R ¢ 11Tk AR R AR SRR RS MR DB A e B T BB . G T BAGE R B 3L ThRESRA
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https://aws.amazon.com/artifact/
https://attack.mitre.org/
https://cve.org/
https://cve.org/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
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« OPS01-BP05 it B
« OPS11-BP01 i% B 48 it i i

SEC01-BP05 /N2 EELE

BERSALUER AWS RS, RELERHERENERITHFERBS AWS (RERS ) . ABE I T2
EEEE, XERSHEHTROLZEEHES , AINEMRETE. RHERE., EXHHZD,

HEER  ENTHERBER AWS BRSHREZERIZLEETHNEE. ENZERNEM Well-
Architected FZET 5 , HEBRFTHMEFESHAE ( BRBEAE , &% TCO ) BEFMERERS
RYRRARATRE . EEFBEITANRIERES , JEEER AWS BERH M S,

ERNRER :
- ERBIEAEN , XRED THEMEBRSHERLEESR,

« EELDW EREBRBEENMEMEAR , R FEEZHRIIENEERS.
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EARBYXMRETERNBERATRENRKREFE : &
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https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
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X RS, #Hlan , A Amazon Relational Database Service ( Amazon RDS ) SiB¥iEE , £H
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AWS, BE5EHAENITILE , TRAEMNNTREMEENEENRSENFENFERE , UARESHE
X AWS ERIREPIEFIFHANFHERE, BALUFAWS Artifact PR FZHGRVELATRARSE
EHA , BN AWS Z2 BB ENIERE, SETUER—% AWS TZAHRENSEEES , HEE
AWS Customer Compliance Guides k1&g it2#, XLESALULERTHRE , I TXHRENELR
AR, BENEENHEHMLZ S REE R,

EREERSH , ERERABRXERSHRARENRIFMmANTRE (Hl20 , EX Amazon RDS EE
HBAEFERA , REEFH AWS Lambda BB REEZESETH ) . REXERS TR NEHTI
B BEREEHNEAURTHRXLEEHRONENZEFEMTLE , HREENTE. ERURA
AWS Health FTEEBNFMEPRENERXLEEH,

1. HE TERE T AT ARERSEICHA S
a. MRBFTHERBTIEE AWS , WETNREEHREE. EN,. ERTE, ENNEERERT
g, FERBLONERTHE (EMAX ) MEREHXE, MZRE |, EEBFT B #H
THEANBA , ENAUTNTERERS.

2. IEEEXHE Amazon RDS FHERS , MARRENEE A CHRARBE.
3. iEM AWS Artifact FEYSEIE S KA B A E N X TERB R R 2 HHE .
4. ICERFIERTRIER R THEFANBSNEE , LEXABRDIEBTENHFIS,

=R
X REREK

« PERF02-BP01 A THERBIEEREITE SR
- PERFO03-BP01 ff & AL# 2 53R 1H R MFME ERN T AEEGFH
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https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
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- SUS05-BP03 EAEERS

MRH

» Planned lifecycle events for AWS Health

HXIE:

* AWS Health
« AWS Artifact

« AWS Customer Compliance Guides

MM

« How do | migrate to an Amazon RDS or Aurora MySQL DB instance using AWS DMS?

* AWS re:Invent 2023 - Manage resource lifecycle events at scale with AWS Health

SEC01-BP06 Az ZfFEIMER £ HHE

HEITRANEE AWS IFFHIEZT 2RF B , MAIRIL DevOps Kk, EHEM R
(1aC ) BREXME EfFERSZHER , WERSZFHREPHER , WidFER CI/ICD EE—F2
MEXR , F B FEXIEIEN AWS R,

HIEER - £ 1aC BIRBER (LN RS ZFERE , FHEEIEMATZF RS, ERMNFITLH
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BY EHBRSHFBELMENRSEE, FETRENZOMNRERKE , ATERHEE, BANE
KEHE,

ERNRES :

« B Web ZH AR TTRAEAF I ESRER SR H B,
o« RFEEAN TR AR F 3 3K HE /0 H A E LR R HHE .
« MEPOREHR , BIETHEAEENERREE TERRR B W REERE.

- ATHEENNMASEART R, WiAMNBELREABRREH A, MXERBESNRRT S BRH
B,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA
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RAlgeABE AR AR ( HIITE AWS CloudFormation # ) ENZ£ZHIER | XL B HER
ERERRBEFREPR., FH DevOps KRRk EHERFIER , NTRESATMMUMEERNKM ,
£/ AWS CloudFormation Guard ETEBzh# Tl , RN EHBENEHIERESMEREZ BN
RE, BALAER AWS CodePipeline, AWS CodeBuild #l AWS CodeDeploy &Rk #i& CI/CD
BB, BEEFERAZSNKFALE AWS IMERHES , 8 MRFECH,. Y THMHEEEN K,
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858 A LAUE LR RSETUAR AR AWS IKF . IRFAEENEXREBE. FMAXMER , AR
FRAAT A EEXLEE Y , HBET RS FEFXEE IRMAETHEAREN,. Nt , EAILIRE

W —Ffb 5 E R E A Service Catalog , FEMRERN=REAM , R TEAZEANESEBECHEEIE
., MRFEAKZE AWS Control Tower , M AT LA — LERFIZFIEEENE K. Control Tower
R M Account Factory Theg , it TEAEEAR AT AERAGE LW ERIEFH AWS IKF., EIEN
HEBNFEE T FEMK/A , LT UAREEERB A OEARKRTHMCIETKS ., LAEEEE
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B,

KHES TR

1. P TE AT 1E iR AN 42 35 R 4 Fh 7 4B 4P RR AR
2. B2 C/CD EERNAMIMBEENR. EXNRGZE , ATRERERETER , UREREE/FEL
AIFR A

3. EMELERE R, HTEARBRBRFEEHERIEE AWS K- MRS
4. NEEHEE, MAMBXEEXERZEHZ0MNRE R,

T2 ERAR 230


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
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« OPS05-BP04 EAMEMBEEERS

+ RELO8-BP05 fEf B3 {LIheEEBBE X
« SUS06-BP01 3£ AT LAURIE 5| A AT 43 48 1t it B9 75 3%

F<3THY -
. FRAZNKFEEREY AWS FRiE

MR =B

« Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager

HXIE:

* AWS CloudFormation Guard

* Landing Zone Accelerator on AWS

SECO01-BPO7 i Ff R 48 B4R 5 BB 78 T2 4% R 48 HE Y 4 SE 4%

WATEENER | LRI 4 — M N TEABNBERBDMAXEZRERNEHZICR. BERDNL
ERARBLZEFEHER , ATHE. BUMBA., RETEABUARTHBCHZTEIE | B
HAMES EIER
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XiEES
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
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https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://en.wikipedia.org/wiki/Data-flow_diagram
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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Threat Composer

RNTHEHIESHMITRIDER |, BAILLEZEMEA Threat Composer T & | 48553 1T B B E 8 KT

EHWETE, ZTEABTERITUTERE

- BREFSRMEE, B EBAELMIERERAEERANERRIMNED
o ERARTENEPIER

o ARBANEMNEBMER | A TSR ERT RAB

« {EH Insights ZHHEHR BB EREBERENBS CEESRHNSE

WEELSE | i§15A Threat Composer H IR EREE LM R B TEX,
IR
MARBRERK :

« SEC01-BP03 iR 5 # R IF 12§l B #7

« SECO01-BP04 FERY T fif = £ B F I

+ SEC01-BP05 #i/N R 2 BB HE

« SEC01-BP08 1Tl H SEHERT i) = £ FR 55 FI Th 8¢

MR H

+ How to approach threat modeling ( AWS Z£{8% )

* NIST: Guide to Data-Centric System Threat Modelling

MM -

*+ AWS Summit ANZ 2021 - How to approach threat modelling

* AWS Summit ANZ 2022 - Scaling security — Optimise for fast and secure delivery

PSRl

» Threat modeling the right way for builders — AWS Skill Builder virtual self-paced training

 Threat modeling the right way for builders — AWS # 3 &

T2 EM AR
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https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel

AWS Well-Architected 1E28 2L

HXIE:

» Threat Composer
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BRAKE  SIEHAENRR, ARAUESRERFREN THECNRZERENINR , Uk T#
AT BER AWS BRSSSRBASEHTI4HY BLRD o

ERBIUXHREIERNBERTRENXREYR : &
XS

AWS B ZRREREFFESHAFTNLZ LIRS MINAE
« AWS R ThAE

« AWS FEIER

« AWS £ 8%

« AWS 2N

« AWS R4

&ELAE A Amazon Simple Notification Service ( Amazon SNS ) iT# AWS S HIIAEEFH & , 3REY
SHEHMNESHETIRE, —E£Z2RSS (HlI0 Amazon GuardDuty 1 AWS Security Hub ) 2R EEHCH
SNS & , HEEHER THRX LR ERSHFINE, BEXNMEAEL,

BEAELIKETHAIWN, FIHANERHITLLE  AFSLAHFMEFANBIORS KIIEE. FFH AWS
re:Inforce L AW ERHNAELEMN AWS re:lnvent AW AEZEXE, BIEIETIN AWS FHEME
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https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
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SOEXERRZEMEMBSHRIWAE , AL YouTube ERY AWS Events 5iUiE E LM E R
EHRNTEXWN , HPREBRTFENER.

B AT L[| AWS KK P FBA AR RN Z 2 RFSEMMNEN,. NREEXEHAMNNEEZERREES ,
B LEEHEI RS ZAMRNEBK R, B , MEELITH T AWS Enterprise Support , BEREF
232 ( TAM , Technical Account Manager ) EE#2MBAHMEMAD , ML A ULHEEMITER
FREFEARW.

1. ERZHEXRK RSS MiLRITASHBEREN NS , HiTHEE HIHEEERH SNS =&,
2. HEES ML AWS JE3) , REBBEXFDWENBRSHNE-FEL.

3 MRBAEMEXEMRLRSMINGEN BRI , FLHSEN AWS Ik HRA#HTHE,
4. ¥EZE1T R Enterprise Support , IERMAUERBZHBEREFZE (TAM ) .
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MR RIESLE -

- PERF01-BP01 T A ZE AN RS MIhaE
« COST01-BP07 KB 7 fi##h K MY AR SS

S5 EE

(6] &

« SEC 2. I EE AR MITEHA FHRIE ?
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SEC 2. A& A A MITENH BB REIE ?
ERERE AWS THEASN , CEESEHRL S,
- ARBH EEHR AWS MEFNNARENARSAAIUSER=AA : RT. E=HFMAEF,

AT AEFEFEANALAKGNEERR, FRARNRER, BNFETENRIEER, WENEE
21 AWS iR,
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https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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- SEC02-BP01 fi f 58 A K B R AL

« SEC02-BP02 f& A Ifs B4 IE

« SEC02-BP03 &£ ith 77 it ¥ FH %40

- SEC02-BP04 #kBiEF X F HRHUEF
- SEC02-BP05 EHF it Mk &L

- SEC02-BP06 {1 fi /LA FJE

SEC02-BP01 fi£ F 58 K #Y & F A%l

HTREASESHRIE (MFA) SHHE , 25X (EARXRILENSHRIE ) AEKHTRAK , %35l
RERXFIRTEMBIREZHBINBR T, ERABANERIG , BIERER MFA MBEZH
REEREFEXLER

HASELE R - BN AWS Identity and Access Management ( IAM ) FBF°, AWS Ik AP, AWS
IAM Identity Center M8 =75 iRt EFEABRKNERIS , BEZEINGR AWS REEHREE, X
BEREFE MFA | BHIRITREEZEERE , HRUFEZERTH.

ERARER :

« RBEASHMITRBZERE , LREEREBN MFA,
- EFRNAF ZRAZMEER/RNZIL.
o X AIEEAY B FAE RN RS,

EARABUXMRZEXRERNBERTRENNBRER : &
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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BILRAETUIEAR B @EFZE AWS, 16 AWS #1TEMRRIER , AWS SEMER MRS T4 Ak
EEMRIENEFRFHREE (AWS IAM MEF K IdP ZEIER SAML 2.0 BR& HHRIE |, SifE
FA AWS IAM Identity Center ) » ZEIXFERT , BE5FRALE R Microsoft Active Directory B &
LEFIRE,

B—XIFIR AWS Ik BT , BN AWS IKFRAFTHR. BNERAKFRAFIAR (UARIEE
BRAFHES ) RBHBMNR. £ AWS KPBEUAKFIRAFFEZESHRIE (MFA) , ¥}
A AWS SEXIRERRRFRAFPNEZS  X—REXEE,

AWS IAM Identity Center T A R TAF R , BAUERSHRIENEERAF S5 , HEA MFA &
FERXRE. Z—FHE , AWSCognito TAZFFHBMIARERE (CIAM ) Mikit , ENNARFFH
AEAF SRIREAF NS HRMEE,

R AWS IAM Identity Center FOIEAF | BEAZBSPHBRIREL | HFE MFA. X
FRARFTFNASAL &4 , AEER Amazon Cognito At HARIZBSTHERERELZS , 1
A LB Amazon Cognito AP XS SRR E 2 —#H1TE R,

s, 3 F AWS IAM Identity Center R, AT BAEA AWS Verified Access , B @1 F
R AWS BIRHNRZARIEAFN S OMRERE , RRE-—BHFANT S,

MRIEERAI R AWS Identity and Access Management ( IAM ) P |, B IAM REF EFZIE,

A LAEIBHE A AWS IAM Identity Center ME#E IAM Bk & B HRIEREER AWS BiFRINR, a5
FA IAM Bt & B RIEREEX AWS Management Console f RS #I 15 [E PR , H A IAM Identity
Center SREE XS # 20 QuickSight 2 Amazon Q Business %5 5 AR F B9 5 [ AR .

TiCXAMMERSZE  MITEEXRBHIEERE,

SKhE S B

UTR—MEBEREN, NBEELTREEFEM NIST 800-63 FirA | X HlE A KFRIZEH TR

Eo

« BEMFA. N FARBHBMIERE , EXRMEH MFA 2 IAM &EXE, BH MFA 27T —Z#
NANLZLRE , ISERAFREERZELEM—XMEZRE (OTP) , MNEHIRE MR IER4E K
HZERFE,

- BERTHRNZEKE  IRFEEENTERE,

- BHEIRTHRBE RN  FREEHELUFE,

- RFRAFERERD,
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
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« BIENMASHTIARAERIE. BEOEMNASH , BTN INAFRE-AE-NZ2XIE,
ARPAREITEMNHFIED,

IAM Identity Center 21 :
* 1AM Identity Center EEARIAB R RM THENNELER , ZXBEE TEBEKE. S&4M
BEARAER,

. YEHRENEBRINEFRE. AWS Managed Microsoft AD 5 AD Connector B , FFH MFA #73 MFA &
B F T XRBARBAT B RE,

s RTFAPEMBECH MFA RE,

Amazon Cognito At B K& :

- EEBBEKERE.
« WFAF, EREA MFA,
- f£A Amazon Cognito AF S RELLREAKIMEEN S HRIE ( AIRALETHEER ) EUEE

IAM A PRI :

- BRIFEMEA IAM Identity Center EEBKE, T , BAREE IAM AR, EXMERLT , F 1AM
AFEERBRE, SUUFAZBREBEXENENR M >G<E, FERAEEFFEFRAZENE
Ko

o BIE IAM REEREEFIINIT MFA % , ATAFEEECHZEE T MFA 2%,

N

iR
MR EREK
+ SEC02-BP03 &£ ith 17 il F {5 A %40

« SEC02-BP04 k&K 5 B RRHEEF
« SEC03-BP08 HFHLAANLEMHZRIR

MR -

« AWS IAM Identity Center 2240 5K B
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
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« |AM I B0 R e

- RIE AWS IKFRA P B

» Amazon Cognito password policy

- AWS Eif

- IAM T2 HEXEK

PR

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake

SEC02-BP02 fi A I B FEiE

BATEMRENSHRIEN  KREFEABRFIEMARKHEIE , REESUERE N IERTROLE,
HE W2 KA.

HEER N TRERPEIENXNR  REXNAXRSHMIRSHERAGREIE. KEKIESHKRES
Mg, flanEs EER AR FEEMME. £/ IEEIETUXERESIESEENILE,

RR#ER -

- FEARER IAM AFNEKBIGRIZES , MTRERKES S HRIEM CLI KRB IRETEIE,
FEAREMINRBIRAKBHEZSR , HEZAB LEFLE Git FiE,
FEAREBHRNAERFTBRAKBHEZSR K RAEENABEPREXLERA,
AFSHMAFRZRBIHRZS IR TEFLAARMPEEKBIHRESA,

HA A EEEIER |, X8R & A EAKBRIBRIZEA,

EARBYXMREIERNBERTRENKNREER
XiEES

X AWS API 1 CLI BEREA B ZEEIE , MAREKHEILE, E/LFAEBRT , 3 AWS Bk
B9 API F CLI i&REBAFERA AWS 1[I ZRAHTER, IXLEFR AT BUEE A G B U R K B UE R 1T
LTHh. REEFEH IAM AFS AWS IKFIRAFE , FNZERAKHEE (LR A EHHFREZER) .
HEEREE AWS BBIHMGERA IAM S8 , RESEK I EIUE, BMEERAZFEUERE AWS
Management Console , R4t &4 pImpt EIEHEFA AWS RkF. FEAZKBEIENERRSY ,
FRATRT BAME A R TR L FRrEES
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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REFECAKPEIL , EZ2ARNEILE , AEENDA IAM BF#TEERR , MNZARESHE
A IAM Ae#TER. RRIEZEEA IAM AFRBRARSHANNES 0 , BRETRWER
IAM R, 3 % 068 R < HA 5 7] 22 4R P e SRV RUBR2
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NFRL, EEBRA, FRARNREASATEN !

- BRZHKBPEFXSOREAER , HERAXAFrREEAKESSORISEHRERHEEFATEE
LUE £ F I R A5 1) AWS, ATBUBE X & AWS Ik P TEEZRS 5 RIFSER AWS IAM
Identity Center M#ZIEFEN FMRME K RKERAFNRKESMRIE. S&/A IAM AFMEL |, &E
SHORIERTHEKREAKBEIENERZA  CEGTFZREE. AFEAIUNEEZEREN B SITHE
A IAM Identity Center SRIERIRBIGREIE, XEREEB XIBRDEEFEA IAM AFRSAR
KHEIEMNER.

NFE=SF514:

- ERTFHRHEERS ( SaaS ) RUEMEFE=F1FRE AWS K F RN NRE , LA AERBEKS A
BNETHRNER, A, ATLUA B2B SaaS &FF REEU A Amazon Cognito OAuth 2.0
grant & P iR IR,

B Web 33, BEFRNAERF. BHNABRFIXEARTITIETR AWS BIRNAS S :

- MRFEHRMAEBRELETBIEHRE AWS &R , BELUER Amazon Cognito & 435t 58 Amazon
Cognito A PR HIGRTEIE, FIENNREEY IAM AGEREN., Bt RZ S HRIEAR
EAPENL—MNEEERKRN LM IAM B,

P2z &

MNTHRHM , ERTRFEFARKPELET . EXERRT , BNZERTEAZERES IAM £
B Im AR UE RT3 B AWS,

« ¥¥FAmazon Elastic Compute Cloud ( Amazon EC2 ) , &I BAERAER T Amazon EC2 K&,

+ AWS Lambda it EEBEE Lambda HITABE TR , BUER A IGEEIERIT AWS BIE. AWS
RFERIFSHMRCWERE | TEEA 1AM A& Fiar Kk,

o 3F IoT &% , LA LAMEA AWS loT Core EiF 2R F R iERIGBHEILE,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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« BEHIHITRURG S [BRSIRHIRKEE ( SCP ) MR FMEFHAEK - SCP RANERN , MNRLFRZH
RLE Yo

- XEATHMEN (EXBEREFTD ) 2 FERETENTE.

NTREKBRILENZR  HEe-LE0NaE

- WEBCHSEREE API ( £/ Amazon API Gateway )

s WFSAFEAKBPEILIR AWS FRIZAUAZIENGZ R (OBRBEEEF ) , TUEASELEBERH
EEHIRS , I AWS Secrets Manager, Secrets Manager AT AL INBZZ4ANEIE, RiML 2
%, % AWS RS # X 3F5 Secrets Manager direct integration,

s NTFZEERK , TUEAETREERSRMERS (CSP ) MW S HKESRIE (FSHE AWS STS
AssumeRoleWithWebldentity ) o

BREMKBTINESEER , BSRRR TR EH.
IR
X REREK

- SEC02-BP03 &£ ith 77k 1 &£ A %4
« SEC02-BP04 iXBEF A B RRHERF
« SEC03-BP08 HALRNLZ L ith HERFIR
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
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« AWS E17

© IAM ZERESKEK

- IAM B8

* |AM Ildentity Center

- SORAEEFNRE S KR

- R E =S

s REEERFBRAR R AT RS
« AWS IKFRAF

* Access AWS using a Google Cloud Platform native workload identity

* How to access AWS resources from Microsoft Entra ID tenants using AWS Security Token Service

R MM

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/codeguru/features/
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https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
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» Best Practices for Managing, Retrieving, and Rotating Secrets at Scale

» Find Hard-Coded Secrets Using Amazon CodeGuru Secrets Detector

» Securing Secrets for Hybrid Workloads Using AWS Secrets Manager

MAHIL

 Store, retrieve, and manage sensitive credentials in AWS Secrets Manager

« AWS Systems Manager Hybrid Activations
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https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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» How to use customer managed policies in IAM ldentity Center for advanced use cases

« AWS CLI v2: IAM Identity Center credential provider

FAR U -

* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM ldentity Center

* AWS re:Invent 2018: Mastering Identity at Every Layer of the Cake

MR

* Workshop: Using AWS IAM Identity Center to achieve strong identity management
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https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_abac.html
https://youtu.be/aEIqeFCcK7E
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» Mastering identity at every layer of the cake
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Well-Architected 1E28 2L

AWS XERTER |, B BREMER , REZAFEZENRNRSRE. SNRATALRE SCP X
FHERAKS , TEREEKS, SCPXEELUWHHNENR, BB SCP FEE LA EE
REY E 4

mREEARZE AWS Control Tower , M AT LARIAHE controls M landing zones £ BRI 1= F1 2 Ik
FPIHRENEM, BRXEMT - IMEARENZLELTRE , I TRANIEABNNARFRHA TS
MWEIK . XEFEBELEEERARSIESIER (SCP) . AWS Config AMMHEECEE , B5ERE
., SENSHAMESERSIMHIEGER. B , £EA Control Tower FEMEBEFX AR BENHLR
SCP &Y , iFEfE AWS X BIRMNREXSERBRPRABRELSNAE  X—KEXEE, X
£ Control Tower SMEFREE SCP, KA MAL L (OU ) HWiIFHEI , S AWS Control Tower
guidance for AWS Organizations.,

BN EFIXLHEN , ATAE M FA Control Tower 312, BRXMBEE L SCP , R EMHEEE N
RAFRN ZIKF AWS FRRATE S HEE MRS,

T—HRER IAM F R R EERRER AT X H A &R R R RERY ] ARERER , UARAREE4H
AR BREAZRME, X—RQANRERZ , REFARENALN —H2 , RAUARTFRITHERE (£
A PrincipalOrgld /68 ) , B AT SUBAZIX A VFRE IAM ABRITHRERE. X T IAM BBEER
BRI SRM |, BUURRARLN G E, IRAFRRACEERBEMEENBCHARNE — K
B, ABEE T EE, WiZEETFER MR TFHEBNEN IAM KEE, MREFEER RV T FEK
e, MEAREZM I IAM REERE FXLENR.

BE , TEMBAREEEEE THEARAMENNR. XATEERE R IZRE IAM B EMRRE
B SEAIBATE IAM BRI S RIREU T H AR FRI SR ANRSERE |, AR XAEREKRE -1 1AM B8
REHEAATAERZARKERE IAM AENNIR, BEIXHGE  HAREBREHTRETHE , @
i RREAAE 1AM BB 5 R R XS .

ERANSREXEINFEER (PAM ) MG RZAN B ENREE (TEAM ) HR, PAM BH—4
Bl ¥ RERFHERIBNRECHRTZESHRIE. AXRXESER , F2H (BBEZ MFA RIFHY
APl EE) o TEAM ZEE—MBRER , REEBFHEREGRERATENRNFLINFL , URAVR
BSREAVEANRONECEE,. —HEERFEXGEANIEFTESHRNEN IAM SEHNABEE
KPR, ZS—MFER, BEERSTHERT , £RASERKES/D IAM BEaE4RTFHNEREE , R
EEMHENRBERNENBUELERG . ETHEX AWS IBESHENHERIENBREZNESER , 18
S (IEpRFA T ERED o

KiES TR

1. FHEW TEABRNPRF R R IR AWS K-,
2. £/ SCP R w @l 5% R MK 7 Ry £ R F R R ARREE

B4R & 271


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Well-Architected 1E28 2L

B . AWS Trusted Advisor AT X BB FF k1A BIMXPRAY Amazon S3 FHEBHITRE. MRE@ABNA
BT EAMIBRR , BAEMABALA@FEERMNNE KEBSXSIBREERPOIE |, XS
FERBENZ£REB, Trusted Advisor REAIRELE N FHBNRE , AR TEBZFHBNRNX
BXFE BRI, Bt LA AWS Config R4 12 Amazon S3 FRBREEEE LA HIFEMNE, Ax
BEZER , H5H (MR AWS Config SR 2 A MW K /82 25 [EH Amazon S3 @)

HE® ¥ Amazon S3 FRERAV IS RRHEY , FSHERFHEEFERPHBENMRT. Amazon Macie 2
—I B EBERINERF HBBENRS , MNASHER (PI) . ERFPREEFE (PH) SURE
WFBEZEEAD AWS F B ZAEFEIL,

R

MR

« f£H AWS ldentity and Access Management Access Analyzer
« AWS Control Tower

« AWS Efti R & REFTENE

» AWS Config F£E#H N

» AWS Trusted Advisor & 5| A

+ J&@3¥ Amazon EventBridge %32 AWS Trusted Advisor B & 45 R
- EEALHAMBEKSH AWS Config FLN

« AWS Config #1 AWS Organizations

o & AMI IR AIE Amazon EC2 A FF £

<A -

s RSP IMEMNRIESKE
o RAT & IAM Access Analyzer

SEC03-BP08 AR N L2 ith HE IR

BEEIEARBENEEK K SUESEAZTNXETEARPRFENILRNE , FEBSMNKF 2R
BRR. BRREEHTHERIIDHER |, flmko KT R, WHAMEFHE, ER , REMEESEN
FEHTARFZLELHAZNR, BEIRZEENEAY  BUUREESLETE , HRE-BWER ,
FTRF/NEZ IR ERF —FRE T REER T4

HOMGEEE 276


https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html

AWS Well-Architected 1E28 2L

RIR
MR RERE :

« SEC02-BP02 fi F It B 4% E
SEC03-BP05 J {8 HY A 48 TE AR BRI 1
SEC03-BP06 & T 4 & A EE i R R
SEC03-BP07 & #1 /3 H MBS IK 7= 177 /8]
SEC04 #:

FARIH -
- EREBAAE N EERAFNXNRRTEKSNER

* How to use trust policies with IAM roles

- A IAM BEEEE AWS K/ #9175 R AR

o AR IAM FHRIE T AWS K HE) R IR 2

« IAM Z2HREXR

o B/ R ITEZE

s MAEME=ZFFEFI AWS BRI 54X BRES 5/ 2488 ID

* Collecting Information from AWS CloudFormation Resources Created in External Accounts with
Custom Resources

» Securely Using External ID for Accessing AWS Accounts Owned by Others

+ Extend IAM roles to workloads outside of IAM with IAM Roles Anywhere

MM

+ How do | allow users or roles in a separate AWS K access to my AWS Ik~ ?

* AWS re:Invent 2018: Become an IAM Policy Master in 60 Minutes or Less

+ AWS Knowledge Center Live: IAM Best Practices and Design Decisions

FRRH

« BEEX Amazon DynamoDB K EK = i 4]
* AWS STS Network Query Tool

SRR ERE 282


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/Route53/latest/Develop