adws

AWS Well-Architected #EZ8

CEA: S

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AT AWS Well-Architected 1242

Al S X A AWS Well-Architected 1EZR

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AT AWS Well-Architected 1242

Table of Contents

B A T8I T oottt ettt ettt ettt ettt e e 1
B8] T ettt ettt ettt ettt ettt e et et ettt et e, 1

B B e e et e e e e e e 2
B B B E B B A T L ettt 2
BT BT ettt ettt ettt e e ee e 4
B S ettt ettt ettt ettt ettt et 5
B S T B B A oottt 5
B e e e e 6
THEMEE (DR ) B oottt et et ettt ettt ee e 9
T A T R ettt ettt 10
Bz B BB ettt ettt ettt ettt ettt en et een e, 11
B T R GS B B  BR A .ottt 11
RELO1-BPO1 T RBRSZELEIRILY T ..ot ee e, 12
RELO1-BP02 HEZ MK P M X B B AR SSEL N ..o, 16
RELO1-BP03 BN 2338 R B FEARSFELFRILI IR .o 20
RELO1-BP0O4 MEF B IBIIET .. ..ottt et 23
RELO1-BPO5 BIBI B ERELEI ... oottt ettt en e 27
RELO1-BP06 R YA FSHRAEHAECZ A FERBNWEE RN KABER .o 29
TR PR I e ettt ettt ettt 32
REL02-BP01 A IR AR WS EABSETARNIPEIEE e, 33
REL02-BP02 N =B M At IR Z BB METMBITRIERE ..o 37
REL02-BP03 TR IP FM OB E BT BRI M e 39
REL02-BP04 38 s M e T B R B A e 41
REL02-BP05 £ EMREEMN AT AR Bttt 22 A Pra KIS IEFEEBMNFAE IP B E ... 44
BB B ZRHEE oottt et ettt ettt e, 47
B T B B RS R .ot 47
RELO3-BPO1 &R AMARI 0 TAHEDUER .o, 48
RELO3-BP02 M Z X FHE LS TUFIIAEAIRS ..o 50
RELO3-BP03 R IE APl IR AR SS BT8] oot 53

B R R R R BRI R AT ..o, 56
RELO4-BPO1 T E PR B Y 0 A0 B R BT R e, 57
RELO4-BP02 SR B HA R A BRI TR 3R oottt 61
RELOA-BPO3 FEE TAE ..ottt ettt ettt ee e, 64
RELO4-BPO04 18 8 R e B oottt ettt 65




AT AWS Well-Architected 1242

ED AR RGP IR R B LR D B R IR ..o 69
REL05-BP01 SEHEAL HERR i AT E F B BE MR B R A BB R (e, 70
RELOS-BPO2 BRAITE SR ..ottt ettt ettt 73
RELO5-BPO3 124 SRR A B I 8 ..o, 76
RELO5-BP04 fRIE K BATLEIRIBRBIBAT ..o, 78
RELOS5-BPO05 1R B P BB T ..ottt ettt et ettt en e 81
RELOS5-BP06 R A A B e 0 To R A ettt ettt e, 85
RELOS-BPO7 SRR R B AL AT oottt ettt 86

B B B T ettt ettt ettt ettt ettt ettt ettt ettt en et en e, 89

B B B T oottt ettt ettt ettt 89
RELOG-BP01 3 TAEREMEIEEIREMF (ZEAL ) oo, 90
RELOB-BPO2 TE X B B IBHR (BB ) cooeeieeeeeeeeeeeee ettt e, 93
REL06-BP03 &IXBA ( SETA I RIFREE ) oot 96
REL06-BP04 BZIMRL ( SEATALIERIEEIR ) oot 99
RELOB-BPO5 2T Bl R ..ottt ettt et ettt et et ee e en e e, 102
RELO6-BP06 JE B B A A 38 3 B I R oottt 103
RELO6-BPO7 X4 R4 A BB R 1T 3m B i R R 1 e 105

R T E T B R B R TR IE oottt 108
RELO7-BPO1 EFRENER T B ATRET R BB oo, 108
RELO7-BP02 FE4& M B3 TAEAF AV R FRBTIRENZEIR oo 111
RELO7-BP03 ERMEIENTEARFEES HEIRAIREVER oo 112
RELO7-BP04 X4 TSR BT TR IR .o, 115

S BT B .ottt ettt ettt ettt ettt et et e e 116
RELO8-BPO1 X 2B B AR B B I B I T e, 117
REL08-BP02 fFZh MR E R BB —ZB D HEITEEAL oo 118
REL08-BPO3 I MRE R ZBBEY —ZB D HEITEEAL oo 120
RELO8-BP04 {f Al R Al B B R i B 1T BB oot 122
RELO8-BPO5 fF F E B L B R B TR ..o 126

B B B TE .ottt ettt ettt ettt et et ettt ettt 129

B B ettt 129
REL09-BPO1 iRBIHZ B EER WA BEBIMNRERIEIE ..o, 130
RELO9-BPO2 4RI H DB AD .ottt et 133
RELO9-BPO3 BB T B 10 oottt 136
REL09-BP04 E R ITHIE I E LA i B T BRI e 138

18 ) B B B B SRR T LB BB et 141
REL10-BPO1 N TAE AT EPBRIZMMLIE ..o 141




AT AWS Well-Architected 1242

REL10-BP02 AHHI BENMRE ZRR T B AMLIE ..o 147
REL10-BP03 XA FBARZEFISRBRBIBIMTTER ... 149

R T E T B RIS B TR ..ottt et 152
REL11-BP01 MR THERBMATBEEMERIMEPE ..., 152
REL11-BP02 KIEB TN TR BIFRI IR oottt e, 155
REL11-BPO3 BB T R oot ettt 158
REL11-BP04 1k &E BRI T BIEEAR M AR HEIEAR ..o 161
REL11-BP05 fE A& A IR E MR LETAEZRIT I oo, 165
REL11-BP06 =420 AT A MERT ROEIBED ..ot 168
REL11-BP0O7 S~ mEILUA R AT A B MERZITRBI RS KFEMBIL (SLA) e 170

T BT BB oot 173
REL12-BPO1 {8 AT 3 I B oI oo 173
RELT2-BP 02 AT EB im0 T .ottt ettt e e, 175
REL12-BPO3 JUi AT BRI EEBEEESR oo, 177
REL12-BP04 i B TR AT oot 180
REL12-BP05 TEHIHEIT GameDay TEB ....oov oot 188
THEMRE (DR ) TR oottt ettt ettt et et et et en et een e, 191
REL13-BP01 E XN A EIE E RBIMRE EFR oot 191
REL13-BP02 fEAE XM ERBERZIRE BFF oo, 195
REL13-BP03 MR R MR E SEME LA IESEHEIRIR oo, 206
REL13-BP04 BB R ERE I S sl KB BB RZE ..o, 208
REL13-BPO5 BB T IR ..ottt 210

T ettt ettt ettt ettt ettt ettt e, 214
BT .ottt ettt ettt ettt ettt ettt e et en e, 215
BT EE .ttt ettt ettt ettt ettt ettt ettt et en ettt 216
SR T ettt ettt ettt ettt ettt ettt ettt n e 217
BB TE B oottt ettt ettt ettt ettt ettt ettt ettt et ee et e 222
AWS TRIEZR oottt ettt et et ettt et et et e e et et e ettt et et ettt ettt et nen et 223




AT AWS Well-Architected 1242

a4 - AWS Well-Architected Framework

KMBHE : 2024 F£11 B 6 B ( 3X#H&1T)

AARPEENE AWS Well-Architected Framework AT X iF, XHRIESAHBBE,E
Amazon Web Services ( AWS ) SMEMIRIT, RIMEF IR PNAKESER,

&I

AWS Well-Architected Framework BE#% &5 BH R R 1E AWS L ¥IE TER BRI PRURRRIFI B, B
FALLER SR THEXEZPRIUTAEZTIRE. T2, &% @FXEHTHENTHEARNE
MRIERR, ZEREHRHT MHE—MNEL, LBEBRERESREEEN  MNMBEEERHNS
H, BAEE , HEENUMTEN TEATEB ARSI S K IHEY ATEEM,
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AARBHBEIRRERRARNVHIAR , SIERERARE (CTO) . AWM, FRARMEE HRAK
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PERERKRBIFEFEMRYEN | U EMTRNEI A,
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AR EAX TEABERITHERMRBENTERYENED, XeFEESBEaAHR
SITHN A THERBNED, RARBRANETHXE AWS FXBEAIE TEABNRESSKES.

£

« FMHENREREER
« RITEN

L X

- THEAAMER

HMERTTEHRERRN

R AWS MIENHERE. LETHEENTE—FoNRERE (DR ) MAAEEXMHEER
TaAET , XREE.

AWS HfE - ZHYHIE

X Fiz4T AWS Cloud HRHHAERSHWEM R , AWS ARERFEFME, LEMIRBIEET

AWS Cloud RS HIEH, B, MEMRIE. AWS XEEER R EiERRHIXL AWS Cloud AR
5, BRIRS AT AMARISEY AWS RS KFHI (SLA ) .

AWS 2B EERIEEEELE S EBERSIEN THEMREN, S AWS X8 BE2BE , B2
ANTAKAR , SETAKEEMEHONERES X, T/HKAMRE TP TERSTMENHRE
B X R K M EATAK, SHEN , AWS K e TAKSELTL TANER
WEKT | UBHE, RERWRSHTER MAETARZAXAEEHE. EEENHM. 7/
X2 WA RESETNE, MEtEEUERTRARK2ANESE4. BYAKNNARFETH
Xet , ARTUSAEFOBEARS | BILSHED, BE 25K, RRAZERAREHEN,

BEFEME-=HHEM

FHREHEIEEREP AWS Cloud FRFRE. XRE T ERFEBH M TER LA ITHWEETEE, F

i , Amazon Elastic Compute Cloud ( Amazon EC2 ) EREFERFFNITHAIESEN T HE BEMEE
£%5. #F& Amazon EC2 SKHINEF AREZ MLEZE Amazon EC2 K41 ( flai AWSHAK )
FHABET RERFZTZHEREE , URNELREEXLS LWNARFERT M TERARENHESE,
FFHERS ( HlE Amazon S3 1 Amazon DynamoDB ) , AWS £ZEEMIZKEER. BERZMNF
B, MEFHERILENATEENCREE, SHOREERENTYE , SERH. MRS FIKE,
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https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/#Availability_Zones
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-to-withstand-component-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/workload-architecture.html
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£ AWS X WENATRAXHHETEARESTHERBN -2 , ZREFREREE -1 TH
X K ENEAREMATAXHTRUELEFER , BULRF THEMR. 20 XEM0ERHERE KK
—8y  EEEHFHRETAERR , BLREER, B, 2E8X. HEFEHMNRENZE, RHEWR
EXRMBAIUERAZSN AWS Xifl, flin , EXF/EIEREF , IREIXFFBLEER , WITHE
AHB RS SNEEH KB RBEB B H AR E XE,

CONTINUQUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR
RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

EFH AWS ARNTHFHHESHHHE

&I LAMER AWS RS REIFEB R, ERNEF , ENFTEERSGNUTIE , XEXMEHEH]
., AXRBIRSHNESHAESR , FSH AWS i,

BRI, C 21N PR %1

. EREOEMNA T R LIBE R — R RERE,

- BEMSEOAREREMER (NRER)  ANERTIETHENEN | TRFS2RSNESE
SRR,

- RITM&HIS , FEERSTRAYE. TRENTT B,

TEEENEZENE

- AFEEGENMEREREANERERE, XELXEFEMNESTFRALEREZFTRS , 4F
BN R AR e A EL A 1% e 1 XE R B SRR

C BRTEGRARNIMERER THAAN | SEEATLSER, B, AHLURDH.
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https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/foundations.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/manage-service-quotas-and-constraints.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/manage-service-quotas-and-constraints.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/change-management.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/implement-change.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/monitor-workload-resources.html
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« RN ITEAEMSTENFREL , RBREZRBERSMERERBITREITEE LR

AU 1 A R

« BIBYBERANKETEREIMTEE , L THERREBEZHFRIE,
- HETHEERZONE , SABRESSBIE TSRS AGRE U RN RERE,

THEREEN

o THEMFHEDSFBMMESNSZTUHIRITRS . 28 SOA Mo A RRFIRITRH IELXERFE | UK
WARET R, Eid, AYERE, BN IIEREIDR,

. MEZXLRIEH AWS fERFZE, Amazon Builders' Library  serverless patterns SR 5 & {E LR
B3, NMRRF3IEH,

- BYBSRHRREDBAN D HRARS , MEERET BNEIH. A AWS HIRSESMIEERS
TR ELEI AZEMKRI QI T , RETRXRTENEED,

FEEMIRENZFEN

« WA AT EMERKEEIIAE, HRENBILEEBETNR , EEWERAEMH 2T NIES BIEZKEKRA
LW R | BRAMNTKT BERE,

- NTE2oHENESNARERF , MRAEEHNRAEHAHHERNARF2BEEENRI , BT
LABRIR A o 58 e M iR B P iR &

- HERACKAEENHE , THREBEREMBRENREEMARI, XENHASIEARKIENENR
%, AEEXNEENREZRZANEERFRERIBRIRE,

RIT RN
BT, B RN THRBRRE TR, £i108EX8N , FREATLA

- BIMNBEFRIRE  BLBRTHEABBNXEERER (KP1) |, SR EERED R ENALR B3
LRI El, XL KPI RiZE2NLEME (MARBRSEENEARSLH ) H—FEE, XTXINA
HREWEBANMBELE , UREHBERIEEHREN B IRERE. BBHESREILINEE,
AV HE R £ 2 BTN S & IR,

« WEHAMERF : EAMHEH |, FESEIHTUNHARIEATERBEBEREZRTEREEF. B
ELRSMANHARBIERERE, £ , BN TEARBHEERR , ARIERERF. &7

TR 4


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-to-adapt-to-changes-in-demand.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-your-workload-to-withstand-component-failures.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/failure-management.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/workload-architecture.html
https://aws.amazon.com/solutions/
https://aws.amazon.com/builders-library/
https://serverlessland.com/patterns
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html
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URABHCAARELTENHRE , BT UERR I il S BHENT R, 175 = 7 ATESEBRATE
ERALR B REATUN RSB ENHERE , MEEXE,

- HEAYEARERETEABNTAY  FASNMERFRRA - MAREGR , R ERENHENE
NIERBHEE, BEIMRDNRRSEER , BRACHAELRHER.

« TEMMERE P TEABHAMENERLREZRREMN , BN TAERBENERED Z TR
MAER (XBERELBRSUENER ) . EF , BULKEEERNTEARIAER , F8375HM
FHERER , ARFREKIRBERR , IF2HNEFNEIMEFCENRT. EREERZR
# , BERELEFE RN  HaRfit il EE (FSRHEERSEHANRS ) .

- BEEFLEERE  FRAEICLAXANEMREHRTEE. FEEENTESENBHLHNEE ,
ANERITRESTEE,

EX
AREBEETSPOTRE | XTI B R (T -

- EXRE
- THRAEEY
- REEE

- WEERE

EXYAEMY , BLFANEMATF |, MEMZRSEHAMMNEAINEN THERBRWRE, EiRITE, 2
HRARENTEABRELAEBTASSROEE, TEABRLTLEZIRFIERNEL , MAEHIR
T AABEBRNEE , F B IMMEE,

e

- ST RMNAYE
- Bt

- RMWE (DR) AF5

WS A SEMEER
SN THEARTRERAT SRR, HFREENERIM -

- IMEREIEMBNEMIRESERRS P PRE , FRISRETERFRBZERURBDH
b (AR RECE E RHEMZRIE ) EEN

E X 5
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AN TEABAERFEFRMNHEBRRZLE

- FHIZE  HPQRTEASL , KATHFRNREMHBEN , ARBIZELARBERFE
(ORR ) MRNARFELNEFZEMFER.

- R&M  HPGEHEEETHEWIBEREM R , BREWTAY. 6, FRAMNEZORE
REFELE,

- MEENE  HPSRBERITESARE LRSS TEABNBERER , FENIER&Z/ML.

o AR, HPSENENS , MBEERE EC2 Ll LRABESUSNMBNREY , CREZFEE
REEBNKBIEYT R

MR ARPHERERER.

HOMAZHREE |, RIFEINTIL AWS Well-Architected Framework BY#8 B 2 AR INA N B, X
BENTFZRESERUBRTIEHEXESHHNRE  BEIRI M,

A

A% ( XHARSTAY ) BREEGEVMENERER , tREEFHXIER K B iR,

- TRANRETFEARAIHERNNEES .

AREAENREFTENEBBITHENIIEE,

XETENR-—RERANEDL , fl—1 A, —FHZEN=F, &TEBRE , SNHARFTE
EEZT ( 2RUKNAMITIAN T ) 6, TRAERSEER, RNBATAXNUTETRAME :

Available for Use Time

Total Time

Availability =

- TAMR—REE (BER-—TMAZ—F ) AEBRSTHENEZ L (H11099.9% )
- BERMEEREGANIE9 WHE" ; il , “5 4 9K R 99.999% A A

« EORH  FEFFEREENBEREHRIT AN LR EHAE (FlmitRgr ) . BEFEWERA
X#MEE , BARP e HEEX L A ERERNIRS .

TRIMTEANNARFATRMERITER , UREDGREE BIANEN , —FRTRSKHIANRKF
pretE, ZRESRNEEZLESNTALEETINNARERE, EANEF , RIIS5IAXEE,

AR 6


https://aws.amazon.com/architecture/well-architected/
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"] A BATRAAYE (B8F) R FEE

99% 3 X 15 /et REb3E, BHEFREL. EmA
AR

99.9% 8 /NEY 45 b MREE, MARRENTI
8

99.95% 4 NEF 22 4 BYIES. HER

99.99% 52 4344 Wiantes, IBIEAR

99.999% 5 2% ATM X5, BEIELR

REBERNETRAYE  WERSHE , TERDNRRYERGTRELTE TRANEER S, EXHE
AT, TARAWNTIHEAR

Successful Responses

Availability =
VALabiLLy Valid Requests

XBEU—THRESHNEARRTUNE. R, TUREXLNERNFEEITES A EEETHE
B (ETHRENATAENE ) . WRELERBEEARKBMEMBER , WS EERATAER
100%.

EXEMBARITETAY  FZRENHMREEREMB KRR , MBNREFHPHSEERRY
HRARSGN T, XERERBXRAR , EPEBNRENEESENARF PSR4, EHIER
BBRRNBERT , AARSHNTHERKBNRETAENSGR, fl, IREF—EEXU
99.99% AAMMNRL , EXFHMEMMYREERERBRR , XHNREEH S HEXI 99.99% WA
At W TAEREEEIR LA BSEH 99.97% Ry A -

Availipyox * Availdep1 X Availdepz = Availyorkioad
99.99% x 99.99% % 99.99% = 99.97%

Rt , FiTETAMR , E—EE 7 #RBIURE T AERIT B R

] A 7
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HXYTRAAUHERTAY  HRESRICERBINTRAS (Hlm , FTRATHAXFHTRER ) &7,
MEC LY, ATRHMENITER AR : 100% BREAHFHERNER, Flm, WRREEHTH ML
A, BMAHEHESR 99.9% WATAM | WERBIE AR AR 99.9999% !

Availdependency

Availdependency

Avalilefrective = Availyax = ((1 00(%’_'A\Va"dependency)x(1 00%_Avai|dependency))
99.9999% = 100% - (0.1%%0.1%)

REFXTE  IRUEPARAANTARERIERFZN , WALLRANBERNEHER, £LE
KRGl MAER 39 AN TR AAHEE 6 9 AR,

TEABBNATAE. FEARBASEMEXETAMENES , 8F1F2 AWS RSO T AMIRITE

ro BIERBMAXESHNELT (HlW, MEFRRFITAREENANY )  —MESXRBEFS

HIEEREE (MTBF ) MFRERE (MTTR ) o ATBEUATAXKRBEJRAMMEEE !
MTBF

MTBF + MTTR

AvailEST =

filgn , R MTBF 53 150 X , B MTTR 3 1 /It , M AT A EER 99.97%.

BXEZEMEER , i35 Availability and Beyond: Understanding and improving the resilience of
distributed systems on AWS , T a1+ & ] A,

AAEHRAR  RITNARFRIUNESRINTRAEBEE2SERAASEN , BREFRIRITNRAERF
ZH, NZBERENATAEER. SRINNTAEXNMERBZR TN AMBIRE T E-ENE
Ro EMNERNEHHEFEHME , AERRSESENRE S EHBERARNIRAERLITROAEEN
Aido Hlan , BEMNRNHPIER, EFRAIREEXNFBHERIERSERENIE , BLIUKRR

AR 8


https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-and-beyond-improving-resilience.html
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T T A B AR IT. TRAMKIFESH , REHBNRASEMN , HR , IHSZ I,
NEREREHNFERETHEE. At , XENESFHHRE , ERESZENBNEREAYR , R
PROEMEZRESN A AL B R, EMEME.

EERESATAMRITERNRSESH , BIAEMN S — A ASABIAIERER X, EEMRSHE
BT, TUAREN KRBV RAERRSERD , EEERTERRHLERS EEFRIBIHEATRHARE
BR. EAAERITEAREN , BEEDKR-—EZRRKRS (HIOXREBEE )  SH-ETAHAR
%, ZRANBEES TIHE, NWHAMBZL , BREEREREANDIERERARERN ATREHRR
1Ko

REEWE (DR ) BEr

BRYATAMERZH  FIMRBERNTIERERE (DR ) B, XEBRETRERESHFNRET
FERERRE, REREMET RAEREESRF , TRXNBEARARE, KARKARBERAN RS (NK
HTREIR ) . XETRARTE , TAMEENR —REIRREMAFRIE, AREESRAHEIR TS
.

ERtE BHR (RTO ) HALE N, RTO RERSHIFRSZME 2 B HEZHHARIER, XRET
YRS AR, AT ARNBRHEMN A TESHRBEEOD,

MERXEIR (RPO) HAREN . RPO BEH L—MRIEMRE QURATEZHNRKITE, XRETMN
£ —MRE KBRS P B TSR BEERER.

Business continuity

How much data can you afford to How quickly must you recover?
recreate or lose? What is the cost of downtime?

Disaster

Recovery point (RPO) Recovery time (RTO)

Data loss Down time

RPO (IRE<EB#r ). RTO (REREEBE4R ) MRESHZEHXR,

KHEWRE (DR ) BFR 9
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RTO M MTTR ( PR ERSE ) #AEL , BEENEFH KBS THERARKE 2 EEEFE, 8 MTTR B
B R — BREYIE N Z RN A AN B4 FI9E |, 1 RTO NIRRT AMKREH AN ERHHEK
=8

TRAAMER

MIBHNKANANNAEFNTARERBINNARFNE—BfiF , SHEBERERL, ER , 2IFARE
B, BNE2ERINABRFSIBRSNELSTHEFTRANTARER, fl, tERRIABHE , L
RETURKMLERINFRNFREABIENIIE, XTE , LEEFEXRGEEIMENERE  FERSET
BELMLEMITRENRFE, BSTRAE RPN ELENREBFESHTARER , BAUREX LR
BRZANERFEAPH. SRAUEBSXESERFENNARF BRI MBS |, F1HEZNER
DHTAMER, IHEMNTFLRAURERSERREPRATAELIENE S (NEH ) , ITER
BHREEENERRITENRE,

B

HHIME AT R R RS HE | HEE SR T XS TR ARERE R B AR B LS

£ AWS |, BRIBESFERS 2 N BIEERFMEHER . BEERATRAAZRS |, 2HER
ATEERE, a0, Amazon EC2 3£4l, Amazon RDS ##EEF Amazon DynamoDB XK E/ B
EHEHRIBEEARIRE, MBI EC2 £HIH RDS HIEE , EE DynamoDB FRMHEHRR T
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https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
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« AWS Service Quotas (formerly referred to as service limits)

« AWS Trusted Advisor Best Practice Checks ( 2 ML.“Service limits”/»¥5 )

« AWS Answers EH AWS Limit Monitor

* Amazon EC2 Service Limits

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas

» Service Quotas User Guide
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* AWS Fault Isolation Boundaries

+ Availability with redundancy
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* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
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https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
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* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

<M

« AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas

* AWS IAM Quotas Demo

fHxIE:

* Amazon CodeGuru Reviewer

 AWS CodeDeploy

* AWS CloudTrail

* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru

* AWS Config
* AWS Trusted Advisor

+ AWS CDK

+ AWS Systems Manager

* AWS Marketplace
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https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
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https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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+ AWS Service Quotas (formerly referred to as service limits)

+ AWS Trusted Advisor Best Practice Checks ( 2 J.“Service limits”/M 7 )

« AWS Answers £ AWS Limit Monitor

* Amazon EC2 Service Limits
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas

Service Quotas User Guide
BT AWS HELE SRR F

AWS Fault Isolation Boundaries

Availability with redundancy
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Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

MM

AWS Live re:Inforce 2019 - Service Quotas

View and Manage Quotas for AWS Services Using Service Quotas

AWS IAM Quotas Demo

MRS :

Amazon CodeGuru Reviewer
AWS CodeDeploy
AWS CloudTrail

Amazon CloudWatch

Amazon EventBridge

Amazon DevOps Guru

AWS Config
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* AWS Trusted Advisor

« AWS CDK
« AWS Systems Manager

« AWS Marketplace
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https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html

AT AWS Well-Architected 128

FESR A

« AWS Well-Archited Framework AT M X : AN

* AWS Service Quotas (formerly referred to as service limits)
« AWS Trusted Advisor Best Practice Checks ( 2 ML.“Service limits”/»¥5 )
« AWS Answers £ AWS Limit Monitor

* Amazon EC2 Service Limits

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas

* Service Quotas User Guide
« SERAT AWS B E S T2 7

* AWS Fault Isolation Boundaries

* Availability with redundancy

« AWS HIERRS R

s HARKTEER?

« TAREERF?

« APN SR : ATREBIH TR EE RN S EK

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

» Actions, resources, and condition keys for Service Quotas
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* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas

« AWS IAM Quotas Demo
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Amazon EC2 Service Limits

What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas
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Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

MM

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and

AWS Live re:Inforce 2019 - Service Quotas

View and Manage Quotas for AWS Services Using Service Quotas

AWS IAM Quotas Demo
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* AWS Service Quotas (formerly referred to as service limits)

« AWS Trusted Advisor Best Practice Checks ( ZM.“Service limits”/M¥7 )
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« AWS Answers E£H AWS Limit Monitor

* Amazon EC2 Service Limits
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» Service endpoints and quotas
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* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

« Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

+ Automating Service Limit Increases and Enterprise Support with AWS Control Tower

» Actions, resources, and condition keys for Service Quotas
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* AWS Live re:Inforce 2019 - Service Quotas

» View and Manage Quotas for AWS Services Using Service Quotas

« AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
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Z %% (DNS ) REBEH R DNS idF. EIE LA Amazon Route 53 2EMZETRARE, &
TRRRELBIANARFAGR, TABEEEET , AEXBUEGAPTANAIHITRE | 6

MFERMRAHISEE URL, MR K EMFE , Amazon Route 53 2185 DNS SEAFiER , HURREE D

TR BIFNIER. BIETLLEEFEA Amazon Route 53 12 Geo DNS FME T iERHI B H Ih
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MEEME ELB , M ELB 2 RES B R BARITESE, BER LUF Amazon API Gateway 5 AWS
Lambda £&FEA , IMTRBZBHERAR. BEFEAUESAN AWS X PETITEAR. EEIZH
REFHEHERX , TEABRTULERESANXENRE. ESUREN/EIERT , TEAFHIXK
BEFXFWRERMLES , ATFHREEFZHXE , AEEXEHAKENTHEH X, R
J& , ATLAME A Route 53 B 1TRR A Z 3R 42 Hi M 3 X i3 A B9 4F ] 3 2 B 48 BY X 131 A9 i )L A9 DNS # P #%
B, NTBRIETEARRS TR ATHRAF,ER,
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ERERNSHEEZARENANST. NBDEXME (CON) BREVNTREEEAFPHMEMNENNS ,
MR EFRERS, BEANRSARMRSEFHEE CloudFront il &b s , XtBIRS T RNAREFN
AAM, DEURIRBISEREFERIEEEANNERFENENEERIA , METURERRH
REITEARMNEER MM A%,

WFRAFEMRE S8 TR , AWS Global Accelerator A & Bh &R & B A2 589 7] A MR 1%
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FHEREAAQR, XEMRTULREERTRERIEAFHAEH A AWS £IKM L , NTTRRE ITERR
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BARFHEANETRR. FRNETRAREERXREFTAENR , BLATAFRREEEQIETRR
BiFmR , TAFPRHKREEEMTAMS, kA , AWS Global Accelerator X A ERE &It , &£
AR MEXFRENTNES IPv4 it | B8 7T NARFEH A,
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B, AIBASE SYN/UDP 2 ARSI M EENEMIRE (E3EME4E ) WE , LUEE AWS £X
BNAEFNSTAM. EANESRNEAMNENKREG (0 UDP ZH ) . MSERRE (W TCP
SYN Zi#t ) RE#ARY , UREH BRI Amazon Elastic Compute Cloud ( Amazon EC2 ) , 3%
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A LAZ [RE M AWS Shield Advanced. 8 TBAE HTTP POST 5 GET ZHENARFRERE , BFE
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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A AWS WAF, AWS WAF BJ{£f IP #tbsit, HTTP #5k, HTTP 4k, URI FHRFH. SQL EAMIEB L
REZA AR ERMIZME EER R FER,.

1.

RESE A DNS : Amazon Route 53 2— Mo AME. T BHRNEE RS (DNS) Web
fR%5. Route 53 AP BEREETE AWS RAHMETHERMNAREF. BXEZEER , B2
%% Amazon Route 53 EtiEH DNS BRS%o

CREBITRRAKE : HEA Route 53 Bt , WIARBSTRRBRFH B RS AT, BELIE Route

53 BT EHEE DNS #HEHE, ERESTRAREN , XMERUTHE
a. Amazon Route 53 #IfAIEEEITRARERBLER

b. 8IE., EFMAMBRETRIKE

c. BEETRRARERSHREUEL

d. Amazon Route 53 DNS &R {ERE

. 4% DNS RS EE IR R

a. FARMAZIEENREBIRN , E6A Amazon Route 53 B 15 [ 819 #1858 X 5% A9 51
FicFk, ERIEFBIEREE , FiFEBERETRRIETEER R,

b. X F A API Gateway B ToARSS 238 TEMEHAE APl , 5 A Route 53 FiiRERHKHE API
Gateway.

. REABR D KNG

a. EFABAFPEENBISGER 2 KAER , BEXE T # CloudFront 2{a] 9 X A&

b. FFHBEEAME CloudFront 9%, RJG , CloudFront MIBERFZEMNAL D KRR , RABEE><MN
ARENEENETS ZNIFMES, £iRE CloudFront D X6 , XM THRMEERUTHE :

i. EFW{AAT CloudFront i1 4 h R

ii. EEEMN CloudFront EFRERSWERNLSE (ZFWFHER )
iii. £/ Amazon CloudFront Origin Shield

iv. 33 CloudFront IR AMEBRMLILS ATAM

. RENABRFERY : AWSWAF BBEEZ T ma A, BREZSMIHEIZRIEN

EFN Web REMYLBANKE. EENREMR , HEF How AWS WAF works ; BAHER T
XM AR HTTP POST AND GET Z M R¥ , iFEHF Getting started with AWS WAF, E¥¥
AWS WAF 5 CloudFront && M , 55 A% How AWS WAF works with Amazon CloudFront
features B9 X 44,

IREFIN DDoS Brd : BIANBEIR T , FTE AWS EFE A L% %R #E A AWS Shield Standard 3k

BRE  BPEHNENMERNARFNEL. §FRENMENERE DDoS Wi, B —%
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
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R 1E Amazon EC2, % 159%. Amazon CloudFront, AWS Global Accelerator 1 Amazon
Route 53 LZ{THE R EBKMHWNARERF , ATELE R AWS Shield Advanced #&%& Examples of
DDoS resilient architectures, BRI THEHNBMARHIFERIZZ DDoS i , iBEF Getting started

with AWS Shield Advanced,

TR
MR RERE :

+ REL10-BPO1 FTESH BRI ZMUE
+ REL11-BP04 Mx & 5 i8] 4k ¥t T HUE A i A =2 12 5 E AR
+ REL11-BP06 = Z 445/ o] F M A &% B 40

FRSE SR -
- APN SE(KRE - TR BIAL I & etk i

* AWS Marketplace for Network Infrastructure
o 4R AWS Global Accelerator ?
* What is Amazon CloudFront?

* What is Amazon Route 53?

+ {422 Elastic Load Balancing ?

* Network Connectivity capability - Establishing Your Cloud Foundations
« T4 R Amazon API Gateway ?
» What are AWS WAF, AWS Shield, and AWS Firewall Manager?

+ What is Amazon Application Recovery Controller?
- EE% X DNS ME#BHNEEVESTRIRE

FE<AEm

* AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator

* AWS re:Invent 2020: Global traffic management with Amazon Route 53

* AWS re:Invent 2022 - Operating highly available Multi-AZ applications

* AWS re:Invent 2022 - Dive deep on AWS networking infrastructure
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
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« AWS re:lnvent 2022 - Building resilient networks

MR =B

» Disaster Recovery with Amazon Application Recovery Controller (ARC)

« AWS Global Accelerator #3 4

REL02-BP02 Iy =¥ E M A ERIE 2 [B] BV FAE I 4B Tl B TL RIE 1%

ERIREMAIMERNERAME 2 BREIRERE , URNEENTE, XALELHERZIES
SERR AR EBRAERKI | ME M4 I SRR R RIFIEE,

IRES :

o B —INPEEE  XSEXER]IHE,

« REA— VPN BRRE K HEERAZSIBE , BERSMBEXEREF-MTRAKX,

o IKF—REBKMRSRAEE (ISP ) KIZ2MH VPN EE , X2 S ISP i E M EHE,
« AXMEMH BGP XHEMABHANMY , XEDN TENEPE BB ERKAREEXREE,
- ZBET VPN BRERTH RS , ST VPN BRENZDBES.

BYHRESENFL BEESEMDAHAINE Z FISSHEIURERE | HANRRZ B RBRS
BB T FEIBIS,

EARABUXMREXERNBERTRENNBRER : §
ENiE=ESs

£ AWS Direct Connect JF&# A 1th £ 32 F) AWS B, MREA TR EZERERED S DA M
EMZ AWS Direct Connect I E R T RS , WA ST EEBHMEH M ( SLA N 99.99% ) .

XFHRIME R TIREA IR R BE, MEGEZRBURRNVLEDR, RE , ZAEIEARN 24

HERESSMIBRE ( MR B EREE— Direct Connect & ) REMBE S M HFM ( SLA X
£ 99.9% ) o XFAEF AR ERA KT PMRIZZHEMSHRAEEFY , HEHTERTEHNE

tF&E, Direct Connect #]1t T E@HB) T %1t AWS Direct Connect ##h,

B LLE RERS AWS Transit Gateway fBEH AWS Site-to-Site VPN , AZFREN A XNEZHE
F AWS Direct Connect iE#, XHiEEXFIE S/ VPN RBRENENZKE (ECMP ) i§H , BIfES
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https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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N VPN BREMV AL E LR 1.25 Gbps , tLEESRIEIA 50 Gbps WEHE, BEESIFENR , AWS
Direct Connect {55 = K@ 2> W & A i H SRR EE ZAVRAE R T,

EBIERMER VPN RN S REED A BITEHR O |, FHA VPN BREEE N 21 Site-to-
Site VPN M -850, A TRIASTHY , BXBEBNERITANTHX |, FEMATREHXK
PriE A iR B E, 1t , TAERERATRERMERSRHEARE (ISP ) SN ERMEENERTIA
iV E , BERLEA ISP RS HAER B VPN EE, EREETEBHMEMIZEN ISP, LH
RALEFRMYEREFBE AWS in <8 ISP, AISEH S EEAT RS,

BR 7 @ 2 AWS Direct Connect HEZ /2% VPN RREZIYIBITRI |, SEHED F KL
(BGP ) I SEHEBEEXREE, 317 BGP IREFEZNMLRAME BN KE , BaEREN—FER
EFRBEEE -FER, XIS TARNEETEERSINELIHERN , REMZTHENRSE
St BMREERERNRE , HEBENENEENTEME,

KHES TR

« 1& AWS FZA #3838 2 [BIZRELS B 7] A EE,
- ERMIBHETAMEZEFEHAZ AWS Direct Connect E#ZDX VPN B2i&,
- £/ % Direct Connect {i & R3EI & 7 A%,
- MRFEAZNAWS Xif , FEDEEPFNXEFRIETR,
- WMRAEE , EEA AWS Transit Gateway £ 1 VPN E#,
¥4 AWS Marketplace &% £ 1E VPN =5 SD-WAN ¥ EZ| AWS, IREFER AWS
Marketplace &% , BEFBNATAXHPIHBUREFI KIS 7 A,
- REEEmM@AMIFENTREE,
- BUREFEEMEZN AWS XiE W AREERFEETAEER,
- £ Direct Connect ¥ 1 T E G RIRE,

TR
AR 3TH

» AWS Direct Connect Resiliency Recommendations

» Using Redundant Site-to-Site VPN Connections to Provide Failover

» Routing policies and BGP communities

» Active/Active and Active/Passive Configurations in AWS Direct Connect

« APN SR : AT AS BhAL X1 B X By & 4E X £
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
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+ AWS Marketplace for Network Infrastructure
+ Amazon Virtual Private Cloud Connectivity Options B 4
- HETY ENZ£% VPC AWS REERLEH

» Using redundant Site-to-Site VPN connections to provide failover

* Using the Direct Connect Resiliency Toolkit to get started
« VPC im 2 H VPC s R ARSS ( AWS PrivateLink )
« 4 & Amazon VPC?

* What is a transit gateway?
- ft 4% AWS Site-to-Site VPN ?

» Working with Direct Connect gateways

MM

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC

* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs

REL02-BP03 #1R IP MK ELE R B A Atk

Amazon VPC IP it SEEI AT EB K , BB FE THEASER  GEZEARNT BURETHRKX R
TR E IP #it, XBFEHFHYESF. EC2 ROIMETASINNARERF,

LI E R  E—F 2 fo IPii’giJJ: CEAE, B (3RE RFC 1918 N ) AEA VPC £l
B IP #uEE, ERLREN— EBREUTER :

- BEEMXEHHNZA VPC B IP thakZE(E,
« EVPCH , NENFRBHZE , IHLERATUEZSNTARX,
« FHERE VPC RREAREAR CIDR RZEE LA TRKY R,

« TR P bz 8 2 LUK 2 T AEE A MY Amazon EC2 EHIIGET R BIMESR |, tEA T
BEFINEMBHIE. Amazon EMR £ Amazon Redshift &£8. &= Amazon Elastic
Kubernetes Service ( Amazon EKS ) % Kubernetes 58 , tt NZRXERE, BARINERT ,
1 Kubernetes 254 ( pod ) #4M VPC CIDR A 7Bt — /N 7T 3% FH A9 it

« XX, 84 FW CIDR SRHAMBIEA IP it MR — IP b | TEMHEER,

c EFE , RYE OB EIZR VPC B9 VPC CIDR BRI EME R MIER |, BRI LA@ VPC FINEFANIEESE
# CIDR 3, i%%&%ﬂz%lﬂ IPv4 CIDR , BRI LAE 2k IPv6 CIDR,
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https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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- AILAEAME K VPC CIDR K /16 , &/ /28,

- ZREMEERMSE (VPC, At MEREMTRMEE )  ABRFRIPHEUZEATER, AXEZE
B , 5Z 1 REL02-BP05 #E EMEZEN BB i 22 B PR G SEEIFEBNFE IP ST E.

HELER A BN IP FRAEBTRENRKNER , HEETILENRE,

FARER :
« RAEBRKNER , SHCIDRAI/NEAFEEHERE , XABEKEREF.

- BIRMGITEEARSERTUERN IP it &,

- R FNFRESNSREARDER.

- ERAEDY E/ILH , BREKE IP I ERER,
T

« EXTAH CIDREE , ZmEHARRNERAY , XI2SFBUtISCEESR |, EUEEHMMERIY
FEE,

B MRERRNTL  XTRREEEN THERBERKER , AN BIBPHRERAT A%,
EARBURXMRERRNBERTRENKEER : F
ENiEi=ESs

AMIENMELGERNERK, FEREAAMEUARIASHMRSHER, MRXERENMLY , MEK
ARESHIEMA, BESAMARSREZLH BB HILH M 4T REM LK,
- BIFLERS, LR, EAMREIRE (DR ) B3R , EFEMEX AWS K- MK,
- WEXXE VPC HENER,
- WE VPC HI K],
- BERBEHES VPC EE.

« What Is a Transit Gateway?

» Single Region Multi-VPC Connectivity
- HERERERBEMERARERAER,
- ERAEZH K/ CIDR REIZE VPC |, H R HETFARKNFER,
- MREKFTNTHE , NAEEEREEADN CIDR R, BEAKEFEER TEE

« EXHE VPC H, ZENFMER IPv6 Sk, IPv6 FEBEERAT IS ARG RAIERIGRE
BRENRETH , AULEEKRE IPv4 i,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
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IR

B Well-Architected SR{ESEEE -

« REL02-BP05 E EMEZENFIEAE U =R PAGISSAEEEENFE IP B E

FARHY
« APN SE{KFF - ATES BO AL RIBK M Y & 4E K £

AWS Marketplace for Network Infrastructure

» Amazon Virtual Private Cloud Connectivity Options H &
o ZETEP O HA MBER

» Single Region Multi-VPC Connectivity

« T4 Amazon VPC?

« FH#Y IPvBAWS

* |Pv6 on reference architectures

* Amazon Elastic Kubernetes Service launches IPv6 support

» Recommendations for your VPC - Classic Load Balancers

* Availability Zone subnets - Application Load Balancers

* Availability Zones - Network Load Balancers

RS

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC (NET303)
* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs (NET406-R1)

* AWS re:Invent 2023: AWS Ready for what's next? Designing networks for growth and flexibility
(NET310)

REL02-BP04 #i5E XML £ T 20 Z M1

EESANDEMER , SINERELAER (VPC ) EARMME , N ERHENAINGT MK
i, EMERIND SR EREEIHMNE  ISEMNERENEERTHE , MAERNAIUR
B, X HEINREEL RN P ORAREFERE, IMEPKXTERLT MBS, F B UEE AR
e, ATy RN ERE D,
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=FkWOhTZSfdA
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AWS Transit Gateway = —BEERS , Iy BAEBRESTAMY , THE AWS BRI E
Migite ZRFHEYMZH P ORA , RENZDE, EPEAEE , AAUMLERRARSARBINE
WERE, TEUEEE T WMIAEA AWS Transit Gateway R 2 38 X b,

Amazon VPC

A
ey
¢ | ? v
VPN i
EAS]TIES AWS Transit
Gateway
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WEEIE

AWS Direct
Connect

Ealiciieia |
(714N SDWAN)

Amazon VPC AWS Transit Gateway

HE4LR  EEBIPORAEERLIESR (VPC ) MAME, BT HRARENEERE,
ZRARHBERNT BHNSEHER. ANETALBEEROINERR , FRABBABUEL. ME 2B
REEME , FEEATUREMNE,

FARER :

« BRREFMEXIERN,
« BETHKILBENME BRERE (HW , XREHERBRRWMILTERR )
« RAXBIREEREET.

BV MWRESSENTAL  EEERMNEHERN , NHEENEENT REFURKBARE ML, MER
MamRETHRE , FINFHNEMRBAN. KREERNFEFIZEN,. MEENEERNEEBER
WA H EARA R T FANTTH, BL4MERMAREMERLENSTAYE , DTS ZERNZZETR
IRAIMERE | BAR WAL 32 MU AR B AR o

S5—7H, HEARETESIMNEZARLETNRERBA, CRET —HEMENTEREENSE
R AR E S EARE 4o

REL02-BP04 iR #HIMELE T 23 2 MK 42
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EARBURXMRERERNBERTRENKRER : F
KRS

MRMBRS K FE , FEE—DURKST . IXAETALRNNERS Ko XM ETLLRN
FIRMNRAHRTEPEE,

HEANEENRARYELRESR , ATHEHEENLAR (VPC ) MAMME Z BRI KRE,
T ERE T MRS | H B AER M X R 4 B B AT SRR ER

TQF

ZERENMEZIRIT , BFFEEERIER VPC. AWS Direct Connect 1 Site-to-Site VPN i#E#Z,

ZRABANRHEMX VPC EREREMN TN, N TEANFM , BEMA/NE CIDR (flfn /28 ) , LE
LREZWIZEATITERF, i, SIE— WL ACL , FARHEEE MRAXEKKFIE FMEX
BRo. BRMIGE ACL FEA SR K ¥E 75 4T FF o

WRITARABEEK , AERENHTEEHME 2 BRHEKE, BT NELERFENME B RS
(plmn , FRBEMEEKRBXRNTRERTFERRZE ) .

KiES R

1. ARIME, BEEBEENME , FRINEINTHEZEEW CIDR EE.

2. 8lZ AWS Transit Gateway FiEZEMH VPC,

3. BRIBFFEE , 812 VPN E#D Direct Connect W%k , HIFHEE Transit Gateway x Bk,
4. B EE Transit Gateway BB &K , E X IMAEZERERN VPC MEMEZ 2 BEBERE.
5. £ Amazon CloudWatch # T HRIFEFEZRERE , MNMALERNKZ,

R
X REREK

- REL02-BPO3 #a% IP ¥R ELZE R BN A A
- REL02-BP05 FEEMEZNFIE B Z=E PaHISSEEEENFE IP B E

FAR A
» What Is a Transit Gateway?
« PEMXIRITHREKE
- WERT BNEE% VPC AWS MEEM S

REL02-BP04 iR #HIMELE T 23 2 MK 43


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-best-design-practices.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
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» Building a global network using AWS Transit Gateway Inter-Region peering

* Amazon Virtual Private Cloud Connectivity Options
- APN AE{KEE : ATEEBIHIRIBEMI 8 A AR A

» AWS Marketplace for Network Infrastructure

MM

* AWS re:lnvent 2023 — AWS networking foundations

* AWS re:Invent 2023 — Advanced VPC designs and new capabilities

MAHIL

* AWS Transit Gateway Workshop

REL02-BP05 T HREZMNFAEAE it R bR St EIEEBNFAE IP i
HEST

HZN VPC N&EiEHE, B Transit Gateway EZHEET VPN EEN , 0 VPC H IP ittt SBF
FEES, BE VPC SAMINEZ MRESHERN LSRR 2 H I P it hoe, 155E%F
BB EEEN S ERLE P HuEE., P itEE (IPAM ) REGETSIUIX — BN B3,
HASE4E R -

+ VPC, A#tINEREMTRMEEZBRELE IP it SEE R,
« EYUM IP HUEREIRERNM T BMEEMIREREN T IgKMTLHMEER,

ERLRELX

- £ VPC HEASEM, tURERERMTRUEERN IPSEE.

s TEBERATHBIEAZN VPC W IPERE,

- KBFF IP U EERRE , SlMEFRE,

+ CIDRREARE/D , XAFLSH IP it RS itb it 22 8 T 2 UBRRNEMH TERE,

BV RESKENFL  THAYNMETHERETLIBIEENERZRHIMAR IP #itfvER. X
AT By L5 A R B B R AR B9 TAR S 3B o0 L 0B | R

REL02-BP05 E B iEEMN A BB it 2= E FraFISKEIEEBNFAE IP i STE 44


https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://www.youtube.com/watch?v=8nNurTFy-h4
https://www.youtube.com/watch?v=cRdDCkbE4es
https://catalog.workshops.aws/trasitgw/en-US
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ERBYXMRERKNELTRENXRLSL : F

KRS

£/ IPAM ( 120 Amazon VPC IP it EEEE ) REEHEE CIDR FAER. AWS Marketplace
HRME T LA IPAM, TEERE AWS LW AJEEFEAE, & CIDRSBERMEIIME VPC , HHECR
VPC EZREIITRINEAREKER,

K IR

« F3RZAIAY CIDR EAEHRIRE (Hlm , VPC M+ ) .
- EARS AP REEZATHY CIDR £ A2 8IE,
« {8 Amazon VPC IP thit B 88K & I &R,

- BRI FRERAERE,

- EARS API BEESMNXEPIZ VPC BEFH,
« fF Amazon VPC IP it B 2SR & I &R o

- BRIHHEAEHE.

- BERSURTEMNEEN IPEE,

- HEZERAE,

- BEEEN IPEE., EUEBIFHAHUEE , tAIUEREFTEEZEELERNEAILE NAT
X3 AWS PrivateLink &R,

R
X REREK
- REMGE

FARH -

APN SR « AT HS B AL R B P Y & 4F X £

AWS Marketplace for Network Infrastructure

Amazon Virtual Private Cloud Connectivity Options A 4
SHEP O HA MEERE

Connecting Networks with Overlapping IP Ranges
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
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« ff4 2 Amazon VPC?
- 4R IPAM?

FESR LA :

* AWS re:Invent 2023 - Advanced VPC designs and new capabilities

+ AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs

* AWS re:Invent 2023 — Ready for what's next? Designing networks for growth and flexibility

* AWS re:Invent 2021 — {New Launch} Manage your IP addresses at scale on AWS
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://www.youtube.com/watch?v=cRdDCkbE4es
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=xtLJgJfhPLg
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TEREZEN

A SR ARG T ol AV B BRI IR TR K, BHVRMIERE 2RI Well-Architected X4
M ITHEARITH. HXNATEY , BXTERBENER,

LR & BT AMERAX LRI T EHNRA N ZEENREREK.
F&

« R THERBRSEN

« ER A AREPRITRE R X EHE

- ERARAREPRITRE LB D HHEZHIE

RIT TAEAE RS 22

AR S EEEN (SOA) HHMBRSRUMESERT RN IETFEAR. RSSFEEREY
(SOA) AIBEE RS EOAERHAHTEEREM, MBRSRUNHE -SILAHTEED, ERE,

RS S AR (SOA) HOXAELNEREIRME , LERELEKEHFH THEAZ. SOABWK T
BEARMNMECE , BEAMEKRE. TR TAEAK.

£ AWS , Bi1—EXH SOA , BINE , KNLFEAMBRSHERITNRSE. BAMBRSETFZEEAR
SIOMEY , ERTAMME , REENHFLETARED, EFE, ENATLEEX2 FTRERSERN
AAY, N\MERRELE I TREEEFATAEERNWEHES. 0, 24 Amazon.com LRt

EEENH (“FBERE") , FSEFAKENMUBRSRKEETHEHNARS?. ERA—EE—ERESTH
FREANMENZREE , BONRBRESTITH , TEHLENEAXSHANETHBTUEEZFEREN,. EETEE
REBAFATRLENE , BB ITUME~ R,

RIEER

- REL03-BPO1 iE#ZF Xl THERE

« REL03-BP02 #E T X THEWFIIH MU EEN RS
- REL03-BP03 #R#& API RIS EE

RITTHERBRSEY 47
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REL03-BP01 i&#ZF 1A &l 9 THEHE

HHENARFNRMEERN , TEABIIRER, NREBEERAREREN  FARERBLN
RARFAGAIUD BN ZTHES. NARFEATERER  RUIREEESIRESSEEEN
(SOA ) EHBRFRUEMELE LR, RBIUTRESNITENHRERS BN RS

HEER  TEMBENZUXE, TF B, FAREMIINRES

ERFWMAR D TEREN  EREEA/RMNESRM. EATEFERR T~ mAIZIE , B5T
MN—FTEREERTY BN TEARBENER. EN— I IANBERYN , EREZERNARFN TR
DOBNZHEE, BIRRSIENRPNES , AL RABN NEFARRTAMEEZE/]. R
m, BPNBRSSHFRERNE , SFEARSKEMIER , FREEESESR , MANEZERE,

ERRERX

» #fRS Death Star BIX#H—FER : RFAXZEESEREAE , F—xMai2s , FAHE R
AR — B IEAR T AR SS.

B ESKERAER

- EZRETRUURSHESE. AARFENTT B,

« BT RS MR FNE,

- NABRFAHTRETRANTAMER , TEEENRE F LN BRRBREXLEER,
« XETHEAREBRRE S B,

EARABUXMREXRERNBERTRENNRER : &
KRS

FREIEABN S BRI RNERRHRE, £1F SOA HWRSEY (ROBBRA T BEMALEN ) . B
ERENITHIRIERREREN  BLTHRERERLN  MEATEN~REERANRASEMmT & |
TRAHARERN SOA SMRSFEM, SOA MMRSEERHBRPIIXE , eNRAKXAT BM
AREAMNER , BEFRNERGNE  CEEBFHRS R,

—HEENNEREINEEANRD HRIUTERY , TREEIIAFERER |, &80 7 @R MRER
RAPRXEMNERM, SRIER AWS X-Ray RAEBBRILEE, FEERNE —IRE , EEEN
MRAZFHERNN K SEEXAMHREZEM , XERBES MIEMULAHF,

REL03-BPO1 &2 t{A %5 TEfuEk 48


https://mrtortoise.github.io/architecture/lean/design/patterns/ddd/2018/03/18/deathstar-architecture.html
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o0 N@%Q%g

\‘-"‘-—-__
AR EERl RS LT Rl AR TRk
HBEIEE A (S R AR S IBIrERE
famsY —ERERS i e
TEZIA LM/
HELUR AR PR

BARRN., BRSSO RYMBMARSRY

KGR

BEMEREMNARFMENELSEY, SOA MRS D IREEZ/ N DR , XRUA T BT
SRRV EIE, EESUR/DN D ERVERER —LHMRSEZM , SOA RRENITH AR, BXE
ZEMEER , ESH Microservice Trade-Offs,

MRTEABES , ARALARUXE , NNEAMRSRYRIUHEBEENTESE. AXES
WHER , FSMHE AWS EXFHARS .

Z R ® Strangler Fig EXFEAEM AR INEH., XBEEAFTHNARFINRSZS B0
EWRARFAM. AWS Migration Hub Refactor Spaces ZHIBEEMMNR R, BEXEZIFAE
B, 1% Seamlessly migrate on-premises legacy workloads using a strangler pattern,

KEMARS ATREERRSRKING  LXEDHRARSREEBHEEERE. AWS App Mesh ATH T AR
SSEBRY , BEXNBRSHAERIMIER. AWS Cloud Map 2 ATAH T & T DNS BVZI RS
b %218

MREBNEAEETEZE SOA , Amazon MQ AIAEEFHRIT=HNESNARFNENRS L
HBhE/NEE,

NTERENMAEZREFENNRRARN , FARFEEEANR I BENEN, TRLSE
i), BEEXAFBFEEERY D, EEMETENX MR, NERREAXRREERIEXRE

( NoSQL ) #IERERG&IRE, AXREZFMAES , 55N SQL £ NoSQL,

KEITHHN THEERS - &

REL03-BPO1 &% A%l 5 THE S8k 49


https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
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IR

X REREK

« REL03-BP02 2% THE I FFEH M BRI BRSS

FAR A

« Amazon API Gateway : £/ OpenAPI it & REST API

- HURBRS S HEEN ?

* Bounded Context (a central pattern in Domain-Driven Design)

« £ AWS ESHEMARSS

* Microservice Trade-Offs

* Microservices - a definition of this new architectural term
« AWS FHHRS
+ 42 AWS App Mesh ?

FRRH

« lterative App Modernization # 3] &

R MM -

» Delivering Excellence with Microservices on AWS

REL03-BP02 f32 %/ T4 Bl 55 FUm M Th BERY AR S5

MRS5S mELEM (SOA ) RARWSERENLN., X0 RHBYNEERE RS, MRS ERSEREMN
[RALTX, RULFSHRIRAMNERSFLR. BIFE/LHELSZSITHMIIEL , BBTHAKRNERS
EXMIYWAEMHER, RELTXREMHRWSEE |, LLFRAGE 47 it iR b B e

HELR  IRMAMLSRBZHEXARBELRA LT, AEACIIFRSERITTHIZNEEL S
KBRS, XEHARERSHRRSHEENRBRENLER. MHNARFRIITARS  EFHBENX
ML AHRAMBE. IARGABUEIHENRE LT, MRERITVESRS S 0 BERERHRK
SRWEL, EMBEAXRYN , SNASE LT XMNBEXRYE D BEXSERES .

REL03-BP02 ¥2 %3: T 45l 5 SUH M T 82 RY AR 55 50


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html
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HOFSEBHRSZEN PRSI HERIT , BEZBFRD RS, XEHBIMT NXFRWES , FiR
FERENENERCERERTR.

FARER :

- ESRSERARGE (I UL UX, FEGRBdEE ) AE2FR , MARBREREN LS FEA
=38

- NRABRF#TTIERRNS, BERALTXNRSTRERT 4T  FEEZNERIH , 78T
EZSNNBEARS ERGE#H.

o FEKBXR (FINMTIXREE ) ERS2AHRE , AN —PMRSAFHITER B FEEERE AR
55

« BSERMLSEZESAEAEAE - BNIEESRERX G  X2SHBRENEE , FERE
EERFBMER THEE,

B WERESKENTL  NARFHIRITAMIMNES  ZRULSTEBERR , AEABANILSE
o BSAIRNHAMERE, N TAASKENGE , RESHEZIHBENTEER,

ERBYXMREXERNBERATRENNRSES : 5§

Kt %

FUE KB B iz it ( DDD ) RES ST RITNHERGNELRL E. BRISABWERSH , £

ROBRERZREHEY. AERANENBEANARRFN , EUUNATBEXRERANEZR , FN
ARFENRNRIRS.

Bl AT R ?ﬁ%ﬁ B R S

IR B g 1t
ENTEA

- ARRTRELSSHXEHT S, UHENESHR , REBESH. 5. RENTAF.

« BB ETXHERAGREMINEER , BUUERRE L T ORFEI DN ERS |, FEFHELLESE
MEMENSSET R —H. BIFEEAD N FRN LT, BNAIEINABEMRS L RVER,

REL03-BP02 &% FHE I ST EEMN RS

51


https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html
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« Ll Amazon.com Mt Al , SKAFTRETIE B L, Bk, BEK. MME, FHNMKET,
- BF, BENNERIAREHETXH , MNE, FHOANEHIABEN LT XXH,

» Decomposing monoliths into microservices B 7 EMMARFWER . FEAKRKULSFZINEE. FOUIE
RESHTIBNER , SOERAHE G EFEEYS,

- MASEETYNERRERDT , EALERBRIBRNAREFHEIA DDD , TEMEEH REMNE
#wEE@E DDD, A LTI EF , ERARSREMMEREMYNERR LT3, EIPLHR
[ RARIP#E L TSR B 6 2 MDA

FEHEBAET T RE D A EKENBSERE |, ITARA AWS RS |, FESHFERF Rt

B B AR S5 SRR

o BEE ST SN ASNIARTT 8T K. WA EF R (TDD ) MITAEIHEF LR
(BDD) , ABITHRRERSER/RBER RIS BE L,

« RERFEUSITHERMBARS R AWS RS :

« AWS EHERS MRS UFARTFRBLER TEANFHEE L , MAREERS[/MER IR
o

« AWS FHARSFAEIEMRENER , BT AFEIEFTFIHERLE,
- TABEEADTHOEERERESHBIEFRXEATE,

« Building hexagonal architectures on AWS HF#iIR T —MEZR , INLFIEE KR , RAZE@IER
E FUFEZEEBRERSPRBRDEER , AREEENERS. XRAFEOFEAEENLSEE
B5 AWS BFZRASENER |, LHARESEETHRAEDIEHRSHERE,

R
X TREREK

+ REL03-BPO1 EF K2 TEARK
« REL03-BP03 #R#& APl RItIRF &=

FARHY
« AWS #WBRS
« & AWS ELHERARSS

 How to break a Monolith into Microservices

REL03-BP02 HE %X THE L STUHMIhEEM RS 52


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/microservices/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html
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» Getting Started with DDD when Surrounded by Legacy Systems

* Domain-Driven Design: Tackling Complexity in the Heart of Software

* Building hexagonal architectures on AWS

* Decomposing monoliths into microservices

* Event Storming

* Messages Between Bounded Contexts

* Microservices

» Test-driven development

» Behavior-driven development

MR =B

* Designing Cloud Native Microservices on AWS (from DDD/EventStormingWorkshop)

HXIE:

« AWS Cloud &%
« AWS tHFERS =
« AWS EW AR

RELO3-BP03 1R#E API iI2HRSEE

RSERERE API £ EESFERE N BEPL , RAVEETERN AP ELFEA#ITENL . SRR
ERIRMLLEA B REERIAN AP, AEEFN AP EZREN  RENARFEIBIEN
B APl, REEFEE , £ EHBAMEMNHET. RSEARTUER B SEENFERHERFTHE AP

BEEXR,

HEER  ERARSSORERNRMRSREMEENNAEFEEIRILET , EEFERNETIR
GBI, LN S MEBLEN API GEET , @ API FAEREFEBZFERHT2ERENREN
REM, BYRS API #TEENAFEBMIUNITHRERS. ARISITHR RGBT E KRR
BRTERE (DR ) ¥R, MR ZENEERD , FERIZETE, I BHRSEBILIYT
BRARZHARER , TESE ¥ BEMERS.

ELRER :
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https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
https://en.wikipedia.org/wiki/Behavior-driven_development
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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. MIRTEABARBNNMS APl X AP FEEARERTEBTRESRRITN AP SENE
M5

. FRRIRABSIEN 20 AP EASERS SARLMETERNES , FNE HIME,
 ERHEBANEEMRSOTEAT | MAREERE T XONES AR,

. TEER API AEFF RN A SIRERL API SEHE | SUBST BRSS4 43t 4T ST it

BYNRESENFL  2HXARGEHBET API RSERFTEEHNAGAR , TURSTEM. JF
RARAUEFRLSENEHAAZERNE , ERFHEARITRERLE , RRIEBFRNWLEEFE
AP EEUKRREFHELEFTR. API EEN API R 7TEMN AR ED , AETRANRENEHEE
SEREHTEFHNEREN,

EARBURXMRERERNBERTRENKRER : F
KHEE S

BELSFEHABE TERARR DG, BIWFRES APl BE , N API EXHSRTRAKRSERE ,
RIEXTE API IRZAIZFI R, HHEZIFEY REST, GraphQL FEAMDUBFLS EHRERRS T,
BT LR AWS BRSESFIREH , NTRA M SEREMN APl SRIEK.

HE RS APl S E/ AWS RS

8 $E Amazon APl Gateway, AWS AppSync #l Amazon EventBridge R AWS [REEB S FIZR
B WEENBREFTER APl BEARE. Amazon API Gateway BB FEZERE AWS RS
MEAMMERSER. APl Gateway X # OpenAP| B MR A$EHl, AWS AppSync B F GraphQL
REmRKR , BULEEEN GraphQL BHKREEZRR , EXATER. REMTENEKRSEZE

O, Amazon EventBridge FFASEHRARENEH , NEHERRBHE,

K IR

- Bk, NEW API EX—NEE. AENFIHEA API BIZHEE , H 7 API B9 AR H E AR E R A B
BEXRAFER,

- 7£ API Gateway HEtE API B , BRI LS AMS Hix S OpenAPl M58,
« 5§ A OpenAP| E X AIfEi{t API WEIEZERE , T 5 AWS EmiigEEIBIE ( Hlan AWS

Serverless Application Model 1 AWS Cloud Development Kit (AWS CDK) ) £/

« SHAPIEXTE{EES API M TEMNER , H RS FERAERMERNE,

« FBALUEEE Y GraphQL 2234 |, fEF AWS AppSync REX FEE GraphQL APl , MTER
aEED , HE{LEE% REST BE, Z/NBEERIEZERFHRE,

REL03-BP03 181& API 2RSS A E 54


https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
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« AWS Amplify 1 B &5 AWS AppSync 5/a , RERGREER JavaScript B XHHNARFE
A, &% AWS AppSync GraphQL & FimE#t Amazon DynamoDB &£,

- HIBFEA¥REB Amazon EventBridge HERFEH , SHEREMIMRPEENELREER
OpenAP| HSBE LM, BEEEMKRPENEN , EEAUNREERIERBEFIRHAE , AF
RIBEEHERK.

o ¥IE API RELHE API AR, ERMAIAEE R TIEFBRNFERN , RENLEFBRRMERIA
B , ¥ 8 APl B —fhAEXT LE R (8] 2 A 3L T

« XF REST # GraphQL ¥t , ET JSON WERAREFEEEERT R
« XIF SOAP EHi , ET XML WERM GRS EAE —BRTINR , RBESET BRI TITIE,

« X API BATHRAZFIES |, AT BAE ERBAERA RS , HPER Facade WARZIFRA |, X5
BB ER MU ER LT ZE,

- f&Bh API Gateway , BRI LAE A ERA G MBS |, B E T Facade BN A FRIZHERIAE , R

EMNERLENPBRECHBRNFR , NELEZIESRATENTE. BEXME %, KRERSH
BAgER BB,

R
MRRERE :

« REL03-BPO1 j£#F 010X 5 TESAE

« REL03-BP02 ¥ % THE W SIUHAM I sER RS
« REL04-BP02 sEiEtAfRE AKX R

« RELO05-BP03 2 #i 5 BR i & i iF A

+ REL05-BP05 i& B & F imiBat

MR H

. H4R AP (HARFHRED) ?
. AWS SIHAES

* Microservice Trade-Offs

* Microservices — a definition of this new architectural term
« AWS ERITHARSS
« EAET OpenAP| #J API Gateway ¥ &
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https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
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* OpenAPI-Specification

* GraphQL: Schemas and Types

* Amazon EventBridge code bindings

RG]

Amazon API Gateway : 8/ OpenAPI Eti& REST API

Amazon AP| Gateway to Amazon DynamoDB CRUD application using OpenAPI

Modern application integration patterns in a serverless age: APl Gateway Service Integration

Implementing header-based API Gateway versioning with Amazon CloudFront

AWS AppSync: Building a client application

FARAIR

* Using OpenAPI in AWS SAM to manage AP| Gateway

fHxIT E .

* Amazon API Gateway

*+ AWS AppSync

* Amazon EventBridge

B AARGEFRITRERAH X ERE

PHRAREMEBEENERKEEAH , FHINRSIHRRS. EXLEMEFHNBIFEERARIEERER ,
B ITEABEXAMAREEZT. DHRREEAHNETHARTIENEMAGRTEAT~EREFT,
IX $5 B3 SE R 0] LR L ¥R H 45 05 F 19 HBE 8 FR At 1E] (MTBF).

B{EREE

+ REL04-BP01 B EFTKIBIN 0 AN RS KR

+ REL04-BP02 ki A8 & Bk i o< 3

« REL04-BP03 #4: T4k

+ RELO4-BP04 T RIZERE

ED B ARG R R KBRS K EHE 56


https://github.com/OAI/OpenAPI-Specification
https://graphql.org/learn/schema/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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REL04-BP01 EFTKBIMN 2 MmN RSEHIEKHR

PHRREVURBALSRE. RERERMLERE, AFRELARTEERBALEER , HEH
HTTP/S., REST iz @A ( RPC , Remote Procedure Call ) MY , B b % H % R 0@ 57 i
A, RELBEE, RPREEHRUBENBEIFEBRSRKFLSRBEE , TENEIREBEE—E,
HAEBERENSBERAERARE , TEAITHRETETENBIELE |, HERHEHE

HEER  RiteEBERS. FLSMYALEBRBIHITERREN TERR.
FARER :

« TEABTRPHSGEABTNBA , XAURSHIEARETFREN , FTAEREBREREHKE
o

- TEABREASRSARARLHNEKBRSE, IMEXERENREHMATHFEXDLEFR , B4
BFRRET , XSRREZHIAARTH , SWBIBETTAM,

- TEABEHG&BRMFSERE , HERTRIDESERZBEUERE RNELE , EMAKLERIES
RYH S

- TEABREEALBARLERETR  SEATATHRITHEAHICEAEL,

B MREIERNFL  NTEENTEAR , BERBERS, RINPLEBEERE -—TRNSTHE
EAR. EREXKRUHEHEHE  2ESHBEELFAMEXN W FENE , UELLGH TR
2 HAE B ARBI BT AT SRAY T o

EABUXMREXRERNBERTRENNBRER : §

Kt %

BT &FHNESHEBM , ME T —REXEESNEEKEES.
—RES

- BREVGKBTURHEAMREMNTEMERS RSB EFR (SLO , Service-Level Objective ) , BEBHEZE T
ERARBMREF T EHEER,

« fEF AWS BTN M AR S5 SR Ma 12 e R A Bl FI AR IR |, BRKBIIIREHN RZ AR TEARPTERNK
.

- BESHIEARESHABRIHTEESH , TeLBINEERK. 2 XREHEEESZS K ,
ARESEMEMNERM, SEMENMAER. ELNRKTIFER., MEPE, BIEEX. AT EYE
MEIEE HIEEIR,
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
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« XERANERGEN BEICS , FERBIBUE S FEa A B HFE B &

EEZI

ERSBEEY , IEARSCOERBMAEBERHAFIEBRERESMN, YHEMRBIKEERES |, 4
MeZ RN EBERFNONLER TEAS,. BPEEAKN—ITEARERCESHAEAES ,
XEREHIEAZEEGBARNTH, YN ITEMASEESHEABAUES FNBER , BEE
LATF4Em -

o THEARERITENNEER , TS NE S KB, X ERBDECSHBEAEMRS , EANE
BERER , BEPWFTE KBIER LM A A

s BREISKBPISTRATEITAAN , EXANERCENEHAER, BREANESITH.
BESTHZREIFMREEEEXNBEREX TRIAEFRNITH. BRANESITHINEZSFHAE
B , F2 % REL11-BP05 £ &SR EM K LEIESTH

- FicE , REAMNG L UETEARSEFES. i, (AWS Lambda FEA RIS HRTER
P Lambda B4k A anaIsb 28 & 15 0 25

- REIEAREALKBIANERN, XMERTUBEEFAKNERERBEFEN, Hxit
FEHXEAFIE , S H Tuning AWS Java SDK HTTP request settings for latency-aware Amazon
DynamoDB applications.

- EEAEMERN , RABBDMNITEASEIEKBUUHTHRRAXE. EClZRA#THHRERAS
B INFEEMULR

F 5 RBLI

ERIGRR TEARSHKBTUER  SNZRXNRSERE. EARSHE, ENIFEARETESEH
RIS AR BRI GE A OE N L |, B A Rt AT R H b AL I8,

HENTENSEFESERBIUARS HANERFR , BERUATER :

- RENAZRNER , BEREAEERREREMHR., BHERR AL TEARBLHERELEM
BUCHER , NI EEABBUEHTEE. SR AL TER SR HEABUUR A R ARS KK T HELUE
SWEREAMN EERIRLENEH.

« SHEWANEHRUTEN G ERLCEERE , A EFERFUTREFELNERE

- SHEMRAER  HEREAUALNESRESEHE K BAEEEHEE, B4R , MEEHEEREM
ERY L R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
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- HEFER  HEREBRERABEBKREEE ., SHREASMINBEREMERMNE —FER.

« SHEHRF : BRIEEBIWEFERLH#H LD (FIFO) A% , BNTERIERBAIEEENBIINE
BUCHE , EHRNBAREEBTBERINFE .

- SHEMIBR : FREEW AR , FRESNELNEEE R TER R, SHRRS N HE S M ISR H
—BRBERP , EFEENREHEH, XTBRRBLEHERIIFEESEBER,

o EXWMLE TEMBZEEKBIITHK T/EN THX—EFEE. i, ETEMZRDSIFAA Lambda &
Bt , Lambda FERE TRASIFHREIKINEN , MAREEAMER. BT/ , Lambda B
AILCEEREZEZIEN: , ZERURERINSAMHITEE,

- FAREH  WEIEASULEBEENER, BEUHERKE , IFEEN I EAEENRER—EEZ
RERBRGER , IELRB2RERET, FEEHAR , URZEREZHESARWKEIFEIA , NEEW
SRS S ER AR,

s MREBHITEAZESENERBTREW , WEEEHREREFER, BZERFEEH R, URET
EEN CPU, AFMMEERERATAEREAMIER, AWS Lambda XHENA T A4 B 758 A
Ro

- MASENTRNE, BAMBERIE  REBNBREIEAREHKRINRISBEE, S FER
Amazon CloudWatch k¥ H E WA MSHRRS. BETUER AWS X-Ray I TEREK | R
RIRGEERBEE R,

REAL 32 4R W1 I

RALCERGREMALE B3 —RIMELRLGESE , ARER—LEREHE  BMNIEEFALT
file REBIEAD , FLNSITHRATERFEZ/LSH , MEFLEERT , BARKEHR, HENT
RS HILBRBIUERERN , FERUTER :

« EXNTIHEAFEMETHAEBEELNRAED, TEARTUREESEARAARLERS , flns
M EA AR,

- BEBFERANMVE  URAEBEFEHFERHNVE, EF L THEARAAERERMNEA
XHHEMRS , Hl80 Amazon Simple Storage Service ( Amazon S3 ) . Amazon Elastic File
System ( Amazon EFS ) F3&H T Lustre # Amazon FSx,

s METHEARZTZFAZSMAEEL , MTATBAFRIA AWS Step Functions RE{LIE AWS RE A
HE TR R F 4Bk, BL= 1T B &R T £/ Step Functions, AWS Batch 1 Lambda 4w 5E
AL,

- BEERHNEFRLIEARERRL , SlFLSERAREY T NAREE, ERIBEERA CloudWatch
Container Insights Z 2/ T Bk AWS Batch SREFELL, EXFERT , TEARSMNLEFL
T—MEl , FEAAXARBHAFERER,
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
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IR

MR 3CH

« AWS Cloud jz24 : W= AT %

« Amazon Builders' Library : 2R R SEMHRX B

« REL11-BP05 £ g8 AT E MR IEERITH

« AWS Lambda Fr & A G387 : AWS Lambda FH B IR E M B3 Fid

* Tuning AWS Java SDK HTTP request settings for latency-aware Amazon DynamoDB applications
« AWS JHE IR

- TARTEIE?

« AWS Lambda F R A RIEE - R AR

+ Amazon Simple Queue Service % ILIAIA : FIFO BA %l

* Amazon Kinesis Data Streams Developer Guide: Handling Duplicate Records

* Amazon Simple Queue Service Developer Guide: Available CloudWatch metrics for Amazon SQS

* Amazon Kinesis Data Streams Developer Guide: Monitoring the Amazon Kinesis Data Streams

Service with Amazon CloudWatch
+ AWS X-Ray Developer Guide: AWS X-Ray concepts
* AWS Samples on GitHub: AWS Step functions Complex Orchestrator App
+ AWS Batch User Guide: AWS Batch CloudWatch Container Insights

FESR LA :

+ AWS Summit SF 2022 — Full-stack observability and application monitoring with AWS (COP310)

FHXIE :

* Amazon CloudWatch

* Amazon CloudWatch Logs

+ AWS X-Ray
* Amazon Simple Storage Service ( Amazon S3 )

* Amazon Elastic File System (Amazon EFS)

« EAT Lustre B9 Amazon FSx

REL04-BPO1 #E AT Ak ik 0 1 X R SR KR 60


https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
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 AWS Step Functions
« AWS Batch

REL04-BP02 e tAfE & By KBk R

BABIREE, ARG, TERVNABDERSRBPXARLBEN. MBSEDTREENAHNITIE
BT ENEMBAFNITH , NTREADEMBEN.

BREBRR (HIMHBARS, RRENTHERE )  ABTHRARELED EXHHEXN RGN
E, XioERAEGNTHERBIZAGNEMTAREIIR , NRRE 7 HEMBEEY,

HERENRST  EX—MATRSEFEERBZAGNEMAHS , NTiERMBAFR R
R, MBESSTHXPEBXR , EEERBXRNAHGRTTRETRAZFMAERANED,
EMBIZ B R B E T RE — NP SR | BiEx H A & R RE,

MBE AT SERRBREEAATMIIE , B &EAREREAB T ZA4NEBAHNNE, ©7F
AFEAGRIZIBANEE |, LETSMEEY BHEE RTRBBRE K5,

EESMBEH —STRANMY  EUENBERATRARTSEGRE, BRAEMNBERH#ATEMEZS ,
NMEERERTEZINEMNHNEARE, 88— MNMERBHNWEAFNSA—NMERASHHNAL,
ANMUETLBIEELINARE , BEBELHBTRISAFHEEBER , HlI0 Amazon SQS BAFIZ =2
Amazon Kinesis 3 AWS Step Functions X FRBIE LA,

4 RIIRGEMABERSRBRRBRNBBEN

Amazon SQS BA%F1 AWS Step Functions RR AMBEEIMFRIENFTER AR, BiE7LUEEH
Amazon EventBridge £ AWS Cloud F#JZSE 4Kz F 4L+ , ™ Amazon EventBridge AT ME & #iHY
RS ( SHEARS ) PRIEFR (S474EE ). IRFEHTSEHE, ETHIENSHZHER
& , Amazon Simple Notification Service ( Amazon SNS ) 2 Al &R MRS R, BT Amazon
SNS & , BN ERAEREA U EEREBIRET AP HR A ERHTHITHE,

SRNRFERZTAER] , BEEASHEEXNRSEF , ETHERE (BEAY ) HBREEA NI
(BrimERFrmATBEFmA ) MARLE. Rit , BF (MATRKAER ) BERSFLE,

HZ4R  XEABSRBI AT LUERENZEE R AREBE/NEAARS , BT I2MMERE
B, MBEEEILTHAREAY , ATAREERRIIZRER , MASLWEBCHEMA TR
XA EEBBRERARFERARBYTRERAMENAHFAR  HAHREH®TEDYT R,

FARER :
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https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/

AEM A AWS Well-Architected 1£%8

- MEBREATHER

- BERETHEAHEEZHER API, TEZBAMEBHFSABERNINEE,

- ERAAZHEHTEZERS. MBSHRENEREIHAZREFIEMEANZTREZREBIEF#HL
ZHE  XUREFSIARBEHEBTT B,

- ZMEE. SAHTEUEREELEEABIEN , B8 THEABNIZED RIS HE LE LR,

B MRERERNITL  MBSEYTREENMMANTHISRBTENEMAGNTN , NARA
HENEEE. AFPHREHEERE.

EARABUXMREXRERNBERTRENNRER : §
KHEE S

KEMBENEB KR, TARASHBERIRRUEVBENNARF. HPERTXRLERE
KBRS, BEE TR, NEHNRMAR APl ERENRS , XERSHEHTHAHNTHNEER
B, NS EEMBEEE,

- WESHIEFEZEK : Amazon EventBridge BB FHEMBEM D mNWEH IR,

« ERHRNREHEHEASG : ATLAEER Amazon Simple Queue Service ( Amazon SQS ) EERE fi# 58
PTHRRLE,

- FEABRBUCHMBRS RSB TERAESR /R 7 4H H4E /K BB EEE N AP #1178
EMIRIFATERF. Amazon Elastic Container Service ( Amazon ECS ) # Amazon Elastic Kubernetes
Service ( Amazon EKS ) BB FRIEFEA RS

« f£f Step Functions B IT{E#TE : Step Functions BB FFHZN AWS BREHIAN RTFN TER
2o

« FAX%-ITH ( pub/sub ) SEEUW K ZRH : Amazon Simple Notification Service ( Amazon SNS ) 12
MMNERERTRAF (EHEAEFENERE ) BERER,

KHES TR

- SRR BEHPNAGEERHE. SHARREFRENRE , fINAFRERAMMEWYE, &
e, FER—IMBERSEHN T —NMEAHNEH.

 Building Event-driven Applications with Amazon EventBridge

« AWS re:lnvent 2022 — Designing Event-Driven Integrations using Amazon EventBridge

« PHEHBBMEAREGERZR =182 , FEENETRIINERIEXER D, SN2EIHRAREH
A, ATHEBHIEAS (2% Amazon SQS BRS5AE £ ) ARBASIHRHESE . BENRERRER
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
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RIEFIRA S P Ry = £ 2R FMMBASIRBCE BN EARR. ZASIREEF#EZ & Amazon SQS kSR
EUETAR,
« Basic Amazon SQS architecture
+ {8 Amazon Simple Queue Service 172 1 2\ N F 2 FF 18] £ 3% E B
- HTRRBENAGRIMVEARERE , RLHBRSMRBIXRIAA , BB 4P EA RS R
., EEANERETFTHIRERLNAHL,
« £ AWS ExhetgARSS
» Let's Architect! Architecting microservices with containers

- {58 AWS Step Functions , BAILMESHRARAERF. RIREEHL. RIEHRSF. F24
AHERHEE—NECITERES , LETLUFNARF R R R AR,

« f£F AWS Step Functions 1 AWS Lambda 82 7 IR % 88 T/EHRTE
» AWS Step Functions Al]

HIR

R

* Amazon EC2: Ensuring ldempotency

« Amazon Builders' Library : 2 X R EMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

« T4 2 Amazon EventBridge ?

* What Is Amazon Simple Queue Service?

* Break up with your monolith

» Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

» Basic Amazon SQS architecture

* Queue-Based Architecture

RS

* AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
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* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

« AWS re:lnvent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

« AWS re:lnvent 2022 — Designing Event-Driven Integrations using Amazon EventBridge

« AWS re:lnvent 2017: Elastic Load Balancing Deep Dive and Best Practices

REL04-BP03 & T4

RECENRFEFERIZREE R KM, Fla , MREHN TEABRTH -—TETRIRELEZEER
FARS|/ENZITIROR , BREBRREHERPIERAR ( HRSNZERR ) . TRRBERS
REAASLVMFB/RERE , STRARERGHRLFETHE , MA2ARIZ, RENED,

Bl , MRETRARERSZEZLE 10 T E8RSH , EEERENRSHFHERT  eNARRLE
Ef. BUNREEBEAEHIU—¥HNBRESH[ETRATE , WETREARERGLANZHETBAR
SURBEHEFHEERSMESTEER. Hit , STRIRERGEBRABRLIELYINRSHTER
B, 10 TERFH|NEITRARE ( BMSEA—ULRT ) X5 125 KB HERAEK. TREE
REB|REWBEERFTERFHBBRENE , STRARERGHRFETHE  MARBERTHET2E
EIRGHIREM, XK LEFZE Amazon Route 53 ZBXIiwR ( Hl40 IP ik ) BRI EN T
X, NTTEERL AP WA B X L R,

EARBUYXHREIKNBERATRENRRSER : &
KHiEE S

 FERIHE  IHRERTREARREREN HANEE,

« NEMBENEBIRR. AIRE, RRE, TERNABHERSRPAREZNBEN. BEH
BTREEMAENTAERBTENEMAFNITH , NRAFEMBELE,

« Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

« AWS re:lnvent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)
o DGR 10 FERSHMNETRARERSNA , X TEABHTIRIT , BRITIERDEKBX
wmfE , BRABR KN BREFE,

R
FARHY
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https://youtu.be/h46IquqjF3E
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
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* Amazon EC2: Ensuring ldempotency
» Amazon Builders' Library : 2R REMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

<M -

* AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

REL04-BP04 & RIRERSE

RERSAESNMERRABILE X, Ak RBESMIRFEREREENERNURAEE. XEFS
mAUERMBHTER , MALELZ B RELEFER. BERTHREE , EFrnTdlRHESRS
T APIER , BHEEZERNBLEALTHE. BFERS AP £RATHENREIEAL , 1206
EERERERMNEENEMNER , MERENERRSELHE B ML,

EoAAREGEF , 2L (FFHNEAE—NER ) 2D (FEXEBBEREINFMHBEIKIEIN ) K
ITREIURE—IRENEE, EREEERIIETURFEBIINIT R, NAERHZS MR ERNE H
BENMEREF—HHOMR. £ AP FEAZTSFUESE , BEITU-XIZRKIERER , ITEE
BIREEN LRI~ LR,

HEER . 88—, ARUEA ZXRANGERABREMBAHNBRSHNESFM.
ERLRERX

« BEMERBNATEM  EFTFTERR UL,

« B AS T EXRNEERNITSF K.

- BEANEABFENETSENEZR, BTRHREISNELIREAMEBNNEERNAER , X6
SFHTER,

« BEHEBENERBEFRUARERSE, EXRTED BN ERRETBENSEEERESA , ANT
BIMTERGHES. XURSBEMEAZETT B,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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« BETERSZAUF—BNERERFH, MRBHF -, RSURLTERINEENER , N\
SHEETFINER,

B ERESREA AL

- BETAY B REULULEBEERNEENER , IEFERITIFNANEBERERNRSEE,

- W TARM BEEERBTRSA-BHNAFXLESMBNER , NMEESHAEERTEESLL
EHNE, SEDTHARREPALEEE , AURREF , NEHENERXRENL,

- RETHE-3M ATE-—MER2FEMERNBAE , REBEHEDTRES HRARERNKE
— M, INTEFSESNRENTEREXREE,

- HIRALE  BREMTHEERLELRSEMEE, WREFREATREmNARKS@E , e UER
MHENBESETHREERRIEER.

- RFERE BURSN , UUEFRTHRENBSER. BREUTUAEAETESFETRICRER ,
IX A LASE 32 s b BR R A U8 3, (R) L

- BLT API 849 : EAURELEF MRS HFRREZENEY , HEOWHIRBELENBM,

EARBURXMRERERNBERTRENKRER : F
KHEE S

EDHRAREF , EZ (FPHRREAB-MER ) ED (FFHEFERXBEREINHINKD ) FITE
BURME—IRMEXI 8, A, B —RX KELTANEFREME. ITRUARX-K , FEFRNEZNE
MERERAREETSHETHE

BEEARSEESE , BRSAUUXSMERNEENFER, SARSKIFTERSUETHENERR , B
SREBEZTHREBERER, MRZTHERER , NiZBRFLRRHBEFHENWE, MRTERN
B, MRS LAEER , FREETE-EFE , RARREWA, XTHSEMENNEIFEN , N
MRS T 2 ARG AT TN — Bk,

BEMHEUREHEHERMN —MEETH, XERNBERESAIEMRZR |, Fl20 Amazon

SQS. Amazon MQ. Amazon Kinesis Streams =z Amazon Managed Streaming for Apache

Kafka (MSK ) . EREERT , REHM— X EEARESENAMEZEZ R, YENELEXBEEDE
HAREIEEHEESN , CERNBINEMNES HENLEFT2SBNE—HERTEENERE. £
RENBRRINESITE , AZREEEETHNES.

RS MEREHEMFRINFFETEERALCRAANEMTERS. LEEPNESNTRERSHEH
NEBERXEFSE LB ZRAEHESNEIER.

REL04-BP04 EERIZERSE 66
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1. BERERE

BEWMLIREZTETSEM, XER/EBESFE POST. PUT M DELETE HTTP AR BIEER
A, EHEBBREREE, TERRSWIRE (HNREER ) BETEEREMY , RIECNEREME
A,

2. ERAME—FRIRAF

EREBERENBINEBEEREBERPIE—INTHE—HNTE , BUMEEEERTD , S MERHE T
BN —85 (Hl, HTTP 4Rk ) o XALLEKFRIIMAEEENE RS RE, BERT M
FIFRIRBFEFE Universally Unique Identifiers (UUIDs) 1 K-Sortable Unique Identifiers (KSUIDs).

3. REMEBRRS

S TEARFEMREFERNRS, ZTABTRESETENENARS (flmELE, B
ERBAY ) FREHESF. FERHECHAFMPRIIN. WRBES TiETHEREIRR ML E
ESNERTURF

MRFE , TEBIEAELNHARZERNG (HIMBE, BSRRMHRES ) RRF-HEMER
T, XBFERBETEURBITENFIRERBSARBRNAMEERBEFENIE. XBBITH
ERFFHEARUERTSFREREEBET,

EMBEFETBRIBNESUETEREEFENME, NREFEREIFRHEAE  BERNHK
FEASHNEE (BERANEFNARN TTLE) . EARSFESHEONTREE M RERmME
&Ko

BERATE#ESFESHAERSHNERL AWS FH AT

« Amazon DynamoDB : DynamoDB 2 —11 NoSQL HIEERS , RMEERMREN S T A4 |
HUFEEEEEHSBEHARNEIE. DynamoDB WEEM X HBEERESIESRE#NKLE
BEMTEMXBRARSERE. WRNARFERARSEMESEMEET TTL & , U DynamoDB
A LA B 3 X e T HR

- Amazon ElastiCache : ElastiCache BEf AEFEHE, KERFMEXEFHEESM
ShE, NRNARFERARSMHSMEZET TTL & , ElastiCache ( Redis )

ElastiCache ( Memcached ) th A LA B 3 X L5 S HA,

« Amazon Relational Database Service ( RDS ) : A LA Amazon RDS F# B E M S HEMMEX
REEE BB ENARRFELNXRBEEATHERAZNER T,

« Amazon Simple Storage Service ( S3) : Amazon S3 2 —MEE WY B M AKX R1EM# R
S, TATE#EESHESEMNEXTHIE. S3 MWRAEHIEEN TE4FBERIENRDENE
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https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid
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Mo FREBSHEEREEFRRTEMRE , fil : ERSFMUMENVBEE, FENMERESE. X
MAEMAAENER , URBEENF N[ SEE THERRREER.

4. REmEFRE

APl ITHEARAFRITHIBSN, FESUREPATERR AR, ELEBERIMITRE
ZH , FRERBCLLE T IR, MRELE , NREZANER  MARBRIMITIZE
o Bl MREEFIRIE—NCIZAFNER , BRERBECFEEFARE—IRMRAFNAF,
MRZAFEE  MNERERBAFEE , MAREMAS. B , MRRIEAERITRE
ERSFUTHRIHEE , NZERENREZHES

SIZEENNAEFARBRIEFRNBSE. SMNNRESHIHNTR , FINKIIAER, KK
FRMNEEMFR,

MR I ENHFH AWS Lambda B , i§ZE#H Powertools for AWS Lambda. Powertools for
AWS Lambda @ —1MFEAARITES , BBTEMEMA AWS Lambda BT ST RS B X E SR
HESHEAREE, 32 , SiRET —XHAER , i Lambda REER N AT UL L EiIRXW
BERE,

5. EUAEEBE M
B3 API ITERRAL , LUBN AR RIENRSMR, XEHTFES TSI HURNAT
i 5 TR TRE.

6. Wi RIH it

LheE M EIALE , SN SN FEMEEXNEMRE , fImEANEER LRI SHES
BRLE, XEBHTERVMBPEIEARPHEAEOBEREATH,

TR

MR RESER -

« RELO05-BP03 1245 R %I =i i A

« REL06-BP01 N THEAEEEEZAH (E£RK )

« REL06-BP03 £iABH ( SEAFAEFIRE )
« REL08-BP02 fFIheeNif1E N Z B — 2 0 H1TERK

FARH -
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
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» The Amazon Builders' Library: Making retries safe with idempotent APIs

« Amazon Builders' Library : 2R REMHRX B

* Amazon Builders' Library : Reliability, constant work, and a good cup of coffee

* Amazon Elastic Container Service: Ensuring idempotency
o fAILEERAY Lambda ERBRIGEEM 2

» Ensuring idempotency in Amazon EC2 API requests

RS

» Building Distributed Applications with Event-driven Architecture - AWS Online Tech Talks

* AWS re:Invent 2023 - Building next-generation applications with event-driven architecture

+ AWS re:Invent 2023 - Advanced integration patterns & trade-offs for loosely coupled systems

+ AWS re:Invent 2023 - Advanced event-driven patterns with Amazon EventBridge

* AWS re:Invent 2018 - Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019 - Moving to event-driven architectures (SVS308)

HXRIE :

* Idempotency with AWS Lambda Powertools (Java)

* |dempotency with AWS Lambda Powertools (Python)

* AWS Lambda Powertools GitHub page

EDHAREFRIUIREURD HEAZHE

PHRREMB T BEENEENAG (HINRFHRDIRS ) WEEK, REXENEPFEEREEAIE
R, BRENITEABMAAIRET. 2HRRGAHNETARTENEMAHFSTEAS=ERE
B, XEKEXBREIEAREERIENRHE , N\FEREIRE , HERELERAFHEW, H
LRRHEEEHMERE (MTTR) .

IX L6 B 43 SSBR T LABS LE BB H 4 48 S 15 BB R F AT 1) (MTBF).

W

B

o
i

EoHAREFRITREURDHAZHE 69


https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/
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« REL05-BP02 BR#I#E K

- REL05-BP03 #2 il 5 R il E i 1§ A

« REL05-BP04 1R I% 5 3 4L il 1 BR i BA 51

 REL05-BP05 i& & & /i i it

- REL05-BP06 RAIBEERBN TR

« REL05-BP07 ke & 241

RELO05-BP01 Sk 08 B 4% LURHE F AV BE AR X RER IR N BRI R R

BIEMBIA AR , NAEFAN BN AERITER OB, NMARFEA TR BRI BRY SR,
BERME  EERAHE. STBREREZOLESNENRER , FEEHREXNZERSHEEXNE
BREKD

HELER  ENAFNKRBIUZ TR NEN |, ZAG DA EEERENRAETIET. ANHEER
MMREEEZT,. TERERITE , NBREREEF2SHTEAN , REZDKUA TN TRE
RPRZS.

ERRELX

- RAEMEBENZOLEINEE, IEEABIHERTCTNLAHFREEREET.

- TitRHER , EREZSMIBIMARE—NTFAABEMALLREES & RiY , TRAETAIHSE.
- EESIBY RAMEERT — RS,

- ZXBEEBERFERATIHRIFR Parameter Store,

- ERIFAME , EAMRSEYIERE , MEEERXEMNER.

BUYNSESERNTL  AEEBERTUARSENRSVATAY , BIEEREP R SERGREEIHER
ThRe.

EABUXMRERERNBERTRENKRER : &

oNi=ESs

SK e 0 HE R 4R B BY T & KPR B 3t Rk AR B FE X A - Th R o, BRABEOR T |, ARk BI i
&, AUNHEHMAGST T RN NBERIXESE,
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NEHERERRITREEREERBIOR TR, FEZRBENBEER. X THPREEN , HEF
MEEERATREFREAGNATE DU  HEZLREHERBHRE. XETEFTALMENFTI
R RSRFATA AN, BRBRT , AME— IS MRBTEIRE , —MEAH RS U EINS
AT EROIIRE,

XERERELWE , BREARWE, FIBLFSERBREE , NRURKE. BR , WEELEREMA
ERFNSHIAMFLAER , FMHERFEREENL. REALRITHEZTAMEN -3 , BRMRHMN
BHE-—NER , BAPNBEREER? ¥ TARLEMS , I —BMHEEE, W TXRNNARERF ,
ARTAMEER, ¥THREFHMIE , IMEETERRTEFNHALEE.

HEANZLEURTAHFNER , U AThREd W E& 0 Thee, flan

s BEERFXNHL , BFESNUEARESERRESNMNTRERENEE , U/ MELiEE,. FRENTR
MEPITRERS, Y—PMEERSHIBEN  GENMEIEERHERNFAEEE , MARRAE,E
a__\_/l\%i;fﬁﬁo

s WFRHITHEBEAWAH , MRENBMNIRELIK , SMHNSERITHLAE, KEERXNFEINZE
B8, EXHEERNS , TUARARSREHLIRERDI, BERELAMNVER , B EMMWIEFER
BMASEERFHREER LS ER, BRIEMIEREXKBIRENEE,

 NEBESHWREAVLTRR , ELRITTHEEN , ELRMTEAEH. ITFI2HARESF , E@—1
ELEENRERMAET |, ATLAER Sega BAREREFHIRE, XENZOMERRE — B,

o BIERBERSENACBAERRKE AR, EXEERT , aTLAERAMKESER, &kE4a4KH
R I N FF 3R B AT B, RE W LAY R R PRAS |, TRHITHFANER,

- NARERF LM Parameter Store RiEEIS ., SIREERINSHENRIRESR , H1E Parameter
Store T ARNFERXLEHES , XMMCELRER.

Ay

AR FENAALIMERFIRIARERTNEL  MEX-—RENZEETEREMESS, B
¥, Dot R EAEIR KK,

K e IR

BEABNASEBI, ZRX LB LI ARNBE, BERERERBR DN LM
THERGUARE PN AEZEE 5%,

LAF R AR B0 1) 3R DA e 7 4K B0 00 PR et AR AL FE B 4%

1. BB EE . —NMAHATUA THERERZESNMER , STUARA—NRERHSZMER |, #
AUREZBNRERE -—NMER. BEEANLEFHE  TEFEXRATRANLELR (AXES
FAEE , BEAKEES TR ) .

RELO05-BPO1 SEHE AL B2 4% LA IE A B0 BEAR B0 R AR BARBISC R 7


https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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2.

THRERSAHTELEER  MBAN THRENEREEAY , WHEERAMIEELT. X
AR EEALHNREERTANS , EHEREERETME, XA AERAKBEEFEN |, Z&EKX
BN THERENAWAR, IRABEARY , E2FLEATHERGREZESER , XFEHILL
HAEY , U TEREREEXATM,.

. Parameter Store 8] B : B4t Parameter Store , A LA{E A S i A1 B85 & Fh /A & BY {1k 5 I 48

FHREERINE, FIR , RERNEFERENENASSENLESFF.

EERSHEMIFEERBIMT AR  MRENAH RS TTES BE, BRRBRERAIEDF

RGBS  BERFEREFRIT LS, KITEBEREAHTESCRIATHEEITBEER
EZ, A RENAGSRURFETENTFRRBETRBEZEAMER,

CRRBBEENEXRFITEARATA : EILFREXREIEE —# , Amazon Relational Database

Service REEE—PNEBASHES, WTFEAIELE , XSEREIKE , HigNT BHEE,
FRZTAREENRSISTAM , & FEH Amazon Aurora Serverless TR 852 ¥IKKRI E 57
WY BEED , IS BEXTER. NTHFESHNTARER , R2THRBTEEARFTREEEN
Mo MFREXEW , AMUFEAREREER , XRMETARNEOT BED , MANNERABDYT B. X
EARETUBITES | Hla02 %7 Amazon Simple Queue Service BAFIH | XBEMEEE AR
AR, PARATUEZREEFHNEARR,

R

FARH -

Amazon API Gateway : BR&IX API BHiERUARRSHERE

CircuitBreaker (summarizes Circuit Breaker from “Release It!” book)

Error Retries and Exponential Backoff in AWS

Michael Nygard “Release It! Design and Deploy Production-Ready Software”
Amazon Builders' Library : &2 Hm RSP EIR

Amazon Builders' Library : i 7o 3% 72 BR 89 BA 5|3 &

Amazon Builders' Library : &7 8k # KB

Amazon Builders' Library : #At, EidMElzhEE

<M -

Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)

RELO05-BPO1 SEHE AL B2 4% LA IE A B0 BEAR B0 R AR BARBISC R 72


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884
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RELO05-BP02 BR&liEK

BREIER , PERBEREINENT S BB FRERBR. REFLERBIRERRIIER , MBI
EXRFIVERFHPIEL |, FIBE-FHEHE , BFHAERESZRHE,

HEER  ERERREATUEREFRERE, ZARGREXXNZEFEXNAEREEERR | ik
THEAREBHETELEFNERE.

ERRERX

« RXHE APl In QFRRE] , RERZERFHBTEEREBMIANE,

* APl i RET AEM S , RN FRRE

- REBERBERMAERFRKDPRE R,

« WHABFRFREZRHFAERKD , EREINEHEFE

- RRTMEN RS ENHPBERRFFE.

« HMARNNARFINARFN (A2A) API EAERESEZEREAEITL,
- EET BRNAIERERRRERAHRIRE,

« SRBEETHEAN IP thut RHEERER S,

BYNRESENFL  EEIBNNBTEIEEN  RETTREFIN TEAREBEREET , HX
DA EEZMIERNE. API MG ERAFIFE BTN B RBESZ RS , TRERBERLER
o ERREISREBIMAWFERE | XHERKBEN IP it API FAENKERERFT2ERAR ,
MR EMERE,

ERBUXMRERERNBEATRENXRSES : §

KHEE S
RS RRITALEEHNBERETE | IMBAEATLUBEE BN HAKEIL, MRERIKERBILRS

MoK HEMEA , RRFEREHEBRS, XUEEAETULEERABEER,

HENRSFEXRT RN , TAZRXETHEFEEEE 81 MTEINT —MER. THERESY
HRFIEREMER , ARBENMER—ANTHNEXNRSFE,
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ﬂ ﬁ
SR ETERS)
Musioiay =
7S

FhER A = IRHI &

TRE#EEE X,

Amazon AP| Gateway HRIEK S MXEBRGELETEEFEREL , IBIFERAEZITNNEBNE A inE

B, ItbFk , Amazon Simple Queue Service ( Amazon SQS ) # Amazon Kinesis B] LA HiE K KiaE
BRER , HATN AU ENERERESNTRER, R, BUUER AWS WAF EHEERER
#l , REIFEFESARNEE API £AF,

KD IR

A LAR API BLE API Gateway T iBR#l , HEBEIRHIFIRE 429 Too Many Requests £HiR.
& T LA AWS WAF 5 AWS AppSync #1 APl Gateway i R ESEA , RIBSAD IP it KRG AEE
R&l. b, MRRGREBESZRILAE | NASUFEE ARSI |, &L INRXS RS & 5 i #Y i
BI , iIXBEER LAZRIB S E SHBRGIER,

RAFRLE , 78 Amazon SQS BLE N AWS Lambda HEHIRET , BAINEES AH A, #%
BEFRBHE TEABBK, P EMRSAENTRAKS FRHITEH.

B8R AP| Gateway 1Rt T TEGFHBHNITEXNE , BELEFEA APl Gateway 1ER T , &7 LAEHXS
BRERAEAESHNTEEERBTRER (SRR R PHEXRH) .

. THENMNXENKFES, S0BERN API MIENMEAITIRFE API Z4AH API Gateway TR
&, FHTEE.
3 APl Gateway 1 AWS AppSync i R B AWS WAF 3RZE[REIHIN | BFSEZ st HEIEEE 1P,
FF A2A EAE |, T LAE AWS AppSync AP| %340 L i B IR 3R BR HIH

« ¥tF AWS AppSync API , BZEFIET REHREBIRERF ; MRES , NE AWS AppSync
m S HIHBLE APl Gateway,

REL05-BP02 FR#&liE R 74


https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
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« ¥R Amazon SQS FAFIiRIEN Lambda BAFIfER ERAA RS , R EAH ZEIREN LR ZR
SR B, BFEELEMEM Lambda BEBHIF RREINE, BT Lambda fEABSIRY | &
ZRAMEEKS MXEAPREM Lambda RRBIRETNE H K Eo

+ ¥ API Gateway 5 Amazon SQS = Kinesis FRERESERE A FERHTEHER,

« MRTTEMEM APl Gateway , FERBEMFESHE  LENITEABEXETEEFEEE L. EEFR
PIERs | REBITHREHEENE,

o R RIRENRFHE LT A VR MY REZTUR , FEFRNHEHRGIE,

s FEMRHERSIELEENAPBIARGE. BNRGEN  FEBUAMENRRREEELET
FATNIRZRPTEN TR , RBHITEM,

=R
MR RERE :

« REL04-BP03 4 T1E
+ REL05-BP03 #Z#| 5RFIZiXFA
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https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
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https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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* Exponential Backoff and Jitter
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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» Fail Fast
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Elastic Load Balancing: Zonal Shift
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
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https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
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https://martinfowler.com/bliki/CircuitBreaker.html
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https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html

AT AWS Well-Architected 128

IR
X REREK

+ RELO05-BP03 #Z#|5 R %I E it 7§ A
« RELO05-BP04 1R3E 2k 3k 41, %!l 70 BR %1l A 51l
+ REL06-BP07 Xt %t A #9185 3R 1t 17 s Bl i BR BR W 422

A -
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html#using-the-config-object
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/
https://martinfowler.com/bliki/CircuitBreaker.html?ref=wellarchitected
https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/lambda/
https://aws.amazon.com/sqs/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/cli/
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/elasticache/
https://aws.amazon.com/efs/
https://aws.amazon.com/memorydb/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-wordpress/stateless-web-tier.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
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https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
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* Any Day Can Be Prime Day: How Amazon.com Search Uses Chaos Engineering to Handle Over
84K Requests Per Second

FAR AU -

* AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://www.youtube.com/watch?v=jUSYnRztttY

AT AWS Well-Architected 1242

TEEHE

BBFRETN TEARIERENEIMFER , NTIRUATEABRNTREST. HRER2HE , S50
REX TERABERNER (MFERSE )  URABEZEXRNER (NHEFENLZEHT ).

UT&TEENMAXEEENRERK,
£}

- BRETEARRR

« RUTTHEABRRENEREN

BETEABER

BEMEBERZRATHRIEABSTRRNEARTE, EUUAFITHEMREENKZBESNER , %
BRRERLAEEABHNREEN, BYKE , SO ITEASTURIE B EEEREN & EHREN
B, I B 3RS DA e R

BERENTHARBZTAMEREXRER, LEFEARRNERE. REENHEEXR I HE , B
TAEEERNIDEE RN, ZHELHEERIAXBRIZEIETS, ERERBNKERERSH
THEZEN-—TMEEEN. BRNZREERSGDEIT R, MRBTRSTMMITEREER , BARS
TRV ISRt R S E K

AWS EZNMRFNWENAERF. BIKEREMNMER, AERBIANREAXBRENLER, HRE
MAAY , HSEFRIRENER. Bt , RMNEBERBRENAAFRE, BINMRXEERFEIE
B, d2EwEMIOFIERREME , 2058 99.9 # 99.99 BH UK. ENFE 1000 5 10000 MERH ,
BIER—IMNEESE  ARERSTEREER. ME , SRENFHETUES | BF 100 ME
RAF N 2SFNREER | AL ERREL M | XELRK N EE,

AWS HEEIEEN TR

1. £ - A TR GRS A

2. RE - EXLEUEER

3. EAALEEER - RIXBHH BF AT AL
4. FREEDH

BERTHERBRIR 89



AT AWS Well-Architected 1252
RIEXRE

« REL06-BPO1 Jy THEAERGEIZLEBEH (£K)

- REL06-BP02 EXEitEigHs (RE)

- REL06-BP03 RiABEA ( KA EMIRE )

- REL06-BP04 B 31k ( SERTACEEMER )

« REL06-BP05 %41 H&

- REL06-BP06 & H & #% i #2355 B M B4R

- RELO06-BP07 X¥ R4t # #Y 18 SR 3t 17 3% 2 v R B s 428

REL06-BP0O1 N TEMEGIREEBAH ( £ )

5/ Amazon CloudWatch S =F T ESIE THERZA M, FH AWS Health = ER %= AWS AR

%o

REZRTHEARNEEHAYN  SEnR, LEBBNF#E. EXKEER , #HRMHEMNBEHE
HHR (WAXKE) , AANNNERSHFRERE. BERERS THERBRNXBMERER (KPI)
x , FHERERN B ERRFBSEERTHENEHMBEES. S0, SLSERAXAER (flE
DR IIALIERYIT R E ) ATBALERARESR (Al CPU RIAR ) ERRATEARFIE. £H AWS
Health £ HIE R ATEE AWS ZRIERH AWS BRS8N Al B MELIE,

ZHRBERUNEFNNE, XASURHEBHTRT TEELNES , TURELERBYELEEZESET
B8, Amazon CloudWatch & AWS BRS M AL T M ERF I EERFES M RENNARFNIE
o, AERSHAF TR THEEFELNRERTE. FERNETFERNETHERNESTVL
ZRER,

AWS RE T RENEZNMATER , XEFRTRATEXNTFARBENER, EXRETALRE , iy
TRANSFZIEAR , TRREERIRZET T W HRM,

AN, SR A AR S, BRXER IR FEARSE, XHEHUETEISFEAESIN (B
MM AIAFe4%  BE5S4E$BTE ) , IEESQERBIFEABNEFHATIITHIRE ,
EHHTEZELES. ARXEESHEFLENBRE , FTEILTEARENRSEEHR. Amazon
CloudWatch Synthetics it ] LABIE Synthetics £4 % , MEXIIm R API #1718, BEUEES
Synthetics £ E & Fix T KM AWS X-Ray #2#|& , BEEM L Synthetics L EBREHIR, ¥
B, RITIEERT ERAVIR R I TR IR R,

BRB4E R -

REL06-BP01 Jy THEME MRS EREH (£ ) 90


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AT AWS Well-Architected 128

IR

X REREK

+ REL11-BP03 BxI1EEFERE

FARH -

» Getting started with your AWS Health Dashboard — Your account health
» %75 CloudWatch 548 AWS RS

* Access Logs for Your Network Load Balancer

» Access logs for your application load balancer
« HE AWS Lambda B Amazon CloudWatch Logs
« Amazon S3 BRF &4 E B &R

» Enable Access Logs for Your Classic Load Balancer

* Exporting log data to Amazon S3

* 1£ Amazon EC2 34| %% CloudWatch X%
- R BEENER

* Using Amazon CloudWatch Dashboards
 fF Amazon CloudWatch ¥§#x

« EA£4% ( Amazon CloudWatch Synthetics )
* What are Amazon CloudWatch Logs?

RAFiEE
o BIEIRER
* Monitoring memory and disk metrics for Amazon EC2 Linux instances
+ ¥ CloudWatch Logs 5& 28k 4l4: 4 5
« VPCRAXE
* What is Amazon DevOps Guru?
. {42 AWS X-Ray ?

HXAEE

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US

AT AWS Well-Architected 1242
On =]
KEES

BESEN TEABREAHERNENBERER. SEBENNKBRBERNAYS , HIMEE
ERSG (0SS ) MMARFETH (flIJava) , ERKBNABRFM=RFZBEE. fl, Web RS 2R
BEQEXSMERUARENRER, LEER, AF ID. & IP ik, BENERWFHEFFARE
B, REATHFHNEFARERD TENTHRANER , ALERFERAETEFENIER.

FERAEYN T EMREBWERIRMBE, 7£ Amazon EC2 k4l LiZzTHW R ARFERN BET
LAE Amazon CloudWatch XEERBUEE , H EHE| Amazon CloudWatch Logs & H 77 % AR
%, AWS Lambda # Amazon Elastic Container Service & AWS £ ERXITEREZ L HIIFEE
K B CloudWatch Logs. N IEREERAK AWS F#FMALERS S A B SWE |, 10 Amazon
CloudFront, Amazon S3. #M KM Amazon API Gateway,

EREE FEENSE  SERDTEEBFRHBITANRE , FHHEXREREIEXAHAF,
AjE , B NEFAMEAMFTH , KUAXWKE , ARBESNAIREE. BREEN TGS
FEAAKX, EC2 X4l ID MABFESHAERE (pod ) ID,

WEERMAES , BUUREERHANPERRSER , NMMAEENFETHREETANONRE,
flan | EATLAUEERA Amazon CloudWatch Logs Insights MR ATRF B & B H BE ISR , £
Amazon CloudWatch Metrics Insights X MIEE #HZR#I1ESR , £ Amazon CloudWatch Container
Insights WAL ARFMUESFRE, REMLEERNBEE  E , MREELANIE AWS
Lambda &%k , M ATLAEA Amazon CloudWatch Lambda JA%2, BERBREHEIRRENR , TUES
REAHAEZEPRIERMBISOEEMNEEIT S B TENERREERNRESE. TUFERHKX
ERBEBRELETEIBITHN WEFE , flUtERENERIHE, EAEER CloudWatch Logs
anomaly detection R T REMPAWXLEHRE , KEXNFENE, XERNFTUKRERSIERL
DERFELNE RN REFHITEE,

ERALEEYTETHRIEAREHNALERSENER , HBERERIEAZRTMENERAEZIEE
FTX. REENNARFNECHGTANTR  RIARNEAZERTERER , IEEHRTUE
RMiBEEEZTEN]. Hlin , £/ CloudWatch Logs Insights , #REEB AR B 15 R 18 R 2 1F 6%
£ CloudWatch Logs I HEEIE. E AT LAER Amazon Athena BER B Z /N RIR ( 2 FEZ AWS
B% ) MBE , BIWERNX PB 4.

AENBESREREE  FERAEATHNE. TELETSHEHTHEE TERBEERENKBERBRM
THARE, EEURBHTH. KAMERN BEUEEES . Al , HEBESNNEETESREERE
EBMBLD, RFENRBMEBELYFEENTER , ANSLTHEFTEETHEMERREGBAER,

KHES B

1. AEH AN ERREAREE, 7. 2T HERHLH,

REL06-BP02 EX SIt&IER (RE) 94


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
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88 Amazon CloudWatch By T 4R

Amazon Managed Prometheus

Amazon Managed Grafana.

Analyzing log data with CloudWatch Logs Insights
Amazon CloudWatch Lambda & 22

Amazon CloudWatch Container Insights
# /A CloudWatch Metrics Insights 2 #) &Y {5 ¥R
&R F OpenTelemetry # AWS Distro

Amazon CloudWatch Logs Insights Sample Queries
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https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
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* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

» Searching and Filtering Log Data

» Sending Logs Directly to Amazon S3

« Amazon Builders' Library : U2 A REHWIEE AT 0 HE
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+ One Observability #3J £

HXIE:

* AWS Distro for OpenTelemetry (GitHub)
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https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://observability.workshop.aws/
https://aws-otel.github.io/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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* Amazon CloudWatch

» CloudWatch Logs Insights
+ {8 Amazon CloudWatch &1k

» Using Amazon CloudWatch dashboards
+ {#£H Amazon CloudWatch $g%5
+ iZi& Amazon SNS & Al

« CloudWatch &

» CloudWatch Logs data protection

* Amazon EventBridge

* Amazon Simple Notification Service
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+ re:Invent 2022 observability 57

* AWS re:Invent 2022 — Observability best practices at Amazon
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+ One Observability # 3 &
* Amazon EventBridge to AWS Lambda with feedback control by Amazon CloudWatch Alarms
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
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* AWS re:Invent 2020: Automate anything with AWS Systems Manager
* Introduction to AWS Resilience Hub
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« Enable Multi-Account Insight Aggregation with Amazon DevOps Guru
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« Amazon CloudWatch and Systems Manager # 3 &

REL06-BP05 7 #7 H&

W gk B FIER A LB RA MR DA , KEELENEE N THERRAE,

Amazon CloudWatch Logs Insights X #E £ {ERANEIRIES , AIATIHBELBIE. Amazon
CloudWatch Logs X #FiT 5 , A FEIETLER3NE Amazon S3 ( JEHAFEATIE ) = Amazon
Athena ( IEHEFAERHE ) . ZRFZHFEAZSHER, BSHE (Amazon Athena AFIERE) , T
R = ¥5 1Y SerDes MEIERN, RN ABAEXHENS N , BALLZEIT Amazon EMR £ LUMAT
PB %21,

AWS EEURFENE=ZFRETHZATRE. LB, FRNISMNIE, XETETHE New
Relic, Splunk, Loggly. Logstash, CloudHealth 1 Nagios. B2 , REMNARF AEZANER
NFB8 I =REE , EES MRS KEEHRM—FT =1,

ERSEPEERZANNS RREEE, CREREREEZNREER , AEHENBNRAEwEH
M. Amazon S3 X¥f S3 FREBAANEREHNEE, A GARERTUEL TR S X NAE
FREBPNTERE. SUNEERERIRKELE RN , FHREEBE Amazon Glacier #ITHIFM |,
REERBBMERFILENITH. S3 Inteligent-Tiering &K § EBIFHEFE A B I ZFERERK
BB ERRLCRA , DTN EREREZETFH~ERNE,

EARBURXMRERERNBERTRENKRER : F
KRS

o A LAEA CloudWatch Logs Insights , B3 R B X & H 25 #7 Amazon CloudWatch Logs H#Y
HEHE,

* Analyzing Log Data with CloudWatch Logs Insights

* Amazon CloudWatch Logs Insights Sample Queries
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https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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* Amazon CloudWatch Logs Insights Sample Queries

* Analyzing Log Data with CloudWatch Logs Insights

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
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https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
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* Resilience Analysis Framework - Observability

» Operational Readiness Review - ORR

REL06-BPO7 X 3 4% F 9 7 SR 3t 17 i B s B Bix s 422
RESMESAHNERLEER | 3R RENEES ERL ST AE AR,

HEER  #XAA4LERRTAERE  XABARER , #MEIELRIERBARRNTRE
R ERRIN PR RETE (MTTR ) MEEE, XARIIGHRELR A TEREZIAZ T WA A
, FIFRERAM T RSB RIERENBRARERER,

ELRER :

RELO06-BPO7 X4 R 4t 1 #9 18 5K # 17 i £ v IR B s 422 105


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_aggregation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_rca_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_game_days_resiliency.html
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/?did=ba_card&trk=ba_card
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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« +4 R AWS X-Ray ?

+ Amazon CloudWatch : Bi T2 fF 515

* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray
« Amazon Builders' Library : 8% /X REWEE 7] L%

* Integrating AWS X-Ray with other AWS services

* AWS Distro for OpenTelemetry and AWS X-Ray
« Amazon CloudWatch : 4R & 4%

» Amazon CloudWatch : £ CloudWatch RUM

» Set up Amazon CloudWatch synthetics canary and Amazon CloudWatch alarm

+ Availability and Beyond: Understanding and Improving the Resilience of Distributed Systems on
AWS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
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* AWS re:Invent 2022 — How to monitor applications across multiple accounts

» How to Monitor your AWS Applications

fHXxIE .

« AWS X-Ray
* Amazon CloudWatch

* Amazon Route 53
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https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
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+ AWS Auto Scaling: How Scaling Plans Work

* AWS Marketplace: products that can be used with auto scaling

+ {#F DynamoDB Auto Scaling B3 B &M

* Using a load balancer with an Auto Scaling group

+ What Is AWS Global Accelerator?

* What Is Amazon EC2 Auto Scaling?

« f£4A R AWS Auto Scaling ?

* What is Amazon CloudFront?

* What is Amazon Route 537

+ f+ 4R Elastic Load Balancing ?

. HARMENFITHEER ?

c TARNAEFAREER?

 Integrating Jenkins with AWS CodeBuild and AWS CodeDeploy

» Creating a four stage pipeline with AWS CodePipeline

XA

» Back to Basics: Deploy Your Code to Amazon EC2

* AWS Supports You | Starting Your Infrastructure as Code Solution Using AWS CloudFormation

Templates
» Streamline Your Software Release Process Using AWS CodePipeline

* Monitor AWS Resources Using Amazon CloudWatch Dashboards

» Create Cross Account & Cross Region CloudWatch Dashboards | Amazon Web Services
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html?ref=wellarchitected
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://aws.amazon.com/blogs/devops/setting-up-a-ci-cd-pipeline-by-integrating-jenkins-with-aws-codebuild-and-aws-codedeploy/
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-four-stage-pipeline.html
https://www.youtube.com/watch?v=f2wvEQ_sWS8
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=zMa5gTLrzmQ
https://www.youtube.com/watch?v=I7EFLChc07M
https://www.youtube.com/watch?v=eIUZdaqColg
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html

AT AWS Well-Architected 1242

IR

MR RERE :

- RELO7-BPO1 fE3RENE ¥ B AR A A B3h1b
« REL11-BP01 Y& T EAE I PG A 44 LA M| # FE

FESR A

« AWS Auto Scaling: How Scaling Plans Work
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticache/
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://keda.sh/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/asg-capacity-providers.html
https://karpenter.sh
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://aws.amazon.com/sqs/
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://keda.sh/docs/latest/scalers/cron/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
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» What Is Amazon EC2 Auto Scaling?

» AWS Prescriptive Guidance: Load testing applications

« AWS Marketplace: products that can be used with auto scaling
« ff£ DynamoDB Auto Scaling B3I B2 &M &E
 Predictive Scaling for EC2, Powered by Machine Learning

» Scheduled Scaling for Amazon EC2 Auto Scaling
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
https://brooker.co.za/blog/2018/06/20/littles-law.html
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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» AWS Prescriptive Guidance: Test automation
- BEXANBRER

* Indicators for functional testing

» Monitoring pipelines
* Use AWS CodePipeline with AWS CodeBuild to test code and run builds
* AWS Device Farm
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_load_tested_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_resiliency_testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/performance-engineering-aws/test-automation.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-DeviceFarm.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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» Experiment with failure using resilience testing to build recovery preparedness

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster recovery (DR) architecture on AWS, part 1: Strategies for recovery in the cloud

» Verify the resilience of your workloads using Chaos Engineering

« BAETEEREN

+ Chaos Engineering # 3 &

RS

* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://aws.amazon.com/fis/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/deployment-strategies.html#in-place-deployments
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
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https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
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=R
MR RERE :
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https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
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- HYXUELETHNRZLHE
» Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank
- EmiRmeENE

» Implementing an alarm to automatically detect drift in AWS CloudFormation stacks

MR AL

« AWS re:Invent 2020: Reliability, consistency, and confidence through immutability

RELO8-BP05 fEFH Bl {LThREHBE X
B ST EDE S5 3N M B S E B,

W ZHLARYE , WEFREHTEERNRB AN Iz — BRTHREBRALSZEIBI , BIIAR
HELWERFHRNEERT, NS IEREREXGEBEREREPEAEDL , SHENHANBEE
K. AINEMBRE B AR EBRHIEE.

HEER BRI ZNMESNE, BERNETE~HE , FEPILHEBZEMBRARBTRE, X
MEFCRTREERD THEBRAMNEFERNEERE  FRARATBREEEZOTHEINE~NE
Mo

ERRERX

« FHRITER.

- BEEALREBTNIR , RAFINSTER.

- FEEEREMNITNRE , 2T RK.

« ERMEMERBENERLT , RIENT T EEEHE.

B MRESKERTAL  SEABNCKRBEMBERE , AIBUERSIAANEIRN TN | FRHE
HEREFEZRTNIRNESD . EEFHEZHHTIHRE  UERIEENITRIREETH. It
S, B ERIRBREASGABESEE , FIRHEN TEABIRE SN ERE TESTRS,

ERBYXMRERKRNELTRENXRLSL : F
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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KUHEEENENL, EBHHBEE , EULLARABHLNEANFERN , FEEBEL=EHEN
MENTRELEE , REFERER, HPLFATONERBELEERNFERZ/EE (CI/ICD)
Mt ZHE—K , RXBANBERLKELLEHEHLH R ( TRERNNE , HREBEBELEFHER
F)o

SREBEM[NR , BN ZUEARLCERAFREENRERSF  EHTHERENERERR , RITEZWER&
WENERF B3,

BRBRRUTSRZD A LERE , NTEBRFIIRE

- RERBEEEAZSHEEENNRE  £AET Gt FRITERANEERRBEERS , RE®EIR
KRB MEMIREENAE (1aC ) EE,

s BEREEABRSREFRAB, STNHMLIEDBERYE . ENHENREWNRIE |, 25
Getting started with AWS CodeBuild using the console.

- REWMBERSKAFNTNARFBEANEEXNNARFEN , TERBEZHENATL
EBEEILE . AWS CodeDeploy Al B HEPE R E it EIRS , 0 Amazon EC2, AWS
Fargate, AWS Lambda fA#hfR$FER. EREXLI R , iS5 Getting started with
CodeDeploy.

s REFERXMRS , SRAAEENAFL , N\TIHRER, EAENNARFNEMREE
¥ EEEBFEA AWS CodePipeline kBB EEM A M EEBHNBNL. BXEZHFAER , HSH
CodePipeline tutorials,

R

MRERESRE :

OPS05-BP04 EAMENIBBEERE
OPS05-BP10 £ Ha{L EHR M EBE
OPS06-BP02 Jli# 52

OPS06-BP04 E 3l i# F EIR

FARH -
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
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* Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline
« APN SR : AT#IBI O BN L ER B RS RN SR

+ AWS Marketplace : A T B3I ke E ™= M

* Automate chat messages with webhooks.

+ Amazon Builders' Library : RSB H |8 Z £ ER
» Amazon Builders' Library : REFLERT , MER
+ 42 AWS CodePipeline ?

* What Is CodeDeploy?

p:idid

+ AWS Systems Manager Patch Manager
* What is Amazon SES?

* What is Amazon Simple Notification Service?

FESR LA :

* AWS Summit 2019: CI/CD on AWS

REL08-BP05 £ Bzt AL BB E ik 128


https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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® MBEHEEFESR  BLA—NBRELE—BRNAGSLIAK - NEHBIES  NEERSED
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BERARAY , HRESHIHKE — Amazon.com BEHRE Werner Vogels
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W&, It , Amazon EBS BHETHENTARXA , #ETRAES , BREMEHFHIKE,
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UTETEENAEERENRESR , AN TEABERZ W,
ES]

- ZOBIE

- ERBERERRE THERE

< RITTEREREAZEHHIE

« WA ES

« REWRE (DR) itH

=T
S8R, NARFARE  ARIENE B (RTO ) MRE A4 (RPO ) WER,

RIEXE

- REL09-BPO1 IR3I HEZ N EEZ OB BEINRE HIHKE
« REL09-BP02 R¥" H MZE %12

- REL09-BP03 BEaITHIESZH
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
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REL09-BPO1 iRFIH BB EERZ M ATERBHINEE FHIE

THERAER TEREFMANBERS IR RNZ I8, RSBRFREHRT 20 TEARBIENIEE,

HEER  BERFEHE , ARBEEMRITT 2K, RF , BRIF RPO NBFEIMRERI T KK, It
RS RIZHXLEHERR , HERBMEMERREFHE, THIABBEBERNBRT , IKER
B& B BATEE LK) RPO M RTO AT BERN MRERE H.

TREREM R . Bt
FARER :

s FTRIEABNERERRREEES,

« REXNXREBEBRFHITEZH

- AEDBIERFHITEND , BREZEREESITLE,

« ZXBEEN RPO , RFEZMIMEBTERHE RPO,

- RAIGENREVERERTTUNEMKRE FIBE.

B MWRERERNFL  BEFTERONUEAREERNGRGEZRZM , EEFMINEBRIFE HIE
REEEN , XFAURSESEVHRZERNIREBRTENED,

EARBUXHREIKNBEATRENRRSER : &
ENiE=ESs

i AWS BIEEFE#ISIRM R0 8. Amazon RDS #l Amazon DynamoDB £ R S5 E 8 Sk % 35 A] =%
et RHMERE (PITR) WEEM , XEEATLUNRAIIRERE L et RFAEITE 2 S EER
B =, % AWS RFEM T HZHEFEEM AWS XiZHIhEE, AWS Backup TERERMETER
B AWS BRE hEFSSI L RFERIPAVEE D, AWS #EMREIRE FETTUMNAN, B HXSE
XiEE I TENRS SR TEARARTELBERY , MEKLBR (RPO ) MR ENAL

Amazon S3 T AEBTEEHIERFEM AWS HEEHIE R RN Z 1 B 5. Amazon EBS, Amazon
RDS. # Amazon DynamoDB & AWS lRFEE A TRIERZHHANEIIRE, A, WAEAE=A
Z R4,

AT LA AWS Storage Gateway 3 AWS DataSync 45 $#E % % Z| AWS Cloud. Amazon S3 &
fEMAI AT AWS REFE#HILBIE. Amazon S3 RS NEME ( Bl Amazon Glacier 5, Amazon
Glacier Deep Archive ) , T A FRREIE 76 B9 R Ao
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
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BRI DMNEASRRE FIBIE |, AKFZHIEIREFR. Hl , Amazon ElastiCache EIZAT 255
Amazon RDS REEIAAATFEERBFEERNEFNBIE. MREXHENRETATHERESER
(RPO) fxERTE E#R (RTO ) BXR , BARTTERMD. S —MlF9H , tnRFEH Amazon
EMR , REALUREFEM Amazon S3 E#IE| Amazon EMR & |, N A REFREE K 9 HDFS HIEEM.

FEARZFHRERN |, BERREBEFAANNRE, MEBRFEAENRBEBRTZORE (ERXRAZH
gt ) FBIEEHNBME R, AR ZFE TEREB RTO.

KiES TR

1. BETHFEARNABERERR, BETUFERESHERS , flMSdERE, £, XHRLE, BERE
ERGENMNREFMH, BERARRED , ERFXRFHEBIENTE AWS RSHEXIE |, URXL
RS RENZ DR,

2. RBEEEUXNBERFEHRTOR. XTIEME  FTRAREEESTRANEEZRE , Rit#HE
BRENER, i, —EHFEURIIFFEE , EREITEN RPO , M5 —EHEMNFBLE
B, IEASZREN RPO MEMBENHEER, SHRL , TRAKEEETELEFEN RTO
ER,

3. EFH AWS E=ZFRESKUBHBIENZ M. AWS Backup B—IHHEERS , XIEE AWS Lol
BEHBIERRNED. AWS #EMRERE ABE AWS XN BN TR RBEFEEH . KZH AWS
BRESEERRENBIEZDIAEE, AWS Marketplace B SR A RERBMH TIXEINEE, BHSHE
THMIINER , THEXUFANTRE AWS RS IEBEFERZRONER.

4. WEBEOLNWBBEEIBEESNE, BUESHTERER , TX AT WE AL RIR S HIH Sz
&M, BB —HER , EEENMNKREFIRFEAR ML IEZMAER , BN A6
LESFRMEBFOERNIELR, 53— MIFREMNZHHITERWIE LN RREFBIEANEK ,
FEHEATRHE RTO EXR, EHEBATEMENE K HEVHEREUNRE K BEEFEHIT
MRS B A X LSRR S S 3R, Hlin | B M Amazon S3 FEIE ML B EIELE ( W1 Amazon
Redshift ) 5, MapReduce 58 ( 1 Amazon EMR ) , SAEXN WEHKIFEH TN , SREEMNH
R BREFBFENG F. REREXSITNEREERERVEIETEN , LRTFT2BIBEL
FEg MapReduce EEFHMEMAZIHIFEBEANK, HEATNBERFEEFHHBENGSFIEETF (W
Amazon ElastiCache ) 2 RDS RiEEIZ,

5. HEZRDHEFENRR, QIBBERFENZOR—NEHMNITHRE , RMEEURT RPO,

KT RIE TEELR S : &
TR

X RERE
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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FARH -

o AR AWS Backup ?
* What is AWS DataSync?

* What is Volume Gateway?

« APN SR : AJHBh# TR DK S BN
« AWS Marketplace : 0] B F& 787~

* Amazon EBS Snapshots

» Backing Up Amazon EFS

» Backing up Amazon FSx for Windows File Server

» Backup and Restore for ElastiCache for Redis

» Creating a DB Cluster Snapshot in Neptune

- SIEBBIRERR

» Creating an EventBridge Rule That Triggers on a Schedule
« /A Amazon S3 B T X E #

« EFS # EFS AWS Backup

» Exporting Log Data to Amazon S3

s NREMEHPER

« DynamoDB HIZEZHHER

+ DynamoDB A&t R RIRE

* Working with Amazon OpenSearch Service Index Snapshots
« fT4R AWS FEHRIERE ?

FE<AAM -

* AWS re:Invent 2021 - Backup, disaster recovery, and ransomware protection with AWS

+ AWS Backup Demo: Cross-Account and Cross-Region Backup

* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace (STG341)
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
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« RPBDREAMUEERSBSE , MY BIERTNER AR L HEESNRESERTHRE,
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- BEZERIENIRERE , BETNEE4ENRERHE,

- RETREEHHEMNILSESRMRED,

EARBUXHREIKNBEATRENRRSER . &
RS

fEH AWS Identity and Access Management ( 1AM ) £ B {338 1F 12 AN AR 5 SR 32 ) H 48 U X = B89 15
7, EAMZIHEERS L& AN BIETEMEERRSA , URENHTEM I EERHRIR,

Amazon S3 XF LN BSKIFEBHITMENF RN, EBIRFS|IRIMNZFIIEE , Amazon S3 SR IMNEE
EHNENEINR , AREFEUERBERH#ITNE, EXATFRMNE , TEABRARFEEN
TR RHBIERIEZE Amazon S3 ZBIMBHIE. XHi A XNELLEATLUER AWS Key Management
Service (AWS KMS ) SIEZHFHHBEFZH K EL L TUREECHEAHBITNEAR., FH
AWS KMS , A LAUEE IAM R ERE , REW R, R ALGRBIERASHEZHE,

X Amazon RDS , i REDEFEXNBIEEHITNE , MAR ML MNE, DynamoDB Z 0 H44 N
o, A AWS BMREIRE i, MBAERHBPRENSSHE, GEHMERERE , TUEAR
A9 Amazon EBS NZ“BMEZL R BEELNEF B X EE R RARMZBSHIE,
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NTEBHNMNEBPNRZBOREMN , BRTNE I, BAIUERIEXEFANZHEERE
« £/ AWS Backup fREESIE Amazon S3 W RBUERKI A AWM |, BB IR D HEEEREH
ME R E S MIBR , MTIRASE E3RER A A S BR

« £/ AWS Backup B LRV ERENREFENRBREEVETHRREEZHRR 2 ANZER
B \MRI 0 BERDEIP EXA MR ERIGZ R E,

- EHERA AWS Backup BRI IARRIEZ BRI TEMY , URIERMDREZIHRABTUERENES
R R E .

« f£/ AWS Backup ZHFEHXNKRBHMEREXRS HFH] , BIERBSMEELEE RUKE
IEARZENFEENREZH,

1. NN BEEHEERNE, NREREESNE , W0 REME,

« 1£ Amazon RDS FEANE ., H&E6IZE RDS £HI8t , ATEAEA AWS Key Management Service
EEHSMNE,

* 7£ Amazon EBS B L EAME, EWAEEMIANZRE QZ B 5 EM —FH,

- FEAMEMN Amazon DynamoDB %, DynamoDB B NZFr A& AEKIE. S LR AWS
B AWS KMS Z45E AWS EE X KMS %4 , BERMEKS PHRH,

* 0% Amazon EFS RfFEIVEIE., ERIBRXHREREEMNE.

- ERMEMRKEHEEMNR, BULEEH KMS FE480 F4A7E Amazon S3 HEEERASNE |, B
XERARXEREZRH. FERESEFNTIEEBRER.
« EFRENBEMERMEREFEARINERBEN Amazon EBS 1%, FALENSNBHEEFEXETHN
HMENSHEE N EEFBRSEE.
2. XA TIHRZANRENR. FEEREXRK  RELXESSESERRIINZH, REMEIERH
Al
3. AXBENEEFRTEM, N TFXBEIE , K AWS Backup REEB R S3 WRPE , UABHIEE
EENRBHNEIRBRRER. BXREEFEMES , HSH AWS Backup Vault Locko
4. NERHRVUBEEZEIE. NEZHEBMZRMEHTF WX BREKHME AWS Backup 218 - Z Y=
RENREE., BXKHEHEE , E25H Building cyber resiliency with AWS Backup logically air-
gapped vault,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
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5 XEFHBRIERE. BE AWS Backup EFENH , AEHRIERFDEEZHMH BT UEREML
EHERINRE. BXEZEL |, 12 H Validate recovery readiness with AWS Backup restore
testingo

6. NEBHNMERERES ST, N FRBRSE , 5t AWS Backup ZHFH# , SUEERELER
ECHRBESNMEEMEBTNRN, BXZEIEFEAEFEEL , iS5 Improve recovery resilience with
AWS Backup support for Multi-party approval.

TR
FARH -

+ AWS Marketplace : 0] B F& 787~ @

* Amazon EBS Encryption

« Amazon S3 : FIAMBRRFHIE

* CRR Mf{inECiE : EFBIF#E AWS KMS HEVNE 4. ERARSERImME ( SSE ) BIEHAXR
+ DynamoDB &7 1%

« 1% Amazon RDS &R

* Encrypting Data and Metadata in Amazon EFS

» Encryption for Backups in AWS

- EENER

« M - AWS Well-Architected Framework
o 4R AWS FHRERE ?

» FSISEC11: How are you protecting against ransomware?

+ Ransomware Risk Management on AWS Using the NIST Cyber Security Framework

» Building cyber resiliency with AWS Backup logically air-gapped vault

» Validate recovery readiness with AWS Backup restore testing

* Improve recovery resilience with AWS Backup support for Multi-party approval

HRTA -

* Implementing Bi-Directional Cross-Region Replication (CRR) for Amazon S3
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https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
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https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
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https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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https://aws.amazon.com/disaster-recovery/
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c. MIRBEITHRBTEENREE. RIFEECHF#ERS , FRENABRFNEARRESKR
FHITZWAXES . ABNARFHNAREBRILRE.
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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BEIZANXE, FRNASRINANEREIRE , BEENECERTIEABN S/ XEE HIH
B, f#fH AWS CloudFormation ZEMIREEAMRIBBREREXEZEAE—E4IEE, MREER
NIREREAMEBXEHTRERE , BT ERRENHRER DI H/NMEATERAE , Rt
8 7 1tb 38 H0Rk & A 1ED

3. FBIEMNE X E B 2B X,

a. Amazon DynamoDB £ BREHKFEN L BEIER , IUMNEFAZEFENXBEEAXLER, NTFH
© AWS FEERXBIERS , HlW0 Amazon RDS. Amazon Aurora 1 Amazon Elasticache , #&d]
DEEEX (WE ) XEMEIER (R ) XiF, BXXEEFNFAFE , S FHMEMNERISHAF
MARANGIERE,

b. MREZBZITHRETEENHEE K FPRENABRFNGARSRESRZEHTSXEHES, &
ENAEFHNAREBIE,

c. MR ITEMEMEM AWS EventBridge , N ATsEFEFEEMN SN EX X EHEBIXEH, 7
I, BEHBXEPNEHELIEENEXEFEEEHW B .

4. ZRRBUREZARELFEBEXEFEAMBNMER, FTHLE2UMNS AN S ERE
AXESEENZARLEX SR EBFENZFHRIE , HEALKTENZHRNETRE X EEE
HEIE# TI% . AWS Key Management Service ( KMS ) X3 multi-region keys , MER £ #1%
RANRFBEXHEZHNER.

5. ZEBEH AWS Global Accelerator , B REEMQITEEEZTHRANKXE , RIEGNARE
89 AT A
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- REL02-BPO3 #a% IP ¥R ELE BT B A A
« REL11-BP05 A SRE MR LERESITA
» REL13-BP01 EXEHMEHEFEE XNIRE B 7

FARH -

« AWS £ IREIRHE
» White paper: AWS Fault Isolation Boundaries

* Resilience in Amazon EC2 Auto Scaling

« Amazon EC2 Auto Scaling: Example: Distribute instances across Availability Zones
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https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
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* How EC2 Image Builder works

« Amazon ECS I EFHEE R LA L (B3E Fargate )

« AWS Lambda BB FEIRE B

« Amazon S3 : EIXREAR

« Amazon ECR A FAE IR E HI

« 3% : £H DynamoDB # % X5 & &l

» Amazon Elasticache for Redis OSS: Replication across AWS [X 13 using global datastores
+ Amazon RDS H#y5E %

 {#H Amazon Aurora Global Database

* AWS Global Accelerator Developer Guide
* Multi-Region keys in AWS KMS
* Amazon Route 53: Configuring DNS failover

* Amazon Application Recovery Controller (ARC) Developer Guide

+ Sending and receiving Amazon EventBridge events between AWS Xig

+ Creating a Multi-Region Application with AWS Services R¥IE&EXE

« JFE AWS KR¥#ENMRE (DR) ¥, B—H D : siniRERMK

* Disaster Recovery (DR) Architecture on AWS, Part lll: Pilot Light and Warm Standby

MM

+ AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

* AWS re:Invent 2019: Innovation and operation of the AWS global network infrastructure
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://youtu.be/2e29I3dA8o4
https://youtu.be/UObQZ3R9_4c
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BN A, /A EMR X4 %% (EMRFS ) , EMR RIS T2 44 1 Amazon S3 /| 3 1 T LAES
ZATARXSH AWS XE#HTE 4,

EIE , X F Amazon Redshift , BRIASEZIERH AWS KIFAENERATRAKX , AENEF R ERH
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1. XEERBE. RuUERAET RHBEXFHERR. WRTEREMABT %4, NERA EC2 ZHIAY
BaREeE , HEET Amazon EC2 & ECS A4 BAHSBSHXI B REE B,

¥ Amazon EC2 Auto Scaling A A FXT 8 ANSEH IP #hak, FAE IP #buk, 384 1P #huk MSKFlT
BIEEBERNFNMER TR,

- BHRRAFBETURATRAAL , LASHIEARTUEREES.

* R Amazon EC2 SLBIH B IRE ThREA THEE R NKH ID #bik, FH IP ik, 34k IP #huk
KB TEAERR TR R

- BEMEDERSERNEIKGHER |, @ SNS TR ERERSIRE,

- BEXEFEABIY % EC2 MEWERT |, BEEAAmMazon EC2 =44 a5 EIEIZE 45, Amazon
ECS E4xXIBRIEE DL,

- FAXEE4HEAANL , ZBEFLRREEFTENREEZEREELAH.
- EA AWS BEHRERE FIFNERTEMIENTRS THERE.
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« Amazon EC2 Auto Scaling (@ B HiEH
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
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* What Is Amazon EC2 Auto Scaling?
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
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AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

AWS re:Invent 2018: How AWS Minimizes the Blast Radius of Failures (ARC338)
Shuffle-sharding: AWS re:Invent 2019: Introducing The Amazon Builders' Library (DOP328)
AWS Summit ANZ 2021 - Everything fails, all the time: Designing for resilience
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
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Monitoring Your Auto Scaling Groups and Instances Using Amazon CloudWatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
https://aws.amazon.com/application-recovery-controller/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
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https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/route53/sla/
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
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* Amazon Builders' Library: Avoiding overload in distributed systems by putting the smaller service in
control

+ Amazon DynamoDB API ( #4|EAR A IR EAR )
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* Introducing Amazon Application Recovery Controller
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https://principlesofchaos.org/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/builders-library/implementing-health-checks/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/chaos-testing-with-aws-fault-injection-simulator-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/chaos-testing-with-aws-fault-injection-simulator-and-aws-codepipeline/
https://chaos-engineering.workshop.aws/en/030_basic_content/080_cicd.html
https://chaos-engineering.workshop.aws/en/030_basic_content/080_cicd.html
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« AR AWS Fault Injection Service ?

« fF4 2 AWS Resilience Hub ?
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* Chaos Engineering: Planning your first experiment

+ Resilience Engineering: Learning to Embrace Failure
s BEIERA

- BRESDHXRSEHOR

- BTERASRNESLENE

XA

* AWS re:Invent 2020: Testing resiliency using chaos engineering (ARC316)

* AWS re:Invent 2019: Improving resiliency with chaos engineering (DOP309-R1)

* AWS re:Invent 2019: Performing chaos engineering in a serverless world (CMY301)
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https://docs.aws.amazon.com/fis/latest/userguide/monitoring-logging.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://principlesofchaos.org/
https://medium.com/the-cloud-architect/chaos-engineering-part-2-b9c78a9f3dde
https://queue.acm.org/detail.cfm?id=2371297
https://github.com/ldomb/ChaosEngineeringPublicStories
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
https://medium.com/the-cloud-architect/chaos-engineering-q-a-how-to-safely-inject-failure-ced26e11b3db
https://www.youtube.com/watch?v=OlobVYPkxgg
https://youtu.be/ztiPjey2rfY
https://www.youtube.com/watch?v=vbyjpMeYitA
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https://aws.amazon.com/fis/
https://aws.amazon.com/marketplace/pp/prodview-tosyg6v5cyney
https://chaostoolkit.org/
https://chaos-mesh.org/
https://litmuschaos.io/
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https://aws.amazon.com/fis/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/step-functions/
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AWS re:Invent 2023 - Practice like you play: How Amazon scales resilience to new heights
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https://aws.amazon.com/fis/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://aws.amazon.com/gameday/
https://www.youtube.com/watch?v=r3J0fEgNCLQ&t=1734s
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+ AWS Workshop - Navigate the storm: Unleashing controlled chaos for resilient systems

» Build Your Own Game Day to Support Operational Resilience
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https://catalog.us-east-1.prod.workshops.aws/workshops/eb89c4d5-7c9a-40e0-b0bc-1cde2df1cb97
https://aws.amazon.com/blogs/architecture/build-your-own-game-day-to-support-operational-resilience/

AEM A AWS Well-Architected 4E22
« BIERTYVSSGRHMEER  UERENAHBHFEERR , SN TEAREER S AELERN.

« BIERNRE BARLEREGLSERETZ, XSBEXERENRANERERL TEABRE.

- BEENME BIRERXTERBNRE BIRFRE.

- WRBEERBENEAER,

BYU M RESSBRAFL R IEMSKIRE RTO M RPO B, ATLURIE LS HERFIER B AT EHE/
MEBIR. —BRETXERR , MANGRETHNZIUXLEAMES EHNIERE (DR ) 1TXl.

EABUXHREIKNBEATRENRRSER : &
XEES

E—NEMRITER , RIDBESKERENK. EEEF , AIBTRNIEAREINRER , ATK
EHRXERFLERNLSEE (HlN~E, 5. PHEK) , UREBNMNLEAREIRER KN E
¥R RTO # RPO, A TN4ERFIRM TR LLERFR RHl (BEE , RTO M RPO ERgEBEMARE )

Fe R SE R

%2 S B85
DF1a8 | DF 1B | DF e | DFI1EX ZF 1%

& B iE] B 7 DF 10 S = sy

BF 2 B

LF 8 /BT
DF 24 B

WM E 2B e )

Hh

I )

XNTFENTEAR , BEMTHEENNEMBEZEANLSHEE, LNBEXBEEFVNEMBEES
Kmighn , BERRHEXTR2ATEARXEMNR, flW, K& — /D ety EHedE TaEmBR/ | B
E—pizfE , FRagadEzmel. ¥NTRASHEXZN  SRVSEE (MBRARKX ), B8
I (B/AEEFEE) . SEEN (MESTRRRIEFRTR ) MEERK. THE , §IT#E
NS E RN ER.

DR AR IE |, BERBATEE
1. BN LFFERATEINZR2E , TEARTUREFTANEKNRAZZD ?

REL13-BP01 E M EHMEHIREE KM IRE B 7 192



AT AWS Well-Architected 1242

2. TEARPITRINLESF=ESAEBEURRFEFARNER ? ERERTE  SEUS. FE,

BEMEE.
3. ENUFERFAEZNEMZA , TAERARLTERENZABEERS D ?

4. BBEMNEERREFCIZERNEBE (EHNIREN HE ) ? RE  EEZRATEHRCIRIE
NHEBEN AR RBEN RPO,

5. W TEREATRBA TERE ( T ) WIREBRAM T AMHERM AL ? BIETHERE T HRBIX
REVRERES , THEABM BAIRSARAKINN, ERTRN TIEHRBRRERDEHEFELE
DRSS THERENIRERD.

6. T It THEREN THERE ( £ ) BIREBRNTAMHERM A ? EFTHEREBIRTRE
RUETHEARERLERNBRRETHRAOREES.

7. RESHNXRE  REETENREBR? Sl , RBEEAFENE-—MNTARERENXSE , &
ATREE TR/ RTO A RPO,

8. MEEHME—FHANELEATNHAREBRREZL? flin , EREWYZE, FERE, KilleH
M= mAAE , EAERFETER RTO M RPO,

9. k& B ¥4 58 AT eE R A Rk S5 MA LR TEMRE R RIE—F ?

10REFEEREZETGEAER? Hl , BRESE , EREBNFRHER/LE RTO 5 RPO KIAR
5?7 TRITXENSSZRMTALT ?

MERBFELENBIECTEMERBZTRENSMMEER ?

LT THEREBTETEERTERE, SrMESU TAERRKHZEANFER | 078 b0k o0 E &,

REL13-BP01 E M EH MEKIEE K IRE B 4R 193



AT AWS Well-Architected 1242

ERF  |Themm |Themm [RT0 [RPO
P 2: TG Ttemsiz R0 RPO me,  |me, |
(1] TrEms el Ll B Kot LR 7Y B P BB a1 78 2
(2] TUE L RAMES AR S — 1 AP R S MR A T
[3a] ERHRELTR R L IS B
[3b] TRAEHER BTN TR
[3a] PHA/H0. L AR R R TFEAE, T FREATS8E, NERARERATIE,
[3b] 1iB/SH FRHkIER AL A DB SIS
LR i %, § Y *BYREIRE

— WA ELAR ERRRAR, DERE TR AL R
BT 2: Bt EHEREEEA. NEIETER, N
E RTO/RPO ¥ RTO #Il RPO fAMA £ 5B F15 AR
[4] G R [IV/LIN BRI AR B 2 0 B
(5] EFRamAKER [IY/LN WABRE RSN ENEEN

REEH A RRIEE A R SRR HEE,
(6] Bl LIY/LIN {RIEBPENIE N AR RTO # RPO

SUEBIATE, RIENEENEMETRAN RTO 1 RPO
[7] BB LIY/LIN fRiRI . i
[8] SRR LIY/LIN 1RIRIE B8 B A8 RTO 1 RPO

EOER, i

o] it - 1848 LOB AAAMER, #ALATARSMARA RTO 41 RPO
[10] BENE [IY/LIN 1R A X S\ BAK RTO 7 RPO
(1] A [IY/LIN 1435 A0S 85 A P A B AR RTO 40 RPO
ETH @R JITEE 411 SHEUR/ME (EFMERE) ST EA

NREEBR LAE, BOHSIAEE—ERIAR,
BRENER HTE UL SN AR R E
JE%E /S8 RTO/RPO WAE% RPO/RTO ERBRENEIE, UREENE
ST 3
B ST EITE YK B EE TR (B, LEaREENE XS
TR
=
3K e 25 IR

1. BELFFEEXFMNARENTEABNEREAN , #5M411E53,

2. WARFH TEARE WA BTEMXRER. KA TGSE : E, &, PAK. FTFENE
Bl , EiIEERBRER LS BFRMERN RTO M RPO,

3. REE L —SOENPMEKR 2 — D BABNM THEAR. BRETEABRNTRGFBIEANES |, &
EZRIEAENULSHEEY , URFHIBIBRZXRNOENE , HEA LRRBEREMRES. XFH
BN TERBER— RTO M RPO,

4. EEE—SPRENENTERAFEMN RTO M RPO, LETHEABNULSNEAREAKSE# K , L
ERBNARER, flm, WSFBEXETRBEFTEETRNEFR. E , BAREAAIGERE
RER B R , BAGEIX L B ARaE% & o AV R IR MR ARREI T 5 AR,

IR
X RERE
+ REL09-BP04 EHMITHIFEIRE AR Z 7 TR M NIRIE

REL13-BP01 E X W MEKIEE KWK E B #x 194


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html

OF L5-2: AWS Well-Architected HE42
« REL12-BPO1 £ A{Ta FMBEKE

« REL13-BP02 £ A E X MR E KrEKSLIIRE B 47

 REL13-BP03 Jisl 7 ¥ 1k & 3K fte A 36 E SE A 38 R

FR A -
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* Managing resiliency policies with AWS Resilience Hub
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
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