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https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html#securityhub-cis1.4-controls-1.7
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https://aws.amazon.com/compliance/
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https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://aws.amazon.com/security/security-bulletins/
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
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Threat Composer

NT HEMIES EHATEHMER | ATERER Threat Composer TR | ZT B EESBE R EER
LOMMENRHE, ZTEEETENITUTERE

- RENSEMEL, B EARFELMETERETREFRNERARMES
« AERARTRYEMEE

« ERHSRAIRNRABDER | AFEFEPREEN N KD

« £/ Insights 2 HERBYPEREZBERENBES LR AFIHNAE
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https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
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* Threat Composer
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8, WHBIIGRERY T BAT R RTRY AWS TheE. RS MLE.

REBUXMREXRRNBERATRENXRER : K

s ANERTEX  QETERCESNBF , SIEETEMAUER, FEHHN AWS ZL2INEMRS , AKX
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o RKIAWS RS ML : RIEATEFEANBRSNLLIIE  HEMDERX TR ETXLEINRE,
« AWS Z&MEE
« AWS 2N
« AWS RS X #%

« EM AWS RS L&7E  EXAT LLEH AWS REHRE. SEEOMITEH AWS RS KT
B8, URHNITEARNEAMHEER,

o MXFWRSMINEE . HEFNRSHINERAR , EEEFREFRERCUNIEEFRE D H BT
izt

o K E MBS : SKHE B A LALFIRERF BN TERAR , HRRATALED,
« BB AWS Config il IS IEFEHE AWS &R
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https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://youtu.be/u6BCVkXkPnM
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BNNARRF. WITRERENALRANSEIMENINEAS, | LAIEERET Web 525, &/
WNARF. BINARFEXREADTITIESEN AWS BREXENAF.

- MBS0 ENIEABRNARER. BEIENAGZEERBSH , FT8EM AWS RFE R HFERA
PATEMIRE | PIINREEYE, LS50 IIEE AWS FREHIZEITRIVES |, Fl20 Amazon EC2 3E41
5 AWS Lambda B, SEATUERFEREANBRHAREIHNRZS M0, i BTEERNLT
AWS Z S\ HLER R E IR AWS B,

RIEER
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« SEC02-BP02 1 A s i £ 3IF
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RERXFIRTEMBERREZHBINBRT . ERABANERIG , BIERER MFA MBEZHE
RERFEXLERE

BB R - @I N AWS Identity and Access Management ( IAM ) AIF. AWS KRB F. AWS
IAM Identity Center ( AWS Single Sign-On /54 & ) ME=H SR IRMUEFEABANEZINE , &
KESNBR AWS REIEHXEE, XERBEEE MFA |, 25 TRBERE , HRUREEZTA.

FARER :

« RANENFOHRITRARDERE , SFEXREBN MFA,
- EFRNAF ZRAAZMEER/RNZIL.

o TR ATERH B FAE AN RS

EARBUXHREXIKNEATRENRRSER : &
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ARERABEL S A RNEFR AWS, £E AWS #HITHHRIER , AWS REREZESREAKS SR
I ( EiEBASEMERA AWS IAM Identity Center ) FEF R B REEH#TRIE, EXMBERLT , &
M EEH & 5124 E = Microsoft Active Directory B Z £ & FZI &,

FE—IRFFi& AWS Ik B, AN AWS Ik BAFP TR, BNREAKFEBAFAENAF (AR
RNEZBRAFNES ) IREHRNR, FFi& AWS KF FIAZEIAKFEAFZHA MFA |, H6H AWS
RIEXRERARPBRAF  X—RFEEEE,

WMREIE AWS IAM Identity Center FRIZAF , FERZBFHINERTIRELL. X TEEESMD
B LAE A Amazon Cognito user pools R IZRFHHEFIEE , & FEA Amazon Cognito user
pools X HMWEFMHRHEEZ—.

MREAEH AWS Identity and Access Management (1AM ) AP, NG ER IAM RPFEFIE,

XA AMBRTE , ITEREFREHIEERE,
KiES TR

BT R—RNEEREN, NMREEHLFRBERER NIST 800-63 FnfE , MK B KERRERH
TiRIE
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
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RENANLZE2RE , FQBERAFPREERZUEN—IXMEEB (OTP ) , INEHIRFNEZRIEM
LB F RS,

- BHATRNMEBKE  SREEBRENETERE.

- BHEPITHBERY  EEBEENFE,

- AFAFEXRECSHHD,

« HIEMNASHMAR/ERIEL, BEIOENASH , BTN NAFRE- A -NZ2XIE,
ARPAREITSMNHFIED,

IAM Identity Center 1Y :

* |AM Identity Center ZEfEABRIAE FITRM T HE XN EDERRE , ZRBBEETBHBKE, SXMEM
ERER,

- HEMFENEINAEF, AWS Managed Microsoft AD 5 AD Connector &} , EF MFA #7 MFA &
EERINAHRATFERE,
- RTAFEMBEEH MFA R,

Amazon Cognito user pools B FE1IX :

- BEZBKERE.
® R‘fﬁEFHF' , ESE{EFH MFAo
- £/ Amazon Cognito user pools SR L2 R ERIN BENFHRHIE ( T TEESF ) EIhsk,

IAM A PRI :

- BIF=MEMA IAM Identity Center S E#EEKES, A , ZAEEE IAM AP, BXFERT , 7 1AM
BAPRERBERE, BUlFERAFEERRENENRNKE, ZRRAEEIFIFHAZENE
o B2 IAM RBEREFH T MFA 2% |, LATAFEEREECHNZEN MFA 8%,

B IR
X RERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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BHJLE,

FARER :

« FRARBER IAM users WKHIFRESR , MAREAREFHRIEMN CLI FREIEETFEIE,
« FRAREMINHABPRAKBERER , FF2RBLEIRE Git FHEE

c FRAREBINABRFFRAKBEENEZR , REENABEEFREXERH,

- AFEEMAFAERBIREZES A TEFLTARMFEEKBHRES.

o HABMERIEEEAER | XIHL2R 5 B ER KGR #H,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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KRS

XNFFE AWS API fl CLI BRERAIKNZLEIE , MARKHEIE. E/LFHRERBRT , 3 AWS RS
#9 APl 1 CLI iEREPLIER AWS TH R ZAHHTER, XLER A LA G e IR K HE U 1T
LH. RBEEMFEA IAM AP AWS IkF RAFK , FNZEAKBREIE (R AKBHRZES )
HIEREE AWS BEBIEMAERA IAM A€, REFERIGTEIL, BIEEEREXEIETRR
AWS Management Console , RGith &4 K IR BT EIUEHEAA AWS S, EERAIKBEIENER
BL |, B EA IR EIEERLFAREES.

REFEFAKYPEILE , ZRKNEIE , FEENZEDRE IAM AFER | ZREESHRIEM
IAM BEEXARTHR. 2R IAMIEEEARASRKBRARNMNEZS G, ERNAEBUTEER
TA, BUR R 6E A R 2 A AT R KU o

Kie L IR
HNTFRI, BEBRA. FRAR. BREANEFSAREND :

s BRZEAETFXEHREHENRS , HERAXAFBRESFERARSSHRIISSHIEHERTNS
*, AEAIRREIERE AWS, TRUBENEZEREEEN AWS IKF |, SfEHA AWS IAM Identity
Center ( AWS IAM Identity Center B j5 4% ) MIEIREBN S HESEE , XAPHRTHRE S HRIL,
SR IAM AFMEL , BRESHRIER TEHREAKBEIENERZHN , REBFZHE, BN
PHA UMNEEZRK ARG STREIEA IAM Identity Center RiFRIKBIREHEIE, X E KBS BB
RiEBLEEFER IAM AP AR KBEENER.

s BFHRHERS (SaaS ) #MEEE =711 AWS K/ P ERBENNERE |, B UERBEKS. A
EBNETRRHERE,

- MREEEHMHEREREFTS BIFHRIEH AWS B , EER Amazon Cognito & 45t 5k
Amazon Cognito user pools I#IGEHEIE, BN IAM BEEEFIENR. N TFHERAFRELS
BRIENER , ZEATUEL —NMABEERNEN LM IAM AR,

MNTHEREEHD , ERUEEEFAKPEIET,. EXEERAT , BRZERITEMFFEAES IAM A
& 1Y IS B A UE SR 15 /] AWS,

« ¥F Amazon Elastic Compute Cloud ( Amazon EC2 ) , A LAEAER T Amazon EC2 KA,

« AWS Lambda EZEEBELE Lambda 11THAE® |, MRS R A IGeHEIER T AWS 24, AWS
REEFFZSEMECWETR | TLIER IAM AR F I EiE,

o XF IoT &% , LA LAMEA AWS loT Core EiF 2R F R iE R IGBHELE,
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html

ZeMIE AWS Well-Architected Framework

s WFEEFR AWS BREHAMRSERTE AWS 2HAESTHRS |, BRI LAEA IAM Roles
Anywhere,

RUBERTTERFIRNEL , KNEURFEFAKHEIE, EXEERT , IREHFITNERE
i, AEHRRIG R ZAUMREECEHAKREENER. EWMEM WordPress B RE =7 AWS
EFmERER , BUEEERAIKBEIL., EXAFERAKPEIENERT , REXN FHIE AWS 15HE
ZRANEL (WBEEESR) , BUUAFEA—HZNATAERAEENRS , LW AWS Secrets
Manager, 8B Secrets Manager , BRI AEAXEHNERESEANEE, BRNZLhEFEMNERA. &
REMEKHEMINESZER , BESRAERILRESA,
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MR RERE :
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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TEMRFZEEBAFIOREE. BENE=ZARFIEARES D, XREAWZEHREIE (0 AP A
Iﬂ #H, BN OAuth TR ) STHHY, ﬁﬁﬁ%ﬂm&%ﬂﬁﬁﬁﬁl%ﬁﬁ% EENMERXEFTIUERTRE
X LU FE Y AT RE 1

HEER  XRZL2EENARFEENNS , UKTUTEF
- BEIFEARFTEBLES.

RRAEHFIEIRERHAEL , NUBDAENKATIENRE.
- B R FHEF HRRFRO KB EIL.
« WX THEAEPFENBRHANE R,
- Tl URIEFRBEREERABPBRAEATEZSR,
- BREFERESPMEN TN,

NRES :

. FRIEIL,

s FEHPEEFEFHEERRBHEESXHFH,
s ERMBIRADTESEFEMHEZIE,

BT S AESRER A ITAL

- WEHNEIDHTHANEREPME,

« B API REBANFIUERFE ( °PF API EREZIERHEX ) .

o BHITAERMNEIERNFR ( BFEENE ).

« XERSE  ZUERBA—NEHNAHNT , ZAGTSEANERT 2 RBEI K,
- RAEGEREDXLERGAH , HEDOUEH#THRIER.

o AR bR FIXS AR 17 8],

ERBUXMREXRERNBEATRENXRSES : §

SEC02-BP03 %4 ith 17 #F F % 4A 29



ZEMITE AWS Well-Architected Framework

KHEE S

BE, BTNEERE. =5 API, THENEGZARTESHORIENTIETEESRAZRABIIFEX
i, AWS RE T LRFIRZ £ FEIXERIE , BatRRel] , AFIHelNERRBR.

BITHAEENZELEREMRMEXIES , NEWEHIER, BRANLKRER, FRL2NEURETLE
&, EEFNENEILE. REFUETRABREEREITITEARAEN , TUZ2HMIER.

NFMAREFESITTEARALENEIL , AR RERTIERRKBIIUE, flW, Mk
X AWS WE R BARTERD , THERER IAM B |, FREAFTIEBRN IR I,

T EM R R B R E L KR, XERATTUEME AWS Secrets Manager ERRSEH , AR
LR, EEMNEHRHRZA,

N THEAZWRRBAEE XA ETEIT , TUKNEFZERANEILE, TREETAEBELZIERTN
REE

Credential type Description Suggested strategy

IAM access keys AWS IAM access and secret Replace: Use IAM &€
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third

parties that require access to
resources in your AWS Ik 7=,
ask if they support AWS
K /7 175 19] . For mobile apps,
consider using temporary
credentials through Amazon
Cognito @it ( BxE 514 ) .
For workloads running outside
of AWS, consider IAM Roles
Anywhere or AWS Systems
Manager 2 & BUE.

SSH keys Secure Shell private keys Replace: Use AWS
used to log into Linux EC2 Systems Manager or EC2
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html

ReMXE
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Credential type

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

OAuth tokens

API tokens and keys

Description

instances, manually or as part
of an automated process

Passwords — plain text string

Passwords — plain text string

Secret tokens — plain text
string

Secret tokens — plain text
string

Suggested strategy

Instance Connect to provide
programmatic and human
access to EC2 instances using
IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Secrets
Manager 5 Amazon RDS

&£ X or Amazon Aurora. In
addition, some RDS database
types can use |IAM roles
instead of passwords for some
use cases (for more detail, see

IAM B3R & R0 E).

Rotate: Store tokens in
AWS Secrets Manager and

configure automated rotation.

Rotate: Store in AWS Secrets
Manager and establish
automated rotation if possible.

—MELNREXARERAD, BEXHAIBINARFFRA IAM FEZER, YFE IAM HEZEH
5 AWS REBEEN , EFEAIGN (B8 ) 2281, TLUEE EC2 48 IAM &6, Lambda Jh#E
MHTAE., BaAFHREK Cognito IAM BEH loT &M loT Core R IRHIXLEHEILE. 55
EHFRITRERN , RFFHRNEZERS IAM A, SUREXEK - RRIAEHENR , M 26
B IAM AP ARSE =5 RIEZAF BRI RZH,

EEFZBRT , TEASEEEHSHERS IR RHITERIEMSLENZI. AWS Secrets
Manager EER £ ERIXLEZIE , UK APl T, BBMEMESIENTE,. ERAMEHR,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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AWS Secrets Manager It BN BIhEE , UBRBBELEINZEFHMLAE - B, RREPm
Z, 2ETIT. BHAHRZRENATT BEIEEHR, AWS SERFRUNEMZAEERSRRZAIEEL
ThEEFARIE Y AR T & B9 B R 5 R AT DA =2

1. A BEZ{LITE (1 Amazon CodeGuru ) IRBIEBEE R EIENRBKRE,

« £/ Amazon CodeGuru HBZNRBFMEE, FEZTK/G , £ CodeGuru FiFik
Type=Secrets AEHRBRBH KRBT,

2. iR 5! AT SAR BR K B4R Y FEAE
a. B3 T BEEMNTUEH PR ERIBR.

b. X FHRAZRAIEBH AWS REZA , FHBRNEXERFHEXN IAM A€, NRENHD
THEREE AWS 24, BFRE IAM FiEF 8RR AWS BIR , #EEIR IAM Roles Anywhere
AWS Systems Manager JE & BUE

A NTHMEEFARREBNE=S., KE%4 , BN Secrets Manager S EIRTEEHF , UEEE
TRRRE=FHH.

a. CodeGuru %I & T LAE A XM EIUETE Secrets Manager 1 B3 Bl %4,
b. £ Secrets Manager W AR REREINARFRBEF,
- JToHRS5 88 Lambda Thee ATLAE A S1E S oK Lambda ¥ &,

« XTF EC2 KHIFHEZR , AWS AJ/LRRITHWEEZEESRM T ROIZE~mAE , ATM Secrets
Manager % R %4,

4, THRERBEHEFAE , UBIIRBRSE RN R,
- ERMEREW git-secrets ZEW T EXRP LERRBEKERIFNEH.
5. 5% Secrets Manager &3 , UEIMBHNEA. TEHVZLHHHE R XEB ERZBHRLTER,

6. WA AKEMITIUERN 2, FEN, EANEREZIENNRXBFEATHENN IAM A6, HX
B — /MO BRERAFREHERAZABHNR,

R
MR ERESRE -

+ SEC02-BP02 {5 A llm B £k
« SEC02-BP05 EH & it MR Fir
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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MRH

« FFEE{EA AWS Secrets Manager

- BORMENRSSHRIE

« Amazon CodeGuru #H Secrets Detector

« AWS Secrets Manager #0{a] £/ AWS Key Management Service
« Secrets Manager H#Y 25 40 1N 25§l % 2%

+ Secrets Manager &% H

« Amazon RDS E# 5 AWS Secrets Manager £/

MR AL

s BXRAHEEE, REMPHFRANRESE
« £ A Amazon CodeGuru Secrets Detector 22 % 18 4w 5 B4
« {#H AWS Secrets Manager & E & TR N4

MR

« 7£ AWS Secrets Manager 77, REFNEEHBEIL
+ AWS Systems Manager JE & 8&

SEC02-BP04 #ikBiEF X BB RRMHEERF

NTFRAIHEMG (ATMEET) , FRBATEEETVEEESONSORERERF. X BT
ERMBESNNARFNREEERERANR , EAGENRE—VESE, 2. EE, BENFKE
A1 PR

HENGER . BE-IMEPASORMERF , TUEREFEFEEATRA,. FORIERE [HINER
ZEHHRIE (MFA) |, AERNREMBARFHREN (HFOBRERAFHNEAKA BEIEEDEH
AR ) . BHRATAFERITRENREEFABRS ORI (RKER ) FASBNNSELAE
F ., ZEAFPREZFLESNMRIE. ENSNRABRFEEENANER (HR) REEX , HItAE
THLAFEFHREHEFRED, fll , MRBABFTENAR , EALIAFHEXNRENARFNR
5 (BEAWS ) NIEEMR. EEESORABFFEATHFANFTZATER , FAEEEEXE
AEURAFRERFITH

ELRER :
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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« BRERABRSEHRIENERE R, ENRATAFESNNARFNREPCIZEMNAFKSNE
iE,

- BEARUATAFRSOEWABRNEL , SIIRENFHRERFE HR REER. HAFETT
BHALASTRAEN , BEAFHRERBBRIEHENESMLARFARSEFHICR,

BYWREKENTL . BEIEASEPRAENREESF  SAUE-MEEERATHFSHMNE
B, AP NMBELASENAREFNTENR , EUUSRAFERES. BEE5ENADRIR
(HR) RE&EMN , SAFNACGRLEESRN , IEEHR2RAS IS HRUERF , HADEF M2
BENNARFANR. SAFERN , A0 ESORMEFTAIWER , NTIHUBEEIINEKRE X
RARFMRETHRER,

ARBUXMHEXTERNBERTRENXRSELR : 5§
Kt
RTAFAR AWS BiERE

RIAF (WMEALFHNATIMERETI ) JeeEEMFE A AWS Management Consoles, AWS Command
Line Interface ( AWS CLI ) 3RiA[E AWS , SUBTH TR, ZAUBINERX B R RHEFEKS
EAWS , EANEEHLARIAFET AWS HRIIN : BEEKRESEIEN AWS Ik, REXEE AWS
ALARNZNIKS,

- ENATIAFPEENAWS WP EEERES , IUEASEF X SR RERFRESEZK/PH
AWS Identity and Access Management . |IAM B9 R5E M R FEE A2 3MA SAML 2.0 = Open ID
Connect (OIDC ) BHRRERERF (4XNENAWS KF ) , HERAKSAFPBMEHTIHRES, &
MR TAPRMERAMSENNES  BSREEETE (BB MFA S4B ) kEZEHEHEERF. 56
REERFOEXN KRR L SAML i S |, Z# SRR E AWS Management Console &% URL , 2L
ARTFAF BYRA IAM £ % 5552 AWS Management Console, F & a] BAIRERIG RS AWS
API EiELLATF AWS CLI 2 AWS SDK - M\ AWS STS |, FER A B HIRHEREFH SAML SR
AIAM A,

- EFRTIAFE AWS AAHHSNKFBREER , ATBERA AWS IAM Identity Center SREH EE
RITAPX AWS Ik M AR FF RN, & RE58E A Identity Center HEE &R, 1AM
Identity Center I —MNRINFBRER , BALIAECREERAFNAE, HE , BHEAILUEEABS
R , FERMER SAML 2.0 EENA RS HIRMEER H6EH SCIM BEZE AFRME | =% EES
I&H) Microsoft AD B 5 ( £ AWS Directory Service ) » BB HDRE , B LLEE A THER
RAPFMADE AWS IKFIHRIINR : £ REPENZENRKE, ZNRTAFTLEREHNH
REMIRHBFHTIHRIE , UABF AWS HRIT/ HEQBEFZE AWS KPR 5 B4 MBI
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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=NARRF. EWAFALEE AWS CLI v2 BAEA Identity Center #1T & 11E , HIREATi=
1T AWS CLI ts S HEIE, Identity Center 3 o i & QUEF I B AWS MARERF |, #l20 Amazon
SageMaker Studio 1 AWS loT Sitewise Monitor |1

ERLAESRE , ENATAFE AWS LEETHEARN , FTIEFEMEA IAM users AR #HTE
RfERE. Mk , ENAFANERE AWS ABHTEE , FHAFTUMEN RRESH1HR AWS &
Ro REFBFERALNERXFHREERELNE, ERIZIRBIHMER AWS KPR FBZEEHN IAM
A, IAM usersMI<HRAFEIE ( BBMBREH ) . B ERREANETIE (FEA IAM TR
&) . MIBRAERIAY IAM users M MIBR IAM A, ERILUR RSSIZFIER (SCP ) RATENALR , &
BB T BA LI IAM users M4 |, HEFIEIERE & B 15 F AWS,

MREFRFERE

B LUETHF Amazon Cognito AEERHNEFR X SR IRERER , REBNARER (HINBaINARER )
FAFPH &%, Amazon Cognito H&EH Web MBI NARFEASHRIE, RINFMAFEE, Amazon
Cognito IRILAIT BEKBETAFN S0 FH , XFEXNENLL SHERERIE , HREASRRE
ThEERH BRI B AP LS, BN B E X Web #35MAEF S Amazon Cognito £/ , B
BE/LDEHARNENRARRFRNNAF S GRIERERES, Amazon Cognito 5L SAML F Open ID
Connect ( OIDC ) EF MK F BRI HENEMBEE , IHFEFR/EAMZEN , HETRNGFIHTXRRE
o

K IR
RAITRAFIER AWS BB 3R

« BEUTHEZ— , FASFASHRUEFFENR THAFBRS S BRIER AWS :

- BXEZNEMRRERFEKS , £/ IAM Identity Center SR L iF 8 S B FZ BB AWS HEAFN S
AN AWS K,

- A IAM HENERREEFERZREEIESN AWS IKF , NTZIMBANESTHE .
o BB HBEBRFELS B HEUCH IAM usersHI B4,

ERTENNARFAFNSR

- J¥ Amazon Cognito FAER AR FHEHR X S REREF.

- M OpenlD Connect M OAuth & B E X N ARF 5 Amazon Cognito . B LAER
Amplify EF X BEXNARR , XEFREMETESR AWS RS ( flnA T HHBRIERN Amazon
Cognito ) SER YR £ 3O,

SEC02-BP04 BEHR X H HiRHEF 35


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/cognito/
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IR

tBxB Well-Architected S{ESLER :

« SEC02-BP06 RIF A~ AME M
+ SEC03-BP02 #FRK 15 FIXR
« SECO03-BP06 & T 4 v /B HI & 12 1/ R X R

MR

« AWS ) B HEBREKUE

o IAM R EHRESEK

« AWS Identity and Access Management S{E3<k
+ |AM Identity Center ZEE A |

o WMATEE S &R A BIFE IAM Identity Center RIERAE LB RIE
« AWS CLI v2 : IAM Identity Center EiFiRIEREFF

RS

« AWS re:Inforce 2022 - AWS |dentity and Access Management ( IAM ) R AR

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2018: Mastering Identity at Every Layer of the Cake

HRTA -

* Workshop: Using AWS IAM ldentity Center to achieve strong identity management

* Workshop: Serverless identity

fHxIT E .

« AWS Z2ENEENRE  SHMILREE

* saml2aws
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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SEC02-BP05 & i & it M X ik

EHEITMEHREIE , URFIFETATHRRFENEE, EAKBKLESFETSAKR , TEIER
RMREEXLERE,

HEER  XHEIIERKR , UHEPRERKHFTIEAXKE, ERFITHUETFERLERRRBENE
Mo

FARER :

« FEITEUENEAER,

- THREBERKHZIL.

- ERAKHEIUE , TEHER,

EABUXMREIENERTRENKRER : 7F
KHEE S

YBTERBIS T EIEHEERBEIUN , BFITEILE , URIEXET EXNEHERE (SNZESH
BiE (MFA) ) , AEEHRHREIU |, FEITEEEYNIHRIERS,

(REFBEIBEZCIE ) EHRIE , UBRXEEBNZEGER. XTARSH , ENERAFEHE
BTN EBHFER BRI ZLA , UAXFEEIE. M AWS Identity and Access Management ( IAM )
ArgRgEdRSon , BAEREIFRERFIHENAF,

BATCEWNEESHREEPIEHALE MFA, ZBAIBLEE AWS Config #LII XA AWS Security
Hub Z£ERKEIZEAFRERBAT MFA, ZEREMA IAM Roles Anywhere 7 #1885 & 1712 fit I B 4%
. EXLZEFER IAM AEMIEHNEIENERT , EELXEFITMELHR T EHH.

KHES TR

- EHFEIEIL  NENSHRUEN IAM AEENSOHTHFIT , XEBTRIERELI TN
BT EHEEN TR, EXSHTESEERRT IAM AF. AWS IAM Identity Center F
F=. Active Directory AR S AE LFES T REEFHVA,, flm, MREFAHLHOAR , HBERT
BHEENEKFAG, $IERE , LEBHFIT IAM SERIFRBSHNE, SEBTEREEE
1BREIRIE | LAMIBRIEMAIARE A RIRBR, F A EIERESHF AWS Identity and Access Management
Access Analyzer k& it IAM ZIEFIXR. & AT LAEA Amazon CloudWatch 73 AWS S35 E A #Y
1€ APl B RIRBEIR. Amazon GuardDuty & T ARERIBSIZENNES) , HIUXFIZEE | nXkeH
X IAM FIEREEE TRA , SR T ENGRER.

SEC02-BPO05 T HA & it M HRFIE 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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o EHRHREI BT EER R EIER |, HERRHEKE IAM TR (RZB IO KX—K ).
RELSTHABENBERTEERMET HRIZRE |, XFHREEIEATIHRERE, BXEEHR IAM
APNFEZANER , SRR E 24,

- TRZIAMRR : B TRSEN AWS K/ N2t | BERTFHLMLEEN IAM K, BIEXER
REBERERENRE,

- ZEAZCIENEH IAM %R : IAM Identity Center 2 BT Z IAM %, LLINAGFKIKE
B, 3% , AWS CloudFormation AJ A F BzZIEE IAM BR ( BIEAGNER ) , AL AREIR
BIALS | BRI AT SATE UE A% AR R0 4258 81 AR AR

- JWFHEEEMD , A IAM Roles Anywhere &% IAM A : 1AM Roles Anywhere fFEREEB EE S
tEEFERAGKHNOE ( flnAtiRSES ) £AAE, IAM Roles Anywhere £ AI{EH X.509 iE$
[ AWS 31T BRI HZWIGREIE. £/ IAM Roles Anywhere L ER X LEEI | BAKH
FETBEEERRER, BEE , £FEREE X509 iEH , HEZEHEFEHARHRE,

&R
MR RERE :

« SEC02-BP02 & A I B AL
« SEC02-BP03 &4 #th 174 1 {F F 4R

MFRIH

- FiBEH AWS Secrets Manager

o IAM SR{EEE

- SORHEENRSSHBUE

« B2 RERRAR R A E 2
] F e A

« FREXRAWS IKF BV EIEIRS

MM

« BXANEEE, RENRRBANRESE
« £ AWS IAM Identity Center A EE IR F R
- EBNEHEESH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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MR =B

« Well-Architected SRR = - B3t IAM B EE
« Well-Architected SR8 = - HFIZE IAM AN AR

SECO02-BP06 F|FH A FAME 4

EELEENAFHRETHEMN , FEEHENMALAXLERAF , UEEESIINEEE, FEFENL
ZL2ERNAFETHENSHREEFEXNAS , ARIHFBRATHRESNAFEY (4
MEIRLE ) ERLTRECEH. FAXLEANBEYE (MARENAR ) REHHRNR, X, &
RALEBEER NRE-XIMEXAFPFNARRFHRBEUERETERFR , MTREZFTEEHAF
B9 15 B AN PR B ST 2N BRI RBE . SR AT LA AWS IAM Identity Center ( IAM Identity Center ) SREE
AFAFMEM. |IAM Identity Center XBFHRERNEY , TeREVNEZAFPNFIHANEEERER
BILSEIZEHTMENENY , flEEEHEERS ( SCIM , Cross-Domain Identity Management ) #i
SERE MK ARLE M,

REAERZLERNAFETHENSOREBFELNAS , HEMHSILIBRA T 5 R 26 A
FEXE (FIMEBIRLE ) ERTIRECEN. FAXLANEE (MAREMNHS ) KEFHRE, X
EETUES - AMEXAFNEARR FHHIBEERETERTR , IAREAFNERFTEENNE
MENRIRE,

REBIUZXHBESENBATRENRRESR . &

XEiE S

- MREIEMEHA AWS IAM Identity Center ( IAM Identity Center ) Bt &4 : IAM Identity Center {E&&E
BREAFA , H A EAENRBRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://www.wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
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https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html?ref=wellarchitected#grant-least-privilege
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
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https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/id_roles_manage_delete.html?ref=wellarchitected#roles-delete_prerequisites
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html?ref=wellarchitected
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/?ref=wellarchitected
https://aws.amazon.com/premiumsupport/knowledge-center/quicksight-iam-identity-center/
https://www.youtube.com/watch?v=8vsD_aTtuTo
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https://wellarchitectedlabs.com/Security/300__Permission_Boundaries_Delegating_Role_Creation/README.html
https://wellarchitectedlabs.com/Security/300__Tag_Based_Access_Control_for_EC2/README.html?ref=wellarchitected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_pre_provision_access.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html

ZEMITE AWS Well-Architected Framework

RRURKFEFERHR IAM A€ , EREFTEZSTEN AWS IKFHRAABKF AR, XE&
IAM BERTEEN  AREREEXRK  AIGSENIIKSTH IAM A6,

RRPRIRAUERNTEEZ—

« BULEZRGEKFPANES2RAERRATESE—A IAM users , FEAHEXNBEZRBI MFA
T, X% IAM usersERRAA IAM A& , AEEFEZSHMEN , AFEKFIER AWS KF. &
MNBEUR ML SIZNEAF , HEEMNAFPBREA—NESRRERR, EESBERT , B2
RREERAFPEAEZEN MFA SEBERESFREKS, , RIZIKFPHNE2HE 1AM £
& RERIITEARKSHNESE IAM A | BHMITESFRRE, XA ENERR
BN IAM userBf P EA — N ESWREER , BALUENEE CloudTrail E4XTHRBMNAFER
Fo AR , BYMAER Z 1AM users R H KRB KFn ZBA MFA S5,

- WAILMERAZRAE AWS IKFIRAFS XEFESWHEKS , KABTERFRN IAM A6 , K
ATEREKFHFHERKF AR, BUABRAFRE—NEBBHNZN MFA T, BINEBUER
B MFA CHEFHELXLPNLLETREEF  ZREETHTARASHRIENZEN. BNERBE
MMFASHREBEREZENTS SKFNE T4 IR BE NSRS EER WIS FER4o K5
=, BKFABESBEENRNEZLEEALENRZHESE, XS ENERRREEE -
HIRAFEILE, MR, BTXRAZAF , Z/NEEAFELURAF S HEFRK. BXMFITAUAR
EERAEEN  LBERBNEERAEE TIRAFES,

HEREN 2 AWS EN S RHEFEECEUHETH

EATENATAPKREE AWS K/ |, BALAERAND S B IRHZEFEE IAM Identity Center , T
B IAM B RHIEF ( SEC02-BP04 ) ., BE , BFEEEIS A HREREFIRMEMN SAML THE
XML X1 |, REBXLRS . STHIE XML XHBE—/ X509 iE$H , ZIEBNNTFERRMEERFA
SkEZBH SAML ¥ S WFA4A,

B R W RS HIR S WM ER AWS X ERE, £5 —BEET , SAE AWS 1 X.509 iEHH]
R , MHEAIMEBRFTHIE XML HARS AR AWS, XFMERAAIRESN R TAFTE
BREE AWS , NI HILEZE R

ERXMEIERT , BALEEHN S HEERREMXN AWS BIFRNRUEERERE, Filn, HHE
BEREARSPRAREZTZERTF AWS K7 |, Y1 E] Identity Center EERKFHHNAE |, HEL
MNEBRHEEFS AZHH SAML TEHIE XML XHEREMAR SO REBFEE , NTIEHS AR
B, BEKREE  CHNATA/NSKEEAEERERERSIETHERERKS,.

FA R BAEHNHEES 1 PERN S ERVIBESTERE, ZAlOLNSHEEARTFRE
HRIXPR , EE REETAE Identity Center EXE RS, , HER XK/ XY Identity Center 1T 4E,

SEC03-BP03 &Z 1 Z 25 FRE 49


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI
https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/get-more-out-of-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://www.youtube.com/watch?v=mEO05mmbSms
https://www.youtube.com/watch?v=Zxrs6YXMidk
https://www.youtube.com/watch?v=YMj33ToS8cI

ZEMITE AWS Well-Architected Framework

SEC03-BP06 E F 4 dp A S IE 17 [a] LR

RARZEHEESREANNARFEGRARUARENETRESHRUEEER. flW , EAFETA
LHABRETCRIERA BT R R,

HEFERATRNKFERTEARN , SENEEEXEKF ZRAHERR. RINBWEFER AWS
Resource Access Manager (AWS RAM) REZHR, FRALEKRS , BRI lER, T2 EERN AWS
Organizations AL EZBI TR HEE AWS BEiR. A AWS RAM , BKFBHABES2HEZRENA
AHFALTI , 2EHRTFRBENREZERRNHENR, XEGHTEBRERIASENERKFARE
TR

REBEMUHZERKRFENXRER : K
Kt S

RPEEEREY X MANAR, THEIREZENETNARRKEASHREGEHRE , UBE
REERAFERHRNR,

TR

FRIH

- ETEMMNIAEEZES (ABAC)
- BFENMEX

* |IAM Access Analyzer

o BIERT A EAYFTUE
< REEHYfEA

« B&% 60 ZHAVRIRINEA IAM RIS F
- BRSS9 E. KRIENE, FHEM CICD

SECO03-BP07 & #r22 tL R ESIK 7~ i (7]

NFARRHEELAHRTGRMNEKS HREINEESR  NFEKE, RO LR BENMEKSHR , £
7 B X BEARIR 43 E R o

SEC03-BP06 & F 4 A Hi B B i [ A R 55


http://aws.amazon.com/ram/
http://aws.amazon.com/ram/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
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https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://d1.awsstatic.com/whitepapers/whitepaper-use-amazon-elasticsearch-to-log-and-monitor-almost-everything.pdf
https://aws.amazon.com/security/partner-solutions/#Logging_and_Monitoring
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://aws.amazon.com/solutions/centralized-logging/https://aws.amazon.com/solutions/centralized-logging/
https://aws.amazon.com/security/partner-solutions/#Logging_and_Monitoring
https://aws.amazon.com/answers/logging/centralized-logging/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/cloudwatch/
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https://aws.amazon.com/eventbridge
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://youtu.be/kErRv4YB_T4
https://youtu.be/nyh4imv8zuk
https://youtu.be/vhYsm5gq9jE
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://github.com/awslabs/aws-config-rdk
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://hands-on-guardduty.awssecworkshops.com/
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https://aws.amazon.com/answers/logging/centralized-logging/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://youtu.be/kErRv4YB_T4
https://youtu.be/nyh4imv8zuk
https://youtu.be/vhYsm5gq9jE
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Detective_Controls/README.html
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wat.concept.playbook.en.html
http://aws.amazon.com/guardduty
http://aws.amazon.com/guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_trojan.html
https://aws.amazon.com/documentation/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://youtu.be/kErRv4YB_T4
https://youtu.be/nyh4imv8zuk
https://youtu.be/vhYsm5gq9jE
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https://aws.amazon.com/about-aws/global-infrastructure/localzones/
https://aws.amazon.com/outposts/
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/IntroductionUseCases.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
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https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/network-firewall/
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://youtu.be/OWRWDXszR-4
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudformation/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_EC2_Web_Application/README.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://https://aws.amazon.com/blogs/mt/centralized-multi-account-and-multi-region-patching-with-aws-systems-manager-automation/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/systems-manager/
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https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://youtu.be/OWRWDXszR-4
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Web_Application_Firewall/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_EC2_Web_Application/README.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
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https://docs.aws.amazon.com/eventbridge/latest/userguide/event-types.html
https://aws.amazon.com/blogs/machine-learning/detecting-and-redacting-pii-using-amazon-comprehend/
https://docs.aws.amazon.com/comprehend/latest/dg/how-pii.html
https://aws.amazon.com/blogs/industries/common-techniques-to-detect-phi-and-pii-data-using-aws-services/
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https://docs.aws.amazon.com/macie/latest/user/discovery-asdd-account-manage.html
https://aws.amazon.com/blogs/aws/automated-data-discovery-for-amazon-macie/
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https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/big-data/featured-partner-solutions-data-governance-compliance/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/using-aws-cloud-to-support-data-classification.html#aws-services-and-features
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https://docs.aws.amazon.com/comprehend/latest/dg/how-pii.html
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https://aws.amazon.com/blogs/machine-learning/detecting-and-redacting-pii-using-amazon-comprehend/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://www.youtube.com/watch?v=onqA7MJssoU
https://www.youtube.com/watch?v=SmMSt0n6a4k
https://www.youtube.com/watch?v=JmQ_Hybh2KI
https://docs.aws.amazon.com/

ZEMITE AWS Well-Architected Framework
« AWS 344
- E AWS MM EIR : AE AWS R HAS B0 /IR,

* https://aws.amazon.com/compliance/

IR

FARHY

AWS 3244
BRESEAED

Fr#a 5 Amazon Macie
o BRD K

MR U -

« ¥t Amazon Macie &

SEC07-BP03 B3hiR 5l M5k

BaiRBI M2 R BIE A ESEERNEER. EXAEENBH M ARATARERELM ,
ALBREARNBENRROXE, EREH Amazon MacieZE T EHTIHME , XETEFRANBEEIX
BRI, 2EFRI Amazon Macie FRIBREKITE. AWS FABLRBINMNA B MBEE (Pl , Personally
Identifiable Information ) AR~ 2 KN BEKIE , H N ERHEFERMBR , LB THBEERK
FEWIERIEBIER.

REVHRESTREENXRER . B

XiES

- £/ Amazon Simple Storage Service ( Amazon S3 ) &% : Amazon S3 ;&5 # 2 0] LLA R TR MR
ENRNEHMMBRSHIEZ—,
« Amazon S3 j5&

- ZE A Amazon Macie : Amazon Macie £ A#EF¥ 3k B3 K IM#F# £ Amazon S3 FEVEIE |
HYE#TDE,

« Amazon Macie

SEC07-BP03 BahiRBI M5 3% 96


https://docs.aws.amazon.com/
https://aws.amazon.com/compliance/?ref=wellarchitected
https://docs.aws.amazon.com/
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https://docs.aws.amazon.com/macie/latest/user/getting-started.html
https://aws.amazon.com/compliance/
https://youtu.be/I-ewoQekdXE
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/get