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£ AWS LHFEERMFERT 56 ML
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mE

KEAEBNET 5G ML IhBEECI/CD) for 5G networks, and how Amazon Web Services (AWS) tools
and services can be used to fully automate the deployment and upgrades of 5G network functions.
The whitepaper provides detailed description of the different stages of ClI/CDRYIFEE £ R FIFLE AT
BIEMBRE, EMRERRE. ZREMZUNENBNNEZIENRTEEN.,. eeRETEXERATN
W, INEENMEENTFRNE=ZFTEERNFAEFEE.

A RPEBBEERSRHERE (CSPs) MM BRAFNE (ISVs).
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ikl

Sk BERERFRET SRFHENT L. SRENNGERN AR A BEREREEE M 3

FTEHEEARXBESMLSBRHBE (BE ) RESWRESE, BRKNTSAPERHEZENET RSB L&
By, ZSENERELR2G, 3GH4GHE I M E R M KL Z B IFZ point-to-pointiZ O & LAY -

IEZN AWS By 5G M 458 B K BHATTAR B |, B 3GPP fRAE{LEY 5G BRI MBI EIFHELML
MBR IV RERY, EEAMY , 56 MESIAHZIEMRS . TRSMET RS HRMAH
B3,

X TSGR BWRE TR MEIRE T MEN BB SR RS T/ , XERSBETE X ABHED
MEERE , #8. APIs REENR , FMWNENEH I IR FH. 56 HIXMEMHKE CSPs FER
ZEMEMHE M EIIREERN , BB AU REFNIK, REERMINE , NTIERNESHREH
MEEME,

CSP # BN ERMTBERBE REM KN R BN MBS (fIINE T AIREIN
BB Docker 1% ) SFTHIELE ST ( B30 Kubernetes i R # Helm B3k ) B FF 1R
o (Helm EREH#IR—AMRKE Kubernetes RN HESR ) o

£ FAE Cl/ICD #AT5CM TN REM BRI EUEMRBZ XL |, BRX AN KRR - ERBETIL
T 5 B9 DR 5o

AAWS WS ZEF AT ATHMARFHHF CI/ICD TE |, URBZ TR UREFXMNEHKGEEE , @
RRBERENRESNZEME, XETEIE—HAHRGF XFEZE (DevOps) kS AWS CodeStar , 4l
#CodeCommit, CodePipeline, CodeBuild, FCodeDeploy,

AWS EFEHRAWS = XEH (AWS CDK ) . AWSHIEFAPINE=FTE ( fliTerraform) , B
f£ 7 EmiRFEENKAS (1aC ) KBS, CloudFormationfEIXETE | AWS AT LU MK Thae sy BB
B AWS ENBRRBEMEER , H7E CI/CD BEEFLF XA laC BRBIURINFER .

RARBHERTRIA AWS laC By FHAREAR A TEHEMER 5G ML IhAERY CI/ICD TR, i, &
ARBENETERATNE, TRERENRIENE=7 TENERK.

AWS CI/CD tools are not restricted to 5G network functions. They are also employed for automating
the deployment of 4G networks, which enables CSPs to rapidly and efficiently deploy and update 4G
network functions. Most 4G network functions are Virtual Network Function (VNF) based. AWS CI/CD
BN T B 5 AWS CloudFormation A1 i T B a1 &BF 4G VNFs , W\ 4G MEERFH KMIEF
B E 3=,



https://d1.awsstatic.com/whitepapers/5g-network-evolution-with-aws.pdf
https://kubernetes.io/
https://hub.docker.com/
https://helm.sh/docs/topics/charts/
https://kubernetes.io/
https://kubernetes.io/
https://aws.amazon.com/codestar/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cdk/
https://www.terraform.io/
https://aws.amazon.com/cloudformation/
https://www.terraform.io/
https://aws.amazon.com/cloudformation/

£ AWS £ 5G MERAIFEERFIFER N AWS B KR H

FEEMAMIFERAY

FEEMK (Cl) RB—MRHRE , FRARERRERBD XD P RIFME |, FIAIAWS
CodeCommitEGitHub, BRHEERBELME BFIWE , RAERNANET. CTWEEEHRRER
MR R R EE | RENABRE , HF4RERUEN RS R4 EH T EREE,

XN MERE

BFE&EXMY (CD) R—1MRMARE , EhITHHBINHNE, EEHRENETHE, FEXNAUTS
B3t , LA LR B ZBHEN R, XN ATUBRREZITNMELELE (HMRmERLE ) #
EEM, EBXUEFEXMNE , FRARSSHEE I EEBIRE LA HRENTEREWETHF,

ERFERE  TETRARARBIERTRHET R B BB LR NAKUBNRGRHIE
MBI, XARE>RENFHNERRERFENETF RIRER.

ERFEHE  BRXABI AN ANEBRERRL AR AIEFHRRD, FEXNATBRKERT
ERXNSNEIAVANBET AN AREALETHE K MEEBREBNERRPEERFRAE,

B R e BN

IEfN AWS B 5G M4 E# A R B HATIHFRIVERE | laC BRRINARF RHEIMRE EREM L0 EH
EEENCNRBEIN . network/IT EE R M KA R E AT AEREE XKL EMEY , A

DB FHRITHES R, 1aC FXEREXHFRNRHERD, XEXHATRTER—BHHF : BIHRIER
ERRENITE., 7. NENNARFRS. laC BEAUERTEEREZ , MRS 72t iRk
EBNEEMREM,

FMEIhEEE L (NFV) SEEMS AWS |, X4 1aC EEMN RN AE®H R T NME. NEIBELF
Bx= (VPC) BINEIheESE , SN T RBUURE. EFARRKBHRITER , AERKNES THITH
#. AWS CodeCommit

XFA T METNEER 1aC ER XM T ES BAUSEMNEMIZEN M ENELNZMNIE , XY B E
&) 5 BB MRS £ AREEN end-to-end (W EIW) Bai{t. AWS 2t 7T —1MNEEMNITEE
BTRR. ERMFNFAEN AR, P NMSEMEN , FAEW, | for Kubernetes 2K
BR%% CloudFormation AWS CDK , AWS CDK AR FrBE RS HI APl A FF, AWS

BREX 3


https://aws.amazon.com/codecommit/
https://aws.amazon.com/codecommit/
https://github.com/
https://d1.awsstatic.com/whitepapers/5g-network-evolution-with-aws.pdf
https://aws.amazon.com/codecommit/
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CI/CD 27 /8 AWS

Cl/ICD AT A i —MNEE , EP—miEXHMAE , £—RIIMER (FRRB, HE, Wik, gFENE
=) BTN REENEFRERBER

AWS CodePipeline X X i
Source Build Test Staging Production

CICD E&#hit

P

Cl/ICD RENEIHRBREMCARINIETHN - EBET. BINRBRI—BI, ATHEFER
BHENFEH. BERBEEEPHHE , MBRABHNREEFHENBRLSES , RARBHNESH
HEEXERIE, FHRANENBEERBLTEZELEERT. WIAERFILBRIELHA , WREH4R
BN, MARHR —SNHENRAEREL,

AWS 5| AT —R2E ClI/ICD FRARTE , BUNMREBHF ZMEHmEH. AWS CodePipeline®RX &%
REEQE , BLBRBEXNRBREEINTRAIENEE, WiHAMBIH R, XHEATLURE, o
58 1t XA THRE RN SE#To

RIEEETUSEMRSER. XL AWS RS AR 0 5 E £ 76 RS (Amazon S3) 2K
RS, BRI AR E =AM , il GitHub, AWS CodePipeline T LA RERF A FizERH , 2
¥E

- ERA%RE. WENNMIAAES AWS CodeBuild

- RETASNVNABRFRFEXNTE IR

« WRNERSIBIERREMNEHREFMFN T4 ( SIMERFNBRERREG ) HTEERIRIE

« B2R{L function/virtual M ZhEE (CNF/VNF) BIZhAE, SERAMMEENE , SF/ELMEIFN
- AEMEMRHERE (DR) Wiz,

Cl/ICD EFFjg AWS 4


https://aws.amazon.com/codepipeline/
https://aws.amazon.com/s3/
https://aws.amazon.com/codebuild/
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AWS CodePipeline :

AUTHOR SOURCE BUILD TEST

AWS Cloud9 : AWS : AWS { AWS CodeBuild

AWS IDE Toolkits ~ : CodeCommit CodeBuild + Third Party

DEPLOY > MONITOR >

AWS Amazon CloudWatch
CodeDeploy : Prometheus/FluentD

AWS Cloud Development Kit P

AWS SAM

AWS CICD EEBAH

AWS AILEALT AWS FF 2R E T BiRi&E CI/CD B :

* AWS CodeCommit

* AWS CodeBuild

* AWS CodePipeline

* AWS CodeDeploy

* Amazon Elastic Container Registry

* AWS CodeStar

FERAAWS COKM AL BEEI 6|2 CI/CD &, CloudFormationfE NFV 418 |, ixfh AWS R4 Bz

LERIIEEMmPE (MANO) 228 CSP B ARS RHFERH,

% Cl/ICD IR BREUTHR :

« MEIZE — AWS CDK 3 CloudFormation /831 4 56 R4 Ry B 2 -

o MEHER (VPC, T, WEut 5 (NAT) Mk, BREAXRMEBRMMX )

o EMigHEEE — AWS CDK # CloudFormation B3I LA T &R R 0172 -

o ITEHRK (D% Elastic Kubernetes Service ( W 3% EK S ) 86|28, EKS IT4E

T 2% ) AWS Lambda

Cl/ICD EFFjg AWS


https://aws.amazon.com/codecommit/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/ecr/
https://aws.amazon.com/codestar/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/eks/
https://aws.amazon.com/lambda/
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o MR (D% S3 FMEME. W TEsE M XHRFM (Amazon EBS) B 55854 M4 XX
R4 (Amazon EFS)

« W ( CloudWatch, Amazon OpenSearch BR%5 (OpenSearch BRSS)

- T2k AWS Identity and Access Management(AWS IAM), I S #hs#EH it E =
(Amazon EC2) 44, VPC W&/ [AI2#51%E (NACLs)

- TMEINEE (CNF) FFE — EULH B , CNF £/ Kubectl Fl Helm &R TE#E S| EK S & L. Ik
MEERHNESRIEMENEARENAEFFITE (B0 Pro metheus = Flu entd ) » CNFs
CNFs BE AT BUBY Lambda BN### 1T8BE , B ATLAEEA. AWS CodeBuild

s BEEHNBE-XLESRRVERFRHIITH , ATHELE , XEFLIRSHALRM container/
configuration EEMN —I5. 5 CNF FFBRFIZELL , ATUAFEH AWS RS B #t TIFEEH A
£, iR FRBEAWS CodeCommitil B #hst A B EM K (Amazon ECR) E=F R RS , fila
Webhooks GitLab ,

1.Setup Network 2_Install Infrastructure

(VPC, Subnets, NACLSs) (EKS, Storage, Utilities) 3-Install Network Functions

6. Approval 4. Continuous Update of

7 Prod Env 5 TestEnv

(Optional) Network Functions

AWS CICD EERER

% CIICD EERFEARFERIRFWEMN AWS CodePipeline , ZBRS AIX K PR SRR 1T
BE, aILHBAzt,. BEEEERENMER , BAUMNRRBFEEFRRERD , FRABEE
FARANIAS , NGt , AEHEBBINLEFHREP, AERDELFEXLER RNABS 2
HE, LUNEREEEPRNEMESR , flUFahitE  UBPERIAGEIHENERS 2HEL
=,

Cl/ICD EFFjg AWS 6


https://aws.amazon.com/ebs
https://aws.amazon.com/efs/
https://aws.amazon.com/efs/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/iam/
https://aws.amazon.com/ec2
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://kubernetes.io/docs/reference/kubectl/overview/
https://www.fluentd.org/
https://prometheus.io/
https://www.fluentd.org/
https://docs.gitlab.com/ee/user/project/integrations/webhooks.html
https://aws.amazon.com/codecommit/
https://aws.amazon.com/ecr/
https://docs.gitlab.com/ee/user/project/integrations/webhooks.html
https://docs.gitlab.com/ee/user/project/integrations/webhooks.html
https://aws.amazon.com/codepipeline/
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5G MEBEFFE AWS

5G MEEMZ A RBBRAB 4G/5G TL B K. fronthaul/midhaul/backhaul network, a core
network site, and a telecom/ITEIEF LK. CSPs AILAER AWS FRFBIEAIT B, RIEH 5G
P& ERZEN , FBRER R AKAR. AWS A FTERE Operations Support Supp System/
Business ort &4t (OSS/BSS) FAEB % 12 Hl S 8% /0 W & TheE Y X ig R SR I E LN K12 E O
(NOC),

AWS AT BARIA. fEA—4 A WS Outposts SEHISRSZIM A /0 JF (CO) Ry MAEIEH L |, XLk
KOIEEREAF-FEIIEE , flt0 UPF ( AP FEINEE ) . RAN RRE T (CU) MBEABKITHE
(MEC), AWS E AWS #) 5G M E#H H R P EIF M ER TS E LW 56 MK T4

HEEZHE EREESCHER AWS , AAEBUATETHNEH AWS CI/CDI E 7] LU{E#HS5CGM 45 T B
HEEB, ARNEGEAHFEENTE B,

4G Radio
_________ " 0SS/BSS
{  Central )
RU 1 Office 1 RRU -~ CRM Charging Assurance
' ,i-:~ Backhaul RRU (( 1 ) Internet
5 AT N\ eNB \ & . .
RU Fronthaul 2| 3 4+ e = B Automation & Orchestration
> el =
° &l 3 sDC CLAMP Automation /o
S = . § 1 S
© g Fé 4 .- Subscriber Management Elements
$ F i RN ‘5\;/" 0 \l HsS UDR PCRF
L A2 . o
Lt u Midhaul v T2 b 2 by P 2 T Y
L RU e Midaul )=t =0 () Backhaul (-2)=2 [[[S-6W Pew | () [ Aus P
= P W W 5y NS R ): Nedd
i) Regional/MEC e Core Control Plane
e ) MME PGW-C sGw-C
px
= 5 AMF SMF 551
= T
RU Fronthaul & 1 3)
i/

AG/LTE Functions 5G Functions
RU

5G W £ i B im 22 19

5G MLEHH CI/CD

HE RN RITERERAFAMES URBEXFME., XES CSP B REFEUMRBMTERIT A
HEi g T ESNES. RBREERBEFE#EES , HRET —NEEXRDMEAX S B HERNER
( 513 AWS CDK #1 CloudFormation ) » AWS AJ AR BH M B E MR RN (1aC) , LMEREHE 3
M BRHHNE (1SV) BREE,

5G MEEFFE AWS 7


https://aws.amazon.com/outposts/
https://d1.awsstatic.com/whitepapers/5g-network-evolution-with-aws.pdf
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1. DOCKER
push J Pull from
Amazon ECR
Amazon ECR 5. Test Success: Amazon ECR
Incoming \ Push to Production / Production
Amazon ECR

Vendor-A / l'
2. GIT push repository
HELM charts

Production

K
</>

AWS CodeCommit AWS CodeBuild AWS CodeBuild AWS CodeBuild
3. TRIGGERS 4. Deploy to| 6. git push 7. Deploy to
CodePipeline test Production production

Cluster HELM chart Cluster using
Production HELM
chart
Test Cluster m
K Production
Cluster
Amazon EKS Amazon EKS

KRBEER
B Helm BRER=REME LR EBIA N ML IIEEB 3T CI/CD EER A A 2T,
AWS CodeCommit A] | T4 # B E X , Amazon ECR A TR B A&,

MABEEREEAT , & ISV AN ABEREESRBEEE (Heim BXR, BEXHREMEX
) Bt , 2R RKBEE, ABEEMN ECR RREMEGH £ Helm BXRBJBNAEF. MHONAE
FUR TGS =7 MX B LERER, RIFLER , CSPs AJUHLEEFEE,

CodePipeline EM B ERENXHFHERER. FEMBEHNERREEZER 2 CodeCommit Amazon S3
GitHub. = CloudFormation, B3 A Lambda BIESEI Webhook , ATLAEREMIRERS , Mk
I Gitlab MZ B EHEENER. AWS CodePipelineEXiFMMEHEISRE |, ST 852,

« #H Webhook GitLab

ClICD BEERITRNEZERXBNHELSR , SlWANHHE,. NHANMENRERFEMPHREEARTE
IEEARIFEFRR. EERBENES N RERMETBIREIH , M ST RS BSE R K ERR
Ho

5G MZEH# CI/ICD 8


https://docs.gitlab.com/ee/user/project/integrations/webhooks.html
https://docs.gitlab.com/ee/administration/packages/container_registry.html
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Change Deploy Test Promote Monitor

RIF#ER CIICD EES R

B REATUEAN —TENES , AFBEEUAXFENERSNREMENENRIENMEEET
FERE. BTEFUUARSHEME=FTE  fIREERBFNEYUR , MK end-to-end M 45 AR

S,

AWS RHE 2K AWS Step Fun ction ( ZRERSHL ) AWS RS , ZBRFIEHMEREFSHITRES
B , ERE% 5 Jira I BN LERZEABRGEEK

CI/CD ¥4 3R

Cl/ICD AT\ —MNEE , EP—miEXRHMAE , £—RIIHER (FRB, HE, Wik, gFENE
=) BTN REENEFRERBER,

LUTREHBENNHN LR, BENEEZTES NENEERS

. FRE

. EERIEHE

. RREREDEHE
. ONF 883

B E

BEAEEMBEMERZENIRE, XSIENE VPC, MK NACLs, FMZ, RiTEREHN IP MEitT
X 1SVs MEFHSKHETTR (SIS HEF MBS, ESHSIE ) . it TELA AWS CDK 41
CloudFormation, Z{THt B SEIB=EM RN LK £ REZH,

B At iR e E

EmRMHEUREMEEMANAN. ©EFLEK EKS ERNZISERMEN , M EFS, EKS
Worker ¥ R ELBs , ARIBIEZREMBHEEREESR. RIECNF EX , AWS AT RAEPEH
ARNMEED , 84 Multus O, N TRNABRFXRYE  KASHLBVNRESRBE—REN , REE
FERS 2N NARFHEHEITER,

Cl/ICD AL B 9


https://aws.amazon.com/step-functions/
https://github.com/intel/multus-cni
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ISVs

! T ==

| @ s < /5]
Push helm charts and app code

Amazon ECR

£/ CDK #3&EAHZRH

TREMSZIEEREE

CNF HEBEERNAREFIEEX ., fER CNF BN —

CodeBuild = Execute/Update ISV Scripts for Dayl & 2
o Create/update Pods
|!':v.v. o Do App Validations
A == © Health check
§ </>
i iy
HELM
J T = ————> &
Pull imag
Step Function -ambda

%
1 d
:
:
3

Cspirent

Test Automation

, NARFH Helm B REEE CI/CD KF5

BRI, ?F)\Ti??i/\f“ﬁﬁﬁzr:’iﬁﬁﬂﬂlzlﬂﬁ’]@ﬂ Eﬁlﬁ&ﬁﬁﬁil]}:ﬁﬁﬁﬁ Helm I?EE*E
Ef”ﬁﬁ?ﬁfﬂ’]m??ﬁl“ﬁrﬂ-fﬂﬁﬁ HEH# AEBBH T — PODs 2B &E Kubernetes BVIRZS, B

ISVs =t —
TR, ERZHERH—
HEBT 1%ZZDPrometheus$l] FIuentdZﬁE’J H&

RKBEESE=7NRXBHERERK. ﬁﬁ%"é‘iﬁﬁﬂ:{lﬁﬁﬂﬁlﬁliﬂﬂﬁt BH3h{LAELR APIs
o XML T MR PR EE MM,

AR LETMNE, ERNSERH DL

Na&x Hﬂlzliﬂ%L Helm BRMELMRE, XL ISV HIAZNRE AWS CodePlpellne
, RTiEFMEZENARFZEMZRERN CloudWatch Amazonz4h |, &
BERE,

, EEARE AL

ISVs

1 T ==

| @ s </>]
Push helm charts and app code

Amazon ECR

CodeBuild = Execute/Update ISV Scripts for Dayl & 2
o Create/update Pods
|V;v.v. o Do App Validations
p S Health check
g
]

HELM
-
‘—‘ A0S Lamata

Ospirent

Test Automation

mREMEEERE
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R FA 72 Fr B8 2 A SE AT

LA 2 E 28 P | function/session management function (UPF/SMF (CNF) #97~%1, AWS

CodePipeline

 {£H CodeCommit CodeBuild, M B3I CI/CD BN id#E CodePipeline.

s Infra BIZNNARBRFLZEESCHERNEEBN —
» FluentD # Prometheus REREL S 2SI HRPZEFMEIEN,

Develaper Tools + CodePipeling © Pipelines

SmfUpf-Pipeline

S Source Sucoesded

Cadli Caamiret
AWS CodeCommit
@ Succeeded = 19 hours 390

49558380

AR558 a0 CodeCommit echd simi fxpd

S Craatalnfra  Sucoreded

Createdafra
AW CodeBuilld
B Sucoeeded - 19 heurg 390

S5&see CodeCommit echa stmt fed

1 Disable transition |

& DeploySmPupd Swoceeded

DeploySmfupf

AWS Codeuild

& Succeeded - 10 hawais S50
Detat

¢8558 CodeCommit echa stmt fined
l Disable transition |

@ UpdateSmfupf Succeeded

DeploySmfUipf

AWS Codeuilld
B Sucoeeded - 10 haowrs 350

55&ace CodeCommit echo stmt fised

Pipeling execution ID: 3805 1bef-d5de-4343-22 1 4- 24 TEc0e B E5

3]

Pipeline execution ID: %805 1b60-d58e-4943-50 1 4- 2426009802

Pipetine exscution ID: 5605 1b64-d5de-4043-5e 18- 242600 Bc 28

Pipeline execution 10- SBcS 1 bEd-d5de-4943- e 4- 24 DhcleaBo &l

M ZB2 R ] UPF/SMF CNFs

{T*Eko

CloudWatch

mREMEEERE
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CNF #4314

WSRH-RINESHITHSIRAK , XESRATHELE , IEFRARSFEFHALMN container/

configuration EXM — &7, CNF HREXNBEIEEXRNBaL , HEBETENMNLAREF. AWS
EAMRE Helm B RREFMISER K CNFs, RBEENNARFENRSHT TIRENEERE,
BEH/EW CI/ICD BEEXEEN R Ba{LERERLUZT AN, XK AT T 2 EMEINEE,

CNF &N MEBBAIARB D N TS :

- NARFHR — KSBNARFAHRER Kuberbetes MARFHRIPHER, PODsIX LT H o] LA
BIRBEEBDNA, ASBMBEIRUZS/NRARRF PODsEHIK CNFs XIFRBFA R, 24
S| A EFERRI ARG . HIEFMEMARERF POD EXEXIF Helm AR, BEEEE TIXLERE
1t , HREFEZEMEA Helm install/delete

s FEALR —FEAFTEEHREFEENETR, NMRERSH—EENMNE , EENARER, #H1T
XEFRNIREREZZEBBRNARFHEHFCEMERYN pod, HEEF , NARFAIBETRATH, XU
TIERATHE :

« AWS CloudFormation % FFEEB1E JSON = YAML ik 3R M B B Fr A E ik i
#IRo CloudFormation Ei¥ Lambda XM B ENRRIZHBE KN BYLH. EFA
Ly B2 AWS &R AWS CloudFormation 24 , EEMIMEFREBEFFEN SR ; 4l
m, BARERMNARMER, AWS CDK A AREBFERAESRINBBEEE
S ( %l Python, . TypeScript JavaScript, Java 1 C# ) ENRB , REFRBE
FERBIERBIH CloudFormation JSON &=, | RE T LR ITEHE,

* BlueGreen & — EMi blue/green FMAEF=IREHR AWS I EFENMEEE TS L EMNIP
£, Blue/green HEFEEFEBEHANKRRERNZFTAONARERFERE, SIRET
— MR EMABN T ERDRESRE, ETNHRAEINITBETRTX—HBS, A
WA — PN EFRENFEFFBIRERH TN |, LRI A= 2 &E Y 4]
T, NN ARFRAHTABELN S FREARLEBESRE#T TR , XEHF
EYMEFREZHZRFE V. £EFRESEHEM , BERYIRTR. KD R INKX
DNS #Min#X ELB B #rEf{E,

- AILUBEE blue/green MEF Canary AWS CodePipeline BIEBE M R RETN @@
Balft. ®itM BRI IEREEEHRRFaIHTH , ERENZTL83{t. TN
WEHR , EEEBREFIRZE , RFHBAFERARRRBREHRTNE , URIEQEM@GE
HRAEM, EEERSMEHER LM blue/green FPEBEVR T L ik N AR F MEEHAM K
NRFMERENZE , UXTALRTE.

CNF #8321 12
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CICD Pipeline

‘ Docker

Upload
5
Amazon

Route 53

Switchover:

Distribution \
gradually &E Amazon ECR
90% 10%
s

Elastic Load increases

Balancer

Production Non-production AWS CodeBuild

Environment Environment

New Application

version, DEPLOY T

and test V —
v —

Approval

L el
ke e =

AWS CodeBuild

L EE
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ZER—NMKRBER, UTERHFENAREFINZ AWS CI/ICD FIREEEZEENTE S RIIK,

KR — P EABRNAEN ECR ERERENSA T “HERAR #1E& |, EibEA L8 Docker £
GBEFIAESZEAHE, TAEHNELRBMNRE (CVE) BN BEH# THriZ. BRT ECRZ
S, BEMEFERBA AWS CodeCommit &R , AT TE 2 ERX 5 Secrets Manager —
RERANEMZEBRHTNE , MARERARFITNE,

MUZEY —EERFERANIHTIERHASN (FH AWS RERS ) E21&WM (F£H SSL/
TLS ) #& LM,

ARNAe-nAFRRERERNNEETHRENERN, MREEBEFRRSPERFEHITRE , U
AREEEREEABEERR. 0, AWS CodeBuild EEFEF BETE Amazon EKS &8 FiE1T
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- ERIEE/FEFMEBBIFRAEM , upgrade/rollback AR Z £,

BRTRABRFZH  E4MBLHRTHABNR (TREFRSERERT ) WNELAREHEERS
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2. Wi — M CloudWatch U RIR AL AR FMERZEN | HPEXEB B EMIBIRARITHESE
&, FEHAE CloudWatch R B ER.

3. 173h —i@3d CloudWatch EHM Bz MRHZEE L AWS Auto Scaling.

4. B Hr-fER Met _CloudWatch ric Math #1TZE - ER, EXNEFEREH (1518 ) MEa
Z o

I 5% CloudWatch REZZEEZEF M Kubernetes 8t , ZAE X #F P rometheus BLE. XIWFI1E
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£, CloudWatch
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https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Specification.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Specification.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Specification.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
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B, URBEAERLINE

ST M RERVAFE pod FFRZ

AWS CloudTrail XMl i |, i FRSEHEN APIEA. AWS ConfigiRfit &M 143 U
B, AWS FRANZEEMRS , A EFRETHMEEED |, 2SR, AF. NAERF. EigEM
EENEHAWS CloudTrail, AWS X-Ray

« AWS ATLAR 4 5/ Prometheus. Fluentd £ R{ERITE,
» Prometheus 1E#r ] LUt — £ S5 AT 5i# CloudWatch SRS , LA — 5 9%, OpenSearch
« AWS M FluentD ERRENEINE I RSEWERER, ZMEBFERAMNEE THBRIHE
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CloudWatch

Cloudwatch Container Insights

Performance monitoring

EKS Services

CPU Utilization

Percent
@ nrd nrdcli

0.632 @ istio-system is...

0316 “ﬂww‘

0 m—r=—r=
13:56 16:55

@ istio-system is...
@ nrd nrd
@ istio-system zi...

@ istio-system is...

@ istio-system gr...

istio-system ja...

HZ % FluentD i& & DaemonSet 8 B & &3% B %o

Performance monitoring

v NrfAwsEksCluster-Dev

Memory Utilization

Percent

@ nrd nrdcli
8.08 @ istio-system is...
@ istio-system is...

@ nrd nrd

405 @ istio-system zi...
@ istio-system is...
a7 istio-system ja...
13:56 16:55 @ istio-system gr...

1d 3d Tw

Network
Bytes/Second
50.7k
25.4k
BAARRMERADRE
o L iy
13:56 16:55

Custom ’ C I v II Esc X H View in maps

v Filters:

@ nrd nrdcli pod...
@ istio-system is...
@ istio-system is...
@ nrd nrd pod_n...
@ istio-system zi...
@ istio-system is...

istio-system ja...

@ istio-system gr...

v

Alerts

No alerts

No alerts to display

CPU Utilization (Over Limit)

Various units

@ nrd nrdcli
0.104 @ istio-system is...
@ istio-system is...
@ nrd nrd
0.081

@ istio-system zi...
@ istio-system is...

istio-system ja...

Pod performance (20)

Q

Pod

coredns-5c¢97f79574-7pz2p

@ istio-system gr...

Memory Utilization (Over Limit)

Various units

@ nrd nrdcli
5.92, @ istio-system is...
@ istio-system is...

@ nrd nrd
A.a7 @ istio-system zi...
@ istio-system is...
istio-system ja...
GEeas—— @ istio-system gr...
13:56 16:55

A Service

kube-dns

Amazon CloudWatch ¥ 33 ¥5 R 61

Number of Pods

1

05
ry adjusting the c
0
13:56 16:55
v Namespace

kube-system

@ nrd nrdcli

@ istio-system is...

nrd

e range,
@ istio-system zi...
@ istio-system is...

istio-system ja...

@ istio-system gr...

v Avg CPU (%) v

-system is...

1 &

Avg memory (%) v

<0.1% I <0.1%

AV


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://aws.amazon.com/config/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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Terraform
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HRERFMARE , A EAE —MRRENNARFEELEMLZIIEE,
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E AR B DI T EE A B4 ) BRI SRR M
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 it# — Kubernetes ( VMware Tanzu, Amazon EKS AWS Outposts= ) ., T 5# EC2 £HIET R
MIETR, Bz R4A

« 7t — WE# EFS, L% EBS, LD S3 74
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https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
https://www.terraform.io/
https://tanzu.vmware.com/tanzu
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/outposts/
https://www.elastic.co/kibana
https://grafana.com/
https://www.elastic.co/kibana
https://grafana.com/
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NTHEEEZFRENREG , RNFEAGE 7T BEBEERGR |, ZERARAHERRBRREP
HRERE. AEBRAR2BIREMBEHIEE Amazon ECR W#iE &, BX ECR BGHAENE
ZiEE , BEAEGEHE.

TERER T B&RRAEAHERT RN,

Amazon ECR

Amazon Eventbridge
1SVs

Invoke Lambda

N

Amazon SNS Lambda Function

Image Removal

Bl &R # RS REVRH

AN ARFEERENHABERERGNERREHEPHEZERM L, Hlm , HeIEHH
Helm & &8,

TREMKIZIT creates/upgrades WIIAF , LI TEFTR :
ISVs B F &M E Amazon ECR., ( tIREBREME , MLk NARFEE.

CodePipeline M Amazon ECR 2R &E % H £ CodeBuild 4R MBI EZ Kubernetes, Helm &%
AATHRMEINEE,

HEBRGST , AN HEIRS (TA). TA 2RIEFHNEE , AEPEXRMBEIEERE stress TRIMEEER
BAEMIEIT.
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https://aws.amazon.com/ecr/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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HEFM BRI E H E F 1 OpenSearch Grafana #, Datadog, Istio # Prometheus &5 =75t AL
[kt RN SR E S

A SAE B A A AR E TR MANO |, HEHEMARAARER. EEARENBERIITEDR
£, Bl L) 5 MRS RE (QoS) auto 7 E.

- CodeCommit
- Gitlab

MR
pIRE:S

BETANE B LERTUEKINBEET, ABEESIREHKER , UHAENIRXB3L
ERNER. AWS SREBEAZ A Lambda WEUES AP BRBERANABILER (F=FT

8 ), step WBHEAPFIREUNR ID , BT , REMNURX B LERDIRIMER, K5, step B
DMERAFECRBIRBEE , UMAMEATEFBBONRAEF, HERALLAZHT , BT URE
FEEABEETFILEY . IRFBEMNIRERET CSPs B EFHENEE—F. HEMX APIsFR
FHNERADHEATILE
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https://istio.io/

# AWS £ 56 MAREESERABERH AWS B
« BITRERN A B
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< IREEA

T ASMB REST EZME APIs A AWS SIREBEEN , XERBAFVENERAATR, &
FER, BIERM#HTH X URF REST API 5 AWS CodePipelinefE .

AWS CodePipeline Start

Pipeline
* ( ™

Source Submit Job

Source o

AWS CoaeCars =

Wait X Seconds

© Succeated | i .

= ; - °.o -
o) Souce = Get Job Status 0 0Oe C

°p

Prod Job Complete? —

Degloy i B 4

AWS Larmoca Job Failed Get Final Job Status

[ — | _4
o Source safe wwome End

API Abstraction
(AWS Lambda)

AWS Step Functions

NRF CI/CD Pipeline NRF Registration Dashboard

(Service Orchestration)
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MWE—NAE , ENZEISH , IURME LR ENERAT{CME RPN, %3, CI/CD MitfHER
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1T -

« EREPNA T NARFEUSAREBE D EMASKRA RSN TN A XNRTEEN R, 5
A, YmHE ] LATH 7S U RE R HE S RT RO SR £ B E o
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BE , wmUEBRSGRE CIICD BBz LiETT , UATRIEGENREIARLEEE , F 7THREERT
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