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mE

ZEMRAWS WIEER , RMANEFREHIE , SReMEAMMIRLPHLERE, BUFEAM
TULHRABNEAEBERARELERFEAMZRRE, MBEENEINFAEE , RRPFE RN
. RAKRBEHR T 112 Amazon Elastic File System ( Amazon EFS ) B &ERE,

IT4A

Amazon Elastic File System ( Amazon EFS ) E=HiRMEE, AV E. eETHBEEESHEAMN
HEXHRG., EEH Amazon EFS BIZNXHRGEER®M | FE 017 EZRMFM R ER B
H BMER. SNNKRNLEBEIBPB, NTIFBEIHESANTAKX (AZ) PREFTZRFINF
AR5 28 Lo

FREXEXHERERNEIE AT LR Amazon EFS #T8BASMER P INE, EXEAKRIERTIMN
2, A LUES AWS EE S| A5 AWS Command Line Interface ( AWS CLI ) BIZZNBH 4R
G, BE , LA LUEY Amazon EFS APl SiEH — AWS F R TR BUREL N IB MBI 4R

%o

N T XNEBSEEHITINE , Amazon EFS 5 AWS Key Management Service ( AWS KMS ) SE5 B4
TEZAEE, EEAUBERXHREHBEIRHERSM (TLS ) £5HATE NFS RE , NTEH
R BIENE,

AHEBBRT Amazon EFS WINBZHRESSER, ENETUAEEFIREZEESAERPRIENS |
AR {4 AWS S48 F AWS CLI el NN STHERE,

(® Note

R API FIFATEGRERMBNXHRETERARPWITICEEZA. BXxWNAHRITIE
EWNEZEE |, 155 Amazon EFS AAFEERET £ T ESX&AH Amazon EFS AP,

BE 1


https://aws.amazon.com/efs
https://aws.amazon.com/kms
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/efs/latest/ug/API_CreateFileSystem.html
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BB S MARE

ANEXTAAR PR 5 HBBZMAE,

« Amazon Elastic File System ( Amazon EFS ) - —fSERABEESHFAMMNARS , I AWS
ZHESEERE, TV BENEZEXHEM#E. Amazon EFS BEFENGREEONIHERSE L, &
ARESANARARPHREFTZRAINFERSSHE L FE/LFEERENTRIE.

« AWS Identity and Access Management ( IAM ) — fEREEMH L2 IR HIXT AWS RS APl (VB 4H
R — RS . SIERBPREATRAINENAF,, ANACNIHEE. SUUES IAM Z2HAE
BIZHY AWS KMS #4A,

« AWS KMS - —IERRS , iLEBRMAENZEHEFEFA (CMK) |, X228 FmEEEN M
BRE4A, AWS KMS CMK BB Z 2R ( HSM ) IBERY |, ™ HSM EiT FIPS 140-2 iR ER
WA RIBTRIE , PE (4R ) MFE ( TE ) XEEkRA. AWS KMS SHA AWS IRFERK , X
BBIEHR TN, ©i&5 AWS CloudTrail 5E2 &K , URH AWS KMS K ERE#H1TH API FH
WES  XEBTHEEERATHALNEAMHUEER,

« BEFEES (CMK) - RREBARREHNTE. EE2ERTNENRRRENZAM B AWS
KMS AT AL L Z AR, REEAIUERBAME , RAEHFHSFA AWS KMS, CMK %ETF
AWS K H AWS X1 , ATLA A EFEEH AWS £ E.

« AWS £ ER CMK - B1 AWS REREERK CMK, HERER AWS RSN RREAmMEN |, 26
EH AWS £ER CMK, AWS EER CMK ZAKEEH AWS B , BEEZERE]. tIENFMHE
AWS &K CMK F=EEM 5% A,

- BERFEEN CMK - &8 AWS EEE4 A5 APl, AWS CLI i F A TEA6EN CMK, HE&E
EX CMK B{TERBANEZEE R |, TUAFERAEFEEN CMK,

« KMS B4R - —TRRKKE , 2 EZFAEEN CMK iFE, EREAZARKSR IAM KBS
BUARMNAESRKEXENE, BXxFEZEL |, H5H AWS KMS FFR A RIS EE T E L
BREEAR o

. BUEZR - H AWS KMS £REIINZZ4A , AT % AWS KMS 2 A B BiE. AWS KMS fERINEE
& ( BPEARS ) ATEARERE CMK R BIEZ4A,

- EHRELZEM (TLS)-TLS E%4EEFE (SSL ) Wig#E , EMBELIMEIRNERRSE
B9 N2 Mo

- EFS EHHBRERF - AT ML EFS XHREHERM Linux EFwAE (amazon-efs-utils ),
cHATIRE. P MNET TLS BREREATE NFS R,



https://aws.amazon.com/iam/
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
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BREXABEMARBENESER , 55 AWS KMS A ARIBEHH AWS Key Management
Service B &,



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
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BABIEmE

AWS NIZRETRIRNBEXHRENTE | ERATILIREN AES-256 INZE ZXN A AHSHEN T
BREFITNER, MBONHREAUAEHNZEABLENRZNESE  HEETHERANARF. NRE
ALANBERHEEBRERNBSBEMNTAHEETNE , BIOIBWECE - NMNBRNXHRS.

ES ]
- EEERH

- BIEMBEXHFRLS

« BERSISKHERAS IR M

- BIBERMEFE EFS XHREHN IAM K
« BRI XHFRLE

=giratss

Amazon EFS 5 AWS KMS &5 , EEEEMZEXHRENMEZ. AWS KMS & isH b

AWS BRSHINER | 630 Amazon Simple Storage Service ( Amazon S3 ) . Amazon Elastic Block
Store ( Amazon EBS ) . Amazon Relational Database Service ( Amazon RDS ) , Amazon
Aurora, Amazon Redshift, Amazon WorkMail, WorkSpaces %, 7 T IBENXHRLERNSA , Amazon
EFS EAEHE XTS XX F 256 U %4f (XTS-AES-256) K @R NZ IR R L,

EEZENABEERAEANZERERRFBSHBEN , BN EEZRNEFTELE, XERBRFEERT
FRERENMIERERXRS ( HI Amazon EBS ) HEYEIE.

ZREHEME ?
AWS KMS FENEZALUMBRAFRESEZFANGFES , UEHBAREFERNALURREN].
ZHAEMAL ?

EFINIEE Amazon EFS XH RSN ERTHERANE S HEBWN, BN EUEES AR > 8 %
B EESBEHRIRERERE | FUFE BB AEHE EFS RS R,

WRILAERA RN ?

AWS KMS F4A R B& IR HIX iR R4 8V G 18],

B4 4
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BINBUEAFENS IAM XREESER , URES —BEsl, S NERBEZARE. IRFHAR
AWS B CMK , NI AWS BEEBZAKRE, IRFHARFTFEEN CMK , NAZEERARE,
XEZARBRES CMK HRINEERZE. elIEX TEHZAEANEENNR,

IR Amazon EFS R INBRSIHREAT |, 23 F Amazon EFS R F&FEH CMK By B
PR, Amazon EFSS RFEX AWS KMS i# 178 A ZR1E CloudTrail BER , M&EEI1REEEHN
AWS ik —#, U TREBBEERT Amazon EFS %28 KMS 2B/ R CloudTrail B4,

Event record info Copy

encryptionContext™: {
"aws:elasticfilesystem:filesystem:id": "fs-d7743722"
b
encryptionAlgorithm": “SYMMETRIC DEFAULT"
b
"re

"sharedEventID": "8b366c91l-1da8-42e5-8a37-393£3e5E9£0b

KMS f##Z#) CloudTrail B&

BX AWS KMS Uk mAERMAZAHRNRNESELR , H2H AWSKMS FRARERFNE
EX AWS KMS CMK HifiEl.

BX AWS KMS INfAEBINZNEZEER |, F5H AWS KMS AR FEBARE B,

EEEH 5


https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
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BXROAGIEEER IAM AFPNMEANESER , F2H IAM BFRERETRNIREHNE - IAM EER
AFHA,

BIEMNZE RS

A LAER AWS BB A, AWS CLI. Amazon EFS API 5 AWS FF A T ESR|Z NN X4 R
5. BRETUEXAREGNEERANE,

Amazon EFS & AWS KMS SR U TEAERE , AEA CMK N X4REHITNE, XHRETH
2 (Pl &, BREMMBERAR ) £H AWS £EHN CMK HTMEZEMBEE.

NHH AR BIEFERSERN CMK #HITINZENER, CMK 27 =Fh3H .

« EAT Amazon EFS B9 AWS & CMK
- REEHN AWS IKFHEFEE CMK
« KB —NMNAWS IKFHEFEE CMK

AL BERREEBRATRRERY CMK RYBIEE, o#r, MIBRAK U5 [RHZ I 62/ KRG T T2 12
#l, MREZXE , RIMNEBWEEAFTTEEN CMK, EEMBERT , EAIUER AWS £EH CMK.

FrE AP E8EERA T Amazon EFS 9 AWS 3% CMK , E5IE 7 aws/elasticfilesystem, AWS
EE Y CMK WEARRE , BLENERTER. IBFFHE AWS BEH CMK FF=£EMRA,

MREBRECFHAEFEEN CMK RINBEXHRE , BERERAENEFEE CMK WEHARB. =
E, Bl AS — I\ KFEENEFEE CMK B9 Amazon Resource Name ( ARN ) . ERZAE
MEFEE CMK , BB F4A KB NZARIORZEFIHL A - MRS T A ERZER,

R ES R R A ER, ENEA. BRSUEMEX XERANHRRR , MRHXLERANER
BHNEHR, BXREEEM AWS IKFHEANTENERNEES , 55H AWS KMS FR A RIEEH
HY 3B R R A R R

BXUNMEBEEFEEN CMKWESZEERE , B2l AWSKMS AR AAEMPHNESER
(CMK) .

AT &F e IR AWS BE24 AR AWS CLI 8B ME X RE.
A AWS EE 2 A SIBINE X RE

BREBUTRERFER AWS EE2H 5 0|2 MZER Amazon EFS X#FREE.

BN A REE 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html#key-policy-modifying-external-accounts
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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FRABENHRRIRE

ERXNTRY  LFEREEAXHRSERE , SREGEFHEE, HRNFHERAURBSEEMNE.

1. BX AWS EBZ#E |, 3T Amazon EFS #4l& .

2. %£$% Create file system ( BIEBXH RS ) LAITFF Create file system ( BIENXH RS ) WiFE, Bx
FAHERE (BRRANBANE ) QBRXHRENEZER , BSHIELZHN Amazon EFS 3+

B

Create file system X

Create an EFS file system with service recommended settings. Learn mare [4

MName - optional
Name your file system.

| MyF

Name must not be longer than 256 characters, and must only contain letters, numbers, and these
characters: + - o

Virtual Private Cloud (VPC)

Choose the VPC where you want EC2 instances to connect to your file system. Learn more [

vpc-24b47dSe
default

v

B2 EFS XH RS

3. ( FIi& ) 1% Customize ( BENX ) BEIBBEXNHRES , MAREARSEWUARE N EH
R,

I EHYF & 7R File system settings ( M RLIRE ) WH,

5/ AWS EERZH & IR N MRS 7


https://console.aws.amazon.com/efs
https://docs.aws.amazon.com/efs/latest/ug/gs-step-two-create-efs-resources.html
https://docs.aws.amazon.com/efs/latest/ug/gs-step-two-create-efs-resources.html
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File system settings

General

Name - aptional
Mame your file system.

MyFS
Mame must not be longer than 256 characters, and must anly contain letters, numbers, and these characters: + -= . _:f
Automatic backups
Automatically backup your file system data with AWS Backup using recommended settings. Additional pricing applies. Learn more Z
Enable automatic backups
Lifecycle management
Automatically save money as access patterns change by moving files into the EFS Infrequent Access storage class. Learn more E

30 days since last access v

Performance mode
Set your file system’s performance mode based on I0PS required. Learn more [}

© General Purpose Max 1/0
Ideal for latency-sensitive use cases, like web serving Scale to higher levels of aggregate throughput and operations
environments and content management systems per second

Throughput mode
Set how your file system's throughput limits are determined. Learn more [4}

Bursting © Provisioned
Throughput scales with file system size Throughput fixed at specified amount
Provisioned Throughput (MiB/s) Maximum Read Throughput (MiB/s)
80 240

Valid range is 1-1024 MiB/s
Throughput bill can be up to $480.00/month.

Encryption
Choose to enable encryption of your file system's data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [4

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key 1D or ARN Lo use instead of the AWS KMS service key. Learn more [4
Q Create an AWS KMS
key [4

Bl EFS XHRE% : EMRE
4. X¥TF General (FM ) RE , BWAUTFHER,

(T ) MANHRSEN Name (B ) o

FIABR T , Automatic backups ( BaI &4 ) & TITFRE. ERILUER BREEERXHA B3
1%, BXEZEER | S AWS Backup 5 Amazon EFS && 1 A,

1%$% Lifecycle management ( £ B HIEE ) KB, Amazon EFS £ EAHEE B3 X B
HREEELTESRNXHFH. BRE , £ AREENE —BRIRENRB ARG RN XG4TSR

BIREFR (IA) L, EUNEALEGARRKEE UXBRE, RFEHLEEAEWEH

5/ AWS EERZH & IR N MRS


https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
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EE , FHiEE None (L) o BXEZEE , 155 Amazon EFS AAF 8™ B/ EFS Ao AHA

B,

- 1%£3$F Performance mode ( #8E#E = ) : BRIAKY General Purpose mode ( BAE ) = Max I/
O(®BKIO). BXEZELR , BSH Amazon EFS AF R aEE R,

« 1%&$F Throughput mode ( EH 24X ) : BAIAW Bursting mode ( ZRIEH#E = ) =K Provisioned
mode ( TREER ) .

o WRIEIEFET Provisioned (FE ) , M4 E R Provisioned Throughput (MiB/s) ( fliE &L & (MiB/
s)) FB. MAENXHRETMENELE, MATHERS , BHESEFRELEREANK
Wit E. BXEZEE , 52 Amazon EFS AP S EHL EE,

« X¥F Encryption ( 112 ) , RIABER T EABRSEEMNE, RIABERT , EEAZH AWS Key
Management Service ( AWS KMS ) EFS BRS#4A ( aws/elasticfilesystem) ., EiFH
ft B F iKY KMS %248 , B JF Customize encryption settings ( B EXINZRE ) , REMNFI
RPEE—NFEH. E , MAEEHN KMS ZHH KMS %48 ID =% Amazon Resource Name
(ARN)o

MREEEGEFZR |, B Create an AWS KMS key ( 812 AWS KMS %48 ) LUZ3) AWS
KMS 2% & H a2 E4.

5. ( Ali% ) I&#F Add tag ( AR ) SUREXNFINEXHRE.

6. £3E Next ( T—% ) EMITEHELREFH Network Access ( MR ) B,

S5 2 B B W K ]

EHSERAB  BEENHREMNEZIRE , @I virtual private cloud (VPC) FER Bir, N TFENER
Bf , RETARX. FM, IP thutfMEL£4H,

£ AWS EEEZES A 0IE B RS 9


https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
https://docs.aws.amazon.com/efs/latest/ug/lifecycle-management-efs.html
https://docs.aws.amazon.com/efs/latest/ug/performance.html#performancemodes
https://docs.aws.amazon.com/efs/latest/ug/performance.html#throughput-modes
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Amazon EFS File systems Create

Step 1 Network access

File system settings

Step 2 Network
Metwork access

Wirtual Private Cloud (VPC)
Step 3 - optional Choose the VPC where you want EC2 instances to connect to your file system. Learn more [A

vpc-24bd7dse

detault

Mount targets
A mount target provides an NFSvd endpoint at which you can mount an Amazon EFS file system. We recommend creating one mount target per
Availability Zone. Learn more [4]

Availability zone Subnet ID IP address Security groups

us-east-1a v subnet-751... ¥ v Remove
59~ K
10043953
default

us-east-1b v subnet-16fd... v v Remove
59- X
10043953
default

us-east-Tc v subnet-43b... ¥ v Remove
5g- X
10043953
default

us-east-1d v subnet-57e... ¥ v Remove
59~ X
1004395a
default

us-east-le v subnet-907... ¥ v Remove
59- X
1004395a
default

us-east-1f v subnet-6efQ... v v Remove
54~ X
10043953
default

¥i | m t net per Availability Zone,

Cancel Previous m

Bl EFS XA RS : MEHR

1. EBRIEFHE EC2 LHIEZEEIXHREM Virtual Private Cloud (VPC), BXiFHAER , E5H
Amazon EFS AAFERHP N EE X REM & i a4,

« ARAX -FMIABERT , £ AWS XENENTARFEEER BiR. IREFFEERETHX
RIREEH B , FHiEE Remove ( IBR ) SAMBRIZX AR B AR, HETRIM TR 4R
SNSNTHXPEE-NMNEHBR. TREMEA.

5/ AWS EERZH & IR N MRS


https://docs.aws.amazon.com/efs/latest/ug/manage-fs-access.html
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« FMID- NATRAXBATAFRPRTER, MIAFRLTREFRS, HEXKRR , REENE
SER , BRATEFRNALBRLE TN,

« IP b3t — BRIAEIR T , Amazon EFS \FRMI AT At )% IP #bit, & , A LA A
FMPMIEE IP #hit, EREHZERIE—NIP it  BEMNRAR. SETHNMNEER,

« B2 -TURERENREBEE—IMNEZNE2d, FARESE , FBRZSAXAT EFS EXH
BEY (NFSIwOA 2049 ) , HFE AN Tk B H At VPC CIDR SRSEEIR RO 2049 , A
FERAZEAERNEFEERHE EFS WERNRIERE. BXEZER , HSH Amazon EFS AiIFEREF
HEA Amazon EC2 SEHIFER BN LS A,

EFMEMLZSARERRELA |, iHi%R Choose security groups (IEBZ£E ) , REMNFI
RHPAMSE —NLL2d, WRETHEHRIAZLSAE , JUUTEBER. BXEZER , HSH
Amazon EFS AAIFEEHRNBIELZ S A,
2. % Add mount target ( ARINEREEBIR ) , MERNEEEHEFNTAXCRERBIR. IRAE
ANTAXEE THESESR , WETAR A,

3. &FE Next ( T—5 ) AL, AT ER File system policy ( MRS KR ) TUH,

SR 3. QBN ARG R

EHLTEF  QEXHREREUIES NFS BN XHREMNIAR, EFS XERSEERBERA T
# NFS ZEF RN XHRENIHEIR IAM BREKE, BXEZEE |, H5 0 Amazon EFS AF#EmE &
M fE A IAM 24X Amazon EFS B9 NFS i8],

Amazon EFS File systems Create

File system policy - optional

File system settings

Sten 2 Palicy options Policy editor {JSON
Metwork access el ¥ { } Clear

S it miman pelicy eatons, of create a custem palicy using the
File system palicy

Bl EFS MH RS | XHFREREE

5/ AWS EERZH & IR N MRS 11


https://docs.aws.amazon.com/efs/latest/ug/network-access.html
https://docs.aws.amazon.com/efs/latest/ug/accessing-fs-create-security-groups.html
https://docs.aws.amazon.com/efs/latest/ug/iam-access-control-nfs-efs.html

£/ Amazon Elastic File System %X 4 {7 AWS A%
1. 1E Policy options ( S MMETT ) 1, BATER SRR T ] 60 AL B S MG 16T

« BUAER FRELERF

o BRINER TR SIS R )

o AR P iR I SEHE AL 5 P N

2. £/ Grant additional permissions ( B FEIMIIR ) @EAM IAM =4 ( BFES —1 AWS K/ ) &%
FXHRGENR, EF A (M) , RAERAZOHER FRRAWEZENESE ARN , RAEERER
F#9 Permissions ( BXFR ) o

3. RIFEBHIFRAEA Policy editor ( KEgImiERE ) BENTEENRBHAEZ A KKK, BEHEP—
MEERREEET , JSON REEE R ERERMRERR T

4. 1% Next ( T—2 ) AL, HATFE R Review and create ( F#&MAIE ) TUH,

SR 4 TR GE

ERTSRD  REXHRGRE , BITEMBR , REQIEXHRE,

£ AWS EEEZES A 0IE B RS 12



& F Amazon Elastic File System fn% 34 #ti& AWS HE$H

Review and create

Step 1: File system settings Edit

File system

| - qul Field Value Is editable?
- Name MyFS
= Performance mode General Purpose
Threughput mode Provisioned (60 MiB/s] s
Encrypted Yos
KMS Key I - No
Lifecycle policy AFTER_30_DAYS
Automatic backups Yes Yes
VPCID wp-24b47d5e ies
Tags
Tag key v Tag value
EFS-Budget-tag 509
Step 2: Metwork access Edit

Mount targets

Availability zone Subnat 1P address Security groups
us-east-1a subnet-751c533F
us-east-1h subnet-16Fd454a

Step 3: File system policy Edit

¥ File system policy

EBwmuaunsuwne

Bl EFS X RS : mRMGIE

1. BB M XHREEEBH, WREFTLUARIER Edit (458 ) NEMNMHITER.
2. 1%£3% Create ( B2 ) UBIENXHREHIREZ| File systems ( XHRE ) W,
3. File systems ( XRS5 ) TERXNHREREBREFHMER , W TEAR.

5/ AWS EERZH & IR N MRS 13
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MyFS (fs-6ef8b3ed)

General

Perfarmance mode Automatic backups

General Purpose (@ Enabled

Throughput mode Encrypted

Provisioned (60 MiB/s) 16cddf9a-2e02-42df-ad44-9b2328602f45 (aws/elasticfilesystem)
Lifecycle policy File system state

AFTER_30_DAYS () Available

Metered size Monitoring Tags File system policy Access points Network

Metered size

Total size

6 KiB

Size in EFS Standard

6 KiB (100%) B Size in EFS Standard
B Size in EFS 1A

Size in EFS Infrequent Access (IA)

0 Bytes (0%)

NHERE

£/ AWS CLI BIZZ & XRS5

fFH AWS CLI I MB X HREN , B AERAFASERIENZRSNEFFAEEN CMK, BB
REAN R EEFRAN AWS CLI, BXIAHEK AWS CLIKNEER , ESH AWS e S TREAFE
BN LE, EFRMHEHZE AWS CLl,

f£ CreateFileSystem #EH |, --encrypted ZHEMRE , REIEMBXHREMYLEN, X
UIRFEREFEEN CMK BEEZ4ANS B ARN if |, TEE --kms-key-id, MIREFEHN2
AWS £EEM CVMK , BRESIELSH,

$ aws efs create-file-system \
--creation-token $(uuidgen) \
--performance-mode generalPurpose \
--encrypted \

--kms-key-id user/customer-managedCMKalias

fER AWS CLI B2 % X R 50


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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BXEH AWS EEEFIS. AWS CLI, AWS FF & TE@H Amazon EFS API 612 Amazon EFS X
HRENEZER , S Amazon EFS AP EBF R AL =E Amazon Elastic File System,

5 Il SR B S TR I

EX /0 EEMELEN MM T HMY. MBENBEBENAF, NARFNRSHBREAN. EKRE
MABEEBAHE ZAIH Amazon EFS RRE#ITINE , HEFEFWIEN A LHER, EXTFEXR
ERmITE, NARFHRSEIARMZEN RS,

EHALATREERNBFERESRFMENMERE , SIZENEERENARRF. TEARIIFEXEK
WAFEEUIE. BT LR AWS Identity and Access Management ( IAM ) EF B3R F XS Amazon
EFS XHRERFREHRSHEEMRE, £/H IAM Z48 , SUBRAFIERNEN EFS XHR

%o

flan | BAE VAP REIENE EFS XHREMN IAM REERALTRR, BEMFZHAS

« Effect 7 Allow,
« Action H elasticfilesystem:CreateFileSystems

e Condition elasticfilesystem:Encrypted A true,

LT RGVERT —MNETHBH IAM KB | ZRERNEEN IR INBRN RS,

{
“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {
“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
1,
“Resource”: “*”
}
}

BHISS RS HIE IR 15


https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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3 Resource BHIZEN * H IAM HHE R T AIRMOFA EFS K. BTSURMEFIREH
SHEY, UERNEERES LBRN EFS FRT ERHEHRE L,

R LB X HA R E AWS kPR AR R F A RS EFIKE , £ AWS Organizations 4 3
58 5 81 2 hN MY Amazon EFS X R4, BX AWS Organizations FHRZBHRBENESZELR | B
£ %) AWS Organizations F P 18R PRI RS 12 51K R .

BIEZERIMBATE EFS XHREM IAM KRB

BRLIBRET SO/ IAM KB, RINVAFERESE,. AWS CLI 5 API X @IZINZE R Amazon
EFS X# AR5, ATIREMNBMFALR IAM #2515 02U RKE |, RS ZRENATEKS P A
Fo

EOIE IAM KL G E A IR EFS XA RS , BIATUTHRE !

1. BEFAWS EEEFIE , FITH IAM £FE,

2. HESMBHETH Access Management ( THEEE ) TH , %% Policies ( KEE ) o
3. 1%&#F Create Policy ( 82K HEE ) LAE 7R Create Policy ( RIZ2%KEE ) TWH,

4. 7£ Visual Editor ( AJM{LRESR ) ETFF , WAL TER.

« XJF Service ( RS ) , BiEF EFS,
« XF Actions (¥ ) , EERFERPHA create , AFEE CreateFileSystem,

« XF Request conditions ( EREH ) , #ifi Add condition ( FRINEAH ) $53% , 7 Condition
Key ( %&/F# ) #3%K elasticfilesystem:Encrypted , J3 Operator ( ZERF ) #XK
Bool , 7 Value ( & ) % true,

5. NEBIEM Name ( B#5 ) # Description ( iR ) . RIFREFEE , & Encrypted ( EME ) 1B
K&

6. %% Create policy ( BIEKEE ) UBIERE,

BERRBENATEKS RS, BITATERE

£ 1AM ##] A B9 Access management ( HEIEE ) T , & Users ( AF ) -
ERENAZERBNAF,

%32 Add permissions ( ZINAXBR ) BAE R Add permissions ( A IIAXPR ) TTE.
1% Attach existing policies directly ( EiZM MM AR ) .
WMALE L —IRPOIEN EFS KN E M.

o K~ w0 Dd =

BIBRERMEFE EFS XHREM 1AM KR 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#orgs_manage_policies_scp
https://console.aws.amazon.com/iam/
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6. EFEHABITEM., R/FIEE JJSON URIFRBNE. ENEZE THEHHN JSON KL,

{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {

“Bool”: {

“elasticfilesystem:Encrypted”: “true”

}

1,

“Resource”: “*”

M ARINEBRH ARG

B AR AT e TR IR AR NEE K Amazon EFS BiR. SR BEMA AWS Config £ 8 AL K A
B X F L. AWS Config 124 AWS HERXMN , XEHMNZME LA BELWHAN , AWS
Config ERAX LHNRIFEEN AWS BRERENEBEARERK , RSN FIFIFCH
NON_COMPLIANT,

B LAMER AWS RERBEEMN efs-encrypted-check #& Amazon Elastic File
System ( Amazon EFS ) REBEE R A AWS Key Management Service ( AWS KMS ) 1038 343k
. BAXRENBUE AWS REMNNESZEL , HSHFEA AWS Config FEEXAM,

O R N ARG


https://docs.aws.amazon.com/config/latest/developerguide/managing-aws-managed-rules.html
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1& %o P 2R IR

BRERXHRS  WEEEREETFEARAERLZEM 1.2 (TLS ) MITALFRE AES-256 ZH3 3T
FRE NFS REHITINE ., TLS B—ATUAMENMEDIL , AT INEEIMNEIRNES . AES-256
=—ip 256 (VINEHEE , AT TLS PR EEH . RMNBUNBRAXHRENEAE M RIREERWT
&,

BT LAE R IAM SREEXS 158 Amazon EFS B9 NFS FF imsa fl G M inE, YEFIREED
XHRER , Amazon EFS £1FEXHREH IAM BRERE ( MAXHRAERE ) URTMAE
TFEGH IAM KB BEERFHERXHRETF RN, &0 TE XRS5 R IR KA
aws:SecureTransport &H#%KES NFS B IRTEIEEE EFS XHREMFEA TLS,

(® Note

WNEF EFS HE B BITEFHER Amazon EFS MRS , NTEEA IAM ZHARIEF| NFS &
PR E. BXEZEE |, B35 Amazon EFS AFIEEHRMER 1AM BAUEE,

LUF RO EFS XM RERMEMBHBIKEAMPME , FEBUTHIE

+ effect A allows.
s FTE IAM N EFIZER *,
o B{EIZERN ClientMount, ClientWrite F ClientRootAccess.

- BFNRWEZMHIREN SecureTransport., XEFEA TLS EEFIXHREN NFS BERmER T
A X PR

{
“Version”: “2012-10-17",
“Id”: “ExamplePolicy@1”,
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Principal”: {
“AWS”: E,
3,
“Action”: [
“elasticfilesystem:ClientRootAccess”,



https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper.html#mounting-IAM-option
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“elasticfilesystem:ClientMount”,
“elasticfilesystem:ClientWrite”

1,
“Condition”: {
“Bool”: {
“aws:SecureTransport”: “true”
}
}

&R LAER Amazon EFS 2| & 3 AWS CLI S X RS KM,

EER EFS 2H A 0IEXHRERE , FHITUTERE

1. 3TFF Amazon EFS ##l4,
2. i%&#% File Systems ( XHERE )

3. F Filesystems ( X# R4 ) RE L , iBEENHEEN BN RERBEH X4 RS, WIPRE

REZXHRERFAE B THE,

4. %¥R File system policy ( X RS KR ) , RFERE Edit (RE ) . LWIIPFE R File system
policy ( XHREKRME ) WH,



https://console.aws.amazon.com/efs

& F Amazon Elastic File System fn% 34 #ti& AWS HE$H

File system policy

Policy options Policy editor {JSON}

1-4
f : 2 "Version": "2012-10-17",
Select one or more of these common policy options, or 3 "Id": “efs-policy-wizard-0c7665Fa-5293-4F5c-97eb-2e42299b4597" ,
create a custom policy using the editor. Learn more [ 4- "Statement”: [
5+ {
Prevent root access by default* [ "Sid": "efs-statement-78c057ae-6438-4040-992e-2e96efe3307F",
Enforce read-only access by default* 4 N Allow™,
8- Principal™: {
Prevent anonymaous access 9 "ANS": T
. 1@ .,
Enforce in-transit encryption for all clients e “Action”: [
* |dentity-based policies can override these default permissions. 1; ] "elasticfilesystem:ClientMount”
14~ "Condition™: {
» Grant additional permissions 15~ “Bool”: { . B
16 elasticfilesystem:AccessedViaMountTarget”: "true
17 }
18 }
19 h
20~
21 "Sid": "efs-statement-4c8a90fd-61@e-4c4f-925d-e9bd1513efed"”,
22 "Effect": "Deny",
23~ "Principal™: {
24 ANST: MY
25 ¥,
26 "Action"; "*",
27 - "Condition": {
28 ~ "Bool": {
29 "aws:SecureTransport”: "false”
30 }
31 3}
3z }
33 1
34}
Manual changes will prevent the use of the policy options on the left until the editor is cleared.

BB R KB
5. 7t Policy options ( JRE§IEDT ) B , BATBUEEFR LT A AN TE & R EIE

. BRIAER TR
. BRINEIR T8 5158 R iR 1
. NFEE R KA N

MBRIERTAE B R , K JSON XN RFFE R Policy editor ( SREE4REERT ) R,

6. fE£M Grant additional permissions ( & FEMXIE ) mEA IAM & ( ES—NMN AWS IKF )
BRFXHRENR. EZF Add (HM) , ARRAZRHR FRMASZANES ARN , REIEER
ERFH Permissions ( IR ) .

7. RIFEHFREM Policy editor ( KEgJmERT ) BELTE ENRBENEZ B CHKRE, ERKE
2REY , MEENREETURESTI T, ERHEREER , Hiik#F Clear (B ) -

AREERE  TEENRERERXERNTH,

20
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8. TRRBHGIEREE , & Save (RTF )

WENERXEREWEMEETE , HPER File system policy ( XHRLFERE ) FRKEE,

A LAE A AWS CloudFormation, AWS & T E&= Amazon EFS API BURTE R R 1 X
BREEW, EXUEBENHREEBNESZER | 551 Amazon EFS AFEEHRN I EXH R
é)b%%o

RE &R P RIENE

BEREERTRENE , BEWEESNE/ R TH EFS ERHEHEF. EFS ERFEDREFE AWS £
HTREARERF , BTR{CEFS WER , @RREEHPHRIEMER. MINBRT , ERFEDEFE
F EFS #EERNEREI

AR Linux RITHRX$F EFS ERHBRERF

* Amazon Linux 2017.09+

* Amazon Linux 2+

* Debian 9+

* Fedora 28+

» Red Hat Enterprise Linux / CentOS 7+
+ Ubuntu 16.04+

BEREEMPHEMR , EHRITUTRE

1. R4 EFS HHABERF
« ¥¥F Amazon Linux , iHEALATHS :

sudo yum install -y amazon-efs-utils
« XFEA Linux ZITHR , M GitHub TEHA R,

amazon-efs-utils AT B LZRUT KB : NFS B/ R ( nfs-utils ) . MZH4k
( stunnel ) , OpenSSL # Python,

2. EEMXHRS

REAL @ BIEME 21


https://docs.aws.amazon.com/efs/latest/ug/create-file-system-policy.html
https://docs.aws.amazon.com/efs/latest/ug/create-file-system-policy.html
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sudo mount -t efs -o tls file-system-id
efs-mount-point

- mount -t efs @A EFS EHRIHBEER.

- £/ EFS EEFBRFERN , TXEHEANXMHRSHN DNS BHsER B R IP it |, FA
MRS D,

« MIABRT , EFS ERFEBREFEM AWS HEENERET, TREUEZXERINNERTIAT
BERMNEHTELEN#TESHREE. RNEBUNENXPMEESENES , SUMETHIXLE
B OO0 SR RS U R A PR A R AY B2

« TRERT EFS HEHAYPEFERANIRINERIET.

bl

nfsvers=4.1

rsize=1048576

wsize=1048576

hard

DU

NFS X B R
&

NFS & Fimxy

FIM% READ
B SR AT LAY
BEREAFTH

NFS & /i
PUE= N
WRITE #R 7]
LR 34 Y B3 B
RFETH

NFS & iRfE
NFS &R B
pd=1: ok % Koy
R, X NFS
BRERSEE
ECHIATRE
i#

REAL @ BIEME

22
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i3 DU

timeo=600 NFS B iRfE
=it NFS &K
2 B ER R
BEHE , o®
it&E

retrans=2 NFS ZFimE
HERA KB,
O AN ) =
PR — S0
W E B AE

noresvport HH NFS &BF
SR BRI M
BERER  E
% TCP Ri%
H,

« FUTITARME /etc/fstab , LMEERGEH SR EIEMERNMERE.

file-system-id efs-mount-point efs _netdev, tls, iam 0 0

56 FH 4% a1 R 2R3 IR

MRGCALNBRIEEBRERNEHPHRERITNER , BNBUNBRAXHRENENFT K LN
FRPBERTNE, EERLIIRENZNRE  FENT S -BELx2H.

£H EFS HEHEDREFEHEIHRE , HEF %M Amazon EFS ZBIEEH 43— TLS 1.2 B2
B, HESXANNZEPFERBEFTE NFS RE. ATEMME TLS EZNUEP B S IEHMA A
(CA)ZEH , HZFARZHIAR Linux KITHRNEF. EFS ERHEBEFESER —PMNENEFHE
RENBNXHRENMELZZRBEHBRENEEET,

£/ EFS EFHBEFEILS Amazon EFS WINZEEE , TEHMAFWASREE. MEX R X
HRENAFEEZENNAEFRERN,
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£/ EFS HEHEMEFAIERHEYES EFS WHREHMBEET , EHEHTTNHHE RXHRE
EE# , BB localhost ( 127.0.0.1 ) FEAREZHBRIE T INZRPEE, ESRA T REIBEH

127.0.0.1:/ on efs-mount-point type nfs4

(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20059, timeo=¢€

B efs-mount-point BREIZE EFS X#H RS |, 7 /var/log/amazon/efs HE&E mount.log XX
# REER DRI ERIRE, XTLAERUTEERN grep B RTMKo

grep -E "Successfully
mounted.*efs-mount-point"
/var/log/amazon/efs/mount.log | tail -1

It grep @r HHY I HFHIR EERH EFS XA RSH DNS B, HSH TEA KA L.

2018-03-15 07:03:42,363 - INFO - Successfully mounted
file-system-id.efs.region.amazonaws.com
at efs-mount-point

A A% P BRI 24
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512

Amazon EFS X #REHBEAIUBSMEZNEZR P INE. SAUER CMK M#BERTERESME | £
F AWS KMS #ZHIFIEE CMK, RIZMBXHREIFERRE , LEE AWS EEZFHIAH Amazon
EFS MU RECIBM S FikPEIkE , HEE AWS CLI, AWS FF X T EE= Amazon EFS API 1}y
CreateFileSystem BEFM—NSH,

IERLAMER AWS IAM ET 5 RN X RERBEEHSSHEBSNBENERPNE  UHE—FSERE
REBERABHHEEAMTER, EAMBHXAHRENRS. NARFNAFURERN , WXHER
SRR T EY. BUUER EFS ERFBBRFESNIEF R LRI MBEN TLS BBE , &/~
iR AMERR EFS XA RE 2 RMNAA NFS REHATME , NI aFRBERITNE, ETUE
F IAM B4 R B3I 8#75HY Amazon EFS BIE#1TINE , th A BUER EFS X RS RBEN AP R
BHTNE , TRFIMIRE.
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AWS B H

7 R

« AWS KMS m#Zi#ERE$H
« Amazon EFS HFiE™
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AWS B H

NHEA R FEMTEE
Q=i RIS

ERBAXLEARPBHEHREA , HITHE RSS Ko

BH-MEiEFR-EX EH-F g K-k

REEH BETREMRE

EHTHESD BT ER 1AM 58 HISEHE RS
HNER T 4E 5 P AN R

BE# T RS BT &5 BRI E

MREA & T A Amazon EFS i

NHREMEBSHIE

@ Note
EiJ ¥ RSS & , BH4HN IEEEARNIKERRE R RSS A,

mEE
AT TERE DI

« AWS FE T RMMFRTF EZRIT Darryl S. Osborne
« Amazon EFS S ™= m£ 2 Joseph Travaglini

- AWS BEMRT %R T Peter Buonora

« AWS SR EFIZRIT Siva Rajamani

EF-mEicF-BH8
2021 £ 4 A30H

2021 £ 2 A 22H

2018 4 A1 H

2017 9 A1 H

DL EVIEARES
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