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https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_toolkit.html

AWS B H

BAE
(E3:
A

TE N

e

Y4y

FMMEMENREERS , fINER, BFEIEKXR, HINHER, BELNAEROTE , XLEREH
EEMHHBETMEE,

X [ &
RESHNARR , EREREXRRNATHANAFFRNMNEMERE  ABERMLEINF.

3
=t

W eEEENBECRER  BEUSHNUI (bps) NEMN, W KM (Mbps) B FIKL (Gbps)
EELONT RLA , EEHN10 (£ 100 T =1 Mbps ) , MEA#TEHNNA 2 (2M0) .
EMERANHTRERN , FIEEHFRER2EETENEBMEN, ZRNNKREE, ERRE. #
M TEABNMARERZRBARETRNTRER,

MRATREEESNHEIIREN. FENATRATEEISH I EEXIBEMME  ME —ENAT
REFEEBEMMENS TR, URNASIESMRETRRG  WAREFERKREES RATEASZN
RER (BRMARIERET )  MNMAWEAESHNEETR. ATREFHE. BREHN MTU RIS
BUHHRMRE , VPN TRERREIFTLE.

HEIR

MR RIEHEEBEIMEEENFRR BB etE , BEUAZEW (ms) N RN , BEEEZRERI
W (us) NEAL, HERRXIRMEE , FILIER < b /& A 8918 hn 58 b0,

MRGEEZRAAURMARNER. SEXEANA (HINEMRE ) 9B FREER A A 7T AR P #
TRAREIRAFEIEMKEN ZE AME RN EEREE, IPIEE (VoIP) MAHBARUNE
Ko REZENERTEARRESURBHN THERR , ENFERS /ML EELE T EHE T4,
REIER Y G N AT RE 2= B M BIEFE R H XN B R EFE.

Az
BB EMR IR —3E , BERE—# , BEUEW (ms) NE(L,

MAHHERBE HNERNREANAS  SBAANESEH. SENATEERESERES -
HAVERMIER |, AEABRPHEPXRRIEDENRF,

HBE 13



BAERE AWS B KR H

BEIEXNENRREENZRENE L. HTERERE, RETRH, NERJFUENEMR
, TEMZANSL BN -ERENRESER, it , NALANBESERET—ENETTE , 8
=, TRNERANBREESEANBERETRERTE.

£/ TCP fmEREN N ARB BT EMMEHKRY ERFEITEKR, # IP Eil LEH UDP AW
WHNAREXRECHN T EREERESER , MEARENBESERETHR. IPIEZTNATLE
AREREBBEEANAARIBEART , MARZHAEN R, — L VPN BERSTEESHESH
#, ATEERATRARENNEG EREREIEX.

FEEERI R

MEEAFMMNIERMELER | BiLi%EE AWS Direct Connect , BN ErEREREN ERE, A
BRESHEEREFTH. IRFELERMEZFRENMEMER , AWS BIUERA AWS Direct
Connect. #AF VIF Mk VIF XFERN , XALUBCESMENHESHE AT T ,
MMEESHELE. AWS Direct ConnectSiteLink R1FFER AWS = TMEHRZVEZBINERE , HAT
LRIEEEF A, i%# Direct Connect # LAt M Z B A T SiteLink B 3,

JB3d AWS Direct Connect £/ VPN A8 NiN&hEE. ER , ELm/ MTU B K/D | XA RERER(R
HFHE, AWS HEE Site-to-Site (S2S) VPN IHEET7E AWS Site-to-Site VPN XRS5, tREN
EENREETENMBER , % Direct Connection 1 E &8z MACsec, MACsec & Site-to-Site
VPN E#H MTU EEFEULEEFZEMTRE, AWS Transit Gateway RFEFEET E VPN E#E
WHE , HEIENZSKEEREH (ECMP) REHMNELE, AWS WHEE Site-to-Site VPN X E A
Direct Connect A% VIF # 1T G ERE |, #1BESHFEH AWS Direct Connect BW& A IP VPN,

B—MtREBEIEBRMNER AWS F£EM Site-to-Site VPN, AT HRAEEE , HN/ 2 , EHRER—
NERE|HMEE, B2, Fidd , BIERKMNRESMERR IMA. EBRMRXSEH, HBEFER
BHRIAY IS INEBR2 AT TN, AWS B AWS fniE S2S VPN 2t 7 —fr@ER AR , JLUERERE
BRI BR AR A0 — Lo 8RR, ANIR S2S VPN EH AWS £ 3KiESS , AiF VPN RERR#H A AWS WL |
HRUBBEREFMXIRE. XHERERATHEN AWS £BRERCRERR , HREKHIEER
MEREMENIER. SUUERIME VPN EZERERBET 2 Internet BBHAREN TTRERERH ML H

A
EX

End , BEAEENTRRASERENRFRNERANTER, EERARNRAANREVITE , EEEF/)
i, EAEEEATHECRMLE , BEUTIKFT (GB) hEf, HRASES AWS MEEA

%A 14


https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-direct-connect-sitelink/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://aws.amazon.com/blogs/architecture/improve-vpn-network-performance-of-aws-hybrid-cloud-with-global-accelerator/

BAERE AWS B KR H

RREEER, NREHMNENTE-—PEVIEERERN , WARERREXNRNEENTH, IREN
MENFEHMNVE , NFEEXZAFRSZIREEE APN Direct Connect SN ENEEA,

& 7] &

- BFitEANEHNREMNEBRME AWS RiExZDHIEE ?
- Wit E AN AWS [ER IR BB M A 1E S D BIE ?
« XEETTMERALT?

- HEGREREMLTWL?

FEERNIIRE

MREFLEE AWS LETHFRESNI/ERAE , W) AWS Direct Connect 7] SUES # # 77 = B2 H
AWS MR, B, BYEEE AWS ZEEHEHIE , TTLUR 2 | M & RS RS X FH W 5 5%
B, HXx , B % AEEARNFIERIEYZEMLE AWS Direct Connect BIEAHREWRTE , MARIR
ERMBEEHRRNR—F B RSREEEEEN N EH,

AWS Direct Connect St AWS Direct Connect SiteLink , #id AWS £ FMET i R B B——
BXEZEER , H5H SiteLink XM EE. FIAX—INEEFEXFIEFER Direct Connect 7 1% i 5%
A, URB/etEA SiteLink A, BAILRERASHERA SiteLink , X FHREBKRME T AMEE
BENWHEZR , XTER— N TENIER,

MRIEFEAMERSIRUEBEA MR Direct Connect (VB 2 [BIZMIERE | M EXF ARG PTERNRE
MBEEBRFESRSEEBEZIITNERE.

AWS £ TR A LU RN REMNEM AWS A REREZIRPEUAANEMT AWS XiF, 5EEAE
B EERE AWS Xi MHLE , XFTHEEE BT SRARE  BEFEEXNAREA , #IHEESH EC2 &
BEAENTAH. MRRERFPIEE AWS Transit Gateway , MBS GB HWEELERA , B
MREMA Transit Gateway Z [EFERAXFREIXNEEE , M| RFEZF—IX Transit Gateway EIEL 2 5%
38

RENMARIT HHRELEREE AWS BER , ARTLENRERHRARERK, [ AWS &
ABERRE T/,

(® Note

FERABEEZBRS RN -2 , BR AWS BEFRAN | ENZERIRIIREERA , SFBRS
REERA., IXEE, YRV DX NERMNRE (NEE) .



https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-direct-connect-sitelink/
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/transit-gateway/pricing/

BAEE AWS B & F
MBEAAENZEAEREMNER2MEERE  FiHE—1MRBSEEHS , FiZL L , AWS Direct
Connect W AALLERAEENER, MREBIFEZHKE AWS Direct Connect WEARIK , MIEXE
EXKAER |, M| AWS Direct Connect # 2 R{EREREER,

MREZERIGN SN  MEERMNBEEMER WA TERMY=EME , £EBKM ELEH AWS S2S
VPN AR EEH, FEE , IRELN RN EIRE 2% N ERMNER,

MRIEERIRHER AWS Direct Connect ( 53k A 7 Direct Connect Mui E3RER ) , MARAI S
AWS B R iERE, XEWREEMFEA 1. 10 5 100Gbps #9% AiEE, AWS Direct Connect & £
REEZSTRERENEPNRE , TRCENIEZETA. flm, BRI LM 50 Mops BWIEEEETH |
MAEM 1 Gbps W& BEZEFA,

£ AWS Transit Gateway , LA 5% VPC £ Z&E VPN H Direct Connect 1%, BARAERE
/M atiERE AWS Transit Gateway BIXEHREZL AWS Transit Gateway BREN % , EER{LTE
B, OEDTHEN VPN EEN VIF B8, RESETHAFRNFLNZRATAIREZHMEBTH
BUAEBNENTER, B lERXEHFNIZLT , Bl AWS Transit Gateway 14 T K Z# VPC Wi E5%
B, MARE VPC WRERED, XA EANABREZTEGRERELZEWE AWS WABIF=
£ 1 AWS Transit Gateway BIELNEFRA, BEXZRITHESHFAFRE , TSR EEER " T, 3
— 75 3E 2 fF AWS Direct Connect fE N EB R 5B I EBXMA AWS S2S VPN EN & B/ R B
BRELEES. BEAXMBRAREREARLATT , AR ERE , EEEERARLHRS (EXRBESH
RS HoHTTIHE) , MATREEREEE, AWSTEIWHXM A EATEEXERRENTIE
&

RiE— T ERTE Amazon EC2 R4 EEBEFEEH VPN 5 SD-WAN, 5 AWS S2S VPN #tt
MBEERTIHENULS , WENELAELEET, BR , EEZEEIMNEMRENEETHE, &
BRAMEC2 BERHFH,

R
R 3I—AENTERERITRA TR
%50 EFREW AWS S2S AWS fniE AWS Direct AWS Direct
VPN = SD- VPN S2S VPN Connect &  Connect T H
WAN HEE EE
ZEZEEBRNE =2 = = &5 &5
#



https://aws.amazon.com/directconnect/locations/
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://aws.amazon.com/directconnect/resiliency-recommendation/

AWS B H

AT HMEERITERNIEETL, ]

TEEEU : Ay B, EEEE,

K5 ERREEW
VPN = SD-
WAN
MEXRFEFREA EC2 3241
BAFF AT
BiEEmBEAE BEBEMER
Transit ik
Gateway
AWS BfEL FEHA
BEH
=R LT =
AWS Direct
Connect L ff
A2
EERITIER
AREPHX—E5
BIEZENTEM,
B
EEEI
- O REMH

- EEEH

- BEFEE® VPN A SD-WAN

M

AWS S2S
VPN

AWS S2S
VPN

=05
L5 Direct
Connect =&

CIpv

XHEHE AWS
Transit
Gateway

=
=

AWS hniE AWS Direct AWS Direct

S2S VPN Connect ¥£&  Connect T A
T T

AWS S2S HERANAESL T RiwO%H

VPN F AWS A% AL

BRI 25 Bl

TEHIEEMES  Direct Direct

FINREM HEE Connect #Z%  Connect X

W

HIE 1B 1B

2 FH AWS & H AWS
Transit Transit
Gateway Gateway

i TEHR TEHR

AIEEUREFEER VPN A SD-WAN,

EERITSEE B H AR AR T MR

EERITIERE


https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/global-accelerator/pricing/
https://aws.amazon.com/global-accelerator/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/

BAERE AWS B KR H

CIE/N;::3 4

EX
Ay BUEREEREBRS REBREENRANERS, FROTAMERNRE.

HERITERA RN , EREZRIANAEURTMBNER, IMERTREEFNER , LAREERE
FKEX , BlmAMWRENER.

AR RBEEBRERBMNARE , ARMBLEAERBETEERERN, BR , BNTMENEE
REILBENEBRRARNTY BEERNEMER, FARBEKNABSEZNERNRIT. B
EEtERE VPC MERMHEXWESERZNE. AXESZER #2520 (WEAYERAZ2HZ VPC
AWS M ERZRF) BRF.

X 88 (7] &

- BEAMTEEEEI MRS EHBSN VPC HERSD ?

- VPC REPBELEANXIH AWS XiF ERZSNMX ?

- BEFNSONERMIE[UERE AWS ?

- BNERESLBEFAMRRE (BEERBHBRMAE ) BEEZE AWS ?

- Wit E Amazon VPC BE S O&EH ? MItAUEKENEHAKER S 2 AWS
- BRABE AWS FEEN B BT H R MmE 2

FEZERI R
EREEERITP , MEFEEE, Nt , T8 RIERREN BHRERERRITHN -2,
UTREFEEANGESER  TREAREHREESMEERRITHARE RN .

s NEARBEERBOBENBRNERBEHE, AWSHL | IP it A EMRITEESARE A
BRELCE, REIRR—IXEBNEMMIZEEN, BXAREIENEZER B UEMED &
HNREIRE 75,

- EAWAE VGW B DXGW & , 21 BGP 4B A LUIRHEZ/ VPC KiERE AWS Transit
Gateway , NTIE&ARE 4 BGP WEXFNHE.,

« HFEFSNRM I QUEEE B AWS X |, AIBEEER Cloud WAN,

CIEN:3 18


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html

BAERE AWS B KR H

EEENREAMES AWSHWZRRZBENBEFEER, BALUE Amazon VPC AE S XiF
HEN AWS X Z4N VPC HHBRRR , B U EENRZNXBEPBEEELABFLIH T R
AWS RS AWS X1 |, 513 Amazon S3 Al DynamoDB.,

7] &

- REEEEEXFAMBXIE#*I1T VPC EHEE ?
s EREEEEMNKRMIGE AWS NS
. ERETHEAMER VPC KRBT EHE AWS BE 2

/

/

!

FEEERI R

WHEEERLTR, SNEZERRIRER. BEEIESZEI

Juk

UTR—Ex

AR WEAR , AERBERKNALRHMEN AWSZHHEEER, BXEE VPC RITNES ¥
MEE , FSANETY REREM S vPC AWS WEERN R H KR,

ki)

« AWS 1EAIE R EI¥E R VPN — | £ AWS Transit GatewayAWS X1
AWS DX — %8 VGW B DXGW , £ Xig

AWS DX — #H VGW, ZXFHMAHENZFERIERN DXGW AWS

AWS DX — % % XM /A H X E BiE AWS Transit Gateway#J) DXGW AWS
AWS DX — DXGW i AWS Transit Gateway% X135 ( #id 3 /)

AWS H1HERRuE R EIE R VPN — |, 24 AWS Transit GatewayAWS X5
ZHEBANTHIAR

° i& AWS IXEEO
« AWS HER L S EIUE S VPN E#, AWS Transit Gateway
* E',Eﬁﬁﬂﬂii SPNo

BEEER 19


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html

BAERE AWS B KR H

E| Corporate
data center

AWS Glabal Networ, Internet Local ISP, _@

AWS Transit Gateway AWS Global Accelerator
at AWS PoP

Inter VPC communication

Site to Site IPSec
Connection

4 — AWS £& VPN — AWS Transit Gateway , #£4 AWS Xig

EEEREMN

« BEBEA AWS JNiE Site-to-Site VPN iE$# |, BB EAHEBRM EE L1 VPN E#E,
- BEMFEA ECMP BLEZ A VPN BiE , BRI ES VPN EEH T

° T%? E%A *Eual\\\o

- BEZAKE (BGP) BHHBNEAMER,

« AWS Transit Gateway %] VPC f5 , FTEEEN VPC EA LAFEAMERER VPN E#, FSdr iz
#l VPC 2 AIFTEMNBEER , BXEZEER , BSHFEMNXHN ITERE,

o BERENIRIHET  ANE=ZHZ S M SD-WAN ERIRE 52 %K. AWS Transit Gatewayig s
¥ VPC F| VPC MA#F VPC REBNEPNELZ L,

METZEM

- EEREZ IPsec BEM ECMP W1ER T , # & E A3k 50 Gbps ( #MNRENRHES VPN
BEMNRARATREN)

BEEER 20


https://docs.aws.amazon.com/vpn/latest/s2svpn/accelerated-vpn.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html

RAEE AWS B 5
« 8 AWS Transit Gateway VPCH BLEE@@ KT LA
- BXRBABEZHMINERS , 1§56 Site-to-Site VPN FLl,

HAEFZSEM

o ERMBIEPOMZBERBTFEHFTIN AWS Transit Gateway LLIERAR AWS,
« F3ETEH AWS Transit Gateway 5| iZfE VPC IZ €4 |, ER VPC WEHEXFILIhARE,

AWS DX — #H VGW B DXGW , B X5

ZAER AT E 0 EX -

- B AWS X1,
- B33 K DX (ZEHIIXE AWS Direct Connect E#,

« AWS DXGW f£A VGW EZiE#EF VPC,

« WEF AWS Transit Gateway F VPC [B&E{S

o

EME) AWS Cloud
Region A
E El Corporate
; AWS DX Location A data center
> Availability Zone A Region A
-b- Availability Zone B @4—@7—@
DX Router Customer Router
q B
i . :
g 1 . - '
2 > AvalaviityZoneA 61;)
{ G R
AWS B : Avallabilty Zone B
Transit Gateway [ > i VaW el ]
B ' AWS DX Location A
1= Region A
L Avallabilty Zone A (: :) (: :) @
DX Router Customer Router
.y Availability Zone B

BEEER 21


https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-quotas.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html

=
EE

~s0

AiERE AWS B KR H

5 — AWS DX — #H VGW By DXGW , & AWS X1
EEEREM

- REUFREEIHEMXEN VPC M DX EERThEE,
- BUSEEE (BGP) REBZKMER,

« AWS Transit Gateway Z A S fEAZHI &N VPC 2RIENBEEN. BXESZEE , BSATE

M<H THEFE,

MEETEED

EXxHMMERFINEZELS  XFNIRKE, S DX EEER (TH, £ ) W VIF & |
&2 AWS Direct Connect i, —SEEFTZEM :

- #8 VIF 1Y BGP 2ERZ A LN IPv4 H IPv6 B 100 %M,

- E5/ BGP &iF% , 8/ DXGW RZ 0 LUEHR 20 N VPC, MEFERET 20 4 VPC , AT LU
E % DxGW LUt AMIEIERE K REZERFERAFENKER.

- ALARIEZFERMMEM AWS Direct Connect so

HbF=Em :

- ERMMEZER AWS BIBERT 7% AWS Transit Gateway #H<HLE KA,
oA 5| FiERE VPC &£ 4 AWS Transit Gateway ( FE VPC W& ) .

- AILAERA VPC X¥EEE AWS Transit Gateway k{ei#t VPC 2HIHERE , E- , XREMAMENY

BAMEEKE V point-to-point PC & EEMNIRES Z=14,
- MRFFE VPC BEE , MEHZEZEERXF AWS Transit Gateway B FFE VPC W&,

AWS DX — 8 VGW, ZXEMAHENFEZER DXGW AWS

ZAER AT E DA ¢

o ZAERHBTEPOEENEEE AWS,
- E3h3 9 DX BRI INE AWS Direct Connect iE#,

- AWS DXGW fEf VGW E#5E#E 10 24 VPC , A VGW E#ESERE T %X 20 4 VPC,
- ™%&FA AWS Transit Gateway F VPC [E M X EEE.

BEEER

22


https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

BAERE AWS B KR H

AWS Cloud

Region A :
E VPC 1 i
H DX Location A IE Corporate

E H Router

: tp: Availability Zone A : Region A data center
; T S
3 s} Availability Zone B 5 fﬁ f\,‘ Oa
3 ...................... H L ¥
......:u--- b @ DX Router Customer

Inter VPC communication

o AWS 1 Availability Zone A

c ! '

$ B | Transit Gateway ™ ;

< I . e ([El

o i P N

> 5 1 Availability Zone B !

) E > ]

Q£ e .

SRl Tl DX gateway

= B

o > DX Location B

b & Region B

w B

2

VARV N O_Iq

W s
DX Router Customer

Router

AWS Public Resources

El =

Amazon Dynamo DB Amazon S3

6 — AWS DX — w8 VGW, ZXiFHMH# VIF B9 DXGW
EEEREM

« AWS DXGW £/ VGW E#ZiEEZEE 10 4 VPC 8 VGW F % aiE# 20 I VPC,
« AWS DX /A3 VIF BT E#ES AWS DX E#ihE AWS 2N HES |, #120 Amazon S3,

o RAFREEIEMGXEN VPC F DX EENINEE.
« B3 Transit Gateway & HiE{E# T VPC {8 AWS Transit Gateway F[X1gjg VPC B&{E.

METEBI .

BXREMAERFHNESFEE , IXENIIERKE,. S/ DX EEXE (TH, B8 )W VIF & ,
HZ @ AWS Direct Connect Bi#l, —:EEFTEEIN ;

« #\E VIF ¥ BGP 2FE&Z A LN IPv4 M IPv6 B 100 & H,
« 5/ DXGW HZ A @IZNETH VIF EHE A BGP £iFiE# 20 4 VPC , 8/ DXGW & Z 1%
¥ 30 MEA VIF,

BEEER

23


https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

BAERE AWS B KR H

o AILARIEZEERIME M AWS Direct Connect s,

H s B5m :

. EXRMMECEE AWS BIFERAT L E AWS Transit Gateway H<BLER A,
- ZFE VPC HWZEHTREH S| AWS Transit Gateway ( EE VPC J& ),

- AIBAMEA VPC XtEHiE AWS Transit Gateway k{g3# VPC ZBIKIE(E , B2 , X MAHEN
BANEEKE V point-to-point PC W E R EMIRIES Z:14,

- MRFFE VPC BBEE , MEHEZEERXF AWS Transit Gateway b FFEE VPC W&,

AWS DX — W Z XM HNFHIE AWS Transit Gatewayfy DXGW AWS
ZEBHUTEHIER :

« Z4NAWS XiF,

53437/ DX (L BRI XX E AWS Direct Connect i,
BAKBEBER L, EENEEE AWS,

AWS 8 DXGW #J, AWS Transit Gateway
BMNXEH VPC SIER K,




AWS HEH

U

BAERE

E AWS Cloud

m Region A
E Corporate
AWS DX Location 1 data conters

Avallability Zone A WA
lr. @

DX Router Customer Router

{ avalsblity Zone A | & & |
o s N - .
! } N
: : DX Gateway = |

AWS Transit Gateway |
| AWS DX Location B

L

Availability Zone A __.- IE |
S 5 o |
i w | | DX Router Gustomer Router
Availability Zone B e ; [ |
! a8 [
| )
g I
F [/
2 / I
m Region B = I
H AWS Public Resources Privata VIF
Pubilic VIF
: Availability Zone A . - @
Availability Zong B _: [ Am 53
H ; A0 Amazon
: AWS Transit Gateway ... DyamobB L

7 — AWS DX — # AWS Transit Gateway% X f1/2 # VIF B9 DXGW AWS

EEEEREMY
« AWS DX 3 VIF AT &id AWS DX E#EETHE S3 F AWS A HHE IR

o RERSREESIEMXEN VPC f/3 DX EEMIHEE,
« AWS Transit Gateway &E#%| VPC /5 , AJLA%E VPC 2 EXI T LTI 5 MIREE,

« B AWS Transit Gateway X & EEEH T VPC A MXiFE VPC EfE,
« BERENIRIHET |, ANE =A% 2 M SDWAN E#Ii& &5 AWS Transit GatewayZ £, &S

¥ VPC £l VPC M A& E| VPC REMNEFTMEXL L,

MEETEE :

25

BEEER


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html

BAERE AWS B KR H

- FIREENHBERS AWS Transit Gateway 7 Transit VIF FIZHFHN R ABBERE (AL HESTE

BXHE ) . BXMNERFILRZIFWEEN VIF HENEZESR |, 558 AWS Direct Connect Bt
o

- FEE A BGP £ , 1 AWS Transit Gateway 2B R Z AT BE T VPC,
« H/ AWS DX # R VIF,
- RFEFERMEM AWS DX E#,

H s B5m :

o EXRMIIRZEIN AWS BEEARST LTI AWS Transit Gateway 4K A,
- ¥ VPC HWZEHTREH S| AWS Transit Gateway ( EE VPC J& ),
- AIBAEA VPC XtEHiE AWS Transit Gateway k{g3# VPC ZBIKIE(E , B2 , X MAHEN

BANEEKE V point-to-point PC W E R EMIRIES Z:14,

- MREFEEE = AWS Transit Gateway4 , M AT LURIMEFIE DXGW |, BEZHE U TEZE,

AWS DX — DXGW T AWS Transit Gateway % X1 ( #id 3 1)

ZAER BT E D EMK

ZMNAWS X ( KF 3),

TRE A BHE O

M X #9739 37 DX & #E XX AWS Direct Connect &%,
AWS 8 DXGW #J, AWS Transit Gateway
BFMNXEH VPC EER K,

AWS Transit Gateway s 2 [8] 9 SEE X &M1&,

BEEER 26


https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

BAERE AWS B KR H

AWS Transit Gateway peering

b BX Location A
H Region A data center 1
: D D @1
! N/ ] N4/
|‘ : /— DX Router Customer Router
‘|" DX Location B
r" Region B
i D D D
] 3 U N
Lo R T ¢,
b D D D
Y
A DX Location B
ll Region B
NCD) VA D
AN 1 N
Y

8 — AWS DX — # AWS Transit Gateway % Xigi#J DXGW ( B3 =14 )

EEEREM

- RIEMETIFH.

+« AWS DX o # VIF A FE#ET AWS DX E#iHR AWS 23R |, 4l S3,

- RACSRIEESIEAAXER VPC M DX EEAIHEE,

« AWS Transit Gateway &E#%| VPC /5 , AJLA%E VPC 2 EXI T LTI 5 MREE,
s MNERERH T XiHE VPC BfE., AWS Transit Gateway

BEEER 27



BAERE AWS B KR H

« BHIFWIRITIED , APFE=H%2 M SDWAN E#Ii&E 5 AWS Transit GatewayZz £/, HS
¥ VPC E| VPC MA#E| VPC RENEFNEZ L,

METEBIM

- FIREENBERS AWS Transit Gateway 7 Transit VIF FIZHFHN R ABBERE (AL HESTE
FXHMEE ) . BEXNERFEINEZEE |, S H AWS Direct Connect B, MBXE | A&EEKH
SCE, BB BEBE,

- 8/ DXGW K EA BGP £i%F AWS Transit Gateway & , 4 VPC &Z A BIHTA
VPC ( RIRELER AWS DX EEREMENMERBT )

- 8 DXGW & Z A LUE#ES AWS Transit Gateway®,

- MREEFEAEE =N ELHXE AWS Transit Gateway , N BEEFHLHI DxGW,

« H/ AWS DX # R VIF,

- RFEFERMEM AWS DX E#,

H s B5m :

o EARMIE QR AWSZ B MEBIEAS = E AR AWS Transit Gateway LB K AN,
- ¥ VPC HZEHTHEM S| AWS Transit Gateway ( EE VPC X&),

- AIBAEA VPC XtEHiE AWS Transit Gateway k{g3# VPC ZBIKIE(E , B2 , X MAHEN
BANEEKE V point-to-point PC W E R ERIRIES Z:14,

LTRERNAT A BEMNBERENIZSEM

BEEER 28


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

REERE AWS B $

Is the output of your previous decision tree(s)
VPN or Direct Connect?

oty S

DX + DX Gateway
+ AWS Transit O ey
Gateway hybrid connectivity?

v v

v
VPN with Transit
Gateway

VPN with VGW

A BEMBEEERER

A9

(® Note
MREFEZEEXBR VPN, BEEZEMEE , MRAIRE VPN £1EQR VAWS GW &2
AWS Transit Gateway AWS S2S VPN E#, REARMBHERE , WALER VPC ZHEFAHE
WBEEERURFEEEED VPN EEHN VPC BE , BB RE,

BEEER 29



BAERE AWS B KR H

EX

AEMERERSIREEZTENNITETANENEN. RENTRETUBETEESLEREBERN
BITREKEREE, SFREANLENE , HEREENIREREI ST RN EM IREHRSH
TR E BVRE N

BXRUNMAEATAENEERGETEENESHAEE , HS60 Well-Ar AWS chitected Frame work
RSN

o 1 (7]
w] F i

ARAMREIASTHEANNEE L. ERWEREE 99% ( BFEAFE 3.65

X ). 99.9% (8.77 /Bt ) M 99.99% ( 52.6 & ) , BALLFRCAREHTE (“AINERT
99% , “=MARR 99.9% , HAMEH ) o EXREKIEP O AWS 2B M E#FIRT R ARSI
BUEBRARINARFATAERE,

P& B IRTT SR A ARV R B R B 24

« MREW AWS BRTTESRN A FTRBERE , EMNEEREZT? R2TFR?
(R A RZ R R 430 B9 1T RS HLES (R 2457 W] A M fE 4R 8 R EERRTE AT A HE 4RI 2
- BRNAHEEMEZENTRYE (SNRAEFNBESTREDTT ) ?

TERNUREENATAERS RETEXRUTETRAENEUM LN,

MR RS RE

BRI E RE N BIE THERBMNEM IRERERRS HHIRE. SISREUTERFURZERURB D H
W ( MEIREENE A EMNERE ) AR, MRBITRMEEM (5EHE, MEREF ) WITAEEST
RUBRMBHETINE K WEKERERIDRSEFER, SHEBNERE , AFEREE  FRETRE.

W& R R T R R E RE DRI K R R BE

o BRI AV EE R B R L 2
o AR SRR R T 5 P P £ B S AR 2
. RIESHRIBLIRS (DDoS) B4 ZIE WL 2

CIE: 30


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
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RARERTT =

B, FEIENRE  HATRESNMNEENZEEMAARBEESKENTREYE L METEEKEN
REtHSEREMRA, EREFRD , TUNUREENYRE ( ARNTRE ) NiEE , RAENX
WHEHEMRAR , MEFEQIARETEEERRNNTEYE , B RERESHEITLISHREEER D,
BiUSFEAWS Direct Connect 321 , AATHRBE T ERITPAKRSHEMYE AWS HERESSER. AWS
Direct Connect

NTRUMAFNREMNEEREBRTROBERER S , RUTFEZERUAT/LAGE :

« IR EEEREENGERBEETNEMNEILE , SRETRTREERE, LENERE, BW
AXHM DX BN TTRUAKRZBRIR, KTFREMBERS. AWS XERAHRHHBNNEEM
=, ARMETREER, L5RE (HIWMEFMXRIREZ ). AWSDX VEM AWS XiFt (N T
X ) o

- AIRMAMEBAN EREEARD , RETRANERESIT , BTEERENRS LMITHEINEE.
EHEAERE-—HESHATFREL , RAENSRRITMHN TRAGEFETRRES T ET—HTE
RER , ENWMERBETLATE , \MSEBEMERTZNEET R,

- RMEBRE  ANEBHNERERBAGTEEETEHACHENNE. XA¥EBNEEZ M
Z: RVIKEFZZKE, SARNEEZEESKEE , URREXBINENERB,ETES
KAEHE, £/ VPN $EREISER/XIE N (DPD) MEERE A XX @ # KM (BFD) AT LASE R
AWS Direct Connect /= A BIE 2RV BT B T REIE R B ( R XEEZBLLATRENRS ) , HATRE
ERENNAED (MREFECHAMEREN VPN E#E ) K REEK (WRFEZEBRIYWERRNE
BENRAR). BANGERFIBERBIES MEANMNEBRPETH , SMEEHDUESBETER
WSt R MBECEIED , XERBEL T ABRBIER,

 FEIR : TRE BRSNS EEEITPNHREIESERRELENBEBR TAENNAFKRS
NATREENRE, BWUEBFEHRERITHES , IEEETHBRARETBDHNRESR T UMz
7, URRBEEHLLES, X—HorHHe—EELNREIRAS , EERSBEMEEERR
FROBEHEREE D KE, XFEEBHM BGP # AWS Direct Connect O NB T HMHEN L
FRETIRE (#X, BGP KA EET, AS BEKE ). BiRITERNREIEMBRAIER , £F
ERDTHREN AWS MEAAERBTAFERFESEOMLE IP A , R HIERN 6
Hlal, XAENFAFETERXHNTICBEZN. BXEZER , BREFSESHPEMXEEH
WFhifE., Site-to-Site VPN B H LK HK LA K Direct Connect B HH BGP X #4,



https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNRoutingTypes.html#vpn-route-priority
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
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£ VPC BBHKH , B2 A3 HtRAEEANN I RIIR. BXLEAFNNESZE
B ESRBYERMNEHMLE SR, AWS Transit Gateway B KRt TFEI&R5IxX , BER2—HB
BATHRIE , IRy BREBENKABEZE.,

BEEEZHTEERBMNNE Site-to-Site VPN iEZE R A

BZAHRETF—NMIEA#IES | EFEBEMNS AWS X8 BTTR VPN E1Z | EETE AN AWS Transit

Gateway, B 10 FIRMREIRIRITRE , BEXREIRE , BULUEMERERE K MNMESREESERE

fRRT RN TTFEM -

- AIRERESERE /1 TTRHN VPN EEHREHMERNMERE , BIFERAISEBINIIN (BGP) X#F
Bz kMR |, FEIFER VPN KB w4 M A0 R E 2 A N .

- MREME : £5 AWS Transit Gateway /N VPN EEHEE ECMP , BB TR AREMIESE
N VPN EENTR, & , B HTEN, FEEANKBUARESHERS , UM IEERAD
VPN E# 2 R A E
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' BGP Advertising route |
Route toward on-premises network
Routing preference is based on IP

prefix longest match Corporate
data centers

—

| 172.160.017

A 1o 172.16.0017 8 495 96 0,016 L)l _
® e

—
,_.- iy senmEE
| Availability Zone A |
172.16.0.0/16

—
i AWS Transit Gateway

-

| Site to Site IPSeec Tunnels with ECMP

10—EEEZ B ERHNNE Site-to-Site VPN E# R
BB ZA DX EEHINE A i ik SR 51

M AITHZRERTUNTAEBEXFNANREHEER LR , EAIEHA DXGW M VGW
AWS F S R EREER ( F£AWS Direct Connect 3 141U ##iR ) AWS Direct Connect #
TiERE, XN QBEIHIESOEE (DCI) SERHEEERE, BTERED ISR P 5k
(192.168.0.0/16) MNAN A BIFEF O [/ ITES, HITRNEBENABTEF O 1. WREBEFEHO
1HZAN DX LEHEHAKE , #HZR T URNRETAREBEKERO 2, kA, BIKESP
DEE—MFELSW IP BIR. XEFRFEEZHE , WRERN DX LERHHIKE  WFEEES
B—ANBEPOEQIAME,

BN BGP #H XEME5EE L% DXGW KB BB |, Ba L& m AWS DXGW ixkY H ABERIERE,
AWS X XE M4 o EiA EE K AH AWSH BGP At HkEM, BxFEZEL |, H5 AWS
DX B H KM BGP # X,
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NTBERAREM®RESZ AWS XE KAEZN IS , 83 AWS DX EZEEE ECMP , XHEMET
RE A T8 A S AN BEEE. AWS

Prefix 1: 192.168.0.0/16
BGP Community set to 7224:7300 (High preference)
Prefix 2: 10.10.0.0/16

Traffic o on-p networks BGP Community set to 7224:7300 (High preference| Advertised VPC IP prefixes towards the WAN,
L tf {Highp ) with preferred routing metrics to ensure remote

Prefix 3: 10.20.0.0M16
BGP Community set to 7224:7100 (Low preference) sites outbound traffic towards AWS prefers a
BGP route advertisement to AWS DX gateway ty p path via data center 1

AWS DX Location 1 Corporate
Region A data center 1
? e

»
1o
3

Region A
@ 192.168.0.0/16 _in
___________________________ ,
! Availabity Zone A ||| ! DX Rout C Route
! v ! (\b outer usipmer Houter ) Sl Remote site 1
e @] 4 ok Prefix 1: 192.168.0.0/16
P ) Prefix 2: 10.10.0.0/16
| Availability Zone B = --j = AWS DX Location 2

___________________________ DX gateway Recionay

I | To 192.168.0.0116 ---,-‘F-\‘------m-‘ ------- FF N>
- EER .\ 5/ b e 5/ A R N /24
| 1

192.1;.0.0;’2

)

: \U . Remote site 2
Availability Zone A ,' DX Router Customer Router
= B ’
R R @] o) - Private WAN \—
! AvailabiityZoneB T [t A B Corporate 192.168.0.0/16
| VG ) Region B data center 2
T 192.168.1.0/24
« “-
‘\"- To 10.20.0.0/16 ---m,--“ - - _T_\ »
i . ‘l" ‘,L, E| Remote site 3
J§l RegionB K U U =
DX Router ——>
Prefix 1: 192.168.0.0/16 3
H . ¢ 0 . Prefix 3: 10.20.0.0/16
! Availability Zone A~ 11 AWS DX Location 4 192.168.2.0/24
' P - .168.2,
1 fal Region B
e s
1 Availability Zone B = <
; v el B T0 10.20.0.016 SR —= - {%} >
DX Router

Prefix 1: 192.168.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 2: 10.10.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 3: 10.20.0.0/16

BGP Community set to 7224:7300 (High preference)

11—EBZ A DX EENNE A i v [URBG)

BEXAMRIT , REFBNE (EFHARNESIRAKEN BGP X ) WRERNER ECMP 2%
EENMARKNE DX E#EHP, B2 , MRE DX EETPAEFEREA ECMP , N LAEABIE IS H
FE 5% FA SR BE A BGP 4 X 3044 i #3489 M B B2k — iR 1T DX B4 Bl Ay R Rk %

AR MRRBEPONREPERLREZ , IFENXLERFEENAVFREEY —5 DX EI8E
I, ANE—HFEH O KA S —5% DX 858 ( MRERIEER ECMP ) 3 A

ER AWS DX HEZZHBH VPN EZRYG)

A LAi%$E VPN 3 AWS Direct Connect JEZIRMZAMKERE, BEBRT , X3RN EZER
TERAEFN , ANBATEBERNLEHWMETRE , AL ZEZESI AR BEBRMBITEEIRS SLA, ©
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NENBEEEMRAAREMNTELERE. ER—MHEREBEAERAMENEZEER K NEREZ
BEEZRRZEMEGRNBEATER , LAENIGNBRAR , EETUEER A DX. B 12 %

BT ZEZRERNRIT, XIMRITH—PREZRREZER , VPN # DX EZEHL LT AWS Transit
Gateway , SRILUBET E#EK DX EZEEMNRBMEL , VPN EETHUBEESHEH, AWS
Transit GatewayiX AJgE 2 S H A EBENEBAE R, BRX—RBENDPEREZFMXIRE (CGW) £X
M VPN EEZWNRAEERBATE , AATEICEER,

EE B LB ELEA AWS Transit Gateway , BEEAERAXRTPIEEIEETEMGHIES AWS
Transit Gateway B H , MEREEEANERBALENE,

M AWS Transit Gateway BHEKRNAERE , Aib s R EHEMN AWS DX iE# (BT DXGW ) M
VPN IR , s REEME. RBHEBLESZLE AWS Transit Gateway , &3 Direct Connect #
KRB AERS TER IR/ E R VPN BIKHEEH , Bt | BHAZAH M EN EIERFFI2IAR
HRERWEE, AWS Direct Connect

+ Route filtering Accept only summary route
« Set lower metric e.g. BGP Local Preference value

- - AWS Transit Gateway route table —

F Region A DX gateway path is prefered, over | BGP Advertising route
= VPN, when same prefix length is

propagated to AWS Transit Gateway

datd centers

___________________________ o~
Availability Zone B = ~i g 172.16.0.016
LY . o
........................... A
{1
!
— [
ey ' AWS DX Location 1
PTTTTTTTmmssmmoommeoeees i o Region A
! Availability Zone A i T ml L
S | =8 - D).
i Availability Zone B o f
DX gateway DX Router Customer Router

172.16.0.0116

-
i AWS Transit Gateway

« Accept summary route and any specific route
» Set higher metric e.g. BGP Local Preference value

12 — ¥ER AWS DX E#EZ DK VPN E#ERHI

THEMNREMGFIESEMEFIENRE , U TRE (FRKITEMY ) BEEMEERE, BXEZER
&2 ¥ AWS Direct Connect tiEERE I T EA,
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https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
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What is the targeted up time of the hybrid network
connectivity?
Solution:
High resiliency

Two single DX connections to
multiple DX locations

'

o

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
VPN connection as a backup to
existing VPN

Solution:

VPN as Backup to DX
connection

Solution:
Separate DX connection

13— T EMRER
ZPIEERN VPN 1 SD-WAN
BN

ERMEZER—HEm , TATREFHESEEN, —EXFEREERM EHEEN WAN , A
RHEMEE LT A WAN, BRA4EXKT HM (SD-WAN) A ARESHYERARA , RERBEME
PEEIZEL WAN, HttFEFNEERAZENBEEEURIER VPN,

xR 1T R KA S

SD-WAN F1ZEF#EE VPN A LUEE BB, AWS Direct Connectiz{T. SD-WAN ( SEM[IE 4 VPN
EBE) EKENEZER—HTRE, A, AARPEIEHITICH TR SLA FESMELHER,
Flgn | @i EBMIE SD-WAN BhZE T ERME S AWS Direct Connect L #%2 SD-WAN & 1i/Z 48
EECEIE S 3

B HEE® VPN 1 SD-WAN 36
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s BEBEARMWMLEHFEH SD-WAN ?
- BREEEFESTERMT , MXLEIHEREERAT VPN KIgNELEHES EER 2

BARERTT R

AWS Z1F SD-WAN 55/ AWS Transit Gateway , # & #7235 AWS Transit Gateway 5 5% B9 {5 57
HEHE, AWS AILAFE S SD-WAN sV OH D XER. £ AWS TRATATRHFEESEATEMN
=S MEREMI ML AWS T [E SD-WAN SELBREEER, SD-WAN fif R 75 3 3% 158 1 421 7] A B8 &t
TEHIRNES , AL EEERTRUFANGEENAIMEEIIEE, 54&45 WAN M, TZ2ER
B EEMENCTURINREEEMNTALE, B2, BENNZEFENEALTEISTRHEZDFERN
TRASEKTEERM L,

HEREEHERT  BURSIEREAES VPN HRNENRE, ARARAENENRBNRESER
REEAKREMZHE RO B FREM é"‘ﬁ%ﬁﬁﬁ%%& EC2 EHIF M EMIREN BRITE VPN

5 SD-WAN R IG R, BRENREEBZRE, CEAREMNRZZENSTRHENARERE, X
HRIRIT2EMENEZERE , B8 ﬂsﬁ"&%fﬁﬁkﬁ’ﬂiiﬁﬁo ZERIR T RAVIFE NS ERUR T RIE 5
AV EE LR o

AWS Marketplace @& % VPN EEVRE , B AU HEIPEE Amazon EC2 £, AWS EiUM
AWS & S2S VPN FF iR , lIRFRHEENER , BZRHEMED, BEIRENEBFHHRES &
B,

EFREEHR VPN # SD-WAN 37
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AR ZER BRI

HEPHNX—HBoRRT MAEAIEEN,. FRENLRBINREHREBEREREREMERIT,
AR MREERFFEEE , RN CTEAERRIHOE A, FRIRIER T LGE %3 — SR iTIEN.
MRVAEHFERIT, MERRTEFLE , ERNRFERIBWE , MORESLTHEER , SR
ARE#FHDXPELNEE  FEENBELRBRXTERN KL,

X FUROSERBENETF RO, IFLEE AWS LHISHEE - NS HHTE. 2HTEN
EToWRELAHEN TEFNRBEAR L ABEFROPERNEMBIREE. &1 , 2 FELNEIN
NHEMNFE—D AWS K. —4 Amazon VPC ML FRRFEEL= NI RHE, T8 FHARBEF
WMIE, NERRRRE TR REANR, BINNERRE=ZDMAERALES,

RBRERREITRIRE AWS AT EAMJLATE | #li, ERK 6 MARFH ERP R4, EUKHE
Ef%HE (VDI) MBI 20 MNARFMS IR E AWS, HMIMEN - LEERDEBESR , BRA
& , B8 AWS Cloud ERE 2180,

RHAEARRERAA AR BHERN T E, IERSMEREH T EIRH FRE LR BNRIRE A AE
B, Mg iRz,

CMNNEEERBEBRNERITG , TRYWLHITT ELE.

®R A—RBIRERT A ESERA

ERR AR RIIREM FBRE X FE 21

EREaT A DEMENNEHMETA? L« FERME 1 ANA
et LR, JLAZERILA . &7 3A4A
A?

g kS LNREERIBRREAT  « FRMR : AJLUHES Site-
BT B B f5E A AN 35 K to-Site VPN
EAWS , RRBHEATAN . 47 . sEtERS
RIERR?
MNATAMSGEREN K NEE & REANARNE,
RBVIRMER PN ?

SLA REREQAERSFRIMWES - FRAR: &

#EH# SLA? «c B R
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EERBEERIREM

%N

BRELIE

ERETHRABRERMTA?

BENEERNKXRRESTERZ
TR B B ¥R ?

FENEHERZD ?

AWS B 75 ith R 45 12 [] 7] 132 32 1Y
RARIERRERZD ?

JEZINRAMEHHRS

%2

BEAZEMD AWS RIZZDH
2

BBAEM AWS RIEZ D
=7

XMERR KA ?

fim

2z

[=]

o FFRMIE : FiEA
o 47 :99.99%

FERMIE - FEA
77 2
F &/ - 100 Mbps

47= : 500 Mbps 8K F| 2
Gbps

FERMR  SREEHEER
£57= . /pF 30 ms
FRME  REEHER
57 rENZRDED

s FERMIR : 2TB
e A7 :20TBBKZI50TB
o FEMIA :1TB
e £/ :10TB K% 25 TB

BEWZNER , REEARNERTE 9 AREREREREN, XELEBHAREBREF &, MAME
FIREMEERRE, WTFESRE | NZE T HMARNOER, IFFERMNR , REVESEL T
MBI EBRME L Site-to-site VPN, EE~HH , I FERFSRUEBEE , FHARAMEZE AWS
Direct Connect E#EE XK, RHISELX TRV ERFEM Direct Connect I EEE , BEHTEEAWS
f# SLA |, #{13%£3#8 T Direct Connect & A%,

WEERREE , T-IRBREWEZRITEENER, X52

RAER L AWS RS R FlFHERERK,

B|IRIHEX , Bl R &

ﬂ]%ﬁﬂSfHﬁJﬁﬁ%ﬂﬁEﬁF“%? , RAEIRAER T AR BRI PHNERELRAZ. TERERT S
MEBBTAEXHER,
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3

EERITIERERSEM
CIE::3

R

BRELIE

SRR FEEEES -
ZNAHIERR VPC BER

D2

X VPC REFBEEN AWS
X ERZNXE ?

FEFS DN QUEED
AWS ?

BNERBEZSLEFNXRE
FEERT AWS?

MiHFE AWS VPC B 5D
SEE , LRHITA AWS 8
W E % DR 2

RERUXNZRETANRR
Bing AWS EENHIR ?

Y/

REZFERA VPC BEE (K
R M/EE X ) ?

=B

/

FEEZEMAR TR AWS
NHIFRBRS ?

REFENRBEM VPC i
18 AWS fRSS 2

&

24,6 MNAEEE 30N

BEANXE

2 MFEFR O

BABEEF L 2 BIKHER

- EEET AWS WERH : 20
e 3353

« EMAWS ERHELH : 1
/16 &

o FFR/MF : 100 Mbps
« 47 : 500Mbps 8K Z|
2Gbps.

=, & AWS XiF A

fim

7|

BIEHA , REERNER TIEZRITHIHNREN. ATMITRE 6 NAR VPC HEFM 2 NMEMNE
30 1, RHEBNREEA AWS Transit Gateway fE N EEN L inMX M VPC ZBIMEEH, i AWS
Transit Gateway fF4& 1E A FH A MNRH VPN iE#E |, AR5 AWS Direct Connect B4 =, £
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A2 B AWS Transit Gateway AT AL EEE |, IR 2 F AX/MIRFEME~HRE, HF AWS
Transit Gateway , £7=FEZ AWS Direct Connect M3k, 228 VIF A TiHE AWS 2 HiE SRS
14 80 7T RIBURE R W TR RFEH L REIEER,

Is the output of your previous decision
tree(s) VPN or Direct Connect?

™ Production —=—~—~-
Review AWS service
quotas

DX

7 =
i

Do you want to minimize operational overhead as
you build out your hybrid connectivity?
+

*____,..-

Do you want to minimize operational overhead as
'you build out your hybrid connectivity

DX + DX gateway +
AWS Transit
Gateway

DX + DX gateway +
VGw

14——RBISZE R BEEIR TR R

EEERZUY BENBEREZRNBRARE , T—IRERMETRMEAXNER, XEMEN
A A KRR,

NIRMAFEEER , REHARER T AR PRAXBTPNERELRR, TRELETER,

£ 6 TRUEBRAL
BRI BIEER BREN A B4
EE 15 MRBAWS HIVERRE X - TR : B

WEHEBAES K ? Y iy

MFAERE , AWS L « FRAE : &
EEHERENRARESTN . 42=. 82
AWS FE S A FEMEEEN

BAR ?
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RFEFAREINEN , RXEARNER T AR BRI AT AN AT FEHEESWMEH L PHRER. ZRE
SEFEENEEZSTHBEIERN 99.99% , ARBRSHEX L SH-ERE , EREKRREEA 2
Direct Connect L& , HFN\E ARt ZHEH /0 FE > Direct Connect LB IRE 2 ME#EE (3 4 Mk
), AFFEAMNRE VPN EBEDFERATED VPN EBERIEMTR, RS RiTiCH
HAIRER , FRUTHFABEEEE

« EFRANAIES , FEA ECMP B 2 ZEBEXNBEEREF O RERITARFE, XHT
DRREEHE, MREBERENE  REABEERABERONREE,

s BEFFE , X5 AWS 2 EEiIE— Direct Connect (VEMIERFEFEM L, EXMERT , X¥F
BEEEREFONSRBRE , REBIFHMEZIERRED O AWS MM 2 8] 1R EFHIT R
Y, BF  XNTEFAREPOSTHERERS  RENFERHBREDONANEZE BN REH
TR T E. WRERKXW , BGP FEHRITRRER.

A 15 BB T RIFWRER BB FRE R KM £ REBI B

What is the targeted up time of the hybrid network
connectivity?
———————— -~

v v T
. Solutions:
Solution: ngls1t:'|::ltl::;1 Maximum resiliency
VPN connection as a backup to, Is it primary Connection DX? Two single DX oonng:tlons - Separate DX connections that

terminate on separate devices
in more than one DX location

existing VPN multiple DX locations

Dew/Test
Production = == == = =

Solution:
Solution:
PO I RO LG Separate DX connection
connection
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16— R B %E 2 B AT SR KA

RN TR R
TE B8 7 RO L FHERE TR KA 3 6 81U 5 o A RORFR 558 924,

CEEBRM EEHAL AWS AL %K AWS Transit Gateway S2S VPN BT X FMiH, RE , ©F
AWS Direct Connect & Direct Connect < #1858 =4 AWS Transit Gateway A F £~ RE, AWS
Transit Gateway AIFF VPC HEH. NBERENAERE , THIEHOMN VPN RREH AET XM
MANERE , MBEZABEPONRBENFEAELAREBER, XTEFRE , MEEEHENE
A, BEAREMENKEEHRLD , KRB AWS WRESMELERFUERAMELERE, RIKEXT
FAXCUWBHAIEREAR , £60 AWS KERENREEFSENER , BREANKTRERER , &KX
BR B i i D A it = BUE PO M & ABTEF O 2B A RSN ER.
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AWS Cloud
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AWS Transit Gateway

&

AWS Transit Gateway

AWS DX Location 1

DX Router

DX Router

AWS DX Location 2

DX Router

AWS Public Resources
DX Router
Amazon Amazon 53
DyanmoDB

5§ 16—

RN RRERNRRFRNESIEZER

Customer Router

Customer Router

Customer Router

Customer Router

IPSEC Site to Site tunnels

Corporate

data center 1

Ksle

Corporate

data center 12

Transit VIF
[TTTe (T TL | AT —

AWS Transit Gateway Attachment
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BEEEEARRARITENEFBRZ—. BRAARPHFHRENERRERRE , TUHEEEA
BRERMNEEME,

ZERESFEREBINFIHIINEESET. ZINFS5LRFENMENLEMATERN BLEEXEFEH
U, ERAZEESEIG , REMAFRBLEFERRSX , IMERAZRBR. BURSAN , — &I
SEWMAMENNEWERFRNBERER, EXMPREAT , FHAREKE  SURFSEERLEER ML
&, REREFSENLSMERERVREHRG R,
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« Amazon Web Services BEf#FR T RE T James Devine

- Amazon Web Services B E M &R REHIT Andrew Gray

« Amazon Web Services S fif R 77 EH T Maks Khomutskyi

« Amazon Web Services f#R75 13T Marwan Al Shawi

- Amazon Web Services ¥R E£E Santiago Freitas

« Amazon Web Services & & R 5 R FIJH Evgeny Vaganov
« Amazon Web Services %l &R 75 R HIT Tom Adamski

« Amazon Web Services f#R75 ¥ M Armstrong Onaiwu
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Amazon VPC ;B & = DNS &I

Amazon Virtual Private Cloud ¥ #1411
Amazon Virtual Private Cloud 3%

AWS Direct Connect 3(#4
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/hybrid-cloud-dns-options-for-vpc/hybrid-cloud-dns-options-for-vpc.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
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https://docs.aws.amazon.com/directconnect/index.html
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