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https://aws.amazon.com/sagemaker/studio/
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/machine-learning-lens.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://aws.amazon.com/iam/identity-center/
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https://en.wikipedia.org/wiki/MLOps
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B R ¥/ SageMaker Studio 35 ( @1 SageMaker 5 ) FHiFRESFB S HRN , BESIMHERKRAE
A SageMaker Studio B8} , EREXLERAHEERIEFR. REFABMKSRBRFEFE, UTEY
AR ER 7 X L R B M B SR BR

MENRBERR , TIUAERATEKS HHESNE/FEERE SageMaker Studio 18, RIFBEER ,
AEEEERWLFL (LOB) , EREANKFMXFHHZNME, FAXEZE , £R—HRALFLPH
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Bl H SageMaker BiRE B3I EAE Amazon ARAF (ARN) FH FELE X428 8] ARN 31T
g, METRERFRRE. EXROIKE , FSRAERRBEE XS, LXHENBTXTSHK/, RS ERE
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-entity-status.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/sagemaker/latest/dg/domain-resource-isolation.html
https://github.com/aws-samples/sm-studio-best-practices/tree/main/domain-management
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/manage-aws-service-catalog-products-in-multiple-aws-accounts-and-aws-regions.html
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-entity-status.html
https://aws.amazon.com/efs/
https://aws.amazon.com/vpc/
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Amazon SageMaker BUE X £ NAWS XK~ P 0|2 %> SageMaker H#H., BNIHEEEN
HIRE (MHHRIES ) MEKMIRE (W VPCHFM ), AFBEXHTEBEEAE, WRAF M
ATEENZHOZSANEN , WENEBENEVBAFREX . WFTHANEHEERSHEE
B2 R Z iR,

£ IAM S RIEER MRENFIEEBIEALEZR , XA/ BIEENBE, BILEZE ,
FEF'—IJ«XU?I'ﬂ L= Amazon EFS BRMAFREMNH :,«-JupyterServer}"Fﬁﬁzf" F H AT LA 52

HERE,. EEANEAXZEZRCIERN TR BRI TIRERERD B KA. = JupyterServer A F°
ﬂﬁuéﬁﬁﬂ—g‘**ﬂﬁm&ﬂﬂilﬁ%ﬁﬁ DENERERENEFEFZITEEXNIE. TEHRRTS
MEFNRENARFMLEZZE,

-

L
User Profile Personal Apps
A user profile represents a single A Studio instance with a private
user within a domain, and is the EFS directory and shared
main way to reference a "person” for SageMaker Resources across
Domain the purposes of sharing, reporting, domain users.

’ ’ and other user-oriented features
A domain consists of an

associated Amazon EFS
volume; a list of authorized
users; and a variety of
security, application, policy,
and Amazon VPC
configurations.
Shared Spaces
A shared space has a communal
IDE app, shared EFS directory
along with access granted to all
users within the domain.

ENGFNLENARFMAZZ R R

EENEPRELZZEH

HEZRBEERNBENIRZIESHIE RN , EhENEPHKAFTETKA #77 R AR R
J—?:I#T?ﬁ%‘%ﬂ IDE, AP AIBUESEAEt#EimE, BRE, /BAREHZRSY B USRNEEFKBEE
1TIER,

EERERIEERZ R 10


https://aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/sagemaker/latest/dg/domain-multiple.html
https://jupyter-server.readthedocs.io/en/latest/
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WMEGEAZZH , MALEEZARAITAE , AREECRAZZANEATAFNNR, EFE
B, SAMERFEABRECHANMERERZE, AXONFEMAMAZZANEH X , §5
PRI AZ =M,

AT IAM IR & BRI iRE

£/ SageMaker Studio 1% & AWS Identity and Access Management (IAM) BX& B 28l , BEE
£ IdP FiRE IAMBEAFAR (fINTEEEER ) , IS HEEBD IR,

BXRMHEMA IAM IEIIZE SageMaker Studio FViF4EHEA |, ESFEERA IAM 514 /00 AL S #
SageMaker H A

NFITRERE R (SSO) BRE HF MR UE MR E 5

EfAESER (SSO) e , BEEEFEIZIT SageMaker Studio FI[E] — XiFHAWS
Organizations B K FAWS IAM Identity Center® /3 Al ¥ 2 &% (SS0), HIZFELRE IAM BKE 5%
BWUFZRMEL , EFRTREEFHRIEIB2%EFE AWS IAM Identity Center (IdC) BI1ER o

BXRIFMEA , ESHEER IAM B F 0 F Amazon SageMaker 5 o

SageMaker TEEERA PPN ARHR

APEEMHRKREFAINENAF, , ERATHEARE, RENHEMEORANIEEMsI A AR NE
EAR, ZERE AP g toSageMaker Studio B8R, MREE R @S B FaR48iE AP S E
AIdC SAXH , MAFREXHcB8H6IE, AFREXHGREMNAARRENETERESR , 5|4
T AP B Amazon Elastic File System (Amazon EFS) A8 £ B . &A121 N SageMaker Studio N
RAEFNEBUKERAFABZAFEREN 4. SAFE Amazon EFS EEHEBEHNETABE R , BTEE
ER—NkF PEBSEAZ AP EE X,

/N H = SageMaker Studio WA NMABRBHBLRBATETERRANTHITERRE (Flm
SageMaker M G4 1t E = (Amazon EC2) 356l ) » #EAS—SRAFMN—SAFPNITESRHIRT
[BEN, B, 284 AWS IKFNITERRSEEMKSFPAFPNITERREERE2BN. SMLAF
AILATEFRE BV Docker ABRHPRZETHRMNARR (MA ) , L TAEMBREFIEE LETHmE&,

Jupyter lRF RN AREF

LB T HRTLEE URL SHEA AWS IAM iDC &R AP B3I A mazon SageMaker Studio £1i2
A8t , Jupyter BRES 28 R A2 IS TE AR SS SageMaker 38 VPC =6l B3h. B A EEEEFAE

AT IAM BRE B HRIETIR B 1


https://docs.aws.amazon.com/sagemaker/latest/dg/domain-space-create.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-iam.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-iam.html
https://aws.amazon.com/organizations/
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://aws.amazon.com/efs
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/sagemaker/notebooks/
https://aws.amazon.com/sagemaker/notebooks/
https://jupyter-server.readthedocs.io/en/latest/
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NAREDIREBE AN Jupyter REBNARER. BIAMBERT , AT SageMaker Studio 12 4H)
Jupyter Server NARFELTAml.t3.medium3Efl ( MB RN RAEHIERE ) LET. BEFRFEFEIZAFE
BlitE 2R A,

Jupyter AN AREF

Kernel Gateway B2 F A LAEIE APl 2 SageMaker Studio #0812 | HEEENEZHIER iz
7. LNARFAUERATMERE T RITHIERFZMNANE SageMaker Studio BGELKREF S S ( Bl
#n Apache MxNet fl ) i=1T. TensorFlowPyTorch

FA Al LAE @ — SageMaker Studio Image/Kernel Gateway B T2 FH B Tz T2 Jupyter £i2
AR, R FENMRXEREZEHE, EAINER—MIERH LZTRZS DA% M K N AR F SR
5B, BEBIN N ARG ——RE,

BEEFEATENEFRE  TetlBHEMNARRF. —MNAPREXHREET—NES , KBR
BR. fltn , AP A AE R —/NEHl Lz 1T H SageMaker Studio ABEHER FMEHN B R ELIEARB
fi , e A AEFNIE TensorFlow BIEIZ1TE —AEiAHEM, AREERNRETXRS. A TEBEER
F AR EFIE1T SageMaker Studio R~=4HA , AR EEXAXRS, EXEZEERE , BSHAMNEH
Studio N AREF.

X M SageMaker Studio FHE < H EFHFFF Kernel Gateway R FREFH , ZRNARFHATEFHE
LBz, XEKRKEEERA—NABRFNEEENLEREE. B , MIRAFEREIEAR LHSEHIE
B NERENBHENEETERESE.R, BR , BULERAENBETESNEG B A 2 XM
g2, MR BCWRHE B2 SageMaker Studio , HESEAIYIRMEFT B EHREBEN.

Amazon Elastic File System &

BIRESE , oIR8 % —# Amazon Elastic File System (Amazon EFS) % , MBI P ERFER. &
MNAPMNANBRBELXTE Amazon EFS BRKE —MAEEXER , ATHF#AFMNEIZAR, GitHub 7
& E M BARE X, HHPHEANERHLE Amazon EFS BH KT — N LEER , IBI S M NAFPEE
XH# TR, NXHRWIFRBEAFPBE XHRENRHITREE, SageMaker Studio AEMNAF
BEXHRZRNE—NRIE—WHF ID, ¥EHEENEFS LAFPEBEZNWEENRERSGED
(POSIX) AF/4R ID R A , B e H A /22 8 B E 3R,

Jupyter &M% N AR 12


https://jupyter-kernel-gateway.readthedocs.io/en/latest/
https://mxnet.apache.org/versions/1.9.1/
https://pytorch.org/
https://www.tensorflow.org/
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-tasks-update-apps.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-tasks-update-apps.html
https://aws.amazon.com/efs/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/efs-volumes.html
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A EFS B EIEREEIFT SageMaker i, FEARDNFEFREFH Amazon EFS B#1T& 1% (&7
3|5 — EFS %5 Amazon Simple Storage Service (Amazon S3)], R EFS BiF = /MR , EiE
A MAIFBRHEFHGIE SageMaker Studio . REMT :

£ ListUserProfiles, DescribeUserProfile, List Spaces Ml DescribeSpace API ifj
A, EeRAFEREXH. =EMXEN EFS AF ID (UID) 55k,

1. Bl —/N¥THY SageMaker Studio H A

2. SIEAFPRENHNZE,

3. M EFS/Amazon S3 L& B X4 EFIBNAFBE X,

4. ( mIiE ) MIBRIB SageMaker Studio M FIENARFMAFRMNARER,

BXiEMULE |, BS MRS SageMaker Studio EH & A MK E .

@ Note

WA LAERA LifecycleConfigurations , EAFBXREHNAREFT , £ S3 ZHEKE%
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ELEFRD N FFBERAS AWS Lake Formation BRI IES , I EMBEBIEHRINE, MU
WRZERERG K EERAURNSD AR RHREERY , ArERE—EiR,

WZEFEH SageMaker Studio Y Lake Formation , B & o] LUF SageMaker IAM #1T& &5EM A
DatalLakePrincipals. BXxEZEER , S H Lake Formation RS ZE, AFRPREBRENGE , £ E
AR =# 75k R HE A SageMaker Studio B2 EHIE -

1. AP A A SageMaker Studio £i2 A EIH 5|2 ( 10 Amazon Athena ) HE T Boto3 HZHY
BF, BEEREAWEIEIEA, EA T Pandas B AWS SDK ( IB# awswrangler ) i 2 —f&E A
M. UTREBREIERT TERENSE

transaction_id = wr.lakeformation.start_transaction(read_only=True)
df = wr.lakeformation.read_sql_query(

sql=f"SELECT * FROM {table};",

database=database,

transaction_id=transaction_id

)

2. £ SageMaker Studio 5 Amazon EMR By A thiE#E , AAEEERHBEALKIE. SageMaker Studio
£/ Apache Livy #l Amazon EMR 2T REAGWEARBIER , B LUFH S M SageMaker
WIT IAM B ( AEHMENAG ) 422 Amazon EMR £8 | ATHEHRMAE, BXHEHME
B , iEZ R M Studio iE#E| Amazon EMR &5,
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https://aws.amazon.com/lake-formation/
https://docs.aws.amazon.com/lake-formation/latest/dg/lf-permissions-reference.html
https://aws.amazon.com/athena/
https://github.com/aws/aws-sdk-pandas
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-emr-cluster-connect.html
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Customer AWS Account SageMaker Service VPC

B Fusic sune: BY Frivaie suner | e

i eMal :

i Studio Domain : David

H H (Can access Customer Dataset)

@1] @ i = ;
)— . * : = !
Gatew: on us E

| H =)

Amazon 53

(TPC DataSet)

M SageMaker Studio i/ Lake Formation &2 EIEHI 2R 1

3. £ SageMaker Studio 5 AWS Glue REX SEMNARHIERE , AKABREHABEALK
#&. SageMaker Studio £IEAMWHNEAKZATFAFE AWS Glue EREBIE{TWHS. AR AAMAE
£ Python, Spark & Ray f5i% , NEEBRERRPLTEETRHABEAKRERE, XEAKILAFEE
% 1&iE H SageMaker ITHABHHM IAM BENXACR, EXEZEE , BSHEA AWS Glue XE
XEFEHERHRE.

R kIRl

ATV IREMEM IAM KBS, FIFKREE, VPC i RN RS ILHREE (SCP) BB BZFIRRNRE
R4 AL

BR B 12 A 17 [\ 45 E SRl

I AR 25 428 41 SR B T PR U BRI R 2 RAE 612 Studio £iC AR A iFRINEHIER, HEE , FFEAFEHE
FERREEH] , BIEIEE SageMaker Studio FERIA Jupyter RS2 AR

{
"Version": "2012-10-17",

BB HLH 27


https://docs.aws.amazon.com/glue/latest/dg/interactive-sessions.html
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-glue.html
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"Statement": [
{

"Sid": "LimitInstanceTypesforNotebooks",

"Effect": "Deny",
"Action": [
"sagemaker:CreateApp"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes": [
"ml.c5.large",
"ml.m5.large",
"ml.t3.medium",
"system"

[R&EITEMHE SageMaker Studio 13

Xt F SageMaker Studio 13 , AIEA LT IRESIEHIKEEKIZITIHRIE S BIRH

HEM , MRRELEF VPC :

"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
"Action": [
"sagemaker:CreateDomain"

1,
"Resource": "*",
"Condition": {

ME , FERSBRENHK

"StringNotEquals": {"sagemaker:AppNetworkAccessType":

"VpcOnly"

iy
"Null": {

"sagemaker:VpcSubnets": "true",
"sagemaker:VpcSecurityGroupIds": "true"

REITEME SageMaker Studio 13

28



SageMaker THEZEEEHESTR AWS HE$H

}

BR I3t R L2 1T XM SageMaker BRGHY B S PR

TR AP IEA P E BB E AR RELFRXE SageMaker B :

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"
]
}
}
}
]
}

{iBIS SageMaker VPC i R /B E B K

BT @A T SageMaker 2 4IHE A VPC ik =5k , SageMaker £ #FHEATHAFM VPC k= , LUE
1% SageMaker Studio £ 18 A=, SageMaker élﬂzlia—{’iﬂo MREE RN SageMaker Studio/ZE 12 Z< 3L 4l

®iE VPC i, WMEATEH SageMaker Studio VPC i 5} SageMaker API it R A B EY IAM 4538
4 R BEIE$E SageMaker Studio 184,

"Version": "2012-10-17",
"Statement": [

PRA&IXT RE RN SageMaker BUGHT B B 1R 29


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:sourceVpce": [
"vpce-11l1lbbccc",
"vpce-111bbddd"

£ SageMaker Studio £12AN A RINRIZEHEERFIR IP SEE K

N AIBEE 2 SageMaker Studio TR RZEFHEL T ATFWEFERL IPSEERN. AIEAUTER
SourceIP £HHE4AK IAM REEH TR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnableSageMakerStudioAccess",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {

"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

fF SageMaker Studio £ 124 FE X RZFEFIR IP SEE A
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}

BH IE SageMaker Studio FA 7 15 R E b A P B E XX

HEUNEBERGOOERAPEEXHSN , FRAMEATAE studiouserid FRZEHEA SageMaker
Studio AP BHRIEX . ERFEA studiouserid & ( AIMEERBUIRE , FRTF
studiouserid) fridEH ( ARPREM MNP EE ) .

RGN LA T FREHE N2 A P £ /530 SageMaker Studio RIER AN A G,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
}
}
}
]
}

MATPRICERIF

HFEDNFRFEMER SageMaker Studio ZiBANERRHYE, WERHAVGKER, WELRANAIRERX —1T
NEBTHRZEERBRAZFRDS , BEMRERERXMN T F&ZE.

BEHR 2451 SageMaker Studio EARFHNAFREN 4. XEFRLLEINAFEE X HEERIN
BiEF. NEFRANSCERAFEREXH (A CLI M SDKE#XE )  TZERNEERAGBIMNLE
B -

PH IE SageMaker Studio F 3R] H ft fA 7 B & S04 31
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceUserProfileTags",

"Effect": "Allow",

"Action": "sagemaker:CreateUserProfile",

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}
X FUISREAL ML B F R IR , ATRANTREE G ERH#ITHRC
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceTagsForJobs",

"Effect": "Allow",

"Action": [
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}

PATIR IR 32
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SageMaker Studio # #4817 [7] X BR

SageMaker Studio #1247t Docker BEEHIZIT , MIAN ZENEHIFZERIFENE. FAH , 5
WWFTERAF IDEE ( BMIASTHERAFPKRA ) BHEHRF N EVEZG LHWIESNAF ID, XER
REZERBABEFRXF=ENRA R

B2 B E G , ATREEN AP RAMIERNBEL MRS ; flwn , FUBRAFBREITFAERESR R
ROFRHEE. EBERT , B LE Dockerfile FRIZELERAF BMHETHREG. TitEB2URHA
FRERIIBRAFNEMRCIEZAF , #ERIEAFH UID/GID & ApplmageConfig R EE XN ARFHN
UID/GID —3 , 7 SageMaker B|ZEA[FEABENMGZTRARFNRE. MREENTUTIERA
F #3322 Dockerfile :

ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

M| AppImageConfig XHEEL KernelGatewayConfig FIRZEIFEEA UID # GID :

{
"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100
}
}
}

B E X BB H Studio BREEY UID/GID mJ#EZ{E % 5179 0/0 1 1000/100, BEXRHME B E LHGF
AppImageConfig XERIREMRA , S Github 77,

WMEME IR F#TER , 5268 SageMaker Studio £ XA F
CreateAppImageConfig, UpdateAppImageConfig =% DeleteAppImageConfig R,

SageMaker Studio 5 #9181/ 8] £X BR 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
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P 4% R

EiR & SageMaker Studio 5 , BEEEE VPC MK, FRHMZLA, EIEE VPC MFMET , FHHER
EEHEUTETTCHNEAENMPEKEIE IP,

VPC M EHM K

5 SageMaker Studio HXxEH & VPC FM A AR TR E BB (CIDR) SEESIE , B
BRTFUTEE :

- AF¥G

BUAFHNNARFHRE.

BUAFPHE—XPIREHKE,

BRI INKREGIF198.

MmAAEKBE D,

SageMaker 2 5HAWSRE 584 M L&D (END EAZF VPC +M , ATFLULT A

« Amazon EFS RiZigM EFS & BFEA— ENI ( 84N FM/EED)Z SageMaker S8 7] A X 13
Z—1NIP), SageMaker

« SageMaker Studio 2 NAFREBEXHRAZZ=EFEANENE—RHEAN— ENIl, i :

- MRAFPBENHZEIT—MEIA Jupyter RFBRARER (“RE"KH ) . —MERNZNARRF
F— Base Python NFAEF (1912177 ml.t3 . medium EHI L ) |, M Studio KIEAFN IP #e
ik,

- MRAFBEXHZEIT—NERIA Jupyter [RFBNARERF (“RE"RH] ) . — Tensorflow
GPU R ATRERF (1217 ml.g4dn.xlarge 3£ £ ) ;1—4 Data Wrangler MR ( E1THE
ml.m5.4x1large SE6l L ) , M Studio FA= IP Hbik,

- REE VPC FR/ATAXMEAN VPC KimT 25EA—D ENI (VPC KT RE0EN IP ; S5HNRS
SageMaker VPC i & ( 670 S3. ECR #l. ) 4754 IP CloudWatch

. MBHERAMEN VPC BEBEZ SageMaker IS BES | NEMSBEESNZHFHD IP it
st

VPC MM K 34


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
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(@ Note
SageMaker Studio #J VPC i& & ( a0+ M AR VPC WRE ) T2 Bai&iEE|IM Studio £l
B/, SageMaker FIF A Create*Job API B , AIRFIRE VPC REFN
KRE, BXESZEE , BoRNEERNAREX TETISM#HERSS.

R BENERERPAEAXRAIRE EETXR

FEZ =R |, 1% SageMaker HiZE NXERE VPC WREER, RET VPC KigT = , Hlun
SageMaker API, SageMaker 1178}, Amazon S3 1 Amazon ECR,

BERZRIEE Studio EiIEALZETER , AR TEMEFIZEE (0 ml.t3.medium
ml.m5.large ) 25 EHHMNRNAERF.

BRIEBERIZ AR TE ml.m5. 4xlarge K6 LiZTEEHRE VPC EERIIZRMAEL,
EXMERT , SageMaker Studio RS FHRM T HEA ENI :

®1— AXRHFOEATF VPC NEMEMEZEA

AT B R EEABMEMLEE & 4 5
e

EFS E&H B #r VPC + ™ S =ANTAX/FR

VPC i & VPC ¥ 30 =NAaRAKX/F i
M, &8 104
VPCE

Jupyter fRS5 88 vpc ™ One BRI — AR
MNP

KernelGateway VPC ¥ — BMRFIRERY AR

AR RI—4 IP

YIZk VPC ¥# = BNNEGEHIN AR
RIFA IP

VPC MM K 35


https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
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LA B ¥R EEABMEME  &E K5l
#N
MRFEA EFA
JUESZST)[Feeadti]
BEREANIP

HEZEF , EF VPC HEAISANIP, HA BN IPEBRFIAFEE  HR 5N IPBAAFRLRS
A, MRFHE 100 CEAMLUAFREXHNAFRRRTXEZS , MERT EHR LERN
P& (BNMNFRXNN 11 MNIP) A, B FERAFPSRS LA 5x 100 =500 4 1P, BNEHEER 511
MNP, EWZES |, BFECE /22 SBER VPC M CIDR , AT 2 E 1024 4 IP st |, HAFEFEK

Z2[H]

VPC P 4% i1

SageMaker Studio B EA U T Tz —EE&E VPC M4 :

« NROHEBEKRM
- {XBR VPC

N PR H BB I o 1F SageMaker AP| RSB VPC BB BEBMMREA AR EERKN |, ZXN
X H SageMakerfREKSEE , W TFEMR :

VPC ML 36


https://aws.amazon.com/hpc/efa/
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Customer AWS account

- Customer VPC

. Private subnet

53 bucket CloudWatch SageMaker
logs _Runtime

i.}__. L]
(=
home directories
Amazon EF5

SageMaker API

RIAMER : @B SageMaker FRE MK S iR BB N

SageMaker service AWS account

SageMaker Studio
domain
SageMaker Studio SageMaker
Notebook | Studio
Users
|
Internet
Gateway

X BR VPC &M Ak B SageMaker REKF EEH VPC WEBMNEH , AATEFFUIRERENE

& VPC Kim T [REEH , MMTNEAR

Customer AWS account

. Customer VPC

SageMaker Service AWS account

. Private subnet home directories SageMaker Studio
Amazon EFS Domain
Elastic Network Interface SageMaker Studio sageMaker
Notebook Studio
VPC Users
endpoints
— Internet
J Gateway
Amazon 53 CloudWatch SageMaker Sage Maker API
Logs Runtime
PR VPC # = : 3£ BI SageMaker S5 5 177 7] BBk M
VPC ML 37
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NFEMNR VPC EX T RENE , BASNMNAFPEEXHRENNAREYA , ARELBERES
fil. AWS Ik RS MEEEEIREMERN VPC BN EBKMER, BXIZE VPC NEBREME ZiF
MIEE , FSHN VP C £ SageMaker Studio £ 12 AE R A RIR

B 7

- B]# SageMaker Studio HJf5 , BT E/MH F M EiZFREKER,
« TAEEHR VPC MEXRE (NRAHEBRNRHNR VPC ) .
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
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BRI

RiZEBUL ML MM ERSNE , BERYSRZI TEARNRG. fim, BiES XTTRESRR

¥, MNBFREBHIEREERWTHRE , NTIRPHTE. XESTEEHTRRRBEIBETEE
UEEF , BELEK,

SageMaker Studio {2t 7 ZfRF BIBENE M P HIENTIEE. EEW AWS REHBEXFIR
EFAERENREE AWS 2IRERMIEE LR BEMUER, XTNETELAAXLENERPBER
25 E,

RIS TR

NRFEH SageMaker Studio ZiE AU RBERMEHFENER L4 , SageMaker I E B AR Y14k
SitEHRELNERERIT T N, SageMaker BRINFEAER T Amazon S3 B9 AWS FE & Z4AR T
e, X FEWFIFEE , tk Amazon S3 B AWS REZALEHRE, EEHTEKR,HE , MAES
i SageMaker BRA , EELNEFREZHURERA,

SageMaker Studio A FHIFEBFHFI A TLE :
- S31FMEE — BRATHEEZIZAS , SageMaker Studio 2% S3 FBPHZLITARBAN T
.

- EFS # — SageMaker Studio 2 EZLMEFER EFS B , BT FEEICAMBIE K. BIBRE
J& , EFS &7,

- EBS % — ## EBS FEEAXNSTXRA|. KOETHE , KEFEFHE,

£ AWS KMS #1788 INE

« SEFLLER AWS KMS 840 , REEREIZIA, YI&, fift. HERIELMIRAH EBS B3 1T
.

+ BFIEE KMS B4 , SageMaker N & EARGELE KMS B4 , XHRIERS (08) BAHEE
BARBHAT I,

- HTEMMERER , FEER KMS Z4 %80 SR BIE M2 7 E 855 > F & B3 Amazon S3
B, XFAMLE S A A SR ER KMS BT INE,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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RI 4% Tl P Y B

SageMaker Studio BRNB[BEIEERHNEMREHGERRAIEPANE RS TEMNE, TEY
L4 (SSL) E#EXT SageMaker AP flizHl & X HiER, WAMER ( RFFEAEAIP ) EiPHEITEARMN
=, HPafE .

« RS RHERMIISELEG (FRESRIR ) 2HHHSNREEE.
+ ARRLEMYIGHEL (RER ) 55 K2 BHBEE.

BN INGERFTRZENBEHTNE, ERABRSHREREMEZE TRSIERIGE , LHEE
R mREZIEEZNER T

Amazon SageMaker ERIATE Amazon VPC HFE1TIIZEL , WIENBELZLREF . BAIUER—
ELZ2RE , BEEEME VPC RRF UGB SBMHKIE. LB E SageMaker Studio 1 , FHAX
£ VPC R Tia1T , #RE VPC iR , EHBEAEMNERBERE , FR2BIEBRMNG HRE.

BERT BT LE

% SageMaker BAEES

FE4LE SageMaker AN , (2 DL TR M TEL I ITINE -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
"sagemaker:CreateEndpointConfig"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"

}

}
]

BRI 1% 5 P R B 40
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}

ER R G2 H R R RY S3 17148

BA Y ARREOEIIE SageMaker B R MKIE | HIEEMHE S3 FHET, BE

Config Rt FEZE % S3 FMM. B eIt s KiMz 2 HHE .

BRYHRmERBEN , REERRSESNRAMAEENEL , RER

BEREN D EFESHSTFNE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Encryption",

"Effect": "Allow",

"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"

1,

"Resource": "*",

"Condition": {

"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker:OQutputKmsKey": "false"

}

}
}
]
}

n% SageMaker Studio EHF S

BHIARE.

Data Capture

Eﬁ II:H )IbE*ﬂﬁ ﬂ: s

X E Studio W FEBHMITMERE. ARBERAFREY CMK , WEHE Studio BINF#EE

HITINER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",

SRS R AR AR S3 FER
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https://www.dominodatalab.com/data-science-dictionary/model-monitoring
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"Action": [
"sagemaker:CreateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"

& S3 REMH A THAEELEANHE

7N SR BE B AN BR 170 A8 P BV R 203E |, LAE SageMaker Studio B HZEEA

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:DomainSharingOutputKmsKey": "false"

B 7

- BIBEE , BRMTEEABE AWS KMS ZAEMERR EFS 7
- BIEBEE BRI EER KMS ZREM NG/ EEL ik [RBECE

Nz S3 hiFEM AT HELIEANEKSE
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H & 10 5 s 2

ADBIEF R EFAEL, EBAEL, NEEL, wma, HREL, LA FRELEGEAPEE

I B &1 KX E stdout =X stderr WEER SR, EE ﬁ%ﬁji%lﬂzliﬁ—@ﬂiupﬂﬁﬁﬁﬂﬁﬂﬁP\]ﬁiﬁi

#| Amazon CloudWatch Logs. &AL A Amazon CloudWatch %1% SageMaker Studio , Amazon
CloudWatch 2R ERBHIE , A BB IE N IT KA AT IRIER, X4 ul‘l‘ﬁﬁéﬁﬁ-ﬁ/\ﬁ bl
ERFRAEERHET T H Web NARFRRFSHIZTHER,

£/ CloudWatch #1THEIZF

BEMNEREARLEESREIERYE  SARBRELRAEAER. IgG/LGBELZETRIE. 4%
B RRSIERR ( ZlﬂlﬂFﬁLJE ) E5E3. SageMaker BRIA K M EFRE| CloudWatch Logs , H /A
AWS KMS EF REZHAMBXLRAE,

BHALEREALAREEREMMERT , B VPC %A% HEXKIZF CloudWatch, ERTEAREE
RELENER  EEFNNRERXEZBHLXRTH. BXEZER , 55 Amazon CloudWatch
FHF*EIE’-‘TO

SageMaker 1£ /aws/sagemaker/studio B F 8| T —4 Studio BE4H. AEATHEMNAF,
EEXHMNARFEHETERAER , MEGANREMAtbEEERTRE BER. a0, “studio-user” A F
BEXHEER Jupyter RFNARFMM MM EGABBA K MBERNERNERNXNARFEEUT
HER :

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

Y&/ B/ HFIREL AP NBARAEZFEEZLUTNR , F 8k SageMaker SAUEH A X @ CloudWatch
KEAXE :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"logs:CreatelLogDelivery",

f# A CloudWatch #{T BEid% 43


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

CreatelLogGroup",
CreatelLogStream",
DeletelLogDelivery
Describe*",
GetLogEvents",
GetLogDelivery",
ListLogDeliveries
PutLogEvents",
PutResourcePolicy
UpdatelLogDelivery
1,
"Resource":
"Effect": "Allow"

i n
’

MEFABEN AWS KMS Z4ANBR XL A%

n
’

n
’

n
’

2R

y 70N

BREBWEARKE , 2 CloudWatch BRS5INE

M@EZEH, /AT HESMEN AWS KMS 25 , BERABARBLUEEUATRE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "logs.region.amazonaws.com"

I

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:*"

}

}

fEH CloudWatch #4T B &igH
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]

BEE , B LABER £ A ArnEquals HAFEMEM CloudWatch HERMAFEMN Amazon BIRA
%"\ (ARN), AR  UEHANEERNAFEALZAMBKSPNAEEE, %, LEMER

wmRESKmES CPU MAENAR, REBALEREMKIER. B L# —FSHE Amazon SNS ,
J«MEEE ERERENOEER X HEAHEAN, JIEFLE APINEREEEEZUTNR :

"Version": "2012-10-17",

"Statement": [

{

"Action": [
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"sns:ListTopics"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"cloudwatch:namespace": "aws/sagemaker/*"
}
}
},
{

"Action": [

"sns:Subscribe",
"sns:CreateTopic"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

1,

"Effect": "Allow"

}

f# A CloudWatch #{T BEid% 45


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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]

£ AWS CloudTrail #{T% it

MERSENY | BEH AWS CloudTrail XA APl 3178 1t. BRIAER AWS CloudTrail &
SageMaker API 3# 1T H&12%. /B CloudTrail £F HA{E IAM PR,

Bk InvokeEndpoint # InvokeEndpointAsync ASNEIFE SageMaker #4E¥IH CloudTrail 317
BEIEFRHARARE, B0, CloudTraill BEX#H4H CreateTrainingJob, CreateEndpoint #
CreateNotebookInstance BV ARIEERKEKE

B CloudTrail EH&EPHBERERENEREE. FNHERUBPEBHEATAR

- BREFEARAFPEILZER AWS IAM AR EIERXHH,
- BREFAACERKSAFPN G ZEE 'l-IEkH:IIElJo

- BREEHHET AWS RFAH. BXTRBEH , ZFEEA CloudTrail id % SageMaker API 1
i E =R

CloudTrail BRINFF A P ELE XK Studio MITABBEMIEZABNEHNRRF. WA EERTEN
AFRH#EETERITACHNER. IREZSNMNAFPAE—IMITAER , NIALAEA sourceldentity B
& , J¥ Studio A Bl & X4 B ¥ & E CloudTrail, W0FES A sourceldentity e , HSRKEE
Amazon SageMaker Studio FHAF R RIF AR, XEZZHEPWIERESRSNZE ARN ERSE
B, BEEMERA sourceldentity #1THEIiT,

f# A AWS CloudTrail #1781t 46


https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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AR

EE R ARA SageMaker Studio KRB ZHEER RN AE, HEZRMASFEX .

BHzFric

Xt F SageMaker BIFT IR ( Bl IEL, 4BELSRNZNARERF ) , SageMaker Studio B &l
ERAX RH sagemaker:domain-arn #{TBEZIRIE. XN FEBANEIR , SageMaker =2
sagemaker:user-profile-arn = sagemaker:space-arn B {THRiE , UEERFEN T ECR
%

SageMaker EHHH EFS £39FE A E A ARN ER ManagedByAmazonSageMakerResource &

AT ESRERANRE , TETHESMHAPRI LN ZEEABR. T3 , EER JLF
EFS BT % AR EC2 Kb,

RN

B3RS S EEER XA RTR (i AWS Cost Explorer #l AWS Budgets ) f1I&EF AWS
AR EAERRE (CUR) WERIEHENBEUMRA R , BIR, REHEENFFIZH,

M AWS Billing 24| B YRR 7 EARE — T REUE S IMAVIRE , FREFAE TR, KAD
BAREHEREBRERE 24 PRIEFERIRE |, LT E L0 SageMaker HIREE AIRE,

Cost allocation tags we.

Cost allocation tags activated: 1

User-defined cost allocation tags AWS generated cost allocation tags

User-defined cost allocation tags (12) e Undo
Q search for o tag key All statuses ¥ 1 2 > @
Tag key v Status v
sagemakerspace-arn @ Active

Cost Explorer LERN A2 BLAr /5 AR ZE[E ARN

AWS FEZEARA D RIRSETRBERRICHER, XERZFE 24 - 48 /Mt , ERTEREN
5% %4 & 7R1E Cost Explorer A,

Baitrid 47


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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AWS Cost % m Recent reports v © New report
Management
Nov 15, 2022 - Nov 18, 2022 * Daily = lii. Stack «
Home
Cost Explorer Group by: [ ] Service Linked Account Region  Instance Type Usage Type Resource More *
Reports Costs ($)
Budgets b
Cost Anomaly Detection
Rightsizing recommendations 20
¥ Savings Plans

20
Overview
Inventory

10
Recommendations
Purchase Savings Plans

I —
- [
Utilization report Nov-15* Mav-16¢ Mev-17* Nov-18*
Coverage report Il arn:aws:sagemaker:us-west-2: space/d-hwxtmdykhvid/airquality-analysis-space
cart @
B arn:aws:sagemakerus-west-2 space/d-1vtqizxgomadi/finance-audit-2022-space

BRI T = 22 (8] 70 A Y AR A

PR AN 122

U 88 — 1V SageMaker Studio FIFF & FAt , SageMaker 2N H 612 EFS %, HTEZIEAMBIEHE
ERTHAPEER , T EFS B4 £ BEMBA. HAF B3 Studio ZidA& , XN XFEILERET
it ERFIFRITER. BXRFHABEA , ESHE Amazon SageMaker EMIEIR o

EEAMEABEABTF UG —TFHRE 1AM RESIEER P B3R GIZIR |, AR ETER A, 1t
A, WEREINEF A SageMaker Studio B B3 <Y BiEF , T B XAZRNBARFEATY
B, LRSHT BEFaEHRRAENAFREXHPEESTHRARRF  HREEERRENE
BtEtRI R Z R A R AT

MENEFABEAFRBELY BEF , EUUERBE —THh#HRNERANEE, WAUERT E
REEF  BRETPAERAFBLZET R RERF

BRAN 48


https://aws.amazon.com/sagemaker/pricing/
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker

SageMaker THEZEEEHESTR AWS HE$H
BEX
+onEAHEE

4o AHIELE = A SageMaker Studio £ EAHIEH ( Hla1/S3hFEY SageMaker Studio #1274 ) B3
# Shell BIZAx, &R LAEAIX L Shell B4 B 313t SageMaker Studio SME#HITEENIRE |, fliIRE
BENS, RETBEZHXAFEHRSNEIREANARFN Jupyter T BRERF , MRIZE Gt BEE, &
RNAWBEGEARRENFARR , FSRALEE . FAEGEEEE B E YL Amazon SageMaker
Studio,

&P T SageMaker Studio £ 124K B E X &

Studio ZiAMH — A EMEGE , HF3FE Amazon SageMaker Python SDK & #T kR A< #Y
IPython Z1TRI RE RN . LLIHEER LURFER B E XM 5] A Amazon SageMaker £i2X, ZfF ,
FIEBS & 4RIt A S A P90 6 X LR E,

FRARMBERZRAEEN LT ILAABIER B EXBRE

- HEEAVSEIERNBEESZIHMA , 120 TensorFlow, MXNet, PyTorch &%,

« BIAZK#TF R B E N RIBHEEZ) SageMaker Studio ZiB4 |, SETPRIEER SHE Rk,

- B APl FRIBESSI A BIERE, EERTENREMAMNNEZEF.

* T4 IPython AN RIRIZITEI RS (LM ANK ) (Bl R, Julia ERE ) . LB ASERARTR
FEREBEENL A,

BRUNMAEEBE LRGN IEMIRER |, S H 62 SageMaker B E X BB,

JupyterLab ¥ BEF

{& Bh SageMaker Studio JuypterLab 3 Notebook , #& 8] AR B 254t K#Y JupyterLab FFRY BREFH
HX, ATERINET &5 SageMaker F 5 ETEREEARABENT BREF , BLU SRR ER K
RANYT BERF , EZERECHET BER.

Bl , JupyterLab 3 KRABML T BREFNITEMNELERIE. BOLAFEA Bash AR LRy BE
FF. Bl , i SageMaker Studio H3T7F Studio BFIZEFHRAL I HEITU T T, EAAERLE
mEARE R REXLET BERF , FHE Studio EFHELAEREER, BUARGEFRERAFS
EMNARPRB LRELY RERF

EmERRE 49


https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
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Blan , TR Amazon S3 XA LRBEY BRERF , BERSL WP ST T a5 H IR 5

conda init

conda activate studio

pip install jupyterlab_s3_browser

jupyter serverextension enable --py jupyterlab_s3_browser
conda deactivate

restart-jupyter-server

BXVREFEENEZEE (SRUMAAXRIREREBWREEER TE 1 lRFEE 3 AR JupyterLab
ZRANEGEABERE ) , HSE%ZE JupyterLab # Jupyter RS 22T BREFo

Git FEE

SageMaker Studio %< 7 Jupyter Git ¥ BfEEF , AERAFBAA Git Z#ELTE URL, FHEEFMNA
EFS B, HEFERNE , HEFRXMLIER,. EBEATHREHARINNEW Git FE , FHER
BRARAFPNTIOET, BXEMRE , BSREENN Git F#EEHZE Studio.

WRRIEFHE , W BREFR2ERAFER Gt RARERER , FHELR ALK, AEERAR
F SSH ZiEFEENMA EFS B L |, BIEEHE,

Conda /38

SageMaker Studio £i2 4 fE A Amazon EFS EN KA F#EE. BEMERAMNAKAFHEL
Conda HENIE  MMBIBEN®, XERNKE EFS #2#t%iE  HEEEBNZ. MARFH Studio
BB IFE4E M, Studio 2 B3I — 1B RIFEERN KernelGateway N,

SRYFENZREBENEIE Conda R , BEARNESHYN —7HS BRI NKERFESR L, W0F
BIEMRE | BERGLIRPEITUTHS :

mkdir -p ~/.conda/envs

conda create --yes -p ~/.conda/envs/custom
conda activate ~/.conda/envs/custom

conda install -y ipykernel

conda config --add envs_dirs ~/.conda/envs

BXiEMULEA |, BFSHEE Amazon SageMaker Studio 1245 Python #4421 U5 5 3% iR B
W 1E Studio EFS B KA fR7F Conda FRE—T7,

Git F & 50


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
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e

AEEPEBTEZERN, HEE, FHNEE,. NREE. NEKEE, ARiEFRK. KENEELEOE
MWEZRREXK  FTFAEERREHEE SageMaker Studio F &
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AWS B H

B %

ZHF LR
£2— SWALR

28

BRRERERAREEIN,
SageMaker Studio 2 B3I £
5 ARN F A P B & XX 4/Z2 A
ARN #RiEFTE B IR,

HlFR APl TREBR R TR
Hl, BIRE Ul Tk —REHREZE
B ESERE , B2 , B AWS
CLI 5 Boto3 SDK #1THY List
AP 1 55 H 2 A it X Y 57
o

SageMaker £ /18 ARN #EX
RASDBEARE , ATARN G
SN Studio THE 17
B o

ARSSECE R A MK P R AR E
By, Rt EANES DA LA
TR RIR.

Al LUE S Btz e EIKES (1aC)
5 Service Catalog k¥ B E%
N/,

2K

BNMEFBERACHKS, , &
LE B RE XS R A

5k API [RE L2 R BERY |
RN T b8y & Ak
i

SageMaker EAE A, , A
DEMEZESNEFH Studio
TTEMEFME A,

A BAERK P R B N BN P IR
B AR S5 B

¥ B EZ 417 3% & Organizat
ionsMHEZ MK,

BAERNETE MR T R
(ABAC)

RFRERERAREIIAN,
AP 2MEEH ABAC BIZH
RIRHIPRIC,

FF& APl FEEBS PRI 1T
BR#&l, %I HiE@is AWS CLI 5
Boto3 SDK #1T#Y API 1 4%
Bl 1% 3 X B B R o

SageMaker Studio F/MNEAFHY
HTERAZFEFABEINE
BT &,

SageMaker B TFIEHFHE
MR EFS & , Rt Tk irE
Y542 Studio 76 LA

ARSSECE R A MK P R AR E
By, Rt EANES AR LA
TR ARIR.

Scaling EENESIFHHEFERE
HPrEENARe  HEZTEH
HREHFIRICAFRENX
%,

ZHEFLR

52
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AWS B H

g2 2K ENEAETE AT R42F]

(ABAC)

HFASNAFATRESHRE MHErRSNAFTRESHRE AR, ST SGERE -1

Z= Rl B 1T IMES Z= R B 1T IME, Z = R B ITIME

SageMaker Studio H& &3 K E
MRRM EFS R THRRSARIEEXMBEEH RS | HEEN T R TR
EIT 1 : A EC2 \NILE EFS #1T& 42

SageMaker THEZEEHE Z 1%

1. £ SageMaker Studio ( CLI, SDK ) H%JHAFRMABRIFZEHE,
2. B AP BB H/ZRE| EFS £EB UID.
a. NAF/ZRIIEXRTPNEBNVNAFERAFEREXH4/ZEHE (CLlI, SDK) .
b. B & A 7 B & /22 A1 E) HomeEfsFileSystemUid,
c. NEETRAPITACHAFMHFEE X 42| UserSettings['ExecutionRole'],
d. REBRAZRHMITAE,
3. Sl E A EERANZEHRITAE,
4. QIEAFBEXHNZEE,
- ERARITACKS , FAFPIRPHESVHAFIEMEBEEH (CLI, SDK),
5. A% EFS A UID i8R ET,
a. NAFIRPNBNAFRHERAFEEXH (CLI, SDK) .
b. BR&Y A P BLE 4 E HomeEfsFileSystemUid,
6. AILERBRENARER. AFrEEXHNZE , BRRE,

EFS &1

WMFHAT EFS 17, FRBUTHEARE

SageMaker Studio H& & B FRE

53


https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile

SageMaker THEEERBIERE AWS B 5%
1. J33) EC2 £l , H#I¥IH SageMaker Studio 3 # Ah/H ik = £ A M NZBIFTH EC2 =6l ( AFIwO
2049 £3&S TCP #1T NFS K& ) . SN VPC H# SageMaker Studio % 124 B il iE 2 44
2. % SageMaker Studio EFS B#EH EIFTH EC2 3:fl, FSHEE EFS XH RS,
3. E4IX 3 EBS A&#124E : >sudo cp -rp /efs /studio-backup:
a. 1 EC2 SRl n#misi R £ 4,
b. ¥## EFS &% EC2 =4,
c. EHIXHE EFS #B.
d X TAFPEEFNELAF :
i. BB : mkdir new_uid.
i. & UID B B R4S HEFE %,
iii. EPTE XA EN | FTBEXH® chown <new_UID>,

%I 2 : A Amazon S3 AT AHEE , M\UIA EFS #1T&1#%

1. BSRERALIE Linux FEMERTHE R D% SageMaker £id 43% 4] 2,
2. B2 S3 IFREMFITERH (Pl >studio-backup ).

. EEEHITACH AP EE X .

4. £ %81 SageMaker Studio HH , FEFHE B R EERIA LCC B,

« £ LCC # , § /home/sagemaker-user FHFTENAREHIE S3 FHEHIA P EE XM
& (Bl s3://studio-backup/studio-userl ),

ERFAERIA Jupyter RS B|BNARRF ( AT LCC) .

MBRFFE N ARERF. AFEEXHNE,

B —/NETHY SageMaker Studio 5% .

MAFBEX4NRTABRMERFEREXH.

REFHR B LCC :

- FLCCH , FS3FHENAFEXHIERTHFIENAEHE /home/sagemaker-user
106/ LCC fiti&E ( CLI, SDK ) AP A P 2lEZERIA Jupyter RSB AERF

© ® N o o

SageMaker £/ SAML M5 i5R THEE

BRARREDSIR
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app

SageMaker TF% &2 KE AWS BB H
1. 7ESAER IdP 0l SAML M ATREFF

2. FHEB 1dP & A 1AM HH B R RHEE,

3. BIETES IdP 5 A AY SAMLValidator Lambda B %k ( B EE URL = API Gateway ) o

4. B2 GeneratePresignedUrl Lambda BER¥KF1 API Gateway LA [a] itk BIER
5

CBIZAFTRAN IAM B2 | LA APl Gateway, WWABRBER —FEME SAML S P& |
BT

- BME : https://aws.amazon.com/SAML/Attributes/Role

- B : <IdentityProviderARN> , <RoleARN>
6. EE#T SAML M S A E RS (ACS) i <ZE| SAMLValidator @A URL.

SAML ¥ iE 28 RHIKHES

import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs

import baseb4

import requests

from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse']J[0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')

SageMaker f# /A SAML K SihR THEZE 55
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# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response[ 'Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response

SageMaker f£ /A SAML #i S5 R THEE 56
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HiE R

s EAWS FRERSL HEBSYMNIRFIINE (AWS 5%F)

- FRAEERRREINEERNFHABFNARE Amazon SageMaker Studio ( AWS 8% )
« 5 AWS SSO # Okta B B &35 Amazon SageMaker Studio ( AWS 8% )

o WfH AWS KBS B RIEEE SAML 2.0 ( Okta 3244 )

« EAWS FHELZEMRWHBEFIFEE (AWS HEARIERE)

- FREGAYPEEBE Y Amazon SageMaker Studio ( AWS 1% )

- FENBEENERMESI A Amazon SageMaker Studio Z£i24 ( AWS % )

« ¥J3 SageMaker B E X I B #EIR—RfERE (AWS %)

 f£/ Amazon SageMaker EEEE S EE (AWS BF )

« 218845 : NatWest Group A EEF AT BRESAIHFEMNELE MLOps & (AWS % )
« fR¥F Amazon SageMaker Studio WFIEE URL 5 1 35 : BEftigH (AWS % )

LIRES
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https://aws.amazon.com/blogs/mt/setting-up-machine-learning-environments-aws/
https://aws.amazon.com/blogs/machine-learning/configuring-amazon-sagemaker-studio-for-teams-and-groups-with-complete-resource-isolation/
https://aws.amazon.com/blogs/machine-learning/onboarding-amazon-sagemaker-studio-with-aws-sso-and-okta-universal-directory/
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-Amazon-Web-Service
https://d1.awsstatic.com/whitepapers/build-secure-enterprise-ml-platform.pdf?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/bringing-your-own-custom-container-image-to-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/build-custom-sagemaker-project-templates-best-practices/
https://aws.amazon.com/blogs/machine-learning/multi-account-model-deployment-with-amazon-sagemaker-pipelines/
https://aws.amazon.com/blogs/machine-learning/part-1-how-natwest-group-built-a-scalable-secure-and-sustainable-mlops-platform/
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