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Amazon Web Services (AWS) AFELIRENERXNNITFLE AWS BRI B AHE. BMIEHEHA—

NEFAM—NATEEEARNEEFRE  ATEHEEXBRRNEEIREETZRRLNBE. FAEFE
KNEHRICAA. R, EARANIE B TERRBAMN, HB., BRI KR H AR AR R
HITHE, Ee—BWARCKRBETUERMIFENERTR , BEARMERER , AREE AWS

E23%:

RARFBUAERAZ MK ALER AWS 5 AR BHRENKERNESHEM, BIUEERRAAR
PZREARZAKR B, AWS BEUEENARRIEM, BXESZEL , F5H AWS LHE
M B =&t

BNRERERE?

UIBEIRHERSE , AWS Well-Architected Framework AJBhI& T #EFTVE R R FIBE, R LAESR
WANEHE , BUUTEIRITNETAIRE, 2. 5. @FERETEENRENRYRESER,
BRI AR AWS Management Console & 12 # AWS Well-Architected Tool , EIE S8 M4
RIW—HEE , PUREXEREIERRLEL SN ITER.

BRERMNESLTRESNRESXK (SERMHE,. BRVNEKED ) , FSHE AWS ZEZHH D,

fai v
B BIE Amazon EC2 34|, Amazon EBS &, Z& 4R AWS Lambda WEEERIR , AWS AL E
AWS HEWHBITEMNT, LETUT BFE M AWS BRAKHIE , UREZRHVBARRF. FHE

WEIE |, HEEER R ERYT BEHN AWS Bk, & AWS WERAEEMEIBEEZ NNAREFD
SHRRRE  BFNEE—MINFREBEBLERRIES TWBLENARRF. FAX—NHXEENEE
SED), Bl AR, BHEE, AT, FOMIGRES,

EAMRES  REARERRFEANEERS, YAEERGANSLENES. CAREEEY
#75 (CMDB) , AL ERREEERSIRREM NS RAX 0 AT RE, JHEETRICAR ,
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production

SRR B 5 E
flin | EC2 RHIBE—NBRBWHWTAENAREL , WRERCWNINE , HATLENIERERSE
AWS IR ET®E,

2010 fF , AWS K T RFRE , ARFEMMATBBERHT —RRTE. AF BOHSE. XERBHE
FIETE AWS IR FIEMKERZAFRICRE ., AEEEEEBATNICH-—BENEREE , MM
XFERNRENIZEED



https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/
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MERMTA?

RERNATHRNEZRAEY , ATREAXRZARNAEE, S MEBRH-—NEAN—AHEE
AR, BRITAFFMAERS IR FEREBIERE (FSHAFHRARRIC AP KRS ) . EtthRS
TEYECH APl XIEFRE, FEIZNR  RERNE , THATERBRBRE  UMASHERE
(PI)o

AFfEA AWS CLI, API 2 AWS Management Console I} N AT AWS BRIWHRZIHRAAFEXL
HFRZE, —E AWS BR% ( $120 AWS CloudFormation, Elastic Beanstalk 1 Auto Scaling ) B3R
HAYZNMEBNERIERS, XERAFHRN AWS £ERHRE , BETHE aws 5I%. ZaTRTRE
ATRAPENXHIREER.

£ AWS BIRPARIMAF BEXIRENBEREAERNBERS, BXESEE , HSH (AWS —
EEEmR) PSR AREMER, AWS ERHIRZERITT AR LR P E RS/ BRE

& 1- AFEXHIREZANERH

X4 1D REEH wEE

i-01234567abcdef89a CostCenter 98765
Stack Test

i-12345678abcdef90b CostCenter 98765
Stack Production

& 2 - AWS £ HRE R

AWS £ R K IRE % 4R A

aws:ec2spot:fleet-request-id FRIRB BN EHIHY Amazon EC2 FM B fIiE
Ko

aws :cloudformation:stack-name FRiR B2 % JRAY AWS CloudFormation ik

lambda-console:blueprint FRIR A AWS Lambda ZhAERE 4 9 15



https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-conventions
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elasticbeanstalk:environment- FRR BT RN ARRF

name

aws:servicecatalog: provision HR 7= mAYEY Amazon BIREZ R (ARN)
edProductArn

aws:servicecatalog:productArn M B E &= @i~ me ARN,

AWS £ KRR, il , & AWS CloudFormation i+ , BAINEN —HERE
stack F—RIFBHER , HF stack-name BREBEENATIMREHERERH. NREREEN
aws:cloudformation:stack-name %4 , MR KIATRESHEENTREZREEAT =D
JUE : aws RRALA | cloudformation RRARS , M stack-name RIS,

ﬁﬂF’;EMEI’J*T\XﬂJ_IL)\Eﬁﬂ PRZEE , BIUEAALRAFENIR, XAHBERERBIIRER G
EEXFHANE , EREERNEPEANRSHTEMELNAR.

FEEAWS FEVREMARERF , BIHET —HANIENFE. TRNDWLRATEETEN RITFE
AMBERLEWFREFIER, EEFR 3 FHRH :

*® 3 - HENRERH , TRNERIEMAN

A0 E 24 REERIUE REERA
A N F] CostCenter 5432, 5422, 5499 5432
B AF] CostCenter ABC* ABC123

MEXFINRENTFRENEALAGT  RFASHARSIHRAD, B2 , WRXFHNRESH  GRZENH
MEREPR , RIERSXTEBEMESR, XERLUFFATERE , EhlLBERBHEH  EFH
fit—L4ER |, HlNEFERERSEHE. HRERBEINEEESLEE , KETFHHRNKS 2H#
= AWS AAM—Er, MKk 4R, FRBLAFENIRKE L HE—HNmAEZE , 5 Ul R e
PR

R4-HRERAPREZHAER



https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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R 53 B example-i
nc:cost-a
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HEREZA, FENFANETRKENENFZHE , IUIEZSHFTHE. EXKENFZTHENE
ZER | ESHR (AWS —f52E) FHIric AWS TR, BEX D KNE | XEKE costCenter H
costcenter ETRAIMNIFRERH. EFANER/MX , RENHETESXAMTRE , XAEX A
WA, Hlan , EXE , AMTRESFERAENR costcenter , BEEE , AITREE M@ T A
costcentre. NARFIEHNAEXRE , XERFTEANER. EXPHE. KNEMEKFSHERNRIEER
B —& 0. FAAZQESIERERRNBAUSERILEEN., T—T FIEENFICKE FiFHTL
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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H E BRI PRIC R B

BE#ZEEXK—#  XEMICRBHE - N FHEARMBANTE, TAIAF2LEF , RAER
BREERRIMILAR,

Identify Need
and
Use Cases

Measure Define

and and
Improve Publish

PRIC R BEIA AN S0t B 5

HEENLSREF , MANXZRARFHNMEERHKRE. ATHREAURATARMAE , ik O E4PR1E
REER D NALRTBRTETE, BEARE , 7T UAXERB T HRSERVES REEFL G R MR
IERZHRMNFBZAXRENTEIRRTARNAEMNEE LR, AERES SHENTHEIRIC R A9
RYEASE , AR R AMALNTZE, —ERBEXEAUATHERCER (EXAH) ; 5—
MEmABRE AT AR LES . KNSRI R,

BYAEAER , BAUURFHKERENENAEH, EESBERT , TORXMAERERXBERNEK
B , FCRAESERER (Bl , RACI: 7k, MR, BWMAR ) IJREHABEXF, ERERDH
AL FARARREMRCKEPESEAR , NERENLIISKEHNHIT,




PRIC AWS RIRM BR{ESSER AWS HEH
E N ZE SR A A 5l

TR ENREN  BAENEEREARTBBEELNTRONEAXERTES . SEARELT RIR
FEMICHTRE , UXFHEED , flURE. BaENMBIED R, AN8hE T FZMFALTRAR
XEFREZSMLERBAEN N, XERNSHAXEETAATNHENRERG2HE -

« MEIIMULSZHIEETHRENNE , FEERFTEN , UEERRERROENKELEREE
KRBT, TERASHEEMENI LGB TR TR I EZBII R~ AR, XA A LARL 4K
SiRMYE XABKRAER (FIW, FH SaaS mRIXERS ) RAKEKEF B 57 & 4EH A
BHRE,

- RENMEMMIEETHRBENDE (Sl , XF., BRINE ). BEIEAREREREREDR
EANFITEEAR , URBRSHREE (RFBINARFRENUZEXEE ) , UENAEHWIE
FIRSEE , GIININPR, REEFIMGIE,

- BEMAERBIEETHRIEARETEAY, AIXE-mAEENE. KAMBENER (flw, F7F
K, WA, £7F7 ) REBEAXNIHFRERNFZEREEEER, EFEELTNEREZSD, b
T. TMEEMRESFRE,

« SR &£ (InfoSec) MEZEZEE (SecOps) BEiR T 2475 N1 F TR LL 122 51 38 HE LA K H#E 7 5 7 VAR LE 422 15 45
M. InfoSec BEENIZHIIEERSEHE , M SecOps BE AREEX L FH .

BEFLEWALG., RER. AAMENMZERR  BAREEZALARNTERAKNNRE , flams (28
XMW ), ERERE, ZXFHINTIEE., LEFBENABRFNREMBEENNAR , URINT., O
£, B2 FFEENTERESFE. SEAXRTETHDIFCRBEHEL, KEMBRTME, 1]
RMFZBXREREAFHREDTE , HEFRERER NS, EFT2LE , B2 ZACH
MR/AMER , AR EREEE, FARPREFEIHAZTHAMNFHSEERESERR.

Fl2s AR F & ] LAE LB UR G AR SN FEE |, HRAERSHEERERN. A, WSEA
REEINRBRENIBHARD L, LWHFIPIIHAEMERK. Hit , I TELXERFGREERLZZHA (6
0 CostCenter M BusinessUnit ) ®RAEHIME, MAIFRENTESRESEAHEMIZEREINE
1t , Hl EnvironmentName, OptIn 5 OptOut,

FTEMNBHEXEFTEMINCRE A EZEAHR |, HiCFEAMNGERXRRBENER , Hlm
- FERRMLRH 2

- WARRCRR (XK ) ?

© ARATIRE | RHERBESEMBML (EHTES) ) ?

« WAEEIRCHBMEMEIR?

E X FRHMNAH 8


https://www.youtube.com/watch?v=aFdpBqmDpzM

FRi3 AWS RIRI BERE AWS B
- NZBATEE—IRIFICEE ?
- WERMEZH UK ? WMABEIX—K?

RiE , nEE. TUFSHLENZFAETEFULSIREEINRATUEFERICREHNEEFRERTEN
R BIEEHRE, BRESNRLESE THEEHEFPDHEIFFICRBEERAFBRNAN — Bk,

EXMAEMIRCH R

FEARIE AWS BIREY , TR RBFIMRIERTIENS , BEXA—BNAFZE. £ENKEFREYT
KPIX T — B, AT RABIAT AR B TT 44 -

- TR HIEREE A

- EXTEZINENGRIHERAN (XERNE, BTSSR THE, BRERE)

- WIAMETHENAFBEE (PI)

o REUALE LA EFMITZZ4A

o T8 E Q0R1Z AN ET 89 58 i M AR E F 20 B B A EAR

BEETENFIEESIR , EAMENENRIEARPARSENABTHNEE, ZMAZTERERIE

HAERNAE  UREMERAANE, HRICHRREEEPNIMEE WA SRR,

EMMERAIRC AR 9


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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EMFREERRE , NERAZEHNEFEEERLR , AMBAXANRMEXEERALGRZEFEE , SMET
SENREREH. MG ERSTHE , KU TREH.

AWS Organizations—#R & 5 &

£/ AWS Organizations FHYEKH , LB FEHMXBENEBENATHRAPH AWS K, FEX
EER JSON BEXKRBIFIEHFRNAR |, XEFERBEELN AWS IEHIREHABEFHIITIZS
R, FERBMEL TR ERFRRENFERATESINE, ZRBAIUXAEIRNER , BT URA
BIRSIBERF (*) MR, MEISETUERESIR™SE , BEFERRK.

AT RGIGEEA T A E AR IC RBESRIDIE R E R A R E, RIFRMHAEACRBESNL , BALH
REFEEERE - IMHZMrEREP . ATLERRMPNRBERIGRENAENR , HELLERKE AR
ERTREZR.

Examplelnc-CostAllocation.json
LA R B A 2 B An L M AR 5 SR B R B

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations—¥r % 5 g 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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}
.
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
.
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery.json

BT RIBEREMREIRE AR LRI R A

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

FiZRHl% , ExampleInc-CostAllocation #rEKEEHMI MNZEl Workloads OU , HtEAF Prod
M Test F OU HEIFREMK . B4 , ExampleInc-DisasterRecovery /&R MNE Prod
OU, At UEATZ OU UTHIKF ., EAZSNKFHLRNERRBEF MR THERN OU &
¥

Examplelnc-DisasterRecovery.json 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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| .D\% Workloads ----r=r-rmmmememm attachment --------------- ------| " B Esarnpleinc-CostAllocation

Dil Prad ------------- attachement . _____|* P, Examplelnc-DisasterRecovery
consumer-services-prod
consumer-services-beta
-
a a-lake-pr
:I.ﬁ .
o manufacturing-prod
— marketing-prod
[ 24
— consumer-services-test
fa
— data-lake-test E ou
— manufacturing-test [Oy| Account
E— Tag Policy
— marketing-test

r_:\lj,\\ effective policy

R R BEFINE OU 4

EEEDH marketing-prod Ik , I MRERBHER TZK, , AEZRINHME 7T ERKEHHE
2, EATRFNEERENERNER, NREZEEFHERERR , WTLUBIHREF & F
WEREANTERERS  TEXBREFENRE., WREEAEMZEEIKHE (1aC) AR EEHF
R, MATEAGERA AWS: :Organizations: :DescribeEffectivePolicy API @,

KHEMMATIRIC

EZEoH  BIIFEAENETATUATRREERKNTE | F3y, EMREANRE (1aC) MFLEE
B8R AT (CIICD), XEFZNRBETHEFAHRBRBS,

FHRENTIR

XLEBERETRAEMGIBM BN IEAR. BEBRT , FEHAREARATEHEFUENE
ABSHERETHEME , RERMEA CloudEndure FTENAIRBEREHIBHN ITERE, T8I
8 ( Iz Migration Hub 1 CloudEndure ) AIAEEIBRIBPNARE, B , IREHKYNIBRS
BPSENARE , IBNZEAREIBERETE , WALMEARZHES ( AWS Management
Console 4L ) EASHERZM4BRER , HHERN, BHIPRIFL, BREFTUNSETE
RAFERERSHENRIR. AWS BIRIFIE APl A FEUREA NHITIXLEIHEE,

KHEMMATIRC 14


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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EEXLETHEASRNIRL , sSINTENBT BAFRFRE, XEFREXEEFEANHUENER
MWEERERED. BT BERRKEEE Amazon EC2 K6l , BEAREMNF L EC2 LI 5FhBIEM
BRRIEF—H. Amazon EC2 EFERRME TEEET BNNA T HOZHNKAIMNIREN 5,

HFHEBRTEAZNRRN , BB RRLBRESD. BalIEZHMBRIR, A EZEFEA
AWS Config Ml , ©A AR E required_tags , REB3I—1 Lambda RERBAE]. AAEH
R EANE AWS Config B,

Bt e (1aC) HE RIR

AWS CloudFormation 2t 7 — B AES , B THEEHN AWS IEHE EFTEEM R

#R. CloudFormation #ER:2 L B3 X IE AWS #IRE JSON =% YAML X#. A
CloudFormation iR 812 AWS &R , LA LAEA CloudFormation IR X & M 7E 6 B AR B
AEXEFNREREE, FH laC EEFRZIM ARG B TR — B,

% AWS CloudFormation SIZ2% R |, ZBRFZF 2B —H AWS EXHRZRATF AWS
CloudFormation iR BIZEMN RIR, XLLZ

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

] LARYE AWS CloudFormation AR BHAE SURTRA . %R 02 RIRFSEX L AWS E X
&, B, ¥TFEaT BEPH Amazon EC2 3l , FEETE AWS CloudFormation iR H Bzh~
FeATE L HARE AWS: :AutoScaling: :AutoScalingGroup TagProperty, B4, , MREFEHN R
WHEBEMY BEAWN EC2 BaniElR , MANERENREIMME, BUCHHEEIT BAR AWS i
fR&HY EC2 BaniEiRk—EEA, XLRFSHEBTEAX Amazon EC2 KHI#T—HMIRIE , EX#FE
SMEBIRBEMNMEEIETN B3 48 , ANMiREBERE e H LT ER AR,

AWS CloudFormation HE#AF XA RREHRT —MEMNARFHNXBIESHALRERSE — W

Fit. EHTRENRMELSIMELEDE. ZBIREEREERFHXBEELE , fINREF

By BALAEENNESINATE Amazon EC2 EHIMAZEFEUNRE , EBRERAMEN
g EBIEPTE Amazon S3 F#f. EXAAERT , HEMEMN T A2 ETFEET AWS
CloudFormation 44 # X B EBRIEMN EHIM R,

AWS CloudFormation 12t TR M IHEE , SMNEREEN TR (BFSRIFREQMB AR ) HIEK ,
BRBTFTBFASEMPNEREER , THITRN. XMEFMBENREZ, NREFEABHLERERE
MAZIET laC FEWERL , NEREEBUXLERZE , NTEIARE. EFEH 1aC &F , BRIEIL
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
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FHEMPRIZESRIER 1aC BRI —Eo#H1TIEE |, 2 AWS CloudFormation ¥4 , H XA ATHES)
{bLEFAH AWS CloudFormation Guard M NI £,

CI/CD EERERIR

fEE TEABRAENRS , RAURSXARFEEXNBFLEEE (CI/CD) FEAR, XEKRBEBIRSN
HOBHEE , TUAER e E BB N ENR , NMAB TRESEXK. AWK MREE
RAUBMEFEROBMTH , BEENAFERS IR TEIERRE, HESRBBHRHRE
Bt NARERTERAT, —IHFEUANBREENEAREER , FITRAEZES , FRTHE
EMEBRNEF R 2 ARTNHAMITfE, EFXMNEE (DevOps) AEEXH |, BSRBRIBHRETE
SWMYERBRLE | AERBLERFAPN RPN ERTRIE,

BEEBAT , SHEERTERMEREFHIEXLERE ( 11 AWS CloudFormation HE#FI/R ) |, X#
&%, 7] LATE AWS CloudFormation #EiREFF XA AW iITEN 25 BE SIS BN ER,

AWS CloudFormation Guard 2.0 2t 7 N &R LA E A CloudFormation E R AR B RwE ML %
SRV G Z, ZERSBREFLFEPIANFTRIE EA , X—BEESHNA , BE
ARARBH , BAVFEEF]5 B AR B LR AWS: : AutoScaling: :AutoScalingGroup
TagProperty,

LLTF £ CloudFormation Guard 30 #9 =451

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {

let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
Srequired_tags[*] {

PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']

<<Tag must have a permitted value

Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
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https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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Tag must have PropagateAtLaunch set to 'true'>>

ERBREIH , BOFEETEIRP A AutoScalingGroup KRB EIR , AGHEIETHEMAN

- tags_asg_automation_Environmentld - RERAFEEARFZHNGE , HERESEATH
EHRA , LUK PropagateAtLaunch 2&Fi&RE RN true

- tags_asg_costAllocation_CostCenter - REREBFEEAUBHNNRE , HERBUEN
I BIZRETFL , BAK PropagateAtLaunch 2&FiZEN true

AT

WEIFTER |, RIRAMIRERERREHR T — A ERKBEBLTRTFSNATALR OU HIFREREEH
EMMPREER, M Organization A MKS BRI FRAMTEREFZHATLE , 2ERERATIZK
FHIRES , LR ZKF A RRFERERBERNTR. RMNEEK/HR ( BAREREEHE AWS
Organizations THRSHEATER ) , WAIRERBLELANAEXRKIKSWITEREEAE,

ENERBAEH Sl ANEERRERNNITIEE, EUTRERAG , BRIURMT T
Bt , ERFTA ec2:instance M ec2:volume KB R RIS AT EILZKE, B— LS HWEREE ,
BN R E A MBS T RERRS RN EBTIE, XK , BSAEFERANSRBRITHNE

3

3
o

Examplelnc-Cost-Allocation.json
AR B4R & M/EAT B A 20 B AR LAY AR SRR 7R A

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
},
"tag_value": {
"@Eassign": [
"DatalLakeX",
"RetailSiteX"
]
},
"enforced_for": {
"@Eassign": [

M7 7


https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
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"ec2:instance",
"ec2:volume"

}
}I

"example-inc:cost-allocation:BusinessUnitId": {

"tag_key": {

"@@assign": "example-inc:cost-allocation:BusinessUnitId"

},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",

"FinanceDatalLakeX"

]
.
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

}
}I

"example-inc:cost-allocation:CostCenter": {

"tag_key": {

"@@assign": "example-inc:cost-allocation:CostCenter"

},
"tag_value": {
"@Eassign": [
"123-*"
]
.
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"

AWS Config (required_tag)
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AWS Config @ —WAFEITE, FITMTNRREENERS (1525 AWS Config ZEFHHEIRE
), FEHREAE , BAITTAER required_tags MNKIRFIHLERRD EFHEZANRZS

( 15Z ) required_tags ZIEFMHERERE ) . RBEEIEMN RG], WATALNEATE Amazon EC2 341
ERFEEZFH. URBHFEE , WiZEZHFEEMAIFTER. iZ AWS CloudFormation xR
T — AWS Config B , A F % Amazon S3 #Zfi&#&. Amazon EC2 3L fIF] Amazon EBS % £ |1z
RPRHARNEFMTRERAREFE,

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

NFFEHRERFEWIRE | ATLLEE AWS Config SN |, &Y AWS Lambda BREB3NEE , B ahfFEr
DHRERAFNEEED, BAXEATFHRAI/EAS  EYEFHREY laC NPBEELESRE
i, HRERLZHRR,

AWS Organizations - FRZEFIKEE (SCP) 2 —fAHEAKRE K TATEEALAPHNPR, SCP REA
ARALQHEN (OU) PIFIEKFRENBEATANRHEFEG, SCP RA¥MAFRNASG , XA
FRACHETALNKFAHTERE, SACITREEZRARR , ERRFIAFNACHINER , 31
FRICBRENIR, EFRIEFE , RTIRERBATRERENINEEIN , SCP ERENFEMITRETANE
E.

ELUTROIF | ZFENIEL T FE example-inc:cost-allocation:CostCenter FREH
ec2:RunInstances &K,

LA 234 SCP

AT 19


https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/"
1,
"Condition": {
"Null": {
"aws:RequestTag/example-inc:cost-allocation:CostCenter": "true"
}
}
}
]
}

HiRit EFR TR REER THEXKS A RRSEFREE. £EM SCP HITHAEH , FEEITRA
RN LEMNBREZFERASNATHEKSRE, EFRARNIKSRREX CloudTrail
SHMRBHEMNER , ATUAFEBAMNERFEFESMHETIAR,

BRI CH M ) o
TSRS | KARE B RAPIREERANME, ARENERIVENRAMITR. f -

« BARRARA - BATLAMER AWS Cost Explorer 8 AWS AFMERABRIFEETE , BEIHFKEER
FREMRICESE, flm , BuUREFEZANCHRICHRAFIERERNE DL | 155 R KIS ENFR
L,

- BML - BARFEFITRERE THHAIMER. Hla0, IEE Amazon EC2 KB R B TIFATE
PONVE S |, Tt SEBIaY 3 sh FE LAt iE

BRI/ APRERANRE RERRE T HNNE , TONARFRERXKSRERBEMIE,

BENGMIECARENNESER  BERESFERNERNENEALER , SINAGENL, FRiCHRVKER
WiT, HTHENERAEE LAY , EFRTTHARR, ERANERRE G  EAUERRENESD
tE.
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html
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HTFEXNRFERITEFRRCHNETFRARNMBREAR , AL EENEBEINEXREE, XHATEA
BATER A AWS WEEFBEERANKE —FNTE. WAXNSITENABRFNZSENMBAEEBE

ZRAWREE, Organizations ZF /A B IrMIEFREN BRI R AR SR FR , RibXtBER Tt
&ko
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¥ric A 4

F&
« BADENYSERNRE
« BENXFHIRE

- BlEeE. RREEMHREFHNES

A2 B 5 E R AV AR S
BB E EERRN — MR AARRARRAERER O TUIMAEE, XBHENARE

- XEER-IMREEFENZR  FREIAFMAAG, Flm  HSEARFEEEES RS, T,
T 7= 2B BA B TAR S B M B A iR MR SRR SRBURAS AT LA Y 75 08 2 — B X B IR 1T — BV AR iS,

- PEENIREREE, B , AANMSRETELFERSRDEANSG , Sl , ERAFO, WHFHE
], EIRASHALRERAER TR ER.

o BRE, AMAVREDR, HRFERIC -, BRATNARER BRI E AR RARCES | Flin, X3 EIR
HATHE, B3 BHIIATR.

THRIEE AWS RN A RA , AJBAE B E N M S RE, THEERR, THERER. HARRA
LAFRELFENEAE SR FERSREENLSREMEL  EERARE LK E,

TEANARIERRMSEENER, BE-—RER AWS USEETWRENAR , AN TEM
FFRERAEETT AWS W55 SR EM ARNIEY , AEMSN TR EEZEILER |, #5FFinOps X1t , X
REPTHALSHMETHENKR , AERMEAREZRIBRERERAR, “RYTEERBO AL
HRANETELRFNVS KK , BRIMNHERABRBFRNTE - LEERERN,

AR BLAR
RESBEEZRATHE  FREWAEDERD RAXLERFNEAERZHA. ERARBHY
2T, RIGREIBANFAREE | FKANK.

MK TENNHE TREXARTIR, HIREHTREXRAFREERAZIR. WKRXTRHERME (5
Wb SFER). NAERF, RPSRAFL ) FENKARNSIR, TEMRE. S0 Btk TER
AR EN AR AWS XHAFH X £, HIRREEBIEALNARBLITRE (HUVSREH21ITE
i ) MREMRAREFRIZAX LA E, Fl0  NERIZETREEARS AWS EFHRT X =
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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o EXMMIBLT , WERHTEIRICHATRRASEERE  KE—NXINETREEAE
(NE/S

RALANMSEREMIITRFENNARERF, WHE]. ARA R OHNE AR B £ 8 RARITER
B, ERADEGENZEBTHITRAEE , TAGRESXENEIE , SUEBAE SAMNEYIRCHE
R E R B,

« FIREF - BREREIEEARAREANAR. THE-RF[/IPMEAATIHEFENRSE.

- MSEBERE - ESNFSRUEZERNEHERMNEEXNRADN , BWiETHEAT ITHAES
BLiEo

- HENITRRA - RE\EVE. NARFRUSEERERRALRRE , EH RS MHEFNILSR
B, Hm, el NARFIBRES RS,

B BMADERERETET#

- ERAXHEARTHERITMRAL ?

- METHERR, NABRFITmTET XH ? EBNRRRHE ?
o WRLE ST U KA IR ?

- RELENBES , TUMN AWS EHRNBKRZS DT ?

- BFEIEAR. NARFISmPHRERRCTELFE4 AR ?

BERTRADENRRMERTEXALRNINGESE , NRHE AWS ERBRATLYE | 2
BXHERFNERE, CEMNETERRNERBERL TRESEZELSHNEKRT , FBEIRAESD
BLHR &M KPI RERZMWMERATN,

il E AR 0 B SR B
E X MK A7 B iR B

N AWS FEHBHRRCIBIKFFEALEN, BE AWS IHAAR, XERRAZMATERN |, URiXLE
BRANFEERRERZBAHXR, ERHRAREWET AWS Organizations, AWS K., FREMALN
RNEEEE | Flal SEERITEAT. RAEHTUETZHEYE , LMEUFRARNR RN EKEF
BERA , flaFENTEABRHRAC SR HPRS L SEE,

FEEFRE ST R — B A SR, NARYESSHERY X 5 12 B N T H A A B M SRAT A B AR 20 EC AL /B
XA EFEREH, TEATAMNEEESENERER, AWS EFEEMAT=ZFRITHEAESD
BEXAF
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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- ETKF - XHEXAMFNIFERSD , WKNMNRONEBELES  EATEARABKS SHHALR
(GEAZKFAL AWS MEARPHNEN - ) . XH , BMNKFHRAE—B TR, ERET
WEMSESE , EATAER AWS Cost Explorer, BAMEABRIRE AR AWS FiE#ITRA K
BMRER, XETERHZRAWS K/ FEMDHRIET, MAEASENAERE , XM EXFHK
BT X B A BRI EFIRIC,

« WHEHIIRETHB - A D ELERWAZBEB, LHFHIIHALR, XMEXMENTFES
B NKMNRNERERS , GEATEEHBK,EY (BEEA AWS Organizations ) ,
EH, NSARFMIEMSRER AL TFHAR, XN SERNNAREFRMYE T EMARAT
M, HERETEEAN AWS kP RIAE AWS IRFBIREFMXE. Bl , SNERTER E ik~
( prod, staging. test. dev. sandbox ) , #FEEARNMARMNARFHFTaLAR -
WP PEXHEMNLEN , AWS Cost Categories T Al ARG IK P sl AR ( “Tohric” ) IHEMIIh
ge , AES LHIPRIINW T EH#HTRE, BEEEENRE , AWS Organizations F 15Xt K = F14H 47
B4/ (OU) #HITIRIE , ERXEHRZIFEATHRATEMIKERE (tEFHMRH , BT 8EE AWS Cost
Explorer R4 R BN AT O H R TFE ) o AWSHIL , BiffEF Cost Categories.

- ETHZ - EaimMERMEL  IREXFEESNIHE  EAURBEERNSZLEFRRESS
HEEENNEAMINR. BERARMNBIBNEXAEASKSEHE AWS IEHRBPERNECE |, B
KRt BERAGRRUBCHKFERREMESR , FEWNAFEEREXMEN, EXTER
T, REFEERNIMCKEBREXE , AAREKESHATEES A P BUERA T RA S B XA
% ( &£ AWS Organizations F , REENEBFRAKFBER THREADENIRE ) . EBUEATH
APEBENGRERE , RAAEARNEAEPRIVEATREN DB TEFH TR, HEE , K
APBEGETERERYE  REEHERATHEAPENKERENNAREIER , EMNT2HAE
T EREMRARRERTES,

Bz K MEEFZRIFSIBIIREREA , WA AEHAWS Cost Categories X AWS 4H 43 A HY < BRIk
HITHNN DA  HEKEREFEFIEBR. ERNEFHRRNFEEFREDFCIERKSF , BEF
LATE AWS Cost Explorer & T Bk ST XBI KA , HEHA AWS MERRXERAR, &fE , W0
RENAZEEERANRARE , fliRENTEARDBARFHITRABE , B LA X Lk
RFRRFHTHENMRS , EEEKS LBEXEATRAD NSRS , RAEEKERE TERIRIR
L FA TR Z A

B AR ENENREF

BABEXNAMANZEREEENRARE (fl, SAXH, BERSFUHTEARAS, B X ITENK
R, BERLE ), EEHRLHEEN AWS RRHEL , IEMAIUERBFBESEARREIHBEXD
MENRE, RERETRAXEREFRNBEE. MREPREGERED TR EWTHREMKSE , 2
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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BREAFNEAIHNMSTENZE, SEAHABNABEN , —EETERIHNERETHIAEN
BiE ISR A UBERERTERDITE AR FEERIBLITS,

EHRIEX TR A D BEAIFRICRRER , NEIBUTESR :

« AWS Organizations - ZNKFRNWR A DB TRKS, KPAS A XLEKRS FHNRRIZNFEH
#1T. 79 AWS Organizations FENKF PR ERUEZENFERERA TEEK KA S B

« AWS IKF™ - —/ AWS Ik IR A2 B TR IRS R X FE H 4 Bt 17, & 7 LA — HARiE K
MR , HEAXERRIREH,

« RADEIRE - VB, AFSIBIREMN AWS A RWARESHTEE , ATRASE. EkEzE
A ( AWS Organizations WEEIKF ) PEARASBARE , BB TE RN KM,

« R - AWS Cost Categories SRUFE— AWS AL AR MK~ MIRZEHITOAH (“FTHRIE”) |, X
#—HRM T EIS AWS Cost Explorer, AWS Budgets 1 AWS A SFERABRRESEIESTE
IX L5 28 Bl MR B9 B AN Y ThBE

Al R SSERIT], B BA SR AE AR AT X K M H1 =K

HEAAGHMEADTERENZFT , FRARADERERTHRADE. FEATRATRANEEATIM
BABNFEXERANTTAIE AR R, XM T EEAMN T BTN X H A TTE AN X L5 A R
A= E/, EEZEATRANERRTHIR , UREBIIFOEZN TR E | F L] 7T#XEmER
HEEM AN,

HENRERRIMNE KPI

BE—HBMKAR KPI 5 , AEEBEN M SEBRRANIW, XTI T AR BRI S R2EHEX
EOET —HHARES , AUHRT —NETHRNEE , IFR—IMRRFLNEIHHEE, WFT
BMEZER  FEFLESR , AP NMA T EUERNAE S THEW SR B2 — .

DEAF A5 BRI H

BEFEHLAWNRXITRG , FTREINKRBRBETEFTETRNLE S, BELERICHRRIEAZER,
REFAEANBRSNITNEANRERES  SENALENBELXFTTsEZHANHE, fl, FEF
{AWS Resource Groups M rZHF#ER) H AWS Resource Groups M fmiE e X IFH BRI

o

TEMRICH AR —NERGF R —LEEFRENITNN —LHA , mFELE (R) MTEIT

Xl (SP). BRAITHAFRAMKFEAN SP M RI RATEEKERE TEPIRFIRIE , BETUESE
IRER RI #1 SP #r#0an{a B2 A F AWS Organizations REIIKF, BRR&REFRZ, Hl0 , 7£ AWS Cost
Explorer FAI AEEMBE KA , REEAXGEZANZIHBTIE , HREASEN B HIHEXHHES
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https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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#. £ AWS BAFEAERRE (CUR) A, BRI LAFFIE 5 RI M SP #r {1AmE = 8 8 A B R A8 X A
4T (B CUR XEMABIE s PRIREZSAHR ) , RAEEENEEMEXN, IEADEmBIEN
FIMERPEHBNETE CUORIREREN BB —EF | XSEHMESRKEIRS ( Fln B ERA 9Bk
H) FHNERFREL, MEEZLSEFE , HFEEF AWS Well-Architected Labs , 7 f##M CUR ¥ #E
R 3R BB AR 458 A 180 TR 2R 1 B9 TR Bl

&

BRT ATFE AWS T ERBBIAEXNKFMINAIN , EE—RFIEM AWS BRIBENME=FWHERER
A LA B IS AR I IR AR , HEER RN BN M. RBHANERNKZLBR , TRER AN
B FMERREEESINERAR , Al LAUME AWS Cloud BEE T EREHDSENHREENTE, MRE
REREZEHCHE —EXRFERASPHRIE , HhEI25LFZHEXNZESEH , I AWS RAMERE
MRS (CUR) AR HIFMM AT ERAERKE , HAt2BE S LESER , AFERKS, R
&, BAKS, BEADPEFREMEMSNEEHTHENMSH, £ AWS FEANET CUR BRAR
F,BE—HaAELRTE | EEE AWS Well-Architected Labs M £ #Y =& 8212 HIE R

&5 M IFRIRE

—NAWS MERASZINKS, RRNITERE , EEEERETHEE, RETATRHE L TXHNE
&, UXFHEERARMENBRSHNEE, HmEXEATATHIRERRREZELRENERE,

EH—HENEEREN—LEITERRE .

- ERPEMIREENPRFERR. Fl, £5E. EFIMBRERN. 5—NRY KEFEAE , B
A A F BT RANERE. BXITERM , FSH AWS LHEEREFHRS R,

« RAMUKEFANKR, MELIRCEESINECABRIEHABIEIRENRTERENRIR
DB FARBTRE, ERE. FHENBERE , NARCEFANER.

- —HRBNZFER, BREEFETRANZFER , fl , XEERTUERAKRZADEREE , tBa
BENNARFRBEN —BoRKRE, AREZEEANESES , FEREHEE X,

- REHAEERE. BINRFRRETHRIC REEHEERENERE  XBARNMIEMAREKX
EHEE (MIM) AT ER M EREH.

- B, REETATHREFTEZHRFNMR, FRHEANEQHRERFDHMLE, X AWS HF
BARE S ENHEHEES

o B3 BHAWSHIZEITH AT ZKAIN TEN EE B RBNISIREINFRABEXREE, BXES
REMEANRBNERANIES , FERIEMER. AEFEF TR TEBIMREINTREIFRE,

« BEUMNEMY, FZEXRBEAMENRBERNTERE , AT EEANEFHREEIERFE
AR, NTRSUSFER, HERBREARIERKIBER — MRV ER , EEENETLTRERSH
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https://docs.aws.amazon.com/cur/latest/userguide/use-cases.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://www.wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
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