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Netwdrk: commmmm—
. Dashboard 8 ;
User - ACTIVE USERS

Team Directory

11
GUEST USERS 1K MARCH :
2023 o

B8

Manage Plan

Network Profile

Billing

3. & Wickr EERZHANSMERTD  ARNKXRE , AEERENEEE XM,

MEEE X REE R 788 Wickr MEBMMME 1D, B UEAMSE ID KEERE S KK

iF,

YREE N 45 B R

SR T B R Wickr R&EA o

1. #TFF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/o

2. EREEMLE,

3. EWMZMEL , AFERBHNEENZUNERE , RAFEREF A

il

/%\ o

YR B


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

Select a Region ¥ Admin/degnamwj-lsengard @ 4199-9545-3300 »

AWS Wickr » Networks

Networks Create a network

/

| Q Filter network by name or togs /-"”' | 1

MNetwn B v Network 1D v Plan v Wickr admin console [A
ExampleMetwork L9681534 Free Admin
4. EMEHR , IR

5. TEMLRR BRICAAE 3 AT B R 4 8 o
6. ERFREFEIUAREFNMZER.

ZEH

£ for Wickr AWS Management Console fJ “Z&4A” 5 , RUUNEBRZ2EAREEE |, flNFEBE
ZMRRE, HEEED, WlIheE, RLWENMEBEKRE

- BlBZSYE
- REZRSA
. MirZE4A

EELRE4H

TERATERUAEE LS4,

1. TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,
2. EM@ZINEL , EFEERSEUSMEZMNEN Wickr EER 2 &

Eage ot 18


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

0, 1 3

(= | Metwork name v Metwork 1D L Plan - Wickr admin contole [ v

WCME production B9963353 Prefmium Adrmin

ACME beta 69963354 Standard

EREMEREREMLE Wickr EERIZH A

// wickr

Wickr Network Dashboard

Wickr Admin Inl Manage Plan
M v co— A

Dashboard 8 . 5 5 2

. Network Profile
User - ACTIVE USERS GUEST USERS IN MARCH a
2023 - f
Sem
Team Directory
= Warsge Plan v BI”Ing
=) .

3. & Wickr EERZHANSMERTD K ARNKXRE , RAEEREREA,

ZEENEER T ELEH Wickr Z24H , AR EEREFERAGSIHE -,

HEREH
ERATERNER 24,

1. #TFF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/o

2. EM@ZNEL  EFEERFEUSMEZNEN Wickr EEREZEIE,

R EFREBMIBFEMEHN Wickr EERIZEHIE
3. T Wickr EERZHANSMERTD K ARNKXRE , RAEEREREA,
4. EEFHNZE4A , LOB-MNRE4H,

tIEZe4 19


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

BEARUEBMHHZARBIAMEZ2ATIXK,

BREBHMEZSENESER  BSR RELEYA,

wEREE

TERATERUARERZSA.,

1.
2.

6.

T f AWS Management Console or Wickr , M1t 7y https://console.aws.amazon.com/wickr/o
EMEZREL , EFEERFEEASMETZMEHN Wickr EERZEFH S,

REFREBMBBFEMEHN Wickr EERIZEHIE
£ Wickr EERZFIENSMERD , BENERE  RAFEERE4A,
ERBERENZTSABHILNFS.

7

SHARBRNEETENENFHPERRZEHANRE.

BTG+ MANKNIREATRA :

ZEEEN — RERABNZ LN HMERIRURE ST

- Bl — mEFHANEREE,

- BE — EEFFANRNFILIIEE,
- B2 — ZWBARERMREINEE.

BREBHKIE — MERBENEGED, XTUEEERZESANTLEAR BN MNEZHITHE

B, AWS Wickr B MBS BHRIERT : KRy LBk,

. REREBHRIE —EBER—XHNEMAMNEHN AWS AR #TEBRESEMHRIE, fli,
MREMEREFNINNESH T AEKE FHRIE , eI FESHERE,

« 2IBKEHHRIE — B ELLAFPRTENEHE THMBXEH AWS AFR#ITHREEH
Wik, Fln  MREMERMROINEFE—NAF , ELBHRHORNEHRE—NEF , #B
XANMEEFE T 2HKEKEEHRIE , Nl FeBBEEE.

- TRES-EBERETTIRXENESEMSE (WK AWS ) #1THE, EEATLULNERAFT
LEBRENEBENEZIIAFTEE, RESE , AR RESHAFTZENNEFNEFE
Bo MAMEBUAET “BiE” T FHPNELLHIZENATNAGFATRE | FeeE A ZRE

A\
Ho

RERFURENZE AR AE S RE.

mEZEA 20


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

il B %2 4 42

TR TERUMBRE S A,

1. TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,
2. EMEZTEL , EFREEREEASMRIZMEN Wickr EERZH A,

EREMERMEREMKE Wickr EERIZH A
3. T Wickr EERZHANSMERTD K AENKXRE , RAEEEREA,
4. ERERBRNZ2EENZULNEEE KRS ERT.
5. IEEMIBR , UMIBRZ24A.

BERESEAFNREEN  XEAF2AFFMIRNREE, EERSBELSAFNEEA | F
SRRERT

BRBRREE

£ for Wickr B9 SSO BB B2 , &0 LU Wickr BLiE AWS Management Console & S &
REHRTEHMEIUE, SSO 5EFLHNZEFHRIE (MFA ) REEXNR ARE—EFMINZ S, Wickr
N FF A OpenlD Connect (OIDC) H SSO #=RfitE ., FXIFEARLMSHRICIES (SAML) KRt
o

F&:
- &F SSO #4EE
. EEIE RSSO

« THERIH R TR

BE SSO FHEER

SERATHREUEE Wickr IEN ST L Q[LBEREE (FF ) « XAILEF Wickr MM EIHR .

1. $TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,
2. EMENEL  EREERFEUASMBEZMNERN Wickr EER2FA,

WREEE =


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

o] 1 3

(= | Metwork name v Metwork 1D L Plan - Wickr admin contole [ v

WLME production B9963353 Prefmium Admin

ACME beta 69963354 Standard

EREMEREREMLE Wickr EERIZH A

= Wickr Network Dashboard
/7 Wickr

Wickr Admin Ll Manage Plan
T R — ;
Dashboard 8 . 5 5 2
Network Profile
User - ACTIVE USERS GUEST USERS IH MARCH a
033 -
St
Team Directory
= Warsge Plan v BI”Ing
— .

3. & Wickr EERZHANSMERTD , ARMNEXRE , AFEESSO BE,

B S EFEH LDAP BB IS S R Wickr MEim S MY a8 SSO BiE.

BiE RSS,

BXEE SSO WEZER |, BESH Wickr BBIH O TIER -

/A Important
BLE SSO BY , FEN Wickr MEZIEE—NATF ID. BWRETER Wickr MR AT ID. X
FBEE AR, BUARERMHARLAF . RLRAFPEIMEN Wickr MER LIS E
B2 7 1D,

B & RSS, 22



AWS Wickr EEIEE

o fiti® Azure AD B S & F
o FiE Okta B S&%F

T HE BTV 3T PR

Aart , SHREBTRLEI RN REBHMHER , XTE2SHAFREF RIER TS B AWM
BOBUEH, APHLEHIMRR |, BALLRE— N ARTAFREEZRASHERY |, BMEMTNNEF iR
Rl RfT 5 W A 1k 2 v b A ) K I

AT R ITPRAARY O] A AT

- ZRRH (AIN) : RFSHRWE  APFLRRSEL.
- 30 TR BIFTHEANE , AF&RS TUREREFIRE 30 24,
« 60 TR BIFTHEANE , AF&RS TUFREREFIRE 60 26,

58 15 W AiE

Wickr EFBEREHBRIELRFEANEL , LLERMEAITHE B[R KR, XEEH AT one-on-one
WNiEFKRE, EREWEREFFHA-NEERIS , ERMEFHIA-NFEELEFIEHNEOERE. BRE
ABNEFEHREEHRNDREHR , MARMEHRE A2 IEEH.

EEATUEEERERTEARZEACEEN. LREFNABTEIMNE,
ERATERUGAREACREMN.

1. 3TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,
2. #E Wickr EEREZEHENSEMERT , BREMKXRE , RARIEENEE B X

3. & WMENMARE TEH ‘BiREHN o , EF RE.

4. EFBR HEA

P 48 PR 2

B SURARE N A B Wickr B4k, RJE , L0 AX LR EKIE R TR Wickr W& IR ERE
) AWS &R, &7 BATE for Wickr B W 48 815K 71 H H Ei & M & #5112, AWS Management Console

RERNATHRRNEEN , ATREFXZRFRN THE, SMriEHRH —MEN—MEAKR,
BRNENESZREE , ZESHMTLERE ? URIRERMAH

TR R EY ST PR 23


https://support.wickr.com/hc/en-us/articles/360051628353-Setup-Azure-AD-SSO
https://support.wickr.com/hc/en-us/articles/360050850834-Setup-Okta-SSO
https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-use-cases.html

AWS Wickr EEIEE

B MEIRE

SERA T IR LEE Wickr MR PR,

1. TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,

2. M Wickr WS EHH AWS Management Console EFE M 4,

Select a Region »

AWS Wickr ¥ AWS Wickr % Networks

Networks Create a network

Documentation [

FaQs [4

Contact Us [ Q) Filter network by nome or togs 1

MNetwork name - Metwork ID + Plan w Wickr admin console [A

ExampleMetwork 59681534 Free Admin

3. EMZNEL , aRENHEERENMEH B,

Select a Regian v

- AWS Wickr » Networks

Networks Create a network

| Q, Filter network by marme or togs 1

Network name - Network ID v Plan - Wickr admin console [

ExampleMetwork 55681534 Free Admin

4. EMZBARREL , EREERE,

B IR 24


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

5.

AWS Wickr % Networks % ExampleMetwork

ExampleNetwork Wickr admin console (3
Network overview
Network name D ARM Plan
ExampleMetwork 59681534 [P arncawswickrus- Free

east-1:4 19995453 300:network /53
681534

rogs 9

A tag is a label that you assign to an WS resaurce. Each tag consists of a key and a value. You can use tags to search and filter your rescurnces ar track your AWS casts.|
Key Value
some-existing-key-5 value-3
some-existing-key-3 value 1
some-existing-key-4 value-2

EEBEHRERNEL , BUUTRATEDZ— :
o ANINFIRE — BLRENNEREATIRE, ERRMFRZERMSMREX, REXD KD
B, BXEZEER , B5H FNMEIRE,

- REAAERE — NBERSERBHEXR , AREXFTEFRABARNE, BXRESZER
BESH REMERE,

- BRIAHRE — ERENBRNVFEZLIHNBEREE, AXESER  F5H BEMSER

V.
X,

A I 48R 28

SERA T IR LORIRERINE Wickr Mg, AXERRENESRER  F5H EEMEIRE,

1.
2.
3.

ERMRERE L | EEFIFL,
EHANZ ARNEFTRS  AAFTHFRSENE
ERREFEAURTEHIRL.

NI B AR 25



AWS Wickr

EEEmE

aws

HHH—
= Services

Select a Region ¥

AWS Wickr » HNetworks » BxampleMetwork » Manage tags

Manage Tags

Admin/degnanwj-lsengard @ 4195-9545-3300 »

Key Value - Required

2 name-for-key |Q value-for-key ){| | Remowve
O, some-existing-key-5 |Q value-3 ){| | Remove
0 some-existing-key-3 |Q walue 1 )(| | Remowve
0 some-existing-key-4 |Q value-2 )(| | Remove
Q1 Enter key | |Q Enter value | | Remowve
some-existing-key-3

some-existing-key-4

some-existing-key-5

Cancel

YRIER EPRE

TERATIREUREES Wickr NEXRBNIRE, AXEENRENESEER , 1B

1. EEEHRLENEL , RERENE,

(® Note

TEFRERSNE, Bk , TUBRRENNEATRIMFIRZL.

S EENERZ,

Yr B P B IR

26



AWS Wickr

EEEmE

Services L, » ! Select a Region » Adminfdegnanmwj-lsengand @ 4199-9545-3300 ¥

AWS Wickr » Networks % ExampleMetwork *» Manage tags

Manage Tags

Key Value - Required
0 name-for-key |Q value-for-key )(| | Remove |
O, some-existing-key-5 |Q value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
|Q some-existing-key-4 ){| | o l‘:*d'lt this value b4 | | Remowve |
Use "edit this value”
You can add up to 46 mane tags.
Cancel Save changes
2. EBRREESUAREENRE.
— A
BERMEFIRE
TR TERUM Wickr IEFBRIFE, BEXEERRENESER , F2H EENETRL.

1. EEEHRSENEL , EEREMRORZEZMER.

BERMEIRE

27



AWS Wickr EEIEE

-‘3' @ Select a Regian *

AWS Wickr » Metworks » ExmmpleMetwork » Manage tags

Manage Tags
Key Value - Required
O some-existing-key-5 | 2 wvalue-3 }(| | Remove |
0 some-existing-key-3 | 2, wvalue 1 x | | Remove |
0 some-existing-bey-4 | 0 wvalue-2 }(| | Remove |
| 0 new-tag-name 4 | | i walue 1 b4 | | Remove |

Add new tag

ip to 46 mare tags.

Cancel Save changes

2. ERREFESUARELENEE.

B ML TR

£ for Wickr AWS Management Console By “BEEEE” 5 , B URFE L SEREBENM LT
Xlo

ETELNMNEITR , BREA TSR,

1. 3TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,

2. HE Wickr EEREZFIENSMERSD , &E "EEER , ABEER ‘BRNEE

3. ERNEE TMHL 6 ERFAENNEEE, SUEBEEBLUTEI 2 —RIEW LG LIT
X -

c - EATEESERAIMNR BN NEMAESWEAR,
- BRREERRER AR — ERTRESSDEERS, FAEERESMNBERENDIL,
EEAAUERSRARRAAEN , WERKSAHIOMNIFER , HFE=1A. LRZEA

T2%., TREHARNTEEE. EEREREZRAYR , EERA TUARIERE S RRBAR
HERRIT R

EEM LT 28


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

® Note
EFLELANME LLERAMITSR , ENENNEHBRAERF, , 3EME2EENA
FO

SR xR AR

LTREEATERZRHA :

« MBEMTYZEMSEREFZHZA , WZITERERBBL R
« B AWS K REEER - IMNESMEREFZHAA.

- EERERHERAHE , BERAFUETITA,

- MREMKZHAFED 30 N, WEEARI SRR FIABR.

HIEL =

AWS Wickr BB UREMEFNFEXE, XBEMER ( AEP ) K7 BN E S 23178
EERRITMNEAMEAR (S5 ) RAZENEZEEXNFUARBARLWUEFHNE. BIEEFIHEEN
ERTEBREBEIEN AWS Wickr Premium itRIAF RS EF, X Premium itRINWEZEER
BS 0 Wickr EM

UMEEEANEMNERENBCEHREEE06E , ENEPFHENMEEEN G EHFRBFALNSE
MBERRE, MEBEERTUENSIE (HI0 : A#bfF#. Amazon S3 FHEBEE A P ERHEMH
fiEhE ) FRIXLE txt XHFEEH , ATUMNBEXN ERITON. BERIJEH,

(® Note
Wickr Kz A1 HERHE M HF, Bt , ERREREERFEEERE

£}

- EREREEFEE
- REBIREEFER
- FEBEEEFRE
- BIEEEEERNSES

SRR 5 71 A PR A 29


https://aws.amazon.com/wickr/pricing/

AWS Wickr EEIEE

ERBREFIHE
SERUTERUEE Wickr MENBBEERAES. LETUEAREA Wickr NEWHEZEY
B,

1. 3TF f AWS Management Console or Wickr , M1ty https://console.aws.amazon.com/wickr/,
2. EREEMSE,
3. EWickr EEREFANSEMERD , ERMKXRE , ARERBEZE

PREEFIHER T REBFEHFNSRURMERFHBEZFIHENET. AREERREERT
MEZEER , EEHR EEREEFIET.

® Note

BEEFUREBEE  METHMBEAFBLEE —FBEEFETBNER , EAMIBERAT
RE ThREAY M 45,

Bip B 33 B 171k T

ERIEH AWS Wickr MEBRBEHIEEZRE , BUXITFHIEEZENEEA Docker MG BE EN LHA

25 , Bl i+ EHL 5 Amazon Elastic Compute Cloud (Amazon EC2) #yEfl, SPBHEARE ,
&) DU EL B & 9 9 BB 7% /£ Amazon Simple Storage Service (Amazon S3) F#Ef . BE AL
FHREREVBAGRENFEAEMAWSERS |, 6180 AWS Secrets Manager (Secrets Manager), 5
(), D ESEEHRS CloudWatch (Amazon SNSCloudWatch) Simple Notification Service
()o AWS Key Management Service AWS KMSEA T E RS 48 2n1{AT 9 S8 Wickr P& EL B FiZ 1T &
FHLEE A

£
- RERESENAREMS
. LT

- WEXE

« Secrets Manager {B

« EAWS RS HERBIERFN IAM BUR

EEBEEFWR 30


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

- BHHBEZEFIREA
- FLEBEEEISEA

Be S 2 P Y SRR A

EFBZ AT, BHM Wickr AWS Management Console B FIREURIE B ZHBA B (FRIE AR
& ) MM BB, ﬁm)’*’ﬁ]?&ﬁaﬁ-m%ﬁkﬂ‘f RIS EXF ME. BEMFERF A FERARE
B, BXEZER , BN &5 REZFEE

=9
BRBHBEEENRAN , BANEANTERZ —IEENRERD !

« IR EE WICKRIO_BOT_PASSWORD AIEFEFEMN MIREE oMk 7T HEEFNHIAREE
=,

« F AWS_SECRET_NAME # 8 E#RRH Secrets Manager FHIZE{E, AIEREHEM Secrets
Manager {8 #8208 T ##z7 5 788 AB Secrets Manager &,

- SBFEEENRARTH , FRARD, EFEFEM -ti BTEARER TTY BGRNXREITHREZ R
HBE Ao

BREEREZEENRAN , RER—IMHEDB, IRECEEENZEBEZFNSRA , NERALERR
#iH, BLREREZFIRAL  DHEEBLTR.

HERHERNED , MELT ROIPFATR.

/A Important

NEBREEZENNE. MREEXRTER , EHLTLENZRYBEEFISREA, BIH=E
H#EE, RHETITEN Wickr MEREBHBIERITIEE,

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkxkx

**x** GENERATED PASSWORD

**%*% DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME
**** TO START THE BOT

"HuEXAMPLERAW41GgEXAMPLEN"

kkhkkkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikikikkxx
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AWS Wickr EEEmR
T e 1 T

BRBIEEFEIEEH N Wickr NERBEHRFEEFIRAR , ©FHRELHNE P RIENFRAEHESM
X, HERTFEXHGH , XEXHZRTHENHNERS , JUERARREEHTEE, AXE
ZER  FSHA HREE,

&R LABCE T BRI 2 — RAF M X LR

- FFrERRAEEM XA FRES L. XRERINET, EERTREAEXABITE —IMREH#TK
e ARRENBETERNFHEE.

 JIFREHEIRAVE B M X4 E Amazon S3 FREH . BIEEFNRAFERERNERNXS
REFIIEIEERN Amazon S3 FEMEH, MUIFRFIFEMESE | HIREE BN ST M ENHBIER.

 JFRA ERHIFOE B MM X FEE Amazon S3 FEREF ., BIERFV SR AHERSRANZEAN
FRIEHRIVERNXAHRTENNE , FARERFIIEIEEN Amazon S3 FEFEH . KIENINE
ARTFIF®EBE , HROERANXXINEN LR, SRFFERERERHBMN4

BXAEHNBEZEEAEEMSAN Amazon S3 FHEBNEZELR , S Amazon Simple FiF 8
AP BIEFH S
FEEE

BRMERANTIMEE B REEREZ FIRA. EESTHRIEZFERA Docker BURAT |, BT LAGEF
-e BRIRERXLIERE, AXESZER  F5H B BIEEFIE A,

@ Note
BRIFSBUD , BNXERFEE R TIEN,

FRAUTHETERIEEHEZENSEAZIL :

« WICKRIO_BOT_NAME—HIEZFIER AN B, SITHIEZFVEF A Docker BIGRTEE I ET
=,

« WICKRIO_BOT_PASSWORD—HIRBEVRANWKBZE, BEXEZELE , BoH BEENEZERE

HEREH, MREFTECABBRTIEIBRFEZENSRZA , REBLETITEFEH Secrets Manager
REHBEEFNBAEE  WEEFALEE,

ERLLTHEZEBREERIABIER FRAERMIIEE

BB IR B LT 32


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

AWS Wickr EEIEE

« WICKRIO_COMP_MESGDEST—FERNAHEEMN B RNWBREE., BIAERN /tmp/<botname>/
compliance/messages,.

e WICKRIO_COMP_FILEDEST— AL X EH ZHNBEER. BINMERN /tmp/<botname>/
compliance/attachments,

* WICKRIO_COMP_BASENAME— W EIMEE X HMEEREZHR, BMIAMEN receivedMessages,

« WICKRIO_COMP_FILESIZE——MX kibibyte (KiB) N B EZYUHEXHHNRAIHF KD, HK
NRBIBRAE , FEH— N, BRIAER 1000000000 , 30 1024 GiB,

« WICKRIO_COMP_TIMEROTATE—HIEEB FNlas AW EIAEBEBMAREFHE XA REKE |
lospREs, HEBetRBRE |, FE3— N, BReEAER ST K /N6t 8] Sk BR il Uk 2 B 8
BXHAKRDN, BIAMER 0, RREERE,

ERLLTHEZERE L EEANIRIA AWS X,

« AWS_DEFAULT_REGION——Secrets Manager & AWS BRFKIERIA AWS X ( AT Amazon S3
HAWS KMS ) o MIRKRENBINETE |, MEIAFEM us-east-1 XiF,

FERUTHRETEEEEEFEMER Secrets Manager FBIEZEFENRMAZEN AWS RESEENERE
FA#Y Secrets Manager %4A. BX A LLTE Secrets Manager HZE BN EZEE |, {55 Secrets

Manager B,

« AWS_SECRET_NAME——Secrets Manager Z4AV B , EF I SBIEZ EISBAFTENEIER
AWS REZEE,

« AWS_SECRET_REGION——AWS B ZFIIER AWS X5, MREFHNE AWS Z4ABRE L
8 , WS HiZ AWS_DEFAULT_REGION 1B,

(@ Note

B LU LA TR EINME L EE N EF M 7E Secrets Manager 1, MMREEFRFER Secrets
Manager , } X EEFHEERE , BAESTHIESZFIERA Docker &R , BEFEFTE
NEERANEERE, BRAFEREARIEFHEFRA AWS_SECRET_NAME HEZE81F, &
XEZER , iHZH Secrets Manager {E.

HEEFRER NI FEEE |, FANTHREZEIEE Amazon S3 71,

BB IR B LT 33



AWS Wickr EEIEE

« WICKRIO_S3_BUCKET_NAME——TFf#H B F X4 H Amazon S3 TFi& @Y B o
« WICKRIO_S3_REGION——1Zfi#H B F X 44H Amazon S3 1FiEEHY AWS XiF,

e WICKRIO_S3_FOLDER_NAME——TFf B4 F X4 #Y Amazon S3 FiE @RV A KRB 7R, XX
HRZHBFHAREE Amazon S3 126 # P AV AR TR B4R,

R R IFE] Amazon S3 fFEERT | HICERFER TS ImINBREFMNE XM, BEANR TR
TEXRIEE AWS KMS H4AEE.

¢ WICKRIO_KMS_MSTRKEY_ARN——AWS KMS F# 4 Amazon BIREBF (ARN) , AFTEEEX
BB ZFNEE A LW SHRFZ Amazon S3 FHEEZEIXN E#FTEIH N,

« WICKRIO _KMS_ REGION——AWS KMS X Z4AFTER AWS X1,
WMIRIEFR D Amazon SNS TR X EBIEBFSHN |, AU THRETEIETE Amazon SNS HiE4E
B, RENEHEREB. RAURERER,

« WICKRIO_SNS_TOPIC_ARN—EFHH X EABIEZEFEHM Amazon SNS A ARN,

FEAUTIRETE [ X EHBRFZIESR CloudWatch, INRIEE , MFE 60 B4EK — XIEMR,
« WICKRIO_METRICS_TYPE— RN ETEMEIRE N , cloudwatchbAm EKIiXfEFR
CloudWatch,

Secrets Manager {8

BT LAE A Secrets Manager 17 & BiE & 788 AU AWS RBER. BXAIE Secrets
Manager ZHNEZE L |, S TE Secrets Manager A8 H 61 — 1 AWS Secrets Manager

=
2N
== o

Secrets Manager Z4A A/ ARG LU T{E :

« password——HIE B F B AEB,

« s3_bucket_name——17f#H E M 4K Amazon S3 FERMN B . MRKRIZE , NFHEABRIA
X RN

« s3_region—7FHE M H4H Amazon S3 FEREH AWS X,

« s3_folder_name——1FEBR R SLHHY Amazon S3 BT AE X HRE . HXHEREH
BN A R1EE Amazon S3 124 48 F #Y BB 4 R STH Y 4R o

it & B B8 /7L T 34


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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AWS Wickr EEIEE

« kms_master_key_arn——AWS KMS £ %4Af ARN , ATFHEHEXHFNHBEZENERA LB
HR122] Amazon S3 B2 BTN H#TEFH NE,

 kms_region——AWS KMS EZ4AFFTER AWS X,
« sns_topic_arn—EFAHEREHRTFEZEFEHH Amazon SNS EEH ARN,

£ AWS BRFHFEABIESZFHN IAM BUR

MR IEITRIIE Wickr BIEBEVSARFERAHAM AWS RS, MAFHEREY EEMEBE AWS Identity
and Access Management (IAM) A &R KBEK I RIX LRSS, RALUERBEREVEABRENFER
Secrets Manager. Amazon S3, CloudWatch, Amazon SNS . AWS KMSELF IAM policy#® FiX
L RR SRV B IR AP IR A 1A | A PR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms:GenerateDataKey"
1)
"Resource": "*"
}
]
}

BA BRI ERFEATEN LNRRDENEBIRSNIEN RKIEEHL IAM policy. kR
BRITEFERAN AWS BRSVZRE, Bl MREITENER Amazon S3 778 , NIEA LT R
ZRBESMIBR secretsmanager:GetSecretValue, sns:Publish, kms:GenerateDataKey
cloudwatch:PutMetricData #fE.

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"

MR & AE A Amazon Elastic Compute Cloud (Amazon EC2) SEHIRITE BN BIEZFNEEA |, BFHEA
T % Amazon EC2 E M RAISIE IAM A HFEHA LA REEE X 2B KK,

B iR FIERA
EETHEEENEAZN  NAEENANEHTRE, DR MEEN LSTEBEA -

- FFTEFFR AWS RS , BBALEFFZRRS, EXFERT , ZEEARIANHE mumit'f"z:?*ﬁ
Ui, BRIZRERREFHRNEEXHH R NRENBFEN KNS EERBRH. BEXEZEER
S M REEE,

« JFAILATE AWS BRSS , RIERIBI2 Secrets Manager Z4ARE# I EFARRFEIELA R AWS AR
SHEAT. BLE AWS REE , BUUKE S HIELZFNEE A Docker B, BXAILFHE
Secrets Manager ZfAHHIFHEENEZEER , 55 Secrets Manager 8

UTEVERTETHIEE TR A Docker REN ROl T, EEBNROAGESH , FUTROIESR
NECHE :

« compliance_1234567890_bot , tEE LENBREEEIHRANEF,

« password , EREHNBTEZFVEANEL,

« wickr/data/retention/bot , fEFEH Secrets Manager 4B , A TENEBIE B EHE5
Ao

« bucket-name , £ 6 H B R XK Amazon S3 FME @I B o
« folder-name , fEA1FME E MU Amazon S3 F6EH B U B .

e us-east-1, FREBIBEREN AWS XiF, #lan , AWS KMS FZ4AK XiF = Amazon S3 Fi& @
M X3,

 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
abababababab , fEF AWS KMS £ Z4AH) Amazon BREZ#H (ARN)
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ERZEBIELRERINHEA (T AWS RS )

LLTF Docker S B BEEEFENEEA. BBEFEH WICKRIO_BOT_PASSWORD METZEIEEN. #l
B|AFHEARIAG RN &R, HEARER HELE o PENHERIAE.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

ERZEBRREINHREA (T AWS RS )

AR Docker 8 B BEEFNRA. HBFEEFNRARTH , REQBAEB, ©HERALER
BEEZE #0 P EXHBRINMETT B ERARMIAE R LR,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_1234567890_bot

Enter the password:****x*xxkx&%*
Re-enter the password:*****x*&*xx%

5 -ti ETUETHLET A LR ZRIDIR R, BERZTEZ 3 Docker BRI&F I Bl 1T docker
attach <container ID or container name> s , A {ERBZBIERT., BRIZERATIZET
XFENGBT. MREMIE] Docker MREZEFTRIRT , BERAA , BEFIIRT.

LIcH 15 M EHE XN AN B IEEA ( T AWS RS )

LUF Docker th B EAMERERFBIBBFIRA. CEFEEEN FRBIHES XHLHRE 15 5
o

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \
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-e WICKRIO_COMP_TIMEROTATE=15 \
wickr/bot-compliance-cloud:latest

BEhHEE AHEA Secrets Manager 18 E ¥4 %1

A LAfE A Secrets Manager SRIRBI BB B FHRANZL, YEEHRFEZFVSEAN , BFER
B —PNMET ERIEEFMEEXLFEER Secrets Manager,

docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEABUTHREZE , 2R
K,

"password":"password"

BoHEE A FHEH Secrets Manager BLi& Amazon S3

IETLAE A Secrets Manager RIEEEIEM Amazon S3 EEFEE R, YZBBHIBEZENSR/AN , &
FERE—MIMREEREEFMHIXLFEEM Secrets Manager.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEEUTHWERE , ER AL
Ko

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
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"s3_folder_name":"folder-name"

MBS AW EI B9 H BRI FERIER A network1234567890 MY UK H K bot-compliance Ffif
B,

BoIHlEs A HER Secrets Manager ELi& Amazon S3 #l AWS KMS,

& LAME A Secrets Manager RIEEZHE. Amazon S3 B AWS KMS EZ4AE R, HEBBHHK
FEEEVSEARN K BEERE - MIETERIBEEFHIXLFEM Secrets Manager,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEEUTHERE , ERAAX
Ko

"password":"password",

"s3_bucket_name":"bucket-name",

"s3_region":"us-east-1",

"s3_folder_name":"folder-name",

"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
abl7-abababababab",

"kms_region":"us-east-1"

}

LB AR EIRYE EF X4 A B ARN EFRIRH KMS ZA#TNE , RAEBAER
“network1234567890” B SL4FR A #Y “bot-compliance” Z#EEH, FRETIREE L/ IAM policy.

B AHERNIETERE Amazon S3

MRIEFEAEF Secrets Manager RIEERTFEZFVEAZERE , WALMEAU TR ELZERHHESR
ZH188 A Docker BR %, R4 WICKRIO_BOT_NAME IREF EFRIDHIFEBZ EHEE AN B .

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
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-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \
-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bucket-name' \

-e WICKRIO_S3_FOLDER_NAME='folder-name' \

-e WICKRIO_S3_REGION='us-east-1' \
wickr/bot-compliance-cloud:latest

IR LAME MR ER IR BIEE FHER AL+, BX Amazon S3 FFEFERVE B A RN RAVE

BEEE,

FIEBHIERFEVEA

EHREZENSEA LESITHEM4THIR SIGTERM S5 H EE XM, #A docker stop
<container ID or container name> Tt EIEIEREFHEFA Docker B A H SIGTERM %

BT RBIRFR R

docker stop compliance_1234567890_bot

REBERF AT

EBIEZEENEE A Docker UG LT /tmp/<botname>/logs B &H K AE XK.
CAPEREEIRZ 5 M. BESETU TS RREAR,

docker logs <botname>

Hlan -

docker logs compliance_1234567890_bot

BREEFERNESF

LAR 2 AWS Wickr ZiiER BHLEE ARY 5.116 AR B 81 X #FHIL S3#h CloudWatch (CloudWatch) 3§#x
AL 5%k a7 22 B A PR SS (Amazon SNS) Simple Notification Service B4,

F&

« CloudWatch §#x

« Amazon SNS E4
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EEEmE

CloudWatch 5%x

ErEYSEASRE 1 98ER—R , AERIS5ET

CloudWatch BR%5.

LT RBUREE LR AN F BT,

B

Messages_Rx
Messages_Rx_Failed
Messages_Saved
Messages_Saved_Failed
Files_Saved
Files_Saved_Bytes
Files_Saved_Failed
%

Login_Failures

S3 Post_Errors

Watchdog_Failures

Watchdog_Warnings

IR R B 188 A Docker &5 HIIK P < BXHY

i

i

Iy

;“ﬁ'/‘ L&EU

¢

A2 W EI B H B R M
HERFRWEIRE B H,
FOHEBRFRWERYE B AW
XHEEWE,

EERXHFNF T
OB R IE Ao

EX (BEEI ERBRIIR)
BERAW (BESMERA1R) .

FHE B & #5 2) Amazon S3 7T
R

B REE,

BERES.

A RIEREEER CloudWatch, A THIER ARG & ZHE R WickrI0, BMEREAE —MNEERT,

UTRE ERER—BRMEENFIXR,

%E

Id

I
MR ARRAF A,

BiRE RS NSES

41



AWS Wickr EEIEE

HE &

®E BENSH[ARZIEHIWER, F21TZ2 M
NZZ ISR E Ao

7= AN m. ALAZM T Alpha, Beta 5
Production H WickrPro_ = WickrEnte
rprise_ o

BotType MBS AKE, SAVBAEFIEREN,

P 4% KERMLEHY ID,

Amazon SNS E#

LTEH%mEIHMEA WICKRIO_SNS_TOPIC_ARN ¥R#EFEH sns_topic_arn Secrets Manager
ZAAEIRBIH Amazon BEIRBF (ARN ) EE XK Amazon SNS =8, BXEZER , BZH &
& & F Secrets Manager B,

BREBENRAERNEMFI JSON FRABENEARZE. M 5116 RNBFEBFNRAL , XESEH
HEEUTE,

B =]

complianceBot BREREENHFANAFE.

dataTime S RERE BAMETE,

RE NEFENRARBHKRGHER, EETZS ML
FRARBIRER,

dockerlmage 5 #1288 AXEXRY Docker B,

dockerTag Docker BRGHI PR SR AR A o

HE EHEHE, BXESER , BSRAXBEEHNE
BEH,

notificationType X/MERNRZ Bot Event,
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B2 =l
severity EHMTEM, B normal &
critical,

MIMAT B Amazon SNS EBF sEEWEH . WREABFERFBUAMTITR , REQEERIE-—HT
BRLETUT ROIKE SR B FER .

{

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "Logged in",
"notificationType": "Bot Event",
"severity": "normal"
}
TESH

XESHFEBNBAFLRER. ERRBZIIRS , LS HHE MR E,
BFRRAM

A

>

UTRISBAZEZRUAARERNENH, BFHEHBIELERABNERER,

BfRE EHER

failedlogin FUARERH, REZB,

failedlogin REEAF,

failedlogin KA HRE EHE =,

B AFEBHBS,

filE config.wickr XHHZEBEFIER,

I

il Fo3EIEE config.wickr 344,
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B4R EHEE
failedlogin BREERM,
failedlogin AR EREFEFE,
EZRBEH
B4R EHEE
Tk &= WickRioClientMain:: slotAdminUser &1 : X3

BotDevice 2 & &
WatchDog

S3 kM

CIPEY::

IEXEH

(%1) : BE : %2’
RECHEE !
SwitchBoard R& LA EET < N > 255

FFx# <file-name > WIE S3 FfE@ L%k

M, iR : <AWS-error >

RS ERERNERE - TREIRAEF/iwERKE
BE, BoREIESIRIBE,

UTRESEERELERENSHN. ERERNRRAHATZHREHTREEMHRER,

REF B AMEIKS

LEHERREEFIRAKS PN RERNER. EREFAT , XAER—INEELR , KABA

ECIRBERFVRAEXSL. A TRLEHIHES

A device has been added to this account!

HERABER

HEHENBRACHDERNER. ATRUEEHIEE,

Logged in

BiRE RS NSES
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IETE X ]

BEAHENRAEEXRANER. MRAFXEABIEIRE  NARRRFERE, A TRILEHS
HYH S

Shutting down

REHATH

hE4EBREEFNRABINER , ERFAXEKK Docker REEEMMIRATA, tLBEHENR/A
BEtER , A BBRBMER. WEHSFEATRBIATAMRAEL versions BAFKR. AT HIL
SHEARERNRE,

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
T A2 ATAK?

ZEHARAEN (ATAK ) REAZEHRRBEEH (ATAK) , B—REEFNHEZ A EMIZHE
MSBRBANARERF , XU EHBNZSME, ER ATAK RYPIRNEEXERAMIZIT , ELTE
B nAET, MABBIEHNTES.

£

« £ Wickr ME R HIERFZ A ATAK

. Bx ATAK WEHMEE

 REHBIERT ATAK B9 Wickr $E#

o PRITAIETEE

AR ATAK? 45
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. RIEXH

« REREMEZHEE (Push-to-talk)

o RZE (BREFHE )

. B

£ Wickr FEZIZHIE R /S A ATAK

AWS Wickr X ZFERALZEBRBEEHN (ATAK) BWHLE, B2 , BIEFI L , A Wickr 89
ATAK B1E R LM T R AREFF gEt TIXLRIE, AT HBREDHEFEZEXR , Wickr FFZ T —
B, ZRGBEILRLNEREINEEE® T ATAK, FAERT ATAK 9 Wickr #&4F , AP T LAFE ATAK
RiFARRFHE Wickr L RIFEHEE, WMERMERX ., XEBRT Pl AR ATAK IR IheEBl B R & %

8

£ Wickr M2 EHIE MR B A ATAK

SERCUA T I8 BATE Wickr Network Dashboard /2 A ATAK,

1. #TFF Wickr 89 AWS Management Console , Pt https://console.aws.amazon.com/wickr/,
2. EMENEL , EREERFEUASMBEZMNERN Wickr EER2FA,

Q 1 2

(=] Metwork name v Métwork 1D v Plan v Wickr admin console [} v

ACME production 69963353 Premium Admin

ACME beta 69963554 Standard

REFRERIRFEMEN Wickr EERIZHE

BH ATAK 46


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

Wickr Network Dashboard

|'1|-'

/7 wickr

Wickr Admin 1 Manage Plan

Netwark: o

Dashboard 8 5 5 2
Network Profile
GUEST USERS IH AR H £
2021 -
Team Directory
Warsge Plan BI”II'If:1

8

£ Wickr EEREZEHANSEMERT , EEMRRE , ARERZE4.
ERERA ATAK NFTE R AZUNHFAER.

£ General £ £ |, 1%#% Edit,

£ ATAK ThEERR D H -

o o b~ w

a. ERHBXFEPMARGETEN. ERNERATEZ - , EEERRTRAFRRZENERR
ATAK MRS :

« com.atakmap.app.civ—IREH Wickr REAF EEH Android 8 & L REMFER
RAR ATAK R AR , BERGSIXAREF R ALE.

« com.atakmap.app.mil—HREH Wickr RLAF EEH Android 8% EZEFEH
FRAMATAK RAERF , BERHESXEEFRALE,

b. MEAB3 ATAK FRENAIF 5% IhEE,
C. ﬁj:%{%ﬁo

B A ATAK 47
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Security Groups > default

default

WE , BRIEEM Wickr MEMEENZEEBH ATAK, BNZERZSADHEZHT ATAK
INBERY Android AP REFER T ATAK B Wickr HitF. BXEZEER |, BS R LT EHEX Wickr
ATAK &,

AR ATAK WEMER

BX ATAK By Wickr B4 EZER , BSHEUTAR :

« Wickr ATAK 1HH#LR

o Hith Wickr ATAK iFHER

RRABXEA T ATAK B Wickr G4

ZERRREEHN ATAK) 2EEEH. NMABFIEEANRERRAR , XENHEESHRA
BENRHATESHAX. RITHNEHIMRL, ATAK WIRHAEMEELLTF X B RINTNEE. ©ERFE® 4
GPS MithEEZ BB HFEH TSN , BMLEN EERENEHNENSERBA, EARXEP , BIE
HERTUNAERZERE LZEERAT ATAK B9 Wickr S HFEE Wickr B IRE X, XIEELE
B ATAK BI AR FERAETE Wickr £ &% 54 S M T 4E,

BX ATAK HEMES 48
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https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin

AWS Wickr EEIEE

=3 ATAK B9 Wickr &4

FTRATERUAEZRERE ERE ATAK AR Wickr #& .

1. BI{E Google Play EJE , ®% ATAK F#Y Wickr #.
2. ERFREZLITF ATAK RARF.

3. EATAK NARERYF , #BREL LANXEENR
1=
REEBREH

4. BEES A

5. HEBSARBEBHEEOF , %EFEARH# SD , AESMEREFEAT ATAK B Wickr 4 .apk X
HHNE,

6. EERBEMHFMFARBRRHITRE.
(@ Note
MRRGBRERE\E M XARTHE | EERES,

7. ATAK NARFNAEEREEME ZE . EREE,

ATAK 89 Wickr MM B 2, SKEIRBYT ATAK 5 Wickr BiXd”— 35 # TR ELL R IE T2,
& ATAK & Wickr Bt XY

RINZE AT ATAK 9 Wickr a5 , TRUTEEE ATAK NARFE Wickr B3t

1. EATAK NARERFH  ERFEA LANEERR
=
RIFIEEE Wickr &4,

2. %&$E Wickr BEEXY,

FHIA-—FBHRET , EREEFAT ATAK B9 Wickr IHHHNR, RZAEHABHART |, F
fTFF Wickr B8R , HEIRE K ARRIEEENNARERF. JEFENSFLERS THEIIX

NMaEo

!
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EEEmE

3.
4.

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Pending

e
FEITR

// Wickr ATAK Plugin >

IR AR TEOXY .
IEFRFTIT Wickr ATAK #EAF R LURE R ATAK M ARERF.

iy

!

i

IlTS)
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<& Connected Apps

Success

You've successfully connected Wickr
Enterprise to Wickr ATAK Plugin.

W, BEKIE ATAK S Wickr Btxt , MBALFERE ATAK N ARFEAFERZEGRE
% HEFMEEH Wickr #H1THME,

EUE ATAK 5 Wickr BE2xd
SR TERUEDE ATAK 4S5 Wickr BB 3T

1. EXVNARRFF , EREE  REEBREZENNARERF.
2. EEENNAEFREL , 1% Wickr ATAK 4.

REMBRS

51



AWS Wickr

EEEmE

3. 1 Wickr ATAK i RE L | it REEIDHIMIER,
EESER—NBIARE , XEZLTBFER APl, IE |, EERIIEUE ATAK SEHMI BT .
AT FIEITEBF

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Connected

il
IR

]/ Wickr ATAK Plugin >

BRI LMERER T ATAK B9 Wickr $E4F3R 3T 207 8B83F,

TR T IR IT MET B E,

1.

2
3.
4

FIFABMXED,

EHERET  EFREFUN AP B,
EEREREL AN BERR,

EEE , B LURE ATAK 4 A HETBIE,

BITHIZFTERE
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RIE

BRI LAERAERT ATAK B9 Wickr HE4 &% X4,

TR T B RIE .

1. FIABXRERQ.

2. EHEAEF , BREQEREXHHAS.

3. RIEMEREXHHASE , BEREAF &R,

4 Tiiv:LfCﬁ:Ji%J: ﬁ#%ﬁ#%;‘(#,?’i)‘%ﬂﬁ BERIEN M.

€ M Q

Send File

NORTH DAKOTA %

MENNESUTA

winnea 8150

SOUTH DAKOTA

KA -
i file name.PDF
PDF

WASATEH. R/IN(.,EJ

'Aéunvu

) SUTAH S & COLDIRAD O
o
‘ Arkansas River

OKLAHOMA Choose File

Callsign: BACKY .
14R PU_10708 79232 Send File
1,009t MSL/ 171°M

5. HEXNRBEOSP , EEFEAFRIM
6. HEREXHREL  ERRIEXM.

LR ER TERENR , RRGEERN XA EE T

RIELZEWEZ

YRATLATE ATAK B9 Wickr P RiEZ £ WEFHE (Push-to-talk),

(Push-to-talk)

]]II|I

TEATERUREZSIEEHEE

1. IFBRECD,
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EERFEN —RER BN, BRLER—PAERERE.

— m el Q
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oy, kO s Minnespois oo NN (| Michigan

iRy A SOUTH DAK OTA <
QUNTAINS i / M
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A
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Ly . NEBRASKA

’ W
A7 S y
j, 1
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I'm NW of Denver
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KANSAS
v

02:16PM 07/12 364D

OKLAHOMA.

MS : 1 .0rg

Dallas

-
TEXAV Nz LT
HCallsign: BACKY

14R PU 10709 79230
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02:16PM 07/12 364D

e

/R

=

NORTH DAKOTA =
MONTANA

ol R¥
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" Rftey, "' b
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i e )
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1,
WASATCHIRANGE }
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Al H ' COLOKADO
F

xR
%

1,099 kn';
4 . i ﬁgIJ ;\ 1 l%\ o
5. RXHIEER

REREMEZES (Push-to-talk)

Arkansas River

MANNESOTA

Winnesp 9150
SOUTH DAKOTA

NEBRASKA

KANSAS

OKLAHOMA

Callsign: BACKY

14R PU 10708 79222

1,001 ft MSL 85°'M
+/=12m

, BB AT R %,

Hold Button
Down to
Record




AWS Wickr EEEmR
RNZE (RZETE )

RZERRIEF B ZhEEA F one-one-one X iFHFAE,

FERATIRUAERANLE,

1. ETH ATAK 5B FER T ATAK B9 Wickr 42 ROE. wtELEREUE LS RENAKR
WA=,

2. EERAFERUTHRE,
3. JiFF Wickr Ih , EEFEJ&FEF‘E’JTFHJE 1,

e ® < I Q 3 @
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« TCP imH 443 ( BT EE MM )
- UDP i[O 16384-16584 ( AT HOY )

X+

« BUMM#X (3£ %48 ) : api.messaging.wickr.eu-central-1.amazonaws.com

- XERE (FHEEFRILILEB ) : gw-pro-prod.wickr.com , api.messaging. wickr.us-
east-1.amazonaws.com

o RN (483 ) : api.messaging.wickr.eu-west-2.amazonaws.com
- WA#X (Z&fE ) : api.messaging.wickr.ap-southeast-2.amazonaws.com
- hNE&X ( FEB ) : api.messaging.wickr.ca-central-1.amazonaws.com

« AWS GovCloud ( &=EPEB ) : api.messaging.wickr, us-gov-west-1.amazonaws.com

E A A3 BB F BB 4 M donotreply@wickr.email & o

MREEZAWIIHAAE TN EUARS SR IP it , MFEZ T ATEER CIDR #Y AllowlistWickr.txt F
EHHITRE , RAECHRSRER,

GovCloud B R0 EMERE
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ArRfEmlLAFzE#TEE. BRIEYEATFAFERITIEN GovCloud AF RHE. ER
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48 Finance Room 48} Finance Room
. & ©
Edit Rooms r_lé> < 2 External | 32 Members > . r < 2 External | 32 Members > . r
Q Search W Unclassified ©) Unclassified ®
auIpIsCIng ey, Seu uou eiusiiou terpor dUIpISCIng €y, Seu uu elusInou erpor
PINNED incididunt ut labore et dolore magna aliqua incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/ 12:06 PM | 364D v/
Finance Room 9:32 AM

i \ tnb
i

wr

©

ROOMS

o
A

Rooms

Amanda: We want to thank each of you
for the hard work and effort you put...

Sandra Gill, Randall Marsh ~ Yesterday
Randall: Most of the notifications
were for soccer teams | follow.

Dev Team Weekly 9:09 AM
Joan: You may be aware that email
servers are experiencing issues ...

Product Room 7haj22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

Sales Approval 7114]22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

HR Announcement 7haj22
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

)] B e

Direct Messages Contacts Settings

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v
'ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

333 Jason Lee changed room member

This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Don't share any sensitive information in this room.

I understand

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v/
p
\ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

:,gg Jason Lee changed room member

This room has external members. Messages
a .
':g:- in this room can be retained based on

external organizations' policies.

Don't share CUI
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0, 1 3

(= | Metwork name v Metwork 1D L Plan - Wickr admin contole [ v

ACME production B99B3353 Prefmium Adrmin

ACME beta 69963354 Standard

R EFREBIBFEMEHN Wickr EERIZHIE

— Wickr Network Dashboard
/7 wickr

Wickr Admin nl Manage Plan

R 85 52

ACTIVE USERS GUEST USERS IN MARCH G

Network Profile

Fraib g

Team Directory
Warage Plas . Bllllng

 Wickr EERZEFENSMERS , BEAF , RAEEREHANE .
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2.

$TFF f AWS Management Console or Wickr , M1t https://console.aws.amazon.com/wickr/o
EMEREL , EREERERASHMBZMERN Wickr EEREH A
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£ Wickr EERZFENSMERS , BEAF , RAEEREEANE .
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2. EMENEL  EREERSEUSMEZMNERN Wickr EER2F&
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Wickr Admin

Network: sy
Dashbeoard
User
Metwork Settings
Manage Plan

FAQ

Guest Users

Guest Users

Guest users let you work with people outside your organization that only

Wickr. For every licensed user in your network, you get up to 5 guests at
guests.

MONTHLY USAGE  GUEST USERS BLOCKED USERS

Guest Users

Billing Period & Guest Email

¢ have limited access to

no cost. Learn more about

Current Month -
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R, IAM EERZGTUBESFHRIE (BF ) NEN ( EENR ) A Wickr BREHN AR, &7
LAER IAM AWS RS , TR AN TA.

=

*

XK

ZAX

- ERSHHITEHRIE

- FAXRBEEF

« AWS AWS Wickr B FE B K #E

« AWS Wickr #1d 5 |AM f#[E T4E

- EAT AWS Wickr WE T 5 17 1 K BE =51

« X3 AWS Wickr 515 15 B 2t 17 S EE BEBR

Identity and Access Management [l


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS Wickr EEIEE

Z A

&K E A 5 X AWS Identity and Access Management (IAM) @EFFRRE , E4REURTF &4 Wickr AT
i T,

RERAF : REH Wickr BERZRMIES , NENEER SN EREMENEIINNRE, YEEH
E % Wickr BIERTK TIER |, BAREEEFANIR, THRUOMNEEHENREHTEOERRBEX
BEENNR, MREBTEVIR Wickr RV , BSHE X AWS Wickr & £ 87 18] # 1T FEHER

BSEER : MREELTATERE Wickr iR , WETREEESR Wickr W2 RINR, BHFREH

SRR BRSS A P A R BRLE Wickr $HEMEIR. RJE , 4@ IAM EE R R IFERUERRS AP
IR, BFERZNELNEENTE IAM WEEXS S, BTHAEXRENLTUNMAR IAM & Wickr 15
BEANEZEER , 28 AWS Wickr 215 IAM 17 & T4E,

IAM BEER : IRER IAMEERR , BUEHFE THRNMEEREEIEEI Wickr B9 8] 13 PR #9 1F 41
EE, EEFZTE IAM RERK Wickr ET BRI R , 5 EHT AWS Wickr WET &
2 B KRG R A1

£ 51T S 0 WIUE

BRBIERE AWS FASMEIEFNAR. BXT IAM AP BHEETE AWS KRBT
IAM B3 TEHARIE (B2FAWS ),

B ERABEY S MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center) AF, RLORAIMNE SEFEMRRILIKREN Google = Facebook EREMEKE & 108 =6,
LIEUBKE R ERN , SFNEBEALGER IAM AER8E T BHRKESRIE. HIREMAKSIHR AWS
i, R R EREDE-1NAE,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Wickr EEIEE

EAF AWS Wickr WE T B 15989 K BE 7R 45

KRIMBERT , £FH IAM AP RERITEMRENNR. IAM B2 53 X2 H 28 1AM policy A [
AFPRFEE AWS Wickr REHINR, THENANRKRERH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"wickr:CreateAdminSession",
"wickr:ListNetworks"
1,
"Resource": "*"
}
]
}

LRGSR BER F PP £ for Wickr 822, EFFMEE Wickr M4 AWS Management Console 91X
R, ETH#AEX IAM policy EAHTMTENESZER |, FSH Wickek WETEHHER, BT Ea
fE X LRI JSON SREE LAY 612 IAM policy , B2 IAM AF1Em) HRITE JSON &I+ EolE
Rt

F&

- ERREXEK

« £ Wickr B AWS Management Console
- AAPEEREMI]B SRR

HW R R

ETHENNRBEEENART IR, RSB FREK S FE Wickr BiR. XERFETRSME
AWS IKF=E KA, tIEREEET S HONRKE |, HEEULTHEEMRIN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , #EAN TS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FRITZVEET ELEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESZEER , HZH (IAM AFERE) F/Y
AWS FE R 5 THFREERNAWS EE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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« NASENR - E£R IAM policy REMRES , FREFHRITESENNR. At , EAIBEX
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, BEZHR (AM AFiEE) R8y IAM FH KRB ER.

« 8 1AM policy 5 #Y S4Bt — 25 PR i 17 (8] AR — 8 0] LA [6] 5% BE 78 0 5% 4 3R PR 1 3o #8240 ' TR /Y
A, flan , BALURBEREERERIBESIMER SSL KEFIEER. MRRFSBERES
BENAXNEAN , MEATEAZRERE TN RSEENHRNE AWS RS , i AWS
CloudFormation, HXEZER , H55 (IAM AFERE) PH IAM JSON EHTE | &4,

- {5 IAM Access Analyzer BUEEH) IAM policy , ABBRNRA Z =M FINEEM — IAM Access
Analyzer 2KIFF REEMIMB KR , LUBERKERS 1AM policyiBE (JSON) F IAM HfESR
. IAM Access Analyzer 12 100 ZURBEK BN TIRMENEN , UHBBEFELZ S BIgEH RN
Rig, BXEZER , HZH (IAM AFERE) # M |IAM Acess Analyzer REEKIE,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF , BEA MFA BIRE %
&M, EEEEA AP BEREE MFA , BT MFA RHEFNBIENERT., BXEZER , S
59 <IAM B 3ER) R BES MFA RIFEY API 5 HE,

BXIAM AN REIRNESELR , H20H (AM AFER) #1 IAM AR &EXE,

£ A Wickr B9 AWS Management Console

FAWSWickrFullAccess AWS FEE M INEIAH IAM B4 | LIBT3 Wickr REHRLE
BB, BFEFH Wickr BB R##4EA. AWS Management ConsoleBEXEZEL | IS 1 AWS £
BB . AWSWickrFullAccess.

ARFAFEEHIIE SRR

ZORBIGLER T BRI R |, SV IAM AP EER MBI EAS B ONNERANEE R, LRKS
FHEESS LSER AWS CLI 5 AWS API BURTET ST R IR ER IR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

X AWS Wickr & 3 #0175 8] 3 17 8 FE BE BR

AU TER AIHBELHMAEEEER Wickr F IAM B A 8EBE B % LR,
£}

« RFEMIE for Wickr FF AWS Management Console BT 1T 3)

EFTANIE for Wickr FF AWS Management Console EEUTE{T3)

R AWS Management Console for Wickr &FiFBTERMITETURIE , M AT B REE R F KRB,
EERARMESREEZEIENA,

¥ mateojackson IAM AP ZRfEH for Wickr £ AWS Management Console for Wickr F &I,
EEHEF Wickr MBEZBEMNRE , iaXREUT RHIEIR. AWS Management Console
wickr:CreateAdminSession wickr:ListNetworks
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
wickr:ListNetworks

EXMERT , Mateo EREEE R EHHFKR , LA TFME
Fwickr:CreateAdminSessionflwickr:ListNetworksi®#ELE Wickr B9, AWS Management
Console BXEZER |, HSH ER T AWS Wickr WE T BMRIEBE RG] T AWS FTE R
AWSWickrFullAccesso

EMHRIE

BXBEESMITLTE AR AWS RFFIXK , BSREBEEMIT RIS HEERNHAWSAWS RFEEHN
ik, AX—REE , BSHAWS &M HIAWS,

BALMERTRESHFIHRE AWS Artifact, BXESER , BSEBPH TRIAE HH " AWS
Artifact,

ZEA Wickr WERAMREBRTEZRENBRE., RARNEAEERARERNEEEM. AWS

RUUTRERBEHF RSN

c BEEEHHERENTER — XERBIEAITHETRWEEEM , ARETHELPBURSLHNES
MUERNESNWEEIRBEN SR, AWS

« AWS EMFIFAWS — itk THESMIEREEREEA TEMENTLMMRELX,

- EAAWS Config 7F & A G iEFEFRAN T4 %R — AWS Config; A SN R REEEZZ KEE L
HENIBERE, TAENFER,

« AWS Security Hub— It AWS RS A2 H T RN RZREMRD AWS | BHERERAFARETIL
FREMREXER,

AWS Wickr 5 HY U FE 1k & gE

AWS £IRERIRIERE S AWS X5 TRAXHWERN, AWS X RESMERBENRENITAKX ,
XETAXBIRLER, SEHENSELRHMNGERE, MATHKX , BULRITNREETRARXZ
BT BB SRM AR BB N ARFNBEE, ERENEITSNEEPOEMIREARL , TH
XERESH AL, RELENTT BX.

BXRAWS X MATAXNESER , FSRAWS £ IREM IR,

BRT AWS £IRERIERMI | Wickr BB H ST RERFBE X FENBFERENZLER, AXESZE
B, BZH EFERF,.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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AWS Wickr FREYERLIRIER £ 1%

RN —BHRERS , AWS Wickr 2T LH MRS : T RESR A K H#ERE AWS £IRM &%
EEFHNERT.

AWS Wickr = 89 & & %R 2 4

BLEM IT ZHBRE (RNPEF ) £E AWS iR, BXEZER , BSHAIRE AWS HIBER,

LEREBREARNEEEE Wickr , EHIESENAF TREMRAR Wickr F/7i% , BREESITH
REBATRAE Wickr BIEZFH2RA , FEZRERF B Wickr AR,

AWS Wickr WZ £ H{EXEE

Wickr R T T AMEEACHRERKBNFEERNKER LR, UTHEXKRR —KRESE
W, ATRKREERZEBRAR, FEREIKRTRTESHERTHRIEER , BFHEANERAN
ZRREMF 2B

RNBRER Wickr RIA[gES BTN Z 2 EH |, HEREUATHRESE :
o XREFKENRGEINEHGERTF Wickr REENISEAG, £/ IAM ERESIBR—MNAR, BXES

B8 , BFZH AWS AWS Wickr B E KB

- B3 AWS Management Console X158 — Nt 1T &3 K UL B 7T 1/ [@] Wickr B9, AWS Management
Console T EHELEMNMARFIBFEILE. BERMN EWEAASAILUNKEEEEE |, BRIEMIAEER
HHEFEEEILE , ENMTER RSB H2XE,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
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53 AWS Wickr

iR Y4 AWS Wickr MEfE AWS BRGT RN AIFEME, THAMENMENEZARTS. AWS 2H#
TUTHEZETE | ATHEM Wickr, & HILR B EE 2 0 B 30 REUEHE

« AWS CloudTraili#i3R &I K SR A RIEH AWS IKFP#HITH AP BB MEXES |, HEREXH
R B RIEEM Amazon S3 F#EF. ERILURBIHRLE A -~ ik P84T 7 8BiE AWS, & HFEILAY R
P ik SAR R R RS El, BXREZELR , 25 (AWS CloudTrail AFERE) - BXEAREER
Wickr APl i I E 215 & CloudTrail , 2R /A AWS CloudTrail 123 AWS Wickr API 1,

£ AWS CloudTrail id5& AWS Wickr API 8 /A

AWS Wickr 5AWS CloudTraill—BIRFERK , ZBRFREA . ABFAWSHRSFE Wickr R(T
MIRIEMNIER. CloudTrail 5 Wickr FIFTE APl BAHEIR AN EH. BRNBASTERE Wickr 9
AWS Management Console B8 M3 Wickr API 2 ENRBIER, MRECIEBER , WU AN
CloudTrail E4FEL M E Amazon S3 F#HE , 21 Wickr WEH, NMBREKREERER , BMHARTE
£ CloudTrail EHI A/ “SHA LB PEFEFNEH. EAKRENEER CloudTrail , B LAHEE
[ Wickr X HEVIER, RHEERK IP sk, #AHTHER, ARAHERUAREMFEMRER. ETH
B 25 E CloudTrail , 2 (AWS CloudTrail AFER) o

Wickr 891 & CloudTrail

CloudTrail ZEZEIEIKFAWS KPR EEENIKF EEM. 2 Wickr P RATEFR |, ZEHSEHA
AWSHRSS CloudTrail S —BIERESZHILIEFRKF . EALE AWS IKF FEER, BRATHEHN
B, AXESZER  FSREASEHALIERKES CloudTrail .

EELZICRK AWS K FIEM (23 Wickr B4 ) |, BRIERE. REAWY CloudTrail F BEXXH
&5 %E) Amazon S3 F#E. BINERT , EEAEH AR RERR , LRENATIE AWS XiF,

HWIRERIZRTE AWS 2 XHPIERFIEXBHRNELH , HFAEXHFRIEZLIEERN Amazon S3 . It
Sh, AR B HABAWSERSS |, LA — & DT ML CloudTrail B EHFKRENSEHHKE. BXEZE
B, #ZHATIANS :

o BIERERICFEELS
« CloudTrail Z#F#IRSS FERK

« BZE Amazon SNS EHI CloudTrail
o EWXRBZANXER CloudTrail B & MEWR B Z4NKF B CloudTrail B &34
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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P8 Wickr i8/EE8H 18, CloudTrailffltn , FAMListNetworksiEEATE CloudTrail B &4
£ K% B, CreateAdminSession

BNMNEHFIAEKKXEBIEERENBERVARAGE. FNEEUSBHEBEATAR

- ERREHBRAFEILERZ AWS Identity and Access Management ( 1AM ) A &I & HEY,
- BREFAACERKREAFNBNZLEIEREN,

- FREGHEM AWS RE A H.

BXEZER |, B2 CloudTrail userldentity T3,

T Wickr BENXH%E

BERE—MEE , AP SSEHERN BEXEEHREEEN Amazon S3 7@, CloudTrail B &3
BENESZNMNEEZREB. EHARKRRKRBEMRENEMNER , BEEXFRWRE, BENBHAR
B, ERSHENFELE, CloudTrail BEXHTEAH AP BANEFHRRE , HEtE1T2RE
A4S EMN IR B,

LT RPIERTERIZCreateAdminSessioni#/ER CloudTrail B&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aIn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalld": "<principal-id>",
HaInH: "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

LT REIERTERIZCreateNetworki®&4ERY CloudTrail A

o
w
I

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

Iy
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"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10TQ7:54:09Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

LT RBIERTERIZListNetworksiE4ER CloudTrail BE%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T Wickr BEX % B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AR RBIE R T E RiZUpdateNetworkdetail s 4R CloudTrail H&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T Wickr BEX % B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:15Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-08T22:42:587",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "CloudTrailTestl",

"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AT RHIE R T & RiZTagResourcei®fE/Y CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-08T23:06:04Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {

"resource-arn": "<arn>",
"tags": {

"some-existing-key-3": "value 1"
}

I

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845Facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

LR RBIERTE RiZListTagsForResource®/EM CloudTrail B&%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
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"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T18:50:377",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
I
"responseElements": {
"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

"eventID": "5699d5de-3c69-4fe8-b353-8ae621249187",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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7 AT TR AR

B ERA S RS ERRETENALR A EA AWS Wickro ATIRHA T A £A AWS Wickr
e & 175 17 2 A 42 I E AR

R 53 AT AL ZRAR
1. ¥T7F f AWS Management Console or Wickr , Mt 7y https://console.aws.amazon.com/wickr/o

2. ESMERT , BT

Analytics ( 747 ) WEEF R K ED -+ P& RIEH P KR IERR.

oM AL, ERESMEDFNE LAKRE - EEEFkR, LILERERTENTE,
A, EEMETFNA LS |, S LUBEGERE T AN “F 7 RTURS HATiE e E ST B R #HEE R

(® Note
PERS B3R A UTC ( it 5at ) o

AREDFA A -

« BIRE R :

o EEM- FRERBIAME ERSEMAF B, SEL T EIRESNECRSWAF, eFa3REL
B EeBiENAF,

LB PIL AT RI M 4% SR A B8

R P EM- 2B R E RS A ESE E ROEAEY A PR
RE- MARFATEIRSHRERE,

P URhRAS- IHEE P IRRA D RES IREHE,

s MAETR :

o RZS- PSRRI BRI M 4% L RYSEERA P
- ERRAF —

- ZBRRER-BRNBEARERAFE , REX, SAREA (FLREENEEER ) #1T
LR,
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