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1% R 31 2R T B Y B G AR BUIE % S K R VPR XX Ao
MyDocs Recycle bin  Favorites
Name

4. 7T B REFIEE TEH . o

Actions -,  Share
Ubload new version
Download
Favorite
Request Approval
Settings

EPC L, BIABERT , T&EHAIXHL Downl oadsWorkDocsDownloads// SR E#HFEH. &
Macintosh £ , BRIAER T , XHLAEEIRBIES B /Users/ AR &/7F . WorkDocsDownloads

M Web T &3 £k

@ Note

SIRTEXHERE , fRESTHRXHFRPHABNF, MREIABTHRENHRPHFELEX
fr, FRAEENNHBIHMUBERE W , RETHEXHX.
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 Amazon S3 Ff& . BX8/E Amazon S3 FHWMNESR , S W Amazon S3 AFEEHHNEIETF
M. ZNFEEBXAERAMERN IAM K, 3B E5SK WorkDocs MG FE—Xig, 1tk , &
PR IE RN R EFER. BXRPTHBENESFEE |, 1$205 Amazon S3 A ISR AIE LE A&
& Amazon S3 .

E&EF Amazon L& BRI SUHR WorkDoces X R |, BELEZ @R | MU T ROIFFR. 1ZREE
Haws:SourceAccountflaws :SourceArnF 4 ERB/NRIEASEE , XE—LZ L HFEXE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
},
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"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT-
ID:organization/WORKDOCS-DIRECTORY-ID"

}

(@ Note

* WORKDOCS-DIRECTORY-ID REMuLIAL ID, WorkDocs iX A] LATE AWS WorkDocs
BEEN ‘BN RPHRE

- AXREEFHEMRBNESEE , FHSHER Amazon S3 25 & 78 1077 18 K B

« |IAM KB, EHE WorkDocs & EFRiER | IAM AR ZFE AN RELTM LA T KK

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"
1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"

]
},
{

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

-

]

.

TR 7


https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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{

« HE , BAILER AWS KMS ZANFHBTHBRSHRERTMNE. R
ERBAIENRIRE, AXESER

EEMA AWS KMS %47 |

HYE BN B

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:: :BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

"y

"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

]I

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

TREEH  WNAE
BESH (EAWS AEERSTRARIER) FHCIRESA.

B IAM REERRMUA T ER, BFEHR SYMMETRIC_DEFAULT 323

TR


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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« BNESHEXHHRZ N 50GB, HIEERET 50GB KA F WorkDocs A& &1 zip X5 HF Amazon
S3 H,

- ZIEF2SHAT 50GB IX#. ZIELQSIHE ZIP X4 EFHRBRIRN CSV XHHm
BKXTF 50 GB WX, ###/workdocs/ site-alias /created -timestamp-UTC /
skippedFiles.csv# A VBRREHFHIH XA TRIILN XM, BXRURELZX THE
B https://docs.aws.amazon.com/workdocs/latest/developerguide/download-documents.html , i
58 {Amazon WorkDocs FF X EEmM) M. BEXFH THXHNER , FSRAATEEDN “F7E
1" R IR,

- BMNAPK zip YRR EMNBENXER/HX4R, 5RAFLZHEMRSTH R/ 4R
I FHEIX 34 M/ AR A P RY zip X4,

« MBHHENHRANE ( FEEREXMH/XHR ) WorkDocs , MFFHS H.
FTRARILEEIBES B EUNBNEMRE (X4, XHX, BRA, R, iR ) HBFESESIH
SHEES,

« AL ZANERIEBE — Amazon S3 FEf. BEFNEMEKGE-IEHER. BR , &2
MBRIEN IAM M EERRBE LTS NER

o EIBLEI Amazon S3 A , E4ABUATZRIBEFERNBREE, EXEZEE , BSH
Amazon S3 EMN T H.,

TEBIE
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3. ITAREIRHERETBHE,
4, EIBBBEMS[EHAEL , ALK Amazon S3 F#EAEH URI,
-
TR NIE S3, REERBUTSRIRKE !
a. REFE, 6 BXREMEMR.
b. EBRFHBEAMSLMNERZE , REEFREE,
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#.
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

E'?Wﬁ which will be subject to 53 pricing. Once you have validated that the data is migrated, you can stop your WorkDacs billing by deleting 11
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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IBERE :

ZTE2ERERR @ AR U &R IE R EFEG (WRE ).

o ## Amazon S3 ######## /workdocs/ s ite-alias /created-timestamp-UTC/#
#HE R IEBNENE EBRENRAFPNER X HXR, BNERXHEREDE AT XHER
X, BIEBE CSV XHHI R RFER,

- MRAFETIBZAMERTAABEXH , WFR2ERZAFNESRXHX.

« BRER-BERESMMANEES | RAE _ IZNEBRAT, HEBERLTEY. flm, BX
“TestFile.txt” BEM MRAK AW TR :

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« NR-LUTRAIERTHENR CSV XHHRAE

PathToFile,PrincipalName,PrincipalType, Role
/mydocs/Projects,userl@domain.com,USER, VIEWER

/mydocs/Personal, user2@domain.com, USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com, USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com, USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com, USER, COOWNER

¢ Wie-UFRALE R T R ITE CSV XHH A,

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z,TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
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/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z, TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4
o BEEENH-UTRAERTHBEMBEXH CSV XHNRNE. ATREMEMYE , RIHEET ID H
Bk 7 RREE.

FileOwner,PathToFile,DocumentId,Versionld,SkippedReason

userl@domain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

M Amazon S3 TH B EIE
HTF IS8 MEN Amazon S3 A , ALE T LU ERBAETEM Amazon S3 TH B H b7 R
FR, ZAFBNAMATHEIBWEE , HIRE T EEELLEIFEHBRG RNE,

(® Note

UTTREBINMA—IRTHE NI XHER, EXTEXEHNEMARNER , HS5H
Amazon S3 AFEEHI FE Ko

TEH#E
1. $T7F Amazon S3 #£#|& , MR : https://console.aws.amazon.com/s3/o
2. EEBENRGEHEBHSMIEIMEEIE.
3. EHRERXHRESDHEIERE,
8-
THAESRXHR , AR RENMNAPEPIZXH I XHREZDHEEE,
4. EETH,

TFRERRTT RBIL

M Amazon S3 TEITFBHIEHIE 13


https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
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NFARBEER , BINEUEASHHNET Linux B9 Amazon RERETE EC2 K6l , LEUEEFR
M Amazon S3 TE#HE , MERHSE R FE LA EMEHABIABHME,

R 5 HE R

BRRUATSRUBRENIEREER

« MBEBXRM , N WorkDocs #ZHI B/ “IBHLIEFRK BB F ELLER—FREREE. EFHIRHE
£

/BN 0

- REZLNIL S S3 FREBIRE
° E%ﬁiﬁ'fﬁﬁgo

MR RBPAREE , BFER AWS Support. BIFNTFEBHEIERKFH WorkDocs ¥ = URL FiE
# Job ID,

EFENIEBHLIEZR
AT SREAMAEECHTRHLIER,
EELNA LR

1. FTFLS# WorkDocs ##|A , MikA https://console.aws.amazon.com/zocalo/,
2. 1E&IZBFTE WorkDocs ¥ =550 B &% 124

3. HFBEINRHEFRTIBEHIE.

4, EEBRE MABMAEL , &R EERTHIBAHEIEZRE

IBALRLERERE EB T, TRERTHENHLIER,

Migrations
Migration Status Start Time End Time 53 Bucket
® Succeded Feb 1, 2024, 18:01 EST Feb 1, 2024, 12:01 EST workdocs-data-migration-tool-test-bt
® Succeded Feb 8, 2024, 17:00 EST Feb 8, 2024, 17:02 EST workdocs-data-migration-tool-test-bt
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https://docs.aws.amazon.com/linux/al2023/ug/ec2.html
https://console.aws.amazon.com/zocalo/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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RS . R AWS EAMITRIN—25 , F=ZFFRAFEHNZNBIILZESHNERME, ET
EERTIS®HHNAEHITRI WorkDocs , iHSFAM it XIEEREIAWS RS

- DiRRE — BEAN AWS BRFRE TENTE. EEFENHMERRAR , SBENBTFEANHR
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® Note
WorkDocs B4Ry P a] BUBE £ IE XA R B ERSZALANBHAFIME, BER , X
GER TR Active Directory HEEESHIE R, BELEMUNHEZHIZRE  REEBRRTS
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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E&

- FRASHHTEHRIE

- FARKEEH
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- Amazon WorkDocs & T & 13 8 BUE Rl
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B EA AN AWS Identity and Access Management (IAM) @8/ AE , E4ABURTEET Di# EFr
&Y T4 WorkDocs,

RS AP — mREERA Amazon WorkDocs BRFTER T , MEHNEE R SN EREMEBENEIENN
PR, HEFEAEZH Amazon WorkDocs TheESRTEK T/ERT , B ZEFTANNIR, THNAEE
HENBREDTEEEERABERESHNER. WMRETLEE Amazon FHEIIIEE WorkDocs , iF
2R3 Amazon WorkDocs & 3 117 i) 3 17t FE BEBR

BREEER — NREAFT L ANLD#H WorkDocs BIR , W ATEERA X T I #h#Y 52 £ 75 3 X PR
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IAM £ @347 B B ( BF AWS ) .

Identity and Access Management 18



Amazon WorkDocs EEER
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) P XN TEERHTUENERZ R ERRRE R EH,

IAM AR —NMEE—H IAM AFNE K, BFEEREAN S HESR. BUFERAR—XIHERZN
BAFRIEENR. MEEXERAF , FRATUERMEERR AN, flin , BuEEE -8R
IAMAdmins B94E , R ZA R FRUEE IAM &R,
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| AM AERENBEERENR AWS K/ W& M., ERET IAM AR , EEREARTXE, &7
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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YmiB RS MR A BRIRR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
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ETESHNRBALR -SARNAKRKEREE R, NRREEERARZNAS, AAEH, £
EREERIR KRR  BULUREMMBPN SIS, FRANAE AWS K, HERBEE AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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BEEMNA RIS, KEEBALMEBE Action = NotAction JtFE, Amazon WorkDocs EX. T H
O —ARE , XERERRT BT UERARRSHITHES,

EERMEUPEESTURE  BEMAESHENRT , TR :

"Action": [
"workdocs:DescribelUsers",
"workdocs:CreateUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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(® Note
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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"Sid": "VisualEditor@",
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- RTFAFUREF KA E Amazon WorkDocs B R
« E% Amazon WorkDocs EF & 13K BUEE =6l

REEREREK

ETEMNRBRE T REB ALK, P2, 75R M BRI D# WorkDocs iR, XLE#H
ERIREREE AWS KP4 lA, IZRREBET S ONRMKE | FEFEU T ERMEL

- FFHafER AWS RERBEHA RO RENBRNR — BEFBAAFPNITERBR TR , BEANTS
ERLAPIRTFNRNVAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUEESYELHN
BRI RAPIE AWS BEFIEERBKAE—SRINR, BXESEE , 20 (AM BFERE) HH
AWS FEEXRME 5 TFIRAEANAWS FEEXM

« NASEMNR - £6£R IAM policy REMRRES , FREFHATESENNR. At , EAIBEX
EREFRG T AUNBERFERITHRE , SR NRERRFA. BXEM IAM NARBRNESE
B, #ZH (AM AFER) S8 IAM R RN RR,

« £ |IAM policy RIS — 2 BRI U5 RI A PR — 48 AT LA () 5% & A8 00 5% 4 K PR 1 % #82 4B M B2 IR AY
HE, Bl BELURBRBEREREELIMERM SSL RKIEFBER, MRRSEERBED
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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BENHXNFEAN , N ERRHRRE T RS RENHRNE AWS RS , a0 AWS
CloudFormation. BXEZELR , 51 (IAM AFIERE) F#H IAM JSON KEETE : &4

« £/ 1AM Access Analyzer BIEf&HY IAM policy , AR PRI 2 £ M FITHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERKRERS IAM policyiEE (JSON) M IAM HESE
B, IAM Access Analyzer 2 100 ZT KBV EMTIRENEI , URBEBEER L BEEMEN
K, BXEZER , HZSH (AM AFER) B/ IAM Acess Analyzer FKEEKIIE,

- RESEFMHRIE (MFA)-IR AWS IKFENZRFE IAM BFSRAFT , FEA MFAUREZR
2, ZEERAA AP BRENEE MFA | iBF MFA REFMEIZHN RS, BEXESER , 55
7 {IAM BFPiEm) P/ BES MFA RIFH API 1[4,

BX IAMHHREIRNESER , 250 (IAM AFERE) #1 IAM FN RS HEXE,

£ AL &% WorkDocs 24l &

E {58 Amazon WorkDocs ##|& |, BX4AFE —HFRENR. XENRLAAFEGIENEEHE
AWS ik /7 1 #9 Amazon WorkDocs ‘BREHIFAE S . NMRECIEZNE T 5D RIELLFTENSIEKNR
EEE, WEERN IAM BRSAGSAEMEE TR A,

NI RIX LR T LAEA Amazon WorkDocs #2&15 |, BEERELT AWS & SR M I B L£3K 4K,
BXRMMEBONESEER , F5H (AM BFiER) PG A2 RN,

« AmazonWorkDocsFullif 8]
+ AWSDirectoryServiceFullAccess
« WG EC2 FullAccess

XEBREEFAFFELL# WorkDocs &R, AWS B FIRSB/EFMT T% 1F ¥ T4 WorkDocs Fff
ENT S EC2 REMN T2 1HRIMNR,

NFMEA AWS CLI 2 AWS API BWAF |, BEERNEBREREEZRH AR, #Hk , RATFHRASE
2 HMITH API BRVEFME TE AV R 1E,

ARFAFEEMEINE SR

ZORBIGLER T A B R |, ARV IAM AFEER B EAF B ONNERANEERE, LRKS
FEHEESS ESER AWS CLI 5t AWS API B2 75 = 5T R IR BRI IR .

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

ARIFAFPLLRIER R B Amazon WorkDocs &R

LLF AWS #£ & AmazonWorkDocsReadOnlyAccess KB 1% F IAM F 34 Amazon WorkDocs &R

VRIRGE R, ZBER A YA F 1 RIFTE Amazon WorkDocs Describe S, @A @IXH A
Amazon EC2 #1F , X#¥ W 5% WorkDocs & ER1GEM VPC M FMMSI%R, FEIHFRITEZ AWS
Directory Service DescribeDirectoriesiR{EF 8E3REXE X &/ AWS Directory Service B EH{E
IS

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

1,

"Resource'": "*"

¥ % Amazon WorkDocs & T & 19 8 BUK R~ 51

IAM B2 R n AR 2 B K RE LA A IAM B & A Fi51E Amazon WorkDocs APl, BXEZEER
&5 (Amazon WorkDocs Fr x &i¥65m) FWNEEN AREFN S MRUEMIGE 2,

% Amazon WorkDocs 5 14 17 5] 3 17 U B&= HE BR

AL TEERBEE L AIEEEFEH Amazon WorkDocs # IAM B ATREB B9 & L a1 &,

£

« EFEBIE Amazon LIITIEMIEE WorkDocs

« RFMIAIT iam : PassRole

« BBV AWS K AR A B EIFEA Amazon WorkDocs iR

FEELIE Amazon EITIE{TERYE WorkDocs

R AWS Management Console HFiFEETXNMITEIURIE , M XK REE R T KRB, EEAR
ERHAFPENZEBNAR,

FEFTIN1T iam : PassRole

MREBRFEEREE | RIETIITZiam: PassRoleldtE , MIARMEFHFHENEE , UATFELSAR
&% 450 % WorkDocs.

BE AWS iS5 AR AGRKEAL1ZKRS , MTAREIRMNBRSALIRSHEXAR, Hit,
LY MEBFACLEIRSHINR.
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https://docs.aws.amazon.com/workdocs/latest/developerguide/creating-wd-iam.html
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HEZ R IAM AP marymajor=id £ AR H &7 Amazon FHITIRIER , SHIUT ROIEEIR
WorkDocs., B2 , REMAEERZACHREFTWNRST JHITIHIEE, Mary TEEGAGEZEE
R 55 B9 A BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A FREINAT iam: PassRole #1E,
MREBEEFREE , FHRREHAWS EER, FHNEERRREMEERZIEN A,
HAE ARV AWS K AR ATERIEB Amazon WorkDocs 3R

ZAIOBR—1NAG , UMERMKSPHAFRREALANARTUERZAGKIEG RSN TR, &7
IEEWESER , TUEEAG. X TXHETRFMNRBEHHFEGZIR (ACL ) KRS , &R
fE FIX LR B 0] A 5 RT3 SR80 R AV U5 A1 X o

ETREZEERE , BBAUTRR

- ET# Amazon 2% WorkDocs X #FXLEIhEE |, iS5 HIL T 2047 WorkDocs 4 1AM,

- BETHIMATRENESHEENERNGRNE AWS IKF | B50H IAM AP EETRHEERE AWS
K %S —N IAM AP R E T EARR.

- ETHRIMAEE=FREXNEHERAOGRNE AWS KF | BSH IAM AP EETHREE=5E
HFER. AWS Ik

- ETHROMERRE SFORIEREHENR , E5H (IAM BFERE) PHALTHES BRI
AP (BEEHRRIE ) BE TR,

- ETHRERACNETRRNREHTERSIHRNXE , F23H IAM AFRERTHEKS ZRTE
[

£ Amazon Hid F ¥ WorkDocs

Amazon WorkDocs M EB R I UEENS HEANANLAESIRE, ©i1E L AWS CloudTrail A
¥ M Amazon WorkDocs &l & 3K B4,
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o S RCEREVEIR
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BiCIKIDFAM 2 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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ERRAAUNEFENSHENESKNEDR. EfEALLINGE , BH45%TE Amazon C WorkDocs
ompanion, EZ% Amazon C WorkDocs ompanion , 5 #3& F T 5# WorkDocsk i 27 #l &
Fo

EENS L SSEETESIR

1. £ Web NARRFH , EHEEIIR.

2. ®&EMIESE  AEBIHLBEIEDIEIRUE AMiESS.

3. EFRENRBGESRYE  RESELERENEBHRE , ARERNA.
4

LRTRIEERESRE RET , WX, XHERBAFBBRUBPNERNEE, EETURESFE
AN DS BR O R SR o

5. EBRSHITNENRSHARELEDN .csv M .json X, RELFXHSHEUTNEZ — :
« Windows — EBf&ify “WorkDocs F&;” LR #) “T 8" L%

* macOS - /users/username/WorkDocsDownloads/folder
SHH XL RBRIENANEERIESRE,

(® Note

FERERAAFREERENSHECHBNEDR. BXESEFELR , iF5H Amazon
WorkDocs Al P iERP R EE G5 R,

AWS CloudTrail FFig &I 5 WorkDocs API & F

A LAEA AWS CloudTrail; 3Ri2x% I 5% WorkDocs APl . CloudTrail 2 HF. At
AWS BRE7E Amazon A REVREM 2 WorkDocs. CloudTrail I S # M FTE API B HREIR
WorkDocs N E#H , BIEXR B I % WorkDocs 12 #l 4 B8 B #3355 WorkDocs API BY X3
A,

MEEBNETIRE , WAL AR CloudTrail E4EF44£#E] Amazon S3 M , DIEE XL Z#EY
=4 WorkDocs, MIRERBIERER , LA T LU CloudTrail B ANEHH PR ICERHEERTNES
Vi o

WEERYE S CloudTrail @FER, RHFERM IP ik, REFERNAFURERBH,
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https://amazonworkdocs.com/apps.html
https://amazonworkdocs.com/apps.html
https://docs.aws.amazon.com/workdocs/latest/userguide/activity_feed.html
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BEXRMEZEE CloudTrail , & ® (AWS CloudTrail AFEFE) o

R Y B 3# WorkDocs 1 &. CloudTrail

CloudTrail FE& 612 AWS KPR EEENKF EBEH. % Amazon B X 45ESIE WorkDocs |, iZ5E3)
£ E5H AWS BR% CloudTrail B#—EBRERESEHALIERP. BUUEECSH AWS IKFHESF.
BENTEREERENSEH, BXEZER | FSRFEAEHHEESE CloudTrail B4,

BREICFKEN AWS IKFHARNEHS , SRILDBHBEH WorkDocs , FRIZRER, RIERTTF
CloudTrail ¥ B & X #H &% E| Amazon S3 7 #f. BINMBR T , HEF &P EIBRERIZRET |, HRER
EENATHRERXE, BRIRIZRK AWS 5 XHmERKENES | B EXHEETEIEERN Amazon
S3 FlfE. I, BALEERAM AWS BRSS , U —F 2 ML E CloudTrail B SR INENEHH
B. BXEZEER , F3H

- BIRRERBRK

« CloudTrail Z#H RS FMEK

« & Amazon SNS &I CloudTrail

- Bk B ZAMXEH CloudTrail BEXHMEBERRBEZNK, W CloudTrail AEH

FREIL S 5# WorkDocs #4E#H (I Z# WorkDocs API %) i2% CloudTrail #idRER. fi ,
fACreateFolder, DeactivateUserHUpdateDocument¥ &7 CloudTrail B &S A4 K%
Ho

BIMNEHFALEKFEHBEERARERBERNAREE. SHEETHEPEREUTAR

- BREFEARAFFIEER IAM AP ZIERHEH.
- BREEAACERRKSAFNERNZEFIERHMN,
- FREEHHEM AWS RF R H.

BXEZELR , H5MCloudTrail BF B4 TE,

T f## Amazon WorkDocs B EX 4% H

BEE—MEE , AFREHENBEXGERIIEIEERN Amazon S3 71, CloudTrail BEXX 4
BE—NEENMNEEFEZEBE. BHARKKRBEMRENEMER , BEEXFERWRE, BEN BB
B, BRSHBENFER, CloudTrail BEXHTREAH AP BANEFHRRE , HEETRE
A4S EIRF I,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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Amazon WorkDocs £ R AR E M CloudTrail % B , 23K BEZEHIFTEMRKEHFEFLEMNEZE. =
ECEANEERXRFET , BHEAXENAFEHE IAM AF. BIEFYELXENAF 542 Amazon
WorkDocs B FAF.

® Note
ATREREM  BRAUREKSHASMTR IAM AR,

MEBABRFZETEEHRES  AlNFD, FHMIEARE, XHFTFRNXHFRR. XEE
BEHERHA HIDDEN_DUE_TO_SECURITY_REASON, CloudTrail X&£#E BEFERNA
HIDDEN_DUE_TO_SECURITY_REASON, CloudTrail

LT RBIERT Amazon BIF A CloudTrail B&E % B WorkDocs : £ —&iCEZA TR HIRE ,
“RIBFATREFERE,

{
Records : [
{

"eventVersion" : "1.01",

"userIdentity" :

{
"type" : "IAMUser",
"principalld" : "user_id",

"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
I

"responseElements" : null,

CloudTrail i23%

33



Amazon WorkDocs EEER

"requestID" : "request_id",
"eventID" : "event_id"
},
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "Unknown",
"principalld" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"AuthenticationToken" : "**-redacted-**"
},
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
}

Amazon & MR IF WorkDocs

ETHRREETRESAUXINER , FZHAWS RS “ZEEA XIS HEE" ", RERFEERN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXREZEER |, BSRPMW “THIRE” £/ “AWS
Artifact,

IBEMER AWS RS R EAREBR T ENBENERME. BRARNEN B R AR E R ERENE
Mo AWS R T U T RIRKAEBNIAEMLE

- ZEE5EAMREANEE — XEHBEEINE TRWIEFM , ARM T EXLEEM E AWS £
BUZEMNEAUNERNEERENS R,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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- £ A@Q@ mazon Web Services L HIPAA Z2£ 553N — RAEHER 7 &L w10 £ A
AWS REIZFE HIPAA BEH N AREF.

® Note
HIEMAE AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
ZE,

« AWS EMEIRAWS — It TAEEMIEra S vl 885E A T IEFRE AV 1T L MR 1E 3 X

« AWS BEFEHliE — MNENAETHEEHEEN, XLERMELETHRFWRESEK |, AWS RE
HHERMMHA R ESNMER ( BEEEERFESHEARFZEER (NIST), XFFTULEZLFEERS
(PCI) MERRTELAL (1SO) ) Kz 24,

- EFAWS Config J7F & A A 5 F R BV T4 3R — % AWS Config RS TEERHN R REEE S K
EELFERIBRE, TAENFEMR,

« AWS Security Hub— X AWS BRSs AIBA2H T RN R 2R AWS, Security Hub B 2224
HAEEH AWS BRAREHREFESLETUNRENRESR, BXIXFEREREHNYIEK , B
2 Security Hub ##45#,

« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEEES |, 5k AWS RS
BNEHN ITEAR., RHRENBEDRONEBERM. GuardDuty BIHEREESHMERAENAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B84 it AWS EAER , M fai{bXUBS & 38 LA K
Y EMRFITAFRERN SR,

I 5 #h By 58 % WorkDocs

AWS £k EfiRERE S AWS XEEMTAXHEN, AWS XERAS N EREEMEE A A
X, XEARBESIREERE. aFHENSETROMERE, MATARX , BULUEITAREETH
Xz ELHh it B SRUMEEBNNARFNREE, SEENENRZSNMNBEFLEMEMMEL
ATAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , BERAWS £REM IR,
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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Amazon Y EM %t Z £ WorkDocs

ER—MIEE RS , WorkDocs Amazon ¥ AWS 2B LLBFNRF. BXEZELR | 55H
IAM BB S K AWS Identity and Access Management B E AR L 2 LA K AWS ¥/
&L, FHNEMNREEE,

EBAILAER AWS E XY API A WorkDocs B R F R S#, BFFRANZHERERS
MBI (TLS) 1.2, RINBWER TLS 1.3, BEFREMAZIFEEZTLHAHIRZNZEES |, Hlm
Ephemeral Diffie-Hellman 2% Elliptic Curve Ephemeral Diffie-Hellman, XZHIMKRRL (WM Java7 &
BEERAR ) #BRisxEE=,

A, HAERFERIZEE ID M5 IAM EAEXBKAORZRR B BARNBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITER#ITESR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/infrastructure-security.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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Amazon WorkDocs R E R K FRMNEELNAPREXHENALKRER, RE , EMEWL KA , &7
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FHAFEARERAFAMEER , XEREMMNEFTLIMNEIENTERENES , FETURERN
IMELE S, RIFMIELEFHEZRE , FUNESENAFEHE 1 TB WEFEHEZ=ME.,

BABEEFHHAIMMBCEAF , ENARAERZNR, EETUBBREEFRAFARANE, EXN
THERENEZEER  BSHAEEEHNRENEE Amazon WorkDocs

MRFEGZBEF , B :

« B2 Simple AD B %,

- @2 AD Connector B % , 2R B F,

« /A Amazon WorkDocs LA IA AWS B %,
- ik Amazon WorkDocs I —1 B %,

B A LAfE AD B FH AWS Managed Microsoft AD B 2 B 8IZEEX K,

® Note

MBES T AR ( F20 PCl, FedRAMP = DoD ) , MI4440i& & AWS Managed
Microsoft AD B ZLUHZEMMER, KB PHNLTRNE T WAERAIER Microsoft AD
Directory, B #2 Microsoft AD Directory HIfE & , i5Z 5 (AWS Directory Service B 1§
) HH AWS Managed Microsoft AD,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
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FFIERTRY AR TE
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£ 812 Amazon WorkDocs ¥ R 2 B , IBATERFUAT &I,

« AT HIEFMEE Amazon WorkDocs 35 58 AWS Ik, B2 , AP EZEMEA Amazon WorkDocs

TEEAWS K. BXEZER , 55 Amazon B % R% 44 WorkDocs,

o MREITXIEER Simple AD , M AFU%HZE (AWS Directory Service EIXE1ER) A Simple AD 53R %

BT SRR

- MBEESMTEMMEITRI (HI20 PCl, FedRAMP = DoD ) , MIZEE AWS Managed Microsoft

AD B, A2 HNSERNE T WAEIERIIAR Microsoft AD Directory, <82 Microsoft AD
Directory BWEE , 55 ¥ (AWS Directory Service EIErm) FH AWS Managed Microsoft AD,

- EEANRENHES , SRBFME RN B FHp4Fibit,

f12 Amazon WorkDocs ¥ &

BRBUTESBRARAEF/L9#HENT 8122 Amazon WorkDocs ¥ &,

#1122 Amazon WorkDocs 5 5

1.
2.

$TFF Amazon WorkDocs ###l& , Bk : https://console.aws.amazon.com/zocalo/s

EEREIEER L, EIE WorkDocs ¥R |, FE M EIFF 1A,

8-

ESMBERD  EBENES , AREEESH WorkDocs ¥R TUE L |, #6812 WorkDocs ¥4
5

BETRNBERERESHE B FMFo

- MREFER , REFETERRBERTE , EUNERTEHAREINEE XIRE .

- MRBZEEHR , RELERREARKETH , B ERTTHEAZE Simple AD 5 AD
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_simple.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_simple.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
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EEEmE
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ERIAEE X

1. IFATABFRIEK , ARBREEANE R,
2. BB RAB R,

BIZE %
1. EELRE1FMNE 2 5,

ETXRNBETRRTEREEMSA Simple AD E2E 4|2 AD Connector ,

{# M Simple AD

a. % Simple AD , ABEERT—F,

RSN E RBIZ Simple AD WA T H,
b. EEAKTHIEL URL EH , B A SH URL,
c. TEiRE WorkDocs EXER T , AEERANBE FER4Fitbit, BF MUK,
d. REFEEERFFAEEM VPC BLE THYIED,
e. &F 612 Simple AD ¥,

#1Z AD Connector B &

a. £ AD Connector , AREET—%,

REME ~AIE AD Connector 35 KA e
b. EERFRFMEE THAMEFR
c. EEAS TR URL B4 , MIARH URL,
d. RIEFEEEE VPC BEE THW ALEF B,
e. %$F 8% AD Connector ¥ K.

Amazon WorkDocs £ ITA TIR1E :

412 Amazon WorkDocs 355
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- MREBELIENE 4 SPERTRERRIEE VPC , Amazon WorkDocs 7 #& 6132 — 4 VPC, VPC
P B ZATE#BAP R Amazon WorkDocs ¥R E .

- WMREFEH Simple AD , Amazon WorkDocs 2812 — 1B FAF , FFZAFIREHN Amazon
WorkDocs BIE G, HREBIZE T AD Connector B3 , Amazon WorkDocs &3 812 MW AE B F
A Fi&E N WorkDocs B f .

- MREFEHAMWERIAEHEZR , Amazon WorkDocs 212 R 8% A Amazon WorkDocs B GHAF &,
AP Y%RRERAKR.

® Note

Amazon WorkDocs T AP BHAEXFUEANEE, BEEN URL BIRAMA] , Hiba4]
MEMIAEER B FEN A FERIZE S,

BRBERER

AWS Directory Service 7t ¥ A M\E A Amazon WorkDocs SEff 28 5 — B &9 i+ E 4115
Amazon WorkDocs , T & £ 34 AZEiE. Amazon WorkDocs B2 5 1] LALfEEF§ AWS Directory
Service BHABRAERER, BXEZEER , 555 (AWS Directory Service EEIER) PHEQ
B %o

Amazon WorkDocs B 5 B ¥ S & %/5 , Amazon WorkDocs 5 S A P& AT aE EE S H Web
AEBJRERATRERBZR, BXEZEER , 525 (AWS Directory Service EE1gm) FH IE #
Chrome BV R & FK LA K Firefox BV £ =&,

BRZERIE

&I LAE A AWS Directory Services 12 %15 ( P4k https://console.aws.amazon.com/
directoryservicev2/ ) 1 AD Connector BXERAZES M RKII. EEA MFA , BXNEEETEZERES
BRIEE AR F RS (RADIUS) BRF 888 MFA SR AR |, e EXREM ZEHZIMA RADIUS MR
SERMIER MFA . £8 MFA fRRAF R EE—RMEB (OTP) , AR AMNEHREHERE
( WFH ) ESTHRERIREULZSE,

RADIUS B —fT AR ER P/ RSN , BRUESHBRIE, BRXMKFERE , MEAFEBIEE
BIM LRSS . AWS Managed Microsoft AD ‘@3E— RADIUS BFim , kB IRfFHEZEIEEHLE
B 3L MFA 8RR 75 R RADIUS BRS5E5. £ RADIUS IREENRIEAFZ M OTP KB, MRE
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#) RADIUS REEFKINBIEAF , 2fF& AWS Managed Microsoft AD ¥$4t 3 AD X A F# 1T &%
i, AD B RIUERKRIIE , AR ZETiER AWS AR, AWS Managed Microsoft AD RADIUS &
Fi%E RADIUS RFHJ|ZENBEZELEE AWS T24 , LATETIRA 1812 BfE.

BXEZEER , HZH (AWS Directory Service E¥EEr) HHIN AWS Managed Microsoft AD 5 A
ZESHRIL,

@® Note
ZEHHRIEREAT Simple AD B %,

BRI  EE B
BT LAEA Amazon WorkDocs #Z2H| A AN AFRANEE G, MITUTEE.

RRAFPRANEER

1. $TF Amazon WorkDocs ###|& , M4k : https://console.aws.amazon.com/zocalo/.

2. ESMERT , BRRERHNER

RS REEBIER WorkDocs ¥ K T H.,
3. REFELREZUNIRYE , EEERERE , ABEBRREEER,

RS RIZE WorkDocs BEIE B X iEAE,

4. ERPBEFR , MARZRANARNARS  RAEERREEER,

& LAE A Amazon WorkDocs ¥ R B R IR FIERN SR R #HTERR. BXESER , BSHAE
BRAS
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BT AWS #2415 EE Amazon WorkDocs

BRI LMER LT T EREE Amazon WorkDocs ¥4 & :

- AWS ##l& |, WikA https://console.aws.amazon.com/zocalo/o

- BWREEREHIER , ATEFTE Amazon WorkDocs RN EE A,

EFREANTEHMEHRT —HATBEMIRE , ZE2PNETNET AWS 25| SR EHNIRE, BEXERE
EREFERNER  HSRBEINILEEZE G EREE Amazon WorkDocs

REBEWELAEER
MBHEREER , MR ARNAF R S s R & 2R EERE.
BREEER

1. $TF Amazon WorkDocs &5 , M4k) : https://console.aws.amazon.com/zocalo/.

2. ESMERT , BRERHER

RN EREERER WorkDocs ¥ RIUE , HER¥RFIR,
3. AREBEREEEANKKSZLARE.
4. FIFREIIR , RARERREEER,

R E RIEE WorkDocs B 5 3T iE4E,
5. ERAFZEY WAFEEANHR K ARERBRIEEER,

B KRB BT
12T LA B BT R T A,
B KL W B T

1. 3TF Amazon WorkDocs #2#|& , MiEJ : https://console.aws.amazon.com/zocalo/.

2. ESMERT , BRERHER

REFE REBRERN WorkDocs WA T H , I RAFIR,
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3. ERENHEFAAEFHE I KD,
4. IFFREIIR , REEFEHRIEBE L T4,

RHERHSE R —FEBHEEBEHES.

EEZEHHRIL

B2 Amazon WorkDocs ¥ RfE , BAUERZESHRIE. AXFORIEINESZES , BSHER
ZERIF,

w®EUE A URL

® Note

MR EZ R Amazon WorkDocs A TR QOIEBRREHITRIE , WELBAA TR URL,
It , Amazon WorkDocs &R Bt S URL i BHRIEAF A A , BN ERBERE —IX URL,
RBEEEBE Amazon WorkSpaces HfFH 5 Amazon WorkDocs AT , BT EERRIX L
SR ITIRME, BB Amazon WorkSpaces SERREH TIRIEN , BFEEWMAFIISHAR
vhR URL , BB A RIETREKEHW A URL, BXF Amazon WorkSpaces #l Amazon
WorkDocs £ EZEE , 28 (Amazon WorkSpaces AAF15r) H#Y S WorkDocs &
B o

®E R URL

1. ¥TFF Amazon WorkDocs ##l& , MitH : https://console.aws.amazon.com/zocalo/s

2. HESMERT , EERVER

REFE REBRER WorkDocs WA T H , I R AFIR,

3. #%&$#5 Amazon WorkSpaces £ R, URL @& #&H Amazon WorkSpaces K E % ID
5140 https://{directory_id}.awsapps.com,

4. EFIZ URL ZURVRME , T RESIR , RAREFREWR URL,

REFERRE R URL X iE1E,
5. HEUWHSE URLEAH , W AMAER URL , RAEEFBIREM S URL,
6. TEEEEH WorkDocs ¥h R TME L |, it BRRIFTUEFHH URL,
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EIEEA

(® Note
ANTREZREM , BRURLBRKSASMAR IAM A,

BAAY IAM AP SHA®IAA CreateNotificationSubscription APl , A LAE A iZ APl IRE B C K%
KRR IE WorkDocs KiEH) SNS JHE.. BXBHNEZEER |, i§2H (Amazon WorkDocs F7F & A &
B8 R IAM BFRSiAeERBEEA,

ERSLRIENMERER , LTS RYE T AR FHIES .
BB

1. $TF Amazon WorkDocs %% , M4k : https://console.aws.amazon.com/zocalo/.

2. ESMERT , RRERHNIER

REFEREEEHN WorkDocs IS TH , AERESIR,
3. GEEFELREUHNIR,
4. ITFREINR  AREREBEBA,

R E RIZEE WorkDocs B 5 3T iE4E,
5. HEAFEEY WAFEEANHRE K ARERBRREEER,

il B 38 0

1. $TF Amazon WorkDocs %1% , M4k : https://console.aws.amazon.com/zocalo/.

2. ESMERT , BRRERHIER

REFEREEEH WorkDocs I ST H , AERESTIR,
3. AREREEEANMAELNEA,
4. ITHREINR K ABEBRREEER,

RS E RIZEE WorkDocs B 5 3T iF4E,
5. EAFEEY WAFEEANHRE K ARERBRIEEER,
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XL
il B Uk ==

5/ Amazon WorkDocs 2 &l & il BR 35 &,

/A Warning
BRI REFEERFIEN . REEBRETBRTEXEERNERT , TR

i B 05 =

1. $TF Amazon WorkDocs ###|& , M4k : https://console.aws.amazon.com/zocalo/.

2. ESMERT , RRERHIER

RS REEIER WorkDocs ¥ K T H .,
3. EERERBRAESED IR | REIERBIER,

RGN T R BRI | URL X iE4E,
4. (W) EERERBERAFE .

/A Important

MR IE&HE RN Amazon WorkDocs IRIEBCHE F , BRI eI B %, EMER
Amazon WorkDocs ¥ =Bt |, BRIEEHIBRIZE ZHEBSEA THM AWS NARERF , &N
BN E0EZN B ZBEERA. BXEMEELE , 25 AWS Directory Service E

o

5. HEWR URLAER , WAWR URL , REEERER.
ZIERRMEAMER , FEFEBEAR,
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B ML EEESIEREE Amazon WorkDocs

WA LAER LT T EREEIEH Amazon WorkDocs MY :

o VWA EEERSIER , EHTAE Amazon WorkDocs IS EER , HEUTEIRHITTNE.

« AWS EHALF https://console.aws.amazon.com/zocalo/o

EPREBANTEHRET —HAFENIRE. XEFIPHWETHA THLEEREHERIREEMNIREE, Bx
BEHEPITHAESHNEER |, BSRET AWS 1245 & Amazon WorkDocs,

BHEETRE
A LSS T B ANE S,
FUESRE

1. EENKST , R EER 2HHR.
2. NTFESRERE , ERENERES.

Hancom £ £ 4% M Office Online

MNEE RZHIERF B AHER Hancom L& mER Office Online IRE, BXEZER , BZRAANT
I ESRE .

Ear

BEEMAFERNERE.
EREFMIRE

1. ERNKFT , GRTTEER 2HER

2. WTEM, ERER.

3. HEFMRHXEED  EEANFAFRATREFEZAERBREFMERE.
4. ERREFEEX.
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FREHRERANERRERRAMNAFERE RN, FT2EHD
AP EF#ES  FSRRERF.
IPAB&E

BEEE
NERFNEFHEE, EEXIE

(® Note

Amazon WorkDocs RIS EE G AT LUK IP A FSIRIZE | ML R R EIE R IFR IP bt S E A,
FNERBRZTLUR 500 N IP RAFFIRIZE,

IP EEZEERIGCEARAT IPv4 #biit, BRIFAXE IP thitiEse g%,
FIPEEARMNE IPARE

EENKST , ERITTEER2HER.
T IPAEE , BEER.

ST A CIDRE , #A IP i SEE MBI EEEH (CIDR) 3R |, RFEFERM,
o EATMNEAIP #butipE | ERF /32 $EEH CIDR B,
4. EREREFEX
5. AWEXYIP HREEHHN IP #uhEZI /WAL #TIER, RRBIRERNN IP thibEES
LR A P S WE R BTARIE B
/A Warning
MREHAN CIDR EEILEEAHE IP #HiutiFRIGR , RASER—KELSEE, NRER
IEFRMEFAEE CIDR B , RENELEEFERHE IP ik iFRZER. ReEBIBR AWS
Support RIBHE LR 4E,
Z4 — HE K ActiveDirectory ¥ i
AREBNMAT Simple ActiveDirectory Mt &L 2R E, MREEEE A ActiveDirectory E#EZRH
MR, BERET—T,
IPE&AE
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EEEmE

ERAZEIRE

1.

2.
3.

EEREFIRA EARNEEXAER.

EEEAT , ERTHAEE R ZEHHEHR.
O TRHEBZE , ARERER,

WorkDocs

RIE

REFERKIKIZENIEE. TFRY|IH T Simple ActiveDirectory i RN Z 2R E

iR

AR THEHEENRET , BRUATEIZ— :

FAWUREE R R AT Z 6%

AR YR TR TSRS  AFAY
HEAT BN ST R S b

AFAFRERSEE A EEE  BR
FRATAGIB AR T H 6

S

FRAERERFHA G2 SEEM AT S
EXt3:

/

HEEHET , EPIERATEIRE.

AGFREZHPHFERAFPEEREREN
WorkDocs M 4B B Z03305E .

NERFEREERE,

REEEAZRFBI N NRIE KRR
BAB 22 1t SR g5

RERFT

REAFANGEMEQCEE T HEEE  BR
BERATNIENHEE, BEMN ERNEM
AEBAT LA A e

RERP AL G2 L H e,

TR P e RAERY U QR BB EUE AR,

T R AV BIE R A 1A B 488 WorkDocs WA T |, R AT &z — :

REEERTBEHRAS.

RAPaEE SN TAEAVERFTAFREX
e SR IGBIE X LT o

REEERTUBEHRAS.

ARTFRAFBEEHAF R E R KB
1%]5‘_-&:%)?)% F o

Z4 — fH 8 M ActiveDirectory ™ i
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APALBESSEESTNHFARAREXHH AP TUEIEREESTIHRALZTHR

MR FKBE X LEHTRL R o ARSI R X L HT X 5 o
HEAFAFPEESET , EHIERUTERE,

REERTHFRAPRRIEERP (RIAER BB ZHNHAFERRARER,
T, fAEERF,)

4. ZRE , BRREFER.

Z £ - ActiveDirectory E 205 =

RERS LB ActiveDirectory EEBRLANEZENLLIRE, MREBEEMEA Simple KM 4
ActlveDlrectory BZHLE—T,

ERELRE
1. EREFEFPRALANEEXHEFR. WorkDocs

2. HEEEAT , &R AEERBHER.
3. BMTRIFLZE , REERRER,

REFE TR ZENFE, TRIHHAERT ActiveDirectoryiEIZESS U RN EZLIRE,

RE DU

FEFRAHEHEENRET |, JRBEUATEIZ—
#

2
%
5
Oy
ot
5
ggk
[
H
I

A E g kHE , FAERFERAEERE,

AFAFRUESSEE AT HESE BT SHEAZERIANRE[IKRA. FEAFT
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EEEmE

RE

JbltFFHFﬁUEmE EEEI—L\-—P%J% ,BER

e

FRERERFEA e SSEREMA LT
FHEE

o

HEEBBET , EPFBFRATEIRE,

AFEBEFPNFERFEEREREN
WorkDocs M b Bt B 30 80E .

7 ‘Rz VFHEEERY WorkDocs ¥ RHBUEBEKAF 27

REEERJLBUEE ZPRIFAF,

APABESEE ZHTNHFRAPAEXHHX
R RHEIX LA

APABESE-EEESFHTAFAEX
e SRR BUEX EFH A o

£ “BL i BB F A P AR &R WorkDocs W5 2

Egi‘ﬁlzﬁﬁ F /\?
® Note
QT RESERLRERT2E

No

REEER LB RNASEAF
FRERERF &R ABEH AP
RESRAFFREBERNABAF

EAFAFPEESET , EE - IFA ML,

DU

RERP IR RSEETHEM®E  BR
BRERATUIELHEE, BN EWEM
AEBET LA A H e

RER P LG8 2 H 8k,

R P EREFIER KA B3R,

, BRIz —
RARTEERBEEZPRIFAS

AAFBEIER RHWAFHAEXXHIMHF
KKRBOEX LR .

AP ReEEEESHPH AP AZXHFHHF
Ko EFBIETUR | 905 A,

, BIRR LA T iEz —

Enables administrators and users to
invite new external users to your Amazon
WorkDocs site.

REEE R JLBENBAF,
ARFFEERPBEASAS
RARFBRAFBBERBAIALT
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RE DU

REXTHFRAPRIEERP (RAER BB ZHNHAFERRARER,
T, fAEERs)

MOABRASRARERS (RRABRT bt BN ABAFERNIEERS,
MNMAGERF)

4. ZRE , BRREFER.

& v iR &

X AP BRSIEERT |, Amazon £33i%Z X4 WorkDocs F#EEA A ERIES 30 XK. 2f5 , Amazon
WorkDocs £ N HBZEIRTIRER 60 X , ARTEX AR, REEBAAFEEIImTIREL, B
BEXRUSCENBIEZERE  UABEEATUHREENAEHERXNRES K , &K 365 K.

ERRE R E

1. ERNKST , GRITFEER ZHER
2. HEMREWREREED , ERER
3. WMAEMEWPRENHNRE , REERRE.

(® Note
MIAMREHN 60 Ko BARTEREREYN , &RE 00X, &®K 365 Ko

1£ Amazon KA WorkDocs BIBREFP X428l , EBA LU ENRERFHIIRE.,
W8 R P X

1. ERNKST , GRITFEER ZHER

2. EEERAFT , &ER/NXHEXRER.

3. EMEUT , AREMENNH , REEFIREER,

4. WTFREXH , EEEFXHFIREZNME , AEEERE.
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BALEBRAFNRE , SEEXAFRAGNRE. BASERAR. BXEZEERE , B2H BEN
& Amazon WorkDocs B F .
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¥ Amazon WorkDocs Drive ZP2F|Z & it &4l L

MREFMABEITEYRAS] , AT AEALARBENR (GPO) ARG LEEEESR (SCCM) KRELEK
Amazon WorkDocs Drive & P, &R SUBE AT Mt R % Fim © https://amazonworkdocs.com/
en/clients,

B ERTEIZ{E , Amazon WorkDocs Drive EEEIw A 443 £X AWS WIFRE IP #but# 4T HTTPS i/
B, BEEERIABFRREEEHE Amazon WorkDocs Drive I RZREER, BEXEZEL |, H3 1
{Amazon WorkDocs B F$88) HHIZ % Amazon WorkDocs Drive,

(® Note
£/ GPO = SCCM B , B{EME—RE AP & FXE X% Amazon WorkDocs Drive & i

Amazon WorkDocs Drive B MS| ZERFXZIFUT A RRESH

- SITEID - 1E;EM AT £ 1E 75 A 7 9 Amazon WorkDocs W RfEE.. il , SITEID=site-
name.

- DefaultDrivelLetter - MEE R ERA T L% Amazon WorkDocs Drive BIE . #I
# , DefaultDrivelLetter=W, FidfE , EMNAFLAFEATRENERF. A, AREEXRED
Amazon WorkDocs Drive g , AILAERENZREW , ETFEERER.

AT RBIERE T Amazon WorkDocs Drive , S8 ERAFRE , EEER. BF= , ©fEH MSI XHH
KRINBFE -

msiexec /i "AWSWorkDocsDriveClient.msi" SITEID=your workdocs_site_ID
DefaultDriveletter=your drive_letter REBOOT=REALLYSUPPRESS /norestart /gn
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BiFEMNEE Amazon WorkDocs F PP

RINBERT |, FEol2us im0 B %Y , Amazon WorkDocs Y BB BUBHES R ZB RPN AE
R P AERFEE R P A DB # 3h Ro

£ WorkDocs A , TEA P EEFA LM FIERITE S, A TURAEMIMELESXH , mMBE B3
HE1TBWEHZER, ER , HEREFME ZHRNIBL AL , Tk BaBUETEE , B D
FR B 25 TR S 45 BB A AT 0 1T L 3R 1

sk, R LGRE, ERRERAS  URESXAFAGHNRE. BEATUHAFRANEERR. A
IREABAFPNESEE  RSAGACRANEER,

& 7] LATE Amazon WorkDocs Web B P IRV EE R IR FIEHRPHITXLEES , U TEHB2HPHT RN
BTEH&AEZ, B , MRENFHBER Amazon WorkDocs , AL /Lot E THESHHAF AR |
AREBRARREEES,

EES

- AFAEHR

- B EEARFIEHK
- XA BBIEDRE
- EEgEAT

- ERABBET R TG A &S
- BiEFAF

- WEAF

- ZRAR

- BRIXEFER

- THAFSIX

7 A e gt

Amazon WorkDocs EXTUTRHAFA®, SulESFERAFNAFEEXHXESMIINER, &
RXEZER , BSRRERT

- BER  NENMUQAEREENERNARAS , aFRAFEENERRERE. AXNMRASEA
NEBANESER  FEARANEANEER,
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- BRAF EEANRTFH-ATANBRHEERAF. AXNANSRAPRENRNESEE | &
SRZE — BEM ActiveDirectory™ 3 Fl 2 £- ActiveDirectory FE1E25 U Ko

- AP ABRTFEXHHE Amazon WorkDocs ¥R HY E A P IMER S B A P
- BEAF  REEEXMHNARGRAS, EUNRTEAFAZNAF, BRARAFREERAG,

® Note
HLERHEAFNACKN , BRITHRIT AR —XERE,

Amazon WorkDocs B ENX T AT LA FRAE,
WS A F
EoEBEEIERMWARF,

- EAFFA Amazon WorkDocs 4HF
« BRIATFEMEZRIN 50 GB ( B ALKEI 1 TB)
- TRAELZH

FREI WS AF

EoBEEIEXBEEAHREEZRNAF.

- EAFFA Amazon WorkDocs 4HE
« RINEMZERN1TB ( TIREFREAEBN RS XNWEESFMHZEE )
- EXRRAERA

Amazon WorkDocs FF°

A9 ITEXH Amazon WorkDocs SEZI B,

- EAFFA Amazon WorkDocs 4HF
« RINEMZEERN1TB ( TIREREAEBN RS NWEESFMHZEE )
- EXRAEERRA
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&) LAE A Amazon WorkDocs Web & F i R Y B IR 12 S EARK <A M Z BsBUEThEE , AR EX
AFAENRE,

ITHEE R ZEHIEHIR
1. %3 WorkDocs &FinH LA AEEBE PR,

2. EEERT , BRI EER RHER

(® Note
RERFERETER B RNEZBRZBAERTRE.

X BRI RE

MRETBFBEFPNERASAMEFEL , ARREN BB HRFTUE/LNAFRETENNRNA
&, WAIBKA B3 EUETEE. XM BEEVEEER  BEAURERESBEHASHRIZER , &
BIuiAF, SRRAPREER, UTHRER T MNAERIXABES.

X BBEUEThAE

1. %3 WorkDocs EF A LA NATEBIR,

2. HEEAT , GRITTEEREHER.
3. MTRIER:, AEEREN,

REHERRERENFE,

4. HEHIHET , FRATBERPHAEAFEBERXBEREN WorkDocs ¥ R B BUESZ LN E
EHE
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EEE 1 SIE 4 TUEFHBRAEIBUEDEE
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K, AT AEALANIBMADBHRE I H6EE | BRECNDBEEIHREE, EREER |, BOUE
i RE HEHEE,

FFHﬁ.E/\?
1. %3 WorkDocs &FFinH LA A EEBE PR,

2. EEERT , AR EER ZHER
3. BMTNRIFLE , RERRER,

RERERRBEIRIENEE,
4, HERFUTHEHENRET , BE R :

s FATURERERAHTHERE - AATEAFEAGERS,

- AFAFRYREEATHESE  EFATMMNUBELA R THZERE - FERAZRHE NN
RUGRE G . FEERF ALK,

- AFAFURUYREEATHE®E  BRASAAFSREIBAHTHSE®E -RERAFTH
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BHTUEEZ2ANE , LTEREBE T EEEE,
1’ EBENR

1. %3 WorkDocs &FFinH LA A EEBE PR,

2. EEERT , GRTTEER RHER
3. BMTRFIEFLZE , RERRER,

REFERRBIRENTEE,

4. HENIARVHERBUE WorkDocs e RHFHIBEKAPT , A SAMAFAEERE  EHRESE
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