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import java.util.Arraylist;
import java.util.List;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;
import com.amazonaws.services.workdocs.model.DescribeUsersRequest;
import com.amazonaws.services.workdocs.model.DescribeUsersResult;
import com.amazonaws.services.workdocs.model.User;

public class GetUserDemo {

public static void main(String[] args) throws Exception {
AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

AmazonWorkDocs workDocs =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

List<User> wdUsers = new Arraylist<>();
DescribeUsersRequest request = new DescribeUsersRequest();

// The OrganizationId used here is an example and it should be replaced
// with the OrganizationId of your WorkDocs site.
request.setOrganizationId("d-123456789c");

request.setQuery("joe");

fEF IAM F P EIEE#EE) Amazon WorkDocs 4
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String marker

do {
request.setMarker(marker);

DescribeUsersResult result

null;

workDocs.describeUsers(request);

wdUsers.addAll(result.getUsers());

marker

} while (marker != null);

result.getMarker();

System.out.println("List of users matching the query string: joe ");

for (User wdUser :
System.out.printf("Firstname:%s | Lastname:%s | Email:%s | root-folder-id:%s\n",

wdUsers) {

wdUser.getGivenName(), wdUser.getSurname(), wdUser.getEmailAddress(),
wdUser.getRootFolderId());

BEARAAEEEE Amazon WorkDocs
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public class AssumeRoleDemo {

private static final String DEMO_ROLE_ARN = "arn:aws:iam::111122223333:role/workdocs-
readonly-role";

private static AmazonWorkDocs workDocs;

public static void main(String[] args) throws Exception {

AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");

// Use developer’s long-term credentials to call the AWS Security Token Service
(STS)
// AssumeRole API, specifying the ARN for the role workdocs-readonly-role in
// 3rd party AWS account.

AWSSecurityTokenService stsClient =
AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(longTermCredentials))
.withRegion(Regions.DEFAULT_REGION.getName()).build();;

// If you are accessing a 3rd party account, set Externalld
// on assumeRequest using the withExternallId() function.
AssumeRoleRequest assumeRequest =
new AssumeRoleRequest().withRoleArn(DEMO_ROLE_ARN).withDurationSeconds(3600)
.withRoleSessionName("demo");

AssumeRoleResult assumeResult = stsClient.assumeRole(assumeRequest);

// AssumeRole returns temporary security credentials for the
// workdocs-readonly-role

BasicSessionCredentials temporaryCredentials =
new BasicSessionCredentials(assumeResult.getCredentials().getAccessKeyId(),
assumeResult
.getCredentials().getSecretAccessKey(),
assumeResult.getCredentials().getSessionToken());

// Build WorkDocs client using the temporary credentials.
workDocs =
AmazonWorkDocsClient.builder()
.withCredentials(new AWSStaticCredentialsProvider(temporaryCredentials))
.withRegion(Regions.US_WEST_2).build();

BERA A BERS Amazon WorkDocs 6
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// Invoke WorkDocs service calls using the temporary security credentials
// obtained for workdocs-readonly-role. In this case a call has been made
// to get metadata of Folders and Documents present in a user’s root folder.

describeFolder("root-folder-id");

private static void describeFolder(String folderId) {
DescribeFolderContentsRequest request = new DescribeFolderContentsRequest();
request.setFolderId(folderId);
request.setLimit(2);
List<DocumentMetadata> documents = new ArraylList<>();
List<FolderMetadata> folders = new ArraylList<>();

String marker = null;

do {
request.setMarker(marker);

DescribeFolderContentsResult result = workDocs.describeFolderContents(request);

documents.addAll(result.getDocuments());
folders.addAll(result.getFolders());
marker = result.getMarker();

} while (marker != null);

for (FolderMetadata folder : folders)
System.out.println("Folder:" + folder.getName());
for (DocumentMetadata document : documents)

System.out.println("Document:" + document.getlLatestVersionMetadata().getName());

I =

BT SRS X L& F Amazon WorkDocs.
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1. WTArReIZE AmazonWorkDocsClient BYSEHI :
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® Note
NTREZ:M , BRAURNERSEAFMAR IAM A,

AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

// Use the region specific to your WorkDocs site.
AmazonWorkDocs amazonWorkDocsClient =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

2. WM EEWNES URL, MITAR

InitiateDocumentVersionUploadRequest request = new
InitiateDocumentVersionUploadRequest();
request.setParentFolderId("parent-folder-id");
request.setName("my-document-name");
request.setContentType("application/octet-stream");
InitiateDocumentVersionUploadResult result =
amazonWorkDocsClient.initiateDocumentVersionUpload(request);
UploadMetadata uploadMetadata = result.getUploadMetadata();
String documentId = result.getMetadata().getId();
String documentVersionId = result.getMetadata().getlLatestVersionMetadata()
String uploadUrl = uploadMetadata.getUploadUrl();

3. EAZLEM URL L&Y, BITAR:

URL url = new URL(uploadUrl);

HttpURLConnection connection = (HttpURLConnection) url.openConnection();
connection.setDoOutput(true);

connection.setRequestMethod("PUT");

// Content-Type supplied here should match with the Content-Type set

// in the InitiateDocumentVersionUpload request.
connection.setRequestProperty("Content-Type", "application/octet-stream");
connection.setRequestProperty("x-amz-server-side-encryption", "AES256");
File file = new File("/path/to/file.txt");

FileInputStream fileInputStream = new FileInputStream(file);

.getId();

EfRxH
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OutputStream outputStream = connection.getOutputStream();
com.amazonaws.util.IOUtils.copy(fileInputStream, outputStream);
connection.getResponseCode();

4, BIFXERSEHRN ACTIVE TR LEAELRE , WTAR :

UpdateDocumentVersionRequest request = new UpdateDocumentVersionRequest();
request.setDocumentId("document-id");
request.setVersionId("document-version-id");
request.setVersionStatus(DocumentVersionStatus.ACTIVE);
amazonWorkDocsClient.updateDocumentVersion(request);

T E S

=M Amazon WorkDocs FEX A | HRUTARNIRENTEHLN URL , ARERAF X EIRMEH API £
& , EHiZ URL &4,

GetDocumentVersionRequest request = new GetDocumentVersionRequest();
request.setDocumentId("document-id");

request.setVersionId("document-version-id");

request.setFields("SOURCE");

GetDocumentVersionResult result = amazonWorkDocsClient.getDocumentVersion(request);

String downloadUrl =
result.getMetadata().getSource().get(DocumentSourceType.ORIGINAL.name());

A IAM AR ABIRIEEA

ZE £ Amazon WorkDocs FEIZFMEEBH , EE A LA IAM # Amazon WorkDocs ###|&, &
AT LAMER 1AM 1241 58 B AP IBR |, 3 H Amazon WorkDocs 248k EHREH., SHRBHE , B
ATRBEA,. MITA TSR,

(® Note
NTREZEMN , BRURCBRBKREAFMAR IAM A,

RE IAM AP IR

- R IAMEBHERAFPIZEL TR :
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"workdocs:CreateNotificationSubscription",
"workdocs:DeleteNotificationSubscription",
"workdocs:DescribeNotificationSubscriptions"”

1,

"Resource": "*"

}

BEREA

BRBAE , M IEITREBHAGREA CreateNotificationSubscriptions

1. #TFF Amazon WorkDocs ###l& , B#kJ : https://console.aws.amazon.com/zocalo/o
2. TEEEEM WorkDocs bR WE L , EEMEEFAERRE , AREREEEA,
3. EEEBANEL , EREABA.,

4. WALZZEARFM Amazon WorkDocs 3 SUIZBUBEIM A F S A @K ARN,

A X1k Amazon WorkDocs EABHKEER , 2 ¥ Amazon WorkDocs APl 53& A F Python HJ
AWS SDK # AWS Lambda & M. BRBAE , £MEN A /BT EEH,

iT ¥ WorkDocs & #1

1. ERmAULE Amazon SNSJEHE., BXEZER |, 2 (Amazon Simple Notification
Service F XA REM) PHBEHE HTTP/S Ko

/A Important

SNS%FU’.& BNRRKEBINVEE, SXABEIALEETREWREES, B4, MREE
SRS TRER API 5B AWS REEZ 1Fwsmazhﬁmm£ﬁﬂ,mﬁmFms
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R, BXUAMNFIPS WRNEZELR |, F2R (EEEKBEELEIRE (FIPS) 5 140-2
WD o

2. HATUUT#E4%E
FRENVHLR ID
1. ¥ AWS Directory Service £ # A SMREK S | ERE F.
2. 581 Amazon WorkDocs ¥ 2%t R EY B % ID B ] Y iZ vt S 4H 4R ID,
WM RBIZITFER -
CreateNotificationSubscriptionRequest request = new
CreateNotificationSubscriptionRequest();
request.setOrganizationId("d-1234567890");
request.setProtocol(SubscriptionProtocolType.Https);
request.setEndpoint("https://my-webhook-service.com/webhook");
request.setSubscriptionType(SubscriptionType.ALL);
CreateNotificationSubscriptionResult result =
amazonWorkDocsClient.createNotificationSubscription(request);
System.out.println("WorkDocs notifications subscription-id: "
result.getSubscription().getSubscriptionId());
SNS E Al

HEGEUTEER

- organizationId-44H ID,

- parentEntityType - XKL E (Document | DocumentVersion | Folder),

« parentEntityId- REKH ID,

« entityType — KEHKAE (Document | DocumentVersion | Folder)s
- entityId-K&H ID,
- BE-BE TN TEZ—

delete_document
move_document
recycle_document

rename_document
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 revoke_share_document
* share_document

* upload_document_version

ZREA

1. $TF Amazon WorkDocs ###& , M4k : https://console.aws.amazon.com/zocalo/.

2. TEEEEM WorkDocs VR TNH L |, MFFAEE ZHEFRE , AREEREEBA,
3. EEBEMTNEL 6 &BREFENHZRBEHNMN ARN , RAEEERZREA,

BIEMF

LA RBIRE R T f0{a7£ Amazon Workdocs F8IZ A,

(® Note

FNFEEEWN AD BE , XTEEXNIRE, EECEEZEN ADBEFQERF , ZAFP XM
EEFEETLLEFRS., Rig , B4IAA ActivateUser APl 3KB5E Amazon WorkDocs # #Y A

P

TR RBERT A2 FREEHN 1 GB WA,

CreateUserRequest request = new CreateUserRequest();

request.setGivenName("GivenName");
request.setOrganizationId("d-12345678c4");
// Passwords should:

// Be between 8 and 64 characters
// Contain three of the four below:
// A Lowercase Character

//  An Uppercase Character

// A Number

// A Special Character
request.setPassword("Badpa$$word");
request.setSurname("surname'");
request.setUsername("UserName");

StorageRuleType storageRule = new StorageRuleType();

storageRule.setStorageType(StorageType.QUOTA);

BIZAF
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storageRule.setStorageAllocatedInBytes(new Long(10485761));
request.setStorageRule(storageRule);
CreateUserResult result = workDocsClient.createUser(request);

REBUTZERM AWS 2 &| & 3REL Amazon WorkDocs 442 ID :
FRERLA 4R ID

1. 1£ AWS Directory Service ##lASMBEHEF , EEREE F,
2. 1B T5&/ Amazon WorkDocs It X R HY B 3% ID B, X2ZIMKHNALR ID,

B i P % 5 59 2R AR

AT R IE R T tnfafE F AddResourcePermissions API [& USER #2331 & JRH CONTRIBUTOR X
PR, &EAILABERRZ API [a] AR X A4H B P AR F R,

AddResourcePermissionsRequest request = new AddResourcePermissionsRequest();
request.setResourceld("resource-id");
Collection<SharePrincipal> principals = new ArraylList<>();;
SharePrincipal principal = new SharePrincipal();
principal.setId("user-id");
principal.setType(PrincipalType.USER);
principal.setRole(RoleType.CONTRIBUTOR);
principals.add(principal);
request.setPrincipals(principals);
AddResourcePermissionsResult result =

workDocsClient.addResourcePermissions(request);

8 A P 4R T X R AR 13
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BENAEFN S BRI RZE

Amazon WorkDocs B2 API B IAM RE#H T ERRIEMBTN. IAM EE G OLIEIE IAM KBS | H
FEHMBEIF A ARBTIHRIZ AP B IAM 258,

THRHT R

%

- @A EARTEFI Amazon WorkDocs AP 19 f FA X R

- MEBE=FFEARTEFI Amazon WorkDocs AP B9 FA X R
- BFASKA IAM B EHRIR

- BR&EIXI 4 E Amazon WorkDocs SE45I#9 5 8] 1% R

mFF & AR FEFX Amazon WorkDocs API B9 5 FA X R

(® Note
NTREZEMN , BRURCBRBKREAFMAR IAM A,

MREZ IAMEER , ML EE— AWS P IAM AP R F Amazon WorkDocs API i [A] #X
R, FIt , 62— Amazon WorkDocs AP| X BRRBE HIFE K NZE IAM AP, LA APl KRB A%
F3F & Fh Describe APl B R R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkDocsAPIReadOnly",
"Effect": "Allow",
"Action": [
"workdocs:Get*",
"workdocs:Describe*"
1,
"Resource": [
"
]
}

B & AR ZEFX Amazon WorkDocs AP B9 f5E F X FR 14
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]

ME=FAFEAREFI Amazon WorkDocs API B AR

BRI LR BRRFE=ZATFEAL , EATRE AWS KFEAF, Ak, BRIE—1 1AM A
& , M Amazon WorkDocs API i 5K,

ETHERT  FEEAXMEANTHRNR

s FEAREBTR—HLE , BEFAXAGH AWS K& Amazon WorkDocs AWS i R [E,
s HWHRLEMEBE=ZFNABRFFXARZRF Amazon WorkDocs API 77 [A] X PR B 6

EXFEHERT , BELBEFEN AWS IKF | —MNFE AR AWS IKF M — AN TEHEE Amazon
WorkDocs ¥4 S HIIK - o

FRARFFERHALUTER , MEKFEERTUGE IAM BE

o B89 AWS K ID

s WHEFPAXRFRENHE — External ID, BXREZEER , FSRUMERE=FEZ TN AWS
BRBY A R E A AVEE ID,

. BWHRIARFEZEHEA/ Amazon WorkDocs APl 55R., EF IAM B RBSIR &R M4 T R Ef4] | 8]

BEMBIEHE N APl RBIEN AT RIEL KRS, X Amazon WorkDocs APl B951I3R |, 535 Amazon
WorkDocs APl &%,

UTEEHERT RNEKS HRNREE IAM AT RS R,
BLE IAM BAEATESIK 7~ 17 EY

1. £IE Amazon WorkDocs API fXBRZEH , FFHEF N WorkDocsAPIReadOnly K,
2. fE#%E Amazon WorkDocs 5 2B AWS K HY IAM EHI &R RIEHAS

a. #3x AWS Management Console , RGBT LA TMuLITFF IAM #2HI& : https://
console.aws.amazon.com/iam/.

b. HERHIENSMERT , RHAR , RELHEERHMAR,

c. XNTHeERN , BAEDTRILAGERNEEEN , Sl workdocs_app_role., A
BMELH AWS IKF AT MR-, MABWE , BET %,
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url-iam-user;id_roles_create_for-user_externalid.html
url-iam-user;id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

Amazon WorkDocs FEANGIER
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- WMRER Amazon WorkDocs iR FTEEKFHNEERER , HEBREQNABRFRF XA AK
FHAFPETINR , HEFIREEELZN AWS IKFME=H AWS Ik 2B THE R
HRBR. LLIETIEREIEEINT ID ( XTHE=HEERME ) , NTINE=ZSAUERZ
ABHTRZNARNBERARMESHNEG, BXEZER , FZHNAERE=SFETX
AWS B R 17 R X PR A 8 A 036 1D,

e. ET—RLt, HEEEAHRTERVANRN AWS IKF ID, H€X 58 =751 8 A5 ED
ID,

f. BEHT—FHINERE,

3. EKMIMEMIEL , BRZABIZEMN Amazon WorkDocs AP| fXBR R IE HIE R IZ R EZILMIE , R
BREEHT—%,

4. BEFFMAEFEE , E4/AE ARN MRS ZE K RAELTLOEARUSTRA BN GE,
5. EFAARHKEAE ARN, U TEAE ARN BRHA :

arn:aws:iam: :AWS-ACCOUNT-ID:role/workdocs_app_role

BETFTHPRA IAM AR

B AWS EEKFHNFARARAUATAFRKAIAM &, Ak, EEECIEFHRBEHFEK
FMRLA

R MHNBE—MEA , ZIBAX sts:AssumeRole LK Resource TEFH AR Amazon
BIRABF (ARN) EF Allow R , MU T RAIFFR. REBTIZEKE ( BSERRABEHEZM M) B
AR IEEAR,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<aws_account_id>:role/workdocs_app_role"

}
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}

PR #3545 Amazon WorkDocs S= 4519 i [7] £ FR

WMREE AWS K EBEZ 4 Amazon WorkDocs ¥ , F B EM4SELIFF AP FEE |, N\
LB E Y Condition TEFRMITHIEME, Condition TEAWFEEREEMITIEEREIZG,

UTRBIRRT &MHETE :

"Condition":
{
"StringEquals": {
"Resource.OrganizationId": "d-123456789c5"
}

EXRBPME LREZHERE , AP REEHR ID A d-123456789c¢5 B9 Amazon WorkDocs 3£
51, Amazon WorkDocs 324 ID BrEFRNAL ID HEF ID. EXEZEER |, HSHEREIEE
Amazon WorkDocs =459 17 8] 1 FR o

REBUTEZERM AWS 2 #| & 3KREL Amazon WorkDocs 442 ID :
IREVLA LR ID

1. £ AWS Directory Service 2#lASMERF , LB B K.
2. 1B TE&K Amazon WorkDocs b Xt R HY B 3% ID B, X2ZIMKHNALR ID,

PR &It 45 E Amazon WorkDocs SE45i Y 75 8] % FR 17
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F P N ARERFN S 58U R 2

Amazon WorkDocs B P &N AR F 2B Amazon WorkDocs &I & EMAMEEM ., FTFRXARNE
Amazon WorkDocs ###|& L8 My Applications THALIMENARER , ZREFNAISINARE
FRHEE—W ID, FEXMIREHS  FERARNEEERKARTENEER URI AR AEFEBE.

LM, NARFREEHEEEEMBE— AWS K R A Amazon WorkDocs it &

B3

« ¥F A Amazon WorkDocs API B R
£ AP AR P EAXHR ID
BIENAERF

NARFEE

« B

« i@ Amazon WorkDocs API

£2F 18 A Amazon WorkDocs API B X BR

BETHRER P A EX Amazon WorkDocs 1 AWS Directory Service HI5E £ R, MRRAEXL
R , 117 API BB # 43R [E UnauthorizedResourceAccessException B &, A TREEAZFTEEMN
PR o

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workdocs:*",
"ds:*",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
ec2:DescribeVpcs",
"ec2:DescribeSubnets",
ec2:DescribeNetworkInterfaces",
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FRARER

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribeAvailabilityZones",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
DeleteSecurityGroup",
DeleteNetworkInterface",
RevokeSecurityGroupEgress",

"ec2:RevokeSecurityGroupIngress"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
MRLFERTRIENR , EEAUTERE,
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}

EiZED | £ NMRERFIIFTE Amazon WorkDocs Describe #/ERY A B

PR, DescribeDirectories R{EIREXVEX AWS Directory Service B ZHESE. Amazon EC2 #

YEf£ Amazon WorkDocs BEBIREVZEY VPC FFM Y 51K,

£ API AP ERAXHX ID

B AP BAGRI XX, SELRER MR ID, MARBXHRER. Hla,
MR E4EE client.get_folder(FolderId='MyDocs') , APl HASIRE
UnauthorizedResourceAccessException SHEFMLLT 404 JHE.,

£ AP RA S ERXHFR ID
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client.get_folder(FolderId='MyDocs')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 253, in _api_call
return self._make_api_call(operation_name, kwargs)
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 557, in _make_api_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.UnauthorizedResourceAccessException: An error occurred
(UnauthorizedResourceAccessException) when calling the GetFolder operation:
Principal [arn:aws:iam::395162986870:user/Aman] is not allowed to execute
[workdocs:GetFolder] on the resource.

NG MIER |, EEMANXHR URL FHY ID,

site.workdocs/index.html#/folder/
abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577.

&i%1% ID FRE EBNER,

client.get_folder(FolderId='abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3¢

{'ResponseMetadata': {'RequestId': 'f8341d4e-4047-11e7-9e70-afa8d465756¢"’,
'"HTTPStatusCode': 200, 'HTTPHeaders': {'x-amzn-requestid': 'f234564e-1234-56e7-89e7-

al@fas5t789c', 'cache-control': 'private, no-cache, no-store, max-age=0',
'content-type': 'application/json', 'content-length': '733', 'date':
'Wed, 24 May 2017 06:12:30 GMT'}, 'RetryAttempts': 0}, 'Metadata': {'Id':
'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577"', 'Name':
'sentences', 'CreatorId':
'S-1-5-21-2125721135-1643952666-3011040551-2105&d-906724f1ce', 'ParentFolderId':
'0a8112922403ae8e1d3c180f4975f38f94372c3d6a2656c50851c7fb76677363",
'CreatedTimestamp': datetime.datetime(2017, 5, 23, 12, 59, 13, 8000,
tzinfo=tzlocal()), 'ModifiedTimestamp': datetime.datetime(2017, 5, 23, 13,
13, 9, 565000, tzinfo=tzlocal()), 'ResourceState': 'ACTIVE', 'Signature':
'b7f54963d60aeld6b9ded476f5d20511"'}}

BIENRRERF

Y Amazon WorkDocs B R , BEAATTREUIENARERF.
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SIRNAERF

1. 3TFH Amazon WorkDocs #2#|& , Mk : https://console.aws.amazon.com/zocalo/.
2. IMREBRENONMARFNCEZENARER.
3. WALTE:

R REF &R
BRI 2 B B #Ro
B8, BB 4

BB RN MR RBRAY B FER it

NARFER
NARFER,
EEM URI
#E Amazon WorkDocs [ AEEER RNV E.

M REFEE

FENABRFEENERNREATBEH. AXRXESZHARGE  BERNAEFEE,
4. EFEOE,

N AEREE

Amazon WorkDocs X#F A TR AR FEE :

« NAIELE (workdocs.content.read) , EEZENNARERATLFERIET Amazon WorkDocs
API :
+ Get*
* Describe*

« WAEA (workdocs.content.write) , EfEEMNNARFAILILEIELT Amazon WorkDocs
API :

* Create*
« Update*

e Delete*
NARRFEE 21
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FRARER

o Initiate*
* Abort*
o Add*

* Remove*

R

NMARFEEIMERE , NARFE TR REAT Amazon WorkDocs FIFEREN., At , NARFEMN

1A Amazon WorkDocs OAuth i = (https://auth.amazonworkdocs.com/oauth) ,

TEASHK :
o [&FE] app_id - EMNARFNEKNNARRF ID,

[#4FE] auth_type — ERHY OAuth K HE, ZEFMERN ImplicitGrant,
[%FE] redirect_uri - ANAERFEMABERF R SEANERERM URI,

FRHER

* [AJi%] scopes - SEEMES D EYIFK. MRKRERE , FoERAEEMEELEZFEEN YR,

[Flik] state - BHRITE—RBIEENFRFS,

® Note

MBEBEIHSITRER API FF] AWS NEELZT FIPS 140-2 BiFA INZRER |
FIPS iis. BXAHAM FIPS in RN EZEE |, HSH (ZEEEKFHEE

B EHA
LR A (FIPS) 8

140-2 &) o

—/NRBI GET B3R , REUE 3 OAuth R EAZRER G [R5 hE

GET https://auth.amazonworkdocs.com/oauth?app_id=my-app-
id&auth_type=ImplicitGrant&redirect_uri=https://myapp.com/
callback&scopes=workdocs.content.read&state=xyz

UTHEEALEE OAuth BBURE :

1. RELETMARFEAPH A Amazon WorkDocs 3 28 o
2. BAPE#HEZEME Amazon WorkDocs 5 1736 1F 71 & M % A EAZE,

B
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3. BMIIWHATHEHRIEE , RE2nAFREREERE , AFAFOENNARFERFRIELFH
Amazon WorkDocs HI$ZH,

4. EAPEBREERE LW Accept &, IR KIRFPERMEN T RS BN RIS EMXEER
—BEBHEENENARFNENRE URL,

& B Amazon WorkDocs B9 GET &R R4l :

GET https://myapp.com/callback?acessToken=accesstoken&region=us-east-1&state=xyz

BRIGIAI S SN , Amazon WorkDocs OAuth BRSE24F region #ERIEE Amazon WorkDocs 34 2 HY
BHSHIRE, HEBRARFRER region ¥ E Amazon WorkDocs RS i =0

MBEEBEIGSITHREDSR API FF] AWS FEEZT FIPS 140-2 BIFR INZER | EFER FIPS if
R, BXTUHAM FIPS mERMNESZEER , TSR (ZEBKIHPESLIERE (FIPS) 5 140-2 i) o

A Amazon WorkDocs API

EFRBUA RS G , MARFE T Amazon WorkDocs BRSS#1T APl A,

/A Important

UTREIBART SMEEER curl GET H3RIREUALR TTEIE.

Curl "https://workdocs.us-east-1.amazonaws.com/api/vl/documents/{document-id}" -H
"Accept: application/json" -H "Authentication: Bearer accesstoken"

R AR SR B JavaScript BREUR A -

function printRootFolders(accessToken, siteRegion) {
var workdocs = new AWS.WorkDocs({region: siteRegion});
workdocs.makeUnauthenticatedRequest("describeRootFolders", {AuthenticationToken:
accessToken}, function (err, folders) {
if (err) console.log(err);
else console.log(folders);

1)
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LUTRERRTET Java ¥ API BARA :

AWSCredentialsProvider credentialsProvider = new AWSCredentialsProvider() {
@Override
public void refresh() {}

@Override
public AWSCredentials getCredentials() {
new AnonymousAWSCredentials();
}
};

// Set the correct region obtained during OAuth flow.
workDocs =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider)
.withRegion(Regions.US_EAST_1).build();

DescribeRootFoldersRequest request = new DescribeRootFoldersRequest();
request.setAuthenticationToken("access-token-obtained-through-workdocs-oauth");
DescribeRootFoldersResult result = workDocs.describeRootFolders(request);

for (FolderMetadata folder : result.getFolders()) {
System.out.printf("Folder name=%s, Id=%s \n", folder.getName(), folder.getId());

}

A Amazon WorkDocs API >4
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Amazon WorkDocs N A E IS

Amazon WorkDocs IR EEESEE—MaHREAITE , M Amazon WorkDocs ¥ 2 EZH TEH RN B,

£

- ¥33& Amazon WorkDocs AR SIS
o TEXHY

o ERXHY

& Amazon WorkDocs R A& HE 25

&0 Amazon WorkDocs R EBSRATEBNAFRNAER,

NFRAPRARE , FAARMRERESR AWS EiIEM S HRIESEME Amazon WorkDocs AR E
.

NTFEBMARERF , XFEH AWS Identity and Access Management (IAM) EIE#] %41t Amazon
WorkDocs & Fifi. Mo , FE/54E APl B XA S B RIED .

LT RBERMMEER Java 5 C# #1R{L B F B AERFH Amazon WorkDocs HAE 2R,

Java :

AWSStaticCredentialsProvider credentialsProvider = new AWSStaticCredentialsProvider(new
AnonymousAWSCredentials());

AmazonWorkDocs client =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider).withRegion("region").builc

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("token").k

C# :

AmazonWorkDocsClient client = new AmazonWorkDocsClient(new AnonymousAWSCredentials(),
"region");
ContentManagerParams params

{

new ContentManagerParams

#i& Amazon WorkDocs A A E 25 25
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WorkDocsClient = client,
AuthenticationToken = "token"
};

IContentManager workDocsContentManager = new ContentManager(param);

T

Fr & AR ATEAER Amazon WorkDocs AR EIE 28 M Amazon WorkDocs T~ & 4% & Mx 45 5 & #T AR 25 19
X, TERMMEEER Java f C# T 43 ERAR TR =B,

® Note
ETHXHENETERA , BTFEEME VersionId BREJIEE GetDocumentStreams

Java

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

C#

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.

TR 26
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InputStream stream = contentManager.getDocumentStream(request).getStream();

A& 3 H

Amazon WorkDocs N EEFEBME T —N AP, TA TR R L% F| Amazon WorkDocs ¥R AT

ROLERT AR Java M C # £4& X1,

Java

File file = new File("file-path");

InputStream stream = new FileInputStream(file);
UploadDocumentStreamRequest request = new UploadDocumentStreamRequest();
request.setParentFolderId("destination-folder-id");
request.setContentType("content-type");

request.setStream(stream);

request.setDocumentName("document-name");
contentManager.uploadDocumentStream(request);

C#

var stream = new FileStream("file-path", FileMode.Open);

UploadDocumentStreamRequest uploadDocumentStreamRequest = new
UploadDocumentStreamRequest()

{
ParentFolderId = "destination-id",
DocumentName = "document-name",

ContentType = "content-type",
Stream = stream

};

workDocsContentManager.UploadDocumentStreamAsync(uploadDocumentStreamRequest).Wait();

EfRxH
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