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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-finish
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WorkSpaces B &P HIESEB & T 5 WorkSpaces Z£ X %85 VPC BL& /A :

1. f£F AWS CodeBuild Cloudformation ##x il VPC,
2. RESHREEER.

3. Bl Amazon WorkSpaces T2 B 28I T,

4. NAEH9HF Amazon WorkSpaces R K811,
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https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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WorkSpaces EEFHR —REFTEZENEREFIIRE , THE5 AWS RARAFITERSESEAMR
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X

us-east-1

us-west-2

ap-south-1

eu-west-1

KimH R
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t.us-east
-1.amazon
aws.com

thinclien
t.us-west
-2.amazon
aws.com

thinclien
t.ap-sout
h-1.amazo
naws.com

thinclien
t.eu-west
-1.amazon
aws.com

X+ RHE WorkSpaces BEEFHEEAEF A A, WorkSpaces B&EFHLIRE B BINERE
. EE, EZE. ERFMET LT,

Hl B i

https://us-east-1.console.aws.amazon.com/wo

rkspaces-thin-client/home

https://us-west-2.console.aws.amazon.com/wo

rkspaces-thin-client/home

https://ap-south-1.console.aws.amazon.com/w

orkspaces-thin-client/home

https://eu-west-1.console.aws.amazon.com/wo

rkspaces-thin-client/home

BEXE


https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
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JB 31 WorkSpaces EEFHEEREGHS
HE AWS tkFJg , BRI LS s B R 12 H & H 5 2| WorkSpaces BEFHlIZHIE. EFEHE ,
BHRATUU TR -

1. BFREH AWS IKF,
2. ikAWorkSpaces E&EFHliRFIA& .
3. ®EFHRER , ZNEERTIFE,
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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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£/ WorkSpaces EEFHEBRAEGHS

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

How it works

console.
Admin management flow
nmore abo ESpi Thin Clien
i¢ing [
{
)
Y i s
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service

B {EH WorkSpaces EEFHEERAZEFE |
EXE | B LU R H A E R IEH WorkSpaces &R & P A& & MR,

E X WorkSpaces EEFHIREWELR , HSH@WorkSpaces EZE LA,

BRI,
F&E

. RE

- BEEH



https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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Amazon WorkSpaces
AppStream 2.0

Amazon WorkSpaces &4l ¥ 25
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® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

REELRR. AFERULTENR

(2]

5

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,

or AppStream 2.0.

Environments (6) nfo

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | Virtual desktop service v | Virtual desktop service ID [4 v | Activation code
Environment 01 ‘WorkSpaces d-00000000 gheltpas
Environment 02 WorkSpaces d-00000000 ghisrax1
Environment 03 WorkSpaces d-00000000 T ghl13e0p

E it 04

Cloudshell  Feedback

BAIXREMAMEE
I TEARBESHHEER, TRIHTREPNEINTEZREZESR,

TE iR

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

C [ Actions ¥ Create environment

1 2 >
v Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
0 October 03, 2023, 21:22 (UTC-07:00)

Cookie preferences

Name Elttﬂ; *E*H’Juﬁ *L\ﬁo

FE #\ SR E AR S5 BEIRIR 6 A R RE 0 R TR R S

AR mE MRS ID FE 0\ SR AR S5 IR A B 0 B 45 12 MR RO E — FR iR

o

i


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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TE
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EUKERREAREE

WorkSpaces EEFH R EEENKARA LIZT. SMNEOBE-ATRANSHEREF T AHE,
Amazon WorkSpaces B &i¥1&

WorkSpaces £ Amazon Liz{THEE FHlERE WorkSpaces £ B KB EMZTEHEME®E,. T
RINHTHAREPHNEBINTRZREEZELR,

WorkSpaces directory details

Directory ID Organization name Registered
abc

Name © True
Directory name Directory type Status
v Simple AD © Active
TR R
B%ID S kIR B X B A Amazon WorkSpaces B 3.
BB 5tk Amazon WorkSpaces B < Bk 1t —FRriR
o
HOER #2284 Amazon WorkSpaces B ZHIHLR B .
B&REH Amazon WorkSpaces B ZHER .
2 It Amazon WorkSpaces B X2 & EiE .
7N It Amazon WorkSpaces B Z2&4 FiE3IR
A

7CN o

Amazon WorkSpaces Z £ %8571 ML i¥1E

WorkSpaces £ Amazon WorkSpaces Secure Browser Liz{THER P AR EFER R GIEMZIT
HELEHE. TRIETEFAGEPINENTEREEELSR,

REFEHAER 22
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WorkSpaces Web portal details

Name Time created Web portal endpoint
Custom Web Portal - Mon, Mar 06, 2023, March 06, 2023, 13:50 (UTC-05:00)
12:00:51 [4
TE EEPUN
Name 5tk WorkSpaces &£ X % 85171 F° A8 5< B i —
PRIRFT,
B 22 A | B2 it WorkSpaces Z£ I %8517 89 B HAF]
B[]
Web [T i = R T 5 B 48 A9 RE L R R SR AT R 1k

AppStream 2.0 475

WorkSpaces & FHIIMEIE AppStream 2.0 S8k LiZ1T , AT RIEMETHENREHEH. TXY|
HTFAEREPHNEINTRZRAEEZELR,

AppStream 2.0 details

Stack name IdP login url Time created
xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
TE DU
B Stk AppStream 2.0 etk X BX B9 — PRIZAFo
|dP % M1k AT EFMEE AppStream 2.0 #HLH & 1718
HEMut,
B 22 B8] B2 Itk AppStream 2.0 Eik#Y B EAFN AT E]

HRREAES
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® Note
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® Note
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A REBNBRGEREABRGERE, WA AN RHIRA.
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YR — TR S F BELLARE A P 1 AT 9 R Bl R AT M3 S 09 R

/A Important
E# WorkSpaces EEFHEEREH A EEEZT , FNRELTHEEBEER, XLEEKRS
EEARZHENEED,
FREENZH , FRRENREREXLEER,

{5 A1 &% WorkSpaces

Amazon WorkSpaces & —UE M T Windows W £ RENKEELLIRS , EEEBMNTAZEFH
RE VIR H R

1. EfH Amazon WorkSpaces , BT TE—IRE :
 BELEATENSRENE R, BULRETHIR B AEAERFRERE R,

o BEITIEE BB R BHXRAIZE WorkSpaces B %, BX | WorkSpaces B X EZER
BZHEE B & WorkSpaces.

2. EERBIERFERA,

SIRIMER , BMATUUBRERBFHAER. BXESZEER , BZARENE,

IE1EE A AppStream 2.0

AppStream 2.0 R—HIE£RENZLNARFRES , IR THREANARFNRIEH AWS
Web ﬁu% )

/A Important

E 6|2 AppStream 2.0 338 | &4 Jcli_follow_urlparamfiRE N false, Hik , FRIT
AT 84 -

BIEIRE 25


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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« NFBIAEEXH , 31T aws configure set cli_follow_urlparam false,

« XFHEN ProfileName MELE X |, 1217 aws configure set
cli_follow_urlparam false --profile ProfileName,

1. EiR{& AppStream 2.0 , FRITUTE—RE :

- REREEATEANRRNHER, SAMURNKE TSR , WA AERERFRIERMERK,
- BEER OIEMR REROIEMK, BXROIE AppStream 2.0 KN EZER , BSHLIE
HRo
2. fE1dP &% URL FEHHWMAZLHNEHRHEFEZMNEE URL, XAAFRMTEZMNESY
WorkSpaces E&EF A5,

3. GEERGIEHFZR,

BIEREG |, BMATVUBERBFAGEE. BXEZEER | BSREERE,
{# 1 Amazon WorkSpaces &£ 3l %

Amazon S WorkSpaces ecure Browser & —fIEKA. TTLIEER WorkSpaces £#l& , EEAER
MEMENRRNAFREZENET Web W THEAZMNKHERS (SaaS) MAREF I HXR.

1. EiZE Amazon WorkSpaces Z£ X K85 , BHITUTE—RE :

- EREATENIREN Web 117, BRIRKE THIER , LA ERABRFERERITF,
- % “BlE WorkSpaces &2 588" R AIE Web 17, BX 2| WorkSpaces &£ 33 5T
NP EZEER |, BH5RI8E Amazon WorkSpaces Z4£ 3 ¥ 85,

2. EERGIERFERA,

BINRE  BNATUKRERRERHAEE. AXESZRERE  BZREENRE.

S 3 FBUERRIESENREZERF

REMENELDRERS G , BFE AWS EEEZG A LIRE —MNA T RENKE—BUED,

[ f£47 WorkSpaces EZEF IR Z AP RELBCERE | iIm I UEREXRBREEINEH,

A} WA # B B YR % F PP i& B Amazon WorkSpaces E&E M E ZEE |, 1§28 WorkSpaces &
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 @
[ Device ID A Device name v | Activity status
- GO723H08 - @ Active
< >

REFIRFAER

BHRFZSHEIHREES, TRIMTRHRETNEITRZREEEFELRK.
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SESIRAS RENHIRS. ERRTRE

« A — EEEECRAEDERIIMNE —
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“WE 28R T WorkSpaces EEFHIRENEENRE. TRIIHTHEFNENMNTERHEEZER
o

Summary )
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2,81
Enrolled since Software compliance

Device name September 27, 2023, 20:33 (UTC-07:00)

Last logged in
Device type October 07, 2023, 03:05 (UTC-07:00)

Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Mot checked in for past 7 days

TE DU
REFIE D ELABMRERIRIAS,

ARN REZ WM —FRRRF , KB Amazon BIRBA
(ARN) 3K,

REBR ERRBRENER, WREEHRGEEZR, W
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User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

TR BN
EREEEE EREAILIRE B B ER A E
BRIRE

BHRFZSHEIHREES, TRIMTEBINTERETHERE,

® Note
ﬁélx%ﬂﬂ:ﬁ*m%“ﬁ , REREFET2EH. IREZFLTELRS , WELEEFEA
S HA.
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WorkSpaces EEFHIRZ R AERBR T RZFHMEERE, TRIHTEINTERETHERE,

REUMAEE 33



Amazon WorkSpaces & #l EERER

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

TE EPUN
LIRE et iE RHIRFIREN BHMEAESENRES.

TERERA REEARNMEERERE, EEREATLRLAX
PR Wifio

R MEHVRS. MBER LB TERRS , HE
XL 20 pEHAEERE , WRSEERN B
EE, MEREMEHITIEZNNEEY 20 5% ,
MPRSFERNERERE EREZBEBRM K
i3y etiE |, Flan < b RERE Rt E 20 28 E.

3y 1P bt FHEEMER ARt 1P ik,

5

ZES: s PRI 32 0 45 Y U 5% 3 3k o

B MANERE

WorkSpaces BEFHIRZFAEERE T EEIRBNFAECEZENARRENIIR, TRIETEHAN
TERHEIERE,

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)

Name Type

Logitech USB Receiver Mouse Mouse (USB)
Logitech USB Receiver Keyboard (USB)
Plantronics Blackwire 5220 Series Speaker (USB)
Plantronics Blackwire 5220 Series Microphone (USB)
UVC Camera (046d:0825) Webcam (USB)
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EENAERE

B M BEE AR

DU

REFHEDRS. BIPRSRER -

PERABERBNBMIE , SIMTKRER , U
RPAEEINERBARE | HIZIESR (USB).

S 4& WorkSpaces EEFHIRZHEEEERN, TRIE T HERXARES,

v Power and sleep

Turn off display after
Never

TE
ZERAERE

R &D)

iR

RE XM E RRAYIETEB AT E B

EMFERBERENRENFEAGENAE. TRIEHTHBENBINTER,

User activity details (1) e

[ Export details J@
1 @

Device accessed on User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID
March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces 2a02-ad46a:9b7c.... gw2-BaB8e81
THE ik
VA% & B E A REBUER B HAETHE,
AP ID BERZ A P RIRIR S,
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TR BRE R,
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® Note
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- BEEREEERE WorkSpaces EEFHIZEFHE , AR EERMBUEE , LAME WorkSpaces EE
FHEEFEAERERREARSH,
- EREEYEFRINER AZBATLIRE WorkSpaces EE L , BEBIEMIEEA RN HED
MAPERITMER , SNENTEE2E.
- APAUBEFEAREIELERYERE. ERTAREZRPRLERLTF. XFEFRZFRXEH
BRSEEI,

WorkSpaces BRIAER T , EEFHBEDEA KMS MEBMEBBRBERRFABRNTHE. AWS W
RNANAERERNHE K WAPFRLTETEHKE  REETENAREER.

Amazon WorkSpaces & F HLHY 82 S BRI &

Amazon Th WorkSpaces in Client BRIARRENE , BHEEH AWS BENWMEZEZRARFHRNBRESE
F#E,

- AWS BE %4 — Amazon Th WorkSpaces in Client BRiAfE X L2240k B3 IZE N A B B EIE.
BT EEE. EESFEAAWS HENEZY , b TEFEREFABR. B2 , TEXIEAEERE
SYEMITXIEN AR A T NBBIENEHR. BXEZEE |, 525 (AWS Key Management Service
FRARERE) K AWS HEHNZH.

RANBRT , BESBRENBED TRERF HBBENREFTHENERY. B, EEXFHEFET
BINBRESAMNEEERNLZ2NARRF

BRETAEZANMBRERERZEMBLE | BEFALELE Thin Client IR EREFRER
H, \MERSL DB MZAANMBRRN LRME R MNE
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EERES

- BEFRE®4 — Amazon Th WorkSpaces in Client X EREZEIZE., AWS HEMNEEHNXNMEF
REZR  UEENEGEENENEM ERME—ENE, ATERUTLESNEZER , BitarL

WATUTES

o FIEFLEF XRRRE
o EVM%EH IAM K
- BRNZRZHABE
. R MEBAE

7Y 1783

- BIEZHARAE

o THRIE I BR Y 2 4R

BXEZER , 521 (Amazon Key Management Service FF X A R ¥/ FHEFILE 4,

T3RCE T Amazon WorkSpaces E & F LA BN A & B EIE,

HERE
HEARN

WorkSpaces E& P LI ER
7

REFBR

WorkSpaces &P HlIEE &
%

RFPED

WorkSpaces B& FHH &
)

RERE

WorkSpaces E & F i %1%
=

RE QIR

AWS 88 i 340 hn &%

=y =4

EEH

=y =5

=y =5

EFEEZAME (k)
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EEH
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=y =4
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HiERE AWS R Z A & EFREZHAME ([t )

WorkSpaces E & F LI E R
ZHERFE

® Note

Amazon Th WorkSpaces in Client i AWS BEEZA a5 ARASmE , N RERF DA
FHREBE.
BR K BAFFREZHAEIT AWSKMS %tf. BXENNESEL , ESH Key

Management Service o

M 5 # WorkSpaces B & P HLa{AEH AWS KMS
Amazon Th WorkSpaces in Client EEZ{ARBE T e FALN BT REZRR,

Amazon Th WorkSpaces in Client ESRZ4ARBEREN T~ EEZAIITUTAZBRE !

« B AWS KMS % i%xGenerateDataKeyiEsRELINZREIE
* @ AWS KMS &i#DecryptidRAMBE MBHE.

& T LARE B I BRiIZ PR SS X B P FE B ARG RN PR . N R EX B4 , Amazon Th WorkSpaces in Client
PEEHRBEFREESHAMNBSNEMEE  X2ERKBZBIENRE, flin, MRESEHIKE
WorkSpaces E& P YL AR RINIREFHAEES , MiZEES2IREIAccessDeniedExceptiontiR,
L4\, WorkSpaces EE F AL Z L EA WorkSpaces EEFHIINE,

BIEEFREERN
TR AWS EEIBHIA S KMS API BIESIRXITHE L& AWS B4,
SRR R T -

BIE (AWS Key Management Service 7T & AR $EF) https://docs.aws.amazon.com/kms/latest/
developerguide/overview.htmlH S X R B T E NS TRIBE,
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HARBE

FRARBZEFINEFEETEBERRANTR. SIMNEFLFREXNBAXIARE-IBHXK K HPas
BEREAIUAEAZAUARNAEAZANFR, CIEEFREERNZAN , TUIEEZAER. BEXE
ZER , HZH (AWS Key Management Service JF X A G $EFE) https://docs.aws.amazon.com/kms/
latest/developerguide/overview.htimIF I EEX & - £ E ZHNHRXER.

ERENEFEEZHEA T EH Amazon WorkSpaces BEFHRR , BAABRE D SMAFT AP
BE:

« kms:DescribeKey— RMEBEFIEENRAIFHMAELR , LAE Amazon T WorkSpaces hin Client 7] LA
WF A

« kms:GenerateDataKey- A EAZEFEENZANKTFEHITINE,

« kms:Decrypt- AT ERAZTFREENZRAXRBERIE.

AT 2T LR Amazon WorkSpaces 8% F LA B BER F BR R 41 -

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
.
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
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"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:*"

}
}
1,
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms :Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

BREXRTEENRNESELR , 52/ (AWS Key Management Service FF & A RIE®) https:/

docs.aws.amazon.com/kms/latest/developergu|de/overV|eW.htmlo

BREZBHHOBEFRNESEFELR , 52/ (AWS Key Management Service FF & A RIE®) https:/

docs.aws.amazon.com/kms/latest/developerguide/overview.html,
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71 WorkSpaces E&FHIEER R EENFH

BUNEEEFREZREANUATRENE_ZMNE :

« WorkSpaces E& F I 5

SIEMRR |, BB RERERAKEEHRIEZHkmsKeyArn , Amazon Th WorkSpaces in
Client £ A 1Z 240 R N2 AR BIB9S A 5082

« kmsKeyArn— AWS KMS ZEF REZANZRFIRF. RMHEZEH ARN,

FHHTEY WorkSpaces E&EFHLIRZAMEIEAZ F EEZ4AMEN WorkSpaces ERE P HLINERT
WorkSpaces & H18 & fF 4 & WorkSpaces EEFHNHREFNEFEEFRHARE.

MEETYR—AWENREXY , A 2SR BENEM L TUES.

AWS KMS EA M ETXEAFNANEL S HRIENBERIFLE FHRIEV IR, HEENZER
BRERPIEMELTXE , AWS KMS [ INE L TXHERMBHE, ERRHE , BEFER
SRR LT,

Amazon WorkSpaces EZFHlINZE £ TX

Amazon Th WorkSpaces in Client /T AWS KMS & gEFEABBN MRS | EF 54
Haws:thinclient:arn , ERALS#HEFERAF (ARN),

LTRMEMEZ LT :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}

LTRIZRZFMELTX :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}
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fER % £ T3 TR

HIBFERANMEFEE R INE WorkSpaces BEFHIABEN R R HIEN , BEAMUFEAFITIER
MBEFRWMNEZE ETXCRIBHEFREEFANCERER. FLETXELERTE AWS CloudTrail 2%
Amazon CloudWatch BE&EERKK HES,

ERMNE LT ERFENEFREZANTR
BT LAME R B ABERA 1AM KB PR INZEE £ T XAEN R RN EHNRE S EEZAN TR,

LTREZARBEIRE , ATRTXNBENEZ LT XHNEFREZANTGRNR. LEREETPR
HEXR kms:Decrypt WHEREEMR LT XXHMNE LT XYR,

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Y5429 Amazon WorkSpaces E & P #l N2 %248

LIRET Si# WorkSpaces EBEFHLERPER AWS KMS B REZRPAR , LA BUER AWS
CloudTrail 3 Amazon CloudWatch Logs kK ERER I & # WorkSpaces E& ik [E AWS KMS &iZH1E
Ko

AT RflRDescribeKey, . GenerateDataKeyDecrypt, ¥# Amazon Th WorkSpaces in
Client A RIHZE - EEZAMBNEBIE M AR KMS #4%E AWS CloudTrail WEH :

FEUTREIF |, B EElencryptionContext WorkSpaces E&EFHIIAMEH R~Hl, WorkSpaces
EEFHLIER B L1ERELL CloudTrail BWEH,

DescribeKey
Amazon Th WorkSpaces in Client £l iZDescribeKeyi&EFRRKIE AWS KMS FF £ E 4.

LR RBIEHIEFRT DescribeKey 21E :
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1”,
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces E & F #l{EfliZGenerateDataKey B ERMBLKIE.

TR RBIEHIERT GenerateDataKey B :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"

1,
"numberOfBytes": 32

iy

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

2% Amazon Th WorkSpaces in Client ffflGenerateDataKeyRFHIREE EAT
#ZGenerateDataKeyRERA F INZHHIE.

£ KMS Z4AFK B L iFiZGenerateDataKey®E , Sid 7 “/¥F Amazon WorkSpaces E&
F LRSS N8 R R B B4R

LA RBIEHIE R T 1% GenerateDataKey 124E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",
"invokedBy": "thinclient.amazonaws.com
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},

"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces E & F L F ZDecrypt R ER B ZEIE

UTRRHIEHIEFET Decrypt #B1E
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1”,
"accountId": "111122223333",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-ea@00fb0fba®@SAMPLE",
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"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Decrypt (by service)

% WorkSpaces BEFHIRRIHRIFERRZEEN , ZDecryptiREA THRERE, £ KMS &
AR F AP R FZDecrypti®E , Sid R “o¥F Amazon WorkSpaces & /= #1 AR &5 10 25 7 ## 2%

BE".
DR REIEHIEERTEIUATARENNDecrypti®fEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
"encryptionContext": {
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"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

THEZ
UTRBRAEBXBESUBFENENESEES -

« B Amazon Key Management Service EXIENELER , H3H (AWS Key Management
Service F & AR 1ER) https://docs.aws.amazon.com/kms/latest/developerguide/overview.html,

« B3 Amazon Key Management Service W EZ £ REXENEZELR , H5H (AWS Key
Management Service FF & A R $ER) https://docs.aws.amazon.com/kms/latest/developerguide/
overview.html,
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&5 T &
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ME—H, RFIRIT ABAC KB , SUEEHEMHRE SN2 15 R R FREICE A R VFRE,
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ABAC AIREBKWIMEHPIERH , AERKEELFEBAER T AT R ER .

EETHRZSEHIER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZ A4 TEPFRUFZEE,

WRENBRSEN TEMBERREBISEMAX =GR , IXTZRS  ZEAR. NREMRSN
NTED RFRBEIIGARAEX=ARERE , NZENEFD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINUE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

£ WorkSpaces & F #l L £ A g 8JiE
S HFIREHEU : 2

HREA IR R R , BL AWS RS FTRER. AXESER , SEWLE AWS BRSE ERTIE
FHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B MBRE 2 ANEMAEESR , Il AWS Management Console {8 F B 2 I B iIEB
fln |, HE AWS FERALTRINE QRS (SSO) #E#THEN , ZEEL B RIGAHER. HEU
AR SHEZEHE  RAEYRAGKH , k4B tIB RN EE, BX{)IRACGHNESER , H5H
(AM AF$ERY RMAFTRE IAM A6 (B E ).

BRI LAERA AWS CLI 2 AWS APl FEIRIZBIGRHES, RS , &0 LUE R X LI EHE B # TR
AWS, AWS BUUZHZERIGEHESR K MAREAKBHRZA. BXEZELE |, ESHR IAM FH
5Bt = &I,

WorkSpaces & F LAY 5 IR & = KX PR
TEHHERIFRLXE (FAS) 2

HEER IAM AR ABERRITREN AWS , BRUANERA. ERAELRSE , BUgSMT—
MRIE , ARMBREEEMBRSPEHSE —MEE. FAS ERRAAZRANKRUK AWS RS @T
RS R HERBER. AWS RERIFHBRZFBRIFTESHM AWS BkSS HARRKES BESTTRIVIER
i, TR FAS R, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1BERTH
RS , BERER TR SE,

WorkSpaces EXFHBVIRSAE

xBRSAR &
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BSAEEHR—WMBSEE. KRREVITEEN IAM &6, IAM EE G TLE IAM Fa12, SR
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

/A Warning

FUWRS A ENNR AT 884 Bl WorkSpaces E&EFHLHIIIAE, RETE Th WorkSpaces in
Client R EXIESH I RERS AL,

WorkSpaces X FHLBWIRSHEXAE
EFRSMEX<AR B

BSHAXABR TSRS AXKN AWS BSBRFAR, RS AUMARKRERTRENSE, RS
HXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESEBTEEERSHEAXAR
YA BR

BARUZEFEBRSAXBENFAGE , FSHEYL S IAM BEERABAWS 5. ERTFERRS
MXABIHEE Yes R, BEREENEFTZRSHRSHERAE BN,

Ama WorkSpaces zon E &P LI E T 5 17 89 K B =61

RIMBERT , BRFAMACTNAIEHRIE N WorkSpaces BEF YRR, BT EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #11T1E%. ERTH
FPRAERBRHRTRENNR , IAM EEZ ATLAGE IAM Kig, EEABEAUAQEARRNJIAM X
B, AFAIRRAAE,

BT RNMAERXL RS JSON REXHESIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

X WorkSpaces BEEFHENNBRENERER (SESHRREENER ) NIFAEE , B3R
(REERSE) B Amazon Th WorkSpaces in Client /5, & REMEH 4, ARNs

£

- RBSEXE

« f£F WorkSpaces BE&FHliE& A

« ®F I WorkSpaces E & ALY RiE 15 [0 X ER
- RATAFEEMAIIE SR

ET 5 R R 77


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html

Amazon WorkSpaces & #l EERER

« &FX WorkSpaces E & F HLH T2 17 7] B R

REERIEREK

EFERNERRET EARTUMUELN K ROIZE, HEIHRM K WorkSpaces BEREFHRE, X
LIRETBESE AWS IKF A RA, RIERNAREET BN RER |, HERUTIERMEN

- FFHAER AWS RERBH RO RENBENR — BEFEOAFPNMITERBER TR , EEAN TS
EAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETYE LEN
EHRABIN AWS ZEFRERBRAE-DBINR, BXESZEE , HZH (IAM AFERE) F/Y
AWS EER R TFREERNAWS HEEXKK,

« NASENR : EEM IAM RERENRE , BREFRATESENNR. At , EAIER
EREFRG T AUNBERRRTHRE , BN RENRFA. BXEM IAM NARRNESZE
B, BEZHR (AM AFiEE) B8y IAM B KB AER.

« EM 1AM KB AP RY SRR — S BREITFRIAXPR 48 AT LA 5] SR B AN 0 SR 44 SR BR 5 3 R AE M 3R R 15 1R
Bl | BRI R E R R RIEELAER SSL RIEFMBER, WRERSHRERBIEE AWS R
SSHY (B0 ) FERRY , Tt AT BAGE A S SRR T XY AR S5 R AERY U5 [RI AR AWS CloudFormation. B3
EZEE 5 (AM AFERE) P8 IAM JSON EEETE : it

- M IAM Access Analyzer BiEZH) IAM KB | IBRFRN RN LM IhBEM — IAM Access
Analyzer 2BIFF KB BRKE , UHRKBEAS IAM KEIES (JSON) M IAM HR{ESE
B2, 1AM Access Analyzer 12 100 ZTURBEK EMAIRENEI , SHBEBEFIELZ S BINEEMREN
K, BREZELR , B2H (AM AF1ER) FREA IAM Access Analyzer KiiF SR B,

- BRZEHHRIE (MFA-NR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RS X

2, EEFTIRAA AP B2EREE MFA | B MFA KGR MEEHEKT, BXxBEZER |, 52
# <IAM P8R RHEA MFA 4RI API 1715,

BX IAM FRRESSBRNESEE , F5HE (AM AFER) F8 IAM AR 22 SEXEK,

£/ WorkSpaces EZEFHliE4l&

E 5| Amazon WorkSpaces EZEFHIRFIA |, BSTIRE —HHEERRE, XLENRAMAITFESIH
MEEBXEH WorkSpaces EEFHLERNIFMAEE AWS Ik, MEBBLLMNENRENRER
FERNETESONERE , NTHMTZRBHNSE (AFRFRAR ) , B8 RETEREMBEEZT,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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EERES

& F It WorkSpaces E & F HLEY RiE 15 7] 1R

I RGIHEBA IN{A R 2K BE | RUF IAM P EE WorkSpaces EEFIRELE , BEFBEHTER,
SRR AWS CLI 5 AWS API 1245l A REF £ TRILRENER,

JSON

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]

It SRR
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}

RIFRAFEEMITE S KR

ZRGIGER T B G RKRE |, ARV IAM BFEEMNBIERAF S ONRNBMTERN R, KK
SREERHE LSEERA AWS CLI T AWS API U425 = 5T B R AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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BT X WorkSpaces & F ALY 5T 2 15 R AR

I 7R 4515 B 2] ) 22 8] WorkSpaces EZE i IAM AP S TR 1h BN RN R, ZREaEER
AWS CLI = AWS API £ 5| & S+ LK FTE WorkSpaces E & P HLIRER IR,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}
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AWS Amazon WorkSpaces E & B IEE R

AWS RERBEZHYEMEEAILIRE AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRI NP, ANARDERR,

FicfE , AWS RERB AT NENHEASRTFRENRNR , BAENTHRAE AWS FF
M. BMNBZWBIEHETENEAZSNE S EERRERE -SRI NR,

BT EEHN AWS HRERBPE LR, MR AWS B AWS RERBPELNNR , MEHLE
HiZREATRBNATEZERASH (AP, ANAE ). AWS REAREERIFHN API HIERS A
LAER# AWS RS B9 API IBR4ERTEE T AWS HEE R,

BXREZEE , 750 (IAM AFER) PR AWS HEXMK,

AWS IEEXRRE : AmazonWorkSpacesThinClientReadOnlyAccess

&I LUF AmazonWorkSpacesThinClientReadOnlyAccess REEHIMNE] IAM B15, LEEREEREFXY
WorkSpaces EEFHIRFREKHTANTEHENER. BEXUIEERBRNESER , FSH (AWS
HEXKSERE) AmazonWorkSpacesThinClientReadOnlyAccess#Y,

KR FHE R
ZERBEE A TR,

 thinclient ( WorkSpaces & F#l ) - A X B WorkSpaces E & F LR E#H 1T RIERTF R,

« workspaces(WorkSpaces)- /i #R WorkSpaces B ZHEREREHNR, XA FREEHN
WorkSpaces #IREA 5 WorkSpaces BEFHl3#kA. ©iEFTE WorkSpaces EZEF#l AWS ##
HlE P ERXLERR,

« workspaces-web(WorkSpaces Secure Browser)- & i #ii WorkSpaces Secure Browser| ] F
FPiRBEHRR. XA TREZEK WorkSpaces Secure Browser® R 2 & 5 WorkSpaces & Hl3%
B, ©EATE WorkSpaces EEFHl AWS 12§ & R ERIXLE IR,

 appstream(AppStream 2.0)- S iF & AppStream 2.0 # PR, XA TFREEM AppStream
2.0 BERES WorkSpaces BEFHLFH A, ©iEHATE WorkSpaces EEF#l AWS BHAFETR
IX L3 R

JSON

{
"Version": "2012-10-17",
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"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"
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]
}
}

AWS IEEXRRE : AmazonWorkSpacesThinClientFullAccess

EAT LU AmazonWorkSpacesThinClientFullAccess REEKIINE IAM B3, LRBERT
¥ WorkSpaces EEFHLIRFSREGHIHNTLIERNRE. BXEEERBNEZSEFE , BSH
AmazonWorkSpacesThinClientFullAccess {AWS B RS EIEE)

KR FAE R
ZERBEBEUTNR :

« thinclient ( WorkSpaces &l ) - F T2 RIFTE WorkSpaces E & F HLIR1E,

« workspaces(WorkSpaces)-ft i #& WorkSpaces B ZHMERE S B HNR, XA FREEN
WorkSpaces # R &5 WorkSpaces EEFHlFB. ©xEMATE WorkSpaces E&E 4l AWS 12
#l & P E R ERIR

- workspaces-web(WorkSpaces Secure Browser)-/t i #iif WorkSpaces Secure Browser| ]~ F F

FiRBHRR. XA TREER WorkSpaces Secure Browser®R2 & 5 WorkSpaces & FHl3%
&, ©iEATE WorkSpaces EE P Hl AWS #2518 P E RiXLRIR,

« appstream(AppStream 2.0)- 2R AppStream 2.0 HRHIRR, XA FRELRK AppStream
2 0 RIRRE S WorkSpaces EEFHLFHRE . ©iEA T WorkSpaces BEF#l AWS ##H AR ER
gﬁlﬁo

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowThinClientFullAccess",
"Effect": "Allow",
"Action": [
"thinclient:*"
1,

"Resource": "*"

},
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{
"Sid": "AllowWorkSpacesAccess",
"Effect": "Allow",
"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"
1,
"Resource": "*"
},
{
"Sid": "AllowWorkSpacesSecureBrowserAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"
1,
"Resource": "*"
}
]
}
}
WorkSpaces AWS & R EHER P HLEHH
B iR B
AmazonWorkSpacesTh WorkSpaces Thin Client %7  2025% 1 A9 H
inClientReadOnlyAccess - E THBUER , BT RFFHAE
FTHY KB B M WorkSpaces HE 5 & #Y
B BRIZEUX R
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EERES
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inClientFullAccess - E#THI
B

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
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AmazonWorkSpacesTh
inClientFullAccess : ¥R &

AmazonWorkSpacesTh
inClientReadOnlyAccess : #T
REE

WorkSpaces & F I 1R
EREE T

DU

WorkSpaces Thin Client
TREE | 18I0 T WorkSpaces
EERE A REINR,

WorkSpaces EBEFHYLEH T
KB , T X AppStream
2.0, WorkSpaces Web F#Y
B PRIEEU PR WorkSpaces.

RE3F Amazon Th
WorkSpaces in Client B8 %
5 A A PR LA B 3 PR B A ok AR &5
# B BRI R PR

B3 Amazon WorkSpaces
BEEF LR EARBIAY R
E] A PR

WorkSpaces & F HlIF R
BRE AWS HEE R E N,

B
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¥t Amazon WorkSpaces 2 F ¥ & 4 F 15 [0 3 1T FE HERR

FEALUTEERBEE LU AIESE A WorkSpaces EEFix M IAM B AT AEIB ZIHY & I B &,

ES ]

« RFEMNIE WorkSpaces BEEF L FHITIRIE

- BEAERERRNHREH

- BRE—BEELR , MATFHM AR WorkSpaces EE 4l

- REATFBRAAHA AWS K HRIFEA WorkSpaces B & F LG IR

EFTIE WorkSpaces E & HLHFMITRE

R AWS Management Console HiFEBLTNMITEIRME ML TNBKREERAIT KRB, EEAR
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4 mateojackson IAM AR ZHEARFIAEEEFTRXEN my-thin-client-device BRHFHE
B, BFRHEEEM thinclient:ListDevices R , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

EXMERT , Mateo 2 ERHEBE R EHHRE , LATFMEAthinclient: ListDevices®{E
WEmy-thin-client-device’®Ro

REEEERNRIESA
EOIZ IAM AP TRZARE , EUUENEFENTRZES D, BR , KX EBEFENWEHRE
e MREEXRTHERN , WLTMEE—NFHERBHAX,

HEZRPITERE S : BRI ID (420 AKIATOSFODNN7EXAMPLE ) MR 15 E %48 ( BN
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBWE —# |, B4 ERER 7R
40 ID MBZRFRZBANBERRMITEORIE, GNAFREMZL—H , ZeERIHR %A,

/A Important
BEAEME=FRHEBEESR , BMERN THEBRIEGHIATAST ID BR1T, BEXHEM
BT AR TF A K AT BRI R AWS K

umoR Y BANE | RELETAGHEEE D ARENASAREE— M Z2 B, REVHH
FENELUREH TR, MEEAT EORBHERS , AXFN IAM B FIH0HREE. £
BSTRERMFNBE. NRECERIES , ULTHEB - BEN , AEERFNSES., B
BRS WS IAM AR R EE 5.

BE—BEEA , BAWFHMANE WorkSpaces EEF 1l

EARFHEM AR WorkSpaces BEEFHL , BAMEEBEHRNWARENARFR TR, REH
AWS IAM Identity Center EE A R MM AR , WAL A A FS4A 5 BN BRE R E L E 15 B RE
Al NRELHIFCE IAM RBHFEIBEEARSINARFREN IAM AR, BXESEER B
2% (AWS IAM Identity Center FAF1ER) FHINRE,

WMRKRAFEMA IAM Identity Center , M AT A BEHRMWARINARFOE IAM 4 ( AFRSA
)., RE , BATRGRBEH N2 F 4417 WorkSpaces EZE F Hl K EFRRRRISSE, TR
B, OAFSNARFFRARREEIE, M ERXEEIERR AWS, ETHEXE IAM A
P, A, KRENNRNEZER , H5H (AM AFERE) B8 IAM 54 IAM F§ 5K B FIR.
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BXEZEE , B2 BFX WorkSpaces E & F ALK £ 15 R FR,

BREAFBRUNABA AWS K 5B FKE WorkSpaces E&EF HLRIR

ZAR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEERESEY , AURAAG, XN TXHETRIFA R EZEHE IR (ACLs) WIRS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R A8 B9 BER A A PR

ETHREZER  BSRNUTHRE :
« ET# WorkSpaces BEEF IR AZIFXLINEE , 55 HAmazon WorkSpaces E & F LA =5

IAM BL &R,

- ETHMMIRENERENTRNHRENR AWS IKF |, 55 IAM AP EET R EEHEE AWS
KBS — 1AM B R R ER,

- ETHRNMEE=FRENEHRROIGRERNE AWS K- BSHE IAM AFERTHNEE=51R
HiFER. AWS Ik

- ETHNITBETSFHREVIERHBIFENR , B8 (IAM AFEE) PHRIELEARS HRIEL
AP ( BHBRERIE ) REHRGR,

- ETHEAACNETRRNRBRTERSBRZENES , F50 (AM AFER) B8 1AM
Y BB K = B R 5 ]

Amazon WorkSpaces & Z - # Ky 3 14

AWS £IKERIRERE LS AWS Xif TAXHERN. AWS Xifi RESAMERENRENITAX ,
XETAXEIRLEERE, SEHENSETRIMEERZ, MRATHX , BAMLRITNREETHAXZ
BT M BB SRR EBHNNARFNRERE. ERAENENHSNEEH OEMEBEWAL , T
XERESH AL, REENTT BX.

BXAWS X MU AXNESER , FSHAWS 2 IREM R,

BRT AWS £ IRERZEMI , WorkSpaces EE P HlIE IR H ST ER A B T IFENBIRER M NMEZ 0
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FHER. BHFHEREIE4BEERET , cRETEABINASHSHERRERNRENT
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CloudTrail #AEHRIBEF#HNERASTETRH, CIEEHBEEMHN , B lEBRERTEHHK
BE#OVEMET, EMETURE T BRNEFEHEHNRAR , UREHBEEENRIANZKRE
i, B CloudTrail EMMWEZEL , IS FEAWS CloudTrail E4T.
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BESHR{AEXRERRLIBAFRHRTHERBENER (FlM , REAFEMRE ) . XEHHF
NBERERE, BRESHEERSREEY. AR T , CloudTrail MEFEKIES4, CloudTrail
EHALERTIERBESEH

EEBESHNWEGNTEH. BX CloudTraill EMWEZEE |, S HEAWS CloudTrail 4T

ZALAEA CloudTrail #%|&. AWS CLIEK CloudTrail API #4185 WorkSpaces E&E &R R
HNBESEH. BXRNALERBESHNESFEE , 550 (AWS CloudTrail AFERE) HHEH AWS
Management Consoleid ZEIBEH M A AWS Command Line Interfaceid XETEZEH.

TRIE THEATLUCRKBIFEEMHR WorkSpaces EEFHIRRER, BIBSEHRR (24
A ) JNETREMNES CloudTrail & EHBIBESHRBHIRPIERNE, res ources.type EFIE R
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Zresources.typeff , BN EFANEESRBHIEZFRF/TIEEIZE. AWS CLI CloudTrail APIs*
APls 12 B EIE CloudTrail” 5| &R T CloudTrail X iZ & RERIZFZM APl FH,

BIREMRE (255) resources.type & #4E APIs E12%F| CloudTrail
ThinClientDevice AWS: :WorkSpacesThi * RegisterDevice
nClient::Device « UpdateDeviceDetails

A LU B REHIRREEEE N E eventName, readOnly #l resources.ARN ZE EHITHEIE |
MRS RBLEN EREENEH. EXXEFENEZEER , S AdvancedFieldSelector {AWS
CloudTrail APl &) HH# ,

WorkSpaces FHEE F I EEE 4 CloudTrail

EEEHRAEARANFINERIITHERR/ENGESE AWS K/, XEHFHNIZRFIERBEE. BIAER
T, CloudTrail iEZEEEH4,

Amazon WorkSpaces & F 57 WorkSpaces EZEF IR H FHRELCZINEEREH. BX
& P HLERM Amazon WorkSpaces E & P A2 #1 S HIRERFIEK CloudTrail , S H (L5 #
WorkSpaces EZF#l APl %) , WorkSpaces

WorkSpaces E & F L= 4R Hl

EHRRKRBEMRENEMER , BEBXRAFERD AP EE, RENBHNEE, ERSHBFN
{55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBERT LI,

T REIERT —NETRZRegisterDeviceifE CloudTrail B4,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-06-19T17:13:44Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",
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"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

TR RBIERT —/NERZUpdateDeviceDetailsigfE CloudTrail BEH,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,
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"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type'": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
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"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}
]
I

"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"

B CloudTrail FZEHNAMNEE |, 555 (AWS CloudTrail BF 1) T/ CloudTrail&Z & A&,

CloudTrail 4R 41
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FiafERA AWS CloudFormation 1k, BEX<EZER , S H (AWS CloudFormation FIF#ERE) &
B9+ A2 AWS CloudFormation Designer ? o

WorkSpaces & FHl X F1E 1 812238 AWS CloudFormation. HXxEZEE |, BFFHREMN JSON
M YAML #i R4l |, ESFIAWS CloudFormation B F ¥R H Y Amazon WorkSpaces E & F &R
RESE,

THRE ZxF AWS CloudFormation
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ANENFRHEE— Mg aNEED, XEREREEENMEED , B#ELXE WorkSpaces BEE
FHHREENAODR,

EXEZEER , 1§50 (AWS PrivateLink 188) FRIES AWS PrivateLinkifal AWS RS

WorkSpaces E& F L F EED
£ WorkSpaces EEFHLIREE QKK ZE , BEFAWS PrivateLink IEEHREEET,

WorkSpaces &P X FEIEORILFAREE APl B,

79 WorkSpaces XYl ZEOIRR

EALAE A Amazon VPC 2 %14 5 AWS Command Line Interface (AWS CLI) 3 WorkSpaces E &
NOIBEOLKIRT R, BXESELR , B2 H (AWS PrivateLink #§/) PHEIEEZEORKL.

FERALTRS BF A WorkSpaces BEFHEIZEZEORKS

com.amazonaws.region.thinclient.api

MRERNFOXKFET RS AFE DNS |, WA LAEH WorkSpaces E & 7 iy BR1A X 15 DNS & #r[EE
EFHLAE API &R, #l0 | api.thinclient.us-east-1.amazonaws.coms
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o TWHITRENEER (AWS K/, IAM AFH IAM A6 ),
o AHRITHYIRIE,
o AINHEHRITRENER,

BXREZEE , H50 (AWS PrivateLink $8/) 89 {5 F v 2 58 Bl 422 15 39 AR 55 Y 15 A1 A BR o

APl . WorkSpaces E& P HLIRER VPC LinT 2 5KBE

LTREEUFSKRBHRE, YEGHRBIMIZEOKETAN , CAAMERRNMEEREAR
F 518 5 HEY WorkSpaces & & P HLIZ/ERI AR

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource" :"*"
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