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https://docs.aws.amazon.com/general/latest/gr/workspacesweb.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesWeb.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesWeb.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
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https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario2.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario2.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html
https://aws.amazon.com/ec2/pricing/on-demand/#Elastic_IP_Addresses
https://console.aws.amazon.com/ec2/
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon WorkSpaces %2 4 88 BRI
3. X¥F Subnet (¥M) , i%&# Private subnet (FA5 M),
4. 3¥F Policy (REE) , tRREERIAE Full Access (£ 151H),
 X}F Enable DNS hostnames (J5 | DNS E£#18) , RERIAE Yes (B).
« XF Hardware tenancy (43 5T) , /R B ERIAE Default (BRIAE).
- EFEE VPC,
- RELZW VPC ATRERE)LO %, 0127 VPC 7 , & OKo

HE3 AME=ANRBE TN

BEE—Fd  BOETER-IPLEFHN—IMRLEFME VPC, TRIATHER , SAEEH VPC FiH
MEAMBBEFH, RNBUEESF-—MRETRTENTHXFRIME=IRLE TN,

ANINE =N RBBFH

1. ESMBEERTP , %&F Subnets(FM),

2. EREBEL—IRIPCIENE—NABEFMN, £ Description (#HiR) =T+ LW FMIIEKRTEH , id
KU FREATARX,

3. EFMBERNALLA , %$F Create Subnet (BIEFM),

4, JNFEHRL , WALEFNHEH. Hli0 , WworkSpaces Secure Browser Private
Subnet2,

5. XFVPC, & L—FRHPEGIEMN VPC,

6. XTAAKX, FRAE-NTAX , IAREATE IR EFFNTRAX, EETENTHAX AR
BREED , AR THLERETRER,

7. XF IPv4 CIDR block (IPv4 CIDR #R) , {5 R FRIEEM —# CIDR RSEE ., #lin , iR EME
—AFAEFMWH IPv4 CIDR RSEEN 10.0.1.0/24 , NAILUAE AN FE FMIEE CIDR RE
E 10.0.2.0/24,

8. %EFOIE,
9. BIBFMJE , % Close (<)

SR 4 RiEHGRE FREEAR

HECIBRHAEE VPC , AU TESRRANBAREERN. EEERIEENBBERPHUTIES

FEERBER
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« 5 NAT WX FMNREBENBHARVAALEME Internet FTREIEE Internet WX H. X ATHRERE
B NAT BIS< B LA 15 1H] Internets

s SREFRRBKNEBARSNEERNE Internet REIE B NAT MK, XFEEHFLE F M 5 A9 FR <5
AL E Internet BE.

WiFHo& FREER

1. ESMBERP , EBETFR , REEZEEZCEN LB TN, Bl , WorkSpaces Z£3 K25 2.0 0 F
™,

2. TEERHBEREDFL  EREHERKRL ID, Al | rtb-12345678,

3. EREHRK, EENT , ERRE () B, AERARNEN. 0, MARR
workspacesweb-public-routetable, AFiEFEEFIZURER,

4. ERAEBRERNEN  EREETEL  BUEAIRS I ATRERBRE 51K
AT VPC § Internet M KAFT AR EHB. FRXEFEEMRITT 35 -

BirLiE B ¥R R

NEFM IPv4 CIDR 3R ( 4l 7R XBRBEWFMERE , HB ¥

7, 10.0.0/20) 2/\EFM IPv4 CIDR R
B IPv4 ht, LERERE VPC
A2 3 BE o

BHRRFfEHET IPv4 itdy 34 (igw-ID) B2 EHT IPv4 it #Y

FRE (Hlfn , 0.0.0.0/0) RENEHEIHR VPC @54l

B Internet W< ( B igw-
ID #7518 )

5. ESMERTP , 1% Subnets(¥M), Rjg , ERECENE—NFAEFM ( HlH0 WorkSpaces
Secure Browser Private Subnetl).,

6. HEERHERETFL , EFEEHARD ID,

7. ERERBER, EENT , EREE (HE) B, ARRARNEN. 0, MABR
workspacesweb-private-routetable, ARGk EIRIRICLRER TR

8. 1£ Routes (B¢H) & +L , RWIIBRHEARITSU TR :
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B E B 5 N

NEFW IPv4 CIDR 3R (6] Zis RkERBNAERE , MR

4, 10.0.0/20) HBHR2ALBEFM IPv4 CIDR
R IPv4 ik , M4E VPC
AR B B,

BHR2EHT IPv4 bty H¥h (nat-ID) BR=EHTE IPv4 thitiy

RE ($l7 , 0.0.0.0/0 ) MEFEHE NAT MX (H
nat-ID #5113 ) -

Bir=Z S3 FHEHRE (&£ 7 (vpce-ID) B#r 2 S3 FHEARE NS

EET S3imEEA ) [pl ME| S3 #w < ( B vpce-ID #&

-ID (com.amazonaws.reg H)o

ion.s3)]

9. HESMBEKF , EF Subnets(FM), REEFREVNENE_INFLEFM ( Hlt0 WworkSpaces

Secure Browser Private Subnet2),

10. ERARETFL , RIUFFMERBRES A BERALK ( HlM0 , workspacesweb-private-
routetable ) . MREHKRTRE , FEBRFEE A AREENERER.
M A ZREIM Internet X ( #HE )

BBUTHTREETE NAT MXH VPC , AT A ZRFIBY Internet X%, X S WorkSpaces &
2RI HE A Internet LR, URIEEEEWN VPC H5EH VPC EENABH S,

BB A NAT MxH VPC LASEIM A ZRRFIEY Internet x| 58
MRIBZEERH WorkSpaces ZE£F BRI FRENFRIARERKRMANBNFAE VPC AR , BREUT

SRIRE -

@ Note

MREEEE VPC , BERUATERE , & NAT MR E VPC, HREFEEHF VPC
BES R CIEMNEE#H VPC,
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1. ERIE NAT Pk | B EIE NAT MxFPS R, BRI NAT MXEELEEE  HEANTE
VPC BN B FM =,

2. BAMEBELEER M TAETRAXHNFMN, HFRoEATRNTTHAXEE THRASZNEFH T
AMNAREEN. EXUNARBE-NMNLEFMIEE |, 5 Hthe section called “F ¥ 3 : 710
EZNFEFH,

® Note
NAREBNREEKLGIEE LRI EEKRF |, E72/ A8 FMEZSER WorkSpaces £33
waRI1/,

3. EHELENILE FMXEAMAR , SUFERE Internet RUREIEE1Z NAT Mk, XELNILE T
MR RRKRBI AT A Internet BE. BXRUMHFHEREMRE FRXBKNER , BXXEERKH
G

BRAZREHNEBRMRE (AL HTTP K )

WorkSpaces R£ 3 SER TP WHEMZRBEREATE NAT RXWFAEFM | XA S0
WAOH Internet MIFABRNE. BEXEZELR , S H the section called “SEHFZRFIH Internet X 5
(HFE )" B2, BAREZEEMFEA Web RERZHIM WorkSpaces T2 3 ¥ 251717 I BB M #Y H 1k
BE, fln , WREFER Web REERNEBRMNETF, , M A RERFERZSES |, Fl0EE LiF5
RMARTE, XEAUBSEARMEFLEHEANERR (HINMRLREERN ) REDTREAEH
REMEMHEE, XTELRAG , BB REELER Web RKEIHRINFABAR,

BORELRTBERERR LIENRENRG LEERERE, B2 , MRELERHIER (Hlw,
ZRAPEANEERTEADLAEREEN )  IENREFTZEEELRENBREG , XRSTRHK
. f&BI WorkSpaces Z& X85 , LA LAEA Web XIS AEM Chrome BURKIZFENREBIRE.,
R, BAILLHR WorkSpaces R EEFIRE HTTP HIGRE,

IR ARETHENH VPC RERE, REMRAERETHIEHTTP £ Squid. RAJE , EE
Fl WorkSpaces &£ % 2871% B WorkSpaces Z£2 X KERTFEEN EZEIREBRKR. BXESZ(E
B, BEZHmMREERE AR L MARMIEINsER Hih VPC RIE,

LR RN BRME T AT 4L -

o —MHERE , SFE—HBHEMEY Amazon EC2 26| , MK ABHERITEE. REXMLTA
BFWHF , SOKAEMMARM P, Hibeq] AR ERM,
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https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/

Amazon WorkSpaces &£ % 8% EEER

- EBRFAE FM WorkSpaces WEZERKEEITF. BEELE NAT MxENRZAEBRMIZEA, M
&, BB BRI RE , WMEFMEERNRERH BT HILRE, NREEFHAECHRE , I
WorkSpaces Z£ 3 B2 FHNIREFEZELL

£ 37

LT RERN VPC AR EBIREMN RHl. Amazon EC2 REXRFIN T AFEFMA |, H5HM IP X
B, Req AR ERMN, MEnfiigfsRit® —4 auto Scaling REXH, XAIHERAESLA
AR R, AENZAEHEEHREEMERR , WA WorkSpaces T2 R MRS EEA,
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Internet

ELE] AWS Cloud

= @

Internet Gateway

Internet Traffic=—-

 §El Public subnet 1 : ;
E ---------- I-I-I-I-I---------------E ------ —ITE— ----- E- -------------- ;; -I-I ---------- E
: e : : b :
3 - t Auto Scaling - -
L TTTTT E group ! TTTTT E
Proxy instance ; a0\ ! Proxy ffistance
{ - [E— ' e l— :
: ' a) :
! ' Network | :
- . Load Balancer . [ :
! [Jj Private subnet 1 ’ L ELI Private subnet 1 ’
i WorkSpaces Web ; i WorkSpaces Web ;

Session 1 ! : Session 2

FREM
EITia e, BlEAELT RREAH

- BEE-IELBEN VPC , HLBFRNARB Mo A ESNMTAKX (AZ), BXUARE VPC
BENEZEE , HZHEEIA VPC,
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o BMEE—NTLUM WorkSpaces ZE£ X BESSEMENAE FRIF RN ENMEBLRT X (Hla,
WM& 1519 H28 DNS B ) . MREEFEANENRE , FRRCEE —NMNUUNEHFAE FRG

Al EY & 8w T Ko

71 WorkSpaces T4 W 251RE HTTP HtCIE

EH WorkSpaces Z£ X WERE HTTP HItRE | BIRBUT S RIRE,
1. EFRAIHEREIBREN VPC , BB EEEAFH B AENARMIEINEERN HE VPC £
IR SR ATIRAE,

a. BB “RE (—XHIRE )" PSS BN CloudFormationtERZFBEBMIKF ., BFH L ERIEH
# VPC M FM 4R CloudFormation #ixRS ¥,

b. BTG , #ZF CloudFormation i tHS3 “OutboundProxyig #lOutboundProxyif 1", X 2 &
B R DNS B# MR O,

c. IREBEAXWEHCHNRE , BHS I BRHAFEANREN DNS BFFiwO,
2. 7t WorkSpaces Z£ X MR GI&H , mBFENIF , AREERE.
a. EMZEZFACEF , EFENHRKEN VPC MFAE FM,

b. ERBIRED , FH JSON HEIFIMELT ProxySettingsZk B, iZProxyServer =M N HE
#) DNS Z#Miw O, HXx ProxySettings REEMWEZFMER , i5SProxySettings.

{
"chromePolicies":
{
"ProxySettings": {
"value": {
"ProxyMode": "fixed_servers",

"ProxyServer": "OutboundProxylLoadBalancer-0a01409a46943c47.elb.us-
west-2.amazonaws.com:3128",

"ProxyBypassList": "https://www.examplel.com,https://
www.example2.com,https://internalsite/"

}
}I

}

3. E&H WorkSpaces Z£ M LEF , BFEFRREZRAT Chrome i&E&E Chrome EAEER
RENREBIRE
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https://chromeenterprise.google/policies/#ProxySettings
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4. i1E chrome: //policy  Chrome B &+ , BWIAZBEEER.

5. WIERH WorkSpaces 2R KR SERB AR E NAT MAMNBER FTRIMNEERKMNAR., &
CloudWatch &R , MIERAIEFR T Squid RETER A&,

R HEBR

R Fl Chrome BUR/E , MR EH WorkSpaces ZE N MES X FMALEHRERN , BREBUTIR
2R R R IEHY R R

o WIERAE LM WorkSpaces T2 e TFAIEMAE FMIFRAELETR. Akt , BEALE
FRAP6IE - EC2 354l , RENRFE EC2 XHIEREBLRIHT SHNEE,

- RIFRERSALILRIEERM,

 I®F Chrome HBUER R B IEH,

« BWIAFKBEProxyServerFERMELLT# L : <Proxy DNS name>:<Proxy port>. Hi
Khttps://HPFRMEhttp://Ho

 7£ WorkSpaces Z£ |8 XiEH , A Chrome S#1ZE chrome: //BUE |, HHERZ
ProxySettings IR E B IR Ao

VPC iR BEW
ATRWTHBEER L ARLEE VPC,
VPC B/ EE

- BREN VPC BERUXERT BER,

- W{RIEM WorkSpaces RN WMERARSEA ( LA ARE ) AR ENTHAER. EERRESHE
g, AR RS PREIEE A , MikR : hitps://console.aws.amazon.com/servicequotas/ <2k
1A WorkSpaces Z£ X MR EFME R , S Hthe section called “EIE [ TP RS BELE,

« MREUNNERLFREEENBENR , RNBWEELB FHPEETH NAT MXH VPC,

EMEMEERN

- EEEHE , 8 WorkSpaces T2 R 1EEFEEH 2K elastic network 0, WorkSpaces
Secure Browser B2 E MM EED (ENI) MESKIIFIENRERBTE—H#Z, MABERLT , 840
XK ENI BR#I% 5000, BEXEZER , BSRNEED,
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ERNBEREEE (FNMBTIHARRRE ) AXNBER , FERBRERETRFEN ENIHE, &
TEVER ENI RFIRIFEERN Web NP EBENRAFREARGIHES TZRS.

EiL

- EHEIET KBAFAENITRIN , EidME , /1 WorkSpaces Z2H BBFAEHNEERECEHE TH
M —FFim P ik, Eitt , FRERBNEF K IP it ZZ BN K/DRE T Al B #ITRESEN
%Fﬁ%o

s RNBUWEAATEBE K IP it BN FREREES N TN , LBANTHENREAHXBFE.
WA, EERAMBAAL IP b RENFTHNIE R, BXREZER , BSHEXN IPv4 B VPC #F M
KNFE,

s HTFUAMNTEAENEZR , BINBWEEMEXEH WorkSpaces Z& il s X HFHNE/ M —
AAXHEREE—NFMN. BXEZEER |, EZSH the section called “BIZEFMELE# VPC”,

- FRKRABEIENFMUR Web B FREF PRI 7 R

ogcat’i|
- ERZSEMERN VPC REFTA L RIEH,

& T&1 VPC MR 2 4A R ¥ &#2 %] WorkSpaces 23 2R A Z RSS615 Web AREFFIEH
M B RFNMNERE. BRESERMET I Web KR AT FE RS R TR R,

XEFWATARX

HIEBIEB AT WorkSpaces Z£ 3 MR EIFABE R (VPC) it , &8 VPC W F MU T &S
WorkSpaces Z£FRBENXFBHNW AR ATAXF, JRAXRHEIRITH TURE M7 AXNSENT
BuE. BIEMIATARANSES , BURPEHNNARFIZE —VERENE TN, BN FW
LMLV T—NMNITAXKZA , TEBBZSANATAX, BMNEBEVUENMEXERESNZZIHNTAX
BE—NFM , USRI E AWM

AAXBEXEARBERE - N EZRFREFRT ; FlM0 , us-east-1la. NERERSEIXENE A
X, BAVE A XGRS B EN AWS IKFHEFR. Sl | 88 us-east-1a KW ITHKX AWS
ABES5 % — us-east-1a lKF K AWS A fE[R—{LiE,

EBEKFHATHARX , B4R AZID ( TRAXEE—, —BWFRRE ) . Al , usel-az2=2
Zus-east-1XEMWAAKX ID , e&EEN AWS IKF FRZEEHEE.
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BEEEAZID, BULUBEE—NMNKFANEREN TS —1MNKFHPHERAIENMNE, fla , MRS
EAZID A usel-az2 WATARHFES—NMNEkFHE—NFM |, IIFE AZID 189 usel-az2 WATAKX
FiZKFPEFERAX—FM, 81 VPC MFME AZ ID 98 R¥E Amazon VPC #2#| & F,

WorkSpaces £ R MR EFNM R XFXENTHXEN FEFAR, TRIE T HNMXEFETLE
AWTAKX ID 3k, EEEFLEK/HAAKX ID BTAXKRS , 56 (AWS RAM AF#ERE) #F
Y SERY R IREY AZ D,

X i34 #5 XA 5B X#EH AZ ID
EERZ (FFRILMILE ) us-east-1 usel-azl, usel-az2, usel-

az4,usel-azb, usel-az6

ZEEI (HBREXM ) us-west-2 usw2-azl, usw2-az2, usw2-
az3

AKX (&X) ap-south-1 apsl-azl, apsl-az3

WA#X (BR) ap-northeast-2 apne2-azl , apne2-az2 ,
apne2-az3

MU A M X (703 ) ap-southeast-1 apsel-azl , apsel-az2 ,
apsel-az3

TA#X (FE ) ap-southeast-2 apse2-azl , apse2-az2 ,
apse2-az3

TWA#X (FRR) ap-northeast-1 apnel-azl , apnel-az2 ,
apnel-az4

MEX (FE) ca-central-1 cacl-azl, cacl-az2, cacl-
az4h

ROt X (EZRE) eu-central-1 eucl-az2, eucl-az2, eucl-
az3

Bt X ( BIR=) eu-west-1 euwl-azl, euwl-az2, euwl-
az3

Rt X (23 ) eu-west-2 euw2-azl, euw2-az2
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BEXAAXMITAX IDWEZELR , i3 Amazon EC2 AFEMBHXE, AJA XM X1,

VPC #E#

B WorkSpaces Secure Browser AR f#HE —NERAMNEED , ZEOTRESEN VPC
NRRIERE , RIRE THEHE NAT FXBFAE FM , NEAEEE Internet,

ZEHE Internet , L TFIRALMEN B BT . IREGEEAEIBANTL2EATAELRES ,
FEFHRNLEFNRAN, BXESZEE , BERZEEHAN,

® Note
XEATHORE.

- TCP 80 (HTTP)
- TCP 443 (HTTPS)
- UDP 8433

EFIRPER

WorkSpaces RN BHREENBI LAHEENEHEREAEE, FSEERMEETEXNAFRH#ITEH
I UE H 3+ WorkSpaces Z£ 3l 2512 1 TRFEMNMEZ R, ERTILKRE , B4R TFRTFREH 5
HEvsE,

LTEBREFXMMEBAAF S WorkSpaces 24 MBS EREMNES,
FB

o IP b3t Fiw A EsR

o RIFRYIE

IP $th3ik Fim O ESR

E i/ A WorkSpaces Z£ 328356l , AR RZFFEBEI U THOM#THMGHR

. #0443 (TCP)
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« WA 443 AT EEA Internet Is AR A P RBERNREF 2B HTTPS BfE. BERBAT , IRE&
KAPERIALWMETERER S Web |, Nl Web B REERSBEABENEE—NMNRFEARKRAT
ARAERRE, BHLABRATFRERE R ZKO,

o i O AR Y 32 B B B9 PR EE S AR

« AWS L JSON X EKME X IP #utsE , I/ RIEM R CloudFront 5 AT sEf# T 258
B. BXRIATE json XMHHEFYIEENER , BSH AWS IP #iisEl, & , IRE
IETEE R AWS Tools for Windows PowerShell , U 7] LA f5E F§ Get-AWSPubliclpAddressRange
PowerShellis S RIMERINES. BXEZER , BSHEH AWSHAHE IP #hitSTHE,

- (W& ) %0 53 (UDP)
- w0 53 ATFAFIEZHE DNS RSB AES.
« MREFEER DNS RS|[FITHBFEN , Wkbiw O R AHEA,
o Jbiw OB ERY DNS ARST2RRY IP abFF M, SAERFT B EE.

SEVFHY I

ATILAFREMNEAR U EIRBG RIS, ELFURLTERMNE R =R E RS RS LY 15
e L

ETRYP , ¥ {region} BRAEZEFP NP XEAE, Fl0, s3. XNTFEM ( BRZ ) #at#ns
##{region} .amazonaws.com R A s3.eu-west-1.amazonaws.com., BXXFGABHI|EK , HSH
Amazon WorkSpaces &2l 254 ik T R M EL# o

25 sk IP Mt

WorkSpaces &4 K ¥ 25 TR IR A %5 7= s3.{region}.amazonaws.com
s3.amazonaws.com
appstream2.{region}.aws.amazon.com
*.amazonappstream.com
*.shortbread.aws.dev

WorkSpaces R4 3| S BF g 5 7= *.workspaces-web.com

di5ry4hb4263e.cloudfront.net
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33l B 1P ik
WorkSpaces &£l ¥ 85 & 9 1 F * auth.{region}.amazoncognito.com
cognito-identity.{ region}.amazonaws.com
cognito-idp.{region}.amazonaws.com
*.cloudfront.net

WorkSpaces &£l eS8 MR & * execute-api.{region}.amazonaws.com

unagi-na.amazon.com

RELZRENSHREME  SUEEEEATIILEETH., EF IdP X , BEZTEA T L
tbi9 & F BE1E WorkSpaces téﬂﬂﬁ%ﬁﬁﬁﬁ ZIRME, NMREEANZ IAM Identity Center |, 55
IAM Identity Center EREZHRTHREZEL.
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WorkSpaces Z£ 3l iigg Al’]

BT S ERAIZE WorkSpaces Z2XBEFTF , AR FAFPEITEN K[ HEANEBMILF SaaS
Mut, &AM R0 X8 BN K P 82— Web 75,

(® Note

ERBRSSNIFNRE , FRAXGAR , ARAEH AWS K/ SHUEHF. ERFNI
FEHEUR AWS X1,

£/ Web N eIEZE S, EEBERES 58, MNP ENEIRSKESEE 15 %,

REF M TAWEYEMFEA. WorkSpaces Secure Browser AR A iZ RS 8 A 7 124 pay-as-
you-goEM , LIFEERNAENE., TEMAREA. WHERKHITHE,

/A Important

EFFR 2B, BARTHE Web MRS EXREHS, BX Web TP ERZUENESEFEER | iF
2 #1R B WorkSpaces &£ 3 K 28,

£

« S AIE Web 17

- H&] 2 JREH Web [TF
- S| 3. D EREH Web [F

- BESR

S BlE Web [

BRIBUTSEREIEZE Web 1,

&
- BEMKIRE
- BENFRE
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- BRERAFRE

- BESHRHEE

- WRAE

BB M KR E
1. $TF WorkSpaces Z£ X K a5#2H|A , Mk 7 https://console.aws.amazon.com/workspaces-web/
home,

2. R EEWorkSpaces ZE X KEEF. Web 17, REERZFBIE Web 117,
3. EFR1 EEMBEEREL , TEUA TSR, FEN VPC EZETEMN Web 17 HBLEERY
VPC F+M,
1. ETHBMEFE , BERELFEAFET WorkSpaces Z£ X 214 RINAARHEXH VPC,
2. ERBZ INMNFEUTERNBEFN, BXEZER , BSH NEMiAE,
- BRIIEREDANLEFRIBEQIRITF,

- AR Web NMFHNSATAY , BINBWEE VPC WE-—TRAXARKEABENLE T
Mo

3. kR L2 4H,

BREMNFIRE
ESR2: BB Web TFREAEL , REU TSR UAELAFBHLERONKER.

1. E Web NP FAFETHERERP , 1A Web [T R ARSI #Ro

2. TERGEEAT  WNTHE2AIEZFEN Web ITPHIEFIRE, RE, GATIFPRENSEARH LA
FPLEBR. BXEZEER , 55 the section called “B I | W RS ELE,

(® Note

EREFMNEPIRBEFERENMNAERAFPNTER, BXEZEE , i5ZH Amazon
WorkSpaces R£ X HEEN -

3. EAFFREBEICETH Kinesis 7 ID A, R EERHIELIEZIH Amazon Kinesis # &R
BEXEZEER |, 13 the section called “i&E A A iFE BEIZFE

4. HERBRE T , TRATERE:
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o WFRBGIET | EROMLRERT JSON XHLEE, 4 —IJ«X{EFEEEH Fh LSRR Web 7]
FHRBEEFMAEE. BEXEZEE |, i85 the section called “i% & = 4m 55 8BV X MBS R
B,

« WorkSpaces Z£ 3 2 BIEX Chrome IR S, BuLlEA TR REESHF o)
AR XHRFMANEIRREE, &0 LRSS 1E{E — IR0z 8§03,

- FERRBXHR , JRERSEPEIXHPHTAKE, B SR EEANEBSEY R
BTSRRI, 24487 JSON XHHHET JSON R THH 7 BT A E R ML REIS R
BHERR, ENXERBHTENR , DAFHINEBH#ITHRE.

(A& ) ¥ FREF URL- Ak, MARERAFBIRN KRN ETNETNE, BN VPC M5
I URL B R EREE.

« EBRYERALERNKENALICFEMER , SEERF 2 ERETTERRAX LR

® Note

AR AT iH A Y URL B ZRFHF'HH'JI‘?/XIJ mES iRk ZAARIM URL L EICEKER,
BRI EFRIEEDR, EXEZEELR , 12 the section called “i& & A iHE BEICFE

- EURLITET , B BRERFESEHRRATLILRIBL URL, BXEZEER , BSH the
section called “i¥ & URL i€,

(AL ) N THRER[PL - AL, NEFAPEWALFTERFEENRRPEINERS
Fr. BIMIXHER, RE , EEMIBL.

® Note
BRI KEHFPHENBHIEFE,
f£ Chrome # , AF A UERITELHNEENPIXHXIHRIEBEEN B,

(AIE ) NP RIFRE. ERMERRERERITFEREN AWS iR, FREHBHNTEE
AR, FEET P EIREREK,

5 T IPFEERFI(AIE) T , EBRRERENAEMNENIFR, BXRELEEL , B2 H the section
called “iZ & IP T RI1#EH ( A[I%E ) 7

6. EET—HUME,

REFIEE 26



Amazon WorkSpaces &£ % 8% EEER

[

B FiRE

ESR3 EEAFRERNE L , TRATER , SUERENA P ESE R 7] SUNTTERS A= 17 = 5
Ehre  RRGEET—F .

1.

o & 0N

FNFRAPNRE , BERERERAE BRI B, BXEZELR | BSH the section called “F &£
REXVE (&)

X T EIGRNER , FRFEECEAHERE M.
EXfrEmT R EZEAREEA.
TR AT |, EERLTFHF W
NTRAFSEFEFEAEE  BEUATHER :

« X¥F Disconnect timeout in minutes (MiFFE#EHER (Z8)) , BEARERAMTEEERNEH
S2ERFFEHRSHETE., WRELNBEEBEALIEZHAIFNEPHNERES , ARZERE
FEEIRERE , MTEZIEE—P2F, B, B -2 |, EEIE
HIRE B,

WMRAFERRE , NFERBENTER, REMBLRTIAFREFEMAITIFHX , AR
BT REPIaviERE, AP EEERRKAIBEAIL L,

« X F Idle disconnect timeout in minutes (ZE AT EEEER (248)) , BEBERFPESHRNEE
2EWTFFERELLN Disconnect timeout in minutes (BT FFIEZBET (2-4P)) B 18] (8] BR FF 2R 2 &1 7] BA
RFzZ=W (IEES ) RSWETE,. ERTATRESRSMEFERE2E , AP FRIEERH, £
Disconnect timeout in minutes (K iEZE AT (28)) FIEENBEIEREE A28 , WRMI1ZE
REMEZIRNEHSE , USFMAIDERZTIUFINEE, BN , LB M HaE | E
BRI, MBRNZEREN O, WZEAZE, NMRZEATZE, UF2BHTLATRE
RS EERA,,

® Note
MRAFERNGRSFHRFLERRESIBERGA , IFEARILTZRRE,
XHLEEMTE, SMEmA, SNRAHUARGEERTFSRAFENZRMS. £ Ide
disconnect timeout in minutes (Z B FFEZER (9 48)) FHNERREEZE , MR
AP TFZRME |, N[t T iERE,
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BRESORME

ERUTSREE SR S RS (1dP).

EL

- REHHRRHERE

- BREFESHRIERE

- BB IAM S50 5 HRUFKE
- BUSRRHERE

EESHREARRE

WorkSpaces Z£ MR EFH M H A RIUIRTE : FHEFHBRIEFMAWS IAM Identity Center, &AL
ERESFNRMETELEREATIIFNEMRIERE,

o SFFRHER (BRINETT ) |, BFEMNE=H SAML 2.0 SR ( Hla0 Okta | Ping ) EESE/
TPBE. BEXEZELR |, B3 7 the section called “ELEir BN IIUFRE”, frHERBELTIFESP B
1 IDP F3h i & BRI RE,

« XFIAM S H0 ( SRED ) , BE IAM FHPLEENTFRERE. EEALSARIEXRR &
B IAM B4 H 0 F WorkSpaces X BEFIIF AT FR—KE AWS XiEl, BXEZELE , B
2 the section called ‘Bl & IAM &3 /0 B IUER A",

BoE bR A S IR UESR R

N TFFRAERR (BRIA ) |, BRENE = SAML 2.0 B4R ( a0 Okta = Ping ) BESEN] B

A
Ro

¥R B 2 B A LA #F service-provider-initiated ( E SAM & #2HY ) H identity-provider-initiated ( IdP
KK ) BRRE , AXEES SAML 2.0 FEH IdP HEFRE,

S 1. FFIARTE WorkSpaces Z& | 28 LBl E K 5 B IR A4Lrs
SERATHSERREERN B IR

1. BRIZRSHNEESMREENE L , BERE,
2. 1% “FERE IdP #ER”,
3. T8 SP n#FEXH , AFREFZAN T BIBENET L T TR
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- MR SP ABHFEXHTA , BFEBRTHABFEXHUTHRSFRMRE (SP) THIEXH , REET
— S HPRFREFTHBIE S LEZEEN P, &N , AFRFEEE R,

- MREHIRMERLLE SP TBEBEXH , BFamATHEE,

4. 1£ ‘% SAML B FEKH" T | 7£ SP XM IDP X&H SAML M5 2 BI# TR , EMNE SP X

H2H SAML W E Z RI#ITER,

- SP X&EH IDP XKiEH SAML S AFENIIFA X FXAMERBNETIRE. XiFIdP BaIHR
ENNPATZERS EMREKXFETREN SAML IS , mMEAERAFABEIHRIIF URL B3
2%,

o EIFLLET A AT FEZRELFERD IDP XEH SAML #iS.

o WETERE SAML 2.0 S RUEBEFPEEBRIAPLRS. BHTFPHPRLRSSH
LFEFAES IdP BaH SAML BXT , RELEALUFEMNTH SP ifE x4+ E
#l, <md:IdPInitRelayState>

- B
« LTRAMRSHWHERN . redirect_uri=https%3A%2F%2Fportal-id.workspaces-
web.com

%2Fsso&response_type=code&client_id=lexample23456789&identity_provider=Ex
Identity-Provider

o MREMN SP TBBEXHHEFIHMILIZE , FHRENRRamp; H& &amp; 22— XML
U FR
« kR SP B3IHI SAML B S |, 17X EIE SP BN EFRE, HIETUIFIESL IDP £E2NE
FKRAPARZIFERH SAML Hi S,

(® Note
REE=7 IdPs A EBIZEEN SAML MRAERF , ZNARFALARIA SP BaIHRE
Rt IDP B3 HHRIEAR. Hl0 , BS A Okta PENAERF

5 ERRBERAMZRMUEHEE SAML iR, SP BIIH B HRIE A FER IdP Wi & 410U E R
REAEXRABNF , NMPRLEEZHEME=51FR,

a. FRERESITR LESIEN 0P, MENEEEHTHT RN,
b. T4 0P R EAAEHER. BIE P W , EHTEEEHRTE.
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® Note
RSA-SHA256 M — X FHERMEIANBERZE &L,

6. RRRBEFH “TSEMFN SAML S, XA WFENRBEW IdP 9 SAML B S#HTINE, ©
ARG IEBIRTE IdP ML 23 a2 [EHY SAML i S P ##E 8. WorkSpaces

(® Note

LS RAPZEMFLESR, SREENNFEIECE. B3N/ E , THNREEHAREL
ZREEN IdP, RJF , BB IdP FEAMS NF ( BMAEEMTRE , E4BURT IdP,

7. ERRBERR ‘BRUEH ., EREHATENRAAFER —MREEBEH IdP WorkSpaces #
RERNHB/RE,

a. M\ WorkSpaces 23| 28 TRHERIEFHFE LEFEN IdP, XEL-THATHEREEN
LRUEHHE.

b. EAEREHFESRE SAML 2.0 SO RMUEPEESL [FH UR L, BAILERSS
MRS IR MR (SP) FAGE-ERENTHEETRETFHESUESH URL , AT M
T<md:SinglelLogoutService>}# SP THFEXHFHHK R,

c. £ IdP HE AR RIEH. BIE IdP AR , BMAIERLBAMTE,
FR]2: ZEECH IdP LtEEZN S HRHERS
FEIERYR B AT T — AR+, AfE , NEMN IdP TR THIR
1. FHERTT P T AR R E SAML 1dP,

FEE L -SSP THMN SP THFE X LAREN 1dP , REFABFEEF AR dP WIERF
B, RERHET T L&,

WEENAT EREEEm R, BXUMAEIFEMEERNNE dP BRENEE , BEFENIER
HEHY ST HY, the section called “E{&xIES IdPs”

2. WIAEH S AML BT S RYEFF ID,

HRIRE SAML IdP A A F B Fi 4 FER1E R SAML B S F# namelD. NamelD F1 5 F 87 #Hp
HHRTEFPE—RREHN SAMLBREAF, EAKXKAMRN SAML BF5 ID %3,

3. Wik : 7y IDP B3hHY & B RUEE & IR
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MREELE—FSHIERTES SP XiEM IdP XN SAML i E , BRENISR 2 PHTRAIEN
IdP BRI iR BERIAPHIRA . the section called “F% 1 : FFIATE WorkSpaces Z < ¥ 85 F B
BEN S HRER”

4. Wik BEBEREE, IREGEL—SHEROZRHEEEE SAML BXR , BREBHISER 3 PHD
B ZRUEP L f&the section called “S %R 1 : FF#HTE WorkSpaces Z2 R iEE LR EZN S HRE
EEIEH 1dP HEABERER. LA IdPs ( Hlf0 Okta ) ATREEELM Name ID B F “KR” £
BFREFEABERES, BFLRB ERSRIFIAZH SAML BT SH Nam elD,

5. Wik : BEEMS ME., NREEFERMERERENE SAML TS |, BFRFCETK , RE
RETH “LETHE PSR 4 MBS &R (dP H 5 AS E.

6. ik BEX UM, WRBEREQUEHE , BRENDR 5 PHTRFZRIES Efthe section
called “F ¥ 1 : FFIR1E WorkSpaces Z2 x| W25 LBl B R 5 M IR U M IdP , HE# U
URL , REE A& EH.

7. 18 1dP F A P& F B WorkSpaces &4 X ¥ 25 19 17 B X BR o
8. M\ IdP TEHRBER IR M4, BF/ET — T[T IE L& F WorkSpaces Z£ 3 K85,

S 3 . £ WorkSpaces £ X s LR B RIRHENE E

IR[E WorkSpaces Z£ I MeREHA. ZOEOSHEESMRAERNEL , £ IdP THIET , L&
THE R AREEE 1dP B THIE URL, NP ERZK IdP FREX L THIEREILE T,

1. ELETBEXH , BE IdP THEXHET , ERER XM, LEEEL -SSP THRN XML BXH
IdP JTEUHE S

2. EFATHIE URL , BRiEZE L —THRIRERN IdP HIREVHE Tt #IE URL., IR[E WorkSpaces &
EFNER[EHE , £ IdP THIE URL T, WAEM IdP ZREBH TEHIE URL,

3. TERJE , & Next o

4. WTERAT "BRWREHERANE SAML iiS" E&BF , BFEMNFT IdP FHEEED T
INEEH FRFH EEBERY 1dP. AJT , IRATERE B A ZED,

® Note
WorkSpaces Z£ X B ERTE IdP iR EH SAML B E FRREFIEEFBH B ID, B
IdP AT LAEZ Bl X LM S, MRXLEMATMEFEY , BHAFPFEEZSR Web 117 H#
B3l &iE,
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WorkSpaces Z£ WS ER7E SAML MR A BEUTHEH, &R EA<Your SP Entity
ID><Your SP ACS URL>BEX#Z#IA 5 CLI NP BRSREFFAGER A BTFEHFE
BMERK,

« —IfiAudienceRestrictionFHB , HAudienceEF&EH) SP 354K ID & E N WK B
*’]_‘o @Jﬂﬂ .

<saml:AudienceRestriction>
<saml:Audience><Your SP Entity ID></saml:Audience>
</saml:AudienceRestriction>

« —Ij Response =83 | EHFE SAML 53K ID #9 InResponseTo B, #ii0 :

<samlp:Response ... InResponseTo="<originalSAMLrequestId>">

« —ISubjectConfirmationData®k s , HRecipientfER¥RHY SP ACS M1t ,
HInResponseToEER#H SAML R4S HIEHE., Hla0

<saml:SubjectConfirmation>
<saml:SubjectConfirmationData ...
Recipient="<Your SP ACS URL>"
InResponseTo="<originalSAMLrequestId>"
/>

</saml:SubjectConfirmation>
WorkSpaces Z£ 3 K2R 2 BIE BB RS SAML iS5 . XF IDP Ki#2H SAML M
= |, BB RN IFEAEEMFAEIILR HTTP POST ERIEXHHIRelayStateS ., &
RIEEXABERK SAML B SHERSE, SAMLResponseIREBELHITT L—Hig
£, MIREBLNZEFE.
LU 2 IDP X2 SAML 2 RHIPOSTIE X,

SAMLResponse=<Baseb4-encoded SAML assertion>&RelayState=<RelayState>

B51E% 1dPs

NBREBEETFH SAML Bk4E |, BRI TEEELUEREVE A 1dPs3 Y,
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IAM
Identity
Center

BE IAM SR 0S0RIERE

XTF IAM SR FORE (&FE ) , BULR IAM SHFOEENTTFE

SAML i HAFER IDP k2K #EREZR WS R
BFRE BRI
B3 SAML AP emE N NRARF NRAREF NRARF
NARFE £ ES £ ES ERES ERES
24 SAML FE& SAML FE SAML FE SAML FE
SE SE SE SE
PIEBECHW REAT: AU NA SAMLIER EEM B UE
NRAREF SIEMOE REBFEEHAE ZXRRIr &% Entra SAML tHi%
P ik P REF SAML ©h#
Wil SAML AR B A IDP RAeWlEEE HDURESR SAML 2.0
NARRF KB Qg g PingOne B RS
SSO PingOne S ?
R & F
SAML BE FHAPF SAML BE SAML BE SAMLHEE SAMLHBE
N EEES winE ¢ N EERS NERERS NEHEES NE#ERR
(E%R) Onelogin (&%) (54%) (&R ) (B%)
(4266907) Fzh” (4266907)  (4266907)  (4266907)  (4266907)
BREBIRE BREIRE RERB TEH TEH TEH
CH SAML 8 SAML =/ SAML
20 AR 20NAE 20NARE
F F F
PaN

B, FiEFRLLIEDT

=]

o ABHEUTRHERTE

o W IAM B OMEE AWS IKF 5 AWS XiF &8 Web (17 MisMEE,
- MREIEHEAEA AWS Organizations , MR RIEFEANREEKF,

BEESHRHEE

33


https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-enforce-signed-saml-authentication
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-enforce-signed-saml-authentication
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/howto-saml-token-encryption?tabs=azure-portal
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://learn.microsoft.com/en-us/entra/identity-platform/single-sign-out-saml-protocol
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app
https://docs.pingidentity.com/r/en-us/pingone/p1_c_aboutusers
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/pingone/pingone_configuring_the_oidc_application
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://docs.pingidentity.com/r/en-us/solution-guides/htg_config_authn_req_sign_p14e
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://support.pingidentity.com/s/article/Does-PingOne-support-encryption
https://docs.pingidentity.com/r/en-us/pingone/pingone_c_saml_2-0_slo?tocId=aKUl0dlpyVDVw3PJmLIGGg
https://docs.pingidentity.com/r/en-us/pingone/pingone_c_saml_2-0_slo?tocId=aKUl0dlpyVDVw3PJmLIGGg
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://www.onelogin.com/getting-started/free-trial-plan/add-users-manually
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://support.onelogin.com/kb/4266907/saml-custom-connector-advanced
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-setup.html#customermanagedapps-set-up-your-own-app-saml2

Amazon WorkSpaces &£ % 8% EEER

EOEXA IAM SRS MR Web [P 281 , DT IAM 47 H /MR E R Id IR AR,
BREZEER |, BZH IAM Identity Center FRIENAESZ A, & , BRI LUFER SAML 2.0 IdP #E
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A AT D BELLIER Web [T/,

MREEZLTEMEA IAM Identity Center , AT LAIERR IAM Identity Center fERIRERGRE | ARABERU
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(® Note

EFEALEMRRIEER | £ IAM B0 R OB SER WorkSpaces 2RI KEBFITT 4T
AWS XiF #HE AWS Ik~ FAERNMZE. MREHN IAM F4 R0 T 200 AWS IKF =
AWS X1 , B BNESHRIERBENHARTIRIE, BXEZELR |, S A the section
called ‘Bt EAR A F B IUFRA",

MREEZMEA AWS Organizations , M| RAEEFE A EEIKF 0122 5 1AM Identity Center 5K
WorkSpaces R£ X 58517,

££4 |1AM Identity Center $12 Web [/

BSR4 BESMHRMUFNIFAIBERES |, EZEAWS IAM Identity Center.

EEFE BREFER IAM B4 H07,

ErBRAFPMBEATEL  EERAFF/SEFLETF,

ERERMEIFN AP A EZ O EIEE,

BB fE , EBXBAA P A LUEAE 1AM Identity Center i 72 & M3 & % WorkSpaces &%
YR

o K~ w0 Dd =

££4 1AM Identity Center BB &K Web 7] /°

1. BIEFE , B4 IAM ldentity Center ###lAhENEREBN N BREFYIH,

2. EVRLNARFNEE  FEMNEFERNARRF , AREREHEEN Web TP ERBHT
BEHNEEENARERF.

@ Note

MBREERMAE RERN , MEHRERITFH GUID, GUID 22/ Web 1P iw s URL
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mIAE Web PR IMEAMA - F4HE

1. 3TFF WorkSpaces Z£ X ¥ 8842 %] & , Mk Fhttps://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. 1% “WorkSpaces T2 KEEF". “TFME” , EFREHN Web 117, REER “RE"
3. EERBMREHERENIEHMASMEA, Fita , SR LLNAFR FERMEEH Web (717,

® Note

BT EM |IAM Identity Center #Z2HI A RMAF KA, EATM WorkSpaces TE X K251
F Y458 T EHRAT IR AF,

ERRBERIFMUGR A - MEFA

BELER ‘S ENRAF RIEFRANBERERTINERAFCNLEARFNHRNER, AXE
ZER  BERAEEXNNAEF T HRER,

® Note

BT ETE S WorkSpaces ecure BrowserPortal 4R R E A EE S MBRA -~ MEH, B4
M IAM Identity Center 2 &I & 0 w5 TWEHITILIRE,

Ed s nRHEERE
HRBUT SR E R0 5 HRIERE

« EMNIAM BRAHROLOERNIRERN |, iBRBHRNSRIREhe section called “Bi EirE B A IIFIRA”,
s ENRESHBHROERN IAM BHARL |, BERBAN DS ERIEEthe section called “BLiE IAM 55 H 0

SORIERA,

NEMREBRENERSZSAREE 15 28 eHE , A RTSBAFLUEEERITHRE.

&R LB AWS CloudTrail EUpdatePortal BHRER PN S HREBREEYR, ZXREES
HHEY SR A N A AT,
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CR%i=F

1. EHFRWS: EFENEIREL , EFEELEHN Web NP EENIRE, BALUERFE REWLERSD
PHIRE., BT UREBETZF A/ Web MNP R FERXERE,

2. ZRJE , EERED Web 77,

3. EEF Web 'FRVRE , F&EE Web 177, RBENTIF , RAREREFFMAESR

NFRERTIRSzZ— -

« FRE-Web NPNEBERDIFENFHREHEERE
« FE - Web TP EEXNHIRENAER,
« BUE - Web TP EHZRIG , ATHER.

4. BZEHF 1598, LENTFEREZIRS

S5 2 MiRIEH Web |5

B2 Web 17 fE , AL % WorkSpaces ZE X BEIR R , BREARHF —HXN BEEHOM,

R B M the section called “BiiE 1R E” FIXLSER | WIS AT  #FALE I 2 5&
E’g Web |\—‘|Flo

1. $TF WorkSpaces Z£ X B a2 H A , ML) hitps://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. & “WorkSpaces T2 %EaE". “TFME” , EFREN Web 17 , RFER ‘EFFHAER"
3. TEWeb [ TFIWAT , BEETFMIEE URL, Web NP RRREBHAFEFERANINTFRENS

BRREEZREFEHE Web NFHEAR. HIE Internet EAFFIRMA |, AIBRARZHME R,
4. 7 WorkSpaces ZE X WESEFXME L , FEEZR, SAML , REHR ALK SAML £,

5. HEFI “CHRFEREMEEF NEH , BH WorkSpaces Z2 X BRQEAN2E3N. BAXH
IR H It TH

6. Web XERE3 , ERENE3 URL URBEA KRR RERENEFAEETNH,
7. DE, ERUBEREESRE U= PR A URL RN K 2EEN ML,

I3 KR Web [T

HEERFIL AP REER WorkSpaces RN 25T , AT BIMM TR PR ITEER D R
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o FEWIFRME SAML RARFERX , FAFTUEZEMNE IdP B31&iE. B LUER IdP B3)
WERREEARFES SAML 2.0 57 HEM 1dP RERLIRE, BXEZEL , BSHEFH SP XEM
IDP & #2H SAML #fiS . the section called ‘L E/RES HRIUFREHE , BAUUMNE-IMEEN
SAML N FEF , BIFEA SP BaMRERIZM IDP BN S HRIEHR, BXEZER , S
eI EBENAREFERK.

« FiIF URL REEHAENNLY  AEEANKSEEEQNAFSISE Web (117,

- BEBFHAFEIF URL RIZAEWAF , IBATHERZEANKSENRBEEENIEE,

A& SRR

BIEE—NWeb /)G, BANEREEFARGE. FREFAESIMER Web 17, BRESZE
B, BEZH EEEMN Web 177,

AWS Ik = Al LAE B NE WorkSpaces T2 X Mg AWS X (it 58I — NI M, 84 Web
P A LABER X2k 25 NP ERE, EEMAEXREFRCENTIFHE K SBEXFIIFEEZH
k&% |, {55 Fthe section called “BIE| TP RS E
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EIEEH Web [/

RE Web [P JE , B NEFRRBERAER , WRTEFEZNF,T , BT BURFERER,

£}

- BE Web NP E¥AER

s Ym%E Web 1/

. HiBR Web [/

- BEEFNERSES

- BEIEFHREIUE SAML IdP % hE#Y B 18] 18] F
- REAFBAAFRIER

- RERRBEAN TSR
- BEBRAZRmESE (IME)
- BESIEARMAL

« RE IP 5 EIEG ()
- BRERBRYE (&)
« %E URL I8

BE Web N RARFER
&& Web 1 HIE 8

1. #TFF WorkSpaces Z£ X S gs#2Hl& , Mk Fhttps://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. & “WorkSpaces Z& XK. “I'TFRIL” | EFEH Web 1P, AREEF “EFFMAEE",

YmtE Web [P
458 Web [ 1/

1. $TF WorkSpaces Z£ X BaF1EH A , Mk A https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. 1%&$ “WorkSpaces Z& X", “ITFPRIL” | EFEH Web 17, AREEFE “RE”,

& Web MNP EAEE 38
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® Note

XMERERBHIRENERRVAERFABEEDINIF2E. AFSHfERE , S0E
MIERT T HEMTE, WHEMRRR, XAERNRIITNR A iR ZBNERMNE -1
MSBEFRER. AL TEIRSNSEFMITIERE, ERIEDFENRFEMT
ERNERIFT2E T Z B E R,

IER Web [T

fBR Web 7177

1. ¥TFF WorkSpaces Z£ X a2 HI A , Mk A https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. I%E$E “WorkSpaces Z& X H2R", “INTFMYY” | i&FEH Web 77, REIER “BIBR,

BEF RSB

FEEROIER AWS kP , BIN2B W BREARERIARSED (L HAEREH ) AWS BF. BEER
M HAEREFEERNMANRAS EXFEAMN, XHNEARETUAEENXEFIEN Web 17K
B, URBIMNXEHSHITASFRBE U FENRAHRSER. BN AWS 25|58 Service
Quotas T H 15 18 hnix LA 3,

TRIE T RIAR RS EF RS

AWS X K = R 89 RRIAEC 8 (=l
Web 7177 3
RAARSEB-IREQFEREN 25
BRARHARXER-FEMR. large 10
RAHRLER-F7 4 xlarge 5

IBR Web 157 39
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/A Important

RS ELE AWS Xif —REM—1, EBNMNEEELHIR AWS XiF (it |, BER L5 R I1E 8
RSB, EXESELR , F2 5 Amazon WorkSpaces £ X %M 85 4& w17 s M Bl & o

HREA RS R

1. ¥TFF AWS Support 2 &I R
2. EERARSREE

/A Important
WorkSpaces &£ 3 W87 RSB & — XA —MXiH, BXAEFEESTRNEN AWS
XS FEREARSES. BEXEZER , B5H AWS RFiKRo

3. HEMEARVIHERT , MAUTER :

o WREFEREM Web NANEE , BEEBLRREXE  HIFEEWN AWS Ik ID, SR EHE N
Web [7]F B9 X 33 DA K 37 #9 BR Hil{E
- MREBFEREMFAHRSTFR , FEEHRRER , HTEEW AWS 1K/ ID, EEZEMN
BAHXLTFERIXE, Web 77 ARN FETEIREIE,
4. (i) ZERMNERBEAZSANIRFSES , BEERFSTH— M RAGANIER , RAREEFERNS

— PN ER,
B iE 18 Inf& 3k 7]

P MiERZRSHEMBTIR, SNIFEREN SAML 2.0 S IRERSEBRMNAMEMFAE Web
BHMEEZZEBNKREK. 8NP AREERNIFXNERRBENRASRE  AEEERBESER
—XEESANIF AN FENAG, fln , S Lind A RBIFRIESREMERE (S, £AH
BUMEARFN S 1L 50 ) S EM MG RAR | ik B AEF#HTRUITRNER TIHRSEBERN, &
A SRR RAF QS AWS X, EEFHRRNRS ATRAM , BSREE X 28 AWS

B

HREFA RS RE

1. TEFFEXIITH S ervice Quotas T Ho
2. & Web I HE,
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3. EFEERFRABBERI
4. EEMEHE"T , WASEENEH LA,

TR DB A5 K 2R

BRAHRSCEGHR ATURBMNERITFNEAAFEE, IRREBREFAHRSEN RS EHR
&, WAPERRNARRRIAQEFTTH. RTEMLRSESN , FRELABERE VPC T
BRBH IP ZERIFRAFRRE,

ERBMEAHEZLSFER

1. EREXIHITF S ervice Quotas T Ho

2. NTFEEMPWEHIER  EBREMNAOWNRRHARSIER.
3. EEERFRBBFRI

4, FEEMNEHE T 6K WALEBRENEH LS,

(® Note
MEXIBEMFESEI , FEIEEM S ervice Quotas FEIEFZAE |, ERFRRAST
FRYEEEE | BEIENXERG , ARRMNEE , EhEEsEXENAMN/RHESEERN
BFHAEE, XEEEAUBBRSARBEERNVEEINSF , HBERANENKF 285 2%
NBEE,

R R

Pl RIREEREEXERS (HAFELILE ) NEHRE 125 MNHFEERN Web 17, EEIZ
Web TP 28l , EBERABESE -/ (N8 A) BXEF 100 MNAF. EAXLERFNRTERE
i, EEABEEMNFEE XL RARBERIFLQFEHR BN FHMATR LR, E= Web 17 (17
FB)RTEAHREZ 26 MNAFER , TRIBFBAREEET VPC FHENHEMI, EN 1A
Plat |, EEREESRAESKGIRBE AL A S,

XTI/ A, EBRAGTRRRSEFIEMBER , K XL ZHVREMIIAXE (B 5) & 100,
A, EEATUELRE Web MNP RSERE. WTI/7 B, BEERATTHEFRE INEHED 7T 4k :
At (R , BN ZXEAPREX GBI INEHN 25) o
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BERSEH

ERNEREEIMNXES BEEHKSHWIRSEE |, FZS6 S ervice Quotas T Ho,

H At AR 55 B 3

O LAEF Service Quotas T1H L5 HWEMEZI HERIZESE ., KLt , KZHEFLXIEE
PEERESGXLERI, XERETARD ARPRR - HEMLER,

NFHEHRH , YEEXIFHENRSEFIG NN |, ZEEREUEK—IFAMEN FRERBEN
i, XIF&MIE S ervice Quotas ME L, Bl , MREFRFGIFLEEM 3 -F) 5, Nx 5EEFH
APRENRSEINEZIMN 3 EMNE 5, ZuUBREEEEARESFHANUETN FER.

EROBERT , BFTELZTE NG DRERORBR LN A, fim , EBRTaAEHEM
FRRRENHE , N HHATFEE. F case-by-case RIFFE R I X LR S B R IEHITHEM
lﬁ)io

NTHEREH , TP R&EI A |, #HFTEFE Service Quotas FE RIVIEER &,

EHIEFWUE SAML IdP T h# /Y B[R] 8] bR

LA AR WorkSpaces 2RI, AT UERUBHEESE. RIFEMINETE 59
HEIER , BUENEFNEERTR. NTFAREFHEMRSE (dP) T , LMBERSER
élﬁE‘HE/TFHFﬁT)\ if, REEM AP SHRNAFSTRMARFE. BB, URZERESHRIE
(MFA , Wlik ) , THEBIIRALE. WRAFCKXKELERECH P HZR— IdP RPN ARF
45K SAML IdP T , NI F&ERMITREZEREIL,

MERAFMEARN SAML IdP 8 , Mit{1 AT LA WorkSpaces iR Z £ X K25, A LRI EHE
if SAML |dP = & FrE Rt ial Bl b,

P& T HWE SAML IdP 4 f& i vt ia) (8] F
1. &K SAML IdP 1R EE —iBiRE IdP BAIETE,. FRATEUICR IdP EetetE & & N A F TR ES
FENRERE,

- BX Okta WEZER , BSRANMEXRKEFERAERNELEGEL,
- BX Azure AD WEZEE , BZHEESHRIESFEES,

- BXPingNEZEER , BZHLIE,

« BXMEZEE AWS IAM Identity Center , ESRIRE S IEIFLERE,
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2. RE WorkSpaces Z£ N BaR TR HIEERISMNZEZRNERNE, XLEERFSIMNAF LRXEZE
WorkSpaces £ KBS ERA T EIMERNNEER. 2EERE , APNAZHKQIFRS
( BEHFIEDF, RMRTFH Web ARFFRIER ) , HET I EFANRER 2R
B, BXEZER , HS#Mthe section called “HIE 1 : 812 Web | 1F"HHSE 5,

® Note

MREAFNSFEEN , B ZAFNEEMN SAML IdP &8 , NI EZEmAR B NE
AN AI FF # WorkSpaces $TI RE£FKE{RiE, ERFNMAEHRRIESE , FREL—F
Y IE R B TIR1E,

REMF 1R BEIEH

R LUgBRA PR A EERRIERATRAPASEHSH

. 2FEFFIB-$REE WorkSpaces T2 ez S BN A,
. DFELR-FREE WorkSpaces ZE N MR TFNE R,
- URL &1 - ieFAF MEH URL,

(® Note

URL §fin B RIERAEN K/ALIEFH, RISKERRFALIEFRFH URL ( ZieRETE
BEATHRE , EREMNLRDLEFFRER ) BAXLEFEASH. B ALRESR
= Y3 5T 25 SRR SKORTE B P TR AR Uik =M BR 77 £ 18 5%

A, R EEBNEHNUTER

o EHATiE
- AFA
« Web ["JF ARN

EFERET HBA1EFER WorkSpaces Z£ 5 W esit AT AEHBIA EERE |, HBRMNEFEH
WorkSpaces Z£ X MR EFAMEEANEENZEN., HPIFEHLEFLEA TFEH WorkSpaces
ZENNBBWEENNERE , SEENAEFFRITHES,
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3]

£ 21 WorkSpaces Z£ 32217 LBUERAF 1R B E RS B Bi# Kinesis Data Streams 1§
WA, BXEMEMEELE , 5 Amazon Kinesis Data Streams EH4T

E7E WorkSpaces ZE&R R H AT HEAF LR BERILR , BEAFBRAET , #REATE
WEHERY Kinesis Stream D, 12 F A EUIRFFE BZ X B ZHBIER.

BXWMMEH Amazon Kinesis Data Streams WEZE R |, ST 42 Amazon Kinesis Data
Streams ?

(® Note

E M WorkSpaces ZE X WESZEW B E |, BAFIALL “amazon-workspaces-web-*" FF 3k
#9 Amazon Kinesis 2i#E#. &H Amazon Kinesis BB R AR RS 2T IHINER | SF MM
AWS FEERXZ4 ATRSF|iRINE,

B XTE Amazon Kinesis Fi& B RS EFIRMBNEZEE | BS R WAFF 66 A RS 850 0
B2,

HE A
LTRSNTHAEHNRG , 8FERIEStartSession, VisitPage, F1EndSessions
BNEHBRATEUTFE !

« timestamp , AZR R R KL TATE,

.« eventType , ZRFEER,

* details , 3 — json KR,

« portalArn l userName , B Validation Z /AN B NEHEETEXFHNER,

"timestamp": "1665430373875",
"eventType": "Validation",
"details": {
"permission": "Kinesis:PutRecord",
"userArn": "userArn",
"operation": "AssociateUserAccesslLoggingSettings",
"userAccesslLoggingSettingsArn": "userAccesslLoggingSettingsArn"

HETRH
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{
"timestamp": "1665179071723",
"eventType": "StartSession",
"details": {3},
"portalArn": "portalArn",
"userName": "userName"

}

{
"timestamp": "1665179084578",
"eventType": "VisitPage",
"details": {

"title": "Amazon",
"url": "https://www.amazon.com/"

I
"portalArn": "portalArn",
"userName": "userName"

}

{
"timestamp": "1665179155953",
"eventType": "EndSession",
"details": {3,
"portalArn": "portalArn",
"userName": "userName"

}

R B B4R BB AR AV X DT B8R SR G

£ WorkSpaces Z£ X588 , BRI AEAER THRHIBEMRAH Chrome BUERRIZE B E X K
BUR, B0 300 Z2MEBEMATF Web NP, METHEZEER | 55 Mthe section called “18 &

BEN KBRS (=45 ) "H Chrome ) iR R REHII 3R,

BEERESEOEGE Web 157, &R LT R

 StartURL

PEMPEMHR

FTFF RS BA RA 25531 B8

73 5212 A BR

B33 AllowURL F BlockURL #1T URL fik

RE R YRR BT 25 R A

45
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BXEARHFHEUNERBNESZES , 526 WorkSpaces £ iz Al o

WorkSpaces Secure Browser 2 E AR M REEEUR CEENEARBNATRAEIF. &9
B BEN JSON XHHimBHP — LR, BXEZER , S H the section called “YriE E/HE X 5
SR,

N

EB;
s REBEENNKIZRE (RH)
o YREEEHEN KBS R

RE B ESY R R[REE (RO )

O LABE E4£& JSON 3K A Linux [REFEMXZEFH Chrome K&, ZiF4 7 # Chrome K | &
Z[# Chrome 1\l iR R BEHI R H % Linux FHB. A , BEEHEEEHIRERAN KL,

EUT RIS, /2 BB TREIZER Web 717 :

- REFE

- RERNEFRE

- BIERPREHET R

« BELE AP BRI 218 3%

- BIERAFERTREER

« AFMBREMERE Okta AT B

L] H/
i

N
S
Y| | (v =

- B Web |17
ST 2 WEFRR
s SR 3: SIEBEN JSON KB4

R 4 o ORISR R RS
& FER KK JSON X# L& RIEH Web (77

H
o

HE 1 01 Web ]

E FZEH Chrome BUER JSON X |, AT 6IE — WorkSpaces Z£ X Me51F. BXEZE
B, {52 the section called “£3§ 1 : 62 Web |17,
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SR 2 WERRE

M Chrome REEHIERFA KRENEBEN R, K5, BT, BAUEAXLEREEE JSON X
.o

1. %3 Chrome £ MR EBEF R,
2. IEFEF A Linux , RFIEFHFFH Chrome KA,

3. BREBEREMNEKRE, FLRAH  BRYEBEUERATEERY ENEK, SUEKRHIRER
R, Linux Bi&I A A REIE,

4 MNBZERPANEL , MR -E2EA , B3 NMKBAUFRLFER :
- ExtensionSettings— £ R B I RET BREF.
« ExtensioninstallBlocklist— PR IE ZEFENT B
« ExtensioninstallAllowlist— R FZRE LY R,
5 HERBAARZHRER ;
+ ManagedBookmarks— [E R TR B XK,
- RestoreOnStartupURL-EL B £ /5 s FT R X W B & O BT T BRLE M 1T,
- AllowDeletingBrowserHistory— Bt i& F /= =& & 7] A BREL% ¥E 77 52 12 %o
« IncognitoModeAvailability— BB P =& LR R SER,

SR 3 gl BEN JSON K4+
ERAEL—THRRIINVNAEER. BRMKREEE JSON X,

1. I XA RERR.
2. EHTHENENRF BT XA RIESRF

{
"chromePolicies":
{
"ManagedBookmarks":
{
"value":
[
{
"name": "Bookmark 1",
"url": "bookmark-url-1"
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},
{
"name": "Bookmark 2",
"url": "bookmark-url-2"
},
]
},
"RestoreOnStartup":
{
"value": 4
},
"RestoreOnStartupURLs":
{
"value":
[
"startup-url"
]
I
"ExtensionInstallBlocklist": {
"value": [
"insert-extensions-value-to-block",
]
},
"ExtensionInstallAllowlist": {
"value": [
"insert-extensions-value-to-allow",
]
I
"ExtensionSettings":
{
"value":
{
"insert-extension-value-to-force-install":
{
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"
I
}
I
"AllowDeletingBrowserHistory":
{
"value": should-allow-history-deletion
I
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"IncognitoModeAvailability":
{

"value": incognito-mode-availability

}

SRR 4 BRI HY SRS
AN B E URBR RS , UAEERLSER,

1. REHFHZ URL,
a. £ value BT FH , NEFMHBNHZLRIM name M url X,
b. ¥ bookmark-url-1i%E&HN https://www.amazon.com,

c. ¥ bookmark-url-2 i®EN https://docs.aws.amazon.com/workspaces-web/

latest/adminguide/,
"ManagedBookmarks" :
{
"value":
[
{
"name": "Amazon",
"url": "https//www.amazon.com"
b
{
"name": "Bookmark 2",
"url": "https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/"
1,
]
1,

2. ®EE3 URL, RMAVFEERREMF BN KREDNERIMIT,

a. ¥ RestoreOnStartup REN 4, X2fF RestoreOnStartup BERENITH URL F%K,
RN B3 URL ITHERE, BXEZER , 1855 Chrome I R SIR,
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b. £ RestoreOnStartupURLs RE N https://www.aboutamazon.com/news,

"RestoreOnStartup":

{

"value": 4

1,
"RestoreOnStartupURLs":

{

"value":

L

"https://www.aboutamazon.com/news"

]
iy

3. EfILAFMIBREREEEAFIER |, 5 AllowDeletingBrowserHistory i®EH false,

"AllowDeletingBrowserHistory":

{

"value": false

+

4. BERRAFPXKALTEERGENE , B IncognitoModeAvailability ®iER 1.

"IncognitoModeAvailability":
{

"value": 1

}

5 EAUTRIEIZEMEH Okta 4 -
- ExtensionSettings -EXNNHBFEHINZET B, §FEERM Okta w4 B NEHIRE.

« ExtensionInstallBlocklist -PRIEZERBFET EB. BINERT , FH— * EXRPELEFIE
VR, BEAWUIESE RFE ExtensionInstallAllowlist ERMBLEY R,

« ExtensionInstallAllowlist AFERLZEELY B, HT ExtensionInstallBlocklist
BRERN * , A ELA RN Okta FHHEUALAFLETS,
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TEERTHFE Okta IEHHIKIE =B :

"ExtensionInstallBlocklist": {

"value": [
o
]
1,
"ExtensionInstallAllowlist": {
"value": [
"glnpjglilkicbckjpbgcfkogebgllemb",
]
3,
"ExtensionSettings": {
"value": {

"glnpjglilkicbckjpbgcfkogebgllemb": {
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"

}
}

E 5% [EHKE JSON XH L& FEH Web [T

1. 3TFF WorkSpaces &£ X M52 %15 , Pt Fhttps://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

£ “WorkSpaces Z£ K28 , REIEE Web 17,

EFREH Web 7, REERERE.

EERRMEIRE , AEIEF JSON X H L&,

RRRE N, SMEl, EFEHF LEER JSON X,

EERF

o o kw0 N

RIE B E SRR R (=) 51
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dmiE EEN ST BS R B

N TRMARS , WorkSpaces Secure Browser FEAX MR A TAEITF. BRTEERH S
MEH JSON LEFIEENREN , EMALLEERE, UTR1ZRS L JSON #3X 5B KL 51
%=

{
"chromePolicies":
{
"DefaultDownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
},
"DownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
I
"DownloadRestrictions": {
"value": 1
},
"URLBlocklist": {
"value": [
"file://",
"http://169.254.169.254",
"http://[fd00:ec2::254]",
]
I
"URLAllowlist": {

"value": [
"file:///home/as2-streaming-user/MyFiles/TemporaryFiles",
"file:///opt/appstream/tmp/TemporaryFiles",

]

}
}
}
BEFTEERATRE :

-« DefaultDownloadDirectory - ToiERBLL R, ZRF B EX L REFT MM EME R,
« DownloadDirectory - TARBILRE, ZRFLBEXN L REMBHTAER,

FEFATAE#FHHE Web [T BT SR8

SmIBE N SRR SRR 52
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« DownloadRestrictions — BRIAREN 1, A5 L4 Chrome Safe Browsing iR 5 BB T &,
BEXEZER , BZABLAR TEEE XK. BUUFZEMN 0 RER 4,

- AILAEAEEIAUE URL fHiEIheEsk JSON £4&KYF B URLALlowlist  URLBlocklist R
B, B2 , B URL TeEHMBER. NER Web TP TEHE JSON XHFEF X LK, B2,
W RIEE SR EE 9 “chrome://policy” , MR KR A E R E MA K,

B AEwmESs (IME )

MAEHRESR (IME) R—HXARERF , EARKLAPRETUERARETRM TR QWERTY #&1Y
ESRMANAIHNGER. IMEBBTRPAESEER, EEXMNES (HIMBE, PXAEHE ) BA
MZA, WorkSpaces BUIANER T , REH LR/ ESHE IME XF. AP TUERXERM IME TEEE
ERRZNRERERECES.

WorkSpaces Z£ X %258 IME BRIXIFUTES -

« English

o fERHRI (BHE)

- kP 3 ( Bopomofo )
- BHi&

- Fif

EMIME TEERGRRIES |, BRITUATRE
1. EREUTREMFEREANMES EERTHUIIR MABERT , ERHFFE TR en , KRR

B,
2. ETHXEAd  REFMEMES.

3. HERESRETHNTIXES  ERHEESHARGE.

il

EHEAEEREREEIES | BRITUTRE

- BB IME

- BEAREN IME (RBIEAMBEMAF ) , 51X Shift+Control+Left Alt,
- BiE

- ERBRFERE , FIRF6

- ERBABE , BIRFT7

EEfmALmERR (IME) 53
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- ERENTIE, FIK F10,
- ERERNTIE, HRF,
- ERFEEEHA , EZALT +, ALT+@. Zenkaku Hankaku,
- HiE
- EEFEEEE | 151 Shift+Space
- ERENF , BRF,

EMipR IME TEEZMEE | FEXF WorkSpaces ZEX KRS FFNWRERES | HHKER AWS
Support,

BLEXIEAA AL

LAFBaaiER , WorkSpaces Secure Browser 48 i P 89 AR 53) \E 2B S M XRE |, HHH
BAT&E, XFEFESFHRANETES , HEUWTHRE RN B SR P FIEMER = 8067848
U

UT5I&RETRT WorkSpaces B R AR HAIZIFMNES KB, WRAFHA#IKER/RENEAT
XEMESAE , W2EFERIAANRE (en-US) .
- EIE

- de - BiE

 de-AT - {&EiF ( BibFl )

- de-DE - iF ( &R )

« de-CH- & (IwL )

« de-LI - Eif ( ¥XZEHLEE)
* English

- en-KiE

« en-AU - HiF (BAFRIL )

« en-CA-XEif (NEK)

« en-IN-ZiE (EIE )

« en-NZ -&iE (#FE=)

- en-ZA-®iE (M)

« en-GB - &iE ( £EH )
WMEAEARBL 52
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- en-US-&®iF ( £H)
- BEBITE
- es - ISR
« es-AR - FIISFE ( FIRE )
« es-CL-BMFE (BF )
« es-CO - FHIISFE ( SHMELETD )
« es-CR - FABISFiE ( SFENAZEEM )
« es-HN — FBIESFE ( HEHHT )
c es-419 - (RTEM)
« es-MX - B¥SFE ( EEF)
« es-PE - FIISFiE ( WE)

« es-ES - FRMESFIE ( BBBEST )

« es-US - AIISFiE ( X£H )

« es-UY-BITFIE ( BHE)

« es-VE - S ( ZENEHH )

* French
« fr— &g
« f-CA-JEIB ( NEKX)
« frr-FR-JA1E (2R )
« frrCH-%%& (IwL)
- HEEALIE
 id- ENERALE
« id-ID-EERALE (HMEEAIL )
« BEXRRIE
o it— BARE
o it-IT - BEXFE (BEARA)
 it-CH - BAFE (WL )

- B
s ja— HiE
BB A EA ML 55

. ja-JP- BiE (BX)
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EEEmE

- BiE
- ko - #if
« ko-KR-&iE ( HE )
- BEE
- pt-HEEITE
- pt-BR-BEETE (EA)
- pt-PT-8EEHTE (FET)
« XX
« zh-HX
« zh-CN-FX (HE)
e zh-HK - (&F#E)
« ZhTW-HX (BE)

LBFBFEATREIRFHE

1. TP WL 58 851% B F MForcedLanguages Bk, HEXEZEE
2. RARAFHAR KRBT RE,
3. BIAE N EiE(en-US),

R XHRKLRA PR RREFEEN AR XIRERE, NRFXIRETY , MEERA UTC.

WorkSpaces R£ 3| 5EF PR A G R H1L

« WorkSpaces Z& X KRB ZINH

« WorkSpaces Z& BRI RSER ( SENBOEEFMEIR )
« Chrome | %88

s RELTXEEANSERNED

BREAFIARMRERRE , TRITATREZ—

* T Chrome # , BFRE. 55 , ARRBEREXNESHITHF.
* ¥ Firefox 1 , EFRE. B, 5 , AGMNTHUREHRERES.
« £ Edge 1 , BERE, BE , ARRERENESHITHRF

#EZ MForcedLanguages.

BEESTENAHL

56
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2 P ihmE#ES] (k)

WorkSpaces &2 3 i 85 /o VF &2 6 AT UNTRLE 1P b3k 15 R, BIEAR IP BRRE , &
ALEXMERTE IP bl , AR AR EEEIAERNSRERES,

ZRINBEIRT , WorkSpaces & Ea8 A FA PR NEMH A BRI ETTF MG, 1P 5826 47T HEL

By ociE | BAFIEEAF AT ARIERE Web [P0 IP i, YHE54&H Web [T XEE |, IP BRI BNE
SORIEZERUAR IP, UBAEMINREREERERE. EERS , WorkSpaces Secure Browser &
BEGEAFW P it |, SBRAAMEI ATEMNSREFERE. MRAFK IP REE , WorkSpaces
T2 KBTI H L IESE,

EJEE CIDR #iutSe |, &M IP HRZEGEARMAN , REHZESEN Web TP XEk, BALUE
ﬁ/\ IP HENEE S — 1NN Web TR HEXE. ERNENZEENEZEELE IP thitF IP thibe

,iBE P BREFARMBMN,, wnREH BT NAT W< VPN HEE Web 17, 8408
Emﬂk NAT M%< VPN A F IP #bit & HESRERFN,

(® Note

EBEFPERETHEMSEH WorkSpaces T2 e WJsE HIA AR RIE |, H A XBRMAIE
£ WorkSpaces Z£ X M EFEERANWEENZEZN, XBENCEETLERITEH
WorkSpaces Z£F e BENHEE , SR ENABRFPRITHES,

B2 1P 77 R42HI4A

EOIZ P HREHIA |, FRRBRUATIREE.

1. ¥TFF WorkSpaces Z£ X a2 HI A , Mk A https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

2. HESMERF , EE P HREES,

3. &EERGIE IP HREFIA,

4. EBIE IP HRERGENEED  MAZANBR (LEI ) MR (7HEm ) .
5

6

7

AR EIRKERRY IP 3t sk CIDR IPSBE , ARER (A% )
ERET , BERENEN IP HEEFIARIZREN,
AN MRS |, BERE

RE P iAREE (AT ) 57
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& IP HRERE S Web [T kB

2R IP 5REHIESIE Web N7 KE | BREUATSRRE,

1. $TF WorkSpaces Z£ X B a5 H|A , Mk A https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

ESMBERP , EFE Web TP,

%R Web 17, REERRE.

£ IP IGRIEBEIAT |, EZF Web TP H IP FRIERSIA,
ERRT

o bk~ 0N

EEQIER Web N1 BIRER IP 5RHRFEIA |, HHITUATEZ R,

1. 5ERthe section called “ELE[TFRE"FHLSER 1 2 4, LATAE IP ARG (ATE).
RO P G RIEEE,

FERIE IP AXEESD , MAHNBR (LED ) MR ( 7HEm ) .

WA SRR IP it sk CIDR IPSERE , ARER (7L ) .

ERZET , EBEREAEN IP HEEHERIZRERN,

ARINTERMUFIRESS | &R P HRES,

BahfE , &1 IP G RRHIE R 51t Web [T XEK,

N o o &~ b

i IP m R4

SETTLABERST A IP 5 )R E AR RBRAN . MREMER T AT AVFEEES Web M ARAN | N =773
ITRENFA R ESFHT S Web NP REE,

EiRE P HREHE | HREUTSRIZE,

1. $TF WorkSpaces Z£ X 885144 , Mk A https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

ESMERT , &F P ipRES,

EEMEE , REIEE Edit,

HEIEANFRMNER (E) , SFMETH,

ERET  EBEERANEAN IP HEEH4ARIZRBEN,

o bk~ 0N

P FHREE Web [T xEk 58
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6. AMEANMIRELRE , EBEERT
7. MREEHTAEIPIHFARE , BESFHRZ 15 28 , UERANSHEEFHHN 4R,

M BR 1P 15 R] 4% il 4H

ST LABERS A 1P 5 )R IR AR BRAL N . 20 SRAGMIBR T A T S VFIE SRR Web M/ R9ALM | N w17
HATRENFIE AP ERETT S Web N7 HIEE,

EMER 1P FREEELE | EEREUTSRIRE,

1. $TFF WorkSpaces Z& X e H & , ML https://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,
2. ESMERT , EF P HREGIE,

3. &EEA K RAREEMER.

BRERERY R (&)

BULRARLAFBRATE , DREBEHFVIIFBZMER, Hlan , mREEH Okta ERITFE SAML
2.0 @R ME (dP) , HEEFHAELFERAFESEHREH RN IdP , WA BUE Okta &%
Cookie KIXEFEAT BN 2E, 25 , HAFHHEEE Okta i Cookie WM LR , 1L HFEXER
(6 & BN AT 15 (R iZ P v o

Chrome # Firefox MK/ FZT B, Z¥V BEXBERLFENRAF ATFHIESEI Cookie BF ., %
VYREEAFER , U ERARET, TERAFELZERRIUETE/EEITIKI Cookie BF. ¥R
R ETEEE,

HAFBRRNFN , REQRRMENZRY BERF.

ZIANER T , Chrome W BB O Firefox BN K EORASRYT EBEF. AFPAUFHERT
1o X Chrome WEZEE , B RREEX TN EBEF. BX Firefox WEZEER |, 55 RKEFA
NERWT BERF,

BULUEFHIIFHIERAFREERE , tJUAEEXREIE Web INTPRHITERH. BE , BESEN
SAML |dP FIM vt E EFfLLis, R Z AR 10 M,

LERENANBEER LA Cookie WHHRIE, AIREFRETE IdP M H B RIERBIHTER , LA
REQEFEMIET,

TER 1P 15 eI 59
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EEEmE

EERREN P NEAWMLR , FSR TR :
IdP FiF#&
IdP 5
Okta okta.com
WA ID microsoftonline.com

AWS ldentity Center

awsapps.com
onelogin.com

duosecurity.com

BTk, BEFEPHEENIFME, A, AT RHBFNEEDSMWLFE Cookie, RBUTS
ROBAVERY BEFIIS , HEHFAR/IT

EECIEME Web MR AFERYT R , RBUTSRIBE

1.

& BBthe section called “F ¥ 1 : G1E Web [P RS RFITIR B 23t A the section called
‘MERAFIRE

fEthe section called “BEEAFIRE"NE 1 THWAFPNRET , EBAE , BB Web NFEH
¥R,
W AEHIT Cookie EHZ M , AR EFB RN,

5 the section called “Eti& i FF iR &I F B Fthe section called “F &, 1 : B2 Web [TF"HH
HE£549 | 2l2E Web [T,

2Ry BAMBIIE Web 157, FREUTIRIEE

1.

o & 0D

$TFF WorkSpaces Z2 XM a3i2 414 |, MitA https://console.aws.amazon.com/workspaces-web/
home,

IEREREN Web 17,

EEAFRE. APNRMAT , HEN Web TP ERY B
W A\ EH# 1T Cookie EZHIE , RIFRIRERNINF .
REFENNFER NAFRTAFE 156 2WRREY R

BRARRERYE (L) 60
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EREHIMERT R FERUATSREE

1.

o &> oD

$TFF WorkSpaces Z£ X W 852 $|& , MukH https://console.aws.amazon.com/workspaces-web/
home,

R EREN Web 17,

ERAPIRE. AFRRMATAYE , HEHN Web [T HIBRT R.

il BR 2R 4m R &N F

MERE , 2FFTBREZ Cookie , EMERAF RN KEEEFEZEE T WorkSpaces T2 KEST BE
Fo

BEXZV ENAFPAERBRNEHMAEER |, S Fthe section called “BE R EFET E,

& URL X

B E]LAE A Chrome BUERR I A F AT SUB N A2 5% Y5 28 17 (B BRLE M1k, Chrome BURIRfH 7 AFEIE
Pk AL urlAllowList # urlBlockList. A LAfE A WorkSpaces &4 i 2515 &l & S EFF URL &
EERENITFIRE , b LLFERMA BEX JSON BAMH—%5 ( EABKRESPHIEN JSON X
HEk),

ERZEH ARE URL TR

1.

$TFF WorkSpaces Z£ X B Eg# &l & , Mt Jvhttps://console.aws.amazon.com/workspaces-web/
home?region=us-east-1#/,

1%£4F “WorkSpaces Z2 XK 87". ‘TR, EFEHN Web 17, AR EFFHAER
XF URL ZIE , BMA TR AP #ITIES

« AVHEAE URL : RIABERT |, NP ML R FHRIAA URL, &R BURFASE M 35 7 10 E
BlockUrl 7|5k , LABSIE AP ESIEH BT RIX LML, a0 , & www.anycorp.com R iNZE| b
lockUrl 51| 5=%BE Lk A 7 £ & 1% B8 S #1 2] www.anycorp.com,

- PRIETFEIFTE URL : BRINBERT |, N/ MLAEIEXFIE URL BT A, 0] U4 E M 353 N
Fl|URL Fa[E & , UEBAFATLHEAMNESER  HRBETAEERGENTE. EZREEN
URLAMABE , UMERAFEXEHRRRES —RGF.

- BREE : EBUETU A H 1T allowUrl F blockUrl 715k, URL AR EHNEERSTF URL
FRAE, IETUS AEEREFRIE URL, Bltn , #RATLASE www.anycorp.com ARINE|RE & | K
fa™ www.any c orp.com/hr R INEI R FFIRSP . XA AE www.anycorp.com/hr , {Bfih
LB R M igE | Hlal www.anycorp.com/finance,

RE URL IR 61
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BXREAFBANAT URLWESES , BSRAATHELHRMNI, R Chrome KRS BT IERE
AEXEFRFMMNIAE , LIREBHRESER, AXEZELR , HS5H URL ERETIEHEHEN,

£/ JSON 4w e s X L& IREM U TR
1. ERBRERRT | @& JSON mESRHSEIEH A Ul ERUEFRBFRIXF LEAE.
+ Editor A EFFEEFEFARRKRLIREELKBEFR, EIERKHE , REHFSREER

JSON EAHRIEHEIR.

s XHEEARTFEFHAINERS A ZIHACIER JSON X4 ( HIZIMIRE Chrome B ERF HEY
JSON X# )

2. 52 Chrome BURiF1E , T # urlAllowList 1 urlBlockList , A TE#EALEHIITF R ILHY o/
EERMU IR, BXEZEE |, 155 urlAllowList # urlBlockList,

df

i%E URL TE 62
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Amazon WorkSpaces Z£ X BN L2

TEEAWS BREHZE, FHN AWS BF , BAIUZRTENREARSHRZ BB BEALANERMY
ENBEPONMERN,

ZERMAFHEEE AWS 5T E, TEHEEXFRBERNENZEMNEZIN TSN

. TRE — AWS fHRFEFE AWS EHIEIT AWS RSN ERZEN, AWS ERHGRMUTURS6E
RAH RS . ERAWS EMITRIEMRITRIERITRIEN—EB2 , F=AFiHHEHNEMNBIERNZ
2NENM. ETHERTLD# WorkSpaces Z2RI BN EM TR , BSRRERNITIIX 2B
AWS SEEAH RS AWS REMR TR,

« TIRBEE-ENREHREERN AWS BFRE, EEFENEECRRNT , SFENHFEHHR2
., BRANERUREBIEERANEMERER.

AR AT EE BY IR T SRTEE A Amazon WorkSpaces X MM MANAREHREER, EQEETR
T WA ELE Amazon WorkSpaces Z£ X WESLASRI R L2 MEN B¥r. BIEFZI MR H b
AWS FRER#B By R M 2R FR I 289 Amazon WorkSpaces &2 3 ¥ 85 %R

AES

+ Amazon WorkSpaces % £ x| % 88 & # B E R 3

- ERATIS# WorkSpaces Z£ K esH B M iH R EE

+ Amazon WorkSpaces &£ x| % 85 7 B9 =4 1 51

« Amazon WorkSpaces Z 2l a1 & A MR IE

» Amazon WorkSpaces Z %%l % 85 #Y 58 1%

« Amazon Z£ 3 B P A EMZHE WorkSpaces &£

« Amazon WorkSpaces &£ % 85 P Bt & FRE 2 4

+ Amazon Z£ I ¥ 88H WorkSpaces &£ H{EXE

Amazon WorkSpaces & £ X % 85 F Y B iR (R 37

FE AWS HiEEER T I S WorkSpaces Z£ X M2 F BRI, MAEEFTIR AWS |, AR
RIPZITAIERNBHNEEREMZEX AWS Cloud, BAFTEP TN REEETHEMZE EHARRES, &
EATEMERAN AWS RS NEZ2BENETERES. BEXBERANEZER , BSRABERLE

BiRR 63
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WA, BXREMNEFERIFOESR , B5H AWS Z2HEBFE LW AWS FEHBENHN GDPR BF
XE,

HTFHERF BH , RNBWERY AWS IKF ZIEHEA AWS IAM Identity Center 5t AWS Identity
and Access Management (IAM) IRENARAF. X , 8NMNAFPRRBEITH IERITAMENNR.
BATEEBNEEBEI LT AR EIE -

« NEBNMNKFERAZESHRIE (MFA).

- £/ SSL/TLS ERFEFS. AWS BMNERMFEA TLS 1.2, BiUEA TLS 1.3,

- FARE API A FE3I A& AWS CloudTrails

- £ AWS MEMRARZUAREPNFTERINLLEH AWS RS,

- FASREEZLRS ( HlI0 Amazon Macie ) , EEBIF A FMRI F4ETE Amazon S3 FEYBUR
Bz,

o MREE AWS BEHTTRER APl #HTHRINEEZLT FIPS 140-2 RIFMMEFER | EEA
FIPS =R BXTAK FIPS mRHNEZEER , BSH (ZERIESLERE (FIPS) 5 140-2
W) .

BEABUEY2FNBREENBREE (NEFFVEFIR b ) RARESHEBHEANEFZER
(MEMFR ) ., XBEEREEE. API 5 AWS SDK AWS RS £F WorkSpaces £ i 2R
Hxi2get. AWS CLIEA TREMHRER B AR A NAFZRP AN EABERTESATITR
RIOW BT, WREEMATBRSF[RAMNL | BABUEFEEM U P IS EUE B REIEXN ZRS 2R

AiER,

BaE &

Amazon S WorkSpaces ecure Browser &1 BEXHIEE , X KER{/EE, AFRE. MEE
B, SNRHEEEE. EEEHBENGSEFRMIIPEIE. WorkSpaces &4 i ¥ 851k W B33 W B 58
BHE. AFELEI (ATHRESRRE ) IeFEE. WENKIEFHELS# DynamoDB L #
S3 A, WorkSpaces 23 %88 AWS Key Management Service A F %,

ERPENAR , BEBUTIEERITRE

o RUMHIRNPRIGRIABRH A F WorkSpaces T2 WRIRENBEA R, R IAM EIRGIET
2HENRARRREAR, BEXEZEE , BSHE AWS WorkSpaces Z 4 | W 25 I FE B K Ao

- BERHEFEENZRARBEIHM AT EIE , X WorkSpaces Secure Browser i A LA F 1212
HH Z AT R ER A BIEH TN,

AR IE 64
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ETEMENHRMNRES (ABAC ) B—MEPRE , ZERBETEMEREURR, EHAWS , X
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Kig, BXEZEE , BFZH (IAM AF$ER) M IAM Acess Analyzer REEHIIF,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRBRAF , EFEA MFA RS %X
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BEAFKANETEMANRE , NTHMTZRBNZE (AFRRAR ) | BEIASTERMBEREE
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS WorkSpaces &£ | 5 259 F£ & K B

E@mAF., BAMNAEFNNEE , FH AWS REXKRIEBECRERERKERSBZ., IR AHEPRIR
HAFENEN IAM BEFEERAXKREENBEMNET LR, EHREAT] , BAUERARIIN AWS £F
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Rig, XERFMEEILAL , TEEN AWS IKFREM. BX AWS HEXBNESEE , 55H
IAM AR R RVAWS FEE K.

AWS RE 4 MEFH AWS TERKE, BT EEHN AWS HERBPHNER., RSBRATESE AWS
RERBAMEMNRAL ST INEE. LEEHLEWMMKBHNMES S (AR, 4F868 ). 3B
M EESRFIRET AN |, RESREUTHELEH AWS RERX K. BRSTAM AWS REREFHBER
R , B REERT BRI ENE,

WA, & AWS XRBSNMRSH TERENITEE R, HlW , ReadOnlyAccess AWS EEREER
MIIFTE AWS BRESFE RN RIRGRINBR. HRF B —TFINEER , AWS &R FIRER IR M
RENR, BXRIERERBNIIRMER , 28 AM AFER) PEA T TERENAWS
BN,

AWS FEE KB : AmazonWorkSpacesWebServiceRolePolicy

o3 AmazonWorkSpacesWebServiceRolePolicy SREEHIANZ IAM o4k, b SR BE B AN BIARSS
HXAE  ZABAW WorkSpaces ZE R KRB R REBIMITIRIE, BXEZEER , i55H the section
called “FARSHEXAE",

R Z FEENR |, RYFiFR WorkSpaces Z£ I e AR EEMN AWS REMEIR

RERFHER

SR EEATRR :

« WorkSpaces Secure Browser— f¥Fif[A] WorkSpaces Z£ X R E AN EER AWS RS
TR

c ec2- ATERAHER VPC, FRAMAAK ; 01, #Fic, HRFMERMEZED ; REKFBUEXE
it ; URBERERERKR, T24AHM VPC wR.

« CloudwWatch - AT ZEFEABABIREIEE,
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« Kinesis - A ZERE AR Kinesis HFEBARNWHE |, HFIEZHARAFIHR BEIZFEMN Kinesis &
Fh, BXEZEER , 55 the section called “i% & A 1A E B EiDFE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaces",
ec2:AssociateAddress",
"ec2:DisassociateAddress",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
n

arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/WorkSpacesWebManaged": "true"

AWS EE XK 82



1

Amazon WorkSpaces &£ X ¥ 8%

EEEmE

}I
{

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"WorkSpacesWebManaged"

"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/WorkSpacesWebManaged": "true

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/WorkSpacesWeb",
"AWS/Usage"

AWS REFKH
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},
{
"Effect": "Allow",
"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords",
"kinesis:DescribeStreamSummary"
1,
"Resource": "arn:aws:kinesis:*:*:stream/amazon-workspaces-web-*"
}

AWS EEXKIE : AmazonWorkSpacesWebReadOnly

& T LA AmazonWorkSpacesWebReadOnly SKEEHI IR IAM & 15

ltt%ﬂl%ﬁ?' HiEpR |, AVFES AWS EE124]4& . SDK # CLI 178 WorkSpaces &4 | ¥ 25 & H ik
o WREETIFEMER IAM_Identity_Center A SR RIERB S IFHAIREFMENNR, E
3951 XLEBR | B RS S AWSSSOReadONnly LS,

RRFHRER
SR EE A TRR.

« WorkSpaces Secure Browser— B AWS EEiEH|A. SDK M CLI 24X WorkSpaces £%
X 58 28 & ELAR B I B R 5217 R A PR

« ec2: ATFERAHER VPC, FTRFMZEL4A. ©HT WorkSpaces ZE X M5 AWS EEIRHIA
B, AERERATATZEREH VPC, FRMELZE4AH,

« Kinesis - A ZEEAFIH Kinesis 2i#ER. ©HTF WorkSpaces ZE R %231 AWS BEZEH A
F, AERERTATIZRSFE Kinesis BIER.

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetTrustStoreCertificate",
"workspaces-web:GetUserSettings",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:ListBrowserSettings",
"workspaces-web:ListIdentityProviders",
"workspaces-web:ListNetworkSettings",
"workspaces-web:ListPortals",
"workspaces-web:ListTagsForResource",
"workspaces-web:ListTrustStoreCertificates",
"workspaces-web:ListTrustStores",
"workspaces-web:ListUserSettings",
"workspaces-web:ListUserAccessLoggingSettings"

1,

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"

1,

"Resource": "*"

WorkSpaces AWS £ & KB £ 3 5 25 E

BEEH X WorkSpaces 2 X 528K AWS R E R B ZRS TR IBERX LT R UARXLEEHAIFH
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AWS EE XK 85



Amazon WorkSpaces &£ % 8%

EEEmE

EK

AmazonWorkSpacesWe
bServiceRolePolicy - B
i

AmazonWorkSpacesWe

bReadOnly - EHHY KB
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B
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bServiceRolePolicy - B HI 5
B

AmazonWorkSpacesWe
bServiceRolePolicy - E#HI %
B

DU

WorkSpaces Z£ X 2R E
TR , {XBR CreateNet
workInterface F £
aws:RequestTag/Wor
kSpacesWebManaged: true
BATHRE , AN FRME L
HRRREATS) , HRE
DeleteNetworkInterface £
¥5& aws:ResourceTag/Wo
rkSpacesWebManaged: true
# ENI,

WorkSpaces &£} ¥ 28 E#T

THBER , ®TAFERER
MBI Kinesis EiE7 AV 152 EX

MR, BXEZEE , B5H

the section called “iI® & F F° i
| B &1BRK

WorkSpaces £ X2 E
FTBER , #iIRT Kinesis
EROWEE , FHiERBA
Kinesis B3E R AL A - 15 R]
L%k, BXEZER , BZH
the section called “iI® & F F° i
1] B &IER

WorkSpaces &£ x| ¥ 285 F #T
T1EGIZE ENI HiE S 2R/
KEE,

WorkSpaces &£ x| ¥ 85 F #
THBUR |, ¥ AWS/Usage %
Z2 8] 7N A0 E PutMetricData API
RBR A,

B
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B HiR =p:
AmazonWorkSpacesWe WorkSpaces £ 58&%AM 2021 £11 A 30 H
bReadOnly : $&E B T IR , AFEY AWS

EEEFE, HGEFARAIED
F CLI X WorkSpaces &%
A BB R HAK BT 1T RiET
@],

AmazonWorkSpacesWe WorkSpaces &£ x|\ 287 2021 £ 11 A 30 H
bServiceRolePolicy : 75 i T —IETBUER , AFAE

WorkSpaces &£ X W25 A

RNEEH AWS REFMER.

WorkSpaces Z£ X282  WorkSpaces Z& i 25 FF 2021 £ 11 A 30 H
TR R PR EE o BRIRERE AWS EERINE
X

¥t Amazon WorkSpaces &£ X % 25 & 49 M1 (8] # 17 P HERR

FERAUTEERBHEZMAIEEEER WorkSpaces Z£ 3 588 IAM B AT 8EI& EI /Y F W A&,

£l

« RFEMIE WorkSpaces £ W Es P TIRE

« RFIMINIT iam : PassRole

- BIEAT AWS I AR A P71 B WorkSpaces &£ 53 ¥ 88 5 R

I XIE WorkSpaces Z2 X EEFHPHITIRIE
MREBWBERET , RPEEDIITEMRE | WIE LA E FH R LA TFHRITIZIRE,

% mateojackson IAM AR R HERAEGFHAEETEEXEM my-example-widget BIRNIFHER ,
BFRPEREN workspaces-web:GetWidget HREt , @K AL T RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-web:GetWidget on resource: my-example-widget
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FEHRBERT , BAEFH mateojackson AFKEKR , LAFER workspaces-web: GetWidget #&
YEiH B my-example-widget &Ko

MBBEERE  BHRRENHW AWS EEG, FNEEBRASRMHEFZEILEN A,
KT 1T iam : PassRole

MBELWBEEREE |, BHEERIITZiam: PassRoleidfE , NI SAEFHIEHNERBUA T ENAE
f£3% 45 WorkSpaces &2l %25,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIERMNBSAGIRSHEXAER, it
BB MEBF A LSS RSINR.

HEZNW IAM A FmarymajorZid E AR H A £ WorkSpaces Z£ X M FMITRIEN , 2HIUT
TEEEIR, B2 , RELTMEFRFACHEBETFWNRES ATHITHRIE, Mary TEERAGEIEEAR
SHIRBR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT 1am: PassRole #B1E,

MREBEERY , BHRREH AWS EER, FNEEBERARRMEEREILIN A
R AT AWS kP AR AP 15 E B WorkSpaces &4 i 588 & IR
BO U E—1NE6  UEHEMKFHANEAFSESELHANARAERZACRKIGREHRR, &

DEEEHERSEY , AUEFAE. X TXRHETHRFRNRBERILEEHEGIR (ACL ) BIRS , BT
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ETREZEERE , BSANUTRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html

Amazon WorkSpaces &£ % 8% EEER

- ETRERACHETARNERETEKS HRGXE , B5H 1AM AL EEROBKS SR

7N WorkSpaces &3 HesEARSHI AR

Amazon WorkSpaces Z 23 8285 F AWS Identity and Access Management (IAM) AR Z548 < &
&, RFHEXAGR—MIMSHN IAM A€ |, B8 E] WorkSpaces Z23IE 88, RRSHEXAEBH
WorkSpaces Secure Browser FIE X , BFZBRFAKEBAEM AWS BREFTFENAMENR,

BT EFTLFHRIMBENNR , D ERSHEXHNACTUER A #IZE WorkSpaces Z£ 3 %
8%, WorkSpaces Z£ KR ENERZSHEXACHINIR , BRIESEHEEN , BN RE WorkSpaces &

ENRBFEETHAR, EXNWNRESECERBENNRER, TEFZINPRREM MEEME M
IAM 3E4%K,

RAETEEENRBESHEXAGHEXERE  TEMRZAE®, XAILURF KR WorkSpaces B4
TR, BRNET2T= IR R L3RR,

BRXERSHERAGHECRSINEE | BSRAEA IAM WAWS RS HERRSFHEXBEFIHER
NRHRS. EE2MEEE EE&HERE’JHE%W?&%@K%’O

WorkSpaces Z & i1 RS < A BN R

WorkSpaces 22X B EHA B NWRFZHEX AR AWSServiceRoleForAmazonWorkSpacesWeb
—— WorkSpaces Z& X B FE A RS HXBRHEZFFIKF K Amazon EC2 & IREIREUFR I 458
f5#0 CloudWatch #§#%,

AwSServiceRoleForAmazonWorkSpacesWeb [RFHEXABEEUTRZIAAZAE

 workspaces-web.amazonaws.com

BANA BRI ANazonWorkSpacesWebServiceRolePolicy 2 ¥ WorkSpaces
ZENNHBENIEERBRTRATRIE, BXEZER , S the section called
‘AmazonWorkSpacesWebServiceRolePolicy’,

« 4 : all AWS resources EH ec2:DescribeVpcs
« #4E : ec2:DescribeSubnets L# all AWS resources
« #1E : ec2:DescribeAvailabilityZones £# all AWS resources

- BEHNFRMEZLARREN ec2:CreateNetworkInterface #4E (B
aws :RequestTag/WorkSpacesWebManaged: true)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« ¥4 : 311 AWS resources E£HJ ec2:DescribeNetworkInterfaces

o BE: HXIMEIEOM ec2:DeleteNetworkInterface #4E ( 3 aws:ResourceTag/
WorkSpacesWebManaged: true)

« ¥4 :all AWS resources tH ec2:DescribeSubnets

« #/E: ec2:AssociateAddress £E# all AWS resources

- ¥&1E : ec2:DisassociateAddress LHJ all AWS resources

- #1F : ec2:DescribeRouteTables L all AWS resources

« #4E : ec2:DescribeSecurityGroups £# all AWS resources
« ¥81E : ec2:DescribeVpcEndpoints £#J all AWS resources

« BE: $t3f ec2:CreateNetworkInterface #y ec2:CreateTags #E ( B aws:TagKeys:
["WorkSpacesWebManaged"] )

« B4 : all AWS resources EH cloudwatch:PutMetricData

o BE : HXIBFLL amazon-workspaces-web- FFkH Kinesis B#E#RA kinesis:PutRecord
BE

o B HXI BT amazon-workspaces-web- FFLk# Kinesis #{1#EH A kinesis:PutRecords
BE

o B HXI BRI amazon-workspaces-web- FFk#I Kinesis B HH
kinesis:DescribeStreamSummary &4E

1’.& MEENR , 2 IAM Rk (WAF, A5AR) IR, REIMREBSHEXAG, BXESE
ESHRE (IAM AFERE) FRIRSHEX A BNR.

71 WorkSpaces Z£ X eI BZRFHEXAE

BEEFHCERSHEXAR®, HEBE AWS Management Console, 2 AWS APl REIZEE —/NTF
Bf , WorkSpaces Z2 BB/ NECIZRFZHERAE, AWSCLI

/A Important

MREBEEMERALBEIFNNENRSHTEREMRE |, RSHEXSEAUENEEN
KA,

MBEMRERT RS HXAR K MEFTEBXRGET , WA AFERERNRELEHNKF P EHCIEL
A, HEQEFE—NIFE , WorkSpaces ZE£ X BB AN EQERZHERAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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B3R LAEA IAM #2255 & 83 WorkSpaces Z£ 53 528 A BRI RSHXA B, £ AWS CLI 3 AWS
APl & | FRARESBHEIERSHAAR, workspaces-web.amazonaws.comBXxEZER |, HS
5 (IAM BFism) Bt ERSHExAR, NRERRTHERSHEXAR  TLFERARENERES
REIEAE,

“®%E WorkSpaces T2 KM RSHERAE

WorkSpaces 22X 28T AR EmBEAWSServiceRoleForAmazonWorkSpacesWeb R 1< A
B, ZUEBRSHEXACGRE K BT EERACHNEN , AN TRESHIGHSIAZAR. AT, &7
DER IAM REAENHERA, BXESER , #2H (AM AFER) PHNEERSHEXAE,

flBxk WorkSpaces Z& X BEHRSHXAE
NMETHEEFEAENETERSHEXACHINEDRS , BINBUERRZAC, XEMEERFED
BIEREF W REASE, B2 , XTMEBFRBRSHEXRBENRR , RETeeFIMRE.

(® Note

MREZ M BRE IR , WorkSpaces Z£ I BR/MBFEEEAZAE , NBIERTES XK,
MEEEXMER , BEF/LIHEER.

il BR{E FA B9 WorkSpaces &4 X % 85 % R AWSServiceRoleForAmazonWorkSpacesWeb
BERBLUAT®EIZ — -

- MRBEHZEHE , BFMBRIZESE EORETTFS
. MREMEMH CLIH AP, BECEFMERR ( BEXNKI[RE, MERE. AFRE. EEFEHN

RPERBRIERRE ) BIIFRRE , BIRXLER , RERHERX LTS,
£/ IAM FahHIBRERS X B E

5/ IAM #Z%]& AWS CLI, 3 AWS API i Bk AWSServiceRoleForAmazonWorkSpacesWebfR%5 48
XAB, BXESZER , BN (AM AFER) PHRBRERSEXEE,

WorkSpaces & R FHEXA BTN

WorkSpaces Secure Browser XFERMABRFSHAMEBXEARSHEXAR, BEXEZER , BEH
AWS Xigflim R o

EABRSAXAS 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon WorkSpaces %2 3| % 25 A7 #9 S 4 1 2

BRI LAEIT M54 SessionFailure Amazon CloudWatch E#rREMBH, ERNEBHEIR , &
fEfSessionFailure$s#r CloudWatch Bk, BXEZEL , BSH FH D520 5%
WorkSpaces &£l 58§ CloudWatch,

Amazon WorkSpaces &£ | 5 2589 & F 10 iE

ETHRRERTRESHAITNNTE , BZHAWS RS “RaR XX OHEE"" , REEFERX
BHEMITR. AWS RS BX—REE , BZHAWS &M HAWS,

O LA THE=Z S FITIRE AWS Artifact, BXEZEE , HSRPH “THIRES” BHY “AWS
Artifact,

BHEMER AWS RS BTN EATAEBR T ENHBRENHBME, RLOANENBRUARERNERNE
Mo AWS R T U T RIFERABBISSIMEHMM

- ZEE5EAMREAER — XEHBEMINE TRWEIEEM , ARMUTEXLEEM E AWS £
BHUZREMNEAUNERNEERENS R,

« £ A@Q@ mazon Web Services L3 HIPAA Z£ 55N — KA EHER 7 &L w1 A £ A
AWS RBIZRFE HIPAA BRI ARF.

® Note
FHIEE AWS RS ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
2E,

« AWS EMERAWS — t THEEMISEEREER TEFMENTLMFELRX,

« AWSEFEHIERE —NERAETHREHREERN, XEEBLE TRFNRESSEKR , AWS RS
HEETRFAIBES MR ( BREZEERFESHEARMER (NIST), XFFTLZEREZERS
(PCl) MERRAREALAL (1SO) ) MRS i,

« FFAWS Config 7 & A R 35 F B ITE R — 1% AWS Config BRSIFEEN R REBEES K
BELRENIBRE, TLIESHEHIZEMR,

« AWS Security Hub— X AWS RS =M 7T EAPBRLRSHLEIAE AWS, Security Hub B3 &
SERAFITEEN AWS BRAREEHRAFERSTUMENRESR, BEXZTIHRSREHHT
& , 28 Security Hub ##5£,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — BB K&K AWS IKFIREFRERFENRZIEBEES |, 5k AWS RE
BNENTEAR, REMBERGNEERM. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B B4 w1t AWS ERAER , M fai{bXUBS & 38 LA K
FEMMITALFRER S HM

Amazon WorkSpaces &4 X % 2Ry 3 14

AWS £IRERIRIERE S AWS X TRAXHWERN, AWS X RESMERENRENITAKX ,

XETAXBIRLER, SEHENSELRHIMNEGERE, MATHKX , BULRITNREETRARZ
BT BB SRM AR AR BN ARFNBEE, BRENENITSNEEPOEMIRERL TR
XERESH AL, REENTT BE.

BXAWS X M AXNESER , FSHAWS 2 IREM R,

WorkSpaces R£FRBJB A XIFUATHA :

- BUAREXEZHNE

« EZH

o WA XX () §Y 15 R R #EAT 0
- MUNBODHAHEND

ERERSH Internet ATAMY |, LALUFREERN VPC BE, 7 TIRES API ATAMY |, BALERES
M TPS,

Amazon &£ X W23 R E % WorkSpaces &%

ER —MFEERS , Amazon WorkSpaces Z£ XM F AWS £HRKNEZELZLWRF, HX AWS &%
BRE LAK tn{a] AWS R EMIZENEER , BSHAWS =24, EFAEMIIELZSNRETEFRR
TR AWS BREE | 151 S AWS ecurity Pillar Well-Architected Fram ework A1 89 EAii% HE R 3o

WA LAMER AWS B4 APl BREE M5 1R Amazon WorkSpaces 2R 85, B iRmAM
BFUTHEA :

- EHMEREMMI (TLS). BAEREM TLS 1.2, BiIUEA TLS 1.3,
- EEZLREBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Ifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE ( W Java7 RESRA ) HZIFXEER,
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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o BAERGRIZL ID 5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA AWS Security Token Service ( AWS STS ) £ IGFt 2L FZIERNERH#ITESR,

WorkSpaces &£ | i 85 B33 X FT B BR S5 B AR AWS Sigvd S HRIENBICRBEE RS RE. BF
BRI (R Web NFRR ) SENFHRHERT . EUUEASGRMAE (1dP) FHSZSEER
RMEE R FRE - SRERE,

AILUBN B BMEIRE (i VPC, FRHBZ A ) REBFHFTHE Internet 15E, BRI FAXEZHEPM
VPC i {7 R (PrivateLink),

Amazon WorkSpaces %&£ x| % 85 # BV Bt & F IR a2 47

WorkSpaces Z2F WA RERFEFZEZEEFTNEHINAREFNES , @IF Chrome M Linux, &
TEREBEWNTEE, BER , BERERENRNISEEE WorkSpaces E2 3 i85 , ALEAFN
WorkSpaces £ BN FERAER. PIESRFHEXHEENIREZHTIH WorkSpaces B4 53 5
TR,

BRI LAERIEE WorkSpaces £ X MR BIRARE , flan 1~ MW HEMA P HE.
WorkSpaces &£ 3| 585 AT RARS F SLA B AT A1,

Amazon Z £ ¥ 28589 WorkSpaces &2 ER{EX &

Amazon S WorkSpaces ecure Browser 2t T ¥ £ 2 £ IheE , HEEFEMNIRE SN L LR E
Ao ATREXRERE—MRIESEN , A FRRZEZEMRAIR, XEKEERUBETESHRERLTH
EHREER , BEHUNEANEZERREMT2EH,

Amazon WorkSpaces Z2 R BB REZERIFEUATAR :

- ZRNELFERARLNTEEXNBELLSEH , BE®EA AWS CloudTrail 3 Amazon CloudWatch
SREMAPBERG B A LIEFKMLE AR, WorkSpaces EXEZEL | B2 FHL DA
5 WorkSpaces Z4 ¥ % &5 CloudWatch H £ A i2 & WorkSpaces &3l %8s APl @A AWS
CloudTrailo

s EXHEMFRZRFIHIRBFE , BEA CloudTrail BEMIESR, CloudWatchEXxEZER |, H5H
FERAN S EET S WorkSpaces Z£ X %88 CloudWatch # {£ A ig 3% WorkSpaces &£ 3%
AP| @ AWS CloudTrail,

s BOULVREAFHR BERIEEZRIEZAFEHNH. BEXEZEER |, 55 the section called “i& & A I
R HEIERK
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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RIS FERZ SN WA ETE WorkSpaces Z2EH |, BHEMBU T RIESRER :

« KM BERRIFRINEH 012 A TF WorkSpaces ZE R L H/IFENBEAR®, F/H IAM ERAIER
2HRNRAERREAR, BXEZEE |, BESH AWS WorkSpaces 74 3| W 25 iV £ B K BE o

« BFEERZIFEHAMAFEIE. Internet EEEAAZBTLAE Web [T, BERIEMINFEEE RN
TR RAPELR , BNENTERHRE, FEELHZE Web MAEIENAR., HEUEFTR,




Amazon WorkSpaces &£ % 8% EEER

U592 Amazon WorkSpaces Z£ 3l 5

SR R4 Amazon WorkSpaces Z£ X Sz FEH M AWS fERF R AT FEME, ATAMMNMEEENEES
RED. AWS BIEHUTYETE  BATYUMEN WorkSpaces Z KRR RERR , EHIME
B TIREG , A EEYN B3I REER :

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS R AREF. EA SAREMIRERIE
R, BIZBEENHEFER , AR REBRATEEENERAZIEERENBHNERKERERK, Fl
&AL CloudWatch BRERIERY Amazon EC2 KfIfY CPU ERERHEMIgI: , HEZER B
Ba#FEbl, EXEZELR , HZH Amazon CloudWatch A F 15/,

« Amazon Lo CloudWatch g s AiF#&iE1E, F#MFREIKE Amazon EC2 KHIR HAKIRE B &
#. CloudTrail CloudWatch BER G BEXXHFNEE , AERIBERERNBAR, &7
DESEHEAMERTRIENWAZHIE. BXEZEEL , i52H Amazon CloudWatch BEAF 15
Mo

« AWS CloudTrail##i%k & HY K 7 A RER AWS IKFH#1TH AP ARMMEXEH , A BEEXH
R E &I EMN Amazon S3 R, ERTLURZIMLR S Mk /1R T BIE AWS, & HFFIATR
IP bk BAR AL R £ Bt R, BXEZER , 52/ (AWS CloudTrail AF1EE) o

£

- EHATDEISET O% WorkSpaces Z£ X %88 CloudWatch
- {ER123% WorkSpaces Z£ 3| %25 APl A AWS CloudTrail
- AFiAR BEIER

FE R D #h 5 #2210 % WorkSpaces &£ 3% %5 88 CloudWatch

&AL E R Y542 Amazon WorkSpaces Secure Browser CloudWatch |, 33 %8 83 U 58 R 24 BidE H o H 4b
BN AERMNIE FRNIER. XEZTBESRE 15N, N\MIEEREBHRAHLER , HeeBELH
it T BRIRH Web NARFHEBRFHUMITER. A, ISLRERTHENSERENER , HEXREHE
MR ERN X EBARHITIRE, EXEZELR , H55% Amazon CloudWatch {5/,

AWS/WorkSpacesWeb fn & Z8 Al @ LA T #6545
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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£ 123 WorkSpaces Z£ X %88 API §H AWS CloudTrail

WorkSpaces Z£ 3 K885 —MRSZ E K AWS CloudTrail , ZBRFAIEFKAF, AE% AWS RSE
Amazon WorkSpaces &2l 83 M ITHIRIE. CloudTrail & Amazon WorkSpaces %&£ | 5 25 #Y
e APl BARAERAIEG, HPEERBIT D% WorkSpaces &4 33 ¥ 855 & A 1918 A A3t T I i#h
WorkSpaces R£ 3 588 API BENRKBREA., WRELIERE , WA LA TR CloudTrail ES4F4
f£5i % Amazon S3 171 , 2FE L D% WorkSpaces ZL2 X MEBENEH, MREABEERE , £R
A[LAZE CloudTrail ###| &8 “BHAHLIERK FEEHRHNEN. BIKRENFEE CloudTrail , HA L
R 5IME Amazon S WorkSpaces ecure Browser & HH1ER, K HERK IP thik, KHERBA, A
FHREERAREMIFEMER,

ET7MEZ{EE CloudTrail , 52 (AWS CloudTrail AF ) o

WorkSpaces FHIZ £ 52515 & CloudTrail

CloudTrail FTEf& 812 AWS KPR EEZNIKF EBHA. % Amazon WorkSpaces Z£ X MR K £5F
e, ZEHXEHM AWS BRF CloudTrail E#—RIERESHHLIEFEFR., EEHALIERF ,
BOEE, BRENTHAWS KFRHPWIEHES, BXEZER , BSHEASHHLEREE
CloudTrail =4,

ERSZIERKEN AWS IKFFNEYH | ST 5% WorkSpaces T2 SN EH |, B LABIER IR
BR. BRERAYF CloudTrail & B EX#H& %2l Amazon S3 2@, FIRERT , AP BRI
B, RN A FFIE AWSKiE, BRERIZRE AWS 2 XAEXSWEY |, H 5 A E S EIEEIRIE
EM Amazon S3 F# . LI, BAILIEEE M AWS RS , Ut —S 9 FMLE CloudTrail A&
KENSHBIE. BXEZER , BZHATIAE :

B 22 B BR id F LR
CloudTrail ZH RS FERK

BtiE& Amazon SNS &4 CloudTrail
Bk B ZANXIFH CloudTrail BEX A4 MEERSK B Z/NKF R CloudTrail B &34

FTB L &% WorkSpaces Z£ X M 25 E19H (L E# WorkSpaces APl %) 123 CloudTrail }#i2
FKER, #l0 , AADeleteUserSettingsHListBrowserSettingsEESTE CloudTrail HE&
HAREREZBE, CreatePortal

BN EHSHIEKFEHTEEXRERBEROAREE . EREETURHBEBEUTAR :
- FREFEABRAFRPEZIIER IAM BFREILELAEHW,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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- BREFAACGKEREREAFNENZEEIERLEHN,
- BREAHHEM AWS RF K.

BXEZEER , BESHCloudTral AP BTk,
T #% WorkSpaces 23|28 HEX 4% E

REREE—MEE , APSEHEN BEXHERmEIZE *E’\J Amazon S3 1Ff##@. CloudTrail H&EX#
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /EXFRWIRE. BEN BN
B, ERSBUREMIFAEFEENES. CloudTrail EI,.,JULFTE"\ API ARMNE KRR , B
HEeMNFTeZE S ENIRF I,

LR RBIERTE RiZListBrowserSettingsi#4E# CloudTrail B&%H,

"Records": [{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2021-11-17T23:44:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "ListBrowserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "[]",

"requestParameters": null,

"responseElements": null,

"requestID": "159d5c4f-c8c8-41f1-9aee-b5blb632e8b2",
"eventID": "d8237248-0090-4cle-b8f0-abe8b18d63ch",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

}I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
I
"eventTime": "2021-11-17T23:55:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "CreateUserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "5127.0.0.1",
"userAgent": "[]",
"requestParameters": {

"clientToken": "some-token",

"copyAllowed": "Enabled",

"downloadAllowed": "Enabled",

"pasteAllowed": "Enabled",

"printAllowed": "Enabled",

"uploadAllowed": "Enabled"
I
"responseElements": "arn:aws:workspaces-web:us-

west-2:111122223333:userSettings/04a35a2d-f7f9-4b22-af08-8ec72daSc2e2",

"requestID": "6a4aal62-7clb-4cf9-a7ac-e@c8c4622117",
"eventID": "56flfbee-6ald-4fc6-bf35-a3a71f@16fcb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

3]
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lcon Title Description
3 Windows Move between windows or launch additional browser windows.
Launch g L . .
i additional Launch an additional monitor window with a separate browser window. Then drag to
monitor your secondary monitor.
window

Full screen  Launch a full screen experience view.

Microphone Activate mic input for the session.

RR

Access the General and Keyboard menus. From the General menu, toggle between
light and dark mode, activate the keyboard input selector (for changing the keyboard

Preferences language), and switch between streaming mode or display resolution. From the
Keyboard menu, change the option and command key settings {on Mac devices), or
activate Functions (see below).

&

End your session, view performance metrics, access Feedback and Help, and learn
about Amazon WorkSpaces Web. End Session ends the Amazon WorkSpaces Web
Session.

Performance metrics displays the frame rate, network latency, and bandwidth
usage graph. This information is useful for administrators when investigating issues
with the service.

Profile Feedback provides you with an email address to share feedback to the Amazon
WorkSpaces Web team.

Do

Help provides you with access to Frequently Asked Questions, such as how to use
the clipboard, microphone, and webcam during the session, or how to troubleshoot
launching an additional monitor window. From help, you can also launch the tutorial
ar user guide.

About provides more information about Amazon WorkSpaces Welb.

& Motifications Get one-click access to session notifications.

Access clipboard shortcut descriptions, links to set the command key preference,
-1 Clipboard and troubleshoot clipboard permissions from the local web browser. You can use
[ the content preview text box to test clipboard functionality. This icon only displays if
clipboard permission is granted by your administator.

From the files menn_you can uplaad content io the remote hrowser Onee uploaded
i = Fil you can rename, download, or delete, as well as create folders in the temporary file 104
les menu. All files and data in Files are deleted at the end of the session. This icon only
displays if Files permission is granted by your administator.
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