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ERAEER

AWS BR#%

AWS Service Catalog AppRegistry — E&ME
BEEAREAREFEER,

AWS Systems Manager — Bt AWS & JRHY 7]
RS,

Amazon VPC Network Access Analyzer — & 5
# ERNTEENHEBFE AWS,

EIRE AR PR A HE 8

REEREEER

E &7t AppRegistry PV ERARBRNE , R%E
SEHARERAERRNEBIEREE, EARXE
REEREARXTMEERNES. WRK
tEAEEAEXHERNSEEEE S
AWS CloudFormation # &R &4

MEFHMERN , F2E  AWS Service Catalog
EEEEE) PHEA AppRegistry.

WELERR , WIRIREREHY EAEX K
KEBE, £ AWS Systems Manager 24
# , Application Manager Custom FEFREX E M
SEHEANBETRUERFEAERNEARES
HRIEE R, BELLER Application Manager
RNEF , HEEYEBEARXPNHBLEERE
REEEEE, URBEEREZEHE,

MEFMERN , FSEAWS Systems Manager
 ER&EHE) FHTE Application Manager A
EREAREIN.

BAILAE A RIEEEMREINEROREME B
#s AWS Resource Groups., & A] ZREEE(E
AWS RIENPEEFE , TZERERBN AN

e,
WMEFMERR , 5828 (Amazon Virtual Private

Cloud fEfA&ISET) HiHs & RRESREBKER
HEERER.

BERFETREUBEMNEAEE AWS BERNES, AL AWS RESZBUHENFIERERITAER
RRERZEIAER, WERBTUAREEEAINFERENRTE , MAEZIEFAN JSON ERE

BRI,

BRA AR AR


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://www.json.org/
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REERAZER AWS IR A VERERE

ES]

- MAFEEEEEFREARNRBER
- FRFERER JSON F&

- XEWHEERENSH

WA fF BUE 32 = B R B AE BV BR S 4B R

ERFEARBRUNIER , IERKEAFENREBEESALEREMERE  AINZBRENEREERS
3 H AWS CLI #1 AWS SDK #1F, RERKETLERHERBKERZEE Bﬁkaliii%éémﬁﬁ AWS &
BRENGSAT  FRZELIUEAAREREM. T8 , ERLEERT , B LTE AWS SDKs =
HAWS CLI BEHBHERA TSI AP REREREHEEES

- BIEMERA CreateGroup REEEER , BA LIS B S AR ERDIEE,

« BALAER PutGroupConfiguration HRAESSGEZZIEFE R B aifERE,

« IBATLAREAY GetGroupConfiguration HRERRIRE REFAAM B ar#HRE,

FRHSAERERY JSON FES
ERRETNARER  EREASRREREZRRNREBERE,

fHREELL JSON MR R, R LE , HEREFHEREEMNMES, SEFHEAEEEHISWME
7TE : Type ARMBERER MR ParametersE&MN— . BESEEITE Name M —RZ1E WiE
HlValues, FHEF###NEPIBRE —HEHEREENERBNERT ., HEFBEREEMESH
WER  UREEMEENSEZE. T—HSNRERERNEE, 28 MNE,

"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"

FH 14


https://docs.aws.amazon.com/ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupConfigurationItem.html
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ERAEER

}I
{

"Name": "parameter2-name",
"Values": [

"value3",

"value4"

XENEEERENS2HY
ERRHEXEEATIEERE, SEASERSE —EHRERERNBH.

ES]

» AWS::ResourceGroups::Generic

« AWS::AppRegistry::Application

* AWS::CloudFormation::Stack

« AWS::EC2::CapacityReservationPool
 AWS::EC2::HostManagement

» AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

IAREREEEHERFEARFMTHEERERNFE , MTRA AWS RBRE
REEREENTA, SENERENNREESHES DG ERER | film
AWS: :EC2: :CapacityReservationPool#l AWS: :EC2: :HostManagment#H&,

T5lParametersiEAMAWS: :ResourceGroups: : Generic JRIEME B Type.
* allowed-resource-types
2B EEERFEARCEESEEEEIEENER.
ENERER 75
SAFFRME

HERERNSH
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« AWS::EC2::Host - EfRiSMEREtLEE BEMN i, EEConfigurationEF WS EH
{EConfigurationfy AWS: :EC2: :HostManagement, & AJ#{RHostManagement & RAEE
& Amazon EC2 ERE#,

« AWS::EC2::CapacityReservation- EfREERE LI EEAE Configuration®WIEH B ,
EE(ConfigurationEB WS EFEM AWS: :EC2: :CapacityReservationPool, iEAJ#
fRCapacityReservation##H R 8@ E Amazon EC2 RERERE,

MKE  FEX , RBEZEZERFENHMConfigurationt®, MEANE , FSELFTNIE
Bo

THIEHIA& B R E PR &1 B PR Amazon EC2 E##1T{EEE,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
}
]
}
]

* deletion-protection

B HIEEEEMREREE , RFECTIEEMARE. WEFMEN , 28 ( License Manager
FERERRE) PR EREREE

ENEREE . FHME7

L
JuL

THE : ME—AFFES [ "UNLESS_EMPTY" ] (fEMXEAKE ).

MEIFER  EESEREANEMConfigurationtEAER, REEEREAtLE S —E
BH Typez B Configurationt&E , T BEELSHAWS: :EC2: :HostManagement,

BRIEFFHEREARE , BRIT SIS HIERUTAFEAMERRE,



https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"

AWS: : AppRegistry: :Application

MConfigurationFHAEEERFERNRKA BUNWEARER AWS Service Catalog AppRegistry,
WEANERBEHATEH AppRegistry IRIEERE |, BRIEFEA AppRegistry 2 HIWTE | [AEZEZHFER
EE, EHSMER,

@ Note

HRILEERNERFERH BBEYNERE AWS | MEH FAEEE  RILELERBFET
BT ALE PAEY o ERFERE LR AWS iR ERVBELEERF,

MEHMET, , BB (Service Catalog HEAEIEE) P A AppRegistry,

E AppRegistry Zi It ERNREEFERHFEN K teAEERAEXMBEBRNSE AWS
CloudFormation £ & B 872 37 {8 B fY ZESLAWS CloudFormation BRFEE4EEE4E

AppRegistry EB BB HB UM L EREEEHE , 8
% , AWS_AppRegistry_Application-#HiEZEERAREINERE
AWS_AppRegistry_Application-MyAppName

AWS: : AppRegistry: :Application REEEBEBERIETISZE,
* Name

L2 BISE M EE AppRegistry PEVEREXRATEIRN Z LR,

RSB E 17


https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
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ENEREE 7B

SLFFHVME : AppRegistry RIS R RARX BBAFNEMNXFF &,

ME 2

* Arn

Lt B85 E AppRegistry FTigRERAERH Amazon Resource Name (ARN) $§#%,

ENEREE . 75
JSLRFERE | BREY ARN

VE B

® Note

EESFAMELTE , BH4AFEA AppRegistry T2 A RZIRIEH AWS SDK #1 AWS CLI
BEREHERARER,

WERERNERBAEHEE S AWS CloudFormation B2 AppRegistry F& F 72 =\ A8 B3 B fY 1 8 22 7 /Y
ERBEMARBHENE. AppRegistry BRI LA ListGroupResources R EREFEL FEHE.

T 5 EHIFERAWS : : AppRegistry: :Application RIS EFFENEREEERMNINE,

[
{
"Type": "AWS::AppRegistry::Application",
"Parameters": [
{
"Name": "Name",
"Values": [
"MyApplication"
]
1,
{

IlNamell: IIAInII'
"Values": [

ERRRBENB Y 18


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
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"arn:aws:servicecatalog:us-east-1:123456789012:/applications/<application-
id>ll

AWS: :CloudFormation: :Stack

tConfigurationfERIEE BN K AWS CloudFormation 8  HREZZMHBET AWS HWE
o

4

& &3 AWS CloudFormation # &8 AppRegistry IRISE VBB , KRS EDALEIHEENE
BB, BRIEFEA AppRegistry MW T E , FRIGEZEEY., FEHAMBRELEAE,

AppRegistry EEBAHBEIHHERKELFHEDE , FES , AWS_CloudFormation_Stack-#
HiZEEMHBWEM . AWS_CloudFormation_Stack-MyStackName

® Note

HRAKBEENERFERH BHEVNEE AWS K MIERERAEEE K RLELERFET
B ALE BV 2 EREFEBE LR AWS IR FHBECERR S,

WMESHMER , 5528 (Service Catalog fEAEIEE) FHFEH AppRegistry,

AppRegistry & B B) & &8 AppRegistry FERARRE X BIRAZ 8 AWS CloudFormation HE &2 37 th 3 A
IR ERL SR, ELERBETHE AppRegistry FARARXEREFEN TFRE,

Itk AWS CloudFormation EREENKEREY AR — AWS &R,
AWS: :CloudFormation: :Stack RRFEFZFHARRZET IS H.
« Name
WS EIEEE I AWS CloudFormation &K | FREIERNHERZREERE,
ENEREE . FH
FFFHIE © AWS CloudFormation FRIG & ¥ B E B AN EMXFF &,

ERRRBENB Y 19
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PVE .2

e Arn

B2 835 EE R AppRegistry FEFAEX A AWS CloudFormation #&8#) Amazon Resource
Name (ARN) B8,

ENRRER 75

JSLFFRE | BREY ARN

PVE 2
(® Note

EESFAMELTE , BH4AFEA AppRegistry T AHEZE AWS SDK 1 AWS CLI #24E
RIEHEAER.

THIEHIEERAWS : :CloudFormation: : Stack R EAE BN BRERERHINE,

[
{
"Type": "AWS::CloudFormation::Stack",
"Parameters": [
{
"Name": "Name",
"Values": [
"MyStack"
]
},
{
"Name": "Arn",
"Values": [
"arn:aws:cloudformation:us-east-1:123456789012:stack/MyStack/<stack-id>"
]
}
]
}

ERRRBENB Y 20
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]

AWS: :EC2::CapacityReservationPool

ltConfigurationFHAEEETERFARKFENERENERFELEE., HERBFENKEXER
Amazon EC2 RERE., ERFEATUNISELERFHPEENTERSE , URER BEHLANTER
B AWS Resource Access Manager, iE IRAFEANERFEABARERESHNEREE Amazon
EC2 #i1T1ER. ELHMTURMER  HTERSER H#EPTANEERE.,

MRERBEARETHRE |, RIEBEERBFARELAMSER Amazon EC2 UltraServer BEEWR | &
AT REBEEEENAUBINEEANTERRE., NEFMAER , 528 (Amazon EC2 R EIE
B PHERAREREHE,

MREREEGNMER ConfigurationTB AWK ELEREE , AKX AEEEE TIERNE
AlConfigurationIEH :

- BEFE—EZ8AAWS: :ResourceGroups: :GenericEH :

- Z8allowed-resource-typesHl FE—{BEAWS: :EC2: :CapacityReservation, E TR
RE Amazon EC2 RERE A UREREENKE,

- EEMESHAAWS: :EC2: :CapacityReservationPool$HH! :
- reservation-type— REEZE A Amazon EC2 UltraServer REERBRERERBHERTEH
B, WP E—AFFNES capacity-blocko

 instance-type— REELE A Amazon EC2 UltraServer REERRAEREREHERIEE,
I A EFRIES tTn2u. 48x1largeM p6e-gb200.36x1arge.

THEFFEREEREREN Configuration[ZBER :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": []

1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",

EEREASE 2


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-cr-group.html
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"Values": [
"AWS::EC2::CapacityReservation"

T 51 &3 5] B 'R X 8 Amazon EC2 UltraServer REE#H ConfigurationEE :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": [
{
"Name": "instance-type",
"Values": [
"trn2u.48xlarge"
]
3,
{
"Name": "reservation-type",
"Values": [
"capacity-block"
]
}
]
3,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}
]
}
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& 184 Amazon EC2 UltraServer REEH B reservation-type , # instance-typefl FHiE=E

ERFEARR , THTRABERARZEREFE

BALHEMAERBMEZLEREFHAER  BHMREBLLER reservation-
typef®EA capacity-block , ¥# instance-typei®EA trn2u.48xlarges p6e-
gb200.48xlarge,

BAl, WEE—ffFBEreservation-type& capacity-block , M HIME—fifFEinstance-
type trn2u.48xlarge®l p6e-gh200.48x1large,

AR BE RN ML B9 Amazon EC2 RERIRFTIEETR TS reservation-typef instance-
typefH BB EIREHAH.

#7318 reservation-type#l capacity-blockiBRESH T B FMERBRFARENWERF,

MRERFEBRAEREUMBRTE , AFANNREE - ERSEAT , ESHTEERERLS
.IJ:O

B#l , BB reservation-type#l instance-typeflRES BN ERBEA B LEVNRIREREH.
EEETFYUBRERLE K BXARBREE  ARERAWMERRIHTNEE,

EEAEZE AFATREBATER , SUSHHTREUHEZ B #E,

AWS: :EC2: :HostManagement

W BIFEHEE Amazon EC2 EMEEAIERE AWS License Manager , AR B¥ AR S @ HIBITHIER
E., MEFMER , B2E ey EHEEREE AWS License Manager,

MREREEGHER ConfigurationTB AWK ELEREE , AKX AEEEEET TIERNE
BlConfigurationiE g :

AWS: :ResourceGroups: :Generic & , 284 allowed-resource-types , E—EA
AWS::EC2: :Host, EAJ#ERAHE Amazon EC2 ERAFH LI BHENKE,

AWS: :ResourceGroups: :Generic & , 8% deletion-protection, E—{EA
UNLESS_EMPTY, ERIFERERIFFHEAZ , B RIS EMBREE.

AWS: :EC2: :HostManagement R ELFHEFRIETISE,

auto-allocate-host

H2HEEHTEEREREERATIH LIRS  EREFMEFANERHN THEM LRE. WEHF
HMEF , F2E (Amazon EC2 A EER) I T # B BECE B,

ERRRBENB Y 23


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding

AWS Resource Groups

ERAEER

ENERER  mME

AREFME : Ttrues = "falses (ZERPE)

VE B
L
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
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ERAEER

 auto-release-host

2HEEEHETHNERIHESTEE LRITHHNTERR LREDBE. WEFHREA ,

B (Amazon EC2 fFAEIERM) FHELEA T,
ENERER . AME
AREFME . Ttruey = falses (ZERPE)

ME B

"Type": "AWS::EC2::HostManagement",
"Parameters": [

s

{
"Name": "auto-release-host",
"Values": [
"false"
]
.
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
HHREERNSH 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-releasing
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}
]
}
]

* allowed-host-families
WSEEEMANEERENHTERTASAMEATEBEE RS,
BEWERER . FEHME5,

REFHNE . B8 YEBERBENH Amazon EC2 #/T{EEEI R 5 AIRT , Hl@0 C4, P3dn, M5
R5d,

RE &K

THISEFIEREE B IEERMBAYHAITHEERRER C5 X M5 HTERBEERIINKE,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": [
"c5",
"m5"
]
I
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [

ERRRBENB Y 26
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"AWS::EC2: :Host"

]

},

{
"Name": "deletion-protection",
"Values": [

"UNLESS_EMPTY"

]

}

]

* allowed-host-based-license-configurations

HWSHEELEEAEZHEKEN —HZER/AEBERZEHEREMN Amazon Resource Name (ARN)

X
ENEREE : ARNsEZ,

ARHWNE  BEEBEXEREMY License Manager #8588 ARN,

ME  BRGRE, BHXBERERSBEEHR any-host-based-1icense-configuration , BF&E

FRREEME, EMRERFN.

T5I€EFIAREIE R IEERERE A A EAMEREER License Manager #7E,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"

27
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"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]

* any-host-based-license-configuration

LS REEETESBERMBERE FHERMEE, FBERT  ENERERFARSTUER
FIERO/BAREREERRE, MREETRYENVERE , YRESECERERR | FEALKR

Eo
ENERER . AME
AREFME : Ttruey = falses (ZERPE)

PHE - BEGRE, BSNBERENRSEHR allowed-host-based-license-configurations ,
BFrgERIEEEME. ceMRERH,

T3S FIERETE B 15 E BB A & o] LAGE R B 208 Flim B iR AR 7

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
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ERAEER

]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

THIEFIRAMAERIE T RERERETSEE—HESD,

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "auto-release-host",
"Values": [
"false"
]
1,
{
"Name": "allowed-host-families",
"Values": [
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"c5",
"m5 "
]
.
{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

AWS: :NetworkFirewall: :RuleGroup

LRI E st HEEK S REIHTH AWS Network Firewall 35 BIB¥4HERE., PHABEE S 0] LAE
EEAERBFAEN ARN , LEBHEMPHFABRABFEKEN IP it , MAXFHY HESE U, 40
EHMER  B2BE PERAERREEREEHE AWS Network Firewall,

A LA{E A Network Firewall 12 & #1177 AWS CLI 5552 AWS SDK R4ERE T HEEFE N ER
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TEREANERFAER THIRS :

o B¥HEM K EE B Network Firewall X ENERERHAK,

- AL ACEERETHREEFENKEER  HNEANSEHCEENXEREER , HE8
B AEENKE,

o thiHREXEAIParametersTXE .
- ZEEMBRIERERWEREE , 17 Network Firewall R BB A& E L2 EE,

THEHIFREF I BREHMN Configuration®l ResourceQueryEER,

{
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":[{\"Key
\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
}

T3IEH AWS CLI s T EERA LR AN ERRE Y EREFE,

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":
[\"production\"]3}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []1}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"
1,
"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
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"Parameters": []

1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
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£ HEBEUEHBEE AWS Resource Groups

EREFETHNER

£ AWS Resource Groups , B R EHRFENER, Su U BEERFEUUTREERERAFH
_ﬂﬂkgﬁo

UEBAER

ERABHIEUT IR B ENERERBEEAWS: :service: :resource , A REBE., E8BA
#olg  EPEBMEFASTINER, ERE2EHHEIERGIENE,

HEUEBRAERNEN , CHUUEELEERABERENERIEANES, Hla,
RIEREEVEREE , HPEEFTE Amazon EC2 #TEEBMARBTRARZERAERERN
Amazon S3 EFETHE  MESHEUEEANERENBTERNREFTR BTN FETEE
AWS: :S3::Bucket AWS::EC2::InstanceMERER K RAREETERES|HE Stage , EREA
Test,

ERAEREEN ResourceQuery 2EEEZEETITE :

* Type

rEiELHEEHEEENERBE, 2EEVERRERHEE K BiEEE
TAG_FILTERS 1 0, O FAIR :

"Type": "TAG_FILTERS_1_0"
* Query

rRERARLE ERNEREN, CEB2REETIITEN JSON FEFHERRE

* ResourceTypeFilters

HTERERERBRIAEFEHRRENERER., SBUIUEETIIE :
« "AWS::AllSupported" - EERR AN T ERECEHAEERFHARSE A sl X ENTMER
&R
« "AWS::service-id::resource-type - ERBHERIEFRNERIIEEE , B
A , a0 "AWS: :EC2: :Instance"s
 TagFilters
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iR EEEER/ETRY K ELFRUSHERZERNERETHR. EARSEERY
WEBZHSIBNENAESTERE #EP. SEGRFRGHIETIITE
- "Key" - EESREBNTFTHE, AEEGHFRCIZEBNEBNER , TEFESEER

%, MERFEENKE,

« "Values" -F& , ERELUERIBHIEERSIRESFTE. REEFANERRSI@MEL
FERHAMTENER , T 2FEANKE.

FIEIEL JSON TEHHESH A JSON BN ETFERRE, HlN , FEEQueryEFTHE
f5) JSON & ., HWEHEEELYERS "R, BEA TAE. # Amazon EC2 #{TEEE,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

& JSON A AR RATHETFSE , WHE QuerytEMNE., HRA JSON EENESLEARE S|
FH, FEXBERHEMARES|HRFARERBEFT , IHSEFTHTERRE , WP
N

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"Values\":[\"Test\"1}1}"

K%, TEMResourceQueryFEEMTAR , A CLI S 2EERTR

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}13"}"

AWS CloudFormation &

£ AWS CloudFormation #f&X&E#+ , LA LLEEZE B sIEiZ P IRFE AWS CloudFormation
B ARBELEEFHESHHEERZREERER, B8l —1E AWS CloudFormation 8 5 Ei#
HEH,

ERFEEANER 34
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® Note

AWS CloudFormation &A@ & Hth AWS CIoudFormatlon ¥, B , B
TR, HEBAERNERBETEURERNEGIPIESMEFHEENER, ﬁﬁﬁ%ﬁ%ﬂ%?
BMEEHEEBNEREE K HAE— ﬁ%ﬁﬁkﬁ ﬁﬁ’f’ﬁ)ﬁﬁﬁ ©f.

ERBEZERBEETIHAP —EAREN AWS CloudFormation HEEITEH,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

« DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

/A Important

REEEERYAEHTHBE—FoNERISBESEEREMED, BEH AWS
CloudFormation 3t & EZEE:'ZH’JQETQEZ%E?%EH’JEZEO flan , R BUNBEEBERFH

# AWS CloudFormation & ,AIZEBERBERBRENKE, T8 , XH
EJEJEﬁ%HEEEVEL&qJE_LE’J Amazon EC2 #{TER TR AWS CloudFormation #&#
BREBHENKE,

R ERIFE AWS CloudFormation B EVEE K AMENRESFATLTBXEMAHIEEHER
BEF4E | 120 DELETE_COMPLETE , BEREEMNMAER , BEREREER,

BIYERBHEZ% , SUNEHBEATNERATES.
CloudFormation 8 & & REHA ResourceQuery BHEEEETIITE :
* Type

rREHBEEASERILEREE.

ZEE T AWS CloudFormation # & &EREH4H | 5555 E{E CLOUDFORMATION_STACK_1_0 , #1F
R
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"Type": "CLOUDFORMATION_STACK_1_0"

* Query
rERERARLE ERNEREHN, E2REETHITEN JSON BEBFHERTE

* ResourceTypeFilters

TERESERBRHIAEFEHRFRENERER., EUUEETIE :
« "AWS::AllSupported" - EEZER TN T EFSETHNTMERNER,
« "AWS::service-id::resource-type - ERBHERRFTENEHRIREFE , KXE: |, 4
n "AWS: :EC2::Instance",
« StackIdentifier

HrtEEEEfEASEREPER2 AWS CloudFormation #&# Amazon Resource Name
(ARN),

FTEIEL JSON TEH KBS A JSON HEEMNEITFRRRE, HlWn , FEEQueryEF T HEHI
JSON &1 , tEHERELHEBRIEE AWS CloudFormation H#& —#84 8 Amazon S3 #EFE
B,

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],

"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE"

}

&% JSON AILLRRAB THIETFE |, WA QueryTEMNE. HR JSON BEBNWELARESIHF
£, SRR HEMARESMFZARERERFT , ESEFZABEFERFAR , WTA®

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb@d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

A&, TEMResourceQueryFHEEBM TR , U CLI W HBERT !

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
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west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLEN"}"

EERRAEEHIWEEE

TIRFRANMTEESERELEN  IEACREYEREFE,

Console

1.

2
3.
4

8.

A AWS Resource Groups £ &,

ESBERY  BEEVEREE

EEVEHBEREBEm LLMNEERET  BEERLFEER,

ESHEGRET  BELERERFETNERER, SEEHPRZAULUE 20 AEREE,
ARIELS R | 55812 AWS::EC2::Instance B2 AWS::S3::Bucket.

MEDHEFEGT , $rEHER , EEEREBIEBTENEY , URHIEFNERRIEEAE
EEBEELRNER, TRERKE , #IE Add ($18) LT Enter 88, EiEEEHHIH , BEE
Stage (FEER) EBRSI BN ERETEHE, EBESEAN , EUE—IHEIEANER,
BOLEEBRECEFEOREE ¥ , AEESBINEZEE, EENMEEZER , FEE Add
(FTi8), EFES AND EEFREREER , Rit , EHSERFESEECERERNFMEREER
BEHNEMAER,

MESBARET | BEFREREER , LERKRFHHASEECEE B EC2 HIT{EME M S3
RETREE,

MEEEENFERE  FREBILEHARILAHE,

a. EREFMEAT 6 SHHFHEAERE  BWAERRENERE,

ERFEEBRZTA 128 A7 , BEFE. BF. EFH. IHVER. EBHRET
AR AWS T aws, ELEREART. ERFERBERFINENESFLARE M,

b. (&) 1 Group description (B 4E#R) & |, 8 ABHBRVHEIR,

c. (EHA) £ Group tags (FHEEE) b , MTEREAREREHE (MIIEFEPHHNEER) B
BRI ANEE,

MREHEBRMLFERSEAFHENKE , FHERERERA. BAERUHEFTEREES
D—(ERBREIR , FFHERE Group tags (BHERR) PHEL —ERBRRSIBMEEES
B ESMRA S ME AR

TERE , BREEVEFA,
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AWS CLI & AWS SDKs

DESAERNBEESBIBEER TAG_FILTERS_1_0 WEH.,

1.

£ AWS CLI T/EMERR , MmALLT AR , REEK Enter , BEERT, #HR, EREE, &
BRIIBNERENENRALECHE, BAKSZARF 12 EFT , BREFE. 87, EF
. JEAR. BHARNER, SESHPRSALUE 20 BERERE. ERFARBRSZ IR
128 @7 , @fFH. BF. EFHR. GRNER. BEABRTTR AWS H aws, BLERR
BHF, ERBHEEBEENIRFHALARE -,

ResourceTypeFilters EAVFE—E. FEEEMEERER , BFEA
AWS: :Al1Supported ¥4 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

THREH BT

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHTASEMEXENERERMNEN,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

LUF 2 E T mER A,

- BEEV 2 EBERNTERHA,
- BRAREYFHEANERESM.
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- BEEHBEBABIAVRER,

3 AWS CloudFormation 3 & B 8¥4H

THREFRANMEEH#EBREN  WEACREYEREE,

Console

1.

2

3.

4

5.

6.

7.
a.
b.
C.

8.

& A AWS Resource Groups £ A,

EEEERYD , BEEEVEREE.

EEVEHAFENTFEAERET | ##Z CloudFormation &R B EEA,
BESRERALNFEERNHEE, —AERFERERBE—EAHE. FEGBRHEENE

B,

ARt AENEERL. REEAEXERENHESRRERESF,

BEMHENAEEGSEFETNERER, SHLZEIHER , RETERE , Al supported
resource types (FTEXEMNERER), NEXERUEFEAFTHNERBEENFHEN , 78
B8 0] LAFEBE AWS Resource Groups #l {Z B imiEss fF AN ERER,

BEREREER , LUEDR AWS CloudFormation &R S GMEBERERNEREE,
MEEERENFERE  BEBLHERELHA,

ERAFMEEAT , SHEHFHESE O AERFENEE,

ERFEEBEZTE 128 @Fx , 3EFE., 8F. EFHE. ARANKR. SBHAET
AT AWS = aws, EXRTAEF. ERFEASBERFINEESPLEARK -,
(i f) 7£ Group description (B¥#HIEIR) | & A B A EIR,

(E M) 7£ Group tags (BHAER) F , MEREAREREE (MEFAHPIKEER) B
EBFRS|EMEHE,

MREHERUFHERSEAFHENKE , IFHERERERA. BARUHETEREES
D—ERBREIR , FFHERHE Group tags (FHERR) PHEL —ERBRSIBMEEES
B ESMRA S MEARFHER R

TERE , BREEVEFE,

AWS CLI & AWS SDKs

AWS CloudFormation #f &R EH R UER NWEHSEMCLOUDFORMATION_STACK 1 0.

Y AWS CloudFormation &R B 4H 39
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1. BT, $EEEE. #d, HEFNFNEREENENRACECHE. HERS
AR S12fiF R , afEFR. BF. EFR. KR ERHFRNZER,

MREREEEREE  EFRFESEHBETIEMEXENEREE, SEEFPRS AU
B2 BAEREE, ERFEEBEZTHE 128 8F T , @FEFH., #HF. EFH. 9RAE
#r. BBEETAR AWS = aws, ELERAET, ERFERBELRNIREPLARKE—H,

stack_identifier 2i& ARN , M HIFHS FFIRo

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Quexy":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

THREH BT

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. UTREEGRSMERN.

- BEEV AN TERH,
- BRREYHENERES,

23 AWS CloudFormation # &R #£4H 40
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£ R E B AWS Resource Groups

FEEHMERFEATNEREEREE , EUUREHEERNEINER, CRAEEZBEAEHIE
BHWEE  tREADPTENBRER. SELENENEETHAINFETBRNEEER, LA
BABRBEEFRNREAARREEFRNER. AR  RECNERFEEREIRTESNERE
B, EREORRERDEERETHER.

= ZEH AWS CloudFormation B8R EFREE , B LEETEANHEE, SR ERAFE

— oW EERPHEIBRBRERER, EESFHEPTHANER , FEMAREBILHEERN AWS
CloudFormation &i7x , SREE#HHEE AWS CloudFormation. N AN{AIE # AWS CloudFormation 3
BFMEN B2l (FHAEREE) PHAWS CloudFormation HEE %, AWS CloudFormation

£ AWS CLI , BEEHMES T EE,

- update-group , BEHTLH G S REHBFERA,
- update-group-query , FEHTHGTIREFEREHNEE K EESRAEHERENER,

£ EBAH | EBEEE AWS CloudFormation B BESFTFAERREHNHE  R2ThAR, T8 ,
B LAGER BIREHE AP R (TILIRE | BFEE B AWS CLI,

ENEREEHEE

THREFRAMAEREREEHEE,

Console

SFREMKENEITNEREESER  REFUEBAERNEE. SIS ERH
ERVHER

1. & A AWS Resource Groups £# A&,

2. EEEERNCREFERFET  EEFENERE K AREERE.

(® Note

BREEEMEHENEREE, #EEWETISEERBEANIRFHEE, £WEE
IREBHEENFE  RTEEANKRFEHEEE 2 , HEEHPEI AWS License

N BRDE NN Yy


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks.html
https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups

AWS Resource Groups EREER

Manager., MEFMEF , 5520 ( License Manager A EIERE) D EHMERE
#1 AWS License Manager,

3. ERBFEEEMNIBEGRGT  FEIBREREE, SEETHPRZIULUEA 20 BER
B, FEBRERED  RESZREHEZ®R LM X, 22 View group resources (MR8
HER) LEEZEFNMNEELNERFERE, EUESHRY , RMASKERER
AWS::RDS::DBInstance ¥ E&#,

4. PESBERET  AEEFEEER., TEEEHH6+ , RMAYHES Stage (KR BBRSIBHNE
REEITERNR I T8 Test CAIR) WEBE. EHEREAN , E0NE—SHIEANER. &
EBRER  FEEEBNERLN X

5. £ Additional information (Xt &) EiE , B LREFHAER, ST EHERTRFEH
LR

6. (EA) ERERERY  LULFEIBRER, HOASBRARERFANTRER, @M
TEXEREER, "EEFERREEHNERNNER , FRES ARG THER.

MBEEFEZNFERAEAFENAE  AIFEZERER. ELEEREEEB B4
VEHE, Bt FREAEREAERTELONE —(EEBRRSIR G EEM IR ABENE
8.

7. BEEEHEER , LEIRERFHHFEEEEERS| 82 EC2 B/TEE. S3 FEEEEM
Amazon RDS BRI EHTEENEFNEE, NMRESTEEHEPNBEEFEIER , FRERK
£ & 1E Grouping criteria (B HRHY) PIEEZEBAE RN LER,

8. SEHEF , 55&#F Save changes (FAZEE),

AWS CLI & AWS SDKs

£ A AWSCLI , B L\ERAMBETEN G REMBFEANES , YEFERFANER, BEE
MBI EHENEE, £ P AWSCLI, B ERIEEEE A CloudFormation H& R BEE |
2R

1. MREFPESLEHENTS  FREBUTSRIBET —ELR. &£ AWS CLI TEREF ,
BWANTAR , ARIZ Enter , BBEEZBNHELNERRAEACHE,

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

THIREHBT.
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$ aws resource-groups update-group \

--group-name my-resource-group \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

T EERTEERNRERSA,

2. AEEHRENEANER K FRATIST, SHEEHE,. BREE. ERRSISNERE
MERRAEZESHE, A% pres Enter, BEEHPHZSANE 20 BEREE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

THREHIHT,

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

o TEERERNEHRMAER.

¥E 31 AWS CloudFormation & R E¥4H

T 5/ i E# CloudFormation #t& R B4,
Console

BHETE P48 AWS CloudFormation ¥ B R B A S AEB R EH AWS Management Console,
B, BB ERERENHEE  IBFLZCESEFETHHEEERER, St oUHiERE
EEANER,

1. & A AWS Resource Groups F# A&,

2. HEEBEBERVCRERFEREEAT , BEEFENSRE , ARBERFE,
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3.
® Note
BREEHEHENERREE. #EENETRSEERFENKRFEER. XWER
IREHEEENTEE A BRTEBANRFHEEE 2N , HFEEHTPEI AWS License
Manager., MEFFMEF , 5528 ( License Manager A EIERE) D EHEERE
# AWS License Managers

4., ERBFHEEENERGET  ZESFHEAMENESE  SHTHXNBFEPEEHEE, —A
BERBARGERE—(EHE, EEGRMEBNFE  BRO HEBNEERK, REEEXE
MEMNHEESETREEED, NEXENRENEE K F2RAARERTINE PELEHEFE
AWS Resource Groups.

5. MEIBKRERER, AEHEPTHANERBETSRERE THEE, ERER Al
supported resource types (FTEX BN ERER), BEEHADPRZUANUE 20 BERER, &
ERREREE  ZEEREEEE LN X, NEXERUEHEPNEREEWFEEN ,
ESRE T LUER AWS Resource Groups M 28 imiEes i AN ERER,

6. ERIEVEERMEER , $#IE AWS CloudFormation B FESEMEEREENERBEE,

7. £ Additional information (Eftt&E:R) (B8 , B AREFEER, STEEHERE L RRER
H BB,

8. 7t Group tags (FHHEEH) B , FMEABKRES., FEEEESERERFENPESH. AT
eYENEER. EESFERBEETHERNEIR , £ Grouping criteria (BB R HF) fREEIE
%,

MREHEBLFHERAERFENKE , AFHEEREER, ELREEERBRER TR
MEE, Bt , FELAEREARRTELHE —BRBRSIRIEH B ERI R AR ENE
8o

9. TEME , 5512 Save changes (REEEE),

AWS CLI & AWS SDKs

£ AWS CLI, B EAMEFEN S TRENFANES , YERERFHENELR, BEE
mERAHENEE, £ B AWS CLI , BULEEREFESES CloudFormation B HEHE |
RZ2IF R

1. NREFTVELERENRY  FHBUSRIBET —ESER, BT TGS , BHERR
MW ERRAEE S HE.

$ aws resource-groups update-group \
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--group-name "resource-group-name'" \
--description "description_text"

THREH BT

$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

e e ER T EE RN EERA,

2. HEFEHMRENEHNER BT T es, SEHERE, HERNFNEREENERN
REHCHE. FENEEREE A FESTPRUZENEREREEBE K M EEEENE
MEREE, BEEHPHRS TR 20 BEFRER,

stack _identifier 28 ARN , WM& HIHS F IR

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

THREH BT

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"

o TEEREMNEHUARR,
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HELEmBHSH  EREREENSE

£ AWS Resource Groups #$& R R EEE S ERELERERTEUSHERN L RIGEN
B8F, SN EEHEASHNERN , RALKNEESENRARE. Sl , BULRESEREN
REEREFREENBN, SR EHERESNEGRBER Lambda BHE , UEXFZEH AR
WEEE  URARFNEEREFSEBEENEARER, B Lambda REANATATHSEL
ERNFFHERERNTEHEE. BREEREFMERNSE4H TS BRITEALEZFRE Lambda
BRE, {5l BRER A E IR

FERRMERBEANEEE M BEREY , BLLAFF Amazon EventBridge HEENEH AR EMNSEH |, LR
MIGFIE X BB & EventBridge B ERE ., A% , B EL B ERKERES B BHHITENRA
FRERNEMEE, ELXBEETERE AWS IR¥ , #la1 Amazon Simple Notification Service (Amazon
SNS). Amazon Simple Queue Service (Amazon SQS) # AWS Lambda. £/ Lambda &R , &
NEHTUBRENXRTEE  FRARXBRUTEZTENTMEFE, WFEETLUERA EventBridge $#
E AWS RSB E |, 552 (Amazon EventBridge £ #&E/) 1 # Amazon EventBridge B &,
EventBridge

ECABEAEMmBHEMHE , & AWS Resource Groups 2 F%|ER

- BEEFTH AWS Identity and Access Management (IAM) FRIEERE A€ | ATEREN ERNEZRMN
AWS CloudFormation &R B EEMEE , URBAME—HrNERRESETMEE,

- EREFHEZEN EventBridge 8 , IfENERP T AEBRIHEEENFMEF. EventBridge i
AURARKBAERFHEHELEE, AR, ERFHEHSELENBEEREHN , LUEIAZE EventBridge ,
HENBETRAEE,

B EEACRRHERFERERET. OF ERFEARLIECREESHCNFRES  F2
RS HERHEEARBESA®,

FRULIhRER , BRFASEEHERHEET TIENEERELESHF

- B EIREE,

- EHMEREHEEREENEERNEN,
- ERTRISERSEREENAR,

- EXEREBAREL,

- MIBREREAE
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- MEYBRERRETNER , ABFERFENKEERK, ERBEEH AWS CloudFormation
HBSFER WA RBRENEEREE.

/A Important

- BERNBZRNOEERESH , S4B EEREEN EventBridge, &R LUIREMIIEF
1TRE  BEEWMERBETRECH , TEREESHEME EventBridge B 1R,

- ERBESETOSERIERFEASNIAEENEE, TERBRENEREE
EXEH  BXEFAMER aws. tag IR EventBridge 8l , M3IE aws . resource-
groups ¥R, MEFMEN , 552 (Amazon EventBridge fFA &) FHMWEAWS &
B EEREFEEH,

T

- EERFEPHBEELEWEREHR

 E 3 EventBridge # B ARRER B AE 4 an B HA S5 4 N 2% #0388 00
- EARABHEAETBAEES

- ERBEEmBHEHNBEBNGE

REREETFREEEmBHSMH

EERWERBAEMBHEENEL , B FMEEALEMBESRSEH, A% ERFESRMFEY
Amazon EventBridge 2B tHEEE M. £ EventBridge 1 , LA LAMFE R ETE EventBridge lRIEH ESH
H R A REE A MR IR T,

@ HBIKFFHA
EEE PHRMBEEMBERESH AWS IRF |, BZXANEETSIFFAI/H AWS Identity and
Access Management (IAM) ZFEA B D EA
* resource-groups:UpdateAccountSettings
* iam:CreateServicelLinkedRole

 events:PutRule
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* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule

* cloudformation:DescribeStacks

* cloudformation:ListStackResources

* tag:GetResources

BIE—FRE PHBEEEDBPSEHE AWS IRE  ERBESRYE A WREEEA
AWSServiceRoleForResourceGroups., W EACEEFERERFHEZE EventBridge R 8l
WEFT, iR RISERERESE TR AWS CloudFormation % , IR EIRE bRy E 2R E TS
F, A%, ERH A2 ELEFRME Amazon EventBridge PHITERREHEREE. WRELEET
%5 i EventBridge 2 &# AlManaged.ResourceGroups.TagChangeEvents, iR BIEHE &
FHNEBSEHAEN., EUERERFEEENEEREHUEIEZE EventBridge , B BT A
B, A% , BH EventBridge R RI AT LUEIBEX B A E R AR EW B ERE EEH,

ERELSRE  SKHELEHNRARKEELEIERRKEREM,

BRI LAE R SEARE AWS CLI AWS Management Console S A — 1@ SDK APIstr 4 3R B R A48
+amiEHES,

® Note
MREHERBFAREAS , MEEFAMFEALEMBEREN, NEFHENR , F2RBRERE
B#.

AWS Management Console
EERFEAIZAEPRABEELETBERSESH

1. EERBEEZRAPRABGRERH.
2. ERALWBHE4ERT , RIEBNBEFAZHRE,
3. HERRHFELWT , BERRBEA,

RSB R E XN E R,
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://console.aws.amazon.com/resource-groups/groups/settings
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EEEREFNE— . FREHEHE , BT L Amazon EventBridge R R A |, LAEEL
EHWEHEERE CHFE AWS R ETREE,
AWS CLI

£/ AWS CLI 5 AWS SDKsBi R B £ aniBEi =14

THIgEFREMAER AWS CLI EERFETFFREEEwBHREMH, WAR , £/ R8RS
A 5. WESERIEEN B aiREMAERE,

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

BULBTTIESRS  BRDECHM. EMERERUBETARNER , BETH.

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

WEFMES , FSRTIER :

« AWS CLI - aws resource-groups update-account-settings #1 aws resource-groups get-account-

settings
« API — UpdateAccountSettings 1 GetAccountSettings

33 EventBridge # B LABEEREH 4B A ap B B S 4 M0 B¢ M@ A

BRI LAE PR REREEMNEEE IBH=4H AWS Resource Groups , B4 ZE Amazon
EventBridge., A% , BA[LAZ L EventBridge A Al , FEBAEHEE T Hih AWS RIE EITE TR
HEIREIEELEH,
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https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
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AWS CLI

£ EventBridge FEVRAINERF , ZAVSHERNEHYSEHEXZTERENBEZRE , YXA®R
BEFEH CLI &5 :

1. 23I EventBridge RIS EEUEEENEH
2. B EESHH B ZEEREE EventBridge 8l

$ER 1 . B3I EventBridge # B ABEERE 4

T %5 AWS CLI put-rule#flas S EEIL EventBridge R Al , MBI EEREFEEWIEHEH
2%,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/

CatchAllResourceGroupEvents"

}

& B EF R AH Amazon Resource Name (ARN),

(® Note

BESIRFENSHE , SRBEEANEERKEMN Shell EFREINEXNRA, HR
AIEEHHES , HRPILE R TE Linux BASH shell EEAM &GS, MESHEHME
(ERXREAARSIFHRENILFHEIIEREA |, FlE0 Windows B TIRTF T , S BAWS
Command Line Interface { EAEERE) PHEFBAFEA S 5K
REESHFTEESBURUEH K ESIXNFERNSHETERLERES , tkBFASH
i, MTREEERSIPE A,

THEHERNEREMRE[EREEHEMEANES , XHE ARN i, WEHAEXZEH
#) JSON F& , BEAETHERRHN JSON FEE | HAEMME KIERK. Ealks
BEFHRERERF,

RHEHEN JSON ZEERE ERF, ETHEXNBHIT , BRA eventpattern. txto

{
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https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
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"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]

}

A&, BHTHGSRELRR , # BERENETSAHER,

$ aws events put-rule \
--name "CatchResourceGroupEventsFoxrMyGroup" \
--event-pattern file://eventpattern.txt
{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}

EEHNMEMERNNERBAEN , Bi8--event-patternZ 2R BER GG , 10 BERFT
RAEEFHEHIN EventBridge BE] B4 ER &6,

SR 2 BURESM4HN B FEREE EventBridge # Al

B, ZEF-ERNRENEREABNEY  SUlEE—SZEEE , BEH4PTEERR
HEE,

T %) AWS CLI put-targets@® S E#E A B Amazon Simple Notification Service (Amazon
SNS) EEH imy-sns-topicE|BRELMEFFREINFRE, ERAPIEENFAREEE
i, TENEITRENERIER,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

L, FERAAFEHEANTAHRELERSEDEEERENER, MRNTEEFIFAR
B&% Amazon SNS £ , RIZFENFAETRERSRI TS EHNAL , MhAREREE
LB EANERNEE.
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WEFMES , FSRTIER :

« AWS CLI — aws E4 put-rule Ml aws =4 put-targets
« API - PutRule Ml PutTargets

2R ERPESERFALEmERE4EE

BOEIEER ﬁT%ﬁiﬁ'ﬁE’J%ﬁEU ZEAIASHENEAREBNSEHG4, nENAEAEISHENE
BEASHNZRIFMEN , 55268 (Amazon EventBridge A &) FH Amazon EventBridge
=, EventBridge

plan , BEREFLERAEEERER B FTERFENEREFEBH, S LMERBL TN E
AIEHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": '"create"
}
}

ZERRERASHEREEMLT EFELRIENSMH, NFTHRELHE o MUNTREEE ,
BRI A BB BB,

EARAEHE L e B E 4

BT AEERA B A A B HIEH , AWS Resource Groups SAZ IEA$E 4 3 512 Amazon EventBridges
WA LAER B %, AWS Management Console 52 AWS CLI 7 —1{& SDK APIs , R#{TILIR
(=

E
¢
dn
i

(® Note

RARABEAE B EHEMBREREHEZE EventBridge R B , ARAREEREEBM AWS
CloudFormation B2 EEEE, ERFERLIESELEEMFEZ EventBridge, &1E
EventBridge F EZMNEMSKERFESHNRAUBEFLBERERENSH., WRERR
REFXABAMBEAENERESG , EUUEALNKRA, NRERITERRFERELR , &
ALAMKREM. MEFMAES , 528 (Amazon EventBridge R &EEE) TR E A SMER
EventBridge #1 8], EventBridge
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ERFELEmERE4ETEMRREEEAE, WRELEMLA IAM |, 7] L F Bl BR AR 758
mAG, IREHERFTEBRMBEEE BRSNS  ERBEGACTEE , BREEEEH
BEME.

@ =IEFFH
EEERAB A PHBEEMBEHEYS AWSIRF |, BX4EUEF THIFFATH AWS Identity and
Access Management (IAM) =R &2 & A :

* resource-groups:UpdateAccountSettings
* events:DeleteRule

* events:RemoveTargets

* events:DescribeRule

* events:ListTargetsByRule

AWS Management Console
E3BA EventBridge WY A¥E 4+ aniBHAE 4B Al

1. BEERBEEFEZEPRBERERR,
2. HEFHELDBHEHERTD  BREFRBBEHNZELE,
3. HEHRHFmEAOHT , EEERBE.

FRIEERR  SHENERMA.

teE , BREETEBREMEEE EventBridge AREHERE , URETBRIERE <&
BREAAEAR R 8T SURE M b M BRI L3R Al BATE OB BRo
AWS CL

B3FA EventBridge B 4 B EiEH B A
THEFIREIMFER AWS CLI 2REAEREBEPWEBLETBHES,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

{
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"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

MEFEFHMET  F2ETIER :

« AWS CLI - aws resource-groups update-account-settings 1 aws resource-groups get-account-

settings
+ API - UpdateAccountSettings # GetAccountSettings

ﬁlﬁﬁ%ﬁi ap ‘ Hﬂ?#ﬂ’]%ﬂﬁ%ﬂ AR /

IRE
« detail MU EE
« FEMERZEHFIH EventBridge BETEHE R 214

WAEDBHEHEA T —&EXM JSON #1457 5= AWS Resource Groups .

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {

WFEFFAE Amazon EventBridge SHBRAMMNFHER , 528 (Amazon EventBridge A E S
F) HH Amazon EventBridge £, TRRAERFARENFHREA
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https://json.org
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BMEE Type R
detail-type ¥ HREREME , detail-type WU—FAT
He—{EE :

* ResourceGroups Group State Change -

RREBFERERABUENEE,
* ResourceGroups Group Membership

Change - RREEKEERNEE,

source FE& HREREHE , lkE—#A "aws.resource-
groups" o

resources Amazon Resource WM — 2 E8EN Amazon EREHE (ARN) ,

Name (ARNSs) f& % UK G ESHNEE,

MREA , KB BTSSR BEMERBIRN
E{TE JRARNS,

detail JSON #1#FF & EREHNES, detail MIUNABRSEE NE
mAEFAEdetail-type . MEFMEN , F2
ﬁ—F_E’ro

detail W{ZHIFEHE
detail MY BERERENFRADRBERYBEHMER, detail WU TURAMER X2 —
BERERERHBERET | N L —HAEMdetail-type M ERERH,

/A Important

B4 ch 0 FRBHE R B BHEM ARN H 2 UUID "unique-id" WAMIEAFTEE. 5
B4 UUID B2 EERBENSHH , LANES EMBRHBENBE IR EBRIN TR
B, RMEALH ARN AE— D WEERARELSHEDZERT HENSR.

FHERERE

"detail-type": "ResourceGroups Group State Change"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier
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ERAEER

tdetail-typeERREHEASHNMRECEE K SREEPEER., BB, ENNMEREER , 8
A WEE | W FE "change" W FTRdetail,

fEEdetail-typeltHE B |

i IACE

event-seq

uence

group

state-cha
nge

old-state

new-state

Type

Double

Group JSON ##

F&

GroupState JSON
i

GroupState JSON
L/Ies

group JSON ¥ B & F&RATRN THE,

i EVEE
arn
name

unique-id

Type
F &
F &

GUID

detailsERFIENEATE T RATBHRAEL

DU

ERENET  EEREFEANSEHFS. EEM
REETZTEAMEERENS —EFER BT

BER

SREFEEBNEENAE , KH ARN, BN —
IDo

BHEARESERA, TR TIMEME :

* Create

* update
e delete

BFANFARE, WHELSCBECBMEN
=8

BERNFARE, WHETESCBECBMEN
{EO

DU
FHEAY ARN,
BN ZILERE.

E—RY GUID {E , AJ[E4% B MIBRAYBEAE M TG LA
E&BEHN ARN EYNFAEEE, 2B ERE
WEHE , FFEA ARN Mt EN R EHATENKE
_ﬁglﬁo

detail W AVRERE
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GroupState JSON ¥+ 8 & TRARK TER,

WA Type iR

description FE EFREMNERFARR,

resource- ResourceQuery EHZFEREMNEN JSON RRE. LEUEEA

query JSON #1# REREHNEHE. HRALWFEER ResourceQ
uery APl ERIERIER., S8 ERLNEHS
HEHlH,

group-con Configuration Ed iR M E S FF A A BBV AR R S Y JSON R

figuration JSON #1# . MEFMER , 5528 AWS Resource Groups

APl 2EZREREHER IRISHERE,

THEEENIGHGHSRBPEEstate-change R detail MU AR,
B
"state-change": "create"

SHEHHMFECEY. SAESRTEHERVHBRENMAREPRENBY, RIFEFART
BALEHBERERE S AHENEEREN 2 — BHAXTTEETESR nul EHEX.

THEHIEHIEEFRINEREE , 85 my-service-group, EMEHF | FHAFAEREE
#, AEHEEEZER 9 Amazon Elastic Compute Cloud (Amazon EC2) #{T{EB "project"="my-
service",

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:01z",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_ResourceQuery.html
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"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
B

"state-change": "update"

EFEHRAEHACEBRESNEN. EHARSAFRLINELENE ML, REENBETEET
EEHAXH,

THEHIBEMHEL , AAEMERFETHERREI B RAERET L EE Amazon EC2 HIRE
&R

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

15

"detail": {
"event-sequence": 3.0,
"state-change": "update",
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"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

.
"old-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

Delete

"state-change": "delete"

EMIEHEERECHBR. FHEESAMUTIEFERIUANPEER ., BIBEER , event-
sequence MU EBELEHZRER , RAERY arnfl WHE —EEHunique-id,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z7",

"region": "us-east-1",

detail W AVRERE
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"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
BHENBEEREE
"detail-type": "ResourceGroups Group Membership Change"

ttdetail-typeEXRTEFENKNEERCHENMEZFHEIRFEAPIBRNERMEE, B
Edetail-typeltiB1EE , HEresourcesUETEHNEERCEBE ZHHEMN ARN , SIRFIEE
BASRBFAPBRNEMTEIRDN ARNs,

fEEdetail-typelt EHE |, detailsERPBEMNEADE TRATRBNAL

BWuERE Type IR
event-seq Double EREMEF , BHSEFENSEHRFY], MRS
uence HEHM— ID8EK , BFEER.
group Group JSON ¥4 RE4E ARN, BFBHME— ID REBIEEE 48R3
B BEAE D4
resources ResourceChange HIEREERCEBENERMES,
JSON #)# &5

ttResourceChange I EBRAERN TR

A

« membership-change -{E% "add"=
"remove",

o arn - FIEHBERAEIR ARN,
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BB RE Type R
- resource-type - FIEHBROERER,

THEABHIIRAAEREERBERENEHAR, LEFBET—BERTEEHE , U —EE
R P B IR,

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {

"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
b,
"resources": [
{
"membership-change": "add",
arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"

"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
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TREAEHIN EventBridge BHFT SHE X €55l

T 5% EventBridge B EH RN SR ERHEEENEHHRELAECREBN B ESHRAUNE T
E,

ETHEXRFELP , MRFEREREANER , SRS ra#1###BRBEBCNER,
FREREESEMH

{
"source": [ "aws.resource-groups" ]

}
HEMERNEERBESH
THRXGEMNEAAFERHEREEE,
{
"source": [ "aws.resource-groups" 1,

"detail-type": [ "ResourceGroups Group State Change " ]
}

THEABHEIEARTEREAREEREE,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
RERENSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}

A EHENEERENEE, THHHATHERRE , bEEHRERS —AFHENKEER
RFEREVE &,

EHE W ] 62
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{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" 1]
}
BEERNSEH

R R EXREERGEFEXERESH,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " ],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BREEREENENS
AR FE LB B ARNs , REEH S EEREENSEH,

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BRI LAFERAE B resource-typeFREAT LR , EZEHE LR bEIT A 8EMEA,
B E—EEHTR , ATEHARSHEHEREEREEFEN , RABEANRBEFEHTEE
Hdetail#{ 2 E resources W1,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}
FIEERBREMSt

{
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"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" 1],
"detail": {
"resources": {
"membership-change": [ "remove" ]

BREERNTEERBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

BEESH N ERANEHEGR  FAXGEPE—(EEHPFERNIEBresourcesfE’l, ERRATE
BresourcestEHFHERTERENEEFHENER , MEAFNEHEF, BOER , THIEXE
gEYlTEREREERNES. Rz , FEAL—ESEFAPERNEE.

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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% MIBRE FEEE AWS Resource Groups

IEALAE R AWS Resource Groups £ A AWS CLI #EF M BR&ERE #H AWS Resource Groups.
R EREFETERRBERFERNENERINEERLNER, CRESRRFEARBNETAEFEBR
BER,

Console
Tl BR & R B4
1. & A AWS Resource Groups £# &,
2. EEEBERD , BECRENEREE
3. EELEMBRMNERFEESR A AREBEQEFHAENR.
4., HEFENFHEEARAEEL , BEL LANRBR.
5. HBRTELMEIEMERE | B2 Delete (MIBR),

AWS CLI & AWS SDKs
il BR & R B 4

1. #ITTFHGS , # resource_group_name AR BENEEETE,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. BEXRRRETREHEEMBRE , FBEA yes , RRBRET Enter £,

65


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups

AWS Resource Groups EREER

187 LLE B AWS Resource Groups fl & iRESFEHAMNE
R

I&TILAE A AWS Management Console 5 AWS CLI REV EREHE  REEBELHEBEREER
B, BZANKERFTEENZ AWS BER , ARFHELERREEFENBEER, XTERALT
LR £ EREEATEE AWS HWERER AWS Resource Groups , LA & T LA 2 & w8 25 R AE
M ERER,

/A Important

ERFEXEEREENEANERFEATURZREEDHERE  RAERFEXENE
R BEERBAEXENEREEERFERFEALVTHBCREMAREERKE  FEE,
ZBETREELEFE - REYHEREREPITHNESER YT, EUTREKELS
HEFREYNERER  SEAEZTRFRENER , IEBFEERDZEANER. &£
EEBRT , KU EERALGERN  UEERAEERENE R TR AFEN —

VAN
o

TRIHZEEEEFESHPECHNERER, EBEHEBAPNREER , UK AWS
CloudFormation & BB HAPH R EERK,

- EBRESRERL - S FERAEREESTEARETHBERENER, &8 , Z4AFER AWS
Resource Groups Tagging APISZ &R #E R R 4+ X BN RERRE.

- EBRHEE - AU EEREEREERERNEBRAENERBEETISHERNER, 8l
SEECEEXRSIELBANE , MEAHAFEENTMERFSESRABHEN—IB
« AWS CloudFormation &R EH — @B LA H K E B A CloudFormation & A 22 37 {9 &R 4H A

HERBEEATISHEINER, BESETHEN ARN, MEEFMEERASEBKRAEFHANRK
g, BERHIEZE AWS CloudFormation & & EHHEEF I,

NEFEERFHECEABTBXENERBEEE A F2RATERRECEANEREEN —H,.
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® Note

ERFENEREESIETRYNEREE  BREE R THE

E.

AWS DeepComposer

&R

AWS : :DeepComposer: :Composition

AWS : : DeepComposer: :Model

Amazon API| Gateway

R

AWS: :ApiGateway:
AWS: :ApiGateway:
AWS: :ApiGateway:
AWS: :ApiGateway:
AWS: :ApiGateway:
AWS: :ApiGateway:

AWS: :ApiGateway:

:Account

:ApiKey
:ClientCertificate
:DomainName
:RestApi

:Stage

:UsagePlan

BB RES
e

BB
&5

x X
17

x
7|

ERAERE

ERAERE

AR PEM AWS

AWS
CloudForm
ation Ht &

ikt |

X &

X &

AWS

CloudForm

ation &

ik e |

AWS DeepComposer
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Amazon API Gateway V2

&R EHimEss EZ|EFA AWS
Ei CloudForm
ation &
pick.c3 |
AWS: :ApiGatewayV2: :Api X & v = X &

IAM Access Analyzer

&R ERmESE S®/AETAE AWS
Ei CloudForm
ation it &
pack:c3 2|
AWS: :AccessAnalyzer: :Analyzer X & v = X &
AWS Amplify
BR EEiREsS SBIEBEAE AWS
B CloudForm
ation H#t &
pack:c3 2|
AWS: : Amplify: :App X & Ve X &

Amazon API Gateway V2 68
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AWS App Runner
EiR E&imEsR SEREFE AWS
KR CloudForm
ation &
BEA
AWS : : AppRunner: :AutoScalingConfigura
' ppRu u ing igu < & /B < 5
tion
AWS : : AppRunner: :Connection X & v = X &
AWS: : AppRunner: :ObservabilityConfi
- ppRu vability igu < & /B < 5
ration
AWS: : AppRunner: :Service X & v = X &
AWS: : AppRunner: :VpcConnector X & v = X &
AWS: : AppRunner: :VpcIngressConnection X & v = X &
AWS AppConfig
iR E&imEsR SEREBEE AWS
EE CloudForm
ation &
pick:cd |
AWS : : AppConfig: :Application X & v = X &
AWS: : AppConfig::ConfigurationProfile X & v = X &
AWS: : AppConfig: :Deployment X & Ve X &
AWS: : AppConfig: :DeploymentStrategy X & v = X&®
AWS: : AppConfig: :Extension X & Ve X &

AWS App Runner
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ERAEER

&R

AWS: : AppConfig: :ExtensionAssociation

AWS AppFabric

&R

AWS: : AppFabric: :AppAuthorization

AWS: : AppFabric: :AppBundle

AWS: : AppFabric::Ingestion

Amazon AppFlow

&R

AWS: : AppFlow: :Connector

AWS: : AppFlow: :Flow

AWS AppFabric

BEMES BRI
e

BRMES BELRE
b

X & v =
X & v =
X & v =

BERES SRIHE
e

X B v =
X & v =

AWS
CloudForm
ation H#t &

ikt |

X &

AWS
CloudForm
ation H#t&

RIBEA
X B
X &

X &

AWS
CloudForm
ation H#t &

ik e |
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Applntegrations
BIR ERmESE SRIEFAE AWS
KR CloudForm
ation &
pickicd |
AWS: :AppIntegrations: :Application X & v = X &
AWS: :AppIntegrations::Datalntegratio
. o : : X & v = X &
AWS: :AppIntegrations::EventIntegrati
PPAMTES J X & v B X &
on
AWS App Mesh
&R ERimEsR SRERE AwS
R CloudForm
ation &
pick.c 3|
AWS: : AppMesh: : GatewayRoute X & v = X &
AWS : : AppMesh: :Mesh X & Ve X &
AWS : : AppMesh: :Route X B v = X &
AWS: : AppMesh: :VirtualGateway X & v = X &
AWS: : AppMesh: :VirtualNode X & v 2 X &
AWS : : AppMesh: :VirtualRouter X & v = X &
AWS : : AppMesh: :VirtualService X & v = X &

Applntegrations
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Amazon AppStream

BIR ERimE:R SERIEFEE AWS
KR CloudForm

ation &

pickicd |
AWS : : AppStream: : AppBlock X & v = X &
AWS: : AppStream: :AppBlockBuilder ) v = X &
AWS: : AppStream: :Application X & Ve X &
AWS: : AppStream: :Fleet v = v = v =
AWS: : AppStream: : Image ) v = X &
AWS: : AppStream: : ImageBuilder e v = v 2
AWS: : AppStream: :Stack v = v = v =

AWS AppSync
&R ERimESE SEBIEBAE AWS
K& CloudForm

ation &

pickicd |
AWS: : AppSync: :Api X & Ve X &
AWS: : AppSync: :DataSource X & ) v =
AWS : : AppSync: :DomainName ) v = X &
AWS : : AppSync: : GraphQLApi X & X & v 2

Amazon AppStream 72
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Application Auto Scaling

BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: :ApplicationAutoScali ::Scalabl
pplicationAutoScaling cala « & /2 « &
eTarget
AWS Application Migration Service
ER Efimigss EBABE AWS
=& CloudForm
ation Ht &
AU
AWS: :MGN: :Application X & v = X &
AWS: :MGN: : Connector X & v B X &
AWS: :MGN: : Job X & v = X &
AWS: :MGN: :L hConfi tionTemplat
aunchConfiguration P « & /8 « &
e
AWS: :MGN: :ReplicationConfigurationTe < & /B « &
mplate
AWS: :MGN: :SourceServer X & v iE X &
AWS: :MGN: :VcenterClient X & v = X &
AWS: :MGN: :Wave X & v = X &

Application Auto Scaling 73
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EREEE
AT EEi2E (AlOps)
&R ERimEsR SRERE Aws
e CloudForm
ation &
pick:c 3|
AWS: :AIOps::InvestigationGroup X & v = X &
Amazon Athena
BIR ERimE:R SERIFE AWS
R CloudForm
ation &
pick.c 3|
AWS: :Athena: :CapacityReservation X & v = X &
AWS: :Athena: :DataCatalog X & Ve X &
AWS: :Athena: :WorkGroup X & v = X &
AWS Audit Manager
&R ERimE:R SRERME Aws
KR&C CloudForm
ation &
pick:cd |
AWS: : AuditManager: :Assessment X & v = X &
AWS: : AuditM 1A tF
uditManager: :AssessmentFramewo < T /= « %
rk
AWS: : AuditManager: :Control X & v = X &

AT EEEE (AlOps)
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AWS B2B &k} 32 #2
BIR ERmESE SRIEFAE AWS
KR CloudForm
ation &
pickicd |
AWS: :B2BI::Capability X & v = X &
AWS: :B2BI::Partnership X & v = X &
AWS: :B2BI: :Profile X & v 2 X &
AWS: :B2BI::Transformer X & v = X &
AWS Backup
&R ERimESR SERIEBFE AWS
1Rac CloudForm
ation Ht &
pickicd |
AWS: :Backup: :BackupPlan X & v = X &
AWS: :Backup: :BackupVault ) v = X &
AWS: :Backup: : Framework ) v = X &
AWS: :Backup: :LegalHold X & v = X &
AWS : :Backup: :ReportPlan ) v = X &
AWS: :Backup: :RestoreTestingPlan X & v = X &

AWS B2B &I 33i
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AWS Backup gateway

BIR ERmESE SRIEFAE AWS
KR CloudForm
ation &
pickicd |
AWS : :BackupGateway: :VirtualMachine X & v = X &

AWS Backup # &

BiR EEimEsS E8|AEBFA AWS
Bid CloudForm
ation H#t &
RIE¥HR
AWS : :BackupSearch: :SearchExportJob X & v = X &
AWS : :BackupSearch: :SearchJob ) v = )
AWS Batch
BIR EEimEss E8|AEBFA AWS
Bid CloudForm
ation H#t &
RIE¥E
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: :ConsumableResource X & v = X &
AWS: :Batch::Job X & v B X &
AWS: :Batch: :JobDefinition X & v = X &

AWS Backup gateway 76
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EIR EEiREsS SBIEBEAE AWS
=i CloudForm
ation H#t &
patk:c2 |
AWS: :Batch: : JobQueue X & v B X &
AWS: :Batch: :SchedulingPolicy X & v = X &
Amazon Bedrock
BR ERimiEss EBAEHE AWS
Eid CloudForm
ation H#t &
RIE¥R
AWS : :Bedrock: : Agent X & v 2 X &
AWS: :Bedrock: :AgentAlias X & v = X &
AWS: :Bed k::ApplicationInf P
' edroc pplicationInferencePr « & /8 < &
ofile
AWS : :Bedrock: :AsyncInvoke X & v = X &
AWS: :Bedrock: : CustomModel X & v = X &
AWS: :Bedrock: :EvaluationJob X & Va3 X &
AWS: :Bedrock: :Flow X & v = X &
AWS: :Bedrock: :FlowAlias X & v = X B
AWS: :Bedrock: :Guardrail X & v B X &
AWS : :Bedrock: :KnowledgeBase X & v = X &
AWS: :Bedrock: :ModelCustomizationJob X & v = X &

Amazon Bedrock
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&R ERimEsR FEREFE AWS
i CloudForm
ation &
pich.:3 12|
AWS: :Bedrock: :ModelEvaluationJob X & v = X &
AWS: :Bedrock: :ModelImportJob X & v = X B
AWS: :Bedrock: :ModelInvocationJob X & v = X B
AWS: :Bedrock: :PromptVersion X & Ve X &
AWS Billing Conductor
&R EBimESR FRERE AWS
EE CloudForm
ation &
pich.c3 1|
AWS: :BillingConductor::BillingGroup X & v = v =
AWS: :BillingConductor: :CustomLinelte
: illing uctor::Cu i « & /8 /8
AWS: :BillingConductor: :PricingPlan X & v = v =
AWS: :BillingConductor: :PricingRule X & v = Ve

AWS Billing Conductor
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EREEE
AWS tREE B R AN E TR
BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: :Billing::BillingView X & v = X &
Amazon Braket
BiR EEimEsS E8|AEBFA AWS
Bid CloudForm
ation H#t &
RIE¥HR
AWS: :Braket::Job X & v = X &
AWS: :Braket: :QuantumTask v = v X &
AWS Budgets
BIR EEimEss E8|AEBFA AWS
Bid CloudForm
ation H#t &
RIE¥E
AWS: :Budgets: :Budget X & v = X &
AWS : :Budgets: :BudgetsAction X & v = X &

AWS IREBERAEE
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AWS BugBust

&R EHimEss EZ|EFA AWS
Ei CloudForm
ation &
gack.c3 2|
AWS: :BugBust: :Event X & v = X &

AWS Certificate Manager

&R ERimESR SERIERE AWS
KR&c CloudForm
ation &
pick:cd |
AWS: :CertificateManager::Certificate v = v = v =

AWS Certificate Manager A5 BEZEEE

&R ERimESE SE8IE/AE AWS
Rie CloudForm
ation &
pick:c 3|
AWS: : ACMPCA: :CertificateAuthority X & Ve X &

AWS BugBust 80
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B K FEAEXH A Amazon Q Developer

BR EfimiEss ESEBAHE AWS
B’ CloudForm
ation H#t &
pitkc2 |
AWS: :Chatbot: :ChatbotConfiguration X & v = X &
AWS: :Chatbot: :CustomAction X & v = X &

Amazon Chime

BiR ERimER ERIEFE AWS
Z& CloudForm
ation #t &
pick:cd |
AWS: :Chime: :AppInstance X B v = X &
AWS: :Chime: :AppInstanceBot X & Ve X &
AWS: :Chime: :AppInstanceUser X & v = X &
AWS: :Chime: :Channel X & v = X &
AWS: :Chime: :MedialInsightsPipelineCon
: . ? g X & v 2 X &
figuration
AWS: :Chime: :MediaPipeline X & v = X &
AWS: :Chime: :MediaPipelineKinesisVide
P X & v = X &
oStreamPool
AWS: :Chime: :SipMediaApplication X & v = X &
AWS : :Chime: :VoiceConnector X & Ve X &

HXERRRXFH Amazon Q Developer 81
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BiR EEiREsS SBIEBEAE AWS
Eid CloudForm
ation H#t &
piv k3|
AWS: :Chime: :VoiceProfileDomain X & v = X &

AWS Clean Rooms

BiR EEimEss EBIBEA AWS
E&d CloudForm
ation H#t&
RIEER
AWS: :CleanRooms: :AnalysisTemplate X & v = X &
AWS: :CleanRooms: :Collaboration X & v = X &
AWS: :C1 R : :Confi dAudi M
ear.1 o?ms onfiguredAudience < & /e < 5
odelAssociation
AWS: :CleanRooms: :ConfiguredTable X & v = X &B
AWS: :CleanRooms: :ConfiguredTableAsso
W5 v X & VB X &
ciation
AWS : :CleanRooms: :Membership X & Ve X &
AWS: :CleanRooms: :PrivacyBudgetTempla
yeudg P X B VB X &

te

AWS Clean Rooms 82
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ERAEER

AWS Clean Rooms ML

R

AWS: :CleanRoomsML:

nJob

AWS: :CleanRoomsML :

AWS: :CleanRoomsML :

eModel

AWS: :CleanRoomsML :

gorithm

AWS: :CleanRoomsML:

Amazon Eix B %

&R

:AudienceGeneratio

:AudienceModel

:ConfiguredAudienc

:ConfiguredModelAl

:TrainingDataset

AWS: :CloudDirectory::Directory

BEEES
e

BEREE
b

X &

e itk e ]

ERAERE

AWS
CloudForm
ation &

ik e |

X &

AWS
CloudForm
ation &

ikt |

X &

AWS Clean Rooms ML
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EREEE
AWS Cloud9
BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation &
pitkc2 |
AWS: :Cloud9: :Environment v B v = X B
AWS CloudFormation
BiR EEiwmEss EBEBEAE AWS
Bid CloudForm
ation H#t &
RUEHAA
AWS: :CloudFormation: :Stack v B v B v =
AWS: :CloudFormation: :StackSet X & v = X B
Amazon CloudFront
BIR EEimEss EBEBEAE AWS
Bid CloudForm
ation H#t &
pitfc2 1z
AWS: :CloudFront: :Distribution v =1 v 22 v 22
AWS: :CloudFront: :StreamingDistributi
v =1 v =2 v =2
on
AWS: :CloudFront: :VpcOrigin X & v =2 X &

AWS Cloud9
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1 ERFAEEXBERE (BRI ) BEENEXBEKER. EEEAERFEERREY SIS DL
EREENER  S4AEERGERI AT SRERKENER THus-cast- 1EMEFFTEHT

2o

2 ERFAEEEZERT (#FEELL ) EENLKERKER. ARERFEZ Y SE EHE B #
E R E2ER 13 AWS Management Console | AWS EiE @& EQSHEFHETERN . &
ERVOELHERNEREE , ZXAFEHAA LANWESEEESS AWS Management Console 5% E

AEBRI (#EEEILE ) us-east-1 AWS Management Console,

AWS CloudHSM

BIR ERimESE S8/ AE AWS
R CloudForm
ation 8
pick:c 3|
AWS : : CloudHSM: :Backup X & Ve X &
AWS : : CloudHSM: :Cluster X & v = X &
AWS Cloud Map
&R ERimESE SE8I/AE AWS
Rie CloudForm
ation B
pick:c 3|
AWS: :ServiceDiscovery: :Namespace X & Ve X &
AWS: :ServiceDiscovery: :Service X & v = X &

AWS CloudHSM
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ERAEER

Amazon CloudSearch

R

AWS: :CloudSearch: :Domain

AWS CloudTrall

&R

AWS: :CloudTrail: :Channel
AWS: :CloudTrail: :Dashboard
AWS: :CloudTrail: :EventDataStore

AWS: :CloudTrail: :Trail

Amazon CloudWatch

&R

AWS: :CloudWatch: :Alarm

AWS: :CloudWatch: :Dashboard

ERimER SREHFA

e

BRmER SREFE

=i

BERimESR JSEIEHA

e

AWS
CloudForm
ation &

ik e |

X &

AWS
CloudForm
ation H#t &

ik e |

AWS
CloudForm
ation &

ikt |

Amazon CloudSearch
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RS
&R ERimESR FEERIEBRE AwWS
G CloudForm
ation B
pick:c 3|
AWS: :CloudWatch: :InsightRule X & v = X &
AWS: :CloudWatch: :MetricStream X & v = X &
AwWS: :Cl Watch:: icelL 10bjecti
oudWatc ServicelevelObjecti & /B2 < &
ve
Amazon CloudWatch Application Insights
&R ERimE:R SERIUFE AWS
S CloudForm
ation &
pick:c 3|
AWS: :ApplicationInsights: :Applicatio $E /B2 « &
n
CloudWatch Application Signals
&R ERimEE S8/ AE AWS
R CloudForm
ation &
pick:c 3|
AWS: :ApplicationSignals::Serviceleve < & /e « &

10bjective

Amazon CloudWatch Application Insights
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CloudWatch Evidently
BIR ERimE:R SERIEFEE AWS
KR CloudForm
ation &
pickicd |
AWS: :Evidently: :Feature X & v = X &
AWS: :Evidently: :Launch X & v = X &
AWS: :Evidently: :Project X & Ve X &
AWS: :Evidently: :Segment X & v = X &
Amazon CloudWatch Logs
&R ERimE:R SREREME Aws
1R CloudForm
ation &
BEA
AWS: :Logs: :AnomalyDetector X & v = X &
AWS: :Logs: :Delivery X & v = X &
AWS: :Logs: :DeliveryDestination X & v = X &
AWS: :Logs: :DeliverySource X & v = X &
AWS: :Logs: :Destination X & v = X &
AWS: :Logs: :LogGroup X & v = Ve

CloudWatch Evidently
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ERAEER

Amazon CloudWatch A& R EE S

R

AWS: :0am: :Link

AWS: :0am: :Sink

Amazon CloudWatch RUM

R

AWS: :RUM: : AppMonitor

Amazon CloudWatch Synthetics

R

AWS: :Synthetics: :Canary

AWS: :Synthetics: :Group

BERES BBELRE
B

X & v =
X & v =

BEEESE SRLHE
e

BERES SRIHNE
B

X & v =
X & v =

AWS
CloudForm
ation &

ik e |

AWS
CloudForm
ation &

ikt |

AWS
CloudForm
ation H#t &

ik e |

Amazon CloudWatch AJ &I EEE
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EREEE
AWS CodeArtifact
BIR ERmESE SRIEFAE AWS
KR CloudForm
ation &
pickicd |
AWS: :CodeArtifact: :Domain v = v = v
AWS: :CodeArtifact: :PackageGroup X & v = X &
AWS: :CodeArtifact: :Repository v = Ve v 2
AWS CodeBuild
&R ERimESE S8/ AE AWS
R CloudForm
ation 8
pick:c 3|
AWS: :CodeBuild: :Fleet X & Ve X &
AWS: :CodeBuild: :Project v = v 2 X &
AWS : : CodeBuild: :ReportGroup ) v = X &
Amazon CodeCatalyst
&R ERimESR SEERIERE AWS
KR&c CloudForm
ation &
pickicd |
AWS: :CodeCatalyst: :Connection X & v = X &

AWS CodeArtifact
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EREEE
EIR EEiREsS SBIEBEAE AWS
=i CloudForm
ation H#t &
patk:c2 |
AWS: :CodeCatalyst::IdentityCenterA
‘ -oeaays entityCenterApp « & /8 « &
lication
AWS: :CodeCatalyst: :Space X & v = X &
AWS CodeCommit
ER EfimiEss EBAHE AWS
E&e CloudForm
ation H#t &
pitkc2 c|
AWS : : CodeCommit: :Repository v = v = X &
AWS CodeConnections
BIR EEimEss E8|AEBFA AWS
BEid CloudForm
ation Ht &
RIE¥R
AWS: :CodeConnections: :Host X B v = X &
AWS : : CodeConnections: :RepositoryLink X & v = X &

AWS CodeCommit
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EREEE
AWS CodeDeploy
&R ERimESR SERERE AWS
KR CloudForm
ation &
pickicd |
AWS : : CodeDeploy: :Application X & v = e
AWS : : CodeDeploy: :DeploymentConfig X & X & v 2
AWS: : CodeDeploy: :DeploymentGroup X & v = X &
AWS : : CodeDeploy: : Instance X & v = X &
Amazon CodeGuru Reviewer
&R ERimEE S8/ AE AWS
R CloudForm
ation B
pick:c 3|
AWS: :CodeGuruReviewer: :RepositoryAss o o o
. . v = v = v =
ocliation
Amazon CodeGuru Profiler
&R ERimESE S8/ AE AWS
R CloudForm
ation B
pick:c 3|
AWS: : CodeG Profiler::ProfilingG
odeGuruProfiler: :ProfilingGrou « & /8 < %

P

AWS CodeDeploy 92
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AWS CodePipeline
BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: :CodePipeline: :CustomActionType X & v = X &
AWS: :CodePipeline: :Pipeline v = v = v =
AWS: : CodePipeline: :Webhook Ve v 2 v =
AWS CodeStar &40
BiR ERimiEss EBAE#EE AWS
=& CloudForm
ation &
pivk:c2 |
AWS: :CodeStarNotifications: :Notifica
. ) v B X &
tionRule
AWS CodeConnections
EIR EEiREsS SBEBEAE AWS
=i CloudForm
ation Ht &
patk:c2 |
AWS: :CodeStarConnections: :Connection X & v = X &
AWS: : CodeStarConnections: :Host X & v = X &

AWS CodePipeline
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EREEE
EIR EEiREsS SBIEBEAE AWS
=i CloudForm
ation H#t &
patk:c2 |
AWS: :CodeStarC ti ::R it
' odeStarConnections epository « % /8 « %
Link
Amazon CodeWhisperer
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B CloudForm
ation H#t &
RIE¥R
AWS: :Events: :EventBus X & v = X &
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(® Note
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Amazon EventBridge Pipes
BIR ERimEsE BEHEFEE AWS
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ation &
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AWS: :Pipes: :Pipe X & v = X &
Amazon EventBridge BEf285
&R ERimESR BH/EFE AWS
BEid CloudForm
ation &
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AWS: :Scheduler: :ScheduleGroup ) v = X &
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BIR ERmESE SRIEFAE AWS
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AWS: :EventSchemas: :Discoverer X & v = X &
AWS: :EventSchemas: :Registry X & v = X &
AWS: :EventSchemas: :Schema X & Ve X &
Amazon FSx
&R ERimESE S8/ AE AWS
R CloudForm
ation 8
pick:c 3|
AWS: : FSx: :Backup X & Ve X &
AWS: :FSx: :DataRepositoryTask X & v 2 X &
AWS: :FSx::FileCache X & v = X &
AWS: :FSx::FileSystem Ve v = X &
AWS: : FSx: :Snapshot X & v = X B
AWS: :FSx::StorageVirtualMachine X & v = X &
AWS: : FSx: :Volume X & v = )

Amazon EventBridge #&#&#i&
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AWS Fault Injection Service

BIR ERimE:R SERIEFEE AWS
KR CloudForm
ation &
pickicd |
AWS: :FIS::Experiment X & v = X &
AWS: :FIS::ExperimentTemplate ) v = X &

Amazon FinSpace #&#B#iR

BIR ERmESE SRIEFE AWS
Z& CloudForm
ation #t &
pick:cd |
AWS: :FinSpace: :Environment X & v = X &
AWS: :FinSpace: :KxCluster X & Ve X &
AWS: :FinSpace: :KxDatabase X & v = X &
AWS: :FinSpace: :KxDataview ) v = X &
AWS: :FinSpace: :KxEnvironment ) v = X &
AWS: :FinSpace: :KxScalingGroup X & v = X &
AWS: :FinSpace: :KxUser ) v = X &
AWS: :FinSpace: :KxVolume X & v = X &
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AWS Firewall Manager

BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: :FMS: :Applicationslist ) v = X &
AWS: :FMS: :Policy X & v = X &
AWS: :FMS: :ProtocolslList X & v = X &
AWS: :FMS: :ResourceSet X & v = X &

AWS loT Fleet Hub

&R ERimESR SERIEBFE AWS
1Rac CloudForm
ation Ht &
BEA
AWS: :IoTFleetHub: :Application X & v = X &

Amazon Forecast

BIR ERimEE E8/AE AWS
Rie CloudForm
ation B
pick:c 3|
AWS: :Forecast: :Dataset v = Ve X &
AWS: :Forecast: :DatasetGroup v = v = X &

AWS Firewall Manager 127



AWS Resource Groups EREER

&R ERimEsR FEREFE AWS
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AWS: :Forecast: :DatasetImportJob v = v 2 X &
AWS: :Forecast::Explainability X & v = X &
AWS: :Forecast::ExplainabilityExport X & v = X &
AWS: :Forecast: :Forecast v = v = X &
AWS: :Forecast: :ForecastEndpoint X & v = X &
AWS: :Forecast: :ForecastExportJob v = v = )
AWS: :Forecast: :Predictor v = v = X &
AWS: :Forecast: :PredictorBacktestExpo
g v e X &
rtJob
AWS: :Forecast: :WhatIfAnalysis X & Ve X &
Amazon Fraud Detector
&R E&imEsR SEREHE AWS
Eid CloudForm
ation &
BEE
AWS: :FraudDetector: :BatchImport X & v = X &
AWS: : FraudDetector: :BatchPrediction X & v = X &
AWS: :FraudDetector: :Detector v = v = X &
AWS: :FraudDetector: :DetectorVersion X & v = )
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BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: :GameLift: :Alias X & v = X &
AWS: :GameLift: :ContainerFleet X & v = X &
AWS: :GameLift: :ContainexrGroupDefinit
‘ inerGroup ini « & /B <
ion
AWS: :GamelLift::Fleet X & v = X &
AWS: :GameLift: :GameServerGroup X & Ve X&B
AWS: : GameLift: :GameSessionQueue X & v B X &
AWS: :GamelLift::Location X & v B X B
AWS: :GameLift: :MatchmakingConfigurat
. 2 2 X & /2 X &
ion
AWS: :GameLift: :MatchmakingRuleSet X & v = X &
AWS: :GamelLift::Script X & v = X B
AWS Global Accelerator
BiR ERimiEss EBAEEE AWS
=& CloudForm
ation &
pivk:c2 |
AWS: :GlobalAccelerator: :Accelerator X & v B X &

Amazon Gamelift {a R85
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AWS: :GlobalAccelerator: :CrossAccount
ccelerator: :Cr ccou « & /8 « &
Attachment
AWS Glue
BR ERimiEss EBAEHEE AWS
Bid CloudForm
ation H#t &
RIE¥R
AWS: :Glue: :Blueprint X & Ve X &
AWS: :Glue: :Catalog X & v = X &
AWS: :Glue: :Completion X & v = X &
AWS: :Glue: :Connection X & Va3 X &
AWS: :Glue: :Crawler v = v = X &
AWS: :Glue: :CustomEntityType X & v = X &
AWS: :Glue: :Database X B v = v =
AWS: :Glue: :DataQualityRuleset X & v X &
AWS: :Glue: :DevEndpoint X & v = X &
AWS: :Glue: :Job v = v X &
AWS: :Glue: :MLTransform X & v = X &
AWS: :Glue: :Registry X & v = X &

AWS Glue 131



AWS Resource Groups EREER
EIR EEiREsS SBIEBEAE AWS
=i CloudForm

ation H#t &

patk:c2 |
AWS: :Glue: :Schema X & v B X &
AWS: :Glue: :Session X & v = X &
AWS: :Glue: :Trigger Ve v = )
AWS: :Glue: :UsageProfile X B v = X &
AWS: :Glue: :Workflow X & v = X &

AWS Glue DataBrew
EIR EEimEss S\ AE AWS
=i CloudForm

ation H#t &

patk:c2 |
AWS: :DataBrew: :Dataset v = v = v =
AWS: :DataBrew: : Job v 2 v B v =
AWS: :DataBrew: :Project v = v = v =
AWS: :DataBrew: :Recipe v = v = v =
AWS: :DataBrew: :Ruleset X & v = X &
AWS: :DataBrew: :Schedule v R v =

AWS Glue DataBrew
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AWS Ground Station

BR EfimiEss ESEBAHE AWS
Eie CloudForm
ation H#t &
pitkc2 |
AWS: : GroundStation: :Config X & v = X &
AWS: : GroundStation: :Contact X & v = X &
AWS: :GroundStation: :DataflowEndpoint
Tou i wEndpoin « & /2 « &
Group
AWS: :GroundStation: :Ephemeris X & v = X &B
AWS: :GroundStation: :MissionProfile X & v = X &
AWS: :GroundStation::Satellite X & v = X &
Amazon GuardDuty
BIR EHimEs EE|AEBFA AWS
Bid CloudForm
ation H#t &
RIE¥R
AWS: : GuardDuty: :Detector X & v = e
AWS: :GuardDuty::Filter X & v = X &
AWS : :GuardDuty: : IPSet X & v 2 X &
AWS: :GuardDuty: :MalwareProtectionPla
J X & Ve X &
n
AWS: :GuardDuty: : ThreatIntelSet X & Ve X &
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AWS Healthlmaging

R

AWS: :HealthImaging: :Datastore

AWS: :HealthImaging: :ImageSet

AWS HealthLake

R

AWS: :HealthLake: : FHIRDatastore

AWS HealthOmics

R

AWS: :Omics: :AnnotationStore
AWS: :0Omics: :AnnotationStoreVersion
AWS: :Omics: :ReadSet

AWS: :Omics: :Reference

ERimEsR FRERE AwS
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X & v B X &
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X & v X &
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X & Va3 X &
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AWS: :Omics: :ReferenceStore X & v = X &
AWS: :Omics: :Run X & v = X &
AWS: :Omics: :RunCache X B v = X &
AWS: :Omics: :RunGroup X & v = X B
AWS: :0Omics: :SequenceStore X & v = X &
AWS: :Omics: :VariantStore X & v = X &
AWS: :Omics: :Workflow X & v B X &
Amazon Interactive Video Service
BIR EHimEss EE|AEFA AWS
B CloudForm
ation H#t &
RIEEHR
AWS: :IVS: :Channel X & v = X &
AWS: : IVS: :Composition X & v = X &
AWS: :IVS: :EncoderConfiguration X & v = X B
AWS: :IVS::IngestConfiguration X & v = X B
AWS: :IVS::PlaybackKeyPair X & v = X &
AWS: :IVS::PlaybackRestrictionPolicy X & v = X B
AWS: : IVS: :PublicKey X & v = X &
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AWS: : IVS: :RecordingConfiguration X & Ve X &
AWS: :IVS::Stage X B v = X &
AWS: :IVS::StorageConfiguration X & v = X B
AWS: :IVS: :StreamKey X & Ve X &
IAM
ER Effmigss EBABE AWS
E&d CloudForm
ation Ht &
AU
AWS: :SSO: :Application ) v = )
AWS: :SS0O: :Instance X & v B X &
AWS: :SSO: :PermissionSet X & v = X &
AWS: :SSO: : TrustedTokenIssuer X & v = X &
AWS ldentity and Access Management
BiR EHimEsS EE|AEHFA AWS
B CloudForm
ation H#t &
RIE¥R
AWS: :IAM: :InstanceProfile v =1 v 22 X &
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AWS: :ImageBuilder: :DistributionConfi
' geBuilder::Distributi i < F /B < E
guration
AWS: : ImageBuilder: :Image X & v = )
AWS: : ImageBuilder: :ImagePipeline X & v 2 X &
AWS: : ImageBuilder: : ImageRecipe X & v = X &
AWS: : I Builder::Infrast t C
' m?ge uilder::InfrastructureCon < 5 /B < &
figuration
AWS: : ImageBuilder::LifecyclePolicy X & v = X &
AWS: : ImageBuilder: :Workflow X & v = X &
Amazon Inspector
&R ERimEsR SEREFE AWS
KR CloudForm
ation &
pick:c3 |
AWS: :Inspector: :AssessmentTemplate X B v = v =
AWS: :InspectorV2::CisScanConfigurati
: 2 X & v = X &
on
AWS: :InspectorV2::Filter X & v = X &
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AWS: :IoTAnalytics: :Dataset v = Ve X &
AWS: :IoTAnalytics::Datastore X B v = X &
AWS: :IoTAnalytics::Pipeline X & v = X &
AWS loT Core Device Advisor
BIR EEiwmEs EREHEAE AWS
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nition
AWS: : ToTCoreDeviceAdvisor: :SuiteRun X B Va3 X &
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AWS: :IoTEvents: :AlarmModel X & v =B X &
AWS: :IoTEvents: :DetectorModel v = v B v =
AWS: :IoTEvents: :Input v = v = v =

AWS |oT Core Device Advisor

141



AWS Resource Groups EREER
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AWS: :IoTFleetWise: :Campaign X & v = Ve
AWS: :IoTFleetWise: :DecoderManifest X & v = v =
AWS: :IoTFleetWise: :Fleet X & v = v =
AWS: :IoTFleetWise: :ModelManifest X & v B v B
AWS: :IoTFleetWise: :SignalCatalog X & v = Ve
AWS: :IoTFleetWise: :StateTemplate X & v = X &
AWS: :IoTFleetWise: :Vehicle X & v B v B
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AWS: :Greengrass: :BulkDeployment X & Ve X &
AWS: :Greengrass: :ConnectorDefinition v = v = X &
AWS: :Greengrass: :CoreDefinition v = v = X &
AWS: :Greengrass: :DeviceDefinition v = v = X &
AWS: :Greengrass: :FunctionDefinition v = v = X &
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AWS: :IoTSiteWise: :Asset X & v = X &
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AWS CloudFormation &, ERZEEREAABELE D BEHEMHIIEEESE CloudWatch Events,

FEERI AWS ZEBRNRHRAE , F2H 1AM £

AResourceGroupsServiceRolePolicy®# .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsServiceRolePolicy
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AWS ZEBUR : ResourceGroupsandTagEditorFullAccess

SRR EREELARRE  £RETE policy. AWS managed EFEHNEMT T | WAL
PARTESREREESHSERNT THRGERE, BaNAG,

hHRER T EBFNERFEANERRESR D ENFTT,

EEETFRN AWS ZEBRNEHRE , F2E8 IAM 2
AResourceGroupsandTagEditorFullAccessHly o

MEBHRBERNFEES , F2R CAWS RERRSEER) T

ResourceGroupsandTagEditorFullAccess,

AWS ZEHE : ResourceGroupsandTagEditorReadOnlyAccess

EXBBREZEZTAERE , BER T policy. AWS managed BURF ERMNERTT , EAL
HABTRERRKREERMKEENFAIERGERE., HEAVN8E,

BHRERT ERFENERRESR DN ERFEAENTA,

EEEEFII AWS ZEBEGRNRIIRAE , F2E IAM 12
BResourceGroupsandTagEditorReadOnlyAccessH Y ,

MEFLRBERNFEES , F2R (AWS RERRSEER) T

ResourceGroupsandTagEditorReadOnlyAccess.

AWS ZE B : ResourceGroupsTaggingAPITagUntagSupportedResources

ERGBREZEEETAEHEE £ FE policy. AWS managed R EEHNER T |, ELL
MEBRTRERERERRMSEENTIERGERE., BENAEG,

HWHRESRFSHEIT |, LUERRMEUEELR AWS Resource Groups 252 APl X EBNFTAE
ERFEHAWS: :CloudFormation , B AWS: :ApiGateway. AWS::CodeBuild, # B&r
SNAWS : :ServiceCatalog. ZREMEUEZLELIMRNEREREEHNNREIFENT , 1
SRMBUEZRRUANEE, THEERARELNIE R BERP RN ERER T FAETA ¢

i

S

« AWS::ApiGateway ERFEHEFEZE API Gateway EJRH apigateway:Patch 57 , MEH FEIR
RAIZEE apigateway:Put, apigateway:Get., apigateway:DeletefFl,

« AWS::CloudFormation EREHEFEE cloudformation:UpdateStackHl
cloudformation:UpdateStackSet& ,

« AWS::CodeBuild EREEZEE codebuild:UpdateProject& .
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html
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« AWS::ServiceCatalog EREHEE
servicecatalog:TagResource, servicecatalog:UpdatePortfolio,
servicecatalog:UntagResourcefl servicecatalog:UpdateProduct&Fl,

BBER SR T EREREFERL AP I A RN A C R BRI ENFT T,

BREF M AWS ZEBERNRHMAE , F268 IAM TE4
ResourceGroupsTaggingAPITagUntagSupportedResources®#y ,

MEHBERNFREA , F28 (AWS ZEBRSEER) ¥H0
ResourceGroupsTaggingAPITagUntagSupportedResources,

AWS ZEB RN E REHAER

BIBBLWRBERRERELBELR  EREEAWS ZERKREFNFAER. NFLEEEENS
BiRE  BRIRERAEHESRGCEER LK RSS HE,

2% U =p:

BE# B — ResourceG ERBHECENMBER , i@ 202412 H 20 H
roupsTaggingAPITag E/\EFREHETA , B
UntagSupportedResources Amazon Application Recovery

Controller (ARC) 1 Amazon
VPC Lattice, 35T A 2#7i8
FBUR :

* kinesisvideo:TagRe
source

* kinesisvideo:Untag
Resource

e redshift-serverles
s:TagResource

* redshift-serverles
s:UntagResource

* route53-recovery-c
ontrol-config:TagR
esource
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsTaggingAPITagUntagSupportedResources
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ERAEER

gE

TR — ResourceG
roupsTaggingAPITag

UntagSupportedResources

U
* route53-recovery-c

ontrol-config:Unta
gResource

e route53-recovery-r
eadiness:TagResour
ce

* route53-recovery-r
eadiness:UntagReso
urce

* ssm-contacts:TagRe
source

* ssm-contacts:Untag
Resource

* ssm-incidents:TagR
esource

* ssm-incidents:Unta
gResource

* vpc-lattice:TagRes
ource

* vpc-lattice:UntagR
esource

* workspaces-web:Tag
Resource

* workspaces-web:Unt
agResource

EREEMIE T HHBER , XU
REXEF A RELZMBUER
i AWS Resource Groups 1Z
it API XEMMEEREE,

B
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g8y iR HHA
BURE# — ResourceG ERBEHCERBEE , 88 202358 A 10H
roupsandTagEditorFullAccess  Hftt AWS CloudFormation &

A,
B E# - ResourceG ERBECERBEE , A88 20238 A 10H
roupsandTagEditorR Hth AWS CloudFormation 5
eadOnlyAccess A,

TR — ResourceGroupsServ  EREEAME T XEBHRKE 2022%F 11 A 17 B

iceRolePolicy HEACHIFEEER,
BRBEACHBEMES BEREFEMBERE AWS F 2022 £11 A 17 B
EBRNEE,

SFHERFACHBBEEEA®

AWS Resource Groups use AWS Identity and Access Management (IAM) R EfE A E, REEL S
EREEEZZEERBENE— IAM ACER, RKELACHERBEREER , YT ESRHE AWS
BR#% REREFEWUEM FRENPTBRT A,

REEFACATELERRMBEERFE  AASTEEFHFMEXENTTT. ERFHESERHER
BEEACHT , YESEACLREGAEK , MNBRARERFERBIUBEIEAC, ERN
AT SEEERRNFFAIBER , ¥ AZFFUTHRETRERIEMEM IAM B,

NEXERBEEACHEM RBENEF , F2ERBEEACHPAWS BE IAM BEEHA R
YEREFRNER. EREREENR , MBRZABHN BB EEAGXHS,

ERFENREEARTH

ERFEEATIRBEGACRIEHELEHANEN. EEACEBLNER  UEERUABL
%, £ IAM EZEHREAE,

 AWSServiceRoleForResourceGroups

ERBESEALACINHFTREHETEER AWS RE 1 |, LUGBSBTBRERKEER , IRE
E#Bup-to-datefh B8, © AFFEREEME Amazon EventBridge RIS H RIS HHBEE 4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iamv2/home#/roles/details/AWSServiceRoleForResourceGroups
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AWSServiceRoleForResourceGroups RS ERZABEGETIRBEEIZAL

* resourcegroups.amazonaws.com

EEREACHNFFAIRE T AWS SEBXR, REBRREBLNER | W IAM T2RAFREBEK,

« AWS # #### AWS Resource Groups

AERBERUBRKEZAR®

/A Important

NMREEFERAGTECHENEMRBEFTREE , ALRKEEAEESHREENIRS
. MIFFHMET  F2EABN PHBENFTHE AWS IRF,

EERVRBEERAE  SHAGFEE S BHSEMIEE,
mEERHENRBEERAG

BRBET L8R AWSServiceRoleForResourceGroups lRIGER A, RATREESEERS
SERBEFAC  FUSKRIETEVACCREEHER, AW , ZAFEH IAM RiFEACHER,
MEFHMBES , F2E AV FAREER. WREBRKELZAR,

MR EREFENRRERAE
RAEECERFHALMBHE4ARR , TRMRBEHEREAE.

/A Important

- AWS St ZEBBREBHERAE  EXGLEMARIZACHNFELEWmBHSEATEE.

- ERETERMRBRBERAE , RAELEN PHEEMEREE AWS tkF . WREM RIS
&, EREEREHMEEENE M BB AWS R REEBENEE,

FHMBRBBEEAR

M IAM E#4A AWS CLI, = AWS API ZMiIBx AWSServiceRoleForResourceGroups FRIGE#E A
B, MEFHMEN , F280 "IAM FHEER. PORBREEEESE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Console

R ERFERBEEHE

1. BFRRIAM EEAEZAGEHM,
2. S, B A AWSServiceRoleForResourceGroups K& | ARZBIZENHE 8 WZEU B,
3. EEMBR

4. EFRTBMASCHER , RARZEEMR , SBRZEEMRARNER.

ZABEHR IAM EREPHNAGEFEPHEK,
AWS CLI

MR ERHERBEEHE

HEMEBRAE , FWATIGT , L x2RRBAARBASHE. FORREME,

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

{

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"
}

WREEEER ID. BERNACMREUEASARET, BUNEBKRHENEBREBEFEEE
T35 AWS CLI 5% , RIgE A B MR E,

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

ERHERBERACIEN B

ERFEXEEARERE AWS BE B PERARBEELAC, MFFHRER ,
B R o

T
B
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https://console.aws.amazon.com/iam/home#/roles
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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AWS Resource Groups & % B B3R &3 5l

BIFFER , ABNERES IAM TREIEEUSBHNERBEERNF T, MmALEEER AWS
Management Console AWS CLIZ; AWS APl #1TE#. IAM EEEXEREYT IAMBE , RFEFEA
HHPAMENIEEERAITHE AP BENFTT., AR EEEVAKELHREZINFEELHH
ERE,

BE T RIMAIERAELES JSON BERXHEY IAM B2 BEBER |, F260 IAM EREERTHNE
JSON REIER EEV K,

ES |

- BRREER

- EHEREETZEN AP

- RFERAERFMFIECSHETH
- REERRAEE

HRREEK

BoRABREHEERFPINEBASRETUREY, FRHAMKERFEER, ELBETESRSL
B AWS tRFEAEM. EERVSRES 7 EBURE , FEE T EIRERER

- FIEER AWS SEBRRAEBRKEERTT - EERBRFIRTENCERAENTEER , BFEH
BT R TS EREARGN AWS REBK., ©ATELN REMH AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRLH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETN IAM PR BERAFF T,

« R IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | BATLARBBERRG , EEXEMEA SSL BEFAERR, MREBIE Sl FHRKEE1E
AWS FRFS |, &t o] LAGE B R4 2R 1% F E 12 EU AWS CloudFormation., IEFFMHER , 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E - IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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- EEZEETRRE (MFA) - NRENRFIFE IAM FRHES PWRERE AWS IRF |, FEBRK
MFA LIRS R 2M. MEEMNWU API RBERFER MFA |, 51§ MFA REFTEZEBER, W
EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #ViEiB MFA B &£ API FEL

WME IAM FREEBNHERES , 28 IAM FAEERTHN IAM 22585,

FERERFEATEAM API

% E77H AWS Resource Groups MZEmESR L EM APl , BUEREE —HHKEF T, ELFFTH4
ARATFEIEFEIR AWS IRFAHAERBEERNFHEF. IRECEIHBELEFTEBREN T D
BEBE , AEEEM AP i S HZRBGRNEE (AM AR FEAE ) SELNERERE,

RTERRELE EHE%‘IUJE%QEE%E AR THEE (REESTIERMIFFAIMNEREK ) &S
B, WFEEZEHA , F2H IAM EREEERNIEFFIRERE

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
]I
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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MBEETFERBEAFIENEETR , BSMAEAET EMA AWS Resource Groups Hl EHFES
RGO

HERERGRAMBE ST

i

i

WEH S REMMBILIBER , A IAM EREREM MEPERES2NWAREZEBER, BER
SEEEEAFHMEA HAWS CLI AWS APl U REREH A X TR B EN S,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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BRIFEBWAEE

CANESHBREPEREE | RRERLHSORFAORNFR. KEAETNTRY A
BREROEE , ELEATAERRE, T8, REERERHproject AAREEEFLTH
Mproject BEMMMNER , T HBFH,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource'": "arn:aws:resource-groups:us-

east-1:111122223333:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}

BALE B REEELZRFANETA. MREEEBZESI#Bproject MIEREMNERalphaE
SR EREE , AIBEBSENEER project=alpha, RAISEEFEAEEFIN. REEEE
project ff& Project M project , AR RHZESIBEBTES XN NE, MEFHEN , FS
B {IAM EFHEIER) K IAM JSON BUR T E © 4.

¥ AWS Resource Groups &4 MZEUEITHER B

A THEARGELE NS EFEAERRFAEMN IAM BT BENE REE,
&

- REREERFATHITHE

- BAEBIIT iam:PassRole HIZHE

- BEZAF AWS IRFANABFIRENEREE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BERETERFADATIHE

R AWS Management Console & EFEREREH T B , AIXEABBREESS KRG, ZNERE
ERATRMEBRENAL,

EffAEmateojacksonERFER TR ARBFEFEANFMENR , B2 Bresource-
groups:ListGroupssF Al , B84 TSI FIEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:IesoUrCe-groups::us-
west-2:123456789012:group/my-test-group

FELERT , Mateo 2EFREBEEFTHMHBEEK , AFFMEA my-test-group EEFE

resource-groups:ListGroups &R,
RAEEHIT iam:PassRole RIIZ#E

MRBWBER |, RNEEEHTiam: PassRoleBifF , BBV EEHRENEER , AR EEACEER
REREAE,

BE AWS B IRESREACEEGEBRE A MARBUFNEXACIRBEEAER, NFEH
THER B2 AR ACEEEZRBIFT .

EEA K IAMmarymajor EREERCERATRAEERFETHITEER , SRETIIEHIEHR,
BR , BFFERBHEEREBACR T T. Mary REKARBEEZRBENFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFM ST iam: PassRole Bk,
MREBEERGE) , FHEEN AWS BEEEE, FNEESRHENEZRRE.
BEREAF AWS IRFANAEEFERERNERAE

BRNEY — @A  BHMIRFHINERAERNEEBATHNASTRENER, BUNIEEERFH
LEFYHDEZXAR, #HTEERERNBERIFIUZHIEE (ACL) MR , &R LUE A ARL
RRET AEFRUENERIFT T,

MEE-STH , F2RUATAS

- EETHRERHEREXEREL MR , F2REERFANME IAM FEEER,
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- BEETHOMAWS IRF EEHEN ERZBRETIE  F28 (AM EAEER) PNELSHE
B AWS IRF 5 —EERTPRMUEFEERS IAM EHE,

- EETHRIMITEERNEZIEREGBE=F AWSIRE , 528 (AM FAEEDT) PHRMEFEE
HWE=5H AWS IRF #H.

- METHIMBEBEHE 2 RMUEIE , F28 AM FAEEEPNSEIERHEENAIDETS
SRENEAE BESE9).

- METHEASCNEREBRETEIRFFTRZEANEZR | 28 (AM FAEER) 1 IAM
FHEIRE ERFH.

HEEREETRCHMER

P& AWS Resource Groups EjfE# & & A AWS CloudTrail,

£/ 528% AWS Resource Groups API FEAY AWS CloudTrail

AWS Resource Groups #l Tag Editor 282 24 AWS CloudTrail , WIREREFEAE, ACREREH
AR EBREST AWS REFIFRIEENCH#, CloudTraill B EREEMNFTE APl IFIUEEASE
#, SERBERFEIERFESTZENTY | SIRREHERFE APISWEXBFWY, MRS
BIAME , BULBA CloudTrail E4FERFE Amazon S3 #FITE , BREERBEENSEH. BIF
BARBREER , AT LUEIR CloudTrail EERAFPNEHREEHREZHEMH. £A CloudTrail
ENEF , BUHEHERFARENGBER, REFBERW IP bk, REBROAS, REBROE
B, ARHEMFHER

EE#—5 T # CloudTrail , 28 "AWS CloudTrail fEH &M .
CloudTrail #HEREHEEEA

B AWS IREE & 480ES LA CloudTrail, EFEEERBMEARERFES TSP BE
B , BOREI SRR CloudTrail B4 , UREHELEHFPHEM AWS RESE4., BHLE AWS
IREFWAR, ESNTHKIENEL, MEFMENR , F2E (£ CloudTrail EHEF FLHEMIRE

#) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmls

EERFEREEAWS IRFRNEY , SEERFEANSEY , FEER, RFKELE CloudTrail #H
FHRERRMNE Amazon S3 fFEFFE. BEBER  ECEIRABEYENE , EXEEREMEES,
BHERE& AWS PEEFFMEERSNEH , Y ARERINZEIEEN Amazon S3 fEFETE. It
S, BELARREH AL AWS RS , LA — S 5 AT FERIE CloudTrail BEHPFINENSHER., MERFME
&, B2E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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- BIUERHSBIE

» CloudTrail X EHRBNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- REZEEEZEW CloudTrail AFER , ARKEZERFZEW CloudTrail BFER

CloudTrail E5C8&FrE EREFESE , WECEHEE AWS Resource Groups APl ZZ 5, CloudTrail F#Y
ERBABESERBEN , H APl iiBresource-groups.amazonaws . com& 3R, Hl |
# CreateGroup, GetGroup BAK UpdateGroupQuery EjfE3 HAIMFIUETE CloudTrail HEHE
RAELEB, FRAPHNEBRESEIIESH CloudTrail o8k , WLAREL API ik Biresource-
exploreri ARRER~ASEH,

B-EEMHUARERNESLSELEFRENET. B EATHEIEHE T5IEH !

. BERETERRN AV EAEEBEY,
C BEFERE  RAEATHEACEBMAE S EAENERRLER.
. EREAHEM AWS BB,

MEFMER , F2E CloudTrail userIdentity T,
THREREEBFHERER

EMtR—EHERE  BEESHUAFERNEXRMNSEEIEEN Amazon S3 REFETE. CloudTraill BF
BREE—RZEAFER, BEHATMRRRENE—FR , XTSHREE. FRHO B M
B, BERSBHEZEER. CloudTrail BFEERIIFMKAE API LB EREEF |, Rt T UEM
BEIEREHHE,

LT EfIfE RN ERE R CreateGroup EIYERY CloudTrail BEHEE

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ARG/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Resource Groups EREER

"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2018-06-05T722:18:237",
"eventSource":"resource-groups.amazonaws.com",
"eventName":"CreateGroup",
"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{

"Description": "EC2 instances that we are using for application staging.",

"Name": "Staging",

"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
1,

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
1,
"responseElements":{
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"
1,
"resourceQuery": {
"Query":"string",
"Type":"TAG_FILTERS_1_0"
}
I
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",
"eventID":"8z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",

"recipientAccountId":"831000000000"
}
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"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
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