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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
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(=] MyTestQueue Standard E:)T ! ' 0 0 Disabled
6/27/2022, 13:03:41
testFifo1.fifo FIFO E{)T ! 0 0 Disabled Disabled

ERTNEREFIER  WEREFINAERER. HOEREASENDERGIEENE. It
S, ETURBHBETBR TR P —EEEFRR LA CHEEANDE,
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Amazon Simple Queue Service

FMBABER

MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messages |

Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled https://sgs.us-east-1.amazonaws.com

/269704527654/MyTestQueue
> More

| SNS subscriptions Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

Amazon SQS {T5I3EH!

Amazon SQS X EMBETHEE - X5 FIFO 175, FATRIPNEFARBIZEFHAREER
1T, ZEEE—F 7 # Amazon SQS 175 , 5 82E Amazon SQS ZX#4{7%| AF9 H Amazon SQS

FIFO {73 A P9,

BREETT
ERHFNEIEE - RETIXESY API B

{E (SendMessage . ReceiveMessage
DeleteMessage ) BEEEMRIXEM API FEMY,

EVEE—R - —BEABRELEE—IX,
SEHEE—EU LNAREZ,

(=R

BENRIEFEE - A BETERBEEIEFE

FIFO {75

SHIEE - MREFERAROREE | BIEE AP
%% (SendMessageBatch ., ReceiveMe
ssage = DeleteMessageBatch )&®ER
A %1% 3,000 BIFAE. 8% 3,000 RIFAER
7 300 1@ API O |, SEFIES—{EZS 10 Al
AR, WEFFRESESE , FRERXZE
BiE. REHAREE , FIFO X ESVERS
300 1@ API 04 | 1B API /3% (SendMessa
ge . ReceiveMessage ., % DeleteMes

sage )o

BFEE—X - ARREEE —REREFT AR
B B HEEREARILAN MR, LET
TELRERNER.

T £ HEE - ERRETARBEMEWNIE
FFo

fFHIRE


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service HBEABER

BT FIFO 15l

EEHEREER K HTEAEBRACHEZER, EBEEH4EFREEN , tEAERAZEEEZE
flan - #t, i -

- BEKNERAEFRREBENEREXToH - BREAEFHANG T UERNIEFHT,
HR : BEAEEARERAEIINAERS . L rREEEt @8 e kErR RN ERE
BB ETT L&, %

- REBIEEZETHAESN  EEXEBNE . s4uAm%53IMES  SUEEIMERE.
RAFEREFER,

- HREEABUHKKRREE : RZEEEHE
B, UHEEENE.

1
-
g

3 Amazon SQS Z X475l I X
IER= % Amazon SQS B BEETHH .
BT (EEA

BRI LAEA Amazon SQS R AREVIFEETSH, EEARMEPMERENTERE ((THBBERIN).

/A Important

1£ 2022 £ 8 A 17 B , FEXMRFIHINE (SSE) EEAEME Amazon SQS 1751,
EONETHEBHFIBEAGDEBANER P) REAERHBRERA, 5% Amazon Web
Services #AIZEUTH|Z B , BFEREM CloudWatch B, BB EARLERBRE
o

EEE Y Amazon SQS Z X175

1. £ https://console.aws.amazon.com/sqs/ BB Amazon SQS E£# &,

BABETS 12


https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service HBEABER

2.
3.

BERITS,
SHEA | RARERERETIEE,

® Note
EEEAERMTICREBETHEE,

BAFIINERE,
(EEM) FRAEREMIERSENFERE. £ART , EAUUA TS HERENE

a. EARMERES K WABERBNEN, SERROVE 12/, BREAIO W,
b. EAEARBHEG , WMAFERENEN, HER 1 9ER 14 X, BRER I X
c. HRERIEE , FWASENBNEN, SEER0VE 155E, BREAIY,
d. EABKRNPERS  WA—EE, EENTR 1 KB F 256 KB 2@, FFRER 256 KB,

e. HHBRWAEEFGFRHE K BAE. BERROVE20Y., AREAOY , CEBREERH,
FAEFEBIRERMA,
(EEMY) ERFEEX, FRBEESERAFNTINIRSE, £RENASE, FRBKREEERME

BEAEFEEHEE (HlI SendMessage, ReceiveMessage 5 DeleteMessage), FARRBER
RFF TR FEEENEWAR,

EEEREFWMBER , FHTTIEF—TEEF -
- BEEXRDGREMTLUEASEAZTS , URH#AURTIIZERALS. TRAERBENEE
BYBR , WHEMER JSON HRPERELENFIREE,

o BIFHEPENEZEN JSON ERHE., EVELECESEEE RF. FREIAG) TUHT
W BETEELR,

HRAEEEAFER , BEMA. ENTIHEP—F  £FAF. KTHIRLIPEE. BEFAKT

5IEF | 554K Amazon Resource Name (ARN) {8 E& % 10 ERFRITHIHEE,

Amazon SQS FERERMUZTEMRSFHMNE, ZEERENRER/ER , {EH Amazon SQS &

FARBEME | BREME., NENZSRENWHMET , HSMH £/ SOL SEMHLEM , A
{251 RE RIREE 15 N5 (SSE) (£24) M BITHIRE MRS MR (SSE) (E2A).

BT 13
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® Note

A SSE % , $iF T 5 E R SendMessage # ReceiveMessage 5&RAGKIE
#B. Amazon SQS ZEMBREEBEREZLTEXAERER. NREHFEKEZHREE
&l Amazon SQS 175 , F#4EH SSE.

9. (EF)BEREENTELIERELGENTL  BRNENT S,
10. (EEH) BTHEBFEEEY | BREEH.
11, RERIF, Amazon SQS BRI FILETTSIWHMEATE.

Amazon SQS EHEEERKHEBEEFMTIINEH. BHR Amazon SQS RO HARM , HEEE
BEFIEELERTIZE , BRREETEHMNLE,

BiEAE

By’ SR MEEARGTS.

1. EEREEERKRSD , BETH. BTHFES , REEREMHT.
2. EBFPEEEEREVAS

AR RNBEENERFASER,
3. HEABRRAXH , BAFAENF,

4. HMEEMFT | BN LR GERIEENEIRIZBE N, HlI0, WA 60 WiREVE ., MEFME
A, 55828 Amazon SQS FEETEFES,

5. EE BEHAR

NEBEEZRR , TRATETHIAL . BERAFRERANBERCELARNHEBEN.

237 Amazon SQS FIFO 175 &% 2
E R4 Amazon SQS 1] FIFO T3l 3%,
B T3

SETLAER Amazon SQS EEAREN FIFO 1751, EEARMUAMBRENERE (ITHBBERIN).




Amazon Simple Queue Service HBEABER

/A Important

£ 2022 £ 8 A 17 B , AR f[RSFWMNEZE (SSE) EEAZEMA Amazon SQS 1751,
ENETHEBBHFIBEAGDEBANER PI) REAERRBRENRA. % Amazon Web
Services #AIFEUTSIZ B , BFEREM CloudWatch B, FHEZ B EARLERBBRE
o

ZE# 7 Amazon SQS FIFO 1751

1. 1E https://console.aws.amazon.com/sqs/ BIEX Amazon SQS F# &,
2. EEBRNTH,
3. HHEA  KFERSREEETIYER, FEERI FIFO 175 , FF##E FIFO,

® Note
EEEAERMTICREBETIEE,

4. WATHINERE,
FIFO {3 B BERMER .fifo BiE. BRIBIETA 80 BE T BEES, & EHE (TS
=BABAFIFO, IREFTIZBETURBER.

5. (BH) FEASRETIEESHNTERE, £HRET , BUATISERENE -

a. EAURMRED , WARSERBMNEN, SERROVE 12 /M, EREA 3O,

b. EAERBHES , MAFERBMEN., HEMR 1 2#EF 14 X, BEFRER I X

c. HRIEXIEE , FWASERBMNEN, SERR0VE 15 28, ERER W,

d. EABKRPERS  WA—EE, EENTR 1 KB F 256 KB 2@, FRER 256 KB,

e. SHHBWAEESRE A MAE, SERROVE20H., BREAOY , cEREEHRH.
EAFEEHERERRA.

f. R FIFO 73l , FEERTEERERMBRUAMARBTREEER MR, BRFZEREM,

g. (ER) BEFEFIFO TR ESHEEUNEANERTITNAL , FEERASHIEE
FIFO.

EEFWRFESSMEERE (EEENMBREEMN FIFO MXERE) BER/RA FIFO 7515
EENLERE. NMRESEFEASEIXE FIFO MENEMRE , AT EFEREER

BT 15
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https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service HBEABER

W, MEEERRMBREKIEEFRNHT. NEFMER , F2HE FIFO TN ESHEE & F
BEHHEAR R,
6. (EA) ERFHEER. FHERSERAUFITINIRE. FAENAG, FRBXECEEREH
ZE T ZEHEE (FI0 SendMessage, ReceiveMessage B DeleteMessage), FARRBUERR A
FHT IR B EEMNEWEA S,

EERREWMBER , FHTTIEF—THF :

« BEEARUBREHTUSARELARTS , URHETURTIZERAS., TRESRBENESE
BIBUCR , WEKE JSON HiRPRERELNFEECR,
« BIEERUEZEN JSON ZRHE. EVELRECEMEEHE RF. FRAEIAG) TUET
(IEHE k8
7. BRBEBAEE , BERA. ENTIHEA—IF . 2BAFF. KITIREIPER, BEKFT
HIBF |, 554k Amazon Resource Name (ARN) 8 E& % 10 R FITHIHEE,
8. Amazon SQS FAFEREZEMRRFRMNE, EEEEMZSRER | JEH Amazon SQS &
fARSFIHNE , FREANE, NFENZLBERNFHENR , F2HE TASQLZENZSH B
1T HIERE M ARES M INER (SSE) (X1 H) M AT HIFREMIRESIH MR (SSE) (E#£H).

(® Note

FUF SSE % , $i#F T 5 E R SendMessage #l ReceiveMessage i&ERAGHIE
. Amazon SQS X2 M REBRERETEXAESF R, UREFERKESFREE
#| Amazon SQS 175 , FHLFH SSE.

9. (ER)BEREENTELIERELGENTL | FREERT S,
10. (RIEM) EEHEEFRTET] | BEHER,
11, EIERUFF], Amazon SQS BRI FILETTHWRMEATE.

Amazon SQS EEEBERZEHEBEEHTINENA. BN Amazon SQS R EARME , Rt EEE
ABETYEARLERTYZE , B @ T8 HNIEE,

By’ BRHUEaEEEAS , ARERRMERFAS. &ta L iEETIIEREUNNEATIIE

RERTE.
BEAR

BYATHz® , SR EERARGETS

BIERAE 16
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1. BEEASEESHES , BETH. BFIEES , BEERIZIMBT.
2. EBFPEEEEREWAR

FREARERNMEENERARER,
. BEABAXH , MARAEXF,
4. HREE (FIFO) {75 , FWM AR EEE 1D, WFEFHMENR , B2 FIFO X{JEE,
5. (BEM) HR FIFO 75 , Bu Ll AF EEEERMBR ID. MEEHATINABTHEEER
MiBRIAE , AIFEEFASEEERMER ID, MEFMET , F2H FIFO RIBEE,
6. FIFO PR FZEERIALSMNF RS, MEFMENR , 52/ Amazon SQS A LGSR
7. EE AL

=

NEEETER , TRATETAIAL . EERAFEEFNUREREEEASNMEEEN.




Amazon Simple Queue Service HBEABER

&I Amazon SQS 175

ARETHERIMMEER Amazon SQS FEAEETYMALR , BBREBERE Amazon SQS,

AR

BAZH , ST 5% E Amazon SQS K FER,

T f# Amazon SQS Fi4&

EXARERER  REEESTERTIUERMTIER, THRRRAEFERFEEFRETIINME
&,

Queues (2) | (& || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
N A T v Created E t v
ame b reate available v flight v ML Ll deduplication v
6/27/2022, 13:03:08
MyTestQueue Standard EST / a 1] Disabled
testFifol.fifo FIFO 6/27/2022,13:03:41 1] [4] Disabled Disabled

EDT

BEFIINEESENMIREURTINEMEBREN. BEMABYE—B TRBED FRETTIHM
FE L H (FIFO) 1751,

ETHEEF , EMELSXNTETIIHTEE, SALERFTIEBEZENEER , ARBEZTETIH
TR

Queues (2) | C H Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
A v v
Same YRS e available v flight v ERCVPECH deduplication v
6/27/2022, 13:03:08
(=] MyTestQueue Standard E:)T ! ' 0 0 Disabled
6/27/2022, 13:03:41
testFifo1.fifo FIFO 1271 0 0 Disabled Disabled

EDT

ERTNEREFIER  WEREFINAERER. HOEREASENDERGIEENE. It
S, ETURBHBETBR TR P —EEEFRR LA CHEEANDE,
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messa ges |

Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled https://sgs.us-east-1.amazonaws.com

/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

mEE(TY (EE Q)
A LAER Amazon SQS T ARBEAFIIEESH (FFIERRN) , RFHABRETI AL,

EE{mE Amazon SQS 173l (XA

1. BRX Amazon SQS F#ZAMTIIEE,

2. EHUTH , RRZEERE,

3. (BA) BMHERET , EMTINERSE,

4. (BR) BEEHMFIEE , FEFIRBEE TE R JSON BUX,

5. (BR) sEEHNENFRMTIEED AFEE , FRABEDFBX,

6. (ER) BEEEHMABRINE K BREME,

7. (BRA) BEFNE. ENIBREXNFETI (TRERVEELEENAR) , FRRERF T,
8. (BR) FEME. EFIBRTINER K FERER.

9. EERT.

FERAgRRMTINFAEARR.

B EREAS (F#A)

HABREEREFI 2R  BULURBHMBERAL . BEERIFIERALSR , BEEEEEHNFAL,
BRI EREMENASZAHE (ERA 10),

meEfrsl 19


https://console.aws.amazon.com/sqs/#/queues
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® Note
MM Amazon SQS 7 HARM , Rt BEBMPOARNTI eGSR REERBERNZEQE
. ZEBBERT , FEMBTHERUINBENAL. REARXNERME , BEMSERE
RAEwmHA SRR T EEREAR

Amazon SQS T EEEWAL R BBMERFAR , UBHERERIBRBIFAL (FIEEE vl R MR
EIRPEN. HEMBRFALE , AIXAEXERNERFE , RRERDERNEEALE , MTAEFEXALR.
AR BUAZBREIRAL  FREMERAR.

(® Note
€ Amazon SQS FZAERALR , TRESUESASREL T RARE , LEHREWA
B

MEEREERAMERASN AP BENFMEEN , 528 Amazon SQS APl B8E 15,
HEERAMBRAS (FEAR)

1. 1 https://console.aws.amazon.com/sqs/ BIEX Amazon SQS £# A,
2. EEEBEH®KD , EIEZE Queues (fF5l),

3. &EfFIEEL, EETH,
4

N A =
&EE%&EH& E}lu%\o
Queues (2) | c | | Edit | ‘ Delete | | Send and receive messages Actions ¥ | m
Q 1 @
Messages Messages in ; Content-based
N A T Created E ti
ame ype reate available flight neryption deduplication
[] MyTestQueue Standard 6/27/2022, 15:05:08 0 0 Disabled
Y EDT
6/27/2022,13:03:41
testFifo1.fifo FIFO EET ! ' 0 0 Disabled Disabled

FEAERMEENERASET.,
5. BREAS@WH.

Amazon SQS BRBWATIIFHALS . BUAEERAANEES SR THANFERD,

WM EREA S 20


https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service

FMBABER

HEEBRERERCERARNEE. HREH

T8,

AR, FESETRAS ID. XA, KphAEK

6. BHEMEBRALE , FREFLEMBRVALE , RARBEZMER,

7. EMBRABHEELRS |, BEMER.

BB R

ERZHERAT , EUUERAEHHRAETIIRERZE. EBLBIERAT , MEFIINDEEALE , &
tWARERIZAERE , AHRELERMTIINABRUASSEREBEEBRRNER, AHRAMM

E%{?Eu%g Yo
EERFTIIREN (X2AR)
1. FLmMBELXEEEEAL.

ESEERKT |, EEF Queues (fT5).
EITYEEL  BESFY,
i#1Z Monitoring (E512) R5|EH.

o g A w N

giﬂo H%E%gIEFEﬂBEﬁ%k 1 i—,\ﬁo
7. FEETIERK

- IBEFAENKNEHE
« FARAEHNKNHE
- AIRABHKWEE

ECMBBERESEN 0 ER , FIIRZEH,

EERITHIZ 2 (AWS CLI. AWS API)

1. BLAEBELEEGEEAL.
2. EBEYTTHIEF—EGT

 AWS CLI: get-queue-attributes

£ https://console.aws.amazon.com/sqgs/ BEX Amazon SQS £# A,

HEERBERENEG LA  RE [ENRE FRIENOTHE, RTUXNEESD | EEABEN

RS R W

21


https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/cli/latest/reference/get-queue-attributes.html

Amazon Simple Queue Service HBEABER

« AWS API : GetQueueAttributes
3. BETIBMENEE

* ApproximateNumberOfMessagesDelayed
* ApproximateNumberOfMessagesNotVisible

» ApproximateNumberOfMessagesVisible
EeMEun o LoER , TIRZER.

R I AK%E Amazon CloudWatch 1E51E , FHALEIZMEBNSERH K RARBEATIERAZ,
WMEEERFM CloudWatch EFl , 582 B Amazon SQS B 7] A CloudWatch 512,

il BR 17 31

WMRETBMER Amazon SQS T3 R EFANKERIEFEAT , RMESJEEMBR.

® Tip
IR IBAIE M BRIT 5 2 B S FERRATHI R =N |, 2B MERTHIRZEN,

EA MBS, BEEHTEEN, NEEEMBRESPOASEFMREFAS | EAUERE
5,

= ZMERITS (F2A)

1. 7£ https://console.aws.amazon.com/sqs/ BIRL Amazon SQS F# &,
2. HESEE®RP , EEF Queues (fF3).

3. EfFIIEEF , EEEZMBRNTI,

4. BEMER.

5. TEMBRTINHFER RS , WA delete LAHEFIMER,

6. IEZEMBR.

= EMERTH (AWS CLIAWS API)

B LER TSI HE A — R RMBRAT S

B4 51 22


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service

FMBABER

* AWS CLI: aws sqgs delete-queue

* AWS API : DeleteQueue

HBRK B Amazon SQS THHAE (F#EH)

WRIETEMBER Amazon SQS {TH{BAEARBRERNAEAL |, BBERTY.
BERLER 60 WWER |, |ERTYI K/ I0M,

EIBRiE

/A Important
BERATIIR , SEEEEEMEMBROAR.

BRBERTY (F2E)

1. 1E https://console.aws.amazon.com/sqs/ BIEX Amazon SQS X# &,
EEEBEKT |, B#IEF Queues (1751),

EiFHEEL  EEEREEBRNTS

RBIEEEZEFR,

EBERITYIEESRF |, WA purge WiRIZFR , LIHEFRERR.

o bk~ 0N

FIHRNAAFAEMERR. TRAEFERNENER.

Amazon SQS AME REK

RELEREM T CBSWMERE, BRAMERAL , AR NFAMBRTS , &rI8E

HH :

- HEMFH Lambda ¥ , FF2HE RETHI LA AWS Lambda BB (E# ).
< THROMARETS] , B SSE MEAMINEE,

- THROMEXZEFEENFE

o THEIAHE VPC EIEFA S,

BRZHE 60

EFERATS

« ZEIRE Amazon SQS WY ZHEEFZRHE | 52 Amazon SQS {THIER F EA Amazon SQS £

EO

BT

23


https://docs.aws.amazon.com/cli/latest/reference/sqs/delete-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://console.aws.amazon.com/sqs/

Amazon Simple Queue Service HBEABER

s ZEETHEUGBIEFTDIEH Amazon SQS MWIEE R EFEEEE |, 52 M Amazon SQS K& E
o

- BREHDP—{ERE AWS EHH Amazon SQS £l , HlZAWS SDK for Java 2.x BI# A 238w,
« ZEHE—F T H# Amazon SQS @ AWS CLI % , i52B8AWS CLI &,
« ZETH# Amazon SQS EiE , 52 B (Amazon Simple Queue Service API 2&) ,

. #— T ROAUIEREEH 5 R E Amazon SQS BB | BEEEH AP| b RABAERBEER
BRI ASS D

* Java

+ JavaScript
« PHP
» Python

* Ruby
» Windows B2 .NET

BBt M EE#F Amazon SQS THIEE T i INANE R A FE IR
ZE2MEH T HROMAREBENEN REFIE,
— 5 7 #% Amazon SQS TERENERF :

fﬁ# T T
HH HH

—RRAERE 24


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://aws.amazon.com/code/Amazon-SQS?browse=1
https://aws.amazon.com/code/Amazon-SQS?browse=1
https://aws.amazon.com/java/
https://aws.amazon.com/javascript/
https://aws.amazon.com/php/
https://aws.amazon.com/python/
https://aws.amazon.com/ruby/
https://aws.amazon.com/net/

Amazon Simple Queue Service HBEABER

Amazon SQS Z%1{T%| A P9

Amazon SQS RMEFEEEMARNTIEE, RETIZESY AP B

(SendMessage., ReceiveMessage B DeleteMessage) BT RN B APl L0, ZETFHIZE
at-least-once AEEE, BEERRE—RFAENZHREERTEFIERIEFEE (RASESBRHNEBIA
PRV B FERS), EETIER|/OIRRFEE  BRASAR LSRBERIENIEFREE.

Amazon SQS #£H#FE SendMessage ZHl , EUBEELARNBALSTFTREZETRES (AZ) . HRAA
BEEAREEZAAZS , HEMAE—SK, B AZ EHBTFTERALELFE.

MEBBEWAER Amazon SQS FEABUMRETYINERN , FSHE By (F#A), NE
Java &ifj] , 5528 Amazon SQS Java B EHEHI,

REEARNTUEREKEBEB - X BERRBRIEFHINAL , ERUTUEHFZEHAFERAEEALSTY
g -

« SRRV ER BB RREBENE IR 0B R - FE A & 7 R R IE R AR 3000 A iR 5 B B B
TEE,

- BEBSEEZETITFHR - REXRENEAFREFR,

« RBRBEASURARRERE - AZEEHEBHRE , UHFEEERE,

[:518

\

i

MFERRETIERANERE , B

Z

B
ERERARETIINRERR , 528 Y71 Amazon SQS B%EM FIFO {FHIHER.

T

NEHEF

BEMTIGRTRESARNIESF , E-RASNZERATREIERRIEFER. &ENRRFER
KIEF  BFEM FIFO B H) {75 , IREBAASPNMAEFESA , MHEAEZRARKE
HHESIAE IR,

— {Bt-least-once X4

Amazon SQS Bk ZERMRER L FRFARNEIAR , SMMHREFEALRES AL, AFEEZEKSMER
AER , FRASEANES —ERRBRTREEEER,

BB 25
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HREMHERR , ARABRMRELEANARSR LARIALARMER , MESBERASRATREERK
IZARBER, FRENERARARAERE (FHEAEEE- U LETEETRTE).

Amazon SQS 17 %I FzA B8 B £F

REFERAAREM FIFO fPHIRRBIRT . 18 LER BIAF o] LA BY (8 & B AR ER TSI FA S

xR
« Amazon SQS ZXE{7 5y 3% B £F

Amazon SQS 1ZZE{7 51§y Bl &F

T T 5B RV EF A E

A , 5528 Amazon Simple Queue Service APl 2%,

5 A BHN URL

BT BREEER AWS tRE M EEHFAIME—175]8 %, Amazon SQS ER/EEMMT
FliE R —ERBINF , BATS URL , RETHBBREAM Amazon SQS tth. ERBEETH LHIT
BFE , BIERMETS URL,

LT AR AWS RS54 123456789012 K EFF#HE 2 MyQueue 17 5HI475] URL,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue

AL G HATH A R ATIRER CRBEEMN TS | Ea RN AN REETHIN URL, INEHFH
B, 5208 ListQueues,

FAE ID
FRIFAEEUWE Amazon SQS 7£ SendMessage EIEFREER BN RKRISEFL ID. LLER BT AT LA

FARPHAAL. AL IDWRELER 100 BF T
R

BRETIERARE  EERIIZFAEMERIZE, 2RRREERASNEFERREB  MIEASRR
B, BEMBFASREEASN TR | FHLREMAEBIRR (MIEF LS D), RitSELEBASS
REMIBRAS (BESASMETIIRRBREZWRE), BURIRHHVRELRAS 1024 @F T,

75 M A SRR R 26


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
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FMBABER

/A Important

BHRAABWE —XU L, SREFAS SRS WE —EFENEKERE. ESRHMERAR
RFERE , MARHRITERAERERE (BRIEEMERAR).

BT BEBER RS (0 BE=1TA).

MbZj6wDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRGEPYSasuWXPIB+Cw
Lj1FjgXUv1luSjlgUPAWVE6FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
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- BOKRIE
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£ https://console.aws.amazon.com/sqs/ BEX Amazon SQS £ A,
EEEEKT |, EEF Queues (fT5)o

BIFTH , ARBERFE,

BEBEENFTHTIER , RBBERA,
BELEZHERRTHIELBHEANEEENFRTYH Amazon Resource Name (ARN),

2L S o

# 1%/ 1,000 2EHE,
7. TEEREERFRTIR K FEERET

AR, BUFRMTI BRI ERESR Amazon SQS REBEMNFTA , LUEIR B &M F 75
S8

EEREASNRAEBURE , BBULBRS AISASERIERFTRTY , FHRANZRERE

REGFTIZE , IRARBAEFINEENEE. EHEEREEL  SRTREHIRBER

HENF 75 P ERR RN ENERF TS5 ARN.

REEMRF T
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REERNFT TS BIES

BRI LREENFRHTIBED , KEEREANAERBEEENFHTIBLAERFRTY. MFER
FRATIINFHET , F2R BASRERFZRTIFRH,

AEBNRETIRERENF TSI HFEED (API)

IERBAMERAT API BIEREREEN T BT 5 B

API EE iR

StartMessageMoveTask BEIERED T , BARREENRFTIBE
EEWN B BT,

ListMessageMoveTasks NEBRERRTI THRIASBREBER (F
10 {@).

CancelMessageMoveTask BUEEENAEBH TR, REEBMRER

RUNNING B , F8EBUHFAE BB,

REANRETIRERERFITIEEE (X#£48)

1. ¥ https://console.aws.amazon.com/sqs/ BB Amazon SQS E£# A,
EEEEKT |, EEF Queues (IT5)o
BELCREAENFESTINITIER,
EERME DLQ B,
FEEEESERT , stEARBENM , T TIE—BEE .
HERALBRERBIHEHKRTS  FREFEREZERRTI,
HERALBREDIHMTS K FEEBEDHEBITEN. AR, BARTENTIIN

Amazon Resource Name (ARN),

o bk~ 0N

(® Note

B B B ANESBAFTINER, flm , mRENFITIIZ FIFO T
5|, AIBFT B @yt fr 5 th 4 ZAR FIFO 1751,

REERFRHTFIBED =


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://console.aws.amazon.com/sqs/
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6. HEEZRFRET , BFTIHEP—F

- RRBEL - UBUEAALYBEHERFITIIAL,

« BRIIRAERE - UEVEFTNRAASEZRBEEDENFITIALE. LHANBRRERLAEZY
500 AlFAE.
- EBRREFRAZEENB/MERE  URFRFTIFTSRALER. #BEHRKE , BHRES
BEIRAZREE , WHEEZE R 5 AR E,

7. ERREEVNFRTIBEDE A FEEHSEDIALE.

/A Important
Amazon SQS T X B EENF 75| BEEEF S K E B EHENIS HF L,
BT BT BEBEBR S AT 36 . Amazon SQS XESEIRFHZH 100 &
e BEREER.

HERBEFRSERREHMB, M messageID M enqueueTime # 7 B 45 B ERENHIFA
=

B8N0

8. MRLEBUEASBREBER  FEMCINFHEENERL , BEHUE DLQ BEE, BURETH
MASBERN  EAEANBEEBB B NTINARTESREEE NHIFIIH,

REERT BN BEDW I

BULSHUFEZEEE  EBEREFIEEENER T EE, BENFRTIBESFIEN KK
WmE

RARFFA HEM API J55%
EERBALERE
%) g EAFR{THIM sqs:StartMessageMoveTask . sqgs:Recei

veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MBI T RHTHIHFEHIORITFIE MR (BB SSE #55)) , 8
t kms:Decrypt FHEARMEAZNEA KMS €48,

g B 1T 5|8 sqs:SendMessage . MR B W {rHIE N |, Al
kms:GenerateDataKey # kms:Decrypt tERHSEH,

REERFRHTFIBED =
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RIKFF A

HEBUHEITHY
HEBEEE

BEETAERE
R &

PHEM APl 5%

g EmAFR{THIM sqs:CancelMessageMoveTask ., sgs:Recei
veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes . MREMFRTIE MR (LA SSE 175l) , kms:Decrypt
=

i EmMNFERTHIM sqs:ListMessageMoveTasks %l sqs:GetQu
eueAttributes .

EBREMBFIIRY (B8 BUT RS ARTF) T

RIBTE T 5L BRARER
1.
7Ba,.
2
3

EENT T BRI RKEFFT :

& A AWS Management Console , Y BRI https://console.aws.amazon.com/iam/ 9 IAM %

EEBESEET , BRI
BUEATHFFAMEE , YRHMMEENEA IAM EAENAS

* sgs:StartMessageMoveTask

* sgs:CancelMessageMoveTask

* sqs:ListMessageMoveTasks

* sgs:ListDeadlLetterSourceQueues

* sgs:ReceiveMessage

* sqs:DeleteMessage

* sgs:GetQueueAttributes

- \BUWFRTHIH Resource ARN (40
Marn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>] )o

* sqgs:SendMessage

- BRH{FHIM Resource ARN (B3 , Tarn: aws: 5#&:< DestQueue _ ## >: < _ &%
>, )o DestQueue DestQueue

 kms:Decrypt - RFBHEE,

kms: Gpnprafpnafakpv

Eﬂﬂ%ﬁﬁﬂﬁiﬁ
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- ERARMNERKEIRTFFASMEMR KMS INZEEHH Resource ARN (0
Marn:aws:kms:<region>:<accountId>:key/<keyId used to encrypt the message
bOdy>J )o

- ARBERE B T8 KMS INZH &N ER ARN (410

Farn:aws:kms:<region>:<accountId>:key/<keyId used for the destination

queue>] )o

N FRBCRERLLTRAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
.
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"

REERFRHTFIBED 5
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BEFEMAFNZTIES (EREXFRTIRRTS) REFT

ERA T SRR ERERNEZERFTRTINHZEF T, LENREFFTRRERF IR, M
BRAMEVG B LX&:%E’I'.{E# FFIT5 o

1. & A AWS Management Console , BRI https://console.aws.amazon.com/iam/ By IAM £

vn L
T Ho

2. EEBEKS  EEHE.
3. BUSATHHTMEE  LHLMMEEHBA AM ERERAS -

* sgs:StartMessageMoveTask
* sgs:CancelMessageMoveTask
* sgs:ListMessageMoveTasks
* sqgs:ReceiveMessage

* sqgs:DeleteMessage

* sgs:GetQueueAttributes

- \BUWFRTHIH Resource ARN (40
Marn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>J )o

* sgs:SendMessage

o ###### Resource ARN (####arn: aws: ##:< DestQueue _ ## >: < _ ##
>#)#DestQueue DestQueue

IR E R LA T RS -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,
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"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":

"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}

Amazon SQS EMF T HBERERY CloudTrail EFFMEFF AT EK

£ 2023 £ 6 A 8 H , Amazon SQS # i TiEAM AWS SDK l AWS Command Line Interface (CLI)
MWEXRF TS (DLQ) BERE, EEMEER AWS TEAEXE DLQ BEREBNFE T INEL. WRELH
BEAAWS IRABERBERFITIALS , EUREZITIEENTE

« BRFRTHBEESHMN CloudTrail EHEFH®
s BT ERFITH BRI

CloudTrail E#-E#H

2023 £ 10 A 15 B , Amazon SQS F#2 & LM F /T BB CloudTrail B4 B BEELE,
WMREERIEL CloudTrail BHREETR , IV AVEEHER. LT DLQ BEBHIFT CloudTrail
EHE1E

Lt—EEHE8 WELER

CreateMoveTask StartMessageMoveTask

CancelMoveTask CancelMessageMoveTask
EHEFA

Amazon SQS tBFEMA SDK M CLI irZAA , thEH T DLQ BEBNTIFT , MFEREREER
. EATIMTHIFF T EEREERS DLQ WAL,

1. BEELEF A (DLQ API BIERY EET)

CloudTrail EFFEF A B3R 66
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2. & Amazon SQS BURFFA]
3. FH sqs:* BAF THRFIIEEER

/A Important
EEMH SDK = CLI# DLQ BEEE , B4 EBHE/RE L REA —{(EREN DLQ BEESFFA
BUR,

MR DLQ BEREBNTIFFAIRFE LRE h —EFEE |, SN EE 2023 £ 8 A 31 AR EMENET
A, MIREZE 2023 F£8 A 31 B , BHIRFEREEELCAMEMAE DLQ BEBNESEH , FAMN
AWS X ARENFIBERSHAL, Flm , BEREE us-east-1 Hl eu-west-1 FEE "HRE AL o

T¥RFE AL FIRATE 2023 £ 6 B 8 HZHIfE us-east-1 FEERE) AWS A LWFLE  BFEAR
eu-west-1, 2023 &£ 6 A 8 HE2023 8 A31 HHIE , MR "tREAL WEERF IS LIREE
— , BIRBERAATE us-east-1 B9 AWS £#24 EBEREHALE , MF AR eu-west-1,

/A Important
MREH DLQ BEREFFAIE 2023 £ 8 A 31 AT ASELREY — , BNIRFSELE
£/ AWS A EES DLQ AL,
BR , MRKIE 2023 F£ 8 AMME AWS X4 LFEA T DLQ BEEE AL , RIS TUERE
2023 F£10 A 15 B , A ERBELEE 2 —HKAFHF T,
MEEZFMEN , 552 M the section called “H B Z FEBHE,

LT 288 DLQ BERENEEMNTIIFT I #i6l, E£AMAMRERRmME (SSE) {75k , FEHEMN AWS
KMS &8®EF 7,

BER

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",

CloudTrail EFFEF A B3R 67



Amazon Simple Queue Service

FMBABER

"sqgs:GetQueueAttributes",

"sqs:StartMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:CancelMessageMoveTask"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
},
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}
TEBE

TIZEBRESLENERTT :

« AmazonSQSFullAccess - & TSIERFTHBES T4 : BB, BUEFFE.
- AmazonSQSReadOnlyAccess — IRt B FEERR , YIS 5E&NF BT BEE T1E,

CloudTrail EFFEF A B3R
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Step 1 . .
Add permissions Add permissions
Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
Stap 2 functions. Learn more [
Review

Permissions options

() Add user to group () Copy permissions
Add user to an existing group, or Copy all group memberships,
create a new group. We attached managed policies, inline
recommend using groups to policies, and any existing
manage user permissions by job permissions boundaries from an
function. existing user.

© Attach policies directly
Attach a managed policy directly
to a user. As a best practice, we
recommend attaching policies to a
group instead. Then, add the user
to the appropriate group.

Permissions policies (1/1051) ‘ C ‘ ‘ Create policy [3
Q, AmazonsQs X ‘ 2 matches 1 ©
-] Policy name [3 A | Type A4 | Attached entities v
] AmazonSQSFullAccess AWS managed 0
(] 0] AmazonSQSReadOnly... AWS managed 0

£/ sqs* EAF THRFITBUER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "*"

B B

MREFEANREFEEBER (CMP) , BITTEAEH AWS CloudTrail F IAM 358 B2 175 55 0] E#H &2

EH R,

CloudTrail EFFEF A B3R
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® Note

WMRIBEFEEH AmazonSQSFullAccess M AmazonSQSReadOnlyAccess , IR EE# —
S ENE,

1. & A AWS CloudTrail ¥4,
2. EEHRLEKEANEHBMET , FATHNIERENEGHEHE, RARES

CreateMoveTasko
3. EESALHRBFEHEFNER. ESH4EHKERT , € userIdentity ARN #EEX UserName =%
RoleName,

4. BAIAM £EA,

- HNMERE  FEE [(FERAE], ERL—@ELEFER UserName HERE,
- BIRAG K BHEE (AG]l, BES L —EIBHPER RoleName WEAE,

5. HEHMEFEEMNHFUEED , RETAE Action 88 sqs: FEHHEBER , SR
Resource 2 EZ Amazon SQS {THIK B,

Amazon SQS 7] B & A

EHEERTIBRUNEEALSR  AREREETIIH. Amazon SQS FEBHBMERAR. AR
Amazon SQS RAHARM , TMRBHEESEREWIAL BINRAERBESEEERAEAN
BEMmAEYE). R EEESAERBRMNEEASR , T AERABRTH LMER.

ReceivelMessage ReceiveMessage

Request ReceiveMessage ReceiveMessage Request
Requeast Reguest

Visibility Timeout (in seconds)

Time

Message not Message not
returned returned '

Message returned Message returned

BERAER  AESUAREETIH. ATEEEMEEEBRNREZIAL , Amazon SQS &%
Er RERE  £ERMET Amazon SQS S EFIAHEERNINEEZAS ., AEWERTRM

] RAEREF 70
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RS 30, RNMEA Y, RESKRARA 12 /MK, IFEEBEEHTERARFETHN AT RER
RHNEH , F2H ZETISE(FEA).

® Note
ERBEMTY , IRMERFETREFIGRIMWAALS . WFRESHMEA , FL6 — At

least-once X4,

FIFO PRl R EEESHEEER S RER !

- MREEZEBZLBM SendMessage BIfE , ATLMEAERMNEEERMER ID, REES
REREE, BREEEEEEERMBRERIBZIZEDNE —ERRE , 2 AESRTE
EEFENHF L hTE5|AEEER,

- MEHBEEUNTKMPEE ReceiveMessage T8 , BRI MR EEMAAHERMNIZEWRESR
EXRBAIBERZR, BREEEETEMERFIHIELKNE —EER , AIZAERTE
EEAENHEF,

- BERNBEEAEBBERANBWALE  BRIECHBRZAERAEERTR , FATEHE
EMERAEFERBIBEHNAR,

ES- ]

- BEHFE

o« ERTE A R A

- BEFAENARERE
o« RRFAEMN A RIERE

Ei;—é- I:F E;:L/%\
Amazon SQS FAEE=ZBEAREE :

1. HEEHEBERTI,
2. HEERTIEK,
3. BHRAT IR MR,

NEWBRRELEEEBEITI RERT , B HBEEHRETFIER (HHRR  ERE1M22
). RENARBERAEHE. HEERMTIEEFASR  IRSEREEFRE , Bl RIETTIF
Bk (bR 2MEE 2 M 3 2[H), BEPAEHEREKHE.

BERAE 71
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/A Important
EREEEATASNERRERYEN R TS EEA.

R KE D NEESTY (RITFREMKREBAEMNE) , BEFAEFRZAAERN 120,000 8] CHE
FERTHER , BRARRTIPMER). WREEFERAEHAR , ZEZ A , Amazon SQS EEE
OverLimit $E2FALE . MREFEHAERS , Amazon SQS TEEEEMEERAL., AT EEEDE
5, BEAREEIBRE , S5 LOAEMER, BAIENAREEASNTIEE, MEHBRESE
B, FEXZERBE.

HH FIFO {75 , %2 WA 20,000 AIEEFHAL CHEERTHIZW , BERTTHMER), MRE
D HEEE , Amazon SQS A EEE{EMEERAL.

/A Important

£/ FIFO 175k , iR E T R MEREFER2AZWER |, DeleteMessage BIEMZ KK,
MEATEMEREFR O , UXEEEENHEZEDARKRIALR , SHERAREAS. IR
MaxNumberOfMessages 88 AR 1 , EAEEEE X Amazon SQS £¥f ReceiveMessage
RENMEEREFISEEAS. NFHEMFMENR , 528 Amazon SQS FIFO API #:E4E
B R

AE 7] R A

% Amazon SQS MEASE , TRIRBNGES, EERBHEA  FEEREEAMBRAL. ER
EEBEEMRABI K , A RMERE TR AR FIMBITY DeleteMessage BE , BIK
SRERTAEMAREES  ARBEERINAL. BEAARRERAL K AN EREREEE
AR B0 2R P06 2 BR

18 Amazon SQS #FIH B TR 30 DIV T RISRKERE, SUNSERECINEE. —HAT
IR MRBERE RGN EARIEERMBEITNASFENSERMN, RIFALE  EUNA
BENALKIRETRAN K TESSERESFNRNETE. NEHMAET  B2RUEEET
EEHTHREE.

NRETHAERE-AFAEFTESX , FRENEEEEFEIEBAN | BEDNR T RIERE (Hla
278, BERELSNEEENEREAESR 1 7ERE T RMRFLER 2 HiE.

BEARERE 2


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
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https://aws.amazon.com/blogs/developer/how-the-amazon-sqs-fifo-api-works/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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/A Important
BAT BHEREEE%E Amazon SQS Y E) ReceiveMessage BRI EEERE 12 MF, ERT
BEMRFFALER 12 MEFHNRAE,
AN | AR LA E R A MR SRR EATE 12 /N (B0 43,200 ¥) , BA
ReceiveMessage B REGRUEFTIFES, fila0 , MREBWE —HFKAL , WEBEIX
VisibilityTimeout &M 43,200 #'# ChangeMessageVisibility FEAY T ENERER K
12 /NEF | BITFTREE KB, FiB |, BRIEIFE R ReceiveMessage BRAEMEFH 7 R REF 2
BRAWIEE , RAIFERAE 43,195 WRAILLEE, IREHNEEEZTEERB 12 /MK, FER
£/ Step Functions.

BEASN TR

ERRTIERIFARLRAREERR , ZTINTRMERFAIERHTRE (Bl 10E ] 6EHEZEIE MMER
AL)o AILAERA ChangeMessageVisibility BIfERIEERBENIE , MEERLEEFAENTR
.

BEIME  BEFINEERRRKELR 60  MEKBALERERKE 158 , Bl BRI
ChangeMessageVisibility MY | #§ VisibilityTimeout §%%& 10 % , BIfEIXH
ChangeMessageVisibility WlFHEBEFE 10 ¥, ALEERYVEETRMRE (L 25¥) W
10 WECEEETRMERFEXMERAS , REEHER,

(® Note

WAL ChangeMessageVisibility BifER%R , MTARGHRIERBER. I, FEVRE
HEEBANSERRMAS., ChangeMessageVisibility FEFERRBZUNAERE
BT DR B

RS A R

RATFIRWA RN , EURERRABYFTREZREHMERZFAL . Amazon SQS AFFHRILIZFFTAR
Ryl RAER A, M AIRREPNEMATHILEIAL AR BRBEE,

HERIEFAEEMN ReceiveMessage RV I] RMREF , ™ AUChangeMessageVisibilityI#%
VisibilityTimeout %% 0 #,

BEFBNTRIERE :


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
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Amazon SQS iEiE {75l

IEETH RS HASERGEEELERYEVE i, ECNEEERARNEEANFEARER

Eﬂélﬁo EEREVNIERTY , AIEERRRE , #ELITINTAAREEEERRETTR, TIH
R (BN EEEEAEOY, RAEA 150, NEEHRERAZERARKREEETINFMEENR , B
B BRETINSE (FHAB).

(® Note
BRFRETS , @RFINEEREFNSEN BERECUTELEI CKEEMTIRIFA
B,
H#/ FIFO 75 , ERTIMERRESEY - BERE LG EINCRKFEMTIFHIAS
HEERFRE,

MBI BRI R IR , EMENREEEEENBAREEEREZFIALE, EEFFINT
RURFNEZRER , EETIREFAEEENERTIRERRBMENR , M RERERETH LKA
BEHUERER SRALRHE., TEERTEETSSEN BIERE 2 BVER.

SendMessage ReceiveMessage ReceiveMessage

Request ReceiveMessage Request ReceiveMessage Request
Request Request

isibility Timeout
(in seconds)

Delay Seconds

Time
Message nol Message not
returnead returned '.

Message added to

I turned i ad
queue essage ratum essage returmne

EREREBASNILEENE , MR HEE/TIETRE , FEAASFTKEIZRAFF Amazon
SQS A7 %ﬁ"— ST EFERHY DelaySeconds B , MAREE(TSIH DelaySeconds {E.

Amazon SQS EF {5

EAERNARERX (PINFER-CE) & , EETI B EHERBREEANMERSN, EJUERET
FFIAFmRELSWEE. FERANBNEBARXERETFTI,

HESET 5 74
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AFmaRZEEFTY (MR ERFBRRLNERAEXNEETS) BBHERE— Amazon
SQS 175, Mt ARENERARENRD AP IR , Y ERETRHTINRERERRESHEIE, £
BEAERTIR , AFREABERERTY , BIEEARFRNE RERFRTLEH.

LT RERHT IRV ER

- TSR ENTENEEFNEEREFRE,
- FERENER , TR MBEREM.

- EMRMEERTERE (—HR) Amazon SQS THIH API, ERTMEEEEWEASHNIRERE NI AT LUEE
AEEERTS , WEWREERTHIFAL.

ES-]
- EEfTS
R-EEASER (EHTS)
- EHIER  REBEAFR
- ER PR
- A BRES iR
.« BBRITS

E&T5

fﬁﬁﬁﬂzghﬁ-ﬁ]ﬁﬁFﬁﬁ”%E_LE’JZIK%ﬁﬂF%o EFTITMREKZERET RN BN EHRE—
Amazon SQS f75l, MFREEHME  F2HE "BEREERTITEEFEAERNASEE D, -

® Note

- BAERTHE  Ag/EEEEVERASNETRERGER. HRERTITESET
Amazon SQS B API FFRY | X I E BT 5 S RAEMRER,

. TPS BEREMAIE —S#EFTNFERESS, NETSHMET
.

En

26 F S

AmazonSQSVirtualQueuesClient @HEEHIFIEH N ERTIEENBEXE. EERETERET
5|, BAEFEH HostQueueURL BHEMEIY CreateQueue API EE, WEBMIEERXEERTINRE
5,

ERTS) 75
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EFTHIK URL &RA T 51,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue#MyVirtualQueueName

£ EEFUERTS URL £LH SendMessage 3 SendMessageBatch API Bl , EEHT5I A F i
BT TIEE

1. HEEUERTIIERE.

2. BEHRTIBBUAHMBASBHEEL,

3. BEAREFREFRFI.

SEEBEALRR  ERITHEWHXETS , RAERBHENFEBERCRERNARBEEZER
75,

HEBEMNWERTY URL L ReceiveMessage API BIERS |, BB 5 FinE S E A ST
W, BERESHTHREEZALZERTY . UCEFEEFEEBNIIEESHFIRFHASTELIEIE
£l : B— API BMERZ I AREA RS 10 BERETY, ) MBRERTIE , EBRREMAFRAE
R, T B817™0 Amazon SQS.

AmazonSQSTemporaryQueuesClient BRI BBEHEBE YW BT Y EKERFTY . TE
SEHKRERBAUTIBHEMEBNEETY, EETINERLAER. URENTE (FARA
__RequesterClientQueues_ ), BUKRBAERTI . ENBEAFKMAENERLIR , S
R TINEERNBREC. AFRBIF/ATTIIBEMBERAN AmazonSQSRequester #
AmazonSQSResponder M,

ER-EEALER (EE5)

TR RERNEARFRFER-DRARER  HPBRESE I ANERS D RFA ST T
5l BT ERECEASEHEEL Amazon SQS 175 , EFHTFI A F i o] AR E B2 M BR 2 B 7
5|, MEAEITIEM Amazon SQS API I, MFESFMENR , F26H EFEFROERK.

TEERMEAREANE RARE,

BR-EEASER (EHT) 76
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. '
SendMessage { A s i
"MyQueue#MyVirtualQueued", |:|: I : Sﬁncme:::ge[ :
"Hello world!") L ‘ MyQu ’ |
I "Hello world!", "
LIEIBLTEIEL : "VirtualQueueName" = '
Virtual Queue Client ‘ "MyVirtualQueued") ;
I 3
' dllk —
: SendMessage ( / é Eé i :
I "H},'Queue" . Host Queue : -: E EE E "
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Virtual Queue Client

Amazon SQS
Hello world! Dl | |4

ReceiveMessage (

"MyQueue#MyVirtualQueueA") Virtual Queue
ou MyQueuegMyVirtualQueueA 2

ReceiveMessage ( Dispatch

"MyQueue#MyVirtualQueueB") > b | | | 4 Thread
i Virtual Queue
( MyQueue#MyVirtualQueueB

Virtual Queue Client

BHMERN | EEBZEAFR

AT EHIE RERINAER AmazonSQSRequester M AmazonSQSResponder N EREEFEHEMN

BAFERK,

£ H F i

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;
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}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();

[a

BEEABR , ST TIEHE

B ERT S,

R ERHTHIH URL EEEMABHERIRAS
BEAR

R B TSR EIFE,

i BRE B 4 5

e o,

o a0 A~ wh =

¥t ) AR 25 v

DTEHHBRZEREBR  EEEVHTERBATI L FUEFASNhandleLoginRequest () A

3% , kA doLogin() BRBRERM A%,

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();
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LoginServer(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

& BRAT 5

& EM{R Amazon SQS EEIWEERTHIFIERANTMAEERAER , EANEAERXTBEEEY
BRI A FiweE , ©EMW shutdown() %, BBAILIER AmazonSQSRequester STHEK
shutdown() %A%,

TR A Fimt REVEBRERNFTEFIINT X, BREE KRB (ARA 5 £i8) AW AP
W RTSIME , AFIRESEA TagQueue APl BIMERERZRMEFEA TS,

(® Note
EAETS LRI API BIERS L CRLRFRE , SFTEEE

ReceiveMessage BifE,

1
o
&

ESHTHEMER ListQueues Ml ListTags API BIERBESTEEREFENAETY , MBRELR
DERWERNEMTH, KA, MR—ERAERATSEHEN , HEATAFREEZRER.
ARDIHEESE , FEMHRNMEAFRRHEEBAZFTERENHLARB ITETIIETER.
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O EREAR Java B Amazon SQS EFxX A F iR\ EREEEEE AWS SDK for
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&. Amazon SQS HTTP API S{E{fH t: AWS B S E 4 REITILIRE,

AWSE AR Java 1.x WRAZREHEH . £ Amazon S3 EE KE Amazon SQS FAE
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* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sqs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
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import java.util.List;
import java.util.UUID;

public class SQSExtendedClientExample {

// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketlLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.

s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
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.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();

// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(@).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));
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System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;

final VersionlListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {
client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());

client.deleteBucket(S3_BUCKET_NAME);

AWSE R Java 2.x W BEHEH| : £H Amazon S3 EE AE Amazon SQS AR

LTEAR Java 2.x WAWSHZBEA S SET EARME BN Amazon S3 T | WHELESD
BHRAILE 14 REKAMBRY . SHERILE A MyQueue WTH | WEEFFE S3 RETE
Hiii 256 KB WREEHFAEZETS, &% , BEXNRSHEZIALS , EEASNMEEER , ZZMERA
B, PN ERE,
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* Copyright 2010-2022 Amazon.com, Inc.

or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/
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import java.util.Arrays;
import java.util.List;
import java.util.UUID;

/**
* Examples of using Amazon SQS Extended Client Library for Java 2.x
*
7
public class SqsExtendedClientExamples {
// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final S3Client s3 = S3Client.create();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final LifecycleRule lifeCycleRule = LifecycleRule.buildexr()
.expiration(LifecycleExpiration.builder().days(14).build())
.filter(LifecycleRuleFilter.buildexr().prefix("").build())
.status(ExpirationStatus.ENABLED)
.build();
final BucketLifecycleConfiguration lifecycleConfig =
BucketLifecycleConfiguration.buildexr()
.rules(lifeCycleRule)
.build();

// Create the bucket and configure it
s3.createBucket(CreateBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

s3.putBucketLifecycleConfiguration(PutBucketLifecycleConfigurationRequest.builder()
.bucket(S3_BUCKET_NAME)
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.lifecycleConfiguration(lifecycleConfig)
.build());
System.out.println("Bucket created and configured.");

// Set the Amazon SQS extended client configuration with large payload support
enabled

final ExtendedClientConfiguration extendedClientConfig = new
ExtendedClientConfiguration().withPayloadSupportEnabled(s3, S3_BUCKET_NAME);

final SqgsClient sqsExtended = new
AmazonSQSExtendedClient(SgsClient.builder().build(), extendedClientConfig);

// Create a long string of characters for the message object
int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example

final String queueName = "MyQueue-" + UUID.randomUUID();

final CreateQueueResponse createQueueResponse =
sqsExtended.createQueue(CreateQueueRequest.builder().queueName(queueName).build());

final String myQueueUrl = createQueueResponse.queuelUrl();

System.out.println("Queue created.");

// Send the message

final SendMessageRequest sendMessageRequest = SendMessageRequest.builder()
.queueUrl(myQueueUrl)
.messageBody(myLongString)
.build();

sqsExtended.sendMessage(sendMessageRequest);

System.out.println("Sent the message.");

// Receive the message

final ReceiveMessageResponse receiveMessageResponse =
sqsExtended.receiveMessage(ReceiveMessageRequest.builder().queueUrl(myQueueUrl).build());

List<Message> messages = receiveMessageResponse.messages();

// Print information about the message

for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.messageld());
System.out.println(" Receipt handle: " + message.receiptHandle());
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System.out.println(" Message body (first 5 characters): " +
message.body().substring(@, 5));
}

// Delete the message, the queue, and the bucket
final String messageReceiptHandle = messages.get(@).receiptHandle();

sqsExtended.deleteMessage(DeleteMessageRequest.builder().queuelUrl(myQueueUrl).receiptHandle(me
System.out.println("Deleted the message.");

sqsExtended.deleteQueue(DeleteQueueRequest.builder().queueUrl(myQueueUrl).build());
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(S3Client client) {
ListObjectsV2Response listObjectsResponse =
client.listObjectsV2(ListObjectsV2Request.builder().bucket(S3_BUCKET_NAME).build());
listObjectsResponse.contents().forEach(object -> {

client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(object.key()).bui
1}

ListObjectVersionsResponse listVersionsResponse =
client.listObjectVersions(ListObjectVersionsRequest.builder().bucket(S3_BUCKET_NAME).build());

listVersionsResponse.versions().forEach(version -> {
client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(version.key()).ve

1)

client.deleteBucket(DeleteBucketRequest.builder().bucket(S3_BUCKET_NAME).build());
}
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& LAE AP 1 & Maven B8 Java IHE EEMBEBE Amazon SQS EREFin , AEBECHEE
SDK. fe&ERARNFEAR SDK & EEBIEE.

<properties>
<aws-java-sdk.version>2.20.153</aws-java-sdk.version>
</properties>

<dependencies>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-extended-client-lib</artifactId>
<version>2.0.4</version>

</dependency>

<dependency>
<groupId>joda-time</groupIld>
<artifactId>joda-time</artifactId>
<version>2.12.6</version>
</dependency>
</dependencies>

5  Python f Amazon S3 B K& Amazon SQS JHE

BRI LAERE AR Python B Amazon BT HIRIGIEFH A FinfE EN D B EEEFERERER
K& Amazon SQS FAE. E¥NAHFE 256 KB Fl&x K 2 GB W AEARAH BRI ER. EXNEEH

ASEBFEFE Amazon S3 #EFETR |, WAEEEE7F Amazon S3 MIHSEWHAEEEZE Amazon
Amazon SQS 1751,
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ﬂEj:EI/j_‘o ﬁU%%%E@*ﬁﬁﬁgﬂ y %%ﬁﬁo

« —{B AWS SDK : S EmE LK RHIER AWS Python SDK 83 3, ZELRENREMBEHS |
ZBiE AR Python B AWS SDK Bi% A E5EHPIAWSBEI S EHRA 4.

* Python 3.x ( REEMRA ) FMpip.
- EAR Python B Amazon SQS EE A FiREXE , {t PyPl BR§

® Note

BRI LA A Amazon SQS Ex A FmERNE , RBEABEAR Python WAWSHBREHEE
Amazon S3 By Amazon SQS FAE., BEEEA AWS CLI, Amazon SQS F#A. Amazon
SQS HTTP AP| SR EMAWSE 2 E4 KRB 1T LR E,
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« large_payload_support : ARERAEA LK Amazon S3 fEFErlR AR,

 always_through_s3 : 1R 2True , BIFFEAEEFME Amazon S3 H, MRFalse , MR
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A Python IEFZX A PR EEE XE Amazon SQS FAE

THEHSERABREBEIL Amazon S3 fEFITE. A%, ©EEEI B AMN Amazon SQS 17
B, MyQueuedf #$1ZHIE S3 fE17HTEE HifiB 256 KB WA B EXE 75, % K BXBLHEIEA
B EEASMMEBER , EEMERAS., THMFEFITE,

import boto3
import sqs_extended_client

#Set the Amazon SQS extended client configuration with large payload.
sqs_extended_client = boto3.client("sqgs", region_name="us-east-1")
sqs_extended_client.large_payload_support = "S3_BUCKET_NAME"
sqs_extended_client.use_legacy_attribute = False

# Create an SQS message queue for this example. Then, extract the queue URL.
queue = sqgs_extended_client.create_queue(

QueueName = "MyQueue"

)

queue_url = sqgs_extended_client.get_queue_url(
QueueName = "MyQueue"

)['QueueUrl']

# Create the S3 bucket and allow message objects to be stored in the bucket.
sqs_extended_client.s3_client.create_bucket(Bucket=sqs_extended_client.large_payload_support)

# Sending a large message

small_message = "s
large_message = small_message * 300000 # Shall cross the limit of 256 KB

send_message_response = sqgs_extended_client.send_message(
QueueUrl=queue_url,
MessageBody=large_message

)

assert send_message_response[ 'ResponseMetadata’]['HTTPStatusCode'] == 200

# Receiving the large message

receive_message_response = sqgs_extended_client.receive_message(
QueueUrl=queue_url,
MessageAttributeNames=["'All"']
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assert receive_message_response[ 'Messages'][0]['Body'] == large_message
receipt_handle = receive_message_response[ 'Messages'][0]['ReceiptHandle']

# Deleting the large message
# Set to True for deleting the payload from S3
sqs_extended_client.delete_payload_from_s3 = True
delete_message_response = sqs_extended_client.delete_message(
QueueUrl=queue_url,
ReceiptHandle=receipt_handle

assert delete_message_response[ 'ResponseMetadata']['HTTPStatusCode'] == 200
# Deleting the queue

delete_queue_response = sqs_extended_client.delete_queue(
QueueUrl=queue_url

assert delete_queue_response['ResponseMetadata’]['HTTPStatusCode'] == 200
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iXE Amazon SQS 175 (X&)

£ Amazon SQS E£#E A R EMEE Amazon Simple Queue Service (Amazon SQS) {75 h
e, BHRWIIERAEEARREMMBF[HMEZEFIIEE, BERFHMTIETHELRE , REBRE
FF3RFA AWS Lambda B,

£ |

« Amazon SQS B E FEUZ S| (ABAC)

- REMTHSH (EEE)

- BREFIEE (E#8)

- £/ SQL ZEMZER , RITHIREMRPRIRIKMNE (SSE) (X H)

- BITHIRERRETHME (SSE) (E#AH)

+ 5% Amazon SQS 1758 Amazon SQS {THIM R A D EAESR (X8 A)

« 5 Amazon SQS 17557 B Amazon SNS 7 (£ &)

o EREATHILAMEE AWS Lambda BB (F32H)

- BEEEBMNALE (FER)

Amazon SQS B M E FEZEH (ABAC)

ABAC =T ?

B R FEERS] (ABAC) R—ESEER  BEEEEFAEN AWS ERNEBRRESH

A, ABAC REBHNERHEMAEINFIEE K REERSEFREACAREMBNRSAR , X
EhETEERERBEEE, NEESHM ABAC WEHAET , 520 AV FAESIEERNAER
BERARK AWS # ABAC,

Amazon SQS % ABAC M 2 ELIRIRE Amazon SQS 175148 BA B AV =2 B 1 Bl 2 3842 41|
Amazon SQS T3 EEL, £ Amazon SQS A ABAC MWEZEBHBIZFH S8 | REHR IAM T8
£ Amazon SQS 7% , MEFREBRE N EEREL,

EfEM ABAC , ‘B LAERBRES Amazon SQS fFHIRE IAM FEGT AT MBEER |, LA B & IRRET AT 8
[REZHE, SUUACRAFTEESEEKACHNER £ IAM PEYE-FFUBER , MALERIEH
BERKEMBE, SHEUUEERERE IAM 8 , LUEY ABAC BEEK., EETHWAY IAM ERAE
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At FHEERE Amazon SQS T EEMERTE |, B LLERET ABAC BURR /L 5F Amazon SQS 1%,
EEH—LTH AWS FHEREE | B2EAWSERL KM Amazon SQS A7 FliZ #,

® Note
Amazon SQS #J ABAC B HifE12 it Amazon SQS WFfE AWS EXEFHHE A FER , B TH1E
TBRAN

- DREH (BEAE)
- TRESE (EHEA)
« BUM (FBEST)

< BUN (BERit)

A E—EZEE Amazon SQS F{EH ABAC ?
LA 2% Amazon SQS #H 5 ABAC B — L4 E -

» Amazon SQS K ABAC ZRERDIFFABK, ETLFEATRAN THEBERMYTEBR, BAUE
RAERZE @ LBFINERMBFRER | itk AR EEERAE,

- £ ABAC REERER. EEREEVHEEERL , eRBEREDR THERTTE,

- A IAM TR TERREERFR. SUUA IAM TBREVER Y EAEEEBRRHHA
& IAM ERER 2B EBENFE. EFHEEKREFRERNERF BB,

- BEMHEEFIRENER. B LUEIREE AWS CloudTrail H R & B 3R B T /ERS B Y & 20 38
Ao

&

- Amazon SQS H) ABAC R4 %5I8#

- REFEUEGIMNLEER

- B3 |IAM A& R Amazon SQS 175l
- AEB MR FEURS

Amazon SQS HJ ABAC 43R 5|#

ST LAE R BA T iR ¢ 3R 5| 82 R4Z I BB F -
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ABAC #3584 HiR Policy type (BUR#%EH!) Amazon SQS &1E

AWS : ResourceTag  Amazon SQS 7% £ R IAM B3R Amazon SQS 7% &
WS (BMNE) I RIRE
RPHER BNE)
REBREXEF

AWS : RequestTag Amazon SQS 1T5|&  {FHIBERF IAM B3R TagQueue,
FRIRELNER (8 UntagQueue,
B) BBERAPIER CreateQueue
(BFE) IEBEKE
&

AWS : TagKeys ERPNEBRS|# fFHIBUERA IAM B3R TagQueue,
HBERAPNEERSI UntagQueue,
#ABRF CreateQueue

ATFEEREIN LR

LT R anfaE AERETEEUESIMN S, 1AM BERERS IAM & RERITra TN mRE
Amazon SQS &4k , E&T5BE# A environment, {EA production BWERER., MEFMEA ,
ESBEAEZERM AWS Organizations KB E ZERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "prod"
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B IAM EAEFM Amazon SQS 7%

T I Ea5I5R8F ana] 2 37 ABAC BUR |, BAMEH AWS Management Console 1 AWS CloudFormation
#¥f Amazon SQS HI7ZEL

£ AWS Management Console

B IAM ERE

1. & A AWS Management Console , IfFRI{Z https://console.aws.amazon.com/iam/ B IAM
v'a L
L Ho

REMEESKS K BEEAE

BEMEERAE K ARECERAEEBRNFIRTFBAAERHE,
ENMENRES - EXNRFERAR , ARBEET -5 5,
#IF Next: Add Tags (F—% : #FEER).

#1188 environment BfEA beta HNER.

BET—S  0E A RAREERLCERE,

BEEREER D AR FRSRERIFRELLZRE.

© N o o b~ w0 N

18 1AM ER &R A

1. BEUEREMNN IAM EHRE,
2. ##E Add inline policy (¥718 RA#R ).
3. 7£ JSON % L |, B E THIBGR,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowAccessForSameResTag",

"Effect": "Allow",

"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. BERBBUR,
5. BEBITBE,
£ AWS CloudFormation

AT 55 AWS CloudFormation #8175 | LAt iz AERBER M Amazon SQS 175 IAM £ 4
& .
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FMBABER

AWSTemplateFormatVersion: "2010-09-09"
Description: "CloudFormation template to create IAM user with custom inline policy"

Resources:
IAMPolicy:

Type: "AWS::IAM::Policy"

Properties:

PolicyDocument:

{

"Version":

"2012-10-17",

"Statement": [

{

environment}"

environment}"

iy

"Sid": "AllowAccessForSameResTag",

"Effect": "Allow",

"Action": [
"sgs:SendMessage",
"sqgs:ReceiveMessage",
"sqs:DeleteMessage"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/environment": "${aws:PrincipalTag/

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/

B3I IAM &M Amazon SQS 175

100



Amazon Simple Queue Service

FMBABER

"Sid": "DenyAccessForProd",

"Effect": "Deny",

"Action": "sqgs:*",

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/stage":

Users:
- "testUser"
PolicyName: tagQueuePolicy

IAMUser:
Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName: "testUser"
Tags:

Key: "environment"
Value: "beta"

R S 1 B 1 B

LA gE651 B8 R a4 £ Amazon SQS HBIE B B FHUE &,

EHEREA environment FIZBEBIERE S prod WEREREM (TSI

Ilprodll

#ITUL AWS CLI a8 s, BURIEBERERE S environment BIREEB MR E S prod WERERI T

5, WREZHE AWS CLI, BIFJ AR ERIMER THIRE.

aws sqs create-queue --queue-name prodQueue —region us-east-1 —tags "environment=prod"

B EIZR B Amazon SQS iHERY AccessDenied $RERFAE. :

RIS M B ER )
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An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the
resource <queueUrl> is denied.

EERA IAM EAE ENERERE CreateQueue AP RIFEENEB TS, FicE , RMABER
ERZEEHRHFES environment HERTES beta B IAM A E,

LARRTE & environment IR MR E R beta WEBREE YT
BT CLI v, BIRARRE A environment WZBEBNERES beta WEBEEILTH,

aws sqgs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"

LEWRE—-AIFAE , EERTIIERNEY , BUTIRR,

{
"QueueUrl": "<queueUrl>“
}

BEAEETS

#ITH CLI s B LRI AR EIEETI,
aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

[ FEFE R E R ThAS A S EEE Amazon SQS 1751, IAM R EFAIEAHFEKASBEEZES beta
ERN{TH,. OESERSAEMN MD50fMessageBody M MessageIds

{
"MD50fMessageBody": "<MD50fMessageBody>",
"MessageId": "<MessageId>"

}

RETIHSHE (FEA)
BURFEEGIE  CTLBRE TS

- TRMRE - HEFEEBEEETIRSTY (H—HES) BRUFAENEERE. NEFHEA
SRR,
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® Note
ERAFRAREARMMRE  ARETIPAEARNREE, FEREE—NZE
mEF , BHAERES—E AWS BBREHS.

nn
S
&

- ABRREH - Amazon SQS REBETIF 2AENBEE, EERERT , TIHSKASREM

Ro BAILRETIAREALES 14 R, WEFHEF , F2RASREHE.

. SHHER - Amazon SQS AXAFREFFINAL: HEBNBHE, NEHEER , FSHXH
iR,
C BASER - HERNRABANLE, NEHEER  BSUALANLE,

- ERAEEFER - Amazon SQS EEFAEETIKRBZWE REZEATANWERE LR, MEFEME
BE , 528 Amazon SQS EHIME&#HH,

- MARBEEEEBMER - Amazon SQS AILMRIBRAS AN EEBRI ERERMER ID. MEFEE

# , 5528 Amazon SQS FIFO 175 A9,

- BMABEZEE FIFO - ARAMFIFNASRASHEE., BELEESKAERER (EEERMER

- BEEANEEK | EREWLERFTIIEMITIAEERTFTRTH. MFFHEE

EEM FIFO @WIZERT)) EFABA FIFO TISWMEAEN MV ERE, MEFMENR , F2H FIFO
IR EEEE & AESEEEE,

==
aB

%II

2R Amazon
SQS EMFE T,

HEXRERRTINTISE (F28)

2

N

£ https://console.aws.amazon.com/sqs/ BEX Amazon SQS £# A,

EBBEHED , EEZF Queues (T3), EIFTS , AR BEFRE.

BEBEHEREER.

EARMRES , WAFERBNEMY. SEMTR OB 12/ MK2E. AR EA30®,
EAERBHES , G AKFERBMNEN. EENMRN 1 2ED 14 ReB. BREA4 X,

HREETS  FaARBAREERENE. EEMR 020 ¥z, AREAOY , ©ER
EE@WH, EAFEEEHERERRH.

HINEEEER Bl ARSRERENERY. SENR I 15 7EH, AREA R,
EAEKRPERSP , WA—EE, SEENR 1 KB E 256 KB 2@, FHRER 256 KB.
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9. ¥R FIFO {73l , FEERARREESEERRMBRUBMARNREEEERMIRINEE. BREREARE
Ho

10. (2R) HEZE FIFO TPIIMAESBEENEENZBTIIHNAS  FRERARRE
FIFO,

I}
il

BIENBESKERZRE (EEERMKREEMN FIFO WX ER4) EFAKA FIFO FiSH%E
MWAERE, MRECBEFRASEEE FIFO FIENEMERE , TN EEREERKEN , ME
BERRMBREREESRNHIT. WEFHER , F2E FIFO TN SHIEE & HARHEEBEAE.
11. R BB AFTBEE , BEMA. RTIHEERIER : £ A (BERE). KITIHLIPIER, &
BT 58 | 554k Amazon Resource Name (ARN) ¥ 8E& % 10 ERFRITHIMEE,
12. ERTISBNRER , FEERT.

REFRBER (XF2/)
FEEBIR | AR LR,

FRBREERAFITIINIRS, FREZNAC. FRBRGUEEREAE TFIH B/ (Fl0

SendMessage. ReceiveMessage = DeleteMessage), TERXBUR R AFFITYIHER & EAFBZWA
=

/BN 0

HEXRERRBTINEFNEER (E28)

£ https://console.aws.amazon.com/sqgs/ BIEX Amazon SQS £# A,
HEEBEHKD , 1EHE Queues (1751).

BETH  ARBERE,

BBEFIBXER.

AR RPREFTDNBERAR, IFEFMBERRRANFAES , F28 Amazon SQS HHY
o MERER,

6. TRREFHBRRE A6 FEERE.

o ~ w0 bh =

o

£/ SQL ZEMEE® , ATIEREMMRSBWMNE (SSE) (EER)

BR 7 FEEX M Amazon SQS ZE RS MNE (SSE) BB Z 5\ , Amazon SQS ¥ & SSE (SSE-SQS)
AEEENBITNZERRSSHEMNE , SUER SQL EEN MR SR RREFZBALTIEENBBE
#l. /A SSE-SQS , EFFERVNEENE SR/ , EFFEBRERNBRMEBER, SSE-SQS 7]
FLRZLHMERER , U IHBEFEBRBNMEESRAENERER K MEFHENMIE,
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SSE-SQS fE£ A 256 1 Ui P& B 1R EE (AES-256) INE % , RIREFHFEER. Amazon SQS —IEIFA
£ , SSE MEMEMNE, Amazon SQS EUMBEAFHAL  YARBERASEXGRENEE
BRI EHREAS

® Note

- FERX SSE BEARFELRIMTIIMARIEEMEBIERS BY.

« Amazon SQS FEEREFAMATIIME, Hit , B KMS-SSE , T2 BERA SQS-
SSE. MRIEFEXRP KMS-SSE 2 &EA SQS-SSE , BA4AEBRPHMEBURE,

£ I SSE-SQS B (EHA)

@ Note

RIEFEER , A HTTP (3E TLS) in BN WWEMF{THIEH T LA SSE-SQS &, A
HTTPS SN2 Z A 4 i B 2 7 Amazon SQS TR X e M HEER.

1. 7£ https://console.aws.amazon.com/sgs/ FRX Amazon SQS F# &,

2. EEEBEH®KD , EIEZE Queues (fF5l),
3. EBEMFTY , RRBERE.
4. REMZE,
5. ERRBJ/HMET |, EEFEMA,
@ Note
B SSE % , $HiINZ{TFHIMER SendMessage Hl ReceiveMessage 5B RAGHIE
8, Amazon SQS &M REERERLTECAERRER. WREBHFEKERZHREERE
£| Amazon SQS {75l , FHHFA SSE,
6. iZH Amazon SQS £ (SSE-SQS), FAIBEEBENNE.,

7. igj% Save (ﬁﬁ)o
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175 E A iR 27 im N E (SSE) (E2A)

ATRBTHIASFHNER , Amazon SQS FARAFTE #E M 75 B 7l IR 25w N2
(SSE). Amazon SQS 28 Amazon Web Services Key Management Service (Amazon Web Services
KMS) 2& | IEEARFRSFRHMNZE (SSE) B KMS £k, WHEEMA SSE WFHMEEN , F28 Bt

IERIGTHI KMS SRS AEBSWMEK , HP2eREERTIZFREZRNFT. mEF
ﬁnﬂ , nﬁ/&ﬁéﬁﬁﬂii

EERIWIE KMS SBAEEE K ELBEANKRFEEE kms: ListAliases f kms:DescribeKey B9
570 , BP4ESETE Amazon SQS 1A LR KMS HBIEM. BFER KMS £8MHEEEREREL
ELFE.I-o Zzu n¥%ﬂ1§nﬂ nﬁ/ﬂaﬁfﬁﬂiio

BN SRETIIE , ATEERE SSE-KMS,
EERTEHATIIN SSE-KMS (£ H)

£ https://console.aws.amazon.com/sqs/ BEX Amazon SQS £ &,
HEEEHKD |, 1EE Queues (1751).

BETH  ARBERE,

REME,

ERRSRmMET |, BERA.

o k~ 0 bh =

(® Note

B SSE #% , $InZ{THIME R SendMessage H ReceiveMessage FERAGHIE
8. Amazon SQS ZEe M HREBRERLETEXAERBER. WREFEKERHEREX
F| Amazon SQS 7% , FE#E 4 EH SSE,

6. EHIAWS Key Management Service &8 (SSE-KMS),

FEAGET KMS MR A. RFM KMS £ ARN,
7. IEETYIH KMS £ ID, MEFMER , F2H EEAE,

a. BIEEEKMVS £i8518181E,
b. FEFRE#BE Amazon SQS #J Amazon Web Services 5t& KMS €88, ZEFA £ |
KMS €858 T REZEIR,

3
ﬁ\i
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A7 BBEBANEBI LA Amazon SQS 175 , BRI A CMRNRAD KRR, MFFHEER ,

c. EEMEH Amazon Web Services IREF R BT KMS €88 , Bt KMS £8/5ERIE, M

ERIBFT KMS £8MIER , 28 (Amazon Web Services Key Management Service
BABEmRE) PNELER,

i

d ZEEFERATEBEFRMNWBEEFT KMS 88 , EAHEM Amazon Web Services 1R FH BE] KMS

28, FEERA KMS 28878 , REBW A KMS £ Amazon Resource Name (ARN),

CER) RNERSREEERNE , 5E 1 28D 24 NMFZBENE. ARELR 5 D8, NFEFM

&, F2H THRERSREEERANE,
SERK SSE-KMS WRER , FFBEEMF,

T
r

B Amazon SQS A7 EER.,

EFFINFREARR L , BRI BRERE T TINER.

BUREEATIG | TS HREER,

EERERBTINER (X#£8)

1.

2
3
4,
5

£ https://console.aws.amazon.com/sqgs/ BB Amazon SQS £# A,
HEEEERD , 1EE Queues (fT51).

BETY , RABREBERE.

BEEERER,

Mg, BUASBRTIER

a. AEFEER 6 FEENEERE. GAZNE  ARBETEER,
b. EEEHMER 6 FEEHENE.
c. HEBKRER , BFEFRR/EYHIZIENBE,
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# Amazon SQS {7 %I5] B Amazon SNS £ (X 5&)

A LA Amazon SQS {75IET B — = 218 Amazon Simple Notification Service (Amazon SNS) %,
ERBMHASEEE , Amazon SNS EEEARESEFTETS. Amazon SQS EEEFT B M4
EMETA, WMFE Amazon SNS HFFHEFA , 5528 (Amazon Simple Notification Service % A B15
) B ER Amazon SNS ?,

ERETE Amazon SQS 1752 SNS 358 , Amazon SNS €A HTTPS &350 5 % Amazon SQS,
WEMF A Amazon SNS #ELINZ Amazon SQS A FEMERN , 2R 5%E AWS IR#&H KMS #E
R

/A Important

Amazon SQS X ESEFIHEKRZ 20 ERIAR ., 5B Amazon SNS FEE I8 —AEHK
BRI, BB EKEHEETEEEALK,

FIBA{T5IE SNS £ (XA

1. ¥ https://console.aws.amazon.com/sqgs/ BB Amazon SQS £ A,

EEEBEKT |, B#IEF Queues (1751),

FEATSIBEEPREFETRE SNS TEMTSI.

£ Actions (B 1) JBE 122 Subscribe to Amazon SNS topic (FTB Amazon SNS X&),
RABWITHREIEER AW Amazon SNS TEIEE R | HEMNTHEE SNS &,

o > N

MRBEHKFYIH SNS £ |, FHEZ# A Amazon SNS & ARN , A& & A EE Amazon
Resource Name (ARN).

6. IZ{E Save ().

7. EERRTEER , TURHEIBEIR\EIFSEEZTINALS. NEFHEER , F2H
{Amazon Simple Notification Service Fi% A E3E/) H# Amazon SNS F 2 &4,

MREH Amazon SQS {FHIHM SNS FEMNURFEM AWS tRF |, TEHEE XA LAHEFIN, 0F
SEMET , 552F (Amazon Simple Notification Service BiZ A 25/ FHEIETE,

MEFTRSE SNS =EMMEEER , 52/ (Amazon Simple Notification Service fiZ A B8
) BH# Amazon SNS SAEBEEENMNRTEEEK Amazon SQS {755k AWS Lambda EHE
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SREATYILL#EEE AWS Lambda B (£ H)

£/ AWS Lambda BEHEUREE R B Amazon SQS T3 A L. Lambda wFT5MEERIEFHIA
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Amazon SQS Java FREE 4 E1 4l

& LAME A AWS SDK for Java ZEEE Amazon Simple Queue Service (Amazon SQS) FEH 1 AWS
RIEEEN Java BAERR. BERENERE SDK , FSH (AWS SDK for Java 2.x Big A B
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WMEEK Amazon SQS THIREMNE S |, FlanaAEI{THREEFAL ,
Java 2.x BB A B1EE) BWEA Amazon SQS A E1T5,

#=2H (AWS SDK for

AREEFMEFREE M Amazon SQS Thag |, HliNERESHMNER (SSE), RA S EEBMASBHE,
B

- EAMRREFHINE (SSE)

o BITYREER

- EIEAEBM

{55 PR A B B2 1% BN 3% (SSE)

B LAE A AWS SDK for Java #§ R R85 i% i 2% (SSE) #7318 %I Amazon SQS 7%, SET5I&EFA
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A% SSE #iBRRE 175

EERAREFINMARERHME , 55FEH SetQueueAttributes HERERE KmsMasterKeyId
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AWS KMS key B REEEES 140 B,

PITEHHENB/ 28 , FRELCHRELHN AWS BR. IFHMEA ,
2x BBABERE) FHREREAN AWS BEMESE,

F2E (AWS SDK for Java

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the URL of your queue.
String myQueueName = "my queue";
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GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queueUlrl)
.attributes(attributes)
.build();

sgsClient.setQueueAttributes(set_attrs_request);

FR{T5IR SSE

EZEEAREFINMAREIWME , FFFEH SetQueueAttributes 5% KmsMasterKeyId B
RERZHFHR,

/A Important
null A2 KmsMasterKeyIld HEME,

£/ SSE #1175

EERERIMTHIEERA SSE , 554 KmsMasterKeyId BMHIEZE CreateQueue APl 3%,

AT gl R a2 B SSE BEi T, {75IEA Amazon SQS B AWS & KMS £i8, L &35l
& #E AWS KMS key BHEFEREIMBRES 160 B,

WITEHREXB 20 , FRELERELN AWS BE., MEEMEF , 528 (AWS SDK for Java
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// Create an SgsClient for the specified Region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName(queueName)
.attributes(attributes)
.build();
sgqsClient.createQueue(createQueueRequest);

#EEN SSE Bt
WMEREET BRI AEBIE , 5528 (Amazon Simple Queue Service APl &) H#y %,

& EEEUSEMTIIN KMS €% ID REXNESREREAYMB , 31T GetQueueAttributes FEN
#EEY KmsMasterKeyId 1 KmsDataKeyReusePeriodSeconds {E.

AITHIRERR

i A R A 9 Bl R 4R SR B B4R A8 A0 3% Bl 48 /9 Amazon SQS 751, T 5 &5/~ &8 a0{a £ F§ AWS SDK for
Java SREER., WEEZHMEN , 552 E Amazon SQS A% BELIZE

HITEHREAB 20 , FRELEREEN AWS BE, IEHMEHR , F2H (AWS SDK for Java
2x FBABREE) PHRERZEAN AWS BEMEL,

5l HAZE B
HEHHTHHESR , BFA ListQueueTags Fit,

// Create an SgsClient for the specified region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();
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// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queueUrl(queueUrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sgqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

¥ NENER
EEHAREHN 5 OEEE | FBEA TagQueue J3k

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgqsClient.getQueuelUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queuelUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.
final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queueUlrl)
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.tags(addedTags)
.build();
sqsClient.tagQueue(tagQueueRequest);

BRER

EEBRITIIN —ERZEEE , A UntagQueue 5%, THIEHIEHER Accounting ID &
N

// Create the UntagQueueRequest.

final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
.queueUrl(queuelrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sqsClient.untagQueue(untagQueueRequest);
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). MEFZFMEN , 552 E Amazon SQS A EB M,
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AWS SDK for Java € BEIFTEAEAXFNASBHREERN | WE Amazon SQS EERE LML
B, MEFMENR , 5528 AWS SDK for Java 2 x BiB ABIEEURBAREMERNRITEZEN HE
FEBMR MD5 ARWE,

String
I EEBINEE & Name B9 String BMEZA Jane W{E,
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final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put('"Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

HWE I E B AccurateWeight 8 Number B EH S 230.000000000000000001 HIE,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary

L EiFIAEE & ByteArray B Binary BHER ARV 10 L THEMESIRE,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WEHIAE B A Employeeld WEETBM String.Employeeld EE&& A ABC123456 KA,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Employeeld", new MessageAttributeValue()
.withDataType("String.Employeeld")

.withStringValue("ABC123456"));

Number (custom)

HEIFIAEE A AccountId B EETBM Number.AccountId &4 000123456 BY{H,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")

.withStringValue("000123456"));
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® Note
RAAEARERER A Number , ReceiveMessage BIESEEE 123456,

Binary (custom)

WEHIAE B A ApplicationIcon BWWEETEM Binary.JPEG EE AR 10 (L TiEMEFIHY
=

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

BExEEBHNAL
HEflEEEEAL 2K BEHIEE SendMessageRequest,

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

/A Important
MREAFSEEET LS H (FIFO) 175 , FBMR sendMessage FETEZRBMHASEME ID
ZETHIT,
MREAFEA SendMessageBatch 3% , TIE SendMessage , BABEBAXPBEARIEE
A B,

b

St
jm

A

BRERAE —


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
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8 JMS H Amazon SQS

Amazon SQS Java AR EREA M Amazon SQS # Java AERIE (JMS) FRHE , AIREECRKE
FH JMS WEARKXHPFEPER Amazon SQS., WARAEUTEESURETEBERXIBREELA Amazon
SQS A JMS KtfE#E, & AWS SDK for Java , Amazon SQS Java FAAEBRXEAEIT JMS EiR
MIERER |, LAREX MU Amazon SQS IFSIFAENEEENHESE,

BREXEXENS IMS 1.1 RENFIIASEEMZER (IMS BB HER), EEXEXERI KX
F. Ui, MHFAEEEE Amazon SQS 75, ItEREHZEERDHIERS ZRIH.

WMEXE JMS 1.1 B Amazon SQS Java AEREREINREEN , B2H XEMN IJMS 1.1 EE LR
Amazon SQS E REZ &£,

&

- REHRH

« Amazon SQS Java AEERXEAMN

« f£/ Amazon SQS Java FAE R (JMS) A BiwiEE H 4 Amazon SQS F Fif
. £/ JMS & Amazon SQS ZE{THIERE1TH Java 5l

. XEM IMS 1.1 E1E

B R
G 8l , B EERFATEE
- BAR Java WHEEH
EMEAXNTKERAR Java BB EHMALHNER

 TEILZEBERAR Java WRZBEH,
« £/ Maven LAX&18 Amazon SQS Java AERERE,

® Note

BARK Java R EHSAMKEIEER,
EAR Java WEZREGFNEAR Java B Amazon SQS EXxAFIREREEE J2SE B
BEH 8.0 HEHARAS,
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MEBATEERR Java WHREKHNEN , F2REARN Java WEEEM,
« Amazon SQS Java AERERE

E IR Maven , B84 amazon-sqs-java-messaging-1lib.jar EHHIEZE Java EH|
B, METEHERXNENENA , F2 8 Amazon SQS Java AERERXE,

(® Note

Amazon SQS Java AEREXESEY Maven K& Spring Framework % &,
WMEMEA Maven, Spring Framework, Amazon SQS Java AR ENEAERE |
B £/ JMS B Amazon SQS ZXE{THIERRAI1THY Java £,

3
¥

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS 175l
B A M Amazon SQS B AWS Management Console, CreateQueue API , 3% Amazon SQS
Java AR EANEZE Amazon SQS A FimRE T,

- WEEMEA AWS Management Console 3 CreateQueue APl BA Amazon SQS E M T3 FFHHE
A, BBRELTS,

« WFEFEH Amazon SQS Java FAEREXEMFFMER , 528 Amazon SQS Java A ERERXEA
=B

Amazon SQS Java A EEREAM

HERRER Java ARRTE (JMS) #EEL Amazon SQS , FEAAEHFHNEXNHEG . UTEHER
EIAN{ATER N UMS ERRM TEREEY , AR AfAEE MW R

A&7 Amazon SQS Java FAERRXEMN D4 Amazon SQS A FBYHFEHE Amazon SQS 752
BEE, MRTHARERE , BFRESEMLTS,
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B JMS ELR

1. BEVERIBIEYE TP createConnection Fi%o

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection EAIE#$ javax.jms.Connection M, ## JMS Z%E

#R77E , SQSConnection BRMEEAN A X , HlN getAmazonSQSClient M
getWrappedAmazonSQSClient, MEAZRKEEHTFITEE IMS REANEERRE , flug
S ETFH, T8 , getWrappedAmazonSQSClient FEIE IR B aliEAR £ A A Amazon SQS
AFPmNBERE, SEEXNERSEFAMRAREAFIRNEERS IMSException , B A E
BEMTER IMSException EHMNBEERERBFEA,

2. BT LMERA getAmazonSQSClient & getWrappedAmazonSQSClient {EEH A 5 s ¥4 2
TRBEE IMS REANEERIRME (HIEE L Amazon SQS 1751),

EEgEY JVMS fIARREHBRNBEERIE , BIEFEH getWrappedAmazonSQSClient :

- HEFEH getWrappedAmazonSQSClient , EEIMNAF R4 KT A FIARRE RS IMS
B AAR T
- BIEMEH getAmazonSQSClient , BN L A Amazon SQS B R.

3 Amazon SQS 175l

it A ERYFERZE Amazon SQS THIREFE.

WRFHAEE , AFREEEUTS. WRFIFE  ZHBIFSEEREAAT. NFEFHEE
SRERFEEITHIERM TextMessageSender. JIUE &4l

B RETS

%ﬂ
3

// Get the wrapped client
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AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

ZERE FIFO {75

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

}

(® Note

FIFO {3 BBERSER .fifo B,
INZE ContentBasedDeduplication BRI EFMHENR |

E
W

B tet — R EE,

EEZSE-N

1. EERNERBHN Amazon SQS 175 E1F 2 B , 7524 AUTO_ACKNOWLEDGE &R E IV IR ZHY
JMS THEREER,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. BEEEENFALITH , FBEI IMS T ESNABRLEESE.,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");

// Create a producer for the 'MyQueue'
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MessageProducer producer = session.createProducer(queue);

NFRASE

ii

, WEEFTI,

w
s
i<t

BIMNFE
- BEBEARIEEMY  AEFREEFNENSH.

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessageID());

- HEEFEASE FIFO 175, RIXEREALEE ID, BHLALREASERERMER ID, 0
%E%§$gﬂ§§ﬂ y nﬁaﬁ EEFH AR o

// Create the text message
TextMessage message = session.createTextMessage('"Hello World!");

// Set the message group ID
message.setStringProperty("IMSXGroupID", "Default");

// You can also set a custom message deduplication ID

// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");

// Here, it's not needed because content-based deduplication is enabled for the
queue

// Send the message
producer.send(message);
System.out.println("JMS Message " + message.getJIMSMessageID());

System.out.println("JIMS Message Sequence Number " +
message.getStringProperty("JIMS_SQS_SequenceNumber"));

BEZ:3EN-)
1. EEERAL  FRIUMRGHINERELTU start Hk.

AR R EFU start Bk, T8 , HREECFUNTEERAL.

// Create a consumer for the 'MyQueue'
MessageConsumer consumer = session.createConsumer(queue);

BEERAE =
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// Start receiving incoming messages
connection.start();

2. FAHEHBEELMWY receive HEAMFMY , HREFRES 1 ¥ , RABRBERFASZHRBFIENH R,
- RBEETIEBWASER , IUTERARRAR.

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {

System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

. FIFO #FIERAL R , DTFRALNARAR FIFO HENRLEYE , SINASEE
D. FBEFEHME D MFR. NEESHAET , HON FEAE

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IMSXGroupID"));

System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("JIMS_SQS_DeduplicationId"));

System.out.println("Message sequence number: " +
receivedMessage.getStringProperty("JIMS_SQS_SequenceNumber"));

}

3. BARMEIRM TIEFEER

// Close the connection (and the session).
connection.close();

BEERBEMUOT

JMS Message ID:8example-588b-44e5-bbcf-d81l6example2
Received: Hello World!
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® Note
&R LAE A Spring Framework R#3A{LE L ¥4
MEEMEF , 5528 SpringExampleConfiguration.xml, SpringExample.java
M ExampleConfiguration.java &Iy ExampleCommon. java. £/ JMS % Amazon
SQS ZEETHIERRAI1TH Java Efl MHAERAEE.

WMEEEFNEBMHHTEEGS | 528 TextMessageSender. JIUE F SyncMessageReceiver. [T

o

RILBEBFAR

£ Amazon SQS Java AEREXNEAM WEHIH , AR SEIEE MyQueue MR FEW,

iR

UTEMERRNAEREREXRSEZRALR.

1. BfE Messagelistener MM,

class MylListener implements Messagelistener {

@Override
public void onMessage(Message message) {

try {
// Cast the received message as TextMessage and print the text to
screen.
System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();

}

WEIFAEK , BNEM I MessageListener /M HEHM onMessage FiE., EUBEREXNEES ,
SRRERFEASPFHXFIENEHIR,

2. HEERTZHBEMTWY receive 5, MEMEEENASEEREXRES MyListener B
ERBTER, TBTEESEF—D.

// Create a consumer for the 'MyQueue'.
MessageConsumer consumer = session.createConsumer(queue);
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// Instantiate and set the message listener for the consumer.
consumer.setMessagelistener(new MyListener());

// Start receiving incoming messages.
connection.start();

// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

ETRILSERE Amazon SQS Java AEEXEAF &#HIHEE. NEESHEENTRENR , F2E
AsyncMessageReceiver.java B /4 JMS #H Amazon SQS FRE(TFHIERR AI1TH Java 4,

g BRI HAS REOIMT -

JMS Message ID:8example-588b-44e5-bbcf-d816example2
Received: Hello World!

EARFimE AN

Amazon SQS Java FAEFENE AP FHHVEHIFER AUTO_ACKNOWLEDGE #=X, , FiEEKIIMNASSE
BEESRET (REERIEKEH Amazon SQS 1T5IMIBR).

1. FERREEEFAERTLUURA , AIHEEITFERH CLIENT_ACKNOWLEDGE #\H T/EMRER.

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WERASR K SERASBHAETURT

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
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® Note
FHERD , EAEEE J%/” , B R ZERBINAS L ETERART. BHMS ,
WE 10 AIAE , MRAEEE 10 MIFARZREFET (RASEWERF) , RIZaAAIAE

XEIJE?\L?\TO

£
A=

ETRNFZERE Amazon SQS Java ABREXEAM &fHE. MERSEHEERAFHIAUERNNT
&) , 5520 SyncMessageReceiverClientAcknowledge. java B9 £ /8 JMS & Amazon
SQS BEETIERRAIITH Java &b,

L g Bl HAE REOIMT -

JMS Message ID:4example-aa@e-403f-b6df-5e@2example5s
Received: Hello World!
Acknowledged: ID:4example-aaQe-403f-b6df-5e@2example5s

{5t R IR PP 38 AT AR =\

E#F CLIENT_ACKNOWLEDGE ¥k , ZRIPFER WA E A fMERKIINAESEaHZ R
A, MEEZHMET , F2E EFHAF KRR TER,

Amazon SQS Java AABRERAERM TS —ER#ERX, /A UNORDERED_ACKNOWLEDGE &
N, TEERNAESERREZIAFHRERRT , ERBEWER. EEERM , BFEYT
UNORDERED_ACKNOWLEDGE =X/ T/ERSER .

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HPRE FRA PRz &N &FIME, MERZDEEE UNORDERED_ACKNOWLEDGE 3 T&

& , 28 SyncMessageReceiverUnorderedAcknowledge. java.

tegaflpy i HE REOMT -

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?
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£ Amazon SQS Java FAE R (JIMS) A Fir#EE H it Amazon
SQS AF iR

£ Amazon SQS Java FAE R (JMS) A Fim#EE AWS BREH , €4 Amazon SQS FAE KN R
#5256 KB, i , &0 LAEFBEM] Amazon SQS A F IR JMS 12t&, Hlin , EeLEER JMS
Client #EE AR Java B Amazon SQS #Ex A Fim2 X EREiX Amazon SQS AL , HFEEH
Amazon S3 FHAEEE (5% 2GB) W8E, WEELFHMENR , 528 £/ Java # Amazon S3
E1E AKE Amazon SQS JHE.

BUF Java EARABERUBEAAFREXEN JMS ZHE

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation
date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new
BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");

BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

LT Java AR BSEEE TR

// Create the connection factory using the environment variable credential provider.
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// Pass the configured Amazon SQS Extended Client to the IMS connection factory.
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(

new ProviderConfiguration(),

sqsExtended

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

f£A JMS B Amazon SQS ZE(THIEER TR Java €4l

THREXNBEF RE ML E Amazon SQS Z#{TFHIE A Java ALK (JMS), MMEFEFERM FIFO
FRINFMER B2 EZE FIFO 73], ASEEFLE. BFERFAE. (BREER FIFO {7
3 AHFZKRASEHEN. B, FIFO FIFHNAEEESESEM., )

ExampleConfiguration. JTUkEE

T3 Java SDK v 1.x BXRBHPISREFRTIER, EBEUREEAM Java EHIFEE A REEE

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/

public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);

private static String getParameter( String args[], int i ) {
if( i + 1 >= args.length ) {

A JMS B Amazon SQS ZX{THIEBR A TH Java &l 137



Amazon Simple Queue Service

FMBABER

throw new IllegalArgumentException( "Missing parameter for " + args[i] );

}

return args[i+1];

/**

* Parse the command line and return the resulting config. If the config parsing

fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {
return new ExampleConfiguration(args);
} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region
<region>] [--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " "+ app + " <spring.xml>" );

System.exit(-1);
return null;

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +

regionName );

i++

ExampleConfiguration. JTUEE
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} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from
" + credsFile, e );

}
i++;

} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;

public Region getRegion() {
return region;

public void setRegion(Region region) {
this.region = region;

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
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this.credentialsProvider = credentialsProvider;

TextMessageSender. JTUEE

T3] Java BEXBHPEEBIXFAELEEE.

*

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

public class TextMessageSender {

public static void main(String args[]) throws IMSException {
ExampleConfiguration config =

ExampleConfiguration.parseConfig("TextMessageSender", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
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ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void sendMessages( Session session, MessageProducer producer ) {
BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver. JTUE

T35 Java EXBHPERUBLSASHEEE.
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*

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

public class SyncMessageReceiver {
public static void main(String args[]) throws IMSException {

ExampleConfiguration config =

ExampleConfiguration.parseConfig("SyncMessageReceiver", args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();

SyncMessageReceiver. JTUE
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receiveMessages(session, consumer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {

try {

while( true ) {

}

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getIMSMessageID() );

} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();

AsyncMessageReceiver. JTUE
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Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
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* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
*

*/

public class AsyncMessageReceiver {

public static void main(String args[]) throws IMSException, InterruptedException {

ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session

Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );
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}

private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOfLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " +
message.getIMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();

SyncMessageReceiverClientAcknowledge. JTUIEE
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/*
* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*
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* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example
* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.
*
* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages
* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to
* receive another message is made. It's shown that no message is returned for this
attempt since in CLIENT_ACKNOWLEDGE mode,
* as expected, all the messages prior to the acknowledged messages are also
acknowledged.
*
* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}
* for an example.
*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
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ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));
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// Attempt to receive another message and acknowledge it. This results in
receiving no messages since

// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent

* @throws JIMSException

*/

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {

// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
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Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SyncMessageReceiverUnorderedAcknowledge. JTUE

BT Java EXBRHPSEVEIEFRTRANES HEE,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**
* An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for
received messages. This example
* complements the example given in {@link SyncMessageReceiverClientAcknowledge} for
CLIENT_ACKNOWLEDGE mode.

*
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* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that the first message received in the
prior attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.

*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
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Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in
receiving the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE
mode, all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically

connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer
* @param session Session
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* @param messageText Text for the message to be sent
* @throws JIMSException
*/
private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SpringExampleConfiguration.xml
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<l--

Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/
schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/
schema/util/spring-util-3.0.xsd

LES

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class='"com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>
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<bean id="ConnectionFactory"
class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />
</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample. JTUEE

LT Java R E 5| S £ A Bean HEBER R BILI 4,

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SpringExample {
public static void main(String args[]) throws IMSException {
if( args.length != 1 || !args[@].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);
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}

File springFile = new File( args[Q] );
if( !springFile.exists() || !springFile.canRead() ) {
System.err.println( "File " + args[@] + " doesn't exist or isn't
readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JIMS connection to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( queueName) );
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receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon. JTUEE

AT Java BB HIHE Amazon SQS FIIRABRFERE , MRFERE , BT, BHNETEE
VIERE SR

* Copyright 2010-2022 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
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* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*

*/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is
run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName)
throws JIMSException {
AmazonSQSMessagingClientWrapper client =
connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but
GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the
queue
* already exists. Also many users and roles have permission to call
GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {
client.createQueue( queueName );

public static void setuplLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JIMSException {
System.out.println( "Got message " + message.getIMSMessagelID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
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BytesMessage byteMessage = ( BytesMessage ) message;

// Assume the length fits in an int - SQS only supports sizes up to 256k so
that

// should be true

byte[] bytes = new byte[(int)byteMessage.getBodyLength()];

byteMessage.readBytes(bytes);

System.out.println( "\t" + Baseb4.encodeAsString( bytes ) );

} else if( message instanceof ObjectMessage ) {
ObjectMessage objMessage = (ObjectMessage) message;
System.out.println( "\t" + objMessage.getObject() );

TEN JMS 1.1 B4

Amazon SQS Java ABRBEXEZELT JMS 1.1 EYE, WE Amazon SQS Java AEEXENZED
n¥%ﬂiﬁnﬂ , nﬁ 22 ﬁ Amazon SQS %EFﬁ = 7|<o

XENERSRHE

* Connection

* ConnectionFactory
* Destination

* Session

* MessageConsumer

* MessageProducer

XENASEE

* ByteMessage
* ObjectMessage

 TextMessage
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 CLIENT_ACKNOWLEDGE
« DUPS_OK_ACKNOWLEDGE
« UNORDERED_ACKNOWLEDGE

(® Note

UNORDERED_ACKNOWLEDGE #X It FAEH JMS 1.1 81§, L& rJ#B) Amazon SQS L &F
JMS A F iR AR,

JMS ERZERMET BM
ETEEFAS
ERARE  ZTURESEASNATEANBE -

« JMSXGroupID (FIFO 75 AMSE , FAFFERAREZEETT])
« JMS_SQS_DeduplicationId (FIFO 173 B&H , S A FERRAEETS))

BEEAER , Amazon SQS EXRESEA SN TERMNBMY

* JMSMessageID
« JMS_SQS_SequenceNumber (#BRHA FIFO {75l)

BEWAE
BEWAER , Amazon SQS 2R EFEAENUTEEMNB M -

» JMSDestination

¢ JMSMessagelD

* JMSRedelivered

+ JMSXDeliveryCount

« JMSXGroupID (FRH FIFO 17%1)

« JMS_SQS_DeduplicationId (fEFR FIFO 135l)
« JMS_SQS_SequenceNumber (ZFRH FIFO 17:51))
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Amazon SQS #ERE

AERMHHE  HEBARIER Amazon SQS R INEE,

TE

« E3 Amazon SQS {75l (AWS CloudFormation)

o FEEFE . #£ Amazon Virtual Private Cloud #5 2&i% %] Amazon SQS 75l

#3I Amazon SQS 175l (AWS CloudFormation)

EALAE A AWS CloudFormation £ 4 #1 JSON (2 YAML) &EARE I Amazon SQS {75, 0
EEHMERN , 52 (AWS CloudFormation £ &38R FHIFEA AWS CloudFormation £i7sHl
AWS: :SQS: :Queue BiR,

£ AWS CloudFormation 23 Amazon SQS 175

1. #T%| JSON BRBEREE B MyQueue. json WER, EEBVEETT  FEHK
FifoQueue # ContentBasedDeduplication B, MEARHEEERMBRINEEN FMAE
nﬂ y Hﬁ/ﬁ%ﬂ /AEIJJEIEO

(@ Note
FIFO P38 BERL AR .fifo B,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
1,
"Type": "AWS::SQS: :Queue"
}
1Y
"Outputs": {
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"QueueName": {

"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. & A AWS CloudFormation =& , R#&1#1F Create Stack (B 8),

3. 7 Specify Template (38 E&A) EHRF , &2 Upload a template file (L EEHARER), BRIEBERMN
MyQueue.json IEE , REERE Next (T—F).

4. 7t Specify Details (8 EFMEA) EME , & MyQueueStack Name (EEEB) WA , RAREE
Next (—F_*/F)o

5. 7 Options (#IE) EE L , #IE Next (T—%),
6. 7E Review (¥:F8) EE L , i## Create (B1),

AWS CloudFormation BRI MyQueue #BIW R CREATE_IN_PROGRESS ik, 2F T
FX# , AWS CloudFormation &%~ CREATE_COMPLETE #R#&,
Filter: Active ~ Showing 1 stack
Stack Name Created Time Status Descripticn
v MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE
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/A Important
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« FA DNS ~%#E queue.amazonaws.com 5 us-east-2.queue.amazonaws.com 2

£
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2. TEEEINEERM Network & Security (BB Z 2 14) # |, i#F Key Pairs (£ %),
3. I#IE Create Key Pair (BRI £#8¥),

4. 7E Create Key Pair (B £ %) HFEG T , £ Key pair name (£ £ 1) @ A SQS-VPCE-
Tutorial-Key-Pair , RZRIEIE Create (B1L).

5. ZMBBREEHTHINEELM|ER SQS-VPCE-Tutorial-Key-Pair.pem.

/A Important
BHERTERELZLHNMLE. EC2 FTEAMBEMN MY ELERX . pem ER,

6. HEJFF SSH AFImEEE EC2 HITER , FRELFE\|MENFT , BERAELNERE T8
SR EF|EGETT , flu

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

HER 2 BU AWS BIR

EERELENERSRE , B AFEHAWS CloudFormation# 24 | EIARRZE T T SAWSEIR (40
Amazon EC2 #1718 Amazon SQS 175) W BNER,

LH BRI TIER :

- —{@ VPC HEEBIMERER A SEFHEE,. T8, BBEKEEMNRKAR,
- £ VPC T8 HEEH Amazon EC2 #1T{EEE
« Amazon SQS B3l

1. RTEHBBKBAWS CloudFormation#SQS-VPCE-Tutorial-CloudFormation.yamlZ&
GitHub,

2. & A AWS CloudFormation &,
3. iEE Create Stack (BRI HE),

4. 7f Select Template (E1F&ZA) HE , i##F Upload a template Amazon S3 (&R LEZE
Amazon S3), i#1E SQS-VPCE-SQS-Tutorial-CloudFormation.yaml X , A& #E Next
(-F_i)o

5. 1f Specify Details (I EFMEM) EE L , #1T FHIESE -
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a. &% Stack name (& E ) # A SQS-VPCE-Tutorial-Stacke
b. ¥ KeyName , FEEE SQS- VPN-HE2RESBE .
c. EET-,

6. 7£ Options (#IE) EE L , i#IE Next (T—%).

7. 1E [%E) BT/ [2hEE) BER T | iEIE [RFESZAWSCloudFormation ATBE A BT RBEIL IAM
BiFl. , REBRE BT,

AWS CloudFormation & B4 %8 37 # 8 I JE~ CREATE_IN_PROGRESS (CREATE_IN_PROGRESS)
AREE, TRF5ER#E , AWS CloudFormation €8~ CREATE_COMPLETE #R&E,

SR 3 HEFY EC2 HITEE TR HENFRFR

AWS CloudFormation #iZN& 1 VPC HR{EI& % SQS-VPCE-Tutorial-EC2-Instance #J EC2 #
TER, ttEC2HTEBTAFBLRE , BEELKEASEIEE Amazon SQS, EERFEE ML ,
BAEEEERHTEE, EREREELARE , EEEH M Amazon SQS FiEFAE,

1. & A Amazon SNS £ A,

2. HEEEHEERM Instances (BITMEEE) T , #IZ Instances (BTEER),

3. #HU SQS-VPCE-Tutorial-EC2Instance (SQS-VPCE-Tutorial-EC2Instance),

4

B HTE Public DNS (IPv4) (/28 DNS (IPv4)) THYE#M AR |, a0 , ec2-203-0-113-0.us-
west-2.compute.amazonaws.coms,

5, RESLBRNEUERYEN BEP  FRAUTHTEEREHTER , S0

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. EREZINETMALBIRI , Sl

ping amazon.com

HiEERMER L,
FF% A Amazon SQS Fi A,

8. 1ITHIBE , :#HL AWS CloudFormation E8B4Z {75 , 5la0 , VPCE-SQS-Tutorial-Stack-
CFQueue-1ABCDEFGH2IJK,
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9. TEFFMHEFARKL , B8 URL , 40 https://sgs.us-east-2.amazonaws.com/123456789012/,
10. ERAUTHS , f EC2 BTERE , ERBASEZME(TS , Hlu

aws sgs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

BEPER MBI XM,

/A Important
B8 % A Amazon SQS E 3 VPC in B , ExPERABERY,

il

BR 4 : 3 Amazon SQS # Amazon VPC i &

= B8 VPC E#E| Amazon SQS , BHXAERNHE VPC i, EEMEBRIEE , LT LE VPC
HEEMARE EC2 #{TMEREAY Amazon SQS AP, EFREKASEIEE AWS BERANTS , MAE
1B B BRI

5

(@ Note
#& EC2 HiTERME LTIV LH A AWS R MmR.

:lJIiH.

& A Amazon VPC £ 5,

FEEEIRERD |, 11 Endpoints (iH ).

i#1Z Create Endpoint (B3I 2h).

EEVIRFEHE , StHREEE , EEF Amazon SQS WEREERE.
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(® Note

ZREBBECRA BT AWS EF, Fln , B EVREBRL (RXZEM) , BREEE
A com.amazonaws, ##-# -2. XK,

o

$H¥f VPC , i## SQS-VPCE-Tutorial-VPC,
6. &% Subnets (F#3E) , i##ZH Subnet ID (F#E ID) @& SQS-VPCE-Tutorial-Subnet.
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7. &% Security group (Z£8#4H) , i#12 Select security groups (IZEIZ £ &) , REZEH Group
Name (B## &%) 2& SQS VPCE Tutorial Security Group I Z £ &8,

8. EEEBIImH,

AHEVPCwHEEY , BH ID 2871 , #lf0 , vpce-0ab1cdef2ghi3j456k.
9. IEIERIR.

Amazon VPC 12 & BRX Endpoints (W% %) EH.

Amazon VPC ERBE T MW EREFEPMRE, BFTHKE , Amazon VPC E R BAREE,

$EB 5 : BOEBEBETERR Amazon SQS B

VPC REEEE Amazon SQS WinH: , BRATLUEREE EC2 HITEREAGASBEET,

1. EFEERE EC2 #T{EER |, film .

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

2. FERAUTHS , ERSARRMGETS, Hlw

aws sqs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

BEhERERY , BERRAEAXH MD5 HEMAS ID, il :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmn12p34qr5”,
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

mEEHE AWS CloudFormation 2 (4]#0 , VPCE-SQS-Tutorial-Stack-CFQueue-1ABCDEFGH2IJK)
BT EBRANRBRFARNER , F2E BERFAMBRAS (EEE).
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« 1 Amazon VPC { f & 15 ™ M BR EE 88 A A i Ui 26
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HE{L M2 PEAE Amazon SQS 1751

RERHE B A BB L MR A Amazon SQS TRV EH.

E3 ]
« f£/ Amazon EventBridge BE{t#t AWS BR# Z| Amazon SQS HIEA
- fEF AWS X-Ray ¥ Amazon Simple Queue Service 175 17 5% 2 B 7

£ Amazon EventBridge B &1t % AWS BR#EE| Amazon SQS Y
& Al
Amazon EventBridge AIZEA B &t AWS FRIEUKR EIERAEEH (HlIaEARX TAMENEEREIR

K2 E), AWS RIS S LUERILEIRH 5 X E EventBridge. BARBHENRA , RiERE
EENSEH  URESHHERARMELBHTHEIE,

EventBridge 2 7[ Z&5% E & & B 26l Amazon SQS 2% FIFO {73]—S % HZ& L JSON #
NIBWREH, MEFMHEEF , 5526 Amazon EventBridge # f &5 S # Amazon EventBridge B

=
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fFF AWS X-Ray ¥ Amazon Simple Queue Service 1753 175 &
23::4

AWS X-Ray WEEBENWERARENRBEABRPVESR , WBEBRFENZE BB BEREMNET
BLHKE, SUUEETMEAENEMBERNWFMEN ; S S@ERNEE , LRETHE AWS &
B, MRS, BEREFRM HTTP Web API BYFEALZFHBIE A,

& EiEB Amazon SQS &% AWS X-Ray BHHESE , SO BT T I HAp—18EE !

o f#/ X-Amzn-Trace-Id E}tEE,
o @ AWSTraceHeader A ERFKEB M,

EEWEEBERNIEENER , B4 AFER AWS X-Ray SDK 48 AmazonSQS A Fifk

A BAE R AWS X-Ray 12 & LAR#R Amazon SQS FERRENFTE A H MR < BHERBRE, &
WA AEAFEARAER , SINFIEERNAKE, WEEZSHMBENA , F2H (AWS X-Ray B
BAERE) PHAmazon SNS E& AWS X-Ray,
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Amazon SQS A LT

AEIRH Amazon SQS £, o BRIBAMEFEIUEHILAKR Amazon SQS FHUBURES WAMEEEEM.

&

- ERRE

« Amazon SQS FH H D MEFIMEE
* 1£ Amazon SQS HEC s MEE1E

- Amazon SQS W& HERE

-« Amazon SQS H1KE#E

- Amazon SQS WEM S LM

- Amazon SQS WZERIEEHK

ERRE

AWS HEEEEEBEAR Amazon BETIIRBFHNER/RE. NLERBFTR , AWS AEFREH
1TFrE AWS Ein. LEEHBEHERRE L REATVERGE, ShLRAETEHMER AWS B
MZEEARNEREH, NFERBLENEREN  F2REMELEEREESE., NEFBENE
BREBENMEBEN , F2HE AWS T2 IS LAY AWS HENEEETH GDPR BFEEXE,

ERERREZBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—R , SEACHEHRASESR
HEERETEMAENGTT. RMECERERATIFRNREESR :

- BERFEHECASEEZREE (MFA),

- f£f SSL/TLS B AWS BERETEA. RMFTE TLS 1.2 XEZEFEA TLS 1.3,

- ERARE API MR EEB & AWS CloudTrail.

- £/ AWS B RAFRURHEPHAERRREES AWS RIE.

- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 BB E R,

. MBHREFBBHSINEDR AP FEEFEER AWS 1B FIPS 140-2 R B INZRE4E | FEH FIPS
inE, WFE FIPS F FIPS imE MR EN , F2RBI B EFEEEZZE (FIPS) 140-2 #E,

BMaZZBEEHTEREFNEF B SUERHRET , HERBRI BB TR
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Htt A K. AWS CLIEEBEBHEHRAXFHU @ AN EMERBUTRANTENDE BF.
MRERMAIBARER URL , BMENEBF 2 ERET EHRARB[FERN URL F 22 BEEA.
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ERmeE

ERRERIEREEIR Amazon SQS WEEHFE R , IRFERIE Amazon SQS & & H O AT R
E’Jﬁ?ﬁbﬁﬂﬁlo R LAEIB Secure Sockets Layer (SSL) LA FimMBZRREEHR PN ER, RIEFE

, Amazon SQS 2 AWBEMZEREFZRALFER, BALUER Amazon SQS EMEAL , REB
Hvaﬂ%ﬁﬁﬁ- AHERPONMBERRE  BHAREBEFEER . Amazon SQS EZEFE A SSE ETHE
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AR 2R IW N2 (SSE) AIRAEME TSP ERMBRER . SSE £/ SQL EEMME LI (SSE-SQS)
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Amazon SQS —IKFIFAE , SSE MK ENE., ELABRUMBEFERNER , ¥ B Amazon SQS EE
BARBEEGRENEEER T SREALE,

/A Important

FrE ¥ A SSE ZiT5IMFERELAER HTTPS MEE A 4,

fEFTEEE €88 (Amazon SQS HWAWS Z& KMS £88) W INZ 75 EEWUATRE AWS 1RFH
Lambda B #,

AILAfEF AWS Security Token Service AssumeRole EjfE#%iE8 &1&1X E Amazon SQS K F Lt
AWS BRi§ThEEEE SSE A |, BEEARNEZEETS

* Auto Scaling Lifecycle Hooks
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AWS KMS f£6%Zs, STAMNERNEHE K RESAEREXTNESREERRK. BEFERA Amazon
SQS K AWS KMS , INZAEERMER Bt EME K FEARENER —EEK.
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MEFHMET , 5528 AWS Key Management Service BIZ A BIEHHHERE AWS Key
Management Service ?

2
. MERE
. EEAE

ERE =


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/lambda/latest/dg/dlq.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

Amazon Simple Queue Service HBEABER

Nz e E

SSE €1/1% Amazon SQS {T5FHFAE R,
SSE FE€m=T5EE :
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- AEFEER AL D, HEBENEML)
- BEFIIER

MEBEASTEARESIESFEAERELFERAHAS. A SSE # , HMETHIHES SendMessage
M ReceiveMessage FARAHIER . Amazon SQS ZeMHREEXREBRETECHAERHER. 0R
BHEHERFEREIEZE Amazon SQS 175 , EHXEH SSE. ETEFE Amazon SQS WIEEE
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® Note
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KMS €880 BI& TR, alias/MyAlias@EaLMEREL KMS €83 /RE Amazon SQS {75
REFAE,
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® Note
ERERCLAT 445, -
- MREARIBEBET KMS €58 , Amazon SQS £#FHERAM Amazon SQS B AWS Z&
KMS €8,

« FE—-XFEABTHE AWS Management Console & Amazon SQS #J AWS Z& KMS
LB, AWS KMS 5 Amazon SQS E3I AWS Z & KMS £48,

- BE , BEARE—IREMA SSE 175 LEASendMessagesSendMessageBatchEfE
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BRI LAY KMS €88, ERES KMS £RERAFRNER , UREAEE AWS KMS &1 [&F
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BERRNE A AREANBNARFRMNBNEN SR, EEEM KMS SREMBER TR
MoE |, BRAREEE I,

MEFHEE
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, 5528 (AWS Encryption SDK BiZ A Ef5m) FMEHMNE,

TREE

Amazon SQS E& AWS Key Management Service (KMS) & LB 2 i R AR 25 %t % (SSE) B9 KMS
&R, 7% SSE EANSREEER , F2H BEMNE, Amazon SQS A KMS £ ENREAR
RMZMBHZALSHNER SR, AT FEREBEIE Amazon SQS RFFEM KMS RMER SR
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*&E

« ERE AWS KMS FF 1]

- THREXNSBEEFEATE

- {HER AWS KMS &

« AWS KMS $8:5

FXE AWS KMS FF A

BE KMS £REHLEE —ESBBEK. FIEE , BEZEE N Amazon SQS ¥ AWS B KMS &N E
MBUR, It KMS £|HBEREFBIRFPHAMA L8 EREAIEA Amazon SQS) /A tNZ T 589 EF
CIB

HREFZE KMS ©18 , BXBRESHBBER , UFEESETHEESTHEBENGT. ZEEHTE
HRE B BEEENEEEGEA KMS €BBEFNERE, MEHFR AWS KMS #ERAFEHE
B , 2 BAWS Key Management Service B & A BIERHPHIAWS KMS ERF{EEDH AWS KMS
AP| RS EZE&EH,

RNE , B EERAETE CGEIBEEENEEMBEALS) B IAM BRYF , EESENFTT, W
EHMEN |, F2H (AWS Key Management Service BIZ A 2188) i £ AWS KMS 4 IAM
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® Note

B SRR AT LLER E 1% E] Amazon SQS F % Amazon SQS WM £IEEFA |, B AWS KMS £E
£ IAM B K —ResourceHiHEARH RIS EEEMN KMS £ ARN,

FRIE AWS BRFEHY KMS #EfR

1B AWS R EBH4RR , AISEHEEZE Amazon SQS 175, BEAFFELEHRREMRT
NEEER , ELEBRURTFEEN KMS iR , Y ESRFNFHERER , BREEALEN AWS
KMS API 5%, #1T TS BRREREFF o

1. BUZRFEENKMS €88, WFFHMENR , 528 (AWS Key Management Service & A &15
M) FNEILRSI#,

2. EERHF AWS RESHHRFEMEAkns :GenerateDatakeyH kms:Decrypt APl 3% , BT
FIBRR X FT8ZE KMS €885 Al,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*"

1]

1% ERFEHIFH "service" MR SBH KRR RBEEE. SHRRSETFIRE.

EHRIR IR &8
Amazon CloudWatch & Ep events.amazonaws.com
Amazon S3 EH4EH S3.amazonaws.com
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SRR AR &

Amazon SNS FRE:TE SNS.amazonaws.com

3. fEA KMS £ ARN FREHREGH SSE 751,
4. REMZFTHHN ARN ZESHER,

RELEEMN KMS 51 H

EERSREEFHAEEEMNE , £FF T XU SendMessage = SendMessageBatch &

fBZE P kms :GenerateDataKey # kms:Decrypto. P kms:Decrypt A T EFERAFER
SWoH , ARTEHTEME, At , FEEHN KMS €84 EHE kms: GenerateDataKey #
kms:Decrypt & ™,

HTIRAXFHEELEEEN IAM BER. FBHSREFNTIIERMEM E#N ARN E.

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:us-

east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"

b i

"Effect": "Allow",

"Action": [

"sqgs:SendMessage"

1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
1]

REHEEMN KMS 71 d

EERCREEMCAANETHE  JHEET — XML ReceiveMessage th &G IFIY
kms:Decrypt , AESEAFMER B/ A , TRF[HEHTEM., Rit , HEZHRARMNFEETYIH
AEH KMS £38 , HABESE kms:Decrypt FF A, MRTIMAREXRFTITIIER , AEEELHRA
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RINBIFRITFIFFEN KMS £468 | BAEBHEA kms:Decrypt A, BTIRAXNFEEHEEN
IAM B3R, BRRSHERERNTIEIRERERRN ARN {E.

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1)
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
3, {
"Effect": "Allow",
"Action": [
"sqs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
1]
}

EREEREARBRRE KMS FFA#E

ESWMBRRAR TP ERAS AWS BRFEER , BIFFEA aws: SourceArn 5 aws : SourceAccount
SERGES|/RFILEERBEARE, EEFHESLERESR  BREREAENRZERN Amazon
Resource Name (ARN), MIRETFHEEIR ARN , FFRAMEA aws:SourceAccount,

It KMS €88k | AR 111122223333 AR EERS Decrypt M
GenerateDataKey EfEFFAL KMS |, B & & 1E SSE £/ Amazon SQS HiE 24,

{
"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": '<replaceable>service</replaceable>.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",
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"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:service::111122223333:resource"

ERARA SSE B9 Amazon SQS 1758 , TR, aws :SourceArn :

+ Amazon SNS

+ Amazon S3

« CloudWatch SE &

+ AWS Lambda

+ CodeBuild

+ Amazon Connect Customer Profiles
* AWS Auto Scaling

* Amazon Chime

THRERCRESFEMRNE

ERSREECAHEESR Amazon SQS TIERFEAMHFERNESRNEREERE. EERSRER
£ AR REF , Amazon SQS EEA MM ER IR, FERTHRREREABENER,

- BENEEERANTREEFNZSM  BEESHEZEF AWSKMS , EAREgELEBHEER R
WEM,

- HAMBNRZNERNESRBEDHRE , EEEFEAMERREAZERNEAER BN EIAR,

- EEREREEFHAHBERE , TXMUSendMessagesiSendMessageBatchi & & fif % Fr Al
7 AWS KMS GenerateDataKeyi® , LEUSHHER £/, A, T—IXHWSendMessageH
#RReceiveMessage B RN | LL AWS KMS DecryptBEHEFAER B BRBTER BT
B,

- T8 AWSHRF HfEAE) TELAERNRSI# A FTREXVASKEENEE—NERS
), it , EReREECANBAFMEAZK —THBEENEE : AWSKMS
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fHE B AWS KMS &<

A7 TR A E it R AR AWS IREE | & 0] 8EAB &N38 Amazon SQS A KMS £ E=R,,

(® Note
THAXTRERB RN REFEES , EHR Amazon SQS W75 fidsts , BERRAAREE
&S,

b\

HETEREETIIN API FRBE (), FEATILK :

R=(B/D)*(2*P+0C)

B RIREBH (AR HBEN).

DREMESREEFAHE AWAEN).

P RExE Amazon SQS fFIINEEEZEHE.

C =1 Amazon SQS FH#EKRHEEETREE,

/A Important
—MRRR , EETRSEBCHRTRNEEHE, UFEHEER  F2HE THENSREERE
HIAE.

MREEFENHBERTRN ERE , AR,

LTABFTEES, mMERNEEEN , 5528 AWS Key Management Service E{E,

B 1 FTE 2 EEEM 1 BTHIE AWS KMS API FEIL R 8
LEHIRERIT -

. IRESASEZ 1 A 1-31 A (2,678,400 B).
- EXSWMEEFEAHERA 5 28 (300 ¥).
- B 18T,
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- B1EEEEREN 1 EREER

(2,678,400 / 300) * (2 * 1 + 1) = 26,784

g6 2 STEZEEEENMIEAEUR 2 @ETFIE AWS KMS API FEO4 &
seEaflRERImT

. IRESEHRZ 2 A 1-28 B (2,419,200 ).
EReMEEFRBBRA 24 /K (86,400 ),
B 2 fEfr5l,

£1EFNEIBAEETRN 1 @EEEER,
L2 EAFNESBAEETRN 2 @EEEXR,

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

AWS KMS #5738

E& A Amazon SQS B AWS KMS |, B AaERIBEIEEEE, TS ERPBEBRN T ae i) S BERE AR R
AR

« ®RH AWS KMS #5558

« AWS KMS #8558

« AWS KMS GenerateDataKey #5355

MR R T E A

B Amazon SQS # Amazon Virtual Private Cloud (Amazon VPC) %22 VPC iy BEEE A &
REFEEZE] Amazon SQS., VPC 2455 KRB HAE Amazon SQS , WA EEKHE VPC, UT&EIR
SR VPC B LA R VPC BRI EREE H.

E3:]

« HEAM Amazon SQS # Amazon Virtual Private Cloud i 2§

« A Amazon SQS #1 VPC im B BUER
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AR Amazon SQS B9 Amazon Virtual Private Cloud %24

WMREMER Amazon VPC £ AWS BIR |, &0 LA7E VPC Ml Amazon SQS 2 BT B, EuJLAfE
A IEZ G A B E%EZE Amazon SQS 75 , T ARBIBZ A FHRREK,

Amazon VPC A& E BT EEMAR P RE AWS &R, EBaFIA VPC Ri=&H|EHMEKRRE |, fln 1P
N ETE, FHEER. MERNMEKEE, WEAFR Amazon VPC WEFHAEN , 552 Amazon VPC
FREER,

EEH VPC E#EZE Amazon SQS , B4 ELXERNHE VPC inE , HAZE & VPC EZEH M AWS
fR¥. iHEEEAR Amazon SQS R AT E., AIERMMNER , BAFABEKRAKEE. MBAuE

= (NAT) B{T{ER S VPN &, MEFHEET , F2EAERTH HERE . # Amazon Virtual
Private Cloud #$ A 5 &% %) Amazon SQS 7% M &4l 5 : MRFERE VPC imZh , AIEEBER , XU
& Amazon VPC A E RPN E VPC iw B (AWS PrivatelLink)o

/A Important

« Amazon BB A Eix R EEEE HTTPS Amazon SQS # 2E A

o EIRERTE Amazon SQS # Amazon VPC EiEFAE |, BIXERAAFLE DNS X #FEH sqs.us-
east-2.amazonaws.com BRIEE L,

+ B DNS =% queue.amazonaws.com = us-east-2.queue.amazonaws.com 2

A Amazon SQS E 1 VPC iw B BUER
BT LA A Amazon SQS B9 Amazon VPC in BBV B , EHEHRETLUIEEUTAR :

- AEATEIMERVEER.
- AEATHIENE,
« AHBTRENER.

MEEET , H2H Amazon VPC EAEISERIIER VPC 8k SIR 2L,

AT &6 VPC in B RIEE AFFEMAE MyUser %A S E Amazon SQS 175 MyQueue,

{
"Statement": [{

AR R B R o
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"Action": ["sqgs:SendMessage"],
"Effect": "Allow",

"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"

]

HEBUTRIR :

- Hfh Amazon SQS API B4 , fltN sqs:CreateQueue H sqs:DeleteQueue,
- HhERFEAL VPC inEM FHEFRA,
« MyUser EiAFAEETRE Amazon SQS 175,

® Note

IAM ERE MR A LLIESAER VPC E R E M Amazon SQS AP| B, MMEFMEN ,
55 RFERE VPC ik , AIIEEFEL

3
¢
an
=

Amazon SQS HY B 0 M EFZIHERE

AWS Identity and Access Management (IAM) 2 —%& AWS fR% , FEE SeAR L1 IRHIE AWS
BERNTFEE, IAM EEETRFIMLEASTETEDRE (BA) 3 j]f%iE E*E (BEFFA) UEA
Amazon SQS &R, IAM 2 —BEAI U EFHAKN AWS IR,

c/kes

AWS Identity and Access Management (IAM) FSEA A X EFE , BURREAE Amazon SQS FFTHEIIT
T,

RIEERE — MREFEH Amazon SQS B1TEK , FNEEESALREMEETENEENGT. B
EXRATHTEEMMERN Amazon SQS TTHEHEER S | BURESFTER/NNT T, BHETFHEH
MEREARN AR EEERSFEREBNTT. REELEFE Amazon SQS FHIHEE , FSE B
Amazon Simple Queue Service & 7 M 1ZEUE 1T HFE B .

RESEE - ZELELTIESEE Amazon SQS &R |, BEZEA Amazon SQS K TEZEUE,
HYE 5 2 I R 5 ) & FE1Z ERAY Amazon SQS ThEERME R, EE |, BUFEBBERERBEN IAM
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EEE  REFLRBEEAENGTT. BEKERLNER , TR IAMPNELRES, EEE—DT
R8N T EE Amazon SQS A IAM AR , F2E WTEE IAM £ 4 Amazon Simple Queue
Service,

IAM EE 8 - IRER IAM EE8 | BREZRBNTRBBRUERE Amazon SQS FHENFE
Ho BERRETLUE IAM FEAE Amazon SQS H 7 BBUERE S| , FF2H BXRKEEK.

R & o5

EoRBEEAEIBIEEAAWS K, BHEAU AWS RFRERE, IAMERESS , JEE
IAM B BHET BE (BAZE AWS),

RO LAE FEIR B 2 2R AWS IAM Identity Center I2HHR% , WS 59 & A AWS, (IAM Identity
Center) fEf &, BELATMNE—ZEAFPREMNEHN Google = Facebook BEE RS & 2K EHl,
BLUBME D EAE  CNEEEANCRESR IAM BENBESE D, BAWS BHEABAET
FHE  feEERTAE,

RIBENFEREER | & LL% A AWS Management Console 5, AWS LA Ok, MEFEZEA
ZE AWS HEHAEN , F28 (AWS B A FAEER) PHINAEALN AWS IEF,

MREBRUBARFTNIRNEFRAWS , AWS REHKBEBEH (SDK) M HFISTE (CLI) , AER-ER
BHBREBFRRZFLAANREENFR, NRETEHN AWS T | BLRABTHEFAR. WEEH
EBNAERTHESEFRVFMENR , F2680 (AM EAEER) PHEEF AWS APl &K,

ERIEERAMNES P RESE S EERMHENANZTEHERA. flIl, AWS BEREFEASEE
ERE (MFA) IRERFNE S, MEFEZE , 5268 (AWS IAM Identity Center & 1ER)
MWZEEZZEHIM (AM FEHEER) FWE AWS FERAZEEZERF (MFA),

AWS tRF BRERE

WRREI AWS IRF , ZEEFE—EEAS D , TUZTEFEIRSFAE AWS IR HER, LS5
BAAWS tRF REAE  EREMIKRFRAEANEFBA U NZBE AT AL TN, BIESR
BABEUREAEREREFR, RELNREAERRE U EARIITRERREREATHE
. MFELEBNTREE , THEUREAZEZANES , F28 (AM EAEER) PHNEE
BEAEBIFNER,

BEe D

REEBRRERAGCERE (CREECESFIENERS) RES I REEERABS I  CRATR
BRERFE AWS BRI,
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BEEosRREBLCEFERAEBENFERE. Web B4R, AWS Directory Service, Identity
Center B #31EiB & 5 KRIZHANBHEREE AWS ¥ WERAFERE. BEF 27 AWS RS
i, 2RIEAC  YHAGREHATRER.

HREFXEEREEE , RPEZREMEHA AWS IAM Identity Center, T ELTE IAM Identity Center #
BAUGAENEE  SINERYESIECESREFH—EEAFENEE , SIETEHME AWS
WREFMEAREXNPER, WFE IAM Identity Center B EF , 528 (AWS IAM Identity Center &
A&EER) P EER IAM Identity Center ? o

IAM f£ FA & F B4

IAM EAERE AWS IRF d—EB 55 , ERE-ABSEARANEEFT. EREI K
HEREE R MIAERHAERURMEE PIMBEBMEFHER) 1 IAM £HE, ERNMRBEEAR
PIZEHARBEBEN AM £RE K ESZLHVENMSR, NFEFAER , F28 (AM EAEE
) https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials # #Y £
FERPBENEARGIENHBREFISIEA,

IAM BB —BIEE IAM EREEEN D, BEEUFES S EA, EUNERAFER-—XAZ
BEAEEENT, HETREEABRCRENTNBERBERARS. fl , BB —ERA
IAMAdmins R E##8 , Y48 FEABEEE IAM BIRIETH

ERERARTE, FRERERE-ASHEAENEZLRE K EACHNENREHEAFTEENA
BHE. ERERAXANKREER K CACERHTERER. WFE-—FTH 6 F2H (AMEH
EEm) FHEM IAM EAE (MEHE) B FHE.

IAM A&

IAM AERE AWS IRF PN —E 5% , ERI¥ENT. BHELIAM EAE , ETESENAEM
BB, BT LAfE AWS Management Console FiEBY A EREFEE IAM A€, EBaLUE B

AWS CLI 5t AWS API R4F , REEA BT URL REVGAE. NEEAACGNTEFMET  F2H
(IAM EREER) FHEA IAM A&,

FREREEN IAM AGETHERHIEEER :

- BEBSFEAEFN — NFEOBESESERSTT , FERIYAG , YAABGERT Y. EHHES S
TETEIREBR , XF/)LHEAGEIRAY  YHESHACERNTT. IEERHSAR
WEEMET , B2 (IAM A& https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-idp.ntm P RE=1FF o HEFEV AR, WREMEA IAM Identity Center ,
AISEERTHTE, BEHSIRIETUFIMNASR , IAM Identity Center 5 A 85 1AM FH
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AR, NEEEFUENENR , F2E (AWS IAM Identity Center EFEERE) PWFTH

=3

ZI<o

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFEE - BULER IAM A® , AFFFERFAHNEA (GENEFEA) FRERFHHNE
o AERRTERSFFIENEESN, B2, SHEELE AWS R, "‘_IJ«XH%IBZ%EEEEEUE
B (MEERABEARE), IFTHREAAGNERERRETEIRFEFNCENER  F2H
(AM ERERERE) 91 IAM SeRlEREABRNEE,

SREEE - B AWS IR 2FEAHM AWS RIS REIThEE. Hli0 , BEERE P HETHEIULE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATREEFEAFWUERNFTA. FARBACHERAREELACKRHITINE
%,

- EREFMITHERR (FAS): BEER IAM ERERARKE AWS RHTEER , RRERERA
IR, ERERELEREE  SukaT —EDE, FETEWIEZQQETHE’JHEZ%#E&EJ% 18
BfF. FAS EREBRMFFI A AWS R , HECFER AWS BRI LA TRBHHFER. RE
ERBUBFEEEM AWS R REREBTRTHENBERZE , TERE FAS ﬁ%‘}?o LTS
MT , BBEEBEHTEMEEMENFTA, WMFRE FAS BRENBERFAREN , F2H (E%
FELTEFEERD o

- BEAE REACERKREN AM A6 , IRKREHTEE, IAM BEEST LUK IAM RE
., EBAMEBRERE AR, MEFMAENR , F2E (AM EREERE) FREIABUEIRTT
#E AWS BR#E BR¥E.

- RBEFAE - REERACR —BEERED AWS R NERBARER, REATUBERRES
TERENAE, REEEACSERESLN AWS IRF F |, WHBREMEES. IAM EESA L
miR | BETRERERBERAGNFT,

- 7£ Amazon EC2 L #ITHE AR - ¢¥7E EC2 #1TER LTI R E AWS CLI F1 AWS API &
RNERAERX , BLUER IAM BEREZTREBE, ERE EC2 HTERAREFFRNZRNEBS
B, WMFERIKAWS A EC2 STERWIRMUEMMBERARAMER , KRB EEFHTE
BHHTERREE. BTERREETSXRAE , YAWE EC2 HTER LHITHREXNEERK
BE. WEFMER  F2H (AM EREER) PHAA IAM A& RETFEFA#E Amazon EC2 %
TER EHITHEAER.

METHREEEREA IAM ABH IAM E£/A%E , F2E (AM EAEER) FHEL IAM A6 (3EE
Fﬁ%z EIJH?%O
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ERABREEFHE

B LUEIBE Y BUR A HMINE AWS 5 REIR , £ AWS HEEFIFERN. BERE AWS Hiy—{E1
#, EENS S REREVREABN  EAERHAT. AWSEHEXR (ERAE, REFMEIACTHE
PEER) BB REFMEELHE, BURAWETH , RERB A IIEBHER, KE2BREL JSON XX #
FEAFEEE AWS F, 1FE JSON R4 EBNABTNFHMAER , F2H (AM EREER) $8
JSON BUR#E S

EESWLER AWS JSON BURRIEEH T AFIBLERES. WHER , WEEREMBEERET TR
B BEIRAITHLEE 1,

HERERT , ERENACREHT. EEREEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BUREBZBERNFTH |, EmEERMESERUTRE. fll , BEREEF—MERET
iam:GetRole BMEM IR, ERZBURRAYAERM & E R LLHE AWS Management Console, AWS CLI 5
AWS API RSB BEA.

SRR
BOBBERRALMME S D (Hla0 IAM EAE, EREFERAG) K JSON FFRIBENH, EL

BRI 5 9 EME GG TR ML T RIATHLESE, EETHNMARERISIERBE b F2E
CIAM EREERE) RPRET IAM BUR,

BOBEBRAE-SHERABRBRIAZERR, ARBRSEZARINE-—FRE, FAIAC, 2
ERRARBEMABER , BALEELBEERMME AWS tkF AN ZEFEMAE. FHEANAR, RER
RIS AWS EEHENEFEERR, NIERBNAESERRRARBKBEE , F2H IAM &£
AEEETNEZEBRMNARBEREZEE,

BEREHR

ERBBEREZIERN JSON BERX 4, EREBKRNZE REHIZ IAM ABEFBEMN
Amazon S3 REFETEBUER, EXEEREBERNEREF , REEEEUUEAECAREHEBFEER
WIFEVE, HRITMBEENER  BREEREEN B IUEHZERATHEEUAREMAERGETH
THEE, ZXATEREBERPIEELR. TRIUUSERS, FAE. AR, BESIEAER
AWS B35

EREBRRURZBHEPNARBEK, SEEEEREBEPERARE IAM B AWS ZEBK,
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FERFIFE (ACL)

TFEUZHIEE (ACL) ATEFIMLETEA (IRFKE, ERAENAC)EEEFMRERNFTT. ACL FEL
REREBER , BEMTER JSON BERMXHFER.

Amazon Simple Storage Service (Amazon S3)., AWS WAF 1 Amazon VPC 2% & ACL H RS &
fl, EEE—S TH# ACL , 5528 (Amazon Simple Storage Service B AEEmE) FWEFEIEE)E
B (ACL) 8.,

HtBeREH
AWS XEHMBRD RHBRER, ELFREETRERT RRREEREECHHZRAFFT,

- FORRE -FUEER —EHEMREIEE , IHERES P EBEERT IAM ER (AM FARAESABR)
WRAFTT. BUUABRERETTRR, IEEANTTERERN S 2 EBEMEFTREHR
£, 87 Principal MU EEFAESIACHNEREBRITEZEFIRRRES, PAEEEK
RPN AREEHEBEZAN. WEFTHENESHBEENR , F28 (AM £REER) B
IAM EREFT I EE,

« FRIIZEFIBR (SCP) - SCP & JSON B , A#8E AWS Organizations H#EBSHEBE L (OU) B
B AREFA. AWS Organizations R T AR S EMENERZLEFEENZE AWS IRF., E&
BUAEB R NFTEIhEE | B UG IRISIRHIBUER (SCP) ERZEIETAESFIAIRSE . SCP SRFIR SR
FHhERNGTT , 3FESE AWS (RERFERAE. MEHEBN SCP WEZHEEBEEN , F2H8 (AWS
Organizations £ A& 1EFE) I SCP EEF X,

- THERBBE - TERBRBER —BEEEX , Sl EEBREE N XBRIACKBEER
ENETRTHEREERE  FRASEEE. MELETFEMERNFTEREAENACHN ST EBERNTE
FEERBURMI RS, FTAAILRAEREER, MAEEEBRTWAREEREERTH AN, WFEE
ZEHF , F2EH (AM EREER) HHTERREK,

ZEBRER

HEZERRERERIFRE  HEREANTUSEREM,. EMBELIER, MEESE AWS £EF R
SEBREEFNAHERE AN —EFER , F2H IAM EAEEERVBERFEEE,

£ Amazon SQS HEIEFZELHY BT E

F1H AWS EREGHEE AWS tkF IRFAEFE , MEYNERERNATAHFTHRREE, RFE
EER LS AT BERERES IAM &5 (EAE. #EANASR®) , HLERH (20 Amazon SQS) B E#
AP BCREZFER.
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® Note

IRFEES (RNELEEFEAE) RHEFEERRNERE. WEFMAEF , F2 (AM EHE
EE) B IAM REEK.

REFAR , SZIEEMLEEAFIEHT. MBEFITNER , URATUHELERETNEED
(=N

FE

« Amazon Simple Queue Service ERMEE

- THRERMERE

- EBEREW

- BEBERTE  BF. R, ERNER

Amazon Simple Queue Service &R FIEE
£ Amazon SQS # |, E—MEIRZTY . EBERH , L LA Amazon Resource Name (ARN) 3R
HBAEZEERABRENER. UTERSFEEEBEBAI M — ARN :

ERER ARN &=

173 arn:aws:sqs: region:account_i
d :queue_name

LT 275/ ARN B EH
- XEBIRI (BXH) BEFBRAE my_queue ZITHIHY ARN , B AWS tRF 123456789012 :

arn:aws:sqs:us-east-2:123456789012:my_queue

- £ Amazon SQS X ENEBETREEF , A my_queue Z{T5/H ARN :

arn:aws:sqs:*:123456789012:my_queue

- EFHEBPEA - S MABRAFTH ARN, ETHEFH , ARN FEFEA my_prefix_ &
RT3l
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arn:aws:sqs:*:123456789012:my_prefix_*

WA LUEIBFEIY GetQueueAttributes BifE , FUBIR AT HIA ARN B, QueueArn BHEMNERIT
S8y ARN., INZERIR ARN BVEEIERA , 528 (AM FEREERE) B8 IAM ARN,

Amazon SQS A AMTYIE RN — BB /E. MEHMEA , 5528 Amazon SQS API 557 : E1E
MERSZE,

THRERmMERE

AWS IRF BEEIRFRMEYMNER , ERERNELIERH, BERBMS , EREEERRHERE

VERETEHENIRER ARIES. EAERN IAM AE) ) AWS IRF. T 555153 8AH 4

EE

- MREFEH AWS 1RF BRIRS BB REIL Amazon SQS 1751 , BIEH AWS IRF BN BEREEE
(£ Amazon SQS # , &JR & Amazon SQS 17351).

- MREE AWS IRF RRMERE K UREFEAERIML TN , FRENTEILTS, ERE
B AWS tRF (b RZAEREFMBIIRS) BEXITIIER,

- MBHEEBCH AWS IRF 23 IAM A, BEZABEEFET Amazon SQS F5IKEFA , BlE
AR AR Z AN AR T, £ AWS IRF (LRZACFBHIIRE) BEXITIER,

EEEREFER

ATABCRRAR FIRFHNTARE, T —HRIRAAREMFF BRI ARE,

(® Note
AEE B UWTIE Amazon SQS HIRFEFFEA IAM |, ERIEM IAM RENFFMERA. WME
SEWN IAM X |, F2E (AM FREREE) PHAER IAM? ., MEER IAM BEREEEM
REAMER , B2EIAM FHERRTHN AWS IAM BESZE,

EEE IAM B ONBERBAS 2 BBER (IAM BER) , MERIERNBRBAEREBCR.
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59 BBUER (IAM B Amazon SQS BUR)

EMmEA N TZELRE Amazon SQS 1THIMEFRIAERE - £H Amazon SQS IR R , UK
A IAM BER R, BAUERAT—BERASIRMEDNER  BBEFREREHAERAR, EAZEER

™,

ERE-RRHFEREINEERNGER, flu , ERILHITTIIEE

- BEFTBREREEIRFANEMAEREHE - EEREFEMAERI Amazon SQS fTHIREFAT , &H]
LU ST Al R B B A & S E A B AT BRY BB

- BEFTBREEES — B AWS 1RF FHIERE - EEREFEAHEEI Amazon SQS FHIRIFFH
&R LA Amazon SQS FFATBERIEREE S — 18 AWS t1RF FREME.

BIRFHFATETEEAZETIEB®E

» AddPermission

 CancelMessageMoveTask

* CreateQueue

 DeleteQueue

* ListMessageMoveTask

* ListQueues

 ListQueueTags

* RemovePermission

* SetQueueAttributes

 StartMessageMoveTask

* TagQueue

* UntagQueue

- BEUBREZZEAR (REBRFHT) - EEREBIRFHT , Bl S5 BFUBRREEE
IAM &€&, Bl , AWSIRF A EEERLENAG , BERFFFIRT AWS IRF B (2 AWS AR
), MR

- IRF AEESEN IAM A6 | WRFFABCR (AREIRFE A PERNFTA) BEEIAG,
- IRF AEEESREARREEEZEAR  XAGHEKIIRSE B ATTUREXACNER,
- RF B EESKEAZH/ENTTERIEIRS B FNEAERE, EEMAIRIERS B FNEAE

B SFERE A BT,

BE
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® Note

MRERERBEZACHTTRT AWS B , AIEEBRRNEREATLR AWS R
£ P

MBEF IAM RERF TORMER , F2H (AM EREER) hRERESR,

&SR Amazon SQS W EE IAM BUER#EE R , ECEBCHWBEERERE. B LUFER Amazon SQS
BUREB TS , BUEEWL AWS IRF T FEUTS. B LIEEFEEER MGG (Hlm , REE:S
£ 2010 £ 12 B 31 H2aiiR K AIIREAEA SendMessage, ReceiveMessage ZEFAIIIRM), &H]
DUEFHANSEEERER Amazon SQS BIMEFEN —H 2. EERE Amazon SQS BRI A *
BEA "AFFFTE Amazon SQS B, | ERREAETURTERBFEPNMEEE,

TERAES —ERESHETFENER Amazon SQS BEREES., BERERER queue_xyz , WiRH
AWS 1RF 1 1 AWS 1RF 2 ¥5 E M 1T % F A E40 A FFr EMERRE T o

(® Note

BRI ERIEER 123456789012 /queue_xyz , HF 123456789012 REA I ZIES
i) AWS R ID,

5Q8S Policy on queue_xyz

Allow who:

AWS account 1
AWS account 2

Actions: *

Resource:
123456789012/queue_xyz

BEE 513 IAM LUK £ F & 1 Amazon Resource Name (ARN) B9#t=: , SQS BUREL 7 — ok, L
TERRAPELHRE,
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505 Policy on gqueue_xyz

Allow who:

AWS account 1
AWS account 2

o User Bob )
i | t
User Susan {in your own account)
9 — Agtions: *
Resource:
e —— arn:aws:sqs:"1 2345678901 2iquene_xyz
(1) 11

FHRBTARR T ARRFPNEAZNFHAES , F268H IAM EREERPHHERE | £
IAM B & AWS 1kF ZiRfFEBE.

(2]
s ASWBETECER. NEAFDENESE  H2MAnazon SQS API T | BEMNEES
=,

(3 o
AI LA Amazon Resource Name (ARN) RIEEEIR , ERE IAM RFIEEERNEES ., W
%A Amazon SQS 1759 ARN XN EFH , FZE Amazon Simple Queue Service ER R,

)

Bl |, BiF EEFH Amazon SQS B3R , #A AWS 1RFE 1 R AWS 1RFE 2 24 BRNEMAHRRER
B queue_xyz, Itk , EEES AWS IRF A ZE Bob M Susan (BF ID 123456789012) #f&E
FEUT S,

f£5/# IAM H] , Amazon SQS EE B FITHEIEHRTINTLEFE (LRMEXTY LFAET
Bt Amazon SQS BIERZEE), ERECTRER , RIFEBIEFRH AWS Z2FH, EFEIFT
SIFA R AEA SRS AEEFEAEM Amazon SQS EHMEMNEFT , FTREH BT NTIE TR
(=

UTREFEE , AZEAEFERAMA Amazon SQS B , BERREBFTEAEETS
bob_queue_ BT,

{
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"
1]
}

nl‘ﬂ

MEHAER |
&),

BEEBRRTE : B, ¥R, ERVERE

28 £ Amazon SQS FEABE M IAM ERAEERETNS S (EAE, FENA

¥ 7% —1f8 Amazon Simple Queue Service ER , ZBRERERE—HEE, A TR FELEIENFT
Al , Amazon SQS E& 7 — A E BRI EN EIE,

® Note

1T BMEARERET R —EBENFT . EREFEDFENFT AR | SO EEEE LFTHIER
HHEHTHFNER.

UTREESWBERTE !

« ER - EBED , B LEA Amazon Resource Name (ARN) R BIEE R BENER,

. BiE - BTN LAEABERRBFRBINEBEAFRIEBNERIIE. HIM0 , sqs:CreateQueue FFH
& 565 & #1117 Amazon Simple Queue Service CreateQueue Bk,

s MR -BULIEEFEAEERSEDERSEMERR ; TAAHSIER, MRETHEREERMN
FEHE  BSRBSE8EN, SUmBAREEERNEIE K ERMTUBRERAEEEZEIE
R, BNE S B aBERREFE,

- EB EHOBEBGR (AMEX) B, BRFEZENERAERERS TE. YRBEREBER , B0
EEREWIFANERE, RF. BEIEGER EBRAREREEE).

WMFE—DL 7 #E Amazon SQS BURFEEMERNFFHEF , F2H 1AM R EEREFH AWS IAM K
RBE,

WMFEFTAE Amazon Simple Queue Service BIfER HATERAZERMNERIFK , F2H Amazon SQS API
A BMERNEIRSE.
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WA B IAM 5 Amazon Simple Queue Service

EEER IAM BB Amazon SQS WZEVE 2 81 , BRI IAM IhEE R BAEE Amazon SQS & EL
A,

& A LA¥E B Amazon Simple Queue Service R IAM Thag

IAM Ih &g Amazon SQS % &
S BEBX =
BRBEBX =
BERBE =
BRER =
BEREHZSIE RBEE) =
ACL &
ABAC(BURFHIER) ik
M B =
BIEFI T ERE (FAS) =
RBAE =
RBEEAE B

WMELME T ## Amazon SQS MHEM AWS BRIEMAER XS HAY IAM Zhee , F2H 1AM EAEE
PR FEE IAM EER AWS RS,

TrHER &l

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFIERRNFFT. ACL EER
EREBR , BEMAER JSON BERXHHER,
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Amazon Simple Storage Service (Amazon S3), AWS WAF #1 Amazon VPC % & ACL KR &d
fl, EEHE—STH ACL , 5528 (Amazon Simple Storage Service I AE#EmE) DWW EFEEUREIE
B (ACL) #1#,

(® Note

AL T BRFTAR AWS IR IRF A EFF A EiRig HkRF THEAE. EEIPE}ET?HE*ET%:{@
HAAWS ERNVFEE K MEFTEEHMERE, NFEABIKRFFINEERET  F2H

IAM f£ F] % 5 5 P Y BUR B5 0k = 7 BV

FE Amazon SQS HFIJBRFEART AENRG S| E —SFHER |

HYBR

E2E 5 BGR

Amazon SQS &9 B BE

XESDEBE =

BoBEBERTMLLGEES G S (Hl0 IAM EHE, FREFHESAE) I JSON FTEE X4, L
BURTI 24 5 o EMEFEG TR Y ML S REANTHLESESE, EEMBUNAEI G ERBEE |, F2H
CAM EAEER) PE IAM BUER,

£/ IAM B2 EBER |, B IEERFRIEBNBENER , UREMERGE T LFREBEE. &
BEESPEERPEETR  RASEERAEMMNERAERNAC, NERFERE JSON BERPE
FHE’JFJ?’EE% A2 IAM EREREETH IAM JSON BEETES £,

Amazon SQS ¥ & 7 B B SR & I

&EMIR Amazon SQS B0 B BUERIWEES] |, B2 E BERHREER.
Amazon SQS FEREBEK

XEUNERERHBER =

ERBPBER M INEERN JSON BERXH, BEREBRNGE REFIR IAM B eEEEERA
Amazon S3 fEFITREBIR. EXEEREBRNBHETS , REEESTUEACAREFHBEER
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M, HRITNBERNER , BREEREEN TR IUHZERUTHEEUAREMERETH
TR, BAAEEREBRRPEEIE. TRILUSEIRF, £AF, A, BEFIERAES
AWS BR#%

HEZMABIRFFIE , ElEEEEMRFANFAEIRES IAM B2 , FAEREBRNEE,
MEBRFIREEREBR  RARBUGEBEN —¥, EXBNERETEMN AWS tRFE HEF
ZEFERFTHN IAM ERE UL ARETRER (EREHAR) FRERNFT. HEBKS 2 EK
R MBERRRTFHA, T8 , MREREBREA/EEIKRFINERREFTN , ERRAIFTEREN
MESBEBE, MFFMAER  F2H IAMEREEEHN IAM AR ERABRENEE,

Amazon SQS W BUREE

X EBREE =3
EESWLER AWS JSON BURRIEEH T AFIBLERS. WHRER , WEERETBEERET TR
B BEIRAITHLE 1,

JSON BURRE Action TERERETURARAFHIEBBRFFRNEFE. BRBENZBEESN
FEEEBERRY AWS API B4R, B —LEFISMRR , AIAUR BT AP BENERFFUEFE, tE L&
REFEHRFNZEEE, ELFNNDEBARKIE.

RS R BERZRAHITHBBRENFT T,

#EEE Amazon SNS BIEREE , F2RERERESE DK Amazon Simple Queue Service EE&EH

Amazon SQS P BREIEFEEBECRIFERA TYFE -

sgs

NMEFEE-RAXPIEESBEEE ,

e
H
Tedi
st
&
&

"Action": [
"sqs:actionl",
"sqs:action2"

]
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= ZMm18 Amazon SQS B EBERNES |, F2H BEREER.

Amazon SQS WBUERE R
TEBERER 7
EEETNLIEH AWS JSON BERRIEEH T UEEMERE, hREHR , WEEZEBEMTERGET AT

A BEERANITHESE.

Resource JSON HERTZTIEEEEABHENYH., AN X EEE Resource = NotResource
TR, REEXKEFEHAH Amazon Resource Name (ARN) RIEEER, B StH X EREERER
HEME (BAERBRFTT) REEM.

HRAXEERBERFFAINEE (PIFHESR)  FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

HEEEH Amazon SQS ERFENKHE ARN WEE |, F2ERERESZE P Amazon Simple Queue
Service EENEE, BEETHEUUEA ML EIEESEERN ARN , 552 Amazon Simple
Queue Service EEHE R

= ZMmR Amazon SQS B BBERNES |, F2H BEREER.

Amazon SQS HBUERFEH S8

X ERBSEBRRFREIE =

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHMER , WEERETBEERET AR
AT EERANITHESE.

Condition jt# (8 Condition [E#R) AIEARIEEERANE RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERT/IR) , REEWBEPWHERENERPHE,
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BEERRXFIEESZME Condition THE , WEHEE— Condition TEFIEEZMEREIE , AWS
EEREE AND BRI A, BERE—RUERCIBEESZEE , AWS SEMELE OR RIFEFTMEIK
o BEANEHBERGE , TERERBXVFT T,

BUTM L EEEREEERAAZSVERE, fln, BUUREFREERAE IAM £HAEBBERR ,
BERERNFTFURERZ IAMFRAE, WFEESEA , 728 (AM EAEER) 1 1AM BE T
% BENESR,

AWS X ELEFR4RIBMBBRHENRGREIR, EEEE AWS 2EKF4RSI8R , F2H (AM
EREER) P AWS £ERTFARBSERSI#,

EHEEE Amazon SQS RHREIBNFE , F2EMRBEESE BRI Amazon Simple Queue Service
NG ZSIE, EETHREVUREBLEENERERFRES®R , 528 Amazon Simple Queue
Service EEHNER.

& ERR Amazon SQS BB BURME S | B2 BHERHEEK,

Amazon SQS By ACL

X ACL a

FEUEFIEE (ACL) TEFIMLEERE (RFKE., FRAENAG) HEFHEERRNFT. ACL EER
EREBR , BEMAER JSON BERXHEN,

B HELEH ABAC B2 Amazon SQS

X &% ABAC (BURHINRE) B4

BRI FEES (ABAC) R —EREXE , AIRBEBMRERFTT. £ AWS F , EELBHBELAE
B, ZUBERRMNE IAM BR (FAERAE), URFZ AWS ER. AERNERMLERER
ABAC M —F, EEERFT ABAC BR , A EFBNERREHEXRFINEREREFRER
.

ABAC EMRRENRETFHEREY Yt ERREELEHRKRAH.

EERBERILHZE , 5 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4H %518 , THENRETEF , RUEBREA.
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NREHEXESEEREENLF=BRGERSIE , AHEZBRBEMS , ER Yes. MRBRBEXEFEL
ERBEAN S =ER4F3RE518 , AES Partial.

WMFT ABAC EHHEH , F2H (AM EREER) PRI ER ABAC?, MEEESHRE ABAC
SERNHERE , F2H (AM E£RERERE) PHEABEEFEUES (ABAC).

K E RSB EE Amazon SQS A

S ERRRE =

BERRRBEETEAR , &£ AWS R BLEHF, MEFMER , SEME AWS R EE R
BEEERE , F2E_(AM ERAERER) PHAHE IAMEFR AWS R,

MBBERFERAEBBANBZB AN EMHEE A AWS Management Console , BIf& IE 1 R R
Fo il BEREANTNE—FEA(SSOEFZERN AWS i , ZEFSEBEIHRERR, ERLUE
RAEFDBEAZES  ARVRACH  CUSEDHEVEREE. NFVRACHFREN A6 F2H
IAM EREEEPNTREAS (EEAE).

A {EA AWS CLI 5 AWS APl , FEIEZVEEREH, 28 S ERSERERERER
AWS, AWS BELBREAKREERE K MECEARPENS®R, NEFMER , BF28 AV AT
BHLZeRE,

BAR Amazon SQS HEZFFE TR

X EEHFFITERE (FAS) =

ERER IAM EFRERARE AWS RETEER , F2HEATHE, FRARLRKE , BUkEe
PAITHEEEE , EMETRRBPEE S —EEE. FAS ERERAIFFAIFIL AWS RF , #EHES
AWS BR# LAE TRBBHFER. AEERBRIFTEEHEM AWS RE NEREE T ETHNFER
Z%& , TR FAS R, BRBERT , ELAERIITEMEEENFTA . MFRH FAS FREFH
BERFHMES  F2R (BB FHTEREER) .

Amazon SQS R A6

xERBAG

fim
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REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
A, IFFMES  F2H (AM EREER) PRNEILAGUEIRET A AWS BRI RS,

/A Warning

S F R AN A sEE F B Amazon SQS I8E. R BT Amazon SQS R#LIESIK |, FEE
mERBEAE,

Amazon SQS IR EF AR

XERBERAE, =)

REEFAER - BEERET AWS % NRESCEE, REUTURERREITHENAE. RE
BREACESENESN AWS tkRFE 1 , YHZBHEAES. IAM EESLUeR | BT RIREEBREE
BB,

MERVRNEEREEACHFMER  FSEATEL IAMEFN AWS BF, EREFSHKR
¥, EHEeRBEGHCHTHN Yes, BERER , SIREXBRBHNRBERE LM

Amazon SQS #J AWS ZEBEREH

EEFEHUAMAE. BENAG A AWS ZSEHXRILBCREBRFEERS. BV IAMEFZ
ERERERBNSELR K MIEBRTACNWERREEMENTT. EERRBHBRER , B
/A AWS ZEBR, EEBRRREERNWERARG , ITEEZRN AWSIREF R A, 0FE AWS ZE
BENESHBET , 20 IAM EREERTN AWS SEHE,

AWS BRI EHZBNER AWS ZEHR, BEEENAWS REBRTPWFFT. REBESE AWS
ZERRPHBHMFF AU EMN R, KEENEHEXECEEBRRNAMBSG28A (ERE, &
HNAR), ENNERBIFRETAHE , RERTERSER AWS ZEBR. BBETEE AWS 2E
HRPBERET , AEREFTSHRERBHEF T,

LA, AWS T EBHSEREERBEENZTEHE. Hli0 , ReadOnlyAccess AWS ZE B KR
SHEPTE AWS BREME RV HEEFTEER, EREMBFTNEER , AWS EAFNRENERIIE
BT, WETKEREEBCRWEENGRE , F20H IAM FAEEREPEBRTEREN AWS ZEHR
X
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AWSEE KR : 1% FullAccess

B A #% AmazonSQSFullAccess BUKE#EZE| Amazon SQS 54, HWBUEREZEE L 5F Amazon SQS 7
BIZEMIEFA,

EERGILBERIWER , F2BAWSZ E R 2 EFullAccessHHY AmazonSQL,
AWSEE KB : 58 5% ReadOnlyAccess

&A% AmazonSQSReadOnlyAccess BUERE#EZE| Amazon SQS B %', LBUERREE LFF Amazon
SQS HEBEFEMFF T,

= E MR BERAVER |

\ﬁ

ZBAWSE B B E 2% ReadOnlyAccessH ) AmazonSQL,
Amazon SQS B AWS ZEBEEH

AR B L RIS RIEHE Amazon SQS AWS ZEBEREFURNEEHMAEN. EFBELEEREE
K B EIRER | 555TR Amazon SQS X4 FRECHEEE LA RSS HE,

285 HiR B
2023 6 A9 H
o1 5% A ReadOnlyAccess Amazon SQS #1187 —1&

WEME , TEEIEHIFER
RAT5I T BERVAE B BT
% (&% 10 @), LLEFSEH
ListMessageMoveTasks

AP| R {EHRRAB

¥ Amazon Simple Queue Service 5§ MEFEETHERD

R E A LT EAREG B SR EANE EMEA Amazon SQS M IAM B ATEEE SN E R &,

xR

o« BRAREFE , 7187 Amazon SQS FHITENME

o RRZEREHIT iam : PassRole

« REE R AWS 1RE S\ A BFEEFEM Amazon SQS &R
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSReadOnlyAccess.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
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RAEEE  T5B7E Amazon SQS R TEE
MREWRERS  SHERERESTHE , EHOBESEER , REFEHITHE,

THEHITERETE mateojackson FAHEEAEAERARIA—BEEE ny-example-widget EiR
WEEMERR , BAVEER sqs:GetWidget FFaI BSR4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetWidget on resource: my-example-widget

FEHRBERT , BDAFEFH Mateo BUR , AFFfERA sqs: GetWidget BIEFE my-example-widget
iR,

MEEAGEE | FRREHN AWS EEE, FHNETESIRMEBHNEAEE,
REBE#EHIT iam : PassRole

MBRSRUNDEEER | S HERERESIT iam: PassRole BifE , BHBE S EE , i
Amazon SQS.,

TR ABRBERR

BE AWS B# A EEERANACERRYE K MERRVHNEXALIRBEEAE, NFEH
THER B4 AR ACEEEZRBIFT,

E& A marymajor B IAM EAEESRFEAEEAE Amazon SQS F#ETEIMER , AT SIS HIEE
R, BER , ZBFEERBRBEMFEREACRENA, Mary REHKAREEEZZXRBENTF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBERT , Mary WKL BES , AFFME1T iam: PassRole Bk,
MEBLAE) | SBHISEN AWS BHEE, FHEESEHENEAERR,
REEARFF AWS IRF AN\ ABFEFEA Amazon SQS EJR

BUNRY—EAE  REMRFTNEAEIENEBRABHASTRENER. BULUEEZE R
WLESEVHIEZAE, SHHIBEERERNBENFIIRGEEE (ACL) VR , & LAEA AL
BERRE T ABFEENE R,

WMFE-FTH K F2EUTRE
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« HETH# Amazon SQS REXEELINEE , F2E WITEE IAM £ 4 Amazon Simple Queue
Service,

- WFETHRNAFEEEENIE AWS IRF FIRENEIR , F28 (AM EAEERE) PHEFE
BRRHEEFEENS —E AWS IRF F 8 IAM EAE,

- METHROMEERNFEEREHEE=S AWSIRF , F2H8 (AM FREER) PN FEER
MIGE=FHEN AWSIRF,

- METHNTEBHS &I RMAFIE  F28 (AMFAEER) PN TFEUERMBEEINIE
T5BRINFERE BEED).

MR THEASENERERRETEIRFFICENER , F2H AM £RAEERHTHN IAM A6
BEREHENESR,

& B Amazon SQS fFEABEK

EREFERKS D EBRKRES , ERERPIRFEES USRI THREEE IAM 55 (ERE, #E
MEa|)

/A Important

BESAREENTE E:pﬁﬂggzkm**&ﬁﬂlglﬁ—ﬁﬁ"“’“ﬂﬁ Amazon Simple Queue
Service ERNER. MEFMER , F2E £ Amazon SQS P EEFEHBLE.

£ ListQueues fIMERT , Amazon SQS BIER X EERBRETT. MEFMHENR ,
B Amazon SQS API 51 : BIENMEIRZE,

3
¥

e

+ £/ Amazon SQS #1 IAM BUE

« £/ Amazon SQS X AMENRTA

« Amazon SQS H & 2 B R & 41

« Amazon SQS BUR M E A&l

« ¥f Amazon SQS FHUBKRZESEA BT BR

£ Amazon SQS # IAM BUE

EWMES X TZEEA Amazon SQS ERWFF IR THRFEAE . £/ Amazon SQS BURRK , UAKRfE
A IAM BERR K. BrAUERAEP—ESmE., A2 BERT , BAMERTE—EERERER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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FMBABER

Bl , TERBTR IAM BERFMEEN Amazon SQS BiX. IAM BIEREFH&E AWS (REHBA
queue_xyz ZAT5# Amazon SQS ReceiveMessage # SendMessage B)ERER] , MK EE

E|# % Bob Al Susan £ ¥ (Bob M Susan #EEBEFFTIRRIFFA). Lt Amazon SQS BUR bRt
Bob # Susan #E{T%|# ReceiveMessage # SendMessage B)fERER,

IAM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage, SendMessage is equivalent to User Susan
Resource: Actions:

arn:aws:sqs: " 123456 TA8012:queue_xyz ReceiveMessage, SendMessage

Resource:
User User arn.aws:sgs”: 1234567309012 queuse_xyz
Bob Susan

quele_xyz

® Note
WEAIRERRBRENE R BR, SAUEE-BRPEERERSE , YESHERRER,

IAM 1 Amazon SQS BIERBEE —HIETEARFE : Amazon SQS BERRK AR FF A EHM AWS IR
B, T IAM BURE LM EIE — %,

B #URE Q] — R G2 R B R SR E B IERVET ] o LA S350 s W B BUR R At AT H5 BB A o

- EFE—{ELLHIF , Bob ERHE IAM BN Amazon SQS BRERFMBAIRS . 1AM BUERR TR

¥R 7E queue_xyz £H ReceiveMessage BIEFFA , M Amazon SQS BURIRM YIRS 74 [E
%) £E# SendMessage BEET AT, LLEIFREA T LLEL=,
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FMBABER

IAM Policy
Allow
Actions:
ReceiveMessage
Resource:

arn:aws:sgs: " 123456789012 .quens_xyz

User
Bob

5QS Policy

Allow who:
User Bob

Actions:
SendMessage

Resource:
arn:aws:sqs:":123456788012:quane_xyz

queue_xyz

R Bob &% ReceiveMessage &R ZE queue_xyz , IAM IR S R FFIL B, 218 Bob &%
SendMessage R ZE queue_xyz , Amazon SQS BURE Ao FF LB E,

- EEMEEHF , Bob ERMHR queue_xyz MEFEE , FT A EBIRAL M 5IH R EZH
. SEENSXEHE —EEEMENXTIMEDENEE, EBXRSBEHEMRMEDRR , BA
BfEdeny —ZERallow, MBEREBENFHMED , FSMHEE Amazon SQS FHBEURRE

SEAATHE, LERET L,

IAM Policy
Allow
Actions:
ReceiveMessage
Resource:

arnaws:sqs;" 123456789012 quele_xyz

IAM Policy

User
EBob

Deny

L

Actions:

Resource:
arnaws:sqs" 12345678001 2:quene_xyz

SQs Policy

Allow who:
User Bob

Actions:

SendMessage

Resource:
am:aws:sgs 1 23456780012 queue_xyz

queue_xyz

Overrides
the other
policies

18t B] BAAS EL 4t BROR X #7 18 24548 Bob E{T5IFEUEER Amazon SQS BKR. EMFE IAM
BRRIEAB Bob FHUTHIHEAMRBIR MR, MFEE Amazon SQS BMEMER < BERHIFHEE

B/ BE
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A, 2B Amazon SQS B EAREHl, IMMERE Amazon SQS BERIFFMER | B2 REL
Amazon SQS FHUBEREE S FH BT BER,

£/ Amazon SQS = AFTEMEFA

MEMFEH Amazon SQS FERENFERE , X EHE —HEKELRNFT , TEFEHAHE AWSIRF B @
Amazon SQS 175, flin , FHESEEMPEY ListQueues BIMEMEF I T RESI TS | KB EHF
I} CreateQueue BMERIEF A F BEZR I T5, BRT Amazon SQS FFA[#RR , ZEA& Amazon SQS 1T
FIFTEIZE Amazon SNS X , ¥4 ZSEFEE Amazon SNS BERIFF T,

MRERN T HEERNLEFITERBER IAM BER |, HREKREG IAM RN ERE |, TRATRE
EINTEEE.

HHRMEMIL AWS CLI 2 Amazon SQS BIENERE , BEFRFEAHTHRELRNEREF T,
Amazon SQS B & 7 B BUR & 4

BIBEFER , IAM FRENABTEHBEILSHIEH Amazon SQS ERMEFT, It EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| #{TE#., &EERE
FEREHHPMEERITIHENTT , IAMBEETUEY IAM BE, A%, EEE U IAM BUEE
FEEAG  FREERETELAE,

EE TR RIELES JSON BEEXHRY IAM 55 REBR | F28 (AM FAEER) BE
i 1AM BUR,

1% Amazon SQS FiE# 2 BENERERNHEET , QESEERERN ARN B , H2H

(RIGEESE) hYEH Amazon Simple Queue Service BB, ERME4EZES 8,

(@ Note

B R5%E Amazon EC2 Auto Scallng HE BB | SEAREKASEEZE Amazon
SQS fFHIMBIR, MBFHMEF , FSREAR Linux F1TERM Amazon EC2 A EIER.
F A Amazon EC2 Auto Scaling Lifecycle Hooko

I

- BRBEEK

- £/ Amazon SQS F##&

- AFEAERGEMMNE ST
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
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- REMERERMITS

HRREEHR

BoRRREYESIRFANEBASRETUEY, FIMEMER Amazon SQS iR, ELEERRE
SREN AWS IRF EXERA. ERBVIRES 7 EBERE , FEE T EARERSER

- FRIEER AWS SEBRY AL KEERFTTHEREE  IFRERTFHUGERAENTFES
FAER AWS REBK , EEBRERTHURAZEARS, SMTELEN AWS tkFE REMA, &
MEREERRERNERARGIN AWS EFEEREX , AEE—SRIHA. NFESER , F2H
IAM R ERErRPE AWS ZEBERSEHHEN AWS ZEHX,

- ERREEFFAIRT - 5RE IAM BERNFFAR  FERTHTEXRMENER. KERLEN , &
UESERERG T TUEREERRINEE K SHLBARKKERITT. WEEA IAM ERFFT
MEZHEER , F2H IAM EREERETN IAM PR BRI,

« A IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | WATLURBBERRY , EEXEME SSL BEFTERE R, BB LAEREERTETFYH RS
EREEE | SRR FIBSEAWS R (420 AWS CloudFormation)EF&#. MEEZENR , 5
28 (AM FEAEER) P IAM JSON BUERTE : §HF.

£/ IAM Access Analyzer 53 IAM BUR |, #ERFF A1 £ 2 B[ iEFE4E - IAM Access Analyzer &
BHBEMREBER , BRELBFKER IAM BUERE S (JSON) # IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPHEERELLBEEANEXR. WEEZE
A, B2 IAM EHAEBETH IAM Access Analyzer BUR B FE o

- EEZEERRT (MFA) . IREEZFZAWSIRFES IAM FAESRFEAENER , BB MFA
RHUBANZSM, MEEMWU AP BERFER MFA |, 1% MFA (REGFEELNBE., NEES
&, F2H AM £AEERHHERE MFA REHN AP FE,

BEIAM AR EEBNESHBET , F268 IAM ERAEEETH IAM REZEEX,

£ Amazon SQS iz A

% E17H Amazon Simple Queue Service £ A& , BN BRERELRN —HFA, EEFAKARN
B3 MR E AWS IRF # Amazon SQS ERMWFHEN. MREEIHHERNKNET I E &N
SoBEEXK , IBREEABENER (FAESAR) ME , TREMBLNFEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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HRERW AWS CLI L AWS API NERE , EFFEAMERELTREHT, ke , RERFTF
MASMPIEREAITZ AP BRIENBER T T,

ABERERAENACMNATER Amazon SQS 74 %%ﬂﬂ?fﬂ%’r Amazon SQS
AmazonSQSReadOnlyAccess AWS ZEBRM MEIER., MEFMER , F2E8 (AM FRHEE
M) PHRFEHTEFERE.

R ERAERFMME ST

e flE RE MR BER |, FF IAM EAERGRHNEtMERES S NABRRZERR, WEE
TEEEEEL , SR EMA AWS CLI 5 AWS APl EBEEEXNN AR TR L BENFA,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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}

RFFERERMTS

ETHEFBRF |, FfIA Bob B —EEK , RFFMZEFTE Amazon SQS EE , (BEREAREE
FHAEEFSE alice_queue_ B1T5,

Amazon SQS T E€ B8R FIFIB U EFEAZTIINEFT, Hit , BRT IAM BERFH CreateQueue
BE , RMELEPHERE Bob fEAFTE Amazon SQS EIMEHETF A,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"
1]
}

RFHBAESKERBAHLEES

ET5EHFF , BMAFERASRYEHE , WEEBERUZEZFHEMEA Amazon SQS SendMessage
BE , BEEARBRIEEZ AWS IEF , H& A MyCompanyQueue KT3I,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
]
}

AT LAERA * K SendMessage REFBEHHZTIETUTE
fE : ChangeMessageVisibility, DeleteMessage. GetQueueAttributes. GetQueueUrl, Recei
F SendMessage,
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® Note

BE * B5HEMHFTEAREENZEER , Amazon SQS 2EBIEZEREIFT, Hlm , ATkl
# * F SendMessage FFAERRE—FFEAE , BIE * @2 H SendMessage RN FE
REBR.

BRI TREEALSES. EXBES *» 557 , REBKR SendMessage SFAINERAE TG E
FRABRBRIEFT. Rz , HAER W RHEEHEN SendMessage 57 , FBFERETF i
R, BEEZETBES ReceiveMessage A , B H8 ReceiveMessage FF A/ BB
* 8,

RFFEEEMETIIH—RAND

ETHEHFF  BMATESEHE  WEEBERUZEXEHBAMEA Amazon SQS
GetQueueAttributes Bi{E , BEBRIEEZ AWS REH BT,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:GetQueueAttributes",
"Resource": "*"
1]
}

RAESEBHIEARBEEERETS

AT BAE A Amazon SQS BURE IAM R REREELE, MREBNEEBHBES AWS IRF |, AJ&E
£ Amazon SQS BEELEAZ. TiB , BEBHELNTADIFE AWS 22 RENEMAMERE |, HA

BxEALETS, MREBEEERERFIZFENEAEIEARER , ELAESEBRHEAREZEE
AFRNERE , YRAER IAM BER |, m3E Amazon SQS BUR,

LEEEHIENIT T FIEE -

1. B —{A& AR K WidgetCo BER f£ L\ TRV EHH,

2. REEBHARTEEFIENSECAESIEARR  BUERE,

3. KERAENEE BE,

4. EEHEK , REEREHEE B WidgetPartnerQueue K75 |, EREFEIE B SendMessage 2 &
N FEURIG B E.
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
1]
}
Amazon SQS BURHY E A& {5l

AEIFRAE B Amazon SQS i F 5119 £ 51 BR

ESRERERIFERER , TUAERETRARRESEBRNUR, 84 , EAERIFFIAREE
FEAETEMEREE. BELSBRERIERE K FUNURRBERAEEIRE LEANITEERF,

(® Note

BERACAMERNESRAE  —EARRTHY , Z—ERZEBEAENEREZA AWS
Management Console , AERFEHFEAER FHFF A,

g6 1 A —EFF AR T 46 — 8 AWS kP

LT EHIBERSEMMIEEBRE (%) BEEF BB 444455556666/queuel Z{THIHY
SendMessage FF 7] , |F AWS IRF #R5% 111122223333,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
.
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"
]
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}

816 2 : IEWMEET AT T 45 — 8 AWS RS

DT &R ENE R 444455556666/queuel Z{THIH SendMessage # ReceiveMessage
AR, BT AWS IRFi#mak 111122223333,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{

"Sid":"Queuel_Send_Receive",

"Effect": "Allow",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:*:444455556666:queuel”

1]

g6 3 : IE2EFF AR TAEME AWS RS

LT EH BRI E AV EEBIRS (B%ER) BEFRA 123456789012/queuel HT5IHEH
Amazon SQS AFFHAFRZAMEEBENTA , BRFMETEN AWS IRFERE (111122223333 M
444455556666),

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"
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]

1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

g6l 4 REBRFHFIRACNERAERR

AT EHIBRERFAWS IRF #w5% 111122223333 TH rolel Ml usernamel Bk SR , LUER
Amazon SQS AFFHXREIRI (X H) BFAPE A 123456789012/queuel BY{TFIHETTH A FEUE
AT B R 1E,

BRFIFAETEEAZTIIEF

 AddPermission

* CancelMessageMoveTask

e CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{

"Sid":"Queuel_AllActions",

"Effect": "Allow",

"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/rolel",
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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"arn:aws:iam::111122223333:user/usernamel"

1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

g6l 5 REFFIRAMBEERE
UTHAIBRRREBERE (BERERE) BB A 111122223333 /queuel ZITHIHY

ReceiveMessage &F ],

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel"”

1]

}

g5l 6 REFRIFENFFIRAMBEERE

DTEfBRREMEERE BERFERAE) HE4A 111122223333 /queuel Z1T5IRY
ReceiveMessage §F A , BEPRM 2009 £ 1 A 31 HTF 12:00 (P 4F) B4 3:00 KV HIRE .,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimelLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:ReceiveMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {

"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z2"
I,

2 BUR

214



Amazon Simple Queue Service HBEABER

"DateLessThan" : {
"aws:CurrentTime":"2009-01-31T15:00Z2"
}

]

g5 7 - REAFTAFTAAG CIDR SSEMFREERE

LTS RBRTFHREERE (BRERE) F , 85 111122223333 /queuel WTHIERFRE
Al H A Amazon SQS B , {B{ZBRKE 192.0.2.0/24 CIDR #EMFEXK,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
}

]

gi/5] 8 : 7 CIDR SIEREAEN AT BEENBEHBEA
LA #865 B R A W Rl BRI =X

- E—ERANEE 192.0.2.0/24 CIDR #ER (192.0.2.188 BRA\) HWATEERE (BEEEAE)
FFH , 18 A 111122223333/queuel B{THIEA SendMessage EfE.

- BERRN I 12.148.72.0/23 CIDR BEEANFABERAE (BERERE) , TAFFERT,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
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"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp":"192.0.2.188/32"
}
}
[ PE

"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",

"Action": "sqgs:*",

"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"12.148.72.0/23"

}

]

*AEE Amazon SQS ﬁHRJBZ%nn = EFH ﬁ nTJEI%

MRIGERBERE AWS IRFS ID MEZAFFA (B2 SendMessage 5 ReceiveMessage) RFF
Amazon SQS FH#E , EFEERBEECHBR., BRFEMEA Amazon SQS AddPermission B
.

MREBRERBEERNVGY (KW, FREAWSEIBRFERN IP i) RAEIEER AT FEUE |
RIFEE A Amazon SQS SetQueueAttributes EMERIBEREH K Amazon SQS BRI EEZE
AWS R#,

xR
« Amazon SQS 1FEUIZE IR 18

« Amazon SQS FEUR IR E TERIE
« Amazon SQS FEUBERESEEHR S
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« Amazon SQS FEUREE S FL & 8
« Amazon SQS FEUBRE S P AMEIEL MTARIELE < B EI R
- BETBCRRIBRH
« HET Amazon SQS FHUBRFE S &1
Amazon SQS fZEUR #2218
T B8 Amazon SQS &RHFZEUEH,
AWS Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming ™ )
requests j - e Evaluation Code

e

Requester ——

Requester

BRERHERE,

(2]
E7E AWS IRIERHIEHER (6170 Amazon SQS 1751).

BB, SEERERS —EBRRERNMCE. AWS RBFRHEEAR LEMEREHBERN APL,
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o
BEEREMAN AWS RBEFER.

© #
BBEZESTENRB. E2 AWS RBERNAKBE , RBEEANBREFHEANBRLHERE AFTH
AAETHER.
Amazon SQS FEZFEE TERE
TEFRBAMEA Amazon SQS FEUBUEREE S M — R ZEHIFEURE.

You write a policy You add the policy Somecne requests

— to the SYStEI‘I‘I . to use your resource

The A.W_S service The AWS service
L B oot porcl > e Y L“tﬁrﬁgi‘i:ﬂﬁﬁ
(1) 7
BIEMTHIRE Amazon SQS BUX,
(2] 7
HEEHNBERE AWS, AWS IRIGIZHEAR EEBERN API, il | &6/ Amazon SQS
SetQueueAttributes EE , A45E Amazon SQS 7% L EBR,
(3] ®
AEFEFESR |, EREAHLEH Amazon SQS 1751,
0O
Amazon SQS €& E 7] FlAmazon SQS BE |, WHIEAEEA,
e Amazo
SQS R HERBAFTFHFEEAENITY
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(6
BBURSHME#E R | Amazon SQS B Access denied $5ER/GHEERNBMEREFE R,

Amazon SQS FRHXZEEEM =
EERTEHCOHBEK , BH4ERE JSON FEEEL S,
Allow

B REEBallowzStatement G R,

Action

Principal EFF ATEI{TRYEE) , BERH AWS RHFER.
TaRRIEAE

R A Allowsh B IE 48 5% E BV Statement#iE R,

Condition

BRGT U MERFIFMEN . HBEFHEB MR R IP thut #8E8,

S
ERE R EMStatementEFHEFEBRENGE R, BEREBERBARKIEEdeny=Hallow, BXR
AARFEE =R - TEERIER. AlowHMBAREIELRE,

BAREIEAR

H R & Adeny Z Statement iy & R
Al

Amazon SQS #R{F BE AR RIEBHAFFEABRNEF.
BITE

BEBEURBEFFANEAE, RIFER , BTE-—ZR/ERERFE. AWS 5 Amazon
SQS EAEATRECAEANEREBX.

Rolg

BEEH , EERURS N R,
S|

£ ConditionfM & 5| ##R AR F AFFIE RN S,
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BR

i — B B FRIR 5 2 BB A 3.

Policy A Policy A

Statement 1 Statement 1
is equivalent to

Statement 2 Policy B

Statement 2

Amazon SQS EABRRHERERERNFIEREACRE,

Principal

W B E S R S AT B

Resource

Principalf& R 7 ¥4

Statement

LERBREASRENE-FTERA#ER  BRERERZ BURE XHH—
BEXE

BEix N Resourcesa RNFER E,

Amazon SQS FHUBKRE S 488

LR , Amazon SQS EYEIER AT IRIEBREEREREUNEMANGER, FEEEE
BEREEARRL

- BB , SEERBLUNMEMABEREZERNAIEER,
* Allow 8B R 1E1T FERIEE,

- BAtRIEE SE BT allow,

- IMEBRNIEFETEE,

T EFF#28 Amazon SQS MAIFELZEEF ATHY R E .
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Decision
o starts at
“Deny"
(default deny)

:

Evaluate all

9 applicable

policies

l

9 Is there an
explicit deny?

e Is there an allow?

Mo

Y

Final decision =
e “‘Deny”
{default deny)

o
RETRRIEBBA.

-

Final decision = "Deny"
{explicit deny)

Final decision = “Allow”

WHHNTRABRIEAAEARERNEE (RBER. W, BEMEE). BHRTRABIMER

RNIEFAEFEE.

REHPTEARESKAUERIBROARIEREE T, NRKRI—E , AFHATEARSELEEN

RE , REFTHERF.
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0
MRZTEARERETR , @HATEABESRERANBRNEMAFE TR, NREKE—@ , BHH
TRABEEEAFHRE , RRTHESF (RBREREFR).

o
MRHBAEARFET , ARBEREREE (AAREHBIEER LT, ESWRA/TERIER).

Amazon SQS FERUBKREZE S PHEIERNERIERL 2 ErEE R

R Amazon SQS BURELEEERERR , B RGEL BRIERE. flw, MREAERERER
Amazon SQS WEF Y , EERAEZFERAENM —BERE T LUAE A DynamoDB , BIFEREE4ETRRIE
II@IO

MRBRFEFRNPEGE , FBREELERIER, NMRFEFRERBRRNFHOMERYE , AIBERSRBBUR
R TTERE , EEAlows AR, ARBERAREETHSHRERFEMME , FTUARMRRN THERE

REFERIES, plwn , BREHIEREEEHFER. BREBK A1, EAFIEREEABHNGER. TE

#RB8 Amazon SQS BUX,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

MRERERXBEEEFR , AIFEHRSE FERFEREEE) , FREELEAFN. T8, NREAERRE
BEEFER , ETFEHRNS  FRERATARIEE, LLUREEEK A2 SIBIH#EERERmENER ,
A REERRRIEE. TERARBEK,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAEAERABERFER , EFEKRNT  FREELHRIER,

FRIEENPREECEANZRRERE  RARHIUERNE  BTRBRRE, fl, BEB R
AT1E 2010 £ 6 A 1 BEIEMRFER, TELBESIBEREBR A1 MBER A2,
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FMBABER

Scenario 1

Reguest arrives from Antarctica on
June 1, 2010

I Policy Evaluation

Policy A1

Effect = Allow

Condition;
if request is NOT from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on Junea 1, 2010

I Result

Policy A1 Result:  Default Deny

OR  Policy B Result:  Allow

Final Result: Allow

Scenario 2

Reqguest armives from Antarctica on
June 1, 2010

l Policy Evaluation

Policy A2

Effact = Dany

Condition;
if request is from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

Final Result: Deny

ERH1, R A1 EETERIER , MBEBELEAFH , RABKRANE 20105 6 B 1 HEANE
Ko BR BHANSBEERR A1 WHERRIER ,

a8 R A L T4 SoEF o

HRH 2, X B2 EELHABERL  MEKXBEELRN. BRA2NAREESERBR BN

%, BRENLTHIES.

B/ BE

223



Amazon Simple Queue Service

FMBABER

EHPGH: L]

RS EE

BRFIFAETEEAZTIIEE

AddPermission

CancelMessageMoveTask

CreateQueue

DeleteQueue

ListMessageMoveTask

ListQueues

ListQueueTags

RemovePermission

SetQueueAttributes

StartMessageMoveTask

TagQueue
UntagQueue

R R

B8l , Amazon SQS EX & |IAM REMNFA RN BRTE, MFEFHEER ,

AP| 317 : SIENERSE,

H&] Amazon SQS FEUBREE S 4

LT 288 Amazon SQS fZEUBEKRI &4,

g6 1 REFFTIE —ERF

52/ Amazon SQS

LA &5l Amazon SQS BURIR AL FF¥T AWS tRF 444455556666 BEEE queue2 A RIZWE

AWS R 111122223333 FF AJ #,

"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{

"Sid": "1",
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FMBABER

]

g5 2 -

"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

1,

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqgs

RUFF IR —HSERS

:us-east-2:444455556666:queue2”

LU 45 Amazon SQS BURIRM —=Z{E AWS 1RFE 45 EEREERA , FEEIIRF#EE 21T
SIMEFR, BEEMEH SetQueueAttributes BMERBE BRI E{EZF| Amazon SQS , B4
AddPermission BMfEE REE(THIFEVE R R A FFEER R &,

"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

]

"Sid": 1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"

I

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqgs

"Condition": {
"DateLessThan": {

"AWS:CurrentTime":

:us-east-2:444455556666:queue2",

"2009-06-30T12:00Z"

2 BUR
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
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}

il 3 : IREFF AR E Amazon EC2 1T EEAFER

LA #5465 Amazon SQS BURRHEF T4 K B Amazon SQS #{TEBMER. LEFIRBIR TEi4]

2 BEHFTHE—NZERS 856 : BR&EIH 2009 F£6 A 30 BFSF 12 B (UTC) 2BINER , ER
F¥ 1P #E 203.0.113.0/24 H7FEL. BEZEMFEA SetQueueAttributes BIERBE BRI b
{&Z] Amazon SQS , A& AddPermission BMEERE(TH FEER T RFFIEE IP it R#&,

{
"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DatelLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
.
"IpAddress": {
"AWS:Sourcelp": "203.0.113.0/24"
}
}
}]
}

g6 4 : ERRBERFHFE

AT &5l Amazon SQS BURIEE4EE AWS IRF ${TI N ZEUE, LLEFI2RIE €160 1 |BHEFFH
fw—ERE . g6 . IERFTIEE AWS 1RF WFEE, EFEEMFHA SetQueueAttributes BfERER
BB 2] Amazon SQS , BA AddPermission BIEEREFHFEERTAFEETHN
FEVE (EAFRETINFZEE),
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{
"Version": "2012-10-17",

"Id": "UseCase4",
"Statement" : [{

"Sid": "1,

"Effect": "Deny",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"

]

g5 5 MRFERRA VPC ink , AIEBFE

T HI&i%5] Amazon SQS BUR SR &% queuel BI1FEL : 111122223333 RaEfE VPC iwE ID
vpce-la2b3cad (A aws:sourceVpcefkHiEE) #iTSendMessage M ReceiveMessage &)
YE, MNEFHMET , 5520 BEHAMR Amazon SQS B Amazon Virtual Private Cloud # 2.

® Note

+ aws:sourceVpce RYEFTEE VPC im#HEIRMN ARN , HRAFEE VPC in % ID,

« FBAILUEIBESE —ERIRXPIELFTE Amazon SQS BifE (sqs:*) , ZRISTR T 5l &5 LABR
HEFE VPC mBHIFIE R, AW , EEBRKREXNRELRBEB LB RHPERNVIEE
VPC imF R H AT A EE (B2 SUTFIFF IR ENEEREMF) , AIsE R R EMEERRKE
AT FIFF A

"Version": "2012-10-17",
"Id": "UseCase5",
"Statement": [{

"Sid": "1",

"Effect": "Allow",
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"Principal": {

"AWS": [
"111122223333"

]

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"

"Sid": "2",
"Effect": "Deny",
"Principal": "*",
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"

}

A BRI 2 2= RFE B Amazon SQS

BRTYUEAEECHNRZREBERUGEAEZN , IAM EAHEKERLZLBIRTEMAERE , UA
i ERAEFEEN AWS RSHEER, B lISEES AWS IEFE NEAE, RUUEBREREKESD
RE AWSIRF MEAE BEaoERAE), I, CEVYARFRAWS ERNEAERN , bR
A TERE .

BAILERELERIREBE , ¥ Amazon SQS RHFR. APl EXEEEAELREREEHLE
MEEE , BB ENGER. EEABHNERREEFER , Amazon SQS EHEBZHFER,

(® Note
BT B R IR R R REE UK
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DEARMF

1. £ IAMEBIUBRRESBE

- REEM
- FEHE#® D
- IEFHSH
2. ERENHBEAFTERERFINEE IDNRLER,
3. FHEARNIMEENSE K MARLECHABTEHSBREZTEN APIER.

(® Note
ELRROHREBENES APIFER , FEAGRKEFNEI® ID MTARECHNFRE® ID, Y82
RLER., MERBETLBAGE Y AM ENFMET , FSH AV ERAEETTNEE
R FEEL IR AWS iR,

EEFARIFLSBHEMI Amazon SQS &3 API BiE

3
¢
g

1. f£F AWS Identity and Access Management &R Z B, MEFHMEENR
AEEEYHNEIRRZEZAERUMA IAM £/ &N FZEHE,

IAM f&

IAM E§EOZeER, FIER D MALEFNER.

2. FEARSFHEZR ID(MTARECHFIEZR ID) REREN , YISLTLEH, FARKLE
FHREH (MAREACHER) EEENFER.

3. FRARBEINESE D NLZLERREXCHEENERTSE,
LT EFREBNMAERAERLZSEBE , KEFE Amazon SQS B3R, AUTHPARAMS RUEBEURRA

API BRI, MEFHMEET , 552 Amazon Web Services — S EZHh 2 E AWS AP| 55
Ko

https://sqs.us-east-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
QAttribute.l.Name=VisibilityTimeout
&Attribute.l.Value=40
&Expires=2020-12-18T22%3A52%3A43PST
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https://docs.aws.amazon.com/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

DT B RIRZSRE , £/ SendMessageBatch BIfEEERAIFAL,

https://sqs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1l.Id=test_msg_001
&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QH8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

A RKIKER Amazon SQS BUERHM AWS KMS €8 BURBEIEE N 2 Amazon SQS 175/ 17ZEL

BT L E R Amazon SQS |, MiEB A EL AWS Key Management Service (KMS) & 1 7] IR 25 i 11 2%
(SSE) R EAREN 2 MR ER, EIB Amazon SQS £ AWS KMS B4 | B LI EHEBRE
Amazon SQS W& , URREBEHM AWS ERN SR,

BZE AWS RE A EHEIEE Amazon SQS THINEHRR. EEZEHRREEFEIUINRN
Amazon SQS 175 , BEEFEAEFZE AWS KMS €8 ET5. A%  EHSBBEATRESE
FAFREH AWS KMS APl I53%, EIRE B EEREBFIET LR TIEESH. BT LUEA Amazon
SQS BERNERMER , ER—EBERBEEEK , THAREFIE Amazon SQS 175 R HERFE.

LT & 812 AR {aiEiB Amazon SQS BUEM AWS KMS €8 B 41% in2 Amazon SQS 1751
MEFEEMNER. RNEBTHHBERERHBEEESIEER.

AIEHBREERBEBENAMEA aws : SourceArn, aws:SourceAccount
aws:PrincipalOrglID £ IAM RHABRRSIERFEREEKEARBE,

TE
- BE
« Amazon SQS WRKER SMBUER
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon Simple Queue Service BRASES
- BARENFRITHIH Amazon SQS BURBRIR

- BIEBREEEREABE

« {EF IAM Access Analyzer % Btk /17 BUE

BE

EATES RS8R —EEREARS , SRAMMTEIL S|MBERAN Amazon SQS 175K
Ko EREEMRHGINT B R,

Amazon KMS Amazon Lambda

Consumer

@ Producer

Amazon SNS

Amazon Fargate

Dead-letter Queue

FELEF | ABELEER Amazon Simple Notification Service (SNS) £ 8 |, HREBSASEET
#E# Amazon SQS 175, FAEBAER —EEHR , Sl AWS Lambda B8, Amazon Elastic
Compute Cloud (EC2) #{T{E#8 = AWS Fargate &858, A% , LM Amazon SQS FHIEERE AKX
BASEXEENFRHTY (DLQ), ERBEARAEARIREARMKEE , B4 DLQ TREREH
REAWASUHEELIRDEENRE, EATEEENHAARYD , FAEERK (Hla Lambda
BB REBEFMIE Amazon SQS fTHFHAE. MEASTWAENRERLESER (VPC) #F , Al
AIEEHEEM DenyReceivingIfNotThroughVPCE BERBRAR Al RS S B BRH AZIESE
VPC,

@ Note

FEFEESHREARANLE IAMFFA. EEZEBEBER , EFESRAXFHEZE Amazon
SQS BUKRH AWS KMS EIREE, NEETRHEEBEUAEI Amazon SQS 755 AWS
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KMS SRIVIER. MEAENAERYELERNIET , FBHEEIL Amazon SQS 175 ME T

2R,
RIEr P ERA Amazon SQS BERAXEMASEREEHMEDZMEHFFH Amazon SQS
75,

Amazon SQS HWHEKER SW\BER

AREIFRATE AWS KMS F AR IIZ Amazon SQS Tz B EZESBNFIEREERNVEFT, BBE
LEAT R | B EEEREERFRFHIAEETERNEFIE, SBBEXLETEUTBERRRER |
HARMT
- BEEEHERERT AWS KMS &8

s RFE|PEERNHEBEFZIUE
« #% Amazon SNS KMS FF ] ##F Amazon SNS , LIS 22 2T 5
. RENHAEBZTYIHHAL

KEESRRET AWS KMS iR

BERY AWSKMS €88 , ZFEERAREEE AWS KMS £8#81 IAM ABRA AWS KMS EE &5F
., ELEEERERN TS AllowKeyAdminPermissions BURBRN A, ASLLEBHFIEE AWS
KMS £ BURE , BB MHE <admin-role ARN> BRRRAREE AWS KMS €88, &I AWS KMS
S|H_EM IAM B EH Amazon Resource Name (ARN), ETT AR HBEEN IAM 6 | b5
= AWS Organizations FHVEBEE S A E,

{

"Sid": "AllowKeyAdminPermissions",
"Effect": "Allow",
"Principal": {

"AWS": [
"<admin-role ARN>"
]
},
"Action": [

"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://aws.amazon.com/organizations/
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"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",

"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

(@ Note

£ AWS KMS £ K™ |, Resource TEWENLER * , ZB NEE AWS KMS £, .
25 (*) BB BUERFTEREMN AWS KMS £48,

BT £RPEENN K RFIUE

EERTHMIAM AEHSBPEERNKETEME , 551 AllowReadAccessToKeyMetaData
BRI IEERNSMBER, Bl , THERUTBERIHIREHHTE AWS KMS £18 |
Dtz . RN AWS BEAEHEFIRERTSBPEER, Hit , EtkFH

WM IAM TRBES I EBREETIFRRRN PRI B IR , HUUERERPEE

#l : kms:Describe*, kms:Get* l kms:List*, HEAF <account-ID> R BEBEHEN

"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
]
},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"

1,

"Resource": "*"
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}

#% Amazon SNS KMS FFrI## F Amazon SNS , LUEEA S 22T 5

ZERFF Amazon SNS EESTAERMEIMNZH Amazon SQS 1751 , 54 A11owSNSToSendToSQS
BERERFEEANSBEE., KERKEF Amazon SNS SFJH#R |, AHFHMER AWS KMS &85
#F) Amazon SQS 175, BEH <account-ID> MR AEBEEHEA,

® Note
BRIRLHHEY Condition BR&IRBEFEVAERE AWS R F AR HY Amazon SNS fR#,

"Sid": "AllowSNSToSendToSQS",
"Effect": "Allow",
"Principal": {
"Service": [
"'sns.amazonaws.com"
]
I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
}
}
}

AFFIAEBRZTHIFHRAS

T35l AllowConsumersToReceiveFromTheQueue BRA R FF Amazon SQS A LA B AR INE
Z Amazon SQS {THERFINAE MR NI, MIMBERBRIRNEE | B4 <#asannsit#t ARN>
MAABFASEAEN IAM $11THEE ARN,
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{

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": [
"<consumer's execution role ARN>"

]
o
"Action": [
"kms:Decrypt"
1,

"Resource": "*"

}

B{K#ERE Amazon SQS BE

AEI S| B A IS R FTERE A 6 24 (F140 Amazon SNS B #:E Amazon SQS) W RKER
Amazon SQS 1FHI B K. ERMNKE SEEBFER Deny #F Allow FRIRXEES KRBT IEEINTFE, B
¥ Allow AN SR FHECEBNEEE, B Deny BIRX Wpy L HttIEFAEE B ZE Amazon
SQS 175l , ERERFREANFEEERBIERREN,

Amazon SQS BB E TYER , FHRUT -

- BR#I Amazon SQS B O] g

- BR#IZRBIEEZEMBH Amazon SQS 1T5IENE
« # Amazon SQS FFAIRFHAE

o E@pREms

- RFIFALSEF#@wEHE Amazon SNS FE

- (EA) BRHIZEWISE VPC imB AL

BR#| Amazon SQS BT o] #

LA RestrictAdminQueueActions BUERBRIAR A& Amazon SQS EIEFF Al R B A E L FTFARE
175, EETIEMEN—RZE IAM B, FELAERAEECHNERIR <#rast>, IBERARED
2£ Amazon SQS 175I# IAM B8 ARN , UREMELESR Amazon SQS EBFAEcEEEABHN
ARN,
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"Sid": "RestrictAdminQueueActions",
"Effect": "Deny",
"Principal": {
"AWS":
},
"Action": [
"sqgs:AddPermission",
"sqs:DeleteQueue",
"sgs:RemovePermission",
"sqs:SetQueueAttributes"”
1,
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
"<admin-role ARN>"

BRI B 5 E 2 A8 Amazon SQS 175 )

= ZBhRE Amazon SQS ERE R/ EE (HEM AWS HEEBINNERTE) , FEA T IR
Ko MR AE Amazon SQS 5 ZEVERFINA R Condition FIEEMNER . BHMLAE <SQS
queue ARN> HUX A AR E8E Amazon SQS 175z IAM &K ARN B ; BAE# <org-id> B
AENHER 1D,

"Sid": "DenyQueueActionsOutsideOrg",

"Effect": "Deny",

"Principal": {
"AWS'" A

},

"Action": [
"sqgs:AddPermission",
"sqs:ChangeMessageVisibility",
"sgs:DeleteQueue",
"sgs:RemovePermission",
"sqgs:SetQueueAttributes",
"sgs:ReceiveMessage"

]I
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"Resource": "<S@QS queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgID": [
"<org-id>"
]
}
}
}

#% Amazon SQS FFA &R FEAE

ZZE% Amazon SQS THIERALE , CEEMAENAZREXENTT. TIBREREREBETFEE
E 2 BAEEA Amazon SQS fFHIFA R L EEF ], AABRIRNFIEE Amazon SQS BUREF , FHEY
1 <###tt TAM ##### ARN> IR AEBUAEMERZ IAM BTHIAEMN ARN ; 4§ <SQS ## ARN>
AR REE Amazon SQS 1758 IAM &8 ARN,

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": "<consumer's IAM execution role ARN>"
.
"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sqs:ReceiveMessage"

1,

"Resource": "<S@S queue ARN>"

EER I HAVE R Amazon SQS 1T5IEWIAR , K% DenyOtherConsumersFromReceiving
BRI # B ZE Amazon SQS fFHIBK, WRAXEMASERARFITEEENERAE , BIEHEAER
RENESRERERTFHMEFIVE , B FAFEMEAERE TR, BEM <SS ## ARN>  <##
#uu#nt#t ARN> RRAEACSHWER,

{

"Sid": "DenyOtherConsumersFromReceiving",
"Effect": "Deny",
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"Principal": {
"AWS": "

1,

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"

1,

"Resource": "<S@QS queue ARN>",

"Condition": {

"StringNotLike": {
"aws:PrincipalARN": "<consumer's execution role ARN>"

Sk s N

T3%l DenyUnsecureTransport BERRIANERE A ENEEEFEALLIBE (TLS EiR) &

Amazon SQS FHIEEFIBZWALE . FHEHAE <SQS ## ARN> BUK A BN EZEE Amazon SQS 1T5I#Y

IAM B &1 ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS™ . MM
I
"Action": [
"sgs:ReceiveMessage",
"sgs:SendMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
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BR#IFA BB =43 E Amazon SNS &

LLF AllowSNSToSendToTheQueue BUERBRIR R /t 5FHEE Amazon SNS EEAGAEBEIXZE Amazon
SQS 175, FEHEXLHE <SQS ## ARN> B AAREE Amazon SQS 1T3IH IAM &) ARN ; ¥
<SNS ## ARN> B\ A Amazon SNS E£7& ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {

"ArnLike": {

"aws:SourceArn": "<SNS topic ARN>"

%] DenyAllProducersExceptSNSFromSending BERIRN AIph It Hb A EHZEEFAEE T
B, #% <SQS ## ARN> F <SNS ## ARN> MK BEBZWER.

"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {

TAWS': MM
}I
"Action": "sqgs:SendMessage",
"Resource": "<S@QS queue ARN>",

"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
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(EH) BREZEKFE VPC imRH S

EERFRBZUSRE VPC imHHALR , FEUATHRERAXFIEE Amazon SQS 1TFIBIER. BRIEA
BEXREMEN VPC ink , BRILLERX AR LARRAERTIIEREAS. & <SQS ## ARN> B
A FAREE Amazon SQS 1752 IAM A& ARN , BLK&#E <vpce_id> HSM%?% VPC im##Y ID,

"Sid": "DenyReceivingIfNotThroughVPCE",
"Effect": "Deny",
"Principal": "*",
"Action": [
"sgs:ReceiveMessage"
1,
"Resource": "<S@S queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "<vpce id>"
}
}
}

BRARERFZTHH Amazon SQS BUERFAR
AT BERBRAR R (MAEBRR S ID 58 5!) #i8 =&/ DLQ FEUBCK -

* RestrictAdminQueueActions

* DenyQueueActionsOutsideOrg

* AllowConsumersToReceiveFromTheQueue
* DenyOtherConsumersFromReceiving

* DenyUnsecureTransport

BR T & LR BUERBUAA FTBE DLQ FEUBER 25 |, B R EHR R LR HE#E Amazon SQS
FHNAL , WTEFR,

BR#l Amazon SQS 1758 A 2 EEa

EERBIRAFERBHEIRFH Amazon SQS 1751 , &L T DenyAnyProducersExceptSQS
BERBURR B ZE DLQ fFHIBER. AN T EALERRHZFETS , RALREEREVE
EF52FiERE DLQ , RILEE Y DLQ KA &A1& Amazon SQS ARN, MREFEERREIH — 1@
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Amazon SQS AN EFEE , SFEFHERFER Amazon SQS KIE{THIA ARN R{&k Condition HHY
aws :SourceArn,

{
"Sid": "DenyAnyProducersExceptSQS",

"Effect": "Deny",
"Principal": {
"AWS":
},
"Action": "sqgs:SendMessage",
"Resource": "<SQS DL® ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}
}

/A Important

AIERPEZMN Amazon SQS 1FHIBERT &4 sqs:PurgeQueue BIERHI A —RZEREE
IAM B, sqs:PurgeQueue B)fER ZEMIBR Amazon SQS {FHIFMNFIERA R, BRI
AL EEEFREE Amazon SQS fFHINERTEEASKR., AEARKEHEE  BALUE
Bk Amazon SQS {FHI BRI REMNIERAS. AHERARERE , B LUEB Amazon SQS 1735
EEBAEFE , RAEEEALEECIBERITYILERBR. THUEBERHABEAGHERER
2 , £5828 Amazon SQS AR AIEETHEL AR, BXLEBNRFIENEZEACHE SR
B, FEEBERIT,

Br L5 AR5 R B B A BT

BEEREABEBRZ2MERE , EFREUTHFFTNERTURH EEESRRNERINITXD
B. RTBILERERR , MREREE=F BREIRF) M AWS ¥ (BRERE) REIEK
FHER , B AWS REHN T AT HBNEFRERS . AERNBERRAR TR EHERERZEER
IEAF:ﬁ%O

FERBEIR (FIUBRES) FEOU S —EARTS (HRITAUARTE) BF |, ATREE A IRIEIEEE, o SURAL R I AR 75
REAHFT , LEFTEEEIGF TN A RNHEEFNERKINEE, SHBPAEILEE A3+
EENEREBEEMEA aws : SourceArn, aws:SourceAccount Ml aws:PrincipalOrgID£ i
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IAM BRE4ERB RS8R, EGRHIREE AWS Organizations PHFEEIR. 1FENRS A4S E BB FrE
BHYRF AT H.

£/ IAM Access Analyzer ¥ B B0R /17 BV

IETTLAE R AWS IAM Access Analyzer % B Amazon SQS {FHIBE R AWS KMS £88HE |, T
Amazon SQS 173z AWS KMS £#8#% F /AN E RN FEERFIREER, |1AM Access Analyzer A
BEBEBEIRE T  HECESABERALANER. EAGEEFHATUZ AWS tRFEREMA IAM
Access Analyzer B5$5ER AWS Organizations AR

IAM Access Analyzer & BB HERBAEABERIANER , U5 AWS IRBEHHNERER
K. HHHEEEIALAERNE —EHTHEEE , Access Analyzer BB EL —RRERL R, ASHE
REOREFREREEREFRNASEBNES. FREFATER  HEBLAEERAZERLNEFE,
ERIFHEEZERARBRNTER., HNEMAIFAENFR , FRESIFENBERLMLMEE., WEEEB
AWS IAM Access Analyzer t{AI Bl ETEEFE AWS ERNFFHENR , FSRAMLIBERE,

WMEE AWS IAM Access Analyzer BEFMEER , 552 B AWS IAM Access Analyzer X £+,

Amazon SQS API 55 1] : Bi{EME RS E

ERERE RS WREAEED IAM BN TBER , IUERAUATRERASE., 3 25E
Amazon Simple Queue Service BifE, EAIUR FHATEEFTNAEERE , UREAURFHFIN
AWS EiR,

FEBERM Action ML HISEBE , REBEBERMN Resource MUFREEERE. EEREEBE,
f£H sqs: TE&E BESTE (HIW , sqs:CreateQueue),

3

BHl , Amazon SQS X & IAM FRHEN S HEHABT TR,

Amazon Simple Queue Service AP| M B){EFF BRI FF AT

AddPermission

B)4E : sqs:AddPermission

#IR : arn:aws:sqs:region:account_id:queue_name

ChangeMessageVisibility

B)1E : sqs:ChangeMessageVisibility

&R : arn:aws:sqgs:region:account_id:queue_name
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
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ChangeMessageVisibilityBatch

B1E : sqs:ChangeMessageVisibilityBatch

ER : arn:aws:sqs:region:account_id:queue_name

CreateQueue

B)1E : sqs:CreateQueue

&R : arn:aws:sqs:region:account_id:queue_name

DeleteMessage

B)1E : sqs:DeleteMessage

&R : arn:aws:sqs:region:account_id:queue_name

DeleteMessageBatch

B1E : sqs:DeleteMessageBatch

&R : arn:aws:sqs:region:account_id:queue_name

DeleteQueue
Bi1E : sqs:DeleteQueue

&R : arn:aws:sqs:region:account_id:queue_name

GetQueueAttributes

B{E : sqs:GetQueueAttributes

&R : arn:aws:sqs:region:account_id:queue_name

GetQueueUrl
B)4E : sqs:GetQueuelrl

&R : arn:aws:sqgs:region:account_id:queue_name

ListDeadlLetterSourceQueues

BifE : sqs:ListDeadlLetterSourceQueues

&R : arn:aws:sqs:region:account_id:queue_name

ListQueues

B1E : sqs:ListQueues
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessageBatch.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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&R : arn:aws:sqs:region:

ListQueueTags

B1E : sqs:ListQueueTags

¥R : arn:aws:sqs:region:

PurgeQueue

B)1E : sqs:PurgeQueue

¥R : arn:aws:sqs:region:

ReceiveMessage

Bi1E : sqs:ReceiveMessage

BJR : arn:aws:sqs:region:

RemovePermission

account_id:

account_id:

account_id:

account_id:

Ej{E : sqs:RemovePermission

&R : arn:aws:sqs:region:

account_id:

SendMessage#l SendMessageBatch

E)fE : sqs:SendMessage

&R : arn:aws:sqs:region:

SetQueueAttributes

account_id:

Bi{E : sqs:SetQueueAttributes

&R : arn:aws:sqs:region:

TagQueue
Bj{E : sqs:TagQueue

&R : arn:aws:sqs:region:

UntagQueue

Bi1E : sqs:UntagQueue

&R : arn:aws:sqs:region:

account_id:

account_id:

account_id:

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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1£ Amazon SQS AR B

AEF R A8 M EZ4E Amazon SQS TSI HEEIE A,

xR
« 5/ AWS CloudTrail 528 Amazon SQS API FERY
« {EFELIE Amazon SQS {75l CloudWatch

5 AWS CloudTrail 528 Amazon SQS AP| FERY

Amazon SQS B4 | A #AWS CloudTrail? RE A&, ABHAWSHKRIEH Amazon SQS FAY,
CloudTrail #4828 Amazon SQS #ZZ##] FIFO {T5It8E3HY API W IUEEERAEH , E151EIB Amazon SQS
FEARINES , URBEBEXKSTHF XMW Amazon SQS API,

Amazon SQS 1§ & CloudTrail

CloudTrail EE2IAWSIRF R |, TR AR, ESXEMN Amazon SQS EXEEIRLER , v HE

HAWSERIE CloudTrail B4 —REHEEEHREBRIEHE D, EmR, BEENTH AWS IRENE
E4, MEFHMEER , FSBAWS CloudTrailfE M PR EEEE CloudTrail S4FREILEMNS
Vi o

AT 5 BB IR4E (H140) B9 Amazon SQS APl AddPermission SREAEEEH |, ARE
% CloudTrail A, Amazon SQS API 7 Amazon SQS {75 E#TH KEigE , HlNEER
HSendMessage AEREH , L ELBFMAKRH, CloudTrail

£/ CloudTrail WEKER , BT LB Amazon SQS API BU4SEER. BREMN IP it =5

72, URFERN BEMERE, MREERE CloudTrail BHE , B0 LUEIRZZMHA 3T E Amazon
CloudWatch A& , ##&#% CloudTrail B4 EEZ] Amazon S3 f#ZEFBAWSEventBridge. 1R ER
REEH  AIREEFRATRAEHTFEESHNESHEEE CloudTrail #, MEFMENR , F2
Bl {AWS CloudTrail fF A& ER) PHEIEMRNBE.

EBEEH CloudTrail
Amazon SQS €15 %I AP| Bl AT EEH

*» AddPermission

* CreateQueue

 CancelMessageMoveTask
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
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* DeleteQueue

* ListMessageMoveTasks

* PurgeQueue

e RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

A ET % Amazon SQS API #1752 CloudTrail # :

* GetQueueAttributes

* GetQueueUrl

e ListDeadlLetterSourceQueues

* ListQueueTags

e ListQueues

ERZEH CloudTrail

ERSHREEREERLIERTHTHNERRENER , SINEEEREZEWE Amazon SQS 175
#) Amazon SQS FAE ., EREH R FER CloudTrail T ERREMKETE, B LAEERA CloudTrail AP
£ SQS THIMAERSZH AP BifEfc k. WEFMEN , 5528 (AWS CloudTrail FAEERM) &
MEEREREM.

BRI LA R E P B R A A E ERC S M AL & WL Amazon SQS APl JEE), CloudTrail#® Eid &%
Amazon SQS EXEH , LA ABEEREE AWS: :SQS: :Queue, FREMBEE “e“ILX%IEHiEHS&
EEHNBEEREN (FIMEHA eventName EFBFM4EHE SendMessage EH) , E— T HAEF &%

RFERE. MFEFMEF , F52E AWS CloudTrail API Z2EHHy AdvancedEventSelectoro

Amazon SQS ERIEH :

* SendMessage

* SendMessageBatch

* ReceiveMessage

fEAFZE% API /AL CloudTrail 246


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartlMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedEventSelector.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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* DeleteMessage

* DeleteMessageBatch

* ChangeMessageVisibility

 ChangeMessageVisibilityBatch

EREHELIRINNER. MEFMENR , 52BAWS CloudTrail E1E,

#45 : BAM Amazon SQS B CloudTrail EBEH
THIEHIFE R APl B9 CloudTrail 584%ERB
AddPermission

T 5 & HIFE R AddPermission API FEILAY CloudTrail 528%7EH .

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

I

"eventTime": "2018-06-28T22:23:467",

"eventSource": "sqs.amazonaws.com",

"eventName": "AddPermission",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"actions": [
"SendMessage"
1,
"AWSAccountIds": [
"123456789012"
1,
"label": "MylLabel",

fEFE24% API BEAL CloudTrail v


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessageBatch.html
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"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

CreateQueue

T5|#EHFER CreateQueue API FEILAY CloudTrail 5288 H .

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"

b

"eventTime": "2018-06-28T22:23:467",

"eventSource": '"sqs.amazonaws.com",

"eventName": "CreateQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; 1v:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueName": "MyQueue"
b
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
1,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"
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DeleteQueue

T 3I&i5|FE R DeleteQueue API FEILH CloudTrail 52818 R .

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"

},

"eventTime": "2018-06-28T22:23:467Z",

"eventSource": "sqs.amazonaws.com'",

"eventName": "DeleteQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "©@9879g654-32f1-09e8-d765-c4f3fb2109fa"

RemovePermission

T %I&i5| B~ RemovePermission API FEIUHY CloudTrail 524188,

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Jane"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "sqs.amazonaws.com",
"eventName": "RemovePermission",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"label": "label",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},

"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb210@9fa"

SetQueueAttributes

T 5| FERT 538 B/ CloudTrail 588%38 B SetQueueAttributes :

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Maria"

},

"eventTime": "2018-06-28T22:23:467Z",

"eventSource": "sqs.amazonaws.com",

"eventName": "SetQueueAttributes",

"awsRegion": "us-east-2",
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"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; r1v:24.0) Gecko/20100101
Firefox/24.0",

"requestParameters": {

"attributes": {

"VisibilityTimeout": "100"

},

"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

# - BAM Amazon SQS #J CloudTrail EXRE4
LA & Amazon SQS EREH APl W4 ES &4 : CloudTrail
SendMessage

T 5 5IFRE CloudTrail & E#SendMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2023-11-07T23:59:117",
"eventSource": "sqs.amazonaws.com'",
"eventName": "SendMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",

"messageDeduplicationId": "MsgDedupIdSdklael958f2-bbe8-4442-83e7-4916e3b035aa",
"messageGroupId": "MsgGroupIdSdkl6"

},

"responseElements": {

"mD50fMessageBody": "9a4e3f7a614d9dd9f8722092dbdal7a2",
"mD50fMessageSystemAttributes": "f88f0587f951b7f5551f18ae699c3a9d",
"messageld": "93bb6e2d-1090-416c-81b0-31eblfaa8cd8",
"sequenceNumber": "18881790870905840128"

},

"requestID": "c4584600-fe8a-5aa3-a5ba-1bc42f@55fae",

"eventID": "98c735d8-70e0-4644-9432-b6ced4d791b1 ",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "sqgs.ap-southeast-4.amazonaws.com"
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SendMessageBatch

T 5|85 RH CloudTrail E¥lE#SendMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}

.
"eventTime": "2023-11-07T23:59:057",

"eventSource": "sqs.amazonaws.com",

"eventName": "SendMessageBatch",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"delaySeconds": 0,
"entries": [
{
"id": "Q",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",
"messageAttributes": [
{
"name": "HIDDEN_DUE_TO_SECURITY_REASONS"
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}

1,
"messageDeduplicationId": "MsgDedupIdSdk1027092b6-b6f6-41af-a084-e72d572a6d4b",
"messageGroupId": "MsgGroupIdSdk12"
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"
I
"responseElements": {
"successful": [
{
"id": "Q",
"messageld": "9048ab28-e38d-46da-b9fe-f70b3873f888",
"mD50fMessageBody": "@fla575a56eb5cf5072a8dedc585d2dd",
"mD50fMessageAttributes": "6eld6d5d774a05efe9df5eb000639db7",
"sequenceNumber": "18881790869375471872",
"mD50fMessageSystemAttributes": "6f540b6e375dcdalaad2d4aaff28ebf8"

]
I
"requestID": "b5a386a4-2d4a-5de3-9910-db60fcc368ee",
"eventID": "20f5ecbe-2b0b-4d0b-a6f7-365bc94c4cab”,
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue",
"type": "AWS::SQS::Queue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
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ReceiveMessage

T5|€85IFRH CloudTrail EXlE#ReceiveMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}

I

"eventTime": "2023-11-07T23:59:247",

"eventSource": "sqs.amazonaws.com",

"eventName": "ReceiveMessage",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"maxNumberOfMessages": 10

I

"responseElements": null,

"requestID": "8b4d4643-8f49-52cd-a6e8-1b875ed54b99",

"eventID": "f3f23ab7-b@as4-4b71-afc@-141209c49206",

"readOnly": true,

"resources": [
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{

"accountId": "123456789012",

"type'": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

DeleteMessage

T 5|8 HIFRH CloudTrail E¥lZE#DeleteMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"
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},

"eventTime": "2023-11-07T23:58:427",
"eventSource": "sqgs.amazonaws.com'",
"eventName": "DeleteMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"receiptHandle": "AQEBfgYUKTy3dyOAewC4wI31QZEB30UDuv8M8FWhObnr31qRsFBiZ57mmx01/
dWfdlvGgDW7sRSTy6HHXWrNfHItQMUHtWX3a/vEjJ6sWC/5Mf361/B2HBLCT2zG0/
IZTywxFmUT4HUudWKcGpuZb/Kcl3Fom6hYU8PxxzPxLOKPtFwrVU+G2Spvf/
Tbuyj27h5+AkNxfaAhu/dnvXnAJcDJErGsITjSS1i6iRzFq+jg6K5Fw6T578QIZcx/
ZLaCyohmj2Ha00ktwhbqQc4j+2gKSTfxrACgXCubDe5bCtwgtGdhMEh4DtVIQh88qGUCaofQ3t/
eRBIVIFJIIa61JCVNWSBqOtELEIfxaHpSvo@clIEecKDt1IJ08Cij3eulLFMIzmUot24IViZt8ntKVAZ6KBL1LedrV1Xx0OhNVc
WGQjfbqz3iBS1T1AD1zIKT7ICIA+edgaYIp0Zwsa="",

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

},

"responseElements": null,

"requestID": "fbd23ff4-al1l07-536d-8fcb-623070754bc0",

"eventID": "9951fed7-365f-4046-bc71-e5bf@65a9b47",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
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DeleteMessageBatch

T5|€85IFRH CloudTrail E#¥lZE#DeleteMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com",
"eventName": "DeleteMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"entries": [
{

"id": "Q",

"receiptHandle": "AQEBefxM104zyZGF87DehbRbmri9lw2W7mMdD@GrBjQa8e/
hpb4RbXHPZ9tLBV1eECbChQIES5NtaDuoZhZPOkTy@eN46EYRR4jXDzE3ALkbP1X1ImASf2fUuTrXx8aeCoCA3I3woNg3FXXA
h1LS94tjAZqV2krc4BaC2pYgjyHWcW@19HWIVET/bjNMIeZoQwOM5Y
+09vHPfewz5QGr5SKpDo7uE7Umyk5n5CIZvenlefp/
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mrwtaCIb9M7cCQUYcZm2ZmZDnI09XpGTAi3m2dQ@M83pnNh@nvDfpkHpoa+hX1TrUmxCupCWHIwWASHF]110/
CCJsodMNFthLBA9S57dkBZCsw41G8jAmgQOMkvZOUL5mg@0FQQd1lYrw@zvthjCgiwdzn@yXoMzxIZMBxkY14E4nVVZ7N5XE
h80Rk2C7gByzg2kYJQOLNUVLIFT8DQE28IZppEC9k1lvrdR/BWiPT7asc="
}
]
I
"responseElements": {
"successful": [

{
"id": "@"
}
1,
"failed": []
.

"requestID": "fe423091-5642-5ba5-9256-6d5587de52f1",
"eventID": "88c8020d-d769-4985-8ecb-ee®b59acc418",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibility

T 5I€ 67 RE CloudTrail ERE#ChangeMessageVisibility,

{
"eventVersion": "1.09",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "ChangeMessageVisibility",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"receiptHandle": "AQEBy+2qnmQQVxcXrEwN7t6dXkjGAllr5DuSpGlvHx9s/vwbwp+RIr3dD6VRv1sU/
1teTulKHBs6DEIR7KL+JI3mACTB+RRpR1IWP1guiCdLKNKSVpdhkSBDDVkRHfycTHjuszGIebGdl+tYYjPrlz
+DSePmpty@EdhqtorWlxAc@Xf0GZbtOFtkbRFK3ql51ETIHgthBCABoxuOCNVMEL1Zz91YQ9m50Y30Z5Y0ZvQ/
coPHY1+9HhNV/A6Fs+/d6mVx9v6TomTh5L03wXqt jABbOgkGftclQh/tIBAxqY/S8YGI0KtY4NDPOSQBtYF/
vCCsCq9+5fiUfiYyvtdHS1wP9AyRotenCGrUKaRFiRhxDm1D6up@UaBs2d8wgHdKFf/5mENTdeqrXQdZfwkFazW1a8ifwIn
+HzhfA9EJcdgWSS72WCMaerydsCxaX+E@8B2ubL60iafMYW4gKOGIRXYZ0+eeXKWy4TxkReW3j7k=",
"visibilityTimeout": 1272

},

"responseElements": null,

"requestID": "6fbefbde-55d9-5640-98d1-a61a84457f14",

"eventID": "72275c61-bfc@-4606-934b-a6b7397aef20",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
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"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibilityBatch

T 5 EHIFERE CloudTrail E¥E#ChangeMessageVisibilityBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
.
"eventTime": "2023-11-07T23:59:017",
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"eventSource": "sqgs.amazonaws.com'",
"eventName": "ChangeMessageVisibilityBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"visibilityTimeout": 0,
"entries": [
{
"id": "@",
"receiptHandle":
"AQEB2M5cVYg5gs1hWME6537hdjcaPnOYPASMOW460TTbODzPle631yPWm8qxd401hDj/
B4ntTMnsgBTa95t14tNx7Vn96jKI5rIo0Z7iI8 TRmkT1caKodKIPs8wOyndZq50c2FPQxtyH+2L3UHf/
abV3szqVWXOLZR4PwX8zZkWVQGNCNNY2q21GCG586F8QwvrOFYoXNwB8ymd1lt77el1PDPknqlIlo3JFuzkEsndkkETy4fV1Qc
15PHX17nXxaC+DURV1IMPXOuSFACGmWgAoyk50HKwGOjLQgpySL/
TcnQXClvFgq8kNXGwyVzJIsbwHpOHxI70ce69vaD6DaWFP75d3hx+PJeG9pauQCKzVP3skt3Hw/
zDC7YfKcALD3aCwMmeNDwT3w@BUG6XZdG51YhtFtTQYV7YuS3i/
Jh3HShGbtm@7IKOEFiPkxv2+XNaAX3gFEpbng6zamTanfyMXCIIiglAEqiyWHQ="",
"visibilityTimeout": 2271
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"

1,

"responseElements": {

"successful": [
{
"id": "@"

]
.
"requestID": "d49ab65f-9dc7-54b8-875c-eb9b4c42988b",
"eventID": "calbc8c2-c4ba-4eb5-a54c-e650a10266d4",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,

fEFEE 8 APl FEAU CloudTrail 262



Amazon Simple Queue Service HBEABER

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

}
}
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WMERLZE HTTPS (TLS) , BB R BENUMNAPEACENRE K BERRRERREE., £H
fFBIBUER Y aws:SecureTransport & , R AFFEIB HTTPS (TLS) MERELR,

ZEM#EH VPC w3 FZE Amazon SQS

MRIENITHILERANECES , BEHTRELMANERMEE , BEA VPC ind , TSI ZEUERF
RBE VPC AN EM, ERBMERTIIEER , 45 ER Amazon VPC in M E4FER VPC 2 H/¥{7 5|
FOEEA:
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Amazon SQS VPC in HERAMERFHIAEFEN S -

- B LRHIEHRSE VPC InR AFTRIFER, ERAEREAE,
o BAILAERTIIBUR | EEIHLL VPC 5 VPC in B AT FEUER T3,

MEFMENR , F2EEHAM Amazon SQS B Amazon Virtual Private Cloud % 26 & % Amazon SQS
B VPC HEBER.
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£ Amazon SQS API

AEIRHEE Amazon SQS wE. /A GET M POST A2 HEH API BRARERA#LR API B
ERVHERAE A, W& Amazon SQS EMEF—EESH. HER, SPINERELNFRENR , F2H8
Amazon Simple Queue Service AP| 2%,

LERERASERARFTES T Amazon SQS , ERTURIA AWS REEHRHEN T I BB

an
(Way

. MEE BRI
. BHA>
. REEROE

:I:I‘H

MEGSHITEMNEBENR ,
Z H#) Amazon SQS Eff,

2R AWS CLI 5852 L& AWS Tools for PowerShell Cmdlet 2

8748 AWS JSON B ER Amazon SQS API

Amazon SQS A AWS JSON B EMAIEE AWS B EHA EFTE Amazon SQS API H9{&
E#El, AWSIJSON BEEHESNELE , FEMNIEEFNERE application-to-application BfE.
AWSER AWS EHBEAMEMEL , JSON BABEERERNEENFILEZERFILFEHEER. W
RGP ERE SQS API FH AWS BEHBAHE , 552 XE Amazon SQS AWS EFEABEZ
AWS BAEEHMAE Amazon SQS AP| AR AWS JSON B E X EMLTES 7,

Amazon SQS /A AWS JSON 1 E AWS SDK & F i ( 30 , Java , Python , & JavaScript )

Amazon SQS R#% 252 BEETEE. Amazon SQS API R/EM HTTP FR1#EX JSON XA, R
HEHIT Amazon SQS 1E¥ , HITEEELL JSON KRN EE SDK A F %, B AWS &L , AWS

JSON EffE | EiR , EARNE A FixAE RS < BEHER,

- AWS JSON BB ERE Amazon SQS A F ik M@ RSS2 B FHRSE,

- fABREREEBRARE Y Amazon SQS ERKFATERMNENRTES | B CHBAE AWS JSON BEA
Eo

« AWS JSON BB E A Amazon SQS A FimM @R < B FIHL (WA ERAS JSON #KX)
MERFHE (1 JSON KX EBIRAYH),

WE AR Amazon SQS 1Y AWS JSON B EMFHEER ,
HEE REEE,

:I:I'H

2B Amazon SQS AWS JSON &=,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Types.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/powershell/latest/reference/
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AWS JSON BEABEHEEEN AWS BEBEENRA LR, EEEREES 2RI SDK AT H
i, F2H (AWS RBEEHNTESZER) B AWS FREFRTEMASEARE

FHE

- A AWS JSON iEEAH E 2 H & APl /5K
- FAEHHRZE AWS Ef# API R

- HBERETEDRE

« Amazon SQS #t)/XEE

£/ AWS JSON BEHA B EE HEME API 5K

EARES | FHE T B ERE Amazon SQS iwE;, 1BH POST @B RUAKFEEEDFE,

(® Note

REZHFESLRME AWS JSON BABE, WEXENESERTREE ,
Amazon SQS API F{E K AWS JSON BFAME X BWLEES 7.

3
B
8

&

- EBImH

« B POST #@&3K

- %5 Amazon SQS JSON API [E]f&

+ Amazon SQS AWS JSON B EE REEE

Eigim

A7 EH Amazon SQS 7% , B4 EEBIKE ., WFE Amazon SQS HEWHEEEEN , F2E
Amazon Web Services — k2% dHUTEM :

. [EiEmR
« Amazon Simple Queue Service i B Bl 58
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https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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Amazon Simple Queue Service HBEABER

18 Amazon SQS Im MBI, Flw , EEMETIIREEE S MyQueue , HP—
BT EBE%E sqs.us-east-2.amazonaws.com , % —@T5 EHI%E sqs.eu-
west-2.amazonaws.com , EMEFTIIEFEHELZEMER.

AT RE Elim B 1R W AR E AT FIR S H)

POST / HTTP/1.1

Host: sqgs.us-west-2.amazonaws.com
X-Amz-Target: AmazonSQS.CreateQueue
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueName" : "MyQueue",
"Attributes": {
"VisibilityTimeout": "40@"
b
"tags": {
"QueueType": "Production"
}
}
(® Note

T35 EZBMTH URL B9 K DE.
AUTHPARAMS BVFERBEURR API BRIV EE, MEFME , 52 Amazon Web Services
— RS EHRNEE AWS API 53R,

B POST B3R
Amazon SQS POST B3R 2L HTTP SR AR FBIEEHZE,

LR X-Amz-Target i8EA AmazonSQS.<operationName> 9 HTTP Z& 4l , LKk
Content-Type §%E A application/x-amz-json-1.0 B HTTP &5,

POST / HTTP/1.1
Host: sqgs.<region>.<domain>
X-Amz-Target: AmazonSQS.SendMessage

2H POST 53 281
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X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueUrl": "https://sqs.<region>.<domain>/<awsAccountId>/<queueName>/",
"MessageBody": "This is a test message",

iEM8 HTTP POST R &AL EMHE Amazon SQS 1751,

(@ Note

IEME HTTP 4258 X-Amz-Target # Content-Type X4 EM,
BRA PR HTTP JRAME , HTTP A Fm A ReE# HTTP FARIEMEMIEAE,

A2 Amazon SQS JSON API [E1fE

A T EIEEIEFRR , Amazon SQS R JSON EREE , AFREESERRNER. WEFHEE
A, F52FF Amazon Simple Queue Service APl 2% 1 Amazon SQS AWS JSON B E ¥ R
5 WERIBE,

ES |
- FXIhHY JSON EfERHE
- JSON $HEREIEREE

F{Zh#) JSON ElFE#ES

MRFBERKIY , IFTECETER x-amzn-RequestId , HFIEFERWBEBAME —ZEBTF (UUID)
LA B Apone AL, B30, %] CreateQueue EIESE Queuelrl 1 , HBUXEEELN
{7518 URL,

HTTP/1.1 200 OK

x-amzn-RequestId: <requestId>
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

f#%2 Amazon SQS JSON API| @ f& 282
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{

"QueueUrl":"https://sqs.us-east-1.amazonaws.com/111122223333/MyQueue"
}

JSON 53R [E FERE 1S
WMRFERAKKIN , Amazon SQS EEEFEEFE , BIE HTTP ZBEMAIL,

£ HTTP 3 , x-amzn-RequestId @&%KM UUID, x-amzn-query-error @=mMEE] :
HRENY  URERERALEANIAEER,

EEEARNS | " type" EHEMIEIRFHEN , M Message BILATTERNIE HEERAMRN
LA A JSON BN EEER E FEE 1 -

HTTP/1.1 400 Bad Request

x-amzn-RequestId: 66916324-67ca-54bb-a410-3f567a7a0571
x-amzn-query-error: AWS.SimpleQueueService.NonExistentQueue;Sender
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

{

_ _type": "com.amazonaws.sqs#QueueDoesNotExist",
"message": "The specified queue does not exist."

Amazon SQS AWS JSON B EE REZE
B EIEE Amazon SQS 2E EH AWS JSON BIAGEN = B REE,
TR AWS JSON B E ? ©EHEAM Amazon SQS AP| B3 RFMEIEFFARE ?

JSON RAREERK-EABANREZEANEZINMIRS EZ—. Amazon SQS £/ JSON #A
AWS SDK A Fim (4]0 Java, Python, &£ JavaScript) l Amazon SQS fa] R 25 < B T @AM IR
7to Amazon SQS AP| #4E# HTTP 55R# JSON BXME A, REFH1T Amazon SQS #1E ,
mEEELL JSON X EE SDK APk, B AWS &ML , JSON I EEME M A F s [ RS
ZEEwER,

« Amazon SQS AWS JSON EFBEFE Amazon SQS A F ik M A IRES <z HHFRERS.

- fABREREEBRARE Y Amazon SQS ERKFATERMNENRETES | B EHEAE AWS JSON B
Eo

Amazon SQS AWS JSON BB EE REZE 283
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FMBABER

+ Amazon SQS AWS JSON B #E A Amazon SQS A F ik M @RS 2 BN F 5L (Y4 Eik
A JSON #=X) FMEEFFIL (& JSON EXERAEYH),

WA BA A £ Fl Amazon SQS B AWS JSON & E ?

A EFAMERA&ETR AWS SDK MRAELIITR Amazon SQS HERAZEE |
EWMRAE , REMRERS. EEE—P TH SDK AFR ,

T 2iEARE Amazon SQS API #E£H# AWS JSON Bl E 2 B EE S S8 M SDK RAF

==

2
[

C++

Golang 1.x

Golang 2.x

Java 1.x

Java 2.x

JavaScript v2.x

JavaScript v3.x

NET

SDK H Fimf#f7 &

aw/ aws-sdk-cpp

aw/ aws-sdk-go

aw/ 2 aws-sdk-go-v

aw/ aws-sdk-java

aw/ 2 aws-sdk-java-v

M ERY SDK A Fimhix

v1.47.7

v1.28.0

1.12.585

2.21.19

aw/ aws-sdk-js

aw/ 3 aws-sdk-js-v

aw/ aws-sdk-net

v2.1492.0

v3.447.0

EE

BEBRAR C++ B AWS
HEEMH

EASEH AWS SDK Ak ZE1E
AE2RTRTN TEE. BB,

AR Go By AWS &

RERBREN

AWS SDK for Go V2

EARK Java B AWS
HEEH

EARK Java B AWS
HEEH

JavaScript £ AWS

JavaScript £ AWS

EAR .NET 8 AWS

HERBEY

Amazon SQS AWS JSON BB EE RRZEE
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https://github.com/aws/aws-sdk-go
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https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.447.0
https://aws.amazon.com/developer/language/javascript/
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-net/releases/tag/3.7.681.0
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-net/
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3
[l

PHP

Python-boto3

Python-botocore

awscli

Ruby

SDK A Finf#fz &

aw/ aws-sdk-php

boto/boto3

boto/botocore

AWS CLI

aw/ aws-sdk-ruby

HEM SDK A Fimhix
ZiS

3.285.2

AEB Amazon SQS TEEHEHRA JSON EABER AR ?

MBEREH AWS SDK WEETEE , 3 8

FTAFImA AWS SDK fh#84 |

EE

EAR PHP B AWS
FREBEHN

EAR Python (Boto3)
W AWS BIREH

B R Python (Boto3)
W AWS BB EH

AWS S HINE

EAR Ruby B AWS
SDK

BEEL AWS ERE (HBA

XML #) B fERY Amazon SQS E&) , AlfsEEE AWS JSON BEABEFHE. MREIMEAIERE |, 5

B#& AWS Support,

MRECEERRFTR AWS SDK IRA |, BEAVFERIRIATEAIRT RTE JSON |, &

S ?

187818 SDK IR AN E BB EEERBRA 28RV RA . WMEFHEE

Amazon SQS #J AWS JSON EHABHE ? o

%L

SEZE WA EA
AWSIN{aIBA#A £ A Amazon SQS B9 AWS JSON &

£ 2 #FIH# SDK KR4t Amazon SQS API £/ JSON A#SBIAME. WRAIE AWS SDK BE

BER , £/ Amazon SQS API #%
Amazon SQS API F{E AR AWS JSON B EZIEPLIES 2

Amazon SQS X &EFTE — MK (GA) B AWS SDK WEES. BHl
Swifte EERATHEMESERE |

A AWS £,

ABREAWS FBVNTE,

, RMA % Kotlin, Rust =

Amazon SQS AWS JSON BB EE RRZEE
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https://github.com/boto/boto3
https://github.com/boto/boto3/releases/tag/1.28.82
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-python/
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https://github.com/boto/botocore/releases/tag/1.31.82
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https://rubygems.org/gems/aws-sdk-sqs/versions/1.67.0
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developer/tools/
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Amazon SQS API A B AWS JSON & & 1 & X £ h L [E 15
Amazon SQS 12 Amazon SQS FTE AWS [EiF# X AWS JSON EFAHE-

5/ AWS JSON B E A EIEER Amazon SQS B AWS SDK hxZ<BF | AT LATEHA
BB LL 3E B o 2 2

B AWS EHERAHEML , AWS JSON BIAEERRMEENFILERFIML S EEERE,
BIRET Y 5 KB SAEABHMAWSIRAERIZ, , Amazon SQS B JSON B E d4#§ end-to-end A EEE
BRI KZIE 23% , WHAEARERXHAFRK CPU BB ERE,

AWS EHRBEFA G ESWERE ?

AWS EHEFHESHET I LE, RELMN AWS SDK RAEEES MM SEH Amazon SQS B
AWS JSON BFAHE ? I HAMRAZ ANEMETRA , BRATAERESER AWS EHERAHE.

A& E AWS JSON BEAGENEZEMA ?

&ET] LATE Smithy XA EY AWS JSON 1.0 BEAHEFR K EIERE JSON BAHENEZER. MEME
B AWS JSON E#ER Amazon SQS API FERIVEFHIER , 5528 £H AWS JSON @ 7 & 2%
H:IIE-@ APl nﬁ Xo

FEHRERHREZE L AWS &5 API 553K

AR , &8 T AT Amazon SQS R, 2 GET M POST @ARAREREEFE,

&

- EBiRE

- IR GET &R

- 2 POST @K

- f#5 Amazon SQS XML API E|fE

EEinE

A T8ESMBEA Amazon SQS 7% , B4 EEBIKH ., WFE Amazon SQS IHWIEEEE , BSET
KWL EME : Amazon Web Services —fig2 %

- [EiFiR S
« Amazon Simple Queue Service i 2 F Bt £8

EREMBRE L AWS & API R 286


https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html#sqs_region
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M@ Amazon SQS I EHEZTE /AW, Hlin , EEMETHIEE B A MyQueue , HH
— @5 EHi%E sqs.us-east-2.amazonaws.com , % — AT EGi%E sqs. eu-
west-2.amazonaws.com , EMETIETFEHERZEFMER,

T REERRREHFREMTFIREH,

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

® Note
5 ZBRTH URL B KDE,
AUTHPARAMS BVFERBEUR API BRIV EE, MEFMEN , 552 Amazon Web Services
— RS2 EFHEE AWS AP| 553K,

=’ GET 3K
Amazon SQS GET FRHNEBRHUT HE L EKH URL :
- UHE - BRAMEAMNEIR ((THIEBA URL) , fl0 : https://sqgs.us-

east-2.amazonaws.com/123456789012/MyQueue

. B - BIEBE P ETNEE, HBREESEAME (?) BE , w2
Action=SendMessage&MessageBody=Your%20Message%20Text

- BR - EABERNSE. BESBZEA & &% () B , B
M : &Version=2012-11-05&AUTHPARAMS,

LT RIEH GET @BRAAAEEIEE Amazon SQS 175K &,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05

QAUTHPARAMS
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Operations.html
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® Note

5 EZ BT URL ED KDE,
MM GET ERE URL , FIE2EESEL URL RIEREE, AR URL FAZFZE , SEZHK
#iZ URL fRIFIEIEA %20 AEREE , SN HEHAIT 2 IR URL HIEEE.

2 H POST %3
Amazon SQS POST FERELU HTTP BFRANMEREEEHSE,

AR 2 Content-Type %4 application/x-www-form-urlencoded B HTTP ZSEE 4,

POST /123456789012/MyQueue HTTP/1.1
Host: sqgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

EEAEEENR form-urlencoded GET 83K , E#§EXAEE Amazon SQS 7%, EESEH 2

B & fFaRfEkE.

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

(® Note

EEEH Content-Type HTTP #ZE8, AUTHPARAMS WI{EFEE GET BRI MR,
BAFI®RNY HTTP fRAME , HTTP AP iR AR HTTP AREMEMIER,

f#5E Amazon SQS XML API [B] f&

BAEHRBEFBRNELE , Amazon SQS EEEREREBEFRNERN XML ERHEE, MEFH
B3 , 5526 Amazon Simple Queue Service APl ¥,

ES- |
« BIHEY XML EIfEREE

R POST R 288


https://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
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« XML 53R E B

RINEY XML B8
EERRY , TEOETEMUBERNEEGR LI L Response (6l ActionNameResponse),
HWRAERABUTFRE

« ActionNameResult - REEBREMEN TE, Kl , CreateQueueResult TERE
QueueUrl & , BEXNRNEEILNTHFTE URL,

- ResponseMetadata - A& RequestId, & XNSFE R =M —EBIAF (UUID),

BUTF & XML #8X9 A 2h B FE g 51

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919c0a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML $eEREFELE S

EESRAHII , Amazon SQS —EEEE = EEE LK ErrorResponse, WITERNE Error THEH
RequestId T,

Error TERAEUTFRE :

- Type - EENERRREEEZFERHES,
Code - IEEHRMNER,

* Message - IEEZ B ERNNERE R,

Detail - (EA) EEMNR RN BENFHEN.

RequestId JTEAEFERM UUID,

f#52 Amazon SQS XML API =& 289
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BUTF & XML X avEaER E g

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>
Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.
</Message>
</Error>
<RequestId>42d59b56-7407-4cka-bedf-4c88daeea257</RequestId>
</ErrorResponse>

HWRERETE D BRE

BOoRFRENBERBELAZRNESHFEINBIE, EEIREFNE—RER , AWS EEFLEEEN
BOURKEEEREEFER AWS 31 (NEFHMER , FSE TB 1 B AWS IRFE # IAM F3
F)o BETR, AWS BERUTRERFET :

1. 4£EE (BEE) XANBLENEAER.

2. EEERFBRNMBEAERBEGHEE (BRE)
3. HEEEMABRABHNREIAREALEEEREFR.
4. BTHP-EBERERLE .

- EE0BREKY , HEERESREETRE.
- BEEORBAY , FEEESEEFRAETER.

FE

- £/ HMAC-SHA WEX § 7 EBFBERE
- £185  REFABENFEXR

- £ 285 : KB AWS WEIE

5 HVMAC-SHA NEXR 5 9 BT RE

EFAZEH APl 7EX Amazon SQS B , #ARM T HIHE LB ENFRETE 2 RE

HERETE D RE 290


https://aws.amazon.com/
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- FAARPEE AWS IRF 529K AWS £ ID , AWS A UEHENIABEFIER,

- ERALNIEFNEBFTESBEHN HVMAC-SHA FREE (RBEEFNMSRRAELEMN AWS A& ; MF
FHE , F2E RFC2104). AWS HERENHEREXBER , BHEEIB HTTP 5 HTTPS X
EHFER , B —REMFRBLEWN LFEE,

1. P74 Signature 3£ 4 R#EB 8. MFEHAE

illll
3

FSBER Java TERE S8,

® Note

Amazon SQS X & Signature % 4 iR , BLARZALEEE 2 BIAR AR EER SHA256 B %
SMEMEE, EEREINFHERAEZERXERE Amazon SQS , & Signature £ 4 kR,

2. YEERFEEET Baseb4 k. LATEH Java BABAITUILAESR -

package amazon.webservices.common;

// Define common routines for encoding data in AWS requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseb4-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Baseb64.encodeBytes(rawData);

}

- FERMEBEER (SBHERE)., EFERPEAVBEEBIESER dateTine Y , EXENHE |
e/, ofE, PiE, BIW: 2007-01-31T23:59:59Z, BEWIIEMLE  EHEBREFEHEREE
BFRE (MECAZEERE) FERMLLYH,

(® Note

RREELANARSNERELRE, MREEETHEEL (MT2BHERE) , FRESEE
ENREBE 15 2EBBBH (ERERNEBBEL AWS [AR:FENKER 15 2iEMN
L, AWS EREBREFR).
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MRERER NET , 17EXBRBRNFEBE (HAKTABERMMAERS R KB
EETEN#EE), EERT A EBFHEEREETERE —=PH dateTime M.

B 180 REERABER

LT RER HVAC-SHA FEREEH AWS FRETE 7 RERLARENBE,

Request

Create a request:
o AccessKeyld =
Action= .,

Timestamp = ...
Parametard =
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HEIAL-SHA request contents

signature: + *

Your Secret Access Key
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1. BBE®G AWS RHMNFER,

2. FERALHALEFREH  FESAMEALZ5BRER (HVAC-SHA) EE,
3. HEBERPMABREMNEHNFNER D, BEFREEE AWS,
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Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
2ecl_m Access o Accesskeyld = L‘- M woalrXUtnFEMIIKTMDENG/
h Action = bPxRACYZEXAMPLEKEY
Timesiamp = .
ParameterA = ...
Your Signature
Create an
wicsia @) Srngpesedon
signature: w HMAC Signature
—|— Calculation * Calculated by AWS
and -
Your Secret Access Key Encoding
wlalrXUmnmFEMIKTMDEMNGY
bBPxRACYzEXAMPLEKEY
Compare the two Signature Your Signature
signatures: Colculsted by AWS g - Yes: Request is authenticated

Mo: Request fails authentication

1. AWS FAEFHEE D ZHLNAREFIEE,

2. AWS FREESARHERBRPEEACEEMRNEEL , REBFRENRABENER/EESE
=,

3. UTHAR-—EERGEEL
« HEAWS EXAMBEHEBRPEENEEZMER , AWS BB RRABBEE.
- BHE AR, AIEREZFER , B AWS $EEERR,
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* SendMessageBatch

* DeleteMessageBatch

* ChangeMessageVisibilityBatch
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&R LAE A ER APl 502X & Amazon SQS #LXE)ERY AWS BB EH , E MR A#IXIIEE,

@ Note

B )X SendMessageBatch MIUFTEEMNASERETRSHEIB 262,144 (LTl (256 KB),

IR EAREREY SendMessageBatch, DeleteMessageBatch =
ChangeMessageVisibilityBatch KIFFA], FXE SendMessage. DeleteMessage T
ChangeMessageVisibility BYEF AT Rh & ¥ 40 FEHL IR AR A9 BhERR EFF 7T

Amazon SQS F#E AT X EHIXEE.

£
- BRI A P imiR B SRS SR R R I
- MAKFRENSERHAZERSERE

RX R A P i i B B R SR LR R B

AWS SDK for Java ‘@& AIFEL Amazon SQS #Y AmazonSQSBufferedAsyncClient. BtAFi%
AEAAFREEDE (AAFPKBRHNTIUESERLBRERE) , BURBERNVAREE Amazon
SQS , Mtk —RKFBERWAREEFEEME S

AFHERENERZAREERE 10 BFRALUMXFEROERNEE |, BE T £H Amazon SQS KK
AERER A EIERFERE . AmazonSQSBufferedAsyncClient €8 EL FMIER LK FWUETES
BE, #HAEENBERARHEGHANIBECUEIRRESERE, WEESHMENR , F2E FAK
FREENBEHIAEERSERE,

A AmazonSQSBufferedAsyncClient EEMTEEE AmazonSQSAsyncClient #H[E , #
AmazonSQSAsyncClient &%) AmazonSQSBufferedAsyncClient BE REHHAENERXBE
THRLNEER,

® Note
Amazon SQS E&IERL A Fiw B s+~ % & FIFO 1751,

I
« £/ AmazonSQSBufferedAsyncClient

« % AmazonSQSBufferedAsyncClient
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£ AmazonSQSBufferedAsyncClient

FtHZ Bl , ST X E Amazon SQS HHIFER,

/A Important
AWS SDK for Java 2.x B #7182 AmazonSQSBufferedAsyncClient FHER,

BRI AR YE AmazonSQSAsyncClient 3 —fE##Y AmazonSQSBufferedAsyncClient , %0 :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

##Y AmazonSQSBufferedAsyncClient B TR E , BRI EACREEZEFERE Amazon
SQS (#EEA AmazonSQSAsyncClient) , 440 :

final CreateQueueRequest createRequest = new
CreateQueueRequest().withQueueName("MyQueue");

final CreateQueueResult res = bufferedSqgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueueUrl(res.getQueuelrl());

final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);
final ReceiveMessageRequest receiveRq = new ReceiveMessageRequest()
.withMaxNumberOfMessages(1)

.withQueueUrl(queueUrl);
final ReceiveMessageResult rx = bufferedSqs.receiveMessage(receiveRq);

R E AmazonSQSBufferedAsyncClient

AmazonSQSBufferedAsyncClient EEARABEE RSB FEARFINERL, BUE-SHRE
AmazonSQSBufferedAsyncClient , %0 :
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1. FAXENHEESE , B QueueBufferConfig BEAIMNHTEEE,
2. ¥ AmazonSQSBufferedAsyncClient BEHNIBMEH LB ITHEE,

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)

.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync, config);

QueueBufferConfig A& 8

28 FEE% U
longPoll true

# longPoll %5

true , AmazonSQS
BufferedAsyncClient
EHEHNERSERGEARR

longPollWaitTimeou 208
tSeconds

EEEZHERER

Bl , ReceiveMessage FEAY
BERARS LESEAELEE
EfFH PR LR (Buk
#)o

® Note

FRARWMAE | LERE
REEM.

maxBatchOpenMs 200 E®
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REERS  BTHRIE
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HREBHERS 0, BXNFE
REFEFHHMER , B
LENREATHIREE R,

maxBatchSize FH#tx 10 EFES _ _
BRERERIXEENAE

R, WEREEES , BT
MERFRBAEIHRHER
b,

(@ Note

Amazon SQS fLFFHY
EFREASHIX 10 @

AR P ERER IR EE 297



Amazon Simple Queue Service HBEABER

2 TEER iR
maxBatchSizeBytes 256 KB

AFIREREIZE Amazon
SQS 2 AEHIREI KN LR |

B AMTE,
(® Note
Amazon SQS R FFH
FIREA 256 KB,
maxDoneReceiveBatc 10 {EH#LX
hes AmazonSQSBufferedA

syncClient HEHAFIRTER
I 77 P AT B LA IR B L BR

WEREEHS , BlF4mE
Amazon SQS FiEEm BB ZH
BEWER (B , MRWARH
%, FEEREGEANEER
HMA , MEBAESNTRER

e EIH).

(@ Note

0 RRFTBERIFAS AR
BFEEER | MER
FERHEEFAL.
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WEREESS , BHARNE
EREBIR (ZR® CPU S8
BEEWEEE) , B AmazonSQS
BufferedAsyncClient
FRFERANBITHEBZS,

] [ B B2 22 19 5 B P 2 WUt IR
# LR,

WEREESS , TERBFAR
% (ZRMN CPU HHEE
LHBELRE) , B AmazonSQS
BufferedAsyncClient
FRFERMNFITHEBZS,

(® Note
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BFERER  MER
ERHEEAR
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2 TEER iR
visibilityTimeoutS -1

BRUSBRAFETEE, H
RENATRUERFERSER
HBEASNT IR A Rt
i B

econds

(® Note
-1 RNEGEETIIR

AT

ax Y A fE o

] R MERETAIERA
Qo

MAKFREENBFEHRAEERSE@E

Amazon SQS fFHIFlIRHBENIEE, NFREERANFEET  F2H FASHEEE,

EREISEHE LEAKTERABRLEEENHEE ENESLEENHEE),

ES]

- KEER

- BFHIRRE

« BERBRENRRERERAITH Java 4

KEER

HRERER HTTP FR-EFEHERFE Amazon SQS , FERIEE (B A ERE WS 0 FERY iR RS
%) SRFISEBE —EREAE-—HITHTEEIN@EIZE, H0, & Amazon EC2 WA F ik E
Amazon SQS RIEEEEHMEEENFHESR 20 EY , EBE-ERERAE-—HITETEINRKE
EEFIPE 50 TPS,

KEBERERBEMABLEESE (JRE SendMessage ER) KHEH (JRH ReceiveMessage
DeleteMessage @R) WEIE , BURSTIEBHNEWE. KTERNAXE=E .
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- WINEZHFR

- WINEEAFIRNSITERE LB NES A F ik

EMESZAFRzE  EXLiPIERESEEBREERS. FlU, EAFRHBENE  EREtEH
o

® Note
ETKFERE  SXEBRELEN Amazon SQS AFRE EHANEENBITHE , fexEEx
ERMBFWEENSEFASLEEEREEENHE., 26IMS , HFR® AWS SDK for Java
AmazonSQSClient #HBIMEITER RS W#E KN 50 FRIEZE Amazon SQS HER, BE
BYEZNEFEEENHEESE , K EFE AmazonSQSClientBuilder MIEFFAFNAEE
ENEHEEHTHESE LR, Hlan

final AmazonSQS sqsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
.build();

¥ AmazonSQSAsyncClient , BEXERREEZHANBITE TR,
MRGIEBE AR Java R 1.x.

BEHRERE

HREEAESXEERREPEEEES T/ (Bl , FEBEIX SendMessageBatch ERE
EZAIFAL). Amazon SQS #LXBEBFE SendMessageBatch, DeleteMessageBatch #l
ChangeMessageVisibilityBatch, HEEEFTEHEEEIEEENHE R TAARMKEETEE , &
AT LAE A Amazon SQS #EEIERZ A Fik.

(® Note

B ReceiveMessage —XR AR 10 AIFAE , BT F ReceiveMessageBatch &
.
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HREESHARBENEERE S BEMERPNSAFAL , MIEEZERRL (Hlu
SendMessage F&X) WATHRIEE, HRSERFFHTH THERS , #RBERTUAEREERHNIT
BAER  EMESERE,

U EESHRAEREKPREREHAEHE  ATENIAITHE, ERNBRNUESLEBNASE
RATENEED, B LERILIRE Amazon SQS BE—/EE, I, MERZEZE 10 BIFAS. AR
Amazon SQS WERLGEREALE |, #HIKEE A NiE RS A,

HREETRERENEARNTR-LERE (PIU , CHNEAEALASTERBERRBEEE
=, REARBRLAREANKBSEORE), B2 , #REEEUTERDABERES

- RARASEERBAELFZSAL , IAETSEEAR,
- ABHEEBTRFIEEAL AR EENASLEEERTEGEIARRDEEBEZRNEH.

/A Important

BIERRPHEBIARKRY , SRBERBTRERER. REMRFER 2R | BLHEBEBFAS
REHRXMER , KERERADE.

BB EFNBRGERER TTITH Java 4l
SOORGH

¥118 aws-java-sdk-sqgs.jar, aws-java-sdk-ec2.jar , A% commons-logging.jar E#

BIBH Java BEERIKE., LT EHIE R Maven BE pom. xml &R ERFZEEK,

<dependencies>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
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<version>LATEST</version>
</dependency>
</dependencies>

SimpleProducerConsumer.java

BT Java BEABHPBFEEENEEE - HEEEN, TENPTHEEEBELEEENHEENT
i, AEEEEREEE 1 KBNS, LEJSEREHEXRFEFRNEEENHEES , URELH
RFERNEEENHES,

* Copyright 2010-2022 Amazon.com, Inc.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
org.
org.

java

java.
java.
java.
java.
java.
java.
java.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

apache.commons.logging.
apache.commons.logging.

AmazonClientException;
ClientConfiguration;

services.sqgs.
services.sqs.
.services.sqgs.

.math.BigInteger;

util.Arraylist;
util.List;
util.Random;
util.Scanner;
util.concurrent.TimeUnit;
util.concurrent.atomic.AtomicBoolean;
util.concurrent.atomic.AtomicInteger;

AmazonSQS;
AmazonSQSClientBuilder;
model. *;

Log;

LogFactory;

or its affiliates. All Rights Reserved.
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/**
* Start a specified number of producer and consumer threads, and produce-consume
* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.
*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer.class);

public static void main(String[] args) throws InterruptedException {
final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the AWS SDK for Java Developer Guide.
*/
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
Lbuild();
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final String queueUrl = sqgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelUrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
messageSizeByte, producedCount,
stop);
}

producers[i].start();

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqgsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);

}

consumers[i].start();

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_MINUTES)));

stop.set(true);
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// Join all threads.
for (int i = @; i < producerCount; i++) {
producers[i].join();

for (int 1 = 0; i < consumerCount; i++) {
consumers[i].join();

monitor.interrupt();
monitor.join();

private static String makeRandomString(int sizeByte) {

final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];

new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqgsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

/*

* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
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* run() method.
*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queuelrl,
theMessage));
producedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Producer: " + e.getMessage());
System.exit(1l);

/**
* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
*/
private static class BatchProducer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

public void run() {
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try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**
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* The consumer thread uses {@code ReceiveMessage} and {e@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sqsClient = sqsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;

* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqsClient
.receiveMessage(new
ReceiveMessageRequest(queuelrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
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* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
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for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgqsClient.deleteMessage(
new DeleteMessageRequest(queueUlrl,
messages.get(Integer
.parselnt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
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/**
* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());
}
} catch (InterruptedException e) {
// Allow the thread to exit.

ERSERYTRENBERER

Amazon SQS SE B AEE. BUERBRNAEELEHEEE, BuLUEBTHINERRS|EZERS
CloudWatch A FEEEIEEMHEMIEE,

(@ Note
AREEETIIRBRETIE 15 DER ST THEER.
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