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ftBE2 Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) & AWS EEMNASRMEBEHERE K EXeM%,. T
ERMMATEM, Amazon ECR XEMERTE , HEEEA AWS IAM WEREFFAI, Mt aZEE
EWEAER Amazon EC2 BiTRBEFIENABREERMSG., ERILERAREH CLI R#EE, &
EYFE T2 Docker BR{&, Open Container Iniative (OCI) BR&G LA EE OCI BB R Fo

(® Note

Amazon ECR X ENERBMMEERE, NEFMENR , 528 (Amazon ECR Public £
AEEEY P ER Amazon ECR Public.

AWS BERRFEEBEE GitHub LHBELAFER. S8 TEREETREZABNMABENR , LR
B AWS EFRtEERHUEREE, MEFMENR , F2H AWS BHRER.

Amazon ECR By T4

Amazon ECR @& U Tt :
B

—1& Amazon ECR A E #ECIRHEEE AWS IRE ; B ELNESEETEY —RZERE
EE , 78X Docker BG4S | EH P BABBAMAEESTE (OCI) &R OCl HHEK m. MEESZH
B |, F2E Amazon ECR A & 8548,

BREFH

540 F B IR AEBE M ML SRR BT . BEBRE S Amazon ECR VA BEMBLHE AWS EAE.
NBES MRS, , BOM LEBHESHRE,
BirE

Amazon ECR R FESZ 2% Docker . FMAERETE (OCIl) MEIIKEE OCI AR K M.
TEZFHMENR , 52/ Amazon ECR A EREE.

BEEBCR

BUEBREFERRREHEFFENFIARETINAT. NEESHFMAER K F2H LEHEE
EBR,
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https://docs.aws.amazon.com/AmazonECR/latest/public/what-is-ecr.html
https://github.com/aws/containers-roadmap
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BR

WA UHEEENASMREETENREE, B ERRRELULRKMERSLMEG  HERLT
LA#E Amazon ECS B EZ& M Amazon EKS Pod 1., MEEZHMEN , F2B #§ Amazon
ECR M5 EE Amazon ECS # B {FH & #& Amazon ECR B EE Amazon EKS #&EEL£E A,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- SMEHBREURERRFREFETRENEDTEY, FEXRSEREERFEARGHRL, EBALE
BENEREREENAETIE. NEEZFHMEN , F20 £HBHEEE,

- MEFEHEEHABAAEMEINLRRRET. BERTERTUREATHERRE, ETRASY
BEKEIREENTRGETRE, 2% , SUUERRGEENER. IEESHAER , EH2
B BRIRITIE

- BEFNBIRFEETELERRMEMEREERMENES, EEREABRHKRE , XAUS—E
HAER., NEESHEEN , F28 AEEHRERE,

- REREURARM T —@EA X , ATEFAE Amazon ECR 2 E IR L2 EERNREERE, £H
REVREUR Al , Amazon ECR A5 E BB EE Lils 2 8%48 , LUIFE{R Amazon ECR FAH B 8% 4E Y TR ERAR
BRI, IEESHMEENR , F28 EHREIURBUEAN,

wn{aIBA IR 8 Amazon ECR

ZE# A Amazon ECR , B4 ERTE L L AWS Command Line Interface E2 Docker. MIEE Z 54
B , 5520 £/ Amazon ECR #1758 E & # Amazon ECR B2 AWS CLI & B E A

Amazon ECR E1E

£/ Amazon ECR , ZRELZNREEEFTRENERE , UREMREHENEMNERERER, W
EFHME , 72 Amazon ECR EfE,

Amazon ECR By Zh#g API fRZA 2015-09-21 2


https://aws.amazon.com/ecr/pricing/
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£ Amazon ECR ##1T%E

MREE M AWS BEFEAEA Amazon Elastic Container Service (Amazon ECS) 5 Amazon Elastic
Kubernetes Service (Amazon EKS) , RISt AJAEFH Amazon ECR. LR ERFIEEEL ,
Amazon ECR RIEERBEHIEM, # AWS CLI #£E Amazon ECR A , RARBREERAXERH
Amazon ECR Ih#EHY AWS CLI fRAR, fNEREFE AWS CLI 8B EF 2% & Amazon ECR IHEEMIFAE |
BEZF MBI RFERA, WMEFHFMER , 5528 http://aws.amazon.com/cli/,

SR TH I/ , BIAIERE Amazon ECR BB XA REEMEG, MRLBZERKRERELFE—FB , B0
BEMAEBIRESER,

M AWS RFE
MBHEIRE AWS IRE , BRERUATTBEITIKRSE,
S AWS BIRE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERMRLETRET,
Mo EMEFFERRE , Y ESEFREH ARIR.

it AWS IRFES , @2 AWS IRFREMAE. REAEREEIXIRF FHAAE AWS BRI
R, FARERSEYR K KEEFIEERGEZEAE  YEEEAREAERATEZRME
AEFRENER,

FMEFTRE , AWS EE —HEFEFBHER, B LARERE# hitps://aws.amazon.com/ 3
BIE RNIRE  URREBENIRE EBHLEEIRS,

EVEEGERE

BT AWS tRF 2% , FREEHN AWS iRFREAE , BUA AWS IAM Identity Center , 037
EEFERE  BEUUTEAREAEEE BEEE,

REEZH AWS IREARFERE

1. 1BE RERAE YW ALHN AWS IRFEFE M4t , SIRFH#EE S 5% A AWS Management
Console, E F—EHH , MAZNEL,

FE AWS R P API R4 2015-09-21 3


https://aws.amazon.com/cli/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/

Amazon ECR EREEmR
MEFAREAEEANGRH , F2E AWS BAFRHEREREANUBRFERES D E A,
2. BFEELNRBRERAERF LRAZEERZEF (MFA),

MBIET , WHE (AM EAEIEE) FHA AWS ESREREMAEE MFA Z8 (X124),

BUEEFERAE
1. BA IAM Identity Center,

MEIET , FFSE AWS IAM Identity Center &5 R I EUA AWS IAM Identity Center,
2. £ IAM Identity Center 7 , S EEERR TEEFEAE,

EERSEBER IAM Identity Center B 8 A S 2@ BIRFENHBRRE , F2E (FH AWS
IAM Identity Center { Fi & 55 BY LATEER IAM Identity Center B 8% 5% 7E i i & FEUER

LEBENESEA

EEERAEN IAM DR LERERA , FEAEY IAM 2P LERERBEELEFHFT
Ry E A URL,

MEFEMAER IAM Identity Center R EZEANRYE |, F2H (AWS A FHERRM) &
FIZ& A AWSTEELA D434,

BYEEGRAE API 7 2015-09-21 4


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

Amazon ECR EREER

{5 AWS Management Console Fa% 6B Amazon ECR

ZEIBE Amazon ECR XA BN HFELBKER Amazon ECR., Amazon ECR i A€5| &%
RENFE—FAREEENERF.

IR Bl , B KK A Amazon ECR E1TERE SR,

BYMRGREE

f#17 E = &7 Amazon ECR H{#7F Docker S A2RTE (OCI) BEMNLE, BRERE Amazon
ECR #IAIZENVMRGE , B IEERFENBHENE | 5 EBRRAE RMAIEHIEFIREIR S,

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

2. #IE Get Started (FABER)

3. ¥ Visibility settings (AT REFXE) , 1### Private (FAH).

4. ¥ Repository names (REERR) , AREEEE—BERE,

5. ¥R Tag mutability ((REF &) , BEEFTFENERTEMRE. [KETTEEBNRTESMN
IFRGHER. IRESHFHENR , F2E REERTEML,

6. ¥R Scanon push (MXRRH) , FRARTFERZFRGRERE. [AREKEENRETE &
SEBRXHEEMGRBBRGRERE K TASEFDRBRGERE,

/A Important

ERERERTFERERZERGREE K MEEEREBRETRE, NFESFHAEA
20 RRFEH.

s

7. ¥ KMS encryption (KMS %) , EEREFERAFMIE AWS Key Management Service iR %+
9 AWS KMS £ FRESmINE . MEFLFALLIIEENFEERN , B2l THFEmE, .

8. iEIZ Create repository (BIfHE1FE).

B, ZREIH#IE Docker B

EREFIILPEE | BEH Docker CLI LMZEFE IR B ARG (8 E B Dockerfile 3 st 5 — & &%
EIREVY B 848 , 5170 Docker Hub) AZ #Eix B2 IR E R Amazon ECR B #1iE. MEFEH
Docker CLI BYE¥#L B8 |, 582 4% Amazon ECR B AWS CLI &8 A,

API R4 2015-09-21 5


https://console.aws.amazon.com/ecr/
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1.

BEURE I M fE1ZEE IR View push commands (BRHETT) , REREZTBLUSHEHZES
B RTE

FEBREERE  ERHEREERFERATS , BTAROBZHERFE Docker AF RN BEATRT. Lt
WEERM 12 M MERERNREFTH.

(EA) MR EEERREHIAR Dockerfile , FEVMEGY AFTNRAEFEELREGK, REZEER
AR & E A docker build 85, FEHEFLEZEE Dockerfile HHREIH B # 9,

BB EIE AR docker tag T T AV ERIHGHIRE | BEH Amazon ECR &84 URI MFTEEE
BRRG, IRETTERBMERELHTRPH Dockerfile B, WREKRHKE Dockerfile E1L
MR | SRUAEHIEA o ARG ARG ID SHIRGBETBEMR repository:latest BWE—BEITE
B®.

BBEKRIREAE P FEH docker push 5%, SRIZER N RGHEEZERNRETFE,

24 Close (BFA).

API R4 2015-09-21 6
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A% Amazon ECR B AWS CLI| ¥ Ei

T35S BEs| EMREE— A Docker CLI 1 AWS CLI BF5E K 1S B S5 G X FFAHE Amazon ECR

WEEMAWS EREERTENFEET , 2ETEN AWS F#EH. IDE TEBM Windows

PowerShell i 5% T & , 528 http://aws.amazon.com/tools/,

FORIRMF

B2 8l , BN ETR T#EH Amazon ECR 1T E ) PSR,

10 R RREBHH AWS CLI 7 Docker BEFBEEA , HEA FHSRRLEEMETE.
£ % AWS CLI

ERLMER AWS s R TEEG TGS , BAB{T Amazon ECR MEAE AWS £, BEAE
EAMER , LAFEZERELEEF, BRI TEHETHIT AWS EBNETHLIETER,

£ EEH/ Amazon ECR 5 AWS CLI , BRE KA AWS CLI lixA, MFFHMER , 5528 (AWS
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

% 4E Docker

Docker AIEZEFRRNEERZELER , SIEAEO RN Linux ZITHRA , FlW0 Ubuntu , BEER
macOS # Windows, MNEMMEFEEZERF EZHE Docker BEFMERA |, 588IE "Docker 2215
EJ )

BAEEARMERRSE , FeEERA Docker, MIREEEMEH Amazon EC2 , BITJLABKE) Amazon
Linux 2023 #{T{EI#E , Y% & Docker LABZAER

MR LE Docker , FEBE| "58 1 : 237 Docker & ,

£ Amazon Linux 2023 AMI £ Amazon EC2 #{T{E & k % & Docker

1. EARFIR Amazon Linux 2023 AMI B Eh#1TE88 ., MFEFMEA , 528 (Amazon EC2
Linux B{TEBFEREER) PHBEHITEE.

2. ERFEWBITEE. WFEFHMEEFR , 528 (Amazon EC2 Linux BIfTEREAEER) PHE
FEEIEBH Linux $1T{E8E,

SRR API fRZA 2015-09-21 7


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

Amazon ECR EREER

3. EWNCLREMNERRK , WEIATERE LHER

sudo yum update -y

4, ZERHH Docker Community Edition EH IR

sudo yum install docker

5. kB Docker BRT&,

sudo service docker start

6. 7% ec2-user F®E docker B , BETLUEFRMER sudo WIER T 1T Docker i85 o

sudo usermod -a -G docker ec2-user

7. BEHIEHEA , LLESHH docker BEFFT ., BARAB BIAY SSH R iniiRE | BT TR L
BE, WK SSH RIMEEPENEEZEETHITERE., HH SSH TERBRESSEEEN
docker BT,

8. Eaf ec2-user LAMERMEHA sudo WIER T#H11T Docker B85

docker info

(® Note

EREBRAT , BUZEEENRBHITERE , F8ERM ec2-user 7FH Docker EEFE
NPT, MREBERTYER K FEXEFTRBHATEE :

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

$EBR 1 : B3 Docker BR{&

EHSEBD | BHENES Web FEARERH Docker B &EE |, WEAERFL R Amazon EC2 $1T{HEE
EETRIE.

SER 1. B3I Docker B {& API R4 2015-09-21 8
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B G E Web FEAREXH Docker BR &

1. BIUMA Dockerfile MHEZR, Dockerfile @ —EEFEE , SR ARIE Docker BGHYE A
MG  URGEREIEE FFITHIER, WFE Dockerfile WEFMAEEA |, 35811 "Dockerfile £
ﬁJ o

touch Dockerfile

2. IREEMIZENM Dockerfile , ¥HE T I AR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

# Dockerfile fEFH1E£ Amazon ECR A # EEEE R Amazon Linux 2 Bk, RUN i8S 2EEHEHIR
B , &% Web fRIfREEH — BB EHRE , REE A "Hello World!" A ZE Web fIREEXH4H1R
B %, EXPOSE {512 .\BAES LAVIEIEIR 80 , M CMD EESERE Web fAR:S.

3. 1% Dockerfile Z2i{& Docker B,

(@ Note

ETHaSS , HL Docker MRA A BEEE Dockerfile ZERE , MAR TFHE RV
IR,

SER 1. B3I Docker B {& API R4 2015-09-21 9


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/reference/builder/

Amazon ECR EREER

docker build -t hello-world .

4. FIHENBHZRE,

dockexr images --filter reference=hello-world

Lok
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. BTHEENMEK, -p 80:80 BEEAA LW ABEREIER 80 MEE AR LMERE
80, H1EE docker run BIFEMIERR , F8R1{E "Docker run 2% ,

dockexr run -t -i -p 80:80 hello-world

® Note

Apache Web fAlBR=5 F V& H SRR ERIREEED, BAILLZR "Could not
reliably determine the fully qualified domain name" FAE.

6. BARUBIESS A AREMEMIBIT Docker M FEE BRI AIBRES.
- MREFEHANZE EC2 HITEE , AERMFAMREITMN "5 DNS, B , EREMEA SSH REKRE
BITEBNEELL, FRESAHTERNZSHFHEATERE 80 LM AMRE,
o MRBERBHIT Docker , FEAFBIEEFIEM http://localhost/s

« WMRIEIE Windows 5 Mac EF L H docker-machine , BIFE# A docker-machine ip 8%
¥ EIFEE Docker 2 VirtualBox VM B9 IP #isit |, EH A% machine-name R ABEFERZ
Docker #2530 & &,

docker-machine ip machine-name

BEZEEIME , AEEM "Hello World!" BRI

B8 1 : E3I Docker MR AP BA 2015-09-21 10


https://docs.docker.com/engine/reference/run/
http://localhost/

Amazon ECR EREER

7. ®A Ctrl + ¢, LA 1t Docker B85,

SR 2 BMEEENERBEERE

HEBLEWRTEGF AWS CLI # , BB Docker CLI B FARRE &M FHL, docker 85 AT LUE
BEZ AR Amazon ECR R#EIEMIZENR G, AWS CLI 12 —1{@& get-login-password @5 AL &
DERERERF.

£ E#F A get-login-password 8 Amazon ECR & &8 Docker , 55#11T aws ecr get-login-
password . #5520 B E FHFESEL docker login 5 | £/ AWS WEEAFERAERBILEER
EEM Amazon ECR 2818 URl, IR0 ZEZHKETRE K CLAHHBSEASTHER/LHT,

/A Important

ZRNTEER  BFREFIABEEFTREH AWS CLI, MNEFHAEF 528 (AWS
Command Line Interface fEA &) FHZZE AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

3B —EARTE

REMLCHEETHIAZE Amazon ECR W& , BUERNBEFEEUERE, EUHEFF |, BRI —HE
#A hello-repository MERFE , MEF&E X hello-world: latest Bf, EEEV —ERE
7E , BRI TGS

aws ecr create-repository \
--repository-name hello-repository \
--region region
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR EREER

FTER 4 . EIREHIEZZE Amazon ECR

BESHIEZMEGEEEN —EE M Amazon ECR #FE. &4 A docker CLI LAHEIXMRG |, BAAE
MR ERGAEETIEFEIEE

- 2% % docker WHRIKIRA : 1.7
« Amazon ECR R#EF & EFRE# docker login,
- Amazon ECR #EFERFE , A&V EREHEZEREE.

EREXEFRGERER , B HEARGERIREEREEEDTEINREE,
EECARGR L HEIX ARG ZE Amazon ECR
1. 5l BT A B fRE T3 9 BR 15 DA RS 1) AR A R B HE 05 Y AR 1%

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. BREMREBUEEEENREFE,

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEMK,

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository

B

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed

S 4 MG H#EIEZE Amazon ECR API iRZ< 2015-09-21 12
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

S8 5 - % Amazon ECR 12EHL &

EEHWRGHEIXE Amazon ECR fEZER |, o LR EMMERIE., FH docker CLI SAIREBRE |
BAEREDEVERGUCEETEEERE :

- B%R% docker WHRIRIRA : 1.7
« Amazon ECR Z#EFfFE R E & docker login,
- Amazon ECR #F7ERF%E , EFAEHE R FERRNFEE,

B RLE LR EFMEER  BATRIENBRE, &EHR Amazon ECR REUEHVEFIRRE , FFRIT TS

A .
m .

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

B

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SER 6 : MBRERER
MBMAETEEEE D — ERTETNIG  BTLER batch-delete-image S-SR, X

MBRER & , WA BIEEHMENRTFE , URXMRBE imageTag =% imageDigest B, LA T&HIiE
BERIER latest HMY hello-repository /17 EMIBREL &,

aws ecr batch-delete-image \

$E8 5 : # Amazon ECR 12HUBR & API| BXA 2015-09-21 13
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--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

SR MRREFE

MREREFBREREFEFNETREG  BUURBRERTE. KER , ETEMEBRESRENRT
B ; R, --force IERABFHEBLE, BERBRISREBNVFEETEE UREHAMAENRE) , £
T T e o

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region
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Amazon ECR FAH & 815

Amazon ECR A EEHEFATHESEVERENEBRAELNASZNG. EUMEAECHAE
B EREEH Docker MHAMABERRFTE (OCl) REMKBEXNLERGREFE, S@ AWS 1RFE
RETERMFAE Amazon ECR &84, IFE Amazon ECR AN EZ#EEMFMENR , 55208 (Amazon
Elastic Container Registry Public fEF&ER) FHLAEE#HIE,

A EEESS

- FERAEEHEN URL 2 https://aws_account_id.dkr.ecr.us-
west-2.amazonaws . Ccom,

- RIBFERR , EWIRFEAESHETHEENESATZRE, T8 , FAEFEEFTENNY
Amazon ECR API , ARG G X R IE BN FB R FERINE SR, Amazon ECR R HEZER
R, UEBSITEEBMRNERAE RN, MEFMEN , 552 Amazon Elastic Container Registry & %
BB EH,

- LERBEEMN Docker AFWEIRABEEEIE , A docker push B2 docker pull a5 1 3 #E 12 R &
EREGETNRTERBXFEEEPRIRG, NEFHAES  F2E LEEHESIBE.

- WERTFETER FAEENERERBEEBEMNUES, NEERBTEBENFMER A F2
B A EREEBK.

- BEBALHNAEERHERBEES K SNAEEZETHNRFETAEEZECHABEREEINES
BE 6 GULUEUEBENIREFES. MEFMENR , F2E AERBES.

IREREES DBRE

BT LAE A AWS Management Console AWS CLI, 2, AWS SDK REIV NEBIEEFHE, B
FERAELSERERGLEITHDEE , HlUNSEESMBR. ELHFiREREZEE AWS BEF Z,
BN fESE AT LAfE ) Amazon ECR API HEIX I IRERAR & |, B{BEA AT 8EE A Docker CLI RAKFE S MER
Docker BRI E,

Docker CLI A EBFR4AH IAM BBFEH £, HARIFENNZER | Amazon ECR FeERFE N RE
Docker #EiXE21REREE K,

T OB R = SFERE S AT A,
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https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html

Amazon ECR EREER

£ Amazon ECR BH G BER

Amazon ECR £ Docker BE#HEIE , JEHIZFMIZEEMEZE Amazon ECR BRERZ EEHMEH
Docker B, METMEZHMBELSE , 2B Amazon ECR Docker BFE#HEIFER .

® Note
Amazon ECR Docker BREHEBER BT ZEZEEEZRE (MFA),

R REFR

REFHNFTESEEREARKENS 2BRIFFFZ IAMZEANFIEERT. SoREBFHEAR
FEH IAM ZXAEEEREEREA 12 D EM Amazon ECR &g, EEZMESRERER A &
HAMEF GetAuthorizationTokenAP| {EXEFEENE & £ A& B BAWSHIRIHZITH base6s MRiHIRER
. &% AWS CLI get-login-passwordi BB R FEHRESERE(CLIRE , REET L
HE® Bdocker logintn & F 1T H B RE

ZE A CLI @ Amazon ECR FAH & #1288 3% Docker

£ Z A Amazon ECR BB EIEIEIR B get-login-password , EE#{Ta S aws ecr get-login-
password#$ & 2 B 3% F R EGEA docker login SR, FH AWS WEAAFERERRBLIEEEERE
#9 Amazon ECR &1 URl, MR ZEZEZRFKETHRE , ELAHESEASKEELT D,

/A Important

ERRBIEE  BLRERABRETRZFMRALN AWS CLI, MEFMENR , 528 (AWS
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

+ get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

« HU4§ ECR () LoginCommandAWS Tools for Windows PowerShell

(Get-ECRLoginCommand) .Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com
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https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR EREER

£ HTTP API &2 8%

Amazon ECR %18 Docker &84 HTTP APl, {82 , B Amazon ECR A E X #&E , B4 EFEH
SE HTTP SBRRIZMEBEFTH., ETWLER for -H BIEHE HTTP BEEE , curldtEEdiget-
authorization-token AWS CLI S0 EEER .

5/ Amazon ECR HTTP AP| #1758 9 B 3%

1. ERAREEREER , AWS CLI X HRES/RREBH,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. ¥ $TOKEN B BEES curl B9 -H BIER M@ APl BB S5, 0, ToH4SE5 HE Amazon
ECR REEFTHNMEGER., MEFMEA , 5520 Docker Z451E HTTP APl &4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

HigHmT :

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

B E SR ERE

Amazon ECR E FAR B HEREEE REERRENRE. WEEHKERESHYEERE D BIK
TEo BFLAMERTAE B AR REREKE T 58,

C BHMTT BT TRE TRHEBLERNRRG T, NEHAET  B2E AEBERT
7,

- REVREURA : EAREURERAl , #£ Amazon ECR A B B & EH L2 SRR G, WEFH
&, BF2E EAREIURIR R,

%R HTTP APl BB E API R4 2015-09-21 17


https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/

Amazon ECR ERERER

- EEERE  EREEEBTHAREHREEE AWS BEFESIRFERFETE. WEESEN , F2H
ERGEER

. BERRILEA R EAANES Amazon ECR RRER I HEHNEEANRER
Eo Bl FBRREERINBEREUNREFE. WFEFHEN A F2E EEREERVELR,

- RBIGERE  FERERLT , BRECHAELREFEE., ZUUBARMEHSVEERBEEXNIERIRF
H, REBEERENEXRFIEZSECNSTH., NEFHENR , F2H WEEHE,

REET D)

Amazon ECR fE RS BBUR , AU R TENEEHRERF R AWS T8, ELFFTHRKREHE
BUK NEBREUZEEL ThEER FEERSEE.

Amazon ECR EHEMBEHEEMAHF AT U T T, MEZEMEABERNEEZHEBRS | B
SRARER

- ecr:ReplicateImage - BFHF KRS —EIRF (BARFEHRE) , LUEHMRGERBIZHE, 8
ERARBRFEER.
 ecr:BatchImportUpstreamImage — R FMRINBRELA HE A EHNIAEBEHENTT,

- ecr:CreateRepository - RFEMEEREPEUREFEENT T, WREFHER S REREGH
BEEEREEZEPHTFE , AIEZHEFT,

@ Note

AT ecr: * BIETBINARHEFIBRT , EREEBRERBEEANRE
WFENREREFE  MARERABAF T,

x5
. BEASBSRT TR
. WA B HR TR
. AE BSOS
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Amazon ECR EREEmR
REMEEHEFFARAR

EAMER TS BT AR EF BT TRR, CTUARSEREEH A SBRARER, NBR
BRAIEK , BOM LABEEBERL,

ES |
- ARERENILEEHEFTA
- REURERIVFE B HEFTH

AREBNILERHERT

BRFHRRERERARRT AWS ZFEAFH , A SRFERRRAEREESRIEBRE, RIBER
AL ERCHEBEEPREERFERNGTT. ZREEREBHERX , URERT 5 —ERF#
REER BB FEENFT,

BHEEBE ML ERT ecr:ReplicateImage AP BIYEMIEF T, E1E API ZREH Amazon

ECRAPI , AL EEHSHIRFE 2 BEBMREGE, Bt LIEF ecr:CreateRepository 5

Al | iEAFF Amazon ECR ERMNEBFEPEIMBEE (MREMETEE). MRAKEMH
ecr:CreateRepository 7] , BIAAEEZHEPFHEVEAERREREEMHEEBNRATE.
MBEREHBHATHK , EBRHE KM, EKHK CreateRepository 3 Replicatelmage API Bi{EEF & R~
£ CloudTrailo

HREEBHFATBE (AWS Management Console)
FEMEEHENEEFF TBER (AWS Management Console)
1. 1E https://console.aws.amazon.com/ecr/ BB Amazon ECR F# &,
REED  EEETHPREEHEBERNED.
HEEEEKRTF |, B Private registry (FAEZ #4E). Registry permissions (Z#&EFF ).

2
3
4. 7f Registry permissions (B8 E5F ) EE L , i#1E Generate statement (EEFIRR),
5. EABKRELRTATITRUERENBERRAER,

a. ¥R Policy Type (BIZREH) , i#$F Cross-account policy (1R F BK).
b. ¥R Statement ID (BRIRR ID) , & AME—PRIR ID, LML AE Sid EEHEBRE L.
c. ¥R Accounts (tRF) , MAZRER FHITNEEKRFWIRS ID. EEZERS ID B, JUE

0 B o
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https://console.aws.amazon.com/ecr/

Amazon ECR

ERAEER

6. BB Preview policy statement (ABBEBRRN) Z& , URBEEHEFF T BERRAN,

7. WFBERPUAINER | ##F Add to policy (¥THE EBUR) UG BUERRF EEMN E8HE,

REEEFF B (AWS CLI)
REMERHEENFTIBEE (AWS CLI)
1. BY® A registry_policy.json WER , WigHIEAREREBE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. FEABRERELEHERX,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. HEEUESRAE Y BUR DARERT.,

aws ecr get-registry-policy \
--region us-west-2

REBHEFITRBRX

AP BA 2015-09-21 20



Amazon ECR EREER

REVREXEY AL B B2 8 AERT A

Amazon ECR FAE B &R A ol ARZEMEA IAM ERERREIRMMNFIEE, R IAM ERES
B IAM BERZRFHH TS BEEETTHRERRETHNGHT , 8 IAM BEERE %,

BIABEESENFFTBER (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £ &,

2. HREHEIEZEEEEHDREMNBEBRHEEFIRAXNESE,

3. EEBEBEKP , EIF Private registry (FAB & 848). Registry permissions (B #&E5T ).
4. 7 Registry permissions (B #&7F ) EE L , EE Generate statement (E4£BKRAX).
5. $HHLERVNSERIUREEFITBRBRRRN , #1T T 5E8%.

a. &rH Policy type (BEREER!) , i##2 Pull through cache policy (JREUVRERER).

b. &% Statementid (A= ID) , RHIEFUREBRIR BN E B,

c. &% IAM entities (IAM Ef8) , EEECTSERRTINEAE., FEHIAE,

d. &F¥ Repository namespace (fRZEmAZ M) , BEENZ B BUERE 3 B R Y 1= BUREGH Al

e. &¥ Repository names (REFEEERE) , EEEEARANREEEREE, Hlw , m
BRI EE Amazon ECR Public L3 EE Amazon Linux f12E |, BIfEEZBELE
amazonlinuxe.

il ERFAR B8R AEFT AT RO X

RO LAE R T 55 BRI BR B SR B M PR B R AT R IR =
I BRFAE B SE BRI RF T LR (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

REEY | EFEETHPRERHE TBRNEH.

HEEEERT | B2 Registries (B &),

£ Registries (B 8&18) B L , ZBEUEM Private (FAH) B 8&HE 122 Permissions (55 ™).
£ Private registry permissions (FAB E#&E5F ) EE L , i#IF Delete (MER).

£ Delete registry policy (B E & EBUK) FZFEME L |, 1EIZ Delete policy (BRBUK).

o o kw0 N
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https://console.aws.amazon.com/ecr/

Amazon ECR EREER

i BRFAH = SR AR AYET AT BUR (AWS CLI)

1. MBREZSHEBER.

aws ecr delete-registry-policy \
--region us-west-2

2. HEEUESRAE AV BUR DARERE,

aws ecr get-registry-policy \
--region us-west-2

AR B 8RB B R 2

LA €850 B R S8 W] BA A SR 42 6 A & BB 2 Amazon ECR & & 5T Al B 85T T BURBRIR K,

(® Note

ESEEHF , MR ecr:CreateRepository BES BN BB TR DB |, 8
BMATERE, B2, ATHRIERE , REEERFHIRIEGHEEBNRETE.

g . RFFRRIRFHREREREMEREER

]|

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :source_account_id:root"

3,

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

]
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ERAEER

gHl . REFZERFE

"Version":"2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

gHl R

]|

"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{

"AWS":"arn:aws:iam: :source_account_id:root"

3,

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{

"AWS":"arn:aws:iam: :source_account_id:root"

3,

"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

TRFRRFNREAEETERFE prod- WATERERE.

BB BUIREH
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"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
I
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"
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Amazon ECR A B 1F[E

Amazon Elastic Container Registry (Amazon ECR) 12t API R{ELUESL . BRI MBRARGFERE |, ML
R EH T IFERZENES, EALE Amazon ECR £ A Repositories (17 E) EBERHITHEE
I E¥E. Amazon ECR 1282 Docker CLI & , Fth & A LU MG R R IRRHENRERERFE,

£

- REREESE

- BYNEREE

- BRLEREFEFMAEHR
- MELEREE

- MR ERFE

- REREEEE

- ERLEREE

hEEEERR

- RIFFERR , EWIRFERERSHKEPHEENES AFEE
(aws_account_id.dkr.ecr.region.amazonaws.com), A , FEH&EFEEFRE Amazon
ECR API 1T |, AN RETFEHERIZERMREG. Amazon ECR RUEEZERXR , UEFHT
BEMRNEREFN, WEEZHMENR , 52/ Amazon Elastic Container Registry & 7 B BUERHY
i,

- REETER FHEFREBCRRELNREFEERMAZS, NFESHAEA  F2E LEHEEE
BRo

- BFEERBUTZEGEZEME S UARWEZEANUNRBTESH. flm , MEEHEBERKE
FrERIM E&E , BB A _HEFE team-a e R ZEME , MER B AIEA team-b A ZEME. WREE
i, SEEXBEECHNES web-app WG , SEMRGHUABKG B ZHEBEE, WHERAFET
TENERTEREASEERK LANSLMSR, A BERNWRES team-a/web-app , B BEBAIBRE
A team-b/web-appo

- BRRETUEECECHESEENRFcHERIHMRTE, SUAEHERERERETEEER
HRERITERRF, NEEZHEEN , F2R LEEHERE,
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BUNEREFE

BB F[RGE G FHE Amazon ECR REEFEEH., BETLER , A AWS Management Console #
VIANEREE., UEFEA AWSCLI REURFENSR  F28 IR 3 BT —ERFFE,

B #FE (AWS Management Console)

1.

2
3.
4

o

10.

11.

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,
REBIEECRTFEMELNES,
HEEBHEKF , B Repositories (ATRE).

£ Repositories (A1FE) EE L , ##ZF Private (FAH) 2 H , A&KR1EHE Create repository (B f#
7E).

¥R Visibility settings (AT RERE) , L2 EI Private (FA8).

£ Repository name (REFEEER), ¥ , ACZHNRTFER AR E_NE8, REESBITUETT
BE (Hl20 nginx-web-app). HE , TAEHBIEM EWRZER , SR TFESBEIERH (H
il project-a/nginx-web-app)s

@ Note

REERBUURKS 256 AFTHRR. EBLANFHHRE , AREISNEFH,
HF., BT, KR, GRANR. TXEEREEFR. ERERIERR.

HR Tag mutability (REFEY%) , REREENERTEMRE. RETTLEBNREEFESH
IRBRER. MEESHAES  F2H REERTE1ME,

¥ Scan on push (#ERFEH) , #RETUERFEEREEERNFHNFHERE  BREE
BRELMFEHEBNEERHAR. EAAREEEREERHRERCRMARRERHERIE
RipH  ERERHERGRECEFHBLRTE. WFESHEENR , F2H REFHE,

#7 KMS encryption (KMS 11%) , SERER B EMEA AWS Key Management Service B &
BB N, RISTES | B KMS MZ5ES | Amazon ECR & AWS SE48 (KMS &
#) BRI aws/ecr. BEREUMA KMS MENRBEFER , SEEZNIRFFEILEHR, WEE
ZHMEN  FBH BENE,

B KMS fnZ s | §558E1 Customer encryption settings (advanced) (B F INHRERE (E)) Rig
EEBCH KMS €88, KMS €S ENREREEHEENESE, ##Z Create an AWS KMS key
(B3 KMS £48) BEE AWS KMS = AREVEZHCHNEE,

212 Create repository (I fHEFE).
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Amazon ECR EREER

12. (BF) BEURE W RE1ZEINIRIE View push commands (BIEHIE D) , RBIAZSBLUSRE
HRXETLENFREE. NEEREGHEIECHNREEENFMENR  F20 XM E,

WAL REFEFAEA

BINEECR , BT L AWS Management Console 1R EFEMNFFME

ﬂllll

« EEETFRE 2 BLR G

- FRFRERTFETSERGHFMAET S BSERGH AN SHA BE
- BEENREEARRHEER

- MEFERTERREMERBYFA R REUVREUR A

- EEFEENINZERE

® Note

% LA Docker 1.9 WxZ<Bi%A , Docker F Fim1E A AR R H#EIX Z V2 Docker B8k 1ERI , & £ BHER
/8. dockerimages T TV H SR T ARBEHBREGE KR/, Eik , 55581F , Docker AlgE 2 &
[ tk AWS Management Console A B8/~ #9 IR 1R 58 K EYER 5,

RBFEZEEZ (AWS Management Console)

1. 7E https://console.aws.amazon.com/ecr/repositories BIRL Amazon ECR &,
REHY | EELSERENREER,

HEEEEHKSF |, BIE Repositories (FEEE).

£ Repositories (fA17E) EME L , i#12 Private (FAF) 2 H , AR BEERBNFHITE,

ERFENMEFAEmML , T ATERBER Images (BE) BB, FHEERERFEFBEES
BN EMER,

B Summary (B E) R FEFMAEANRFZENRIGTHER.

EHE Images (RB) MERARREFEFREGREBRNET. eEREEANREGNFMET , HE
HREGER, NFEESFHAET , F2E RERGFEET.

o ~ w0

MRAEBMERARARECRER |, B LURIFRFELT 1 75 A ERIZF Delete(ER),
FEZHBER , F2H BERRE,
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

B1E Permissions (Ff7l) URERAIREFENRTERRX. NFTESHMET , F2H L
BfEFERX.

1% Lifecycle Policy (£ BHABR) URREA B TFENEGBHRBR, BHUELRER
EmBREHREY., IEESHEMER , F2E EwiEHBE,

B1F Tags (BR) URRERIREFENHREER,

mEAEREE
BOLREBRENRTE  UBFHRGESEN TEMFMBRHEE.
imEE 17 E (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories BB Amazon ECR £# &,

2. ®REEy L EECSEREZREEENEE,

3. EEEHKD , 1#IZF Repositories (RFE).

4. 1£ Repositories (E1ZE) BEE L , 22 Private (FA8) 2 H , AR IZEEHEN HEFEIIRIE Edit
(WREE).

5. ¥R Tag mutability ((REF &) , BEEFTFENERTEMRE. [KETTEEBNRTESMN
IFRGHER. IRESHFHENR , F2H REERTEML,

6. ¥R Image scan settings (MEREERTE) , AL UEREERRECEELAREHNIBHERE ,
BEREEXRENEEHREBRIECREERE, EAEERERNIECREREZ LA g
FHEIELRH A SEEcRHERERECEFEBPLERTE. WEESFHHER , F20 RE
FH.

7. ¥R Encryption settings (INZRE) , ER—EEEREANRN A RARTERILIZ K MELEFE
BT ENMERE.

8. EiF Save (7)) ENREFERE.

M ERFAS R 7 E

NMRBFEECEATE , DUSEMER. E&ME AWS Management Console REIEEE , ERES
RENAMERGLERMER ; LBEREER.

= EMIBRFETZE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,
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Amazon ECR EREER
2. REBI L  BECEERRNBEEERES,
3. EEEHKD , 1#IZF Repositories (RFE).

4. 1£ Repositories (f#17E) EE L , iB12 Private (FAF) 2 H , AB B ZEMERN FHIZEILIRIE
Delete (MHIBR).

5. £ Delete repository_name (MBX repository_name) IRE+ |, TEDEM BRI FEECBHEE
HBIiZZ Delete (MIBR).

/A Important
£ BB EZF R T EAV TR G B A R M BR

IREFEBER

Amazon ECR fE EREFF A R FIREENFH. UERAERNERITREEEWL EHENA
BRUENREEE , UARBFATATHEF, BRIBER , RAEEMFHEFEN AWS IkRFE A FEERF
B, SAUERABRXMF , RFTEERETFENHEMET T,

£

- REFEIBCRE IAM BURH LR

- RELEREFEBRRAER

- MIBRFAE ft f7 EE BUR BRIR X

- WEREEEESES

A7 EBUREE IAM BURH) L8

Amazon ECR EFEBERE IAM BURH F5£ | HEEMEPI AR FIEEE Amazon ECR EFEEN
FH, IAM BEREBEE AN EREE Amazon ECR RIFHIZFE |, (Bt Al AR R 45 EE RN FEL

HEREREEAENACTUHRFEFENTHLEER , Amazon ECR RFEBERM IAM BUR#E
RE, MREAERACEBRFERRBELENTEBEE  EREB IAM BERHEIEE A (R2F
R) , AIZBESKIER, EBREFERRS IAM BEREA— BRI AFEAESACHNEETT , B
TEEMEHR R
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/A Important

Amazon ECR EREH EFHEIEB IAM BIRMMW ecr:GetAuthorizationToken API B9
FFE , RRTREH B HREETE 2 RE , LRIEM Amazon ECR #7177 E# xR EVE AR
&, Amazon ECR RtEESZE IAM BIEEREZEHEEBRNFERAEER ; WEFHMEENR , 3B
288 Amazon Elastic Container Registry & % B BUR K &4,

A MEREEBRERENEM—E , REFHERFENEEN , WTIEFR R,
Lt %35/ 58 R — {8 Amazon ECR RFEHBE , A EEAZHEREENREEEPHBRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"
]
}
]
}

HEHIER—@E IAM BX , EBERAERSEEBRNEEREERTFE CARETFENTE ARN 15§
E) , ER LAREENBEE, FEHB Amazon Resource Name (ARN) XK FFMEN , FSE &

3
Do

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDescribeRepoImage",
"Effect": "Allow",
"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories

]I
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"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]

REMBREEERRER

WA LMK T 558 | iERBUERRIRRX #HEE AWS Management Console FHIRERE., BUUASE
ERFENEZEBRRERN. MFERESEHFBE  F2E AERTFEBEEH,

/A Important

Amazon ECR EXRFEH EFHEEB IAM BIEMI ecr:GetAuthorizationToken API B9
FFH , RAERTREH B HEETE P RF , LRIEM Amazon ECR #7177 E# xR BT (AR
. Amazon ECR RtEEZE IAM BEERZHZERBENFERAEER ; WFEFHEENR , &
28 Amazon Elastic Container Registry & % B B R 19 & 41,

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ A&,

2. #EEIL EEHPISEREBXRRAXNNRBEFEEZEH,
3. EBEBEKP , #F Repositories (EFE).
4. 7E Repositories (REFE)EH L , BEEEREHRRFERINRTERRERBTEASR,
5. REFEFEEMGEERRNWEEEKF | B2 Permissions (¥ 7). Edit (fRE8),
(@ Note
WMREEBEERPETE Permissions (FFH]) B1H , FRALNUNREFERGEEMRSR
H,
6. £ Edit permissions (#®¥E5TA) EE L , i##F Add statement (FTBBRIAR),
7. ¥R Statement name (FRIAXBR) , WARRXWERE,
8. YR Effect (MR) , EESELEANIARELBHNBRRR,
9. ¥R Principal ((REA) , FEREEABKXRRAXNERAESEE, WEFEEA , F2H (AM

EAEERE) P AWSIAM JSON IR TTE © &R

RERMFEEIRBRIARR API iR 2015-09-21 31


https://console.aws.amazon.com/ecr/repositories
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR

ERAEER

10.

11.
12.

« EALUEBIZERL Everyone (*) (BEA (%) KBS RERAXEARAMERIBES 2RI AWS

ERE,

« ¥1 Service principal (FRIEZEFEAN) , EERBETLAZE (HIW ecs.amazonaws . com) AE

R BROR B 45 E /Y BR %S o

« ¥ AWS Account IDs (AWS &k ID) , 57 AWS IRFSRES (B0 111122223333) AEAK
RREEBE AWS IRETHFIEERE, B LERERS REERIEESERE.

/A Important

BERTFHATHIRFLEARMALEERYRFERRNES , BRAISHEHER.

- ¥ 1AM Entities (IAM E8) , iZ2H AWS lIRE TEEARARANABHERHE,

(® Note

St MN#EHE AWS Management Console B BI R X B RFEBX , BRI LA set-

repository-policy AWS CLI ss 5 RER R,

B Actions (B11F) , FEFBURBUARX EILER] API BREFBEHEMA Amazon ECR API 1

ﬁo
EERTHE , FHiRE Save (R17F) RRXEBXK.
REFEBEREERRNESE 2TNIER,

il BRFL B i 7 B BUR B =X

BETRREENREFERRRENBEEEAINRTE , B2 MER.

it B fot 77 2 B SR R =X

1.

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR & &

2. HREEILE  EEHDISEMRBEREXNRBEEZEH.

3. EEEHKD , 1BIZF Repositories (RFE).

4. 7£ Repositories (R7FE) EHE L , BEZEMBRBERRXNREFE.

5. HEEEKT , iBIZE Permissions (FF 7). Edit ({RE8).

6. 7t Edit permissions (#®¥EETA) EE L , i##F Delete (MER).

I BR R 17 EE BUR BRIR =X API iR 2015-09-21 32


https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
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Amazon ECR EREER

IR FEFEBRRES

/A Important

hEHE ENRFEBRREG EEZEMAZE Amazon ECR A BRFE. MREEE IAM E8ER
£ , BRIEAR T # Amazon ECR REFEEEAERMETEHR , BRICPHSEEERERF,
NERRRERMFEIRNFEES  F2R XELTREFEBERRAE,

Amazon ECR BEEBERE IAM BERW F5£ , HEEMEM AR IEHIEEE Amazon ECR #FE/N
EFH. IAM BEREBEE AN ERZME Amazon ECR RIEHEFT , Bt ARARFIE B EERNEE, m
TEZHMENR , BB M EBCRE IAM BRI,

LA i 17 2 UK 6 5 J R S8 ] DU SR 42 ) Amazon ECR #A B R EFINAYRT AT BUR R

/A Important

Amazon ECR EREH EFHEIEB IAM BISRMMW ecr:GetAuthorizationToken API B9
A, ARTEHESREETE 2 BE | LHRET Amazon ECR ﬁﬁlﬁ?ﬁi_j?,?mﬂiﬁﬂﬂﬂ
. Amazon ECR RtEEZE IAM IR REZEHEEEBRNFEAEFTER ; WFEFHEEHA ,
288 Amazon Elastic Container Registry & % B BUR K &4,

ﬂl'ﬂ

gh - RFF—HZE ERE
UTREEBRAN —ENZE £RE D FHFEFEEENERHFERIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

},
"Action": [

"ecr:BatchGetImage",
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ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:GetDownloadUrlForLayer",
"ecr:InitiatelayerUpload",

ecr:PutImage",
"ecr:UploadLayerPart"

gHl . RFFHMEIRS
THRFERRAFERSHEARSR,

i

/A Important
ERFHAUTNRFLEARASEEEYREFERRENES , SRSREER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

1,

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
]
}

THREEBER AHFIRD FERERINBE (pull-user-1 8 pull-user-2) , ERRHEHEMERE
(admin-user) SEEFERER,
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® Note

S E N B AWS Management Console B BI A X B R FEBER , BRI LA set-
repository-policy AWS CLI an 5 RE R BUR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

]

},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
I
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
I
"Action": [
"ecr:*"
]
}
]
}

ol EEEED
T o T ERRIER A £/ & 58 i HRREIEED

"Version": "2012-10-17",
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Amazon ECR EREER

"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}

5l - BRFE4SE IP tbut Y 7FER
EEARBSEM U HENREETER , T E6EBEMEREBTEMA Amazon ECR BEMNEFFT,
MR PR G E B AR 2 R R EABESE 4 X (IPv4) IP thit#) 54.240.143 . * EE,

Condition & $E# A NotIpAddress &4 aws:Sourcelp FHZRGI&# , HA AWS BRKRHEF
Ko, MEEEELHFEUGRSIBNFHMENR , B8 AWS £iHFEHRBESI#, aws:sourcelp
IPv4 EEEFAR%E CIDR Rt MEFMEF , 728 (AM EHEER) 98 P it FRIHER
Fo

{
"Version": "2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}
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Amazon ECR EREER

#H - AAFF AWS BRI

LA @R EBUR fo5F AWS CodeBuild FEVE SR FTER Amazon ECR API BifE, AL TEHI
B, IBFEZEM aws:SourceArn # aws:SourceAccount {§HE S| B RFAE AT LURAEBELIFTH
BR, MEFMEN , 5528 (AWS CodeBuild fEAEIERE) F# CodeBuild B Amazon ECR #i
Bl

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

},

"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
.
"StringEquals":{
"aws:SourceAccount":"123456789012"

}

B EREE

RWHBIEE Amazon ECR 7 E , B NEEREKECHHEER , L AWS EREBRIVE AR
REERETEE. ZEERB AWS ERER I REUE T I ERR,

BBREAER
BBECETG AWS RN EE, SEEREL2HAERNRIRNE,
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Amazon ECR EREEmR
EBUZELZUTRNARNSEEN AWS ER , fIUKIEEN., BEEIIRE, ECEHZHREREN
ERE , ENEREA , RALTUKEBENERNER , REZBIIFENER. Hlm, B LAIKRE
) Amazon ECR FEEZ —HEE K HHEERSBRTENHEESE.,

EMEBER —ENSEERNERRLE, A -BNERSRETRLEERNEEENER,
LU URIBEHENERESNERER,

BRYE Amazon ECR RRFEAEMEEEER  UEBEHEFAFLFH, A BEBTSEBHEIR
RIENER, ZAUUREERSRNE  LHUUBKREERBRER. STUREENERAZEF
B, BEEESERNERS Nul, EERERAREREFHRRNERFTEIRER , AINESER
EE. IREREBRER , tSRHBREAXERNER.

A LAE A AWS Management Console, AWS CLI 1 Amazon ECR AP| 2R F1Z %,

£ 8EH AWS Identity and Access Management (IAM) , &0 LU &I IR AWS bR 5 A 9 B LE {6 F &
BEEEY., mENMBRERNTA,

BRI E R
S A USRI R SR A Amazon ECR 77 B,

WMRIEMEA Amazon ECR £#24 , BAUEFREFREVKEEREMAIHER , IERESESERK L
£ Tags (BRR) BEXKEBREAIRENER.

R EEH Amazon ECR API, AWS CLI 2t AWS SDK , & aJ LA CreateRepository API B)1E
L8 tags 2ELUSEBEERTFHER , SFEM TagResource APl BIMELUSEZEBRER IR ENER,
MBEFHMEN , 52 B TagResource,

o ERBRELZERVREERER  RMASERRTERYERF. ETHRARFENRELILER
B2V, BT8R Y , At ERAKSITEEIEEEBNRTE, FHEEURARTFERIR
B, EULUEREREFEELRHTEIIRLESHNLE,

BERRE
SATF B2 R 4630 P A A

- BEARTFENERELR-50

- IRE—ERTE K SEESERCIBXEARK—N , ESEEEKRSIRREE —HEE.
- RE|@EE LR - 128 @l UTF-8 Unicode F T

- ENRE LR -256 18 UTF-8 Unicode F 7T
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Amazon ECR (EE

- MRENECHEBERREZERBENERER  FLSEMRBETEETFTEARS. BE R
MFuadE A UTF-8 RANRXFR, HFNZER , BERUTFRT +-=._:1/@-

- BERERBETESI KPR,

- BRRSIRNE , FAEM aws: 7B , ECREHR AWS £/, EFTREIMRELFENER
EWIE, EFENER  TEEXERRINERITER.

BRRENERUEE

EHFBE Amazon ECR REFENEBEXAREAEREPHAR , BBRAREKRADE. MEEZH
& |, 5528 Amazon ECR AE#H %,

EREEFAHERNAL BT RBESHERRERENERRBELAREEF. Hlam , ETN
ERAREERAEAZBRECHEER K ARBRERESEANEEXEABRBRERBNERE, W
FEREARBRERA I BERENFRER , 52K (AWSBIling £AEER) FHEA AL DE

WS

® Note
ERTRBAHS , BRI ABNERSE 24 PMEZBREHBRR.

EREEEFEAER
£/ Amazon ECR £ & , B EBEEHREFNIREREEENEER,

E &1 Amazon ECR X B AFRIEBENREE , AU LURBEEE KT Tags (EH) RE1EE
%,

2B I8 EfE1EE (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,
REBI P ENECANES

FEBEHIKF , B2 Repositories (fETEE).
EREFEERRL , ENEFRLZREFESENZE R,
R’REBEEETENREFERR.
EREFEEREE L  BEEER. FEER.

ERERFEEREEEL  EESERENRSIRNE , RRBERT

N o o bk~ w0 D=
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Amazon ECR EREER

HEE BB B E R MIBR (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBFINFENECLHANERR,

EREFEEEL , ENEBRER 2R FES VKIS R,
REBEZEPENRTEER.

EREFESBREE L , EIRE.

ERERFEERENL , StHEERBRNSEEER , BERBRETR K AREERT.

2 e

iEIB AWS CLI =% API ERER

FRATHEEHE, FH. JIHAMBREERNER, BENSIHIREEH],
Amazon ECR BERWERL &

£ AWS CLI API B)fE
FESLBEE S ZEER. tag-resource TagResource
fIBR — = Z R, untag-resource UntagResource

THIEHIREMAER AWS CLI EEFEE,
g6 1 RERANFREE
LT TeRiRENHERE.

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

g6l 2 . NZERBRECREENRETE
LTt afiRanmrE.

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3
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Amazon ECR EREER

g5 3 HUEBRRRBNRER

UTam it BAENRTEMRER.

aws ecr untag-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key

g6 4 LR EENRR
UTassHERERTEABRBNER,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecx:region:account_id:xepository/repository_name

g5 BUREEREAESR
LUTHTEBIEBA test-repo WEEEE , XHIEERSIEAE team FIES devs HNESR,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs
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FATE BR A

Amazon Elastic Container Registry (Amazon ECR) #% Docker BR 1%, BIMZEES5TE (OCI) BR{&H OCI
HERRERELREREES., B LUMER Docker CLI T I& R K A F i 3 6 8 B9 5 17 B HE % AR EY
A&

e

. HEIERG

- BEREG

- BERGFHHER

« RERG

- EARFUREUR A

o MERAR &

- EFELBRE

- WEREGEE

- EaniEHBE

- REERATEM

- REFH

- AEMRGEABERRK

« # Amazon ECR & Amazon ECS £ &
« # Amazon ECR M5 EE Amazon EKS i £
+ Amazon Linux B 258 &

HEIEBR R

ST LA Docker Mg, BEABEREMABKABRRE (OC!) RENMMENRBEEIELNLERE
B, UTEEREFERAEERS.

Amazon ECR BRMH T —EH % , ERELAREEREFEEERERE , BENREERIIHMRF
7E , BEECEREETNEANTEIKRSE, NEFMER  F28 LEBEERE.

ES |
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Amazon ECR (R
o HEXBGFTER IAM FF A

o #E3X Docker BR{&

- EESRBUREG

- #3% Helm Chart

HOEBRRFTERY IAM FFH]

Amazon ECR EXRERAEEE THFFAI T e A G, BERERTFTHREERNFEELR , BUUFEL
FUSEERNERENREE IR THERTENGT T, CAEXEAEERERREFTH , OEMEE
XSV {E Amazon ECR B 8RIEH T H 78 ¥. Amazon ECR RHEEZE IAM BURRZEHF
BERNERAEEZR ; MEFMENR , 5528 Amazon Elastic Container Registry & 9 B #Y #4 ,

LT IAM BURER FHOEREAEFENT , MEFSKEEREI B EMRTE.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

1,

"Resource": "*"

}
]
}

BT IAM BERR FRREGNBEHZIBEFREFERMENTT. MEELEEERSTEN Amazon

Resource Name (ARN).

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"
1,
{

"Effect": "Allow",

"Action": "ecr:GetAuthorizationToken",

"Resource": "*"
}

#£3% Docker R {5

& LAME A docker push &8 S AS A eS MR &#EIX E) Amazon ECR f#1EE. Amazon ECR X M
?E%FHH%%QEEER@E’J Docker EFEE S|k, BEFAFEIRPSBNBEARGLACHEZTLNRE
B, MEFMEN  BSEHEZLEBSG,

# Docker B H#EIXE Amazon ECR REE

EEHEMBG ZE , Amazon ECR RBEEXLEFE. MEFMER , 528 the section called “2 37 &
FE,

1.

B3] EHEE R KA Amazon ECR & &8 BE /Y Docker A Fixk, PTA E’J’1§1’*ﬁ$§‘%ﬁ%2ﬁﬂlﬁ
BEoREFN  FHARHEA 12 @) K. IFEFHET A F2E LEEHESIRE

& Z [ Amazon ECR E #1885 Docker , F#11T aws ecr get-login-password i 5. # & 2 B
FRMESEAS docker login i85 , £/ AWS WEEAFEAE BB IEELEEREMN Amazon ECR
BHE URl, MRERRZERFKETRE X AHHSASKERLGS,

/A Important

ERIRFIEE  FLREIABRERIFRAEAN AWS CLI, MEFMER |, 528 (AWS
Command Line Interface fEFA &) FHIZEE AWS Command Line Interfaces
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Amazon ECR EREER

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

\

%

2. MRATEHZREBNVEFEANRBEHNREHETE  FERTEL. NFEFAEF , F2H BINL
BREE,

3. KUHEMEMAEMG, #1T dockerimages i , JIH R LN A R/MRE,

dockex images

A repository:tag EEMRE ID REEMN S8 H P K HBE,

4. TEMGLEETLEMFAM Amazon ECR 288, REEMNTEANMRGEESBES, EHERKK
5B aws_account_id.dkr.ecr.us-west-2.amazonaws.com. FEIFER BELEAMRGE
NREFESBMERT. NREBREGEER K IHEBHRRESA latest,

AT E6I#& ID e9ae3c220b23 B ARG IERE A aws_account_id.dkr.ecr.us-
west-2.amazonaws.com/my-repository:tago.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:tag

5. {# docker push fR S HEIX R -

docker push aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-repository:tag

6. (EF) EEHIT Step4 M Step 5, EATAHMGERZMREG , AEEBHIXZE Amazon ECR,

HEE Z SRR

Amazon ECR X2 M AN S EBMEKH Docker BABZTEINR, BHAEENREERIBEE—
REZERGEBMEBLNREGEE, EAZEIBERT , EAFERBBREMERINEEBEANRTEIERE
RIS EBNRGIIRY, EABFETRMSEIRE, MEFHMENR , 5528 Docker EFUEE,

/A Important
&89 Docker CLI AR MER MRS seE A LLTheE, WMEFHMER , FSRER L IEE.
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EABEYRITUGEM Amazon ECR B&—4 , £ Amazon ECS £ E&Z = Amazon EKS Pod #&

&

REEHZE,

USRI ARE Docker EFAFESIK , WHEHHEIXE Amazon ECR R7FE. BAECRKAGRE
HOABIGEZEED |, FHETE Docker EBEH S E, MENMHIXMGRNER , 5520 #iX Docker B

%o

#2388 Docker MG H#EIA E] Amazon ECR EFE

ARG Z BT , Amazon ECR R BAARE, MBEFHMET , BB the section called "7
B,

1.

B3] EHEE R A Amazon ECR & & iEBE LMY Docker A Fin, PTAMNSESE&HE S L ARG
BEoREFN  FHARHEA 12 @) K. UFFAET  F2E LEEHESIRE

# E @ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password i %, #5527 BE
FRHEIELS docker login ip SR , EF AWS WEEASERAEBBILIEEELERFEN Amazon ECR
BHE URI, IRRMOZERHKETRE  SXAHHEEREEELT S,

/A Important

ERINBIEERR  BRERABREEHRAN AWS CLI, MEFHMENR , F28 (AWS
Command Line Interface fEFA&#ER) FHIZEE AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

2. FIHREEFEEFHREG  FEIRGER.
aws ecr describe-images --repository-name my-repository

3. 3 Docker EFUEESIXR, manifest create P ERFSENMBRESCELNMEES |

WERAEEIEFEE

dockexr manifest create aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:image_two
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4. (ER)WZE Docker EFREIIR, ENRERITDENRFEIRFSRNESEARGERAZTEN KN
MFHE,

dockexr manifest inspect aws_account_id.dkx.ecx.us-west-2.amazonaws.com/my-
repository

5. # Docker BB E IR HIXEEZM Amazon ECR #1FE.

docker manifest push aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-repository

#3% Helm Chart

Amazon ECR X EH#FHMASRETE (OC) HRHEEELNRTE. EEETILIIEE , BEATIIER
# Helm Chart #i% %] Amazon ECR,

WEAE Amazon ECR FEE R Helm Chart €2 Amazon EKS #£EEARGEMAER |, 5528 FH Amazon
EKS Z % 1E Amazon ECR L& ® Helm Chart,

# Helm Chart #3i%X %) Amazon ECR #&EE

1. ZZ Helm AP RIMA, EELLTBREMEA Helm AR 3.8.2 #ITIRE. WMEFMENR ,
2% % Helm,

2. FERATHLSERRENAR Helm Charte NEFMMEF , 5528 Helm Docs - BBER,

s

a. BY—{E®&A helm-test-chart B Helm Chart Y55k templates B #MAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. fEtemplatesX 3k ConfigMap R &IZE—1HE,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxrld"
EOF
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3. HEEXKR. BHKIEEERIE Helm Chart REANHEBERNERER,

cd ../..
helm package helm-test-chart

Lo

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. BIMBFELFN Helm Chart, EENBBERMKEDSER 2 HEL Helm Chart BEANERE
. MEFMEN  F2E ELLERTFE,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. #84EH Helm A F R F NIEFTE RS Helm Chart #IX FIA Amazon ECR 281, FTANESE®
BESVENSEIREBFN , FRHENPEA 12 @/, NEFHMEN , F2H LEEHES
JJ %ﬁnx.o

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.us-west-2.amazonaws.com

6. f#£H helm push @s S #i% Helm Chart, % FEZZ2$E Amazon ECR f#77E URI 1 SHA =,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.us-
west-2.amazonaws.com/

7. ¥ERIEM Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

fFEHAF | %R artifactMediaType 2B HEEN R MBET,

{
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"imageDetails": [

{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"90.1.0"
1,
"imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

'h+

8. (EH) MEHMLPE , FLXH Helm ConfigMap M A Amazon EKS., MEFMENR ,
B £ A Amazon EKS Z#7£ Amazon ECR EEEE# Helm Chart,

e
s

BERE

Amazon ECR E2 AWS Signer 5 , AR RHEBA[MEBNE N, B UK B RFRGENEZERERF
BFENEREEF,

ZEE1H
£/ Amazon ECR RRGIEHBHEZEIUTEIE,

- BEEREETHEES T ASEARTEMRGEE LRORBEERE, MEFMER , 528 Amazon
ECR RS EL¥H,

- {£/H Amazon ECR 4 iBEIBRE , E#E B R AEI R MR OCI BGZR 5| EEEAS B
Amazon ECR 7£ 24 /N AMIBRZRGRSIFTS RNFTIEEE,

BEARMF
BISAZ BT , SRR T SRR

o RENRERHM AWS CLI, INEFMENR , 5528 (AWS Command Line Interface EF &1
) i TLZEREHZIMR AWS CLL o
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- REFHE CLI MAFHRHMY AWS Signer ##F. MFEFHMENR , 5528 (AWS Signer BHEABIER) &
W TEEBREREBHERESE -

+ £ Amazon ECR W BRTFES , fEFTEERENTHRNEG. NFFHAEF , F2H HERE,

i

\

#%7E Notary A PRy & 7 5a =%

B ERBRERAF , TR Notation CLI B % F , LIF#EM Amazon ECR #1752 5. MR
IR1E R 8 Notation FiF iR —& M =% T Docker , Al Notation #E#EF A E AR Docker A F
VAR B 9 8 5 E. Docker login # logout @i H#§ /2 5F Notation sign M verify ss = EMAE
LHENERR , mMBETLERY Notation EITH 2 ERE. BEERE Notation A Fin AT & 72 B FE
WEFHERR , 52 E Notary BRXMH4HW (EARE OCl WEFEETE 2 BRFE)

WMREREE A Docker HEMEEH Docker BEWITE | RIEZZEMEH Amazon ECR Docker B
BIFEMBENBRRENRE, NEEBMMALEMIZE Amazon ECR BEBFNEMEN , F28
{Amazon ECR Docker B&BIF) ,

BERE

THSBARARENFEREMGILASHEMRFE Amazon ECR AEREFETRHAMEER., Notation
FRARESESME,

BRI

1. £ AWS Signer 2B F 82 INotation-0CI-SHA384-ECDSAZEBRERE, B LUREMFEA
--signature-validity-period S8REEHEEZG XM, LERTUEADAYS, MONTHS =
YEARS RigE. MRKREEEMBELRE , AISEATERE 135 @A,

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

® Note
BENEREBEIRRHF TR ().

2. E#%% Notation BEF IR R EHNTERREHE. THEFIER AWS CLI [ Amazon ECR FAFE & 8k %
#FER CLI,
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aws ecr get-login-password --region region | notation login --username AWS --
passwoxrd-stdin 111122223333.dkx.ecx.region.amazonaws.com

3. A Notation CLI REZFMREGRE , AERAREFESEN SHA HERIEERGE., W TETH
B, W EERD EERBFNXREFTEZHEE Amazon ECR B R FE.

ETHEFS  BMSFEA SHARBE
sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE K25 & curl f#
FEARHREGE,

notation
sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

EAHE R RZRAVREE

EIEMER AWS Signer MR B BRRREBE 2R |, LHENWERNRERE T ZEBRITHES R
= RGH R TR

AT T B ER R Notation BREMEREE N,
= EREMEG

1. BEFTEGEENRE. MRELA AWS Signer ABEXNFRNZEER , IERBDRECER
HE , WARBEME,

2. BREBLUTHANEERR A AFEELAARNBEREGHEEREENEHE,

"version":"1.0",
"trustPolicies":[
{
"name":"aws-signer-tp",
"registryScopes":[
nxn
1,
"signatureVerification":{
"level":"strict"
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}I

"trustStores":[
"signingAuthority:aws-signer-ts"

1,
"trustedIdentities":[
"arn:aws:signer:region:111122223333:/signing-
profiles/ecr_signing_profile",
"arn:aws:signer:region:111122223333:/signing-
profiles/ecr_signing_profile2"

]

3. HBBERE A Notation,

$ notation policy import mypolicy.json

B

Existing trust policy configuration found, do you
want to overwrite it? [y/N] y

Trust policy configuration imported successfully.

4. BMRBHL  UEARTESBEN SHA BEREEESR.

$ notation verify 111122223333.dkr.ecr.region.amazonaws.com/curl@SHA256_digest

B

Successfully verified signature for 111122223333.dkr.ecr.us-
west-2.amazonaws.com/curl@SHA256_digest

iprEE

E & (FF Notation CLI B KT , RA MBS Amazon ECR EERZEI OCl MER
5lo Amazon ECR AP| R EMBR OC| BEREI SRR ARG ; LT REEELK RN HE
3,
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- (B=) B LAEA ORAS CLI RMIBREL M , ORAS A4 IR E #T ok M BRI 3R B,
o IBAILAEA Amazon ECR APl £ & 5efilBR OCI GRS , AR BMERSENR G (FINHEE),

£/ ORAS A FmMBRrEEMH MBS ER/AE A mEF , ORAS 8EHE OCI &2 5|, ORAS g% 5l
REBRBERMIVBER , AERBRRBEEER, BWUUEMA oras manifest delete % , 2REEN
miyREl, MEFBLEMNKRTE ORAS AF RN FMER , 552 H ORAS RHAXHFH L E,

T 5lgfla S T AR MBREE.

oras manifest
delete 111122223333.dkr.ecr.region.amazonaws.com/
repository_name@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE

ARG EF A E R
M fEFEHXBG % | B LLE AWS Management Console PR EE ., SEWFHFMEALDT

« BRE& URI

- REBER

- mREREE

- REEFFERE

« RiEIRRE

- BUEK/DN (B MB BE{N)
- BRGHEERFENKBD
- ERMNRE

R R REF A E F (AWS Management Console)

1. 7£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £ A&,
REBEN L BELERENRFENEE,

HEEEBEKT |, #IZ Repositories (ETEE).

£ Repositories (RZE) EH L , BERTFEUSE,

£ Repositories : repository_name (12 : repository_name) EE L , BEERHENFAE
AR BRR

o ~ Db
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Amazon ECR ERERER
$E B AR 15

MRIBEHITHE Amazon ECR F A F#Y Docker BR & , AT LAER docker pull 855 R AS H IR ERE A4
RIE, BURRTERESNEEM AWS IREEBBN EHPHTLEMAE, FERE Amazon ECS 5
EZEFEH Amazon ECR B |, 5528 #% Amazon ECR M {58 Amazon ECS #Fi{E F,

/A Important

Amazon ECR EXRFEH EFHEEB IAM BIEMI ecr:GetAuthorizationToken API B9
FFH , RAERTREH B HEETE P RF , LRIEM Amazon ECR #7177 E# xR BT (AR
. Amazon ECR RtEEZE IAM BEERZHZERBENFERAEER ; WFEFHEENR , &
28 Amazon Elastic Container Registry & % B Bk 89 & 41,

# Amazon ECR 77 EE$2EX Docker MR

1. MEITEIRIMREH Amazon ECR BB BRI Docker AF i, FTANSEZ&EE S XERNE
BoRJ|FH , FTHERHEA 12 @)K, WEFHER , F2E LEEHRESIBE.

2. (EA) RHERIAEE,
- TJA aws ecr describe-repositories @5 5l H B 4& 1 A FE 1R EE

aws ecr describe-repositories

EIRA B EZEEHIE — BB A amazonlinux NREFE,
A] A aws ecr describe-images T B R FHEFER L BRE

aws ecr describe-images --repository-name amazonlinux

PR EEESEGEREA latest M 2016.09 , BGHEL
sha256:f1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807
AYBR 15,

3. fEH docker pull In GIREXR G, MEEBIERXIER registry/repository[:tag] F A MKER
B , A registry/repository[@digest] = Ak EIREL,

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest
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/A Important

MR IR repository-url not found: does not exist or no pull access
$558 , BIZE M@ Amazon ECR BRE &R Docker AP, MBFMEN , F2H IG5 H
BEOBE.

{5 A SR B IR B

FEIBREVREUR I |, BA LU LB S EN N A E Amazon ECR 3AE & 8RB %. Amazon ECR BHi
TEATY LR GERETIRIVREUE A,

- TESREEMRES , Microsoft Azure BESEEM KA GitHub BREaIMER ( FES0EF )
« Amazon ECR Public, Kubernetes AR EEHEMN Quay (TFEH 5 RF)

HREEHRIT/M LRG| BLBRREMETE AWS Secrets Manager Z#EH ., Amazon ECR X2
BAELRZABERBE 7 BRFBH LIFEHEEE Secrets Manager W%, MEFEFEH Secrets
Manager £ & E 1 Secrets Manager MEWFMEFN , F2H SN LEFRERBERE AWS
Secrets Manager Z#&H .

ALFEEHEERVRIREURAIZ#E , REMEH Amazon ECR S B & &M URI , R LS &ERE
BRERED A, #3F Amazon ECR 8RN RAFE , WHENILA T HPIRIEREK, Eﬁﬁ? ERBAR
IR G R BIRIFERF , Amazon ECR 8RE LR & , EERT A EAXBERLCHREERN AR
K, WEREDST 24 MEFEMLEEHPHRE—IX,

Amazon ECR EF IR FERZVHANTE (BEREERT) , BETTLUIRHIER REUREUR R

# Amazon ECR RREBUNFREFEEENHAR. SEELANLE—ARFESNEZEFTE , A
R TEREEHARNTE., SATMUIEEMARFERENER  2FEREAFIBER,. RRT2
. M EREER, ﬁﬁﬁ@i%ﬁzﬂﬂﬂ’]aﬁ;’i/\Eﬁﬁiﬁﬁﬁﬁvﬂ?ﬁﬁﬁi HEREMEMSE
BUNBRREFEIRFERGEMARE, NFFEER A F2R EERFERVEL,

£ FHIREVIRENRY & &

5/ Amazon ECR 12EUREUR A  EZEBLUTEE,

« FHEFHFZBRIUREUR IR,
« HFE (dt3E) (cn-north-1)
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Amazon ECR RS
- HE (2E) (cn-northwest-1)
« AWS GovCloud (XEI®R %) (us-gov-east-1)
« AWS GovCloud (EEI# %) (us-gov-west-1)

« AWS Lambda X &£ AR EVREUE BIf& Amazon ECR 1RERA 2R 5.

- FERARBUREBURENRGREF |, 55— X IRENBR&EF T X Amazon ECR FIPS fR#imE. T8 , £H
Amazon ECR FIPS AR % B Al SR IR R BRI R EL

- 3&E1B Amazon ECR FAE & # URI {REURENBR R BF |, BEGIRERE B AWS IP it BB, 15 A fR AR (%
RETEF A LB SEEENEMRBUERE R,

- EREBRGIEB Amazon ECR FABE & #%48 URI 2EXEF , Amazon ECR 4 24 NFME—IX LIk
REE  UMERIFINNMEREEBRENIRE, MR L BEEFEPERHNBE , Amazon ECR 2E
DEFREMRG, SEEFT SRR EA RGN HE — IR

R Amazon ECR RE AR FE L e LB B HMmEG , X ARG , AINgRISE—E
PREVAR 1R,

- BYEE LHREEEBHMN Secrets Manager W | MEREBAEAMER ecx-
pullthroughcache/ 8. MEHLAVRAEEPEVRIVURER BN HEBERSMESEF.

- ERARNREBRAURENSRERGR K EABTENEABTETZ2RNSEREHSRERIME Amazon
ECR f7E, MRARBREIFERE , BALEAREBHEEBHNREHEIER (MTREEFE
BB RR) RIZEER B,

- Amazon ECR A RER IAM At , ZAGERM Amazon ECR B REFE. MEARS 5 BRFE
# Secrets Manager MZH , MR REHERENMGAIENGTT. BUIRIREGRAK 2852
IRER IAM A, NEFHMAES , F2H ARERREA Amazon ECR R EH AR,

. RFEER , REUREVRGRH IAM TR ESZFBH IAM BERBRFMMMEFT, & LLEH Amazon ECR
AEESEFTEE , #E—PRE AM BEENTUEHE, MEFMENR , F28 EARHENT.

- FARRERI{EREEILMN Amazon ECR 7 E , WA EEEM Amazon ECR #7FE—#.
S EMEBMRTFENE , flnEEMRGFHE,

* Amazon ECR REREEARERMBFRYHHAFER , THRRREEEAEMERE | BRIEFE
RHNREEELSER, BUUERAREFEEZLSEE , EREME Amazon ECR RREBMNREFE
MERE, MEFEER , F2R EEREERYEL,

- BRAEME — B, REATEYETERN.
 INE — EATERR AES256 MNE,

- MEERT — CER , TERREFE B,
- EBHIBEK — EEK , TERAEMBHBER.
- EREER — CER , TERENERER,
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« ERREUVREE B A7 ERBIREER T2 | 7B 1L Amazon ECR £ AR RBRERRE,
« BEEXERARIRIRBRAREIREGE  TRFEEEREAKRNRH, £ARERAT K FEEREE

BN EE R FSRERHAUBREAHRE. Hit , MRESH Amazon ECR BREABEANE
VPC %% , AWS PrivateLink BIZEERRFE—ARNESBFBBRERNESR, HP—BHEREE
BB EEER —E VPC FEMN A FRK  RAEEMERERERELE FREREHRIINE
FHE, FRARREFANZESSERTEZLEE, WFEFMEENR , 528 (Amazon Virtual
Private Cloud EA &) FHBEEEE S,

FREEEY 1AM 55T

BRT MAE B EEET S 2 BEUARMEENRENREFTRN Amazon ECR API FF A1 Z25h , EFENUT
FINFT O] = se B G A SR BV EAR Al

« ecr:CreatePullThroughCacheRule - # FEVIREUREBUR BIMWEFF AT, HAERBE 5 E IAM B

RETFUEFA,

 ecr:BatchImportUpstreamImage — R FWRINIPRELA HE A EHNIAEBEHENTT,

ALAERERS D E IAM BERNAE S RAEF 0 BERSFE R £ A ERE 7 ER A BUR KRR TILET
W, NEERAREEFTNFEES , F28 LEREFERX.

« ecr:CreateRepository - BFEMEBEHEFEIREENTTT. IREFERRERENREEE

HAEE , AIFELF,. RS E IAM BRSNS B HEFF T BERIR FULEF A,

+ ecr:TagResource : H#FFSHPEERZBFHIEE Amazon ECR BEiF, MAEFRERFEAIRIVRE

RANRE  ZMEEFRBNFTFERVELX REARERERNTEERTE) F , TR
7, BEEBGSE IAM BERERF UL,

B AR A

Amazon ECR A E B & EFF T o] AREZEMEE IAM ERFERREIRIMNFEE, MR IAM ERES
B IAM BERR T A S B 2 BT U BERR FHEY , Bl IAM BiRE %, flmn , REAECE
Becr:*7n , IEERFEBRTEEE NN,

BN ABEHENFT T BER (AWS Management Console)

1

2
3.
4

£ https://console.aws.amazon.com/ecr/ B Amazon ECR E£# A&,
REBIEEEEHPERELEEFETTREXNESR,

HEEEEKSF |, B Private registry (FAEZ #1E). Registry permissions (B #&E&F 7).
£ Registry permissions (B #1857 7) EE L , ##F Generate statement (B4R ),
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5. SHWHEERVHNESMEREIREGET TERBRZAR , #117 T 5B,

a. &H¥ Policy type (BURER) |, 242 Pull through cache policy (JREURERBUR).

b. &t¥f Statement id (AR ID) , /HRBREFRAR BEEN BB,

c. &H¥f IAM entities (IAM Ef8) , EEETEERXRHINEAE. FEIAG,

d. & ¥ Repository namespace (RFEMAZME) , BNEHEBERRE VBRBAIRIVREUR A,

e. &% Repository names (REEERE) , EEEEARAANREEELREE, flw , m
BIRMEEE Amazon ECR Public £3E Amazon Linux f1ZE |, BIffEEZBER
amazonlinux.

BIUFE RS ZTTEE (AWS CLI)
AT AWS CLI 4545 F IS 565 7 B FA A 4R HEFR AWS CLI

1. BIUEBEZREBEIRARTNES ptc-registry-policy.json WAEER, THEHHASRE
F ecr-pull-through-cache-user 3 d , LBV EFEIL R Amazon ECR Public HiZHUHR
% , A2 e 2 WIREUREUGE BIAEE B LR

{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
.

"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"

}

/A Important

EEFHIRIREHNRTENTFER , TFE ecr-CreateRepository FH. i
W, MRBEERLBENRGRINBERATEN IAM 8 (JINEESMNERAS)
Fr#AT o

2. fEMdrput-registry-policy R E B ER A,
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aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

ey B2

EiRFRAERARIIRER AR |, LTRETRNSR,

- BVREUREURAl, WFEFMES  F2HE B EIREURA,

- BURFERNESAR, REEEVSEARTEEGE , MEBURIEMESRE , EREAR Amazon
ECRRAKREEVUNHMBEENRE. MFHMESA  F2H EEREERVET,

- BREEMAIERREIRERAl, MEFMES  F2H E£REIREURER.

B REVREVR A

T2 ERE Amazon ECR FAE B 818 FIRENH MR HY LB &E |, B4 AE L —EREURE
FHAl, SHEFES/REN LEEHE , BXAKBEREFE Secrets Manager &+, &AL
Amazon ECR =% Secrets Manager =& E 1 Secrets Manager ##,

ERARIIRBRBURAIZ B, BRECHEEEN AM B, NREET  BSM RN AV 5
.

B R EVREUGR B (AWS Management Console)

THIZERERBB A £ Amazon ECR £#2 &2 Y REUREUR BIF Secrets Manager ¥, MEFEA
Secrets Manager XA B U MBNFHMAENR , F20 S48 LFFRERBFFE AWS Secrets
Manager 28 H

&% Amazon ECR A # , Kubernetes B85 & & 3 Quay

1. ¥ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,

2. REEIEEECHPETAEERHERENESE,

3. EEEBE®KD , iBIF Private registry (FABE#4#E). Pull through cache (IREURER).

4. £ Pull through cache configuration (IREVREXAERE) HME L |, i##F Add rule (7385 Al),
5

ESR1 EERFEEERL , $rHEHE  RLBFZHEFTEPERE Amazon ECR &
$# . Kubernetes 5 Quay , EZZET -5,
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https://console.aws.amazon.com/ecr/

Amazon ECR EREER

6. EHFR2: BEAMNHBEEL , #¥ Amazon ECR RFEFE , BERIERFELE FHFERI
MRERKECEANRTESRSZEATE  EZRET 5. ARSEADEZH , BHRALEER
Al B ™,

7. EHFR3:REAYEVEE L WEREIIRBURAIERE , BEERER,
8. REBUNSERIRNEE|NENSR. RSt EE RS2 IZLREURERAL

¥ 7 Docker Hub

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR E# A,
REBIEFEEHPETAEEZERENEE,

ESEBEKT |, EIF Private registry (FABFZ #48). Pull through cache (}REURE),.

£ Pull through cache configuration (}R2EVRENVAERE) B £ |, #1E Add rule (FTE AR A,
EFR1 EERREEL , &8 B &EEE Docker Hub, T—2%F,

ESR2 RESIRBEEL , $HH LBEERE , B4 Docker Hub W E 2 BB REMTE
AWS Secrets Manager %+, B LIEEREWE , SEA Amazon ECR X AE M
Fo

2 e i

a. ZEFEABENEE , B2 [(FARE AWS B, SHERHEB , £ TN EER
MERENNE K BEEEET -5, WEGEMERA Secrets Manager AR Secrets
Manager BN FMEF , F2H B LN LFFRERBFFHE AWS Secrets Manager

@ Note

AWS Management Console R &7 & B A B MY 1S Secrets Manager #ecr-
pullthroughcache/#, MZ b SHAEMAEREPEIRIVREGERIANHEBIRSEME
BB,

b. BEBRVHWE 6 FREEV AWS WE , ST T5EHE  #EHEET -5,

i HEWEEE , EERBNERMEE, REEBHLEEE 1 £ 512 @ Unicode F 7T,
ii. &% Docker Hub ERE&T , FBIEELM Docker Hub EAEE .
iii. &% Docker Hub FEXFRF , FRIEE & HY Docker Hub FEVFRF. MIFEE L Docker Hub
EFWMFEHNFEMET , 528 Docker XHHMNENEEEFWFH,
7. EHZBE3EEENHEREL , ¥ Amazon ECR REEFE , EERIMERRLAE EEEIRI
WRGREFHNRTEGRRZRE , BEEEET -5,
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https://console.aws.amazon.com/ecr/
https://docs.docker.com/security/for-developers/access-tokens/

Amazon ECR

BAREEAGEZE , BEAUUEEATREZE/,

8. HESBR4 REIYBRVEEL , SBREURBURAERE | EERIEE,

9. AEEVMEAERIRINELSINHENTR., RESHYEEEEE 2 BIEZIREUREUR AL,
HH GitHub B ME

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

2. REBEIEFEGHDPETILEEHRERENES,

3. EEBEBE®KD , iBIF Private registry (FABE##E). Pull through cache (F2EURER),

4. £ Pull through cache configuration (IREUVREXAERE) EME L |, i##F Add rule (738 Al),

5. E[FB1: BEXRR HEHL , & 28] 1BIE [GitHub BEE&] , [F—F.

6. E[FB2 RERF)EEL , HALKERR , BH4EHK GitHub BRREHNBIFZIRHEEE

AWS Secrets Manager G+, BAIIEEREWE , IFEMA Amazon ECR =SB LMW

o
a. FEERBRANERS 6 FRE [ERRAE AWS ZiF], SHEREER  EFATHNESEE

NEARENMWE  EEREET -5, WEHBEM Secrets Manager £ A HE I Secrets
Manager MZWFHMENR , F2E SN LFFERHERBEFRE AWS Secrets Manager

ERAEER

o

® Note

AWS Management Console R &7~ & B A BBV 1S Secrets Manager #ecr-
pullthroughcache/#%, MZEBLAMAEHPEIIRIVREE AN HEEREME

=,

b. BEBRVHWE 6 FREEV AWS WE , BT T5EHE  #EHEET -5,

i HERERERE  EERBNERMERE. WEEBLESE 1 E 512 {8 Unicode FTo

i. $F¥GitHub REREREMERT , HELWN GitHub RBREHREMHE

ii. HRGitHub AREHFEER , FHEELEN GitHub RRZHFEIHER ., BEERIZ

GitHub BTN EZER , F2E GitHub XEHRHNEE LN EA T E T,

7. ELRIEEBNMEEL , #% Amazon ECR REFEFE , EERIMERFELE B HERIN

MRGREFANREFEGEZE  BHEET -5,
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https://console.aws.amazon.com/ecr/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens

Amazon ECR

8.
9.

EREEAGREE , BB EBIT AR,
EXBR4 . REYETEAE L , RERREIEURAIERE  BEERER,
AEEVNESERIRNEETENSR. RESHESEESE 2 BIZ I REVREUR A,

HH Microsoft Azure Container Registry

o & 0N

£ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,
REBIEEZEEHPETAEEHERENE.

EEEBERKT |, BIF Private registry (FABFZ #48). Pull through cache (}REVREY).

£ Pull through cache configuration (}2EVREVAERE) EH L |, #1E Add rule (FTE AR A,
EHFR1: BEERREEL , T THEE.

a. STEIEERIE | ##E Microsoft Azure Container Registry
b. SH¥RIREEEEHME URL , IEXE Microsoft Azure Container Registry & |, EEZ&#ET -5,

/A Important
BRAFEEETE , RAGRAKREEAN .azurecr.io 7R,

ESR2 BRESI>REFEEEL , B LEEFR , BH4AEM Microsoft Azure Container Registry
0 & 9 BB BB EIE AWS Secrets Manager WEF, BAILUIEEREWE , RAEMA Amazon
ECR ER BB FHME,

a. ZEFEABENEZE , FRE [(FHARE AWS B, SERHEB , £ TN EER
BEEENNE  BERBET S, WEBRBER Secrets Manager £ A E Secrets
Manager BN FMEF , F2H KL LEFRERBFFT AWS Secrets Manager %

ERAEER

(® Note

AWS Management Console R &R & BEA BRI ZE T Secrets Manager #Fecr -
pullthroughcache/%, #ZtSHEMREREPEIRIVREUE A ERIREME
=

b. HEEVMWE A6 FEEFEIL AWS BE , HTTIEME , BEEET -5,

BAREVREUR A
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https://console.aws.amazon.com/ecr/

Amazon ECR EREEmR
i SHEREREE  BEENENEREEE. BEBEEBMXAEEE 1 £ 512 {8 Unicode Fit.
i. ¥ Microsoft Azure Container Registry & & , FEIEEE M MMicrosoft Azure
Container Registry E & &,

i. ¥ Microsoft Azure Container Registry FERFF , FE18 E&EH Microsoft Azure
Container Registry FERF £, MFEE I Microsoft Azure Container Registry Bl F£F#Y
FHHHER , FS[ Microsoft Azure XHHFMEILFRF - AD#H,

7. EHFRI:EEBMNHEEL , #¥ Amazon ECR RFEFE , BERIERFELE FHFERI
MRERECRANRTEDEZE , BEHEET -5,
BAREEAGEZE , BRI EAThE =/,

8. EHR4  REAYEVEEL K WEREIRBURAERE , BERER,

9. REEVYNSERINRNEENENIER, RiGtrESEES D BIZ L RIRER A

B REUREGR A (AWS CLI)

£ H create-pull-through-cache-rule AWS CLI f55 4 Amazon ECR FAH & &2 3 B @ REUE Al
HEFTEF BRI LREERERE | BUL A BREMFE Secrets Manager BEH, tNFEMFE A Secrets
Manager T A BT WBNEFMENR , F28 B8N BEERERIBERHE AWS Secrets Manager
o Rl

REGESESIENZHENTHIEHM,

¥ Amazon ECR Public

T 5|€5 6| A Amazon ECR Public Z# B2 IREUREGRAl, HEIEE ecr-public WREFEF
B, EEENFEARIREBRIEVNEEREEERS ecr-public/upstream-repository-
name & A,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

5 Kubernetes B85 2 8518

THIEHIE S Kubernetes N A ZHER M IZIRER A, HEEE kubernetes NEFEFH , 8
SEFFERAERBRIZINSEREERS kubernetes/upstream-repository-name K
BHRA,
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR EREER

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

¥ Quay

THgEHEAR Quay AEZHERIRIVRERAl, HEEE quay WREEFE , EEERFRRERN
REUR BB Y WS EfRKEELESR quay/upstream-repository-name BIan & R A,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

¥ 5 Docker Hub

T 5IgE5IE A& Docker Hub B8R EE U RREUREURAl, HEEE docker-hub MRETFEFE , E€E
BERIRIREGRRIZE I WS ER/REFEERS docker-hub/upstream-repository-name &R
Bl, BUAEEWE TS Docker Hub BFEH 5EE Amazon Resource Name (ARN).

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

R GitHub stk

T5gEflgst¥ GitHub BRBREBHEFBREGRA, HEEE docker-hub WREFEEFE , E88
BEARIREUR WS E/REFEERSA github/upstream-repository-name BB R A,
B AEEDE GitHub RBRZFHBEAERNEZIBH TE Amazon ERE B (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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#H Microsoft Azure Container Registry

T 55| E A Microsoft Azure Container Registry Z#EE T IREUREUR A, HEIEE azure HEF
Exs , EREEMRFEARNRIBRIEZEINESEREELSR azure/upstream-repository-name
WEnBIRAl, BUAREMWZEEE Microsoft Azure Container Registry B K 552 Amazon Resource
Name (ARN),

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

BRI
BN EMREGEAE  THARESR.

- BUREERNEA, FEERNEARFEEHE  ARIUREE/ESRE , EZAR Amazon
ECRAREEBINFREENRE. MEFMAEN  F20 SEREFEELESR,

- ERTRIREVIREGR A, BAFRIZEVIREGRAIE |  Amazon ECR 8 L2 SER VMK ER. BEHE
ARUEINEE L EEREN Secrets Manager W% , UR B PHRFBFRERI, MEFMET ,
RS REBIEIUREUR A,

- FHRERARBIREGEE, MEFMER  F2B FARIUREUR BB &,

EEMFETFEEYER

Amazon ECR N TFER IV SRR M ARERLY , stgEmMEE., T REEHE , RF
AWS Management Console Al AR BB REEER L&A,

Amazon ECR @77 E2 3 €8 1] B HIE RBVRENEN/EHIR , £& Amazon ECR REREBEB LW
FEMEANRE. REERVEAPHNRERSEEIMFFENEER  HEATAEMAEEIN
REBTFESBFERETMEE,

TIESAEREERM SR,

« R (dt3E) (cn-north-1)
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Amazon ECR EREER
- HE (2E) (cn-northwest-1)
* AWS GovCloud (US-East) (us-gov-east-1)

* AWS GovCloud (US-West) (us-gov-west-1)

EEEELEANEETN

B K Amazon ECR FBZRAKREEMHNILEREE, flu , &5 — X ER ZEREUR B SRETE Lz
FENAR , WEEFHAE Amazon ECR ERFER, MRRENSERIVRER AN FRERT
&7 , Amazon ECR S AR EENTERRE. ELHARRESHEMAMAERTEM, £H AES-256
mnE , ARAEREAREFESEWBHBX.

ERAEANSRIRBRANFTECRFERMELR , REESR Amazon ECR EAREBREURE
BFERVYNFTRTEIRE, BUAAHMREFEERRRASME, MEERE, REESY. £EaBHK
RNEFRER.

TEFERERAFEERILEAR Amazon ECR FrfE M THERRE,

Repository created by Template applied ;E
Amazon ECR to matching repository w—
Pull through cache o N Repository
X—
i —

Repository creation template

UTHMARARFERLHERNTHNEESH
FE

FEHRHEAMERNRETEGTEZATE. FALFEEINEREESESERAMRELRPER
HIERE. Bl , prod FEREAEHREA prod/ WAMEREE., BRH , prod/team FEEBE
FZEBEA prod/team/ WFTEREE,

BEREARAERETHREPRIAABRLELINAAFMEE , LFLERM ROOT BAFE
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/A Important

mes—EARKR/ EREFENER, MREIEE ecr-public BFH , Amazon ECR
S HERB ecr-public/. FAREIREARE K SERIZIHEEENREETS ,
LEZSEEERARTERISELRTH,

A

BEAERRERN , AREAREFERELSEANEN.
SRR A

EFEANREERL SRR, BEEXE TV1 S RAE,
HERERR A

HEAEFEANRTFERERE, SEEFBLATSRFERRE, ARERBRES V1, B8R
SBERTEME, REEBRNEMAHBERRE.
REGRE T &

ARERSEARYNREECEBRTEMRE, NMREBLSE  MESFERATEENRRE , UAFH
EEMGEER, EBFRHERTE , AREBRERIRINEEFIZIHNRBFENEAR, ERARESBE
[EBF , Amazon ECR A LA R ER AV BR 1,

NMREEEFAATER  REETHAERGERTITE  EEHLEMERSR.
nEZERE

ARERESARRE 2 REENINEZERE.

MREER KMS INZER | BFERSSEBEMEARRSFRINBETFHRE AWS KMS H117 AWS
Key Management Service £#8ETIN%, MREFEH AWS KMS RiINZRER | @& o] LUEEH
Amazon ECR 85X AWS Z& AWS KMS £ , NIEELRCEIU AWS KMS €8, WFEF
B3, 528 (Amazon Simple Storage Service $Ef) HH Protecting data using server-side
encryption with an AWS Key Management Service key stored in AWS Key Management Service

(SSE-KMS) (& &£ A Rl AR 25 vim I %3 ER f7 UL P Y £88% (SSE-KMS) SREE ),

MRIEEE AES256 tNZEMEE , Amazon ECR #E £ A A ARZRim N2 EE Amazon S3 REME S
W, ZHEMEA AES-256 MBEE B R EFEEFNRGETINE, MEFHENR , F2E Amazon
Simple Storage Service & EEHHIEIB Amazon S3 ZE NZ £ (SSE-S3) 1 A {a IR 25 i A1
BERREER.
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Amazon ECR

REEHT

ERAEER

EREEREARI R FENREERR, MFERREAEREFUREFHRFENFR, &
RERER TR ERL IAM ERENACAUERMHEE , URAGFATABTHEFE, RIFEE

&, REEUREEN AWS iIRFAIFIREE, SUUERABRRXH  BRFIEEHRFENH
ﬂ'l_:'rnq:—.l-o yu;%%ﬁ%ﬁﬁﬁﬂ , HE%%

Amazon ECR E EREF A REFREFENFRN, NERAKERNERTREEEWRL £H
ENACUNUFIREE , UMM ATITHEE. RIBFHER , REEYMHEEN AWS IkF
AFNFEEFEE. SUUERBRXMY , AFEERTERNEMET T,

ES]

- BEFEEBGRE IAM BURM LB
SEMERFEBERRAR
- MBRAEREFEBRRARN
- FERTFEBREHM]
RIEEBCRE IAM BURH L&

Amazon ECR RFEBERE IAM BURH F& , HEEEMEMI A REFIEEE Amazon ECR f#

FENFR. IAM BIREBEE ANEREME Amazon ECR FREMNFFH , B AREHEISEE
TR FEL

ERERELRAENACT UL REFENITHLE R , Amazon ECR RFEBRM IAM B
HEeME, MREAENALEERFERREANTEMBEF , EREB IAM BURHBIEEST
o (R R) , RIREERSRIER, BBRFEBRS IAM BEREM — @A A5 ERERA
BNEETT  EFFEMER L.

A Important

Amazon ECR EXREH ZEHEEIEB IAM BIEMIW ecr:GetAuthorizationToken
API B9EFT] | REB T REH BB EHETE 2 EBRE | WHREM Amazon ECR EFEHIASRIE

EVE{TBR . Amazon ECR RMEBEZE IAM IEREHSEBRNFERAERFR ; W
EFME , 5528 Amazon Elastic Container Registry & 2 B BRI & 51,

BRI UERAEEBRERNEM—E  RENEERFENFE , MTHEHIFR.
R BRRE AV BRI LB
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Lt gi 5~ —18 Amazon ECR BFEBR , AR EEAERAREENFFERNBRE,

{
[ "Version": "2012-10-17",
"Statement": [
{
[ "Sid": "ECRRepositoryPolicy",
[ "Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
[ "ecr:DescribelImages",
[ "ecr:DescribeRepositories”
]
}
[ ]
___'}

HEHIFER— @ IAM BER , EBEAERSESEBENEEREERTE UARTFENTE
ARN 187E) , WiER EIRMEEH B1E, MEHEI Amazon Resource Name (ARN) #& = HIFHE
7, F2E ER

{
"Version": "2012-10-17",
"Statement": [
[ {
S EREERERERR Std*T—*ATlowDescribeRepoImage ™, AP| BRZS 2015-09-21 69

"Effect": "Allow",




Amazon ECR

ERAEER

A Important

Amazon ECR EREREHEEIEIR IAM BIZERMW ecr:GetAuthorizationToken
API B9EFT] | RET R ZBEETE 2 BRE , WHEM Amazon ECR EEFEEHIXSIE

EEMBR &, Amazon ECR RHEEZE IAM BERRZEFISEBRNEAEF ; 0
ELHMES |, 5528 Amazon Elastic Container Registry & 2 B BUER #9 & 41,

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £# &,

REEH L | BEEATESERERRREANREEZES,

HFEEEBEKT |, #IZE Repositories (ETEE).

£ Repositories (R7FE)EH L , BEEREBRMRAXNREEZERBAEBEERNS,

A Bl I A B

REFERGBEERANEEEKF | i#IZE Permissions (55 7). Edit (§REE).

® Note
MREEEEE K ETE Permissions (FFA]) RIE , BHEAREVNARTEERSGE
B,

£ Edit permissions (§"¥E3F 1)) BE@E L , &1 Add statement (FERIAR),

#H Statement name (FRIAX B E) , MARRXHEE,

B Effect AR , BESEL A NAREBHBERRILN,

©|>® (N2

3
¢

#15 Principal (REA) , HEBEEARRMAXNEMH L BE. NEFMER 5
(IAM f£FI & 1E/) H# AWSIAM JSON BEETE « &4,

B

 EELUEIBIERL Everyone (*) (BEA (%) KBS RERAEXEARAERIRS 5 REMN
AWS fEA#,

« ¥ Service principal (R ZEFEA) , BEERBEFTEABR (B0 ecs.amazonaws . com)
RE AR 245 E 8 BR#%

« HH AWS Account IDs (AWS #RF ID) , JEE AWS IR F5RHS (B0 111122223333) I
ERARRNEEE AWS IRF THFEERE. BaLERER 2 RBEEREEZER
Fo
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https://console.aws.amazon.com/ecr/repositories
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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A Important
ERTFHAUTNRFLERASEEEYRFERRNES , SASHERER,

« ¥ |IAM Entities (IAM BE) , BEERAWS IRF TEEAREXNAGHERE,

® Note

$HE NE M B AWS Management Console B BI AX B EEBE , Ba LU
F set-repository-policy AWS CLI ss S RE R BUR,

10. B1A Actions (B1E) , FEEFEBERBFIAXEREMER AP EEFEHERB Amazon ECR API
BRIEEE,

1. BETHE , HEE Save (B17) RBEBE,
12. REFNZ SERFERENEEZ NS,
il BR AL et T2 E BUR BB =

HETRIRANREERRRAXNBEERAIMREE |, LT MR,

I B o 17 EE B R BROR =X

1. ¥E https://console.aws.amazon.com/ecr/repositories BE Amazon ECR £ A,

2. REBM L K ZEHPISEMRBERMEARNNREEZEE,

3. EEEHKD , 1#IZF Repositories (R1FE).

4. 7 Repositories (fE17E) BEE L , BEEMRBERBRIAXNREEE,

5. EEEBEIKD , iBIE Permissions (5 7]). Edit (R¥E).

6. £ Edit permissions (#&¥E5FT A1) HEE L , i#1Z Delete (MER)o
IEREEBCRE A

A Important

hEE R FEBRRSES EEEMAE Amazon ECR A BREE. MREREE IAM £
BELRER , BRIFATH Amazon ECR RIFEREEAERMETENR , TRICHEE

I B {7 17 EE BUR BROR =X API k78 2015-09-21 71


https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

EEREE, IFFERERTFERRNFMES  F2HE RELEREFERERR
jo

Amazon ECR EFEBERE |IAM BURH 75 , HEEEMEPI AR EFIEEE Amazon ECR f#
EENER. IAM BIEEBEEBREREE Amazon ECR R T , Bt BARERSEHIEES
BHFER. MEEZHMEN B8 MEEBCRE IAM BERI LR,

LA i 17 2 BROCR  5 B 7R S8 T LU SR 42 ) Amazon ECR FA B A7 B ENAVRT AT BRIR K o

A Important

Amazon ECR EREH EHHEEIEIB IAM BIERMI ecr:GetAuthorizationToken
API H9EFT] | REFT R ZBEETE 2 BRE , WHEM Amazon ECR REFZEHIXSIE

EE{TBR R, Amazon ECR RHEEZE IAM BERREZFISEB RN EAEFE ; 0
EHMEF , 5528 Amazon Elastic Container Registry & 2 B Bk B9 & 41,

gif . RFF—HZME ERE
UTREEBRRAN —AZE £REORFEFEEENERETFERIR K,

{
"Version": "2012-10-17",
"Statement": [
[ {
[ "Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {
[ "AWS": [
[ "arn:aws:iam::account-id:user/push-pull-user-1",
ffF EBURE S "arn:aws:iam::account-id:user/push-pull-user-2" APIiR7 2015-09-2172




Amazon ECR EREER

"ecr:PutImage",

"ecr:UploadLayerPart"

g6 . RFFEAMBIRS
THRFERRAFEERSHEARSR,

A Important
ERFIATNIRFXAMAZEEEIRTFEBRNES , BRISRERER,

"Version": "2012-10-17",

"Statement": [

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

}I

"Action": [

"ecr:BatchCheckLayerAvailability",
R EREES API k4 2015-09-21 73

ecr:CompletelLayerUpload",

ecr:InitiatelLayerUpload",



Amazon ECR EREER

® Note

ST 4% B AWS Management Console B BI R X BN REFEBEE , BRI LAA set-
repository-policy AWS CLI ss 5 RERBBUR.

{
[ "Version": "2012-10-17",
( "Statement": [
[ {
[ "Sid": "AllowPull",
[ "Effect": "Allow",
( "Principal": {
[ "AWS": [
[ "arn:aws:iam::account-id:user/pull-user-1",
[ "arn:aws:iam::account-id:user/pull-user-2"
[ ]
[ 3,
( "Action": [
( "ecr:BatchGetImage",
[ "ecr:GetDownloadUrlForLayer"
[ ]
[ 3,
[ {
Fﬁﬁ@?ﬁ%ﬁﬁu "Sid": "AllowAll", API HRZ 2015-09-21 74

"Effect": "Allow",


https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/set-repository-policy.html

Amazon ECR EREER

"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
[ "Principal": "*",
( "Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
[ ]
[ }

}

gHl : PFREISTE IP #bik R 17 EX

FEE AR E SR Mo GO 0 G RS | T 5V IE B A & BT4ET Amazon ECR BAEH
.

HRRIRX PR GZE B AT 2 AR AR EARES 4 AR (IPv4) IP thit# 54.240.143.* &
B,

Condition E##H#F A NotIpAddress &M aws:Sourcelp FHZRS5I8 , HA AWS
BRAGERSIR, NEEEELRGRSIBNFMHEN , F20 AWS £EBHREABT XS

#. aws:sourcelp IPv4 EEEAEAE CIDR RNE. WEFMEA , F2H (AM E£RERE
) T IP #hiHEEE T,

{

"Version": "2012-10-17",

"Id": "ECRPolicyIdl",

7 ER RS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress

Amazon ECR EREER

}

gHl . SoFF AWS BRTS

LT RFEBXAF AWS CodeBuild FEE S ZREFTER Amazon ECR API BifE. AN

T &G | BHEZFE aws :SourceArn M aws:SourceAccount FHZR 5| E KT E 7 LUK

EELHFIMNER. WEFMENR , 528 (AWS CodeBuild fFAEER) FH CodeBuild #Y
Amazon ECR &4,

"Version":"2012-10-17",

"Statement": [

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{

"Service":"codebuild.amazonaws.com"

iy

"Action": [

"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer"

1,

"Condition":{

"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-name"
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Amazon ECR EREER

BERER

EREBREEAZRFENTEER , THHESBENESRTE. SASBEIEHEERN
— B & W — @R AE,

Y R ST EAF R IAM ST
AM ERBETFHH TS HEEHERR A, PAEAIHE AM BESFUHT,

« ecr:CreateRepositoryCreationTemplate - HF RV EEEEIER,
+ ecr:DeleteRepositoryCreationTemplate — HEFFMIBRFEFER M E A,

« ecr:PutLifecyclePolicy - EFFEVAWMBEYBER  UKHEAZREE, EERTFERUE
AIEEWBERBERR , TEERF,

- ecr:SetRepositoryPolicy - EFAREFERIFIBR, EERTFERIEATSRFEIE
B, TEEWRHFT,

- ecr:TagResource - EFFBFRENEEHEZER, EERTFEERIEATSEREEN , 7
EEEF,

BYMEFERLESN
BARIN R ER YA LUES Amazon ECR ERIRIEEFRARRER I NHFEFERN

RE. BARFEEZUSAR K MERANFREEHNSEACLERE, EXFTHEE[LAELIRH
FE,

EERVUMEFEERIEZR (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BRI Amazon ECR &,
REBEBEETHPEVRFER Y SEEXN R,

EEBEERT  BEEANEESE  REEERUST,
EREFEEVESAERL  BEEVEHT,

AELR 1 EREAHEE L , #HELFHAER  EEREZEUSEAEAERERTFERRE
B¥H , EE ECREZETNEMNTE  BEAEAZTHESPEMHEMEEARTEFLIRTE &
FE,

o bk w0 bd =

a. WNREREBERETE  RHEFEECEEAEANREEGESZETE. g5 —ER
i/ EREFENFEE. 6l , prod FEREAZERES prod/ WAEREFE. B
# , prod/team FEHEERAEMEA prod/tean/ WITEREE.
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Amazon ECR

ERAEER

b.

MR IRIEE ECR BEHETNEMAFTE , FTEAFRES ROOT,

6. HYWEHAHEHR 6 FEEHRNNBEFELELR  AREET -5,
7. EHFR2 FHFEEERMERERT  EEEEAEEASAEYCREFENRFEREMAR,

a.

£H¥} Image tag mutability (BRMEEB T E14) , BEEZFEANERTEMRTE. NWEFESFHM
B, ESE REeES TN,

BHATEE  TUBEMGER, BEFEHANRKRE , AAEBRIURENEEFTE W HIZERN
B, ENHEEAERERR , Amazon ECR & LA 5 #{REVHY B4,

ENMATEE  SHLLREGEREINEE. REFEREATTEERE  NMRFERKEENM
BEECEEAREENESR | &G ImageTagAlreadyExistsException 535, &A
REERMTEETEME  SSYEMBER  YHALEIBRELERRATTE  MEH
iR AT,

SHEINRERE  FREEEEANNERE. NWFESHAESA  F2E BENE,

EEL AES-256 B , Amazon ECR & A Al fk 85 im M5 B Amazon Simple Storage Service %
EMZRELHR , INBSWEATEEEYN AES-256 MFEE L HBEERETMR, HRKE
\|ABNMIE,

EH AWS KMS B , Amazon ECR A f##F7E AWS Key Management Service (AWS
KMS) ARS8 HETRREZ W NEE ., EEMEH AWS KMS RINFBHER , B AERTER
) AWS ZE £ (B Amazon ECR BE) iEEZLBEH AWS KMS £ BAEFZES
)0

® Note
—BERVRFE , RELBERTENINEEE.

HEREENA , FEEEEREEALEAEY cREENRFEFTER. SRS
wEATHNNFE , #HKRERNEMARGIZERE S —E JSON #E6l, MEESFHEESA ,
A2 WEREEERE,

ftHHEREFELEMENEE  FECEEREHRAKEREYNREE R EFELEWBHBX,
ERLRENERA THNFE  HHRERNEARGENE S —@ JSON g6, MEE
SHMER  F2HE £ BHEE,

SHERFE AWS B | FUR/EHFEAEEPREN K UERFEAKERBEYNRETEEE
LEE, RREET S, WEESHAEN  F2H ELLERERE.
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8. ELFR3 RENEYEEL A REALAHREFEERILHSFEENRE. BEREERRETRE,
—B%E , FREEM,

il B fof 1 R 2 ML B AR

MREERATRHRFERLER , BALEERMER, MRRTFEEVEAR  ERIVRIBFEHBRIN
A FEEEREERERRE.

= EMBRFFFZERILE A (AWS Management Console)

1. ¥E https://console.aws.amazon.com/ecr/ BIEX Amazon ECR £# &,
2. REEIL  EEERBRNREEEERYSAFENES,

3. EEEERY  BEENEEHE REERVYEL,

4., ERFERVESHAEEL , ENEMBRORBEERIL&SR,

5 WREBETHNEES , EEMER.

{5 A SR BUIR EUR A

ALEHEERVREIRERAZE  StHFTESORIBN LBFEHE GUUREXRE, BELRT
£/ Amazon ECR f#7E URI f2EN LR & , RIS REN Amazon ECR FAH B & 1E PR R,

A ERRIRERA R , FRECHEAEEN IAMFFA. MEBFEEF , F260 ER IAM FF
"o

a5 R EVIR BUR A

BIURIRERAZ %  SULUBRIFRURSEEEE, BRBRIVREURAIR , Amazon ECR €82 &
BEEEEITARKER, REEEAUENEE LEEFEEREN Secrets Manager % , AR § %
BEEERI.

EEZREIRIREUR A (AWS Management Console)

T 5|5 R tN{A A Amazon ECR 12 & BRFEEVREUE A,

1. £ https://console.aws.amazon.com/ecr/ BAEX Amazon ECR X#&,
2. REBJZRFCSRIUREGE BN EHETRE.
3. HEEEBH®KP , BIE Private registry (FAB & ##E). Pull through cache (2EUREL).
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Amazon ECR EREER

4. ERIRBMEREERL  ZENERITHVRIREURA, #F  FRABETUXEESZERR
&¥

5, EREURBRAIGFHAEREE L  EABFETHNEE K RARBERIVH5BE. Amazon ECR
RETRRERRNER,

6. HHECERINSERIRIRUAERELSR.

HEBERAIURER Al (AWS CLI)

validate-pull-through-cache-rule AWS CLI a5 A& Amazon ECR AR S EBEREGRAl, T
HEHIEEH ecr-public HRZEHEFE. UAERFHRIREUR AN FEERRKE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EEEAF | isValid BHESELREBEREESRI, WRER true , 5T Amazon ECR A LUE R L=
%4, BB BRI RT, MRHE false, RREBEBEIL HREFLY, Z failure BEEELE
Ho

{5 F SR ERAR BUAR B 2 AR £

T 5 g8 5158 R 6 FA IR EUVIR EUAR AU SR BB R IS R EE R M S 5585, WREEERAREVREUR AR
HREFREIEER | F2H RERREIREEE UEFRE RVERUARERT K.

(® Note

T Il 5 451 55 A P 55 F B 8 5% Amaazon ECR 7 Ean & 2. AWS Management Console &
REEHEREMN Amazon ECR FAEfEZEE URI,

¥ Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes &858 & $% 15

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag
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Amazon ECR EREER

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

#t¥ Docker Hub B W& -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

#H¥ Docker Hub B A& , 4BEE /library 8., YAFAEEM Docker Hub fEEE |
BEZERE /library F8,

st Fr A H b Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub B &5 & #%

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository _name/
image_name:tag

il BR 42 ER AR B AR A

SE ] LA BRIZEVR BUR B 2RAZ IEIRENAT B0 MEREZEVREVR RIS EREIN B FEIRERI B EAE
REFIERRWRET Ao
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i BRIZEVIR ER AR B (AWS Management Console)

i BRIZEVIR ER AR B (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

2. REB L EESSEMRZEZEUREGEAIMNEE,

3. EEBEBE®KD , iBIF Private registry (FABE#4#E). Pull through cache (F2EURER),
4

ERIDREGEEREE £, ENEMBROREIREURA , ZEERABETHNEE | WRERKRR
E\IJO

EEBESET  EELERHEE. 5.

6. (EH) £ Registry permissions (B2 #EFFA) EE L , @EARENBEHETF TBRERN., B
SR ERAIREURERR B | M BR B2 3 17 B an & 25 R AH B BV (R (T B B R T BURBRIR K

o

I BRIZEVIRER AR B (AWS CLI)

AT ST , FEiB AWS CLIZM ERIZEUREUR A,

« delete-pull-through-cache-## 8 ( ) AWS CLI

THEHISMBRER ecr-public FEEFZEWREVREUE A,

aws ecr delete-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

1GI8H L EREERIBIEME AWS Secrets Manager i@

AZES/REN LEFREERLIREIVUREURAIE | XA BEMEE Secrets Manager &,
£ Secrets Manager MEZAIRE R ENE., WEFMEN , F52B AWS Secrets Manager EE,

THRFEZELIESIZABSEZEN LT ERE L Secret Secrets Manager M#Z R 1555, BA LA
EEMHFERA Amazon ECR EZEATMEBE Y REVUREURAI THEREBREBILME , M2 Secrets
Manager A BYWE. WHKFMAEA , F2H ELREIVREUR A,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/delete-pull-through-cache-rule.html
https://aws.amazon.com/secrets-manager/pricing/

Amazon ECR

ERAEER

Docker Hub

BERE

#9 Docker Hub B3 Secrets Manager #% (AWS Management Console)

1. BIEUATUERBRKEEREESEH]A ; https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. HEEEwEREIEMLE BT TIEE.

a.

b.

SPHE R  ERHARRENRE,

EEEHF , BEK Docker Hub BREEIMEE RS, MEEHRHKZ U LUEFEK 65536 &
I c48,

i Y —{AEEEY , IS username A |, WIEEEH Docker Hub FHEBBA
=T

i. $HYFE_(AEEY , B8 E accessToken A8 , HIEELEH Docker Hub FENFEHF
#fE. fFEE I Docker Hub FEF A FFMEA , 5528 Docker XHHIE LA
BEBREFEINER.

HYMZRE® | FRETERM aws/secretsmanager AWS KMS key B , #ZEiRET—
¥, FRLESBESTMRAR, MEFMENR 6 F2E (AWS Secrets Manager £ &
&™) FH Secrets Manager F R ZE MR AR,

/A Important

B BFEATER aws/secretsmanager MRS WRMZHE, Amazon ECR &
XERUEAEFBERER (CVMK),

4. HEREWBEEL , BT THEME,

a.

B A IR MR Secret name (#Z &) A Description (#id), MEEZBHSLBEE 1 E 512
{8 Unicode T, B3 ecr-pullthroughcache/ EAFHE,

/A Important

Amazon ECR AWS Management Console R &€ i E 5B~ & BV Secrets
Manager #ecr-pullthroughcache/#,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR EREER

b. (EH) 1 Tags (BF) B , BEBMEINE, BAERRE  F28 (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BN EEBLERBRER , K
AERI K MNEZ,

c. (B ZEKERBEFIEEMWE , 557 Resource permissions (B REFRER) HiRiE
Edit permissions (#R¥E5T ). MHEFMENR , F2E (AWS Secrets Manager £AE 15
) PHAEET W BUREEE Secrets Manager #%,

d. (BEM) EERZEY , EELENZREREE —EKZ AWS Bl , FREERER
B, BAILNEEEHE K LA EREREER. NEFMEENR , F28 (AWS Secrets
Manager £ EIEm) PN EBEEEZHitti=E,

e. iEE-F_io

5. (i#H) 7£ Configure rotation (X E#W#) EE L , KRB DR, BH T HEMARER ,

HEEKERR, WEFMENR , 5208 (AWS Secrets Manager FAEER) PRIk

Secrets Manager #%, ### Next (T —%),

6. 7E Review (2F) EE L , MEMZFMRER , RERE Store (FH).

Secrets Manager 8ER#ZEE, MRENFUELIERT , FEEENEERH,

GitHub Container Registry
AEBH GitHub RREHIAFBRE U FIREESZFH (AWS Management Console)

1. BIEUATERBEEEREEEE A ; https://console.aws.amazon.com/secretsmanager/o
2. i#IZ Store a new secret (TF TR,
3. HEEWEEIEMLE BT TIEE,

a. SHEHEEE  EFHMBEENEE,

b. HERSIE/EEHF , RENEEFEULMMEE GitHub B3, WEETHKRZ W LUIFK 65536
1Bz T4l o

i BRE—ARMEY , EEusername KRR , LiEEMN GitHUDAFBIEEAE,

i. HRE—FEEEY , iEEaccessTokenBH® | 45 GitHub SIS EIEEAE. &
EARIZ GitHub SFETHMMESER | F2H GitHub MIEFHNEELNEAGRES
Mo
c. HYMELH A FRPBTERM aws/secretsmanager AWS KMS key B , EEZRET —
F, FALKSRESEMARAE, WHEFMENR , F2H (AWS Secrets Manager A&
&™) P Secrets Manager R BR MR AR,

BELH EEREERS API f7s 2015-09-21 84
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Amazon ECR EREER

/A Important

BN BFEFTERR aws/secretsmanager NFR L MNZMER, Amazon ECR &
XERLEREFBEEEI (CMK),

4. 1£ Configure secret (FREWE) HE L , 1T T HIEE :

o

B AR R Secret name (#22% #8) 0 Description (i), WMHRBBHLEEE 1 £ 512
{8 Unicode FJjt, 3 HEL ecr-pullthroughcache/ fEBFH,

/A Important

Amazon ECR AWS Management Console R & F 5l B 58 RS BAI ¥ Secrets
Manager Zecr-pullthroughcache/#.

b. (BH) 7 Tags (ZF) BB , BEEMEBIIWE, BRERXKE , 528 (AWS Secrets
Manager EF & ¥E5) PHIELS Secrets Manager %, BNEEBLERBRER ,
BAERILRMNEZ,

c. (B BEBERBERFIEEWE , 387F Resource permissions (B REARER) FIiEE
Edit permissions (#EEFF 7). MHFEFMER , 2B (AWS Secrets Manager £AF 15
) PHVASET W BUREEE Secrets Manager M,

d. (BEMY) TEHZED K ZELENZBEERTE —ERE AWS EiF , HREERDR
B, BV EEBWE , o BRIREES., MEFMENR , 528 (AWS Secrets
Manager fEF &E15/) FHENBESEHMiE,

e. EE-F_Z’FO

5. (i#H) 1£ Configure rotation (X E&wif) EEL , THAMB B@wE, St A HEFEIRRE@wIR
HEEKERBR, WEFMENA , 5288 (AWS Secrets Manager FAEERE) PRI
Secrets Manager #% ., 1### Next (T —%),

6. 7E Review () HE L , MBMEFHEENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFTHELIERT , FEEENEERH,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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Amazon ECR EREER

Microsoft Azure Container Registry

= E A BH Microsoft Azure Container Registry B3 Secrets Manager #%3 (AWS
Management Console)

1. BIEUTHNERBBHREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,

3. HEEEwEREIEMLE BT TIEE.

a. SHYHEmEE  EFHMBIENRE,

b. EEMEHD , BEM Microsoft Azure BREVMEER S, WBERRZZ O LUER
65536 B JtHl o

i Y —{AEEEY , FBIEE username A | WIEEEM Microsoft Azure Container
Registry FA&EEZBARE,

i. SHHE_(EREY , FBIEE accessToken B | WL ELRM Microsoft Azure
Container Registry ZFINFEAAE., WMFEER I Microsoft Azure FEIZRFHFFMER |
52 B Microsoft Azure XHHWELFRF - AO#LE,

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
¥, FRLESBESTMRAR, MEFMENR 6 FS2E (AWS Secrets Manager EH &
&™) FH Secrets Manager F R ZE MR AR,

/A Important
B BFEATERR aws/secretsmanager MRS WRMZHE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. 7£ Configure secret (BREWE) HE L , BT T HIEE

a. EAHRMR Secret name (#2% 78) M Description (i), MHRBBSHESE 1 £ 512
{8 Unicode T, B3 ecr-pullthroughcache/ EAFHE,

/A Important

Amazon ECR AWS Management Console R &€l E 5B~ & BV Secrets
Manager #ecr-pullthroughcache/#,
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https://console.aws.amazon.com/secretsmanager/
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Amazon ECR

ERAEER

b.

e.

(EA) £ Tags (BE) B , SEBHMEBIRE, BRERLER , 28 (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BN EEBLERBRER , K
AERI K MNEZ,

(2 ZELERBEHMEEWE , 551 Resource permissions (EREFAER) &2
Edit permissions (#REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &5
) PRASEF I BUREEE Secrets Manager M,

(EEM) AERTRT , " ERENEBERT S —EAH#Z AWS B |, FEEERE
B, BULMEERRE  WABREEER., NEFEEF  F20 (AWS Secrets
Manager EF &) FHHUEEREE MR,

&E-F_io

(i#f) £ Configure rotation (X&) EE L , A B B, S A RER WL |

HEEKERBR, WHEFMENA , 520 (AWS Secrets Manager £ EER) PRIk
Secrets Manager #%, ### Next (T —%),

7 Review (#2B6)) EE L , REARBFMET , R&REE Store (FH).

Secrets Manager BRI ZEE, MRENFHZLIERT , FEEENEERH,

il BR R 5

MREEEREARE  DTSLEREETMGR. DREZREARER , CTAMREEHFER
HEWATERE, NEFMER , BEH MELEREE.

ERAFERBRRENENR S L, EUNBYRFEEWBPBR , UAEF 2GR TFERRENEWNE
HEE, £HBMBRERECABHNITHER. NFFHEEN , F2H £oBHBEE.

IBRER{& (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,

2. REBEI L EZETSEMBRZBRENESE.

3. EEEEIKD , BF Repositories (FEZE).

4. 7 Repositories (fE1ZE) BEE L , BESSEMBRcMREBNREEE,

5. 1f Repositories: repository_name (12 : repository_name) BH , i#12 E MRz M5 A BI4Y
F iR, BiE#E Delete (MER).

6. 1£ Delete image(s) (MBRBR{) BEES R |, BEREMBRNVRGESHIERE | Bi1#1F Delete (HIBR).
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

I BRER & (AWS CLI)

1. EREFEETILHRE, SERESEKEFREHEURMEBEENEE. RAEBENREIASHR
BRE,

aws ecr list-images \
--repository-name my-repo

2. (BF)EBEEEZMROREEBRNERRBBFRENETTIEENER. ERRETRERSER
—EREEF |, R BEE T MR,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. HEMGHEUMREBRIAEBNRG. ZBSRABENTAMBRRKE  ZREREFFEER
A& M ER o

aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

EEMBRZEREG , BUUEBRIEESARGEBRIMREHE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

EHRGCIRER

%EiB Docker BUKEEE V2 FBHER 2 B& , BAILUFEA --image-tag @K put-image EIE L
ENERRAEMS, EALAEM Docker REFER , MAFBRIMMEILAREG, SHERANMRE , 1k
FEE T EFECREFIEN X 2R E TR,
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EFESOHS (AWS CLI)

FEREHEZETLEH AWS CLI

1. £ batch-get-image fi T AU SMENWIRGERAFTE , REFMELUFEBEAER., EL&EH
| fETEE amazonlinux R¥ER latest BEBHMBENFTE , HMEAR S MANIFEST HIRE
gy,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. £ put-image M --image-tag iB1E , UHEBKRETHEEABTERERME Amazon
ECR., EU&EHIH , ZMREHIRERLS 2017.03,

® Note

WMEEZ--image-tagBEELBHWMRAF R AWS CLI , BARERIMA, WEFHA
B , 528 (AWS Command Line Interface EAEIERE) M Z % AWS Command
Line Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. MRLHFTRGERCEZZENMRG, ETHNELHT , ZREBER latest & 2017.03,

aws ecr describe-images --repository-name amazonlinux

HEHMT

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [
"latest",
"2017.03"
1,
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"registryId": "aws_account_id",
"repositoryName": "amazonlinux",
"imagePushedAt": 1499287667.0

B ERMB (AWS Tools for Windows PowerShell)
FEREMEZRLE M/ AWS Tools for Windows PowerShell

1. {£A Get-ECRImageBatch cmdlet LEVS G IR , REMFLESHBZAREES, T
flp |, RETFEE amazonlinux F¥EE latest ZBMNBE , WEARERE $Inage,

(® Note

MRZR#K LR E AN Get-ECRImageBatch cmdlet , 55281 (AWS Tools for Windows
PowerShell fEA&IERE)Y FHEE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest" } -
RepositoryName amazonlinux

2. BRGWERABEE A $Manifest IREBEE,

$Manifest = $Image.Images[0].ImageManifest

3. f#M Write-ECRImage cmdlet ) -ImageTag i , UFHERSMEITEEABTEREZRE
Amazon ECR., L& FIF , ZMEHEERL SR 2017.09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. WBREHFTREEBCEZZENRE, ETHANEEHT , ZREBER latest & 2017.09,

Get-ECRImage -RepositoryName amazonlinux

HEHuT .
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ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707ft4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl7bc674a7707f4256d5d497 2017.09

MEREER

&R LARRTE Amazon ECR A BB &1E , UAXEMRFENER. Amazon ECR XEEEEMEIRFE
B, AEETHEIRFESR , BNBIRFLAERERHET TR , UAHRRRAEZEETER, NF
EZEFMET , FSR LEEHEF T,

£

- RERBERTHNEE
- RELEREER

- EERMRE

IERBERTNEE

ERAMERGERKEZEBIUTEIR,

- REBERREERSAHIZIIREENREEANS. T2EEMEEPHEEFEENEMNRAR. SHRHE
FEREEE%R , Amazon ECR €ZF B Wit MK REE L R,

- REBER  BEFMRFNREREESBESRETE, Amazon ECRAXEEEEHHMEEREE
B,

« BE-ARRENEZHEEETEER , Amazon ECR R KREE Y RS ERE IAM A, RISELRE IAM
AERT Amazon ECR EERBEERZEEFEUREENESMRGMENGT T, NEEZHAE
A, F2M8 FH Amazon ECR R EE AR,

- FEETEBREFEE , AEEHFEENHMSEARTHY , THEATREEFESTHMEG, EREHR
EREEHEFTBRRTENR. NWEESHMENR , F2HE LEEHIET,

- MEALEEHFENFITBREEFABRST , AR FHEMETHEESH TEET K.

- FEHTBEEEES  RRRFMNENHIRE RSN BELZENAESE , FTEEZXESARNEZEST
BETMESEE, MEFMED , 528 (Amazon Web Services —fifx2Z) dHEE AWS &
Ho
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c FXEEAWS pEIEcEETEREES. Hlu , BEK us-west-2 FNREEEEEE cn-
north-1, MFEEE AWS 2EENFHMAENR , F2E (AWS —fix2E) HH ARN &=,

- AEESENESRETREERZ 25 BAH—BMt  BHEFAERA  &2F 10 BARAESH, &
BERAZZAUEE 100 BEEFEL, Flw , EAFATEAREENAE RGN RFEEEMES
FAl,

- EEAESEGREREECREEFEREENEEEEFTNREE. NFEHH , BFSE &6 - &
AEEEGERRESREEEGER,

- BIRMRGHIEN K EEEERSRE IR, il , MRELBEEHEZH us-west-2 E us-
east-1 fIKH us-east-1 F us-east-2 EITHRE , REBEHIEZE us-west-2 EEEZE us-
east-1, EAEBEHEEZ us-east-2, EETABARERSMNBIREER,

« REBREAESE 30 7ENKEHAER , EEERLBRERT K ERUEFEERNEHE,

- EREERTEITEAMREE. EETRENREFETBERAR |, S FEMBRE B REA R
FE,

- REFERXK (25 IAM BERMLGBEHBER) T2ETER , RTEMERNREEN , 4 E2HE
A&,

- TEERREFERE. BEER  RRERDFEMELNRFE LSEFARRTEE, RERFHEMN
KMS t#ERE. BUMEFER , TUREERTEMNREFHRE, T8 , LREEEBRARRE
BFREENBRE,

- MREREFELRARETEM  MEASSCAREARGHERERNREG  AIEERERE , BFg
BEEENER, EVREFRGERER,

\

%

RELRREEER

AERHENEERERHEHESEEFE I RIFRE. WEFEH AWS Management Console 2 AWS CLI
RENEEHRENESEE  BFRTISHRERE, NEESTEEEREAAFXNES , FSRILERE
BRI,

REBRHIEEEE (AWS Management Console)

1. ¥E https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ &,

2. RE8EY  EEERHFREEFEERTIRENES,

3. EEBEBEED , iBIE Private registry (FAE E##E).

4. 1£ Private registry (FAE &%) EME L , 7 Replication (8) [EE , iR Edit (fRE8).
5. 1£ Replication (8¥) HE L , i#1#¥ Add replication rule (FriE#E B Al),
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6. 7 Destination types (B E) EH L , EEERMABEREHES. BIRFESIME , AERE
E Next (-F_i)o

7. MRBABESESR , BI¥R Configure destination regions (%€ B Kb [E1F) |, iBIE— = Z
Destination regions (B it [E15]) , REIEIE Next (T —F),

8. MRBABIIKRFER , BI¥R Cross-account replication (BIRFEE) , BEXBENBIRFES
FRE. ¥H Destination account (B EY#hiRS) , A B R SRS ID 1 —=X 2 {@ Destination
regions (B #Yith [E1F) LA TEE. 1#IE Destination account + (B IR S +) , i EMIRFRE
AREREEN,

/A Important

HRETEIRFER , BNIRFAARERFEFTIER , UAFERRE, 0FES
FHEER A2 LEEHER .

9. (EAM) 1 Add filters (M EHERMY) BEEL , EEEFRUN —HSEEZRE , ARRE Add
(#iiE), HRLEEREFDEELABNSESRRGEELTR, YEARGEREEARTES
BFE, MEARFEEGRS  NSERMERFENAR, —BEREMEEREMS , 2E Next (T
_i)o

10. 7£ Review and submit (BEIIER) EE L , MEEKSHAERE | AREEZE Submit rule (IBRXHKR
),

RERFEEBRE (AWS CLI)

1. BYGSEARBZEEERNERRAAN JSON EXR., EREREZAES 10 @K , BFERA
&% 25 EE— B /YL , SERA 100 EEHREFRGE. FEELECNIRFAREEESESR , B
EZRECHIRF ID, MFEZHH , F2E LEREEREL,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository_ prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
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}

2. BENESHERE,

aws ecxr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. MHRRLENBHERE.

aws ecr describe-registry \
--region us-west-2

hERGES S
UTBHBRAERGEREENEREAS K,
#H  BEEAESRERE-BNLES

THHEREE-EZHEAREEEGHESHNES ., HEHRBRENIRS ID A 111122223333 WHK
IE#E us-west-2 BN EIEFIEEHEBTHEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

gf  FRARFERERREREEEAER

TIEHPRAR/TEFEEBENRETEREEERAET. LEAGRFEHNERS ID A
111122223333 W BIEIETE us-west-1 BANERFIEELERTEHRE  YARTFENFEAR
prod,
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{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

gf . REEESERESEENLES

THEREE—BHRENREEEHEETNED, HEFHIRERENIES ID A 111122223333 AR
IF7E us-west-1 = us-west-2 U EEFIEEHESHEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
1,
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

gf  REBRFES

THERABEEREBIRFERNEL, HWBHESREERRE 444455556666 IRFH us-west-2
B,
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/A Important

HRETEIRFER  BNIRFAARERHEEF IR , UAFERRE, NFESHA
&, 2R LEBREERT,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

g6 : EEEEPHZERA

DTERAERERELEESRAUNVES, HwEFIERRRERE 111122223333 IRENER , &R
Al FE A prod WREFEEREZE us-west-2 B , YAFEHA test WRTFEREEF us-east-2
B, SEHARRZAEE 10 ERA , SERAAKZAIEE 25 B8 M,

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

.
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

REEE
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ERAEER

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

HSEFMRE

REMARHEENERERR  CRIURARTEATNERRE. EBEARGERIRGHERE

TEH , TR AR A SBRENEBARE,
BEEEEE (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/repositories BIE{ Amazon ECR £ &,

2. #®REEI  BELEESEHGERFNES,
3. EEEBE®KD , i#IE Repositories (7 E).
4. 7 Repositories (77E) EE L , BERTFEUARETEFEMRE,
5.
6.
RIBEEARE,
BEEFMEE (AWS CLI)

« ALERANLTHTRIERGRLCERBEARTFEATNERTME,

aws ecr describe-image-replication-status \
--repository-name repository_name \
--image-id imageTag=image_tag \

--region us-west-2

- BALMERT IR S RIBREFERRAMBEFEANRNERRE,

aws ecr describe-image-replication-status \
--repository-name repository_name \
--image-id imageDigest=image_digest \

--region us-west-2

EREEFMASHAER L | 22 Image tag (RBER) LIRENEBIRE,
¥ Image replication status (MGEEMEE) , BEREEMRLE, BUURBMEEBRIMERHER

HMGERMRE
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4B BER

Amazon ECR £ B BEREHEHAERTFEPREGNAGENEENES RS, £ BEHERXITE
—E=RZERY , HhWE—ERBEEESE Amazon ECR WEIE, ERHEMRGKIBESRNFTEHZM
BIBHNAR , BBHFEENAFNG, SUARMGKERSEMBHBENIBMRERN 24 N
WiBH, & Amazon ECR fkiR4 i@ B BUR ST EIERE , £ AWS CloudTrail P &5 L B ER AEH-
WMEFHMER , F2E FH AWS CloudTrail 528 Amazon ECR Bk,

4 518 H BUR M E 4

SBEHBERA—RNZERNER , AURAEREFETHNRGBHES, EEEFEAEWBERBERR
EEAEAETERBREAEREREMENBERIMNMG  AREEHEAERERE, KEmBE
HBRERAZRTER  SUEHRGKERSEHHREERN 24 MEFRBER, E Amazon ECR #kiR
B BORHITEER , 7£ AWS CloudTrail P St BIMFR RS H. WREFHMEEA , F28 &4
AWS CloudTrail 528 Amazon ECR B)fE.

(® Note

MRIEEEMER Amazon ECR BB , EXRESHIRFERBEE , FioE , £niEH
BERABHZREFEERILESTHREERNEMFE, it , NIRECHBERIE , B8RS
EEREERREFENSEESMKRSPEY £mBHBX,

LT Bk R A B BUR TERE.

All rules are
Create lifecycle . |Save and run test .| ewvaluated and » a TTE ;utl}zss :Jenn .| Review the o |Apply the rules as
policy test rules 7| lifecycle policy "l images are " pprule riorit "|results of the test | | a lifecycle policy
marked P ¥

1. BMY—-SSERAERA,

2. REARRNALATRE.

3. £wBHEBFRAGIESREMERA  YRCEERASITENRE.

4. RE  EoBHBRAMEIESRBRUNELEIEFERARR , YR TREFEDHNPLRERE /B
o

5. REAEGER  BERESABHNRERNSENEN,
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6. ERAFERARNERRTFENEMBHBXE,
7. BYAwEHBREZ  SUERRGKERSIHHREEN 24 NFRBE,

£ B BRI R Al

A aBHBRE TEA ST ETBHBERAMXF JSON, FHMEFERA , KRR BIRRAELIEF
ERELRAEREFEFNRE, UTHERBENBHBERTE TENEE, NFEH , F2H L
an B H R E B

- TRAMNEBLIESF  HEREFEMERA. FEMAERCR  RERBRAABTIEFETER,
« EREF—EHFERRRER GBI,
- FAERELIEFENRAUETESELIEFSHNRRCERNREBE,

- RABTURTURSELIEFRAECNRE B2 , BRIEFENRMEERHELRE , BT
BeEMERTBH—#K.

- RAEXETEBFNERIRES.

- EAF—ERRRERELHRE,

- MRBFERRFESETHEGE , IRGEREIERELAMBRBEERRBFENERT B,

- BHI—B pushed_at_time #% , BIBHIEFEAABERG L. HEREGE,

- £BEPBRMAATIEE tagPatternList 5 tagPrefixList , (EFEERBIEEME. T8,
SwiERRRTESSEAL  FTEARATEREAEINFTEEE,

- HBE tagStatus = tagged B , FEEMFEH tagPatternList = tagPrefixList 8&,

- M tagPatternList B , MRMRGEFERF TEERGEER , ESHEHREG, Fl,
MREM prod* EHEGFY , RES LB BB prod BENFEEE , #1I0 prod, prodl =
production-teaml, Bt , MREHM *prod* EHEFRY , RAESLHEEZBAEE prod (Flm
repo-production 5 prod-team) HWEEE.

/A Important
BEFERZAR4EERAFTT (*), HlW0 ["*test*1*2*3", "test*1*2*3*"] BRAN
F& B ["test*1*2*3*4*5*6"] AIREMN,

- £ tagPrefixList B , BEFTETE tagPrefixList EFNEBRRFTAEM—ERGER A Fg
FXZh B 4 BR 4R

« RB7TE countType & sinceImagePushed BF & A countUnit 28,
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« A countType = imageCountMoreThan , BMEERIE pushed_at_time RERFEREH
F, BEEMEAREEFENREGE=BE,

« £/ countType = sinceImagePushed , FiE pushed_at_time KARIE countNumber 2
EBEXEHREGEHSIBHE,

Ean B BRE A

EHE R ENRRARTERRFEEE BB & TETE, ATREmBEHBERN JSON FEEH#A,
MFEWBHBERES , FSE "EaBHBEREM. .

{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
"countUnit": "string",
"countNumber": integer
1,
"action": {
"type": "expire"
}
}
]
}

B BERZE
ESEMEE S B THSS
&

. pAELEE

. EBAREE

- BBEXRE
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ERAEER

- BEBFHBE
- FtEER
D

- Count (%)
- BifF

A B SEIE

rulePriority
A B

PVE .2

REEANRAZIER K RREEIESE. EF 1 EBEEFNETBNBERRANBELRER ,
BEEEERIERF 2 AR REST , tEH, ERFMERARNBEMENBERR , HEBER
—H rulePriority fH., EEBKRNWRABEFTAFIIE, #E any B tagStatus EHXER

rulePriority WESEREZEFMENE,

BN

description
BE . FH
PBE B’

(ER) MALwBHBERFHRIAR,

BEBME

tagStatus

+mBEHERERSE
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AECFHEBNEDBHBERUARSAMRGIEEER, TEZEEAR tagged, untagged, =
any. HBIEE any , FIERGEE R AT, MREIEE tagged , BELBMLEEE
tagPrefixList B, MBREIEE untagged , BELZLBEI tagPrefixlisto

EBEXEE
tagPatternList
A : list[string]
WHIE 2, MR tagStatus RACELBARIEE tagPrefixList

AOERENREEEmBERERE K KEMERMFEH tagPatternList RIEEFEFBHNE

o BUBREENEFRBHMRGERENFE , HP RIS EAF T (*) , UELEBEWE
HBERBMITEE, Hln | ZENRGBRIZSE S prod, prodl, prod2 &% , BuReEFEAEREER
BE prod* RIEEEMEER. FLEELZEER , AERESEMEEEERNBE,

/A Important

BEFERZAR4EAERAFT (*), HlM0 ["*test*1*2*3", "test*1*2*3*"] &H
MFEE B ["test*1*2*3*4*5%6" ] BIBEN.

ERFERE
tagPrefixList
A : list[string]
WHIE 2, MR tagStatus FRADEFL B KRIEE tagPatternList

EERIEE "tagStatus": "tagged" HARIEE tagPatternList BfEH. BHAEEMN
ERSRNMRGEBRNBEE , AUNCEREDBHBRRENEE, fln , BEENRGEETLH
prod, prodl, prod2 LALt¥EH#H K BUREEEMFAEBIK prod REEFERG., BRIBEES
BER K6 RSRESEMEEEERNME,
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S Ekd

countType
BE . FH
PVE 2

BEEERUER T,
% countType §%A imageCountMoreThan , #B1EE countNumber RE IV R EFER
BB EEFHNREGHERSIZHA, & countType 584 sincelmagePushed , B iEE
countUnit B2 countNumber R1EE 71 A K 17 EE P #Y BR {5 BF B PR 5l
FTEEN
countUnit
BE ¥R
HE 2, ER countType FEA sinceImagePushed H1ER
BRTRERKXEM days 4, FBIEE countNumber B MTEE (L 2RVE B BEREEE 1L,
HA1E countType & sinceImagePushed R#EITIEE ; HETE countType AHEMERIEER
BEN , ERLEESE,
Count (5T &)
countNumber
BHH . BY
BE 2
EEFMEGRE. TEINER/LEEY (0 TREZE).

MRFEMAE countType B imageCountMoreThan , FEEBEFERLEERBRBEFEP W HRAM
GBEHE, MEMAM countType B sinceImagePushed , BEEEREELERZAREEHN
ARG 1E B LR
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BF

BE

—EEEER, XENES expire,

BVAmBHEERAE

EnBHBERARERAEERACIEEEMENBRERBREEECREN T L. EREWERBRE
REREFECH  SAERAREER. TIHEFRANTRI EMBHERAERR,

Bu4d

EH B R TEE (AWS Management Console)

£ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,

o a0 kA w N~

a.

REEF L EEEGFESEHTESENBRAENREEZES,
HEEERTD  KFEELEREENREE,
ENERFERETENRETE  RREABFTHXBFEEREHEREK,
ERFENEGENRRRAUAERS , KFEEREIERNMEIRA
AEEE BB BR RS UNEA T HFBER,

£ Rule priority (REVBEIEF) F , MARNEEIEFNRE. RABEIEFSREELEWES
BRABNERIER.

£ Rule description (3 BI#iR) & | & A 4 o518 2 BUR R AW R,

SHEMGRE | FBRECER (BEAFELLY). BER (s, RERSHEM,

MRSEMRGREZEZECER (BAFLE), T¢rHiEEERAF HEHEBEESEH
T () WREGEREE  UEBLEmERBREEITEE. flln , EEHNREEERLS

prod. prodl. prod2 &% , LA EFEIETE prod* HTBEREGEHTEHE, FRIEEZHE

BEE A ReREsEmEEEEENmE,

/A Important
BEFEHEZUE 4 BERFT (*), Bl ["*test*1*2*3", "test*1*2*3*"]
REMFH , B ["test*1*2*3*4*5%6"] AIREH,
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e. MRLEMGREEZCET (AIRLY) , ATHHEENRLEERIEERGEREBE
BB A BB E AT B

f. ELHERGEPEEZEEEZNRGIEBUTHENRE , AREE—EE.
g EERT

7. EERESE ST RENHMARENBHBERRA,

8. EEMTEMBEHBRTAE , FB5&EEF Save and run test (EFLHITRIE),

9. 1£ Image matches for test lifecycle rules CRIFR £ EHR BNRERFSE) T , REEN EmiEH
BREERE,

10. ZEEEAEERERBEME |, FBIBIZ Apply as lifecycle policy (ER AL miBHEBUR) RKEHAEBER A
BUAmBEHBE. TERAEBBEHRERE  TEHZSEENMEGRE 24 NERIBH,

1. MRBEELERTRE , EUURBR—HZEAREHBEHRA , BEY —HZER B MNAE
REBEFEAE,

By amBRHEE

ABHERTRERY —ARR  BREANREERERABH. T 572 FRA IR 4 6B
R, FEVAGBHBERSE  TRAZZENREGSE 24 NERIBH,

A Important

Eﬁm@iimﬁ%ﬂ%ﬁﬁmﬁﬁmimﬁ%ﬂ%ﬁngmﬁﬁﬁéﬁmgioW%
nﬁiﬂiﬁﬁﬂ B2 EVAmBRBRTEE,

B A HBHBER (AWS Management Console)
FREEABNEmBHBEER

1. 1E https://console.aws.amazon.com/ecr/repositories Bl Amazon ECR 2 &
REEH F BEHDIEEEVAGRENBENREEZESE,
ESEERYD , KFEELEERENRTE.
EEREEEEDENRTE  AREABETHNFEREEGEHRBK.
ERFEEGBYPBRERS , BEEVRAL

RENE W BHBRR @A TSIFMEA.

o o A~ W Db
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a. 1t Rule priority (REIBEIRF) F , M ARAUNEEIEFORR. RAUELIEFSREE DB
BERBANERIERF,

b. 7E Rule description (¥ Bl#iR) & |, & A 4 a5 B B BUR R AW #R
c. SHEMBGIRE K BRECER (BEAFLY). B&ER (IRLE), RERHEM.

d. UREERGREZBEZECER (EAFLY), ItrHEEERAF A HLEHERIEESEH
7T () WREGEREE  UERLEmEHNBREESTEE. Al , EEHNREEERLA
prod. prodl, prod2 &% , BAEFEIEE prod* HITEMREGEHTEHE, BRIEEZE
BER A AeZESEmEEEERNRE,

/A Important
BEFERZAFE 4 EEAFT (*), Bl ["*test*1*2*3", "test*1*2*3*"]
REMFH , B ["test*1*2*3*4*5%6" ] BISEM,

e. MRLEMGREZZFCEL AIRLY) , ATHHEENRLEERIEERGERBE , U
BB A B B 8T B,

f. HEHBEREDESZEHENRETEBATHENRE  RREE—EE,
g. Egﬁﬁo
7. EERESRST REVHMAEMBRBERKA,

23 4B EEE (AWS CLI)

HEERARTEwERRA AWS CLI
1. HBEERVAHBENERNRTERR.

aws ecr describe-repositories

2. E_L%Z% policy.json MAMERERALEMENBRRNAR, NFLEWBHBRES , F2
A v B BRI o

3. BRBEERFESBALBELEVMNEGBHBER JSON ERRE T 4 hiBHBE,

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json
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4 4918 HA BUR € 5

J‘X-FIEEEEIJ ﬁﬂl&%ﬁ’]%ﬁﬁ] BREEE.

ES-]

- BERBEFERE

- ERERRETE

- BEZERR

- BEE-—FRAPHNZEER

- ENEFTERE
ENEM BT ERE
DTEf@RBENEmBRBIREEL , RBRES R prod EBHEENMRE , /A prod*
MtagPatternList , B FERKERKRIE 14 RBRERAIBH,
{
"rules": [
{

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "tagged",

"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
},
"action": {
"type": "expire"
}
}
]
}
EREBRGET
DT EABETRBRNERBRBEREE  ZIBRERRE —EARECHRE , LEHEMPIERERAE
gﬂo
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{
"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}
ERiE Z (AR A
UTREAWESBEPEASERANES, S5l FEREENEmBRBERERLRRPRKIR
fit,
41 A
BEERE :

« Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
* Image C, Taglist: ["beta-3"], Pushed: 8 days ago

S mBHBEXF
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",

BB E A
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"countNumber": 1

iy
"action": {
"type": "expire

}

"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

LEHBRNEBESR
« RA1RHEEIR prod FEHREK, BERKENREFRBERER  EREUARBRIFEH
Rk, R A RiBH.

- RA 2 HHEFEHMR beta FMEHRR, BERKENRBFRBERER  EREARKRIFEH
MR, RCIRE A BEHIRG B RiBH. B2, REACHRA 1 FR , MEREG B EBH , MIgRE
FRAFA 1 MR IR

- BRI BREACIBH,

=R —EHMERENRTE  ERRNEBXIRFEEELURARER,

]

REERR

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ["beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago
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S amBHBERXF

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

Ao BBRNBEER
« RA1HRHEEHMR beta FEHRER, BERKENRBFRBEFER  EREIARKRIFEH
BR&. 1EIMAEZEARGAFZRE A EHIRG B BiBH,

« RAI2 RHEFEFM prod FEEHWRE. BHERKENRERBERL  EXRERRABRITEHN
R, BFEEIREGE , AAETHARGERRA 1 53 , AT SRLHEBBRE,

- BR BREAKEBEREBH,
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ERAEER

EEE-RAUATN S EER

UTEHRAEE-RATRASEBEANENBHBERE =, @R TFEREENEmBHBRE

RERRARRKRE,

4 A

EE-RABEEZEEREN , RELARSEIHNERER,
REEAS :

« Image A, Taglist: ["alpha-1"], Pushed: 12 days ago

* Image B, Taglist: ["beta-1"], Pushed: 11 days ago

» Image C, Taglist: ["alpha-2", "beta-2"], Pushed: 10 days ago

« Image D, Taglist: ["alpha-3"], Pushed: 4 days ago

« Image E, Taglist: ["beta-3"], Pushed: 3 days ago
« Image F, Taglist: ["alpha-4", "beta-4"], Pushed: 2 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sincelImagePushed",
"countNumber": 5,
"countUnit": "days"
3,
"action": {
"type": "expire"
}
}
]
}

EBHERRNEEER

BB E A
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« BRA1HESHEBM alpha M beta FBHMRG, BEMRE CEF, BEELFERBARIERNBR
%, ERRE& C,

° ﬁ% . HR@C Eﬁﬁﬂo

g5 : B

THIEEFIFRAFERMNRE.

REERS

* Image A, Taglist: ["alpha-1", "beta-1", "gamma-1"], Pushed: 10 days ago

* Image B, Taglist: ["alpha-2", "beta-2"], Pushed: 9 days ago
* Image C, Taglist: ["alpha-3", "beta-3", "gamma-2"], Pushed: 8 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}
]
}

S aBBRNBEER

« BRA1HRESHEBM alpha M beta EBHMREZ, BEMERE. SERKZENRERKBETL , E
FHREAREGRIOTENRE. REMRE A E B RBH,

- BR REARBEEBEH,
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EMEFT A&

UT4aBHBRESRASE IR ERRARE, HBOFTFEREENENBHBRERRRAR
R

g fl A

THRETERIFERANBR 2 EGBHBREE , BRRARE — ARG HMATERERRIE
o

RBEERNR :

« Image A, Taglist: ["alpha-1"], Pushed: 4 days ago
» Image B, Taglist: ["beta-1"], Pushed: 3 days ago
* Image C, Taglist: [], Pushed: 2 days ago

« Image D, Taglist: ["alpha-2"], Pushed: 1 day ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
3,
"action": {
"type": "expire"
}
}
]
}

EBHERRNEEER

- RA1 REFIERG. FETRE A, B. CHED, BRTHRIRGIN , B ERGHRABH, FL
BR& A, B, C RiBH,

- R BREA BHECEHZBH.
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g/l : B

T SEAIR A B — R AR AT R AR £ AR
BEERS .

* Image A, Taglist: ["alpha-", "beta-1", "-1"], Pushed: 4 days ago
* Image B, Taglist: [], Pushed: 3 days ago

« Image C, Taglist: ["alpha-2"], Pushed: 2 days ago

» Image D, Taglist: ["git hash"], Pushed: 1 day ago

« Image E, Taglist: [], Pushed: 1 day ago

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
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"rulePriority": 3,

"description": "Rule 3",

"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

}

EaBHERRNEEER

- RAl1 RHEFEEM alpha REHWBRG, KRHRE A BRE& C. BRFRIMVEL K EMRILHIE
. REBRE A RIBH,

« BRI 2 HEHARFECHRE, RHRE B HIRRK E, BECAEER - RNWREABH, HIRE B
B,

- BRI 3KREMERE. HHREA, B, C, DEE, ERESFTRELEHEMELABH. R,
EERCMRBR A, B, CHE, RASUBENERIRFRRARKEEM. FRERE D HiBH.

- R REA BEDEZBH.

R AR AT 21

ZUUKREEREABBERETEM U LMGEEZIERS. REEREATTEEZEREZ , W

‘“ﬁiﬁ?ﬁLEﬁﬁﬂﬁﬁﬁEﬁEHAﬁﬁEE’JFﬁ #$ B ImageTagAlreadyExistsException &
R, EARTFERMTEETEME K EEXEMEEE  LESELIEELERERATUTE K MEH
ftERZATE,

& LAMEF AWS Management Console 1 AWS CLI TEEZ VB AT ERERELGER TS
M, IESAREFEHEREYGERTEN, NEXRASLE  F2R EULEREE N FELE
REE.

BYRFELRET TRER
ERN TR — AR SRR IFNRREEE , LRET TRER,

+ create-repository (AWS CLI)
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https://docs.aws.amazon.com/cli/latest/reference/ecr/create-repository.html

Amazon ECR EREER

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

» New-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

EHMRAREENRGERTEMERE
ERAUATER —En T REFNREARFENREGER TRMERE,

 put-image-tag-mutability (AWS CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

- BAEKCEEE () ImageTagMutabilityAWS Tools for Windows PowerShell

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Foxce

BR G 77 16
Amazon ECR BURIR A/ BA MBI Z SRR 1 BRI, BT SIBMER,

- AT - Amazon ECR B2 Amazon Inspector B4 | AR EEREEEEERHE. XKESHE
HAZMEG A RERSEFERRIBXDNGFIRBSEHRED. BEHRBILE  BEERG0EE
¥ , Amazon Inspector &% i E# EventBridge B,

EAAIZBH - Amazon ECR AR KIRIEHE Clair 2/ Common Vulnerabilities and Exposures
(CVE) ERlE, BEFEAEARFHE , SUBRTFEREATHEREE , CUNBTFBHEE ;
Amazon ECR 2R HREEFE,

5 FA B R

%%A“ﬁ_’*%iﬁ? XERBREE , CUUNEERHEMEREE  IEEERERTRREREENRES
o
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-ECRRepository.html
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https://docs.aws.amazon.com/powershell/latest/reference/items/Write-ECRImageTagMutability.html

Amazon ECR ERERER
MRAFAERREE , BUEE "KIBEXGRFRGETHER.) K ERETUEEEMRGHIEARE
HPLEREFEHTRERE. TATARFE RIBEAFERGETHEE., EXBENRTERERAT
BRHER  EEREZFEEINTRHE K SLEFDHHRFHE.

MRERERFHE , BT NUA TRBHESETRE, N TEEREHE) oREEHERSE. EATFSE
MFHEBHERTNRETEERSELER, IREEECRERERLA REBHEXETHEHE, M NEE&
wi, DREE T SR KRYG  BER—FREFENSSEBRKRMHNER , Al Amazon ECR E¥EFER
ERFIEAHNT NEARH. | M TRBHEASRREETRE. .

EEREFRNE , REEAFINGERFELBRASHERENFEREFERRE. EFERAFER (*)
MEERHELHEMNREERR  HTERFZFAeBNREFERBPFTEU LN FT. TRIEHS
B, EpREESBEKTH RS  MEMNHEFRFEEEMH LIEE.

prod repo-prod Prod-repo repo-prod- prodrepo
repo
- @ @ @ @ @
= = = = =
*prod
= =
= =
prod*
i i
= = =
= = =
- @ @ @ @ @
= = = = =
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prod repo-prod Prod-repo repo-prod- prodrepo
repo
o ® ® @ ® @
Z Z Z
= =

ES |
- BRBEHE
- EXRBEH

R A R

Amazon ECR ## & 12 282 Amazon Inspector S , T ARSMGREHFERER, XASBHEEHR
MG  RERBEEERRNEXNRFIEZESEHRE. BILUER Amazon ECR 1 Amazon Inspector
BEEMIRRIEREESE, MEAM Amazon Inspector FEFMERA , 5528 (Amazon Inspector EA &
&™) PHEEA Amazon Inspector 1 A 55,

BERERARE  SUURERRBPERFERESBDEERE  UAREBLEREERESMEERR
W, ERIERRHENEIRM A TR,

R EHNEESH
A Amazon ECR R EFHFEE R T 5IE1E,
o EFALLIIEET 2 Amazon ECR EEXFMEARAE , ER , BHMGER SR Amazon Inspector
EERA. MEFMENR , 5528 Amazon Inspector E{E,
s THEHFXEERBIEHE
o AR (A BEBE KXKABE) (me-central-1)
- BARESE (BEHE) (ap-south-2)
s L% (FPHMEKX) (i1l-central-1)
- TAEHE (EBA) (ap-southeast-4)
o BUM (FBESTF) (eu-south-2)
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://aws.amazon.com/inspector/pricing/

Amazon ECR EREER

« Amazon Inspector X ERHBEEERK. WETEEE , 528 (Amazon Inspector FAEIE
) P ENEERME | Amazon ECR ##.

« Amazon Inspector A IRISER IAM B , ZACRUARGFERMERAREAMENGT T, A%
BESERBUEARERHE , Amazon Inspector € BB RIEER IAM A, WEFHMENR , B
28 (Amazon Inspector fEAEIER) PHIEA Amazon Inspector B R EERE A,

- EXR-FHRBIAERSEEUERAEFIERE | Amazon Inspector AERIBEGHIEBEBRLCR
BE 90 RAMEM & , JH8iBE 30 RAHIEE Amazon ECR WK, BENRGEES
SCAN_ELIGIBILITY_EXPIRED ##ifRRE, MREF L Amazon Inspector RIFSLEM B | BINKA
HELMGERHEEEREFED,

- FIRUIERARHE , #IXZE Amazon ECR WIMEMEGHEERENFERBATEIRE. BEHE
®, BEREALEDER, M Amazon Inspector TR AUTHFRE. MEFHMEF , F2H 2
B AREEERNE,

- 5 Amazon ECR A B EHERBUIERAERBHEE  RERSEAERARHEREHNTSREGRGRY
WATEREE. THAMERGNMEESRSEMR off BiEEER , ET2WEBEHE, TXEMFHEMR
RENFBHRIE. NEFAEF , F28 CHGERML

- MREBAH TRBHEXETRE N "EERE.) 2REETHRGY:  RER—REFERFSSEGE
HREER , Bl Amazon ECR 8RR EFERGIELHT NEERE, |, M "RIBEEGRGSG
HEITHRHEL -

- BFIRUIERAIFHEF , Amazon ECR B EREFENRHEREE EventBridge B EEEH. Amazon
Inspector WA FE TR EventBridge MUK EY, BENMBEAXGREERRERIRELEENS,

FTER IAM 3]

Amazon ECR #s8FF M EE Amazon Inspector FRI&ERE IAM A€ | BRAFNER SRR RBHEN
IAM Z5EA B EMIWRHEFTER Amazon Inspector APl, BFAHE E & ERFBUERAEIFIHEE | Amazon
Inspector & B B2 37 Amazon Inspector fREERE IAM A, MEFMER , F2E (Amazon
Inspector fEFA&EIERT) HEIFEA Amazon Inspector B IRIGERE A€,

T5 IAM BERTFRIAREAEREFTHENSES T, HHPEE Amazon Inspector 2 3 JRIGERE IAM
ABFENT , LUk EIR 18R A 7 H A AR B BB EFTER Amazon Inspector AP FF
A,

"Version": "2012-10-17",
"Statement": [
{
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Amazon ECR EREER

"Effect": "Allow",

"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"
]
}
}
}
]
ERAERAEHE

RS R A FH (AWS Management Console)

AIEEHERBUEREFEE (AWS Management Console)

RHEEAERKESELEEFERRLES,

1.

2
3.
4

£ https://console.aws.amazon.com/ecr/repositories BIRL Amazon ECR # &,

4,

REBIEEEAHRERBEEN R,

HEEEEESD , 451 Private registry (FAE & #4#&). Scanning (IF#).

#£ Scanning configuration (3 8#H58) B , & ¥ Scan type (B #EA) £ Enhanced scanning
(BB TH),

(ZA) BIBTER , £5ZH Enhanced scanning (88 E 15H) i |, RRSEEREERES

Continuous scanning (E{E#R ). SRS ERRIFBEHERE , 5 ERBUHIER Continuously scan
all repositories ((EEREFMEREE) Fill. AR , B EREFEREATHEFREE , &
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREEmR
ALAEBNEIARRHEEEBNNRHE R GG, RERWEZERER | B LUERE Preview
repository matches (AERFEMRFIER) , REFZ B HAE DY HILE G177 B E R0 EFZ R4
o

/A Important

RABRFZINEBRRGSLEASHREGNTERETESE. EEEAFT (*) WE
B ELHHEFERR AT ERAF e EERBRE/EU LBF T,

6. BERF
7. EEFRRERARHENSERSERELSE,
FARUERE R (AWS CLI)

EA T AWS CLI 8% , fEF A A S SRAVIEREIZH AWS CLI, B LER rules YHHEER
HERR R

 put-registry-scanning-configuration (AWS CLI)

THHFEAMAERERBERERE, ERRERT , EXREE rules B , Amazon ECR €1
REEEREREMAEREEEERHA,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

THEHERLAERERMMERERE  WISERBEHERSE. SFTNREGERGTHHEER
BHER prod WA R FERBEERHE.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

THEHEAMAERERBERERNE | WEESERFHERES, SOPNFEHRE SRR TS
HEEEZBPES prod WATRREFERBERREH , X BEHHAE EtbfEFERBUHEEREHR,

aws ecr put-registry-scanning-configuration \
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Amazon ECR EREER

--scan-type ENHANCED \

--rules '[{"repositoryFilters" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtex":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

SEMRARHGERD

Amazon Inspector ¥ EZREFBERCILEREENSERE, RIEER , EFRBE Amazon

ECR FAE £ ER AR IBHEF | Amazon Inspector R SFEERENRFEEE , EIMREGE
FIMBRRE AR RBE AL, AR Amazon Inspector FREEE Amazon Inspector 1R
BHSERE, THNRESERES Lifetime (default) (B H (F85%)). 180 days (180 X) ,
LAK%30 days (30 X)), REENFHFERERE I TENEEBSERSETRFEERES
SCAN_ELIGIBILITY_EXPIRED., MFEFMEA , 28 (Amazon Inspector EAEIERE) PHEE
Amazon ECR BB EFiRHEFER .

RS FHMARHTERERE

1. 7E https://console.aws.amazon.com/inspector/v2/home ¥T B8 Amazon Inspector 2% &
2. HEERAIEES BB Settings FRE) , A% iBIZGeneral (—#R).

3. £ Settings (X E) EMEM ECR re-scan duration (ECR EfREIFERE) 2T , BIERE , A&
i#12 Save (&1F).

EventBridge 4

FRUERAEFHE , Amazon ECR EERFEMNRIHIEREE EventBridge FEIXEH. Amazon
Inspector 8RBT EventBridge RELAR B, EHSBMEGRERRERREHEN,

REEREARBEEHS

AEHERBUEREFHEE , Amazon ECR 8RB 7T B AEREHNERBEBEREATIES,
EUSEERUNNREETE. LESENREERHEEAR  IRERM T HRERHNRETETRLIN
MR GBS, MFBFMET , B2 REFH,

{

"version": "0Q",
"id": "@c18352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
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Amazon ECR EREER

"source": "aws.ecr",
"account": "123456789012",
"time": "2021-10-14T20:53:4672",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
1,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

FIABRR IR BT (HRELIRE)

ABHFERBIERRIFHEE , Amazon Inspector BEVIRGRIETHFEETIEHS, finding-
severity-counts 3 RASEHABREHZMFSIERBREEZEHNE, Hln , WRREE
CRITICAL ERREMBEBE , AITSEETNEESRBE,. NEFHEF , F2HE ERAERHE,

SHEN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]
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W)

"version": "0Q",

"id": "739c0@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

}
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REFHEBEETEENSH (HREFEH)

AR EERBUEERFEHEEF | Amazon Inspector 2, FHNAMAMRGREREFTEREETY
EH, MEFMENR , FSHE EHEEBE,

EHREN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
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W)

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:307",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd@f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

I

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",
"version": "3.0"

}I
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{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": "NVD",
"version": "2.0"
.
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": "NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

I
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
I
"resources": [
{
"details": {
"awsEcrContainerImage": {
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"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

.

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

FRENBR GRIF HE A R

B R ERTER 2R ERENRBERZR. &RBIE Common Vulnerabilities and Exposures (CVE)
ERE , KEEMHIHERNERBFGE.

NEERARGRELE AAENREZEFRES , F20 RBFREKEDH.

FEEVBR B4R H 45 8 (AWS Management Console)

FEH T BLRA AWS Management Console BB i A R,

1. £ https://console.aws.amazon.com/ecr/repositories AR Amazon ECR £# &,
2. REEIEREFREEEMENREE,

3. EEEBE®D , EIE Repositories (7 E).

4. 7£ Repositories (R77E) EH L , BEECsEHRRABRCMENRETE,
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Amazon ECR EREER
5. £ Images (&) EEHAY Vulnerabilities (FE) W T 75 , ZEEREREY See findings (EFRBBEFE)
RENFREEEE,

6. #48 Findings (BRE/FEE) & , Name (B 78) M HIREE R Amazon Inspector =12 & HEHE |
RS EEPRRESHMAEN.

PR G IZHEESR (AWS CLI)

A T3 AWS CLI s S Al A G IFHEZIRER AWS CLI, B LA imageTag 5
imageDigest IEEMEG , MEE A FIA list-images CLI i HES.

+ describe-image-scan-findings (AWS CLI)

T 5Bl E R EIRE

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

THEHIERRGHE,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

BEXRIEH

Amazon ECR Rt EARFHE , SEABRBMRKIEE Clair B/ Common Vulnerabilities and
Exposures (CVE) EXlE, EAEEHE LMAELREBEHER  SUURERTEGERYGE , RIEE
LR FEFREATEHERRE , WU UMTFEHREH. Amazon ECR ZUHBRHBEEE, SES
BRARMGR A LA 24 /NFIEHE — X, Amazon ECR AR MR TS Clair 38 Common Vulnerabilities
and Exposures (CVE) E#lE , WREREERNWEE, BUURREREEGER U THREEHEZSSH
MG Z 2 MEBIE . WEHFR Clair WEEMER , 5520 Claire £#, GitHub

Amazon ECR &1#f it 30K CVE MBEH (MRAWHF)  FARMEEA —BRETS R
(CVSS) H#. CVSS HBAMREE NVD RAREMEH. NBFMET , FLHNVD BRREM.
Filko
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https://github.com/quay/clair
https://nvd.nist.gov/vuln-metrics/cvss
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Amazon ECR EREER

MRAFAERREE , BUEE "KIBEXGRFRGETHER.) K ERETUEEEMRGHIEARE
HPLEREFEHTRERHE. TAFRFE RIBEAGFERGETHEE. NRTFEDERATHIRHEE
R EEREEEVTRE  SLETHHEERHE,. TUASERGHEM LATHNRGEHEER, B
R WTHKEF , Amazon ECR 44 E4&iXE Amazon EventBridge (BABT# % CloudWatch B4),
MEFMEN , 5528 Amazon ECR Z4#1 EventBridge.

NEERARGRELE ARENHREZEHFAES , F20 REBFHKEDH.

EMESCRECASIENEERRRST  FRAZ2UBEEBNGRREEE. REBHEHEE ,
EFLEANERRETBLRABCHERAER L MAEHZBELT  TEBAHRMGHNRSESR. It

A REREEEIXENEEXRREIREIERERE  #EBETFBRAEN T2 EBNER.
—BRTREARERENXE , Amazon ECR AIREFBXERFHECREERE. Amazon ECR &t
HELNFERRBREENEMARREE  BEARSZEN. THIEL T ENXBHNRERBENMRA.

EFN TN
& W Linux ( &L ) 3.19
& W Linux ( &L ) 3.18
& W Linux ( &L ) 3.17
S W Linux ( &L ) 3.16
Amazon Linux 1 (AL2) AL2
Amazon AL2023 AL2023
CentOS CentOS 7
Debian fAlfkzs (F &) 12
fAAREE (30 11
B A 45 A BR 2% 10
& X Linux (FEX) 9
& X Linux (FEX) 8
BEX Linux (FEX) 7
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ERRM IS

A 23.04

b 45 22 H4 8 (&X)

Ubuntu (E52) 20.024 ( X))

& 18.04 (¥R HT1B)

AR 16.04 (R HT4B)

Ubuntu 89 ( EBE%8 ) 14.04 (RETB)

Red Hat Enterprise Linux (RHEL) 7

Red Hat Enterprise Linux (RHEL) 8

Red Hat Enterprise Linux (RHEL) 9
EAERERHE

BIRFEEK , Amazon ECR EEFMELAREETRAEAEEH. Rt | BRIFCLELFRHEE LN
RHRE , SREXTEERAELRLEH. ZAUUEATISRREIRSEMAELRLFEH  XE
& — RS EMRE KRR HEEERSE,

AIEEHERMEAREFE (AWS Management Console)

RHACRKESELFEHEBRLESR.

1.

2
3.
4

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £ &,
REBIEEEAHRERMERENE,
HEEBEBERD | 4kFiRIZ Private registry (FAF & #&#). Scanning (&),

£ Scanning configuration (3 8#H%8) B , & ¥ Scan type (R #E|A) 1#F Basic scanning (&
REFHE),

ERERERT , RESMEREEREA Manual (F8) B, SEEREHERRR L HE2
EEH#HARFREEERG. ZUNUAMEBRTESERNREFERTHERER., NEFHHEEHRN , 5
BB ERENERGE.
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Amazon ECR EREER
FERHREG

EEREERRAEERFRENRFETRERRE , TUFDRBRBFE, SRIARRHE—IXBR
o WRHBITEMHREERFH (WMRERE) UREMFEHFHE,

NECRERGRELE RRENSEDEHEEN , F28 REREREDE.
BEFBIFHERG (E2R)
FATHSE , FA AWS Management Console LABREh F By R & 374

1. 7E https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £ A&,
2. REEIEZELRTFERELNE,

3. EEBEBE®ED , iBIE Repositories (FEFE).

4. 7 Repositories (f(17E) EE L , BESSERECREBNREE,

5. 7E Images (Bff) EE L , ERERHENBRE , REREE Scan (B #H).

RBEF BB EK (AWS CLI)

AT AWS CLI ETHRBRFBHREEHR, B LER imageTag 5% imageDigest IEEMEK , @
FEARIA list-images CLI tn 5 HES,

« start-image-scan (AWS CLI)

T35 HRGRR.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

THEHIERRGHE,

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash --
region us-east-2

B F BB HBR% (AWS Tools for Windows PowerShell)

T % AWS Tools for Windows PowerShell IS HEFBIRET R, B LUEH
ImageId_ImageTag = ImageId_ImageDigest JEEME , MEE U RA Get-ECRImage CLI 5
THUE.
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https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImage.html

Amazon ECR EREER

« V48 ECR () ImageScanFindingAWS Tools for Windows PowerShell

T35 ARGRR,

Start-ECRImageScan -RepositoryName name -Imageld_ImageTag tag_name -Region us-east-2
-Force

T oS ERRGHE,

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -Region us-
east-2 -Force

FREBR R IF HE A R

B DR ERTERZREREENEEER. EREBIR Common Vulnerabilities and Exposures (CVE)
BERE , KBEEMHIHERNERFE,

NEERARGRELE ARENREZHFHRES , F20 RBFEKEDE.

HEMRGREEER (E2H)
FEATHIZEBLLRA AWS Management Console BB iR k5 R

1. 7E https://console.aws.amazon.com/ecr/repositories BIRX Amazon ECR £ &,
2. RSB EELREFEMEILNE,

3. EBEBEKP , #IF Repositories (EFE).

4. 7£ Repositories (RZE) Bl L , BESESEHIRRAERCMENREEE,

5

£ Images (&) EEH Vulnerabilities (J%E) BT 7 , FEBMREKEY Details (FEMHERR) , SAEEUR
BER.

PR IR AR (AWS CLI)

AT AWS CLI p S AIE I AR ERIREE AWS CLI, BAILAERA imageTag
imageDigest IEEM G , MEE A F A list-images CLI n FES.

+ describe-image-scan-findings (AWS CLI)

T35 £ AR GARER
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Amazon ECR EREER

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

THIEHIERRGHE,

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

REENBR B IB A R (AWS Tools for Windows PowerShell)

FE AT % AWS Tools for Windows PowerShell S SR GIRIHRIBER, BAUEH
ImageId_ImageTag = ImageId_ImageDigest IEEME , MEE THA Get-ECRImage CLI @5
SHUS.

« H1§ ECR () ImageScanFindingAWS Tools for Windows PowerShell

T35 HREGRER.

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageTag tag_name -Region us-
east-2

T oI BIEARGRE.

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

RearREEFBEMRN

Amazon ECR XELUTHARBZMEEABTERR -

« Docker MG EEE V2 EBIEIR 1 (BHEE 1.9 EERAM Docker £ )
« Docker MG EFAEE V2 FEBHIA 2 (FHE 1.10 REFHMAH Docker )
- FAMAREETE (OCI) & (v1.0 A ERRA)

Docker UK EFABE V2 iRl 2 XERMK T 58
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Amazon ECR EREER

- TEEERGLERAZEER,

« XEMTF Windows Bes&, MEFMERN , 7528 (Amazon Elastic Container Service BiZZ A B
) B Windows BR{&H# %X Z| Amazon ECR,

Amazon ECR MG E A EEH IR

HEE B E Amazon ECR R IZERBRGEF , RE35IZ A F % (#120 Docker) €EE R XI5 @ , LUEB —
BEEAFRYEEHEZERARRBNERAFTERR,

£ Docker 1.9 HE RARAHEIX MG E Amazon ECR B |, MG B ABZTERRAEEMNS Docker M5
BIEE V2 B R 1, EH Docker 1.10 S{EFARASHEIEBR K ZE Amazon ECR B , RGBS
BRNGFEMS Docker MG EABE V2 EERIA 2,

B IS AZER Tt Amazon ECR 2EUBH&EF | Amazon ECR €EBEFREREEFHNRGEFBTERLR.
REEAFRYEZER  T2EREENR. IREFEFIRTERFHNRGERAFTERLRR , Amazon
ECR M EEAFTEEHRATLIEMBIEN, Hl0 , 2R Docker 1.9 A FixzE R Docker BUEE
ABE V2 ERIER 2 EXFEHRNEEFRBEE , Amazon ECR 2 EI1E Docker MIGEAFE V2 &
Bk 1 MXPHEABE, TREREBREBHIZIMEGEF , Amazon ECR X EH) ] FHE R .

MAFIRERNEBE BAV2 it 1 #X BA V2 B8R 2 #iX BL OCI #3AE ECR

P £ ECR £ ECR

V2 fERB IR 1 TEWF BEAV2ERBHEZLR1 BERV2EBHER 1

V2 fEiE iR 2 TEHF , AFRO TEWFE BES V2 BEHEE 2
BE V2 EEH#ER 1

OCl REARNEE #}ZE A OCl THEWF

/A Important

MRS ERIEG , ARETANEE, APRAEBEEFRIE Amazon ECR HRHY &
BIABENRIN ., WRE Docker 1.9 REERAA Fim EHRMHEESR Docker BRIGEABE V2
FEREIA 2 G, MERIBEUS K, MEFMEN , 26 Docker XHAH "2 EEE
EJ )
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Amazon ECR

ERAEER

L EHIF , MREEBRERMERRE , Amazon ECR BISKMREEAEFEDERAF R
XENER, RESRIA,

#% Amazon ECR ML{&EE Amazon ECS & EL

BAI LAE A Amazon ECR FABREE , RFEE Amazon ECS EK Alge P IREN B8
MG K m. EEMFEALINEE , Amazon ECS = Fargate, RESRERAMLEEGHT

ecr:BatchGetImage, ecr:GetDownloadUrlForLayer #l ecr:GetAuthorizationToken

API EFH
FRA=EY 1AM FF 7]

TRERTEHHSERBEAEAN IAM 86 , EXA6A5FNEREMR Amazon ECR FAERE
EREFTEMNEF T, Amazon ECS 2 E IAM BER , EH@EHLEHF T,

5 €k

Amazon EC2 #{T{EE L1
Amazon ECS

Fargate £# Amazon ECS

NEREFITEEE LY Amazon
ECS

IAM A&

FERARSEHTERE IAM AE
A EE Amazon ECS #5&
ZFMH Amazon EC2 #1T{E &
B, WMEFAEA , T2
B <(Amazon Elastic Container
Service B ABERE) FHNE
EHTER IAM AE,

f# F#E7E Amazon ECS 131§
ERPSRNEBHIT IAM
A, NEFHER , F2

B <(Amazon Elastic Container
Service HEASEE) PHE
¥H1T IAM AR,

EHRSRHTERE AM A6
L AEEE Amazon ECS #&
FREEME A EE R ARET SR

AWS Z & IAM B3R

AmazonEC2Container
ServiceforEC2Role

MEFHMEA , F2

B <(Amazon Elastic Container
Service R ABERE) #

# AmazonEC2Container
ServiceforEC2Role,

AmazonECSTaskExecu
tionRolePolicy

MEFHMENR , F2

B {Amazon Elastic Container
Service B ABiEm) F

B AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

#% Amazon ECR B{&EE Amazon ECS & &
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonECSTaskExecutionRolePolicy
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Amazon ECR EREER

BrEma IAM & AWS ZE&E IAM BUR

EE#ER (VM) HHEE, WE MEFMENR , FS

FHMEHR , 528 (Amazon B {Amazon Elastic Container
Elastic Container Service f%  Service B AS31ErM) H
ABER) PHEHEHNTEE & AmazonEC2Container
Amazon ECS &, ServiceforEC2Role,

/A Important

AWS ZF IAM BERESBREARTRERTEEMEMEFT, EHERT , EERHK Amazon
ECR A EMEERIMNKRESER,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}

£ Amazon ECS B EZH 5 Amazon ECR &

B3 Amazon ECS FREEMK , B LUEEFEE Amazon ECR AERTFEFHN ARG, £
EREED , BRER Amazon ECR MG FEATER registry/repository:tag £, 4l

W, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

THEHKEEFH EBREEREE Amazon ECS B EEST , @AMNIEE Amazon ECR F5EE M B3R
EN

{

EEBERPIEE Amazon ECR MK API fR7 2015-09-21 136



https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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Amazon ECR EREER

"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:latest",

1,

#% Amazon ECR MR E2 Amazon EKS # Bl A

& 0] LA B Amazon EKS &/ Amazon ECR B{§ |, B A A LR B AT £ RGHE -

- RS ELAREEHH LFEEN Amazon EKS THEH , KEEH Amazon EKS THEEIE IAM
A ® (NodeInstanceRole)s Amazon EKS TEEi% IAM ALK ABDEEAMN Amazon ECR T
5 1AM BUREF T,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}
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Amazon ECR EREER

® Note

MR TE Amazon EKS AFIHEA eksctl 5 AWS CloudFormation E4< 3R T #HE M T E
ETEREYAE | BIBTERR B IAMHFUSERARITEHE IAM B,

- ¥ AWS Fargate LFEE® Amazon EKS T{EE & , B4 AE A Fargate Pod #MTAE® , ZAE

RIERMEFTE Amazon ECR fFEFIRIVREN Pod fF 7], MEFMENR , FSEE I Fargate
Pod #11TA €,

* & Amazon ECR 8EZM &K , ML ERAMRGFERATEN registry/repository:tag g, #l

i : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

£ Amazon EKS Z %1 Amazon ECR L&/ Helm Chart

$&FTEE Amazon ECR H#Y Helm Chart ISR E R Amazon EKS & £, TSR REE—
o

FeIRIRAF

ERmZE , BERLTR TR,

o R# Helm AE IR RHTIRA, ELSBEMEH Helm x4 3.9.0 ETHRE. MEFHMER , F2
B &% Helm,
« BELEAA AWSCLI HARA 1.23.952.6.3 ZHEFEECHWEK L, MEFMAEA , BF2EALTE

2 E R EFTARAE AWS CLl,
BB Helm Chart #2288 Amazon ECR fFE, MEEZSFHMENR , F2E #HiX Helm

Charto

BEFRE kubectl B2 Amazon EKS &1, MEFHMENR , 528 (Amazon EKS FAEERM) *
M9 % Amazon EKS 237 kubeconfig. & NI SELNBEE ERINET , RRTENRE LR,

kubectl get svc

#% Amazon ECR 5E& Helm Chart Z# %] Amazon EKS # £

1.

12 Helm B FiRERFE £ M Helm Chart SEE#Y Amazon ECR & &4, P &85 &5 & 4
ANMSEIBRBFHN , FHENHBEA 12 @)K, WEELSHMENR K F2E ILEEHESY R
Fo
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Amazon ECR EREER

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. ZREBER, i helm-test-chart BIXAZBNREE , % 0. 1. 0 BYX A Helm Chart BViES.,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

W ERRELEL

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. BEERZTE.

helm list -n default

B tHEE I
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (EEM) BESEE2ZEM Helm Chart ConfigMap.

kubectl describe configmap helm-test-chart-configmap

5. FTH%& , BAURBEEPBRERRAE,

helm uninstall ecr-chart-demo

£ Amazon EKS Z & Amazon ECR LFEE# Helm Chart API fRZ 2015-09-21 139



Amazon ECR EREER

Amazon Linux B &

Amazon Linux B8 & 2iEBIE Amazon Linux AMI FE8EMNEREEB TEHMEE, ZMETAR
FRBEAR IS Docker THEE N ERMREGE, MR Amazon EC2 R EFAREX R EH Amazon
Linux AMI , BIT]LAfE A Amazon Linux BESMGHERARERX ETEEEL,

B LA EARBBERIRIED A Amazon Linux RESIEGE | AREERARERA#HIXE AWS £EH Amazon
ECS, MEFMEEAR , F2E 1§ Amazon ECR M {§EE Amazon ECS & FEH,

Amazon Linux &5 AT £ Amazon ECR Public & Docker Hub £, B@# Amazon Linux B g5HR &
M EOE AWS B A EmEFRKE,

#& Amazon ECR Public H12E¢ Amazon Linux B 25 &

1. [ Amazon Linux Public Z #1258 BH Docker FAF i, MR FZHANEREA 12 /M, WMEF
MED  F2E ILEEREEESRE,

(® Note

fEARZ 1.18.1.187 B , ATLAfE AWS CLI HfEf ecr-public &8 , BERMEZRER
BHTARAY AWS CLI, INEHMMET , 5528 (AWS Command Line Interface A &g
) HH L% AWS Command Line Interface,

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

HigHmT :

Login succeeded

2. £ docker pull i85 32E Amazon Linux A28, &ZE Amazon ECR Public Gallery L &E&
Amazon Linux B3 |, 552B Amazon ECR Public Gallery - amazonlinux.

docker pull public.ecr.aws/amazonlinux/amazonlinux:latest

3. (BH) EXHEITESR.

dockexr run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash
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https://hub.docker.com/_/amazonlinux/
https://forums.aws.amazon.com/forum.jspa?forumID=228
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://gallery.ecr.aws/amazonlinux/amazonlinux

Amazon ECR EREER

#& Docker Hub 3#2HY Amazon Linux 885

1. A docker pull a5 = HE Amazon Linux &35 %,

docker pull amazonlinux

2. (BH) ®EXHEHTESR.

docker run -it amazonlinux:latest /bin/bash
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Amazon ECR EREER

Amazon Elastic Container Registry B & £ 1

EL2 AWS BRENELER. R AWS BF |, BAEERPONBEBREBTERE AR BEAR
EHZEMRHRMNEBNERMITE,

ZE£R AWS B BHREEBENSE, AESEERE SHERAERNZENERANET S !

- BElRNEEME — AWS EEREE AWS ElmF T AWS RBHNEREE, AWS EAERHETU
ZEERANRE, £ AWS &R EF  E=ZFRZEEEMAALRIRMANZ LI, BETH
BRAM Amazon ECR &8l FSRERTEEEANNAWS .

- BiRPHNLEM — ENETEURREERN AWS ¥, SHXBEHEGERAE  TIEERNHE
ZiE, BRFANERNMBRERENZER,

AXHEBMRET HNAEEA Amazon ECR RERAHAREMEER, T 5 EEER A MNA#E Amazon
ECRBRERNEENRLERERARER. CHFBINMAEHEMA AWS B R E R M {RE Amazon
ECR &R R,

&

« Amazon Elastic Container Registry #J Identity and Access Management

« Amazon ECR HF K ERHRE

« Amazon Elastic Container Registry Y& 15 5 5%

« Amazon Elastic Container Registry FER R EZ £ M

Amazon Elastic Container Registry &Y Identity and Access
Management

AWS Identity and Access Management (IAM) Al BB R EEE R £ H AWS ERFEHE, AWS
FR# IAM BEE B A EHIRE (EEA) MER (BBFTH) REA Amazon ECR BiR. IAM 22
ERAK AWS IRTE , BREEANE,

F&E

o/ ki

- FRESERE

- FRABKREEFIE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon ECR EREER

» Amazon Elastic Container Registry 311a/E2 |IAM #& i 1§ F

« AWS Amazon BB RIMKRNZTEBER

« ffH Amazon ECR WEREER AR

- EBREEENREA

« Amazon Elastic Container Registry & % F B R 1) &8 4l

- EAERIFEUES

+ $¥ Amazon Elastic Container Registry Identity and Access # 1T ER

c/kes

&5 AWS Identity and Access Management (IAM) 975 & R &% Amazon ECR HF#I{TH T/EM
B E,

FRIEERE — MREFEA Amazon ECR #11TEHK , FNEESSRALRMETENERENGT. K
EBRTHTEEMFEAN Amazon ECR IEERER S | B RESZFEHENNGAT. THERFFIH
EEAAAHEOEESREREBNTT. MREEELFE Amazon ECR HHITHEE , B3 &Y
Amazon Elastic Container Registry Identity and Access #1THE 2 B .

REEEES - EERELTAEEE Amazon ECR BR , BEZ A% Amazon ECR KT EFZEUER,
IR TS R Y B AR A5 f5E F & FE1ZEXHY Amazon ECR WEEME IR, #F | B4 EKEREZBEN 1AM
EEE K REFLREFERAENGT. RELEELNER , TH IAMHNELRES, ZEEE-STH
B /AR A EL Amazon ECR £/ IAM B9 A= , 552 Amazon Elastic Container Registry Z1{AE2 |IAM
BEEM.

IAM EEE - MMRER IAM BEEE  BEEREZ2ENMRRSHELLEE Amazon ECR FHUER FH4
B, BEEMRBEATLUE IAM FEAM Amazon ECR B9 B BEEH| , 5528 Amazon Elastic
Container Registry & 2 B BUERRI £,

5 & 2 B

BBERBAWS FASSRBZANAR. BLAL IAM EHES D HME IAM BEETHE (BA
AWS), AWS IRERERE

B LAMERZEIR AWS 28R RIRIBHNEER , MBS 52BN S 2 E A, AWS IAM Identity
Center (IAM 250 EHE, EATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HEWEELRBNES, ELUBEEDEAE  CHNEEELNCREER IAM AGNEBES T2,
EEME AWS AERFEHE , CEBRERTAR.
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Amazon ECR EREER

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS RE B H & A BN,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREHN (SDK) MaswF @ (CLI) , AERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITEBEER, NEFHREN S EEH
THEEBHERNWEMER , F2H IAM FRHERETHNEE AWS AP| &R,

EREOERMES S REN L SURBFRRMF/NANREMET. fln, AWS EBREFERZE
EXBE (MFA) RIEMRFHRZ M. WEFHEEF , F26 (AWS IAM Identity Center fEF &5
M) PHZEEZREN (AM EREER) FHEAWSHERAZEZZERE (MFA).

AWS IRF RERE

BRI AWS tRF , BER—EEAS RS , X80 TTBEEFIXIRFFHMEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENBRTEA
REH, BARBETEUREAERZEARFER. RELHREAERE , WEHARHTARAR
ERERITHER. UFELEBNTREE , THRFEURERAEZANGEY , F2680 (AM EAEF
EE) FHEEREAERENER.

IAM fi£ i & M A48

IAM EAEREATNE D , B AWSIRF FE—ABSEARANESENT. ERERTREMKTE
RIEFERRE  MIARBERLRHEE HINERBNENEE®) N IAMFAE, ERNREFEFERAR
BIEEHERIBEN IAMFEAE K BREHRENESH, WEFAESA A F20 (AM FAEE
) https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials 1 #Y A&
SERHBENEARGIEHWBREFIRER,

IAM #ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BB —EEA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEARZEENA
BNE. EREHEKANKRYER K EBACERHERERE. sEE-—FTH K F2H (AM £
EHiEM) TR IAM EHE (MEAE) AR,

IAM B

IAM A& AWS IRF ANEERETINE D, BELIAM EAE , EFEBFEN ASHEEE,
OB AE | EPEEEE IAM A€, AWS Management Console &0 LUEIBFEAY AWS CLI 5
AWS AP| fEEREABE] URL RIBEACG, MEFHACHSLFHMEENR  F2E (AM FAEE
M) FREA IAM A,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

Amazon ECR EREER

EAERBEN IAM BBETIERAPIEEER

- BMESIFEAEEN - BEMBSES2EIRETY , FEVAR  YARACERTT,. EHESSD
TEPBREE  ZE/HACEVEE  WEEFHAGERMNET, ﬂﬂ*ﬂﬁﬁ’*ﬁ@ﬂ’]*ﬁ@ﬁﬁ:ﬂ
w2l (AM FAEERE) PNAE= SS9 HEREILIAG, WREMEA IAM Identity Center , 8l
TERETITE., ARFSoRF|ETUFTEHIAZR , IAM Identity Center #5F FJ &£ EE IAM EF'lél’Jﬂ
EMEB, uFE ﬁEﬁn‘F—IEE’Jﬁnﬂ ##28 (AWS IAM Identity Center fEF & #5R) HMFTAIE

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFH  BUER IAM A® , RAFTRIRFFHEA (BENER) FRERFNER. A
ERTFERSFFIRENEESR, B2 , BRELRE AWS BT , SR BUE R BN B EIR
(MAREAACEARE ). BETHERFFIENEREBRANZR , 528 (AM £A
EiEE) 70 IAM ACRERBEABRNES,

SIRIEEAE — BLE AWS BRI ERAHEM AWS IR IheE, Bl , EEEREHETRWE | RSB
BEEEE Amazon EC2 H#{TEAR XK 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- MEEMITERER (FAS) — E&MER IAM FRESAGEFHTEER AWS , EERELE
B, ERELERBE  SURENATEEDE  EMETRARBTIREB S — ﬂEIEM’Fo FAS &/
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB S ETRINFERE , I E8H FAS R, BHEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERE) .

- BEAE - REACERBREN AM A , IRREHTEE. IAM EEE TR IAM AE
3., EHAMEBRERE AR, MEFMAER , F2E (AM EREERE) FREIABUEIRTT
#E AWS BRI ARFS o

- BREREAE — REERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERIELENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
K B AWS CLI X AWS APl FRIVERIFE A E R, ERE EC2 BITERAFRFIEMATR
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 #TER LI THEXESEREY
BE. WEFEFMER  F2H (AM EREER) PHEAA IAM A& RETFEFA#E Amazon EC2 %
TER EHITHEAER.

ERETHRREMEH IAM AR IAM E/AE , F2R (AM EREER) FIEYL IAM A6 (IFFE
H#E) R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

Amazon ECR EREER

ERABREEFHE

SEELGE AWS B RIS EMINE AWS &2 BB RNEFRREFPNFER. KR —EWH4
AWS |, EE G BB NEFAEREBN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REHERE , fHMEELRAl, RPN ITRERES AFFRIEEFBR. ASHFRAUE AWS
LA JSON Xy FEF. MF JSON BRXHERNABTWHERER , F20 (AM £REE
) Y JSON BURHLE.

EEEWLUER AWS JSON BERRIEEH T UAFIBLERNR. UHRER , WEEREFTERGET AN
YA BEERANITHES/E.

HERERT , ERENACREHNT. EERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZXBEMFTA , B AERMEL ERHMITRE. W0, BRFBEF—EAFF
iam:GetRole BIEMV B . EBZERBIKEAE A LLHE AWS Management Console AWS CLI, %
AWS API 8 ABE M.

ER N

SoBBRERUEES S (Fla IAM £/ &, EREFANAR) K JSON FFABRN A, BL
BERAEH S EMERG TREBEERATHEDFE, B2 THUNMELS2REBR , F2H
(IAM EREER) FHEIL IAM BUXK,

BOBEBRATE-SOERARBRIAZERR, ARBREEZARINE—FHE, FEIAE, 2
B RIE R B IR | BRI LUSE M INEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
HREE, BETHRNAEZREIRRARBKREER , F2H8 (AM £RAEER) PHEXEBEMN
REREEERE.

EREBE

ERABRZEETERN JSON BRX . EREBRNEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBBR., EXEEREBRNEREHES , REEEETUFERACAREHEISEER
WEFEER. HRMNBEENER , BREERIEEN TR IUEZERATHNEEUAREMERLE
THTHEE, EXLAEEREBRPEEEE, T2RETLGEIRSE, £A%. A6, AEERE
Ho AWS R

ERBEBRRVAZBRBEFHARBE, SEEZENEFRSERNBERPER IAM B AWS ZER
Ho
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR EREER

HtBREH

AWS X EHMBFAERNFEAEE, EERREETRERE RRREER FENKAFFT,

s FARRE : FARRBRE—EHMBEEE  THERES S BECRERT IAM BEE (AM ERERAR)
WBRAFT, BUNABREETTRRE. AMELENTITSRERBNS > EBRMEFTRRAR
£, B Principal U EEFRAEIAECHNERERRAFTSZRFFIRARNRE. MEIE
ERETHNAREENEBEEXAT. NEFTEANERENR , F20 (AM £HEER) B
IAM EBFTIE R,

- FRIGIEHIKEE (SCP ) — SCP 2 JSON KB , ARIEERAMBMEMBMEN (OU ) HERKER.
AWS Organizations AWS Organizations @ —EAR D HAMEF EBR R ERE AWS IRF BN Z@E
R, BEMAEBTHMEINGE , SR REIEHBE (SCP) ERRIEARAAERS. SCP R
FIKBIRFHERNWER , IFEEE AWS IRFRFEAEIRS . W% Organizations F SCP Ky FEH
B , 528 (AWS Organizations £ &1 HH SCP BIEH

- TEREEREE  TERRBERR—BERBR KU EEBREEANAIRNBEYACHBMES DL
RENERTERERE  EASREE, MELETERBENFTEREAERACHNEIEBERNT
FERBRBRNRE, FFARALREERERR, AMIAEHEBRTNWHAREBHREERTX L. 0F
HAES , F2E (AM EREER) P I ERBRBER.

ZRBRER

HEZERRERERIFRE  HERTEANAUEEREMR. EMHBELIER, BETHENFAEIRZHE
BUERBEE AWS BERBAER , 2R (AM £REER) PHBERIHMEEE.

Amazon Elastic Container Registry ZN{a/E2 |AM #& &t £ F

EEER IAM EIE¥ Amazon ECR WEEVE 2 B , & FESZBEAZHRLE |AM ThEE R LLEE Amazon ECR #&
EER. EERABRME Amazon ECR MHE M AWS [RIEMMER IAM HEEER , F2H AM £RERE
MR IAM EEFEABAWS R

*rE

« Amazon ECR B9 BB E

« Amazon ECR &iRE B E

« LA Amazon ECR ERAEB T

« Amazon ECR IAM & &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR EREER

Amazon ECR &9 BB %K

A IAM BPRESR , SUUEEAHRIEENEENER , UREMNERGT AFRIEEH
fE, Amazon ECR XEHSEEE., BRIEHRSIR, EE T ML JSON BERFFEANFIETE ,
w28 (AM £AEEM) P JSON BERTRESE,

B

EESWLER AWS JSON BURRIEEH T AFIBLERE. UHRER , WEEBETERMET AN
B BEIRAITHLER 1,

JSON BURH Action JTEBRE T AR RAFFHIEBBR P IR EMF, RRAUBFEFLREBEY
AWS API EREBMHREIN AT, B—EHI5GRR |, FlaL BHAERFE APHRENERFFIEMF, e —
EEXFERRPNZEERE, ELENNBERSBREE.

BREEABERR THITHBEBB LT,

Amazon ECR AR BESGEBEZRIEATIFE  ecr:, Hln , ZERFEAMEA Amazon
ECR CreateRepository API 43 Amazon ECR #EENT , FEHEBERSMA
ecr:CreateRepository EifF, BIRFRANHSEDE Action 5 NotAction jt&. Amazon ECR
SEZHCH —EEE , BB BT LER RS H TR,

FEEE-RAXHEEZHEEE , FRERSRE , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BHAILEREBRET () RIEESEEE, N , BEREMER Describe XFHAEENE
ESLLTEME -

30
@

"Action": "ecr:Describe*"

ZEEFH Amazon ECR BIEMIBE | 5520 (IAM ERAEEE) FH Amazon Elastic Container
Registry BV EIE, EREEGZESIE,

&R

EEEWLER AWS JSON BERRIEEH AT AFIMLERS., tWHIHR , WHMEEREMEHRGT T
YA BEERITHEEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html

Amazon ECR EREER

Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAXEERERFTFAINEE (PIFHRE) , FEABRAFER () RRTEEXERARABEER.

"Resource": "*"

Amazon ECR @#EEERELT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

IME ARN XMW EHAET , 5520 Amazon ERE T (ARN) M AWS RIS & =™,

Bl , BEEERERRXHPIEE us-east-1 EIFK my-repo fEFE , FEMA TS ARN :
"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
CEREEBREERFNAMEREE , FEABRAF T ()
"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
HFEEE—RAXPEEZEHER , FEMRERI B ARN,

"Resource": [
"resourcel",
"resource22"

EEEE Amazon ECR ERERI K H ARN HEE |, 28 (IAM £AEIERE) HH Amazon Elastic
Container Registry ERHER. BE 7 RETUEAMEBEEESEERN ARN , 5528 Amazon
Elastic Container Registry & 2 B 1E,

RiFRE|

EEE A LAER AWS JSON BIRRIEEH AT UERBEANR, thpiEmHR , WIE = E MRS T AU
B BEERAITHLER 1,

Condition jt# (8 Condition Ei#R) AIEBRIEEERAX LR R, Condition TERERAE
B, BUUBRNFEAREEE FHREEER BINERFDR) , REWBEPWEFENBERPHE,

Amazon Elastic Container Registry Z1{aE2 IAM & EF F AP KRN 2015-09-21 149


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon ECR EREER

BEERRXFIEEZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

A U EEERGERERVES Y, Hlm, "‘—ILX IEEAEFERE IAM EREEBERCH
RENERNFARTZ IAM ERE, UFFMAEFA , F2E (AM EAEER) F8 IAM BEET
i . ﬁ;ﬁ%u%ﬁo

AWS X E&EFRGSRANBHBERMH SR, BEEFME AWS 2EKF4 SR, F2EH (AM £
EEmE) PHAWS £EERERE SR,

Amazon ECR EE&REHCH —HERHREIR , tXEFEH - LLBRARIB. BEEEME AWS
SERG SR B2 IAM EREEETHAWS £ERGABTER.

KEBS Amazon ECR B9 8 aws:ResourceTag #l ecr:ResourceTag #3518, WFEFHM
&, F2H EAEREFERS,

EEEE Amazon ECR B4R 5BWEE , 528 (IAM EAEEE) F/ Amazon Elastic
Container Registry EZMW R FRSI#, FETHRETURRMLEBHENERERRERSIE
Amazon Elastic Container Registry & &I E11E.

Y
W
B

g4

£ EMIE Amazon ECR B9 B BRI &I |, 552B] Amazon Elastic Container Registry & 2 B BEH
g,

Amazon ECR ERH %K

BRIBORZE JSON B XM , EENMHEREERENEZFTEATE Amazon ECR ERAREEZKIIF
BTEHITHLES)/E, Amazon ECR X 12 Amazon ECR R EMEREFABER. EREBEKAREMK
EREERAFIEFRHMIES, B UEREREBERR AT AWS IR#EEFE Amazon ECR f#1z
E,

HEMABIRFEN , fUlEEEHMIRFANAAEIIRSSN IAMER  FREREBERNETA,
MEBRFEIREEREBCR , ARBAUFEBRN —¥, EXSHENERURTE AWS tRiEF
i, G4 EARBIZEEBRFHNERNER. S8R EBREZIERRRTHT. T8,
REREBREAMERFANEZEIARTER , EERTEFEZFNNS D BEBKR, MEFMEA , F
28 (AM EAEERE) 91 IAM AeEEREBREMER,

Amazon Elastic Container Registry Z1{aE2 IAM & EF F AP WA 2015-09-21 150


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon ECR EREER

Amazon ECR RBEXE - EBRARTERRcERENK K BCERIRETE, LEXSERHL
ZFEAER (kF. £AE. AGTBSSIERE) IEXREFELITEE, BETHRNMTKER
BERRERIRBEE  FSR LEREEEX,

@ Note
£ Amazon ECR 1Z28BUER S , IR TE Sid X8 IAM BERF A ENMH INF T AREEE,

g4

= ZMm18 Amazon ECR EREHENES , F2H AR TFEREES.

LA Amazon ECR ERAEBETHE

BRI RBEREE Amazon ECR R , IR ERRPEFEREEE Amazon ECR., HERBERIZ
Hl1FHE , 3B/ ecr:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
R K5I8 EBRERNGFRELESD , RUEEBREH. MFERC Amazon ECR ERNFMEN , F2H
RACALE 7 E

EERA G EBERES , URBZEFRLVEBRRHFNER , F2H £AEREFIRH,

Amazon ECR IAM &6
IAM BERE AWS IREFHEERERTHER,
i A R EEE Amazon ECR

B REEBRESERATREE. BT IAM A6  RRIBIRFA®, B LUEBMFWAssumeRoleD]
% AWS STS APl fEEREN SR IFZ £ B AE R GetFederationToken,

Amazon ECR X EF A BRIFEE,
R EEEE

REEE A AR AWS BEFRAMBREFNER , MRETHEBE, BBERSCSRRELN
IAM BRFr | SWHRZBRBEFIER. IAM EEETUEER  EFREERKTESSCNT,

Amazon ECR X BB EZEAR, MEFHMENR , F2H F£H Amazon ECR BWIRIGERZ A€,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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Amazon ECR EREER

AWS Amazon B RIFEMROZIEBER

Amazon ECR R ZESEHR , B HEREZE IAM A &R Amazon EC2 #1TEE. ELBUER
SFFE Amazon ECR IR API REMFEETARIBHRES, SANERERESLRE , Al
FRATCMRBRELEECHEBER, WEELHERPARRZE API BIENFMERR , 52K Amazon
Elastic Container Registry APl ZZH§ Actions (BI1E).

ES ]

» AmazonEC2ContainerRegistryFullAccess

» AmazonEC2ContainerRegistryPowerUser

+ AmazonEC2ContainerRegistryReadOnly
« AWSECRPullThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy
- Amazon ECR E# AWS ZEEXR

AmazonEC2ContainerRegistryFullAccess
&T# AmazonEC2ContainerRegistryFullAccess BUREEE IAM B %,

B UERALSERREABRBEEEEREILEE IAM BERWESR, fl , BOUEIEMARE

AERAGRATLEESFIUERMNBE , LEEH Amazon ECR WfEM. M Amazon ECR &

WIAHBREE , BUUEREEFEERGNETERER, £mBEHRAEHEHRES CloudTrail
E#., Amazon ECR BEE & | AWS CloudTrail E itk E FJSAE$#ETE Amazon ECR £ AHETRENE
WIBHBEEN, AmazonEC2ContainerRegistryFullAccess 2 & IAM BURBIERELTAN

cloudtrail:LookupEvents &,

TR R E A
BRI EUTHA :

« ecr - RFEFEATEEEFE Amazon ECR APl
« cloudtrail— A[EFZEEEHA CloudTrail BBV EEEHK " AWS CloudTrail RfE) B4,

AmazonEC2ContainerRegistryFullAccess BURM TR,
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_Operations.html
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Amazon ECR EREER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}

AmazonEC2ContainerRegistryPowerUser
& T4 AmazonEC2ContainerRegistryPowerUser BUREEE IAM B 45,

HBRRTEENRT , AFF IAMEAERRNBAREE , EFAFEMMRRTFERSEEAR M
IR BRI Ao

AT EFAEE A

BRI EUTHA :

© ecr - AFERABRNBEAREE , URFEBREMBREER, ZRATEERTHRREFTEREE
EREHEWBHBERNFTT.

AmazonEC2ContainerRegistryPowerUser BRI T Ro
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Amazon ECR EREER

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

AmazonEC2ContainerRegistryReadOnly
& T4 AmazonEC2ContainerRegistryReadOnly BUREEE) IAM B2

LB M Amazon ECR R T MBI, EQREMEEDN I HRFEFEMNMGKNINE, CESEEH
Docker CLI # Amazon ECR 12 ERGRIBE Do

ATAIRFAEER
BRI EUTHA :
« ecr - AFERARIRFERESE BN EmBHBER.

AmazonEC2ContainerRegistryReadOnly B TP Ro
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Amazon ECR EREER

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",

ecr:DescribeImageScanFindings™"

1,

"Resource": "*"

AWSECRPullThroughCache_ServiceRolePolicy

IREE LS AWSECRPullThroughCache_ServiceRolePolicy Z& IAM BUREEE IAM B8, it
BREEZEEREEZAE , 7% Amazon ECR EBREURI TERBHRGHXRRBTE, NEFH
HEF , FF2HE ARERREM Amazon ECR fRIEER A,

ECRReplicationServiceRolePolicy

IRHEERE ECRReplicationServiceRolePolicy & IAM BUREREE IAM BB, HBXRSEET
REEZAE , MitABTE Amazon ECR RREHTEME, MEFFHMENR , F2H £/ Amazon
ECR WIRBERZAE,

Amazon ECR E#t AWS ZEBUGR

iR B RSB HHE LS E LR | Amazon ECRAWS SEHRENEHFMAER., IEFHALER
SEMNBEEIEEE , 55578 Amazon ECR XEB Y E#EEE LM RSS HE,
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Amazon ECR

ERAEER

gE

AWSECRPUlIThroughC
ache_ServiceRolePolicy - &

MBRAEER

AWSECRPUullThroughC
ache_ServiceRolePolicy — #T

BR

ECR ReplicationService
RolePolicy — #TEUR

o8 553% EC2 Container
RegistryFullAccess — E#Z|
BEBE

ot 551% EC2 Container
RegistryReadOnly — SE#TE|3
BBUR

DU

Amazon ECR #4#7HY 5T o] #7318
F| AWSECRPullThroughC
ache_ServiceRolePo
licy B, EEFIAF
Amazon ECR #HHX Secrets
Manager MEZHNMEAR, &
EEARBREGR AR ER
FEW LB SR RS ER
PBEW,

Amazon ECR B #1851
Ko LEBUREARREVIRENThBE
#) AWSServiceRoleForE
CRPullThroughCache
PR 5 E 4 A 2 4H B B

Amazon ECR & 3718 #7
Ko LWBEREEEINEEMN

AWSServiceRoleForE
CRReplication MRIGEHE
y=h==y ]

Amazon ECR #5789 5 7 1€
F) AmazonEC2Container
RegistryFullAccess
BE, BEFAAHETAR
3 Amazon ECR BR#%E#E £
&,

Amazon ECR #% #7895 W #718
F| AmazonEC2Container
RegistryReadOnly X
K, AFEFAERE MBS
BE, JIHER  URERGR
BHNRHEEESE,

B

2023 11 A 15 H

202111 A 29 H

2020 12 A4 H

202012 A4 8

2019 12 A 10 H
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Amazon ECR

ERAEER

gE

on 5% EC2 Container
RegistryPowerUser — E#El
REBE

oo 5% EC2 Container
RegistryFullAccess — EH |
WEBE

on B53% EC2 Container

RegistryReadOnly — E# 2|3

BHE

or 551% EC2 Container
RegistryPowerUser — E#El
RAEBXR

on F5i% EC2 Container
RegistryReadOnly — ¥ BUR

DU

Amazon ECR #4HY 5T o] #7318
F| AmazonEC2Container
RegistryPowerUser
K. EMAFETATRNESD
BHIECR., FIHER , URE
R R HEEEEE,

Amazon ECR A BYFF 7] 718
F| AmazonEC2Container
RegistryFullAccess
BE, efiUEESHEEESH
M CloudTrail fiEXKY EEE 4
5 AWS CloudTrail Insights =&
#.

Amazon ECR #&#THIFF Al #7118
F| AmazonEC2Container
RegistryReadOnly X
K, MIAFETEAER
Amazon ECR B &,

Amazon ECR #% %79 55 Al #7318
F| AmazonEC2Container
RegistryPowerUser

BE, fAFFEFEAER
Amazon ECR B,

Amazon ECR B 1 #

K, BTFMEEF A Amazon
ECR, EXF3FEREE
H 5| i R 7 E R ARG H T RE
EfE2¥EE A Docker CLI &
Amazon ECR ZHUR &Y BE
Ho

B

2019 % 12 A 10 H

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H
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Amazon ECR EREER

g5 iR H HA
o8 f5i% EC2 Container Amazon ECR EFE8IRFTEE 2015F 12 A 21 H

RegistryPowerUser — ¥TBIR  FFAIMVETER , BFRETUY
REEETERFNEA , BF

ALRBRFEFERSEREFE

ERANBUERXX .
o2 B53% EC2 Container Amazon ECR BB #HBE, 2015 12 A 21 H
RegistryFullAccess — #TBIZR BRI F Amazon ECR B

BEFEER.

Amazon ECR FREHE T Amazon ECR B#&E&#t AWS 2021 £ 6 A 24 H
TEHRNESE,

A Amazon ECR R EE AR

Amazon Elastic Container Registry (Amazon ECR) £/ AWS Identity and Access Management
(IAM) BR#$E4E A R HE AR S NIRIUREIBEFENT 7. REERLSCREREERE Amazon
ECR WV —E%% IAM ABEHE, RBELNAERH Amazon ECR BEER. HH a8 TXRER
ENAEHNT , IXELAEHENEZSNRENRIIIE, REBFENEESHRNRMN2E , RIS
RKRECEDEIURBERAE. NEFHER , 720 WEBHERE.

BFEFAGAREM Amazon ECR REERNREIRENBREEAER. ERRAEATE , &1
HFEFIEFIELERNRF . Amazon ECR ERHEBRBEFACNFT , RIFZHEER , TEJH"FJ
Amazon ECR AR EEAE®, EERNFF U SEEEBRMNFFTRK, FFBREZM MEHEE
i 1AM B8,

BREEEZEFCHESHIEIREE , TEfREENREEZ AR, ENHERETEENER
Amazon ECR $H¥HELL hBEFr ERMEF ],

BRIXEREEEACHEMRE , MEHBEN , FSEE IAM ZBEEENAWS R, ELERE
EE.L , 7 Service-linked role (R EFZ A L) MUPSIKEE Yes (B) WK, BEEFEREM Yes
(B) , AR ZRFENHEREEEA G,

3]
« Amazon ECR R ER A BN EREE
- AREEM Amazon ECR RIS EE A E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Amazon ECR EREER

- AREEVRENAEY Amazon ECR IRISERHE

Amazon ECR R EFACH I EESE

Amazon ECR B2t Amazon ECR lREM EFH A X EFEARKEZENAE, WFE Amazon ECR
EiF o] AERNFEEER , B2 (AWS EBiF8EmE) .

ARESEM Amazon ECR RIS EE B E
Amazon ECR R EFE A BT A

Amazon ECR £ A& B R E# A ® AWSServiceRoleForECRReplication— St&F Amazon ECR &
ZERFEERE,

Bk AWSServiceRoleForECRReplication B A BEEETIIREREEIZAR

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy A&FF A BIK 5T Amazon ECR BHERFERAUTE
£ :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note
ReplicateImage & Amazon ECR AREEBH RIS API , EEEEFW,
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https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon ECR EREER

BBRRERTA , IAM B (Pl , £RE, FEIAE) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBEEA G,

#E#17 Amazon ECR IR EE B E

IETEEFEHEYT Amazon ECR lRISER AR, EEE AWS Management Console, 5 AWS API &
REREIEBRRER AWS CLI , Amazon ECR 2 A EBY R EEAE,

EIEMRLEREEEAR  2REERREY , B ERFHEAEEEFEFELAR®, EXRRTE
EHRENESRER , Amazon ECR 2B A ALEYRBELEAB®,

#m¥E Amazon ECR RIS EFE A E

Amazon ECR F 235 F Bh#m# AWSServiceRoleForECRReplication RIS ER AR, ABAEEESE
ERSSERKELAE A MULELIEBRUACGCAEBTEHER, AmMm , BoFH IAM RiFEAE
HiR, MEFHMENR , F2E (AM FAEER) PNERERSEEAC,

fB& Amazon ECR W R EE AR

EETHERATERBTEFACHINERRE  RAZBREMBRZXAR, UK, ERIBEREDHE
RRMEENREAER, T8 , SLAESERISPABREBFENERAR , TEFBHMERKREE
wmAt,

(® Note

WMREEFE Amazon ECR RBNEEAACKMERER , AIMEBREBETES AR, HiLE
NBE  BEFHOERIBRER.

E Bk Amazon ECR &R A AWSServiceRoleForECRReplication

1. 7 https://console.aws.amazon.com/ecr/ BiRX Amazon ECR £# &,
REHEY  BELEFAEARENEE,

HEEEEES |, BIZF Private registry (FAE Z#18).
EAEEHEEEL K RERHEEBERYT  BERE.
EEMBBRATEERRA  FEELBMR. HTREEES.

o K~ w0 b

£/ IAM FEIREREHEEAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

FH IAM £32= A5 AWS API il BRAWSServiceRoleForECRReplication iR i E#E A, AWS CLIZIE
FHHEF , F2E (AM EAEER) PORBREEEEAE,

ARERBRENA Amazon ECR RIS EHE AR

Amazon ECR & BRI EZL B E , AWSServiceRoleForECRPullThroughCacheZ A &% F
Amazon ECR RREHITEMENVER , UERREURENEIF, MEREURENFHENR , F28 &
FRERBUREBUREAL .

Amazon ECR BRI EFZE AT
BRAWSServiceRoleForECRPullThroughCache#E# A2 E T Ty RERIZAE,

* pullthroughcache.ecr.amazonaws.com

ATARFEER

It AWSECRPullThroughCache_ServiceRolePolicy & Al BURIE#E & RIS ER
A, KEEBRET Amazon ECR #1T FHIEMERIFTAI. MEFMEN , F2H
AWSECRPullThroughCache_ServiceRolePolicy,

e ecr : AFF Amazon ECR RIS GHIX BB REE.

- secretsmanager:GetSecretValue— fFF Amazon ECR BRI #EENE AWS Secrets Manager
BHMEAS. EARRERAUREECAEZHETETS I REN LFSHERNRER  F
EEE, ZFFUEEARESR ecr-pullthroughcache/ EBFENWE,

# AWSECRPullThroughCache_ServiceRolePolicy BUEREE T %) JSON,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ECR",
"Effect": "Allow",
"Action": [

"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR EREER

"ecr:PutImage"

1,

"Resource": "*"

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

BMARERA , IAM B (Pl , £RE, FEI/E) I TERY, REIMREHEEAR. 0F
HAES , F2RE (AM EREER) PHRBEEA R,

I Amazon ECR W RIEEE A E

BAZERRIURINFEIE I Amazon ECR [REEZ AR, EHE AWS Management Console, %
AWS AP| 1 AFAE B4R 2 T IREUREUR AIEE AWS CLI , Amazon ECR € A BV RKEZEAE,

EEMRILBEEEAR  2REEBXREY , fULERFHEAEEBERFEFELAR, EEBER
BEREEZEITIRIVREURAIEF | Amazon ECR 8B X AR RKEEA/L (MREFELE).

#wm¥8 Amazon ECR IR EE AR

Amazon ECR F /2 55 F Bh#m#BAWSServiceRoleForECRPullThroughCache RIS EE A, EHATHE
ZEEEES2ERKERAR A FIUSELIERIACCRBFHER, Am , BUFEH IAM RiFE
AeiER, MEFHMER 6 F2E (AM FAEER) PNFEERKEEAEC,

fiER Amazon ECR WRISEfE AR

EETBEATERBESACHIIERRE , RAZRERHRZAC, - , ERRIEREDE
EREENRERAER, T8  S4AESEREH EMREFENRIUIRBIRA , = se FEMBRARTS
BEAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon ECR EREER

® Note

MREEHE Amazon ECR RBNEEAACKRMERER , MIMREBETESAK. BIE
NBE | FEFHTEREIBRER.

= ZMIBRE AWSServiceRoleForECRPullThroughCache BR#E 4 & & FT £ A # Amazon ECR &R

1. ¥E https://console.aws.amazon.com/ecr/ BiEX Amazon ECR £# &,
RO\ BREFLRVIRIREUR AN R,

HEEBEEKF |, BIE Private registry (FAE B #&1E).
EREESEARE L , MEIRIRBVERERYF |, BERE.
HYHEEYNESERIRER R , FREURA , ARBEMERRA,

o & w0 BN

£/ IAM FERBRBREEESE

R IAM EiE A AWS API fllBRAWSServiceRoleForECRPullThroughCache R ERE A€, AWS
CLIINFEFHMER , 5528 (AM FAEER) PHRBRBREEZEAE,

R EREEEREA

BEREABEBRZ2UBEE , AP REUTHFFTNERTURH EEESH TN ERNITXE
o R AWS | EERBER TRSEHEENREIBE, EEERK (WURSE) P S — BRI (W
WERH ) , TReE REBRBER, TOURMFURBREAETT  UETERAFIFF TN A Y
HttEFNEREKNEE. ATHEMEERER , AWS RHENITEAHBEEREMERBENER , miE
L% TR OEBEEIRFPERNEFIE,

REEBEERBEPMER aws: SourceArn & aws: SourceAccount £EHEHFRBERS|IE , K
BR#l Amazon ECR #F 5 —HEREEERNTF T, MREEEE AT —BEREREREFZEUHIH
Bt RIFEMEA aws:SourceArn, MREBEE RAHZIRF PN EMEREERIEEHIEBEE  FERH

aws :SourceAccount,.

el B EREBABBNBEERS EZRMEM aws:SourceArn £ FHRBEESIR , UK
BERNTE ARN, NMETHNEERNTE ARN , REMREIEET ZMEER , B6EH
aws:SourceArn £IHARKRHRSIBEEEAF T (*) KK~ ARN BWKRHEH 2. Hla0

arn:aws:servicename:region:123456789012:*,
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon ECR EREER

MR aws:SourceArn EAREERE ID (i Amazon S3 f#1ZETEE ARN) |, &AM R IEMELEHKF
HARB LRSI RRRHIFFA,

aws : SourceArn W{EHXE %A ResourceDescription,

T HIEEHIEE R AN E Amazon ECR R FEBEKRAEAHaws : SourceArnHlaws : SourceAccount 213
R LT 28 , LLAFFE AWS CodeBuild BB RIEE S FTER Amazon ECR API BifE , R
Al %R EN BRI RE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

iF
"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"

},

"StringEquals":{
"aws:SourceAccount":"123456789012"

}

Amazon Elastic Container Registry & % F Bk 9 5451

BIBEFER , FRAENACTERENRIEH Amazon ECR BRIV, Mt ®E LR AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS API R#1T T, EER
FEAEHHAMEERITIHENTT , IAMBEETUEY IAM BE., A% , EEETLUHE IAM K
RNEZEAG , fAEFEREBTELAR,
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Amazon ECR EREER

BETROAEAELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUGR,

%% Amazon ECR FTERZ BMENERERNWFMEN , SESEEREEMN ARN &3 |
B (IRFEIZESE) F M Amazon Elastic Container Registry BV E){E, &R AEH RS,

3
¢

BETROAEAELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM FAEERE) AT
JSON REIER EEV K,

£

- BRBEE®

- /A Amazon ECR X# &

- AAEAEREBCHETT

- ##H—1{E Amazon ECR f#1FE&E

HERREEK

BoBERREHEECRFPNEBASREAUEY, FIEMBER Amazon ECR BiR, ELEFMAE
ERENAWS IRFELER, EXRBNNRES 2 BHBRE , FERTHEARERSHE !

- FEER AWS SERRABOREERER — FEMGRERREEAENTHEAER  FEAT
REFZERERARFBRNVAWS XEEFR, EMATAELN AWS 1kRF. BREEBERFER
BHERARBIN AWS EFEREX , E—SREEAER, NFFHEER , F20 (AM EREE
) P AWS ZEBRH TEBEENAWS ZEBXK.

- ERREERETT : BE IAM BERIVFT IR |, BERTHTEBMENT. [AERLER , &7
UERERERG T AIUHBEERRINEEF , EUBAREIFAIFFT. WEER IAM ERFFA
MEFMAES  F2HE (AM EAEERE) P JAM R BERAFF .

« A IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | WA LARBBERRG , EEX B SSL BEFTERE R, &t 7T LU R4 3R 1% B2 BR 78 B
ERNEEE (BB E) FHIELEE AWS BREE , AN AWS CloudFormation, INEFFMENR , 7
28 (AM FEAEERE) +H IAM JSON BURTTE : &4

£/ IAM Access Analyzer &% IAM BUR |, BRI 22 B A iEF1E/E - IAM Access Analyzer B
FHBENBEEBR , BRELBERER IAM BEKES (JSON) 7 IAM FEE K. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHNER , THHEFEELLBEEANBR. WEFAE
A, F2E AM FEHERER) P8 IAM Access Analyzer BURRE o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/ecr.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon ECR EREER

- TEEZHEHHEE (MFA) — NMREBNRGIEE IAM EAERBEAE AWS IRFE |, BB MFA
LIEBENNZ SN, EEEMNY AP RERTER MFA | 33538 MFA RA4FIBEZENBEER, MEH
MENR , B2 (AM FHEIERE) PHERTE MFA REMN API 2HL

WE IAM R REBEBNHEREN  F28 IAM £REEEPHN IAM Z25EEK.

£/ Amazon ECR & &

%Eﬁ-ﬂﬂ Amazon Elastic Container Registry # & , BXERERERN —HEFT, ELFIHE
FFED| H AR AWS RSB Amazon ECR B RHVEFHE . ZZD%"“E_LJ:ISHEEZIKM\ a‘FTEEﬂ%E’\J
Ef SBEBE , AIHREEZBENER (HAEIAR ) ME , TRERELNFAREE,

EEMRELEBMIAMEM Amazon ECR X184 |, &8
#$AmazonEC2ContainerRegistryReadOnly AWS SERXFIEETER, MEFMEEA ,
(AM EREEmR) PHFEIEIERAE.

T
W
&

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon ECR

ERAEER

IETFEREH AWS CLI 5 AWS API TR ERE RFFREETEEER, Rz , RFAFFR

RELERMITZ API BRIENBER AT,

AFFEREREBCHEFFA

LEPIE REMAREIBER , LFF IAM ERERBMNIEMAERES S NARKRZEBRER, EA

BDEEEEE LHURKERFTHNER AWS CLI L AWS API TR LB ER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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Amazon ECR

ERAEER

1ZHl—1{@ Amazon ECR f#1ZE

FE bt #8451l R

repo, BMFHLERFEMERIEL, RIURIIHBREK,

"Version":"2012-10-17",

"Statement": [
{

"Sid":"ListImagesInRepository",
"Effect":"Allow",

"Action": [

"ecr:ListImages"

:]I

, R ERE AWS IRE PR EFZEEHEH —1E Amazon ECR EEER#ERmy -

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

"Sid":"GetAuthorizationToken",
"Effect":"Allow",

"Action": [

"ecr:GetAuthorizationToken"

:]I

"Resource":"*"

"Sid":"ManageRepositoryContents",
"Effect":"Allow",

"Action": [

"ecr:

"ecr

"ecr:

"ecr:

"ecr:

ecr

"ecr:

:]I

ecr:

ecr:

ecr:

BatchCheckLayerAvailability",
GetDownloadUrlForLayer",

:GetRepositoryPolicy",
ecr:

DescribeRepositories",
ListImages",
DescribeImages",
BatchGetImage",
InitiatelLayerUpload",
UploadLayerPart",

:CompletelLayerUpload",

PutImage"

"Resource":"arn:aws:ecr:us-east-1:123456789012

:repository/my-repo"

o5
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Amazon ECR EREER

}

£ AEBREFEUE S

Amazon ECR CreateRepository AP| BIfF A BEEE U REFERIEEER. NFEFHER  F2EE
AREREE,

EEBRCAEERYRERRTE , X EERELERZEE (W0 ecr:CreateRepository) Ky
EAFT. EEBRREREILEBFIEE , Amazon 8 ¥ ecr:CreateRepository BIfEEIITH MR
B, URREREERBIEBNT,

BRI LUER 1AM BERRERAERE FEURS , #HIWT,
UTHERAFERAEEEERZLIZELA key=environment, value=dev,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
.
{

"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

}
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Amazon ECR EREER

DTBERAFEAEFENFEREE , BRIFWIZER A key=environment, value=prod.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ecr:*",
"Resource": "*"
3,
{
"Effect": "Deny",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
]
}

&% Amazon Elastic Container Registry Identity and Access #{T#ERD

SEEALUTEARGEEZEAE EFEH Amazon ECR # IAM BERIREBEIN E RERE,
x5

o« RAEREE , 7587 Amazon ECR F#{TEIE

o RRZEREHIT iam : PassRole

s RBAFRUNBAT AWS 1RF BFEH Amazon ECR &R

EAREFE , 1587 Amazon ECR F#{TE{E

MREWEER |, FAEKRERENITEF , ENBRLEEHN , AFFERITEIEF,
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Amazon ECR EREER

TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BIRWFHENR , BAEER ecr:GetWidget FFAIRFEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENWEHR , AFFERM ecr:GetWidget EEFE my-
example-widget BiR.

MREEEWE |, BHEEN AWS REEEE, FNEEBEERMHEENESERE,
RELEFBEHIT iam : PassRole

MREBURTIEEEE |, SHEEEHIT iam: PassRole BiE , BHBERMIEEH , AHFEEACEERR
Amazon ECR,

BE AWS B# A ESREACEEGEBRE K MARBRYFNEBXACIRBEEAE, NFEH
TR , ELARERACBEEZRBNFTT.

EHB A marymajor B IAM A EERFERA EE S Amazon ECR R#ITEIERF , B4E T HIEHISE
R, BR , BEBERBREERREACKR TN, Mary RESAGEEZZBRBENFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

HEEERBAT , Mary BYBURAAER , LFFHFIT iam: PassRole BfF,
MREEEWE , BEEEHN AWS RREER. FNEEERHENEZRRE.
HIE SRR USRI ARS AWS 1RF B A Amazon ECR &R

BRLEY - @A  BEHMAIRFHINEREIEEBABHNAESTIRENER, BUUIEEERFH
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AVBRES , &I LUE A BRL R
KRR T AEFEUEE R,

MFEE-FTH K FL2EUTRE

« HE T Amazon ECR 2B EIEEIEE , 528 Amazon Elastic Container Registry #1{aE2 IAM
BEFEH.

3
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Amazon ECR ERERER

- BETHRIMARHBEAEEER AWS tRF NEFEEVE , F52E8 (AM £AEER) P 8#EEN S
— AWS 1R F 1@ IAM £ A & R HFEER,

- FETHRIMIEERFRERMEE=S AWS IRF |, 28 IAM EREEEFHNREME=S AWS
MR P BEE RN T,

- BETHRINMEBRKE 50 RMUTFEIVE , 28 (AM FAEER) P SFEEREEENDE
TEIBENERE BE529).

- FETHEAACNERARRETERFFRCEANZR  F28 (AM FEAEERE) F8 IAM
AEHEFREABENEER,

Amazon ECR HFHI & RHRE

AWS HEEFEREAR Amazon BERBRBRKEPNWERRE. MERSIR , AWS AEFREH

TAE AWS Eif. LEEHETHERSE LEERABTNEGE, SHURBEERER AWS ¥ 1

ZREENEREK, WEENBAENFHEEN  F2RERELEERRESE. NEBNERRE
HHERIE RN , SR AWS T MEPER LM AWS HEISEER M GDPR SPERNE,

HERERMREER , RFIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLEREERIERAE, Mt—R , SEACHERASESR
HEE S ETEMAENTT. RMEERERATIAXREER

- BERFHECASEEZRRE (MFA),

« f£/ SSL/TLS 8 AWS ERETEHA. BMFE TLS 1.2 WEREM TLS 1.3,

- ERARRE API MR EEBFZ & AWS CloudTrailo

- £ AWS MEBBRAR , URHPHNAERZERLE2E AWS Ri%,.

- FRERNZEZRLRE (B0 Amazon Macie) , i BIIREF R EREFE Amazon S3 BB E Bl

- MBHREBBGHSINEDR AP FEEFEER AWS 1B FIPS 140-2 B8 B INZRE4E | 5 H FIPS
iwE, WFE FIPS M FIPS iwBMHHEEN , BB B EFEEZE (FIPS) 140-2 #1E,

AR ERCEU I EREFNET B SHENHBET , REEBREABXN X FHA
B, BIINERE M, ESRELERTES. API L AWS B EMH AWS BR¥ A Amazon ECS
Htt T/ERF, AWS CLISZEERIEHEA N R A AN EAER ST ARG ERNZE B,
MRERMADARERN URL , BMENEBF 2 ERET CYHAARB[FERN URL F 22 BEEA.

ES -]

s b —~
o FEEMZR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

Amazon ECR EREER

£ &b .
R HE 227

Amazon ECR #$B&1Z 1 Amazon ECR B2/ Amazon S3 i 1Z8rE ., RIRTESR , Amazon ECR
SEARRSRIHMNZE Amazon S3 ZEMZ SR , ZINBESM|FER AES-256 MFEE ZHFILE
FHETINE, EXAFELKERTMEE , YERERM, WEFMEENR , 528 (Amazon Simple
Storage Service £ & 1ERM) FHIEIR Amazon S3 ZENNE L8 (SSE-S3) 15 F {7 AR 25 i 11 33 2R AR
&¥lo

= EE—S12H Amazon ECR FEMINE |, B LUERAFBRN AWS Key Management Service
(AWS KMS) 1y KMS €881 R RS IHINE . A AWS KMS InZERE , SR SEAH Amazon
ECR BEMERE AWS SESH LA LUEEECHW KVMS £ BATFZESR), WEFEE
A, F2H Amazon BERFRBEAERETINEAFTHRR AWS KMS (SSE-KMS) By KMS &8¢
ARREFRNZERREBER

&8 Amazon ECR @ FE#HE —ENZERE K EREEURTFERARE., SUNESEREELE
ATENMFBERE, MFFMES  F2RE BEILEREEE,

ERA AWS KMS INZWER TR EHER , 688 KMS £RRNBERENRS. It
2\, Amazon ECR &% AWS KMS Z#$18E KMS €88 , 4% Amazon ECR BFEMASEEE X
B,

ATt 7 ¥ Amazon ECR #I{A82 AWS KMS B&UMBR BB IENRETENSZEENTH
1. B fE1FER , Amazon ECR &% DescribeKey® Ml AWS KMS LA B3 M #EEUINZHAEH IS ER

KMS €88 Amazon EREZ# (ARN),

2. Amazon ECR S&EiXM{ECreateGrantidR , WL AWS KMS EE KMS £ F 2 B# , WA
Amazon ECR R E R £ MZFEZEE,

3. ARG EF | @ HE 3 HGenerateDataKeyEK | #§ AWS KMS EARINZRGEMERNFTEN
KMS €48,

4. AWS KMS EEFHERI | , TEEN KVMS ERTINE  RAREXERPEBETFRENNLEGE
ANBEE-RBREFHNZER TR,

REEIGE S8 T#%,) FRET AWSKMS , EEMENBIRZER,
AWS KMS BZMZENER TR  UHEEZNEREREEE Amazon S3,
ERAENESRERNIRGE CAIBEREE.

MBREEZER: , Amazon ECR €% M{ERetireGrantzaER , LAAK AWS KMS BRFEEEILNE
.

®©® N o O
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR EREER

ZEE

£ Amazon ECR AWS KMS MNZRRE , FEEEBUIT 4%,

- MRELEA KMS INFBE Y Amazon ECR ##FE , EARIEE KMS €88 , Bl Amazon ECR FREE
B AWS SELi| HEHBE —BFaws/ectA. ELE-XEIKA KMS MBHRHEZER K REk
EHIIRF R KMS £48,

- BEEA KMS MEEGHEECH KMS £ , SRV ERENFEFEENRERNES,

« FHERME Amazon ECR RERBBIHNIR T, MREMEBIZT Amazon ECR #RFEAIRE H AWS
KMS £ &ZH# , Amazon ECR A FEULE R, MBHAIRBEENFHREG  NERNEERE
Hig®, EEHEE Amazon ECR WIR T | ISV AIETEE, EEREFEE , FRBRREEE ,
MARRBIRE, MBRFEFER , Amazon ECR 8 KREAARF.

- £ AWSKMS £EELHBNER, MEFHMEEN , 528 AWS Key Management Service &
&

FREEHY 1AM 37

£ AWS KMS1R B35 im N2 2 1 M Bk Amazon ECR RFER , FTENFFTBURREEANSE
KMS &8,

£/ Amazon ECR BPTE AWS SE £ /1 IAM 557

KBS , WER Amazon ECR fZECEUA AWS KMS % , BARIEE KMS €8 , BlgFER AWS
E£48 BAMN Amazon ECR H, £ Amazon ECR H) AWSE & KMS £ NZRfH#EFZER  £@ER
BYGFHRERERN RO EERELRA AWS KMS &, B2 , BIBRFEEN IAM EEAMLE
BB kms:RetireGrant #F A, M AEE FEFEREAHIEE AWS KMS R5|#BIVRE,

THIEH IAM BER AT LMERABRBERHIEEEAE , LRREAEEFMBREANENEFEREN
RIEFFT. ERERSEEEARNEREFEN KMS €8],

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [

RN API WA 2015-09-21 174


https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/

Amazon ECR EREER

"kms:RetireGrant"

1,

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
]

EHEFSESREMEN IAM FFH

FREEFSESMENRA AWS KMS IZFHNFHER , KMS £8BERH IAM BEREIREEELF
BEZFERERACHNSENTT,

BUZRBECH KMS 28k , B MEAFERSMER AWSKMS B , REZTALUBTEE. ATH
REFZESHUARFHAEERE , KMS £8MN S8R BIFERFFIRF root EAENATE AWS KMS
B, HSENERTESHEESHRECK , BEELVEZRTFREAEEE KMS €8T, &
EAF KMS £#8ZARNIFEEB Amazon ECR BEER , BaILMEAHEERN kms: ViaService &

##, ecr.<region>.amazonaws.com

THEH R AREMHEE KMS S8 TEFZEERN AWS tRFE (root fEA#H). MELSEBUERE
B EEAER , S BAWS Key Management Service BiZ A EIEM I R FFFZEL AWS 1R FE I EUH
IAM BUR,

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "kms:*",
"Resource": "*"
}
]
}

BT HEHR Amazon ECR A z5h , IAM & kms :CreateGrantkms:RetireGrant., IAM B
REBIURTFEN AWS IRFEHSAESR. Mkms:DescribeKeyFF,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam

Amazon ECR EREER

® Note

MR kms:RetireGrant FFAIMEIBRYRBFENEAERACH IAM BEEHR., TS
kms:CreateGrant f kms:DescribeKey FFAI¥Ti8 % KMS €W B BRI ELRETE
WEAERAEHN IAM BER, WEAR AWS KMS #EIREESXWEFEMRER , FSBAWS
Key Management Service B #& A BERMHH AWS KMS API #R : BMEFNERZE,

THIEH IAM BERATMEARARBERHEEFERAE , IRREAEEFEVYRMANENRTENRS
MR , Y EFEATREFERMRZRETE. CRAERZBAUEEARNEZREEN AWS KMS
key o

{
"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"
1)
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

RTAERAEERUREFEREZZEAFIEH KMS iR

£/ Amazon ECR 2BV RFER , BAURFHAUAFEAEEAREERANZRSIHE
BRNEFZE KMS €. T3 IAM BURSGIBREM EZ AR H KMS £RHM 5 & A EaEF .

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR EREER

"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

1,

"Resource": "*"

£ AWS KMSES#E Amazon ECR

BAT LAE A AWS CloudTrail RiE#t Amazon ECR RREEIX AWS KMS WIEER, SE#EEFHE
CloudTrail 8 IEEE @2 MZEAR TR K TEECMEBRZHEA.

Amazon ECR MIZR A

MERRR—ERMER  HPLSEEFLEEN, EAENFERNERTESMBARTE , AWS
KMS ZiFim=aMZARBEEMENER. FEREZEN  SLABEMEENMNEAR,

£ HGenerateDataKey M # 2 5E R AWS KMS , Amazon ECR FHEERMERZB-EHHNMBAR ,
FAREBI EEFERANEREN Amazon S3 #HEETE. MUUTEHPIFIR,. ERTEXE , BHESHNE
RAEHRESEEDBETRN,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

A LAE R IR A BN B 55 (5120 Amazon CloudWatch Logs) FREEBIELE tnBRig4E |, I
BABERMNTEPRENRE. AWS CloudTrail

Amazon ECR IIZAR T EMERBEHE,

- aws:s3:arn - F—EAZB-EHREH B ARFETE, €84 aws:s3:arn. EA Amazon S3 #EFET

# Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan |, MRFEFETEA ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR EREER

sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09eef33fc3df ,
nZEREESTE T EE,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"

- aws:ecrarn - B _{EHB-EHERAFIFHEFEN Amazon Resource Name (ARN), &4
aws:ecr:arn. EARFERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

Bl | IRFEIFER ARN 2 arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , MBRBIE T HHHE,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

PR
£ EZ A MER Amazon ECR RFER , MIRFEFEEKINMER , 8 Amazon ECR EZEAMEE
BREFEN KMS €N T , ARSI TERAR.

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

BAESEBRE  Bu L BTHEAERERN AWS KMS i,
FERAGEEDGN AWS KMS

1. SIHARREEZ AWS KMS SRHVIRE, It key-id EEIEELRETEARIINERF, &
A EALlist-keys@ B HIRFREERE P AWS ZESR NEFXZE KMS €],

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc

--region us-west-2

B2 E EncryptionContextSubset , HF @ E@FER Amazon Resource Name (ARN).
EMTAREENEISBNBERTFREZHANE T, Grantld BEEET—ESRPEART
KA
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Amazon ECR EREER

2. BAARFMEERNE 2 AWS KMS SRV BERE, BWEMKRGrantIdE—E5 R H 2 K&
9 1D,

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry B & 1R 5 %

HERME AWS R REBRISERMER L RNEER , F2HEAWS i EESASETEHFRFH ,
WRELRBEBNESRAR, IF—RER , FBEAWS REFTEIAWS,

BALAEA TESE = S S AWS Artifact, MIEFMENR , FSEA TEPHHEHH AWS
Artifact,

BEERAKNSRETEUR AWS B REMNERMYE, NFANEHREEUARERERENER.
AWS 1RHE T 5 ER A5 B EE AR

« ZEMESAMREAMER — ELMEEENREABEER  YRUMBUREMEMSRE AWS
REXMNEERENS R,

« 1£ Amazon Web Services FZ248 HIPAA Z4MEEHAY — AARERPLRANAERBRIFS
HIPAA E&HIFE AWS ARER,

@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

- AWS EREIFRAWS — It THEBNEEES T EARENEENMME,

- AWS BEFEHER — EBERNAERRLIRNETEN. ENERREETEZEARE (BEx
BB RIEERMATAT (NIST), N FEXRLBEEZET (PCl) MBEIBFZEEER (1SO) + , R
AWS fpi% BiES|I X HEZ L2 RFNRKEER.

- EFAWS Config B A ST IR AFEER — b AWS Config RE ST A ENERERZTS
RMERK, EXEAFERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T R T &R L HERE AWS. Security Hub AR £
2E, A EN AWS ERURECNEZRNEBRENELLEARENTEER. UEXZXENR

BB | 5526 Security Hub controls references
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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Amazon ECR EREER

« AWS Audit Manager— i& AWS BR#§ BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNERBEENE R,

Amazon Elastic Container Registry BBk EZ =4

EAZERI , Amazon BBMBEEEETE AWS 2 HKBAKELLHNRE., B AWS 2RI LK 4
AWS REEBEBWFHFMENR K FSEAWS EnTs EEFHERERBZ SN REMERRTE
N AWS IRIE , FE2RTEMIERER AWS FIRBHINERGEBRE.

A LR AWS B2 AP FEILEBHEEFEH Amazon ECR, EAERMSAZETHIER :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRAR) KL EZEELER,

o BERAEACEAFEERS| 8 D FEE IAM EREERNAZFTIRIBREE, RE , EUUER
AWS Security Token Service (AWS STS) RE4LXRIFLZ £ BEREEHE R,

BT RAT MR AL B FEALE L APl 324 |, T Amazon ECR BE X EERNERNEFEEE , L A4
BHOR IP st RYPR S, Bt T LAEA Amazon ECR B3R |, LME#R4FE Amazon Virtual Private Cloud
(Amazon VPC) im B 4FE VPC H G FEE, B L , ERLEEIEE Amazon ECR BIRHI B
FERERER AR E VPC R, AWS MEFMER , 552 E Amazon ECR #0 VPC i &
()AWS PrivateLink.

Amazon ECR #0 VPC uwrin 2 (JAWS PrivateLink
BAT LG Amazon ECR SR EAMEANE VPC % | EMEFA VPC WL REE, VPC FAAEHR
U B ERFIE I B i AWS PrivateLink , A ZEBFE IP #it FABFEL Amazon ECR APl, AWS

PrivateLink #&E#FA A VPC #l Amazon ECR 2 BT E M RERFITE Amazon 8% L, BFEE
B EEE. NAT £EREBRLEM[E.

a%E AWS PrivateLink M VPC im WM EF , 5528 Amazon VPC EREEEHH VPC ki,
Amazon ECR VPC im B E 8 E18

FEIEFRE Amazon ECR By VPC ImB 2Bl , FEBEUTREEE,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html

Amazon ECR EREER

« BEAEEE T Amazon EC2 #1T{E 2 LA Amazon ECS £## Amazon ECR ZHFAEM% |, 55

HRZE A Amazon ECS B /M H VPC %%, MEFMEF , 528 Amazon BB EREHE R
ABREEPHNE VPC %2 (AWS PrivateLink).

/A Important
Fargate LEEEH Amazon ECS F#FFE Amazon ECS 71 VPC i 3.

o £/ Linux FERA 1.3.0 REERAM Fargate EFEE M Amazon ECS FHREE

com.amazonaws.region.ecr.dkr Amazon ECR VPC 26 %1 Amazon S3 & 3& i 25BN 7] I A itk Ih
AE.

£ Linux £RRA 1.4.0 RESHRAFEETE Fargate £LH Amazon ECS FREHEE
com.amazonaws.region.ecr.dkr #1 com.amazonaws.region.ecr.api Amazon ECR VPC i % , 2L
X Simple Storage Service (Amazon S3) 18 i 26 = 82 R FH tk Th BE

£/ Windows FARRA 1.0.0 HE SHRAFEE T Fargate LH Amazon ECS FFE
com.amazonaws.region.ecr.dkr #l com.amazonaws.region.ecr.api Amazon ECR VPC i % , KA
% Simple Storage Service (Amazon S3) 18 i 26 82 FI A B Th BE

- Fargate LFEERIME Amazon ECR ZERA BFR&RY Amazon ECS £ Al LUEB M E 0 E 153

17 1AM A8 RERSIBRBHEETHEERANEE VPC MREEAN VPC in 2 FE, m
FHMET , 528 (Amazon Elastic Container Service B A BE/E) FiYIE B/ ik 22E
Amazon ECR MK Fargate {E3H o3& IAM FF 1,

* 7£ Fargate LFEE M Amazon ECS £ A1 £ Amazon ECR ZHIARMEG , MEL ARG

A AFESHERS BawslogsHEERABEEI A , BIFE CloudWatch BF VPC imEi,
CloudWatch tFEFMER , 5F52E E 5 CloudWatch #k1Eim Fo

E#ET VPC RN TS EE  XAARHNR VPC NAE FEIR |, EB 443 BEAKER,

VPC BB A X BB EIER, BMELITE M Amazon ECR #H API FEIUAYEE [R5 2 31
VPC %,

VPC 4% B 81 A~ X #& Amazon ECR Public /7 E. & BEMRIRERA , S FREEEEH
VPC im B RMAREBHNLERFES, WRFEER , F20H E£AREIUREUGR A

VPC s S E X Ei%1B Amazon &R 53 AWS 1248 DNS, MREEEFH B M DNS |, &AL
AFEHX DNS #Eix, MEHAEN , 528 (Amazon VPC EHEIER) B H DHCP BIEE,

MRIEHNARIZERER Amazon S3 B4R , BIELEHIE Amazon S3 BB IREE K HEEEEEY
FE, MREERERREPEIER , FEYEA Amazon S3 FEREHFT VPC |, A%EAE Amazon
ECS #E£E N HARDEBEHMW VPC,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html

Amazon ECR EREER

o B—REARIUREUR BITRENBRGEF , (IR EEFEH AWS PrivateLink #& Amazon ECR XE &E A
TE VPC i3 , BMEELFEEEE—E VPC HEMA NAT BEBELAE FRK , AEREMEELER
ERENE FHEBEEABT NAT BE , UERNEI, BRENRGENTFEEEERM. NEHASE
A, 528 (Amazon Virtual Private Cloud fEF &¥65m) FMERH : *FE FHERFEEBRER,

Windows BRIGHZ &

EA Windows FERFENRETEZRERHE L) EARGR. FHEFRBERT , &4 Windows IR
BiH#EIEEl Amazon ECR R ER , THEATEEEHRNE , RACHBEAANRE, EXmE
Microsoft 2 #L8F , S\ BB A& Microsoft Azure BEREEREPHIEL, Hit , AT BEN B IR Azure
RIZEUELAEE , BRT B VPC inE2H  EEEHMIER,

& A Docker HEIFRRXH M --allow-nondistributable-artifacts Z&H#S Windows MR &
£ Z| Amazon ECR B , (I ABBIL1TA., BUAR , EFSILRERBHIZE Amazon ECR , E&RMA
LUEIB VPC im B #% Amazon ECR FZEUS L& |, MAEFEREI/NFE Azure,

/A Important
£ --allow-nondistributable-artifacts fZEF I FHRIEE ST Windows BEFERH
MGRBIRRNEL ; BFEERM Windows ABUETRERE=AEH DM, LAFELE
CHIRERFEH,

% E7E Docker ZEAMALER | LS EE N Docker EERRERNHERERE |, HBIE Docker R EE
W, BE A LAE Docker Engine (Docker 5|2) BB THRESRFHREREPRTE , LA NEEFE
C:\ProgramData\docker\config\daemon. json X,

LT RAPEERENES, SZEBRASERRGEHIEIIMNMFE URL

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]

&4 Docker EEIENARBERR K HERMERGE A , LEEHMME Docker FEERN. EiBRE
EXERBCHEIMFEREIHEERETEN.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access

Amazon ECR EREER

® Note
Windows BMEHEARER K. BR/NEERERRMNHIEFE AR Amazon ECR HiELBEH
BEAERHE. ERELRE , RMEREETBREERBLIEERBNSERENREFEMAL
i#1E, %l , mcr.microsoft.com/windows/servercore B{EIE Amazon ECR H BR#ERs
X#¥ A 1.7 GiB,

A Amazon ECR 23 VPC %

EEA Amazon ECR IRIFE Y VPC im® , :FfEA (Amazon VPC £ E#E®) F M Creating an
Interface Endpoint (B34 i %) BF.

1£ Amazon EC2 #1T{E & L 5EE R/ Amazon ECS £ EE Amazon ECR iwZ % Amazon S3 B & iR
2

FERAFAEMZA 1.4.0 HESHRATE Fargate LFEE R Amazon ECS £ FZE Amazon ECR VPC #
% T2 M Amazon S3 R E iR B,

FRAFEAERAK 1.3.0 ERMRAK Fargate L5EE R Amazon ECS R EE
com.amazonaws.region.ecr.dkr Amazon ECR VPC %26 %1 Amazon S3 FE %2

® Note
BVin#MHIEF LT ER,

com.amazonaws.region.ecr.dkr
Ltim B AR Docker & ##&8 APl, Docker A Fiman T (40 push # pull) &AL R,

BB IRER  EHRERATLE DNS THREHE., EEHTIERME  FESEEL VPC HH
B¥ | iIBHY Amazon VPC E# A #H# Enable Private DNS Name (BXf#AE DNS &18) i#1E,

com.amazonaws.region.ecr.api

(® Note

BEM #4185k Amazon ECR X2 AWS EEH EFHHE BT , us-east-24| B R IP
(B H) EiF,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR EREER

It 5% B A AAREDY Amazon ECR APl, DescribeImages # CreateRepository & API EiEE€%
E w3,

B MmN SR LURIERATAE DNS T#ER, EEE Y VPC iR |, £ VPC = AHIE
EX Enable Private DNS Name (R{FAFAE DNS &) REAALLERET. MREH VPC imBE AR A
DNS X#EH , FHEHMEH SDK = AWS CLI HHFTARA , UMEEEA SDK Bz AWS CLI FEE
5 E ih 2 URL.

MREAFAAN DNS E# 2% | HEMAR SDK 5 2019 F 1 A 24 H ZRIE4THY AWS CLI iR 7%
RIS AR --endpoint-url2HREENHiRH . AT SERHE URL R,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

WMRETRA VPC in B K FAH DNS THEH , ML RBEB --endpoint-url 2EIREENH W
F6HY VPC i3 ID, BATSHIERE T ImE URL A&,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

#37 Amazon S3 BB 2

= EZZH Amazon ECS E## Amazon ECR IREVFAE M , BUERFTE Amazon S3 &1 B iR
2, MERHESEN , BB Amazon ECR /8 Amazon S3 RIEFHKME D E. B Amazon ECR
TEBRGE , HEFE Amazon ECR MUEVBGEFEE |, WiEB Amazon S3 THEMRMEGEE, MU
T /& Amazon S3 f1ZEr B # Amazon Resource Name (ARN) , & Eir 882 & 818 Docker BMEH
=

arn:aws:s3:::prod-region-starport-layer-bucket/*

£ (Amazon VPC E &™) F K Creating a gateway endpoint (R &R E) REEFE
Amazon ECR 23 L Amazon S3 HiEinE. B inHEF , FEL ALY VPC B A K.

com.amazonaws.region.s3

Amazon S3 FEIREEFE A IAM BUR X4 2R R I RE A FEER . BaLAEA Full Access (R
FE) BER , RARREULBEAER  BEERSHIK IAM AR H i IAM EAEBRENR
#l, wREAEA Amazon S3 RFETREEERRRFIAEA Amazon ECR FTENRIKFFA , 28
Amazon ECR BV & 1K Amazon S3 #EZETEEF T,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway.html#create-gateway-endpoint

Amazon ECR EREER

Amazon ECR MY &K Amazon S3 1z ErEEEF Al

Amazon S3 FEIwmEEEA IAM BUER ST 2R IR ) iR & HY FEUVERR . & ZE L5F Amazon ECR B &R1K
Amazon S3 f1ZErEEEr ] |, R &I¥ Amazon ECR EAIREE T IAM BUERSUAREEAM Amazon S3
EFEITRMNFE.

TR Amazon ECR FIrER Amazon S3 fZEr B BEREF T,

R R

arn:aws:s3:::prod- region-starport RMHHE T EEE Docker B B2 Amazon S3

-layer-bucket/* RIFETRRAFEER, &~ Amazon ECR X#&
) AWS EE EIHEBIAF , FIEERED (B
Z &) BEH us-east-2 o

g4

TR #EH RPN HE Amazon ECR #/EFTER Amazon S3 fFETEFEUERR.

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

#3752 CloudWatch $%48 i 24

£ f Fargate BB MY Amazon ECS 1% , BBV EEFER R ERBRHERFEN VPC , A
HiEEEEER S HawslogsiEE AEIEE CloudWatch B , EESLRE I com.amazonaws. ## .logs
T EF#HER CloudWatch VPC A Einmin . WHFMEF , 52 H Amazon CloudWatch HFEA
FERF R A CloudWatch 5EESR M VPC in B fE B E A,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html

Amazon ECR EREER

ARH Amazon ECR VPC iR B2 T is B E

EREUSERIREE , VPC nHBERELERZ IR IAM BIRBER., MRS 3 i R R0

A, FBRE AWS MM AFFERFRRENERER. mHEBERTEBERIMAEMEBERSRBE
ENBER, EEZBTEDNBRESEHEREEFEEZRBHFN. wIHBRHLEAL JSON #HR
B, MEFMER , 526 (Amazon VPC R EER) PHEEA VPC i 2 12 5l AR 7 89 7 B

RPEZEIE— IAM ERBER | WiEHERETWE Amazon ECR VPC i 3

LA 2 Amazon ECR i B BURHVEHl, WBUERTIEAEE IAM AR’ Amazon ECR 2EUAR &,

{

"Statement": [{

"Sid": "AllowPull",

"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",

"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
"Resource": "*"

1]

}
T 51 Bh B SR B 45 7 By L 48 TE HY /R 77 B U M BR o

{
"Statement": [{
"Sid": "AllowAll",

"Principal": "*",

"Action": "*",

"Effect": "Allow",

"Resource": "*"
1,
{

"Sid": "PreventDelete",
"Principal": "*",

"Action": "ecr:DeleteRepository",
"Effect": "Deny",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
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Amazon ECR EREER

}
]
}

T 51 v 36 R R 0 45 =2 i i o B 8 45 S AR EE — UK

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
1
{
"Sid": "PreventDelete",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
1,
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1)

"Resource'": "*"

&2k Amazon ECR B VPC i B %

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. TEEBEBEIETIEE Endpoints (I Eh).
3. MR AKREI Amazon ECR ¥ VPC % , 552& % Amazon ECR 217 VPC i,
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https://console.aws.amazon.com/vpc/

Amazon ECR ERERER
4, EWMEFMEBERMN Amazon ECR VPC imBh , RBIZZFEE T ¥ EFBRY Policy (BUR) R5|ER.

5. #IE Edit Policy ({REBX) , YHBRBEEE.,

6. #EIE Save (1) UREEFBIR,

H A F %

BEEAEREGHARANFREBTEL, #HR, BREMER VPC mE, T8 , AILERGHRAN FHREE 6L
A VPC im %,
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Amazon ECR EREER

Amazon ECR Et$3

& A LAEFH Amazon CloudWatch R E53#E Amazon ECR API A& , HE2WE®R B Amazon ECR W R
BEH K YEEBATBRETFARNEEZ, ELARTENSRTFRMENTRE , LELXFNELEN ,
IR AP fEA1ER. Amazon ECR iEEEREEEBN 1 D ENHBEEEE CloudWatch, MFEHFR

CloudWatch BIE¥ME A , 5528 (Amazon CloudWatch A &#EE) https://docs.aws.amazon.com/
AmazonCloudWatch/latest/monitoring/,

Amazon ECR SRIZEM API A& |, $HHRE, REMENRGRIBERHERER.

iR R#E Amazon ECR & AWS FER A RIS, AT AMNBMEER T AR, RMBRRELBHK
AWS ERFRNFMBERBEEZER  LEETHRSANERERRNETRE, T8 , FRER
Amazon ECR 28l , BEZ B EH:El , EPEETHIRHE

- EREERMTE?

- EERBLEIR?

- ERELERNERRM?

- EFFAMLERTE?

- EREBITEREK?

- BEBBEREXEANH ?

T—SRESESEENTRNESFSE T HEMEE , LIIEEWREHHE Amazon ECR IEEMEEH
HE, EXES Amazon ECR B | BEHELICHEERER |, Mtk FrEEFHWNEE R LLE., P
EEWEEERNMYERERR., REBERESR,

x5

o REBILEHWREE BN EEIR

« Amazon ECR AEIEE&

- Amazon ECR FAE#H%

- Amazon ECR REEERE

« Amazon ECR E## EventBridge

- f£H AWS CloudTrail 528 Amazon ECR E{E
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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R BRI RIS B AN E B4R

&R LAEA CloudWatch F2 &R B RBERE Y EFBAEBRRBEFRNLBER. St
LEREE R , LEEZIIEEKKREEH,

REICRBEEILEZRERE

i

~
1. 3&EiB https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch A&,

2. EEEERT , BEEE

3. 1£ All metrics (FTE$E1E) REIZEH L , £ Usage (AE) , AKREIE By AWS Resource (kK AWS
BIR)o

R EAREREBERE R,
4. ERHEHP—EERESHEEE R,

ExEEREB AN AWS BIRFERMMR.
5. HERBRBEFEMEEER , FHT FIEEFE

a. J#1E Graphed metrics (BIR{LIEE) EXK,

b. ## Math expression (B2 3%k3£35(). Start with an empty expression (A= KEXBHR), A
BEFHER I Details (FFHEEFA) T , @A SERVICE_QUOTA(m1),

BXRFEHIE—1T , BrEEMRERNREERE,

6. TEEFHIHAENEER L  BHEXREAREEB M SERVICE_QUOTA RiER ., FHXK
ERFEEH m1/60/SERVICE_QUOTA(m1)*100,

7. (BF) AERERIRBEANE RSB , ST TIIEME

a. £ ml/60/SERVICE_QUOTA(m1)*100 &5y Actions (Bi1E) T , REEBRE R, ©THEE
Rig— B R,

BEREVEEMBEAHR.

b. WEXETE Conditions (&%) T , Threshold type (RR{EEH!) A& Static (FHE) , ™ Whenever
Expression1 is (B & Expression1) 584 Greater (KR). #E than (LLEB{E) T# A 80, ER
HAEEBEERN 80% K , IEEMEA ALARM RENE R,

c. B Next(F—%),

d. ETF—EH ,iEZHE Amazon SNS TESEVFTE, EBREA ALARM AREER | BN @A
JttI%O %'fﬁig]% NeXt (-F_Z’F)o
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https://console.aws.amazon.com/cloudwatch/

Amazon ECR EREEmR
e. BETF—EH K BWABTRNEBNRE , AREE Next (FT—F),
f. 1##Z Create alarm (BRI & R).

Amazon ECR FAEIE&

&R LAE A CloudWatch AEIEEREHEIRFNERAETRE, FEAIELER , L CloudWatch
RNBERRE BB BT BRI E AR

Amazon ECR FESEHER AWS [REHE ., BuUREE R, EENAERIRBEERZHE
o 1T Amazon ECR FRIEELREMVFEAHERA , 552 B Amazon ECR fRF&BELEE,

Amazon ECR £ AWS/Usage @& Z=E B &M T 7 EE,

BE A
CallCount fREERF I AP B)ERYVR B, BIRMAEERMEEBNERE
&

EESERANRTERR SUM , KRFMERBREREMEHEE
B2 BB,

BT #E AR Amazon ECR & A&,

HEE R

Service BEZEIRN AWS BRENEZE, ¥ Amazon ECR FAEEE |
ItHEEREA ECR,

Type FERENERER, BAT, Amazon ECR AEEEZNH —EX
B4 API,

Resource FEHITHERER, HEl , Amazon ECR €% T % API Bi{E

Bl APl 2N HEREF.

* GetAuthorizationToken
+ BatchCheckLayerAvailability
« InitiateLayerUpload
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Amazon ECR EREER

WE iR
* UploadLayerPart
» CompleteLayerUpload

* Putlmage

BatchGetlmage

» GetDownloadUrlForLayer

Class EEEMNERER. B, Amazon ECR A" HERIHE.,

Amazon ECR FAE#HE

AWS Rt A Cost Explorer WRERE T E , FEEEH DM Amazon ECR ERHAENMAE.

8 Cost Explorer KRR AEFR AN E R, BRI 13 EANER , URFBEARR=HEAN
ATgELE, BRI LAEA Cost Explorer EE —BREEAE AWS ERLIEEZ D, RETE—FTREN
fEE , UREELTARTHERANSE, SualiEEERNEREEE , URBEBRRABEREEE
o

BAEAEREPNFEERSERAE Amazon ECR REENAE. MEESFHMER ,
AL ERAER B
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s

WMFEEY AWS ANABREWFEES , 5268 (AWS Billing EAEER) PHY AWS A A

BHE

Amazon ECR 1 EEE

Amazon ECR [@ Amazon CloudWatch {EiE R FEERIGTEIEE, Amazon ECR IEEZE R ST 1 HEE
A B EfE3% 2| CloudWatch, MZEHRI CloudWatch WEEME A |, 55828 Amazon CloudWatch Ef &
EFE.
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Amazon ECR EREER

B CloudWatch ¥54&
Amazon ECR AFfEREEEHEEHEERE, EERXIETAFHIE,
AIHANEEEEE

LT EERSHIH Amazon ECR 3% % Amazon CloudWatch WIS E,

Amazon ECR 51Z
Amazon ECR RERMIEFEUERFTFE, EUIUIERIGTE.
AWS/ECR i B ZEE & T HiEH.
RepositoryPullCount
RIEFETRREHRIVER,
BEMHERE - RepositoryName,
BEMHETER  Average. Minimum, Maximum, Sum, Sample Count, HEAMWHKET= Sum,

By BY,

Amazon ECR 18N #E
Amazon ECR 18 fEF AWS/ECR iR Z=/ |, WIRE TSI EMISE,

RepositoryName

R BREREERFETHMERRREFRNESR.

¥4 Amazon ECR 1E4&

B A LATE CloudWatch £ & E#48 Amazon ECR f#1ZE1EE, CloudWatch X & EHMFAMTH
STHERETR.

£ CloudWatch £ & #2457 Amazon ECR 812

AJLATE CloudWatch F#& E#4] Amazon ECR REEEE. A RMHKFFMAN Amazon ECR 1§
B Bu S RELRAURFESEBNER, MEFMENR , 5528 (Amazon CloudWatch £/H &
EE) .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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ZE CloudWatch i & D HBRIEE

1. BIfE https://console.aws.amazon.com/cloudwatch/ BBX CloudWatch £ &,

2. EERIEEH  BEIZF Metrics (181E). All metrics (FTEIBIE),

3. £ Browse (BIE) &35|ZE®+F , £ AWS Namespaces (& Z=[) T , i### ECR,

4. EEZRENIEE, MFEEZEREA ECR > Repository Metrics (ECR > A EEE).

Amazon ECR E 4l EventBridge

Amazon EventBridge AIZEA BBt AWS fR¥E , Y BB RIERAESH (GIEARKX AT AMHBEER
ERNEE), AWS RENSH4S RN 5 N EIXE EventBridge, BRI RBHEMNH A |, Rig
TEEENSES  URESEESHFERUBMEESRTHNEE, TUEBHBRNEELDT -

- BEHFIEE CloudWatch Logs H# H 568 #H
04 AWS Lambda B

« M0} Amazon EC2 #1Tm

HEHEEZE Amazon Kinesis Data Streams
FXE AWS Step Functions it RE#ES

- J&H Amazon SNS EE={ Amazon SQS {75l

MEFHMEN , 528 (Amazon EventBridge £ & #E8) H# Amazon EventBridge AP,

B Amazon ECR R &= 4

AR 2 Amazon ECR MEEHIEH, SARERHEH.
BT RBRERHEIAN E 4

BARRBRGHIER , gEE TSN, MEESFHMEN , F2H HiE Docker R,

{
"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
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"resources": [],

"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "PUSH",

"image-tag": "latest"

REVRIEENSEH
ERRBURIEIMER , EE TSN, NFEESHEER , 2R LARIURBURA

"version": "0Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb421fa41b658480779d80c77abl15EXAMPLE",
}

EXKREFHENEN (EXRERH)

BAESENEARRBEN K ESERGRBETRE K REETHEH, finding-severity-
counts ZEREEHEBREMHSRBESIEOBREMHSEHNE. S0 , MRMKIE CRITICAL FHR
EREEE  AIFTSERTMEESREBE. NEEZHMER 6 F2lW EXERHE,
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® Note

FEA B Amazon Inspector £ BB IR HRF 3 HH c SHMFMER , 552 /F EventBridge
i

{

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"image-tags": []

}

}

RAEBREEH cER ENEEBHNEM (EREH)

AEHRERAEREFHEE , Amazon ECR 8HEMA T HBRERHNERBEBEREEATIES,
EEREEEVNFRETE. TESENREFERARE  JRERATHRERENEFEETRILN
MIBRIR R, MEESHME , F2E REHFEH,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",
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"account": "123456789012",
"time": "2021-10-14T20:53:467",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{
"repository-name": "repository-1",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012

"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{

"repository-name": "repository-2",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012

"scan-frequency": "CONTINUOUS_SCAN",

"previous-scan-frequency": "SCAN_ON_PUSH"

iy
{

"repository-name": "repository-3",

"repository-arn": "arn:aws:ecr:us-east-1:123456789012

"scan-frequency": "CONTINUOUS_SCAN",

"previous-scan-frequency": "SCAN_ON_PUSH"

}
1,
"resource-type": "REPOSITORY",

"scan-type": "ENHANCED"
}
}

R {58 M PR 9 S5 44

MBRARR IFEIE L T B4, MBESFHMBEF , F2H RERRE,

"version": "Q",

"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",

"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-11-16T02:01:05Z",

"region": "us-west-2",
"resources": [],
"detail": {

:repository/repository-1",

:repository/repository-2",

:repository/repository-3",

X H Amazon ECR WY EiHI= 4
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"result": "SUCCESS",

"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "DELETE",

"image-tag": "latest"

£ AWS CloudTrail 524% Amazon ECR Ei{E

Amazon ECR B B2 AWS CloudTrail 24 , EERZEREHFERE. A% Amazon ECR & AWS
BRI FrERER < B)YERVRC 8%, CloudTrail €% T %) Amazon ECR Bi{ERENASEH -

- FIE APl FEDY | ‘E$E2RK B Amazon ECR &KLY
- HRAREE LN NZREMFENNAEEE
- BREBLEWHBHERANKNVAMEEE , SERIIAM KR ENE

/A Important

HRAEB CloudTrail EHHA/DNRES , HRE 10 BREZREBHNEGIBHBERE
{E , Amazon ECR €[ CloudTrail #ixZEE#. L5\ , Amazon ECR SEMGRZES
100 {EZH.

BIEME  FE CloudTrail EH &3 E Amazon S3 #ZErE | 23 Amazon ECR WS4,
BN REREIBHME | IRARTTLUEIR CloudTraill ERAFHNEHEL ERRETEH. FHLLER ,
& A LAY B %X E Amazon ECR FYEER, 1RHEFERM IP bk, IREFBRMNE R, REFBRHE
B, AR EMEFHEER

WEFFMER , 5826 (AWS CloudTrail fFF &) https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/o

CloudTrail ## Amazon ECR &

EREMRFE , REEE AWS tREH A CloudTrail, 7 Amazon ECR e 4 R8I |, 58
#E2 Event history (BB S 428%) AV EH M AWS FREEH — 5 EKTE CloudTrail E4H, BRI
R, BESNTH AWS IRFNEHEH. WFFHEENR , F28FEH CloudTraill EHE S EEERIEE
#,
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Amazon ECR EREER

& EFBRHE AWS IRF R EEETHNEM (2% Amazon ECR WEH) , FFEMER. BHER
CloudTrail # B ERRX N E Amazon S3 7. BELEZEARMERGCHKE | T UIERIEC#K
EREE-EASMEES. EREEHK AWS 2EETHNEHF , Uil AFERINELIEER Amazon
S3 fFRTRE, LA  EABEREE M AWS BREE , A2 M HEHE CloudTrail HEERAIKRENSHE
#. WEFMES , FSE

- B AWS tRFHYIE it

- AWS FR#§EE CloudTrail BN ES

 EXXE CloudTrail B Amazon SNS &4

- BEWZEEEMN CloudTrail BFERMEZEWZEIRF/ CloudTrail BFESR

CloudTrail &€72#FTE Amazon ECR API Ei1E , 72 #1E Amazon Elastic Container

Registry APl &, #I{T% RIEHKE , CloudTrail B ERTEABRAXEBLNE

8 AP BIFEETRIER. fit0 , BIYRFER , 7 CloudTrall BFERPELE
GetAuthorizationToken, CreateRepository & SetRepositoryPolicy [BEX., #EREGHEIE
Ef#7FER , 8F4% InitiatelLayerUpload,. UploadLayerPart, CompletelLayerUpload #
PutImage EBE. IZENBRMEEF , @FE 4 GetDownloadUrlForLayer # BatchGetImage EE. 40
FELEREBHES , FFZ2RCloudTrail B3t EE 61,

B-SSEHUAREEHNSLSELEFRENETA. B EATHEEHE T5IEH !

ARELREARS EREEAERREY
- RUEFBERE , REEATREACEBS S ERENRRZ2ERE
AREBH%—H AWS RBREE

WMEFHMERR , 5528 CloudTrail userIdentity JTE,

T f# Amazon ECR B R1ER

EMtR—EHRE  BEESHUAFERNEXRMNAEEIEEN Amazon S3 REFETE. CloudTrall BF
BREE—RNZMEAFEE, BEHATMRREHNE—FER , XIEFHRBE. FROBHMNE
B, BRSBEZEHMEN. CloudTrail AFERILIEMKAE API HIEM KN HEEER , Rt Tg
S EIEF R,

CloudTrail H35E B 4
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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Amazon ECR EREER

® Note

ELEMEKRIL , WIEFTTEM, & CloudTrail BRFERP | FrEEENE4ESAHAE—
Hl, o, EEEHIHZPRMNE— Amazon ECRIEH, HEEEM CloudTrail BEiEm | #4§
EFREZME AWS BRIEHER ME4,

F&E

- 8l BNREERE

- %15l . B3I Amazon ECR #FZERH AWS KMS CreateGrant API BjfE
g5l . BRHEOEBIE

g5 . BRIRENENE

&5l . G AEmIEBEREIME

g6 BARIFEDE

LT EHIE RN RER CreateRepository EEH CloudTrail BE5IEE

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"eventTime": "2018-07-11T22:17:437",

"eventSource": "ecr.amazonaws.com",

"eventName": "CreateRepository",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : 23 Amazon ECR fFERR AWS KMS CreateGrant API Ei{E

AT &% R CloudTrail BE5EH , ER&7EE Y A KMS iNZ# Amazon ECR f#FER/ AWS
KMS CreateGrant 4, $RAER KMS BRI NERBEHRECRKA , BEZESE CloudTrall #F
ZIM 1@ CreateGrant HEIER

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {

"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

1,
"responseElements": {
"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
1,
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
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"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-
b589-18464af7758a"
}

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

g6 RGHIEBIE

THEHIFER CloudTrail BFEIEE , WWIEH & 7 £ A PutImage EIfERYRRGRH#HEIX,

@ Note

XGRS | Bt &E CloudTrail B+ EEZ
InitiatelLayerUpload. UploadLayerPart # CompletelLayerUpload 2%,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
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"userAgent": "console.amazonaws.com",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \'"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
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\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"imageTag": "latest"

}

}

},

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139¢cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

g5 RERIZENEIF

T 5 EHIFER CloudTrail BFEIEE , WWIEH =& 7 £/ BatchGetImage EIERIBREIZEL,

@ Note

REBRGE | REBEREIEREMEG , BItEETE CloudTrail BFEFHEE
GetDownloadUrlForLayer 2%,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
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arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:147Z"

}

}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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g5 . REEERBHBEREE

AT €588 CloudTrail BFFEE , HRERGARNSERAEWENBERRUMESBH, B
HASHZBMNEHRE PolicyExecutionEvent , JHEHEE,

/A Important

HAER CloudTrail EHHIAR/NRSE , HAE 10 B EZRG BN EGBHEBES
{E , Amazon ECR &[4 CloudTrail #ix%{E%E#4, 45\ , Amazon ECR SEMG&RZEE

100 B,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",

"readOnly": true,
"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{

:repository/testrepo",
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"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
},
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@cs5",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e0352chf9561e050427bat",
"tagStatus": "Tagged",
"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},

"rulePriority": 1
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1. BARX Service Quotas £ & , #uL A hitps://console.aws.amazon.com/servicequotas/o
2. TEEEBEIKD , iBIZE AWS services (AWS RTE).
3. & AWS RIEFEH , S IREL Amazon Elastic Container Registry (Amazon ECR),

£ Service quotas (ARIEECEE) BEF , AU EIRBEERE. EANE (WREWFE). AWS
TERREEE , UREBEERE UHRAE,
4. FERTRERBENOHMEF (GINERH) , FEERERRE,

EEBERIESER , 3820 (Service Quotas EAEIEF) https://docs.aws.amazon.com/
servicequotas/latest/userguide/request-increase.htmIF By FERIZ S ELER,

#17 CloudWatch BRELEE APl AEREE

Amazon ECR 12 CloudWatch FA£1E1E , ELXIEEHEZ SR EHBFE, MEHENRGIRIREE
Z 518 APl B9 AWS RIS ELEE, 7E Service Quotas ZBHAF , BULEEK L RBICEWAE | WEL
EEAEBERBERERERE, MEFMER , 528 Amazon ECR AEEE,

FATHSER , BiBEHE D —{8 Amazon ECR AP| AEIEERE I CloudWatch R,
RIREH Amazon ECR AEFEEE L E T (AWS Management Console)

BARK Service Quotas £ & , it A https://console.aws.amazon.com/servicequotas/o
EEEEKS | B2 AWS services (AWS BRFE),
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#£ Amazon CloudWatch Events B REEH , 1##F Create (1I).
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CloudTrail , A LAY BT SHEAWSIRIE IR WL E R, REERMWALE, REERNEEE, BE
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¥E.o

E{E1t Amazon ECR Ry 3k BE

THEHRMUREERIIES | WEMFEH Amazon ECR B&E{LMEE,

F%F Docker FrE# H API hZ 2015-09-21 215


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/troubleshooting.html#docker-debug-mode
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£ Docker 1.10 BB LR ARG RK 2 E LEES

Docker BUE R Z B , TRRENPNEIUEE, Dockerfile FHE —TEHEEI BN E

M. E&FERH Docker 1.10 LA EIRZA |, Docker AR S 7EEIAF L& Amazon ECR IFREH A2
WE , At EERESER,

158 P /N Y EL R BR AR

@ Docker Hub A A TER MR AT RE S B IEH S ENERAERTFTZEENMKIFEE., FEZEEH
Docker t B F I EM AFTE I W HEAN R /NIRK |, A& A Docker B/ Scratch BIGE I IR B
CHERMSG, WFEFMEEN , 5528 Docker R E T ERBME,

SEHI#E Dockerfile FRBERD E RN KEFEE

Docker IREUB A R E VB, NMBERE—XBIED BERXEEMEE , Docker EFEHAMR
BHRAR K MASEFEIZIE. A, B—2BEUZTN S BIEAKE, MR, EEE
7 , Docker TMESEFmEZIE  tEEFHFETMN2ENDE.

BHEMER Docker EREEHM LB BNRKBMERE , FERBHELMN Docker ERFEEREE
BREKILNKFEE. YHRREHEERTFERRERENKEFEE (FINEHNERARXREATE).

BEGSUBRTAENEEME

PELEEISNDNEREECESBTIEMERT , DEREAZIEBEN—Br, BFEETHIE
Bl -

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

HELEHIP , BHE—., = RUN S SFTRIN 2 BN SERA tar.gz ERURHE BB
MAR, EMEEMNE RUN S5 EM targz ERMBER  ELHTTREET —ERAE - RUN KR
RN, UEFRELETHLENERTE R AR Docker BREGH —F 5 :

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz
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BAEREAREIEHTHINEARNNEERS , LU Amazon ECR RENRRAVIEE,
WMREREAENIE®E Amazon EC2 #14TERE L#1T , BRI EA T 5 shell BXTBLAREXFAITEE
By A A B S R

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")

ZEEAEBFER --region SEEIEZE AWS CLI i H , 2 A aws configure IR AR ERTE
RE, SRR R AWS SDK REZEREE . MEFMET  F2RLBERIRFE
SHWHRBRESHXXH.

{

£ Amazon ECR Bi%EiB Docker fp S ETHER

EREEERT , 8% Amazon ECR #11T Docker tp S AIREE BUEEERAE . LATEREA T — L — AR EEERE
BEBEERAR
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- E# Amazon ECR &z EIRERM &S | HIREEER © TFilesystem Verification Failed s (IR R MKBRE
% B{) 50 "404: Image Not Found (404 : 71 BRE)

« E1 Amazon ECR ZEXBR{&AF HIREEES : "Filesystem Layer Verification Failed ) (lERERHK 0 BR
EoaN)
- BHXEREER , BB HTTP 403 #5855k "EEXRS /7 BRFBRE, HE

E ¢ Amazon ECR RFERIMGE , HIREEER . "Filesystem Verification
Failed s (BEERFKERFEXH) = "404: Image Not Found, (404 : FAFFIMR
%)

£ Docker 1.9 I ERRAH A docker pull i 5 # Amazon ECR RETFEME&E , &7 sE ik EI 53R
Filesystem verification failed. E&fEM Docker 1.9 LRI MRASES | BT A& UR B §5 38

4Q04: Image not found.

BTRAH—Eraer RRRERH.
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MR B BT EZM Amazon S3 IRERE R Z R AN,
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403 (Forbidden) #5582 , 2% docker push = docker pull in 5 W EIEEERFAE no basic auth
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