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FEREEIRERBRERER, ZNAUSMERESHEE—FRA ( £A AWS Organizations # &
friRE ) , FARSAMER S F'aﬁ AWS IRF,

- BHEOE - AWS RBEASHESEEED BIRHEIT AWS IRF, BITHFEERD RAER AWS
WRF , ARt e EMEEEE R,

R HPRRN AT E RSB NEEHTES AWS Well-Architected Framework, 2818 S EHBIIRERETE
E, BEMATERENERERSE, BIEERBR)D , MERCEEEREBPHAIERE, E&RMEHT
BB IR LT S HIBRIRE | WTQE‘“EZEFE’QT—?%&E’J%{’EO

EEZE AWS IRF

EERBRMEZARE 2 , FSEEFEFEIREFEELIRF, Akt , RFEBEER AWS
Organizations , E= % & AWS R , IEEBEBTHATE AWS IRF

AWS 324 AWS Control Tower , AI#$ %8 AWS Z & B B{L &8 = Organizations , It B B & H &2
Hih AWS BRIEZE S AWS CloudTrail AWS Config , f5l#0 AWS Service Catalog Amazon CloudWatch
%, GERBUEESELENER., NEFMEN , 5528 AWS Control Tower EfE,

2
¢
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=
=
- {EFE# AWS Organizations
. SR AWS Control Tower

{ FI B5#¢ AWS Organizations

AWS Organizations & —18 AWS R , JEELEHE AWS IRF B9 EE . SRHSHIREZI

, HPERFNAEIRERNEsEE B , YHE—FRAERE, BH A UERUBERAERNIZG
IE , EREBEZN TSN, NFE WEEMER AWS Organizations , FZBAWS Organizations { f&£
REERE .

ZE1ERVFEUE

B8 A AWS Organizations ABEE XN BEERFF , EBNASEERTHERcBEBNEER
F#17. BEERE K ERCSHEREBRSTSHBIIRE, B LUEBRA Organizations B AWS
Rz BN ZEEFE , KEBEADEERIHMGEREE, SEEFNERFIEE AWS BRIEWETR |, B
FEHABRHESENRFNHEBENR. LA Account Management WZEEEEE , IREFEER

EEEE AWS W v


https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/organizations
https://aws.amazon.com/organizations
https://aws.amazon.com/controltower/pricing
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/userguide/

AWS tRFEE BEES

HER T Organizations R HEBIRF FHAMAAEBRSRFHFEEBFTA | FlmnEERERBE
ﬁ%ﬂo

MEFHMER , F2EBAE AWS IRFEENZEEFR.
EREES

BAZEEFNR , ChAUEESEF—EARERFEERS AWS IRFEENZREESIKRF, EW
REMNEESIRFAGEBPIHIRERFIAT AN ABEERFAUATHEERFEEFRENE
B, ERNEZSRFARTFIIRFEERFENEEEE. ERNEESIRFRIBEEERFHER
R B EEFEE.

WMEFMER , FSRBA AWS IRFEENZEREESIRF .
AR #5122 | B 2R

EIE AWS tRF 2 EEMEBH —202 B AWS Organizations , &N EEE W AERRGILHIBEE

(SCPs) , LXFE%'EZEWEF':IJE’JIEE—ILX%}I TH#EE, SCP KETERTFH ; MEBRHEMNERS A

DAE MR EF ATV ER B (R 1F. EBIRFHPNEAERAR (RFEA ) REMTHREAZIRFH SCPs
EIEEREAN IAM AT BEETHIRE, Bl , B UER SCPs K5 LLEF P HEAEEABK

HiR PR B RBEA

WEBA N SCPs #i4] AWS IRF | 5828 £ AWS Organizations AR ##2 &l BUER PR #1717 B
R AWS tRF EENZFEEFE

A AWS Account Management B ZEEFEEAZEEIRFNEESBASEREBRFNISEENR
MpEER (flm, TERERBSAFMENR ) AWS Organizations, HEFMEN , FSEAWS
Organizations { EAEIER) FHAWS 1EFEEHM AWS Organizations . WFEZEEFIAOMEE
W—ARET , FSEREEMEH AWS OrganizationsAWS EE b RIS

BAZEEFRE , ZAUEXECHIRFEE AP BIEPFEA accountID B8, REEFARE
EERFNEAERFY BEF  IMAEBNEREEZSIRFRK , TRKIEALSH, MEFAE
7, FSRERBA AWS IRFEENEREESIRS,

EATHREFAABTIRFEERAZEEFN

® =IEFFA
BEYTELEYR , EHEFETIER .

- BREERIEBINEERIRF T IERE.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS tRFEE BEES

- BNEBLARARAE N,

AWS BB xinh
BB AWS Account Management B Z{E{EFH

1. & A AWS Organizations i A, BXHEL IAM FREZEA, BF IAM A€  S2UESE
BEIRFHPNRERE (TER) 558 A,

EEEERPRERE.
ERBEETBEFAWS (RFEE,
i#1Z Enable trusted access (BB EEFH).

ERA AWS IRFEENZEEFIEF LIRS , WABMANER , RREERAXEESR
HY,

o b~ 0N

AWS CLI & SDKs
B AWS Account Management B9 Z{5{E17HL

BTSSR, BUUFERESNEERS PHEAERREWY Account Management AP 1
£ |, ELIREMMA --accountId RSB EHRBTINREIRE.

« AWS CLI: enable-aws-service-access

THIgEHSRAFL AWS tREEBPIRFEENZFEEFEG

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

L TMRR IR EEES T,

A AWS IRFEENZEREESIRF

BRLBAZRNERSIRE , MERHMKSIRFFWY AWS tRFEE API #F AWS
Organizations, EEK/BRMEMBRERERF 2R , AIRFFNEAENAGTUEB X ER

FAccountId2# , £ Organizations X FiE{EMaccount @A 2= B F MW AWS CLI F1 AWS SDK

ﬁ«ﬁo

RARRKNERSIRF


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html

AWS tRFEE BEES

FEREBTHIRERFEMBZREEIIRF , FEATIERF.

AWS CLI & SDKs
Atk FEERBENEREEZSIRF

B LAER TS REAKRFEERBENEZREES,

® =IEFFA
BEPTELRER  BLAFETIER !
- BHBEREBAEERIRF T LERE.
- BHVEBAARA A A,
- BAARBBTINIRFEERAZEERF.

B AEEETHIRBEER

account.amazonaws.com

« AWS CLI : register-delegated-administrator

TrEHERBRMNKERFEMA/RFEERBENEREES.

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

Lo THREIRFIEELER L.

TSRS 2% , BAERAKRE 123456789012 & A BRI R E S EEM AWS CLI SDK
APl 124E | SLIBEMEA --account-id 2 EKSEEBTIHNRERE,

AWS EE XA

AWS Account Management EXE XA F X B THK, BReEEAEF —@ AWS SDKskY AWS
CLI =% API 2 ER#AT LR

BAZRNEEEIRS 14


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html

AWS tRFEE BEES

£ AWS Organizations BR %43 &l B 38 BR #77 EX

REBERMES , REWMMAE P 6EHIRBEIZHBER (SCPs) AWS Organizations 2 R Hll#H # # ik &
MERENSETHTHIRE, NFRBIZEFBERVFMER , F2BAWS Organizations { A&
Er) FRTHERE

- B3 SCPs

* 7% SCPs E#ZE OUsHMIRF
- SCPs KR HE

- SCP BiksEZ

Example#ifl 1 : BribiR S &k B C R ERBIEA

Ty EHESEEBETMEERFEZLIRFESR T PutAlternateContact®
DeleteAlternateContact APl #1E, EFFLEZEFEIRFHANIMNEBEFTHESHERBIE A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"

1,

"Resource": [ "arn:aws:account::*:account" ]

}
]
}

Example#Efl 2 : By IE MR Stk &SRB R E M E R SRS R ERBIEA

THEHEHR ResourcenE—MLH T |, ERTERBEAREIEXFRNABELER, &
RTBERFEENZEREESIRFER , R SCP W E B FHEB I MRS WEMEREBE A,

£/ SCPs REI#FE 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html

AWS tRFEE BEES

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAltexrnateContact™

1,

"Resource": [ "*" ]

}
]
}

Example#Efil 3 : Brik OU REYR ERFE K E S B RBIEA

T5IgE6] SCP B R4 SHIRFHNEMEEERE OUs WFEH#TLE. ESEHHEEE OUs
AR E PR EFEAME X E S BERBHEA.

{58 FA B 48 AWS Control Tower

AWS Organizations R ER % , TREEPERENREZBREME AWS IR3E. Btk AWS Organizations 4
F/JT AR B8R ST = AWS Control Tower, 78 AWS Control Tower & Organizations R & F 2
A, ZRERAREMREEYR , REBNAFAXRBENEELE. SRS AWS IR,

RENEEZR S HKEERHE AWS Control Tower IEE T B0 IhEE AWS Organizations, & AWS
Control Tower EF —#HFER M AE R B , UiBBREECHNABITIREFTEEBRNRENERE
%,

FEBER BIEERFH AWS Organizations #5# AWS Control Tower , A UIRIEIB A ER.
Z2HEH AWS HWIRE, EEEFREREENRES ZEHRFERIFIA DENEERREBE
E, AWS Eif ARRERSEENZEENER,

WMEFMERNR , 73828 < AWS Control TowerfE &) HHITERAWS Control Tower ? o
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html

AWS tRFEE BEES

TR APl BEEL

5 B AWS IRFH AP RIE—ZIMBRFEER 2 —E1F :

- BUIABR -BRFANFEAESIACTFENIEEHRAKRFPNIRFBMLR  EEAER, EX
L HE A — @R =B E AWS CLI Ik AWS SDK 24ERF , REB& AccountId B8& , EEEIFEAS
JABER,

- ABAR - BEBTEERFANEAESACEFENSREFHREBTITRRERSRHNIESE
M, REFARER, EARUEF—EIRFEE AWS CLI 5 AWS SDK ##E8 , E&8aE
AccountId gk , EEBFERAEARATER., ZREVMEBHNEERFIRFEENZREES
R 5 P OY AR =X P Y IR 1,

AWS CLI 1 AWS SDK #1E 0] LATE 5 S s AR IR IR B MR,

- WREREE Accountld B8 , IIRESEBLRABTTHT , YA DEFREAZLARRLFS
KRS, ERIRF2EAEBHKE , B2,

« MREEE AccountId B8, BRFESHEEBATHHT , MBESHEREEMN Organizations kS
L#1T,
« MRWIHRENRS RIRFEERRBNERIRFREZRERSIKRS , AIEATLIE AccountId 28
PREEXEBHEARERS , LEMREENIRS,

o BB — T AP E P —EERBEIRELE AccountId 2 HIEE B S WIRFHRBNIR
F A RRECAIRFEERENZREESERFNIRSE, TMEMIIRSE K [IEEFEIRFE , HEW
Z|AccessDeniedBIFAiRM-

« MREEBYEATHIT RF , AIBERFFEMEATE Resource TER IAM BERRHAITER
= BIAFARER , UERBEIIRFEFEER ARN.

- MBREEHEBERNTHIT 824, AIRBEARAHFEMERITE ResourcetEM IAM BEE R #1718
B  LAAHEMEER , EAEBTREIRFFEEN ARN,

RTERRS BIEAYETE

BEARZH AWS BE—K , BT AWSIRF /A IAM FF AT BURRHIE, EHMER iREBHEAET
., B4 IAMHFTBREEE IAM R (ERAERAR ) B, BT UIEETRIUHBLE RS
TR ENIE |, AR TE BRLEAR 44 T BT HRLE B 1,

UTREVAAIBRN —ERFEEREEER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS tRFEE BEES

B Amazon Resource Name &= AWS RF

- ALL AWS IRF B8 EBERMIR resourcetRZHH B Amazon Resource Name (ARN) , €18
BLESENRFRBIIRFERBEBINIRE , LFRNAFRNER. F2RE L& 7 # APIIRE
LB

. BIAMRFHYIRS ARN :
arn:aws:account: :{AccountId}:account
ELEBYEXTHTIRSBERAER , WRTEE AccountID B8, RIXEFALRER.
B R ERF RS ARN :

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

ELEEBEX THTIRFBMIRER , XAEE AccountID 28 , FeeEALRERR,

IAM BRI R BRG] #

Account Management fR# B 32 Bl Account Management fRI&4S E R £ , W EEBMEHEIR
BFHFFA,

account:AccountResourceOrgPaths

NAFK5|#account:AccountResourceOrgPaths A EBEBHIEBIEEET S EEBEN
(OU) B, REZ OU BEMKERFHFEHME. THEHARNBH BREREBEEEAZEVURTM
fBEE OUs Hp 2 —MtRF,

M account:AccountResourceOrgPaths RZEFRER K EXHEMEH
ForAnyValuesiForAllValuesZEFHREE F, I, FEE 6 BEESEHRBD OUsE
Raccount , RHERSIBLENFESR .

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h1lil/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"
]

RTEMRF BT 18


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS IR FEE BEEE
3

account:AccountResourceOrgTags

NARK5|#account:AccountResourceOrgTags AIRASZ M EEIEABIIRFHNER, EBES
WEFEYE , TARIENERRFPINER, NEELNFMEENR , FS3BAWS Resource Groups
(EREER) PHNEBFEES. IEEEHAFIRRAXERPERAERNEEER , F28 (AM
EAEIER) PRV ER ABAC for AWS, THIEHIEXBHRERFBKREEAZTEETES &K
B&project HEA blues WIRFred,

H/ account:AccountResourceOrgTags RZEFRER  EBHLAFEH
ForAnyValuesiForAllValuesZEFHREE F. I, FEE , IEESEHBKERF LHE
Haccount , RUHFESIBLNFES

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

(@ Note
BRESERERSHEBTNIRE, SEIEERERZBIT AWS kS,

RTEMRF BT 19


https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS tRFEE BEES

X EZH AWS 1RF

AESESHRNAEE WEE AWS RS,

(® Note

WMRIEK AWS 1RFE 2 H Amazon Web Services India Private Limited (AWS ENE ) £HE
B AEREHMEE., WEFHHENR  F2REEEDNENIIRS,

e

« B AWSIRF Bl&

« AWS Bif EENIRFE R RASER
- E WIRE AWS 1RF

- ENREAES FE 4

- BEHREAEER
 EHAWSIRE B8

- EF ERBSA AWS RF

- EF WEEBIEA AWS RS

. 1R AWS tRF BBIAF

B AWS IRFE BI&

MREFLE IAM FEHEN URL BELENLTEE ( HHfbeasy-to-rememberiBBI%F ) , MF = AWS
WRE ID , A LAEMNIRE BB,

BETROAMELREFRFRE |, F28 (AM EAEER) FHALEH AWS IRF ID EAFIA.

AWS [E15 TEEMRE PR SER

AWS B RHER £ AWS ERZETHESNERME, THESH-HNZERME AWS BERH O
B, BEENFUOBERREER, BRNERED , YFERETENRETR. EXRTEME AWS B

B NEHERIRS BIE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS tRFEE BEES

o MEEREEY  LABTRAEe BN, BERERSEEN, BEMTRESD | 6 TRIELE,

£ AWS B BB BREAENUEHTTEESR  TURERELEEEE, NETANCHE

i  BLE EENTAEE. EEE—5TRIESRN AWS B f1 BHEE | BEFAWS
2 EREREL.

AWS [EiE KB L5 AMEBRS R AT A

- FERREE - HRERMA 2019 F 3 A 20 B2l MBI ER, SN ERFBARLEELRARE
HHRINMEEER, ARESEIBMAZER,

- EEMAES -2019 F3 A 20 ARRBNESRERASER  BARENARSE, FHNZEEM
ABSFERETREREEEI G REMA , FRGREIEAELEHRELTHFER, FEME
AELREMARSE , B4AKLE PRAELRE AWS 1RF. MAREMARE & , £ SE
BEHFENZES  YEZEFPEUNEEER. REABMIRFRARENARS A, F2H8
BASEABIYIRFN BEM , SENKERFRAZZNARE  F2R BRASEHEETHNE
o

EEEM B AWS IRF , SREENBHS I ERGEAK AWS BEREMARESE., £ AWS EE
MABBHWERMWES K FFEEMREFEELFIMAZEREEZEMABRSNESR. ERF
EREENMARENERESNERMES , FIMNE, BAIMEXR , MREENARFLERE
HERIL , F2EARENMARBNER. IRFEMAR  SUNERFFRAEM AWS EENMARSE ,
REFFACEEMBERANRENARSE,

EREY B AWSIRF , &1 IAM BERMEAERNSHDREABMERARESENR , AFFEFE
EFFARNREREN IAM 5o EAERENEAERRFIELREH AWS HIR%E, EERBRT
AWS , ZENMAEZSEFR K MABLESS-—FRBEEZER IAM BERNMEAER , U LFERZE
B AWS iR, ERRERAZENAREE , S8E0 IAM ERNBEAER AWS BB ERE
B, —BERTKAERATESNARE K REAEN IAM oA LERBMERERES T ERR
FME IAM BEABERREFEF A ZZMA RS+ AWS R

ERERAEREMAERER , £0 IAMBEAERESEA L MALZSAEREENAEREHAERN IAM
FEHE, CARENAERSTESMBRZESTNER K MAZXEREEMNABEHTINER (MEEHN
) BERSREUEXERARE,

/A Important

FRESSEFH BETERN IAM 78, EFERRERENER  EEFEELEM. &
=R EE BB RIEARERNEIR.
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html

AWS tRFEE BEES

AWS BEFSIEA S EIE. SEAEREBRAE—ELEE , MESESEELHE —SZEER. 5E
[EEEEIHK AWS Identity and Access Management (IAM) #1788 , Y7 R [E partitions. AWS
commercial BiFFHEBRURaws D EEF. PRERLRaws-cnZEIEF , BLK% AWS GovCloud
(US) BiEifuRaws-us-gova S EF Z ERMUERR., RIBEEL WHEIE AWS tRF , BRI UEX
PE|E AWS EBiF A

- aws FEIEFMIRFARETFINEEIIETINZEESE , MEETFELERNUERME AWS &
B plan , BB EZBUMEE) Amazon EC2 #i1TEER , AEEZELNEBNEFRNFELEEE
Ko

« aws-us-gov P EIEFHIRE A EEFEH AWS GovCloud ( EBIFESE ) [EiFH AWS GovCloud
(EERZ ) EBFH. MFEFMHEA , FSEAWS GovCloud (US).

« aws-cn DEEFHIRF IRLEFRILENEERESE, MEFHMBEN , 28 Amazon Web
Services in China (Amazon Web Services (1 El)).

ES- ]

- BEFAAME2E

- BANEHESNEEEE
- RERENFERRS

- BRASERBIIRFRN B
- BASERBBPR EE

EE A HESE

TRAWS B ATAEERIIH, FRESSABRABEEEFER , MEENMARSAAETLFERR
R, FeeERTEM

Opt-in Regions

THESRREMARE , EXEALHA , TeeEREM

B Code AR RE
IEN (FAER) af-south-1 GA
DAME (FAE) ap-east-1 GA

B AMtSE 22


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/

AWS 1RF &= BEES

28 Code R 8
mAEE (A1) ap-east-2 GA
DAME (BENE) ap-south-2 GA
SEARM[E (HEME) ap-southeast-3 GA
DAME (REA) ap-southeast-4 GA
DAHM[E (BRI ap-southeast-5 GA
ZAREE (HBEHE) ap-southeast-6 GA
DARESE (RHE) ap-southeast-7 GA
IEXRFEEL (= Fl) ca-west-1 GA
B (BRERH) eu-central-2 GA
BN CKER) eu-south-1 GA
BOM (P BEST) eu-south-2 GA
&% (FhMx) il-central-1 GA
R (PR ABES R E) me-central-1 GA
Middle East (Bahrain) me-south-1 GA
S E (FEF) mx-central-1 GA

Default Regions

THRIBFERARA , BEER
= Code
DAME (RR) ap-northeast-1

EE A AE2E 23



AWS 1R B BEEE
28 Code
DAHE (BHE) ap-northeast-2
EAHE (KR) ap-northeast-3
DARME (HE) ap-south-1
SEARHB[E (HThNE) ap-southeast-1
DAME (FHR) ap-southeast-2
EX (IR ca-central-1
BN CER =) eu-central-1
BUM (HT RS RE) eu-north-1
BN (BEEH) eu-west-1
BN () eu-west-2
Europe (Paris) eu-west-3
EEM (BRE) sa-east-1
EEIRE (#HEmadbif) us-east-1
KEIRE (=) us-east-2
KEIFER (A e EE1LER) us-west-1
KB (BLE) us-west-2

NERHEBERAEHERBNEE  F28 (AWS —R2EEM) PHESRH. NESHEES
(FTEWmE ) BN AWS RIEBFE , F2HAWS EERHEE.

/A Important

AWS 2 :ZE 4 regional AWS Security Token Service (AWS STS) ix% , M A= £1iHi%
BREADEE, [EiF AWS STS in3 AWS W TERBEREFREESTPEHRER. MREME
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https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS tRFEE BEES

RE® AWS STS in¥ , BIFEEETEMEE, T8 , RE L AWS STS #wE (https:/
sts.amazonaws.com) B T/ER R FRHMEEERA AWS [EiF BV REN , RFERBAN 1 E
W, MREBERRFRAFVES , BRI LAEARES AWS STS in N THERBRFRF , B
A£i8 AWS STS inZi R HEFAE DERN IERRER AWS EBiF, EFiEESHEEX
NWIERBEFRER, IREREREFIERBRTH , AIBLEBANFHAUREEFELNRK. W
%= AWS STS iR anaE A AWS EEFHFMER , FSBE AWS STSAWS EIFHEE ,

RANEFEHEENEESH
EERMARERESZE  BELEBTHIEE

- ERESZREREEMN , ST EEESHRMIEMEFFERAREENTEED - FL& AWS £
I Al lR% , ‘238 Amazon Bedrock ( FE2EE & EEH R MEIXE) M Amazon Q Developer
( 8B Amazon Q Developer FEEEEE) FRBREHER. MREEHASLERYE , M2
EEE TR ENE P AR EHERN IAM ERBANRE AWS BEFEE, EEBRACTHAN
EENERTAMRIETFER.

o SBTAILAMEH IAM 5T 2R 12 4] E 5 ZE - AWS Identity and Access Management (IAM) ‘82 M {EEF
A, JREEFMLEERAETURA. FA. BENSHES, nFEFHER , F2E (AM £
EiEmE) 7 TAWSAFFRATNER AWS B, . BHEAUERA aws:RequestedRegionfk¥€
2RI HIE AWS BRI HEFEE AWS EiF,

- BANEAEERKEN - RASEAESEZENE. ERAFAENEITRINERNVE,

« Amazon EventBridge & — &2 LLE EventBridge H 7] B BB IEMEETHEH ., RASASEM
RES T E Y EventBridge B , BEFREAB L TERE,

- REABFHRERE - ARBA/FRERENARSNERSHE , BEEREFREEERENRE
» ENABLING

« DISABLING

« ENABLED

« DISABLED

EiZEMASZIZIR HERN ENABLINGEY DISABLING AREERE | & EEUE, &

Al , ConflictException#&#8E , EXK (MA/EAR ) BEEZEEFREARESWER AWS
IRISHIMEE, BNEEAREER |, B AWS BRFIE{DEE A S BN FIENABLED,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS tRFEE BEES

B 2 B ) M1 55 SR PR A5

RBAREREERR , FFEETHREMGFRES

- EELEBRT , RAERSFELETLENE - ERRAREE , AWS S3TEFEREREEZX
EEFARSE , Sl IAM BERSD BIZEE, ASBIRFFEL2ENKRE  EERKTRFTES
BN, EEIBRETH 2 , BEEEERA R,

- FRAEST-—ESUHNET - FRESR K BENTEZELSURSTRET. FAEHURTESED
ERREN ST EER,

- E-IRFEEMEERBEHTLE 6 EETHNREZEZEFER - —BFRENE —EIRFRASE
A— A% ERESE,

« HABTTEAE AWS Z{EEEE 1 E KRB R 50 @ REEREF R - EEIRF U LARERA 50 EFREE
AREFEBTER. —EFRERA—ERFRAZER —ERERSE,

RASERBMIRFN B
EEEH AWS IEF AERNES , BRI THRFTHSH. UT AWS ERIRA BF—2EE
FRBY AR, SANERAWS ERERA RRRETHEARTUY REZIRE RN TARS,

AWS EEFEA

RBASERBIL NES AWS tRF

® =IEFFA
EERTTIREFINSE  IAM ERESACXEEE T
« account:ListRegions ( EER WEE , AWS Eif UREME N RERADE
Ao
* account:EnableRegion

* account:DisableRegion

1. AWS BEIZA LEARKEHF TN AWS IRFIRFEAE = IAM FRERERESEA
2. RERBLHLANEFER , RARBEBIRS,
3. HEEFEMEL , O THBEEER AWS EiF,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS IRF &=

BEES

4. RELERASEANES A ARZBEFTFTNBERATER. LB IEERTR.
5. MRBREMARE , FREETNNT K AREERAESE,

MREEREFERRER  FREABTRNXT , WA disable ETHEE , RRREFRAEL.

BRARENAESR  SUUARESEESFENZES, NFEMEFHNISER , F260 11

_}'l,l-'-|

REEFEE AWS EEFRAES , AR IRFPNESBETZARE , F2H 11

REEH AWS EEEEA

AWS CLI & SDKs

nX}E

BRI LA T3 AWS CLI s T E AWS SDK B EFRERKA. F/H. BRI L EEZEZER

RE -

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

® =IEFFA
BEHT TSR, ELAHERHEEZRFN 79

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRIEERELREBIFTH , BAURTF-EEREEENERRZFEANES , AR TFHMEARRK

BIF B AREES,

TrEHEeRBERTEENKERFRAERS, FANEAERSARBBABNERRS , WRE

IREFEENEREEERS,
AR, KU UEANERNGmSERREE , AERFEA B enable-region disable-

region,

BMARERBEIURFH BE
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html

AWS tRFEE BEES

aws account enable-region --region-name af-south-1

Lo TUMREIRFEELEBA L.

BRERFELH. THaTUREERTFRNEIIRE,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

R F S5 R AR A Y (R 3

EEFTIH KEWRF ERBANESE AWS Organizations , 58T FN YR FHNLE,

(® Note

AWS Organizations % & B AWSOrganizationsReadOnlyAccessd
AWSOrganizationsFullAccessBE#H , MiRMHEZE AWS tRFEE APIsFF J«XE
A L AWS Organizations £ AFERFER ., EEREETN SEBE |, F2
Organizations AWS Z & BUR K E #o

(® Note

EERULUREERFSEABTINEREEERFHITELIRE  LUEERERFEEFER 2
B, IBMAEA

- RAEBTHRANE  LEEKRBIRFHNRE. ENREESRFRERF, E8ELE

VAEBRTRR A . NRENEBBRERAESOHIRE  BESBERAMEIMRE , B2REEAE
BT A e,

« A AWS Account Management BRIEHI ZEEFE. EERXREHIER , F2HE BA AWS
REEENZEEFI.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

AWS EXE R A

R =A% R AR A P Y [

1.

N o o b~ W b

FRABHNEEIREZAEREA AWS Organizations £ &,

EEELAWS 1RFE | EREEEHMIRSE,

BERFRERSIER,

EEHT , ERNEERAREFEANES,

BEDE K AREERASEARIE,

MREBEZERMARE  FREABTHXT  RAREZERARERSE,
MREBEZFEARE  FREBETHXT K WAERETES  AREEEAESE,

AWS CLI & SDKs

BRI AR T3 AWS CLI s T E AWS SDK B ERERMA. FH. BRMILEBK SRS
HY R R AR

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

© BEHT

BEIT ISR, BLAHERHEEZIRFN 5

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRIEERELMEBIFTT , BAURT-EEAEERNERRIFEANESD , AR TFHMEARK
AWM B AR

A ERARTHE 29



AWS tRFEE BEES

TrEHeRABERTEENKEIRFRAER, FANEAERSARBBABNERIRS , KRB
RFEENZRERSIKRSE,

AR, BEUUUERAEEN TS ERES , ABFEA B enable-region disable-

region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

Lo TUREIRTIEELA L,

® Note

ERERERESRSREES 20 @EFEFER. T, Z2KE
TooManyRequestsException,

I

BRERFERDIH. THHTAREERFRNVEFMRE,

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

FE 3 IRE AWS IRF

&BAI LAE A AWS Billing 1 Cost Management 32 & RE#HFTE AWS IRF IRERIFHRE. BETH
AT E IR E M IREAMBERE , F28 AWS IREHERAERE FHAEER

EHTRGE A B E T B bt

ERBEBRER , EURFEEN WREMAEEFBAIE AWS tRF. il , REREEEM,
AEEEER L 5| EEEMBIURS MK SRS AVREREEF B,

(® Note
BE 52 AWS 1kF TTREEENE NS eERIE[HT.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS tRFEE BEES

ERBMRBIRFREABMIRFREBN -3 , AFRN A XNEMREREEFEHH

« B AWS IRF - B AWS tRF REMEEE VBB |, B UER AWS EE XA EHRREH
ETEMNH, BETHROMATHENE K F2EEFEYL WREAESTEHAWS IRF,

- EAWS IRF AR - BHREBR AWS EBHREIRS , EBEIRFHIEREEERFPHEAETNU
£ AWS Organizations FEAEREMHERFWIRERAEE 74 , HiFEB CLI AWS M SDKs
DRABITFRENHERFNEFBMG., B 7THNABTILRE  BFSEEH AWS IRF 8
PR WREREE FEH4.

ES]
- BB AWS IRF SEERFHNBEAEEFEMH
- EH AWS tRF BB EN NRERAESTEN

BB AWS IRF SERIIRFHREREE FE8H4

EEREBL WREAEEFBHHU AWS IRF |, BT TIBFEHRNSR.

AWS EXE R A

® Note

BBAL BB AWS tRFREME , ETFEEEINM IAM FFrl, BEEL IAM ERE
FABHNETHITELSE,

1. A AWS IRFENEFEF I NEZE |, UENAWS EEFEZEEHEA AWS IRFRER
=

EEXEZAENA LA | BELMIRFEBIRG  RRBEFKRF,
HIRF EEMNIRFFMERAS  REEF , ARBNERE 7B u MR,
ERFHMBEATE L , EFEHM4 U ZRIERE.

ERERFETBHERL , ERNETEF i, BEENEFEBFurMEy , 6k
REBRINERR, AR, RERFLEE. REBIR BEELNHEF B4 ititno-

replyeverify.signin.aws.

6. ERERFEFEHEEMNBERT 6 WALSKRETFEH4RIINKRE , RARBERTER.

o & w0 D
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

® Note
BERSZSURTES PETEIXRE, NIREERGEFREFIEFBY , BFRE
B BR B BB

AWS CLI & SDKs

F AWS CLI S EH — {8 AWS SDKs API BER T EILER . BREEFEA RIAITIER AWS EE

FEE,

B AWS 1Rk F BB EM NREREEFEAF

HZEfEM AWS Organizations £ & mEMEBHEMAKERFHREHEE T Bt , FHIT T
BEFHISER,

® Note

EEEHHERFHREAEEFE AUt 2l , BRETHRUHRENTZE, NEFHFHEEA ,
A2 BAWS Organizations  EAERERE) FHNER EMHERFNEFERE S F B4
#tAWS Organizations,

BHAUEARERES?BEAR , EERX WIRFEREFTHNERFHNREAES FE 4t
AWS EE X E WMFEstep-by-stepiRfA , FFER PRMNTBEFNBEIL AWS IRF SiEEIRFHIRE
RAESEFHH.

AWS Management Console

® fm&t

- BEHERERFEEERFIEBTNEREESIRFATIRER , ELERBAKREE
B RBHEEFE

 SECEAE R LR R I ER AR A SR Y IRERV T BB R VIR F
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

£/ AWS Organizations EZ A EH R ERFNRFER &S FEFibut

1. X AWS Organizations &, BHXEUIAM EFAESG S EA , SLEBNEEIRS PN
BEAEGDEA (TEH)

2. HEAWSIRFEHE L  ERLEREHEHMREAEEFEHH LI KBRS,
3. HEIRFHMEMAERT , BEDFERE  ARBEFEENS TH L,

4, Tisa-T-EM*FT BWARERENHETBMHLI , AREERTF, ESK—XNMER (OTP) &
EXMOEF B

® Note

MRGEEELESFENEERIEA Organizations TR AFMWILLET , B UEEERE
NIEEW 24 PEABRLETHK OTP BF. BEEHAMY , FERFHFMEEAERR LE
EoERit AREEZHNEFBHER.

5, ERERT  GAZEL—ESRIEEIINHEFBHHUNNRE  AREFWHRT, ESREN
EXERFHBRERE,

AWS CLI & SDKs

BRI BMERA T3 AWS CLI S TS H AWS SDK B ERERMMBEFREAEE FEFibiL (B
BATEEFE bt ) -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

® fm&t

- FEREERERFIABTNEREEZSIRFHXERFHTELREFE , ELEARAIIKRFEE
B RBHEEFE.

< ESEEIEER R REN TERBBPIIRE,
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https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

® =IEFFH
HRBERE , BLERBRE EZIREAFTA

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

MREERELEBIFTH , BAURTFREECEREFERIREAEEF B BFMEE
B, ARFEMARFRRMB AN,

BETHRBRERAEETHFHUERF  SLREKRBRTIEGMRNIES , BSEAEZEEFEN
APls,

Example GetPrimaryEmail

TrHEHERERTEENKERFEBBERAEE FBAtu, ERANZEABNLERBABHN
EEIRFE , IRERFEENEZREEZSIRS.

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

TG ERBREREEF B U EREF. BEFNEFEBFLE | Wi —IERE (OTP)
BEEHEBPEERSRFHNETFEFibit. FANEAENLARBEBNERRS XA
RFEENZRERSIKRE,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecorp.com

Example AcceptPrimaryEmailUpdate

THEHIEEZ OTP BX , UKHFNEFBHF U REABBTEENREIRS, FANEAE
MLARBEBNEERIRF , WRERFEENZREZSIKRS,

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com
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AWS tRFEE BEES

EHRER B R

HEWE AWS IRFENBRERAEZR , FRT FIIEFFHTSR.

AWS EEFEA

MmN REREBRR

@ Note
BB BB AWS IRFREME , ETFERINN IAM FFH, EEELLIAM EHE

RABNEDHTELLR,

1. /8 AWS IRFENEFEA i BT |, UENAWS EEXEA G5B A AWS IRFREA
=1

EEXZaNa LA | BELWIRFRBINRG , RREEKRF.
EIRFEENIRFFREAS , BEDE  RAREBNEMNE FEH4 it MBS,
EIRFHMEFTRANERBSE , BERE.

AREZBEEL , EFENER. FEBNEIFEBHRL. AR BEENER. 01F
Hftfgsl , SRREREAEEBNREERR , F20 (AM £AEER) FHNEE NEE
AWS tRERERE.

o k~ w0 b

AWS CLI & SDKs

i AWS CLI SR E A —1{E AWS SDKs API BIEFR BT, EBREEFEH STLHEIH AWS EEX

7Ba,

B AWS 1IRFE 218

EEZER AWS IkF , FEAEEZRECNERERX — RV EWn B EORFRNER. TEMH. &
B, MERGEELIENNE  LUTRFEZEFGDEIRS , LR -SRI NEERE,

WREFNEBEEREREMNE , fIEHNREN 124 , W0 Biling and Cost Management & =Rk 1
AWS Organizations £#2 &, BMBBEEABRELERGBENIRS , UMEBRNZNIRFERE. R
NEIRE |, BEEFERERAERE ( §IW0 sales-catalog-prod) EHm B E%E, ERBAENZEMZE
E A6 FHREARBREASIEIER (PI) HIRSEHE,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS tRFEE BEES

- B AWS IRF - A AWS 1RF REEBEVBEBIR |, B LUER AWS EEE#Z AT AWS CLI
H SDKs BEHEMIRF B, BB THNMEE , F2H EXNEL VIRFEHE AWS 1RF,

- HEAWS IRF EBR - HREBR WK EIRF AWS Organizations , EEIRFHEREESIRF P
£ F & o LABE AWS Organizations EEAKFEFMEBAEMAXERFWIRFERE | SER AWS
CLI Ml SDKs BXRA A AEH . BE 7THMMAERE , 28 EFERPER AWS IRF BIRF
BH,

® Note
8T 5% AWS IRF T ZEME T e ERIE TS,

ES |
- EMEY NIRFRE AWS 1RE
- EFEBPEMTAWS IRF NIRF &R

BB IRFEE AWS IRF
EFESFREYT NIRFEB AWS IRE | BT TIREFINS R,
AWS BB IS
® =IEFFA
O LERABRERE,. IAMEAEDS IAM ACREHMIREEHE, REFEHNWEBER

£ AITREEEAN AM FTREFIESSB. £ AM EAER IAM AEE | BEDH 0%
A T 5 IAM 35 -

* account:GetAccountInformation

* account:PutAccountName

EHNEIRFHIRE ST
1. {EH AWS IRFENEFH Ut FZE , UEMAWS BEETEAGHEA AWS IREREH
&,

2. HEEZAMNALA  BELNIRFRBIRG  RREEFKRF.
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https://console.aws.amazon.com/

AWS tRFEE BEES

3. HIRFEEMIRFFHMENS , BEME A RAREBNENRF LR,
4. HEBT K BALEEHNNMEFERE  RERBRERT

AWS CLI & SDKs

@ =IEFFT
IBAILMERBFERE. IAMEAES IAM BEXEHRREFRZE. EEHT ISR &1
IAM EES IAM AEXHBEDLEETS IAM 557 :

 account:GetAccountInformation

* account:PutAccountName

EXMBIUIRFIRF &8
SEELAMER T B — TR RAE

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

+ AWS SDKs : PutAccountName

EABPEMR AWS IRF NIRF &8

£ AWS Organizations PEAMBENEER K , EEMEREESIRFPHNRE IAM £REH IAM A
BANERERIRFERE,

EESFHEMPEMHERFHIRFER , BRTTIBRFERNTS R,
ER
EEMMA AWS Organizations TIEEEFIRFER , BEEHIT - LUPRE !

- BHEBSARAMBIE , TREEXSIRF LWERE, EREESEFKERF. EEEERE
VAT A . MRENBBREAESORE  BLRERAMBENRE , F2RBHEBAFT
BHEE.
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https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

- BEBRAWS IRFEERERBRAZEEFN. EEREMER , F2EH A AWS IRFEENZ(E
EFE.

AWS EXE R A

© BEHT
EEEHRERFPWIESEE , £1 IAM EAES IAM BEXELE FHIHT :

+ organizations:DescribeOrganization (ERZX#Z4)

* account:PutAccountName

EHMRERFNIRF &M

1. ¥ https : //https://console.aws.amazon.com/organizations/ BIRX Organizations £## &,

2. HEERSEE®RD , BEFE AWS RS,

3. HAWSIRFEMEL , BEELEEFHNHRERS , BEEBFE TR , RARBEEMRS
£,

4. EEBT BWAEFNNER K RARBERE

AWS CLI & SDKs
® =IEFFA
EEEFNREIRFHIIRFEER , B0 IAM ERAZEY IAM ABXEEE THFFT .

- organizations:DescribeOrganization (ZRRE#EA)

* account:PutAccountName

EXNREIRFNIRS&E
BRI LAER T B H A — TR RAE

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
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https://console.aws.amazon.com/organizations/
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html

AWS tRFEE BEES

--account-id 111111111111 \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

EHT N EABEA AWS 1RF

ERBIEA AWS RFF RSB = ERIRFEEBNERBIEA. EABBATLRREARS, IR
LHEREEEERE, RENZEMEERE SRS THETFBHIMEE, EERE KRFR
FEAERRABNEFBAIUNET, TERFBRASBEZENELIIRIRFEFBHNTEETFE
H&EHo

BHREEEE T HIHP — @K tkS BN B EE,

. PREBIHEA
- BREBHEA
- REBEA

IER MR IBIRF R ABMIRF BB — , RFARN A X SRmEE ABEA

« B AWS IRF - 5 AWS 1RF REEBEY AR , SUER AWS EEXEEFEB CLI
M SDKs AWS EfEHCHNBNRBIBA. BEETHRNMARTIHERE  F2REFNBE L WERBIEA
AWS IRF,

« HAWS IRF B+ - HREBR AWS EBH R EIRF , EEIRFHEEMEESRFPHFERAZF TN
& AWS Organizations £ & EFEFMEBMTFNERKERS , HEB CLI AWS M SDKs UER
RS ARNEH, EETHROMBTIIRE  BS2BREH AWS IRFE HE8 P EM WERBS A

£

- BREFHNEFB U ER

- BEFBY HERBBEA AWS 1RF

- B AWS IRF BB P E WERBIEA

+ account : AlternateContactTypes AR 5|8

B WERBEA AWS 1RF 39


https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html

AWS tRFEE BEES

BESBNE T B BR

HEERBEMRFNERBBAET 2 , RAZBLEWAEHERBNE 7B u B M T3 E
Ko

- ERFRBREETSRF. EBMTIFT  "+-()"%

- ETEHMUNRELRA 254 BF T , RTEZEEREF T2 | B0 LUE E 7 B4 it 1k 49 A< 25
PEETHREKRET : "+=.#|1&-_"

EHEMY NERBEA AWS 1RF

HEMERREF L VBEABHIEA AWS IRF |, FHT TIIRFFHLSR. UT AWS EEFERE =E
F—R2EERRBIAR. BUUAER AWS EEXRA REFNJESECARTU BRIEZIRFE PR
BERBBEA.

AWS EEE XA

MESRER Y NERBEA AWS IRF

® =EFFA
BEHT ISR, BEDLOLEREETH IAM FFA

« account:GetAlternateContact ( EEFNRBIEFMEN)

« account:PutAlternateContact ( FREREFBHNRBEEA )

« account:DeleteAlternateContact ( MIERERELEA )
1. UEBREHFTHN IAM ERAESHEAWS EEFEAEEGTEA

2. BRERBEALANIKFERE K AREFKRF.
3. H®IRFEEL K BTHEBHEBERBIEA  AREEELAEEFRE.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

® Note
MRERBEIREZEE , MAREAISURIRFNREAEREF LARAREFATNALR
- DN

4. SEEATHBNMPHE.

/A Important

HREE AWS IRF | REBBRWALAEFRBNE FEFibu , MARBRAEA
VERRR RN E T B ut,

5. TRAIAEEER  FHEEEH,

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s B E AWS SDK B FRERFER, EHRMBRBRBHEER

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© fist
. BT RBESAEERESREBTNENE RIS HTELRE | EAARAIES
BRI EEER.
© BEHT

HREEIRE , BULAREMRE EZIRMENEFT
+ GetAlternateContact ( EESHNRBIEFHMET )

« PutAlternateContact ( REREHFERBIEA )
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS IRF B E

BEES

« DeleteAlternateContact ( MIEREFRBIEA )

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR

A B ARBED

Example

T oI HI S HEEEE ARSH B sIiREZABHEA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

THIgHIE /BB RS RERNREBRBEA

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

BB ERBIEA AWS 1RF
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AWS tRFEE BEES

Example

® Note

MR EEHERE AWS IRFE FMMERENBSERSITZEPutAlternateContacti®E , RIS
— & SFIEFOBERG , WAFMAEETIUMARN AWS 1IRF MBS ERSEREEN
Big =06,

Example

THEHSMERBRARENEZSERBEA

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

Lo THMREIRFEELEA L.

(@ Note

MREESRZAMERBRNEBEA , F—EABSASUERRNASRXNE. FIERENER
#EEEResourceNot Found Bl AR o

ERT AWS 1RF BB EM B BB A
EEHWRIEE AWS IRF BEFE WERBHEAREET  BUTTIRFFHSR,
=R

EEMMA AWS Organizations TIEAEHERBEA , ERERIT LD RE :

- BHEBSARAMBIE , TREEXSIRF LWERE, EREESEFXERF. EEEERE
VBT S . MRENBBREAESIRE  BLRERAME YR , F2RRBUHEBAFT
BHEE.

- BEERAAWS IRFEERBRAZEEFRN. BERTEMEAR , F2H BA AWS IRFEENZE

EFH.
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® Note

AWS Organizations ¥ & B AWSOrganizationsReadOnlyAccesss}
AwSOrganizationsFullAccessE2F# , MURMHEFE AWS tRFEE APIsFFA , BAE
B At EEAFEIRFER AWS Organizations . ZEMREFHN SEEK |, F2HE
Organizations AWS ZEBENEH.

AWS BEEXHEA
M SARE AWS IRF 4B BV B CBIE A

1. FERABNEEIRSEZEAEREAAWS Organizations £ A&,
2. & PAWSIRE |, EEEEEHHIIRS,

3. EEBEEN  AREBRABBAT , RIBBARE  REBIEA, REBHSAE BRI
Ao

4. HEMEBHEA , FRIGHTE  BIEREAEFREBEBBA.
5. LF (IR AMMPNE,

/A Important
HREEAWS IRF , REERRBALAEFERBENE F B , MARBEREA

VERETR RN E T B ut,
6. TRAIBEEER 6 FHEEFEH

AWS CLI & SDKs

R LAERA T 5 AWS CLI e S E AWS SDK 81 /EREEEL, EHAMBREABHEERR

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

B AWS 1R F B REA B BERBIHEA 44


https://docs.aws.amazon.com//organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html

AWS tRFEE BEES

® fm&t

- BEHHHEIRFREZERFIEBTIFNEREZSIRFAITELRF , BLARAIRE
AR #E B9 (SR

« BEEFHERERARF U RENTREBTFIRS

® =IEFFT
HREEERE  CLERERSE EZIRFENFTT -

« GetAlternateContact ( EEENRBHEFEMER )

« PutAlternateContact ( REREFERBIEA )

« DeleteAlternateContact ( MIBRERBIIZEA )

MREFEREL@RIFFA , BAURTFRELERAEZEFNBMBEANED , URTFHMUAR
Tnﬁﬂﬂﬂ]ﬁlﬁ’]ﬁ& o

Example

T oIS H S FEEEMS T BEARS N EREZBABIEA. CANBABNLAREABNEERK
F, ARBERFEENZRERSRS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
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Example

THEflERARPEENKERFRERFEABIEA. EANEABNLARBEBNEERR
F, ARBRFEENEZRERSRS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

® Note

MREEERE AWS 1RF FMEEMNEBEERHTZEPutAlternateContacti®fE |, BIZE
— & SFIEHOBERG , WEAMEEETIUAERN AWS 1IRE M EEREFEHREN
BAE R A1,

Example

TrEHEMBREBTEELBIRFNRZEERBIEA, ERANEAERMLARBBBNEER
F, IREIRFEENEREZSIRS,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

B THMRE IR EEES T,

Example

(® Note

MRBEFRZIRMERBRNIEEA , F—EABRIASUERRNAERKN. FIEBRHNERA
EE 4 ResourceNotFoundfl iR,
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account : AlternateContactTypes AB R 5| &

O LMERARNA RS #account :AlternateContactTypesRIEE IAM IR Ao (HIEE ) =&
PR PN —E, flw, THIEH IAM FRIBEREA LRGSR , AFEENEFRARER , BF
SR P S ER S ABILLINGE R B A& Ao

M/ account:AlternateContactTypes RZEFHER  EHAFH
ForAnyValuesiForAllValuesZ{EFHRBE T,

B B EEBHSEA AWS 1RF

BRLIERNE IRFMEEBN EEBIRET S EBBANESR, P28, BFut, EFERENE
U it 41k

RIZIRF RSB , I=REBN —E5 , BAUNTRN AN REETERFEEA

- B AWS 1RF - R AWS 1RF REABE Y BBR , SR UER AWS BEEFEATIER CLI
M SDKs AWS EfEHCNEERFBIEA. BETHRUNMAITIERE  FSREMNBEIL AWS ik
F EEBHEA.

- ZAWS tRF AR - HREBR AWS BB EIRF , EEIRFHIEMEESRFFHFERAE TN
&£ AWS Organizations A EFEFBEBFNERKERS , HEB CLI A SDKs AWS HER
A AREHN. BETHROMABTIHIRE  FSRENERT AWS IRF B EZEEZA

ES |

- BRERBNEFEFibuFEXR

- EHMBEY AWS IRF EBIRF Y EEBIZA
- EFBAZPEMT AWS RKERFHEEBIEA

B HBAE T BB R

EEBEETIRFHNIEDRERACH , BMERLEGASHERBNEF B R EREA TIE
Ko
- EREABERAETEHTF

- EFFRBLXEN +NER/MERHHFE , BEEBES/HSERBEZEFISETMHNESTRE MK, §
m, +1 (XE/MEKR) =K +44 (EEH ),

- EREBIAESEREE. XBBNAKBEEEZE1E, Flin , +12025550179,
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AWS tRFEE BEES

- ERR2EE | SRERBL AR BWHHAAWS, HRAZSH FXE SMS , At F#EZRNE
EFRRR.

- BRERAWSIRF , BEERRBALTERRBNEF Bt , MARBRAEANBEREM

ETEMHI. ERBEANEFBA LU NEFRBRERFHELHAE , TRERENRFEBA
B QR HEUER,

EHEI AWS IRF SEEIIRFHEERBIEA

EEREBEY NEEBSAFHAER AWS IRF , FHT TIREFFHLSR, LUT AWS EEEERE
BF-—REERRBIAR, SUUER AWS EEXRE RENSELEEA R RIEZIRFR
FEBIEEN.

AWS EEFEA
mEBY NWEEBEA AWS 1RF
® =IEFFA
BEHTTIIR , BEDLEHBETH IAM 551

« account:GetContactInformation ( E&EXEBEAEMET )

« account:PutContactInformation ( EHEEB&AFEMENA )

LERAREFARN IAM ERERARAWS EEFEEFTEA
BEREA LANIRFRRE  RRREIRF,
BTHBEHREEANRR , RARERRE.

S ML PRE.

TRFFERER , FREEHN.

o kb w0 bdp =

AWS CLI & SDKs
BaLAMEA TS AWS CLI ;s S sE AWS SDK HE 12K, EHBMBREERIZEN

» GetContactinformation

» PutContactinformation
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AWS tRFEE BEES

@ f
. EEHHREESREEESARTHEREESIESHTELRE | BUERBIES
BRI SR,
© BEHT

HRABERE  SLERERGNEXIRIENTTT
 account:GetContactInformation

 account:PutContactInformation

MRIEERELREBIFTH , BUURTFREECAEERNBIEEANRED , URTFHMBAR
R NN R AR BED o

Example

THEH SRR ARSNE I EEMIEE

f,_{_!t

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com

Example

THEHERERBARS VT EEZBIEEN.

BB AWS IRF SHEEIRFHEEZBEA
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AWS tRFEE BEES

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

Lt SRR IR EELE®W L,

ERTAEM R AWS B ERF B EEBIEA

EERBAGTEN AWS RERFSTHEEBEARMER , BRT TIRFNSR,
HnER

#HEFHR AWS Organizations TRANWEEBHEA , EREEHT —LNSRE -

- BWEBXARAMAEYRE , TREEKERFNRE, EREESRHNEIRF. S8ELEY
BRI TRER A o ﬂu%f&%ﬂ%ﬁ%aﬁi%&*éﬁwﬁﬁ , BB A EE na/ﬁﬁﬁiﬁ%ﬂ%&ﬁwﬁﬁ
2bﬁbo

- BEERAWS IRFEERBBAZEEFN. EEREWEAR , F280 BUA AWS IRFEENZE
EFE,

AWS BB XA
fmEERE P N EERBIEA AWS IRE

1. FERABRNEEIRSEZAEREAAWS Organizations £ A&,
& PFAWS IRF | BENEEHNIRS.

BEBERER  RARSRTEBRBA

BIZE Edit (FRE8).

SEIMAURAMCPHE,

THAERER , FREEN.

2

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s S E AWS SDK B E R /EREEE. EHRMBREEBHEENR
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AWS tRFEE BEES

» GetContactinformation

» PutContactinformation

® fm&t

- BEHERERFEEERFIEBTNEREESIRFATELRF , ELARAIKRE
AR # By (SRR
- BEEEIEERARE Y RENTEEBTFIIRE

® =IKFFH
HRBERE  CLERETRE EZRENFTT -

 account:GetContactInformation

 account:PutContactInformation

MREFEAELERBIFFA , BUUARTFREFEAEERNBIEEANED , AR TFEMAR
A B ARBED

Example

TrEHeEEARSTEELSRFNENEEMEET. CANBZABNLAREBABNEERRK
F ., ARBRFEENZREERSRS,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
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AWS tRFEE BEES

"WebsiteUrl": "https://www.examplecorp.com"

Example

TrEpgREABTIEEXSIRFNEEBREEN. FANEAERLARBBEBNERRS
FRERFEENEREESIRF,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

o THREIRFIEELERA L.

18 AWS tRF 23175
AWS €558 ER T HIM—EBIRF AWS IR :
AWS IEF ID

A ME—RB B9 12 (L BRERES | N 012345678901 AWS IR, §F% AWS BEREHE Amazon
Resource Name (ARNs) FBEIMRFE ID., tRFE ID BrE4—EIRFHFHNERES —ERFEFHHNE
REDBIR, MREE AWS Identity and Access Management (IAM) A% |, EATLUER AWS &
BERA RS ID SRFRIBEEA . MABGEMHBBIEF 5 , RS IDs EXEEFEANLA , B
TEEREANE, BRIBEEA,

IEXfEAZE ID

HEF AR , Bl
79a59df900b949e55d96ale698fbacedfd6e@9d98eacf8f8d5218e7cd47ef2be , ERIBE
FNE AWS 1RF ID, &0 LAFEEF Amazon Simple Storage Service (Amazon S3) % F#ZT 88
MY EEIRF FEUE AWS IRF B | AL ID KRB . S EXFEAE ID #EE AWS IR
F RIEFEAEDS IAM EAE,

BAAGR EITEDBRE AWS | T HERIRELHEIRF,
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AWS tRFEE BEES

/A Warning
wBOEN AWS BEAER ( BREBNEFNER ) REGFEEER AWS IRF st
B AWS BEIRME =77, ERMATRMMIFEERES AWS IRF /9 .

SHIER AWS 1RF ID

WAL ER AWS BE XA 5 AWS Command Line Interface () 3% AWS tkF ID AWS CLI, & E
BER , RF ID NNEBEBCRRERUBREAEER IAM EAESSEA. BEREURFERED IAM
EAESSEA , 1RF ID #HHEE.

SRENIRSE ID MARERE
AWS EEFEA
LRERE S D EARSREN AWS 1RF ID
® =IEFFA
BEHT ISR, EEDLOLEAREETH IAM FFA
- BERUBRFERESDBEAR , BLEEEM IAM FH,

1. EELANEESG  ZEEMRFEBIRG  ARBRELZLEAER.

® Tip
MREBREFINLZEEAEREE | Bl IAM BENBES 2 ERES D E
A, MARUIAMERAEEDEA, BERHERT , BSKREEBREFRESENIRE ID
S,

2. HEIRFHMEAERT , IRFRIFESHERE AWS IRF ID 3,

AWS CLI & SDKs

A EREMN AWS IEF ID AWS CLI

S2REM AWS IRF ID 53



AWS tRFEE BEES

® =IEFFA
BEHT ISR, BELHLEHEETH IAM 57

- ERUBERES ST TR, EAFEEM IAM FF 7,

£ F get-caller-identity &5 , 21T Ro

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

KIEHIRE ID %A IAMFERE
AWS BEImL
LLIAM ERE B 5B AB2RAEN AWS IES ID
@ BRIEHT
EEHTRISE  BELNLAERE T IAM &7

 account:GetAccountInformation

1. EELANSEIG  BEENEREER K ARAREEREBAER.

® Tip
MREREEINRZEEAEREE | BT IAM SNBSS B2 EAEE D E
A, MARUIAMEREEDEA, EHERT , BSREEHIIRFREZEWNIRE ID
B,

2. EHEHERNIRFFHFMAEAT , IRFHRBSETRE AWS 1RF ID 3.
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AWS tRFEE BEES

AWS CLI & SDKs

A S2REMN AWS 1EF ID AWS CLI

® =IEFFA
BEHTTHIIR , BEDLEHBETH IAM FF A

- BRULIAM ERESAGESHTRTR  BXEER
* sts:GetCallerIdentity

# /A get-caller-identity @5 , W TFFRo

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

SHE WIENEME ID AWS IRF

IBABAER AWS 1RF AWS EEEE A H S, WEXERAE ID AWS CLI, WEXERE IDAWS
tRF EBRAKIES. B EXERE ID B AWS 1RF AREMAE. MEFIERER IAM &
%%O

SKRIEN ID HARERAER IAM ERE
AWS B A

URERES IAMERESSEATEREER , SRERFNEXERE ID

® =IEFFH
EEHTTIINSER  SELMLEHERETH IAM 557 :
ELLUBRERESIHIT R , BREEEMA IAM .
- BEBUIAMERAEEDEAR , BABEHES

 account:GetAccountInformation
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AWS tRFEE BEES

1. LUREREDS IAM FHE AWS EEXEA B9E A
2. EALANEE G RIEBENIREZBIREG K RBBEZ2EAER,

® Tip
MREBREFINLZEEAERRE | Bl IAM BENBES 2 ERES D E
A, MARUIAMERESDZE A, FUERT , FSKREEREREZIZNIRS ID
iR

3. HEERFHMEAERT  EXEAEDEHREEXFEAE IDE, ZAFEREXNFERAE ID
REEE Amazon S3 TFEUIRHIEE ACLs).
AWS CLI & SDKs
FA SKEXNFEAE ID AWS CLI
FHEIR AWS CLI 71 APl S EAR AWS IREAREAE. IAM EHER IAM A,

{1 list-buckets &85 , TP Ro

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

EREX IDMAEEES IAM AENBESEsERE
AWS BB A

LER IAM SENBE S ERESIBEATELRK , SREKRFHEN D

@ =IEFFH
- BAHEBEFSHMNEIE Amazon S3 FEFEFEMNFT,

1. LIAM ABHBESE s ERE AWS EEBIEA BoE A
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AWS IRF B E

BEES

2. 71E Amazon S3 F#Z=AF , REMRETEEBURARTTENFHEER,
3. BREFITRIIER.
4. HEFHZHEEERNFEEITEHESET , AWSIRF SR E MWERX ID,

AWS CLI & SDKs
EH SHRIEXNERE ID AWS CLI
MR/ AWS CLI f1 APl s FEAR AWS IRFRERE. IAM E£AED 1AM A€,

5/ list-buckets @59 , WM TR0

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

SHREWEXERE IDAWS 1RF
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AWS IREEEMZSH

MERZ2M AWS REEEBEIEF. 55 AWS BF |, BAUZHRNER P OMMBRERE  ELRE
EAmEREZEHRABHNEFIRMEES.

ZEMR AWS BB ARRE, AFEEEEREERRERNZLUENERPHRZEMN

- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
EEANERE. FAWS R8P B RBUASEEHMAANRERMAZLNERME. BET
BERAMRFEENSHRE  F2EAWS R SR EHEER.

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,

RXHAGHBE T BAAERER AWS IRFEERREARAREERE. ©RPMEIRE Account
Management ARF SN EZLRERE R, BhE THNMERN M AWS BRF R B G EEZE MR EIR
FEBEEIR,

£

« AWS Account Management 1 #J & £l {R &

 AWS PrivateLink BAR AWS iRFEE

- AWS IREE R Identity and Access Management

« AWS AWS Account Management B & BR

« AWS Account Management B & iR B 5%

- AWS IRFEEPAYEY

- PERBBREM AWS IRFEE

AWS Account Management F#) & £HRE

AWS HEEEEEEAR AWS tRFEERNERMRE, NLEEMR , AWS EEREHITHAE B
SEEMERE AWS Bin, SEEHBENHERR B LREANRNRGHE. SERBEEMER AWS
B NESARNERER, NFERRBLENFEES  F2REMELEERHEES, MFEEN
BERREBNMEBESR  F2H_T—RERREZER (GDPR) F/0vy o

ERRE 58
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AWS tRFEE BEES

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- SERFHUEFHAZEEZRRE (MFA),
o £/ SSL/TLS B2 AWS EREBEH. BMEFEE TLS 1.2 WEBREMEH TLS 1.3,

. {5 RE API MERAEEEISCEE AWS CloudTrail, 20EHBRI{EA CloudTrail B MHEEL AWS SEEIH
B , F2BAWS CloudTrail { EAEER) PHEA CloudTrail B,

- 5 AWS MEFEMERER , UREFWFIETERZEES AWS RS
- FEAERNZELZSRE (B0 Amazon Macie) , 1% BIIRZEMNREMEE Amazon S3 HWEURE R,

o MREBE AWS BBHTHIREIN API FEH BEE FIPS 140-3 BN R Gm=ZEHR , FFEA FIPS
imEh. MEFR FIPS M FIPS MM EXHEAE , FESEE I EFEREEZ%E (FIPS) 140-3,

B RZIBRCBETEREFNE T B4 SRBRNBBEN , HEEERS BHEERNFRA
d, BB B, EREEEMER Account Management SiEA X2 A, API AWS CLISH A AWS
fRFE AWS SDKs B, ZHEEBRREHEAXNERMUIRANTMERS ARG ERZH B,
RERENBEREN URL , RMEZIRBB I ERB LU AREFERN URL F3ERBEH.

AWS PrivateLink A AWS tREFE I

MR EAEA Amazon Virtual Private Cloud (Amazon VPC) 5t& AWS &R , & LA VPC REER
AWS IRFEERE , MEFE LT BRAE,

Amazon VPC TJEZE& i Bi] ERBETEE AWS BR, Z0F A VPC RZFIENMBIEERE , Hlw 1P
Mt EE, FHREE., BEXRNBEEE, WESEE Amazon VPC BFEMER , 52/ (Amazon VPC
FREERE) -

EE# Amazon VPC ERERFERE , EXEEERNE VPC inE , LA EN VPC EREHM
AWS BR#%. imEIREAIE, TIEENERED  BEFAEEEBRMEREE, MRt EE (NAT) 3
IT{ERE SR VPN E#E, MEFMET , 520 (Amazon VPC A ERRE) PHFRE VPC 2 (AWS

PrivateLink),
BB im By

ERILMER AWS BEIHA, (AWS CLI). AWS SDK. AWS 1S & API 5 £ AWS Command
Line Interface VPC H &3 AWS R FE &% 25 CloudFormation,
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WMEEREMFEA Amazon VPC A B MR EREWEH AWS CLI , 5528 (Amazon VPC #H
EZE) PR RS,

® Note
BB I | BEERATHERX , & Account Management I§E BB HE VPC ERH AR
%

com.amazonaws.us-east-1.account

B ATENRERAFTS , WIETE us-east-1EHH. EALEKRE , REFEBEXEEX
AWS [EiF,
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ZENBBRRELEHN IAM KRB, WEFMER , FSE

- lRFEEER Amazon Virtual Private Cloud i EEBUER
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https://docs.aws.amazon.com/vpc/latest/userguide/create-endpoint-service.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}
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AWS Identity and Access Management (IAM) 2 AWS BR# , AIiHBIEE S R4 iR F1¥ AWS &R
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£

- RS DRI
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« AWS IREEIE MR IAM ¥EEEA

« AWS Account Management HJ & % B Bk &5 45
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s REERAE — EEEENR LI  BOEBEERBERENT BE20H WEZE AWS IRFEES

2 MEFEUE)

- BEEES — AEREEAEFRELRTABTTHER (M AWS IRFERNTE AV £
i)

« IAM BEE — BEERUEEFIES (528 AWS Account Management B & 4 B B 58 &1 1)

SO MEREEE 61


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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BErBRFREAWS FHESBREANAR. BH4AL AWS IRFRFERE. IAM EAERIBE
IAM B&HETE 2 BRE,

B LAMER & 9 R EAER , a0 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 ERFH Google/Facebook EAER , LBEEsWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRIAEAERN AWS IRFE,

HREAKRETFEL, AWS 2t SDK M CLI AR IGwm=ZS ABEF R, NFEFMAER , F2H (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

ESEY B AWSIRF , B8R —E&S AWS IRF theroot ERENBEAST DG , ZXF D ATER
WA AWS BR# MER, BAUEBTEFAREAERNITEAEER. AHEFTEREAERENE
%, 20 (AM EREER) PNEZEREHEBENES.
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REEERERABEHAEERAME S RME  BLAWS ¥ ERKRRERREEN .

BEGosRRELNEEBHK,. Web SO RMBENSERE , REARB F 2 RIFEN AWS R BEF
EX Directory Service WEFA#E, BESISETAL K MEAACFREERERE.

=
)

EEERVEBEEER , BEMEH AWS IAM Identity Center, MEFMEF , 552 AWS IAM
Identity Center £ A& EE P A ER IAM Identity Center ? .
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ERAEXNSENTE, BERUEREEREGRIBREN IAM E£RAE, NEFHEEA , 28
(AM EREERE) PRERAECEREEABS SO RMUER AWS FAEBERBETFH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) hH IAM FERENFERZM,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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EREBE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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"Action": [
"account:actionl",
"account:action2"

]

FHAIUEREBRT T () RECZEEE, Sl , BEREEFER AWS IRFERBBANEERNE ,
AT THIEHE,

"Action": "account:*AlternateContact"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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EREEIRFEREREENHE ARNSHEE |, 520 (RERESE) FHAWS IRFEEERENE
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LR REIRRABAWS ERAREEAKRNGIH. CUREHRER , RA¥EEREEERIMN
ELEE,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
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0-aalllbb222/r-alb2/ou-alb2-f6g7h111/*

« account : AccountResourceOrgTags

LR REIRRABERRSIBNEBTEAKNSIB. CTREHERR , AFENRLEBRNABKE
W LAFE E R B R 5| R MERCHIRS.

+ account : EmailTargetDomain

IRERSIBRAHEFEGREEFEARNS B, CAUREEHEBR , A¥ENSEEE
FEHEBESENEE, LRERSIBES K NE, CEZXEBRENREERStringEqualsH
£/ StringEqualsIgnoreCasem3f , MRIZB R E F B4 it M@ERZFIEE, AT
REGIHE , AHEEFEHMAIEIEE example.com, company.orgSEARAIEESET
M account:StartPrimaryEmailUpdate®EE , i1 EXAMPLE.COM,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowConditionKey",
"Effect": "Allow",
"Action": [
"account:StartPrimaryEmailUpdate"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"account:EmailTargetDomain": [
"example.com",
"company.org"

EREERFEERRMHRCIBNEE , F2H (REEHESE) FHAWS IRFEENRAERSIE, &
ETHRETUERFHRSIBHBENER , F2HEAWS IRFEEESRNFF,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions
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JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals":{

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BT R TS EREARAN AWS REBKR. ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.
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« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | BAILARBEBEERRG , EEXEMEMA SSL BEFER R, MREBIBE Hlun FHRKEE1E
AWS FREE , & th o] LA B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) K IAM JSON BUEETTE © 4,

£ IAM Access Analyzer &% IAM BUR , BRFF A1 £ £ B A IEF1&/E - IAM Access Analyzer B
FHBENBEEBR , BRELBERKER IAM BEKES (JSON) # IAM HEEHK. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBEK, NMEFHHEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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# ., F2EH (AM EREERE) FIER MFA %% APl FHL.

ME IAM P REBBHEEER  F268 (AM EAEEE) R IAM 22 SEEHK,
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ATHRAREAENAGTUERIRFEETRS , BFIRER
AWSAccountManagementReadOnlyAccessz{ AWSAccountManagementFullAccess AWS &
BRERIER, WFEFHER , F28 (AM £REER) PHEFTIEAE.

HWREW CLI L AWS APIAWS BRI #E , BRFEATREEEAFT. ke , BFFZHERT ,
B LLGERERFFEIESERINT 2 AP REMEFHEIME,

BE PIRFEEHEFIE AWS EEEEAS

ETHEHF , BRERT 70 AWS IRF IAM A EYH PikF EENEREFIE AWS EE X
Ao MMLBERNEREBELETEMNRE.

account:GetAccountInformation BIMERFRARFEA L AL RENEINE, T8 6 BER
RETBA AWS WEHE , BEMXETE account:ListRegionsEfE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation”,
"account:ListRegions"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS tRFEE BEES

R4t PIRFRENTEFEE AWS EEXRA

ETHEHF , BRERT IAM EAETE AWS 1RF 7l PHIRFEE AWS EEFE A, Bl
BRI ERE TR ERFHRE,

I EHIBR I L RSB BRAER , SESEATANEAFFA (CloseAccount BrL ) |, AFFEREE
ERFHAEDELE , @FF account:EnableRegion#l account:DisableRegionfF .

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,
"account:PutAlternateContact”,
"account:DeleteAlternateContact"”,
"account:EnableRegion”,
"account:DisableRegion"

]I

"Resource": "*"

}
]
}

¥ AWS IRFEEER & 7 B BUR (IAM BUR )

wmE AWS 1RFE M IAM EFAENZENR , 2R 4EE IAM? IAM FREERYH .

MENMAEFREFZEBRNREN , F2E0 (AM EHEER) PHRE IAM BUR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html#edit-managed-policy-console

AWS tRFEE BEES

AWS IREEBBEEK

HENRBERAR FERFREFIHEMNGTT. MECHELFAINBERES , F28 AWS
Account Management B & 7 B BUER & 41,

B

(® Note

EERT IAMEFRAEH RFEEPHEERFRENEATIVE AWS EEIZE  RTEAR
ERELENFFR (ST ) 29, BEX AR GetAccountInformationsF i,

BRIk FHER R
account:ListRegions BE RS AT AR ESE,
account:GetAccount BE AR REHRFEEA.
Information

account:GetAlterna EEY AEFTREEUIR B Y BB AR Ao
teContact

account:GetContact SEEL HEFHER PN EEBISE
Information #Ho

account:GetPrimary EE EFFHEEENEEE FEH
Email bk,
account:GetRegion0 EE AERTENS 215 /Y2 2 0 A AR
ptStatus RE,

account:AcceptPrim BEA HEEFIEZ AWS A8 R EIR
aryEmailUpdate FHEEE FEHH b FH,
account:CloseAccount BA HEFFEARAMR
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https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

HFuERE FEUEHR FRER
(® Note
WEFAEERARER
B. WFAREETAN
AP| IZEUEE,
account:DeleteAlte BA AE R BR R P RO BB AR Ao
rnateContact
account:DisableReg BEA EFFEAREE,
ion
account:EnableRegion BA EFFERAESE,
account : PutAccount BA HEEFIRFN AR,
Name
account:PutAlterna BA HERFIE IR PR B R B A
teContact
account:PutContact BA HTEEHRPFHNEERIKZE
Information #Ho
account:StartPrima BA HEFFREE) AWS #R&% + BX B bR
ryEmailUpdate FHEEE FHH i FH,

HEZE AWS IRFEE S 5 MEFEUE

FERUTEARGEEZE IS EFERRFEEN IAM BIEEETNE RRBEE,
TRE

- REETIRFEARSHTHE

o RAEBHIT iam:PassRole HIiZ#E

s REEAH UANAE AWS IEF FEIRNIEFHMAET
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BEETRFEEDATIHE

MR AWS EEFRE HREEENT BF , AIXABBENEEES KRG, ENEEERALE
HERERBNEBHAL,

E mateojackson IAM EREEHAEATEAE WIRFEE AWS tRF FRBMHFMHEEF , AWS
EEI#EA B8E account :GetAccountInformationFFal i | &34 T 5| & HIsEEE,

A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows IAM and federated users to access billing information and (2) you have the required LAM permissions

FELBERT , Mateo EFREBEEFTHMANBER , AFFMER my-example-widget EEFE
account:GetWidget EiR.

RARESESHIT iam: PassRole HIIZHE

MRAWEIEE | & AEEEHT ian: PassRoleBifE , BNRELEES , UAHAKA LIRS
IR EE,

BE AWS i TRESREACEEGZRE A MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EEA K IAMmarymajor EAEERERATRAERFEETHTEER , SRETIIEHIHR,
BR , BFFERBHEEREBHCR T T. Mary REKAGBEERGRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREBEEGE , BHEEHN AWS EEE, FNEESRHENESERE.
REERF WA AR AWS IRF EIRBZEARFFFHER

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIENER, SIS EE R
EEEVHAREZRAR. SHEXEERERNBERSFEUZRHIEE (ACL) RYBRES , &7 LUE A BRL R
KRBT AETFEENE RN,
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MEE—FTH , F2EUATRE .

- FETHIRFEEREREXEELINE , F2HR AWS IREFERN{IEE IAM HEEH,

- BETHNMEAWS IRF EEREN BERcEREEIE , F20H (AM EHEER) THESE
B AWS IRF 5 — 1@ IAM A E P RHEFIE,

- BETHNARERNFIERHEE =7 AWS IRF , 52K (AM R EER) hPHEHFEUE
WE=F AWS IRF #H.,

- METROMEBKRE S RUEIE  F28 (AM EAERER) PHEFIREREEEENRE
TESBRENERE BEE D).

- METHREA/AGNEREBRETERFFRCENZR , F28 (AM £REER) H8 IAM
PR ERE ERFE.

AWS AWS Account Management #) S & BUER

AWS Account Management B B2t M@ A EAK AWS ZEBUE :
+ AWS ZEBUER : AWSAccountManagementReadOnlyAccess

« AWS ZEBE : AWSAccountManagementFullAccess

- AWS ZEBRNIRF EEERH

AWS EERERMH AWS AWS SERRRUATENBIRE S EAFSHARMARMKKT , UEL
TUBARH TG EAE. FENAL,

FARCiE , AWS RERKRARTERTFTREEARFINREERTT , RAELFITAHAE AWS &
FEM. RM2BEERRERNEARFINEFEERE  UEE-SRDFFT.

FBEEBE AWS SEHRRPERNTAT. 1R AWS EH T AWS EBRPERNGTT , IIEHER
EHREENMBEERRASD (ERE, BHEANAR® ). AWS RH EFHH BT AP EETH
REBRBE , AWS RETREH AWS ZEH K.

WEFMES , F2H IAM EAERERPR AWS ZEHXE,

AWS ZE XK : AWSAccountManagementReadOnlyAccess
& A #& AWSAccountManagementReadOnlyAccess BUREZE] IAM &5

L BURIR AR , MR T5IEE -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS tRFEE BEES

- BB WHEES AWS 1RF
- ¥ AWS B BIASEAN AWS IRF (B REEER AWS TEARKRIRS P EHAAREE )

CEBRTFHTEM Get*=H List *RENFFAIRATIEE, ETREBIIRFHPRERT AWS B
B BMASERIRENERIEE

ATARFEER
HBRIEUTHT,

« account : RHFTHRENHETEEREHN AWSIKRE, TEAFETEIIH AWS EiF £ R AKRFE
A AWS B XA,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
]I
"Resource": "*"
}
]
}

AWS ZEBK : AWSAccountManagementFullAccess

&A% AWSAccountManagementFullAccess BURERE IAM B %,
R EHBEIE R T IR N TEEEFIE

- BE hEES AWS 1RF

. 1Y AWS B BB RS AWS BF ( HREEA AWS TR ARIRIESHRE  RRHKAR
R B

AWSAccountManagementFullAccess 78
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TEBRFHITEMaccountRIENFFAI R AT ILERIE,

HARBER
BREDE U TR,

« account - AFETEMETERAEPEERER AWS 1RF ., BEAHFTRIILAKRERA AWS E
BHE , WE PRASEREM AWS EEE2E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}
AWS ZEBERNIRF EEER

BIBBLWRBEHRERELBELR  RFEE AWS SERKERNFAER. NFLEEESENS
BiRE | FRIEIRFEENHERGCHEER LK RSS BE,

g% iR Date

AWS ERFI AWS ZEBR IREFEERAMEATI AWS 2021 €9 A 30 H
BEMRFERE  YHKEHE SEHERG :

3]
« AWSAccountManageme

ntReadOnlyAccess

« AWSAccountManageme
ntFullAccess
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AWS Account Management & 7 B 5%

FE-ZFRBRAESTETAE REASEESRTE AWS IRFE —30#1T2 AWS RN Z L HEM AWS
SR, EEFEIEHE SOC, PCl. FedRAMP, HIPAA £%,

MEBESHAFTEIEER AWS WIRIEE |, FSBAWS RiE SRFTEEERN. ME—REA ,
B3 AWS Compliance Programs.

3
¢

B LAER TEHE=SEKIEE AWS Artifact, MFEFMEF , FSEAWS Artifact  £AEEFE)
REYTE R FEIRE AWS Artifact FE RS .

BE PEA RBNSKREME AWS 1RF BURRERNEEM, BLFANEGRER , URERAKNEEN
ER. AWS R TIIERAIBBIER

- Z2HEGHREAPIER - ELHNERHENRREBER , WRHMUE LHBULR2RERAE D AWS
ZEERENIER,

« Amazon Web Services ) HIPAA Z4BEEHREE - WARERP L WAFEHE AWS REIFE
HIPAA B¢ ERARER.

@® Note
W IEFFH AWS RIS #EFE HIPAA B, MEFHMET , F2H HIPAA ERRTSE,

- AWS EHRER - WITHFEFMAERmES TREARENEENVE.
{ AWS Config B A B5m) M FEHARAIFTEER - AWS Config RE ST HEREBRFSRID
B, EEENFZERNEE,
« AWS Security Hub CSPM - J& AWS fR#§ AIZRELHMR ANZERE AWS | HBERERSH
ERLEXBRENREER.
« AWS Audit Manager — & AWS IR# AIt# B 5ER &% AWS AR , UL EEEREBI AR , X
REFESEHANERZEN SR,

AWS IRE BB HEM

AWS £REMEERI AWS BE MATARSAEREE, ERRHZSEs RARENERTRARE
g, WMRIEE, SWZXENSEREMAREREELER, BBTHES , &7 R RRFENER
EANERNE EUAESCEHEDREBREMASREDE . TAERENTRAY, REERINERE
B, HERE-HZEENFUNERERFREES.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS tRFEE BEES

Mm% AWS Bl ITABENEER , BB AWS £ REBRIE,

FHERSEZESMN AWS IRFERE

EAZERTE , £ PEIT AWS IR AWS tRFE 2% AWS £ @R Z LN RE, WNE AWS 228k
A e AWS REEBREMIEBEET , F2BAWS Eixts, EEFAERREZENREEL
REGEHRR AWS RIE | F2 BT £ X AWS Well-Architected Framework R E 5 1R,

BT LAER AWS B4Ry API FFLY | BB FEURFERE. ERAERSAXETIESR

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,

AN, BRMLACAFEREER ID FME IAM ERMEEBENAEFTIERREE, NF , EAUEH
AWS Security Token Service (AWS STS) IEA TR LZ L BEURBER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS tRFEE BEES

EEEIEM AWS 1R

EL R HEE AWS Account Management FE it AWS SRS R TTEM, ATRAMENRENEERS .
AWS 2 TR T B REEE Account Management, #R&F§5ER , LURERREE BB -

« AWS CloudTrail B = R&KREBEN ( B ) API RUUFIMEEESH , AWS IRF XA B#E
RE AL EM Amazon Simple Storage Service (Amazon S3) f1ZEri8, EQELBAIEZA B
FERAEMES AWS, HETHWANRIR IP it , AR FIWUMEEE, WFEFMBER , 528 "AWS
CloudTrail fFHEIERE. -

- Amazon EventBridge ZEiB B BIEERKEH , fINEAEXTALRERIEREE , HEH AWS
FRIEFIBEAN BB, RE AWS RBHSH4SLULFEIRFMN 5 XX ZE EventBridge, B iRE
AENRA , RETECEENEYS , UARESHRESHAIESMESDHTNEE. WEFHER B
28 "Amazon EventBridge E A&/, -

£/ 524% AWS IRFE &I APl 1Y AWS CloudTrail

AWS Account Management APIs 282 #4& AWS CloudTrail , WIRIFIREHERE. AEFY
Account Management #&4E AWS W R FTERENZ B)ERVEE 8%, CloudTrail Ei4FTERF EE API FEAY
HERASH. MENTUIFEHIRSFERRENFIERWL, mMREEER , BB CloudTrail
EHFERANE Amazon S3 f#ZETEE | BERFERIRENSH, AIEERFRTEER , KATLLER
CloudTrail EEAFHNEHELCHEMIARTEN, EHLUER CloudTrail FIINENER , HEBAIR
FEBRENGER., ARREFERN IP thit, REFBRNWASNERE , UREMEFHEER.

EEHE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&ER . »

CloudTrail FVRF EEBEA

BRBMIRS AWS #R/S B , CloudTrail 8% HRR. EIRSERREREEBE , CloudTrail 52
# CloudTrail B KRR , URBHELCHETHRM AWS BESH, EALUE FRE. ESN
TREITWEMF AWS RS, MTJFMER , FER (A CloudTrail SHEECEBRSZF) hitps://

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERELE FHNEHFAWSIRE , SFEIRFERBRENSH , BRIBKR, HZREEE CloudTrail #%
HESE RS ZE Amazon S3 #FZiTiE. RIBFERR , ELE PERIKRKREF AWS EEEIRE  REEE
BZEE AWS B, ZEMREHRE AWS FEIEFFAERENEHN , W AFTERIFEEIEE
#) Amazon S3 REFEITE. B LREHM AWS IR , LE—F 2T FEIE CloudTrail BFEHUER
EHXER., MEFAER  FZ2ETIAS :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS IEF R BEEE
- BIUERHSBIE
» CloudTrail X EHRBNES
 EXJE CloudTrail #§ Amazon SNS J&Al
- RZEEFHEW CloudTrail AFER
#Z @RS ZEW CloudTrail AFER

AWS CloudTrail 5 #4{ER APl 2Z EBF &R EIMFTE Account Management AP| #&4E, fln
¥ CreateAccount., DeleteAlternateContact F PutAlternateContact BREMNFEIHEE
CloudTrail HFFERPELEEH,

B-SSEMHUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

- REFERBFERAED AWS Identity and Access Management (IAM) A &EZE A ERHREHEES
- RUEBERE , REFERAT IAM ACRBS s EAENERZEZAER
AEREAHEM AWS RERE

WMEFHMEN , 552 B CloudTrail userldentity JT3&,

THIRFEERFREE

BHtR—EEE , EREHUABRERNEARNEEIEER Amazon S3 7B, CloudTrail BHEE
BRES-—FZEEAFER, —EEHRREARRELHNE—FR , YIESABERZBENHEBRE
. BENBHNMERE, 7 ?%5&(%%0 CloudTrail B &I IEKALE API FEILRY RGBT | it
TEUEAEEIEF LR,

g1 1 : THIEFIFE R GetAlternateContacti®4ER CloudTrail HFSIER , LAREEUWRF /Y B
HIOPERATIONSER A, BREEENETS TS ELHENERAF,

Example £l 1

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

THRIRFEEARIEAR 83


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS tRFEE BEES

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z2"

}
}
},
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
1,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

g1 2 : THIEHIFE R PutAlternateContacti®4ERY CloudTrail BE6EE , LUSH
FIBILLINGERBIE AFIEERS,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
},
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

arn": "arn:aws:iam::123456789012:role/ServiceTestRole",

&1l 3 : THIEHIFEREI DeleteAlternateContactiBELAMIBR B BIOPERATIONS B Hf4% A BY

CloudTrail B5§1EHB,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:16Z7",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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£ EventBridge B2 IR B EH

% HI# A CloudWatch Events B9 Amazon EventBridge AJ i BI G ESIRIR F BB AN EH | WEEF
FH A 09 B ZEE AWS BRI, KRE WEHF AWS IR & LUL FENER 5 XX f+ZE EventBridge.

£/ EventBridge , B UBUAFESEASHNRA , W HKRHBT BRUETEE.

MEFHMEN , 528 (Amazon EventBridge &8/ FH Amazon EventBridge AP,

REEEEN
THlHIETIESERNE. BULEESH.

RAZEIB CloudTrail BAAMNEFEREEM APl RIUNSESH , BalAIftiRFEEER,

Event types (SS4F5EH)
- MAMEARENSH

RBANERHRENSEH

ERREEAEHE AP RAREFERIRFFNESR , EREERLSER. HRFRELESE TR
FH# CloudTrail B4, 1tt5h , EventBridge SHSERAREARFRAFEEEFURS | WHEE
—BFTREBREE,

THEHIEHERINMAEETER |, #8H 2020-09-30 ap-east-1[EZHENABLEDIIIRE 5B
123456789012,

{
"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”
1,
"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
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"status":"ENABLED"

ANETTAERREERT S GetRegionOptStatusH ListRegions APISEEIHIAREE :

ENABLED - B3 BaccountIdiEEN BA EF
ENABLING - B IE#E AaccountIdiEEN A
DISABLED - E#t¥faccountIdigEMN KIEA B
DISABLING - B IETE BaccountIdiEER =

THEHEHEASRIENAEERSHNRAL

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

Ty EHEHERSEILEREE ENABLEDH] DISABLED EiFE4rIE A,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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¥ AWS 1R BARA B REEITHRERD

ERAUTEARGEEDE NS ERFRAMEFHEREANE REE, WFIRFEREFN—REA ,
2B BB AWS IRF.

&

o BTEE M ARRFLBUERN RS

- RERFEE L ETEIREARS Kl

- REBRARNIRS |, B3 RKEE F AR

- REEZBEMAENIIREEWE ConstraintViolationException s $&32

s REESBERMAKEIRFRIWE "CLOSE_ACCOUNT _QUOTA_EXCEEDED ##:4
- EEAREERF 2H , REFEMBREN AWS B 2

B AE M ERREBUH IR RS
EEBMANIES | F8ME FHETEM AWS RS,

BRERFEE LEATTIREMARS &

MREFRUREAEEDEA , AITSERFEE LB IEMARS KRS, BLAUREHASE AWS &
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WIERF KBRS , FHI1E AWS Organizations £ & , WEEHIIRSFBZMWClosedSB ATE K EIR
F. 2% , L BB EIRS,
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ELEERFHNABEEHAE AWS EEXERA BB A, XRIEFEMSHRBN, NEHEEN , B2
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WHETE. EDRBBIIRS % 30 Xy , RAiBIA 10% HIRSBEERE. IRSBMTRA 10, RS
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Organizations { fEAEERE) F# HWEEE AWS Organizations,

ERERAEERF 28 , REFEMEREA AWS 2
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Fo

¥ R HEMREEETHREDE AWS 1RF
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- BEREFEHENEAF AWS IRFE
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=
il
=
il
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F BERMBREZNFMET , 528 CloudTrail FHEIEEFMAWS IRF BEMEZR,

AR RA B ARV IR P
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MREEBMRFHNBETBIEMAEE , F2H H AWS IkF BB EETHREDE,
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6. LEZEELIEARIEFBHESR  FHENIRFERAE.

® Note

i AWS CLI i HH — {8 AWS SDKs AP BEF X EILER . BREFER BITIHER
AWS EEEFEA,

Member account
MERFE = AWS kP B9 —&B% AWS Organizations.
#£ AWS Organizations T A EEFAKERF

1. & A AWS Organizations £ A&,
2. EAWSHRF HHL , SRINEELZEANKEIRFEE, SUTNEE OU BE , AIEFR
B OU HEMIRFFEEE.

3. EEHEHERRIRFEMWEMN Close (BBM), REEMBERFTENERAR , AWS FaefER
EEE#IE,

(® Note

MREHBBERSHIRERS , ERBEEETRAPEIRMERE. EEUSHIR
ERXBMARE , FEALEUREAZ S DEANIRS. EIRFEE L , ZZEHAR
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IAM B&5 IAM A% , EXEER IAM BERFIERMNFTR , TR API B, SE , B URE
iR Y & 29 LS L API AWS Organizations #1E |, WiIEEBREB K EWEM AWS IRF B
F ID %,

API higZ<
LERRASHIRF APl 2E G5k FEE API 2021-02-01 AR,

@ Note

BRTEEZER API 25, B SERAHE B —E AWS SDKs , Eha2EARSERE R
FZESHMFEA (Java., Ruby, .NET, iOS. Android & ) WERXEMSETAERNE. SDKsRHEE
BN ARREBIRFEEBNENRITER. fli0 , SOKsSREFEREHBHER, EBH

2, UREBERFBR. MF AWS SDKs WEHHEF , /WA TENLHE  FL2HREAR

Amazon Web Services I T &,

BMEREER AWS SDKsHR F EERBETERRET API FAY, T8 , BB UAERAKRFEERE
7 AP| EEFIIRFEE Web BT, BRE - THIRFEREN AP, F2H (RFEEERE
ErREH HTTP EFERAF AP FHY . IRFEEXXEMBBFR GET M POST X, tHH2
M, API TEERGERLEHFELER GET , #EMEIFELMER POST, 18 , GET FRZRR URL
RIBRBIAR DN, Rt , HRFERARKPERE , FFEA POST FR.

98


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://console.aws.amazon.com/
https://console.aws.amazon.com/

AWS tRFEE BEES

EREE HTTP BRE B AWS , BUEHBRER , AWS Tl BIEERRNE R, B UEH
AWS EERERBZBFBR , AP I EFNER D NABERER. BUERETEARIKRFELEFR
28, HERRFENSMNTAA , BEFCZRHEHBERERFHINVMEER. Rz , FRAEEER
ERW IAM EFRERUTIER, 5—EBELFA AWS Security Token Service RE4£RREZEE
AER , WERELEABERREEHRR,

EEHEFRR , BREMFEH Signature % 4 fx. MIREEFEMA Signature £ 2 lRNBBEAER , BIF
FEEFHTREM Signature 2 4 Mo 1B , BLIREEREFE Signature £ 4 k. FEE 4 RIVIRE
XHEHER, NEFHMET , T2 (AM E£HAEERE) FHEE AWS API &R,

BIMEA AWS 95 RE (AWS CLI) S+ —18 AWS SDKs X B HERE AWS | EETERH
BEASEREIEREENFIRSBREZHFRK,

REFEENXENEREER

BMB2EONERMEREE, KENFTREIEXZE feedback- awsaccounts@amazon com , REWRF
EEZEREPREZNERCBENEE, W0F AWS XERENFHES , BSEHERH,

w1 2 3 A

IRFEEATORENFRMELN JSON RE-—RFH | RAERTHERNLERE, NEmPRVEHS]
ERRERMTNERS  UARETRYE. EEFOA2BUEeERRFREHERR , RMASHART
FHRAE R AT, BEZ—RUE— JSON XFZFENFEARERBA

ZC8% API 553k

Account Management X #& CloudTrail , EBEREEC & B9 AWS API BRI} AWS 1RF | WAS HESESR
Z{+E Amazon S3 #1FETE. EBMEMA CloudTrail WENER |, BRI LA HIETHLEREREX I EIREE
ERH, H#IEHER, MERHEERSE., WFE Account Management R E¥f CloudTrail ZEMNEFME
A, B2HE FH naﬁ AWS IR FEEE API FEIY AWS CloudTrail, #ki—% 7 # CloudTrail , 2f& 04
BEBBYSRENWAFER | 5268 (AWS CloudTrail FHEERE) -

B1F

XEUATEE

« AcceptPrimaryEmailUpdate

» DeleteAlternateContact

» DisableRegion

B 99


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
mailto://feedback-awsaccounts@amazon.com
https://forums.aws.amazon.com/forum.jspa?forumID=219
https://forums.aws.amazon.com/forum.jspa?forumID=219
https://forums.aws.amazon.com/help.jspa
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS IRF &2

il

EnableRegion

GetAccountInformation

GetAlternateContact

GetContactInformation

GetGovCloudAccountinformation

GetPrimaryEmail
GetRegionOptStatus

ListRegions
PutAccountName

PutAlternateContact

PutContactinformation

StartPrimaryEmailUpdate

B

100



AWS tRFEE BEES

AcceptPrimaryEmailUpdate

EZRE WEERStartPrimaryEmailUpdate , AEFIEERFWNEEE FE 4t (tBAIRERESE
TEpFHbat )

AARFRIAR

POST /acceptPrimaryEmailUpdate HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
I'O_tE": "String",
"PrimaryEmail": "string"
}

URI ER2#
wmRTEEREM URI S8,
BEREE

AAREZERA JSON A THER,

ﬂl‘ﬂ

Accountld

MBS AR RSB NZ AWS RS B 12 BIES ID %6, ZEFALSE  BEAL
AREBEREEFREREESRS TN E Y. KENIES D XELEEEGTHREES, &
BUEBEEYE , BARX A HIEFEERERASEOER , LREN MRS RN EE
BIRF.,

HRERERKEIRFHNEERF BBV EREESRF T,

(® Note
EEIRFEEIEEECSH AccountId,

HR . FH

R o \d{12}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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AWS IRF &= sEHKE
ME 2
Otp

fEIX%E StartPrimaryEmailUpdate APl M} EPrimaryEmailffiEE M9 OTP XK.
HHR . FH
B : [a-zA-20-9]{6}
PBE 2
PrimaryEmail

AREERFHMEEZEFE 4, EHXEMFE StartPrimaryEmailUpdate API ¥
WPrimaryEmail®#

BA . FH
RER®S : RETRA 5, RELRA 64,

PVE 2

)3

3

P

HTTP/1.1 200
Content-type: application/json

{
"Status": "string"
}
B fETHE

WMREBERT , BIFREER HTTP 200 EIFE,
R EER T 5] JSON XN ER,
Status
M EINETEE T HHETBFRARE,

R . FH
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ASUE:PENDING | ACCEPTED

4
NEFEBEE REBNET,  FRWE R,

g

N

AccessDeniedException

BRERR , RAFUE DR AMENREST T,

errorType
AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP AREEHE : 403

ConflictException

AR B SRR | AREAER, AN, ARCEHBARNEEFANES (B
DISABLING %5 ) , RERSIRFHREAEETFBHREACERANET BRI , AER
AR

errorType
AP| Gateway A x-amzn-ErrorType B FEZERE,

HTTP #RREHS : 409

InternalServerException

MR ATBEERER  BIEXKR AWS, FHREBEFHEREF,

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BRERK , RRATEETRFINER.

errorType
API| Gateway tE A x-amzn-ErrorType Bl EZEE,

HTTP AREEHS : 404
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TooManyRequestsException

BRAERR , RAMLRBAEE BB &R,

errorType
AP| Gateway tE A x-amzn-ErrorType Ol FEZTEME,

HTTP AREEHS : 429

ValidationException

BRERM, AAEF—AEWASHER,
fieldList

13RI 2 00R B BV AL,

message

BHERBBREIATNALE.

reason

BEXMHER.

HTTP AREEHS : 400

ggnﬁ,/ﬁﬁ
MEEHEHF—EESHE AWS SDKsHEMA L API HEFHEER |

AWS 55 E V2

AWS B .NET V4 #y SDK
AWS HE AR C++ B SDK

AWS B Go B SDK v2

AWS & AR Java V2 B SDK
AWS & R JavaScript V3 B SDK
AWS & A R Kotlin By SDK

AWS E AR PHP V3 &y SDK
AWS & Python #9 SDK
AWS B Ruby V3 # SDK

E | (| |

Z2RTIAR
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/AcceptPrimaryEmailUpdate
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DeleteAlternateContact

1 MEREE B ABHEA AWS RS,

MFIAERERBIEARENTREFBET  F2RENECNERBEA AWS 1RF,

@ Note

BB RA AWS tRE EE MBS < EHES AWS Organizations , FBEEFHH AWS RS
EEN NERABBEN. NEFAER , F2HEA AWS IRFEENZEEFL

AR

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI 583RZ ¥
FRTEEREM URI B8,

AARER

il

R REZ A JSON BN T HEHRL,

Accountld
EELEFRANRREFEIRSEBHR RSN 12 L8 AWS IRF ID 8585,
MRBKREENSE , CEFERAAREWNY BRENF D AWS IR,
FEFRALSY  BREAVEREREERFIBZREEERFPNE S , BIEEMIRF ID 4A

RE—RRTHREIES. ERLERETEDE , BAKKEHIESSEREMESEER
BEEM SRS REE SRS,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

® Note

EEIRFEEIEEEHCH AccountId ; EXBERATEE AccountId B8 EBILIARR

PN R4,

EREFEBKENIRE LU ILRE  FTAEREEURSH , WERBR R EHEI S AEBIE

AZIREH G 7 R IR E,
H|A . FH
B \d{12}

RE &K

AlternateContactType

)3

15 E E M BREY B BHE A

BM{EBILLING | OPERATIONS | SECURITY

ME 2

3

P

HTTP/1.1 200

E P

MRBERI , AIRFSERZEZ HTTP AXHK HTTP 200 E &,

7

[=]
A N

NEFMBBFEERERNES , F2EERERET,

AccessDeniedException

BRERR , RAFUE D RAFMENRERT T,
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errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP #RREHS : 403

InternalServerException

HR REREAERER  RIEXMAWS, FHRREZDEHEE.

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BRIEXY , RRATEE T HTINER.

errorType
AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP AREEHS : 404

TooManyRequestsException

BRAERR , RAMLRBAEE BB EHRR S,

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 429

ValidationException

BRERM, AAEFT— AW ASHER,
fieldList

13RI 2 008 B BV AL

message

BHEEBEFERERARFA

reason

BRERMNER.
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HTTP AREEHS : 400

g5

gl 1

THEHEMREAERARFU RBEIRFHNEZEERBBEA.
R R Al

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountName":"MyAccount"
}
(] e &5 451

HTTP/1.1 200 OK
Content-Type: application/json

g4l 2

THEHEMBREBTIEEKLBIRFVIREERBIEA, ELAEARBEAREZRFNEAER , R
RERFEERBENEREESIRS.

AR EE I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"BILLING"
}
(] e &5 451

HTTP/1.1 200 0K
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Content-Type: application/json

R
MEEHP—EFESHE AWS SDKsHERALL APl (IEFHIER , 2R TIIRE

AWS & 55 RE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS BHAM® Java V2 By SDK

« AWS E AR JavaScript V3 # SDK
« AWS jE AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python #J SDK

. AWS AR Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DeleteAlternateContact

AWS tRFEE BEES

DisableRegion

ER (BEEH) BENBEES.

(® Note
FREENTAERRXEATEMERNAE IAM ZEUE,

AARFRA

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI SR EH
ARTEERAEM URI 28,
AR

A REZERA JSON AR T &R,

3

Accountld

BELEEBLBREEIEBSHZ AWS IRFE 1 12 VBIRS ID 3RiE. MREKREEHSE , 8
R AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , BEALERER
EERFREBRERESRFHING D, EEWIKRS ID XERMRMEBTHEEIRS, BBXERK
AEIEE , BAABMASHIRFEERBMAZEEFN , MBREMBERESRNEESIRS.

(® Note
EEREFEEEEEHEW AccountId,. EXEEBRTEE AccountId B8, EBEIRE
AR LY R4,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS tRFEE BEES

& EREFEBKENIRE LU ILRE | BOEELS . Rz , £ABREEEHIMEE R E B
BN ZIRF I 5 2 3R $R1E,

B|A . FH

B o \d{12}

VE B
RegionName

EEEEERHEBNESNRE (HW, af-south-1). EREAEERE , AWS EETEEREH
REPRESE , flNEREEPH IAM ER, HFRAMOIRFE , EFEBEFTELSENRRE , Bit
RETRRFEEHNENEE, EFARFTETHZE , SEEMARE.

HR . FH

RERH : RETRAB 1. REERA 50,

HTTP/1.1 200

ElfETE
WMREBERI , AIRKEEE@MEZ HTTP AXH HTTP 200 EfE,
i5ER

MEMEBEERERNES  F2REREREE,
AccessDeniedException

BRERR , RAFUS DR AMENRET T,

errorType
H AP| Gateway #E A x-amzn-ErrorTypeE FEZEEME,

HTTP #REEES : 403
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ConflictException

HAEREHREER , EEREFR. o, IREEAMABNEEFANEDS (ER
DISABLING #R%& ) , HERSIRFHNBEEAEEFBHEELCEEANEFEfibu |, IR

EIEEE I
errorType

H AP| Gateway #E A x-amzn-ErrorTypeE FEZEERE,
HTTP ARBERS : 409

InternalServerException

MR ASPERETER  BIEXBAWS, BHRREALHNERE,
errorType

B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,
HTTP AREEHS : 500

TooManyRequestsException
BREXRY , RAMFIRXBAEEEBEBERRS,
errorType
H AP| Gateway #E A x-amzn-ErrorTypeEl FEEEME,

HTTP ARAEHS : 429

ValidationException

BRERM, AAEFT— AW ASHENR,
fieldList

1680 EI & 0E B AR AL,
message

BHEEBBERENABTHAL.
reason

BRERMNER.

HTTP AREEHS : 400
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WMFEEEF-EFSHE AWS SDKsHER L API (VEFEEF , F2RTIAR

« AWS @S FIFRE V2

« AWS E AR NET V4 #y SDK

- AWS EHAR C++ B SDK

« AWS EH AR Go Ky SDK v2

« AWS EHAM® Java V2 By SDK

« AWS B B JavaScript V3 #J SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS E AR Python # SDK

. AWS i@ Ruby V3 ) SDK

B (| (e (|
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DisableRegion
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BEES

EnableRegion
RIRFRA (BENA) BEES.
AR KRR

POST /enableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI 5ER2 %
ERFEEREM UR B8,
EREE

ERESZEHA JSON XM TIHIER,

Accountld

BELEEBLBREEINEERZ AWS IR 1 12 LIRS ID 5HE. MREESKEETHSE , 8
BB AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , RERASERER
EERFRERERERFFNE . IBEWIKRS ID XERMERMEBPHEEIRS, HEBXERK
ArrE e , BAABAAHHIRFEERBRAZEEEFN , LREMBERERNEESIRS.

@ Note

EERFEEIEEEHCH AccountId,. EAEREHTEE Accountld 28, EEIRAE

FREAY R 1E,

B RAEFFEMKERIRS D IRE

RN Z IR P B & 2 SR 4R 4B,
H|A . FH

R o \d{12}

AAEERSE. R , ERBREEE RIS R H B
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
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BEES

PNE B
RegionName

EEEERHEBHNESNRE (6w, af-south-1), ERAEER , AWS S8TEHFE , UE
EZEESPEBENIRSE |, SIS EN IAM EFRSREZEE, AZBIRFEELIENKRD B
AREFEHNENEE, EXLBRETK 2 , SHELEART. kA ERAEFTETAZ

Bl , BEEEFRAES.

HR . FH

RERH : RETRAB 1. REERA 50,

ME 2

[ FE 58 %

HTTP/1.1 200

EETE

MREEXRT , AIRBEESERE

7

?

MEFMBBFERERERNER ,

AccessDeniedException

Z2 HTTP XX W HTTP 200 EIFE,

BRIERK , RAFUES DR BARBENRIET .

errorType

H API Gateway tE A x-amzn-ErrorTypeE FEZEHE,

HTTP #REEES : 403

ConflictException

HREREHRETR , EEREFR. 0, IRECEEBABNEEFANEDS (ER

DISABLING k% ) , RERSIRFHNBREAEEFBHE2EL/CEERANE b |, e

EEERB M.
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errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZETERE,

HTTP #REEHS : 409

InternalServerException

HR REREAEER  RIEAMAWS, FRREDEHVEE.

errorType
H API Gateway tE A x-amzn-ErrorTypeE FEZEHNE,

HTTP AREEHS : 500

TooManyRequestsException

BRAERR , RAFLRBAEE Bl B &R &l

errorType
H API Gateway ¥ A x-amzn-ErrorTypeEl FEIZEHE,

HTTP ARAEHS : 429

ValidationException

BELXM , AAHEFP—E ASHES
fieldList

1R 2 308 B RYM L.

message

BHERRBRERATNAL.

reason
Bl RMNEREE,

HTTP AREEHS : 400

e

2
W

B

WMERHP—EFESHTE AWS SDKsHEA L API FFHER |

QHl
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/EnableRegion
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GetAccountIinformation

HEIEERFWAEBEN L SFBHIRFE|E. \RE ID. IRFEMN HEAMEER | URIIRFRGE, BEMF
ALt APl , IAM EAES AL EER IAM account : GetAccountInformation .

AR

POST /getAccountInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI RS2 ¥

ARTEERAEM URI B8,

AARER

FAREEZERA JSON XM T HEH.

Accountld
EELEERALBRETINRBRZIRFHN 12 LB AWS IRF ID 571,
MREREENSH , CERKRAARTUY RENT D AWS RS,

EEERANZY  BEALAREBBERRFHIBREESRFHING S , BIEEMNIRF ID A
RE-—ABPHXEIRS, BBCARBAFMEIE , BABL A HIRFERRBBA S EFE ,
WAREREREZEREEZSKRE.

(® Note
EERFEEEEECH AccountId ; EARFHATEE AccountId B8, #HEIAR
IR SRR
EEEFERMKENIRS LFULRE  FTEEELSE , L ERBREREREE SIS R B

AZIRF I & 2 R IHRAE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
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AWS tRFEE BEES

HR . FH

B \d{12}
PVE B

)3

3

P

HTTP/1.1 200
Content-type: application/json

{

"AccountCreatedDate": "string",
"AccountId": "string",
"AccountName": "string",
"AccountState": "string"

}

EfETE
WMEREMERTI , BIIRFSER HTTP 200 EFE,
[RiEEEET 5 JSON X E R,

AccountCreatedDate

BYRFH B BAMERE,

A : Timestamp

Accountld
EELEEBIREFIEEHZ AWS IRE #9 12 (VEIRF ID 5715, EEFALKSEH , ZiEA
DAREBEERFRBEREEERFINE D, EBENIRF ID X ARMERBEBTFHKERS,
X EMAMEIEE , BEARXAHEHIIRFEEREMAZEEEN , YA REERZRNWEE
BiRF,

BRI ERKEIRFHNEERF BBV EREESKRF T,

(@ Note
EEIRFEEIEEECH AccountId,
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HR . FH
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AccountName

RENETE,

FAE . FH

RERS : RETRA 1. RELRA 50,
B[ -;=7-~]+

AccountState

RFENARE. BEKRFRAEARIKRFESBHPNEERR. FALEFARERRFEFR,. 581

THERE , BRBIRFRES F BB E,
A %{E : PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED
HR . FH

B 3E:PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED

8
MBFEBER RBEBOET , BOME HBRED,

g

N

AccessDeniedException

BEXY , RARWUE S REFERNRIET,
errorType

H AP| Gateway #E A x-amzn-ErrorTypeE FEZEEME,

HTTP #REEHS : 403

InternalServerException

MR ATBEERER  BIEXKR AWS, FHREBEFHEREREEFE,

errorType

B AP| Gateway ¥ A x-amzn-ErrorTypeE FEZEEME,
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HTTP AREEHS : 500

TooManyRequestsException

BRERR , RAMLRBAEE BB EHRER S,

errorType
B API Gateway ¥ A x-amzn-ErrorTypeEl FEIZETERE,

HTTP AREEHS : 429

ValidationException

BEXRE , RAEP— B ASEEN
fieldList

R BN H B A,

message
BAGEBFRERABRNAS.
reason
Bl KM EREE,

HTTP AREEHS : 400

Y]]
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THEHSHNEAER AR RIEZIRFR IRFER,
a5 K i

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3

(o] fE &6 451

HTTP/1.1 200 0K
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Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyAccount",
"AccountCreatedDate": "2020-11-30T17:44:372",
"AccountState": "ACTIVE"
}
il 2

TS EMEEBTEERBRFNIRFESA. ELEAFARBEBEERFHEAER , ARAIK
FEERBNEREZSIRS.

#A R gl

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{
"AccountId": "123456789012"
}
(=] FE £ 51

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:372",
"AccountState": "ACTIVE"
}
SEZ2H
MEEHP—EFESHE AWS SDKsHEA L API WEFEEF , SR TIRA :

« AWS %5 mE V2
« AWS AR NET V4 By SDK
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetAccountInformation

AWS IRF &2

il

AWS JE AR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & AR Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetAccountInformation

AWS tRFEE BEES

GetAlternateContact

HEUEEE WiEEERABEA AWS IRF,

MFIAERERBIEARENTREFBET  F2RENECNERBEA AWS 1RF,

@ Note

BB RA AWS tRE EE MBS < EHES AWS Organizations , FBEEFHH AWS RS
EEz NERBBEN. NEFAENR , F2HEHA AWS IRFEENZEEFEL

AR

POST /getAlternateContact HTTP/1.1
Content-type: application/json

{

"AccountId": "string",
"AlternateContactType": "string"

URI 583RZ ¥
FRTEEREM URI B8,

AARER

il

R REZ A JSON BN T HEHRL,

Accountld
EELEFRANRREFEIRSEBHR RSN 12 L8 AWS IRF ID 8585,
MRBKREENSE , CEFERAAREWNY BRENF D AWS IR,
FEFRALSY  BREAVEREREERFIBZREEERFPNE S , BIEEMIRF ID 4A

RE—RRTHREIES. ERLERETEDE , BAKKEHIESSEREMESEER
BEEM SRS REE SRS,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS tRFEE BEES

® Note
EERFEEEEEHCH AccountId ; EABEREBTEE Accountld 28 , EEIRAE
FRFEY R4,
EEEFEEBRENIRE W bIRE  BREREUHSE , S FEHABREEEHES & R E B
AZIRE W 5 7 R AR 4E,
HR . FH

B o \d{12}

VE B
AlternateContactType

EE GBI B ABEA.
H|A . FH

BREBILLING | OPERATIONS | SECURITY

ME 2

)3

3

P

HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
EfETTER

WMREMERT , BIAREER HTTP 200 EFE,
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RIS EER T 5] JSON KXW ERL

AlternateContact

BEEEBNABHIEAFMETANGERE.

A . AlternateContact ¥4

7

P

MEMEBFEERERNET K F2REREREE,
AccessDeniedException

BRIEXY , RAFUS 5 REMENRETA,

errorType

API| Gateway tE A x-amzn-ErrorType Bl FEZENE,

HTTP #REEES : 403

InternalServerException

MR AEMBHERER , BEXK AWS, HEBXEREHERE,

errorType

AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP ARZEHS : 500

ResourceNotFoundException

BRERK , RRTCEETRTINER.

errorType

AP| Gateway tE A x-amzn-ErrorTypeE FEZEHNE,

HTTP AREETS : 404

TooManyRequestsException

}',"d’ﬁ?&ﬂﬂl li'—’jﬂ?ﬂﬂfm%litﬁﬁﬂﬁ E’ﬁumFE%lJo
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BEES

errorType
API| Gateway A x-amzn-ErrorType B FEZENE,

HTTP ARAEHS : 429

ValidationException

BEXRE , RAEP— B ASEEN
fieldList

13RI 2 S 008 B BV AL

message

BHEHBEBFREIATNAL.

reason

BEXMHER.

HTTP AREEHS : 400

Y]]

145 1

THSEHSHNAZAERARTWY BEZIRFHZEBRBHEA
75 K i 4

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AlternateContactType":"SECURITY"
}
(1 fE &5 451

HTTP/1.1 200 OK
Content-Type: application/json

{

GetAlternateContact
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"AlternateContact":{
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anika@example.com",
"PhoneNumber" :"206-555-0198",
"AlternateContactType":"Security"

g2

TR e ERERTISERERSNRESRBRA. CLEEARAERTEESNEAES
REESERRENEREREIES.

AR g

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"Operations"
}
(2] FE &6 45

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
}
}
EEE

MFE S o — WRE R AWS SDKs R AP| WEHER , BSMTHIAR
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il

AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetAlternateContact

AWS IRF &=

BEES

GetContactinformation

FE B EEBHEERA AWS IRF,
WMENAEATEMBARENTEFMEN , 72
s REE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI SERk2 %

ARTEEMAEM URI B,

ERESZEHA JSON XM THIER,

Accountld

# ELREFER L REFEINEE R AWS 1RE 0 12 (L EIRF ID 3715, MREREE

BIEH EEBEA AWS 1RF,

, E']

BRAFARMEWN REZ 59K Amazon Web Services 1RF . EEFEALLSE , ¥R AXERER
"éi@ﬁﬁﬁéf)ﬁ"é‘ﬁéﬁﬁqﬂﬁ@%ﬁo EENIRE ID X ERMEMEBTHREIIRS. ABXEAR
AFAEEE , BABSRSEIRFEERBERAZIEEEFN , XAEFERERNEESIKRS,

(® Note

EEREFEEREEEEW AccountId,. EXEEBRTEE AccountId B8 , EBEIRNE

SR BRI,

HEEFEBK SRS EFIILRE |, F2E
BAZIRF R & 2 R B1E,

BE . FH

EWSH. ke , ERABREEEMIEIE B
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

R o \d{12}

RE &/
[E] FEEE S

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}
[ fE 3=

WMRBMERDD , BIBRIEER HTTP 200 EFE,
R EERE T 5] JSON RN ERL

Contactinformation

BER ABBN T EBREERANFEET AWS 1RF,

A : Contactinformation ¥4

7

NMEFMBDFEERERNET , F2REERERET,

g
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AccessDeniedException

BRIERE , RAFUE DR BMENREST T,

errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP ARAEHS : 403

InternalServerException

HR REEERER  BRIEFEAMAWS, FHRERERALHR

errorType
AP| Gateway tE A x-amzn-ErrorTypeE FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BREXH, RATEETRFINER.

errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP ARREHS : 404

TooManyRequestsException

BRER , RAFFULRBAEE Bl B EIRR S,

errorType
AP| Gateway E A x-amzn-ErrorTypeE FEZEKNE,

HTTP ARAEHS : 429

ValidationException

BELXM , RAHP—E ASHEY,
fieldList

1R 2/ 3008 B BV WAL

message

BHEEBEFERERABRNAS,
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AWS 1EFEE
reason
Bl KM ER,

=
>3

MEEHP—EESHE AWS SDKsHEALL API (EEMERR |

HTTP #REEHS : 400

3
W

B

AWS & T 5IRE V2

AWS B .NET V4 #y SDK
AWS HE AR C++ B SDK

AWS B Go B SDK v2

AWS & AR Java V2 By SDK
AWS B A JavaScript V3 #J SDK
AWS & A R Kotlin By SDK

AWS E AKX PHP V3 #y SDK
AWS & Python #9 SDK

AWS B Ruby V3 # SDK

B (|

faik

==
AR

Z

W
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetContactInformation

AWS IRF &=

BEES

GetGovCloudAccountinformation

HEGERL ZIEEERERSE (WREBMWEE ) B GovCloud tREHEEAERA , BIF
GovCloud 1R F ID firEE, ZEEALL API, IAM EHESARNLEESR IAM

account:GetGovCloudAccountInformation 57,
BREEE

POST /getGovCloudAccountInformation HTTP/1.1
Content-type: application/json

{

"StandardAccountId": "string"

}

URI RS
ERTEEREIMA UR 28,
ERER

SERIEZ A JSON AW THEH.

StandardAccountld

EECEEALREFIEERZIRFN 12 VB AWS 1RF ID 3R,
MREREEWRSH , CERRA/ARFWY RENS D AWS 1RF,

LEFALSE , REASAREAETRESNERERRRS TN S , LIEENIES ID 48
2R —EATWREIES, ERXARATEDE , BARLA YIRS EBREHRMAEEER,

WRFEMIEREREESIRS,

@ Note

EERFEEZIEEEHCH AccountId ; EAEREBTEE Accountld 28, EEIRA

FREAY R 1E,

HREFEBKENIRE LU ILRE | BTAEEELSH , WERABR R EHEIMIE AEBIE

ARZIRFE 5 2 SR AR AR,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

F|H . F8
B3 \d{12}

RE &

B B 5E %

HTTP/1.1 200
Content-type: application/json

{
"AccountState": "string",
"GovCloudAccountId": "string"
}
[ & T 3=

WMREMERTD , RIBRIEER HTTP 200 B &,
R EERE T 5| JSON RN ERL
AccountState

E#& GovCloud &k F YR FARRE

HR . FH

BK{E:PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED

GovCloudAccountld

H#E GovCloud tRFHY 12 VEIRFE ID 5RiE,
HR . 7R

B3 \d{12}

$5

g

N

WEFEBEE REENET  FRNERHET,

GetGovCloudAccountinformation
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AccessDeniedException

BRIERK , RAFMUE D RBARENRIET T,

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZERE,

HTTP iRREHS : 403

InternalServerException

MR REREAERER | RIEAMAWS, FHRREDEHEE.

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,

HTTP AREEHS : 500

ResourceNotFoundException

BREXRE , RRATCEETRTINER.

errorType
H APl Gateway tE A x-amzn-ErrorTypeEl FEZEHE,

HTTP AREETS : 404

ResourceUnavailableException

BRIEXY , RATEET BB EEANER,

errorType
H AP| Gateway #E A x-amzn-ErrorTypeE FEEEE,

HTTP ARAEHS : 424

TooManyRequestsException

BRIERM , RAFULRBREEBBERRSE

errorType

H AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEERE,
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HTTP ARREHS : 429

ValidationException

BEXRE , RAEP—ER ASEEN
fieldList

13RI 2/ 008 B BV AL

message

BHEEEFERERABRNAL,

reason
BERMHERR,

HTTP ARZEHS : 400

L)

g1 1

THSEFERMEE AERRA R BE2RFRIER GovCloud 1RFEFA,

AR g

POST / HTTP/1.1

X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{3

(o] FE & 451

HTTP/1.1 200 OK
Content-Type: application/json

{

"GovCloudAccountId": "123456789012",

"AccountState": "ACTIVE"

GetGovCloudAccountinformation
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gl 2

BEES

TS5 S MEGER P18 E R BIRFHER GovCloud IRF &, BLEFARBEBEERFHZA
B RAKRFEERBNEREEZSIRS,

AR EE I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{
"StandardAccountId": "111111111111"
}
5] FE &6 451

HTTP/1.1 200 OK
Content-Type: application/json

{
"GovCloudAccountId": "123456789012",
"AccountState": "ACTIVE"
}
g5l 3

THEHEERABMIKERE GovCloud tkF 2 BREEWRF RVERE GovCloud tkF &/,
AR #E Al

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{
"StandardAccountId": '"222222222222"
}
5] FE & 451

HTTP/1.1 404
Content-Type: application/json
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{
"message" :"GovCloud Account ID not found for Standard Account - 222222222222."
}
SFE2H

WMEEEHF-EESHE AWS SDKsTEA L API BIFFHEF , FSRTIAR :

« AWS R 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

- AWS E AR Java V2 #J SDK

« AWS i@ AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetGovCloudAccountInformation

AWS tRFEE BEES

GetPrimaryEmail
MWMEUEERFNEEE FE ik,
AR oRERE

POST /getPrimaryEmail HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI ERE28
ARTEEAEM URI 2R,
mRER

B REZ A JSON BN THER,

Accountld

R AEEBNLBEFRRBUZ AWS B M 12 BIES D B, ZEEALSH | B AL
AREMEEESRENREEERETNE S, KENIES D XESERESTHREIES, &
BAARAIEDLE , BARXASIESEEREMASEAEN , LREIERE RN EE
SRS,

IR ERKERFHEERF BBV EREESKRFFUL,

@ Note
EEIRFEEIEEEHCH AccountId,

BE ¥R
B \d{12}

ME 2
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

IEIEE\FII:I/

HTTP/1.1 200
Content-type: application/json

{

"PrimaryEmail": "string"
}
B TE

WREMERTD , RIBRISE R HTTP 200 = &,
R EER T 5] JSON XN ER,
PrimaryEmail
FERIEEWRFAEEBIN T EE F B4t
HHE . F&
RERS : RETRAS5. RELRA 64,

i
NMEFMBBFEERERNET , F2EERERET,

P

N

AccessDeniedException

BRIEXN , RAFMUE DR BMENRIE .

errorType
B AP| Gateway E A x-amzn-ErrorTypeEl FEZEME,

HTTP #REEHS : 403

InternalServerException

HR REREAERER  RIEAMAWS, FHRREZDEHEE.

errorType

H AP| Gateway #E A x-amzn-ErrorTypeE FEZEEME,
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HTTP AREEHS : 500

ResourceNotFoundException

BREXRM, RATEETRFINER.

errorType
B API Gateway ¥ A x-amzn-ErrorTypeEl FEZEME,

HTTP ARAEHS : 404

TooManyRequestsException

BRIERY , RAFULRBORE B BEBERRE .

errorType

H AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEERE,

HTTP AREEHS : 429

ValidationException

BRIEERM , RRHEHP—ERASBEN.

fieldList
{881 B S X0E B BB 1L
message

BHERBBREIATNALE.

reason

BERMNER.

HTTP AREEHS : 400

i
%

B
WEEHEHF-EE

]
73

1% 7E AWS SDKsHERA It API WEEMAER , F2REATIAS :

[l

« AWS @ =5 5L HE V2
- AWS EHAR .NET V4 #) SDK
- AWS BAR C++ By SDK
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetPrimaryEmail

AWS IRF &2

il

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS HE AR Python B SDK

AWS & AR Ruby V3 9y SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetPrimaryEmail
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GetRegionOptStatus

HEUSE EEREREMAMRE,

AAORFRAR

POST /getRegionOptStatus HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI FERB
ERTEEREIMA UR 28,
ARER
SERESHA JSON R THER.
Accountld

BELEEBLBREEINEERZ AWS IR 1 12 LIRS ID 5HE. MREESKEETHSE , 8
BB AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , RERASERER
EERFRERERERFFNE . IBEWIKRS ID XERMERMEBPHEEIRS, HEBXERK
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@ Note
EERFEEIEEEHCH AccountId,. EAEREHTEE Accountld 28, EEIRAE
RO $R4E,

BREFEBKENIRE LU ILRE | BOEERSE. ke , £ABREEEHIMIE R EE
BN ZIRF R 5 2 SR $RAE,

HR . FH

R o \d{12}

GetRegionOptStatus 145


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS RS & BEEE
PNE B
RegionName

EEEEREABNESNE (HW, af-south-1), KRB ERSEEZ L SHNETTRESE
RYIREE

R . FH
RERH : RETREA 1, RELRA 50,

PVE .2

B FE 5%

HTTP/1.1 200
Content-type: application/json

{
"RegionName": "string",
"RegionOptStatus": "string"
}
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RegionOptStatus
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AccessDeniedException

BRIEXY , RAFUS 5 REMENREFA,

errorType
H API Gateway tE A x-amzn-ErrorTypeE FEZEHE,

HTTP ARAEHS : 403

InternalServerException

HR REREAERER  RIEAMAWS, FHRREADEHEE.

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZEME,

HTTP AREEHS : 500

TooManyRequestsException

BRAERR , RAFULRBAEE BB &R &l

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,

HTTP #RREHS : 429

ValidationException

BEXRE , RAEP B ASEEN
fieldList
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message
BHREABBREJABTHTAE.
reason
B AMNEREE,
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RARFRA

POST /listRegions HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"MaxResults": number,
"NextToken": "string",
"RegionOptStatusContains": [ "string" ]
}
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"NextToken": "string",
"Regions": [
{
"RegionName": "string",
"RegionOptStatus": "string"
}
]
}
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Content-type: application/json
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAccountName

{

"AccountName":"MyAccount"
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAccountName

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount"
}
(=] & 8 451

HTTP/1.1 200 OK
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}
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X-Amz-Target: AWSAccountV20210201.PutAlternateContact

"AccountId": "123456789012",
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",

"Title": "CFO",

"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"
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}
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