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frEER AWS Certificate Manager?

AWS Certificate Manager (ACM) RIEE Y, 7R EHMFEFBESSL/TLSX.509 BEM M EFHE
M, UREEH AWS BUMAERER, SaUBENBERNIEHEE AWS EBERERE=-EF
&, ACMZRIEB K I MEBREAACMEERKERETRE. ACMBEAIREE—REHER, %
ERERIEER. ERAFAREREES. ACMERZFARIRTREBERYUEN FHEE., BHAUE
HEAEBHACMBFE AWS FAF CA AJTEERIBHVETH 5 EAPKI,

® Note

ACMAIE A A B M P48 RGeS, MREAEEL Amazon EC2 #TERE LREBINZ AR
8%, AT # 2B E88 : TLSTE Amazon Linux 2023 58 ESSL/,

X8
- XEHE
- {8 AWS Certificate Manager

« AWS Certificate Manager #&:
- HESEEN AWS RERERNBERSE ?

> &b [

B3 AWSHH EBHMinE AWS —iRSEFH AWS [EfFik , REENEE A AMACM,

ACM HHREABRIHER. SHERNTZEMRYGEE (FQDN) XL EREEBHIN—HEHRES
Elastic Load Balancing FQDNs #Y/8& AWS EEF , B4 ABRRNEAZERENERE. HRBRE
HEREACM , ERTEVEHESERHENRBEEINSEARIEEE. CEICEHHERR
&

EE7E Amazon EFACMERE CloudFront , BABEZRRE (HEEEILEH) EEEFEREANR
Fo. ACMIt R E 2 A RI B AV B € CloudFront Bi3 E &t B MR EN A EMNE,

XEE 7 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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E{& AWS Certificate Manager

HREEEN/BTLSHESSLA S WENEINE B AWS Certificate Manager, EREXXN AWS EE I H
RETHUBRNEAEINNER. NWFERHACMEEENR , 528 AWS Certificate Manager " RIEE
B, EE AWS ik,

AWS Certificate Manager # =

RETIR M AL S ESE AWS Certificate Manager.
&

+ ACMEE

« ACMR CAs

» Apex #i3

- BBEBMEE

- BERREN

- BREVERHE

- BEEBRK

- WBEEE

o INERFEZE

- TEPEEAERE (FQDN)
- NESBERER

- REBE

- Z2BHAWRE (SSL)

s Z£ HTTPS

- SSLfAMREERE

- HESBMEE

. EHERLM (TLS)

- B

ACMEE

ACMEE4LE X.509 5 3 EBH. SENEXHRA 13@A (395 X) , ¥BETHEMIER,
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https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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ERAEER

- EXRE - EEBRREE
- REMBSRIBMNT - XERIEANBEERENLATRBEN LR,

= B =
=EER

T (CA).

- TRES\BBRG - BRI T SRELFERNEBE.
- TRER - ERRNHRNBREHILF RO AR,

- BREWRER - RTEREALTHAEENRRA  ALEEREEN —BHZERRZR.

« CRLEEMF-1EE W LUHECRLEFANE,

ACME 1T BRI E LR T HI5E6)

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity
Not Before

Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:

ba:
4e:
94

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

ab6:
e9:
of:
:0a:
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

3a

c9:

8a:
:26:
85:
dd:
Q7:
ab6:
3f:
7c:
co:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01l:
75:
37:
:55:
b7:

aa

6a

:91:
04 :
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

0b:
d5:
6b:
co:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:
f6:
od:
:6d:
5b:

2a

e8:
54:
a3:
53:
dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
ob:
25:
4f:
36:
82:
64:
al:
1lc:
97:
39:
16:

Qa

od:
f3:

de:
ec:
c8:
of .
24:
86:
c5:
73:
f0o:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

43

72:
4f:
1f:

3a

ee:

9a

7d:
06:
bb:

:e7:
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
34:
174
di:

1la

CN=example.com

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACMEE

k7 1.0 3
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Signature Algorithm:
03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04:
3.
b9:

69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

8a

03:
44
a3:
8e:
12:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

08:73
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

ACM#E CAs

HLLT Amazon 2ACMCAs

15:
a’:
8f:

9d

cd:
7e:
41:
80:
62:

6a
3a

cl:

al

a’:
35:

Oc:
33:
b5:
:d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
:dl:
as:

d5

4a

fb:

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1lc:
77:

TTEHEEFMEREN TR

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:

11

cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

b2:
b6:
72:
167
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
:80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:

38

fb

ab:
bb:
29:
c5:
Oc:
3e:
8d:

fa

4f:
65:
81:
:f9:

Se:cc:

sha256WithRSAEncryption
39:
74
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
ds:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:
ee:
f8:
fc:
04:
10:
27:

WEREE

46:
c6:
143
52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM1R CAs

MR 1.0 4
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PR E 8 nEEEE

CN=Amazon & CA 1, O=Amazon, C=%H 8 {2 7T () RSA RSA_2048

CN=Amazon 18 CA 2, O=Amazon, C=%El {27t RSA RSA_4096

CN=Amazon #& CA 3, O=Amazon, C=3%E FEE EZE 4R 256 {7t (EC_prime256v1 )

CN=Amazon & CA 4, O=Amazon, C=3%E FEE = Z 4R 384 iyt (EC_secp384rl )

ACMEITERENTERETRB %A CN = Amazon 18 CA1, O =Amazon , C = £ , 121 2048 fut
ZeM, RSAHMBREMBEMER, FTEREIZ A Starfield Services Root Certificate Authority R7&
RRXEE,

WMEFHMER , 52 B Amazon Trust Services.
Apex #313

ESH PEEEE.

BB

EUBLBNZETE , EEBNZEEATREBREZBEZNESRRNBNBERZNE, Hb—(EE
i@hNE K BEEEZEN X500v3 BE., Z—ELRANE , BEHERZEHNMNE, X500 BESHK
FRE, ERIEMER (BEXB)NEIBREZTLNEEE,

ACMBFE R X.509SSL/TLSRE , R ERMLN S5 MEBNFEENEEIRRFIEN L HE
8, ACMBERZRE AWS KMS key INHFL 8, MEFMEN K F2RBELESBNZ M,

BRREEN

BEBRERE CA) RRTHEAUBENER. £FFL K BERNEAABFEFEERU ISO X.509 H%#
AEME, CARTEEENHUERE  UHEFEBEIBNS S ARSI BEERRETIENLER
iR, CABRESEERREME.

BREVERHK

A TREBEER M T RLN CA KBINSSUTLSRR | RERERTREHE@ERTHANERE
BEBDEVELSET, BEEBERTSE. WELBTERTS, ARBNERELRETUESE
g,

Apex #813 WA 1.0 5


https://www.amazontrust.com/repository/
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EAIER B , MRARIABENEERTEESERENERE, ETLUER Certificate Search Fk
BRBERF.

Amazon CA AN NREESSLUTLSERZH , S ERRERXEL=ZERZEHE BFEMER
5. EEARFSKBRTEZTHLAERE , YEHKBNERSHAL (SCT) BB E Amazon CA.
RE CABSERBESCTHHMA, BHERE , YHBTHE, BEBICSREHAEM X 509 HEH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BRE\ECHGEELFERIBOBIRREDIT , RFLEFERL, WFERRHNFMER
B BUH {5 F /B 78 1 B EE ST sk Th e

M E BRI

HBFEEBRK (ONS) EAREREMBEREIMABBNERNEMERNEEX 2 BXTER

. DNSEEHMS A E ( Flin ) Bt Baws.amazon.com¥Fx&8E111.122.133. 14408 F

P ( BB BHE ) thit, FiB , BREMDONSERETEFZTAREMARNGE S, flw , £
ACMBBERBRE , LA U FERACNAMER SR BRF CHEERNEFRE. WEFMHEF , FSEAWS
Certificate Manager DNSE& & .

3
¢

WmEEERR hR4< 1.0 6


https://crt.sh/

AWS Certificate Manager EREEmR

W B

WY BEBE—EXFFHEwww.example.com , HlI T BB B BREE (DNS) BIERK IP ik, S
B (DIEEBREE) £ IP it MARNFER, REEBaOsZETRAER , YA IHER !

TLD

REENEBBAEERE (TLD), ERMNEHIZIE .com. .net M .edu. 4, TLDHRERL
BRMMEFMNVEREER/MEEBAREE K BABR/MMWENRE. AW .uk KREH, .ruE
REHT , ™ .fr RKRZE, FAEGR K BESSIANE-BRERBIGZMERNER, TLDS
m, .co.ukTLDEBIMI A KB MR,

Apex #8315

Apex BEEZBEERERATEEBRE., ¢tHISET HER) WHEEER , Apex BiEEZEH

KRB IMEREEHRNWRBNER (WRE). Apex BEFTETFHE BESREUTEE), &

www . example.com § , Apex BB B A example.com, 7E www.example.co.uk # , Apex
BN EBA example. co.uk. HiKEEFEAMNIE Apex BB EHE base, bare, root, root apex =

zone apex.
FHBE

FHBBEBE Apex BEZBEHE , YHARRH, XERNFREEEA www , BB ATLEEMSE
B, FREEBLILESZEER. Hl0 , £ jake.dog.animals.example.com # , FHEHK
FF% jake, dog Ml animals.,

B
F AR B A
FQDN

SEEEHER (FODN) REREPBE N ERABNER,. M HtERNTEDNSER., 4l
Iaws . amazon.com@ FQDN Amazon Web Services, ‘@FQDNIES L B 81580 Fr & #8150,
f5lgn | [subdomaing].[subdomain,]...[subdomain,].[apex domain].[top-level
domain]&RRH —#X1EXFQDN,

PQDN

AELBRENEREBERASPREMYEEZE (PQDN) , EFHRE, 2ENE
#[subdomain;.subdomain,.] 2PQDNRK A & ¥ B iR 431,

wmEEE A 1.07
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yikeakily s

MEBRBHRERYTMNEF. RTERBLEFLRERKEN. RNTWERELBRANYT , &
RERBANT. MBEHERERBAMBL T, HTTPSEF A MRE 2 R N 8 MR ERE LA
T, R step-by-step A EHH X ENMARB Y (%) MBXWREFRAX (BEH) WEF. &
mERBERFT  REEREASH. SRTULAARLA,

TEMIAT (FQDN)

ESH BEEE,

NEERERER

ARTREREE PK) @28, 817, BE, 8. £A. RENBBRALRREMENER, K
B, AR, RAl, XHNEF. PKUeEETERBENEENZE2EH,

BB

3

BEREEN (CA) BEFERREAEHER  HP IS AHMCASEARAMER 2 X FHEARH K
BXER, TRITECASHRRFRECAs , BEUBHERE. MEHIRN CABAR CA, HEEBA
BER. LBREFABREE,

ZeBHwE (SSL)

Z2BEHRE (SSL) MEB@MELR 24 (TLS) RNEZEABE , TEBEMERRERABEALREME. TLSE
HREE, SSLRMEREM X.509 BREMMF[ETE T RE. EMEBEBAIBESERF KN MRS
ZEXSHBER  FIEWAURAREWEER 2BRBHNELETINE,

L% HTTPS

HTTPSH % HTTP overSSL/TLS , AT B X R BAIER N RBB[BIFHHTTIP—ELZ2ER, HEBHE
BEXCH , IEHTTPER M EEEHLEBMNER, HTTPSHKHTTPEA G EEEME, FEHEH X.509 &
BERERERMNEES, HTTPSEBERKRRFKEEE (OSI) BEEFHHTTPEARXNB T SMTCPE
HELAFRA—BANZELRLEREE, Z2EEARLBEARE (SSL) BABERF@BEZ M (TLS)
BB E.

DR A0 R 2 M4 1.0 8
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SSLA AR B=

HTTPSXR 5 EE MR BFE T B MMRR. MMRFBER X509 v3 ERHER , KBREPHLE SR
BEERETIH, SSLTLSBRHUBEREEN (CA) #F , HPI2AKRBHERE,. AR, 1EE
R, XEEEESE,

HBSWMEZE

HBELB/NZEEARRNSRRNENBEBUER. SHESHIUBELBNEE,
HimEL 2t (TLS)

HSH 22 BEAME (SSL)

B

ATHEWeb BEXEEMUNS S  DESXELRBEUHBE. T8 , AEBREELBBES
CARBRNER. BABEEEME CANEIE-HERBEUNES  THOEBHBLER

BHICEUNEED, AR AERETREHUET , UREAUNE S, MREBIERD , BERSE
w11t 5 o BN S E BN

fTEER IETERY AWS M ER T RBVEE R ?
AWS BEEZEE X500 BRNEF R T MERDE, BESEAGEROEE,

1. AWS Certificate Manager (ACM) — LR EATLSREEFEARLWBRFENLEEF. ACM
B R1EIB Elastic Load Balancing, Amazon CloudFront, Amazon AP| BEMEtE S RKIE
AWS fi#%, RERNEEEAREARAREERNZELNERL, ACMIELS |, EBEBEHEHK
FHMER Bt eMEE., BENMALRBEN ERALE,

2. AWS FAE CA-LLIREEARERASEBE L BERERE (PKI ) HEERF AWS iR , BARER
REBFAAERH. B AWS FAF CA , BHU LRI BCH BRZMEEN (CA) BE , LRITEHE , U
BECAE. EK. EREX. R¥. ARSNEMEE, 5 CA BTN EEELEHABRAR L
FH. MEFHMENR , F2H AWS FAE CA EHEEN.

SSLfafR#R B hR4<1.09


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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AWS Certificate Manager certificates

ACMEELH , WENENFES, BETARELZBEMESEBEIATRBN L LB, ERJLERE
€ ACM ( "B, ) ERLEGFENACMER  EAHF=ZSBTHNLARGEERR. ZAEIEAEE
FNER. FEMEEBNAIPK , EUURTHELNEENLBEACMBRREEN (CA) H£EN
BE AWS 7.8 CA. CA WReS R RELNIRFEF , AT LLATRERIRFEEHA,

® Note
NEACMBR AL EEERETFEE Enclave B9 Amazon EC2 #{TEE L , EELZHIH
f2 Amazon #1TERE . EC2MEIEKREZEZE Nitro Enclave B9 Amazon EC2 #1T{E R LR E®
UEERRBRAOFAER  FSRHERE | &£ Amazon Linux 2 £ RELAMPHEEE Rl BR 28 2 2
B . £/ Amazon Linux ZELAMP#EEE mIREE. AMI

® Note

HAME CAZENBERRTZEE  AERREEEL AR CHRRERAFHEEFHE
o

EEFERBITRE , BEA AWS EB XA Ehttps://console.aws.amazon.com/acm/ZR F BIEIACM
FiEE, HRENEHEE , F5EF Get Started (BIAEMA). B8, BELAIEEEIKCAsHIREIE [Cer
tificate Manager] = [FAA]o

&
« EXESEH AWS Certificate Manager

» AWS Certificate Manager /2 B8 3%

« FAH R AWS Certificate Manager

- BBEEA AWS Certificate Manager

« JIHBEENEE AWS Certificate Manager
« % AWS Certificate Manager BHE ¥ 15

- MIBREHEEHEFE AWS Certificate Manager

W< 1.0 10


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
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EXEfEMA AWS Certificate Manager

[E AWS Certificate Manager ( ACM ) & LA BEIR M EESSL/TLSEE AWS ERBEILFERTE
Fo. BUACMUAREUREANRE , AREERE. CXLEFHEM AWS BB ERENBE
REARANRSE. WERESCRENFMHEAACM , BF2EBREES ACM, LT HRER
HEEHTHWEZERACM,

ES- |

- EEf—1{E AWS IRFE

- BEVEREEFHENERE
- EEfEEEHE ACM

- (EBEM) BRECAAR %

M —1@ AWS IRF

WMRIERAE AWS 1RF |, TR T 55 BRAME M —EH B
B REMEA AWS tRF

1. $TBEhttps://portal.aws.amazon.com/billing/zx it
2. FREEMRLIETET

HoEMEFFEBRE , Y ESHRERE A RIS,

BN — {8 AWS 1RF , — {8 AWS IRFRERECEMY., REMAEZTUFEIRE AWS IR M
REFNER. FRAZLREEYR A FHEEFIEERGERE  YEEEARERAERATE
ERFEAEFIENER,

AWS FHBRETKE , ERERIEMABEFEIH. B LAFEERBITE hitps:/aws.amazon.com/IFiEE
TERAES .  REBINRFEZBAERENIRSE,

BYEREEFIENERE

FEEFM—E AWS tRF |, RELEN AWS IRFREAE , BUA AWS IAM Identity Center , S R
MEBEERE , ERERTEHN root FRERARBEIE

e
it

MRS 1.0 11


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

AWS Certificate Manager EREEmR

REEZH AWS IREFARFERE

1. & A AWS Management Consolei@iBi### Root i F X A BWIREFIE & AWS tRF E T4
i&iﬂ:o T:E-F_E':F ,ﬁﬁk!@ﬁggﬁ%o

WEFEA root FHEBRANRE , F2E U root FHES D EA AWS EA FHEIERE.
2. AEH root FAERMZERERE (MFA),

WHEET , F2RR/ENMFARERAEREE AWS IRF EAEREEP root IAM /A& (£

#a).

BYEAEEFRENCERE
1. BAIAME 7B BIH O

MEER , FSEBA AWS IAM Identity Center 9 AWS IAM Identity Center £ & 185/,
2. HEIAMEZEBIROF  BEBRFIEREFERE,

EEMSEREA IAM Identity Center B # #AZNE 2 EBIRER , FSBAUEREREFERAE
ZEL IAM Identity Center B 8 ) AWS IAM Identity Center fE &5/

UERERFRENERAESSEA

EEFERAEH IAM Identity Center fEAEZ AURL , BEFEARILIAME 2 #8 AP OEREREEE
BEFHHU N EAER,

MEFAAME BB POEREEANRE , FSEEA AWS FRAOMALL AWS A FHE
f&F.

EREFIEREMERE
1. 1E IAM Identity Center 7 , BV EREARKKBERERNREFEINERE,

MEERE R , 5526 AWS IAM Identity Center A&/,
2. BERAEEREHE K ARHRBEEERE -2 AFTIE,

METR , FSEFIEEE AWS IAM Identity Center &6/,

BYEAEEFRENERE MR 1.0 12


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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At % ACM

TEPHATE (FQDN) 2EBMER LABREANE -8  AEEEEEREER , 120 .com

= .orgo WMRERECEMIMAEERE , TTLUEB Amazon Route 53 R L HEm MM, B
BELESEAMENBLEFEREERE. IR RXEESHFE—BEE , fln—FImE , RETXAE
5,

W% FEiB Amazon Route 53 FEMBE B BIFMEF , 2B (Amazon Route 53 BHE A BEFE) #
B {E A Amazon Route 53 5EfHEE & 18,

(EEM) BRECAAR 8%

FACCAABREIEE NATMLBRREEMN (CAs) RITHERN FEENERE., BUREREEANCAAR &
ACMAB B BACAs LSRR B ITRIMAVBE . FCCAAB TR BERBENMIEENZEMER | 4l
MR ERAEREENER,

EBIFEREFACMUBREBENME R , CERERBTFECAARSE , MBRTTUREERTE
o BLEFCAALE ER,

ARECAACEE , FBEMATIIE

flags
EEEBRUNEREZZIEACM, BSEERES 0.
B&
tag M ATUARUATHAP —EE, FEE , iodef LB B 2R 2B,
issue
RREBEEBALPIEEN ACM CA EERE | I ALNMEER FREEZRITER.
issuewild
RTAEEERUTIEEN ACMCA EERE , IALNRER FREZTEAFZFAERE. BA
FREREARBERD FREEE FEE,
(=]

LBV EBURR tag M EE. ELEMABIR (") FELRE.

E tag & issue K

value H{IE8& CA @ EZ B, WA EE Amazon CA UK CANER, BR , IRE
BEIETEUTME Amazon 2 —BCAASR#CAs , AIACME S Z B B E = FIERITHRE -

HEfEEEE W< 1.0 13


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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¢ amazon.com
* amazontrust.com
* awstrust.com

* amazonaws.com

value AL L ATAEE D () , RFTEAFEMN CA RENPEISHFRARTEE. NREHE
RERBRAETEZTERFERIRITHER , FERALELL

& tag & issuewild B
value #{E2 tag % issue MR , ARBEEARERAFTRE.

MBEEETEZE ACM CA ENBEEEECAARS , IELHRTERAFE T, ACMUIRRE
issuewild 1Z7E , BB & 1TCAASZSEACM |, BIBEF AR 1T, ACM

Example CAAZC & &2 451

ETYEHF G |, BHNREEEE LRTHEER (CAA), flags B —ES 0, tags WAL ATLLR issue T
issuewild, MRBNVEBE , MEEERLFEA CA ARSNBEHERE , QICAAREKSREHEEE
W EAREE AT BB ERNBR. MREBEERUPWADE "0 , CAARBRTTAFEA CA 81T
BE. CAARCHMELEXDNSIRMHEME,

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA ] issue "amazonaws.com"
Domain Record type Flags Tag Value

(BiEM) FRECAARCER W< 1.0 14
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example.com CAA 0 issue

W FE R R MARTIE NS HADONSEE RN FMEF | FFIaEHNDNSIRMEE . 53 SRIEARSIFCAART#, Ul
5 Route 53 BERIDNSIRMHE | F2ECAAR KA UISHEBE M CHAFMAER,

AWS Certificate Manager 2\ /& &

ARLABRECZE , EXNARTRIHARE , MhARRERNREESES #E AWS Certificate Manager 22
PSS

NFAACMBEETE X.509 &% , WZHTHIRH :

- BB BXEFFADNSHERENEIERTE, NEFHMEN , FSEBEEE,

- EEZE  HRANE  BREAB MR L NLAR 2048 L TRSA, 256 fits 384 fZECDSA
JT. ECDSA

- BNHR  SERIFNERHRES 13 @A (395 X).

- 8% : ACMERE M R EBETAERE.

EEE AU EAACMEG R TR FAIRERHKRERERTHBRRENT . EBELEARIE , &
AHEBEFARARNEE, BESEANEGBEER TR, IREEERBEFEIEE , F2HH
fRBEER,

EEERIAPKIFEAREE AWS FAF CA , FZRERTARBE AWS Certificate Manager,

AWS Certificate Manager 2 F /& 38 43 14 1 BR 1

I A FUBRACME AR RIRS], (S EE AR B IRHOBRACM, SHTATEAREA
BB,

BESRNEARENEE

ACMEERHMEZTENBIERS , TEANBIESS , Microsoft IE BIEEZF Microsoft i##%k , AIE
B MHER Safari BIERFET. EEACMEBEN ZIESSZEBSSLAEZRTLSE FEHACMBE AL
B, SERESSEUY hEREEE R, ACMEBRE L2 E Java HWEE.

RERERBNPE

BEBRBHN LB RFACMER Amazon FENHBEREE( (CA) Amazon EFRIEE
B8, Amazon iR CAs1 Bl 4 HBAEZ G2 REBESHERME-G2 WEBRRIXHF R, Starfield

NERE MRA< 1.0 15


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
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2 Android #£EEE/IR , Android Gingerbread 1 iOS 4.1 AEBHIIRA |, 9 ER AETH
B, Amazon B i0S 11 LENRAFEE. Ef2E Amazon 5 Starfield 18 B $kHV2IE25. FE
ARASEERRTSEERPACMEEN L ARRE.

BITREFNEIRHREREE , ACMBBREHCASEER R EM—E , & Amazon SERH
1B CATTEHRE, ACMIRIBEERNBREE (RSASECDSA) FE#iE R+ # CA. HRFTH#E CA R
EELEERCEEHENN , HACMIELTERATE CA EA.

HERE DV)

ACM BEEHBIEHEE. EHMER  ACMBENZTEFBRERTHE , EME. EEERACM
BEN , AL AREBLHESIRFLEERPIEENFERE. BUUEASEFE4HDNS. 1F
FHHERR , 5528 AWS Certificate Manager EE & 1 AWS Certificate Manager DNSE&F .

HAE AR CA &ift

AfEEEM BBEENREERSE , Amazon AIERRIBANERLT , BHRESLLHE
CA, EEEZHIFEHETFENETMALE. MEFMENR , F2EEEHXE Amazon introduces
dynamic intermediate certificate authorities (Amazon Hf H B &8 Fh 8 5 IR REHAE),

HATAEERE , (EE— Amazon AAFLER CA, EESBEEELERVAIHRLE, AR
EEZILHNEARZE , Amazon #ERAFE AT HIVHEREH AWS BF , ®F AWS Health
Dashboard , ®XEFEHMHRIRFAEE , X ARNEFEEAR.

T EBn K i LA 85 B =
NMRRHERBETBESGEE  ZBEMNEERMEIB, OCSPHICRLsZEARARBRERE CHEA

MR T, OCSPHMICRLsZ AR MBBEFANREMES, HoFFNHABAREEEINSR
AR R FFE LM HIEE.

THHFURLEAFZ EXTAREBHERE. B3R () BAFZAAR-VSERBF T , B
() RR—ERBF T , 7R #) KR—EHF
+ OCSP

http://crl.*.amazontrust.com/*.crl

45 MEFBR MRA< 1.0 16


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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B#ERE

BROAEEEREENEW/AD, BEl , XETHRSANMEE tRB A HZEEE (ECDSA) 205
TIEEEACM, ACMAILUERAES () B EEEZERBITHBRE., HREFEEEXEEAN
BHE.

® Note

EIRER CA HXEMNFEPKIE® AWS Private CA |, IEEMNBRZHE LR (RSAH
ECDSA) #EE CA MRS BIEEERY,

« RSA{ZRSA_10247T

« RSAfIIT (RSA_2048) *

« RSA{ZJT RSA_3072

« RSA{ZJT RSA_4096

- ECDSA256 {7t (EC_prime256v1)*

- ECDSAfZJT (EC_secp384rl)*

- ECDSAf#JT EC_secp521rl

ECDSAZRE/) , REERSASHRHEEN T LM  BEERRES, T8 , YECDSAFEFMBERRE

AFmRE<E, TRIEWmMAE NIST , R T EAEERTERSAECDSAN R KRMELZLEBE,
BEHUNTAEN,

HBREENEBNR M

ZEMEE RSAZ #§ K/ ECDSAZ# K/
128 3072 256
192 7680 384
256 15360 521

REMRETERA 2 R, ERENEFRBOEARBARN, Y 0072 RIRASRR 256 ECOSA
fz T e SRE A SUHEE , MAEEIB 2 128 KFH.

45 MEFBR MRA< 1.0 17


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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MEBRBERBEEENEN , F20 AWS BEXENAE N EHECDSAE S AWS

Certificate Manager.

/A Important

AR ESRBEARIENEEEINSRANERLERMEERE, A, efNXEER
BEEAAMSEABEMETEACM, NEESHMEN , BF2ESRBEN .

- W% Elastic Load Balancing , F2REAEXE R T HINHTTPSEERER.
o MEFME CloudFront , FHZ B ZERISSL/TLSIE A 75 & F 2 o

ZEBONINE

ACMEBEEACMBRBNRERF  YEEHEZRMERE., BBV THBEE2REERE
RS, WEEBHSI BN EHMEE., MEFHMENR K F2RZTEENBEEL AWS Certificate
Manage o

ZEBEER

FEACMBRLBELEEL —EXEMPTERE (FQDN) , MAETLIREEFEEMERE, Hlw
EIREIMACMBEBFwww. example.com , www.example.net IREFAILEREF—EERE
FEUEHNBY , BT UFIEERE, SEHhEAN bare #1F (EFEA Zone Apex RFEMAE), LR2
R, BAT LA www.example.com BHEEACMERE |, W #i8E % Example.com, MEFMEN , 552
BIAWS Certificate Manager /2B R & o

Punycode

MR R LT B BRI 2 BB A B Punycode E3K :
1. LA "<character><character>--" # 3\ ISR B E B B A ETHE "xn--",
2. BL"xn--" ENASEBESNESERNNERLBEERE.

Punycode il

BiEERE W W nFF EE

#1 #2
example. ¢ N/A i3 v AL "<character><character>--" B &
om

SR A R I R4 1.0 18


https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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BiEEE W W nEF EE
#1 #2
a--exampl N/A i3 v AL "<character><character>--" Bi 58
e.com
abc--exam N/A & v LA "<character><character>--" B 58
ple.com
XN--Xyz.com = = v BERHERLBEERE (BT A/.com)
Xn--examp = & X FREMNERLEEER
le.com
ab--examp = = X WAL "xn--" BHER
le.com
BB

ACMBEMNAMHAA 13 @A (395 X).
ERFRER
ACMAIZEERBEBPERAESR () REUTEEAFTEBHACMER , AREBARMBZ PR

Z{EM@YE, I , *.example.com AI{REE www.example.com # images.example.com.

(® Note

EREAFAREN , B () XECTREEBNRES , MAEERE—BFBEE
o Bl , *.example.com AILA{RE login.example.com # test.example.com ,
BT BE{RE test.login.example.com, FFFEEE , *.example.com R A LURE
example.com B9 F#313 , FE{RE bare = apex #1F (example.com), T , BAILATE
HERIEEZEMEERE , LLBHFERE bare = apex BERHE FHEBHNER. Hlm , &9
LARRFE{RE example.com 1 *.example.com B /R,

BR 5

THIRBERAR 2 ABE.

45 MEFBR MRS 1.0 19
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« ACMTIRHIEMHERTE (EV) BRNEBERE OV) BHE.

« ACMTASSL/TLSHZBUNNEMRARHEE,

. BEELFERAACMBEETE FBHME,

- ACMBRITAFGEREREBENZIEEACMEREN. i\, FEANBRELEAIEEN
ACM,

o BEESR Amazon ENREEBRFRE |, HIWEES amazonaws.com, cloudfront.net
elasticbeanstalk.com K313 % 78,

- BEETHACMBRNILZ S8,

o BIEETE Amazon BMHIEEEN (AmazonEC2) MU REARER LEEZEACMERE. TiB , &7
DEBREMESHREERRE. WEFHAENR , FSRREBES ACM,

- BRIEBEEFRY , FRIAREENACMERERDXEHEELMERIREREERES, Bl , &
TReFEAFHARIBIZEY, B4 AMEH AWS CLI 5 ACMAPI. INEFHMEN , FSEECEFEAR
RIEPELHEYE. NEEAERFN—RER  F2EEREHELHK.

ERFPHP LN ABE AWS Certificate Manager

LA & B RS i 20 4AT £ FR 2ACM I & 3 AWS CLI ER 2 FAAACMERE

ES |
EREEREFRLBBE
AR EH N FJREE CLI

ERERARRAEERE
ERACMALRBRE (£28)

1. B A AWS BB F# A W fEhttps://console.aws.amazon.com/acm/ZR P HABMACMER A,

1212 Request a certificate (FFREH).
2. 1£ Domain names ( fBE® ) 5 , WALNBEHBERE,

BT LAE AT RMAEZH (FQDN) |, #lilwww. example.com , REPHEZBRELBHERE |, 4
example.com. BHAILEREAFEAER (*) MABRAT T , UMREBHRBEIHNZERLR
. 5l |, *.example.com A[{RE corp.example.com F images.example.com. BFAF

TEBSEREREN "5, BN "TEEBREE, BEZPACM,

ERNARE MRS 1.0 20


https://console.aws.amazon.com/acm/home
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AREAFURER BN (*) YAEHEEEBNRES K MEAERRE—EFEBRER. 5
i, *.example.com A LR ¥ login.example.com #] test.example.com , {E REERE

test.login.example.com, ZFEEE , *.example.com R AT LA{RE example.com B F#8
15 , %R bare T apex #B1F (example.com), EEREME , F2EAT —ESE,

(@ Note
RIE RFC5280 RE , CEUSRIWMANBEIHEE (WM LE—REW) HRETTEER
64 /il (Fx) , BEA. CRENSERBEEEERET (SAN), AT —ESR
iR RERZ WE 253 fE/\{u il

EEHICEMEZE | 5522 Add another name to this certificate G EMZBIHICE W ERER) , RE
ENFZERABABE, &ERRKRE bare 5 apex #13 (H1i0 example.com) & H 74813 (510

* example.com) , WWIHEEIFEEEH,

3. HE[BMERZE ERD  BIBRENFRERE [DNSERFE]-EZH] = [EFBARE]

(® Note

MBETTLREDNSELE , BB A FEADNSHERBMIEE FEHRE. DNSRIFLEF
BUBRIEEZETE. 5528 AWS Certificate Manager DNSE& F o

HEACMBITREZH , CERTERDHANEFNBIERTIVEIEE, EUAERAE 4
B IDNSERE,

MREBZFETFHAHRTE , FACMERIEFBHELAZELERASEBEALPEENHAE. MR
RIEERBRE  FUAKETFBHACMEEEXRENE., WEEFEAHRIBOFMEN , F
28 TAWS Certificate Manager EEERE 1

MREEADNSEFE , BREKEEHNCNAMERL BHIEACMEEDNSHRE, MEDNSEREN
SEMME , BESBAWS Certificate Manager DNSERFE .
4. £ "E®FEL ERYP , BEREL,

5. #ETags (BR ) EEL , B ERERENER. ERERSIBERY , AIMHAHRBIMNER
HPEER AWS WER., EACMERZBNEE , URNAERIZKEBRFTEEBIENE
™, B8 Tag AWS Certificate Manager resources,

ERNARE MR 1.0 21


https://datatracker.ietf.org/doc/html/rfc5280
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SERFTIEIEE R | 75112 Request (B3R ) -
6. BEERz® , IRSE8CRERIEE K HPSHETHBRREBNEN.

BEMBRRSEASRENRE , BRIEBBFREAHEER "BEFRKK HEHREEREDFHEY
BRMAK. ACMESEERHBRERRE 72 MK , RAEWE, MRBRET "KBL F "BERE.
MREE , FAMBRER , EADNSHRENETHFREFE[RE  RRBE XK. NRREXRD , B

HEEACDBRITRE

@ Note

RIEFFBFENSAME , CFESKNBEVRBEEIVINETR, SAUMEAENERGE=
AEREBEIEF, f&"\mﬁﬂx{ﬁﬁﬁﬁtﬁE’JEE%E%EE%E%EEZFa’i%Hﬁo

AR fER B CLI

FAERBEGSEDSI LERFNLAACMER. BFEHZNERAEADNSHEMAIL,
SWEEENBEAER RSA 2048 (MR rEARERES Y , A|ATEERE). EC_PRIME256v1 M
EC_SECP384R1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

et HHARERN Amazon EREHE (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

Ea W #8115 S # AWS Certificate Manager 2\ B8 B &

£ Amazon BERBEN (CA) AILLAZLNBILEITRFEZE , AWS Certificate Manager (ACM) £
ARALHEEIRFNEEBRPEENFEREEER. EUNEEETHERER  ZBREEBRRK
(DNS) BE S E T HHRIREBALNEEE,

REREFER R 1.0 22


https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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® Note
BEEEARBERTHABGEEREACM,. ACMTEREEANBELTIE CAEENEREN
WEEE, ACMELE® Amazon VPC IAEEEESREMEMMERBHNER. WHE
HHES  FRBERIEHIE

—RME , RMEZEEADNSREMAREFHHRE  RRAOT .

- WMBEFEH Amazon Route 53 EIE/\BIDNSEE & , B LLAACMERZZBUT H X EHC .
« ACMREBDNSEMIEMFEA T EDNSKEHIY , MEEBHETRIENEE.

- FERN  FEPSREEERETEHRENBENTHE. ACMERAE 45 REKBSEROE
H, ELBAESEEAEMARFA-—REEEMUFN—HZE. BAPISMEESE T HIENE
f& , AEETEN. BREMAIHNEER  SUMERN I XACMETEIBEARN,

MRERZMEEIONSERENER , AILAIHEFEAEE,
® Note

RUAABTHARBNERZE  LEYRAEONSHREER, LESAONSRE B
BB ER | A% EAREHFBONSE.

&
« AWS Certificate Manager DNSE# %

- AWS Certificate Manager & B35 5%

AWS Certificate Manager DNSE& &%

MEB R (DNS) REREMI 2 ERM B %R, BHDNSREMUEKE—BESERIMNCHEN
HifE., EEEZEDNSRRER , SACMREHR —HSBEL AN EE L ER ENCNAMERC &%, BLEHE
BH-HNREME , TEALERBEENESR,

REAEmE#R R 1.0 23
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® Note

BYSRETHHARENERE R , BELRAEDNSARERE. B EEFADNSERE
MBREBE , RRELERABRENFBDONSE.

3

flan | MREERFEHEME B example. comf@iZEE , Blgwww.example.comBEACME I
MCNAMEZE 8%, SEEALWRASGIIEFEINTHETEERBNE., XELEQ—ERE AWS
ACMAR B BEHN BENBEE . ELCNAMER &R R MEEHWDNSEIRE — R, ACMRERRE
FEAREEHNCNAMEREZNERE , R HBHEHRENER.

/A Important

WMREFFEH Amazon Route 53 EFE/\BIDNSER 8% |, FEEH#& 8 HY DN S FE g LA B % 20 {a] $7 18
ik, MEBREHMEBEADNSEIRENEIR , AIXBAXNAE FE#HFERE.

TEEEERE , AECNAMERHRE , BRI AALNTER BT (FQDN) ZRFE/HACM
BE, tHRER  SUNRLEFHRAEABHNEARRE  EIHETE FHSNERE. AR
CNAMERE T HERNEM AWS #h[& |, AL ESEESFERZIARNEE, ShallmAe
fIERAY B

BRI L BEBERT |, TERBEREBRE AWS FRIFE T BB SUBB M ERFCCNAMES. #MR Route 53
T REWDNSREME | FHE RN AR A RF AR R %K. NRENAHERZ Route 53 , F2E
Route 53 B ABEETHRMGRERLHE. IEZTENTIREVNFRENR K F28 "ZTEENER
A AWS Certificate Manager, o

(® Note

CNAMEfI R BB A {EEEHDNSHEETEECNAMESTE—E |, BITEMELAK, NREEE
ERPEE K BEEHASE FEHARE,

W{AICNAMEEZ$2 TACM4E

(® Note
REEA R TER Route 53 ERAEDNSHEFMNEF,
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WMRIETEM Route 53 FERIEHVIRDNSH R , AIFEEF B RHANCNAMERE SEE AACMEERY R4
FHNBIRES K BFREBEM. CNAMERLEARSERY , BREAEEO#HFNEREREE TR
BRIVARR. HRACM , ELRHAFAEEEES HERENSEN B BBRREN,

TRETANE@ESAZBNEFICNAMER . SECENCHEB-CREREARREBIABREAE
.

EAEE, BEREYP , ImELKEB-CHRERYREEN, ERATHRERF THESE (K
* . example.com, HACMEVLVHFH) BAHERAEEIHNFEMEE, example.comE I
It , SERSEBNIYEHEBNERKESEITE,

EHICNAMERZ #
= B k- S FCER{E AL
* example.com x1. lF. _x2. ACM-Eg3%. Identical (¥8[3])
example, com _x1. Bl+F. _x2. ACM-Eg%.
www.example.com _x3. f5lF. _x4. ACM-B&%. I —
host.example.com _x5. 8. plan. _x6. ACM-B&%. I —
subdomain.example.  _x7. FiHA&. HlF. _x8. ACM-Eg%. ME—
com
host.subdomain.exa _x9. ¥ FEA. _x10. ACM-B& 3. e —
mple.com

FREALE xN TEIfR (_ ) RENERHAERNRFRBACM, fiu :
_3639ac514e785¢898d2646601fa951d5 . example. com.

REEENEEEE. HEBNRKKETRER
_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

YRR RIDNSEC & o
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@® Note
MRIEHDNSEMRELRAXELHENERENCNAMEE | B2 RA S EMDNSEFE B,

HABRERAIEEONSHEE | U TFIHRXACMIEHCNAMER -
BEE  RHEE ReE ReE
B il

example. _a79865eb4cd1a6ab990a45779%b  CNAME

o 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,
BiEE B EEREFQDNIERBN, 2 BAREANKRSIE | ceE—FBIRH%. LR EAREMEN
B,
E=EE (REEE, LHBBNRE%RE ) ML A AZDNSHER Web NHEERLF , FHE
HEDNSEE 8%, MEMEERHREE (REM 28, ) BUNBET—H. EELBRT , fEZXREM

BEFZNS LR, HMEREEEABSESRBH NI ERANEFATFTES , ERT (EAHF)
Rz A\ A

_a79865eb4cd1a6ab990a45779b4e@b96

BEBHWAT, MREFET  LRAASSHEETE (PIW .example.com) MCHEEE , KK TR
SEEUTER

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
HEEERBRT , MERKEAR. At , CEZEEBLEEEHHERAHENE AL,
X EDNSERF#

A5 AR AR AR E 2 B R LAE FADNS B =& o
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XA PREDNSEF

(@ Note
HEFBRHREBEELEL—EEFE , BREE AWS BEVECWES, MREZEHBEREM
MEFIE-—XEANER , A=2RIIEMEY  BEBEFEFIECHNEE K FHEIECE
£ ETREY R,

1. TEBBACMZE#E & https://console.aws.amazon.com/acm/.

2. EBEBEF , BREBEELEEREMN Pending validation ( FERF ) MEHNEFE Z Certificate
ID(BEID). LEFESRBEENFHENER.

3. 7 Domains ( #83% ) o+ , TR TIRERFZ— :

a. (iEA) £/ Route 53 TR
Create records in Route 53 ( £ Route 53 FE IV ii#%k ) RS ERFSUATIERNRET
- &fEH Route 53 fEARHIDNSIRtE,

- BHEBE A Route 53 FEEEBAFF T,
- J&FQDNIE REBERFE

® Note

WMREER EIEEMEM Route 53 , {87 Route 53 HE VLS BREHERHER |
B ACMEZEHI S THRN "R 53 RAIZF#K, Kifl,

s
¢

iZ1E Create records in Route 53 ( £ Route 53 AR 508% ) 1RER , AREKIRIE Create
records ( B 08k ) . [BREMNE EHEXSMAR , YENREBEERS S A IIEIDNSE
8%,

BB R 2B R Pending validation ( FE8R®E ) MEKZ 30 £,
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® Tip
R SELURIE A NEERE Route 53 FACMBBIEIZEEC#., BE , R — @ AWS
CLI HEAPIFTEFER AR 53 T4 53 DNS BiRET A%, WEAM Route 53
CEREMFEMER |, 552 B Route 53 A B RECHE,

b. (WiE ) MREFRERA Route 53 EAEHIDNSEME | BIXBEMERCNAMESE B XA E 0
ZIDNSEIEED, EFNBENFHAEAEE L , ZUEBUTMESXNBTIRE
- BH TR, ERPERHNCNAMETH. LERALEFBHHIEEENEDNSHE,
- HE ,RE TEHE, CSV, BRERTNEAZEFEHHIEETEDNSHE,

/A Important

EERGHMERE , BUMNCNAMER # TACMEEREAFIEEDNSRUAFENER
Eemfmbl. MREBIEE , F2H "HEDNSREME .

MRACMEEZHEELECNAMEE R 72 MEARBR/EERE , FRHERREACMEBELRE R,
EEUERNETUREREREREAACMEENER D EMRDNSHERE, FEFRILEE  BLEER
BICNAMERE REERIMBE.

AWS Certificate Manager & BJ &g 3%

£ Amazon BERBEN (CA) AILLALNBILEITRFEZE , AWS Certificate Manager (ACM) &4 Z&
BREEAREHEEERFIEENFTEREE, BUUEHAEFBHRITRIEDNS, LEBEFRE
FEBFBRTE

MREHEEHETEHFREFEIEE , F2RMTHETHTREEEETRER,

ETEMHBRENERE

ACMEHEBERE A6 FERBEFEA4AZETIEBERNRREFEHHY, RNE , MREBHEEX
FEBELEFEMY , ATNEE —BEREEABRER, TAHNMMEEVUNFEBERER , 2
B AEEFHH U MNBAEMAERE. Sl , MREE example.com FEE A F#813 .example.com
HERFMEE , BAKEIE FEHZE admin@example.com,

+ administrator@your_domain_name
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* hostmaster@your_domain_name
* postmaster@your_domain_name
« webmaster@your_domain_name

« admin@your_domain_name

EERALHEAEE  SLRAENELETBHATESNRIER. ACMESEEREEFHAIIE
LAEER A |, UMEERRE IR 45 KBTI BE.

£/ ACM APl or W ZBEBRERNEFBARIFSCLERBEZRVESEELETHBHALE , B
FEERFISHMEPIN FREE K, BEEFELALRESEABRINETFHMHRAL | TACMEE
BEBBHE.

RPN HINER

MREBERDNwwwRBAFTENR (*) HENREEBHACMER , FACMBERITBwwwz 25% , I
BEFBHEEIEEE VI, SLhITHELHENEEE @. EEE Q. A @. BRER
E @ MBUEES @ BEBANREALoER. Hlan , MREEREBFE www.example.com FIACME
# , ETHBHEEIAE admin@example.com , R 2EiE#E admin@www.example.com, E#it
MRIBER * test.example.com HACMERRE , EFHH b EEEZE admin@test.example.com, Hek
WERAEEI b 2B UARNFER.

/A Important

H 2024 £ 6 At , ACMABXEEBWHOISEI & A i ETHNE FEHERE, % 2024
10 A% , REBRETACMEEEBENEANZMIHWHOISE &b, ACMASEERERF
EFBHIMBRENAEE ARG, WEFMBER , FSB. AWS Certificate Manager
= IEWHOISE R EE 7R A RFEBHEE

ZBER

AEREATAEREFBARENEIEER,

- BEEELVEIPEM—EEXNEFE 4t , TREASEFEHHFRE, RESFEHABUNE
FAEREENRAEEA,

- REEERARBAERTHLREEBEACM. ACMTEEREEANBESHIA CA HEBNRENMEE

HE#E. ACMEZARE Amazon VPC B EEBHSEMEMLERETNER. WFEFHEF
AR BRERERH.
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- BEVERETFEBHRENBECR  BEEVRAMEDNSHREERE., HEMEADNSERE , FMER
BE , RREMERARENIIBDNSHE,

BREBH B HNEN

ACMBRENBEMHA 13 EA (395 X), BT BRFEMEAHEF ERIITE. ACMSESIHIF 45 KB
MEEBENBANEZREEEERNE FE 4y, BNISREHEETUR - TETRENNER. B
HFFEFIHNMAER  SEER/R A XACMBETEBREARN,

(ER) ENEEREETE

SHREEFH4EESNE  TARKERRER. T8 , RAREREMTNRIEFBATrE
Bk BAGERTE  IEGAPEX  AUNREE 72/ MKRABBH., NMRERFRIEIRKE
FEOARFLCBY , EUNERENEEE TG, NFNATEFEEIRBEFEHFNFRENR  F
2HE ENBEREETEN

EESFHURBISERLLE K FSRRHYMEE AWS Certificate Manager® By & ¥ E 7 B {4 5 55
FIREME TR B HE A — H

B &1t AWS Certificate Manager & B35 5%

EFHBHRENACMBEEETERAHAFEFIRE, BBNTEEAESZBETHFRENS
&, TRERFELVTEDUITHAFERNEINR. ATHBEFERAEFBHRE , AEPNEAR
PAARRERREEFBMASELR , URTRBRERFFIS RN TERE.

REEFBHEAS

REEFHBAAEEATIMERRNz— , ERIARERFTBRERBNRERE. RABETRFEN
REERRAAFREFESNERE,

REABE
BFBHEANT

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.
Verify that the following domain, AWS account ID, and certificate identifier

correspond
to a request from you or someone in your organization.
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Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

SRR LU (T
BFBHIALT

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.
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This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

— BEWEHFNRBAL AWS | RNRREERTHEBRITE up-to-date HEMRNIER, EFEE
Al 2020 F 11 AZMBRGTABHNE I THOHRARTTHIRE -

- EFEHEETRES "Certificate request for domain name. MAR
MCertificate approval for domain name. o

« AWS account ID BESUARESWITRIEFZRNERAER,

« Certificate IdentifierREBETREMBE A MARNTEREENRE | f
W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4151-954a-298ee44ff369MmF
23b4d78e1-0882-4151-954a5-298ee44f369,

- BERZHBURLEESEacm-certificates.amazon.comMARcertificates.amazon.com,

c B—TRIMERBNRERBEURLRE ISR AR, ZERTE div WBEBRER approve-
button M= approval_button,

- FERGOBRAENERNREASEARRNETBER,

R ITERE
AERHETEHFREEENEN TERENEEEN.
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- EACMEEAEESMABRERE , SKRIETBHARCEELERLABREFEENFE
ERYRERE, BEEAELALHRESERINEFEBMHAL . FACMEKREBRE., MEFHA
&, A2REEAEFHERERIEmEE.

« A ACMAPlor WZBEBRERNEFBARESCLIERSEEZRNVABEEFBHAR |
BEERH S HMMAEN FHEEt—&, FaREELAXRIESERINEFBAHALS , X
ACMREE B B -

MREBFBACMERAEFHEERERBINEFHY , EFEHEEEERREBEERPIEENES
FEE , EERUNAE (WRRIEERERAE), EEZRTRBENRIJEFHHE , EUINE
REFRE , WEECEARBRBNRBRE., & , B JLlfEResendValidationEmail HAPI, SDK
HEMAValidationDomainZ8IRFEMCLI, {ERZ , ResendValidationEmailz@ERFIEEM
ERRMEERAZEY  T2/#FEEE Amazon ERARE (ARN) LU future BB E F 44

A, ResendValidationEmailBREAFEEZBREBEFERPARIEENREZBNIRFBE FH
e, FLABITERR,

® Note

2020 £ 11 AzE , FFAFTERFRAAE , YRBACMEEREE[FRAENER. X
R BIRATARBBNEF | BEIEETEHHRE TERBRAMEE,

- EFACMAPIZCLI , BRI LI FHIH S MEBRERNVMERTFE FEHFASEEE Apex 18
#H, EHAPI, fEARequestCertificate BjfEfYDomainValidationOptionsZHRIEEE
MRValidationDomainDomainValidationOptionf8E K BME, EHCLI , FREREF RS-
domain-validation-optionsZ R ERV{E. ValidationDomain

B /FE AWS Certificate Manager

MRETLUEFEIRBEINEREEFE CAAWS FAH CA, AWS Certificate Manager (ACM) AISLERE S
EAZSREREEDFEANEE PK), CA AJREUREWIRFD , NEBHMIRFEELH, W0F
BUFE CAWHEBEEN , F2BELLEREREMRE,

BIRFER , BB CA BFENBEFRZEME , BACMAXEEARANERE. Rt , EESXARIIT
B, BEREZABNAFPREEFRE.

FABEACMBFIETE X.509 % A ZFTHIRH :

- EB . BXAEADNSHERENTEER. MFFHMER , F2RELEE.
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- EEE HRNE  BRLBSREEENSAR 2048 LJTTRSA, 256 LT 384 i ECDSA
Jt. ECDSA

(® Note
EENSREZHRE LR (RSAHECDSA) HERFE CA MBRERIHEEERY,

- BRAR  SERENERMRES 13 @A (395 X). #%E CA BRENGERBNLHEBBFERE
HENERAY  BRIBEFEREE KM,
- &% ACMERE 1M BAREBDBETLERRE.

ARBEBRHERBENLE CAXEETHEHAFHRS

- CA XEBERERTAREE,
« CAIREEEELMNEAR RSA 2048 = RSA 4096,

(® Note
HAREENEETRE , LA CARZENBETTERR.

{5 F %4k AWS Private CA Z2ZBACMFAAE S
B LAMER... AWS FAF CA EMERE R THEBENWACMES
- BE—1RF : 2EM CA F AWS Certificate Manager ( ACM ) BEMNEFEEFFER— AWS IRF,

EEMAE-RFZBENEST , AWS 8 CA EEB XN ARERRBGACMRE R , FEEE.
RS BE. EREATAN AWS A CA APIBIfECreatePermissionsl AWS CLI an S £l
ER. (RFEFESHELERETGEERBBENAMERE, HEIAR,

- BBIRF  BEH CA MBITHACMBRMURNTRE AWS 1RF M CA WFEUEE REBEMENIRE

HEZRMABIRFZENEY , AWS 58 CA RMEEEXAREREBERMINE CA A AWS F
B CA APIEjfEPutPolicysf, AWS CLI i A KR, BERESREERMIRF T AFEREFH CANE
A, MEFHMENR , BFSEEGRACMILE CAEANERAERNFER,

BIRFRABEACMERERBEZEAE SLR) , UAEESETREEKRKEE ., PCAACMERITE -
EBERSLREBE,
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ACMAREEIRER , cEERELNIRFPRESLRERE. MRENIRF 2REMRSE
AYiam:GetRoleACMSLRHER , BIEBU ¢ RTEBRBAEE R, SLRONREE/RLE | ALIHE
HIRFEE SR EEREiam: GetRole#ERACM , HAEZRAIIR S EE ACM-managed R B& 2 3 B3
B, AwWSCertificateManagerFullAccess

MEFEFHMET , F2EBLERRERESEACM,

/A Important

EHACMBR L AR BN EBIEAN AWS £ A L E B&RT 2 sV AR TS . B EEISHERBACMX
ENERNEF , F2ERBEES ACM,

ERFAAEZFE AWS Certificate Manager

ERIABE (T2A)

1. B A AWS BB I & W fEhttps://console.aws.amazon.com/acm/Z R BBACMER A,

i#1Z Request a certificate (FERE ).
2. 1f Request certificate ( 7FRBFE ) EE L , EIF Request a private certificate ( FFRFABER

i

) , RIBEFEE Next ( T—F ) UEEETT,

3. % "BEREENHFMER. BRT , BT "BEREEM. DR, RREE—(ETHCASH
MR CA BRRREMIIRFHA , AISARNBEAEEARE.

RiFEE SR CAMBFMET , BB ERREESCERILERE

weE

E=:Eid

Common name (CN) (BF&# (CN))
Organization (O) (218 (0))
Organization unit (OU) (24 (OU))
Country name (C) (BEIZR/#:[E&F& (C))
State or province (M= #&)

Locality name (3: [E % #8)
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4.

£ Domain names ( &8 ) o , WMALNREERE, B AEATEREEE (FQDN) , 4
WMwww .example.com , HFRPHE B ERFERER , HlWexample.com. BHAUERES
FAER (*) MABAF T , MREMEBEITNZERULETE, FlW, *.example.com AJ{RE
corp.example.com fl images.example.com,. EAF tEBEETEREN "5, WM
rFEEREB/. BESRFACM,

(® Note

BREAFARER B (*) YAEHEEBNRES , MEERERE—E
FHEASER. Bl , *.example.com A LA{RE login.example.com
test.example.com , BT8R test.login.example.com, ZEFE*

E | *.example.com R LL{RE example.com Y 7813 , #ERTE bare = apex #3
15 (example.com), HEEREME , FSR T —ESR

;A& , BRI Add another name to this certificate (& E BB I E L ER) , RREXF
FHRAEAZRE, &ERBFRE bare N apex M1 (H110 example.com) K H 7817 (440
* _example.com) , LLIIREIEEEH,

# TEREEE BRY , BEEEE,

MEBEEBIFERRE LN ER , 5288 Tag AWS Certificate Manager resources,

£ Tags (BH ) 87 , BALLEEFRL LN EE. EBRRR-IRERY , A AR MEB P
RER AWS WERA. MEACMEBRSHNEE  URNAERYEBKEBHEEBIENET
32 B Tag AWS Certificate Manager resources.

£ Certificate renewal permissions ( ‘BEEWVER ) o+ , HEREHABEENERNER, E
LRRATEDENCEAME CA HBNAEPKIRE, WEFHEENR , B2RREEARSEE

RAEBACM,

HRUFMELEEAR , BIFE Request (FFR ) . TRLASELBIFFERL , BEEREFNE
o

® Note

RIEHFFBFENSAME , CFESKNBREVREBEEZVINETR, SAUUMEAGENERE=
AEREBEIEF, SHALEAA LANAERESRERERCERE,
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ERFB/E (CLI)

ERAERBERTERFHLABE. ACM

@ Note

EBER CA HENFAEPKURRE AWS Private CA |, IEEWNEERE £ RS (RSASECDSA)
BANE CA MEBEEREVEE LRI,

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

LSS HHFLEBREN Amazon EREBE R (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

EXZEERLT , BEE—XERAHLA CAE  ACME HBIEREERE AR (SLR) M INE LR
F. S_LREAEBHEFLERITHNRRERER., ERESLRERELE , TUIAMERALULTHSHITE
E

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMRFSLRIE , R HEM TR

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
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"Statement": [

{
"Effect":"Allow",
"Principal":{

"Service":"acm.amazonaws.com"

I
"Action":"sts:AssumeRole"

}

]
I

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{

"LastUsedDate":"2020-08-01T23:11:04Z",

"Region":"ap-southeast-1"

MRIEKRSLR , FSEEE LA RBESAEACM,
fEHH AWS Certificate Manager FAAE E

RO LABE BT E VB AWS FAB CA EENRAPKEIREFNEAMSFEHA, EHNERIER
#., BREHE , URNENLAESHR., KERXARSHTFNR. WFEBER AWS FAF CA , F2[ AWS
Private Certificate Authority {# &/,

(@ Note
BELZELAHEEREIHELERR  EMTEHETACMERE A,

ES]
- EHMABE (F#48)
- EHAABRE (CLI)

R AR (H24)

1. B A AWS BB F# A W fEhttps://console.aws.amazon.com/acm/ZR P HABACMEZE A,
2. #IF Certificate Manager
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AWS Certificate Manager EAEES
3. EBELEEHNBENER.

4. B Export (EH).

5. BAYEBILESRNBHESE.

(® Note
BARBRER , SULMER # $ % UANEMASCIF T,

6. ig]% rEﬂEPEMFﬁﬁ%J o
7. BULUERE. BRENMNEZESBERIIZERTD , SASEEBEE Export to afile (BEHFIE

),
8. EEZHK.
FE H FAAERFE (CLI)

£ H export-certificate " TELHLEBBNILE LMW, FITH TR , ELXEAEETEMER. ATENE
2 FEAERFEESSENEMZBEERERERY , AR EBEMHERREMEHRTE, EFHL
BERBEBEEREGSRBEILED , I IEHMAESRAREIREESE.

(@ Note
BERMBBNERTBUTERELGER. EAMRNTARARELNZRESR !

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

THEH ST HELjgEERPEMER,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]
$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
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ERAEER

--passphrase fileb://path-to-passphrase-file \

| jg -r '"\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

IEE#H base64 fRiIKA PEM-EXBE , AT S BERENNEZNLEEER , T HES R

o

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4,/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy

Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

HRHH—YIEERER

$ aws acm export-certificate \

g > EEMSRMINE LRE&EHIF , LEETIRR,

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt

FE B
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S BEEA AWS Certificate Manager

BR T BESRSSL/AR MMM TLSE E AWS Certificate Manager (ACM) , &7 LAE A S&1E LA BV B
AWS, ZBHREESEEM  —RRAZLCRKREEREHIMEBEREEN (CA) WEE , I=AK/EN
ERARABEZRTHFESEACMBITHRE.

B A EANBRAEEMAER AWS EERIRFACM, BEANBENEFELNERHANER
MEACM , BE—EBEENHII : ACMTAEANBRREHMZEENEN.

BRENEANEE , SAURBIREERENESHEE  ARFHRACMEEFEA., LEFESRE
BRNEBKEHE Amazon EIREH (ARN), HE , BHAUEALHTNEE. EAUEAEGHEHE
HEBNZEBE , BLH - REA—E

/A Important

FEEEEREASRHENBHAN , WESEBHIEN. BLUERH Amazon E
CloudWatch vents 1£ [E ARV RFEENAS BB EEE A , URELILER. WEFHEA
BE{E A Amazon EventBridge.

T
r:

FHIEREACMEB R EER , LIELEANERE. ETREM Elastic Load Balancing & 5 F#88+
FEAMEBNEE AWS EBER K B4 EKEREALEFRAEENESREED. Z2EHE Amazon AR
7 CloudFront , A ERBREEAZBRI HEEEILE) BiE, MEFHEEN , F2EZERE,

WFENMAEBEEANMEBEEAACM , FSHRTIEE, MREEEABIEREINEE , F2H BE
FEA B

S
. EAACMBRM SRIEH
. AREANBEASMER
. EABE

. EFEASR

[E AACMZR & HY S5 3R R 4+

BERBERFEESSLUTLSBEEAACM , BELARRKREUBERELNETR, FEEAHFHZENE
HAWS BREREENM (CA) , LEX/ AT BRENALEER/NLRAER, ENBELERELEBERAR
FREY PR R4
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HAEEANERR , BXLEEERBREEEEZINSB AN, ACMEEUTE X (FEEPHAPIZ
)

« RSA{ZRSA_10247T
« RSA{ZJT RSA_2048

RSAfZJt RSA_3072

RSAfZJt RSA_4096
ECDSAZEC_prime256v1+7fJT
ECDSAfZJt EC_secp384rl

- ECDSAf#JT EC_secp521rl

SRR B AT HEAER !

73

ACMEESXRBRAAFAZIENEEENSRANREEREEB . #1201, CloudFront EXX&E
1024 {u T, 2048 L TTRSARSA. 3072 fu uMHEE X E##R 256 U T EIMRSA , i " Application
Load Balancers BIXEMBAARNERE. ACMUEFMEN , FSREAERARBRIZR A X,

- BEMERSSL/TLSX.509 £ 3 EH. CHETES L HER. BN TEMEHARE (FQDN) = IP

fuslk , IR BITERVHEBEN.

BEUUHEEENLESRETEE , IHAKE CANMLESREE, ELARHETEIB 5KB
(5,120 fEfLThl) WA E S| , BAARME,

- MRBEEH CARKE K MEEFRMUBRER , AIZREELER PEM —coded.

BEEEABRLARN,. SEELZEBRRARVBREBINNBHREANERE. NotBefore BEMNLZ
SENHERE B HMNE SR BN NotAfter ML,

- MALENBEME (BR. RESWMANBFE) HLHEB PEM —coded #wil. L& DER — i®i%

WM EEEHER. WEFAREANSS  F2E AREANEGENSRE,

EREHN (EFEN) BEE , BFLHFBKeyUsageZExtendedKeyUsageBlItER ( MRBEIERE T
FERETNEANEES ).

AWS CloudFormation 3% 4% /% 5% [ AACM,

AREANBENE®/EN

ACMERZEDRIEARE. BEELENIAZS® WRENFE) , YAPEMER B EE THETH
B, PEMREREBAEEBE, KPEMEXBEARKTERE. BEEXR, BEHEENS8, PEM—
format BERMWHEBEIERZ A .pem , EFRFE,
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® Note

AWS TREANBREPEMERSHMEBI RN LOAER, THEHHNFE — KX FImEEFR
HETEENEE, NREEESHTEEMNER (HlNBBEXHENNIZIERE ) , TR
FEARENBERIE  FISSLA Opens

THHPIRAZBANEREN, MRE-ERPFHBASETM4 , 5F (DO) ERAXFRESRSEMH
FREZEER, FIE K IRETERGFEEPEMERFNEMFT , IREEM[MITRMA —HZE
i, AIRE. BREGILETRIEEN.

Example 1. PEM— #m i /& 5%

Example 2. PEM— #w 5B & &2

BEEOES—IZEERE. BUUEAXFwRES. Windows B copy EH , = Linux cat % , #
BRERBPEABIE, BELEKFRE , FEARREERNITL—ERE. UREANLERRE B
REBEEHBEE. UTHFAIE=ZARE A6 ELNEBEETEEESHEDRE.

/A Important
TERENBEERIBEHE,
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Example 3. PEM— #RTSHI FASR

X.509 % 3 IRBEEALNEEWMEEE, B X509 BELBREBRE , CEEEXERAREYNLSE/
NATRBVVBEENERUIAD. LEERIGENBRAERF, ELAKBBHNLEERRE
EEABEREELEER, SRLARKRNE, THEFBETRSALEER.

T— A& AR T PEM —coded MBI HRMZE SR, BEEUSRNAAME , TS E22H
Efl, MRTFESHER  FEEABERHERRZZIEEACMBER.

EPNE

B ERABNTIENERE (Lm0 BEEERFRMAERMNEE) EAZ ACM AWS
Management Console , % AWS CLI , 5t ACMAPI. T %I &R 83 an{a] 5 F§ AWS Management
Console M AWS CLI, fEEUTALTEBERENEFAWS BITETELREENEEA,

/A Important
BERNBEREEZLANE EAACMBRFE I FBRME.

£

- BA (EEB)
. ¥ 0O (AWS CLI)

[EA (E2R)

T 5 Hl R & an{a £ A AWS Management Console.

E AR MRS 1.0 44



AWS Certificate Manager EREEmR

1. §AfEhtips://console.aws.amazon.com/acm/R P BIRKACMER, MREREE —IXFERHACM ,
21X AWS Certificate ManageriEBEIRFH TH "HBRHER. &,

2. 1Z$E Import a certificate (B AEHE).
3. FBHITTIRE

a. YREBHEITE MLIEEANPEMEHESE. FHEMES -----BEGIN

CERTIFICATE----- miEER ----- END CERTIFICATE----- o
b. BRABELZEER , M EBENEPEMER. RNENLEEIR, FAHEES -----BEGIN
PRIVATE KEY----- miERR ----- END PRIVATE KEY----- o

c. (BEM) HRN "BR., H#E  MEPEMERBHNEBFERER.

4. (REMN) FERERTEEEANER K FEE BB, . ERELERGER AWS B, 28
ERECcHEEREN —ERE—EERE. EUNAEARBRREBERIERENER AWS
B

5. REEA,

# O (AWS CLI)

THIE I RE I ER AWS Command Line Interface (AWS CLI). WWEFHRERNT :

- PEMMRIEH BEEMEER ACertificate. pemPWERF,
- PEMiRBH BERESMIEER ACertificateChain. pemfIERH,
- KBPEMBBHNANZILFZSREFEERANERSP, PrivateKey.pem

%E{E}%U\Tiﬁ{’iﬂ AREREERNRACECHERER Y EEBEN —THRaADT. RHER
R, UTEF S0 TRARMS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

WRmmimport-certificate® i , CEEREEABERN Amazon ERERE (ARN),
BEEANRRE

MBEHCEABRYASHEEMBRELRE AWS B , £ EREIHNEHREAZER , @
RE AWS R BHWREEE ., NFEBEN AWS RIEEERACM |, FSBEEEES ACM,
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EXEAREE , BAUTRE

- BULEERBERAEE B

- BTREBRBEPNAAEREIEERE.

- IRSWABERERYEANBRFEFE , ERTLUMAFTNEMRE , BETEBERREE,

- MREFNERABERERVEANBREPEE , ERAMARNERE  EFRBERATE,
- THREENANNELEBE,

- BELZEENEABRERERERESR.

ES |

EFEA (F£A)

EFHEA (AWS CLI)

EFNEAN (EA)

T %I ga 58 R~ an{al £ AWS Management Console.

1.
2.
3.

$57Ehttps://console.aws.amazon.com/acm/ZR  BARBKACM E#,
EEIEFAEENEANER.

HBUBRR M EABEE , REBIBIZE Reimport certificate (EFEARR) #il, WRERBEBS
BEXRBEEWNHRRRIZRE | FHIRIZ Actions (B1E) IhEEXR LK Reimport certificate (E#TE
ABFE)o

HRBETH  BBLPEMGERHRKRERERE.
HABRARSH B LRBELRSRMEEBRN RMPEMBEILE R,

CEEM) R TRE. i M EPEMERBNERNEGE, BEETSMAEPRBRTINEREE
U —ENZERRE , ARBREE. NMREEANBIEREBERN , RAIEERRNE,

BEARRENEN. WREIEEMER , FFEEF Reimport (EFEA).

S EA (AWS CLI)

Ty figE R an{a £ A AWS Command Line Interface (AWS CLI). BLEFIHREZT :

- PEMiRIEH BEEMEER ACertificate. pemPERF,
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- PEMiRIEH BREHEEREER ACertificateChain. pemfIERH,
. (ERFAABE) RBPEMBHENANZILZSREMEERANERSP, PrivateKey.pem
- BHBEEEHEAARNNEE,

EEFATIES , BEACECHERERBNBMARNRERER , ARE—TEBERWAES. AF
EEE  UTEHETEDITHRINS NS,

(® Note
EEREMEARRE , BL4AEEBFEARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MRimport-certificate® Il , EEEEEEH Amazon EFAE (ARN),

5| EEB R ERE AWS Certificate Manager

A L MEREEACMEI S AWS CLI LB HAEENBHEACM, 248U E—EBEEF I HZE
500 EREE , ZZ A %ICLIE 1000 EFEE,

EAEZEE I HBE

1. TEBBACMZEE & https://console.aws.amazon.com/acm/.

2. REABRRBENNEN. LUUERAELANEREZRERAA<HRAE, SERRBELA—
3|, RFERRSEESEBEERTSIM

- BEEE — RRNTEBEEHEEE (FQDN),

- Type (R ) - BEERH, WHEES : Amazon issued ( Amazon BE1T) | Private ( #A5) |
Imported ( EEA)

- Status (REE) - BEAMEE, TEEES : Pending validation (FEERE) | Issued (317) | Inactive (FE/E
FA=) | Expired (2iBHA) | Revoked (2 #8) | Failed (% B) | Validation timed out (B8 & k)
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- FAH? —ACM BEREE AWS R , 5130 Elastic Load Balancing = CloudFront. thE R A2
No (&) = Yes (&)

« BRENE — SERAULERILE JE‘?ACME%QEJJ?TO A[EE{E A : Eligible ((F&E1&) | Ineligible
(FHFEERK), MEERKRA A F2HE SEENERFEELN AWS Certificate Manager.

BEREFRAALANRERT , EULETERLERNERRE. BEERERATNRITTA,
BRBEREMERAMM, 7TANBERMCNOT

- Additional domain names (Hftt{BiEH) - BEF I EN —JZBERIEE (ZBAIA).

o ERKFE — ACM EREBHVEFR,

* Issued at (BE1THF[E) - BITRJ|HEE, LHEFEERAR Amazon BITHEBE , TEAREANE
Fo

* Not before (£ EFR) - BEERNEFE,

« Not after (R EFE) — BFE XA ERE,

- Revoked at (i85 /) - CHBERIFABEREE,

« Name tag (BHBER) - ILEFE L Name (B1B) EBNE WREERAEBMNE).

 Renewal status (8fIR5E) - FTERBRENVNME., REEERENE , KBTI EERIE
B{E. THEMEZS : Pending automatic renewal (%5 EHE)#&%)) | Pending validation (F1FE ) |
Success (R IHAE#Y) | Failure (REEREY),

(® Note

BENENSEAREERNESISENTAH. FEIEE , BRERSE 72 MHRR
B, I B AARERAERRTHNEOEF.

Page size (EHEA/)) RS ESEESEIZEAER LBRENEBRYE.
METAREFMEANEZENR , 528 ®1E AWS Certificate Manager BFE 15,

EEMEMA AWS CLI

A list BEHSHIHENACMERER | M T HBHIFF -

$ aws acm list-certificates --max-items 10

o TEERELATRATHNUNER !
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{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
},...
]
}

k78R , REEE EHAkeyTypesRSA_1024FHRSA_2048EEFEL —AEEMBNER. EEEF
FEHNEMRE GINEBESRIFIEATREEELR VLA NEE) , BRETIHEHFTRY --
includes 28, WBHRLEEH EREBEBNNE,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

4R AWS Certificate Manager BE 15

&l AMEAACMEZFEIBEL AWS CLI BB B BRENFHAPEER,
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EEZAEPREBRRFMAES

1. BIRXEACMIZEA | {uhttps://console.aws.amazon.com/acm/ABREHNEE. BuLERAALA
NEBEZREEEACHEEE,

2. EEHETRMIBENFMPEER | 5BIZ Certificate ID ( BEEINE). EESEHER , ERT5
B

- Certificate status ( BFEARRE)
« I|dentifier ( 3 BIAF) - BIEH 32 LT+ SHEALME — R B S

« ARN— Amazon ¥R &% (ARN) £RE
arn:aws:acm:Region:444455556666:certificate/certificate_1ID

- FR — FAIACMBENEESEA, A8E{EA : Amazon Issued (Amazon 2 #17T) | Private
(RAF) | Imported (EEA), MFEFMEN , 552 B "AWS Certificate Manager 2 BBE 1 .
FERFAABFE AWS Certificate Managery = " # B EA AWS Certificate Manager.
- Status ( AREE) - BFEAMRE, TWEEESA : Pending validation (15 EBRE) | Issued (&1T) |
Inactive (3E#EF A1) | Expired (2i8HA) | Revoked (2 #$8) | Failed (% &) | Validation timed

out (BRFREF)
» Detailed status ( FFAHAREE) - BITHE A BRI B HAEKH
- A

- MBE — BEATEMEEEE (FQDN),

« Status ( AREE) - MIHERFEARRE., TEEEA : Pending validation (FEERF) | Revoked (2 #$8)
| Failed (% B)) | Validation timed out (B2 33&B%¥) | Success (B )

- FHER
- EAFP? — BREREGHE AWS ZEEXRETENER B | &
- WEEE — BENE —ETEMEEE (FQDN),
« Number of additional names ( Htt ZEBHEE) - BRERN BRI EBHE
- Serial number ( FF5%) - ‘REH 16 LTl +EMFIHR
- NESREN - ELEERBNBHREBEEL
- Signature algorithm (ZREEE ) - AR #EEBERIBNBBHREZEE L.
- AHEEMERH — XEEFEESHCBRNACMESBKAEE
- Requested at ( FF3RR) - B HFERH B AR EFRE
- Issued at ( B{THH) - WEA , 17T A B R EFE
wiEEREfdported at ( EBA) - @A , EAR B AR KR A 1050
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* Not before ( £ HFME) - RREBHEFRSA
« Not after ( KM EFRE) - BFELVBE B AR EHE

« Renewal eIigibiIity (BHE) - ATEEMEA : Eligible (RFEE )| Ineligible (RIS EK) WFE
ERKRA  F2E ZEENEBEEN AWS Certificate Manager,
« Renewal status (BAIAREE) - FATERBREONME. REEERENE KRV TSERY

BHEE, TREMNES : Pending automatic renewal (5B E#%Y) | Pending validation (£
B8 %) | Success (FIh#8#Y) | Failure (RBEEY)

® Note
BERENEEIREFERNSTFEXTH, FERIBE , BEEREE 72/ F
‘R , WAL ARERRERRITRENREF.

- CA— #ZARNH CA
. Tags (%)
- R5|E
- &
« Validation state (BREAREE) - INRBEA , ATEEEWT -
 Pending (7€) - E@EREEH M ARTRo
- Validation timed out (B2 REF) - FRNBIBORE , BEEATUEEZFER.
- B — BREANMAPKIZZEERZENERE , TEERE.

FERARREEFMEER AWS CLI

HEFREREAREE AWS CLI UERBREFMER , TS TR

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

o TEERELATRATHNUNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
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"CertificateTransparencylLoggingPreference": "ENABLED"
I
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"OoID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"O0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
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"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "example.com",
"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,

"Subject": "CN=example.com"

iR EE R B HE AWS Certificate Manager

B AEAAACMIZFI B E AWS CLI SABRBRE .

/A Important

o SRECEMIBRE A A ETEEANACMEBE AWS . EERBRERATHNERRE , BHLALBEKE
BEEB, ERMEMAEH SCLIMBRETHE.

- MIBRAANBRIREHE (CA) BITHERRY CA REIAXE. L EED CAKRE  EFH

EMERAL, WEFMEEF , FSEMBRENFAA CA AWS Private Certificate Authority
AEEmE.

EREEAMRER

1. TEBBACMZE#E & https://console.aws.amazon.com/acm/.

2. ERTREYP , EEUBACMERIZEIIAG R , REZEZEMER,

BRB WR7< 1.0 53


https://docs.aws.amazon.com/privateca/latest/userguide/PCADeleteCA.html
https://console.aws.amazon.com/acm/

AWS Certificate Manager EREEmR

® Note

RIEHFFBFENSAME , CFESKNBREVREBEEZVINETR, SAUMEAENERE=
AEREBEIEF, SHALERAA LANERESRERERCERE,

= ZMBREFE AWS CLI

£ H delete-certificate A= RMBREE , WA THTAIR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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S EEWNBEEL AWS Certificate Manager

ACMAIEHYEn B EHAISSL/TLSHEERHUAERR . ERKE , ACMBEBENENES (MR
CEHEEFADNSERE ) , AECKEINNROEREIEFHHEN, EERERHHLERIENLE
ACMBE R

RETIEE  BRASBBBENVNER

- ELIGIBLEZNREE S —{E+EE3 AWS BR¥ , 540 Elastic Load Balancing 3 CloudFront.
- ELIGIBLEXNR B #1175 LIXEHREH,

- ELIGIBLEMMRERBEBFAARTHWIAERHEE , ACMRequestCertificate AP R 1% & H = 88 55 — & Ba B
AWS BR7%,

- ELIGBLENREREZEBEETZERTHAERE , AREH S HEHEMREMEEIN AWS R
- NOTELIGIBLEmMNRE 2BIBFAAZTHWFIEREE AWS FAF CA IssueCertificate API.

- NOTELIGIBLEZEEE A,

« NOTELIGIBLEXIR Ei8H1,

A AR R AT EE R LA EE B AR/ Punycode EK :

1. LA "<character><character>--" & X 5 S8 {9 #8135 & BB AL B LB "xn--",
2. B "xn--" BEEMMEEREBE SN EARE RN E B LERERE,

Punycode il

BiEEE R R RFF EE

#1 #2
example, ¢ N/A i3 v A LA "<character><character>--" Fi 88
om
a--exampl N/A 113 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A = v LA "<character><character>--" Fi 88
ple.com
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https://www.icann.org/resources/pages/idn-2012-02-25-en
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BEEB R R nFF  EE
#1 #2
XN--Xyz.com = = v BERNERBEERE (BT A/.com)
Xn--examp = = X FTREMNBEIRLEEEE
le.com
ab--examp 5 B X WAL "xn--" BHER
le.com

ACMABRT BEEF , BEM Amazon EREM (ARN) BRETE, 54, ACM BRAEFHER, MR
FLEZEMEEEEEBHNER AWS BEEd , SESEHMLEBLEN.

FE&E

- EIACMLARFE

« FAAFEEEH AWS Certificate Manager

- BEBRFNEOME

BEIACML HBE

BOISEBEN L RELEBRER , AWS Certificate Manager ER B FEBAERITAMEE, EFEIBDNSEFE
FEFEMHRIERRELE, BREENE  ACMEEALEXNEZENHER A ERENBIELNEEE,
THEEHERTBNEFES —ERHEBEENE R,

ES |
- ERENREELN DNS
- EFBARFENEEEN

SRR AV EEK DNS
HRBIEADNSHBERTHACMER , SEMITRES ABILW.
HEEIHART 60 K , ACMME L T AT -

- BEBBIER AWS R,
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« A XLEACMZHAIDNSCNAMERE % ( BEM - ERERZE —@ ) MEELATEIBLHEDNS
.

MRFEELHN , FACMZEECERENRAEBA FHBE

ACMEi% AWS Health £ B B B B R B RV =45 Amazon EventBridge 4 (Hl4n
R AFIECAARL), ELETEHSEIBHF 45 X, 30 K, 15K, 7K, 3 XM 1 XEZE, MEFHME

# , FZBAmazon ¥ 9 EventBridge X #& ACM,

EFBHERENEEREYD

ACMBRENAMHAAS 13 @A (395 X), B BEZEMEEFERIMITE . ACMEREZIHIE 45 X
MEXBOBAZRAEARMNE 7B, BANISMEREEE WTUE-TETRNVER. B
HAAHNEER , SUMEERN S NACMETENEBEARN,

NEERRBEFHBHWFEMEN , F28 TAWS Certificate Manager EFERF 1 -

HERBNALERRGT A RCEREETHMN , F2H BEL AWS Certificate Manager EE 5
%

Az o

EMEERIETHHN

ERERBRFAPIREETBHRE 2% (FBSBAWS Certificate Manager EEERFE) , BT LAfE
F AWS Certificate Manager APIZSRACMEIAE B RF E F AR B UETRRBEN. CEEUTE
RET LB E -

- BEARERBERER T EFEH4HBRACME.

- BHBRENEOREASTERRE. NFFEYEBEEORENFEET A F2R0 REBENED

AR
- BRABIRKTIACMEZLBRETNRABARITTHHAL.

EERTEFHBHREINBEZVEREFZRFEEN T EMResendValidationEmailig, ACMAPI |
BT LATE AWS CLI , 5\ AWS SDKs, ACMA# XA E 7+ B4 ZI8EM BRI, B LIfEE AWS CLI £
BIE2Sh{E A AWS CloudShell TE X B[R,

ERACMEF B REREETFHHAS (E£8)

1. #TB AWS Certificate Manager 2%l & #Ehttps://console.aws.amazon.com/acm/ZR &,
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2. EEZERIBIENEZE D,
3. EEEMBExREETFEHH.

ERACME M {E* A5 5 EE T HH (ACMAPI)

FEA P M ResendValidationEmailfEEACMAPI, fllt—3R | FEEER. SEFHHRBNMEE , UK
EEEZNAEERTEE FEHNMAE. ARNTENGFERT MAMEE—% AWS CLI, LHEfEZ5HR
TR FHESANE.

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

TN EMEH AWS Certificate Manager

ACMHFAA CA EEBHEBRE AWS AE CANEZEEBENINE®R, BEAREENACMERETRRE , A
EREFTIPKIZERT., RREEEEAFREAEHETZEEEN ERRERERBERIR K M2

MfEE.

® Note

REMFEHAACMER A S HRequestCertificate BIEEUS 1 R E T ACMAPIE BT S EEE
M, EIZFEBMNFEE AWS FAF CA FEAMIssueCertificateEifE AWS FA%H CA APITHEE
ACM,

EXEERIMIMAE 60 X& , ACMEABERETEN. EEEFHIELNLZENER (FIMERA
HEHBERDLE), FF A RERERARenewCertificate B E R HIBETACMAPI, M FERFIEHIH
Java BFEHI , F2H BEOEE.

R, BRTHEF-—ESARBRBEZRYE

- MRBEFHEACMESREMEER , AINEEFSRRERRE , MAZFTEENANEFIHE,

- MRBFAREACMEESK KB , IFSEXFENBESREL Y ZREETHNEFE. BALUF
B ITIELEE , A LA AWS Health , Amazon EventBridge 1 AWS Lambdafl FFfR. MEE
MER  F2E BEHEHENEE
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B B fE LB BRE

THRFREGEFFRAR , I EETAEPKIBERACMEDELAERE, LEIRASKERERA
METRELACM ; EHR  BEMLARKEHBRREL,

EEERATELEDLERRELER

1. BATF#EF AWS Lambda FZ A E1F , B MREMFUACME HRY Lambda BIEIAPI,

a. EY Lambda H#,

b. AEHWEEE Lambda HITAE , YA FTIEEBRMARE. WEASEBFEWY
W ExportCertificate B , B FREFERNBHIER , AERERNEENLZ B
ACMAPI,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"

}

£ Amazon 2715 8] EventBridge AMEEACMEBEEH , WS RIZ| Lambda B EEF LR
Lambda B %, ACME A AWS Health 8 XEHENRIRRFHSREEH. WEELBEHFH
B3 , 528 "/ Personal Health Dashboard #Z#REE ( PHD ) |

MATIEHERRERER R

"source": [
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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AWS Certificate Manager EREEmR

1,

"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]

.
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. HEEBRERRLFBHREBIEUTHENOERF.

AELEPKIRENZEERM

&R LAEAACMAPIE AWS CLI FEIRIESACMEBRN TERENER, EK , LA LEIHACME
BN BRI BB EN.

(® Note
BRI BN E LN BRVENER AWS FAH CA.

EEREATRAPIBESHCLIG TR , SACMERENBE. WREWKD , BACMEHMEE AR
APIE RN ERFPRER . MRBHHEACMES X RIEIHEEEH , AISMBEFEE , ILE Amazon
E CloudWatch vents FEAE#HEH., MRBEHOEAK , EACMERERLBRRSEEBE. (BUUER
describe-certificate i H, ) MRBERBBESREDE , ZNEEXTRELLFHREINENE

iR L.

/A Important

A TEMERN AWS F08 CA BREBFACM , BXAFXREACMBRIEERER , TaEHTIE
. MFFMER , F2HAEBEETBRIERIEACM,

EEZFEAFEBRER (AWS CLI)
1. £ renew-certificate o RKEHILEEHEE.
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aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

2. A%, describe-certificate S B RERBENBHNFMEACEH .

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EBHAABZEL (ACMAPI)

«  EiXERenewCertificate3R , IEEEZBHYIARNKFAATE . A% M HADescribeCertificate/EX R
BENBHFMRERCERH,

BREBENBEOMRE

ELEHENBRRER S EREFHEENPACMRBHRETREEAMN. BALUER AWS Certificate
Manager #24| & #5IACMAPI&# AWS CLI , 5 AWS Health Dashboard SA ZACMIE K EHIHR
B, MREFEAETEE , AWS CLIS#E ACMAPI , BHNAREATUE THMETRENRERE2—. MR
&5 AWS Health Dashboard.

FEBBEN

ACMEEERHEDREBITHNREARE., WFEFEEF , F2RECRENMEEY DNS, £F
REUGE — S B1E.

FERE

ACMEZEBRBBBIN — RS ERLEE. CLARNDERDELBHEE  SUBRTE
@, NREBNEREIBARTEE  BERRANETIHYE  ACMRSERLETBAHRN
ERERHTRE, NREEADNSRE | BREUEESHDNSESEE | L BEWERNEER
i,

Success (B Ih)

BRINAERIASBHSCBRE , YACMENBRE. EFRIE-TEE,
R

—NZERFEBAREBEIHRE , BACMRBBNERE. BAINERFNEE,
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ERAEER

MRBRES —EBFERE , AIEERERE AWS IR% , a0 Elastic Load Balancing
CloudFront , ¥ , MR EABITHLAXEMZEREEH,

® Note

BIRENBEARFREBIRES RS, FHRBEE , BOEXREE 72 MNEFRRE

ﬁﬂyﬁﬁﬁtﬁ%ﬁ%ﬁzro WMERED BB nﬁ/ﬁﬁﬁFﬂﬂf%%E‘}:o

F&E

- BREMNRE (EER)
- BEME (API)
- BEME (CLI)

- /] Personal Health Dashboard #Z k& ( PHD )

BERE (X2A)
TR HRMAEAACMER A RREACMBR B RAE.

1. #TB AWS Certificate Manager 12 %l & #Ehttps://console.aws.amazon.com/acm/ZR &,
2. REABRFURKHFMWENR.

™
&

3. 7 Details (F$#1E ) EEXH K E| Renewal Status (BHIREE), MREREFEME | RRACMIE

ABBUHBRNZEEEIERF,

BEARRE (API)
1N 3% SR BA 404AT 85 A DescribeCertificate EMEM = AREER Java &4l |
BREAMRRE (CLI)

Ty €I g R IMACMIAI A AWS Command Line Interface (AWS CLI).

3
¢
an
B
r%
Cef

k=10]]
k
o

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

EEEF |, 55E%E RenewalStatus WIUAWE, MERELIEEFETkLRenewalStatusfz , X
ACMiE RS BREN S EBRENER,
BEMRE (EEAH) IR 1.0 62
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{# F Personal Health Dashboard B & AREE ( PHD )

ACME R EIHAF 60 X BEBHBETENACMEBE. WRACMELZBBHETENERE , cE8BRER
EHBAEEBEN AWS Health Dashboard BEIEAA& 45 X, 30 kX, 15X, 7k, 3 X1 X,
LBAEEEREITE., ATtk AWS Health Dashboard 28 —28% AWS Health fR#. EAFAEER
E, MESRFPRBREFVTAEAEETRIA. WEFMENR , 528 AWS Health F£AEIER,

® Note

ACMSEBNENSHBEARAPHDRERTNE -S4, SEABNHESER—EEXN , E
ORI A L,

ZEFH AWS Health Dashboard:

1. & A AWS Health Dashboard #Ehttps://phd.aws.amazon.com/phd/ZR#& # /.
2. i##E Eventlog (BB

3. £ Filter by tags or attributes (K2 & = B EFE) 1#F Service (BRT).

4. JEIZF Certificate Manager,

5 EEEH.

6. 1E Event category (5#4%57l) i#$#F Scheduled Change (FEEHEE),

7. EBEEA.
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Tag AWS Certificate Manager resources

EBEETLUISREACMEBRENEZER, SEEBETISREE, BALIER AWS Certificate Manager
#%l%& , AWS Command Line Interface (AWS CLI) , SREFTACMAPIIE, BRFLBRACMBRIER.,
B LURIBEEACMER A FERNESR,

BANBUNFEERNBIIER. fl, BZAUEAEnvironment = ProdHEEKK
BEnvironment = BetaitZ{BEACMBACME , LIS EEHEARBERE, UTEELEY
B A BT RBAVEEF

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hih AWS EREXIFER. Bt , EULUEMHEERERETRER , MEHEREEHE.
Flan | B LAig iR —EEE , fliWebsite = example.comACMERE, EHFES , UEKAR
example.com LMY H &R,

ES ]
- BRHEIRH
- EEER

BEHBR
T 51 B2 1588 R AACM B R -

- BEACMBENZRHE LRA 50,

- EBRSBNRELRA 127 BF T,

- EBENRELRA 255 BFt.

- ERBHEZES KPE.
Blaws : MRE#H AWS &£A ; BEEMA, FEIMRSB/EFES/NERaws: . UFHENE
Haws : TEET ALK tags-per-resource EL&Eo

. BEGEESERENEREAETEBEL  BRE , THBBTHEEATTEAR. B2
S BA T BREIRTS .

RER W< 1.0 64



AWS Certificate Manager EREEmR

« ACMBEEZERT 1 HMN AWS Management Console#y Resource Groups F1ZE & #RmIERS .

BN —RES AWS BRIES , F2H (BERAWS HR.

BERER

A LAMEAEE. FEMNMBRESR AWS BEEXEE | AWS Command Line Interface , 3 AWS
Certificate Manager API.

SBER (XA

B LAE A AWS Management Console JA#738, MIBRZRELEE, S UEREPERES,
MEER

EA TSR FREAACMER & FIEER,

HEBMEEERE (XEA)

1. & A AWS Management Console 3] AWS Certificate Manager %% & fEhttps://
console.aws.amazon.com/acm/ZR &,

2. HELREETHNREZRESTE,

3. HEFHMEAERP , ATHHE Tags (BH).

4. E#F Edit (fW¥E) , ARIEEFE Add Tag (FTEER).
5. AEBWALBANE.

6. EE Save (A7)

fHBRIZEE

EATHREFREAACMEZE A MBRER.
REBRRER (E2£5)

1. & A AWS Management Console 3B AWS Certificate Manager 12l & fEhttps:/
console.aws.amazon.com/acm/ZR &,

2. HEERZERMKRNERNEBESRETR,
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3. EFMEFAERD @ TEBE Tags (BE).

4. EBERE

5. HEEREMBRNVERS , RE X
6. EIF Save (ﬁﬁ)o

IR

EATIREFREAACMEZAREER.
mERR (E128)

1. & A AWS Management Console 3 $T B AWS Certificate Manager ##l & #Ehttps:/
console.aws.amazon.com/acm/ZR#&,

2. ELEFENEBEZSBRETHE,

3. EFMEFAERD , A TEEHE Tags (BK).
4. EERE.

5. BUEBRESFNERSRNE,

6. IEE Save (EF)o

EHPERER

EATIEFEACMEZENEHERER,
LRBETER (E128)

1. & A AWS Management Console ¥ AWS Certificate Manager 2| & fEhttps://
console.aws.amazon.com/acm/ZR#&,

2. EBEEFEAEALANERET
&
BECELUWETRHERR,
3. HERELMBETHERS  EEEITR.

EEER (CLI)

ASRTIEE , BRENAERRIE, 5 HAMMEREE AWS CLI

nl‘ﬂ

EEER (CLI) W< 1.0 66
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACMAPI)
FHSBTHEE , BENAEATE. JILAMBRERAPL

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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fRI&EES ACM

AWS Certificate Manager Z#FHRBZH AWS ki, BEELZELBHWACMBERZNIAZRE
AWS A CA BEEEELN AWS ERNRUREARERF.

(® Note

NEACMBR AL EEERZIFEE Enclave B9 Amazon EC2 #{TEE L , BEELZHIH
f2 Amazon #1T{EEE . EC2MNEEAREHEZE Nitro Enclave B Amazon EC2 #1T{E#E L X EB
VB RRSRAFAER , FSRHERE | &£ Amazon Linux 2 £ R EKLAMPHIEE Al BR 25 3 2
2 : £/ Amazon Linux Z&KLAMPHEE A fREg. AMI

ACMTIIRBXERBRE :
Elastic Load Balancing

Elastic Load Balancing & B E8/#EANEARERNRE S B EIZ @ Amazon EC2 #iTEE. ©E&HE

AEERETENBTEE Y REEFRAETEERERFNHTER  E2EERETEN

HITEBEWKE B L, Elastic Load Balancing @ HBERHEEERENER , LOEEANRE, W
FERFPHWHEMENR , 5528 Elastic Load Balancing 1 & 5.

—RME , ATHEBESSL/RMZLRABTLS , ERTHB[FZTEEAHFLHIFRARE Amazon EC2 #
1T1E88 2% SSL/TLSE® ., ACMEE Elastic Load Balancing B4 |, AIiE B HF#E L BACME
F. MEFMERN , BSEE L Application Load Balancer,

Amazon CloudFront

Amazon CloudFront 2 —%& Web fR# , AIZEBR LK HFEREELNRAR , IMROKKRERAE
DEBEMNBE Web RBANERE., EFHEEREIRERELNARE CloudFront , 2HEE A &K
HERMFKEEENERNVE, ERARSURURERERTAR. MRABFEOAXEE ,
i MB) CloudFront &i%, MRABB B A EXEE , BREBINAZKRABRIRH Amazon S3 7
ZETB8 X Web fAlfR25 CloudFront BN AR . MEBRIMFFME CloudFront , 5528 Amazon
CloudFront FiZ& A B35,

ZEFEBSSL/EMELZLHWARBTLS , CloudFront EE 7% CloudFront 2T XENABKE LR
H#SSL/TLSEF . ACMEEE S CloudFront LATE 3 1ThR LB CloudFront EACMERE ., WMEFHFMAE
A, E2EHUSSSL/TLSEH,
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® Note
HEEPHEAACMERE CloudFront , BAAEXBIRER (MHERILER) EEPAFREAR
o

Amazon Cognito

Amazon Cognito B&H Web MITEBEARRNREME 2 BE. RENEHAEEE, £AETUE
EFEREN AWS IRE BIFSERBE =7 ( i Facebook , Amazon , A HER ), WEHE
Amazon Cognito BVFFMEM , 552 [E (Amazon Cognito B ASIEFE) .

B 1848 Cognito FAEEEREAMEA Amazon CloudFront X8 , CloudFront FJAEEMEACM
BRURESTEENZS, FEEBRT , B8 , BXELBREZINESBE , CloudFront A%
= HEMIBRRTE

AWS Elastic Beanstalk

Elastic Beanstalk AJt# B R EEBEN EERAREN AWS EFRF LB OHTELEAEANERSE
#, AWS Elastic Beanstalk [RIXEBREHMME, BRELEEARE |, Elastic Beanstalk A& B H
REREME, EHTHE. ERVNEARENEMEREBERNWME ., Elastic Beanstalk £/ Elastic
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Organizations , AWS Organizations ® — AR 7 HEMEFEEEEEREE AWS 1IRF WS ENR
%, MREHAEBPOIFTEIIEE , R SUEIREEFIBER (SCPs) ERAEEAINAAERSF. SCP
PBRERERFFERNGT , SRS HEERE AWS IRFIRFEAE, WFE Organizations M MIFFMAEFA
SCPs , 2B AWS Organizations { fEA&ERE) I IRFEEHIBER,

- EREHBEK (RCPs) - RCPs R A LA AREERFHERKAAAFFIISONMNER K MEFE
B EHE 2B EERIAMBBER, RCP REIKERFHPERNTT , XJEFESINEN
A, S AWS IRFIRFEAE , BEREMASEBERENMER ., W Organizations M KFFHERA
RCPs , @& AWS fR#& X & WBEERCPs , 552/ AWS Organizations £ & 155 Y & R HI
%€ (RCPs).

. T/EMRBRER - TEERBEE—EEREER , S EZEBREEANARELACHBISEH
ENERTERER , MASBEE,. MEETERBRNTITERCAERACHN I P EBERMIE
PEERBURMIRE, STt IRBEEREBE. MEEERRTHNARIEBNSBETX AN WEHF
HEF , FF2E IAM EREERTHN TERBEE,

ZEBRER

HEZERRERERIFRE  HEREANAUSEREM. EMBELIER, B2 7HMNMTAWS £
BREBRRBEFRERTAMGER , F2H AM EAEERMPHNEBCRMEEE.

AWS Certificate Manager {1 5E F 1AM

EEEH IAM EEY WERBZAIACM |, Bk 7 HRELIAMITgE n] B2 #£ B A ACM,

IAM & 0] LUFS B f52 F 9 ZhBE AWS Certificate Manager

IAM Zh&g ACM X &
R AHE 2
BRAHE &
BUREI =
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IAM ZhEE ACM &
BERGZSI# (REEE) =

ACLs B

ABAC ( BURHFHIER ) BB
FRETH =
REAE )
REERZAE =

EERATHR ACMMEM AWS RIS A B KRS BIAMINEEMER |, F2E IAM ERBIERFH AWS
BRFEIAM,

BRAR ACM B & 25 BBUR
XESSBEBE B

L5 AERNBERRETLUEREE S 2 WISONFFRIBERX M |, flmAMERE, E£RAEBESA
B, EEBRAEH S EMERG TREBLERNTHLEDFE, FETHNMELSOEBER |, B
ZRIAM ( EREER) PHEAFEFZERRERBIAMET A,

£/ IAM 2 BEBER | B IEEARIEBNBENER , UREMERG T RAFSREEEE. &
BEESIEBRPEETIRE  RACSEEAZEENCERAENAG. BE THETUEISONBEERSF
ERANMAERE , F2H IAM E£AEEETHNIAMISONBETEZE,

ACM Ky & 7 B BUR 2 651

ZERIE ACM B9 RBEEHH
ACM AN EREBEE
TESRARE B

3
¢

B W5 o B BURE | AWS Certificate Manager,
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BEREHRRCEZIERISONNEER /. BREBERNEFSIEIAME SEFEBEM Amazon S3
BEIFBER. EXEEREBRNERES , RBEES U ERCREFHEEE RN FIER,
HRMMBENER , BRREEREEN TR I UHZERNTHBEUREMERS T HTHIE .
BYAEEREBRPEETE, ZXATUNEREIRE, £AE, A6, BESSOERAER AWS R
%o

EERMABIRFEN , BUNEEEHMIRFANAMAEIIRFS IAM BR  MANERAERBENE

FtA. MEBIRFEREEREBR , AREUFEBRN —%. EZRANERURA RN ER

AWS tRF , EERFHNIAMEES XA AR TERIARR (FRERAC ) FREFRNFA. HE
B S5 BBRERIERRBET T, T8, MIREREBRREAMERFINEIRETEFR , EF
RAREFNNSG S HBR, MEFMAEF  F2HIAM (EREER) FHNBIRFEERFEIAM,

BRAR ACM B BERE

XERRBE: B

EEEWLER AWS JSON BERRIEEH T UAFRAR, tWHi2R , BMEEBE M BERA T o E 4
BEEIRIAITHLEF,

JSON BURMY ActiontEBRBABE AT LA R A RIEEBR P IO EE. BXRBFRER EHEAEB
AWS APIREMRBEIN BB, B—LHIAMRR , SIS ERTAPHIRENERT TEE, bE —LEXE
ERRPHNZEEF, ELBENNBERIBREE.

HREERABERE TUTHBBEENFTT.

MEEE ACM BENEBE |, F2EB (RERESE) P8 (AWS Certificate ManagerEE &/ E)
B o

ACM RV BURBIMFEREBIMECRIERANTFE :

acm

EREE-RAXNTEEZEEFE , FRERD R,

"Action": [
"acm:actionl",
"acm:action2"

]
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EERR ACM B0 BBUEREH | B 0 & o B BKE ] AWS Certificate Manager,
ACM KR &R
TEHKRER : &

3
¢

EEE A LUER AWS JSON BURRIEEH AU ERAR, WH2HR , BMEERE A BT oAt
EEREIT LB F,

Resource JSON R TEZERE BMEERANYH. AN HABEE Resource = NotResource Jt
E, BEEBRMERHE Amazon Resource Name (ARN) EEEE R, S U H T EREERERNE
E (BAERBRETT) RIEEM.

HRAIXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource'": "*"

EEEFEACMERELENH BEARNs |, B2HRERESEZHRN EZHER AWS Certificate
Manager, ZE TS AEAMLEBERIEEZEERARNY |, F2HE EHMENE AWS Certificate
Manager.

= E2MmE ACM B RBEREH
ACM HYBURIR#F 3R 5| 82
XEBRBEERRRG SR . 2

EEEWLUER AWS JSON BERRIFEEH T AFRAR, 2R , MEZBE M BEES T o AH 4
& REITHL B F,

E
W

B # 5 o B BURE S AWS Certificate Manager,

Condition st (= Condition E#) AJFEEIEEFPRAR X ERW KRS, Condition TRZEMAIE
H. BAIUBUFRARTEEFHREEEN BINERSIR) , REHBEHNERGEMBRPVE,

HERERBNPIEESZME Condition 3k , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRIFFTE M. WREA/E—RUHRSIREESEE , SEMEEBORRE AWS F1E
Rt BAFEMBHKEGS , T ERERRANFT,

FBHA U EEEGREREARENEEE., W, ZAUREFAEERE IAM FAEEBERR ,
HENERNFFAR T IAM E£RE, NEFAEF , F2EIAM (EREER) PHIAMEETT
% BENER,
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AWS X ELERG R BMBRBFERMRSIR, EEEEME AWS £EIRFRSI#
BIIAM ( EREERE) PHAWS 2R ABR5IE,

T
*

MEEE ACM RHZESIRBNBE , F20 (RBERESZE) B AWS Certificate Managerf %
5, BETHREVUERARESH|NBENER , 520 EEMWEE AWS Certificate Manager,

EEWE ACM 5o R BERES |, 5F2H 15 2 B BUEEE 5] AWS Certificate Manager.

ACLs Ay ACM
XEACLs : &

TFEUZHIEE (ACLs) 5L ER (IRFRE, EAEIHAR ) EAFMERNFT. ACLs EEl
RUERAERVEER , AT ERISONBERIHER.

ABAC HIfX & ACM
X ABAC ( BERHPHER ) : &f2

B R FHUES] (ABAC) R—ERIBEBMERT AN RERE. £ 7 AWS , EEBUHBARER. &7
LS EREEZIAVER (EREHAR ) NS AWS B, RLERNERE NE—FHABAC,
RE , LI LEGETABACHR , EXBNERTSMMAEEFICER LIERE RFHRF,

ABAC ABITRIREKERNIRE , YEPREEBRERSEERNENR.

MERBERILFIEFE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys {RG %58 , THENFRETESF , RUEBEA.

NRBBEXESEEREENLH=BRGR  NEZBBMS , EA Yes. NRBBEIERELER
REHEN SN =EFkG® , AEA Partial,

M WHAETABAC , BSMIAM ( EAEER) hHERABACERERHT. EERRAERE
2 SBOHBREABAC , HSWIAM ( (£FEIER) o fEfAE IR ERIZE (ABAC),

16 R AR B ACM B EL £ A
XEEREE =

ELEARREAEBNBEAR , L AWS R BREE. NRFHEEF , S HEHLE AWS R £H
[REEEAER , BF2EIAM ( EAEERM) PHAWS BFH £/ IAM .

mMRE AWS Management Console EAEAEB BN BB UANEMEEEA | AIgEAEREA
BR, flan, B8 AWS FRATMNE—&FA (SSO) EEEN K , ZEFESEHEIBEREAER,
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BELEAESSBATRA  AEYRACE  CEEDREVERER. NEURAGHIEER
BSHAM (EREER) THREASVRIIAMAS (EBE).

&I LAMER AWS CLI 5 FBIERVIRRFEAER AWS APl, A& , B UEABEHFEAERRE
HAWS, AWS EZLBHEELRHEAER K MAREARMEFRER,. NFHFEER , F2R +
HEREZEEAIAMES,

ACM HY 55 BR 7 & RE RE PR
TIEER AT EREL (FAS) : 2

HEEA AMERERABE RHTHER AWS , LEHRASEA, SLEARE BB 47
SSTBE , ARMBTERBHN0S — @B, FASRERTU WEFEAZT AWS B , ks
R AWS I RUBROER, FASREERBREER , BERLM AWS B % SFE
BARERRE , TRRLBR, ELERT  GUAREWTEMBEBENT T, NEREFASHRE
WEEFMAT, , FEMELER TR,

ACM R At
TEREAR &

BHACRIAMBBEEINAE® , TRAKREHTEE. IAM EES TR IAM RZEIL., &AM ERR
BAG, WEFAESA  F2HEIAM (EREER) PRNELABLUET I ZikiG AWS R,

/A Warning

PEFRBACNIFIEAREEEACM WREHBREME. RA ACM REIEEIR | T iREBRE
At

ACM WIRIEEE A E
RERKEEAE 2

BHREFACRERE NWRBACKEE AWS . BETURBEAKREITEFNAR. BHER
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NFEBVREERBERHCHNFMER , F2HEAWS EA BRBIAM, EREFSHEY P
ERBEEACWMPN Yes, BERER , IRESRBHNRBEEZ AR,
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19 & o B BUR €5 45] AWS Certificate Manager

RIBFERR , FAENACGTERBIADIIE KR ACM ERWER, Mt &EFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 5 R#ITIERE AWS APl, EERFFERHEYA
FERBTEENGTT , IAMEESTLEY IAM BR, A% , EEETMUBAMBENEZAER £
RAERUREAL,

BETHRMAERELHEIBRIXARELUAME 5 SERHNISONBER |, F2EH IAM E£REREREF
MEIVIAMBER (E#8).

WE MERBENEREENFMEEFACM , BFEARNSBEEREEN KX , B2ERBERES
EH WEME. ERANEHRSIE AWS Certificate Managers

ES ]

- BRREER

- £/ ACM £25&

- AFHEAEREMM B CHETT
- JIHBE

- HEEUBE

- EABE

- MIBREE

HRREER

BOoEBREHEHSRFINEBASREAINEY., FHEMER ACM BiR, ELBEREEREN
AWS IRFELXBM. BB IRES 2 BBRE |, BE8RETHEAREREHE !

- FRIEER AWS SEBRRAE BRI REERTT - EERBRFTRTENCERAENTERR  FEH
BT R TS EREARGIN AWS REBK., ©ATELN REMA AWS IRF, RAIZREESR
BERERARM AWS HEFZERR , WE—FRDFFA, NFEFHEER , F2RIAM ( E£AEE
) FHAWS ZEBER AWS EHhEEN ZEHE.

- ERAREERT - EAEA IAM BEREREFAR , AERTHUTEBMENGTT. KERILE
By, BALERERERG T TUEBEERRINEE  SEELBAKEERT. WFEA IAM
ERFFUNFMER , F2HIAM ( E£AERER) PRBEMFFIIAM,

. FERIAMBISE T A S — SRS - A SUS RIS | RHEBENERNZ,
It , BARBRE RIS AR RBLAER @ESSL, NEEBRE LARBDE , 4
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th AT LAGE A R4 SRR F R BURIS B e RO REFR AWS BR7S |, flZ0 AWS CloudFormation, & 4HE
7, A2EIAM ( EAEERM) FHIAMISONBERITE - &,

« f£/ IAM Access Analyzer BB BRIIAMBUR | SAFERZ £ B IIRERT AT — IAM Access Analyzer &
BRMNFRENBER , FBERASIAMBUREES (JSON) MIAMBEE. IAMAccess Analyzer
RMEEIE 100 AERBENMATTHESR , MHBERERLBERANBE. WFEHAENR , F2
BEIAM ( EAEIER) PR IAM Access Analyzer B8 BUR .

- FEZEERRT (MFA) - NMREEFE IAMERES BEAENERD AWS tRF |, FBBRL MFA 2L
EBSENANREeM, BEEETFUAPHREMFARER , FEMFARGFBELNBE. WEFHEE
#, F2EIAM ( £AEER) PHEHA Z2£APIFFERMFA,

WE FREBBNFEEAIAM , F2HEIAM ( £RAERERE) PTHNZEHKEEBIAM,
£/A ACM £#£8&

= EFH AWS Certificate Manager 124 , B BHEE —HRIEH T, BELEFUSLEARFED HME
R PACMBRMEMEER AWS IRF, RERBYLBEAKBEHITEBRKNE2EBE , HIHRE
EZHRNER (FAERAR) MS , TRARELMEERE,

HREH AWS CLI St ETHIMNERE |, EFFEAFREER AT AWS APl it , JRFF
FHEEERHIITAPINREEFNEF,

ATRAEAENACNHATUER ACMEREA |, BFE ACM
AWSCertificateManagerReadOnly AWS SEBFEZEIER., WEFMENR , F2HEIAM (&£
AEER) PHFEFIRERE.

AFFERERAMMAE ST

LtEEflE REMMREYBER |, 5 IAM ERAERREEIGMAEAES T NABRRZERR, K
ROEEEEE LTRUBFNETT , NEA AWS CLI = AR KR H XN TR UL BENFFIT AWS
APl,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

&5 B E I W7 1.0 86


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Certificate Manager

ERAEER

5 B
ST BSR A SR AE A & B L P WR S R VPR ACM B

"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

(® Note

ACM BB 4B E(HIEFA , F 8 IRTE Elastic Load Balancing 1 CloudFront £# &,
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W EUR

BUFBUR AT A & B ES E R ACM B,

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

UTHRUREAEEABRE.

il BRI ==

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

AT BERTZEERAEMBRISEN ACM B,

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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ACM API 557 : BifERIERZ&E

EXREFIEHLRETEES IAM EFRERACHTIEERR , TAFANTRERASE., &
B E— W25 HSE AWS Certificate Manager API #&4E, &I LAEBUERM Action TEFIEES
£, HEMMIRBHMERR -

BT LAE ACM BURAER IAM BUR TRERKEMRMS. METENBE , F20 IAM EREEREF
KA &R,

(® Note

BRIEEHE , FEARE AP BESBN acm: F& (6

W, acm:RequestCertificate),

ACM API| {EZREZFF T

ACM API 1%

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

MEFFTE (API 24E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| FFar& %
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ERAEER

ACM API 1%

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

MEEFT (API 21E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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ACM API {E2 DEEFA] (API 18R1E) &R
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

AWS Certificate Manager B9 AWS ZE X

AWS ZEBRZEH AWS EUMEENBIUMREK. AWS ZEBRNFRAERATZEREARMEMSR
ATE, MR A AR BT ERIGERE, FHENAE,

AARCiE , AWS ZEBRTRTEREBRECARIINKEERT , RRAEMAIHMAE AWS FF
£H. BMEBLEREARIEBNESETICR , MEE—-FSRDFFA,

FEEE N AWS SERRPERNFA. MR AWS B AWS ZEBRIPEBRNFA , ENEXE
BREENMEERE D (EAE. HFANAR), EHEETN AWS R A AP RERTHRSR
RIEEAE , AWS RATREEEHH AWS REHK,

MEFHMET , F208 (IAM FHEIE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
access_policies_managed-vs-inline.html#aws-managed-policiesF #J AWS ZEBK,

AWSCertificateManagerReadOnly
LEBREM ACM BEMBEFIUE , REAFHIR, 5HREE ACM BE,

{
"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

1,

"Resource":"*"
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EEETEASPREL AWS ZEBUER |, 8811 https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly.,

AWSCertificateManagerFullAccess

L BERREHIE ACM BIMEMEIRA TR FIER.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]
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}

EEEFESPREL AWS SEBER |, 8l https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

AWS ZEBRMW ACM EFIER

WA E ACM BIHER AWS SEHRRESELURNEMNFMES. UFEFRLEESENEDHRE ,
A1 B ACM XS 40 8% HHER RSS X,

3

g8y HR =p:

A AWSCertificateMana FRUALL AWSCertif 2021 £3 A3 H
gerReadOnly BUK#ii8 icateManagerReadOn

GetAccountConfigur ly BRBEISHFY

ation XI&E, GetAccountConfigur

ation API BERIEFT,

ACM RiRiEHtEE ACM RmEHHE AWS SE 2021 3 A3 H
RWRE,

£ FH = fF & ACM

AWS Certificate Manager £ AWS Identity and Access Management (IAM) PR #1783 Z R FEXAY 1%
HrEm. ERIAMERRISRFEES RAl (SCP) AV iRH €88 , B UBEUFESHEABENNBEER,

® Note

HEACMIRHEE AWS £iEF & | Hlilaws:Principal Arn(i—SREGEFAERAR
B E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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ERAEER

X BN R ACM

ACMAPMEZ R X B0V R4

R

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

#i51 1

X EHACMAPIfES

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

: BR&IEREE 5%

BT{EM arn:aws:iam:

Type

& (EMAIL, DNS)

ArrayOfString

F&

FER

(ENABLED. DISABLED)

ARN

A UTHREEEFERETHHRE I EEENTBREFR.

iR

RIRACMER 7E 73 7% B
BER

BIBACMER 18

% R

BIFACMEZ IREE E

FMANEFRER

BRIBACMEBEEHE

ALk R SR E R E

\I/
Z

RIBERPWEER
BENEEACMER

:123456789012:role/AllowedEmailValidation BE&EENFER2

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
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https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
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ERAEER

"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam
AllowedEmailValidation"]
}

P2 BhEEAF T
THRASEEEAEAEAF TARNFACMERER,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.

g5l 3 : BREIBFRAE

THRRAESEBHE RUT IR 2 BEEMHACMBREER * . amazonaws.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {

::123456789012:ro0le/

com
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"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

BERAE - SRE/BEN FHEE, EBERASAFSERSNEEL —ERAEBRANER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

g5l 4 : BREIREIEER X

Sl
i

THRASFERGE S , EStringNotLike AFF#EH ECDSA 384 bit (EC_secp384rl) &8
EERNEF.

=4

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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ERAEER

}

THRASERGFEESMStringLike MBRAF UL |, P ILEEARSASIEZE ZHPACMERH

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
}
}
}
}

g5l 5 : BREIBRREHRS

THRAUARAFEARHENLEBIREEN (PCA) ERIMEBFEARN,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"

}
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}

WWEREA acm: CertificateAuthority &4 : ERFF Amazon EERK R LN L BETEERE
Ko ARNASBEREEMNREATalsefF IEHFAABENERPCA,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"

}

FERAREEZAE (SLR) ACM

AWS Certificate Manager £/ AWS Identity and Access Management ( IAM ) fR#EHEEE A G | LUK
ARG CARITHIAEREEHETHHXENS —ERF AWS Resource Access Manager, BR#
EfEAE (SLR) REEEFZEACMBRKEHNIAMA R, SLRsHBELEZACMI TSR T ILEMATEN
FRERER AWS RRERHEN R,

RAGTLFBHNBLENERIRETEHDHBIEEE , RILRESLREBEMACMES ., ACMEET
CHERSIR , RIFZHEEE , BARACMEREZAC, ERNERIFEEEFRIMERFRA , M
H e RR R B L Y hn 2R H AIAME R,

MEEMXERBNABEFSLRs , F20 AWS EANEKRY  IAMIEREEELSCRTSKER
(2] WERF. BEF [B], LHEER MR RENSLRERF M.

SLRFEPR ACM
ACMBEFASLRE &K Amazon Certificate Manager fRI A @R,

AWSServiceRoleForCertificateManager SLR{EE T 5 RIEREZAE
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¢ dCm.amazonaws.com

ACERFRAUAFACMEEERNERTR T 5B

« B1E : acm-pca:IssueCertificate, acm-pca:GetCertificate on™"

BYAREERSBERFIAVER (FINERE, HERAG) BV, REIMBRSLR. WFFHMBEF
A2RIAMERERERNRBER AR,

/A Important
ACMAREEIRER , vEEHELNIRFFRESLREE. NMRENIRF EREMRE
fyiam:GetRoleACMSLREER , RIEBY v RTEFAREE R, SLRUREEHE | AL
RENRFEEESAEEEREiam: GetRole#RACM , AR YIRS B2 ACM-managed %
BEZE I BAH, AwWSCertificateManagerFullAccess

BV HSLRRA ACM

BREEFEHRIESLRFEACMA. EEACMAEER AWS Management Console , % AWS CLI , 2t AWS
APl , ACMAEE—IRSLRAZBHEN 5 —ERFRAIEFAA CA AWS RAM HEENWERE,

MREBIAL , HHACMEEZH B ENIRF RESLRIFE |, AR TGRS AR T LT HEEE
fR: AWS #oE CAFE, EFEMESLRIEZE | BMATURITERE , BACMEEHARBEH , &
FHBEHMEE. NEFEEA , F2RACMEBIERE A BIME () SLR.

/A Important

MRSLREEEA L ABHXEDRENEMRBPTHENME , EFEFHREENIRE . 1L
A, MRETE 2017 F£ 1 B 1 BZRFEARACMERE , BEECHBEXIERKSLRs , BEEH
R S HACMEBIE X AWSServiceRoleForCertificateManager £, EERARR , FSERN
IAMIRF R HIRFTAE.

MREMBRESLR , RRFEBRAETC , MAUUERNTE-FE

- EIAMEEZEF | BE (AR, [BAAE’] [Certificate Manager] ,
LA CertificateManagerServiceRolePolicyfE A R 2L F A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

AWS Certificate Manager EREEmR

- fEFIAMAPICreateServiceLinkedRoleE ¥ FERY AWS CLI 55 = create-service-linked-role , SLR
Facm.amazonaws.comfRIE BB,

WEFMEF , F2RIAMEREEFNELRBEEA S,

#REESLRAY ACM

ACMT 7 55 84w 8 AWSServiceRoleForCertificateManager [RIEBERE AR, BIZESLR , BELE
FAGHER K RASEERTHSSREAR, B2  SUAFAREACHERIAM, MEFMAE
A, BE2RIAVMERERPNREREEEAER,

I BRSLRAY ACM

BB E T EEME AWSServiceRoleForCertificateManager SLR. Ri8 , & LAFEHIAMEE & F Sl
BRAE , AWS CLI = AWS APl, NFEFHEENR , F2RIAMERERETHRBREEEEAE,

TERME ACM SLRs

ACMX%#SLRsTEFIE B EEAACMA AWS #48 CA RA AN, MFEFMENR , F2H AWS EiF
MR o

B & B [Ei5 & 5 Support F ACM
EBIREP (HEF EEEILEB) us-east-1 =
BRI (Hx%E) us-east-2 =
EEIFEER (A e s 1L ER) us-west-1 =
EE L (M) us-west-2 =
ZKREHE (ZE) ap-south-1 =
I AEE (KBR) ap-northeast-3 =
DAEE (H) ap-northeast-2 =
T A B (BTN ap-southeast-1 g
DXRESE (BHR) ap-southeast-2 =
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EiE &8 B & 2 Support 1 ACM
EAREHE RR) ap-northeast-1 =
&K (FER) ca-central-1 =
BN CER=E) eu-central-1 B
BUM (BRER 1) eu-central-2 =3
BN (ZFEHE) eu-west-1 b3
BN (fR3X) eu-west-2 b3
BN (E2R) eu-west-3 b3
EEM (BRE) sa-east-1 =
AWS GovCloud (3Bl 7 2h) us-gov-west-1 =
AWS GovCloud (EZBIXR %) & us-gov-east-1 =

¥t AWS Certificate Manager & 2 fMZEUE T FER2 B

R ERAUTERARGEEZENEEER ACM M IAM FERLERNE REE.
£ |

- BARERRE , T1B%E ACM PETEE

- BRERE DFEREFE ACM

- REHEHIT iam : PassRole

- REEAF UAHAS AWS IRF FEEMHACME R

RARERE , TEE ACM FHITEIME
MREBBIER  EACKREREHTHE  CHBRELEEN , AFERTBE

EmateojacksonAMEAEERFER R ERBRIBEENy -example-widget ERMWFMER |, B
BRBEEMacm: GetWidgetFF Al by , B84 TSI HIEER,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFNWEHR , LFFEM acm: GetWidget EEFE my-
example-widget BiR.

MREFEWE , FHEEN AWS EEE, ENEESRHENEZERE,
HERE PFHEREBE ACM
MREWBLERER | R ACMEL PKI EEEERERR , APy LA B Bk B KRB

IAMEREERER £#£4 , CADENYVARIEESHEA RENBARBRBER , SRETHIEH

i“i“

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EEEERT , FAEEEBETEEEMIHENFRNEFNRLEFER. RELEFREEEFENEE ,
REFEAEFRINERE,

REES T iam : PassRole

MREWBNER , EHNEREREFIT iam: PassRole BIF , BNBERLEEH , AT LEABEER
#& ACM,

BE AWS B# AIREEREACEEGZRE K MAREVFNBEACIRBEELE, NFH
THER L ARERACEEEZRBAIFT .

T EHIEEEREER A marymajor BV IAM EAEEHFERAEEAE ACM RHTEIMER L, B
2, BEERREEEREACKR FHET. Mary REACEEEZRENETT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WX AES , AFFMEIIT iam: PassRole Bk,

MREFEWE , FHEEN AWS EEE, ENEESRHENEZRE,
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REIZ AT UAHAE AWS IRF FERFEHACMEIR

BUNRY—EAE  BEMKRFHINEREIEEBATNASFIENER, BT UIEEZ R
LEEANHENEXAR., BSRXEEREBERHFIURFEE (ACLs) IRES , BT LUERAELBHRR
BT AEFRENERER,

MEE-FTH K F2EUTRE

- BETHR ACM BEXZEELINGE , 528 AWS Certificate Manager 211a A 1AM,

- EETHRNMAESE AWS IRF HEN ERBERMUTEE , F28IAM ( FAEER) 1 AWS Ik
F EEHENS —BERPREIAMEREFIE,

- EETHRIMTEERNFIERMGBE=7 AWS IRFE |, B2HIAM ( FAEER) PHNREMEFEIE
BE=H AWS IRF #A,

- EETHRIMNSEBHE 2 REMEIE , F2EIAM ( FAEER) PHREEFIERIINTEREN
FHE (BE59 ).

- FETHREAACNEREARRETEIRFFIRCENEZR , F28IAM ( FAEER) THEIR
FEREFEIAM,

B HE7E AWS Certificate Manager

FREAE AWS £ RE# R ERE AWS BEEMTAERS. AWS BERHEZES HERBHAERTA
B, WLREE, SWEENSERERPIEAEER, BBTHES , £7 R RRENER
EANERNE ZUABESCcEHEDREBEMASRENE. TAESNTRAY, REERINEREE
B, BRE-HZEENFUNERERFEES.

WMEBEMN AWS BN FEE |, 5520 AWS £ BRE/R L,

Hi £ #%Z £ AWS Certificate Manager

ERFEERRT , AWS Certificate Manager Z F|{RE AWS £kiffigL 2, BREE AWS T2 REH
mfa AWS REEEERE L F2 AWS EnRLs:, BEERTEN AWS FHEREBZ S M REMEN
RE K BE2RTEMIRPNERZEE AWS RERIFIES,

EER AWS ERMARAPIFIYLUEACMIBRRFE, ERERSAZIETIESR

- BELZ2M (TLS), RMFE TLS 1.2 AR TLS 1.3,

- BEARXREIERE () NBREN , FI (ST EIE-HESPFS ) SIDHE ( #5E i 4R TdE JE-5
B2 ). ECOHERR R (W Java 7 MEFRAR) AL EXZEELEN,
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RTFENCFHHE ACM

ARMAEAFIER ID MEAMEEARBOBZRFNER/REE, NEGTUER AWS

Security Token Service (AWS STS) , AELXAREZEERNERZEEAER,

MREAFBEHECEE , AIFEURNFRFTHFNER AWS 274 AWS Management Console, X Ed
EXFRTEFIEN S RBRAERNERAERE AWS.

BERBAEMHEENRTFEUE ,

HR1EE & EERNRFTFER
2

ANES

(EIAME 788 B O EENE
R#&)

IAM

IAM

ARIEE TSI H A —{ERIE,

e

ERRREAERNREZRE
_tan-I-g-R AWS CL| AWS
SDKs , =z AWS APIs.

ERRREAERNREZRE
_tnln-l-g—k AWS CL| AWS
SDKs , 2 AWS APIs.

(TEZRER)
ERARPRREREZREARE
Z5R AWS CLI, AWS SDKs ,
= AWS APIs.

By

AR EECRANNEATRME
EIJJ:EI /—F]: 'ﬂEo

- B AWS CLI , FF2 R
B AWS CLI EEF A AWS
IAM Identity Center FR
# AWS Command Line
Interface FA B8/,

« A AWS SDKs, TEH
AWS APIs , 2 RIAME 5
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ARG EEANNETRME
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RAEAIAMEFREEITR
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RFEXLFEHE ACM
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MECHEFTERXRTEFR 3 By
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ERERE) B (BEE
IAMAIAME W ZELE8) .

BEEX

RIEHRCER W5 B R E AR EZR AWS Certificate Manager (AWS Certificate Manager ) EE¥. AT
REMERBRIBEIACMEFNERCRAER,

FE
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* AWS CloudFormation
- BEEB
- HEEERE
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- BUBGEABEERELHKIBE
- BARR AWS CloudTrail

W&k BBk o bR

EBERPEARFEBRS RREGREAUERFEBRTFIERE. BENEERRRFEEAANBER

ETRNRE S, ﬂﬂi‘”ﬂ}fﬁﬁﬁﬂlﬁﬁﬁ%& B, ATLLEIBIER RIS Mkms : CreateGrant B)ERIR

HEACNEEE, ESRFIKRFHIBLEAGTLUESBREEERR. NEEHREINET , /R
MIMEE Eﬁgﬂﬁq:'ﬂ'ﬁﬁﬁﬂﬁ AWS KMS ##) AWS Key Management Service FiZ A B15/.,

WMREBEFBHENEG , MARBRHkms: CreateGrantkiRFHIFERA , B UFEA kms:
EncryptionContext &4 &£ #@BRkms :CreateGrant B ERE., FEEarn:aws:acmBER5|E | UK
ARNERFEINE, THE5RSMELEFERABERE , EAFEHMER.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c07b197"
}
}

AWS CloudFormation

[ AWS CloudFormation & A] LA T #8i8 AWS BREFHMWER. AWS CloudFormation A% A&
BAEREELER. AWS CloudFormation AJLA#FE Elastic Load Balancing, Amazon 1 Amazon
CloudFront APl FEBACME X ENER, MEFHMEF , F2ERBEES ACM,

WMREFE A AWS CloudFormation ZERRZBV FMRZERFIIRE K BEETEATEIRER

MV EBNACMBE, EEMESREASENBELSE. WEFHEF A F2HOE. Rz, BY
—EREFEARASCZBEEBNERAZTAERE, fli, MREEREIERRAKREMEN
BB BBACME , 0 <version>.service.example.com, MEREVE—BERFTEH
<*>_service.example.com, HEEHEXRHPITEEHFTB/FE AWS CloudFormation AR EIZREHIA
ARE,

BHRIE (AREBASSLENE) R—ERF , SUlEEABRXFEACRBEBRR I , HE=H
REMEKEH X509 BRILHEWEER  MEBIEE. At , BRAEFEABEEREBSSL/
TLSEEHRE, HENSSLREEFERRBRREEN (CA) BREBLE CABRE (MRBHFE)
REEXFEBRIRETHNERE. ESSERERIREERIMNBE. Rz , ENEREXTUEBRER
mEMRBR  URTABRABEZEE MAGERBRENEMAHMEBEETNER, EAIUERE
B EREMNBENLHAERTEZRAEN. BARNBANES —RERD EHETEEER
ot {8
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/A Warning

EMERENEREITEIHRACMER . ACMHZ EENERFEL AWS Certificate
Manager{T7£ Amazon B HSSL/TLSEEEN 2R B BEFT. BEEEHMBR , BACMELER
BN BE-FARE key pair. MREHWERARRNEINHEACMERE , A RREAFN L ARESBIERER
RIFERAEN e L ER DB AESE,

MREREBBER , ATEETSEBREARENERIENAE
- BEEHCHWEEEA , ACMRRBENEARNEZEZEANEE, ACMAFEERBDEMEAN
B

- MREFEANRLEEE  FREAEXTRIFMAETAN Amazon REBE., MREEANERLE
BE  FRENERREXINES CA RERE.

A8 1 B 5

£ Amazon BEREEN (CA) AJLLAEAPELETEREZA , AWS Certificate Manager (ACM) 44
ARBLEEIRHEEBRPIEENFIERE., SUUERAETBHRYITHREDONS. WEFMEE
# , 52 B AWS Certificate Manager DNSE&E M AWS Certificate Manager EEERE

g REE A

BEERBAACMBRFTREABBRAEET, ke  BL4AERETHNRSESBEERFHRE. 6
w, MRENBERELEAAESEE A MAFENENEESERE , ILAEANERSEBHENS
o NMEEAEMHER A LLERIVRFPIHTERIABBNAEE 2B ARKEBRRENS
.

NREEAETFHHRE  FEHHSERESRIZEs HRIEETHNH  ELHEP 1 HLFAET72E
PREAFIT, B, EFRAAERSEBEFRER , £FRIZE 40 EREALS , ELHEHP 5 HHA
72 @BNRART. BEBRRERFNRIGSBRERN , tREFBHRENIMEENSETFt
B 1L 58 A0

MRIEKFADNSERRE |, AIXARECEREBNERER A —EXDNSEC#H. FQRDNACMEEIAEEZ A
ALk, HEREEHERE  LYHRECHEREK. MEKKEESERERRFEE. £ LR
B NMREEREAAEFESEBNER  AIXLFAEILADNSERL K. RMIERERTEEADNSR
o
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HYH 6 A B 78 & B B Ao 8k Zh g

/A Important
ORI BB EREUEBRERER S , FAUFRREREN BB RN A F ik
HEANAESLHEHNEE. T8, BRI ESCHBNBERBAE (SCT). REHT
) CA AT LA B SCTH AR,

B 2018 £ 4 A 30 A , Google Chrome T BEERICHKETLSBEEHEiL &P 2ASSLIRRE.
H it , #2018 &£ 4 A 24 AR , Amazon CA RSB BB NENRTIELMELE B
BRELEREELBIR, NEFHEEN K F2EBREHELHK.

AHEELFRFRRIENRRRADHT , EETURETEEHT. EEMNERREESERS
HMEBLESENEE. fl, CRABEIHEIZBERABERBEEFETLHENASEREEE
Ao LI, EHEARBRRHNIARBMNERNBUENERE,

EEARIFEREZRHEAERFHE , BEABREENoptionsZH AWS CLI v H
mRequestCertificate AP, MREHEERE 2018 F 4 A 24 Az oIHBW , MELEEREE
BT ARCEEBRE | B0 LUE Aupdate-certificate-options1g © 8 UpdateCertificate OptionsAPIYE 2 5&
EERH,

BR 1

- BEAEAETZEARBAEREAERLR,
- BREABNWHCRREBEZIBECHENE K BERBRBYE 60 X, MRARBBELRR , UFEE
A HRAR

BRELHREELZXAFTBR. ERXREMIUERTIEEN. MREEPFBRSIUHRKE AR EE
ZEiH , IERIBENG , TERHEE., UREEVNRHEEE , RMABRRERTHER.

LA T &350 ;R 88 4] F request-certificate Sp S E BN BRBEAREERE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LiRtE 2 HATBEARNG,
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{

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

}

MRZBEREERE  LEFLFEEETHMFEHRLE TR , 5B Hupdate-certificate-options{EF. It
wETEERE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

BHIEX AWS CloudTrail

FIREA 2 8l , 38 5EBARK CloudTrail 528%ThBEACM. CloudTrail R BE# BE 4 AWS BB REEL
SEERERHEITERE AWS APIFEILIRIIIRS | SIEAPIEB AWS BB X4 , AWS SDKs , % AWS
Command Line InterfaceMIE S#& BI# Amazon Web Services, &t o] LAz Bl BF AL 49 {6 F & TR 5
ACMAPIs, FFILEIFRR IP izt , AR PP S AR RER . B SLERZ CloudTrail & EEARIXAPL,
AZNESEBHEER, BEEHRMNME , UREHRAEESHMAER CloudTrail AW
No MEHMER , BFSBRELEMECH, §I CloudTrail #£E £ AWS Certificate ManagerF & &
ACMEBNEEE B Bt
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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EEfR M52 8% AWS Certificate Manager

ELiR R 4EE A AWS R R EM, WM AWS Certificate Manager MIXBEN EEZ 5, BEZK
AWS fERARNFTES I WEERERN , UEERESHHERFRREITELE,

THEBEERA I BEEAN AWS EREZETEACM,

FE

- {#8 Amazon EventBridge

« CloudTrail ## £ /8 AWS Certificate Manager
- XEM CloudWatch 15E

£/ Amazon EventBridge

IEAILAE A Amazon EventBridge ( 5tE14 CloudWatch Events ) R B E{LIEH AWS BRF |, I
BEEERKEY , fINEARXTALBEREREE., 2 EAN AWS RESHACME L
EventBridge J& FEIBFRY 5 R4 E Amazon, B AFERASH4REZBE , 2F AWS Lambda &
2. AWS Batch T4, Amazon SNSEBEMEMFZ EER. MBFHMEF , FSBTER Amazon
EventBridge ?

*E
+ Amazon ¥ #9 EventBridge X & ACM
* 7 EventBridge /A Amazon #&Z B{E ACM

Amazon ¥ 9 EventBridge X ACM
AREBEY| H IR Amazon ZEACMEYHERIZE 4 EventBridge.
ACM BEEIOBHEH

ACM fEiBHEART 45 KBt , EEEFMEERTERE (28, RENEAN ) NEEBHEH, BLUE
Fi ACM PutAccountConfiguration#y Ej 2 5 Itk B RAPI

ACM EEBRBHRTHEKREENEN , EEAN SR EECBHZIENBTNEFREAN , U
WRbE, MEFMEA , F2EETEARE. SUUEABPEHRBEHEL , BEBERETE
A ACM, MEMEH BELAIEH] AWS Lambda , 5528 1£ EventBridge £/ Amazon #5%% E1E
ACM,
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ACM BREZIBHEHERTIER.

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM BFEIBHISEH

EFALRRBLES , MEERFPACMETHLAERLEBRBHRKREMM. BREREHTE
AREANSRE A ST EARTHEENERNZERSE .

ACM BRBHNEHERTIER,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
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ERAEER

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM BREATHEH

EFAUERLES  UEEZEEN A AFIAERIITHEABKIIEN. BHESERERT. BY

NMEAREM, ERLEERE, — B, NEEEFBFTREENBZIEEH,

ACM Certificate Available B4 E B T 54,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

ACM Certificate Renewal Action Required =4

(® Note
BRANVDFELESHTEAREANERE .
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EEULEREILES  WEELARDNEFBFERT BN BERWIE R, flM, REFHE
ACMT L BHBRECAAN S , EBBBNEBHR 456 RAMEACM , SRMILENH. WRREK
WEAEFEE , FE 30X, 15K, 3 XM 1 X, AEIKRNFFEE. BRBY , IBEFALBHS
BHERAILACM , E—FSEHEN. EEANERISRM—EEHF,

ACM Certificate Renewal Action Required E4E 8 T 5,

{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}

AWS EEARREEH

AWS B HFEBNERNACMBRRELEERESH. WEEFREBNERNET , B2E ZEEN
BB AWS Certificate Manager,

BERESHEEMERRTESE !

- BB BTHLERER.
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- BFAARNBMESTRETROE. EWRRINEESTBHAINERS HHREEFBARENE
&), WEFRER. SESHHLETIHP—ESHAR. ABRSETATHAREGENEE

« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, SiBHAENEBH)

« CAA_CHECK_FAILURE ( CAA &R )
« AWS_ACM_RENEWAL_FAILURE (¥, CA HEMNER)

BEMRESHEBIN T, ELLESF , EE4E AWS_ACM_RENEWAL_STATE_CHANGE 4,

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

£ EventBridge £ Amazon #§E 8/E ACM

BT LURIRIE L =42 31 Amazon EventBridge 28| , 3£ Amazon EventBridge 12 & KRR EEE
BB EHERENEE, ANEHRMERE Amazon EventBridge # B f#E REEM EHIEF.

TR

« /A Amazon EIEEH SNS

« £/ Lambda NSO EEH
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£ Amazon EEZEH SNS
ZAEIERBA A% E Amazon SNS EACME A EEiRES 4R EX EAE A,
BERTYEFRREZECE,

% E 2 Amazon EventBridge #8 83 % %% B4k

1. I3 Amazon EventBridge # 8|, MFFMEN , FSRELH ML REHN Amazon
EventBridge #8281,

a. 1£ Amazon EventBridge £ &H# Hhttps://console.aws.amazon.com/events/ , BB Z B4
>KRAEHE , REREERYKRA

£ Create rule (B A A)) EE , i#HE Event Pattern (EHER),

&H¥} Service Name (BRIE B ) , R IVBERIRIE Health (EIEARRE),

$H¥ Event Type (B4 H!) |, 1#$2 Specific Health events (4% EEEARESH).
BERASERE (EREPEE), ACM

BEBEEGHERER (s) , REREE accountNotification,

iZ1Z Any event type code ({EMEHERRE),

i#1Z Any resource (fEAIER).

EESAEREREEST | B L EARENISONER, SEREAREARE AWS BIARE
B4 BEHER,

-~ ® o o T

= @

"source": [
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
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]

}
2. REBE.

EEEERY , BAURFS T UABRASHNREDETRE , 5120 Amazon Simple
Notification Service ( SNS ) , th AJLAi##E Lambda HESEHFEZ BT UHTERB. 0FE
AWS Lambda B €SI , F2E "EA Lambda BENEEEEH.

fEF Lambda BB [E EE 4

W F RE (I H AWS Lambda #8 Amazon EventBridge. £/ Amazon Simple Notification
Service (SNS ) BB , UREFAEHEREME AWS Security Hub , AEEEMLZ BRI T
R,

%7€ Lambda HEMIAMA R

1. B %ERE AWS Identity and Access Management (IAM ) &€ | ¥ EZ Lambda REFTENEH
A, hZEMREERAECEMIMIEEHBEETURBNEE  URRHREXERENFA,
TEREREFEABEREFTHITAZEB AWS B , LEHEEEEEIRFT,

£ BIRUAME 2 & https://console.aws.amazon.com/iam/o

2. fEFJSONBURImERREY THEATERNEE, REESEHCHEZRN AWS IRFFHER.
WMEFHMER , FSEE JSON R5IERLETBUR,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
1,
{

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"
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ERAEER

]I

"Resource": [

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

expiring-certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",
"Resource":"*"

3. BUABYKMBREREXAMAE, UFFHRRIIAMASNEREBRNER ,
AWS RBHN B (FEE).

3
¢
&
1
<t

Ea iR
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4. 7£ BIRX AWS Lambda E12 & https://console.aws.amazon.com/lambda/,

5. B Lambda B, MEFMEN , F2REEAETEEET Lambda HE, R THIZE -

a. 1f Create function (BB ) EME L , 1## Author from scratch ({tSERKRIRE) EIFERKE L
B,

b. EHRBEBWNLPIEERR , HlH0 "handle-expiring-certificates",
c. 1 Runtime (#1THE) FEHEE Python 3.8,

d. &R Change default execution role (BEFERETAE) , RERIEIE se an existing role (£

e. ¢ Existingrole REAR) BEPEELBREEUNAE,
f. BEERIEH,
g. % Function code (HBREXEE) ETHAUTERLS

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3
import os
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from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
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# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
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'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'"Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7£ Environment variables GRIZEE ) KT , i#IF Edit ({REE) WBFUEUTEE,
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(iZF ) EXPIRY_DAYS

EEEXBRRBHBANMERED UIRAEM). LEBERER 46X, BETNUEEH
HIRIE
« (1M ) SNS_TOPIC_ARN

18 Amazon ARNEY SNS, ARN LA arn : aws : sns #RNIZEH R
% . <region>:<account-number>:<topic-name>.

- (1#HA ) SECURITY_HUB_REGION
AWS Security Hub IEEFRIEEFFH . MRZHEEE , FEFEABITH Lambda HEfE

ANES,. IREBEZEERSTHT , ATREESMERRAEBEE—EHPH
Security Hub,

i.  7£ Basic settings (EZZ&E) T , # Timeout (R ) 584 30 ®,
j. FREEMEIERERE Deploy (X&)

TR THRFPNER , URKRERLBERSTR,
BBRTEFBHBHENER

L& , RPIEFEERB Amazon RESHE , ASENKIHNEIRRUE-SFBH
EventBridge, k8% , B RS EBHIE 45 RREENBERACMBEEN, (LLHIBETLEH
ACM PutAccountConfigurationfVIREBETAPI, ) ELXEHHLMER T LB BV EE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B Lambda HBWEREF . (E7TK - 7528 "52E Lambda HEFIAMAE S ),
2. A lLambda EREIENZEXESNSTE , LARNEZRBEN, MEFHMERN , 5582827 Amazon SNS
FE,

3. FTBIRTSNSEEMEMAIEMBS. WBEFHMER , FBMEIE Amazon SNSEH.
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4. E3 Amazon EventBridge R BIL 2% Lambda BB, MEFHMET , F2AEYHEN MHR
FEEY Amazon EventBridge #R 8,

#£ Amazon EventBridge £ & # Hhttps://console.aws.amazon.com/events/ , BB ZEH# >
RAEE , RARIBIZBEIHA , B8 Service Name (R E#). Event Type (BHEE)UR
Lambda function (Lambda B #). 7£ Event Pattern preview (BHEXFEE) {miEsS+ , B EUT
BERE

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

E4 (#l20 Lambda WA E4) B RTE Show sample event(s) (A REHIEH) KT :

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
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BEAR

—BATBHEEHMIAERETMERE K KEBEXEBRZEENFIEDN , BT BBEMNAKRWIETE
HER :

« IAM BERNIAE

 Lambda BEE

« CloudWatch =45 8l

« CloudWatch & Lambda 18 B3E#Y B &%
« SNS &

CloudTrail ¥&¢ £/ AWS Certificate Manager

AWS Certificate Manager 282 24 AWS CloudTrail , WIRFE=RM hEAE. AR AWS RIEFT
FREEERIFCEXACM, AWS k785X CloudTrail , E&ENRSE LBUA o CloudTrail #1E APIAYFEAY
ACMBAEH , BERACMEEAFUFMEXTFIWLZE ACM AP B1E, MREEREBHR , BT SR
A CloudTrail E##FERFE Amazon S3 FZETE , B WEHACM, MREREREEH , AT
LUE EHE P DR CloudTraill B ADNRFEH.

fER ARSI E R CloudTrail , AT LA ERY IR HEYFERACM, RIEFEREY IP ik, RHEFEROA
8, RUFERNKRE  UREMFAER, IFFHER K F2HEREEESHELFE CloudTrail
HEH. B PREXENEHEBRHACM , REHEE CloudTrall SHE L& RREM AWS R
EH-EEKESHT. Eulei, BN TH AWS IRFN&EHE4H4.

A, BATLAGREE ftE AWS RIS , LLE— 947 CloudTrail BFPWENSHER T HEKIITE.
WE WEEME CloudTrail , HSBE T 53X -

« AWS CloudTrail fFA &SR -
B MBS
« CloudTrail X BENRENES
E%7E B Amazon SNS Notifications CloudTrail
- #ZEEFHEW CloudTrail AFER , W HRZEIRSEW CloudTrall BFER

&
« ACM API CloudTrail B5s+ X EE
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- RCERESRIEAVAPIFEIY

ACM API CloudTrail B X EMNEIE
ACM i85 T 5B 52685 CloudTrail B SEAE = hiy S -
B FEARAREENE LS ELERENER., SHEATHHEUE FFISE -

- BEREMEH AWS IRERFEHE BER AWS Identity and Access Management ( IAM ) & &RF
R

- REZFARE  REEERATREAGEBES S S ERAENTRZERBE.
« RFAREREHEM AWS RBRE

MEFMEF , 52 B CloudTrail userldentity T o

THEERHEZEAPIREAEEH B,

o BEE I8 F)BRF (AddTagsToCertificate)

. MIBREE (DeleteCertificate)

« HIRBFE (DescribeCertificate)

« EHEHE (ExportCertificate)

« [EABFE (ImportCertificate)

« B HRFE (ListCertificates)

o HIHBHEZER (ListTagsForCertificate)

- RRBHBBRER (RemoveTagsFromCertificate)
+ #RBEE (RequestCertificate)

. EFEERES FB4 (ResendValidationEmail)
« RHEEUREE (GetCertificate)

HAZB TG R BHE (AddTagsToCertificate)

T % CloudTrail ##I#RML AddTagsToCertificate BI%ERAPI,

{

"Records": [
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{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fBR’BRE (DeleteCertificate)

T %l CloudTrail I8~ DeleteCertificate BIfERAPI,

{
"Records": [
{
T EAPIHENE

:certificate/
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRBFE (DescribeCertificate)

T % CloudTrail #4887 RFAY DescribeCertificate BIfERAPI,

(@ Note

:certificate/

DescribeCertificate /EM CloudTrail B A 2B REIEEACMEBERNMHBEEN. &7
LMEREHA. AWS Command Line Interface=} DescribeCertificate R#18 BEAEET

AP,

{
"Records": [
{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:42Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

[E &/ (ExportCertificate)

T % CloudTrail 5|88/~ ExportCertificate B #ERAPI,

"Records": [
{

"version":"Q",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[
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1,

"detail":{

"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

iy

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

10.

4"’
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1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

+
"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

FE A& (ImportCertificate)

T 5 & 51 B8 7R 52 8% ¥F ACMImportCertificate AP 32 4EFEIU B9 CloudTrail BE6EE .

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-10-04T16:01:30Z",

"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
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"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,

XEAPIKEE
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIH B (ListCertificates)

T %I CloudTrail €88 RFEAY ListCertificates RI&E RAPI,

@ Note

ListCertificates #4EH CloudTrail BF T 2B RENACMERE. BulAEREEA

AWS Command Line Interface= ListCertificates IR R B SEAPI,

{
"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
X EAPIENE

>
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"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems" :1000,

"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5 B AZR (ListTagsForCertificate)

T % CloudTrail €88 /~FEI ListTagsForCertificate B #5RAPI,

(® Note

ListTagsForCertificate #&4E#) CloudTrail BRF T 2B TENER, BOUFER X2
A. AWS Command Line Interfaces} ListTagsForCertificate JR@1RIZBEEAPI,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RBHEBRER (RemoveTagsFromCertificate)

T % CloudTrail €558~ RemoveTagsFromCertificate #I#ESRAPI,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z2",

"eventSource":"acm.amazonaws.com",

"eventName" :"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters": {
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AR B (RequestCertificate)

T % CloudTrail 5|8 /~F0U RequestCertificate BI%E RAPI,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:497",

"eventSource":"acm.amazonaws.com",

"eventName":"RequestCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"subjectAlternativeNames": [

"example.net"

XEAPIKE)E kR4 1.0 135


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html

AWS Certificate Manager

ERAEER

1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
},
{
"domainName":"example.net",
"validationDomain":"example.net"
}

1,
"idempotencyToken":"8186023d89681c3ad5"

iy
"responseElements": {
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

BEHEIERFEE B4 (ResendValidationEmail)

T %l CloudTrail &5 R ResendValidationEmail By RAPI,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-17T23:58:257",
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"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1l1b@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

FEEUSFE (GetCertificate)

T %1 CloudTrail €15~ GetCertificate B%E RAPI,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
iy

"responseElements": {
"certificateChain":

I
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

SRR A BB HAPIFLY

B LAEA CloudTrail 2RFE#%EE B S MRS FTEE HVAPIFEIJACM, MEMFR BWEFHEER
CloudTrail , 2B AWS CloudTrail (& EF . TIIEHIERBIBREMEACMBE AWS HWER |
AIUELENBFER,

£
- EVBEHTPHEHR

B ST ES

BRI LAE R CloudTrail JRIEXEE S KRG T HAAPIFEIMACM, WNEFEH MEFMER
CloudTrail , 28§ AWS CloudTrail &R , TS HIERBIBRBEZMHEACMBE AWS HER |
AL ELAN HFER,
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TestLinuxDefault , MEEERXREHAACMEEEILN,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012"
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",

"instancePort":80

}I
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"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£/ Load Balancer 5t Amazon EC2%1T{E &

& #&1E Amazon Elastic Compute Cloud ( Amazon EC2 ) #{T{E# L hE@ELRERRER

i, XAREHFEHIR/ANEXHTER. E7LUEIB Elastic Load Balancing £ &3 AWS
Command Line Interface5e ik, T 3I#EFIEER FFAL AWS RS 123456789012 LinuxTest E& &
RegisterInstancesWithLoadBalancerfV & & F#:s,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

1,

"invokedBy":"signin.amazonaws.com"
1,
"eventTime":"2016-01-01T21:11:457",
"eventSource":"elasticloadbalancing.amazonaws.com"
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances": [

{
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"instancelId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR

THEHRRINZERACMBREEBBMNLES|/MNEncrypt ., MERE AWSAHIT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

AP| B4 BRI K R0
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}
.
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

BENETR

T3S HIRE R R Z EBACMB R A BAB LA WA Decrypt Y, MREHE AMIT AWS , BENS

WAETEBBE AWS,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1laba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",

AP| B4 BRI K R0
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"userName":"DecryptACMCertificate"

iy
"eventTime":"2016-01-01T21:13:2872",

"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{

"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-

east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.

"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

T #£H1 CloudWatch 15&

Amazon CloudWatch 2 AWS &FEHESIE RS, BAILAE CloudWatch RUGEFMBEMIEE, REE
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£/ AWS Certificate Manager i I SDKIE F R T

BT LAEF AWS Certificate Manager APIEIBZAHTTPRE R URRE S RNERKETRE., MEFHM
B , 552/ AWS Certificate Manager AP1&%#,

BRTH#BE API (2 HTTPAPI) 24\ , ETLAERH AWS SDKsUA K B H A fR # B B FACMas =5 T
B, MEFMER , 5528 Amazon Web Services BHTLE,

THIEEERB A E A H B — 18 AWS SDKs , 3% AWS SDK for Java , AT FE LA F/EZE AWS
Certificate Manager API.
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

EPUY TS

THEE B FER T WA A %DescribeCertificate B & o

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

& Certificate information
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIELUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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package com.amazonaws.samples;

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

IMPORTED,

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AT a{AE A ZExportCertificate B 8, BNEE L PKCS #8 A EHLAME REFREE N

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1R U 75 N R R

TEHSGF

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

i —

TR

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

7T WA A & GetCertificate B E o

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

GetCertificate
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN

THEHN G FER T WA A ImportCertificate BEH,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)

ImportCertificate WA 1.0 158



AWS Certificate Manager EREEmR

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

ImportCertificate
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package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

R T tnfalfE FA & ListCertificates B .

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

LiREHlEE RN T A
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BB HE

T EMGFER T W6 A Z%RenewCertificate BB, LINEEEEHFLE BERBEE( (CA) IR
ABEBE , XFEEXportCertificate BN —EEH, BEl , HRBREBNVEHNALEEE. ATEIE
B AWS FAHE CA BFEBACM , BA4ALREACMRIE EBER , TaeBTIbRE, WHEFMEER ,

RSB RR AT ERIERIEACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

n
’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

P BRERR

T HEMGFERT WA E AXListTagsForCertificate BB o

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

.dmazonaws

amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

n
’
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// Display the result.
System.out.println(result);

LiREHlEE R UM TR

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

THEHHNAF

package com.amazonaws.samples;

N —

RN

7 a4l FH % RemoveTagsFromCertificate BN &,

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

}
}
aRBFE
TEMHFER T WA A%RequestCertificate B o

package com.amazonaws.samples;
import services.
import
import
import

.dmazonaws.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

result = client.requestCertificate(req);

catch(InvalidDomainValidationOptionsException ex)

ex;

catch(LimitExceededException ex)

try {
}
{

throw
}
{

throw
}

ex;

// Display the ARN.
System.out.println(result);

LRGSR EC M TR L.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

EfBERIEE N
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ResendValidationEmail

WA 1.0 171


https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html

AWS Certificate Manager

ERAEER

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}
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PEAEDNS B 75 [ 28

MREERFBERFEIEE , F2ETHIERE. DNS

DNSREE SN E —ESREEA T I TERENEE sIHARE

+ dig - Linux, Windows

* nslookup - Linux, Windows

¢ whois - Linux, Windows

£

- RMHRIZEIEHDNSTEILR

- HDNSIEHEFIENTERERE BT

+ DNSE#FE GoDaddy %k &

- ACMEZHIETE R "HEERAR 53 PRIZRCH, KR
« B (REM) #18 LH Route 53 B A M

- BREARY , BERBIHENAK
 DNSfaAR=z £ #YBR7E K B VPN

R ZEIERIDNS T EI#R

MR EHIEDNSEHEEIECNAMEE R EIE T &R | BT ARRACMIR A E S MIBRIERR | YR
EENERTEBREENE, Hl0 , x2.acm-validations.aws B LAECNAMEEEE 2. acm-

validations.awsBLHEITERE., BER , CNAMEname 28 A EBKR L BIE T EI4RBEEE,

ERMER T RARIPRE—ERBERBE,

728 Type Value

_<random value>.ex CNAME _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex CNAME <random value>.acm-validat
ample.com. ions.aws.
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RIFFERR , RERMUDNSESHELRENCNAMEEFRFHIE—BREEH, R , BITHE

EEEHEIR, FlA , "<random _value>.acm-validations.aws.  EEERE M

F<random_value>.acm-validations.aws. #iEZ,

DNSE: & GoDaddy %k B

DNS7E Godaddy FH b FF @M A RFB IS KK , RIEFESURHACNAMEACME,
example.com fEAIH A , BITHCNAMERHEFUTER :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

& LENAMER (v s BB BT TR R 8 (2159 R) GoDaddy RE MV M ARICNAMERE Sk , N TFFI7R

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.
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AR, MRBEEEBR , BRETHENER,

- 8RB ERA Route 53 1EAEHIDNSIRHE,

- BEBBTEIRFEHACMI A Route 53,

« I&ERZ 7 Route 53 FEE M B A & M SRV IAMAER,
- BB ACRERESE,

- WEEELFEEL,

B (MEE) #BE LA Route 53 BrE XM

FEDNSERFHE , ECNAMEELABFAENEHPACMES, WREKTE , AIRKEEE 72 MEER
i, BARREAR Validation timed out (B REF), BMECEATRAELERBHIDNSEKEH* , B1E
Amazon EFEEEHFHER., VPCRAEHRTZEENAIEUARBREBRE. PKI
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ABi4% AWS Support RO ERZARIAMRE.
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BE AR EIDNSERE

BYERETHMBRENBRE R , CEEVRAEDNSARERE. S EEADNSERE , FRERE
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TOMRGAARIL , TREEBIEFTBE : ACM

- BHBFEMAE AWS HEERKRFEACM. WEACMZEERNIERENR , F2EBRBEES ACM,
- HRAKBEFE4RENER , ACMAERAZBRREE ST FE At ERRIRLE | UIESERFE
P HNSERE. RESERNE FBH4 =S AWS Certificate Manager EEERFE o
- HADNSERENBE , FRELHDNSHERE TS EFEACNAME &% , MFAAWS Certificate

Manager DNSE 3% Fri

TEREBHNEELRHN
RABFENASZIE (60 ADNS , FAA A 45 X)EMAIL , MR BEFSERELE , BIACMERER R

F, BUEMLARIITEI SR INEN . WHEFHEN , F2RZTEENER/ELN AWS Certificate
Manager,

RETHBARECBRENZERREN

ACMBRENBEMHS 13 EA (395 X), BT BRFEMEAHEF ERIITE . ACMSERIHIA 45 KB
MEEBENBANEZREEEERNE T4y, BNESREREETUR - TETRNNER. B
HFFEFHNBER  SEER A XACMBETENBREARN,

EZREAE FEARFEREBIES , THRNMERBIELHEIZEER PENDING_VALIDATION AREE | S0 &t
HELEEEEHTRERER.

DNSERFEBENZERFEN

ACMAEEFTLSERE ERFEDNSHERE ., WRACMEZEHEEBRIDONSREIENEBE , RAUERE
R ADNSHAEHRHWCNAMERCSRIB RN T EME, MRBEEERFR , SACMBHEE LB B EHNBE.

/A Important
XA EFEACNAMERE S5 A ZIDNSBUREF . BEHXFLSHENBEEME.

B UEERATEREEREREEE | LSKRBEMCNAMESZACMER, MEFHMENR , FS
BTE. &ta L EHAACMAPIES IR B S P HDescribeCertificate fE 2 2R #FEELCNAME 2

#%. ACM CLIMNFEFMEN , 552 BAWS Certificate Manager DNSE# % .
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« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

AItERAEEZEERR.

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

ZERRBENERRHK
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RABRAEUSREHNHCNAVEEA,
MRFBEPFE , BEEZET Do
T RREN R

T EEWNBEEN AWS Certificate Manager RIFRTHEF. EXRTTBTIESREEZEERLE, B
ACMBEBETHNEMEEEE , EACMEIEHERR 28 , JEEE —RIEE, EFACMEBEHRFE
WEFEZEI RRIEE AWS FATHER. Hit , BRRENEBEFTAEESERINRISEIRARE
o
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B 7 B8 Bt 1 5 R
- APIFERE
« THEBEAFHPAREZNATREE
- ACMERISEREABREE () SLR

BEREENRE (CAA) BE

& T LAE FICAADNSRE 85248 E Amazon BaEREEN (CA) AJ A REHRE N T REZEACMEBE.
MREEBRBTHERIBERAL , BEE —ERZERBEBRBRREEMRE (CAA) HERMR
HARY , FRELEMCAADNS#, MREERIBMACMEBRE ZRBNILER , BBEEHCAA

RCSRIBRERBRE. CAACETHERVLEAES TIEP—ERSERE

* amazon.com
* amazontrust.com
* awstrust.com

* admazonaws.com

WMFEUCAATCHIVFFRE

n IIH
®

SRI(RIEMN) BRECAARLH.

(® Note
MREFBREACAAREIRE | AJLURER R EM B CAATE i%.

BREARDE

R LAEA B DA ERE  ACMASEERES XRBELREE. MREEINEE

HMBEERATE. BHEEETIEE

- BABEEA X.509 5 3 fRSSL/TLSEE .,

- BNBEALUBREE , S HBERERE (CA) £F,

- MREHNBHEEMH CAEE  AIXFLISRURERBREHHEBRRE,
- MRENBELABREE | AIBEMARXFZEANLEEER,

A A B SR fok

CAARZ $%
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- BTN SEREELAEERE L —ERE.
- BTERENSERERBIROSEPEEBEET,

. BHBE., BREBNLESR (MREWE) KA PEM —coded. —BTE , PEMIRIEH:
Base64 BN X T EMMER , EEASCIN T UMY T RBENERTHEMNZR, ERD HE
HE | FEFRTREHR  RUPEMEERTEALGEE, SUNEANMRE L AREARSSL
BRERNE,

- BRALBETR (WMRA) TRNE. (BT IRZAEBEFEESNE, )

- HESHRBACMLEFEAACMZERNEE ZMNEB| A, F2H AWS Certificate Manager A F
EENSERBHE , UBRRENIFETUEEIHE,

- BEARBHNERXETRERBEEANAMKE A BEMAFTTEACM,
- BAK , BELEEN.

- MEREBNFAEATSRHETETEST. B2, BMBERT , MREF AListCertificatesAPI
HIIRFE AWS CLI ESTIEEKeyTypesERESR , FERSA_1024F RRSA_204878F.

B AN ERE

EZEFHRE , BACMELFHN L F-FA key pairo MMRZHERAENMER SR (BB ASSLE
B) RENEACMEBE , EFARX UL ECRERIZNMEE AWS EFERE. Hit , RPEBRET
EHEACMEBE ., MRENERENSVERBER , BUUBTUTERE

- BEHCHEBEEAN , ACMARKBENEARNIEZEEANEE. ACMTAEANBERMUZE
BR8N

- MREEANRLERE  FREAEXTRIFMETAN Amazon REE. MREEANELE
BE , FRENEAENENED CARERE.

APIFE R E

ERHBEEREAPIREE , APIGateway B & &5 E CloudFront 78, #% CloudFront 2 fl H
AP| Gateway #H , MTRHALWIRFHES. BITHRABACMEZERETBAP. EEBREFEILACM
ARFMERERRE , BXEBREREREBBENAPIFE B FTHEE,

ERHEHLEAPIREE  APIREERREEVERAEXE R FERR (ALB), B FEHIRHAPIFESE
B, BETH. RRALBERBACMEELENEBAP. EEBRBEIACMATRRER , BLEBR
BB E BB AVAPIR & BT /.
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ERNRE , TAERBRERESWMRFE XY,
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ACMTTRERBRRSE | BEAREANIRS PEASIREE. NRENIKS DREFIE
fiam:GetRoleACMSLREER , AIEB U 2R T EBXNBLEE R, SLRNREERE |, AIBIE
MIRE EEE e EERHEiam: GetRoleEPRACM |, A ZAIIR S E ACM-managed K& ZE 3
B, AWSCertificateManagerFullAccess

WMEFHMEF , F2RIAMEREE T RBERE S SRR,

REHISRR
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AWS }AB CAHHE (1t ) hEFNHE (282 ) #HEFXE,

ACM KEARTH

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

AL

FAE CA MKRIREACMER, E2HE—
& AWS F,%F CA AccessDeniedExcept
ion KB,

EEEERRE , i H ACMAWS FAF CA
CreatePermissioni® 4k,

FIERBRENERNBEBRTLERRRE
BENENEE, ESiB%—E AWS A8 CA
ValidationException KBRS,

HEBELESE , FRENMNBEREXERR
(FERBEENBRHME).

WAAWIE CA TREERNARERIHITH
KEVACMIRME, EEiEE—@ AWS #F CA
InvalidStateException %R,

BRI BB S RN TR

« R CAMREES CREATING , BEFEIT
B, RAERLTRBEREEBRE.

- IR CAKRRES PENDING_CERTIFICAT
E A BLREBIRERBERE.

- W18 CAMARREAS DISABLED , EHHEH A
ACTIVE AREE,

- 1R CA KYARAES DELETED ,

- MR CA WARAEA EXPIRED ,
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ACM KERTH AL

- 18R CA BERAREEFAILED B B E £ /R
=, e B

PCA_LIMIT_EXCEEDED B CA BERIRTHEE, E2MEE—E AWS
.8 CALimitExceededException %
Ri5, THEEFSHLRBEH  FEREERH

EWEER

MBEEPREE , BHE T EEREME
4.

PCA_REQUEST_FAILED BRI RAERR, E2BE—E AWS 2AE
CA RequestFailedException KBRS,
FREFRLERACH K FEREERBENGE

MBEBMRIE | BB L

PCA_RESOURCE_NOT_FOUND B CA EHUKAME. E2E%—@ AWS FA
A CAResourceNotFoundException %
BRI, FRIAEANZERNARN, MRX
B, B EEFERAL CA,

HREEWEE , BFEILHH CA.

SLR_NOT_FOUND EEFHHNVAHMIRFNIE CAFEENSE
#, ACMEERFFIEMRS L EBRKER
At (SLR), MREBEESFME I SMERMIEHR
SLR , 552/ ASLRA ACM,
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SEAESEETH, WFEFEEA  F2HE
HERE

BEACMBRNEIHEBHERAEEAN £
HEVBRACM, KWEBENERAREEAN HEE
ACM. T3ZEEBHRACMERE.

FEEE CAs 200

ACM B E& AWS Private Certificate Authority
(AWS #AH CA) EE, B LUEMR ACM %
& AWS CLI, Sift EENRELEBRRRE
¥ (CA) ACMAPIERABEBE AWS FAF
CA, EEBERE ACMIREFEEWN , WHEE
BITHLEREEGHENRFIACM, WFF
HENR , FZEERFARE AWS Certificate
Manager, & AIAERBIL AWS 458 CA iR
BROIVMERE. WEFHENR , F2EETHA
BERKEREE.

EMBREVFAE CA Bt ALZNEEE , EEIHER

HifE R AL, MEFHMER  FSEMEKRED
8 CA,
S1E CA WA EBREE (:HEY) 1,000,000

—RRECER 7 1.0 191


https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html

AWS Certificate Manager EREEmR

AP| B X8

THIELEEARACVMAPIEERESFMIESH . ACM RIBAPIZE , AHTFEEENAPIFER, BiR
NACMEZEMBEMNBER , ARFREBB T EXSVBERIENEE. EFRBRE , SACME
EThrottlingException#fii. TRIIHBEAPHRME , IRACMATXKIRIEFE RAVELHHE,

(® Note

BRT TRAFIEMAPIEIMEZI , ACMtERILAE Il IssueCertificateEE AWS FA
B CA. WZE up-to-date WEXREFHEHIssueCertificate , FFLH WimEFEZE AWS Fo
B CA.

Requests-per-second BEIACMAPIEER BLEE

AP| FE0Y BUWHERE
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 10
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5

AP| BRE 4 WA 1.0 192


https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca

AWS Certificate Manager EREEmR

AP| FE0Y BUWHERE
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

MEFHMER , FSBAWS Certificate Manager APIZE ,

AP| B RE W7 1.0 193


https://docs.aws.amazon.com/acm/latest/APIReference/

AWS Certificate Manager EREEmR

M A B S AT %

T RRBAM B 1TEIREC 8% AWS Certificate Manager 8 =8 — /\F 5%,

g8E
ERBEHRIREE (MX) EFEH

B
#1815 5 AR 2 R0 B 5 0%

BN A ARIWHOISE FE4 B

Az

i

HIB R REI R E

ECDSAX#78n

& ¥ CloudWatch SEEh

DU

FACMESTBX B4R
B (MX).

BAREENEERPERARSE
Bikol. MRTTREE , &7
LATE bR B AR 5 SR BE &R 1l
B R RA E8RRREIRER,

B H 2024 £ 6 AEEH
WHOISE T+ B 44 B 75 A9 A8 EF B

T8 ESRACME E IR EIAMIE
HEBNIE, MEZERHE

e

SEE | 552/ hitps://docs.aws.

amazon.com/acm/latest/us

erguide/acm-conditions.htm

l#acm-conditions-supported,

g ER LN FAACMBRE R
HEEMRENEEEE L
(ECDSA) WX B, MEXE
SWMEEENFE | F2H

https://docs.aws.amazon.com/

acm/latest/userguide/acm-certi

ficate.html#algorithms,

#rig TACMBEBEH, . 7
FAACMBE . M "EEACM
BREEBE, B4, 0F
Y #H CloudWatch E47&

B #

2024%7H11H

2024%F6A11H

2024%2AH5 H

2023 £ 8 A 24 H

2022 %11 A8H

2022 £10 A 27 H

k7 1.0 194


https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms

AWS Certificate Manager

ERAEER

EMAREANSREE LR

#l

1§ TERNGE, FRERN

EHMUEE

#7118 CloudWatch 8B4

B3

B | §528nttps://docs.aws.
amazon.com/acm/latest/us
erguide/cloudwatch-events.
html,

[EARBEREACMAIGER
BEBHAMRSAN 5 E ih 4R
HEENE®, WEHAAMX
BREWAEENEE |, F2HR
Mhttps://docs.aws.amazon.co
m/acm/latest/userguide/import-
certificate-prerequisites.htm

lJo

16 B 422 0 52 Sk /Y 3R BA ST
BERHEBNEL, e
B ZE CloudWatchEE .
CloudWatch E4/EventBridge
Mo CloudTrail N FEFFMAE
A, 2 Bnttps://docs.aws.
amazon.com/acm/latest/us
erguide/monitoring-and-log

ging.html,

INT DaysToExpiry $81EH
EHMZEFAPIs, MEFHMEE
A, 528 https://docs.aws.
amazon.com/acm/latest/us
erguide/cloudwatch-metrics
html ] https://docs.aws.
amazon.com/acm/latest/us
erguide/cloudwatch-events.
html,

20217 H14 8

2021 3 A 23 H

2021 3 A3 H

k7 1.0 195


https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html

AWS Certificate Manager

ERAEER

HIBEBIRE <&

EFENESXE

MEEN TERERE

BREIER E LR A TRRIEE

X&) AWS FAF CA

B 72 1% B BEE AT 8%

T RERPH 2 1TEFEEC 8% AWS Certificate Manager £ =& —

BT BiRF X iEERFCAS
BRIR AWS FAFE CA.
EHBET | 5528 https://
docs.aws.amazon.com/acm/
latest/userguide/ca-access
.html

BT EEZE AWS HE (4t
=NEE) iﬂzE MEZEES
MEBEE | 528 hips:/
docs.aws.amazon.com/genera

|/latest/gr/rande.html#acm-
pca_region,

EFRRAEAUFERFEEACM

ﬁ%%ﬁ\gl'ﬂ%}m&m%ﬂigo an

HamER , F2RAEACM
X ERFTERE

FIEFERASACM L FABRE M
EREEHECERR AR,

#HHACMALA Certificate
Manager (CM ) , YiERE
AWS Certificate Manager 5t
AFEN—BARLMNFTAEER
B:3; 7 Fﬁﬁ‘“ﬁtﬂ%ﬂﬁﬁ’fﬁﬂ\ﬁﬁ
BHE, MEHMEA ,

B AWS %Ak,ﬁéﬁhﬁﬁuo

MEBRERELKIREER
%o

202068 A17 H

2020 3 A4 H

2019 3 A 14 H

2018 4 A 24 B

2018 4 A4 H

2018 3 A 27 H

JNE 280,

k7 1.0 196


https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/acm/latest/userguide/manual-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/manual-renewal.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaWelcome.html

AWS Certificate Manager

ERAEER

B

B

DU

W INDNSERE EIAWS Certifica
te Manager DNSEZ % .

R Java BN ISET 52
{5 AWS Certificate Manager
f5£ FA SDKIE A A TN

BHEBIRCAAR I E T (E
{B) BECAATIE.

218 .10 R EEEAE
B RE AWS Certificate

Manager.

ENEEFTEABRENEEE
FE BEHEANEE.

BB BEEBNEEEA
B REER M EHIEREE
AWS Certificate Manager,

2 #7118 AWS CloudFormation
FIRIEES ACM,

EREEME AT B,

CHiE NI NEFMER
AWS Certificate Manager K48
Bt

EHEBEE K BTEERES
FEENULE, FSHE AWS
Certificate Manager EE 5
=X

Az o

EFMEAENRIAREEFE
HrEvEBREF. A2 AWS

ENSE

201711 A 21 H

2017 £10 A 12 H

20179 H 218

2017 7 A 07 H

2017 7 A 07 H

2017 7 A 07 H

2017 5 A 27 H

2017 5 H 27 H

2017 4 A 28 H

20174 A 218

20174 A6 H

k7 1.0 197



AWS Certificate Manager

ERAEER

gE

EX

#ismE

iR
Certificate Manager EE &
Fo

EFMEETZRETRERIR
WRENEEEF. F2E =
ERENBHIMRE,

¥ # Elastic Load Balancing #9
AR,

#|hnT #F AWS Elastic
Beanstalk 1 Amazon API #3
o nﬁ/ ﬁ HE&%A ACMo

EE#H XEEBEELN KR
MX#o

EFE EAMEE AYHEEIX
o

2 #11#8 AWS CloudTrail X
1TACME), 52 CloudTrai
| $&& {858 AWS Certificate

Manager.

BLRRAS T 48 AWS Certificate
Manager.

ENSE

2017 3 A28 H

20173 H21 8

2017 £3 A 21 H

2017 2 H20H

2016 £ 10 A 13 H

2016 3 A 25 H

2016 £ 1 A 21 H

7 1.0 198



AWS Certificate Manager EREEmR

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

MRA 1.0 cxcix



	AWS Certificate Manager
	Table of Contents
	什麼是 AWS Certificate Manager?
	支援地區
	定價 AWS Certificate Manager
	AWS Certificate Manager 概念
	ACM證書
	ACM根 CAs
	Apex 網域
	非對稱金鑰加密法
	憑證授權單位
	憑證透明度記錄
	網域名稱系統
	網域名稱
	加密和解密
	完整網域名稱 (FQDN)
	公有金鑰基礎設施
	根憑證
	安全通訊端層 (SSL)
	安全 HTTPS
	SSL伺服器憑證
	對稱金鑰加密法
	傳輸層安全性 (TLS)
	信任

	什麼是正確的 AWS 滿足我需求的證書服務？

	AWS Certificate Manager certificates
	設定使用 AWS Certificate Manager
	註冊一個 AWS 帳戶
	建立具有管理存取權的使用者
	註冊網域名稱 ACM
	(選擇性) 設定CAA記錄

	AWS Certificate Manager 公開憑證
	AWS Certificate Manager 公用憑證特性和限制
	限制

	要求中的公用憑證 AWS Certificate Manager
	使用主控台請求公有憑證
	請求使用公用憑證 CLI

	驗證的網域擁有權 AWS Certificate Manager 公開憑證
	AWS Certificate Manager DNS驗證
	如何CNAME記錄工ACM作
	設定DNS驗證

	AWS Certificate Manager 電郵驗證
	電子郵件驗證的運作
	考量事項
	憑證過期日期和續約
	(選用) 重新傳送驗證電子郵
	自動化 AWS Certificate Manager 電郵驗證
	驗證電子郵件範本
	驗證新憑證
	驗證憑證以進行續約

	驗證工作流程




	私有憑證 AWS Certificate Manager
	使用條件 AWS Private CA 簽署ACM私人證書
	要求私人憑證 AWS Certificate Manager
	要求私人憑證 (主控台)
	要求私有憑證 (CLI)

	匯出 AWS Certificate Manager 私人證書
	匯出私人憑證 (主控台)
	匯出私人憑證 (CLI)


	將憑證匯入 AWS Certificate Manager
	匯入ACM憑證的先決條件
	用於匯入的憑證和金鑰格式
	匯入憑證
	匯入 (主控台)
	進口 (AWS CLI)

	重新匯入憑證
	重新匯入 (主控台)
	重新匯入 (AWS CLI)


	列出由管理的憑證 AWS Certificate Manager
	檢視 AWS Certificate Manager 憑證詳情
	刪除由管理的憑證 AWS Certificate Manager

	受管理的憑證續約 AWS Certificate Manager
	更新ACM公用憑證
	已驗證的網域續約 DNS
	電子郵件驗證的網域續約
	重新傳送驗證電子郵件


	私人證書續期 AWS Certificate Manager
	自動匯出續約憑證
	測試私有PKI憑證的受管更新

	檢查憑證的續約狀態
	檢查狀態 (主控台)
	檢查狀態（API）
	檢查狀態（CLI）
	使用 Personal Health Dashboard 檢查狀態（PHD）


	Tag AWS Certificate Manager resources
	標籤限制
	管理標籤
	管理標籤 (主控台)
	新增標籤
	刪除標籤
	編輯標籤
	在欄中顯示標籤

	管理標籤 (CLI)
	管理標籤 (ACMAPI)


	服務整合 ACM
	中的安全性 AWS Certificate Manager
	資料保護 AWS Certificate Manager
	憑證私有金鑰的安全性

	的身分和存取管理 AWS Certificate Manager
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACLs)
	其他政策類型
	多種政策類型

	AWS Certificate Manager 如何使用 IAM
	適用於 ACM 的身分型政策
	ACM 的身分型政策範例

	ACM 內的資源型政策
	適用於 ACM 的政策動作
	ACM 的政策資源
	ACM 的政策條件索引鍵
	ACLs 中的 ACM
	ABAC 取代為 ACM
	將臨時憑證與 ACM 搭配使用
	ACM 的跨服務主體權限
	ACM 的服務角色
	ACM 的服務連結角色

	的身分型政策範例 AWS Certificate Manager
	政策最佳實務
	使用 ACM 主控台
	允許使用者檢視他們自己的許可
	列出憑證
	擷取憑證
	匯入憑證
	刪除憑證

	ACM API 許可：動作和資源參考
	AWS Certificate Manager 的 AWS 受管政策
	AWSCertificateManagerReadOnly
	AWSCertificateManagerFullAccess
	AWS 受管政策的 ACM 更新項目

	使用條件鍵 ACM
	支援的條件 ACM
	範例 1：限制驗證方法
	範例 2：防範萬用字元網域
	範例 3：限制憑證網域
	範例 4：限制索引鍵演算法
	範例 5：限制憑證授權機構

	使用服務連結角色 (SLR) ACM
	SLR權限 ACM
	建立用SLR於 ACM
	編輯SLR的 ACM
	刪除SLR的 ACM
	支援的地區 ACM SLRs

	對 AWS Certificate Manager 身分和存取進行故障診斷
	我未獲授權，不得在 ACM 中執行動作
	我無權在 中請求憑證 ACM
	我無權執行 iam：PassRole
	我想要允許 以外的人員 AWS 帳戶 存取我的ACM資源


	韌性在 AWS Certificate Manager
	基礎結構安全 AWS Certificate Manager
	授予程式化存取權 ACM

	最佳實務
	帳戶層級分隔
	AWS CloudFormation
	憑證關聯
	網域驗證
	新增或刪除網域名稱
	取消使用憑證透明度記錄功能
	開啟 AWS CloudTrail


	監控和記錄 AWS Certificate Manager
	使用 Amazon EventBridge
	Amazon 對 的 EventBridge 支援 ACM
	ACM 憑證接近過期事件
	ACM 憑證過期事件
	ACM 憑證可用事件
	ACM Certificate Renewal Action Required 事件
	AWS 運作狀態事件

	在 EventBridge 中使用 Amazon 觸發動作 ACM
	使用 Amazon 回應事件 SNS
	使用 Lambda 函數回應事件


	CloudTrail 搭配 使用 AWS Certificate Manager
	ACM API CloudTrail 日誌中支援的動作
	將標籤新增到憑證 (AddTagsToCertificate)
	刪除憑證 (DeleteCertificate)
	描述憑證 (DescribeCertificate)
	匯出憑證 (ExportCertificate)
	匯入憑證 (ImportCertificate)
	列出憑證 (ListCertificates)
	列出憑證標籤 (ListTagsForCertificate)
	從憑證移除標籤 (RemoveTagsFromCertificate)
	請求憑證 (RequestCertificate)
	重新傳送驗證電子郵件 (ResendValidationEmail)
	擷取憑證 (GetCertificate)

	記錄整合服務的API呼叫
	建立負載平衡器
	建立負載平衡器
	使用 Load Balancer 註冊 Amazon EC2執行個體
	加密私有金鑰
	解密私有金鑰



	支援的 CloudWatch 指標

	使用 AWS Certificate Manager 使用SDK適用於爪哇的
	將標籤新增到憑證
	刪除憑證
	描述憑證
	匯出憑證
	擷取憑證和憑證鏈
	匯入憑證
	列出憑證
	續約憑證
	列出憑證標籤
	從憑證移除標籤
	請求憑證
	重新傳送驗證電子郵件

	疑難排解問題 AWS Certificate Manager
	排解憑證要求
	憑證請求逾時
	憑證請求失敗
	錯誤訊息：沒有可用的聯絡人
	錯誤訊息：需要其他驗證
	錯誤訊息：無效的公有網域
	錯誤訊息：其他


	憑證驗證疑難排
	排解DNS驗證問題
	提供商禁止的DNS下劃線
	由DNS提供者新增的預設後置週期
	DNS驗證 GoDaddy 失敗
	ACM控制台不顯示「在路線 53 中創建記錄」按鈕
	私有 (不信任) 網域上的 Route 53 驗證失敗
	驗證成功，但核發或續約失敗
	DNS伺服器上的驗證失敗 VPN

	針對電子郵件驗證問題進行疑難排解
	未收到驗證電子郵件
	電子郵件驗證的用久性初始時間戳記
	我無法切換到DNS驗證


	受管理憑證續約疑難
	準備自動網域驗證
	受管憑證續約處理失敗
	經電子郵件驗證之憑證的受管憑證續約
	DNS已驗證憑證的受管憑證續約
	了解續約時機


	排解其他問題
	憑證授權單位授權 (CAA) 問題
	憑證匯入問題
	憑證關聯定問題
	API閘道問題
	工作憑證未預期失敗時該如何處理
	ACM服務連結角色的問題 () SLR

	處理例外狀況
	私有憑證例外狀況處理


	配額
	一般配額
	API 費率配額

	文件歷史紀錄
	

