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ftEE2 AWS Certificate Manager ?

AWS Certificate Manager (ACM) REEMNEY, FFMEHLARMFLE SSL/TLS X.509 BEME
W, UREBECWRULNERER. AWS B EHEEER ACM BTEBE , IIBE=ZSBIREA
ACM BB RFEF , BEAX AWS RBIEMREE. ACM BETLUREE-—RHEE. SERSEHESE
Z28. BAFAEERELRENES. ACM BAFZAREANRETIREEN FRE, BHAUE
HEAEEN ACM BFE , 2L AWS #48 CA EERER PKI WA ERER.

(@ Note

ACM R ERREI Web @fR2T. MREBELE Amazon EC2 HTEE LREBINEZ £ [
IRES , E2BLLTHEF MR | 7£ Amazon Linux 2023 E5%E SSL/TLS,

£

* ACM RERE SRR ?

- ACM BFE 1514

- RIEES AWS Certificate Manager
- MUEBRENEEER

- BE

- E{E AWS Certificate Manager

ACM RE&EABE S YR 2
AWS BHEZEE X500 BRNES RETWERE. EERELCEROEE,

1. AWS Certificate Manager (ACM) — LIRS EAREZEMEA TLS T2 PBREFENLEEEF., ACM
B ¥ 2)&i8 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway FEhE &=
AWS fRIEREE. RERNEEEAREFRAREERNZLLEMIL, ACM L& B BBV
HBHRERE BB LR EREERX, BEMRILIRBEH ERUE,

2. AWS #AF CA— LR BRARE AWS ERAEI L HESBEREE PK) WLERFE | UHER
REFAFER, FHEE AWS FA8 CA , BB BN ERRREEN (CA) BE , W RTERE

ACM 2EBEEEIIRE 2 FRAs 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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ERfEAE, K. BRAEX., RE. ARSNEWGEES. 8 CA RTHERELZERRAR
LEM. MBEFHEER , 5260 AWS TuH CA EREERM.

ACM FBEistE

ACM REN N BBREER LB P RN,

(® Note
BEFHEIAFEAR ACM RENER. JRTEAREA ACM HEH.

BRERERBNEE

183EB ACM BRI LB BER% Amazon Trust Services Bl |, R Amazon FIE B EH ZE
EE{y (CA). Amazon Root CA 1 E| 4 R Starfield G2 Root Certificate Authority - G2 EEEEKE/
BT X#%E, Starfield & Android £EEERR , Android Gingerbread 1 i0S 4.1 LAB IR |
HHERAEENR. Amazon B3 i0OS 11 LR MRAEE. EAEH Amazon = Starfield 18

HBE:R., BRAERXIERRRHREEEMR ACM BN LRABRE.

ACM BITIREFHN P ERKHEREE , REBEETE CA FHEM—1E , & Amazon Trust
Services KI1R CA fTEHBE#E., ACM 2RIFEAMF R BFEIEE (RSA = ECDSA) FE#igim &
CA. HRH# CA REBREER T FEHHIER , At ACM TEiRMH#E CA EF.

BERMEAENXEE

FIEXERIEREEE ACM BE , 818 Google Chrome, Microsoft Internet Explorer 2 Microsoft
Edge. Mozilla Firefox 1 Apple Safari. & SSL/TLS EZEEIEH ACM BENMEILE | 51F ACM
BENIBERSEEMREBIRMEUINEREHEEB R, Java tHEE ACM BFE.

AR CA &ift
AiEEEN RN RREEMERME , Amazon AJERRERBANERT , BEHEZEEFLPiE

CA, EEEBITSHEFENEMEE, WRFHEA , FSHAEPERLE Amazon introduces
dynamic intermediate certificate authorities (Amazon #t Hi B RE P R B IR EHAE)

AT AT BEELE  EE— Amazon X EELLR CA , EELHSEELSERITANIEE, AANE
BENEARTE  Amazon SEAFE T ANEEIREN AWS BF |, BEKE FBHEERGIRE
BEE , UROFENEF&KEHRE, AWS Health Dashboard

ACM BFE4EMH WRA< 1.0 2


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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T EUBn K s AR 8RB =

MRKRHERBETIBESGEE  ZBEHNETERMEB, OCSP M CRL EREBERDTCHEN
BREMAT L2 RMBBEFMEANSRELS, HoFFHBNEAIREERRENNRARAITE
LR HIE LR

LUTE6 URL BERF AEX T AREBEHERE. BN () BAFAAR-—ISBARHFT , B
(?) RR—ERBF T , #FK #) KE—BHF,
+ OCSP

http://crl.*.amazontrust.com/*.crl

wmEEE (DV)

ACM BERHMBERE, IR , ACM BRENEBMUASHIIMIAERE. FR ACM BFE
i, XDERFERERZEFFBRPIEENAERESE. SUUAFEHREFEH4H DNS BREFMEE. W
FEZHMEN  F2H "EFEERE & "DNS BE .

BRHE
ACM BRENBMHRA 13 @A (395 X).
ZEBONEE

ACM EEEEEN ACM BREEBRENRNMERF. BBENIIHBIE % RBRREHER.
BIRBMEIRNERIEE. WEFHEEF , F28H ACM BENZEEE.

ZERE AR

B ACM BEHLAZLETE—BAXEBEHER (FQDN) , EAUREENBEHMER. fl0, B
www.example.com ZI ACM BE , b A LLFEBE W www.example.net , IR EEFEBIE
R E B BER O] LLa B R 8YE, BB A bare #81E (t8#8A Zone Apex EMEE), tLBMER |
A LA B www.example.com 555k ACM RE X #7318 & example.com, MBEFHMENR , FSBH H
ROBEBRE.

ACM B4 MR 1.0 3
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ERFRER

ACM TEZEREEBHIERER () BEIISEAFTTEBN ACM BE , EBERAFT
ZRENHBMSRELZEMBIL. HlE , *.example.com A {RE www.example.com H

images.example.com,

® Note

REREAFZARRER , B (Y) XEEREEBNRES , MBEERE—EAFRAEE
&o Bl , *.example.com AI LR login.example.com ] test.example.com ,
{EFBEfREE test.login.example.com, BFEEE , *.example.com R A LARE
example.com By F#815 , ERE bare = apex #1F (example.com), i , BAILATE
RETPEEZEAREER LX¢' AafR7E bare =% apex WEH K H FRBEE. flw , &9
LI E{RE example.com 1 *,example.com Y &&,

EIREEE

BELABEREEMSWMAN, BEl ACM XELT RSA MHEE thRBU T EEE (ECDSA)
NETWEREE, ACM AILERER (") BAENEREEERBTHEE., HREEEEIEEAN
15%0

® Note

EIRER CA #EBMNTE PKI BREFF AWS Private CA , IEEMNZEBEE LR (RSA
ECDSA) X A& CA MEEWIBEE LR,

« RSA 1024 7t (RSA_1024)

« RSA 2048 {uJt (RSA_2048)*

« RSA 3072 7t (RSA_3072)

« RSA 4096 7t (RSA_4096)

- ECDSA 256 {uJjt (EC_prime256v1)*
- ECDSA 384 fujt (EC_secp384rl)*
- ECDSA 521 {uJt (EC_secp521rl)

ACM BFE4EMH MR 1.0 4
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ECDSA &#R&/) , AR RSA EMABEN T2 , BEERRES. T1B , XIFMEHEREA
Fimgx & ECDSA, TR&MmMA NIST , MR T EARFEXNEWMH RSA Ml ECDSA WRERMR
£RE. AEESUUTRAEN,

EBEREENERNR M

ZEHERE RSA &K/ ECDSA £#8 K/
128 3072 256
192 7680 384
256 15360 512

REMMERIERA 2 K5 , BEENBMENE XSGR, §110, 3072 fI7th RSA 287
256 {1 7TH) ECDSA €48 & A ET#21B 2'28 W Al iE i T HEEE,

MEBBERBREEENEN , F2RAAUEPFEANEH ECDSA BEMN AWS HERNE,
AWS Certificate Manager

/A Important

IR BERBEAHIENERE ENSMANERERMEBRE, 1t  HXERBRER
FEA IAMIER ACM MR, MEEZFHMER , FLSEESRBH X4

+ §t¥ Elastic Load Balancing , 552 B Application Load Balancer #J HTTPS #EZEiE=R ),
- WFEMEIEFA CloudFront , FF2RIZEH) SSL/TLS B 17 E M Z1%.

Punycode

MER R T EE R 1E 2 A R Punycode ER :
1. LA "<character><character>--" # 3\ i SR B B A ETHE "xn--",
2. A "xn--" FEMBEE BB EREMNERLBEEERE,

ACM B4 MR%1.05


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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Punycode 54l

BiEEE R R nFF EE
#1 #2
example, ¢ N/A i3 v KL "<character><character>--" Bi 58
om
a--exampl N/A 13 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A i3 v LA "<character><character>--" B 5&
ple.com
XN--Xyz.com = = v ERNBEIBRCBIEE B (BT AR.com)
Xn--examp £ & X FTREMNERLAEER
le.com
ab--examp = = X WAL "xn--" BSR
le.com
BISAAR
AETHIEE

ACM T2HIEHERE (EV) BRIEBBRZ OV) BE.

ACM 124t SSL/TLS HE LB E,

ACM BREELAREFBHINE,

ACM BEITAFFIESH ACM BENZERFEN. B, SEBNHUTEANREA ACMBE
Fo

BEEAR Amazon BEENRE R BHRBERE |, fluiERE A amazonaws.com, cloudfront.net =
elasticbeanstalk.com W #BE & .

BEETEH ACM BENILELE.

&8 % B #7E Amazon Elastic Compute Cloud (Amazon EC2) #3uL s FEFAFEX L Z % ACM
BE. T8 , KRR AESHEREEARRE. NEFHER , 728 REES AWS

Certificate Manager,

ACM B4 IR# 1.0 6
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X i [E
EERD AWS —iR2E R AWS [Eig iR 2is AWS EiF KK 7 # ACM A A EE,

ACM HHBRABREHMER. EECZEERHPHEHERNTEBEEEM (FQDN) = FQDN £EHE
& Elastic Load Balancing BB , BXAERFEAEZE AWS EFHEFE. EFEHA ACM RHNE
#FRTEVELABAERHENRERETNSAREERE. CRIZEHBERER.

% Z1E Amazon EfEH ACM B CloudFront , A BEZBERI (MFREILE) EBEFEFREAR
& WWEEAFERMAEREBN ACM BRSH B E &YX CloudFront BT ENFTIEHEBNE,

fR#&®E S AWS Certificate Manager

AWS Certificate Manager X #F#RBEZH AWS B, SR EZEZEELNPBLENEARER LRE ACM
AWS FAE CA BERFAABFE. AWS

(® Note

NE ACM B A LA L 8 7582 3 Nitro Enclave B9 Amazon EC2 #{TEE L , EFXEARE
2 Amazon EC2 #11T{E%8. WMF T AWMU REREEZE Nitro Enclave B9 Amazon EC2 #1718
B FEREB I Web [RIIRES , B2 R =R | £ Amazon Linux 2 L& % LAMP Web Al iR
B BRE | £/ Amazon Linux AMI 2 LAMP Web fAlfRES.

THIR® % & ACM BE :
Elastic Load Balancing

Elastic Load Balancing € B E8#$ S EA AR RE D B E 2@ Amazon EC2 #11T{EE., ©&
EREERETRENHTERE W REEFMXBZEFERERIFNHTEE  BEEERERR
I 1TIEBEIRE B L, Elastic Load Balancing @EEHBIERHEREREMNER , UEEEANRE.
MEEHFEHNEFMENR , 5528 Elastic Load Balancing £ & 15/,

—fiRME , & TiEIB SSUTLS REHEZLHNAE , AR THRISEREEH FHFH&Eiw Amazon
EC2 #1T{E88 %% SSL/TLS B, ACM E# Elastic Load Balancing 4 , & &F#5 L
EBE ACM BFE, WFFMEN , FSBEIL Application Load Balancer,

Amazon CloudFront

Amazon CloudFront 2 —1& Web R , iiZEBRSXGHHEREELNAR , MRACRKERE
PEBENTFE Web ABENERE, EFAEZEEREGEMURENARE CloudFront , 446 H &%

XEE fR4< 1.0 7


https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
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HERHFKEEENERNVE, ERAKRSURURERERTAR. MRABFEOAXEE ,
i M B) CloudFront i, MRABRB BT EXEH , BREFBINABZKABRIRH Amazon S3 7
FErEE = Web fAlR2% CloudFront HENZ AR . MEEBEREFMESA CloudFront , 5528 Amazon
CloudFront FiZ& A E35F,

ZEEB SSUTLS 2L LMWAZE , CloudFront EEH#E SSL/TLS BFE R CloudFront 21THR
AFEZENABRIEL, ACM EES | CloudFront AEER{THR L 22 ACM BFE., CloudFront
WEFMENR |, F2EEE SSL/TLS BiE.

(® Note
HEHEHEM ACM BRE CloudFront , B4 AEXBIRER (#FBZILE) BHEAFREA

Amazon Cognito

Amazon Cognito B&H Web MITEBEARNIEMHE 7 5BE. RENEAEEE., AFUNEESE
BEH AWS tRFE BIEEIBE =7 ( 40 Facebook , Amazon , ANBFER ) &éf, MEERH
Amazon Cognito BVFFMEM , 552 [E (Amazon Cognito B ASIEFE) .

B854 Cognito A & EEREAMMA Amazon CloudFront X EF , CloudFront FTREE M E ACM
BEURESTAE. EEEBRT , #FEE , EUALXBREENEE , CloudFront A% 3 sEM

AWS Elastic Beanstalk

Elastic Beanstalk Al B 1E AWS ElRFEMNEERAEN , MAXBOHTELEAERN
EZEE, AWS Elastic Beanstalk R{EEEEM M, BRAF LEEARER |, Elastic Beanstalk Ft
SEHEEFEME,. EHTEH. EEVNEAENEERBERWHEET, Elastic Beanstalk £
Elastic Load Balancing FR# K2 & & F#is5. F Elastic Beanstalk HFFHEF , 52 AWS
Elastic Beanstalk FiZ A E35F .

EERZERF , BN ET Elastic Beanstalk TR ATALZNEAERAREERTHRE, WEFAE
A, FSBIRER Elastic Beanstalk IRIEH & & F#25 KK IE HTTPS,

AWS App Runner

App Runner @ —%& AWS % , ATiRftRIE, MEHERARRMNE N , RREEXN B
BEZEPER AWS ERFAEFRELZLH Web BRARER, BFATES2HHEAM. REEMFEHHE

BAR M4 1.0 8


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
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BERYE T EAENMIHEMEEE AWS iR, IE App Runner BVEFHEERA , 28 AWS
App Runner BI& A E15m.

EBRTBEEBREEARINTERSEILBEBIE | App Runner €7 NEFZE 3 AT 1E MiAA1E
BERMNER. EERIFSMHEE ACM F, BUEHAEEREHEBRMERREEZNERA , App
Runner T EMIBRELRE. EEEEFTEEDHT , EAFEBTHENEETMEE. 0F
&R , 5528 AWS App Runner B8 A BIER IV EE App Runner fRIH BETHRIEE 8.

Amazon API Gateway

FEETEREENZ RAMYBHE (oT) WRE , BIAARERERNE AWS LW RRKEEBN
AP| 85HRBEER. EALAER API Gateway &, #E. ERENRBEN AP, #5 APl EER
API| Gateway % , A LG E BRI HE 2 BUBLFEGE API 1EXE, EEREHIIMAEEE , &
HBRME SSL/TLS B, EBuLAERA ACM EEXEREANBE, WNEHEM Amazon AP| Gateway #J
SHMER |, 528 (Amazon AP| Gateway FiZ A E15FE)

AWS THE it

AWS WHEFRREE R Amazon EC2 T8 , AIEEK Amazon EC2 #{TEBE U IREMWEITIRE (B
AIEEEE), RHEEREY., RtESESZRNERE#SE. cARRMHEL FEHTERBNZSR
BEAWER, TEERAMLRT. EBXNEFRRATNEHBIEE, FAERLSER SSH £ AR
E, BEEHTERNEERF, EARASEAE (BRRAEES) BEELFIERHERNERM
ERAZEN,

iE#3| Nitro Enclaves B EC2 #{TEE X & ACM BF., MEFHMEF , FSEEHR Nitro
Enclaves BJAWS Certificate Manager,

® Note
BESEHE ACM BB E R EEZ Nitro Enclave B EC2 #1177 E B8 22 3 B3 B .

AWS CloudFormation

AWS CloudFormation 1#%Bh#& 23 Amazon Web Services ERHERMERE, EBRILIET
NBEFHR AWS BRHVE A | 0 Elastic Load Balancing 5 AP| Gateway., % , AWS
CloudFormation E8EMENREELER, ETEEEBR/ENEE AWS ER |, Wik

K FE R 1T BE; AWS CloudFormation BRIBFFEIEL, ACM BRI ESAEARER , EXRT AWS
CloudFormation AJLAZE3R ACM BF , H A LA AWS REEBEERAUBALZLER, I, ACM
BROUELESHEETLRENZTZ AWS &EFEF, AWS CloudFormation
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https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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BEMN —AE A CloudFormation , 5528 (AWS CloudFormation A &EIER) . MEXEZ
ACM BRI EEF CloudFormation , 5828 BAWS::CertificateManager::Certificate,

FEIRIRHA R A EHE{LIhEE AWS CloudFormation , A LARRERIB/EEALZE , LHEH AWS I
EF. BMEREEBEN ACM H{E/EiE, AWS CloudFormation

@ Note

MREFEHEI ACM BF AWS CloudFormation , AWS CloudFormation #&2&{R1E1E
By _ EEMRE, EE—SAHERBIRERSFIEE  BEIERBEEZRIEFHMEH
HIETRIRESAIE, NFBFMEN  BSEEEY. ERSMERERIRERRE K SRELE
Eo

AWS Amplify

Amplify 2 —HEFIITiEN T EMIhEE , AIEHH Web MITEIBIRASREER M EHL LEE
TEHBEAREN. AWS Amplify IREERERE : Amplify Hosting 1 Amplify Studio, Amplify
Hosting 2 7 — 1@ Git 2R T/ERE , TARAEEGEENEN L HBEMRSE Web ERARE
Ho Amplify Studio BB BLHWRHRIIRE , AL ATERE. £#8 Web MTEBEARINELE
¥, {FH Studio REBEEHE —# Ul #AHKBTIE ready-to-use Ul , BIZERAREF &K , RABREME
EEE-E. MEEE Amplify WFEFRER , F2H8 CAWS Amplify EAEERE) .

MREBTHAEEZIERARER , B Amplify T AT ACM BERREEARER.
Amazon OpenSearch BR#§

Amazon Ser OpenSearch vice 2 —BESMoM5|1Z , BARBFEI. REEAESEENE
BERINTEFERARM, NEFMEN , 5828 Amazon OpenSearch R A B35,

EREN TS A EH OpenSearch IRIEEER , AL ACM EBBEMEBEHN
Application Load Balancer,

AWS Network Firewall

AWS Network Firewall Ef—EHZERE , TREREAFE Amazon ERFIEER (VPC) ZE
BEARMRRE, MEFHMEN , 5528 AWS Network Firewall Bz A E355,

Network Firewall B5 X f&E2 ACM B4 |, A#1T TLS &, MRIEE Network Firewall A TLS

BE , BINXERRE ACM B , UMBMEHMZEIBEH A SSL/TLS HE. MNEHEF Network
Firewall Z1faJ#&E ACM EAETT TLS BEMFFHE , 528 AWS Network Firewall B3 A &35
RIS SSL/TLS BREE TLS MEHERERFEANER,
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https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
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https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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W EENEEER

Amazon FREPUHEFTE , EFAHEBERARLEER

- AWS Certificate Manager (ACM) T2t R ER EEAN R EFLEE, NREEAEFHBENE
E,OAURFE=SHEREES. BMNERCEEMESRIAMLBRELNBLIHETANEZS
.

« Amazon FAFHEHBEREFMABRERE., HEEEREEEF. EERENEENBRETRESH
BHRIKREA ACM RENRAY , MEFREETEARUNERESBILEE. ATRERMANEFH
Amazon HER BT AFUEESXFEARMNEENESR.

[

LR AWS Certificate Manager (ACM) AR B 8B AR B8 AWS IR EE AWS B,

EEEEMERBIURE , F28 (AWS —x3EE/) P ACM BEER KR, NERFRSN
#5 , 587 AWS Support Center (ZEH /1) B RH,

— iR B 58

HH B
ACM BENHE 2500
BN HMENBESRE A LB,

B CA #EHEE AWS 748 CA T8 ALLE
Ho

BF (B 365 X) Y ACM BEHE NS SR IR FECEE

BEESNBERSSF&RZALGER ACM
BELENMEHE, flM, IRENEHER
2,500 1@ , AlEF A ESEEERN BHMRS
REEREZZ 5,000 8 ACM BE. BRKRZR
BEH 2,500 EBF. HEHE—FRFHFXK 5,000
BB=E , ELAEEFMER 2,500 EERE , %
HREOREEEN, NIRECEEBRREAATE

MU RENEERR WA 1.0 11


https://docs.aws.amazon.com/general/latest/gr/acm.html#limits_acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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ERAEER

b=l =] FERRECEE
#BiB 2,500 EBFE , BLERELE AWS Support
Center,

B CA #EREE AWS 748 CA TEFTALLE

Ho

EABENHE 2,500

B (B 365 X) EANBREHE D& SRR R P BC B
=@ ACM BENVBEEEBHE 10

=8 ACM BEMNFAREES 10 ERHE R,
&Y EC #E T RE B A

BRINF-—EARSIEEEESABIENERE
REM® (CN), FrEEEEEEsRTRABEIE
o

B L REEZIE 100 EREARE, EEERE
INECE , 5B ACM BRIEHY Service Quotas E
BREPEIER, T8, BRI , FERT
BUORFEREFEHARE , FEESHEGEEEBT
REELFESEEI ., NEFMEENR , F2HE
HBIHERE .

=@ ACM BEBEHSEBNHERBAEERAR
ACM RHERBE. LWEBETERREA ACM
HEBRE. ATEHEBRR ACM BE.

—ARECER
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ERAEER

HHE
B CANBE

ACM EZ AWS Private Certificate Authority
(AWS FAF CA) BE, BALER ACM 2
A% ACMAPI FEENRELNEREREE
fiI (CA) ERFAEB/FE. AWS CLIAWS FAF
CAELBERE ACMREAEE , HHRH
B ACM BT AEREMERE, WEFHEER ,
A2 ERAAE PKI BFE., B UFERAEL
AWS #hH CA RBRBITIERRE. WHEFH
&, FSBERTAESRKRERERE.

EMBREFAE CA H%Eﬂkf@ﬂ’mﬂﬁﬁ EEHER

HBERALE. MFFHAEF  F2EMEREH
B CA.

@ CANMLEBIRHE (LmBH)

AP| R Rl &

TARRECHE

200

1,000,000

THEFEANSERERNERSH ACM AP, ACM ERHR API EXUTRRZERFE APl FFR, FBE

KN ACM ERAFERBBEREFVFERBVESE , MEBXAEERNFR, EFRX

FIFRE , ACM

280 ThrottlingException #8&R. TRIIHEE API LR ACM B REEBEHFRNE

o

(® Note

BRTTXRHBFIHEN API BIESL , ACM tB o[ A%t AWS o5 CAREIYSAER IssueCertificate

BiE, W LK up-to-date EEELEHE A IssueCertificate

#H CA.

R =18 ACM API fEf equests-per-second i Z8

E 2B IR A ECEE AWS

AP| EREEE
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
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AP| FE0Y BUWHERE
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

MEFHMER , FSHE AWS Certificate Manager API 2%,

TE{E AWS Certificate Manager

WMRIEAE A AWS Certificate Manager& i SSL/TLS B , IEEXNENER. EREAHT
MULREAREXNMELN AWS ERTE, WEHRH ACM EEBEH , F2H AWS it EHAWS
Certificate Manager lRIEE H M,
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https://docs.aws.amazon.com/acm/latest/APIReference/
https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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R Z 2™ AWS Certificate Manager

EL2 AWS BRENELER. BRAWS BF | BZALURERDPONEBRRETEDR  SLERBREAR
TREHZE M RBBNEBNERMEBER,

2R AWS BECEHERBENER. AEEEEEEEERATRNREMNERPNZTSM

- EWRNREME — AWS BEREE AWS 2RPHIT AWS RENERER, AWS EAZIREAMI
ZEFERANRE. EERABRZERANRINREERFETE AWS Certificate Manager , 2B S E 512!
HAWS R &5 EEE),

- BiRPHNLEM — ENETEURREERN AWS ¥, SHXEHEGERRAE  TIEERNHE
ZiE, BRRNERNMBRERENZER,

A4 ] 15 BY IS BE AR AN RI £ 6 FB AWS Certificate Manager (ACM) BERHESEER, THEEH
REIWMAERE ACM LUERIRHN T2 ME R B E, BB fH 4 AWS B EES MR E
ACM &R BRTE -

F&E

- ERRE AWS Certificate Manager

« AWS Certificate Manager B Identity and Access Management

« F™ AWS Certificate Manager
« AWS Certificate Manager (I E SRR £

- BEEH

B RHRE AWS Certificate Manager

AWS HASFERBRAR P ERRE AWS Certificate Manager. HLER PR | AWS EERE
BITATE AWS Eis. REEHETHERRELAERARTNESE, REEBEEFFER AWS R
NELEEBNEETK,. IFERRLENGFHEN K F2REABLERRBEEER. NEFHEENE
RHRENHEBET , B2 AWS D2 HIFER LN AWS HENSEERF GDPR ZEEXE,

ERERREZBEN , RAEZEMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERE, Mit—XR , SEACHEHRASESR
HEREEEMAENGTT,. RfECERERATIFRNREESR :
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- BERFHECASEEZRRE (MFA),

- f£F SSL/TLS B AWS ERETERA. RMFTE TLS 1.2 XEZFEA TLS 1.3,

- ERARE API MR EEB & AWS CloudTrail.

- A AWS MBFRS R , UREDHMBERTL 22 AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREZEMFE Amazon S3 FEURE R,

- MREEZBHSHNER API FEEFEERL AWS B FIPS 140-2 BB NZELR | FEH FIPS
. WMEEE FIPS M FIPS InMMESHEBEN , 2B B ERARIEZZEE (FIPS) 140-2 #EEH,

Bz 2R CBETEREFNEF B4 ERERBREF , HEERSBEERN X FRA
o, flInE BN, EREEEREFA. APl 5 AWS SDK AWS fR# /A ACM s H TR,
AWS CLIZEEZES BEEEANFHA P ANTAERETEARTESZE AF. MREEHN
IR ARESHY URL , BPIEZVEBFB TR B LU X MAREEFE RN URL 2 EBEEA.

BELMEERNEZEM

ERER)NABERE , AWS Certificate Manager (ACM) E £ \F/FL R key pair, ZREHHEAKE
BELESRY., NESRENABEN—Br. ACM 2REFREREBENLZ S  IFEH AWS
Key Management Service (AWS KMS) Ri%BHR B Z S8, BEEREFUOT :

1. BRRE—IRE AWS EBFHPERFEAGRE , ACM BE —EAZEE AWS KMS key BV BIHE aw
slacm, Lt KMS €87 & AWS tEEMEE AWS Bl &2 M —1,

2. ACM ALt KMS £BRMEBENILE L/, ACM AEERMBEREINFIAE L ; ACM TS
DR ERILE LR, ACM FEAMERBN KMS £8RMBEE AWS IREFEHE AWS EiF
PRI ERRNILEEE,

3. BEHEES AWS Certificate Managerf) (R EIBERF , ACM B BEMNMENALE SBEILT
R, LBEPEIIRE AWSKMS |, AFRBEER KMS £BRAXBEANLZ SR, NER
EFMET , 5528 AWS Key Management Service B A B FERZE, ME ACM X
B2 RENFHES , F2E REES AWS Certificate Manager.

(® Note

B L RS BRI AWS KMS £2#, MRELRTMERMBRLERE K REREZZESR
&K ACM IhEE,

4. BENRBEEA KMS ERBEZLEA TR, AR, RESEARRNEEN HXF) WA RE
HRAFREIREMNBEAEE (SSL/TLS THEEE).
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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5. BREESNRBEUERBIR , SR 3 BYNRTESEAN, ERXRTREFEBMERM KMS £iRE
ZRENLEE®,

AWS Certificate Manager BY Identity and Access Management

AWS Identity and Access Management (IAM) 2 —& AWS fR¥ , BEE S L& IR HI% AWS
ERNEIER, IAM EEEALEFI#ETRE S RE (BA) NESEE EUSHT) , MEBUER
ACM EiR, IAM 2— BRI EEAN AWS BRI,

&

- HR

- FRASDREE

- FRABREEFIE

« AWS Certificate Manager 8 1AM HiEHEHF K

« AWS Certificate Manager B & % 2 B3R £ 4

« ACM API 557 : BIMERERSE

« AWS Certificate Manager B AWS S & BUR

- ¥BE ACM ERRGZRE|#

- ¥t ACM ERRKERZAE (SLR)

« ¥} AWS Certificate Manager & 7% S 1F BV 1T 58 BE B &

R
AWS Identity and Access Management (IAM) B F XN EMKIRIEE ACM AT TEMBFATRE.

fRIEERE - MRFEHA ACM REHITIE , EEESATREHMENRRNGTT., BELATHITT
EMERABREZ ACM Thee , BAIREEFEENNGAT,. THEFFINEELSXAHEOEES
ERIEMINEEY ., BEEREEFERACM R EIETIEE , 382 E ¥ AWS Certificate Manager & 7 E2 17 Bl
TSR,

REEES  MREESEE/NTIRNN ACM ER , BHREER ACM NEBEFEHER, BN ITERY
RIS EAEEERN ACM HEEREIR, BEZLEAKBRRERIGEN IAM EEE |, REELRK
FRENGTT, SELEEmLENER , TH IAMPERES, EEE—P THELN T ITHEE ACM £
A IAM AR , 528 AWS Certificate Manager & IAM KEES o
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IAM EES : lIRER IAM BEEE | ERLEENREBRUEE ACM FEENFHEER. BE
BARE A LE IAM R ERAME S ACM B9 BEER |, 5588 AWS Certificate Manager B & 2 B BUEE €
il

e R & 7 RER R

BoBEREFEASSBRABTREAAWS AR, BHXALLAWS IRERFEAE. AMERES S , &
R’1E IAM AT BE (B AE AWS),

BOLERZER S P2 RKRERNEE , UBS 52 EA AWS, AWS IAM Identity Center(IAM Identity
Center) Ff&. BRAINE—Z A2 BBEMNEN Google 5 Facebook BREEZBI S & 2 HIEHI,
BEXRUBEE2EAR , FNEEES XTI ERESA AM AEHNBE S, EF AWS BERFERABS
EITFRE , Z2HERTAC,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZELA A#@%h, MEEBEEA
ZE AWS WWEHAET , F2H (AWS B A FAEER) FRIAEALZN AWS IRF,

MRERUEARTNAXNFER AWS , AWS =24t 7T HRBERBEM (SDK) Mg w17/ E (CLI) , SAMERE
RENBREBERRENXNEZZBENFE R, MRETHER AWS TR | BXAHITHREFR, MFML
REBNTEETEEFARNFEESD , F28 (AM £REER) hHEE AWS API FR.

EREERAMNES S RES L, BB EERHEANZTLHENRA. N, AWS BEREFEASEE
FEBE (MFA) RESIKRFNEZSE, NEFMER , 52E8 (AWS IAM Identity Center A& ERE) #
NZEEZZEHIM (IAM EHEER) BFWE AWS RERAZEEZERF (MFA),

AWS tRF BRERE

MRREY AWS IRF , B8R E—EEASD , TUZEFEIRFHAME AWS R HER. 55
BAAWS 1RF REAE  EREMIRFRAEANEFBABUNZBE AT AL T, BEIER
BABURERAERERBEFER, RECHREAERRE  WRHRARATRARBRERERTHE
. MFELEBNTREE , THREUREAZTEANGES , F2H (AM EREERE) FHEE
BEAEBENER.

BegD

REFEZRBERAGCERE (CHRFECESFIENERS) RS HERERABMS e , £HE
B MR R SR 7 EL AWS FRF5 o

BEBPRRELLEFERAERZNERE, Web B HFER., AWS Directory Service, Identity
Center B $%5i%i8 & 7 KRB HEABERFIN AWS R WEMERAE, BEE5 2 AWS 1RE
i, SRTAE  YHAGRHEERMEER.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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HREFXENER , RPEZEMFEH AWS IAM Identity Center, &R ELTE IAM Identity Center R E
VERENEE ST NERYRLSINECSE s REFN—EERENEE , LEEENAE AWS IR
FHEARIXHPEM. W IAM Identity Center WFFMHEFA , 528 (AWS IAM Identity Center &£/
Ei88) PHAER IAM Identity Center ? .

IAM {5 A & F B4

IAM EFHZERIE AWS 1RF FN—B 2 , ERE-ASTEAERXNKENT. BREERKRE
ERMRE R MARBAERURMBRE FINEBMENZR) B IAM EAE, BERNMEBEEARH
FEHERABEN IAM E£RE K BRERCRRENER. UFEFMAES  F2HE AM ERAEERH
MAZTERMBRENEARMENRRFINEER,

IAM R —BIEE IAM EREEEN S D, BEEUFES S EA, EUNERFER—XAZ
BEAEEENT, FETREEABRCRENTNBERBEARS. fl , BB —ERA
IAMAdmins B EF#8 , Y48 FRABEEE IAM BIRIETH,

ERERARTE, FHERERE-ASIEAENEZLRE K BACHNENREHEMNFTEENA
BHE. ERERFXKANKREER K BACERHEGRER. BBEE—STH L F2H (AMEH
EEm) FHEMY IAM EAE (MEHE) B FHE.

IAM A&

IAM AERE AWS IRF AN —E &2 , ERBENT. BHELIAM E£AE , ETESENAEMN
BB, BT LAfE AWS Management Console FiE BV A EREFEE IAM A€, BaLUE BN
AWS CLI 5 AWS API #4E , IREAHF] URL REVEAE, NEERAAGHNEEFRENR A F2
B KIAM EREERE) PHEA IAM A,

EAREERERN IAM ABETIIBERFIFERA

- BEGsFEREFN - EEARE S PERGTY , FRIAC , YAABGERT. EHHEG
TEPHER , X/ LHEACEURNE , UERTHAGERNGT. NIEEHRHSACHNEMEE
A, B2EIAMERAEEEFHNRE=SGsHEREVAR., WREMEA IAM Identity Center ,
AIEEREHTE, ARHSFPBRBRITUERNAZ , IAM Identity Center #$FF AT 52 IAM FHY
ACHER, WEARTUENEN , F2 8 AWS IAM Identity Center fE A E BB HHFT A&,

- HEEIAM FERAERT  FAETIURE IAM AR A RERHEEEIEEATRNEET,

- BIRFFE : BZANUEA IAM AG , AFTRKRFAFNEA (BENEFA) ERERFHER.
AERRTFEIRFEIENEIESRN. B2 , SHEHEL AWS R , ZUUEBEEEERETER
(MEFEAABERRE), EETHBERFFHACGNEREBRENEZR , F28 (AM EFHERE
M) 7 IAM AeREREEBENER,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS Certificate Manager EREEmR

- BREFE . B AWS R SERAEM AWS R PHIhEE, Hlm , EERERKE P ETEWE
ZREBEEEE Amazon EC2 H#I{TE AR Y M Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFUETEANGTA., EARKACHEARBESACRKRETIE
E%,

- ERTFMIEMRER (FAS): B4R IAM FRERARTE AWS RETEER , RRSKE
RAETHR, ELEARERKE , SBUERT—EDE , MEABEZREETRNEES
BB S —EEE, FAS FAXBMFF I AWS BRFE , FBEFER AWS BRI SLE T RS
BHBER, AEERBKIFZEEE M AWS RESEREBFRETHNBERZE , TSR
FAS &R, BEIIERT , EXRAEEHITEMEERENFTAT. MFRE FAS BFRENBURFH
MER , 2 (EREFHIT/ERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
access_forward_access_sessions.html,

- B AR - REACEREREIN AM A6 | TRREHTEE, IAM EEE TR IAM RE
M., ERAMEBRERE AR, MEFMAENR , F2E (AM FEREERE) FREIABUEIRTT
# AWS BR#E BR¥E

- RBEFAE REEEAGR —EERD AWS R WREAEEE, RETUARERAREH
TERENAE, REEEACSERESLN AWS IRF F |, WHBREMEES. IAM EESA L
miR | BETRERERBERAGNFT,

« £ Amazon EC2 L #1THERARER : #H¥1E EC2 ITEER LFITIRE AWS CLI F1 AWS API 55
RNERERX , BULUER IAM AEREERKMEERE, ERE EC2 HTERBRATHRTFIRZR
BREFR, BEERAWS SE16 EC2HTERYREHEMEEARINER , BB EETH
TEEBNHTEERERS. JTERRERSSXAE , XHTE EC2 HTER LHITHENEIS
REFERR. MFHEES , F2EH (AM E£REER) PHFA IAM B2 RE T A4 Amazon
EC2 H{T{EE L HTHEAER.

FETHREEEAR IAM AGRN IAM ERE , F2H (AM EAEER) PHEY IAM A6 (M3EE
H#E) R,

ERABREEFHE

B LUEIBE Y BRI A HEER AWS B REIR , £ AWS PEFIFERN. BERE AWS i —{EY
#, EENS S REREVREABN  EUERHAT. AWSEHEXR (ERAE, REMEIACTHE
PEER) BB REFEELEE, BURTFWFFIIRERE AT RIEBFER, KE2BREL JSON X #

RN FHE AWS F, 1FE JSON IR EBNABTNFHAER , F2H (AM ERAEER) P8

JSON BB
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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EESWLER AWS JSON BRRIEEH T AFIBLERS. AR , WEEBETERET AN
B BERAITHLEE 1,

RIBTER , FRENACREN T, FERTEAEUEMFERUTEENETT , IAM EEITH
BY IAM B, A%, EEETE IAMBERFEEAE  CREEERERIELAG,

IAM BERERXEENFTA , B EERMELERHMTRE, Sl , BEBREE—EAFF
iam:GetRole BIERIBEE., E{REBURRYEA & E 7 LA#E AWS Management Console, AWS CLI %
AWS APl BR8ABEA,

B o BEER

SoRBERE KM ME 55 (Flan 1AM £AE, FAEHESRAR®) ) JSON FAIBEXH#, EL
BURT 84 5 o EMEEG T MEERIANTHLESRSE, EETHRNAEI S ERBEE | F2H
CIAM R EERE) PRET IAM BUR,

BrBERRUTE-S D ERARBRHZERR, ARBREEZARINE—FHE, HEIAE,

ZERRARBIMNEEK , B ELBREES AWS 1RF FNZEERE. #HENAG, BE
HEILE AWS REBRNBBTFEECHE, eETHRNMESERRRARBKBEE |, 725
(AM EREER) PREZEBRRNARBEREER,

BEREHR

ERBBEREEIERN JSON BRI 4, ERBEBEKRNSRE REH2 Amazon Simple Storage
Service (Amazon S3) EFETBEEREN IAM ABEEEHEK. EXBEERBEBRNBRER , REEES
ALEATCMHREFEBFEERNEFEER. HSRAMMNBENER , BEXEEREENETEATUHERK
BRATHEBEUR EMERE THITHEE, EHBEEREBREREEETA, EXATUEBEIR
F. ERE. AR, BesoERED AWS R,

ERABERMRZBBETORBREE, CELEEREREDEARE IAM B AWS SEREK,
FERFIFE (ACL)

FEUEHIEE (ACL) ATEFIBLETEAN (IRFKE. ERAENAG) BEFTNEERNTT. ACL EH
REREBR , BEMAEM JSON BERXHFHER.

Amazon Simple Storage Service (Amazon S3)., AWS WAF 1 Amazon VPC 2% & ACL RS &
fl, EEE—S TH# ACL , 5528 (Amazon Simple Storage Service B AEEmE) FWEFEUEE)E
B (ACL) B8,
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HtBREH
AWS XEHMBRD RHBRER, ELFREETRERTE ARREERTFENZAFT,

- FORR : FURRBRRE—ELEREIEE  IHERES S BEGRERT IAM B (AM EHERAR)

WRAFTT. BUUABRERETTRR,. IEENTTERERN S 2 BEBEMEFTREHR

o B Principal MUHPEEEAERACHEREBRITEZRFIRRRE. FIEEER
RPN AREEHSBEZAN. WEFTERNFAES , BF2E (AM FRAEER) 71 1AM
BEFTER,

. PRAEIRHIEE (SCP) : SCP £ JSON I , IEE AWS Organizations FEBISEBE (T (OU) H
B AR, AWS Organizations BRI T AR D EMEFEBR B L EFIEENZE AWS IRE, E&
BB NFTEIhEE | B LS RISIEHIBUER (SCP) EREIEAEHFTAEIRE . SCP SRFIR SR
FHhEENGTT , 3FESE AWS tRERFERE. W5FE Organizations M SCP WFHMEN , F2HE

{AWS Organizations £ & ER) K SCPEESL K.

. TEMBRBE : T/ERBBREE—BEREE STl EEBREERNARBYACEHETOE
RENEE IR , (FASHEE. IELEIERBNTTERECERERACHNEIRBRANT
ERBBENRE, FAULTUARBEREEE. MEEEBETNRRIEEBNEEEX M. NF
HHEF , F2E (AM FEAEER) P IIERRECK.

ZEBRER

RHEZERREEERIFRE  HEREANTISELSEN,. EMHBELER, TETH AWS B R
ZEBRBEFNAHERE AN —EHFEX , F28 (AM E£REER) PBCRFHEEE,

AWS Certificate Manager &8¢ IAM H9E/EF X

£/ 1AM B ACM MEEUE BT |, FB5E T BRI LUEEL ACM R BBL IAM ZhEe.

& A B AWS Certificate Manager £ IAM Zh&E

IAM Zh&g ACM X &
55 BEBNEE 2
BRAHE &
BURE =
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IAM T ACM %iE
BRER =
BE IR (RBEE) 2
ACL &
ABAC (5 B ) #84
L ER 2
EEART £
RBAE &
RIS A D £

MELME T ACM ME M AWS BRIF AR AS A IAM HeefsEEA |, F2R (AM ERER
FE) HHY AR IAM EER AWS BRES.

BEHAR ACM W B9 BBE

XESDHEBR =

o BBRETLMME S S (Fla0 IAM /A&, EREFANAR) K JSON FFATBERN A, EL
BERAEH S D EMEFRG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
(AM EREERE) PRET IAM BER.

£/ IAM B2 BEBER | SR LUEERREENDENER , AREMERG T RFFRIEBEF, &
BLEESPEBRPEEZRA RACEEAZEENEAERAG, METHEE JSON BERH
ERANAAERE , F28 (AM E£REERM) T8 IAM JSON BERTESE,

BRAR ACM B & 5 B B SR #1451

EERE ACM B o RIBEKEH |, 552B AWS Certificate Manager # & 2 B B 5K & 45,
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ACM AN ERBEBEE

X EUEREREBER )

EREHMEREZTIERR JSON BER X #H., EREBENRE REHIR Amazon Simple Storage
Service (Amazon S3) EFIFBERMN IAM BBEFEHE. EXREREBERNEBREY K REEES
AUEAEMREFESEERNFIER, SRMMBERNER , BRXEEREENETATUEK
ERFITHBEUAREMERGETHITNEE, EXEEEREBRPIEEZTEA. EFEATUTER
F. ERE. AR, BesoERED AWS R,

HEZMABIRFER , fUUEEEHMIRFANAMAEIRSSN IAM ER | FRAEREBRNER, &
BERFTREEREBR , AREUGEEREN —F, EZXANERETEN AWS 1kRFE BE
ZEFERFHH IAM EEE UL AREETABR ERENAHE) FRERNAT, HEBKS 5 H
HREZIERRE T, T8 , MIREREBREAMARRFFNEIRRETFER , ENRITEHR
ANBSRBEK, WEFMAER , F28 (AM £RERER) F0 IAM SeR2ERERKREMNEE,

AR ACM W BUEREI1E

X RBREE =

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
AT BEERANITHESE.

JSON BURRE Action TEHERETURARAFHIEBBRFFRNEFE. BRBENEBEESN
FEBEEBRRY AWS API B4R, B —LEFISMRR | HIaUR BHERFY AP ERMNERFF I EFE, E—L
EEFZBRTNZEEBE. ELBMANBFEBAMKEIF,

HREERBERE TUTHBBRENTTT.

MEEF ACM BENFE , F28 (RERESE) hH AWS Certificate Manager E &R E1E,

ACM RV BURBIFEEBIME RN T FE :

acm

BREE-RAXPIEESEEE ,

e
H
fedi
sk
&
&
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"Action": [
"acm:actionl",
"acm:action2"

]

EEWIR ACM B9 BBUERE S | 55288 AWS Certificate Manager B & % T BUER €4
ACM HVBURE R
TEBEER B

EEE A LMER AWS JSON BERRIEEH AU EIMBERNS, thpER , WEEEETERME T AL
YA EERITHEEE.

Resource JSON BHERTEZWEEEEABHENYH. AN EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) KEEM.

HRAXEERERFFAINEE (PIFHER)  FEABRAFER () RRTIEEXBERARABEER.

"Resource": "*"

MEEE ACM EREEKRHE ARN WEE | F2E (REEESE) T8 AWS Certificate Manager
EBNER. BETHREUUEABLEERFEEESEERN ARN , F2 8 AWS Certificate Manager
ERHEE,

= EMmE ACM B EBEREH
BAR ACM B BUER IR 35| 8

nlh

289 AWS Certificate Manager i & 2 B BUER €54,

X BRI EBURRIF 5|8 =

ERE A LMER AWS JSON BUERRIEEH AU EIMMBERNS, bRl , WEEBE T RERE T AL
Y EERITHEEE.
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Condition jt# (8 Condition EiR) AIELIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBEPWEFENBERPHE,

BHEERRXFIEESZME Condition THE , WEHEE— Condition TEFIEEZMEREIR , AWS
EEMAELE AND BRAFFT M. EERE—RHRIBEESEE , AWS SEREE OR RFFTIAIK
. BAFEMBERG , T ERTFRAXNFFT,

FHUA U EEEGREREABEVEEE., fln , BAUREFEAEERE IAM FAEEBERR
REHERNFARTXIAM EAE. NFFEEF , F260 (AM EREEE) 78 IAM BEET
= BBAER,

AWS X EEERGRSIBABRBEENRERSIR, EEEEF AWS 2ERGREIR |, F26H (AM
EAEIER) M AWS 2EEGEAR SR,

MEEEF ACM RHRSIEBHNEE |, F28 (RERESZE) PR ERN AWS Certificate Manager #Y
REZRLIE, BETHRETVUHBAERERERERFREZRSIE , 528 AWS Certificate Manager
EENBE,

EERKE ACM B EBERES , 5528 AWS Certificate Manager # & 20 B UK & 45

£ ACM £ ACL

<& ACL a

FEUEHIEE (ACL) ATEFIBLETEAN (IRFKE. ERAENAG) BETINEERNTT. ACL B
REREBK , BEMTEM JSON BERMXHFHER.

B HEfER ACM 1 ABAC

%18 ABAC (E i BIHE) 59

BHSERNFEURS (ABAC) R—EREXRE , IRBEMERER T, £ AWS 1, ELBHRE
AER, BLUSERERD IAM BR (FRAEIAG) , UKFFS AWS BiR, AERNERN &
BRE ABACIE—H, BEEFERF ABAC BX , A EZERANEREREAFIRNERERAN
BHRAE

ABAC ERRMRENFRPHEREE , WRERREESEEERERIB,
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EERBERILHZE , FEFH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 &5 , TERNVGEGTESD , REEBREA.

NRBEHEXESEEREENLH=BREREIE , IBEZBRBEMS , ER Yes, MEABBEIEZRL
EREENEM=(ERFREI18 , AESR Partial.

WMFT ABAC HEHHEH , F2H (AM EREER) PR ER ABAC?, NMEEESHE ABAC
FERNHERE , F2H (AM E£REERE) PHEABEEFEES (ABAC).

1% B B /B 7% B2 ACM #5BiL 6 A

X EREHMERE =

ERERTRERRETEAR , K& AWS BH B5EHF, MFFMER , SEBL AWS BRI £
BCERMERRE |, 520 (AM EAEER) FHTRE IAM EERN AWS BRI,

MREFERAEREBBNBB 2 AWEMATEEA AWS Management Console , BIfR IE1E A EEFH
BFE. dlwn , EREALTNE-—ZASSO)ERZERNAWS ik , ZEFEEHHRVERMERE. EX
UERAEFDBEATES , RARUVLACKE  CESRDHEVERMERE. NFEVIRAGHFMENR , B
2R (AM ERFEER) PHYREAE (EEA).

B {ER AWS CLI 5 AWS APl , FEIZ U ERMER., £  SuFERAELETREERREFH
AWS, AWS ZELBRESCERMEE K MIEEARPENS®., WEFMENR , 2268 IAM F1
ML RE,

ACM WiEE IR ERBER

X EERFITERE (FAS) =

ERER IAM ERAERARTE AWS REITEIMER , ZERARETA. EEERARLERKERE , &9
ST —ESE  MEABEZRSETRNRBTBEB S —EBE. FAS £AERAIFFAIRL AWS
fR#% , BEER AWS IR U@ FTiFRBEHFR. AEERBUBFEZHEE MW AWS RBHERE
B RESTANGER R , THIRE FASHER, BEUERT , EXEEFHTEMEBENTT. 0F
IR FAS BREINBRFMERN , F2E (BRFIMIERE) https://docs.aws.amazon.com/IAM/
latest/UserGuide/access_forward_access_sessions.html,
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ACM IR A

xERBAG -

REACRREETN AM S€  AIREHTEE, IAM EEE LKL IAM RE., 18K FNM BRIRKE
A, MEFMAEN , F2H (AM FREEE) PNEILACUEREFITHE AWS RS RiE,

/A Warning

BEFRBACHNITI A AR ACM IEERERIE, RA ACM RHESIR | X ReiREREA
&

ACM WIRIGEE A E

XERBELAE =

RBEFAER -—BEERZT AWS BH NRESCEE, REUTUREAREATHENEAE. RE
BREACSENELN AWS tkRFE 1, YHAZBHAES. IAM EESLeH | BT RIEEREE
EABRET,

MERVREERHEEACHFMER  FSEAEL IAMEFEDN AWS B, EREFSKR
%, HHEeRBEESEHPH Yes. 1BIF Yes (B) B , SIeRZBRBH R ERS B & X4,

AWS Certificate Manager #9 & % B BUR & 451

RIEFER , FAENACTEREIRIEHN ACM BRI Mt &EER AWS Management
Console, AWS Command Line Interface (AWS CLI) 5} AWS API $11T1%., EERFHEREHER
FERBTEENGTT , IAM BEEETLEN IAM BUER, RE , EEETIE IAMBXFEEAS
FEREEREIELAR,

EE T HROAERIELEF JSON BERXHEIL IAM B2 BEBUR , F28 (AM FREERE) P2
3 1AM BUR,

MEACM FIEEZEBMENEREEWHMBEN , SESEEREEN ARN KX , F28 (RKRE
2£) FIE AR AWS Certificate Manager BIBI1E. BRAMIEHEZREIE,
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ES ]

- BRBEER

- £A ACM E28

- RAHERAEREMMBC/FTA

- HEHUBFE

. E
o« MIERX

-
2]
R

2]

ki)

G

HRREER

BOoEBREHEHSRFINEBASREAINEY., FHEMER ACM BiR, ELEEREEREN
AWS tkF B4 B, EREBYIRES 7 EBRE , FEE M ERERER

- FBER AWS ZERF L HOSKEERTFITNEEEE - EERRRTFHURERAENIEES
REAAWS ZSERX , EEBFERTFHURHZSERARA. eMITELN AWS IRF REH, &
MEBLEEERERFEARIN AWS EFERBE , UMEE—DRIHTAT. WEFHEN  F2E
IAM R EERETHN AWS ZEBRSTHEBEEN AWS ZFEBEE.,

- ERAREHERFT - RE IAM BERNFAIR  FERTHTEXRMENT. KERLEN , B
UERERERGT AU R EERRINEFE K SELBARKEKI T T. WEEA IAM ERFFA
MEFHEER , F2EH IAM EAEREREPR IAM F 8 BERMET Al

- EF IAM BUR PR G — S REEEE - B LUSHREFIEEBER |, UREIBENERNEE.
il |, AR BBOR GG | IEESBMEA SSL BIEFTERER, Bt ERRERRTHERED
EREFEVE | aIiRRFEIBIEE AWS BRFE (%0 AWS CloudFormation) BB &4, MEFEMET |, 55
28 (IAM FEAEER) P/ 1AM JSON BUEE TR : 4.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer 5
BHBEMBEER |, BRELBERER IAM BUREES (JSON) l IAM FRIEEH, 1AM Access
Analyzer 12fit 100 ZIEBRRERVEATTHNER , THBEREERLBERANBE. WFEFHEE
A, BSE IAM EHEEREFH IAM Access Analyzer BUEERFE o

- FEZEEERE (MFA) - IREFEFEAWS IRFH IAM EAESIREAENER , FHFEBMFA
REBENANZ M, ZEEEFU AP REREER MFA | 5518 MFA REFIBEEMNBER, MEFMA
&, F2E AM EAEEEPHERE MFA REHN APl FE.

B IAM AREEBNFAER  F28 AM EREEETN IAM 22 HEEH,
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£A ACM £#£ 8

ZE1FHL AWS Certificate Manager ¥ & |, B4 BREREN —HBF T, ELHFASLEATFEIIER
BIRIE AWS IREF A ACM BERNFMER, MREBEIHREAVEFTEREN S 2 BER |, AlY
REEZBERNER (FRAERACR)ME , TRARELNAERERE,

HRMEFW AWS CLI X AWS API (IERE |, BTAFBEAFHKEARETREFHT. k2 , RAERHFE
MAEMPIEREAITZ API BRIENBER T T,

AEREAENARMHAER ACM £2E |, BN EK ACM AWSCertificateManagerReadOnly
AWS SEBREZEZER., WEFAEA  BF2R (AM EAFER) PHFEFTRERASE,

HERERGRMAIBE ST

e flE REMAREYBER |, FF IAM EAERREERIGMERAES S NABREZERR, HWEE
BEEERAEL , =2 FEA AWS CLI 5 AWS AP ZEiBmEERXN A X TR LB ENRTT.

i

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

LUTF BRI AL A & 5 i fE A & iR F HRYFTAE ACM &R

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":"acm:ListCertificates",
"Resource":"*"

}

]

}

@ Note
EE WA REE ACM B H IR TE Elastic Load Balancing 1 CloudFront £ & /1,

HEUS

BUF BUR AR 6E A B EUS E ACM B

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

55 B BUER A M7 1.0 31



AWS Certificate Manager EREEmR

UTBRAREAEEARRE

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

LilEaE:s

LTBERATREAEMRIEE ACM BE.

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

ACM API 557 : BifERIERZZE

ERREFIREF RS ERZES IAMFAERACHNFTBERE , IERAUTREHESE, X
B E—HE5 HEE AWS Certificate Manager AP| 245, BRI LAEBERIY Action TEFIEES
£, HerMIRMEMER -

&R LAE ACM BURHEM IAM BUR TR R KR ERMS. WFTENFE |, F2H AM EREERS
KA &R,

@ Note
EEEEHE  FEAREAPIBRESEBN acm: F& (6

40 , acm:RequestCertificate)s.
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ERAEER

ACM API {EEZFF A

ACM API £

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

RSB (API R 1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm: ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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ERAEER

ACM AP| % MEEFT (API 21E)
PutAccountConfiguration acm:PutAccountConf
iguration
RemoveTagsFromCertificate acm:RemoveTagsFrom
Certificate
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWS Certificate Manager 9 AWS S & BR

AWS SEHERH AWS BEYMNEEBENBEIIBER., AWS SEBERN

ATE, WMLER A SRR e RIGERE. HENAG,

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/4
*
arn:aws:a

cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

RETERAFZERERARMIREM

FARCIE , AWS REBRTRIEREABKHECARIINKERERT , RRAEMATHMAE AWS &FF
£H. BMEZRLERCARIIEBNESEHICR , MEE—FSRDFF,

FBEEIEQAWS SEHEFERNT T, MR AWS B AWS FEHRFERNTT , EFGRE
BEREENMETRE D (EAE. HFEANAR), EHELTN AWS R A AP BETHERHR

RFEAE , AWS RATEEEERH AWS ZEHH,

AWS SEHE
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MEFHMENR | F2B (AM FERAEHE) https://docs.aws.amazon.com/IAM/latest/UserGuide/

access_policies_managed-vs-inline.html#aws-managed-policies 1 #J AWS ZEBK,

AWSCertificateManagerReadOnly
EBCRR A ACM BEMBEFIUE , IREAFHIR, 5 HREE ACM BE,

{
"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

1,

"Resource":"*"

EERETEATRRLE AWS SEBE |, 5581 hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly.,

AWSCertificateManagerFullAccess
HBERREME ACM BMENE IR TEFEHER.

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action": [
"acm:*"
1,
"Resource":"*"
},
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{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

}

"Effect":"Allow",
"Action":[
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:GetRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"
}
]

EERETEATRRLE AWS SEBE |, 5581 hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

AWS ZEBKRN ACM EFIEE

WA E ACM BIHER AWS SERREBEURNEMNFMES. WEFBELEESENEDHRE ,
B ACM XHEEicsk HHEAM RSS HE.

3

2% iR =R

£ AWSCertificateMana Fr oAt AWSCertif 2021 £3 A3 H
gerReadOnly B #718 icateManagerReadOn

GetAccountConfigur ly BERRESEFU

ation &,
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ERAEER

gE

ACM BB S E

iR A Hf
GetAccountConfigur

ation API EB{EMIEFH].

ACM BtRIBEME AWS ZEH 20213 A3 H

RHOBE,

&8 ACM ER RT3 5|8

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) 154+ 32 5| &2 3% BR 1 5 5%
ERNERE, A IAM BESRBIZHIBER (SCP) hHRHREIE |, Bu BRI FSHEBERNE

R rA Ko

® Note

#% ACM fR#r3R5|188E AWS 2 ERIFZREI8 (HIA aws :PrincipalArn) &6 , TE—FHR
HE S EER ENABMITRIEE.

ACM B X T AF

ACM AP| EZ£ 82 X B &4

=2 K ACMAPI % Jal iR
acm:Valid RequestCertificate F & (EMAIL. DNS) BIE ACM B8 5 AR
ationMethod EEFE R
acm:DomainNames RequestCertificate ArrayOfString BRI’ ACM FFR P
95 B E

acm:KeyAl RequestCertificate Fe RiE ACM R5|REH
gorithm SER K/NEREEES
acm:Certi RequestCertificate FE BiI% ACM BFEEHE
ficateTra (ENABLED, DISABLED) iC&%{m4Fa%7E BFiREE
nsparency K
Logging
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
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=R EI# W ACMAPI E¥¢  EH iR

acm:Certi RequestCertificate ARN BIE ACM BRHPWE
ficateAut RREREERES
hority

ghl 1 BREIBRRE SR

BRTHEA arn:aws:iam: 123456789012 :role/AllowedEmailValidation BB XEMNFERZ
N, UTHEREEEFERS FHARE S EEENHBEDBR,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod":"EMAIL"
1,
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
}

g6l 2 : hEEMF LA

UTBREEEEAERAF THENAER ACM BEF K.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
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"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x} .+

#i5 3 : PR&HIZFEMAE
UTHEREEEMEEERTR *. amazonaws . com BWFTE#H ACM BEFERK.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

HRULE-SRE/BEN TR, EBRIASAFSERVATEEL —BRSBBIRGNER.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {
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"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]

g1l 4 : BREIREIEER X

AR BUERE AR 3REI8 StringNotLike , RAFFEA ECDSA 384 st (EC_secp384rl) K|
EEEERIEBRE.

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

LT BERERRHEFREIE Stringlike MEAF T * LE¥ThEE |, B EE ACM R A 1E{T RSA %5l
BEEENFBEB R,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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}

g5 5 REIBRREHRE

UTBERIAAFEAFRELEBRREME (PCA) ARN HABBEFER.

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

WERER acm: CertificateAuthority & : ERFF Amazon FERKEEHN A ARETRESR
Ro HBRFZEME ARN SREA false AIBHEIRE PCA WABEBEFR.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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}

Bt ACM EARKEZAE (SLR)

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) IR 7524 & & REEA =
EE ACM RENEBEN. RKELAER® SLR) R—EEZERLE ACM REN IAM A, KAG
A ACM FELER , B8 XNRENEFEILEAM AWS REZEENFIBEFT A,

SLR AR ACM RERFEARE , RALKTLFEFNELENBBREREENT. ACM BERH
SLR HFFH |, BRIEZHAER , BRIRAE ACM FRERFL AR, EBNFFITEREEERRMFTEE ,
BEEFTRIBEREEM N E Efth IAM BB

MEBEANYE SLR WEMRENER , B2 EE IAM EENAWS ki , WAERKEZAGE
W SRERARNWRIE, BEEEERLN Yes (B) , URIEZRIEM SLR A,

ACM HJ SLR & 7]
ACM f# & & Amazon Certificate Manager FRI§ & & B XK SLR,
AWSServiceRoleForCertificateManager SLR SEUTRBBEZLEE -

¢ adcCm.amazonaws.com

e B BT AR /AT ACM BIEEEIRT AR T 5Bk :

o B)1E : acm-pca:IssueCertificate, acm-pca:GetCertificate on"*"

4

BMARERA , IAM B (MEAE, BENAR) TAERY., wEXMER SLR, MEFMER
28 (AM EAEERM) PHERBEEA BT,

/A Important
ACM HIEESREBA/E LY ECHNIRFAPAREFHE SLR, MRMSER jiam:GetRole FFAIER
BIGEIRFH ACMSLR , Bl SLR ZVEARTEHE RN HIEE, NIRBEARLREE , RRER
BHIRFEEETREEERE iam: GetRole FF A4 ACM , RABHIRFE ACM ZEBUER
AwSCertificateManagerFullAccess 237 BBk,
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A ACM 217 SLR

BREEFEET ACM FHAM SLR, E&EFEH AWS Management Console, E, AWS API 21T ACM
BEEF AWS CLI , ACM BHELZE —IRNRENE CAREEZERRER , ABEIY SLR,

MRGCBRFAL , FEH ACM EEHEEHNIRF P REFE SLR , EW#E /%‘“E’J'PE}EEEE?'%EE’J
HER, AWS A8 CAEXFTEHIEZE SLR, MEZKMATURETER , B ACM BEEZBBEN
BE , BEREREEAL. WEFHEEF , F28 ACM BB EEAE (SLR) E’JF‘?EEO

/A Important

It SLR IR ELZWIRSE , MREAHMBREP R —HEER , AAFEAZELRACH
TRe. LbHh , WIREE 2017 F£1 A 1 HZBIfEM ACM ¥ , RIEERKE<E SLR K, ACM
METEEHIIRF 2L AWSServiceRoleForCertificateManager B, EE#—$ T# , &2
BEN IAMIEERHENFAR,

EEMBR T SLR Mz REEEHEL , IUFEATIHF—FEFE
- EIAM £3EEF | EE [AR)]. BIAE’] [Certficate Manager] ,
LA CertificateManagerServiceRolePolicyfE A R 2L F A

« fEH IAM API CreateServiceLinkedRoleZk ¥ FERY AWS CLI i35 create-service-linked-role , B3 8
€acm.amazonaws.comfRIEBEH E [ AEHE,

WHBRFHMER , F2H AV ERERETFNELBEHEEAE,

# ACM #wEE SLR

ACM A A FFI&4mEE AWSServiceRoleForCertificateManager RIS EE AR, B SLR#% , AARE
ERTESEXAE  FIUELEFEZACGHNER, A, £UMFEA IAM RFESGHELR, NEES
B, B2E IAM EREERETNRERSESEAG,

# ACM R SLR

"‘E"%"T%Eﬂﬂﬂﬁ? AWSServiceRoleForCertificateManager B i & XA, T8 , EBAILEA IAM =
& AWS CLI 5 AWS API FEifliERAR. MEFMEF , F2H (AM EAEER) PR EREE
E,%*ﬁ@o
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ACM SLR X E[E1F
ACM <& ACM # AWS #/8 CA AWM FBEEFEM SLR. MHEFHEER , FEHE AWS EF
B R
55 B35 & 7 ACM HE 37 5%
EERIP (HF Bt EB) us-east-1 =
XBIRE (HX%H) us-east-2 =
EEFEIP (hnF e R dLER) us-west-1 =
EEPE (BRERA) us-west-2 =
DAEE (ZE) ap-south-1 =
BEXRESE (KR) ap-northeast-3 =
T KREE (BH) ap-northeast-2 =
SR K@ (F7 ) ap-southeast-1 =
DRESE (BR) ap-southeast-2 =
DAREE (RR) ap-northeast-1 =
IEX (P EF) ca-central-1 =
BUN CEH=AE) eu-central-1 =
B (RRERE) eu-central-2 =
BN (ZHEH) eu-west-1 =
BN (fR2) eu-west-2 I
BN (E2) eu-west-3 =
EEM (BRE) sa-east-1 e
AWS GovCloud (375 %f) us-gov-west-1 =
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EiE &8 B & 2 ACM R &
AWS GovCloud (2B R ZP) R us-gov-east-1 =

¥t AWS Certificate Manager 5 % B2 77 EUiE 17 58 B HE %

FBELTEN , PEHRIEERER ACM M IAM KA ER AN E REE,

ES-|
- BARERE L TBEACM PITEE
- BARERRE , BEE ACM HFERIERE

o RAEBHIT iam: PassRole HIIZ1E
« BRAEAFF AWS IRELUNNAEFEEIEN ACM IR

BARERRE , T1BE ACM PHTEE
MRBRFER , FHERERBEITEHNE , ENBRRLAEF , AFERTHRE,

THgEHIEREEmateojackson IAM EREERAERAETEARE —EES my-example-widget
BEROFMENR , BAEERE acm: GetWidget FFAIRE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

ELBERT , BEEH mateojackson EHEBHNEE , AFFER acm: GetWidget BEFE my -
example-widget BiR,

MBEAHE , RSN AWS BER, BHEERREAHEAER,
BARERME , BEE ACM PIERMERRE

MRBAEMMR , RGN ACM F PKI EEBERERA |, B LLEHEBFER B Bl AYARERFRE

=
1=Fo

[

MR IAM EAZERZBETES , FHEBETES L DENY SREMNZERERINEER K SBE TS
g HIFTRAVEEER,

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
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on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EEERERT  EAEREZRETEESMRBRNAAENRHF R, NELRFEESENIK ,
RFFEREFRINERRE.

EAREBH 1T iam: PassRole K iZHE

MRERASEHNERBEEM | BEHIT iam: PassRole B , BHBERMAAEH , AFLKEA
BEIERS ACM,

BE AWS i A EBERRENACERRE K MERRVFNEEALIRBEEAR, EEY
THER B AR ACEEEZRBIFT .

BA marymajor B IAM EREEHERA EEEE ACM FHTEMER |, SRAET HISEHIFT R
R BR , BFFERBREEREBALKRTFHHT. Mary REKAREREEXRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MEEMHE , BEEZHN AWS BEE, FNEEEREENEANER.
B AFF AWS IRF LA ABFEELN ACM iR

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, S EE R
LEEAHRINEXAR, HHXEERERNBERIFEUEFIEE (ACL) BVARES , &I LUE R BLR
RRR T ABFEUEERIEF .

ERE-STH K BF2RUATAST:

- ZETH ACM REZEIELINEE , 5528 AWS Certificate Manager & IAM BIEES Ko

- EETHROMTEREHEENE AWS IRF PRt ER , 28 (AM EREER) BB FR
EBREKEFEENS —@ AWS IRF HiY IAM FA#E.

- EETHRITEERNFZREREMBE=7 AWS IRFE |, 528 (AM FAZER) PHNSEEER
HIEE=FHEN AWS IRF,

- EETHRIMMEBHS B2 RMUEIE  F28 (AM FAZER) PNSEEUERMEBENRIE
T8 RIFNFERE BEE D)
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- EETHREAAGNEREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
AEREREBRRNEER,

1% AWS Certificate Manager

AWS £IRERZEEEEEE AWS BN TAEFHEIN.,. AWS BERMZEER S HMNEEHNTH
B , EEESHZERBKIEE, SREAENSERENMRKER, ZBTHREE , B R RRENE
ARXNERE ZUAERE-EEBREREMASRETE ., THESNTHAY, REEINER
BN, IRE-YZEERPOLNERERZRES.

WEESMATRARENMERE AWS B , F2EAWS £EERERE.

AWS Certificate Managerf W ERE B L £

EARFEERTS , AWS Certificate Manager 22| AWS £KBELZ 2 NRE, G AWS R RBE UK
A AWS REEREBNFHEEN  F2HAWS Ents TEFHERREEL 2 HNRERCEREE
FHEM AWS IRIR | FE2RREMIEEEBRE AWS FRBPNERBEBRE.

IERBAER AWS B3Ry API FEILEB MR FE ACM, ERERSAXETIIER

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEFRPFS)NEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 MIEFBRER)ASEZEELEN,

o, BRLACAFEREH ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

T8 ACM WEXFE

MRFEHEEEE AWS 258 AWS Management Console. 1% B2 355117 AWSHUER 5 X EURRA
FEFERMNEREZR,

FERBEREEARIFIE  FERTIIEF —@ERE,
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MECHEFTERXRTEFR 3 By

W2

AD B FEARKEEAERREZYH AR EEEAN T EATRME
AWS CLI, AWS SDK =% W iE R~ E.

(IAM Identity Center FEEH AWS AP| RSBt TR,

ERE) - MFEFMEF AWSCLI, 5

28 (£ AWS CLI HAWS
Command Line Interface®&
&™) AWS IAM Identity

Center ) (ELEFEA) o

« 1% AWS SDK, TEH
AWS API , 5828 AWS
SDK MITEZEERmPH
IAM & %5 05 2 BE.

IAM FREEEAERREEY BE (AM FREREE) $8
AWS CLI, AWS SDK = (B HREEEAEREH AWS

AWS API (IBRBHER,  AREEA) BWET

IAM (FEEMEA) RIKBEEFEANN EATRME
FARBRBREZE AWS 18 R ME,

CLI. AWS SDK = AWS API -
WREXFRFTER, - WMEEBIEH AWS CLI ,

wEoREREETNEA
IAM EREEAERHEITER
#. AWS Command Line
Interface

- WA AWSSDK MITE
28 AWS SDK #1TEZ
ZiEmPNEARERERE
TEHEE.

« ME AWS API , 5520 IAM
FEHEERTPNERE IAMF
AENEESIB,
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Eli ::Ei%

BRIEMER T EBEREB R MER AWS Certificate Manager (AWS Certificate Manager) Y2
UTREEKZREE T ACM EFHNERER.

£

* AWS CloudFormation

- BEEH

o FERMERBEEE

- BUHREABEIEPECEI AL

- BB AWS CloudTrail

AWS CloudFormation

AWS CloudFormation 2 AE AR IR E-EA 2 AWS BRI EEZA, AWS CloudFormation
REAGCHENEBELER. AWS CloudFormation AJ LA ACM X EBHER , 4N Elastic
Load Balancing CloudFront, T2E#H Amazon AP| &, MEFMEN , BF2H REES AWS
Certificate Manager,

MR EE AWS CloudFormation FIRIEZE Y MR Z@ERFHRE , ERETEABMERRELERN
ACM BFE., EEMEREASENERIE, NEFMER  BF2E LS. Rz, BY—BEERE
ARARZEESEBNERFZTERE, flln, IRECEEEARBRAFEETENBIEEBEI ACM
B , B2 <version>.service.example.com, BIFEHAE <*>.service.example.com B3

E—-BAFABE. EARETAFRENEGE AP I EE AWS CloudFormation FAZTEBHE.

BREAB (ARKEA SSL B R—ERF , IREERARENPERRE X 509 BEHLFH R EH
EinEMREEZEIH K MAREABREMEE. Rit , FRAEXSEREBRER SSL/TLS BEHER
. HAEMN SSL REEFERERARBENEET , BBFREME (CA) BRI CA BE (W
%ﬁ)o SERERSREEREIMNEBE. Rz , ENRARA TUEBREEREHABRE , UK
TRAZBRZERE A MAEEEBENEMHEABREHEPNER. SN ERZHESEREHMOE
FILFETRFEERAER, FAERNUTUES - RERI TR ERINER,
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/A Warning

BFEBREAEXTERD ACM BFE. ACM 8317 ACM BEMNZEEE UEBRBHA
B E)#&%9 Amazon B1THY SSL/TLS BE. /7THEWER  ACM EELMNLLATRY, W
RENERAEXEE ACM BE A MEKNERAFNLABSREVEE AR e
RIERR B

MREREBBER , AT EETSHEBREARENERIENAE

- HECHBEEAACM , REKEARABHEEANEE. ACM FEEZEBBVEANERE.

- MREERANRLERE , FREARXIZERAMAITAN Amazon HEF. MREERANELE
B ARENVERRENXTES CARERE,

8 1 5 =

Amazon BREREEN (CA) TEEABMMILRTEE , AWS Certificate Manager (ACM) 2478 £ EFE
EHRESEHEEBRPIEECNERE. SAUERAEFEHH4DS DNS HIITRE. UEESHEE
A, B2 "DNS BFEL R "EFBERE. .

g REEEE

BESEREA ACM BRFEIBRAAEE. Rz , ELAERBITNRBEBEERFTNERE. 7
W, MRENBRELEAAESEE  MAFENENEESERE  ILAEANERSRBHRENS
&, MEEAEAHEE  EXEARTFPFIMARALTBNERE , SRENARKBRRENS
.

NREEAETFHHRE  FeHYSEEIRIEZE s HRIFETHNH  ELHEP 1 HLFET72E
PRAIT. Hl, FAEERESEBEHRBERRE , BRI ZE 40 BRIEAS , ELHP 5 HME
72 @ENREAST, BEBRRRFNRAIGZBRERN , tREFBHREREIMEENSETFt
B 1L 58 A0

WRER DNS &% , MM EALERTHN FQDN EA—E#HH DNS ‘&I ERE, ACM EER
VHRHEEGE  AREHRENENNERTEMER &, MEXKSEETEHERRFMEE. &
LRgEfh  MREALERSEBHFRE , ALFEEYTE DNS fcsk, RAEBRESTaEHEH
DNS &,
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HYH 6 A B 78 & B B Ao 8k Zh g

/A Important

EWmEERIT EBFRECEBRZERERLHE , A FHEEBEN L F AR R AR
FEANTREELHEENER. T8 BREITSTECHRENTREFBBE (SCT). RABRTT
#Y CA A #§ SCT A EB/H.

#£ 2018 £ 4 A 30 HFE% , Google Chrome FHBEEREH T BRI EHE BFHNLE SSUTLS B
F, FIt , #2018 £ 4 A 24 BF%A , Amazon CA BRI B BRRENENRTIZLMELEB
o BRERHRBEELIBR. NEFAEN , F28 BREHERLHK.

AHEELFRFRRIENRRRADHT , EETURETEEHT. EEMNERREESERS
HMEBLESENEE. fl, CRABEIHEIZBERABERBEEFETLHENASEREEE
Ao LI, EHEARBRRHNIARBMNERNBUENERE,

EEEERBHRGRFELBHERS , BEHAEREFE AWS CLI 7= RequestCertificate AP 4
¥MWoptionsBE, MREHNBERE 2018 F4 A 24 AuiEH%N K MALEEREEETHE
RECERBFE |, BAILUE Aupdate-certificate-options i © 2 UpdateCertificateOptionsAPI fEZ3RIEZF IR
o

BR 1

- BEAEAETZEARBAEREAERLR,

- BREABNWHCRREBEZIBECHENE K BERBRBYE 60 X, MRARBBELRR , UFEE
A HRAR

BRELHREELZXAFTBR. ERXREMIUERTIEEN. MREEPFBRSIUHRKE AR EE
ZEiH , IERIBENG , TERHEE., UREEVNRHEEE , RMABRRERTHER.

LA &5 650 /R 88 0] F request-certificate Sp S E BN BRREABRREHE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LiRer & & HETBEN ARN,
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{

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

}

MRZBEREERE  LEFLFEEETHMFEHRLE TR , 5B Hupdate-certificate-options{EF. It
wETEERE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

BHIEX AWS CloudTrail

FIREEA ACM 28l , R CloudTrail E2é#&M8E, CloudTrail EBFEEURSE AWS API ALy FE
SECEk , TIEEB AWS BEEEES. AWS SDK, MEFEMKA Amazon Web Services #E1THI API
04} AWS Command Line Interface , AJEE#RES I AWS SR8, 8t B LAFK 1R LE £ A & Aok 5 FEOY 8
ACM API, ZHFEIMEGRE IP dthat , AR EEERRE, S LUER APl 4 CloudTrail ZIEARE
X, AENEBRBBEER, BEEBRNRE  UREHRAEESEBFEE CloudTrail A
WA, MEFMENR , FSEELEMF ., B4 CloudTrail #ZE £/H AWS Certificate Manager
EE ACM ENERVIEHEEC 8 ET B,
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A IE

£/ AWS Certificate Manager (ACM) , A A B AWS AEBNB L NEAEXMENERE SSL/
TLS BF. ZBAUAFER ACM BUSEANRE , AERNUER, BXEFREAM AWS REASBE
BRI EAER, MERATHE ACM BESHRE , 3F2HE REES AWS Certificate
Manager. A FTEERFWER ACM 2RI B ERITHNIS R,

FE

. Ef AWS IRF

- BUEBEFERE

- EMPEEERE

- (BR) AENBEEREETES
- (IZH) FRE CAA icéx

S AWS IRF
MRBZERE AWSIRE , BEBRUTTBELTIIRE,
S AWS BIRE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FEREMRLETRET.
Mo EMEFFERRE , Y ESEFEREH ARIR.

it AWS IRFES , @2 AWS IRFREAE. REAERTEEIXIRF FHAAAE AWS IR
R, FABRERLEY K KEEFIEEREEECHAE YRECAREAERATEZRME
REFRENER,

SMEFTRE , AWS 2E% —HEFEFBHER, B UARERE# hitps://aws.amazon.com/ 3
BE RNIRE , URREBENIRE EBHEEEIRS,
By EEGERE

ERGMM AWS tRF 2% , FREEWN AWS iRFREAE , BUA AWS IAM Identity Center , 07
EEFERE  BEUUTEAREAEEE B EEE,
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REEZH AWS IREFARFERE

1. EE RFERAE LWALEH AWS (RFEFE 4t , LIRF#EEE S 2B A AWS Management
Console, EF—EH , W ALNER,

MECEABREAEZANRE , F20 AWS REAGAZEEETNUREAES ST EA,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

mEET , F2HE (AM E£REER) PHS AWS IRFREAERAERE MFA RE (F28).

BYEEERE

1.  BA IAM Identity Center,

MEER , FZE AWS IAM Identity Center EH &8RP A AWS IAM Identity Centers
2. 7£ IAM Identity Center 1 , i EEERR FEEERE,

EEZMBEREA IAM Identity Center B # #A S 2 BB RIFWHERE , F20 (EH AWS
IAM Identity Center { Fi & 55 BY LA TEER IAM Identity Center B 8% 5% 7E £ i & FEUER

LEBENESEA

EEERAEN IAM DR NMERERA , FEAEY IAM 2P LERERBEELEFEFT
Y& A URL,

MEBRUOMMER IAM Identity Center fFRHEZEANRA , F2H (AWS B A FRHEER) F
BB AWSTEERA D #B3.

AEfEEE R

TEEHEE (FQDN) 2ABBEAEHEBRMAE LB —S_MWEHE , KREMN LEERAZES , 4

m .com = .org, MRERZBSEHMNVMEHERE , ATLLEIR Amazon Route 53 3 :ﬁm%ﬁlf&'ﬁﬁ?ﬁﬂ'ﬁ
g, BELSETMANBHLRFEREERE, SMEEm WHOIS £ , LAHETEHFERN FQDN 2
M. MRATH , GFMEEESINEHEETRBEFEENEBERE , BENESEAUTANERE, EHHJE
FERE-ROBE Glan—mE) TEEEN.

WZEEIB Amazon Route 53 FEEIE BV EFMHE RN , 528 (Amazon Route 53 B A E5/) &
B4 Amazon Route 53 sfi{EE B .
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(EA) AENHEEREE FEHY

® Note

AREEAEFBHRRESCHRENRFBREFBRTIEEN FQDN (Z2BHER) K, T8
BT TH R, ACM EEXRECREIMBENEFE , TERITRRE. CULERAETFBHRRE
% DNS B, WEEFBAREBNFAES , F20 'E7HBHRE. .

WRAEREHREE DNS 858 , RMEZBEEA DNS BERE  MAEAE FE4RFE. DNS B
BIEEAPHEBREEFHMH. NFE DNS RIFNFMEN , 52K DNS BFE.

156 F S F P O A8 0 S R O B A 1tk kBRI 5 2 REARBA R . REMRI S/ BE E 7 B ib b ¥ = WHOIS B
BE |, WHTE RS EEHARERE DNS ARF[HNBHRIBER (MX) ik, NREEFFEAETE
B , ACM SEXE FHAIBHS u M MX BEFNAEEAEE . BREEUTEE.
HNBRABRINRIBNR , ACM BBERZ/\HREEFHHALR. REETE4FERETR,
1B 5| SRR R E MR REE ACM BR., WFEFMEN , F28H EFEARE, MRE
BREETEHMANEREMBE  F2R HHETEHREREET RS,

WHOIS B} &

WHOIS Bl ES=EENBIIEER. ATRIEENS D , ACM 81X —HEFHMAE WHOIS F#Y
TR =@ihit, BLARRENBIEEALH , ERNEFBANE B LU BRI ERE T E M4t
2|8

- BEEmE
o BT BiAEA
- BEBIIEA

MX Fc &%

AfENAEE , ENEMESEEASARMER (MX) ;B FEEBRK (DNS) @ARSR. MX ik
EHASNREEBEBANRRSE. ZLHITSTEMEEE (FQDN), EAILA Apex #EIs F#EE
SEPSE- S

Bl |, MREERAEEA B abc.xyz.example.com FEREFE , ACM ELAEXS R FMHEM MX 2
8%, MBHRTFZEHE , ACM 2 xyz.example.com #11T MX £, NIRRT FZKCHE , ACM 2
£+ ¥f example.com #11T MX £, MR RTRKFEHKHRZE MX itk , ACM A BEBERNBEE
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ER B (L EAIH A abe.xyz.example.com), A% , ACM EABER FRABEEZEFHBHEIN
TEEEARKEER i

» administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
* webmaster@your_domain_name

* admin@your_domain_name

® Tip
BALBEBEERRIAEEEABENRE., MREMEH ResendValidationEmail APl YE¥ 5,
firesend-validation-emailAWS CLI% , AJAWSTE#1T MX £/, k2 , o IR SN
MBESEBANETRERAGNER , AWS EXTHAEHEFHBAHALEEERIHE , MFT
REZXZEHNFMAE,

EREFEHRAETES. APl AWS CLI , ACM —ES2EEARBETFHBAHI oIV EEE B,
B, RAEESFERATEABRERIEE , AWS TEEH T MX &,

MRERBRIBRVETEN  F2E RUEBREETEH UEETRNERMEA RS ENVERE
#o

((#H) 3XE CAA itk

B LUBERER R MABIRE (CAA) DNS ek , LUEE L FF AWS Certificate Manager (ACM) &8
AT FREETER. BRELNBER  ACM ERERSFE CAA BEIUBRTUAEETE
T MRELTHEEMA CAARE , JLURETALZHNMBIEERE CAA ko

CAA BB A TERELN
flags

EE ACM BEXE tag MIIMWE, HILERER 0,
B®

tag MV A LLRUATHAP—EE, FFEER | iodef 1L B Bl SR BEE

(EA) E CAA W< 1.0 56


https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html

AWS Certificate Manager EREEmR

issue

RNIETE value ML FIEEH ACM CA ERERA/EHPERN FRERTER.

issuewild

RNEHE value MIUPIEER ACM CA EERERENBENFHEERTEAFLEE. 8H
FRBREARBENFREREFEE.

=]
LRV EBURR tag MV EVE. ELEMABIER (") FERE.

& tag & issue B

value U ZE CA RBHAM, WML ALLEE Amazon CA MU CAIER. T8 , RE
RBEEEUTE Amazon CA EfF —{Ey CAA 2k , ACM REZARLNHEEN FREERITE
BN
¢ amazon.com
* amazontrust.com
» awstrust.com

¢ amazonaws.com

value ML AT B E S () , RARTEAFEM CA BENESH FRARTEE. NREHE
HERBMRAETEEEARERIRITHERR , FERALEAL.

& tag & issuewild B
value #{I 5 tag & issue KR , RREEARERFTER.

E1FEARE ACM CA EH issuewild CAA 528 , ACM RAEZRITEMNERAFT. MR
issuewild R1F1E , {EH—% ACM HY issue CAA 5C8% , BLE ACM LEF A BTEB A ZF T,

Example CAA & 8% i {5l

EUTERS  BARENBEEERE , RARRILHEE (CAA), flags ML —EA 0, tags MM ATLAR

issue = issuewild, MR E issue BIETE value WA CA AR BT , Bl CAA L&

RREBIEENAREECEF IR TEBERNER. MREE value BIFEA DR """, Bl CAA SE&X
RAFRFMET CA 2178 T, CAA SCHERHERER DNS #EEME.,

Domain Record type Flags Tag Value
example.com. CAA ] issue "SomeCA.com"
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ERAEER

Domain
example.

Domain
example.

Domain
example.

Domain
example.

Domain
example.

FE AT S B DNS
488 DNS HFEE R Route 53 , 7528 CAA B TR EME Y CHNFMAER.

com.

com.

com.

com.

com

Record
CAA

Recoxd
CAA

Recoxd
CAA

Recorxd
CAA

Recoxd
CAA

type Flags Tag
]

type Flags Tag
0

type Flags Tag
0

type Flags Tag
0

type Flags Tag
0

FCERAYEEARERR

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

"amazon.com"

"amazontrust.com"

"awstrust.com"

""amazonaws.com"

AR IRR DNS LFERS, Route 53 X8 CAA 588, W

(i) 8%E CAA
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BRITNEERR

ACM BE AT HRNE M ERERENAEEENLZEBA. EANERED ACM BFRLBEEEERE A

"ACM B, ), HEABHE=ZSRITHN L REERE. FHEIEEREBENTE. sEMEEBN
WER PKI, BT ABRITHA A BREREME (CA) EA M AWS 7.5 CA EIEHY ACM B, CA A&
URIERIIRF |, SUEBEMWRF G,

® Note

NE ACM BE AT LA L EEERES Nitro Enclave B Amazon EC2 #i1T{EEE L , BEFREARH
ftl. Amazon EC2 #11T1E88., WMF 7R UMMIEREREZE Nitro Enclave B Amazon EC2 #4718
B FEREIE I Web ARES , 52 B E AR | /£ Amazon Linux 2 EZ % L AMP Web a@ R
BB RE . £/ Amazon Linux AMI 23 LAMP Web fAlfRES.

® Note

HAME CAZENBERRTZEE  AERREEEL AR CHRRERAFHEEFHE
o

EEHARBTRE , BEAAWS EEFIRA , REMBACM 124 |, LA https://
console.aws.amazon.com/acm/home, HIRETEEE , 55#1F Get Started (BREA). BH , FiE
EAERAIEEBEPH Certificate Manager B Private CAs (A% CA).

ES]

« EROBEBE

« FRIE PKI BFE

- REPEER

- 5|HE ACM EEHNBE
- ¥R ACM B

- MBREH ACM BEEHEE
- 2% ACM B=&E
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S=E )\ JEEE
AR NBBE

Ty &EA&RNMAER ACM 32 A5 AWS CLI EXR2F ACM BE. §
52 BR B 58 48 15 P A RE PR Y AR — BRE = o

b
X
b\

ERECR

NH ACM BRETRE X.500 B2 , AR HIN THIFHRS

- BWLLAFERANTS ODNS RENEERHE. WFFMER , F2H HEEE,

- EEE  #HENE | BRELESREEEHLAR 2048 Lt RSA, 256 {1 THY ECDSA 5 384 T
ECDSA.

- BRHER  SEBENARHRES 13 @A (395 X).
- B ACM EE 11 EAREDERBNLEEE.

NMREHEBRBRFBEIEE , F2RBEFREHEE,

EEMFAERIA PKI BB AWS FAE CA |, BSRFERIE PKI BE,

(® Note

EEEALMER ACM IREREIRBCR , BHRKREAERTHBRNT N, EBELRHFR
Sl , B HRBEFRMEENEE. RES ZNEBBER TR,

(® Note
BRIEIRIBRY |, SRILNBEEEN ACM Ex%gaﬁéﬁiﬁié\ﬁﬁ{ﬁ%i@ﬂrﬁﬂﬁm
B, BTEERATEARKRBIZERH, B4AEMFEH AWS CLI 2 ACM APl, MNEFMENR |
B BUHE A BEEAECHEIIAE, MEEHE REN—RER , FS Bﬂﬁ%ﬁﬂﬂr;‘znaﬁo

ﬂlh

F &
- FAEXEEERLERRE
{EFH CLI § \ﬁ’ﬁn
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FEREEAFERLNERE

AR ACM BB (X#4A)

1. BAAWS EEI#EA , REBHBACM X84 |, #8itA https://console.aws.amazon.com/acm/
home,

1212 Request a certificate (FFRBEFE).
2. 1£ Domain names ( fHEE ) o , WALNBEHBERE,

BT LME R T RMIE AT (FQDN) |, Hl4l www.example.com = bare 5 apex #BiH& % , Hl0
example.com, BWAILMERESFFEAER (*) MAEAFT T , UMAEHRRAEIHNZERELA
. 5l , *.example.com A[{RE corp.example.com F images.example.com., BFAF
TTEBEETRR ACM BFER Subject () BALF ACM BFEM Subject Alternative Name (E 8
BlE) HH,

EREAFARER , B9 (Y) XEETREEBNRES , MAERRE—EAFREEER. H
, *.example.com AJLA{REE login.example.com Fl test.example.com , ETEERE
test.login.example.com. BEFEEE , *.example.com R AJLL{REE example.com H) 743
15, #EERE bare = apex #8135 (example.com), EEXREME , F2ET —EL R,

® Note

A81E RFC 5280 , M FZERTMANBEEHEE (B LEKRS "EAEE) ) RTEE
1B 64 /Uil (Fx), SHRAVHER. BEE2RREENEEZERRE (SAN) REES
A3 253 @\t , WE T EL &R,

EEMBHMERE , 55121F Add another name to this certificate (It B BHIBE W ERER) , AE
EXFAHRPMALTE., &ERKRE bare = apex #8137 (#1420 example.com) & H F#31F (H0

* example.com) , LtIhEEIEHEEA,

3. REEMFER , 7 Validation method (5878 5 %) [BER , E1E DNS validation — recommended
(DNS B&¥ - 225%) =l Email validation (& ¥ E 45 F).
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® Note

MBAHEMRE DNS 8 , RPRHELEM ONS BHRE M EAETHARE, 1S
FHERBEAL  DNS REES BEN. HSHEONS BE.

ACM E{TBEN , EcRILECHEAIEFBREFRINMIEE, EUTNAEREFB4RE
2 DNS B&=&,

MRERFEFHMRE , A ACM 2HEESEARIAERE , EERITE 4R WHOIS ERES
M= EREt NSRS HEEARKER i, FRRERRLEEBEF —HETFHBHA
'%\o ZIEI n¥%ﬂ1ﬁnﬂ nﬁ/ﬂﬁ %%ﬁﬁ1¢%ﬁn¥o

mREER DNS B , BIRFEAR ACM RRER CNAME FE&#Ti8 =&/ DNS 4558, 207 DNS B
HHFFHEF , FFS6 DNS B,

4. EEWMEFEIERTD  EE-EBEVHEEEZ—:

- RSA 2048 (785%
- ECDSA P 256
- ECDSA P 384

MEHBSEBFEEEZNEN , FSREESREEENEL AWS FEA& X E WA FHEFEA
ECDSA B#&. AWS Certificate Manager

5. TETags (EH ) HEL , B LUREERENER. EBEXRS|IRELRY |, AlAR B R
AWS BRI HEER, NF ACM EBRSBSEURMAER Y ZERIMNEEBINEER
B , 528 "1E5C AWS Certificate Manager B& 1 o

SERETIEZEE R |, FBIEE Request (58K ) o
6. BEEXR<c#% 6 IEAE28GREEREE K HPSETIHTERHEBENET.,

BREWFBRRGEASRERE , BRIFEBEFBRAAHER "EEFEREY BEHREERI Y
HERMAN. ACM EERERBBR 72 /MR , R, MBS KW E B EFR
RE , FEMIBRFER , BIEDNS RERNESTEMHRERE K ARER, NRBREKY , BEo#

A B BITIRE,
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® Note
REFFBENHIAME , FESHRNBEUREEIVNER, SAlMEGENERE=
AEREBEIEF., ZUAUERAE LANEBEZREEEEACHIE,

R CLI ERAEEFE

S5 EA request-certificate IR RFBRFWAE ACM BF. BRESZHEER
DNS 1 EMAIL (BEF##), ®EELNERAEA RSA_2048 (BERARRHSE , AATERS
{&). EC_PRIME256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

oo e A E RN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERFE PKI BFE

MRETUEFERHREINEEFLSE CAAWS 48 CA , ACM AIAERBEESEFE PKI HEANE
F. CATHENALHIRES , REBHMIRSEEHEA, MERIIE CANWEBER , F2HEL
IERBIZEME,

BRIERT , AE CAEBNBIETEZEME , E ACM FRALZEAAEANRRE. At , EESXA
RETE  BREZEZEEBNRAFREEFHRE,

FAH ACM BRiE1E X.500 5% , EZHIRTHEERH
- BWLLAFERANTS DNS REMNEERHE. WFFMER , F2H HEEHE,
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- EEE  #HHNE  BRLEGSWEEENSAR 2048 Lt RSA, 256 {ThY ECDSA = 384 it
ECDSA,

® Note
BEHFBEE LRSI (RSA H® ECDSA) X ERFE CAIMBSBIERE LRI,

- BNER  SERENERHRER 13MEA (395 X). #F CA BENERBHLABBAFRE
HWERAY , BRABREFBREERA.

- BW ACM EE 11 BAREBERABILEEE.

RARBEBRHERBRENLE CAXRETHEHAFHRS

 CA ZARNERFHRE,
+ CATRLVESRESEALAR RSA 2048 5 RSA 4096,

® Note
HAREENERETR , A8 CA BENBIETTERR.

ES]

- RENE CA NEFEUE

« £/ ACM E#Z EFRME PKI BE
« f£A CLI 53R A PKI BFE

REFE CA W TFEUE
SRR AWS A CA M T EM R 2 —REE ACM B :
. E—IRS : HEM CA FLRE ACM BRRMERIM AWS IRFH,

EZERMAE-RFRITNBAOIIEE , AWS TAE CA EEE X ARBEF TR ACM RIS , T4
M. FEERAISI B, ERFA AWS FA%F CA API BifECreatePermission= AWS CLI S5 Bl 2
[RETTEM . IRFFEAESHELHTERGEERTREN IAM EAE, BEIAR,

REFE CA WIFEVE W< 1.0 64


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html

AWS Certificate Manager EREEmR

- BBIRF : FEHY CA MEITH ACM BRAUNTER AWS IkFE+ , MA CA NiFEEC REBE

EHIRE

EEMABKRERRENEN , AWS FAE CA RIESEEXAFH AWS FAH CA APl B
{EPutPolicySan S AR A | UL ERAERVBERKIE CA. AWS CLIBERSIEEHMIRE F
RFEREFEH CANEFTEA, NEFHMER , F2EEB ACM Private CA &R BUR,

BiRFRPItLEE ACM RERBEZEAE (SLR) , TREUAETAS D HE PCA BEKEE, ACM 8%&
BROF—EBRIEREBEL SLR,

ACM Tlee iR EE ALY BMNIRF R EFHE SLR, MRALERM iam: GetRole FFA B E
WBIEIRFR ACMSLR , BISLREUBMAEBAREHRERE, RBABRLRE K RREFIEL
WIRFEE S A peE ERE iam: GetRole A4 ACM , RABWIRFEHE ACM BEENBE
AwWSCertificateManagerFullAccess 23 B35,

MEFHMER , FS2REE ACM EARBERHE,

/A Important

&Y ACM BRELHETEN AWS BB B , 8B BE]. MFEHFE ACM IENEIR
WER , BFSH REES AWS Certificate Manager,

£ ACM == AERIE PKI &BF

1.

BEAAWS EEEEA , AREAMACM £2A& , #tA hitps:/console.aws.amazon.com/acm/
home,

1212 Request a certificate (FFRBEH).

£ Request certificate ( FFRBF ) HE L , i#IF Request a private certificate ( FRFAB R
F) , RBEE Next ( T—F ) UBEETT

£ Certificate authority details ( BERBEMNFMEF ) o+ , I —T Certificate authority ( &
BREEN ) ek, ARBEHDP—ETANTAE CA. 1R CA RS —EIIRFHA , ARN &
HgmLrmERER,

RiFEEI SRR CAMBFMET , B EREEECEFERE
- BEE
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4.

- Eicl

« Common name (CN) (B &% (CN))

- Organization (O) (218 (0O))

» Organization unit (OU) (& EE 1 (OU))
« Country name (C) (BIR/#b[E & (C))
« State or province (M =HA&)

« Locality name (it [E & #8)

£ Domain names ( fBIEEHE ) Ho , WALV BEHEE, BULEATEREE®E (FQDN) ,
B2 www . example . com = bare = apex #IFHEE , il example.com. FEHAINEREFE
RESH (*)MABAF T , WMREBMERBHNZER@EERE, a0, *.example.com A[{RE
corp.example.com Fl images.example.com, BEAFTEBEE TN ACM RFH Subject

(E88) ¥ F ACM B M Subject Alternative Name (E B BIR) ZEH,

(® Note

BREAFARER 6 B (*) YAEHEEBNRES , MEERERE—E
FHEASER. Bl , *.example.com AT LA{RE login.example.com
test.example.com , BT8R test.login.example.com, ZEFHE*
E | *.example.com R LL{RE example.com Y7813 , #ERTE bare = apex #3
15 (example.com), ZEEREME , FSR T —ESR

;& , BRI Add another name to this certificate (I E BB IEE L EBR) , RREXF
FHRAEALZRE, &ERRFRE bare N apex M1 (H110 example.com) K H 7817 (440
* _example.com) , LLIIREIEEEH,

EeREEEERY  BE-EBURAEELZZ—
- RSA 2048 (785%

- ECDSA P 256

- ECDSA P 384

MEHEERBFEEENEA

3
$

20 TWEEE.

B ACM = &5 KRB PKI BFE

ERAEER
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6. 7 Tags (2% ) 0 , B LUREBEER BN ERE., ERESRSIBELY , AIMASBI AR
AWS BRI FEER, FE ACM EESEEEURNMAZR Y RKERITEERINHEER
B , 2@ T4Z52 AWS Certificate Manager B&& 1 o

7. 1 Certificate renewal permissions ( BEEVER ) o+ , BEEBEEENERNER, &
LERAFBBHEFHFEFEAFME CA BRBENFE PKI BE, MEHMEN , F2BHEE ACM FH
REEREAE,

8. HERMMEXEEZNAR , BE Request (BR ). FERASBRBEFTERE , BELREFNE
Fo

® Note

RIEHFFBFENSAME , CFESKNBREVREBEEIVINETR, SAUMEAENERE=
AEREBEIEF, SHALEAA LANERESRERERCERE,

£/ CLI 7&K %A PKI BFE

£ A request-certificate IS 1E ACM FERFIABEBHFE.

® Note

EIEER CA HXEMNFLE PKI B AWS Private CA , EENEBHEZXRY (RSA =
ECDSA) B E CA MR ESBIEEERY,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

S EEHHFAE B Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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EREEE
ERZHIERLT , ACM BEZE—REAHLA CAR , HERBRKEREAE (SLR) EEEEHIK

F. SIR RALRTNRRERERAA S DRNDE. SERE SR R5HE , LANEAUTH
TEM IAM :

aws iam get-role --role-name AWSServiceRoleForCertificateManager

MR SLR 7% , TR HEEUUTRAR

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOQ@OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/

AWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:417",

"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
3,
"Action":"sts:AssumeRole"
}

3,

"Description":"SLR for ACM Service for accessing

"MaxSessionDuration":3600,

"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z2",
"Region":"ap-southeast-1"

cross-account Private CA",

WMRIERD SLR , FSREE ACM ERHRBERHE,
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R BErT AR

AWS Certificate Manager (ACM) AR ALHEERZFFERPEENMEMEZER , Amazon BER
FEHAE (CA) THEAZLVMIERITRE., ZLIREZBRPEBBRMA (DNS) RENE F B4 RFERE
BN,

(® Note
BREEEAR ACM BITHNLAFREEERE. ACMTER/EANBENHILE CA HENBER
BT E . ACM BABRE Amazon VPC R EREE BH AR ML EREAFNER, W
FAMER AR HUBEREETREIRE,

—MRERT , BERELMEA DNS BBE , MIFEFHARE , RRWNOT

« MBERFEH Amazon Route 53 BIEHRH/NE DNS 88k , AT LAERIEIR ACM B BHECE,
- QAERFHMEAS , MERE CNAME 528 , ACM E& H BB DNS BEHEF.

- FERN  FEPSRAEHEETEHRENBEINTHE. ACM FRHREBHRE 45 REXEN
B, ELBENSEAIEEN WHOIS EHEUNSSHEFTANEES it, BATI2MEHE
BETUMENER , FEETERNY. REMASHNAEER , ACM 2RTEAME ARN HENE
o

MRIERBMERE DNS ERERNRE , AL ARRAETEHRE,

(® Note
ERAEFBHAREZURE R , BEEIRJMERN DNS ETHRE,

ES- |
- DNS Bg&
- EFBARE

REAEmE#R MR# 1.0 69
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DNS g%

BEEBRG (DNS) R—BE SRS  BANEEIEROTR, 20 ONS #EFEEE— L8
B HFESESCEENEE. BLRE DNS BE  ACM RIEH—R S8 CNAVE 26 , B8
Sy ANAELAREST, EERGOEN —WREE  THACRHBINES,

® Note
FRAESTFBUHRIFREIBEZR , BEEVBRAER DNS ETRE.

Bl |, RIEE example.com MEERBH , L www.example.com HBENETE , ACMEA
BEIME CNAME iB#. SESACHREEMEFEYNCEHEISEBNE, EREQD ACM AR
BEEQREN AWS BEHBIB, BN CNAME CHEFHIEE DNS ERE—R, RERFFEAS ,
i B{R4E CNAME it#% , ACM B & BHBBENEE,

/A Important

WMREF 2 A Amazon Route 53 REIB/NE DNS 5% , 5B FS 2 DNS L T 2 n
{FTigiceEk, MRERERE\EME DNS ERENRE | AIXBRAE FEBHRE,

EEFER/RE  RERE CNAME L% , BRI AIUATEE AT (FQDN) FREINE ACM BiE, to
MER , BRI EAHERESEBNERRRE B EKETEFHEENEE. AR CNAME &
HTHEERMMEM AWS Bl , R ERUEZSERETERAEZMENES, 47 ER E MR
BHE.

#RAT LA AWS RIS ZBRIEEIT Y BB MR CNAME 528% | LS B 88N, MEEH DNS HERs
A2 Route 53 , iEBH&BHHEIER | T HENAMBRECHE, MREHNHERR Route 53 , 552 E] Route
53FMBAERETHMBRERICHE, NESENBRRENNEAET , B20 TACM BENSERE
B9 .

(® Note

WRER DNS HAREHAEIB A fE CNAME 8##EE —i8 , CNAME g kB, REFE
EREEE  BREMAETEFRE.
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ERAEER

ACM B9 CNAME 282 EER

® Note

B AR ERA Route 53 4 DNS HEBHEF,

MRIETR R Route 53 4 DNS #ER , AIFZEF B ACM 128 CNAME Foskia A HIER R
)o CNAME RRHERANFZAR  SFEMISHFURKEHEBEHEE
BHVARR. B ACM KRR, BTELRH , TRETIRBEMAERENSEBBLEREN.

ERE (BEREBMEE

TRETRNEBEZEN CNAME

.

FOSREEDl, BECHENCHRBB-CRERYARNRIBEBBEAE

AR, BEREYP , IMELKEB-CHRERYERHEN, ERETHHEERFT BEE (Hiw
*.example.com) , ACM FREV N FHREAHERMEE example.com BN FHEMEE, B ,

BEESEBNEHCKIBNEREERATE.

CNAME 52854l
e

*.example.com

example, com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

ACSRE

_x1.example.com,

_x1.example.com,

_X3.www.exam

ple.com,

_x5.host.exa

mple.com,

_x7.subdomai

n.example.com,

_x9.host.sub

domain.example.com

o

ACER{E

_x2.acm-validations.a
WSo

_x2.acm-validations.a
WSo

_x4.acm-validations.a
WSo

__x6.acm-validations.a
WSo

_x8.acm-validations.a
WSo

_x10.acm-vali
dations.aws,

ALfE

Identical (¥8[3])

DNS B &
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JE#R (_) &M xN EA ACM EEMRFH. filn :

_3639ac514e785e898d2646601fa951d5.example.com.

REEEWHERE, HEBHOLEHKETER
_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

$HEHEEAY DNS %o

(® Note

WREH DNS fER T X BT EERN CNAME & |, 52 F 4 DNS 5B EE TR H#
BHif

ERFERBAEILIEE DNS BER , ACM LT HIRKEA CNAME EFR :

BEE  EREE R RHE
B 1l

example. _a79865eb4cd1a6ab990a45779b  CNAME

- 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

mEEEERENAEEE FQDN, REABAREENRCIE | setE—HEBlick, CRE/REEN
=B

E =B {& (Domain Name (#815%#8). Record Name (528%% %) f Record Value (FC8%18)) ZP4EH
A DNS #tFER Web T HE L AR#TE DNS RR&EMNEARMLT, HEMEELGER (HEM "5, )
WMUNMET -, EREBRT , FEZIREHEEFNS , LR, HitHtERSEBISERERE
Mt InE S8 AN EAFEREP |, ERT (EFRHIF) BEZR@A

_a79865eb4cd1a6ab99@as45779b4e®b96

BEBEuP, WRERET  WWMATSHBHEBE (PIW .example.com ) WEEHERE , R TATRE
SEEUTHER
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_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.

EEBBRT , BBRESAK, it , CESRSEAREENEERFTRENEAZR,
SR 7E DNS Eis%
KEFRP MR E LGB LER DNS B,

HE#E A LERE DNS BRE

(® Note

hEFBRHREELEEV —ERE K MBELEEEIBEN AWS BEFITH, MREEHR
BEH MREEIE-AEANER  IRRIFAMEH , BEFEFETINENEE , B
AR B E IEFERY B,

1. BIfE https://console.aws.amazon.com/acm/ BAEX ACM X # A,

2. HERBBESH , BEESLBEERTEN Pending validation ( FERE ) AREMEE 2 Certificate
ID(BEID). LEFEHEBUSENFHEENER,

3. 7t Domains ( #81% ) Mo+ , EX TIIMABERFZ— :

a. (EA) £ Route 53 EITERF.

Create records in Route 53 ( £ Route 53 FIE 1 i# ) HMEERFEUTHEREET !
- &4 F Route 53 % DNS {HER,

- EHEE A Route 53 FEEEEHEFT,

- &9 FQDN REERE

(® Note
MR HEMR FFfE#E A Route 53 , {87 Route 53 RV S IRIE AT ER |, F2
B ACM # & KRBT "7 Route 53 ML, %,

DNS B3 MRA< 1.073
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212 Create records in Route 53 ( £ Route 53 REE I 0% ) &il , RKREZE Create
records ( I 504% ) . FTLLLL Certificate status ( BEAAE ) BHEXFHRBI B TRERIE
$R 5 Successfully created DNS records ( BIIZE I DNS 5248% )

BB TR 2B R Pending validation ( FEBR®E ) MEKZ 30 £,

® Tip
I EBREENN S NFER ACM BETE Route 53 R ik, BER , B
B E 53 1T AWS CLI =X API FEAY | LATERR#R 53 DNS BRI ERE VL%, ER
B Route 53 LS EMEFMER , H2BE A Route 53 A ERECHEE,

(EH) tRETREM Route 53 A DNS #ERS , &4 AHEN CNAME EF L #T18E DNS
ERE, THRENFAEFAEE L , EEBUATMES XHTIIRE

- BRETE Domains ( #81% ) #820# CNAME th. ELEAFFEFTEE DNS &R
.

- & , #E Exportto CSV ([EHECSV ) . BRERFNEAFFHHIEE DNS BN
.

/A Important
ABREBEEE , BEME "ACM ) CNAME RE#EEFR, , BEEAFNEER
DNS #EEERNERE, MRLBET[E , F2H "% DNS 5 mEEE T
EJ o

MR ACM EXEAEESE CNAME EEK 72 MRABREBMAEERE , ACM 2 ERREREL
Validation timed out (SR ), ERZETRENREERERMER ACM EEMERKIHER DNS #H
B, REMENREE 6 BXATERE CNAME ERZEBRITBR.

= T Ef

Amazon

Gy

BEREEN (CA) TREAZNPILEITEE , AWS Certificate Manager (ACM) 2478 5L/

LR RHEEBRPIEENFIEMRE, ERUERETEMHI DNS $iTHE. KEENRE T

B,

W% DNS BRRBHFFMER , 52 B DNS BFE,

ETBARE

MRA< 1.0 74
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AEREATEHEETFBARENEIEEE,

- BEZELZVBESPEM—EEXNEFE 4t , TREASEFEBHRE. RESTHABUNE
FAEAREENRAEER,

- REEERAN ACM BITHRREEESRE. ACM FERAEANBHEIHILE CA ZENBRRIR
B E#E, ACM EZR®E Amazon VPC A EEEREREMEMLERATNER. WHEFHEE
7, A2E Y BRRFAETRELE,

- ERETFEHRERIBR 2R , SEEURAER DNS EITRE.

ACM BRNBMHRA 13 @A (395 X), #EEN , FEROHEFEHEEFBHRIENBEAT
B, ACM 2 BHIAT 45 RFAHKERMER WHOIS EHitu BN BN A EEAEESH
i, BAPISWEHRAETHRENERS , FEETRNY. REMAIHNAEER , ACMERITESR
F[E ARN BVEHIBRE

NMREHEEHAETHARREFEIESE , F2RMTHETHHREEEETRER,

ACM EStHEIEEN SEMESE , EEAETFH4ASE WHOIS EREHR S KK = @&t xS H
BEARRLL, BRER  BREFRPESNEEEIBBNEIELE , BEXHS\BETH
o Hlan , MREEEE—EESEE SRR\ BEFEHAS. RTRE , ELRAE T2/
RAHEN\HE 4N —HERETE, IREEE=ZERIEERE , EHRIRS 24 HEFHBHA
B. RTEE , BLRE 2 MRERAHELEFHHTHNEL =H (EEENSERBEE—H) 5KEIUT
B,

EFHEASESEHIED WHOIS LT =@M B8 bt

- WEEEME
BTG A
- EEEHEA

® Note

BB ORELERBENAME—RRFEMLL, € WHOIS RREIBEELA A
5. WHOIS EXRANERRIE (KR 5%) , B0 REREHETEIKBAEERE,
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/A Important

B 2024 £ 6 A2 , ACM A X EiEIB WHOIS Bt it #THNEFBERE, HRARE
BE , B 2024 F£10 A& , ACM TEEXENBEMEMWITMN WHOIS Bifgitit, ACM &
BEE:RIFETHM4EMERBEINTEAEARKMNL,. FEEESHMAEE , F2EAWS
Certificate Manager #{% 1L 818 & F B4R FEHN WHOIS £k

MREBFEATEEFERERE , ACM 31T MX EF LB HL [ RB[IEZEPENEFBH |, W
KIWE —EREEEXE4IUTREE ARG, MREMEA RequestCertificateAPI 3 23R B
AWS CLI 5% , ACM A E#1T MX &EF., MRitt , EEEXE FHHZFEE DomainName S EH
iEMA ValidationDomain 2 HEENRH AR, WFFMEFR , F2E MX E#k.

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
« webmaster@your_domain_name

* admin@your_domain_name

MEEE ACM MTHE LN T T B OFHEET , B2 T(2F) ALNEEREETE
EJ o
LR R BIAE R

MREHFER ww FEAFTER (*) WBEEBHER ACM BE , ACM RERBIRFAEMN

wew RESE , AREEFEHEEATEE i, SENUHRHELHETNEES @. BE

E@ IEAQ BHEEE @ IAHLEEE @ BB BHOFERI FrERK. iz, 0

R& R www.example.com 7K ACM B , BIE FE#=Ei1xZE admin@example.com , T3k
admin@www.example.com, E#kith , ZRIEA * test.example.com FER ACM B , IS TFHH2E
IAF admin@test.example.com., HERNWEREE it th UL F XK.

(® Note
BREFEHEEER apex #3E (H120 example.com) WEE it | TIEFHE (a0
test.example.com) W EE#hHt, HEEEM , 551E RequestCertificateAP| 2 ER/BE
AWS CLI fs s $EEValidationDomainiBIE, FAEREAFEREERN , BT ELRI

L
BEo
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BEMMEEBHHEENE-—SFEHA it  RHuAAHESEAREIES FESEE -S4 |
REREWELTBE.

BRIBH B HNEN

ACM BENBRHRA 13 A (395 X), HEEN , FERERFEHEETHIARENERNIT
B, ACM SEBHIAE 45 XFAKEABEMN WHOIS EHttuE*xBHNEBHAI A EEAEESH
i, BAPLSBERAETHENERS , FEETENY. REMAIHNAEEK , ACMERTES
#E ARN BRI BE

AS2RLEAN ETENHRE UBBESEA.

(ER) ENEEREERM

BHRIEFHBHECSMNR , TARKAEBREER, T8 , RAREREMENRES FHA RS
BUREM4ERRTE  ESRPEL , AFREE 72 MRABBEH. NRERZBUIIFRBE
FEARFLCBH , BUUAEREMEEEFHBN

FETEHMREFERERE  F2ENEDE T AvE S 7 E 5 M EE T 5 5 — 8,

® Note

LREREBRRN ACM RENER , UREAEFHHRENEE. 758 PKI BEHEEA
ACM W BEFAZEMIEFE ., W0FE DNS BERIENEF , F2HEDNS B=E.

ERATEEENBEEIRIFETEN

1. BAAWS EEIFEA , REMBIACM 1285 |, #BikA hitps://console.aws.amazon.com/acm/
home,

2. EBRBEET  EELERBHBEZ Certficate ID (BEID) . HEFEHMEAEHAEE.

® Note

BRIEHEFBENSAME  LESKNBEUREEZVEETR, SR RAENERE=
ATREBEIRF, EHUUERE LANERESREREECHAE,
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3. 1 Domains ( #3813 ) &8 H , i##2 Resend validation email ( EM{EERBETFEHH ) |, &
NEEEERFTHMEE , REEE Resend ( EFEIE ) o It Successfully resent validation
emails ( KW EFHEEREBFESTFHMH ) BIEEXSHE,

FH AWS CLIZEFEXREE 784

8] LA{E Fresend-validation-emailép S EFEIX E F B4,

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID --domain www.example.com --
validation-domain example.com

(® Note

It dvresend-validation-email 5 {EiE A R B EE B E B4 BREN ACM BFE. SEA ACM
HERZREHR ACM BEENILEBRIETEERR.

PIHE ACM EE/NERE

BRI LAEA ACM A5 AWS CLI i ACM BEEHNEBRE. TRAUUE—BEE+SSIH&ES 500
&= , ™ CLI RIw 5 &2 1000 E&RE.
EAEEE I HBE

1. BIfE https://console.aws.amazon.com/acm/ BARX ACM &,

2. WMEBRBEPNET. LUUERELANERESREBRAEACHIE. SEREHE LA
5|, kFERRETH B EBERT T 5

« Domain name (MH &) - BEHNTEME B (FQDN),

« Type (EH ) - BREH, WELES : Amazon issued ( Amazon E21T) | Private ( #AH) |
Imported ( EEA)

« Status (REE) - BEAMRAE, TREE A : Pending validation (5 EB ) | Issued (317) | Inactive (E4E
F ) | Expired (Ei8HA) | Revoked (E#$8) | Failed (% &) | Validation timed out (5 353& &)

- fEAH? —ACM BERAE "Elastic Load Balancingy 5t CloudFront2 ¥/ AWS RS B8
B, HLETLLE No (B) = Yes ().

5B MRA< 1.078
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+ Renewal eligibility (B &%) - BEEASZIHEE , ACM EEULLIEBEFHBFE. WHEES : Eligible
(FFEEM) | Ineligible (TRFEE), MEEKRRA , 5528 ACM BENZTEEEN.

BEREFRAALANRERT , EULUETERLERNERRE. BEERERATNRITTA,
DRBEREMERAMM, 7ANBERMCNOT

« Additional domain names (Ht#EIEE ) - BRFPIENW -2 EREERE (T8BEIR).

- Requested at (&R E) - ACM FRBEAEEE,

- Issued at (TR ) - BT RENERE. LEREERARN Amazon BITHERE , TEAREANE
Fo

* Not before (£ EFR) - BEE RN EFE,

« Not after (KM EFE) - BT R NAVEE,

- Revoked at (856 E) - SREERBAIBEEREE,

« Name tag (BHBER) - ILEFE L Name (B18) EBNE WNREERAEBRMNE).

- Renewal status (B#IARRE) - FTERBRENHMRE, REEERENE , BT EERLE
BE. TTEEMNES : Pending automatic renewal (515 BHEEL) | Pending validation (F558 %) |
Success (B I | Failure (REEER).

(® Note
BRRENSENREFERIRISGERATH, FEIIEE , BRERSE 72 MNERR
5, 3 BN ARERRESRTHENER.

Page size (EHA/N) REFZRESEESEIEAEE LERNBIRYE,

NETABRHEETNESET , HBH Mk ACV BR,

AR HERERE |, BEM AWS CLI

fEH list-certificates maHHHA ACM BEEXEF , MU TEHIFR

$ aws acm list-certificates --max-items 10

o TEELRELTRERELUNER

5B MRA< 1.0 79
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"CertificateSummarylList": [

{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

BIBETER , KRS EE E A keyTypes RSA_1024 5 RSA_2048 , AR EDVEF—EIEEMENE
H, EEEELERHNEMER PINEREERREATREE LRV TANNERE) , BiIRETIE
BIFf "BV --includes 88, KB EEIEEH ERTFEBNEKE,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

R ACM B3H

R LMER ACM T2 A HARBENFHTPEER. AWSCLI

HRBE W7 1.0 80
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EXEATRIDERMET

1. BIfE https://console.aws.amazon.com/acm/ BIR{ ACM =R AR TN TR, BuLlEARALE LA
NWEBEZREEFEAZHBRE,

2. EEHETRMIBENFMPEER | 5BIZ Certificate ID ( BEEINE). EESEHER , ERT5
B

- Certificate status ( BFEARRE)
« I|dentifier ( 3 BIAF) - BIEH 32 LT+ SHEALME — R B S

« ARN - X5
arn:aws:acm:Region:444455556666:certificate/certificate_ID B Amazon
Resource Name (ARN)

- Type (FE) - Bl ACM BENEELEEI, "EEA : Amazon Issued (Amazon B317) |
Private (]A%) | Imported (2EA). MFEFMEF , F2H "BRLEEE, . "BERILE
PKI B, = "5 EHEA AWS Certificate Manager. o

- Status ( AREE) - BEAMARE, TWEEE A : Pending validation ({FEE) | Issued (&17T) |
Inactive (3E#EF A1) | Expired (2i8HA) | Revoked (2 #$8) | Failed (% &) | Validation timed

out (BRFREF)
» Detailed status ( FFAHAREE) - BITHE A BRI B HEKH
- A

« Domain ( #3) - BENTEREHERE (FQDN),

- Status ( AREE) - MWIHERFEARRE., TIEEEA : Pending validation (FEER ) | Revoked (2 #$8)
| Failed (% B)) | Validation timed out (B2 33&B%¥) | Success (B )

- FHEA

- EAF? - BEREEHE AWS ESREAEIN AIEES : Yes (B) | No (&)

- Domain name ( #BiE & #E) - BREMNE —ETEBHAE (FQDN),.

« Number of additional names ( Htt EBHEE) - BRERNWHIEBHE

- Serial number ( FF5%) - ‘REH 16 LTl +EMFIHR

- NESHET - EESRENEHRIREL

- Signature algorithm (ZREEE ) - AR #EERIBNBHHREZEE L.

« Can be used with (AT EER) - XEEFELSBHNBIE 2 ACM ESREFE
- Requested at ( FF3RR) - B HFERH B AR EFRE

= —1+n A YE T 2 =+ 170
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« Imported at ( EA) - 2@ A , E AR B MRS

* Not before ( £ HFME) - RREBAEFRSA

* Not after ( K3 EFME) - BFEAVEH B HA A 6

 Renewal eligibility ({8#9& %) - TREMIE S : Eligible ((FA&E )| Ineligible (FHFEEWK) MNE
BEFR  BFSE ACM BENZEEEN,

* Renewal status (fB#IMREE) - FTERBRENOHMRE, AEEEREVER , KBTI SETYL
BEHEE, AEEM{ES : Pending automatic renewal (1% B E##Y) | Pending validation (%1
§27%) | Success (B ZI#E#Y) | Failure (RBEEXY).

(® Note

BENENESEAREERNSSISEATH, BEFI[E K BREERSE 72 /M
®REF , WA SARBRBEERRTIENER

- CA-%%E CAM ARN
. Tags (%)
- R
- B
- Validation state (B8 EARRE) - tNREA , AIBEEWT -
 Pending (7€) - B REE A M AKTR.
- Validation timed out (BFRBE) - B RNBIBERE , BB ITUEERF R,
- None () - BEEANILE PKIZEREE , TETERE.

AR EREFMER AWS CLI
FERAPHIEIREFE AWS CLI REREEZMELR , WTHGSHAR

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

T EERRELTREELUNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",

HIRBFE MR 1.0 82
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ERAEER

"Options": {

"CertificateTransparencylLoggingPreference":

}I

"SubjectAlternativeNames": [
"example.com",
"www.example.com"

1,

"DomainName": '"gregpe.com",

"NotBefore": 1450137600.0,

"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,

"KeyAlgorithm": "RSA-2048",

"InUseBy": [

"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,
"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{

"Name": "DIGITAL_SIGNATURE"
iy
{

"Name": "KEY_ENCIPHERMENT"
}

1,

"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",

"Issuer": "Amazon",
"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",

"ENABLED"

B

0
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ERAEER

"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,

"Subject": "CN=example.com"

fBREA ACM EERBE

SR LAER ACM 2 A M AWS CLI BRIEE.

/A Important

- ECEMIBREFE R EM AWS RRBEAKN ACM BE. EERBREATHNERE , &
BRBEEB . WRERERAMEBABBRBHNEZRAH CLI REK.

o MBRFABEZRME (CA) ZITHERY CAREETMTE, S EEN CAKRE K EFH
EMmpRAL, WMEFMENR , 5528 AWS Private Certificate Authority i F % 5= & #9 il &

B CA,

EREZEAMRER

1. BI{E https://console.aws.amazon.com/acm/ BIRL ACM £ &,

2. EBRBES , BEIMACM BENZEGHR , RERIEE Delete (MER ) o

BRB
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® Note

RIEHFFBFENSAME , CFESKNBREVREBEEZVINETR, SAUMEAENERE=
AEREBEIEF, SHALERAA LANERESRERERCERE,

= ZMBREFE AWS CLI

£ H delete-certificate A= RMBREE , WA THTAIR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID

Z%&E ACM BFE

FEEMER ACM BEEEEWRAUBERARE AWS R ELZE LN ARH., BXEAFHAE ACM BEHES
— AR, WHEFMEA , F2E REES AWS Certificate Manager,

FBANERMEEEEFRENRRKL , UFBAXELHIRER CAER AWS FAF CAEEI AR
FAAN PKI B9 ACM BFE. N ERBMER EREEELRRE.
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ACM BRNZEEEN

ACM % Amazon 21Ty SSL/TLS BERHZER/WESE. ERT ACM 2B BHBENENER (MRE
£/ DNS B ) , REEISBHKEEZEFBHEANGE. ELRBEUTHRLBMILE ACM BREEM,

RBETHEE K BREASEDEONER

- FFEERK , REHM AWS IRIEAHEE , Hl40 Elastic Load Balancing = CloudFront.

- HEER (MRAEBTRLXENZREL).

- MRERFEBMEIN ACM RequestCertificateAP| B FAERFT , AREHREH M AWS BR#5+H RS
B, AIRFEER,

- MRREBBEEFZAHIT, EEEHZES —E AWS RBMEBABHNALERE , BIFSERK,

- MRREFEBW AWS FAF CA IssueCertificateAP| BN AEBE , IFHFEER,

. FHLEN (MBEEN),

- MREBH , AIFFEEE.

B | AR AT EE PRS2 A RIRY Punycode &K :

1. LA "<character><character>--" #& =\ B BB Y #8153 & B A B THEL "xn--",
2. BL"xn--" ENAEEBHESNELSENNERLBAEERE,

Punycode &4l

BiEEE R R REF EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i3 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A 113 v LA "<character><character>--" Fi 88
ple.com
XN--Xyz.com = = v ERNBEIBRCBIEE B (BT R/.com)
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BEERE )P )P RFF EE
#1 #2
XN--examp = = X FTREMWERILBEEE
le.com
ab--examp = = X AL "xn--" BHER
le.com

ACM BHIBFEEF | BFEM Amazon Resource Name (ARN) ®R#EF £, 24, ACM BEAETMHE
Bo MREHEZMEAWS BEHHEHEMAEERBNER  ASESR ML AR BN,

£

- BHOLBREENERE

- BHWFE PKI HHBRE
- REBENBOMRE

B LFEEENEE

RITZEE, ABEENEREE , & AWS Certificate Manager % EXAERBIEHHEEE, FEiB DNS
REREFHBUHRER , AEREEEER. ERRTEENE  ACM EEALZIRENMERSE
REFBICNHEERE., THZERRTEOEFES —ERMNEEENSK.

ES- |
- f8#9:%1B DNS BREMHESE
- BUZBEFHHRIENESE

f8#93EIB DNS B A8
FAMEA DNS BREM ACM BRZSEMOERXTLEBIL , .
ACM BEBHIRT 60 RARE I TAM R4 -

- RFBRIEEERSE AWS &,

- FIEH ACM 1224 E DNS CNAME &% (B — W EHEEREE —6) BEFEAUEELE
DNS 2H,

NHEEENEFE MR 1.0 87
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MREELFUHEBTS , ACM EXBEBBRACTRELEVER.

E ACM BN R B BRI MEEE (Pl , BATFE CAA ) , MEEIEX AWS Health E4H
Amazon EventBridge =, ELEH2EIBHG 45 X, 30 X, 15K, 7 X, 3 XM 1 XEE, 0F
FHImERR , F2E ¥ ACM B9 Amazon EventBridge X,

BHBEBE FEFRENAE

ACM BRNBMHRA 13 @A (395 X), 2B N , FEROHEFEHEEFBHRIENBEAT
B, ACM 2 BHIAT 45 XFAHKERMER WHOIS EHitu BN BHAI A EEAEESH
i, BAPISPEHREETHRNERS , FEETRNY. REMAIHNAEER , ACMERITES
FE ARN BVEHBRE

NEFHRREETHANFEES  F2R "ETEHRE. .

FERBMALUERRGTAARLEREE TEMF , F20H BEDLETHHERENRE .

EREHABEEFHEAL

REMDNBEETE bt (B2 (2H) AEHNBERESTEH4) % , BALER AWS
Certificate Manager £ A% ACM APl ER ACM B BREBHINBEREE FHAHTERE. TEEU
THERBATILENME

. BE—BHREER ACM BERESFEREFEHERE.

- BHBENEBHOREASTERS. WEEREYESEENRENFMENR A F2E RESENEY

- BEEBEWHRTE ACM S BRBOEEN RAEEREE FBHAL

AR ACM EffEAMEREE FHAAR (F28)

1. FBELUTERRB AWS Certificate Manager £ A, https://console.aws.amazon.com/acm/
home

2. EREZERIB/INERE D,

3. EEEWNEEIRIJETFBMH.

8RR ACM EFTExBEHERFTE T E4 (ACM API)

ETBHRE W7 1.0 88
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£/ ACM API iyResendValidationEmailfFs€. EBLEFREERE ARN, FEFBBREAHESE
MEEEWRERES FHANEE. UTEMHBREMAER AWS CLIEITIER. LEHS5 T/
a0 AR B

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

BUFE PKI R EE

B AWS 78 CA A CA HEMN ACM BRENFEXEEBINER, BAREEN ACM BETE ,
AEPKINBETLTERE. AREEEERAFREEFAETZEEENRBERERBERENR
REEMEE,

(® Note

REMFEH ACM E£# &5 ACM API RequestCertificate B EEIIEHI B R T EERETSEE
#. AWS FAH CA £H AWS FAH CA API BifEE1#Z 3 |ssueCertificate TH/RFE TR EH ACM
&I,

ERERFBHE 60 X , ACM EEBHERAS/ MRV —X. EBRFIELNRENER (FINEA
HEHBERDLE), BEFUWAIARERAFER ACM API RenewCertificate B HI BT, WHBHIELN
Ky Java BEEIH , FFSE BERE.

R SRTIHEF-BAARBRIBZIERY

- MRBIREHE ACM ESREHEER , AIFRIFENRERRE , MTAEEZFEIENEBE,

- WMRBERLEHEACM EEREHERE  AIFEETFRNEFE , TeeEH LA ZREBONER. BT
FEHITIELEE , B AT LAE Amazon MBI T #4TE L EE EventBridge , AWS Lambdafil T~ Fir
To AWS HealthtIFHBFHMENR , F2H BBLENBRENELEE

BB BRI E HER

THRFRET —EHEHIFERGE , 7% ACM B BRI BEELAE PKI BRNELER. tEfE
ERACM ELBERENA SR  BEHE  BEMALEARREEHEREREL,

FE PKI BF k7 1.0 89
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EEERAEELEEDLERRELER

ERAEER

1. B1& AWS Lambda REASEREFYNERF , BUWRENW ACM EH APl 8 Lambda B(H,

a. EY Lambda K#,

b. AEMEEE Lambda HTAE , YK TIEEBEMARE. LRAEERBFEWY ACM
API BExportCertificate Ei¥E , R FEHBHPEINBHER , UERNEFTNERNLZ LR,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"

1 Amazon RV A EventBridge MREE ACM BEMBEH | SR BAH Lambda B
FEIY45EY Lambda B8, B8 ACM BEREFEER | #EE A AWS Health B4, MEESLEL
MIFEMRERR , 5588 £/ Personal Health Dashboard (PHD) 4 & #REE )

MATHEHERRERER R

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
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]
iy

"resources":[

"arn:aws:acm:region:account:certificate/certificate_ID"
}

3. HEBERRLFBHREBEUTHRENER

AFELE PKI BENZERNY

&R BAER ACM API 5 AWS CLI FEIRIR ACM ZEEN TERENMARE, ERMURITENE
TEBHFEH ACM B BB,

® Note
15 RIS B TR E 2 B R M AWS B4 CA,

FEATR API BfE= CLI v 58 , ACM S ERENERR. MREWVHNT , ACM EEHEEEEA

= AP| i R FE R E%':F'%@ﬁﬂo MRB/FE ACM BEXREHEEE  AIGHBHEER , Lk
Amazon E CloudWatch vents HELXEHEH, MREIAK , ACM SEEIFERILERMUEE
(AT LAE A describe-certificate i F. ) IRBIERBBESHEEHNE  ZNEELBRELLFHZ
HEEWERL,

/A Important

EEFEH ACM Ef AWS 7485 CA BE , BN AKLRE ACM FRIEEER , FeEEEM. W
ﬁ'ﬁn¥%ﬂiﬁﬁﬂ B £2 Eﬂ?ﬁl)ﬁ’%%?‘ﬁ%ﬁn*j% ACM,

EEZFERFEERERN (AWS CLI)
1. {EH renew-certificate R RENILEEHEF,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. A% , £/ describe-certificate # % RIEDBENBUFMEA S ERH,

ARZEEN W7 1.0 91
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aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

FERAFEBEEL (ACM API)

EiXERenewCertificate3R |, IEEEBBNIZFAABEN ARN, AR EHDescribeCertificatefE ¥
RRRNEBNFREREERH,

REBENEONRE

EREFTBNERRER  ACM SERBFEFMEA T RRME Renewal status (BHIMEE) EFAMAGL, LA
Fl AWS Certificate Manager £3##£&. ACM API AWS CLI, = AWS Health Dashboard 2K#Z& ACM
BENEOMRE, MREFEAETEE AWS CLIL, 5 ACM API, BETARRERIBEEE T 5 ME A sERIARAE
Bz—. MEEMER AWS Health Dashboard , EE B ~ELUE,

FEEDED

ACM FHER BRI BRIVMEDEE. WFEFMET , FS60H EVSEIB DNS BENEE, &
FHREE— S EF,

FERR

ACM EZEBRFREPN —NZERBER. ELARDNBERIFELPEHAELE , FABET

28N, MREFEXAEAETEHRERE K FSRRAEACMNETEH  RRMEXETEBH
PR ERE R ITERE, MREMER DNS BRE. ME , FWEUMEE DNS R&FE , ABRRNEA
o

Success (A Ih)

BREIVAEEIEEEKBREE , MA ACM EBNER. BEFEXRIE—SHE
R

—NZERFEBAREBIT B <oBRE , MHE ACM REWEBRE. BIUERFTHNEE,

ME/HEH A AWS RIS (120 Elastic Load Balancing) 1HEEl , BN R BB ERITR LAEH%
2 EH CloudFront , BIZBREEREITEN,
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® Note

BORENBEARFER NS ERM, sHRARBE , BHERSE 72 MNERRE |, B4
ANRBERBENRERF. WEREDEHY , F2H8 ﬁ?&a%‘ﬁéﬁ%ﬁﬁﬁﬂo

« £ Personal Health Dashboard (PHD) % & AR &

BEARRE (FH)
TOREFENRMAER ACM T2AKME ACM B BIIREE,

1. FBELUTERE AWS Certificate Manager £ &, https://console.aws.amazon.com/acm/
home

2. RABEUMKREFEEN.

3. 7E Details (FF#IE ) EEX K ZE] Renewal Status ({BHIMREE), MBEEBRZEERME , XX ACM
HRBR L BRN ZEBVER.

mEAREE (API)
YN ZE ER BA 204rT 8 Al DescribeCertificate BMEM EARRER Java &6l , FSREEIREE,
BEHREE (CLI)

LA &34 52 B8 el A AWS Command Line Interface (AWS CLI) %2 ACM BREHIRAREE,

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EEER | 55EE RenewalStatus W AME, MRERXEEE RenewalStatus HfL , XR
ACM SRR BENZEBNER.
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{ A Personal Health Dashboard (PHD) & AR &

ACM E7iBHiAT 60 XEH B BB ACM BFE. MR ACM BEEBHEBETENEE , B8 AWS
Health Dashboard £ ZIH#i# 45 X, 30 K. 15 K, 7 X, 3 X# 1 XEREXERETEHBAG
% LBHNEEERDITE., AWS Health Dashboard & AWS Health RN —250. EXABTER
E, MESRFPRBREFVTAEAEETRIA. WEFMENR , 528 AWS Health F£AEIER,

® Note

ACM SR EBNVENSEHEARA PhD BRBRTFNE-—SH#. SERNNSER —EE
A, BEREHIA AL,

£ AWS Health Dashboard :

1. B A#UE AWS Health Dashboard % https://phd.aws.amazon.com/phd/home#/,
2. i##E Eventlog (BB

3. £ Filter by tags or attributes (K2 & = B EFE) 1#F Service (BRT).

4. JEIZF Certificate Manager,

5 EEEH.

6. 1E Event category (5#4%57l) i#$#F Scheduled Change (FEEHEE),

7. EBEEA.
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BELEFEAHRENRE

BBEFHAREN ACM BEEEEERERGETFHEREF. EBUNTEEREZRETHHREN
BRE , UEgREELTEBHTHELRBNINEGE. RTHBHEFEAETEHARE , AEFHNEH
SPAARNREREETEHAASEHLS  URTREBERFIS RN TERE.

RESFEAER

BREETHAAEERTIMERNz— , ERIUARERFTBRERBVRAEE. RABETRFEN
REERRRAASRIEBINERE,

BFBHEALT -

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
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ERAEER

Amazon Web Services

B R DL TN
BFBHEALT :

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

BREBRELETEN
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(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BERREIRE AWS (WHREAL  ERESEFAIMBNBENREELER. FFEMHEA 2020
F 11 B2AlRETNASEIMER IS TREHELRETTIEE !

- EFEHEETRAES "Certificate request for domain names MAR
MCertificate approval for domain name. o
* AWS account ID REGUFRSHITHRIAEFHRNERNER,

« Certificate Identifier RAEZR 7 EEER ARN MA2MBENER , Hl
W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369 mA
& 3b4d78e1-0882-4151-954a-298ee441f369,

« BERHE URLBESE acm-certificates.amazon.com A2
certificates.amazon.com,

« B—TREKHE URL TIABNRERERETO SR ERTE. &ERSE div WEBRER approve-
button M4 =& approval_button,

- HMBERNBEENEBNBRNREBFASEAEEHEFBHEN,

B TERRE
AHRHETBHRBBRHEN TERROABNER,

- ACM X2 AREZEEBEFRE , E¥RIFEFBMHEEEMKI TS MX FEHHE —EFE.
WEREEVALRISEREINEFHBHEHAL , ACM FRERTRE. NEFMEN , F2EER
ETEHREEIARERE,

- A ACMAPI = CLI HZBEBRFRETETFBHRE , AREARIRETBMHASEEETEE
WENSETRE. B ELALRIESERINEFBHALS , ACM FRERITEE,

® Note
£2020 £ 11 Azel , EFRAREREEERE , ACM RERTREKERM FREENE
H. EXRHBZARTARIMBENERE , BIZETHBABEIERESMEE,
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- 5 ACM API 5 CLI & , B A fl S B BRBARNITERBETBHALBEEXEERE
8. 1 APl # | £/ RequestCertificate E1E#Y DomainValidationOptions Z8UkiE
% ValidationDomain B , A DomainValidationOption BEMWKE, £ CLI F |,
request-certificate #853 #9 --domain-validation-options Z& X E ValidationDomain KB,
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# B E A AWS Certificate Manager

BT E3k AWS Certificate Manager (ACM) 12#9 SSL/TLS BRI , BETWUEAEUAREHE
Fo AWSERMMWERRZERHEEE=SRIFREME (CA) RUHMNEE , 3 ACM BITHEBERE
EEARIXBENER,

& LS FE AR B EMEMAWS 2 ACM BER BB —BER, LEANBRERTNE ACM R
HBREMRE , BEEEEZEMN  ACM TREANBIRREZEEN.

EEB/OEANEE , ZUNEBERTERIHER K ARFHEAT ACM, HBEEZRZBEN
BAHt & H Amazon Resource Name (ARN), Z#& , B A UEALFHFNER. EUUEAEEHER
HEBNZERE K BEX4E—REA—HE.,

/A Important

LESEEREABRENBHAY , Y EBEFBHEN. BLUER Amazon E
CloudWatch vents 7EE AR BRE NS EIRRHEIXBEA , ULt T, WFEFHMEER ,
£/ Amazon EventBridge,

s
¢
&n

ACM HIVFTIERREAEBEMER , SELEANERERN. EEETRE AWS HHZEE Elastic
Load Balancing 23 FAHREBE A SEX AL BREASEBEFEAERENEE ., FEE Amazon AR
7 CloudFront , X EASBREEAEZF RIS (HE i) BE. MEFHEN , F2E IBHE,

WEBENIHBEEA ACM WEF , F2ETIEE, NREEEABRFEIEE K F2HE
& A B,

ES]

- EABEMNERGGE

- AREANBEMSRKN

- ENEABE
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FE A JB 55 RY TR R4

BRI BEREFBMN SSL/TLS BREA ACM , BLARMBIRANESRMNELEE., FEEAS
AWS BERERE CA) HENER  LULEAMABENLENLEEZR. ENERLARRLE
BB PR B PR R

HIMEEANER K SXAREEBHREBEE LN/ AN, ACM XEBETIEEL EHRTA API A
) :

« RSA 1024 {iJt (RSA_1024)

« RSA 2048 {iJt (RSA_2048)

« RSA 3072 fist (RSA_3072)

« RSA 4096 7t (RSA_4096)

« ECDSA 256 it (EC_prime256vl)

« ECDSA 384 {uJjt (EC_secp384rl)

« ECDSA 521 {uJt (EC_secp521rl)

SREEBUTHEAER !
- AR, ACM ESRBEAAZIENREENESW/A/NEEEREY B, #lm , CloudFront

{EX 2 1024 {27t RSA, 2048 14 Jt RSA., 3072 {1t RSA MfEEIFE/iE 256 (L tat® , M
" Application Load Balancer, BRIz ACM M MERE L. NFFMEENR , F2EEMEAR

TEARREA Ao

- BEMSER SSL/TLS X.509 4 3 BE., BESEATELREH,. BN TERAEER (FQDN) =
IP fizit , AR BITENMEEES.

- BRAULHEHEANILASRBETES  IHKE CANLEEREE, CLARHTHEB 5KB
(5,120 Bz THE) WA B €W , BAERNE,

- EREREHCAZE  HLAZRERUERE A IIEREELEARA PEM R,

- BREEARSLEGN. ZELIERBENEHAINBHEZEANEE, NotBefore REMNUD
EENHEMAR BB EE R BN NotAfter ML,

- IBERNBEME (BRE. LESHNEEN ) BLAKA PEM miF. L& DER EHNMRE
BYHER. WEFREANEGS  F2E AREANBRENSRER,

- EREH (EFEAN) BEE  SEEHBKeyUsageHExtendedKeyUsageBlHER ( IRBEE T
FEREHEANRES ).

DB R4 7% 1.0 100


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html

AWS Certificate Manager EREEmR

« AWS CloudFormation ~X &% BEE A ACM,

AR EARNBEME WS

ACM EEREDBIEABE. BREENLESR (WFH) , XU PEM B RHEETH. PEM KRE
AEEEAEG. PEM BXBEARARERE, BRER, BEENE®R, —KPEM BAERENE
EBEA .pem, BETRLENEIES.

(® Note

AWS TREEARRE PEM ERXRFHMBERINWLORAER. THEHDFE - X FimEES K
HTEENEE, NREFZTEHTEEHNTE PINESRERSADNFANEER) , BEARE
WEIRTE |, flanR K AT AR OpenSSL,

THEHIRAEBEANERER, MRE—ERDPHERSEH , F (Do) FANFRESRSEH
DRZERER, FEE , MREE PEM ERP A E#RETNF T , 3E , IREHE-—NZEZE
REFE—THRR , BE. BREILESRIEN.

Example 1. PEM fRiGH B FE

Example 2. PEM #m 549 B 7% &

BEEIUE LSRR, BUUFEANFHESR. Windows B copy ¥ , = Linux cat &% , #§
BREERFELARIEN., BRELEKFFE , CEEARREERBL—ARRE. WREALERE B
BEERREE. UTHHITE=ERE , ELNEERITISELRELBHE.

/A Important
TERENBEERIBEHE,

Base64-encoded certificate
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Example 3. PEM {miSMFAZ £ 18

X.509 % 3 IRBEEALNEEWMEEE, B X500 BELBREBRE , CEEEXERAREYNLSE/
NATRVVBEENERUIAN. 2EERIGENBIRAERF, ELAKBHRHNLEERRE,
EEABRREELEER. SWMYUABRME, UATEHHBER RSA LREER,

T—EgFIE R PEM B HEEMELE SR, REEYSBRNAANE , TRTSESSHE
o, MRESSHYER , ACM EEEARFHBEARERZBRSHBER.

PN

BRI LAMEA, 3 ACM API, A BERSHBFE (TREV B 15 D B EEREREE RN AWS
Management Console’&5%) BEA ACM., AWS CLITHEZERERE RUMFEH AWS Management
Console 1 AWS CLI, E3IEAWS BITARSRENEFTEREENEER,

/A Important
BERNNBETREELANES EABFE TRGES.
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- BA (EEB)
. EA (AWS CLI)

[EA (EEH)
LA €845 88 7R a4l £ - AWS Management ConsoleE A&

1. BifE https://console.aws.amazon.com/acm/home BIER ACM &, MRIERZEE—XFEH
ACM , 53 AWS Certificate Manager 2R BIZE T S BB E AR,

2. ¥ Import a certificate ([E AR
3. BHITTII®RE

a. ¥ Certificate body (BERANX) , W LEEAH PEM RiEERFE. BIEES -----BEGIN

CERTIFICATE----- miERR ----- END CERTIFICATE----- o
b. & ¥ Certificate private key (RELE ) , FIH LEHIU PEM BN RMEZLE SR, H
SEFEA -----BEGIN PRIVATE KEY----- miEERR ----- END PRIVATE KEY----- o

c. (IER) R Certificate chain (RE ) , Bt £ PEM fRISH SE .
4. JiB1Z Review and import (MBI FEA).
5. %&£ Review and import ((2EMEA) EH L K MEBERNWEEMEETEER K BEERLEFHAN
B, ELEHMLEE
- Domains (#81F) - KEBERFN TEPTEE (FQDN) BE
- Expires in (BHIBI X&) - BRIBH BN XE
* Public key info (A ERIREN) - ARELESRENBIBRBEE L
- Signature algorithm (HEEHEZ) - ARBY BB BEENEBREFIEE L
« Can be used with (AJ#4EEH) - X EBLEFEABEERN ACM BERIEEE

MRFAEEREPEREERS |, FHEE Import (BEA).

A (AWS CLI)

LA 36| B R E A AWS Command Line Interface (AWS CLI) EABH . ZEHIRIROT :

- PEM RIS BB IFRIER A Certificate. pem WIEERF,
« PEM {RIGH BREERIER S CertificateChain. pem MERAF,
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« PEM RGN ARMEZFESBEMER A PrivateKey.pem HIEERT,

EEEANTES  FEEREEIRALECHERER  YEEBEN —THFRAGT. BHEH
A, AT S0 TRRMNZ RN 2,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate ™KL , EEEEE AN RFEN Amazon Resource Name (ARN),

ENEASE

MREEEABRLASELEEM AWS RIBEEES , RIFTUERRIPNENTEAXER , BRRE
F1RBEE AWS IRFEEABE, MFHEIER ACM BE2 AWS RBHNFMEN , F2RERBES AWS

Certificate Manager,

EXEAREE , BRAUTRAE

« BULEERBRAEEE.

- BRRBBRBETNAARAEHE.

- IRESMABLERERYEANBIRFEFE , ERUTLUMAFNEMRE  BETEBERRAEGE,

- MRERNESWMABERERVEANBTRRFE , SR TUMARNERE , EFEBRRAE.
- SWMERNANEEEE,

- BEEIEENEABERERERER,

&
- EFEAN (EEBH)
- EFHEA (AWS CLI)

EEA (E2AH)
LA E IR R an{a £ AWS Management Console E# [E A &7

1. BI{E https://console.aws.amazon.com/acm/home BIRK ACM &,

2. REURHEEFEANEE,
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3. FARUBRMEFMENBEIR , REBIBIZE Reimport certificate (EFEARR) #il, WRERBBS
BERBEEWHRRRIZRE , FHRIZ Actions (B1E) IhEEXR LK Reimport certificate (E#T[E
ABHE)o

4. ¥R Certificate body (BERX) , Bi L PEM RSN REEREBE.
¥ Certificate private key (RRELEEIR) , B LEBE L ESBBEBAKRMNE PEM FHELES
o

6. (iZF) M Certificate chain (BEH) , Bt L PEM {RIEH BEHE, BREESSMATRERITES
RESBNN—EARZEEE , URRERH. WREEANEEREBERN , RTEEEFHFHE,

7. i##ZE Review and import (MBI FEA).

8. MEARBNEN. WREIHEMEER , FHEE Reimport (EFEA).

EHEA (AWS CLI)

LA IR R an{aE A AWS Command Line Interface (AWS CLI) EFEARE ., ZE8HBRROT

« PEM {RiGH BB/ FHERB A Certificate. pem HERF,

« PEM {miBH BEPEEFEMIER S CertificateChain. pem R,

- (ERFLBEEBE) PEM EHENARNBLESWEFTMER A PrivateKey. pem WERH,
- BEREEMEANEEN ARN,

BEEANTES , FHEEREEN ARN RKALBCHERSEMN ARN |, THEERN —ITHE@EA
W, RAERE , UATHEASTS D THRMS RN,

(® Note
HREMEARRE , BLAEERE ARN.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

IR import-certificate TN , EEEREEER Amazon Resource Name (ARN),

EHEA (AWS CLI) WA 1.0 105


https://aws.amazon.com/cli/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Certificate Manager EREEmR

[E LB B

BA B HBRITHERE , LLAWS 745 CA BERMA PKIREVPWEMANEFH. EHNERIE
BR., BRE  UEKNEZENALEESE, UERVERSHER, EERSEENEZEN AWS BAE
CA , 552 BJAWS Private Certificate Authority £ F 35w

® Note
EWaH ACM RITERCEAN , EHELIEH A HEEREIHLERR,

£
- EHAERE (F#A8)
- EHFIBER/E (CLI)

EHAEBE (X2

1. BAAWS EEFEAIWHE ACM £12E |, #1LA https://console.aws.amazon.com/acm/
home,

i#4E Certificate Manager
BELEENNBRINER
iZ4Z Export (BEH).
WAXEZAESRNEZHEE.

o & w0 DN

(® Note
BANERERE  BULEAR A S % SAREM ASCI FiT.

6. 1&#E Generate PEM Encoding (4 PEM #wm5).
7. BULKER. BRENNZSRERIZERT , FASEEEERE Export to a file (EHEIHE

=)o
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[E HFAE BFE (CLI)

£ H export-certificate " TELHMLEBBNILE LMW, FITH TR , ELXEECTEMER. ATHENE
i FEAERRFESSEENEMZBERERERY , AR ERREMHERREMEHRE, EFMHL
BERBEEEREGSEBEILSED , I IEHMAESRAREIRBERE.

@ Note
SEMTRNERTEUTERFLER, SAUUKNTAAREENERESR !

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEAEREERSTEEE jq, XAER PEM X,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

1S B# i = base64 fif. PEM XN EE , LIS BRENMBALE SR , WT IR HIFT
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8SGA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOVigIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4U1
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

HRWH—CYIEBIER , F8 > EEQRMMNE LRSEEH , LELETIRR,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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Z5C AWS Certificate Manager ‘B &

EBERUUERG ACM BENER. SEZSERETSHEE, BLUFEMA AWS Certificate Manager
F# A, AWS Command Line Interface (AWS CLI) 3 ACM API R#718, #iRHBER ACM RFEWE
B, BULLREEL ACM = APETRNER.

U LRI FEERWBEFTEE, |, B LAEA Environment = Prod = Environment =
Beta BERIZEILZE ACM BE , LUHEBIESE ACM BREANERE, UTEESs4FEMATE
B|HEH -

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Eﬂﬂ AWS ERt X ZELIIEE, Bt , BUUSEHREEEERETHER , AMEHERZSHE
B8, 5l |, BRI LUIEIR Website = example.com HEHE ACM BH. BHFEHR[URAR
example.com LMY H &R,

ES ]
- BRHEIRH
- EEER

BEHBR

LTEARFEARN ACM BEER :

- 88 ACM BENEBH LREA 50,

- EBSBORELRA 127 HETT.

- ERENRELRA 255 B=FT,

- EBRHETFESXDNE,

- aws: FEHERREM AWS £/ , BELENE. FEIMBRESIBEES aws: NWER, BHEA
aws: WEBTHEERBEREENERTER,

- FEEMEEZERBNEREARCEBER B HtRBUEHtaF ARG, F2H
XU T B RTS
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« ACM BEREZEBT T AR AWS Management Console #J Resource Groups and Tag Editor (B REH4E
MEBRESR).

WFE AWS FEEEHIN —REF , FBERERL AWS ER,

EEHER

BATLAER AWS B XA, AWS Command Line Interface 2 AWS Certificate Manager AP| 37
1B, RERMREE,

BEEER (FE2/)

B LAE A AWS Management Console #7118, MBRZFEEER, B IAEHEPETRER,
FIEER

KBUTREFER ACM EAFIBER.,

HERMEERR (EH2A)

1. BI{E https://console.aws.amazon.com/acm/home & A AWS Management Console 3 BiE AWS
Certificate Manager £#2 &,

2. EREELHNERSEEGHE,

3. HEFHMEFAE®RD , A TEBHE Tags (EH).

4. E#ZF Edit (i) , ARIEIE Add Tag (FTIEER).
5. AEBWMASBIE,

6. 1EE Save (RF)o

il BR AR

HKBUTREFER ACM X125 MBRER.
RBRER (X2 A)

1. BIfE https://console.aws.amazon.com/acm/home & A AWS Management Console 3B AWS
Certificate Manager £ &,

2. E Eﬁ/u\%ﬂﬂ“ﬁ?ﬂﬁﬁ%ﬂﬁ'@% ggﬁuiﬁo
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ERAEER

3. EFMEFAERD @ TEBE Tags (BE).

4. BE RE

5. HEEREMBRNVERS , RE X
6. EIF Save (ﬁﬁ)o

IR

KRUATREFEA ACM TEAREZER,
mERR (E128)

1. BIfE https://console.aws.amazon.com/acm/home & A AWS Management Console 3 BRI AWS

Certificate Manager £#4&,

2. ELEFENEBEZSBRETHE,

3. EFMEFAERD , A TEEHE Tags (BK).
4, EEFE.

5. BUEBRESFNERSRNE,

6. £ Save (FAE).

EHPERER

KRBT , £ ACM T2 & URETER.
LRBETER (E128)

1. BI{E https://console.aws.amazon.com/acm/home & A AWS Management Console 3¢ BiE AWS

Certificate Manager £#2 &,
2. BEREEXEALALANERET
&
BEELEUHBETNER,
EREURERNERS | BRI R,

w

EEER (CLI)

wF2RTHEE, THRMOMAER AWS CLI #i8. JIH R MERER,

EEZER (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACM API)
ESBETHEE , TROAEA AP Fil, 7L RMBER,

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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ESy2 ME2 8% AWS Certificate Manager

LI RHERE AWS SRA RV EM. TTRHMEMMEER AWS Certificate Manager EZEHRE 5, EIE
ZE AWS R RIS WEERER , UMEERESH AR ERRMELE,

THEERAE ACM BE LA AWS EiRERTE,
*RE

« ffF Amazon EventBridge

« CloudTrail ¥ &£ AWS Certificate Manager

- X#EM CloudWatch 15E

£ Amazon EventBridge

& LAME R Amazon EventBridge (5 81# % E CloudWatch vents) B Bi{t AWS R , S HEIEIER
mREH , flnERAERXTAMBEREREE, 23E ACM EventBridge TR AWS BREEBI 2 LUR
FENRFAY 5 N EIXE Amazon, BRI EAEHERZEBE , 83 AWS Lambda Zh8E, £ AWS Batch
#%. Amazon SNS FENFZHMBE R, EHEZER , 2B E= Amazon EventBridge ?

e
- ¥ ACM B Amazon EventBridge X
« EventBridge £ ACM H {£f Amazon g3 E1E

¥ ACM B9 Amazon EventBridge X #
A EFED|H IR Amazon EventBridge X2 #) ACM 1HEISE 4,
ACM Certificate Approaching Expiration (ACM B ENAS B H) B4

ACM E1tiBEIET 45 KBt , BREEMBEATDERR (1. RENEAN) WBHEH., BUUER
ACM API #JPutAccountConfiguration B4 3£ 5 Itk B RS

ACM EEHBRBERTHASNEREN , EEANSEL AN ENRRITEEREA , UER
i, MEFMET  FSRAEFTEAERS, SULERBHEHREECEEBLLEERENEA
ACM, tEFEABE LA AWS Lambda , 552 EventBridge £ ACM H &£/ Amazon &z &)
1E.
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ACM Certificate Approaching Expiration (ACM BEENi&2H) EHMNEBUT,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM Certificate Expired (ACM BEEBH) =4

@ Note
BRSEATE AR E AR EBE.

BEEAERLES , QDEHIRFHH ACM ERENATRAE BRI HRFKERE,

ACM Certificate Expired (ACM BECIBH) EHMNEBNT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

ACM Certificate Available (ACM BE A H) B4

EFAUERLES  UEEZEEN A AAIAABRREAIREARKIEN,. EHEERRERT. Y
MEARRM. ERLEERRE , — B, NEEEFBFETESESZBEER,

ACM Certificate Available (ACM BRE ) EHHNEBUT,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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ACM Certificate Renewal Action Required (EE ACM BEEWNBE) B4

® Note
BEBETBELEESHATEAREANERE,

EEULEBILES  UEELARDNEFBFERTREBNEBERRIE R, flm , HFFHE THLE
ACM #BHBFE A CAA RCEk , B ACM SEEIHIAT 456 XA BB RMERMIULES, ERRIEAE
FEfE , ACM 8% 30 X, 15 R, 3 X 1 REETE-SHNBNER , REEINRNEFFTH. B
FBHRABRTEFEENER AL, ELENERTSRAH—EASH

ACM Certificate Renewal Action Required (FE ACM BERENEE) SHNEBUT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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AWS BEEH

AWS RtEsrHAFSENERN ACM BEELRESRNEN. UFEEBRNERNER ,
ACM BEHNZEEEN.

3
¢
g

BERESHEEMERLTELE !

- JERBNLERIERER,
- BEEXATNEESEETENR. EURRTHEEFEAIHNERS SHEHKBEFHHFRFENR
&), AERRER. BESHHIETIEP—BESHRR. RBEERATAREENEH,
« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, SiBHAENEBH)
« CAA_CHECK_FAILURE (CAA & XE)
« AWS_ACM_RENEWAL_FAILURE (¥, CA ZEMNER)

BERESHMEBIN T, ELLESF , EE4E AWS_ACM_RENEWAL_STATE_CHANGE 4,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

EventBridge £ ACM H £ Amazon &3 8

B LARIBIE LS4 7 Amazon EventBridge # 8l , £/ Amazon EventBridge 12 & 5% E 885
EHEBRENSIE, KAERMEEIRE Amazon EventBridge R AIFE £ BENEFIRRF
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ES]

- {# 8 Amazon SNS [ FEE 4

« ffH Lambda BB [E FEE 4

£ Amazon SNS EIfES#4

REFR A AMAERE Amazon SNS LAETE ACM BXEEERMRESHRHEEXFEA,

AT TSI RER E B R

% E 2 Amazon EventBridge #5 B3 % %% 84k

1. RIZ2—1@ Amazon EventBridge 8], MFFMEN , F2EE L EESEHHE Amazon
EventBridge #3281,

a.

=

-~ ® o o

> @

#£ Amazon % EventBridge A& https://console.aws.amazon.com/events/ & | BEZ =4 >
RAUEHE , AREBEEEVUKA,

£ Create rule (B A R)) EEA , i#FE Event Pattern (EHEX),

&H¥) Service Name (BRI B ) , {EIHEERIEIF Health (E/EAREE),

&% Event Type (B4R , 1B Specific Health events (1 EEEMRESH).

iE1E Specific service(s) (BFERT) , RERIIEERPIEIEZE ACM,

E#Z Specific event type category(s) (1S EEHHE K R) , R&1EHE accountNotification.
i#1Z Any event type code (EMEHERNRE).

i#1Z Any resource (fEfAIER).

£ Event Pattern Preview (B4 EXTRE) fmiEss+ , W L B4R H JSON BEX, E{EH
BFERARE AWS BESH EERHVER,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

Ea iR
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1,
"eventTypeCategory":[
"scheduledChange"

15
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

}
2. EREBME,

£ Targets (B1E) BB , BAI L e LA ERAESEHHRE P ETIRE | 20 Amazon
Simple Notification Service (SNS) , & &R A LUEE Lambda HEEHEEL BTN THITRE
X, WFE AWS Lambda BERVEES| , 5FSB "/ Lambda BB ES4, o

fEF Lambda EKE{[E FEE 4

W2 R4 AWS Lambda £ A £ Amazon LES8 EventBridge., £/ Amazon B2 & &R
(SNS) BIEA , AR {43 R 18 B 242 AWS Security Hub , EEEENZEKERE

5% Lambda HE M IAM B &

1. B%EEE AWS Identity and Access Management (IAM) At | SREEFE Lambda EREFTEMEF
A, hZeMREBRITECEMMIEEHBEETUEBNERE , URRFIREZXFEAENFT,
TEBEETAFIRFTETASHEAWS 84 LHTREEEEIRE TIETT,

BI1E https://console.aws.amazon.com/iam/ BEEX IAM £ &,

2. £ JSON BURIREHRREBMIUATHAPERNEE, RHEBCHEZMN AWS RFFHEE
o MFEFMER , FSEE JSON REIEBLETBUX,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
}
{
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ERAEER

expiring-

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action": [
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",

acm:ListTagsForCertificate"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

Ea iR
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}

3. BIIAM Bt , IFBRERIZAC, BREY IAM A NBERNFEER |

]

3
¢
&n
2

AWS RBEVY AE (EEAB).

4. BARKE AWS Lambda # & , #31t A https://console.aws.amazon.com/lambda/,
5. B3 Lambda H¥. NEFHMER K F2REAEZTEEEY Lambda EHE. FER TSR

a.

£ Create function (23 ) HEmE L , &2 Author from scratch (X ERRRE) BERE L
B,

£ "EE & B\handle-expiring-certificates ; M FIEERE , Hla0 T, .

£ Runtime (#11TEE) /EE ##E1ZF Python 3.8,

BB Change default execution role (BEFARHITAER) , ARIERE se an existing role (£
REAB).

¢ Existingrole GREAR) BEFEELBREELNAE,
BERIHE,
£ Function code (MR ETHAUTERLE .

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

Ea iR
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# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ') !
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
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sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'
},

"Title": 'Certificate expiration’,
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"Description": 'cert expiry',
'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
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return value[-count:]
h. 7£ Environment variables GRIZEEE) KT , #IF Edit ({F4E) LB EMFTEUTER,

« (#H) EXPIRY_DAYS
EEEXEHBHBHNNIERE UXAEN), WEEBFEREA 45 X, BETUUIEER
HIRI=H

« (#H) SNS_TOPIC_ARN
1EE Amazon SNS B ARN., AT NIZEHTEMN ARN :
arn:aws:sns:<region>:<account-number>:<topic-name>.

« (#H) SECURITY_HUB_REGION
EFEMEIH AWS Security Hub FisE—@. WIRREEE , ESEAFITH Lambda B

BEANESES. IRENBEZEESDHT, AAREERMERRAEBEE-EHIH
Security Hub,

i.  7£ Basic settings (BEAZ&E) T , #& Timeout (R ) 584 30 ®,
j. FREEMEIERERE Deploy (X&)

TR THRFPNER , UBRKRERLBERTR,
BBRTEFBHBHEANER

FELLEHIR |, WMEEEIB Amazon EventBridge 5| 255885 |, St SRS PN ERREHE—S
FEM, RIFTERR , ACM B XS ENBIG 45 RRUT KRB BHSIBE4. (TUAER ACM API
#PutAccountConfigurationfE3 2R BETILHARE, ) BELEHMEBEE T BB BLEE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B3 Lambda BRI EEF . (EFTK - 52K "5EE Lambda HEH IAM BE ).
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2.

A Lambda BB AZ2E SNS 78 , AREHBEH., MEFMEENR , 5828 E L Amazon SNS

ES:

ETHFTEH SNS TEREBIA . MFEFMER , FSBEE Amazon SNS FiE,

£I2Z — 18 Amazon EventBridge R BISA#§3¢ Lambda B8, MEFHMEN K FSBEL N EES
89 Amazon EventBridge # 8,

£ Amazon E EventBridge ##& https://console.aws.amazon.com/events/  , EEZEH# >
RAEE , RARIBIZBEIHB, 8E Service Name (JR¥E B FE). Event Type (BHEE)UK
Lambda function (Lambda B &), #£ Event Pattern preview (BHEXFEE) {miEsST , B EUT
BERE

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

EH4 (flan Lambda #ZWR Y E4) EHER1E Show sample event(s) (BREHIEH) KT :

"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z",

"region": "us-east-1",

"resources": [

"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-

d0a53682fa4b"

1,
"detail": {

"DaysToExpiry": 31,

"CommonName": "My Awesome Service"
}

}
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BEAR

—BATBHEEHMIAERETMERE K KEBEXEBRZEENFIEDN , BT BBEMNAKRWIETE
HER :

- IAM BERR AR

 Lambda BEE

« CloudWatch =45 8l

« CloudWatch E& Lambda #8 B8 #Y 5 &%
« SNS &

CloudTrail ¥ &2/ AWS Certificate Manager

AWS Certificate Manager E212#t ACM H{EH & AWS CloudTrail, A& REFTEREZ BIERC#HY
AWS RIEEE., CloudTrail B# AWS RS FEEX ARBUAMEE, CloudTrail #8EX ACM B API L &
=4, ZFERE ACM £ AW ACM AP 1&%5’3&&&%“& MRBEREER , BRI ABARE
#83X1$ CloudTrail B4 2] Amazon S3 #FETEE , B8 ACM WEH, MRERREEM , BMATTLL
£ [BEHRERHE] D4R CloudTrail TR ADRKIENEH,

EAWERERA CloudTrail , ERTLAHETE ACM RHMER, REZERM IP ik, REERNA
8, RUERNKEUREMFREN, NFFMEER  F2RMEEESE CloudTrail fFEC#HHNE
o BEACM ABAESTENSHEDR  EBSREHELLHEPNVEME AWS BRF CloudTrail F
fr—BREESMHP, LETRE, BENTH AWS IRFHSHEH.

AN BET AR EH M AWS BRTE |, LU — 25 547 CloudTrail 52 8& P R EN S HE B W HKEITE .,
WEABEAE A CloudTrail , F2R T 51304 :

« AWS CloudTrail Fi F$§F.
3B R BLER
» CloudTrail X EH REEES
X EH Amazon SNS &4 CloudTrail
- REZEEHEW CloudTrail 52 #4831t Z @R S U CloudTrail 52848

£
- o8& ACM API E14E CloudTrail
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o ROERESRIEH API FELY

0% ACM API E14E CloudTrail
ACM ZE T 5 EESCE#AEC CloudTrail SEEF IS4

B-SEMAREXRNSLSELEFRENETA. FoEATHEEHE TFIEHE !

- BEREBER AWS IRFBRERE H AWS Identity and Access Management (IAM) R EEAER

"R,
- REZFARE  REEERATREAGEBES S S ERAENTRZERBE.
« BREEHHEM AWS RIFEH

MEFHMEF , 5B CloudTrailff userldentity 7T,

THEERERZEZ API RERVEH B 5.

o BEE I8 F)BRF (AddTagsToCertificate)

. MIBREE (DeleteCertificate)

« HIRBFE (DescribeCertificate)

« EHEHE (ExportCertificate)

« [EABFE (ImportCertificate)

« B HRFE (ListCertificates)

o HIHBHEZER (ListTagsForCertificate)

- RRBHBBRER (RemoveTagsFromCertificate)
+ #RBEE (RequestCertificate)

. EFEERES FB4 (ResendValidationEmail)
« RHEEUREE (GetCertificate)

HAZB TG R BHE (AddTagsToCertificate)

T % CloudTrail #i4i#RM0 AddTagsToCertificateAPI f9%E R,

{

"Records": [
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{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fBR’BRE (DeleteCertificate)

T %l CloudTrail I8 7RI DeleteCertificate APl B #5 R o

{
"Records": [
{
SN API BifE
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRBFE (DescribeCertificate)

T CloudTrail &8 R0 DescribeCertificate AP| BYiE R,

(@ Note

:certificate/

DescribeCertificate/E¥H CloudTrail LA B REBIEEZ ACM BENMHEEBEEN. &
AILAERA XA, = DescribeCertificate AP K218 B A AWS Command Line InterfacetHEd

&

"Records": [

{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:42Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

[E &/ (ExportCertificate)

T %1 CloudTrail €415 R ExportCertificate APl B % Ro

"Records": [
{

"version":"Q",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[
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1,

"detail":{

"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

iy

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

10.

4"’

SN API BifE
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1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

}I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall"

FE A& (ImportCertificate)

T I &i5|BE R CloudTrail 528 ACM ImportCertificate AP #E£ M ALY ECE%IEE

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-10-04T16:01:30Z",

"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
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"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,

SN API BifE
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

HIH B (ListCertificates)

T %I CloudTrail €88 RFEAY ListCertificatesAPI RIS R,

@ Note

ListCertificatesfE#M CloudTrail iRk ETFSEREN ACM B, B AFEAEHA.

] ListCertificatesAPIl & AWS Command Line InterfacetR BHEFE,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:43Z7",
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"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems" :1000,

"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5 B AZR (ListTagsForCertificate)

T % CloudTrail €8/~ ListTagsForCertificateAPI By %R

(® Note

ListTagsForCertificatefF#H# CloudTrail RS T 2B RENER. B LEREH A

= ListTagsForCertificateAPI 3&# AWS Command Line InterfacetR 2B B E ..

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

L
N
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"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RBHEBRER (RemoveTagsFromCertificate)

T % CloudTrail €558/~ RemoveTagsFromCertificateAPI BV 5 R o

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z2",

"eventSource":"acm.amazonaws.com",

"eventName" :"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters": {
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AR B (RequestCertificate)

T %I CloudTrail €415 7RI RequestCertificateAPI B % R

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:497",

"eventSource":"acm.amazonaws.com",

"eventName":"RequestCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"subjectAlternativeNames": [

"example.net"
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1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
},
{
"domainName":"example.net",
"validationDomain":"example.net"
}

1,
"idempotencyToken":"8186023d89681c3ad5"

iy
"responseElements": {
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

BEHEIERFEE B4 (ResendValidationEmail)

T CloudTrail &8 R0 ResendValidationEmailAPI Y& R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-17T23:58:257",
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"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1l1b@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

FEEUSFE (GetCertificate)

T % CloudTrail Z6I8 RFEIY GetCertificateAPI ISR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy
"responseElements": {
"certificateChain":

iy
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RCEES RIFH API FEIY

A BAfE CloudTrail FAfE#%EE ACM BEH RIS ATE HM API I, ZEMESEBEANELENR
CloudTrail , 52BAWS CloudTrail FFAERM. A TEHFIERAEEN AFEE RHEE ACM BEN
AWS BRI E)o

£
- EVBEHTPHEHR

BYSHTVESR

ST LAE CloudTrail A% ACM BEMRFSFIE M APl N, ZEENSERERANESER
CloudTrail , s 8ZBJAWS CloudTrail £FiErR, THIEHIERBIFEEME ACM BEH AWS EIRM
E, IEANHRER,

ES- |
- BUSHVHER
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- BBAEBHFEZFM Amazon EC2 #1T{ERE
- INBRFIELB
- BERIELE

BUEHFERS

AT EHIERE A Alice B9 IAM EFEMEIY CreateLoadBalancer B8, EHTEHINBZBA
TestLinuxDefault , MEEEXN2EH ACM BERIL,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",

"instancePort":80

}I
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"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

ZEiBE B FHEES5EM Amazon EC2 #1T1EEE

B I8 S E AR XM 2 1E Amazon Elastic Compute Cloud (Amazon EC2) #11T1EEE L& |
EHFEHRHATEZHNITER, ETLLER Elastic Load Balancing £ A5 AWS Command
Line InterfaceTeM. THIEHIF RRegisterInstancesWithLoadBalancer¥f AWS RS
123456789012 & 78 LinuxTest # & & F &L,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45272",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
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"instancelId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR
UTEHITRMEFMEER (B2 ACM BEMEAN) A Encrypt FM,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

& _2E AWSRHEIT,

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

BAIRISH API FERY
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}
.
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

BENETR

LTS EREZLEER (52 ACM BEEEA) B Decrypt Y, MEERIIIT AWS ,

ZiRKETZER AWS,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1laba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",

R
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"userName":"DecryptACMCertificate"

.
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.
"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

T #£H1 CloudWatch 15&

Amazon CloudWatch £ AWS ERIESIZRIE. EBAILLA CloudWatch RINEFBMIIEE, REE
™, AR BEEEAWS ERFHEE, ACM EHEHIRFHPNEREEETRZM —XEE , EZFH
Bit,

AWS/CertificateManager B EHEE FIIEE,
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£ API (Java &)

A AE A AWS Certificate Manager API , EBREREXN A RNEE HTTP R , ERKES. NF
SHHMERA |, 5528 AWS Certificate Manager APl £,

BRT Web API (2% HTTP API) , B2 W] LA AWS BRBBFEREA MG S5 TERE ACM MEMARK
BE, MEFMEN , 5528 Amazon Web Services A T E,

THEBERPBUAERAE P —E AWS BEREH AWS SDK for Java £ AWS Certificate Manager API
BT LA ANERAE,
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LA #3557 8A an{a]5E F AddTagsToCertificate BIE,

package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5

AT €832 A Al i A DeleteCertificate BB, MRMN , FHBEERZES {].

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

EPUY TS

LA #545057 B8 f0fa 8 A DescribeCertificate B &,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

& Certificate information
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIELUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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LA EHIFREA A A ExportCertificate BNE, WWEHEBRE LG RHREMLE (CA) RITHWAEERRE
(B PKCS #8 1&R). (BMLAERERHE ACM RBHEL A BTAUELLAEERE. ) tEEHER

HRNNEER, THEFP  SRNERRBFRELIEER,

package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1R U 75 N R R

AT €5 HIER B anfaI 6 A GetCertificate B8,

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);
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LA T #5115 BA tn{al (£ A ListCertificates BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

LiREHlEE RN T A
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BB HE

LA €8 5IER A an{al £ A RenewCertificate B8, WWEREBEBHIBTIERHRERE (CA) BITAFEH
ExportCertificate ENEE HMFAE BE. Bal , LEHBREENELNALEERE. EEFEH ACM B
B AWS FAE CA BF , LB AL AREHTHERN ACM REERTFT, NEHMEEN , F2
B BEENET 48 ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

n
’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

P BRERR

LA #3557 A an{a] 55 A ListTagsForCertificate BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

n
’
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// Display the result.
System.out.println(result);

LiREHlEE R UM TR

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

LA #3450 5R BA N[ F§ RemoveTagsFromCertificate BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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*

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest(

CertificateArn - The ARN of the certificate from which you want to remove one or

n
’

);

RemoveTagsFromCertificate
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

}
}
== S ES
B R B R

LU #3557 8A ana] 5E Ff RequestCertificate EIE,

package com.amazonaws.samples;
import services.
import
import
import

.amazonaws.
.amazonaws.services.
.amazonaws.services
.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate

WA 1.0 172


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html

AWS Certificate Manager EREEmR

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

result = client.requestCertificate(req);

catch(InvalidDomainValidationOptionsException ex)

ex;

catch(LimitExceededException ex)

try {
}
{

throw
}
{

throw
}

ex;

// Display the ARN.
System.out.println(result);

LRGSR EC M TR L.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

EfBERIEE N

AT g4 8 R i0{a £ | ResendValidationEmail B8,

ResendValidationEmail
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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« $t¥ DNS B R T RE B HFAR
- ST REMEETREDE

#r¥ DNS BRRE BEE 1T 2 2R AR
RS DNS BEBR | HSM T o8t
DNS SEEHRIE— S REMNT TERRE BN B ATRAE -

* dig - Linux, Windows

* nslookup - Linux, Windows

¢ whois - Linux, Windows

FE

- DNS fFERFEE I A IRAR

- DNS HEEFIENERER DS

- DNS B 7% GoDaddy %k BxAF

« ACM &R~ "1 Route 53 FE k. R
o FA\E (ME1E) #8138 £ R Route 53 By S& K BX

- BFAI , BRBERBEHEK

« VPN L#) DNS AR5 % L 5K

DNS e 22 1t 5 F AR

WRIEH DNS HEZE IEE CNAME BRI ERLR , B ACM BHEHNERBIRIELR , X 6F
AEERENERRFEMEE, 0 , CNAME {E _x2.acm-validations.aws AILAEE A x2.acm-
validations.aws LAREFEAIE, T8 , CNAME 2SNV E—EFHEEL.

BT LAER T R AR AV E—ERREEE.

DNS 5% 7 1.0 181


https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
https://linux.die.net/man/1/whois
https://docs.microsoft.com/en-us/sysinternals/downloads/whois

AWS Certificate Manager EREEmR

z28 Type Value

_<random value>.ex CNAME _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex CNAME <random value>.acm-validat
ample.com. ions.aws.

DNS HFEmE #T 8 FHERE R I

R L DNS R TERE AEFTRMMN CNAME BEFBEEYE. Akt , BITHE0SSEMERR,
a0, T<random_value>.acm-validations.aws. €& #& , M "<random_value>.acm-
validations.aws. #IEZ,

DNS B GoDaddy %k B EF

BRIESEIE T ACM REH CNAME & , BRIFE A Godaddy FIH fth & $& 125 2 #812189 DNS BRIt
GAM. BHLL example.com M ABIEHER , B CNAME EHAEEFTIEN :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

&R LAE NAME W& BB R 3RS (2RaR) , UEUAEN CNAME 528 , 21T GoDaddy it

A3

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM 2 &K "# Route 53 PEV FC#% ) &ift

R &#F Amazon Route 53 A DNS #£f&Erg |, Bl AWS Certificate Manager AT LA B {ZEEH B &) 5L
BELNRSHER, TRELEERT , ELFEFATEAMNE Route 53 RE M LSRR | ik
AREEEFEA, MRBLEERER , FRET I TENER.

- BT 2 Route 53 M AEH DNS HERS,

- BRATREMIEEZEA ACM H Route 53,

- BT BB Route 53 FEE R HPE I L&KM IAM FF ],
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- BHBIACERFIBESE,
s WBEEEANFEEN,

B (MEE) #BE LB Route 53 BrE X

£ DNS BB il , ACM B E L\ FABEEHHIES CNAME, MRKTE , AIRKSE 72 MEFEER
B , BEREEA Validation timed out (BRFEREF), BEEAFEATRAEIEMEM DNS 2k , 25
Amazon VPC FAESTEERHFMEIR. FAH PKI FHFAZEEREE , UREREERE,

AWS FEEBEIBZAWS A8 CARBALHATZEENERH TS

BRENY , BREIEORK

WMRBERITAMAB R "HFERF) (BIEDNS REREN) , BRERTRAEBERERERE
(CAA) GRSk EEH, MFEFMEN , F2H (BH) 5E CAA iL#o

VPN LE#Y DNS 1{al B 25 5 3% K BX

MREFE VPN £ E DNS fAR2R , B ACM EERFRRE  FREZAMARFESTLREFR. £H
ACM DNS BEN AR BRRERITHEB L ERBERBEMREECE,

§ME T BT AR R T R B R AR
NREEEEATTBHRTBRO , FSWTILE .
E3

- RBFIRBE T

- BT EHEXE T

- BEKBHEER

B

ki b

« WHOIS F &

- EFBARFENAXA MG EEBE
- #H¥ 10 HE B ER BEE 1TSS
- BEEURS DNS B

BT HERRE hR7x 1.0 183


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://aws.amazon.com/certificate-manager/private-certificate-authority/
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RREBREEFEH

E&m ACM FERBEALZZFETHHRIR  MIARIFEFB4SEED WHOIS FisEMN = BB
Wit MAEEAERbI. WEFREF  F2H EFETRE, NMREEEVRIEFHBAFES
B, FREAUTER.

SREFBANNE

EBEEFEAEEXED WHOIS F 5 HAYBHE thut AN E A EE i, BRIEFEREE WHOIS
B BEEBEA K RAEFBHETLEEB AWS IREHEE, #E ACM EEATER (H®R
CLI =% API &) NEFE 4 FE | Y EXENRESKRIEFBY. FEEFEE , &
f£#Z52 A Validation not complete (B8 RTK) WA P IZ—THRIEBEEBESHNE R,

B FBHHERRRIRE A

BEENAURBHERRPRERREE T M4,
GMail BB FEEF S

MREFEANR GMail , BEEFEH4ARCH BB D BRSGHRANEHEAERRERD.
MEEMEAERHEEARCRARLERE

EERLEERT , WHOIS Ri@EiEEMA. RMMASNERBIEA TRELELR , AWS FHItHE
HEEEL IS AR, BUNBTRE , RERTKEMERERE WHOIS F5| HENE T
iyt , B FAEZMER X EILEER, SAREEELEINERPERETEE, £H
fetER T , BEBHEEA TreSEARBIE U | FIA0FEIR WhoisGuard SR LAY B A RE 1 31

PrivacyGuard,

[ Route 53 BEMMABEFARBMABMRERS K MASNEFBHFI EMHFE
whoisprivacyservice.org, contact.gandi.net 5 identity-protect.org EFEH
ik, BMELHBHIMBERLVEMESEFE4HURFZHN , LESXIELEBKRE B
bk B9 F BB AT A A B SR G S T BB st

® Note

EEEERELAFENBHEEN , B1FEIB Route 53 IBEM R LA B REBHRFINERK
Mo #lt0 , .ca EERENEIAREZEMSIEER Route 53 BBHmBEAN AT RNEM. B4
ABiEE AWS Support F/0 55 R 1S A BAERE.
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https://console.aws.amazon.com/support/home#/
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MRFEFER WHOIS RIS ZEENE FBHBEEN  IEIHEEIRERE
REFEXZBISEANEFEHY , ROAERLHPE S FRBETRE , LER
ExEFEBUT AR — RS EEREE M E55RAYA1E % 78 50 E ki

admin@. administrator@. hostmaster@. webmaster@ # postmaster@. MFEABEFREE
HBUYNFRESR  F2RLErBHREHEERN XX 18R (EA) ABNREREE FHHN
ETREE. MREERHI Amazon WorkMail , 7528 Amazon WorkMail EXE E1EmPHEFA
Ea1E.

RBEAWS BEXRIEFHAN/ BEEFBH Ut PN ED—E | WA SRRt it #Y
EFEHHR , BRALERB ACM BERBE. REBFFRE  FHEEPNEFBHibuEE
NE AWS Management Console P Y E FE ¢4 ib it EE R, ER/RFER Pending validation (1F7E
ERTE) AREERS | BETLAEAEEE A Validation not complete (BRBATR) W AR P IR— TRBEESE
HER , LERBEETRIR, Bt LIE ACM Request a Certificate (FEREBR) FBEM Step 3:
Validate (88 3 : BaF) PRFBE., JIHNEFE 4t

MX 52838 K B EX E T [E7E
MX Feé—MAEE BRK (DNS) ERETNERICHE , TALHNBEEE RS ERIETEH
AN EBHMARR, MREN MX CHEBRIREHR  EFEBMHERELEEIINETFEHREPIE

ENEEEARREE U PIEM—E, FIEE MX RBHEANREHERNEE K RAREXAEN
BEETBHREHNBRER.

® Note
Bel , RAEREELEG )R ARBFERENELE T BHIBRERE.

® Note

£ ERIBESR MX 528 , A LAEA RequestCertificate APl F#JValidationDomaini®
B EREF AWS CLI i RIEE ACM BEXRIFEFEHNREEZE, MEEFER AP
= AWS CLI , Bl AWS F&€#4T MX &3,

Bii& <& O

MRERERIEEF &R |, BB WEMEERTEE 7MY | 55:E&ESH AWS Support /OIS
=hl, MREZEZEWMSE , BE ACM FARREFRUAS
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https://docs.aws.amazon.com/workmail/latest/adminguide/users_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/users_overview.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206

AWS Certificate Manager EREEmR

EFBMHEED FHEE

MRIGFEAERAI A FREEZE (HIW sub.test.example.com) FREF , Bl ACM ERERS
A sub.test.example.com #y MX icék, MRRZH , BIMERXRPIE test.example.com, fkik
Bt BEREBEMEIE example.com, MRHKET MX 52tk , ESEEL K MERIEFHH4SEE
RSN ERAEE A, HlI0, MREKDBT test.example.com B MX B8 , SFEHESEER
B| admin@test.example.com, administrator@test.example.com ME FH4BBFPIEENHMEE 1
tt, MRAEFMFRBEPEHHRTE MX B8 , EFBHESEXIECRVAEBREFN FRE. W
FUAREE F MR ACM IfAIEA DNS M WHOIS BRIENTENE , F20 T(2H) AEW
R EEFHH, -

& T LAME A RequestCertificateAP| BfJValidationDomainiB B EREE AWS CLI e S RIEE
ACM BERBEFHANMBEER , MARERAEEE, MREMEH API AWS CLI, Bl AWS Fg
1T MX &=,

B R BiG & FA

ELEFBRUHBRE  gR4 - AFRBE, REEMEAFEE WHOIS FEHNBHEBHEER. 5
—LEME A EERARNL (AE) Ut R ENEEE F B4y, ES/EGEEEEMNVBIEIT
Ht W BR R E T B

EEBERNEFEHYG  BEEENBHIFEAE WHOIS HELABM , HE , REH WHOIS FEERE
AETHH i  BEREEEZIEMMUNEFBHSEXINECNEES FEHat, WHOIS RER
B#E , REZRHNBRBEREARE , ZHTUREEHNEERFEFEHHE. ACM EHITHE WHOIS/
MX &5 , WASERE S FEA4EE TR S MO BE i,

B

MBBEFRFTBFEAS WHOIS EALE , Y ECREBRK T ENWENR , BEELERBHYERRE

B, ACM L FREUERREM A Bif& ik, ACM EHERFE FEHMH XS LBiEut , URFEREH
MX B FERN EEEAER b, A7 HRAEEBE , FEALHEEN WHOIS BN B HEERE
ETEHH. ACM 2HTHH WHOIS/MX & , WASHEE FHAEEIRE L ARNBSbL,

WHOIS R &

BRHE , ESEx T ZEREE FBHER , ACM tHEEBIE WHOIS ffReE. EfMERAER
AWS. i 25 , AWS FE#2H WHOIS f[AAR:E , A IE WHOIS RIARERFEET, REET)E (@
BIRE , 551 AWS Support /0 RHIASREER T E.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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EFHHRENAAMANKBERBREC

BENFE —EAEFBHRIFREBBLERKAFER RNBEBOFE RS, EAXIE ACM fFXRHE
L EHRNE R,

E§¥ 10 BEMEY B EETR BB

10 EEREREREXBONE¥EL, BaifEEMEETEE T WHOIS EREN AEEH. ERE
BASRERRAENEIERE K HB2mtk, MRELEREBHRER , METESEBSH WHOIS &
HAPBERELENR  BEBEMCEREMEME., MRUAT =@M &R H WHOIS iy s
£/ , Bl ACM EZEIXRFBEFEH R ELibil,

- RBEFEMmE

o BATERAR A

. BEBIEA

T8 , ACM WREEEXABREEFBHIUTREEARKHU , HF your_domain RE—RIBHER
BEFEANEZERE M .io REEMAE.

+ administrator@your_domain.io

* hostmaster@your_domain.io

* postmaster@your_domain.io

« webmaster@your_domain.io

* admin@your_domain.io

HEWE 10 BENRIEN  FRACHEA LEEP—EEFBHIRF. IRABA  ETEKRER
HETFBMH  METZHIT ACM BHE.

® Note
BRCMER DNS B L MARETHARE, WFFHMER , 520 DNS BFE.

HEEYRA DNS B

ERAEFEHREFRIBRE 2R , SBEERAER DNS EITERE,
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HEZTEREFENEITREHR

ACM &7 ACM BEBHZ i ER A DEN , £EERTIAHE. MBLE ACM BENHSEEE
% WIERERE  EBETEE,

Eig BB EERE

HAFETHHRGE , ACM F AILL A BB RRYRRE

]

- BHBFLEE ACM BEH AWS RSB, WEEH ACM XENERNERN , F20 REE
& AWS Certificate Manager,

- HINEFEHRENER , ACM X EEZBRIFP I L2 SEBEHNEE S S FE bl SREHEE
&, RIRBERNE T4 U ETIR ETEHEE B,

- ¥ DNS RFERVERE , FFHEESEH DNS BT S EMR CNAME icék , 21 DNS B k.

ZEBRBHNEERK

BEESTIE (DNS 5 60 K. BIFBHR 45K , MABES 60 X) , MBBRBAEEHEL , ACM
EEREHER, SUALARRGDTERIEN, NEHMET  FSMACM BN SEEE

REFEHRIECRENZERRRY

ACM BRNBMHRA 13 @A (395 X), #EEN , FEROHEFEHEEFBHRIENEBEAT
B, ACM 2 BHIAT 45 XFEHKERMER WHOIS EHitu BN BAI A EEAEESH
i, BAPISEEHREETHRNERS , FEETRN. REMAIHNAEEER , ACMERITES
F[E ARN BVEHIBRE

ESREAE FEAREIREBIES , THNMEBIBLLEREIZER PENDING_VALIDATION AkAE | 0 &t
HiELPEEEHITRERER.

& DNS BB BRENZERREN

ACM A2 EFHE I DNS BRFBEHBHFIEIT TLS BFE. MR ACM EEAE 2 a1iFEIB DNS BB BHE
¥, BETEEMNFREE R DNS HREFH) CNAME S8BT %ERE, MERLEEEE R , ACM ZEH
BT R EE B BBRR.
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ERAEER

/A Important

LA IEFER CNAME R83E A EH DNS B E, BEARFSHENBEIME.

WA LE ACM EB AT RSN ER L EREIEER , SHEMITH CNAME
& a] LAE A ACM API B DescribeCertificatefE2 3 ACM CLI By IR B E o R

SR TE,
CNAME 5C8%, MEFMEN ,

52 DNS B %,

Aoi%. MFEFMER , B

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz Success

3, Export DNS configuration toafile  You can export all of the CNAME records to a file

Details
Type Amazon Issued Requested at
Inuse? No Issued at
Domain name amzn3.example.biz Not before
Number of additional names 0 Not after
Identifier 1faedec1-6db6-4d3d-967a-eec5e53ecd45 Public key info
Serial number 0e:10:30:f3:1c:bd:1e:b7:54:bb:f3:99:62:5b:7:fb Signature algorithm
ARN
Validation state
Tags
Edit
Name

AItERAREEZEERR.

2018-03-22T22:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

ZEBEBOEERN
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

REABRAE  LBHEEN CNAME B,
MRFBEPFE , BEEZET Do
T RREN R

ACM BRENZEEEN RIRINEF, EXRTIBIEREZEERE, BE ACM BETNAAE
WMEAAER , ACM IEHBRNBREIRSHRAELE, ACM RIEENRN BRI BRTEEMEH
ZBEN AWS BERHE , TRESRELEE, At , BRERENEETERFERIMMISEIRER
Ro

ST E b A TR B HE AR

FE DS HRERTRERE ACM BREMCBENIES

£
- BREREHBRE (CAA) HEE
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https://console.aws.amazon.com/support

AWS Certificate Manager EAEEE
- BEEABE

- BEBBEEE

« API Gateway FR&

- THEBEARFAHXMEZMMAEE

- ACM R#EFEAE (SLR) HERE

BRREMBIRE (CAA) FVREE

BRI LA CAA DNS e85 E Amazon BFERE#EE (CA) I AENBAE N FHAIEEIT ACM BFE.
MEZLEBTEZRTHERIBETHREEREMBERE (CAA) 8RR , —HZEREE BRI KW
$HER |, AR EZA CAADNS Fi&k, WMRBERIIER ACM BEBEREZKBINLIERR , AIXEEH
CAA itk , RAREWBRER. B CAARKEPTHEERUSLETETIHP—BHEEERE

* amazon.com

* amazontrust.com

* awstrust.com

* admazonaws.com

MBI CAA SHRMFMET , FHS0 (2/) 1T CAA i,

(® Note
MREFRERMA CAABRE | AILRETRENEEERE CAA L,

BREARDE

BUEE=1BREA ACM A CMRARSRFE IR, MREEINTE , FRELREHNE
ERATE. BHEEETIEE

Y

- BABEEA X.509 RA< 3 SSL/TLS BF-

- BNBEALUBREE , S HBERERE (CA) £F,

- MREHNBHEEMH CAEE  AIXFLISRURERBREHHEBRRE,
- MRENBELABREE | AIBEMARXFZEANLEEER,

[

G
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html

AWS Certificate Manager EREEmR
- BTN SEREELAEERE L —ERE.
- BTERENSERERBIROSEPEEBEET,

- BHEE. REENLELE (BEA) LA PEM wiE, —fMS , PEM #wi5 2 H L. Baseb4 #w
IS ASCl XFEHRMERK , EXERNHAENEERENFERNTNT. EFASEERR LE
PEM ERFHIITHZEHK , S¥ PEM BRETETMHMEBE, EALUEA OpenSSL BFLEE
IR EREH,

- BRALESR (WRE) TEME., (BT IRRERREEESME, )

- B ACM EEHRBHLERER ACM BN EEENEM A/, F2SB AWS Certificate Manager £
AEEENESERENRANXMSG , MEREN BRI EEEE,

- BEERBEHERNIETREREEZEA IAMER ACM MBMTE,

- BAR , BEXEBN.

- IEBENFRETNSETREEEAY, B2, KA , WREMN ListCertificatesAPI FE R

# AWS CLI s M RiEEkeyTypesEriss , A R SR TRRSA_2048BERSA_1024H B~ BE.

B AN ERE

RTEHNEBRE , ACM EEEFNATEERY, UREHNERABRXER BEFK (FR1EBA SSL 57

#) RKETE ACM B |, AIEAENEETRER AWS AIREEERIENEE. At , BERERE
B3l ACM BE. MRENEAENXABBRE , B BITUATRE

- HECHEBEEAACM , ARKEARAFEREEANBE. ACM TERAEANBRRHUZIER
o

- MREEANRLERE  FREAEXTRIFMETAN Amazon REE. MREEANELE
BE , FRENEAENENED CARERE.

API| Gateway &

ERIBBERIELH APl inBEEF | API Gateway & AREXE CloudFront 7%, #% CloudFront 75 &
B API Gateway #6 , MTRHENIRFH#HE., 2 MEBREEEBEIE AP BEAN ACM BFE. &
EBREBEY AL ACM MBREHER , BLEABKRESEMEBEN APl Gateway BT #13,

ERHEBEE AP| 5 EEF |, AP| Gateway &R & I Application Load Balancer (ALB), & #F#25
R H R APl Gateway , MEFEHEE TR, ALB EBEZEEIE AP BERN ACM BH, &
EBRBEIL AT ACM MIBRENRRE , B EABRESEMEREAN APl Gateway BT #13,
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html
https://www.amazontrust.com/repository/
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TR AR TRH R M % A B2 12

WMREEKDH ACM BREESRBEVBE , ERBELEF  MESRBEBEDRER , AER
RARBER ACM BREAFENFF I BMNE,

530 | Elastic Load Balancing (ELB) EEMZERHRLZSIMIVER. AWS KMS key LLFF I —RHEER
RBEEE K S4EFREELB BUBER  ACMEEAEXE, MR ELB AEZXFATNBE
ASETRERBER TR BT,

EZEREME , BEAN AWS KMS A BERENMREENtps://console.aws.amazon.com/kms, &
BT THEP—EEHE :

- MREFEAREBSBRBNATEHHE K FEFESRBENTEE  BUEBREXRBAIED , R
REMEVRD . EENEEMNEABREBR , XU RERA,

- WMREFEART ACM NIERE WIS , FELE FEH AWS Support Z https:/
console.aws.amazon.com/support/home#/,

ACM BRIFERF AT (SLR) WEE

ELRTAE CAFMSEZEECHAMIRFEALANEER , ACM BERBEAEARERKERAR
(SLR) , MEREHE AWS 748 CA EREFNRAIES, MREEHLH CABTAERFE , B8 SLR
HARRE , ACM BEEZBBATEHOREE.

ACM ARt EREAEEHEEMIIEPPREFHE SLR., WRHMER iam:GetRole FFAIER
BHQBIRFH ACMSLR |, Bl SLR EVEMASBARHIZE, MRBREBLREE , RREH
BHRFEESREFEERHE iam: GetRole 35 H# ACM , RAZHIRSE ACM ZEBUR
AWSCertificateManagerFullAccess 23 BB,

MEFHMER , F2HE (AM EREER) FHREEREABR T,

REHIZRI
AWS Certificate Manager #4 %X R T A #ARE. NBSEAMMROER , BT,
B BB SRR R

ERERERNH AWS FE CARITHRA PKI BER , Tee B4 T SIHIAARR.
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https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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@® Note
AWS }AB CAHHE (1t ) hEFNHE (282 ) #HEFXE,

ACM KEARTH AL

PCA_ACCESS_DENIED AEBRBREMERARES ACMFT, E®
fE%% AWS FAE CA AccessDeniedExcept
ion KBRS,

EEEIEREAE , BERA AWS FA5 CA
CreatePermissionfE ¥4 XA BRI R X8 ACM

RIS EBE,
PCA_INVALID_DURATION FMEREENERPEBBZRITAERER

EUBNENHIRE., E21B% AWS #AF CA
ValidationException %K,

HEBELESE , FRENNBEREXERR
FERBENEMEME).

PCA_INVALID_STATE HUNFE SR REEBIY RERBITAIFER
ACM E£R ETEARRE, E2#E AWS FA5F CA
InvalidStateException %R,

BRI BB S RN TR

- R CAMAREES CREATING , BEEFENT
B, ARREBIRERBRE.

« W CA BYAREEA PENDING_CERTIFICAT
E , FRERIREHRBER.

- MR CAWRRER DISABLED , SEEHEHA
ACTIVE AREE,

- MR CAKARAESR DELETED ,

- MR CA KREEA EXPIRED ,
=

di

S
a8
Fai

3
W
|
*

=R
8

o

\z\
G
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html
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ACM KERTH

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

AL

- MR CAWAREES FAILED , M BEE LR
REIRE , 55E#& AWS Support,

F\E CA BERIRTEEE, SEHE AWS A
CA LimitExceededException kBUKHE,

ERECALLRBAzH , FEAEEREENE
Ko

MRIEERIFE , FBELE AWS Support BAFES
B InEL %,

BB RRER, EGBE AWS AF CA
RequestFailedException %BKiE, &
BECALRAZA , FEAEEREENHER

o

MRERMFE , FBE AWS Support,

FAE CA BHUK AR, EE#H% AWS 0F8
CA ResourceNotFoundException kBt
i, MESEMERT EMRN ARN, IRXY |, &
HEESEME AL CA.

HREEWEE , BFEILHH CA.

ATEONUIRS —BIRFHNFAE BRERERERT
HENER , ACM FEBREMERFE LR

ERAE (SLR), NRESEETEHET MR
SLR , 5528 "B ACM 23 SLR, ,

LEBROISMRREE
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AWS Certificate Manager

ERAEER

A

ARt AWS Certificate Manager FrfE LS E =,

ES |

« ACM B&F

+ ACM 1R CA

« Apex #3813

- FHBB/MBE

- BEREEN

- BEEHERE

- WBEEBRE

- WEEER

« InBmMEER

- ZEEBHEME (FQDN)

- NETRERR

- REBE

» Secure Sockets Layer (SSL)
« &£ HTTPS

« SSL fAfRzzBE

- HBSWMEZE

» Transport Layer Security (TLS)
=3

ACM &%

ACM EE4X X.509 % 3 IRER. SBENEXMRA 13M@A (395 X) , XBETHEMER,

- EXRE - EEBRREREEIRRHEE (CA)

- REMBSREINNT - XERNEARNRERINLERYENLE IR,
- ERCRERF - XERISRHELBERNEBE,

ACM B
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ERAEER

- TRER - EEARNBEN LB THRHA

- BRE|BER - RTEREALTHAEENRRA  BLEEREEN —EHZERR
E A EN{§ CRL EFAMMLE

« CRL 0% - 18

ACM FREEITRERM X FHRLIA AT EH

Certificate:
Data:
Version: 3 (0x2

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

)

Signature Algorithm:

Issuer:

Validity
Not Before:
Not After :

Subject Public Key Info:

i 38

sha256WithRSAEncryption
O=Example CA

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon,

Public Key Algorithm:
Public-Key:
Modulus:

00:

69:

e3:

a2:

43:

08:

03:

b5:

ak:

05:

bc:

68:

02:

5a:

59:

40:

e2:

08:
Exponen
X509v3 extensio

ba:
4e:
94:
:0a
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

73
t:

ns:

a6:
e9:
of:

3a

c9:

8a:
:26:
85:
dd:
Q7:
a6:
3f:
7c:
co:
44

ea

ab6:
:b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

65537

aa

6a

(0x10001)

:91:
04:
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

X509v3 Basic Constraints:

0b:
d5:
6b:
cO:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

0=Amazon,

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:
f6:
od:
:6d:
5b:

2a

rsaEncryption
(2048 bit)

e8:
54
as:

53

dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
:0b:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

Qa

od:
f3:

OU=AWS,

de:
ec:
c8:
of:
24:
86:
c5:
73:
fo:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

4a

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1la

CN=example.com

59:
af:
1c:

78

ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
:d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM B
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ERAEER

Signature Algorithm: sha256WithRSAEncryption
69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

ACM 1R CA

ACM BITH AR R ERBRE S TS Amazon 1] CA fTEEEE :

P&

8a

03:
44
a3:
8e:
12:

CA:FALSE

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

39:
74

al

e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
:5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

4a

d3:
bl:
:5b:

CN=Amazon & CA 1. O=Amazon, C=%E

CN=Amazon #& CA 2. O=Amazon, C=%FH

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

fa

4f:
65:
81:
f9:
cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:

ccC

b7:
ds:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
:9c:
07:
10:
c3:
97:
c5:

mEEREE

2048 {1t RSA (RSA_2048)

4096 {7 7¢ RSA (RSA_4096)

as:
98:

3a

42:
3b:
69:
6b:
da:

ee

f8:
fc:
04 :
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
:3a:
1lc:
36:
ob:
42:
c3:

ACM #& CA
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PR E B nEERE*
CN=Amazon & CA 3, O=Amazon, C=%H PEEEE AR 256 Lyt (EC_prime256vl )

CN=Amazon #& CA 4, O=Amazon, C=3%E FEEIEE h4R 384 fL T (EC_secp384rl )

ACM 1T BFEMFEREIEIR2E CN=Amazon 18 CA 1, O=Amazon, C=US , iE {21 2048 {u T
RSA 24, HtiRREHBRFEA. FIERERHE Starfield Services Root Certificate Authority &
BRIEHE,

MNESEMERA , 5528 Amazon Trust Services,

Apex #8315

F2E REEE.

SFE B WM E

BEHRBLRMBETRE , EHBNZEZEATEAEBRESEZNSRRMNBNEZART. HP—EE
BANE , HEEEER X509 v3 BRE. Z—ESRANLE  AFRERENNE, X509 BEEX
ERE, ERIHEMER (BRIR) NI BEEL/ER,

ACM BFE = X.509 SSL/TLS B , TR LML G 2 MBBNFHENBEEZRBHPIENLES
i®. ACM 2EAEH AWS KMS key tIZRFE B, MEFHMENR , F2H BRLEG BT M,

BRREEN

BERERRE CA) RRITEAUBENER, XL , S RNHUBRER R I1SO X.509 &
#, CARITEEENBURE , UHIBREIRN IS UL I BEEBETETENLEE
iR, CABREESEEREME,

BREHEL K

RTHERARMBITHAEARN CA #ITH SSL/TLS BF , RERAERERALEIRTHLE
BRELACKERITEAE BFEP, MEBBEWLCHE. WESTRTERRHK. RCENBIEERSHE
BERPEEHER,

Apex #813 M7 1.0 199


https://www.amazontrust.com/repository/
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EAIER B , MRARIABENEERTEESERENERE, ETLUER Certificate Search Fk
BRBERF.

#£ Amazon CA RZMRAIH T AREIER SSUTLS BEA , EERBRRIIEL =ZEREEHR
E B MRS, ELMARFEXRBREMARLFENE , YK EHFHNBRFHRAL (SCT) B
Amazon CA, A% , CAE# SCT RABES , HFBE , Y RTHE. KREALI MR EM
X.509 ZE1H,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BRE\ECHGESELFERIBOBIREDIT , RFGEFERL, NFERRHNFMER
B BUH {5 F /B 78 1 B EE ST sk Th e

3
¢

B BRE

WEEBRE (ONS) RREBI»BATERS , BAREEIEREEILERBENERTNHMBE

F. DNS TERAMSXEMIEARE (HIW aws.amazon.com) B#EEFRA 111.122.133. 144 BIE
F P (HEBRERBAGE) tit, T8 , BN DNS ERESE — L HMRAIRWHE. Hlin , EE
EiB ACM FERBHEEF , AJLAFEA CNAME RHRBIFLHEEIIEHEBRE . WEFHEF  F2E
DNS ER&,

WmEEERR 7% 1.0 200


https://crt.sh/
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B EE

WBEEZBATHMASBERM (DNS) Eift A P it X FFE | HlI0 www.example.com, E S
B (DIERERMEE) £A IP it MARNFER, REEBE2ZETRAEER , YA HER !

TLD

RAENEBBAEERE (TLD), FRMNEHIIZHE .com, .net M .edu. M, FMERLER
RENER TLD ARER/EERBHNESR , BRAES LER). fl : .uk ARER, .ru KR
HESL , M . fr KRZEE, ERAEE HER) K, TLD NE-—BEEF ARSI EREENEE, 6
W, .co.uk TLD RREBMIEREE,

Apex #3135

Apex BIBEBISRERREEMSE, sHISEN (HEWR) NBEHEEHE , Avex BB EH
RENTMEBEREHNVRBNER (WRAE), Apex BETFELEFRE (BSRUTEE). &
www.example.com # , Apex fBIHHZ A example.com, £ www.example.co.uk # , Apex
BB A example.co.uk, HAKEEFEAMNIE Apex BB IIE base, bare, root, root apex =

zone apeX.
F 3

FRBEBE Apex BEEBIE , THIKEHR. KEENFEIZEES ww , BHEATUREMR
B, THREEBEITUEEZEER. HlW0, £ jake.dog.animals.example.com F , F#31F
F#%A jake. dog l animals,

HRIEHE
F A B A
FQDN

SEBFEETE (FQDN) 2EK, Wit HanEERER R BRARNERNTE DNS &, flm
aws.amazon.com & Amazon Web Services B FQDN, FQDN BEfE#E , L ZTEEHIE,
flgn | [subdomaing].[subdomain,]...[subdomain,].[apex domain].[top-level

domain] X% FQDN #y — &&=,
PQDN

FTRENMESEZBRAII AR (PQDN) EFHME, [subdomain;.subdomain,.] EEHNER
B PQDN , R A& LY BREE,

wEEE 7 1.0 201
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At

ERESERNEREHAAEEEMEER. TMEEEHRAKRERZBNEFERAT (ICANN)
Ao MHh  HittBAEMEENEBAEHE TLD ERE, RFESEBE , EfmagEnE

ABEREERN TLD EM#E, SMEBSERAIAEE. EF TLD EXE , UENEARKE
WHOIS, BEELARERIEERE.

IR F g =7
MERRHEHNREENERF. BEERELEFINRERKEN. ARNBENENEEBARNTF
ERMTEEANT. NMENENEEBANENF. AFRNMARSEZENAS HTTPS MFHEEAE

BEMEIR, EHE step-by-step’ZER AN EREME X (%) MZXEREFBAX (BF) NE
Fo. EMERFEREFT , ERLZSEAETR. EWAURLBILAF,

SRS E B (FQDN)

PR BEE8.

s

NETRERH

NETWERRGE (PK) BSEL. BT, BEE. 8. £H. FRABBRABEMENER.
B, AR, BXR., XHNEF. PKI AMEEEAEEMBERPHREEE,

BEREME CA BEURNIESSEHM CA ARBERR TRRNEBEEA, TE CA UK
CARHLRE CARE A L BEE, BERRN CABAR CA, HEEBARER., LWERER
REREE,

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) # Transport Layer Security (TLS) 2 FiBE AR IEHBAZR LN NE
BIAWE. TLS R R SSL, MERFEA X500 BRYUEARSETE»RE. EMEEABESE
AFmEMARFECERFTHESE  XBAAREMEERZBARBNERETNE,

Nz M fE = WA 1.0 202
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2% HTTPS

HTTPS fX%& HTTP over SSL/TLS , EAMEFZEBREEMAREFZIEN HTTP £, FIE HTTP
ERMEEEEEME  BELAIMEEK, HTTPS #£& HTTP BAHEEEE, FEHBH X 509 FFHE
MZEFE M. HTTPS HEESXNZBA "THRRKERER OS) BRE, FERHTTP EARREAS
A TCP BBENMRRELE, Z£EFEMA Secure Sockets Layer (SSL) B E S Transport Layer
Security (TLS) @A E

SSL fal ik #s J =&
HTTPS XS BBRBEBE , THHARSLTILRE, ABSBEE X500 v3 HEE , 158

EPNAETRBEEZREIHR, SSL/TLS BREHABIRMEMIE (CA) BE , B2ARSFEH. BN
B, 2B2R. BEERELS,

HWRSWMME =

HBES|NFEERAEARNSRRNBENBRZRUEN. SFHFSH FHBEHINEE,

Transport Layer Security (TLS)

$52 B Secure Sockets Layer (SSL).

(==

RTE Web BEREEEUNT D , BERLACREBRUNER. T8 , BERIAGELEEA
CARBRENEE. BABEREME CANGEE=7E2RERUNE D , THKECHKBNBUEE
RHIGWUENEED, AR AERETRERVEE , LBRERAUNE D, MRBEX  BERSE
A4 5) h BE R SH E B o

=4 HTTPS 7 1.0 203
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ERAEER

M A 52 AT 8%

TREREAHK 2018 EFRMI AWS Certificate Manager SRR A B 2 52 8%

g8E
ENAg 83K WHOIS & F B4 58

A

B IRHREIBXE

E#78 ECDSA X &

B3 CloudWatch SEEp

DU

i8R 2024 F 6 ACEA
WHOIS EF B BRE R HE RS
B,

B REE ACM BRER |
¥ IAM R4 3R 5| 8B &
NEXERFRGFE , F2H

https://docs.aws.amazon.co

m/acm/latest/userguide/acm-

conditions.html#acm-con
ditions-supported.

FIBEERLNE ACM BFEE
HEEHRBNREERE L
(ECDSA) %8, MEXE
SWEEEWEE | F2HE

https://docs.aws.amazon.com/

acm/latest/userguide/acm-certi
ficate.html#algorithms.,

#7138 ACM Certificate Expired
(ACM BECBH). ACM
Certificate Available (ACM &
FAA) , LAK% ACM Certificate
Renewal Action Required (&
E ACM BREMEE) B4
MEZEB CloudWatch E#
e

BE |, B2 [Ehttps://docs.aws.
amazon.com/acm/latest/us

B

2024%2H5 H

20238 H24 H

2022 %11 A8 H

2022 £10 A 27 H
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
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ERAEER

EMAREANSREE LR

#l

1§ TERNGE, FRERN
BEEHMUEE

¥718 CloudWatch IEZEMEH
X&

erguide/cloudwatch-events.
html,

[EAACM B BRREATESR
fERAHEM RSA MfEE piRE
EENFEEIR, WFEBRAX
BREWAEENEE |, F2HR
Mhttps://docs.aws.amazon.co
m/acm/latest/userguide/import-
certificate-prerequisites.htm

lJo

16 B 422 0 52 Sk /Y 3R BA ST
BERHEBNEL, e
B ZE CloudWatchEE .
CloudWatch E4/EventBridge
Mo CloudTrail N FEFFMAE
A, 52 https://docs.aws.
amazon.com/acm/latest/us
erguide/monitoring-and-log

ging.html,

#1418 DaysToExpiry EEME
HUARZE AP, EES
HBEF  FSE Mhitps://
docs.aws.amazon.com/acm/
latest/userguide/cloudwatc
h-metrics.htmly & Chttps:/
docs.aws.amazon.com/acm/
latest/userguide/cloudwatch-
events.html] o

20217 H14 8

2021 3 A 23 H

2021 3 A3 H
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/monitoring-and-logging.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
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ERAEER

HIBEBIRE <&

EFENESXE

MEEN TERERE

BREIER E LR A TRRIEE

X&) AWS FAF CA

B 72 1% B BEE AT 8%

SHEIER AWS FAE CA 121
HFAHE CA HiBEIRF <&
MESMER , S0 hitps://
docs.aws.amazon.com/acm/
latest/userguide/ca-access
.html

8 AWS FE (JERKRE
B)EBNXE. IFXEE
BT EEE | 5526 hitps://
docs.aws.amazon.com/genera

|/latest/gr/rande.html#acm-
pca_region,

EFRBRAEAUFERE ACM
ﬁ%%ﬁ\gl'ﬂ%}m&m%ﬂigo an
FEZEHF , FSERAE ACM
ZERBIRAERE,

FIEFERAM ACM N ERFE
WEPSE LRt o3 ORI

#t 4 ACM Private Certifica
te Manager (CM) A% AWS
Certificate Manager ZE{# |, 7]
EHEAERIRENZER
BERHE Fﬁﬁ‘“?ﬁtﬂ%ﬂﬁﬁ’fﬁﬂ\ﬁ
BAIRR, MEFMER ,
2/ AWS Private Certlflcate

Authority,

MEBRERELKIREER
%o

202068 A17 H

2020 3 A4 H

2019 3 A 14 H

2018 4 A 24 B

2018 4 A4 H

2018 3 A 27 H

TR 2018 F 2 HIM AWS Certificate Manager X4 MR A & 50 6% .
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https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/acm/latest/userguide/ca-access.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm-pca_region
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