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IAM & 5 OB bR P B 1T E R

MRERAERBREABERA IAM B0, RIRTBER 1AM & 2 ROk E H1TERREEME
REMEBAYH Amazon Q HEAESWRENTFR. £/ IAM 52 HONRFHTER  ETUEE—
AWS tRFFREZI Amazon Q WIREEEE ., HEERBER IAM 52 R O0NIRFHTER  F2RRE
Amazon Q BAZ A B IREHITERE.

(@ Note

HL& Amazon Q R ASREERNIRFHITER. MFEEBRHIFBE , 26 Amazon Q
FRASEEEELNEEEELR.

Amazon Q B33 A & E R HY IR 5 317 {882 (£ A = 6

AR AWS EZBEHK IAM 52 P OEBFTEEE Amazon Q REBABEXRBEER , BERLE
BRT , ERAKRFHTERBTRRSE. EELBFREE

« BMEEER Amazon Q AERASEXRR , BHARAREESEHEINRMEER.

- BWEEBARNE— AWSIRFWNEEE, BTFEEZSHANEEESE®E Amazon Q FHEEAEEXE
MR, MERE#EET , RAGREHIN AWS IREHITEEEE,

- BHNLEREREKR YERSEE—FHoANEERIE—SoFHRE , HPFEEEERT Amazon Q
Developer 7 ERRERY B B F & &,

FERIREFEMIMN RIS EIE

- BRRGEREE—(ERSEEBANEREMEENMEEER,

- RFEERE PINREECTSERABRENES) EERARN —EIRS,

« £ AWS 3k LB Amazon Q Bl KB , FREEREH SR ES ABERS .
H—5 7T HRINAER IAM &2 O AR SSITEE,

F# Amazon Q STHEES

B8 A Amazon Q sREFT B |, £48E Amazon Q FTREEEN S 5.

EERE Amazon QITHEREE , BEATHWEBERET Amazon Q A A EEXGFFTENEEES,
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F# Amazon Q SR EEEES

EIR7E Amazon Q B A ERTERE LETRER , £i510E Amazon Q R AEEEEMN S 7,
EERE Amazon Q FHEAEEEE | BEATHEBERA Amazon Q AR AESXREIEEES,
X Amazon Q WEE 1T {E

AWS Organizations 2 —HEIRFEERE , TREHEZE AWS i(RF S HEIEB L W EPEENER
H,

WEE IAM B9 OBIEBETERNGRS | 2268 IAM By o FERAEREFRIE AWS IAM
Identity Centerf,

® Note

& & 1E Organizations EIEMR S A IAM Identity Center REB AR FEUER |, &£TLL
T8 AR AR HIIBK (SCP) R HEERENFIE AR, ETER IAM &2 R 0MERRFEE
AR, MREA IAM 5 R0NRFEHTER | ATEREEER IAM B2 O0RFEF
g, MEFMES , F2HE EARBKIEGBUR (SCP) EEFEE.

WEFMES , F2HE RBEMAERM) P (8 Organ izations E T EZE®) -

1. ZEAAWS EEFZAIBE Amazon Q STRFEA,

(® Note
& E A Amazon Q Developer i E:] B , B8 AWS EE TR AN ARTELAEBRIP (#
= e mitEp).

2. MRERIAM FZFHONFF | FHEE [(BUEBHTERE]

@ Note

MREBRABEHEBETE Amazon Q FHEAEN IAM BoHOEEE | AIEKFEEE 9
O EBEBERER Connect 2] Amazon Q B9 & % Fp/OME &30 1T EE,

3. (BEM) £ [BASSBABRATERE BRY , BERA. TEANSIRBBRATERES
RE-LHEANEAERATREACZERENEER  FUWRCERAERN AWS £ 8 THFEER.
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WMEERSOREBBATIEE THERERNFRES , F2R (ERFM) FHNEASIHBEBAE
£ 8 AWS IAM Identity Center

4. 7 [RUAREBIRA TSR] HERRP |, EEF [BAL
5. E[ENEHRBER] THH [Amazon Q A AEEXM] T , 122 FTE.

6. (H#E)EBKERFAZREBAER, KEKERULRIET , AT& Amazon Q B ASFIHMAE
MBI KBRS, BIEFWERETE Amazon Q BRAETEANITREE LEEERENEA
5

SBEMNREFTEL Amazon Q BB AEEXREEBEES D ETRE, BHUTUEEEITRIER
BHREFEERE,
7. BIERSBEM Amazon Q AR ASITEFERENEE,

WMREE RERIFETE , ALLRE TERY, | ERTULUREFLCRELEFN Amazon Q

Developer ZEEARER.

MRIEEERIFETER , FHEEFEUIETE Amazon Q FEABERMR.

-F_i : %IE Tﬁo

X E Amazon Q B A BRIRF #ITERE

Amazon Q A B Amazon Q RBHAFFEER IAM B2 R OWIRFHTER. (REHTERT
LUERE AWS EREANER , MEFEE AWS IkRFFH

MEE IAM B3R O0RMIRFHATEEBNRE , 52650 IAM 52 H 0 EAERERT IAM 52 H0E
2 &P RUAIRFHTER,

1. BEAAWS EEF#EAIFHER Amazon Q £ A,
2. WMREREEAREEBER IAM B0l | HEE [BAIREHITEE]

® Note

MBEEBIREHITEEETE Amazon Q AR AENESE IAM o0 ERE |, BESR
AL HROEEREFER Connect 2] Amazon Q N E DR OIRE #1TEEE,

3. E[ENEMBRER] THW [Amazon Q BHEAEEEIR] T , B2 [FTB].
4. BERABEM Amazon Q B ABFTEFER&EMEAE,

FXE Amazon Q F# ASKMNIRFHTERE 13
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-account-instance-console.html
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Amazon Q B3 EREER

MREEREREFEIE , TLLUEE "ERY, , ERUURTFEEERELERFHN Amazon Q
Developer Z EERAER.

MRS EGFETE , SHBIEEVIETRE Amazon Q BB ABEEER,

-F_i . %IEETFEO
£ IAM %27 Amazon Q B A B

k78 IAM ERENARLEETZRARMER Amazon Q BB AENER, IAM BEEEFLUEBE
F IAM B9 MEF R REEH Amazon Q BB A SR ENEENFE., MEFMENR , 3528 Amazon Q
FEASEAN G 9B BEEE S,

® Note

IAM E B EIERIE Amazon Q BIEE A EETEY , B E1FHL IDE #fY Amazon Q B A B
EWSH LM Amazon Q AR,

EEETE

AERMHEIE Amazon Q B A EFTRMNIE R, HPFMRATEM A RIRG. WA EREFMEHE
FERLAGETE , AREE Amazon Q B ABRENSER, I , cEEEERITRBENR#IEREIR
™, SHERIERIE ¥ EH Amazon Q B A B RS,

5] B Amazon Q B3 A B/ Rk 4

ERBZE , BREEECRE Amazon Q HEAEITRHEEER., RE Amazon Q AR AESRERETE
B, UREREEBHITERSE Amazon Q B ASMNIRFHITERE,

£TEY Amazon Q BB AE

(® Note
MREEA IAM &2 P ONEBETER | AWS ERELEBEEIRS EE Amazon Q R
ABEREE,

MRIGZRRE - BBANEMIRS (BRZRNEESIRS) EEXIRF , SR EIBERR
MREERE. HFEE .

fE /A IAM 3] E Amazon Q BB AE 14



Amazon Q B R
- BRRBTFERBSENER.
« B Amazon Q B A BXeEEARA
- BREBKERAE AWS HEENEENE AWS KMS RETINE,

1. BAAWS EEBFEA , AR Amazon Q E A EFTREEEA,

2. EEFTR.

3. & EFTE EELBRASKERFHPNERENEE  HERR [RE) FHWRERFRA
View 7] B, REUAMEER | (TR EEHRERE AWS (REARPFEREMEEE,

4. 7 Amazon QFTREMEL , Z#EES Amazon Q REBEASRKERENERAENEE , ARE
BiEko

X ERREREBIMINESEAF. £0 IAM S0P 0EMNEREEBTISEDET. It
A BLRARBERERE (BERRRAFPNBEFIMEK ) E1TER , MARRANEHK AWS IRFHNEF
AEBETER,

® Note

E &8 IAM Identity Center PERNAHAFNBEFTR , R ER BB ETREFHER |, X
ERERZFHETNERERZSTREE 24 NFFREFT R
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https://console.aws.amazon.com/amazonq

Amazon Q B3 EREER

Assign users and groups X
(o x)
People
Groups
Accounting

Group description

A-Team
Group description

Analytics
Group description

Cancel Assign

5. BB Amazon Q AEAEZTEAR,
6. BIEEM Amazon Q BB ABRE,

HEUWEE L, SRSGER A HERE LR Amazon Q FE A BRI ZIEE,

5TBY Amazon Q B AE
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Amazon Q Developer > Settings

Settings i
Q Developer account details

Enabled Amazon Q Developer features

Q in the IDE Q in the AWS Console Amazon CodeCatalyst Q ChatBots

Amazon Q code transformation Amazon Q assistant Amazon Q feature dev AWS console mobile application
Amazon Q task assistance Amazon Q troubleshooting Pull request comment summary AWS chatbot in Slack and Teams
Amazon Q completions Amazon Q actions

Amazon Q feature dev
Amazon Q conversations
Amazon Q analysis

Include suggestions with code references Encryption key Region
True Default AWS managed key US East (N. Virginia)
Start URL

Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more [F]

https://b-5632de3745.awsapps.com/start

Member account settings

Q Developer managed application and settings profile

To share Q Developer Settings Profile set in the Management account with your Member accounts, ensure this is turned on.

On (default)

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and
filter your resources or track your AWS costs.

[ Q. Find tags ]

Key Value

7. EHEEBAL,

#6BI%R URL OB CHBIRA R  REISHE@E IDE £/ Amazon Q BIBAE,
R ZEEyFEE

Amazon Q HE A EFEAZFEENFEHE , 48 Organizations EERF FHRELR —BBPHIKE
MRFEH M.

570 | #£ Organizations BIER S TR Amazon Q R AEERX£IREEETASHRAZEERES
EZNER. WREASEEEN , REBTNAERERFEERASENBESENER.

A ZEEHFEE 17
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% #25%18 Amazon OpenSearch FRISEEIE S TR Amazon Q IR A S EMREE | BRI LLBEHEKS
REHARE, Bt AETRERERIRAZTELRE.

EREIRRMANERAZEENEFR , BEATIER.

1. £ Amazon Q R AEREEEMW [REWRFRE] T , BIZ [HHE).
2. TEIREEMRES |, BE[FARY] = [BEEA].
3. EERFE.

EEH—STHZETEEFEE , 5528 Amazon OpenSearch R & Em P KA T EER AWS IR
EEEBF,

HUHRT B
#& Amazon Q BAEE ERRBUHFT B

EEETUEBTEA W EEBUSER Amazon Q TEATNEAESE , UEUEITH
Amazon Q BI% A BE IR B ERHE.

EERCHTEERE -

1. BIfE Amazon Q B AEFRAMNITEEM.

2. BEEERE,

3. EEET , BEEBUHITE.

4. BHEOBEREHET, #IF Unsubscribe (BUEETB).

TiE , EFERBITEANBIEMAARTME :
- KERFEESRERENBUEITRERFRFIRANERE B4R TEYZBEE N,

HUHETES 18


https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html

Amazon Q B3 EREER

- HMBEERFERES TUEUHETER (NMREAZBELZGTR) ST AEERHFEBRFHY MR
F(BB%E "RE, EELRE "ERERFAZREREXMH, )  MEMRFATUES K
BiRFEESHBA NIRRT, E , MUK ERFERES SRR ERZIUETEAR.

WMEFMENR  BF2EEEEETH AWS IRF,
& Amazon Q ¥KBUHETE

= EHUHETE Amazon Q B , 582 E Amazon Q B EA &R T SERAEFZFEEMITERHIEE
Amazon Q EREXTHEE 2.c & "BUHFTREIFMBBER, .

& Amazon Q BUBEET B QuickSight

EHUHEETBY Amazon QuickSight , 52:E] Amazon QuickSight B F 38R R EUEETBI Amazon
QuickSight Q.

(@ Note

MR EHERBEMEA Amazon QuickSight #1 Amazon Q EIEMYES Amazon Q IR — 3P
o, BXEARENEREPBRRERE , UBEAERAEE—DHE,

] RS EEHE

E &1 AWS Management Console #1 AWS Documentation #834 E1FHL Amazon Q A &8 | &1
BERIBR T HIEERAR -

An error occurred when attempting to access Amazon Q
Review the Amazon Q in console common errors documentation for potential solutions.

EREBRAREHTIRREZ—&EX :

N

TR ERHE |, BERVRT R R

=
MRENEESFERA S D HEFEEERE Amazon Q FTRFE , RIS EREREIEHERKTEESR
B, BARFEFTRS 24 M RERAFIE.

Nl

EXEFNEEEMUMER Amazon Q AR AERES R,

FIREEEEHE 19


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/adding-users-groups.html
https://docs.aws.amazon.com/quicksight/latest/user/quicksight-q-unsubscribe.html
https://docs.aws.amazon.com/quicksight/latest/user/quicksight-q-unsubscribe.html

Amazon Q B3 EREER

- &8 Amazon Q A BERRZERAEXNEFIECHKEE.

BMARBEEERHFTE |, 8% Amazon Q Developer Pro SERARANEZERECHSE K ZEE
AREACHER, BREENERESUREZRNFEIE,

- IBREEHH IAM FFA,
BRI AWS EEEXBEEHERN IAM EFR |, LAKFER Amazon Q BB AE, MEFHEER ,

EZ2E Amazon Q A AEERNE D@ BEREHHl, NESLENHFTE  FEMIATESER
LA#ZH Amazon Q.
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EEA AWS B MBI EFH Amazon Q B AE

£, . AWS 1788483 AWS Management Console AWS Console Mobile Application, #8u5 I X &
ERFERAEAM Amazon Q BI% A 8 AWS Chatbot 12 HAHBERE AWS, AWS Documentation & [
LA Amazon Q #HEERI AWS 28, REEX., XEMNXHFNHEEBER. Amazon Q 1 7] LA B &
FH AWS B EHF AWS Command Line Interface (AWS CLI) ##EHWRERE,

£ AWS Management Console , & A LA Amazon Q &M AWS ERAMKA, AWS Support
EEEE , UARPEERNEEAER.

e

- B2 Amazon Q BE ABSHIX AWS

« B2 Amazon Q BAS—EZEHFEPHNE RIER

- £/ Amazon Q FEABHIX AWS Support

- E& Amazon Q FiE& A SBJRK AWS Chatbot

B3 Amazon Q BEEE A BHIRK AWS

£, . AWS #3% AWS Management Console AWS Console Mobile Application, #8334 #0151 X & &
B Amazon Q BIX , AWS Chatbot LA T ## AWS AR#&1HEEE . AWS Documentation #& 8 LA ]
Amazon Q B ERRIEELR. EE. AWS 175 step-by-step T8 REA% 28 AWS RN TIEREN
=5

& LA[ Amazon Q FEBEHY AWS BEIRFIRF KA. Amazon Q UE8EABERTHHEXNEH
B, BB IER AR ERR AWS BEMFHM AWS CLI.

£}

- £ AWS B3k A Amazon Q

- EpIERE

- PRENER

- BIRIEHRR

HRE®N AWS 1



Amazon Q B3 EREER

£ AWS #8iuh EEA Amazon Q

EEHEPH Amazon Q B A BHIX AWS Management Console , F5Z2Z A AI2#M P H Amazon Q
BR. HEE AWS RUSHEMR AWS RN X4 EE EIX , FHEELA TAMN Amazon Q B7R.

& =@ Amazon Q Z2HRERE |, 587 Amazon Q ERW X FF R A B REE, Amazon Q ¥ EH
BEELOE  HhESEEEHS2ZERNTREER,

WEIEIER , EUEECERABREARENE T ABEERE TERNE. SOl EEERET &
Bl FEE R B BIREE,

HRER L

Amazon Q EEEEN TEERAMEBENIRABTERFTRES , LB future WEE, EAILE
EESFIERDZECAENSE UG BENEZ,

MREETHEAPER Amazon Q , EREBEZF R AT HMNERHMBERRRSIEZBE , Rif
SRELEANEHENERRAS, MREE AWS ik, XHRAUEEL Console Mobile Application T2
XEFEH Amazon Q , ERBREZFNEE. BERIRLIEEBN , FINHESERIEEATARABTHER
TBAE,

MRGEEEHEME BRI EENEEFRENAR | BEMEYE, SN iEsdtEs
BAREH Amazon Q K EIFE,

B REE
= ZE#H Amazon Q FHWEIRRE , FEEMXREREG L AN ERE T
ERBMEE T AIERE -

« B8 — Amazon Q £ & BRI R E A AWS Management Console B8 AWS E3E 5RBFHES.,
EEFEH Amazon Q FRNESE , FEFELNEEEESE,

- BESFY — SZREF LD (FIMEHXF 5 HEH AWS BIR) , Amazon Q TREFEHEITE
EEFL , SRl EtESTERNEEET. MABRSFYSIRE Amazon Q BITHM[EE
ERERNER.

gHIEE

&R LAE Amazon Q #E AWS MEEEREIE AWS R |, ISR EENRBRN THREEEK.

£ AWS #3345 EE A Amazon Q 22
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B L AR FER AWS SDK # AWS CLI. £ & H# Amazon Q I EA B EESHBHEXNRH
B, 5B &R AER AWS SDK # AWS CLlI,

LT 2R Amazon Q H{At# B & E AWS E#1TH B #Y £85I R 88
« Lambda BBV R ABITHARZ D ?

- BEZEMRIGEIRIRA VPC?

- MERFEHIFEAE , BT IEEBENREDTHERERME?
- REWMMF Y Amazon S3 FE 7T ?

- WfE7E ERIBRFFEEHIE AWS ?

PMRENEIR

6 Amazon Q FHREEREEN AWS ERNIEEEE

%II

EEREAENRE K BUREEMEE,

£ AWS Management Console , & A LA Amazon Q #EEH AWS IREE R, EHXERD , B
3R Amazon Q JIHIRFHAFHNERER, EEBEERNFHEF , RBEFHIMNZHRET HER,

Amazon Q ATLABTENG, B AR EHEE AWS BRI EE, Flan , ErILEE "5 HEKAY S3 7
BrR8. 3 "7E us-east-1 FEETREHMITPHH EC2 #1TER, . Amazon Q BEZXEEFRERTFHE
BRI |, flm5H Amazon S3 RIFEFBTHNMM , NERFREM, F2, BEAENIEBRZMN
BEEI‘JF:ﬁTEEIEo

Amazon Q WX ERPIIHEZ 6 HER , ESREBRSEERNFMAEN. TERNER
ARN , AR BR#EFEAERL WMREA), ELHAM—EERE K OECLE882S JSON BRANERE
Ao

xR

. BREFHF

« HEHE Amazon ERMEE

B R

£ZEE Amazon Q BRENER , XEBARFE T I REH,

WREHE IR 23



Amazon Q B3 EREER

L

HEPRENER , EFETIIER :

 g:SendMessageB& Amazon Q BIX

« q:StartConversationgd Amazon Q #IX

« g:GetConversation& Amazon Q B X

« q:ListConversationsg Amazon Q Bl X

* q:PassRequest/iFF Amazon Q FARAFEMN APl REFEZNER
- MITRRERMEEENEIR

B IAM B9 XAEGFHA , TeeTEIREHBRNERMENEE. fl0, mREZER Amazon Q
5 &9 Amazon S3 fE1ZRTEE | B Bs3:ListAl1MyBuckets®EEBEF A, Amazon Q B EHT
IREES T B S HITHENE,

MERFLERERN IAM BUREH | ﬁ% B L 5F Amazon Q REREHTEE, N
% q:PassRequestBIMEMIFHHIERN , 2B A q : PassRequest,

/A Important

ERER Amazon Q H{TER., JHEIERBER , EXF—BRER, NEFMHAER ,
&R Amazon Q By AWS FRIEEE EH,

Y
W
&

R R

Amazon Q chat {EXBIRE (T EERILER) BITEFE , AU T4 AR EEAER T RFIEER
EHNER , SREENANESE, Amazon Q FEEEHRESEENER. #EZREEREEE
6, AATTUATHER

1. ¥TB AWS Management Console I/i### Amazon Q B,

2. MREEHKREAER , FREEAEFNBENSERNENFS LE, ZF T#E, BEE Amazon Q
ETEREFUNFIRENER, MREERE "TR5F) |, SBEED Amazon Q MBI REER
AWS BRI EF.

3. MRLHUEBUABMERE  FEEYXRERE LANERET.

B RIGHER 24
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#HRA Amazon ERMEA

&R LAER Amazon Q FIHENEIR , INERBEREERNERFENFAES.

E &1 Amazon Q HERRERAEBESR , B LUEE Amazon Q RN EEHRSKENER.
MRKREEEE , Amazon Q EFEALE NN EELEEE , AIEASKFTNTELEES (WREEANE
EFELEH), NREFIESE , AFERSHFUEXERE (#E5EEILE),

Amazon Q AIREFEEHMERA S EHENER , fINERBBWHEIR ARN. E Amazon Q ERRER ,
AOBEERNFEEA.

AT R R EAE Amazon Q R B EIE R £ I RE

- PR S3 MEITEAINFZERE <name>
« 1£ us-west-2 | HFKAK EC2 EHI
- EEEM lambda HEBHEE <name>

) K S HY A AR

Amazon Q WA D MUEEE BN FEEMRE , AeeR s, BAEAERENERAER AWS Cost
Explorer, £/ Amazon Q R E RiEMHE R R I 17 Bh 3K S0k

A LAE Amazon Q FIREERE AWS 1REFIIR S E A AWS Management Console, Amazon Q ] LAf#
MBI RAER, RARKLEDTEABE |, BREESE P ET T/EREEN AT B KA,

E &M@ Amazon Q R AHEERAR , ELEIFEAMBEREABBRNEEER , 2FER. KEE
HAMAE |, A AR EEUR A E RN EMEE S #ER, TEREMTEAQEEARMRENER AWS Cost
Explorer Blfy58#% , Rt BT UEF RN TREBUET A D,

LB R
S|
EWREHRA , CEELTRR

+ g:SendMessageB& Amazon Q BIX
« g:StartConversationgg Amazon Q BIX

)RR LA 25
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« g:GetConversation& Amazon Q B X

« g:ListConversationsg Amazon Q #IX
 q:PassRequestft5F Amazon Q FARFIEN APl REF RN EIR
« ce:GetCostAndUsagelAH{E Cost Explorer E#}

WMFq:PassRequestBIMFMFMEF , F2 B LA g : PassRequest,

B AWS Cost Explorer

£ EE Amazon Q I REMER , 8448 AWS Cost Explorer £ AWS tRE . &ERA Cost
Explorer , &FRX Cost Explorer £#2 &, MFFHMEN , FSH AWS KAEBFERAEIEREPHNEA

Cost Explorer,
#0458
PR 24&m LAa Amazon Q #6978 BE A A< B #5455 28

« 1M SageMaker E— B3t 7 Z 8
« RERK 'eu-central-1'#EN AWS IREEMEEENRE R E ?
- FBEHTEBEREI DK Amazon EC2 AR Z D ?
- BE=EARBRKESHNREAPERZD?
- MLEEFERSE 1 AZ 2 AMBEMTRSHZH?
. DRLEELEIRS E1E A 1 DynamoDB LRREBHZ ?
BE=EA , Rkt [EEI WK ABE R ?

£2 Amazon Q R AE—RBZEHEREFHE RiER

f£& AWS Management Console , Amazon Q Developer T LAR2 BT {842 5 F B R BV 5 B 8532 AWS
AR , GIANRERT 2. MHABSEERUARE AR R S, thIhaeiE ARE PR T 5 R M3 E R

AWS Management Console :

* Amazon Elastic Compute Cloud (Amazon EC2)

» Amazon Elastic Container Service (Amazon ECS)
* Amazon Simple Storage Service (Amazon S3)

+ AWS Lambda

PH TR AHR 26


https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html

Amazon Q B3 EREER

BRT AR BT EERIN , BUUER Amazon Q ZETRE RN EIE AR, Amazon Q FEHEE LA
SRRRRO BT TEF ERRY R SERC 8% o

MRIGEEME A Amazon Q PETEEER |, TJLAEA Amazon Q B X B 5] AWS Support, IMEFHE
A, FSE FH Amazon Q B A EHIX AWS Support, IIREEZR] Amazon Q $ERZ B Theem 45
ERBE , IFEALD T XBEEREHREE.

® Note
BRI AIEXE LR (M) MEBREP (5 EndbEB) €A Amazon Q BB 2 & 8k,
AWS B,
B R EHMER T REFEUL IR, MEFHEE

BT EZE AR,

s

iull

B2 AEREEIR Amazon Q 2

PEEEEFHNERIER

ZE#H Amazon Q 2B HIEEER AWS Management Console , B TR,

1. WREWE Amazon Q ATLAH BN ETHIEEERFAE |, SRS LR "FA Amazon Q P,
Zift, MREBEFEA Amazon Q ZDETIERR , FEEZEFEA Amazon Q EITZE.

2. SHR—ERE , E& Amazon Q REFERVEBREFAUR NABRERNME. ZEZEFNM
ORSERNFATR | BFEEHBRAR,

3. Amazon Q EXETARFEXVENRE, HBER K FRERABRER.

4. HERMHERRE , SUUERABRBARENR T ABEER. SERHFANERRE K FEE
BNEREERN [(EREES] &,

£/ Amazon Q BE& A BHIX AWS Support

BT LAMER Amazon Q B A BRI X EERH , I AWS Support 75 B 1E{T 3t 5 B4 AWS
Management Console , ©2#& AWS Support Center Console. Amazon Q € AEHENRETEBHRER
LERYERS, CEERERIENEEFREEIFRE RS, BIURHIE , Amazon Q AIAERE
BENFABLEBEIEARR , 8B ERA— BN EPETERIX,

EBTE Amazon Q FEU T ERGIF , RECEEZERLEIEEATEHRG. EEERMER
Amazon Q B W RHIEH , FFEA Support FOLNEEREA,

PEEXRATHNERER 27
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& AWS Support I] SAfE ARV B BUR AR AWS tRF. EAEZ Support T8I —E % , FTE AWS
FERAEHALUEFEREMIEEXE, MERM Support FE , REFEAEASESRUNNZERR

#9fE AWS Support & 7] SABE#E Amazon Q. MFEFEME AWS Support , FEZEAWS Support
F#&18R AWS Support® #9 AP .

DB R

EEHE Amazon Q FEN R , BABFESTHER -

- ZHE Amazon Q EREFENET ., MEFHMAER | BF20 AFEREE Amazon Q Bl X,
- IREEEREIE AWS Support SIHIHER, MEHMEA , FSEEE AWS Support FAOFEER

5 & IERERY AR FS

ERER Amazon Q BY X ERHIE B BENBBEEARKEEM. R Amazon Q &#ZE T E#EH
RS, EEACENBREENES, NRENEEEZSEREERN , FiEE5EHNRSE.

£ EBi4& B AWS Support AR —EZhEERY Amazon Q ZhAE AWS fRTE , BA R —EIREEL X BR
5l AWS BR#& , M2 Amazon . #1401 , MRETE Amazon VPC B Reachability Analyzer A &£
Amazon Q R , FEXERAPEZERBEH Amazon VPC,

= ZBi AWS Support #& Amazon Q B A& Amazon Q IV INEE , 554 Amazon Q B X &
ESR

B ERS

M Amazon Q B3 AWS Support 41 , A T 5158,

1. A LEB AWS Support THIAEL X2 —EiB Amazon Q B 54 :
a WA TREERAXM f REXE, SHE  EESREBIY.

BEM Amazon Q REESARUBUXERS , BN EEEBRIXERTEESES,
UTREFRPEHRESEEN—EHF :

"REZERIBNEZHTEE. REXEFRBELERFNRRY , BNHRARBEMNY
R, EREFMENBCRNSKE LBKH, RUNURERAETHMEERMEBNEE, &7

BARIFE NSNS ? 4
b. R Amazon Q BIEHEZEHEE  FREEOR LN ABERTER K AREELERHABRER

FERY R, & ZEBiE AWS Support , 7512 [BY XERH].
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https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://docs.aws.amazon.com/awssupport/latest/user/accessing-support.html
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TEHET Amazon Q MIXEARFH "BYXERG, &Rl , ZRASELETERRERE
Ho

[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case

2. XERFIEHREPRERF, MREEFRIEZIE Amazon Q ETTHEE | ©REREH
HERNTEDEALRIPHRL, EEEFTIERFIPNEARL , FRE (W8], LuE W M
MEBRFEEEEENER,

MREHEBRIEZHNIZAE Amazon Q IR , BRI Amazon Q EEERZERHIPHMML , &
AUFBRZERMERBAREF,

TER Amazon Q BIRE R F1EiR < ZRHIAyFE 6.
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
(m Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

o ™y ~ "
[ Cancel ) [ Edit ) Submit
. v . A

3. ERXERVIRALHERR , FEE "X, UBUXERS, IRETEEEURM , FEE
rHR/ d o

4. E%ﬁAWS&mmm,%EEﬂgﬁﬁmE%oﬁ%ﬂ%%%%ﬂﬁﬂ BALLEBR EXEE
ETHR, FEEFBHHERER .

a. BX —mREGRFECEPX  NERGRESEA AT, FEEREXEESNHE ,
Gt 3 2 PRGOS S e i S

MREENEREAH, BAEZHMTERE  AIREATFERIMMELHERE , XHNERE
Ho

MREHR/NMCORERNBFAEE , S EFHBBALRSFAEMPEER. RAIERBREHE
3¢ 32 T 2K 5 18 AR 5 0 K T A B RUIR 7
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b. EFHH —NREBREEEETBMHEERALS  XEEE 2B BRCHAMNE TEMFit
1 BB AR AWS BRF o

c. Wi —mMREEEHENRE K FELRETEBALNETERE , AREE RBX], Rikg
&M ABE TS

5. ZBALETEREE , SUREMIBLURE Amazon Q BIRER.

BTEROEER
X EWRERE  ATLEERAELTEREM,
RENRETY  BACAHMEERRE  A%ZERTEAEM,

Ed Amazon Q BE& A EHJX AWS Chatbot

Bl LA fE P B2 Amazon Q B2 A EMicrosoft Teams 5% E R SlackfEFAF A B X AWS Chatbot, 1 HY
Amazon Q AWS Chatbot BRI ZEREERERAS R, RHIBREENRINRESBRNREERHE
H,

& E# Amazon Q #1i8 % B R E #IMicrosoft TeamszSlacki@i@ AWS Chatbot , FERA TSR, &
E — )X AWS Chatbot £ IBBHEREIN RFFFEHEFEH Amazon Q , FFZBAWS Chatbot EIE &
¥5ESlack B9 A FIMicrosoft TeamsFIB A {E A -

#% Amazon Q A INEI WK IRE

AT LA Amazon Q #7118 £ B4 A 5% E M Microsoft Teams= Slacki®E& AWS Chatbot. Bt , S E
&9 AWS Identity and Access Management (IAM) & &% E LB EAmazonQFullAccessZEBUER , A
BEHBERMIE R BEEM.

1. #=AmazonQFullAccessEBEBRFIIBZEEHN IAM B :

a. & A AWS Management Console BRI IAM it &,
b. 1 IAM TEEMNEBEERF , BEAEG,

c. ERETENAGER.

d. 71 [#ERR] JRBId |, 2 [FrERER] A [k bR Al

e. TiEZEAmazonQFullAccessHE A,

f. EEDZE® Q. FullAccess

i3}
_i
il
o
=}
it
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https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam

Amazon Q B ERERER
g. ig]%%ﬁigﬁq:ﬁ_[o
2. #ZAmazonQFullAccessBEBURFIBEIEMSAEEM -

FARK AWS Chatbot 125,
BEERENAFR,

B ERENHE,

BE TREEW .

£ % AmazonQFullAccessH# A,
EIFLFE Q. FullAccess

BERE

o o

= ® o 0

Q@

EERWEER R Amazon Q BERE

EEREBHERERI , BFHBE Amazon Q WRE, W AawsEHIBREIRWRERE, Hilan , Baf i A

@aws what is fargate?
DT REAURRENTEHRL Amazon Q By —LERESEHI

* @aws how do I troubleshoot lambda concurrency issues?
« @aws what are the best practices for securing S3 buckets?

* @aws what is the maximum zipped file size for a lambda?

EEHSEE F 3R Amazon Q FEEE 32


https://console.aws.amazon.com/chatbot
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1£ IDE FEH Amazon Q B AE

EESXFARIIRE (IDE) FEH Amazon Q A S | EBRAEIEHEESR AWS WESiHBI, £ IDE
1, Amazon Q BIELATIhEE :

- EEEBEMHEHIEE AWS

- EIERERGFEBRNRGBHN —REE
« ERRTE

- ERENEXRESHRAE

- FERFEXRNRE

- FHREARBREESFERERE

- R, ERERECEXNRTHIE

Amazon Q B BITEF LAEFRINAEM Rt , th 2 #Visual Studio CodefI /AR FE S 1R 13
JetBrains, Amazon Q FIRH#RZEZR L Al E/ AWS T E4E A Visual Studio, ZE7 IDE p&edt
Amazon Q , FE2:B7E IDE # %% Amazon Q B A BIEXR IS NEBER.

FE

+ 1£ IDE F &% Amazon Q A A BERIIEEHINHIER
« B Amazon Q FIZ& A BETmiE NG

« 5/ Amazon Q BB AEE4LANHES

- F#REES MR Amazon Q Developer Agent for code transformation

- AR EE Amazon Q Developer Agent for software development
« A Amazon Q EIEEHNRIE
« IDE # Amazon Q R AEBFZENES

# IDE &% Amazon Q FH# A BRI EEIMEHEN

EEEEESABBIRIEK (IDE) FERE Amazon Q BB AR , FERATHER., R%E Amazon Q fEFx I
BERABERE , FEB IAM 5505 AWS BER ID. B LUBBMEAEES ID #ITRE , £%
B AWS IRFHER T REFEA Amazon Q.

HERBER , FTITHEARE IDE 1Y Amazon Q EXRWESHNEHER .
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« T# Amazon Q Visual Studio Code

* 7£ JetBrains IDE T & Amazon Q

- 1£ AWS Toolkit for Visual Studio T # Amazon Q

BETAWHETRE K FTHETINSR.

R

o FRGH  BEZIEW IDE RE

- f£/A Amazon Q R ABEXERETEH
ERERTE AWS BB R ID
BEIRBIEE

X AWS ZEEHFER IAM 8

T AWS RIGIRE

TR | BIEXER IDE MR

Amazon Q 7= B2 /e A& R Visual Studio CodeF#E 4 JetBrainse Amazon Q t2a[ A 7E T AWS oolkit
for Visual Studio,

« Amazon Q Visual Studio Code XN HEMRAZ 1.85.0,

+ Amazon Q Z#E# JetBrains IDE (‘2FIntelliJfIPyCharm) B E&IERA S 232.1, JetBrainsi® X1Fhx
7K 232, 233 # 241 A,

« Amazon Q Visual Studio XM HKEMAE 1.68,

5 Amazon Q HEAEBX£RETE R

EERBRLERZE , ZNEEEBREZER

R

« EIAM B HFLBEEY S D
« [0 Amazon Q BAEEERRFTFHZ S 1

BB 25T Amazon Q BIE A BB ¥IRE | MR U T T RETERE -

1. HEZEWE IDE FZ% % Amazon Q IDE #ERE 2 & Visual Studio Codes{JetBrainsifif :

BEZZEN IDE RAE 34


https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.AWSToolkitforVisualStudio2022

Amazon Q B3

ERAEER

- & Amazon Q Visual Studio Code

- %£ JetBrains IDE F T~ & Amazon Q

& IDE Ay fli2 ¥ 121 Amazon Q B

BERREXRRBIEER.

EHEEBEY Amazon Q FTREE S ESHIBL URL.
ERLNEESRE IAM 5 0IRFHITERN AWS B V&,
BEEE, SRR Web BIERR

KRBERPWIET |, BB IAM 5 P OETRE.

F#R#E IDE HEA Amazon Q.

© N o g &~ W Db

FEHERE AWS E#ER ID

WEFAEELEFEES ID., MRE KR Builder ID , B EHMSEZEABEAEZRM,
1. TEEZH = IDE RZE % Amazon Q IDE #EREF Visual Studio Codez{JetBrainsi@ff :

« & Amazon Q Visual Studio Code
« 7£ JetBrains IDE # T & Amazon Q
2. 1% IDE #i#E#E Amazon Q B,

1£ VS Code A JetBrains , BFRIER T , BEESV AT HEHE —A,
3. RBRBIBSEPWRBMEAERE ID HITHHEE
4. BIMR1E IDE R fEA Amazon Q.

BREINAETIEE

MTELREER , 552 B Visual Studio 3X#HH AWS T EiH,

EE AWS #ZEEHRER IAM £8

RENEAFXTE AWS , BUEEKEBTEER IAM BAEBZEARE AWS RBENEZRE, T8,

&84 3E1E IDE P{EA Amazon Q B AEMA IAM TBREE IAM A, BXEAEFER IAM 5950

RELRR ID WEABRETRRE

fERALREE ID
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https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/singlesignon/latest/userguide/account-instances-identity-center.html
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/connect.html

Amazon Q B ERERER
T AWS RIGIRE

MRS EERERYE  BBEEXSFA Amazon Q ABAEN N 25TE Amazon Q A ASE#%
Wy , 33&iB Amazon Q #ER £ Visual Studio ==} Visual Studio Code JetBrains IDE = iy 445 F
Amazon Q. REFHIRN K ZEThetHEXRERR.

BR , B AWS KERERTFZHM A A RERARENRE, flln , B EEE AWS Lambda T HE
PREERNE, EELEERT , B U#EA Amazon Q WABRERBES,

BALBARARERNRESHRE

« Amazon &8 SageMaker —Z
» JupyterLab

+ Amazon EMR Studio

+ AWS Glue Studio

+ AWS Lambda

* AWS Cloud9

BHEEAWS TREANEARRERRETHARARES , CNRAREEEL AR REENER,

B Amazon Q B A E5mEENS

EEEXFEIRIE (IDE) HEE Amazon Q FHRAEHX , HEERETERFAEPETREENREE , %
AWS KB EITE BRI R, Amazon Q AIMRBABERBHENERNBH B, ELEBRXBNETIH |
DERRERNE , SEEESER.

&

- 7241 IDE B A Amazon Q

- EfEENEE

- BIFRE Amazon Q Z EIFERY FEE

B Amazon Q BB AE —EFENEHMEXLE

EI&81 IDE R{EA Amazon Q

B A LAEIB IDE /9 Amazon Q IR EMRIEH Amazon Q BB, EFERBURFERARED S RENE
e, ZEERHERE , 5% IDE FHEES|IEE Amazon Q BR. ZBRILEXAHE T AEHRERE,

TR AWS fRIBERIRE 36
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E&M Amazon Q REEER , E8REAEEN IDE FHEN B ERERRKE , S SBARHES
MERBEE,

R Amazon Q WEIEHEEENE B UEREXARREFTHERERA , EEZEXREAAE
=¥, Amazon Q TREEEELEHISHERFNARSE, EERARRBFE , FRADEKITIR
TR % B

Amazon Q BTEIEEMN TERRPHEBLNEFERS , LUEH future HEIFE, SR ESEHRE
RHRBREAERSZLUGNEEMNEZ, SAEERTERFESIEZER , B2 Amazon Q BRFHE
o B—XEBRZTLITR 10 BRSIEH. Amazon Q FEREETRHTFENARS,

WRES
& T DA VR E AR 3 A BL T 885 BAfFEL Amazon Q ZhEE :

« /transform-EALIECENEEERNENBESHAE. NEFAEA , F2E 277
o Jdev-EALBSEESEETE , FEIB Amazon Q BIEIhEE, WMEFHMER , FS2E?277%

o /clear-EAMGRHERERYHE., ESRUXEARPBIRITE LAIHEEE |, X5 Amazon Q ¥
BEHEHENRS,

« /help-EAL G TEER Amazon Q ATAFITRMAREFTHRERE. SHHBMENREDTS.

g6 EENEE

BRTEEREXB 25 , Amazon QZET[LATE IDE AEIZHE AWS RIS SERAZXMEE, Amazon Q
BHEAREZETY EEEZEENEE -

« BUEE AWSH L , G1F AWS RIS ZE , REINFEER

- —REEFEESS  SEEAESEENEREME

- REREAE K TSHEEXG. GHEEXG  URBEE TR

UTRETUERE IDE F% 2 FIA Amazon Q B —EH IR -

- RENAEIMER AWS 28l , EAREEHE Lambda BEHIBERE ?

o WMMAEAIERN Web FEREF# K AWS Lambda 1 Amazon EC2 2 F#E1Ti##E ?
* #ETypeScripth EABENE LR E ?

- RUfimE —EEAREFReact?
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Amazon Q B ERERER
- REBREEME BENRBREARERF] WIhsE UK © WA T/ERY R
« R BENRBREE] £ROAEAG,

IR B Amazon Q Z EIFER IR

BAREFERABERBENLD TABEETR , & Amazon Q EAENEELNEETERRE. EER
HTOENEE  FRE TATEE B RREERTHNERRERENRAES.

B Amazon Q A E—ERENMEHNERE

Amazon Q FEABTLRAMEMBSXMBIRIR (IDE) PR EEXBT. EEZEHMENR  FE
R Amazon Q 2EREENEABRTHAEABER , ARELERREERCTETHEENHERR. A
% , B LS ERTRY RIS B A RIS IRIRAY X,

&R LARET BB R

- fR1E-F B RES BBENAR,

- ER-REARHTEEZSNE |, Uk HthE,

- BE-RAEAB,

- RfE(L — BEEXTBREE,

« BEERT — KBREBERNEXBEILEE Amazon Q BIXER , W HEEBREXHNEE,

BERBEIES Amazon Q

EEZE Amazon Q BEFEFERNE  BERUTH R,

1. RB¥ER IDE BB ERVEE.

2. ERBAERAMERNBLER-—THRBUBBMARHAE., iEE Amazon Q , RREE WME, . 'E
B, "EE,. "H&EM, H TEEERER
MRGBRZFEETERTR , Amazon Q 88 AERNEANBER I KRER , B EEF@W AT
EEXBHREE,

3. ZEUFEANEABEARABETNERE , SLERERE , SUEE [EARRE), B
BEABEAEZRS, Amazon Q ELEHFENERBREARELANERE,

BR[O FERY R RE 38



Amazon Q B3 EREER

£ Amazon Q AR AEELXANRES

Amazon Q ATEAENE B EREEXNBER. ECRBERNERK , Amazon Q ERBERFNEXNBNE
BEBELES. ENEAMLCEBRNAPINEETEEMARE  RETHEBIIT2E R TIEE,

EERREMABTEXNBRERR , Amazon Q ERBEB M ZANE AR LER.

BT E Amazon Q EXRINEER , RASEHRARKRES. EERBER , FHRREER
5 , Amazon Q BB EEREABTES,

& BLEET Amazon Q S BRZEBANERNE, EREEERNNEXEXABTRAEENE
@&, MEERBNFMEST  F2EEES,

£

- E{£5 Amazon Q HWEE

« Amazon Q K TERIEITE

- £ AWS RISRIEPERABIEZ
- ERRER

- EREXBSE

- BXIHEH

E{Z8 Amazon Q W2 =H

BIEEH IDE LLEE Amazon Q FEEFENEEBEAREABESRN TR,
Visual Studio 12§
1. 1E¥VS Code , ¢ IDE REKEPH T4 E+IEZ Amazon Q.
Amazon Q £#5I& % IDE REMN EiwEHF K.
2. EREGEBEZRREEEDER.

TERERT £8 Amazon Q {F#1#8VS Code.

EERBRER 39
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Amazon Q

Il Pause Auto-Suggestions Currently RUNNING

> Select Customization 1 new available
¢</> Open Code Reference Log
<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING
&> Run Project Scan
[ Open Chat Panel

b Send Feedback
§7 Connect with us on Github

E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

1. 7TEHJetBrains , # IDE R & KEBAYAREESIEIFE Amazon Qo

Amazon Q E#FE7EAREES LR
2. EETCEDREIBREEBER.

TERERT £ 8 Amazon Q {18 JetBrains.

40
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Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan
() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out

Visual Studio

1. WRIRBFEHEE Amazon Q B,
2. BN [ZEFEDER) D [(BESBHESE)

41
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ERAEER

- t:.f:'u F=
Sign In .
— Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
mn: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Oien Getting Started

mm local View Options e
dient
1 to: C
Client
1 reanlve hearer token awsRiuilderTd sendewhii snerer.

Sign Out

ityl

AWS Cloud9

Amazon Q A% EE® AWS Cloud9BI MBIt #a 2%,

ZEE FEKPH Amazon Q EiE AWS Cloud9 , 5 AWS Cloud9 #

BPERTI Amazon Q FZEUER IAM BIZE AWS Cloud9,
Lambda

EEFASEHNBA Lambda F# Amazon Q XN BEE :

1. £ Lambda £#&F , RS E Lambda BB EH,
2. & [BABFRHBE ERY , T EHEE[TE]
3. RTHKXITheEXRTFIEE Amazon Q BXBTES,

Amazon SageMaker Studio

1. 1 SageMaker THEEX#ZAH , R EKEPIEE Amazon Q.

Amazon Q ER& B,
2. EEEEFEHERIEERHE

" o

JupyterLab

1. 1£Z JupyterLab =& H | 1R B KEFERE Amazon Q.

RAREFRNACERE

e
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Amazon Q EHRH&IT B,
2. EREFERERIEEEIHER.

AWS Glue Studio Notebook

1. 7£ AWS Glue Studio £ HEREIEA+ , R\ EKIP1EE Amazon Q.

Amazon Q ERA&ITH,
2. EREEEFEESRSEEERHER.
Amazon Q RIETEHETH

REFHG R E Amazon Q A ERETENEARER. WERAEXSEI Amazon S3 REFETE
Amazon DynamoDB &4 , LA K A B 3% 18 M IB R AV E T RIE .

EIEH® , Amazon Q TN EHBFBRASEEESEANE, FAFRE K REASBBZ ARSIV,

basics . boto-whisper-demo.py

From boto3.session import

from boto

HEE  HARASBAGRE  #XMITEET —1THRBHNE.

Amazon Q IEREBTRFTER AN A, FRBASTLUER tab BIEZEE

Amazon Q REESEREITE 43
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basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import

EEE K FARAEERBEREE,
Amazon Q [EfEMFEFTE —EE BHEREGIONRus-east-1 , HEAFERE.

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

15 DEFAULT

FER K HARABSERRERENG , UEEFEHE LUK Amazon S3 Hl DynamoDB 2 8 5 R T /ER
B,

Amazon Q RIEE R EITE
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Z3E AWS AP| MBI EHH Amazon Q EEZRME A ERHEN,

logging.basicConfig(level=1ogging.INFO)
session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))

TEST _TABLE_NAME = 'my-test-table' g”str(int(time.time()))

HBABRETHARERFENKRENER, BEENE—Z (MLETX) , Amazon Q 27T —ExE
BITheE , SEEM try/except T A,

SEEMER TEST_BUCKET_NAME, which is a constant declared earlier in the same
file.

s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb’, regiun_name=g§—§§33—1}

23 def create_s3_bucket|

Amazon Q RIEE R EITE
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FAEE A B HIF e A#SE L DynamoDB REVEKE B, 1B Amazon Q AILAGREREERSE,

IR BREERLEREILMN DynamoDB TR , EEEEZMPRERXIFRE.

def create_dynamod

REASMHNTEERSETAEENE®E | E Amazon Q RHHEXE

ﬂlh+

RENERE—EERTRINMERBIARSE,

B A B HIR e A#SEE L DynamoDB REVEKNEE ., 1B Amazon Q AL REREERE,

5
i

E BEROEZENAENKN DynamoDB TERKE , EESHEHHEPIERZ TERER.

Amazon Q RIEE R EITE 46
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ass TestBotoWhisper{unittest.TestCase):
de

Amazon Q ERFEEMEM L T IRHBEEE R,

basics » boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")
response = client.list_tables()
self.assertlnttmy=test=tobte's—respanse['TableNames'])

FTHREETENERE , Amazon Q FIBE— %,

Amazon Q ERFEHEM £ T RHEBRBEETEDEE,

Amazon Q RIEE R EITE
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

K% , RBERASREHRLENHER IDE Wik imETE TR,

Amazon Q RIEE R EITE 48
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])
lef main():

create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

£ AWS MRISIREHERABIEZR

BR TS =% IDE 24\ , Amazon Q B ABETUERHECHRBREN AWS REHELARE
o

LT REHRAIAERESN AWS BRIEHRE Amazon Q RBREXBER.

AWS (RIRIRIE TN EZ
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® Note
MREFEH Amazon Q EALXN —En , BELRFERN R Amazon Q AR AEE XM, &
EEEAT , FIEBNEAREBEVELTREMPER  TEFRBRERENB, MEEZHM
B, 528 %E Amazon Q BB AES,

FE&E

« Amazon Q Fi#& A B E& Amazon SageMaker T/EZE
f£H Amazon Q B3 A & JupyterLab

£/ Amazon Q BiE& A EEE Amazon EMR T/EZE
£/ Amazon Q BiZ§&E AWS Glue THE=

£/ Amazon Q BiE& A& AWS Lambda

£/ Amazon Q Bi#E A& AWS Cloud9

£/ Amazon Q B AEREH AR

Amazon Q Bi# A B8 Amazon SageMaker T/EZE

A E R\ MM EREMBAE Amazon SageMaker TEZEH Amazon Q. BB 2% , Amazon Q A LATE&R
REEAGREHREENGER,

@ Note
Python 2 Amazon Q £ SageMaker TEZE X IFM M —WIREES,

1. §%E Amazon B SageMaker F&R1G4,
£ B ORI SageMaker BIFEY AWS IRFMEVEERFERE.

MEFMER , 52R Amazon SageMaker £ E IR P RIZRE Amazon SageMaker FER {5
o

2. 3 —1{& Amazon SageMaker FH%&,

EE# A Amazon SageMaker T/EZE |, B4 AFE A SageMakerEE AT AWS CLI 5EL Amazon
SageMaker #8315 LR F. BRAEZEL , 528 Amazon A SageMaker FiEmH WIREE
Amazon SageMaker H A,

AWS fRIRIRE FHVEE 50


https://docs.aws.amazon.com/sagemaker/latest/dg/gs-set-up.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-set-up.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html
https://docs.aws.amazon.com/sagemaker/latest/dg/gs-studio-onboard.html

Amazon Q B3 EREER

3. #&E Amazon Q MHEINFF ITHT B E LK SageMaker FIITHAE,

BAUGETHBRARNE IAM BUR., REAZBERM MBBEEZNEAEREEEBHRARTAR
(IAM) SRAEFRE (IAM & 2D,

® Note

codewhispererflE& 28 Amazon Q IR ABEHMNRENERTE. WEFHMEENR ,
228 Amazon Q AR AEEGR-ERHE,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AmazonQDeveloperPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

WMEBFHAER , BFSE AM EAEERETHNEL IAM BEEMFTBAEBER IAM 5251,
4. TE&H SageMaker THEZEBIFHHELA Amazon Q EFIIEE,

R EIEE R 5| FE;,, A% , £ SageMaker Studio AN R iR ( FREGKIR ) B, BITUT

commmands,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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Launcher

Motebsoks and cormpute nesounoes

L} Create notebook ale Gpen image terminal

stilities and files

conda activate studio

pip install amazon-codewhisperer-jupyterlab-ext~=1.0

jupyter server extension enable amazon_codewhisperer_jupyterlab_ext
conda deactivate

restart-jupyter-server

NMETBLSENT —SHFMEN , F2E Amazon SageMaker Bl 5 A E15FE H I A
Amazon SageMaker Studio BEIES .

5. BRI ERLA.

(® Note
£/ Amazon Q WEABZRARAGHRERABHEEFET. eAFTSLREREETEF,

B , BEZEMIFIE SageMaker THEZEHR A Amazon Q ETHRG. (BUREEELRFIE
2o )

MERBRRE | FS2RERAREE,
£ Amazon Q % A & JupyterLab

AERIPMAREMMAN Amazon Q BIgt A8 JupyterLab, BIFIZ# , Amazon Q TILAELEER
XBEHEDRHRIERS.
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ERAEER

® Note
Python & Amazon Q X #FH M —NwEFE S JupyterLab,

Z ¥ JupyterLab

Z#JupyterLabEBMETEM & | EMRESRKR JupyterLab £ |
K,

pip show jupyterlab

BB RAMRA |, WBE T E A —EPrEEE R,

R Jupyter BEREMA >=4.0 WEFETRE

A LAER T 365 A& JupyterLab 4 ZHEMEH Amazon Q xR IhaE.

# JupyterLab 4
pip install amazon-q-developer-jupyterlab-ext

£ Jupyter BEREMRAR >=36 M <4.0 WEFETREHE

B LAMER TGt REI A JupyterLab 3 B9 Amazon Q &3 IhAE.

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=1.0

jupyter server extension enable amazon-g-developer-jupyterlab-ext

FRAERTE AWS B ID
ETHRERFS

EMEESKEEEANEESRER JupyterLab,
ERBEIH Amazon Q HRA , EEFERE Amazon Q.
EEHEOF  EEERABLEE,

E[EYAWS EBRID|HEHL , IREREEESR D,
[-F_*JF]O

1

2
3.
4

MREEHELER D, FUERAEREFREANS R,

CHSEREELESS ID , WA Amazon Q BERA L ID #ITERE,

EWABAET B, RS
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https://pypi.org/project/jupyterlab

Amazon Q BBt A% ER
5. BT —@[BMYEMNAWS EEX IDEE] L, MASE , RREE [T—F.
WHEFEHRERR  FEZAMUPEARSIN  AREE "BE, .

ET—ERFL , BEIBREERG  RRBELNE AWS EEXID

AT —RiEE "7 BLFF Amazon Q FEUERIE #L

© N o

R, BIERME JupyterLab AAE R ER ID & & E| Amazon Q.

ERRARE  FEREARER,

A Untitled3.ipynb ® 7 QDevDemo.ipynb e +
B+ X DO B » m C » Code v # Python 3 (ipykernel) O =
[1: ‘# Create a function to coov S3 bucket v &8 F 8
© Suggestion 1 of 4 from Amazon Q
def copy_s3_bucket(bucket_name, source_file, destination_file):

s3 = boto3.client('s3")

s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)

print("File copied successfully from S3 bucket to S3 bucket")

£ Amazon Q B A B8 Amazon EMR IT/EZE
AERA A E Amazon EMR TEZEEREMEA Amazon Q B AE., BMAZ% , Amazon Q AT TE
FBEBETLEXAEBREHREEEBES.

(® Note
Amazon Q X% Python , ©RILLAR#wES ETL BIZ7E Amazon EMR IT/EZE E X F#,

FEATHREFREZE Amazon EMR T4#EZEE Amazon Q —#2{#EH,

1. E%E Amazon EMR IT{EE %54,
2. BTHEEKINE Amazon EMR TR EE4AHN IAM EAEAE,

(® Note

codewhisperer®lEF2E Amazon Q R ABEHNRBENESRTE. WFFHEENR ,
E2[H Amazon Q R AEBERE-EdRE.
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": [

"codewhisperer:GenerateRecommendations"”

1,
"Resource": "*"

}

3. $TB8 Amazon EMR #%|4&,
4. 1£ Amazon EMR T/EZET , BEIEE ( £iEX ),
5. EBREEENTIEE 6 REBBEPRRES.,

£/ Amazon Q FAEEE AWS Glue THEZE

AERAMMRENBRAREAR AWS Glue Studio Zi2 4K Amazon Q B AE., BAZ
#%  Amazon Q I ELREETL EXBREAHEEERBESE,

(@ Note
Amazon Q X% Python MR , ARRES ETL WATE T4 AWS Glue EE X FHHIME

o

.
[=]

][]

ETHRFES |, B8R E AWS Glue BfFEA Amazon Q.

1. HXEAWS Glue I{’EI%EEZ'KO
2. BTIBEMMELENS D RFHEEEASS Glue UEER

(@ Note

codewhisperer®lEFZE Amazon Q R ABEHNRENERTE. WFFHEENR ,
=28 Amazon Q AR AEERR-EXHE.
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Amazon Q B3 EREER

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations"”

1,

"Resource": "*"

}

B Glue 2 &

£ [ETL T4E] T |, 28 [FRA],

WEREIRE Jupyter TBEA, , BEE,
BMALEER.

HR IAM A8 , FEIRERERHE Amazon Q EENAE
BIEMBELR,

© N o 0o bk~ W

£/ Amazon Q B#Z A B AWS Lambda

AR HEREAM{A A Lambda IR AR ENBA Amazon Q BB AE, BAAZ#% , Amazon Q AT FE
R | £ Lambda B BRESTHERREHENBERE.

@ Note
£ Lambda £ & , Amazon Q EXEFE A Python 1 Node.js 31T BRI B &L,

AWS Identity and Access Management Lambda BJ&F 7]

EEE Amazon Q £ Lambda R AHRMER , BMUEAR IAM FRENACKRA EEN IAM FF
A, BAEFHE codewhisperer:GenerateRecommendations §FAl , JLLTR IAM BUR € 5IFT
R -

o

0N
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https://console.aws.amazon.com/glue
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® Note
codewhispererlE& 28 Amazon Q IR ABEHMNRKENERTE. WFEFHMEENR ,
B Amazon Q IR AEBEGR-FERWE.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonQDeveloperPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

BEEBEFEA IAM BIFEEBRTHUETF IAM 8B, NEFEA IAM BNEFEEA AWS Lambda

ZBAWS Lambda BIZ A £33 AWS Lambdad i & 4 5% 5| B2 F L E 12

5 Lambda BXF Amazon Q B3

FEX Lambda AR IBHRESI[ P A Amazon Q , FERUTFER,

(® Note
EARM Lambda 89 Amazon Q EEXERE (#F i) ZRXE,

1. BARX Lambda =& H Functions (KE) HE , AR BELERENRE,
2. HEREXBREESFH Code source (BRBRIF) 2T , BIEFEEmEESHH Tools (LE),

3

3

3. 1E# Amazon Q R1EEE. E=EIRE Amazon Q R , EBEZ EEHRKIGE R, B2

FR , FBREEZIZER,

MEFRER  FSELHARER,

AWS RIS F RV R
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https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html
https://console.aws.amazon.com/lambda/home#/functions
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£/ Amazon Q B A & AWS Cloud9

AWS Identity and Access Management #FR AWS Cloud9

= E# Amazon Q £ AWS Cloud9 A RMER , BH4EA IAM FAESACKAERN IAM
A, BAAEFE codewhisperer:GenerateRecommendations BF 1] , 2L T IAM BUER €451 Al
R

(® Note

codewhispererfliEF 28 Amazon Q R ASSHNRENESRTE. WEFHHEENR ,
B Amazon Q R ABEmA-EXHE,

Y
r

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AmazonQDeveloperPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

BEEBEMERA IAM BEREERTFAET IAM T8, MEFEH IAM NEEMAER AWS Cloud9 |, 52
RIAWS Cloud9 fEEFA &R AWS Cloud9F ) 5 93 Rl EFENEIE,

£ A BE Amazon Q AWS Cloud9
EE7 AWS Cloud9 =2 AR BRESIFPA Amazon Q , BERUTTE,

1. 7EIRE AWS Cloud9 IREF |, BERBELIBEN AWS E55. ARSREER,
2. EEHRTHHNEAZBAEIET , AR Amazon Q THHFE,
3. EERA Amazon Q.

0% Amazon Q WA7E AWS Cloud9 IDE FE%& AWS Cloud9 ¥ BRERBEENES , FSHER
R,
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https://docs.aws.amazon.com/cloud9/latest/user-guide/security-iam.html
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£/ Amazon Q B A BB HE MR

AWS Identity and Access Management £ fth BR %5 #9 #EBR

ZEZE Amazon Q EHMBRENREPIRHES , BMKEL IAM EAESRA A EEN IAM 51,
IR ABFE codewhisperer:GenerateRecommendations EF Al |, #EAT IAM BUREFIFTIR -

(® Note
codewhisperer®lEz=E Amazon Q R ABEHNERBENERR., NEFHAER A F2
B Amazon Q IR AEBEmA-EXHE,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}
RIEEBXKEMFEA IAM BEREERTHTRT IAM X8, EFEA IAM WEAEN |, 26 1AM £

MRS REE,
i A PROR 82

#€ Amazon Q BVE A HRERE , LA LM EREBRERHNITE RBE , HIWEE Amazon Q SR E
o

EEFLERBEABNRSAFEIIRE (IDE) , LAEF IDE wRERERE

Toolkit for Visual Studio

B{E ERIRIRE

FERE Amazon Q MacOS : Option + C
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

7, BBREHEX,

EFEST VS ERBHHIRERE 528 vS BB EAY Visual Studio BB IRBEE,

Amazon Q B (ERH I
BF ERERER
AWSToolkit.CodeWhisperer.Ge Windows : Alt + C
tSuggestion TEEBHE
EZER Tab
T— @B MacOS : #I1& +,

Edit.NextSuggestion FHH#EBHE RE &K+
LARTAY#ERE MacOS: #IE +,
Edit.PreviousSuggestion ERBHE HE BR+,
ERER ESC. Backspace SiEE#W A , —BF Tt
¥, BBRRMEHEX,
SRESRMHRNRZEEREER,
E £ Visual Studio FEIIREBHE , FFEATE-> BIR-> #8,

AWS Toolkit for Visual Studio Code
BF EBRER
FERE Amazon Q MacOS : Option + C

Windows : Alt + C
ETES Tab
T— @B 64 B8
LARTHYHERS 6] 2 B 98
EBER ESC. Backspace SigEE#W A , —BF T

R g2
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https://visualstudio.microsoft.com/keyboard-shortcuts.pdf
https://code.visualstudio.com/docs/getstarted/keybindings
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® Note

RSB T , VS KBHTHABEZTEMEREZERNRE. WFEFMEEF , F2E VS Code
M E EFERGTAARER TR,

i

AWS Toolkit for JetBrains

1k BB RIR
FERE Amazon Q MacOS : Option + C

Windows : Alt + C

EXESR Tab

T — B 6 5 8758

LR B HE 6 22 87 58

ERER ESC. Backspace ZiEB#W A , —BF Tt

T, EBREHEX,

EE Intelli) PESUREHE | BB M U LAY IntelliJ IDEA S8 R#EE, JetBrains

Amazon SageMaker

EE B RIR G
FEHRE Amazon Q MacOS : Option + C

Windows : Alt+ C

ETES Tab
T— BB 6 T 8788
LABTHY HER 6+ &7 58
EEER ESC

EARER 5


https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
https://www.jetbrains.com/help/idea/mastering-keyboard-shortcuts.html
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ERAEER

JupyterLab

BE
FEFEE Amazon Q

EZES
T —{EHE
LABTRYH#EE
EEES

AWS Glue Studio Notebook

ik
FEFE Amazon Q

EZES
T—{EHE
LABTRYHERE
EEES

Lambda

Bi{E
FHENEAGES

BB
MacOS : Option + C
Windows : Alt + C
Tab

LIS T

6 £ 5§88

ESC

@R
MacOS : Option + C
Windows : Alt + C
Tab

6 T B8R

[ L 8558

ESC

R
MacOS : Option + C

Windows : Alt + C

R g2
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EF ERRIEE

ERES Tab

gk ok ESC. B#&#., PEMAREE , Sdn
A BEEREHEX.

ERETRE|IREE  BEATIER,

1. EEEFRTEIRER  ZREaRBEEUITR T8\, BHEF,
2. & "RIFERE.L BB L | EH "IRBRE
3. ERBEEESHFHS , WA Amazon Q.

Code Test Monitor Configuration Aliases Versions

Code source info Upload from ¥

File Edit Find View
lambda_function

PROJECT SETTINGS Keybindings

USER SETTINGS Change these settings t ow AWS Cloud responds to your keyboard commands.

You manu
¥ KEYBINDINGS: Hint: Double ¢

THEMES
Reset to Default Keybindings:

Amazon CodeWhisperer

AWS Cloud9

BF ERRIRGE

FERRHNEXBES MacOS : Option + C

Windows : Alt + C
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EF ERRIEE
ERES Tab
gk ok ESC. B#&#., PEMAREE , Sdn

A BEEREHEX.

1. EEERERER  ZFERESUTER "EEE) BETF,
2. % "RERE, BRL  ER "RERE

3. ERBEEESHHP , WA Amazon Q.

4. F "TERSET. MR, ERWMTRLREARCKBHENZE,
5. MALERERBNRE,

ERAERGSE

Amazon Q BAHBHFRBERFBE, A , CRAVRETREMUABEHIREN, BXBS
404 AU £ 2 SUR Amazon Q HARBIEF

8

. BRNEHEXNESE

. BEIABRERESE

. RBRHEESENERE
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BENMEFREARS2E

ERSERE , EUMRERLNIEENNEXNRTERSE, LOTUEFRNRE Amazon Q £
MEXBER,

BELYN IDE LEFNARANEFREXNBTSZENT R,
Visual Studio 12\ 15

£ EHB R Amazon Q 2ZEB& AVS Code , iBEFRATHIEF.

1. WBREFEANEEFMAVS Codey Amazon Q ERE.
2. TEAVS Code , ¢ IDE 3B KEBHY T [E HiEIE Amazon Q.

Amazon Q £#5I& % IDE & 89 THiw B .
3. =EEF "RAMEABSEREK.

BB REZEBRENRR. RESINHEMEXTRBZNS R,

T E#E R Amazon Q E#FMERNIFSE AERSIER.
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ERAEER

o0

X

JetBrai

Amazon Q

in-example.py = Release || {} launch.json

1 Select a language, Il Pause Auto-Suggestions C
Start typing to disi 2= gelect Customization 1 new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§? Connect with us on Github

E] View Documentation

{g} Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

®OA21®D1 WO  AWS:IAM Identity Center (amzn) > Amazon Q > Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF Plain Text

ns

£ =7 JetBrains IDE R Amazon Q 2Z B , FEHEATIRER.

BREFEANERFRER JetBrains IDE 1 Amazon Q #FH#H.
£ JetBrains , # IDE R E KAV AR EESEIZFE Amazon Q.

Amazon Q FE#HEEAES £ F R
B2E THREXBSERHE,

EAB2REHZERENRYR. RESFHEAEINRREBNZR,

T E#E R Amazon Q EHFIMEXFSE BERSIER.

&1

EREARS2E
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. my-project v Version control v Current File v

[V ENEIE]

public class Main {
public static void main(String[] args) { System.out.println("Hello world!");

Amazon Q

[0 Pause Auto-Suggestions

&3 Open Code Reference Log
B Select Customization (1 new)
< Learn

[0 Pause Auto-Scans

Run Project Scan

Code Reference Log (3 Open Chat Panel

Your organization controls whether suggestions include code with references. To upd: act your admi
© Send Feedback

©) Connect with Us on GitHub

? View Documentation

3 Open Settings
Sign out

my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

Toolkit for Visual Studio

& Amazon Q 7 Visual Studio W I EHF BRI SSEMNENER K SEZ2HASHBEEEERE
A,

# Create function to create a DynamoDB Table
def |Suggestion (License: MIT) 1/ 1| Tabl to accept | & |

=_table(

eName ' id
FIEEZESNIEE2ENERTSHIESE L&D,
EETHSER% , FEEAWS B , AREN "HBEXNBGSREH, .
BEZSNERTSSTERNBERGHE., WEEQE

- BEREENVE, $BTETEINBPRMLE.
- MHERRE
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- 5| AKRERT
- BEREIANREHE

Output

i

=RNC)

nr
N+

Show output from: |C|:||:IeWhi5perer Reference Log '|

JLodeycloud.py(18,5): Accepted recommendation with license: MIT
[ |

HE Bttps://github.co

EEIT o SRR ST AT
WLt TW PR
[ L) =
1
el s a
(I EL R T O |
|
1.
Pl I B B ETELE ] B L
1
el e
Fol L LEIE TR
|
1.
(LN L EETERY LEF o=
ERTEL - LIE Y I oL

AWS Cloud 9
EE# Amazon Q 82 AWS Ein 9 REEAR  HREBARRBSE,
HEREBANERBRAR , BEATIER,

£ AWS Cloud 9 F#E AWM A LA |, EE AWS Cloud 9 1R5%.
2. RTHNEES , EE "REHRES -

-_—

EEHANAAE, BT TEEE, BET,
3. T [EBHHRE) RCIEBW [BRFZE]) T , BE [EFRINAE] AWS TH [
4. EHNHECHZER Amazon Q : B2 EREXBSENER.

Lambda

Lambda Y Amazon Q A X EERIESE, EEA Amazon Q B2 Lambda BEFERAE , &K
FEEZ2EERNNERNBES.
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SageMaker Studio
#E £ SageMaker TEEH R Amazon Q 2Z Bt , BEATIER,

1. 1£ SageMaker THEZEHOMIKES , 7B Amazon Q HEHRo
2. EE "RREABSERE,

JupyterLab
ZEH R Amazon Q 2ZE B E A JupyterLab , dEEA THRER,

1. 1 JupyterLab BEOJKER , 3TF Amazon Q HEHR.
2. EE "REREXBSERH,

AWS Glue Studio Notebook
ZEE AWS Glue THEEZEAFETR Amazon Q 2E 85 , FEATIER.

1. 1£ AWS Glue THEEZERABEONKEES , 15 Amazon Q ER.
2. BE "HARERBSERH%,

BRMBEREANGESE

HERZHIDE # , RMEBBERTREEIAERITRMRE, REFEEMN IDE EFNMAEMARRMEARS
RS ER,

Visual Studio 2R 15
BB E R Amazon Q BVS Code |, IkFEREHARBSE,
EFERHBANRNBERBEMR , BEATHIER,

R IZAE A R R FTMRAVS Codely Amazon Q R,
2. TEHVS Code , ¢ IDE R B EKZH T EHiEE Amazon Q.

—

Amazon Q E#FIEE IDE R E 1 THi% B L.
3. BE "BARGRE.L . RREXRSIERMEEBIR , YWHERE Amazon Q HEIRYEIE,
4. ENHECHZER "THETREEABZENARENBES . S 28055,

EREARS2E
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ERAEER

JetBrains
E 1558 Amazon Q E2 JetBrains IDE #EFERK  ERESRAERIBSE,
EERHEARRBERBER , BEATHIER,

R IZE AN R REFMAR JetBrains IDE A Amazon Q $&E#,
2. fErhJetBrains , #¢ IDE R E KPR EESEIZFE Amazon Q.

—

Amazon Q F# 5 7EARES| £ F B,
3. B#IE "HRGERE. . FREREFEEIFR , WHERE Amazon Q fHEIRYIRIE,
ENRECHEZER T2S2ZHERBES2E ) ZNZEEHR,

B

AWS Cloud 9
E184% Amazon Q B2 AWS Eix O BEFERAE  ANRERARSB2E,
EFEREBERARNERBHMR , BFEATIERF.

£ AWS Cloud 9 E#2AME LA , #E AWS Cloud 9 5%,
2. ®THNEER , BF REFFEL -

—

ERHANAAQ , ST TERE, BEF,
3. T [EFRE] RoIEBW [BERRE]) T , BE [EFHINEE] AWS T [
4. ZEHNHEGHZER Amazon Q : @B BRENER.

Lambda

Lambda 8 Amazon Q A X ERERIBESE, EEA Amazon Q B2 Lambda EEFEHE |

FREEZEZEHNNENRER,
SageMaker Studio

B 184 Amazon Q B2 SageMaker Studio #EE AR , AREBARIBESZE,
EEHHBEARBERERR , BEATIER.

1. & SageMaker Studio & AW TEEFRIBERE
2. RRETHUXES  EESERERES.
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Amazon Q Bz EREEmR
3. 7 Amazon Q THIEEF , ERMREUEHER "HASEXBSENER S 2N R,

JupyterLab

EISFE B FE A Amazon Q B JupyterLab , IKTERSRARRNIBESE,

EERHERARBRERER , BEATIER.

1. %48 JupyterLab BEimEE "5RE. -

2. RB|ETHUXEF  BESKRERES.

3. 7 Amazon Q THIEEF , ERMREUEHER "BASEXBSENER. 2N,
AWS Glue Studio Notebook

1. 1% AWS Glue TEZEZEEARE AWK EE Amazon Qo
2. TEREHNREBEA | YR [E2EHRE) SHEHEE.

(® Note
FERES| BEREER AWS Glue Studio EER AN ISFERBEARER.

BEREESA2ENENR

HEXEL IDE F , EUEETHWEESERNSEZER,
BIELH IDE LEEERUEESSHERENI R,
Visual Studio 2=\

MREREERREES  LKUNEERL TR EAAB AR ENER. NREEEM , A
8 Y (8 B B B¢ A B S UKEIB IDE BIEEMMA ., ELERABASKENBENIUHRRE L&
AIERAVAE  ERMREELRERREFRD , AITE/REMMER.
EERECXERBERHSASEENNER  BEATIER.

1. £ Amazon Q HEEAEFEAH | BERTE.
2. 1 Amazon Q FHEABIIRFFHMERERY | BERE,
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ERAEER

3. #[REFMER EEMN EMRRE] E%F , BUHEN [28BXAB2ENES]
4. EBEREFEE.

JetBrains

NREREGERREES , KUNEFRHISREAABMCENR S ENES, WREEEMY , &
BHNERREASKELER DE REEHMA. ELHBASKEAZENIUHRE L —HH

SMIIE  ERMBEBHESERZEZEEL , AIFEHEEMAMRE,
EEELEBREEELESESEERNER  BEATIER.
£ Amazon Q BB ABETEAF | BIERTE.

£ Amazon Q BIZE A BRFFHMAERERD | BIEHFE.

i [(MmEFEER BEHN (ERRE]) EBT  BUREN (28R R2ENER].

A

Toolkit for Visual Studio
EEELEEBREEELEES2EZEERNER  BEATIER.
1. BOULUEATIIMEFX 2 —BEBREXBSERE .

a. EZEEEIZEMN Amazon Q BIR , RREIERE. .
b. HIEITE->TEAWS &-> Amazon Q
2. BEBERAELSETISEE  SBRBEFES True = False,

AWS Cloud 9
AWS Cloud 9 1y Amazon Q FX B EEFEREETEXERREHSENERIBTER.

FEERERFEEAEBREERL  F2RUYBRERNBSE,
Lambda

Lambda 8 Amazon Q A X ERERIBESE, EE4 Amazon Q B2 Lambda EEFEHE |

FAEEZEZENNENRTER,
SageMaker Studio

Amazon Q A% EFE Studio FEFRE TS L EERSEMNTRE SageMaker NIFEZ.

EREARS2E
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JupyterLab

Amazon Q T EFE JupyterLabHBIFERHEEF L EEBRSENERBER.
AWS Glue Studio Notebook

Amazon Q AX 7 AWS Glue Studio AP BRIFZFRHEEESZEERNEABES,

BEAEEEH

Amazon Q AIBMEFREMER TEBENKR, AERBEELUMERNARGHESREEX BRI E
&, FmR T IR,

&

« A Amazon Q B AESTHKETERE

- £/ Amazon Q B ASHETLINEELE

- £/ Amazon Q B ABSHIER

« fEA Amazon Q ABASTHAXIEFRE , JSDc M Javadoc
- f£/A Amazon Q B A SHUS line-by-line &

£ Amazon Q AR A EERETENS
EERBRWAETERER , Amazon Q SRIBEB SN2 aiN@E A RHER,

C++

JavaScript

ELEHIH | Amazon Q BRI ASRBHN —1TERLE.
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TypeScript

HUEHIP , ERERATEER , A% Amazon Q SRMHEFEHHIER,

index.ts X

import-{-S3Client -} from- "@aws-sdk/client-s3";

const =-new-:53Client({});

X

C#

L EAFIT , Amazon Q ERBEFRHETER.

s
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Shell

ETEPF , Amazon Q REEBEMMTERETENBNER,

Java
ELRBRWAETERNEBE  Amazon Q SRIBEBE G M@ A RHER,
ETFHW Java &l | FREERENEBFEAT public F&H,

BRIB@WA , Amazon Q ERATENENREELER.

Go Run Tools Window Support Prawiew . Run
example.java e (+

public class Main {

}

Python

FELEFIH , Amazon Q ERFEMBASHWERERERETENR,
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ffEA Amazon Q BB AEETEIEEESE

Amazon Q A BMRBIERBNERELERERE. ERTHIRAIFIR Amazon Q SEFE —Eh8E
Bo MREESZER , Amazon Q EEERFENETREN T —EHD , WRHER, BEEEER
Z B ABEANEERERIEIT , Amazon Q L ERBENEAER,

C
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C++

JavaScript

ET5gE6S  ERESRB-AEWELETENRE , ARBETHRE.

= index.js x Environment Var Preferences
[E*
* AWS Lambda handler
E 3
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
i
| X

1
2
3
4
5
6
7
8
9
/]

[

ETEH , FAERE 7T Amazon S3 BERERNWKEER., AR , Amazon Q B=
Zread_from_s3FEMTEER,

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode "utf-8"J)
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® Note

BER , WHIEMNEFIFTR , Amazon Q Eimport RIARNMAHEZRN —Bo5. KEM
ERMELY import IR FEIBERRMAE,

TEBETRS —EE€HH , FAECRERERSR, A%, Amazon Q BERKquicksort FENTEE
HEo

def quicksort(a):

if len{a) == 1:
return a
else:
pivot = a[@]
less = [1 for i in a[l:] if 1 <= pivot]
greater = [i for i in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

Amazon Q ERHEBREZRBBENEXBHR. ETEYS , LRAHHPNERAECSEZ LHH
quicksort BREE., FER , FAEHYE R sort FERBE TS —ERHESE. A%, Amazon
Q ERBERLBANATEREF.

def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[@]
less = [1 for 1 1n a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] if 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return guicksort{a)

ETES , fRERBE TaE#. A% , Amazon Q ERIRLFFEBREES.
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# Binary search function

def binary_search(arr, 1, r, x):

ETES , LR&EFHPNERAECESEBNREES, A% , Amazon Q IJLLE
#Ebinary_searchEREBM TR EE,

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:
mid =1+ {r - 1) // 2
if arr[mid] = x:
return mid
elif arr[mid] < x:
=mid + 1
else:
r=mid - 1

Java
T3EEZE Amazon Q AIEE Y HEHNEEBREPRHEZNIEECWEH,
1. ERHIEFIF , EHEBMAGZHE. Amazon Q BZ—BEREEE,

ERAEEZIZERE , Amazon Q BERHB TR,
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Go PRun Tools Window Support

—
()

example.java ®

public class Main {

2. ETEF , FAEEES Amazon Q WEZE R , AEREFBI@M AR, E YT
F , Amazon Q ERIBIBRELES,

Run Tools Window Support

example_java
public class Main {

public static int add(int a, int b) {

s
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C#

FET5IEHIH , Amazon Q BERFEATEINEE,

TypeScript

ETHEHIF , Amazon Q ERBERAENXHFEELERE

@param- {string}-fileName
opar {string} - bucketName

X

Python

Amazon Q AILARIBERBRENTIRESCBRERE ., ELRTHITMEF , Amazon Q B — BRI
B MREEZEZR , Amazon Q EEIEHZET RN T — @2 , WIRHEE, BERE
BEEBAENANTERERNEIT , Amazon Q L E2RBENBAER,

HETHIEHIF , Amazon Q EELE TR IIEEME RV ETAFH.
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T3EERE Amazon Q IR BN R EREFRHEESZNHEE LN,
1. ETEHNERT , AFEAT — @R, HEBXBURFT®RTH , 2 Amazon Q HER,
demo ' src © main  java ' com ; example | demo N ETTY
HelloResource.java

cCom.examp le.demo

2. ETEY , £AEEES Amazon Q BREBHR, EZEBEDHLERXEN AmazonQ B
RANEEREL T —EHMES.
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ERAEER

Id

demo ' src 0 main ¢ java ¢ com o example | demo Main © L a

HelloResource.java

com.example.demo

Insert Code

3. ETE® , EAEEES Amazon Q WEE 2wl , AERBERTRAGER, ETIT

F , Amazon Q ERRIBEIBRAREETES.

1
demo ' src ¢ main ¢ java ¢ com  example | demo Main - gub add

HelloResource,java

com.example.demo

Insert Code

FEULEHIT , Amazon Q BREMEAEWM AR LR REMATEIDR.

XM
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ffEA Amazon Q BB A ETR[ESR

ERBBTKAARTH if/for/while/try BXIBER,

C
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C++

Java

HEUTEHSFR , FAERALFREXNER, BHWEXRREA Amazon Q KEE,

Go Hun Tools Window Support Praview . Run

example.java L

public class Main {

C#

ETEYF , Amazon Q BEEEA —ETRILTHEEN 5%,
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TypeScript

ETEH , Amazon Q BE&EFEH —ETRILINREM 173,

=]

import-{-S3Client -} from- "@aws-sdk/client-s3";

Y

=.new-53Client({});

t -uploadFile.=-async

AWS Toolkit for JetBrains

ETEYP, AFWMATIFREANESR, BHMIEX , System.out.println("negative"); =2
B Amazon Q &R,
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| demo - HelloResource iayva
demo | src © main  java ¢ com ;. example ' demo Main

HelloResource,java

COom.examp le.demo

Insert Code

Python

HELEFIF , Amazon Q ERBERFTER —ERENBER,

£ Amazon Q B ABZERXEFAFE , JSDc # Javadoc

Amazon Q TG BB ERRNBERELER TR X,
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ERAEER

C++

Javascript

FELLE IR , Amazon Q ERBEEEEIEA JSDc 28,

import-{PutObjectCommand, -S3Client}  from- "@aws-sdk/client-s3";

const-client-=-new-S3Client({});

X

const -putObject-=-async: (bucketName, -key, - body) -= - {

const-params: = {

Bucket: bucketName,
Key: - key,
Body: - body,
b
return-client.send(new- PutObjectCommand(params)):

C#

EWEHIF |, Amazon Q ERBREAEEHIEA JSDc 2,

XM
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Java

AT & HIELB Oracle #8u5 ERY &,

ETEF , AFBAT —EXEFHSR, Amazon Q RE T —ERBRTRXIEFRHE,
demo ' src ¢ main ¢ java © com  example | demo Main Add Configuration...
HelloResource.java

com.example.demo

Insert Code

LA 61BN B Oracle #8115 EHY 41,

ET AW Java &6l | FEHAEE AT Docstring. Amazon Q E& — AR EREE EFZFE,

B 89


https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html
https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q BF 3 EREER
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image

= & WD~ oW R W R

1
1

Python

EEHIH | Amazon Q EIRIBEABERERE XM FE,

BB
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£ Amazon Q % A BEUE line-by-line Ei&

BIBENERARM , Amazon Q A EEE —AREPELEEARHER. T8 , Amazon Q AT LL
12 line-by-line B,

Go and GolLand

FELEHIH , Amazon Q T line-by-line Ei&-

THERZS—1E line-by-line BEMNHIF , BEXFAETAE,

C++ and CLion

FELEHIH , Amazon Q #E T line-by-line Ei&.
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Name,

ient::ClientConfiguration &clientConfig) {

L

Python

ETEYF , EFEREVGRER , EHMMEERFALZME Amazon CloudWatch Logs B4, 7
HIERT , Amazon Q REEEHE—BAEZHPEZAFPIRVBERE , M TEMT.

# Publish a message to a CloudWatch Logs Group

client = boto3.client( " logs')

T8 , REAEREBEERE line-by-line & , Amazon Q L ERBERBEREANABTERENLS

1To

# Publish a message to a CloudWatch Logs Group
client = boto3.client('logs')
response = client.put_log_events(

logGroupName="YPCFlowLogs® ,

® Note
LA L& BIF |, VPCFlowLogs AIREFT R EFEMER{E,. Amazon Q RHEEZRR , BB HR
EEEFmEEMEH.

Amazon Q R A LUERBERNFELR , 0T BFTR.
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# Publish a message to a CloudWatch Logs Group
client = botod.client{"'logs')
response = client.put_log_events(
logGroupName="VPCFlowLogs ',
logStreamName="VPCFlowlLogs ',
logEvents=
{
"timestamp ' : int{round{time.time() * 108)),
'message”’ : json.dumps(event)

)

Ko recommendations

HELEHIF , Amazon Q ERHEERE , —RREH-1TER

FHiRFE S MRA& Amazon Q Developer Agent for code transformation

Amazon Q Developer Agent for code transformation ] A FH#& ST B R BB EE S MR AN, AT LATE PSR R
8 , JetBrains 1 P B HE R Bl T 4 [EVisual Studio Code,

Amazon Q BEEURRFESHRARERERG  WRIFIHEFEREXIBMENEM. Amazon Q 5K
EHREXBR  SuURBIIESBSAMBIRE (IDE) PHWEE, MEFMENR , 528 Amazon Q
Developer Agent for code transformation BiE4E5 R o

B Hl , Amazon Q AILL#§ Java 8 1 Java 11 REEF KA Java 17 KRB,
FE

« B 1: BRi%E

- SR 2 BLEERWIEE

BiRENENRS 93
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- FB 3 BHRENEXR

« Amazon Q Developer Agent for code transformation #ViE4E S =

- SR HEREREIRE Amazon Q Developer Agent for code transformation

FSER 1 B

EHE R BREELECTERE IDE F5%E Amazon Q F IS ER,

FREEXNRERTECA , BRERNS T I REMT

- WHEEREINEH LM Java 8 H Java 11 {81E HMaven,

- BHYIEH7E IDE Maven R II#E, Amazon Q Developer Agent for code transformation i
Maven 2.8 , BEPIEZRFEA Maven 3.9.5 EFA,

- BHEBIR DK A ATA |, X HRRABHRAE, flw , mREZEH Java 8 BRI , BHEH
JDK Z# = JDK 8,

- BHIEBTE 55 D ERFERNFEABE,

- BNERRTELER , WIEE 7 EMMN JDK kA&, MEFHER  F2R TR 2 RELWIER,

- ENERTEFEFRRARBE LNER , SEERALEE (VPC) AR BREE. il , MREW
ERUSERIERPERENETNE , MBREE RN,

- BNERTEE Java ERFEATE Java LUAFESHAEHER, w0, REMEBERRT Java iR
RS2 5\ A B i B AE T A RN 1T B U JavaScript ARG , BIE#LG K BK,

o BWERFFEMpom. xmIERBRMERAEER, Flw , MREHpom. xmlXHE
E<version>[1.0.0,)</version> , FILEMME KK, MEFMENR , 752 E Apache Maven
BRI R A S E R

o IBEV AR LT LB F] Amazon S3 f#1FETEE | F Amazon Q AREBRENERT. MEFHHAE
#, E2EAFEERNEABRFE Amazon S3 R1FETE,

SR 2 BERWIER
EFENTER K FHYEEEHW IDE FHATHERA,
EFEEEZR JetBrains

EEEFHEEZRJetBrains , FBE [BEREB] RETIEEERMW JDK A&, MEFMEN  F2H
IntelliJ IDEAX 2 EMavenBEEFH JDK I A |, WEREREEFEF JDK RAEMIE R
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https://github.com/eirslett/frontend-maven-plugin
https://maven.apache.org/enforcer/enforcer-rules/versionRanges.html
https://www.jetbrains.com/help/idea/maven-support.html#change_jdk

Amazon Q B3 EREER

EHEEESRE VS Code

BEEHEEZERVS Code , FNERLEAITSTHIEAE .

« ZHpom.xmlRBERKRPRESR
« H.javaREHEPHESR

3
#

WMREHIE EH B E EMavenE 25 W H1TXH ( mvnwmvnw . cmdiB R macOSE forWindows )
REMVREBNER &%, Amazon Q BEATER , MAFEHMMavenE &,

MREFEAMavenBEESR , FFREMaven, WEFMENR , F2 B Apache MavenX #Apache
MavenH I Z 5,

Zg%Maven , BERMEEHPATHEE R, MFHMEER , F2BERNTH Maven FMEIEK
FYPATH ? ##9 Java runtime 2H W fEIE[E JDK M= JRE, BEERBENEERTER , B3
Tmvn -v, B HEBETREHMavenkiRAMIEM JDOK BRW runtimeB &,

SR 3 BRENERT

FEHACHENR A , £ BEZREN&EFERIAE IDE REERRE. UTREERE
TRBERAN AP GitHub I B : https://github.com/dhasani23/QCT-sample-appo

A2 IDERE , AT HAUMBREEFIER , REHY IDE TR TIIZER, MREEMBTRIEZN
SENENEE  BRUMERECHERNRBERT.. NRERAY , XRREN IDE REFEHE, B
fRAREEE  FMRALR 2 LELNIER MBELE,

(® Note

MRENERZEREER S5 7 , AEEREEMMARN 1GB , BRHE KM, MFHR
BEERBNEZENTImAINFEES  F2RBEZEH.
MREEBIRFRIAR < AEER IDE , AIEMRE XY , BLAEHMBED.

FEAMREABERSEANESHRAE , 58H¥ IDE TR THIZ R,
JetBrains

1. BFRBEEAKLIERIetBrains, BRECIHE IDE FRIBEER,
2. 1E#E Amazon Q 5 , A% /transformiTiT BIRY Amazon Q Bl X E AR P& A .

HER 3 HRIENRERE 95


https://maven.apache.org/install.html
https://github.com/dhasani23/QCT-sample-app

Amazon Q Bz EREEmR
3. TEmANEREN) BEHAE R TRXBEFERELEAMMNER |, AREE [EiR),
4. Amazon Q BIRER, BULE TEHif, FHEAER LRREE,

5, BEMERER K SUNEENERCIBEARNERNR. SEREAHMENR  FBE [BiREF
MER RIBER , AREE RAZE], EHEREN (EACHER]| REF , BIE—EERIEA
BERARHEEXNBNAREXNRHEERR,

6. HEER Amazon Q MM E K FEERBAZEUFARERBGHEARE. REMBERN
M, RRERE THRE, URERENEE,

7. RERBEABAMAANFRENURBREBNRELSR , FE (ERFAHEN R BB LE
2 RAREIREE)

Visual Studio e\ 15

1. FARBREZEAMNERRIAEREVS Code, BFHEEHEDE IDE FRIEEERE,
i1 Amazon Q &5 , A& /transformiT3TBIRY Amazon Q I X E R P& A .
¢ IDE i E S EEZEARNER,

R Amazon Q HA B FHBNBHRA , SR FEZEFENBMRAE. BERBRARAIR
N, RBEEEHEOPRE "EiR, DUEE,

5. WMREHBRTR , B8 A JDK BIAVA_HOMERRR, MEFHMENR , B2 RERELHVS CodeE

E

6. Amazon Q BMRER, FRALE EFRPIE) R|EB LREEE.,

7. BfRE , REEHH TRENEE £, FEEENERZBEARNERS
B [THRENEE], BEE—EAXHUTRERRBMARRKBHE=REE,

8. BHEEX Amazon Q FHMEE , FaliE "IREBNEE, B8 K RREE "#2, .,

9. FENBEABAMAANEZRRESRNFREN | FE (BRPE) LRE RENEWED
5] BREATIRIREE , RREE [BTIERFE]

> w0 b

3
i

Amazon Q Developer Agent for code transformation BYiZE4EJT =

& EEREMTENE | Amazon Q Developer Agent for code transformation & & £ #Ei5tE] | ARAK
HEXRPEABES A, BEREXBZR , CERMEAFEZINEREZE  HETESEFE2REE
B, UTEEHRHEEE Amazon Q I TERNE SFHFEMER.

BEREABILE Y EiRGE
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EEMAERENT , Amazon Q EEA MRV ER  WELTERHKRENR. ERAKRUENBERR
WEEKm. EEZRmLEANR 1GB, Amazon Q F BEEBIRENEXT,

EEXEERmZ®E , Amazon Q BELXENEERETEERNR , WEIERE , WEHHEEAR
MERFERETHF. ERFEBHRT Amazon Q ERAETHNIRERE | SEMAVAKRMRE,
TEEABEE  URCHABRABNERER, SLBERUEABNILSERAER K MATES
FEREHEEE,

BiRENENE

ATBHRENERT , Amazon Q EERRBEREPRBNEERARENERR. ETETERX
B, eEERABTFEMBRELETRAENEARE  AREBEEMERIRIER.

FHRREABE , Amazon Q EEHETTHEE

- BAMEXNENREARAE Java 17 HENRE, EBREEFES , FZ=M
B , Junit , Jakartace , EF , REEH log4j BY |4t fI S #TEY A A EERR A,

« RIB Java 17 EREXH BN AEN

EEERFEWEIEE

BT E |, Amazon Q ERHEEREE K HPISMUBENFMAES  SREKERNRE B
EEERREEH R, KO TURREERFHE , U7 # Amazon Q EEEARRAFEERAT
KBRS

BB EECRERETRENEEE Amazon Q BRAARERNRAHMNBECHANEERE | UKk
FiastEh R EENEMHEBEE,

BEESHRBEES R SUUEEREEREPHE Amazon Q 2HNEE, Amazon Q ZENTARER
BEEFNTEFELEITNERER  BEFRESEFA L, ERENEXBRSUEERTRE 24
NERER,

SR EtHEAZ B RE Amazon Q Developer Agent for code transformation
T % & 3R 7T 175 Bh 42 58 B HE i Amazon Q Developer Agent for code transformation.

£

- BftEE Amazon Q £ FERHNER?

o« BMAEERMMaventn S KRB ?
o R Maven HNINEIFRBPATH ?
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Amazon Q BBt A% ER
- RTERNERE S5 pERRR?

« RITEREZTHERBNENS?

« MAFEEXBERECHE?

« WAHREIRNERTEID?

A1 Amazon Q X FERHNER?

WMRENEREZELE , TRERAATIEP —EREMM,. FSEEEE Amazon Q FHIRY SR
HENEE,

&

- BOERFE

- £ IDE FRERERE

- AAFFFEL Amazon S3

HOBERBE

ATHEHBERE , Amazon Q RELERRm , HHSERRERB. ERERENEZERF. Bk
ITHENERAIREZEARDLRA 2GB, MRBKFEERRKBEADMMIBNER , ZXERLERHK
M RERERE/IWER, SUUEEABERTHETRAERRARERNAD, NEESER , B
SN ERENIBERTE?

* IDE FEERERE

ATEBEWERTT , Amazon Q B ENERK m L ERIREHEEN Amazon S3 REFEFE., LERE
FH—%59 3w RERA SSL = TLS BEE Amazon S3 BE/&H IDE 2N EH. NRELEANER

ERMR:R , AMRERMRIREMAN SSL 3 TLS BELEXZEEE , B8l Amazon Q #EZ LBENE
E

MREWKEIER Proxy SBEHBENERFALE , BUEEFEER IDE MEXRRBEAGTELNERIE
FrE M Proxy BRI,

(® Note
MRIEM BB Proxy RIRESHPHABERS , LA BEFNHEBEEANWEE, WRES
R TINEFRFZESFENEDE , BEEHEREEESLUBERAER IDE B Amazon S3 &
Ho MEFHMENR , 2B LFFFE Amazon S3,
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RERE JetBrains
& 14 JetBrains IDE Java TR EIRIE (JRE) SR EAGBERIEMRMRSI[AAFEAR SSL & TLS BF , &
B SSL 5 TLS BREEA JRE HficacertsER, FcacertsX#HR—EXH , EF3EARE

SERE (FMHTTPS #I SSL ) WEEEREE , ©R JIREZLREN—Br. ZEEARRE , BT
BT AR,

(® Note
BEMEREEE R cacertsBRZAMBEHER , AAEMERBUTREFLZSERBRLERE,

1. RZE JRE HcacertstERMIKRE, JetBrainsIDE FEKIHI A EP JRE cacerts EREBEHURAESE
RIEMNEFEAR JetBrains IDE iRA,

UTR—MERERM P cacertsERBENEH, BEENERZRFUETEH,

(@ Note

<JetBrains Installation Folder>{EM R ZHEKJetBrainsEmHI B &%, WLEHEFE
EETEBETEEN,

Zjbr X #H &R RE JetBrains IDE 47T —#2H) JRE , iE=2&t¥ IDE FHE S EHIW
JRE B4 EMRAS, JetBrains

Windows

ZHEEHE L JetBrains IDE fcacertsiERERAE :
<JetBrains Installation Folder>\jbr\bin\cacerts

fBlgn | WNREIE Windows LR T JetBrains IDE BWFERRE , BEARER :
C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

£ macOS %% m JetBrains IDE fcacertstEREKBEA :
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/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Flan | SREE macOS LR#E T JetBrains IDE WTERRIVE |, B ARER :

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

ZH1E Linux £RY JetBrains IDE ficacertsiEREE S -

/opt/jetbrains/jbr/lib/security/cacerts
2. RELBFEEEAZcacertsERNBE. BEERBEER . .cer.crt, HFE.derfEH, MRER
THREFENEMETE  FHAENRAREES,
3. BBEEAcacertsERFFE, BHUMEM Java keytool B HHITIIRIE,

a. FRSBTRRFERL, REBATIGT

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. ¥M<alias> , BALUAEEEANBENEETE  UERRSE, LBRAEH.

c. ¥M<certificate_file> , EEEEBAZBRNRE, EEZR . .cer. .crtHRITER/HE
B .derEREE,

d. #M<path_to_cacerts>, EELES R 1 PETFHNcacertsMBETFTER RN, E
EEREEABENESR,

fBlan | MMREEEmy_certificate.cerfE B EBHEA Windows HBFEFT JRE
Wcacerts&£#MAEFEFIntelli IDEA , X B EABRIEER Bmyalias , AlIETHRER -

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\IntelliJ IDEA 2022.3.2\jbr\bin\cacerts"

4. EEABED , RESRTEWASBERR, cacertsERATFENTERER AR, changeit
5. BT TR, REEEREGEERRE. FERIBEREZIGEALTHEA |, F#Ayes.
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6. BRT JRE 24 , BAREBEENKFZENRNME IDE &5, MEFHMET , F2 B JetBrains X HF
A RES B,

R E BT Visual Studio Code

(@ Note
T 5 & A EE A Visual Studio CodemacOSEE &t HEfR £ £ HY R [l BR 23 R A,

% Visual Studio Code EF%E A{E1F Proxy fAIAREFATFEAK SSL =% TLS B , FREELESHRE TR
B EREEERE

= a IS VRN s

MRIGERE , LA RERBHREANEETNMNEImacOSIRELEH, WHERBEMARLREAE
BREF , F2H (REEFREAFM) 8 "FH Mac FRVREEFE. HBEMARER.

%% Mac CA \RARBERE

Mac CA VSCode #EE o 5F Amazon Q SRR INEIER Mac LR RLESFRNESE,

BERRBERIAE

1. 7EVS CodelEZ MWAEE Hmac-ca-vscodeFEE | REBIEE [RH].
2. E#REE VS Code,

EXRREMRAIRERERE VS Code
a8 BT ROIERTE , LAFEVS CodeE&HY Proxy B IEFEERTE o

EPRHERELEVS Code,

EEE5P , WA proxyo

£ THTTP: REMRAREE . WP , HEEHNKERRSE URL,
BUHEIEE "HTTP : REB#H SSLu o

£ "Http: /X3 Supporty THRFNEEH | #EF "HEU -

ERREE S5 P8 Ahttp.experimental .systemCertificatesV2, BE HTTP > BEH :
RIRBE V2,

o a0k~ wDhd =

HEDH o


https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode

Amazon Q B3 EREER

A FFEEL Amazon S3

FEREE 288N ERXBAmazon Q Developer Agent for code transformation L2 RIEHEEHY

Amazon S3 fFETE ., MRS AR RFREE Amazon S3 HZEUERR , Amazon Q A& E%
FEENEZR,

AR Amazon Q AT HESHNER | BFRELNRE[RSERN R T4 (F1mnErhE LR
#= (DLP) B3R , SREAAFFFE Amazon S3, B HJgEiEFEE A EH Amazon Q LEERA Amazon
S3 MEATRE., WHEAMEN , 52/ Amazon Q ERNER AR,

MREEEBAMER  DLP BRI E MM T A e SERULE , WHERKREARFFYIH Amazon
S3 REATRERPRIERIN LB, MRBRBETFAAFILREFIRE  AUEEEERB/INER | UE
Amazon Q AT LA EEE,

A ERHMavenin S kB ?

LT BB A& £ JetBrainsH Visual Studio Code IDE & RfiMavenfBRERRE, MREMHATIEL
B , BMAEEIMavenis:l , R REHNIBEE TJREEERE, FHERRKEEPNEARBRERN
FREE K RERBRERERER,

FE P B Mavenil &€ JetBrains

R JetBrains BMavenin S REIEM A Y , HERGCHSERE [(#1T] ReIFEB L, FEAREET
MEARBREE, UTREAEFEEFRN —LHE

- BARZHMavenERERBBREABM, BE [RE], ARERMN (BE. 317, BB ER. BRE[BET
B EE , A& EMMaven, £ Maven B ERE TN REH | BEHRL,

- HfRJavalB THIRIE (JRE ) EEFERALHIEE JDK, BE [RE], RARER [BE. #17. HE]
Ef. BFMavenit#E "HlE, . £ JRE TRRIEERFP , EE "EHESR DKL o

- BfRMavenBBH., BIRE K AREERHE. EEMavendiEZBEMaventdiF. MMREEF
TR &8 |, SBHBEFETREAMaven,

E T fIMaven#B & Visual Studio Code

REHVS Codel AMaventn TRIEMA Y , MBS HERCHENNZEEENRSIFERPRM. £
ROSRAE P B RARR &

AEESERE NI EH—EEE :

I]I‘H
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- BPIBEEEEBRXHRFMavenTE —EZE
« Amazon Q Maven X#FHRAZ A AH PATH

WEEZEA , F2RENAHR Maven FARINEIFHAYPATH ?

A& Maven A INE|FKAYPATH ?

EERVS CodeTrFEAMavenZEHANEN THBERE , BMHEBEZEMavent A EFIEEPATHE:
2,

EmERLSEEEMaven®z g | Bmvn -vELIFTIRIER T I IE T Visual Studio Code, &HE
Ze &I IEMNMaven iR AR & H .

IR EFE Visual Studio CodefR iR EB L , EFERERRRED , ELKTIZGS , BIFE
MavenZEi&PATH.

E R MMMavenZI B HIPATH |, SEiR BT EMH R TIRE,
macOS
ZEfEMavenZE macOSPATH , BT H B,

1. REEBHMavenZE B gL ENE R ®RMaven , WA BB EFEEZER K,

2. HERBEFBWREIITFRK shell WHEBER, HRKHM macOS A |, BERAZRzsh , BFR
B & LA~/ . zshrco

R TIETHEEAEERNEL, BEREM2_HOMEREESR 1 PRFNEKRE !

export M2_HOME="your Maven installation directory"
export PATH = "${M2_HOME}/bin:${PATH}"

BEESEEnwn S EMERTFHER,
3. FARAPTEBRERFKREE QIR HPTA Visual Studio CodeEHl,
4. EEFTEMaven2RBSARMEIEHPATH , FHITH —EFNRERKRFELETUTHS ;

mvn -v

BEZEEDEHMaven iR A& H .
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5. FHEMaven#iH% , EFHEE Visual Studio Code, BRI EEETHRAEIGTEM, T —EF

#9Visual Studio Codef&im BT T HH :
mvn -v

W EEDER 4 hE AR, R Visual Studio CodefH R~ [E , FFER U T RELERE

NREREGIER :

- BEIRHIPATHE £ Visual Studio Code, IDE {BRE AIREIEEPATH S ©EIEH FEFPATHE:
EfE, MBREEETIIEE , SHEHRKPATH.

. MELHFEERFE Visual Studio Code, MRFREAUNWEMITE zsh , FHEHEEM shell
EE%EMEEEiEgio

Windows

ZEFHBMavenZ K WindowsPATH , BTSSR -

1.
2.

EEEHMavenZ 8 B R L2 EMNE R KMaven , TR BHEFEIXER K,
B TIRIEEE, A5
a. BIERWindowsiHLABBIES75,

b. #AEdit environment variables for your accountiIEIETE.,

£ TRIESH, SED , BK "B, 88, NRLERERCEY , FEE "RE.. BN
To MRLIZFEE Path B8 , FiRE g Hn—1E.

EHERN TRERREH. AED , EWTRAREMNEE  SUEE "B, EEREE
Bo

DEESR 1 PRENEEIARAMavenif BHE |, SUKREHMESIIED ., ERENEE
MANbinBERE , T HFEAHIFT R :

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

BE THRE, UREREEE  ARE "RESL AETBEREE "HE. .
FRHHNRTRAIFTAEMIT TGS

mvn -v
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BEZEEIEHNMaven iRAH & L,

AAERNEIIE 55 pERKAN?

MRENEABER TR 55 pERAN , KNEARERERE T RREERBRS. BRTRE
R E RS A 55 28,

MRENAEEZBREFE S5 7ENERKE  FHEEERNRERBRERENR. WRENAH
HEEELEAEARERNERER  FREEXESATHREFNAREFARINERRKHNT
. EREARKEBETHAERAAG. tFEREARKREAFMAREELIELZ S IDE RIFHMAB
MEESNER.

ATERELZTHERENENG?

i

MREEERTREBELETRERNS , TERRATIHED —EBEMMN, F2REEH Amazon Q
EIMERMAHENEE,

£

- BOERBE

« 24 NER T HEBRFTIT

- ¥ IDE HERENRERE

« #B& JetBrains Proxy sREFMNERAZF T

MOERBE

BT E , Amazon Q BEA —ARHAR , AT ESREABREABNERE , UREBBREFE , HH
DEFMHBENHEES. GHAMHSEAR 1GBHELD , IDE FTETHE.

MR HRBEBRE , FEELTEARNEAGRERFE, EREREINER  LUBRELEHR
KB HBRE, MREABMAEE , FHE AWS Support. Z1FE AWS Support E2 Amazon Q Bi#&HY
HBEIE |, FF2BEH Amazon Q BIE A BHIX AWS Support,

24 NEATHBES

BABOABRAEEERTHEN 24 MFAFEH. WRERTHECDER 24 /M , FENMBER
UEEARNERR.
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£ IDE HEERERE

ESWRREHEEN Amazon S3 f#E1ZErEAmazon Q Developer Agent for code transformation T # 7 £k

WEXB. THEFNW 2P REM SSL 5 TLS BEIE Amazon S3 E28H IDE 2 EEIEH. W

RIEFERANWERREMRERSS , AIRERRESFERADN SSL = TLS BRMLEZHEME , 58 Amazon Q #
|E FEENER,

EETHENS , BUESER IDE REAGSERIBHLEFNEM Proxy FRE. WMEEH Proxy @RES
RENFHEN , F2HE IDE PEREERERE,

B IR JetBrains Proxy R EFRWWERF T

MRE 2T JetBrains IDE HERE Proxy FRE , BIE TEHAMNEXNBRITESEEI THIHER !

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

AgE MR IDE REREWN "#8RE,, FRPEEEATH (*) 5N, FIEAM Java SDK
Amazon Q Developer Agent for code transformation X Bt FHNERFETER,

EETHEEN , 331K [& Proxy AR MUTPBREMEAFT , AREHE IDE, MREFEEE
EFEREIB Proxy I  BEAREEXMIIEEAFT L. EEFEH JetBrains IDE PR ERREFEX
E , fF2 B JetBrainsXHHH HTTP RE RS

WA FEE S ISR A0 8% 2

25 B 5 JetBrains

mEAFEEJetBrainsic SN HBEER , F2RX4HFH = IDE id#kJetBrainsizE,

ESHH in ¥ HAFE&IEJetBrains , 5Amazon Q Developer Agent for code transformationfE IDE
nﬂﬁiqﬂﬁ 2 T35 &

software.aws.toolkits.jetbrains.services.codemodernizer

EARERCHESUNENFRRE. AELENRKEMavenBRERE [F117T] REIEFER L | BERLH
THE AR BEREN TS,

55 B 5% Visual Studio Code

£ EZ 2% H Amazon Q Developer Agent for code transformation in 2 #5288 VS Code , BAX T
SISER
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https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files

Amazon Q B3 EREER
1. BELFEENFRHN [BR] , REBBIE B RBER].
2. Amazon Q: View LogsTEHEBEHNGTHEIRFTES,

3. i EEE IDE 1Rk, BEEE S5 CodeTransformation , FEACMD + FEControl +
Fo

PHERBEHRICHEBIVS CodeB A, CodeTransformation: A T RVS Codeét¥iMaventE &4H
M SEE T AL ML IR EE B

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found

MR B FENERT/E ID?
HEI&E T4E ID JetBrains

EEE BRI Job IDJetBrains , BB E [WMRFIE] ey [MRFEEH) ROER  R%BIE (B
RIAERAE (K3E)] BR.

K ZE|4E /9 T 4E ID Visual Studio Code

HETE VS Code HEHKEH Job ID , FFBE [BHRHE] , RRIEE [BRITERE (KE) BR.

{F B2 88 Amazon Q Developer Agent for software
development
Amazon Q Developer Agent for software development A 5B &£ B S XA IRE (IDE) PHAZRERT

DEERBEERNERND. RPLERBHIIE , Amazon Q EEABNERNABTREEEFETEN
PERfRYFE NI R B L INEE. Amazon Q AIHBIERE AWS ERFACHERAEN,

EALARE —ELHMHNER , 3E IDE PEERENER, ELERBERTETRER , Amazon Q
EERATFEREETHAAERMARNRRBABETELEEENR,

HERBER , FRBFNIRENER , ARE/dev A Amazon Q BIRER. HEHRZFEFERNE
B, A AEH P E Amazon Q B8 , UELBFEFEIMMENTERR.

eyl
- EFABHERINBE /dev
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- REEH

. EHITHE

BER

St HEHE#E B8 Amazon Q Developer Agent for software development

fEFBAZXThEE /dev

21 IDE PRABINE , BTRATIER,

1.
2

% IDE & , HREEETHEDENFTERIRFERITEE.

iZE Amazon Q IE7cTheE , AR BEFRBIIXEMNR. /deviEFTFMN Amazon Q I XERFE A
BHA A E 2 R EZR ATI8ERA/dev,

MORBERR. BALCERBENDEEENEEFRNBE, SRURMEROEENE , S0
BEZFMEH. Amazon Q EEAENRANMERFHEXNBTRFEEFTE,

LT RIEALLER Amazon Q BEENERIESET&H) -

Create a new REST API endpoint /api/authenticate to handle user
authentication. This endpoint should accept POST requests with user
credentials and return a JWT token upon successful authentication.
Additionally, update the user management system to integrate with the
new authentication endpoint and enforce authentication for relevant API
endpoints.

Amazon Q EEEEETE , LF/ATHRIEFTHRNES METHEXBER.

BB Amazon Q FTEEMNEFFTE. NREBZLEFRWIENTARE , FRABRARAETRE
ZEMER , IEBLEEERN B R,

MREHEFFERIRE , FRE [ELERERT]. Amazon Q EEAMERS , LREE(FTE
RHEEREN. EVRFELTENRFRE,

Amazon Q RENIRELREANRR  SRUCSERBENERFE., ZEERIRATSLE
MEREE,

EREZUFIFTHER  FEE &2, . REEHERMUNEE  FEEF THE8.
MREHREBHERTRE , IUEPRERPRABETUSENABTHRE. Amazon Q R

BENERAREBEENEAR. EEENEXNRTSENTERE , HEE "#2, UEHRITFEF
HYRE .

EARINEE /dev 108
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9. HEHER—EHXRFEEPER Amazon Q FEHEMINEE  FERNRM A RLERELSR, &
Z BT EE M E T 8T8 AEMRTEIR R BB

REEK
£ E % 9 A A Amazon Q Developer Agent for software development , 558 1& ¥R EME -

- RESRBETHNDRIEAREENFERY , 2BRENBEERTERNMES. Wit—
¥, Amazon Q MEERV BN FNERFENEAREE, WFHM , F2H @6 T4,

- BHNRFFE-REFHEB 5 BER, EXR Amazon Q ETEANEE |, TR ENREEN
mENEEY, MRENERZRGTSHZSERNEE  FERHR/ DR ANEER.

35 T4k

LT REFUERIATHI AR 2 TEEH | LR aRIRHEATE IR, Amazon Q Developer
Agent for software development

- EFTEIEARMEAY CSS K REAERE LERERXBNAEE, REERLEREF , BRIEHE
MEREERE | WHEREME LK LB AR IRER.

- Fix AFREXHEA LE  BBEH CSS KA BREARFNHRER. EINRAETERER
YHME , MRRESERR L ESRERETYR.

- ERARTERLE . BERERREARERRRESHARYE. SEMNEBIBAED. EZREEN
B , YERAARENBRNKHERE , EEFH.

- BERBBERNGARE  BEFRIBRBR[HEARBRNIBMBERES | MR ZHERE
B, SHHEMREAR  AEAEETNEENHERAS.

- FREMREPHNEFERE  HEYBERRAERFENXEPNEMRERR, B URL SikH , bk
RPTA S S E E ERN R,

« RECREEIAUMREESIARE  RECEAEXEREE LGN , LUBLEEIARK
B, BRIEEMSEHELSMERMN , LEBEERITRRE,

- ¥R AP| IR BEAVEREAGCER | SHHIEAER AP IR B EERCSRORIBTRIRFRIZE , RCSKAARARY EERREEAN
BH, fINERSENMERER | UEMIENRE A,

« APl IBEEF M MEBXEMIRE AP B XM URRBENBERHERR. AER API
R A BRAREFENERENTEMY,

- ERERETHURSNE  sMANKREILEREER , URSHRLBDERHEE. #AXHRS
BNEH, KELRS, TEBRANERTEBRIKRK,
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[

&Amazon Q Developer Agent for software development#E T 5Bl 48 :

- BEEXKEITETE — Amazon Q Developer Agent for software development T &34 £ B8 BT 35
(BREVHRETE) BANETHEIHE,

- SETENERNBESXE — Amazon Q Developer Agent for software development T LA 545 E B
BTHEEEREINS (AFRVHEXREL) EEEXBHNXE,

- BERABERAD —BABERFAER KA KD LR , Amazon Q Developer Agent for software
developmentAIfE AR A REEMENE.

Amazon Q Developer Agent for software development Bt X8

BiR [iTE:C]

BEAEBHNEREE 10

SEEHHRBER 3

RIFEB KN 200 MB KB
50 MB B

5t HEAR SR8 Amazon Q Developer Agent for software development
T %3 A 1] 173 Bh 48 52 8 BE## Amazon Q Developer Agent for software development.

B AV EE ID ?

IRAIREE EAREEE ID F e EVS R RBIEM X Amazon Q Developer Agent for software
development, BRFELFHIERFALE , X ID FERERE Amazon Q HFAEH, IREBRZEEFIE ,
EEATYLSERTE IDE &K ID

Visual Studio Code

1. FRSGTEERR , RARHIT TGS :

Amazon Q: View Logs.
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2. EHFEAEEVS Codeflimh R, EETH=FE

Amazon Q Developer Agent for software development Conversation ID:

RAKBBBEINEET R, BRSHHCEETEER ID HHFEAYE,

JetBrains

1. 7£ IDE JEim , i##E "fRA, , REREE "7 Finder FETREAL o
RIZH JetBrains IDE FIEERFAEME |, M IWBERNFENRERE IR E., WMEFMER ,
XHHH S IDE 528intelliJ IDEARE,

2. FHERESTIERR., #1F idea.log ARG #HE,

3. BETHFEH.:

s
W%
&

Amazon Q Developer Agent for software development Conversation ID:

RABPBEIEER2E. BIARHBLELTE ID WHEEHRHE,

£ Amazon Q FHEEZHNRIE

Amazon Q A AFHENERNTE , KEZeRINEXBTRERE  UXEEAEX TR ERZE
HPHRE, BUUMBREEABENFEHE,. s7MARERITHEETNRAEESR , A auto 7
# UEERRREABRTEERR,

E Amazon Q ERABHBRRBENZ2 RIS ERER K SEL —FEQSHERANRRER |
WIRHERBNIEER . FERRBESFEABBE , TR ERENEXRBESR.

FHRAEZeRARERSE  ELRAIEBBZF AWS Amazon.com T2 HEBBRTF, BEXR
SHRACEFRELHEERR  FHSEDBSHNERR | URRENEXBTS XS H up-to-date
5908

*H
. BHEn
- B

- FHREHE

RIEEHRE 111



https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
https://docs.aws.amazon.com/codeguru/detector-library
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- SHBBR

mHEEE

Amazon Q SEBXRREEEFHTEABZ2MNERNBRE S . UTREHFRHE Amazon Q HRIZIH
ZeNmEBEER,

RIFL 2R

Amazon Q ZRFEEARERNLZ LA (SAST). MERUMERREINREZER (1aC) HE , FAERX
BHNZEBRERNFE. WF Amazon Q ARFHEAB 2 ERNHFNTRERE  F2REANEE
AR,

« SAST ##fi — BRIFRBEXABPIN L LT Amazon Q AIEEIZTELZ£RBE , flMEFRR
", SQL AmAMBRUIE S,

- MEEH —PLERBERPRERBIEBEE. Amazon Q ERECHEIBNXXFE , UEK
EARGZR. EREERFENEREABSHTER, ZRRAHE SR ARZREHAZTNEEE
A, URNEAREE.

- laC B — FEEREBERNZ 2 MRE, Amazon Q TJLUEEHNER SR EMATRENTE (1aC) 2
ANBERRETHEE , UEAREHER., aRNZ2BE,

RiEmERE

Amazon Q IEAIRXNBHIHREMITHELEE  UBEKRENEABESTSRENUENREE
o Amazon Q BEE4AHEXEREREMENAERER , SRETREAMEE, #S2T KA AWS &

LEK.
[

Amazon Q Z£RBESHF T IR
« MAKRA/DN —IDEERIKREANFTMEERNA/)D  SRBHIBEERE, BB JAR EEZNEEE

£

o RI®IEAR/N —Amazon Q EGEMEE=ZFERAEMNT I ENERZRBENREREZB XD,

TRHRH auto RN TEERFHATEZNESE,

wHRER 112


https://docs.aws.amazon.com/codeguru/detector-library
https://docs.aws.amazon.com/codeguru/detector-library
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i EEEEE HREH

BABEAD LR 200 KB 500 MB

R RBA /N LR 200 KB 50 MB
FHAmE

Amazon Q AL EHEZEREARE A HERBEARRKABRHENAR.
ES ]

- FHEAEHKE

- BRESHER

REATHRE

® Note

LTS BRRBRIEEE IDE &L E Amazon Q /MBER |, WHBETRE Amazon Q BB ASEH X
hRo
Amazon Q WERBH REZLMFEH Amazon Q W B BIF#EThEE,

Amazon Q EEBRHZLEDRBNER , " BEEEXBPFEIBZRRER  FUEERBER.
EREA Amazon Q i , IKFAREMABBRE.

HEEERE
EEE auto B , BERATTER,

1. 1% IDE RBEEPNIEF EHPBIZEXF Amazon Q, £ VS KiEh | W EHBAMBLEIEE, &
JetBrains IDE # |, lh[EIEEAAMREET,

12 Amazon Q X &% , Amazon Q E#51#4%7E IDE B O TESRITHE,

ETE , £ Visual Studio BX B+ , FABENEHKIEEXF Amazon Q , B RTH AR
B, FAETURFIRE TEEEERE,

HBEHE 113
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Fry nbrs code sammpien

TIP: Intwiabie Pty with ogllall + ¢

£ T EH Intellid (a JetBrains IDE) # , FAEZFENEKIFHLF Amazon Q , BT TR RE
B, EAETURPRE TEERRFEHE. .
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2. =i "EFEDREHAL

RHRENER
BT AR —EH B A —IRFHE R AR EN T2k E,
EEZFHITHRE  FTRATESR,

1. ITHEET IDE HiFEMNIEE P KX,

2. % IDE REEXNEFEEHTBZENXF Amazon Q. £ VS R+ , WEEBAESFIEE, &
JetBrains IDE # |, it EiHBEAMRES,

122 Amazon Q XA # , Amazon Q £S5 IDE B O TESRITRA.

ETFE , 7£ Visual Studio KR , AFEENAR Amazon Q EREMNES , BR"—EATHE
O, AEWLftEEETIEB R,

RmFHE 115
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Fry nbrs code sammpien

TIP: Intwiabie Pty with ogllall + ¢

£ T EH Intellid (a JetBrains IDE) # , FAEZFENEKIFHLF Amazon Q , BT TR RE
B, EAETURPREHTERER.
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3. BEE "HTERFEHEL . Amazon Q BBHFHENER,

4. RWEZTHRE , BEMN Amazon Q RIRBESHETE "HEL RIERP, GRLLREFEBIHERIE
B, EFEnERAZBHIERERABHERBER.

5. BFEEEEEMEENERNRL  UREERZRRFEENFEEN, NFSUBRBENEA ,
AS2RSIEA,

S EEIR

Amazon Q EABRREEK K EHMASINEIERENERR. RRAECSSABEReMIARERE
REFHER , IR MAERENTE LR,

BELAE (B R EBTREGNINBRREFERFE, EFEENEAZERISHIEREER
BeERBREEENRRER, " EEFUSRRARETNELARE A FRHHEEZENERNE
XE L.

HEHEAF , SR EERTUFRRE[E

- BBEE — BRESHHRELERRET, EZ [BE] UptERENENBAUFREZRER,

Q¥ — Amazon Q ERFIEERBI E B MMS ELEE, EEHAESR , BIE "HE, £
23318 B AR IS EE S Amazon Q Bl X E R,
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— S THERREE — WRRBERAESTUANMEESH. EALEFAUIRNENTRAER
.

IDE # Amazon Q BHEZE A BT EMEE
NEREZNES IE

Amazon Q XEZBEARTESNARENRER., WERSABERNERENEEEURNEI
BN KRPNNEE,

Ilj

RIBIBEBENEEMS , XHFBRZHREFS =

« Java

* Python

» JavaScript
» TypeScript
« C#

+ Go

« PHP

* Rust

+ Kotlin

« SQL

e C++

« C

T
][]
fim

ERABRSXIFNERIEBEIRE (1aC)

« JSON (AWS CloudFormation)
* YAML ()AWS CloudFormation
« HCL (#:77)

« CDK ( T## , Python)

Amazon Q EXRFRBER :
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* Ruby
. AR

* Scala

EABERNESE

Amazon Q Developer Agent for code transformationz ##${X i Java 8 = Java 11 Ak F Java
17,

ZEMRENESIE
Amazon Q Z£REZIETHIES R :

- Java 17 REBRRA

- JavaScript-ZE FENRIFE 2021 R E R

« Python-Python 3.11 REBhRA , 7 Python 3 &3l

- CH#-FIERA (EZEMEA NET6.0 RESHERA )

« TypeScript-Fi & iR A&

- MER-AIER27M32

- HIfERIE

« C-C11 RERRA

o C++-C++ 17 RERIRAK

« PHP 8.2 RE R4

- ERRBEAENEE (1aC)
* AWS CloudFormation-2010-09-09
- W -1.6.2 RERRAE
« AWS CDK- TypeScript 1 Python

R
=]

ol
][]

BEMEERNBTHARTIIES NRENFHE

.« Java 17 RERRAK
- JavaScript-E FEI T 2021 RERRZA
« Python-Python 3.11 RE B , 7 Python 3 &%l
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« C#-FIBIRA ( BBEM NET6.0 RESRAE )
« TypeScript-Fi & x4
- ERRBEENXE (1aC) ES
« AWS CloudFormation-2010-09-09
- W -1.6.2 RERRAE
« AWS CDK- TypeScript #1 Python

ZEMRE 120
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ESH EERA Amazon Q IR A S

RERAWMMER Amazon Q B ABXREA IDE RN TR B E BRITH CLI
f&git. npm. docker#l, awsBIAEIA , Amazon Q MEEAFEHEN TS, BEMGIE,

£ |

« AW T{T%Z% Amazon Q

+ 7£ CLI FE& Amazon Q Bl X

- E4% CLIEH

« Amazon Q Ea H 1T LA

- EEARFESBFEK bash

- HEHSIEE Amazon Q BB AE

- BEECHTABREFTIEE Amazon Q BHBAS

AT {TRE Amazon Q
TR e 45 Amazon Q | BERU TS,

1. T & Amazon Q 17 (EHEAM macOS )
2. FRKRFEESRMHEENELR URL , £ Builder ID 5 IAM & 2 FOHTERE.
3. BIERZEBERS , WIRF macOS EERFEUER,

R& 121


https://desktop-release.codewhisperer.us-east-1.amazonaws.com/latest/Amazon%20Q.dmg
https://docs.aws.amazon.com/general/latest/gr/aws_builder_id.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon Q B3

ERAEER

# Getting started Automated checks

T Help&support @ Shell integrations

Features

Enable accessibility x

?; CLI Completions

=
=‘E Chat
Still having issues?
=
.+ [ranslate
1. Run g doctor toautomatically debug
B- Inline
2. Run g issue to create an auto-populated issue
Settings You can also check out the following:
@ Keybindings User manual =

& Integrations

%t Preferences

Lo

TENGTSIIRE
ARESHIM Amazon Q EE T HIBIERS -

« EERHK macOS

B : J&HE , zsh , fish

iR {7 E 2R Iterm2, macOS #& s, &, BAR, g1, WezTerm
IDE : VS RS , B5 ik ( BERBERIN )

BREEHTHR
T# Amazon Q ARG HFIZ# , CAURBEERBES  OTFHR

codesign -v /Applications/Amazon\ Q.app

MRREEE , AEARFNABESRERN , YEEBERURZEREL,

RHERAEFSEENESHMARGE  FET

CLI : 500 Z{ESZEIBH CLI , flm git , AWS , docker , NPM , #0#5

XENRE
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codesign -dv --verbose=4 /Applications/Amazon\ Q.app

WMEH— 7 H macOS RIBRFTTERER | 582 E Apple BHEAEREU L (BRIBEEIERE) .

AT HIERZETE Amazon Q

EEMBRLEANG DI Amazon Q , FEHRUTH B,

1. PR IRERE.
2. BATHAT@S

g uninstall

1£ CLI FE& Amazon Q B X

Amazon QCLI E— B S5RmE , 7ZEEE Amazon Q #1THE), /8 Amazon Q CLI , A LAE#R
IHIRIEF S EBAES Y. RHBABENZEWRE Amazon Q BWEFE,

ETXES

Amazon Q CLI WE R —EE AN REREARSARFABRREPNERET. EBER L TXIESHAF
BT AR Amazon Q REMEERE |, fli0 git EEMRE, RAERERREHN shell tn 5 E LK.
EEBRRESEE A REHCREFARFNER  CHEARHEMABEEABERANDE.

£ AZH

Amazon Q CLI ZE TR RIEEHE .

- @git : LLEMFATEEERR git FREREBNER , SEENI X , EENRI BN ERARIE
PR -

- @env : EBFEAIEEHR , BAIUA Amazon Q RERERERESY | EHNEMAMRRENE
RIFEFA,

 @history : @history &8 RF Al R EE Amazon Q 2 ZHRIEM shell i TELFEH , BERATHE
C B B EL R IS EfEE A BRIR

fEBRZ 123
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R&

ZERKBMER Amazon Q CLI, BB T AL BT

1.

2
3.
4

o

BBER X4 FRENZEE RLE Amazon Q CLI
TR RN SRR
#}1T q chat aF & LARKENER Q KYHIRE,

HE , ERAPISEM LT UEHF (FlI0 @it , @env , @history ) , ARERRHEHEMET
Mo

MALNEIRMARS , REIE Enter &,
Amazon Q EZEBEMREANABRREBENE A | A H i H M HEE,
BB R A SR R R B R E R

B4 CLI TR

EAILAEA Amazon Q B A B4 IDE KA TERFTIEEZHEH @AM CLigit , i
m, npm, dockerf, awsBIBE A , Amazon Q BEEHIBFEHBN FoS, BEMSIE,

2]
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[ BON | CodeWhisperer & 381

RFIEE

Amazon Q $HEHHIRHKNBRBETETE "REER,  MATERTHLREN THERR, £
TURREB T R E BRI RATRE. BRE—LRTHRE

© REE. FBrab@BEEWR TEABANAREN, THEE CLI TRBBESMHL shell
R T TEABRAEEREA SBBERR IDE

¢ EM. RAEERME RBRRERY.

- EMEANBHT. RESPRARBRERERTCLHRA—ERRTH. RALRETES

Amazon Q FHEZ

« BETHEER, BMALLRETEG CLI ASFHNZHK , MITMEERFHT. BEEMEIH
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[ X ] CodeWhisperer

#  Getting started

= CLI Completions

i Help & support ©—» |DE-style autocomplete for 500+ CLls. Learn more

el

Features

S Popular
= CLI Completions

O Automatically insert space for subcommands/foptions that take arguments
=

Autocomplete will insert a space after you select a suggestion that contains a mandatory

= Translation argument

>

e.g. selectin it clone
B GhostText (e9 98 )

i Theme
Settings
. X 5
Keybindings system
D Integrations
General
& Preferences Allow Instant Execute After Space

Immediately execute commands after pressing [space].

Always suggest the current token
Always add the current entered token as a suggestion at the top of the list

Dangerous

"dangerous" rather than having to hit [enter] twice.
(e.g. rm -rf)

Disable CLls
A comma separated list of CLI tools that CodeWhisperer should not autocomplete on.

If true, users will be able to immediately run suggestions that completion specs have marked as

iEIB SSH RGeS LA CLI BEIREMR

EREAREERE Amazon Q i, EE# 500 ZfE CLI TEMN BB AR B ARREFNRE

Rimtd, ZBRAA SSH BS |, BB CLI BB TR hAEHEE AR £ FEG

Kb macOS S

HERMA SSH BE |, BT T o B REAARY SSH BS -

$ g integrations install ssh

#i SSH
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EREE

REMEMFTR
- BYUARABBEN "HEBE, THENENS, MRENEXRMLIEREN unzip BT , FERYHE

HES.

« Amazon Q CLI fEFBE) 2.34 SLEFMA, REBBERT , EBEE 2021 FURBANWAZHETE
Linux 1ThR 9,

« FEM#F Amazon Q CLI £ 64 L RAK R FTHRAH Fedora , Ubuntu 1 Amazon Linux 2023,
- HA AWS TH#HEBEE=FHEEE A BLEMAEEZTRBEDIERHHRALN Q CLI,

Z 4 Amazon Q CLI
1. FATIHHP-BAXTHLZERER :

Linux x86-64

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-x86_64-1linux.zip" -o "q.zip"

Linux & (R#k 64)

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-aarch64-linux.zip" -o "q.zip"

2. (W) BEA TR zip ERAOTEM

MRGELRSBHIRIZFH TH Amazon Q CLI ZEEREN zip, BIFTUERUTSBER
GnuPG TERERFEZHA,

Amazon Q CLI ZKBRAEH zip BREREM PCP HEEURRHREENAEEN ., MREREEM
BEYEYR , KBREFAY , BETEZRBETRE,

a. EREHNRHTEERTHIELRE gpg hH. NFE GnuPG WEHMEF , F2H GnuPG
5o

b. FEBVIRESRER,

<

s

BAXFER , REBLTIIXF,

#EiB SSH 127
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C.

d.

mDMEZig6@RYJKwYBBAHaRw8BAQdAy/+GO5U5/E0A72W1cD4WkYn5SInri8pc4Z6D
BKNNGOm@JEFtYXpvbiBRIENMSSBUZWFtIDxxLWNsaUBhbWF6b24uY29tPoiZBBMW
CgBBFiEEmVYEF+gnQskUPgPsUNx6jcIMVmcFAMYoOtECGWMFCQPCZWAFCwkIBwWIC
IgIGFQoJCAsCBBYCAwWECHgcCF4AACgkQUNX6jcIMVmef5QD/QWWEGG/cOnbDnp68
SIXuFkwiNwlH2rPw9ZRIQMNnfASQA/OV6ZsGB4k0Oy1Bfc7CNfzRFGtovdBBgHQAGP
zQ/PNscGuDgEZig6@RIKKwYBBAGXVQEFAQEHQC4qleONMBCq3+wIwbZSr@vbuRba
D1xr4wUPn4Avn4AnAwEIB4h+BBgWCgAmFiEEmVYEF+gnQskUPgPsUNX6jcIMVmcF
AmYoOtECGwwFCQPCZwAACgkQUNX6jcIMVmchMgEA613RveCMOYHAGQaSFMkguoAo
vK6FgOkDawgPONPIP20A/jIA04gsAntuQgMOsPunEdDeji2t+AhV02+DQIsXZpoB
=f8yY

FEATHHSEA Amazon Q CLI AB<£88 |, WIAEBE I public-key-file-name BI A B £ R
BEREBER,

$ gpg --import public-key-file-name

gpg: directory '/home/username/.gnupg' created

gpg: keybox '/home/username/.gnupg/pubring.kbx' created

gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

gpg: key 50DC7A8DC24C5667: public key "Amazon Q CLI Team <g-cli@amazon.com>"
imported

gpg: Total number processed: 1

gpg: imported: 1

AETHNEHTEH Amazon QCLI H#EBER, THELNEBETHEYN zip EXEEGHE
EHREHNERE  BERIERA sig. ETHHNA T , RS CREIETBESIEA—EBRA
q.zip.sig B3,

Linux x86-64

MEHFHRAK Amazon Q CLI , FEATIHSER :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/q-x86_64-1linux.zip.sig" -o
"q.zip.sig"

HRIFEREH Amazon Q CLI , FEEARAFIHRER SRETRA, ELLEHFIH | R4 1.1.0 B
BERAEER /1.1.0/9-E08F-x86_64.zip.sig , EELLTES :

#EiB SSH
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g curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-x86_64-1linux.zip.sig" -o
"q.zip.sig"

Linux & (R# 64)

WMERIFRAR Amazon Q CLI , BEA TG SER :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/g-aarch64-1inux.zip.sig" -
o "q.zip.sig"

HRFEREH Amazon Q CLI , FFEFAMRAREER &IRA, EEBHFH , RE 1.1.0
HIBR A 2 /1.1.0/q-#7F2-aarch64.zip.sig EHUTH S :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o
"q.zip.sig"

RS EMRAH Amazon Q CLI , FFEARAFEBERRAEHIRE. EE@GFF , RE& 1.1.0
B BE B A 2 /1.1.0/q-#3F2-aarch64.zip.sig EHATH T :

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o
"q.zip.sig"

e. BMIFER , BTHM sig M zip XK EBHEASBEELR gpg 7T,

$ gpg --verify q.zip.sig q.zip

BHEFEEROTIIRE.

gpg: Signature made Wed 24 Apr 2024 12:08:49 AM UTC

gpg: using EDDSA key 9AF60417E82742C9143EQ3EC50DC7A8DC24C566
gpg: Good signature from "Amazon Q CLI Team <g-clieamazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 9AF6 0417 E827 42C9 143E @3EC 50DC 7A8D C24C 5667

#EiB SSH
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® Note

BHPNESRENN  YTRTABE, ERRALHEA PGP £if (MRAH
75) B Amazon Q (AR & T 5 PGP £i8) <BRBERRE. MFFMER , F2H
TMEEREEL o

3. BMEBHEREREN. MREN Linux BITHRZARNENERES T , SEASXNBBES S, TH
MRl THREBREE  YEENBESTAR—ERA B

$ unzip q.zip

4. FITRERENR, RHRECTEEFHBHEN q BEBPEAR S install WER, BBRERT , BEX
H-&# L 2 — /.local /bin,

$ ./q/install.sh

5. RE sshilBEER. EEHTIIRE |, BXBFEsshd_configAH
#AcceptEnvHlAllowStreamLocalForwardings&E, & EfmiEsshd_configE i :

$ sudo -e /etc/ssh/sshd_config
#m# sshd_config & , FAAUTRBRNEIE EXHHRE :

AcceptEnv Q_SET_PARENT
AllowStreamLocalForwarding yes

IR SRS BEZRERENRE sshd BF , WREFEA systemd , BATBAET -

$ sudo systemctl restart sshd

6. EETRESRE 6 BHLAPEER SSH HITERBNER , RAREMER. —BRERM , RN
BEBETEEE Q

$ g login

EERERAFHMBZKBE , FHT

#iB SSH 130
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$ g doctor

& HIBR &

—EEHARHZR , 2R Amazon Q KREAFIKREEIR SSH ERFERMIRFER , Bl SSH EER
DIENEHEREAS . Bl -

connect to /var/folders/tg/ulvx4xfmvgav@oxfasdzfknaxiwmbsbr/T/cwrun/remote.sock port -2
failed: Connection refused

EEBERLRAS  BAER SSH TERERIEFMELRE , NEFHBE Amazon Q £E A Fif.

Amazon Q Efm 1T LR
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£/ Amazon Q A B

ZERBMFER Amazon Q CLI :

1. &% Amazon Q CLlI,
2. BHBFMKRIRESR G SIRRIFE T,

3. EZRHBWA Amazon Q B, SRESENNEBANENNGTRERR. AEEZESR
BAR, ZEBEEEASEHN shell .

3
%

HBEAFRIBMTHEREO RSN BRT TGS
g inline disable

WP REFEMNK IR TIEMRE I BERBRINESETMRENRHRIRE P RISBAMRE,
Amazon Q R #z Rl

BEl , RBEE macOS LK zsh AR BBZEHEBESH Linux EF ZERHER,

ABITHRE D HE—ERITHARBERER , 83 zsh-autoBiH, MREB DL HE zsh-autoBEINEE | &
MHEEFERE , FRREGSHHRARERER Amazon Q.

B ARESEEK bash

#Zq translatem T AEEFEEARESES , Hln "B B HPHAMERERERE Amazon
S3. . A% , Amazon Q BHERA BN AEITH shell KEFH R, 7EIEEH bash BBER B =i E
REBERT , &q translatemTHFEEH., SHSERERiItR., FASKERANFHgrep , R
FRBMEER. tar

EERAER , BT TIIEP -]

* g translate prompt

* # prompt

|
2]
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@ ® CodeWhisperer & X1

ERETEA#RFA Amazon Q , FFEFERE-> Translate WA FBEER SR,
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[ ] CodeWhisparer

& Getting started

&3 Translation

0 Halp & support }— Translate natural language-to-bash. Just run (e |1 Learn more
Featunes

Settings
= CLI Complations

(j Hashtag Substitution

Commaents in the shell will be substituted with the "cw ai ' command.

=% Translation
B GhosiTex
Sattings

2 Keybindings

L Integrations

o Preferences

¥ o y{ESE Amazon Q R AE
MREEMEA Amazon Q IR AEGTYIEERBE |, 38#1Tq doctor,
q doctor#BAIXBEEREE, KZHERT , EFFTEMEMAHMESE.

RN EHER

$ g doctor
# Everything looks good!

Amazon Q still not working? Run q issue to let us know!

BRés 134
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MRENWHE LR ETE , FRRETERAEE, IRCNABEEETH , FEITq issueld
HEER

BIEE SN TRRIEHIEE Amazon Q B AE
A BTSSRI 5 E B0 5 A i B

ERA[KEREE CLI TEN oS, BENMZHNESAEBELR. 558 Amazon Q R AERE
RELEBHRRELRR,

EERERARK/VIRMLEESHRK , FSE https://ffig.io/docs,
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SHE=E

Amazon Q BETTHEEERTAENRE | AEESHFIEE,

(® Note
Bal , RE Amazon Q WARERBEZRS XEBHE].

Amazon Q Developer A[iEIB BT TIEE , UFEERASERNE, EEREERMANLEREXBERD
F R BB,

Amazon Q BFIJR—#tE , A& Amazon Q REBEZNANERNBEALRMER. EUEESS
BRABEMNERRR , Amazon Q EEALN AT RS , SURREBREABNERE,
&

« Amazon Q BiTHY SERIFM

. BN BEET

- MBREH BT

- IMENSRELCENBE]

o GCEREAEEHHEAE

« BRAEH Amazon Q BFT

« EFEH Amazon Q BET

- BERENEETEELEN Amazon Q HEJIEE

« £/ Amazon Q BEFJ

Amazon Q BRTH BRI
Amazon Q BETTHEEERTEEME , TJeegEE,

Amazon Q BETEI £ Amazon Q AR AEEX£MNWER - | WEAHEIhEE,

ER%MR 136



Amazon Q B3 EREER

ZE/FEH Amazon Q BT , B4 AR ER/TER Amazon Q B A EFEXREREREFXE Amazon Q
FEAE, ESEZEMAFERAENEEREHERFE Amazon Q BETFEUERN Amazon Q HEABSEHX
RIERE,

ESMEH Amazon Q BETHE |, 88 Amazon Q EXEEXV AESEESTEEEINENEREBE | B LlUE
i@ Amazon S3 =i%i& AWS CodeConnectionsFEHZERNBEE, 718 , £ Amazon Q B ABEEMR
WIZEXERERFHE |, £8 AWS Organizations EE ST E[E Amazon Q EE SR 4HE LR FE
.

® Note

WMREMFEM GitHub BAERIRR , R URERLEFEENER, FE2AFARAETEER
AfEAEER GitHubH N ELER.

Rt , FEEH Amazon Q BET 281 , X B THIEFIHIEE Amazon Q EEENAR

® Note

codewhispererdlE&RHE Amazon Q B ABSHNRENERTE. WEHMAENR ,
B Amazon Q IR AEEGR-BEHE.

s
W%

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"
1,

"Resource": [

g n

]

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization",
"codewhisperer:ListCustomizations",
"codewhisperer:UpdateCustomization",

ER%MR 137
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"codewhisperer:GetCustomization",
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission",

"codewhisperer:DisassociateCustomizationPermission"

]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"codeconnections
"codeconnections
"codeconnections
"codeconnections

:ListConnections",
:ListOwners",
:ListRepositories",
:GetConnection"

]I

"Resource": [

"

"Effect": "Allow",

"Action": "codeconnections:UseConnection",

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction":

"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
1,

"Resource": [

i n

EE%MR
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(® Note
&% Amazon Q IR ABERMREN B SRt & AR BT,

FRARSTRERIFNREMERIBITRREEN., (FBERRERR  FHMESsEREBNERNER
B, BRrashEX, E5R. Z22FE. WEHABESHERE.

TBHERRRSHELEEL2MB, BZ 20GB WEKERBER KREXIENES., BEXEERER
#H  BEESNEHEFLER JS‘ZTEE’J@E;.:. =aAEE4 10 AR, £ Amazon S3 Ei& source , FFHER
FIERRIBEHBIEE S K MARRMEER B &F KFE, EAUREBRIEREIGHEZEE,

® Note
Amazon Q BE] XETIZESMEIES -

o« JEE
» JavaScript (.js, .jsx)

+ Python ( .py )
« TypeScript (. TS, .tsx)

3
9
g
3t
2

& T LATE Amazon CloudWatch B EREBREY BTN ERA. NEEZFHMER
Amazon BiFEHH BET#EEIFAE CloudWatch o

M EET

Amazon Q BFIEEERFAEMRE , IseE/AMEE,

A EFERBA M{AIE ] Amazon Q B3 BHET,
EERVENER]  BERETYRE
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1. SERRIEM Amazon Q P EEEMMWERE, ESERA IAM BEoFhO0MNBZEEEEHR Amazon Q
FIEAER , AR Amazon Q B AEEFEAR.

2. BB Amazon Q HBABEEA,
3. REANEEE®SD , BE [HF
4. HITEE#ELH.

5. E#EF [BM BT

0.

WA BFTAEMN (E) f#ik,

® Note

BEIRERAZBNER  SEZBNE RSO ENBEEA SRS SBBTEREFER Amazon
QBB AEEXRNBEEASAEEEHIE VS Code = JetBrains AWS AHER & 2
1M,

BEIREENERRIR

Amazon Q BETHAEEREEMRE , THEEFEE,

ERVETZH , A4 AERECRRABMENEHIOR. CMAHTIBEIRRE R SORA R L
B,

MRS EURFR A Github GitLab , 5% Bitbucket # , FBEESE 4 ZE A AWS CodeConnections. &
Al , 55/#H Amazon S3,

= ERABEM CodeConnections , EZ2RTERER? EHBAETERFHESAFES

EiEBEHFEEER KR CodeConnections , FFEBEUTERF :

i)

1. E[ERERRFRRME] T , #E CodeConnections.

2. MREEABRNER  FEE "ENRBER. . KRR, £ [(BHER] TH , ®THABESR
BEEUERER

BEEENER IR 140
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Connection to source provider wi
Cofrunct 10 & fourds provider 1o dreits & CodeWhhpener ¢

Create new connection

B, FRE TEMAER .
3. EFRRMWRERES  SEEENERRE , AREB/IEEFNETRET.
4. BUEBRRRE , BE [BM B BH.
5. T [EEUELR] T , R TN BEFERERNELR,

Connection to Source pmr\.riﬂ&r nfa

Source proider  Infe

AWS CodeStar Connecting 0O Amazon 53 Buckot

Enter 55 LRI

Brownie 53 E

£ EEIB Amazon S3 ERFNEZHNERRKR , BERBUTERF :

1. & "ERERFAEER, T, ZH Amazon S3,

2. EEBE Amazon S3.

3. BMIETERBENFREEI MR, 5T URL
MEFHMEA , F2H Amazon S3 RERFRMNEL, REMEA Amazon S3 EFErEH
Amazon S3 EAEEETNFIRZHESEER,

4. HHAULBEEIE R AW A Amazon S3 URI BB,

ERIBF 2, BULLBEEEPIHIEEE,

ERE-SHREER K F2HEELE AWS RERAERE.
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BT ERERF2® |, BEF BB,

BRI MENER

Amazon Q BITEERENAT  WESHRASHEKAEZREE,
BR , F AWS BEAMFEERBRELENNEHREREAEHRR.
AWS TEERGHATE LTS RAENERE.

Amazon Q FEBEHMEF (R1E) HELRH.

IMEFHMER |, 5528 Amazon Q B3 E RIEE,

373 e RpeN = H

o BORESUWEILLTEEES : Total size of the provided repositories exceeds the
maximum allowed size of number for a customization.
EEEBRAT , BRENRFETIBRENRE , ARBE -

o BATREEINFILATEEES : Insufficient data to create a customization. Add more

files from supported languages and retry.

ARTEAREESHENKBRAE EH , XAELE 10 BT ERBH XS ERRRFNES.
EHERRESLAEDLEE 2MB , MEREARBXEESNWRBENBERRIL 20MB , &% 20
GB,

REXH , AMECFIEAMERES , t TS EER HE 10 MB, Hlil , EFXENERFERRE
RANER BB THEEER.

MREWRLHER  FHEEZLERARESNER  EREATHNER , REBA K

B S&BY B ET

Amazon Q BFTTIEEERTEENRE | S BAAEE,

AEERBA MR Amazon Q MIBRBET.

BETMEHER 142
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ERAEER

/A Warning
il B B 5T 7 Ml BR 52 IR AR BB Y AT B hRR 2R o

HEEZMERENBRT , FIRRTISRHT

1. BB Amazon Q FEAETES,

2. WREQANEEE®KSD , BE (B
3. BREENELHR.
4. MREEMBRO BT NERERDRE , FEE [FH)
5. EEMER.
@ Note

TR RER A THAENNEEFHRET.

Alt, AFRBERFMEREEN A LAZEE "HER, BIF,

AHEMSELERBRT
Amazon Q BT HERATERRE , THBHFRE.

RERB TR BT,
SaEFN:I=H]
ARESRR AT A B FT

1. % Amazon Q REAEXZAH , REBEEEHF].
2. EEERENBITER.

3. HREAGRAISE TGS, Lo BRT Amazon Q HIER BT A MMEAYFIfL.

ZRIFETBR  CRELAERBRETHEEER. EMHE—RER

BEEERLUTHEZ.

W
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Amazon Q B EHAEERE
« JEEIF 8-10 : Amazon Q BB H TN BEES,
- HES5-7: Amazon Q B REBEH B ES.

MRERBEINEENRE  FEBUTELER. IRELTRENN , FEBURITRANNKRE
Ro

« 214 EFTTATREA. FERTENELER. IRELTERENN , FERBURITEAN
RIEHRo

RECERBET

AU RECENESR  UNEESHFTLD BHNER,

- FERERENREUESESEARRTE,

- MREETBESREBEREARTESNEN  FEBRERIESES.

- BREBELENERNREE , ARREAEENERA JRBTUEESI TR LBEREEL R
BEE A mMAGFERSEMEA,

® Note
Amazon Q E BB RHIFRXBER , fINARENNFE,

- BHRBETETEEEARDE, NRENEERELY , FE Amazon Q BMER A8 BEHLT
BREF.
SHHRERRNESETREL

AETHEEITHFERASEREENERE , SXEEEEL 20 AaEXBESHNERE , YAFMEREESR
—BXEEDEE 10 MB, MREHHABASEABITTXENESREERL , Amazon Q UZKFE
SEENEZFSKE Amazon Q ERER (MIELNBEE]). RAOFER , RELEES , ©FKER
WERIWEZEMER, RIBR , EFESFEERRLENIBE, SN, MREABRAEEANESCEESEL
WEETH , 8] TAmazon Q EENRERNET.) THESHEAZRAEERNES Y.

RO 8% B2 XF S P AR

AR E RCEREIX

Amazon Q AT RHEBFHE | HBET B BT AN E TR BB
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B A LA B 55 304 2532 B Amazon CloudWatch Bi6. #2 , Amazon S3 24 , Amazon &i&
Firehose SR &

HERECHEE  FENERELEE LW [RHEE] RIFERETHT. RENMETERERE
ROEREIR, REBEE [BURHEIE]

E3%x 2| Amazon S3 RFEFHEMAFRIEFRA : AWSLogs/account_id/
codeWhlspererCustomlzat1onLogs/reglon/customlzat1on_1d/year/month/day/hour/

EBEXHEEEBRE , EAmERK

N : account_id_codeWhispererCustomizationLogs_customization_id_date_file_id.log.c

/A Warning
ATRIFNABRE , REFEEY BT RN A D EARNRELHKSE,

EEE-STHEBEFINILEERMENTTA , 552K Amazon CloudWatch Logs £ Al & 1§+
MEEH AT AT A EE 8% [V2)o
iy A= HPE OR8N

TR A7 By BB A% B AT B RE R Re 8 EA S o

FLEREAS EEIEN
Starting to ingest number repos Info

from source source

Downloading data from repo: repo Info
name

Received amount MB of supported #HER
data. amount MB required. Add more

data and retry.

The provided CodeStar Connection #HER

ARN: Arn is invalid.

T £ Amazon CloudWatch B&& 145


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2

Amazon Q B3

RLEEN S

ERAEER

I
E»'I:I-'

Bk

Access denied when attempting

to reach the provided CodeStar
Connection: ##

5
g

4

Failed to download with AWS
CodeStar Connection:

deleted by customer

5
i

Arn probably

ProviderThrottlingException from
CodeStar Connection:

i
?II[I::

Arn while

cloning repository: repository

Processing data from S3:

S3 URI Info

Invalid S3 path specified:

S3
Directory

i
PII'IJI

/I

Unable to access the provided S3

§H R
bucket: bucket name
The provided S3 bucket: bucket name #RE&
does not exist.
The provided S3 key S3 URI does not #RE%
exist.
Failed to ingest number of failed §5ER
repos / total number of repos
repositories
Unable to process repository: repo EBH

name, with a size of repo size GB,
exceeds the limit of max size GB.

T £ Amazon CloudWatch B&&
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Unable to process file: file name, fHER

with a size of file size, which

exceeds the limit of max file size

MB

Unable to process collection: $EER

collection name , with total

size of total repo size MB, which

exceeds the limit of max total repo

size MB

The following languages will be Info

used for customization: 1list

of languages . Languages may

be excluded from customization

if they are not sufficiently

represented in your files.

BT EAPHN BT HBERFAR
THRAHEIET ## Amazon Q £ EF Y BETMEEA L.

SHERAE ERBE

Nm S E IS TNEHE: =B FRERTNBET , ARBA IR,
BEREBRERERRSM L4, BRBHALEH,

e BBEREERRSI L1, BREAELEHR.

2EEEAP I LR, ZIRE—RFPHNEEETHFHNIETH. ER

%,

RIEEREGEERTFEHNER. BEEFHE, MRPAXY , BBBEEFXE.
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ERAEER

SRERANE

ERF IR MEH AWS CodeConnections E1EHF
?Eg{ﬁ%ﬁ:ﬁo

SRR A AWS CodeConnections EEZE KT
B — AR ZEFEFEE

EHE AWS CodeConnections E#E ARN &

Mo

2 A AWS CodeConnections iE 45 FH B3 Bt EY
FHEESEER,

IEEH Amazon S3 BIEEN,

R SRR MR Amazon S3 E/EE.

2HH Amazon S3 FREBTFE.
I2HH Amazon S3 R~ F1E,

BERTRE , BEARBUA, #RXENFESHEE
SRR, RREXH.

iR EENE X/ NBBRT AN ALE
PR,

BEBRMRABIHA. MBRRENERT , A%
Eﬁ_;io

BEIEERIRF R, BXALMBRAERT , R
B REMIBRERERE

FRF BB Amazon Q B

i
—]

BEE

BRELCHERNB=SHEFMNER, RREH
B E N

BREREF=FHEFNERNFHEZTE. A
BREFARER

fEFE ERYELRR ARN EXTERT,

A5 THERBHE I

FERAAMH Amazon S3 URI EF BET,

REEESACGNER. BEEMERBERE
ﬁo

FERAAEMM Amazon S3 URI B BET,
FERAAEMM Amazon S3 URI B BET,

HESERHEE
MNSEEMBLT,

MEHERR , I EHEE
REHNVBIBRP MR - LBIR, ERERNS
ki =H

MERBRIEYEET , RREH

i pRERMR S ARBEBREYFT R BE] , RREF

Amazon Q BFIEEERRFAEMRE , IReE/AMEE,

& A
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RRED R AN

ZAEA R BA AR R A A B R T AR A

BT LARR R BTV RIR A | ENE BB B A BERBRA LR ML, BUEMRAE  AEASKE
REREAT  EFERBRSETENRR,

BRI LG BT ERELRNEATNME. ER , Amazon Q BB LT E A TARUANRA,
MR, CEBBERENNRE , RARBAXEIRNRE LR

Hlan | BREREBE=ZHERE : 1, 2 M 3, JEERER 3, ERELFRE 1, B2 "EFHE REX1 8
BRE ARERIRA 1 WAIZRIRE 4, EREFEANIRE : A 4 , BNRAHNEFEIAR,
EEMABITRE , BB TIEFHT :
1. BB Amazon Q BEAEFIZA,
2. MEAIMNEEEREF , BE BT
EHEE EFR
3. BELEMARAWETER,
EHE EEETE TN

4. % TR, "REFEELEMBRIRE,
5. ##E Activate (BA),
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ERAEER

Amazon CodeWhisperer > Customizations

Details
Name
|
Description
EEEE Em
ARN
~ P
HTE rm | T
Wersions Groups and users Tags Log deliveries
Versions
WVersian L Last updated v
o 3 Mo 8, 2023, 2:40:30 PM
2 Mo B, 2025, 2:35-55 pM

HE2EFRER,

Amazen CoseWhopenr ¥ Customizations >0 I

m o o o e CZE2D

Detalls

Hame
[— |
Description
UpdineTew

b momw  mom T § N

erniany Grosps and e Tags Log deliveries

Wersions
Wersien ¥ Last updned b4
2 Mov B, 2003, 22555 P

Latest version

3

Status

(D Updated
Source provider Data referemce

Amazon 53 [ ________BE B N B
Amazon 55

BT REEEE (A

Latest wersion

z

Satus

) Acthvated

Seurce pravider Dt reference

Amason 33 [ I NN EE

FHEH Amazon Q HET

Amazon Q BETTHEER A TEEAREE |

REEREE,

ZEFERBA Al E A Amazon Q EETHET.

BE] AT AA Z @RS,

(] Actlons ¥

Evaluation iafo

o 1 2 5 4 5 L] T B L) L]

Wroor W Fair [ Very good == Evaluation

Evaluation score: 4

This customization's overall effectiveness score s considered fair. A0S
recommerds that you activate this customization. However, if you see a low
acceptance rate after activation, consider adding more data,

[ Activate

Status Evaluation
@ Updated 4 l
12 Activated 3

[ Adtions &

Ewplustion isie

Wrocr Wfar Eveygosd ==
Evaluation sceme: 5

Thith customiEatian's cwirall effothanei Wit B cofdiined pose. MWS reismmends
CPeatEng b new Customization with more daia prior to acrivatien

St Evaluation

) Activated ]

B+
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Amazon Q Bz EREEmR
Amazon Q EEESEBITRZAEN={ERE .

© ERATHRA
- BEIERPRRAE
- BRISEER TSI ER B RAE

B L RTRA

Amazon E deitingerer £ N Evaluation
CodeWhisperer
o E. [ sczvm arion G || memiens o
aba rvw wartion w—
T) Hoes ot wersei. STl & virsins o e Wersasss Lalsbe and theirie Rffhei oe
Detail:
Very good 8-10
I S
! ! Fair 4-7
cow ry gocd Dvalustion -y
Evaluatian scor
n | N B
This customizatian's sversll effestiverans wone i
P rrarids that you scikvate it o . Higeaer
PRI 558 ) W BCEETHLANGE 3 Theation, Combder 30
e
Versions wre
vanlen ¥ Latupdated S ovider  CDsaeefwsss 0 SmBa Evslestion
Mo L IOIRABEATPM Amasensh
a
Poar 1-3

EERVBATNFRA  BERTISE .

1. BB Amazon Q B AEFEA,

2. HREAINEEEREP , BE[BF .
EHEE S 55 R

3. EELEAEHBEITHMRANEE.
EHEZ e S

4. REBETHFEREREMHRA,
5. MREA , FREERRR.
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Create new version .«
Connection to source provider i

Source prowider

AW L?:n:lnklfar l'_m-m-nu:-m. . o hl'n:IIIIII'! 5!-.
Emter 55 URI
| | H N | | Browse 53 [
Camcl Craate
6. 12 A2
. BEEY,

MRERFEBRAE | BOMEM IR AW S5,

(A ENMBHEFTIEELH Amazon Q BETIEE

Amazon Q BEJTHREERRTEERE | ARESB/AIEE,

YW ERENEFHENREEBTHMEBES.

(@ Note
BLAKXBA B , FRERERENEEXE.

@ Note
MREBESEHERLEEFIEE Amazon Q BEEE A & Pro 5RERE |, BI ReEaS & B 4E 3718
ZHF]. MEFHMER , B30 8T/,

1. 1 Amazon Q MBAEFZAEH , REBEEMEEFE RG],
2. BRELENEEAENHENETEE,
3. WMALE , FERETHENEN "EAENGHE B8  AREW "#F#HE. R "HEL TER.
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4. BENFEFNLHFIHEBNEREREHE.
5. EEIEENEAEEE,

£ Amazon Q BET
Amazon Q BiTDEEERTEEMRE | AReSEMEE,

RIS WMALRRAES D ERBITHHEEER.
Amazon Q #X%#& VS 2K JetBrains IDE I BFT .
AWS Toolkit for Visual Studio Code

HERE VS BXNRERA B

1. EATENSREAR IAM &2 F.40[@ Amazon Q BB A BEXMETHHREE IDE P&k
Amazon Q FRE A SRFTEERAEER,

2. £ "HARABEIE, B AmazonQ T , EE NEEWHAET. .
3. ERBEBEBRMNTHRINGERF , BEEENBEET.

AWS Toolkit for JetBrains
EEREMFEHBRT JetBrains :

1. EATENSREAR IAM &2 F.40[@ Amazon Q BB A BEXMETHHREE IDE =%k
Amazon Q R A SRFZEERIAEER,

2. &£ "HRABIE, B AmazonQ T , EE NEEWHAET. .
EEHEOF  EEEHENBEER.
BEELS,

A 153
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BRI

Amazon Q HEABERIEM Amazon QAR AEEEEMFER , MERAMZ A B NMERREN
ERER., HhERANIBERES R  EXRTEHK Amazon Q EZRHBERWEE,

Services | QS for services, feat js, docs, and more ® AN (0) & N. Virginia v MyRole/AWSUser @ 0123-4567-8901 v

Amazon Q in the IDE Dashboard Dashboard X

DaSh boa I"d Info

Amazon Q in the IDE dashboard provides metrics illustrating how your developers use the service.

User activity

The User activity section indicates

how many Amazon Q in the IDE seats

you are paying for, and how many of

‘ All v ‘ I Clear filters 2023-10-27 — 2023-11-10 those seats are being used on a daily
basis. The difference between the two

is the number of subscriptions you are

paying for that are not being used.

Active customization Programming language Data range

[Au v‘

User activity Code impact
Code impact
Count Lines of code generated by Amazon Q in the IDE The Lines of code generated by
11 Amazon Q in the IDE simply indicates
20 144.85 m||.|.|0n how many lines of code were

suggested by Amazon Q and accepted
by your developers.

Acceptance rate
15 453 20/0

Accepted recommendations with references

Accepted recommendations with
references indicates the number of

4.83 mi llion suggestions from Amazon Q that are
10 based on open-source projects, the
references to which Amazon Q makes
available to you.

5 Security scans Security scans
Amazon Q in the IDE security scan is a
Language Number of scans tool that helps identify security
0 vulnerabilities in your developers’
10/29/2023 11/02/2023 11/6/2023 11/10/2023 Java 1.2 million code.
Date
Javascript - The data shown indicates how many
. . . . scans your developers have
== Active subscriptions == Daily active users Python R successfully run in their IDEs.

Learn more 4
Amazon Q in the IDE dashboard
Security scan

Code references

CloudShell  Feedback  Language © 2024, Amazon Web Services, Inc. or its affiliates.  Privacy Terms  Cookie preferences

LA HEEGRERRPNES. RNEEAWE , BRA—F. CEUURGEEFSETIE
B

EEEBERIRERIBIEE | BLEE
Bcloudwatch:GetMetricDataMcloudwatch:listMetricsi#ER., WHEREFBHEEES | 4
Ai8k Amazon Q EE RN —B5
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Amazon Q B ERERER
EREEE

"EAEED, EREEEEEXNZDME Amazon Q BBy , URBREANENHE, ME 2B
EREREENNREANTHHE.

BEABTE

Amazon Q FIEAEMERBITREIEH Amazon Q FTEZERER A S ESHNERN BT

BEIMWEBRRSZEEN Amazon Q RENEZHE  ELEZERBEAMRHKRBESR (Amazon Q 2t
RIENBE),

MREERMBAMEM Amazon Q RY , BABHENR TR EUTRE

- MEMEBERRUAEAER , B "EABRE . ERPETSEREFAER,
- MRUAES  BERESIFEEAMESR B "EXBE, ERPIFEIMEAER.

- MRUAES  BEFEIEMESR  BFLEBWEE  AEBEREZR (0%) , B Amazon Q EXE
MEABTHACEINERES2ENEARTISEREMNER,

ZEHFHE
Amazon Q Z2 RETHIMRA BRXBEFHE L.
B R BRI A HBIR A BEER IDE FRYNER T S0 RAH.

EREED 155
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Amazon Q B EFE M AWS IRFE

Amazon Q BB A BT EEMEEIEEFER AWS RS, AEIERASRTIE AWSHZE Amazon
Q Elg _JLBHEEO

AWS R
* Amazon Q Business
* Amazon Q AWS Chatbot

« Amazon Q 7£ Amazon CodeCatalyst

« Amazon Connect F#y Amazon Q

« Amazon EC2 ##J Amazon Q

* Amazon Q AWS Glue

» VPC Reachability Analyzer 8 Amazon Q
« Amazon Q £ Amazon QuickSight

Amazon Q Business

Amazon Q Business 222 E. KA Al HiTERBECENKRENE | S ERABANIE, WEFME
B , 528 Amazon Q B EREIER.,

Amazon Q AWS Chatbot

& 7] LATE 5% E BV Slack M Microsoft Teams#EE H BUA Amazon Q , AWS Chatbot LAFIBERBEEZEN
B AWS, ZEH Amazon Q I EEHVEE |, 58S E Amazon Q FiE A E8I K AWS Chatbot,
WMEFMENR , 55828 (AWS Chatbot EEE1Er) FI "B EA Slack B A Microsoft

Teams. o

Amazon Q £ Amazon CodeCatalyst

Amazon Q IEER B THEE CodeCatalyst @ —BERRNALEEHE , BT UEHPIEREE. &8
BIEMIE Amazon Q % , TEREBEEENEZENRASFTEE  YREEERTERINELR. R
Amazon Q IUEBVY F% , EEEVERBRARMFEAETRINGERPETTMG. WFFHER
722 @ Amazon £/ CodeCatalyst EiEmE PRI HERE | £/ CodeCatalyst A B Al ZHEEINEBI 3 T
fEo

Amazon Q Business 156


https://docs.aws.amazon.com/amazonq/latest/business-use-dg/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-project-assistance.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-project-assistance.html

Amazon Q B3 EREER

Amazon Connect ## Amazon Q

Amazon E#EHPHEFE Q 2 —BEXNAIEREFREEE , ©=2 Amazon Connect EEH KX
REFSEH (LLM ) E5#@EE, Amazon Connect FfY Amazon Q IRHENFERE | HBERFOLEE
PORERE MR RE FREE, WEFMENR , 528 (Amazon Connect EEE358) VT Amazon
Connect £ A Amazon Q.

Amazon EC2 #H#Y Amazon Q

£ Amazon Elastic Compute Cloud (Amazon EC2) £ &/ |, BuJLAfEA Amazon Q EC2 #11T{E
FALERSR  StHRESH IFAERN EC2 HITERERRHEENER. UEFHEN , F2E
{Amazon EC2 A& 1Em) PMESH TEEINHTERERER,

Amazon Q AWS Glue

FH Amazon Q EREE AWS Glue B2 Al BIERKBIIE |, a[EBE AWS Glue EFRBERESEVE
BEESEHK, FEIB Amazon Q ERIES K S LUREERESER. RYHMBEE , LREE AWS
Glue EREEHENER, NEFAEA , F2EAWS Glue FRHEEEM AWS Glued #J Amazon Q
BERES,

VPC Reachability Analyzer B Amazon Q

ERER Amazon Q BV I EREEZREER , ©R 8 VPC Reachability Analyzer B ER |, S
EERNER. RELSHWRRKER , URENEEZEE, EF  Amazon Q BRRHEEBNAHRNIEE
et E—SDEEE, &4 EH Amazon Q A Reachability Analyzer FI¥EEThaE , TRV EE
MR, BEREE ERREREE, WEFMENR , F2B Reachability Analyzer EAZEREEHH
Amazon Q R EEM D .

Amazon Q £ Amazon QuickSight

Amazon Q # Amazon Q QuickSight #&iBE1{t , TEREARRBHERNEENBRES. BUUE
FRERSEE, 1TEAMBSEMBINE AAKREHM Amazon Q BEUPRIERE BN EBER, MEFEE
# , F52[ Amazon QuickSight £ &5 Amazon QuickSightf #) Amazon Q.

Amazon Connect 8 Amazon Q 157


https://docs.aws.amazon.com/connect/latest/adminguide/amazon-connect-wisdom.html
https://docs.aws.amazon.com/connect/latest/adminguide/amazon-connect-wisdom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-type-advice.html
https://docs.aws.amazon.com/glue/latest/dg/q.html
https://docs.aws.amazon.com/glue/latest/dg/q.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/quicksight/latest/user/working-with-quicksight-q.html

Amazon Q B3 EREER

Amazon Q R AENZE

ERL AWS BRHRENELR. BAAWS BF | A URERPLNMRRBELER  IRBERR
BHZEMEHRBNEBNFERMITE,

ZE£RAWS BECEAARERBNER. HEEEEEKUHERRAERESFNEZLNBRATNES

- ERWEEM — AWS EERE AWS B PHTHERER AWS Bif, AWS EAKREHAINUE
SEANEE. £ AWS 8RFHEF , F=IREESEHARELBREBRMANZT LR, EEREE
A Amazon Q WEREEFTE K FE2REZREETEHERNNAWS BRH,

- BiRPHNLEM — ENETEURREERN AWS . SHXEHEHGEREEE  TIEERNHE
2, BRTNERNMBRERNESR

RN BYIE T MR ANAIEER Amazon Q A ASREAABSERE, C©RPUMMEEE Amazon
QUFERENMEREBR, BHESEIMAERAEMT AWS if B EE R M RE Amazon Q BIRAYAR
%o

&

« Amazon Q FBAEFHNERRE

« Amazon Q FRAEN S S BRI MEFERERE

« Amazon Q R ASEANESRRE

- Amazon Q B A BREM

« Amazon Q B AENERRRZS

« Amazon Q B A E# VPC ixZh SR (JAWS PrivateLink

Amazon Q B A BN ERMRE

AWS £ESEEEBRAM Amazon Q HEASTNERRE., MEERBFTER , AWS EEREFHNIT
iR AWS Bip. CEEHEEHERRE LRERNTNEFE. CELARTMEANT MRS
BETHE, AWS ¥ NMEFHERNRLENFHEN K F2RENELEEREEE. NFHFERK

NERRENEEES , FF2H AWS ZEE5EE LK AWS HESEREMN GDPR &EENE,

ERERREBER , RMEZEEEH AWS Identity and Access Management (IAM) R 3 AWS RF 52
RAFZEMBIFEAE. t—R , BEFEAEHRIASESETEHANEEHRAL AN, BALERE
KATIHFRNREBEES :

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr

Amazon Q B ERERER
- BERFHEFEAZSEERRE (MFA),

- £/ SSL/TLS & AWS BRETEMN. EHRMEA TLS 1.2 REFTRA,

- fERRRE API FfE A & EE)FE 8K AWS CloudTrailo

- fEH AWS MEBRRFRUAREFHFERERLEE AWS R

- FREESEENZSMRE Amazon Macie , fli , EBRARRNREREEDNBRER

Amazon S3,

- MBRHEZBBHSHNER API FEEFEER AWS B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE, WZEHRR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1H,

BRI BB CRETESEFNE FEF iU SHESHREN , REEESIBHENXXFH
e | FlinEBEA,. EBIEEEFER AWS Management Console, APl, AWS Command Line
Interface (AWS CLI) B REH AWS BRF £/ Amazon Q SiH At AWS BEBREENR. BEER
HEHBAXFRUPEANTAERBAUEARTERZE AR

EREEMEMSEA Amazon Q BB AE , ERMSEEIEZELAEFKR AWS B X6, &HE
Amazon Q W¥HFERTFEXBRS (MFEmdt3h) = , BIfFEERE AWS Management Console £
TR AWS B, SREFERFEAERIERREEMEENENSRFTEEHAT (RHH) EiF,
EEEXFEIRE (IDE) R Amazon Q BB HIEEENER SR EFEEBERI (HESEEILIP) E
/8

Amazon Q €5 EHNREE, EEMEMARLE (FlmEieAs PEERMNERE) 17 IDE hRELRE
WEE, MEABMAMER AWS &E Amazon Q REMN —SRHERECIERUERFPRBENVNENA ,
52 B Amazon Q B8 & RIS Ut .

e

« Amazon Q FEEAEFHNERME
« Amazon Q B # &R UE

- EiZERH IDE FERHEA

Amazon Q F#E A SR ERINE

AERBERME Amazon Q R ASRFBEER T NBRNBFENZNEEET.
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https://aws.amazon.com/compliance/fips/

Amazon Q B3 EREER

= Lalesyiks

% 58 Amazon Q 2RI Amazon Q SEE TR > MNFEBABEEM TLS 1.2 AEBIRA
BRI,

BREINE

Amazon Q £/ Amazon DynamoDB Fz: B R ERFRE (EHEE S3) RENFREER . RIS
MT , BREBUERMEA AWS MEMERS RETMNZE, Amazon Q AR B AWS Key Management
Service (AWS KMS) #9 AWS B INZSMRMZENER ., EFFERBUTAEERRZAR M

RERN AWS SEESH®, NEFHENR , 528 (AWS Key Management Service BiE A 815

) F AWS EEHN SR,

HM Amazon Q ZEESXHEBIRE (IDE) P IFHMNER , BAUEIBECHWZEERF AWS KMS

key RINZBEER, EFZESRELAWS IRFHEY, HENEEN KMS £ , TiEBZE G
KMS € FEE  EEEFIHENNEFR. IFEVEHCS KMS €8N HEBREF , F2BAWS Key
Management Service FiE A BIEREPMNEIL SR,

5/ % Amazon Q Developer Agent for code transformation

B8 A RKREREE Amazon Q Developer Agent for code transformation , RN BEE B MZHN
TLS EREEZRBHEEN Amazon S3 EEFiTR. MRLRMNTE  SNEXFESFEATFEENS
WETHENE  FASEHA AWSEESBNE., TEHIRHE  ZNEXBERAEEL2EERER
WilERY, BTz E , SRREERE , YREERTERMEN M. ENNERBSERBEHE
B Amazon S3 REFIFRPRERIE 24 M, REKAMER.

A BT M=

BY BT, Amazon Q 2 EMER LEIRBEAN Amazon S3 T, BN NHEERBRE
FEEMA HTTPS M TLS ETME, MRERHEFEENSR  AEEATFEENSRETHEN

#, RASER AWSEASRNE., BUA & , FRREETS AWS KAMBRENER , WFHRE
LR APIBR,

BT EREIRFPRIL TR, cMUEEtAEFNRERE. RB Amazon Q HRASEES
EENERESRFIRETRHENHF]. Amazon Q EEEXALREXEESHEIR , TR EMLEE

A& LAEEL 55T, MEFMENR , 5528 Amazon Q BETH SR IGH
Amazon Q % & RIS SUE

A T 1#%Bh Amazon Q B ABRMUEMBENENR , RPTEEEHER Amazon Q FRELRAR |, HlmE
#E Amazon Q WREIBERHEEE , URERKE. AERARFPEABLEABTUR NMEEZEREL,

R k= 160


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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Amazon Q BB AERELT ZABTHRNKE KRB

BMTaEEM Amazon Q RBABSESENEERNBTREERK. HlA , Amazon Q TTREE A
AR K AFREEREEEFNOE, £1E Amazon Q BRIEME, MERERJETERIIKR,

fBlan , AWS AR NERBEN AT SIERE Amazon Q BHEIRE , UUK& Amazon Q EL R EFEM
BB,

EPFE#EH Amazon Q R EEHZERH Amazon Q BT AR R NERE.
wnfEEFERH
FARARERBEFEIRL Amazon Q BB ABREA RN ARBURAEFER Amazon Q BVIRE,

#H¥ AWS Management Console, AWS Console Mobile Application, AWS #ik FEZE AWS
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B UEREREREAEBMNEEY, fln, ZANREEREERE IAM FAEEBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN IAM BERTE : &
BHER,

AWS X E2EF4ERNBBBEFRG TR, BEEFTMA AWS 2EK4ER , F2H (AM £
EEmM) PHAWS £ EERERE SR,

EEMRE Amazon Q FHBEAES D EBERWEF |, 552/, Amazon Q FE AEERWN S 9 &5 B
&35

Amazon Q iy ACL

<& ACL A

FHUEFIEE (ACL) TEFIBLERE RFKE., FRAENAG) HEFHEEZRNFFT. ACL EER
ERAEBR , BEMAER JSON BERXAEN,

£ Amazon Q # 1T ABAC

X & ABAC (BURFHVRER)

7|
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Amazon Q B3 EREER

B RFEUES (ABAC) B —EREXRE , TRIREBMRERA, £F AWS , ELBHBAERER.
B LGS EB IR IAM B (ERERAE) M AWS BiR. AERNERN LFRER ABAC HY
B—%, BEFERT ABAC IR , A EETRNEREAEE TN ERERATFERE,

ABAC ERRMRENFRZPHEREE , WRERREELERERERB,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fR-ZR5|8 , TEHRNWEETEF , REEBEA.

MRBHEXESEEREEN M =ERG SR  DEZBBEMS , EA Yes. RBBEIBERLE
REEN 2R =@ k4R , BIEA Partial.

WNEE ABAC WIEFMIEEN , 520 IAM EFAEEEHPHIHTER ABAC?, NMEEEFESHRE ABAC B
WEZRE  F2E IAM EREREREDNFERBMREEZEIEE (ABAC),

8/ Amazon Q FEHREEER

X EGRRE =3

ESEARRBREHRE , ££ AWS ¥ TRER. MEHMER , SFEMWEL AWS R KL=
ABERHEEAWS IR £/ , 5526 IAM EREEETE IAM.

MREFEART FHEZBINBBUNANEMITEEA , AIIRIEE AWS Management Console & F i
R, fla , B AWS EHATRIMNE—&A (SSO) EEENE , ZEFEEHEVERRE, &
FUFERESSBATERE , ARVRACK  UEEHEVERER. UEVRACHFHEEN , &
25 IAM EREEETNIREAS (FEE),

BRI LAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , BuUFERAELEHEREAETRRE
L AWS, AWS BELHEELBRIEAELZR K MAREARPENRSE., MEFMEA  BF2E
IAM IV E B2 2 BE.

Amazon Q WS BRIS £ R&F]

XERTFETERE (FAS) =

ERERA IAM EFRERAREFRTEER AWS , FEERATHR., FHEEREE , SRESHT
REEE , EMETBRBPRE S —EEE. FAS E£ATRITIUMNER AWS B , YEEER
AWS fR# B T REHHER, AEERBKIFEEE AWS R tEREE T RESTRAVERE |
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Amazon Q B3 EREER

FEHE FAS BR. BEUBRT , ELEERYTEMBEEBFHNFFT. WFERE FAS FFREHBURFF
WMER , FoH (EREMITFER .

Amazon Q RIS AR

XERBAG -

REAGRREETN AM S€  AIREMTEE, IAM EEE LR IAM RE., 18R FNM BRIRKE
A, NEFHEEN , F2HE AM EREEEPNEIAGUEIRET A AWS R R

/A Warning

SFERBACHNFFI A REEFE Amazon Q ZhEE. KRB Amazon Q RRHIESIR , S RElmEE
BREAE,

Amazon Q RIS EZ A E

xERBELAE =

BHEFAGREGE. AWS BBRETUABEAREATEFNAC, REELEACSRETELN
B, AWS tkF BEBRERBAE. IAM EEETURE , EFERERBERES BRI,

MERITHEE Amazon Q R EZACHFMENR , BB2EEE Amazon Q B A SR FEREFTE
SRR EE AR,

FEHABRERE Amazon Q B A ENFEUE

(® Note

HWEHE EHWERETE Amazon Q HEAEFE., IEEE Amazon Q BEREFEEHENIHER
B , 5528 Amazon Q B FEAEREREPH Amazon Q BEER S 7 H BB 6,
AEEDHPBEMEHHEER AWS Management Console, AWS Console Mobile Application
AWS Documentation AWS Chatbot., AWS #334#1 IDE ) Amazon Q. & Amazon Q &
WEMARETEEETANBERRE. WEFMHENR , 52838 Amazon Q EEREEN
PR 7% 3244
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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Amazon Q B3 EREER

RIFETERR , FAEMNAGKXREFER Amazon Q R, IAM BEEE T LUEBIRE IAM B oMNFRIRE
¥ Amazon Q FHE A B R H I8 FEL

RICEEERNEFAEFIENSRRAERIEB AWS ZEEMNEEl, tkAmazonQFullAccessBUR
AT INE IAM B 5, AREE Amazon Q BB A B R ENEEN TEFEE, MENBERNFMENR B
2/ AWS Amazon Q A A EMNZEHR,

HEEE IAM 55 W& Amazon Q REBAE-BIATHNREDE  EEETURY BFIBRRERE
A&, BENACEENTE, St ERARBIZEFBER (SCP) HRiEHIEM+ 7T Y Amazon Q Ih

Ly
Beo

M AR R R FR B AT Amazon Q FFATEE , S MAmazon Q MBABHASE,

e

- BRHEEEHR

« EMREFA

- EARKEEBER (SCP) EXEFEE

- Amazon Q ERHNER AR

« Amazon Q R AEBEAKN S 2 HBIBEEE B

HRREER

DEDEANABERNBRREEZARBALUELENIIREFEY, FIHMER Amazon QBB AESE
Bo ELBETAESELN AWSIRFEAER, ERBVRREES P EBER , HERTIEIRE
BEE

- BIAER AWS ZSERANBOREERER — ZEHRREFAENIEERNER , FEAT
BEFZERFERARMBENAWS SEEFRE, eMELN AWSIRE. BREEBERRBENEME
ARHIN AWS EFEERBER , #E—SRECEHER. WEFEZENRA , 528 IAM EFAEEREFH
AWS ZEBEREKBENAWS ZEBER.

- ERAKIKERETT - 532E IAM BERNFF A8 , FERTHTEBENGT T, ABRKEWN , 89
DEREBERGTTUESEERENNEE  SHBARKERS T, WEFEHA IAM EARFT
NWEZHEBES , F28 IAM EHEERFH IAM AR BEMFT T,

- FA 1AM BERFIREE - SREFIE - BSOS REFREEEE , URHBENERNER.
fBlan | AR BEBERGY | EESBEMFER SSL BEFMERE R, St LUERRAERZEE RS
ERNEEE (BB E) FHIELEE AWS BRI , AN AWS CloudFormation, MNEFFMENR , 7
S0 1AM EAEEBETH IAM JSON BETE : 4.
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Amazon Q B3 EREER

« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEBEANEXR, NFEEZSE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FEZEREFOHBRE (MFA) — IRENRHIFE IAM EAERREAE AWS 1RF |, FFEHE MFA
DEBSBENNREM, MEEMWU AP BERFER MFA |, 1% MFA REGHEELNBR. NEE
ZEH , B2 AM £AEEEFHEE MFA REHN API 7EL

WFE IAM FREBHAVERE

HEIRET

A, B2HE IAM EREERETN IAM Z25EEK,

EERMEIE  FHEERELANERE. BESAE .
- FERAZEMBAMNN AWS IAM Identity Center :

BIUEREE, FIRB AWS IAM Identity Center fE &SR FM B2 IUERESE RPETERE,

- BEBEORERMEERE IAMFEENERE
BUBMESEINAG, BREIAMEAEERE N AE=582REHE Be) EIAE DWIERE
1T88E,

. IAM EAZE :

- BULHERETREINAC, FREIAMEAEEE N A IAM EAEEVAE FHERET
B1E,

- (TER) BBREEMNEERE  IREAENEEEAETFE. FHERE IAM ERERERHT
B EERAE (FEL)FHETR.

{5 FI BRI 42  BUR (SCP) B FHUE

RAGIEFIEE (SCP) R —EHABEHEREE | nHAREBRENBEBPIET, B2 SCP RIBEEE
P EHFTE Amazon Q BIERVEFR] , LASR SR IR IFL Amazon Q FAZE A EIheEE,

WERRAEN SCP RZHEBHFIHNFMENR , F2EEAAWS Organizations EIEEHREI,
55 57 0 ) R AR 5 42 1) B B 40 B b £ 5D i AR 765 4% b R Ao

LA 2IEEZFH Amazon Ry SCP #6ll, tBUERPR&IFEL Amazon Q Chat, 12 A EREF PR
RS SR B BEAR
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Amazon Q B3 EREER

® Note

EBFE Amazon Q X FAEEH AWS £##E&, AWS Bh, AWS XHEEZHH Amazon
Q EI’RE AWS Console Mobile Application il X B4R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1,
"Resource": "*"
}
]
}

Amazon Q ERNERAR

HARLTHEE | Amazon Q 2R M EEZ] AWS FRIFEE R Amazon S3 EZETE, MBREFERE
BEAREHIREDE Amazon S3 WFEL , BITEEEERB AT FIELREFTE  TeeEHAHEN

Amazon Q IhgE,

TR Amazon Q FEFEZ S Amazon S3 #FETEMN ARN M URL , AR EASERFITEN
Thae, REEH Amazon S3 FEINAXME , B UEA TR ARN SREFTE URL 2FF5IHIE
‘Eﬁﬁﬂj'ﬁ%o

Amazon S3 # ARN Amazon S3 FEFEME I iR

arn:aws:s3:::amazong-code-s https://amazonqg-code-scan-u AR B A

can-us-east-1-29121b44f7b s-east-1-29121b44F7b/ 1T Amazon Q
EAEE
Amazon S3 &1z
v
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Amazon S3 # ARN Amazon S3 FfEEMEut iR
s o
arn:aws:s3:::amazong-code-t https://amazonqg-code-transf AR B R R mAS
ransformation-us-east-1-c61 ormation-us-east-1-c6160f04 Amazon S3 ﬁ
600470 70/ 178788 Amazon
Q Developer

Agent for code
transformation

> o
arn:aws:s3:::amazong-featur https://amazonq-feature-dev AR LR mAS
e-development-us-east-1-a5b elopment-us-east-1-a5b98005 Amazon S3 f#%F
980054c6 4c6/ §7# Amazon Q

Developer Agent

for software
development

Amazon Q HZ A BERH 5 238 B B R £ 51

T3 1AM B R4 AT 4255 Amazon Q FAE A BEFRYET Al ERATMRAFFHIEE Amazon Q B
RAEFHENERE. ABHEE.

MFETLAERBERZHIFTA Amazon Q FFAEE , FF2RAmazon Q BIRA SR AISE.

(® Note
THEFIBERR T Amazon Q FAZEABINEEMNETF T , EFEAE JREE BN |, FTeEiE
B Amazon Q B A EEZRETEFE Amazon Q. MEHMAET , F2E AT FEREER
Amazon Q B# A BEEFTRIFE Amazon Qo

BAMEBARRNEAUTEE , bl LA EEANES Amazon Q ThEERT BT, MFEWEM L
AFEEUSERERY R RIE S | 552 B Amazon Q FE A SiE AR 5 5 &85 BUER 6,

MM Amazon Q R IAM TR RMET | HSWEARESE Amazon Q BRA BHFIVE,

BB LRI HMET | BSMANazon Q BIRABHTSE,
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B Amazon Q FHEAEBEXERTENEES

THHRTREAEBERBEFNERE Amazon Q HEAENETE , LARMER Amazon Q iR E#E A,

(@ Note

codewhisperer®/EF=E Amazon Q R ABEHNRBENERTE. WFFHEENR ,
B8 Amazon Q R AEBEWR-ERWHE.

3
$

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

1,

"Resource": [
"

]
1,
{

"Effect": "Allow",

"Action": [

"sso:ListApplications",

"sso:ListInstances",
"sso:DescribeRegisteredRegions",
"sso:GetSharedSsoConfiguration",
"sso:DescribeInstance",
"sso:CreateApplication",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationAssignmentConfiguration",
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication",
"sso:DeleteApplication",
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment",

"sso:DeleteApplicationAssignment"
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]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeGroup",
"sso-directory:DescribeUser",
"sso-directory:DescribeDirectory"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
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"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions",
"user-subscriptions:CreateClaim",
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

1,

"Resource": [

i n

]
iy
{
"Effect": "Allow",

"Action": [
"q:CreateAssignment",
"q:DeleteAssignment"”

1,

"Resource": [

g n

]
iy
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:iam::*:role/aws-service-role/user-subscriptions.amazonaws.com/
AWSServiceRoleForUserSubscriptions"”

]

A Amazon Q HEZAEEXRAIEETES

TH R ZEFEAEBREEE Amazon Q R ASHEBHNFEEEEE , 2EFH Amazon Q HE A S
FiEh, BR  BBLOENGER BB EEE B9 AZHEAR,

B EEMEBRMNE S —@ , FEEH1TE Amazon Q B ASMHBENEERE , ¥EHA Amazon
QFABAETEA, ¥R Amazon Q AR AENHEES K BEATHIBER :
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ERAEER

® Note

codewhispererlE& 28 Amazon Q IR ABEHMNRKENERTE. WFEFHMEENR ,

B Amazon Q B AEEGE-EXHE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso-directory:GetUserPoolInfo"
1,
"Resource": [
T
]
.
{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

]I

"Resource": [
ngn
]
Iy

{
"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus™

1,

"Resource": [
ngn
]
Iy

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

3

%
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1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
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ERAEER

"codewhisperer:TagResource",
"codewhisperer:UnTagResource",

"codewhisperer:ListTagsForResource",

"codewhisperer:CreateProfile"

]I

"Resource": [
nin
]
I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

]I

"Resource": [

"

¥R ER Amazon CodeWhisperer 32 ERE , THIBREA IAM =8 IREE CodeWhisperer FEFTE

o

® Note

codewhispererfliEF 28 Amazon Q R ASESHNRENESZ B, WEFMEEN ,

B Amazon Q B AEEGR-EXHE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory",
"sso-directory:ListMembersInGroup"

3
W%

EEH Amazon Q KIFHR
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ERAEER

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"iam:ListRoles"

1,

"Resource": [

i n

"Effect": "Allow",
"Action": [
"pricing:GetProducts"

]I

"Resource": [

"y

"Effect": "Allow",
"Action": [

sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile",
"sso:ListProfiles",

sso:ListApplicationInstances",
"sso:GetApplicationInstance",

"sso:GetManagedApplicationInstance",

sso:ListProfileAssociations"”,
"sso:GetSharedSsoConfiguration",

sso:ListDirectoryAssociations"”,
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:ListProfiles"

1,

"Resource": [

i n

sso:CreateManagedApplicationInstance",
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ERAEER

iy
{

]

"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [

"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

i n
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]

iy
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
I

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

1,

"Resource": [

"

]

I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

i n
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® Note

MREFERABET, Bl Amazon Q R ABEBERFEHMETA, MEFHER ,
M AR

3
¢
aa
I+
Ilill{l

BRE-STHIAMBER | F28 IAM EHEERTHEFREE,

£ AWS #8345 £ A& Amazon Q b0 IAM 5571

EEREEA AWS EX MM E£EA Amazon Q HEABIhEE , BAAM INEER AWS Identity and
Access Management (IAM) 58], T2 AUARFEER AWS EX M@ £ XEB2 Amazon Q ThEE
Y & 51 BUSR

(® Note

Amazon Q ZhEERY AT M EUR A IEEA Amazon HIRE, B2BEEEEFEHNINEETE |, LUE
SEBYEMERIINEURE RIS E TN FHEER.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:SendMessage",

:StartConversation”,
:GetConversation",
:ListConversations",
:GetIdentityMetaData",
:StartTroubleshootingAnalysis",
:GetTroubleshootingResults",
:StartTroubleshootingResolutionExplanation",
:UpdateTroubleshootingCommandResult",
:PassRequest"

00 o0o0a0a0a0a0a

]I

"Resource": [

"

]
+
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{
"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage"
1,

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"sts:setContext"
1,

"Resource": [
"arn:aws:sts::*:self"

REFFEHAEFEB Amazon Q HEAEZFXETREEE Amazon Q

T B35 BUR % F1#& Amazon Q B2 Amazon Q A A EE¥MRFTRZEERFERNER, MREIEELH
], FRAERERFIN Amazon QWREF R, &HEE Amazon Q BIXZHFEAHM Amazon Q ThEE |, £
AEEEZHMET , flNAESFHEEFIBERR FHER,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [

"q:GetIdentityMetaData"

1,
"Resource": "*"

.

{

"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",

BEIEY Amazon Q HIEHR 192



Amazon Q B3 EREER

"Action": [
"sts:SetContext"
1,
"Resource": "arn:aws:sts::*:self"
}
]
}
REFEAEE Amazon Q IR

TSR R R EE TR E P Amazon Q BIREYEF A,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"
1)

"Resource'": "*"

REFFERAEIER Amazon Q 2T £ A8ER

THSEHIBERREFEA Amazon Q ZET =R A RN,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
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"q:StartTroubleshootingResolutionExplanation",
"q:UpdateTroubleshootingCommandResult"
1,

"Resource": "*"

JLFF Amazon Q KREHATEE

THEHBERRFE Amazon Q BI R R |, 3t A FF Amazon Q KXRZEHITEIME, Amazon Q REH
TIEW 1AM B9 EESTEF ST EMER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
:SendMessage",
:GetConversation",
:ListConversations",
:PassRequest"
1,

"Resource": "*"

{48 Amazon Q R AR KREHITIHEBE

THIEHIBER R FE Amazon Q BIREVEERR |, I 2 FF Amazon Q REREHAT IAM B B EATHEM
B)4E , Amazon EC2 BMERRH. WBEREMaws:CalledVias Tt £ RIEERERE Amazon Q
LAY Amazon EC2 B)ERS S BB iE LB E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"

1,

"Resource": "*"
},
{

"Effect": "Deny",

"Action": [

"ec2:*"
1,
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

JLFF Amazon Q ERAREHITIREEF

T Y€ KR FE Amazon Q BIRKEVRERR , 3F f8FF Amazon Q REREHIT IAM B 5 BEEHRITHE
A E)4E , 18 Amazon EC2 EEERI, WBERE FEM IAM & 25 # R A 1TEM Amazon EC2 Bk |
BRAFF Amazon Q #ifTec2:describeInstances&ifE, WBERFEHaws:CalledViasEif4
ERRIEER AT Amazon Q Mlec2:describeInstances , MAAFFEMEM Amazon EC2 &

.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"
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1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}
},
{

"Effect": "Allow",
"Action": [
"ec2:describeInstances"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}

JLFF Amazon Q BRAREEBRERFHNITEIF

THEHIBER FEE Amazon Q BIRFIHEPRR , 3t oFF Amazon Q ERREBTEERFES us -
east-1Mus-west-2EEHHWITEFE. Amazon Q EEBITTMEMEDVETE. WEFBUNM
EBEUREFENEFNFMEN , 32 BAWS Identity and Access Management £ &5/
RequestedRegionH #Y aws:,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
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ERAEER

g:StartConversation",

g:SendMessage",

g:GetConversation",

g:ListConversations",

q:PassRequest"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

B4 Amazon Q KEREHAITEEN R

THEEHIBER B LE Amazon Q REREHITEIME

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [
"q:PassRequest"
1,

"Resource": "*"

}IEE1FE Amazon Q

TR FI R IEB A £ H Amazon Q FIFFT,

EEH Amazon Q KIFHR
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® Note

IELFE Amazon Q XA EFEH AWS £#EH, AWS fth, AWS XHEHERFH Amazon
Q EI’RE AWS Console Mobile Application il X B4R

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

ng e

1,
"Resource": "*"

}

]
}
RFERAERBEER

WEHSREBMMRBRIBER , AFF IAM FRERGEZIMBAERAESIHNARRZIEBER, EA
BEEEEA LHUERKKSTHRER AWS CLI 5 AWS API TR L BIER R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}

Amazon Q [ A BRI &E
Amazon Q R AEFEAMEERLN API RIZERTE

- ERAENEESHNT , TARBEKRFZSE Amazon Q WA
- HRAREHRER AP, L API EE A RBERRZES Amazon Q HERER

AEiRME Amazon Q BFHEAEEAK APl REINEEANHEEEEH.

e

- Amazon Q BHEEFTH]

« Amazon Q A FRTRIFFH]

- H Amazon Q B A S AP

Amazon Q FAZE T

B Amazon Q PEREFEA ST REILRFAMME IAM 55 (52 BBUR) BT TBERE |, 75
EATHFFAIMASE,

TRERETUEBRH AFFHIELFEE Amazon Q BEABFF T,

/A Important
EEEH Amazon Q IX |, IAM B9 EEH T T HEENEFT :
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* StartConversation
* SendMessage
+ GetConversation (R E#H)

« ListConversations (fEREZEA)

MR INBR KRBT RFFH P —EEE , AIEERERE Amazon Q BIXEFEER IAM FF A

=o
E/I—_ko

(® Note

codewhispererfliEF 28 Amazon Q R AESHNRENESTE. WEFHEENR ,
B Amazon Q R ABEGmHR-EXHE,

3
*

£ q : PassRequest

q:PassRequestiE R —1El Amazon Q FFH , f25F Amazon Q XFR&EF AWS A AP,
#q:PassRequestFA#H I8 E IAM B2 , Amazon Q BB IAM & 2 B E[
AP| FIRERR, fHltn , IR IAM BB EHEs3:ListAl1MyBucketsFF Al flq: PassRequestsF
AIEFEAEREE IAM AEER Amazon Q 5IHH Amazon Amazon S3 K , Amazon Q Fi&ERE AL
ListAl1MyBuckets API,

BRI LA IAM BUR2RPRFlq : PassRequest#EFREIE, fHlin , LA LABS IE Amazon Q T4 EE
£ , REAFT Amazon Q HEERBEHTEEFE. BHLUTUEERREHTEER , Amazon Q A
DA T R 4L [ 4

MEBEHER TN IAM BUR & flq: PassRequest , SBT3 52 B BUEREH]

« AAFF Amazon Q REREHTEE

- 1E#8 Amazon Q BRRARKREHITHEEE

« A7 Amazon Q BRRAKREHITREBE

« AFf Amazon Q ERRKREERERFBITEE
4 Amazon Q KRREHITENEN R
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Amazon Q A EETRIEF

Amazon Q RBAESEESXEERTIFA , FEREBTHERAENFAZLNEETR,
oM RNEEHERNEAEERR
ERE

LARE—E A& ID R~ AWS IAM Identity Center BB BIERA & .
Group (% #8)

EAEES , LAE— AWS IAM Identity Center 89848 ID KRR,
==

STREE -5 oRBBR O ERAERE  WIREMMIFER Amazon Q ThEE, STRFEREMCRAEMER
Amazon Q Th&g, #lan |, R Adam 5TEI Amazon Q BEZE A BE ¥ kR , AlMAEREFER Amazon Q
HEAEDRE  EEEEERFMHMMENTFT 2 , B EEEEL IR,

Hth Amazon Q BZ A B API

T&RERT IDE A Amazon Q ThEEFREA I APl, ELt API THRIZRGI¥ Amazon Q ThEERYFER , 1B
=EFAEFIMEEDER  cMEHREEERFSH AWS CloudTrail BEEH,

(® Note

codewhisperer®lEF=ZE Amazon Q R ABEHNRENESRTE. WFFHEENR ,
B Amazon Q R AEEWE-BEdRE.

T
s

AWS Amazon Q B ABENZEBR

2 AWS EENKBEREYNEENBILRE AWS, AWS ZEENRKBEEEATZSERERARS
REHER , UEETURBESERERGEAE, FANAR,

HREBEMS , RFEAEFIENSZRESARERB AWS ZEHK. Amazon Q FHEAEN T
AWS ZEBRTHINE IAM &5 :

« AmazonQFullAccessiEEEEFEUE , LA E Amazon Q FIEABHN E B,
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FARCiE , AWS ZEENHERTRISALHNBEEARFIREZEERER  RASLERAIUMAE
AWS BF R, RMEBREERCRARFEBNEFEEEE , MEE—DRDFFA,

EEEBER AWS EERBPERNER. MR AWS B AWS SEERFRAPERNER , AlILE
FaEMmRERNRAEERER (ERE, HENAR®), AWS EXRIRBETHH AWS R B API
RETARABRKE , B ARERN AWS XEERE,

MEFHMES , F2E (AM EREER) P AWS ZEBR.

AmazonQFullAccess

ZAmazonQFullAccessENREMEESFIE  FHEAPNFERAEEHEI Amazon Q FHE A
B, TERHTEFIELUBAE Amazon QFEEAENES , BFEFERH IAM BoF0EA |, LUER
Amazon Q & A BEZERFTREFE Amazon Q.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQFullAccess",
"Effect": "Allow",
"Action": [
g
1,
"Resource": "*"
},
{
"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
"Action": [
"sts:SetContext"
1,
"Resource": "arn:aws:sts::*:self"
}
]
}

AWSServiceRoleForAmazonQDeveloperPolicy

It AWS ZEHRER FEA Amazon Q IR ABBEMENGT Y. BEREHEELLEZE Amazon Q
B3 I #Y AWSServiceRoleForAmazonQDeveloper FRIGEFE A,
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& 4% 1 BY i AWSServiceRoleForAmazonQDeveloperPolicy E IAM B8, WBEMMEREELEA
& , A& Amazon Q RERLHTEE, MBFMENR , B2 &Y Amazon Q B AENFERAEFTE
FRAREES A,

IR ERE ##BR , AFFHY "IRE/ERAE) BHER,
AT EFAEE A
HHERBE U T,

« cloudwatch— fRFFEZEE CloudWatch $+¥ "IRE/FRHE, BMEREE, ERMLEN , UUE
& 0] AR IR I8 HY Amazon Q BV 1E R CloudWatch,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/Q"
]
}
}
}
]
}

EEEHMAWS SEBRNABRPRIFILBER , 5528 Amazon DeveloperPolicy Q.

AWSServiceRoleForUserSubscriptionPolicy

It AWS SEBRIR FEH Amazon Q BIZASBEMENGT Y. BEREWIEEEET Amazon Q FT
B RFE I B AWSServiceRoleForUserSubscriptions RIS E#E A€
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&4 55 M il AWSServiceRoleForUserSubscriptionPolicy | IAM B8, LWBERMMEREEEAE |
A& Amazon Q RREHITEE. WHRFMEN , FSE &4 Amazon Q FEAEFNEAETEEA
REEREAE,

BRI BEERNS 2P OERN Amazon Q 5T , LLBEBIEHEMETE,
I EEAE R

HBERBEUTH,

« identitystore— RFESEEHEBH Identity Center B &2 F | LUEBEEHFTM.
organizations— A FFEEIEH AWS Organizations F , LU{FEHBEHFT R,

sso— RN ES2EZBHE Identity Center HTEEEE  LIEEBEFHRTHE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"identitystore:DescribeGroup",
"identitystore:DescribeUser",
"identitystore:IsMemberInGroups",
"identitystore:ListGroupMemberships",
"organizations:DescribeOrganization",
"sso:DescribeApplication”,
"sso:DescribeInstance",
"sso:ListInstances"

1,

"Resource": "*"

HEEHMAWS ZEENFRAARPRELERA
B AWSServiceRoleForUserSubscriptionPolicy,

3
r
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BERE#T

iR Amazon Q A E AWS SEBREFMNFMEN , RANKREHEREMSELEE, NEFE
HWEEESFENEHETR , FE Amazon Q B AEN NHESCHFEHAEEFREmEIE RSSHE,

g% iR SR:
AmazonQFu ST EMEFT | LUBUH Amazon Q B AEMNETRIRE. 2024 F 4
lIAccess - B¥T H 30 H
BBER

AWSServic o 5F Amazon Q iTB B B) AWS Organizations \RIESEFRAKRE 2024 & 4
eRoleForU EFEIB. AWS IAM Identity Center AWS IAM Identity Center H 30 H
serSubscr B $

iptionPolicy — %

BUR

AWSServic AFF Amazon Q XK E B CodeGuru & Amazon CloudWatch 1 2024 £ 4
eRoleForA Amazon, H 30 H
mazonQDev

eloperPolicy -

HBUR

AmazonQFu RETEFEE |, LUBUHE Amazon Q B AENEH, 2023 F
lIAccess — HTI 1A
® 28 H
Amazon Q B#%  Amazon Q FEAERKEN AWS SEHENWEE, 2023 F
AERREBKRE 1 A
-3 28 H

¥ Amazon Q BHEZASNEREITREARKEZAE

Amazon Q B3 A EfEF AWS Identity and Access Management (IAM) fR#&E#E A, REEEH/E
REZFEEE Amazon QBB AENKE— IAM AGERE, REEZARH Amazon Q HEAESTELEE
%, TIEZBRBAREFWUEMAR AWS BFITENFIBEFT T,

ES- |
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Amazon Q B3 EREER
« A Amazon Q BB AEFARKEEAE
« H service-linked-roles AEHA&ETE

A Amazon Q HEABEFARKEZAR

Amazon Q BE% A EfEF AWS Identity and Access Management (IAM) fR#&E#E A, RIEEEHE
REZEEZE Amazon Q R AENE— IAM AR, REEZAEH Amazon Q HEABTELEE
%, TOEZBBRARETWUEMAR AWS BFITENFIEFT T,

BRI EE A B EERE Amazon Q Developer ER 5 , RABTLFEFIBLEMFTF AT, Amazon Q
HBRAESEEHRBEEZACHT , RIESEEE , BREIRE Amazon Q HEASUEREHA
B, EENFUISREEEBRMTFUBER , BRFFUTBREEELZMMEEM IAM BE,

BLALEMBRBRFEESCNEEER , FREEMER, ERTUREEN Amazon Q REARE
R, RASREERIBRENERNER,

NERRAXERBEFACNEMREET , F2H (TR IAM EENAWS BH) , SKBREES
ACRTERARNER. EEEGEGNE , IBRAZBRBENRBES S XX,

T AWS Amazon Q BIEAENZEBR.

Amazon Q BIBt A B H IR ERAGBHT

Amazon Q BI% A B B AR ERE A AWSServiceRoleForAmazonQDeveloper— It & &%
8 Amazon Q FEUWRFE A ERLGTERENER, RME Amazon FEUMEFENZ £ HEHNFEUE
CodeGuru , AR EREIXF], CloudWatch

Bk AWSServiceRoleForAmazonQDeveloper #EZEAREET T RBERIZAE

* J.amazonaws.com

AN ABFITHER AWSServiceRoleForAmazonQDeveloperPolicy ft5F Amazon Q g A B¥5E
Y BR 5T B A T B

- BJfE : AWS/Q CloudWatch namespace £H cloudwatch:PutMetricData

s

EAARERT , UAFENERE, BENACEY. REIMRRFEERAG, MFEFMEF
25 IAM EREEERNREE AR,
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A Amazon Q BB ABRBRURKEZAR

BIAZFEFHEY —ERKELEAC, EFREPEI Amazon Q BEREER AWS Management
Console , Amazon Q R AEEALELRKELF/E,

HEMBRLBRBEEAS  cRFEBARY , KAULUERFHIEANREFEFEY AR, BELEMH
RER , Amazon Q BB AALEYRBEREAE.

WA LAER IAM A AWS CLI 2 EHq.amazonaws . comfRE B BN RS EREAE, MEH
HER , FSE (AM EREER) B "ELREERAC) . NREMBREBREELZAR , £1
DEARERNEFUABRBEIZAR,

fm¥E Amazon Q FHEAEBNRKEZAE

Amazon Q BI% A E R A FFIEHRE AWSServiceRoleForAmazonQDeveloper RIS E#E AR, RAES
EERTASSERBELAL  FIUSELIEEVACGCREBFAGER, Am , BUEH IAM R
REAGER, MEFMEN  F280 AM FHEEEINFEERKEEAR,

Bk Amazon Q B AEBNREEZAE
ERTBERASERBEEACHIIESRE  RMARBEMBRZAR, Nt—K | BHLERTEE
BEREENARERAEE. AWM , EFHMRBEEEZACCH , BHELEBRER.

(® Note

R Amazon Q REASRBELELAMBRERKEAZAE , AIMRATESE XK. BLER
B4t FEFBOERYBRERRE.

£/ IAM FERBRERESSE

E/H IAM £ A5 AWS API fll & AWSServiceRoleForAmazonQDeveloper RIS EE A E, AWS
CLIZNEFHMER , 5528 (AM FAEER) PHRBRREERLAE,

X & Amazon Q REAERBEFACH EHE

Amazon Q B ABFZBEERERENSERSFEARKEELEAR, BUUETIESFERL
AWSServiceRoleForAmazonQDeveloper £, MEFHMEF , F2BEAWS EiFHEIFE,
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Amazon Q B EREER

215 & 8 B &5 Amazon Q B
ABH# Support
EBREP (HF EodbEB) us-east-1 =
EERIP (B%E) us-east-2 =
EEIFER (A e s 1L ER) us-west-1 &
XEFEP (BREIR) us-west-2 B
IEN (FAER) af-south-1 &
DAXEE (FE) ap-east-1 =
BEARESE (HEME) ap-southeast-3 B
TAREHE (ZE) ap-south-1 =
I AREE (KBR) ap-northeast-3 =
T ARESE (BH) ap-northeast-2 =
SR KEHE (Fhng) ap-southeast-1 =
DAXEE (ERE) ap-southeast-2 =
DAREE (RR) ap-northeast-1 B
IEXR (P EF) ca-central-1 B
BN CEERE) eu-central-1 =
oM () eu-west-1 =
M (fm3) eu-west-2 B
B (CKE) eu-south-1 &
BN (E2R) eu-west-3 =
BUM (Ef ST E) eu-north-1 )
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R R B &5 Amazon Q B3
ABH# Support

R (B me-south-1 B

FR (FARBEE R E) me-central-1 =

EEMN (EBRE) sa-east-1 =

AWS GovCloud (X E R %) us-gov-east-1 S

AWS GovCloud (375 %f) us-gov-west-1 =

A service-linked-roles A A EETR

FEAEETBIMEA AWS Identity and Access Management (IAM) RIS EE A, REEEACEEREE
REFEAEITENE— IAM AEEE, REXEZFACHFERAEIIBRLEER , YT SRBERARETY
HAfk AWS BT E NPT E R,

REEFEACTREERRMBRERAEIR K BALZTEEFHMELENER, "EAEN. &
EREBKEEACNER  REZHAER K BRIRE ERETH. TUREEHAG, EBNTIE
BEEBRMFFAUBE , BT TBRELWINEE M AM BEE.

BB ALERBRBHEZASCNEEER , TREEMR. ERTURBENEAETR , RAREET
PMOBRERMENER,

NFEERXERBEFACGNEMREES  F2H (TR IAM EENAWS BH)  SKBREERS
AERTERARNER. EEEAEENE , IRAEBRENRBES S B,

ERAETRENREEEAEER

FERAAFTREER R AN RKEERE A AWSServiceRoleForUserSubscriptions— 121 IAM Identity
Center ERNEAETRFEE , LBEBEHENITE,

Bk AWSServiceRoleForUserSubscriptions B AR SE T T REREZAC

* user-subscriptions.amazonaws.com

BENAEERER AWSServiceRoleForUserSubscriptionPolicy StEFE A &I BYIEENERTHA T
HIEYE -
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- B)fE: * LAY identitystore:DescribeGroup
B{E: * L#Y identitystore:DescribeUser
BitE : * £ identitystore:IsMemberInGroups
BitE : * £ identitystore:ListGroupMemberships
BjfF : * £# organizations:DescribeOrganization
BiE : * LMY sso:DescribeApplication
E)fE : * £ sso:Describelnstance
BifE : * £ sso:ListInstances

EAARERNT , UAFENERE, BENACEY. REIMRRFEEERAG, MEFMEF ,
25 AM EREEERNREE AT,

B

BIUEAEITRANRBEEAE

BAREEFHEY —ARBEEAR., EREFEILMFEAELTER AWS Management Console , £
EIIREALEIREKELEAE,

HEMBRLRBEEAE  CRFEEBREY , KAUERFHEAMEEFEFEYAG, ELEN
RER , FHETREBAALCELRBERAR.

BB LAMER IAM £ A5 AWS CLI 2 EHq. amazonaws . comfRIE B BHREELE A, MEH
MEF , BF2E (AM EAEERE) v "EVRBEEA®,) . NREMRILREEEAR , &7
DEALMEENEFRFUABREIZAR,

mEEAERNREEEAE

FAEITET AP E#mE AWSServiceRoleForUserSubscriptions FRI§ERE AR, RAESEER T4
SLERBEZFAC  FIULELIEERYACCAETFACERE, AMm , BUEH IAM RiFEACHE
R, MEBFHMAER , ZF2E IAMEAEERTNHEEREEEAE,

MBREAET RN RBEELAE

EETBEAFTSERBESACHIIERRE , RAZRERHERZAC, WU—R , ERRIEREDE
RREBENRERER. XM, EFDRBRBHEEACZH , BLAEERER.
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Amazon Q B3 EREER

® Note

ELEEAMBRERE R "EHAETR REEEEALASE , AIMRATES RN, BFLE
NBE  FEFHOERIBRERRE,

£/ IAM FEIRREHEEAE

FH IAM £3E= A5 AWS API fllBk AWSServiceRoleForUserSubscriptions R ER A, AWS CLI
MEFHMEA , F2H (AM FREER) PORBREEEZSE,

EREITRERSEGACHXRES

o

\

Amazon Q RBASTEXBEEMAERUBRBENESNEARKTEE AR, WFEFMER , F2
BIAWS [& i3 B 2o

Amazon Q B ASTRTXEERUEBRENSAERSPEARKEZA®, SR E T EEFEH
It AWSServiceRoleForUserSubscriptions &,

B3 & 78 & 15 & 5 FEREFTEFH Support
EBIREP (HEF e =L EB) us-east-1 =
EEFE (REA) us-west-2 =
EBEREP (HF EadbEB) us-east-1 =
EERE (% MH) us-east-2 =
BRI (ExH) us-east-2 g3
B PEIP (hnF 4 fE R L ER) us-west-1 =
TAEEH (RE) ap-south-1 e
BARESE (KBR) ap-northeast-3 =
DAED (HH) ap-northeast-2 =
DRI (T hnK) ap-southeast-1 =

EABBERAE TE
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Amazon Q B3

ERAEER

EifZ R &5 5 5 FEREFTRFH Support
ZXRESE (ER) ap-southeast-2 e
DAREE (RR) ap-northeast-1 =
INEX (PE) ca-central-1 =
BN CERE1R) eu-central-1 =
BN (BEE®) eu-west-1 b3
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EENBSEBAMNEZEA CloudTrail , FZBIAWS CloudTrail &S,
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B, MEFMER , 528 AWS CloudTrail FHEIEREPHLTESE

- BEMNIEXHBIER
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- REZEEEHZEW CloudTrail FiE#kiE
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T Amazon Q B A EB{EEEEC8E T , CloudTrail I£7E CloudTrail BEFESRELEH,
B—SE4SHFERMTESELERERENEA. BoEATIHBEYE T5I5HE -

« FEREMFEARHE AWS Identity and Access Management (IAM) EEAEEAERHEH
- REZBRE , RACATHEACEBES 7 FRAENERLZLRRE
- FREBHS —EARH AWS R

nl‘ﬂ

MEFHMER , F2E (AWS CloudTrail £ EIERE) PHFEAE CloudTrail userldentity JT3&,
T Amazon Q B A B BAFEEIER

EBHR—EERE , TESHUBRFENEXEEREIEER Amazon S3 f#FAT#. CloudTrail 2815
BE—HEEREER . SHARKRAEARENE-FR , LEE@EFRVEE , BIEN B HMNE
B, ERBEEFEE. CloudTrail BREXM4TRLH API HANBFH#ERRE , Rt EMTSUER
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Amazon Q B# A Bt EFAdryRUnSEET API Il | IR ZEESENXENRT , M
EEERREHER, YWEBIryRunSEH Amazon Q I A S API W SHEIWASH | I
fErequestParameters¥BiFZics&k " "dryRun" : truefE CloudTrail HFH,

T 5 & HIFE R ~ESendMessageE{ER CloudTrail EE8%EE .

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z2",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",

"awsRegion": "us-east-1",
"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "*#**",
"utterance": "#***"
I
"responseElements": {
"result": {
"content": {
"text": {

"body": u***u’
"references": []

iy
"format": "PLAINTEXT",
"intents": {3},
Iltypell: IITEXTII
iy
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"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-

ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T19:31:387",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "***'",
"utterancelId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"
.
"resultCode": "LLM"
.
"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T3 & HIFE R & PassRequestEEHR CloudTrail SLE&IEE

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Mary",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mazry",
"accountId": "555555555555",
"userName": "Mary"

.

"attributes": {
"creationDate": "2024-04-10T20:03:01Z",
"mfaAuthenticated": "false"

1,

"invokedBy": "q.amazonaws.com"
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},

"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

T5|EEHER Amazon Q RREMNWs3:ListBucketsEEHR CloudTrail BEEER,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ONG6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:  user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
.
"attributes": {
"creationDate": "2024-04-10T14:06:08Z2",
"mfaAuthenticated": "false"

+

"invokedBy": '"qg.amazonaws.com"

Iy

T % Amazon Q B AS BEEEE 221



Amazon Q B3 EREER

"eventTime": "2024-04-10T14:07:557",

"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": {

"Host": "s3.amazonaws.com"
},

"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
.
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9Cc463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": "Management"
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FEE-STHEEFIRGENZBERMENTT , 528 Amazon CloudWatch Logs A &g+
WEEHAFT AT AYEC S [V2].

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1l:account number:log-group:*",
"arn:aws:firehose:us-east-1l:account number:deliverystream/*",
"arn:aws:s3:::*"
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