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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
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}

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

3. i##ZE Update Trust Policy (EHSEBXE).

HER 3 MEEERR 11
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EHPEASEEENTERNBREER AWS AppConfig

AEHNEETBBETRFH TH T4 AWS AppConfigo EETHESERYARSBHEEERNEE
o4

1. AR —ERAERFA

EERVEARAGEEM , ZUUEUBAERAREIHN AWS AppConfig . —EEARERFRR
2 —ERBEEE —EXHx,

2. BRI

B LA BB E AWS AppConfig EARRERZ —HZEREKE. RIKE AWS AppConfig B EHEEE
ERB B | HluBetasiProductionIREFHNEARER . Bl EERERAEX FTHENIRE |, 6l
MAWS Lambda functionsContainers. Web., Mobile., FIBack-end,

BRI LA B ERRERE Amazon CloudWatch BR , LEBIEREHENEEEE, RixgEER
HENEELET, NRBRTER  RRTEEERE.

3. BV MHRERRE MR E

B & MR 15 B FE A AWS AppConfig BEHRBFNESKHERERN URI UARFREEER,

AWS AppConfig T EMBHRBREEEDR . DEEENEHENER. NEEFERENGSEE
B1ERFETE AWS AppConfig SEEMELEEZfE S , ¥ B URI REEhosted. HR BHENERERE
B, BB ERREEE AWS AppConfig HEWHEBRFHERHEH MESH Systems Manager Ih
BEZX AWS BREEH AWS AppConfig , ITAREFRE I EEKNEREEEE AWS AppConfighiR,

EEREREEATNESRANREREN  UERENERERETEVNER LHRERN. AWS
AppConfig BB HER , SEAREENMNTRE, MREANIEMER , HESEHAEREHN
BRETERECRFL.

(® Note

BRIEETE Amazon FHEfE1ZIRTS (Amazon S3) FE M ZE AWS Secrets Manager SREE
ERAEREER , SRRMERECEXEHBEHRESR AWS AppConfig FEEHEER , B
RERME T RZHITIEENIERIIEE,

ES-



https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-namespace.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-environment.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html

AWS AppConfig (&SR
- Eifl4ERE

- BRERERER IAM BB

- RENERERE W EZ B AWS AppConfig

- BENEABEREIIRE AWS AppConfig

- EHREVIHRERERIRE AWS AppConfig

- HittiARRERRR

giHlERE

FEFHAWS AppConfighI ThREXRZE I AWS Systems Manager, EERIREIBEAENBERE, HER
HECEARNITANRESRS. BRTHEMH,

WREEARARE
THTheE R E S i E AR EMA N FATENRERRI K.

JSON
{
"allow_mobile_payments": {
"enabled": false
},
"default_payments_per_region": {
"enabled": true
}
}
YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true

BRFECE
T EmEAEERFRIBARENEEERN AN,

gpIaRE 13


https://aws.amazon.com/systems-manager/features/appconfig/

AWS AppConfig

ERAEER

JSON
{

"throttle-limits": {
"enabled": "true",
"throttles": [

{
"simultaneous_connections": 12
},
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:
enabled: 'true'
throttles:
- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:
- true

FRUR B ERRE
THFERHEE A A RS E WL & REFA T A FEREAER.

JSON
{
"allow-list": {
"enabled": "true",
"cohorts": [
{
"internal_employees": true

&7 {51 4B R 14
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"beta_group": false

"recent_new_customers": false

"user_name": "Jane_Doe"

"user_name": "John_Doe"

YAML

allow-list:
enabled: 'true'
cohorts:
- internal_employees: true
- beta_group: false
- recent_new_customers: false
- user_name: Jane_Doe
- user_name: Ashok_Kumar

BARERERER IAM B8

BT LMER BN I FEEREE RN IAM &8 AWS AppConfig. & , O LLETEMN IAM B, U
REFERARIAE® AWS AppConfig , R ERBFLEENHEREER K BEVACWIEE FIERE
,JJZ—o

HARENRE 2 Secrets Manager %15
"Version": "2012-10-17",

"Statement": [
{

BRERRERE IAM B8 15
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"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:AWS ##:account_ID:secret:secret_name-alb2c3"

HERRESBERESH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:parameter/parameter_name"
]
}
]
}
HHEERIREZ SSM X
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetDocument"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:document/document_name"
]
}

BRERERERE IAM 6 16
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]

MREFEARIHE AWS AppConfig , Rttt A AGEN THETER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "appconfig.amazonaws.com"

},

"Action": "sts:AssumeRole"

AENERAREXEIImEZE AWS AppConfig

AEHPNEFABBEEYBRERAREIN AWS AppConfig ALRE, EFARFAR—EEBESE

MEREAEFN A ZEAN AR, EEAMEBREELTHTEAR ZBEEER. Hlm , Ea)
BYASNEMARER , MyMobileApp ABMNEREAEMZECTHRARANERER, E4A
FRIUELATIRE , 82 AWS AppConfig REBFMEEIREEEREERNEREH,

® Note
&R LLA AWS CloudFormation 323 AWS AppConfig R , BIEERARER. BiE, HER
EfE, $PE. MBERBAMFTEMEEBRE, WEFHEA , 528 (AWS CloudFormation {£
EI5E) BH AWS AppConfig ERER S,

£
« #3I AWS AppConfig ERTE (FiEH)
« E 3 AWS AppConfig ERTE (d855)



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppConfig.html

AWS AppConfig EREER

3L AWS AppConfig BRARER (X&)

FEATHRRFRMER AWS Systems Manager £ A 3 AWS AppConfig FEFER .

BEVEAREN

1. FBTELATERIR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

HEEBEH®P |, 1EIE Applications (BARE) , AREE Create application (B EARE),
MW Name (B18) , B AERARANERE,

¥1A Description (#iR) , MAGREREXNNWERA,

(BEM) &£ "EIER) BRD , ®BEETHEEZFIESR. UFFAENR , F28 @R AWS
AppConfig IER .

(EEMN) £ "ER) BRY , HASRNEAE. ETNABEREERS 50 BFER.
7. BEBRVERREN,

o & 0N

o

AWS AppConfig ER VAR , ARETR "'RE) BER. BEHT "ALNEARXEVIRE
AWS AppConfigi o

#3I AWS AppConfig BERRER (a8 5 %)

THREFRAMMAER AWS CLI (£ Linux 2 Windows £) Si& AWS Tools for PowerShell 32 AWS
AppConfig FEAER,

BEZSEVNEAERX

1. BIR AWS CLI.
2. BITTIeTHUBRIERAER,

Linux

aws appconfig create-application \
--name A_name_for_the_application \
--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

31 AWS AppConfig ERER (£ 8) 18


https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

Windows

aws appconfig create-application ~
--name A_name_for_the_application »
--description A_description_of_the_application
--tags User_defined_key_value_pair_metadata_for_the_application

PowerShell

New-APPCApplication °
-Name Name_for_the_application °
-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair _metadata_for_the_application

RrEeBLEBEET , MWTAR.

Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
PowerShell
ContentLength : Runtime of the command
Description : Description of the application
HttpStatusCode : HTTP Status of the runtime
Id : Application ID
Name : Application name

3 AWS AppConfig FEARE (d555) 19
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ResponseMetadata : Runtime Metadata

AW ERAREREIIIRE AWS AppConfig

B LA A S E AWS AppConfig AR ERZ —HZMEIRK. RERE AppConfig B ZRBEIFZEFA |
FlanProductionBE P BetafEAIERX. AWS Lambda HEH A, Bl ERERENF
HHIRIE |, HliiwebMobile, FBack-end. ZRAI A ABEIREERE Amazon CloudWatch R, &
GEEAENESHPERE R, NRBRTER  RESEEHALE,

A48 Bl

mMERE AWS AppConfig ZRUH LAE B HRELLE FE CloudWatch &R |, BIXEREEEERH AWS
Identity and Access Management (IAM) A€ , SUE A AWS AppConfig SAEIf& CloudWatch &R, &
ARETIEFPEZLAG, MEFMENA , F28 (EEH) BIE CloudWatch BRFREEFRE
R

*&E
« #3 AWS AppConfig IRiE (X2 A)
« B AWS AppConfig IZRiE (38517)

3 AWS AppConfig IRiE (£ A
FRATHIREFRMER AWS Systems Manager 2 AE 3 AWS AppConfig IR,

B

<t

2y

-

e LA S EBIRL AWS Systems Manager £ &,  https://console.aws.amazon.com/systems-
manager/appconfig/

EREERD , BE [EARESN], AR REENREAERNEENERAEXNERE,

B (RE) RolER , AREE [BURE]

HH Name (B18) , BARRENERE,

#1 Description (JE1R) , W AGRBRENER.

CEEM) Z [BERR) BT, BEZIAM AR, AREZFEEERN IAM AC |, LEBRET
PR RAE RS,

7. 7ECloudWatch F#EFES , BE—RZEEEZMNRE, AWS AppConfig IR HE A —EE R
ABTHE  FERENERETE,

o a0k~ w DN

BAURE 20


https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

8. (BEM) &Z "EHMEESR., ERY , FEPEERESR., WFEFHENR , F2H BR AWS
AppConfig IERE .

9. (EEM) T "E%. EBY BASBNEAE, BUUAEREERZ 50 HER.
10. 1212 Create environment (B RE),

AWS AppConfig B2V IRE , ARER "RIEFMEF . HH. EENT "EPEVEBREREE
AWS AppConfigi o

3 AWS AppConfig BB1E (¥8517)

THEFRAMMAER AWS CLI (£ Linux 2% Windows ) 8 AWS Tools for PowerShell 3 AWS
AppConfig IR,

BERLSENIRIR

1. BIR AWS CLI.
2. BATTHGTUHUEBILRE.,

Linux

aws appconfig create-environment \

--application-id The_application_ID \

--name A_name_for_the_environment \

--description A_description_of_the_environment \

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" \

--tags User_defined_key_value_pair_metadata_of_the_environment

Windows

aws appconfig create-environment #
--application-id The_application_ID ~
--name A_name_for_the_environment *
--description A _description_of_the_environment ~
--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" *
--tags User_defined_key_value_pair metadata_of_the_environment

3L AWS AppConfig IRE (EH1T) 21
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PowerShell

New-APPCEnvironment

-Name Name_for_the_environment °

-ApplicationId The_application_ID

-Description Description_of_the_environment °

-Monitozrs
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn"} °

-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

%\: l:g%@*EBgﬁgﬂ y ;zu-ltﬁﬁ/j_T‘o

Linux

"ApplicationId": "The application ID",

"Id": "The_environment ID",

"Name": "Name of the environment",

"State": "The state of the environment",
"Description": "Description of the environment",

"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

Windows

"ApplicationId": "The application ID",

"Id": "The environment ID",

"Name": "Name of the environment",

"State": "The state of the environment"
"Description": "Description of the environment",

"Monitors": [

{

3L AWS AppConfig IRE (EH1T) 22
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"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

}
]
}
PowerShell
ApplicationId : The application ID
ContentLength : Runtime of the command
Description : Description of the environment
HttpStatusCode : HTTP Status of the runtime
Id : The environment ID
Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}
Name : Name of the environment
Response Metadata : Runtime Metadata
State : State of the environment

BEHT "TEPERIERREERE AWS AppConfigl

R AREER E IR AE AWS AppConfig

B IR ZIE A AWS AppConfig EERFNERSHKMARERMN URI LIREEER, AWS
AppConflg SEMERRENARRER  EEENB AR ER, hEEERIERBIRTFRE AWS
AppConfig EEBEZMET , URI REEhosted, BHERNELETLUEERREEESRNBLEN

FBERMK AWS AppConfig EXEETHEE , HEZBESHREPRTFTER. AWS AWS AppConfigil
EHMES  F2HE B EVEERERERERE AWS AppConfig.

HEREREEITNESZRANREREN , UBRRENERENEFENFER LBRERHN. AWS
AppConfig ERRBIHER A EEAREEXHTRE, NRENIEMER K FESEHEBNER
ET R E RIFLE.

(® Note

MRAEE , BPRZBEELENHEREBREHR AWS AppConfig EERNHEREER K HATIE
#t 7 RZHThREFIE R IR,

EREVHEREREHEIRIE AWS AppConfig 23
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&

- EHENINEEEEHERERER AWS AppConfig

o EFBRIESHEAERERERE AWS AppConfig

ERRVAERTERER , AUNEEEERSMERERER. RESTRAREHHEBERNEZ ENE
RLREREN, NRSITEAABIEER K SXELABRURFEN K ARBEIMBERRERE. AWS
AppConfig ZFUA T EE W ERFES -

» AWS Lambda ¥ : XEEEEEMN B HEERE,

- JSON EHH#HR « TEESKRNERE, (RIE JSON BEEHERAWS AppConfig B B 57 Th8E1R
o )

x5
+ AWS Lambda BN S B E 2

AWS Lambda BRI (Ex 3% 35

Lambda EREER RS L AF A T I EHEBRIRRERE. AWS AppConfig £ k&4 R 5kl A
Lambda B8, ARBE— 1@ baseb4 HFIBWZFE , T URI BFF,

"applicationId": "The application ID of the configuration profile being
validated",

"configurationProfilelId": "The ID of the configuration profile being validated",
"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

"uri": "The configuration uri"

AWS AppConfig B2 5 Lambda X-Amz-Function-Error ZEERACELEHRE, MRHEMHE
¥ , Lambda X B RE, NEEENFMHERAX-Amz-Function-Error , 52 MAWS Lambda
B AEER AWS LambdaF SRR E BN EHEH,

N 24


https://docs.aws.amazon.com/lambda/latest/dg/retries-on-errors.html

AWS AppConfig

ERAEER

LT ERIIEBRFEN Lambda EERE BRI EESH,
import json
def handler(event, context):

#Add your validation logic here
print("We passed!")

LU BB XK Lambda EIEREX BRI EEH,

def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")

ER% —ERAREEESRAERESISRIENG T,

i

function isPrime(value) {
if (value < 2) {
return false;

for (i = 2; i < value; i++) {
if (value % i === 0) {
return false;

return true;

exports.handler

async function(event, context) {

console.log('EVENT: ' + JSON.stringify(event, null, 2));

const input = parselnt(Buffer.from(event.content,

const prime = isPrime(input);

console.log('RESULT: ' + input + (prime ? ' is'

if (!prime) {
throw input + "is not prime";

'baseb4').toString('ascii'));

' is not') + ' prime');

AWS AppConfig FEAUStartDeployment® ValidateConfigurationActivity API fE¥EF , &
FP IR A BR 35 Lambda, B4 BiRFappconfig.amazonaws. com&F Al FEEMU A Lambda, NZEFF4

R
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B, F2REE AWS RFHEBIFEER. AWS AppConfig #$5#7 Lambda #{TRERHIA 15
¥, SREMEIEE,

mRERBRERS

WREE SSM XHFRVERE , AIXEREERE L ZERERN JSON B, JSON BRHRTESR
BERAENBRERENLFTEM. JSON BRHERNIIEMRE—ERR , SIBEFHHERRNVERE
RENESLEARAMENREER. FRILESM,

{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {

"[M\s]1+$": {

"type": "boolean"

}
1,
"minProperties": 1

}

ERH SSM XHEVERER  RASEDRVEERSHEEBHEATR, NREFTHFE , AWS
AppConfig 2{EE R FEER.

/A Important
AERET5ARE JSON R rREEANEEZEA

o BTETE SSM XA HERRE R HE L EEIR JSON FHRBIERETRE , T EESHERHIE
ER#, SSM BHEAFTERE L EEBEEHBIHNIEFRHN SSM S EHREEMN B H
¥ZE, AWS Lambda

- SSM X #hivfEREE#F A ApplicationConfigurationffE#, HFER JSON FEHEH
rE#EAApplicationConfigurationSchemaX 43 #!,

« AWS AppConfig Z B RH#REEHIRA JSON EBER 4 X IRER, MRENERRENREE
ERREKRAK JSON FE#HR |, AIESNERY Lambda BREEN.

R 26


https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke

AWS AppConfig EREER
FEREIINEEEZBARERERE AWS AppConfig

B AERATEEERASEAEAESNPNINEE , REAEEBERBEEAREIENTES
. AWS AppConfig SAThaE iEZE& N HE ThREEZ MR REE R E AWS AppConfig FEEHEFEHES |, &%
BRACTEEREENEEBHNERNPEE R, MFEHE AWS AppConfig FEEBRREREMNFFHEE
A, B2 —BIRN AWS AppConfig SEEHREFZ R EET,

&

- BUINREIEEHERERER (EEH)

- EVIeEEENEEZERRER ETT)
- IR ZZE AWS.AppConfig.FeatureFlags

A48 Al

ETHRER , B DR EMN N EERPIEE AWS Key Management Service (AWS KMS) &
i, LEFZESWMAZIEME AWS AppConfig REMEBFHERNVIHERERRE, NEFBRLE
BPFFAER , F2BEPHAWS AppConfig TEEZEFEEESLMAWS AppConfig P Z £,

THREFERMETEEREEEESFAER EEMEEMAEE, BEXYEAERETERHHEZHE
RERY AWS AppConfig THEREZHE , EFRMEABENTANE L. WEFHEF , F28 AR
AWS AppConfig I&E .

R% £ "HEEEEE, ERY , EARANBEESNBUEFMAERAR | THUEERS HRAHR
AHEAREAREHNBEETSHEINENEAEN, AWS AppConfig XE T HENEEBERE
AR R

Type R 5 o A iR

: P& BAERERN FRHENENRERXEN
5|8 FERUEIWERE

L TR B NBE
= AN BHENRARE

: fM{E = =

FRSEE BAEREN BHETENERREXRN

B IhReERERRER 27
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Type PR 5 o A iR
5|8 S TR AR ERE
HF 5 TR BHETENRNEE
=\ EEERES TS

BUIheEEFRERRER (F#A)

FEHTHREFRER AWS AppConfig EE AR I AWS AppConfig ThREEZEHREERERE,

B EREEIRE

1. BELTERE AWS Systems Manager =&, https://console.aws.amazon.com/systems-
manager/appconfig/

2. hEUREERT , BE (EAEX], AREELEEPEVNERAERXALNERAE EYGmEZH
AWS AppConfige

3. EE EREENEESE R5ER , RREE [BEIAR

4, E[HERER] ERYD , BEF (PEEE.

5. mMT#B, £ HARRERE, BRD , BN THEREEEHE, K BASHE

6. (EEH) RERPLEAZRH,

7. (EEYN) REHMER , YHREETKTIEE,
a. 1 "h®., BEH , RBFEFEE AWS Key Management Service (AWS KMS) £,
b. % "BHHMEIES. BRY A6 FEPEERER YR,
c. & "EE, ERYD,EE "HEER, K AREEHBNERE.

8. EET-—L,

9. & "YEEEEER) ERYD , BASRENMA "HEER. .

10. SHEEE S| B AEERLE K UESHERAEREEFNIER. HEREMREFNERER
REEHENSR, BUEECER  SUEEEERRE  BELFEBEESE,

11. (EEH) BHARBPLE AGELEENER.

12. EREREHESE , WEEMHBZFAIMBREFENBH. FEE , AWS AppConfig FEFH
IEE,

13. & "HERMY.) BEF  ZEEEREM, BETRESEESERRHEEE.

B IhReERERRER 28


https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

14. B TR,  FREEEEME  ARK "THE, FEPREEERE, SuLLEEMRIRIEERN

PREIREREEMEE. TEEREH,

¥ Feature flag attributes

[éKey Type Value Constraint
‘ currency ‘ ‘ String v ‘ ‘ usD ‘ ‘ CAD,USD,MXN ‘
Required

(O Regular expression

© Enum

’ Define attribute ‘

B TERBM. SUTEEMBE,

@ Note
AL TUTERA,
- HRBMHEE , "BAL —FARREN. SEIEVYEA "CRAL NWHEEEEM.
REEMREF,
- DEEEFNBHEERAREFNERL T @8 &EGetLatestConfiguration&EF,
- BEEBRENESBUERSBLARE—R,
- BV EEUEERERERME.

15. 1£ [hREIERE] B |, BIZ [RA] SARAHER, MRER , FEAMEBRRRERERRE

EENERA B HRERZER,
16. EE-F_io
17. #E [RRYRHEF BEEL  BEEENFRER  ARRELRETS.

BT "EPHBIAEEZMBEREE R AWS AppConfigy o

By IR EE NI ERARRER (BET1T)

THIRRFRBI{AER AWS Command Line Interface (£ Linux 2 Windows E£) 3 Windows =
Fi T B PowerShell RE L AWS AppConfig SRR ERER. MREEE , HALL AWS

CloudShell AT T 5T, WEFMENR , 28 ( AWS CloudShellff & IERE) FHHTER

AWS CloudShell ?,

By ae AR E R ERE
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html

AWS AppConfig

ERAEER

BAEMASEERAR

1. BEX AWS CLI.

2. BUKHBERIETEENIIEEEHRERERAWS. AppConfig. FeatureFlags, REMHREHLA
AhostedRfZE URI,
Linux
aws appconfig create-configuration-profile \
--application-id The_application_ID \
--name A_name_for_the_configuration_profile \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags
Windows
aws appconfig create-configuration-profile ~
--application-id The_application_ID ~
--name A_name_for_the_configuration_profile "
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags
PowerShell
New-APPCConfigurationProfile °
-Name A_name_for_the_configuration_profile °
-ApplicationId The_application_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags
3. EVUINREEEARER. ENWERYESR JSONBX , BFE
AWS . AppConfig.FeatureFlags JSON B ER. NEEREBNFMENR  FSENERS
Z AWS.AppConfig.FeatureFlags.
4. f#H CreateHostedConfigurationVersion API #IhEEIEIZEREERIFHETFEE AWS
AppConfig.
BYM IR R 30
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Linux

aws appconfig create-hosted-configuration-version \
--application-id The_application_ID \
--configuration-profile-id The_configuration_profile_id \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data \
file_name_for_system_to_store_configuration_data

Windows

aws appconfig create-hosted-configuration-version #
--application-id The_application_ID ~
--configuration-profile-id The_configuration_profile_id *
--content-type "application/json" A
--content file://path/to/feature_flag_configuration_data "
file_name_for_system to_store_configuration_data

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId The_application_ID °
-ConfigurationProfilelId The_configuration_profile_id °
-ContentType "application/json"
-Content file://path/to/feature_flag_configuration_data
file_name_for_system_to_store_configuration_data

E#AE—1@ Linux R~¥lm5,

aws appconfig create-hosted-configuration-version \
--application-id 1la2b3cTestApp \
--configuration-profile-id 4d5e6fTestConfigProfile \
--content-type "application/json" \
--content Baseb64Content

contentZ28F A T 5basebsimiTER

"flags": {

By ae AR E R ERE 31
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ERAEER

"flagkey": {
"name": "WinterSpecialBanner"
}
I
"values": {
"flagkey": {
"enabled": true
}
},
"version": "1"
}

RS ECMEBER , TR,

Linux
{
"ApplicationId" "la2b3cTestApp",
"ConfigurationProfileId" "4d5e6fTestConfigProfile”,
"VersionNumber" "1,
"ContentType" "application/json"
}
Windows
{
"ApplicationId" "la2b3cTestApp",
"ConfigurationProfileId" "4d5e6fTestConfigProfile",
"VersionNumber" "1,
"ContentType" "application/json"
}
PowerShell
ApplicationId : 1la2b3cTestApp
ConfigurationProfileId : 4d5e6fTestConfigProfile
VersionNumber H
ContentType : application/json
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‘Aservice_returned_content_fileSEMHREE R , HhEE—L AWS AppConfig B4

KR E R

(® Note

BUFEERREMAE | 55 AWS AppConfig BB ERRERFE
AWS . AppConfig.FeatureFlags JSON ###HiR, AWS AppConfig BZAABRBERIH

NEEARBEEBERENSEACLEMERNRS,

H R 8E AWS.AppConfig.FeatureFlags

£ AWS.AppConfig.FeatureFlags JSON B ERIEASE , LB MEEEZHEEESR,

"$schema": "http://json-schema.org/draft-07/schema#",

"definitions": {
"flagSetDefinition": {
"type": "object",
"properties": {
"version": {
"$ref": "#/definitions/flagSchemaVersions"
},
"flags": {
"$ref": "#/definitions/flagDefinitions"
1,
"values": {
"$ref": "#/definitions/flagValues"
}
1,
"required": ["version", "flags"],
"additionalProperties": false
},
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-1{0,63}$": {
"$ref": "#/definitions/flagDefinition"
}
1,
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"maxProperties": 100,
"additionalProperties": false
},
"flagDefinition": {
"type": "object",
"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"
},
"description": {
"$ref": "#/definitions/customerDefinedDescription"
.

" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
I
"_deprecation": {
"type": "object",
"properties": {
"status": {
"type": "string",
"enum": ["planned"]

}
I
"additionalProperties": false
I
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
}

I
"additionalProperties": false
I
"attributeDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeDefinition"
}
},
"maxProperties": 25,
"additionalProperties": false

iy
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"attributeDefinition": {
"type": "object",
"properties": {

"description": {

"$ref": "#/definitions/customerDefinedDescription"
.
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}
},

"additionalProperties": false
},
"flagValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}%$": {
"$ref": "#/definitions/flagValue"
}
I

"maxProperties": 100,
"additionalProperties": false
},
"flagValue": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
},
" createdAt": {
"type": "string"
I
"_updatedAt": {
"type": "string"
}
I

"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeValue",
"maxProperties": 25
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}
iy

"required": ["enabled"],
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"type": "string",
"maxLength": 1024
}
},
{
"items": {
"type": "number"
}
}
]
}
1,
"additionalProperties": false
},

"stringConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["string"]
I
"required": {
"type": "boolean"

},

"pattern": {
"type": "string",
"maxLength": 1024

},

"enum": {
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"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
I
{

"type": "integer"

}
},
"required": ["type"],
"not": {

"required": ["pattern", "enum"]

}I

"additionalProperties": false

}I

"numberConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["number"]

I

"required": {
"type": "boolean"

},

"minimum": {
"type": "integer"

I

"maximum": {
"type": "integer"

}

iy
"required": ["type"],

"additionalProperties": false

iy

"arrayConstraints": {
"type": "object",
"properties": {
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Iltypell: {
"type": "string",
"enum": ["array"]

"$ref": "#/definitions/elementConstraints"

I
"required": {
"type": "boolean"
},
"elements": {
}
},
"required": ["type"],
"additionalProperties": false
I

"boolConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["boolean"]

"required": {
"type": "boolean"
}
1,
"required": ["type"],

"additionalProperties": false

{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" }

iy
"elementConstraints": {
"oneOf": [
]
iy

"customerDefinedName": {
"type": "string",

"pattern": "A["\\nl{1,643}$"

iy

"customerDefinedDescription": {

"type": "string",
"maxLength": 1024
I
"flagSchemaVersions": {
"type": "string",
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Ilenumll: [Illll]
}

iy

"type": "object",

"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false

/A Important
EEMRIREEREER , FNEAREN LAWY GetLatestConfiguration APl, &%
ZEBiBFGetConfigurationA ( BEEA ) KRRINGEEFIERE. NWEHAENR K F2
B AWS AppConfig APl 2% f iy GetlLatestff &,

EERNWERERXFI GetLatestConfiguration SWiZEWFH T BHAEER K SBRERNEEENBEHENE
A, BILH JSON EEREEENSEEFRBTENENMEE, BLH JSON th'@EenabledB
MtruesifalseifEE, MREFHRenabledEAtrue , HIEZNEMEMEtLEHE, T3 JSON

fERHR T JSON i AyA& =K,

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeValuesMap"
}
},

"maxProperties": 100,
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},

"required": ["enabled"],
"patternProperties": {
"Ala-z][a-zA-Z\\d-_]{0,63}$": {
"$ref": "#/definitions/attributeValue"
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}

I
"maxProperties": 25,
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string","maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
}
]
}
},
{
"items": {
"oneOf": [
{
"type": "number"
}
]
}
}
]
}
1,
"additionalProperties": false
}
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FEHREINEERBARERERE AWS AppConfig

L & iR 1E T IE A3 AWS AppConfig B EHRBFENESHKERERMN URI URZERER, AWS
AppConfig X EMBHERERER . YEEENEHENERE, HEFEFREXHSHEBBERE
AWS AppConfig FEEMNEEFMF , B URI REEhosted. ¥R BB ERRER , BTl
BERRA T AWS AppConfig FEEHREFHED T 5{ET—1E AWS AR Systems Manager &g
o

AWS AppConfig FEEAREF K E

Amazon Simple Storage Service (Amazon S3)

AWS CodePipeline

AWS Secrets Manager

AWS Systems Manager 2&7FH[E

AWS Systems Manager X Z & (SSM X

XENEREE

YAML, JSON FIXF (MEEH AWS
Management Console. £/ AWS AppConfig
CreateHostedConfigurationVersionAP| Ej/E#T
B TEREE,

=20

HiE (HRBER )

7 (HRBER )
BENZEFZ RS (HSBEHEER)
X&, JSON, XK

#)

HREREREGATUNEERANREER , URACNERBENEEEZNER LHREREN, AWS
AppConfig EERBIEER , E£AREEANITRE, NRENIEMER  HESEHABHER
ETER#EHIFLE,

(® Note

MR  BAEBEERENERBFRES AWS AppConfig FEEEMERER , RATR
T RS THEEME BRI EE

HRFEIEE AWS AppConfig EIRHREREMIES SSM XHH M EHENAE , BUUERINHRERE
BB Systems Manager £ ARET BHENARE, AETERERERALER,
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AWS AppConfig B & APHTEENHETHRE, HEXER 2 MB RE/), HEMBERTHREREEME
kb, AWS AppConfig FEEHEERERM T 5ER,

« BAEERTEHMARFS , 6170 Amazon Simple Storage Service (Amazon S3) RZEBEFEHRE.

« BAREERTE AWS Identity and Access Management (IAM) ZFaTEN Al FE B AEEKE,

« AILUSHERETFMAS YAML, JSON 3 FX#F

- EREFHEEENE.

- BABRMARE , YEERVEAREREREETREFTRE,

B TEMAE Amazon S3 FHIARRE

BRI LSRR E R E R BB ERF R (Amazon S3) #FErEH, £

BUARHRER , &

DI EEmMEEETEPE— S3 YHH URI, BHTAILUIEE (IAM) BEBH Amazon EREEE AWS
Identity and Access Management (ARN) , B AWS AppConfig # FEUSYH KR, £5 Amazon
SIYHBIBREEBERZE , BEEUTRE,
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BR i FHHEA

K FHA S3 YRR /NERRA 1 MB,

Y14 N2 {HREER EAE AT LASHE SSE-S3 #1 SSE-KMS Nz
YIHE B,

EEER AWS AppConfig X#E T % S3 =&
Bl : STANDARDINTELLIGENT_TIERIN
G . REDUCED_REDUNDANCY . STANDARD_
IA . HIONEZONE_IA . AXETHIEEH : Fr
A S3 Glacier 35/ (GLACIER #1 DEEP_ARCH
IVE ).

iR 2 422 AWS AppConfig B3R S3 #1418 F MR A= &,

ATFEHA Amazon S3 ¥ AERESR ERF ]

ERRTFRA S3 YA RE Y HRRERR

AWS AppConfig #R., B4 EBETHHFT,
1ZEL S3 MR T

+ S3 : GetObject
+ S3 : GetObjecthir4x

Bt S3 FFERMET
S3 : ListAlIMyBuckets
FHADAEY S3 BT RNFRET

« S3: GetBucket{y &

« 53 : GetBuckethx 212 i
« S3 : ListBucket
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sESTA T 512 2R i AT EL AWS AppConfig 87 1E S3 1 EEHN AR,

B FE S3 ¥R 1AM BUR
FERATHRFEN IAM BX , LLEL AWS AppConfig S RIE S3 Y1 RV EE,
EEEFE S3 Y 1AM BUR

1. ¥ https://console.aws.amazon.com/iam/ FBIRX IAM £ A,

2. HEEBHKT , EIE Policies (BUR) , A&RI1EHE Create policy (BIBXE).
3. HEEVHEEMEL , EE IJSON EH,
4

£/ S3 fFITERERYMANERER , EMUTEHLIBR. RAREBERAMA JSON FH LM X
FHuP, UEESNERABMR #2144,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/my-configurations/my-

configuration.json"

1,
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucketVersions",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET"
]
1,
{

"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"
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}
]
}

5 EERBBER.
6. 7E Review policy (REBUR) BEE L , A Name (B8) Fl A BRE , A AR,
7. BEEBRMNBIR, RAEESFEALREE Roles (A) HHEL

B FE S3 Y4 IAM At
FRATYREFEIL IAM A | LLEL AWS AppConfig B1FHIE S3 Y1 HIERE,
EEE YV FH Amazon S3 ¥4H IAM A&

1. TELATHEULBERL IAM £ A : hitps://console.aws.amazon.com/iam/o
2. HEEEHIKD | B2 Roles (A®) , A%I&IZ Create role (BB E),
3. HE[ENETEBNER]ERD , 1BIE [AWS R¥.
4

£ Choose a use case (BIEFARH) BEF , BEEMNHR Common use cases (FRFEARSA) T
FH EC2 , REIZIZE Next: Permissions (T —% : 85 1)),

5. f Attach permissions policy (Z#ZFF A EK) EEH L , RESHRPBALE L —EEFFELW
BURER.

6. BEBER , ARIBIE Next: Tags (T—%F : EE),

7. 1E[FEER (BEM) EEL K WASBINRAE , RBRBE[T—F . BE]

8. £ Review (#2ff) EME L , £ Role name (A& M) MUFRAZE , RE@WAER,

9. #IE Createrole (BRI AR), RXSEAMEE Roles (AE) HMH,

10. £ Roles (A€) EH , BEEZHZRINAE , LBRK Summary (FE) HEE. 555 ~ Role Name
(AEEM) M Role ARN (B ARN), BZEEEXRTEFBREVHRBEREREEAE ARN,

B EERER

5 T 5152 7 RELE BRI 3L 1 A & BUEFE AWS AppConfig.

WIBEERAR

1. HEZERIEMZAEHN Summary (RE) HEY , i#IE Trust Relationships ((FEBR) £5I1BHK , A
% 1212 Edit Trust Relationship (#REBS{E/E%E).
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2. fHBER "ec2.amazonaws.com" , AAEF¥ "appconfig.amazonaws.com" , ZLA NEFIFTRo

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

iy

"Action": "sts:AssumeRole"
}
]
}

3. i##ZE Update Trust Policy (EFEEEX).

B Y B BRI E R R ERE
REAFRAA M M B R AR EA R ERE . Riacn , FEETHES.

« THRFEREEE IAM RIEAE® , AWS AppConfig AMEFEGREZENAEERETDEES
B, MREFEH AWS AppConfig FEEHREERE , IFTFEERAR, WREEE S3, BHEHE
= Systems Manager X 47 E , QX EEEZFHREN IAM AR , EEZRKBBHATEIACH
BIE, IFHACHFEHEEN , F2REEREREEEE IAM A€,

- THRFBRME T HIERIIEEEIEEEARREEEEBNIEE, EXDETIERETEEIRI
EHREM AWS AppConfig TEREZEHE , EFRAHBABRERTANED, NEFHFHEF K F28
B AWS AppConfig BE .

- MREABFMIE S3 PWHAREARBERE , IIXERESTT. NFEMEA S3 MAEEBTHENT
AMEMERNFMENR , FSBENFRIE Amazon S3 FRIAEEE,

- MREBEAREEN  FREEACMHNFEEFANER, NFFRE

iull
3
i

S5 BN AR,

k

£
« B AWS AppConfig B A& iHAES

11 =
X JE
11 =
X JE

« B3I AWS AppConfig B A& iHARES

B (EE2A)

1 (&5 5))




AWS AppConfig EREER

B3I AWS AppConfig B HERNERERERE (EBA)

FRATHRERFRERAETEAEIT AWS AppConfig B HIENAEREREREMN (BEH) BANERE, AWS

Systems Manager
BY BB EERER

1. FEIATZER R AWS Systems Manager £# &,  https://console.aws.amazon.com/systems-
manager/appconfig/

2. hEYREERT , BE (EAEX], AREELEEPEVNERAERRXALNERAEXEYGmEZHE
AWS AppConfige

BIE HRERERENNEEERS] RoI1ER , AREE [EMER]
i [(EEEE]) BERT , EE [BAENERE]

# TEEREEEE) P, BAERREENERE.

(EEM) RRARBEL@ARH.

(EEM) BREMER  YRFETKTIIEE.

N o o bk~ w

a. # "EABEIESR. BRT , BFETEZRITIE.

b. & "HE., BRH , RE THERR.,  AREEHBINZRAE.
8. EET—%,
9. ¥k [EEMREER] HEERAY EEEUE] BRP | #EF—EEH,
10. SERFTRREBAMA , TR,

BERRE &R
AWS AppConfig St EELE BIE [3LF]. [JSON] = [YAML] , REBIEWN
g ABHERE. BELEFPNSER 12,
Amazon S3 ¥R £ S3 I RIFEBMLPEAYIH URI , AERRB
ZRHEFFNSE 11,
AWS CodePipeline BE[T D), ARBEUEFFNISR
12,
Secrets Manager ¥ REERRERE , AIEEFFHNIR
11,
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11.

12.

13.
14.

BIENEIE FmER
AWS Systems Manager parameter HREEFRESY , AEBENEFTNISR
11,
AWS Systems Manager X # 1. RBEPEEXH , SBEE TEUFX
'{q:J o

2. MREIEE "EUHXMH, K FRAREMK
A TXHEE  BEMHHERRAERE
REBE A IRAN BT,

3. HREARNEREBER A BREEF
#IF JSON EBHEIRSEE (BAUEBE
R], MR IRIBET LB | Systems
Manager R [BRAGEBHER) B W AE
BRAFHEN A AREE (BELEAEX
AR BRI,

4. 7 Content (RB) B , ##E YAML 5
JSON , AREMRMN P A HREER,

£ [REAR) BERT , BIZE [FIEREAR] LL AWS AppConfig B3 Al EEEREEEH IAM A
. AWS AppConfig IRIBZATWMANER , BEBEAN "AEEHE.) M. E , BEREGHR
¥/, FA Role ARN (A% ARN) FEREAE,

RE , £ FERIEN]) EEL , ## [JSON £#8#EHiR] R AWS Lambdaii R#&iE#E JSON
Schema (JSON #E#E i) , FBEMMN P B A JSON FBIER, WMEEEE AWS Lambda , B
JEEE &2 Amazon Resource Name (ARN) FlhRAS,

/A Important

fE171E SSM - RVRREE B A B LY AEEIRY JSON B IRHEITER R | FeeASHEH
BERXRH, SSMBHIAEERE S L, BESZEFEREIHFNIEHRN SSM S EIAEN
BEHE, AWS Lambda

EE-F_io
£ (MELFFT EEL , B2 (RELEETE]
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/A Important

W RIEE I HAAREER ERE AWS CodePipeline , RIAB1E R 15 CodePipeline & AWS
AppConfig BEPBIRMENER. BTFEEHTEFPBEIEEEZMMEEER AWS
AppConfige i , BAERER FimREWEARENEEEN , PR EBEEFTI AP
FHEVAERE, MMERREIIEE AWS AppConfig ABBRUENERNEN , F2H (EH
1ER) PHHBEREE | B A AWS AppConfig fEZIEBRHLAWS CodePipeline &) E#Ro

BT "EPHBIAEEZMBREE R AWS AppConfigy o

B3I AWS AppConfig B HERNERERERE (T 5)

THREFRAMMAER AWS CLI (£ Linux 2% Windows ) 8 AWS Tools for PowerShell 3 AWS
AppConfig BB NEREER. MRERE |, B LL AWS CloudShell ERA#IT T T. MNFEFH
&, F2K (AWS CloudShellfE &R FH 1 EREAWS CloudShell ?,

® Note
HRFTEEHEEFHRESTE AWS AppConfig ERY B AR , A Llhosted RLE URI 15
Eo

EEMFARITARERTERE AWS CLI

1. BRXAWS CLI.
2. MITTHMTREYAHEABARRER.

Linux

aws appconfig create-configuration-profile \
--application-id The_application_ID \
--name A_name_for_the_configuration_profile \
--description A _description_of_the_configuration_profile \
--location-uri A_URI_to_locate_the_configuration or hosted \
--retrieval-role-
arn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_the_specifiec

\

--tags User_defined_key_value_pair_metadata_of_the_configuration_profile \
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--validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=]SON_SCHEMA or LAMBDA"

Windows

aws appconfig create-configuration-profile ~
--application-id The_application_ID *
--name A_name_for_the_configuration_profile "
--description A_description_of_the_configuration_profile *
--location-uri A_URI_to_locate_the_configuration or hosted A
--retrieval-role-
arn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_the_specifiec
N
--tags User_defined_key_value_pair_metadata_of_the_configuration_profile
--validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=JSON_SCHEMA or LAMBDA"

PowerShell

New-APPCConfigurationProfile °
-Name A_name_for_the_configuration_profile °
-ApplicationId The_application_ID °
-Description Description_of_the_configuration_profile °
-LocationUri A _URI_to_locate_the_configuration or hosted °

RetrievalRoleArn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_

Tag Hashtable_type_user_defined_key_value_pair metadata_of_the_configuration_profile

-Validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=JSON_SCHEMA or LAMBDA"

/A Important
R TUTEEE~A,

- WMRIEE I MEREELERE AWS CodePipeline , RIABIEFE T 1 CodePipeline & AWS
AppConfig RIBEBRMUENER. EFFEMTETBEIEEENELEER AWS
AppConfig. i , BAERER FimRiEWEARNMERER , P rmRiEREEr Y
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AP| FEEVAERE, INEHRIRIMIEE AWS AppConfig AZEBREENERNEN , FSH
(EEFIER) FIHBRE . B A AWS AppConfig EZBEBIRHLAWS CodePipeline &)
=
- WMRMEE AWS AppConfig FEERREREREIARE , RITUFEH
CreateHostedConfigurationVersionAPI fE3£2 AR A HRE, ZEERTL API EER
AWS CLI sl EAME oS , F2H (H2E) PHELFEERERA. AWS CLI

BT "EPHBIAEEZMBEREE R AWS AppConfigy o

H fb 4H B8 & R R

ATHEOFEH ESHNEM AWS RGN MEEEFH AWS AppConfig.

AWS AppConfig E2¥ & AWS Secrets Manager

Secrets Manager Al B @ L2, RENERNERNENEMGRENZERE. RTEEARXHEHEER
RETENRS , B UEFEERFL Secrets Manager HAEEURE Secrets Manager 7] & #g it
MEERBNFEE  HEERES IT ERNERNFE.

BT EAERNELERERE | BT LURE Secrets Manager fEABEERN KRR, EEVREHR
2wl , BAFEH Secrets Manager INEIT R I %G, WMEHF R Secrets Manager BEFHIEEA |
B2 ER AWS Secrets Manager ? £ {AWS Secrets Manager fE &) F. MEEMLER
Secrets Manager Z{HREEREHRENHREN , F2RETELSEESENTERERERER AWS

AppConfig.
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AWS AppConfig EREER

EH B IheEEZNBREER AWS AppConfig

BYFEANEEENERRNIAEERFENATIREZS , SO LIETHIPE, BIHPEE
T5&ER :
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it

- ERREXREIT

o REMRIER BT

- BERZE

- BEEHEDPHBHEEBERNIRIE D

- HEXREEID, ERECHFLEFLEUNEE

- FRAEFEBENSRINZRERM AWS Key Management Service (AWS KMS) €& ID,

&/ StartDeploymentAPI B , 5 AWS AppConfig 17 T % T4E :

1. ERAREHREFNMVE URI , REBERFHEBDERES.
2. FRLERVAEREEREENREEN  REACENEREZNZEE LRETER,
3. BFEEMNAIL , MELNEARFIURRKRE. LRINEFBAESHBENER,

AWS AppConfig B2 Amazon £ CloudWatch LAES12EE, MR ILBEP B E R CloudWatch , Al
AWS AppConfig EEBIEREE , KHEAEXERAENXERIRE.

e

- EANEERK

- EREAERE

« AWS AppConfig ZPEBEE CodePipeline
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ERAEER

AWS AppConfig
RE iR
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RE DU

FREDT L (RRER) EERESEEEENENSELSRAEHEN
Al im B 20 e

(® Note

ERMZEMH AWS AppConfig API
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BRE AR JH:

f‘lll F4}
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AppConfig ERRERE , AREZERHER
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BETRREERNER,
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LA ERAVEE R

AWS AppConfig BE2FELXERZNBERE , TR EREDBHALE. ETHBRIBCHRE , ML
I BEEREETIHFP —IF,

BRERNIBERK 55


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateDeploymentStrategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateDeploymentStrategy.html
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ERAEER
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AppConfig. INEXE 7tk 20 48

AppConfig.AllAtOnce

AppConfig. #RME#R1E 50 ¥ PercentEvery

iR
AWS HEE -
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REIEBHN AWS REEK.
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BEMER ,, RIPBETH. NMRELHARE
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EDE R g DU

AER, REAPECTH. MRELABERE
~ , 88 AWS AppConfig BRZE,

ERZEREESURBANAEI~EEN , B
RENFERENHEFERE,

b VAR g

MBETREALT - ERALERODERY  CTURY ADHBPERM, L8RS TLRY 20 E
BEE, DEALH  CTNEEREARARKMREN DB,

3 AWS AppConfig SPEXRIE (£ H)
FATHIRER , /8 AWS Systems Manager £ A& AWS AppConfig SR B,
BUIPBREE

1. BAELLTILERE AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

EREERP | BE BN, RARBE [BUMFREK],

¥R Name (B18) , BABBRBHER,

¥ Description (##iR) , W A BB B RN EN,

¥4 Deployment type (RFBEA) |, @B EHE,

¥H Step percentage (PR BE L) , BEEEENENSELSRBB[HEENFILIEE 5 L.
¥ Deployment time (FPERE) , M ABENESERRE Ao ER/NEREN),

HRAMERRE , B ARKE (UpER/DREAEN) LAEEE Amazon CloudWatch B , A%RHE
BEZENT ELSRIERTHATE.

9. 7t Tags (BR) BB+ , A —RBARN—EEAE. BUNARAEREERS 50 BEH.
10. i#E Create deployment strategy (2 EBE K HE).

© N o 0o bk~ 0D

/A Important
N R 1878 3T AR REER E R AWS CodePipeline , BI 4B #1738 CodePipeline & AWS
AppConfig AIBEREENER. BLFEHTIHFIHEE, T8 , BLAERTERFPinREWE
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https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

ARENEEEH , WPmREREZEFI AP #EEERE, MEBBEEILIEE AWS AppConfig
AEBRHEFENERNEN , F2E (ERERE) PHHERRE : B A AWS AppConfig 4
B RMHAWS CodePipeline & E#R.

mEHT THEERE, .

3 AWS AppConfig SpEKIE (455 51)

THREFRAMMAER AWS CLI (£ Linux 2% Windows £) 8t AWS Tools for PowerShell 23 AWS
AppConfig ZR B KL,

BREBSEIE R

1. BIRX AWS CLI.
2. BATTHIa T AR ARE R AK

Linux

aws appconfig create-deployment-strategy \

--name A_name_for_the_deployment_strategy \

--description A_description_of_the_deployment_strategy \

--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
\

--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

\

--growth-
factor The_percentage_of_targets_to_receive_a_deployed configuration_during_each_interva
\

--growth-

type The_linear_or_exponential_algorithm used_to_define_how_percentage_grows_over_time
\

--replicate-
to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \

--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy #
--name A_name_for_the_deployment_strategy *
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-AppConfig.html

AWS AppConfig EREER

--description A_description_of_the_deployment_strategy "
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed configuration_during_each_interva
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document *
--tags User_defined_key_value_pair metadata_of_the_deployment_strategy

PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy °
--Description A_description_of_the_deployment_strategy °
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last °
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_1i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_ to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

RS ELCHERBEEN , WTFAR.
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Linux

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}

Windows

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",

"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete",
"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}

PowerShell
ContentLength : Runtime of the command
DeploymentDurationInMinutes : Total amount of time the deployment lasted
Description : Description of the deployment strategy
FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete

BERERE
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GrowthFactor : The percentage of targets that received a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the
deployment strategy is saved

ResponseMetadata : Runtime Metadata

EREAERE

BEUFEAEEEN B BHEERERMENMmE , B LUFER AWS Management Console AWS
CLI, = SDK B ZE, T REBZBE S AWS AppConfig FEAY StartDeploymentAPI E3, 1t FERY
‘@& AWS AppConfig FEREN. RIE, HEEREN ID, URE (BEM) FBWHERERMRA, F
Wi I EBFEANIBBRE ID , EERATHEERNAIE,

MREHEBFRERHE AWS Secrets Manager, EAZFZESWMNEN Amazon BIERFRE
(Amazon S3) ¥t , EAEFEZE S MNFEFHIE AWS Systems Manager ZEEHREHRFHRNE
2FHBY , RXARKnsKeyIdentifierB#IEEHE, MRENBEEBRMBHEAME AWS ZE
&8  AIFEEAKmsKeyIdentifierB#IEEE.,

® Note
BIEENEKmsKeyIdentifier X EREFEEN TR, EF—ERLARMNBEENER
EIET
FEHBREREBFKmsKeyIdentifier , HfiIZE AWS Identity and Access Management (IAM)
FEBHEPRBUER XA L FF&kms : GenerateDataKeyE#,

AWS AppConfig BEfRFTE THMN 2 B W HREME, WRBITREKE , BIE AWS AppConfig B EE,

(® Note
B—RR R —EEEREE—ERE, T8 , BRI —EEED BIBEITEIR
i::
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https://docs.aws.amazon.com/appconfig/latest/userguide/creating-feature-flags-and-configuration-data.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html

AWS AppConfig EREER
EBEERE (X B)

FEHATHREFRER AWS Systems Manager £ A #8E AWS AppConfig #H7E,

EREEAHEARE

1. FEEIATERM AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

2. EYVEERT , EE[EARY] AREELEHPEVNEARR AENEAE N EY G EZE
AWS AppConfige

£ [RIB] RIBR L | EARENREIR , RAEREE (BEFHEER.
i#4Z Start deployment (BREIERE),

¥ Configuration (878) , FFREEIEE—(EHERE,

BIREEHNRIR , EARNEERZBELELBINRA,

¥ Deployment strategy (EPEBKEE) , BIEBEEPREREE,

(BEMY) HRFERSA , FAARH.

R EAINZRIRE |, BRBEEHIRE AWS Key Management Service £,

10. (IBBM) £ "ER, ERT ,IBE "HEER, K ARBASRKRINZAE. EUNUEEREERSZ
50 EZE.

11. 1##2 Start deployment (BB ZE).

© © N o 0k~ Ww

HEHRE (WTIT)

THREFRBIMMAER AWS CLI (£ Linux 2% Windows L) 3 AWS Tools for PowerShell Zf&4H
AWS AppConfig &&,

BEZRLEERE

1. BIRX AWS CLI.
2. BT THwTUBEERE,

Linux

aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ID \
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https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \

--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment ~
--application-id The_application_ID *
--environment-id The_environment_ID "
--deployment-strategy-id The_deployment_strategy_ ID *
--configuration-profile-id The_configuration_profile_ID
--configuration-version The_configuration_version_to_deploy *
--description A _description_of_the_deployment ~
--tags User_defined_key_value_pair_metadata_of_the_deployment

PowerShell

Start-APPCDeployment
-ApplicationId The_application_ID °
-ConfigurationProfileld The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
-DeploymentStrategyld The_deployment_strategy ID °
-Description A_description_of_the_deployment °
-EnvironmentId The_environment_ID °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

RS ECMEBER , TR,

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
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"ConfigurationLocationUri": "Information about the source location of the
configuration",

"ConfigurationVersion": "The configuration version that was deployed",

"Description": "The description of the deployment",

"DeploymentDurationInMinutes": Total amount of time the deployment lasted,

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

]I

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
Windows
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
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"DeploymentDurationInMinutes": Total amount of time the deployment lasted,

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

]I

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration
ConfigurationProfileId : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed
ContentLength : Runtime of the deployment
DeploymentDurationInMinutes : Total amount of time the deployment lasted
DeploymentNumber : The sequence number of the deployment
DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment
EnvironmentId : The ID of the environment that was deployed
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EventlLog : {Description : A description of the deployment
event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,

TriggeredBy : The entity that triggered the deployment event}

FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment

AWS AppConfig ZfZE & CodePipeline

AWS AppConfig & AWS CodePipeline (CodePipeline) W& X EEEYE., CodePipeline 2 —1&
LRENFEIMNRYE , TR EERTEERRL , ETREITENEAEXNERGEEERN.
CodePipeline X BEBRNREER , HFRBLATRNRITEE  BBBTRITEFNEE. AHE
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AWS AppConfig EZfYE 512 CodePipeline T3 E %
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HEEEENTE,

- EH AWS AppConfig REEHREIE , EE A AWS AppConfig A E B B IBHAREE
HEMZRRENES K BEGHMIEE, CodePipeline X# AWS CodeCommit GitHub , ,
BitBucket ( ZLR4H] ),

(@ Note
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GetConfiguration API BifE , RETREEEFEAHE AWSKERR Lambda ZEHREE IR A

B Fiw (a0 AWS AppConfig A2 Lambda ZERE4R) REEA L API Bh1E, MR EE

EW0Y GetConfiguration API BifE , BRIV BEMStartConfigurationSessionfl
GetLatestConfiguration APl BifE, MREFEAK R AWS AppConfig KX Lambda ZEH1E
i, FSEATERREER LB F MMAEE AWS AppConfig AEFEX Lambda HE ISR — &,

B2 API B{EAELE , TRV E R E AP BMERME T U TER , ZBEREMBEIK, GetConfiguration
1. BEFFEEEClientID2 Y. EAERFTERERS , ClientIDHEY N TFEREREREE

¥StartConfigurationSession,
2. MABEEGEClientConfigurationVersion R &R RIEREE R IREVRA, F
AERFHEERT , ClientConfigurationVersionME I TR ERERIE

HStartConfigurationSession,
3. AREXRTH API M 2B mH ARG FTENERFTERUS RBRRIEENBEE.

4. FHERTFERKE TREERFLEEEN future B, FiBFEAEEALE I HERET/ER
B , 3% AWS AppConfig “MNE AT BATE future 2237 BB 58 K Y B8 INEE,

& GetConfiguration %% GetLatestConfiguration

FEFERTEATNERTEHRERE , BFEEHTIW GetConfiguration API BI{ERE

XE, A StartConfigurationSession API BIERNBIERE T/ERKER , REMLY
GetLatestConfiguration API BIMELAEEGREE R, BEEXENEE , EREETHREGREE
B, MEFMEEF , F2H EBEEFTI AP HEEHERE,

EREE WM E AWS AppConfig LB Lambda ZEf#

LB E ¥ AWS AppConfig KB Lambda ZEMHEMENEESFNREEZETE, BRH AWS
AppConfig {EFER Lambda EFZXNEER R REMFW GetConfiguration API BifE, BHiiRAE
P& RSP API Bh4E, IREAEH AWS AppConfig Lambda IB# AL , BB ESIE R THREEH
BRI Amazon ERE T (ARN) , SWEFHF API FFIUAIEFT, MEFMER , B2 FH AWS
AppConfig K EFER Lambda FE{H1E4E FEEVAERE,

B E AWS AppConfig ¥ T BRI 69


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane

AWS AppConfig EREER

LRV RRERN 5 3%

AWS AppConfig 12t T BEMEGERBE RN E £, WREE AWS Lambda EEFEA AWS
AppConfig TheeEEREERNERER , BIATLAEA AWS AppConfig Agent Lambda HE {818 #H 2R 1
RS, RSN EARNE Amazon EC2 B4TMER L#4T , RIFTLAEA AWS AppConfig fRIEFZ T
REERAERE, AWS AppConfig KEFE R th & Amazon Elastic Kubernetes Service (Amazon EKS)
3 Amazon Elastic Container Service (Amazon ECS) B3 & L HITH AR,

FTRABRBREZ R , ELMEEGREERN F AL ERE/FI AWS AppConfig AP| EfSiEE, EMERBE
RREER  YWASRESRNEAMRE , AWS AppConfig RBEDH API FHRARBRRRE.

£

- £/ AWS AppConfig XEE R Lambda FE {15 48 HEEUAE RE

- # Amazon EC2 #{TE R FEEERRE R

- # Amazon ECS 1 Amazon EKS HEVHREE £l

- HAHEERThEE

« AWS AppConfig 132 & ih B 3%

£/ AWS AppConfig {RIEFE Lambda %E {1 4H #RENAE 78

AWS Lambda &7 AL R 1858 Lambda ERETHAER EBEREF ., BE WL EFAARE RS , BEK
 parallel 11T , Y EREHBFAAREEET. EE L , Lambda EFXRIhEER B2 EE Lambda WA
parallel B1TH A Fif. L F1TH B a1 H 4 a5 B Hi o 49 40 5 8 BEER S8 Y ThiBE B 4%,

WMRIETE Lambda EHEIFFEH AWS AppConfig ThREEZESR E B REAAREE R | BEEA AWS
AppConfig {EBFER Lambda ZLEHEHFTIE A Lambda REBHE, EFESFHAIEKEXEGE |, ER
A BIEGHLER , AWS AppConfig EIREEKRANREER, HR¥E AWS AppConfig IRIEHY API
PR RO A | WHERE Lambda BNBUREFE , AIRRERAR. WFE Lambda IEANFHEN , F2
EIAWS Lambda B8 A B1EFEHH Lambda fEF ThEE

(® Note

AWS AppConfig E{E =R IR I FEBAEERNXBME, MR Lambda #1725 BN
EREGTEEER | BHORAREIEM,

LR BRER T % 70


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-extensions-api.html
https://aws.amazon.com/systems-manager/pricing/

AWS AppConfig EREER

AREETFE AWS AppConfig RERER Lambda EMRIEHENEEBEER , AR MM ERETIhHEELAE A
Lambda EHEIHIEF.

BTN

MREFER AWS AppConfig & Lambda #EFhEERY Lambda BAEIEIR4HAE |, BN A Lambda &
BERE BB BB T {EStartConfigurationP X F4HRE API BHER & RIZW Getl atestiH REFE Fo

# AWS AppConfig X2 Lambda EFEE Lambda HEES , AIFLILEEF EXDEEEN
I} AWS AppConfig BR#. EIEFEENVE R AEIREL, BT —XRIE WA F R AEAE Token , ARE
HESSTREEEBEHR, TEER T ER2RUMAIEN,

/ AWS |Lambda invocation environment \

AppConfig Agent
Lambda —» AWS AppConfig
extension

Ja

Lambda function 3 AWS SDK

[[%]
£

Local

configuration
cache

\ /

1. AL AWS AppConfig fRIBFE R Lambda EHEEERE S Lambda BB —[E,

2. EEFMHAREN K fNREEELHTH HTTP wmEFIL AWS AppConfig €75 I
BElocalhost:2772,

f# A AWS AppConfig {S 2R Lambda HE{#1& 1H HEENAE AE 71


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig EREER

3. R EHEAEERN AR, MRERFERIF , BEXRIEESFI AWS AppConfig AR
BHREEH,

4. REBEKERERR  BEXDEEBERBEERIERENFP |, WigHEEZE Lambda B,

5. AWS AppConfig X EFEX Lambda EHREESEHREET SREHEBERNER., BRWA Lambda
HEER  BExlifenEmiiiEERBNRE. IRKEREARBRENHRAER , BIERD
BES N AWS AppConfig UAREFMBENE R, ERLESTFREHMNABIRE , Y EFRLBFE,

® Note

« Lambda S EREBMERIITERETFHNIAMNTEEELR N, SESNITEEBHHIRE
B WiHERCHEEHMABRE, 0FE Lambda BITEENILITHFMAED , Z2HE
2 Lambda BRREMW I ITERE,

- EEIBEHNELES  Lambda BB P REREESERIEN R AWS AppConfig , BURR
HARSEN DB ER RS EIE R AR E NS R,

BRYE 2 Bl

FBUF AWS AppConfig KB 2R Lambda ZEMHEE 51 , BT T HIEE :

« f£ Lambda EHEHABEBERE , UEEITLUEEMIERLE AWS AppConfig.

« B3 AWS AppConfig ATHEZEMBEEESR , EDEERHEHENEEER . WFFAEF
20 EP BV REEENESHEBEEE R AWS AppConfig.

- EF®appconfig:GetLatestConfiguration® Lambda HEHTARFTERKN AWS
Identity and Access Management (IAM) B{3E , appconfig:StartConfigurationSessiondtn
ARBUER, MEFFMERN , 3820 (AWS Lambda B AE3E5F) A AWS Lambda 178 E,
wmFEEE AWS AppConfig #EREVFFIHER , FSRRKRESE AWS AppConfigh I EI{E. BIR
Mk 518,

3

#7118 AWS AppConfig fCERZ X Lambda ZE{#

EZH AWS AppConfig KEFER Lambda EFEE , BFERIEFT DRI IEELEMN Lambda, ET
LLZEiBA AWS AppConfig RIEFER Lambda ZEFREEFIEE Lambda HEEAE , 7E Lambda K
B R AER M ADSEMRER TR,

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE 72


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsappconfig.html

AWS AppConfig EREER

® Note
AWS AppConfig IEFTIIEET ZEITREBR RS , X X BT BT,

{FEABE A ARN %18 AWS AppConfig fRIEFE Lambda ZE{H1E4H

EEMEMA AWS AppConfig R R Lambda ZEMIELE , BRI SGEERINEERHE E Lambda BB A
—@E. EERNAREERNMEENFHEER , FSBAWS Lambda R ABERTNEEER.
AWS Lambda 24| AFIEE BN BBR AWS AppConfig-lBER. Bri= , S ERREHE
% Lambda fIBHF , %ZBEE Amazon ERE M (ARN), R T HF —{HEF A Y B EEIRIE
ARN , AR &I Lambda B9 AWS [EiF L&,

. 64 Fh
« ARM64 &

MREBERRT B ERN 2o TRERT 6 |, BRI LMER TR B HI R EHERFE
®o

import urllib.request

def lambda_handler(event, context):
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return config

EWHETAER , 555 Python BIE—EHH Lambda B8 , KBRS , REIEIT Lambda EE,
#1117 Lambda BBz % , AWS AppConfig Lambda ERE&EEIR A http://localhost:2772 B BI85 ERY
#ARE, WMEFEE ] Lambda EREIFFMER , S BAWS Lambda A BERHPNERATEAENT
Lambda EE,

EE® AWS AppConfig KRR Lambda LEFEEFE AR RMREIE  F2REASEREERE
AWS AppConfig REFE Lambda ZEEHE,

% E AWS AppConfig X2 Lambda ZE{#

BOLAUEIBEE T 5 AWS Lambda IRIBEEREREER 6L, MEFMEN , FSEAWS Lambda
R ABEREHRNER AWS Lambda IRIEEZ,

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE 73


https://docs.aws.amazon.com/lambda/latest/dg/using-extensions.html#using-extensions-config
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html

AWS AppConfig EREER

FREEREE R

RIESHAWS_APPCONFIG_EXTENSION_ PREFETCH_LISTRAIAXNEHBMENEIRRE., #¥iB1L AWS
AppConfig {22 Lambda ZEHEERE | ©& AWS AppConfig 7 Lambda BI#A#] 34 1b B B3tk 1Y
THEREEBEENXN A , MBS EWHERE, EEEERT , EREFE R , RESBERKREAMWBEFST
Ao

EECAFELAERIIGE  SHREBENERTEAYENEEERNERE, flin , MRENEELHIE

RoREE "RNERRER. , "ERMWIIREL M "my_configation_data, WERRR , REME BB

EXH , BIRREHR, /applications/my_application/environments/my_environment/
configurations/my_configuration_data®@ LA 2 EEREIE B 5 B2 9 REERIEEZE
AREIEE (WRENEREBITSEN , FEAERN ID EMEEE).

5 — R F FEGERER

AWS AppConfig X ERE I Lambda EMEHAATEBIEEREERTTN IAM A€ |, #£5 — @R~ HEE
fRREE R, BEETRE , BB TISBRHT

1. £ AWS AppConfig AEEBHAEERNWIREH K BVEEEFTHENAR  ZACEREHT
Lambda BHEIMIRFE1F

Hlappconfig:StartConfigurationSessionflappconfig:GetLatestConfiguration®)
£ , LA B2 AWS AppConfig #AREE R ¥ FERIE 2 = TE ARN,

2. E¥1T Lambda REMIREFEH ,  FRESR 1 FEIZ2AEM ARN
#EAWS_APPCONFIG_EXTENSION_ROLE_ARNIRIZEZEHTI®ZE Lambda R,

3. (BEM) WEFEE , ATLMFEAAWS_APPCONFIG_EXTENSION_ROLE_EXTERNAL_IDIRESE 5
ENER 1D, EEke , ATEAE A AWS_APPCONFIG_EXTENSION_ROLE_SESSION_NAMEIRIZES E XK
FliE TERRERB T,

® Note
L T TER.
« AWS AppConfig X323 Lambda #EFx TheE REERE —ERFHEIER ., WREEE IAM A
&, BB IhRe S EE R 1T Lambda REHIIREHEVEREE R,

« AWS Lambda /A Amazon CloudWatch H3&&ac#% AWS AppConfig {3223 Lambda ZE &
B Lambda BREIRY B E

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE 74


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_permissions-to-switch.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

AWS AppConfig

ERAEER

RIREH

AWS_APPCONFIG_EXTE
NSION_HTTP_PORT

AWS_APPCONFIG_EXTE
NSION_LOG_LEVEL

AWS_APPCONFIG_EXTE
NSION_MAX_CONNECTI
ONS

AWS_APPCONFIG_EXTE
NSION_POLL_INTERVA
L_SECONDS

AWS_APPCONFIG_EXTE
NSION_POLL_TIMEOUT
_MILLIS

AWS_APPCONFIG_EXTE

NSION_PREFETCH_LIST

AN E &
IRESBIEETRERIE 2772
RYZAHE HTTP R ARZREAITRYIE

B,

WIRIREHIEEESHE AWS info
AppConfig ¥ 1@ B £ &%

Z Amazon Logs BYZE{#

#$%E CloudWatch HE&o

BMETES KNEWE

% : debug, info. warnerro:

M. noneFfARBIEEBER
EFNFHAGE K SEHEE

/GO0

RESHEREEFREEAR 3
RIFEGHRERELREE LR,
AWS AppConfig

RIS H AR HEFT IhEE 45
HEFERENER (U AWS
AppConfig BE),

RIS SR GIEHEERE 3000
HERE , BRDESERS

5] FERY B K AWS AppConfig

REE UEVREN), W
REEENRKEERN AWS

AppConfig X EEIE , &7
REERBLRABRE , XED

TR E ARV RENE R,

BRRSHEEERTIEE &
HENBRILERTRERN
Z BB ENARESR, ©

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

75



AWS AppConfig

ERAEER

RIREH

AWS_APPCONFIG_EXTE
NSION_PROXY_HEADERS

AWS_APPCONFIG_EXTE
NSION_PROXY_URL

AWS_APPCONFIG_EXTE
NSION_ROLE_ARN

AWS_APPCONFIG_EXTE
NSION_ROLE_EXTERNA
L_ID

AWS_APPCONFIG_EXTE
NSION_ROLE_SESSION
_NAME

AWS_APPCONFIG_EXTE
NSION_SERVICE_REGI
ON

AN E &

A BAREE R D T RERY /5 R B B
i

HIREEHSEER i3
AWS_APPCONFIG_EXTE
NSION_PROXY_URL IZ&
2882 Proxy FTEEMIESE,
ERERSBHNEEFE,
BRAEEFRAUTER :

"header: value"

HWREEBEEEZANK AWS &
AppConfig &7t ThRE X A 1E

#R# Proxy URL AWS BR#E.
HTTPSHIHTTPAA LI X 35,

HREEHSEE IAM AR i
ARN ¥ fEE AWS AppConfig

EFE T RERRER LARRER AR RE Y A

=8

IRESHEEEEREBRER £
& ARN & E R RYINER IDo

WIREBEESH SIS T EHRERER i3
IAM £ &5 & A 5 ¥R B
TERERER,
WIRESHSIEEREI I i3

FRFEAY AWS AppConfig BR#
WERES, RERH, EX
heeEEAB "TEEL PW
ity i o

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

76



AWS AppConfig

ERAEER

RIREH

AWS_APPCONFIG_EXTE
NSION_MANIFEST

AWS_APPCONFIG_EXTE
NSION_WATIT_ON_MANI
FEST

AN E

WIRIREHEERTE AWS
AppConfig {REBFE=, , LAFI A
AN ESEERETRE | flnz
tRFHEE , A RSHRERRESR
BiRR. Bl A 5 HAp—
& :

* "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

MBI B REAR TR
SRLBEBME,

3

WIRIREHEERTE AWS
AppConfig RERRXZEZIEHA
BEREBETREST THRE.

HETh RE AR AR R Y — S S R AR

&

true

true

HRhEEEAZERE (EAMHEREAWS . AppConfig.FeatureFlags) , Lambda &35 ThAE o] 2 & HAEUAE
RPN E—EESEEFE, R Lambda AFEFEABARRERPWLEEE , HE— M EEE
MBER. TEHWEHFER Python,

® Note

RETE AWS AppConfig KEFER Lambda ZEMRAIRZA 2.0.45 REFIAH , FaEMFILAREHRY

E-DRESRERE T &,

BRI AP A K HTTP i Bh#EEN AWS AppConfig #HREE ¥, BEEFISECEENEZEE K BHER
AWS AppConfig #HREEREREH ?flag=Fflag_name query ZE,

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

77



AWS AppConfig EREER

FEFNME-HEREEML

import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name'
config = urllib.request.urlopen(url).read()
return config

EEFHZEEER BN

import urllib.request

def lambda_handler(event, context):

url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two'

config = urllib.request.urlopen(url).read()

return config
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arn:aws:sts::0123456789:assumed-role/us-east-1-LambdaRole/extensionl is not authorized

to perform: sts:AssumeRole on resource: arn:aws:iam::0123456789:role/testl (retry in
60s)
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BUM (BRER )

B (ZRE)
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:128

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:141

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:161

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:47

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:125

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:93
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arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
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Extension:83

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:108
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arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:101

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:79

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:20

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:107

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:47

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:128

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:83
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Middle East (Bahrain)

AWS GovCloud (EBI & 2b)

AWS GovCloud (3Bl % 2h)

ARM64 ¥ &

BB ETEERNE A Lambda HEBE |, &

ARN

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:22

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:85

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:54

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:54

AR TE ARN, ETRAPIBZFEEEIT Lambda

AWS [E15 (v EH¥ FERY ARN, EL ARN EARE ¥ ARM64 ¥ &R #H Lambda B .

fRA—%=A
i
SEIRER (HES B szdLEp)

KBRS (X MH)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:45
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XEIFER (BREF)

EX (FER)

BN CERAR)

BUM (RRER )

B (ZREE)

BN ()

BN (E228)

BUM (ErfESHE)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:18

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:49

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:18

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

86



AWS AppConfig

ERAEER

=
B (KR)

BN (FEBEST)

DKESE (BAE)

TABS (HX)
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DAREE (KBR)

A B (F7 )

TAES (ER)

DAREE (HENE)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:51

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:49

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:16
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LA B (BEE)

rEEN (BRE)

JEM (FRER)

R (RABE ALE)

Middle East (Bahrain)

B3| (Fhiiex)

BB HY HE AR AN

ARN

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:5

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:49

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:16

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:13

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:5

AEFIH ARN LUKk AWS [EiF BERRAH AWS AppConfig Lambda #E#x IhéE, WEETRTEMEE
k& AWS AppConfig Agent Lambda IEFIRENER , ESERITHMRAFERN
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T&RIE ARN LK AWS [EiF &t ¥ x86-64 LA BE 2 AWS AppConfig A2 Lambda ZE{H1EH
MERRA,

HEFHRIESIAN B : 20235 12 A1 B

RAER=F—N\

[ 15 ARN

EERIP (HF it EB) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:113

BRI (HxH) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:81

EEPEIP (R e EEER) arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:124

XEFEI (RHRA) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:146

NEKX (FE) arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:81

BN CEER=AE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:93

B (BRER) arn:aws:lambda:eu-central-2

: 758369105281 :1ayer:AWS-App
Config-Extension:32
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B (B%R)

BUM (HrfE ST E)

B (CKH)

B (FHEST)

s (4£31)

FE (EE)

DKRESE (BAE)

ARN

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:81

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension:142

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:73

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:29

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:68

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:68

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:73
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SIXESE (F703R)

TAES (ER)

DAESE (FEIE)

DRESE (FHEAL)

DXKESH (ZE)

DXESE (BEHE)

ARN

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:86

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:5

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:94

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:32
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(& 15 ARN
EEM (BRE) arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-
Extension:113

IEM (RER) arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:73

&%) (Fhsx) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:7

R (PR RBEE R E) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:34

Middle East (Bahrain) arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:73

AWS GovCloud (3= B3R &B) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:46

AWS GovCloud (3Bl 78 %) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:46

HBFNEIERIRKXER : 202348 A 14 H
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KEIFRER (hnF @k fEEE1LER)

KEFEED (BREM)

EX (FER)

BN CERAE)

BUM (BRER )

B (ZRE)

B (R

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:79

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:121

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:143

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:79

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:91

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:29

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:108

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:79

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

93



AWS AppConfig

ERAEER

=
BUM (E23R)

BUM (ErfE ST E)

BN (OKEA)
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TAES (B58)

TARSE ()

DXESE (BH)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:80

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:139

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:71

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:26

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:66

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:66

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:71

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:82

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:91
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TAESE (ER)

SIXESE (HENE)

DARESE (EEA)

DREE (HE)

DRESE (BEHNE)

rAEN (ERE)

FEM (FAER)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:89

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:60

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:2

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:92

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:29

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:110

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:71
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KEIRED (S e mdLER)

KBRS (%)

KBRS (h0R BEEEALER)

ARN

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:31

arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:71

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:44

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension:59

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:93
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R (JL3)

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:114

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:60

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:52

A AWS AppConfig {REFE Lambda ZE {18 H HEERAH AE

97



AWS AppConfig

ERAEER

B
thE (EH)

DKEE (BAE)

TAEE (RX)

DAREE (BH)

DAREE (KER)

DAEE (Fh03%K)

TAES (BR)

DARESE (HME)

TAEHE (
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ARN

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:52

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:54

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:62

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:37

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:71
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KBRS (M e mdLER)

KBRS (X MH)

ARN

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:54

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:29

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:29

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension:69

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:50
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BN (E228)

BUM (ErfESTE)

BUM (OKEA)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:78

arn:aws:lambda:us-west-2:35
9756378197 :1ayer :AWS-AppConfig-
Extension:101

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:50

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:98

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:47
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DAREE (BH)

DAREE (KBR)

A B (F7 )

TAES (ER)

DAREE (HENE)

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:46

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:46

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:47

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:46

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:51

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:24
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TAEE (RE) arn:aws:lambda:ap-south-1:5

54480029851 :1layer:AWS-AppCo
nfig-Extension:60

EEM (BRE) arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-
Extension:69

IEMN (AER) arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:47

Middle East (Bahrain) arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:47

AWS GovCloud (3B R ZB) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:23

AWS GovCloud (375 %) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:23

HEHNRIEZECHER : 2022 F 4 A 21 H

R — g5 F
& 15 ARN
EERIP (HS EaE1bEB) arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-
Extension:68
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ERAEER

[ 15
KBRS (% MH)

KEIFAER (hnF @ fE EE1LER)

XEIFER (BREF)

EX (FER)

BN (EMZE)

B (ZREE)

BN ()

BN (EB28)

BUM (ErfES R E)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension: 49

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:77

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:58

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:49

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:97
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ERAEER

=
B (KR)

hE (45

thE (£H)

DKRESE (BAE)

Tk B (3R5)

DAREE (BH)

DAREE (KBR)

SIREE (¥ 03K)

TAESE (ER)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:45

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:45

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:46

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:50

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:58
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& 1T ARN

SR KEE (HEME) arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:23

TXEE (ZE) arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:59

EEM (BRE) arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:68

IEM (FAER) arn:aws:lambda:af-south-1:5

Middle East (Bahrain)

AWS GovCloud (B3 2H)

AWS GovCloud (2 EI75 %)

HBFNEIESRKIER 20224 3 A 15 H

74348263942 :1ayer: AWS-AppCo
nfig-Extension:46

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:22

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:22
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ERAEER

PRA ==+

[ 12

KEIRER (S B 2L #D)

KBRS (%)

KEIFRER (hnF @k fEEE1LER)

KEFEED (BREM)

EX (FER)

BN CERAE)

BN (ZRE)

B (R

B (BR)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:47

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:89

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:54

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:47

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension: 48
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[ 15§, ARN
BN (HFERTREE) arn:aws:lambda:eu-north-1:6

46970417810:1ayer: AWS-AppCo
nfig-Extension:86

BN (CKREE) arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension: 44

FE (db3R) arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:43

FEl (EE) arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:43

nRKEHE (BAE) arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension: 44

DXREE (RR) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:45

BEXRESE (KR) arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:42

DAEE (H) arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:54

SEARESE (i) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:45
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ERAEER

)
TAESE (EE)

SXESE (HEHNE)

DKEE (£8)

rEEN (BRE)

JEM (FRER)

Middle East (Bahrain)

AWS GovCloud (% Bl R&B)

AWS GovCloud (2 EI752)

RENEFZDEEMRAE (ARM64 £ &)

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:13

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:55

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:61

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-
AppConfig-Extension:20

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:20

T&RH ARN SU% AWS B3 $H% ARM64 4 B3 2 AWS AppConfig KB Lambda HEHiEE

KBRS
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HEFHREIESIAN B : 20235 12 A1 B

RAER=FE—N\

[ 15§, ARN

EERIP (HF Bt EB) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64: 46

EERIP (B E) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:33

EEPEIP (R fE ELER) arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:1

XEFEI (RHRA) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:48

MNEKX (FE) arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

BN CEERAE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:36

BN (BEH) arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:48

BN () arn:aws:lambda:eu-west-2:28

2860088358:1layer:AWS-AppConfig-
Extension-Arm64:33
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[ 15§, ARN
BN (E2R) arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:1

BN (BT E) arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:1

BN (CKER) arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:1

RKEHE (BAE) arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:1

RAREHE (RR) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:37

DXRESE (BW) arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:1

EXRESE (KR) arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

SERESE (i) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

ZKESE EE) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:36
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ERAEER

=
DAREE (HENE)

DKEE (£8)

RN (ERE)

JEM (FAER)

Middle East (Bahrain)

HEHMOEESIRA B : 2023 3 A 30 H
[N

[ 150
KBRS (M e mdLER)

KBRS (X MH)

ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:36

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:1

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:43

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:31
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ERAEER

=
XEIFRER (BRER)

BN (EM5E)

BN (ZF)

B (fR3)

Tk B (3R5)

DAEE (Fh03%K)

TAES (BR)

DXKESH (ZE)

HEFNEIESRAXNER] 202342 A 2 H

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:34

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 46

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:31

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:35

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:41

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:34

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:34
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ERAEER

TS

[ 12

KEIRER (S B 2L #D)

KBRS (%)

XEIFER (BREF)

BN CERAR)

BN ()

BN ()

TAES (RE)

SIREE (¥ 03K)

TAESE (ER)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:16

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:20

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:15

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:13
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[ 15§, ARN
TAEE (RE) arn:aws:lambda:ap-south-1:5

54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:13

HEFTRRIESIAN B : 2022 £8 A 23 H

RAZREN

[ 12§, ARN

EE RIS (M BRI arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:2

EERIP (BR%ME) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2

EEFEEN (RENRM) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3

BUMN CEFRRE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2

BN (BEEH) arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-
Extension-Arm64:7

BN (fR3X) arn:aws:lambda:eu-west-2:28

2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:2
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ERAEER

=
DXREE (RR)

SIXKESE (#703%K)

TAESE (ER)

DREE (£8)

HEFHWEIESIRA B : 2022 F 4 A 21 B
| N

[E2 15

KEIRED (S e mdLER)

KBRS (%)

KBS (BREM)

ARN

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:2

ARN

arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:us-east-2:72

8743619870:1ayer: AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:us-west-2:35

9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:2
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ERAEER

=
BUM (CEBERAR)

BN (ZFH)

BN (3

TAEE (RX)

SIXKESE (F70R)

TAES (ER)

DREHE (HE)

ARN

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-west-1:43

4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:6

arn:aws:lambda:eu-west-2:28

2860088358:1ayer:AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

5 RS IRRE 118 AWS AppConfig KIEFE Lambda ZE{R1E#H

B A& AWS AppConfig RIEFET Lambda ZEMEATEARBIMEG , UEKH LERFER
Amazon Elastic Container Registry (Amazon ECR) L &85 & #,
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#& AWS AppConfig X EFE R Lambda ZEHEEFEA Lambda BESHE

1. FE () P8 A AWS EHF F Amazon ERAERE (ARNAWS CLI ) , I FFFR. AWS Command

Line Interface #4 @ ARN EEA AEZH EFHAMMEATE ARN , LLEEE Lambda B &4,
AWS AppConfig 2 iE AR 64 F1 ARM64 F &K ARN,

aws lambda get-layer-version-by-arn \
--region AWS ## \
--arn extension ARN

gEHWT,

aws lambda get-layer-version-by-arn \
--region us-east-1 \
--arn arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-Extension:128

EENFERIOTAR :

"LayerVersionArn": "arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-
Extension:128",

"Description": "AWS AppConfig extension: Use dynamic configurations deployed via
AWS AppConfig for your AWS Lambda functions",

"CreatedDate": "2021-04-01T02:37:55.339+0000",

"LayerArn": "arn:aws:lambda::layer:AWS-AppConfig-Extension",

"Content": {
"CodeSize": 5228073,
"CodeSha256": "8ot0gbLQbexpUm3rK1MhvcE6Q5TvwcLCKrc40e+vmMY=",
"Location" : "S3-Bucket-Location-URL"

+

"Version": 30,

"CompatibleRuntimes": [
"python3.8",
"python3.7",
"nodejsl2.x",
"ruby2.7"

1,
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2. HELAREEH  EEM{ELocationREE Lambda EF AL 2 & BB E ﬁﬁ-ﬁﬁﬁ%(Amazon
S3) RETEM URL, #SMEuREEIEHWEEBRERF , UTE Lambda IERINEE zip BR

(® Note
Amazon S3 f#1FErEE URL REefEA 10 9 8&,

(REM) HE , BHEAUEA T curlis SR T & Lambda EFIHEE,

curl -o extension.zip "S3-Bucket-Location-URL"

(BEM) NE B UEESR 1 WS 2 RKEEEARN X —XTH zip BIEBAER

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip

3. HEFHFIETIIT, BDockerfilefSEIIE & FEERBMREE,

COPY extension.zip extension.zip
RUN yum install -y unzip \
&& unzip extension.zip /opt \
&& rm -f extension.zip

4. WEE Lambda HEHITACEBEHARENRE : GetConfigurationfEPR £,

g4

AEDEEBEFMER Python Lambda B LA AWS AppConfig {223, Lambda ZE {# & 48 /Y &5
i,

1. Bl —DockerfileBELIANTAR,

FROM public.ecr.aws/lambda/python:3.8 AS builder
COPY extension.zip extension.zip
RUN yum install -y unzip \

&& unzip extension.zip -d /opt \

&& rm -f extension.zip
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FROM public.ecr.aws/lambda/python:3.8
COPY --from=builder /opt /opt

COPY index.py ${LAMBDA_TASK_ROOT}

CMD [ "index.handler" ]

2. BIEHETHEEDockerfile.

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip

3. EHHEIM B $#&kindex.pyHE I —EE A/ Python f£%Dockerfile,

import urllib.request

def handler(event, context):
return {
# replace parameters here with your application, environment, and
configuration names
'configuration': get_configuration('myApp', 'myEnv', 'myConfig'),

def get_configuration(app, env, config):

url = f'http://localhost:2772/applications/{app}/environments/{env}/
configurations/{config}"

return urllib.request.urlopen(url).read()

4. AT THLSBUR T Bdocker &I #% H %] Amazon ECR,

// set environment variables
export ACCOUNT_ID = <YOUR_ACCOUNT_ID>
export REGION = <AWS_REGION>

// create an ECR repository
aws ecr create-repository --repository-name test-repository

// build the docker image
docker build -t test-image .

// sign in to AWS
aws ecr get-login-password \
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| docker login \
--username AWS \
--password-stdin "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com"

// tag the image
docker tag test-image:latest "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-
repository:latest”

// push the image to ECR
docker push "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-repository:latest"

5. fFEAEE LEEZENH Amazon ECR BMREREE T Lambda BN, ME Lambda HE A BT
B, BF2REBAEEZARIZMEH Lambda BHEL,

6. #&E Lambda HEHTABGERBEARERIE | GetConfigurationfEFR £,

EAfER OpenAPl B4

# T BB R T YAML #8549 OpenAPI A2 AT A | 1 Open API £ HEE#) SDK. BALESH
R, Bas TEARR. . TRE, R AR NEXREBE. SETURMEMARE (NELE
LERBERE ) YASHREMER M5 SOK EERERSEARENERER, WF OpenAP| (111
B WEMET | 558 OpenAPl Bk,

openapi: 3.0.0
info:
version: 1.0.0
title: AppConfig Agent Lambda extension API
description: An API model for the AppConfig Agent Lambda extension.
servers:
- url: https://localhost:{port}/
variables:
port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:

get:
operationId: getConfiguration
tags:
- configuration
parameters:
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html
https://github.com/OpenAPITools/openapi-generator
https://swagger.io/specification/
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AWS AppConfig EREER

- in: path
name: Application
description: The application for the configuration to get. Specify either the
application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment
description: The environment for the configuration to get. Specify either the
environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration
description: The configuration to get. Specify either the configuration name
or the configuration ID.
required: true
schema:
type: string
responses:
200:
headers:
ConfigurationVersion:
schema:
type: string
content:
application/octet-stream:
schema:
type: string
format: binary
description: successful config retrieval

400:
description: BadRequestException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
404
description: ResourceNotFoundException
content:
application/text:
schema:
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$ref: '#/components/schemas/Error'

500:
description: InternalServerException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
502:
description: BadGatewayException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
504:
description: GatewayTimeoutException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
components:
schemas:
Error:

type: string
description: The response error

#& Amazon EC2 #1TEEHEERE R

B LAE A AWS AppConfig X EE AWS AppConfig B2 Amazon EHEE E % (Amazon EC2)
Linux B{TER L HTHEARERNES, REEXTERTI AN MREAEXSERER .

- RERERX AWS AppConfig €A AWS Identity and Access Management (IAM) B &I R EE
A ARBRE , KRET, FHRREAEREUEEERER K CNEAEXESERINENBEN
REBELER, HEREERN UEVAEN), METSZ R ATEPETLEE BTN EREER
2B *

[= )

- REZEXZMEBEIAEET AWS AppConfig ThAEIEIZERY R B,

- REBRXRKTRMERECKR, BABRURSAEERERTAMNREREE  RFEREZEREWT
W FrEEAY AR RE Token,

- EERYTR , AEEXSEH®H AWS AppConfig BRI FHRNETHEERERN. ENERAERF
ATLUBIBE RO 2772 EMARHEM ( ATESIWERFRIROE ) XFA HTTP GET R ZREIER
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*AWS AppConfig REEXNSHERBE —XHERENERERRRINER ., Hit , E-RREENH
ALLRERAE.

&

s SB1:(XE)EBVERNZERER

« B2 (ME)FE Amazon EC2 #1TERE L ZEFE) AWS AppConfig KEREX
« SR 3. (REM  BEBEFR) SRHEHIEAE CloudWatch &t 8%

- S4B FRRESHERE Amazon EC2 B AWS AppConfig REBER
« SB5 . (XE) HEEEER
- SR 6 (EEM ,BEZRFH) . BEHEHRIEEX AWS AppConfig

FR1 . (E) BYERMREER

EHE AWS AppConfig B2 Amazon EC2 #{TEI L HTHEARIES , BLAEIK AWS
AppConfig MAEREER , BREMEEEREHENARER., WFEFHEF K F2E EPELEH
EEMEERALEER AWS AppConfig.

£ EHEATEENHEEEE AWS AppConfig , EBHNERARRMSERESE

B AWS AppConfig BRI FEHNFEE. EEAEAENREFEIER , &

BE# eI Amazon EC2 #{TERAEGRK IAM FFAIER. ERME , BK4A
#&appconfig:StartConfigurationSessionMappconfig:GetLatestConfiguration&E
MIBERM, FRIEEM

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource": "*"

}
]
}

MERFAHMEEBRNFMES , F28 IAM £ &SP RVFTEMBER IAM 5 557,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

AWS AppConfig

ERAEER

SR 2. (HE) £ Amazon EC2 #1TE R L ZEFRE AWS AppConfig KERE

AWS AppConfig KBRERFEEEBEEMN Amazon Simple Storage Service (Amazon S3) fEFETEF
AWS, ERATIIRFE Linux BTER LZREFMRANREEN. MRENERAEX I BEZEH
TER , S AERSEARINSEHTER LHTHER.

®

Note
K FUATER :

« AWS AppConfig RIEBENEARBITR O 4.15 HLEIMRAEL Linux EERK. TX&E

LA Debian £EBH R , H120 Ubuntu,
LAERER X E x86_64 fl ARM64 248,

- BROBAEAER , RAZBRELZENAEB o 5 #1E = Auto Scaling F4E#Y Amazon EC2

ERAEER. IRERMY  BEHTERTEEDHTELES. UEFHET K F2H
Amazon EC2 F &P BENRE Linux BIITEE EHTHS. I, 528 Amazon
EC2 Auto Scaling EAEEETHNHE . FEFAEERNEBHTERPEEREREE
4 i HAAR ARG,
AEEPNREFRANABBBEAATERRPTHSRATIEREESN 2ENHE, &
AR AKA S REMBITHS , XFEA Run Command (Zhae) FREE — = 2B 1T EE
AWS Systems Manager., FEFFMER , 5528 AWS Systems Manager EAEERFH
AWS Systems Manager #{TaH T

« AWS AppConfig Amazon EC2 Linux Bl LW ER —Bsystemd kRi%.

EHITER L RERMRE AWS AppConfig KEEX

BALEH Linux E1T{EEE,
BRI I | S LA x86_64 RN RREEERBEHTTIGS

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

R ARM64 248 , HHT THIHS -

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/armé64/latest/aws-appconfig-agent.rpm
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html

AWS AppConfig EREER

MREBERZEBEREH AWS AppConfig AR , 1 URL latest FEUAFER ARASREFEN
Ko BAT 2 x86_64 B —{EHIF :

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/2.0.2/aws-appconfig-agent.xrpm

3. BT SURMBREREN !
sudo systemctl start aws-appconfig-agent
4. BTG URIREEAREEEHT !
sudo systemctl status aws-appconfig-agent
WMRKT , fSELUTER

aws-appconfig-agent.service - aws-appconfig-agent

Active: active (running) since Mon 2023-07-26 00:00:00 UTC; 0s ago

(® Note
EEFARERER  FITTIGT

sudo systemctl stop aws-appconfig-agent

HER3 (BEEM  BRBMER) S HEEIAE CloudWatch Fo#k

RIZTERR , AWS AppConfig KERERX 2B RMZE STDERR, Systemd &4 Linux 11T
FHITHERENEER HANEEEREREQZERKAF. WRERE - MERTERE BT
AWS AppConfig {EREX , BIFTLLTE systemd HEEPRANMEERLEHERN, FHNHRARIERMAE
FHEBEARBXEAEXNERER , 248 BFEEAME , AEMEA Amazon CloudWatch Agent
# BEEE R LEE AWS B, b5\, B LAERE CloudWatch SRR MIBREN1TERE PV E S8R |
ARSIt TERBMRZEETZ,
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BEMARKIIEE , BUERELOG_PATHIRIEEE , WPMARLS R 4 . (ER) FAREEHRE
Amazon EC2 #9 AWS AppConfig R EBFE .

EERMAAMEA CloudWatch RIS | 5528 Amazon A EREEHMNARE CloudWatch 2= 1
Amazon EC2 #1T{E B #1385 2 B A IRE W EE CloudWatch IEEM B . EALMER TRRRE, |,
iIER—%& "Systems Manager, HZhEEXRRIEZ S CloudWatch KEBREX WFEFMEF , FSEAWS
Systems Manager £ AIEEF I RIEZE T HEE,

/A Warning

MBEBFETFEH CloudWatch RERXNER THHEHKEE ARRE , AL ERBREN &
. AWS AppConfig RERXNEE/ K EBRIRCHEE, MREKRMERENTHE , BTHE
B ESRETA,

EH1TEE LR CloudWatch REBRER 2% , FBE I CloudWatch KEREAFRER, HEEEER
CloudWatch R a0 £ H AWS AppConfig RN GL&IE. MEBBEEIL CloudWatch RIEFRE
NAHEENFHERF , F2EEL CloudWatch RIERE X EEE,

T Hlogs EERFTIB EHIT{EEE LAY CloudWatch REEXRER , IHEEEE .

"lOgS": {
"logs_collected": {
"files": {
"collect_list": [
{
"file_path": "/path_you_specified_for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true
1,
]
I,
I,
}

MRM{Eauto_removalBtrue , CloudWatch RN 2 B ENMIBREIELAY AWS AppConfig KERE
XL,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-host-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html

AWS AppConfig EREER

FER 4. GBA) FRREEZEEE Amazon EC2 B9 AWS AppConfig REER

BT LAME FAIREE BB Amazon EC2 5RE AWS AppConfig KEBRER, EEREsystemd RIEMIRE
B8 LAULUBRVHRAREBEMER, THEABERMABRMBEARETER , LU AWS AppConfig 1%
BE e E R E RDEBUG,

MM ARESHET THXEMERNVEH

1. BEALH Linux S4TEEE,
2. BRI URREESEERIATTIaS. ZTHAE—EEEB & :

sudo mkdir /etc/systemd/system/aws-appconfig-agent.service.d
3. BOTTIESUBRIBARERER., MartsMRERER, BIEEHSER. conf :

sudo touch /etc/systemd/system/aws-appconfig-agent.service.d/file_name.conf

4, EFHREAEEFHAER., FHRASFUEERBBBWServiceBR, LHAEE AWS
AppConfig 1272 =X 5243 4K 32 BDEBUG,

[Service]
Environment=LOG_LEVEL=DEBUG

5 BT THHTUEFHEA systemd #HRE :

sudo systemctl daemon-reload

6. BT THHTILERRE AWS AppConfig REBRER :

sudo systemctl restart aws-appconfig-agent

BANEBRARETERPEE TIREER , LERE Amazon EC2 By AWS AppConfig RERER .

IRIESE =3 ¥ERR
ACCESS_TOKEN HREESHES T RAERES i1

HTTP fa] ik 85 E R EE R B
HARBHER, ERHNES
AEERRERENHTTP B
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ERAEER

RIREH

BACKUP_DIRECTORY

HTTP_PORT

AN E

REREEEFP R EBearer, in
Rt ERE B,

GET /applications/my_a

pp/. ..
Host:

localhost:2772

Authorization: Bearer
<token value>

RIS E A E AWS
AppConfig R X AR
BSEEERNESFREEEER
%o

/A Important

B B RRNEER
2NE, MELNES
DEBREIE , AWS
AppConfig Z & &
NHURGREEERS
RERRE, WFEF
HEF , FSE AWS
AppConfig I Z £
.

HIREBEHIEEREERZ
HTTP {AlARES 1T AT TE AV E 4%
:I-EO

&

2772
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ERAEER

RIREH

LOG_LEVEL

LOG_PATH

MANIFEST

MAX_CONNECTIONS

AN E &

WIREBSEIEERERENREHE  info
WEEHERER. SERES
FBEARBMMEESHKE.
ELBERES KNEMN, #
RFFMEIRTFM , SREEMR

% : debuginfowarn, error,
HMnone, DebugEBFEEBNRIE
BANFHEF A6 SiEtRE

o

BARKENHUKRMLE, W =
RAEE , AEREHERA

stderr,

RIS HEETE AWS true
AppConfig R , LARIA

BN ZEMERETIRE , Sl
IREFEE , ARSHERES

BiRR. Bl A 5| H P —

fE&l{& :

* "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

MFELNRENFME
S HAIREL TN B

illll
3

RESFEREREEXA 3
RIFEGHRERELREE LR,
AWS AppConfig

#& Amazon EC2 /TSR EVERBE &
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ERAEER

RIREH

POLL_INTERVAL

PREFETCH_LIST

PRELOAD_BACKUPS

PROXY_HEADERS

AN E

HRESHUIEHAEER
8 AWS AppConfig E##H7E
BRWER, BO L ERIE
N, BT ESER
BMEBEMHNEE s XT-® , m
RRDE , h ®RRDE, R
KRIEEEN , AIREENTAR
A®. Hlin , 60, 60 F 1m &
ELXMENwAERE.

HRREEHSEEREERXK
Eha% 37 Bl AWS AppConfig B
REVARREE K,

MEZAtrue , Bl AWS
AppConfig KR EEXEHKE
SRR IR B E RS
EBACKUP_DIRECTORY A
SR WYEMERBERE
BEEEBHMMRA, WREE
ER/false , IREE AWS
AppConfig K ERE = L 1R
HHEAREE R , T2RE
EiEREARS , HlRRKR
4 RERE,

HRIEEHSEER
PROXY_URL ZHEEHrr8E
Proxy PR, EHRNE
WO RWEREE, SEER
FATHEHNER,

"header: value"

&

M+ a5

Fitid
/AN

true
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ERAEER

RIREH

PROXY_URL

REQUEST_TIMEOUT

ROLE_ARN

ROLE_EXTERNAL_ID

AN E &

HWIRIEEHSEERARRK i3
REEXEIHERK Proxy

URL AWS fR# , @& AWS
AppConfigo HTTPSHIHTTP#
W

IREBESH M EHAEER =FE®
EHOENEEE, AWS
AppConfigtn R R B EFE |
ERBMERK,

MRERR ARG ERE
o, AIREERXESERED
HRIEHERAER.

MR RREEFH AN
BEBN  RERXBTREH
B, WEEENEREER -

Nrd
Ao

BOEERFNEDE, &
A LA E B A R ENN
B2F  ms RREW , s KRR
¥, mMRKREEEN , BIK
BERAEERAEY. ffl0,5
000, 5000 EMH 5 WEELE
MHEHNERREE.

HIRBEEIEE IAM &K i
Amazon EJREZ T (ARN),

AWS AppConfig KBEERER

Ut A EREEEEER,

HRESHEEEERBRES &
& ARN £ E R Y INER IDo

#& Amazon EC2 #1T{E B HEEVE B E &
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IRIESE FEHmE R ¥ERR

ROLE_SESSION_NAME HREEHSIEEEHRER i
IAM £ &1 & A & FHEER B Ry
TERERBER,

SERVICE_REGION HIRBEEHEIETE AWS it

AppConfig X EFE AWS &
13 AR AWS AppConfig
RBHERFR, RKE
&, REEXSEFHEB A
W TEE, . MREERE
REEXKEEZRD,

WAIT_ON_MANIFEST LIRSS E AWS true

AppConfig REEXZEZEH
BERETR &S EREE.

S5 (HE) HEEREER

ST LMER HTTP ZA# =Ny | £ AWS AppConfig RIEBRERNEEGEREE R, THEHScurlZi
HTTP AFiHER., EUUFEREARXESITAERXE (2% AWS SDK) XENEFM[TH HTTP
AP im R ERE,

HEI A REEEN AR

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

= EMBRM AWS AppConfig #AREREENE —1HZE R HE M Feature Flag

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

EEREEM AWS AppConfig HHREFEIZ EEER HEM Feature Flag
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

SR 6 (EEM , EEZRFEA) . BEBEMRERER AWS AppConfig

AWS AppConfig RERXNEEHEN . ARREETER LHITHRIIRAEHN AWS AppConfig K2
B, BRSBTS HIEE Amazon EC2 FHEER, BALhSHMEEHTEESR EC2 Auto
Scaling A LMWERAEER. BXMTEBRIREFRBE , EPBHLZEVRBEITREIHR
BRER,

#1/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent

#% Amazon ECS 1 Amazon EKS #EEUEREE

& T LAEIB i A E AWS AppConfig B2 Amazon BB 83ARIE ( Amazon ECS ) I B iE Y
Kubernetes BR#§ ( ZE55i# EKS ) £/, AWS AppConfig It ERE N A/ #EAE Amazon ECS H
Amazon EKS BRBERAER —EHTHHNBERREE. REEXUTI AN ERRFCEAEINE
HEEME

- RERERX AWS AppConfig € H AWS Identity and Access Management (IAM) B & ERREE
R AERE , KRETN, FRREFEREUEFEEER  CNEARAEEBRLNENBERN
REBELER, HEEREERN UEVAEN), METSZ R AP ETLEE BT EREER
288 *

= o

- RERENIEEBEIFENT AWS AppConfig HAEEZEH R LB,

- REEXBERRMEREKE, GHEEEMNAREAEERTAMNREEE  FFERBEREFWY
FTEMAERE Token,
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- EESHTR  REEXSTHHH AWS AppConfig ER FELUETHEERE#H, BHNASLIE
ARFTLUBEERZT RO 2772 LA T ( TEEZWEERIHOE ) WA HTTP GET &#&
REBRRREIE

* AWS AppConfig REEAEEHMARTNELER K MALEFTREBHEBELR R,

*AWS AppConfig RERXSERKEE —EIENERBERSRIER, Bt , B-RRERYBENH
Rt ERAE,

e

- Rz al

« (& Amazon ECS K AWS AppConfig {32

* X&) Amazon EKS £ # AWS AppConfig {32

- FRARESEELTE Amazon ECS #l Amazon EKS #J AWS AppConfig {RIBFE

- HEEREEFR

BAE 2 Bl

EE AWS AppConfig EERREARIRES , BUAE VK AWS AppConfig mFIHEE R , BIED
BEEER B RN ARER ., MEFHEEN , .?*‘ B EPEVESEEENEERAREER AWS
AppConfig.

EEHEAFTEENHEREE R AWS AppConfig , BN AREARE 4B

EAEHR AWS AppConfig ERFHNFEE, FERFEARENFEHE

R, FEMARBRE IAM ARFERN IAMFFABR. BEBME , B4A
#&appconfig:StartConfigurationSessionflappconfig:GetLatestConfigurationEfE
I EREE, ARE IAM BEEETHEE

+ Amazon ECS F¥ A&
« Amazon EKS i &%
« AWS Fargate (Fargate) B {TAE (WWREH Amazon EKS BEEE M Fargate E1TEEEE)

MBSHTFRERRNHMET, | FSHW AV EAEEETOFTENBE AM 555,

#& Amazon ECS # Amazon EKS FEEVHREE %I 134


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

AWS AppConfig EREER

& Amazon ECS £ H AWS AppConfig LI

AWS AppConfig RERERIBERS2 BB AN Amazon ECS IREFRMFEH, BEMMA AWS
AppConfig KEERATHE , BLXEAMBE.

ERKE Amazon ECS ( ##l& )

—

© © N o g M b

N
o

11.
12.
13.
14.
15.
16.
17.

18.

BB EES |, #8uL A https://console.aws.amazon.com/ecs/v2,

EEBEHEIKF , 1B Task Definitions ((EBEXE).

BERARANERER , ARZBIEHNIEITRE,

BIEEYIERT. BIMHIEITRA

BE FEEZ AR

ERBF , WA AWS AppConfig REERN BN —B R,

HREMH URI, 3B A : public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
#Y TEARSR, L EE TR

EEEREHERRYD | BREMTEREHE,

. oY TRENEERE, L BA2772,

(® Note

AWS AppConfig BIETEE , REEXNSEERE 2772 £#1T. B UEETRNERE
B,

BIEE, Amazon ECS B UMM BB IRA LB RFMER,
EREERT  B2E (BE), AREFETEELNEARIES,
£ [R] RSIEHE L , REUEEARNHNRE.

BIEEH,

£ TEEREL T, HR TR | EBERIFNEITR,

BIEEH. Amazon ECS SFE TR HNIBER.

EEBRAE , BRLE AR T4E) R5IEHB LR AWS AppConfig RERARBEEHT. &
[T4E] REIBEB L |, BEATHHNIHE,

£ (B85 ERD |, #ERE5IH AWS AppConfig RIBREN AR
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https://console.aws.amazon.com/ecs/v2

AWS AppConfig EREER
19. IR EMER AWS AppConfig REREXNCE , B ELHKERSIEE A AWS AppConfig X

BEARB[RBELTHNEARS : [appconfig agent] 1970/01/01 00:00:00 INFO
serving on localhost:2772

® Note

BT LA A BFRIESE | LUIAE AWS AppConfig REBRERANWTERITHA. NEEEAE
ERMNER , FSEFERRESEEE Amazon ECS #l Amazon EKS #J AWS AppConfig
KERENX, MFEWMIE Amazon ECS HEERIEEHMAVMERAER , 52K Amazon B AR
RIEEAEABIERETHREEHEEERSR.

X&) Amazon EKS £ AWS AppConfig X2

AWS AppConfig RERERNBERRESBEBELEN Amazon EKS REFFEH. EEFEH AWS
AppConfig RERXWTHREE , BL4ERBE. THEFRBAWMAER Amazon EKS kubectl @555l
TEERHEARXNkubeconfigERPETEE, NEEBELRmEkubeconfigERMNFME
A , FE2 B Amazon EKS A& R P HI A Amazon EKS #5211 = E#H Kubeconfig 182,

= ZRE AWS AppConfig KR (kubectl i HHTE

1. BRkkubeconfigiERIEE Amazon EKS ERA R R UE —ARHIBNEXHT. BERPIRR
ERREEUTIAR,

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1
selector:
matchLabels:
app: my-application-label
template:
metadata:
labels:
app: my-application-label
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/taskdef-envfiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/taskdef-envfiles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html

AWS AppConfig EREER

spec:
containers:
- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. #& AWS AppConfig RERARBRERFAERTHELN YAML HEER

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: region
imagePullPolicy: IfNotPresent

(® Note
L FATER,
« AWS AppConfig BIETEE , REEXNSEEREE 2772 £#1T. A UEETRNERE
B,

o B LU ARIBEERFARE AWS AppConfig KERRWTERTA. MEFHMEA |
S0 FRBREEEERE Amazon ECS Al Amazon EKS 89 AWS AppConfig X EBEX .

o ¥ SERVICE_REGION , £ AWS B X AWS AppConfig B2 X HEEREE BH
BB (|, us-west-1),

3

3. TEkubectlTEFHITTIGT , KEEEAZEE.

kubectl apply -f my-deployment.yml

4. ERBERE , AR AWS AppConfig REERRXNEBEEH T, FA TGS RBREREN B
SOERAE,

kubectl logs -n my-namespace -c appconfig-agent my-pod
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# AWS AppConfig RERA B[R EBEUTIHWERN : [appconfig agent] 1970/01/01
00:00:00 INFO serving on localhost:2772

® Note
BT LA A BFRIESE | LUIAE AWS AppConfig REBRERANWTERITA. NEEEAE
BERYUNEN  FSRERARESEEE Amazon ECS Al Amazon EKS #9 AWS AppConfig
REER,

F FIRE R BELE Amazon ECS #1 Amazon EKS #9 AWS AppConfig X EFE

&I LUEIBE E AWS AppConfig REEARB[N TIREZBRFEREREN,

RIS FEHRERR FERR
ACCESS_TOKEN HREEHTEE T RHRAEER i

HTTP fRfReE: ERERBE R

DEARMVER, ERNES

BAEEERERENHTTPE

REBEEZEEPEEEBearer,
Rt A,

GET /applications/my_a

pp/. ..
Host:
localhost:2772

Authorization: Bearer
<token value>

BACKUP_DIRECTORY HIRBEEE O E AWS it
AppConfig K EEZ XS HEEZ
BEMBENEOBERIEEHR
%o
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ERAEER

RIREH

HTTP_PORT

LOG_LEVEL

A &

&IIII

/A Important

i fn BB ERETR
SN, MRLENEE
BEHBERR , AWS
AppConfig BZE &
NHREERERS
RERFRR, WFEF
HEF , F2E AWS
AppConfig I Z £
.

RREBIEERERNZ 2772
HTTP fAlBR 25 #A 1T AT 1E AV E 3%
B,

LIRREHIEERERERREH  info
WEFAERER. SEEKNS
REMRBIMAMEESKS.
ELBERES KNEMN, #

R MBI RN , THRER

% : debuginfowarn, error,
Mnone, DebugBIEHRINRE
BANFHEF  SFEHARE

o

#& Amazon ECS # Amazon EKS #EEVEREE ¥}
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AWS AppConfig

ERAEER

RIREH

MANIFEST

MAX_CONNECTIONS

POLL_INTERVAL

PREFETCH_LIST

AN E

WIRIREHEERTE AWS
AppConfig {REBFE=, , LAFI A
AN ESEERETRE | flnz
tRFHEE , A RSHRERRESR
BiRR. Bl A 5 HAp—
& :

* "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

MBI B REAR TR
SRLBEBME,

3

WRREHERERNEREXA
REFEERERYEAR BB LR,
AWS AppConfig

HRESHUEHREREER
# AWS AppConfig E#T#HRE
BRWER, B ERE
N, BB IEESER
BEMWEF s XR¥ , m
RTADE , h RRDE, MR
KREEEEN , ARERNTER
A%, flim , 60, 60 M 1mE
ELXMHENRmAERE.

HWREEHSEEREERXK
B2 B) AWS AppConfig B
REVEREE R,

TEER
true

3
+H#
i

#& Amazon ECS # Amazon EKS #EEVEREE ¥}
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AWS AppConfig

ERAEER

RIREH

PRELOAD_BACKUPS

PROXY_HEADERS

PROXY_URL

AN E

MEKZAtrue , Al AWS
AppConfig KBREX ST
SRR IR BN ERERS
EIBACKUP_DIRECTORY A
iERE  YITERERERE
BEFEEBMOMRA, WRE
EAfalse , IREBE AWS
AppConfig X ERE R & LR R
BHEERRE B |, TRl
EiEOGBAARS , BlanEmgE
4+ B,

HREBHSIEEIR
PROXY_URL EEBHFEE
Proxy FTEHEE, ERNE
RoRNEEEE, SEERE
FEATENER.

"header: value"

IRBEHSEEARKE
RERXZMIERH Proxy
URL AWS BR# , &1& AWS
AppConfigo HTTPSHIHTTP#3
W R o

&

true

#& Amazon ECS # Amazon EKS #EEVEREE ¥}
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AWS AppConfig

ERAEER

RIREH

REQUEST_TIMEOUT

ROLE_ARN

ROLE_EXTERNAL_ID

ROLE_SESSTION_NAME

AN E &

HIRESHTEHLERER =F=ER
ZLEOEMNEBRE, AWS
AppConfigtl R iR S BRI FE |

ARFE R

WMRERZARNBERE
o, AIREEXEKERER
RN EARER.

NREERREENERE
BAWE , REEASRE&KE
R, WEETNEERBE—

Nrd
Ao

BOLEERFNEDE. &
A AEEE B R REIEM
HF . ms KRREW , s kR
¥, MRKREEEN , K
BREXERAEY. W, 5
000, 5000 E¥HM 5 WEEL
FER KRR EFES

HWREEBBIEE IAM BEH i3
Amazon EJRE# (ARN),

AWS AppConfig REEXER
FUtAEREEEERER,

IRESHAEEEERRES E
& ARN & EERAYSMER IDo

HRESHESREEERRR =
IAM £ &8 2 A& BIEEEIAY
THEEERERE.

#& Amazon ECS # Amazon EKS #EEVEREE ¥}
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AWS AppConfig EREER

IRIESE FEHmE R ¥ERR
SERVICE_REGION HIREEHEIETE AWS i

AppConfig KERZ X AWS &
15 A REEAL AWS AppConfig
REHNERAR. MRRE
&, AEEXSEAYEB &
W TEE L, . IREERE
REEXSEERD,

WAIT_ON_MANIFEST LIRIBEHEERE AWS true
AppConfig RERRZEZIEHA
SBERETRET EREE,

HWREEREE R

BRI LAEA HTTP B E#IFNY | 1€ AWS AppConfig REEXNEEHEEER ., TS EcurlEf
HTTP PR, SAUEARAERNESNITARRXERNEM T HTTP A F s R UHMLE
B,

(® Note
MREHEARFERENL (4 TAERRABEERE. ) RBRREERE , IFEEA
URL #m#%.

HEREACHEAENTRAR

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

EZRHEAM AWS AppConfig A RERENE —EE R HE M Feature Flag

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

EZREAM AWS AppConfig #RETFENZ EEENR HEM Feature Flag
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AWS AppConfig EREER

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

H ftb A EX T BE
AWS AppConfig RERR I (E TSI ELMIHAL | 15 B) A HEERAE AR MRS,

- ZERFWME : FATEIRFIME AWS 1RF B H AWS AppConfig REBRES |, 2 ERE RS FEE
HRREEHL,

- BHHREERIS TR - A " AWS AppConfig REBER ASERBERNE AUE. LI HEESE
ERUBRBEBNAEERNNEARESEITES AWS AppConfig.

BERREENFE

EERMAEL AWS AppConfig KEBRENIhEE , BBV EABTE, EAFERCREAREFHRE
BRXUHTEEN —HEEER, FEEA JSONREN, c28—HERRE K HEAZERIE
WA EBE & AWS AppConfig.

EFARETNESZMEAR. I EFAFEPNESEEEBTURNEZRARNEEAREHN —RNSERE
B, BEARENRBER THIEN

{
"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
"feature-setting-key": "feature-setting-value"
b
"agent_feature_to_enable_2": {
"feature-setting-key": "feature-setting-value"
}
}
}

DTREEMELENEEN T JSON, 5—{EERE (MyApp) FEMAE AWS AppConfig KEFE
IheE, E_{EEE (my2ndApp ) ERBAEREEREIBUBANZIRSEWEIIGE !

"MyApp:Test:MyAllowListConfiguration": {3},
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"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1:iam::123456789012:role/MyTestRole",
"roleExternalld": "0Q@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
.
"writeTo": {
"path": "/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-
flag-configuration.json"
}
}

MARERERE

BRI LIS ENBERIFERAER , AWS AppConfig REERAILUBEBNEAFTENNE, RNE , B
BEERMEES AWS AppConfig 5 | WAEREBERNERT. EERARBEXENEE A BXEFE
AT HA—{EEREEEMANIFESTIRIZEE -

BEMNE RESHE 15 A 3= 651
oES X BRE/FIREBE json MRENEARETSEER

¥, BEALEE,

AWS AppConfig BLi& HUBRHE : BHHH BB FRLKAEETEREERH, &
A LA {35 P B G 77 HL fth 4 RE A
BNAR , ENMBERFT
AWS AppConfig A% AWS
AppConfig BB EAFE

RIREH EABERR MRENEFARETEREE
¥, FEALSEE. ERSR
B, RERESELNFHE
RERS  WMHEFEEER,

mEAEIH AWS AppConfig REBXRESBNHMET, , FSNEEARNAEEE -

« §XE AWS AppConfig XEFER Lambda HE{#
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AWS AppConfig EREER
« {#£H AWS AppConfig X E Amazon EC2
- {£ A AWS AppConfig X3 8 Amazon ECS 1 Amazon EKS

ZHRFBR

A LATE AWS AppConfig REBEXNEAFTEFHMATEEE , & AWS AppConfig REBEXNFRES
"2 AWS 1RF FEEVERE, EABRBEBEEHE (IAM) BE2H Amazon EREA M AWS Identity and
Access Management (ARN), A€ ID. THEREEER , URREEXTRIEXACHISERR,

BRLEEFREN "RE ERPRWASLEFHAER, "RE BEREATIHA

{
"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
"roleExternalIld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
ERLLEEH
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:r0le/MyTestRole",
"roleExternalld": "@@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}

EMEEREC R REEXEREAEEFIEENRBHMEN K ARBRAZEEEEN IAM A
B, BAUEE-EABFETATANEREE —HTRANREEE. TEHET AWS AppConfig 1X
EREXEIRS A FEEURFS) 91T , IARERARS B M C (BERF) EENENAE , Remy
GetLatestConfiguration API fE3 LABRENTEE LLWR 5 AWS AppConfig 1THVAREE R -
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html#appconfig-integration-containers-agent-configuring
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig EREER

E Account B

>

D

IAM Role

E Account A > g/ol::}

AWS AppConfig

1. sts:AssumeRole

AWS AppConfig

Agent 2. appconfig:GetLatestConfiguration —

1. sts:AssumeRole

E Account C
20O
70

AWS AppConfig

> LD

IAM Role

BB R IER IR PR 3RE B BURAVHER

AWS AppConfig ZHEUMRF P ETHREEXZERXKEIRSFMEVERERNER. SUEBES
EEFEPS IR S R B L AWS Identity and Access Management (IAM) &R EZFREENER, AWS
AppConfig FEEURF PR EERRSRTUHAC  TREERFERESER. TRAGTNER , LEYL
IAM FFATEER, IAM A TR EEXBEMEEERAFE,

FRE 2 Bl
EIAM BV ERBERMAGZE , FERETHIER.

- BERBINE AWS tRF . FEEURF RGP EMIRS UERGREERNIRS . BERkF &HEEER
BEEEREEBUIRFHIRS,

- FEEURF A EA AWS AppConfig B9 IAM A& E . T EFERFEAN AWS AppConfigB /58 .
- W T EBRBEMEZEEIR (Amazon EC2) , 5 AWS AppConfig fER#TEE AR,
- ¥ AWS Lambda , AWS AppConfig £/ Lambda #1T &,
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AWS AppConfig EREER

« ¥H Amazon Elastic Container Service (Amazon ECS) 1 Amazon Elastic Kubernetes
Service ( Amazon EKS ) , AWS AppConfig f A RS A&,

MR EEIBE EROLE_ARNIRIEZ 2§ AWS AppConfig Agent SREAERTEMN IAM A& | FBiL T
ZE M.

BIUEREFA

ERATHER , €A IAM EEEEYFF TR, TRSE AWS 1kF #AEEURFERMEEENNE
FFo

B3 IAM BUE

1. BAHERIIKES, AWS Management Console

£ https://console.aws.amazon.com/iam/ FBIRK IAM 1 &,

HEEBH®KP |, 1EIE Policies (BR) , AR%RIEE Create policy (BILBUR).

EE TUSON, BIE,

£ [RAIGRERR] B, UTHRABRRKXETERR JSON, R HIERIIRaR 5F sl v an at At 1 ##

o &~ 0N

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource":

"arn:partition:appconfig:region:vendor_account_ID:application/
vendor_application_ID/environment/vendor_environment_ID/
configuration/vendor_configuration_ID"

}
]
}
BHMT -
{

"Version": "2012-10-17",
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https://console.aws.amazon.com/iam/

AWS AppConfig EREER

6
7.
8.
9.

"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/abcl23/

environment/def456/configuration/hij789"
}
]
}

BET—-%,

E TREER, WP, mAERE,

GEIEM) 8RR (MEEE), S8 —ZEEBS|EHE , VAR, B Stk R M FEUE,
BEERYHE, RAESELIRE Policies (BK) BEHo

10. EEEKAEIRSE AWS IRF MERERNSERFPERLER

Bi IAM AE

FERTYER , F/H IAM EEEET IAM A€, THEE AWS IRF SABEIRFEREEERNE

FFo

HEEV—E# IAM At

—

© ©®© N o o B~ w0 D

EAEERIRSE, AWS Management Console

BI{E https://console.aws.amazon.com/iam/ BIEK IAM 2 &,

ERBESERD , EE (AR], RREE [EUFRA.

¥ Trusted entity type (EEMNERER) , FH&EE AWS IRF,

EAWS IEF B | B8 [EAt] AWS 1RF,

£ TORF 1D WAL, W AREEURSE 1D,

(EEM) HALBRACHNLTLMREEE  FREFTENS ID XBAFH,
BET—-F,

EEER EEL , £/ B RUSREEL—EEFPREYNEFRA ZEREEBENKE
F o

10. &E—F_io
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https://console.aws.amazon.com/iam/

AWS AppConfig EREER
11. £ Role name (A& A , WA RHE,
12. EHRR |, B AR,

13. RSB 1 BEEENER 6 FHR2EHFE, UTHEREKTERR JSON S4EERA|, FHRBEER
5% PRI AR A A HH BB BRI

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::retrieval_account_ID:role/appconfig_role_in_retrieval_account"
},
"Action": "sts:AssumeRole"
}
]
}

14. (ER) ¢ Tags (BR) , M€ —ERNZEERBEERAES. ERSZHETACHNEFR.
15. i#iZ Create role (B AR), RMEEEEE Roles (A) HH.,

16. #ELREVNAC, FEZFLEHE. £ ARN BERP , ER ARN, BRET—EEFFEEL
&/

KRR BEENREEARE

EHESIKRFHREY IAM A%  BEHEIIRFHEHENBE, EEME K FEEAERERM
IAM B ARN , AR EEIRFMEERER, LLTE JSON %X :

"vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
"roleArn":
"arn:partition:iam: :vendor_account_ID:role/name_of_role_created_in_vendor_account",

"roleExternalIld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
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AWS AppConfig EREER

mRIESS

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:ro0le/MyTestRole",
"roleExternalld": "Q0bl48e2-4ea4-46al-ab@f-c422b54d@aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"

REZIRFHENES EREE

AR RERXESE  BEZRERXR T RAR S @RS MEVERZRER. AWS AppConfig #EER
'YourApplicationNameYourEnvironmentName:YourConfigurationName' ¥]1%4% I8 INFOE
MK RH RN REER, UREIAY , SEZEFIE L ABREMNERRORBMRTLH. UT2
R FERIIR S B T /Y R

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms

AR R T AWM

AT LA AWS AppConfig REBRERREAUMX FEBSERERFEIIRUE, WIIETSEEFHES
R RERERER N EARER IETES AWS AppConfig.

HINREMIERET A R AR AE MM IIEE. AWS AppConfig REREA TSR ER IR AREEE
B, MREEEZEREDDHUE , 32 BABAWS AppConfig {LEFZ T EE Amazon EC2 & i
=& B Amazon ECS # Amazon EKS £ AWS AppConfig {XI2F2 3 FIPRELOAD_BACKUPIRIE &2
2{, BACKUP_DIRECTORY

/A Warning
FAETIEBLYENEEER :

- REEWBENESSUAXFRAME  BUHAEER. HRESHBERNERE
5 i A

s
)
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html#appconfig-integration-ec2-configuring
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html#appconfig-integration-containers-agent-configuring

AWS AppConfig EREER

- WHRERARKER, FAERARERNK/DERRA, NFFEES , F2H EFES
RERFE.

R B A REE R B R

1. WEBEABE,
2. EEFZE AWS AppConfig B ARIRRVAREI #TBwriteTon R, FRILESEH :

{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}
s RIS
{
"MyTestApp:MyTestEnvironment:MyNewConfiguration": {
"writeTo": {
"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"
}
}
}

3. REFEMEE, SXHBMNERERL , HE json BREBEEH.

RESEEELIBTAUKRETEREE

& T LA R AWS AppConfig REBER L , UBRBHENEASSEEE AME, ###INFO
#INFO#####H# IR AR #H#HY 1le_path###tistitst AWS AppConfig HHHHHHHHHHHLHAY

ARIESES

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms

H AN AR 152



AWS AppConfig EREER

[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-
config.json

AWS AppConfig 1XIE & ih B 3%

AWS AppConfig RERAZEAMARER, NREECHARKEARZER K REBEEXNSRUBRLNEE
B BEHALEER, CA2RTREEBEIF AWS AppConfig. B LUEIBE #igE B HH AR REK
BEERRTE, R THFERARG , RMEBREAREEARZES -

- EFEAETEMNEERAZENAIEEM AWS AppConfig.

- EREBFEEAERABREEZ , BEAAEATIIGEN T EHERERREE,

- AIETEMAERS , LR T mESREE,

/A Warning

TERLEERBEPEAREABERN, BEXTEEZERN AWS AppConfig Z£Ih8E , Hl40
HERIFNEBER,

FEATIERRAREEZENEEE AWS AppConfig RIEE R,
= EREABEREA AWS AppConfig RERER

1. EASHEENFTEREMERN G ELZERERR. AWS AppConfig REREXEAR THIIER
AWS BR7%
« AWS Lambda
* Amazon EC2
« Amazon ECS # Amazon EKS
2. MRKEEXAEEHT , FELREREN,

3. ¥TiELOCAL_DEVELOPMENT_DIRECTORYEIIREFEZEIEE, TERAR L EERHAERENEN
ERK B8, Hl /tmp/local_configs,

4. HEESPRIE—EXH, EREBLAEATIIEN :

application_name:environment_name:configuration_profile_name
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-ec2.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-containers-agent.html

AWS AppConfig EREER

mRIESS

Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

@ Note
(EEM) EUURBARMNEREES , #HREEXHBHEBREREENR
BER, plwn, WRE json BIEEMEREER , AIREEXSELNEARER
ERapplication/jsonFHEEARER, MREERERIE K REEXS
Fapplication/octet-streamPRRAEE, MREFTEFEMEES , AT URMARKH
BERE.type%ssubtype, REEXNGEERMNARTER . type/subtype,

5. BITTIRTUENRBBAEERXNLERBEES,

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

REEXNGRRAREENEENHAERRERIRERNEE, MR REEWALR , AIREEX
SFERAEZER 45 Y. GHABRRNEERETERREERREAMBERRETNTRAEREAHE
AWS AppConfig iR B B R 1T AR .

(® Note

BENEMRANSURABRERE  FEAHERERESR,

EIBE#E I AP #EHVERE

B ERERNS LFEA IIEMRE AP fEXE R T EREStartConfiguration R REFEAEREE B, A
% BN EENEFiEEHTA GetlLatestConfiguration LAAE FM k3R o B & B

FEAdEFStartConfigurationSession , BHNREXNBEEETIIENR -

- TIEREEVBHEZ AWS AppConfig EARER, REFMMBERREENZLITE ID REH).
- (BEMN) TERBRAFPHREFIUESIEEFNRERBEGetLatestConfiguration,
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig EREER

fEGetLatestConfiguration&EfE , AWS AppConfig #2fInitialConfigurationToken#& T
EREERM A PR , YHESE XU TERBERER,

/A Important

5 QAR 88 — R B  — R GetLatestConfiguration, BB REET
M#Y GetLatestConfiguration response (NextPollConfigurationToken) FERAH
HEBGetLatestConfiguration, B TXRHRWHAS , TENEBHRIE 24 M, W
RGetLatestConfigurationFAAFEABETE , AIRHKIREBadRequestException,

EFAGetLatestConfiguration , BN EFIHARBRECESYERNR
#¥ConfigurationTokenfBEBEE :

« NextPollConfigurationToken : B T X FEAY B fE AR
MConfigurationToken{EGetLatestConfiguration,

« NextPollIntervalInSeconds : i FiR{E TR 2 Bl EEFR IS E R
BlGetLatestConfiguration,

- BRiE : ARERENSEFBIR. NRAFPRESEEERIMMANERE , AIIRETERZEN.

/A Important
AR TUTEEEA,

- SEEAERX. RE, HESTEENAF I TERE APl —X , AR EREHN
TEREER, StartConfigurationiSBE SEEARXRBBTR , REE —IRHEEBGEREZ BT
o

. MBREBWHARERFERAIPBEKmsKeyIdentifier , ABEWAEHNFE RSN BE S E
BRkms:Decrypt., MFEFHMEN , F2E AWS Key Management Service AP| 2:2& F Ry fif

2o

- SEHIAREEREEERM APl EXE2H, GetConfigurationGetConfigurationAPI
BREFTXENERE.
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS AppConfig EREER

HEE RSB

T %) AWS CLI g4l /RE A Data StartConfigurationSession #
GetLatestConfiguration API fEERRENERE AWS AppConfig Efl, F—EiE T EREHERE
TERSER. LM ILaIE AWS AppConfig ERRXM ID (REHE), REMEREBEZERE. & APIR
EInitialConfigurationTokenAAEEE & &IF,

aws appconfigdata start-configuration-session \
--application-identifier application_name_or_ID \
--environment-identifier environment_name_or_ID \
--configuration-profile-identifier configuration_profile_name_or_ID

RREUT IR E EEREER,

"InitialConfigurationToken": initial configuration token

BB S5E% , M InitialConfigurations 58 Fl GetLatestfit & LA ERE B &%, HEEHSFHE
Flmydata.jsontE®RF,

aws appconfigdata get-latest-configuration \
--configuration-token initial configuration token mydata.json

$E—XFAGetLatestConfigurationfEA#fConfigurationToken&E
#iStartConfigurationSession., €&E T5&EH.

{
"NextPollConfigurationToken" : next configuration token,
"ContentType" : content type of configuration,
"NextPollIntervalInSeconds" : 60

}

#EMWXGetLatestConfigurationZBNextPollConfigurationTokenft 5 RIfY B EFRE,

aws appconfigdata get-latest-configuration \
--configuration-token next configuration token mydata.json
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html#API_appconfigdata_StartConfigurationSession_ResponseSyntax
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html

AWS AppConfig EREER

/A Important
FEEE T3 HER GetLatestConfiguration API N EEFMEN

- [ElGetLatestConfigurationEB#EE RConfigurationflEERNER. REERRK
HREFNREFTWAREERE | ConfigurationERFEHE, IRRAEKTIFNRE
VAR E K | RBlConfiguration&ER Bz,

« #BgConfigurationTokenZBEEZE W EIFHIGetLatestConfiguration,

- ERCREBEEE, HESENFAHAR , UREBNBEEHE A%
GetLatestConfiguration API FERYHYERFISEER,
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AWS AppConfig EREER

EHERER TER

TR A E R AT B A FEREN AWS AppConfig TERZEHRE , ETRRMEABENITANEE
B Bl BRI SMERRBRATUATRENES (ERE0 )

- HBAERERE , EEBAZE Amazon FIEB AR (Amazon SNS) F &,

- EMERBZE , BRBBRERNEREREEAS.

- BEHIDREFETEER  MIEYNER Atlassian Jira BE.

- BBEER , ERERERRFEHNRBESHEENEEER S,

- SEIPBERER | KEEHDE Amazon BERERT (Amazon S3) #1FErHE,

&I A L A MY THEER AWS AppConfig BRI, RBMARBREREE U BB,

B &

- B AWS AppConfig &R

- £ AWS EfRENIERINEE

- BRFMER - B3 BE] AWS AppConfig FE1#

- AWS AppConfig IEE SR BT 45 P ae & I

B8/ AWS AppConfig iER

REENH AWS AppConfig IEFR eSS ML, ELEASERENMMEA AWS AppConfig ZE{HE
EFTENBES BN A REB PR,

FE

- B RELECERBEREFDITNRE

- B2 MEMBEHRTERINAE

- $B 3 BMEF s

- B4 BEREIRBCHITERBE

SR BELEEARREFIITNRE

IRREBEIWE Webhook FIEA , @S AWS AppConfig ZBEBE R EE[E Slack BIXFAE ? REE
EHEBHEEZSEREERFHEDE Amazon BERERKE (Amazon S3) FEFiTHE ? EAEEIEM
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RIAERBEEFANERER ? BUUERABERDERFTELEENTIHSE, BRI BTE
FEIhEE , RAEFABEMIEY AWS fREBIEFTINEE. AWS AppConfig

® Note
BRAXZEERARS , EEEV B ERINEE , BHMBEET AWS Lambda B ERETIE I T
REPEZNETAAEMNEE, NEFMEN  F2E ZFSHHR . B BE] AWS AppConfig %E
o

T% AWS B EMIEHRINEE T IH B B RE SR BEAEMARKE, &K LATE AWS AppConfig F#2 &
h{ERIELERINEE , REER AWS CLI AWS Tools for PowerShell, % SDK FEALHEFEThEE API Ef
1E,

HE{eR iRk
Amazon B8 CloudWatch & A/BiBIE WIEFR e B IR E AR EA RIS RE

BIAERAE T/ERE , mMARMMEvaluateF
eaturefE3, MEFHMENA , 5528 B Amazon
CloudWatch BARIERE T 1E.

AWS AppConfig ZfZE# EventBridge WIER S EINBHERER  BE4EEE
EventBridge TAZ S ERHE,

AWS AppConfig B E#ZE Amazon Simple WEXDEESKASBEAELREDBARBRIEE
Notification Service (Amazon SNS) # Amazon SNS &,

AWS AppConfig BB E4ZE Amazon Simple IR B E S B ARERFEASEEA Amazon
Queue Service (Amazon SQS) SQS 175,

BEOEMIEHRE — M4SN EES N LhIEFE ThAE T AWS AppConfig SBIEIEER B IHhAE
EERETMEFHEE,

SR2 BEMNRENTERIE

ExpeEeERTEIEREHBERITH - ZEE AWS AppConfig fE. Hltn , AWS REHIAWS
AppConfig deployment events to Amazon SNSIEZXRINEEEE—EENE , WiSEHNEXE
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Amazon SNS £#E, B8 2B AWS AppConfig i EREEHTRERF AWS AppConfig i , #ie
WASEEE, SLEBBITEE. AWS AppConfig BRI R THEEEE

 PRE_CREATE_HOSTED_CONFIGURATION_VERSION
* PRE_START_DEPLOYMENT
 ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP

* ON_DEPLOYMENT_BAKING
 ON_DEPLOYMENT_COMPLETE

¢ ON_DEPLOYMENT_ROLLED_BACK

HEBER LERERVERPRE_*BIFEEFARREREM , 8% AWS AppConfig #11T R ENER & AR Y
FEEVER 2B, ELBFEFUESHEREREE, MRBH—ELLNFER , BEARRIEFET. 5
ABERE  PRECBMERESEWY BT USEHEEBNAR. PRE_*ENER: th o] LUE FEER R I Fh 1E B) 4F
B,

YEZE Thae th T LLAE FHON_* EpEBEEE AWS AppConfig TR parallel #1T. ON_*BEHERES TR
M, ON_*BERTERIRENAT. MREMITEEON_*EMERHRBRERS , RESZKER
I M THETRIR,

HER 3 . B IR ThAcRA

EEBEVERUNBESRE AWS ERBENIETIIEE , B UEREEASE AWS AppConfig &R L
RERTENEES. fla , Bl EHHSERAERXRBERTEIR , BEHITAWS AppConfig
deployment events to Amazon SNS#EFZNEEIL#EEU Amazon SNS EEMEH ., ERWLEE
L A4 E AWS AppConfig EIRMNIETMEERB AR HAERIM ., RAIDEABI R EFTNEEE AWS
AppConfig BIR (Flan AR SERERER) 2BNIEERR.

E— AWS AppConfig ERARATUNEE ZERENEEREE. WREKBEXYEEEARAIRE
ELEEE S HREAEANREEFEEANTMAIERRE (NREH) AWS AppConfig I AEFR
B

Bl | RERIEE — & R/H AWS AppConfig EATEI MobileApps , HPITEB AN EREHIRE

AccessList, I{RE%# MobileApps FEFTEF2IE Beta , ERMEERE, BUUA AWS HFEH

Amazon SNS B E ISR ZE T IE T IhEEEE B | Y ASE 7T ThEEEE MobileApps FERE N tHEAEE, R
BERAEXNERHEIN =ARREFNEM—@E , iEWA Amazon SNS BHEFIEHE,
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® Note
BAFREEUBRAYENAERAE AWS RENERYEE , BEEXEETIRETIEREB.

SR 4 BERELHEZDCATEREE

BUREBic® K BUFSEHERIBHERER & AWS AppConfig I 187 hAEX #1176 ER B E.
WEFIhEERF , MR RMREPRE-*BERHAIRIERI$EER , BI'E® AWS AppConfig B EIZHRNEEE
Ao

£/ AWS Eilm B I EE

AWS AppConfig BFET AWS iR EMERIhEE, E LB IEE T H3 B &4 AWS AppConfig T4ER
REEMBREES, B LIEZER. AWS Management Console  SDK FEIUEFE AP| B)1E AWS
CLI , AWS Tools for PowerShell#£ 5% 7 fif F i L& 7 Th BE.

HE{HR iRk
Amazon B REY CloudWatch A/B3EIES WIEFR IheEn IR FE AR N EAMIE RE

BIAFERE T/ERE , mMARMUEvaluateF
eaturefE¥, MEFMAEA , 5E2E B Amazon
CloudWatch BARIERE T 1E.

AWS AppConfig EfZZE# EventBridge WER IS ESBEER  BEHEEE
EventBridge TAFZ S ERHE,

AWS AppConfig ZREEHZE Amazon Simple HWEXDESEASBEAELENBHERFIEE
Notification Service (Amazon SNS) # Amazon SNS &,

AWS AppConfig SpBZEHZE Amazon Simple IR R E SR BARERFEASEEA Amazon
Queue Service (Amazon SQS) SQS T3,

BOEMEE — MERAEDER UL F LT AWS AppConfig REAEBE 82
R Y N EH .
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-feature-flags
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B3 Amazon CloudWatch BBRIERE T1E

EHEH L ThAERS | BT LAE A Amazon CloudWatch Evitivity A& #T AR BRI E B 2 LR E |, U
REMERIINAE, BT LABSIE I INAEMI AL | IR B ISAEMBERAERAENRE, ENHEEE
SELME TR IR EAMA MBI ZANERR, B LEIT A/B Bi , BIBERBNEREH TR
SR,

CloudWatch Evitional #5 AWS AppConfig IER A ENERABFEA LI ESEBEAFSFE K MT2
BB F A EvaluateFeaturel® ., A& TIEFE B AT FRK API IENU AR SRV EEEF o] M R B, BE a1
HREMEAERIIGENER , 5528 Amazon £/ CloudWatch iR FH " CloudWatch Bf & ith
TRAEV A A/B BER,

fEAAWS AppConfig deployment events to Amazon
EventBridgei&E 3t Ih &L

AWS AppConfig deployment events to Amazon EventBridgeZE{HIBEER AWS mEBHIE
FeIhae , AIRBIRESIR AWS AppConfig #HREZREB THEREWHRITEH., SENBEREBER , BERERF
S4B ARIEE EventBridge BIREBHER. BIEFTIhaEBEHE F —{E AWS AppConfig FEATE
X, RIESEERERELBEH 2R K BFEBARENBFRG. BRNERZE , BEHBEH AWS
AppConfig B ZEHERHE.

N RAGAEHE — 25 152 | R L B /E B X EventBridge @A , AT LA BETIEFRI0AE , I 1E URI ML &
A EventBridge RS HEREE Amazon EIRE M (ARN), NMEEBEVEMINENEN , F2EEZE
SRR - B BE] AWS AppConfig HEf#,

/A Important
b 7 Zh RE1E X 3% EventBridge RSB ERBE,

£ A #RT 2 AE

EEFEHAWS AppConfig deployment events to Amazon EventBridgel&ZIhat , AR
FEFINAERARE | AS BT IhAEM INE E & — {8 AWS AppConfig EiR. ZAILAEH AWS AppConfig i3
A= CreateExtensionAssociationAP| Bi{E R BRH, BB , B LUBEE AWS AppConfig f&
AEN. REJEREREEN ARN, IREEERIEHEEAEXIIREELRED , ASHHETE
ARXEREPIENEMHEEBRERBEELASHEA.
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https://docs.aws.amazon.com/cloudwatchevidently/latest/APIReference/API_EvaluateFeature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html

AWS AppConfig EREER

BUBBz® L EIFBIEE AWS AppConfig EIRAVAERERF , & AWS AppConfig FEILEFEINEE , AR
BEXDEDIEENBERBEEEA,

(® Note

LEiRFEThAEE TSI BMERUA -

* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK

BEEEFTIER N EMER. EEUATENEESR , BAEVBCHERIE. 01F
HMER B2 BE MR . B BE] AWS AppConfig ZE{#,

FRATHRERF , EBAEA AWS Systems Manager A E I AWS AppConfig IEFThEEREBE AWS

CLl,

EREMNER IR (X28)

1.

e LA N ERIRL AWS Systems Manager =&, https://console.aws.amazon.com/systems-

manager/appconfig/
EEEBEKT |, #IE AWS AppConfigo
£ [ERIEE) REER L | BE FEZER

£ (BExeeERFMEN) BERP , BEERBEREMA [ AWS AppConfig ERER], RIFEEE
WER , AWS AppConfig R RIGREBHMER,

BIEE Y RHE RV

BT W ILHE 7 2hBE EventBridge FRHEIX EREEHIS 4,

"version":"Q",
"id":"c53dbd72-c1a0-2302-9ed6-c076e9128277",
"detail-type":"On Deployment Complete",
"source":"aws.appconfig",
"account":"111122223333",
"time":"2022-07-09T0Q1:44:157",

"region":"us-east-1",
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https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig EREER

"resources":[
"arn:aws:appconfig:us-east-1:111122223333:extensionassociation/z763ff5"

1,
"detail":{
"InvocationId":"5tfjcig",
"Parameters":{

I
"Type":"OnDeploymentComplete",

"Application":{
"Id":"ba8toh7",
"Name" : "MyApp"

},

"Environment":{
"Id":"pgil2o7",
"Name" : "MyEnv"

1,

"ConfigurationProfile":{
IIIdII : Ilga3tqepll’
"Name" : "MyConfigProfile"

3,
"DeploymentNumber":1,
"ConfigurationVersion":"1"

{FFHAWS AppConfig deployment events to Amazon SNSIEZEIhAE

AWS AppConfig deployment events to Amazon SNSZEHINEER AWS fmEMIEFINEE , AT iH
B SR EEAR AWS AppConfig #iREEE TERBAFEITE ., RAEMEMHERE , ERXIER AL ZMGE
Amazon SNS X8, #§EsThaeEEH & —1{& AWS AppConfig ERTE, RIBDBREREEEELBE
%, ERXEENERK, BRMERZE , #AL AWS AppConfig M EFE,

U0 R IR A8 i — 25 1 5 R LE B /E B % Amazon SNS BA , AJLAER N BETIEFR AL |, WA URI B P
A Amazon SNS E & Amazon ERE % (ARN), WFEEBMENIEMMENET , F2EZLHER B
3 HEJ] AWS AppConfig HE{#,

e RS I &E

AEERBA M EEAAWS AppConfig deployment events to Amazon SNSIEFIh&E.

HER 1. 5RE AWS AppConfig A B RMETE
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1 EUR E BUR#FT18 E Amazon SNS 1% 8 AWS AppConfig (appconfig.amazonaws . com) 2
#BEF A (sns:Publish), MFEFHMER , FS B Amazon SNS 17 B2 Hl #Y €651 == 4 o

HER 2 B R TR

BIIERThAEEEBE | ASIE R ThREM in=E H b — 18 AWS AppConfig &R, Ea LA AWS AppConfig
F#E AT CreateExtensionAssociationAP| BIYEREE L BB, 2 EIHERF , A LUEE AWS
AppConfig EARER, RIENMEEZEEN ARN, NREKEFEEEAENRREELEBRE
AgttEEETEARIRREFISNEAERREEEEEH.,. BYBHK K X ERISEFAZ
Amazon SNS &/ ARN HtopicArnZ&i# AE,

BUEBic® , EIEIEE AWS AppConfig ETRIVAARERF , & AWS AppConfig HEIEFINEE , MR
BERINEDIEEN SEREIAEA,

@ Note
LLIRFE I EE R T ZIBEREIL A -

* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
¢ ON_DEPLOYMENT_ROLLED_BACK

BEEBTHETENEER. EEUATENEER , BUURYECHWIERINE. 5
HMER Bl ZL MR . B BHE] AWS AppConfig ZE{8,

FERATHRERF , EBFEA AWS Systems Manager 1A E I AWS AppConfig &7t ShREERE AWS
CLl,

EEEVER YR (XEA)

1. FBELTER AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

2. HEBEBKP , BEE AWS AppConfig.

3. HE[EXRUEE] RSIBERL  BREFEEER

4. HE[BERUEERFMHEA BEEF , BEERERMA [ AWS AppConfig ERERH], RBIFLEE
&R , AWS AppConfig IR RIGBIZBHMER,
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html
https://console.aws.amazon.com/systems-manager/appconfig/
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5. EEREVRERAEIB.

LT RUAETEEREIAE Amazon SNS EREAVFA S # 6,

"Type": "Notification",
"MessageId": "ae9d702f-9a66-51b3-8586-2b17932a9f28",
"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",
"Message": {
"InvocationId": "7itcaxp",
"Parameters": {
"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"
.
"Application": {
"Id": "la2b3csad",
"Name": MyApp
.
"Environment": {
"Id": "la2b3cs4d",
"Name": MyEnv
.
"ConfigurationProfile": {
"Id": "la2b3csad",
"Name": "MyConfigProfile"
.
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"
1,
"Timestamp": "2022-06-30T20:26:52.067Z2",
"SignatureVersion": "1",
"Signature": "<...>",
"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",
"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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{FFHAWS AppConfig deployment events to Amazon SQSIEFIhAE

AWS AppConfig deployment events to Amazon SQSIE{HINAEER AWS mERIEFIhEE , T
B R EE4R AWS AppConfig #HAEERE THERELHRENTE ., SEMSHERER , EMEEATSKAS
HEA Amazon fHE{TFHI AR (Amazon SQS) 1757, EiEFEEEHE - — 18 AWS AppConfig FERTE
X, RESHERREEEECEB 2%  FEBXERDEMG. BRNEREZR , AL AWS
AppConfig 1751/,

N R IRA8 i — 25 12 H R LE Ep/E B EIE Amazon SQS BA , AILAE M BETIE R IheEE |, W 1E URI WA E
A Amazon SQS 173l Amazon ER &% (ARN), NMEEBEVIEMRINENENR K F2RESHER B
3 BET AWS AppConfig ZE{H#,

£ A #RT 0 AE

AEERBAMMAEAAWS AppConfig deployment events to Amazon SQS#EFEIhaEE.

SEB 1 : 5RE AWS AppConfig AL HEA 5

# Amazon SQS BUR T8 Z &K Amazon SQS 751 F AWS AppConfig
(appconfig.amazonaws.com) ExFALEFF A (sqs:SendMessage). MFFMEN ,
Amazon SQS BURHEREH,

T
s
&

SR 2 ENEFRThAEREH

BIIERIThAEREBE | iSIE R ThEEM in=E H b — 18 AWS AppConfig &R, Ea LA AWS AppConfig
F#E AT CreateExtensionAssociationAP| BIfEREE BB, 2 EIRERE , A LUEE AWS
AppConfig EARER, RIENMEEREEN ARN, NMREEEREEEAEASIREEELBE , Al
SHEEEEARIIRETIENEMERREEELIEHN, BUBEE , SXARATEEFEAZ
Amazon SQS 17512 ARN WHereZ#.,

BUREB<c® K EBUSNIPERTE AWS AppConfig BERIAERER | & AWS AppConfig FEALE # Th
B8, WARIRIE R ThRE R I E M BN E B EIE B A,

(® Note
LLIRFEhRER T ZIBERAILA -

 ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-examples-of-sqs-policies.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateExtensionAssociation.html

AWS AppConfig EREER

BEGEBFTHIERIENESER., EEUATENEES , EUUBRIBECHIERINE. 0F
FHIMEE , B2l ZL MR . B BET AWS AppConfig ZE{H,

FRATHRER , EBAEMA AWS Systems Manager £ A HE L AWS AppConfig IEFEThEEREE AWS
CLlo

EREMNRET IR (X28)

1. FBELLTERIR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

2. EEEHKD , EIE AWS AppConfig.
3. T [ERUEE] ReIEBL , BE HEEER

4. HE[BERUEERFMHEA BEEF , BEEREREMA [ AWS AppConfig EREH], RIFLEE
&R , AWS AppConfig IR RIGBIEBHMER,

5. BERVEEIREB,

LT 2 AEXINEEREIXE Amazon SQS {T5IRIEA S &4,

{

"InvocationId":"7itcaxp",

"Parameters":{
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"

},

"Application":{
"Id":"1a2b3c4d",
"Name" :MyApp

},

"Environment":{
"Id":"1a2b3c4d",
"Name" :MyEnv

},

"ConfigurationProfile":{
"Id":"1a2b3c4d",
"Name" :"MyConfigProfile"

},

"Description":null,
"DeploymentNumber":"3",
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https://console.aws.amazon.com/systems-manager/appconfig/
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"ConfigurationVersion":"1",
"Type":"OnDeploymentComplete"
}

EQ P 4% 57 75 58 & BB R T4E AWS AppConfig

BB Atlassian Jira £ , BELE RIEEN W EERFER , # AWS AppConfig ATLATE Atlassian 12§l
AFEIENEFBE, AWS IRFE AWS EE&EE Jira BEAISEEZEE,. EAER D, HERTE
B ID MEEE, EAEH. RENDBEBEEEE2R  Jn BEFEARENFREAREFREEE,

(® Note

BELEYNEMUEERR |, Jra BEEHMEE. ELQEXBRERMERTFERESEBEMT
B, Jira L EEHEE, EEMRRIBRIERE | Jira TELEET.

RERE , BLAHTTHEME

5B

« ERTE AWS AppConfig Jira SR

R E AWS AppConfig Jira B&ERRER

ERTE AWS AppConfig Jira & KR

B IR EE Jira B AWS AppConfig BEE , B LEEFERAENRR. EEMS , &0 LUE for Jira
FEREX P& AFEHENWFEIRAWS AppConfig £88 ID MRZ S8, WERAERT Jira B2 BAN
AWS AppConfigfEBR. AWS AppConfig £ FIiELRFE—IX , £ AWS AppConfig M Jira 2z B E 7E3
B, TE2RERE. SULUBBHR Jira BAREF AWS AppConfig 3l Bk B3 H

ERAERREZSE THBENERER -

» appconfig:CreateExtensionAssociation
« appconfig:GetConfigurationProfile

« appconfig:ListApplications

* appconfig:ListConfigurationProfiles
« appconfig:ListExtensionAssociations

* sts:GetCallerIdentity
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-feature-flags

AWS AppConfig EREER

SERATEBAREIL IAM FFATBEMAR AWS AppConfig  Jira BEHFERE -

T

« T4 1:E3 AWS AppConfig 1 Jira ZBAH IAM EFREBE
« T4E2: 3 AWS AppConfig  Jira BEMNERE

T4E1: B3 AWS AppConfig # Jira BEH IAM BERRBER

FEATHRFET IAM BEEE , LLAFF Atlassian Jira #1T8F. AWS AppConfigi i #4533 #1
K, WAL BERM BN IAM A€, SXENERFTEZERE IAM BXNACSERFREERE
Al , it FERFER,

EEE T AWS AppConfig  Jira BEH 1AM BUR

1.
2.
3.

£ https://console.aws.amazon.com/iam/ FBIRK IAM &,
FEEERKT |, EZ Policies (BUR) , R#%E1EZF Create policy (U BX),.

£ [BAFR) HEmEL , #IE [JSON] REIEZH , YA THFERBMATERAS. £ THEREAF |, FH
IheCE ##nnnnnnntnnstnn B oIG . "##a## IDL M "####1Dy o AWS AppConfig

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation",
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resource": [
"arn:aws:appconfig:Region:account_ID:application/application_ID",

"arn:aws:appconfig:Region:account_ID:application/application_ID/
configurationprofile/configuration_profile_ID"
]
},

{
"Effect": "Allow",

"Action": [
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https://console.aws.amazon.com/iam/
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"appconfig:ListApplications"

]I

"Resource": [
"arn:aws:appconfig:Region:account_ID:*"

"Effect": "Allow",
"Action": [
"appconfig:ListConfigurationProfiles"

1,

"Resource": [

"arn:aws:appconfig:Region:account_ID:application/application_ID"

]
},
{
"Effect": "Allow",
"Action": "sts:GetCallerIdentity",
"Resource": "*"
}

}

4. EBEET-% : 8BH

5. (EA) #iE— Al EERREHRER. BHRBIEFFEULBER |, AR%ZBIEE Next: Review (T —
¥ BE).

6. 7E Review policy (MRBBER) HME , /£ Name (B1B) AR HPE@ AZRE (W0
AppConfigJliraPolicy) , EZEW A EAHER,

7. EEBEIBER,

T4E2: B AWS AppConfig Ml Jira BEWERE

B T PRSI Atlassian Jira A AWS AppConfig fERE, BUFERAE 2R , BOUER
FHES® D MRFLE  BL ID AIRFZSREELTRESHFIEE,

EE A AWS AppConfig  Jira BEEIFAE

1. BIfE https://console.aws.amazon.com/iam/ BARX IAM £ &,

2. HEEEBERKTP , BIF Users (EAE) , REIERE Add users (FTBFEAE).

T Jira MR EE T


https://console.aws.amazon.com/iam/

AWS AppConfig EREER

3. & "HERAEERL WP, AL , flAppConfigliraUser,
4. S [EREAWS RE|HEE] | RE [EREERFRITEFI

5. BET—% : 5.
6

EREER EET , BEF (EZMNRAERA #SYERNEEAEPEY 2 RRAINKESG R ITE
1 : B3I AWS AppConfig # Jira BEH IAM EIREE , RRBBIE [T —F K]

7. E THEER (2. EEL , FRE-SZEERSWER , UEE. BHRSIESILERERFR
*Eo EET_i . *ﬁﬁo

8. & "WE., EEL K WRERAEFEES.

9. #EIF Create user (BUFEAE), RAERETEAENTNEE D INEZLB, BALUTHR csv
BR, S ELERBERITRNMNE, BBEREREBETELRE

o

ERE AWS AppConfig Jira BEERARER

FEATHRFRRE Jira EBARERF AWS AppConfig WA EIRIE, SERMEFE |, Jira SErEiE
EAWS B ESENEEEEYHEE, AWS IEE MREH DR AEEEHTEE AWS
AppConfig , Jira 2R A REFHFHEA.

® Note

AWS AppConfig IEEIEFR T A B EZ B FRERERB L, Jra EABERXERSEESR -
BEE. NRESE TEREREYE  SUNERXBRESRN Jra BETFRAXBENFRE
o

EBRERA

1. BEFBIPTHHIFE 8 Marketplaces

2. AWS AppConfigE#ESWU T A , REIE Enter £,

3. T Jira Bl L REERAERF.

4. 71E Atlassian 25 F |, BIEETEERRERF , AREEAWS AppConfig Jira.

5. BERE.

6. TE [{AREFFMERN T , BIE Jira ER], ARBZFEE AWS AppConfig THREEZMEBEBNER,
7. B AWS B , R%1EE AWS AppConfig ThEEEEFTER [EiF,

8.

£ "FEEARN IDL BT , WA S EIIEEEZERN AWS AppConfig ERAREX BB,
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9. 1 THHEEEREME IDL Wi , W AThEEEZER AWS AppConfig #HRERR ERE BT,

10. &£ "FEHE® D, M "RESS) MU, WASERNFEEIE 2 B3I AWS AppConfig #
Jira BEWMEHE, RE , BHIULUIEERREERER,

1. BEREXR.

12. 7£ Atlassian &7 |, BE [ER), ARBELENETETESNER, AWS AppConfig [
2 EESHHIEEN AWS 1RF MPHNESETEEERTEE AWS EiF,

fIRx Jira FEFFEF AWS AppConfig & #l

MREFEEA Jira BEE AWS AppConfig TheeEER B EA |, BRI LUE Atlassian E12 & R
AWS AppConfig for Jira FEAER ., MRESEAERESHITTIIESE !

- MEREH Jira BEHIF AWS AppConfig

o RERMERER Jira BEHIFFHEER AWS AppConfig

= ZMIBR Jira AWS AppConfig FERTENHY

1. 7E Atlassian =& | BIE [BEEEAER]
2. BEFEHAWS AppConfig o
3. EEMRRE,

ZSERER B BT AWS AppConfig ZE{#

HEEV B AWS AppConfig &5 Th8E , B T FIT/E. BETHFHEEREN ETEP EFMMER
B,

(@ Note
BT ELL T EEE B EZ& AWS AppConfig &R #Y R4 GitHub :
« EBIEFThaE , AIBALEEA Systems Manager blocked day 8FTEBEETEEE T
=
« 5/ git-secrets P IE ZTHRREE ELERN REIERE
» £/ Amazon Comprehend B IEE A B B & &R (PII) B R 248 785 B o &Y £ 51 3% 7t Th sk
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1. B2 —1{& AWS Lambda B &

WRAKXSHEAEH | LERY ATHAIEE , SUERT AWS Lambda BBSRE TR T &
EEOEAENRE, HRANNAMERE  NELRTAWS BIEEHIE MM HE AN BT
RS RBRE L, MBEHHISRROEMER | HFSWET AT AWS AppConfig EEY

2. BREBFTIRFT e IR

EENTEETERNAENER , B BT T ESP —1TIRE -
« B ‘@& InvokeFunctionfFaJ#Y AWS Identity and Access Management (IAM) fRIE & &,
« {#/ Lambda AddPermissionAP| Ei#E2 3 EiRBUEK

RESERR\WAE IAM BHEAE
3. BV R IAE

EAILAE A E AWS AppConfig A S #E AWS CLI, AWS Tools for PowerShells; SDK FEAY
CreateExtensionAP| Ei{EXREB I IE T IIEE, BT HRREFEAEEA,

4. B R AR

IEALAE A AWS AppConfig £ A= # AWS CLI, AWS Tools for PowerShells; SDK FEAY
CreateExtensionAssociationAP| B)/ERZBR I BRIV, ELEREFERAETEA,

5. BT AR hRERY B 1F

BUEBMcR K BEEXIIECENEERBERERE , & AWS AppConfig W AEFIhEE, Bl
w, WRIEREE S EPRE_CREATE_HOSTED_CONFIGURATION_VERSIONEN{ERVIEF IhEE , Al IR
BN N ERRERAR | B0 BB IhEE,

AEFPH ERERAE L BET AWS AppConfig EFRNBERFTS RNBEIE, EEARMIPERTE
BE¥K , HPEFEEE Y T B #5485 % E) Amazon Simple Storage Service (Amazon S3)
RUOIERINEE. REZEVFEEHRE (PRE_CREATE_HOSTED_CONFIGURATION_VERSION) 2 ZB&
(PRE_START_DEPLOYMENT) , B EERM S H1To

&

- A BE] AWS AppConfig #EFc ThEEE I Lambda B E(
- :RTEHET AWS AppConfig IE 7 IhAERY HEFR

« B B3] AWS AppConfig EZx IhAE

- BBEFTIERAEEIIE AWS AppConfig Ft h gt B8 B
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« BITHIY EET AWS AppConfig #EFEZhBERY BY1E

A B5T AWS AppConfig IEFE h8E#E 3T Lambda BRE

HRAZEAG K EAREERER , X EAE—E AWS Lambda EHERETERPERNTMFTE
MEE, AETEHTEXRIEEN Lambda EREE HIFE2X AWS AppConfig i, AEIETEERERE
RINEESEFHMES . WEEIL Lambda EKEIWMEBIER , FFSEBAWS Lambda A EEBETH
FA%A A Lambda,

EAREXT

T 5| Lambda BBV EFIFZNAHE WU A RE , & B 3#$48 AWS AppConfig RE{# 3 2] Amazon S3 78T
B, BEEVRBBHERE K H2HENERE. ZTOIEAERSE , AtFREME BT LE Lambda
HEFTETERR. BRERAERZSEY , AFUSEREFMMNIZERARER  YKEEHRGET
BT, EXRBEf ST E - TRARIHVER.

AWS AppConfig &7 IhEERI £ Lambda BIE

from datetime import datetime
import baseb4
import json

import boto3

def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and
PRE_START_DEPLOYMENT

# action points receive the contents of AWS AppConfig configurations in Lambda
event parameters.

# Configuration contents are received as a base64-encoded string, which the lambda
needs to decode

# in order to get the configuration data as bytes. For other action points, the
content

# of the configuration isn't present, so the code below will fail.

config_data_bytes = baseb4.bb4decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets
you define
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# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API
action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {3})

bucket_name = extension_association_params['S3_BUCKET']

write_backup_to_s3(bucket_name, config_data_bytes)

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change

# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8")

new_config_data_string = old_config_data_string.replace('hello', 'hello!')

new_config_data_bytes = new_config_data_string.encode('utf-8")

# The lambda initially received the configuration data as a base64-encoded string

# and must return it in the same format.

new_config_data_baseb4string =
base64.b64encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the
new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the
'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):

s3 = boto3.resource('s3"')
new_object = s3.0bject(bucket_name,

f"config_backup_{datetime.now().isoformat()}.txt")

new_object.put(Body=config_data_bytes)

1=

5T AWS AppConfig #EFE ThEEE I Lambda BI& 176



AWS AppConfig EREER

MREGREERAZRSHERPEALES  BEAEBREXE

5l , MyS3ConfigurationBackUpExtensionARERZEHEH Amazon EIRE M (ARN), &AL
£ T —HEihZE I AWS Identity and Access Management (IAM) BRER BB EIEE ARN, B LEE E
EEEIEE ARN MBHE,

BUEES

REIYE LA BET AWS AppConfig REFREEN AR ERME LS EFBER,

PreCreateHostedConfigurationVersion

'InvocationId': 'vlns753', // id for specific invocation
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
},
'ContentType': 'text/plain',
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
'Application’': {
'Id': 'abcdl23',
'Name': 'ApplicationName'
.
'ConfigurationProfile': {
'Id': 'ijkl1789°',
"Name': 'ConfigurationName'
.
'Description': '',
'Type': 'PreCreateHostedConfigurationVersion',
'PreviousContent': {
'ContentType': 'text/plain',
'ContentVersion': '1"',
'Content': 'SGVsbG8gd29ybGQh'

PreStartDeployment

'InvocationId': '765ahdm’,
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'Parameters’': {

'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
I
'ContentType': 'text/plain’,
'ContentVersion': '2°',

'Content': 'SGVsbG8gZWFydGgh',
"Application': {

'Id': 'abcdl123',

"Name': 'ApplicationName'
},
"Environment': {

'Id': 'ibpnglq',

'Name': 'EnvironmentName'
},
'ConfigurationProfile': {

'Id': 'ijk1789',

'Name': 'ConfigurationName'
},
'DeploymentNumber': 2,
'Description': 'Deployment description',
'Type': 'PreStartDeployment'

RS EH

OnStartDeployment, OnDeploymentStep, OnDeployment

{
'InvocationId': 'o2xbtm7',
'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
I

'Type': 'OnDeploymentStart',
"Application': {
'Id': 'abcdl23'
I
'"Environment': {
'Id': 'efgh456'
},
'ConfigurationProfile': {
'Id': 'ijk1789',
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"Name': 'ConfigurationName'
1,
'DeploymentNumber': 2,
'Description’': 'Deployment description',
'ConfigurationVersion': '2'
}
SRS

T HIE IR RER Lambda ZhEEE E B RT AWS AppConfig IEFRIIEEN ERFIMERN AR
B 5 E4F- A 2h B FE
MRBERAR , FEAUTRE .

"Content": "SomeBase64EncodedByteArray"

MRETEFRAR , AITEREEFARAR,

ESEH-HIHERE
HESTIRE,
FIEHREEN
{
"Error": "BadRequestError",
"Message": "There was malformed stuff in here",

"Details": [{
"Type": "Malformed",
"Name": "S3 pointer",
"Reason": "S3 bucket did not exist"

]

RRIE BT AWS AppConfig 35 3 eV R

FEATHREFREIMERE AWS Identity and Access Management (IAM) R A& (RBEAR),
AWS AppConfig fEA Lt AERIA Lambda EE,

B IAM RIE A @I AWS AppConfig S EFRER

1. TELTHEuEBARK IAM £32 4 : https://console.aws.amazon.com/iam/e
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AWS AppConfig AR
2. EEEBEBEKD , BIZFE Roles (Af) , AARIERE Create role (BRI AB),

3. E[EREEERMER] T, BE [BIIEERAN.

4. #T5 JSON REIEEE [BFTEER A W+,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
EE-F_io

5. 1 [rigERR) EmL | B4 B /FH]. Create policy (B BR) EHEPEENEHZH F B

6. IEIE [JSON] R5|ZH , AR TH#ERREAMTHESE P, BHlambda: InvokeFunctionfEA
MPRE_*B)EBE, B)lambda:InvokeAsyncEARON_*EERL, ### Lambda ARN MR A&
) Amazon EiR#&# (ARN),.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"
1,
"Resource": "Your Lambda ARN"
}
]
}

7. BET-% 8%
8. T MR (BEM) EEL , i —NSERBEEY , RAREE [T—F : €5
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9. E[BBIRM HEHLMASBNRE , A2RE [(BUXK],

10. ERTEERANBABRRSIEE L | EiZ (ENEE BR , ARESERETWERERAL

11, BEERFAIWZESAR , RERE [T —F].

12. £ [E8. RENEY)|EELN [(ACEE) ARVBAEE  REBWARH,

13. i##E Create role (BRI Af), RHSEMLRLEZE Roles (Af2) HEH, EEIEPIRE [RIRAEC]

14. #% ARN, B UEEVRFTIhEEREEL ARN,

3 H5T AWS AppConfig IEFE Th &g

BRIEEERTCETEREHBHITH —HZEE AWS AppConfig 1E. Flan , AWS wERIAWS
AppConfig deployment events to Amazon SNSIEZIhEEEE—EENE , TiSEHMNEXE
Amazon SNS /8, E&HE 2 HE AWS AppConfig i REFHITERERF AWS AppConfig B , #E
WASEEE, SEEBEETEE. AWS AppConfig BRI ETHSEEE

* PRE_CREATE_HOSTED_CONFIGURATION_VERSION

* PRE_START_DEPLOYMENT

* ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP

* ON_DEPLOYMENT_BAKING

* ON_DEPLOYMENT_COMPLETE

* ON_DEPLOYMENT_ROLLED_BACK

EEMES LR ENEMPRE_*EMESHERRBERER , /87 AWS AppConfig B{TEEENE R 2 FBAE ¥
FHEE 2 Bl, ELEENFIUSEERGREE, MERE—EULNER  BERRZIEFET. B
NiEEE | PRE_*EMEB BN B TS FHENANS., PRE_*E{EZtb A LA[O ESEEI0Bh LE B E
B,

EF Thae th A LAE FHON_*E)/EZHEE AWS AppConfig TEFRIE parallel #11T. ON_*EMEHERELSFAH
B. ON_*EMEHTSWIRENAR., MREREMITEEFEON_*EMEMH BB R , RESZEIERR
B TR,

TH&EHIEFR e S EEH — AR PRE_CREATE_HOSTED _CONFIGURATION_VERSIONEI{EZLRYE)
B, Ui , BESEEARESHRBEEILZ MyS3ConfigurationBackUpExtension
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Lambda B Amazon EJREH (ARN), LEEtHEIEE AWS Identity and Access Management
(IAM) BEEXRZ SRR EERINAE ARN,

&i5] AWS AppConfig &%
{
"Name": "MySampleExtension",
"Description": "A sample extension that backs up configurations to an S3 bucket.",

"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION": [
{
"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"Uri": "arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension",
"RoleArn": "arn:aws:iam::111122223333:ro0le/ExtensionsTestRole"

}
]
1,
"Parameters" : {
"S3_BUCKET": {
"Required": false
}
}
}
(® Note
EETEEVEXRDERRERTZEANBALREA , 5528 AWS AppConfig APl &
A CreateExtension £,

EERTRANLE (2A)

1. FBELTER AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

2. EEEHKD , EIEFE AWS AppConfig.
. E[IERIEE] RoIERLEE [BEUER
4. HEEZVDEERT WA -—NERH, SRAZFEHEW , B\
AMyS3ConfigurationBackUpExtension, A LURIEM b AFREA,
5 &% "EF) B, EE THEEE. .
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6. 7 "BMEEE. P BAK-—HNEE., BREAFHUNER , B
APreCreateHostedConfigVersionActionForS3Backup. It iR BV R AL 8 IR PR fiE
PR ENVER,

7. T "EMERL RED BE THEAERM _FH#_BRE_REL

8. ¥R Uri, 35 Z1E Lambda B , A% Lambda HEFEDZEHNE, MREEEFINENE
8 AHERCHEEB RN AWS EE VEHEE.

9. HRIAM A6  FRELLINERZESHRPTEINAE,

10. & "RERIIESH (EMA). BT , BE "HEZHL

1M1. & "BHEHB, b, BASHE, HRAFENERN , 558 AS3_BUCKET,
12. EESR 511, RBEREIE —EPRE_START_DEPLOYMENTE{E,
13. BERIIEFX G,

B AWS R 5 8V 8 FZE 578

IBAREEREN Lambda RIBEFZRIWAEEN AT A SAWS R 2 @ AN E(FiEE, S UfHE A RIERD
B RBRHMTAAEP —EZHREENRE, RIBFER , AWS FENBALEHREHRETETHIEE
4

* ON_DEPLOYMENT_START
« ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK

MREEIEFTINEERMAWS AppConfig deployment events to Amazon SNSAWS AppConfig
deployment events to Amazon SQSIEFINEEH BETARZA , BRI S E EERBANN B R,

® Note

AWS AppConfig deployment events to EventBridgeiEZIh#EF X EITPRE_*&
Fi. MREBEBRIETIGE AWS ImBRANELEERBER | BT BETRA,

MREEY AWS EiRBHBAZEFEEN BFTMRA , AIFEFEEEY Lambda ¥, BRAFEEHER
ThEEAR AU i F 48 E Amazon BIRE T (ARN) BN,

- ¥ BEET EventBridge BAZEMEME |, SBEUriMIF 8 A EventBridge AR EHH ARN,
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AWS AppConfig EREER
- WZEBET Amazon SNS BHIEMINEE , FBEUriMI A #E A Amazon SNS M ARN,
- WIZEBFT Amazon SQS BAIEHIEE , FEEMMFE A Amazon SQS FAETHI ARN, Uri

A BT Thac i 3 #E AWS AppConfig 75 Th REEAE

EERVEADAERRE AWS ERBOEEDAE , ETUEREEREE AWS AppConfig B iR M
RERTENEESR. fl , Bl EEARREBERENER , BEHITAWS AppConfig
deployment events to Amazon SNSIEFINEEIL#EU Amazon SNS EEMEH ., EHRWLEEE
LA 45 E AWS AppConfig EIRMNIETYEERB AR THAERIN ., RADEABIREFANEEE AWS
AppConfig &R (Bl AR SHEEERERE) 2BNEEBR.

E — AWS AppConfig BFAERA NI ZERFENEERERE, WREKEREEEARENRIRE
ELRB , AestHREAEXSREEREBNEMNTHERE (WRER) AWS AppConfig IR EF
E,

flan |, BREREE — @1 BK AWS AppConfig ERATRER MobileApps , EF SR AN ERRE

AccessList, M {RE%E% MobileApps FEF T2 23E Beta , ERMEEIRE., B A AWS HEM

Amazon SNS BHIZEEHEZE T IEFIhAERE | WASE T Ih8EEE MobileApps FERARE MR, R
BERAEXNERHEZN =AREFNEM—@ , BiEWA Amazon SNS BHEFIEHE,

FERATHRER , £ AWS AppConfig = AR AWS AppConfig &7t ThEEERE

EEEBEVRAEAB (XEE)

1. FRAELUTERR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/appconfig/

2. EEEBEKP , BEE AWS AppConfig.

3. HE[EXRYEE] RIBERL , BREEXRNENERRE K RARBEZ [EEER], SHEZRSHEEREN
B &Y , 581 $F MyS3 ConfigurationBackUpExtension,

4. T [BERVEERFHER BRTP , BEEREEMA [ AWS AppConfig EREH], BIFEEE
WEIR , AWS AppConfig RREZEEZEHMER, SHHEAZSHRVEN , FEE "EARK.

5. mEEHEEZE—(EEAREN.

6. & "8, EBERYP , HR "HIS, #MuPiHT S3_BUCKET, & "&E.

W |, By E Lambda &7 ThAERY ARN, #il80 : arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension,

7. EFEVRERAEIB.
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AWS AppConfig EREER
1T IU BE] AWS AppConfig 1EFE ThaERI Bh1E

BAUBBC% , BB hosted A EIEER FTAE B ERE R
FAMyS3ConfigurationBackUpExtensioni&F haESourcelri, EAE M FMERHN TEREMN —
84 , AWS AppConfig €iBZIPRE_CREATE_HOSTED_CONFIGURATION_VERSIONEN{ES:, BEIt
EEZ SN AR INEE , &MyS3ConfigurationBackUpExtensioniBF R AES B EVAS T M VA
REfEREIE M IIAERBiParameter B ISEM S3 HFITE.

AWS AppConfig & & 5 5K B2 45 hr P an &5 I

AWS AppConfig B4R B NER. SEE AWS 1RF $# AWS AppConfig ¥18 E 1 Sh et sEE
TEER , BEHTLE Atlassian ERAFEUNEHEE, AWS EiEHESHE Jira BERITSEESR
B, ERARER ID, HERERE D NEEE., £8EW. BEASSEEZEFECR , Jn SEAEEN
HHETREMNEERE, NEESHMEN , F20 EMEH AR S NIEE THE AWS AppConfige
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AWS AppConfig 23\ 5 &5 41

AHIERAFT A RHITE RAWS AppConfigB M E R IEETHI, KRFIEBIENGE LS HIE
Java, Python # JavaScriptSDK #EEA , AEEAFREFHTEE. FAEFIFE—EKRKERG , A
RETHEZBFERHRE,

E3 ]

- BUSEHBEEIREERERETN B BHEHERE

- AUEEEETRENEBEVARSERRE

- BRBEREHRE

« EAAWS AppConfigit 22X FEEX B & N AHAE R E RS
« ERAAWS AppConfigftEBIE R EEVS E IhBE 1EAE

+ {£F GetLatestConfig AP E)fEFEE B H1& =\ A RE 5% E 1 IR AE

. ERERHBIE

BYRNEFMRFETREREFRERH B BRI ER
THSERABAEERRREHRATHIENR, AHDWRHRTUTF AP -

» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
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.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile’,
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
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CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(
new CreateApplicationCommand({ Name: "MyDemoApp" })

);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1))
);

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileld: profile.Id,
ContentType: "text/plain",
Content: "my config data",
b
);

AMREEESTREFNEREUARRERMDE
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» CreateApplication

» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
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AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:xro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile’,
LocationUri="'secretsmanager://MySecret',
RetrievalRoleArn='arn:aws:iam: :000000000000:xrole/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')

JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();
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// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "secretsmanager://MySecret",
RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",
Type: "AWS.Freeform",
)
);

BPE A E I
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» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

* CreateEnvironment

» StartDeployment

» GetDeployment

Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->

req.name( "MyDemoApp"));

// Create a hosted, freeform configuration profile
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CreateConfigurationProfileResponse configProfile

appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")

.content(SdkBytes.fromUtf8String("my config data")));

// Create an environment

CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req

.applicationId(app.id())
.name("Beta")

// If you have CloudWatch alarms that monitor the health of your

service, you can add them here and they

// will trigger a rollback if they fire during an appconfig deployment

//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-

east-1:520900602629:alarm:MyAlarm")
//

.alarmRoleArn("arn:aws:iam: :520900602629:role/MyAppConfigAlarmRole").build())

);

// Start a deployment

StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -

> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.environmentId(env.id())

.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete

List<DeploymentState> nonFinalDeploymentStates
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,

Arrays.aslList(
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DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();

GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);

while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);

Thread.sleep(1000L);

deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application

application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
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Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
Name: "MyEnvironment",
1))
);

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
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Type: "AWS.Freeform",
1}
I

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
1)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);

FAHAWS AppConfigfCERZ N B B BB AR ERIRE
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Java

public void retrieveConfigFromAgent() throws Exception {

/*

In this sample, we will retrieve configuration data from the AWS AppConfig
Agent.

The agent is a sidecar process that handles retrieving configuration data
from AppConfig

for you in a way that implements best practices like configuration caching.

For more information about the agent, see Simplified retrieval methods

*/
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// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# Simplified retrieval methods

#

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content
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JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// Simplified retrieval methods

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()" if your config
is json)

£ FAWS AppConfigf B2 = BEUS E I sEiEAE
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Java

public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.
Note: the configuration's type must be AWS.AppConfig.FeatureFlags
*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
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content = new StringBuilder();

int ch;

while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter
# note: the configuration's type must be AWS.AppConfig.FeatureFlags

response = requests.get(f"http://localhost:2772/applications/{application_name}/

environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_key}")
config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";

// retrieve a single flag's data by providing the "flag" query string parameter

// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/

${environment_name}/configurations/${config_profile_name}?flag=${flag_name}";
const response = await fetch(url);
const flag = await response.json(); // { "enabled": true/false }
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£ GetLatestConfig API Ej{EFEEN B H4& N AH RERR E IR 48

TrEEEfHLERERENBAATEENER. ABRWEGIESFUTI API

» GetLatestConfiguration

» StartConfigurationSession

Java

public void retrieveConfigFromApi() {
/*
The example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
For more information on these APIs, see AWS AppConfig Data */
AppConfigDataClient appConfigData = AppConfigDataClient.create();

/*
Start a new configuration session using the StartConfigurationSession API.
This operation does not return configuration data.
Rather, it returns an initial configuration token that should be passed to
GetLatestConfiguration.
IMPORTANT: This operation should only be performed once (per configuration),
prior to the first GetlLatestConfiguration
call you preform. Each GetLatestConfiguration will return a new
configuration token that you should then use in the
next GetlLatestConfiguration call.
*/
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfigProfile")
.environmentIdentifier("Beta"));

/*

Retrieve configuration data using the GetlLatestConfiguration API. The first
time you call this API your configuration

data will be returned. You should cache that data (and the configuration
token) and update that cache asynchronously

by regularly polling the GetLatestConfiguration API in a background thread.
If you already have the latest configuration

data, subsequent GetlLatestConfiguration calls will return an empty response.
If you then deploy updated configuration

£ GetLatestConfig API EjfEEEN B FA& AR REER B 3R 48 198


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html

AWS AppConfig EREER

data the next time you call GetlLatestConfiguration it will return that
updated data.

You can also avoid all the complexity around writing this code yourself by
leveraging our agent instead.
For more information about the agent, see Simplified retrieval methods

*/

// The first getlLatestConfiguration call uses the token from
StartConfigurationSession

String configurationToken = session.initialConfigurationToken();

GetLatestConfigurationResponse configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

System.out.println("Configuration retrieved via API: " +
configuration.configuration().asUtf8String());

// You'll want to hold on to the token in the getlLatestConfiguration
response because you'll need to use it

// the next time you call

configurationToken = configuration.nextPollConfigurationToken();

configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

// Try creating a new deployment at this point to see how the output below
changes.
if (configuration.configuration().asByteArray().length != @) {
System.out.println("Configuration contents have changed
since the last GetlLatestConfiguration call, new contents = " +
configuration.configuration().asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");

}

Python

# the example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
#
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# for more information on these APIs, see
# AWS AppConfig Data
#

import boto3

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

appconfigdata = boto3.client('appconfigdata')

# start a new configuration session.

# this operation does not return configuration data.

# rather, it returns an initial configuration token that should be passed to

GetLatestConfiguration.

#

# note: this operation should only be performed once (per configuration).

# all subsequent calls to AppConfigData should be via GetlLatestConfiguration.

scs = appconfigdata.start_configuration_session(
ApplicationIdentifier=application_name,
EnvironmentIdentifier=environment_name,
ConfigurationProfileIdentifier=config_profile_name)

initial_token = scs['InitialConfigurationToken']

# retrieve configuration data from the session.

# this operation returns your configuration data.

# each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

#

# note: this operation does not always return configuration data after the first
invocation.

# data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).

#  therefore, you should cache the data returned by this call so that you can use
it later.

glc = appconfigdata.get_latest_configuration(ConfigurationToken=initial_token)
config = glc['Configuration'].read()

JavaScript

// the example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.

A GetLatestConfig AP B{EFEER B H1#& N AHREER E IR 1E 200


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html

AWS AppConfig EREER

// for more information on these APIs, see
// AWS AppConfig Data

import {
AppConfigDataClient,
GetlLatestConfigurationCommand,
StartConfigurationSessionCommand,

} from "eaws-sdk/client-appconfigdata";

const appconfigdata = new AppConfigDataClient();

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// start a new configuration session.
// this operation does not return configuration data.
// rather, it returns an initial configuration token that should be passed to
GetLatestConfiguration.
//
// note: this operation should only be performed once (per configuration).
//  all subsequent calls to AppConfigData should be via GetlLatestConfiguration.
const scs = await appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: application_name,
EnvironmentIdentifier: environment_name,
ConfigurationProfileIdentifier: config_profile_name,
b
);

const { InitialConfigurationToken } = scs;

// retrieve configuration data from the session.

// this operation returns your configuration data.

// each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

//

// note: this operation does not always return configuration data after the first
invocation.

// data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).

//  therefore, you should cache the data returned by this call so that you can use
it later.

const glc = await appconfigdata.send(

A GetLatestConfig AP B{EFEER B H1#& N AHREER E IR 1E 201


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html

AWS AppConfig EREER

new GetlLatestConfigurationCommand({
ConfigurationToken: InitialConfigurationToken,
b
);

const config = glc.Configuration.transformToString();

BEENRET
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» ListApplications

» DeleteApplication

* ListEnvironments

* DeleteEnvironments

« ListConfigurationProfiles

» DeleteConfigurationProfile

» ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*
This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including

configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

an application that you may need in the future.

*/

public void cleanUpDemoResources() {
AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete
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// IMPORTANT: verify this name corresponds to the application you wish to
delete
String applicationToDelete = "MyDemoApp";

appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
-> {
if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
.items()
.forEach(hcv -> {
System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
18
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
18

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
1}

appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)
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Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

#

# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

# configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

# an application that you may need in the future.

#

import boto3

# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete
application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}]1, [{'Name':'MyApp3',...}] 1]

list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']1})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application[’
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all hosted configuration versions

list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
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print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself

appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']})")

# delete all environments
list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")

JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

//  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginatelListConfigurationProfiles,
DeleteConfigurationProfileCommand,
paginatelListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginateListEnvironments,
DeleteEnvironmentCommand,

} from "e@aws-sdk/client-appconfig";
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const client = new AppConfigClient();

// the name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";

// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {

// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {

console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) );

// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client },

{ ApplicationId: application.Id, ConfigurationProfileId:
config_profile.Id }

) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
)
I
console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber}');

}

// delete the config profile itself
await client.send(

new DeleteConfigurationProfileCommand({
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ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
b
);
console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=
${config_profile.Id})")
}

// delete all environments
for await (const env_page of paginatelListEnvironments({ client 3},
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}

// delete the application itself
await client.send(
new DeleteApplicationCommand({ ApplicationId: application.Id })
);
console.log( ‘deleted application ${application.Name} (id=${application.Id})’)
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AWS AppConfig F I Z £

BREERE AWS RERHN R, SHAWS NEF , BRERERPONBEREBTHER , BEHR
ERRERZTEMNEBMRETRY,

ZE£ R AWS BEAERRBANEF, HEANSEEAREBATRNZEENBRPHESMY

- ERAGNERE - AWS EERBEHIT AWS Eif R AWS BREMHERERE, AWS REEMNEREE , B
AZEERZEHERH. F=ARRASSEHARNBIRMAZESENERY , B AWS GHFTEN—
o, BETHBAR AWS Systems Manager WS HRFTE , BFSRASHRTEN AWS RIGEHE,

- EIRASNEE - ENEEECRAFIERN AWS RS, St4BHEMRNEEE  SFEERNER
%, BABTNERNEAEENER,

AWS AppConfig & AWS Systems Manager g8, EEBRBNAEEARERALAEETERAWS
AppConfig , FEZBH I Z £ HAWS Systems Manager, ZAEIFRBANMERE Systems Manager A&
22 MRS R E BAWS AppConfig.

BEFREERFE

ZEMREFERRES BN ERERG THREERUTRERFRENRELEZRER, AWS
AppConfigREEE XU MENRE , TRAEEXNFRITEEISFNERRE | HONB A,
WREBAELIIRE , BHRIBRIABTAWS AppConfighRERXEFRARRRARK LIEEHEBENER,
Lo, FRERARRELARERBENAMENEF T RATIHEE, BREERIBZZZEMIEBHE
cRARNLEMNS  BEFSERRENEHAEEEN &K,

MEEBEEREKERIFIRNGEMAEN , 528 (AWS Well-Architected ToolfE IR H A SEC03-
BP02 B D ERRFEE, MEREFMRAWS AppConfigfRIEFZE R INAEM EHAAE T , 5B HabfEY
IhEE.

FREERINE AWS AppConfig
AWS AppConfigBk R ER TREME , UAEAREBFETFBIRAWS HEN £,

AWS RN S8 — FERERT , AWS AppConfigfif FiE £ &8 3k B B R RIS LB I FEEEAWS

AppConfigERIEHEFHER, BELHIA. EENFEAAWS HENESH , IBEEFABER.
T, EFEEFRTASESEETAER , DUREBENBEZERNSR, WEFHEF K F2HE
{AWS Key Management Service BIZ A B35/ FH AWS HEN 28,
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HALELIEALRBNBZREMERMZEE BRI EEREEHEHEDTENHEESEUR
EBBAHREAWS AppConfigE R EANEFEE SR,

EFEESH® — AWS AppConfig XEMALREN, BENEENHBEEFEESH  UHYES
AWS EEN SR SBIEE_BNE, SUUZLEHLENE , REERTUATERS

- BUN#EBREBRNMEE

o BIUFMHRE IAM BUER

- BANEHSBBUR

- WRSRBIBRZER

- HEER

- BAUSHRAAZ

- RHESMAMER

MEFHMET , F2BAWS Key Management Service i AEREHINEFEESE,
AWS AppConfigx EEFEEN SR

AWS AppConfig BB ERBRREZTFEENZRMNE XK. BREFEZEAWS AppConfigitEE
RERENBRRE , BT AEHENARREEKnsKeyIdentifier EEEE. BREH
CreateHostedConfigurationVersion API RN HFIRANALERIE , HLEFAWS
AppConfigEEEAWS KMSE #1£48 , AKmsKeyIdentifierBEREER ZIIMEZER, BE
f£GetHostedConfigurationVersionsl StartDeployment AP| {E(HIEEMERE K SFERHE
LHER SRR EFAWS AppConfigfif BRIAREE #,

AWS AppConfigiE RENHEERRAEFEENSRMNEXE. FEMBEEER , T
B RRMtKmsKeyIdentifierfs HEfE. AWS AppConfigfE At E£KAWS KMSEIEE
#@KmsKeyIdentifier A% StartDeployment API 2{EH Ei%,

AWS AppConfigin#1zEx

BUEFEENTRE  FEATISRFRRRBRSBIUER,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow use of the key",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:role/role_name"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

}

EEFRAEFSESRMETEERER , 9 ™lCreateHostedConfigurationVersionEE
THAERGEAE, FERAEHNRRIFRR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:GenerateDataKey,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
]
}

MR EEH Secrets Manager ZBHTAHMEATFEESBNBNEREESR ,
BretrievalRoleArn#$Ekms : Decrypt EfFZ W HEENE ¥,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:account_ID:configuration source/object"
}
]
}

04 AWS AppConfig StartDeploymentAP| {68 , § 5 M lUStartDeploymentEE T ¥ A5 R4E
ERE. BHESAEHN IAM BUR !
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*"

1,

"Resource": "arn:aws:kms:Region:account_ID:key_ ID"

04 AWS AppConfig GetlLatestConfigurationAPI %8 , § 9 ™M lliGetLatestConfigurationE
ETHAERGERAE. BEIACGHWERA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
]
}
mEZEARE

hEATR-AZRANSREY  SSEMNEGEBRRES.

AWS KMS € AMEZRBEREMBEER , AXERENNE, ENEERNBERFLENERE
i, AWSKMS S IFEARBEEMZNER. BEREZEN , EL4AEBRPISHENNER
Ao

AWS AppConfiglZA R : A ZEAWS KMSTEiRZ/EEFAWS AppConfiglE AMBRE , AR
FHAEHEBERNBE, L TXIEHERHBERNER S ERENENE,

EREN MR AWS

HEAWS KMSEF 2 & &8 fil £ BFAWS AppConfig , & A LAEFAAWS CloudTrailsi Amazon
CloudWatch Logs JB#!AWS AppConfig/ix EHFERAWS KMS,
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T 5|56 2 — 1@ CloudTrail &4 , AiDecrypt RAWS KMSEEIR IFE AL & ZAWS AppConfigll A EF &
B8N Zm 2 ERNEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
.
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:appconfig:deployment:arn":
"arn:aws:appconfig:Region:account_ID:application/application_ID/
environment/environment_ID/deployment/deployment_ID"
.
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type'": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",

"recipientAccountId": "account_ID",

"sharedEventID": "dcl129381-1d94-49bd-b522-f56a3482d088"
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{EAWS AppConfig A 77 T i 25 7B (AWS PrivateLink)

& B LLEAWS PrivateLink B #E VPC FIAWS AppConfig. 2 BZE I FAAELR, BT LAAWS AppConfig
B&IE VPC F —HETFE , MEFEARKRMAREE. NAT £E. VPN E#HHAWS Direct Connect
B, VPC FWEIITEBTEELA IP utBI AT FEAWS AppConfig.

BEJ LA AWS PrivateLink R X EN T HREREZ NG ER, BASELANTHEHIRERA
WEEFRPEIHRHMARTEH. EEERREREEENHERNE , EAB A AWS AppConfig 2
TRENEAS,

MFFHMER , F2B CAWS PrivateLink #57) FHYEIB AWS PrivateLink FEL AWS AR# .

AWS AppConfig HZ £

X ER AT H iR B2 BIAWS AppConfig , 58 £#EIAWS PrivateLinkiEEHHNZEEE1E,

AWS AppConfigz =3E1B /M H ik B ¥ appconfigMappconfigdatafRIEHEITFEM,

% AWS AppConfig B3 1 E i 2

& BT LAEE 31 97 TH i 2h BAAWS AppConfigfFl Amazon VPC £ A= AWS Command Line Interface
(AWS CLI), MEFMER , FSH (AWS PrivateLink 18/) PRI Hin R,

B AWS AppConfigfE A TSI IR B BRI T E w2

com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

MREBNEIRERARE DNS |, E1 BLAWS AppConfigfE i L8RV [E1E DNS B[
APl ER, |0 , appconfig.us-east-1.amazonaws.com f appconfigdata.us-
east-1.amazonaws.com,

A IE 9 9 T Ui 38 222 AL Ui R BRUSR

WHBERA IAMER , BuHERENHIRR. FERIREEELFFAWS AppConfigi®EiB /T Him BhiE
TREEN, ZEEEH AFFAWS AppConfigtt & VPC FH , 45 85T w2 R Al inE N Eiw 2.
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AWS AppConfig EAEES
- AIFITEME AWS IRE. IAM FEAEM IAM ) HEE.

- AFITHEE.

« AHBTRENER.

IMBHMET, , S8 (AWS PrivateLink J57) B9 (A B BE R HIHRBHFH,

#i5] : AWS AppConfig EERY VPC s BHBUR

DT RBEIREBERWEDS, SUHBRHMMENERER , LBEREHEMEERLNAEESR BT
5 HHE AWS AppConfig BIYERI ZEVRERR .

{
"Statement": [

{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"

FiREHRE RS

EIFRBAEE Secrets Manager AWS AppConfig BEEHNEEZLZ £ M EM. WF Secrets Manager HIHHES
&, BSB T ERAWS Secrets Manager ? 7 (AWS Secrets ManagerfE & IE®) .

X E MR IR H Secrets Manager 5 B & EwmE AWS AppConfig

WREEHENMRBEEETRENERNER. ECRHONER K SEMRBNENERRBEFHE
Fo BUL\FEAEFHRBMERENAWS LambdaZhst , £ Secrets Manager 5% E B B) B IS &,
MEFMEF , FSBAWS Secrets Manager{E B PRI FEEAWS Secrets Manager& i,
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ZEMAHZIEMN Secrets Manager 8K £ E B AWS AppConfig , FEEF R ER Lambda BE
I ER B I IR T

® Note
EENZRBEREL TS EHITRAE , TBEHAWS AppConfight BifiR g, BOLURER
BRERAMERVersionStage @ FE A MAEAWSPENDINGEIAWSCURRENT, MBREMRTHE
£ Secrets Manager E#EiAfinish_secretIhaEF &4,

ER—EATRMERE K CERZRERBMEAWS AppConfigZiE,

import time
import boto3
client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current
This method finishes the secret rotation by staging the secret staged AWSPENDING
with the AWSCURRENT stage.
Args:
service_client (client): The secrets manager service client
arn (string): The secret ARN or other identifier
new_version (string): The new version to be associated with the secret
# First describe the secret to get the current version
metadata = service_client.describe_secret(SecretId=arn)
current_version = None
for version in metadata["VersionIdsToStages"]:
if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:
if version == new_version:
# The correct version is already marked as current, return
logger.info("finishSecret: Version %s already marked as AWSCURRENT for
%s" % (version, arn))
return
current_version = version
break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",
MoveToVersionId=new_version, RemoveFromVersionId=current_version)
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# Deploy rotated secret

response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfilelId’,
ConfigurationVersion=new_version,
KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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T % &35 B8 7R R &8 StartConfigurationSession Bj#ERY CloudTrail 524 EH .

"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T14:45:1572",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0
md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqeQ",
"configurationProfilelIdentifier": "3eexampleul"

iy

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,

"resources": [
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
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{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®@/configuration/3eexampleul"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"
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4. & Enable (BLA).
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{ $.eventSource = "appconfig.amazonaws.com" }
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https://docs.aws.amazon.com/appconfig/latest/userguide/working-with-appconfig-extensions-creating-custom-lambda
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