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python-hello#i flEFEMNER

Example requirements.txt
pyramid==2.0
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)

if __name__ == '__main__"':

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/'")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()

SR BAEAERNATHRER

FEZRP , EERBEE NS RHEXHREFE GitHub = Bitbucket iR HE —E5 , B EMH
BX#TRRE. the section called “SEFH"E@HF2E—EHEHN Python Bih, U TREET
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ﬂ Customer Account ~ M. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS tkF EERHK  AERRSRERBBEEN "IR&K . EH. #F Create service
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Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a
container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual
Start each deployment yourself using the App Runner
console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

HER 1

B RRARABTRERE

12
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3. BEEAENMAE.

a. HE[REMZ]EEL , HR[ERESR], EF HWEREMBKRE]
b. RHETFIBEERE :

- HITPEER — iE$E Python 3,
- BEHD —#W Apip install -r requirements.txt.
- B EES — @ Apython sexrver.py,
- E#IRE — #8080,
c. BET—-F,

(® Note

Python 3 BT EAEZ Python 3 BIGMEH R4 Python RIFEE —EREEG. A
%, CERMBBTHREE AT EENRE.

R BUERAEAYTRRE 13
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FMBABER

Configure build

Build settings

Configuration file

© Configure all settings here
Specify all settings for your service here in the App
Runner console.

Runtime
Choose an App Runner runtime for your service.

Python 3

Build command

This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile

your code,

pip install -r requirements.txt

Start command

This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The

command can access environment variables that App Runner and you defined

python server.py

Port
Your service uses this IP port.

8080 o

Use a configuration file

Let App Runner read your configuration from the
apprunneryaml file in your source repository.

Cancel

4. BELHRIE

a.

b.

s R —BEMNXF
- IRIFEBHETE — NAME
- RIFSYE — TMHEE Hlwm , BHEF).

# [RRER®) EEN RERE] BRP , BARKEHE,
ERESHT  ZBEFHERESE. ARRBHREHRTIE.

R BUERAEAYTRRE
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® Note
HHEARASENLAELREEHPRENER Y EEHFELBETRER.

C. igj%-lt_io

R BUERAEAYTRRE 15
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Configure service o

Service settings

Service name

python-test

Virtual CPU & memory

1vCPU v 2GB v

Environment variables — optional info

Add environment variables in plain text or reference them from Secrets Manager A and SSM Parameter Store @A Update IAM Policies
using the IAM Policy template given below to securely reference secrets and configurations as environment variables.

No environment variables have been configured.

Add environment variable

You can add up to 50 more items.

» 1AM policy templates

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Networking info
Configure the way your service communicates with other applications, services, and resources.

» Observability

Configure observability tooling.

PE| BvERAtS TSRS T

Use tags to search and filter your resources, track your AWS costs, and control access permissions.

Tags — optional

P T P T FHTT T R P T T P
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5. H[eRIEYV)HEL K WEESWANFTAEFHEER , RAREBE [BAUXIE]

MRARNEM R , AFRESRETRBERNR , URHRENRBERE.

T Create senve in progress,

App Runner Services

python-test .. actioms ¥ || G

Service overview

Service ARN

(3 arrcawsapprunnerus-east-21 234567850 Iservice)python-

status

) Diperatian in progress
I test /T XA T280ca2 A0 ER 1 ThSehdc el 258
b

Source
D brttpes: fgithub comyfyour_acoount fpython-hello/main (4

Legs Configuration Metrics Custom domains

Activity (1] e

a

Event Status Started v Ended

Create service Pending 6222021, TN 2:59 PM UTC

6. MREHRBEEEHNT,

a. ERBERHREEL , SERERES "#TH.
b. BETERMEE — ERERBEMEIEA URL,

(® Note

ATIEEEARSHITRERAERXNZ £ M | *.awsapprunner.com #E 5 E LA
EBi5EE (PSL) ¥, ATE-FIHNELM | MREFEE App Runner EARXHNTE
RSB PR EBRE Cookie , BEEMFA_ Host-BIEEH Cookie. BLMEES
EURGREEHERRZ B 1217%3_ (CSRF) W B, MEEZEHA , F2H Mozila
FEE A B RIEZE Cookie EH,

BTR—ERE . IRYF , #ans

R BUERAEAYTRRE 17
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Hello, Jane!

c & @ & https//gruadidgw east-2 awsapprunnercom *** Tf M 0 =

LR 2 BERBNAE

USRS  LEREREFERFRZPHERG. BAEXHNTEHR CICD HRESABEENLES

EEENERH.
S2ELNBRBRE
1. ERIENROFRE.

2
3
4.
)

mER AE=Rserver. py.

ERE RGN EE X Pmessage , Hello# X FE#EF BGood mornings
RELANEBEYRIEZRETE,

THZRRALE GitHub RFEFHREEXE.

a.
b.

C.

B EEH R 6 GitHub FREE.

BEEEEserver. pyEXERNERERH,

BiE (RBLER] MEET).

ERERGEHMEZE R Pmessage , Hello X FEF BGood morning.

SR 2 BERBNE 18
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- = - " =
28 linmes (18 sloc) 634 Bytes Raw Blame l;] 2 u
from wsgiref.simple_server import make_server q{hj
from pyramid.config import Configurator
from pyramid.response import Response
import os
f hello_world(reguest)

name = os.environ.get( MAME")

if name == None or len{name) == @:
name = "world”
message = "Hello, " + name + "!yn"

e. 1Z#E Commit changes (EXEE),

6. HHREXAHEA/ENEARFETHRENRE. ERBERREE L , RERESEESR FXE
179,

FEMELER. ERBERREEL , BHREEEEIATH.
7. WRMEREAY  ENEEETNREEENBERRSIER.

ZEHREBERMENENER : B LT, #aan

SR3 ETEEEX

HUWFRP  KEBENAMEREEE  UrERBEERE,
FERERESHUE

1. BARERERITHREES  ARE [EF] FEPEIUEH AWS EH.
2. WEIHEEERT , BEF R ARRELNERAEANITRRE,

IRAEETIBRBEERR RIS RBEES.

SER3 ETREEHR 19
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AWS App Runner

FMBABER

= App Runner Services python-test @
python-test [ acions v |[ ¢ |
Service overview
Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-
) test/33f9aa7c44744Fbe b6 12850143860 0d
Default domain
https://f62wweBevee public.gamma.us-east-1.bullet.aws.dev [ Source
0 https://fgithub.com,your_account/python-hellofmain [4
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) into
Q, 1 @
Operation Status Started v Ended by
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC
3. ERBEXRREEL , BE ERE R3IER.
FREAEEHERRPETENREEERE,
4. & "RER®. BRY , EBE THRE.
Configure service
Service settings
Service name Virtual CPU & memory
python-test 1TwCPU & 2 GB
Environment variables
Key Value
MAME Jane
5. HREBRSIBHRIZESHNAME , FRESEAHMER,
SRIETREER 20
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FMBABER

6. IEI#E Apply changes (EREE),

FEREFETHRBENBRE. ERBERREE L  BHRESBES (FEETH]

7. EREFER. ERFBEXRRERL , RERTEREBEHAITH,
8. WMREMREAY  ENEEETNREAEANIERRSIER.

ZEARTEREARNEBE . BLIF, ###

SR 4 AR

UL ERP  BRUEREARANTREZERRERARANITRBRBNLEE, FARABNITH

2% B CloudWatch 5587 2| Amazon CloudWatch HEs (B )

EREARSHITER REENEHthe section called “52 4% (CloudWatch 5 #4E)”

& EMBRBARE &

1. FREREXIITREES  ARE [EE] FEPEIEN AWS EH.

2. TEINEEEMET , BEF RE  ARREBLNERAEXNTRRE,
TERASETBEERR , EP IS RBHME.

LSEHBERERBOERRL, NF

J".|_:|_:. Runer Servioes python-test

python-test .«

Service overview

Status

&) Running

Service ARN

Default domain

https:f /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

Logs Activity Metrics Observability Configuration Custom domains
Acti\-‘lty' ( ]} Infa

Q
Operation Status Started

Create service &) Succeeded

3/22/2022, 6:46:22 PM UTC

D hittps:/ fgithub.comfyour

RN o |

[P arm:aws:apprunnerus-east-1:12345678901 Z:service/python-
test/33f9aa7c 44744 bcb96 10850143860 0d

_account/python-hello/main [4

v Ended

3/22/2022, 6:51:35 PM UTC

SR 4 BRERBHFC
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AWS App Runner HBEABER

3.

ERBERREE L , BELHEERSIER.
FRASAEBERERTEREERBREE

- BHBEF —EREFETHRRBLENBHPNED. TRASETEINEH.

- MERHE — RERFESEINCHERARMTHRE. TRASHEESERERRERIAE
BERR.

- BAEAREE — HREINERAEXNTRBHEN Web BAERBEH. TEASKABEINTH
HATERAY S HE S BIE —fRH&BRF.

Event log e ] View in CloudWatch [ || View full log Download

Deployment logs (1) infe O

Q 1 &
Operation v Status v Started v Ended v
Automatic deployment @ In progress 12/21/2020, 2:30:31 PM UTC _—
Application logs e | @ || viewincCloudWatch [4 || Download |
Marme Last written
Application logs 12/21/2020, 2:30:31 PM UTC

EESRRENE  FOAESHER , MM BECEFENEE. EUNESREPETRHEM
=

EERACKENAR , FEE RETREREE (BALHE) SRsERRER (MENRARE
AR,

BIE [TH] AT HREHE, HRBFELESR , FAENGEHERR.

##Z M43 CloudWatchA] BB CloudWatch £# & |, W FEAHTEINGEBEEMN App Runner R
KEHRE, BARERKRR , FEENTHERR.

SR 4. RRRBHE 22
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® Note

MBEERERRBFIESNTEENVERAENGCEE K MARESHNERENIEE
CloudWatch =i &4 BIH5 M.

HER5 B

LRECKBERNMAZRARFETHRRYE A EFERFLET LER, EHIRD , BEMR=
BHEABKRTIBEENER,

& = BRIEAY AR AE

1. ERBERREEL , #EF [BF)  RAR2E [MEREH.

2. GEWERRHFEART  BABRRNXF , RRIEE [MER].
BRFRAEEEE "RK. EE. CRBMRNBEESET "MK, NRE, RENSER
TERIIRFHEK.

WEEZERREEAZHBREZPEIN GitHub F Bitbucket B4R, MFFHMEF , F2E the section
called “E4F",

T—HRHE
RELCIEEET % — 1@ App Runner % , FE T EEPE-STH .

- ERESS— REREFETHRMEENERES , TEHSN AWS BiR.

- ZEABRBN ERKBHERYE — BARXSTRTUARENMERHAEARRER,

- FBRERAEXHNTHE— HRIABERARNENBLUEZE App Runner BB EE,

- BRAERAHITHR— ERRAREFETRES S EEMER SRR

- EELHNRE— ERENEARANITRBEN LB,

- AEAM— BBERER K JIAER K RESEH  BEBRFERERAAURRE HTTP ARFEARE

FE=4 , ¥18 App Runner FRIGIRER T R4,

- BRAEFETHREE— —BEREEN S X, AREEERERF Runner RBNBEMNETRITA
RYRIR,

SE 5 B 23
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- ERREFTE API— FREARFETHRERAEFFRERE (API) f12 , BB, EFNAMRERARE
FEITERER,

- B2 HEFEAEARF Runner AWS ME MR FEREREMHNTESR,

T—SRIE 24
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EREFETRBNELE

AWS App Runner ®t#FEFIEREBZRXIBHEARERGE  XEPACEINEEIITHH Web
R# AWS Eix, BEBERLT , ZREERA —EAEAREFETHRIRIE CreateService , RIEZH AR
%o

BB RRMRGIERTE , B LR ready-to-use BEFRRHIE | 3 App Runner AI LA ERE LL#T Web
R¥%. ERARBENBHEE  SUUREMZENHT Web REBHNEINBMNER , YA ENBTR
BIREABE, App Runner L EBHET S , SETEETERAHES — B ZEREEETH.

I, AR MITE A LASE Bit GitHubbucket Sif# 7 EHEVER R 18 Amazon i , B Al BLREE
Y. AWS &P

TEERTEREFETREBRBRGEBHBE. £ES , AmEREAIRE - —EREHEBREEXR
GitHub , % —{E#¢ Amazon ECR #ERRM &K, HENRBEEAR LR EFRE.

)

0 -

GitHub App Runner Amazon Elastic
Container Registry

@

EREFEITR

AT REETE App Runner H3E1THY Web R BRI EBEEBLE: -

FERREFETER 25
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https://github.com/
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- ERARXHITERRIE — App Runner M AWS BR , BBEERKREABHEEEDBRSMERIBE
NEBLZNWEARER, EAERFETREREERAEFNETIRE, NERIREWEFMER 6 F2
Bthe section called “E37",

. REEH — BEIE App Runner [REFTIREHNREEHERR - FHREXBIIRFEREGE,

- REEREE — SSEAEXRR (Bl GitHub |, Bitbucket 8 Amazon ECR) H 17 EE AR 75 -

- ERAREXHITRER — 7= App Runner FEUREEFEEIRMEERS (Hla0 , GitHub RS SRR 1
AWS EiR, MEEFENHEEEERN , B2 Bthe section called “JE#R,

s BITRER — ARSBRAEXNBHEEENEARE B, App Runner B TREIMNREF A FMRARERMET
FEREETR., MEFHMENR  F2E ERRBENRK,

- BB — BERBHEEE BXBHEEH) WRAERZE App Runner IRIEVEIE, BRIEEVEE — IR EE
SEEIRBVBERET, BERNFBUUSEETIMEARN 2 —H#IT :

- BEEBE — CI/CD ZhaE. BAILE App Runner RERERBBRE (SHHRKERN) , WER
FEARERANMBEERAERXRASE, EVURRRBEREFNHER , AR REGRERE
RS ETER R AR AN

- FEEHE — SPEERBNEAEIBITSRREHNIE,

- BERE-FHEREFETEREBBNGE., B850 Web EREFNAF T LUE A LS5 R 0
Web IR#E , M A RRENWEREFETS FiH. NEFHEE , 528 the section called “BE i #8139
B,

® Note

ATHBRERAEANHTRERAERNNEZSM |, *.awsapprunner.com M FME LA EES
B (PSL)H, ATH—FHNZLM , MREFEETE App Runner ERREXNHNFERMEEER
FREREBURM Cookie , BEEMEA__Host-BIEFIH Cookie, IEEASEBIARERIE
B ZEWMAEREBIE (CSRF) B, MEEZEA , 52K Mozila FEABHERFHNEE
Cookie EHo,

. #t5& — App Runner B #1T App Runner BRIHEREH L HITHORE. HEETHE R
REESE RS E A0PERATION_IN_PROGRESS ( B AFMERETY ) &9, FIHLHRE 6 X
HEZRENEE (MR, HEFH., TEMEEIMER). ERBREDZNG  FEL ) ERE
IRE LB ERUNNING,

EREFET 26
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® Note

MRIEWRERY , AFERZENEARFETRRBEHER. EHNEREFEREEBR
RN REEEFR EHREF A ERESEMAERER.

#EIR , 2R App Runner I ZIFEERBHNEREHPHNREE , ASEBENRYE. A THIEEM
R EMER | App Runner 8GRI MER —EFVNTER  LEREEREEN (ERe
HE ). BAREESEINERKETREM,

EREFEITHR X

8%7E App Runner R , BRI B EER BERENER CPU MR BERARL, SRR RENE
HHERBNE, WEEENFMEENR , 528 AWS Resource Groups EfE,

TRIEH App Runner X#E# vCPU MECIEEHENEREN

CPU iR
0.25 vCPU 0.5GB
0.25 vCPU 1GB
0.5 vCPU 1GB
1 vCPU 2GB
1 vCPU 3GB
1 vCPU 4 GB
2 vCPU 4 GB
2 vCPU 6 GB
4 vCPU 8 GB
4 vCPU 10 GB

EREFETRXE 27
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AWS App Runner HBEABER

CPU ERl

4 vCPU +=GB

EREFEITR
EAER App Runner B , BT BUE AWS 15 . B & BT A A FIANRABA SR L0 RS,

TRIBHELE RSB

BRAER Description

Service REREARKANBITHRE, NEENHESKHI AT T REER,
EIE, HREMER,

ARN : arn:aws:apprunner: region:account-id :service/
service-name [/service-id ]

Connection AIRK App Runner IR IRUFEEREE=LREFNILEERE.
EAEBNERERE , ARBZERKEREZ, MEERWHEBENR , B
2:Mlthe section called “E#R”,

ARN : arn:aws:apprunner: region:account-id :connecti
on/ connection-name [/connection-id ]

AutoScalingConfigu #AEW App Runner IR REZEHEAEN BBERNEE, VE%E?E
ration NEREE K AREZEREREE, WEBSHIEENMEEER ,
Bthe section called “BEIERE",

ARN : arn:aws:apprunner: region:account-id :autoscal
ingconfiguration/ config-name [/config-re
vision [/config-id 1]]

ObservabilityConfi ARENEREXHTHERBREHMEARER THE LI, FRER
guration NERFE , ARBEZERBELE., EENSERSRMEENESE

A, F2F (the section called “AI BRI B &E”

EREFET 28
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BREB Description

ARN : arn:aws:apprunner: region:account-id :observab
ilityconfiguration/ config-name [/config-re
vision [/config-id 1]

VpcConnector AENEARXHITHRERERE VPC RE., EAEBNEREFRE , AR
SZERBHLE. WF VPC HEEMNFMERR , 552 Bthe section called

ARN : arn:aws:apprunner: region:account-id :vpcconne
ctor/ connector-name [/connector-revision
[/connector-id 1]

VpcingressConnection ERARFREBAREN AWS App Runner EiR, ©E&7E VPC TH
WM MERAERMNTERECEEILER  BENERERXHTSR%E
HBEfE Amazon VPC ATFEL. #EFE VPC IhaEm & FAIngressConn
ection , 552 Mthe section called “BAAFAEHE",

ARN : arn:aws:apprunner: region:account-id :vpcingre
ssconnection/ vpc-ingress-connection-name
[/connector-id 1]

FE B TR EIRAL

AWS $IRR1RIRsR I — LB EE (L BABRSE) , UMEESE AWS EFRESPER AWS R, TR
HERERE TS RAEMNERE, BIEEDLEHEFMAWS App Runner im BEF Bl ZERAWS — k2
£,

ERAKE Description TEER A ERER ?

Services BOLEIRFHASERBRAIENGEAHE AWS 30 v =
@13,

Connections WO L EIRFHABEEEAIENR KBRS 10 =

AWS I“E_“igﬁo f&ﬁ“’j\&g1ﬂﬁz§¢ {EFHE_EI%'V?O

ERETREREH 29
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ERALKE Description FEEX AIFAEN ?

Auto scaling & BERFHPEHHEE auto ERBRERZIANE—F 10 v 2
configura BNRABE AWS BE, SAIUEZERESD
tions {FHE— auto IEERE.

BEE LANERFFASEAWS B HE—EBEY 5 X &
BWE B auto MEERBEITHE LR, S NESER
7 £ E — auto IERERBIEFTIRA,

Observabi =g BES AWS EEERF PRI TBRMERE 10 v 2
lity PR UBENE —EBHNRAHEE, BUUES
configura fEI AR 7 52 FA B2 — AT B SR AR R,

tions

BEE EANERFFAS AWS B EE—EBEYL 10 X &
BHE WUHRREEEREITRE LR, BUNESER
&l T rp £ F B — T B SR AR REAE T R AN

VPC connectors LU LEIRFEDAS AWS EEEERESEEIN 10 v =
BA VPC HEiEs2giB, BulEZERBEHER
B — VPC E#E,

VPC Ingress BALUERFHPABEEREYNZEAVPCEHA 1 X &
Connection ERHEE, AWS EEETUERE— VPC A0

BERREFNZERERAEXNTHRRSE.

RZEEFEEEARY , B LLERESE R, MEFMENR , 5528 (Service Quotas FRHEE
) BWERESEEE,

ERETREREH 30
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AWS App Runner HBEABER

ERFRESRNEREFETRRE

BRI LAE AWS App Runner ARIEMERATRERNRERIERELNEERYE - RBEZXGMN
RIRMRGIE, BREFERERENM , App Runner A28 ER/E , BT , BERNESTLHENWRE. SN
FEAEARENEITIRMN CI/ICD EEREMRRRMEERENRNWEE, E App Runner IR FE R
TEEBEER (ARNERE ) AR BEINECNERAEFETSRE.

AEHRUSORR G ARENRY, NEEEUERELER 2 BENET  FLREARBENR
%,

RFERGERBTFERGHETETN LARAABTRREE. L4 App Runner IEEIRE , MBI ER
LR ITRRENRYE, SERERRERSLEN., K , £EH# T —1E ready-to-deploy B,
R EERM

App Runner X E TSI G FREFERME .

« Amazon Elastic Container Registry (Amazon ECR) — fZf&. AWS 1RF
« Amazon BHARRFMERLH ( Amazon ECR 243t ) — FR T\ B EEAI B,

REECRAZRDG

- EZERRE S FEHEHFE Amazon ECR ) AWS B

- EARERESFEREHRE Amazon ECR ) AWS BRE&HE
- FREME Amazon ECR A E &

EEMRE R{ERERFTE Amazon ECR 8 AWS Bl&

Amazon ECR #M B FREFRED. ERANLLERE, EERLEREESRGHNEZNEARE
REITERIE , EFRAEXHITEEER Amazon ECR EHIMENER, EZERETERAERET
B O EBEEQERAEFRETSHERFEAR, EREBMLE Amazon ECR BIfERF AT #H AWS Identity
and Access Management (IAM) B, E&E R App Runner A BN RIEE , B LUREBIRSE F

WREAE, RE , ZALUER IAM ERAEUHVETAC, oE , B LURE App Runner £12

A, BREZEHRRALEIAG,

HRETERM 31
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ERERAERAEHITIE API 5 AWS CLI , 2R MELSBNER. 85X, BLUFER IAM £
AEVENAG®, ETLER App Runner RN SEERL W AZBCHNETER, A%, &9
LAE R CreateServiceAP| BMEE RV B RHEERAR,

WmE TEARNNTEL RIEE I AMEEhe section called “BI"EF

EAREWRFE P EHRFEHRIE Amazon ECR ) AWS G AE

BYRAEANITRBBE , B MEREMRIE Amazon ECR EEHRRNBRE , ZXEGBREN R
FRTE AWS tRFSUANIRE . ERBIRFRGER , BRT E—EHPIHNEER - IRFREENEEZ
A EE-LHMES,

- BIRFREEEZEGHMERA, FHRERIAZNERACRAEENEHNETREENWER, ALLEN
FEATHIREAl, Bf{access-role-arnREBFEWAER Amazon EREE (ARN),

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "access-role-arn"

},

"Action": [
"ecr:BatchGetImage",
"ecr:DescribeImages",
"ecr:GetDownloadUrlForLayer"

]

}
]
}

WERFEFEBRKINZE Amazon ECR @ FERNMBER , F2H Amazon Bt RREREMEE
MPHERERFEBREH,
- EABEXMITRAZIEBEBEE Amazon ECR REEE RGN RBFTERFS TRNVIKRSEF,

AR Amazon ECR AHE &

Amazon ECR A HEFRE A A FHAEINNESR. ELR Amazon ECR fl Amazon ECR Az BN EEE
Bl BEZANBERARFETSRENERLT

ETRERE B A ZHRE Amazon ECR Y AWS BU&HE 32
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/set-repository-policy.html
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+ Amazon ECR A\ B GIE R NBIEE, E&IEIE Amazon ECR ABMEGE L RIERE , TEEZRHESF
MAG, FEETEZM NEMER,

- ERAERXHTETXE Amazon ECR ARG BB (EE) BE,

E % Amazon ECR 2\ BB IR #%

B LA E R E 7 Amazon ECR LA ERMEFAEENHEE Web ERAERANARRE , BAEEARER
BITRLBTHRBERELE. ABEEERN  FETtEEEELSREAEAEIIHTHRMBNE G, EFIt
BENEGEEARFETSRERE. NWEEHEEENFHEN , 52K Amazon ECR ~EEAEER
Y fEFH Amazon ECR A FEIE,

aws.'. Amazon ECR Public Gallery
)
* Back
hello-app-runner
by AWS Comtaines Serveoes Dl Team
L’B 101K+ Downloads
Example container for AWS App Runner
xi6-64 ]
[P public.ecr.aws/aws-containers/...-app-runner:latest Launch with AppRunner
Report an issue [4
Updsted 2 months ago
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BB BEXGESRRREXNTRERE

1. E¥BNEEREL  ZF "EREARXSITHEBE. -
#&R : App Runner T2 A SN B BRRSIBRPRAM. TRASETR [BUBRK FE , XHE
FIEAKRE D BB R FEE R

2. MREEEFEAEBETHN AWS EFUANESPRLRE  FEEIREEHRLETH [ESF)].
Rk ENE—E "EE .

3. HEREFR K BAXGEREAERNERERE, SEFTUEEGNEBERR LKIT,
4. EEMHSEEMEGARFEEN.
5. EBE[T—H], MERE A RRBE [BUNHE].
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& & 7

FMBABER

FERARASITIRERKSE Amazon ECR 2 H# B EH #EEhello-app-runnerHI B, & 7T LAGE A L E 451
PR E M UG AERR App Runner BR¥§. MFEFMEN , 52 Bhello-app-runner,

& & R
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ERRRBNEREFETRS

BRI LAE AWS App Runner ARIEMERATRERNRERIERELNEERYE - RBEZXGMN
RIRMRGIE, BREFERERENM , App Runner A28 ER/E , BT , BERNESTLHENWRE. SN
FEAEARENEITIRMN CI/ICD EEREMRRRMEERENRNWEE, E App Runner IR FE R
TEEBEER (ARNERE ) AR BEINECNERAEFETSRE.

FENRURBRAERNRYE., NFERAURELGRAERIRBENET , F2EZLERH.

BRIBFZEAER Runner AEBENIBENERAER KB, BILE App Runner I5REXIBRTE
FHRIGIHE & , ARBEHEAERXRFTEEAMEINESEHITEE. App Runner E1RIBH TR
BEREZENENEARIEXBREEMRGE. A% , CERBRBELREHTESINRE.

App Runner 2t 5 EN R ERFEANTEEETH. ELHITREFNE —ERSRENRHBRENXT
BURBMRGE K WEEBESHTHREMENEFEZEMGY, EFREEREIR[EENBEES , Hlu
Dockerfileo

REWNEIEBEFH App Runner X BN BT A , EEFAAATENERRTRENRETREZER
HYEITRE R

e

- RiniREERAEE

- EAEXHITREE

- EEETRREANEREFETHBE
- £/ Python &

« {5/ Node.js F&

- £/ Java ¥ &

- A NET ¥8&

- £ PHP ¥ &

- £/ Ruby FA

« £ Go ¥&
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RpHEEFERES

AR Runner BB RABE#ERBEIRRBRIBREAE. EAEFETHRIEMERREBE
RERME : GitHub# Bitbucket,

ERmiERREEEREEZNE

ERERBERESRRBDEINEAEFETSRE K EFRARFETSELICHNERE, EEEA
App Runner A E L RER , BSRMAERFMAERNREFE M App Runner IBEEN RBERN
5.

R

WA LUR BRI ET  MARBEIEFN —309. ERERAEAREXHITEE API B AWS
CLl , B2 EBINER. B% , Lo LER CreateConnectionAP| BIER M HiR, A% , BOLIERE
M ARFEHARI{E A CreateServiceAP| BH{EIRHE LA ARN,

HR B 8%

ERERER , CUERMKRE %, BMIBBERT , App Runner EREFERENRE HERIRE
%, REEZEFBFEAEXEREABINECERNEREABREEFNNE. EENRS
BT HERNEE &HIT. ELERARRAEXHITE API RELHEHRBEE , &1 AWS CLI I
#CreateService Ml UpdateServiceAP| BMfEFRMERIFE &%, WFRFHAER , F2RTEHNRERER
HEH,

MERVEARIATERENFMAEN , 52 Bthe section called “E11”, MEEARRIITERER
HEEME R |, 582 Bthe section called B4R,

HR B 8%

BT App Runner BB , SAISURAAURE % , URBEENS X, 1§ THRE % MUOER
R E AR FARX BN MRS S5, App Runner BEEIRIEMNFRE HEEH
TRENRBHS.

RREFHEEFEARREFRTCHEBYEE, NMREKREEE , CERRARTEEBES , tBAR
FERE &%

RTEEEFEHREB &2/ , BETVLEEZERETENRIEB %K, EXIF monorepo FREEZRE |
EEREZEEAEFNERBFHRE—BERE+S. EREE monorepo RIBNEZFZEEARERF
EBTEERK  FEAESERKEEETRNIRE &

R TERAE 36
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® Note
MRIERZE App Runner IRIEIEEH BRI IR E &% , EMEREE S E BB NRE,

MREEZEABapprunner. yaml BERERRESH , FEEKETFHRERNNR B &R R
H,

MRMEBREFREARES (B, ALERFEKTHEENEELBREDHE. RERREH
BREPNEFIERRABNE, FELBRERFESNVENAFEEDHNENHE, NHEFMAE
A, F2RETNEBDHELES L,

(® Note

WRER App Runner BRI PHP SEEETH |, W BB EREMREREFRELUINNIFEE
8% , AIfE A IERERY PHP ETRRAFERER. WEFMEN , F2E £ PHP ¥ &,

FERAEAATRER

FEREFETHRAEFAASERERERAREETR. SEREETRBTURBIRERSET
FIRENRABZBENETRSR. ECEAZEENIITHREE , App Runner S1tZ EENHITHE
BRBRGRIE. LBREERL Amazon Linux Docker UG AEMR K W EASESHITREREN K UR—&

TENEANBKEEN. App Runner ERLLFEEETRHREERERRE , WRMNEAREFCHU
#B2 Docker Rk, A& , BB UMREIERBZPIET Web IR

BIEREARER AT EE AR CreateServiceAP| EEE YV RIGHE | B EEARER #1788
IRERIHITIE R, BHEAUEBTRREERARBERNGN —2, TR AR BRFEPHW

App Runner B2 EREREAruntineB@RF ., EEETHNBBENER. <language-name><major-
version>

App Runner 8 EBRANESRBEENE , SERBHATEEREMAZIIEE, MRENEAERXEE
BEMANSEEHTHEER , B LMER App Runner S EEF M runtime-versionB@RBFRIEE
To BALUEERTMMANMRE , BFEFERAERET, ERAEFETSESRENETRETERR
BB B,
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AEETRHRANEREFETHRIBE

ERAEXHTHEEALCHEARARAENNEZERF CEEFUEEERENTHRR LT 2R

MR (HRE—IXM 20 23 F 12 A 29 HET) Python 3.11 fl Node.js 18 L#1T. ERKEBIEETH

BEEFERZEEANER, CETURE-BEAZARINEERG  RGECSETERER
FRERRRE , BEKENETHR,

BASBHNEERFBAKBIEETHN App Runner 82 , MRREERFBARL App Runner #8
B, ATBRHEHREANETRKHEAEITENR , App Runner ESEFT RN BEERANSENETR
MRA, BE RN EERA,

R e&Eapprunner.yamlfABERPS|AT —BHFH M , FEFTHERZQREINRIEEREN
FEARS , YREEFEANEEREZEEAEINNWHERE, ERAEpre-runB¥., EETRNERF ,
EMeRBAMEEALSE , URHtEEEZNERENA,

TRBABERAER App Runner IiRAEARSENTEBITRRAE, RASEEERLH | RER
BRI B R BATRE R

o=} RiaEE 1BRT hR#E 22
Python — iR R E & « Python 3.8 « Python (!)
* Python 3.7
Node.js — iR A& # + Node.js 16 + Node.js 18
* Node.js 14
* Node.js 12

Corretto — R4 & # « Corretto 11

+ Corretto 8

NET - fRA&EH - NET6
PHP - [RA&FA * PHP 8.1
Ruby - [ & - KIEA
Go - lRAEEH « Go1

REETRRANEREFETHREE 38


https://docs.aws.amazon.com/apprunner/latest/relnotes/release-2023-12-29-python-node-prebuild.html

AWS App Runner HBEABER

/A Important

Python 3.11 — Bt f£ /A Python 3.11 FEEETHNRENEBERE , RMEERNES. W
EHMER | 528 Python LA ETEBEATHRERANREREFN.

EZHREREFETREENER
AR BEEEABITIRENEHATRERN | TEEERME3ERIER,

FERUEBEEZESNRE , RMELRBRLE App Runner AEFEETHREEN SREF. 8T REM
BT RERBNEEEYE  ELBMTREEET —EREEHM.

RinERREFETREE

RN ERREFETERRFERBERN AT AWS CodeBuild BR#&. #1145 ERLL CodeBuild RIE
BN B AEER, Docker BE B ERFEHEANERAEFETHERETHERGEAELRMS,

—RTBROT :

1. 7 CodeBuildZR &M BB HE1Tpre-buildmf,

Epre-build TR HIEN, ©fMREEEapprunner. yamlHEERPIEE,

2. £ A CodeBuild £ ZBRHNHEES G TbuildiE s,

S

BEbuildi RS EN. EMUNEEARRETSREGEA , ERAERETS AP
Happrunner.yamlBii B X HFIEE,

3. 11T Docker BEUBEKFEF & MEITRARZAH App Runner FEEETR MG 4 K E &Ko

4. REMELS R 2 PERNEBGRER/appBE #. BN RERRMESE 3 AR App Runner &
HIETRRGHNE R,

5. EE KK App Runner FEE BTG ELH/OETbuildit, RMBAHTERED T , ®HEM
ESB4PERIECH/appEHTPNREREXREECRER m. HREHERKEBEARERETSRI
EERB[PETEN Web R,

ELbuildin TRAEN. SMUUEEARFETSRESNE , EFRAEFETSE AP
Happrunner.yamlfii B X HFIEE,

6. B8 2 #1T CodeBuild B Mpost-buildiEw,
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ELpost-build@HRTEM. BMREEEapprunner. yaml BREEETIEE,

BEBTHZ% , App Runner EFEBS B 5 E4EHK App Runner EEHTRERBG | UMEEREFHHT
Web Hﬁi%o

BT RNEAENHITR

EIIRNEBEREFL L — BN RERERFEREEEANE, ©HRTELAREABREPEREN
BESTHESR. CEAMUAR-—EEAZEARPINRERE  ZREEQTSETEREFAMENERR
B, BEKBNETE,

LB EBREMEMA Docker ZRERBRE, —REESRUNT :

1. BEMER-BE) docker BEIBRE , ZIBEE App Runner BEM& L #{Tpre-buildfbuildds

PN
T o

a. BKEARXFEHEXNTERE/app B #&FH.

@ Note
It /app B $#15E A Docker I =8 MR R A T/EH &%,

b. #1T pre-build &%,

iEtpre-buildim B EWIEN, ©MRABEEapprunner.yamlBRRERFPIEE,
c. E{Tbuild®m®,
BXbuildiTRM4EN. EMUNEEARRETSREGA , ERARERETS API
Happrunner.yamlBii B X4 FIEE,
2. HERER — EXERRNEFASWE , St App Runner BT B AER,

a. #§/app B #&IELRIN THRE, BERERIFH "ET) RE. EFENERAEXRHBEEREN
SRR REK M.

b. EfTpre-runii s, MREFEFEAbuildiETRIEN/app B HIANBITREER G , BEHERITR
MENESH®Eapprunner. yamlHRERE RN EEEER.

ERA T XEMEITEMN App Runner B 5| AT B,

Epre-runi T 2AEN,. ©MREEFEapprunner. yamlHEERPIEE,
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® fm&t

« REBITRAS ZEELpre-tuniEw., MREHNRBEMERRGERNIAITHEER
WA, BARECPMABEESR,

- MRBFREEMFEAbuildHBTIEHE /appHEANEMAZR , IFEERE Epre-runp

A
T o

. EERREER — REERER "EE, BREEHT , X¥MiTpost-buildmmS.
a. 1T B /app#kAMpost-buildi s,

ELpost-buildin TR AEMN. ©MREEEapprunner.yaml HEERPIEE,

BETHE , BAREF Runner AR MBI ETIRRUERBRPIEIT Web BRI,

® Note

FEBEBRZEapprunner.yamliF , FAERERMN "E1T, PBoHPWenvikB., BIEEDSR
2 (b) FBEMpre-runmHTSENR [#1T) ERH , BF2EA 317 EEBPHNenvB R

RELWHEE, Efdmipre-runtESIAEREXXHN "HBE, PrPERMNenvBE, MEH
HEF , FoH "ERAEXHTESEL RERE—EFTEEPH,

BERESNRBEEFR

MREECHEABRANREEEEMEZTRINEM—E , IEREEEBH Bpre-runii HRIEXEMHE
BERE.
- MREFEFAbuildiSEHR/appEH HZANEAAR,

« MREFEETRMAbuildBTRABMENRE, ER—EIEFSENER, EAZHEERTS
B

/app B &5 B8 XK

- 1&5T# 1K App Runner ESEBRENWERERNTE/app B &2 /NE A4,

- #&FEapprunner.yamlfE®, App Runner APl EERRERNBTHRETEARENT I NSELE/appEB
BhELEERR.
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o A LAfE Mo pre-build, Mpost-buildiEtbuild , LAFERFFEHEENT MEMLA B /apps&H,

- MRENEARXEEEARE—SEXRBMEENMREG , AlE/appBE &2 , BAERATH
#¥pre-runtitapprunner.yaml, MEFMEF A F2H CARENHRERAEFETSERE

EH,

ETMXbuild®s

- RIEHNERAEFETHERETbuildTMA , BAESR 2 , REESR 5 PEXETH
o 155THM App Runner BEATLUHRGERE TS , W A RIET—Rbuild®e, MRENEAER
HRABTMAbuildis T ASEER , BMEETEM App Runner HEERMHEApre-runZ2 88
RIEENMBTHEGSWEE, ERHEREEENEERETA.

£/ Python ¥ &

AWS App Runner Python F&RMZEENHITRER. SEMTREEREFATUFERAL Python RAEAE
e Web EARAREREENHTRSR. BLMHEHA Python B1TH , EARFETERUFE Python &
ITERGBRAME, BEBRGAE R L Amazon Linux Docker BMGIEAERE | HHPEE Python iR 1TREER
B UR—ETEURERNHEKEES, App Runner R ILFEEETRMRGIELEARBG | IF
INPERAREFARTEAEE Docker BR&, ARE , THHBBUHBEIIERSRTIET Web R

ERFERAEABEAHITEREIE AW CreateService AP 1EEE 3 RIEEF , B ASERAEXN ST
RIEVEITRE, BHAEHTHRBRIEEARREXNBN -2, TR ERXNRBRETELN

App Runner B2 EREREAruntimeB@RF ., EEETHNBBENER. <language-name><major-
version>

WEERE Python BT BBAMRA , 2 Bthe section called “IRAEH .

App Runner B EBRHNESREEFHR , SRBHOBTREEMAZIIEE, MRENEARIEE
BEMANSEBHTHEE , BALUMER App Runner 2 EEF M runtime-versionBRBFRIEE
To BUUEERTMMBNMRE , SFEFERAERSET, BEAEFETHEERENETRETER
MBI EF

Python TR ERBIMRATESE : major[.minor[.patch]]
f5ltn - 3.8.5

THE S REMAHE

« 3.8-HEFTENMRERAS. BREFETREENE T RA,
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© 3.8.5— HEINRENEMHERX RS, BAEFETHRIEENENETRRA,

FHE
« Python ;E1THELE

- BEHITEBRAmIERA
« Python ;&

1T R B
17

« Python BITHEMREER

Python E{TEFELE

ERESEENSTREY  CULERERERENEENSTSS. CUNEARRENERR
FETRRE R TRE, £ MER T oI R — B AR TI IR -

« £/ App Runner 248 — EEUEFIRERS|IEEBN REAE]) ERFEET T

- FRAEARXHMTER APl — FlCreateServicem UpdateServiceAP| 4%, £
FACodeConfigurationValues & ¥R HBuildCommand#MStartCommand KEEHT T,

- FREEBERE  ARZ-(AZEMRTEE—IZERERST , ARARMBEAEINE—HT
ﬁi%o ﬁﬁﬁ@ﬂ&ﬁa%%ﬁpo

REHAEERRERUEN, ESEATEAH API B App Runner IR , LA LUIEERARRH
TRRERM FEEISENERRTE  ERMERERIERE,

15 E F1T P ER AR AN BV im 5% B B

@ Note
ERAEXMTEXARESHEUATIATHERANEARXSITERNEZERF : Python 3.11
# Node.js 18, MREMNEARNEE R —EHTHRRRE LBT , F2RULEETRRA
NEAEFETHEENGABBITRERFNFEER. ERAMEEMHITRRRENER
EXTEZIXE mMASLEEARKEERR.

Python 3.11 (& RNWERAREFETEREE )

EZEER Python 3.11 #ITHRERMN AR P EM TIIERE.
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« # Top o HMruntimeHRIBERE A python3ll

Example

runtime: python31l1l

- ERApip3IMARLEMMKME, pip

- FApython3 & Epython,

o Llpre-runfES#{Tpip3RERER., Python H/app B 82 AL R AKHEEHR. HM App Runner &
$H¥f Python 3.11 |{TIETMERAERMTENAZE , HitiEBapprunner.yamlERY [EE] &

BMSSRER/appB RANEMEE B EL, NEHMET, , BMH LITANERERHT
8.

Example

run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

MBHEET , BSBHAZBBED Python 3.11 WABEREH.

Python E1T kR4l

THHAFETRT ARBENELT Python RENERAEFETHREN 4. HE—BEHHIZRETUDBE
B Python B11TREERIRIEHY & Python EARERNREBERL,

® Note

ELEHhEANAITHRERMRAAE 3.7.7M 3. 11, BRI LSEHBRACEFERANRE, NE
B X EH Python BITREERMRZA , 582 Bthe section called “HRAE A,

Python 117 B R4l 44
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/MY Python &t & 3244

M EHIFE R AT ER Python EEH TR BEEAN R/ EREESR, WF App Runner ERAK/NEREBER
PRV IRER , 552 Bthe section called “fEEEFE 22541,

Python 3.11 fEApip3Maspython3t, WEFMEF , FSEAEZEHREN Python 3.1 EFXRHRE
=& A,

Example FIZ & A. ¥

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:
command: python app.py

&E Python Bii& XX #

EESFERT EH Python SEEETRNFIEERER,

(® Note

BEEHS R FERANBTHRERREAS 3.7.7, BULSEERALCEFANRE, NERHZE
B9 Python SI1TPEERRRAS |, 582 Bithe section called “HRANE A,

Python 3.11 fEApip3Maspython3t., MFEFHMEF , FSBEAEEHRRM Python 3.11 I
FEREEE B,

Example FIZ & A. ¥

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/DOC-EXAMPLE-BUCKET/test-1ib.tar.gz -0 - | tar
-Xz
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build:

- pip install pipenv

- pipenv install
post-build:

- python manage.py test

env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:

runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

R Python B & X #-Python 3.11 ( ERETENEE )

Lt EGIRERE A Python 3.1 SEBHTIREMNATEHERS|E, apprunner.yamliEEHIF2
fE—{Bpre-runify , BAEEMAN Python FEHEITHNEREFETSREE,

Zpre-runSEERBITRNEAERFETHRBESE. NEEHNEAEXFERERELE App Runner 8
BXENHTEBERE  S7EREEDBEALSE., NEFEFHEN A F2E TEETERTIEAR
EFETHER

(® Note

ELE SR EANRTREBRAA 3.11, BAUUSEERABRECEANRA, NEHEHZE
B Python #11TP& BRAR A , 582 Bithe section called “HRAE Ao

Python &7 =l 46



AWS App Runner HBEABER

Example FIZ & A. ¥

version: 1.0
runtime: python31l1l
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/DOC-EXAMPLE-BUCKET/test-1ib.tar.gz -0 - | tar
-Xz
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test

env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:

runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"
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FTERY Python FERREF IR

Lt EB IR AT 5 E E Python B1THEERARISAYTR Python BABEXWRBERE,

Example requirements.txt
pyramid==2.0
Example server.py

from wsgiref.simple_server import make_server
from pyramid.config import Configurator

from pyramid.response import Response

import os

def hello_world(request):
name = os.environ.get('NAME')

if name == None or len(name) ==
name = "world"
message = "Hello, " + name + "!\n"

return Response(message)
if __name__ == '__main__"':

port = int(os.environ.get("PORT"))

with Configurator() as config:
config.add_route('hello', '/'")
config.add_view(hello_world, route_name='hello')
app = config.make_wsgi_app()

server = make_server('0.0.0.0', port, app)

server.serve_forever()

Example FIE& A. ¥

version: 1.0
runtime: python3
build:

commands:

build:
- pip install -r requirements.txt

run:

command: python server.py
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FMBABER

Python :E1TREMEE

REBEIH T BRAEFETRIFRN Python EITRRAN TEFMEES

XEFNEBITRRA- BT RNERER

HITREERE IRERRA
Python (#4E) 3.11.9
3.11.8
3.11.7
® fmaE

« Python 3.11 — ¥R {EA Python 3.11
WMEFMER

BENEHS
H AR
H AR
F AR

AAEETRNBENBREE  RMAFEEBNER.
A2 E Python ¥ & B EHTIEERRANRIEZRHPE.

« App Runner ARIEZR AW EETBETRIERTETWERBRE. Fit , BSEAREN
H IR R E B EHEET £ M App Runner B2 MRS App Runner B2 5| B, MEFMAE

#:

A2RAEETRRANEREFETHREE,

XEBNETRRAE-RBRAREFET

BITRERE

Python 3 (

IRERRZR
B 3) 3.8.16
3.7.16
3.8.15
3.8.5
3.7.15

3.7.10

BENEH
F T AE R
T AE R
AR
F AR
H AR
H AR

IRAEF
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® Note
App Runner ARIEZR AN EFTEETHERTEITNERZBE, Bt , BEAXENE
Lo P EREMEFTERE App Runner B2 FR% App Runner 2851 A, MEFMEEA ,
EZ2RAEETRRANERRERETSSBE,

# M Node.js &

AWS App Runner Node.js F AR ZEENHTHRE. SEHTHREDBUIELREREENHITAS
I LA Node.js IRABEEH Web EARER . EXMFEA Node.js BIITHRERE , EFAEXHATEINSNU
S EHEH Node.js FITHRBRBERIA, HAREERLL Amazon Linux SHIEREMGAER HPbas
Node.js IiRAME L T EWHITREREMH. App Runner FAIILFEEETRMG/EREARBEG | 375N
I ERREFRIERBE Docker %, A% , THRBBUHMGUERSEFIEIT Web R

EInERAERAER AT EL AR CreateServiceAP| EEE YV RIS , BB EEBARENHTES
RIS EITIER, SRS BTHERIEEARKREXNBN -y, ELCEEERABRTFEPW
App Runner B2 EREREAruntimeB@RF., EEETRHNBENER. <language-name><major-
version>

MFEBME Node. js TR BBMIRA , 52 Hthe section called “WRAEF",

App Runner B EBXR N ESREETRE , BRBOBTREEHNAZIIEEL, MRENEARIEE
BERSHNSEEHTRE , B LUER App Runner 32 EREH M runtime-versionBd @ FHRIEE
To BULHEIMEMBRBIMRE , SEEERRERE. EARFETHREHRENETRHETRIE
BB EFH

Node.js SITPEEXMINRAFESL : major[.minor[.patch]]

fitn - 12.21.0

THEHIE RERAHE

- 12.21-HEFENRERE, BRRFETREENHETRAE.

« 12.21.0— HEIRBENBHERXRE, EARFETRIEENENETRMRE,

£

 Node.js #I1TREERERE

Node.js ¥#& 50


https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html

AWS App Runner HBEABER
o BEHITHE BN iR R A

 Node.js #17B&EX & 61

 Node.js #ITREBRIRAFEFA

Node.js #11TP&ERERE

EBESEENATRER CUXERERERENEENNTHS., AANEARRENEAR
FEITER RSB (T B, A LU T B oh — A SR BT LR

- £/ App Runner =124 — EEVRERFHRERSIEBN [RELR] BERPEED T
- FREAEXHITER APl — FilCreateServices, UpdateServiceAP| #E%,
FiCodeConfigurationValues & 8 #BuildCommandfStartCommand X & E M T

- FRAEEBER  ERZ=-(AZEMRTEE—IZEEERT , ARARKRBDEAEINE—HT
ﬁ‘%o Eﬁﬁmm&gaﬁéﬁl_o

REEBERIZZMEN, ESFEATEAR API B App Runner BRI | LAl UEEERAREXH
ITHREEEZUREZNEENARRE , EREEEERNEENBERRTE,

£/ Node.js MITREEREF , BB AT AEARREFERER B #package. jsonF B HH JSON 18R KER
ERBMBTHRER. FRAREER , BALIERE Node.js 5IZMRA, HHGMEANSESS (HTHIER
BRX), W npm = yarn 2 M Package HEEESKIERBELAEGSHNE A,

filgn -
« npm installZ#& M F i dependenciesFdevDependenciesHi B EZMN E#package. json,

 npm start8inpm run start#l{TH M scripts/start B EZM S S package. json,

LA R #84l package. json &R,

B
{
"name": "node-js-getting-started",
"version": "0.3.0",
"description": "A sample Node.js app using Express 4",

"engines": {
"node": "12.21.0Q"
1,
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"scripts": {
"start": "node index.js",

"test": "node test.js"

iy

"dependencies": {

"cool-ascii-faces": "~1.3.4",

"ejs": "~2.5.6",
"express": "A4.15.2"

}I

"devDependencies": {
"got": "~11.3.0",
"tape": "A4.7.0"

}

}

mEFHMEHApackage. json , FHSEE npm XHRIE EE T HE json BER

th

® BR
- MREMpackage.jsonBRER T startip s , LA LATE App Runner SR ERBHFHKEE

runas SR , AT FIEEBIFR R

Example

o

"scripts": {
"start": "node index.js"

EEA. ¥

run:
command:

o E&npm install ERRIRFEFHITE , npm ERE U ERpackage-lock.json, EXHIE
B 22 25 D BR A 2 AR AR npm BVIRER. bR | B npm ZEMKFERRE , ©HERAELREIINR
K, MRRZE yarn SRIZ—Blyarn.lockX#H. BELERERELNERENBHRE

B, SHRRIEH AR B R KGR IR MR IERE.

npm start

52
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AWS App Runner HBEABER
- BETAFEAERAREFETREE X4 REE Node.js RAFMBEB T T. EEHITIERE
B, EEEESBEFMN ERpackage.json. FlnodekkApackage.jsonEEEAER
HITERREEPWruntime-versionEZ BN ERSEXREARIHTHRRERER X,

15 TE 3 17 B B iR 2N B9 i 577 552 BA
Node.js 18 (BTN EARXEITERNEE

EREXMTEARESHHEUATIHTHEREINEARXHNITERNEZERF : Python 3.11
Node.js 18, MRENWEARNERF —EHMTRERRAE LT , F2HRULEETHBRENEREF
ETREENSREETEEREFNFMAET. EAMBEGHTHRERINEAEXTEZIZE
mEgRECRAREEERRF

Node.js 117 B& EX €451

THEHBRANEEMBIT Node js RIEHEARAMITREBER.

® Note

BUBHARARABBBHHH 12.21.0 # 18.19. 0#RAI LS HBMAREFTRANRAE, NEEHX
E W Node.js HITRERIRZA , 52 Bthe section called ‘A&

&/ # Node.js BLE X4

W EHIFE R TR Node.js SEBHMTREBEHRFERANR/NERER, WE App Runner A H/NARERE
ZMMERER , 52 Mthe section called “4HRERE =& 417,

Example FIZ & A. ¥

version: 1.0
runtime: nodejsl2
build:

commands:

build:
- npm install --production

run:

command: node app.js

BEHITRERA MR R A 53
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R Node.js BlE X

I S B B R PR A A REZR 5| #2EE Node.js S EEHTHRENER.

® Note

P ERANBITRERAS 12.2 1.0, BALUSEBRALEFERANKRE, IEEHX
1 Node.js BITPEERRRA , 552 Bthe section called “MRAE ",

Example FIE& A. ¥

version: 1.0
runtime: nodejsl2
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:
- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 12.21.0
command: node app.js

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

BE Node.js BLi& X #-Node.js 18 ( FERIEETIRA )

L EEGIEREPEA Node.js TEEHTHREMNAMEHARERS|E apprunner.yaml HLEHlITE —
fBpre-runEE , EALLMRAH Node.js EAISETHW AR TRENERE,
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Zpre-runSEERBITRNEARFETHRBESE. NRENEAEXFERERELE App Runner 8
BXENHTHRERA K BOEREETRALSE, WEFHEN , F2HE EEETHRANER
EFETEREE,

(® Note

BLEEH b EANAITRERAS 18.19. 0, BULUEHERALEFANMRAE, NERH
X &M Node.js B1TREERMRAS , 52 Blthe section called “RAEFH,

Example FIE& A. ¥

version: 1.0
runtime: nodejsl8
build:
commands:
pre-build:
- npm install --only=dev
- node test.js
build:
- npm install --production
post-build:
- node node_modules/ejs/postinstall.js
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 18.19.0
pre-run:
- node copy-global-files.js
command: node app.js

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

Node.js #1177 P& Ex 451 55



AWS App Runner HBEABER

Node.js & F T2 =+ Ed i 1%

EEGTE R 7 AT B ERIRA Node js EFAITER, 18R —(H&57T JavaScript EBEE,
CEGEEIBL EEIBRE GBS A BEE, HRNEEATERNER NPM BE, BT
BB SEE B RENRCIunt File. js A RBETE,

Example @

"scripts": {
"build": "grunt uglify",
"start": "node app.js"
1,
"devDependencies": {
"grunt": "~0.4.5",
"grunt-contrib-jshint": "~0.10.0",
"grunt-contrib-nodeunit": "~0.4.1",
"grunt-contrib-uglify": "~0.5.0"
1,
"dependencies": {
"express": "74.15.2"

}I

Example Gruntfile.js

module.exports = function(grunt) {

// Project configuration.
grunt.initConfig({
pkg: grunt.file.readJSON('package.json'),
uglify: {
options: {
banner: '/*! <%= pkg.name %> <%= grunt.template.today("yyyy-mm-dd") %> */\n'
},
build: {
src: 'src/<%= pkg.name %>.js',
dest: 'build/<%= pkg.name %>.min.js'

}
1)

// Load the plugin that provides the "uglify" task.
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grunt.loadNpmTasks('grunt-contrib-uglify');

// Default task(s).
grunt.registerTask('default', ['uglify']);

};

Example FIE& A. ¥

® Note

EEEHhERANBITRERIRES 12.21.0, BULUSHBRALEFANRE, IEREHX
B Node.js BITREERA , 552 Bthe section called “MRAE o

version: 1.0
runtime: nodejsl2
build:
commands:
pre-build:
- npm install grunt grunt-cli
- npm install --only=dev
- npm run build
build:
- npm install --production
run:
runtime-version: 12.21.0
command: node app.js
network:
port: 8000
env: APP_PORT

Node.js #11T P& ERMR =& 7R
A< RE 5 AR X SITR A ZIEN Node js HTHRBIRAN SBEHME L.
RSB TR AT AN AR

HITRERE REIRAS BENES

Nodejs 18 (L —& X&)  18.20.3 tazt., #

IRAEF =



AWS App Runner

FMBABER

HITRERE

@ Note

App Runner B&IL AN ISE X EiES

IRERRAS
18.20.2
18.19.1

18.19.0

BENEHS

BWE 10, R~
HE 10, ¥R~
HE 10, ¥R~

BITREMRTETNBEBRE, Rit , S8EAXAENE

LI n B REMEFTRE App Runner BERMELE App Runner 25| A, MEFHEF ,

nﬁ 2 ﬁ H{M E HTWS_LZF'*HJ@FH&F %g*%}\_

XEFNETRRAE-Rn R AREFET

BITREERE

Node.js 16 (E—BXE
16)

Node.js 14 (+—A+M™
H)

IXRERRAS
16.20.2
16.20.1
16.20.0
16.19.1
16.19.0
16.18.1
16.17.1
16.17.0
14.21.3
14.21.2

14.21.1

BENEH
HE/\.
£\ W, ¥R
£\ .M, R
S oW AN I O
£\ M, R
£\ M, R
S oW AN I O

uePAN 'L N 2 3

IRAEF

58



AWS App Runner HBEABER

HATHREARE IRERRA BENEH
14.20.1 tozs . T\, ¥R
14.19.0 tozs . T\, ¥R
Node.js 12 (t—A+= 12.22.12 = 6.14.16 &
& 12.21.0 tH2R . TR iR
@ Note

App Runner ARIEBEMNIFETEETHIER/ TEITINEEBRRE, Rit , EEEAXENE
LR A B B EHEET R A9 App Runner 82 RR % App Runner 82851 A, MEFMEERA |
EZRAEETHRANERREFETREE,

£/ Java &

AWS App Runner Java ¥ 82U S EBNEHITRE, SESTRERFEILERER Java RAK Web
ERERARREENHNTESR. ERFEH Java BT , EFREFETSRUEEN Java BT R R&E
. HERERER LA Amazon Linux HISIREMRGAER , Y ISEAREEBMRAN Java IZLETER
HITREREM. App Runner ERLLFEEETHMRGERERMEG , WRNENERARFRRBRER
Docker B, A% , ©HIPBLRGIE RS FEIT Web IR,

BIEREARER AT EEAHR CreateServiceAP| EEE YV RIGHE | B EEARER #1788
IR HITIE R, BHEAUEBTRBREERARBERNGN — 2, TR EEBRFERH

App Runner B2 EREREAruntimeB@RF., EEETHNBBENER. <language-name><major-
version>

BEl , FfTEXIEM Java EBITREE RN Amazon Corretto, INEEMM Java TR BZBANARA |
2:[Bthe section called “fRAE A,

3

App Runner BB XEBERRBEEFHME , SRENBITREEFAZHIEREL, IRENEAEXEFE
BERANSEEHNITHRE , B LUER App Runner 32 EEH M runtime-version@EFRIEE
To BRI EHEFTTMMRBINRE , SBETERRERE, BEARFETHESRENETRETRE
BB EH

Amazon BT R AFEE -

M & 59


https://hub.docker.com/_/amazonlinux
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html

AWS App Runner HBEABER

AT ] A g5

corretto11 11.0[.openjdk-u 11.0.13.08.1
pdate [.openjdk-b
uild [.corretto-specific-
revision ]11]]

corretto8 8[.openjdk-update [.openjdk- 8.312.07.1
build [.corretto-specific-
revision ]1]]

THEFE RERAEE -

¢ 11.0.13-8HE 375 JDK EFA, EREFETEREFHEITEH JOK F Amazon Corretto 1K #k 5118
2,

« 11.0.13.08.1— HEFHEREK,. BAEFETRITEENENEITRRA,

£

- Java BITHEE

- Java #ITREER S

- Java MITREERIRAEEA

Java BI{THFELE

EMEESEENYTEER  SUXERERERENEENS TS, ZUNEAERENERRE

FETSEBRERETRE. BAUUEATIHEP —BRERBITLIRE

- £ App Runner & — EEBUEFIBREXRSIBEBN BREAE]) EBRPEEWS.

- FRERAEXHTER API — FlCreateServices UpdateServiceAP| fE%, i
FCodeConfigurationValues& ¥ EH #BuildCommand#StartCommand X B EH T o

- FREERER - EEZ=AEERBPTEERZEEETS , URARBBEARINE -7
ﬁ%o Eﬁﬁﬂﬂﬂi&ﬁﬂlﬁ%ﬁl_o
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REHACERRERUEN, ESERATEAH API B App Runner IRE , LA LIEERARERS
THRRERN FEZENGENMARRE , EREHEHBERNEENBERRE.

Java 1T ER £ 51

THEHHNGFERT ARBENET Java RENEREFETREEXH, RE—EHFIREUREE
Corretto 11 ST ERIRIFHTE Java EREANEHRERE.

® Note

B E R EANETREBMRAS 11.0. 13.08.1, BAUSEBRALEFHWRA, WME
BHTEMN Java BIITRERIRA | 552 Bthe section called “MRAE "

B/DME 11 BLEB S

WEHIZE R ATEE Corretto 11 SEEHTREEERERANR/MEREER. W5F App Runner A E/NME
EERFIIMANERER , F28.

Example FIE& A. ¥

version: 1.0
runtime: correttoll
build:
commands:
build:

- mvn clean package
run:

command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

BRE 11 BEXH
I S IR R A A PR B AR AE £ 88 B Corretto 11 FEEHTREBRBELEA.

(@ Note

EEEHPERANBTHRBRES 11.0. 13.08.1, B HERALEFANRE, NE
B X EN Java HITHRERRAS , 552 Bthe section called “fRANE
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Example FIZ & A. ¥

version: 1.0
runtime: correttoll
build:
commands:
pre-build:
- yum install some-package
- scripts/prebuild.sh
build:
- mvn clean package
post-build:
- mvn clean test
env:
- name: M2
value: "/usr/local/apache-maven/bin"
- name: M2_HOME
value: "/usr/local/apache-maven/bin"
run:
runtime-version: 11.0.13.08.1
command: java -Xms256m -jar target/MyApp-1.0-SNAPSHOT.jar .

network:
port: 8000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

SR Corretto 11 EARFIR
WEHHFERTE Java EARRANERERE , ETLUEHIFZE Corretto 11 BITRERIRTE,

Example src /Z//T\/// HelloWorld HelloWorld

package com.HelloWorld;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;

@RestController
public class HelloWorld {

@RequestMapping("/")

Java #1T RS EREE )
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public String index(){
String s = "Hello World";
return s;

Example src/ZE//T\// HelloWorld /Main.java

package com.HelloWorld;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class Main {

public static void main(String[] args) {

SpringApplication.run(Main.class, args);

Example FIEZ& A. ¥

version: 1.0
runtime: correttoll

build:
commands:
build:
- mvn clean package
run:
command: java -Xms256m -jar target/HelloWorldJavaApp-1.0-SNAPSHOT.jar .
network:
port: 8080

Example pom.xml

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
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<modelVersion>4.0.0</modelVersion>
<parent>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
<version>2.3.1.RELEASE</version>
<relativePath/>
</parent>
<groupId>com.HelloWorld</groupId>
<artifactId>HelloWorldJavaApp</artifactId>
<version>1.0-SNAPSHOT</version>

<properties>
<java.version>1l</java.version>
</properties>

<dependencies>
<dependency>
<groupId>org.springframework.boot</groupId>

<artifactId>spring-boot-starter-data-rest</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>
<exclusions>
<exclusion>
<groupld>org.junit.vintage</groupld>
<artifactId>junit-vintage-engine</artifactId>
</exclusion>
</exclusions>
</dependency>
</dependencies>

<build>
<plugins>

<plugin>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactId>

</plugin>

<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.0</version>

Java #1T RS EREE )
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<configuration>

<release>l1</release>

</configuration>

</plugin>

</plugins>
</build>
</project>

Java #ITREER R A& A
AEBIHEARRNFITEAZE 2 Java BIITHREBRAHNTEFHE R,
XEFETRRA-RREREFET

BITREEE

Corretto 11 (R B4 11)

Corretto 8 (3R E 1T 8)

IRERRA
11.0.23.9.1
11.0.22.7 1
11.0.21.9.1
11.0.21.9.1
11.0.20.8.1
11.0.19.7.1
11.0.18.10.1
11.0.17.8.1
11.0.16.9.1
11.0.13.08.1
8.412.08.1
8.402.08.1
8.392.08.1

8.382.05.1

BENEHS

BR 398, BE
B 396, BE
B 396, BE
BR

B 393, BE
B 393, BE
BR 391, BE
B 386, BE

¥R 386, EE

¥R 363,EE6S

BR 398, EE
¥R 396, EE
B 396, BE
B394, BE

IRAEF
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HATHREARE IRERRA BENEH
8.372.07 .1 ¥R 393, EE
8.362.08.1 BR 391, BE
8.352.08.1 B 386, EE
8.342.07.4 ¥R 386, EE
8.312.07 .1 BR363,EE6S

(® Note

App Runner ARIERMTNEFEEFTEETHERTEITNEEBRE. Bt , BEERAXENE
LR A B B EHEET A9 App Runner B2 RR % App Runner 82051, MEFMEERA |
EZRAEETHRANEREFETSREE,

/A NET ¥8&

AWS App Runner NET ¥ 5 MUZEBENHITRE. SEMTREMAUFERL NET IREAAERH
Web ERRARBRREZENBTRSN. B4FEH NET HTRERE , EAEXHTHRESLFEE NET H
ITREERBRGBAMA . LLBREAE R LL Amazon Linux Docker BREGIEBERE | HhEE— B NET lRAHH
TREENH  UR—ETENEANHEKREES. App Runner FALFEEETRRGEAERRE
RS FE AR ISR Docker MR, A% , ©AAIB MG EREETIET Web BT,

EEHERARERHITE T AT CreateServiceAPI fEEE IV RISHE | Bl EEARER TS
RIS TR, BT HITRBREEARRKRENBN —Br., ELEEEEABREEFN
App Runner 2 EERFEAruntimeE@RF ., EEETRHNBENER. <language-name><major-
version>

WMEEHH NET SITHR BB BRI , 558 Bthe section called “WRAEH .

App Runner BEBRHNESREEHR , SRBHOATEEEMAZIIEE, MRENEARXEE
BEMANZEBHTHEE , BALMER App Runner 2 EREF M runtime-versionFRBFRIEE
To BRI EHEFIMEMEBINMRE , SBETERRERE, EARFETHREHRENETRETRE
BB B,
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NET STBEERMINRAEE % : major[.minor[.patch]]

5l :6.0.9
THEHIERERAEHE -

c 6.0-HEFENMARERE, EBRAERFETSREETHNET R,
*« 6.0.9— HEFIEFENEABERRAR, EAEFETSHIEENERNETRRAR,

ELEEZEENITRER K SUXARERERENREENSTHS. EUNEAESENERE

FETRRERETEE, BAUERATIEP —FERERBITIIRE

- M App Runner 848 — EBUBEFHRERSIEBN REMLARE] ERPEET D

- FRAEARXHTER APl — FlCreateService= UpdateServiceAP| 4%, fF
FACodeConfigurationValues & ¥R HBuildCommand#MStartCommand K EREH T,

- FRAEER —ERES=ARERBYTEEIZAEETS , ARARBBERARINE —#T
wh. EEHMAERERE.

REHACERRERUEN, ESEATEAH API B App Runner IRE , LA LIEERARERS
THRRERUFEZENGENMARRE , EREEBERINEENBERRE.

NET E 178 R4l

THSEHBRANEENHAT NET RBNEABRXHITHRERER, KB —EHFRETIURE
Z NET $TRERRBHTE NET AR RHKRENXE,
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® Note

ELE P EANBITERRES 6.0.9, BALUEESRALCEFANRE, IEXENS
1 NET S 1TBEERARAS |, 552 B the section called “HRANE

5/ Y NET Bt B3¢

WEIFIBER TR NET EEHTHREFEERERANR/NAEER, WE App Runner EAR/NMAREERFT
MV REE |, 552 Bthe section called “4HEERE S &1,

Example FIZ & A. ¥

version: 1.0
runtime: dotnet6
build:
commands:
build:

- dotnet publish -c Release -0 out
run:

command: dotnet out/HelloWorldDotNetApp.dll

RN NET Bt B i

I EHIERATEHEERSIEE NET EEHITHBENERAL K.

@ Note

ELE SR ERANAITREBRER 6.0.9, BALUEHERALEGHNRE, NEXENS
¥ .NET B{TREERIRZ , 558 the section called “WR A&7

Example FIZ& A. ¥

version: 1.0
runtime: dotnet6
build:
commands:
pre-build:
- scripts/prebuild.sh
build:

NET :E1Tk Rl 68



AWS App Runner HBEABER

- dotnet publish -c Release -0 out
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 6.0.9
command: dotnet out/HelloWorldDotNetApp.dll

network:
port: 5000
env: APP_PORT
env:

- name: ASPNETCORE_URLS
value: "http://*:5000"

STER NET EAER

LR AT EEE NET SUTREREREH <8 NET BERAEANRBENR.

® Note

« BITUTHERAIZE—(EASEMN NET6 Web EAREF : dotnet new web --name
HelloWorldDotNetApp -f net6.0

- Ailapprunner.yamlZI£IZ2#H NET 6 RBEEAREF,

Example HelloWorldDotNetApp

version: 1.0
runtime: dotnet6

build:
commands:
build:
- dotnet publish -c Release -0 out
run:
command: dotnet out/HelloWorldDotNetApp.dll
network:
port: 5000
env: APP_PORT
env:

NET :E1Tk Rl 69



AWS App Runner

FMBABER

- name: ASPNETCORE_URLS
value: "http://*:5000"

NET ETRMRAELR

AEEFH App Runner XK NET ST ERIRAR TREEMER,

XFHETRRA-FRR R AEFET

BITRERE

.NET 6 ({81 6)

IRERRAS

6.0.31

6.0.30

6.0.29

6.0.28

6.0.26

6.0.25

6.0.24

6.0.22

6.0.21

6.0.20

6.0.19

6.0.16

6.0.15

6.0.14

6.0.13

6.0.12

BENEH

NET BARE# 6.0.423
NET BAREH 6.0.422
NET B EH 6.0.421
NET ZEBRBEH

NET BB EH 6.0.418
NET i8R EEH 6.0.417
NET B EH 6.0.416
NET B#EH 6.0.414
NET B%E# 6.0.413
NET %888 E# 6.0.412
NET B E# 6.0.411
NET HA&EH

NET RBHEBEH

NET B%E# 6.0.406
NET BHEBEH

NET HZEH

IRAEF
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HITHEES IRERRZAR TENEH
6.0.11 NET BIEEH
6.0.10 NET BH-HEEH
6.0.9 NET BIZEH

@ Note

App Runner ARIEBEMNIFETEETHEA/ TEITINERBRE, Rit , EEEAXENE
LR A B B EHEET A9 App Runner 82 RE % App Runner 822851 A, MEFMEERA |
EZ2RRAEETERANERREFETRBEE,

5/ PHP £ A&

AWS App Runner PHP &MU ZEBNH TR, BUUEASESMITREE , XL PHP fREAE
i, EB Web ERARXNBENHTAS. BEMEH PHP BETR , BAREFETSHRUFE PHP ETT
BFARRBEZA . LERREAERLL Amazon Linux TESER ERGAERE W2 E PHP IRAMEL T BN #H1T
BEERE M. App Runner A LLFEEETRRGEAERMSG , WRMERREFATEUAEE Docker BR
B, A%, CHRIBUHMGAERSEFIEIT Web RS

EInFERERAERHITEEEL AR CreateServiceAP| EEE VRIS , B LUEEEARENSTES
IRERIHATIE R, BB BTRBRIEEARBERNBN —Hr. TR sEEBRFEPH

App Runner B2 EREREAruntimeB@RF., EEETHNBBENER. <language-name><major-
version>

AR PHP BT ERBBAMRS | 552 Bthe section called “BiARE

App Runner B EB RN ESRBEENR , SRBHATEEREMAZIIEE, MRENEAERXEE
BEMANSEBEHTHEER , B LMER App Runner 32 EEF M runtime-versionB@RBFRIEE
To BAILHEREMMARBINRE , SRFEERRERE, BEARFETHESRENETRETRE
BB E T,

PHP E{TREMIRRAEE: : major[.minor[.patch]]

fHlan - 8.1.10
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AT RERASSHERY B -

« 8. 1-HEXBENRERAE, BRARFETREENMHT R4,
+ 8.1.10— HEIBENEHERXRE, BRAEFETHRTISENERNETRRA,

/A Important
MREEEMFEEREER B FUANMLEREE App Runner IR RIS FREERB & , Al
21 PHP FEEETRRA ML ER PHP 8.1.22 SiEFMA, ZBIH PHP #1TR B R
H8.1.226EE AR R HR B .

F &

. PHP EfTRSELE

- HEE

« PHP #1TF&E & fl

« PHP #1TREBRE1TENA

PHP BT B

ERESEENSSREYN  CULEARERERENEENSTSS. CUNEARRENERR
FETRRE R TRE, £ MERA T o E B SR ATIIRE -

- £/ App Runner £ 4 — ERBUEFRRERSIEBN [BREAR] BRFEET D

- FRERAEXHITEN APl — FilCreateServices, UpdateServiceAP| #E%,
FACodeConfigurationValues & ¥E R #BuildCommandfMStartCommand XK & E M T

- FREEBER  EARZ=(AEEMRTEE—IZEREST , ARARMBEAREINE—#T
ﬁ%o ﬁﬁﬁmﬁ.ﬁgﬁalﬁ%;o

REHAEERRZZEUN, ESERATEAT API B App Runner IR , LA LUIEERARRE
TREERYFERINGENERRTE  ERERERIERE,

A

AT AMERBLT Web fRi§8r 2 — 7 PHP ¥ & LETRAREFETR
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» Apache HTTP Server
* NGINX

Apache HTTP ServerdtNGINXEE PHP-FPM %%, B LA T 5 H P —ENGINXREEApache
HTTP Server# :

- EE-WEBEMIT a WEFMESA supervisord , FZ
- BRENRIAR

\Xt

BFTEEERR.

BRI MIfEA Apache HTTP BR#EE3 =k NGINX 5/ PHP £ & B EERAEFEITEE RIS RG] |
B, the section called “TEH PHP FERAREFR”

BRER
index.php#4EZR%EHE Web fAlfkEgroot B & FHWpublicERIZKH,

3
$

(@ Note

BEASstartup. shiisupervisord. confiERfREEE Web ARZFHIR B &,
fEstarttSiEMstartup.shssupervisord. confiERNFHEEME.

3
7
fil

LT RIEREBNES (nREMEAEE) supervisord,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

MEEERABBIEST , U TEERERBNEN,

/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

BRI ELEREERAEFERER App Runner RBHEABREERIERE &+,
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/<sourceDirectory>/
## public/

# ## index.php

## apprunner.yaml
## startup.sh

/A Important
MRBIBEMRDFRERB UL EIEE App Runner IREBHKISFREERB &% , Al
28 PHP FEEETRIRASAR PHP 8.1.22 AESMA, ZBIH PHP #1TRE B
R8.1.228EE ARV BHRIRE &%,
App Runner 8 EBXEELRBEMNE , BRBNHTHREEMARIRE, BRIEEEA
App Runner B E X #HH @ runtime-versionB@RBFIEE 7T IRAHEHE , FRIBMBERT , &
HY AR 75 76 52 F ARV 1B AT HF

PHP #1717 b B & 1
ST 2 ARBRAMET PHP BRI KRR FETSHE BN R,

5/ PHP &2 it

g"'
s
¢

THEHRET LR PHP EBHITHREFRANR/NMIEBER, WEK/NMEBERNFMES
Bthe section called “4BAEHE &5 1",

Example fIE S A. IR

version: 1.0
runtime: php81l
build:

commands:

build:
- echo example build command for PHP

run:

command: ./startup.sh

BREHN PHP B & X4

THHGFERT PHP EEETRIFIAERER.
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® Note

EEESFhEANBITRERAS 8.1. 10, BALUEHEHBRMALEFTHANKRE, NERHX
B PHP #1TRERARAS , 552 Bithe section called “fRAE ",

Example &S A. IR

version: 1.0
runtime: php81
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- echo example build command for PHP
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 8.1.10
command: ./startup.sh

network:
port: 5000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TER PHP FEARFIR

THEF R PHP ERRERFERENE , B LAEAApache HTTP Serversl REF B E PHP #1TFSER AR
FENGINX, ELEHHIRREFERARNEREE,
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{5 FIiE1T PHP SFApache HTTP Server& supervisord

Example iEREH

® Note

« Zsupervisord.confXH AL FREFRETNEMNVE, BiRstartwig
Msupervisord.conf MM ERNE,

e index.phpMS AR EEroot B T publicERRKH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example =& . B8

[supervisoxd]
nodaemon=true

[program:httpd]
command=httpd -DFOREGROUND
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderx
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderx_logfile_maxbytes=0

PHP 117 B ER &8I
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Example fIE & A. IR

version: 1.0
runtime: php8l
build:
commands:
build:
- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor
run:
command: supervisord
network:
port: 8080
env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

{# FA3E1T PHP FApache HTTP Server# startup script

Example i REH

(® Note

« Estartup.shXHAILFREFREFNEAMLE. BRstart@SiEMstartup.shX

HHNFRLE.
« index.phpMSBAZEEroot B T publicERRKH,

/
## public/

PHP 117 B ER &8I
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# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start apache
httpd -DFOREGROUND &

# Start php-fpm
php-fpm -F &

wait

(® Note

« Effstartup.shiERERZE Git FFEZH , FRELEERREFATHITE. Achmod
+x startup.shRE&Estartup.shiEBRHNHITER,

« MREBFRHstartup. shiERRBERAHITIE , FEapprunner. yamlE R A chmod
+x startup.sh&buildEw,

Example FIE & A. W/R

version: 1.0
runtime: php81
build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080
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env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

1 FiE 1T PHP SENGINXA supervisord

Example BR&EH

@ Note

« Zsupervisord.confXHAIUEREFREPHEAMNE, BRstartmHis
Msupervisord.conf XM FREMLE.

« index.phpM#BAZEEroot HE T publicERRKH,

/

## public/

# ## index.php

## apprunner.yaml
## supervisord.conf

Example £&. Ei&

[supervisoxd]
nodaemon=true

[program:nginx]
command=nginx -g "daemon off;"
autostart=true

PHP 117 B ER &8I
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autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderr
stderx_logfile_maxbytes=0

[progxram:php-fpm]
command=php-fpm -F
autostart=true
autorestart=true
stdout_logfile=/dev/stdout
stdout_logfile_maxbytes=0
stderr_logfile=/dev/stderxr
stderr_logfile_maxbytes=0

Example fIE & A. L IRR

version: 1.0
runtime: php81l
build:
commands:
build:

- PYTHON=python2 amazon-linux-extras install epel
- yum -y install supervisor

run:
command: supervisord
network:
port: 8080
env: APP_PORT

Example index.php

<html>

<head> <title>First PHP App</title> </head>

<body>

<?php
print("Hello World!");
print("<br>");

7>

</body>

</html>

PHP 117 B ER &8I
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£ FE1T PHP SENGINXA startup script

Example iEREH

® Note

« Bstartup.shXHAUFREFREPHNEAVLE, #BRstartmwE@startup. shX
FrFREIE.

« index.php#M%BZEEroot B & THWpublicE Rk,

/

## public/

# ## index.php
## apprunner.yaml
## startup.sh

Example startup.sh

#!/bin/bash
set -o monitor
trap exit SIGCHLD

# Start nginx
nginx -g 'daemon off;' &

# Start php-fpm
php-fpm -F &

wait

® Note

« Effstartup.shiEREXRZE Git EFEZH , FELEEEREFATHITE. Achmod
+x startup.shE&Estartup.shiERNHAITER.

PHP 17 B Ex & 45 81



AWS App Runner HBEABER

s WMREFHstartup. shigRREFATHITE , BEapprunner.yamliEZEF & A chmod
+x startup.sh&buildE+x,

Example fIE & A. WH/R

version: 1.0
runtime: php81

build:
commands:
build:
- echo example build command for PHP
run:
command: ./startup.sh
network:
port: 8080

env: APP_PORT

Example index.php

<html>
<head> <title>First PHP App</title> </head>
<body>
<?php
print("Hello World!");
print("<br>");
?>
</body>
</html>

PHP #{TRE R 1TEM
ARSI T EARFETRXEN PHP BTRIRANZEHMES,
X BT R FR FE ARR E T

HITRHEER IRERRA BENEHS
PHP 8.1 8.1.29
8.1.28
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HITRERE IRERRAS BENEHS
8.1.27
8.1.26
8.1.24
8.1.22
8.1.21
8.1.20
8.1.19
8.1.17
8.1.16
8.1.14
8.1.13
8.1.12

8.1.10

® Note
App Runner ARIFBEMNIFEETEETHREA TEITNERBRE, Hit , EBEERAXXENE
LI & B EHMEFT R M App Runner BZEF R App Runner B8 2M 5| H. MEFHEEAR ,
EZ2RREETHRANERAEFETHRBE,

£/ Ruby ¥ &

AWS App Runner Ruby ¥ AR S EBN TR ER. SEITHREERETLER Ruby RAAEEHN
Web ERAREARREENHNTERSR., ELFEH Ruby BT , EFAEFETHRIUFEEDN Ruby ETH
MG, WREERE Amazon Linux HIEREMRGARER K HP IS Ruby lRANM—& T ENEIT

MEAFA 83
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FEEREH. App Runner EFILFEE BITRFRRIERERRE |, WRIEREFAIELEE Docker R
B, RE , CHDBUREUERRPEIT Web BH,

BERERERARIHITEEEE AT CreateService AP E¥E Y R |, B EERBARERHITES
RN HAITHREE, S ATHRBREEARRERNEBN 2. EREsEEBRTEFN

App Runner B2 EREHREAruntime@RF. EEETHNBTENER, <language-name><major-
version>

MFEERE Ruby HTRERBEMARA , 552 Rthe section called “MRAEH,

App Runner 8 EBRANESRBEENE , SEBHNATEEREMAZIIEE, MRENEAERXEE
BEMANSEBEATHEER , B LMER App Runner SR EEF M runtime-versionB@RBFRIEE
To BRI HEFITMMRBINRE , SBEERRERE., EARFETHESRENETRETRE
BB E T,

Ruby 1 {TR BB MRASEES: : major[.minor[.patch]]
Blan :3.1.2
THEHI S RERAEHTE :

« 3.1-HEFBNRERAS. BREFETREENE T RA,
© 3.1.2— HEINRENEHELIRSE. BAEFETHRTIEENENETRRA,

ES |

« HBERETERE

« HBERETHH

* Ruby #1TRERIRAEFA

HERETHRE
ERESEENATREE CUXERERERENEENNTHS. RANEARRENEAR
FEITER RSB AT B, A LU T B ok — R A BT UL IR

« £/ App Runner 24 — EBUEFIRERS|IEEBN BREAE) ERFEET T

- FAEAEXHITER APl — FilCreateServices, UpdateServiceAP| #E%,
FCodeConfigurationValues& ¥ EH #BuildCommand#StartCommand X B EH o
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- EREEER —ERZ-ARERRITEE—SZEAREGT , URARMBEARANE —#T
ﬁ%o ﬁﬁﬁ@ﬂi&ﬁa%%ﬁl_o

REHACERRERUEN, ESERATEAH API B App Runner IREE , LA LIEERARERS
THRRERN FEZENGENMARRE , EREHEHBERNEENBERRE.

LB REITESI
THEHNAFETRT ARBEINEST Ruby RGN EARERETE E X4,
&/ Y Ruby BlE XX

E/EMFERT —ER/DHEESXH , ROTLLE Ruby FEERETEAMEA. 0FE App Runner A&
RS RPAT AV RER | 552 Blthe section called “4EAERE =& 417,

Example FIE& A. ¥

version: 1.0
runtime: ruby3l
build:

commands:

build:
- bundle install

run:

command: bundle exec rackup --host 0.0.0.0 -p 8080

RERAEAREXH

EEGFHERTERAMENEESRSE Ruby FEEEITR.

(® Note

ELES P EANATRERAS 3.1.2, BULEEBRACEFHNREA, NERTZE
B Ruby #1TREE AR |, 582 Blthe section called “NRAE "o

Example FIE& A. ¥

version: 1.0
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runtime: ruby31l
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- bundle install
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.1.2
command: bundle exec rackup --host 0.0.0.0 -p 4567

network:
port: 4567
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TEMN Ruby EAEFIR
& L HI BURIE T AEE = Ruby #I4TRE ERARFHY T2 Ruby AR RHAENR,

Example fa]fR2s .rb

# server.rb
require 'sinatra'

get '/' do

'Hello World!'
end

Example config.ru

# config.ru
require './server'

run Sinatra::Application

=]
-}

RETRH 86
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Example Gemfile

# Gemfile

source 'https://rubygems.org (https://rubygems.org/)'

gem 'sinatra'
gem 'puma’'

Example FIE& A. ¥

version: 1.0
runtime: ruby3l
build:
commands:
build:
- bundle install
run:

command: bundle exec rackup --host 0.0.0.0 -p 4567

network:
port: 4567
env: APP_PORT

Ruby #1TBEERAR AN E &

AFEFH App Runner ZEH Ruby #1TREERMAH STEFME R

X BFHETRRA-FRR R AEFET

BITREER
HER31(HER3)

IXRERRAS
3.1.6
3.1.4
3.1.3

3.1.2

BENEHS
VaBiZ i)
F AR AR
VB2 L
F AR R

IRAEF
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® Note
App Runner ARIEZR AN EFTEETHERTEITNERZBE, Bt , BEAXENE
Lo P EREMEFTERE App Runner B2 FR% App Runner 2851 A, MEFMEEA ,
EZ2RAEETRRANERRERETSSBE,

£ Go ¥ A

AWS App Runner Go F AR ZEBNHITIE. SEBMITHRERETIAFERL Go RAAERE Web
FERAEXREREZENHTAS. BEEMEHA Go HAITHRER , EAERXHTHREREUZIEEMN Go #1T
BEERBRGRBAMA . LELERERAE R LL Amazon Linux Docker BUEGIEBER  WEEEHAMN Go iRAMELT
BWETREEMH. App Runner FRLLFEEETHMRBIEAERREG , WRAMERAEFABUEE
Docker Mg, A% , ©ASIB MG AEREFFIET Web IR

BRERERARER BT EE AT CreateService AP EEE Y R , B IEERBARERHITES
RENEITRE. BEAEHTHRBREERARAEXNBN -2, TLISEEXNBRETFETHN

App Runner B2 EERFEAruntime@RF ., EEETRHNBENER. <language-name><major-
version>

WMEAMH Go HITRERBBMIRA , 752 Bthe section called “WRAEEFH".

App Runner B EBXRHESREEFTRE , BRENVBTREEHARIIEEL, NRENEARIEE
BERSHSEEHTRE , BaLER App Runner 32 EREH M runtime-versionBd B FHRIEE
To BULHEIMEMBBIMRE , SEEERRERS. EARFETHREHRENETRETRIE
BRI EH

Go HITPEERMIARAEE % : major[.minor[.patch]]
flgn - 1.18.7
THlgEflE RERAEHE

« 1.18-SHEFBMRERAR, BARFETREEMNME T RE.
« 1.18.7— HEIBENEHERXRE, BRAEFETHRISENEHNEITRRA,

ES- |
- FETKREE
« Go BITREFREEHI
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+ Go TR RIRAEFA

ZETHEE

ELRESEENRTHRERR K SHULARERERENBENINTHT. ST ENENEARE
FETRBRBETERE, SUERATIEF —ESERNITIRE

« £/ App Runner £# & — EEVEFIRERSZEN REHE) EBRPEED .
- FRERAEXHITER APl — FEilCreateService5 UpdateServiceAP| #E%, £
FiCodeConfigurationValues& ¥ H #YBuildCommandfIStartCommand N EE EH T

- FREEER —ERZS-ARERRTEE-—IZEEEST , ARARKBEARANE T
wh. ERHMAREERE.

REHAEERIEZUEN, ESFEATEAR API B App Runner BRI | LA LUEEERARERH,
TREREZUFEZNGSENARRE , EREEHEERINEENBERERE,

Go # 1T EREi 5l
THEHERAAERENHIT Go RENERARENHITSRHEEBESR,
&> Go Bt & X

L EHIFE R ATEE Go Managed TR BB EANK/NMERBIER, WE App Runner fEAH/MERERE
ZMMBRER , 552 Bthe section called “4HRERE =& 417,

Example FIE& A. ¥

version: 1.0
runtime: gol
build:

commands:

build:
- go build main.go

run:

command: ./main

®R Go EL&X
EESFERTHER Go EEETRKNMARER.
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® Note

ELCE B E BT ERRALS 1.18.7, BULSEBMAREFHANERA, NEEHX
EH Go HITFREERMAS |, 552 Bithe section called “HRAEFH,

Example FIE& A. ¥

version: 1.0
runtime: gol
build:
commands:
pre-build:
- scripts/prebuild.sh
build:
- go build main.go
post-build:
- scripts/postbuild.sh
env:
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 1.18.7
command: ./main

network:
port: 3000
env: APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"

TE Go EAENRIR
ELEHIFRIEALEREE Go HITHRERBHEMNTE Go BARANFRKRENR,

Example main.go

package main

import (
Ilfmt n
"net/http"
)

Go TR ER & fl 90
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func main() {
http.HandleFunc("/", func(w http.ResponseWriter, r *http.Request) {
fmt.Fprint(w, "<hl>Welcome to App Runner</hl>")
)
fmt.Println("Starting the server on :3000...")
http.ListenAndServe(":3000", nil)

Example FIZ& A. ¥

version: 1.0
runtime: gol
build:
commands:
build:
- go build main.go
run:
command: ./main
network:
port: 3000
env: APP_PORT

Go H1THE R A&

AEREHIH App Runner &R Go BITHERIRAH TEFMEH,
XEBNETRRA-FRn R AREFET

BITREER IRERAS BENEH
E1(E1) 1.18.10

1.18.9

1.18.8

1.18.7

FES ) 5
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® Note
App Runner ARIEZR AN EFTEETHERTEITNERZBE, Bt , BEAXENE
Lo P EREMEFTERE App Runner B2 FR% App Runner 2851 A, MEFMEEA ,
EZ2RAEETRRANERRERETSSBE,

IRAEF 92



AWS App Runner HBEABER

FERERAENAITENR

AENREFRIBEANBENEARKENRR  EZENHTHBRERAMBEER AWS App

Runner,

ETRER

EREERMEAF[MBIER App Runner BEEBE —1E , App Runner i ERREHIPETENER
EFRAEK. ATERRARITRRBRATHRERENLEERER.,

« ERXIF-ERAEFETHRIEGER Web BRAEFNEMNE G, CREEZEENFERS UREERD
Web FERREFIRISB[IER (WREFEREM ) BB ATENFE , RMNATERETARHAS
ERFENTEETKRE  UECEAERFEERENHRERAZ,

« HIEFER —EREFETSADSEMNREEAHTTP 1.0 M HTTP 1.1 XS, NEEBRERBEHN
FHERA , 52 @the section called “fA5E", BWAEEER HTTPS T2 RENEE., ERAERE
TEESFEBAN HTTP BREEMEEEN HTTPS i A EER BEMRENTEER HTTP
Web R, ERARFETSSBEREEGENEAREFRFEG KL TLS,

® Note

« HTTP EXREHE 120 WHNERRKEFRH, 120 D IEEAENFNER (BF/E8) e
BHRRE , URTEREA HTTP B,

- ARBEDHNERERRFTORNEEANEAERF. ELRAEFURETECHRLE
i, filan HTTP BRIEEREY Python , Gunicorn , B —1& 30 R ERFTERFIRE, EEEER
T, EREXNRERFISEREARIHNITR 120 DREFRH.

« BAEER TLS MBEHREMNHMSEREAEARERETSRETSAENRE , AT
BIEEE TLS #& 1k,

- BMAREEAER — B Al App Runner A EAIEREMENEARZERN. Eit , App Runner TR FEHE
BEEEEEA Web FBFRIVIFEFENAREFA M,

- FR-EAEFETHRERBEANREEDERIB I NERAEFEAEREFNEDS,. B AEARE
NHTREARXREEBMMEE, HREE Web EXHPBERERATHTERBEERUNEAR
EAER  Ft App Runner BZRBERTEREEE—ER2INMIAUFEFE. Et , App Runner
ERREFPFERTXHRRELRRERER  EFEXHRERFN, flun , BEEREENERE App
Runner FRIEEF , ERFSREREE.
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App Runner 2812t 3 GB WIRKFRZRE , i 3 GB BRI FRN —Ho ARNHERER , BiEMNE
Bl L RBEHRBRRE. FEENERFRUNBENEARFETHRRBER. ER , ARNHENRRE
HE , ETRKAER.

(@ Note

EREERRT  FRXHEESEFEERFERZE. flU , IR T —EFREER—EEH
L, AU ERE, EREEBRT , FRXHAEBRCENFAETERREM. flm,
ERBERK , 0K future NERTHREE , BAUREBERAEX THNER, ET/EEM
R future NAAREERE  BEZFFEENRS. EHEXBTTEBRRALNERPETR

HERNATE,
FEERAEREE, REENTREBABRFRERE RN , FEMA Amazon ElastiCache
Z BRI AR

- RIBESY — FARERT , App Runner @ ZFPORTIRESEERF[HTERFTH, B LUERHER
BEARTEHE  WHEATRESENE, BtholSEFHEEFEEAWS Secrets ManagersiAWS
Systems Manager 2B EFHEFRHWHEERMAREER, NFEUREEINFREN K F2H8

O B2EREEE.

- BITERAE — RENEABRXBEXREARYE APl REH —E AWS SDK FUHMES] AWS AR
#% , 55E A AWS Identity and Access Management (IAM) B #1TEEAR, RE K EARTCEAS
HEtmEEWERAEFETSERE. EHTERACHISEXNBAMENTE AWS BRIEEERR.
WEFMER |, 552 the section called “BHIEE",

BEAGHEREE
PREARANTE Web BARKNWEAEH , BEET5I%R

o ERETEMREBRE — i$ZBEE] App Runner FRIEH Web E AR FRETAEME, BHRIBEZRER
EREBEREEBEA Web FERINEFEBRFRE 2 , RERENAEFE.

- MBREFER —BUERE  EXSRECERRRP , MMHARKREEEEREN —H9. &7
B % out-of-storage #HER , A ERKBERBBE U, EMHERREUREKR , LTEHBEFRA/NE
ERBERE,

o BITERERE — App Runner Rt A9 EMNHTEBREBREE, SN TEEBSLEEHRENEE
HigE FEEER WERBENAPENEFEERE, EREBHE  FAEXHTSHTEE
BIREEMN vCPU AREXRELEE & CPU (VCPU), MFEAFBITA vCPU ARRMFFMER , 52 Bthe
section called “FEAREFEITE X,
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PITERADIABE  SEARBRELSFIFHER, SUUREHTERRBSFERENE , 83
TEERBNREERAR—2E, NFEEENFMEER , F2H AWS App Runner EE.
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https://aws.amazon.com/apprunner/pricing

AWS App Runner HBEABER

ERRAENHNITRER

fFFE AWS App Runner #8283, EEMEEIR App Runner [RIERBREER , HIILEZRIIRE, &
AIARRBEE RS, BIFREEEER®, SR AR App Runner IRFSHIARRE | IR MRG0 8k, B
FUEBMEMRIEE, BEVUERIRENBLDREFREE,

UTREHRATEANEENNRE , W EERMEEER,

BERITEARE
ERRFETHEEHAS=EAEE. AEEA

- BEER — TRBRRERANAIER. EATCREELEFANERZF SRR,
- BB — IRAEEANEERD . FRTRREEFALNITEN THE,

- RPER —AEBUNSESET. RRECUENGEEMEREMNER. IEREEFEERL
RYMEM{E 5 SR DUBE £ T XX & B

AWS App Runner X App Runner ) Services Services X
Services

Services

Connected accounts App Runner Services (2) info Pr——

Netw

Auto scaling configuration Q Filter services . ®

Service name v | Status v | Default domain [4 | Incoming traffic | created ¥ | Lastactivity v

pythonTest-bb-repo @ Running https://vmijhgczpw.p. Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:58 PM UTC

pythonTest @ Running https://jtstcs2vdw.pu Public 9/6/2023, 8:30:17 PM. 9/6/2023, 8:30:17 PM UTC

"BR¥E. BHME
BEEE R GIRS T NEARIATRRSE. LUNERFRTT ARG EENRE.
B TR%. B

1. FREAERSTHRERE  ARE [BEE] BEHEIEN AWS E3.
2. EEEERT , BERK.
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AWS App Runner HBEABER

RATEEEBNER :

- BYERABEXBTHRRE. WEFMENR , 35820 the section called “ 17",
- BEEEBEREERNEZEAEANREERE,
- EREREEEABRBRRE Web EREXEH,

R ERREMR

BULEERBEARFETRRBENGESE  UEREEXREAMBHETER, EERER , L7
BIRBERE.

ERRERBERR , FAEE R EE F2EL—8) , RARIZEEN App Runner i,

- App Runner Services python-test G}

python-test [ acions v |[ c | 2

Service overview

Status Service ARM
(=) Running

[ armawsapprunnerus-east-1:123456 78901 2:service/python-
test/33f2aaTc4 4744 bcb 06 128501 4386004

Default domain

https:/ /6 2wweBeves public.gamma.uz-east-1.bullet.aws.dev [ Sourcs
b LY c

D https://github.com/your_account/python-hello/main [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service (&) Succeeded 372272022, 6:46:22 PM UTC 3/22/2022, 6:51:35 PM UTC

AR BAREB o 1R E A RS App Runner RF MG BARFHNELRFMES . (RAUNEERMNES

- WMRRBFAER  SIARE, BTN ARN,

- EZIBMRE-EAREF Runner AR FEITH Web ERRFIRENE, ERERAEFBSEHS
#awsapprunner.comidF # i,

- EESHEZRBHRRFEFED.
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- BREBRBENREBTFEISE,
- e, BERRBRENERE.

RIS EEA T 5 M B A R RS S B NBE .

[EFREVIRF] EE

[EARAVIRF] EEE 5 HERS R REEXBRFERMAEN App Runner B4R, B ERENRXF
FIRRGENBENEE ., MFERIRFNVFEET , 552 Bthe section called “ER”,

Al [EERNIRS] B

1. BRERERYITREES  ARE [EH] FEPEIEH AWS EH.
2. TEIHEEERT , BIF (ERWIKRS]

I
®©

App Runner » Connec ted accoun ts

Connected accounts

Connected accounts and organizations (1) infe | Cc | ‘ Actions W | Add new
Q Filter connections 1 1)
Name [4 v | status v Provider v Created v | ARN v
GitHub-account @) Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

RATEEEBNVER :

- BRGIRFANREFERHEERSFE, FER/NFENEE  FEHENFZARPEAE[AXF,
- BREERERE , UBEABREAERRZAERS.
« BREUERLTERERIE Y ERNRE (FREMRBH—55) , SMERER,

HEREREEEEE

auto HEBEEEESH T EERFPRENBEBREREE, LA URERESBIRAE auto MHIT
A, WHRERFETRNRES , MEBREIRG —ZE App Runner IR, ErAILfEREBREXFT
PR/ NEENEE, WMF auto AELFIRENFMES , FSREZRZH auto FHE.
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BEADMRERERER

1. BARERERYITREES  ARE [EH] FEPEIEH AWS EH.
2. ESEBERT , BEF [BBERERE]

Il
®

App Runner » Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q, Filter configuration by name | 1 (O]
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration G) MNot-in-use 1 5/18/2021, 12:00:00 AM UTC -
High-capacity G) MNot-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity ® In-use 2 9/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity ® In-use 2 9/7/2023, 10:32:49 PM UTC 9/7/2023, 10:33:46 PM UTC

{RA]BUEEE M ST -

- EFEZIRFHPEEN auto BREE Y&,

- BRIRAW auto FEBBEEBIIEITRAEL,

« ¥ auto EREBREBLERINFRENARE,

- MERERERE,

- ERHENEBUEESE TBBMMISIT) EIRAEEE.
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AWS App Runner HBEABER

BEERRAENAITHERE

ARERPMAIEEEN AWS App Runner fii§, EARED , BREBFUNMAEERENEGELY : 2
M, FREFNMERER., SHHNEARIRASBZERE , SUKEBEEMEERLERES Web FRIEH
AAY, BESBENAERERBOEALSE , FlaEERN auto EE.

ES-

- AIERAEFETSRRE

- BERAMNEREXBTHERE

- HEFBEARERAZERAEANT
- REEAEANITRRE

- EERAEAHTES

- EERRAEAYTHAD

- EERAEANTREEN BT EEEE
- EENMRERRAEFETREE

- MBREAEXINITIRRE

RIZERAEFETRRS

AWS App Runner BBt RSB ESRHEXBREFEERATEHRABRAENEITH Web REE,
BRI L% App Runner I8 REHZBHERE , RIEELELENRE. MEFEE |, App Runner 2
BERNEAREN, EEEER , WNBEAEUEHR L3,

EFREURER , FABRIHTHESELREER. ERELERT , ZURHEERHERER, WRE
f£F App Runner 14 |, RIXFZAEURBEARNEVEFER, IEEAEXHBTHREREIMNEHA
B , 52 [the section called ‘“FEAREFIETE, EXEREAMNE A LLAIRITIAEEE AWS E

B, MEFMET , 552 the section called “FEFIEITERE REEE,

BRBERFEENREHEENTE , BEURBNEFEFAMNER. ATEREEVELRREENTRERE
FF, SEETLEEESESERNEMEE, FEEARARAFRBELSRER , F2REREA.

B R

TESZE N App Runner BRI 281 , FHEALTR THIEE
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- TRPHRESRRE.

- BRENERAEFRESERRE. BUUERAPHRBERE GitHub , Bitbucket 3 Amazon E
lastic Container Registry (Amazon ECR) F I B s G R EIE B AR FETR R,

23 AR5

RETAGBE L T HEWE App Runner RIEEENEVRERF : RIZFFRHKERD , YUREREAER,

® Note

MRERRIBERI B HIRE VPC EERR , BT RNBRBHBDEFHSED —REEE, &
DERVHBRBERR < REARBENRRELERE, NFFEEF , F2ELERN < &£
RERAEANITREMR > —F - X EER,

RREAGRHFERM RS

LT &EREE SN RBBEGitHubR Bitbucket PR IBHEER , MR EAERBITHRR
%, BRERENBMEER , App Runner X B EFRRUELABIRE, Filt |, FEEEBEITI
B, MEEAEXBITRERENFMAERNR , 352 /Bthe section called “IE4E",

BRI RBE , App Runner E2 BB S RARAEXBMMEMMEDN Docker REEHE, AR, ©ER
BT IR IRAE 2 R AR BT (B RE RV BR TS .

EREARAITREEAREXABEILRS
ERERAEMEAEXNITRRS
1. REENRBEXR.

a. FREAENHTHRIES , RARE [BE] BFEFEIUEN AWS EH.

b. MRE AWS IRF RBEEMEAEFETHRE , IBETEMEEE, BRI EZRARRFE
TR RTE



https://github.com/
https://bitbucket.org/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://github.com/
https://bitbucket.org/
https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

A Customer Account ~ N. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS tRF EERK , ISERAESEEREEEN "R, HEH. &2 Create service

(B BR).
AWS App Runner X App Runner > Services Services X
Services

Services

Connected & App Runner Services (2) info Create service

Netw

Auty ‘ Q Filter services ‘ | .
Service name v | status v | Default domain [ | incoming traffic Created v | Lastactivity v

D tation [4
pythonTest-bb-repo @© Running https://vmijhaczpwop... Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC
pythonTest © Running https://jtstcs2vdw.pu.. Public 9/6/2023, 8:30:17 PM, 9/6/2023,8:30:17 PMUTC

c. k "RREHF, BEM "HFEL BES , RE "REEARREREES. 45 REES. 8
ﬂo
d. EERMHERE, BREFEF - GitHubZ L4,

e. ETHR, ARZAERABNREMEEZEIIRFSER , SUBE 18] AR , TREHRGEFFH
EREI R FEEEEN IR SABNBE,

f. # "FRE)F, BERESEARAEABNREE,
Y Tox%, | EREEREBEND X
ERRE D  BARTFEARAEXBNEEEN RRHEFETNE &

(® Note

BEM start ETEREEENRRE FHIT, BARFETHERRBEEBHEE, W
REREMEEEE  MEKERARFERE &
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a. 1 "HERE., BRYP,EE "FH, R "B,

MFEBEBFZNESZEH , F2Rthe section called “FBEFTE",
b. igj%-lt_io
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FMBABER

Source and deployment i

Choose the source for your App Runner service and the way it's deployed.

Source and deployment

Source

Repository type

() Container registry

Deploy your service using a container image stored in a

container registry.

) Source code repository

Deploy your service using the code hosted in a source
repository.

Provider
Choose the provider where you hast your code repository.

GitHub

Github Connection infe

App Runner deploys your source code by installing an app called "AWS Connector for GitHub” in your account. You can
install this app in your main GitHub account or in a GitHub organization.

| myGitHub v ‘ Add new
Repository

| python-hello v ‘ &
Branch

| main v ‘ C

Source directory

The build and start commands will execute in this directory. App Runner defaults to the root directory if you don't specify a directory here.

[/

Leading and trailing slashes (*/™) are not required. Valid examples: "apps/targetapp”, "/apps/targetapp/", " /targetapp”

Deployment settings

Deployment trigger

() Manual

Start each deployment yourself using the App Runner

console or AWS CLI.

@ Automatic

Every push to this branch that affects files in the
specified Source directory deploys a new version of your
service.

AR
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3. RERAENAE

a. 7 [REMAZBEEL , 8N ERER), B [REMERE] (MRENEHRETZE App
Runner fAREHER) , IR E [FARMBREER (WRAB).

® Note

App Runner BEEX 2 BEEBEABARERF RN — S0 ETHEN —BH %,
EEM—{E5 , App Runner XX HEI—L£E , T RFFEEES AP
A

b. RHETFIBEERE :

- HITHEER — EREARNSEXEEATRER.

- BEa T —BARRAERAREERAR NG S, EVRRESRENIEREARRE
B HE SR,

- BT — BARKE Web RBENIES,
- EEIE — WA Web IRIEIZEDN IP EIZE,
C. igj%-lt_io
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Configure build

Build settings

Configuration file

© Configure all settings here Use a configuration file
Specify all settings for your service here in the App Let App Runner read your configuration from the
Runner console. apprunneryaml file in your source repository.
Runtime

Choose an App Runner runtime for your service.

Python 3 v

Build command
This command runs in the root directory of your repository when a new code version is deployed. Use it to install dependencies or compile
your code,

pip install -r requirements.txt

Start command
This command runs in the root directory of your service to start the service processes. Use it to start a webserver for your service. The
command can access environment variables that App Runner and you defined

python server.py

Port
Your service uses this IP port.

8080 o

4. RELHIRKE.
a. T [RER®] EEWN RBRE] BERP G ARBEE.
(® Note
FEEMRBREBDEELEN , AIREFERARANERE,

b. EEMMEBFANEHMREUFELENEARIER,
C. igj%-l:_io
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Configure service

Service settings

Service name

python-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation.

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

» Additional configuration

» Auto scaling info

Configure automatic scaling behavior.

» Health check info

Configure load balancer health checks.

b Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel Previous m

5. H[eRIEYV)HEL K WEESWANFIAEFHEER , RAREBE [BIUXE]
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BR  MRRNBIURE , TRESETRBERR , HhE8SHRBH "REL B#8.

T Create senve in progress,

App Runner Services

python-test .. actioms ¥ || G

Service overview

Status Servioe ARN
© Operation in progress (3 arrcawsapprunnerus-east-21 234567850 Iservice)python-
Defa test /T XA T280ca2 A0 ER 1 ThSehdc el 258
efaul
hitps.f fgpuadi n[A Source
D brttpes:/ fgrthub com,fyour_acccunt fpython-hello/maln £
Legs Configuration Metrics Custom domains
Activity (1] e
Q 1 ®
Event Status Started v Ended
Craate service Pending Gf22/2021, 71259 PM UTC

6. MFRENRBEEHNT.

a. EREEXRIREEL , SERERESE #1794, .
b. BEFENRMBEE, EREREMILN URL,
c. FERENBULHREFRLERELEEET,

FEHAEAREXHNITES AP REEXIFE LR AWS CLI

EEFAEARENHITES API B R AWS CLI , SR CreateService API B, WEFFHER
Mghfl , FH5SBICreateService, MRERZE —REARKRENXNIBFEFE (2 Bitbucket) WIS EHEB
GitHub Stk F RS , 5555 CreateConnection, JE&¥E App Runner ME#ZERMHEEWABS
WREZERILER. NERAEXMTRERNFMERN , 52 [Bthe section called “E#R",

WRMIEEF R Service YN R INEIE "Status”: "CREATING" , BN REARESRBEN,

BREAFARRH , 5528 AWS App Runner APl 2Z f Bl R RIEZRHERS
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html#API_CreateService_Example_1

AWS App Runner HBEABER

#£ Amazon ECR MG Rl 2 RIE

LTEERPELHRRRMIFZE Amazon ECR FHARESEMEGR , t{AE Y EAEN TSR
. Amazon ECR 2 — 1B AWS fR#%. Hitk , HEERIE Amazon ECR BMEEV k% , BEEAERRE
RFITERMIESMHLE Amazon ECR BIMEF TN EFEERAE,

® Note

FHAE Amazon ECR N HEBR A2 BEFEHA, Atk , MMREBHREIEFREFE Amazon ECR 2
o, AITEEEFERAR,

BN RIEE | App Runner R B FTIRREH cRBEN TR TERNRKRE. TEEBRTRE
BEEE,

WMEFRES , F2H LEARE.
ERAEREXNMTREIEAERGETRY
ERERAE M EAEXNITRRE

1. REENRBEXR.

a. FREAENITHRIES , RRE [BE] FETEIUEN AWS EH.

b. MREAWS IRF REEMEAEFETHRERE  AIERESNEEE., EEZEZRAERFE
TR RTE

A Customer Account ~ N. Virginia ~ Support ~

Get started with App Runner

Create an App Runner service

MR AWS tRF EERE , AISBEREEEREBEN "R, BEH. ##2 Create service
(B BRE).
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

AWS App Runner X App Runner > Services Services X
. Services
Services Vie
Connected t: q
onnected sccounts App Runner Services (2) info Create service
etworl ion
onfiguration ‘ Q Filter services ‘ 1 (0]
Service name v | status v Default domain [4 | Incoming traffic Created v Last activity v
D tation [4
pythonTest-bb-repo @ Running https://vmijhgczpw.p... Public 9/6/2023, 8:44:59 PM 9/6/2023, 8:44:59 PM UTC
any text in the filter text
pythonTest @ Running https://jtstes2vaw.pu... Public 9/6/2023, 8:30:17 PM 9/6/2023, 8:30:17 PMUTC

« Choose a service name to go to
rd console

+ Choose a service domain to
open the service web app page

Learn more 4

Image-b

Code-b;

c. X [RREZHE) BEH KR BT , B [AHEEER] M [FREEE]
d. #¥ "R#tE, K FEEREIZGNREMHRE .

« Amazon ECR — Ff#7 Amazon ECR FHFAE M,

+ Amazon ECR A Bl — 1Ff47E Amazon ECR 2\ [E 5 A i /T 2\ B FEENE &
e. &MY THRBHGURIL ,IRE TEE, .,
f. & [EZH Amazon ECR A=MR&] $FE LT  HHRRERFE , ENTERENFHRE,
g. SHHMRGER , BENEERBNRERGET (FINSH) , REREEZ [EE].

Select Amazon ECR container image X

Choose an image repository and tag in the Amazon ECR registry of your AWS account
jane to deploy to your App Runner service. To deploy a container image of a different
AWS Account, cancel and paste the image URL

Image repository

test-image v
Image tag
latest v
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2. WELHEHE.

a. 1 "HERE., BRYP,EE "FH, R "B,

® Note

AR HITEEF X Amazon ECR ABHMEEN HEZE , LAX& Amazon ECR f#
EFEDBREEREFTE AWS 1R ETE KRS RS,

MFEBEBFEZNESZEH , F2Rthe section called “FBEFTE",

b. [Amazon ECR 12f{#&] ¥{/A ECR TN AR , FEEBERFHANRERKAEG , SREEIFA
B, MREFEAFHIR , WU IREELBRER IAM EHREAE,

C. igj%-lt_io




AWS App Runner

FMBABER

Source and deployment i«

Choose the source for your App Runner service and the way it's deployed.

Source
Repository type
© Container registry Source code repository
Deploy your service from a container image stored in a Deploy your service from code hosted in a source code
container registry. repository.
Provider
O Amazon ECR Amazon ECR Public

Container image URI
Enter a URI to an image you can access, or browse images in your Amazon ECR account.

123456789012 dkr.ecr.us-east-2.amazonaws.comy/test-image:tatest

Deployment settings

Deployment trigger
Manual 0 Automatic
Start each deployment yoursetf using the App Runner App Runner monitors your registry and deploys a new
console o AWS CLE version of your service for each image push.

ECR access role Info
This role gives App Runner permission to access ECR. To create a custom role, go to the I1AM consoie E

0 Create new service role

Use existing service role

Service role name
The name of an 1AM role that App Runner creates in your account with an attached managed policy for ECR access.

AppRunnerECRAccessRole

Cancel

B BRH
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3. RELHR.

a. 1 [RER®] EEMN RBRE] BERYP , B ARBEBNRBALEEN 1P ERER,

® Note
FIE B RERER 2EELN , IREFTEARMNARE,

b. (E#EFEt) BEAMEHMREUFESEARIANER,
C. igj%-lt_io
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FMBABER

Configure service i

Service settings

Service name

image-test

Enter a unigue name. Use letters, numbers, and dashes. Can't be changed after service creation,

Virtual CPU & memory
1vCPU v 2GB v

Environment variables — optional
Key-value pairs that you can use to store custom configuration values.

No environment variables have been configured.

Add environment variable

Port
Your service uses this IP port.
8080 o

P Additional configuration

» Auto scaling info
Configure automatic scaling behavior,

» Health check info

Configure load balancer health checks.

» Security info
Specify an Instance role and an AWS KMS encryption key

» Tags info

Use tags to search and filter your resources, track your AWS costs, and contol access permissions.

Cancel

B BRH
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4. HE[mRYEY]HEL  BESEWANATEFHEER , RARBRE [(BIUXIE]

R MRRIEMER  AFRESBERBRBERR , URHREN TRE. BE#.

T Create SETViOE i) progress,

imagE-l’ES‘t tafa Actions ¥ i}

Service overview

Status Service ARN

© Operation in progress 3 smrwsapprunnerus-east-2 1 2345678901 Tservicefimage-
st/ Oebb SebSF295 496 30be D 24 2 B0 S0 1

Fitep 2 3t f win [ e
E 123456 TEH0 2. dkr pix, Lri-East- 2 B ron dws Loy ho-bist - imagelates [
Bctivity Logs Configuration Metrics Custom domaing
Activity (1) inta
Q 1 0]
Event Sratues Searted - Ended
Create service 17 progress Bf22/2021, TEA5AZ PM UTC

5. WREHRBEEHNT,

a. ERBEXRREEL 6 FEERBRES "7
b. BERERRMEE. ERERBMEUEMN URL.
c. fEREHMLLRMTEEREEEET,

FERERREFEITE APl SRR BB EIZRTE AWS CLI
EEFRAERARERHITEE API B3 R# AWS CLI , SiFEIY CreateServiceAPI Bk,

IR IYE G B 2h B fE H B R Service Y14 |, B RGBS BA "Status": "CREATING",

BRAFAARH , 5528 AWS App Runner AP| 222 i iy £ 2R R R 1713 E IR 15

EEXMHEREANAITRIRES

RIGFEE I App Runner BRF B UL EIZE I R MBVERERFA R |, BT T3 E P — BB F,

« FBREBHthe section called “HE L R P B B SRR R
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AWS App Runner HBEABER
- MRERFHHAEFEIRER , FETSLENEE  RAREFERK.

« 2R App Runner IR B RBEEIRB AN , FERAMNRYE , M SHRER
gEO

REEITEM

BRLIEBEREFETRZES S NEREFEITER API 5 AWS CLI.

EREARRATEAETRAEERXRMNEREXMNITSR

Rebuild with updates

BUBRBEERASERRMAR, BREEEERE , CEERK 2 , MES L IEHENIRER
FREBEE, MEFMER , 52 the section called “EEEE T RIE

156 PR S BB 222 Kk AU AR %
1. BIERBEE LN "HEE, RSIER A RREE "HFE.

EHSHBEERR  HPBERSMEEMNEE.
2. ETLENEE IEREERTIREASELEE.
3. EE[REFIELEE]

BRI AR EER [Ro8K] REIBRH LEEERE,

Rebuild without updates
MREREFEEBRBELRR , BAINETEXHERRHAERENE LT ERRE.
HEERAMAVRB A ERR
- EERBEEALAN TEE,

B AR EER o8] REIEH LEEERE,

o MREHNIRBEEBREYN , BRRBRPHREHEEIS RiEE1Tthe section called “#EEE TR
HEITVLENEE  ARAREBEHRE.

EREAERXTEX TR AERARNERAEXIITH 116
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EAERAEFETSR APl REZXMNEHEFETRRHE AWS CLI

Rebuild with updates

EEERRMAVRE

1. IREBFHIERthe section called “#EE£3E 7 R HEERNERER,
2. R EREEN D XM GEREKRERNEABETSVLENESE,

3. BEFERAFNRABRNBREFEIRERGERFEESH T UpdateServiceAP| BIfEREE,
EREFETSHERBEREFRERINIER,

Example EAEFMETER
ETHEH S  REXBREHRFEEEEET. NESEFPortA80,
ENERBEGHNEREFETHRBH input. jsonXX ¥

{

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b0df550fe98a71fa",
"SourceConfiguration": {
"ImageRepository": {
"ImageConfiguration": {
"Port": "80"
}
}
}
}

0y UpdateService API Bk,

aws apprunner update-service
--cli-input-json file://input.json

Rebuild without updates

£ E# A App Runner AP| EZ % A RIS AWS CLI , 20 UpdateServiceAP| B4 71 ¥ AR
BORESZREETEAEE, EELNRKAZANRERARER Runner WERRFREE M KB ,
BEEEMTETER.
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BB EAEARASEAERNAT

EREPRE R AWS App Runner , IR EEARERARE — REMREDRREHRE, ERAER
EBITHEREERETENRE , YiSEHWERRERIBER P,

REFERAETRATAE , SEAEXNREMEEZE App Runner [RIBH 5%, ETARRESE
REPHHRERE , LT URRBEREETHIFIRER. BARF Runner 124t 7 ME 5 AR EE 2R
% EBNFE.

BB A

App Runner 2 T 3753% , RELHEARATENEHL SN,

BEEE

ECRERBNIFERSELE (CI/ICD) 1TAK , FEREDHE. BRARFETRERENER®
HRBFRENER.

B&FRE — SELETHRGRAHETREFHRE , SEHHREIHEEINKNBERER , App
Runner #& BB HEFRNEHRE , MEFRIE - THNERE.

KBFRE-BELRFTNREIMEEINNBEREPETERWNIFE 56 , App Runner HE & &
MEEFFE. RARARRERTHNEESISBREDHNE , FILFHLBRERIRE & B W1
FEEBLHENHEE.

- EEE % (FHERE &) — ERECEMRBIFA/NRE FRENERE, NRENFREKRER

e, ESWEREFREMNFB &R, Bt , EEEBRT , BHEIRFRENERR
S ERIE,

« EAFRMHEFERE &N B KKK GEERE) — RARFERRESKARENEETSHRET

HE  AMUEEEREFETERFESPNEIMNSERTSH/RADNE. At , BLAERF
BB RFEBLERFE K NHEENEE,

(® Note

FERAEXHITERTZE Amazon ECR 2 HMREGER BEEPE , AKX Amazon ECR RFE
FEBREERIBATE AWS IRE TR /R F K BRE&,
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FBHE

FMBABER

ELNEREBIRICBRENSESER  FEAFHIE, NREARBERENEREESLRE
HBHFRA , AITJLAREHE, WFEFHMEN , 52 H the section called “FE)FZE",

® Note
BERBTFEIELR , App Runner R TEFHREIE IR

IERBMER T A S AR ERBAIERR 5 A

- FERE —HREEERYAFREIBERRE  FE RENSERE]) EEN [BERE] BET ,
BiE [FE) = [B8).

Deployment settings

Deployment trigger

Manual
Start each deployment yourself using the App Runner

© Automatic
Every push to this branch deploys a new version of your

« API 5} AWS CLI — 7™ =R E)UpdateServicetERE |, #SourceConfiguration2

gAutoDeploymentsEnabled X Bk EFalse ANETF BB R True AR B EEB
&, CreateService

O HKREBHEFEHIE
BEBNFHNENLELHRANER . EMESH ZASHBETEEHE.
ERES L2 B ERI1E R SR
- FHHBRERBTEANIE, UKW App Runner AP 2R #§%, AWS CLIET R F
BHNEEMREMTELEFNER,
- EBNERARREEHRABTHFNEFTHE,
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https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
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AWS App Runner HBEABER

FBEE

BBFEHE K LFERREBBEBNESENE. ECERGHFEXZNHRERARARGEIEXTS
i, B@AIUSEUTRE , BRENMAERATEAN API #11TEE

® Note
ELBTFEEER , App Runner Bt TR FHEIRE R,

ERATIEP-—ELEHRBERARERMRA
App Runner console
aREHEARAMTERNETEA

1. BARERERGITREES  ARE [EH] FEPEIEN AWS EH.
2. HEWREERT , BE [RE]  ARZEENERAEXAITHERS,

IRAEETREERIR , A IS RBEES.

- App Runner Services L::.'L!l;;l: test G)

python-test . | acions v |[ C | I

Service overview

Status Service ARMN
(® Running

@ armaws:apprunnerus-east-1:12345678901 2iservice/python-

P ) test/33f9aa7cd4744fbcb 96 1085014386004
Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev [ Soures
<L =

O https:/fgithub.com/your_account/python-helle/main [

Logs Activity Metrics Observability Configuration Custom domains

ﬂ{ti“ltv ( ]} Infa

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 32272022, 6:46:22 PM UTC 3222022, 6:51:35 PM UTC

3. BEHE

FEREE 120


https://console.aws.amazon.com/apprunner

AWS App Runner

FMBABER

BR  FREBENRAE. ERBERREEL , RERESBER (FRETH]
4. FEHHBELER. ERBERREEL  BHERBEEEATH.

5. FERVHEESRY  FERBEXRRERL  EZEZRAEE — ERERBEEN

URL. MEEH Web ERREAREEES , WRBENRAILEE,

® Note

ATHRERAENMNTHREAENNZ LM , *.awsapprunner.com #FEEMELHE

BEE (PSL) ., ATEHE—SHNEZLM , NREFEEE App Runner FERR R W TE R
R B EREBRM Cookie , BEEEH__Host-RIEFM Cookie, IHEEAEEBIRA
RELPEE R ZHEILERABE (CSRF) B, MEFEZENA , 5F2H Mozilla BIE A

EHEHPREE Cookie HMH,

App Runner APl or AWS CLI

EEFRAEARIHITES API #TE AWS CLI , I StartDeploymentAP| BifE, I — B {EHE
NS EREMNRE ARN, BEERIBRERFESEERARERNREREMNE , M App Runner AJ LS K FT AR

R, MRWUHER LM EIFE , BRERER SRR,

RERAENHITERRS

B8 AWS App Runner BRISEF |, &AL
RBERE, AR EREEERYRERER , 2RELEE, ATEFWEM App Runner API, FEARE

La|

E

RESEEREE, EuUNERM B RBFHH LA

AHTHREERENMEAEXNHATREREBHNRERE.

ES -]

- EARARENIITER AP FRELNIRTE , X AWS CLI

- EREAEABTREESRERS

< (EREAEFETERE B XA S AR TS
- RRERBH ATHEN

- ER AT HAERRERBERE

- REBRBHRERERE
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AWS App Runner HBEABER

FERRERERNHITES API SR EEM IR , 5t AWS CLI
2 APl B% T REAIRATUTRMLRE, FTHEENAMMEE. ERAEL,

« UpdateServiceaction — AIAERIBRFARAUEH R ERERE.
- AL EH — BRI LLEH SourceConfigurationInstanceConfiguration,
MHealthCheckConfigurationBHHMWERE. ER , TFSourceConfiguration , &&
ESRERERARARBYRIEGIER, SXERHEEEZVREHFAREENEERTESH. ©

s=CodeRepositorysImageRepository,

18t W] BASE 3 T 31 82 AR 75 4 R Bkt 2 fEI B AR RE ERAY ARN
* AutoScalingConfigurationArn

e VpcConnectorArn

o HLEH — BEEBE CreateService BIfEF AT A
#ServiceNameHMEncryptionConfiguration28., Biz#% A REELEEEM,
BjUpdateServicetF T 2 EEL B E,

« APl EfE R — B L& CodeConfigurationfE yConfigurationSourceZ 8 (ARRBERE
BT ERN —E2SourceConfiguration) XEARepository. HIERERERT , App Runner &
ZEEFHBERECodeConfigurationValues , YR FREFNEE XHHEIUSLRE, W
B EConfigurationSource&API , App Runner €1 API FEIUEVSFIEERESRE , Y2 REHE
REBER , IFEEREERE K.

- TagResourceaction — AJEE V RBEEFW , LSBT EERBEIENREEBRNE.
- UntagResourceaction — AIEE IV REE T , UBRIREFHOER.

® Note
MRERBRBELBWIHRE VPC EiSR , ETRNBEBEHBEFEEED —RELEE, &
DNEBRVHBRBRS 2 EEARBEMRFELERL, MEFHER , F2EREEN < &£
AEARXFTREE > —E XM EEDRH,

EHEAREAATRER A RERS

TERAERAERREANITR API REARTEERH. APIEFISTHERRRY (WL-HMER) BRE
BRMERERAETRENER, ERBELHBARANELERE , BREXER. A, RER
EEALEXH , AlEHEPERREMERE , 3B App Runner {EXXHFREEE .

FERAERAREXHITE API FRELKRTE , 3 AWS CLI 122
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B R ELEN RS

1. BARERERYITREES  ARE [EH] FEPEIEH AWS EH.
2. HEUREERT , BE [RE]  ARZEEENERAEIXAITHERSE,

FRERETREERR , AP 3 SRESE.
= _ ®

J".|_:|_:. Runner Services python-test

python-test [ acions v |[ ¢ |

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

s ) test/33f9aa7cd4744fbeb961e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

D https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERBEBRREEL , EE HEE R3IER.

BR IRASEHEERPETRENEERERTE | RRNBE, REEBRMRERS.
4. BHEEFEMFMELPHRE  FEE "HREB. .
5. 1 [{AERE EEL , #TENEE K AREE REFEEE]

® Note

MRERBBRI B HIRE VPC EERR , BT RNBRBUBEFSSER —RNUEEE, &
UERVHBRBRNREARBENRRELERE, NFFEEF , F2ELERN < &£
REAREANITREMR > —F - X IEERA,

EREARASTRERERERS 123


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

{52 F FE 72 1B 1T 2R G 1B SO I 1 AR A

BB HEH App Runner BRIEEF |, BRI EUE R App Runner G IR M ARRBFE—H o HERE
EEINELHEERE, BREAMY  EUNERRBEFITEERERABHEEBENREARKRBARS, &
EXHERETRELESEEFEAEFEY API RENSRERE. NEFNEF , F20 EAEFET

SE,

® Note
MREBBRBELELRE VPC BER , BT RNBRBHEBEFSEER —RMEERE, &7
B R ARFB R =R 2 & (2 A BRI E AR E LL ARG, MR/EFMEHS , SRR EEH < &
REAREXATHREE > —F X HEIEERN,

ARE RIS Ay AT BB

AWS App Runner &2 AWS BRIFER , BER App Runner R EEHEZNTERMTEESH, W
TEHMET  F2E TEAMT,

App Runner XA — LB MThEE , WBEBFEAMEA. ObservabilityConfiguration &R A& L
REFNRBEHRETESEEERER. ELARTNEREFRETHRRER , EAEFETRENES
ZRE—E, RETHEEMEERTEN. WRETRME , App Runner 2R HMTERH ATERIMERE,

BT LAE 218 App Runner R B AE—THEMRE , UERECMEEHRNTHEEMTA, W
EHMET |, F2E the section called “TLEE IR,

& T LAGE R AT BRI M AR RERRTE T B TR ER A ThRE

- B — EMEARAARECERRAEZHZ THEFUNERE, NFERNFHER ,
B : the section called “X-Ray iB#”,

3
$

EEAEH A
FRTYHEF—ESEEE App Runner FRIEHY AT ER 245 -
App Runner console

ERER App Runner TR A2 VR , REREMEERE | B LUARKERE THREMLI
g, EREHAEELNEEMERER S

ERERREFETRRE E X B RS 124
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» Networking info

Configure the way your service communicates with other applications, services, and resources

¥ Observability

Configure observability tooling

Configure observability tooling
(P Tracing with AWS X-Ray
X-Ray tracing for your application. For pricing information, see AWS X-Ray pricing

App Runner APl or AWS CLI

B & CreateService 5}, UpdateServiceApp Runner AP| iR | {8 A LA
FObservabilityConfigurationZ8 ¥4 REXA THEMIIEE , YR BN RBIEE TSN
REER

ERTERAREXZITER AP BEREEEN TBEELEREE R,

« CreateObservabilityConfiguration— %2 3 3789 1] 818 14 1R B R ¥ IR AR EMIEET .

- ListObservabilityConfigurations— {EEI EE S EABE R B BN AHARTEEE AWS tRF , URRBEE
o

» DescribeObservabilityConfiguration— & [5] 7] #5514 A BB Y ST IR,

« DeleteObservabilityConfiguration— il Bk AT &L RIME AR RE . 87T SAR R4S ESRT IR A S ST E A
FARAIEET, MBREER. AWS IRF

ERA T AEIRRERBRE

HRELINEE , 5 AWS App Runner BB EREREESRZMN. W , BURFLE—EAREEFTHEE
M auto TER1TAR. & , CUREZSERAMERBEREMEN TEEMURE. EAEFETRAFEE
FAEBWIREERAZRE. FRITHEMEERRENER , REBUEREERN Amazon R
£ (ARN) R ft4e — = Z @ App Runner AR %,

FEARERF Runner BT HHEEER TAIXENEEER -
- BEBER

REEIR 125
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https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
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- ATEAME

- VPC ##H

ELEYRNXHFEHRHEETARENEEREFNERA,
ERATRERERNNEELR - ERFTHFENEE.

« BETIR — REEREFRTUREBIIRE. BBRENTHEEMERERETRNMELREERN R
Bl, EELBRT , SEKREAERE —EAEBN —EARFZRAMET. HEBRNZSEETREAESR
HEN B BN EMNETRER. SAUHEHTRNRGFEATRNAREE. YRESEEE , &7
LT IB ZEIEET |, SRR ERHIMRE.

BOBRBEINE —EERAREIMSEITRER 1. EAHREBNREER AR EEENE
FTRRGRTS (& 2 BHTR ) o LA App Runner BRFSE24F E MV BEL B (£ 5T IR AN SR BL i AV B 37 W A< 1E B3
B,

« HA —BULEZSEARARAATHRREBHAAE-REER. NRECABZEELRBE <R
MHERNERE K EEREM. HHR , MRENEREBITRA |, &7 LR E 2 18 IR #5 LAE£ F AR
RIMETMRA. BUNERERERBEAREE , MAREITMRMTIRE, B EXRENE
ARZEHBSELEM BB EWAREN. WFFRERRENFMENR , 52 Hthe section called

“ =3
faEE",

- EREE — SULEARARIMTHRREYNMBRRE, SELEERERRE. ARy, HRX
BRIETTMRANER , EUNEYRAGERBBNFEITRE , LR EHRERE,

® Note

B auto IRE , BAILMERBAEFETREHANERAERFETSR AP fIZEENZ
Bi55]. BARFETREHENEAREFETSR AP i A SIMREENBET. WEFAE
A, F2REERAEXITHREEH.

HREMEERE (SIMATSIMEE ) , B£REEER App Runner 258 RIZE B E@EE
AIMMEE, BEEVESER , XMERERTE , ELAEREBRAENINITER APL

- BREE — S ASEREBERRENH —HEZBASITRABEREEE AWS EiF, R
EFELRE , AL ALMREEEBIEZLTDEE] , THRBIESEE, HRN auto BEREER
5] BRLEREREFRETREFARERRERETSE API ASEMBR. WEFMBEN K F2HE
BEEAESHTHEEH. EXEFTRAERAERI#ITES API RUMBREMGER, MEERENFEER ,
$52: 8 the section called “FE RIB1TER & RELEE",

REEIR 126
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FMBABER

- BERNEN — ST EELEVERERNENER, SURSELDEAFNER (Hlm,
Bt X-Ray Bi#tEs , BMEEXFIEE AWS X-Ray EA ) , ER¥ KA App Runner IRFEE& TE ThBEH

App Runner fAREERAITEEEER,

RERBHRERERE

AWS App Runner ZB#{TREREREREZBRBIR SR, FRNERRERER
TCP, EAREFETSR ping D EEENRBAVE, SRR IBREBABERES HTTP,

FEARFETERERERST HTTP FRIEN Web BEARRERF,
BA LR E—LHEES R IBREMHBANIERE, TRRPBESRIBERERETERE,

X
Fit

i
ﬂllll
S0
Fit

-3

Interval (FEFR)

P

R

TRENEE

REEFRERE

iR
App Runner AR AEWNREATEEMREREN IP BAWBE.

MRZHEBRAGERERTCP , App Runner BEERAREN EEMNE
R AR EIiE BRI AV TRER L

MRBIEEBAHERESBHTTP , App Runner 215 BEREREE
REEEFRENRRE,

FERBEFETRMEMERE HTTP @BEREFRHN URL, EEAR
HTTP &,

EERERE EHRFEBERE (AW REN).

EHEHEFR M E R R S HEFRERE D R D
(AR BEN).

#£ App Runner ¥ Ei R IEEMRERF 28] , BERINEBRERE

R

£ App Runner ¥IET RIS BEEMERT R 28T , X BB EERE

KB

FERATIEP—FESZE , BEM App Runner IREZERBEMERSE

B 155

/

EfERERERE
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App Runner console

E 8 App Runner £ A App Runner R 8 , SNFBREMEHREE |, B UREREM
ERERTE. NETENETZEAER , 552 Bthe section called “E 37" Hlthe section called “42#8",
EEMERBRT , FSREEAEHE LW [Health £ AR ERE] [EBER,

v Health check info

Configure load balancer health checks.

Protocol
The IP protocol that App Runner uses to perform health checks for your service.
TCP v
Timeout
Amount of time the load balancer waits for a health check response.
5 o seconds
Interval
Amount of time between health checks of an individual instance.
10 & seconds
Unhealthy threshold

The number of consecutive health check failures that determine an instance is unhealthy.

5 2 requests

Health threshold
The number of consecutive successful health checks that determine an instance is healthy.

1 2 requests

App Runner APl or AWS CLI

Ol CreateServicesl, UpdateServiceAP| Ei¥ER: , AT LAfEAHealthCheckConfigurationZ &%k
EERBERERERE,

MEEBSEEBNEN , 5528 AWS App Runner APl 2% & ¥lHealthCheckConfiguration®
#o

EfERERERE 128
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AWS App Runner HBEABER

EERHAEAHITE

EREPELRFEER AWS App Runner , IR ERAREARE — ARG ESHEHREHE - EREN
RFEFEHRE, ERARERF Runner X EEREHEEURBE S HRFNRENERE, A% , App Runner 7]
UEBEBRENFREYAEDBEIECHRE. ELEIEFBEERE AWSIES.

ERREFETSEBAEENERDMHEEEES, App Runner 4| A NSt EEB A D ER
WIRE, EREBNEEF=HEHRETANRKEE , App Runner EEEHRER, T E2EMAERH —L
BEEEH -

- BRI — ERAREFETS B EEEEGItHubE Bitbucket BEREE R,
A — BRI LERERERRELFRERREEREEIRFSNZE App Runner BR#E.
- BREE — 7£ App Runner & | [ LABIZFMIBRERE, TiB , BEEFEXRENELR,

- Bl — EREREGHESRAER AWS IRF FHEEMEEBNEERE AWS BE., NRZEE
LWELEE |, B FEAMBRELR , TEEERIIFNIEHEIIRS, BALFEA App Runner £ A
AP| IBRIERR , a1 T &EIFTIRthe section called “BIEEMR", MEFMERN , 552 [ the section called
‘EERETSREREE

B ERR
FATIHER—EHLEELNERARIBTEER !
App Runner console

E&MER App Runner A EZVRKKR  LERHEERFEEN. ETLAEMEEILERER.
EEEEP , A SUREERD Z ANERIBR GitHub = Bitbucket tRF , =2 ERIIFIRF . HE
i, BARFETRACAZ—EERER, HRHMNER K RERHESERETHRERER ,
RETRERER, TREEEIEETRILERF.

EHAEERAANEERAEENER. NREERMRBIFRIAITER , RIT T RERBRE
BF, SOUURBRIEBEANER. TIEFERNNMNEEM#TFERRMEER.

EIREIRF R ERR

1. FAREAERSTHRERE  ARE [BE] BEHRIEN AWS E3.
2. HEUREERTF , BRIEF [ERAIRF]

IRAERESRENOIRFINREERHEEREE,
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AWS App Runner HBEABER

= ®

App Runner » Connected accounts

Connected accounts

Connected accounts and organizations (1) info Add new

Q, Filter connections 1 &
Name [4 v | status v Provider v | Created v | arN v
GitHub-account @ Available GitHub 8/22/2023, 9:43:37 PM ... @ arn:aws:ap...

3. BHEEWLNEEERE FNEMERNTTIIHESP—EEE

- FARX GitHub /Bitbucket 1k F BB — BIFERE T,
« ERRERXE — BHER AR [BIMF) DERTFERE [ERAXE]. ERAE5IBETRER

HRERF.
o [MIBRIERR] — BEUELR , AR [BF] ShAERPEE [MER]. EHRMERER EARBFLETR
.

App Runner APl or AWS CLI
BOEA T EARENHITEE AP BIEREEENELR,
« CreateConnection— B FHEREERFNER, BUER2ZR , BH4AFEH App Runner £
EEFBTRBRIRIE, HiBESE L —EPETRHA,
« ListConnections— {EE ELR BB FE RN FITRREREE AWS 1R,

+ DeleteConnection— MIBRIELR, MBEIZEZNMNEREEE , B EEEMBRALEMNIELRE AWS R
E,

EEEARAHNITRED

AWS App Runner BEI R &M App Runner EFR R ERIMEREEER , HAIRHTER. B2
ENERELERREHEENERERE Y ERESEREBEMLR,

B EhiE L B

BT LARR E & E S SR AR R auto IEE1TH. ERARERF Runner i£718
AAutoScalingConfiguration A £ Z & R P H#EE auto MEMGRIE, BRI BIWHER LM auto BEIR
FERE  ARESHERERE. STMHERBHEBH c® , SUEEERER, SO UERL
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateConnection.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListConnections.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteConnection.html

AWS App Runner HBEABER

MBRBHRERERBYBES , BEEEUFNEDRRERE, BEYHHN auto BEFRRBEER , &7
LU HER RIS E VBN |, WREEE U RERBNEF.

A MEET

auto FHELLFIREEEBBMEFIRAEET, BEEABNZEESITREAEEHERN BB TRENIEET
WRERE. BRI H AR auto ERRAIEATRMNEREER IS THAMSENER. BRERES
B, B gL EEET , MHBRERMNRE. SEERARBRZ LA 10 @k —H auto FAE

EREERBNRZ 5 BB, MREEZFNREFEEIES , AITJUMBR—E , ARBEILS

— {8 LPR. App Runner # R AFFEMBRBREAMRPBER EERTBHRBEANEE., WHEERENF
& , 5520 the section called “fEFE(TES ERELEE

RETARAERE

BB HEH App Runner BRIGEF |, BRI LU M auto FARRERTEER. =B auto EREER AIE
o, MREEKRIEM , App Runner SIRMETEERM auto MHGRE , HHhEBEEBEE. auto MHKELEIhAE

AERMERE E KRR auto BHREERIEE , MAREM App Runner IR BARERE. —B&IE

ES— i auto BNERMAREATERE , FEEN S EHIERATARERE future BEXWFRIE. WY
BREETEFELANARBRERERN R,

£/ auto ER KR E R

IET LAIE 218 App Runner FRIEZ B FHE — auto IEERE , UEARKRKEEHEMN auto BEETAH.
WEFEMEA App Runner £ A% App Runner API 587 auto AERIERENFHEN , FSREAXREE
HEEE, NETHAERNESZ —BREN , 52 [the section called “BLEEIR,

A IERE
&R LARRE T 31 auto MERGRRE

« RAWTRE —TREMEENITERHE LR, EXTERMBBEBUERERS  BREXH
TRRERER RS,

o RKDER — BHRBAIRAENHTEREE LR, ERTAREERBEAENZSHITERR
B

« &/NK/N— App Runner Al RIEHYBRBMAENHATEEHE TR, RE-—EELFEEBENME
HITER, AT -LHYTEREIDRERE. HFHo BRFENEINENET R BB —5
2, TRERE, EFEXVMEMEIATERNCEREAERER. EREXNEAFTFEN
CPU fEA X,

ABRE =



AWS App Runner HBEABER

® Note

VCPU BERFtBEREEARA TR TREBBREENHTEREE. ERERERBHH
Fargate fEiE vCPU BiRFHEM AT A AE. AWS Fargate (Fargate) & ERRERFH
vCPU BB ERERIZESEEE , FFFEA P Service Quotas £ A, AWS Management
Console N FF#ME A , 552 B Amazon BB IRAWS Fargate B %5 8 A Bi5mE I BRI EL
5,

EIERIEH auto FAE

FERATYEF—FESEEE App Runner FRIEH auto FHERIE -

App Runner console

E&FE A App Runner XA E L RBEHEFREHERER , LA LUIEE auto IEEERE.

® Note
BB EEREAEBA auto MERESEITIRE , BNRBSEMTE.

auto Scaling R EEHRMEEREE , JAEWRKEREBDHRABRIE,

- RIEMRABERERAMEFT-1t "HAEAE, THNFERRE—EE, HHFOVIEFTRAEER
EHEMOTHNBES, NRFEEFEENNEMBRSF , F1 TRF THXBFEPATIE
1. BRTRRA B REEREENE R

o BEEIIIERIE auto FEEE , B "EI ., HEERAPIEI "EIH ASC. . EXREB
F¥718 B5T B8 auto LA, REEME. WA auto ARLHISENERBLEZBNE, REERE
EY [#1i8]. App Runner BRI auto MUEEER , WREZT "B8fK. B , WEE
WHERHBE

« MEMWEIRFRAMET- Bk "BEAR, THXNFETERARLRE, ARk "B, e
RIZEN "I ASC MRL - ENSRRE "HIEEFT B auto AELLA|, BREEHE. B A auto FHE
L2 HEE, RERRE [¥#]. App Runner /&8I —ERTHY auto MERBELEIEFTMR , WAEE
RO B BRI |, B E W BRI AR

EERBEH auto FAE 132


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-quotas.html#service-quotas-fargate
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¥ Auto scaling info

Configure automatic scaling behavior.

Auto scaling configurations

Existing configurations

Medium-capacity v v2 v

Concurrenc Y

80 requests

Minimum size

8 instance(s)

Maximum size

12 instances

App Runner APl or AWS CLI

E &I 1Y CreateServices, UpdateServiceApp Runner AP BY{ERF | IR A] LAfE
FAutoScalingConfigurationArnB8 A LN RKIEE auto BIRBRIEREEIR.

T—HRHERE auto ERFREERVIESI,

EIE auto PEREEIR

FERTYEF—ESEZEBEEIRFM App Runner auto IERBELEFMIEET :
App Runner console

EE auto FRAERTE

auto HERBEEIH T BERFHPRENEBRREE, SAELER LAZMNER auto iR
REE A ARRECMIEHE—EHZME App Runner IR

R LA EE BT T 5ME —THIESR -

« B auto MHERE.
- AEEM auto AEBFEHERERE T FHIEET IR,

EE auto REREER 133


https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateService.html
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« MHBER auto FAELLHILERE,
« 7% auto MEHMAERESRE ATERE,

I
®

App Runner ) Auto scaling configuration

Auto scaling configuration

Auto scaling configurations (4) info Create

List of the available auto scaling configurations. Auto scaling configuration defines settings for instances used to process the web requests
Q Fi 1 &
Configuration name A | Status v Revisions ¥ | Date created v Date updated v
DefaultConfiguration (X © Not-in-use 1 5/18/2021, 12:00:00 AM UTC
High-capacity © Not-in-use 2 9/7/2023,10:21:03 PM UTC 9/7/2023, 11:24:13 PM UTC
Low-capacity © In-use 2 S/8/2023, 10:35:54 PM UTC 9/8/2023, 10:36:44 PM UTC
Medium-capacity @ In-use 2 9/7/2023,10:32:45 PM UTC 9/7/2023, 10:33:46 PM UTC
= ]
EEIRFPH auto AERTE
. 4= Y 4 =
1. BARERERSITREES  ARE [EH] FEPEIEN AWS EH.
B EEZe > == 3 — = 1
2. EEEBKRD  BIZ [BBRENERE]. TRSEETERFHH auto AEREBE,

IBRAE A LABAT T IME — TR,
- BEREVHH auto MHERE , BB TITRAT.

a. HEAPMAEREEL , #REEIL

B auto ARRIEHEEBEEPERER,
b. EABRBELER, WI1T. ZRPRKDPREAKDMIE,
c. (EEM MRLEFHEER K FEN (BDHHER]. RAETHANFTERLBWA T8
Moo TEL (FE),
d. BRI,
- EEABEAEMN auto FRBFIEHEETTHBITRAE , HERBRT ISR,

a. HEDREBAEETEEL , ENFEMBITRAN 2AESZEHERERT. REIRE
"EpEL ThREREEN TEIMIERTL o

2 125]] EEFERVE R,
b. B, @A "¥1T, . "&DKD M TERRKRD BE

B auto FBBREER 134


https://console.aws.amazon.com/apprunner
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c. (BEHM) MREEHRERRE A FEN[BBFER]. AREHEANFZRLEAAN TR
BaMTMELS (),

d. EHE,
= ZMBR auto MEMAERE | FFEE TR,

a. T [BBRBLIRE) EEL , BENEEEMBR2ERSZENER,
b. % "BifE. ThRERIERL "MIERL o
c. EHEMEMER , FEMBYFEL AR (MR, BRI, FHER "BUHL -

® Note
App Runner R LM EREIEARFREATERE , EAEAPHIRE B &l
EREFEATF,

HEHR auto MABRERERTARE , FERBTILZRHNIT,

a. H[EHDREBLAERE) EEL  EREEERTEAARENEREZENERZE,

b. & "EME. WRERPIERN "HRAERE. -

c. BET—EYFEAIR , BHE App Runner #&E A &FIETREAEE LN FIE R
B TARRERE . 1B [FERD] LR, SRIFFENR "BUH.

® Note
- B8 auto BIEREEREREREAARER , RNSBBKEERA
& future B M KT ARG MY FRERAEAE,
- FTNFEREBEETEXLE LN ARE RBERER BB

- MREBEENMET auto MHMEEERIEETHR , B App Runner #E&H#RA
B E RFREFBRA,

EEBET

EHAEEE—EEE , ARAIEMEEBEA auto Scaling EFITIRANREBBEREER]. £ "BH
ARERFESEESE EELENEREE , UFRLER,

BRI LAfe TEBMEMIEET . EEBT T HME—RER

EHE auto HEREER 135




AWS App Runner BIRA RIS
« BMHH auto MERIERTARAS,
* #& auto MEPAEREMERT RASERE A TR Eo
« MIBRIERT,
- MIBREEME auto MERECE , BIEATARABAVIERT,
« WBETRAAVEERFEE A
- REBFT BN RBEEE,
- BFASIRBAVIEETIRA,

= ®

App Runner » Auto scaling configuration » Medium-capacity

Medium—capaCity Delete configuration

Auto scaling versions (2) info Create revision

Revisions created under this Auto scaling configuration.

Q, Filter configuration by name 1 &
Configuration name 'y | Status v | Date created v
Medium-capacity (v1) @ Mot-in-use 9/7/2023, 10:32:49 PM UTC
Medium-capacity (v2) @ In-use 9/7/2023, 10:33:46 PM UTC

EEIRF M auto MBHUEET

1. BARERERIITHREES  ARE [EH] FEPEIEH AWS EH.

2. EEEERYT , BEF (HDERRE]. TRASETEIRFE T auto REREFE, RNEE
auto FHEFREHH LN —EEFIFBUEANETIR,

3. W&, BULRAMEREN auto IRBREE , LEFBNEEHMBETRA. & auto MR
HARERNEREEEERT  BE-—(FEDRBLARBAERE, ENEREE K Mk
BIEZE, ESX "HEREMET. EE L SEEFZERNAMBBITIREEE,

4. BRETUBITFIME-REE,

FERTRAW auto ABRRRBREEIMMHIETTRAE , FEE TR,

a. 1 "EBMAUEET. EEL , EEW TEMERTRL .

23 125]] EEFERVE R,
b. #WA "¥4T, . "HPAKRDI M TRAKD WE,
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c. (BEHM) MREEHRERRE A FEN[BBFER]. AREHEANFZRLEAAN TR
BaMTMELS (),

d. EHE,
& ZMEREME auto MMRE (SEFBRBIAVIEE]) , BER T IIZBRANIT.

a. ENEMEA LA/ [MERERE].
b. EEMEEMER  FEMBDYEE LR PRI (MER], BRI, FHER "BUEL -

® Note
App Runner SRR LM EREIEARFREATERE , T AEAPHIRE B &l
EEFEATF,

HER auto MAIEFTRARERTERE , FERTILER,

a. ENEEERESEREITNISII S ENEERRE.
b. & "EME. WRERPIERN "HRAERE. -

® Note

« B auto BIIRBEREREREREAARER , RREEDREEIRS
1& future 2 37 AYHT AR T AV FEER A RS

« MNEREETSRE L ARARBRER BB
HERBEITRANBERFMET  FRRBTISEIANT
BEEUER] 5@ IBR R

TR VAR REEFAIE R (B4 ARN) EBERE T AN EERP. FSRALEFER
R EFZ Ko

HEMAEEITHABNBRBEE  FRETISRHUT.
BEEUERT 5@ IBH R

"R EREERET AN EERTD , MAMETREEFHEER TH. HRE5
HATAEA L auto AERBBRETTRNERE. F2RLEFERENEFE R,

EREEMIIBRBIETRA , FEBTIIZRAT,

EHE auto HEREER 137
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a. ERUEETE@AVRIRRE (M REE RIEEM).

FIR#E. EREETRETANSIERT , NASTHREREMAERTH. AHRES
HAFE AL auto FHRRIEHREBEITIRNVERE. FZRAUMEFEREBNERRG,
b. & "R#., AL  BREEECHZREZENETR., REBEIW [EBEEET
c. 8% ASC 15T, EWRFEENE TR, R TN BEEFNWITHAREIFIERE, REEELF
BER auto FAELLGIERBNEETIRAR T A, MREZEEFATEM auto AR LA
HRE | SBEER — &P MR Fthe section called “BIE RIEH auto FHE”,

BH TEH L LEEETEE, BRIFERN TEUR,

® Note

B F RREABEBAIEITTRAR , ENRBSEMNDE,
A ER LRE "EHREE, | TRFIEHVEB,
HREFETHREBNRBERDELNMRE , FEAEREEE "App
Runner > BR# . , ZEURE , AR "IRBEBE . @ARWE "5CEE, Ral
B®,

EHE auto HEREER 138



AWS App Runner

FMBABER

Medium-capacity

Auto scaling versions (2) infe

App Runner » Auto scaling configuration » Medium-capacity

Revisions created under this Auto scaling configuration

i (& || Actions ¥ | Create revision

®

I Delete configuration

Q, Filter configuration by name ] &
Configuration name - Status v Date created -]
Medium-capacity (v1) =) Not-in-use 97 2023, 10:32:49 PM UTC

[+ ] Medium-capacity (v2) @ In-use 9/7/2023, 10:33:46 PM UTC
Medium-capacity (v2) & X

Concurrency

B0 requests

Services (2) o

Minimum size

8 instances

App Runner services using the selected auto scaling configural

Q, Find service

Service name

myAppDev

Maximum size

12 instances

- Service ARN

c Change revision

ARN
[P am:aws:apprunner.us-east-

1:164656829171:autoscalingconfi
guration/Medium-
capacity/2/

1 @

b

ﬂ AMeawsappnunnerus-east-

1:16465682917 1iservice/myAppDev/

o pythonTest

[ am:aws:apprunnerus-east-
1:16465682917 1:service/pythonTest,
i

App Runner APl or AWS CLI

ERA TIERARR T AP BMFREEREMN auto BIIREEEEIR

« CreateAutoScalingConfiguration-2 M #T#Y auto #ERAHARESN IR B HHREM iR A1EET .

« UpdateDefaultAutoScalingConfiguration#$ auto #& k48 REE% E A TR

B E & B BhER B R IR E.
« ListAutoScalingConfigurations— & [E| EE X M BB Y auto FAEEEREE

o

+ ListServicesForAutoScalingConfiguration— 8 auto IR

:RIE

Eﬁﬁm gﬁwu auto E:ﬁﬁ

EAWSIRF , URBER

5 IR [ BA B AY e A2 Fr B 1T 28 AR %%

BREER

EIE auto

S!E"
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https://docs.aws.amazon.com/apprunner/latest/api/API_CreateAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_UpdateDefaultAutoScalingConfiguration
https://docs.aws.amazon.com/apprunner/latest/api/API_ListAutoScalingConfigurations.html
https://docs.aws.amazon.com/apprunner/latest/api/API_ListServicesForAutoScalingConfiguration

AWS App Runner HBEABER
« DescribeAutoScalingConfiguration— & [E] B auto FHEE B TEHFIR,

« DeleteAutoScalingConfiguration— B} auto S LLFIHRE, BT LAMIBRIERE auto #&
miaRE, REHAEBNFEBSITIRE , SEEFBEEMHEBEBNAEETRE. AT
i#DeleteAllRevisionsZEMBRATEIERT. MREIZEZM auto IEEBBEREE AWS 1R
B, AITEEFEEMBRAISLERN auto IEREE,

BERABRAATRERZN B REEE

BB AWS App Runner lRIE R , BARXHTHRSAHIEREEE, ERMAEPFHEAER
#ITEBMEW Fawsapprunner. comfiFl, B LAFERBEHBRBRERERBEFEITH Web FEATRE
o

(® Note

ATEBEAREAMNTEREAESNZ M | * awsapprunner.com #EEEME LA RBEE
(PSL) ., ATH—FHZLM  MREFEXE App Runner EARXHWERMBIHEBPRE
BB Cookie , BEREMFEH_ Host-BIEFM Cookie, WHCESENRELNAEEZE
VhEERRIE (CSRF) B, MEEZEH , F52 K Mozilla FEA BRI PRIEEE Cookie B
[i:1)8

MBEBEAEE , B LUEEBEE /S8 App Runner BR#E. App Runner BB FMAE 2% , BRT
App Runner 88z , SEAUEAREFREARER. S5Z W UREBEEBTHE.,

@ Note

BRI LLGREM I SwwwilBEH FEE. T8 , BRIRA API I XEILIhEE, BARFETS
258 FaFHwwwil iy F 5.

(® Note
AWS App Runner A2 #EH Route 53 FABFEEEHE ., FABEFLE R A BE] Amazon VPC it

ENREEERET. NFELEAERINFMEN , 5236 Route 53 SRAXIFHHERALE
AEEEE,
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https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeAutoScalingConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteAutoScalingConfiguration.html
https://publicsuffix.org/
https://publicsuffix.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#cookie_prefixes
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

AWS App Runner HBEABER

1% BRI EER N (EA) &M RS

BT RE B R IS AR BB | 4 ZEHS CNAME EC4%F1 DNS BER# #7118 = DNS fAIfRES. U TR EE
£t CNAME 528% %] DNS BiZscsk AR MM ERA e EEERA,

@ Note
MR EEH Amazon Route 53 A DNS /&R , App Runner EHEIF R X ERN BEERE
1 DNS RS REZELNBETMAE , LEEZRAEXNH1TEE Web EAER., EEEER App
Runner AR BT BEHERZRERN , REREEREER. UTEEBBEEEFERMT
&N

CNAME 2 8%

B8 BRI REEREE M BB , App Runner BAGRM—ERERILHFALETRERE. L&
ARELBERELHENEEENRIR ﬁ?é, (DNS) falfiR&8. #% App Runner R4 B R 5T 50 8%
M EER DNS AiREE. E% , BAREFETSHR IURR SR EHE.

(® Note

EFERHENENETREER  BFREETENR DNS AR ERRFIC K. WENAHE
REVERABETHEARIENEF , 582 Bthe section called “BE] @ /BB,

FERREFETERMER ACM RERF T, WMREIE DNS Lk EH CAA BB
iC8E 2 Mamazon.com, B A , ACM 3% 5 5% 4818 30 5 Th 22 3 I8 /Y 4835

3

BEELHE—E CAA

MREWEIEL CAA MBINEERR , 2R T JIER BRI RIS LR
- BEREENRE (CAA) EE

o IMAARREZITHER ACM BFEIFH CAASEER ?

- BRIMBEERE

(® Note

R EEH Amazon Route 53 A DNS #£/E% , App Runner @ HEIF AL ER BHERE
# DNS FCERERELWBITMAE , WEEZEAREXHITES Web ERAER . EZFER App

K BERTREEE (B EENRY 141


https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-caa.html
https://aws.amazon.com/premiumsupport/knowledge-center/acm-troubleshoot-caa-errors/

AWS App Runner HBEABER

Runner T A BT MBERERKK K REBREEEER. UATEEBTHEFERHT
EZEHA,

DNS B 1ZE52 %

#& DNS B=ZE8 R NE| DNS fRiEss A EM AR FETSRE. WREBRENEE , FAETHEE
W8 —ERE , Awww FRBEINIES —E5iK %k, A%, 7 App Runner Bl &P EFEERFRES
FEEME, EBEEFTELIENRE , ERSUKEEE 2448 N (1—2 X). BRFEHNEITHESE
# , App Runner 2R TR 2/ L 815 B 228 Web FEARE,

(® Note

ATEFHERARFETSRENFZANYE , RMEBEFEH Amazon B4R 53 EAER DNS
RS, MRETEH Amazon Route 53 REIE /N DNS foék , FBHIAK R DNS HER |
LA A% 40 ] 37 18 52 6% o

R EER Amazon Route 53 14 DNS Rfit#F | BRI LAR FHEFTE CNAME =5 & ic#%.
SHEREE | BRREEEFEARE R,

O] LAfE Amazon B&4R 53 SEMMEEEB EREE AR, & EiFEiB Amazon Route 53 lEERFHEE |
#52E Amazon Route 53 B A Bism P VM A,

WMFEBBUAITE Route 53 FERE DNS BEMIETR , 752 H Amazon Route 53 R A BIEEH IR
ERHILZNER.

MESBNAEEEMME (620 GoDaddy Shopify, Hover &) L& E DNS BENIER , FS B
HRA% 8 DNS Target RSk EY 4 E S 4o

EEEREN E AR TSR IRIEIE B E R 1
B LLEB T 5 AR IEEEE App Runner IRFSE £ BB A 81T

- R#@1E — DNS E—EGMRE , TTst 2 HIE B ARMAEBEET CNAME L&, Fln , RE
B BB R example. com , EBATLIE I CNAME 528k , A REM Hacme. example . comE|RHY
App Runner R, i , &BEEE T CNAME i28%k , S RERHexample. comERWERERH
TERE®E. EEEVRESE  FRELASHEE SR,

BB EC8#E Route 53 45 EH) , WA B CNAME B8 MLLEEUTEY :
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-routing-traffic-to-resources.html

AWS App Runner HBEABER

* Route 53 A BRMAF N FRABE LRI B RLE , RUESERNEMY, 0, WREHNEHERB
example.com , BRI EREHEXexample. comacme.example.com®E App
Runner AR ) 52 #% .

- EREERAMER., EREA Route 53 TR HEARELEHFBEHEERENERKENE,

o F#8E — Bl |, login.example.com=admin.login.example.com, &t A LURZEKwww T

HEEBANEBEEEN—BD. EAUAFHEBHE CNAME H5IE .

- BAFT — Bl , *.example.com. EEREERT , BEEFAZRwWwwwIEIE, BAREK

ERFTEEARBENEZFRE K MEREKEEBEEERAFTT. EEFTRBERNR

# : login*.example.com, *.login.example.com, B AFTRESEBFATEEETH

5, BASEVREEA SN, BESXEEEBNEZEP BB,

FERVPAEEHESEERTISENREEEE, i , login.example.comZE*.example. coms
SEAEERBEHNEFEMN CNAME,

T 51 S 5 58 7R a0 4R 5 P 2518 B R T M S BB Bk

1. example.comEEfRIEH B EAEBIRE . BUAwwwZEEIBiFIwww. example. com,
2. login.example . comEd iR # #Y % 8% B E A B B
3. *.example.comEE BE] "#kAZE, HEIEBEE,

HUH BB (BURER) BRIAE

SERLABUHRE ( BUEHEEE ) BEERBEENEARFETHRERE. EEEUEEREBEE |, App
Runner €1 L& B4 L A3 B% BB =88 Web ERRER.

(@ Note
1878 M BREE DNS fa] iR 25 EYUH B B BV B S RT 8%

ERAEFETSADEZREREERNMENES, EERIFIRTFTE AWS Certificate Manager (ACM)
o App Runner 1B M RIS ETBHRIBE R M BRIRIE R 7 RATEMBRELRE,

BEAEE

FERTYESF—ESEERE App Runner FRIEH BET#81 -

EUHES (BURER) BT 143
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® Note

ATEIFHHERRAREFETSRRENRAMY  BRMABRZREMFER Amazon iR 53 EAER DNS
REE, NRETEFEH Amazon Route 53 REIE /N DNS 5% , FBHASE A DNS HER |

LA B 48 40 o] 3 18 52 8%

WRIEAER Amazon Route 53 A DNS 1##E & | &0l A FH1E 5118 CNAME = 5l & 5 &%,

SHERBE | FFEESMER BB,

App Runner console
EREARXHMTRIEAE VRN (EF) BiIAE

1. BRERERYITREES  ARE [EH] FEPERIEN AWS EH.
2. HEUREERT , BE [RE]  ARZEEENERAEIAAITHERSE,

FERASETBEERR , EP IS RBHRE.

= App Runner Services python-test @
python-test w« [acions v | [ | 22
Service overview
Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
. . test/33f92a7cd4744fbcb 9612850143 86b0d
Default domain
https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source
D https./fgithub.com/your_account/python-helle/main [5
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC
N =
3. ERBEXRREEL , BEF [BIIHE] R5IEHK.
hY — — =
FRESRNEENRBARBN BFTRE , = [EATHEE].
BEAIEE T


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

Logs Activity Metrics Observability Configuration Custom domains

Custom domains info

No custom domains

Your service can always be found at: https://gnvmp7 tpys.us-east-1.awsapprunner.com [A

Logs Activity Metrics Observability Configuration Custom domains

Custom domains Info

my-python-test-site.com [

Status
@ Pending certificate DN5 validation

4. £ TEITAE. ERLE | RE "EE8E.
5. EFE TR EmERER,
o WRMEHBETHEIEREIB Amazon Route 53 5HHY |, 54 MEE 5 MRIEE Amazon Route
53,

a. WRTHNBFEPEN "WBEESHE) . WEESEREN Route 53 MEAEHBNTEER
1D W&,

@ Note

BHBEEREBEMERAEABTEXNERNMEE AWS IRF | £ Amazon
Route 53 fR#EZE 3 Route 53 #3iT,

b. 1ZH! DNS EaiEE,
c. EiEF "ERMEE. .
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Link custom domain i

Customn domains can be provided from Amazon or a third-party provider and must have a certificate to ensure a secure
connection

Link custom domain e

Link a eustom domain that you own. App Runner uses hittps in hyperlinks to your domain

Domain registrar
0 Amazon Route 53

) Non-Amazon

Domain registrar

| mommmmen aws.dev. (Hosted zone - Z¢ = ) Iy v

DNS record type

O ALIAS
) CNAME

Cancel Link domain

® Note

IR App Runner EREERRALR , BEHEHREERARY , B LUFEERE DNS
FOERIRMEME. MREFCEUEMRBEREE S BEREHNER , MEEERZ & MERR
FEH) DNS 1R ERSE  ReRL BB, EEEREAT , EAEFETHEMEL
BEEEEELIH, EETHK DNS HHE  FRIBUEFFNHSBISE  RRER
FHIEREETE Amazon B4R 53 Bl & 2.

« MREHETEEROEEESEREER , FAMEEMEREINE Amazon,

a. BWAREER.
b. EEF NEEWESEL .
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Link custom domain ..«

Custom domains can be provided from Amazon or a third-party provider and must have a certificate to ensure 3 secure

connection.

Link custom domain e

Link a custom domain that you own. App Runner uses hittps in hyperlnks to your domain

Domain registrar
) Amazon Route 53

O HNon-Amazon

Domain name

apprunnertestservice.com

Cancel Link domain

6. [XXE DNS] EHFEENE T,
&R Amazon Route 53 1) DNS 1247 |, Alt SR EAHEMN,

AR ITENE BBERESR Route 53 #8iE , AEAMLERNBEREN DNS i
%,

(® Note
MR EF EBUEERBENEZFHERNBEERE , B2 EE02EMRREH DNS
RAtERS , Bl App Runner EEN B BIREREE LK, &EMRUILBENTHK
DNS Al , SAHEERIT [RBRE DNS]| EEH LWL R (1) M (2) , KB oM BEFNE
FECHKE AT DNS 1Rt E,

BRBEBMFECHN DNS BRFCE |, WASHIE =M DNS ARR. AR, BRAE
FriE 1T 27 W] LABR A% 8 R A SR B R

(® Note
EEEBH\OEHNBTREERE , FRETENR DNS [iREMRERRERT
%o

EEBTAEE a7



AWS App Runner

FMBABER

- MEEHRERERENFHEN , FSBAWS Certificate Manager A IEEF

Y DNS B,

- WEMAFEHR Amazon Route 53 BB C#5XE DNS BEEZMMHBEN , F2[Bthe

section called “%E Amazon 4% 53 BI B L%,

WMREFERBR Amazon BE#R 53 LASNEY DNS 24R , FRBUT S RIRE,

BRBERFTCHEN DNS BARFCHK , WASHIIE 0 DNS fARR. AR, BRAE
FFE TR I AR R A IR HIE.

® Note

HZABBENENBTEEEE  FRENER DNS ARAMERERRFEL
%o

- MEEHRERERENFHEN , FSBAWS Certificate Manager A EEF

Y DNS B 7%,

- MEFRWNAEEHMETME (20 GoDaddy Shopify, Hover &) LE&E DNS B

iR  F2REMFERE DNS B ENFENH,

EEBTAEE
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https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html

AWS App Runner HBEABER

App Runner » Services » python-test » Configure DNS

my-python-test-site.com i Unlink domain || Close |

Configure DNS

1. Configure certificate validation
Supply CMAME records to your DNS provider within 72 hours.
Record name Value

_76lcaaecs295bas528d472a35115b21e Copy _aB536edabeaceas72bsslde2bbbsadas Copy
.my-python-test-site.com. yxmggtjrrf.acm-validations . aws.

_d3e2cb75f8113815aa3aadcc7bfdbar2 (npy _badd42358638856Tc178d5381bead47s Copy
.2857]781ztdasjoakg2@jlljwrivipe. Jyxmggtirrt.acm-validations . aws.
my -python-test-site.com.

2. Configure DNS target
Supply this to your DNS provider for the destination of CNAME or ALIAS records.

Record name Value

my -python-test-site.com Copy snvmp7tpys.us-east- Copy
1. aWsapprunner. com

3. Wait for status to become 'Active’
It can take 24-48 hours after adding the records for the status to change.

Status
(@) Pending certificate DNS validation

4. Verify

Werify that your service is available at the custom domain.

https://my-python-test-site.com [

7. EERM

EHAEBRERERIR. [BFTRE] ZoIEBAFNGR , BRER = E/ERE DNS BER

REPIEFE A,

EEBTAEE
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Activity Logs Configuration Metrics Custom domains

Custom domains infe Link domain

Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status
@ Pending certificate DNS validation

Visit domain
https://example.com [

8. EMEMEEFEAS FAT.L K A FAEZPIRRERIARTEARKARE,

Activity Logs Configuration Metrics Custom domains

Custom domains info Link domain

Your service can always be found at the App Runner-provided domain. Link custom domains to access
your service via non-App Runner domain names. You can link up to five domains

example.com
Status

&) Active

Visit domain
https://example.com [5

® Note
B B0 R B B ST AR R SR ERM0 ISR | 558 Mthe section called “EI ST 4B &

3y
o

5 App Runner X2 ABUHBEE (BUHER) BFTHEE

1. X [HFI#EE] R3I1E8 L , EREEEUERABNREEE , RERE BUEEREE].
2. & "HUHERmME, BEARDP , RE TEUHRELERE. RETEF,
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® Note
& A MIBREE DNS fal iR 27 BUH BA S AY 835 50 &% o

App Runner APl or AWS CLI

EEFAERARIHITER API #5 BT BB A0 BR #2232 B35 AWS CLI, Y
AssociateCustomDomainAP| BjfE, FEILETHAF |, &8 E iR B R/ R4 AH BR Bt 2 B 5T /813
#CustomDomain¥1#F. XY KB REMFCREATINGAREE | H A& CertificateValidationRecord &
Flk, Wittt EEITHRERE DNS BENBZERA, EL2ETLFHIEE DNS Wit k.

EEFAEARSHITES API BUE B 5T BE fR &5 A9 BF Bt AWS CLI , =Y
DisassociateCustomDomainAP| EBifE, EFFIUKINE , SEE#HRERKE H BiEBiHY BT i
# CustomDomain¥1 k. ¥ RETRFEBDELETINGAREE,

&
- BIRH B 1E DNS 5%E Amazon {4 53 BB 8%

AIEH) B Z DNS 55E Amazon &4 53 BB 508

® Note

MR Amazon B4R 53 &M DNS 12145 , AIFFEEFLBE, EEERRT , ERAERF
ETEREASENFESRIFN DNS Lk BE BB Route 53 13 , AEZTIEAREFETSH
Web FERREF,

R App Runner WEBIELEER LM , BERBIHBESTHK DNS EE., MREFSEUEAER
A BERENER , BREEOZEMRIRIEH DNS R4tEE & , BIZE$H App Runner
EEEPHBERELLHE, UEFRANMKCHFSHERZIEH 53 DNS,

A LAE A Amazon Route 53 Y64 DNS 1Rt% , B RERHIENERAEFETHERE. E2—@
S AN TTIERMNIE A R (DNS ) Web iR#. Amazon Route 53 Re#& @S2 HIRE HEIEA
RBRAMITHRBRBN A RNNRE, BAILEIT CNAME RS BIE L&, ME CNAME MBIZEEMEE
B , 552 Amazon Route 53 BIZ A BIgmP MBI & MIERI B sz BREE,

% E Amazon B4R 53 Bl &0 8%k 151


https://docs.aws.amazon.com/apprunner/latest/api/API_AssociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CertificateValidationRecord.html
https://docs.aws.amazon.com/apprunner/latest/api/API_DisassociateCustomDomain.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CustomDomain.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html

AWS App Runner HBEABER

® Note
Amazon B4R 53 BRI T 2022 F 8 A 1 H ZRE M WARKERY B & 528k,

Amazon Route 53 console
EXE Amazon 4% 53 BB ECEk

1. & A AWS Management Console 3Bk Route 53 £ &,

2. HEEEEIKD | BZ Hosted zones (FEEEH).

3. ERELEARKRERBZI App Runner RIENEEEEHNEE,
4

5

BIEE Y.
BEETE:

- BEHXRE  EFEANEHERE, IFFMAET  F2REERHEFAL

- CHBEE  BALERARERERBZ App Runner BEMMAEEEE, BREAIEESS
B, fln MREAEEDPVEER , example. comM B EHacme.example. com®AE i
ERBIENIIRE |, B8 Aacme,

- REEFRHAEEE : 28 App Runner BREANBIE  RARREREMENED, BEE
EXRERHINEARANBEEE,

- RCSREEE  EERTERRME , A—IPv4 it
- AMEERREMRN  ERERE "RL .
6. EEEIHK,

&2 LB Route 53 BB R EE 60 B AEEZIFTE Route 53 AREF £, & Route 53 fal R85 EE
BB BRCE— R EEE  BUUFERERINEBIEERE  BRERABEIEZE App Runner R
%o

WMFEMAREEELEAE DNS 82 F R BARKE S e EBNFEES , F2R AT E DNS £F £ Route
53 MAHBMETEREEEERKE? .

Amazon Route 53 APl or AWS CLI

= ZE A Amazon B4R 53 AP| 5% Amazon B&4#R 53 Bl& &2 8% , =t AWS CLI FERY
ChangeResourceRecordSetsAPI Ei{E, & EBR#E Route 53 BB ZFXEREE ID , F2B k&%
R

% E Amazon B4R 53 Bl &0 8%k 152


https://console.aws.amazon.com/route53/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://aws.amazon.com/premiumsupport/knowledge-center/route-53-propagate-dns-changes/
https://docs.aws.amazon.com/Route53/latest/APIReference/API_ChangeResourceRecordSets.html
https://docs.aws.amazon.com/general/latest/gr/apprunner.html
https://docs.aws.amazon.com/general/latest/gr/apprunner.html

AWS App Runner HBEABER
FENIXEREAREFETRRRE

MBHBEETEFER Web BRERI S UEHTERE , A LLE S AWS App Runner BR#E. App
Runner 8RB EERERRAT,

BREREBRHTERERE | S LUEES 1T App Runner BR#. App Runner EMEFHEER
E. BENERAERXHBIZBE , YHTEAER, ZEHNEARXREFIZEFNHE  tTEER
B, Bk , EREFETSNELETNHNBENRE. ZHNEAEFREEERERETSE

/A Important
- EREERER  CHNERAEXSERERE, flW , EHABEANTMEREFHEEE
Ko HREABME , EENEEBRBSEANTEZMBRE.
« MRERFEXBHORENTERSE (FINBHRNVERNLZEME[E) , WREZERERE
Bl 5P 2 H AR AN
Hit , RMZBERENITRS X EES E—BEARENEAELRA.

- BERRERIE | App Runner EZ LT FERB < AEANRE —BRAENRA. MR
BETERBEINE TEMHNRRRAE , BIERIM T BEEF , App Runner i T & BB
HEEM. flW , BREEREFRETEFTHRERE  IEERBERED MR
X, EEMATEEEIHE.

B EEPBEBHAIMA , FFHEIMRE App Runner BRIE 2 & , T F BB HMRAEE

SRR T7
HE MR8
LEENERARFETSRBAENEAT, ASKLEHER  MACRENER (Bln , 228

EARANARHEREGE) SRETE, REBRBNEEEER , ENEAEACEREFHEINFTNTE
BER, BHNEARFETHRERETE,

MR EHNERAREFETS RS H K AMER, SRFHEREERMBR. MREEEEHL/IERK |, A
App Runner EEBXERRARE , YERBFHREREBET. £H Web FEARE BUS —EFH App
Runner #835,
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EEHRBEIF

ELEERBAER 'CEFE REK , RESEUTEAFXDEEEER , 21 API FIUHEERA
¥, TERBE , SMNATUHMIT App Runner 811 , ELBIMFEFAE UK EHANTREN F SRR
MERDRE, ROUFER  WRBESEUTHRBENTA, MALLAREMEYE  ERELEDEN
R E#ITREME,

THFBERAETUNBEBLZEETFRE LHATH AP BFRIEEE
%,

o BIRAFIIEEEHNEESL

illll

B R EERE L SATRI BN

» List*MDescribe*BiF — RBEEAK BE,
* DeleteService— & ] LARE M BR AR %5
 TagResource, UntagResource — BHBEREHEBE , EFBRAERN -2 , B FSREH

TR RIT R
BEEEGFERYE L STHENE

- StartDeployment®{E (REAEHEENFHIE)
« UpdateService (BEARFHIAETHREE N , ERREXBRAN )
» CreateCustombDomainAssociations, DeleteCustomDomainAssociations

» CreateConnection, DeleteConnection

HEMNIRE R R
FEATIED—EF L2EFELEECHERENNITHRERS
App Runner console

FERAEARXHTHREIEEEFRE

1. FREAEXHTREES  RRE [EH] FEPEIEN AWS EH.
2. HEWREERT , BE [RE]  ARZEENERAEIXNITHERR,

IERAEETREERIR , A IS RBEES.

BIEH RS T =0 154


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

= . 0]

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain
https:f/62wwcBevee public.gamma.us-east-1.bullet.aws.dev 3

Sounoe

D https:/fgithub.comfyour_account/python-hellofmain [

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. EE [BF], RREE [EF]
ERBEXRREE L , RERESLES FRETH], AREBEL [EF]. CNRBRET
%o

ERRAER TR EZEARERS

1. BE [(BF] , RBRE [RE).

ERBERREE L  BRBRESEES (FRETH]
2. EHBBME. ERBERRERL , RERESLEAITH,

3. FEWMREBERKEERENY , FERKERREE LZEEZE App Runner 8Ei{H, ERERBEHE
VaHY URL, FESRIEM Web ERARERESEEHIT.

App Runner APl or AWS CLI

EEFRAERARENHITES APl HERI AWS CLI , SR PauseServiceAP| EifE, MRFHIRE
BRREHRANERE Status": "OPERATION_IN_PROGRESS" , RIEARFETHRHBRY
FEM R

EEMIREEH RS 155


https://docs.aws.amazon.com/apprunner/latest/api/API_PauseService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html

AWS App Runner HBEABER

EEFRERARERHITES API BER AWS CLI , S ResumeServiceAPI EifE, INRFAR
B RR IS RA K IHEME Status": "OPERATION_IN_PROGRESS" , RIfE AR FiB1TEMA 1A
RN TR

B FE A2 N 21T 2R R 7%

EEREKIETE AWS App Runner IR EITHY Web FERREXR , B IMIBRZAEK. MERRES
FIEHITHE Web IRT, BEREREIR , M EREFHE &R,

ZLARgRATI —RZERRMEEZMREAENITRAR

- BABFRE Web EREF-fHIW , EERA , EECRECTREANFHERE.

« BEEZ App Runner FRIGELRE — BB EEHEFPEIHRYE , AWS EiE mMAKSEREERSHE
RAEMECRE, WNESFME | 5526 the section called “FEFIEITEERACKE",

- REMHBIEEE — BF L App Runner RIBRE AEHNREREFHER.

Z = MM R LB
LEENEARFETSRBAENEAT, ASKILEHER  MACRENER (Fln , 22K

EARAHBREREGE) SRETE, REBRBNEEEER , EHNEARACEREFHEINFTNTE
BER, EHNEARFETHRERETE,

MIBRIEHWERAREFETSRRELEE K AMER, BREFENEREHEMER, MREFEEHLIERY , A
App Runner EEBXRERRRE , YERBFHREREET. £H Web FEARE BUS —EIFH App
Runner #335,

FE T2 TR EMIBRAE 2

E MR , App Runner EBR—LEBMNIRE A MASMBREMER. TIFERHFEE
#o

FERREFETRMERAIER -

- AEMGBE — ZHBNRGERER  IREABRIHTEREAEABRRENREGE. EFERE
Amazon Elastic Container Registry (Amazon ECR) fE A E AR FETERHEENRIE AWS IRF

- REEE — HENERAEFETSREHEBRNEERE. eMEEREAEXHTREENARE
AWS R F 1 7E Amazon DynamoDB A,
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https://docs.aws.amazon.com/apprunner/latest/api/API_ResumeService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html

AWS App Runner HBEABER

FERREFETRTMBERWIER :

- EiR — BREA RGN RBEEBNER. BAERANTREREENNER  IeeESEER
EATRBRBE B, MRETCBFEERE , AILBAERMGRE. NFFAER , F2H the

section called “E 48",

- BITREEE — R BTMAEEREZ App Runner BR#E , App Runner €7 AR E 1 & 815
BRMENER. ©MEFEIEE AWS Certificate Manager (ACM) H1, App Runner £ 13 B2 18 19 AR 75
ETEEA R REEMREN ERATEMBREE, MEFHMEEN , 5528 the section called “BET#
HEE

il B 5% 69 AR %

EATIED—ESERBRENEARIHITRRE

App Runner console
ERAERREXMTRERSMBREN R

1. BRERERGITREES  ARE [EH] FEPEIEH AWS EH.
2. HEUREERT , BE [RE]  ARZEEENERAEIAAITHERSE,

TERASETRBEERR , EP IS RBHRE.

THIBR IR B9 AR S 157


https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

@

App Runner Services python-test

python-test i [acions v |[ C | I

Service overview

Status Service ARN
& Running @ arm:aws:apprunner:us-east-1:123456 78901 2:service/python-
test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ /6 2wweBevee public.gamma.us-east-1.bullet.aws.dev (] Sounce
Source

D https./fgithub.com/your_account/python-helle/main [5

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) infe

Q 1 ®
Operation Status Started v Ended
Create service E.I Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. EERE K AREEMR,
IERAEFENE RE EE. MROBRBESEREEDRE K RABRBRBHREREFETHEX,
&0 IR 2 MIER
App Runner APl or AWS CLI

EEFEHAEARENETEE AP MRS R AWS CLI, S DeleteServiceAPI Bi4E, MRFEA
REIFERREEHRKTIERE Status": "OPERATION_IN_PROGRESS" , RIFE AR FiE1TE3R8
4 T BRI B BRAS

T BRI HA PR 75 158


https://docs.aws.amazon.com/apprunner/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/apprunner/latest/api/API_Service.html

AWS App Runner HBEABER

BEREBY

#/ App Runner , I SVER Y RBREFRIEE | ERBHSUENRESZABEBY,

BRI B TR ELATHE MR FERER S A ARSIRBERY, SEMAXAFS|IANEE
BT E % , Htt A LAE App Runner IRISELEMERRERFBREFTEE,

® Note
HREZ2RE , 21 App Runner IR#EH 5| A #E A A T U RUIR

HHBRERBSERREEH

App Runner X BEREFLRLMEHBRERS|IAARREEY. FERRTEESZENHBERAWS
Secrets ManagerstAWS Systems Manager ZBERE, A% , BAILAHE App Runner E#E & 5 I
APl , B L2t M5 AAREEE., EARMWHERENS Y EEEEARIXEXNBNRBEA
BEoH , RMKEE App Runner E#IIT2ERAERANBE LR M,

(® Note

FERREFETSRIEEEWES| A Secrets Manager #1 SSM 2B E/EARESENER,
i , BWEE AL Secrets Manager #1 SSM 28 ERE X NBEEE,
MEEREENFREN , FS2ETIER :

AWS Secrets Manager E&
« AWS SSM 28 EFEHEEE

UTREBRERSERRBEEINER .
1. BEZRER (Bl APl £, ERERE. ENEERSHSEARIRE) RIFARELSHT
AWS Secrets Manager 3% AWS Systems Manager 2B EHIEF,

2. EFHTERACH IAMBER , MERARAPITRUUFIHEEESN SSM S2REFREF
FHRBNSH. NFFEER , F2R0 51,

RBBERNBERREEY 159


https://aws.amazon.com/secrets-manager/pricing
https://aws.amazon.com/systems-manager/pricing

AWS App Runner HBEABER

3. BEBEMABALRME Amazon BIRER (ARN) , REMEEENSEEIAARESE, EAL
P2 PR A S ERT AR IS RV AH RE G AT BRI B B, BRI MER T H A — ER BRI RE L

- ERABRXA#ITR
- ERREFIZE AP

 apprunner.yaml {HREREE

(® Note

B EH App Runner fRIEE , BEEIEMPORTARREBHNERE. CREARENHITER
AR T HY R FIRIE R

WMENFZZZBNSBONFRES  FE2REERERER

® Note

R App Runner EREFHREZNMSE ARN 18ZE | BRI App Runner IR EMERARENRE
BEPNWEMAETTRBEER,

EZEEIE
- BEMAERAEENERENMHNTERAE  UEFENRSHEMEH AWS Secrets Manager = H HY #4537
M2 AWS Systems Manager 8, MEFHMES , F2HB 5.

- FEFETE AWS Systems Manager 2 B F i [ 2R BB = EH A RIS A E AWS tRFE #IIRTE
., BEl , BELERFSE SSM SEEHRESE.

- ERBASHEREIBER , ©fTEE App Runner REHEBEFH. ENHELENEAERFE
TR RARARFETREENENBRIME

« BBEALLEEEBERAREFETSRRETH SDK E#EFA AWS Secrets Manager M AWS Systems
Manager 2817 #.

- RTBRBER , FERCMASIAARREEREAUATRE
- BELMEEERBH A ARN,
- BULEES Y EREEH ARN,
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AWS App Runner

AT A

FMBABER

i
Y

= EMABFEBIE AWS Secrets Manager 2 SSM S8 EREFHNSERBNSE , FREENFF A
BEHTEEACH IAM BUE , UIEE Secrets Manager 1 SSM 88 F K[,

(@ Note

RECHHT , BARFETEMEFHLIRS FNER, LTBBEHR IAM BERRBEH
T,

BULERATIIBREAE IAM ERETERUTERASE, EUTNBRELRUBEUFSENE
EFER, MFEHHTEERACHFAES , F2H8H (AM E£RERERE) FHERAE,

@ Note
BRI AR IRE S HEF | % App Runner T4 ERTHIEAK,

BTISERERICHNHTERBAE , UFESERBNEEAWS Secrets Manager.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"kms:Decrypt*"

]I

"Resource": [

"arn:aws:secretsmanager:<region>:<aws_account_id>:secret:<secret_name>"
"arn:aws:kms:<region>:<aws_account_id>:key/<key_id>"

]
X
]
X

BTHEAERIENHTEESE , LUERAWS Systems ManagerZ2 B EZHEH i8S E S B/ E
BRo

FFE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html

AWS App Runner HBEABER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetParameters"
1,
"Resource": [
"arn:aws:ssm:<region>:<aws_account_id>:parameter/<parameter_name>"
]
}
]
}

EEAHNREEY
FRTYHEF—FESEREE App Runner IRIEHIRIZSE -

« the section called “FEAER 1T
« the section called “FEFTZF1E1T88 APl 5 AWS CLI”

FEREA#HITES
£ App Runner =2 & L2 RGN EFRER , Bl UHIEIREEE,
FIBRIEEY

EENERESHY

. BFIREAERITRERS , REE [BEE)] BEHRIEN AWS E53.
2. RBLERYHEFBRE  HTTHIEP—ESR

- MREEEZIUHMRE  FRE BURRAEXHTHERSE , RARBE RRERK.

- MRECEFHRANERE  FENECEEFNRE , ARNERBL B R5IEEK.
BIRELE-BRHRETHANE,

RIBENFREFEUTE—EE :

- RRESBERFETEEMXT , ARERELEFBINRELRET oW ARLREY,

EERREY
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

® Note

MBREBESRIEFR[ER , FEE "HxF, . KERRNE , MBEEMATTLTE App
Runner IRIEREMERENCHEEFFEE,

- RRRFBEBIRRTIEIZE Secret Manager , ASRBRREFERKEH AWS Secrets Manager # A
RESENER., 7 EREEHEBNREEFETRUECESZENRENRESE BN
Amazon ERH&HE (ARN).

- REBBRFEDEE "SSM BBEHE. | H‘éﬁﬁ’& SSM 28 EFREFHNSHER R H
MIRESHZR, ARREPLBIARREBHET I IRALEEZZE L ZHNRESLHIBN
ARN,

® Note
o B EH App Runner FRIEEF | BELIERPORTAIRESENER., TREAER
HITHRBRENRBRESE,

- AR SSM S REFRESHELEMBNRBER AWS B , B LUEETEN
Amazon E/RE# (ARN) S HEH. MRASBURTEN "EBE, H , AFERE
FEER ARN,

- FRELMSENSBELEERBUEMNBRBVAERNIKRSES, Bl , £8E
EIRF2%E SSM 2B EFRES .

5. BREMERESIUBRE —EREZH

6. BB IAMBEREAR | LB NER AT SSM S HEH[ERE AWS Secrets Manager B 1AM X
REAR, REEHNAFERAMEFITEFTHATEERACHN IAM BEEXE | FEEHTIIRE, NEFH
:%Hﬁgﬂ nﬁ £ ﬁ Hq:—.l-o

BRRREH

RMBRIREZHH , FRECHEABRABABEEMNURBRBENERR. MREAEXEXBRE
# ., ENEAEXITRBRB IS R,

EEBRRREH

1. FREAESHTREES  REE [EF] FEPEIEHN AWS EH.
2. BELEEHM BB "HE, REIER.
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3. HIRREE-RBE[ETHIRE,

4. ELEBRORRESHZEEE "BR. . CSREEIMBROAS

5. EEZEMBR.

FEFRTEFIE{TEE APl = AWS CLI

B LB E R TFTE Secrets Manager fl SSM S8 EFEREFHWEEZER , FERKEMMEARBERH
RIFEE,

® Note

EHMATERACHN IAM BER , UEERABRXHTHRIUFIEBREEEN SSM S2BEFHE
TRENRENSH. NFEFHAEA , F2H

HEREBNEESRAREZHY

—

EZIBEEEY SSM BEERERR I ZBNERE,
THEFERMAFER SSM 2BEREEZL ZIENBE,
Example 8I2 —{@# -5 K

TSR RITE L ARE R ERRENER,

aws secretsmanager create-secret \

—name DevRdsCredentials \

—description "Rds credentials for development account." \
—secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example £l —E#%-E1E
arn:aws:secretsmanager:<region>:<aws_account_id>:secret:DevRdsCredentials

Example E 1 {H7E-F8R

T oA B RIMEM AR RDS EEFENBH.

aws systemsmanager put-parameter \
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—name DevRdsConnectionString \

—value "mysql2://dev-mysqlcluster-rds.com:3306/diegor" \
—type "String" \

—description "Rds connection string for development account."

Example 237 #H 5&-[5] FE

arn:aws:ssm:<region>:<aws_account_id>:parameter/DevRdsConnectionString

2. BERBNALFBAREEY  LIBBFHEE Secrets Manager M SSM 27 [E F K Z A
B, BN EEUSENEARIBTHRRERTEREZE,

THgEFERMAERNBREMAMRGAEERN App Runner RIS L |, IS ZNERESEZBIRIES
£

Example EREBEGNWERBEFETSHRRENE A json X4

"ServiceName": "example-secrets",
"SourceConfiguration": {
"ImageRepository": {

"Imageldentifier": "<image-identifier>",
"ImageConfiguration": {
"Port": "<port>",

"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/
<parameter-name>"
}
.
"ImageRepositoryType": "ECR_PUBLIC"
}
},
"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn": "<instance-role-arn>"
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L PN=E =]
Example BREXFEAR N EITERRE — FBXR
aws apprunner create-service \
--cli-input-json file://input.json
Example BUEXEARNHTERRE — BE
{
"ImageRepository": {
"Imageldentifier":"<image-identifier>",
"ImageConfiguration":{
IIPOItII: Il<port>ll’
"RuntimeEnvironmentSecrets":{
"Credentiall":
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX",
"Credential2": "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

3,
"ImageRepositoryType":"ECR"

3,
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",

"InstanceRoleArn: "<instance-role-arn>"

Example ERR BN EAREFETSRENE@ A json X

"ServiceName": "example-secrets",
"SourceConfiguration": {

"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/my-
github-connection/XXXXXXXXXX"

+

"AutoDeploymentsEnabled": false,
"CodeRepository": {

FEFIT2 581788 APl 5, AWS CLI
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"RepositoryUrl": "<repository-url>",
"SourceCodeVersion": {

"Type": "BRANCH",

"Value": "main"

},

"CodeConfiguration": {
"ConfigurationSource": "API",
"CodeConfigurationValues": {

"Runtime": "<runtime>",
"BuildCommand": "<build-command>",
"StartCommand": "<start-command>",
"Port": "<port>",
"RuntimeEnvironmentSecrets": {

"Credentiall":"arn:aws:secretsmanager:<region>:<aws_account_id>

:secret : XXXXXXXXXXXX",

"Credential2":"arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

}

}
.
"InstanceConfiguration": {
"Cpu": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn": "<instance-role-arn>"

Example ER R IEH FERE TR R

aws apprunner create-service \
--cli-input-json file://input.json

Example ERKIGH A ETRRE-EE

"SourceConfiguration":{
"CodeRepository":{
"RepositoryUrl":"<repository-url>",
"SourceCodeVersion":{

FEFIT2 581788 APl 5, AWS CLI
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"Type":"Branch",
"Value":"main"

},

"CodeConfiguration":{
"ConfigurationSource":"API",
"CodeConfigurationValues":{

"Runtime":"<runtime>",
"BuildCommand" :"<build-command>",
"StartCommand":"<start-command>",
"Port":"<port>",
"RuntimeEnvironmentSecrets":{

"Credentiall”
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXX",
"Credential2" : "arn:aws:ssm:<region>:<aws_account_id>:parameter/

<parameter-name>"

}

},
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB",
"InstanceRoleArn: "<instance-role-arn>"

3. apprunner.yaml#EZ & 5 AR MRET B Y 205,
LR RE#Happrunner. yaml#EE A & 451,

Example apprunner.yaml

version: 1.0
runtime: python3
build:
commands:
build:
- python -m pip install flask
run:
command: python app.py
network:
port: 8080
env:
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- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from:
"arn:aws:secretsmanager:<region>:<aws_account_id>:secret : XXXXXXXXXXXX"
- name: my-parameter
value-from: "arn:aws:ssm:<region>:<aws_account_id>:parameter/<parameter-
name>"
- name: my-parameter-only-name
value-from: "parameter-name"

FEREFE1T3R APl 3 AWS CLI 169



AWS App Runner

BERAEF D B

AREREA AWS App Runner ARFEHI AR AHRE,

FMBABER

RAEAED , ERBILUTRR

« MARMANLBRMREEARE, MFFMEF K F2RELEAREREMERERE,

« WAIEREGHRELFH Amazon VPC REITHHMEAERN., WEFMEHF , F2RMEELR
EE&FH VPC ﬁﬁyo

® Note

FERAEXNHTSREEIR L A ABARENEHEE (IPv4 H IPve) IutEE, HRAEDLR
ENRMABARE , EXE IPv4,

o
o

ATMENAEERCHBSRRURZENER , ARM T BAEH LA THE
— AR K
EEMME Amazon EEMEE (VPC) RUBMEEE , MRM T B THE -

* VPC : Amazon VPC REBERBMNERME K TRETERHERERRE  SRERLE, ER
MEzeM, ER—(EEHMARK  REEACHERTOPRENSRERIEZTELL

- VPC N EWH : VPC /M HE w2 (AWS PrivateLink ﬁlﬁ) 1% VPC E#EEIm R, B VPC TH

W R EEIXEFEA Network Load Balancer 2 ElREM iR B ARTE. £F DNS REHT BN A
jﬁ%ﬁﬂ&ﬁﬂ’]/}lh%o

- WE SEESE-—EEBNHEEE SN ERFREERRAEFETHRS.
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- JAESE : TRARSREE AWS BANRRVE, ER-—HZEERBEER. MRNEREINE
VERFL, TRAESEHPEEEERARNE RS TN, RERINTRERES.

« FHEEE . FRERR VPC R —RF IP ust, TRLANRE—ARES. EAE AWS BRAE
FEEN FRRD, WL AEREVBBEEENEREALETE , UHHTSEREBREENE
RERLE FH,.

. ;zéﬁﬁ%ﬁ ZEMBFERHARFRANHBEEEEBHcERNRE, T2FARBENANZS
, URESEFREDH AWS ER , a%é"‘@%ﬂt}*“%u#aﬁ%um o BIEEN VPCHE K HEE—E
%E SN ZEFE, B ASE VPC BIEANZ LA, BRESLTLFHEEE T ZEHEN VPC
R &R AR B

- BHE  UHER -BXENRH IPv4 T IPv6 in R R REMNUUER,

REBHRENFEMNE
VPC iE i

VPC E#ERE—EBEAERAITHRER , THEAEXITHRREEFEIIEFLSE Amazon VPC FHITH
FERARER,

REBARENISEFE
= E AR ] SR ARV IR A8 R BETE Amazon VPC AFAEZE , ERM THE T 5

« VPC AOEMK : VPC ADERREARKNHTHRER , JAEARERMEAERHTHR RS, B
87E App Runner A LABAREEELARER  EFAEXHTHEERTRIER VPC AOE
HRER, VPC ADEREFREKENEARERBITHRRIEERE Amazon VPC 9 VPC M H i 2o

(® Note
MREFEANEEARIHITE AP, IF2BEHET VPC ADEKRER,

 ERY  AERHERREAEXMTSHEIEARE , B UEEKEABRRAREREAETR
Amazon VPC R1ZEL,

REEARENFSHRE

LA RBRESBZRRALERLRARBNENRE,
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NRGEMERRERE. CHENBRBTHIREALEBRENTAEARE. A, SBEFTUEFELE
ERENRMRERBEABGESE 4 i (IPv4) HNEHEE (IPv4 F IPv6) [t FEE,

AEREEAHFRE Amazon VPC BWREFERENERAREXBTHRERKE. ERBERALNERERE
TERRFEERE VPC #ZNiwE ( —& AWS PrivateLink EiR ) REIRH, EIt , £ Amazon VPC FE&
WERAREXNNTSERE 2 EEILEER,

® Note

ERAEXNHTERNEEIELARENERE (IPv4 M IPv6) Uit ER, BRALERE , £
X IPv4,

LT RERNEAREREHBBERFMRENEE
. MAREEARE , FENREREEE Amazon VPC AFAEF R, MEHMET , FSETEHEA
REBBAI AR,

« WMAERELNRBARBCRE EHEB VU FRNRRERRE. WEFRE
l)lbimﬁﬁﬁi&

A, BESRHEHAABA

REA

BBEAEN#NTR , EUUFREABAERXN RENFTBIIR IPv4 M IPv6 ik, RIGHRIR IP
HEZEBAEX-Forwarded-ForERFBRIERIGEMRRE . EWREMNERARENEEZFHEEURIAR
R P ik,

(® Note

MREWREREAFERAERE , AIELERAX-Forwarded-For EsREERZEUR IR KR
IP sk, MREA , EWRRE,

AEBEARERANLE R

*E?%ﬁnx , BB AWS App Runner BRI , ATEBMARBERFEZRE. B2 , B IUKER
BEFIETERERARE , WHREER Amazon Virtual Private Cloud ( Amazon VPC ) H 55,
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fERER App Runner BRIEFAR , BT LBHEARE , RMBNT —BRet, EESEEAR
PIRREEE , @EHATRE AP, X Web BRAEARNEFRRTHEARN  ELEREATE
FEEMRNBLAENZ2E K FEFTEFSRESHRMEER.

@ Note

MREHERARINTEEARIRZERR IP/CIDR BAFREZRGRA |, BLAHEILEHE
ERAZEEERL , MAR WAF Web ACL, ERRARMBNAZEBHERKR IP ERE
X ZE B WAF HESBEY App Runner FAABR#E. E it , B2 WAF Web ACL HEBHNERARERE
THRAERENRE IP RATEES IP HBRH,

EER-STHERRIEZLNZLHE (B BREER) , 528 Amazon VPC A EERETF
WTEE : FAREHFHERFRBRENEH AWS ERHTRE,

ELNERARENHTEHRRESMENER | B0 LE Amazon VPC H ZEEN RS . TEEZREBERE
BE. NAT £E= VPN EiR,

(® Note

ERARASNTHRENEXRELARAEBARENE SR (IPv4 M IPve) it FE, HREHR
BENRABARE , EXE IPv4,

ZEE

« 7£4 App Runner 2% VPC T HmE 281 , FBEREBAWS PrivateLink I§EHMWEZEEE18,

- EARXHITHRTIXE VPC mHFEAl, BRERERT , AFFEIR VPC AHERMHERAREFETEMN
EEHE. BE , BULEER ARG N EAEEE |, SURFIER VPC NMEIREEIEZE App
Runner B £,

- MBELNEARIANTEEAEXZENRR IP/CIDR BAGEE&RE  SX A HILEHEE
RAZEBEHAA , MFT2 WAF Web ACL, ERAARMEFNAZELSERRIE IP EREXETHE
WAF FHEBEHY App Runner A A BR#S. b , B2 WAF Web ACL +HREBERY FERARE X S TSR B RS
R IP R AIFEEsE IP &BFA,

- BRALERSE , SBHRKEREER VPC FH , mBE L RBRAREEL,

- ATESESNTAY , BREAA VPC N HARMETAREPENELMETREN FRAK. BMAT
BRIAFEH—EFAK,

- BOLAERAERN VPC N HIREFE VPC R ZEE AR TR,
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MEXRAAERMFENFAER , BF2EME
AT A
LT REARLEmIEEFEEREE

* ec2 : CreateTags

» ec2 : CreateVpcEndpoint

» ec2 : ModifyVpcEndpoint

» ec2 : DeleteVpcEndpoints

+ ec2 : DescribeSubnets

* ec2 : DescribeVpcEndpoints

» ec2 : DescribeVpcs

VPC 4\ i 24

ERMAZRN iR Amazon VPC B2 2| RIS HIAWS PrivateLinkE R, &1 LUEIBR R
VPC N EmHRIEEEFEERAENHTIHREN Amazon VPC, BEEEY VPC NMHIGE , BEE
T%ER :

« Amazon VPC LA FE#E,

- MEREMEE, KER, SKR2BEERG VPC NHIRM, SLEERABATTRSMEE
LAYE — 212 A MR R &

- FIEFRE, ATRAESHTAM , BELERPFE App Runner IR S E ™ A BIEHENREDW
B FiEik. MENEREEELA VPC NEREBANSEFRELEL, SLEEHFEREEEN
HERAE , TARERA App Runner Wit A S, BFEESENMENERE AWS RBERAREBER
) VPC HRE RN E.

- MREFEHANE API , BFIEEARERETEE VPC N HImHServicename, #li0

com.amazonaws.region.apprunner.requests

BRI AEA TSI EF —18 AWS IRBE L VPC ST HEimE

- ERREFRETERSAE NEFHEBES , F2REENE R,
« Amazon VPC #Z#I& 8 API , BA% AWS Command Line Interface ( AWS CLI ) . MEFHMEN ,
S BIAWS PrivateLink $§7 AWS PrivateLink #) AWS fR#% EiBF .

BALERE 7


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
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® Note

BRIBAWS PrivateLink EEBEZFERANESME VPC NHERHKWE, At , BTRERANE , &
AT LAERAERR VPC I H % 2R ZE VPC #9218 App Runner fR#&, B2 , B 7T EiFitifR
g FEEEASE App Runner [RISFEBEFR R/ VPC REimE

VPC Ingress Connection

VPC ADERR—BEAEXNTHRER , TRAEAREECEAENHTHR R, BEEE App
Runner A L ABAREZEFNARER  BEAEXHTHRSERERER VPC ADERER, #
BRI AME AR E Amazon VPC WREFRENERAEXN#THERE. VPC ADERE ﬁéﬂé.’r
K ERREN TR RIFERE Amazon VPC B VPC N1HEHmE. REEMER AP EEREBARE
MR ERERF , FTHEE VPC M ERER, MBNMFEN VPC I LERERNWFHMENR , 28
AWS App Runner APl & & #|CreateVpclngressConnection 1 #,

@ Note

EEFHE‘WJI’_%%E’J 8 VPC A OE#RER A SUEEE Amazon VPC B —1{& VPC /M Him 2,
A, BRERAFEEARNHTRERER —E VPC ADERER.

FATE i B

AEREREARERHTRERASEE , BLLERERSREHK Amazon VPC EREARE. 7 App
Runner £ & LiREFBIRERE | ﬂ%i&?i&%ﬁﬂ?ﬁ E VPC MM HmH |, IR ERE VPC, £
% K EREXHITHRE VPC B NERERIBERGEEREN VPC T HIHE

(® Note
FMAWFEXZE IPv4 BERRE.

Summary

HAFFRE Amazon VPC WREFIENEARBERBITHRRE , SENWRKERALE, ATERE—
B , @ EHAEARNHTEEE Amazon VPC BFFiZ Amazon VPC B3I VPC RE %%, 1 App
Runner T2 A& L , ERBRARRERATLARER  ATUEY VPC NHEHIKE. RE , BERAEXHT
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FREAPEY VPC ANEKRER , WERE VPC MNEHIKHNEWEARANTHREL. ESEUM
ARBELR , UBARIABEREBFNE VPC WRES sEFEUER App Runner R,

BENARE

FERATIHEP-—BLSLZEBERERENFAARE

« the section called “FEHER#1TE
« the section called “FEFHEFIET83 APl 5 AWS CLI”

(® Note

MREHNEARIHNTEEARIREZERR IP/CIDR BAFREZE4RA | BLAHEIEHE
ERAZEEERR , MTE WAF Web ACL, ERRARMBENTZEBHERKR IP ERE
EZE B WAF BB App Runner FAABR#, E L , B2 WAF Web ACL BB A EEAEXH
TESFAE RIS OR IP F AT EEsF IP BRA,

EEE S THERRELZENLLHE (SEKEER) , 528 Amazon VPC FHEIEEF
MUAT 8 : FRZSEERFARRENES AWS ERNRE,

FERREAZITESR

B8 App Runner TR EEVRER  NEREMEERER | SUNEEREEARE.

i
i
Xa

EBARE  FEETIHF—IE,

o NHIGE - FENRETLUER BB EATE RS, KTERR , SRINL AR,
- EREY  BEENEAREX TSR REEE Amazon VPC AEEL

(® Note

Bal , BARX#HITHREH B AAiwEX&E IPv6, £ Amazon Jﬁﬁﬂ\ﬁ;ﬁ:jﬁ (Amazon VPC)
FRAENEAERNHITRRBEARZE IPv6 ind. IREEERAEHELRin BN REENHZ
FAimE , Bl App Runner REETRERAB/EXERE IPv4 inRHRE | Hﬁ‘}f?ﬁi IPV6 i 2hiZ

WRE
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YR FATE v 3G

B IR EEEFEZ Amazon VPC MNERIMAERFAERHEEE , LEALE R, SE
VHH VPC N HEmSR , BT BUER R AR E.

EERY VPC N HEHHE

1.

FREAEXATHEERE , RRE [BE] FEFZRIEN AWS B,

2. HIMBRKE TORBEED

3. &Y [(REMERRE] BE [FAARH]. FARER VPC N HIREESRZE VCP & E,

4. BB [BAUFIHE]. BIAFH VPC 1\ ik B¥5E 5 R RERNBA R

5. WA VPC N HImENEHE,

6. MUANTHRNEEFREREN VPC N HiIKE,

7. MTHXBFEDREZSMEHE, LS ETA VPC MHRHRHENNEZEE, BEEFEHE
EmEN LN EZeUEE, IREREEZSMEAE , App Runner 2i47EREZ 2B HIE NG VPC
NHIKE, BERXSMEERTSHEREERE App Runner REBIANER, T MEER M4
ARFHEENERRERHTHREEHNER.

(® Note
MBELHEARXHTEEARIEERR IP/CIDR BEAREE4IFA |, £XAEHHILE
InEERALREEMERE , MAR WAF Web ACL, ERAAEMBIAZEBHEERKE IP
EREixFE WAF MEEA App Runner FAABRTE, Hitk , € WAF Web ACL 1EE3ESHY
AT ERENRR IP RATEES IP BHBFA,
FEE— S THERRBEZE2NZ2HE (SREREER) , 528 Amazon VPC A E1E
BHROUTEE : FRZSEAEFRRRENES AWS ERNRE,

8. MTHNXNBEPRIEMEN FHEK., EFEHERFFE App Runner REW ZE ™ A EIFERE
DRVEF R

9. (BIEM)BE "¥EER., K ARWAZBEEBFZNEBE.

10. BIBEY, RERKE) EEPEEFERE , YEERYERKIIERIL VPC M HBHNAS,

EEBEAMN VPC N HEIEHE

1. FRERRERNFTHRIES , ARE [EF] BEFEZIREHN AWS EF.

2. HIMBRKE THORBEIHD
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3. ¥ [REPERRE] EE [RAARR]. BEBEARA VPC NHIRMERE VPC WIEHE, ERAAN
VPC Elﬁﬁ%/ﬁeﬁo

4. 1BE VPC N HmE TSI HAMLE VPC N EIRSR.
5. EE[T—FBAUENERK. BAEFETHRBALE R,

(® Note
BURK<®  KUURTEREFRER VPC M HinH BN 2 AN 715K,

EERENAGRMNFAES , FREENERE  ARERAERSIFERTH (R ER. ©E
BREAERIEEERY VPC M VPC NMHEIRSNFMER,

E#H VPC N EikE

B3I App Runner fR#2 % | &R UREEEAL R IR EBH VPC N EImSR.

® Note
CEEE IR A BN VPC W1,

BHEEH VPC MM HEImS

1. FREAEXHTREES  RRE [EE] FEPEIEN AWS EH.
BIENERE  AREEAER LRERELE.

B [RIETRE] Ui B2 18 B AR AEBEEREY VPC NMHEImE
BELEREN VPC N HEHIKS.

BIERE. FRMARRE VPC NMHEIRMHYES .

BEMFENRZEMRHEN FRK  ARE-TEMH. 87 VPC NHiRHFAENNYEEFERH
B, TEim3 LR ER VPC NMEwRFNEAR.

o o~ w D

® Note

MREHEARXMITREAEXNEFENRR IP/CIDR EAREZRHRE , ELASHHIE
InFE AL 2 AR , MAR WAF Web ACL, ERAARMB AT T EREERKIR IP
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BEREEFE WAF tHEIERAY App Runner FA A BR#S. Atk , B2 WAF Web ACL +HEBERAY
FERRENHITSRAERBEHRR IP RATEEST IP BRH,

EEE- S THERERERZENRLHE (SEREERK) , 528 Amazon VPC A EE
MPWUTEE  FALSHERFRRRENES AWS ERNRE.

fiER VPC ST Edw #

MRIEFFHLEIEH App Runner RIS AT BAFAAGARE , AITTBUSEARERES "0H, . BEALAE
BERALBRE  BFESMER VPC MMHEmI

A EZMBR VPC 71 i

—

FREARENATHEERE , RRE [BE] BFEHRIEN AWS B,
2. HEIEZHNRYE A AREEAERLBFEBEE.
3. BEE [RIARE] AR SEE B RIS EEIBR VPC N E R,

(@ Note
fiBx VPC N EwF B , FHEBEMBRBAEERLERNAERBEHBIR,

4. BIEMIBER.

MRARBERE VPC N HIRH , AIESWIEEMER VPC MTHIRRAR . WRRERBER
E VPC M HRH , SR BIFHEEM R AL,

5. BEEMIER, [MERER) EESHY [RE] REFAR , Hins| DB RKRZMER VPC I Eiw B H A
Bo

FEFATEFIE{TES APl 5 AWS CLI
BRI LATE R BERE Amazon VPC AERMWEARBRA TS LBBERAER.,

MERRERABIAFIERRNENR , 552 Bthe section called “FF A"

@ Note

Bl , ERERNSHTSEHE L AIREXE IPv6, £ Amazon E#EFAEEH (Amazon VPC)
FEENEARINHTHRRERIZE IPv6 inE, REKERAEHELAIRENREEHRE
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FBE®E , Bl App Runner RIEAETERRAEXERE IPv4 i HRE | BEER IPv6 InBhiE

WRE,

#37%| Amazon VPC WFA B BRF8E =

1. B VPC T HUH (AWS PrivateLink BIF) LEREERARAMNITR. HREEMY , FEEER
FEREXELRBN FRENZ2EE, UTREM VPC N HEIKREIEH,

@ Note

MRIGHWEABRINBTREAERXEENRR IP/ICIDR BAREZRFIRE | BLEHEILE
WmEFEAREBEERA  MTR WAF Web ACL, EREABRMBIFAXERERKR IP
B REA FE WAF MEEEE App Runner FAA BR#E. Rtk , & WAF Web ACL EE3EHY
AR TRAERENRIER IP RATEEST IP ZHRA,

EEE— S THERREZENRLHE (SEREERK) , 528 Amazon VPC £HEE
MPWUTEE . FALSHERFRRRENES AWS ERNRE.

Example

aws ec2 create-vpc-endpoint
--vpc-endpoint-type: Interface
--service-name: com.amazonaws.us-east-1.apprunner.requests
--subnets: subnetl, subnet2
--security-groups: sgil

2. &EiB CLI Ef CreateServicesUpdateService E AR #1785
API BIfERZE VPC NMHmH. BENRBREATTLRT
Bl, FalsefEIsPubliclyAccessible®NetworkConfiguration®
X IngressConfigurationBHERER. U TESE VPC T Him B EH,

Example

aws apprunner create-service
--network-configuration: ingress-configuration=<ingress_configuration>
--service-name: com.amazonaws.us-east-1.apprunner.requests
--source-configuration: <source_configuration>
# Ingress Configuration

{
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"IsPubliclyAccessible": False
}

3. MY create-vpc-ingress-connection API EE , AR #ITEREIL VPC ADERE
R, WHHESE E—SHEYN VPC M HRMEILEY, c2ERAREFIEE VPC HR%
WRm B, UWTREREM VPC B AEBRERAVEHS,

Example 553K

aws apprunner create-vpc-ingress-connection
--service-arn: <apprunner_service_arn>
--ingress-vpc-configuration: {"VpcId":<vpc_id>, "Vpceld": <vpce_id>}
--vpc-ingress-connection-name: <vic_connection_name>

Example [E] f&

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,

"ServiceArn": <apprunner_service_arn>,

"Status": "PENDING_CREATION",

"AccountId": <connection_owner_id>,

"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>

E# VPC @ A ERR
A LAERT VPC B AEREIR, VPC MAERMERR THIEP —FARE , FEEEH -

« AVAILABLE
- KM (C)BX
- RM(LU) EH

LT REH VPC I AERE RV EE A

Example 553K

aws apprunner update-vpc-ingress-connection

BALERE Y
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--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Example [E]f&

{
"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,
"ServiceArn": <apprunner_service_arn>,
"Status": "FAILED_UPDATE",
"AccountId": <connection_owner_id>,
"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "VpceId":<vpce_id>},
"CreatedAt": <date_created>

}

Bk VPC B A EAR

WMRETBHFEE Amazon VPC NFABEELR , ATUMER VPC A DEKEE IR,

VPC B ANERMS AR T HE P —EiRES BEMER

AVAILABLE
- BUKXHK
EH R
il B 2% K

LU 2MER VPC & A EARHY 2545

Example 553k

aws apprunner delete-vpc-ingress-connection
--vpc-ingress-connection-arn: <vpc_ingress_connection_arn>

Example [@] f&

"VpcIngressConnectionArn": <vpc_ingress_connection_arn>,
"VpcIngressConnectionName": <vic_connection_name>,
"ServiceArn": <apprunner_service_arn>,
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"Status": "PENDING_DELETION",

"AccountId": <connection_owner_id>,

"DomainName": <domain_name_associated_with_vpce>,
"IngressVpcConfiguration": {"VpcId":<vpc_id>, "Vpceld":<vpce_id>},
"CreatedAt": <date_created>,

"DeletedAt": <date_deleted>

£ T EAREXZNITEE AP BEREERBNMAAERE,

« CreateVpclngressConnection— ZM ##) VPC ADEHRER, EEEN App Runner RIFEE
Amazon VPC in B AH BB RF , App Runner 8 FE &R,

- ListVpcIngressConnections— & EI B2 AWS 1R S HHEE A AWS App Runner VPC A O E#R i 208

[=1=]
o

« DescribeVpclngressConnection— & E AWS App Runner VPC A OEFE RN TERA,
« UpdateVpclngressConnection— E# AWS App Runner VPC A OE#FE R

- DeleteVpclngressConnection— MIBREZFE AR N #AITR B HEBBNEAENEHTEX VPC AOE
RER,

BREAEARFETS API WESES  BSHERETHE AP 22,
ALREBARERHA IPv6

MREFLERFEWIRE IPv6 1L IPv4 F IPv6 (Lt RIEFERRE , FALAREZIEEHEN
WER, BEREUHFNERARERE , B BRERK] > (8K BE TREILERE, 0FWm6EHRE
AEAMTREEAREAEXNHITES API BUA IPve WEFERR |, 582 Mthe section called “BIE /A
RS EHR",

MEEREELFEA IPve WEEMEF AWS |, 35285 £/ IPv6 AWS,

FEREFETSREIBRLARERETHSRERENE MR, HAMBEARFETSAEGRE , EXF
IPv4,

(® Note

EER P it RAEREAEER  WRBREERA LM ER/LB RIS , App Runner
HEBREN I FRERS IPv4, ERRABRAEANITHREHHLARIME IPV6,
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https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeVpcIngressConnection.html
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FXfEEES IPv4 B IPv6e WE REF

IPv4 (BB E (B% ARNEMERAER LIRAEARKRE) £/A 32 univutfiE. EEULHZEHAR ,
METREASAENMREE, Fit , @RMCUHEF (NAT) BERAREBE -2 AR VU EES
& 1Pv4 {dt,

IPv6 RAEREMBEAGENRIRA | UL IPv4 AEE  IFEH 128 U EMEEER U ZE[,
R IPv6 , BRI AR LT EBHENEZERBEREBERIE. ARBERMUBERK , IPv6 FEE
NAT,

IPv4 M IPv6 ImE UL TS | A IPv4 im B EERRAIL IPv6 RE , R2TFR. EHBRAUFEN
FRARF R, ERZE IPv4 M IPv6 R RE,

BEAHBARENEHED
EATHEF-—BELRZERLAREAREN SRV ER

« the section called “FEHER#ITEE"
« the section called “FEFREFE 1T858 APl 5 AWS CLI”

FEREAMNITR

B App Runner TR ARV RBEE , IBEREMHEHRER , EAUARZABRERREREEH
Bt FEA,

i PR S A 1 SR A

-

BUREMBRBE  FRERA RERK TH B BR.
$H [REERRE] BE (LA wR]. ARWE P vuk EEIRERERIFR .
3. EBFR "RumE P AuEE, BRI IP utEE,

N

. IPv4
« EHE (IPv4 T IPv6)

(® Note
MREREFELRARR IP A BREETEN , AIRAEXITREHR IPv4 BIRBTAR
AE

AERABRAHITENLARERA IPv6 184



AWS App Runner HBEABER

4. BIEFE "EHE, (IPv4 F IPv6).
5. MREEEMERR 6 FEE[T—F), RREZ [BUXHE) B8 NREEFFRY , FHRE
[(REEE]

HERBR  CHEAENSRBELEE IPv4 M IPv6 IR ERRE.

® Note

Bl , EBRAEXHTSEHE L AIREXE IPv6, £ Amazon E#EFAE EH (Amazon VPC)
FRENEREIXBITERETIXE IPv6 mH, MREKEAEHE N HiRHNREEFRZ
FABumE , Bl App Runner RIS TERAEXERE IPv4 IHHARE , BEZLRK IPv6 iRz

W&o

EESFitER

1. BT S ERE 5 AR RS I WA AR AR
0. BIBE [RMEMETE] TH (LR P aHER] | REBEFTEN B,
3. EERESE, CUREERRENRELTER.

FE TR FIE(TES APl 5 AWS CLI

BRI CreateServiceSiUpdateService B R #1725 API EhiERE | 551
FANetworkConfigurationZ2# K IpAddressType X ERIEEMUTER, BOLUIEENZEE
AIPV4AFIDUAL_STACK, ¥EERDUAL_STACKBEZERBRE IPv4 A IPv6 in MWK ERRE, W
BARAEEMEMEIpAddressType , BIKTEREEH IPv4,

DTREAEHEBES IP UBEIREVES, HEFlEFUinput. jsonfER,
Example EXREV EEEH BT ENRE

aws apprunner create-service \
--cli-input-json file://input.json

Example input.json AR

{

"SexviceName": "example-service",
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"SourceConfiguration": {

"ImageRepository": {
"ImageIdentifiex": "public.ecr.aws/aws-containers/hello-app-runner:latest"”,
"ImageConfiguration": {

"Port": "8000"

}I
"ImageRepositoryType": "ECR_PUBLIC"

}I

"NetworkConfiguration": {
"IpAddressType'": "DUAL_STACK"

Example [Elf&

{
"Service": {
"ServiceName": "example-service",
"Serviceld": "<service-id>",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/example-

service/<service-id>",
"ServiceUrl": "1234567890.us-east-2.awsapprunner.com",
"CreatedAt": "2023-10-16T12:30:51.724000-04:00",
"UpdatedAt": "2023-10-16T12:30:51.724000-04:00",
"Status": "OPERATION_IN_PROGRESS",
"SourceConfiguration": {
"ImageRepository": {

"ImageIdentifier": "public.ecr.aws/aws-containers/hello-app-runner:latest",
"ImageConfiguration": {

"Port": "8000"
}

"ImageRepositoryType": "ECR_PUBLIC"
},
"AutoDeploymentsEnabled": false
},
"InstanceConfiguration": {
Ilcpull: II1®24II’
"Memory": "2048"
},
"HealthCheckConfiguration": {
"Protocol": "TCP",
IlPathll: n Il’
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"Interval": 5,
"Timeout": 2,
"HealthyThreshold": 1,
"UnhealthyThreshold": 5

}I

"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",
"AutoScalingConfigurationName": "DefaultConfiguration",
"AutoScalingConfigurationRevision": 1

I
"NetworkConfiguration": {
"IpAddressType": "DUAL_STACK",
"EgressConfiguration": {
"EgressType": "DEFAULT"

3,
"IngressConfiguration": {
"IsPubliclyAccessible": true

}
}

I
"OperationId": "24bd10@blelllaelalf@elll5c4fllde"

}

@ Note
Bal, EFARXHITHEHE LAIREXE IPv6, £ Amazon EEFEEN (Amazon VPC)
PREENEAEINBTHRETIE IPv6o HE, NREEEHEHBEBLARENREERZ
#EinE , Bl App Runner IRIEETARAEXERE IPv4 iInBRRE , BEER IPv6 in Bz

WRE,

WME AP SEWEEMERN , 582 BNetworkConfiguration,

ABHREMA VPC 7H

RIRTAER , &89 AWS App Runner ERRA TUSASBEZ L Rink,. ESREHCHNERAE
AWS BR# , LR A HBI5E Web RE. EHNERAREXEZ WL Amazon EFHILE Ein
(Amazon VPC) #FA S EXEE VPC RBTHRARAN A BRI, MREEMBRERAKRE
VPC , BAEXHTREEATERN VPC , ERL A,
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https://docs.aws.amazon.com/apprunner/latest/api/API_NetworkConfiguration.html
https://docs.aws.amazon.com/vpc/latest/userguide/
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B LUEEE BT VPC HRAENIRE , LEITEHRENRBN LS MRE, BLZE AWS App
Runner R#E# Amazon E#EFEE% (Amazon VPC) FHERE VPC R#THWEAREN., TR
2% , B ERREXTLE Amazon E#FAA Ziwm (Amazon VPC) HEEEMN H AR EZN A
AEREEBHMERAERN, EH]3¥E Amazon RDS & ¥l E ElastiCache, Amazon AR EFAE VPC A
EENHMIAERE.

VPC E#85

BAIEBRERAREAINTRELAE (BA VPC EHER) B VPC ink , SR BRISEE VPC E1IEA
Bf. BEEY VPC EESR A FEE VPC, —HZEFHEE , UREEMEHEE -—HSELLEHE, &
E VPC B & LA EE -SHZERARXAITRBBEEEA.

— R M HESE

MR App Runner BRIEERE A% HRER BF] VPC EaR , RITREES 2 3 5 pEMN—RH
REBEE, MBEFESE VPC BEERCEMFPERETHMER , ARSI SHBHRERERBT
o BULEE —IREM BT VPC BRI ER BT VPC EERRRERY , W ABRAITRE
SR RARE RS

IR, IREHHMBRBEEEAERN VPC EERER  AITSHEMEE, VPC EiERER
ZERENFHEBESAER, HRIEEN VPC EESRER  MERSHENKREY VPC EikRET
T ENI (GEMEARES AT ) BEEE—IR

EZEEMN AT VPC E#ERM AWS B H

FERERHITEEPH VPC EiES 2 LB FHE (AWS Hyperplane) AE#E | ERVRZE AWS EIR
(530 Net work Load Balancer, NAT RE&E# AWS) B &I AZE Amazon #8ig R, PrivateLink AWS
Hyperplane iRt S@iXEFEKIEEINEE , URESHNHARE, EREI VPC EEZSWEHER
HEAREBE K SEFRRPEIEFEEEN, VPC EEZSERULZHENFRKESBER &
AT LA 2@ App Runner FRESEHER VPC EiEss. Hit , EREYHE ENI EELNERRESBT
EREcELA, IFEREAREFRESBMENEIEHE , U FE VPC HW IP ZEEERFA |, E
BEHAGEATH. NEHMENR , F28 AWS BEIEBFHRARE AWS ERAER#HTES VPC
B8

T8RS

BETEAEFVABENTARES. ATESSTAM  BREEDEM=(FTH RN FHEEK, W
RZEIANTARELA=E , EREEMEXEN TR EEPREIFHEE,
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A VPC EE KK 6 BRELEENRIMAEFRE , MIELEFRK, EREA , BRI VPC
EESK , FARXHTERESESAF BRI EYE ENI, SEB¥HE ENI R0 —1@
FE IP iyt | WIEFE AAWSAppRunnerManaged i@ HViIZ %, MR BREBLNE FHK |, 117 App
Runner FRIEFRISR4AHRE, T8 , IRECVBREZEEFIBRERIEMLR EHELRE AWS R
7% , 52 @the section called “ B FHEKRENEER 7,

BT RRENER

- ERKREERE VPC B, B REREZFRAABEBER., REEARWAER L RENGE
BRI PTEARRY VPC B, VPC WATEMRRRABEAREAEXNBLERE. ERTENWREE
EFERA RRRBEERAN AWS AP, EEEEEFEE BT TIEF —@EEE
« EiB NAT )& Connect FHIBEEAR B BBRAIEL

- RIGEFEIRR AWS BRI E VPC im$h. FEiBE AWS PrivateLinkf , B RBEREE
Amazon VPC A,

- RETAERFHPWELTARSE AWS [EE FXE A8 App Runner R ZEEEAN 7K. WMRE
EELAAEREPEEZEFER  AIBERYRENRE. EELERT , App Runner S1RMAFHEN
AR BOTXENTFHEENTAESE., XL EBERE , BRERTBBRIAZIEN FHEKRIE
TREHR K RARBHE X

Eoge i3

BRI LOBE M TR IS ERY F 8 AWS TH8%E App Runner AREFRHN Z2MEH, IREKRIEERS
MEE  EAEAITHSECEA VPC NERT2MHE. ARNZ2BESAMMEEHRE.

MERSMRETS VCP ERFREMENNZ M | RETUEF BIZGMRRE. VPC BEERER
REAEANBHET. SUUERBHRRRAFERTENHMETER. LESARRKRER R

EREBENEMLZFHARETEENBARA, T BEEFREELEINRE VPC BERLZEM
FHENRE.
(® Note

#EIRISEL VPC BURABIE  TIHRETESZITE !

c AGHRE —EABRKXBURNAREAETEZREE VPC WEE, B4R BHEENRKEME
BN RBEAEEAEE , BFA|HE VPC EH),

- ERREFIETSMRE — App Runner RREBEEZ@EiRE , FHINRIVERBANES , #iXH
wMmERT, EXBHEELENRETEER VPC BBHEEX,
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£ ERABAEMTER Amazon VPC AWS App Runner B4 |, B2 BAWS ERERHITEERFAA

® Note
HREERERAREFETSR B EXRE IPv4,

EIE VPC 781

® Note

MRERRIBERI B HIRE VPC EERR , BT RNBRBUBDEFSSED —RNEEE, &
UERVHBRBRN < REARBEMRELARE. WFEFMAES  F2ELXEEIH < £H
FEREXBMTHRBE > —E-XEEEPH,

ERATIEF-BH EFEERAEANITRERBN VPC 7HE !

App Runner console

E8MEM App Runner E2 8 E VR , REREMEERER , EUNERZREELRE, S
FERAEHE LN [WERE] BR. $RNFRERE , FRETIIER .

o NHEE  AEHRFEE AN LN Hin AR AWS R,

- BITEBMAZR  #ENERKERE Amazon VPC HERMAZSREERH. SHEARER
AT LAEE Amazon VPC T EM At AR ERL FIXFA L

ZERABET VPC

1. BARERERYITREERS  ARE [EH] FEPERIEN AWS EH.
2. EIRBR®E THBEEED.
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AWS App Runner

FMBABER

VPC connector

network end

Public access

Your Service can send oL

v Networking Info

CCI'IFII-']LII'E the way your service communicates with other applications, services, and resources

Outgoing network traffic

tgoing messages only to public

points

© Custom VPC

Your service connects

ervice can send outgoing messages to any enapoint

(private or public) that the VPC can access

Add new

3.
4.

E1E [BF] VPC] A \FRIRRE]
HEREERT , BE VPC E#ER,

WMREEEY VPC E#RR  AIFRESHELMIRFHER VPC EEREE, BWEERE

By VPC 2R , RARBRE [T —F) UREARE. AR, BIEER D, =E

55 BR# 18 VPC &2,

5. BE[NHE, A

7R

ZGN

RYBRIGE LR VPC E#EER,

A&, SFRK T8 VPC E#ER] BEET .

BRILERT

EE VPC FH
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Add new VPC connector X

You can share a VPC connector with other App Runner services in your account.

VPC connector name

my-vpc-two-subnets |

VPC
To create a new VPC visit Amazon VPC [A

vpc-5732152e ( 0/16) v

Subnets
v
subnet-3d337367 (' 0/20) us-east-1b X ‘
subnet-04575a4c ( +.0/20) us-east-1a X ‘

Security groups

sg-11c24e61 (default) X

Tags — optional
A tag is a key-value pair that you assign to an AWS resource.

Mo tags associated with the resource.

Add new tag

¥ou can add 50 more tags.

6. WA VPCEESFNER , RARRTABENENHRFN VPC,

7. BRTARK , FBREITELPEFE App Runner IR BB A EEHZR—EFHERE. AES
EHFNAAY  FEEZEFERE. 3E A MRFREIN=@ K FEEMETANFHEE,

EE VPC FH 192
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® Note

A B FAA FHEEE RIS VPC E#E3R, MR LA FRRIERIG VPC &R |
AN RBREEZEENTBEBEYHER.

8. (BEM) E "Zoi, Bk  ENZHKEMARNCEBEBMNZSEE,
9. (IR ZEHMEER , FZiBIE Add new tag (FTIEER) , RAEZAAEBNENE,
10. BEFIE,

IEEN M VPC EERNFMENERRE VPC BERT,
1. BE [T —F) REALHNER K ARRE [BYITRE].

App Runner 8 8323 VPC BiEF[ER , ARBHEESNREELREB, WRKINEIR
%, AEEASBRREERR , SURHRBHRETE.
App Runner APl or AWS CLI

B &1 CreateService= UpdateServiceApp Runner AP| B8 | 5514E
FANetworkConfigurationZ#fEgressConfiguration 8 AEMRIEIEE VPC EiERE
Ro

EATHRAREXHITR API BMEREEER VPC EEFRER,

« CreateVpcConnector— 2 ##Y VPC E1E25,
« ListVpcConnectors— EE B AWS tk FHEBIEH VPC EiZ288E., EETSTEER,
« DescribeVpcConnector— {&[E VPC E#ZE5 1 TR IR,

« DeleteVpcConnector— Bk VPC iE1Ze5. MR LEZIM VPC EIZESERE AWS IRF | &AL
FEMBRTLER VPC E#ER,

EFEEES VPC B ERENEARSSTS LRBEAREN | BSEXEN VPC ERERR, &1
DiE—SZEEEERAEXBHN FRABRNLZSHERERATIIRE, RE , BOLE "E,
=z UpdateServiceiEi® CLI 288 VPC E#Z88 , T HIEHIFTR :

cat > vpc-connector.json <<EOQOF

{

"VpcConnectorName": "my-vpc-connector",
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"Subnets": [
"subnet-a",
"subnet-b",
"subnet-c"

1,
"SecurityGroups": [
"sg-1%,

"ngg-2"

]

3
EOF

aws apprunner create-vpc-connector \
--cli-input-json file:///vpc-connector.json

cat > service.json <<EOF

{

"ServiceName": "my-vpc-connected-service",
"SourceConfiguration": {

"ImageRepository": {

"Imageldentifier": "<ecr-image-identifier> ",
"ImageConfiguration": {

"Port": "8000"

},

"ImageRepositoryType": "ECR"

}

I

"NetworkConfiguration": {

"EgressConfiguration": {

"EgressType": "VPC",

"VpcConnectorArn": "arn:aws:apprunner:..../my-vpc-connector"
}

}

3
EOF

aws apprunner create-service \
--cli-input-json file:///service.js
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EHERAEFETHRRENRESE

AWS App Runner 52218 AWS IRIEERK , BEM App Runner RIEIREEZNATBEEHTITEEH, K
ERPEEHR TIELINEE,

e

- RERIEREITRREED

- BWIRFBRE CloudWatch RN EREXNBITRCH
- BEREHEHNERAREXHITIRIRI CloudWatch

- REERARERFETSHREH EventBridge

- SSRFEREFIEITER APl A AWS CloudTrail

- £/ X-Ray BMtEHNEAEIHTER

R R FE B 1T 2R IR A5 R B

AWS App Runner fERBREFRKRREARFETRREFIED. EERR API BENIERS
W, Gl R, EFERNIBPERE. AT ZEIRBEUWAE App Runner R EFIBREEE , UKk
WmAEERA APL,

EHEAEXHITSRRE
FATIHHP-—EFEZERENERARHITRREEE
App Runner console
App Runner TR ASRETRENERABRAMTEREED , UREESHRIREENLS,
EERGRBNED

1. FREAERSTHRERE  ARE [BE] BEHERIEN AWS E3.
2. TEIEEERT , BEF R ARRELNERAEXNTRRE,

FEASETRBERREBRERE,
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

= J"1|_!|_; Runner Services python-test @

python-test i [acions v |[ C | I

Service overview

Status Service ARM

& Running (3 am:aws:apprunnerus-east-1:123456 78901 2iservice/pythan-

test/33f92a7c44744fbcb961e85014386b0d

Default domain

https:/ f62wweBevee public. gamma.us-east-1.bullet.aws.dev [ Source
D https:/fgithub.comfyour_account/python-hellofmain [
Logs Activity Metrics Observability Configuration Custom domains
Activity (1) infe
Q 1 @
Operation Status Started v Ended
Create service &) Succeeded 3/22/2022, 6:46:22 PM UTC 3f22/2022, 6:51:35 PM UTC

3. ERBEXRREEL  EE [FDH) Rs|1FEH (R REH),

25 & BmRRENR,
4, SHREEFRE  FRAESFH  UWENFENEE, STNESKREPERVE[E.
5. EFEMFIHAVRENESH T HMEEBR,

App Runner APl or AWS CLI

e E AR FListOperations{TES BR#EH Amazon EIREZ (ARN) B)fE2EE I ARFE £ EME
¥EE, SEBEEHEBATE —EEE D M—LBMFMAER,

iR B AR ZE CloudWatch iRt E AR B 1TES5C 8%

B LAE A Amazon CloudWatch Logs B2, ERAENERERE AWS REPEENAFE, W
EHME |, 5528 Amazon CloudWatch HEFE R &EIERM,

AWS App Runner WERAEXIENEATRBN@L  EAEEFRE CloudWatch FE#&iE, UT
HEHHTRARFETRARR , YNSRI NAERARFETREFNEFEREM.
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FE R\ 1T BRAC SR AFAE M B

CloudWatch RS EHRCHERMRIFERZERRP , U - SEBECHEED. CHERRRRE
BERRN—RIEHSH. AFFERAAMERE., ERNEFIRHREN BERREFE,

FERREFETRESR 7 MfE CloudWatch HEEHEE , BEAFHBEZEAFR  SEBFER  8EA
A AWS tRF,

AR #S RO &%

fR# BE54E 22 H App Runner £ AFEL , RATERBENWEREFETSRME I E HEFKERT
g,

Eag o i3 R i1

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /service ac7ec8b51ff34746bcb6654e@bc
b23da/service

HERISCEHMEEAT , App Runner SV EHFCHEERIR , SUEEL App Runner BRI 4 aniB 2 R Y 5E
B, flm , ENRRRBENEARFRESFE.

b5k, App Runner € RS2 EH IRISHEBAN BER BT ERDERBICHERR. CHEERR
A RRERFRNEFEESR D,

HEBRE—EEXER, HPELHE TS App Runner B RESHHBEFRERAEXBMAT2EENIDE
STEBNRERY, PBLEERFEEHEEAdeployment/ , WAHITEEBIEEN ID R, MbEXE
A BE & CreateService M #I R FEARE N EE |, I StartDeployment™ Il Z{EHE — SR I E,

HERERCHET  BERHEASBUNEFRE

* [AppRunner]— EREAHTHRENEHEBEENE L,
- [Build]-®WHEBECSHBRERA,

LB REE g4

events N/A (BERB)
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AEREBERER iRl
operation-type /operation-id deployment/c2c8eeedeal64f4s
9cf78f12a8953390
FERE 8%

EREXCHFEZSUTHEARAEABNE L.

AEREEEE 541

/aws/apprunner/ service-n /aws/apprunner/python-test/

ame /service-id /application ac7ec8b51ff34746bcb6654e@bcb23da/
application

ARG EEET , App Runner ERAHTERAEANSEMTEER FHREL) BYLEERR.

EEREE g5l
instance/ instance-id instance/1a80bc9134a84699b7
b3432ebeebb591

EEEaFREEAENMITEN

App Runner R A SR RBBNFAALHKERE , Y TRERE, REMTHRELFHE,
= E MR R AVRC 8%

1. FREAEXHTREES  RRE [EH] FEPEIEN AWS EH.
2. HEUREERT , BE [RE]  ARZEENERAEIXAITHERR,

IRAEETIREERIR , A IS RBEES.
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

O]

App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

s . test/33f9aa7c44744fbeb961e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source
>0u )

D https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 ®
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERBERREEL  EEFELHFERSIER,

FERASEBERERTEREERBEREE

- EHER —EREFETSHEBRBLEGERTNED. TERASETREFINEN.

- MERHE — RERFESEINCHERARMTHERE. TRASHEESEREERERIARE
BERR.

- BAEAREE — HEINEAEXNTRBHEN Web BAERBEH., TEASKABEINTH
HATERAY S HE S BIE —fRHBRF.
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Event log infe & View in CloudWatch [ View full log Download

Deployment logs (1) infe c

Q 1 @
Operation v Status v Started v Ended v
Automatic deployment O In progress 12/21/2020, 2:30:31 PM UTC -
Application lo gs Info ] View in CloudWatch [5 Download
Name Last written
Application logs 12/21/2020, 2:30:31 PM UTC

4. BFESHRBERNE A FOALRSHE , UMM BELHEENGEE. SUNESREPETRHNEM
=8

5, REMRRHENAR  FEE MATELEE (BHR&E) WLHERRERE (HENERRE
RCERIE).

6. BE[TH]UTHLHEE, HAMBEEHKEBR , BEABRINEEHEB R,
7. ZiZ 1R CloudWatchd] BAEX CloudWatch £ & |, ¥WHERAHETENEERIEEMN App Runner iR
ERosRAE, HNIBREZBRR , BB HEB R,

® Note

MBEERERRBFIESTEENERAENGCEE K MIARESHNERENEE
CloudWatch =i &4BIH5 M.

BEHERHNERAEN#MITIRR CloudWatch

Amazon CloudWatch ES#2#&# Amazon Web Services ( AWS ) ERMEERFIEIT AWS HWEATRE
Fo BAILLA CloudWatch RINEFEMIEE , ELEERATUHHERNERENIENEE, &

E & (CloudWatch) 200
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A UEACREYEREENETR, EIEERRER , € CloudWatch B BHASBEBSE S B
NER, MEFMET , 5528 Amazon CloudWatch FHEE,

AWS App Runner WEREIBIE , FRTATLAEIF# 7 #& App Runner RIS FERAER , HEEM AT A
., BLEEZESERHIT Web REMERIZATER , MEAEERNEANERREER. ATEEHIH
TERAEFETSEE , Y nfR AT EARFETHREFHAPEETEM.

FERERHITER

App Runner EUESRZHNREEBHUATER , WEEZHEIAWS/AppRunnerin &
CloudWatch H,

Het

=

@ Note

f£ 2023 £ 8 A 23 HZHl , CPU FARMGEIEEFEARIEZELRE vCPU BN EAN
LR MB (MESKTEN B LLERAR) AERE, WRENWEAEXELLBHZFI7E App
Runner E#17 , T B{#&i2125RE7£ App Runner = CloudWatch A& L5tk B B IEE |
LeEEMEEMNNEER T , YTEHEFE —EFRAUNER,

/A Important
RIAETE 2023 £ 8 A 23 A2hl , 181 CPU FRAXRMEEEFARIEEERETEM

CloudWatch B7R, RIEFERAERF DL (MIE vCPU & MB) , BB REFNBER, WEFHMEE
A , 528 Amazon CloudWatch £ &5,

RingttEs@ANTER (REREN) ARERTERERER

fTRERAE ? EE Description

CPU utilization CPUUtilization — P EHERNTE CPU FAXRF S | & HRE
HBREIR B CPU ERREET,

Memory utilizati ~ MemoryUti ERBHEHBRENCEREN D , —2EHENFE

on lization BHREERERAER D L.

RinattHRERBKEREEOINERER.
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FMBABER

tHERAE?

CPU utilization

Memory utilizati
on

Concurrency

HTTP request
count

HTTP status
counts

HTTP request
latency

Instance counts

EXZEPREEBAEAHTEN

App Runner 12| & SLE 5 R App Runner A8 RBIKRENER , TREESRREMNA

Ho

BE

CPUUtilization

MemoryUti
lization

Concurrency

Requests

2xxStatus
Responses

4xxStatus
Responses

5xxStatus
Responses

RequestlLatency

Activelnstances

Description

E—oERER , IEYITRERNRE CPU EAX
BB R ERRE CPU EHREET.

ERFABRENCEERGS , —2EHER ,
FRHTRENRRBCRERERAET L.

R EERENLTHERNAVEHE
PRI EWEIH HTTP EREE,

EO S EE EREN HTTP ERE B |, K5
(2XX. 4XX, 5XX) 248,

Web BRIFEZIE HTTP EXRFIEENERE (LEVH
Ef).

RIENIRBEE HTTP EXRNFATEREE.

® Note
% Activelnstances BIERERERS
T RRREREER, BETRRREN
HTEBEEAS,

ExEeTREERAEXHTES
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® Note
I, TRERSETRBIEER, FEEREHTERIER , F£A CloudWatch £#25,

= Z WA R AVRC 8%

1. BARERERYITREES  ARE [EH] FEPEIEH AWS EH.
2. HEUREERT , BE [RE]  ARZEEENERAEIAAITHERSE,

FREASRETREEREK , HPa3E "IREBE. .
= @

App Runner Services python-test

python-test .« [ actions v |[ C | N

Service overview

Status Service ARN
@ Running [P arnaws:apprunnerus-east-1:123456 78901 Z:service/python-

, ) test/23f9aaTed4744Fbeb 96 1e85014386b0d
Default domain

https:/ /6 2wweSevee public.gamma.us-east-1.bullet.aws.dev [ Source

0 https://fgithub.com,your_account/python-hellofmain [4

Logs Activity Metrics Observability Configuration Custom domains

Activity (1) into

Q 1 @
Operation Status Started v Ended
Create service ) Succeeded 372242022, 6:d6:22 PM UTC 3/22/2022, 6:51:35 PM UTC

3. ERBEXRREEL , BE "EE, RIER.

FEagRER—HEEBER,
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https://console.aws.amazon.com/apprunner

AWS App Runner HBEABER

Service metrics info

Add to dashboard 1h 3h 12h 1d 3d 1w o
g Ut oount ,,"
1
y ™
." I'
VN
-9 22:40

2021-08-09 22:40 UTC
1. i} Requests 122

HTTP 2xx response count

HTTF dxx response count

4. BEFERE (Blm, 12 M), KEEEREEREAXFEFENRICHE,

5. BEEEFA—(EBEFERERYN "FEEERKR. L SERAEMAEFRLNIER  SEBREENRIEE
CloudWatchF &R ERR , MHtE—FFAE,

RIEEAREFIETSREH EventBridge

£ Amazon EventBridge , ] ARREEHEREIA AR A , SAEEER B AWS App Runner BR#5HY BN B
BEREFRRETEREER. FEHRANERXE | EventBridge &1 B (420 AWS Lambda Amazon
ECS # Amazon SNS) FREIEIE. AWS Batchflil , BRI LR EFXEFEHHFEHNRA , FER
e ARG BV P B K B RFEIX Amazon SNS £/, =¥ |, BALAGRE Lambda B8 , 1 AR 55 37 25 BUAE
40 Slack BB, MEFHME EventBridge , 5528 Amazon EventBridge £ &5/,

FERREFETSSUTEHERZEE EventBridge

- REREEE — EAEXNMITHRERENEE, Hlw , REMREEE ADELETE_FAILED,

. RIBIEZEARRES T — App Runner R L RESREIERESELRENEE, Hiin , R CBEKREL,
REEFHEIERTR , RRBEIBB KB ZE TS,

E R ( EventBridge ) 204


https://docs.aws.amazon.com/eventbridge/latest/userguide/
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3237 EventBridge SR EAIAH EARNHITRSHHREITE

EventBridge =4 2 E & K LL1Z % EventBridge WM ¥H , FlI0RIR AWS RIEMFHFMER (4 &
B URGEEHHBETANEHISEMMNE, ELIZE EventBridge R A , LA LAEA EventBridge #
FlEEREHEN (EXREMESEH ) WIEEBERE (EREHLEPETHERE) . BHERE
CRELCRENES, BUUEEELRENFENTE , YASEFTRIEEWENSIK. AETERHE
AEXBTHREHNEHENEH,

MFEHEIE I EventBridge R A EEME , 552 B Amazon EventBridge FA & BRI A AWS AR
FEMBA

(® Note

HEBRBEFHNFATLEREN EventBridge, EFL TEHERANEY SN, BANERE
LZREMRME , ARAE EventBridge EERN, BEl , EARAATHEIXERLERNE
No BUAMAZKENESR JSON HR, B UAERAEERNEFERER,

EREFETRSN

BEEREAREFETHRRATEHMN —LLRF| EventBridge.

- RERESTFESH, EEMES |, BT BRUNNINGHREEOPERATION _IN_PROGRESSHYARTS.

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T11:54:237",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8feleld304f84fd2b@df550fe98a71fa"
1,
"detail": {
"previousServiceStatus": "OPERATION_IN_PROGRESS",
"currentServiceStatus": "RUNNING",
"serviceName": "my-app",
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"serviceId": "8felel@304f84fd2b@df550fe98a71fa",
"message": "Service status is set to RUNNING.",
"severity": "INFO"
}
}

- ERRBEESEH, BEIR , RZEKAIUpdateServicetER,

"version": "Q",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "AppRunner Service Operation Status Change",
"source": "aws.apprunner",
"account": "111122223333",
"time": "2021-04-29T18:43:48Z",
"region": "us-east-2",
"resources": [
"arn:aws:apprunner:us-east-2:123456789012:service/my-
app/8felel0304f84fd2b@df550fe98a71fa"
P
"detail": {
"operationStatus": "UpdateServiceCompletedSuccessfully",
"serviceName": "my-app",
"serviceId": "8felel0304f84fd2b@df550fe98a71fa",
"message": "Service update completed successfully. New application and
configuration is deployed.",
"severity": "INFO"
}

ERREFETRSHER

T o€ REE ] LATE EventBridge R AP FERARNEHE | LALEE —Z % App Runner B4, =
HEXBUR —ESH4. ESLERENEN , XASEARCREMAEEMIFESR,
- HEIFERF (BREETEBERME) WATERFRUNNINGARREEZEEH,
{

"detail-type": [ "AppRunner Service Status Change" ],

"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {
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"previousServiceStatus": [ "RUNNING" ]

- HEBERFE (FRERR) < BBNABERREEESH.

"detail-type": [ "AppRunner Service Operation Status Change" ],
"source": [ "aws.apprunner" ],

"account": [ "111122223333" ],

"detail": {

"operationStatus": [
"CreateServiceFailed",
"DeleteServiceFailed",
"UpdateServiceFailed",
"DeploymentFailed",
"PauseServiceFailed",
"ResumeServiceFailed"

ERAEFETREH
RIS ARAEEE

REMESEEHCdetail -typesREBAppRunner Service Status Change, ©EB T3
HERWAFE

"serviceld": "your service ID",

"serviceName": "your service name",

"message'": "Service status is set to CurrentStatus."
"previousServiceStatus": "any valid service status",
"currentServiceStatus": "any valid service status",
"severity": "varies"

BRIERESE

EEREBFEH Bdetail -typeiREAAppRunner Service Operation Status Change.
T EE T HFREREALNE
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"operationStatus": "see following table",
"serviceName": "your service name",
"serviceld": "your service ID",
"message": "see following table",
"severity": "varies"

TR5HATR A RERY AR TR M AR BA A B0

Status FE

CreateServiceStarted RIEEMN B,

CreateServiceCompl Bl 78 32 37 FX Zh 5E B o

etedSuccessfully

CreateServiceFailed BRIEE LK. MEFHEF , FSRRBELH.

DeleteServiceStarted Bl 75 i B 2 R Eh o

DeleteServiceCompl Pl 75 1l BR B Zh 5 %o

etedSuccessfully

DeleteServiceFailed Pl 75 i B 25 B

UpdateServiceStarted

UpdateServiceCompl REEFHEIEFTR. BEHEOEREINMARE,

etedSuccessfully § .
REEFHEIEFTH. BEEFMARE,

UpdateServiceFailed FREEMAN. MEFMEF , FSRRBELH.

DeploymentStarted EHBEE MR,

DeploymentComplete BN TR ERE .

dSuccessfully

DeploymentFailed HEAY, MFFMHEF , F2REBRKCE.

PauseServiceStarted R E = E RS,
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Status E8=
PauseServiceComple B 7 & = 2 B F 5 5K o
tedSuccessfully

PauseServiceFailed BR 75 E 1= L B
ResumeServiceStarted PR RE SRS,
ResumeServiceCompl B 75 4R 18 B Th 52 B
etedSuccessfully

ResumeServiceFailed PR AWk 18 5 B,

SRR ERTEFEITES API A AWS CloudTrail

FERTERF Runner E2fRFFE R AWS CloudTrail , ZBRBTIRHAE , ACREREFETHEPHN AWS
BRIE PR ERER VR ERFE 8% CloudTraili# B AREFETSHRNAME AP RREASH. IR IIE
B App Runner AN | URBEARENEITEHE AP EENEXBTW, MREEEHR
& AR5 #8&5E CloudTrail B4 %] Amazon S3 7 , SREERAENITHENESH, NRE
REREBH , BOATUE [EH4HERELHK] PR4R CloudTrail TEAPRENEH., FHKENER
CloudTrail , A LAFEE [ App Runner B HEIEESR , RHEFBRM IP bt , REFBROAE , RHEFFS
HY B LA R HLAEF A B0

EEH— 7 # CloudTrail , B2 EEAWS CloudTrail &S,
FERTEFIE1T85E 2 CloudTrail

CloudTrail ZEZRIZ2KRS AWS IRF KA. E7REIELETE App Runner HEF |, BOEEIEEE CloudTrail
EHERREFPNEHM AWS BESH4—ERHFEEHP. ZUTURE. BESMTHEN AWS 1RF.
WMEFMES , FSEBEEEE CloudTrail #HEHNE4.

EERFERREE AWS IRFNEH (B App Runner WE4) |, SFEMEM., BT CloudTrail 4% B&#
B3R AR Amazon S3 fE1FETEE, KTERL , EREIERAFTENEBHE K ZXEHMSERAZFIEN AWS
EiF, BHFCHERE AWS D EFRMEEENEMS , Wi A FEEEREBIEEN Amazon S3 fEFET
BB, WA, BETUUBREEM AWS BREE , SUE— 5 247 CloudTrail Fe&& P IE NS4 E R W REAT
B, MEFHEF K FSETIRE

- BEMIEHVEIE

API B {E (CloudTrail) 209
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» CloudTrail X EHREEES

« EREM Amazon SNS &4l CloudTrail

- #£ZEEFIEU CloudTrail 58818 I # Z @RS Z U CloudTrail Fo#48

e EARFIETSRIR/ESHECEE CloudTrail 5287 AWS App Runner APl £, 0
MCreateServiceDeleteConnection, FMStartDeploymentE)YEEFE CloudTrail S EHEE
BH,

B-EEMIARERFELSELFRENENA. o ERATHEHE THIEE

RELARDS IAM EAEBRRE.
- REBFERE , RECATREACIMSE I ERAENERRZL2ER.
- FREBTHHEM AWS RFRH,

MEFMER , 2B CloudTrail £ userldentity T,
EFEAENITEREHRIEE

BtR—BHEE , TESHUARENEXEEREEEN Amazon S3 @#FiT#. CloudTrail ZL#1E
BE—HSERHEE . SHRARREEARENEBRER , 2B EEFERVEE , BENBHNERD
URGERZHMER. CloudTrail BEEXHTR A API FHANEFHERRE | RteMASUEM
BEIEFET.

THEHIFE R RECreateServiceB¥ER CloudTrail 52#%E 8.

(® Note
ENZeMEZEE HEEBHESHELKEDRE , WIUAX
ZHIDDEN_DUE_TO_SECURITY_REASONSHUft., EXAI U LEENRERZRER, BEE , &
PMATUER EEBUHERRPEEIEEEHIRE,

CreateServicefE AREXNHITESENMERV & 5] CloudTrail F2é%IE B

{

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/aws-user",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "aws-user"
I
"eventTime": "2020-10-02T23:25:337",
"eventSource": "apprunner.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_6) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/77.0.3865.75 Safari/537.36",
"requestParameters": {
"serviceName": "python-test",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "BRANCH",

"value": "main"
I
"codeConfiguration": {
"configurationSource": "API",
"codeConfigurationValues": {
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
}
},

"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/your-
connection/e7656250f67242d7819feade6800f59e"

}

},

"healthCheckConfiguration": {
"protocol": "HTTP"

I

"instanceConfiguration": {
"cpu": "256",

B AR M TR HIER 211



AWS App Runner HBEABER

"memory": "1024"

}
1,
"responseElements": {
"service": {

"serviceName": "python-test",

"serviceId": "dfa2b7cc7bcb4b6fabclfOfsefffo88a",

"serviceArn": "arn:aws:apprunner:us-east-2:123456789012:service/python-test/
dfa2b7cc7bcb4b6fabclfOfsefffo88a",

"serviceUrl": "generated domain",

"createdAt": "2020-10-02T23:25:32.650Z7",
"updatedAt": "2020-10-02T23:25:32.650Z",
"status": "OPERATION_IN_PROGRESS",
"sourceConfiguration": {
"codeRepository": {
"repositoryUrl": "https://github.com/github-user/python-hello",
"sourceCodeVersion": {
"type": "Branch",
"value": "main"
I
"sourceDirectory": "/",
"codeConfiguration": {
"codeConfigurationValues": {
"configurationSource": "API",
"runtime": "python3",
"buildCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"startCommand": "HIDDEN_DUE_TO_SECURITY_REASONS",
"port": "8080",
"runtimeEnvironmentVariables": "HIDDEN_DUE_TO_SECURITY_REASONS"

I
"autoDeploymentsEnabled": true,
"authenticationConfiguration": {
"connectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/
your-connection/e7656250f67242d7819feade6800f59e"
}
I
"healthCheckConfiguration": {
"protocol": "HTTP",
"path": "/",
"interval": 5,
"timeout": 2,
"healthyThreshold": 3,
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"unhealthyThreshold": 5

1,
"instanceConfiguration": {
"cpu": "256",
"memory": "1024"
1,
"autoScalingConfigurationSummary": {

"autoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",

"autoScalingConfigurationName": "DefaultConfiguration",

"autoScalingConfigurationRevision": 1

}

+
"requestID": "1la6@af60-ecf5-4280-aa8f-64538319bada",

"eventID": "ela3f623-4d24-4390-a70b-bf08a0e24669",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

£/ X-Ray Bt EHNEAENHATERN

AWS X-Ray R —ER¥% , TREEABEAFIIRHCERNEBFER , WM T EHERE, FHEIR
ABBEZER  LEEENREICRE, SARARNETMERESR BT ETMUEFEERMNEE
HEEMENR  EEEFEEAEXE TR AWS ER. #Mk%E., ERERN HTTP Web API 1T LA
SMEA,

X-Ray EEARBAEREABRINRHED I AWS ERERER , AEEFANRBEER, LERBE
RETAFR, slimRENRGRSE  MesRBESFURGRBREEFZRNEEER. EAREE
FRFEBIRE, EEBENARRMEERWEMEE , URAEBAEXAIMEE.

mE X-Ray WFHMET , HSHW_(AWS X-Ray BIRABIERE) .
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CloudWatch Service Map

Service map

Q Q

‘ o) ()
& “5 ) \g_:/

%

® DynamoDB
DynamoDB

Client : movies_app
AppRunner Service

wRENEREAER

¥R IEH App Runner FRIEFERTER OpenTelemetry , LAMEME R TR ERREETEM. BE, App
Runner X 1TAWS it OpenTelemetry (ADOT) , EER—EFEH AWS REWEMERIERE AN
OpenTelemetryB{E, X-Ray BERREREH.

BiFGEERAREXPEANSKE ADOT SDK , ADOT HEXEMERALE : BEBNFEH, WEFH
SDK BRI FMER , F2E ADOT X , Y EBEEKFIEREEM SDK,

ETHRE
LT 2#8 App Runner IR# & AR X LUE1TIB HEH — BT ERERE B o
ERREATHEERNIEM

1. RBEITAWS [k OpenTelemetry ( ADOT ) R ABNIETRIEENREERRIEHNERERF.
2. MRLFEAPRFRRBERME , B Eapprunner. yaml X4 Mbuild3fo LR EFTEMNOTELAKEE

B, NENMREEANREHZME , BIFE Dockerfile PR EFTERKIER R,

3. MRLFEANRRRBERME , BHEapprunner.yaml XNHFRERESE RNENREHERAN
= AEFM% , BIfE Dockerfile FERBRIEEE,

BAGEHERER 214


https://github.com/open-telemetry
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction

AWS App Runner HBEABER

Example I:RIEZE

(@ Note

THEHSHHEFHIGEapprunner.yaml ERXRNEETREESE, NMREFEHNIATM
&, FHELREEE RIS Dockerfile ., ER , BEETREBAIUEECHEE , &

AREERESHREZBEFTMEUTIRF . ARETHIFIERPNNMAETHRE
EREFNRPINEZEER , FZ2E AP THAWS Distro OpenTelemetry It 8 F| & #YE
1Th

env:
- name: OTEL_PROPAGATORS
value: xray
- name: OTEL_METRICS_EXPORTER
value: none
- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: http://localhost:4317
- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'
(® Note

OTEL_METRICS_EXPORTER=none2EARERNHTRNEERIEESE , B4 App Runner
Otel LR T EZEEFLH., CREZEERER,

B TR E R

THEHHHFETRTER ADOT Python SDK BEIRAIZHERREF. SODK EEBELTEENERH
BE  HAREAEXTP Python BEFIFEANE A MAEEFHEEM—1T Python B, BREEE
P B R S R ISR AS 1T

B, IA—E£MEYE , TS HIFTR.

Example requirements.txt

opentelemetry-distro[otlp]>=0.24b0
opentelemetry-sdk-extension-aws~=2.0
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opentelemetry-propagator-aws-xray~=1.0

RE, WABHERRR. 31THRNBUARENRBERIR — RIFREENRHBENE,
Source image

BN IRBR2REE , SR EERR Docker X , X HEFIBERBREA EREGHIELT
FERERF. TENGFERT —@ Python BARFHBAEERN . B[R MERREHE.

Example Dockerfile

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

RUN yum install python3.7 -y && curl -0 https://bootstrap.pypa.io/get-pip.py &&
python3 get-pip.py && yum update -y

COPY . /app

WORKDIR /app

RUN pip3 install -r requirements.txt

RUN opentelemetry-bootstrap --action=install

ENV OTEL_PYTHON_DISABLED_INSTRUMENTATIONS=urllib3

ENV OTEL_METRICS_EXPORTER=none

ENV OTEL_RESOURCE_ATTRIBUTES='service.name=example_app'

CMD OTEL_PROPAGATORS=xray OTEL_PYTHON_ID_GENERATOR=xray opentelemetry-instrument

python3 app.py
EXPOSE 8080

Source code repository

EENBRBRELSRARF RN FREER , BT App Runner BB X 3R E BSRS89
MR, ELRERGIEARFETIRERN Docker X , YARALNWERREFBERE, T5
#EHEER Python EABEXNERAEARANITREBER. ER[FMLEREEHE.,

Example FIZ & A. ¥

version: 1.0
runtime: python3

build:
commands:
build:
- pip install -r requirements.txt
- opentelemetry-bootstrap --action=install
run:
command: opentelemetry-instrument python app.py
network:
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port: 8080
env:

- name: OTEL_PROPAGATORS
value: xray

- name: OTEL_METRICS_EXPORTER
value: none

- name: OTEL_PYTHON_ID_GENERATOR
value: xray

- name: OTEL_PYTHON_DISABLED_INSTRUMENTATIONS
value: urllib3

- name: OTEL_RESOURCE_ATTRIBUTES
value: 'service.name=example_app'

1% X-Ray HERFEELNEABRXITEESE

EEEE App Runner [RISEA X-Ray Bt , BA4AERIEEITEEIRMHE X-Ray BRI E B ER,
BRI LT EEACERE IR , WHITES X-Ray HBRNZEBX., NEFHREAERIHT
EEACHNEFMENR , 552 /Ethe section called “Bf|AE", #FAWSXRayDaemonWriteAccessZE
BERFEEHTERAR , WEETHESHERGEHRE,

RIEHERAREAHITRRBRA X-Ray

BERENREE  BRAEXHTHRERSEHER ., B AENRERA X-Ray Bt , AREIT
BAMN—I0, MEFMEF , 5526 the section called “B 2 o EHIM”,

mREEAERAERNBITES APl 5 AWS CLI, BlObservabilityConfiguration¥# & TraceConfiguration#J
T YHEIESEMBRE. EEFREM , FPIEETraceConfiguration¥#.

EERAM API RO | FHAME L — B RHRIHITEIRA B App Runner RIS E T BB
ERERAEFETHRHEN X-Ray RERBUR
% App Runner TR AT REERREAN "TEEN, KRB L B TREBBHE, LEEE

Amazon CloudWatch E# 4,

Logs Activity Metrics Observability Configuration Custom domains

Tracing @ Info View service map [4
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£ Amazon CloudWatch X ARREABEXNFTIZHBERNRBEEFNER., REHESETRER
HEEZEET , UREEMERERN AWS RENEE., SHEEEABNEITETRCERESE
B, WFEFHFMER , 5528 Amazon ServiceLens £/ CloudWatch Eigm P A REEEARENH
EEREE,
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18 AWS WAF Web ACL B & #Y BR 3% 2 4 B3 B

AWS WAF 2 — 18 Web FERREFBI AR , TRARREBLNERERETSRE. £H AWS WAF
Web 512 HI5IR ( Web ACL ) , BALUREZHERTRERF Runner REmERZE RK Web JRE
KEMTEEN SRS

Web ACL BERM T HERAREFETRRBAFBEEA Web 5RAVBMIES, & E Web ACL
ERRA , LUeRF, HEHEE Web RE , SRR EREBRENSEZNERS SEETEMN Web
FEARERXM APl, BRI ENRBNLLMFEREBFT Web ACL R, BEEHE - T7HERR
Z2MNERMERE ACL WREET , F2H Amazon VPC EAEERPNRFIHERTE.

/A Important

E2 WAF Web ACL 1ERBIERM E AR N BTERFAA BRI IR IP RAITESF IP HRH, ERE
AEMBTAZESERRR IP B EIXEE WAF #HEBIRY App Runner A A RS, IIRE
WEREAHTHRERAERNFTENRR IP/ICIDR BAREZRFFAA , B4AHHLEREFERAL
S EHEFA , MA 2 WAF Web ACL,

E AR Web BFXRRTE
# AWS WAF Web ACL 528 I =817 SRS HIBINERS | AR Web EREHT THES -

1. ERRFETHEERABRROABTERE AWS WAF,
2. AWS WAF BEZERIEHARESRE Web ACL FI5EM R BIEITHLEL,
3. BIFHEKE , AWS WAF iRElallowsiblockEELE T2 FiE TR,

- MREEEallowlE , App Runner S ERBEFZENERRER,

- MRELEEblocklE , EFARXHTESSHEESR , BRIEEMN Web EREN, THEHERE
Hblock ERTERF AWS WAF RYEHE,

(@ Note
MEBERT , MRREEEEE , AIERAEFETRMELEFR AWS WAF,

INEHB R AWS WAF Web ACL BVEFHIE A , 5EZBAWS WAF B A Bi5FM M Web FEUR&IFE
(Web ACL).
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® Note

BEEZ(TIEE AWS WAF BB, BFEELAERAEHITIRREER AWS WAF Web ACL
EETENER, NEEREENFMEN , F2BAWS WAF EE,

1% WAF #8#& ACL BB R S B R 7 BT IR %%

LU 2% AWS WAF Web ACL EBEH FERRE XN ST IRIEHEBN SRERT

1. £ AWS WAF £ A H BT Web ACL, WMNEFMENR , F2EAWS WAF BIEE A EEEHREL
Web ACL.

2. EHFEH AWS Identity and Access Management (IAM) 78] AWS WAF, INEFHMER , F2H

3. AT HHER—ESE , # Web ACL HEEREXHNITRIRHE LRI :

- EFABRXHTRERS  EYREHEAEIHTRERER , FRAEAEXHTHRIREEHR
BEH Web ACL, MNFERT , F2EEE AWS WAF #8#& ACL,

« AWS WAF #2%|& : EREE AWS WAF 6 AR ENERERETRRIEEEE Web ACL, WNE
A  FSERARASEEPMNET Web ACL B2 AWS BRIV EIBHBUEEH. AWS WAF

« AWSCLI : R\ APl 23783 ACL B9 AWS WAF R3B#, tNEHSR AWS WAF N F API 5%
HMEF , BF2E AWS WAF API &38R H AssociateWebACL,

ZEBEH

- B2 WAF Web ACL BB M EARENBITRAARKHIE IP RATES IP HRE, EREAER
FEI T ERERRR IP EREXZE8E WAF HHEE A App Runner FAA RS . WMREBHERRE
RBTHREARIXFERR IP/CIDR BEARERFIRA , SXEHEIERSFEAZSEHERA
MmA 2 WAF Web ACL,

- —BAEAERXHITERRE REEE —E Web ACL E4EBE, B2 , BRI L — 1@ Web ACL RS {EE
AEXMITRRB AR ZE AWS BIRERE . 2562 Amazon Cognito EA&E&KEH Application
Load Balancer &R,

« B WebACL B, £ Web ACL T2 BB HERBLERME , YAMHEARXHTHRER. &
R LR LMEDR 9 EB . AWS WAF WAFUnavailableEntityExceptionE B EREME
ACL E& BB a2V BEHE , 880 a,
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MRIEIE Web ACL T2 EB A EFMBIE BB EE App Runner =124 |, AIBBAS B ERE,
B2 , B EEARFETHEH AP ETEM.

« AWS WAF &I EAESURRER App Runner BRFEH T 5 E & —1{E AWS WAF API i | &8

[ElWAFNonexistentItemException#Hiis :
 AssociateWebACL
« DisassociateWebACL

 GetWebACLForResource

EH AR BTSRRI AV RBGIRE T HE
» CREATE_FAILED

* DELETE_FAILED

- DELETED

» OPERATION_IN_PROGRESS

(® Note
OPERATION_IN_PROGRESSRE E&HIE AR/ ETET RIS MIBREF | AREEF HW,

B RIS EBURE KRN AWS WAF IIERBWRE, BB AWS WAF RERE App
Runner WiB KFERWFMAEER , FSEAWS WAF B ASEEPNEAGREGEE | LT HI
i AWS WAF ERE R B App Runner #9i8 KFER,

« MRBAREHEENRAURNRERNEE | Web ACL ATREEEERREBEEHNEARE.

AT A

EEMEAPH Web ACL AWS App Runner , 5#T#8 T 58y IAM 3F 7] AWS WAF :

apprunner:ListAssociatedServicesForWebAcl
apprunner:DescribeWebAclForService
apprunner:AssociateWebAcl

apprunner:DisassociateWebAcl

0% IAM AT RHBET | S IAM EAE ISR T IAM R Y BERME T,
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LT REMER IAM BEREH AWS WAF, It IAM BER B2 BRERREXMTRREEREAN L E
CIB

Example

{

{
"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action":[
"wafv2:ListResourcesForWebACL",
"wafv2:GetWebACLForResource",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"apprunner:ListAssociatedServicesForWebAcl",
"apprunner:DescribeWebAclForService",
"apprunner:AssociateWebAcl",
"apprunner:DisassociateWebAcl"

1,
"Resource":"*"

(® Note
HRIGLARER IAM BP0, BFHNREERTT , XATHER API

EIE AWS WAF 85 ACL

FEATHIEHP—ELEEBEEARERNHIT AWS WAF 28 RFEH Web ACL :

« the section called “FE AR #1788
* the section called “AWS CLI”
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FERERHITER

£ App Runner £ & E 2 RIEREF IR G RKE , &7 LABEBI S EUS B AWS WAF Web ACL.

® Note
- ERAEXNHTHEREAEE—E Web ACL EXEB. ER , BRT Hft AWS BERZH | &
E A LA — {8 Web ACL B2 % 1 FE A 12 =\ #4117 2% AR A5 AE BAHA

o RN ACL BBt 2Bl , B L EFHE IAM 51 AWS WAF, WNEFHER |
A,

3
¢
an

I AWS WAF #8#& ACL HY B9 B

/A Important

EE WAF Web ACL tHEIBI EARBR X ITRAARKHRIR IP HAITESF IP BRH, ERE
ABRME A ESERRR IP EREXEE WAF BB App Runner FAA BRTE. TIRE
WEAREANMTHRERAEXZTERR IP/CIDR EAREEREHKRA , BXEHHAERHEAL
S REAA , mMF =R WAF Web ACL,

EAE# AWS WAF #8 ACL N ER

1. FAREREXHTHIRE  RARE [EF] FETEIEN AWS EH.
2. RBEEBVHENRE , ST THHP—EDR

- MREEZIHMRLE  FRE (BURAEXHNTHRRSE , REBE RRERK.

- MREEFHRANERY , FRE RE] R3IER , AREE [RERK) TH [RE].
3. HEI Web BEREFBABTHNES,
4. EE "RAL VRRBUIRIRRE,
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5.

¥ Security info
Specify an Instance role and an AWS KMS encryption key

Permissions
Select an IAM role with permissions to AWS actions that your service code calls. To create a custom role, use the IAM console K
Instance role

An Instance role is auto-generated for every IAM role that is created for Amazon EC2 using the AWS Management Console. Choose an
Instance role to apply the required IAM role to your application code. This grants access permissions to call AWS services.

Choose an Instance role v C

AWS KMS key
This key is used to encrypt the stored copies of your data.

O Use an AWS-owned key
A key that AWS owns and manages for you.

Web Application Firewall Info

Activate WAF EWED access control list (ACL) to protect against web exploits and bots. Learn more about WAF and pricing. [4
o Activate
Choose a web ACL (0) C Create a web ACL [

Choose an existing web ACL or create a new one in AWS WAF console. If you create a new web ACL, click the refresh button to view
it in the table below.

Q. Find resource 1 {s}

No web ACL

No resources to display

Create a web ACL [A

Name A Description v ID v

BITTIERZ— -

- EEEVIHA Web ACL WWEIE : 551 T1ZIE Web ACL, RIETIZEMEM Web ACL , LLEER

B9 FE A 72 N8 1T B RS 22 SL BE Bk

FEREX#ITER
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o EEHEIHM Web ACL : JBIE TE3I Web ACL, LAMEA AWS WAF iR A B Web
ACL, INEFHMMEF , FSBAWS WAF B AEEEFHEIT Web ACL,

1. BIEEHEBRIERI |, /£ 122 Web ACL, RIBFHWIBFEIH Web ACL,
2. BHFTEMER ACL,
6. MREEBRVYHBE A6 FEE[T—F; NREEEFRENRE , HEE [FEEF], ZIH
Web ACL 2 E&M AN 1T RISHEEIE
7. EERE Web ACL BB , SBHRBREM THHRE) RSIER , AT "RERE, . BHE [
M) TH [Web BRI AL, ARIRERIEHEREBi < Web ACL HIFEHIEHL,

(® Note

I Web ACL B§ , 7£ Web ACL T EB i 2RKBLERE , Y AT
HEARKXHITREH. ERIFETURLVER 7EH. AWS WAF
WAFUnavailableEntityExceptionEZREREME ACL T EH A2 BB
2EM a,

WMRIEE Web ACL T EB 2 ol EFEIB BB B App Runner =125 |, BIEFH#AS
LRt BR , BUNERARFETSESAPETEMR.

BUHMERE ACL RYEAEE AWS WAF
A LEIR E TR R FETRREREUETBEEN AWS WAF Web ACL HY B
BUHME ACL HIRAEE AWS WAF HY5E8

1. FREAEXHTREES  RARE [EE] FEPEIEN AWS EHF.
2. BIZEEHORBNEEREF K ARBEEERE THRE.

3. HEI Web BRAEFHABTHES,

4. =R "RE, ik, LEWRREERBROFAR.

5. EEWFE. Web ACL B/ AR 1T RRIBEUEEIH

(® Note

- MREEAREHRIFERE M Web ACL #AR3EE , F51t TiEE Web ACLL RIEFIER
Web ACL., EERARX#ITIREEUE B Al Web ACL HIEAHEE , WRRENELZEAY Web ACL
HERBHERF.
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- MEREHMEAREANTHRBERNEREHEUHBBR Web ACL , 55Z EMIBR Web
ACL, &Rl BB EEBELEER, NECEMNFHEER , F2HAWS WAF EE, BE
W{ATMIERAEE ACL BIEREE |, 5528 AWS WAF APl 2Z& ¥ DeleteWebACL,

- BEEMBRERMERPEARANTRBRBENEBEREFEBN Web ACL,

AWS CLI

B LAE A AWS WAF 22 API ZREFBSE X BUE BA B AWS WAF Web ACL, £ EE Web ACL 2 17 B3
HECHRB N EREXAITRBRBLERRE BRE.

AWS WAF & &1 2 A SUIRRERY App Runner RIS T B E A — {8 AWS WAF API B | &
BEWAFNonexistentItemException$&&s :

 AssociateWebACL
 DisassociateWebACL

 GetWebACLForResource

BRI AR BT BT

 CREATE_FAILED
 DELETE_FAILED
 DELETED

* OPERATION_IN_PROGRESS

@® Note
OPERATION_IN_PROGRESSR B E& N IE AR E 1783 RIS M BREF | AREEF W,

MEAR AWS WAF A Fl API 9SEARE A | 5588 AWS WAF APl 8155,

(® Note
ERTER AWS WAF. IFEFMER , F2E8 FF e,
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FEAUT A AWS WAF #8 ACL AWS CLI

/A Important

B2 WAF Web ACL tHREBI FEAR X BITRAARKHRIR IP HATEST IP 2R, ERE
ARMB A XELERRR IP EREAZEE WAF HHE3BEH App Runner FAA BR#E. IR &
WEAEAMTHEERAEXNTENRR IP/CIDR EARERHFRA , BXEHHAERHEAL
SE4EAA , MA2E WAF Web ACL.

BBt AWS WAF #8 ACL NS BB

1. FEREREFHN— AWS WAF {85 BIEEALlows ¥ ARFEH Web 553K |, BEBlock W RS
#3I Web ACL, 1 AWS WAF API lIE$HE A | 5528 AWS WAF APl 2Z1EEH K
CreateWebACL,

Example 23 #85% ACL-FER

aws wafv2

create-web-acl

--region <region>

--name <web-acl-name>

--scope REGIONAL

--default-action Allow={}

--visibility-config <file-name.json>

# This is the file containing the WAF web ACL rules.

2. {#fassociate-web-acl AWS WAF \F API #8483 1) Web ACL BEEFERRER#1T
SR E BB, WFE AWS WAF APl WEFHEER , 5528 AWS WAF APl 2Z1ERHH
AssociateWebACL,

(@ Note

B Web ACL B , £ Web ACL T2 B gRBALERE , XHT
HERAEXBITHEFEH., ERNETUIRLEWER SER, AWS WAF
WAFUnavailableEntityExceptionEZREFREME ACL T ERH 2 512 L BIHHAE
gEE a,

WMRIEE Web ACL T2 EB oI EFHEEBIZTZNEHE App Runner =124 | BIEAEA
|ARE, BR , BN EERARFRETHRESAPETEM.
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Example B #8% ACL-:ERAV BB

aws wafv2 associate-web-acl
--resource-arn <apprunner_service_arn>
--web-acl-arn <web_acl_arn>

--region <region>

3. f#Mget-web-acl-for-resource AWS WAF 23t API B8 Web ACL E2/& 1 FE FTE FIE1T8S
AR5 RIS, fFE AWS WAF APl (WEFHIEER , 32/ AWS WAF API 2Zf§mForResource®
B9 GetWebACL,

Example B2 &IRH Web ACL-5EK

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

WMRBZEHEEH RSB Web ACL , 2RI HEIFE,

&£ FAMBR AWS WAF #8% ACL AWS CLI

SR AWS WAF Web ACL EEFE AR B11T23 IRFSHERAE | RIMEMIBREZ ACL,
M AWS WAF #3358 ACL HI BB

1. f#Mdisassociate-web-acl AWS WAF 2t API BUE Web ACL EEfERTEFIEITEE
PRISHIEREE, 1T AWS WAF APl IEFHERR , 5528 AWS WAF APl 82E15RmFH
DisassociateWebACL,

Example BUE#33% ACL-55 R B B9 B

aws wafv2 disassociate-web-acl
--resource-arn <apprunner_service_arn>
--region <region>

2. f#Mget-web-acl-for-resource AWS WAF 23t API #32 Web ACL B2/ E AR 11785
B 7% K B2 BA Ak
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Example TR #E ACL EBUHBE-FER

aws wafv2 get-web-acl-for-resource
--resource-arn <apprunner_service_arn>
--region <region>

FEBREAIAY Web ACL A EFIH BN ARANITRRE . MRRA R RIARIBIA Web
ACL , B8 REIZ=HEE.

3. fEMdelete-web-acl AWS WAF 21t API MHERERUH BAE#AY Web ACL. Z1FE AWS WAF API By
B , 552 E AWS WAF APl 2E 5B+ Y DeleteWebACL,

Example fHBR#@HE ACL-FEK

aws wafv2 delete-web-acl

--name <web_acl_name>

--scope REGIONAL

--id <web_acl_id>

--lock-token <web_acl_lock_token>
--region <region>

4. WEFCOMEAList-web-acl AWS WAF 23 API RIBR48E ACL, f01FE AWS WAF AP| RYEHHE
# , B2 B AWS WAF APl 2Z18RH# ListWebACL,

Example #EZ2 EMIBR#EE ACL-FER

aws wafv2 list-web-acls
--scope REGIONAL
--region <region>

fHERAV# ACL I RB SRR,

(® Note

R Web ACL EEHfFA RV ERABRXBITRBBREME IR (H121 Amazon Cognito i
REKE) BB , RIEEMER Web ACL.
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58 Web ACL HHEBERRY B AR 1T R

—{& Web ACL A\ ZEEAREFETSHRREMEMERHEER, FHlist-resources-for-
web-acl AWS WAF 2+ API 5| 828 Web ACL EAEREY FE ARZ FiE TR IR#E. 20 AWS WAF API 19
SHHER , 5528 AWS WAF APl 2Z1 8+ ListResourcesForWebACL,

Example %Il 82 Web ACL BABE FE 2 7B (TR IR IE-7E R

aws wafv2 list-resources-for-web-acl
--web-acl-arn <WEB_ACL_ARN>
--resource-type APP_RUNNER_SERVICE
--region <REGION>

Example 5l tHE2 Web ACL RABEHY FE A2 R B 1T 2R RS- B IR

T O BIFRAR FEE Web ACL HHEFBER E AR X TR BB KRB .,

{

"ResourceArns": []

}

Example %I HE2 Web ACL BB E AR FE1TSRIRIE-E1E

T3S HIERBA 7 EE Web ACL M EIBEHY B ARE X BT R RIE AT AV I FE

{

"ResourceArns": [
"arn:aws:apprunner:<region>:<aws_account_id>:service/<service_name>/<service_id>"

AIEFNEC 8% AWS WAF #8E ACL

B8 Web ACL R RAIBIMERRER 58U K, E8ER AWS WAF S8 ERFERAINERGT

B, HEMEM App Runner FRFRIE Web ACL , SFHRAIBIMERES [FTE] , YEEFNSESERAUN
ERBE, flW, EUURNELCERES —MEAERENAKEFROIBLockBERERR . EERER
AT BURFEEFRERR. MEFHEER , F2RAWS WAF BEASEREHRNAENFRE
B AWS WAF RE,
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B AT LAER E AWS WAF #§55RZ23EE2 8% 2] Amazon CloudWatch i B568H4H. B BREHEFKIZR
#% (Amazon S3) 2B B8 Amazon & ¥l Firehose, MEFMEN , 5520 (AWS WAF B A B1E
M) FHELEE Web ACL R E,

AR FIEEEAREAITRRISMEEABA Web ACL HHEIRVRCERAE | FF2 B T 5SS ML :

« httpSourceName : @& APPRUNNER

« httpSourceld : @& customeraccountid-apprunnerserviceid

MEFMEF , F2RAWS WAF REABIEEHPRIGC S,

/A Important

B2 WAF Web ACL tHREBE FEAREXBITHRAARKHRIR IP HATEST IP RH, ERE
ARMB A XELERRR IP EREAZEE WAF HHE3BEH App Runner FAA BR#E. IR &
WEARXHTHREAENZENRR IP/CIDR BAREERGFA | SXEHUIAEREFERL
SEHEAA , MFT 2 WAF Web ACL.
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EREIE e EE AR P E T IR TR H

® Note

ERFERRAENBRIFEREI AWS App Runner lRFE , AWS App Runner EE 2 & MR B IR 7 #Y
HEER. BULESXRER App Runner 2 A5 APl B RERREHILER., HE , BHATUUE
FERERRERKEE, FEERPEENZBEENARERTEN -y , HELREFIMNE
MEENER LN EERFEHEXNBEENAXNEL, SUUERARRAERX#TSHRRERERIEEL AP
SEESWEE, MRZREE API IENERERE  IFEERMERERE,

EREFETSEEXHREEARFRERENIRE apprunner.yaml FHE M YAML X, ©5
TR REREEBENETRRE, LERPHESZIER App Runner 1 EME BN RS , WIRHE1T
PEERINE |, HIlnAEER s EFIIREE S,

EREFETHREEXHTEREEERE , Hl CPU MAF,

MERAERITREBEROES , 553 Bthe section called “#16l", METENSERER ,
Bthe section called “2Z& %",

s
¢

ES- |
- BRAEFETHREE XM
- BRAEFETHREE XM

FEREFEITRRE &

® Note
EEREERANURERAERNRE. SREASEEERY G REEEER.

THENGIFETRT AWS App Runner BEX ., BERER/IH , RBEFMENRE, HATE , &
EAAEEERER, MERARAATHREACERNEE  F28 O EAEFETHEE.
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fEREAE SR E
B/DELE X

FRSKPWEEXH , App Runner 1T 7 LT RER :

- ERESITHBRTIREBTREZE,
« ERASTHNHITHEERRA,
- EAFERNERERBNEREREEH,

Example & & A. WIR/R

version: 1.0
runtime: python3
build:
commands:
build:
- pip install pipenv
- pipenv install
run:
command: python app.py

SENEENXH
WEHIEEREAapprunner.yaml RN E S EE TR ENWFIEHEESEE,

Example &S A. IR

version: 1.0
runtime: python3
build:
commands:
pre-build:
- wget -c https://s3.amazonaws.com/DOC-EXAMPLE-BUCKET/test-1lib.tar.gz -0 - | tar
-Xz
build:
- pip install pipenv
- pipenv install
post-build:
- python manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
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value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.7.7
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"

- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"

- name: my-parameter-only-name
value-from: "parameter-name"

STENEEXH- ( FRIBITRA )
WEHIEREARERTREPWNapprunner.yamlFiEHEEE,

Zpre-runSEERBITRNEARFETHREBESR. NRENEAREXFERERELE App Runner 8
BXENHTEERE  SVEREEPEALSE., NEFHEN A6 F2E S5 ETERTINEAR
EFETEEE.

® Note
HBRIEMEEIFREH Python 3.11 89, PRAZKFIEApip3Mpython3m s, MFFHMER
2B Python F & £ 15 E $117 P& BXAR AR B9 i 577 552 B3 AP Y

3

Example fIE & A. L IBR

version: 1.0
runtime: python31l
build:
commands:
pre-build:
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- wget -c https://s3.amazonaws.com/DOC-EXAMPLE-BUCKET/test-1ib.tar.gz -0 - | tar
-Xz
build:
- pip3 install pipenv
- pipenv install
post-build:
- python3 manage.py test
env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"
run:
runtime-version: 3.11
pre-run:
- pip3 install pipenv
- pipenv install
- python3 copy-global-files.py
command: pipenv run gunicorn django_apprunner.wsgi --log-file -

network:

port: 8000

env: MY_APP_PORT
env:

- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws:secretsmanager:us-
east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-S7t8xR:username: :"
- name: my-parameter
value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"
- name: my-parameter-only-name
value-from: "parameter-name"

NEREZEEITHEEEERNEGS  F2RATERMMBHBRENBERTHRE T EE,

FEREFIE1Ta L & 1

(@ Note
HEEREEANUREEXRAERNERE, SELISEEEREZEXRBEHEEER.
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REER AWS App Runner B ¢ B ERFEN TR EZEM, UFERARAATRETERNS
B F2R O EREFETHLE.

itk

FEREFETSEEXHR—E YAML X#, @& Eapprunner.yaml , W HKEEEREFFRHF
EER R B 8,

EREFETSEENXHR —E YAML ¥, 5B Bapprunner.yaml , WEKEGEEARFFR
EERYIR B 8,

EREFETSREEXHIEUTEES -
- E-BEERTR
- BEN-BEEBEMEER
- BITER — REMTHEER
TEEB
EREFNSRERMEEEERNBREATREN —BRER. UTE2THNRE
- version— 4 E, EARFETHIEXHRE, BRBRT , BEARHITRA,
EE
version: version

Example

version: 1.0

e runtime— A E, EABRXNEANHMITHRERER, BEEMF App Runner 2N TRIBERREFTTA
WA AT , F2RERKBHRE.

(® Note

AEETEHRNSENER. <language-name><major-version>
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il:l lf

runtime: runtime-name

Example

runtime: python3

BESD

BERSIRERARFETHRBREHNENBERR. ZULEEREGTNRESYH, BEGTRLE
B,

tEERMAbuild: REI@FE , WEB T FHE

« commands— &, EEEAERXYTRESERERRHATHNGD. BE T FHEIE

* pre-build-Ti#, ERABXITEAEREZAATHG S, HM , REnpmBKREIAHER
E.

* build— #E., ERARFETRETREBEENEAEFNGT. flm , £Apipenv.

* post-build-fl#., BABEXITEACREZRHMTNGT. Sl , £A Maven BEER AT
BF JAR 8 WAR X #H | SUETRIE.

build:
commands:
pre-build:
- command
build:
- command
post-build:
- command
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Example

build:
commands:

pre-build:
- yum install openssl

build:
- pip install -r requirements.txt

post-build:
- python manage.py test

« env-iNE, EERERBNBITREZE., ERABB-EMERY, EUNEEEGTHERERES
RELBE,

(@ Note

HEBERTFIMETEVEEMEFENenvER, Hh—HEUR [BE] BRY , 53—
R [#1T] B,

- BenvERRFHRE , "BE. Build) ERPHESETHpre-buildbuildpost-
build. . Fpre- runian BE,

EZ-FIR, Efpre-run®d THALXHN NET, BoH , BMEEMREEHE T8
B, B EENRREE.

« FITRBEREPHIunG T AIUSE 317 ERTHenvESR,

build:
env:
- name: namel
value: valuel
- name: nameZ2
value: value2

Example

build:
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env:
- name: DJANGO_SETTINGS_MODULE
value: "django_apprunner.settings"
- name: MY_VAR_EXAMPLE
value: "example"

HITEER

BRI EBERARFETRARFHENATRETHRR, BUEEHTREMRA. HTES (&
[RIEFTHER). MBES. BEEEEMRREY,

WERrun: Ro|FHE , WEE T 5 FHES
« runtime-version-fi&, EELEEETEENERRER I ITHRER RS TR ERRAS,

RFER , REEEFTERAK, App Runner BEBRXBESRBEEFFERARITRETANRITIRE
IRAFEHRERRER, MRBEEETERANRERE , BImEHSWEE , ™ App Runner EEH
BHEIRAE, IREEEXTE, RERFNEHRIRE , ZNRESEHEETHENHITRERAE
L, ™ App Runner B E¥ HETEN.

B

run:
runtime-version: major[.minor[.patch]]

(® Note
REFLANATHEREBSTRANRATH. MEFHEER ,

s
¢
&n
i
i
&
+
op

Example

runtime: python3
run:
runtime-version: 3.7

« pre-run-aiE, ERSEFTWEZER, FEESERAEAARZRGERIFNTRER K BARE
RHTHH T BUUELBAETRIERE /appEINEITESG. Sl MREFELENR/
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appB & ANHM S EHMEKY  FELFERTPOALENETRIATIAESR, UFERERER
BITREERFNFREN  F2RAEETRBRATEAEFETHEE.

(® Note

« BEE — Blffpre-run@HHE [B1T] ERD , EMtE RS2 E ERERZ [Build] EE
FEENRREEY, sMELSENR #1177 ERPERNREZE,
o Epre-runBHEREITERNEAERFETSBEXE. IRENERAEXERRE App

Runner 82 X ENBTHERRAE , FOERERTHALSZE, NHEFMER  F2H
AEETRRANEAEFETREE.

run:
pre-run:
- command

« command— %=, App Runner EEREARREECZARYTEARING S,

A

run:
command: command

« network-mliE, IEEEAENEENEREE, HBEUTRAR :
- port-fi&, MRELKE , ERENEREN RN ERERE, ERES 8080,

- env-AliE, WMRIEE , App Runner EEEBRIBEERILREBHPINESE , Uk (MFR) &£
ERIREEH P EEMBNEZERIEPORT, MAFER , MREIEEenv , App Runner EEM &
RIESY P ERERERS,

run:
network:
poxrt: port-number
env: env-variable-name
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Example

run:
network:
port: 8000
env: MY_APP_PORT

« env-A#E, ERHTHERNEBTRESY. ERARB-EHERS, SUNEHTHREREPKS
B2EELEH.

(@ Note
HAAEBERTHIMEFRLEEMEFRENenvEE, HP—AUR [RE) ER+ , 5—#
R [BAT] BB F.

- BenvERFHRE , "BEE. Build) ERPHESETHpre-buildbuildpost-
build, . Mpre-runfEH8E,

EZ-FIR, Efpre-run®d THALXHN NET, BoH , BMEEMREEHE T8
B, B EENRREE.
« FITRBEREPHIunG T AIUSE 317 ERTHenvESR,

run:
env:
- name: namel
value: valuel
- name: nameZ2
value: value2
secrets:
- name: namel
value-from: arn:aws:secretsmanager:region:aws_account_id:secret:secret-id
- name: name?2
value-from: arn:aws:ssm:region:aws_account_id:parameter/parameter-name
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FMBABER

Example

run:
env:
- name: MY_VAR_EXAMPLE
value: "example"
secrets:
- name: my-secret
value-from: "arn:aws

east-1:123456789012:secret:testingstackAppRunnerConstr-kJFXde2ULKbT-

S7t8xR:username::"
- name: my-parameter

value-from: "arn:aws:ssm:us-east-1:123456789012:parameter/parameter-name"

:secretsmanager:us-

- name: my-parameter-only-name
value-from: "parameter-name"

BITER
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FERTEFI1EITER API

AWS App Runner EAREFmIEED (APl ) 2—1{8 RESTful APl , AR RERAREFETSREZ LG
Ro BAILAER API REIM, FIH, #iR, EFHAMBR AWS RS,

FBANEEEEARAEABHEWL AP, Al AEAHF — @ AWS SDK.

WMETEN API B2EZEH , 52 E AWS App Runner API 2Z & #,

WE AWS BB AEBTEWEFMEN K F2REEENTE AWS,

FHE
- FHEEER AWS CLI ERXHITENEBEEH
« {£/A AWS CloudShell {EH AWS App Runner

FEHEER AWS CLI EX#TEABEFEH

HAGSHIESTE , SEEAAWS CLIZRFEMERARERHNTEERE. METEN AWS CLI 2EEH
28 (ES2%E) PHAWS CLI apprunner,

3

AWS CloudShell FJZE& BB AWS CLI ZEFRIRBEHFRE , YEHRFEAE. AWS Management
Console BRTBRZE 2/ , FUFTFERERE , EFFEEEEE., £H AWS Management
Console TYEFEERE MG AR R AWS CLI. tNFEFE AL FIREE CloudShell#IERR , F2E () the
section called “f#F AWS CloudShell”,

£ AWS CloudShell 2R{&£H AWS App Runner

AWS CloudShell 2 — B REEAERNTELRBERE | LA UERELE. AWS Management Console
&R LA AR shell ( Bash PowerShell 2 Z 483 AWS App Runner ) ¥ AWS R# ( 218 ) iB1T
AWS CLI 55, B4\, BEETHEILREG TSI TR THITIHIRE,

& A LLAWS CloudShell #&E(&) AWS Management Console , 3t Bf&ARE A EIEEH AWS RS
BEEFH shell THERERTRFER, EFEMFEMH AWS CloudShell HHTELREB AIZBEEFEA AWS CLI
IR 2 (AAREEREBHFTERIES) B App Runner & AWS [RIEE B FFREIBER ERE .

*5E
« ENBH IAM 57 AWS CloudShell
- BEBFEARERFIETIRXEE AWS CloudShell
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https://docs.aws.amazon.com/cli/latest/reference/apprunner/
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- FARFEERARERFETSRIE AWS CloudShell

EXSHY IAM 557 AWS CloudShell

EEETNERARENENEEE R TET IAM FH%E AWS Identity and Access Management ,
LA{E b 4P 7] LATZEX AWS CloudShell F{E A IRIER ThEE,

ARG EEERHETHECENRRAEEEE AWS SEENEE, AWS SEHFEEH AWSE I
EEMNBIBER, WY AWS ZEHE CloudShell aTKiINZE IAM B 45 :

« AWSCloudShellFullAccess : & F{EARER AWS CloudShell LA+ 55RBFTE 8L,

MREEERS| 1AM £ E T ITRIEI/EEE AWS CloudShell , AT AR F
FAAWSCloudShellFullAccessZEBRMAB AN BIIER. NEGBRITFERAEFEANE
YERIEEHME F CloudShell , 552 (#EAAWS CloudShell &) T/ "EH IAM BEEEE AWS
CloudShell FEUFEHA 4 -

® Note

B IAM B REE—EHE , XBKRETHEERERF Runner TR ER, MEFMAE
A , 552 @ the section called “FEARRHITEEM IAM?,

EAfE AR FIE TS X B AWS CloudShell

AWS CloudShell #¢ &2 % AWS Management Console , A LA EIFAAERESITNHEE App
Runner B &,

ETHEHIF |, BEFEA in #EE AWS CLI FF—1@ App Runner RFEIMEEEE EA CloudShell,

® Note

AWS CLI ZEH MK AWS CloudShell , £EEZETHHILZRETMHMER. A, EALZER
7 Shell FEFR &5 , R EFREBFA AT,

Example £ A X EAETRREE R AWS CloudShell

1. &+ AWS Management Console , %7 LLE$E CloudShell EE I 0 T 5 7] AEEREE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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- 1#1ZHE CloudShell 7,

- Bi%icloudshellEESARAMARNE , RREESHE R P B R CloudShel i 1H KR IEZIE
1,
2. EhRE4AEEN AWS BEAH Y HE AWS IREHRNFE SR EAREF Runner RIS , BESTS
THEALLT CloudShell#i s :

$ aws apprunner list-services

BHEHERBENEEES.

{
"ServiceSummaryList": [
{
"ServiceName": "my-app-1",
"ServiceId": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2b0df550fe98a71fa",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"CreatedAt": "2020-11-20T19:05:25Z2",
"UpdatedAt": "2020-11-23T12:41:372",
"Status": "RUNNING"
1,
{

"ServiceName": "my-app-2",

"ServiceId": "ab8f94cfe29a460fb8760afd2ee87555",

"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-app-2/
ab8f94cfe29a460fb8760afd2ee87555",

"ServiceUrl": "e2m8rrrx33.us-east-1.awsapprunner.com",

"CreatedAt": "2020-11-06T23:15:3072",

"UpdatedAt": "2020-11-23T13:21:227",

"Status": "RUNNING"

}

3. EEHS4E App Runner [RIEHIEEMGREA | FBEA L —ESTBEEEF —{E ARN |, £
CloudShell TS5 AT ®HS :

$ aws apprunner describe-service --service-arn arn:aws:apprunner:us-
east-2:123456789012:sexvice/my-app-1/8felel@304f84fd2bodf550fe98a71fa
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W S 5 R FTE E BRIV SRR B

"Service": {
"ServiceName": "my-app-1",
"ServiceId": "8felel@304f84fd2b0df550fe98a71fa",
"ServiceArn": "arn:aws:apprunner:us-east-2:123456789012:service/my-
app-1/8felel@304f84fd2b0df550fe98a71fa",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"CreatedAt": "2020-11-20T19:05:257",
"UpdatedAt": "2020-11-23T12:41:37Z2",
"Status": "RUNNING",
"SourceConfiguration": {
"CodeRepository": {
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"
.
"CodeConfiguration": {
"CodeConfigurationValues": {
"BuildCommand": "[pip install -r requirements.txt]",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [
{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
.
"ConfigurationSource": "API"
}
1,
"AutoDeploymentsEnabled": true,
"AuthenticationConfiguration": {
"ConnectionArn": "arn:aws:apprunner:us-east-2:123456789012:connection/my-
github-connection/e7656250f67242d7819feade6800f59e"
}
1,
"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"
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},
"HealthCheckConfiguration": {
"Protocol": "TCP",
"Path": "/",
"Interval": 10,
"Timeout": 5,
"HealthyThreshold": 1,
"UnhealthyThreshold": 5

1,
"AutoScalingConfigurationSummary": {
"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-2:123456789012:autoscalingconfiguration/
DefaultConfiguration/1/00000000000000000000000000000001",
"AutoScalingConfigurationName": "DefaultConfiguration",
"AutoScalingConfigurationRevision": 1

}

FEAREEARERETSRRE AWS CloudShell

&A1 App Runner fR#EF , App Runner 8 A8 IR AL B2 —ERFRE , WAAHBEREES
F( EAEHIREE API ARABRY ) . BALUERAE CloudShell ITEFEE MY , YRFCRR
FEE,

e
==
=)
IE

a0 | AR PTIRER I App Runner lRIE2 B BERER , BEDHIT T H&H S CloudShell :

$ curl https://qxuadi4qwp.us-east-2.awsapprunner.com/; echo

BHERETANNERRR,
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& AWS CloudShell Actions v | &

Terms of Use Cookie preferences
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FMBABER

5t S AR

ARESHHEHEER AWS App Runner IR AT REBEINE RIFRRVBER MR BRI R, &R

RESHRERBEENEEA. APl S [C#] R5IER L,

NFESHELERESNERIEBRENSRE , FRE A& 0.

FE

- IRIBERE

- BEIEEER

« HTTP/HTTPS 53R & Hinca

- BRBEELERET Amazon RDS = F iR

Al 5 B SR 2 3L B

%II
™

MRBEFAET App Runner IRIEXE , IR EEACREATE_FAILEDARRE, WARREEETFIEA LE

™y TEMAML o RBEUERRAETS —SHEARBNEENEEE

- BHERENE

- BEIBRE

- HARE

- BIRECE

« BRIEER AWS IRTS R T EREE

EERUIRELEVNRE  BRENTTIEBE,

1. BEBRBSHMLEE  BEEMRBEEIZINER,

2. BAEARREBRETEALENEE,

3. MRBEFFIRBERE , FMHER—HZERHK

4. MRBEINHMEREE , B SUEATARNER T E .
5

. TR LERFIESRE , FEXEREERE. UEFBRNAERRBHER , 552 Bthe section

called “E 2 & B BR7E”

EER YR
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(@ Note
AR S HEEN AR EREEE 2 — =2 Fargate FEFE vCPU ER,
VCPU ERFTEBREEARRNHTHRIRAEGCRENATEREE ., E-REHRERETH
Fargate F&i& vCPU ERFTEI W FAREIEAE. AWS Fargate (Fargate) & ERIBERFH
vCPU BB ERERIZEEEEE , FFEA P Service Quotas £ A, AWS Management
ConsolelIFEFFME , 552 Amazon BHEBEFAWS Fargate IRIEF 2 A BIER Y AR
BO .

/A Important
BRT S RBUBRBNIRELERN , EFFELEEMEAER, AEXKOBRBEEIER

CHRETACHRBEEP. App Runner T8 HEIMBRA BRI R , RILFRARETRK
B &S ELMIER

BRIEEEB

REFREA MR BB N ARE R E B MER TR BT S ERR.

(@ Note

ATIBERAEAHTRERERNNZ L% , *.awsapprunner.com #E T A EBEE
(PSL) ., RTHE—FINELM A MREFERE App Runner ERRXNFARMEEBBPRE
BUBM Cookie , BB _ Host-AIEB M Cookie. ILIEEMNAREBELNBERZE
YhFERRIE (CSRF) B, MEEZEH , 552 H Mozilla Bz A S PMEEE Cookie B
[i:1)8

HW 1§ B 5T RV 8 3L K BUER AR

- REWERESEA CAA CHEERIE, MR DNS #REBTHNE[AMIERE CAA Lk , g
WRIFAEfail open , & AWS Certificate Manager 3 BE URF HTAE., EANERARES
EBTRESEERE. MREEE DNS BEFERH CAARE  BREELETE—BMAEN CAA S
#kamazon.com, BEH| , ACM EERTEE. At , BLEVEARIHTERNN BFTHAE.
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https://publicsuffix.org/
https://publicsuffix.org/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#cookie_prefixes
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T gEH SR DNS £ T E DIG RETRRD ML ERB M CAA Lk, LLEHI6E
Fexample.comi & BT #EE. EEHIF T T I T UBE CAA REik.

;5 QUESTION SECTION:
;example.com. IN CAA

;5 ANSWER SECTION:

example.com. 7200 IN CAA 0 iodef "mailto:hostmaster@example.com"
example.com. 7200 IN CAA 0 issue "letsencrypt.org"

...note absence of "amazon.com" in any of the above CAA records...

- BIFEEECHE Y EELIZE—E CAA i2#&amazon. coms
- ERSBEITRDEERESTSRER,

MBAAR CAA BEWET , BSWTIHAR

- BEREENIEE (CAA) BE
o MAIAEREFITHERH ACM BFEIFH CAA SEER ?

S BRTHAEM DNS BREREFMEHER

- RECRTHBT ACBHAREINETS . I\, BRECLTHEA DNS ZH T (41 DIG)
SERMBE T DNS k. BHR , MEUTHE .
- AEAHBHSE,
. FEREWFTT , HIf DNS e h 315,

T

- ERBETEARERRRNTEER,

WFEMAERR CAA BBHERNVET , F2ETIIRA.

i

« DNS Eas%
« the section called “BiT{@1E & "
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-caa.html
https://aws.amazon.com/premiumsupport/knowledge-center/acm-troubleshoot-caa-errors/
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
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BN 52 S HE R

« FERD AT LA EIARFE .

aws apprunner list-services

o RIS I MEHIRE,

aws apprunner describe-service --service-arn

- WMEEFTRERRE,

aws apprunner describe-custom-domains --service-arn

« BIHATAEITHRESE,

aws apprunner list-operations --service-arn

EHE R -

B BT RERAT R ZIRZE | App Runner £1REEH118 = DNS AIAR2RH — 4 CNAME f2ék, B4
CNAME B BRI, BARERFETSER AWS Certificate Manager ( ACM ) REaE T, FEH
BXAHTHRSRFIEL DNS fic#k , UBERLBENISEHRERE., MREHK DNS EFHBER CNAME 72
# , App Runner #$#E& 2B 5 DNS o6k , B EFTRERRELEBHEN,

AEIER A AR AR T 5 BRT R EUR R BB E

« the section called “CNAME €7 DNS fRResF B

« the section called “BE 2 1BHA".
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CNAME €% DNS aRE+HBK

« fE£ DescribeCustomDomainsAP| S EFARERHITR AR TBETHEE. REHEEN
CNAME iC$%., MMEFBCEHTE CNAME W& |, 328 CertificateValidationRecords,

- HBFEIMT CNAME SEHEFIEEEM DNS fAfkes. AR , EFARFETSTURBERSHER
13, #¥ CNAME sz , DNS R Z AREEE 30 2 ESEEE. EAEI#THEN ACM
AR ER DRI REAREENER. NFENMAFTE CNAME RB&EHNIET , 2 Bthe section
called “EE B,

BECBH

- HUHRRBE (BUHSERZ ) K RAREARAREFETHZES A AP BB (8 ) ERAEFETSHRE
MEERE. BAERXITRSEYHMNBERE CNAME i,
- EETHVBRERE CNAME S8R5 =&/ DNS falfRas.

WMENMEUEREBE (BUEER) B (E) BEIBENIER , 28, the section called “EIE BE]
B

MR RERETCRNEN

BRI LMERECHARE | SIHEZRENBREREEIEREN, SRLUEAR curl FTERBERER
REE,

WERRBEBONFMENR  F2ETIERS .

- BITERN ACM BERELA/THEETTER?

- ACM BEMNZEEEY

- DNS 5%

HTTP/HTTPS 55K S8R

ZNERER A AN SR B BE AR AR ORAE HTTP/HTTPS RE R M AR N HITR RIS imH R T aE@ 2 AvER

o
RN o
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https://docs.aws.amazon.com/apprunner/latest/api/API_DescribeCustomDomains.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CustomDomain.html#apprunner-Type-CustomDomain-CertificateValidationRecords
https://aws.amazon.com/premiumsupport/knowledge-center/acm-certificate-ineligible/
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
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404 35 HTTP/HTTPS GRERIEARERE TR R R K BEER

« FEERIEM HTTP ERAMARIS URL , A App Runner € A T #IZBEEARKHAER, Host
Header KZEEFif ( HlACURLF Web BB ) 2 5B EMEIEERE URL, MMRENAFIR
KGR URL % E AHost Header , RTEEUWEFI404 Not FoundEBFRFAE.

Example EH#IZET E7E

$ ~ curl -I -H "host: foobar.com" https://testservice.awsapprunner.com/
HTTP/1.1 404 Not Found
transfer-encoding: chunked

Example IEHERY E#ETH

$ ~ curl -I -H "host: testservice.awsapprunner.com" https://
testservice.awsapprunner.com/

HTTP/1.1 200 OK

content-length: 11772

content-type: text/html; charset=utf-8

- BENENAF RS ERREEREHE L ARMARBH FIREEBE RS (SNI), BN TLS #1E
MFEREH  BRAEFETRMEA HTTPS EEPERER SN

= RS 5 E 2 Amazon RDS = TR

WMREN R EEERE Amazon RDS ERESH At T EARAHRYE , WaE R ERERR
B, 2TES5|ERTH— LSRR, LHEENEREEREREMEE , AREEELHERNRE,
& ZRARSE App Runner WEIHHRERRE , F2HEKELRERA VPC FH .

(® Note

EERBIBH VPC ERERSRTE , 5% App Runner T AL RIEEE KT |, BH [MEBHRE].
ARBEE [NBFRE] REIER, 1BE VPC EiEES, T —EHEREE VPC EESBMWFEMER,
BU L ELNEERELR TERATYIER  F£H VPC WKk, ZEMEEF App Runner iR
%

404 3% HTTP/HTTPS HREZIE AR FETRRE R MR KREIER 254
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MOERARRNEZEREEMG T RERENER

1. HEE VPC EESBHERANFHERENE FHRK, WRERSFRET VA FHER , ENRBIESE
FEER , RASEFEBENERBYE ENI GEMHBRITE) REAH IP ZE,

WMRER VPC BEEREA LA T |, BRI LEA T HEFRRE E AR

a. BIUFNAEFEE 6 UEHAEREME VPC EZBNAE FHEK, NEFEET , 26
Amazon VPC £ F & 15 FP By EE 8 FA A 08 A B T #8338

b. ZEiB NAT BERBEREN LA FBE., NEFMAEF , 528 Amazon VPC R EEEH
B NAT &,

2. FMERRVPC EESNZEHEHAEAW AN LA ERESR, £ App Runner T ALAIEEEKS |
BE [BBRE] > [T RE], WBFEFIRI VPC EiESS, T—HEIHEFMLLERNEREN R
SMEE,

3. HABESERFN RDS HITERNLEM T ERE  BRLsHER ANBEEASEER, NE
SHMER |, 528 App Runner ERREXNEREZFE 2 T HERBEHREISE.

4, ERFEABRFETHEE2NRIEHMERNWPBERENE 6 FEHERET RDS 5 App
Runner Z 4 \# T ARFS -

a. RMERERMAZHFH Amazon EC2 #IT{ERE , EHEREZE RDS #ITHER SR
b. MREEHERIIR VPC ini: , FFEBIEME VPC H#Y EC2 #117EER FHUAEE #Y im R 2R
En T EAR

5. MRPER 4 PRE—EFRFEKE , BIEEZH AWSIRF P EREMEIRNY App Runner BLi& 2 54
RATeEfFE B, FBEtAE Sup AWS port BRFILAERIS 1B , LA(EE — S [REi 15 IE B 4R 4 B Ry
F':ﬁiEEEo

6. MRFIRWIR 4 PNETRHYERE RDS BTEBRN THFRYE , FEEHTHSRPINET.
BB ZBMANMEEFE EN RELHERKBERERTETEA ENL

(® Note
LR THELS RIS LER ENI RZCHKEMN , £ App Runner IRIERTIAE 2
#% , AAEIT RDS A T EBRBHNERER. ERAERNER "8TH. RER , LAY
1T RDS = T IRIEHERIESR, TR, ENI TMERERABRFHTHRNERIEREN
—WOETRE. EEAETRE ENI DATRARE—-SHE,

a. fEEX AWS#EZEERE EC2 =28,

EHR KB E Amazon RDS = TR 255


https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
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b. REMEBEERMN "HRKERZSM, BFEP , EW "EENE. .
c. BBE "HEER, M "HIR, ¥, IEE VPC EEEEEBN FEREPIRE ENL, P
BEBEUTwEER,
- EOEH R
- R : BTEA AWSAppRunner ENI(ZE41:AWSAppRunner ENI - abcde123-
abcd-1234-1234-abcde1233456)
d. EASIFENZESGRIZRERM ENL
e. ft "EME. THREREN "EIURELH, .
f. ERTHFRAER , ARENEERESN "EILRERE, .
9. REELENRELR.
- MRSEVHAEREREEREA ENI, BIFREE ENI FREHEE. BRT App Runner B
29\, B AWS IRF R H Mt E R R E MR ERE. Big S AWS upport LAEVSHE
— 18,
- MREEAFABREREREA ENI , RMIEZBEBIE Sup AWS port ZBF , AEF
Fargate BRI R BB E 2 ME=E,
h. fERA#E Reachability Analyzer T8, 1tk T B 0] 7 K2 #E 48 3% B8 18 i 09 SR AR £ B AR B 58k 51
S, UGB BT SERRERE ., WEFMENA , FB B ER Reachability Analyzer ?
#£ Amazon VPC Reachability Analyzer ¥§mE =,
WAEARIHITE ENIEARIR , X A RDS ENI fER B Wit
7. MRGEELE-SHE)EEEE , IEETRARSRZBNAELERE RDS =& NiiFRE , &

MEREBIE Sup AWS port LABUSHE — 18,

EHR KB E Amazon RDS = TR 256


https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
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EREFETRTH

EL2 AWS BRENELER. BRAWS BF , BKALURERDPONEBRRETEDS  SLERBRES
TREHZE M RBBNEBNERMBER,

ZER2 AWS BECEAARNER, AFSEEESEFRRBERNZEENBRTHE MY

- ERTEME — AWS EEREPHIT AWS REHERELE AWS Eif, AWS EBZREHRTUZS
FANRE, EERABREERANREERETE AWS App Runner , 2B & RTEINAWS BRIE
.

- BElRtet — SNEEECAREMERN AWS R, St4BAHEMRNEESE  SFERNER
., BATNERMNBAEERNZER,

AXEREBER T HMMEFEA App Runner BFERAREMNEEER, THEERPUMMEEE App
Runner UAFFE R MMERAMBE, HEL2TNMAFERAHAM AWS IR REBRERNREEAE
FETSRER,

&

- ERARFETSTHERE

- EFREFETRNSOMNGEER

- EEAEFETSETETAR

- EARKHITRNERY

- EAERETERT

- EitE#E %S AWS App Runner

- BE VPC nBFEAERAREXHITEHR

- EAEFREMTSETFHNEENRESD

- EABRXHTENLSNRE

FEFREFE TR RV EIR

AWS HASEERBRAMNFHNERRE AWS App Runner, ftERGFTR | AWS BESREH T
BAWS Bl LEEHETHERRELLEERTNEGIE, SHLEBEEFMFER AWS R HE2
HENEETKE,. NEERARABNFNERN K F2REABLEERBEE. UEEREEBINERRE
WHERERN , FESE AWS T2 M IER LK AWS HEHNSFERF GDPR HEKXE,
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFHECAZEEZRNE (MFA).

« f£/ SSL/TLS Bd AWS BRETERA. RMFE TLS 1.2 LEZRFEA TLS 1.3,

- ERARRE API M{EREEEFE#% AWS CloudTrail,

- £ AWS MEBFRFRURHEPWRMERFE RS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRHEZBBHSHNER API FEEFEERE AWS B FIPS 140-2 BB HNZ1ELR | FEH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BEMEEBRCEUITESETFNE B iU FREIBRAET  HERRIABHBANFRL
B, BB BRAL. EEELERZESE , API X AWS SDK AR AWS R# AEFETHRIHE
ftEAEFETRK. AWS CLIZEEBRHEHRAXFRUFTBANTMNERDBITERANRTEDRD
B B35, MRERMNIAMEH URL , RFAZEBF D ERB LU MAMB[F RN URL P EER
HEAo

MEHM TERRRNITRELS, REMIE
THE

. ERANBREER

. BBERREELE

e &R EEF

AWS App Runner {t &EEENFEFEREINERAERXRR CRRREERFHRERR) , LHEFE S
EEENERE., NEFMAER  F2HE BEERE,

ERREREEGE@D (R App Runner ) MFRE ( RFE AWS ERHOE ) REEH.

NEEMERRBOFEET , 2 Bihe section called “EHHRH’,

MEHM TERRRMITRES, REMIE
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https://aws.amazon.com/compliance/fips/
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= Lalesyiks

BAZEBMESABRERNRE  £FABREBREM (TLS) MEER , EAAFHNE (MHEE
ERIEIE), EMEL EZHRERBENEAENER. FERBERTS:  FEENEAENX, EH
BRABNRMEEERAEREEARREBE M4 , £/ TLS MBER. BAEXITHRERTE
B EARENLUER TLS EWRE,

BAFEmNEZ T2 RBERIZELE App Runner 1T BN R FMRGERERNBNEN S £, ERAERF
Runner EEFBENERERR , RItEEZHEETNDS, Rit | FES4ERBZNIBIIREE App
Runner 2 Bl EREZ £,

BRENENTREE

ATREEABRFWFESIE , App Runner BHERAREFR REMRGI RSN EEREITETNSE. B
IER Y ERRERAITEERIEE | B LURE AWS KMS key. SIRERM T —1E , App Runner A&
RUNZRRNZENTR. WREFRME—E , EAERFETSHER AWS ZEER RF,

21%E App Runner RIS S B FMER , 552 B CreateService, MF A AWS Key Management
Service (AWS KMS) W& , 2B BAWS Key Management Service 2 A E355,

App Runner £ Amazon Virtual Private Cloud (Amazon VPC) £ App Runner BERRERXFHERZ
BEVRR , XEFHeM. RETEERNBERERZENRE. WHEEE Amazon VPC T2 M
& , 552 Amazon VPC ERAE BT K Amazon VPC HH#EE% 7 2 B,

MERERAERNATREAEREBRT Amazon VPC ELXBBINER , 2/, the section called “/&

by =
HRE”

MEBBFEA VPC inHRBHEARIBTHRNERNER , 552 Bthe section called “VPC i 2,
WEFBEERREBENFHENR , 552 Bthe section called “EEHRE",
MEHM "TEARKHTELS ) ReHEHE,

EREFETRNSONBEEE

AWS Identity and Access Management (IAM) A i#HBI RREE E L £ iR AWS ERFEE, AWS
R3S IAM BEEEEHMEATLUBEBEMEE (2% ) MiRE (E6ER ) WEAEREFETSHRE
R IAM RIETILAERAE AWS IR , |MEBEIMIE,

mEEA TERARRBTELS, ReMIHE
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https://docs.aws.amazon.com/kms/latest/developerguide/
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&

- Wt

- FRASTBE

- FRABRREEFIE

- EARXETESNTER IAM

- ERABXEITRS 2RI FE A5

- BERBEEEACARERERET

- AWS ZEERER AWS App Runner

- RBHMEAEHTESY

cZhes

BIBEEEARIMTHRPHTHIAE , FAFX AWS Identity and Access Management (IAM) 848
ZiENER

RISERE — REER App Runner RBRZEKT/E , AIEEEGALRUMENEENER. B
I&EMEZ App Runner ZhBERFTER TERF | SRR EHMER, THENGFUTHNEEL X AHENE
EERESFEREBWFTT, MREELZFINERAEXNNITRPHINGE , FEREEFBREAENHTE

5.

REEEE — RECAELNTNERAERXBTHRER , SURBETENERARIHTHFIVE, B
EL RIS F AWML App Runner ZIREMERZEMN ITE, #EE , BLAKBREGEN IAM
EEHE K REFLRBEEAENGT. RRLERLENENR , TR IAMNERES, EEE-—STH

B/ T A E App Runner £/ IAM |, 2R EREXHTER NAEE IAM,

IAM BEEE —MMRZE IAMBEE , tEE TR UMTREBEUEE App Runner FEUE R FFHHE
Ao EERETE IAM AEANERARINBTREBBKRES | F20. EARSHTHRE2E5
J5 Bl 5 451

(e

BRI AWS FAFORBZEANAR, BH4EL IAM ERES S BERR IAM SEETHRE (BA
AWS), AWS IRERERE

B LAMERZEIR AWS 28R RIRIBHNEER , MBS 5 2B S 2 E A, AWS IAM Identity
Center (IAM 250 EHE, EATNE—BEASGSRE , UREH Google = Facebook & A& ¥
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HEBESHOMBNEG, BUBMESSBEAR  FNEESRNCRELA IAM ABHNBES D,
B8 AWS AERFNR , CEBREREAC.

BRIBENFERERR | & LL% A AWS Management Console 5, AWS LA O#L, MEFEZEA
WEEHERR AWS |, 552 E (AWS EA FHER) AWS IRF PR RZEAERN,

MR AWS LRERERET A RNFE |, 58 AWS RIEEHERAZEHN (SDK) Miars 5T E (CLI) , AERE
WRBLUMBRSFREBLENER, NREEREHAWS TE | BIXEBRTHEER, NESHEENS
EHITEEERNFAENR , 208 IAM EHAEERTMNZESE AWS API 553K,

EREGERAAESIRESE  SUREHEERHENNLZEMER. fln, AWS BEREHERASEE
BT (MFA) REIMEFN L2, MEEZEH , F2 8 AWS IAM Identity Center EAE BT
MWEZEEZRRFN IAM FAEERMPNE AWSHEAZSEERRE (MFA),

AWS IEF RERE

BRI AWS 1RF , B8R —EEASIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFBHBUANBHTEA
RERN. BARBETEURCEAEREARES. RECHREAERE , YHARYTREHAR
EREATHNER, NFELEBNZRFE , THFUREAERANES  F20 (AM E/HE
ErR) PREEREAEBENES.

IAM £ F & F B+ 4

IAM EAEREABNE D , E AWS IRF BE-ASSEABRANBENT. BREETRKET
FBE K MAREARLKRMBE PINEBNEFREER) BV IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE  ERCHNEFNIR, UFESER , F2H AV EAEEETNAS
ERPBENEARIIERHBBRTFMER.

IAM B R —BIEE IAM FREEANED., BEZUBEESHEE, SUUERARER—XAES
BEAEEEHT, HETEEEAEFAEFINEFEEEARS. fl , BULEE—EEA
IAMAdmins BB |, R FREBHEEE IAM BRI,

ERERAGTE, FRERGRE-ASHEAEXNZIRE K BAGHNENREHEMNRZEECHA
EHE. EAEHAXKANKRYERE A CALERHERERE. WFE-—STH A F2HIAM E£HE
EETYHNEL IAM ERE (MEHE) ARHE,

IAM B

IAM BERE AWS IRF RBEEREFANE S, TEHLUIAM E£RE , EFESEN ASHEB,
LAY A R | EREERE IAM S8, AWS Management Console & 1] LUEBFEAY AWS CLI
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS App Runner HBEABER

= AWS API ¥ EA BT URL RIEEZAG, IEERAAGNEEFMEN  F26H IAM E£AEE
FFRER IAM A,

EAERBEN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WMREFEA IAM Identity Center ,
RIEEREHAR. RS BRIBERTAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAEERHPHNFT &,

- T IAM EREFF T - IAM EAEH AT LUEE IAM SeRE KW EERRATENFT,

- BIRFEFHE . EUUER IAM AR, AFTEIRFPHEA (BENER) FREKRFHNER. A
BERTERFFIRENEESN, B2 , BRELRE AWS BRE , SRS R EEM N2 EIR
(MAREABCEARE ). BETHERFFNACNUERAERNERCENER , F2H
IAM EFAEEREPH IAM R EIRF ERFEH.

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE, i , EERERKPETRUE | ZRKE
BEEEE Amazon EC2 H#{TEAR XK 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATUERNTA. FARKACSEARKEEZAGKRIAITIIEE,

- MEEMIERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE K SURENTEEDE , EMETRARBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T RETRINFERE , T E8H FAS FR, BREBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERER) .

- B¥Ae - RESERRBEEIN AM B€ , TRREMTDHE. IAM EES TR IAM RE
M. BERANMRREAR, MFFMAET , F2R IAM EREEETNELAGURIRFTAE
AWS BR %5 BR %5

- BREREAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEEREENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
AR,

* 7£ Amazon EC2 E#THEREN — EILER IAM B EREEHE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHR. BEKAWS BEERE EC2 HTERYEREGHMEEARN , FEEREHTER
METERRERE. BTERREESSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , B2 AM EREEETHFA IAM B EREFFFA4E Amazon EC2 #{T{E
BTN ERAER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

AWS App Runner HBEABER

WETHRIBEEM IAM AGH IAM EAE |, F26 IAM EAEEFERNEL AM A6 (IEEA
&) R,

EABRREEFRUE

ERLAE AWS BE M RAIAEEMINE AWS & 2@ B RERKZH PR FE. RAIR—@EWH
AWS | EESSEBRINERAERER  SERHEER, AWS EXSHE (EAE. root EFRAERAE
TEFEER) RIEERE , FIEELRAl. BERPHNFFIDRERS AFTHIEEFBR. KSBEFERE AWS
LA JSON X#H Wy X FEF. MFE JSON BERXHE RN ABTNWFHRENR , 260 IAM EREE
M H JSON BURHBLE.

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
AT EERANITHEEE.

HEREBERT , RENACKREFT. BERTEAEHEMFZERNTIFENT , IAM EEET
BB IAM BR, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERZXEENFTA , BREERMELERHMTRE, Sl , BREBREE—EAFT
iam:GetRole BIEMVER. EBZXREBIMMEMAE A LLEE AWS Management Console AWS CLI, %
AWS APl BXE BB EM.

BoBEER

SoBRBERET UM ME 52 (flin 1AM E£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI H 5o EMEFRGE TR ML ERATHLESE, EETHRNMAERISIERBE | F2HE
IAM R EIEHPRETL IAM BUER,

BoBERRATE- SO ERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
BRI Z B IR , BRI LS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RREE, METHRNAEREBREARBKEEE , F20 AM EREEETFNEZEBERERNAR
E&%F&E;go

BERBEHER

BERBERREREEIERMN JSON BEXH, EREBENREREHIZ IAM ABEFEBERRMN
Amazon S3 REEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERATHEEUREMERYE
THITHEE, EXLAEEREBERDIEETE, F2RETLGSEIRE, £HE. A, AEERE
H. AWS RIS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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EREBRZVAKZBRBEFHARBEK. SEZENERSERNBERPEM IAM B AWS ZER
Fo

FERFIFE (ACL)

FEUEFIEE (ACL) TEFIBLERE RFKE., FRAENAG) HEFIEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHEN,

\

¥

Amazon S3 #l Amazon VPC 2% & ACL IR &6, AWS WAFINFEH— 7 #E ACL |, 382 H
Amazon Simple Storage Service FiZ A Ei5REFA M FEUZRHI/EE (ACL) #EE,

HBUEREE
AWS X RHMBAERNRAEE, SERRBETRERE RBRREER FENSKAFFT.

« FARR-FUHER -—EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBRAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATESZIFIRRRGE. EEEK
RPN AREBHEERX N, NFFTRRNFHES  F2H AM EREEREHH JAM EiE
ATAI SRR,

- PRIEIEHIZERE ( SCP ) — SCP 2 JSON KBt , AREEPMABIBEMEN (OU ) MR AR,
AWS Organizations AWS Organizations  — AR D HEMEFER BRI AWS 1RF BN ZE
R, EEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMHFMAEIRS. SCP R
FIKERFHERNVER , @FESHE AWS IRFBFERAEIIRS, W% Organizations 1 SCP #YFH#H
B3 , 5528 AWS Organizations £ &R TR SCPiEHEA .,

- THERBBE - TERBBER —BEEEX , Sl EEBREE N XBRIACKBEER
ENTRTEMERE  FASHEE. MELETFRRNATEREAENACN S S EBEERNTE
FEERBURMI RS, FTAAILRAEREER, AMAEEEBRTNWAREEREERA AN, WEHF
MER , F2H IAM EREERPH TERBRBER.

SRBRER

REZRRRERERIFRE  HEREANTIEELAEN, EMHBLER, BETHEONFAEIRZHE
HREHE AWS BERBAFFER , F2H (AM EREER) FHBRHE#EE,
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AWS App Runner HBEABER

FEARXMITEXWNMEE IAM

EEER IAM EEZEVER 2 81 AWS App Runner , {8 FEZ B EEBRLE |AM ZhEERTEE App Runner 58
FH, EEMBEAESNHTHRMEAM AWS REMME IAM BEEEN SRR , F280 1AM £
HIEF P EE IAM EEEANAWS R,

MBEEA TERARRBITERES, ReMIE

ES]

- ERAERAHITRE 5HEBIEE
- BERAEASITEREBER

- ERERETHRERNRE
- BEREASITEMER

- BERAEAHITE IAM &

FERERX#ITHRS 2@ B E R

£/ IAM S5 BEBER |, BUUIEEAARIEBNBENER , UREMERG T RAFREEBIE. &
RARFETHEFRENRE , BRNFRFE, EE 7 HEE JSON BERPERNFAETE , F2H
IAM A EERM PR JSON BRTESE,

BF

EEE A LMER AWS JSON BIRRIEEH AU EMBLEAR, thRER  WEEEEMFERME T
B BEERAITHELE 4,

JSON BURRE Action JUEBRE T LA AR AFFHIEBBR PR EMF, RRAUBFEEFLREBY
AWS API EREBMHREIN AT, B—EHI5GRR |, FlaL AR APHRENERFFTEMF, e —
BEXFERRPNZEERE, ELENNBERSBKREE.

BREEABERR THITHBBB LT,

App Runner P RESIRIEEIRIEZBIEALLTBIER : apprunner:, #lil , EERFEAEH
Amazon EC2 RunInstances API ¥R #11T Amazon EC2 #{T{EBEMEFT , BFEEBEHMA
ec2:RunInstances Eiff, BIERBRNHESE Action B NotAction &, App Runner €&
T EHCOW—EEE , FRE IR AT SAE A L IR AS 1T RO T4E.

EREE-RAXNTEESEEE , FRAERSR , TR :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWS App Runner HBEABER

"Action": [
"apprunner:CreateService",
"apprunner:CreateConnection"

]
BT UERERZT () REEZEBE. Sl , ®EEEFER Describe XFHABEME , FE

ELLTEME -

"Action": "apprunner:Describe*"

EERRAEFETHRRENIIR  F2RBHERESE AWS App Runnerd i E ZHEE.
&R

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWHIHR , WHMEEREMEHRE T T
B BEERAITHES

Resource JSON BHERTZWIEEEEABENYH., RN X EEE Resource = NotResource
TR, REEXKEFERAH Amazon Resource Name (ARN) RIEEER, B HH X EREERER
HEME (BAERBRFTT) REEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

FERREFETRERERUT ARN 4 :

arn:aws:apprunner:region:account-id:resource-type/resource-namel[/resource-id]

b

ME ARN BXNWFMER , F2E B Amazon EERTE (ARN) M AWS RIEHRZEH, AWS —fix
BE

Bl , BEEERARNPIEEmMy-servicelR% , FEA T ARN :

"Resource": "arn:aws:apprunner:us-east-1:123456789012:service/my-service"
FEEEBREBEERFNAMERYE  FERABAFT (%) :

"Resource": "arn:aws:apprunner:us-east-1:123456789012:service/*"
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AWS App Runner HBEABER

RERABRANITRDE PINARBRLERNEEF) BEEREERLIAT. FELBRAT , B4A
EREBRAFT (%)

"Resource'": "*"

EEERAEFETRERBERE ARN WXk , RSB RERESE AWS App Runnerd HEEZY
ER. BETHREVUERAMLEEEESEERN ARN , F2E AWS App RunnerEZHH E11E,

R+ R 8

EEESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEEREMBEERET AR
AT EERANITHELEE.

Condition 7% (B Condition [EH#R) AIEEEEFERRRN ERNEML. Condition TREEAE
B, BUNEYHERAGEEETHREEER FINSRHIR) , REEBERHNEGENERPHE,

BEERRXFIEESZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEMAELE AND RIS, WRER/E—RHERSIRIEESEE , FEMABBORESR R AWS 5
fhiktt. LEANERERE , TEREFRXVFFT,

FUA U EEEREREAEZVEEE., fl , BAUREFEAEERE IAM FREEBERR
RHEHERNFARTXIAMERAE, NFEEZEF , F26H IAM ERAEREETHN AM BERETE &
BHER.

AWS X ELEFRGSR/RANBHBIERMH SR, BEEFME AWS 2EKA R, F2EH (AM £
EEmM) PHAWS £ ERERE SR,

EREFETHXEEA - L2RENHR, EEEFMHE AWS £BIRH IR , F260 IAM ERAEE
FPHAWS 2 EERGATER,

FEREXBTSEEE —HREIBIENHRGESE, I, App Runner TELUEZEBEAEBRNFEUZRS
ERERAFRHRSIBREEN, MEFHMEN , 5520 the section called “EAFE HIETERERN
i

EEEE App Runner iR &858 | ﬁ%
R A RRERSIBNBENER

BRI EESE AWS App Runnerdh B iR &8, &M
SRAEZRMNEE AWS App Runner,

“h\ﬁ

g4
FERBEARANTRS SEBERERONES  F2H. EHAEXINITEHES 2E 5 F A5

FERRXHITERF IAM 267
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapprunner.html#awsapprunner-actions-as-permissions

AWS App Runner B A RIS
AR ITEREER

EREFETHRIXGERERN KK,

ERERETRERNRRE

B EBRRINBEAREFETHRER , SIFERINEBRERECEAEFE TSR UFEREER
%72 E , 36 apprunner:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys k%518 , EERN GG LEF , RUERESA. UFEELEARIHMITRERNF
HHEF , 52 Bthe section called “fHEE”,

EERA S EBERES , URBZEFRLVEBRRHFNER , F2ERBEREHEEAESY
1728 BRI B9 7 BN

EREANTEEN

EFEAERAEFETS , IAM AFFEERRAEFETHRFENT, OEAEREFINEASTRR
AEBERMINE IAM ERESREE,. NMFEREREAEFTNFRER , F20 AM EHEEERTH
2% IAM EHEFT.

App Runner Rt MESZEENBE , B HM MEIFERE,

« AWSAppRunnerReadOnlyAccess— BFIHNMEEEBEAREFETRERFHEESNER.
« AWSAppRunnerFullAccess— BT EEAREFETRIRENER,

EEFHEMIEGERAEER , SUET TR EMMNEENFERE, WEFHMAES , 28
IAM &5 PRI E IAM BUR,

MEFHAEREAES |, 552Bthe section called “fEFH&EBE,

AWSAppRunnerReadOnlyAccess

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"apprunner:List*",
"apprunner:Describe*"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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AWS App Runner HBEABER

"Resource": "*"

AWSAppRunnerFullAccess

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/apprunner.amazonaws.com/
AWSServiceRoleForAppRunner",
"arn:aws:iam::*:role/aws-service-role/networking.apprunner.amazonaws.com/
AWSServiceRoleForAppRunnerNetworking"
1)
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"apprunner.amazonaws.com",
"networking.apprunner.amazonaws.com"

]
}
}
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "apprunner.amazonaws.com"
}
}
},
{
"Sid": "AppRunnerAdminAccess",
"Effect": "Allow",
"Action": "apprunner:*",
"Resource": "*"
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}
]
}

FERAREXEHITE IAM B
IAM A& 2% AWS tRF REEESESFTHER,
RS E”EAE

BHEEA AR AWS BBEFREMRETFNER , MMAKRETKEF. BBEEACSETRELN
IAM BRFr | SWHRZBREFIES. IAM EEE USRS  EFREERTEZESCNT,

FERARXHTEIERBELAC MEEUREE App Runner R ERZACNWEREN , F2MBthe
section called “fE A RIS EZ B,

BH%AE

HREATRBREAREREEIRELE. LAGATRBREFNEMERBINER , AAREZKBE. K
BAGFHRELN IAMIRFF , BERXIRFA#ES. EXT IAM ERAEUSERAGHFT. £
1B | S5 T RE SR L RS RY ThRE

FEREAATHEIE-ERBEAE,
FHAG

ERAGREARENHTEAREEWRSF Amazon Elastic Container Registry (Amazon

ECR) ARG AR, EEHE Amazon ECR H#HREE®R , ¥ AFEE Amazon ECR 2

3., 7 Amazon ECR FRIBMEE VR 28l , BEA IAM B REAGATEHF
fFEFHAWSAppRunnerServicePolicyForECRAccessZEEBR, A% , BUUER

W SourceConfigurationZ g AuthenticationConfiguration i 8 A #J CreateServiceAP| B | Sl EAE
XBTRETEREURER , StAGBEERERAEN#TES.

AWSAppRunnerServicePolicyForECRAccess

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:BatchCheckLayerAvailability",
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AWS App Runner HBEABER

"ecr:BatchGetImage",
"ecr:DescribeImages",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}

(® Note

NMREAENACEIBCHBITER , B4 "Resource”:
"k Becr:GetAuthorizationTokenEEHEE., #Ht ] AR FEEEEREEZEMNEMA
Amazon ECR %%,

BANGEHAGCK  BE4HIERS App Runner RIEEBRESbuild. apprunner.amazonaws. comA
ZEAERNEEREAL

FHRAGNEERA

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "build.apprunner.amazonaws.com"

}I

"Action": "sts:AssumeRole"

}
]
}

MREFER App Runner R AEBVURYE , TRAVUEBHALEIENAG , Y AFNKRKEERA
B, IRSEEUEIHARPFHINEMAS  BUGEEEENHMAR,

BHlAe

HITEE AR App Runner ARBEH-BHESEHNITERATE AWS REBFERNEZRAG. HIRE
AR EXGTFIL AWS BIfE (API) , BFEA App Runner REHTERAG, B AEARITE
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HAGPARLSENER  IREVLEHCHERA  AREWTERACHERTE. RMAEERR
CHRBEABERA. Bt , RMATSEHE L ENREEIEENBR,

EE App Runner IRz 51 , BEA IAM ZZEEMEEISIARBRNBEAG, AR, BEEF
Y InstanceConfigurationZ#{InstanceRoleArnK B H CreateServiceAP| B , SREZEH App
Runner X ARV RKEE , JLUSI B E M TERA RS App Runner,

BT ERACK  FBELHIEH App Runner REEHEE
#5tasks.apprunner.amazonaws.comBZETERNESEEL,

HITERAENEERA

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "tasks.apprunner.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

WMREMER App Runner TR EB VYR , TRASIHERFHFNAG K MASTERALBNE
YHAE,

MEEBRIARKENER , 552 Bthe section called “E 1",
FERARE 1T 5 o 3 Bl R Bl £ 45

KRR, IAM EAENAGREEIHIEH AWS App Runner BRI ER, Mt E6EH AWS
Management Console AWS CLI, 2 AWS APl #1TTE. IAM EEENXEAEY IAM BER , BFER
ENACEEEERLBITHE API EXAET T, EEEEEVAKELBREEETEE LN
AR 1AM A &SRB

EETHRNFAFERELEH JSON RAIXHEY IAM HHERA|, F2E (AM E£REER) PHNE
JSON ZE& L& JFAI,

MBEM TEARKAGELS ) REMTHE
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https://docs.aws.amazon.com/apprunner/latest/api/API_InstanceConfiguration.html
https://docs.aws.amazon.com/apprunner/latest/api/API_CreateService.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS App Runner AR
ES]

- BRREER

- ERAERE

- BEERZFHHEAREAATERRENFH

HRREEK

UE S BRAERNBREREZEARBT U UAEENRFPEY, FEEMER App Runner £, EL
BETREREN AWS IRFEAER. EXRVSRES 2 BBCRE , FER T ENRERSES !

- FBER AWS ZERAVENSKEERER — EERAREFHENITEERNER , FEAT
REFZERFEARGERNAWS SEEFRH, SHTAESRN AWS IRE. EREBBERBE
REFEARGIN AWS EFEERR , £—TRECEAER, NFEEZSEN , F2H AM EAEE
M AWS ZEBEREBRENAWS ZEBX.

- ERREERET - BE IAM BERWFT IR , BERTHTEEMENGTT. AERLAN , &7
DEREBERG T IUHBSEERENNEE  ELBAREERITT. WEMEH IAM EAHT
WEZHEBEENR , FSHE IAM EREEEFH IAM FHBEMEF T,

- £ 1AM BER PR E — S IREIFEE - BSOS RSB EREE | UREIEBEMERNFE.
flan | WA AR B BERRY , EEX A SSL BEFTAERER, &t 7T LUE R 4 3R 1% B2 ¥ BR 75 B
ERFEVE (BB E) FHIELEIE AWS R , N AWS CloudFormation, MEFFMER , 7
28 IAM FEREERTH IAM JSON BUETE - &,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , THBERERERLBERANBE. IEEZE
A, FSE IAM FHERRETH IAM Access Analyzer BURERFE

- FESRESOHRE (MFA) — IRENRGIFE IAM £AERBREAE AWS IRF |, FFHE MFA
DESEANZEM, MEEFU AP BERER MFA |, 5518 MFA (R BZERNBER, NEE
L& , F2E8 IAM FAEERPERE MFA REMN API 7B,

WFE IAM A REBBWERENR , F26H IAM EREEERTH AM Z2KEEK,
2 H R

EEFHEARAITRERS  AM ERELARERD —HER. ELERLAAFTFEFHNE
EABAWS IRF. MIREEVYMUS 7B AERNER , ZXFRANRFESRREFEER , A=
EAgEIMEERRRANEREFERM.
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AWS App Runner HBEABER

App Runner REEMEZEENBER , B GEMKRMBIERE,

« AWSAppRunnerReadOnlyAccess— B FIHNEERFREAREFETHRERFMHEENER,
« AWSAppRunnerFullAccess— R FFIEEAREFETREENER,

EEHMARMEAETLER App Runner £ & |, BEDHAWSAppRunnerReadOnlyAccessZEER
REIMMEERAE, S LARAM MAWSAppRunnerFullAccess S ERH KM | R EIEENH At
R, UAHERERIL., SHAMBRER, MEFHMAEH , F28 (AM FEHAEER) PHMIEET
AEERE,

BAREEREYN AWS CLI 5 AWS API £THIUMERAEATREEESER, MEEAFFIEE
EAFFERAENTH AP EEEFNEE,

THEFREBETEAERR, EAUERAEMNEAEEECHNBIIEAERRAER. ER&EH , M
() BEREME, MEREREE , LRI EHRSE,

gh . FRAaNEREEERAERA

WEHRAARAEEAER , YAHFEINERER, ETAHEAEFETSRRENAZRNERE,
TR MNEAE , HAGREEHRNAIEEEN App Runner BRIEFH R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"apprunner:List*",
"apprunner:Describe*",
"apprunner:CreateConnection",
"apprunner:DeleteConnection”
1,
"Resource": "*"
}
]
}

g6 - ERFRFREIBRIVEREBR
RPN EREKBRELEERBUENBFES BN REXER,
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LR BIREE R RIZE AR EITRRY |, BEEFEAS RprodWiEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateAppRunnerServiceWithNonProdConnections",
"Effect": "Allow",
"Action": "apprunner:CreateService",
"Resource": "*",
"Condition": {
"ArnNotLike": {
"apprunner:ConnectionArn": "arn:aws:apprunner:*:*:connection/prod/*"
}
}
}
]
}

I &5 R B A e preprod RE AR ARY auto FERIERERFEH KB AR App Runner R
#¥preprod,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowUpdatePreProdAppRunnerServiceWithPreProdASConfig",

"Effect": "Allow",

"Action": "apprunner:UpdateService",

"Resource": "arn:aws:apprunner:*:*:service/preprod/*",

"Condition": {

"ArnLike": {
"apprunner:AutoScalingConfigurationArn":

"arn:aws:apprunner:*:*:autoscalingconfiguration/preprod/*"
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BRBEHREHHEREANTHRRBHF

BT LAE R BB 20 3R A E R A R AR AV RA |, ARIBARFCIESIE App Runner BRI FE. LEHIER
AR AFFRIBRERARAMTRBRBENERER, B2 , AEERBER Owner WERZEAENEA
EEBE  TERTHTH. KBRUERTFETRE TRILEFRILERFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListServicesInConsole",
"Effect": "Allow",
"Action": "apprunner:ListServices",
"Resource": "*"

"Sid": "DeleteServiceIfOwner",
"Effect": "Allow",
"Action": "apprunner:DeleteService",
"Resource": "arn:aws:apprunner:*:*:service/*",
"Condition": {
"StringEquals": {"apprunner:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

BE L BUREZ T EIREFH IAM FRE, MRBEANEAErichard-roe EHMER App
Runner fR¥S , BISBERZRIEOwner=richard-roesowner=richard-roe, & BItESHIE
B, HRHZEHE Owner £FS Owner # owner , RARUGERSIBREBTES K/NE, NEFHMAE
F , BEZE AM EAEEE) FH IAM JSON BURTE © %4,

HEREEACHREREAAT

AWS App Runner fEF AWS Identity and Access Management (IAM) fRi&EfE A€, REEZARR
BFEEEEARIHTRNE— IAM S8R, REKEZAEH App Runner BEER , X ITEMR
BR RS EAMIR AWS BT ERNFTE R,

-]
- FRAGHEITE
- FRAGETAR
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ERABEITER

AWS App Runner fEF AWS Identity and Access Management (IAM) R EE A€, REEZAGRR
EREEEEARXHTRNME— IAM S8R, RKEZEAEH App Runner BEER , TR
BRAREPIUEAR AWS KT ENFTE R,

BRI E L A @ I AR RTE App Runner , RABTRAUFEFFE LN EN#R., App Runner ExTH
RIGEEZEABNER  BRIESEESE , BRIRE App Runner AT SURIEE AR, EXMNFITIEEER
FMFFAUEEK , BT UBCRE LM MELEM IAM EH.

B ATMRBRHESACWHEBER , TS EMER, E W URZER App Runner BiR , BAEE
HEB P MR B ERAER,

NFEERXERBEEACNEMRBNES , F2ETHEE IAM EERNAWS R , IHIKX Service-
Linked Role (R EfREAE) META Yes (B) WEE. REEFERENR , LR RBHN RBERS
BB,

ERARXBTENREERACRE
e 2 X #1785 A & BAWSServiceRoleForAppRunnertd BRI§E & A& &,
ZABATEARFETSHTUATEL

- #§ B #IX 2 Amazon CloudWatch B 55 B 55840,

« glZ Amazon CloudWatch & &#3 B SAZTE Amazon Elastic Container Registry (Amazon ECR) BR &
i,

- EREFBEE AWS X-Ray,

Bk AWSServiceRoleForAppRunner BB AR SEE T IIRKEEEXAE :

* dpprunner.amazonaws.com

AWSServiceRoleForAppRunner [RIEEZE A EHNERIRAIZE App Runner KR RET K EMEFTFERIAT
BRER,

AppRunnerServiceRolePolicy 2 EE B &

{
"Version": "2012-10-17",
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"Statement": [
{
"Action": [
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/apprunner/*"
},

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/apprunner/*:log-stream:*"
]
1,

{
"Effect": "Allow",

"Action": [
"events:PutRule",
"events:PutTargets",
"events:DeleteRule",
"events:RemoveTargets",
"events:DescribeRule",
"events:EnableRule",
"events:DisableRule"

]I

"Resource": "arn:aws:events:*:*:rule/AWSAppRunnerManagedRule*"

X-Ray B BUR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"
1,

"Resource": [
nin

]
}
]
}

BYMERENT , IAM BR (NERE. HENAG) TTRY, FEIMBREKERZSE, MEFM
&, F28 (AM EREERM) PHEREEEAGTA,

ARARAMTEELRBERAG

BREEFHEYT —ERKELAR, & AWS Management Console, 3 AWS AP| I3 FEH
BRABITRRBEE AWSCLI , EABRRXBTRSALEIRBELENAE,

EEMBRLBREEREAE  2RFTEBREY , ZAUERFHACAEREFENELAC, EGAE
EREFETHBRER  BARFETHBARSCARREEENAE,

mERARAAITHRNBERERAS

FERRR TR A FFEHmE AWSServiceRoleForAppRunner [RIGER N AR, RAESEER T
ESERBERFLE , IUERLIEEVACGCABTFACER., AWM , EUFEA IAM RiGEAGH
R, MEEZEN , F2HE IAM EREEETPNREREEZAE,

RBREARAMITRNBBERAS

EETBEAFTERBESACHIIEDRE , RAZRERHERZAC, - , ERRIEREDE
EREBENRERAER. A, BLBRENVEBEEAE , cRIEBUFBHHNEEMER.

BRBRBEEAE
EEER 1AM BB EZAG A , BLALERMRZBEMERNEMEIR,

£ App Runner A | EEKREMBREIRFE PN EERARERETSHRYE. SEREMRERAENHTS
BR#% , 552 Bithe section called “fHE&",
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® Note

EIRERMBRERE , 18 App Runner R EEFEAZAR® , AIMBRTAES AR, EIER
B4 BESHIERYBIERRE,

FEMER BREEAR

5/ IAM &= AWS API filBk AWSServiceRoleForAppRunner RIS ERE A, AWS CLIINES
HEF , F2E (AM ERAEER) PHRBREEEESE,

EREXHTERBREFACHNXERE

App Runner X BEFMERERENESFEARKESGAR., WHFFEENR ,
F B AWS App Runner % 2 F #it 58,

ERAABETHER

AWS App Runner £ AWS Identity and Access Management (IAM) fRi&E#E A€, REEZAGR
BZEEZEARENHTHRNOE— IAM S8R, REKEZAEH App Runner BEER , T EMR
BRREFILE AR AWS BT ENFTEER.

BRASE AL A G A ISR E App Runner , BB L FEFIBLENER. App Runner EETH
RISHEZEACGNER K BRIEZEES , TRIRE App Runner ILEBHA®, EENFITESEEMEK
RANFFUBER , BRFFUTBERELMNMEREM 1AM B8,

"‘Zﬁﬁ'ﬁﬂﬂﬂﬁ?ﬂﬁi%i@%*ﬂ@ﬂ’]*ﬁ%ﬁﬁiﬁ , TEERSEMIBR. E R LMREEMN App Runner B , B AEE

fn'iﬂ
®

2R AWS —figz&

NERARXERBELACHEMRBENES  F2H —HA@E IAM E/EEYAWS FRF% , I F K Service-
Linked Role (RIERAE) META Yes (B) WK, REESERNR , LR RBHN RBER
BEMH,

EARXHITENREELEACE
FE A2 #1728/ A 8 AAWSServiceRoleForAppRunnerNetworking 89 IR I§ E4E & .,
ZABATEARFETSHTAUATES

« #& VPC ERINENRARFETRRBLEFEPEED,

Bk AWSServiceRoleForAppRunnerNetworking #ZfE S22 EE FHRERIXAR

ERARKEERAG 280


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/apprunner.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS App Runner

FMBABER

« networking.apprunner.amazonaws.com

ZBH A ERER AppRunnerNetworkingServiceRolePolicy 2% App Runner X%
WY P RERR

AppRunnerNetworkingServiceRolePolicy

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AWSAppRunnerManaged"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"StringLike": {
"aws:RequestTag/AWSAppRunnerManaged": "*"

7R
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}
}
},
{
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AWSAppRunnerManaged": "false"
}
}
}

EAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFH
&, F2H (AM EAEER) PHRBEGES B,

AERARAITEEURBERAS

BREEFHET —EARKELAR. EFE. N AWS APl FE 1] VPC E#EE K AWS Management
Console , EARRFITHREALEYRBERLAB, AWSCLI

HEMBRLBRBEZAS  cRFEBAREY , KAUERFHAEANREFEFEYAC, EARY
VPC E#236 , App Runner EBRRERM BRI ERNAE,

mERARASITHRNBERERAS

AR HITEET L FFEHREE AWSServiceRoleForAppRunnerNetworking RIS EREHN AR, RAES
EERTASSERBELAL  FIUGELIEEVACGCREBFAGER, Am , BUEH IAM R
REAGER, MEEZLEN , F2H AM FHEEEINHFEEREEEAR,

RREAEXSTHRNBEREEAS

EETBEARTERBESACHIIEDRE , RAZRERHRZAC. R, ERREREDE
BEREENARERAER. AWM K BLERENBHESAE , 2RI EBUFBHEEMEBR.
ARERBEEAE

HEEER IAM RBRRBEZ A , BLALMRZBEERNEMER,

£ App Runner A | iE&R R # VPC E#EE5BEIRF R FTAE App Runner FRIEEUH BB | W MIBR VPC EiE
85, WMEFMER , 552 M the section called “BHRE",
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® Note

EIRERMBRERE , 18 App Runner R EEFEAZAR® , AIMBRTAES AR, EIER
B4 BESHIERYBIERRE,

FHMBRBEHEEAR

F/8 IAM £ A5 AWS API il AWSServiceRoleForAppRunnerNetworking RIS E#E A, AWS
CLIZNEFHMER , 5528 (AM FAEER) PORBRREERLAE,

EARRHTEREEEACHXER

App Runner Y BEMERUBRBHNESPEARKEZAR, WEFHEN , F28 AWS —ix2E
Y AWS App Runner i B A BLRE,

AWS ZEERBE AWS App Runner

FAWS EENKHMERRBUNEENE IR AWS, AWS ZEEN KB EERTSERERARS
RUER , UEETURBREERERIGERE, FEANAE,

FARCE , AWS REENHERTRTIEALHBECARFIREZEERER  RASLEERAHKAA
AWS BEF £, RMEZBLERCARIEBNESEEBCRE , MEE—FSBDEF,

FEEEBER AWS EBEXBPERNER. R AWS B AWS ZEBFRAPERNER , AILE
MeRERmERNNAAEEEE (EAE, FENAR®), AWS EXHMEIEH AWS BRI 1 AP
RETHRREBRKE , KA TRER AWS ZEERE,

WEFMES , F2E (AM E£RERERE) P AWS ZEBX,

AWS SEBERBNERAREXHITES

4R AR App Runner AWS REBUREMMNFMER , RALRBRAEHELEE, NFERRALE
HE2FENEBER , 5551 H App Runner X B L e EE LK RSS HE,
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g2E

AWSAppRunnerReadOnlyAccess — 37
L

AWSAppRunnerFullAccess - E#EHA K
%

AppRunnerNetworkingServiceRolePolicy

- WBUR

AWSAppRunnerFullAccess — TR

AppRunnerServiceRolePolicy — B

AWSAppRunnerServicePolicyFo
rECRAccess — #BUE

FEREAHITERMARIERE

ik

App Runner #1387 —IBHTBK , AFFEA
EyEt R EEEARRHITRERN
FHmER

App Runner E#7 T iam:Creat

eServiceLinkedRole EEMEIRE
B LUAFFEIAWSServiceRoleForA
ppRunnerNetworking MREEREA
&,

App Runner #7138 7 —IEF XK , L5 E
AREAHITERBITESFEZE Amazon Virtual
Private Cloud , #% VPC 5E# 2|8 FE B
BEXHMITEHRE , R FE App Runner AR
BEEPRRE, ZRBARAWSServic

eRoleForAppRunnerNetworking

REEEAE.

FERRRFE TR NI T #TRYSRES | BASRET
REHTHmEEREFEITHRIRE

FERRFETSRMNMT —EHHBEEK ,
ARFERAEFETSEAKREARRET
23R #&#%3T Amazon CloudWatch HE&
# Amazon CloudWatch B4 A,
ZEME FHAAWSServiceRoleForA
ppRunner REERZAE,

ERRRETSRANT —BHHNEE , A
e A2 & 78R3 Amazon Elastic
Container Registry (Amazon ECR) B
BHRE,

FEREANITRARERE AWS ZEE
BRNEE,
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REFHREAENNITRED

FEATHEATHEEZEAESEFERMN IAM BEasE282H AWS App Runner & BRI,

mEEA TERARRBTELS, ReMTHE
T
. R EERERAEFESETHTRE
. RIBAFRUNNABER AWS IEF HEAEFETEER

BRAREEERAEFETSHRTHTERE

MR AWS Management Console & iFEERBEHITEENIRE , FUEENRREEEUS KRG,
FHEESRIBMHEE AWS BEAREN AR,

MRZAEN IAM EHEmarymajor ERMEA A KRR EE App Runner FRIEHIEFAER | BR
Happrunner:DescribeService#PR , £ T HIEHIFEER,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
apprunner:DescribeService on resource: my-example-service

FERBERT , Mary EEREESFHER , LAFMEHapprunner:DescribeServiceEBEF

Hlmy-example-service&iR.

BREATEUANAGSER AWS 1RF HNEREFETRER

ARy —EAe , BEMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE A BRL R
RRETAEFEENE RN,

yu%l_ 57% nﬁ /BﬂLXTW‘Q'

- ETHEAEFETREAXFELYR  F2RERAEXHTEX DR IAM.

- BETHIMTRMEHEFTHEEER AWS 1RF WEFEEVE | 5528 (AM FREER) FEHEENS
— AWS 1R F @ IAM {F F & 1R 1FEUERR,

- BETHNMEERFIERMEE=7 AWS IRF , F2H IAM EREEEHHNEEE=S AWS
tRF BER R FEE,
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- WETHRIMIEBKE SO RMUTEE , F28 AMFAEERTPNEFIEREEENDETS
SRENEAE BEED).

- FETHRBRFFIEAAGNUERAERNBRZEANER , F2E AM FEAEERPHN 1AM
PRV IS IR P EIRFE.

EEAEFETRTIETRHR

B RIERE RS, THAMMNEENEZHMKE AWS App Runner 7. #£ AWS RIS RMFIE
BOWMEERER , THELAEREWERTRRMEREE, App Runner B2 AWS TEERK , ARE
RGN ERAEFETSRRELEEBEEMH,

Amazon CloudWatch %R

£/ Amazon CloudWatch B~ , BA LB EEEHBRANEKER. NRUELERBEBEEHE
FENEERSRE , EgWRIEA,

App Runner IR B BEE IR UREIT Web IR HITEE FEMEN) HWEEEE. WFEFHE
& , 52[E EE (CloudWatch),

FE AR R 8%

EREASTSSRERARAEABNA LY  YEESEFRE Amazon CloudWatch A&, TER
EiEMEEH 2B, Flmn , BRI EE Web RIS HFBERWEFFMECK, ELXHFRHZELZEM
MBI ERPIERER. WEFMEN , 52/ 52848 (CloudWatch FE#k4E).

AWS CloudTrail EE5C 848

FERTEF Runner BRI E R AWS CloudTrail , ZRETIRHAFE , ACREREFETSHRTH
AWS RPN IRERYRC SR, CloudTrail HER AR FETSRNATE API AAELSEH, &7
LAE CloudTrail EE &P REFIENEHN , BT LUEIER , LUEH CloudTrail EHFEEEER
Amazon Simple Storage Service (Amazon S3) 17T, MEFEZHMEN , FSHE AP B1F

(CloudTrail)o

FEREXAMITRNE R

MOMEERARESTHERTSMEESHM , AWS App Runner A %@ AWS ERFTEN —B 5
iE L5888 SOC,. PCI, FedRAMP, HIPAA F%,

HEREE AWS % EEBREERSERSRNEER , F2EAWS B EREAMTE LRI ,
WREFELRBBNSRLR, WFE-WEHA , FSHEAWS REETEAWS,
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BALAEA TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

BEEAKNSRETETUR AWS B REERNBREME. 2ANESRBERURBRERNER,
AWS R T 51 &R LAt B8 1E AR

- ZEMESAMREAFER — ELMBEENREABEER  YRUHBUREMENMSRE AWS
REXNEERENIS R,

« 1£ Amazon Web Services FZ248 HIPAA Z£ M EEHAY — AARERPLANAEREILFE
HIPAA EEHFE AWS AEER,

(® Note
WIEFFE A AWS FRIE BRFE HIPAA B8, MEFMENR , F2H HIPAA ERRESE,

« AWS EHREFRAWS — Ik THEFSMIEEES A seiE ARG ERNAEH,

- AWS EFEHEN — BEBERNAEBRRLIRNETERN. ENERRETEZEARE (BEX
BB REELMATAT (NIST), XN FEXZLBEZE T (PCl) MEIBREEER (1SO) + , &
AWS R BIESI X HEELERFINREER.

- EFAWS Config B AEER PR AFEER — b AWS Config RE ST ENERERKTS
RHERK, EXEAFERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REB L ERE AWS. Security Hub AR %
7E, TSN AWS ERERELZNEZREBREFTERLEREENTEER, NEZENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBEEIRIIRIEHPH AWS IRF A S MBEES , Fik AWS R ERIEHNT
EEE., FRNERWEBERSE, GuardDuty BB R RERESRMEBIERNARERNE
R, f5la0 PCIDSS & ESHRMEER,

« AWS Audit Manager— i& AWS BR¥§ BBIRERFERZEN AWS £AER , LB EEE RN
B, UREFERMNERZENE R,

MBEEA TERARRBITEES, ReMIE,

EREFETERT

AWS 2K ER2EEEEE AWS EiF MaAESENN,. AWS EiF EHZEESB BN IRHA A
Eif K EEEEHZEBEIEE, sREENSERENRRER, BBUAES , BrRGTEERENER
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EANERNE A BREACTABSECEHEBRERE K MASRETE, THESNATAE. TiE6E
NExRED  IRE-—FZEERPONERERRBES,

WFEAWS B M A RENFRER , F2RAWS £ HEREE,

AWS App Runner REXEEEM BB AWS 2 IREREBHER, F£H App Runner B | BT L
AWS RALH AT MR B e P 2 58,

mMERM TEARINTELS R HEHE

HEEBZE 2 AWS App Runner

EAZER , AWS App Runner 3% Amazon Web Services : & AWS £ R8I A K E R MR £
KR L2 REFRE

B LAER AWS B2 AP RIEBHERFEEARERHTES. AFmM4AXE Transport Layer
Security (TLS) 1.2 HEFHRAK, AFHmE S AZEEMTEEIZTAE (PFS) WEIREH , fIEER
Diffie-Hellman (DHE) i #&[E gh #3 i BF Diffie-Hellman (ECDHE), R R (W0 Java 7 MEHFMRA) K
ZEYEELEEN,

ok, BRMSACAFRE® ID FE IAM ZRMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

MERM TERRRMITEELS, REMIHE

B VPC InHiERAEAREX#1TES

BHy AWS FERE AT8E =A% AWS App Runner FR#$EE AWS BR# # Amazon E#FAEE (Amazon
VPC) £ VPC TN HMREES, o EAEXN TSR VPC AEEAERXHTHRZHER, 4
w , &7 AWS CodePipeline AERAZFESNBREWERERXHITHRRE. RSEREFZEHEN—
BHEREIB VPC ik B 3XIELE App Runner 583K ( MG SR B X B EHMEER AWS BRI ) o

£ VPC i3 , WA LS EH VPC U Z H N EEF B BN VPC in B ARFE AWS IR #1 VPC iR
PR, AWS PrivateLinki @ T EEHRMEEEE. NAT ZE, VPN ELZ AWS Direct Connect &
o

VPC HERTEEALA IP At EEARXHITHRERETES, £H VPC NIERARFETHRZ
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