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"Version":

{

"Statement": [

{

}I
{

"2012-10-17",

"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

"Action'
"s3:

IIS3

IIS3

IIS3

]I

1 : [

GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

ListBucket",

CreateBucket",
PutBucketVersioning",
PutBucketObjectLockConfiguration",
PutEncryptionConfiguration",

:PutBucketPolicy",
"s3:
"s3:
"s3:
"s3:
"s3:

PutLifecycleConfiguration",
PutBucketPublicAccessBlock",
DeleteObject",
ListAl1MyBuckets",
PutBucketOwnershipControls",

:PutBucketNotification",
"s3:
"s3:
"s3:

PutAccountPublicAccessBlock",
PutBucketlLogging",
PutBucketTagging"

"Resource": "arn:aws:s3:::aws-supply-chain-*",
"Effect": "Allow"

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"cloudtrail:StartLogging"
]I
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"organizations:DescribeOrganization",
"organizations:CreateOrganization",
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Effect": "Allow"
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"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect":

"Action":

lam:

lam

lam:

lam:

lam:

lam

1,

"Allow"

L

CreateRole",

:CreatePolicy",

GetRole",
PutRolePolicy",
AttachRolePolicy",

:CreateServicelLinkedRole"

"Resource": "*",

"Effect":

"Action":
"sso:

Sso
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

SSO:

"sso-

]I

"Allow"

L

StartPeregrine",

:DescribeRegisteredRegions"”,

ListDirectoryAssociations",
GetPeregrineStatus",
GetSSOStatus",

ListProfiles",

GetProfile",

AssociateProfile",
AssociateDirectory"”,
RegisterRegion",

StartSso",
CreateManagedApplicationInstance",
DeleteManagedApplicationInstance",
GetManagedApplicationInstance",
directory:SearchUsers"

"Resource": "*",

"Effect":

"Allow"
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® Note
AW YourAccountNumber FIAWS ##E 2 AWS 1RFE F[EE,

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xroot"
}I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
"AWS™": "*"
}I

"Action": [

BA#ETER 11
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"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I

"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallexAccount": "YourAccountNumber"

MRIEZE KMS €488 |, FFiRIZ (B BE AWSKMS £#248 , Bl EHPEY &8, F
AL KMS £RFRA, MBEIMAEIL KMS S|V FMEF , F2BAWS Key Management
Service HEABEETNELSR,

MREITEER S/4 Hana ERER |, FFHEELRMEN KMS £ EGHEBBES true Baws-
supply-chain-accessiZ %,

6. (EEM) & [BTERER] T , EZE EER]  AENATERERER. EUAEHAELER
KEBENBTEE. NFEREBNENR , F2EELER.
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E3 AWS Supply Chain #I{TEEANEE 2 7 3 98, BUHTEE 2% , AWS Supply
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# YourInstanceID BUXAIZH AWS Supply Chain #{T{EEE ID, &AILAIE AWS
Supply Chain E#Z&&RR LIXFEHHITERE 1D,

{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :YourAccountNumber:role/service-role/scn-instance-role-
YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"
1,

"Resource": "*"

"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {
"Sexvice": "scn.region.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey"
1,

"Resource":"YourKmsKeyArn"
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AWS Supply Chain S AEES , &0 LAHEEH & UFEE AWS Supply Chain Web FERRER ., K
BTSSR EERAE,

1. £ AWS Supply Chain RV EREEE K+ , BIE RE] B=o
2. EIE [ER], ABEEZ [ERAE

FEeE~ 'TEEERE) R
3. 1EE THEERE. .

BEEER THECERE) R

4. E[FEERE) THAVERY  ENEAE  ARE ENAG] TERERENAL,
5. EIEHA,
EREMERR

R LAE R B AR ERYE AWS Supply Chain AAE#RAR®. FHRBTILTREHRCRAERRA
==

1. 1£ AWS Supply Chain xRN ERIEBEEKT , #EF RE] BT,
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2. EE[HER], RREE [ERAE]

EEglRr "EEERE) K.

3. H[EEFERE EEL, ENEEENHECRAERRACGNEAEITE , ARK HERAE] T
NAThEERT BN TIES—EHEREE

® Note
AWS Supply Chain ERIRERBEERNACERBE]. UFEFHEA , F2E EILE
AIEAEERAR,

- EEE —BY, RRNEERAENNEREERNFEE.

- BiIgOME — Rl , EFENEEMABBREENFEER,

- EFEER — B EENEERBENFEER,

- HERIE — BV, REREERA. BIIRAMERFTENFIE,
4. BERRE.

MiBRGER &

AWS Supply Chain & 5EEE8 |, &aLA%E AWS Supply Chain Web B MIBRERE., HKRE
THSRMBRERE,

1. £ AWS Supply Chain BRIV LRIEEEK S | BIE RE] BT
2. 1B [HR], AREE [(EAED

EEglR "EEERE) K.
3. &% "EEMfERE, AEL  ENZEMKENERE  RREE "MK, BR.

BYBFIEHEERAE

BRYERNERAERRACI  RETVUBRYEBTEREERAR , LSS ERRAC , AHEBS
ENVENEm. KR TISRELTNERSE,
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® Note

MREVHTEBSERZERRIERE , AIREE "NEFERL M "TEREFEERL TEEERN
e, fla , BEALRIBETEESFEAE  RRATEBEVRAKENEWESR , RET
Insight FFA&ER2A T EEAHEE M E N EFIEE,

1. 1£ AWS Supply Chain ERIRNERIEEEKD | BEF RE] B, BEEF HR], RAREEZF [ER
y=-h=-4 8
[ERRAE]) EEMEENHER.

2. i#IZ Create New Role (R H A E),

3. E[EEERACIEEN [ACER T, BASHE,

4, BEHERENENFEAEZERRAGR,

- B - EREREERRNEAETLUNE, RENEEREA.
- ol — EREARBERNEREREREBER,
5. & "WEREL T, BESITEARKES "EE. , AREWN "B, .
6. # "EmFEL T, EESITRBAKESER , RRENER,

7. BEBRE
il ER01T7 1B BE

HEZMERAITER  FEATISR,

(® Note
MBREL1TEREEF , & HEMBR Amazon S3 fFRFRTHEMR,

1. TEBIRL AWS Supply Chain F 1% & https://console.aws.amazon.com/scn/home,
2. 1& AWS Supply Chain E#ZE &R+ , £ TN FEHZREEMBRAYITER.
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https://console.aws.amazon.com/scn/home
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AWS Supply Chain

Select instance

‘ ADP-Gamma-Feb13 v

Instance details info

Instance Name Status
ADP-Gamma-Feb13 @© Active
Created on: 2/12/2024

AWS KMS Key
Description

3. EEMBR,

Sub-domain

Instance ID

4. 7 [MIBR AWS Supply Chain ¥1{T{E#8] EEH [fEFS] KT , @ Adeletef#:REEMBRHITER.

5. BREMBR. BMTERMBREE , —BIITERBBEMER

BB —RIRERIAR.

IR &1 1T (E 88
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FHZ 24 AWS Supply Chain

ERe AWS REENELER. 558 AWS BF | LA URER P OMBIEETERS | ELE AWS
BREATREHZLUSBBWABNTERMEEN.

ZERENEZBHHBRE AWS, AESEEEREHERABRNZEENERTPHLZEM

- EWRNEEYE — AWS BERE AWS IR PETHERZEE AWS B, AWS EAKRREMATNUZ
2 EANRE. £ AWS &R5EIF | F= H?Vﬁgfiﬁﬂ BRI RBRANZEIN. EERAE
738 AR 3R 858 &5 2] AWS Supply Chain , 552 B & RETEINAWS R & EEHE),

- BinPHReM — SFEANRET AWS R ZNEE, CEFEHHHRREE. SFEBENH
Rtk !&E’JEZ}?LX&@FEE’\J‘E&%H‘}HEO

2 3244 AT 1 BY AR R R 0T E fE A I E A L R EEAE R AWS Supply Chaine T 51| ERE R BA t AR E
AWS Supply Chain &R L MEARMEE, REKEFNMAERE AWS IR BB REERR
& AWS Supply Chain &RH E A 5%,

e

- ERMRE AWS Supply Chain

- £ AWS Supply Chain F 4" Him 27 E (AWS PrivateLink)

« EARK IAM AWS Supply Chain

« AWS Supply Chain #J AWS Z&HBR

« AWS Supply Chain & R FE

« AWS Supply Chain k18 8E

. ROERFNEEZIE AWS Supply Chain

& RRE AWS Supply Chain

AWS 3t f S 1F 4% 28 A P Y & KR E AWS Supply Chain, LER AR | AWS B EREHIT
FiE AWS Eif. CESHEETHERE LFEE m%?a’ﬂ%%u#%o FHEREEMRER AWS R =R
SHHEME ImH%o MEEREBAENGFHES  F2EEREAEERREE, NEEHEEMNERMR
EWEBEEN , BF2E AWS ZEMIER LK AWS HEMWSEERF GDPR SPEEXE,

ERRE >


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFEEFRSEEZREFE (MFA),

- £ SSL/TLS & AWS BRETERA. BMAFE TLS 1.2 WEREEA TLS 1.3,

- ERARE API MfEAFEZBH AWS CloudTrail,

- 5 AWS MEBFRF RURHPHWFMBEMEBR LSRG AWS R,

- FERERNZERLRE (B0 Amazon Macie) , HBIREMRBEFEZE Amazon S3 HWEUBE R,

- MBHEFBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B XM NZZ1E4E | 5EH FIPS
nE., MERE FIPS M FIPS BN EZSMBEEN | a2BE I EAREZLE (FIPS) 140-2 #E#,

R EZIEBRERETEREFNEFEAH U SRAFHBREN , HEEESIBEHEBRAN XX FHN
o BIME B, SaEELERAEEA. API AWS Supply Chain 5 AWS SDK B AWS R 16
Ao HMmEAR. AWS CLIREEZBIBEHENNFHRu P AN MERA T AR ESRZEH
o MRMBIBMATMARESH URL , BRMEZIBRBB N ERFB LY ZARESERN URL I EBEE
o

AWS Supply Chain EEH & ¥l

ATRHEBE AWS HESEFTRENRECHETERNER |, HE AWS BHiEANENSHEN
AWS IR F R BIRSER AWS HIESESITIRIE ID FRBt.

AWS Supply Chain ERERZEHEEER  SINEREEF. REEESRENNENR , UARFEH
HMEA.

iR = 5F

HTseEERAMERAE AWS Supply ChainAWS FRIEEFHFTREREN "TEHREL . NMREBEE
EIFIRH AWS Supply Chain AERARFHRENAZR , AJLATE AWS Organizations 2 IR HBUR,
MEREVREFRAWFHES , F2E A RBEHFEBIFEEFNEH,

B

DEAPINBEAERRIREXBEEEFABNER AWS Supply Chain , @A EGRKERT BEEB
RFTEBNEIR , ERER (FEERE. REIARBERRGEZE0) %, AWS Supply Chain
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/service-terms/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out_syntax.html
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Amazon S3 fAfRERm MBI FEAESREETFIRFBENE AWS Key Management Service & i 2k
MEZEFFBEEEM Web BARENER., MEMEBEF AWS KMS keys , FFSB T EZ AWS Key
Management Service ? £ AWS Key Management Service Bi% A BEmH.,

(® Note

AWS Supply Chain Zhag "HFEETEI, A "N BERE L TX & data-at-rest AR MHA KMS-
CMK #1T %3,

S o Nz

B AWS HEEXBNENSEFAENREERERE AWS {HER . ENERBRES , FHERRE
By TLS &R E,

SREE

AWS Supply Chain #% %% KMS-CMK.,

MEFEEPEH AWS KMS €88 EEIEFA AWS Supply Chain , 2B E L HTEE.
BN RERIARE

@ Note
AWS Supply Chain 3 #F PrivateLink,

HERFABEEIR (VPC) it E AWS Supply Chain & VPC AWEEEE , ERFFER. AWS Supply
Chain VPC £#4ERIEHEXZE VPC , AWS Supply Chain Y ASEERBRERZ VPC, MEFME
A, 5528 VPC EHEFMSH M VPC i3,

an{a AWS Supply Chain £ H##B1E AWS KMS
AWS Supply Chain FERETRERALNEFEESR,

AWS Supply Chain &£ fCreatelnstance/EXE MR EERN AWS KMS €8 EB L HERE, AWS
Supply Chain i&EiB#%CreateGrantfEREIEE , M REEILIRE AWS KMS, IR AWS Supply
Chain # AWS KMS AIR&BEFEFIRFEF AWS KMS £#1 FEUE,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html
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® Note

AWS Supply Chain £ © B WREHSH, SEREHIEE 2% AWS Supply Chain , & &
EIEBFEAZ AWS KMS KBS BN ERE,

AWS Supply Chain #&R#E AR TIER :

. EiXEGenerateDataKeyR 2L AWS KMS IZ#TEEBFREEHNER,
- BRZBEREEE AWS KMS |, LUGEEEHTEEMERBANZE R,

- ¥8DescribeKey, FIRetireGrantiF 1] CreateGrant , SAEEASE RFiXE] Amazon Forecast EHAth
AWS lRBIFERER RS,

LU LBEREER TN FEE , IBRBEBEHEFZESRNEFIE, MRERM , & AWS Supply
Chain A FHHATFEESRNFNEAEN  EEXERBRERNERE.

SRR BN%R AWS Supply Chain

T5gE R et EncryptGenerateDatakey, FEEEMIDecrypt# KMS #EELUIFELE AWS
Supply Chain E FEE 8N 2 EXRH AWS CloudTrail B4 :

Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
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AWS Supply Chain EEBER

},

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

GenerateDataKey

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-
dsadsadsa3432423/noFlowName/scn.data.inboundoxrdexr/20240306_223934_536"
1,
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
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"keySpec": "AES_222"
},

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",

"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

},

"responseElements": null,

{al AWS Supply Chain £ F#B81€ AWS KMS
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"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

5 AWS Supply Chain 41 Hi%E 7B (AWS PrivateLink)

& ALAE AWS PrivateLink Fi7E VPC #1 AWS Supply Chain. Z BZE S FAAEHR, BT L AWS Supply
Chain &7 VPC F—HETHFR , MEFEAMRERKFE. NAT ZE. VPN E#RZ AWS Direct
Connect E#Rk, VPC AR TEBAIFTELA IP (Lt BIa]FHL AWS Supply Chain,

&R LUE Y B AWS PrivateLink X EN M EHRMREV MM ER. BASELA T EiRERA
NEEFHEPEYREMERNEH. SEEFREEENHERNE , TEABNLA AWS Supply Chain
ZREBHVE AR

MEFHMER , FBEAWS PrivateLink ¥/ AWS PrivateLinkF#) AWS BR# B FE,

HY3EZ 18 AWS Supply Chain

R TER ST E IR B Z BT AWS Supply Chain , & EMEIAWS PrivateLink IEEHHNEESE,
AWS Supply Chain 3z %18 /) H w2 I EFTE API B11E,

K HE %2 AWS Supply Chain

& AT LA S A H i B LA AWS Supply Chain £/ Amazon VPC E# A3 AWS Command Line
Interface (AWS CLI), MEFHMEN , F528 (AWS PrivateLink 1858) FHEIL N Eiw S
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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#3I AWS Supply Chain R THIREZEBH N EHImE

com.amazonaws.region.scn

MBELANEIRERRAFAE DNS |, &TLL AWS Supply Chain R HEFERHIESE DNS Z2#EE APl B

Ko I scn.region.amazonaws.coms

A SR I T Ui 386 222 2T i R SR

WHBERA IAMER , EUSEEZE N HRS. BERRERE AL AWS Supply Chain &8 /) H i
BT RIFE, &S 5 AWS Supply Chain #8889 VPC 72EX , E#& B TR 2R B NS
L2

HHBEREEEUTENR

- AEITEEMIERE (AWS IRE. IAM A ER IAM &)

- AEITHENME

- AEHEBTHENER

MTLMET, , HBH (AWS PrivateLink JSH5) o #0 6 BN 12 5 IR IS 9 12 L

5 - AREMER VPC im B R Bl AWS Supply Chain

LT RETWEHERNES, SHBERRMNENEIREE  UBREHYMEEREINMEXZE &5
B9 AWS Supply Chain Bj{ERY IZEVRERR .

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"

}
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]
}

B AR IAM AWS Supply Chain

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , BEESeALSBHH AWS &
BN FEER. IAM BEEESTLUEHS S B 2RE (EBA) MRE (EEFFH) SUEA AWS Supply
Chain iR, IAM 2 —EEAUREFEAN AWS R,

FE

/i

- FRASSBE

- FABRKEEFIE

« AWS Supply Chain ¥t IAM #9iE/ES X

« AWS Supply Chain 89 5 % B iR €41

« ¥ AWS Supply Chain & 7 B2 17 EU# 17 58 B HF iR

cZhes

AWS Identity and Access Management (IAM) IEA AR EFRE , FHREE AWS Supply Chain 7T
HITHIEME,

RIEFERE : MERAFEHA AWS Supply Chain #{TEH , EEESALREMENERMNGET, BER
5T HATEEMEAR AWS Supply Chain ZHEEHER S | SR RESFERNNTT., THEFINE
BEAFRAUHSEREEERRERNTT, & LFE AWS Supply Chain FREIETIEE |, F2HE
¥ AWS Supply Chain & % BB 17 Bl 1T 58 B HE AR o

REEEE : MREEEF /TR AWS Supply Chain EIR , #7886 E4% AWS Supply Chain HIE&
FEVER . SRETS 2 1 B AR 75 4 /A & FE1ZEUAY AWS Supply Chain HAER BiR., #E GBS EKS
RERIGEN IAM EEE , REFELRBEAENT T, REAKEER LENER , 7TH IAM HERE

B FEHE—S THELN R B AWS Supply Chain £ IAM A |, 5528 AWS Supply Chain
EE IAM KEER K.

IAM EEE : IRER IAM EEER | EREEENREBERIERE AWS Supply Chain FEUERFF
MER. BEERIBETE IAM PEAKE B AWS Supply Chain &7 B BUER |, 5528 AWS Supply
Chain B & 2 BYBUR &6,
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RS EE

BEoREEEREIBEREAAWS HF X, BAERU AWS IRFRERE, IAMERESSD , JREE
IAM B&BHET BRE (BAE AWS),

& T LAME FIEIR B 2 3R AWS IAM Identity Center 12 ERE , LS 52 B A AWS, (IAM Identity
Center) ff&., BLAIMNE—ZE A BREMNEMN Google 5 Facebook BEAZBI S & 2 HIE B,
BUBE BN, FNEESLXTCRESA IAM ACGHBE S, & AWS BEREABEET
FHE  CEBEERETAC,

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZEA O, MEBEZEA
£ AWS HFFBEN , F28 C(AWS B A FAEER) PHIATEALY AWS 1RF,

MRERUEXRFTN I RFE AWS |, AWS RREEBEBEN (SDK) M TSI E (CLI) , AEFEM
BHBRIFEBRRRFAARELNFER, NREFEHA AWS T8 | BLABTHREFR. WEEH
BEBENFEETREFROFMESR  F2H (AM EREER) PHESE AWS APl FER,

EREERAMNES Y RESE , B SEERHENANZTEHENRA. N, AWS BEREFEASEE
EERE (MFA) ARSIRFNEZE, NEEZER , F2E (AWS IAM Identity Center fER & EFE)
MWZEEZHIN (AM EHEIERE) PWE AWS FERAZSEEZERF (MFA),

AWS tRF BRERE

WMRREY AWS IRF , BERE—EEASD , TUZREFEIRFHAME AWS ¥ HER. 55
BA AWS IRF REME , FRARMIRFRATEANE FBA L MABE AT EALFE, @IES
BABEURERAERERREAFER. RECHBREAERRE  LEEARAITREHRERENITNE
. MEELEBNTEFBE , THFUREAERANES , F2H (AM E£HEER) FHEE
BEAEBENER.

BeeD

REBRRERARCERE (CRFECESFIENERE) RES I REEERBS I  CRATE
BERFE AWS RIS,

BEEoRRELCEFEAEBENFERE. Web B4R, AWS Directory Service, ldentity
Center B 8 5EiB &9 RFIRENBRREE AWS R WERERE, BE 52 FH AWS RS
i, 2REAC  IHAGRERHETRER.

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUGAENRE , ¢ ERIRBSINECS S RRFHN —HEEAENEE , LETENRAE AWS
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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WREMERAEXNFFER. WFE IAM Identity Center BYMEEBEF , 552 E (AWS IAM Identity Center f
B&ER) P EER IAM Identity Center ? o

IAM fi£ i & M A48

IAM £ E R AWS IRF AN —E 55 , ERE-ASREARANBET T, EREEThEK
BEREE K MTEHAEURYPERE FINEBNFISIR) O IAMEHE, ERNRKBECLAR
PIREHERBBEN AM £AE  ERECHVTFNSR., WEFMER , F2H (AM £REE
) https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials # #Y £
FERPBENFEARGIENRBRFISR,

IAM ZHER —BEE IAM BRAEEENE D . BEIUFHEIIBEA, BEUUEARER-RAZ
BEAEEENT, HEATREEABREAEFTNBEEEEARS, flU , BB —ERA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYER K CARERHERERE. NFE-—STH A F2H (AM EA
EFHiEE) FWEL IAM £RE (MIEAD) B FH,

IAM B

IAM BERE AWS IRF PR —B8 2 , BB EN Y. cB8LIAMERAE  BETEBENAEM
E3Hf, BALATE AWS Management Console HiEB ] 4 EREREE IAM A€, &7 LOE B Y

AWS CLI 5 AWS API #1F , iR A BT URL REVG AR, NEFEAACNEEFMENR , B3R
(AM EREER) PHER IAM B,

FREREEN IAM AGETHERHIEEER :

- BEBSFEAEFN — UFEOBESESERSTT , FEYAG , TAABGERT Y. EHES S
PEITEIRER X/ LHEACEIRE K YNSHARERNGTT. UEEEHSAG
WEEMET , B2 (IAM A& https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-idp.ntmFHIRE=1KF o HEFEV AR, WREMEA IAM Identity Center ,
AIEERTHTE, BEHSIRBETUEMNASR , IAM Identity Center 5 A 85 1AM FH
AEHER. WEARTUENEN , F28 (AWS IAM Identity Center EFA&EIERE) FFTA
%o

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HBIEEHRATENFT,

- BIRFFEIE - BELER IAM AR, AFFEIRFFHEA (GENEFEA) FRERFFHNE
R ABRRTEIRFFIENEIELSN, BR , #HHEL AWS RIS , B BRREZEZIE
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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B (MEERABEANRE), IFTHREAAGNEREBRRETEIRFEFNCENER , F2H
(AM ERERERE) 91 IAM SeRlEREABRNEE,

- BREFE - BL AWS RS EFEHAEM AWS IR¥E FHIEE. il , BEERE PHETIEWE
ZREBEEEE Amazon EC2 H#I{TEARE R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATREEFEAFUERNFTA. FARBACHERREELACKRHITINE
%,

- EREFMITHERER (FAS): BEER IAM ERERARKE AWS RHTEER , RREKERS
TR, ERERAELRKER  SURENTEDHE, MZBERSETEANREPRE S —E
BfF. FAS EREBRMFFI A AWS R , #BECFER AWS BRI LA TRBHHFER. RE
ERBRIFTEEEM AWS R REFEB S RETRMNFERZE , TERH FAS R, HEI1E
MT , BBEEBEHTEMEEMENFTA, MFRE FAS BRENBERFHREN , F2H (E%
FELTEFEERD o

- B AR  REAGERBELEN IAM A6  TRREHTHE, IAM EEETLRK IAM AE
., ERAMEBRERE AR, MEFMAENR , F2E (AM EREERE) FREIABUEIRTT
## AWS BR#E BR¥E

- RBEFAE - REERACR —EERED AWS R NERBARER, REITUBERRES
TERENAE, REEEACSERESLN AWS IRF F |, WHBREMEES. IAM EESA L
miR | BETRERERBERAGNFT,

- 7£ Amazon EC2 L #ITHE AR - ¢¥7E EC2 #1TER LTI R E AWS CLI F1 AWS API &
RNEARER , BUUER IAM AERERTREE, ERE EC2 HTERARFEFNSRANBRL
B, WMFERIKAWS A EC2 HTERWIRMUEMBERARAMER , BB EEFHTE
BHHTERREE. HTERREETSXRAE , YAWE EC2 HTER LHITHREXNESERK
BE. WEFMER  F2H (AM EREER) PHEAA IAM A& RETFEFA#E Amazon EC2 %
TER EHITHEAER.

WMETHREERER IAM AGXN IAMERAE  F2RH (AM EREER) PREY IAM A6 (M3EE
H#E) R,

ERABREEFHE

B LUEIBE Y BUR A HMINE AWS 5 REIR , £ AWS HEFIFERN. BERE AWS HHy—{E1
#, EENS S REREVREABN  EUERHAT. AWSEHEXR (ERAE, REMEIACTHE
PEER) BB REFMEELEE, BURAWETH , RERB A IIEBFHER, KE2BKREL JSON X4
FEAFEEE AWS F, 1FE JSON R4 EBNABTNFHAER , F2H (AM ERAEER) P8
JSON BB
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BEY IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERXEENFTA , B EERMELERHMTRE, Sl , BEBREE—EAFF
iam:GetRole BIERIBEE., E{REBURRYEA & E 7 LA#E AWS Management Console, AWS CLI %
AWS APl BR8ABEA,

o BBEK
SHRBRRTUMME S S (FI IAM £/AE, EAERERAEG) # JSON FABEN . BEL

BURT 84 5 o EMEEG T MEERIANTHLESRSE, EETHRNAEI S ERBEE | F2H
CIAM R EERE) PRET IAM BUR,

BoBERRUE-SOERARBRIAZERR,. ARBREEZARINE—FHE, FEAIAR, X
EBRARBIYNBER , LA LUGELBERMME AWS IRF W ZEFEAE. BFENAE, ZER
KOS AWS EERENEFEERR. NIFEBRBNMEZERRRARBERERE , F2H IAM &
REEMPHNEZERRNARBEREREE,

BEREHR

ERBEBERREZEEERMN JSON BEXH, EREBENREREHIR IAM AEEFBERRMN
Amazon S3 FEFEFREBE. EXBEREBERNBRES , REEEESWUFEACHREHEHEER
WEEE, BRNBERNER IR EREEN TR U UHRERIATHBEUREMERGETH
THEE, EXATEREBERPIEETE., TRUTUIERS, £HE. At BEasFEAES
AWS fR#

ERABERMRZBBETORBREE, CELEEREREDEARE IAM B AWS SEREK,
FERFIFE (ACL)

TFEUZHIEE (ACL) ATEFIMLETEA (IRFKE. ERAENAC)EEEFMRERNFTT. ACL EEL
REREBR , BEMAEM JSON BERXHFHER.

Amazon Simple Storage Service (Amazon S3)., AWS WAF 1 Amazon VPC 2% & ACL RS &
fl, EEE—S TH# ACL , 5528 (Amazon Simple Storage Service B AEEmE) FWEFEUEE)E
B (ACL) B8,
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- SRR - FUEHER —EHMEIIE  IHERES S EBERERT IAM ER (IAM £HAESABR)
WRAFTH. BUUABREETIRR. IEENTTERERN S 2 RBEMEFTREHR
£, 8 Principal P EECEHERACHNEREBRATSZRFIRRRES. FIEEEK
EHNARIERHEBEXANT. UEFTHENEZHBENR , F28 (AM £AEER) B
IAM BEFFEE,

. FRRIREITE (SCP) - SCP £ JSON F# , T#5% AWS Organizations SR =AM (OU) &9
B AFFA. AWS Organizations R AT AR D EMEFEELLEFMEENZE AWS tkRF ., B
BB EIEE , B LUERISIEHIBUER (SCP) EREIE S EIRE. SCP ERFIR SR
EHRERNT , 3ESE AWS (REREAE. MEABTN SCPHNESHBEN , F208 (AWS
Organizations EA & 1EFE) FH SCPEEF X,

- TERBBE - TERBBRER —BEEEX , Sl EEBREE N AR ACEBEER
ENTRTERERE  FASHEE. MELETERRNFTEREAERNACN S S EBEERNITE
FEERBURI RS, FFAAIURAEREER, MAEEEBRTNWAREEREERZ AN, WFEE
ZEH , F2H (AM EREER) hTERERBK.

SEBRER

RHEZERRERERIFRE  HERTEANTISESEM, EMHBLER, ZETH AWS BEFR
ZEBREAERFNAHERE A —HFER , 28 (AM EAEER) PHERMEEE.
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EEFEH IAM EE AWS Supply Chain WEEVEZ BT , 55 T 18 H AWS Supply Chain K IAM Ih
RER RLE,

&2 BL AWS Supply Chain £ #Y IAM IhAE

IAM ZhEE AWS Supply Chain X &
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IAM Ih&E AWS Supply Chain %18
BREME =
BRER =
BEREGEZRLIR =
B B =
X AR TR ER (FAS) £
REAE =
REERZAE i

%= EH1S AWS Supply Chain F1E fth AWS BRF an{a &8 KE 2 IAM TheeEREIEER |
B IAM EAEIER) P AEE IAM A AWS R,

B A AWS Supply Chain B9 & 2 B BUR

3
¢

X ESSEEE =

SoBBRETUEES S (Fl IAM /&, EREFANAR) K JSON FFATBERN A, BL
BERAEH S 2 EMEFRG TREBEERATHEDF, EERBEUNMEL S IREBR , F2H
(IAM EREER) FHEL IAM BUK,

£/ IAM 2 BEBER |, B IEEAFRIEBNBENER , UREMERG T RAFREEEE. &
BEESIEBRPEETIE  RASESEAENMNERAESAR, NETHEE JSON BERHE
RBFrE s , F2ER (AM EREEE) T8 IAM JSON BETES £,

AWS Supply Chain ¥ 5 % B Bk €141

= E®R AWS Supply Chain &2 B BEEF , 5528 AWS Supply Chain 9 & 7 B BUR €41,
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XEUNERERABER
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ERAEPBER 2 INEERN JSON BERXH, BEREBRNSE RSEHIR IAM BEEEBERA
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
M, HRITNBERNER , BREEREEN TR IUHZERUTHEEAREMERETH
TR B, BAAEEREBRRPEEIE. TRILUSERF, £AF, A6, BEFIERAES
AWS BR#%

EEZMABEIRFFIE , SrlEEEEMIRFANFIAIRFR IAM B2 | FAEREBRN TR,
MEERFEIRETEREBER , ARBYGEREN —¥, EXTRNERETEN AWS 1RF BE
ZEFERFHH IAM EEE UL AREIRER (EREHAC) FRERNFT. HEBKS 2 EK
EMMBERRE T, T8, MREREBRRSAAEKRFHINERREFTH , ERRFITEREIN
METEBEK. MEFMAES , F2H IAM EREEETH 1AM ﬁ@,ﬁﬁiﬁﬁmi&%ﬁﬂiio

B A AWS Supply Chain B BUER B

X EBREE =

EEE A LAER AWS JSON BIRRIEEH AU EIMEANR, bR , WE = E M ERA T AU
BT BEEIRAITHLE 1,

JSON BURHE Action TEHERETURARAFHIEBBRFFRNEFE. BRBENEBEESN
FEBBERRY AWS API BR4EMRE, B —LEHISMRR | HIAURBHERFY AP BENERFFIEFE, F L&
REFEBRTNZEEBE. ELBMANBEBAMKEIE,

RS E AR ERREHNITHBBRENGT A,

AWS Supply Chain FHBRBFEEBFEZBERUATFE :

scn
MFEE-RAXPEESEEE  FRERSR.

"Action": [
"scn:actionl",
"scn:action2"

]
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AWS Supply Chain B EURE R

XERRER =

EEE A LAER AWS JSON BUERRIEEH AU EIMBLEANR, thpiEmHR , WIE = E M ERA T AU
B BEERAITHLEE 4,

Resource JSON BERTEZTIEEEEABHENYH., MR XA EEE Resource 5 NotResource
TtE, RIEEKEFEHE Amazon Resource Name (ARN) RIEEE R, S U HTERSEERER
HENME (BAEBREBHREFT) RIEEM.

HRAXEERERFTFAINEE (PIWSHER)  FEABRAFER () RRTIEEXERARAEER.

"Resource": "*"

ZZ R AWS Supply Chain &7 B BUEREH] , 5528 AWS Supply Chain B9 & 7 B R €64
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X ERBSEBRRF RS 8

fim

EERE A LMER AWS JSON BURRIEEH AT U EIBLEAR, thpER , WEEBE M ERMSE T
T BEERAITHEE/E.

Condition jt# (5 Condition Ei#f) AIEARIEEERANEMM R, Condition TRRERE
H. BAIUBYFRRFRTEEFHFREEEN BINERSIR) , REEBEHHRGEMBRPVE,

BEERRXFIEESZME Condition THE , WEHEE— Condition TEFIEEZMEREIE , AWS
SEREE AND BRI A, BERE—RUHRCIBEESZEME , AWS SEMELE OR RIFEFTEIK
o BEANERBERGE , TERERBXWFT T,

U AR EREREAEBMNEEY, fln, ZANREEREERE IAM FAEERBERE
REINERNFAREZ AM ERE. WEEZEF , F2HE (AM EAEERE) P8 IAM BT
= BBAER

AWS X EEERGRSIBINBRBEFENREREIR, EEEE AWS 2ERGRSIR , F26H (AM
EREER) PR AWS 2ERTABTESIE,
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BERRRBEETEAR , &£ AWS R BXEHF, MEFMER , SEME AWS R EE R
BEEERE , F2E_(AM ERAERER) PHAHE IAMBFER AWS R,

MREFEAFERAESBANRE I EMSEEAN AWS Management Console , BISRIEE A RS
Fo flun , ERERAATNE—BEA(SSO)ERFM AWS i , ZEFSEHRIKREER. ERUE
AESPEAIRE , RARVRACK , tEEBEIYREER, NEVRACHFHEENR , F3H
IAM EAEEEFNYREAS (EEA).

A {EH AWS CLI 5 AWS APl , FEIZVEERER, 28 K SuEREERERERER
AWS, AWS BERLBREAREER K MIECEARPENSR, WEHMER , B30 AV FHWE
RMLZeEHE.,

3% AWS Supply Chain Y 1ZEL T ¥R

XEETFIMIERE (FAS) =

ERER IAM EREHARE AWS FHTEMER  SKeWRATR, FRAXLERKE A LWkg
BITEERE , EMERRRBEPEE S —EEE. FAS ERATRAFFITRIY AWS T , BEFR
AWS BR# LA T iie RIS HEER . ARERBKBFEZLE M AWS IR NERE B RETARIFER
Z%& , 78R FAS BXR. BERIBERAT , BLEEFUITEMEDENFTT. MFRE FAS FREH
BERFHMEES AR (EREFHTEREER) .

AWS Supply Chain B RIE A &

xERBAG =

REACRRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE., 18K FNMM BRIRKE
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BFEREF/CHNFAIEASEEE AWS Supply Chain ThEEHIR#E, KA AWS Supply Chain
RAIESIN , TREFREREAE,

AWS Supply Chain RIS ER B/ E

XERBEZAE, )

BHEEACR-—EERT AWS R WRBAGEE, REITUREAREHNTHENAE, RS
BREACESENELN AWS tkRFE 1, YHAZBHAER. IAM EESLURR , BT RIEEREE
EABRE,

NFEUREERBEREACHFMEN AWS R , F2EEA IAM, EREPSHRRE , e
ERBEEACMPH Yes, BE Yes (B) EfE , LRERBHRBER S B

AWS Supply Chain ¥ & 7 B BUER €451

BIBTERR , FAENAGTEREISRIEH AWS Supply Chain ERIER. MMt LER AWS &
EX# A, AWS Command Line Interface (AWS CLI) (AWS CLI) 5% AWS AP| REITIER, EEZE
FERAEHHAMEERATIHENTT , IAM BEERNUEY IAM BE, A% L EEE U 1AM BUEE
WEEAG  FREERBIELAR,

EETHIAEREL JSON BERXXHEBIET IAM B2 BBEK |, F26H IAM EREEETHNEL
IAM B,

ES -]
- BRBREER

i

HRREER

B BERREHEECRFPINEBASREALUEY., FIEMER AWS Supply Chain &R, ELE)
ERREEREN AWS IRF EXBA., ELBRNIRES 7 HBRE , BER T EARESRSEE !
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MEREERBRERNERARGIN AWS TFEERBX , AEE-—SRIHA. NFESEA , F2H
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- ERREFFAIRT - 5RE IAM BERNFAR  FERTHTEXRMTNER. KERLEN , B9
UESERERG T AIUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2EH IAM EAERERTH IAM FRIBERMET .

- £ 1AM R F RS E— S REIFZEE - B LUSEREFTIEEBER |, UURFHIBEMERNER.
il |, AR BBURGY |, IEESBMEA SSL BIEFMERER, Bt ERRERRTHERED
ERTZEE | ATIRREB IS EAWS BRFE (B2 AWS CloudFormation)E 4. MEEZEA , 3B
28 (IAM EAEERE) HH IAM JSON BERTE : .

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B 7 IE%E1E - IAM Access Analyzer B
FIBRMNBAEBR , BRELBRKER IAM BERES (JSON) M 1AM HEEH, 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELXLEBEANEX, NEEZSE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FEZEEZRE (MFA)  IRFEFE AWS IRFF IAM ERESHREAENERL , BB MFA
REFENNT LM, MEEFU AP BERFR MFA |, 5§ MFA (REFTEEEHBER. MFEES
&, F2H JAM EAEEREPRERE MFA REH APl 7HL

BEIAM AR EEBNESHBET , F268 IAM EREEETH IAM REZEEX,

¥ AWS Supply Chain & 7 B2 FEUE 17 52 B HE %

SEERAUTERAR BB EMIEEFER AWS Supply Chain 1 IAM B3 EMNE BEE,
x5

« EAREFZEE AWS Supply Chain B#ITENE

. RRZEREHIT iam : PassRole

« RBEARFHF AWS IRFE A ABEFEFE AWS Supply Chain iR

RAEZEIE AWS Supply Chain R & {TEIE

MREZAWS Management Console REREHTIRIE , AIXAHRBEESUSRER, ENEEER
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ERNFMHENR , BAERER scn:GetWidget FFAIRFE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scn:GetWidget on resource: my-example-widget

FELBERT , Mateo EFREBEFHMABER , AFFMER my-example-widget EEFE
scn:GetWidget EiRo

EEZEFESHIT iam : PassRole

MBEBWEIEER | EHEKRERESIT iam: PassRole BIfE , BHBENLEEH , AFLEACER
#& AWS Supply Chain,

BE AWS B# A EEERANACERRYE K MEARVHNBEXALIRBEELE, NFH
TR , ELARERACBEEZ BB,

#AA marymajor BV IAM ERAEERFEAEIEATE AWS Supply Chain R#E1TEIMER: |, B4 TSI 6l
R, B2 K BEERBREEFEREASR TN, Mary REKACEEEZREHTY,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WL BES , AFFMEIT iam: PassRole Bk,
MEEMAHE , BEEEN AWS BEEHE, FNEEERHENEAER.
BEEAF AWS IRF A AEFEIEK AWS Supply Chain &R

FANRY—ERE , BEMESFHEAERENABNBHABERENER, LUNSEEAS
BLEEENHRERAE, HEXEENERNBERFIIZHEE (ACL) RIS , LTS EAMRLE
BERET A BEIENE RS,

MEE—FTH  F2EAUATRE

- ZE T AWS Supply Chain 2B XEIELINEE , 5528 AWS Supply Chain & IAM HEES
o

- BEETHRNAFEREHEENFIE AWS 1RF FTiRMHNER , 28 (AM FAEER) P FE
ERMEEEENSE —E AWS IRF F/ IAM FAE,
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AWS EEHNBRER AWS BYMEENBUBEK. AWS EENBRNRAERBFZEREAREM
RULEFA , ML ER AT RBRFT T ERIGERE. FEANBE,

fagaC , AWS EENBRARIERTEREEARINKERRETT , ERAEMHTHARE AWS &
FER. Rf2BEERERARGIEBNESFEERE , WEE SRV,

FBEEENAWS EENBERPERNT T, MR AWS Ef AWS EBNBERPERNTT , EFS
FEHREENMEIRE Y (ERE. HEANABG®), EHETH AWS RIE A API R4AERTH
BERBEMAE , AWS RABESEN AWS EERBK.

WEFMER , F2E (AM E£RERERE) P AWS ZEHX,

AWSEZEE KR : AWSSupplyChainFederationAdminAccess

AWSSupplyChainFederationAdminAccess 2 #AWS Supply ChainB& & 2 F & $AWS Supply
ChainfE AR FEUE | BFEEAWS Supply ChainfE AR XA TEEFTEN R, ZBEREMS
IAM B2 RO ERENMBENEERT , Y MEHREEIAWS Supply Chainfi B, BTFESZ
AWSSupplyChainFederationAdminAccess B N B EAT E b IAM B8,

B R IR Bl JAWS Supply ChainiEi scn: * #RIZMFTEFEUE , EAWS Supply ChainA &R E
R, ZAWS Supply Chain B2 EIEXENER , Y HRIEEE AP WER,
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