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ER AWS CloudFormation Guard ?

AWS CloudFormation Guard = — R REHHNEARBRNEBABTEIE, Guard wH5IRE
(CLI) #ftsimple-to-use EE S MRS EMIFFES (DSL) , TARBBERREZEARERNSE, Lbi , B
FH CLI &5 , BIBELRBEBFBEBLMBE JSON 5 YAML EXl, Guard thiR2 R E TRIFHER
B, URFBENAAIE NTARREE,

Guard &5 CloudFormation SN B MFEEZHAFNWEBMHE, B LMEA cin-lint TEXEH AL
BITRIERE,

Guard FEM A REHEH H T, LA LUEA CloudFormation Hooks %17 {a] AR B3 i B 35 154 5
17, B EEhHEREERE,

MFE AWS CloudFormation Guard BZ R FEMEFA , 5528 Guard GitHub /@77 E.

FE

- BRFE—IX Guard ERHEN ?

« Guard Ihgg

- ¥EBLEA Guard B2 CloudFormation Hooks
- FEX Guard

- REEH

WBE— )% Guard FREE ?

MBHREE—REH Guard , EBEAREBUTES

o 5% Guard — AEFR AL % Guard, EIB Guard , BRI LAEH Guard DSL 2B BERHREA| |, iR
RIS L H BIERTE JSON = YAML A MEBILER,

o #E Guard 78 - ANEFIR AR E R R B A EEER

« JHIE Guard 8| - AEIRMUFMNZSHER  ARAEEWER | BB eSS NTEHAREE
WIRIEH QB R/ JSON =& YAML BREBILER,

« RIE Guard RABRFBBAEF - AMRHUFMANZELHER , RERBHRAEE JSON = YAML #£3
HER{ILER

« Guard CL| 2# — A&i57 80 Guard CLI F A &S,

HRE— R Guard ERER ? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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Guard Ih#g

/8 Guard , BT LURE BURR BISRER = 1E{ JSON = YAML BRHEB(LER , AFEETFER
AWS CloudFormation &4, Guard XEBRBREN TEend-to-endi¥h. BAETHEEBEEHFERE
A

- EHHEENER (EBHIE ) - BERARFABZLNSRAREERNBERAA , BEERR
ARG (1aC) EB M RBEHES, Fluw , EeILERR CloudFormation #7%, CloudFormation
BELE. JSON E Terraform #HREFE R Kubernetes #HEE,

- Detective EEEMEH - RFBELEEERE (CMDB) ERK—2ME , Hlan AWS Config A #E#E1E B
Cls), 4N , BAE% A &7 LAfE A ¥ AWS Config Cls Guard BURHIFEEE =52 AWS FMIFIEAWS
ERMMEE, ERBKER , UARBRIEE.

- BBLE -BREFELBCHRLEMN, HlW , BRIBEKFAEF CloudFormation 8F 5 | LAF;
IFEHERRAWESE | flanEFHaA Amazon DynamoDB &E#l &K,

B E A Guard B2 CloudFormation Hooks

B A LA{E A CloudFormation Guard £ CloudFormation Hooks Hi# & 48, CloudFormation Hooks
A] IR 1E CloudFormation B3I, EFRMIBREIE | AR AWS EiniZ#$| AP| B S EMIREZR ,
BT TR Guard RAl, AR TRAREZNEFRBAEFSEARNZ SN, EENMRARECREE
%o

WME A E A Guard #E CloudFormation Guard Hooks BYEEMIE T , 552 BAWS CloudFormation
{Hooks A &¥ER) HH Write Guard #& 838514 Guard Hooks HI &R

FH Guard

ZEFH Guard DSL Ml# 5 |, BN ALRHE Guard CLl, MNFERE Guard CLI WEHAE |
Guard,

s
9
g
a
i

EER

BEEENRA  YEAERRAARSEHMBRA, RHMAHR A T2 AR NRE,

Guard Th#g 2


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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£%E AWS CloudFormation Guard

AWS CloudFormation Guard R B /RBHHESFIRE (CL). EALRMUEE, FEMINES |
DRBREBERAA , WARBELHRARBHEECREERN JSON M YAML EXl, ELH AT AR RE
Zett, ERSEHEBNARBERER, ERLEERXNENTURKERABRXBNERERS K, F
m B LLEMNRAl , LIREREM —27 CloudFormation #2452 37 fZ#KY Amazon Simple Storage
Service (Amazon S3) EFITEER,

THIERER A AR IBNEZERFER AWS Lambda BB L% Guard BAEBEF.

i

F

« 28t Guard for Linux 1 macOS

o &# Guard for Windows

o &t Guard A AWS Lambda B E

Z8t Guard for Linux Al macOS

RO LAERTELEBIRIT - # M. Cargo 5iEiB Homebrew , AWS CloudFormation Guard %
Linux 1 macOS %## ,

RELEENRITENMNERE Guard
FRATIEFREAELEZEN ZEMNERE Guard,

1. PR IRE , AT TSRS

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. BT TITERIEELRMN PATH €8,

export PATH=~/.guard/bin:$PATH

HR BB ELHE Guard EREPATHEE],

(B ) ZEEME Guard WRE | FHT TGS

& Linux A macOS 3
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cfn-qguard --version

wREEETYEE

cfn-qguard 3.1.2

& Cargo Z & Guard

Cargo 2 Rust EHEEE, TR FYFBLUZHE Rust , HHPEE Cargo, A% , # Cargo T
Guard,

1. REREEBTTIGS , XKBEE LHIETRZE Rust.
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (IER) HR Ubuntu IR3T , BT I
sudo apt-get update; sudo apt install build-essential
2. RELHPATHEREH , Y HTTIIGT,
source $HOME/.cargo/env
3. Z# Cargo & , BHIT PG HREZE Guard,

cargo install cfn-guard

HER . BEKIIEE Guard,

- (BA) EEMR Guard WRE , BHT TSGR,
cfn-qguard --version

wREEETS@E

cfn-qguard 3.1.2

& Cargo %% Guard 4
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# Homebrew Z 8¢ Guard

Homebrew & macOS # Linux WEHBEEBE, TN FHIZTBRLULEZE Homebrew, A% , 1%
Homebrew &% Guard.

1. REEEHT TGS, AKREE LAV REZE Homebrew,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. % Homebrew #& , BT T HI@©REE Guard,
brew install cloudformation-guard

HR . BEKIIEE Guard,

«  (BA) ZBEMER Guard W&EE | BHT TG

)
dp

o

cfn-qguard --version

wREEETYEE

cfn-qguard 3.1.2

%4t Guard for Windows

& A LL3EI® Cargo = Chocolatey AWS CloudFormation Guard & Windows &2 ,
ToRIFRMF

EERGOHAEEE Guard , B4 EZRE Build Tools for Visual Studio 2019,

1. 88 AR Visual Studio WEE T E 2019 #8335 T & Microsoft Visual C++ EET &,
2. HMITZREREN , RARENFERE.

# Homebrew %% Guard 5


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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& Cargo %% Guard

Cargo 2 Rust EHEEE, TR VI BLUZE Rust , HHPEE Cargo, A% , # Cargo T
Guard,

1. T & Rust, REHIT rustup-init.exe.
2. RWSRRP , BEFE1, EREREE,

WEEERTHES

Rust is installed now. Great!

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. BETEKLE , 5% Enter £,
4. %% Cargo % , MHT T HHHREZE Guard,

3

3

cargo install cfn-guard
"R BERYZE Guard,
- (EA) EEMRE Guard WRE BT TS,
cfn-guard --version
WHEERETHES

cfn-guard 3.1.2

# Chocolatey Z# Guard

Chocolatey & Windows WEHEEE., T [ 5ZBRLLZE Chocolatey, A% , #i& Chocolatey %
Guard,

& Cargo %% Guard 6


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. BEARIEERE Chocolatey
2. &% Chocolatey # , FF#I1T N A S R%L % Guard,

choco install cloudformation-guard

HR . BEKIIEE Guard,

- (EA) BEEMS Guard WRE , BT TSGR,
cfn-qguard --version
WEEER TG

cfn-guard 3.1.2

8 Guard 1A AWS Lambda B

BT LLEIR Rust EHEE 8 AWS CloudFormation Guard Cargo Z# . Guard ¥4 AWS Lambdai
2 (cfn-guard-lambda) 2 Guard (cfn-guard) AEMNRESE K , A A% Lambda B,

FORIREF

BRAA L RE T ERIEH , FT8EAE Guard T A Lambda BRE -

« AWS Command Line Interface (AWS CLI) ERE IS FEMAA Lambda BB, MEFME
# , BBEEEE AWS CLl,

« AWS Identity and Access Management (IAM) 9 AWS Lambda #1TA®. MEFMENR A6 F2
BIAWS Lambda #1T &,
« 7£ CentOS/RHEL IRIEH , #musl-libcEHRTFENEEEM yum HEE, MEFHENR K F2HB

ngompa/musl-libc,

Z¥# Rust EHEES
Cargo = Rust E#-EEE, TR TILSBUZE Rust, HPEE Cargo,

1. RBEEBTTISS , ARKKEE LWIEREE Rust,

5 AWS Lambda & 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (EA) HRM Ubuntu IRI[ , BEITTHIHS,

sudo apt-get update; sudo apt install build-essential

N

RELBWPATHIRIBEEE |, WHITTITS,

source $HOME/.cargo/env

&% Guard 4 Lambda BIE (Linux, macOS T Unix)

BEA Guard £ Lambda BI®l , B T HIF R,

—

RN B ERIHEERBIT T @S
cargo install cfn-guard-lambda

«  (ER) BEERPA Guard R# A Lambda R,

:I:I'*

BEET T

)
dp

cfn-guard-lambda --version

WHEERETHES
cfn-guard-lambda 3.1.2
2. BEREnSIZE , BRI TGS
rustup target add x86_64-unknown-linux-musl

3. fERA ZE musl , REEKFREPHAIT TG,

cargo build --release --target x86_64-unknown-linux-musl

HABETHTH , AWS Lambda EEZHEBEH bootstrap.zip BERFAEZEA WOIHITE, SE
LW HTREEF®ESB cfn-lambda , bootstrapAEBISHIIEBE zip HIFE,

# Guard £ % Lambda BEHE 8


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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o HM macOS RIE , B Rust ERMIRE &K BRI BN EMEREER~/.cargo/
config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. BF Acfn-guard-lambdaiR B .

cd ~/.cargo/bin/cfn-guard-lambda

5. ERHEBHHMIT TG

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. HITTHaS , 2 Lambda BB cfn-guardEXRRELZHIRS

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

EENBHIT Guard A Lambda EHE
EZEWNAL Lambda BB cfn-guard-lambdaiZ XK , BHIT IS T

aws lambda invoke --function-name cfnGuard \

--payload '{"data":"input data","rules":["rulel","rule2"]1}' \
output.json

Ol Lambda BREGERERE
f&Rcfn-guard-lambdaZER LA T :

« data - YAML = JSON #iZ4<HY £ & iR A
e rules - RAIERRNFERAX

BEMHT 9
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£ Guard #2 BB So R R4 R BLER

RERE WM TER N JSON 5 YAML B XNEREE, RAEMEBRERUNZO Guard E#, I, ©
EUSHMENEIER  RENTREDEIEECRRGNAA

£

o SERIRHE

- £ Guard 5 R BLE

- ¥ AWS CloudFormation Guard # &l

I AWS CloudFormation Guard #% 8l

+ B AWS CloudFormation Guard % Bl f & A S &
- B4 AWS CloudFormation Guard # BBk % A & #

FORIRMF

BB R RE Guard S HIRME (CLI) , FEEER Guard B1E45ERE
:%Hiﬁ%ﬂ nﬁ 2% BﬁnXE Guard,

][]

(DSL) BEEERB A, MFHF

£/ Guard 3 BIgy L&
5 Guard B , BBEESHITTIINTER -

1. % JSON = YAML &R E R HITERH,
2. BA Guard BUERHR A, MEFMER , FSBEEE Guard FHH,

3. £/ Guard testan B HEEVER R A MAMER, MFETARANFAES , F2H A& Guard
%Al

4. £ Guard validatedn ¥ , BIEHE AIEREE JSON = YAML #&# RN E R, MEFMAER ,
& Guard # BB 58 A & 8l

T
¢

SRR

#E AWS CloudFormation Guard #3 &I

£ # AWS CloudFormation Guard , # 8 2policy-as-code#R Bll, EAILAER Guard BESERS
(DSL) B3R Al , LUEH JSON = YAML XMW ER., HAH FaHEK.

TORIRE 10
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&AL EM Guard DSL BEANR AR FRERAEAREERNMEXFERT,

FBANBRYSERAER , UKESBEARAE, RASTELHHSERIERERRE JSON K
YAML #&X &R,

8

- 74

- E FAPFEAER

- E FAPEREETF

- &£ FAPFEAETAR

. &6t7H
o ¥H Guard RAIFERAESR
- FRANERH

« T2 Guard EZHHER

£ Guard RAIPIERFNSEEH

. £ FiREEEHBIER AWS CloudFormation Guard
« BE FAUBITARBSRAFMG

74

FARF LA true (PASS) = false () W AMKRIENXFAIL, FAEA-EMVEE FREBMEERE—
EHLBRENE-EHE T,

Unary Fa &y €541

T 5 unary FARTHEES RS ATcpBlockedPortszE,
InputParameters.TcpBlockedPorts not empty
T %) unary FAEFE ExecutionRoleArn BHEREBBZEE,

Properties.ExecutionRoleArn is_string

b - 3 v T O R

T 5 = F gL BucketName BMHRBIEFH encrypted , BRANE R,

4 11
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Properties.BucketName != /(?i)encrypted/

T 5 =t FaE5F{E ReadCapacityUnits BHRE/NAHER 5, 000,

Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

B E Guard R A+ HMEE;

<query> <operator> [query|value literal] [custom message]

Guard RAIFANE 4
query

LR () oRIKRER , EAUEEBEREER, ERXREXTUISEHERERER , MENTE
ABEE, BULEERRRGEE  UELTUATACH—R , TERAETHNHMEVESEE
f, EAREFIEHER,

NERBEHNEGENFAES  F2H EE2EANEE,
BE 2
operator

E-f-#UEHE T , TinbwEsfnikE. —EVEEFNER (LHS) L EREH , mAH
(RHS) # AR EHHEFE,

XEN-EBVEE T == (FR) | 1= (TFR) |>(KR) |>= ( KRFIER) |<(DPR) |
<= (PRFJER) |IN(EFERX [x. y. z] HBEEH

YXEM unary BE T : exists|empty|is_string|is_list|is_struct|not(!)

PVE 2

query|value literal
BHRZENEEE , W0 string= integer(64),

XENERE:
- FIBEEZRER : string, integer(64), float(64), bool. char, regex
- R integer(64). float(6s)™ HEMAMEZEMAcharEEER , Xk TA

F4a 12
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e r[<lower_limit>, <upper_limit>] K6 E2EZEARETIREKKXWEME :
lower_limit <= k <= upper_limit

« r[<lower_limit>, <upper_limit>)k , HEHEZEARE FYREXNEAE

lower_limit <= k < upper_limit

e r(<lower_limit>, <upper_limit>] , HEEEARE TR EKXWEME :

lower_limit < k <= upper_limit

« r(<lower_limit>, <upper_limit>), ATE#ARE FHREKKWEME
lower_limit < k < upper_limit

- BRI B/EFBERNEBEES (HE )., flw:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
- BRI BRI E R A ES

VE  BiRt  EACENEETFRALE,

custom message

Rt FOMHBEANTH, AEEETE validateM testim THFMB P , BN THESE
SH PR B & B LAY AR BIFTAE

PVE B

 TATEREM
MBRBEWOEH , BOW EREWAHRA £ Guard RATIHRASER,
E TAPEMAERT

AR 2 CloudFormation #i4xTemplate-1f1 HW&if|Template-2, &7 REWMMAIFAZENEE T ,
AEFPNEFEANFOESEELEHIER,

Template-1

Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: MyServiceS3Bucket
BucketEncryption:
ServerSideEncryptionConfiguration:

i FATERER 13
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- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-
east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: stage
Value: prod
- Key: service
Value: myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

5 unary EE FH F RS

« empty - BMEEEREBR/E, KUTUCERAECRREEHEREERNTRELSHE , BAETHEEH
B, BELIFEATCRREFHETARBTECERETH ("), WEFHMEN , F2RAEEEHAM
BE,

T FaEREHAREEER LS BER, ©iFtA , PASSEAEGRE IDWE
RS3Bucket R RFEZMWTemplate-1,

Resources !empty

THFaEmEREASIBucketEREE—RZEEE. ©EFME A , PASSHA FS3BucketF
M1EA Tags BHEERNERTemplate-1,

T FTAFEREE T 14
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Resources.S3Bucket.Properties.Tags !empty
« exists - MESFEEHNVHREETERE , TAARDAK = null,

T FaERERRES & BucketEncryption B#S3Bucket, ©iFfEA , PASSHA
BucketEncryption 2% S3Bucket® A EZHKTemplate-1,

Resources.S3Bucket.Properties.BucketEncryption exists

@ Note

empty M not existsBREEEEEN AERKTME true REEEEXRNEM

R, Hlwn , MRKRTE NWEARFPESE PropertiesEES3Bucket , 8] 74
@Resources.S3Bucket.Properties.Tag emptyiff&A true, exists Ml empty&E
TEEHR[ABRPETIXH AN JSON EEER, EMEFABEENAEELERBLILEAEEAN
FEENEEER

« is_string-MEEHNESEEHEREA stringfFE,

T FAERERRT S S3Bucket EIRM BucketName BHIEEFHE. St A , PASSRATF
BB{E"MyServiceS3Bucket" 27 BucketNameH A& EEM Template-1,

Resources.S3Bucket.Properties.BucketName is_string

« is_list-REETHNSELRREA listFE,

THFAERERSEA S3Bucket EIRH Tags BHIEEEFE, B©FMEA , PASSHATE TagsH A
EBE 7T mER/EHTemplate-1,

Resources.S3Bucket.Properties.Tags is_list

« is_struct-BEEHNESELREEAEBILER,

T FAERERAR A S3Bucket EIRMY BucketEncryption BB EEBILER ., ©EFTE
% , PASSEH A BucketEncryption @A F#hIServerSideEncryptionConfigurationB%
B|A #ra# $8ETemplate-1,

EFOTERER T 15
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Resources.S3Bucket.Properties.BucketEncryption is_struct

@ Note

EFEREREMRE | BLUER ( not ) BEFHEE is_string., is_listH
is_structiE&E Y,

£ ZEVER T/ T A€

Ty FaEgRES PS3Bucket EJRM BucketName BHIEENER B Template-12
EF & encrypt , EBRANEAM, ERFME A , PASSEAEENREFITES
F"MyServiceS3Bucket"FEEZFE encrypto

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

THFAERE PNewVolumeERSizeBHIEENER B Template-2EFEEHERN : 50 <= Size
<=200, TEME A , PASSHA 100 2&¥ FriEESize,

Resources.NewVolume.Properties.Size IN r[50,200]

THFAEME PNewVolumeERVolumeType BHIEEMNERAB A Template-2 iol, io2m
gp3. EEFME A , PASSEA 1ol 2&H¥ FriEENewVolume,

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

(® Note

AE P E G EH REFEHEERE IDs S3BucketH MYERRMEFHEE FNewVolume,
EREREEREAEESRN  YAUEERRETEEDTERENE (1aC) &1, BE
BE-RANEEAZHATERNATEAWS: :S3: :BucketER , REFANEATLIE
Resources.*[ Type == ‘AWS::S3::Bucket’ ], MEFHMEN , FSE ExEHMNE
2 DS AEMNFEMEN , ¥IRE cloudformation-guard GitHub fEFEH & HI B #%.

E FOTERERET


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
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E FaREABRTAR

ETHEHIF , B FATemplate-2@8EBFTAE,

Resources.NewVolume.Properties.Size IN r[50,200]
<<

EC2Volume size must be between 50 and 200,

not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

‘O FH

£ Guard 7 , BT ELREANBETFOSER BE (HMhand@iE ) BEHRET—EFIES.
B LA T84,

3
¢

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

B LEBor |OREE—BFABREEE , £/ BERESFIET—E T

<query> <operator> [query|value literal] [custom message] [or|OR]

£ Guard FAH , BXFTEEER , BEETMAESE. Guard RAITHUERAKFTMA (PASS) 5
true() B ¥4 false( or|ORand|ANDHY ) fEEMVESFAIL, EEE LA Conjunctive EEF XK,

THIEHIRE FARFHEIERF.

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

= FaAREABRTARE 17
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ERAEER

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR
clause_M OR

clause_N
clause_0

FIENEHAERN FATemplate- 18 A UER FHERESE

Resources.
Resources.
Resources.
Resources.
Resources.
Resources.

S3Bucket

.Properties.
S3Bucket.
S3Bucket.
S3Bucket.
S3Bucket.
S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.

BB Guard R BIfE R ER
ERER—EMEE Y. FERFNTBRFAEENEEENES, ERE=FEA .

- BEEHR

« when Ei#
- BEZRAIESR

B ER

A2EUTEM,

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

LTRUES BEBN FaTemplate-1, EEAREH 74,

Resources.
Resources.
Resources.
Resources.
Resources.
Resources.

BETIPHNEAREXNBIHSER,
BREHN— AR TP BRFARENES N,

S3Bucket

.Properties.
S3Bucket.
S3Bucket.
S3Bucket.
S3Bucket.
S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

BRRE—EEEN T , DT SIEHIFRR.

Resources.S3Bucket.Properties {
BucketName is_string

BUEREHER  (EURSNE  LEEFHEENHKES

FEBE Guard RAIEAER
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BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags !empty

EEHAERT  ERIENEAERERRATINAR,
MEEAERNFRES , FE2H EEESRAER.

when E3R

A LAE A ERA TR BRRE Gt Ewhen @,

when <condition> {
Guard_rule_1
Guard_rule_2

when BEF & EwhenEHRABAHE. condition & Guard HAl, REEFRENFTEERS true()
K, &k EHPASS,

DTRIUN AEBRNE flwhenERTemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

REEA BEENEBucketNameRF&EE | 7 8iffAwhenEBRAPH 70, MREEHLRH
ParametersEBEHFS2E A BucketName I8ENE , W FYEHIFAR , AT EFEwhenERFH F
1,

Parameters:
S3BucketName:
Type: String
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:

FEBE Guard RAIEAER 19
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BucketName:
Ref: S3BucketName

SRR AER

BRI LB BIERG—HERA RAE) , AREHMRAFSEZELEELBRRER K BAGARARE
¥, Named-rule EH#ZEA THER,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

rule BAEEF EIEE name-rule EIRHIFE,

rule name RAEUERNFSE , B EERRER, EREHEN Guard RAIEHNER,
FEWFERF , Guard REI—FZEFA. EHER, whenERNGERUER. RABBIARSE
HEZNRNETHER  EEEGHRRIERTEEEH, RABEBEIREM validateM test@mw
HHPRAUXMNERAS. RAIZBHEERNFTHARE (PASS., FAILDS SKIP) —EEREHRAER
WETEwm P, FSBUTE,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
template.json Status = **FAIL**

**SKIP rules**

checkl **SKIP**

**PASS rules**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

B UERUEBEAEEwhenBRBFEMBERG , UEFRENARFTEHESRAER,
LT RAEETmNEFwhenE#,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

FEBE Guard RAIEAER 20
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ERERRAER , LRBAUESNOT,

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

ERILAE R E M Guard RAIEEFERALYSEERRAER, UTREMEEEH,

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

AR

AWS CloudFormation Guard IR RERE , B LUERAIFARSITFZEREIE. JSON ZMMERE
HERERE, RNEZBRERESERIE,

ERREERE 21



AWS CloudFormation Guard EREER

BASREN

json_parse(json_string)

eSS ER JSON F&. A& , BRI EFIEE MR BIE,

count(collection)

BoERARMTNEE HE.

regex_replace(base_string, regex_to_extract, regex_replacement)
EARANKREXRAFEN -

METARBNTEEE  SEFREE. FERENENELBHESY , 2 H Guard GitHub &%

& B B BT A,

EE Guard EFf M ERE

FEBRERAEH , UREFA Guard # Al 7RG EHE,

TR RAF

EFiZE R ERE AWS CloudFormation Guard B2, RMEREETHEGE A , TREATIELRTE !

« TR AWS CloudFormation Guard ?
- BEBA, 78

EAREARBABDEMBENNEER (\) sRREX, SHREAJUISHRFEREN , U
BEFERABEE, FMEEMEE , SELE -—RINE , BRI SQL EFEENERSE

THEHEHSES AWS CloudFormation EIZARFHIAWS : : TAM: :RoleE R,
Resources.*[ Type == 'AWS::IAM::Role' ]

EHERETIIERRA

- EHNESEY () B BEEERAARRSIBFRAOZHEED TBE | 0 ResourcesD
Properties.Encrypted. MIREHNEMAE D FTRHEEAEE | Guard B EIFEEER.

EEEHMEE 22
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- EFRBRFANEMAMN * () BoEREXEREBNTEE,

- EREIERAFTNERNR [*] () BoEAEXEIINMERS.

- BULEBESER NEEREREREZRAERS[]. EETUEBTIHARNES :
- EETFERBENEIRES, UTE &4 :

HigE : [20, 21, 110, 190]

E® . [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

- BEEBNFTEER , AW Resources. *
s HEHERAGHRNE—SEHRENES., B2ELUTEH,

# Query all resources
let all_resources = Resource.*

# Filter IAM resources from query results

let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {
# Do something with each policy

}

LA & CloudFormation E4Sf2 3% 5 ERHV &4,

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

EHRE M &R 23
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SampleSubnet2:
Type: AWS::EC2::Subnet

RIFLEAR | FEERREA |, SampleRole MBI GRILIES Type: AWS::IAM::Role,

Resources:
SampleRole:
Type: AWS::IAM::Role

T3 &EHIFER Resources.*[ Type == 'AWS::IAM::Role' ] YAML AN EHBFERE,

- Type: AWS::IAM::Role

BULERERN—LESRNT

- BEHERGEEY  UEBBSEELEBRENEDER.
- ERGHEEMBEETARNERIEREM.
- EREBREHEARTH,

HEMHEREEH

Guard X EBIETEHERAN — A MEBBUIER, WFE Guard BADEBHMEFMER , F2H £ Guard A
FigRMSEEE,

BU LR ERERGEEY , WEEEAER X, RRTE Guard RANEMESEZE. FSEU

TEHRBIER , REAHRRARNVEDRA,

#

# Simple query assignment

#

let resources = Resources.* # All resources

#

# A more complex query here (this will be explained below)
#

let iam_policies_allowing_log_creates = Resources.*[

EHEHNEZ 24
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Type in [/IAM::Policy/, /IAM::ManagedPolicy/]

some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

EEREREGEANEBZ-EEE

Guard X B EZHHEANBRHIT . ETHEHF , whenEREEHE CloudFormation EAH % F|
B EEAWS: :EC2: :VolumeE R , &% VolumeType. Encrypted®l AvailabilityZone Bt
TR

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']
AvailabilityZone in ['us-west-2b', 'us-west-2c']

}
}
}
BT OB RLE
Guard i X BEEMEREZLLBRN -0, F2ETHIEH,

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /AApp/

e ERRHIR  MARRARTOMETE (Asome MBFHE ) SREAWITA , L9 RIS,
E-FANERTORE
@ME2 , L—SREROWERHTITERRTHELR,

let resources = Resources.*

EHRE M &R 25
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some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

LERSEHESTEETagE  UHEBEHERFNNBHELTLR, t—HPFaNBESTEAS
BAUEMETFA. FERBTIE@E A

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F-EBEAN FaEFEA PASS, BREFEFE—EENE—ETFIK , B Resources, Tags.
Propertiesfl B 53 EKey 4 ENotPRODENd , BERRFETERIH EPROD,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F—EXRENFE_EFra9teREMEER. Resources, Tags., # Propertiesz IR
&ValueffA{E AppStart, Hit , E-ETFILHEIL,

BEFRA PASS,

i, ERERSTFEUNT. YRS ETagsH , ESLEE KeyH 2EEValuetBFF ;
NotAppStart#l NotPRODEnd{ETE T HI &4l b FHFo

Resources:

EHRE M &R 26
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MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

B Key == /PROD$/. M WIFHEMZEValue == /*App/ , AtEHERTH. Bt , HRA
FAIL.

(@ Note

ERAESK ERSERELXRESTESEATENZEER K EAEBRTFIRE, BEEER—
fHMEE  NELRATELBE-BHR , SEAE-TIRE,

ERERNEEBN T8

FrEEHSMSEREEE, AENIAH , fIEXRNRSIE, FIFERS|IFMMESIZE (Tags:
[1), REFIZHIBRET B B VB LB (Resources: {}), #PApeE BHEENEEER,

EE I EEHFTE TN, TERBERBERRR/ KM RIS R &5 P EHAREERK
o ERERREE  SIBMEEBN T,

T3 [ 52 R B 0 1T h B B R AR BRI

- MREBATIEER , AIEAGTMA FAIL , MEREBHN ERER FAEETMER FAIL,

- BEEABGEBRE NEAEREMRRE{ "Resources": {} }, EHSFEA FAIL , MAEBIN E
WEMRFItEFTEA FAIL,

- MRAAYEER , ERFEFRNEEN  EHEEEZ0ER , URBERERT T,

EEH AR RS
EH PR ER L R2UBBEURAN Guard T4, UTR FAON/EE,

<query> <operator> [query|value literal] [message] [or|OR]
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ERAEER

B IRE A BB R MIERE AWS CloudFormation Guard iR B | FRETHEY :

« ERANITEREN (CNF) REHFA,

- EFITLIEESERES (and) F4.
- EMEFAZEER orBEFIEE (0o1).

THIEHIRE T BN BT,

resourceType ==

InputParameters

InputParameters

"AWS: :EC2: :SecurityGroup'

.TcpBlockedPorts not empty

.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

£/ Fa AR R

BULKERERZEAMNES. GFEAUEEERAIRAATECRRE EEEMWEMsecurityGroups:

[....]. BEAUHHEAERGR K EH-—FRENES. BUNUER FANMARETEE
BIEWATERE R,

& CloudFormation EEA&KEE RN E R K BESFERATIHERESM,

Resources.*[ Type == 'AWS::IAM::Role' ]

B EResources. *EE# AResourcesBRHFHEMNFAEE. HR FHEFBRBATEEZE ,

EHEEETIEE,

Type: AWS:
Type: AWS:
Type: AWS::

Type: AWS:

:EC2:

:EC2:

EC2:

:EC2:

Type: AWS::IAM::Role

:Instance

:VPC

:Subnet

:Subnet

ERTHNENR
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RE , sStHUEESERAERYG. EFSNEGR Type == AWS::IAM::Role. U TRERENERK
HEEHN®HH,

- Type: AWS::IAM::Role

BE  BEAWS: :IAM: :RoleEENEEF A,

let all_resources = Resources.*
let all_iam_roles = %all_resources[ Type == 'AWS::IAM::Role' ]

LT RENREHES , HEZEAE AWS: : IAM: : Policy# AWS: : IAM: :ManagedPolicy &

3
Do

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]

TrgEflgmEELtBHRERREBEPolicyDocumentigE »

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

AERTIBANEG HZLHBEEFTN AWS Config BREIR B $84.

resourceType: 'AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
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- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:

- key: Name
value: good-sg-delete-me

vpcId: vpc-0123abcd

InputParameter:
TcpBlockedPorts:
- 3389
- 20
- 21
- 110
- 143
AETINEE

- ipPermissions (HWAKREA ) RERERANRIES,
- BEREEHISEME , HIW0 ipv4RangesH ipv6Ranges , LUETE CIDR ERHES,

REMEERL , BIAFFREMEM IP HILERAEMBMARR | WEFR AT TCP HiH
RYEEHE,
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WE IPva WEREDBS , M THIEHIFR.

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some FARFHEMABTHREA. MEEHNSELFSEANEES, BRIBRFR , Guard EFEEE
AMEENMAEERTERENEN, T8 , EBTAT —ERLEERENAR, EREREBNTS

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

EMEETHE FHipv4Ranges, WIEFTBipviRangesEHEERH KRR IP #110.0.0.0/0, &
REEEEV—HAEREHE0.0.0.0/0, £B5FHF Guard , TRUEEHEENMEGRBZTEZNAS,
BELE—EFERSLEHNTT. some BREFZEEH Guard , LRBRREREHINW —RZEEFERE,
MR LZEHFNEBFERE , Guard SBEIEER

EE O Hi8 IPve , I T BIEBIFT R

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpvée == '::/0'

K%, ETHEGP , REBEABETRZ udp.

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
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some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
T REENRAL

rule any_ip_ingress_checks

{

let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or

some ipv6Ranges[*].cidrIpvée == '::/0'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty
{
Stargets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed

>>

when fromPort exists
toPort exists
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{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}

REESLSNEERIBES

FAERREMARERE (1aC) ARREARE , AU EEEE —EE£E  HbhaSHRERhHMERY
2%, LU R CloudFormation E8Z4<&ifl , #& Amazon Elastic Container Service (Amazon ECS) £
%, HPEE WA #2ETaskArn, WTaskRoleArnZ2#E | IR EEFHEBE,

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...
ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
'Fn::GetAtt':
- iamRole
- Arn
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ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'
wmE NIEME,
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

WEHSECENES K Hb @ SEfs8 AP E R AE =Z@AWS: :ECS: : TaskDefinition&iRo
208 ecs_tasks , EFGERBEM MTaskRoleArnA#2E WM HEHIFTR.

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string
<<
result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>
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7 Guard #HA|RiERMSEEH

&7 LATE AWS CloudFormation Guard R EIERPIEREE , LEFEKRETE Guard RAIHSENE
Ao Guard TE—XMEEIERK. BHREHITMEN , EXRR Guard RSERBBTEFEEE,

&

- EIREH

- B2E8H

- ByEE

 Guard R AIERPEHH S H

EiREH

A letBRFIORICNEREY., SEEXRHHEYNEBEARES. BHAUEREHEEN
FREEERBEBM, ETHEMF , BB Secs_task_definition_task_role_arniziiFaE
FEHE arn:aws:iam: 123456789012 :role/my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-name’

ETHEHF , B8 Secs_tasksHEEFEHNER , LUESEARFMAT
BAWS: :ECS: :TaskDefinition AWS CloudFormation &R, SRa A EREH IS E
ecs_tasks REFEEUELERNVHEEEA.

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
SEBHY

fEH SFERSEEH,
BB PMecs_task_definition_task_role_arn@B&FHlisREZ , B LUE Guard HEIF4

B query|value literallEERecs_task_definition_task_role_arn$&# , FAZKSET
## 4R CloudFormation 834 R {E{AWS : :ECS: : TaskDefinition&RTaskDefinitionArnBitis

EWNEABREFRME arn:aws:iam: 123456789012 : role/my-role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn
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BIE PHecs_tasksEBEBEHIEREE , MU LlEEHecs_tasksHZZE ( Hlu
%ecs_tasks.Properties). B , Guard @2 S |, ecs_tasksRABFERERNWERBERE, R
B8ecs_tasksWBMAIEFEME , Guard 2FEIFHEE,

® Note
B Al , Guard FXEEBFIHRASRNSELE

HERERAERPERNEHITRY, BFEBAREHEAEA—X. EZEABRITESTEH , N
ZERRER B E

- BRER-BEESTEANERNER , EUUERABRANMERATEAEREREH, ©
FERERERTR,

ETHEHIFAERS |, 8# ecs_task_definition_task_role_arnfl
ecs_task_definition_execution_role_arn EREEEBRIBIL.

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn
{
Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

}

rule check_ecs_task_definition_execution_role_arn

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

- RABHK -ERAUAPES  RABREHREEZBERUER, RALNNEASERSENRE
E-
ETHEHFEANERD , 8 ecs_task _definition_task_role_arnfl
ecs_task_definition_execution_role_arn SR BIBHRAEA
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{t. ecs_task _definition_task_role_arn REE
fEcheck_ecs_task_definition_task_role_arnE&#FAH&E , &R
féfEcheck_ecs_task_definition_execution_role_arnE &R AIF&E
ecs_task_definition_execution_role_arn¥##.

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

- BRER - EERAES , flllwhenTa , ERERBEAIAGRBEERRATR, BRANEMNSE
HEEHER.

ETHEHFAUNERS | 88 ecs_task_definition_task_role_arn#l
ecs_task_definition_execution_role arn &7EAWS: :ECS::TaskDefinition#&
RERANERBHENBIL. BREESEANS: :ECS: :TaskDefinitionEH EHR P

ecs_task_definition_task_role_arn¥l
ecs_task_definition_execution_role_arn#g , LUEEEZEMWRA,

rule check_ecs_task_definition_task_role_arn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
task-role-name'
Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
AWS: :ECS: :TaskDefinition

£ Guard RAIFIERMSESH _



AWS CloudFormation Guard EREER

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn

Guard B RIERPEBHEHI
THZERHEFENEEIRREBHAEH,
BRI

LA & CloudFormation #5248y #5451,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

BIRMEAR | BALUREES check_ecs_task_definition_task_role_arn
HE], LAFERFTEAWS: :ECS: : TaskDefinition# A &R TaskRoleArn BMA
arn:aws:iam::123456789012:ro0le/my-role-name,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

ERAEER , BB ES BB | ecs_task_definition_task_role_arnifii
HigREFREFTEME 'arn:aws:iam: : 123456789012 :role/my-role-name', HREIF
AEZ# query|value literal EERHH ecs_task_definition_task_role_arn#
8l , arn:aws:iam::123456789012:role/my-role-name A EBEcsTaskE
JHTaskRoleArnBMIEENEREBZ -

BREIE IR
LLTF & CloudFormation &5 2s#9 &5 45,
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Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

RIBHE AR | BRI LRILERecs_tasksEHERR A NWEE , WiEEH BERG
Z¥BResources.*[ Type == 'AWS::ECS::TaskDefinition', Guard &
BEHMASEEAPVAEER , Ui ELERNEBERARER Fecs_tasks,

B A LR EA check_ecs_task _definition_task _role_arn 38

Bl | LARBRPRBAWS: :ECS: :TaskDefinition#iA& R TaskRoleArn B
arn:aws:iam::123456789012:ro0le/my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'
}

RAFAESZE queryEBEHM ecs_task_definition_task_role_arn$
8, arn:aws:iam::123456789012:r0le/my-role-name A E BEcsTask¥E
JRTaskRoleArnBHIEENERABRE -

@& 4T AWS CloudFormation #i7~4H &&

ZERMEREFEHNEECARGIES, EHEHIF , RPBRE Guard HEA| , UBRRE BEIES
Amazon ECS F#EMEZE S K.

LLTF & CloudFormation &5 2s 9 &5 45,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]
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TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

RigegER  RASRBTHRA , UREFSELER :

EARPHWEMEAWS: :ECS: : TaskDefinitionEREEE T EFKACGNHTAE,
EHARMNBITAEE AWS ldentity and Access Management (IAM) A €&,
ARE BEAHER,

Rt ASEA®IEE PermissionsBoundary B,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}
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ERAEER

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%execution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {

%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {
%execution_iam_reference.Properties.PermissionsBoundary exists

£ hiREEZRAIEHR AWS CloudFormation Guard

A BEE LR A|EHRE AWS CloudFormation Guard , A LUERA T MERE AR :

o fREFAEACHE
- BABRIEAR MR

ERAELEENBRESREREATEREAYE , WRPERRNERFHBDAMERM,
ES- |

mESERAER
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- BEHFH

o BREEKMEERK

- BAEMEARMRIMES B

DBEIRH
THRESSAFHERRBIESR,

RIS K

EUHEKEAET , whenERHERRAERFE , H—HSAHAERRUERR T AR EER
BERRFABEKNE, T586| Guard RRAIERSTS W REFRAEKRENERRUER,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A " rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4
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}

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ” rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

ELEREHIFAUERSP , Example-1EFHITEENFER -

o MR rule_name_AFF{hA PASS |, rule_name_BRIEF 4 HEM Guard A,

« 18 rule_name_AiFMEA FAIL , rule_name_BEIF &L FH¥EM Guard FR A,
rule_name_BiF{& A SKIP,

« 18 rule_name_AiHME A SKIP, rule_name_ BEIFE5F{L HHEM Guard R EI,
rule_name_B&F{L A SKIP,

(® Note
MR rule_name_AFEHERBURATEE R Al , FAILY EZHrule_name_AFE(L BIREI |,
BRAEBEBERSKIP,

LTRREEANEHZHBEAEENBEREETEERE (CMDB) 85 AWS Config 18 B #4l, 1tk
B R E R AR R

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY
}

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[0,65535]
}
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rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1"

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

£ LiR&EHIF | check_parameter_validity BEHKER

check_ip_procotol_and_port_range_validity
check_resource_type_and_parameter , BRH MR check_parameter_validity., AT
EEe LRAAWEREREERE (CMDB) H5EE,

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
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prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None
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BABAMEAR MRS X

HEEEREET , whenBRFER R ERAFIME , B—-HZEHM Guard RAMFEEREEAEA
PEARMRE . BERRIEARMRME AT R AT o

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

AT HBET BB EARTFEER , BFWE T3 Guard R AIERHH,

#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticloadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty
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# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

ELRBAERSD , ¥ ensure_elbs_are_internal_and_secureEHHEKTE
#ensure_all_elbs_are_secure, A TFRAE LIRR A EH| CloudFormation & 28,

Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'

BE FAURITRERAFTME

AWS CloudFormation Guard FAERIEMRE B ERE T, Guard A ZEFABENERRT
% BREENREBNERNREREEAERNEN., B , EEZETFIREBEERNMRFRESE
1T, Guard RS EMNEEREANEE 79, SIZEEBERM , WEAENAHEEBHRAOHES
&,

LT REBERZEM Kubernetes Pod #HREETfI |, B LU RBRRBAFTFEERIE S,

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
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- name: app
image: 'images.my-company.example/app:vé4'
resources:

requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

IERLURR Guard FRARFHMELER., FMERAUERK , RERBEW A, LT REFE Pod Hi5
ERRRHRBIBITRIES T 7,

#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced

when apiVersion == 'v1'

kind == 'Pod'

spec.containers[*] {
resources.limits {

#
# Ensure that cpu attribute is set
#
cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>

BE TAUHTARBAGTE 48



AWS CloudFormation Guard EREER

#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

context T (L

ERAHEER , EARBTRTEN XM when RGN EEEE apiVersionM kind BHEFERN
BARABRET. ERANEH P , ELEFEGSFTMEA true,

BIE , BE LiRgE P spec. containers[*]FIRHN BEE, BREENESERE K ARESRE2E
¥, spec BHRPBEETHKE K AEEEE , TN HEFIFTR.

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

i containers B2 % , ARZERE FIIEHIH,
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- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

T B
B LAER RE[*]X , & containers BHNEITEENAMAEEERERE. RiEHE ANEE

TR B containers, ELARABHRAUBRXBTLERP , ERTEEN FOISERERBERTE
ERFNRE, AT ENTFIERSTEMX , BEBZHEE R,

spec.containers[*] {

}

HRBAREER , RBERZHEERSINE.

(® Note
X RO —RE|FBHEAS [<integer>]= [*]. BHEl, Guard Tx& FHE[2..4].

BE FOUTRRRMFE 50



AWS CloudFormation Guard EREER

fE 5

BEAEAEZEINES  CEEIE—E, fln, MERE—ER:S , TR ERES , ¥EZ TS
LIPS

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

MEBHTLIEZES  FRESNANERAEIER ., £ LREGF G |, BEH containers[*] ,
M= containers, Guard ABHEBEFNE —ERER , TEREIERE#T,

® Note

BHEZEE  EREANTFUNFEER  BREXERESFEN, BIEFHRE—
& , Guard th & [EfEFT(E,

£ KEspec.containers[*]MIE spec.containers

Guard EHEEE CHETENES., EEFEHRE Bspec.containers , EHNHEITESEZE M2
WS containers , MIEHPH TR, BEERFERHKRE Kispec.containers[*] , BB ESF
BE2ENERTE, EREEFNMAEIFTENEETER , BRRESER [*]1RE,

£/ this 2E BN ARE

BT Guard RAIE , B UFER 2ZAREthis, BE , thisREBEWN , RATER
BRNBWE, B0, this.apiVersion, this.kind#l this.specBEZERE XM, HX
#, this.resources BfEZE WEEEcontainers , i /spec/containers/0/f /
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spec/containers/1., E#i#h , this.cpu M this.memory HEERH , 4452 /spec/
containers/@/resources/limits#l /spec/containers/1/resources/limits,

ET—{E&HI+ |, Kubernetes Pod fAREH FIAB RIS EE AthisARER,

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#

this.cpu exists
<<

Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

BARFEEthisAEER . T8 , FAMERthis , 2ERREA , WTIEHIFR.

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

ELE—EgEHF , this ARSESEERRRE,
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ERAEER

ERBE WEEHER this

MERAANTOR , S2EBSthisABREN TERE-LERNE

AEE (EXEABB ).

resourceType:

InputParameters:
TcpBlockedPorts:

configuration:
ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds:
toPort: 172
userIdGroupPairs:
ipv4Ranges:

- cidrlIp:

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpvé6:
prefixListIds:
toPort: 109
userIdGroupPairs:
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

[]
[]

"0.0.0.0/0"

Il: :/0"
L]

L]

RiE ERSEAETREE , THR

AlgB3ER ,

"AWS::EC2::SecurityGroup'

[21, 22, 110]

rule check_ip_procotol_and_port_range_validity

{
#

o]

Bl

HEBEFEH TS

RATCTERBRIZFABE this,

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

BE FOUTRRRMFE
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{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

EEZRSHRRIED , B LRRAERFFEAERSE any_ip_ingress_check.guard , ¥A%E
BREFAEREM ip_ingress.yaml, A% , FAEBEERHIT T validatedmH,

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

ETyE@mEsd |, 5ZBEEHEERMEIE InputParameters. TcpBlockedPorts[*] LRI B/

configuration/ipPermissions/0/configuration/ipPermissions/1%8,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

ATHETHLEER , FEAthisAESEZEMRBRA,

rule check_ip_procotol_and_port_range_validity

{
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#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>

this.InputParameters 2Z8% AT EWEEEany_ip_permissions, ERGEBENERNS
EEMEAfconfiguration.ipPermissionsW{E, SRR TERELABInputParamatersH i
H! , {EInputParametersfVABRRBIH,

NHEERtESEBHBENER , WTHEAFR.

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>
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}

this 2% P ESEEZEEE[21, 22, 110] , BtR#E fromPort# toPort. EFIEFEBRAINIE
PRETE,

fREBEMEA KR this

FERBRARERMSEE, 8%, InputParameter.TcpBlockedPorts2®A (1) AR —
49, BInputParameter.TcpBlockedPortsHAERELRIAAFEISIR , 20T FIEHIFT R,

rule check_ip_procotol_and_port_range_validity

{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change

K&, AESZLEH,

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH O OB B

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance

BE FOUTRRRMFE 56



AWS CloudFormation Guard

ERAEER

%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

¥ PRI thisBEFHITHBAERESports,

T8 , FIAHREREE , RARTNEBportsMEFERNSZE, TIHHHBRIBRTERNS
Z,

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH HF OB B

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpv6 == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

BE FOUTRRRMFE
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when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1"
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

Eﬁ
o

BE  BXHET validate® ., BEX , E2@

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

LLTFR validatemSHE@H,

ip_ingress.yaml Status = PASS
PASS rules
check_ip_procotol_and_port_range_validity PASS

BRARAMFEZRBRY , TIHPIEEARAREE,

resourceType: 'AWS::EC2::SecurityGroup'
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InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

90 WEIE N A 89-109 2/ , BEAFHEM IPv6 Hhit, A TFEBA#HTvalidatem S 2ENE L,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

BE FOUTRRRMFE 59



AWS CloudFormation Guard EREER

BIZE AWS CloudFormation Guard 33 8

& LAE AWS CloudFormation Guard R E ST RIFE B RERE Guard R R B NEHMGEE, &K
ERAMMAREETAEER  URNMAFER testm S RARERAERNZE SR

FHETAEAERSAEETIEP—@ERESR : .json. .ISON, .jsn.yaml, .YAML, =
.yml,
£}
- ERIRME
* Guard B{AIEERBE
- BE Guard R AIEMAIFEERNER

T IRAR

8% Guard RAIRFLENIMAER, WEFMER , F2HEEE Guard R A,

Guard EfHIFE RS

Guard EfRIFMERRE JSON & YAML #XWER , EhE82ZE@A , URE Guard RAIERPE

ABRANFERER, AUASEHRMRFETENEE, RAZBELTAEZABA , REZSHIET
EEERANFINER.

A RMEBEFEHER _test. jsonm mRETBFEER_tests.yaml, Hlin , MREEF—E
Z5 WHRAERNy _rules.quard , FHBEHNETBEER my_rules_tests.yaml,

RN
AR /

LT R YAML XV EADRIEERTE %o

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

BIE Guard R Al 60
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AR 2 Guard AIEERN B4,

input

ERAFRSAANER, RAZBENF—EAEEAZAEA , MT IR,

- name: MyTestl
input {3}

SHHEREIE  EEAENBAER,

PBE 2
expectations

RIBENBABERTARERNKHAPER. RTSERANERER 2N, EELZAEN—
FEZERAU. FHERSARTIEF—IH :

« PASS - B HZMW AERHTE , RASEMES true,
- FAIL - E MW AERETE  RAETMEA false,
o SKIP-HE AERHIT IF , T2RHIHRA,

expectations:
rules:
check_rest_api_is_private: PASS

VE 2

#E Guard R AEMAFEERNER

LTREA WRAIERapi_gateway_private.guard. ItiRAIH B EMRE CloudFormation &z
REZRATE Amazon APl Gateway ERERE RS ENEALEERN. vH2REZE D —EBERFR
XEBBAFRERILEELR (VPC) FHL

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']

&5 R &
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#
# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {
Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] !empty

WERASAEE—EHRAUER : FTEZEAWS: :ApiGateway: :RestApiNEREBSLERIAE,
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1. BIYEB WEARERapi_gateway_private_tests.yaml , EFEETH#E R,
EARARS , FiEzEn@m A |, YFEHR Alcheck_rest_api_is_private®EiB , RAKR
AAWS: :ApiGateway: :RestApi&ERMBH® A,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. fEMA testd TERBEIPUITE—ERE. #Y --rules-file B8 , HEELHRAER. &
¥ --test-data 28 , EEENEMAFEESR.

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml

SE—ERENBERRE PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

3. BE—EARHEELNETARER, R, BERAFANUETEZHER. ATEREFHN
api_gateway_private_tests.yaml &%,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_xrest_api_is_private: SKIP

4. test FRAEFNETAHAERAT .

B HER 63
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cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml

SE_ERENERRE PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
5. BB/AMERRFTEEZEHNENEER, ERAIEUNEETHIEE
- RIEEBMAWS: :ApiGateway: :RestApifIE R,
(® Note
ETR2ENMW CloudFormation #i74% , {BEIFRM AR T ER , AEANREEEEE
wRE A,

RS AR , KAKRIEE EndpointConfiguration B , Bt RERES PRIVATE,

« —®AWS::ApiGateway: :RestApi¥&iR , A’ 2 EndpointConfiguration BH#EER #Y
E—E=E , PRIVATEEELZREE—EEE , RATCRERBERRER. AR SEE

B,

AT RERTR BRI E R,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
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ERAEER

Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_xrest_api_is_private: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS

6. test EAEMMETAEEBERAT

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \

FZEERR FAIL , FMEEZLRER PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #3
Name: "MyTest3"

65



AWS CloudFormation Guard

ERAEER

7.

PASS Rules:
check_rest_api_is_private: Expected

Test Case #4

Na

#-

R

Ch

me: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTesté4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

FAIL, Evaluated

PASS, Evaluated

SKIP

SKIP

FAIL

FAIL

PASS

METTAEERPEAIR 1-3. EFNERENEZNFERNR, UTREMNEMEE
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8. fEA --verboseffifF , HRIHHEIHIT test M T RBETMHER, FHABREERN TR,
EEERBAT , ceRHAEENLEREKELEPASSHERNERNFMAER,

cfn-qguard test --rules-file api_gateway_private.gqguard --test-data
api_gateway_private_tests.yaml \
--verbose

LT RZMITHE L

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.gquard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} }))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard: :rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.quard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

HHABIREBE 21T Clause(Location[file:api_gateway_private.guard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), PASS) , EHREEB, WEHItLER Types HHI A , BIRHUHE
—ENER. EEEBERT , Guard BRETHILREERANER,

B HER 67
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ERAEER

9. BmEEERFERANAARFIFEEEEREE EndpointConfiguration B
ZAWS: :ApiGateway: :RestApiEFRMWETAFEER., AERFE R, MFARER, UT
EEMNEMAIREESR,

#-

H OH HF O OH OH O O OB R

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS
name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]

SKIP

SKIP

FAIL
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expectations:
rules:
check_rest_api_is_private: FAIL

10. M --verboseEERB EHMWE AR RIAIT test® Do

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

FREFAILIMTEH , B4 REGIONAL 2&t¥ 57 , EndpointConfigurationfE R~ H,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} }))} 1))} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
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Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)

| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test W THFMABH L ERANERNESE. AAERTPHNSEERBEFHBEHINER. &L
FHERZSERAA, WREHERAwhenWFY , EXHRESHRERBHREERD, ET5
g HlH | %api_gws !emptyBIEHFRAILER,

rule check_rest_api_is_private when %api_gws !empty {

—BiR#rEs , RESAERAUFT,

%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
}

%api_gws REHRE K HEZTHEPABlockClauseBik (17 :21). RAFH
E—H#%EE (AND) 749 , HAEEES FOMI —H1ES (ORs), BEERE—F49
Properties.EndpointConfiguration.Types[*] == "PRIVATE". Hit , il H
SHERE— T4, B /Resources/apiGw/Properties/EndpointConfiguration/
Types/1EBRELLBRBMAPHHLE  FHEFPRESITypesH 1 0 THK,

£ FRE Guard RABMFERAER , SR UEREHHNES , £ validate TRFBHAFTLE
AEH,

Bt AWS CloudFormation Guard #3 Bl{$ g A S &

AWS CloudFormation Guard A E&EERBHEFRAWASSETHEERNEN, ELRFTESEZRAG
HAERERIEE | thIheeiERlE A, T8 , EERASE KRS8 , Guard ERRZEFRIERE,
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ERAEER

g0 {e] {5 F

1. £ --input-parameters= -iEEREETEWMASHNER, EULUEEZERASEIE

R, WRSHUAERABART. BASHRSIBTEREETRIBE.
2. £ --datad -dIEREEERBNERBLESR,

gHIEA A

1. BYBWAZSEER (HIW network.yaml) :

NETWORK :
allowed_security_groups: ['"sg-282850", "sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. EENBEBRAUERFSEELSH (W security_groups.guard) :

let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

let permitted_sgs
let permitted_pls

NETWORK.allowed_security_groups
NETWORK.allowed_prefix_lists
rule check_permitted_security_groups_or_prefix_lists(groups) {
%groups {
this in %permitted_sgs or
this in %permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(
%groups.Properties.GroupName

}

3. BUKLMMEREAR (MW security_groups_fail.yaml):

# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:
mySecurityGroup:

A fE A
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Type: AWS::EC2::SecurityGroup
Properties:
GroupName: wrong

4. BATRMEST

cfn-qguard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml

FEHSH

- -r BEEERAIER,

- -i BEWMASEER,

c - dEEERIFNERER (&X),
ZEmASE

LU NEEZBRAZHES

cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml
A EENFIAEER-1HEa6t , UERSBEANE-RR.

123 AWS CloudFormation Guard #3 Bl &3 38 #q A & &

A LAE A AWS CloudFormation Guard validatedn S RERSH Guard JRAINER, WNE
validate@m THFMEN , S RESHAEE , F2REEE.

TORIRHF

« BA Guard RRLBEENBWAER., MFEFMEF , F2ERE Guard £ A,
- AFRLHHRA , SRKRTAVNAERREE. WFEFMEF , F2HEAE Guard RE,

£/ validatemH

ZERIE Guard B AIERZFB AEZR , a0 AWS CloudFormation & 4% |, 5#11T Guard validatefs
To $¥ --rules 28 , EERAUERNBRE, ¥ --data 28, EEW A AERHERNEHE,

ZE@ASH 72
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cfn-guard validate --rules rules.guard --data template.json

IR Guard KINBRFBE A , validatem T EERFERMRESR 0($?7E bash F5 ). MR Guard &7l
RALER , validatem T EEEXRBIRAINARERE ., FAREEE (-s all) REFFHMAFTEHEMN
| HPhER Guard AEE A S AR AL

template.json Status = FAIL

SKIP rules
rules.guard/aws_apigateway_deployment_checks SKIP
rules.guard/aws_apigateway_stage_checks SKIP
rules.guard/aws_dynamodb_table_checks SKIP
PASS rules

rules.guard/aws_events_rule_checks PASS
rules.guard/aws_iam_role_checks PASS
FAILED rules

rules.guard/aws_ec2_volume_checks FAIL
rules.guard/mixed_types_checks FAIL

Evaluation of rules rules.guard against data template.json

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] because provided value [false] did
not match expected value [true]. Error Message []

Property traversed until [/Resources/vol2/Properties] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] due to retrieval error. Error
Message [Attempting to retrieve array index or key from map at path = /Resources/vol2/

Properties , Type was not an array/object map, Remaining Query = Size]

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/mixed_types_checks] because provided value [false] did not
match expected value [true]. Error Message []

Rule [rules.guard/aws_iam_role_checks] is compliant for data [template.json]

Rule [rules.guard/aws_events_rule_checks] is compliant for data [template.json]

Rule [rules.guard/aws_apigateway_deployment_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_apigateway_stage_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_dynamodb_table_checks] is not applicable for data [template.json]

£ validate®@ o 73



AWS CloudFormation Guard EREER
HYZEERNERRESERA

ATHBHERR  ZUUKRUIEAZERR , YREFZMEBRA. RE , SULHBEERERSR
LEENERBRBEZERAUER, validate B A LA --datafl --rulesiBEWERE &, Hi
m, WA LHITRHGS , E /path/to/dataDirectory@& —HREBERER , LAk /path/
to/ruleDirectory@& —HZERAESR,

cfn-guard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

B RERARBREZE CloudFormation SiIAH EZNEEERESEEEENEM
Bk, UERBENR. ATHEESNESE K SULUEZEERRCNESY , FHABA
s3_bucket_encryption.guard, ec2_volume_encryption.guardfl B ERIERSF ,
&8 EERrds_dbinstance_encrytion.quardh @ EBEMZEN R Al~/GuardRules/
encryption_at_rest, ZREERFEM CloudFormation EARMNAKE A KB &&Hh~/
CloudFormation/templates, EIERT , BHIT validate®dH , WA=

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

HHZEENERBRESERA 74
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WFES2 BT AWS CloudFormation Guard

MRIEEFEH BBZIRRE AWS CloudFormation Guard , SB2EAHHHNERE,
*E
- BERAEMBREIENERE , FIELK
e Guard AEFEAEKN Fn:GetAtt 2 K5E{E4 CloudFormation &4
s —RHEDEEE

ERETIRERNERE , FORRK

EEHFEREL NEHRFHEFResources. *[ Type == 'AWS::ApiGateway::RestApi' 1,
R AFRBEAWS: :ApiGateway: :RestApi&IR , Bl TASFHEA FAIL,

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

EEBRMER , FRERRTERGER , Y EAwhenfRERE.

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws !empty { ...}

Guard FEEAEIEI Fn::GetAtt 2Z R 5E{h CloudFormation 4~

Guard A" X BEFEXNNAIBEE, Hlm , FZEE YAML 13X AWS CloudFormation #i7K !
Join!Sub®EA . kK2 , BFERAEZRF XM CloudFormation AZFEE., i , £ YAML B
CloudFormation &4Fn: : Sub® A Fn::Join , 1R1% Guard 18 BIETEE(E.

MEAFHBAFMER , F2BAWS CloudFormation  ERERERE) PHATHBZE,

— i B E

- BREstringEETEEARMNELEF L, Guard T EstringEENAREHEFE, NRENE
B 24 JSON F& | 55 Guard 3.0.0 MIEFRAF MM json_parse()EHE., MEF
MENR , FZEEARNERE.

Hit
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o HERRIEHY | =LE R B BTN ERER, A, stringM intETHEBNLEBERER, FT!
=R, MREFTHES , ISEARREER. Bl , HRSHEBRLERA false UM E Rust
Y PartialEq 451,
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AWS CloudFormation Guard CLI 2 M $5E

TH2EH2EMHHEIB AWS CloudFormation Guard @535 H (CLI) BR5.
*iE
« Guard CLI #1522 &

* parse-tree

* rulegen
- test

» validate

Guard CLI 2152

&0 AFEBLE T CLI AWS CloudFormation Guard @5 £ T 5128,
-h, --help

SIENEREAE Ao

-V, --version

SENRR A E /o

parse-tree
# AWS CloudFormation Guard # BIf& R F E & A9 #7 Bl E & SISk S48

ER
AR /

cfn-guard parse-tree
--output <value>
--rules <value>

B8

-h, --help

Guard CLI 152 # o
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ERAEER

SIENZREAE o

-p, --print-json

LA JSON #& =5 EDda it
-y, --print-yaml
BLYAML #8351 ENda
-V, --version

HIEN AR A& A

e

-0, --output

HEENEE ABHESR,

-r, --rules
REAAER,
iRl

cfn-guard parse-tree --output output.json --rules rules.guard

rulegen

R JSON = YAML #X Y AWS CloudFormation S48 K WHEBELX —EF ST RBMEN

AWS CloudFormation Guard ¥R 8, 1t

BANE AR %,

=R
1=

cfn-guard rulegen
--output <value>
--template <value>

MR ERARAREN N DA R T E AR Uready-to-use
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ERAEER

28

-h, --help
SIENEREA B Ao
-V, --version

SIEN IR A E

e

-0, --output

REENRABAREER. ARTEEEEEZRTERAILE  RAEBREEALIER,

-t, --template

LL JSON = YAML # =12 CloudFormation S48 R K E,

L]

cfn-guard rulegen --output rules.guard --template template.json

test

1B1% JSON = YAML ¥ M Guard BB E R FE AWS CloudFormation Guard 35 BI#E =
BT 1E B A5 A R B R Zho

ER<
AR /

cfn-qguard test
--rules-file <value>
--test-data <value>

B8

-a, --alphabetical

# B P IRFRIEFHEF

, B

2
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-h, --help

SIENREAE A

-m, --last-modified

ik B & LSRR BT

-V, --version

HIEN AR A E A

-v, --verbose

B HFAEE, JUZREE.

A% HIE{E Guard RAERMGER. RAERTNSEERTRFENEFHER, R EAHER
=EERY, MRBHERAwhentVikHEF , EMSERARBHRAESR.

L]

-d, --dir

RARANRE &%,

-0, --output-format

1B e H R RAVAR

J85% : single-line-summary

AFFHE : json|yaml | single-line-summary | junit
-1, --rules-file

REFIERNEE,

-t, --test-data

# JSON = YAML BN EREREHERNA KA,
LR

cfn-qguard test --rules-file rules.guard --test-data example. json
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ERAEER

L

PASS|FAIL Expected Rule = rule_name, Status

PASS

R

AIE Guard 3R 8l

validate

1R 3% AWS CloudFormation Guard #3 8 Bg 38 & 8 |, LA B Zh =k < B

Eh
AR /

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

£

-a, --alphabetical

K7 EFFRREE HPHER,

-h, --help

SIENEREAE A

-m, --last-modified

B B &P LIS REEEFHESR,

-P, --payload

EiB LA T3 JSON X EHRAUMER stdin

SKIP|FAIL|PASS, Got Status = SKIP|FAIL|

Lok
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{"rules":["<rules 1>", "<rules 2>", ...], "data":["<data 1>", '"<data 2>", ...]1}

Hlgn -

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS::EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}","{\"Resources\":{\"NewVolume\": {\"Type\" :\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

HR THRAL  EERAERNFZRRABFE, #f "EH, K BEEERERNFTEREFBE.
--payload ¥ --rulesH--datafE A E B,
-p, --print-json

LA JSON 5 ENda o

-s, --show-clause-failures

BRTaAXK, aFBfE,

-V, --version

SENMRAE Ao

-v, --verbose

B HFAEE, WUSZRIEE,

-z, --structured

SIENFEBIL BB WA JSON/YAML JEE, 5| #EET 55| &3R8 : verbose , print-json, show-
summary : all/fail/pass/skip , output-format : single-line-summary

I8

-d. --data (F&)

B#IR 82
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R4 JSON H YAML A ERERNERERB &, EEEALERER  XBEESAE,

gifl : --data templatel.yaml --data ./data-dirl --data template2.yaml

R ERM B 85| #data-dirl , EXERFHEERTIEERE

= : .yaml, .yml, .json, .jsn. .template
MREIETE --payloadiifF , BAEE --dataiBIE,
-i, --input-parameters ( F& )

R4 JSON H YAML H2HERNSBERIEHE  EEERERFSHRNENERNEREEEAN
FAEMESH. BARASENFESHERTESH  MLSHATSERERS sIBREENEE
BREHdata, At , BEERBEXESEFEBYL K MAEREMNER, EEFERAIER A XEE
E%fE{E.

HRESSIE , EXEREEE T EIREBMESR . .yaml, .yml, json, .jsn. .template
-0, --output-format ( F&)

EE@WHNEN,

FE5% : single-line-summary

AEFHVME : json|yaml | single-line-summary | junit | sarif

-1, --rules (F&)

RERAERFR[AERNE &, EEERALERETR K XEEEZEE,

#if : --rules rulel.guard --rules ./rules-dirl --rules rule2.guard
HRERZFR S| Brules-dirl , EXERHBEETHEIREBMWESR  guard. .ruleset
MREIETE --payloadiEfF , BAEE --rulesiBIHE,

--show-summary (string)

BREIRBEEBEREEERR, --show-summary fail ( 8% ) = --show-summary
pass,fail (EEREBB/AXMHAA ) & --show-summary none ( BB ) = --show-
summary all (@TRBEIB, XMFEBBHAERA )

FEE% : fail
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REFHIE : none | all | pass | fail | skip
-t. --type (F&)

REt@ AERNEN, ERETRAEHERE | Guard 2% & S E R CloudFormation £48&
REBERTE, RIETERR , Guard EETBMHRENE , 10 Property [/Resources/vol2/
Properties/Encrypted.

A FFE : CFNTemplate

L]

cfn-guard validate --data example.json --rules rules.guard

L

MR Guard FINEBRFEEA |, validatem T EERFERMES 0($?7E bash F5 ). WE Guard 5!
RAEMR | validatem T EEEAKRRANARERSE,

example.json Status = FAIL
FAILED rules
rules.guard/policy_effect_is_deny FAIL

Evaluation of rules rules.guard against data example.json

Property [/path/to/Effect] in data [example.json] is not compliant with
[policy_effect_is_deny] because provided value ["Allow"] did not match expected value
["Deny"]. Error Message [ Policy statement "Effect" must be "Deny".]

%

=
=

B

- 1B1& Guard 1A BB A & #
« #E Guard FHBIER@ASE

]
73
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h Y Z 4% AWS CloudFormation Guard

MERZEME AWS RREEEIEF. 58 AWS BF |, LKA URER D OMBIREBHZ , A28
5 EimE R T HBERBNER,

ZEMR AWS Ml cBHHREEFE. AFEEEESEERRERNZEMENERTFNLZEMNE

EiR L2 - AWS B EREE AWS Cloud F#11T AWS BREHNERE K. AWS thigftEa L
ZEFERNERE. F=SRERASSEHASNRBRMAZLHERY , HBAWS EHRFTEN—
Do BETHEARN Guard WERETE , F2EAWS SR EIEHEANNRE,.

- EIRNZSM - ENETECRALER AWS WIRKE, SRt/ BHHMREES  SEERNKR
M, BLTNERNERAZENER

THS B & T M ANAIE S Guard 2% A& AWS Lambda B8 (cfn-guard-lambda) BER#£E=
R

« AWS Command Line Interface ff &P L2
« AWS Lambda A ABEEPHNZ M
« AWS Identity and Access Management fEF EigRHP M 2 £ M4
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ERAEER

AWS CloudFormation Guard 3 4B 5 42 8%

TRFRE XHMREA AWS CloudFormation Guard,

s WHRIEEHRERE : 2025 F£7 A 30 H

o BITARA : 3.1.2

g
XHEH

iRk H HA
F# Guard CLI i S 3E X 2025 % 7 A 30 H

# UAFEBERNEE, T
£ Guard 3.1.2 WiRAE & ZE,

3.0.0 MR¥EH T 5 ETNRE 2023 6 A 30 H

« Guard 3.0.0 lREV BN M= 2
FHEEEH.

« #18 Homebrew ML 2R
BHChocolatey,

- FEFER Guard R BRI EES
A , AR Guard 3.0.0
RPREE,

- BEEEERENEE AWS
CloudFormation Guard

GitHub 17,
2.1.3 Kx#EH T 5 SOE T RE - 2023 % 6 A9 H

2 ¥718 Guard 2.1.3 €38 IhEE
HAEREEF . Guard 2.0 W&:E
EE#HA Guard 2.1.3,

2.0.4 IiR¥EH T3 ETNRE 2021 £10 A 19 H

--payload IEZEEHEE
Validateﬁ%o
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ERAEER

R 8 AR AS

WMEFMERR , 3528 Guard
CLI BE R,

2.0.3 iR¥EH T 5ISE TN RE -
- BUEETAEERTRE

HEERUNENREZTE, W
FHMER  F2RAE
Guard # 8,

. THBECHES

validate® ¥ :

* --output-format
* --show-summary
e --type

MEFHMEA , F2HE
Guard CLI 8Z R 5RFE,

AWS CloudFormation Guard
A& BN AIERA,

20217 H 27 H

20217 H 158
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AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,
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