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AWS CloudFormation &) B2 #&] | ERFHER Y, SR MBR 28154 CloudFormation B,
Lt IhRE W] 1% Bh 8 FE 4R CloudFormation ERAFSHEBNZ 24, EENRARELREER,

BEEVAR , BE=M@EHE,

« Guard Hook — £ AWS CloudFormation Guard 8 |54 &R,
« Lambda Hook — #& & R A FEREIXE AWS Lambda &,
« Custom Hook — EREF B BE] Hook BEER .

Guard Hook
ZEE Guard Hook , BB ELTELE :

1. f£H Guard BIF4FERES (DSL) , #ERFTMHBERES Guard BUERA A,
# Guard BUR# BIF A Amazon S3 @7FEFE .

BEZ CloudFormation 1 & BRI Guard Hooko

RAE Guard £ I Amazon S3 BB,
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7. BEEREME , BAAMURGREEIET

Custom Hook

HEiT AR EMFER CloudFormation @35 %52 (CFN-CLI) #£ CloudFormation % 8&#& r 53 il #9 ZE {8
B8

FEEVRIAN  FERELEESR

1. MBER-ELRBREFTIMRENESR.
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THEBEREBRIMNEEIBNFMAER.
FE

« AWS CloudFormation % 2812

- BHEAH

« Lambda A%

« f£/ CloudFormation CLI B 2% B 5T 4 2

AWS CloudFormation 4 B# <
THMEMES LT HEMEHA AWS CloudFormation Hooks B9 Tro

R BB ETE CloudFormation B3, EFRMREERIFEE R ZEFANERNE, LU ERET
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- BEAFIEIT - £ FIRAESBIFNIT AWS 1RF |, BABALE CloudFormation 2~ & R K E IR,

KHE
B A BETLUER KR LR, KIEESAFRERE, TERERN AR ITESERTIE
o

- FAIL - ZI-EERE,
- WARN - R 2B HIRES

HEWARNEX TEV AMREZAMITANERA N , IFSKEHEBIRE, B , 7 WARN EX PR
RAAag , WTHBEREFESIFE, FMEEBEEREZR , EULEARINRE FAIL 85X |, UFRKE
IEFERNEE,

men E R
QR EBEEARSTENRIE, FLTUR ORI

* CloudFormation Z BEH &R (RESOURCE)

« EBRFA (STACK)

- BT E (CHANGE_SET)

« Cloud Control AP| (CLOUD_CONTROL) X EBHER

BULEZ—RZEEE , BEARSTENREZRE. Hlan , BOLIRE Hook B #ZRESOURCELA
SHEFTA AWS BERSTACK |, WEHEA MBS A,

B R B

BESEE TS FH QR4S EE4E CREATE(UPDATE, =X DELETE). ¥/ RESOURCE, STACKH
CLOUD_CONTROLE® , FFEBEBEEER, BHIRCHANGE_SETEE , R B CREATEEMEER.
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BEME : (preCreate | preUpdate | preDelete)

/A Important

B REHHBRIEUpdateCleanup TSR AR, flan , EUATRERSIF , FEWUA
Hook #preDelete REE :

. REABHR—EERE  HBETH.
. BMBREEEREHRERNER,

0 B 0 BB 5L PR

AXMFARAEE 30 WHRERE , BRSA 3 XERAER. NRFABBRE , RMISEDERA
B, BHAMHTRE, £=REH#E , CloudFormation 14 A R#ITIRL A KK,

BEZALE

EEREIRFEHEH AWS CloudFormation Guard A% , BABEAEZEFERAZARNRENEGRA 4
., MAQMTERAQENIREN B P HEEBIREPFER,

B8R Guard Hook B¥ , CloudFormation EZIRE N E&ES , A2 MAMN Hook BIARE
Hook, ERZEZAREARTENTMEREY, HEBHEERNMAAEE AWS tRF M BERES
L

FE

« AWS CLI £/ Guard Hooks ) @85

- BE Guard # BIZRFE{4 Guard Hooks &R

 %E{HE I Guard Hook

- EZEMIRF P EA Guard Hook

- BREERS P Guard Hooks B H &

« MIBREMRF P HY Guard Hook
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£/ Guard Hooks B9 AWS CLI i S a3 :

WM EH RS 5


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement

AWS CloudFormation Hooks & 5R

- activate-type BB Guard Hook WA TEF.

« set-type-configuration & E MR F F AR HEE R,

- list-types 3 &R F PR A B,

« describe-type EIHE Hook S4FE Hook AWM FEME R , BIEB AIWHEREER,
- deactivate-type {EZIIRF P RBBREBIBAN DL,

B E Guard # BIZREE{h Guard Hooks W E R

AWS CloudFormation Guard = —ERBRERBEM — i AT EES (DSL) , HAKEE
policy-as-code, ZA<EBERFAMAIFEA Guard BE A Guard Hook F#IITHEFIFR Al , LA B BT
CloudFormation Fl AWS Eix#ZHl APl #E. REH Guard Hook HTEFEIME , ©HHEEFTREN
Guard B AT AN AFE#M ALER, Guard Hook AIER EAE T 52 B HREE 1T

- BREE

. HEBIRE

- BEESRE

MFRE Guard RAUNFFHERN , FBHREE AWS CloudFormation Guard #3 Al

e
- BR®RE Guard R A
o HBIRYE Guard £ Al
- BF R Guard R8I

iR Guard Al

BELEL., EFIMBRERE , #SERAEREE. fl, MREHTEREILFHERN
CloudFormation #& A RREEERERIEME. EEMFEH Cloud Control API B3, EFHRMERER
B, EHERAERIRE, BHILE Guard Hook ByTargetOperations#HEEH | #§ Guard Hook 5%
7E 4 B ERESOURCEMCLOUD_CONTROL#E¥E, E&H Guard Hook 7t EIRIEVERF , Guard 51 ZEE&Y
HER®E A
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* Guard BRI E# A\ 515
ERESENHERA

Guard & R# AZES
Guard &R A 2 it Guard R BIFHLE & Hl.
LT RERE ANEHIFAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetlLogicalld: String
ChangeSetId: String
Resources:
{ResourcelogicalID}:

ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}
Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS 1RF @8 B L2 &R 1D,
StackId

BREREIE—Z2H CloudFormation &R |ID, MRBLEARLEREZES APl , AIAZ
Ho

HookTypeName

EEHTHAMERE,

AL EPNE 321 7
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HookTypeVersion

IETEH1THY Hook KRAR,

InvocationPoint
Hook #{TFR1EM R BE P IETI,

B3{E : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

IEfERFEAY BAZ5EA | 4la0 AWS: :S3: :Bucket,
TargetType

EEFER BAESER | i AWS: :S3: :Bucket. ¥R EA Cloud Control API 2R E IR |, It
{E#% A RESOURCE,

TargetLogicalld
EfEFMtTargetLogical IdMWEIRM . MR Hook M R#EFEAREE = CloudFormation , iEf#§2
BRNEEID (LBAEEER ). IRAMNFEKRARSERZRES AP, ESREBE
ChangeSetId

#1TLUER Hook FAAMEES ID, MREREERH Cloud Control API 5 create-
stack, update-stack® delete-stackiR{ERE , BIkEAZEH,

Resources

ResourcelLogicallID

& CloudFormation F{ &) /ERF , ResourcelLogicalIDR CloudFormation #3728 fh &R AV EE
IDo

#1EH Cloud Control API BiE) K , ResourcelogicalIDRERER, F#E, 84 1D MHEXK
ID B#E &

ResourceType

ERABRAZE (#H : AWS: :S3: :Bucket),

ResourceProperties

FHEERZERNREZBM., & Guard Hook #¥f CloudFormation ER# TR , (EAIHE. &
gNERfEToMEmT, NREEMBRER , BlEKAEZ,

LHNBAESRA 8
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Previous

ResourcelLogicallID

& CloudFormation BB #ERF , ResourcelLogicalIDR CloudFormation 748/ &R AYEE
Do

##4EMH Cloud Control AP| BiE)BS , ResourcelogicalIDRERER, K. B4E ID MFER
ID B#E &

ResourceType

ERNBREZE (#H : AWS: :S3: :Bucket),

ResourceProperties

BR R ES N ERERBNEY. MREERBRER , AILEKAZ,

Guard &R 1F i A\ €845

THEHlam ABTEEREEFRZAWS: :S3: :Bucket BREZM Guard Hook, iE 2 A Guard :14
&,

HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket

LHNBAESRA
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Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEETFEEREATANMERMY , 828 AWS::S3::Bucket,

ERSENHERA

E Guard Hook fHMtEREBER , e THMER Hook RENFTER ARG, ELRAEESREE RN
AHEATEIE. MREMRAUNTERN , AMEERY. WRRELY , IR BEER.

T 5 &2 Guard B |, 5¥& ObjectLockEnabled B2 & trueild AT
fAJAWS : :S3: :Bucket &ERER,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.
>>

BRI T AT, KK, BA ObjectLockEnabled MM RRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EWRAEHE TIEABNITE  SEEE , BA ObjectLockEnabled FRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket

LHNBAESRA 10
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ObjectLockEnabled: true

HAB KB | KA RBIASEIEE CloudFormation 2 Cloud Control APl, 1R 224 Guard Hook 5%
ERHMEETE  AeeRERHEANAUEZROE, HENNEROEEIE Violation® FixE
Ho

B R E Guard R A

B, FEFHNMER CloudFormation #&EF |, A LA Guard Hook B E AR FT AT E 4B LS , W AT 68
HEHEBRIRELEE, BT LE Guard Hook BTargetOperations#EAEH % Guard Hook s E5S B
ESTACKERE,

&

* Guard & AFES

* Guard #BR e AZ 5
- HBEFEHNHELRL

Guard i&ﬁmlnn/
Guard H &g ENE AR HE [ CloudFormation &4 |, &M Guard 18 BIFE(E,
LA 2B ARV EHI AR -

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS IRF @8 ER<z B9 1D,

LHNBAESRA 11
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StackId

BAEIE/E—Z9H CloudFormation H&/ S ID,

HookTypeName

EESITHAHBRE.

HookTypeVersion

IEE#ITHY Hook KRAR,

InvocationPoint
Hook S {TRTEM B BE LI,

B8 : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
EEFERHERE R,
TargetType

ERMBEBRIDRHITSTACKE | WEKSE
ChangeSetId

ITLAE K Hook FAAMEEE ID, MRHBIRERH create-stack, = delete-
stackigER B update-stack , AlttEAZEA,

Proposed CloudFormation Template

&34 CloudFormation create-stacksl update-stackigERTE CloudFormation £74E,
iE2¥E Resources, OutputsHl Z¥HProperties, WBIFRM CloudFormation AR , ©
AJLARZ JSON = YAML F &,

1£ delete-stack 1/ |, WEKAZ

Previous
EIRRINEREE CloudFormation &4, MR IEEZE I SMRHESE | BlkEAZ,

£ delete-stack #BEmh | WEKAZ,

LHNBAESRA 12
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® Note
RENSERIEEE creates updatef BIRENAR, MERHERE  TRREMEMAEHR
=B

Guard B2 /i A 45
T 5 &858 A B RS IZEWGE R E AN L RSB &I A Guard Hook. L3I AYETAAEA JSON B,

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abcd00
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {}

LHNBAESRA
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}

HBBERFERA

E Guard Hook sHi BB E R , —BABE THMEM Hook SREMNATER A, ELERAZEZERBER
BAETE. MREMRANFTERE  IHEERM. NRRELY , AREEER,

T 52 Guard RE , FFERBEEEMTAWS: :S3: :Bucket EREHTERA NE
#BucketEncryption , ¥#% SSEAlgorithmi&E S aws:kms= AES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property

BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"
>>

ERANSHETIEAYITHR , ©F fail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
ERAESH THEERBITE , ©8 pass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key

LHNBAESRA 14
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Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

EEEIRE Guard FEI

1 CloudFormation B E &£ | A LLERE Guard Hook REF (L&A MBS EEFIRZNET | MU EH
BEEHIT,

|

- pHESEEW AGE

o &35l Guard B EEIRER A

- BEEIRENRERA

e T 1PN
Guard BF &g A R A/t Guard B AIFEEMNESR,

LTREESE@M AN

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:

LHNBAESRA 15
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{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange & FELA -

logicalResourcelId: String
resourceType: String

##: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

AWS IRF @8 Rz B 1D,
StackId

BRAHEIRE—I9H CloudFormation H &R HE D,

HookTypeName

EESITHAHERE,

HookTypeVersion

IEFE#H1TH Hook Mix N,

InvocationPoint

Hook #1T P 1E fin 22 B 48 P R FE Y] 3

BEMME : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName
IEFEFHERER B,
TargetType

EAS B EBIRAEHITCHANGE_SETH | lLEHA .

LHNBAESRA
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TargetLogicalld

HERRZEEN ARN,
ChangeSetId

#ITLUER Hook FARAMEES ID, MMRHEBIFERH create-stack, = delete-
stacki®{ERkBlupdate-stack , RItEAZEH,

Proposed CloudFormation Template

R4 create-change-set RERTE CloudFormation #8745, RIFIR 4 CloudFormation #9
AR , BRI ELZ JSON 5 YAML F&,

Previous

FIRFThEBEH CloudFormation &4, MMREEEVHMBRHESR , BIkERZ.
Changes

Changes &%, E8JHEREE,

gE

logicalResourceld

EE2FERNEEERERE.

resourceType

ESFNEREE,
BF

HEER - SITHRERE,

B%K{E : (CREATE | UPDATE | DELETE)

lineNumber
B AR ER R FEAERE B 1T R o
beforeContext

PFoERBM JSON F&

LHNBAESRA 17
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{"properties": {"propertyl": "value"}}
afterContext
SEREFRBIER JSON F& .
{"properties": {"propertyl": "new value"}}
& Guard BFE EiR{EE A
T g5l A BRGIERTEE AR Guard Hook, LRIEEMNEA , UREFRESEEE, LEHFH

A JSON &3,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"
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}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}}}"
}

SBEERRENESRA
T5IgE6I2 Guard Al , AIFEfL Amazon S3 EEFITRBMNEE , WHER VersionConfiguration &
SE=ER.

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']

rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

#£{# 3 Guard Hook
¥ 3 Guard Hook Z 8l , AR T 5 50 R IGH -

« BUACEY Guard RAl, WEEZEH  FERIHNBALERA
- BAANNERERNACLAEREANFT , TREAAH.

« EPEMHA AWS CLI & FREME Guard Hook , B4 AFHEIVER IAM FATMNEFEBENHT
Af  LLAEF CloudFormation M Guard Hook,
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#E#37 Guard Hook N#I{TA®

Hook EEF #1TARRESHE A Hook AIFERFTH AWS IRF,

WMREHE B Guard Hook , BITFTLLB B2 7 ik & AWS Management Console ; B8 |, 4B BT
BIkAE,

T — SRR A AR EE Y Guard Hook FIFF I,
FrEMRT A
EfE (IAM EAEER) PHEAEEERRELAGNIES , MEABIEERRELAE,

ARE , TR TISRURESRNFTW :

N

E
1. BTIRKERBREZZEERREML Guard Hook B IAM &,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVexrsion"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"
]
}I
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"
]
}
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1
}

2. BEABRHFEEAG K BFEMN Hook BEABHNFFT. UTEREWTUERNESEEBR,

JSON

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"hooks.cloudformation.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}

1
}

EIEMR P R Guard Hook

T O EEFR A AAE LR WRF P RUA Guard Hook , EE AT E HRAMRFEMERF LR,

£

« BA Guard Hook ( £#8& )
« BA Guard Hook (AWS CLI)
- HEBER

B Guard Hook ( £3#2#& )

BX A Guard Hook LLAREHIRE

1. & A AWS Management Console , Y7 https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 &,

2. HEEERWRNEES L  RESEEIEEMEN AWS B

A Guard Hook
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3.

MR B AR (M Guard B A |, BFEIER Guard REI , BEEKE Amazon S3 A1 |, REIR
Bt iEF, E2E PWEHIRBIEE Guard # BIZREE(L Guard Hooks HYE R AR

MREBENM Guard RRIAHELFKAE S3 1, FRET —EDER,

® Note
BT SSHHNMGLAERE T HP—EREESR : .quard, .zip= .tar.gz.

¥ Guard Hook IR |, #% Guard R AIEFERIE S3 & |, BEIT T EE -
- ¥ S3URI , IEERAIERY S3 BB , A BIE S3 RMAFAREFEH R EIIRE S3 ¥
#%,

« (EA ) BRAWHERA , ARG S3 MERTECBAMRAES , B LLRE S3 WAV EMR
o

R0 A8 | Guard Hook #i& 18 S3 THEMWREA, ATHLESHEETRME , RMES
BREERTE Guard Hook B RxAs,

(1EA ) HR Guard WHIRER S3 RFATE , EEEFK Guard BB ER S3 MFArEE. It
HEEE Guard B RIBRERIE R,

FEXRERMHBERNN , FRETHHP —EEZEE
- EIEREE Guard RRAFHMEBENFEITEZIAIR , UEMA Guard RRIFFENEREFFR
8

- BETREM S3 BB BRFM Guard B R,
(1B ) EB Guard HAIMASE  AREE S3 PE17F Guard RAMASHETIRHEUTENR

- R S3URI, EESBAERN S3 BE , NEMBE S3 HMAMYFETRRBEIER S3 ¥
o

« (EA) HRUWFRE , MREH S3 FEFrRCRARARES , S LURE S3 YIRS ER
o

EE-F_Z’FO

HEAMER , BETIHHP —EEE .

o RHESE cETENEEH A EMPrivate: :Guard: :, Hlin , R EE@A
MyTestHook , AIR BN AREBEE K Private: :Guard: : MyTestHooko

- FRAMEIERHEZENAMEE (BBABISL ) : Provider: :ServiceName: : HookName

A Guard Hook 22
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9. HRAMER , REEFEHRE .

B — TAGERAERL. EHNSMERHEERRAHEREAR,
- B — M EAEENHERNENEREE,
- BFE IMEEAEEVEESRNEIER.
- EimiH) APl — §F{E Cloud Control API BRENRIEE ST, SEHTERMIBRIRIE,
10. SYEIME |, BIBWLEE (B, EXF. MR ) KARENAR.
11. SHEAREN | BRER TG KRR WA EE

- BE —NERAERHES  EANBERE. EERNFRERIEIEARE.
« R — BLEMERE. ERBINEFBITERRNERTELERK,

12. SHEEITAE | 1#Z CloudFormation Hooks #B{EHY IAM A |, # S3 FEEUEH Guard R8I |, I
BEM AN Guard BIHBREBE, BELLAEF CloudFormation BB/ AR HITAG | t
AUEEECEYINAR,

13. igj%-lt_io

14. (BR ) HRAREHERE , FRITTEE
a. HHEREEFRGE  EEMLEERERIUUAAE, EWHRREHHABRERUAIE.
b. SHHENEFRY , REERAMEEBIMEACEEFRFNERE

- FEHBEBIMEASE - AAEEMAEEENGHERAENE , WA,
« EEEREBAHEAR - MRED —EEENESRFREENT  IEURIH.

® Note
HRERES AP B1E , SZMAEHEEBIHE A S EERNY

c. HRHEBRER K FEANFEADESIREEHER,

]I

- HHEE  EERCESHHEEE. ESFMEREHENREHBR | FEMALEE,
REWBEREERNFEEREWUR AR,

- HHHEER  EERHRAERERE, EREEEASEHE FUAAR | BHR-LBEH
B, FEALLEER, RTLEIHER N FEHEHSUAIR.

d. HRAMEAE  FRESEHEMABHN IAM A6 , RABARFISTHREEHE.
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- HHEEE  BE—HZE IAM A8 ARNs ZHELAGHBNNBESHE, REELAER
RERERRESTSUA IR,

- IR, AEEHRNHEBIEE —HZE IAM B ARNs, #SEFAH#ELWAAE
BHiEESCREIRHEERRI.

15. iEE_F—io
16. EREMNBMAEREL  BRENRE, FEETEE K FEHBEERRPEERE.
17. BRERHEER  FEERAQE,

XA Guard Hook (AWS CLI)

EREE R |, BEREEEN Guard RAIMEGKE N ABERERANHTAR, MEFMENR ,
B E Guard # BIREF{E Guard Hooks FYE R K 7 Guard Hook I 1TA .,

3
¢

A Guard Hook SLAREHIIRSE (AWS CLI)

1. BERBBAAR , FEA T Hactivate-typetn & , BEBULERRALHBEE. Lot ERE
Hook fE&H ERAEENHITAR® AWS IRF,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. BEZTHRBAAMN , BLEAMER JSON HREREREITRE.

B cath SR BA T HIEHE JSON RE, NENMEET BN EEEBREATES
=,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
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1,
"FailureMode": "WARN",
"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
1,
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #% 5RE A ENABLED HARAA A%,
- TargetOperations : IEE QST HEVIRIE,
« FailureMode : %A FAIL = WARN,

« rulelLocation : # B A&fEFHRAIN S3 URI, FHE S3 FHYGHHSEEETHEF —EE
¥2 : .quard, .zip# .tar.gz.

« logBucket : (&M ) ¥8%E Guard JSON $&EH S3 REFEERE,
- TargetFilters : EEMIUA AN EEEE,

3. A T Flset-type-configurationtn S AR IEEIM K JSON ERRERERE, SEZNVNBEBRREEN
HEME,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

HEE IR

R EEFAEF , HEHART B IU{A1E CloudFormation HEE AP E % Guard Hook,. MNEFME
A, 55288 (AWS CloudFormation fEF&1ERE) F# AWS::CloudFormation::GuardHooko
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R IEWRF  Guard Hooks B9 BE&

EEBA Guard Hook B |, &0 A& Amazon S3 fFETRIEE A Hook B HHIREM B M tt, BUE
# , Hook 2B & Guard RAIREBENEREFHERENREETEBY. AR , B LIE Amazon S3
BEAEFREAELEER,

£ Amazon S3 2 A F#1% Guard Hook BH&&
¥R Guard Hook #i it A8t =

1. & A https : //nttps://console.aws.amazon.com/s3/.
EEERERNEES L | BEEN AWS EHE,
BEREIE.

BIELA Guard I REZNNRFTE
EEMENRIRHERE BFER,
BELETHERIFEBERUBER,

o g A~ w Db

i BRI& 0K F B9 Guard Hook

ELRTBRTECKAN Guard Hook B , FFEA T SIREFERS FASHMER,

EETREHAAON  MmAREEMER , F28 ERMBA AWS CloudFormation 4%,

£}
- MIBREIRF P M Guard Hook ( E# &)
- MIBREIRF Y Guard Hook (AWS CLI)

I BRIEBR 5 AR EY Guard Hook ( A& )
I BR A& R = F B9 Guard Hook

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
cloudformation B3R AWS CloudFormation 2 &,

2. EEEERNSES L  BEAWS BiF ARAEN .

3. REBEERP  BEAR,
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4, ERAHBEEL , SEREZEMERH Guard Hooko

5. EMAMENKESR , REREMER,

6. HBREIRRTR , WAARSBIUEIRKREEN IR , ARBREMER.

i BR 48R 5 A B9 Guard Hook (AWS CLI)

(® Note
BRAXERAR , TEMRAR. WEFEER  FSRERFHERANBAIR (AWS
CLI)o

EA T 5ldeactivate-typeTn T REA Y , ZABEREBNIRFPIBRT. BEBUERRALNEE
=

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda &%

EFEEIRFFMER AWS Lambda A% , BLAXRBEERRARNIKENEDBA A%, BAQAKA
RTERAZAMNIRENESPRERREFER.

B2 A Lambda Hook B , CloudFormation &R F B 2 88 A EBUAK Hook BN EHE |,
RFAHE Hook, EMELREAHTENETMELEE Y. HEBUSERNAREE AWS IRF M EiH
REQE,

E3:

« AWS CLI £/ Lambda Hooks BY &%

« B Lambda BEIERF¥{h Lambda Hooks Y &R

« EfBEY Lambda D F

- EEMERS P EA Lambda Hook

- BIFEIRE B Lambda Hooks #Y A 5&

o MIBREIRF P H Lambda A8
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AWS CLI f# 8 Lambda Hooks B9 #n

£/ Lambda Hooks B9 AWS CLI e85 a1F -

- activate-type B{ & Lambda Hook #J R FATE o

+ set-type-configuration IEERFE F A EMWHAEER,

. list-types 5 H &R F R H 2

» describe-type EEI4FE Hook 45 E Hook IR AWM FFMER , BE B INERER,
« deactivate-type Rt ZHIMRF P B IRETIRAN I,

3 Lambda BB 5F{L Lambda Hooks &R

AWS CloudFormation Lambda Hooks F]# /& &% B 2 B BE] B X #FE 4 CloudFormation 1 AWS &
imiEhl APl #R1E, BN ARMAIAHEIRENERE  InBEARHES  XAFRIEEE. EAEY
Lambda Hook B , #& 7] UG H 5% E A B M T4 T 5 CloudFormation #R4F :

- BRRME

o MEBIRME

- BEEARBRE

F&E

B3 Lambda A%

« {#/8 Lambda Hooks ¥4 & RIR1E

« f#/ Lambda Hooks FF{&i B2

« {# 8 Lambda Hooks {4 & 5 12 /E

B3 Lambda &%

E Hooks A Lambda B , Lambda &2 &% 1% 30 ¥ RFFEE A, Lambda #4EE JSON EFE | 15
HABRE IR kB

8

- FESREMA

. [ fE# A

AWS CLI £/ Lambda Hooks #J @5 % 28
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- 8B4

AR A

BEE Lambda NBVBABURR AR B RIRE (€6 #ED, ERIVBEE ),
(=] fE % A

A TEFRKI B KKEFE Hooks B , £H Lambda ENEFEE&E @ JSON EHFE,
AR & Hooks FRHAE FERYEEHITEM !

{
"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,

"clientRequestToken": String
"callbackContext": None,
"callbackDelaySeconds": Integer,

hookStatus
REPAREE, AL EBN,

B3E : (SUCCESS | FAILED | IN_PROGRESS)

@ Note

L) EEATLAEE IN_PROGRESS 3 /X, MRREEFAZER , AHE RN, ¥HA Lambda

R ERREMN Lambda HERZAILA 3 %,

errorCode

BTRERTEHMENHETAEY , RAMARERERR , UBILFHE, MRAFKY , R

L ABERAL.

B3{E : (NonCompliant | InternalFailure)

message

FEILERVARS , SR AR IR A R E

BAEE Lambda ¥
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® Note

#Ff# CloudFormation 1##4ERF , LRI =& E A 4096 EF T,
#F4& Cloud Control API /R , B EEBE A 1024 B=F T,

clientRequestToken

% Hook SEREAMRUNBRFZR. LLABERM,

callbackContext

WMREIEH hookStatus & IN_PROGRESS , AIEEIEE A Lambda BB E AT AR E
ARE.

callbackDelaySeconds

Hooks FEE#F % A BRI A it Hooko

i 45
LU REZH B FERY S 451
{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}
T RAKEIEREH
{
"hookStatus": "FAILED",
"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"
}

5/ Lambda Hooks SR{L & RiE/E

BELREY., EFNSIMEBRERE 6 LR AERRE, flln, MBREHTEREIHTER
# CloudFormation & & RREETHERIEE. EEAEA Cloud Control API B3,
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HMERERR , EHBEBEAERIBEE, EALUE CloudFormation Lambda Hook 5% E A& Hook
TargetOperations#HAEH#Y B ZERESOURCEFICLOUD_CONTROL#R/E,

® Note

HEEFEAREA Cloud Control APl delete-resourcedk CloudFormation By R4S 22 F M
BRERK , T2l HdeleteAHEEFEdelete-stacks

&

+ Lambda Hook & R A &>

+ Lambda Hook & &R £ & &5 A &5
- BRBRENESH Lambda EHE

Lambda Hook &iR# AL %

E&M Lambda U FETERRER , BEFWE JSON@A | HPI2EFREM. EEBM U
RARMUANEEAR,

LT 2 JSON & AR EHIR

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,
"targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}
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},
"requestContext": {
"H": 1’
"callbackContext": null
}
}
awsAccountId
AWS 1EF S8 B M2 ERH ID,
stackId

LR EFTE CloudFormation &R D, MR EAREiRZES APl , Bl AZH,
changeSetId

BEBARFANEEE ID, MREREFERZH Cloud Control API 5 create-stack, update-
stackD delete-stackiRERME , RItEAZH,

hookTypeName
EEMITHNAREHE,

hookTypeVersion

EFEHITH Hook RN,
hookModel

LambdaFunction

Hook 5/ B &1 Lambda ARN.,

actionInvocationPoint

Hook #1TFTfE v 2 48 P R RE Y] R

BEE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

IEFEFF B BAZSHA | 6l AWS: :S3: :Bucket,
targetType

EEFHER BIERERE | 60 AWS: :S3: :Bucket., ¥RAEMA Cloud Control APl fiZZHER |, It
{E#% A RESOURCE,

BAEE Lambda ¥ 32
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targetLogicalld

[EEFH A2 ERAEEE 1D, IR Hook 58 A R AR ARES 2 CloudFormation , iEf% =2
CloudFormation SR EZEIEE R ID, Rk Hook F A R A EARES = Cloud Control
AP| , EE2REEE.

targetModel

resourceProperties

EEBRcERNREZRY. MREERBRER , AILEKASZ,

previousResourceProperties

Bl EREEANEREEHNEY. MREERYER , AILLERRZ,
requestContext

i A
BRSTAMBER.

callbackContext

S Hookwas 5% E 2 IN_PROGRESS , HcallbackContextf&EE , Bl&&ElAEHR,

Lambda Hook 3 /5 £ 5 & A #3451

T 5 &l A B RAS W EE #H ZAWS : :DynamoDB: : TableEREZ Lambda A% , Heb
ReadCapacityUnitsProvisionedThroughputf) BE#t 3 ¥ A 10, iER W #t Lambda FFEHE
#o

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
1,
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
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"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

I
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

}I

"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

I

"KeySchema": [

{
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"KeyType": "HASH",
"AttributeName": "Album"

},
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

EECEEREHTANFERBMY , 52/ AWS:DynamoDB::Table,

BIRIEERE B Lambda EHE

TH2—EEERN KE , & DynamoDB I AEREHMAK , EEEHM ReadCapacity B BBE
A KM 10 ProvisionedThroughput#y . tIRARKI , FAE "ReadCapacity 2 IEFEERE 1 #$H#
TMRBEA, MRBRBIFAMR , ALY , MR A "ReadCapacity FeE#EIE 10, 1

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";
response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
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}

}

return response;

i
Python
import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

}
if target_name == "AWS::DynamoDB::Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
H

read_capacity = provisioned_throughput.get('ReadCapacityUnits')
if read_capacity and read_capacity > 10:

response[ 'hookStatus'] = "FAILED"

response['errorCode'] = "NonCompliant"

response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

5/ Lambda Hooks SR{L@igE

BERERAHEAREY, EFNMRMERHEERF | BALUES BT EFHEARRKELE CloudFormation Lambda
Hook , 3 AT e} $HHE BIRELUREAE, 87T LUFE Hook TargetOperations#BAEH & CloudFormation
Lambda Hook £%7E A& B STACKIR/E,

ES |
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» Lambda Hook 3t & A 553
» Lambda Hook 3t £ %5t 55 iy A &3 5
o WBBRIENEH Lambda BE

Lambda Hook &5 A &>

WA Lambda #THBIRER | EFKE JSONFEXR , HFESARUARE.
actionInvocationPoint# FERAZR. HMA CloudFormation AKX/ | LAN Lambda B &iE
SHWERBMAK/]D  BEREARSFHIE Amazon S3 YIHEH, B ArequestData@E %S — AW HHY
Amazon S3 B2 E URL , HHP I & B el ML el SRR AR,

B2 JSON 8 ARYEEBIFER

"clientRequesttoken": String,

"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

},
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"
"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

8% Hook A RB AMRHBNFERFER. LALERL,
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awsAccountId

AWS 1RF @8 B L 2HEMN 1D,
stackID

CloudFormation &t & D,
changeSetId

BBAEFAANEESE ID, NRHEEEFRZH Cloud Control API 5 create-stack, update-
stack® delete-stackiRERME , AILEAZH,

hookTypeName

EESITHARHERE.

hookTypeVersion

EE#HITH Hook ARAR,
hookModel

LambdaFunction

Hook 5B # B 81 Lambda ARN,

actionInvocationPoint

Hook 1T P fin 2 B 48 7 AV R LD R

BEE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

LB & STACK,
targetType

BE{E# A STACK,
targetlLogicalld

HEER,
payload

Amazon S3 EHEN URL , HHESEHFBRIMEAREAERL JSON ¥,
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requestContext

MREEEHFUAAE  RESRELDHF.

invocation

BRI ITAMNER.
callbackContext

WMRABEEES callbackContext IN_PROGRESSI & |, Al&El AR HE,

ERERHH payload BUEREEXBEEMEMN URL, —BIWE URL , BEREEE THEEE
REVH -

{
"template": String,
"previousTemplate": String
}
template

R create-stacks BITE CloudFormation #EiZ&update-stack. BIBRMER
CloudFormation I AR , E RS2 JSON = YAML F &,

£ delete-stack B{Ew |, LLEAZ,

previousTemplate

S.BIRY CloudFormation &7, RiFEH4S CloudFormation AR , EA L2 JSON = YAML F
=<1

£ delete-stack B | WEKAZ,

Lambda Hook 3t & % & i A &3 {5l

DT RHEBBSFM AMNES, Hook EEEF(A EF0ObjectLockEnabled 4 true WEE | WHTIE
Amazon SQS 7% :

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",
"awsAccountId": "123456789012",
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"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
.
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

12 payloadi&ifflrequestData :

-~

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}3}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

HBIR/EMNEH Lambda B
THEH R —EBERN RS, o] FEMHERIRIERS, ZIMEAR JSON |, HEE SUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
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"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

EEMFEA Python , BEEEARERrequestsE, ZEERM , BFEREY Lambda B , £
HEBEHTIS BXE, MEFHENR , 528 (AWS Lambda HE& ABIER) PHEIEEHM
W zip BBEH,

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

BAEE Lambda ¥ 1
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try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

f£/ Lambda Hooks &2 B £iR/E

BEGRENEFER  #HILERTE CloudFormation Lambda Hook FRESE (LT ETE | W alped
SHEBNIT, B LAE Hook TargetOperations#HEEAF# CloudFormation Lambda Hook %€ & B
ECHANGE_SET# 4.

3]

« Lambda Hook &5 &8 AE;

« Lambda Hook %58 58 5 iy A &3 45

- BEERENEH Lambda BB
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Lambda Hook &2 E &y A 55

SBFEIRENBAELAMBIRE |, B N&ARrequestDatath TSR FESIANEREFEEFE,

LLTF 2 JSON & AR EHIMR

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

.

"requestData": {

"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

.

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
clientRequesttoken

4% Hook FEREAMRHENFERFR. LASLEM,

awsAccountId

AWS 1EF S8 B M2 HEEN ID,
stackID

CloudFormation & #y & 1D,
changeSetId

REBAFMARANEES D,
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hookTypeName

EEHTHAMERE,

hookTypeVersion

EESITH Hook FRAN,
hookModel

LambdaFunction

Hook F A K B &l Lambda ARN,
requestData

targetName

LE{E# % CHANGE_SET,
targetType

tE{E# % CHANGE_SET,
targetlLogicalld

BF 5 ARN,
payload

Amazon S3 FSEHER URL , HHE=EA B AIEAAY JSON ¥+ , R HBEELSIANEE

e

B,

requestContext

MREEEFURAE , AERELDHF,

invocation

BEIETARNER.,
callbackContext

MRABEEES callbackContext IN_PROGRESSIf{&E , Bl&fEnl HEEHIE,

ARERHH payload BHEREENBFEHIMMN URL, —BIREI URL , LENSERTIERH
R

template": String,
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"changedResources": [

{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourceId": String,
"resourceType": String

}

]
}
template

RIHE create-stacks KT CloudFormation #EZ&update-stack. RIFREMEE
CloudFormation WA , E R LAZ JSON T YAML F &,

changedResources
EEEFERNBEE.
action
EREERNESERE,

B {E : (CREATE | UPDATE | DELETE)

beforeContext

SFRERBIEA JSON F&HE, EVERK , IWEA null, Itk JSON FEFPRFAERMEMH
{E#Z STRINGS,

afterContext
MEHAHTHEFE K ERBMEHN JSON F&E, MERERE , tk{EA null, It JSON FEHIFT
B MENBERZ STRINGS,

lineNumber

EAPERIBENITR. WRBER , AIDELETELER A null.
logicalResourceld
BEE8FCERBEEIR D,

resourceType

EESFNERER,
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Lambda Hook 5 58 5 iy A 451

UTRSFESTm ANEfl, T TSGR SN EESFES|IENETF, E—EEFEM
BRE A B1THCoolQueue, F_ESERHIEE A WEH{THINewCoolQueue, LXEBER WE
#¥DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc0",
"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

1ER payload®#ifilrequestData.payload :

~

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +
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KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
! QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue’,
resourceType: 'AWS::SQS::Queue'’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
I
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
I
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}
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S FEIRIENEH Lambda BRE

THEH 2 —EEEN RE , U THEFEREAE. Z—EEEEEE K RAREELE a5 NEH
BI& A SUCCESS,

Node.js

export const handler = async (event, context) => {
var payloadUrl = event?.requestData?.payload;
var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [];
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;

};
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Python

EEM®MA Python , BFREEAENrequestsE, EEEKM , BFEEETEY Lambda B , £
HEERPIE BRNE, WEFMEN , F2H (AWS Lambda F#ABER) PHEIEEHM
KR zip BEEL,

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}

after_context = {3}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
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response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

#{BE I Lambda 4%,

E1 Lambda Hook Z Bl , BT T B RIGH

o BAHBEBCEI Lambda KB, MEEZEN , FSBE AL EET Lambda KHE,
- BYABNERES SRS EESZHNGT , TeeBBaE,

« ZEH AWS CLI 5 SDK #3 Lambda Hook , X EFEETER IAM FaMEEBRENIIT
A LLAAEF CloudFormation I Lambda Hooko

#E#37 Lambda Hook B9 1TA &
Hook €A #1TAGKREGE I Hook FTEMEFTT AWS tRF,

MREHE B Lambda Hook , BIFT LA B B2 I th A AWS Management Console ; & H| , B4 AH
TEIAG,

T —EERBA tN{A 5% E & 37 Lambda Hook BYEF .
FrEREFT

BfE (AM EREER) PNEABITEEREREYACGNIES , MEABIEEBRRERIAR,

RE | TR YT BUGRELRETT -
1. BTIREKERBKEZZEBERREIL Lambda Hook B IAM A,

JSON

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}
]

}
2. BEAHRHEEAR K BTFEMN Hook BIEABNFFT. UTEREWUERNEFEEBR,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"

EERR P A Lambda Hook

THERERBEMMENRS PR Lambda Hook , IEf£18 Lambda Hook B £ B BV 1R 5 F E 15 A f5E
A,

I

- A Lambda A% (EEA)

« BA Lambda &% (AWS CLI)

- HEAER
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A Lambda A% ( £#H)

BUA Lambda Hook LA R BRI IR F

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation B#EX AWS CloudFormation 2 A&,

2. EEHERNESS L  BEESEZEEZEMEN AWS B .

3. MREEKA ABEIL Lambda HE , BT THIEE :

« BB Lambda £ & H#HY Functions (BHE) EH,

« BYSENASREFEAN Lambda HE , REZRIRELEF, WEFAENR ,
Lambda B3R 5¥{H Lambda Hooks I &R

3
¢
8
B

MREEEY Lambda BB , FHRET — @R
4. EERASEERT  BEESH,
5. SHYQHEW , BEETIHP—(EERE :
- REKE 2RMENEEE R EBPrivate: :Lambda: ;. Hlf0 , WREEHA
MyTestHook , RIEBHN A ZBEE K Private: :Lambda: :MyTestHook,
- FAKBARUHEENAMEE (BAFIR ) . Provider::ServiceName: :HookName
6. ¥R Lambda EE , FRHUZEN HHBE LA Lambda BB, ERLEA :

- NERBHTE Amazon Resource Name (ARN),
- BEEMRAH A RHEHEHE ARN,
7. HRANER, BEEEIENRE .

B — EERAEREYN., EANMBRHEE ST AR,
- ER —MEERAEEMHERNENEREE.
- BEE TAEREERIBEERNEEN.
- Eimies] APl — §F& Cloud Control AP| BRENRYEE ST, 5857k MBRIR 4E,
8. &HHIENE  ERWLENE (B, EF. MER) SUALHAH,
9. HYAHERN  EEQREIHWUAKN Lambda EHEEEIEIER , A MMAFAILEDEIFE :

- BE —NEAERHES  GANBFEE. EERNEERRIEIETIRE.
« R —PLEEREE. ERBINEFBITERNERTELERK,
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10.

11.
12.

13.
14.
15.

SHEHITAE® | iE18 Hook AR A Lambda BHEH IAM B, &T LR CloudFormation B
BHASEIYHTAC  tUEELAERINAR,

&E-F_io
(BER ) BRaRENERE  FRTTEE

a.

b.

SHEERERRG  BEEBLERERAUUAAR., EVRAEHEHBERIUAIR.
st R RS  EEERMBEBAEEACERRAMESE

- FEHBEBIMEAS - AAEMAEEENGERAENE , WA,
- BAHBEBIHEAE - MRED —BEENEREAERT , AeURAH.

® Note
HREREE AP B1E , SZMAEHEEBIHE A S EERNY

HAMEBERE  FEANAATES NI REEHE,
- HHEE  EERCESHHEEE. ESFMAREHENREHBR | BEMALEE,
REWBEREERNFEEREWUR AR,

- HHHEER  BEZRHRAEEREE, EREEEASEHEE LA | BHR-LBEH
B, FEALEER, RTLEIHER N FEHEHSUAIR.

HRHEEAG  FRESEHEMERN IAM A  RAXFAT IS HHREEHER,

]I

- HHEEE , BE-—SHZE IAM A8 ARNs ZHELAGHBNN B SHE, REELAER
RERERRESTSUA IR,

- SHEHERR , AEEHRAHEBIETE —HZE IAM B ARNs, #SHEFAHELUAAE
BHiEEACMEBEIAHERERI.

&E-F_io
ERENBAEEL  RRSNEE, FEETEE  BFEHEERRTEERE.
BRI EER  FEERAYR.

A Lambda 2% (AWS CLI)

Bz |, FBHEFEEEEN Lambda BN SRR ARBEREANNITHAC, WEFEER ,

3

BRI Lambda BB Lambda Hooks B &R & 27 Lambda Hook E{TAE,
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BUA Lambda Hook AR ERIRFE (AWS CLI)

1. BEFRRBAAN  FEAT Hactivate-typeti & , BABNENMKALHNREE. Lot ERE
Hook ft/&/Y EAEEMHITAE AWS RS,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. BETHBAAR  BX4EAER JSON HEERETRE

A catr SR B A FHIM JSON BE, NEXMES  FSRANEEEBEATES
#,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012:function:MyFunction"
3,
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : #§ 52E A ENABLED AR A%,
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AWS CloudFormation Hooks £ &5/
- TargetOperations : {EE QS HEVIRIE,
« FailureMode : %A FAIL = WARN,

« LambdaFunction : & Lambda EKEH ARN,
« TargetFilters : IEEMUA AN EEEE,

3. M T Hlset-type-configurationip S AR IEEI K JSON EEREMBERE, BEZNERRAEEN
HEME,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

MHEER

R I2AEiAEH] |, S LLAR T #EM0{A7E CloudFormation B & A E4 Lambda Hook, MNEESF
&R , 58268 (AWS CloudFormation &) A AWS::CloudFormation::LambdaHooko

¥R BME P P Lambda Hooks BY B &%

/8 Lambda Hook B , 2 ATLA7E Lambda A PR IERFH HHE AFESE

1£ Lambda £ & F#2#R Lambda Hook H3EE
4R Lambda Hook i B 5518 %

1. %& A Lambda £#4&.

EEMERNEES L | BIEEHN AWS EiF,
BIE B

BEFER Lambda BHE,

EEAEER.

iZ$E CloudWatch Logs Live Trail
BETHNEE K ARENEERAN BFEEE

BiZ B ER. BEEERE CloudWatch Logs Live Trail RE®, RIBENRET , BEEER
WA R AL TR

©® N o o ~ w b
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- BULKESHRFRGFTEEER  FEARENEHRMAEXR U P HEELERR4, R
UAREERRER , RAEsNaEERANEH.

MERAR Lambda BEE AFFHFFMER , F2B81E Lambda B H CloudWatch Logs,

i BRIEMR F A #Y Lambda 24) 2

ERTBREECKAN Lambda Hook & , A T IR F1ERS A5 EMER.

ERERERAAM  MAREHERMER , F2H FRMEA AWS CloudFormation 2%,

e
- MIBREIRF P Lambda AE (E#EE)
. MIBRSEIE S it Lambda %% (AWS CLI)

MIBRIEMRE R H Lambda A% ( £ 8H)

R SB0R S R Y Lambda A%

1. & A AWS Management Console 3¢ 7£ https : //https://console.aws.amazon.com/cloudformation
B AWS CloudFormation £ &,

EEERERNEES L | #EFEAWS BiF ABMEN .

REBEERKRT , BEAR,

EAREE L , SREEMBRHN Lambda A E,
ERMAHZHHEG R, AREEMER.

HBEEIRTE B AQRBBUBRRMREEN AR , RARBEMER.

o o bk~ w0 DN

i BRI R 5 A B9 Lambda 4 2 (AWS CLI)

® Note
ERAFTERAR , TEMRAR. WEFREN  F2REERFPEAFNBRALR (AWS
CLI.
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£ T Fldeactivate-type s TRIEFEA AR , ZARERENIRFHBRE. SRZVENRAENEE
=8

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

£/ CloudFormation CLI B2 BT A%

AEEAR L EFE ST AW EEEEEFR AWS CloudFormation M EF,

FEBETARB=ZEETELR .
1. &

EERBBITAY , BHNAREMMER CloudFormation CLl, ZERE) Hook WERERENER
% , FfEM CloudFormation CLI inited % , WHEERERI Hook, MFEFMES , F2EBE BT
AWS CloudFormation 4 BE %,

2. 188

BREV, BRNRILNIMGEREL  FERIH, HBEREEBM.

CloudFormation CLI @ 2V HEZTRHEARNEREBEENHE, SEECHWBENIE ﬁ‘éffﬂﬁ
3N, 324 Hook AAEEHEEAED BN SERERZRENER. MEFMENR K FSREL
B 5] AWS CloudFormation Z Z5#&

3. &Eff

EFEFMAH  BREXEHNASUZMALERLNEE = HEMEHE, @ submitiREFMENS
2 ﬂﬂﬁnﬁﬂiﬁﬁﬂ F2B M TMBET 4% AWS CloudFormation,

TOMEF EERE MR R 2 AR R -
a. % - AT RHEZRHE,
b. FRE - ERBBARHAERE K SREIR,

(@ Note
NREHE 0 WRRE , WEHKS 3R, NHEFMER , FSRBENES RS,
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
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THEESEIEEMEA Python = Java B2, EMAEMGEITAMNER,

&

- B% BE] AWS CloudFormation %) ZhfY 55 R R4
« BB 85T AWS CloudFormation A ZBiE %

« B3 BHE] AWS CloudFormation %) Bht& #!

- [@ FMBETA % AWS CloudFormation

- E PREBFTAR AWS IRF

- BEFBRI A%

« f£ CloudFormation 2B EUEEM BT A2

. NEBRMIR

+ AWS CloudFormation A& WEBHAE L2 E

B2 B3] AWS CloudFormation 4 BhHY 52 R 154
B LAEA Java = Python FAZ BT AR, AT 2 85T 4 M TR IGH -
Java FoiRAGH

* Apache Maven
+ JDK 17

(® Note
MREITE R CloudFormation iS55 HE (CLI) Bx& Java BY Hooks BR , Bt SBRHE
Python 3.8 SRE KR4, CloudFormation CLI B Java #A 3F230 AT LAEIB pip(Python BWE
HEEE ) &k , HRENEA Python .

ZE A Java Hooks BEREE Hook BEER , B LA TH Java Hook R E = &8 15 2=,

Python & R 1% 4
+ Python 3.8 IRZEFHT R4

E#E A Python Hooks EREE Hook BEER , B LA T H Python Hook REE X EHIE R,
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https://maven.apache.org/install.html
https://www.oracle.com/java/technologies/downloads/#java17
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
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FRER A RAVET ]

BT CloudFormation Create., Update#l Deletedf&FFul i , BAEEEFZE TS5 AWS
CloudFormation 1€, FEUELIRERIERE IAM A6H CloudFormation LR R EE,

* register-type
* list-types

 deregister-type

 set-type-configuration

% E Hooks HIBIZEIRIE

EERBAY | SHEZBE CloudFormation #1748 | BAK Python = Java,

Z£E R4 CloudFormation CLI FHEEE A HER -

1. {EF Python EHEEE pip , ¥ CloudFormation CLI,

pip3 install cloudformation-cli

2. &% CloudFormation CLI # Python = Java #A 2

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

ZE A& CloudFormation CLI MRS, |, &7 LAE A AREIE,

Python

pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
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Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

FRE) B 5T AWS CloudFormation &) BtE =

B B5T Hooks ERMNE—SRMBER, BALEH CloudFormation CLI init@ S REAE BET

Hooks B %,

init " T ERBRBE , SIBBREER @?ﬁHooks%**%?” MER, EALEBRREREAESR
q%ﬁ/ﬂj‘*ﬂnﬂ«?~ﬂﬁi%ﬁo PU%E¥$53§EH ﬁiﬁﬁ?‘i%jﬂ RFEE

ZERE Hook % :
1. BAUERMWE %,

mkdir ~/mycompany-testing-mytesthook
2. BEEHEHK,
cd ~/mycompany-testing-mytesthook

3. ffH CloudFormation CLI initip S RABIEZE,
cfn init
mEEEQ THEY

Initializing new project

4. init HTEMBREE , SIBLEREER, HBRRETE , WA h BUSE Hooks EX,

Do you want to develop a new resource(xr) a module(m) or a hook(h)?

h

5. WAQREENER,

What's the name of your hook type?
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(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

E-BESHHRR  BREERZARER. NRERESEFSABER  LALIE

6. WMRRZE
MBS, MARZENESNEFIRE,

B

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. BREBEMENHARFSREHEK,
Python

(CER) st Y 5 EEIAY I 22 1F Dockero HfR Docker WIFME | BRFEREEERbE
THE,

Use docker for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

RIE Java EHATE , RARREE codegen BE, BULERAFERENHER  NBYUFNEHS
B

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

BRCERIRBER  YELERBAMMENESR. LUTRBA Python 3.8 By Hooks ER#Y B
MgR#H,

mycompany-testing-mytesthook. json
rpdk.log
README . md
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requirements.txt
hook-role.yaml
template.yml
docs
README .md
src
_init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note
src BHRPNERSRBENESEERY. ELENERDPE - LCEANEHNED. ELH
17 generatem B RMEFREEXNNHTRHEENBERnodels. py , REER , fl0 , &
HENSRPBEBHEN.

#3 BE] AWS CloudFormation 4 Ehf& 8y

# Y B7] AWS CloudFormation ARMNEKEEZEEEY TR, HEMREABMENEBHELR, &
A cfn init®SEIM BT Hook ERE | Hook B REHIEENE JSON BN X EZER
hook-name . json,

BEFAAYNEEHESREEUAIRNEISR, AREEEXRAEELENIHITHITBE. f
W, CREATEREN B EBESFEApreCreate REE R, & Hook BEZMBRBEHAITHTENER |
FLEREEINPEANEXHEUA . AYEERUAAIRNENE, ZALUSERE , i AWS
CloudFormation A &R, AEERIBEFTEIR. Hooks ZEMBEEER Hook B E,

EREREEAMFIENT Y. MEANEELASRAMERENIEEH T, CloudFormation &
BEEREEFER TREERIERFHITERMBFTICELELZLEBNER, YIEERE (1A
) EEHTHEE , ARFTEER , BMFIEITEL Hook EENEHK. CloudFormation ERE
LA RAENEEAMREAERENTT, ELEHFTEEELRIE, ARREENFRAELF I REFE
AWS &R,

BUERTHERBERERERERIRNER. CRANEBHREELEEFNEEEN. W
REZETEFEBERERN , B Hook BREANEEEXNERPBRE. UFEERERNFRE
7, B2 EERHERFEE,
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"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string"

}
1,
"required":[
1,
"additionalProperties":false
I
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

.
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

and
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]

},
"preDelete": {

"targetNames":[
"AWS::S3::Bucket",

"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

}
iy

"additionalProperties":false

-]
« {#F Java 23 BHE] AWS CloudFormation %) B #Y & £
« f£F Python B3 HE] AWS CloudFormation %) 2Ky 18 #

£ Java E 3 B5] AWS CloudFormation & BigyE &

3 HF] AWS CloudFormation ARWERFTEZYERAN, EEUREBENEEER, ~4%2
B 5| BEMER Java B HFTAREKE,

SR MEERMERM

LA Java BETEE Hooks ERAFE Maven pom. xmlWIERBAHE KM, BREUTER , ¥EFRHER
BEHFERBE M pom. xml &R,

A FE R (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>

<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi:schemalLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0@_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->
<dependency>
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<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>

<version>[2.0.0,3.0.0)</version>
</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<l-- Test dependency for Java Providers -->
<dependency>

<groupId>software.amazon.cloudformation</groupId>

<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>

<version>1.0.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>

</dependency>
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<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupld>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/guava -->

<dependency>
<groupId>com.google.guava</groupIld>
<artifactId>gquava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>
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<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-dataformat-cbor -->

<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!l-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupIld>org.json</groupId>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupld>
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<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupId>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<l-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupld>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>
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</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slfsaj-
impl -->

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupld>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupId>org.junit.jupiter</groupIld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
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<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
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<commandlineArgs>generate ${cfn.generate.argsl}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupld>org.jacoco</groupId>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
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<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
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</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>
<directory>${project.basedir}/target/loaded-target-schemas</directory>
<includes>
<include>**/* json</include>
</includes>
</resource>
</resources>
</build>
</project>

FR2 EEAHEREH

E4EH Hook EREH, CloudFormation CLI 2V ZEHNEEBENRY , HYEZEEE4mBEH
K45 E Hook Ej4E , I Hook HRIEFIER.

cfn generate
WEEER TG

Generated files for MyCompany::Testing::MyTestHook

(® Note

BREHN Lambda #ITEE Rup-to-date , AR EEAERARE. WFEFHEF , F2EE
MERBEA A M Lambda $1THRFR .

FER3: HMBANEEERN

BEECH Hook REEXAMTRKREEABHEELEEEENREEEN, Hl, BULFHETIERX
TR 8
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logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI & E4£ME Java ¥4 (Java POJO), T2t EEMNEHE
fBIAWS : : S3: :Bucketo

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;
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}

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,

setterVisibility = Visibility.NONE)

public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
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private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;
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@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import ...

@Data
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@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
import
@Data

@Builder
@AllArgsConstructor
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@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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2. FEATHREXBEAClientBuilder. javalE RN EERE,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**
* Describes static HTTP clients (to consume less memory) for API calls that
* this hook makes to a number of AWS services.
*/

public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

miS API BRI 38

1. E&H IDE A, FRTranslator. javafu® src/main/java/com/mycompany/testing/
mytesthook BRI RHER,

2. FRATHEXNBENKTranslator. javalB RN EBRS.

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
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import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/**
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {

static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();
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BEHYEXREAS

1. 1E/8&#9 IDE #F , BiRkAbstractTestBase. javafi® src/main/java/com/mycompany/
testing/mytesthook ERRHER,

2. FATHEXBE{CAbstractTestBase.javalB RN EBRS.

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
.cloudformation.proxy.LoggerProxy;
amazon.

amazon

amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
.awscore.AwsRequestOverrideConfiguration;
awssdk.

awssdk

awssdk.
awssdk.

auth.credentials.AwsCredentialsProvider;
auth.credentials.AwsSessionCredentials;
auth.credentials.StaticCredentialsProvider;
awscore.AwsRequest;

awscore.AwsResponse;
core.SdkClient;
core.pagination.sync.SdkIterable;

cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;

cloudformation.proxy.OperationStatus;
cloudformation.proxy.ProgressEvent;
cloudformation.proxy.ProxyClient;
cloudformation.proxy.hook.targetmodel.HookTargetModel;

javax.annotation.Nonnull;

java.time.Duration;

java.util.concurrent.CompletableFuture;
java.util.function.Function;
java.util.function.Supplier;

static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
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protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
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return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

};

};

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
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ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

BFEREEEN

1. 1E/8&#9 IDE & , BRkBaseHookHandlerStd. javafi® src/main/java/com/mycompany/
testing/mytesthook ERRHER,

2. FEATHREXBEABaseHookHandlerStd. javalE RN EBER R,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SqsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override

public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;

final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;

if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);

} else if (AwsSqgsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;
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protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

EfEpreCreate EEE R
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fmiBpreCreate EEE R

1. 1E/&#Y IDE ¥ , BBkPreCreateHookHandler. javafii src/main/java/software/
mycompany/testing/mytesthook EH RHWIEZE,

2. FEATHREXBEAPreCreateHookHandler. javal@ ENEBERN S,

package com.mycompany.testing.mytesthook;

import
import
import
import

com.mycompany.testing.mytesthook.model.

import

com.mycompany.testing.mytesthook.model.
com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.

import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.cloudformation.proxy.

import

com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.

model.aws.s3.bucket.AwsS3Bucket;
model.aws.s3.bucket.AwsS3BucketTargetModel;
model.aws.s3.bucket.BucketEncryption;

aws.s3.bucket.ServerSideEncryptionByDefault;
aws.s3.bucket.ServerSideEncryptionRule;

model.aws.sqgs.queue.AwsSqsQueue;
model.aws.sqgs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

java.util.List;

hook.targetmodel.ResourceHookTargetModel;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
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if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);

final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();
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final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with

name: " + bucket.getBucketName();
}
if (resultStatus == HookStatus.FAILED) {
break;
}
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();

}

BER 91



AWS CloudFormation Hooks & 5R

} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";
}

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue™)
.build();
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E#ipreCreatefllE

1. 7£ IDE # , FARiPreCreateHandlerTest. javafii src/test/java/software/
mycompany/testing/mytesthook EH RHWIEZE,

2. FEATHREXBEAPreCreateHandlerTest. javal@ ENBERNS.

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueue;
junit.jupiter.api.BeforeEach;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.
org.
org.
.junit.jupiter.api.extension.ExtendWith;

org

org.
org.

junit.jupiter.api.Test;

mockito.Mock;

mockito.junit.jupiter.MockitoExtension;

software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.

java.util.Collections;
java.util.Map;

exceptions.UnsupportedTargetException;
proxy.AmazonWebServicesClientProxy;
proxy.HandlerErrorCode;

proxy.Logger;

proxy.hook.HookContext;
proxy.hook.HookHandlerRequest;
proxy.hook.HookProgressEvent;
proxy.hook.HookStatus;
proxy.hook.targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;

static org.assertj.core.api.Assertions.assertThatExceptionOfType;

static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;
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@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSqsQueue queue = buildSgsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS: :Queue").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,

resourceProperties));

}
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@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();
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E{EpreUpdate ZEE

EfEpreUpdate REBEN , A8 REEAPFEIEEEENEFRIEZTAE, preUpdate BE
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fmiEpreUpdate EEE R

1. TE/&89 IDE ¥ , BBkPreUpdateHookHandler. javafii® src/main/java/software/
mycompany/testing/mytesthook ERKHER,

2. FATHEXBEMPreUpdateHookHandler. javal@ RN EERS,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override

public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
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final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();

final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();

F#ipreUpdatefll&

1. 7E£IDE & , BB src/main/java/com/mycompany/testing/mytesthook ERl R HH
PreUpdateHandlerTest.java &%,

2. FEATHREXBEAPreUpdateHandlerTest. javal@ ENBERS.
package com.mycompany.testing.mytesthook;
import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Arrays;
java.util.stream.Stream;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {

final PreUpdateHookHandler handler = new PreUpdateHookHandler();
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final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[Q]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
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.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was

10 10

changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
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.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();

EfEpreDelete ZEE

BffpreDelete REERN , HEEREEXNTMEEE B ENMEREEZIEE ., preDelete EE
FRAETHTHIIER :
« ¥ AWS::S3::Bucket Bif , AMRBETIMNERS true HFEEHIE :

- BERBRERR  RFRESEFEERELERFEIR.

- RIEVERFERBERE Hook WEREREPRE.

fmiEpreDelete EEE R

1. £ IDE & , BB src/main/java/com/mycompany/testing/mytesthook BRI ®KHH
PreDeleteHookHandler.java =X,

2. FERATHEXBEHAPreDeleteHookHandler. javal@ RN ERERS,

package com.mycompany.testing.mytesthook;

import com.google.common.annotations.VisibleForTesting;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
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import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.lang3.StringUtils;

org.apache.commons.lang3.math.NumberUtils;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.

import
import
import
import
import
import

public

private ProxyClient<S3Client> s3Client;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

java.util.
java.util.
java.util.
java.util.
java.util.
java.util.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

List;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.

services

services.
services.
services.
services.
services.

services

services.
services.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

Arraylist;
Collection;
HashSet;

Objects;
stream.Collectors;

cloudformation.proxy.

s3.S3Client;

.s3.model.Bucket;

sgs

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

sgs.
sgs.
sgs.
.sgs.
sgs.
sgs.
exceptions.
AmazonWebServicesClientProxy;
HandlerErrorCode;
OperationStatus;
ProgressEvent;

ProxyClient;

hook.
hook.
hook.

model

s3.model.S3Exception;
.SgsClient;

model.
model.
model.
.ListQueuesResponse;
model.
model.

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;

QueueAttributeName;
SqsException;
CfnGeneralServiceException;

HookContext;
HookHandlerRequest;
targetmodel.HookTargetModel;

hook .targetmodel.ResourceHookTargetModel;

class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<SqgsClient> sqsClient;

@Override
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protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));

}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.toList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
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.status(OperationStatus.FAILED)

.errorCode(HandlerErrorCode.NonCompliant)

.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))

.build();

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSqgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSqsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName != null) {
try {
targetQueuelUrl = sqgsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
).build(),
sqsClient.client()::getQueueUlrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));

[}
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} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourcelId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
).stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.toList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queueUrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
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.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}
nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.tolList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);
}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
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.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}

Ei#ipreDelete REE

1. 1£ IDE # , BB src/main/java/com/mycompany/testing/mytesthook BRI KA HY
PreDeleteHookHandler.java X,

2. FRATHEXBEHAPreDeleteHookHandler. javal@ RN EERS,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.Immutablelist;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;
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@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
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nt,;
Bucket;

.GetBucketEncryptionRequest;

GetBucketEncryptionResponse;
ListBucketsRequest;
ListBucketsResponse;
S3Exception;
ServerSideEncryptionByDefault;

.ServerSideEncryptionConfiguration;

ServerSideEncryptionRule;
ient;
GetQueueAttributesRequest;
GetQueueAttributesResponse;
GetQueueUrlRequest;
.GetQueueUrlResponse;
ListQueuesRequest;
ListQueuesResponse;
QueueAttributeName;

er;

ationStatus;

ressEvent;

.HookContext;
.HookHandlerRequest;
.targetmodel.HookTargetModel;
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@Mock private SgsClient sgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgsClient = mock(SqgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()
.hookContext(
HookContext.buildex()
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.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()
.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");

}

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

I

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted('"toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
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public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

I

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");

}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
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.collect(Collectors.toList())
);
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

{# /A Python 23 BT AWS CloudFormation %) Bh#y 18 #il

3 HF] AWS CloudFormation ARWERFTEZY TR, EEUREBENGERER, ~#%2
ERIE L 5| B AR Python B HET ARMEE,
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E4L &M Hook EREH, CloudFormation CLI 22V ZEMWREEXNRE , HYEZEEL MBS
#4%E Hook BEN{E , 20 Hook HRIEFIER.

cfn generate
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Generated files for MyCompany::Testing::MyTestHook

(@ Note
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FR2: HEAMREER

HIEECH Hook EEEAUITREABABHMEECEFEFNEEREN, flm

1T 8%

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI ¢ B4 src/models.py BERMEALEEEH IR,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,

Type,

TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,
)
from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

7

y 20N

AJLARTIE T 52

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None
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@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Anyll],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidz"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),

_TypeConfigurationModel = TypeConfigurationModel

SER3: BFAREEEN

EBELN Python ERER , EUNREEREFEIMDENREER, ELEHd , EHEERE
¥ W preUpdate. preCreatefl preDelete FEAYE,

£}

« B1E preCreate EEER

« B{EpreUpdate BEE R

« B1E preDelete BEER

- BEEQREEER
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B 1E preCreate EEE R

preCreate BEENEEE AWS: :S3: :Bucket X AWS: :SQS: :Queue EIRA A IR ET UK I 2F R
Eo
« ¥ AWS::S3::Bucket BiR , AR RBETIERA true BT SEB.
« Amazon S3 fEFETRMNE 2EE,
- ERARFETEA Amazon S3 REFEIFEEH,
« Amazon S3 RETFITRNMBEE LERFMEN ERERZE,
« AWS Key Management Service &8 ID Ei&E-
« B AWS::SQS: :Queue BIR , AMRBETIIHERS true B BB,
« AWS Key Management Service £ ID B:%E.

E{EpreUpdate REE

EiepreUpdate REER , HEEREEXPTMEEEEENENIREZTRE, preUpdate B
FRAETHTHER :

o ¥ AWS: :S3::Bucket EIR , AR REETIIERA true REIE :
« Amazon S3 REFIFENRFETEINZFESE EERIER.

B1E preDelete REER

BffpreDelete BEERN , HEEREEXNTMAEEE B ENMBEBREEZIRBE ., preDelete REE
EFRXETATIIER :

o ¥ AWS::S3::Bucket EIR , AR REETIIERA true BREIE :
- BRMBRERE  IREFREBEERESESHER,
- FENRESREREERKE Hook WRREFERE,

BEAREEER

1. TE48EH IDE & |, BIRXhandlers.pyfi stc ERRMWER,
2. FEATHREXNBEhandlers. pyERNEBAR,
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Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel

# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getLogger(__name__)
TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint

def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
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)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED

message = f"No SSE Encryption configurations for bucket with name:

{bucket_namel}"
else:

BER

125



AWS CloudFormation Hooks & 5R

status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)

else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:

if not queue:
return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,
)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"

) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
if not kms_key_id:

return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:
{queue_name}",

errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,

message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
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def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")
)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)
previous_bucket_encryption_configs = previous_resource_properties.get(
"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):

return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):
current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
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.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(

session: Optional[SessionProxy],

request: BaseHookHandlerRequest,

callback_context: MutableMapping[str, Any],
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type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

REBETT —EEXER MBI A2 AWS CloudFormations

o 5 EET A% AWS CloudFormation

B HITAH%E , B#FEEM ;3ME AWS CloudFormation , AMEFEAE. EAE S |, 48 7 ##
EMIMENDE , LUMEE BEHA AWS RS,

HEAR (Java)
WMRIESEA Java B3 Hook , 55EH Maven XitgE e,

£ Hook B B#H , BT THHSREELMN Hook, BITEMNBIE , WEEHNERHEAE
ZIJAR , 848 Hook 3 ZE CloudFormation % 1%,
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Eau=HEAE
EERLEAE

1. (B ) EBRZX configurei@fEus-west-2 , #7EER AWS BiF EBEES -

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [None]: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (BEA) TIaTEREMHEEMN Hook EX , MEAEM.

$ cfn submit --dry-run

3. f#A CloudFormation CLI submitiREEFRH 2 B,
$ cfn submit --set-default
ZHERED TGS,
{’ProgressStatus’: ‘COMPLETE’}

fBR . BERIDEMENDE.

B A H AT SRRV IR F R ER
RSN ARMELRERR AN AWS tRFE M BEF A,

1. ZEBRBENAE  BEMA list-typestn THHMEMB AR |, WECEBERA.

$ aws cloudformation list-types

WTEEETIEE , WERRETUE AWS 1RF M BEPRAN LB TR,

"TypeSummaries": [

{
IlTypell: IIHOOKII’
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"TypeName": "MyCompany::Testing: :MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}

2. TypeArn # Hook B1list-type H#E Y FHEFo

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BRTHNRGAMUKLFRER  F2HE LHEEHIR,

kg

FRERILEM Hook 2 , WA LA Hook B M EIZEKIE , AWS IRF LUE HERE Hooko

« EEERFPRELY , FBFEH SetTypeConfigurationi® e, WREESRALEBEEE
HpropertiesERHPERNAMBM. ETHEHFH , minBuckets BHEEHALIPERA .

@ Note

EBEWRFHRAQEY  SREQMBERE EEMEFT AWS 1RF, CloudFormation &
SRBRIENENT , BAEFAEERLE, CloudFormation BEE F st Hook & E
Hook 7] , M ¥ EEERIMRF A Hooks 2 B L 5F Hooks HYBRLEEF 1],

EEMERS 25 Hook LEMEMRMNBEREER , IR AWS B,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'
--type-arn $HOOK_TYPE_ARN
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/A Important

EEFIEMN Hook TEIMEHBEE , BXBEEREFEMMEA Hook 2% , £
HookConfigurationEEHookInvocationStatusENABLEDH #§ BRES -

EREBEEXHFE AWS APIs

MRIEH Hooks EEEMEREERNFFEH AWS APl , CFN-CLI 2€BE2E Y IAM #ITTAGE X hook-
role.yaml, hook-role.yaml EZ&REEIE Hook EBHRTFREERERTSEEEENEENT
. MREgenerateREHBARMEA --role-arniiiE , WHEBTHNAGKHEY BEARNHITA
&,

WMEFMAES , F2RAREFREEFEAWS APIs.

hook-role.yam| 82<

(® Note

MRGEREZEZEVBCHNITAC  RFEZIESEIAAKTYH
hooks.cloudformation.amazonaws.comfl , UEE SEKEREER
Blresources.cloudformation.amazonaws.com,

THIEAEER IAM, Amazon S3 1 Amazon SQS ],

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during
Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:
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Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AwWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:

- 's3:GetEncryptionConfiguration'

- 's3:ListBucket'

- 's3:ListAl1lMyBuckets'
'sqs:GetQueueAttributes'
'sgs:GetQueuelrl’

- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

E PRARBITA% AWS RS

BELEKEEERAANNEEREXRERE , WERAE CloudFormation & /Y BT HMAY R
7o

FAIL #18 CloudFormation A RKMEEF THIHER S3 #EFTE , MAMABENERA

Amazon S3 EFIBNBERE.

ERARKFEEHN Amazon S3 HEITE SR,

Amazon S3 REFIFEMNMNBEEEZERMEN ERER L,
AWS Key Management Service £#8 ID Ei%E,
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ETHEF R  BUBRA WEAR  my-failed-bucket-stack.ymlEH#BEBEZFES my-hook-
stack , ZEASABHBHE Y EEFRHEZAFEL,

pichiEeRid P Al
#H 1 RS

HETESHRMNHEE
1. BEIETE S3 HBEFTRMNER, flw : my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. EIMtE W7 AWS Command Line Interface () Fi8ERMEARAWS CLI, FE FH&EHIH | 4%
HEBEBIEESR , my-hook-stack#EBARERIEEAR my-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (ER) ZREEMHEABERRLSERER. £ T , HEHBERE my-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREFR I FEFITREBN I AN, UTRE oS HEH &
o

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": ""

7’
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"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:47:03.305000+00:00",
"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
1,

R Hook I ABUHBERE I EILERMHE,

£/ CloudFormation £i4~{850E 2 B ER 3%

1. BEBEVHBYBBANRE K FENGELX , BENEREAMEBERN S3 @R, LaEsER
#I7X my-encrypted-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"'
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
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Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !'Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

® Note
TS HEBHNERUA LM,

2. BUMBWIEELNER, ELHEHHP , HBEBA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (1EA) BBEEHBEEBRBRAHEEEE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

£/ describe-stack-eventsT S RBIREIE, LT R describe-stack-events (i
g5,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",
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"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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]

# R : CloudFormation ERXZHEHE, Hook HIEBEEEFEAWS: :S3: :Bucket B REMEERZ
B2 E R REF w0 ZR

g5l 2 mEts
HETESRNHER

1. BREIET S3RETFIBMNEAR, M aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BIMME W FIEEENER AWS CLl, ETRHEHF , SHEBZBIEES |, my-hook-
stackEIAREZRBIEES aes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (ER) EBEEHEAERRGAMEER. £TIE&EL G , BEHEERE my-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack
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£/ describe-stack-eventsREREFER U EFITHEEN IR AN, UTR o EH&H
o

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
1,

R Hook FAKLMMBERE  WEILERME, HR SIHEEIFEBNZERESERE , HEX
B, WHEFEEMER aws kmsh |, EEQBEAAAEAES256,

5/ CloudFormation #54~E:5E 4 L ER 5%

1. ZEEREVHBYEBANRE A FEFEA , BERNEREAMEN S3 FFFE. HEfER
&7 kms-bucket-and-queue.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
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AWS CloudFormation
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(® Note
T & B BRI A S %,

2. BUMBWIEELNER, ZLHEHHR , #HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
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--template-body file://kms-bucket-and-queue.yml

3. (ER) EREEHEARERBEHERER.

i

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

£/ describe-stack-eventsi SR EIE, LL TR describe-stack-events T H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

b
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",
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"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},

{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I

# 8 : CloudFormation ERXIIE IR, Hook BV BIEEERFEAWS: :S3: :BucketEREMEERZ
B2 S A RESwm N,

R i=HEAE
EH BT A CloudFormation & k18 iR A BV 15ET,

EETEHHITAY , 55F1B CloudFormation CLI submitiREHG RV E5TI2 3T E CloudFormation 2 $%
=8

$ cfn submit

EEEREPIEETERMN Hook iRA |, 55 set-type-default-versionfp F I 5 EER, BHRIZBHIR
7 1D

AT e
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$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

= EHEEE Hook RAHVEFA , FEE A list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing::MyTestHook"

# CloudFormation B EBUEIFMBEITAY

BUHEEM BT Hook & it 2R =R i B AR AR A 4E 52 A CloudFormation & 8&DEPRECATEDREHHY

EERHERERAPEATRER. —BRA , BRI AMMEERE CloudFormation R4EHEM

(® Note

BUHEMA® <z , ZXA@RBUE MR ERELANFIE LRERPIRAER, MEFHEER ,
52 B DeregisterType,

EEHCHEMAY |, 5E A deregister-typelR 4 18 E £ 2 B ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

o TrFEEERL.

NEGL qiRAL

EERRBNEE=ZFOY K FEENAOUFRAINELEM, RE , EEEL\REALHEENESE
AWS [EiF & :

1. 7 CloudFormation & 818 4% Hook it AR E LR,

2. AIREHN AL  UEFRHESBETE CloudFormation Z#EE R BHENMELEER,

3. B A B3 M E CloudFormation 2848,

HUHRE M2 2

143


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-type-versions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_DeregisterType.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html

AWS CloudFormation Hooks & 5R

® Note

EiEEEEFEMEMNLEHCH , BLELETMAZESPNWIEFRERE, EERBESZE
EiE P17 R4E |, 552 ( AWS CloudFormation CLI A& /) FHI{EH StackSets
£ % [E 13 7 2% 4 i 75 Th e

BE I ST Hook 2 # , BAI LU © 2 #Zl CloudFormation 2 EMAE=F NELEMH , T
CloudFormation fE A&\ B H.

NEFE=ZFHYAZEEIRME CloudFormation FAEEMECRI EBHHRE AWS ERVERE, HILESL
o5, NEAEMNEE SR E CloudFormation AWS H M2 B8R

BB EEENAR  THEME AWS B FTE PHFTE CloudFormation fEREEE. A%,
FEREAUEERFABASHNIESRIRE , MEEHELRPER, WEFMENR , FSBAWS
CloudFormation { EA&IER) PHEA CloudFormation Z 8K 5 = 5 N B HEHEHE,

R B 5T 20 B A2 B fE A

EERMEEMOEAMN  E4RBEBRAEERNMARNEER, UTREBTAMBMAE=FIT
HIEE AR ERBE,

BSEEEEXNEEZHSKBM AR . —XHRM SUCCESS , — XA FAILED,

« $FYSUCCESSEIFERMA -

« REEHAR SUCCESS,

- FEEREERE,

- MRIETE , OIFLEEERAZ0R,
- YAFAILEDEIFERSI :

- REEHLES FAILED,

- NEEEHERTE,

- XABFEEEDE,

- MRIEE , BIFERERZOD,
« ¥ IN_PROGRESSEIFEZR

- FEEREERE,

« Result M TBREAEE,
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EBERREHNAENE A EE

RIFETERR , SEHEN Hook HBIERPEZWERAFIELEMNE ABM CloudFormation RE11TE #9358
Ho T, KZHAMMENEN  AUEALEYRBELAETHEHENBABEEETHMHENSE
R BEEFRILEE SO LUEE $ITHAHAIE CloudFormation B ERHE A,

CloudFormation R {MES R , AIREEEMAER , LEEMTENREREA

£/ overrides iERRHEEF X , IEEHEB NI AER CloudFormation , LAE7E
preCreate, preUpdatefl preDeletefR{ERIFIABMER,

- WMARESE

EUTERT , BT UERAZEinputERREESNAZRBAES

- BRERFERENL. ENNRBRREEETENBAER , SUIENERER,
- BREEEZETRNBAERE.
EREREREEBAER

LT REMEHA overrides %M Amazon S3 Hook & A & Kl &4,

"CREATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
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"/KmsMasterKeyId": "hellocontract"

iy
"UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

L

L

L

R
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]

.

"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
.
"INVALID": {
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

ERBAEREEBAER

A input BRRIEEFFEEMNE AER CloudFormation , JAfit £/ : preCreate®
A. preUpdateB AMBE NI A, SEEIANERBSEEINERPEE. SEAUAEHNRAEE
EZHEBAER,

EEIEE CloudFormation EEASBEFPFEANinput R | BiSinputsERIKHIEZE Hooks BER
IR B 8%, REMBENIAESR,

EANTHREMNEEERTENBAEREE | HEdn BEY .

« inputs_n_pre_create.json : FHAEREEpreCreate EBERARIBEEARBLERNE A,
 inputs_n_pre_update.json : FAERELpreUpdate REEXRIEEAREMERNE A
« inputs_n_pre_delete.json : FAEREE preDelete REE R RIZTE AR MBRE RV E A
« inputs_n_invalid.json : ARIEEENE A TR,

R a7
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EERENAGEEESHBR ALY  FEEEREBINEY , UHFENWmAERE, flw, &%
E— M AREREZDAA inputs_1_pre_create.json., inputs_1_pre_update.json#l
inputs_1_pre_invalid.json. BT —##aE A inputs_2_pre_create.json,
inputs_2_pre_update.jsonfl inputs_2_pre_invalid.json , JAUtEEH#,

BREWmAEREIE JSON EXR , EEEARNIENERBM,
LA 2inputs{E A AR Amazon S3 {5 E# A E KM EHI B 8%,
inputs_1_pre_create.json

LR Rinputs_1_pre_create.json&#IAIE M EHI,

{
"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"
}
}
}

inputs_1_pre_update.json

AR R2inputs_1_pre_update.json& BRI E 5,

BHaE 148



AWS CloudFormation

Hooks & 5R

{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

inputs_1_invalid.json

LR Rinputs_1_invalid. json&#AIE &5,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

R
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"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

LR Rinputs_1_invalid_pre_update.json&# R A& A,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
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"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

]
iy

"BucketName": "encryptedbucket-us-west-2"

'h

WMEFHMER , 328 ( AWS CloudFormation CLI A& IER) FHRMIERIIEELUEARER,

AWS CloudFormation A B EEBHIATE 8%

R EFEREA 42 A KB AWS CloudFormation Hooks B #E#8H# AR EE %,

A TEH JSON HERERNABEEEXNRTNAERRAE, BEUYEAENE—SREIERS
. OHEMRHEBMMNFEEBHERER, E%MEH CloudFormation CLI initis S #1281t B 5T Hook X
B, RS ALEY Hook FBERER, FALEBRAERIEAEEZEIIAREMRAMEBENREE,

e 1 R 5RO
TR HR R S S,

{

ypeName": "string",

"description": "string",
"sourceUrl": "string",

"documentationUrl": "string",
"definitions": {
"definitionName": {

}
},
"typeConfiguration": {
"properties": {
"propertyName": {
"description": "string",
"type": "string",

EREEEE =


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-init.html

AWS CloudFormation Hooks & 5R

},
I
"required": [
"propertyName"

1,
"additionalProperties": false
I
"handlers": {

"preCreate": {

"targetNames": [

1,

"permissions": [

]

},
"preUpdate": {

"targetNames": [

1,

"permissions": [

]

},
"preDelete": {

"targetNames": [

1,

"permissions": [

]

}
I
"additionalProperties": false
}
typeName

ARNE—ER, RENAREE=ARsNeEZ=H , EBEXA

Organization::Service: :Hooko,

(® Note
THEBTEZERAEN , BELARNENARERER
* Alexa
+ AMZN
* Amazon

TERBEREE 152
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 ASK

o AWS

* Custom

* Dev
HE 2

B : Aa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,64}%
TR : 10

EBR : 196

description
CloudFormation 12 & AR R /R Y 2) B 52 R .

VE B

sourcelrl
WMRANE , Hook HIRIFERE URL,
PVE B

EBR : 4096

documentationUrl
RUAEFMAXHNER URL,
PHE 2

B Ahttps\:\/\/[0-9a-zA-Z]([-.\w]*[0-9a-zA-Z])(\:[0-9]*)*([\?/#].*)?$

PR : 4096
(® Note
HAABBRELEETS TR AERNBMAER , BETUMER documentationURL &

HAEAERAESHFAEN , 2FH0. EARMNNEMFHRER.

BREREEE 153
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definitions
£ definitions[ERIBMH LA Hook BHFEEHER,

REBBRMEM definitionsERRERBEBHEELE , TARAMERERERPHZER,
A&, BT LMER JSON EREEANBRERERFHNEENBESER TR,

PVE B

typeConfiguration

Hook #HEE RN EE.

PBE 2
properties

ARNBE. AMNFEBEBLAERBERPRT., SO GEEELEMERAMERBEE N

(@ Note

TRIFEMRBMN., Rz , B definitionsTEREREMEMRBY , WFEMASrefIBE
EFFENBEFRZECH.

BRIXETSIEM :

« default - BHERTERE.

« description- BMHHEIR,

« pattern - ARERFEW AK regex =X,

« type- BENEEZEE,
additionalProperties

additionalProperties #EREAS false, AHMNFEBHASLBEEREBERIRT . TA
FHEE® A

ME 2

BEME : false

RRBERTEL 154



AWS CloudFormation Hooks & 5R

handlers

REEAEETRBEBHETERNAMEE SRR, HIW, preUpdateEREE
APEEEEENEFRFEZT  SUAREREN,

BME : preCreate | preUpdate | preDelete

(® Note
YPRABBEENEEED —EE,

/A Important

EY MREMNHEEZREEUpdateCleanupFEMUAXE, flwn , FUATRERAH , 201y
Fl Hook MipreDelete BEE :

. HBRERBATBYR —EEREER.
. BMBREEEREHFERNER.

targetNames

Hook BEEZEMEAZBFHMES, Hlin , 1R preCreate BEERHE AWS: :S3: :Bucket B1E , Al
Hook E1E TR EMEMEBR#1T Amazon S3 fEFETEE.

 TargetName
AEEAEANREERNEEEL—BEEER,
B : r[a-zA-70-9]1{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z0-9]{2,64}$
TR:1
BE:Z

/A Warning
SSM SecureString fl Secrets Manager B)#88& £ EiE#a Hooks Z BI & &4,

BREREEE 155


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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permissions
FEESY  EEUAEREEXMEN AWS 1,
PBE 2

additionalProperties

additionalProperties #HRES false, AHMNFEBHALBEEREBERIRT . TA
FHEE® A

PHE .2
BEME : false

S s R f
&5l 1
Java  Python EREA U TER RS, ATE2EA NWAMNEHEEBnycompany-testing-

mytesthook. json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"
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}I

"required":[

1,

"additionalProperties":false
I
"handlers":{
"preCreate": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {

"targetNames":[

"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

iy

"additionalProperties":false

TERBEREE
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gl 2

THIEEHI 2 A STACKH CHANGE_SET M#E#EHRtargetNames , UHEBEHANEBEEREARAHE

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets": {
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
I
"required":[
1,
"additionalProperties":false
I
"handlers":{

"preCreate": {
"targetNames":[

"STACK",
"CHANGE_SET"
1,
"permissions": [
]

I,
"preUpdate": {
"targetNames": [
"STACK"

]I
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"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"

]I

"permissions": [

iy

"additionalProperties":false

TERBEREE 159
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=R FEA AWS CloudFormation %) 2

AEFERPWMAER  REEVEBRA 0% , IR LEEEENIRERERAERDRE, EREEER
2 Hooks TEMBER THAERER , 58 Hooks 3EEE A,

ERFRERNBAAR (£28)

EWRFPERAR

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSEHET , BEEQAH.

BELEZFANIHETE,

EARFHEAEENIHREBAMN , BEERREA.

HBEEIRTE K FEEFHRAMN,

o o b~ w0 DN

EXMBALRERNAE

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSFKET , BEEQH.

BELEZRANAIHETE,

EARFHEAEEN IR BAMN , BEMARE.

HBEEIRTE  FEERAAN,

o o b~ w0 DN

EFRMBAAHE (X#£8) 160
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AWS CloudFormation Hooks & 5R

EWRFREAMBA R (AWS CLI)

/A Important

FRFMBAQEN AWS CLI i o2 EEABMARLINKS --configurationBEHIEEN
B, BTBERE/NNEE  SHBATZEITELGTREERENMEBREARE. EEREE
BIRAHREE R | FEEA describe-typefi©o

FRAI%

5 A T Flset-type-configuration@n ¥ I E HookInvocationStatus #4A DISABLEDXR{ER A,
BREBNERRALNEEE.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

EXNRBALEERN AR

{# A T Fllset-type-configuration@n & ¥ 3§ € HookInvocationStatus & ENABLEDLAEFH A A H,
BEZNERRALNISTER.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

NERMET  FONALESEBERTESE,

EAMBAS% (AWS CLI) 161


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
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HHEEEREREESE

AEELR AR E S B EEBHRSEE, CloudFormation £ I AA%E K SEHTHEEHAILERE
EBHER AWS 1RE,

FERANTBREHEBNER  FELIRS PEMLBAFENABLEDZ# |, #§

=71 ]

HookInvocationStatus &S .

&

- AREREEREREY

4) Bh 4R AE 3 51

AWS CloudFormation %) Bk & & ik EF iR R4
AWS CloudFormation ##f B &2 EFig R4+
BE Hook BEEEBEAESRAF T

(® Note

Hook #HRE T AR AERE S 300 KB, 1ERH¥ SetTypeConfigurationi®
MConfigurationiERBEE MM FIERHIZ M.

/j n\\E %\H /Q\F*%*H E ,&
TIERERR ARBREEBETRNER,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",

"Properties": {

}

o) B R AR R 162
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HookConfiguration
NHEETEEHEBER, RBEANARBEERASER AR,
NHEEIET I BT,

HookInvocationStatus
IEENE R ENABLEDIE 2 DISABLED,

B3%{E : ENABLED | DISABLED

TargetOperations
EEERTAOMRNWREBE, NEFMEN , F2EHNEE

BRE : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

A AREHE A, 5BHookInvocationStatusti A o

MREREES ALL , BIAES7E UPDATE, CREATESX DELETE BERIGEHEERZEEIRE

KRR,
MREXERESR NONE , RIAQHTEER LIRS HAHER,

AME : ALL | NONE

FailureMode

EEAR L & & AR5 40 ] B2 32 20 RE i FE
- MREARER FAIL , BAMKYE , AIXRBAREFILHAREREEFHER,
« MRBEXRES WARNE DR AN , IBSHEAFHERBELRESAR.

BHME : FAIL | WARN

Properties

EEAMATHEBME. ELE/S Hooks BRER EHN BTN,

L) RhEREEE 5
B FEDBHIEH AWS CLI , HBETIIEE :

« B Guard Hook (AWS CLI)

LA REE
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- BUA Lambda 4% (AWS CLI)

AWS CloudFormation %] B3t & = fR EF R & 4

BA LS HE B B AR ERB IR ETI8 = CloudFormation Hooks , URIB Mt EZ BN A EHER AR
B, EREZEEEHRERENNHSE B BERRSEHER K EBREM,

FERAELEEFRMFNEELN | WRUEATLLEFEAIEH,
RAMBRERFENAMEREREBUNTAR

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

ZFEHookConfigurationfEEZMFMERNR , F2E AMERERERE 2%,

EECRAMBEREG RGN , 5FE THEStackFilters®#HookConfiguration,
StackFilters €#8E—E/ERE , YHEEMERARE,

 FilteringCriteria (#E)
« StackNames ((#F)
- StackRoles ((#F)
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StackNames B StackRoles B RZRAN. ER , B4 AR EELEMHFEVEFP—EEM,

WRBEIEHE Cloud Control AP IREN AR | IS ZEEFTE B BREHEREG,

FilteringCriteria
FilteringCriteria REEEETANMLES Y, TULRER ALLE ANY,

« ALL MRFAAEEFRGEHAT , SUAIR,
« ANY RFEEMA—EEHERG , SUAAR,

StackNames
EERASBRPIEE-—SSEHBEBMBEERGEME  BFEA T JSON &

"StackNames": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}

BB AEEETHHP—IR

* Include : ETENHBEREE, REHBFETREENHESWAAR,
- JAE . FEMES
« IHE LM : 50
- &/DEE 1
« Exclude : EHRRMHBERBEE., BRTUHEIHNHEER I  FIEHEHEWAAIE,
- J|H . FHED
- HBE LR : 50
- &/NIEHE 1

Include M ExcludefE3FHESEMELZBLEERETIERXNREER -

- = : A[a-zA-Z][-a-2zA-20-9]*$

FilteringCriteria

165
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- EELBR : 128

StackNames XIEERMEBZBANTRERAFZ ALY, ZEEEFEFEHAERAFONEN | B2 26

Hook BEZEBBFEAERF to

StackRoles
EEFAMMARPE—HZE IAM ACIEELSEHERY , BFERA TS JSON 48 -

"StackRoles": {
"Include": [
"string"

1,
"Exclude": [
"string"
]
}

B RBETIHP—IH
« Include : IAM A€ ARNs WiEE , ENHRELAGHBENEFRHEE, REELACRBES
BREFESUATH.
- HHE . FHMET
-« JHE LPR : 50
®/NEE :
* Exclude : BEHRZHEN IAM A& ARNs BE, RTHIEECACHRBNHER I , FTEHEER
SUAA%,
- BH . FHEED
-« IHE LM : 50
R/NEE 1

Include M ExcludefEdF VB EKESEH L BEST FIHIEXMEEER :

« B :arn:.+:iam::[0-9]{12}:r0le/.+
- RELR : 256

StackRoles £ %] ARN FEEBERFPAFEAFT

StackRoles 166


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html#arns-syntax
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 partition
 account-id

* resource-id

H2HE ARN FBEERTPEECLABAFZ TS , FFSE HE Hook EERBEAERF T,

Include # Exclude

BB EFR M (StackNames Ml StackRoles) #E —fEInclude/FEMExclude/FE., A
StackNames A& 6] , AR EHEIncludeFEFIEENHE LA, WRRIEEExcludeF
BERHEER  IRSEFTEEXClude FEPHHEE LA, MREKIEE Exclude
IncludeM , HIABBEZERIncludeFEFNAR , MARExclude BEHRHNAR.

plan | REEE M EMER : A, B, CH D,

« "Include": ["A","B"]1 ZAF B LFAAAE.

« "Exclude": ["B"]#Z A, CH D LtFAAEH.

« "Include": ["A","B","C"], "Exclude": ["A","D"]&EBHMC LFAAIE.

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"] FEEEMHEE WA,

B B AR B R Y EE 51
AEIR MBSO ER & B , LAE T AWS CloudFormation %) B HY 3 & B 4R R Z 1R 14
g1 BEREHE

THEHHIEE IncludeiFE, ABREHEE A stack-test-1, stack-test-2F WiHE 57
Fstack-test-3.

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

]I
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"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

g5 2 : PERRIREH

I

MREHBEBEZEBERETFEEEXCludeFE |, AIFHERBES stack-test-1,

i@ F A 4A) Bstack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

stack-test-23 WE

HE B R AR ERER R I E EE 5
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}

g6l 3 . At S MEER

WMERKRIEE Include Exclude’BE , BIREEFREEXxcludelBERIncludedy HE EIUAAE,
ETHEH S | EHFE LA S B stack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

g6l 4 HEHEBEBANAGREALLKY

THARTE=EHERERE , UR—EHBAEB, HM FilteringCriteria I8EA ALL , HtRE
HYEEREGHEFHEEREBINMAHEEACHNEEUAIEY,

{

"CloudFormationConfiguration": {

HE B R AR ERER R I E EE 5 169
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role"]

g6l 5 HEHEBEBIAGEANYRY

THARTE=EHEER , UR—EHEBAE, AN FilteringCriteria IEES ANY , PREAGHYE
SEEMAHEREBIEFHEACGHNHE  SWUAAE,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

HE B R AR ERER R I E EE 5 170
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"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

1,
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]

AWS CloudFormation 7 B {ZE EF 2 R4

AEBERMELE AWS CloudFormation Hooks B #ZERERHFAIIES|. BuLIER B EGERGRERS
bR H AR ARNEENER, SULREHRRY  SEEENERELEEIFERNERE
7. EMENFARAEHES.

EECAMBERTE—NZEHEBEBIEECREERNY , 5L THETargetFilters&
#8HookConfiguration,

TargetFilters XETHIBM,

Actions

EEEHEBFENFHMED, MFEHH , F2E "HH 1 EXEEEERES -

B{E : CREATE | UPDATE | DELETE

(@ Note

%7 RESOURCE, STACKHI CLOUD_CONTROLE#E , FrE B{EENE#ER, ¥
FACHANGE_SETE1E , RE CREATEBMEE A, MEFMEN , B2RHHEEZ,

InvocationPoints

FHEEY , EEY B RREMRM,
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B (& : PRE_PROVISION

TargetNames
FEHRES  EEEHENERERER |, FI0 AWS: :S3: :Bucket,

EREBXEERNEREABNTENEAF T, MEFMER , F2HEL Hook BEEHE
ERBAF T,

B : Aa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z20-9]1{2,643}%

PR : 50
Targets

wHrEy | EEEAR B REEN BREBE.
B &5 h ey & E B REE T 5B,

Actions
EEBENEIE,
B{E : CREATE | UPDATE | DELETE
InvocationPoints
EEBENFRE,

EME : PRE_PROVISION

TargetNames

EHENEREEERE,

® Note
IBEEEREETargetsYHESIF TargetNames, Actions®= InvocationPointsf&
Hl, MREEEFRE=(EE M Targets , BHBEETargetsW 4R ITEEM. WME
g5, 5526 TEH 2 FHTargetsYWHES,

B Z &R R By £ 51
AEFRHA AT LLUBENE S , B AWS CloudFormation 22 37 B Z &R &4,
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g6 1 EARREERMG

EEBVEENREEREMNERBEGHERY , 5FMA TargetFilters YHHE Actionsfd
Hl, T EEGERUEEERSEEEBBRRENATE Create. Updatef DeleteBE LA A%
( FELAE R T A RESOURCER STACKIRIE ) -

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

&5l 2 : EATargetsY S

HREEMRNENERYE , B ERTargetsMHESIRIIESE B R, BENFRAMES. THE
EEHRIFHARESE S3 f1ZITECREATEM DynamoDB EHRI&K EW A Hook Z BT MUPDATEEIE, ©
[ RFE A STACKH RESOURCER1E,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

15
"FailureMode": "WARN",
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"Properties": {7},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}

il Hook EERZBERAERFTT

FBAEABRAFTMABERRBN —2, BALE Hook BEEZBHEAERAT T (* M ?). B
(*) KRFRWESHEE, B () AREMNE-—Fn. EUTNEEREBHERAZME *M ? F.

Example : Hook &R P EERBE A F Ty & A
THI&EHILL Amazon S3 X BB ERERABE,

"handlers": {
"preCreate": {
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"targetNames": [
"AWS: :S3: . *"
iF

"permissions": []

THEFFEEBHPESE "Buckety WATEEREE,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,
"permissions": []
}
}
}

AWS: :*::Bucket* AJREEMMA T IEMERERER -

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket
 AWS::S3::BucketPolicy

* AWS: :S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example : Hook & BEAH B ELEE R F Ty fl

THEHIAESWUAE , LARME Amazon S3 EREEMCREATERE , URARFMEEZER
REREAAUPDATEIRE , 6I20 AWS: :DynamobDB: : Table=} AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
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"TargetStacks": "ALL",

"FailureMode": "FAIL",

"Properties": {3},

"TargetFilters":{

"Targets": [
{

"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

THIE RS AME Amazon S3 EiREAA 1 CREATEUPDATEREN AR , IRFIEERER
FREFRHEIH CREATER UPDATER/E , 530 AWS: : DynamobDB: : Table= AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

EREM
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}

Example : IncludeisEit &

TH&EHEREInclude’BE, REEMHEZRBL BER , TR L8 stack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"

Example : ExcludejdEifi &

THEHEIEEEXcludeBE, EML BHENEEHSIUA S Bstack-test-,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
EABRFET
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"Properties": {3},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Exclude": [
"stack-test-*"

Example : Excludeft¥f43E# B4 S IncludeX

WRIETE IncludeM Exclude BE , BIREHRE
ETHEHG | BRTHEAH stack-test-1,

IIALLII ,

RSB E SN F 4B stack-test-3,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria":
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

[

"ENABLED",

IIALLII ,

FRARMEAFINncludeRyEE EN A A B Exclude,
M ByEBstack-test-Zistack-test-2 , FREML

EREM
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}
}

Example : IncludefsEA

THEFSEEEEMEEBRAZAERANInclude’BE, F—EHEE & ¥EM partitionH
hook-roleHhBHEA WEMAGHITARaccount-id, FZ{AE B @t ¥partitionBH HWE
FRERBEHIT account-id 123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example : ExcludeidEA

THEFSEEEEMEERAZAERNNEXCludeBE, F—EEESEARexemptBBHE
E1EM partitionF{EM EFEIBAE#HTaccount-id. EBR WA GEMEBIEFaccount-
1d12345678901 2 ELEAR , F_EEHE KB AT,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
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"TargetOperations": [
"STACK",

"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:r0le/*

Example : &8 EA® ARN X Exclude®y Included

WREBET IncludeM Exclude FE , HIREEEEXclude FEF TR A ACERFE
AIncludefy& FIAARK, ETHEFP BRTACBRN 2 , EEFEM partition,
account-id#l roleBBHHERE LA LB account-1d123456789012,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"

EREM

4
il

180



AWS CloudFormation Hooks & 5R

Example : EEHEBEBNACHEMEGRYT

THAETE—EHEEERERAFT AN —EAH#EACGERATT. BN FilteringCriteria EEA
ALL , FTAR 24 HE R EAHFStackName MR KyHEB I FH A B StackRoles,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]

},
"StackRoles": {

"Include": ["arn:*:iam::*:role/hook-role*"]

Example : ##& StackNames#] StackRolesE2{F A&+

THAETE—EHEERERAFTF AN —AH#EAEERATT. AR FilteringCriteria EEEA
ANY , FRUAST I E 5 StackNamesSRABTF BN QB StackRoles,

ERER 5
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
"Include": [
"stack-test-*"
]

1,
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]

ERERFET
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{5/ CloudFormation £57<%& 37 4 B}

I EER M Hooks M4 CloudFormation 824 fl#%: T2 & X B/ E#E,

ZEiB#FE A CloudFormation EIAE Y A% |, B EEFREARR—HEEEH
BEZAE—R , REEZEAWS IRF M BB+ ZE—HEMEBMN DL,

CloudFormation % Guard 1 Lambda Hook BN 2 T HEHAERER,

%

E 3 Guard Hook

#3 Lambda 4

B

IR TT

fEF AWS: :CloudFormatio
n::GuardHook ¥ERERRKEIF
B4 A Guard Hook,

£/ AWS: :CloudFormatio
n::LambdaHook EREAIRE
FEXA Lambda Hook,

B
LR ]
Biig#E

g7~ 505
gMisZE

) g ]

AX A

CloudFormation B2t T3 ERER Lol ESEAPARETBITAE,

%
EEEAE

ARE Q) FAVERE

RED R TR
TS

A IS AT IR 5 5
REBME

IR 7T

f5/H AWS: :CloudFormatio
n::HookVersion ¥BRER A6 &
FRRE —ERAN BT AHEME
CloudFormation & #1g,

£ AWS: :CloudFormatio
n::HookTypeConfig EIRERRK

EEBTAMBNBR,

£/ AWS: :CloudFormatio
n: :HookDefaultVersion

BARIEE B AR FEERIR AN

&R

£ AWS: :CloudFormatio
ERER  BEW

n::Publisher

B

LRSS

Bilig#E

giflga 7

gMisZE

ERPTE TR
BiigZ

BiigZ

LR WITEAR
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(2]

BARrE. £=
FHE

fRRFR

"R B 5% CloudFormation 2 #&4&
NEEM (A, BEAMNERER )
B,

M AWS: :CloudFormatio
n::PublicTypeVersion BIR
FARAANZHETMNETIE
MALNEE=1AH,

AWS: :CloudFormatio
n::TypeActivation ¥R
H&Ed AWS: :CloudFormatio
n::HookTypeConfig ¥REHE
B , WEEWIREFRBALNESE
=Y =HEAL B

Biig=E

Bilig#E
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AWS CloudFormation Hooks i f & 5 B9 344 FE 50 52 8%

TRKREB LXEM AWS CloudFormation Hooks AR EELE, NEFRALXEEHNE
4, A LAETRY RSS STRR.

- XHBRILEFHKE : 2023 12 A 8 H,

g5 iR H &

B ER B BB EEHEBRZIX 2024 £11 A 13 B
B K WEZEF#HA CloudForm
ation Hooks REE(HFTEVET AN |

] A SHE R R DU AR

AWS EiniEsl APl ARES ) 243872 © 82 Cloud Control 2024 £11 B 13 H
API B4 K TEEFEH
CloudFormation Hooks £ i
Bz BREERNHERE,
MRKBTERNER , A
SRBBREAPILHEEIR ,
B HES I ARFMERER
&,

AWS CloudFormation Guard AWS CloudFormation Guard 2024 £11 A 13 H
Y %ﬁﬂﬁwﬁﬂ AR
EFE (DSL) , TARER

pollcy as-code, Guard Hooks

A LAFE{E Cloud Control API #1

CloudFormation #4E , SAfE#

BraimEERNHERE, IR

RETELRNER , AREX

BURIEL Py LR ER |, S5

HES I AFFHEIRIEEE.

AWS Lambda 4% AWS CloudFormation Lambda 2024 % 11 B 13 H
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A HEST{E CloudFormation #
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