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TERER B mE ?

AWS ERHERKRIRKE —EREFRENERUE  SUUAKERRERETAZRRY , SUERRET
B AWS EinfkBNER SR, ERRENNER , UEERFRERBRNER,

f’E AWS EETEAERMANERENERRRERETZIRE, EHENRBEE  YERAEAC
HNERERENER LEZEN AWS EREH. EETHHFENRELEHEFE K SENRERE L&
REFET T —EHEERNRE.

@ Note

AWS & RHEEI & im B 51 E A M AWS Enterprise Support &F, TR&ETRZ Enterprise
Support &F H8EFE , FB#4& AWS Support.

EEFHENERKIRH

« AWS ERETKRIGHEIEA - hitps : //https://console.aws.amazon.com/datatransferterminal

- EREWmRRHEE  ERERRERRENVESETRAPETRERREM. NFEFMEF
ZREETERER,

2

Pl

£ AWS ERMERK IR T REERR b ERVESEREEDR AWS BEinkHK. ATE2ER SN
RimEN — LB TREENERER LEFX

Z2, WENEER
BEERERKERSERREZENABNE , TREAWS ZRREBEKER  EERNRERE

MRH < BET KB ER G,
ERAEERE

R ENASTEEENEHER , XEAEMERKRE IS HE AWS ERERK RHE

f=va]
Fo

S RRHAE B 1 R

BEERHER A IHEER I T2 RME 100 Gigabit (Gbps) H#l (LR4) EiR , ARREER L EMNE
&o
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A EZEEEE Snowball RE , YEFENER LEEEMN AWS Binfk. £REEERBES ,
BUNEHERERRTRE  SENCEFTEERNLES.

EEHE

A AWS ERERREHEZEEFHEERENEHERIIERE | AFNERERK RHERTE,
Z2ETIRE  E—F THRERNERKIRNTE.

3

£
- EEEK
* AR

=n
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3 33 [ K

HEEKEH AWS IRFBEERENASEHE K EEASTREEERXRENERETER ER, RE
Transfer BB EBEA Transfer BB A , YWABKIEEAS, RfEBRE—RBEONIELNER
BHRHER,

WEFMES , F2RFEERERKRREZ.

AE

ABRETETNERREN T AR ENERAERNEHRIFHRENEA. ASTURRERFTER
ERERERIME.
EFHEE

- BFHEER AWS IRFHEE , TR HE AWS ERERKIFHIRSFIE, FBNBRAR,
ERERER

- EREHERETUNTENERKRREETEN LEXZNEA, EEASXAHEFH#ES
BERE , WHEEEN AWS ERERKIRHIRS, FRRERERKRIEMERER  BEERF&
M 1D,
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=n
AaxX

BERERRRERERERTE , B —HSARBHLEGEAEHRENEE. SEREBFTEERNERK
M ENEREREHBAREN G DER X5 0EFALATEHRERLHE , TREFNENERE IR
HEHF,

HEZEER

& 0] LATE Data Transfer Terminal £ &P EE —ZAE/NE , A —BARANEM—K, B4R 0L
HEHRE K RE2BEZELER—/NE, METETHXEZVRE 24 NEETT,

EITERERARENKEIAR LEMNERE, EERE NFEERERKRHREARER K FEBRE
HEMRENTIIRE.

e
- BERBURISTRIE LERRNRE. NFTEBN LENREE  F2REHRBEARL.
BB R A
- EENRBRREREENEER LERE K MATEFERERTFERNEERKEEZERT. &
FERER THEERNFRNEFERV/XFDRONERD , TESNEECN LERE,
EREm AN
- ERERRERERERESAREERERTMRT. T8  BaNERXNIERETEREME
HY B o

52 I Z= 451
HAREM AWS EEXEEFHUUEMERNERKIEEAR  BRECRARITREERPERES,

B By BN BB B B R (AD/ADAS) | MERARHERER (OEM) MEEEEREELEN. &
A ASEAN M ZEHTRENREENNEBEREHEEARERNE, BRENEHKHE  E
LB ERBENER T EER AWS ZinfkTE , 3 AR AD/ADAS HE,

HEEAIRE : Studio NEMRABAFEREEEERVUEEEBULANIA AV) ER, ELAVE
RUARKEEEER , MEIBUEENEENREBR T U FTEERHEFEKG THERE. SBERE
HEGREEER LEEN  JURELEERBR  YBRSRENEERS.

BEE, XFRRENID XA FAREIRXGEREANEGSEERVEREEN  EFERELR
BILERLEZE AWS ERMETIMRIIR. ERERERETBRENTITELRBEENEZHN
RFEREIRD , ERBRuUp-to-dateRMEBEN RN, BRRMHEMEREMESHHITEA,
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HH B4 Bk %5
T AWS B3 T 4E (2 BB S SR AR IR (L B2 TR,

AWS BR# Description

AWS Snowball Edge AWS Data Transfer Terminal & Snowball 7 f
REFERELEZE AWS ERNNLE , SEINE
BN EFHFRERIIRIE.

Amazon S3 ISR CHNEEERIERERK IR  URER
R4 A ER EEZE Amazon S3 R,

THEAARTS 4


https://aws.amazon.com/snow/
https://aws.amazon.com/s3/
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EERNERRERIIERE <8 , CEERREFEREZMBRAENRBENERL, WFEKEEBERN
BE  FSETIER,

ax{m

BAERHARAEEETER  EERR. B8, BENERNECREER , FeAREEN &K

f=va]
Ho

IERY IR RE LR RE S fE A A (L4) AR

® Note

FRHENZLBEEY A FRELHNENTEFIENEHRHENAETRE LEBMEMR
£, WEEAENERKRERERERENNBERE, NRFHRENR  F2HEAWS EXE
L Eeee e

IR

BAREH LERE, ARSFIRIE (ELEER ) EXEBFERIMERK , W AXE DHCP, £X4EE
BTIEB TR ELEER

« 100G QSFP28 LR4 (100GBASE-LR4) Yt## QSFP W3 as , EHEREERKIRREHIZHNNBER
EEEM NIC M LC EEBHEE,

. IP iyt B B)4ERE DHCP ERUA. DNS fafk23H DHCP HEERo.
« Up-to-dateEX B8 F1 NIC EREFE =,

&Hbﬁi :t’ﬂ.’,

HREMEA AWS ERERRRERSELEIAE  FERBTIEER.

- BENEE
« 100 Gbps #BENEF




AWS BRI RIS
16 &%/ CPU
+ 128 GB RAM

« RAID &% F# Z B NVME SSD R4

- {#£/F Command AWS Line Interface 2 AWS SDK , £ AWS Common Runtime (AWS CRT) 25\
EEETT L&,

RELUTZHRZEIL Amazon S3 EHIFRE. £ AWS HEBERNRE LES3RSIBTREEL
B, BRME ~/.aws/config.

51
=

[default]

s3 =
preferred_transfer_client = crt
target_bandwidth = 100Gb/s
max_concurrent_requests = 20
multipart_chunksize = 16MB

22 , FTE Amazon S3 {HREEEESHEHEL £ & LB s3 &\ T EAk 1L,
BA . BALEA aws configure set®m® , UBXFRFTAXNBRELRE. i, EEREE
HREREEN LIRE | BALURARTTIGS

aws configure set default.s3.preferred_transfer_client crt
aws configure set default.s3.target_bandwidth 100Gb/s

aws configure set default.s3.max_concurrent_requests 20
aws configure set default.s3.multipart_chunksize 16MB

« FPEUEBERXRTARAERUNANRERREELE |, FIRM --profileifE, Hln , EERESR
B 2REENEREtest-profile , BHTUTEHIN B,

aws configure set s3.max_concurrent_requests 20 --profile test-profile

« E#E LA BBR (Linux) SLES#EIEE,

sysctl -w net.core.default_qdisc=fq
sysctl -w net.ipvé4.tcp_congestion_control=bbr

H &

mMF AWS $$5) Amazon S3 BB LBEEREEN FIRENFMER , BSHT DR

Hitp&EHA 6
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« (AWS CLI a5 58%) H# CLI Amazon S3 & AWS

- 7EEAR Java B9 Amazon S3Amazon AppStream Bi 2 E 4 o F B X AEE E M Amazon S3 i E
i% . AWS CRT A Fixs S3Amazon AppStream

o {£H AWS CLI # KBEE FEFE Amazon S3 B |, I{ARE(LEE ? AWS HE 08
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https://awscli.amazonaws.com/v2/documentation/api/latest/topic/s3-config.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/crt-based-s3-client.html
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https://repost.aws/knowledge-center/s3-upload-large-files
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BEREEF - AERERRREREETRE  RAERAERRERNERIIEN AWS EREH. B,
LR FEZENE R IREREN AWS ERXEIRF X BRI,

EHEERERREERECH , FRETEREAERERKREINEMER—§ , MRREHFER
BAREERNERARNRIE. XEMAERRTFEENERERRBEHREFPRAN BN ERE
&

E R B AWS , AWS ZIEF S 8B FWMERK AWS |, BEERERKIGK, ZREX
NERERRENER,

EREERERKEE  FEATISHTNSR.

ER5EM AWS R EERHMERH K IR | SO LUREE AWS EEXRATDE FERES., NEFHA
B, F20E CAWS EBFEAAMER) PHEE EBFEANES. AWS

BHE AWS IRF#& , SR AT U FIRER ERKinE. NERENER AWS ER{ERK RENFRE
A, F2RIEERERRERER.

M AWS IRF

HERBER AWS , BKFEE AWS 1RF, MFEEY AWS IkFHNENR , F2H (AWS IRFEEZE1E
) T IRFEAM. AWS

EE AWS RS 8


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html#change-language
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
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BFREERE R R E

EEMBER AWS ERHERKRIGHE  BFEHE AWS IRF |, X3 ALK https : //https:/
console.aws.amazon.com/datatransferterminal V& RHER K HE T IEE, EABRERKRE#RITIZES
% K BULEERENREIETHNRE. EEHERSE , BEEHTTIEE -

1. BV EEER. SFERVEENEREFERELRE T FNE/NERKREREIUETER
B, ®EE-STHRLTE K FEHREVEEEN.

2. ENEBRRETHRER  CFEECETHEARS, BEE-— S THUNMBASHTEZEZERK , 72
BFATIEAS,

3. EFHERAELEIRF PN ERFEEREE, NFNAHERENFMAET  F2HREEREF
HE Ao

4. ERREMNFERZE , FREARBNFMEALBRER, BX®R , £ 24 MNEAE LB RRER
R, MFFMER , F2RBRENELENRE

REENRELFHEIR  ENEREBEEATEENRBFRNERERKRIRHMERE. NFEFAEF ,
ASHEERERREHEREETERNESN.

By EEBER

HEFHERNERKRREERE  SFEE AWS EETEATHERE, BA AWS BHIRFUFIE
MEHRFERERE YK TISRUEEHERE,

1. REERRIFREE RS , BIFEKRERRE.

2. MBI AEIRFPREEZER , ISEAEIREBRE., REEEITWHA Transfer BB S 8L
A,

a. REVE I EEERIRH.
b. REKWE
- EBREXENMNN2E 64 BF 2B , AFBREFHE,
- EEAFE. 8F. ARANRTR. SEHEBISKRF T,
- BOITEEMBRNBBNEHR,
c. EVEEBEIER,
- REEBRAFBEERNER  fINERERTRERER., THEDHIERNEN.
d. BRENER I S EBkIR .
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EHTE R B miik S 8y S E R

EEREFNEREE , F2REAERNIEERER R IR E —

EREUARNBREZER , AT TIBE

-

 EEEERER L | ZEREEERNEEER.

2. FERNBEEREBNER , FRIRERTE.

3. FEMEABRAL  FERNAERSIER X HAERBEEPNAEHR, FERBREMNIK
F ? —Hifid SR,

4. BEFERHUHMBEZERNGAE  F2RLERBAEETENERREHIEE LHNERAS—

B,

WMEAE

HEFHEEENENERERNEETLNERER , UREENERT FMERERERERE. B
EABMEEENEEZER , BT TIBHE

1. AEEXEREE L, REZERKERDPIENEZEERFPERNAENEZEER ., SEERNE
ERHEPFERHER,
2. ERABRGIEER K RAREFZMASRT , BASKBEEEZER,
3. EEMAEBEE L , fALENEEBEERC ASHNLEEAERHAL.
a. ABRI# : BIMME—AY BB MERIA R,
- BIBAREBRIAR  AFREAS S,
- REERA 64 EFx , YIEFE., BFMBEITR.
« TAFERBERF T,
b. 8F : REBRAEEEBAKBENEG TR LETRNEF.
c. K RUBRAEBEHBAKENS SR LB RIER,

d. EFEMFibi IS REFNEFE byt HBERRBEFANFRER SRR IREERENE T
ABEEM.

4. ZHGEM A B R LA ST RS A BHTHE EEEE .
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AWS B RHEER K im i ERAEER

EHERERKIREIRE ERWAS

B A XEEERERRREIZEAPEBIBIRFAFNREAE. AWS ERERKRREFEEER
A A BEHTERMBRA S

HERENERERKCRBIRFBIRAR BT TIEBHE

1. EEEERKERE L |, ZERRAEBRN A SHBRBNEEEX.
2. TR EEERNEERE L  ERNABRSIER,

3. B—THREBRNBIBZNRIERE, FEE K REEMBRABSNREER , KX EFIXAEN
BlH.

4. EEMERZE, WRESRRES  UREFMEASNEMEE, R—THRZBUEE. T24
meE HBEERE  BEERMERAS.

BEERHAFHEER

THETEESHERMEAE AWS EEFEEHHBRENERERKHEHERE. IEEAERMERKR
MERENER , FSREETERES.

1. EAETHRE RS FEHRPERRH L.

2. TREEREFEEARE LAIWM,

a. BIEZERGERE ENARRENEZEERZLHER, IREEEZETENER , BFE—T 1
VEEBEETE Y ANEZEREEPIRIE,

b. EFHERE  EMEERTEERENAERA,
- RERAARF—EEFHEEE  MAMBALEARE AWS IRFHHWEREAS.

EFREERTUMARERERERC— , UHTEREREE,

c. ERERER | EMEFNERERKHERRENAR , UEKERERTESR, SUNUREER
WMZEAR,

- REERRRFENEHERTERN 4) FEREAESR,
d. ERERKREHRET  EEERERKIRMERE. MEN BHNERER TERRNBERRE.
i. ERERRREERE  B— T TRASTRULENE R SRS R,

EERERRIREIRS ENAS 11
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® Note
FRERASEARGEHER, HttUEETERIHRIEFHEFIRM,

i. ERMERKEBBNEE : Z-TESRENBPNKERL , MeRITSESBLHERE,

MﬁEK’J‘hﬁu 24 /NEFTEET , BERZSTHBHEIBA 6) BA , BERZRERS 48 /N, WAL
—REMVESEHEB—X , LEBERBERA,

- AR 24 MEFFIRT , LEHRGBEUEPNFEERE,
- FEETEERY , AL AESAERNER TERBRCEELED — @KW ERRE.
* ZIU n¥%ﬂ1ﬁnﬂ nﬁxﬂa}jt‘&E%Eo

3. MR REFHMEANALRER  ARENEVRAUEE, SXTENEHIER , XEARHRE
FOEE-38

B B8 3 FERE AR R

EERENFMAEAR  FENT —FRANBESEHNEER. ARRNEZLEEH - REERERK
i R H AR E o

- MREHFBRBIRE , HERE IR
- MRLEFBRLERE , FEN L —@EiR.

RXAEFRR , EFHEAERRE —HEFEYH K BRECKIFREEEZES. —BFRESK
#, Z—HE %EIHH—:TJE SRE  WRESENFHERERKRRENSRHA. IFEEFNENER
RInHRENES , F2RETERES,

SFENRE
EHERNERRBERAREERETEMNEE A , § 24 NENEREHR,
EREEBEHEzZ K EEZRf. FEIMMRENGEE  FEEE I REATNEEERKER,

1. BB+ LR IEE TR RE
2. B—TEEIIRER , RRBEEFFENEIE.
- Bl ZERARETRERAAENFMAER  2EAB. BE. NENERHAE.

BN FEERIR R 12
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« RE BB RAENFEES  SEAH. BE, NENERBAE. Fi8 , BEL4AH
FREMVRE B AR 24 /NEEST , MAFEVEARINERE]. ENEFEEESBRIIERFR
HYRERE
« MIBR : MBREHETREEUERE . BURBRLAEHENRE BB ED 24 MFRE. BFHER
HREFREGERIE EEUH R B R RERD,
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EERE@mR R EETER SR

ERMERR RN ARBENE , ATREH AWS BN T2 EN. BEFTIEMERK IR
W, FRARCERIEFENY , AP I3NERERNFIER. IEFRANEAER EH K REEREN
n¥%ﬂ1ﬁnﬂ nﬁ/BﬁTEUEéo

ES |

- ERTMHE

- ERERRIGEEREERbI

- FELEREY

- ERERKRRRENPVFERE.

BT E

EREHEREBRUNTENEHMAMENER |, fSIMELEEH, REQWBKRME, BB (SSDs) M
AWS Snowball Edge, H#RENRIBERENL , AEABERERKIREREN EBRERER. 1FER
ERIBNERNFMER , F2REAENERRIREINERINTER,

REERE, ERANBRENENNENERERTAERNERRIFRENRIBENEE., $HRE 6 47
BREMABSAEZHNIREE. AWS ERERKHERAIEESEKIBERNEE,

ERMEm AL m R e E R

TERMHENERRERENER b, ARt , RETEENREREESENERNERERSKE
—HETEMN , EFe2sTESNERERKREERELABEEE. AWS ER{ERKRMERE AWS
Direct Connect HRIR U BRI AR , HILETUAERERER LESQFRBUSKENER K IREER
. MRELBETESWERANEFHH , FEEN AWS ERERKR T FRERI LTS EEHER
B, MBZHE T EFERIERER,

FH BEY

EEFHENERREHEE , SNERERERLARHE T RANBFZEN 1D, EAREY
%® K R2AEEBXEEERERKRRREN,

ZESME 14
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EREmitinEAF PRV AR R,

BEERERARBEEREEM 2) RAEEER. —RRETIEM. NREEAPEEMEMEREDE
B , @3 Bl[@ Support El¥R.

ERAEER

ERERRRRES PR RERE.
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5 St HF 7 48 S 1 R 8 R

MREEMER AWS ERERKRHFESEREMBNEE | flNERERBRERERRER
18, FER T IR IREIUR,

ES- |
« RIFEREE
- EIREEHGEE

X MR R

MRESEERERREREATEIERERFEIEE , FEETHIEE .

- BEERERKHEERESNSAEM (2) REHE LC B8R, MREP—(FIMFEERIELX , FBILA
B##& AWS Support,

- MR—FEAEERELEE K FERARHER. WRENMAELHEE —(FERERE  FERFRAS

— R R
MRIEMAEEERBIREITER |

B R 5 B HE AR

MR EReAERR R  BERERIMER  FEATIRHEHEER,

nlh+

3 BNE4& AWS Supporto

- BREEHRBEEFSEENHEBER, WEFMER , F2REAERERKFEHBMTER
o YIIRE H ALK B REATIER
- ENREBENEE A RISLEEBRNERE,
- EREBLBTESREEDE , UIBRRTIIEE .
- DHCP ERH
. IP it EIERAGER R R E
- DNS fAfREEERE
- RIEKEEE NTP @5

R fREAR R E 16
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MBIEMREEELR | SFBHE& AWS Support , HARIREE FEITHIEX R (0S) BEHUTH#HEH,
Linux/UNIX

« ERIFHEBRBSYIRE (CLI) RES IP Hut MK HEH. #R IP hutBiERkGHBENE , BESHE
HEE U N TER RIS ERART,

ip address show
ip route show

- HE , MR iproute2 REREREL , Hipn " EEFER , FEATS

)
dl>

ifconfig
netstat -rn

- Ui%E DNS fAfREsEN. EEZZETIMELL nameserverB@# FFEAY IP bk,

cat /etc/resolv.conf

o WEEREFAANELE, A Biidefault_gateway_address BFfigRFEREER IP ik,

ping -c 5 <default_gateway_address>
ping -c 5 s3.amazonaws.com
traceroute s3.amazonaws.com

« W HTTPS ECHRMNE ., THHDESERKE Amazon S3 HTTP 200 OKEIFE.

curl -i https://s3.amazonaws.com/ping

Windows

« B FRAPHIE IP ik, BB DNS ARERER. R IP il SIERGHERTEH. MECDER
iy DNS ffR=% , AR EBFERFE U N FEREHEFTEERHA RS,

ipconfig /all
route print

« ERTRIFAPREERNERVENBEH, & Bfldefault_gateway_addressBIigRAI AR
RIS/ 1P ik,

Linux/UNIX 17
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ping <default_gateway_address>
ping s3.amazonaws.com
tracert s3.amazonaws.com

« £ PowerShell FYIE HTTPS EfHFBIENEE ., THGTSESETRHTTP 200 OKEE,

Invoke-WebRequest -Uri "https://s3.amazonaws.com/ping"

AR AE

HEREPERENERERNAKAEIETESZIZERENTE, THRETRSFERNERE
BRE

- TEEE . TEERE  EENEFEAATASERESREERK, EEPRFEAN CPU MR TESE
FIEAER 4], EEE T RAID 5t {EH NVME SSDs, 84 EHA AWS CRT BRXELUESE
PRI AE N BR1K CPU A&,

- INBREH . TLEH | Fl HTTPS , RANFZ AR Mg MEERER,

- B EEREERHSRREREE Nt ENEE., EITEMIEREIGN Amazon S3 FEFET
B, JUBRISEE , ESERENEREENHZERK, XEEXR|VREMERES
AT E RS,

- HEEX BEXANHASEESHER , LURBEREREE,

RREXE 18
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AWS ERHERR inN 22

AWS ERHERRIEHRMZ NIRRT | BEATE AWS ERETER SR, WEEAEGERMERY
BER  ERERKIRERTREERNE. Rt , CHATRHHTERNEREER , ABREN
BERERRREMN,

MEREZE AWS REREELIEF. 5/ AWS FF |, BuUZHRNERFOMMBIRRE  ELRER
ARTREREZEHRABHFIRMEES.

ZEMR AWS BECBNARRE, AFSEEE SHERAERNZENERANT S

- ERWEEM - AWS BEREHE AWS Cloud F#I1T AWS BRFHERERE. AWS t AERHATR
EEANEE. £ AWS SR EF , F=IERESEHARLBREBRMANZTL2YR. B2 THE
AR AWS EREREIREN SR E  FSHAWS SR EIEE R RS

- BT et - ENEEEURAREER AWS HNIRE, SH4AHHARREE  S/ERNIRE
. BRBANERMEAEENER.

AXHAHEE T HRONAEEAERERKRRESERARAREEEE, THETERANMEEAERMS
WRREEERRELNER., SEETHROAEREM AWS IR RGBS EZENREERERL i
HWER.

FE

- AWS EREEKIEHTHNERRE

- ERERKIEBN S NENER

- AWS EREBKIREN SRR

- AWS ER{EImiLin i rY &M

- EERHESK RPN S

- AWS EREmRIEHTHERSERLSM

AWS &R EwmikimE T ERRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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BEERRXFIEESZME Condition THE , WEAEE — Condition TEFIEESMEREIE , AWS
EEAELE AND BRIFFT M. WRESKE—RUERSIRIEESEE , SEMABEORRE AWS F¥E
RfF. ERTRARKXMFFAI 28 , BEFEFRBE R

EREmR IR IAM EEEA 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS B RHEER K im i ERAEER

BHTM L EEEREEFERAEZSNVERE, fln, BUUREFREERAE IAM £AEZBERLR ,
BERERNTFURTEIAMFERE, WEESEA , 728 (AM E£AEER) 1 1AM BE T
% BENER,

AWS X ELEFR G ERNBBBEN RSB/, EEZEFTME AWS 2EKR4FRSI8 , F2EH (AM
EAEER) PHAWS £EERHERERSI#.

EREEENERRERRTRCIBNEE , F28 (RBERESE) FWAWS EREE K IR B %
#RE[#, FETHRETUMERFRGRSIBNEENER , F2RAVS ERERKIEHESRNEF,

EERAENERRERE D EBERINES  FSEAWS ERERKIREN 5 5 B BEREH,
BRI SRR mMEP R ACLs

TEACL: B

FHUEFIEE (ACL) ATEFIBLEERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMA6ER JSON BERXAHEN,

ABAC E2 & | {2 45 v 4
X% ABAC (MEFHER) : &

BHAFEES (ABAC) R—EREXRE  WREBMRERTT. & F AWS , ELBHBARAER.
BAUKEREEEZ IAMER (FRAEIAR ) NFSZ AWS ER. AERNERMNEEE R ABAC
WEE—H, A&, BEULERE ABAC BE , MEEZFXANEREHLEHAFINE IR LW REMNE R
REFERE,

ABAC EMRRENRETFHEREY Yt ERREELEHRKRAH.

EERBERIZHER , B LAFEH aws:ResourceTag/[replaceable]key-name ', , or
aws:TagKeys condition keys. EBERHNHEHTEFRUEERENA. IREBEXESEERER
WATE =ZERt<E , AIRENEAR. IRRBEEXRERELEREENSHB=AKREEES A6 AES
Partial, % ABAC WEFHERN , 28 (AM FEAEER) PWEA ABAC BEERTT. NEE
EESHBRE ABAC SBRNWHEBRE , F20H (AM EAEER) PHEHABHEEFEIESE (ABAC).

REERERKRRERAREEAER
XERERE &

ERFEABEEAEREAE K& AWS REEEEE, MEFHMER , SIEWL AWS RIETHEE
REEAERMER , F208 (AWS IAM FRAEERE) FHAEZE IAM ER 0 RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS B RHEER K im i ERAEER

MREERAEAZEEBNBBUANTASEZA AWS EEXEE , AISEABRKEAER. 6w,
BB AWS ERNTAINE—ZA (SSO) EEFH i , REFSEBEURKEAER. EBUERE
BoREAETEE  ARVBACE CUEEDHEVKRKER. IRVRACHFEES , F2H (AM
ERERERE) PHEEAETRE IAM A6 (F28).

BRI LAER CLI 5 AWS APIAWS FEIBRVRIEEAER, RE , SuUFERAELEHEABTRRE
B AWS, AWS BEZLHEELBRFEAEZR K MAREARPENRSE., MEFMEEA 6 BF2E
IAM IV E B2 2 RE.

EREmRmEA s RIS TR
XEEHFEFMIERE (FAS): &

EEERA IAM ERERARE PHTHER AWS , BEREAZETA, EARLRKE B8
BITE @R , EMEFRREPEE S —EEE. FAS ERAMFWU AWS RIBHETLAFT , &5
R AWS IR , AT EREREEFER. ARERBRIFTEREM AWS REHEREEB T RETTHKIEE
REF, TR FAS R, BRBERT , ELAEBRITEMEEMENFTA . MFRH FAS FRE
HRFMER , F2RERFIM TR,

o I8

2z

ERERREHENREAE
xERBAE . &

REAGRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, S ERRE
At. IFFHMES  F2H (AM ERERER) PHELA ST ZiRiE AWS BR#.

/A Warning

SERBACHNFTIRSPHERERKEHIIE. RAEEERERKRERERESIRK X
REmERE AR,

ERERRRENREEEAE
XERBEFAE B

BHREEACRERE BRBN—EAWS BEAR. BETUBEAKRENTEFNAR. BHER
AEERTEESNIIRES AWS |, YHREHE. IAM EEES RS , BT ERERKEZACHET
G
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS B RHEER K im i ERAEER

NFERVREERBEFEACHFMER , F2ETEL IAMEENAWS B, EERRPSHRR
%, AP RBEEAGMTN Yes, BERER , RRZBHHRIER BB

AWS BRHER K im R & 5 B BERE 5

RIBER , FRENACRERIIERERNEBRIHRERNFT T, MBS EER AWS EEEE
A, AWS @535 E (AWS CLI) 3 AWS APl RETEH, EERTEAEHEMREERAITEEN
AFE, IAM EEERLIEY IAM BER, A%, EEETLE IAM BERFHEEAE | £RAEERETE
LEEe,

WET R E AL JSSON BURX M2 IAM S5 RBR |, E2H (AM EAEERE) PHE
M IAM BUER (E2B)o

NE ERNBENERERNHMET  SESESEEN ARNs K2, FSUREEESES
BN,

S

- BEBEEY

. ERERHERK SRR

. REEREREMECHET

B BERREHEECIRFINEARBTURN, FREMGRESERRHBER, ELBFIREY
IBHIRFELEMA AWS . EEEVHRES 7 EBURE , FEE T EIRERER

- FRIEER AWS SEBRRI B O KEERTT - EERBRFIRTENCERAENTERR , BFEH
B RTHZSEREARGN AWS ZEHR, THIUEENIRFFER AWS ., RIEZREESR
BERERARM AWS NEFZERR , WE—FRDFA, NFEESER , F2H (AM EREE
) T AWS ZEBURREBBEENAWS ZEBR.

- EAREERET - 5RE IAM BERNFAR  FERTHTERMENT. KERLEN , &7
LESRERERGT TIUEREERRINEFE K SELBARKKBRITT. WHEEA IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF I,

« £ IAM BER PR EGE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | WU AR EBERGY |, EENSAFEH SSL EEMAERER, WEFEB AWS CloudFormation &
BERBER AWS REEE , KU UERRGERETFREBSENFZERE, NEFRENR  F28

(IAM EREIERE) T/ IAM JSON BUEETE : 4.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS B RHEER K im i ERAEER

« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2B (AM EAEERM) PHEA IAM Access Analyzer B 7 BUE.

- EEZEEERT (MFA) - MRLHEFIEE IAM EHESR AWS IREFHIRERE |, B MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#A, m2HE (AM E£AEERE) #1EEB MFA &Z £ APl 77EL

WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,
EREMERKEEERE

HEFHAWS ERERKR#EERS  BXARER —BAREFT, ELEFFITLEFET HNRE
AWS tkF P ERERKIRBERNFEET. IREEYNS S EBRESELBFIERSE , BE
BREHZBRNER (FHERA® ) $EINERERE.

HPNERI CLI 5 AWS API AWS WERE , BT EEAFREER ST, kit , RAFFFHE
HEBR#ITH AP BERFNEE.

ATHRARERENAGNATUERAEN SRR REEIRE | FHERERKRE ConsoleAccess
% ReadOnly AWS XEHFKEEIIEN. WFFHEENR  F2H (AM EAEERE) HHVFERA
FEAE.

RFHERERBMFIB BT

WEHE REBMMEIEBER , AFF IAM EREREKRMBMBAEAES 2N ARREZEBRR, WBEE
AEETEATMEA CLI 5 AWS AP AWS SRR A X TR LB ENEFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS B RHEER K im i ERAEER

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

}

¥ AWS BERE @K im0 B THEZS 6

{56 F AT S AR 15 B 46 R0 RN 5 E 46 F D RHE RIS IR AN 1AM B FTBESB BIE0 % RS,
£

- RERTENERKBRTATHE

- REEAH AWS IREANA BFRRMN SR ERIIFRER

REREENERRREPUTENE

MRBEETE AWS ERERKR R TR AT REAIFERE , ATRRIALENTT, FHIEEN
RFEES , URERTEFIENBERT TN IAM &5 BX,

BRE AT AWS IRFIANABFRERNEREHRHEE R

BRLEY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, EUIEEE R
LEEEMHDEZAR, HUXEERERNBERNFIUERIBE (ACL) IR , &R LUEA ARL R
RRBETFAEFRENE RN,

WMFE-FTH K F2EUTRE

- FETHENERRRRESXEELYR  F2REERERK RHIN{TE IAM FEEEH,
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AWS HBHEm A EAEEE
- BETHRNMAESHEEN AWS IRFHRHEFRNEIE , F20 (AM ERAEER) FHAEES
B 5% — 18 AWS 1RE Y IAM A & RHFEUE,

- EETHRNMEERNIFEEREMGBE=7 AWS IRF | 520 (AM FREER) BHEFEUER
HIGE = A AWS HIRE,

- METHNAMEBBHS B oREFEIE |, Z2680 (AM EAEKEE) TS FEER SR ENIDE
TEIBRBNERE BEE D).

- METHEAACHNEREBRETEIIRFFRZANZEZER , 28 (AM FREER) 1 1AM

R EBIR E &R ER.

ERHERR T API 2& . BENEIR

31 AWS ldentity and Access Management (IAM) BUREF | th B A B0IR 7 ## AWS ERME@K i
APl BEZEHNEREER., BUURTFHRURTHEESE , URETURFHFT AWS HE R,

—RME , LT REERNERRHEHEITTHIEERRN AN

« & ActiontEHIEEEE, EHEESdatatransferterminal : ZEH M API BRELE, Hlm
datatransferterminal:CreateTask,

* 7 ResourcestE&FIEEHE BIFHRAHN AWS EIR,

BB UEENERRIRRBERPER AWS REEIR. WF AWS ESRVTREE , F2H (AM &
REER) DPE AR,

ERMEER IR AP RIENE RN EE

CreateTransferTeam

o B)1E : datatransferterminal:CreateTransferTeam

&I : None
GetTransferTeam

« BiE : datatransferterminal:GetTransferTeam

BR : arn:aws: :$[replaceable] 7 ElE:datatransferterminal:$[replaceable]E
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid "

UpdateTransferTeam

- BJfE : datatransferterminal:UpdateTransferTeam
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

AWS B RHEER K im i ERAEER

EIR : arn:aws: :$[replaceable] 7 El[E :datatransferterminal:$[replaceable]E@
1 :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid ™

DeleteTransferTeam

« B4k : datatransferterminal:DeleteTransferTeam

EIR : arn:aws: :$[replaceable] 7 El[E:datatransferterminal:$[replaceable]E
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid "

ListTransferTeams

« B¥E : datatransferterminal:ListTransferTeams

&R : None
RegisterPerson

- B)fE : datatransferterminal:RegisterPerson

IR : arn:aws: :$[replaceable]nEIE :datatransferterminal:$[replaceable]E
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid "

GetPerson

o B){/E : datatransferterminal:GetPerson

EIR : arn:aws: :$[replaceable] 7 El[E :datatransferterminal:$[replaceable]E@
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamld/
person/$[replaceable]Personld ™"

PBKE4E . datatransferterminal:GetTransferTeam

MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable] &l :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

DeregisterPerson

« B)fE : datatransferterminal:DeregisterPerson

EIR : arn:aws: :$[replaceable] 7 El[E :datatransferterminal:$[replaceable]E
15 :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamld/
person/$[replaceable]Personld ™"

BB . datatransferterminal:GetTransferTeam
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AWS B RHEER K im i ERAEER

MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable]EiF :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

ListPersons

o B)1E : datatransferterminal:ListPersons

R : arn:aws::$[replaceable] FEIE :datatransferterminal:$[replaceable]E
1 :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamld ™

CreateReservation

« B)E : datatransferterminal:CreateReservation

EBR : arn:aws: :$[replaceable] 7 El[E :datatransferterminal:$[replaceable]E
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid "

BB . datatransferterminal:GetTransferTeam

MKER : arn:aws: :$[replaceable] s E|[E:datatransferterminal:
$[replaceable] @1 :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

PB4k E4E . datatransferterminal:GetPerson

MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable] &1 :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld/person/$[replaceable]Personid™™

FMAKENE . datatransferterminal:GetFacility

MEHKEIR - arn:aws: :$[replaceable]Partition:datatransferterminal:::facility/
$[replaceable]Facilityld"

GetReservation

o B)1E : datatransferterminal:GetReservation

EIR : arn:aws: :$[replaceable] 7 El[E:datatransferterminal:$[replaceable]E
1 :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid/
reservation/$[replaceable]Reservationld "

PEHKE4E . datatransferterminal:GetTransferTeam
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MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable]EiF :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

UpdateReservation

- B)fF : datatransferterminal:UpdateReservation

EIR : arn:aws: :$[replaceable] 7 El[E:datatransferterminal:$[replaceable]E
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamld/
reservation/$[replaceable]Reservationld "

PB4k E)4E . datatransferterminal:GetTransferTeam

MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable]EiF :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

PBKE#E . datatransferterminal:GetPerson

FKEIR : arn:aws: :$[replaceable] 7 E[E:datatransferterminal:
$[replaceable] &l :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld/person/$[replaceable]Personld™™

DeleteReservation

o B)1E : datatransferterminal:DeleteReservation

IR : arn:aws::$[replaceable] 7 E|[E:datatransferterminal:$[replaceable]E@
B :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid/
person/$[replaceable]Personld ™"

MK ENE : datatransferterminal:GetTransferTeam

MKEIR : arn:aws: :$[replaceable] 9 E|[E:datatransferterminal:
$[replaceable]EiF :$[replaceable]Account:transfer-team/
$[replaceable]TransferTeamld ™

ListReservations

« B)1F : datatransferterminal:ListReservations
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EIR : arn:aws: :$[replaceable] 7 El[E :datatransferterminal:$[replaceable]E@
1 :$[replaceable]Account:transfer-team/$[replaceable]TransferTeamid ™

ListFacilities

« B)E : datatransferterminal:ListFacilities

&R : None
GetFacility
- B)fE : datatransferterminal:GetFacility

R : arn:aws: :$[replaceable]Partition:datatransferterminal:::facility/
$[replaceable]Facilityld™

GetFacilityAvailability

- B)fE : datatransferterminal:GetFacilityAvailability

EJR : arn:aws::$[replaceable]Partition:datatransferterminal:::facility/
$[replaceable]Facilityld/availability

H#MKEE : datatransferterminal:GetFacility

HMREIR : arn:aws::$[replaceable]Partition:datatransferterminal:::facility/
$[replaceable]Facilityld/availability

AWS ERHEm R im B H & 37 5

HETHAWS BEREBERESRTENEER , F2HRAWS SR EHERNNRYE , RRBER
REBNESHRTE, MF-MRER , F2H AWS SHR5TE,

EOLAE AWS Artifact TEE =% HE. MEFHMAEA , F2E L AWS M T EHHES,

BIEMFER AWS REFNSAEEECARERNE R, BLTRNESHRERE  URBAWEENER,
AWS R THE RGBSR -

« REEHEARE - BEMRAREFEEEABRTRTEBEE  YRUHSBLZLESRINENSE,
« HIPAA €1 R#ESZE - FIH HIPAA §# IR, WIEFTE AWS FREEHARFS HIPAA Eig,

« AWS EHRER -k THEFMAIEmESTREERAREHNEXLMNIRE,

EREERRE 39


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/

AWS B RHEER K im i ERAEER

« https : //d1-awsstatic-com-whitepapers-compliance-AWS-Customer-Compliance-Guides-pdf [AWS
Customer Compliance Guides] - ZEBEHNAE THRLRETEE, FEERHERPRE AWS
RBHREER , UKESIRAEEZERBNLLES ( SFBEREERMPATA (NIST), X
FEEZSEEZEEY (PCl) MEREEEAR (1SO)).

« AWS Config BI g% A E35m PR E R BIFEEE R - Config AWS RE S ERAEFESANE
%, EXERIERNEE,

« AWS Security Hub — AWS LR A ZE L+ ERRE PN L2k AWS, Security Hub EA R £ 1%
FIRFEEZH AWS BER , WRERANELLEXRENGEEYE., IEZENRBMNEFEE ,
§52:8 Security Hub ##|2:#,

« Amazon GuardDuty - AWS Wt RIEEBEIZENIREZREURNEBEEE , RKEREH AWS &
RS, T/EEH. RRNENNBERSE. GuardDuty ITRERESREBFMIAENARERNE
X, B BIEEFE PCI DSS ER8ETFTRANERER,

« AWS Audit Manager — AWS Lt BR % AI 1 B 8358 AWS A& |, SIE{LEERERERN SN , UKk
TR ERMERBEENF

AWS & R a4 um 4 Ay o8 4

AWS £IKERRERU AWS BEMATARSAERZEN, AWS ESRHSEERRERHN 5
THES , EEEFUERILE, SWEENSEREBRRER, BBTHES , &7 LR RRFENE
REANERE , s AR BEBREBEMASRETE ., TRESNTAL, FEEINER
RN, HRE-HSEERPONERERREES.

M AWS BEA T A BENHARR , HSH ANS  REBBIE,

AWS ERHE@RIRH A TSRS MER, SR BUER S TR AR AV E AWS [EiF,

£ E RSt #& v 4 P RC sk M L4

AWS Data Transfer Terminal 2 £2 AWS CloudTrail 4 , CloudTrail E—& R , iRHEERE. A
B AWS REEERHERA R P REZ BERNFE#. CloudTrail 2458 HERKWEAFTE API I
WHEEASH, ERNEUIEREEMERREEERENEL , UREERERKIRE AP BRE
HRENBFEW, MREENHER , BT CloudTrail E4FER T E Amazon S3 FEEFE |, IREE
RHERKIREEYS, BIFEERREREEH , A(RATTLUER CloudTrail &P EHE L RRHEBEK
WEH. BALEA CloudTrail RN ER , HIE B ERHER K IHEIEHNER, RBEBRN IP i
i, REFERHWAS, BEBROERE , URHEAFFHEA,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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