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&,

ERERAEZARELENERAEREENEN ST IHE. ERNERNRREAE. & Amazon R
% DataZone , ERMEA BRI MMAERNIRE, ERAALKRENSMIER[BE TETENE
REBEE , URGEHEREERME Amazon DataZone #8335 B S LA HE M A H A,

- BYRITEBREEA , 4§ Amazon DataZone HATE HHEERRESHRRARAS,

£ Amazon WIRIE S DataZone , AR BA SRS REER (ERREEHAS) REBRLBAERE CI/
COEEERBARERMEE, SHEELUBEREHEEREE, BERESNTRBFETE E5LHE
AL EEES , REZEEMRTT Amazon DataZone AP EBERZBERAEREREERKEZ BEITES,

- BEEBLZS, BIENEMESRBENESNAR , 7R Amazon DataZone EEH BB A £
TEELEENERREEE,

Amazon DataZone /RKiE
@

Amazon DataZone BIE R EE,. FAERHEREZET -EBNEMER. £/H Amazon
DataZone 818 , B UE T R MEBEEBNERNINER , BREACHNLERVE—
Amazon DataZone #8313 , ERATRIEKENRBEBKE L Z @ Datazone 815 , EHITUBE TR
MABEBNERNDTER,

FA IR 5
#& AWS B 5 B2 Amazon DataZone #8152 37 EA5 |, A B AGIE L AWS IRE MV E R M ZE] Amazon

DataZone B &M , ¥ 7 Amazon DataZone BEX |, MEEZE AWS tREHREE R, 1R
55k RBE1E#EHE Amazon DataZone #81ZHY AWS IREFEE), IR BB ER ReEHZ & AWS R
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EMEBMFEREES, —B AWS IRFEEXEE Amazon DataZone #8152 37 BAE |, &5, A LA IR
F## AWS Glue B #&H1 Amazon Redshift && ¥ 3RRF M2 b, BEH#ETUAE AWS tRFE £l
## Amazon DataZone 18 H f1IR3E,

—{@ AWS 1R F 1] LB — (@2 % {8 Amazon DataZone #3158 B E .
B RERR

£ Amazon H DataZone , BRI AMFERER KRR EE (BR) WENTPEERTRRERERE
FERFEE A Amazon DataZone, £ B BIARZAH) Amazon 1 DataZone , &R LA AWS Glue M
Amazon Redshift 23 M#TER KR, FBEITERRIR , LT LAE Amazon DataZone FRR
(AWS Glue Data Catalog 3% Amazon Redshift £f#) 2 EEIER , UEBREMNPEER , 31F
REE. BEBNERNER, FBEVENKR , BEALRE#WHBERKFRHIT , £ Amazon F
BUNMEERENRBEEE DataZone, BEUERREFIHINBELERRFER , LA LUEER
BERREHTIEEHRE.

ERRFEHIT
£ Amazon A DataZone , BRI HE# TR Amazon DataZone H1TH —IHEHR , UEEERER
FEVEE IR BEEREFEERME Amazon DataZone B #%. AL BEB#HITERKIE
(ERVELERRERRE) , b ERFEBEHIT. ERLERERTEEMARE M future B
BRE  LHENZIEXRERESR Amazon DataZone B#&H |, URELELFREBEENPRERTE
AR,

HE 1=k

£ Amazon ¥ DataZone , ;B B ZUEEENMEERPITENER, ST BEZEE Amazon A1 A
RERFRERZBIEFRIEISVERENNVE (HINEREREEER) MSEFF DataZone T (Hl
m IAM &) , BUE Amazon DataZone ERK E W UABBEBR MM ZITENESR.

SRR

£ Amazon & DataZone , ;TBIEER 2 Amazon DataZone ERENXEEBENRESF , THEETFEESE
ENFEUE, SuJbiHE, B2, BBEIRETREESR,

BE
7 Amazon ¥ DataZone , EERBERE-—BRERYH (Bl , ERXR, BRIR, BF) WERE
B4 (Bl i) NER,

EERARE
EERBEERTEER Amazon DataZone BB RTA R, BEERETERREEERENE
BB, BUEER  ERBHEERE RERARNRAE) ERNEERBRRITEE. REE

Amazon DataZone RiE 9



Amazon DataZone EREER

EFEHE , Amazon € DataZone B M EEMRA , 3 ZE Amazon DataZone A EEEMEFTE
BEMAKA EBRE,

# Amazon H DataZone , Bi¥FARKE W REEEMAMNERNEES . BRARKAENGE
REEABESEER S M TEPERAERONENER,

BRI ERARKRTNNENEEEENN , AEEESHBHELBMEETS B maaal
R EREEFABHNPRENREST  ENFRESMUNERE, ENBEFARAEENME
ERRERMUNER K FHEUURSHEARTALSHEREE,

TEBRERE

FRENKREEAR —EHLX , AREREER Y B EFHE Amazon DataZone #8352 #5 i
WENMBEFNPEER. PEENRERRTURENEEEERE, PRENREEAH
BREEEEERZAMEIMENTRERNRE , SINEGRMER. ZREARSE. ©UZEESE
EEERTHEENEMPEELR ., Amazon DataZone BB R # T HIF R E M asset-common-
details-form#& , 54138 column-business-metadata-form# glue-table-form-type glue-view-form-
type , FE redshift-table-form-type redshift-view-form-type , , , object-collection-form-type , s3-
subscription-terms-form-type , # suggestion-form-type.

TEEBRE

£ Amazon ¥ DataZone , P#EE R REFTHZEEE T AEFHE Amazon DataZone #3135 + 2 7
BRENMREENDEESE, PEENRETERANEEEEEESPEEPETN, PRENRE
EEH—IZEWMUEHRER , IEAME. BH, T, BE, FEAHERERBVEER

g,

WMAEESERTRENKRENEZEEE  SPRENREEAZTHPEGTNEE. AR, BE
HMEGETERERREPRATMEEENLERLE,

HR

£ Amazon # DataZone , ERE—AFHAEEREMECARS LETHE , BEFRRMAY
RESBRBFEPEVEE  EMBEFMEERAEMEFREELEE , RAREM. BR. FTENSEA
Amazon B &P EE, DataZone BERKEFEH Amazon DataZone B#HFMEE , MFEA—
ZEIMIEREEELHEE, EXRNEVURHEESERE. HEMBEEULUSMSMREM
RAFERABEESERE , A TMESKRIMERIER ., HEMENEMREH TUAFEABRRES,

EFEAEEVERE SN AXERNE—RBAREE.
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REZCHREERNES (B4 , Amazon S3 F#EFETE. B AWS Glue BHED Amazon Athena T
{EBHE)  Hhas - EELERLLBENEE IAM X8 (EFERNSHEENTT), SERE
AR EREENERLERITEANBITFMENNERAELR. REEEKTRENEETRH
Z| AWS BRIEFISAER IDE Mz AP, ERKE T SUEBEIRE PREMNREERFE Amazon
Athena R AERK, BERHPHW SSO FAHEMN IAM FAEATE - SHREAFER/ FREERE,

IRIBRERE
1£ Amazon § DataZone , IRIBREESTHAREVIRENE A, REXCESEHEREIN.,

FRRERERE  BEEEEVUFAEAARENSHRIRER , ARENTEETLUEIRER
BENREREETIEETRENEE  REENIZEENHTRE, EVEENIEEENER
HEZRRE  AFEREAIEEREEREEESRFHMTHNEREERAL

EE
BUVREBNEBTEE TREMBERN AWS TEMRE (HliN Amazon Redshift) B £ 1E R I8
Amazon DataZone B8 HEER , AWS Glue 7] LAfE A HiLE T EFBR#,

£ B BTARAH Amazon DataZone # , XE T HITERER :
« Amazon Sageemaker E[El

ERE B

A Efi & XX & Amazon DataZone FiF . Amazon EBF DataZone X IAM A& F] SSO &4
5l , LA{EE Amazon DataZone EE X AMERAOMLETES , LEFFEARE, BEE
EEfH IAM 87 Amazon DataZone EEFE AP HTHEEBHAEBNNG IE , 3FEL
#T#Y Amazon DataZone #8815, BREPRERKREFRUREEBER, ERITEEEBS 2# 5 F
DERHE SSO A8 &% & A Amazon DataZone ERIA OMAY; , W EEUEESEERNER,

SEBR

BHHEEXERE K Amazon DataZone R EFH. BUUFBHEIHFHE K REEZELEETFHN
Active Directory ##H. 1£ Amazon DataZone , B8 EMEE N, B , BETUHEREBE
WEAEER , Rt EENE TN ASBERFBRKER A Amazon DataZone EREEENEET
B, HIR , £EEE B F A Active Directory BHEREER M E LA HAMAEE , B Amazon DataZone
B EE S A LA AE L EKEE K REIE Amazon DataZone HBIFBUR
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mEEES

1£ Amazon & DataZone , 23 Amazon DataZone #8158 IAM £ B 2 BEMNFEBEEEE
B, Amazon FHVRAEEE S DataZone /TSN EEEIIEE  SREMLHE., BREMHEGERE
S, RERKEMITEBEE, BYEENIRE , LRERSEREESE,

H RS

£ Amazon ¥ DataZone , HIREASEE M E Amazon DataZone B &+ |, W AIiREBHBMHEE
HAPEER, MERFHRE | 2657 UAESRIEE L {f97E Amazon DataZone B & EMHY
BEENGTRHER,

Subscriber

£ Amazon DataZone , 5T F 2 — {8 Amazon DataZone B , H#E&# , B FEH Amazon
DataZone B #FHEE,

AWS R F owner

£ Amazon ¥ DataZone , AWS 1RF #EEHEH AWS IRF REV AR, BEMEHFT , LL AWS
RE EELAR, BERMEFTEE Amazon DataZone #3332 37 BB,
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Amazon B T EEFThsE DataZone ?

ZAEi5R 88 Amazon DataZone &2 1T H BiEE RV ThBEFMSGEIE B
3]

e 2024

« 2023

2024

Amazon DataZone # Hi 82 Amazon £ SageMaker
—E_NFEASAEBRET

Amazon DataZone #1828 Amazon FEE , 1 SageMakerBh E R £ EEFHE B IR 1R
SageMaker & Amazon , SEE#EREE (ML) ER LETHE , AREFIHERN ML EE#HTFER
2E, EiB Amazon DataZone l Amazon 2 IV £ HAEE S SageMaker , EREEEMEEET
DL EREEEREZ BN ML B2, StEmESTEETHE , Y RRREERNTUBEFTEE, 0F
HMMENR , 528 £ Amazon W DataZoneBE B & FRABEEIRSE LR GHERER,

Amazon DataZone # H B8 AWS Lake Formation ;283 RERNERK
“E_NFE=ZAMBERT

Amazon DataZone B#&#EH T B2 AWS Lake Formation JE& BN ER, EERA W ELIER
Amazon B EMF LA AWS Glue X1& DataZone , MEE 5L7E AWS Lake Formation A5, &E
FER , EE B Amazon DataZone £ A K DefaultDatalLakeEE TRAAERMLBE R EERE,
R  EERIAEITRER IAM FTEEN AWS Glue RE8F |, Amazon & DataZone £LURESHE
NEEM L ERRM Amazon S3 L& , A%KIFEIB AWS Lake Formation EEE R KR LT , ®RFER
HAENFEE, EAMARERKLHN IAM FFATEE LR T/ AWS Lake Formation #BR7F1E , ™
TFEPEEARENIHERRE. NEELENR , 2B Amazon DataZone B2 AWS Lake Formation j&
EEXEN .

Amazon DataZone # H B AWS Glue I REE5E K

—ECNF=ZAMBA#T
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Amazon DataZone # HE AWS Glue ERIREMNES , IR API REESE=FERNBERRARN
ERREEE, FNESTEEHK AWS Glue ERmE 2D # B B3 # | Amazon DataZone F£E R
B#&®, Amazon DataZone AP| ATFIZREEEE = F KRR REEE, Bic® K EVEEETURER
ESENEE, REURHNGEEE , UREBIABHNBRENSFRA , £ME FEERENED, UFEE
ZEH , EFS2BAmazon WEIFEEE DataZone,

&% Amazon FEREAM Al BB E X B THRAS DataZone

—ENE=A=+—H®IT

Amazon DataZone EMFVER Al I ERNHEHE  EREEHXERNBEHRASERRER. &R
EMMEERAE, RER-T , ERLEERTUELELENERENRANRE. REEREFE
INERHE  ITESEEIMEARFINES, LRHEETMETH APINXE  ERLEEETFERAE
AP URABRFTARNEECEERR NEHEEN  F28 CAMEEENERATIEE,

Amazon DataZone # H 58 Amazon Redshift £ 5 BV 1858 Th BE
—ECNE=A=+—H%1T

Amazon DataZone ERZE¥H Amazon Redshift S£ERHEIT 7 —LEIEsRINAE | ML T A FETE
Amazon Redshift RFREHIBE, ELXEFHE L TERNEEZNEEENES St ER
Amazon DataZone EEBRMHNFEALERERAERNNERSEREEVERNBRIRR, i, ELE
MINE N EEEEE - IEH# I LAEHE AWS tRF M Amazon Redshift BEHREAER , UK ARME
BEE®.

- EEHRE : BiADefaultDataWarehouseBlueprintEE# , B LUE B EEERIE RS
FA#yDefaultDataWarehouseBlueprintEE , REFIMLERAUFAKRFFNEBRRELR
BRER, Bt LlDefaultDataWarehouseBlueprintZEiBRHEHEE, ERENE AWS B
SYRBENSEE, Lt LlHE Amazon DataZone 2 A RE AWS FiE,

- RIBEER  BEURBRERER , B LUEERAMB 2 M Amazon Redshift 28 |, SifEAEE
EHETHNEHF —ESEE, WREZEECACEBHEBIRINSEE , Al AWS ZERE
EAmazonDataZoneDomainiEAmazonDataZoneProject® (REELREBEHERIERER PIRM
BCHNSEER K JTEEER), AREREED , ZULEEERERNEE, REESRENE
RULFEALREREEREIENRRRE, FHUUMUBEEARZMBLERREER, BaiEq
DUBRZETHHP—ERE 1) tEAEBEREMS, 2) RERREBEREM. 3) TAFFEM.

- RIE . ERAEESIRAERETNEIREREREREYRE , MAZERMEBESH Amazon
Redshift 28 , GE# AWS &, B, TEHENERE, ELSHERRRD[EEBHEEIRE
., BRTEBIUREZSI , Amazon DataZone REHLEAREZVERLEBHRR, ERXRNWREEAN
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(EE
BEHERNERNNBAFIE  YATUEBHTEARREY —HoMEBEYNERER R , B8R
A E B R P 2N EARBBMEE 8%, AREMIRIRA Amazon Redshift 28t 7] fRE
VHNERRE (MAREREEEERVENRFRERECHZR).

AWS Amazon E B Support DataZone
—E_NME—-A+/\BE1T

Amazon #JF F31E DataZone A LA K] AWS CloudFormation FiE 3t Z1#E M EE — & Amazon
DataZone iR, EEAGZUREEERN —BMHME , AFEAUEBEREBIEABERRERE
miEH EABETEA , EUUERERMENERREMEEKEY. WEFMER , 28 Amazon
DataZone ERERZEE R,

E1EHE 1AM £ #Ti8 5 Amazon DataZone EXEM K E
—E-NERA—B®BT

IERETLE IAM TR AERRKE | BIFFEL IAM 815 KE A Amazon DataZone (5HINE
Ky, WIBEBEER IT EEEHEiam: GetUserYiam: GetRoleMARENBPEHHATARE , =
REEERERE IAM AEEH IAM FEHAEH Amazon EFREHRE (ARN) , BNT4§ IAM E B8 A K
g, IAM BN AEEFE Amazon FTER IAM 55771 , DataZone M E AT BATE IAM £ A HEREE
LrH, MEFHMEEN , F2E EHEMEEEER,

RER A OMLL Support BETEEFE
—E-mERA- ARG

HHFTEEMNZEAZE Amazon DataZone #iB Data Portal BIFFEBILER (SEERKR. EHANE
B)yosFEE  BETUEERMEREERADPUEPHEETEE  UREAATAN API XE. &
Amazon FE, EF MM ETEENINEE DataZone , AIEEHLA, SK. FTRETAEEANEE ,
UREVRAGLEEETENRBTHERE, NFEFEET A F2R BILHITEERI,
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SRR REERR MRS, RE  BESTREN , BHaEERRES (WME88]’E R
%, EE , BRRRE ) . MEFHEER  F2R REREE.

BEERN

—EC=F"AZ+ZHHEB1T

Amazon 180 DataZone T ¥f AWS Lake Formation BEEANTEF. BTEEXE , REE
AWS Glue ERI &R Z#MHE| Amazon , H AWS S3 &£ Lake Formation SUREE XM , Amazon
@ DataZone BURBAZTEEE , WHTUEBE R RENFTEIR DataZone E2, fELINEEREM 2

B , Amazon DataZone 2§t R1EBIEFEEEE , Bl Amazon DataZone EER FULRVETE., WE
B , 5B2E A Amazon BLE Lake Formation 5F 7] DataZone,

HIPAA & 1& IR
—E=F+ AT BT

Amazon ¥ DataZone &S 1996 FXE Health REEAIIEHEMEE LR (HIPAA) ZEE, ZERE
& HIPAA JREH AWS IRIEEE |, 5528 https://aws.amazon.com/compliance/ hipaa-eligible-
services-reference/,

B8 Amazon HEiRK Al 5 DataZone ( TEERR )
—E-=F+—-A/\B#1T

AWS EMTEE Amazon FHTIVER Al ThEE , BHE EHXE R B #% DataZone RUEERHFEE, ER
ERMNERERAE, REER-T , ERLEEERUUELALEANERERNRANRE. REETRERE
HHERE  XITEEMOMEARGNER, FEBEE Amazon FI#RM Al E5& DataZone , EFR

HEETUER S MATENERKRANE , EMmERER TREM LR EEREEEN back-and-forth
B, FEMREAMR TS AWS [E DataZone B ER Amazon #81F : EXEREP (MFEndt3h). xE
FER (REM), MBFMEF , F2HE EFARSFEFTTERATEE,

DefaultDatalLake E: B854

—EC=HE+—-AZ-+HET

Amazon £ DefaultDataLake EEE 718 DataZone T —IEIE5RIhAE , Al B IR E MF b3 4 AT LR IEH
AWS IRE ML E R, LIIBEREIREIAT MIEEREE,

- EEXEATEUA DefaultDataLake B |, £ LUBBAEEEE RIS R S BUAM DefaultDataLake
ER , RiEtHEERaFERARFTFNERRETRIERER,
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A% ER

- FESEREADMALF . MREFEA DefaultDataLake EERVRIERER , BHEATSUER A
ERAREREEREURENEEER, KER , AAAMAERERERNRELE , BRETIH
RELERFF/FEER , W] LURE AT AR ERAMRETEZ L RIRERGHBLEER,

MEEZFHMER , FBR EURRRER
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Sl

AX kB

# EFXE Amazon DataZone , % EHE — 18 AWS 1RF |, 3% Amazon FREFFER IAM BUERMFFA]
DataZone,

% Amazon DataZone #FF A& , BRETR " A oML E | LI5|EHEE T Amazon
DataZone i3, EVESERA QML URL , UREBAREREEZEMEREEENWE R Amazon
DataZone T{EFRIZE,

&

o EEf—1ME AWS 1RF

« FXESEH Amazon DataZone BEE X AMEMN IAM FF A

« BXESEH Amazon DataZone BRI A OMEPTFERY IAM 5T A
« B Amazon 5% & AWS IAM &3 /4 DataZone

M —1E AWS IR

WMRIERE AWS BRSR |, BRI T ZBRRE IR
MRIEH—E AWS 188 , FRIE—ERF :

1. BAAWS BEEXEA , AZBRK Organizations £ & |, #uLA hitps:/
console.aws.amazon.com/organizations/,

2. TEIDREEEIEH |, IBIB [AWS 1RF].
3. IEE [FiE AWS IRF].
4. EE TEIJ AWS IRF ) WIRMHESRNFMER, 2B [EI AWS tRF].

ALt —fElik AWS =

1. #TH https://portal.aws.amazon.com/billing/signup
2. FBEEERLETRET.

HoEMEFFEBRE , Y ESHRERE RIS,

EEf—18 AWS RS 18
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EI0EEM AWS IRSREF , @2 IMIAWS IRIRBEME, root £/ E AJAFEURSEHAIFTHE AWS R
BNER. FAZLBEER K SEEFIEERGERERE YEEERARERAERNIT S
EREAEFRENES.

SR EEH Amazon DataZone EEFIEAFER IAM 557

EIEEEA Amazon DataZone EE X ZANEAE. FEIA/CHLXAEELENTTT,
£

o BUENRABEEMNE Amazon DataZone TR EERNERAE. HERAR

« B3 IAM TR BETBUR |, U8t Amazon DataZone R X EANA BRI

- AR BITEE | NEEE Amazon DataZone #13 B3 Bt 49 1R 5

< (BEM)EVT AWS SRR OERNBEFTRA , UAEAENEEMAE—FA (SSO)

o (BIEM) A AWS BB ORI BETBER , LB BERYE Amazon DataZone #813 /Y
SSO FHEM SSO EH#HFEE,

s (EEM) A IAMEEFIELASRERE  UERASBEERE KMS) WEFEES AWS 821
Amazon DataZone #3815

A EFIE A BEKINE Amazon DataZone AR FEAE. BHEADR
yzh=:)

SERTYER , SLEMZANBITRAKMEFERE, BERAR, MEFMEN , 280 AWS
Amazon WY Z & B DataZone,

1. BAAWS EEEEA , REBHRIAM £ 5 , LA https://console.aws.amazon.com/iam/o
2. HEEBH®KP , BEBE
3. BETHERRLKMELNERSE, FESAR,

s EEXRBGEED | BEEIENKEUS $EAmazonDataZoneFullAccess. & FERZE I
BERMNBSHHRENBBRBE, MEFMEN , F2H AWS SEEWERR

AmazonDataZoneFullAccess,.
o (GEIEM) B IAM M BETEER , AL Amazon DataZone R X IEANWAGIE,
o (EIEM) BN AWS Bo#EBIPOERENBEE]RA , MEAZHNRERAE—ZA (SSO),

REAEA Amazon DataZone B EEAFTEMN IAM 5 A 19
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- (EEM) A AWS 55 RAIP ORI BETER , S8 MBERE Amazon DataZone #B1EH
SSO &M SSO B FEUE,

4. 1EIE Actions (BiE) , RERIEFF Attach (EE).

5. REEMMEANCERE. HENAC, KUASFRIRRNESHTRARGRIRERFE. BEE
ERE, FHERAGR  FHEE MmER.

EI IAM AR B ETEGE |, LAE{t Amazon DataZone [RIEEH AN ABE

YA

TR TIREFUEY BT ASRBR , SIESSEMNFFA , # Amazon DataZone KREE AWS EEE
BRAGEULENARE,

BAAWS EEEEE , AREMIAM £ & |, it A hitps://console.aws.amazon.com/iam/.
EEEERD , BEEFEIAERE,

ERED , BEREARBERNEAENFEER.

212 Permissions (5 1) R5I11EH , LIELER | EBI Permissions policies (FF aJ BUR) 2047 -
BEFTEERNE Y AERBLER,

£ TEVRRE, SEMN "RBHFEESR) BRYP , 1EE "USON. .

2L

£ T 5 JSON IR N B M BRI M , RREEE [T —Fo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:CreateRole"
1,
"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

"Effect": "Allow",

B IAM SRR BETECR |, LAfH1L Amazon DataZone BRIE iR AN A GBEN 20


https://console.aws.amazon.com/iam/

Amazon DataZone EREER

"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {

"jam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

£ TRBIREE, EEL  WMAKRKNEE, ELRELR | B2 Create policy (B BIR), HRE
HERNALEE A HREMAER, NHBEMES  FMMSE,

AU BN HETHE |, LB E Amazon DataZone #3183 Ba5#AY 1R B

ERTHRFUELBITRRER , LIEBE AWS IREFAHEELENRER , LISIH, ESNEE\1E
WERREA , AEBA. RENEHBEBRSFPHNIREER, EECEBHARHRBRARZAN Amazon
DataZone R E#H AL AREN , LESBEEN IAM F UK BETBER , LL{t Amazon DataZone
REEEANACET .,

1.

o o A w0 N

BAAWS EEIEAS , ARERM IAM £12E |, #8itA https://console.aws.amazon.com/iam/.
EEEERT , BEFHESNEAE.

ERFED , BEEEARBERNEAENFEER.

#1Z Permissions (FFAI) R5I1EH , L ERF , BB Permissions policies (FF T BUR) ZB4 o
BIEFERRNEY AHRRAER,

 TEMRE, EEMN TREREESR) BRP , BE "USONL . AT JSON BRIAKE M BUR
X, RBRE [T —F]

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

AFFAIEN BFTHE | LB E Amazon DataZone #315 B BRI 1R 5 21
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iy

"Action": [
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:PutEnvironmentBlueprintConfiguration",
"datazone:GetDomain",

"datazone:ListDomains",
"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprints",
"datazone:GetEnvironmentBlueprint",
"datazone:ListAccountEnvironments",
"datazone:DeleteEnvironmentBlueprintConfiguration"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

"Effect": "Allow",
"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {

"jam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "*"

AFFAIEN BFTHE | LB E Amazon DataZone #315 B BRI 1R 5
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"Effect": "Allow",

"Action": [
"iam:CreatePolicy",

"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",

"arn:aws:iam::*:role/service-role/AmazonDataZone*"

"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",

ram:RejectResourceSharelInvitation",

ram:GetResourceShareInvitations"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource": "*"

"Effect": "Allow",
"Action": "s3:CreateBucket",
"Resource": "arn:aws:s3:::amazon-datazone*"

7. 7 "RBEXE, EHL, WAKXKNEE, ERRER , BI1E Create policy (BIBUR), HiRE
HERNAIEFRAEBEMERR, mEBEAERR , FMSE,

AFFAIEN BFTHE | LB E Amazon DataZone #315 B BRI 1R 5
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(EEM) B3 AWS 5@ B 0ERNERTRAl , UMEAZHNREMAE
—& A (SSO)

TR THRFURILBFTRBRBER , LESERA Amazon F/) AWS IAM &5 R OAE—&FA
(SSO) WA EFF A DataZone,

1. BAAWS EEFEE , AZBHEMIAM =24 , ik A https://console.aws.amazon.com/iam/,
ESEERT , EEFESFEAE,

EREYF  EEEABRBRNERAERNFESR.

#1Z Permissions (FFAI) R5I1EH , WL ERF , BB Permissions policies (FF T BUR) ZB4 o
BIE FEER] M (R SR A

£ TEVERK, SE "REEESR) BERT , #F "USON .

2

ERA %] JSON RIAREMY BRI , RRZBE [T -],

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:DeleteManagedApplicationInstance",
"sso:CreateManagedApplicationInstance",
"sso:PutApplicationAssignmentConfiguration"

1,

"Resource": "*"

}
]
}

7. &£ THRBEEK, EEL WMARKNEE, ESRER | 122 Create policy (BN HXK), HEIE
HERNAIEFRAEBEMERR, MEBEAERR , FMMEE,

(BEM) BY AWS 5@ B R ORRWBTRR , LEAZNERMAE—ZA (SSO) 24


https://console.aws.amazon.com/iam/

Amazon DataZone EREER

(EEM) B AWS BoEBBIAROFRTEY BETEEK |, UFHEBMBERE Amazon
DataZone #813#Y SSO #H &M SSO FHHFHUE,

SR THREFLEIT BETAREREBER |, LS8R Amazon DataZone #813#Y SSO A& SSO
BAFIERNSERFT,

1.

2

EAAWS EEFEES , ARFAK IAM £12E& |, #utA https://console.aws.amazon.com/iam/.
ESEERT , EEFESFEAE,

EREYF  EEEABRBRNERAERNFESR.

#1Z Permissions (FFAI) R5I1EH , WL ERF , BB Permissions policies (FF T BUR) ZB4 o
BIE FEER] M (R SR A

£ TEVERK, SE "REEESR) BERT , #F "USON .

ERA %] JSON RIAREMY BRI , RRZBE [T -],

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfiles",
"sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile"

1,

"Resource": "*"

}
]
}

£ TRBIREE, EELE  WMAKRKNEE, ELREN | 1RI2 Create policy (BIEIR), HRE
HIEHRWALEARARHREMIERR, WHREMER , FMMMEE,

(BEM) B AWS BHRBIFOFFATEY BFTHBER , U8B EKRYE Amazon DataZone #iHH SSO £ A 25
& SSO BEFEE,


https://console.aws.amazon.com/iam/

Amazon DataZone EREER

(EEM) & IAM ERFBASRERE  UERHSBREERE KMS) WEF
EIEE AWS 872 7 Amazon DataZone #3i3

EEALUREM R SBEERKE KMS) FHEFEES AWS #8 (CMK) 237 Amazon DataZone #3
Henl  BERUATER , ZIAM TERE KMS £80FERE,

1. BAAWS EEFEE , RERBMMKMS =84 , BikA https://console.aws.amazon.com/kms/o
2. FERBEFMEUREBRFPNSER  FEEEEKRFEECustomer managed keys (BEFZE
28).
£ KMS €888 , BELEREZ KMS B RIEHEH# 1D,
EENMEYBREBERE  URAFIZELEAI AWS IRFFER KMS €8 , FEAEE (28
FAE) BERPHIEGHIE, SREAETUEEHRERERERA KMS €88 |, flaoms, @,
ERMENELERNSER,

X E M H Amazon DataZone R A OMYEFTEMN IAM 57
FEEfEH Amazon DataZone ERIA OMBILHEHZNFEHRE, HESIALBLBEGELENTT,
&

- BAXEWNBERMMBIERE, BERAR® , LUFE Amazon DataZone EH A O

o KBUEMNBEKIE Amazon DataZone B #EFZRMNFEHE. BHEFAE

- MBEWBPEERASREERKE KMS) WEFEES®MNE , AR BERIE Amazon
DataZone ER A OMEUER B FFRHNERE, HERAE AWS

BOENBERMMBIGERE., BEASAE , LLFE Amazon DataZone E#
A O#8ukL
BAI L E A& A DataZone ERITHE —&E A (SSO) AWS EAERZE Amazon ERA OML, #KER

UTEHHPERREFERAEN AWS REEFEERAOMBILFTENER., WFEHK Amazon DataZone
B SSO £ EFEAMGEMERR , 528 A Amazon %E AWS IAM B3 DataZone,

(® Note

RAEEME AWS IRF S8 IAM ER T AFEREINEMA OB, REHEM AWS tRFHY
IAM EEEZFEESNERA DR,

(BIEM) K IAM TRFEASRERE  UEASREERYE KVMS) WEFEES AWS #E 7 Amazon 26
DataZone #83


https://console.aws.amazon.com/kms/

Amazon DataZone EREER

SERTHER , SLENFRAMMEFAE, HESLAR®, MEFMENR , 528 AWS Amazon B
E B DataZone,

1. BAAWS EEXEE , REZBHMIAM £ 4 , #uLA https://console.aws.amazon.com/iam/,
EESEERT , BE (EAE]. (ERAERE R [BAE]

EREYF  EBEABRBRNEAE, HEIARER,

#1ZF Permissions (FF ) R511E% , WELER , BB Permissions policies (FF I BE) 45 -
BEMERRAEY ARRAER,

B TEMEM, B "REREERR ) BERP , #E "JSON, . AT JSON BRIAKE L BR
X, RREE [T —H]

2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"datazone:GetIamPortallLoginUrl"
1,
"Resource": [
i
]
}
]
}

7. &£ THRBEE, EEL WMARKNEE, EERER | 122 Create policy (BN HXK), HEIRE
HERNAIEFRAEBEMERR, MEBEAERR , FMMEE,

KA ERNBEEM IR Amazon DataZone B #FHNEAE., BEIAE

(® Note

REGEE AWS IRFE R IAM ER T MFEEER B 8. REHE#t AWS IRFHY IAM R4
EEERER B %o

A ERBUERKT NZE] Amazon DataZone B #EFZHHNFERE. BEZAR 27


https://console.aws.amazon.com/iam/
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BAILAE A T 5 FEIR API IR EMHRE IAM B 2 FEUE Amazon DataZone #8135 B #& /9 2 EY
B, MREFLEEL IAM 55 tBgEFE Amazon & DataZone Bt A O |, 75 B /NEE LRRREFiGL
EWECRKMBERE,. BERAE , LLFE Amazon DataZone ERIA O, MEHMENR , F2
B AWS Amazon By Z & B DataZone,

1. BAAWS EEXEA , ARZBHRIAM £324& |, it A https://console.aws.amazon.com/iam/.
2. EEEB®KD  BEEXK

3. EFXEMBED , EHAmazonDataZoneFullUserAccess K g Zi8 W BElfR, & 0] HER
BINERMNESHRREHBBOREE, MEEZEA , FSHAWS ZTEEWFREE

AmazonDataZoneFullUserAccess
4. EIEF Actions (B11E) , AERIEE Attach ().

5. EMSBEFSREZENEEGHR , REENMNRERANERE. HFENAG, LTAHENRERN
BEESHARGEIRERTE. ZECERE. HENAGRKR  FRE MR,

MRIEWBEEALSBEERE (KMS) WEFEELEBMNE | BIEABUR
i hinZE Amazon DataZone ERI A OMBILE B S FENERE,. FESAE
AWS

MREFERABE O KMS €882 37 Amazon DataZone B LUETERMZR B EX BRIV EE T
O RERBUR |, WASEHKINE IAM £88 | SAMEMPI T BAFER Amazon DataZone E XA OB YLK B
&%

1. BAAWS EEFEA , RERMMIAM £ 5 |, #uLA https://console.aws.amazon.com/iam/.
2. ZEEBERKTP , EE (FEAE]. (EAZEEE (AR,
3. HEEWR, EEEABRBRNERAE, HEIAEERE,
4. EFE Permissions (FF7) R5|E®R , WELER , BB Permissions policies (FF T B) 25 o
5. EBEWIEERME L AERERERE,
6. £ "EMNEE, EEMN "KERESR, BERYP , EE "USON, . FA T JSON BRI BER
X REBEE [T —F
{
"Version": "2012-10-17",
"Statement": [
{

NRENBEAENSREERS (KVS) WEFEELMME . AlSEARENNE Amazon DataZone & 28

BAOBUES B FROERE, FERAE AWS


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

Amazon DataZone EREER

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey"

1,

"Resource": "*"

7. &£ THBEXE, EWL WARKBNEE, E8REN | 122 Create policy (BN HXK), HBRE
HEHRWAL SRR HREMIERR, WHREMESR , FMMMEE,

A Amazon %iE AWS IAM B4 7/ DataZone

(® Note

AWS B9 3Bt O A BEES R Amazon DataZone #8 AWS SR EEH PR A, o,
AWS & 2Bl REEEE — AWS EiF AR

IBALAEFAE — & A (SSO) & A DataZone ERIE, AWS EAEEEFEE Amazon ERA OB, FK
BAGFHIEREFZEERAMN Amazon B9 AWS IAM & % #» DataZone., ¥ZE# Amazon DataZone £
B AWS B2 AEREEFEANGFHER , F2EREM A Amazon DataZone BEEFEAMERN IAM

MRESEEE I Amazon DataZone MR AWS [EiFH A I ERE AWS IAM &5 0 (AWS
BE-BANREEE) , WIURBAEHNERF.

TR THRFLRA AWS IAM &5 50 (AWS E—B ANRERETR).

1. ZERA AWS IAM Bo s, BAEREA Organ AWS izations AWS BEEIRFHEAEREAE
EEX#EA, £/H Organ AWS izations RERFHNEBEAERZ AR , BEA IAM 2% 0. F
HHEN , F2E (EEBEAER) K (EIMEEHE Organ AWS izations) .

2. FHBMAWS IAM 55 F 0 (AWS E—BFANRELEK) s , AREAEREESHH AWS E
HIRFRRKEEFEEEH P ET Amazon DataZone BIEFH [EiFH,

3. EERA.

% Amazon X & AWS IAM &4 #2 DataZone 29


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://console.aws.amazon.com/singlesignon

Amazon DataZone EREER

4.

BIEFEMN B 5 BB R

RIBTER , BEHE IAM E0HPO0EFHRE , MEREERGERFERE, RE , BUURAER
ABEIEBREE, EHEFP , RASERAERN IAM 55 HOFHRE.

MEHMET, , BSERELN S HBIIE,

£ 1AM S50 BIEE KT | B2 (B, ARRIE BURE. DARESE  AuRE =
71,

1 1AM B 5 0] BB E K | B2 (B E]

£ IHEERE, BEL  BALEET  A%EE ELETBARERE  TMAREREE
T . REEKRIIAEMT —ERESROETHME,

BIETT - B | BECENRE  AKEE THFNERE, . SR EEZERIEELMH
5 SSO WETEA. ELETHAT  HFESEBESEFURERE,

Y Amazon DataZone #815# , BRI LABA Amazon B AWS B4 A , DataZone MR ¥
SSO A EM SSO FHEMEZERE, MEFEZFHMEN , FF2E BA Amazon 1 IAM § 5 F

DataZone.

% Amazon X & AWS IAM &4 #2 DataZone 30


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-choose-identity-source.html
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B 2R (€

AEFPWEF T HB IR ER Amazon DataZone, MR ETREE Amazon BIFF DataZone |, 5%
S EMH LS M ATEAmMazon DataZone MBS,

AAFEZEGHE5|EHRTHK T 5 Amazon DataZone HRIEAFI TERRE :
B
» Amazon DataZone RiE A P9EE AWS Glue &

+ Amazon DataZone R A P9E2 Amazon Redshift E1&
» Amazon DataZone 1R3E A P9 E2 /R 451 jl A<

/A Important
EERBRPTELREAMIEREBRINSRZH , ELETHAER (FE) —BHmMR
MR, MREERAHREH AWS IRFE | BIXBEREMEH Amazon DataZone BB XA
FTEMFTAl, MREFERAN AWS IRFEFHRER AWS Glue EX B 94 , AIEXEFTE

Amazon B Lake Formation 7] DataZone,

Amazon DataZone R AFIEE AWS Glue EiE

e

« $ER 1-B 31 Amazon DataZone S FER A O @
TR2LBIUBHER

£ 3IT-RRRR

£ 4 F-ERARNBTHNEER

58 5 -1 AWS Glue I E TEIE

SR e-EBNBHERNEE
F7T-RERAREESMNIER

£ 8 T-AEARBBEIMTHNIRE
SRO-BESERNBEHUTHER

Amazon DataZone RIEAFIE AWS Glue EiiF 31



Amazon DataZone EREER
o SR 10-ZEFTRER
« 2 11 %-1£ Amazon Athena B & 20 &%

B2 1-3 37 Amazon DataZone #8181 E&E ¥ A O 484
AEFERBA AL THERTEE T Amazon DataZone BB FE R A OB S B,

BRI TR FRE L Amazon DataZone #838, #MFE Amazon DataZone #BIBHFMHERN |, B2
BJAmazon DataZone iz F# =,

1. £ hitps://console.aws.amazon.com/datazone BB E Amazon DataZone £# & , B A , ARER
B rENBEE. .

(® Note

MBEBEEE N TEREDFEHEAEN Amazon DataZone #8139 , FHZIE [MEMT] , A
BREEFECEHNMEE K ARBEEZEIZHERNIR 2,

2. H[EURE EEL , BEHTIRLNE :

- BE-EEMRENEE. SRLETHERENBERN , SR FEALEEH,

- RA-EEERENRIER,

- BIgME-MEBERT , EHNYBREARE AWS HENEENZRETNE, HRALERAR
Bl | BRI LUR B TR ERIMBERE

NECERAFEFZESRNFMET  FSEEHR Amazon BFFREE R % DataZone.
MREFERAECH KMS SMETERNE | AIXAERREPSE T IRR

I AmazonDataZoneDomainExecutionRoleo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

]I

$E% 1-2 3 Amazon DataZone &R A Q44 32
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Amazon DataZone EREER

"Resource": "*"
}
]
}

« BRBFI-FERERTREZN [EHARREC] EHTE,

(® Note

MBS EN T/ERERFEHABEER Amazon DataZone #8185 , ATLLEIE THFRABRENR
BAaG, BE , RERTHRXMERPEEREAR,

o £ [RIRFRTE] TFH , BE [REUREFUEERFERAME M. WBEUBRAERHNER RN
A% Amazon DataZone EE , W A IIRFREMENTA., ER, FARERUNTERERHM
BERARRERER, WE Amazon DataZone EBRIGEMHE , 528 Amazon DataZone i
EMBE=.

- REERFASE THERFTERETE,

(® Note

MRIEBEEER Amazon DataZone #i3 , AILLZEBFERRENREACRE  AERHK
Glue BEZEIA®, Redshift EBEEZMACNHEACHN TR ERTRIEZEREGA
&,

- REF TEE THRUTE,
- EBERVBESE,

3. RYENPBEE , HEELAE K AREASNBEEEELETHMBENERAOMEE URL, &
AT LAfE itk URL ZEX Amazon ¥ DataZone B A DY , LR TERENEES R, BT
LLBEZERMERA DR REESTER A DML,

(@ Note
£ B BIARAEY Amazon # DataZone , —BE Y #iF K MEEZERNAERAOBLEEEDN
URL,

MEEZYRFELIENRES TR, BFFRBELGRES [TH] , ARBEEET T —ESR.
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SR2-BVBMER

REHER AL TEREBREY BHERMENT R,

1. —BREXLENSR 1 YRIZ—EESE , (REEFEEUDPRE] Amazon DataZone | BA, FELR
B, RE [BIEER]

2. EEBERFRE, Hl, HREIERRE , BLLAHGE SalesDataPublishingProject , A& H
BRMURETE | REBEE (B

E3IL-REBRE

AERAANLIERERIBREMENSE,
1. TRELEMNTB 2 HAZEER , BEED "ENEBECEMRETUCER, B0, TLHEE
o, EE [BARE]
2. E[EMREEHL, BETIEE , RAREE [BAIRE]
3. EBETYEBEWE :
- BH-EERENEE, ¥RNAZLHEER , B Al EDefault data lake

environment,

- HR-EERBHVHEIR,

- RIWIREE-EEDataLakeProfileIRIBRER, & Al REHE L TERTRE DataZone FEH
Amazon REEE Amazon S3. AWS Glue B #F1555% Amazon Athena IV E !,

- HRWLZELSHR K FREHSEUTE,

4. 3&FZ Create environment (B RE),

B 4 HZ-ERAR BB

REHRELEERUEL THERETBRAMFNS R,

1. ERLRSEI =%, naESalesDataPubllshlngPIOJect%‘fﬁ’JEﬁUEﬂiE’J To#T
B | Ti#{E Amazon Athena., EEFR Athena EfRESS , FHERNREETRE. &
HE B Amazon fﬁﬁ??ﬁ'@%ﬁﬁﬁ%ﬂﬂ@ﬂﬁ%ﬁ DataZone BRiE , W EEHREIT IR
Hl<environment_name>%_pub_db¥& ¥l E,
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2. TEXRZL@MRT , BEHA "HERKREILARIUER, (CTAS) EHESHBEIERMT
Amazon DataZone VT ERIR, EERNEHREIP , 1T CTAS ESIBURL AT LLE M
BImkt_sls_table&RFK , WAl E S METEAME A,

CREATE TABLE mkt_sls_table AS

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
1st_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode,13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24.4, 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40. 51, 46, 15, 16, 26, 33, 40, 234, 4563

UNION ALL SELECT 46779160, 29, 26. 50, 61, 8, 31, 15, 36, 40, 242, 4562

UNION ALL SELECT 46778595, 43, 28.4, 49, 47, 7, 28, 22, 27, 43, 224, 4555

UNION ALL SELECT 46779482, 34, 33, 64, 44, 10, 17, 27, 43, 52, 222, 4556

UNION ALL SELECT 46779650, 39, 37. 51, 62, 13, 31, 25, 31, 52, 224, 4551

UNION ALL SELECT 46780524, 33, 40. 60, 53, 18, 32, 31, 31, 39, 232, 4563

UNION ALL SELECT 46780634, 39, 35. 46, 44, 16, 33, 19, 31, 52, 242, 4557

UNION ALL SELECT 46781887, 24, 30. 54, 62, 13, 18, 29, 24, 52, 223, 4561

~ ~ ~

~

~ ~ ~

~MAPr AP PAPPAEPPPDP

~

ERECHELAN (BERNER] ERDPRINEIL mkt_sls_table ERIKR, BIEEHEE T LARM
F| Amazon DataZone B #&HHEREE,

2 5 H-1% AWS Glue WE TEIE

RETFREATE AWS Glue ¥tk TEREBEREHRENN IR,

1. ERLERSER 4% | £ Amazon DataZone BRI A O {8 i
##SalesDataPublishingProjectB R , REEEF (BN Z5|ER , AREELAERPH
(& RRIE]o

2. BEFEAREBEBRIURER IO MEILNRIE,

3. EE [BF] THXNEEREN 1T, AR EBE [(EHEE) Z# EHREHTEXER , EERE
¥Ti#8ZE Amazon DataZone E1Z,

SR e-EBNMBRMENEE

FERPELTEREFRENBHERNEENTS R,
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1.

SER EIRLSER 5% , 7 Amazon DataZone ERIA OMBILH | BESE L —FFHET
MSalesDataPublishingProject® X , &#iF [ER] R5IER , ELAEKRPERE EFE
B, REKFImkt_sls_tableXRi,

BRmkt_sls_tableEENFMERER K EEEHELANERER, 1BE 'BHELENHPRE
B BT, UBREENBNBEHELESTE, EULENESINIEESEERE  UBRESIEZ U
ERAEENER, 3F SO THNPEERNRENEZEE  WENFERAERIBE
o

B TRMEE) U MHnkt_sls_table&E,

B7H-RERAREBITNIEE

FERPARUERUETERIINLS R, ERKTFREBECERDAESRNRE,

1.

TR LERLGEE 6 % , £ Amazon DataZone ERIA O |, # TEHER ) THAIgERPIRE N2
_LEKJ o

EEIEREHAL K BECEREE, 6lU , HSRALKIERE , BlAHES
MarketingDataAnalysisProject , AZSHEABURIETE K RREE B

£ 8 H-RIEARNBED THIRE

RERAR ML ER T MRRH S

1.

TR ERSER 7 % , £ Amazon DataZone BRI A O 8L 2
#MarketingDataAnalysisProjectZE R , REZIEBE "IRIE REIEER , RRIBE "BEUR
iﬁJ o

£ [EVURREEL , EETIIEE , RABEE [BURRK].

- BW-EERRNEE. YREZELSHER , BRI EDefault data lake
environment,

- HR-FEERRNER,

- RIERER-EEFEARNEMDataLakeProfile RIZFREE.

- HRIEZED R , FREESRUTE,
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SRO-BSERERAFTEER

AERARSER B RNTRERN SR,

1. TTRLERLE 8% , 7 Amazon & DataZone B A A #EULHiE#E Amazon DataZone BI’R , A%
£ Amazon DataZone #ESBMUA , EERAORENESHIFEHABERT (S0 "Bk, = 88
€. ) BEEHEE,

MELE  FERAGEIHF , KE "ERAEEN BER  KUEECRAMEENFMAE
FEMH,
2. % "ERHEEER ., BEENFRENERL , &2 "FIR. .

3. & [FTE) BREAMA , RTHAXBEHIRZEMNMarketingDataAnalysisProject EEEER , A%
EEFTEERNER , REEE TR

SR 10- B ERTRIESR

RERAKETRERNIER,

1. TERERLSER 9% , 557 Amazon & DataZone FIA OB FRIBER M EERFTER
#JSalesDataPublishingProject& %,

2. KFIEE (BN RIER, ERMANER], AREE [RIEEX

3. WRE , BKULBIFERAENFBRNI, EE "BEFER, . RERENER , RAREE &
;EJ o

2 11 £-1£ Amazon Athena B EH M 0 T 8IS

B, BERNIEEERME Amazon DataZone B #I0ETR |, B LA EH#EIT 47,

1. £ Amazon DataZone EXI A OMLF | EIFELEFMarketingDataAnalysisProject’EE &
HER K ARREAAERN ST TET | #I2E Amazon Athena W EHERHER ., EE2H
B Amazon Athena EfRiES , FALERNBTAERETSORE. REBHFESEN
Amazon ¥R DataZone 3 T #I /& B 12 #ZMarketingDataAnalysisProject H B EIRIE |, R
#<environment_name>%sub_dbRERE TN FEFREENER,

2. BREVUEITRANERR LHITER. B [RENBER]) PEERE , ARIEE (RE),
EfmiERR EEH LR select AN, MITEHAUERHZR.
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Amazon DataZone RiE A F9EE Amazon Redshift 1%

&
« $E 1-B 3 Amazon DataZone S ER A OB
- SR2EBUBHER
- E3S-AIERE
- B4 S-EHARBHNEIE
« 28 5 %-# Amazon Redshift & T 8k
- SR6-EBNBHEREE
F-RERAREBES MNIER
8 F-RIEARBIES MTHNIRE
- SRO-BEESERBHFUITRER
« SR 10-RAEFTRER
« £ 11 £-1£ Amazon Redshift 2231 25 5 1 2 #7 85

B8 1-7 3 Amazon DataZone B3 &R A O 4814

Y
*

AR TREFREI Amazon DataZone #813, 1FE Amazon DataZone #E I EFIHEA |
BJAmazon DataZone Tz M=

1. £ https://console.aws.amazon.com/datazone BB ZE Amazon DataZone 2 4& , B A , RER

E rﬁﬁﬁﬁﬂh [

(® Note

MBHEEEE N TEREPFEREAEN Amazon DataZone #8138 , FHRIZE [MEMT] , A
BBEEFHANMAE  ARBERIBHERNITER 2,

2. H[EURE EEL , EHTIRLNE :

- BH-EERINERE. ERLETHERENER , St REMarketing,
- RA-EEEREENEEER,

- BENE-BRBERT , ENEBEAAZ AWS HENEENEZRETNE, EXESHR
B, B URE AR ERINERRE,

Amazon DataZone & A P82 Amazon Redshift ik 38
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Amazon DataZone EREEmR
NEEAEFSESBNFHEN , F2EEARN Amazon WFFREERINE DataZone,
MREFABCH KMS £BETERME , AIXEEREREPIE TIHER

I AmazonDataZoneDomainExecutionRoleo

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"
}
]
}

- REEE-EE [(EHBFTRKAE®]&IE , A% AmazonDataZoneDomainExecutionRoleft T I
N INEER HIEIE,

o TE[BUERERE] T , B2 REMRFLUHERFEAME M, WRETBAEREMNEREHN
A% Amazon DataZone BB , WEREX/ BN MER , UKL TEREZFNERT R, M
%= Amazon DataZone BB FFHHERA , 582 B Amazon DataZone fiT a8 ML=

o REF[(ERFHER M [ER] THHEHSKBUTE K RAREE [BUBE

3. HRBEBIREE , FEENRAE  RAEZERINFESH LT HAENER A OB URL, &
Al LAE A Itk URL £HX Amazon ¥ DataZone B A O#Y , LR ITERENHERTSE,

@ Note
£ B BIARAEY Amazon # DataZone , —BEV#iF K MELZERNAERAOBLEEDN
URL,

MEARNTRFEELENKFESRETH. FHFEABNRES [ATH] , ARBREETT —ELR.
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SR2-BVBMER

THRAELTEREFRYBHERNIR,

1. RSB 1%, £A DataZone ERIA O URL EEZE Amazon ERA DMLY , AR EHE—
A (SSO) T AWS IAM BAERE A,

2. BEEBIUER), EETERERE , flm , SRARIERRE , BUUAEGA
SalesDataPublishingProject , AR HEAMRNRIFTE | REBBIE (EI)

E3IL-REBRE

TEHRAZLIERETETRENS R,
1. TRLB 2% , 7£ Amazon DataZone BRI A QPP BRESE L —SPET
fSalesDataPublishingProjectBER , REZIEE RIE] RoEE , REREE [BIIRE]
2. E[EBYREHEEL, BEETIIER , REREE [BYRE]
- EW-EERENER. SREAZESHR , EUUAEIWEDefault data warehouse

environment,
. WIR-BEREBENHER,
- IRIBEREAE-1EIEDataWarehouseProfileIRIE R ERE

. %ﬁﬁﬁﬂﬁ’] Amazon Redshift #5121 &H Amazon Redshift ZEMNERE. EREZBNR
# ARN,

(® Note
FEMEERTE Sec AWS rets Manager FIRIE TS T HIER (HIS/E) :
« ¥ Amazon Redshift E£8-BIE&E &F ; <cluster_name:database name>

¥ Amazon Redshift f&{A]fR23 T/EEFE-E R T/EEHA -

<workgroup_name:database_name>
« AmazonDataZoneProject: <project|D>

* AmazonDataZoneDomain: <domainlD>
IMEFMER , FFSBI1E AWS Secrets Manager F 75 B ERE.
&£ AWS Secrets Manager Rt ER EFAE XL EEFBREAERER,

SB-EUBRMESR 40
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B 4 H-ERARE MBI

TEHRAEEER L THEREH RMH DB,

1. SERFER 3 % , &£ Amazon DataZone ﬁﬁlﬁl)\IZI’fﬁiﬁ':FiEESalesDataPublishingProject%
R ARBEAAERY "2 TE, T&ZE Amazon Redshift, EE2BE Amazon Redshift Z3#
mEEE  WHERAERNBEAERETSORE.

2. TEARZLSWMRF , BEHA "HERKREILARIVER, (CTAS) EHESHBEIERMT
Amazon DataZone BRIk, EENEHRERTP , 1T CTAS BB ET LI
MImkt_sls_table& Rk , WA HESMETRMER,

CREATE TABLE mkt_sls_table AS

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
1st_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode, 13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24. 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40. 51, 46, 15, 16, 26, 33, 40, 234, 4563

UNION ALL SELECT 46779160, 29, 26. 50, 61, 8, 31, 15, 36, 40, 242, 4562

UNION ALL SELECT 46778595, 43, 28. 49, 47, 7, 28, 22, 27, 43, 224, 4555

UNION ALL SELECT 46779482, 34, 33, 64, 44, 10, 17, 27, 43, 52, 222, 4556

UNION ALL SELECT 46779650, 39, 37. 51, 62, 13, 31, 25, 31, 52, 224, 4551

UNION ALL SELECT 46780524, 33, 40. 60, 53, 18, 32, 31, 31, 39, 232, 4563

UNION ALL SELECT 46780634, 39, 35. 46, 44, 16, 33, 19, 31, 52, 242, 4557

UNION ALL SELECT 46781887, 24, 30.4, 54, 62, 13, 18, 29, 24, 52, 223, 4561

~ ~ ~ ~ ~ ~ ~ ~ ~

B T T T - R S R S R S )

~

AEE BRI mkt_sls_table ERlk, RELHEE LA MHE| Amazon DataZone B $HF N E
BEE,

2 5 £-1%£ Amazon Redshift U £ T 2%

T —E&55R B Amazon Redshift Y& R4 E BN HER,

1. SERFER 4% , £ Amazon DataZone BRI A O FiEESalesDataPublishingProject®
R, RBEE (B REIER , ARIEBE [ERRE]L

2. EBRFARBEEMNERF 0 mEMNRF,
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3. EE [BF] THXEERER 1T, AR EE [EHEE) Z EHREHTERR , EERE
¥Ti#8ZE Amazon DataZone E1Z,

SR e-EBNMBRMNENEE

THHERELITERERRENBHERNEENSR,
1. SERLER 5% , £ Amazon DataZone BRI A OB Fi##ESalesDataPublishingProject=
R AAREE "B REIER , #E "TEFEER.L , AR BImkt_sls_tableFkik,

2. BARimkt_sls_tableEENFMERER  EEEHELNBERERE, BE "HEHELENIHE
B BT, UBREENRNBEHELESTE, EULENESNIEESEERE  BRESIEZ U
EREENER, 3F SO THNPEERNRENEZEE  WENFERAERIBE
o

3. EE "M, UBMHmkt_sls_table&E,

F7HZ-RAIBARBIRSMHIEHE
T—SRPELTERETRIY te BRUETER 2 H SR,

1. TRIEB 6% , 557 Amazon DataZone BRI A O@ILPIBIZE T HER,

2. H[EIER) EAEY , BEERERE , il , HRETHERE 6 £UUAHS
MarketingDataAnalysisProject , AZGHEABURIETE | RREE B

£ 8 H-RIEARNBED TAIRE

THRAELTEREREIERN S TRENSE,
1. SERFER 7 # , 7£ Amazon DataZone ER A OMIEF | BEBBEL—SHET
MMarketingDataAnalysisProjectBER , REZIEE RIE]) RoIEHK , AREE [FERE]
2. EEUREERL, EETIER , RREE [BURREK]
- ER-ETRRENERE. SRAXRZLSHER , B LIHWEDefault data warehouse

environment,
- HIR-IEEREBENHEIR,

. IRIBZZTELE-1BIEDataWarehouseProfileIRE R ERE

SR e-EBMBHERNEE 42
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- BEFEERN Amazon Redshift #EIRHEH Amazon Redshift EENETE,. EREIZI BN
2 ARN,

® Note
FEMEIRTE Sec AWS rets Manager FHIZBEE T HER (MiE/E)
« ¥ Amazon Redshift &£ 8-B#5 & Bf : <cluster_name:database name>

¥ Amazon Redshift #&{A]fR23 T/EEFE-E R 4. T/EEHA -

<workgroup_name:database_name>
+ AmazonDataZoneProject: <project|D>

* AmazonDataZoneDomain: <domainlD>
yu$n¥%ﬂiﬁnﬂ mZ 2 BﬁE AWS Secrets Manager P EEFE R EFRE.
#&7E AWS Secrets Manager Rt E R EFEAE XL EEGTBRERE R,

- HRLESER |, FRIGESWUTE,

SRO-ESERBERLFTHRER
THNRESENERNITHERN SR,

1. TRLE 8% , 7 Amazon & DataZone RIA ORIt , FHERAOBILWESIHHWEEETE
(Blan TEH#, =X THEE, ) BSEREE,

MELE  FERAGEIHF , K2 "ERAEEN BER  KUEECRAMEENFME
FEMH,

2. k& "EmEEER, BEENFEENERL , &2 TFIR. .

3. HEHEAAF , RTHNXBFEPRELWHEEER , REHEFNERNER , KERE FTHE

HER 10- % AERT B ER

THRBAEEIEREBPRAETEERNS R,
1. RSB % , 557 Amazon & DataZone RIA OB BIZER M EERTER
#JSalesDataPublishingProject& %,

2. KFEE [EH] REIER. [ERENER] M [RIEER],
SWoBBANEBLITBAN 23
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Amazon DataZone EREER

3. BREMGBRER A ARREE "BHE,

2 11 %-1& Amazon Redshift 2 3 &8 2 # %
BT, BERWIEEERMHE Amazon DataZone B #IWETR |, B LA HEIT 94,

1. 71£ Amazon ¥ DataZone ® A OBV ABIE AR £ , 2 — T Amazon Redshift JE#E., EERR
Amazon Redshift EH#{RERS , FHAERNEAERETE .

2. "‘ﬁﬁ?ﬂﬁﬂﬂﬂﬂ’]ﬁﬂitﬂﬁﬁiﬂ (select BRIR ), BAIAEEKRIK ( three-vertical-dots i#
) , AR EEHRBEUEHFEESRFE LR select EBA, HITEHUEEFHER.

Amazon DataZone 1R A P E2 7R 45 fill Z<

TEIFREAEFIIEETI , BEES Y A &% Amazon DataZone API R T FI{ET :

&
 E3I Amazon DataZone fBigifIER A OIS
- BUBRHER
- BEVRIBERER
- BRI
# AWS Glue INEHREE R
- EBNRHEREE
- BSERBSUIRER
- Hitsd AR EEHIMZ

##3 Amazon DataZone BiEFE R A O

B LAGE A T 5 636 S B2 3L Amazon DataZone #8313, #ZE Amazon DataZone #ISHIEMEA |
52 B Amazon DataZone T EE M=

import sys
import boto3

// Initialize datazone client
region = 'us-east-1'

% 11 £-1£ Amazon Redshift 2 &M 2T &I 44
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ERAEER

dzclient = boto3.client(service_name='datazone', region_name='us-east-1')

// Create DataZone domain
def create_domain(name):
return dzclient.create_domain(
name = name,

description = "this is a description",
domainExecutionRole = "arn:aws:iam::<account>:role/
AmazonDataZoneDomainExecutionRole",

)

BUBRMER

Ea] LA T & 6118 S 1B 1E Amazon F 2 B M E =R DataZone,

// Create Project
def create_project(domainId):
return dzclient.create_project(
domainIdentifier = domainlId,
name = "sample-project"

BURERERE
Ba LA T 586138 S 18 1E Amazon PRI BIERER DataZone,

ALY CreateEnvironmentProfile API BE (s FH bt &5 5 A& E -

Sample Payload

{
"Content":{
"project_name": "Admin_project",
"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [
{

"blueprint_name": "DefaultDatalake",
"account_id": ["@66535990535",
"413878397724",

"676266385322",
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"747721550195"
"755347404384"
1,

"region": ["us-west-2", "us-east-1"]

"blueprint_name": "DefaultDataWarehouse",
"account_id": ["066535990535",
"413878397724",

"676266385322",

"747721550195",

"755347404384"

1,

"region":["us-west-2", "us-east-1"]

LEHIESEEIA CreateEnvironmentProfile API :

def create_environment_profile(domain_id, project_id, env_blueprints)
try:

response = dz.list_environment_blueprints(
domainIdentifier=domain_id,
managed=True

)

env_blueprints = response.get("items")

env_blueprints_map = {}

for i in env_blueprints:
env_blueprints_map[i["name"]] = i['id']

print("Environment Blueprint map", env_blueprints_map)
for i in blueprint_account_region:
print(i)
for j in i["account_id"]:
for k in i["region"]:
print("The env blueprint name is", i['blueprint_name'])
dz.create_environment_profile(
description='This is a test environment profile created via
lambda function',
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domainIdentifier=domain_id,
awsAccountId=j,
awsAccountRegion=k,

environmentBlueprintIdentifier=env_blueprints_map.get(i["blueprint_name"]),
name=i["blueprint_name"] + j + k + "_profile",
projectIdentifier=project_id
)
except Exception as e:

print("Failed to created Environment Profile")
raise e

S

SRFH CreateEnvironmentProfile APl M RHIBEARER :

{
"Content":{

"project_name": "Admin_project",

"domain_name": "Drug-Research-and-Development",

"blueprint_account_region": [

{
"blueprint_name": "DefaultDataWarehouse",
"account_id": ["111111111111"],
"region":["us-west-2"],
"user_parameters":[
{
"name": "dataAccessSecretsArn",
"value": ""
}
]
}
]
}
}
BIRE

B al LAME A T BIEE 538 SIS 1E Amazon FE I IRHE DataZone,

def create_environment(domain_id, project_id,blueprint_account_region ):

BURE
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try:
#irefer to get_domain_id and get_project_id for fetching ids using names.
sts_client = boto3.client("sts")
# Get the current account ID
account_id = sts_client.get_caller_identity()["Account"]
print("Fetching environment profile ids")
env_profile_map = get_env_profile_map(domain_id, project_id)

for i in blueprint_account_region:
for j in i["account_id"]:
for k in i["region"]:
print(" env blueprint name", i['blueprint_name'])
profile_name = i["blueprint_name"] + j + k + "_profile"
env_name = i["blueprint_name"] + j + k + "_env"
description = f'This is environment is created for
{profile_name}, Account {account_id} and region {i["region"]}'
try:
dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),

name=env_name,
projectIdentifier=project_id

)

print(f"Environment created - {env_name}")

except:

dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id,
userParameters= i["user_parameters"]
)
print(f"Environment created - {env_namel}")
except Exception as e:
print("Failed to created Environment")
raise e
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%€ AWS Glue EH#EESR

B LAE R L EHIE TR AWS Glue WEFRER, KESHEMELEREINIT. BUURHME
THRENSE  AEERALEASE, FHARERBENER, RENBEE ID. AWS Glue ERKIR
EERERBREYIHNIT , ZAFEFTEESHEN cron BERPEITER

def crcreate_data_source(domain_id, project_id,data_source_name)
print("Creating Data Source")
data_source_creation = dz.create_data_source(
# Define data source : Customize the data source to which you'd like to
connect
# define the name of the Data source to create, example: name
='TestGlueDataSource'
name=data_source_name,
# give a description for the datasource (optional), example:
description='This is a dorra test for creation on DZ datasources'
description=data_source_description,
# insert the domain identifier corresponding to the domain to which the
datasource will belong, example: domainIdentifier= 'dzd_6f3gst5jjmrrmv'
domainIdentifier=domain_id,
# give environment identifier , example: environmentIdentifier=
'3weyt6hhn8qcvb'
environmentIdentifier=environment_id,
# give corresponding project identifier, example: projectIdentifier=
'6tl4csoyrgléef!’,
projectIdentifier=project_id,
enableSetting="ENABLED",
# publishOnImport used to select whether assets are added to the inventory
and/or discovery catalog .
# publishOnImport = True : Assets will be added to project's inventory as
well as published to the discovery catalog
# publishOnImport = False : Assets will only be added to project's
inventory.
# You can later curate the metadata of the assets and choose subscription
terms to publish them from the inventory to the discovery catalog.
publishOnImport=False,
# Automated business name generation : Use AI to automatically generate
metadata for assets as they are published or updated by this data source run.
# Automatically generated metadata can be be approved, rejected, or edited
by data publishers.
# Automatically generated metadata is badged with a small icon next to the
corresponding metadata field.

& AWS Glue W EEF#EE K} 49
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recommendation={"enableBusinessNameGeneration": True},
type="GLUE",
configuration={

"glueRunConfiguration": {

"dataAccessRole": "arn:aws:iam::"

+ account_id

+ ":role/service-role/AmazonDataZoneGlueAccess-"
+ current_region

TR

+ domain_id

+

mnn
’

"relationalFilterConfigurations": [

]I
iy
}I

{
#
"databaseName": glue_database_name,
"filterExpressions": [
{"expression": "*", "type": "INCLUDE"},
1,
# "schemaName": "TestSchemaName",
I

# Add metadata forms to the data source (OPTIONAL).

# Metadata forms will be automatically applied to any assets that are
created by the data source.

# assetFormsInput=[

# {

# "content": "string",

# "formName": "string",

# "typeldentifier": "string",

# "typeRevision": "string",

# },

# 1,

schedule={
"schedule": "cron(5 20 * * ? *)",
"timezone": "UTC",

1,

)

# This is a suggested syntax to return values
# return_values["data_source_creation"] = data_source_creation["items"]
print("Data Source Created")

&£ AWS Glue WEFEER
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//This is the sample response payload after the CreateDataSource API is invoked:

"Content":{
"project_name": "Admin",
"domain_name": "Drug-Research-and-Development",
"env_name": "GlueEnvironment",
"glue_database_name": "test",
"data_source_name" : "test",
"data_source_description" : "This is a test data source"

A LA A T B SE P11 S S RAR A A 2 5 Amazon DataZone HEVERIEE,
BRI UERATIESBELRTRESR .
def create_form_type(domainId, projectId):

return dzclient.create_form_type(
domainIdentifier = domainlId,

name = "customForm",
model = {

"smithy": "structure customForm { simple: String }"
1,

owningProjectIdentifier = projectld,
status = "ENABLED"

LU ERTHEFESRREY BT EERE

def create_custom_asset_type(domainId, projectId):
return dzclient.create_asset_type(
domainIdentifier = domainlId,

name = "userCustomAssetType",
formsInput = {
"Model": {

HEMBmENEE
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"typeldentifier": "customForm",

"typeRevision": "1",
"required": False

}I

owningProjectIdentifier = projectld,

BEULER THEFESREYBIEE !

def create_custom_asset(domainIld, projectId):
return dzclient.create_asset(
domainIdentifier = domainlId,
name = 'custom asset',
description = "custom asset",
owningProjectIdentifier = projectId,

typeldentifier = "userCustomAssetType",

formsInput = [

{
"formName": "UserCustomForm",
"typeldentifier": "customForm",
"content": "{\"simple\":\"sample-catalogId\"}"
}

BT LAMER T 5188511 SRR MR

def create_glossary(domainId, projectId):
return dzclient.create_glossary(
domainIdentifier = domainlId,
name = "test7",

description = "this is a test glossary",

owningProjectIdentifier = projectId

&R LABE R T B SE 4S5 AR R ML B IR RE

HEMBmENEE
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def create_glossary_term(domainId, glossaryld):
return dzclient.create_glossary_term(
domainIdentifier = domainId,
name = '"soccer",
shortDescription = "this is a test glossary",
glossaryIdentifier = glossaryld,

BALMERATHSEAETR  EARKERNEERERIEE .

def create_asset(domainId, projectId):
return dzclient.create_asset(
domainIdentifier = domainlId,
name = 'sample asset name'’,
description = "this is a glue table asset",
owningProjectIdentifier = projectld,
typeldentifier = "amazon.datazone.GlueTableAssetType",
formsInput = [
{

"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\'"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":

\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-

sourceClassification\",\"sourcelLocation\":\"sample-sourcelLocation\",\"tableArn\":

\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":

\"sample-tableName\"}"
}

BRI ERA T HSEAIE SRR EESET AL M NERF

HEMBmENEE
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def create_asset_revision(domainId, assetId):
return dzclient.create_asset_revision(
domainIdentifier = domainId,
identifier = assetld,

name = 'glue table asset 7',
description = "glue table asset description update",
formsInput = [
{
"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyI\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourceLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}
1,

glossaryTerms = ["<glossaryTermId:>"]

SERLMER T A S B TR R B M EE

def publish_asset(domainId, assetId):
return dzclient.create_listing_change_set(
domainIdentifier = domainlId,
entityIdentifier = assetld,
entityType = "ASSET",
action = "PUBLISH",

ESERESTTRER
SR AE R FHIEAIIE S BRI BE M B B UFTRIEH -

BRSEMBERLFTRER
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def search_asset(domainId, projectId, text):
return dzclient.search(
domainIdentifier = domainId,
owningProjectIdentifier = projectld,
searchScope = "ASSET",
searchText = text,

BRI LMER T A FIE T IRESEENBE ID

def search_listings(domainId, assetName, assetId):
listings = dzclient.search_listings(
domainIdentifier=domainId,
searchText=assetName,
additionalAttributes=["FORMS"]

assetlListing = None
for listing in listings['items']:
if listing['assetlListing']['entityId'] == assetId:
assetlisting = listing

return listing['assetlListing']['listingId']

ERBMERTHSEAIEE T , ERABE ID BMFTRER !

create_subscription_response = def create_subscription_request(domainId, projectId,
listingId):
return dzclient.create_subscription_request(
subscribedPrincipals=[{
"project": {
"identifier": projectId

11,

subscribedListings=[{
"identifier": listingId

1,

requestReason="Give request reason here."
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A Lcreate_subscription_responsei®)53% , B8 subscription_request_id , R#&EfE
BATHEGESTHEZ/AERTRE

subscription_request_id = create_subscription_response["id"]

def accept_subscription_request(domainId, subscriptionRequestId):
return dzclient.accept_subscription_request(
domainIdentifier=domainId,
identifier=subscriptionRequestId

H it R ey sa 6] f A

£ Amazon FEREBERIE , B LAER T S 4)1E S 2R T H & EEFH DataZones
EA T EHIE S HE AR Amazon DataZone #3813 :

def list_domains():
datazone = boto3.client('datazone')
response = datazone.list_domains(status='AVAILABLE')
[print("%12s | %16s | %12s | %52s" % (item['id'], item['name'],
item[ 'managedAccountId'], item['portalUrl'])) for item in response['items']]
return

FRATHEFESEES HE AR Amazon DataZone X :

def list_projects(domain_id):
datazone = boto3.client('datazone')
response = datazone.list_projects(domainIdentifier=domain_id)
[print("%12s | %16s " % (item['id'], item['name'])) for item in response['items']]
return

EH TS &EHIIESES HIEAER Amazon DataZone FEE B KRE -
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def list_metadata_forms(domain_id):
datazone = boto3.client('datazone')
response = datazone.search_types(domainIdentifier=domain_id,
managed=False,
searchScope="'FORM_TYPE')

[print("%16s | %16s | %3s | %8s" % (item['formTypeIltem']['name'],
item['formTypeItem']['owningProjectId'],item['formTypeItem'][ " 'revision'],
item['formTypeItem']['status'])) for item in response['items']]

return
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&I Amazon DataZone A F5HE

£}

- BEudE

. fmEEAEIE

o MERAEIER

- A Amazon #9 IAM & % #0» DataZone
« {8 Amazon # IAM & % 74 DataZone
- £ Amazon DataZone BHIEHEEAF

» 1£ Amazon DataZone EXI A OBILHF EEFEH &

B

(@ Note

W RIEFEB AWS B9 . 0fF DataZone A Amazon it SSO FEAEMEEMN FEUE |, 8l
&89 Amazon DataZone #8185 B B % BB AWS B9 P O0#TEECRERN AWS BE,

Amazon DataZone , B2 —(E{EBEE K ARSENEE , AFNBMNER EEE—, NEFN
B , 528 Amazon DataZone fiiEZEFHE S,

&E = Amazon DataZone #838 , BN BEEEEEBFUNIREHIEE IAM A€, REFEH
Amazon DataZone BE IR AFFEMN IAM FF A LU E I BEMENREER.

Amazon FEHM IAM A€ , DataZone FRER KR EBHEREEBNMEEEAEHITEE. EAMN
ERABIUIEL IAM A , hA[LAFE Amazon B DataZone B EL A€, WMREFE DataZone

¥ Amazon EREEBENBEPAZLEIEL IAM A | AERBEEEY , BXERTEEAE

BUFAUW IAM A6, FSEEN IAM FFA W EFTBUR , AfS{t Amazon DataZone R 2%

BNABEY ., BIBENWMAEETIRIZE , Amazon DataZone #AEEY & ZMEHH IAM &

£ : AmazonDataZoneDomainExecutionRoleAmazonDataZoneGlueManageAccessRoleAmazonDataZoneRe
FlAmazonDataZoneProvisioningRole,

FEERUTRFEREI Amazon DataZone #3135,
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1. BIEZE https://console.aws.amazon.com/datazone B Amazon DataZone £# 4 , REFEHEIK

B8 hrEEZEFRKEZEEN AWS E#,
2. BEE[BUBE] LR TIWAAE

- ZFR-EEREENZTEEE. —BEIUBEE , RELEFLER,
- REA-GEEM) EEMEHR,
- BERMNE-ZE/H Amazon DataZone 83, FREREMNBEERSHE AWS BREERKE (KMS)

5/ Amazon EE M £8 N2 DataZone, FHAMBNUTIEERSEMFH AWS #HEN £IBIER]
BEXEH AWS KMS €88,

MECAEFSESRNGFEERN , F2EERRN Amazon HWFREERII% DataZone,
MREFEABCH KMS €T ERNE | AIXBEFEREFRIETIER

I AmazonDataZoneDomainExecutionRoleo

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": [
Hn
]
}
]
}

o BRIEFEE-ZZEEZE Amazon DomainExecutionRole % & DataZone EV MERAH A , SHEIE
BEN IAM &6,

- RIRERE-GEA) ZEUL S5 , # Amazon DataZone R EZBHIIRF LUE T ERHE A M4 |
DEREMFEIREM . Amazon DataZone A& =18 IAM B E€RMHE, EAMERE AWS
Glue #1 Amazon Redshift &R FEE, ZEIFHH Amazon S3 HEFETE. EIEE Amazon
DataZone X , URAERMNER SR AREREIRERERE.
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Amazon DataZone EREEmR
- 8- (EZR) BEBHEN AWS ER (S BEARY),
- HIHEVMAE®  EEHEEBESRUETH Amazon DataZone HE M FFHE

&IIII
m
G

i 25 4 13

£ Amazon | DataZone , B REEE. FHEREEREZE - ENEARER, WEFMEENA ,
2B Amazon DataZone fiTEE M55

3

#3I Amazon DataZone #8315 , A AER AW HFEES - FRB. BA IAM BoF0 , IR
1B REIVREESEBEREE, EEMHE Amazon DataZone #818 , BN BEEEEEHTNRE B
BT IAM BB, HEFH Amazon DataZone EE XL AFTER IAM 3F o ENE iR EEAE T E M RK#E
PR,

HERmMEREE , BB T IR

1. BAAWS BEEFEA | AZFE Amazon £ DataZone #£4& , #8itA https:/
console.aws.amazon.com/datazone,

2. BEEFEEE , ARRIIRPEEFHE., REBE—EEHEE,
3. HEWEEMFMAEREEL , 2E [RE]
4. * lﬁiﬁ r#ﬁmJ o

RE IAM B FhOERE, E—SERIE
DataZone,

- A, WEIBEERERHEE,
5. WEBTHRE , FFRE [EHESE]

e

ﬁn'lﬂ

FE2E A Amazon FXE AWS IAM B4 0

11 =
X iE

(i

il Bl 12

£ Amazon ¥ DataZone , MBS EE, FRHEMEEREET —EN/EBER., WEFMAENR ,
2R Amazon DataZone fiTsE F#E 5.,

E"

MBRIB BT HBRHREN . MERTAIHMEBEEEREE Amazon DataZone B , 2IEERRIR, EXR,
RIE, BE, AEXRNPEERRE, MERTE2MBR Amazon DataZone T 8E# B2 3 #YIE Amazon
DataZone AWS &J& , 5l IAM B, S3 fEFETE. AWS Glue ERE , AR EIB LakeFormation
% Redshift FTERE, MRETBFEELER , FEHAEN AWS B RBRELER.
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ATHIEEAZEMERMAE , MEREEEE Amazon WEE IAM 7] DataZone , BRI LAEA IAM #
TRE. BTHIEEABAMGES  MHERBZHARRT (£ Amazon DataZone ER2A H),

& ZMEREE , BRI THER

1.

BEAAWS BEEEA | REBE Amazon £ DataZone ##4& , #8it A https://
console.aws.amazon.com/datazone,

BEESREE  ARRIIRPBEIGS, BB —EEHEE,
BEMREREEALRES,
WMAERNNTF , UHEFERAELES. BIEMER.
/A Important
i ER MBI BT AT BRIV BIE | BRNEEEER. AWS
(@ Note

ELHENREEERAEEERPEYIRIER , Amazon DataZone &7 £ #Y 4815 S EA B IR 5
B AWS R , RIENENBEERERMHENEE. LLT R Amazon DataZone AI8E A 13
BRNEREYMN AWS BERBE , URAREE. MEREELTSMER AWS tkF FEEM
AWS &R,

« <environmentld>F 7 HEFNEEEAE® . ERMNE,

« <environmentName>Glue & H}EE : (1) <environmentName>_pub_db-*, (2) _ FERIE %
MEEELEBBHNIEBEERE , Amazon DataZone #FEIRE ID,

« Athena I{EEH : <environmentName>-*, MIREEF L BEWIRE T/EE4E , Amazon
DataZone #&#F18IRE 1D,

« CloudWatch 528840 : EB[E <environmentld>
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B Amazon B9 IAM B 4 #1.0 DataZone

(® Note
EETRIER , BNAREE Amazon DataZone #BiEfEEN AWS EBEFEHE AWS IAM &
ﬁJ\I:P'EJ\o

BRI LAER AWS IAM B 57 /ivA SSO fE A& MEHRIR ¥ Amazon & DataZone B A OMILETF
R, 5T #%EA Amazon iRiE AWS IAM B # 1 DataZone , & A LAZE SSO FRAEMEHFE
Amazon DataZone &R A OB,

EEZRA AWS IAM & 5 0 LS B Amazon DataZone @EER | B4 BEEAEEHTNIRE Hig
£ 1AM B, FREMH Amazon DataZone EIE TR AMEN IAM FFAIIWEE T IAM FF T B B 5T
& , LAf1t Amazon DataZone [RIEFE SN A EET BRA IAM 55 /O LEE Amazon RS
# &R {KET 7] DataZone,

B THREFRUBRAEAR Amazon B9 AWS IAM & % #.4 DataZone.

1. BEAAWS BEEX#A | AREBR DataZone £24& , #8itA https://console.aws.amazon.com/
datazone,

EH [(RAAEE] , RAREBEPRFEEHEE, ZEBR—EEREE,
3. HEWEBNFAEREEL , 2E [RE

A

« BH "E IAM B R OBAERE ) IR,
- EMECAEEREACBETEE, —BENREEFRALNERE  CREELEE,

- BEBEFEAEEIR , MAFIEE 1AM 52 0 B 819 & BB 7 LAFEEUER Amazon
DataZone #3813,

- BBEAEERAEER , S8 IAM B0 &FI8SEFRENEE  EHMEEREN
Amazon DataZone #3815, FE#&EAETE Amazon DataZone T AR HIBNBRELFEREN
i3 121

4. —BHEHENERRIRE , FRE TEHNESBL .

=B Amazon B9 IAM & % 5 DataZone

{2 Amazon DataZone #1E# AWS IAM &5 FOEBERFTE SSO FEAEMNEZEE,
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® Note

£ IAM 5P O0FEEIE SSO FAEWIRE, ZEEE1LEY SSO FRHEFE , BMXAE
BE R ERMME, RESEEDNEHAEAEARAL, EEFRAMERAE |, 82/ 7E Amazon
DataZone #ZHl 2P EERAF,

O LAEF AWS IAM B 75 F/0 A SSO & MEHBIR MY Amazon & DataZone ¥ A O #YFEY
R, MRECAEAR Amazon B AWS IAM B4 #1x DataZone , AT UERAFEERAENE
EVHEPRR

ZEEH AWS IAM & 5 A0 BB Amazon DataZone #EiEH |, B4 BEEEEBEEFANIIRE FIE
£ 1AM B, FBREMFA Amazon DataZone EEFHEAFTEMN IAM FF L EUE L IAM 55T # BET B
% , A1t Amazon DataZone lREFZE AN A CEN BEFH IAM B9 F 0T E Amazon B EL A FT
EMRIKFF A DataZone,

BEERTHER , WEAEBAR Amazon B AWS IAM & 4% #.4 DataZone.

1. BAAWS BEEI#EA , RERB DataZone £ & , #itA https://console.aws.amazon.com/
datazone,.
2. B [RAEE], RELFEDREREEE. BB —EEEE,

3. <regionName><accountld><domainName>#& & &M FH Amazon ERETE (ARN ) , BB
arn: aw:aw:one:: 13i/BI %,

4. BREBREDEBRIROEERA , #8iLAE hitps://console.aws.amazon.com/singlesignon/o
iZ1Z Applications (FEFRE),

BEEEEFER AWS IAM &7 R O0NAE , Rt EBRE SSO £AEHBEENADRENEF
g, ERLMER "EE) WRRNESHRRGRERARENFE,

7. 1% TEMEL ThEEXRAIRE TER.L .
SSO fF &S E X 17H Amazon DataZone #333.

ZEEHBUA Amazon DataZone #8158 AWS IAM B9 /L | SHBIEBEESEHMA AWS IAM 5
/AR | REBE [B)E] TheER &2 [BUA].

1£ Amazon DataZone 24| A EEAF

B ERETUERARE AWS B A DataZone ERHE— & A (SSO) B AERTFE Amazon EFIA
O#3ut, ZEF Amazon DataZone 2 AR EIE Amazon DataZone BN FERE , B4 EEES
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EEIFAMNIREFPEE IAM &6, REEH Amazon DataZone EEFEAFTER IAM FFATEEBE
Amazon DataZone ¥ A EBFEHAEFMENREFF T,

£

- EE AM BENERE
- EE SSO EAE

- & 5SSO ##H

B IAM AENMERE

IAM B &R EREZFEH AWS Identity and Access Management (IAM) B3 #Y | SWiEBBERM ME
Amazon DataZone #8138 5F A] RIZEUEHY Amazon #818, MEFFMER , 5528 R EMFEH Amazon
DataZone ER A OMBUEFTERN IAM FF o], o] LA4R 2RA Amazon DataZone #1FHETBEH IAM £
BNERAESE, FAEEIE , URBARTEIE (WREER).

1. BEAAWS BEX#EA , AREB DataZone £24& |, #8itAH https://console.aws.amazon.com/
datazone,

2. BN [efRE)] ARNBFETZERILE. REBE—EBEEE,
3. HEWEENFAERERL , BE [EHEEE]L
4. HRAERERE  FHENIAM EREURE B ERANEAN IAM ERENBEEE,

FZ28., WEET IAMFEREIA/EH an,
MiREE, WMEE ST IAM ERESAGKH B IiREE,
- EMARTIAM ERERAGEHW AP, REHmT (EBmSYRE), FEREBEHN
Amazon DataZone AO#Ys  MAEEXNFERAEITBANER,
- FRART IAM E£AERAE S HHEHEE Amazon DataZone I FEUE,

5. HEFABNBAN IAMERERAE  FARCERAESENKEGR , KRR (B1F) DeeRP
EE [FA]. AF#KEH Amazon DataZone HRIFH IR, ERAENIRESNE R AEE R,

6. FERMABNEANIAMERERAE K FARCAEZSENKEGTR , AR "B, hEe
PEW "RAL . R IAM EAESACEREENT A , £AERKIFE Amazon DataZone
wmE, EAENRESSENFRRG,
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EIE SSO EAE

BRI LATE AWS IAM B9 RO SSO /A #E |, ISEN s REERY . WHEFHHEEN K F2EA
Amazon & AWS IAM &£/ DataZone MBELA Amazon By IAM & % #/0» DataZone A FIFZE
EAR® Amazon B9 AWS IAM & % #0 DataZone, &A]LARIERIGHEIEM SSO FHEFE, g
SSO fEA#E , UK#BBR SSO EAE.,

1. BEAAWS EEIFEA | REBIRK DataZone £ A |, #1tA https://console.aws.amazon.com/
datazone,

2. BN [efRE] ARRBFETZEREELRE. REBE—EBEHEE,
3. HEWEEBMNFMAEAREL , O TEDIERE [EFHEEE]
4. HRERAERE  FBHER SSO FEAELME R RH SSO HAERE,

"EH, WMEE R SSO EAENER,
- REMSE R EEH SSO FEAER B AlikE,

"Bk, RF SSO EAECHREERGEE. HERE , AP ALERE Amazon
DataZone, R EEWREMN & 2 BB RHEEXREAPRIERE , T ESEALRE,

- BRUART SSO A& CFEUBIEM Amazon DataZone AO#@Y , MEEEXFHERAEET
RNWER. BEEBRE,

- FHAKRT SSO FAENEFINEIMIENENAORLHE, CRENIRESEFEAEFIE
By A JR#E R

- BBRERT SSO EAE LR CEIREHEE , EEFEZEEBIR.

5. BIEBFIGMIIEERERHIE SSO FHE, NRPBEHXRTEABESFERAERR , AIEEERIILE
1/ EXRTEPEEFRWTEFEREE T LLEFEE Amazon DataZone #813,

- E[MEFEAE EEL  ESERECERENGIS. BEARTHAEHE —ETsEEFEE
HEE,

- BELERENERE, NS RERAERETANSH.

- MREHEEHMENEREETE , FiRE [FEEHAEL.

- FRAEESREREIMES "EERKL B Amazon DataZone #1F,

- EFEAEE-RTFERRENERADRLER  MESEDHEFEL [CE), MEKHERAERE
ETRIIS &,

6. ERFEAE K6 AERBENGERTEREER , UBKRIERN SSO FAE, At , FAEKELE
EY Amazon DataZone i, FAENMREGSE TS 'CBK. . IRBERELABSEAEE
&, BUSSE MR A R IE,
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7. BEERAEIR "EE, HEEXRDIEE TEHL  UEHEREMN SSO FHE, Hit , FHE
¥ Amazon DataZone @EMEFIESEEASY ERIHE, FHENTHSEETE K EIAKA
Ik, FAENRESERS "E2£H,. .

8. EEUEAE 6K ARNK "BE. TheekiEE "BFE, , UBBEEHAMN SSO £AE. Bit , £H
E$EFEEE Amazon DataZone MBI ZERE, IREAMEFHEK, FRAESETA [ERF].

EIE SSO Fil

SSO g AWS IAM o LEVSEEN S RMUERD. WEFMER , F2H 5 Amazon
ERiE AWS IAM B35/ DataZone MBI Amazon B IAM & % /0 DataZone B f15% €8 AR
Amazon B AWS IAM &% #/3 DataZone, &R LARIRIE RS HBIZAY SSO BH4EBE, #718 SSO &
8, AR BBR SSO Bl

1. BEAAWS BEEFiA | REBIRK DataZone £ A |, #3itA https://console.aws.amazon.com/
datazone,

2. BEW [efRE) ARRBETZERELE. REBE—EEEE,
3. EMBMNFAEAEEL , O TEDIRE [EAEEE]
4. SHEEREEE | EH SSO FHELMeR B RIR SSO BB E.

- [BF] ER{TEET SSO BHENEHE.
- REMSEREEH SSO FER B aIARE

- BIEREKR SSO HiECHMERGMEE., Rit , FEAPHNAAEAERTUFERENER
AR BRIFERAECEM).

o RIEMER SSO FHECHPEH B, HEPHNEAEELEBEAUBEFNREERRE
BN ERA O,
5. 1ZREWEHNFIGEANREIE SSO #H, MRBEREABSEAEER , MELERAESE | E
KRR P EEPWATEEHEE 7T LLFE Amazon DataZone #8318, , MAREEREEK B,

- E THEEE, AEEL  ESENREHENRR, BEARTASHR —EWUEAREERNE

o

- ERCENENEE. AN RERASBRET IS,
- MREHRBEMENFEBE | FHEE FEEE

- BEHEGRRGRES "B, B Amazon DataZone #1,
- ERAREFIRENERADRBNE K RESEHEEL [CRE], MBKHERAFERENET
BIE,
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6. EEEHE , RERK "EEL TheeRPiEE TEUEEIR. |, UBRERMN SSO B, Eit , =8
87 K =¥ Amazon DataZone B FEUE, BFENMRERE TS "RIEK, . DataZone EiR
HEE PR B EREE Amazon FEUENFERAEKAEZTFIE. NRAEREARSHERAEE
&, BIEEFEALEE, EEFLEBBUEEREFARBRFIERNERAETE , BXAZETR
FHERNAEFEAHFEAERER.

£ Amazon DataZone ERIA Ot EBERETFA

£ B BTARAHY Amazon # DataZone , TAEX IR EEH#LH 715 Amazon DataZone ENFIEEBBHEAE
(IAM #1 SSO) BV BER, fERFEVEBUNRITES, ERREMMVAETHHEECERES
EREREHREACKRTFMPINER.,
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£ Amazon A DataZone B2 E &

BIRENEEBER TREMBERN T ENRK K EEEE Amazon DataZone B #HWWEER , T
LAfE AL T BEFNBR#E, 1£ Amazon B EBIARAH DataZone , EAATRAEEH

- EXUHEE

- ERERER

« Amazon SageMaker E[E
FE

« 1£¥H Amazon DataZone #33i8H) AWS IRF A AN EEE
- 7E$EH Amazon DataZone 1KY AWS R F F %10 Amazon SageMaker £ 5 Z E1ER R

£#EH Amazon DataZone #3igiH) AWS tRE LA N EEE

BURENEEBER TREMBERN I ENRBE RN EEEE Amazon DataZone B # W EER , A
LA F WLt T B 7 AR %% o

£ B BIARAHY Amazon # DataZone , EE2EARNEEE : EXHUHEER. EREMMEBM Amazon
SageMaker E[&,

- ERHEBSESREMERE — BRI (AWS Glue, AWS Lake Formation, Amazon Athena) B 7E
% , LM{ETE Amazon DataZone B & &M NERAERHEE,

- EREREESESRBMNRE—HRI (Amazon Redshift) BEZ , LAETE Amazon B $#& 24
{5/ Amazon Redshift &€&, DataZone

- Amazon SageMaker BB ‘2 & AR BN M ELE — #HAR#E ( Amazon SageMaker TEZE ) WEZ , M
#£ Amazon DataZone B # ™ 8% M £ A Amazon SageMaker B,

WEHMEER |, 52 B Amazon DataZone fiiEEFEL 2,

#E3I Amazon DataZone #E 5 , B LR FEEBRAARERMNARERNERABREBRN IR
E, MARBERIEFN—X9, RERXECHLEFAELREER  AFBRUERREREEMARR

5.
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MR R E I Amazon DataZone #8318 i k1B 1% r’l‘?EJ_E 1, AERUTEFREZE L Amazon
#8 DataZone 1/ AWS IRF A TTANAEER., ’E%E&ﬂiE‘EWE% , FTREE AR A (E
AePMEIREREEMERE,

ZEEIB Amazon DataZone E¥ ¥ A7 Amazon DataZone BB A NERER , FS4ETEEEE
B AR S PIEE IAM A/, ZEMFEHA Amazon DataZone BEE I AMER IAM A LB HRIK
R,

1£ Amazon #8 DataZonelBi PR A AR ER

1. 1£ https://console.aws.amazon.com/datazone +&f1ZE] Amazon DataZone ##l& , REFERHE
YR B ORI B 8%,

BE [RARE], ARRELERA RS EREEENAE.

ERTHEENERL  BBEZEERSIEZR.

MEBBES | BiEDefaultDatalLake= DefaultDataWarehouse , B Amazon SageMaker &,
EFEERMNFHERERE L | BEERIIRFPRA.

£ [ERNER EEL , EETHIER :

o o kA w N

- MREERADefaultDataLakeEE , B8 Y Glue EBEFMACKEEFNRBRENREAE
LA$ZF Amazon DataZone ## , LAREERFEE AWS Glue 1 AWS Lake Formation F1 5 #& Y
FEUE,

- WREEFERADefaultDataWarehouseEE[B , 758t ¥ Redshift EXEFINABEEMNRIREN
fREAE , AR T Amazon DataZone 121 , SLEEERMEE Amazon Redshift FERE, &
TG A,

- MREERA Amazon SageMaker EE[E , ¥f1ASageMaker EEFI AR , RIEEHMNIREN
R A , LAE DataZoneF Amazon 1 , #% Amazon SageMaker BRI M EI B &, T©ER
F Amazon DataZone FF A , SAR F ¥ B #% % Amazon SageMaker B & i & ENFEED B S
FEUE,

/A Important

B8 A Amazon SageMaker EE[ElfF , Amazon DataZone €2 B itk 5 # [E 15
2% DataZone ZELL T Amazon B IAM A€, MRELABTRIEE , Amazon
DataZone EHBEVELAE,

» AmazonDataZoneGlueAccess-<region>-<domainld>

» AmazonDataZoneRedshiftAccess-<region>-<domainld>
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7.

- HRAMEARAR® |, BIETEE Amazon DataZone BENFTHRBACIRERB AR , UWEERE
iR F M [EH AWS CloudFormation R{EHRE Y MR EREER,

- MREERA Amazon SageMaker E5[E , F8 &% SageMaker-Glue ERIRIRH Amazon S3 f#
ZETH8 |, 1B7E AWS tRF HFTE SageMaker IRFEEE K Amazon S3 EFiTE. BIBEENE
EaEFTHSARNIEP—IF

- BURESIER

. BiER-RIRE

- DataZone-5¢ F# *

- TE&R-* DataZone

» DataZone-SageMaker*
» SageMaker-DataZone*

BEERMAER.

BAZEZENEBRR , EuARFBLEERTUERRFEFHEBRREMRIRREE, EUNEBKER
EREIGE B AV EBRIAITIHERE.

BE

1.

EECHAERE LLNER

£ https://console.aws.amazon.com/datazone L& %] Amazon DataZone 12#|& , REFERE
AR P RIS B 8%,

BIE (RAREE], ARBEEAMEEENEEEERNBE,

BEEERSIEER K ARBELEFEHNER.

KB , BEANMEERF I UFERAIKRSE PR HE Amazon SageMaker EEEIRZ I IRIEFRE
f&. DefaultDatalLake DefaultDataWareshousefB 2 , & 7] LAE B A% B B B R 15 k46 5 B 21K BR H itk
EE, EEMEEEER  FEE (ENEEER), ARR TR IRRTPEEENMEATEER
MWER A6 AREE ENEEER]

£ AWS 1R F A DefaultDataWarehouse EEEl#% , B LIS HEMEZEEHARE, 2HER—A
€88 FE , Amazon S ZEE I B Amazon DataZone Redshift £ EL  WAREBLIERARIRE,
BELZEEFE Amazon Redshift BEMNZ . ERE , URRBEBEZAEZERH AWS R,
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B2 HEHRIZZE DefaultDataWarehouse EEE

1. £ https://console.aws.amazon.com/datazone £ &fiE| Amazon DataZone ###|& , REFEHE

YR ORI B 8%,
2. BE RRAE], ARZETNESEENEE,
3. REEEZRSIER , REBBIEE DefaultDataWareshouse BB E B HAE R BT,
4, HZEEFAESEEN [BHE] RSIERT , BE [BASEE]

- REUSEN "E8. .

- (ME) RESBENRHIR,

- EEREIE

- EH Amazon Redshift #£ 5 Amazon Redshift @ fR 25,

« ZHVRZEFTE Amazon Redshift #£ 5 Amazon Redshift £ @ iREE T/EEMHHN B A BRI AWS
W3 ARN, AWS BRELEAEFEAZER I EAmazonDataZoneDomain : [Domain_ID]{EH ,
TEERESEETER,

- MBERZBEEN AWS Zi5 , WAl LUBIBR I ZBEREILH AWS BiF, ER5ITH—EE
AiE , BN EHPREEBNESE  AFENER, —B&EEE DataZonell ¥ AWS &
% , Amazon &7 Sec AWS rets Manager FRIEHF I —E#HEH , RERBEBSULER
BAISEENBEMmEER,

o MREELIRSEDIRIZET Amazon Redshift #5E , RAEAUR TN FEPBRIZEEE, MR
BIE LIRS ERRIEIE T Amazon Redshift T/E#E |, MR TR REHEIZE— @ T /4,

- WAFMBRBHEABEENDFE Redshift ERAMRER TERFEANERESR,
- EE TEYS8E.

£ AWS tRF A Amazon SageMaker EEE#% , BRI LSS BEFICZEEERE, 2HE
& Amazon B B2 Amazon DataZone HIEIZFTFEN —HHZERA{E , SageMaker I AR EIE
Sageemaker IR,

S E R NE) Amazon SageMaker BB

1. ¥ https://console.aws.amazon.com/datazone £ EfinE| Amazon DataZone ###|& , RAEEHAE
HY IR P R IR 2 %o

2. EERGHEE], AREZCSECHPHESEEZERAERNESE.,

3. EBEEEBRSIER 6 AR EIE Amazon B SageMaker BB REBENFMAEREM,

4. HEEFAEREEN [BHE] RIERT , BEF [BUBHE], AREETIIIER :
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- REUSHEN BB .
- (L) RUHSBEHN "#HR, .
« ¥ Amazon SageMaker #8i3 & BB EE, EALUEE IAM = 1AM &2 H0 (SSO),
- IBE AWS EiF,
- BEERARERNZERN AWS KMS €8, BUNZERENSRIABIFER,
- £ "IRIEBH, T, BETHIER

« VPC ID-#2FAFA Amazon SageMaker 3RiE VPC 9 ID, B LAISER B VPC SHE I HH
VPC,

- FHEK-VPC RBFEERMN IP [t EEM —=XZ1E ID,
- WREFE-RZEER VPC S{EL FRKRMAERE.
- REFE-RE VPC M FHERKRECANZTSMEE,
- E[ERRFESE] T , BETIHEP—IE
- AWS £ Glue
« AWS Glue + Amazon Redshift ER# 25, MREZBEFUEIE , FEETIEAL :

- IBEMREFAME Amazon Redshift #EEAERH AWS #% ARN, AWS ZiF L BFEAE
&N EAmazonDataZoneDomain : [Domain_ID]#E® , T EERESEBHEDPFEA,

MRERZEEBN AWS FiF , BT SUBIER B KRB AWS FiF. EMGITE—
BHEE , EUUEEFRHAEBNEE , AFRNER, —BE&&EE DataZone M #
AWS ZH5 , Amazon Fi&7E Sec AWS rets Manager IR &I —EHZE , X REZE
SULERBYSHENRE N LFC.

. IEERMNIRIEREFAN Amazon Redshift THEEHA,
- BEEBRYREBEFHANERNERR (EREENITHEHER).
« AWS {# Glue + Amazon Redshift &£ &

- IBEEREPNE Amazon Redshift BEE A BRI AWS #% ARN, AWS ZiBFXEFERE
#, N EAmazonDataZoneDomain : [Domain_ID]EH , 7 EERESHETFEA.

MRERBHEAN AWS B | LA SUERB UM BB RKEILH AWS Bif, ERTHR—
BHEEEE AU EETRRAZBHEE , AFRNER, —BEREE DataZone M#T
AWS ZH , Amazon BiE1E Sec AWS rets Manager IR — B ZTE , WRRBH
SUEEREVSHENMEE M EFR.

- BEERIIREREMSAN Amazon Redshift # £,
EHAR Amazen BEGPIZNIBR RV ISR ER B (EREENEERN), 72
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5. &EF "BEVSHME, .

£ $EH Amazon DataZone ) AWS R F 710 Amazon
SageMaker fEAZ EEHRKE

MREE A Amazon SageMaker EE[E , AliIZ4E#T18 SageMaker & Amazon R ZEEMNRKE 2 —
DataZone, ZEEIEEM , FEHK FTIEF :

1. ¥ https://console.aws.amazon.com/datazone £ & E| Amazon DataZone ###l& , REFEHE
IR P RIRE &

2. EE RARAE], AREBEQTSEMA SageMaker EEEIH

3. BREZEMEMRE , RERIEIEZE Amazon SageMaker , REBBRZEMA.
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{5 A BA B P A S M M SE F B ¢

&K AWS tRF B2 Amazon DataZone #332 BB | nIEAEER & IEL AWS RFE 2 M FEH
BH, RERFABE=ELSE,

- B, BBFAEKEBEE AWS tREHFiH, MRIRFEEH AWS AWS tRFEFE , Amazon
DataZone f# AWS Resource Access Manager ( RAM ) , 1tk F BB L8EH Amazon DataZone #8
BHRE.

- HR, BIRFHAEESIABMER.

- B=  BERFHAEEMAMENREEER. EBMAEE , REFHAEETAREIHERAERMES
EN IAM AMERMARE  UEEERFHFEBEIMEFEERER , Hl0 AWS Glue ERIERM Amazon
Redshift &5,

E3

FEREEE M AWS BR 52 3 EF B
¥ KB Amazon DataZone #BiF 1R F EEBisE R I BUAIRIZEE
« 3EHE R B Amazon DataZone #B15 B 1R 5 EAHHEE S
- ERAB AWS IRF R RUARBER
« R AWS IRE F1#§ Amazon 70 SageMaker & Z S £/ RIS
- BREBOIRS

AR EEELfth AWS 1R 5 22 37 BB

(® Note

EHREEBBERES — @ AWS IREE , BIRREBE AWS Resource Access Manager (RAM)
M5 — {8 AWS IR AENEE. BRLRELSWANIKRS ID WERM,

& Ei5R Amazon DataZone 12 &R E M AWS 1R FE3EE Amazon DataZone #813 , B4 EEER
EHIFTNIEFPET IAM BB, HEFH Amazon DataZone EE X AFTEMN IAM FaREBER
IR E BB FT SN RERER
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1. BAAWS BEE TR AW Amazon DataZone BEE T A , #ikA https:/
console.aws.amazon.com/datazone,

BEEFER  ARIRPEEH R, RBBR—EBHEE,
ETHEBE TEBIRS . RE , AREEFE "EXREH, .
WA SRR RBBAVRS ID, MREHEMRR IDBFE , FREEREB

Amazon R EREHIMRFE AWS Resource Access Manager A DataZone B &R A |, L&A
WIRE ID A X,

6. ELABAHM AWS IRFHNBEEETRESIENFER, BFEEL (7) RRBH.

o K~ w0 D

RHTFEE KMS £RATIR S FEUE

Amazon DataZone BB R HPEER S (KTFER) CALEREELHE#HE L RHENSBEERE
(KMS) FHEFEES AWS i (REM) B (fk AWSTERR). MRENREEEREFEENSBM
® BERETIEFRETHERFER KMS RN ER,

1. BAAWS EEFEE , REMMKMS =85 , BitA https://console.aws.amazon.com/kms/o

2. BERBEFEULREERFAINSE  FEEEEK P REFECustomer managed keys (BEF ZE
28).

3. EERREFMEINEERFANEHE  FEEES KT EECustomer managed keys (BEFZE
+18),

4. HEKMS £RBFEF , BELEREZ KMS RMNBIBEHNE® D,

5. BEAFRZLLAI AWS tREFEH KMS €8 , FEAEE (Hit AWS 1RF] B AVIEHIE,
BERSPH IAM E8 (REHEEEN KMS #R) AT AEMBEEPER KMS £488 | Flanm
=, Y, ENNENELENSER,

1 Z kB Amazon DataZone BB HIIRFRABIGE R I A REEE

ZE#ET Amazon DataZone E¥E ¥4 B Amazon DataZone BB A  SXEEEEEEHF TN
REDIBE IAM 86, REFH Amazon DataZone BEFIEAFFEMN IAM 35 1] LIS KRR,

FERUT S BRUESZ B Amazon DataZone #3313/ B85

1. B AAWS EEX#EAI B Amazon DataZone B X2 4A |, M1t A https:/
console.aws.amazon.com/datazone,
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RHUTFEE KMS £RHIRS FEUE 75


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/kms/
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

3. ERERTEMARRKNEMSN/IENERRRER , FEARRIME , SUEREF —EF R,
B AR R BT ILRE,

- ERHRSBERTERABERAERINEE AWS Glue. Amazon S3 1 Amazon Athena &
B, ERERHRMEANER,

- BRI ARREEEVEAESEHAEEINERE Amazon Redshift EiR , UERER ARG
F/H.

4. MREGEREFZN—FIMEFERREEE , FRETIERNER,

- EEEFR IAM &84 Amazon RHEFA] | DataZoneZEMHE & EH MBI EE RGN FE
# , {5170 AWS Glue #1 Amazon Redshift, &0 L2 ##E Amazon DataZone 3 37 3 i F #THY
IAM £ , A LLRIBAE IAM BEEEPETRIE,

- 2 IAM A€ %A Amazon DataZone IRHFFH] , RPHFEABRARUNBZERREER , il
AWS Glue EXE, EaLUEEZE Amazon DataZone B X FAHH IAM &6 |, th A ARE
B IAM A BERETEE,

- BARERBH Amazon S3 f#FETE 2 Amazon EMAE A& FHERBERK DataZone #%
FERANRBFITEEER, BULUER Amazon ZENTERFFETE , DataZone AR RF
BRIBIEZBHCSHIRE Amazon S3 B8, MREEZEHCH Amazon S3 BB |, RIZEEEFH IAM
B , LAME[ Amazon DataZone 12468 B R HIEF o

5. BERRREEWAERE 6 FRERIWESEH,

}5 48 X BH Amazon DataZone #BH 1R E BB EE R

ZE % Amazon DataZone #3153E8 Amazon DataZone BB AhWEAKER K SUEEEEEE
AR RIRE IAM BB, REFH Amazon DataZone EE X AFTER IAM FF o] LU B &K
PR,

SERUTSERLIEZ R B Amazon DataZone #BIB A BBEHEE R,

1. BAAWS BEE XA IWHE Amazon DataZone EE X2 & |, #8ut A https:/
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RIS AWS IRFFRIARRER

% E7E Amazon DataZone BB B ATRARBEER K S/ ACEEEEHTHNIREFEE IAM A
&, EREMSHA Amazon DataZone BEEFIZAFTEMN IAM o] LLENE RIERERR,

SERUAT SRR BB R EE,

1.

o o bk~ W DN

B A AWS BEE T AW Amazon DataZone EE X2 A , LA hitps:/
console.aws.amazon.com/datazone,

FRZERISERER , AREE [BBHREE],

BELEAHBMAREEBENESE,

MEBFEY |, #fEDefaultDataLakes DefaultDataWarehouse , 8 Amazon SageMaker E &,
EFMEERMNFMENEE L | BEEHIRFPRA,

£ [ERNER EEL , EETIER :

MR BERADefaultDataLakeEE |, 554t ¥ Glue EEEZNMARKEEFTNIBEENREAR |
LA F Amazon DataZone 24 |, LUHEEVFIEE AWS Glue 1 AWS Lake Formation 1 &RA&H
FHUE,

WMREER A DefaultDataWarehouseE B |, f58H¥ Redshift EEFIAREENMNHREH R
BAE  LUEF Amazon DataZone £# , LM EE Amazon Redshift F ERAE., EREX
MR FEUE,

MREERA Amazon SageMaker E5[B , ¥/ ASageMaker EEFIAE , BIEECHNIREMH
R A , LAE DataZone F Amazon 7 , #& Amazon SageMaker E #1232/ B #%, ©ER
¥ Amazon DataZone 55 7] , AR F B 8™ Amazon SageMaker B2 M EENFEESBERF
B,

/A Important

B & A Amazon SageMaker BB IF , Amazon DataZone €& B itk 5 M [E 1
F 2% DataZone Z1ELL T Amazon B IAM A&, MRELLABTRIEE , Amazon
DataZone EHBIEVELAE,
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HAMER® , FiEERE Amazon DataZone BEMNFREAERBEERBEAE , UEERE
& 5 F[E1E AWS CloudFormation FEFAE I MBERIEEIR,
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EaEFTHSARNIEP—IF
- DEBREERE
o BUIREEGIER
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HEREIIGE B A EBRIAITIHERE.

IEEEE S RA DefaultDatalLake 5% DefaultDataWarehouse EsB ERIE

1. £ https://console.aws.amazon.com/datazone £ &M E| Amazon DataZone ###|& , REFEHE
H IR BRI 8%,

2. FMEAEEEMRILERE FEBOEE]  AREBEENEEEERNBE,

3. REEEZESIER , R%1EIZ DefaultDataLake = DefaultDataWareshouse 2 EE,
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EEREIIRRERERE, B2, BULlEBKEERERERGEBRRFILEE, EEHMEEEH
R OFEEENEEER), ARRTHAYRERTEEEMEATEERNER , AREE B
MEEBER],
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4. CEEEFMAERNEEN [BEE] RSIERBT , BIE [BIAISEE]
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- (FB) EHSBENER,

- EEEE

- J&H Amazon Redshift #£3 Amazon Redshift {7 iR &5

« BEVRBFTE Amazon Redshift #5 5 Amazon Redshift £ @ fRes T/EEHHNZE A ERH AWS
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FTHEERESEEREA,

- MRELZEREN AWS B |, bl SURIBE T FIRBRELHF AWS B, EASTH—EY
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BAISEENBE M LER,

« J2H! Amazon Redshift #5 5 Amazon Redshift @ k28 TEEE .
o BAPTZD BB BEED ISR Redshift ERRSE TERBANEREZE,
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£ AWS tRF A Amazon SageMaker EE#% , BRI LSS HENICZEEMERE, SHE
2 Amazon B3 8 Amazon DataZone FIEIZFTEMN — B A{E , SageMaker I AR
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H S BERIE Amazon SageMaker E Bl

1. 1 https://console.aws.amazon.com/datazone £ Efi%| Amazon DataZone & & , REBFEHE
HIR P RIRE 8%,

2. EE RERE) AREECSECTHTHESEECERAERNBESE,
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4, GEEEFMENEEN [BHEK] ROIEET , BE [BUSEE], AREETHEE

- RESBHEN "ER. .
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- BEEARERMEN AWS KMS £, EAlEEZERENERINBI TSR,
- £ TIRIESE, T, EETHIER

« VPC ID-#2FAH Amazon SageMaker 3RiE VPC 9 ID, R LAISER B VPC SHEIHH
VPC,

- FHEK-VPC RBFEERMN IP [t EEM —=XZ1E ID,
- MR EFE-RZEER VPC S{EL FRKRMAEE.
- REFE-FRE VPC M FHERKRECANZTSMEE,
- E[ERRFESE] T , BETIHEP—IE
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« AWS Glue + Amazon Redshift ER# 25, MREZBEFUEIE , FEETIEE :

- IBEMREFAME Amazon Redshift #EZEAE R AWS #% ARN, AWS ZiF L BFEFAE
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WMRERBREN AWS B , A BURBE I BRRE M AWS HiF, ERITH—
BHFEE , BRUEHPRUBBNEE  BFENEHN, — BLZEEE DataZone M
AWS 85 , Amazon Fi&7E Sec AWS rets Manager BRI —B#ZE , A RRAZRE
BUEERREY S HENEE M EERE,

- IEEBVIRIEBEMFEAMN Amazon Redshift THEEHHH .
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5. EE TEVSEME, .

ERE AWS tREHRUARRER 80



Amazon DataZone EREER
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DataZone, HEEEM , FTH TIEF :
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3. BREZEMEHNRE , AREZIZE Amazon SageMaker , REIREZERA,
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IAM A, FREFEA Amazon DataZone EEFIEAFTER IAM FF o LUEVS & KR,

AR TIIRER , (SN REBERMEABARS.
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BEEFHR  ARRIRPEEHR, REBR—EABHEE,
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- BY., WEIMBRTFEENRE
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XFEAERMEENARTEEMBFERAES , UEREEABES MERRFEAMERNER.
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AWS & A, WMRER Amazon DataZone BEE , BIFATSAEE I Amazon fEH AWS RS
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1. f£f DataZone ERI A O URL BEEZE Amazon ERIA O, , REMAH SSO EAER
AWS & A, WREE Amazon DataZone BB S , BITLAEE I Amazon #B1EE AWS 1R F H
ZH Amazon DataZone 12 A& https://console.aws.amazon.com/datazone , SA\EVBE R A O
DataZone #8% URL.

2. EBEF "#& ) ZEEBREEYFH "HE&, ThEER.
3. 7£ Amazon DataZone EXI A OMILH | BEFER , ARRLLECEA/RBANEERESR.
4. EBEFAERNERL , KE "RAMERL BB ARERTRBADRERSEZIRNEE,
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EARELEEALDaS NN,

ERmMEBEAXRRE  FTHATISR

1. f£f DataZone ERI A O URL BEEZE Amazon ERIA O, , REMAH SSO EAER
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BE: "#5, ZEEREE DN "Bk, hEEx.
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® Note
B AFAMBRBRRTPNMEREAR , TrEMERE

1

o

5. BRIFMBRATEEIMERE R

B, s s M ERE R R Y R

£ Amazon H DataZone , B¥EFRKREIREEEE (X)) HEABNEENEERS. UFEFHER ,
5528 Amazon DataZone fiEEM# S, ZE7 Amazon DataZone #8185 E . {RERMERFATERP
HEE A SUNEREEERNKE  YHBEEZMIEMN ERETT,

1£ Amazon | DataZone , B¥FAELRM B U LAEHFMER, ZEREREFANAZEE , £LE
EFFACENER, ERERMENEEAR  CSEBHEEHBNENERS . Amazon RENMHEE
SRR3R DataZone BIFEUTRHREA :

- AR RTEAFAZERSHIMENER, BHOBINMERBMENRIE,

- BEEER R REAMERIEEISEMEN —RMEE, EERTLARR —RMEN T M,

BREMHAR , XTI
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BEE B2, ZEERBEI SN "B, MREX.
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EENMERAER  FRAEENEFAENER , AREULIRE "EVRARESR ) RFEERNL
HRNHEHMEF,
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DataZone #8% URL.

2. BEZF "#5, ZEEREENPH "Hek, heEk.

3. 1£ Amazon DataZone ERIA OIS | BIFFARERX K RHEELERENFAER , AR BEZH
=,

4. EMBHFMAEREAEL , B [BE) , RARBE [RE) UREFH,

5. EHEE. RP , RREE [BF.

HEZMBRMEFNTE , FBXR TSR

1. f£f DataZone ERIA O URL BEEZE Amazon ERIA OMYL , REMAH SSO EAER
AWS & A, MNREE Amazon DataZone BIEES |, A LAEE L Amazon #BIEAY AWS BRF
ZHl Amazon DataZone E£32 A& https://console.aws.amazon.com/datazone , AERBERI A O
DataZone #8% URL.

2. BEZF "#E ) ZBEREEIDHN "TH&E, EER.

3. 7 Amazon DataZone ERIA Ot | BIEFEFARER , HHTESLEMBRVMEBNFARER , AR
EZFAE.

4. EREFAEREEL  BE [31E) , RERIEE RBER] UAMBRFH.

5. EEZEMBRATERMERFA.

B, fmeEsMRTEERRE

#£ Amazon # DataZone , PREERRERBENRE , IRFNNERARBEXAEAHINEETE
X, CAFERERBEENTRAHES K UBEEENENA , UHPHERERERESNSRERK
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1. f£f DataZone ERI A O URL BEEZE Amazon ERIA O, , REMAH SSO EAER
AWS & A, WREE Amazon DataZone BB S , BITLAEE I Amazon #B1EE AWS 1R F H
ZH Amazon DataZone 12 A& https://console.aws.amazon.com/datazone , SA\EVBE R A O
DataZone #8% URL.

2. BEZE 'EE, Z2EREEYHH THE&, ThEER,
3. 1£ Amazon DataZone EXI A OBILH | BEDBRERRE K ABRBEBRIURE,
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DataZone #83 URL.

BEEX "8#8, ZRRREESPH "HE, DR

£ Amazon DataZone BRI A O H , BEEDEERRE K RARRHUEBERENPRENRE,
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MErPEENRECH , BEAAREARRENTREEREFEETBRIARE,

1. f£f DataZone ERIA O URL BEEZE Amazon ERIA OMYL , REMEMH SSO REAER
AWS E A, IREZE Amazon DataZone BEE S , BITLAER I Amazon #B1EH AWS 1R S
1ZH Amazon DataZone & https://console.aws.amazon.com/datazone , SA\EVSE R A O
DataZone #83 URL.

BEXE "B, ZRREREEIHH "E&H, WX

# Amazon & DataZone #AOMBYH  BEHFRERNKRE K ARKEEMBRIPEERRE,
MREEMBRNPEERRECKHA , FEE "RAL VRREAPREYRE.
EPEERRENFAEREEL , BF [BF]  RREE MR

o M w0 b

B, e EERRE 86



Amazon DataZone EREER

6. BRIFMBRATESIMER,

B, MmeEsMRTEERREFNHRL

£ Amazon # DataZone , PHEERRERBENKRE , IRFNNERARBEXAEAHINEETE
X, CRFERERBEEN RS K UBEEENEA , HPHERERERESNSRERK
R, PREBREGATRMA -EMSE , DUAFIE EME Amazon DataZone B KB EEMNIT
_ﬁ’l'io

FEEHNRETEH—DZEBUERMER , XEAWE. B, HiEMN. BY, FRENBEFERE
NEEHER, MEFMAET , 5528 Amazon DataZone iTEEFEE S, & EE Amazon DataZone #8
HHEY, FEIMBRPEERRETNENY , L ERBEEEREAERNEEERNKE.,

BEAEPHENREDPEYRMY  FEBA TSR

1. {#H DataZone R A O#Y URL BEZE Amazon ERA DM , REMEH SSO HEAER
AWS & A, WMREZ Amazon DataZone BEE , BIFSAEE L Amazon #FH AWS RS
17ZE Amazon DataZone 12 A& https://console.aws.amazon.com/datazone , SA\EVSE R A O
DataZone #334 URL.,

2. BEZE "#E ZEEREBEIGMN "THE, WEER,

3. 1£ Amazon DataZone ERIAORUF , BEPFEERNRE K ARBEFEGHDPEURUNDPES
RIRE,

4. ERENFHEENEREL , BE [BIHNM).
EBEMMNERE, RE. S8, UREBNEEALERN , REZIRE [BIBN].

EERMETRENREPHRNG , BXRATIER

1. {#H DataZone BRI A O URL BEZE Amazon ERA DM , REMEH SSO HEAER
AWS & A, MRER Amazon DataZone BEE , BIFTSAEE I Amazon #FH AWS RS
17ZE Amazon DataZone 12 A& https://console.aws.amazon.com/datazone , SA\EVSE R A O
DataZone #3345 URL,

2. BEZ "HE, LEEREBENGY "B, MEER,
3. 7 Amazon & DataZone B®IA QMU H | BEPRERKRE K ARBREEHFEHEVNPEER R

o

4. EXRENFHEREEL  EFCERBIMMN  ARER (BF) , ARRE [RE]
EHMUEE. RH. BE  URERES/GEMN , RREE [EHWA,

B, (wmESmER RS R RERHB 87



Amazon DataZone EREER

EEMBRPEERREPHRLC , BERATIR .

1.

£/ DataZone R A OB URL BEZE Amazon ERA OB , AEFEH SSO HEAEHE
AWS E A, WMEREZE Amazon DataZone BEE S , BITLAER I Amazon #1ZH AWS RS
ZH Amazon DataZone 12 & https://console.aws.amazon.com/datazone , SA\EVBE R A O
DataZone #8% URL.

BF T#E ZEEREEY SN "B, EEX.
£ Amazon & DataZone RIAOMMF | BEFPEERNRE K ARBEZMERBUNPERERRE

B,

ERENFREARE L , BELERERORNC , RERER (BF], RERZE (BER].
1 1 M BR LARE S M BR

B, (wmESmER RS R RERHB 88



Amazon DataZone EREER

£ Amazon HEFE B f1IR3E DataZone

£ Amazon H DataZone , ERTE—HFERAEE S REM, KRR, FTBFFEA Amazon DataZone B
BPNERNEENSEREMEARS LETHE. S8 Amazon DataZone EREER 7 —HFEUE
ol , AR EESRENRAA, BFENAET R FRNERNNERITENEREE , MBREFEARE
HHUTRRNIE, ERZAEFTARIIER  TEEHERERNFEERE , F Amazon DataZone
REAEHEBNEREETEE K MEFSKERNEAENEAER, NFEEZEFH , F2BAmazon
DataZone fiizE F 8=

ES-

- BURGRERE
- WMEBRERERE
-« MIBRIRIRERE R
- BUHRIRE
- WEIRE

- MIBRIRIR

- BYFER

- MBER

RN

£ Amazon # DataZone , IRIEREESATAREVIRENE AR, REZTEENENRIEZERESE AWS R
ERESEREEARARERED , UELRENEL., NEFMENR , 5528 Amazon DataZone i
EMES., ZEET Amazon DataZone BB T IRBRTEE , B4 EBM Amazon DataZone B,

FIARRRERIIBRERMERS , YATHEMNERTNMEREEREER , LBMLHIRE.

1. {£/ DataZone B A O#8%: URL EEZE Amazon BRI A O#BYE , REMEH SSO HEAEE
AWS & A, INRIERE Amazon DataZone EEE , BITLAEZER I Amazon #BIEH AWS 1RFE F

BURBRER 89



Amazon DataZone EREER

ZHl Amazon DataZone E£32 A& https://console.aws.amazon.com/datazone , AERBE R A O
DataZone #8134 URL,

2. HEERADBES  BEIESER K ARENBEHPEUREREENER,
3. BEFRHERTH "RE, AR, RREE "BUREREE. -
4. RETHIRW

- BB —REREENHER,

- R — (ER) RIEJEENRA,

- MEEER-KAER , SEUMUPENZEYRERENER,

- EE — AHBIYMREENER, B LUEZER D — @M Amazon DataZone EE (B#
HRERRR)
MRECEEERNERER , BT TIEE

- RHSBHE. FEENRF2HUE  FRE "RESHE BR. IREERAACHZHY,
AIRE [lMARBCHNZ2E].

- MRGBEZNRESH , FHTTIIRE
« RTHXFEPER—EAWS RF,
- RTHXBFEFERNSHE.
- MRBBFMABCHBE , FRTUTRE
- RTHXFEPER " AWSRFE L M "EE, REM AWS 28,
- 121t Redshift HIFEESH :
» 1#1Z Amazon Redshift # 5 5 Amazon Redshift R # 25

« WMAREMED B BRABEESN TSR Redshift EFRES T/ESREMN B AERH AWS
W2 ARN, AWS ZBEXEFFALERTRERTEENMEE ID FMEE ID i LER,

 AmazonDataZoneDomain: [Domain_ID]

* AmazonDataZoneProject: [Project_ID]
- WAGRBEALBERHNES Amazon Redshift &R a8 TEMEN BB,
- AR SR BEEN T B BREMRS TEFEAANENERR,

« E TREER, BRY , BEEUMAEARRREERBILIRENER, RIBER , B8R
FIRERMALCERIRFPINRRRERERBIUIRE. EERBUARRE , HEE [FrE
HX], BR , BUNEBEBEEERBERGRERRELIER, EEERM  FRE [ER

BER), REEEAUEALERRERBVRENESR,
BURAR N %0

- E "B, BRYP , BETIES—EEE



https://console.aws.amazon.com/datazone

Amazon DataZone EREER

o MEMEBEREM . MRERENEE  AIFEARREREREEVNRETARELR
Redshift 28 HFZINE R EREZINPTAEBERET. FRALREREEEINIIRE
5 &t ] LAIR 2 B 2 M Amazon Redshift 28 , LUERIRBEIREREPIZEE AWS IRF
FE I A BT RS A8 iR 2

- EREREABEARM  MRBEMNEE  FHNBEEEITNREREAAR
Amazon DataZone AZIREEVNTERGEEE LR EMA, FRANREREEELNIRES
A& EZIEM B 2K Amazon Redshift 28,

s FAFRM : MRMBBEBNEE  FANREREERVNREREEANRITEANGERE
B, REBAEELZANZMHETMER,

MREEEEERHER , FHTTHEME !

« EAWS IRFBRERS , EE AWS BEEFRIBEREIREN AWS IkFimiENRS B,

c K (REER]|ERT  EEUEAREREREKE AR Data Lake RIRFZEERENIREN
HR, KER , BEANAEERBAUERAIKRFANERHEBREZVIRERERE, BER
BUTFERRE , FRE [MEER], ER , KN EBRERERCEBERRFLEE, 7
SR, FBRE (EREER]), RREEUUEALMERREERIRENESR,

- E[BRE] BERT , EEF [EMESE] UBAREMRREZ AWS ikE N EZSANEMER
B, SLEE (EERENE], LERAZSBRREYNERBITENEETRT.

5. BEERVRERER.

REIRIERERE
£ Amazon # DataZone , IRIEBEXREERSTHARETRIENE AR, MBEFMEN , F528 Amazon

-
DataZone fifEEME 5. B EHRE Amazon DataZone BIEH PR ERBIETERE | BHXEBR Amazon
DataZone B,

mEEIRERER

1. BEEZF Amazon & DataZone Bl A OB URL , REMFEHRE—Z A (SSO) HEWEAE R AWS
B Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone ¥y Amazon DataZone & , W EABRYMENL AWS IRF EBEA , REBEZFRK
ERAOML,

2. EERMAORYS  REATER K ARENCEFEREREENER,

3. BEZFHZRFH "RIK) BER , ARERE "RIERERE. , AREZEFBENRERERE.

NREEERFREBERRRRERER  IRERERAREREENEBNHER,

mEBRERER 91


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

WMREEHHREE Data Lake IRIRFRERE , AT UREREEN BBNELR , W/ UREREMEH
HEREERVRENER , YEAUREENE, eEREBELRE , FIIT FIIEE !

c K [(REER]|ERT  BEEUEARERERERE AR Data Lake RIRFEERENIRENE
R, KER , BEANAEERPAUCERAIKRF AN ERHEBREZVIRERERE, EERE
LFERRE , FIBEE [MEEX]. B2 , KAUUEBKERERGEBERRFLEE, HEEK
iy, FRE [EREER], AREETAEARERRERERIRENER,

- E[BRE] BERT , B [EMENE] UBAREMRREZ AWS IkRFNEZSANEMNERE
i, REF (EERENE] MERAEBRREELNARRTENEETRT

SERARIER | ERIE TREIRIERERE, -
fHBRIRIZER EAE
1£ Amazon § DataZone , IRIBREESTHAREVIRENE AR, REXEENVENWRERE AWS R

FRESENEEARAREESD , UELIRENEIL, NEFMENR , 5528 Amazon DataZone i
BB =, ZEEMPBR Amazon DataZone #81E P HVIRIZERERE |, BN BEBHM Amazon DataZone X,

(® Note
MBRIRFERERE , BEEEALREER L EIEMRE,

MERRIR IR R EAR

1. BEEZF Amazon & DataZone Bt A OB URL , REMFEHE—Z A (SSO) HEWEAE R AWS
B Ao MRER Amazon DataZone EEE , BIF LUBIEE https://console.aws.amazon.com/
datazone ¥y Amazon DataZone & , W EABR Y MENL AWS IRF EBEA , REBEZFRK
ERAOML,

2. EERADMUEG  EE RBEER] ARENEMRREREENESR,
3. BEFRERTH "RKR, AR, RAREE "RERER.)  RAREEEMROREREE,
4. EMLEMRORERER  RREE "BFE, . "HBERL | ARFEEEMER.

92

=
P
i
Ik
a3
it
i3


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER
L m =i
B FRE

#£ Amazon DataZone EEH , RIEREREERNES (Bl , Amazon S3 F#EFEr#. AWS Glue
B R ES Amazon Athena TIEE4E) , HPGE—#HIEEN IAM T REFEREAR), BAAHEE
LEREBENEREEERSEENT. WEFMER , 260 Amazon DataZone fiTzEFBE S,

F{TE B DataZone FEER A OMBIEFTERF I HY Amazon EAEH AT LAEEZERHE L Amazon
DataZone &iE,

BEEVNRR  STBAUTESR,

1. EEZFE Amazon ¥ DataZone #I A O#@YE URL , REFEHE—F A (SSO) HREWEAER AWS
E Ao MREE Amazon DataZone EEE , | LLBIE E hitps://console.aws.amazon.com/
datazone # Amazon DataZone 1 & , ¥ FAEIEENML AWS IRF EEA , REZBERK
BERA O,

2. EE "AEMEER.  ARENETHFERIUNRENER,

3. EEF[BEURE], EETIWMANE , REEE BIIRE]:

- B —IREZRE

« iR —IREMNER

- IRIEBRTEE — ZEERANRENRCEEIEITFNRERE, REREESTHAREILIRIENE
K, MFHMET , 5528 Amazon DataZone iEEF# =,

BHRRHREER , £ 280 BERT , EEBRLRERERE — 2L E.

Am IR IR IR

£ Amazon DataZone BERH | IREEECHREEZRWES (HI0 , Amazon S3 FEEETE. AWS Glue
ERESR Amazon Athena T/EF) , AP 3 —HTEELER LREN IAM =8 (EFEBRNSHE
HEFT), WMEFMER , 552 Amazon DataZone iz R =

F{TE B DataZone FEER A OMBIEFTERF I HY Amazon EAEH A LAEE R IHE Amazon
DataZone &%,

FERBARARR , FXUU TSR,

1. EEZF Amazon & DataZone B A O#BYE URL , REFEHE—F A (SSO) REHWEAER AWS
B Ao MRMER Amazon DataZone BEEE , BIFLUBIEE https:/console.aws.amazon.com/

BIHHRER 93


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

datazone By Amazon DataZone 2 & , WFEABRVMEL AWS IRF EEA , RERZBERRK
BERA O,

2. REREEERTEE BEER, K ARENISLERRBEIRENEER,

3. ERYVEFEFRMEFMEATENRE. RAEERPELZFRERE.

4, RERENSBNER 6 AREE REEE. .

Ml BRER IR

£ Amazon DataZone BRH |, IRIFERCHREERNES (FlE0 , Amazon S3 #EFETE. AWS Glue
ERED Amazon Athena TERHE) , HP B —EUEESLEER LIREN IAM =88 (EBIBRNSH
HEFT), WMEFMER , 552 Amazon DataZone iz R EE=

£ B F DataZone FHE R A OB U FIEFF AT Amazon 5 & & 7 LA BRE R AR Amazon
DataZone E&RiE,

BEZMBRRERR , FTRA TSR,

1. EEZF Amazon & DataZone B A OB URL , REMFEHAE—F A (SSO) EWEAE R AWS
B Ao MRMER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone By Amazon DataZone F# & , WEABE VML AWS 1RF EEA , AR EBERK
ERAOHELE,

2. REREEERTEE "AEER, K ARENCTSEMRZIRENEER,

3. RHEVWEZEERBMEFMEAREANRE , RAEER "8F.) AWIEEFE "MERIRE. .

4. 7 [MBRIRIE] IREIEEDeleted , M AMACIRFEZMER , REIEZF [MBRIRIE].

RAEEMRELRFARENMAEER 2R B RRIMRETRSR. BEMRRE LA LMER
Hr B BB &R R MET R B &

BUMER

£ Amazon ¥ DataZone , BERAZE—HAFERAEE SR EM. RE. STBFER Amazon DataZone B
HPNERNEENSENEFCRARS LETIHE, NMEFHMER , 528 Amazon DataZone fi7 58 F #E

/S0

M E A DataZone FEVER A OB ILFFFEF a8 Amazon & 7] LAE I Amazon DataZone &
=,

MiBRER 5 94


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

FEEUNER  FEK TSR,

1. EEZF Amazon ¥ DataZone B A O#@iE URL , REFEHE—F A (SSO) REWEAER AWS
B Ao MRMER Amazon DataZone EEE , BIFLUBIEE https:/console.aws.amazon.com/
datazone B Amazon DataZone £ & |, Y FEAE AN NL AWS IRF EEA , RAEBERK
BRA OB,

2. 1 Amazon & DataZone B A OMH , BIERUER,

3. EETIWMUME A6 ARREE [BIEXR]:

"ER, —EHERE,
TR — FTRIAVIER

AmEE S5

£ Amazon ¥ DataZone , ERAZE—HFEREES K EM, HEK, STEMEEA Amazon DataZone B
BHNERNEENSERELERARS L #ETIHIE, WFEFMER , 5528 Amazon DataZone i 55 A48k
=o BHEMmIE Amazon DataZone B , U ARKERZNEEE , IR EHERZHEINREEE
g,

EEMEREER , AU TSR,

1. EEZE Amazon & DataZone I A O#@¥E URL , REFEHE—&EA (SSO) EHNEAER AWS
BE A, WMRERE Amazon DataZone EXEE , RBITLUBIE E https://console.aws.amazon.com/
datazone By Amazon DataZone £#2 & , W FEABEVBHHML AWS 1RF BEEA , AREEFRK
ERAOML,

2. EBE[BEER]

3. EELERENER. IRECEERBFEFEFIE , T E [ERER)|BUFEEERERBK
B2t

4. R "EE, WEE THRBEEXR,

5. BERZBANRAITEN , AREE [REL

il ERE =

£ Amazon ¥ DataZone , BERAWZE—HAERAEE SR EM. RE. STBF/SMFER Amazon DataZone
BiPMERNEENSEMmEMSARS LETHIE. MEFMENR , 5528 Amazon DataZone fiT5E #

mEER 95


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

RBERIBENITARREN. RMBRTAUMBHRHRERNARAR K SEERRE, RE, EE. FAFKM
FHEERIRE, Amazon DataZone #$8 Amazon JBi8 Lake Formation F1ZE DataZone & Amazon
Redshift RBEZEEE LWEBR. MRERILTEMPER Amazon DataZone A REE B R E I I IE
Amazon DataZone AWS EiR, MIREBTHEEIEL AWS BR , BFES BN AWS BRIEFR S & MR
ELER,

£ EMIBR Amazon DataZone BER , A BARZERNEEE,
EEMRBEER , BERUTHE,

1. EEZF Amazon & DataZone Bl A OB URL , REMFEHRE—Z A (SSO) HEWEAE R AWS
E Ao IAM XA LLBIE E https://console.aws.amazon.com/datazone By Amazon £ DataZone
BE G UEARYHEBRNMNZ AWS IRF EZ A , AR BEFRBER A OB,

2. WREMEMERPREZEER,

3. RELEMRNER, MREEERFEFRAEFIT , I 'SKER, MUPEEEREE
REFE,

4. RBEF "EE) WEEF THERER

BREARMGRERBEVENEAES.
5. MREBEIESE 6 FRAARREXT , AREE MR .

/A Important
RRERET RSB EIME , EHNHEEEER. AWS

@ Note

EERENEEEAEEEEDETIRER | Amazon DataZone €1 & /Y 4313 =X BA R 1R &
B AWS ER , AEMNENAEERERHINEE, LT 2 Amazon DataZone AIgEAIE B £l
B AWS BERFIRURBRZLZE, MERERILTSMER AWS RS R EEM AWS EiR,

« <environmentld>8 P EEFREEES® :

« <environmentName>Glue & H}EE : (1) <environmentName>_pub_db-*, (2) _ FERE %
MEEELEBBHNIEBERE , Amazon DataZone #HEIRE ID,

« Athena L&A : <environmentName>-*, MR EF BB E THEEE , Amazon
DataZone #$#1€IRE ID,



https://console.aws.amazon.com/datazone

Amazon DataZone EREER

« CloudWatch sC8%84H : E¥l[E <environmentld>

REFER

£ Amazon | DataZone , ERTWE—HFERAEE IR EM. RE. FTBEFEH Amazon DataZone B
BHANERNEENSESECERARA LETHIE, WEFMENR , 528 Amazon DataZone i 55 F#E

/&N 0

EEMARRER , BEUU TSR,

1. EEZF Amazon ¥ DataZone I A OB URL , REFEHE—F A (SSO) RENEAER AWS
B Ao MRMER Amazon DataZone BEEE , BIFLUBIEE https:/console.aws.amazon.com/
datazone Ky Amazon DataZone #2258 , WEFABE VBN AWS 1RF EEA , AREEFRK
ERA OB,

2. EEREDEMERPIEZFEE L AREEFEH,

3. EELEHBANER, NIREEERBEEFEFIE , UL [ERER)|BUTEEEREBR
BET,

4. RBEFE "EE) WEEF TERER,

BREFHEER

£ Amazon ¥ DataZone , ERAZE—HFEREES K EM, HEK, FTEMEEA Amazon DataZone B
BHNERNEENSEREERARS L #ETIHIE, WFEFMER , 5528 Amazon DataZone i 55 A8k

/50

BYARERFEEENSEE TN EHMEEER, B SSO FiH, SSO HAEWN IAM £
B ALHERAE) FE/AERKE.

EERAEFEERANER , BRI T I,

1. EEZE Amazon & DataZone RIA O#@¥E URL , REFEHE—&EA (SSO) HEHNEAER AWS
B Ao MRAER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone # Amazon DataZone £ & |, YWEAE RN AWS IRF EEA , ARIBERE
ERAOR,

2. ERERESEMEKRPRIFER K AREBEEAB.

e T


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone EREER

3. ERLEFNLERENER, NMRLEERBEFETIT , ALE [ERER]| MUTEEER
EERESE,

4. HERNFHEAEREL  EH[KE] R5IRH , RREE [FEKE] B

5. & "ERKE. BRYP , #EF "HEKE.

6. E[FENEEER|REAET  EELENENCERE  IEEHEERTHNAC HEEEXZ
BE) , RREE FHEKE]

@ Note

MR FEEMIE S EH Amazon DataZone ERAERER |, BAILUE IAM B H
BAEENE, B IAM ERFEBAOMLE, API = CLI B ZIEEBIE A EEF , Amazon
DataZone EHE A IAM TREVFHAERERE. B8ELA IAM ETREUFEAERTE

B, BEXE IAM 8 EMEHHRERE Amazon DataZone FH B EENER T4

IAM =RFBAERRE , FEREEESE IAM EEAFETIME IAM FFAFEE
#&AmazonDataZoneDomainExecutionRole Ry #81 : iam:GetUserfliam:GetRole., F4} ,

BREBEPATEE , IAM TRLXAEBLEBENLE IAM 35,

RERFBREE

£ Amazon # DataZone , ERAE—HFEHEE S L EM, K. STEMEEH Amazon DataZone B
BPNERHEENSENEFERRN LETIHE. MEFHMEN , 5528 Amazon DataZone #7358 A8k
o BUAARERMEEE  TERERPBRKE,

EENBRAERPBRAE , AU THR,

1. {#H DataZone BRI A O#iE URL EEZE Amazon ERIA OB , REMEH SSO FEAEH
AWS & A, MRER Amazon DataZone BEE , BIF LAEE I Amazon #FH AWS RS &
17HY Amazon DataZone E£32 A& https://console.aws.amazon.com/datazone , AERBER A O
DataZone #814 URL,

2. EBRREHEMEHRTERER  RREFEAE.

3. ERELEBRLEERNER, NREEERFEREFIY , TUE [BRER)MUTEEER
HERESET,

4. HEERNFMEAETEL  EH[KE] REIFER , RARBEF FIEKE] B,
HER [KE] R5IEHBT , ERECERERPBERNKE , AREE B,

o

HERTBRHE 98


https://console.aws.amazon.com/datazone

Amazon DataZone EREER

6. 1 "BERKE., REGRET , BF "'BREE. UERBER,

RERPBBRRE 99



Amazon DataZone EREER

£ Amazon R I EFMEMER DataZone

AEERIEERITHERFEF , LUEE Amazon FEIZ EREFLL DataZone &1 Amazon H &
¥ DataZone,

A7 A Amazon ¥ #3F DataZone ETHE , BABAEHEKEIF (BE ) /EA Amazon HEWER
DataZone, BV EERNERT , AEXERNHETERIEE, RIFPREM K SRIXFEPMER
HEAEHTUEES/BENCERAERETEE, BEUSRFMHB &R  EREEETUHNERER
FMEZR (BEENEBER). RP (EENGEEHER), Read me, FRME (BEENBEHBIER) Mg
ERRE  FAMENERTEENRAIEETEE,

£/ Amazon ¥ & ¥l DataZone BT/ BN T — T REMBEAETURRERNEFTEE, BN
1B EE##E Amazon DataZone B #R#{TILIRE. RERMMANEFEETARMHER & |
mBERRBFPRAERMBHNRETERAERAPRE, MREFEEZRMHE Amazon DataZone B #
BETEN , AL EBRABRBMHREE , WEREFREREREZR &+,

£

+ 5B Amazon B & Lake Formation 8] DataZone

- BYRITEERE

« BT Amazon DataZone E ¥R AWS Glue Data Catalog

« & Amazon AL BRI N E17 52 F# DataZone EIRIR

- EEIHEE Amazon DataZone & H KR

- REXEFKEEZME Amazon DataZone B #

- EEERNRIEE

- FHEVEE

« # Amazon DataZone H#&FPEUERHEE

- fHBR Amazon DataZone EE

« FEREITE Amazon FIEITH EIRIR DataZone

+ Amazon Y& EE5F] DataZone

« Amazon W EUEE & DataZone

- FRAREEBENERAIEE

100



Amazon DataZone EREER

A Amazon Bti& Lake Formation 1] DataZone

FEHREERAER (DefaultDatalLake) B IRER , Amazon #7118 AWS Glue B E DataZone

BILRIEBEIRERFN -2, MBEEERI AWS Glue BRERGEE |, ITESEHMER,
ER , MREAEER Amazon DataZone TRIEIH AWS Glue BERIERHEENSTREE |

R 24 ZEEA%E @ Amazon DataZone AL FEULE S EE AWS Glue ERIEFERIRWER., EEH
TUHIRME |, BXEE AWS HHERRTRUATERE , WS ER Lake Formation #EPFRFf AN
FllAmazonDataZoneGlueAccess-<region>-<domainld>,

- f£FH’E Lake Formation FERERNFEEFIUER , & Lake Formation 7 AWS Y& BHHERE
Amazon S3 V&, MEFMEN , FBregister-data-lakeZ:E : https://docs.aws.amazon.com/lake-
formation/latest/dg/

 #% Amazon DataZone BEEIAMAllowedPrincipals&F AI#Y Amazon Lake Formation &
MIBREF AT, MTJFFMEN , 552 upgrade-glue-lake-formation-background.html, https://
docs.aws.amazon.com/lake-formation/latest/dg/

« #LLT AWS Lake Formation PR Fff inE|AmazonDataZoneGlueAccess-<region>-<domainld> :
« DescribefMRFIENEIEE FMDescribe grantablef&fR

« Describe. Select. Describe Grantable., LIREREFRLERKREEEFHSelect
Grantable# DataZone WIFFBE RIGHIFERR,

(@ Note

Amazon DataZone %3 L AWS ake Formation /R &1 3\, Lake Formation JE&#E = A&
I#iB Lake Formation BIREIE AWS Glue EREME R RNV , ARFEEHEZBESLER K
MERELWEMRRE IAM TR, MEEZEA , 2B Amazon DataZone B AWS Lake
Formation JE& 8\ ER

WMEFMEES , 528 Amazon B AWS Lake Formation 5F 7] B9 # & DataZone.

Amazon DataZone B2 AWS Lake Formation jE8#E N ERK

Amazon DataZone 2 AWS Lake Formation J/E S XNERK, EEES A EEEZMIEE Amazon
R B AWS Glue £# , DataZoneMEE 5%#E AWS Lake Formation F5iff, -EEER A EEE
iB AWS Lake Formation BIZAEE AWS Glue ERIRMET , EARFEEKEELERR ENEMNRE
IAM 57,
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Amazon DataZone EREER

ZERKMER , B LL7E Amazon DataZone B2 ¥ 12 A MDefaultDataLakeEE B F LA BRI B &
$RERTE,

Ei A B2 AWS Lake Formation ;2§ RNERK

1. B P Amazon DataZone ##|#& https://console.aws.amazon.com/datazone 3 F EEV IR B &
B2,

2. EELEEE  AREZEMAE AWS HREAESEXERNE,

3. EREFMENERL  BEZEERSIER.

4. HREBFBEHEEZEEDefaultDatalLakeE,

5. #4R DefaultDataLake BEEIC R A. MRAKMA , FREPHLZREEHES Amazon DataZone 4
HE AWS IRF FRAAREEE S AWS IRFHRATE.

6. 1f DefaultDataLake FMHEAEE L , HRMBRERSIER , AR EFEELA LANRERT.

7. HE[BERMUEREM T, REGTRABAER N EEM.

8. YMERNVEEEAE® b6 BALEIHHN IAM A5 ZEEAEN IAM &€, Amazon DataZone
SFERLLA® , £ AWS AH Lake Formation JES FEUE X BB ¥ EEHFTE Amazon S3 #&E
FFRNEBEINE AT, MEFMER , 52/ AmazonDataZone<region>S3 E#--<domainld>,

9. HE , MBREFHFL Amazon LUESEN B EIFEME L Amazon DataZone S3 L& , A LR E
HEBRE LE Amazon S3 UiB, At , FTERATEER :

o BIZBYIRIZLBERIEEMN Amazon S3 L E,
o BEEEHRRM Amazon S3 EFEFEM URI,
- TENBHMFEETE  BHRIEHNE S3 VE,

® Note
Amazon DataZone & R FFHERRAE S3 VB, 1B S3 UERBANEM S3VEHEEH
PEEEM A HERR

- ERREFEE,

EAWS IRFPRAERNVEZMERER , EEREAETRER IAM FFIEEMN AWS Glue &

B¥ , Amazon DataZone %&£ LUESE XML REE Amazon S3 LE , AREFE B AWS Lake
Formation BEEHRAE LMFTH , AR FEREEENFIE, ERARERRKR LN IAM FFTEELH
&FH AWS Lake Formation #REFE , MAEPEEMAREN TERE,
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£ Amazon FE{A AWS Lake Formation [REERERXB S , MMAEEMZH Amazon
S3 {i & DataZone

MREEBFEAUNEFEZERZ AWS & KMS £ I1ZH Amazon S3 L& , Al
AmazonDataZoneS3Manage AN BEEFEH KMS €8 INZMEZERNER , FE KMS €88
RUAREZACSBIVER.

WMREH Amazon S3 U ERERA AWS ZEEBRINE , FAS T 5 REBRBUERFTE
Z AmazonDataZoneDatalLocationManagement& & :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "<AWS managed key ARN>"

}
]

WMRIEH Amazon S3 LEFEAFFZESWMME , BT T HEME

1. 7 https://console.aws.amazon.com/kms R AWS KMS i & , A& L AWS Identity and
Access Management (IAM) EXEFEAES DB A , RUATBRARMBNEZ KMS £BSBE
WBERNEREFT DB A,

2. HBEBERT , BRE[FEFZESR]), AREEMFE KMS RV EHE,

3. EKMS £ MHEREEL  BESRFEARSIER , AR TTIEP—EEE , LKMS £
BERAES D HIBEN BT A B Lake Formation [REEFEEE :

- MRFREAZBE (TSEREES. SHRMER. SREAENHEHM AWS IRFER) — 1 (£
FAE] BT , #BAmazonDataZoneDatalocationManagementf& &,
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- MREHFEA (JSON) BER — #HwEFA| , # AmazonDataZoneDatalLocationManagementrole
FIEEYH "RFERER. | WTIEGIFTR

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/service-role/
AmazonDataZoneDatalocationManage-<region>-<domain-id>",
"arn:aws:iam::111122223333:user/keyuser"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*"

iy

@ Note

R KMS €83 Amazon S3 U BEEE ¥ B T ER—1@ AWS IRE /R |, FHEREE AWS 1RF
SEMNZH Amazon S3 B HF ISR,

BYBFIEERHE

£ Amazon H DataZone , EER KB EHENERER , SINERERE, BRIRJMB[BEFERE,
ATERIEHEEREH -BHEMEE(N | Amazon DataZone BIBSHBEEE —HEEER | LUE
REETHHEPNRAFR, EEFAVERREEERENERNEE, EERAE—HXENE

A e PRERERRERE (0 , GovForm = GovernanceFormType). Amazon R EEHFR
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DataZone RIRAZFIN, BV EER , SRBEEERE (BERENIRY) EBNEBHRRRESE
E, A OREETENNGE , IEEERYEXRY

REEEFERE-Amazon DataZone fiZREEEN RMEEFE (81 GlueTableAssetType
GlueViewAssetType RedshiftTableAssetType RedshiftViewAssetType, . #
S30bjectCollectionAssetType) MR #FERELHE (2IE DataSourceReferenceFormType
AssetCommonDetailsFormType, H SubscriptionTermsFormType), EEARERFEEFRE,

BifEERE - FERVBIEESE  BEABVEAREFATFANSEDRERNRERENFAR
R, RE , BULLEBRIEERE. RPNEERAPEENRERBEUBITEEEE  BERETAL
ESEA,

HREEFEBILERNEESE K ZEEERAOBLPRRBERIER , BLUERE

Rifhig &R #i¥RelationalTableFormTypeEM , BREMEE. RPMERER)

ColumnBusinessMetadataFormAKFIBMMNEKRE K SHEHERR. FEXRNEBMNAFIRS|E
EEH,

EEBEBENAOMULEVBTEERE  FERUATESR

1. EEZE Amazon & DataZone R A OB URL , REFEHE—F A (SSO) REWEAER AWS
BE A, MRER Amazon DataZone BEXEE , BIFLUBIE E https://console.aws.amazon.com/
datazone Y Amazon DataZone F# & , WEABEVFEIHMNL AWS 1RF EEFA , AREERK
ERAOHELE,

REFEEERPIEE ENER), ARENETHFEVBITEERENER,

BEFHEZEN &8, HR,

REAEESHRPIEE 'EESE, K AREE BEVEESE, .

EETIER , REEE [BY]

o ~ w0 b

- ZR-BITEEEENER

- RP-BITEEHEWRA,

« BE FEPEERKRE), BHPEERXRENEEEEBITEE
6. BIUBEEENE K SUWUFRACREYEE,
EEEBAPI BYBTEEREE  FERUATIER -
1. EBWMA CreateFormType AP| BiEZE T A E R REFA,

AR 2 —18 Amazon SageMaker =4l :
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m_model =

structure SageMakerModelFormType {
@required
@amazon.datazone#searchable
modelName: String

@required
modelArn: String

@required
creationTime: String
}
CreateFormType(

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelFormType",
model=m_model

status="ENABLED"

)

2. ETHR, EALIYA CreateAssetType API B)MEREBEVEEFER, BREFHTANRER
EfA (SubscriptionTermsFormTypefE A TN EflH) A BETREFE | 3EIB Amazon
DataZone API B EERR, HRARKREFE K BRELBYALBEamazon. datazone,

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelAssetType",
formsInput={
"ModelMetadata": {
"typeldentifier": "SageMakerModelMetadataFormType",
"typeRevision": 7,
"required": True,
1,
"SubscriptionTerms": {
"typeldentifier": "amazon.datazone.SubscriptionTermsFormType",
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"typeRevision": 1,
"required": False,
},
.

UTRABBICENEYEERENEES

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="0nPremMySQLAssetType",
formsInput={
"OnpremMySQLForm": {
"typeIdentifier": "OnpremMySQLFormType",
"typeRevision": 5,
"required": True,
.
"RelationalTableForm": {
"typeIldentifier": "RelationalTableFormType",
"typeRevision": 1,
"required": True,

},

"ColumnBusinessMetadataForm": {
"typeldentifier": "ColumnBusinessMetadataForm",
"typeRevision": 1,
"required": False,

b

"SubscriptionTerms": {
"typeldentifier": "SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,
},
.

3. BE, BUNERAELRSRPEINBTTEEREREVEE.
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ERAEER

CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
owningProjectIdentifier="my-project",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{

"formName": "SageMakerModelForm",
"typeldentifier": "SageMakerModelForm",
"typeRevision": "5",

"content": "{\n \"ModelName\" : \'"sample-ModelName\",\n \'"ModelArn\"
\"999999911111\"\n}"

}

]

ELEFH  BEEUEBCEREE

CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{

"formName": "RelationalTableForm",

"typeldentifier": "amazon.datazone.RelationalTableForm",
"typeRevision": "1",

"content": ".."

3,

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "6",

"content": ".."

3,

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "1",

BUBTTEERE
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"content": "

iy

B I #1T Amazon DataZone ERIHRE AWS Glue Data Catalog

£ Amazon H DataZone , &AL I AWS Glue Data Catalog ERIZKR , MERFEAEREXRMN
BT E R AWS Glue, EEFHIEHERIHIR AWS Glue Data Catalog , F 4B CFERFRERE
AWS Glue,

BAMHITE AWS Glue BIRIREF , BRI RIRER AWS Glue EF I EEFTIEE Amazon
DataZone ERMER, B URBRHRENHFEIEEHRIT AWS Glue ERRIR , UMBUREFHEEN
EiihEER, FERRERTHE , SLLEEM R FLEERME Amazon DataZone B # , &
FIEREBFERESHEEREELEE, FUAUEREEREFEER A BMHEHERPEER. BEEA
EUUESNRRECRHENEE , Y ERFTEELEE,

HEMEE AWS Glue BIHIR

1. EEZF Amazon & DataZone Bt A O#8 URL , REMFEHRE—Z A (SSO) REWEAE R AWS
E Ao MREE Amazon DataZone EEE , B|ALLBIE E hitps://console.aws.amazon.com/
datazone B Amazon DataZone £ & |, Y FEFAE AN AWS IRF EEA , REZBERK
BERA O,

REREESKPRE [BRNER]), ARENEMEERNRRNESR,
EESERN "E8.) BER

REASESKPRE [(ERREF] , AREE [BUERKF].
RE T FIMAL

o &> oD

- BB — BNRRERH,
THR, — BIRIRER
6. & [ERFREE] T , ZEAWS Glue.
7. E NEHUREL T, BEBREHPEM AWS Glue RIEHIRIR,

8. & TERIEH, T, BMHER AWS Glue BT A RKREER, Fla0 , MBLIRIE "E2E, X
B A*corporate , AIERERTEAMEURFRHENRIRREcorporate,

BIIFHITERIHIR AWS Glue Data Catalog 109
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10.
11.

12.
13.

14.

15.
16.

BRI TR XFEREE AWS Glue ERE , i Al AENESR, THXFESEMEE
BE  BTENENRENITIRERE, MRELEREEFATRHRREEUNERE , AI4EA
MABRENER , MARETHXNBERERTE,

BUURE-—ERNERNERRINESENANBERRR A, SR ER [#iE &R E &
HRFIE S EERE,

E[ERME] T, B LURE BARERRRNERMmE]. MRBEEM , Amazon Ei5EERE
B AWS Glue ERlmE# H DataZoneE A &K Amazon DataZone B . tRIETEZR , Amazon &
#& AWS Glue DataZone FE ASZFHH 100 MR ERERES , BRERNHH,

Amazon HHE K mEIEE T DataZone 1% B R BR AR E R IR TR M MERE M, Amazon B
AWS Glue £ DataZone BUELER REIEE , UEEEEREE (Pln , EEA¥ENEKESH
B) REASR.,. ERERETUEEHITHEENERREEERKERLNER. EHEEET
RHERRHEEL AWS Glue ERIRE 28, Amazon DataZone ¥ E R A F B AT LUEIBE R ME API
BTRE=ZARENERNREEE. WEEZEA , 58 Amazon HEIREE DataZone

EE-F_Z’FO

B T8M, BRE , REERASVAAEERERBSKIREEE, NRERSCMHMEEFMAE
8% AU LERRIETRGR , Ui HBRMRXERER B &, MEFHMER , 52 the section
called “EBREFERRKIR

HREDELHRERE  FREETERRRREAZERBBELTRER,

(REBEM) BRPEERRE  FHERBEUEEEEREA Amazon BIRENBENPEER
DataZone, WIFEFFMMER , 552 the section called “EB3. FEIMBPEESRRE",

R T89T. REFRE  FEBHTENRRNERE,

- BEREYIT — BEIITERREN B MR,
- BEPT — BUUFBREBERRFENIT.
BET-F,

BREAERRER , RARBE B,

A Amazon AL B I FHE1T5E 5% DataZone HIFIR

EIEE#E S DataZone , &AL L Amazon Redshift EEI 3R | LUER Amazon Redshift X & £ [E
AERERBNBBENEMNPEER, EEA Amazon Redshift #1851 5% DataZone ERIFR , K
BRER AL EABCFEERN Amazon Redshift A,

% Amazon Redshift 2 3 #1117 & ¥ 3R 110
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BRI ME1T Amazon Redshift ERIRIREF , &0 LA 2RI Amazon Redshift ER 2@ PR EEH
B EZH Amazon DataZone B EF. B IRBEEN IR LBEFERIT Amazon Redshift &}
KRR, UBUREFHEENRENTPEER, TERRRBTHE , EUNEEEEKEREFEERM
#l Amazon DataZone B # , BFIEREEAEHERRELEE, U UEREEFEENEKD
BERRBHEE, PREEAZETUESNRRECRHENEE K YERITEELEE,

ZEFHI®T Amazon Redshift & E HIR

1. EEZE Amazon & DataZone R A O @Y URL , REFEHE—F A (SSO) REWEAER AWS
BE A, WMRER Amazon DataZone BEXEE , BIFLUBIE E https://console.aws.amazon.com/
datazone B Amazon DataZone £ & |, Y FEAE AWML AWS IRF EEA , RAEBERK
BRA OB,

RIEFEEERPEE ENER), ARENETHMEERRENER,

EEFHEREY &8, ER.

REAESESKPRE [(BRREF] , AREE [BUERKF].
RE T 5

o > 0N

- BB — ERRRER.
MR, — BIERER,
6. & [ERRRER] T , 1E#E [Amazon Redshift],
7. # NERRE, T, EEEEHEDEM Amazon Redshift RIFHIRIE,

8. MBBEMVIRIEMIE , Amazon DataZone BEZERIRE BEHER Amazon Redshift A &R FH
g  RIRHSREECHNEAERNIEE,

o MMBHBIBNRIED A RIBIENTESR Amazon Redshift Z248# T2 4 | o1 % DataZone #§
HEE A Amazon Redshift 2# AERMEMS R , B$E Amazon Redshift #E = TEFE R
B, AWS 15, ERERBNEEBELREE., CELFEELAHEANZE,

« MREEMWRFAAFRMEMNER , EETRERIER KR,

s MRBENAFREMEBELZMAERNIRE  ZREIFERAZREPHNEAERNEM
Amazon Redshift ZEHiZ1E , SRR AZRBCHEAER/ZE,

9. MELEEFFABCHREBREIERRR , FIRETHEFMENR :
o £ TR EE Redshift EAER, T , BEZEFRHMEN Amazon Redshift EEEZFH
Amazon Redshift #{al k28 T/EE A BN ER KR,

- RBEBELARSRPNERE TR AIIERFERE Amazon Redshift BEH TR , AR*E
AWS Secrets Manager FiEZZEEARSHBRINZR. ZALEEREERRELTER.

% Amazon Redshift 2 3 #1117 & ¥ 3R 11
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10.

11.
12.

13.
14.

15.

16.
17.

c ATERAEZRBHBRAETHNRNBEES , BEELIE AWS Secret Manager FHZRBEITE T HE
® (BI5/E)

» AmazonDataZoneProject: <project|D>

« AmazonDataZoneDomain: <domainlD>

MREGEZEVHZE  USEBFEALAEERERER  MATEERNNSR., WFEFH
B, F2E < MFERERE > AWS Secrets Manager.

BHBAREIIERRIRN AWS ZiEHRH Amazon Redshift {FHE S BSELECTHEERMzE
BROFEFT, WREH DataZone ¥ Amazon A REEEFTR (55 ) , Bl AWS ZIEFIE
BEAFEXABERUTEHT

 CREATE DATASHARE
 ALTER DATASHARE
 DROP DATASHARE

£ TERERL T, 126t Amazon Redshift EXIE, EBHR , REEAEHREIRITERN
A, i, MREEE "I, YW A*corporate , EEKIEMBEURFHENRITER

¥ corporate,

BALARE—ENEFNERKRMEZSETESHRA, SO UFER [#iEEtERE] R RmE
ZEERE,

igg-l:_ﬁo

HR TEM4, RE, FRERAUWIUNAEERBEPRREE, IREZIZCMFIGEFME &%
BHUERBEITRRR , YRR MBIEKER B %, MEFMEN , 5526 the section called
“EEIBEEERRR

HREDELERERE K FRERCEREERMNRRRENKEBDELETREN,

(RIZM) HRPRERRE  BHEREUTEREEREA Amazon BINENREENPEER
DataZone, MEFME , 7528 the section called “E37. {RERMRFEERKRE",

R THT. REFRE | FEEHTENRFERERE,

- BHFREHT — EEHTEMRREN BRNERB.
- BEUT — BUUFBREBERRENIT.
BET—F,

BEENRFERE , RRIZE [BI].
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EIEIHA Amazon DataZone B HIR

¥ Amazon DataZone ERHRE , LA LERE RN CURBERRFMAEANERZIER, EET
BEERERRE , AT LUSEMER,

EESTHRELSE | BNAM I AmazonDataZoneFullAccess AWS B ERA], tTEHMER , 5
2/ the section called “AWS SEBEHE",

£
- IWEBEHRIR
o MIBRE B HRIR

fim 8 & R R

& o] LAmEE Amazon DataZone ERIRRLME N EERHERGRE , SIEHIE. BRJEEREZIUE
%, BOOFIENBRERE, fFELIEFERRRELNZHERRFENRE,

fmEEE R IR

1. EEZE Amazon & DataZone I A O#@YE URL , REFEHE—&E A (SSO) HEHNEAER AWS
B Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone BJ Amazon DataZone =& , W FEABRVBEHHML AWS 1RF BEEA , AREEFRK
ERAOHEE,

REREESKPRE [BINER], RARENERRFTBEBHER,
EESEHRN "E8.) BER

REAESESKPRIE (BRREF] , AREFECEBSANER R,

EEX "ERRFER) B , ARERE "IRE. .

HENRRERETRE, EUNEFERNRFEFEER  ARFERLHEMEA,
ERTERE , FFEE Save ().

N o o bk~ b

il R & 4 SRR

ERTHBEE Amazon & DataZone #2RRE | (UK ABRE., MBRERKRE , MEREBZER
KENEENAEBSTER , BEEAENATUTEEEEE, BR , EEBE LR ERZKER,
BEREASHGEERZTHMERRE , REBREKRTE.
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® Note
ERERBRENRKRLNMEHE , ARTERRE. MEFEER , 720 BE, FTHEAM

£ Amazon RHYE R DataZone,

it BR B 4 2R

1. HEERW (BN REIEEBL  REASESKPRE (BRHEF].
2. BRELEMROERRR.

3. EEF [BE] [MERERNR] LREEZMER,

REXZEFEEEZEME Amazon DataZone B #%

O] A& Amazon DataZone EER E B ERMERFEEME Amazon B DataZone &, R
B EENRITRAZME B &,

BEERHGEEHE K FEETHEE

- FEREERMERG  BLARZERNEEEGBHE,

« ¥ Amazon Redshift EE , SR ER M E TR E B EMEBEHA Amazon Redshift #EFS
Amazon Redshift EX £ AW AEER , LIE Amazon DataZone &I Redshift A& FBHE N EE
5528 Amazon Redshift K& ¥l L A2,

« Amazon DataZone fE X5 M 5E E Amazon Redshift # B EE AWS Glue Data Catalog B9 55
B, HAFBEHMEE (Sl Amazon S3 ¥I#) , Amazon DataZone TEEEERHETHENE
HE, MRETHRELAZTEENEE , RELBHNETIAE -

Subscription approval does not provide access to data. Subscription
grants on this asset are not managed by Amazon DataZone. For more
information or help, reach out to your administrator.

RMEE

NREEBVERRREAZEREEVATEERNBHHPHKE , FATTITRURRRMEE.
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EERMEE

1. EEZE Amazon & DataZone R A O @Y URL , REFEHE—F A (SSO) REHWEAER AWS
BE A, WMRER Amazon DataZone BEXEE , BIFLUBIE E https://console.aws.amazon.com/
datazone B Amazon DataZone £ & |, Y FEAE AN NL AWS IRF EEA , RAEBERK
BRA OB,

2. RERSEERPRE ENER, K RARENEEMBHER,
3. BEFHERM "EH, BER.
4. REASEESKPRE "EFER.  ARENEERMNEE.

® Note

KR  MAEEBEEIRRE , ERTENEFELAREEENFIEIIREFER. W
REBEBRMEECNBEURE  FRBREEFMER K ARBE "FTRRE FEH
"REE. . BULERERNLENXMEERSENTE,

5. 1EE "BMEE., . EESEERMEEK,
MREHEEETEE (PINBREKLEFER) , EBULLERE "EFRMN,  SEMRHEE K,

EEEFNREEE

A7 A Amazon HEi% DataZone T9 8 , BXEELXBEIE (EE ) 5 Amazon BEENER
DataZone, B EERNERT , RAEXERNHETERIEE,

HERFHESPEVEER  UREETEEN, flM, EUNEBEENEE, RPNEDNRE
. BRUEERTHRESSEIEENTIRA., SANTHEEHMAERNER LN TEBRR%, 28
R EEERA.

B L fReE "EERL BER , UHIEEENEERA, BRI EEEZE markdown , LB AT SURIBE
EXRTERAMNER , Y HEERAEREENEEEA.

BALEB TR RN | 1 EE RS ARHE.
EEAGGBHEE , ATRMENN, FEEREB, RE , UREMEREARNE.

MRERVERMRRSBAT BEBLPRENEL I AEENMN RSB RERMEMNEZR
B8, NE-REBRENEI IR,

EREFNREEE 115
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BT RET RIRR , AEEREFTERHEEE.

Amazon YR E R RE T DataZone REFE BT B (PIMKHERE, HEFEMBESTE) X
RREREENTHRENEE, INEEERENTRENRESERENREEREEYNMEE
B, SN EERRRATEETRBLERRRZE  BREMPRENRENEEERHIEE, 88
BUYMRE 7528 Kthe section called ‘B, fRERMERFEERRE",

EEEHMEENPREN K LLAREEMBERNERENSRE,

EHMEENPERERNIR

1. EEZE Amazon & DataZone A O#@¥E URL , REFEHE—&E A (SSO) FEHNEAER AWS
B Ao MRAER Amazon DataZone BEEE , BIFALUBIEE https://console.aws.amazon.com/
datazone By Amazon DataZone £#2 & , WFEABE BN AWS 1RF EEA , AREEFRK
BRA O,

RESEEERPIRE BNER, K ARENCSLEEFHFEENCEENER,
BEFERMN &R, BEE.

REQBEERPIRE "ERER,  ARBEEFEFHIBEERNEESRR,
EEEFHMEENEERN "THREERRE, T , 88 HFE., K ARGTEERERGRE, SHAM
BHEMPEENREMNEEE, WEFMEEN , 552/ the section called ‘i EM P EER F
BEEE

6. TREH® , FEE [REREDL

ERREFRER , Amazon DataZone EE4X EENMERNA, EESEHMAZEMEL 8% |
BIE TENRMEE, -

o k~ @b

3

MMEfAPEERREZTEE

KRR, MNERENFRENREENNERHGEZEINIEEE. ERBHETUSHETEE
HMREWEHEMENEE  URHHMERS,

EmPRERRENNEZEE

1. EEZE Amazon & DataZone I A O#@¥E URL , REFEHE—&EA (SSO) HEHNEAER AWS
B Ao MRER Amazon DataZone EEE , BIF LUBIEE https://console.aws.amazon.com/
datazone # Amazon DataZone £ #& |, W{EAE BN AWS IRF EEA , ARBERR
ERAOR,

2. RERSEERTEE ENER, K ARENCSENEHIEERNEENER,
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3. BEEHERM "EH, BER.

4. REMGEERTEE EFEH.  ARREEREETRENNEESR.

5. EAEMMENEEN TPRENRE, T, EE FERE .

6. EMEHFMETEENRE  ARBE FHRE,

7. BASETREMIGCNE  A%BE THEREK. .
H&MFRER  Amazon DataZone BEEEENHEFRAR. EEREFRARGEAS , 5
#IE CEHBRGEE

HBRSEERME A &

—BEREEEERIIAE K EREEER T EERAZME Amazon DataZone B # , RLLFrEH
HEREBAURREERES, EESHEREFRANCRANRAE, EREEHP , RSB RRHE
HH MR, MRAPEERERMREN , MM B SRR T AR EME B &,

FEEVEE

£ Amazon ¥ DataZone , EE—RBERNE—ERENYY HlmER K., BRKR, BXR) IERERY
B (BIERR) WERE, MEFMEN , F2 8 Amazon DataZone MiEZEME S, FERHEER —X
HEE, ETEAEEREHTHRE , ALEENRERERTEEBHEN.

FEZBERFHEVEE , CHARRERENERTENSEE,
FEHEVEE

1. BEEZF Amazon & DataZone B A OB URL , REMFEHRE—Z A (SSO) HEMWEAE R AWS
BE A, WMRER Amazon DataZone EXEE , RBITLLBIE E https://console.aws.amazon.com/
datazone By Amazon DataZone £#2 A& , W FEFABE U BHHML AWS 1RF BEEA , AREEFRK
ERAOML,

REREEEETRE 'ENER, K ARENEEBVEENER,
EESEHRN "E8 BER

REASESKPRE (BRREF , AREE [BUBEHEE]
MEEEFMER  FRETIRE :

o M DN

- BERE —BERE,
- BB —BENEH,
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- X — BEENHER,
6. ¥R SIMUE , FBBANRIR S3 FEFITEA Amazon EREZ T (ARN).

EBEM A S3 FEE ., WEHMEN , F2EMFEA Amazon S3 FEIEREE ERHFHL
7. HRA TR, RE, FREERSYVAEEZKIESREE, WRERBCMMEEHMESE , BT
LIS R B TR B mE B 8%,

8. EBEHEV.

BUEBER BESEEZMABKTNERATEE  IRFEFMESED  BERLORERNEE
ALk,

#& Amazon DataZone B# P HUHE A EE

€ B $xFHUE M Amazon DataZone &R , ZEETEBHRELBESERP. MERAEREL
HEETSKRAITREERE , EMAERBNIRAREFTE,

HRAUHBRMEE  LLAREEFMBERNHEFENSES .
EEANUHRMEE

1. EEZF Amazon & DataZone B A OB URL , REMFEHAE—F A (SSO) HEWEAE R AWS
B Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone B Amazon DataZone £ & |, Y EAEIEHNNZ AWS IRF EEA , ARBERRK
ERAOM,

REREEERPEE "BRNER,  ARENEEAMBHNEZR,

BEFHEZRM "ER, BEE.

REASEEFRPEE ERHHER.

REBHEEBFETIRLEEE , AREE "BUHEM. -

o M w0 DN

EENERESPBER, BULRE &M, K BERENBHEE.

&k Amazon DataZone BE

EETBHRE Amazon FRVEERF DataZone , AILUEE KA MR, MEREEREE B HKHEUEBRHEE
TE. EUUMBREHPNEEREMEREE  EXBITERTIEEMNESERT. AEMBKREES
B, S ATBBEFMBIRAEE,
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EEMREE K CHARBEMBERNERENZHEE .

(® Note

EEMREERE KL ALHBEZEENFERAIRER, SEEMRERRBIIREN
BEERE,

EEMBRMEE

1. BEEZF Amazon & DataZone Bl A OB URL , REMFEHE—Z A (SSO) HEWEAE R AWS
BE Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone ¥y Amazon DataZone F# & , W EABRIMENL AWS IRF EBEA , REBEZERK
ERAOML,

2. RELPEBEMTRE [ENER], ARENISLEMRZEENER,

. BEZFE=RM "ER, BR.

4. REASESHKPEE SROANER., K ARBRBAIRBLEMENEE, EERBEEFAE
FEMH,

5. BE TRMEL , TMERL XLFEEIMER.

MErEER  RELIBREEE  FRAEWELTRAEE,

FERENIE Amazon FIEITHEIRIR DataZone

BT ERRIRE | Amazon €K DataZone IR EHMN RSB P ER Y EFHREFT
MRS E, BERREFHIEZE Amazon B DataZone , BAILUIEER BN HITRIFEE , ZRHFEE
EERFERREEINTERRKREINT. NREHNREMRERIT , ELAFHRBERTREHIT,

BIEEN RRIZBE AT , BMATURERFBHHIT. SERTRENFTEZEER  BUNENEE
I & H M E] Amazon DataZone B & , LEFMEREIEAERERRELEE., HMMEERE Rk
ESUBRMNEE,

FHATERREN LR

1. EEZF Amazon & DataZone B A OB URL , REMFEHAE—Z A (SSO) EWEAE R AWS
E Ao MREE Amazon DataZone EEE , | LLBIE E hitps://console.aws.amazon.com/
datazone #J Amazon DataZone £ & , Y FAE AN ML AWS IRF EEA , REZBERK
BERA O,
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2. RERSEERPRE [ENER], ARENERRRHFBHESR.

3. BEFERM "EH., BER.

4. REASEEKRTIERE [ERNREF  ARREINMEFLEHTHERRF, ESHEBMERIRZFHE
EAHME,

5. BE THRERIAT.

Running® Amazon AR HEHE R DataZone ENEEFRERE , ERRFRESEE
o BAILME [ERIRRHIT) R RE LERHITIRE,

Amazon F B E 5] DataZone

ESREEENEB RN PEERE , Amazon & DataZone I IMEEMNIER], ELRETFENE
EAWE. NP, BEFH, W88, PEENRENPERENRERUE. SEB2ETREARFIR
B, ERRRIEFHTH API EXEFTER. Amazon DataZone B LN EEETHRER BB ELTN
EEBF,

EHMEENELEMBITR , ELEARTEITRMHEEZ , UEEMREESL THITRERER. MFEF
HMEHF , 5B B the section called “REXEFHEERMER K, BREBEENZHMARMEER
%o

BEMREENBERERT

1. EEZE Amazon & DataZone B A A#YE URL , AREBFEHE—F A (SSO) RIEMEAER AWS
BE Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone By Amazon DataZone £# & , WEABEUFEIHMNNZ AWS 1RF EEA , AR EERK
ERA O,

2. RERSEERPEEENER), ARENTSEENEER,

. BEFHEZRM "ER BR  AKRLUREEE, CERREEFHAERAER.

4. BEZF "ERE, R5IER , HEESEREEBEBITNEE,

Amazon W EIEE £ DataZone

Amazon FHE ¥ R EIRZER DataZone HBIE THTEANMERE , fINER KRN TEYE, REME
MEREM, Amazon B2 AWS Glue B E DataZone®E 4 , WiRHE API UBAKRBFE=ZFERREMH
AARNERNREEE, EREAETUEEHITREENERNREEERERBR2LNER. FERE
WHTERRERR , BUUEARBENENRETER , i AWS Glue EXmE, EiB Amazon
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PHERMmERER DataZone , EFHEE UG BLEENERBMNENRESH , HEEYHIREK
FRTRERNEEE.

FRIFHER IAM AEEE

MREFER Amazon B AWS Z & DataZoneBUR , IFTEEFNNERESR K MESLEZEBER
SEHENUZIEENRE, MREFEHAESHWBERE T Amazon DataZone BB B REE
BARIEERNAG  AIXEEFHHRMIELACHEBER , UXEEBENPH AWS Glue ERIREE
A, AWS ZEERFR : AmazonDataZoneGlueManageAccessRolePolicydf ¥ EAWS Z EE I
B - AmazonDataZoneDomainExecutionRolePolicy MBI BEREF 5] APl AWS ZERHFRE
AmazonDataZoneFullUserAccess

A AWS Glue EENERRE

Amazon 1 AWS Glue DataZone fElNER mEREE , MEEXEREE (fln , #8SXKERE
HHE) REAS. ERERAETUEFHITREENERREEERRE2LNER. EREEET
K HEFZREEY AWS Glue BERIRE 2 8. Amazon DataZone X EHHF M A LUEBRER ME APl R
BE=FRHENERMEER. NEFHHEEHR , F2EER B HH G AWS lue ER@mER AWS Glue &
BREAM.

O LAUEIB T 55X A Amazon & DataZone ERMAERmMERE :

- EAERAOMBILE Amazon DataZone AP| , EER I W imEEIEE AWS Glue EXRIRIRE | EiB
Amazon DataZone BRI A O A AWS Glue ERIRRBBAER ME.

MEZEBAOMBEAERRFRAERNRENFMENR , FSBELIHIT Amazon DataZone E#}
IR AWS Glue Data CatalogF‘E ¥ 3 H Amazon DataZone EF KR

(® Note

BOLERAERAOMEY , EA AWS Glue EFEERMAERNRE, EURAMIEE RS |
A EFEBER A OIS Amazon Redshift 2 B i EH & & DataZone BRAE R R E,

BB AER AP REAMERREIBEERRENERmE, BAUERSR
HCreateDataSource=UpdateDataSourced i autoImportDataQualityResul t 2 EERE A
"E . REITUIRE,

BAERmER , BUMRKERIEFEDTERRR. BSRATEREESRSAEL 100 @i
B, ERENRRESENRER  EFFHELXRERNEER. EERME K BERREREMN
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MEEH (BEELLHERAES 30 AERNR) SRREEEENFED. BR  EENSEMEE
ENSEBHMEEEE. FEEEFENRMEENTESEN T &

RBABFTEERENENmE

BT LAEA Amazon DataZone API BB EREERMAENRE., MEFMER K F2ETIA
B

PostTimeSeriesDataPoints

ListTimeSeriesDataPoints

GetTimeSeriesDataPoint

* DeleteTimeSeriesDataPoints

LT SBIRMER API 5 CLI B Amazon R EEE A E =5I5EZEM & HI DataZone :

1. 53F PostTimeSeriesDataPoints APl , A AT/ :

aws datazone post-time-series-data-points \
--cli-input-json file://createTimeSeriesPayload.json \

BRLUTEMER :

{

"domainIdentifier": "dzd_bqqlk3nz21zp2f",

"entityIdentifier": "4nwlS5ew@dsu27b",

"entityType": "ASSET",

"forms": [

{

"content": "{\n \"evaluationsCount\" : 11,\n \"evaluations\" : [ {\n \"description

\" : \"IsComplete \\\"Id\\\"\",\n \"details\" : {\n \"STATISTIC_NAME\" :
\"Completeness\",\n \"COLUMN_NAME\" : \"Id\"\n },\n \"status\" : \"PASS\"\n },
{\n \"description\" : \"Uniqueness \\\"Id\\\" > 0.95\",\n \"details\" : {\n
\"STATISTIC_NAME\" : \"Uniqueness\",\n \"COLUMN_NAME\" : \"Id\"\n },\n \"status

\" : \"PASS\"\n }, {\n \"description\" : \"ColumnLength \\\"Id\\\" = 18\",\n
\"details\" : {\n \"STATISTIC_NAME\" : \"MinimumLength,MaximumLength\",\n
\"COLUMN_NAME\" : \"Id,Id\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description
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\" : \"IsComplete \\\"IsDeleted\\\"\",\n \"details\" : {\n \"STATISTIC_NAME\" :
\"Completeness\",\n \"COLUMN_NAME\" : \"IsDeleted\"\n },\n \"status\" : \"PASS
\"\n 3}, {\n \"description\" : \"Completeness \\\"Type\\\" >= 0.59\",\n \"details
\" : {\n \"STATISTIC_NAME\" : \"Completeness\",\n \"COLUMN_NAME\" : \"Type\"\n },

\n \"status\" : \"PASS\"\n }, {\n \"description\" : \"ColumnValues \\\"Type\

\\" in [\\\"Customer - Direct\\\",\\\"Customer - Channel\\\"] with threshold

>= @0.8\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"\",\n \"COLUMN_NAME\" :
\"\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description\" : \"ColumnLength \\
\"Type\\\" <= 18\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"MaximumLength\",\n
\"COLUMN_NAME\" : \"Type\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description

\" : \"ColumnLength \\\"ParentId\\\" <= 18\",\n \"details\" : {\n \"STATISTIC_NAME

\" : \"MaximumLength\",\n \"COLUMN_NAME\" : \"ParentId\"\n },\n \"status\" :
\"PASS\"\n }, {\n \"description\" : \"Completeness \\\"AnnualRevenue\\\" >=
0.28\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"Completeness\",\n \"COLUMN_NAME

\" : \"AnnualRevenue\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description

\" : \"StandardDeviation \\\"AnnualRevenue\\\" between 1658483123.39 and
1833060294 .28\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"StandardDeviation

\",\n \"COLUMN_NAME\" : \"AnnualRevenue\"\n },\n \"status\" : \"PASS\"\n }, {\n
\"description\" : \"ColumnValues \\\"AnnualRevenue\\\" between 29999999 and
5600000001\" ,\n \"details\" : {\n \"STATISTIC_NAME\" : \"Minimum,Maximum\",\n
\"COLUMN_NAME\" : \"AnnualRevenue, AnnualRevenue\"\n },\n \"status\" : \'"PASS

\"\n } 1,\n \"passingPercentage\" : 1.0\n}",

"formName": "GREAT_EXPECTATION_NEW",

"typeIdentifier": "amazon.datazone.DataQualityResultFormType",
"timestamp": 1608969556

}

]

}

2. F8H DeleteTimeSeriesDataPoints APl , B R :

aws datazone delete-time-series-data-points\
--domain-identifier dzd_bqqlk3nz21lzp2f \
--entity-identifier dzd_bqqlk3nz21zp2f \
--entity-type ASSET \

--form-name rulestET1l \
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EAMREENERALER

(® Note

H Amazon EERMEXE - AWS EEBEBERAER. B Amazon FEFEEIRTIEERN Al &
i& DataZone RE Y 7 Amazon 25 £ , At FERAESHE A Amazon EE5HEEMNEZEGIE |, XL
BEFTAIEENZ M, ZEHNESENER,

£ B BIMRAHY Amazon A DataZone , A LAE A Al BRIZHIFRITIEER B B ERHRRE 4R
Bo Amazon ¥4 Al S22 B M Support 1] DataZone B EEMMHERE, B LIEREL
REABERFBEBAS , YAERNEREITESR  EEMRAEAERREER,

Amazon FEHHEREERIRN Al BEHEA Amazon EEHNARESHEE | 1 DataZone 1B &R
ERZNERAGNRER. Al EBRUSHHENERESHEBN 2 TEARR., B8RS FBHH4T
XS EENERCERREESR  BBEENERTHBERAERNNTEE , LEEEENERZ
BEEIERD , fEm RS A ERRER,

/A Important
1£ B 5189 Amazon DataZone IRANH |, EXETSIEE Al HIRZEZBINEE -

. EERI (S BTALE)
. ZEFEL (RHME)

. BOM CEMEE)

. TAESE (E®)

THIFEF R M{A &t ¥ Amazon FREVERBIE L Al 5% DataZone :

1. BEZF Amazon & DataZone B A OB URL , REMFEHAE—F A (SSO) HEWEANE R
AWS E A, WRMEZE Amazon DataZone BEE , 888 = https://console.aws.amazon.com/
datazone B Amazon DataZone £ #& |, Y FEAE AN AWS 1RF LEEA , AR BERK
ERAOM,

2. EERSEERKRT , BEENER), AR EECSLEHHHEAR R AIBBCEENE

3. BEFERM "EH., BER.
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4. EERSEERS , BE [FABREN  ARERBER/RHELEERARZ Al EBNEERR,
5. BEEMFMERNEEN AHHEER RoIRRP |, EE [EERA

6. ELEHRR K BULRE. BEIXPELECH. ReErENEEREENSEEDEENTRE
BHERZE. £ (BRI EEN Z5IE8+ , EUNEZEEDELN HE) SENEEeB R A
RIZRE [REE), (B3] S [HEE]  UBREENER, ShrbURE "8I, L "HEEMRE.
BIE  ELRAEEEEEREN HHEPEER BB DLHAEEBEENFERIITERN
Bk,

HE , LU LLEE [BERER) R RR , A2 RNEE—AERRRANKEER , AR EE (&
R W FEE], WEREEEBDEENHER, & THEEHR, BERYP , KOTLLEE T8RS
5 TEEPER, | tMEFE BB EE R T RN B,

7. REREERMESHELTUNEE  FRE "RAEE, K ARE "RAHEE, RERETE
RIBE "REEE, | UEFRLEME.

® Note

MRETESIPIEBEEELNRT , ARRMGUEE  AUREREDEENTRER
TEESEERHNEREED,

FRAKSERNERATIEE 125



Amazon DataZone EREER

wE, STERNMEER Amazon HHIE R DataZone

£ Amazon i DataZone , — B EEZMHEBIE , FTREM TURELFRITELEE, FTRERRK
FTREESANIAEEFUSKMMEENEERMK, £ Amazon A DataZone O H |, MR IEE R
RRXFIBEBRRITBEE , HHIFEERANBERER, FTREZEE (BB HENPAER) , RAERER
WMER, T ARERIERER,

RETRzR , HEERFEFSHAUERATREFNEE, EEFIEHNETEMNETERS . HA
# Amazon DataZone EEMWEE , LAKIE Amazon DataZone EBMEE,

- ZEEE — Amazon DataZone AJAEERZEEENBITNETT , flIE AWS Glue &R F
Amazon Redshift FRi& 1R

- EREEE — Amazon EEENEEMBENEESH (Bl , R FETREFERNZKE) DataZone & #
#& Amazon EventBridge, BRI AERAELRESHEEM AWS RBRE=AMARAATEES A N
THITES,

£
. REEH
. STERER
. BT ERFIE
. HERIE

REREF

THMEFKERBEE Amazon FIREE R E & % DataZone,
&

- BENREEFBDINEE

EENMEEHTNEE

Amazon DataZone #2#t 7T —EE{t W S A REREEF. TMEFFERERAORLERL Amazon
DataZone {F & & AT LLiE 2 Amazon DataZone B#FHEE  TREEEZ BN MG MPIA HE
BH, B mEESENFMAETNER , FHEEEE,
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® Note

EERGREECSNERER K SL4ARTRAEE , YRAETRERLER T FEE. NFF
WMEF  FSETHEER.

HEEEHTNEE

1.

BEZE Amazon & DataZone B A O URL , RAERMEHE—FA (SSO) KB EAE R AWS
BE A, MRER Amazon DataZone XS , BIFLUBIE E https://console.aws.amazon.com/
datazone #Y Amazon DataZone £ & |, Y FEAEIEEHNAL AWS IRF EEA , ARBERRK
ERAOM,

FBR L EERAOREEENESIPRAEZESRNEESRR,

EZEREGATH  BRHEELALAREESKIAME SR, BREHZHEINESER K BHES
ESEREEENRAEFZRASERGREREE,

EHPF-EESHFRPACHNESTH, JTESR , Bl EASERERRE/ N ESERE
B, @RIEEEFE, FERFE AWS EBiF AR EEFIBIIRS,

EZERABTEENFAEN K FREEHAREFAENEENEE, FHEAEEEIETIE
o

- EEZHE. ERFE (AWS Glue Amazon Redshift 5 Amazon S3), E# (R K. WIRH S3
Y4F), BB KD,

- BEMNHEIR.
- BEEBARMOETRA, #EE, FIH. BBNENCHEREETERML,
"HE. B, AT esARARNPEERRE,

TERIER, 28  ETEENGERER  SEEENENTEEE. EREE | URENEER
B, EERHARSIEBEEANERKNRIR (FEARM Amazon S3 ¥14),

"ETEL REIER  HPa=@ENRIREERE.
"Efiiix, R HPaEsEEBREITNEE,

FIRESR

TH{EMIZMETRI Amazon DataZone BEEMNEMAE A,

ES- |

FTRER 127


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

Amazon DataZone ERERER
- ERFITEEE

- BRESIEBITREESR

- BEBBE BN

- BUHRTEIRER

- BUHFTREE

- FABEEN IAM BEE1T Amazon DataZone 5T B

BERITHEE

Amazon DataZone R FFEER |, SFRFEA Amazon DataZone B# TP HNEE, EEREBHEDKRIE
EERNEER 6 SFEEITRXEE , UBIUITEFE R, A% BEETUBESERENE R,

RLARBRNAE , TRERFTRAZERPHEE.
EEIREE

1. EEZFE Amazon & DataZone A O#@iE URL , REFEHE—F A (SSO) REWEAER AWS
BE A, WMRER Amazon DataZone XS , BIFLUBIE E https://console.aws.amazon.com/
datazone By Amazon DataZone £ & |, Y FEAEIEHNNZ AWS IRF EEA , AERBERK
ERAOM,

2. FRESIESWRELEIENEE , REEE T

3. 1 TFIRL REREDR , RETIER :

- BREFTREENER,
- FIRIFERMNEEER,
4. JEIF Subscribe (FTB).

ERMEREESNFBRE , SSEERAORBLFRIEA.
HERGAFTRAERNARE , FREMZREEITREENER, SEZERW (BN REIEE , ARMK
ERSEEETIERE [ERNER], LEESIHERBEREFDNEE., BUURERREFHEFTE.
BOESIEERT BRI ER

Amazon DataZone R FFEER |, SFBFEA Amazon DataZone B# TP HNEE, EEREBHEDHRIE
EERNEER , BHXBTRZXEE , UBIUTEFE R, A% BEETUBESIERENE R,
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RLARBRER (RMEENER) WA , TR ESIEBITREER,

BOESIEEFT R ER

1. BEZE Amazon & DataZone B A O URL , REBFEHE —&EA (SSO) REHNEAER AWS
E Ao MREE Amazon DataZone EEE , B|ALLBIE E hitps://console.aws.amazon.com/
datazone By Amazon DataZone F# & , WEABEUFEIHMNL AWS 1RF EEFA , AREBEFRK
BERAOM,

2. EERAORAMG  EERESREE], ARENTESHITRERZEENER,

3. BEZF [EH REIER , ARREAEEETKPEE [RIXER],

4. RHEER , RERREZ [REFR]. Bl "HEF, ETEHE  NEEENERFBMRENE
Ko

5 WEFTRERNERERER , WREERHEERIERE,

6. (EEM) WADE A6 RALEINIELFERWEH,

7. EE TROEL = THEEL

BRERERE , SUUBRKHETE. MEFMER , 52H the section called “HEERENETE",

EERBFAEITEAER , 2/ A Amazon DataZone E 4@ 41,
WERENTE

Amazon DataZone &&= |, SHRMEH Amazon DataZone B# T HEE, ELE B HEDKRTE
EERNEER K BEEFTRXEE , LBATEBER. AR , REETURERBEREWER, &7
BEEEERHEITRCRBETRE , eERRAKERR R BAETHEEEFNEE,

BLARHERER (RMEENER) WKE , FReBERTR.
HERET B

1. EEZE Amazon & DataZone I A O#@YE URL , REFEHE—&EA (SSO) HEHNEAER AWS
BE Ao MRER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone By Amazon DataZone =& , W FABRVBEHHML AWS 1RF BEEA , AREEFRK
ERAOHEE,

2. REFEEERTEE [BHNER), ARENTSLERMBE FTRNESR,
. BEZE[EH] R5IER K RARRECABEEHEFTRE [REEXR]
4. RHEEEMIEAETE , REREE RBFTE],
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5. (EEY) BARHEHR , AT REREEREEERNITRBEER, FTREER—AERNZ
Z  HpiANERTERERER.

MREBEHRRAETFREERBHEENTFIE , ALAETHEHEENTFEHE AWS Lake

Formation,

6. B [HETHEL

BEARTBI % |, MEEEFROETH. THELABRTHEE  CTRREEE,
HUHRT BIFR K

Amazon DataZone A FFEER |, SHBFFE A Amazon DataZone B#HHNEE, EXREB &P KT8
EENNEER 6 BEEFTRXEE , LBUTEABER. A% , EETWUZERBEREWFER, &7
BEEERCHFREMETRGER , TeRRALELHERTZEE , ESTEEEHEENERIEE
R,

BRAVHTRER , SLARERBEEHBHE,
HEAUHFTEER

1. EEZF Amazon & DataZone B A OB URL , REMFEHAE—Z A (SSO) HEWEAE R AWS
B Ao MRAER Amazon DataZone EEE , BIFLUBIEE https://console.aws.amazon.com/
datazone By Amazon DataZone £#2 & , WFEABE BN AWS 1RF EEA , AREEFRK
ERA OB,

2. REFEEERTEE [ENER], ARENITSITRERNER,

3. BEBEFEXRW [EX] RoIER , AREALASEERTERE [ERNER], LEASIHERER
FRNEE.

4. & TEXR, £TEE  UEEENERARBETHER, REER , REREE BEER.

5. WEFTRER , ARIEEZE [BUHER].

MREESHIIREE (HEFTRHMEE) , 52 [Bthe section called “ERFTHEE",
BUHFTREE

Amazon DataZone A FFEER |, SHRBFEA Amazon DataZone B#HHNEE, EERE BB KRIE
EERNEER 6 BEEFTRXEE , LBATEBER. AR, EETURZERBEREWER, &7
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BLARBERNAE , TRREUHFIREF —BEE.

HEAUHIIREE

1. EEZE Amazon & DataZone R A OB URL , REFEHE—F A (SSO) REWEAER AWS
B Ao MRMER Amazon DataZone EEE , BIFLUBIEE https:/console.aws.amazon.com/
datazone By Amazon DataZone F# & , WEABEUFEIHMNL AWS 1RF EEFA , AREBEFRK
BERAOM,

2. REFEEERTES [BNER), ARENESLEETRCEENER,

3. BEZERM(BH RIER  RAREEASEERPEE [ERNEN]. LERSFIHERER
FHHEE.

4. & "ERE) ETEERE  UEETRCRENFER. RHER , REBEE RETE]
5. #WEIFTEIILERE [BUERTE.

MRLEEFIREE (FTREMEE) , 552 Rthe section called “ERFTREE"

FHEAEMN IAM B 8E1T Amazon DataZone 5] B

EBHMAS , Amazon DataZone X ELRFEREEN IAM BEEINER., ATEHE—BEZ , &0l
EAREITETBEM Amazon DataZone IRIEHRIZITRBEE, EEEHF —{E+EE3H AWS tREHET
RIBENITEEE , B LMERATHSE

S’ 1 BAREH Amazon DataZone BB FEHAN R E 2 RBESRAH RAM B

1. BIEE AWSRAM X2 AFH HEHA : BFRAAR] EME.

2. BN AWSRAM ERAAEERKE AWS [E AWS 15, tFEREESA AN TN FEHRE
BEEN "EE

3. #HUEE Amazon DataZone #BIH ¥ FEMEIRE A , REBEIE (1B, EJLAER DataZone #13
BRI ID KFE B Amazon BEH RAM A , BA RAM HARLUTHEBE I IDataZone-

<domain-name>-<domain-id>,
4. BE[T—F)|#EBEETT—EALSE  BulEEHRE RAM & RIMY R b1 A& Ko

5. FEWEE RAM RAIMMRAREE 2 lREHMMmA ., MRRE , BEMA THUREEFERAE 2 NESK
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ERAEER

SR 2 EEBIRF 2R B R

« TEBRIMRAAH , Amazon {€ DataZone X EMFEA API BT BE, U TRERAREIUITEE

B —LRBE S| , LLB1T AWS Glue ERIZERF Amazon Redshift RIS BRAIETE, WMFEEEM

& , 2B CreateSubscriptionTarget,

AWS Glue #YT & B R 24

"domainIdentifier": "<DOMAIN_ID>",

"environmentIdentifier": "<ENVIRONMENT_ID>",

"name": "<SUBSCRIPTION_TARGET_NAME>",

"type": "GlueSubscriptionTargetType",

"authorizedPrincipals" : ["IAM_ROLE_ARN"],

"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\"3}", "formName": "GlueSubscriptionTargetConfigForm"}],

"manageAccessRole": "<GLUE_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",

"applicableAssetTypes" : ["GlueTableAssetType"],
"provider": "Amazon DataZone"

Amazon Redshift 5T B & R4l :

"domainIdentifier": "<DOMAIN_ID>",
"environmentIdentifier": "<ENVIRONMENT_ID>",
"name": "<SUBSCRIPTION_TARGET_NAME>",
"type": "RedshiftSubscriptionTargetType",
"authorizedPrincipals" : ["REDSHIFT_DATABASE_ROLE_NAME"],
"subscriptionTargetConfig" : [{"content": "{\"databaseName\":
\"<DATABASE_NAME>\", \"secretManagerArn\": \"<SECRET_MANAGER_ARN>
\",\"clusterIdentifier\": \"<CLUSTER_IDENTIFIER>\"1}", "formName":
"RedshiftSubscriptionTargetConfigForm"}],
"manageAccessRole":
"<REDSHIFT_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",
"applicableAssetTypes" : ["RedshiftViewAssetType",
"RedshiftTableAssetType"],
"provider": "Amazon DataZone"
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- RFZEE AWS Glue Data Catalog & E Y 17 EUiE
- BFHEZE Amazon Redshift & &R/ fZEUE
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—B¥ & AWS Glue Data Catalog EEMFTBEFERESZAE , Amazon 3 DataZone® BB ELE
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BEER  SX4EFHBELEETEM AWS Glue Data Catalog & E #7318 = Itk #7#9 5 BHHIR
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- FAREM AWS Glue BRI BB RB2ERNIREN "E8, ENAGNLEEBF T Lake Formation

FER :
« DESCRIBELA R ABEEEITDESCRIBE GRANTABLEE R R Z AWS Glue BRI EH R,

« DESCRIBE,, SELECTDESCRIBE GRANTABLE, fE3H M KRAFH Lake Formation FISELECT
GRANTABLEEPR.,

WEFFMER |, 752 BAWS Lake Formation FiZ A EEE AV ERNF S B 5 RV R,
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REREITBR. BREDRERR,
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@ Note
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R, BAEFHIELITEMN Amazon Redshift EEF I EBHFNERARIRIE, BULE
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AT LLIRE,
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M ETRY Amazon Redshift £ 4 Amazon Redshift ERIZHRESMWFAIEER, MEHF
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® Note

EHIMRAEAS | REERRMMEE Amazon Redshift &£ T/EBEBMNRBRE —HEBHN
AWS R F B | B85 DataZone REE B ¥ Amazon Redshift Ri&MITHEFE, AWS

REARZEEEEN CREFTRFHUE

Amazon DataZone ZEF A EEAEHEER BEHPRHETMAEENEE, HRAEP-LE

E , Amazon DataZone JAEBIEBEFIRE, ELEERASEEE , 8K NLEEN
AWS Glue E# B & # & Amazon Redshift & MR, Amazon #&% B &R F5TB DataZone B9
FIEHMEERAIFTE.

Amazon A% DataZone Rt ERIZELEEFIRENER, ERBEERADEERNBHTEEN
FJB% , Amazon EEEWIRF F DataZone BMHEH , UREAHTFHMELEER , BLREHERIR
MEEZEEILFEIRE, EventBridge ERWEINEHE , BULBRETREEER K XEEERXT
DERASHFHNEARBISVENREDIER, BT FIHER , B LE Amazon P& L EFHET R
WARRE , LA DataZone EEAINBAIREENERAEMMI AT URBREREE. WEFMENR , 28
£ Amazon DataZone B4 FEH,

HEBR

THEBFREIEE Amazon HETER A ERFHE DataZone,

&
« &) Amazon Athena {52 5§ Amazon Redshift 7 Y E{15

&5 Amazon Athena =iz 5§ Amazon Redshift A1 By B

£ Amazon DataZone , —BETEE A UFENB SN EE , B AT AFEHA LG Athena REEFE
Amazon Redshift EF#RER v2 FAXEE (BEHND ). BLEARERMEENSEESETRI
1%, HERPHRANEBMNE , Amazon EEERAOPEENEREE A M ERF DataZone R 1H
Amazon Athena /5 Amazon Redshift &3 #miE2T v2 BEE,

1. BEEZF Amazon & DataZone Bt A OB URL , REMFEHRE—Z A (SSO) HEWEAE R AWS
B Ao MRAER Amazon DataZone EEE , BIF LUBIE E https://console.aws.amazon.com/
datazone Ky Amazon DataZone £#2 A& , W FEABRVBEHHML AWS 1RF EEA , AREEFRK
ERAOMBL,
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2. 71£ Amazon DataZone EXIA QML | EREBBEERFE K ARSERAUBELESTERNE

e

3. WMRUKERCHAERHEER , AIESREEAAERPEHET Amazon Athena BVEHR .

NMRGERERHAEHNEREER  AEREREAAERTEREIEDRERNERS,

® Note
EEREAREVERNRERERFERN.

e
- {8 Amazon Athena EHE
- {8 Amazon Redshift & 5 85

£ Amazon Athena &#H&

i#1E Amazon Athena B#% , FRAERMNEAERETEORE  ERAERNTRSIEBTFHRK
Amazon Athena Z#{FER, BIEEMFEAK Amazon DataZone ER S EHFEESTHENZENAB
BIAY THEE A

£ Amazon Athena EffRESRF , BREXYHTEN, EERIIFIHE -

- BN ETRENEE
- BYHFRE
« RENER S3 REFAENEMER (CTAS) BV ERE

EHMN DT ETENEE

R Amazon Xk BEE FERITEEENFIE DataZone , B4 AR S FINERERNE#, WFM
MIREELEEFIENGFME] K B2RAREASEEEENCREST BN FIE,

R Amazon B EE FEETEEENFEUE DataZone , B UEER R L#IT SQL EH , &
Amazon Athena P EERE R, MNEE Amazon Athena £ SQL WEEHHES , 5528 Ath ena B SQL
2EZER,

BEEREEAAERTH Amazon Athena EH % , BEZE Amazon Athena E#RIEESF , Amazon
Athena BEHRESALASETERTHNRBEE K MESEHBENENERERS,
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BRI EBBRETNIIRFEIUATRIRE :

- BITERE ({environmentname}_pub_db), LtERENEHNRATRES—MEIRE K BEULUE
HRBREPELHER , AR EREMHE] Amazon B DataZone #+, ERHEAENSHEL
BHENENERMNEAZR. ERBAEIFLERNENEIER.

« STRERE ({environmentname}_sub_db), tERERW B 2EEHBEE Amazon B
DataZone 8 FUERKE G HITRNER , WEEREHNEHZER,

BMHRE

MBEBEEIFBISED S3 fh128788 | BITJLAEA Amazon Athena #9428 Amazon S3 fEZETEEH
DHEE, EERERMNT , Amazon DataZone R E R EZ R FEH /I Amazon S3 TP ER
ERMNEEE b mMBEEERNAIEILNINI Amazon S3 ERFAETE Lake Formation PEHEERE , th
#5H Amazon B DataZone, 3 —&5 A2 E A Amazon Athena FHICREATE TABLEEH |, #$#&
BHESER Amazon S3 FEFETEER BE R Amazon S3 FEIFEANFTRE., EEE Amazon Athena
#{TCREATE TABLEZH#EF , 581 AWS Glue Data Catalog.

HEE Amazon S3 FIEEERIAVIRE , FEfEMA LOCATION B , T HIEHIATR

CREATE EXTERNAL TABLE 'test_table'(

)

ROW FORMAT ...

STORED AS INPUTFORMAT ...
OUTPUTFORMAT ...

LOCATION 's3://bucketname/folder/’

WMEFHMER |, 5528 Amazon S3 FHIRBAE,

HES\ER S3 IR EMER (CTAS) B ERK

ERITREER  HERBERNEFEHRERWHEN, ErLIER Amazon Athena RIZRMWEIR, £
Amazon Athena 1 , A CREATE TABLE AS SELECT (CTAS)Z#HERIFEE —EZEHWSELECTRERR
RiER |, /£ Amazon Athena PRI FER K, MNEFEE CTA ZENEH , FSHEILIER T AS,
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CREATE TABLE new_table AS
SELECT *
FROM old_table;

EHESEHI L TELF |, 88 SELECT BiRXthEE WHERE 7., BEBERT , EHReRER
FHBEUM 2 WHERE FAHBRLEERIF -

CREATE TABLE new_table AS
SELECT *
FROM old_table WHERE condition;

UTEMEEYHERES —BERRN—EERRUTHHES :

CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table;

MHESEFNEREBLERAZSEERRNBEE/NNELTNENSE

CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table_1, old_table_2, ... old_table_n;

EBEHMBINRKREECRAEREE AWS Glue BN —24 , B ATLUEERMEAEERHT
Amazon DataZone B 8% , SH M A TJLUIRER I EH A Amazon DataZone ER# A,

£ Amazon Redshift 2 58 &%

£ Amazon ¥ DataZone *ﬂ)\lﬂ?ﬂiﬁ&iﬂlﬂ FREAENERERNRE. EREEENGAIERAE
£ Amazon Redshift E#E, ESHMT SV EFMERANTRTHTE AR , #BEE Amazon Redshift
EHmESR 2.0 qJE_Lﬁﬁif_iﬁ.E’J Amazon Redshift # £ 3 Amazon Redshift ﬁﬂﬂﬁgﬁlﬂfﬁ%ﬁﬂﬁ
F. RHBIYEHNMAEFMERE , 5122 "B Amazon Redshifty &, ES A Amazon R
BEWERREAER , ERESRNHRSHEE PR Amazon DataZone Redshift E"E]‘Hﬁ'uﬁﬂ%% v2.0,
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EEHRESET  BIEENERER SR Amazon Redshift # {7 IR 25 T/EEH#HIE & Amazon Redshift #
g BERRTISBREHIT

1B A AT Amazon Redshift {7 B 28 T /E&¥4H

1. EEHFEST , ZBIEH Amazon DataZone FR3ER Amazon Redshift @ IRES T/EEHE |, £
HER-TBERE , REBEE "EIER,

2. BE [RRFERE) £THRE.

3. 1Rf# Amazon DataZone IRENEIBENZHE,

4. EBEBEIER.

¥ 558 Amazon Redshift ££&F :

1. HEEBHFERP , BBIEH Amazon DataZone BRIEH Amazon Redshift #5% , EH &R —T8
BhAE , REBEE [BILER]

2. ERFEA IAM 55 ETESORIFNERZEAER,

3. MRLRSMEBAEZTTA , FRBRELTANERHIZMITHIRFRE , AREEFEH IAM
BRIBETEHRBLRE, 1ER—1E one-time-onlyiRE .

4. 12t Amazon DataZone RIFEE K EH A BIUEILELR,
BERER,

WRIE | WO LABAER Y Amazon IRIEERER Amazon Redshift #5 5 Amazon Redshift {7 iR 25
TEHRBERANERRMNMR, DataZone

EET A 1E{T Amazon Redshift RigH R B ERE EHEZIREREN T E Amazon Redshift # 5
=58 % Redshift fE{@iRES TEEHH, BULETRRENRAR W UBRTHEREEEIEREFE
S EFTRENRRE R

Flan | BERALUREEFE BB BH Amazon Redshift #fredshift-cluster-1MZ#EEdevh iy
MWERENEH, FH Amazon DataZone ERIA DAY , WU LLEAFEZRENERRNRIE, £
ERAOMELERERNAnalytics toolsEBERT , BA LUEELIRIBHN Amazon Redshift B |
ESRMERRER. A%, B bffredshift-cluster-1¥&E FZ—TEEAE XA IAM
B ERARBEAESNENER, BUEER , BULUE dev BIRET ERENRETUGENFTE
RAKEE,
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HEELALEELE TEIBELERI EEBLEERRBE RS
4 EE R T SRR B
E4£M Eventis

HEELEGEEZRE GE X -2 ERBLEERRBE =4
W TELME , &
EEEH

B R R T BERREEEL BUNEBERRRFE RS
EEEH

BERRRHIT BERRIEEEH EMREERRRE =4
SEEENH

BERRIRHIT 8 5% R RRBIT BB E R RIR 1T =4
SEEEH

BERRIRHAT BERRIRHITHIN B RIRIRB 1T I B =4
SEEEH
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SEEEH

EERAERAORBEBHEPNTHE , FERATSR

1. fEf DataZone ERIA DAY URL BEZE Amazon ERIA Oy, | REMEH SSO EAER
AWS & A, IMRERZ Amazon DataZone BEES , BIFLAEE I Amazon #FH AWS RS
17HY Amazon DataZone E£32 A& https://console.aws.amazon.com/datazone , AERBER A O
DataZone #814 URL,

EEBAOPEY , FERREISRIEI—HIAENRERE  FERESYZENNERTR.
BEURR AR A T, EWLLER "E4 . (Events) RBEREERBENERTMBEM.
BUMERERHTE, ERAPIRFEATRER B REERGELS.

BEEFEMER T , UEEZET LR TN E.

o & 0N

EERAENAOREBHEFNESF , FERATIR
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1.

o ~ DN

£/ DataZone R A OB URL BEZE Amazon ERA OB , AEFEH SSO HNEAEHE
AWS & A, WRER Amazon DataZone BEE , BRI LAFEE I Amazon DataZone 1R#1EHY
AWS #R F #17HL Amazon DataZone 3£ & https://console.aws.amazon.com/datazone , LAER1S
ERAOMBL URL,

EERAORES , FERAKRI—ESHNRERE , HEIUESIZ2NHRER TR,
BRURR S IUMRAESEH. EULLER [T RIEBRREBERBNEEIE L,
HEHETENANEEGRES,
EEEAENS4HLEZRETURRZABHFARETNMLE

BB Amazon EventBridge BAERARIREEEH T £

RTEARELTNERAOMEPNERKGES , DataZone EEAE LA L FEEEIFEE Amazon
DataZone R#E K E— AWS 1k FH#Y Amazon EventBridge TEEREH R BE, E BB SHEEEM
BEMbIheE , BINFTRETREE M TEMNBITES., BRI FSEA Amazon EventBridge =

HHRA, WAEHEEE Amazon EventBridge B RH#TRE, E—RATEEHEXZZEEE , A

%5 parallel #117,

UTR—ERGIEH

"version": "Q",

"id": "bd3d6239-2877-f464-0572-b1d76760e085",
"detail-type": "Subscription Request Created",
"source": "aws.datazone",

"account": "111111111111",

"time": "2023-11-13T17:57:00Z",

"region": "us-east-1",
"resources": [],
"detail": {
"version": "655",
"metadata": {
"domain": "dzd_bc8elez8r2abxz",

"user": "44f864b8-50al-70cc-736f-c1f763934ab7",
"id": "5jbc@lie@sr99j",

"version": "1",

"typeName": "SubscriptionRequestEntityType",
"owningProjectId": "6oy92hwk937pgn",
"awsAccountId": "111111111111",
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Amazon DataZone EREER

"clientToken": "e781b7b5-78c5-4608-961e-3792a6c3ff0od"

.
"data": {
"autoApproved": true,
"requesterId": "44f864b8-50al1l-70cc-736f-c1f763934ab7",
"status": "PENDING",
"subscribedListings": [

{

"id": "ayzstznnx4dxyf",
"ownerProjectId": "5a3se66qm88947",
"version": "12"

}
]I

"subscribedPrincipals": [

{
"id": "6oy92hwk937pgn",
"type": "PROJECT"

Amazon DataZone X ENFFHERER B EFEIRE -

- AIRFRERI

- FAIRFEREER

« FIBIFERBIERE

« RTBIFEREMER

« EXRFTEART

- FIRRBE TR

- ATRRERM

- CERBBITRRE
« FTBRMEMEET X
« FIBIRMEREIE A
- CHREFEENEE
- BEECHEER®
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- CRFEERE

- BERRFRERE

- ERRRERI

- BERRREER

- CREBRENRIRAT
- ERRREHITRI

- BERREHITRM

« WBEEMRIY

- WEEMKRK

« HEEMIERA Zh

o HELEMIBR KB

- RIRAFBCEHS

- RIREPBETA

- RIRABBRM

- CSHIBMBERERRE

- REMBRETK

- REMBRKK

- EREVHEY

- ERREFEAN

- ERMEBREY

- ERREACEERY
- BMEBRRAEEF TER
- BREBBEEAY

- BRBEBEERK

BEEZELR , 5528 Amazon EventBridge.
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Amazon FI &4 DataZone

EL2 AWS BRENELER. BRAWS BF , BKALURERDPONEBRRETEDS  SLERBRES
TREHZE M RBBNEBNERMBER,

2R AWS BECEHERBENSRE. AESEEEZEERATRNZEMNERPHNLTEM

- ERZEt — AWS BEREBEHPHIT AWS RNV ERLEE AWS Eif, AWS EABZREHATUE
2EANERE, EETHBAR Amazon BWEHRETE| DataZone , B2 BAWS SRETEIN S RETE
AWS AR %% & 1Y BR 7% o

- BiRReM — ENETEORNEERN AWS B, U4 EHEMREZEE  SRERNEE
. BRBENERNEREERNER.

RN AT B IR T SR ANAFE A Amazon RFEER R EIME &R DataZone, T 5 EREER MG
E Amazon DataZone AT E L NEFREE, LB R M HEHM ] AWS BB EE = ERE
Amazon DataZone &iRH R

£

+ Amazon WY E#E{RE DataZone

« Amazon &% DataZone

- fEF IAM #2#H1% Amazon DataZone &R 1FH
« Amazon W& 5 BRE DataZone

« Amazon W& £ H{EEE DataZone

« Amazon Y E]1* DataZone

« Amazon EftEEZ £ DataZone

« Amazon W RR#%E & &IFEFs DataZone
 Amazon HAHEERE)E 2 47 DataZone

Amazon BV &I {R#E DataZone

AWS HESEERBEHMN Amazon H I ERHRE DataZone, MERGFHR | AWS EEREHIT
FiE AWS Eif. CEEHEBETHERSRLAEARNEGE, SHEREEMER AWS R &
LHENEERETE. WEENBLENFHET A F2REERBAEEEREEE. UEEFHBINERMR
ENHBED , F2H AWS R MIPER LN AWS HEHNSEERMN GDPR PEHRNE,

RRRE e
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFHECFRASEERRE (MFA),

- £/ SSL/TLS & AWS BRETERA. BMAFTE TLS 1.2 WEREA TLS 1.3,

- ERARKRE API MfEAFZBH AWS CloudTrail,

- 5 AWS IMEBRER T RAREPNFRERFEL L AWS R,

- FRERNZERLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 HWEUBE R,

- MRHEZFBHSHNER API FEEFEEL AWS 1B FIPS 140-2 B8 XM NZ1E4R | 5EH FIPS
UnEh. WIEER FIPS M FIPS BN E S HEEER , B2 RB T EAREZE (FIPS) 140-2 #LE,

BRI ERCEBYTEREPFNEFEA N SRESHBREN , REERIEAKRNHN X FRA
B, flanEBmENL,. ESEELRMEMAEFE , APl DataZone = AWS SDK E2 Amazon S E it AWS AR
¥ AWS CLIAEER, BEERI AR XERUL T AN T MERSR T AR ESZE B,
WMRERMHINEBRRERN URL , HPIAZIEBRF I ERRB LUZMIRB[FE RN URL P2 EBREA,

&Rz

BFHAR , ZALUREHESHL Amazon DataZone ERMFF A, BEFHHELERMA AT
TR ENE , Bt , BRERTHTEBIENTT. SYREERJIBZZBmMIENZERARBMNTEN
5 BEFSEERFHNEMAEEEN &K,

RN

Amazon T85% DataZone A ABEENEENEAWS RBEERIE (AWS KMS) &8RN EHFR
AWS & #, EHaLAEHE B AWS KMS B2 8 R INZFEFIE Amazon DataZone B #&HHE

£ Amazon 3 #81E R DataZone , WA LURENE BHNZE T BET NZERE (HEE) Z @M ZEUSHE
WRH KMS £88 |, LURHMMBRRE,

B nE

Amazon DataZone A E#HE R £ (TLS) MAFiwNZRETE®H PRI MNE, B Amazon KIEEA
DataZone —f&i&iR HTTPS £ , At BN EREEHIBREPHRKSNE,
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AT REIRF ZERIERE | Amazon DataZone ERABRB AN IAM AL LHEZIFFIRFIEAEK
EEHTERE.

xR
« JEAR® Amazon BFRREE ¥ % DataZone
« {£/H Amazon B0 VPC %% DataZone

B R Amazon HIRREE R N2 DataZone

HARMEBFEER , APRRERERRERNFISRNEERKFNEME. BN, HURERENS
BREMBERMTERERNEZ2EAREN,

Amazon DataZone {785 AWSHEEM SR BB NZBREER, BEEIRE., EEREX AWS #EF
SMOER, NEFMER  BF2RAWS HEWEE,

B AR A (SR R MR R S R IEER | B2 TSERY Amazon DataZone fHKEERSE
BHWLW , ERE AWS AN ME LM LHHE = FME. Amazon DataZone X EEFUBHE S

SELW , AALRY. HANEEELLS , FBRA AWS HANMEFAE-BME, HRET
BISES R MG | BRI BUE E AR BT L RS -

. BY A EBREE

. RS IAM BERBK

W GETGES oL

. SRR ME AT

. S

. BYUSWAIE

. EMBRHFRBET

\

¥

MEFHMER , F2RELFEENTR.

(® Note
Amazon £/ DataZone EBEN S AWS BB MAFTENDSR , LKBRERTFER,

R R AR 5


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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Amazon DataZone EREER

AWS EREFZETREIMNKMS EF. NEEBEENFMENR , FBRAWS SREE
R EE,

Amazon {A7E AWS KMS 1 DataZone & Bk

Amazon DataZone RE=ZXBEESFREALNEFZEESR. ELERIFEAETEFZESRMNEN
Amazon DataZone #8i3iF , Amazon DataZone €#&CreateGrantig REIiX | AWS KMS REREBEN %
ENFEE, AWS KMS FREFAMEF Amazon DataZone FZEUEIRFE FH KMS £88., Amazon
DataZone B T 3I&RE  BEFZESHARTIRIIEE .

—RABREARMBBRERE  JUETUTRE

« Ei*xDescribeKeyFERE AWS KMS , LAHERFEZE I Amazon DataZone B E SRR ANHBE S
ZE KMS SREBFIBEEER.

« fFiXGenerateDataKeyrequests®E AWS KMS LIEAHEFEESBINZNER S8,

« BEBEBRE AWS KMS UBZNZNER SR , UEEAELERRMNBENES,

* RetireGrant S\ 1 Ml Br 48 35 i AR 4 .

ESNRZERNNMEFHEDE -
« BF 2
+ DescribeKey

» GenerateDataKey

- hN%, %%, ReEncrypt
« CreateGrant AR EBE AR AWS IR ZE M F & # DataZone,
» RetireGrant
- BF 3
» GenerateDataKey
. BE

* RetireGrant

B LRERAER TN FEE , SIBREBHEFZESRNFEIE, MREKM , Amazon
#% DataZone EEZFHEFZESRNENEMER , EEXENBERERNRE, 6
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o, MREEFEE Amazon DataZone FELFHBEINWEIBEE EFMER | AIREKRE

#8AccessDeniedExceptioniis

BYEFZESR

B LERAE AWS B A5 AWSKMS APl 2 HBHNEFEFSE 48,

FEREVHBNEFEESR FEESREERBFABABEETEREVHBEEFSEE AWS £
KR

ERFR-FRFENTEHNHEFEESRNFI. SEFFZESRVBLARF —BESREE , &Y
BEREHTUEASREACATANRER, ERUEFRESRE K TUEESRBEK., WFHF
WMEF  F2HTREERBHEBASERTN AWS EEEFZEESRNFIER.

EEBEFZESRE Amazon & DataZone [RIEEFER , X EBESBEEP LTI API RE :

 kms : CreateGrant— #REMEERTFEEN SR, BRTFHIEE KVMS £BNEHFEE , SUER
F Amazon Fff DataZone FR{ENFEE, NHEERAEARENFAEN , F260 AWS SREER
BEBABEE.

« kms : DescribeKey— R ZE FFEENZRFME S , LLAFF Amazon DataZone B3 Z .
« kms: GenerateDataKey — B 1E KMS A ZBEE A I ME — B E R AWS €48,
- KMS : % — fE%H KMS £ IMZEMNMEXF,

AT RIET LA Amazon HTi8HY BUR 28R 545 DataZone :

"Statement" : [
{
"Sid" : "Allow access to principals authorized to manage Amazon DataZone",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<account_id>:root"
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "arn:aws:kms:region:<account_id>:key/key_ID",

}
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]

(® Note
KMS EHIEEB B T iE ARIEIR Amazon & DataZone ¥ A OB FEHIE IR,

NMERBEERPEEEENFREN , F20 AWS EREERBHEBASER.
MESHFECRBTRNFRER  F2EAWS SREEBRBHEBASER,

A Amazon IEEEZFFZE £ DataZone

Amazon DataZone JNZIRE

NERER—HEZANEREY  SSERNEMEERETER,

AWS KMS EEAMEZRBTMAEMBEER , AXERENNE, ELENFERNERDISNE

ABE , AWSKMS ENZRRBEETNENER, EEMBRER B4 BESRTIEHEBEMM
BAR.

Amazon DataZone fERLA TN LT X :

"encryptionContextSubset": {
"aws:datazone:domainId": "{root-domain-uuid}"

}

FEAMFARETER-EREREBNEFRFSZE S| INE Amazon B DataZone , &t A] LATEFER
HREMAFSTERANBRARKRBINEFZESRNVEATR. MBARBLEHEE AWS CloudTrail =
Amazon HEESEH CloudWatch HEEH.

EAMZEARREZHEEFEESRNFI-ETUERSR/BERM IAM BERP R NEZERABERRE
UEHEHBEFZESRNEN. ZEUTUERTFHEANZEAREY.

Amazon £ # DataZone EAMZARABTNRKEFHHEIRFIAEFFEFZESRNFNR. BRFHE
HEEREFANREEAEENNZEAR.

LTRETFRENZERNBTCEFZESCRFIENSRBERRAAEF, HWBRRAXHHHFEGFER
EREENEANRNNZRBHRE,
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
A
"Sid": "Enable Decrypt, GenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:datazone:domainId": "{root-domain-uuid}"

}

EL 42 Amazon MY D% € 88 DataZone

B8 AWS KMS BEF S E £ 888 Amazon DataZone ERIZHE FE A K |, &AL

FAWS CloudTrail & # Amazon DataZone {EiXE AWS KMS KIFER., THIEEHI2
¥fCreateGrantGenerateDataKeyDecrypt, HME5# Amazon DataZone FEBYDescribeKeyHhy
KMS BRELUEFERHREFZEL/MBHNERN AWS CloudTrail ., EEFER AWSKMS BFZE
£ 8813 Amazon DataZone #815 , Amazon DataZone R KRG EIXFH AWS IRE K KMS £
M CreateGranti®R., Amazon DataZone B HIREERAEE AWS KMS BEF ZE SI8MEEIBIAY
ER. Ltk , Amazon DataZone & 7E & M BRABIGIEFE A B RetireGrantiREBBRIRE., THEREEHI
EHSE0H CreateGrant B4E :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "datazone.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:027Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:datazone:domainId": "SAMPLE-root-domain-uuid"

},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"operations": [
"Decrypt",
"GenerateDataKey",
"RetireGrant",
"DescribeKey"
1,

"granteePrincipal": "datazone.us-west-2.amazonaws.com"
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1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddccPaleddfcOObce@dcO00T0000000cObc@a®000aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"requestID": "ff000af-00eb-00ce-0e00-ea®@0fbOfba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"

BRI AWS Glue B & RHIRE

EERERARGS , ELEHACINEN AWS Glue B 88 | 4B B Amazon DataZone FRIFHI1ZEY
B A JTEEAZEFEEN KMS €88, BB BEHEFT KMS BRI £ £8P E8H KRBT R
B, ZEERXE Amazon DataZone IRIEHVFEVELURIE N AWS Glue B# P ER , BERATER
E -

- BTIRAUFHEEEMN AT KMS £, MFFMEF  F2REESHEE.

"Sid": "Allow datazone environment roles to use the key",
"Effect": "Allow",
"Principal": {
"AWS': MM
3,
"Action": [

"kms:Decrypt",
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"kms:Describe*",
"kms:Get*"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:PrincipalArn": "arn:aws:iam::*:role/*datazone_usr*"
}
}
}

- BTHREHEEENEF] KMS €. NFEFMET , F2HEEARLES KMS SRaVFIE,

key: AmazonDataZoneEnvironment
value: all

£ Amazon B93% 0O VPC %2 DataZone

MR &E A Amazon Virtual Private Cloud ( Amazon VPC ) st & AWS iR , BITJLA#E Amazon VPC
M Amazon 2 B E#E, DataZonef& T LATE Amazon EfEMALLiERE | DataZone MEZFBEM N #
EEE,

Amazon VPC T[ZEEE BT ERMAR P E AWS &R, EaFA VPC RIZBHEHMREKRIRE , i IP
hHrEEE ., FHER. MEFRNMEKREE, NEHEE Amazon VPC WEEHEHF , 5528 (Amazon VPC
FRERRE) -

ZE % Amazon VPC i&#Z| Amazon DataZone , X4 B%LEE—EED VPC ixE , LAEAE VPC E
EIHMERE, AWS mEARETE. TERNERESD , BEFAZEFEBRARFE, Wit EE
(NAT) Bi1T{EIR8 =X VPN &k, BRMMAEI VPC mEHNFMEANFMLIR , 552K Amazon VPC
FREEETNNE VPC % (AWS PrivateLink).

/A Important

EVPCH , imHERBERUERAEBRNER | S LUSEERET VPC imE |, LUREIHLL
AWS O LAFAR IR FERKE. AWS
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£ B 8T iRAHY Amazon & DataZone , TXEFE A im B BERREILFMER Amazon VPC M
Amazon DataZone ZEI#EH#E ., Amazon DataZone FHEEKBRBREEHRESHN RAM A
RER IAM EEEBEUR,

Amazon %1 DataZone

Amazon DataZone WA HHAHNEE T E AWS FBERETIEAMN Web ERAREN (BR A O
o

DataZone B AWS B A L #§ Amazon BEE XA AR top-level-resource API , BiEZ I MEE
M, ELME AWS IRFEB , UREKENEERIRIE Amazon FHERIKIR DataZone, A
LA Amazon DataZone BEXE X AEEFIENE IAM SEFHERE , G FIRERRSIZE KRG
Amazon DataZone R A H AR ER AWS tkRF ., Amazon & DataZone &I A O R EAR SSO
FRENE—F AWS ELBRIFOERER. MREA , AESEN IAM RO ERAEES
SHERAOBY , MAREM SSO &5

Amazon DataZone &R A OB T EHKZIB AWS IAM 0B BIR 0BBENEREFER , AREHE
BEREFR , URHTEREM, FER, SR IER.

Amazon DataZone 32 &l & Ry 5§

Amazon ¥ DataZone A REREFERH IAM RE, TEEFTEHRREEERARZE, Amazon
DataZone FAPEEEERFMKE AWS AWS IREWEES: , WERAMEEERFTIMEZRARE
MEFRER , EEST AWS HERR,

£ Amazon DataZone 9 5 {8512 E

Amazon & DataZone RIAOPUBREELIEEFEACRE BRERE) WEE ACL , HHBiEFERE
ENmRE, flon, FRETUHEEEERNFHAENRER. EEMRE MUk SEEBEmEE
WEAF, TEXRER , FAENURHEEDNSHE, GARERTURELAMEBER,— . £AF
MEFH, AR GLUREEGHPINEZHEEBE K MELERNRESRFTEBBHREP,

EREERXH |, Amazon DataZone RFFEHAEEEFEAENBEEN T, FAETEBRERKEE
1%, ERBERHEER , UEREREER, FRAERMER. ERERITRREA, STHER , UK
BOESTE .

EFAENERAOMBEAFIKRESR Amazon RIBFEAEEREERREPWNEMERER DataZone
EEN IAM TERBEEAEHNE , SEREERPHTERN . L ITERBRNESEIECERENE
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R, bREEERNER. EAEEZEA Athena T Redshift REFHBEER , FTEER IAM IT#
#HexTeHMEE X,

Amazon DataZone 32 EREMNAE

RECAECR  CHRENARSYHEEERAEREE ID. LEAERERETUEZETEMNES (X
RERE. ROEEESE), ARRECAE. SEBR HIn  EXEFE. BEEERS) HEFLU
AIREABMAER S EEBNER. Sl , EERAEESRBNERAE TURY Htt@E, FJUEE
BB EESERGRE , UREERIENBYEREALX, ERBEFETUREERMEABBRERK
B, BEVEARENENSH  UREEERHENE,

£ IAM #41¥ Amazon DataZone EiRHFEL

BEZE AWS Ildentity and Access Management (IAM) SR T 5l 22 4 /8 B8 T4E -

- EEH AWS IRF.

« RETHEEERERERE—NZ2EE AWS IRF.

- BFSECAEER AWS EIRHIT TIER IR,

- AFHMEREL AWS IRF AEH AWS &R,

- RENABEYAG® , AWS IRF IWE S A UREMFINERE SRS
- ERACENEREDEAREER AWS EREIT T/EAVHEIR

WE IAM WEHEEF  F2RTHIEE !

« AWS Identity and Access Management (IAM)
« AFT
- IAM EREIEFE

LT & EIER AR E Amazon R E THFER K DataZone MEFA |, 4204818 (‘BFEMEE). BIBIR
E. EXRMNERRF, MEFMENR , 3828 Amazon DataZone fiTza M=,

B &%

- AWS Amazon H)ZEBK DataZone
« Amazon #J IAM £ DataZone

- UBHARERNAG
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Amazon DataZone EREER
o« TEFEAER
. E@FT

AWS Amazon MY Z E B3R DataZone

FAWS EENRBEIHEVNEENBEIURK AWS, AWS ZEEBNRKEERNZEREARS
RUER , UEETURBREERERIGERE, FEANAE,

FARCE , AWS REENBRTRIEALHNBECARFIREZEERER  RASLEERAHKAA
AWS BEFER, RMEZBLERCARIEBNEFEEBCRE , MEE—FSBDEF,

BB ES AWS EBEXBPERNER. R AWS B AWS ZEBFRAPERNVER , AIILE
MeERnERRMNMAEEERL (EAE, FENAR®), AWS EXHBEIEH AWS BRI 1 AP
RETRARBAREE , ZRETRER AWS ZEEKE,

WEFMER , F2E (AM E£RERERE) P AWS ZEEX,

B &

« AWS ZEE KR . AmazonDataZoneFullAccess

« AWS ZSEEBHRE . AmazonDataZoneFullUserAccess

« AWS ZSEEHER : AmazonDataZoneCustomEnvironmentDeploymentPolicy

« AWS ZEE K ER : AmazonDataZoneEnvironmentRolePermissionsBoundary
« AWS ZEE IR . AmazonDataZoneRedshiftGlueProvisioningPolicy

« AWS ZEERREE : AmazonDataZoneGlueManageAccessRolePolicy

« AWS ZEE KKK : AmazonDataZoneRedshiftManageAccessRolePolicy

« AWS ZE B : AmazonDataZoneCrossAccountAdmin

« AWS ZEEHER : AmazonDataZoneDomainExecutionRolePolicy

« AWS ZEE K ER : AmazonDataZoneSageMakerProvisioning

« AWS ZEE K ER : AmazonDataZoneSageMakerAccess

« AWS ZEE KRR : AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary
» Amazon DataZone B % AWS EBUR

AWS SEHEREE | AmazonDataZoneFullAccess

Al #% AmazonDataZoneFullAccess BFERE| IAM B9,
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HEUR R DataZone #i@ Amazon B T & FEUE AWS Management Console,
T AIFEERR
LR BE AT -

- datazone— BRFRERZ25HM Amazon DataZone #&iB AWS Management Console.
« kms— RFEBHEEI|H BB L HATIR,

© S3— AFEWEERENIELHMN S3 RFATHIRTF M Amazon DataZone &E#l,

« ram— RFREE AWS kP H= Amazon DataZone .

« iam— EFBHEEIHAIEEAR , UREERE,

- sso— AHFFSHEERBERA AWS IAM Identity Center B &1,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZoneStatement",
"Effect": "Allow",
"Action": [
"datazone:*"

]I

"Resource": [

"

"Sid": "ReadOnlyStatement",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:ListAliases",
"iam:ListRoles",
"sso:DescribeRegisteredRegions",
"s3:ListAl1lMyBuckets",
"redshift:DescribeClusters"”,
"redshift-serverless:ListWorkgroups",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
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"secretsmanager:ListSecrets"”

1,

"Resource": [

i n

"Sid": "BucketReadOnlyStatement",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource": "arn:aws:s3:::*'

"Sid": "CreateBucketStatement",
"Effect": "Allow",

"Action": "s3:CreateBucket",
"Resource": "arn:aws:s3:::amazon-datazone*"
"Sid": "RamCreateResourceStatement",

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {

"ram:RequestedResourceType": "datazone:Domain"

"Sid": "RamResourceStatement",

"Effect": "Allow",

"Action": [
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:RejectResourceShareInvitation"

]I

"Resource": "*",
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"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"DataZone*"

"Sid": "RamResourceReadOnlyStatement",

"Effect": "Allow",

"Action": [
"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "IAMPassRoleStatement",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

"Sid": "IAMGetPolicyStatement",
"Effect": "Allow",

"Action": "iam:GetPolicy",
"Resource": [

"arn:aws:iam::*:policy/service-role/AmazonDataZoneRedshiftAccessPolicy*"

"Sid": "DataZoneTagOnCreate",
"Effect": "Allow",
"Action": [
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"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain"
]

},

"StringLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"

},

"Null": {

"aws:TagKeys": "false"

"Sid": "CreateSecretStatement",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {
"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

BUREZEMREH
AmazonDataZoneFullAccessBURE N HEF L ThAE,

- MREFEHBEZH AWS KMS ©88% 37 Amazon DataZone #3135 , BI X BB ER
Fkms:CreateGrantBe I E I MiEikms : GenerateDataKey , kms:Decrypt AR A FF
&8 A E b Amazon DataZone API , flfilistDataSources#createDataSource,
mBZEVEEEER kms: CreateGrantkms:Decrypt , kms:GenerateDataKey ,
Mkms :DescribeKeyZZ @K ERKIE,
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MREERFARBBEEN KMS £ , AIFFEERM.

MEFMER , FSB AWS Key Management Service,

MR EE Amazon DataZone FIEAREABINENARIIGE , AIXEEFEESR

ERIFEELEN IAMFFH |, FTEEEN IAM SENEM/FHMBGK, YENERS
}Eiam:CreateRoleiam:CreatePolicy, iam:CreatePolicyVersion, iam:DeletePolicyVers:
Miam:AttachRolePolicy#RR,

WMRIETE Amazon FRE I FHIH I DataZone A AWS IAM Identity Center {# i & &

A, BEE Amazon AR E PR X\ DataZone , AIAEEB T HEB WG

A : sso:CreateManagedApplicationInstancesso:DeleteManagedApplicationInstance,
Msso:PutApplicationAssignmentConfiguration,

£ 71 Amazon % AWS 1RF BBi5E R DataZone , &4
ZAram:AcceptResourceShareInvitationEE&F o,

AWS SEHERERE : AmazonDataZoneFullUserAccess
W BERE F Y Amazon R FEUER DataZone , BEF A EEMEE. FHEIBEIES,
oI EEHMEER

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AmazonDataZoneUserOperations",
"Effect": "Allow",
"Action": [

"datazone:GetDomain",
"datazone:CreateFormType",
"datazone:GetFormType",
"datazone:GetIamPortallLoginUrl",
"datazone:SearchUserProfiles",
"datazone:SearchGroupProfiles",
"datazone:GetUserProfile",
"datazone:GetGroupProfile",
"datazone:ListGroupsForUser",
"datazone:DeleteFormType",
"datazone:CreateAssetType",
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"datazone:GetAssetType",
"datazone:DeleteAssetType",
"datazone:CreateGlossary",
"datazone:GetGlossary",
"datazone:DeleteGlossary",
"datazone:UpdateGlossary",
"datazone:CreateGlossaryTerm",
"datazone:GetGlossaryTerm",
"datazone:DeleteGlossaryTerm",
"datazone:UpdateGlossaryTerm",
"datazone:CreateAsset",
"datazone:GetAsset",
"datazone:DeleteAsset",
"datazone:CreateAssetRevision",
"datazone:ListAssetRevisions",
"datazone:AcceptPredictions"”,
"datazone:RejectPredictions"”,
"datazone:Search",
"datazone:SearchTypes",
"datazone:CreatelListingChangeSet",
"datazone:DeletelListing",
"datazone:SearchlListings",
"datazone:GetListing",
"datazone:CreateDataSource",
"datazone:GetDataSource",
"datazone:DeleteDataSource",
"datazone:UpdateDataSource",
"datazone:ListDataSources",
"datazone:StartDataSourceRun",
"datazone:GetDataSourceRun",
"datazone:ListDataSourceRuns",
"datazone:ListDataSourceRunActivities",
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:CreateEnvironmentBlueprint",
"datazone:GetEnvironmentBlueprint",
"datazone:DeleteEnvironmentBlueprint",
"datazone:UpdateEnvironmentBlueprint",
"datazone:ListEnvironmentBlueprints",
"datazone:CreateProject",
"datazone:UpdateProject",
"datazone:GetProject",
"datazone:DeleteProject",
"datazone:ListProjects",
"datazone:CreateProjectMembership",
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]I

"datazone:
"datazone:
"datazone:
"datazone:
:UpdateEnvironmentProfile",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateEnvironment",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetSubscriptionTarget",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

"datazone

"Resource":

DeleteProjectMembership",
ListProjectMemberships",
CreateEnvironmentProfile",
GetEnvironmentProfile",

DeleteEnvironmentProfile",
ListEnvironmentProfiles",
CreateEnvironment",
GetEnvironment",
DeleteEnvironment",

UpdateEnvironmentDeploymentStatus",
ListEnvironments",
ListAccountEnvironments",
GetEnvironmentActionLink",
GetEnvironmentCredentials",

DeleteSubscriptionTarget",
ListSubscriptionTargets",
CreateSubscriptionRequest",
AcceptSubscriptionRequest",
UpdateSubscriptionRequest",
ListWarehouseMetadata",
RejectSubscriptionRequest",
GetSubscriptionRequestDetails",
ListSubscriptionRequests",
DeleteSubscriptionRequest",
GetSubscription",

:CancelSubscription",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetSubscriptionGrant",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

GetSubscriptionEligibility",
ListSubscriptions",
RevokeSubscription",
CreateSubscriptionGrant",
DeleteSubscriptionGrant",

ListSubscriptionGrants",
UpdateSubscriptionGrantStatus",
ListNotifications",
StartMetadataGenerationRun",
GetMetadataGenerationRun",
CancelMetadataGenerationRun",
ListMetadataGenerationRuns"

i n
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},

{
"Sid": "RAMResourceShareOperations",
"Effect": "Allow",
"Action": "ram:GetResourceShareAssociations",
"Resource": "*"

}

AWS ZEEHRRE . AmazonDataZoneCustomEnvironmentDeploymentPolicy

B ERANFRARENEABITERRI 2IRENMER, WBERBBRE I Amazon DataZone iT
B B BRE R KR,

ATARFAEEA

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDataZoneCustomEnvironment",

"Effect": "Allow",

"Action": [
"datazone:ListAssociatedAccounts",
"datazone:GetAccountAssociation",
"datazone:GetEnvironment",
"datazone:GetEnvironmentProfile",
"datazone:GetEnvironmentBlueprint",
"datazone:GetProject",
"datazone:UpdateEnvironmentConfiguration",
"datazone:UpdateEnvironmentDeploymentStatus",
"datazone:CreateSubscriptionTarget",
"datazone:CreateDataSource"

1)

"Resource": "*"

}
]
}
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AWS ZEBMRRE : AmazonDataZoneEnvironmentRolePermissionsBoundary

(@ Note

WRAIRERRR, SFARRRENSG S AEBRNBEETRE IAM EENZAFT T, BFEX
B 1T{E A M0 Amazon DataZone 55 A8 R . Amazon DataZone §F o] 57 BRBUSR R 8E o0
Z Amazon DataZone R EA G, NEEBEFURRWFMHENR , F2E (AM FEAHEER)
R IAM BEE A FF ] R BR,

E&3EiB Amazon DataZone ERI A OB T IRIFER | Amazon 5 ILLEF I R DataZone EREE
BUREBHEELEN IAM A6, FARESES] Amazon DataZone EY WA B MNEHIENERAR
HEE,

Amazon DataZone £/ 2 AmazonDataZoneEnvironmentRolePermissionsBoundary & BEK K
BREIFTRT DAY #RZE IAM 88, ERABEERA Amazon DataZone AIRKRE BN EER E DD TRHE
(AWS Gluefilgn) W EAEAERN , ARATEEERNEE , HlIH Amazon S3 BRMEA
= E AWS Glue fm B X 1T,

#ZAmazonDataZoneEnvironmentRolePermissionsBoundaryBUK & F Amazon ¥ Amazon S3
AWS Glue , 52 5&% Amazon DataZone Redshift 158 & Amazon Athena FRIEH B E5HREERR,
AWS Lake Formationtt JR Bt & % £ IS L AR (HINAERE N E M AWS KMS £38) PSR LB R
BERRHEBRANE AR,

Amazon DataZone #fAmazonDataZoneEnvironmentRolePermissionsBoundary AWS Z &K
RIEBFTE Amazon DataZone IRIEA G (HEENSHEE) WETRRER, HLERARGELAR
REIAZEAFFIREAMENSEERNBHE,

SREFETF JSON BRI = :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateGlueConnection",
"Effect": "Allow",
"Action": [
"ec2:CreateTags",
"ec2:DeleteTags"
1,
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"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"aws-glue-service-resource"

}
}I
{

"Sid": "GlueOperations",

"Effect": "Allow",

"Action": [
"glue:*DataQuality*",
"glue:BatchCreatePartition",
"glue:BatchDeleteConnection",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:BatchStopJobRun",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
"glue:CreateConnection",
"glue:CreateCrawler",
"glue:CreateDatabase",
"glue:Createlob",
"glue:CreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:CreateWorkflow",
"glue:DeleteBlueprint",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeleteConnection",
"glue:DeleteCrawler",
"glue:Deletelob",
"glue:DeletePartition",
"glue:DeletePartitionIndex",
"glue:DeleteTable",
"glue:DeleteTableVersion",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

]I

DeleteWorkflow",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",

GetDatabase",

GetDatabases",

GetTable",

GetTables",

GetPartition",
GetPartitions",

ListSchemas",

ListJobs",

NotifyEvent",
PutWorkflowRunProperties",
ResetJobBookmark",
ResumeWorkflowRun",
SearchTables",
StartBlueprintRun",
StartCrawler",
StartCrawlerSchedule",
StartJobRun",
StartWorkflowRun",
StopCrawler",
StopCrawlerSchedule",
StopWorkflowRun",
UpdateBlueprint",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
UpdateConnection",
UpdateCrawler",
UpdateCrawlerSchedule",
UpdateDatabase",

Updatelob",

UpdatePartition",
UpdateTable",

UpdateWorkflow"

"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment" :

}
iy

"false"
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{

"Sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"

"Sid": "SameAccountKmsOperations",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "KmsOperationsWithResourceTag",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:Verify",
"kms:Sign"

1,

"Resource": "*",

"Condition": {
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"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
"Sid": "AnalyticsOperations",

"Effect": "Allow",

"Action": [
"datazone:*",
"sglworkbench:*"

1,

"Resource": "*"

"Sid": "QueryOperations",

"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
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"athena:
"athena:
"athena:
"athena:

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

ListQueryExecutions",
ListTableMetadata",
ListTagsForResource",
ListWorkGroups",

:StartCalculationExecution",
:StartQueryExecution",
:StartSession",
:StopCalculationExecution",
:StopQueryExecution",
:TerminateSession",
:UpdateNamedQuery",
:UpdateNotebook",
:UpdateNotebookMetadata",
:UpdatePreparedStatement",

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:Describe*",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetPartition",
"glue:BatchGetWorkflows",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
"glue:CreateConnection",
"glue:CreateCrawler",
"glue:CreateDatabase",
"glue:Createlob",
"glue:CreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:CreateWorkflow",

"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",

"glue:DeletePartition",
"glue:DeletePartitionIndex",
"glue:DeleteTable",
"glue:DeleteTableVersion",

"glue:GetColumnStatisticsForPartition",

"glue:GetColumnStatisticsForTable",
"glue:GetConnection",
"glue:GetDatabase",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

lam:

lam

lam:

lam:

lam:
LI

iam:
"logs

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

"lake

"lakeformation:GetDatalLakeSettings"

"lake
"lake
"reds
"reds
"reds
"reds
"reds

GetDatabases",
GetTable",
GetTables",
GetPartition",
GetPartitions",
ListSchemas",
ListJobs",
NotifyEvent",
SearchTables",

UpdateDatabase",
UpdatePartition",
UpdateTable",
GetRole",

:GetRolePolicy",

ListGroups",
ListRolePolicies",
ListRoles",

ListUsers",
:DescribelogGroups",
DescribelogStreams",
DescribeMetricFilters",
DescribeQueries"”,
DescribeQueryDefinitions",
DescribeMetricFilters",
StartQuery",

StopQuery",
GetLogEvents",
GetLogGroupFields",
GetQueryResults",
GetLogRecord",
PutLogEvents",
CreatelLogStream",
FilterLogEvents",
formation:GetDataAccess",

formation:GetResourcelLFTags",
formation:ListPermissions",
hift-data:ListTables",
hift-data:DescribeTable",
hift-data:ListSchemas",
hift-data:ListDatabases",
hift-data:ExecuteStatement",

UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
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"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement"”,
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:JoinGroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"secretsmanager:ListSecrets",
"tag:GetResources"

1,

"Resource": "*"

"Sid": "QueryOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"athena:GetQueryResultsStream"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment":

"Sid": "SecretsManagerOperationsWithTagKeys",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {
"StringlLike": {
"aws:ResourceTag/AmazonDataZoneDomain": "*",
"aws:ResourceTag/AmazonDataZoneProject": "*"

iy

"false"
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"Null": {
"aws:TagKeys": "false"
1,
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

}
},
{

"Sid": "DataZoneS3Buckets",

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::*/datazone/*"

"Sid": "DataZoneS3BucketlLocation",
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation"

1,

"Resource": "*"

"Sid": "ListDataZoneS3Bucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,

"Resource": [

i n
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]I

"Condition": {
"StringlLike": {
"s3:prefix": [
"*/datazone/*",

"datazone/*"
]
}

}
I
{

"Sid": "NotDeniedOperations",

"Effect": "Deny",

"NotAction": [
"datazone:*",
"sqlworkbench:*",

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena
"athena

"athena

:BatchGetNamedQuery",
:BatchGetPreparedStatement",
:BatchGetQueryExecution",
:CreateNamedQuery",
:CreateNotebook",
:CreatePreparedStatement",
:CreatePresignedNotebookUrl",
:DeleteNamedQuery",
:DeleteNotebook",
:DeletePreparedStatement”,
"athena:

ExportNotebook",

:GetDatabase",
:GetDataCatalog",
:GetNamedQuery",
:GetPreparedStatement",
:GetQueryExecution",
:GetQueryResults",
:GetQueryResultsStream",
:GetQueryRuntimeStatistics",
:GetTableMetadata",
:GetWorkGroup",

"athena:
"athena:
"athena:
:ListEngineVersions",
"athena:
"athena:
"athena:

ImportNotebook",
ListDatabases",
ListDataCatalogs",

ListNamedQueries",
ListPreparedStatements",
ListQueryExecutions",
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"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:DeleteNetworkInterface",
"ec2:DeleteTags",
"ec2:Describe*",
"glue:*DataQuality*",
"glue:BatchCreatePartition",
"glue:BatchDeleteConnection",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetPartition",
"glue:BatchGetWorkflows",
"glue:BatchStopJobRun",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
"glue:CreateConnection",
"glue:CreateCrawler",
"glue:CreateDatabase",
"glue:Createlob",
"glue:CreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:CreateWorkflow",
"glue:DeleteBlueprint",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeleteConnection",
"glue:DeleteCrawler",
"glue:Deletelob",
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"glue:DeletePartition",
"glue:DeletePartitionIndex",
"glue:DeleteTable",
"glue:DeleteTableVersion",
"glue:DeleteWorkflow",
"glue:GetColumnStatisticsForPartition",
"glue:GetColumnStatisticsForTable",
"glue:GetConnection",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
"glue:ListSchemas",
"glue:ListJobs",
"glue:NotifyEvent",
"glue:PutWorkflowRunProperties",
"glue:ResetJobBookmark",
"glue:ResumeWorkflowRun",
"glue:SearchTables",
"glue:StartBlueprintRun",
"glue:StartCrawler",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:StartWorkflowRun",
"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow",
"iam:GetRole",
"iam:GetRolePolicy",
"iam:List*",

"iam:PassRole",
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"kms:
"kms:
"kms:
"kms:
"kms
"kms:
"kms:

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

"lake

"lakeformation:GetDatalLakeSettings",

"lake
"lake
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds
"reds

DescribeKey",
Decrypt",
Encrypt",
GenerateDataKey",

:ListKeys",

Verify",

Sign",
DescribelogGroups",
DescribelogStreams",
DescribeMetricFilters",
DescribeQueries",
DescribeQueryDefinitions",
StartQuery",

StopQuery",
GetLogEvents",
GetLogGroupFields",
GetQueryResults",
GetLogRecord",
PutLogEvents",
CreatelLogStream",
FilterLogEvents",
formation:GetDataAccess",

formation:GetResourcelLFTags",
formation:ListPermissions",
hift-data:ListTables",
hift-data:DescribeTable",
hift-data:ListSchemas",
hift-data:ListDatabases",
hift-data:ExecuteStatement",

hift-data:GetStatementResult",

hift-data:DescribeStatement"”,
hift:CreateClusterUser",
hift:DescribeClusters",
hift:DescribeDataShares",
hift:GetClusterCredentials",

hift:GetClusterCredentialsWithIAM",

hift:JoinGroup",

"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",

"s3:AbortMultipartUpload",

AWS SEEEEK

181



Amazon DataZone

ERAEER

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"secretsmanager:CreateSecret"”,

DeleteObject",
DeleteObjectVersion",
GetObject",
GetBucketlLocation",
ListBucket",
PutObject",
PutObjectRetention",
ReplicateObject",
RestoreObject",

"secretsmanager:ListSecrets"”,
"secretsmanager:TagResource",
"tag:GetResources"

1,

"Resource": [

i n

AWS ZERMKREL . AmazonDataZoneRedshiftGlueProvisioningPolicy

#&AmazonDataZoneRedshiftGlueProvisioningPolicy Bl Z€ & F Amazon DataZone E& AWS Glue =2
Amazon Redshift B ERMENT T,

{

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",

"Effect":
"Action":

]I

"Allow",
L

iam:CreateRole",
iam:DetachRolePolicy",
iam:DeleteRolePolicy",
iam:AttachRolePolicy",
iam:PutRolePolicy"
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"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneEnvironmentRolePermissionsBoundary",
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"
1,
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
},
{
"Sid": "AmazonDataZonePermissionsToManageCreatedEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:DeleteRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
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]
}
}
.
{
"Sid": "AmazonDataZoneCFStackCreationForEnvironments",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:TagResource"
1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"
1,
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
I
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{
"Sid": "AmazonDataZoneCFStackManagementForEnvironments",

"Effect": "Allow",

"Action": [
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"

]

},
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:PutDatalLakeSettings",
"lakeformation:RevokePermissions",
"lakeformation:ListPermissions",
"glue:CreateDatabase",
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"glue:GetDatabase",
"athena:GetWorkGroup",
"logs:DescribelLogGroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift:DescribeClusters"”,
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

I

{

"Sid": "AmazonDataZoneEnvironmentLakeFormationPermissions",

"Effect": "Allow",

"Action": [
"lakeformation:RegisterResource",
"lakeformation:DeregisterResource",
"lakeformation:GrantPermissions",
"lakeformation:ListResources"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZoneEnvironmentGlueDeletePermissions",
"Effect": "Allow",
"Action": [

"glue:DeleteDatabase"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"
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"Sid": "AmazonDataZoneEnvironmentAthenaDeletePermissions",
"Effect": "Allow",
"Action": [
"athena:DeleteWorkGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZoneEnvironmentAthenaResourceCreation",
"Effect": "Allow",
"Action": [

"athena:CreateWorkGroup",
"athena:TagResource",
"iam:TagRole",
"iam:TagPolicy",
"logs:TaglLogGroup"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentLogGroupCreation",
"Effect": "Allow",

"Action": [

"logs:CreatelLogGroup",
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"logs:DeletelLogGroup"
1,

"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Condition": {

"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentLogGroupManagement",
"Action": [
"logs:PutRetentionPolicy"
1,
"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
1,
{
"Sid": "AmazonDataZoneEnvironmentIAMPolicyManagement",
"Effect": "Allow",
"Action": [

"iam:DeletePolicy",
"iam:CreatePolicy",
"iam:GetPolicy",
"iam:ListPolicyVersions"
1,

"Resource": [
"arn:aws:iam::*:policy/datazone*"

1,
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}
{

}
{

}
{

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}

’

"Sid": "AmazonDataZoneEnvironmentS3ValidationPermissions",

"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket"

iF
"Resource": "arn:aws:s3:::*"
"Sid": "AmazonDataZoneEnvironmentKMSDecryptPermissions",

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
"Sid": "PermissionsToTagAmazonDataZoneEnvironmentGlueResources",

"Effect": "Allow",
"Action": [
"glue:TagResource"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {
"aws:TagKeys": "AmazonDataZoneEnvironment"

iy
"Null": {

"aws:RequestTag/AmazonDataZoneEnvironment":

"false"
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}
}I

"Sid": "PermissionsToGetAmazonDataZoneEnvironmentBlueprintTemplates",

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringNotEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

1,

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "RedshiftDataPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:ListSchemas",
"redshift-data:ExecuteStatement"”

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

]

},
{

"Sid": "DescribeStatementPermissions",
"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement"

]I

"Resource": "*"
}I
{

"Sid": "GetSecretValuePermissions",

"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
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1,

"Resource": "*",

"Condition": {
"StringLike": {
"secretsmanager:ResourceTag/AmazonDataZoneDomain": "dzd*"

AWS ZERMKEL . AmazonDataZoneGlueManageAccessRolePolicy

LB F Amazon DataZone FFaJ#§ AWS Glue B M ZI B #%., ©12#F Amazon DataZone FF
A, LUIFEF B AWS Glue B2 EENFEUES HAZEUER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "GlueDataQualityPermissions",
"Effect": "Allow",
"Action": [
"glue:ListDataQualityResults",
"glue:GetDataQualityResult"
1,
"Resource": "arn:aws:glue:*:*:dataQualityRuleset/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "GlueTableDatabasePermissions",
"Effect": "Allow",

"Action": [

"glue:CreateTable",
"glue:DeleteTable",
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"glue:GetDatabases",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "LakeformationResourceSharingPermissions",
"Effect": "Allow",
"Action": [

"lakeformation:BatchGrantPermissions",
"lakeformation:BatchRevokePermissions",
"lakeformation:CreatelLakeFormationOptIn",
"lakeformation:DeletelLakeFormationOptIn",
"lakeformation:GrantPermissions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLakeFormationOptIns",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"glue:GetDatabase",
"glue:GetTable",
"organizations:DescribeOrganization",
"ram:GetResourceShareInvitations",
"ram:ListResources"

1,

"Resource": "*"

I

{

"Sid": "CrossAccountRAMResourceSharingPermissions",
"Effect": "Allow",

"Action": [

"glue:DeleteResourcePolicy",
"glue:PutResourcePolicy"

]I

"Resource": [
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"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [

"ram.amazonaws.com"

]

}
iy
{

"Sid": "CrossAccountLakeFormationResourceSharingPermissions",

"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:RequestedResourceType": [
"glue:Table",
"glue:Database",
"glue:Catalog"
]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"

"Sid": "CrossAccountRAMResourceShareInvitationPermission",

"Resource": "arn:aws:ram:*:*:resource-share-invitation/*"

]
}
}
1,
{
"Effect": "Allow",
"Action": [
"ram:AcceptResourceShareInvitation"
1,
1,
{

"Sid": "CrossAccountRAMResourceSharingVialakeFormationPermissions™"
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"Effect": "Allow",

"Action": [
"ram:AssociateResourceShare",
ram:DeleteResourceShare",
ram:DisassociateResourceShare",
ram:GetResourceShares",

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"LakeFormation*"
]
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"

ram:UpdateResourceShare"

]
}
}
},
{
"Sid": "CrossAccountRAMResourceSharingVialakeFormationHybrid",
"Effect": "Allow",
"Action": "ram:AssociateResourceSharePermission",
"Resource": "*",

"Condition": {
"StringlLike": {

"ram:PermissionArn": "arn:aws:ram::aws:permission/AWSRAMLFEnabled*"

iy

"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"

]

}
},
{
"Sid": "KMSDecryptPermission",
"Effect": "Allow",
"Action": [
"kms:Decrypt"

ram:ListResourceSharePermissions",
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/datazone:projectId": "proj-all"
}
}
},

{
"Sid": "GetRoleForDataZone",

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]

},
{

"Sid": "PassRoleForDatalocationRegistration",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": [
"lakeformation.amazonaws.com"
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AWS ZEBMRRE : AmazonDataZoneRedshiftManageAccessRolePolicy

B3R F Amazon DataZone 1] |, # Amazon Redshift BiiE 242 B %, ©iEEF Amazon
DataZone ] , L2 F B #+ 55 5% Redshift & Amazon Redshift @ PRES E R M EEN FEUER
IR B FEUE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "redshiftDataScopeDownPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:BatchExecuteStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:ListTables",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

1,

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
1,
{
"Sid": "listSecretsPermission",
"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"
1,
{
"Sid": "getWorkgroupPermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetWorkgroup",

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*"
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1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "getNamespacePermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetNamespace",
"Resource": [
"arn:aws:redshift-serverless:*:*:namespace/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "redshiftDataPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement",
"redshift-data:GetStatementResult",
"redshift:DescribeClusters"

1,

"Resource": "*"

I
{

"Sid": "dataSharesPermissions",
"Effect": "Allow",
"Action": [
"redshift:AuthorizeDataShare",
"redshift:DescribeDataShares"
1,
"Resource": [
"arn:aws:redshift:*:*:datashare:*/datazone*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
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}
.
{
"Sid": "associateDataShareConsumerPermission",
"Effect": "Allow",
"Action": "redshift:AssociateDataShareConsumer",
"Resource": "arn:aws:redshift:*:*:datashare:*/datazone*"
}
]

}

AWS ZE B : AmazonDataZoneCrossAccountAdmin
B8] LUE B AmazonDataZoneCrossAccountAdmin KK NZE IAM &9,

L BUE Al A EE A Amazon DataZone BAEIRFE

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"ram:ResourceShareName": [
"DataZone*"
]
}
}
},
{

"Effect": "Allow",
"Action": [
"datazone:PutEnvironmentBlueprintConfiguration",
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"datazone:GetEnvironmentBlueprintConfiguration",
"datazone:DeleteEnvironmentBlueprintConfiguration",
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:ListDomains",

"datazone:GetDomain",
"datazone:GetEnvironmentBlueprint",
"datazone:ListEnvironmentBlueprints",
"datazone:ListEnvironments",
"datazone:GetEnvironment",
"ram:AcceptResourceShareInvitation",
ram:RejectResourceShareInvitation",
"ram:Get*",

"ram:List*"

1,

"Resource": "*"

AWS ZEE K KA : AmazonDataZoneDomainExecutionRolePolicy

iE & Amazon DataZone DomainExecutionRole R A EMTERBE. Amazon AL AR
DataZone RiwmEB . X, B, HHAMOH Amazon DataZone BB EE

&1 LA% AmazonDataZoneDomainExecutionRolePolicy B Hf N E &
#IAmazonDataZoneDomainExecutionRole.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DomainExecutionRoleStatement",
"Effect": "Allow",
"Action": [

"datazone:AcceptPredictions",
"datazone:AcceptSubscriptionRequest",
"datazone:CancelSubscription",
"datazone:CreateAsset",
"datazone:CreateAssetRevision",
"datazone:CreateAssetType",
"datazone:CreateDataSource",
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"datazone:
"datazone:
"datazone:
"datazone:
:CreateGlossary",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:CreateSubscriptionRequest",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteProjectMembership",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetListing",
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

CreateEnvironment",
CreateEnvironmentBlueprint",
CreateEnvironmentProfile",
CreateFormType",

CreateGlossaryTerm",
CreatelListingChangeSet",
CreateProject",
CreateProjectMembership",
CreateSubscriptionGrant",

DeleteAsset",
DeleteAssetType",
DeleteDataSource",
DeleteEnvironment",
DeleteEnvironmentBlueprint",
DeleteEnvironmentProfile",
DeleteFormType",
DeleteGlossary",
DeleteGlossaryTerm",
DeletelListing",
DeleteProject",

DeleteSubscriptionGrant",
DeleteSubscriptionRequest",
DeleteSubscriptionTarget",
GetAsset",

GetAssetType",
GetDataSource",
GetDataSourceRun",
GetDomain",
GetEnvironment",
GetEnvironmentActionLink",
GetEnvironmentBlueprint",
GetEnvironmentCredentials",
GetEnvironmentProfile",
GetFormType",

GetGlossary",
GetGlossaryTerm",
GetGroupProfile",

GetProject",
GetSubscription",
GetSubscriptionEligibility",
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"datazone:GetSubscriptionGrant",
"datazone:GetSubscriptionRequestDetails",
"datazone:GetSubscriptionTarget",
"datazone:GetUserProfile",
"datazone:ListAccountEnvironments",
"datazone:ListAssetRevisions",
"datazone:ListDataSourceRunActivities",
"datazone:ListDataSourceRuns",
"datazone:ListDataSources",
"datazone:ListEnvironmentBlueprintConfigurations",
"datazone:ListEnvironmentBlueprintConfigurationSummaries",
"datazone:ListEnvironmentBlueprints",
"datazone:ListEnvironmentProfiles",
"datazone:ListEnvironments",
"datazone:ListGroupsForUser",
"datazone:ListNotifications",
"datazone:ListProjectMemberships",
"datazone:ListProjects",
"datazone:ListSubscriptionGrants",
"datazone:ListSubscriptionRequests",
"datazone:ListSubscriptionTargets",
"datazone:ListSubscriptions",
"datazone:ListWarehouseMetadata",
"datazone:RejectPredictions",
"datazone:RejectSubscriptionRequest"”,
"datazone:RevokeSubscription",
"datazone:Search",
"datazone:SearchGroupProfiles",
"datazone:SearchlListings",
"datazone:SearchTypes",
"datazone:SearchUserProfiles",
"datazone:StartDataSourceRun",
"datazone:UpdateDataSource",
"datazone:UpdateEnvironment",
"datazone:UpdateEnvironmentBlueprint",
"datazone:UpdateEnvironmentDeploymentStatus",
"datazone:UpdateEnvironmentProfile",
"datazone:UpdateGlossary",
"datazone:UpdateGlossaryTerm",
"datazone:UpdateProject",
"datazone:UpdateSubscriptionGrantStatus",
"datazone:UpdateSubscriptionRequest",
"datazone:StartMetadataGenerationRun",
"datazone:GetMetadataGenerationRun",
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"datazone:CancelMetadataGenerationRun",
"datazone:ListMetadataGenerationRuns"

1,
"Resource": "*"
},
{
"Sid": "RAMResourceShareStatement",
"Effect": "Allow",
"Action": "ram:GetResourceShareAssociations",
"Resource": "*"
}

AWS ZERMKEE . AmazonDataZoneSageMakerProvisioning

# AmazonDataZoneSageMakerProvisioning BIE &% F Amazon B2 Amazon SageMaker EI&{EPT T
DataZone FYEF A,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "CreateSageMakerStudio",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain"
1,

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]

1,
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"
]

},
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"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false",
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
},
{

"Sid": "DeleteSageMakerStudio",
"Effect": "Allow",

"Action": [
"sagemaker:DeleteDomain"

]I

"Resource": [
" n
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]
I
"ForAnyValue:StringlLike": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]
},
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{
"Sid": "AmazonDataZoneEnvironmentSageMakerDescribePermissions",

"Effect": "Allow",
"Action": [
"sagemaker:DescribeDomain"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
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}
iy
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com",
"'sagemaker.amazonaws.com"
1,
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"

1,

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

1,
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"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary"
}
}
3,
{

"Sid": "AmazonDataZonePermissionsToManageEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:GetRolePolicy",
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZonePermissionsToCreateSageMakerServiceRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/sagemaker.amazonaws.com/
AwWSServiceRoleForAmazonSageMakerNotebooks™"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
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"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"sagemaker:ListDomains"
1,

"Resource": "*"

I

{

"Sid": "AmazonDataZoneEnvironmentKMSKeyValidation",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{

"Sid": "AmazonDataZoneEnvironmentGluePermissions",

"Effect": "Allow",

"Action": [

"glue:CreateConnection",
"glue:DeleteConnection"

1,

"Resource": [
"arn:aws:glue:*:*:connection/dz-sm-athena-glue-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-cluster-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-serverless-connection-*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"
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AWS ZERMKREE . AmazonDataZoneSageMakerAccess

W EREF Amazon DataZone 51 , # Amazon SageMaker EE X F| B &, ©iEHEF Amazon
DataZone 7] , LAiZ T4 B & Amazon SageMaker B % & ENZEES B ZEUE,

HHEREEHITATEMERNFFA

- 298 — MERAER CloudTrail BREVE B

- EBR-BREFM CloudWatch BiR,

« logs — #EELPS ESC CloudWatch SV IS 2 EFZ RS,
« SNS — #AEY SNS FEMFTRIBE,

« Config — FEEUE RB/HAEECERES. BIRMA AWS BB BIMET . b AFREER A MMk
AWS Config #8l , AR &% B 1T 54

o iam — BRI 4 IR F Y BIRHRS .

- B — MEVEE MRS MBEMEN (OU) B

« ZeHL — FEEERNAIERE Security Hub FREE, ZEMIEHENE
- BB — EREBERERNEA,

o

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonSageMakerReadPermission",
"Effect": "Allow",
"Action": [

"sagemaker:DescribeFeatureGroup",
"sagemaker:ListModelPackages",
"sagemaker:DescribeModelPackage",
"sagemaker:DescribeModelPackageGroup",
"sagemaker:DescribeAlgorithm",
"sagemaker:ListTags",
"sagemaker:DescribeDomain",
"sagemaker:GetModelPackageGroupPolicy",
"sagemaker:Search"

1,

"Resource": "*"
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}I
{

"Sid": "AmazonSageMakerTaggingPermission",

"Effect": "Allow",

"Action": [
"sagemaker:AddTags",
"sagemaker:DeleteTags"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"sagemaker:shared-with:*"

]

}
}I
{

"Sid": "AmazonSageMakerModelPackageGroupPolicyPermission",

"Effect": "Allow",

"Action": [
"sagemaker:PutModelPackageGroupPolicy",
"sagemaker:DeleteModelPackageGroupPolicy"

1,

"Resource": [
"arn:*:sagemaker:*:*:model-package-group/*"

]

I
{

"Sid": "AmazonSageMakerRAMPermission",
"Effect": "Allow",

"Action": [
"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

I

{

"Sid": "AmazonSageMakerRAMResourcePolicyPermission"
"Effect": "Allow",

"Action": [

"sagemaker:PutResourcePolicy",
"sagemaker:GetResourcePolicy",

’
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"sagemaker:DeleteResourcePolicy"
1,
"Resource": [
"arn:*:sagemaker:*:*:feature-group/*"
]
1,
{

"Sid": "AmazonSageMakerRAMTagResourceSharePermission",
"Effect": "Allow",

"Action": [
"ram:TagResource"

1,

"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {

"aws:RequestTag/AwsDataZoneDomainId": "false"

}

}

},

{

"Sid": "AmazonSageMakerRAMDeleteResourceSharePermission",
"Effect": "Allow",

"Action": [

"ram:DeleteResourceShare"

1,

"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {

"aws:ResourceTag/AwsDataZoneDomainId": "false"

}

}

I

{

"Sid": "AmazonSageMakerRAMCreateResourceSharePermission",
"Effect": "Allow",

"Action": [
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {

"StringLikeIfExists": {
"ram:RequestedResourceType": [
"sagemaker:*"

]
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},
"Null": {
"aws:RequestTag/AwsDataZoneDomainId": "false"
}
}
I
{
"Sid": "AmazonSageMakerS3BucketPolicyPermission",
"Effect": "Allow",
"Action": [

"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*"

]
.
{

"Sid": "AmazonSageMakerS3Permission",
"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:ListBucket"
iF

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::datazone-sagemaker*",

"arn:aws:s3:::DataZone-SageMaker*",
]
},
{
"Sid": "AmazonSageMakerECRPermission",
"Effect": "Allow",

"Action": [

"ecr:GetRepositoryPolicy",

"ecr:SetRepositoryPolicy",

"ecr:DeleteRepositoryPolicy"

arn:aws:s3:::amazon-datazone*"
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1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment" :
}
}
I
{
"Sid": "AmazonSageMakerKMSReadPermission",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]

}
}I
{

"Sid": "AmazonSageMakerKMSGrantPermission",
"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"
]
I
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"Decrypt"

"false"
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}

AWS ZEIEHRRE
AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary

(® Note

LWRAZERRR. FOURBRENT S AERNBERITRE IAM BERBNRAFT T, BTEX
BT E A A0 Amazon DataZone FF A8 R . Amazon DataZone F 7] 57 BR BUER R BE T A0
Z Amazon DataZone ZEA ., MNEEBFURRNFHEENR , F2E (AM F£AHEER)
Y IAM BB A FF ] R BR,

& 183%18 Amazon DataZone BRI A O E I Amazon SageMaker IRIER , Amazon Si§ILEF ] 7
BR DataZone EREHEEVIREHPEELEN IAM A, FITRRIRE Amazon DataZone I KA
BNEFENENACKHEE,

Amazon DataZone £

¥ AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary& B3k 5 BR Fl P B
E9MAER IAM £88, TR AL A Amazon DataZone IR R BB X D EFEHER D TR (AWS
SageMakerf5lfl) ZBHNERAELRER , ARMITREREBERNEE , FlA0H Amazon S3 5 Amazon
Redshift BERFIE A , EAIT AWS Glue TITER,

#ZAmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary B K& F Amazon
¥ Amazon SageMaker , AWS Glue , Amazon DataZone S3 , AWS Lake Formation , I5 5
Redshift M52 55 Amazon Athena ERBHNBERHEER . ZBREAERAELRE (FlaRERE R

E. Amazon ECR FHEM AWS KMS £if) AT RELERZRERRHEFNNBE AT T, ©EA
LAG5 ™ Amazon SageMaker FEFIT2F , 101 Amazon SageMaker f4,

Amazon DataZone #§AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary¥
EHERIEAE Amazon DataZone IRIFEA R (HEENSHEE) NTURABRER, LERRRGEL
AERHSEATEFIREMENLEERNEE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllNonAdminSageMakerActions",
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"Effect": "Allow",
"Action": [
"sagemaker:*",
"sagemaker-geospatial:*"

]I

"NotResource": [
"arn:aws:sagemaker:*:*:domain/*",
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*",
"
]
},

{
"Sid": "AllowSageMakerProfileManagement",

"Effect": "Allow",

"Action": [
"sagemaker:CreateUserProfile",
"sagemaker:DescribeUserProfile",
"sagemaker:UpdateUserProfile",
"sagemaker:CreatePresignedDomainUrl"

arn:aws:sagemaker:*:*:flow-definition/*"

1,
"Resource": "arn:aws:sagemaker:*:*:*/*"
I
{
"Sid": "AllowLakeFormation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,
"Resource": "*"
I
{

"Sid": "AllowAddTagsForAppAndSpace",

"Effect": "Allow",

"Action": [

"sagemaker:AddTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*"

1,

"Condition": {

"StringEquals": {
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"sagemaker:TaggingAction": [
"CreateApp",
"CreateSpace"

]

}
},
{

"Sid": "AllowStudioActions",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeApp",
"sagemaker:DescribeDomain",
"sagemaker:DescribeSpace",
"sagemaker:DescribeUserProfile",
"sagemaker:ListApps",
"sagemaker:ListDomains",
"sagemaker:ListSpaces",
"sagemaker:ListUserProfiles"

1,

"Resource": "*"

},

{
"Sid": "AllowAppActionsForUserProfile",

"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"

1,
"Resource": "arn:aws:sagemaker:*:*:app/*/*/*/*",
"Condition": {
"Null": {
"sagemaker:0OwnerUserProfileArn": "true"
}
}
},

{
"Sid": "AllowAppActionsForSharedSpaces",

"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
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"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Shared"
]

}
},
{
"Sid": "AllowMutatingActionsOnSharedSpacesWithoutOwner",
"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"

1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"Null": {
"sagemaker:OwnerUserProfileArn": "true"
}
}
I
{
"Sid": "RestrictMutatingActionsOnSpacesToOwnerUserProfile",
"Effect": "Allow",
"Action": [

"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"

1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainlId}/${sagemaker:UserProfileName}"
I

"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private",
"Shared"
]
}
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}
iy
{

"Sid": "RestrictMutatingActionsOnPrivateSpaceAppsToOwnerUserProfile",
"Effect": "Allow",
"Action": [

"sagemaker:CreateApp",

"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {

"ArnLike": {

"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/

${sagemaker:DomainId}/${sagemaker:UserProfileName}"

},

"StringEquals": {

"sagemaker:SpaceSharingType": [

"Private"

]

}
iy

"Sid": "AllowFlowDefinitionActions",
"Effect": "Allow",
"Action": "sagemaker:*",
"Resource": [
"arn:aws:sagemaker:*:*:flow-definition/*"
1,
"Condition": {
"StringEqualsIfExists": {
"sagemaker:WorkteamType": [
"private-crowd",
"vendor-crowd"

]

}
I
{
"Sid": "AllowAWSServiceActions",
"Effect": "Allow",
"Action": [
"sglworkbench:*",
"datazone:*",
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"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",
DescribeScalingActivities",
DescribeScalingPolicies",
DescribeScheduledActions",
PutScalingPolicy",
PutScheduledAction",
RegisterScalableTarget",

"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",

"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
:BatchGetRepositories",
:CreateRepository",
:GetRepository",

"codecommit
"codecommit
"codecommit

"codecommit:

DeleteAlarms",
DescribeAlarms",
GetMetricData",
GetMetricStatistics",
ListMetrics",
PutMetricAlarm",
PutMetricData",

List*",

"ec2:
"ec2:
"ec2:
"ec2:
"ec2
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
"ec2:
"ecr:
"ecr:
"ecr:
"ecr:
"ecr:

ecr:

CreateNetworkInterface",
CreateNetworkInterfacePermission",
DeleteNetworkInterface",
DeleteNetworkInterfacePermission",

:DescribeDhcpOptions",

DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSecurityGroups",
DescribeSubnets",
DescribeVpcEndpoints",
DescribeVpcEndpointServices",
DescribeVpcs",
BatchCheckLayerAvailability",
BatchGetImage",

Describe*",
GetAuthorizationToken",
GetDownloadUrlForLayer",
StartImageScan",

"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
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"fsx:DescribeFileSystems",
"groundtruthlabeling:*",
"iam:GetRole",
"iam:ListRoles",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"logs:CreatelLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdateLogDelivery",
"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:GetCredentials",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"secretsmanager:ListSecrets",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"sns:ListTopics",
"tag:GetResources"

1,

"Resource": "*"

I

{
"Sid": "AllowRAMInvitation",
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"Effect": "Allow",
"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "dzd_*"
}
}
},

{
"Sid": "AllowECRActions",

"Effect": "Allow",

"Action": [

"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",
"ecr:TagResource",
"ecr:UntagResource"

1,

"Resource": [
"arn:aws:ecr:*:*:repository/sagemaker*",
"arn:aws:ecr:*:*:repository/datazone*"

]

I
{

"Sid": "AllowCodeCommitActions",

"Effect": "Allow",

"Action": [

"codecommit:GitPull",
"codecommit:GitPush"

1,

"Resource": [
"arn:aws:codecommit:*:*:*sagemaker*",
"arn:aws:codecommit:*:*:*SageMaker*",
"arn:aws:codecommit:*:*:*Sagemaker*"

]

},
{
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"Sid": "AllowCodeBuildActions",

"Action": [
"codebuild:BatchGetBuilds",
"codebuild:StartBuild"

1,

"Resource": [
"arn:aws:codebuild:*:*:project/sagemaker*",
"arn:aws:codebuild:*:*:build/*"

1,

"Effect": "Allow"
},

{

"Sid": "AllowStepFunctionsActions",
"Action": [

"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine"
1,
"Resource": [
"arn:aws:states:*:*:statemachine:*sagemaker*",
"arn:aws:states:*:*:execution:*sagemaker*:*"

1,
"Effect": "Allow"

I

{
"Sid": "AllowSecretManagerActions",
"Effect": "Allow",
"Action": [

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy"

]I

"Resource": [

"arn:aws:secretsmanager:*:*:secret:AmazonSageMaker-*"

]
},
{

"Sid": "AllowServiceCatalogProvisionProduct",
"Effect": "Allow",

"Action": [

"servicecatalog:ProvisionProduct"
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]I

"Resource": "*"
}I
{

"Sid": "AllowServiceCatalogTerminateUpdateProvisionProduct",

"Effect": "Allow",

"Action": [
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:userLevel": "self"
}
}
},

{

"Sid": "AllowS30bjectActions",

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetObject",

"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"s3:GetBucketAcl",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::DataZone-SageMaker*",

"arn:aws:s3:::Sagemaker-DataZone*",
"arn:aws:s3:::DataZone-Sagemaker*",
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::amazon-datazone*"

]

I

{

"Sid": "AllowS3GetObjectWithSageMakerExistingObjectTag",
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"Effect":
"Action":

"s3:GetObject"

1,

"Allow",

L

"Resource":

]I

"Condition": {

L

"arn:aws:s3:::*'

"StringEqualsIgnoreCase": {

"s3:ExistingObjectTag/SageMaker": "true"

}
}
3
{

"Sid": "AllowS3GetObjectWithServiceCatalogProvisioningExistingObjectTag",

"Effect":
"Action":

"s3:GetObject"

]I

"Allow",

L

"Resource":

"arn:aws:s3:::*'

1,

"Condition":
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning": "true"

3
3
iy
{
"Sid":

L

"AllowS3BucketActions",

"Effect":

"Action":
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors"

1,

"Allow",

L

"Resource":

"arn:

"arn:
"arn:
n

arn:
"arn:

aws @
aws
aws @
aws
aws @

s3::
s3::
s3::
s3::
s3::

L

:SageMaker-DataZone*",
:DataZone-SageMaker*",
:Sagemaker-DataZone*",
:DataZone-Sagemaker*",
:sagemaker-datazone*",
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"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::amazon-datazone*"
]
I

{

"Sid": "ReadSageMakerJumpstartArtifacts",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::jumpstart-cache-prod-us-west-2/*",
"arn:aws:s3:::jumpstart-cache-prod-us-east-1/*",
"arn:aws:s3:::jumpstart-cache-prod-us-east-2/*",
"arn:aws:s3:::jumpstart-cache-prod-eu-west-1/*",
"arn:aws:s3:::jumpstart-cache-prod-eu-central-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-south-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-northeast-2/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-northeast-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-southeast-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-southeast-2/*"

]

},
{

"Sid": "AllowLambdaInvokeFunction",

"Effect": "Allow",

"Action": [

"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:*SageMaker*",
"arn:aws:lambda:*:*:function:*sagemaker*",
"arn:aws:lambda:*:*:function:*Sagemaker*",
"arn:aws:lambda:*:*:function:*LabelingFunction*"

]
I
{

"Sid": "AllowCreateServicelLinkedRoleForSageMakerApplicationAutoscaling",
"Action": "iam:CreateServicelLinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/sagemaker.application-

autoscaling.amazonaws.com/AWSServiceRoleForApplicationAutoScaling_SageMakerEndpoint",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sagemaker.application-autoscaling.amazonaws.com"

}
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}
iy

{
"Sid": "AllowSNSActions",

"Effect": "Allow",

"Action": [

"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

]

I

{
"Sid": "AllowPassRoleForSageMakerRoles",

"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr_sagemaker_execution_role_*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"bedrock.amazonaws.com",
"states.amazonaws.com",
"lakeformation.amazonaws.com",
"events.amazonaws.com",
"sagemaker.amazonaws.com",
"forecast.amazonaws.com"

}
}I
{

"Sid": "CrossAccountKmsOperations",
"Effect": "Allow",

"Action": [

"kms:DescribeKey",
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"kms:Decrypt",
"kms:ListKeys"

1,

"Resource": "*",
"Condition": {
"StringNotEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

}

I

{

"Sid": "KmsOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:RetireGrant"

1,

"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment" :

}

}

I
{

"Sid": "AllowAthenaActions",

"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",

"false"
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"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement"”
1,

"Resource": [
T

]

I

{

"Sid": "AllowGlueCreateDatabase",
"Effect": "Allow",

"Action": [
"glue:CreateDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default"

]
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}I

{
"Sid": "AllowRedshiftGetClusterCredentials",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentials"

1,

"Resource": [

"arn:aws:redshift:*:*:dbuser:*/sagemaker_access*",

"arn:aws:redshift:*:*:dbname:*"

]

I
{

"Sid": "AllowlListTags",

"Effect": "Allow",

"Action": [

"sagemaker:ListTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:domain/*"

]

},
{

"Sid": "AllowCloudformationListStackResources",
"Effect": "Allow",

"Action": [

"cloudformation:ListStackResources"

]I

"Resource": "arn:aws:cloudformation:*:*:stack/SC-*"

}I

{
"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:GetColumnStatisticsForPartition",
"glue:GetColumnStatisticsForTable",
"glue:ListJobs",
"glue:CreateSession",
"glue:RunStatement",
"glue:BatchCreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:BatchGetWorkflows",
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"glue

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

]I

:BatchUpdatePartition",
BatchDeletePartition",
GetPartition",

GetPartitions",

UpdateTable",
DeleteTableVersion",
DeleteTable",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeletePartitionIndex",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
BatchDeleteTableVersion",
BatchDeleteTable",
CreatePartition",
DeletePartition",
UpdatePartition",
CreateBlueprint",

Createlob",

CreateConnection",
CreateCrawler",
CreateDataQualityRuleset",
CreateWorkflow",

GetDatabases",

GetTables",

GetTable",

SearchTables",

NotifyEvent",

ListSchemas",

BatchGetJobs",

GetConnection",

GetDatabase"

"Resource": [

"

]
}I
{

"Sid": "AllowGlueActionsWithEnvironmentTag",

"Effect": "Allow",
"Action": [

"glue
"glue
"glue

:SearchTables",
:NotifyEvent",
:StartBlueprintRun",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

1,

PutWorkflowRunProperties",

StopCrawler",
Deletelob",
DeleteWorkflow",
UpdateCrawler",
DeleteBlueprint",
UpdateWorkflow",
StartCrawler",
ResetJobBookmark",
UpdateJob",
StartWorkflowRun",
StopCrawlerSchedule",
ResumeWorkflowRun",
ListSchemas",
DeleteCrawler",
UpdateBlueprint",
BatchStopJobRun",
StopWorkflowRun",
BatchGetJobs",
BatchGetWorkflows",
UpdateCrawlerSchedule",
DeleteConnection",
UpdateConnection",
GetConnection",
GetDatabase",
GetTable",
GetPartition",
GetPartitions",
BatchDeleteConnection",
StartCrawlerSchedule",
StartJobRun",
CreateWorkflow",
*DataQuality*"

"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment":

}
}
}I

{
"Sid":

"AllowGlueDefaultAccess",

"Effect": "Allow",
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"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:

]I

BatchGet*",
Get*",
SearchTables",
List*",
RunStatement"

"Resource": [

arn:aws:glue:*:*:catalog",

"arn:aws:glue:*:*:database/default",

arn:aws:glue:*:*:connection/dz-sm-*",

"arn:aws:glue:*:*:session/*"

]
iy

{
"Sid":

"AllowRedshiftClusterActions",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"

]I

"Resource": [
"arn:aws:redshift:*:*:cluster:*",
"arn:aws:redshift:*:*:dbname:*"

]
iy

{
"Sid":

"AllowCreateClusterUser",

"Effect": "Allow",
"Action": [
"redshift:CreateClusterUser"

1,

"Resource": [
"arn:aws:redshift:*:*:dbuser:*"

]
iy

{
"Sid":

"AllowCreateSecretActions",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"

]I

"Resource": "arn:aws:secretsmanager:*:*:secret

:AmazonDataZone-*",
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"Condition": {
"StringlLike": {

"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*",
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

1,

"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneProject": "false",
"aws:ResourceTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneProject": "false"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneDomain",
"AmazonDataZoneProject"

]
}
}
I
{
"Sid": "ForecastOperations",
"Effect": "Allow",
"Action": [

"forecast:CreateExplainabilityExport",
"forecast:CreateExplainability",
"forecast:CreateForecastEndpoint",
"forecast:CreateAutoPredictor",
"forecast:CreateDatasetImportJob",
"forecast:CreateDatasetGroup",
"forecast:CreateDataset",
"forecast:CreateForecast",
"forecast:CreateForecastExportJob",

"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast

:CreatePredictorBacktestExportJob",
:CreatePredictor",
:DescribeExplainabilityExport",
:DescribeExplainability",
:DescribeAutoPredictor",
:DescribeForecastEndpoint",
:DescribeDatasetImportJob",
:DescribeDataset",
:DescribeForecast",
:DescribeForecastExportJob",
:DescribePredictorBacktestExportJob"
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"forecast:GetAccuracyMetrics",
"forecast:InvokeForecastEndpoint",
"forecast:GetRecentForecastContext",
"forecast:DescribePredictor",
"forecast:TagResource",
"forecast:DeleteResourceTree"
1,
"Resource": [
"arn:aws:forecast:*:*:*Canvas*"
]
},
{
"Sid": "RDSOperation",
"Effect": "Allow",
"Action": "rds:DescribeDBInstances",
"Resource": "*"
},
{
"Sid": "AllowEventBridgeRule",
"Effect": "Allow",
"Action": [
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job": "true"
}
}
I
{
"Sid": "EventBridgeOperations",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:PutTargets"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/sagemaker:is-canvas-data-prep-job": "true"
}
}
I
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{
"Sid": "EventBridgeTagBasedOperations",

"Effect": "Allow",

"Action": [
"events:TagResource"
1,
"Resource": "arn:aws:events:*:*:rule/*",

"Condition": {

"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job": "true",
"aws:ResourceTag/sagemaker:is-canvas-data-prep-job": "true"

}

}

I
{

"Sid": "EventBridgelListTagOperation",

"Effect": "Allow",

"Action": "events:ListTagsForResource",

"Resource": "*"

I
{

"Sid": "AllowEMR",

"Effect": "Allow",

"Action": [
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters"

1,

"Resource": "*"

I
{

"Sid": "AllowSSOAction",

"Effect": "Allow",

"Action": [
"sso:CreateApplicationAssignment",
"sso:AssociateProfile"

1,

"Resource": "*"

},
{

"Sid": "DenyNotAction",

"Effect": "Deny",

"NotAction": [

"sagemaker:*",
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"sagemaker-geospatial:*",
"sqlworkbench:*",
"datazone:*",
"forecast:*",
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",

DescribeScalingActivities",

DescribeScalingPolicies",
DescribeScheduledActions",

"application-autoscaling:PutScalingPolicy",
"application-autoscaling:PutScheduledAction",
"application-autoscaling:RegisterScalableTarget",
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement",
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
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"athena:ListWorkGroups",

"athena:StartCalculationExecution",

"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",

"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStackResources",
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:

DeleteAlarms",
DescribeAlarms",
GetMetricData",
GetMetricStatistics",
ListMetrics",
PutMetricAlarm",
PutMetricData",

"codebuild:BatchGetBuilds",
"codebuild:StartBuild",

"codecommit
"codecommit
"codecommit

"codecommit:
:GitPull",
:GitPush",

"codecommit
"codecommit

:BatchGetRepositories",
:CreateRepository",
:GetRepository",

List*",

"ec2:CreateNetworkInterface",

ec2:CreateNetworkInterfacePermission",

"ec2:DeleteNetworkInterface",

ec2:DeleteNetworkInterfacePermission",

"ec2:DescribeDhcpOptions",

ec2:DescribeNetworkInterfaces",

"ec2:DescribeRouteTables",

ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",

ec2:DescribeVpcEndpoints",

"ec2:DescribeVpcEndpointServices",

ec2:DescribeVpcs",

"ecr:BatchChecklLayerAvailability",

ecr:BatchGetImage",

"ecr:CreateRepository",

AWS SEEEEK

234



Amazon DataZone EREER

ecr:Describe*",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:SetRepositoryPolicy",
"ecr:CompletelLayerUpload",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelLayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",
"ecr:StartImageScan",
"ecr:TagResource",
"ecr:UntagResource",
"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters",
"events:PutRule",
"events:DescribeRule",
"events:PutTargets",
"events:TagResource",
"events:ListTagsForResource",
"fsx:DescribeFileSystems",
"glue:SearchTables",
"glue:NotifyEvent",
"glue:StartBlueprintRun",
"glue:PutWorkflowRunProperties",
"glue:StopCrawler",
"glue:Deletelob",
"glue:DeleteWorkflow",
"glue:UpdateCrawler",
"glue:DeleteBlueprint",
"glue:UpdateWorkflow",
"glue:StartCrawler",
"glue:ResetJobBookmark",
"glue:UpdateJob",
"glue:StartWorkflowRun",
"glue:StopCrawlerSchedule",
"glue:ResumeWorkflowRun",
"glue:DeleteCrawler",
"glue:UpdateBlueprint",
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"glue:BatchStopJobRun",
"glue:StopWorkflowRun",
"glue:BatchGet*",
"glue:UpdateCrawlerSchedule",
"glue:DeleteConnection",
"glue:UpdateConnection",

"glue:Get*",
"glue:BatchDeleteConnection",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:CreateWorkflow",
"glue:*DataQuality*",

"glue:List*",

"glue:CreateSession",
"glue:RunStatement",
"glue:BatchCreatePartition",
"glue:CreateDatabase",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:BatchUpdatePartition",
"glue:BatchDeletePartition",
"glue:UpdateTable",
"glue:DeleteTableVersion",
"glue:DeleteTable",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeletePartitionIndex",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:BatchDeleteTableVersion",
"glue:BatchDeleteTable",
"glue:CreatePartition",
"glue:DeletePartition",
"glue:UpdatePartition",
"glue:CreateBlueprint",
"glue:Createlob",
"glue:CreateConnection",
"glue:CreateCrawler",
"groundtruthlabeling:*",

iam:CreateServicelLinkedRole",
"iam:GetRole",
"iam:ListRoles",

jiam:PassRole",
"kms:DescribeKey",
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"kms:ListAliases",

"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",

"kms:GenerateDataKey",
"kms:RetireGrant",

"lakeformation:

GetDataAccess",

"lambda:ListFunctions",
"lambda:InvokeFunction",
"logs:CreateLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdatelLogDelivery",
"ram:AcceptResourceShareInvitation",
"rds:DescribeDBInstances",
"redshift:CreateClusterUser",
"redshift:GetClusterCredentials",

"redshift:GetClusterCredentialsWithIAM",

"redshift:DescribeClusters"”,

"redshift-data
"redshift-data
"redshift-data
"redshift-data
"redshift-data:
"redshift-data
"redshift-data:
"redshift-data:

:BatchExecuteStatement",
:CancelStatement",
:DescribeStatement"”,
:DescribeTable",

ExecuteStatement",

:GetStatementResult",

ListSchemas",
ListTables",

"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"s3:GetBucketAcl",

"s3:PutObjectAcl",

"s3:GetObject",
"s3:PutObject",

"s3:DeleteObject",
"s3:AbortMultipartUpload",
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"s3:CreateBucket",
"s3:GetBucketLocation",

"s3:ListBucket",

"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors",
"s3:DeleteObjectVersion”,
"s3:PutObjectRetention",
"s3:ReplicateObject”,
"s3:RestoreObject",

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"servicecatalog:
"sns:ListTopics'
"sns:Subscribe",

ListSecrets",
DescribeSecret",
GetSecretValue",
CreateSecret",
PutResourcePolicy",
TagResource",

Describe*",

List*",
ScanProvisionedProducts",
SearchProducts",
SearchProvisionedProducts",
ProvisionProduct",
TerminateProvisionedProduct",
UpdateProvisionedProduct",

1
’

"sns:CreateTopic",

"sns:Publish",

"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine",
"tag:GetResources",
"sso:CreateApplicationAssignment",
"sso:AssociateProfile"

1,
"Resource": "*"
}
]
}
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aZoneGlueManageAcc
essRolePolicy AR A ¥ AL &F
Amazon DataZone R &3
HAERRENTFIXE,

2 E#AmazonDat
aZoneDomainExecuti
onRolePolicyfAmazonDat
aZoneFullUserAccess AL
A CancelMetadataGene
APl X8,

rationRun

B

2024%4A30H

202454818

202454818

2024%3H29 H
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ERAEER

gE

AmazonDataZoneFullAccess -

BREH

AmazonDataZoneDoma
inExecutionRolePolicy -BUERE
#

AmazonDataZoneGlue
ManageAccessRolePolicy -
REH

AmazonDataZoneFull
UserAccess 1 AmazonDat
aZoneDomainExecuti

onRolePolicy -BUR E#

DU

2% #1 , AmazonDat
aZzoneFullAccess =EfFH
#BESHTE Amazon DataZone
EEFRATMREETR, ¥
£, vpc MFHEEE , MT 2T
XEFRBEA,

EEH , FEAH BT WERS
MESFRAT HLEEER ,
DA REREREMS
ListEnvironmentBlu
eprintConfiguratio
APl 1932
£, AmazonDataZoneDoma
inExecutionRolePolicy

nSummaries

¥ # T AmazonDataZoneGlue

ManageAccessRolePolicy S BK
A% AWS Lake Formation #

BEEANXE,

E ¥ T AmazonDataZoneFull
UserAccess#lAmazonDat
aZoneDomainExecuti
onRolePolicy B3R , LA &
Amazon DataZone R A AT
BERMNERIERERT

o
BEo

B

2024%3A13H

2024%2H01 H

202312 A 14 H

2023 £11 A 28 H
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gF iR B Hj
AmazonDataZoneEnvi Amazon DataZone 2023 &£ 11 A 17 H
ronmentRolePermiss ¥AmazonDataZoneEnvi

ionsBoundary -BUZRE # ronmentRolePermiss

ionsBoundary 3 & B R 1T
TEH , ZBRITERBEYE
#EEME/ KB athena:Ge
tQueryResultsStrea

m FFAl, ResourceTag

AmazonDataZoneReds Amazon AmazonDat 2023 F£11 A 16 B
hiftManageAccessRolePolicy - aZoneRedshiftManag
BREH eAccessRolePolicyi&E i il Bk

¥redshift:Associate
DataShareConsumer BjE
A ID BER DataZone &
T, EMEEE AWS BB

HAER,
AmazonDataZoneFull Amazon DataZone 51 T 2023%F10802 H
UserAccess -BUE B # £F ¥ Amazon T2 55 R

PR B9 AmazonDataZoneFull

UserAccessi % DataZone ,
BRAHFEESE , AR

wRE.
AmazonDataZonePort Amazon DataZone EH 2023 9 A 29 H
alFullAccessPolicy -BUR B 3 T AmazonDataZonePort
A alFullAccessPolicy.
AmazonDataZonePrev Amazon DataZone EH 2023 9 A 29 H
iewConsoleFullAccess -BIZERE T AmazonDataZonePrev
=M iewConsoleFullAccess.
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gF iR B Hj
AmazonDataZoneDoma Amazon DataZone 87T — 2023 £ 9 A 25 H

inExecutionRolePolicy -#¥T B  {EH& AR FTBERAmazonDat
aZoneDomainExecuti
onRolePolicy,

iE & Amazon DataZone
AmazonDataZoneDoma
inExecutionRole AR¥%
AENTERBIR, Amazon

F At A DataZone Xim

B. &, B8, £AMNSH
Amazon DataZone #8385 H &
#o

& LA AmazonDat
aZoneDomainExecuti
onRolePolicy BURKHNZ
& #AmazonDataZoneDoma
inExecutionRole

AmazonDataZoneCros Amazon DataZone %17 — 2023 £9 A 19 H
sAccountAdmin -#T R {88 AAmazonDataZoneCros
sAccountAdminBY T BUR |
FHAFEESEA Amazon
DataZone R HEAHHIRF

AmazonDataZoneFull Amazon DataZone #i1T — 2023 9 A 12 H
UserAccess -#T R 18 & AmazonDataZoneFull

UserAccess &% F¥f Amazon

I SE£ B RERA T BUR

DataZone , BEFAFEERS ,

A FE S RARtR .
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ERAEER

gE

AmazonDataZoneReds
hiftManageAccessRolePolicy -

HBUR

AmazonDataZoneGlue
ManageAccessRolePolicy -#7

BUR

AmazonDataZoneReds
hiftGlueProvisioningPolicy -¥#7
BE

AmazonDataZoneEnvi
ronmentRolePermiss
ionsBoundary -¥7BUR

DU

Amazon DataZone #07T
—IEH AR FFFAmazonDat
aZoneRedshiftManag
eAccessRolePolicy A 937
BUR , LASoEF Amazon BX
DataZone A¥ &EH &M MEh
B&R T

Amazon DataZone N7 —
& AR EK , AmazonDat
aZoneGlueManageAcc
essRolePolicy B K %
DataZone F Amazon ]
A% AWS Glue Bii5 3

B #%. TERT Amazon
DataZone FF Al , AR H#&+
AWS Glue B &M EEMNFE
BB TEER,

Amazon ¥ DataZone 87 —
HE BWFTER , AmazonDat
aZoneRedshiftGlueProvisioni
ngPolicyZBUR & F Amazon
DataZone B M BRI RIFEE
BRIEMENET,

Amazon ¥ DataZone 8 7 —
HE AMFBER , AmazonDat
aZoneEnvironmentRo
lePermissionsBoundary & Bk
2 PRFEFTH A 2/ 1AM
i,

B

2023 9 H12H

2023 9 A 12 H

2023 9 A 12 H

2023 9 A 12 H
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ERAEER

gE

AmazonDataZoneFullAccess -

HBUR

R EBRER

Amazon DataZone Bi%4 IR R
1t

DU

Amazon DataZone 7T —
& BHFER AmazonDat
aZoneFullAccess , A]
DataZone &i@ AWS E 22l
B¥ Amazon £ 5,

‘BEHfbiam:GetPolicy &
PR By AmazonDataZonePrev
iewConsoleFullAccess < &1&

REGHY ER

Amazon DataZone BA&BHH
AWS SEBERNEE,

Amazon BY IAM & DataZone

ES]

AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneDomainExecutionRole

AmazonDataZoneGlueAccess-<region>-<domainld>

AmazonDataZoneRedshiftAccess-<region>-<domainld>

AmazonDataZone<region>S3 & ¥&--<domainld>

B

2023 9 A 12 H

20236 A 13 H

2023 3 A 20 H

AmazonDataZoneSageMakerManageAccessRole-<region>-<domainld>

AmazonDataZoneSageMakerProvisioningRole-<domainAccountld>

AmazonDataZoneProvisioningRole-<domainAccountld>

B AmazonDataZoneProvisioningRole-
<domainAccountId>fHAmazonDataZoneRedshiftGlueProvisioningPolicyMi#, ttAERF
¥ 53 i DataZone B2 AWS Glue 1 Amazon AIB EREPMENFF A,

¥a5%{EAmazonDataZoneProvisioningRole-<domainAccountId>E MM TFSERA :
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"

.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

AmazonDataZoneDomainExecutionRole

AmazonDataZoneDomainExecutionRole EAmazonDataZoneDomainExecutionRolePolicyfff i
2 AWS EEERE, Amazon KREBEIE DataZone BIZEE AR, HAERAOMBLPHELS)
£ , Amazon B EEI ABKNIRS+ DataZone EFLLAE K UHRENACEREEREANTHE,

#ZAmazonDataZoneDomainExecutionRole & & E 5t & &1 Amazon DataZone B 2 HEN, AWS
RE EEE Amazon DataZone {BE , RIS HBALETILA®,

&5 AmazonDataZoneDomainExecutionRole A& 28 T IEF R AL,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "datazone.amazonaws.com"
},
"Action": [

"sts:AssumeRole",

"sts:TagSession"
1,
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"

1,
"ForAllValues:StringLike": {
"aws:TagKeys": [
"datazone*"

AmazonDataZoneGlueAccess-<region>-<domainld>

AmazonDataZoneGlueAccess-<region>-<domainId>&f

2 AmazonDataZoneGlueManageAccessRolePolicyffitn, LA E&REL Amazon DataZone ¥ 1 ,
# AWS Glue BRI M EI B &, ©IERF Amazon DataZone 57 , LR F B 8+ AWS Glue B %
BEENTFRESBEFIHER,

FE5%AmazonDataZoneGlueAccess-<region>-<domainId>&&EKM N T HIEFTEA :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}
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}
]
}

AmazonDataZoneRedshiftAccess-<region>-<domainld>

AmazonDataZoneRedshiftAccess-<region>-<domainId>Af
BAmazonDataZoneRedshiftManageAccessRolePolicyBfffl, A EIEF Amazon DataZone
FFH , # Amazon Redshift B#&3 /%I B #%., ©iEIR T Amazon DataZone FF 7 , AR FHHHEE
# Redshift 3 Amazon Redshift 7] iR 8% 2 2 5 & E Y 7 EVE PR S SE 7 U,

JE5%AmazonDataZoneRedshiftAccess-<region>-<domainId>& & BN T 5 AERERFE A :

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"
}
}
}
]
}

fa5%{EAmazonDataZoneRedshiftManageAccessRole<timestamp>E M T FIEEEA :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZone<region>S3 & ¥--<domainld>

<region><domainld>& Amazon DataZone FAY AWS Lake Formation 5t Amazon I EZ R
% ( EEE# S3 ) BB A AmazonDataZone S3 BE-, AWS EFHRBZNBNEIRE | Lake
Formation i 7T ElAR. WRFHAEN K F2RAREMUENAEER,

it & B M T 5 R ERER R R

"Version": "2012-10-17",
"Statement": [

{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [

"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"
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Amazon DataZone EREER

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [

"s3:ListBucket"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListAl1MyBuckets",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationExplicitDenyPermissionsForS3",
"Effect": "Deny",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:DeleteObject"
1,
"Resource": [

"arn:aws:s3:::[[BucketNames]]/*"
1,
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"
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ERAEER

}I
{

"Sid": "LakeFormationExplicitDenyPermissionsForS3ListBucket",
"Effect": "Deny",
"Action": [

"s3:ListBucket"
1,
"Resource": [

"arn:aws:s3:::[[BucketNames]]"
1,
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"

AmazonDataZoneS3 B <region>-Hf fl<domainld>T A N EERRE :

"Version": "2012-10-17",
"Statement": [

{

"Sid": "TrustlLakeFormationForDatalocationRegistration",
"Effect": "Allow",
"Principal": {

"Service": "lakeformation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{source_account_id}}"
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AmazonDataZoneSageMakerManageAccessRole-<region>-<domainld>

AmazonDataZoneSageMakerManageAccessRole BB E

B AmazonDataZoneSageMakerAccessAmazonDataZoneRedshiftManageAccessRolePolicy,
MAmazonDataZoneGlueManageAccessRolePolicyMimni, AR F Amazon DataZone FF
A, UBHEANEEERYE. B2/ Amazon Sageemaker EEKFT B

ltAmazonDataZoneSageMakerManageAccessRole A& E MM T %A #E R Al :

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain":"{{domainId}}"
}
}
}
]
}

ltAmazonDataZoneSageMakerManageAccessRole BB EM M T HEEERA] :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DatazoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": ["datazone.amazonaws.com",
"sagemaker.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
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"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZoneSageMakerProvisioningRole-<domainAccountld>

AmazonDataZoneSageMakerProvisioningRole A& E
HAmazonDataZoneSageMakerProvisioningfAmazonDataZoneRedshiftGlueProvisioningPolj
ey, AEREFE AWS Glue., Amazon Amazon Redshift Sageemaker EiR#EFTER Amazon

DataZone 55,

ltAmazonDataZoneSageMakerProvisioningRole& & 2 kil 5l R Al :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "SageMakerStudioTagOnCreate",
"Effect": "Allow",
"Action": [
"sagemaker:AddTags"
1,
"Resource": "arn:aws:sagemaker:*:{{AccountId}}:*/*",
"Condition": {
"Null": {
"sagemaker:TaggingAction": "false"
}
}
}
]
}
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ltAmazonDataZoneSageMakerProvisioningRole& & E ki~ FIEEEA :

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "DataZoneTrustPolicyStatement",

"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

LEDAERNAS

o BBRER M ME &5 (Fla0 IAM /&, EREFANAR) B JSON FFaBRNX A, BL
BERAEH G EMEFRG TREBEERATHEDFE, B2 THUNMELS2REBCR , F2H
(AM EREERE) PREL IAM BER.

FH IAM BE2EBEER , B UEEAHSIIEENBENER  UREMAERGTAFRIESE, &
EEIEEPEBKRFTEETERE  NAESEAZEENFERERAR, NE T HEE JSON BERHF fE
AWmERR , 728 (AMFERAEERE) ¥/ IAMJSON BHETERSZE,

EREAOMFET Amazon DataZone EXF , SANREREV = IAM A€ , SEEEREAR
EEAES—@ BEENSEE, WNESEECNEREEAERAR® , MM AR R BIERA
EREEREFEHANIIEE,

A7 DataZone 3 Amazon FEAEEF AW EIIRESERAAEE  (THEERGFHE/ACESEBH
AR MEE AWS Lake Formation WERIHEEE, AWS RFE

IBATLATE AWS IAM BB X AT RIBREZ up-to-date REN AR , IBFA TRFTNTRABEHT,
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Amazon DataZone

ERAEER

ERBREHER
RIGEE

TARRE R

FE

IAM FF 8]

EREAR, ENHEEENE
BURHEERENES,

"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:List*",
"s3:Get*",
"s3:Describe*",
"s3:Delet
eObjectVersion",
"s3:Resto
reObject",
"s3:Repli
cateObject",
"s3:PutObject",
"s3:Abort
MultipartUpload",
"s3:PutOb
jectRetention",
"s3:Delet
eObject"
1,
"Resource":
["s3BucketArn",
"s3BucketArn/*"]

}I

{ "Action":
["s3:List*"],
"Resource": "*",
"Effect": "Allow" },

{

"Action": [
"kms:List*",
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ERAEER

RIGEE

IAM §F 7]
"kms:Get*",
"kms:Desc
ribe*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEn
crypt*",
"kms:Verify",
"kms:Sign",
"kms:Gene
rateDataKey"
1,
"Resource":
"keyArn",
"Effect": "Allow"
Y
{

"Action":
["kms:ListKeys",
"kms:ListAliases"],

"Resource": "*",

"Effect": "Allow"

.
{
"Action": [
"ec2:Desc
ribeSecurityGroups",
"ec2:Desc
ribeSecurityGroupR
ules",
"ec2:Desc
ribeTags"

1,

"Resource": "*",

"Effect": "Allow"

Y
{
"Action": [
"logs:Des
cribe*",
"logs:Sta
rtQuery",
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3B 15 JE A IAM B 7]

"logs:Sto
pQuery",
"logs:Get*",
"logs:List*",
"logs:Put
LogEvents",
"logs:Cre
ateLogStream",
"logs:Fil
terLogEvents"
1,
"Resource":
"arn:aws:logs:regi
on:account-id:log-
group:log-group-na
me:*",
"Effect": "Allow"
}

{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"kms:List*",
"kms:Get*",
"kms:Desc
ribe*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringNo
tEquals": {
"aws:Reso
urceAccount":
"project-account-id"
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ERAEER

RIGEE

ERREEE

IAM FF 8]

"Version":
"2012-10-17",
"Statement": [
{

"Effect":
"Allow",

"Action":
"glue:BatchGet*",
"glue:Get*",
"glue:SearchTables",

"glue:List*",

"glue:BatchCreateP
artition",

"glue:CreatePartit
ionIndex",

"glue:CreateTable",

"glue:BatchUpdateP
artition",

"glue:BatchDeleteP
artition",

"glue:UpdateTable",

"glue:DeleteTableV
ersion",

"glue:DeleteTable",

"glue:DeleteColumn

L
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ERAEER

RIGEE

IAM FF 8]

StatisticsForParti
tion",

"glue:DeleteColumn
StatisticsForTable",

"glue:DeletePartit
ionIndex",

"glue:UpdateColumn
StatisticsForParti
tion",

"glue:UpdateColumn
StatisticsForTable",

"glue:BatchDeleteT
ableVersion",

"glue:BatchDeleteT
able",

"glue:CreatePartit

ion",

"glue:DeletePartit

ion",

"glue:UpdatePartit
ion"
1,

"Resource":

"arn:aws:glue:regi
on:account:database/
dbName",

"arn:aws:glue:regi
on:account:catalog",

"arn:aws:glue:regi

UESAERNAG

260



Amazon DataZone EREER

AR IAM B8]
on:account:table/d
bName/*"

]
iy
{
"Sid":
"VisualEditorQ",
"Effect":
"Allow",
"Action": [

"glue:SearchTables",

"glue:NotifyEvent",

"glue:StartBluepri
ntRun",

"glue:PutWorkflowR
unProperties",

"glue:StopCrawler",

"glue:DeleteJob",

"glue:DeleteWorkfl

ow",

"glue:UpdateCrawler",

"glue:DeleteBluepr
int",

"glue:UpdateWorkfl

ow",

"glue:StartCrawler",

"glue:ResetJobBook
mark",

"glue:UpdateJob",
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ERAEER

RIGEE

IAM FF 8]

"glue:StartWorkflo
wRun",

"glue:StopCrawlerS
chedule",

"glue:ResumeWorkfl
owRun",

"glue:List*",

"glue:DeleteCrawler",

"glue:UpdateBluepr
int",

"glue:BatchStopJob

Run",

"glue:StopWorkflow

Run",

"glue:BatchGet*",

"glue:UpdateCrawle
rSchedule",

"glue:DeleteConnec
tion",

"glue:UpdateConnec
tion",

"glue:Get*",

"glue:BatchDeleteC
onnection",

"glue:StartCrawler
Schedule",
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ERAEER

RIGEE

IAM FF 8]

"glue:StartJobRun",

"glue:CreateWorkfl

ow",

"glue:PublishDataQ
uality",

"glue:*DataQuality*"
P

"Resource":

"Conditio

"ForAnyValue:Strin
gEquals": {

"aws:ResourceTag/n
oah-analytics:proj
ectId": "projectId"

}
}
iy
{
"Sid":
"CreateGlueResourc
es",
"Effect":
"Allow",
"Action":

"glue:CreateBluepr
int",

"glue:CreateJob",

"glue:CreateConnec
tion",

"glue:CreateCrawler",

L
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ERAEER

RIGEE

IAM FF 8]

"glue:CreateDataQu

alityRuleset"
1,
"Resource":
nxn
iy
{
"Sid":
"VisualEditorQ",
"Effect":
"Allow",
"Action": [

ies",

"nin

iam:

iam:

iam:

iam:

iam:

iam:

ListRoles",

ListUsers",

ListGroups",

ListRolePolic

GetRole",

GetRolePolicy"
1,

"Resource":
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RIREE IAM FFH]
BRNEES

"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"athena:T
erminateSession",

"athena:C
reatePreparedState
ment",

"athena:S
topCalculationExec
ution",

"athena:S
tartQueryExecution",

"athena:U
pdatePreparedState
ment",

"athena:B
atchGet*",

"athena:U
pdateNotebook",

"athena:D
eleteNotebook",

"athena:D
eletePreparedState
ment",

"athena:U
pdateNotebookMetad
ata",

"athena:D
eleteNamedQuery",

"athena:Get*",

"athena:U
pdateNamedQuery",

"athena:C
reateNamedQuery",
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ERAEER

RIGEE

IAM FF 8]

"athena:E
xportNotebook",
"athena:S
topQueryExecution",
"athena:S
tartCalculationExe
cution",
"athena:S
tartSession",
"athena:C
reatePresignedNote
bookUrl",
"athena:C
reateNotebook",
"athena:I
mportNotebook"
1,
"Resource": [
"arn:aws:
athena:region:acco
unt-id:workgroup/w
orkGroupName",
"arn:aws:
athena:region:acco
unt-id:datacatalog/
AwsDataCatalog"
]
Y
{

"Effect": "Allow",

"Action": [
"athena:L
istWorkGroups",
"athena:L
istDataCatalogs",
"athena:List*"
1
"Resource": ["*"]
iy
{

"Effect": "Allow",

"Action": [
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AR IAM FF 7]
"glue:Bat
chGet*",
"glue:Get*",
"glue:Sea
rchTables",
"glue:List*"
1,

"Resource": [
"arn:aws:
glue:region:account-
id:database/dbName",
"arn:aws:
glue:region:account-
id:catalog",
"arn:aws:
glue:region:account-
id:table/dbName/*"
]
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ERAEER

RIGEE

ERRRLEEE

IAM FF 8]

"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"redshift
:GetClusterCredent
ials",
"redshift
:JoinGroup",
"redshift
:CreateClusterUser",
"redshift
:DescribeClusters"
1l
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"
Y

{
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"”
1,
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"

}
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RIGEE

EREREEE

IAM FF 8]

"Version": "2012-10-
17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [

"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource": [

"arn:aws:
redshift:region:ac
count:dbuser:cluster-
identifier/dbUser",

"arn:aws:
redshift:region:ac
count:dbgroup:clus
ter-identifier/pro
ject_owner@project
Name",

"arn:aws:
redshift:region:ac
count:dbname:cluster-
identifier/*"

1,
"Condition": {

"ForAnyVa

lue:StringEquals": {
"aws:Prin

cipalTag/RedshiftD

bUser": "dbUser"

}
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"Sid": "VisualEd
itor2",

"Effect": "Allow",

"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"
1
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:cluster-id
entifier"

}
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{
"Version": "2012-10-
17",
"Statement": [
{
"Action":
"redshift:Describe
Clusters",
"Effect": "Allow",
"Resource":

"arn:aws:redshift:
region:account-id:
cluster:*",

"Sid": "Redshift
Permissions"
Yo
{
"Action":

"tag:GetResources",

"Condition": {
"StringEquals":

{ "aws:CalledVialast
": "sglworkbench.amaz
onaws.com" }

1,
"Effect": "Allow",
"Resource": "*",
"Sid": "Resource
GroupsTaggingPermi
ssions"
1,
{
"Action": [
"sqlworkb
ench:DriverExecute",
"sqlworkb
ench:GenerateSessi
on",
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"sqlworkb
ench:ListConnectio
ns'",

"sqlworkb
ench:ListDatabases",

"sqlworkb
ench:ListFiles",

"sqlworkb
ench:ListNotebooks",

"sqlworkb

ench:ListQueryExec
utionHistory",

"sqlworkb
ench:ListRedshiftC
lusters",

"sqlworkb
ench:ListSampleDat
abases",

"sgqlworkb
ench:ListTabs",

"sgqlworkb
ench:ListTaggedRes
ources"

1,
"Effect": "Allow",
"Resource": "*",
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPartl"
Y
{
"Action":
"sqlworkbench:*",
"Effect": "Allow",
"Resource": [

"arn:aws:
sgqlworkbench:regio
n:account-id:query/

* 1
’

"arn:aws:
sgqlworkbench:regio
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n:account-id:

ook/*",

sgqlworkbench:
n:account-id:

ction/*",

sgqlworkbench:
:chart/

n:account-id
*xn
’

sgqlworkbench:
n:account-id:

1,
"Sid":

arn:

arn:

arn:

noteb

aws:
regio
conne

aws :

regio

aws:
regio

/*"

"AmazonRe

dshiftQueryEditorV
2PermissionsPart2"

}

IAM ZF ]

ERERX, EMHEEENE
R HE B hREES .

{
"Version": "2012-10-
i7",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:List*",
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"s3:Get*",
"s3:Describe*",
"s3:Delet
eObjectVersion",
"s3:Resto
reObject",
"s3:Repli
cateObject",
"s3:PutObject",
"s3:Abort
MultipartUpload",
"s3:PutOb
jectRetention",
"s3:Delet
eObject"
1,
"Resource":
["s3BucketArn",
"s3BucketArn/*"]

Y

{ "Action":
["s3:List*"],
"Resource": "*",
"Effect": "Allow" },

{

"Action": [
"kms:List*",
"kms:Get*",
"kms :Desc

ribe*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEn
crypt*",
"kms:Verify",
"kms:Sign",
"kms:Gene
rateDataKey"
1,
"Resource":
"keyArn",

"Effect": "Allow"
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.
{

"Action":
["kms:ListKeys",
"kms:ListAliases"],

"Resource": "*",

"Effect": "Allow"

Y
{
"Action": [
"ec2:Desc
ribeSecurityGroups",
"ec2:Desc
ribeSecurityGroupR
ules",
"ec2:Desc
ribeTags"

1,

"Resource": "*",

"Effect": "Allow"

.
{
"Action": [
"logs:Des
cribe*",
"logs:Sta
rtQuery",
"logs:Sto
pQuery",
"logs:Get*",
"logs:List*",
"logs:Put
LogEvents",
"logs:Cre
atelLogStream",
"logs:Fil
terLogEvents"

1,

"Resource":
"arn:aws:logs:regi

on:account-id:log-
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group:log-group-na
me:*",

"Effect": "Allow"
Y
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"kms:List*",
"kms:Get*",
"kms :Desc
ribe*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringNo
tEquals": {
"aws:Reso
urceAccount":

"project-account-id"
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"Version": "2012-10-

17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [
"glue:Bat
chGet*",

"glue:Get*",

"glue:Sea
rchTables",

"glue:List*",

"glue:Bat
chCreatePartition",
"glue:Cre
atePartitionIndex",
"glue:Cre
ateTable",
"glue:Bat
chUpdatePartition",
"glue:Bat
chDeletePartition",
"glue:Upd
ateTable",
"glue:Del
eteTableVersion",
"glue:Del
eteTable",
"glue:Del
eteColumnStatistic
sForPartition",
"glue:Del
eteColumnStatistic
sForTable",
"glue:Del
etePartitionIndex",
"glue:Upd
ateColumnStatistic
sForPartition",
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"glue:Upd
ateColumnStatistic
sForTable",

"glue:Bat
chDeleteTableVersi
on",

"glue:Bat
chDeleteTable",

"glue:Cre
atePartition",

"glue:Del
etePartition",

"glue:Upd
atePartition"

1,
"Resource": [

"arn:aws:
glue:region:accoun
t:database/dbName",

"arn:aws:
glue:region:accoun
t:catalog",

"arn:aws:
glue:region:accoun
t:table/dbName/*"

]
.
{

"Sid": "VisualEd

itor0",

"Effect": "Allow",

"Action": [
"glue:Sea
rchTables",
"glue:Not
ifyEvent",
"glue:Sta
rtBlueprintRun",
"glue:Put
WorkflowRunPropert

ies",
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"glue:Sto
pCrawler",
"glue:Del
eteJob",
"glue:Del
eteWorkflow",
"glue:Upd
ateCrawler",
"glue:Del
eteBlueprint",
"glue:Upd
ateWorkflow",
"glue:Sta
rtCrawler",
"glue:Res
etJobBookmark",
"glue:Upd
ateJob",
"glue:Sta
rtWorkflowRun",
"glue:Sto
pCrawlerSchedule"
"glue:Res
umeWorkflowRun",

"glue:List*",

"glue:Del
eteCrawler",
"glue:Upd
ateBlueprint",
"glue:Bat
chStopJobRun",
"glue:Sto
pWorkflowRun",
"glue:Bat
chGet*",
"glue:Upd

ateCrawlerSchedule",

"glue:Del
eteConnection",

"glue:Upd
ateConnection",

"glue:Get*",

’
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"glue:Bat
chDeleteConnection",
"glue:Sta
rtCrawlerSchedule",
"glue:Sta
rtJobRun",
"glue:Cre
ateWorkflow",
"glue:Pub
lishDataQuality",
"glue:*Da
taQuality*"
1,
"Resource": "*",
"Condition": {
"ForAnyVa
lue:StringEquals": {
"aws:Reso

urceTag/noah-analy
tics:projectId":
"projectId"
}
}
1,
{
"Sid": "CreateGl
ueResources",

"Effect": "Allow",

"Action": [

"glue:Cre
ateBlueprint",

"glue:Cre
ateJob",

"glue:Cre
ateConnection",

"glue:Cre
ateCrawler",

"glue:Cre
ateDataQualityRule
set"

]I

"Resource": "*"
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{
"Sid": "VisualEd

itorQ",
"Effect": "Allow",
"Action": [
"iam:List
Roles",
"iam:List
Users",
"iam:List
Groups",
"iam:List
RolePolicies",
"iam:GetRole",
"iam:GetR
olePolicy"
1,

"Resource": "*"
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"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"athena:T
erminateSession",

"athena:C
reatePreparedState
ment",

"athena:S
topCalculationExec
ution",

"athena:S
tartQueryExecution",

"athena:U
pdatePreparedState
ment",

"athena:B
atchGet*",

"athena:U
pdateNotebook",

"athena:D
eleteNotebook",

"athena:D
eletePreparedState
ment",

"athena:U
pdateNotebookMetad
ata",

"athena:D
eleteNamedQuery",

"athena:Get*",

"athena:U
pdateNamedQuery",

"athena:C
reateNamedQuery",
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"athena:E
xportNotebook",
"athena:S
topQueryExecution",
"athena:S
tartCalculationExe
cution",
"athena:S
tartSession",
"athena:C
reatePresignedNote
bookUrl",
"athena:C
reateNotebook",
"athena:I
mportNotebook"
1,
"Resource": [
"arn:aws:
athena:region:acco
unt-id:workgroup/w
orkGroupName",
"arn:aws:
athena:region:acco
unt-id:datacatalog/
AwsDataCatalog"
]
Y
{

"Effect": "Allow",

"Action": [
"athena:L
istWorkGroups",
"athena:L
istDataCatalogs",
"athena:List*"
1
"Resource": ["*"]
iy
{

"Effect": "Allow",

"Action": [
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"glue:Bat
chGet*",
"glue:Get*",
"glue:Sea
rchTables",
"glue:List*"
1,

"Resource": [
"arn:aws:
glue:region:account-
id:database/dbName",
"arn:aws:
glue:region:account-
id:catalog",
"arn:aws:
glue:region:account-
id:table/dbName/*"
]
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"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"redshift
:GetClusterCredent
ials",
"redshift
:JoinGroup",
"redshift
:CreateClusterUser",
"redshift
:DescribeClusters"
1l
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"
Y

{
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"”
1,
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"

}
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"Version": "2012-10-
17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [

"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource": [

"arn:aws:
redshift:region:ac
count:dbuser:cluster-
identifier/dbUser",

"arn:aws:
redshift:region:ac
count:dbgroup:clus
ter-identifier/pro
ject_owner@project
Name",

"arn:aws:
redshift:region:ac
count:dbname:cluster-
identifier/*"

1,
"Condition": {

"ForAnyVa

lue:StringEquals": {
"aws:Prin

cipalTag/RedshiftD

bUser": "dbUser"

}
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"Sid": "VisualEd
itor2",

"Effect": "Allow",

"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"
1
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:cluster-id
entifier"

}
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{
"Version": "2012-10-
17",
"Statement": [
{
"Action":
"redshift:Describe
Clusters",
"Effect": "Allow",
"Resource":

"arn:aws:redshift:
region:account-id:
cluster:*",

"Sid": "Redshift
Permissions"
Yo
{
"Action":

"tag:GetResources",

"Condition": {
"StringEquals":

{ "aws:CalledVialast
": "sglworkbench.amaz
onaws.com" }

1,
"Effect": "Allow",
"Resource": "*",
"Sid": "Resource
GroupsTaggingPermi
ssions"
1,
{
"Action": [
"sqlworkb
ench:DriverExecute",
"sqlworkb
ench:GenerateSessi
on",
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"sqlworkb
ench:ListConnectio
ns'",

"sqlworkb
ench:ListDatabases",

"sqlworkb
ench:ListFiles",

"sqlworkb
ench:ListNotebooks",

"sqlworkb

ench:ListQueryExec
utionHistory",

"sqlworkb
ench:ListRedshiftC
lusters",

"sqlworkb
ench:ListSampleDat
abases",

"sgqlworkb
ench:ListTabs",

"sgqlworkb
ench:ListTaggedRes
ources"

1,
"Effect": "Allow",
"Resource": "*",
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPartl"
Y
{
"Action":
"sqlworkbench:*",
"Effect": "Allow",
"Resource": [

"arn:aws:
sgqlworkbench:regio
n:account-id:query/

* 1
’

"arn:aws:
sgqlworkbench:regio
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n:account-id:noteb
ook/*",

"arn:aws:
sgqlworkbench:regio
n:account-id:conne
ction/*",

"arn:aws:
sgqlworkbench:regio

n:account-id:chart/

* 1
’

"arn:aws:
sgqlworkbench:regio
n:account-id:/*"

1,

"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPart2"

}
]
}
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