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® Note
Amazon DCV Z%&&i#%A NICE DCV,

Amazon DCV Session Manager R —# AT ZE£NERBESG (REEXFMHPNELE ) NEAERXER
RETRME (AP)) , EARASNB I EHEEERS (1SVs) BREERBIREARER , UBXEKFHRE
Amazon DCV fal RES#EEF R 22 T FMEE Amazon DCV TERBRHEmiBHE,

AISERPIA L E ML E Session Manager Agent and Broker, #1ZE A Session Manager APIsHY
SHHMERR |, 5528 (Amazon DCV Session Manager g A E15F)

FE

« Session Manager iE#EH =,
L

- R

- EfE

« Amazon DCV Session Manager &K

Session Manager KiE/ERH =

T EFER Session Manager i 5 g 7T

Customer Frontend- Session Manager-managed space DCV-managed space
managed space T e .
Listeni [ DCV Fleet :
istening 1 ;
for APIs i :: ]
API Calls = : )
@ <] « Session pcv !
fb 1 Manager Servers |
. i Agents '
Client Broker . :
' Gy !
1 I:l :

Session Manager HI3E#EH 1
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R RE

RN B R FEEML\BY Session Manager APIs Web AR5, ©EZWIEREE API ER , LIEAF

WEE Amazon DCV TERE , ARSI RNEELHEBHNERAE, PAEEXELTEEHEHEH

Amazon DCV fAREF /BN EM L , BEXERHAFIRFE , MEXEREAFR RKEEX,
RERERX

REEXNZEHEERBFEPNEE Amazon DCV Ak, REEXSRBIFNEENER , ¥ESH
B Amazon DCV fAfRE§ LHITELIE R, RERRX LS EE Amazon DCV AIRSFHIAMEE | AAEE
BiREEFEOERERER,

API

Session Manager /2 —#8 REST FEARENEXEZFTNE (APIs) , JAREE Amazon DCV fd
FRESHEEE LB Amazon DCV THEREE, APIs fEEE L, AP NEELH. BRABTHUELN
W APIs B FT T/ERSER B A Fimo

R Bi%
P F iR 2 B2 F R AL o 8 B 4\ BARY Session Manager APIs M TR EARR RN A OB, &
REREER AERREEMEF Amazon DCV fAiRES LFEE M TR,

IR

EERE APIFBER , EXARMTFEER, SMOAF IR APIs 7] MA@ H 47 %E B K/ 5% # [ AR 25
BRFH. BEBRNERFR , AF R API X EREEMHNBEAER.,

B Fi% API
A Fi% APl 1/ Swagger Codegen # Session Manager APl E2& YAML RE4+., A Fi% AP
AREE API XK,

Amazon DCV T {ERER

Amazon DCV ITEREER = Amazon DCV falfRESEESN T R B A FimERN — BB, BSNEL

£ Amazon DCV falfk&§ L& 3L Amazon DCV T{EREER , AF T 8EiE#RE Amazon DCV T{ERE
B, Amazon DCV AR EFHRANMERTERE K MASEIERRBEEENHEEEN —HEET
A, A LAER Session Manager APls 2RE Amazon DCV T{ER B £ driBH. Amazon DCV
TYERSER AT AR TSI H ip —EAREE

« CREATING- HNEEIEEE T TIEREER
« READY- T/EPEER B2 (1T H FimiERR-
« DELETING- I1E7E fIBR T/EBEER

Session Manager BViE{ER 2
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« DELETED- EMiErk T/EFEER
« UNKNOWN- LY B TERSERMIARE, FNEEMREBEREX TREEEEA,

s
IhEE
DCV Session Manager 12t~ %|Zhag :

- 121t Amazon DCV T{ERFERE - BB EZME Amazon DCV A ARES L1172 TIERERMVAEREE
o

- EEZ{E Amazon DCV T{EREERMV £ dniEH] - FEB — 18 API 55K , 5% {8 Amazon DCV fafREE+
(9 25 {8155 F 4 228 3L o M Bk =2 TP BR

- IEEE - TRV TERERN , FABTEES Amazon DCV fAIRSEFIFMER A B E,

- EEZ{E Amazon DCV TIEREERMFTH - A — {8 API BFRIENZE LERERNERET T,

- BEEHENA - B Amazon DCV TERERNAFIRERET.

- XEEHMREEE - £ LA Session Manager AWS, A B E BERNERE[RS.

BR 7

Session Manager N2 HERMAEIIEE, WMRIETE Amazon EC2 #1T{EE £ #11T Amazon DCV , &1
BEEEM A AWS HAaREE , 6120 Amazon EC2 Auto Scaling REBEBRGEHIER.

EE

#1T EC2 #1TEE AWS WEF AR EFEH Session Manager,

AZEPBE FEE Amazon DCV Plus 2 Amazon DCV Professional Plus ##, MNEEBENAEE
Amazon DCV Plus 5 Amazon DCV Professional Plus ZEHNEH , HS2 B [ 1E Amazon DCV #3
W EBE , URSKEFTEREEHN Amazon DCV REFRLHEE.,. EEAFMERGHEEFEA
Amazon DCV Session Manager , ##E R R &% Amazon DCV 2021.0 ixFE % & HI#1T o

MEFHMET , F28 (Amazon DCV BEEE1ER) FHEE Amazon DCV fARES.

Amazon DCV Session Manager 3K

Amazon DCV Session Manager REREXMPHEEE T HER,

Tre 3
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ERRH

£

REERX

Amazon Linux 2

* Amazon Linux 2023

+ CentOS Stream 9

* RHEL 8.x

* RHEL 9.x

+ Rocky Linux 8.5 S E#H AR A
* Rocky Linux 9.x

* Ubuntu 22.04

* Ubuntu 24.04

+ 64 fJT x86
« 64 {7t ARM

ERAE

Windows

+ Windows 11

* Windows Server 2025
* Windows Server 2022
* Windows Server 2019
* Windows Server 2016

Linux {a] R 88

* Amazon Linux 2

* Amazon Linux 2023

+ CentOS Stream 9

« RHEL 8.x

« RHEL 9.x

« Rocky Linux 8.5 s} E R4
* Rocky Linux 9.x

« Ubuntu 22.04

« Ubuntu 24.04

« SUSE Linux Enterprise 15 &g
SP6 = E TR

macOS

* macOS 13 (Ventura)
* macOS 14 (Sonoma)
« macOS 15 ( EE )

64 T x86

64 {7t ARM (Amazon Linux
2. Amazon Linux 2023, Cent
0S 9.x, RHEL 8.x/9.x, Rocky

ER
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ERl

Amazon

DCV R4~

R A E AR T

Customer-managed spac

Client

REERX

8 GB

Amazon DCV 2020.2 & E A

Java 11

ERAE

8.x/9.x. Ubuntu 22.04/24.04 F
macOS 13/14/15)

4 GB

Amazon DCV 2020.2 R E # x4~

T B4t Session Manager 8 & A E %i%?ﬂﬁnﬁ%ﬁgﬁ
G- O 1
s ; e X\E—E
_________________ 1

PNREVATRETENEM L | BL4EEE Amazon DCV Ak LN R ERXEGRKERED,
MRERERZENERNRAZAAM , AISAEENEH LLZENRESERCEREN , YEHA -
ZESHFEHRREEAFHKEAERR , URAERAEBRAERA CHNRE, PHREHBEXEN
RULEFA , SAZKH: Amazon DCV AR M TERERMMEEER. PARETUENPERNE LFHE
ERMAMREER , YEEFMRBIRLERREHEET . EFBRBEREREEREEAEANER

ERBHARERE

AMERE, &

AT LA RN, MREBREHETY | ALARENTEREL

23, & DynamoDB, MariaDB # MySQL. %

REEALEA

&1 A P i B AT i

B A AR =R

FEREX LR

EEARBEAEREANZS,. FX, O HTTPs &

EAFIR T RE

RERE
RO LAER N EBHEERTRIEESE,

%o
, TEEFEIU APIs, A Finth ERZRENEREN G »
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iXE Amazon DCV Session Manager

T—ERANAEAE - REEXNSERERENRE Session Manager, B FEAZERERER
RAEAERENNEE, NFEFHESA , F2REERIERREES,

£ BEEXE Amazon DCV Session Manager , 558117 T 514k :

HR
- BB 1. %4% Amazon DCV falfkes
« $BB 2 : 5% Amazon DCV Session Manager R IEF25\,

« $B 3 : 5% Amazon DCV Session Manager R IEF25\,
- SR 4. F’E Amazon DCV fAREEUEAREEN A S 2 B =E R RSE
- SB5: BRERE

HER 1 . #4% Amazon DCV Al fRES

BB ABEMS A Session Manager B9 Amazon DCV fAlfRES#EE, ME L% Amazon DCV A ARES
WEFHERR , 5528 (Amazon DCV BEEEIERE) R L% Amazon DCV 3 RES.

£ Linux 1 macOS Amazon DCV faAlBg88 Lt , Session Manager € A& & MK IRIEE A
Edcvsmagent, LbEAE S Session Manager VERXNZEKGBEBEL, BH4HES Amazon DCV
BRTUBRBEAEEEERR , TeeRKREMERAELHTEE. BERT Session Manager R
EEEEHER , FRTTIEE -

#18 Linux M macOS Amazon DCV {al BR 28 Y 24~ 4 AR #5155 F &
1. FRABREFHXFHREFR[FAYR /etc/dcv/dcv. conf,
2. # administrators ZEHEE [security][EEk , dIEE Session Manager A&, fl0 :

[security]
administrators=["dcvsmagent"]

3. FEIEFEZR,
4. {Z1EWEFHEE Amazon DCV fAlfRES.

S BB 1 . %4 Amazon DCV fAfRE: 6


https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-installing.html
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Session Manager REEREREFER Amazon DCV fAiRES LM EAEE T Amazon DCV TEREER
MEBRATEENERAERL TR , B RGAHK. Bt , B4 ARKRSERANSKERER
Amazon DCV falfzz L BB RN RHEEAE,

@ Tip
MRESITEREREENFASERERENEHE Amazon DCV fAR:S , BEEHIT TSI
$EB  BIYTHA Amazon Machine Image (AMI) , SREEH AMIs BB IRV IBZR A
Amazon DCV falfrgs , AEEE —ERKEREXNF —1E Amazon DCV fRIR:R. HE , BRI LAE
F3 AWS Systems Manager 2% 7E ZEHTEE LHTH T

BB 2 . 3*E Amazon DCV Session Manager {XIEE

REBAMSBEREE Linux THE, WFEXE Linux BITHRAWFMET , 5528 Amazon DCV
Session Manager 3R, EEAEERXM Amazon DCV ARSI EM 2N ETE E2HEREBEN, =4
ALZEETRNIAEMREE L , EXEEMERINEREXLEZBER.

ZENBBREREN

1. ERINCERZEREEANEH,

2. ENRFEALZL GPGHEERETENEE, TENTEHCEHERTEHRE  BHXEEAN
Amazon DCV GPG £, #{T T3S REA Amazon DCV GPG £i8,

« Amazon Linux 2, RHEL, CentOS # Rocky Linux

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

« Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY
3. THZEEH,

« Amazon Linux 2

SR 2 RERERRX
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el7.noarch.xrpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.amzn2023.noarch.rpm

« RHEL 8.x fl Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el8.noarch.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el19.noarch.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2025.0.539-1_all.ubuntu2404.deb

4. REEH

« Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el7.noarch.xrpm

« Amazon Linux 2023

SR 2 RERERRX 8
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$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.amzn2023.noarch.rpm

RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el18.noarch.rpm

CentOS 9.x. RHEL 9.x 1 Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2025.0.539-1.el19.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2204.deb

Ubuntu 24.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2025.0.539-1_all.ubuntu2404.deb

5. mEFEER Java REREAZEEA 11

$ java -version

MRRE , B LERREREREN A RETE ERE Java liAH Java £ H ., EEEbroker-
java-homeREBRENBEBERPRE 28. UFFAEA  F2AREEXEHRBER

6. RBREEXRE 6 IRATCESAVTEERRBDESBEE.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

SR 2 RERERRX
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7. BREEXAERBEFENRLTIHEENEAER &S, £ T —ESRIPREAEENK , £EF
EEO

H

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

BB 3 . 5%E Amazon DCV Session Manager X ERER

REEBEAVELEEHBEDMWATE Amazon DCV IR ET# ., REERTURBLEE
Windows, Linux #l macOS F# ., MELZENWEXERKWFEMER , 52 B Amazon DCV Session
Manager ZE 3K,

SOIRIRAF
ELZERBRERN 28 , XEETH 23 Amazon DCV A fRES.

Linux host

® Note

Session Manager KRN BEARER P 5 HAY Linux ZITHRANZRE :
T RE AR 64 17t x86 T L ZRERERERN, HEE 64 1Lt ARM =M ELEK
BRER |, 5% x86_64 B A aarch64, ¥ M Ubuntu , 55 BUMX amd64arm64.

1 Linux £# F=8 REER

1. EHRFERALL GPGCEERETENURE, EEAHEHCEERTEHRE B/ AEBA
Amazon DCV GPG €8, #{T Ty &S REA Amazon DCV GPG £i#,

« Amazon Linux 2, RHEL, CentOS #1 SUSE Linux Enterprise

$ sudo rpm --import https://dluj6qtbmh3dt5.cloudfront.net/NICE-GPG-KEY

e Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY

HER 3 RERERRX 10
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2. THZREEH.

« Amazon Linux 2

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.801-1.el7.x86_64.rpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.amzn2023.x86_64.xrpm

« RHEL 8.x 1 Rocky Linux 8.x

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.e19.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2204.deb

e Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2404.deb

+ SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl12.x86_64.rpm

S 3 . RERERER 11
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» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.sles15.x86_64.rpm

3. REEH.

Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.el17.x86_64.rpm

« Amazon Linux 2023

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.amzn2023.x86_64.xpm

« RHEL 8.x #l Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2025.0.888-1.e19.x86_64.rpm

* Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2004.deb

e Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2404.deb

SR 3 RERERRX
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» SUSE Linux Enterprise 12

$ sudo zypper install ./nice-dcv-session-manager-
agent-2025.0.888-1.sles12.x86_64.xrpm

» SUSE Linux Enterprise 15

$ sudo zypper install ./nice-dcv-session-manager-
agent-2025.0.888-1.sles15.x86_64.rpm

4, BREEXBRFZBB/ENER (LEL—ELRPERNER ) REREREXHN /etc/
dcv-session-manager-agent/H &,

5. /etc/dcv-session-manager-agent/agent.conf FRAGREFN X FiRE[HME , A H
1T T 5 E1E,

« &% broker_host , EEZERERER 2 EHA DNS B,

/A Important

MRRERERE Amazon EC2 #1TEE E#1T , ¥ broker_host , BAERE
HITEBRNFAE Ipvd Hoit,

- (#EA ) #¥ broker_port , HEEEHRAERABAMNELEE, RIFEFER , REEANRK
ERAGEBERE #TEA8LLS, AARELFEMATEMNERRR , T BB HRER,
MREHBERE K FREAEEAEREACEAMEBNERRE,

« #H¥ ca_file , BEELEL—ESRTIERNBRERNTRRE, HlW0 .

ca_file = '/etc/dcv-session-manager-agent/broker_cert.pem'
HE , MREBEFEH TLS BFE , 19 tls_strictiEH false,

6. REFLBRAER.
7. BITITIRTREEBRERER,

$ sudo systemctl start dcv-session-manager-agent

HER 3 RERERRX 13
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Windows host

1£ Windows T# FZ# RERER

1. T8 REEAZEERX.

2. HITRERER. £ Welcome (BulD) EE L , 1#F Next (T—%).

3. HEULAZEAEL K FARESESYN K WNMRELEE K BENRESKRE , RBREBET -5,
4. EZERRKZTE K RBREZRE,
5

BREEXEREZIRINEER (LEL—ESBHPERNER ) HERERERN C:
\Program Files\NICE\DCVSessionManagerAgent\conf\ & ¥&H,

6. C:\Program Files\NICE\DCVSessionManagerAgent\conf\agent.conf EAZREF
M FimESRFAR , ARBITTIEHE

- &% broker_host , BEEZHENREBRER 2 EH#H DNS B,

/A Important

MERERERERXTE Amazon EC2 #1TE R LT , ¥ broker_host , BAEIEE
HITERNFLE IPv4 i,

(iER ) #¥ broker_port , FEERAEEXNEANELEE, REBERR , AEEXNK

EREAGEBERE ETEA8LL5, AERELTECATEMNERER , T BB HRE,
MRERELE  FREAERACREACAHERNELRE,

« #¥ ca_file , HEELE L —ESRIERNBRERNTEREE, Fl

ca_file = 'C:\Program Files\NICE\DCVSessionManagerAgent\conf\broker_ cert.pem'

HE , MREEEEH TLS B |, 548 tls_stricti®EA false,
7. RELERFHAER.
8. FLIFTHHMBAREBRENRYE , UEEEAN, EOSRRIEXTFHTTIGS,

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

S 3 . RERERER 14
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macOS host
£ macOS F# F LHERERER

1. TEABEAZEENSFERAGTSY :

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-macos-armé64.pkg

2. REEMH, BUNEAGTIRBEBAERARERER

- meH

$ sudo installer -pkg ./nice-dcv-session-manager-agent-2025.0.888-macos-
arm64.pkg -target /

- REEXZERER  BM [ .pkg ERAERLERE.
3. KBREEXFEREBERENER (LEL—ESBPERNER ) REREERXN /etc/
dcv-session-manager-agent/H &,

4. /etc/dcv-session-manager-agent/agent.conf fERAZRIFN X FiRESFHR , ¥#H
1T T 5 EE,

* ¥ broker_host , EERENEREN 2 EHM DNS B8,

/A Important

MRRERERXTE Amazon EC2 #1TE R LT , ¥ broker_host , BAEITE
HITRRHNFAE IPv4 thil,

(3R ) #¥# broker_port , FEERNEEXNEANELEE, REBRER, AEEXNK
HERASEEEEE #TEA8LL5, ARELFEAATEANERERSBEERET, M
RIGETEE  FREAEEACKREALAARNELRE,

« #M ca_file, BEELEL—ESBRTERRENBIRERNTRERE, HlW0 .

ca_file = '/usr/local/etc/dcv-session-manager-agent/broker_cert.pem'
WE , MREBEFEH TLS BFE , A8 tls_strictfREAS false,

5. ﬁﬁﬂﬁ@ﬁﬁﬁﬁ*o
6. RMBREEXRK.

HER 3 RERERRX 15
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$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

FTER 4 : 527 Amazon DCV {@RESAEAREBEN A S 2 EFER
R85

#% Amazon DCV fAfRZRREAEAREEXNMANBE 2 BREARKS , UREAFRERFZRN. Gt

#7871 Amazon DCV AR EAFENREEXNEREE CA
Linux Amazon DCV server

#7118 Linux Amazon DCV Al R 25/ A ¥ ARFE 55 Al &

1. FERASREFNXFRESHFM /etc/dcv/dcv. conf,

2. #% ca-filefl auth-token-verifier 8B ZE [security]EER,

« #¥ ca-file , EELE L —ESRPERI TR REENBREF CA NEE,

« ¥ auth-token-verifier , EEREERX L FHHMEIIRN URL , XM
™ i https://broker_ip or _dns:port/agent/validate-authentication-
token, EEARKERXBANERE | FARA 8445, WMREE Amazon EC2 #ITERE
FETRERERN , B4 AEAFAE DNS SHFAHE IP Ht,

Hign

[security]
ca-file="/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

3. MEYEFER,
4. =W EHEE Amazon DCV ks, MEFMEN , 52 (Amazon DCV EEEIEE)

FHY1E1E Amazon DCV fal k28 MR E) Amazon DCV fal k&S,

$EB 4 . 3%E Amazon DCV fAIRES


https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-start.html
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Windows Amazon DCV server
£ Windows Amazon DCV f@fRss -

1. BARK Windows % $.#m#8 35 W EE = HKEY_USERS/S-1-5-18/Software/GSettings/com/
nicesoftware/dcv/security/ £,

2. BARX ca-file 2#,
3. HEEEH K BEELEL—ESRPERIFTHAERLBRES CA KR,

® Note
MR BHFFE , FE

<

MO FRSHIEEGREAR ca-file,

N3

4. BBk auth-token-verifier 2 8,

5. HREEH K FEEAREEX LFZHRESRN URL, XM
™ : https://broker_ip_or_dns:port/agent/validate-authentication-
token,

6. EEARKERENBANERE  HRA 8445, MREE Amazon EC2 #ITER LHITRIE
BN, B4 AERAE DNS HALE IP it

(® Note
MR BBTEE

|.

BIYFNFRSEIZEBES auth-token-verifier,

3

7. ##E OK (HE) XEIRA Windows BHREE .

8. {ZEI-IWWEFERE) Amazon DCV fAIRES. MEFMET , F2E (Amazon DCV EEEIERE)
Y 1E1E Amazon DCV Rl k28 MR E) Amazon DCV falfRag.

macOS Amazon DCV server
¥11#8 macOS Amazon DCV falfREFH A RIS FE R &

1. FRZREFHNXFREIFMAR /etc/dcv/dcv. conf,
2. # ca-filefl auth-token-verifier 8B ZE [security]EE,

« #H¥ ca-file , BEELEL—ESBRTERRIFTHAEEXBREE CANKEE,

$EB 4 . 3%E Amazon DCV fAIRES 17


https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
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https://docs.aws.amazon.com/dcv/latest/adminguide/manage-start.html
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« B auth-token-verifier , EEREEX LFAREIIRM URL , &40
™ : https://broker_ip_or_dns:port/agent/validate-authentication-
token, EEARKERXBANERIE | FARA 8445, WRHEE Amazon EC2 #ITEEE
FHTRERERN | BXEFEAFLAE DNS SHFAHE IP bk,

g

[security]
ca-file="/usr/local/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

3. RFLEMER.

4., EIEWEFHEAE Amazon DCV falfkes. MEFMENR , F2E (Amazon DCV EEEIEE)
Y= 1E Amazon DCV {al IR 28 FEXE) Amazon DCV fal k25

SHR5 BERE

HEERERERN, RENERERX , 7% Amazon DCV ARFLEARREMER , LEERIFLZRR
BIEFEEF,

ES ]
- BEAEEN
- BEAEEN

BRAERER

ZEAEEXANREEX &  FREARERAEEHT , MAREMERERERN,
Linux 1 macOS B F 1

EHTHDHTECRR IR,

« H 2022.0 hxi&

RAEEATHHATTISGT

SR5: BBERE 18


https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
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$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/agent.log | tail
-1 | grep -o success

« 2022.0 Z BRI RRA
RAEEXERHT TGS  LIEEEEHR. BHMBEH,

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.yyyy-mm-dd | tail -1 | grep -o success

Hlgn

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.2020-11-19 | tail -1 | grep -o success

MEREEAEEHTHRRAERINERR , AR SEED success,
MRGHTEETENGEL  FREAEEXARERUNEESEN. BFERMURIE : /var/

log/dcv-session-manager-agent/,
Windows {IEFZ = 4
BB A BARIERE BEEEZRC: \ProgramData\NICE\DCVSessionManagerAgent\logo

MRBEFERISELTINGT , RIREBEEXEETY , BefEREAEREN,

2020-11-02 12:38:03,996919 INFO ThreadId(@5) dcvsessionmanageragent::agent:Processing
broker message "{\n \'"sessionsUpdateResponse\" : {\n \"requestId\" :
\"69c24a3f5f6d4f6f83ffbbof7dc6a3f4\",\n \"result\" : {\n \"success\" : true\n

N\n  R\n}"

WP BHERRAELNT  BREIRERETABR,
BREAEEN

ZEREEANREEA R , FRECHNAREEXNEEHTH  MATREAENIREAENE

o

i

4,

REEZEMIEREEXNERK , BT TS :

REAEER



Amazon DCV Session Manager

$ curl -X GET https://broker_host_ip:port/sessionConnectionData/aSession/a0Owner --
insecure

mRBRERY , REEXSELQ THER

"error": "No authorization header"

REAEER
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i X Amazon DCV Session Manager

ATRHEEREZSVER K SELBRBABN T RFMER EFEELE Session Manager, AEgZED
FRER R EFMERE Session Manager FTS R NERERLR K SEEEERAEFN. REMBRE , URAE
AT TR ERERE

FE

- BERIERBREES

- FERZHETE Amazon DCV fAlRES

- RENSEEMA KRR

- REREBEEXSEN

- B2 Amazon DCV E#RREES

+ B2 Amazon CloudWatch &

ERIFRREES

EEMAS AN RERE , BT LUE Session Manager [REAFEAZEREEANRERR, W
RETEFAZEREREIARERER  RMABRBREARRENRE—EREEINREENEH , ®E
L6 #7237 Amazon Machines Images (AMI) , A& % AMIs EREh T ek A9 £ 44,

RIEFEER , Session Manager X EFEAZE REBER , EFEMNENVERE, TB , NREBITEFEH
ZERERN K AXEFAESTEHSREHNHEAFREREEXZEANRE K URREEXERRE
EXvHNRE. BRYEHSRENEETHEBHENEE,

T —EiFRBA 0% Session Manager 5% A& Bt Application Load Balancer £ Z {8 X #,

SR

- ZBR 1 BYHTEERER

- P2 EpEEFHERA SSL BE

- SR BYBNEKBEERAEASHTHSR
- R4 BRBPNEKE

- SRS BEUERASEAEXSH TESR
- FR6: RBREERX

REIFREEZE >
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SR BABITEERER

BYARBTERBEREEEIRERAMREERXNEH , R TR Elastic Load Balancing
APIsEFA], WIEFFMMEF , 35328 Amazon EC2 User Guide HH IAM roles for Amazon EC2,

B HITERRER

1. E3I AWS ldentity and Access Management (IAM) A€ | EHEEHITERBERE D FEHEF
A, EATIIEERX :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
AREBEETHBCER -
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ec2:DescribelInstances"
]I
"Effect": "Allow",
"Resource": "*"
},
{

SR BUHTEBRER

22


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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2.

3.

4.

"Action": [
"elasticloadbalancing:DescribeTargetHealth"

1,
"Effect": "Allow",
"Resource": "*"

}

1
}

MEFHMENR , 5208 (AMFEAEER) FNEML IAM A6,
BUFNETERBBAE, WEFMAER , 528 CAWSCLI 558ZE) HH create-instance-

profile,

1AM BB EHTERRERE. WEFHENR  F2H8 (AWSCLI i52%E) HH add-
role-to-instance-profile,

P TERERMEEZEPNRETHE, NFEFEEF , F2H (Amazon EC2 EAEER) F
RS IAM £ & B E 31T {EE.

SER 2 RlREHTEHIRM SSL BFE

ERYHAEHTHSBEEREXMFER HTTPS & |, B4 BEEH Vs L8 SSL BE., AHTHS[ESME
AL BERKILER , WYEZAREBAFIRMNER , ARSI B ELHEREXIEE,

#1@m SSL BE

1.

BB BB EEME (CA) AWS Certificate Manager FAH B B E#1E (ACM PCA), fIFEEM
B , 5528 ( AWS Certificate Manager Private Certificate Authority & 1E8) HHIEI CA
R

Z8 CA, WMEFHMEN , 28 (Certificate Manager Private Certificate Authority £ &5

M) P ZEIR CA BFE. AWS

BRH CA HENFAERE. SHER@EEE , £/ *.region.elb.amazonaws.comit{g
ELRERHPBRIYEHTHENES, MEFHENR , 5528 (Certificate Manager Private
Certificate Authority FF&Er) PHFERIMERFT. AWS

SR BEUPNEERABRXNBEH V&R

BURBARAERVES , U FEnRAFREREEX BN RE.

S 2 A HFEEEN SSL BFE 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-cli
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
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BB HFHER

1.

BI1E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 i A,

HEEEERT  BEEEHTER , AREEFEULoad Balancer, $t¥EHTHR[|E | B#iE

Application Load Balancer,

£ Step 1: Configure Load Balancer (8 1 : SR EEHFE2F) B , BT THIEE -

a. EEWYP A BWASRTESINHELREERE.
b. SHHEBHER | FEENE M BRI

c. #t¥fLoad Balancer@AHE , BH HTTPS |, $t¥fLoad BalancernE1Zi& | 8 A 8443,

d. &% VPC ,ERMEMFEAMN VPC , RERIBEZ VPC FHFTE T,
e. BET—-F,

YR 2 RERZERTE , MITNIEHE

a. SHBIEE  BEHR ACM BERE.

b. $#HBEEW , BERELIBERNIAERE.

c. BET—-F,

SHEISR 3 RELTLHE. BEUNNREHE , SUZNRANREHE

HEZBIEIR HTTPS MiE#IE 8443 WEANELRE,
igg-l:_ﬁo

SHELER 4 FREKHE , BT THEME :

a. SHYBEEE | BEGTIEEZERE,

b. & ¥ Name (£%) , WA BRHENER,
c. HHWEBRRE  EEIHTHEE

SAFF R A P iR SE R g

d. St¥E@EAABE , BEHTTPS, SH¥HEEEE @A 8443, SHYBABERZA |, BZ HTTP1,
e. SHHIEEREREBAHE , BEHTTPS , $HHEE , WA /health,

f. EE-F_Z’FO
HHTRS: ZMERZR  BET %,
BEE,

SR BUPNKRERARNERHFER

24
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SR A4 BEBFNEE

BYMBHNERE , WRERERAEAAEHTER, #PNRERY AMI, REER AMI BENRIEREY
hKE. ENHEARMEFNREDBREREAMEEN CA %ﬂ*ﬁﬂﬁ’]ﬁﬁ$1§l%§%ﬁﬂﬁo

BT RE

1.

MEBYRENEPNRETE, IELTRNBERNRENFHEEN , F2BETR 2 BE
Amazon DCV Session Manager X EFE R .

@ Note
HREMACEARARNERTES  EUFEETNRENBRBERE,

EREZEPNEE |, /etc/dcv-session-manager-broker/session-manager-

broker.propertiesfE I RHFHN X FimERFR , REHT TIEE

a. TETHERERZE #) KM broker-to-broker-discovery-addresses 2#,

b. &% broker-to-broker-discovery-aws-region, AR IERAEXSHFLHEN
E=%

c. &% broker-to-broker-discovery-aws-alb-target-group-arn, BABEFNEE
B8 8RN 2 B REEN ARN,

d. RELFEMAER

FLEPNEEHITER,

REFLEWNENEBHITEERET AMI, MFEFMENR , 55268 (Amazon EC2 Linux #{TEE
FREER) PRRHTEEET Linux AMI,

£/ AMI BUERI R R EEE o
AN T ERERERERIGFE RN RENTERE,

ERZEHE AP REEPNEENFTNRER T EREBRREEREMEFINKREHNTE
B, MERERERENFHRENR  F2RPNEEHEESR

BIrERNEESTEBIMARNEEERTHEINEZE, MFEFHMENR , F2E (Application
Load Balancer fFA&IER) @ B ERHEMEE,

SRE5: BYERAESEAEAARH VR

BUYRAERAEEHTESR A FHREEANKEEN,

R4 RBPNEE 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html
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BB HFHER

1.

BI1E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 i A,

HEEEERT  BEEEHTER , AREEFEULoad Balancer, $t¥EHTHR[|E | B#iE

Application Load Balancer,

£ Step 1: Configure Load Balancer (8 1 : SR EEHFE2F) B , BT THIEE -

a. EEWYP A BWASRTESINHELREERE.
b. SHHEBHER | FEENE M BRI

c. 7fElLoad Balancer@AHES |, BE HTTPS , £Load BalancerEZ8th | i A 8445,

d. HRVPC, EREFERHM VPC , RAZREEE VPC RHFTE FHEE.
e. BET—-F,

YR 2 RERZERTE , MITNIEHE

a. SHBIEE  BEHR ACM BERE.

b. $#HBEEW , BERELIBERNIAERE.

c. BET—-F,

SHEISR 3 RELTLHE. BEUNNREHE , SUZNRANREHE

218 8445 HREEXNMREEXNEANEHRE.,
igg-l:_ﬁo

SHYSER 4 RERH , MTFIEE

a. SHYRREE | EREGHE B R E

b. & ¥ Name (£%) , WA BRHENER,
c. HHWEBRRE  EEIHTHEE

ARFFIEIR HTTPS &

d. St¥E@EFAHE , BEHTTPS, SH¥HEEEE @A 8445, $HHBABERZA |, BEZ HTTP1,
e. SHHEEREREBAHBE , BEHTTPS , $HHEE , WA /health,

f. EE-F_Z’FO

SHESR S EMER , BEAARNKEYTHER  RARZENEEEM. BET -5 #EA,

BER

FR5: BURRASEARAEEHFER

26
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HER 6 BRERERN

Bude AEEX  YRERERCAERTESR, &t REREXEY AMI, REEM AMI BB HErH
REENX, ERGAAE AEEXBRESAEANEBENER FHRFAR.

BB RERER

1. Z%fig Amazon DCV falfk2s. MEFMEF , FSELE 1 . %ElE Amazon DCV RS,

2. WEE FEIN CALELBEIASE 2 . EEEHRTHEEN SSL BF., BEIBELTAFERE
AR E %, CAAESRER LA HEAEHEER.

3. RENRE REER, NERENRE REBEEAWHMAEN , 5528 F B 3 . 5%%F Amazon DCV
Session Manager RERER .

Nl

/A Important
g REEXERBERE

+ ¥ broker_host 28 , A REEXSH FEHZH DNS
o 8 ca_file 28 WAKEL—BALBIEIN CA LNELBERRE

4. FRT Amazon DCV fAfRssAERAREEAMAE S BB MRS, WEFMEEN ,
ERE Amazon DCV AR5 A E AR EBRENMA 5 9 BE AR

G
¥
&5
Y
&
N

/A Important
&2k Amazon DCV 7] B 2540 REAE 2R AT -

o ¥t ca-file 28 WAEL—EASRIEAN CA NESRERMERNEERE
« $¥f auth-token-verifier 28 , FHANREBEREAEH FEHSIH DNS for

broker_ip_or_dns

5. Fit REEXHITERE.

6. WREFLNERASHTEREL AMI, WHFFMER , F268 (Amazon EC2 Linux #1T{EEE
EREERE) TAEHITMEEEZEL Linux AMI.

7. A AMI BRSGHAERRN |, IKERINHITERERERETGHREAERR,

8. ERZE£HE , A5 REEAKVERMBARAEIANE REEXHTEE. WFERBKEEEN
HAMEHS  F2RERASHEEES.

SR 6 MBRERERX 27


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
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https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
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FEAEEKETE Amazon DCV @RS

B LA BET BB IS 4 Session Manager RIBRER, , LUB BB A 2 e IR HMEEIB A Amazon
DCV falfR8%. EIM#HY Amazon DCV THEEK , B URBREMGEZBERAEBNER | &
Amazon DCV fAlfR2RFER A B E. NFENMREBERASER Amazon DCV RIAREFER A B EHEF
& , 552K (Session Manager HE A&EM) FH CreateSessionRequests.

ERHERRSIBNEYHAR , ZLlEREARENFERARASRENEMERY., BLURERIR
REEAN I HEREEREZRERS, 0, £UUSEHES 4GB SIEENIMESTME RE
BRXram=4GB, H¥& , BAURBHIRER REBRER. i, BLlEH EREEEZE ST
A REERXpurpose=production,

HEBERGERAS

1. ERSRENXFRES K BUMNERTSEREHERERRE  HIM0 agent_tags.toml, &
REPAELEAR .toml , BERARLEAL TOML BREXIEE

2. EERP, FEM key=value BXEMT LB EBERERRSIENEY, FlW

tagl="abc"
tag2="xyz"

3. MR RERNBEREER (/etc/dcv-session-manager-agent/agent.confiB AR Linux
macOS =C:\Program Files\NICE\DCVSessionManagerAgent\conf\agent.confiEH
A Windows). ¥ tags_folder , WisEZBERFIEN B FER,

NMREHTEZERRER A BEXEENMERRHSER AE2EN, EXEeRFRIEFR
W, MRZEERTEEAMARREBNER , g LAFEIERNEERKE.

4. RELBERAESR.
5. FLIEHME KEENX,

 Windows

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

e Linux
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$ sudo systemctl stop dcv-session-manager-agent

$ sudo systemctl start dcv-session-manager-agent

* macOS

$ sudo launchctl unload /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

RENSNEEMR RS

REMRRBFREERINREMFi% SDKs M REEX N M[AREE.

fkF85% , Session Manager AP M REM AR RER RS , KA F % SDK B4 OAuth 2.0 FELF
F,UiE REEXELHBERAN., SDKs MIREFEAFNEEHARERMRS , AIFETEREANE

1=}
R,

BT LARRE Session Manager £ Amazon Cognito B/ ZBIRERIRES , MIEFNEE, WF
Amazon Cognito BV EF , 5528 (Amazon Cognito B A EE) .

£ Amazon Cognito #A R &[R35

1. B HH Amazon Cognito FREEE, NEFHEEENFFHE
FiE A E358) S H Amazon Cognito B¢, Amazon Cognito

%II

5289 (Amazon Cognito

£ create-user-pool % , WIEEEEEZBNEEHEPEUN EiF,

EHESH R EREMBdcv-session-manager-client-app , ¥ FEIEREus-

east-1,

$ aws cognito-idp create-user-pool --pool-name dcv-session-manager-client-app --
region us-east-1

50458y Hh
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"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "15hhd8jij74hf32f24uEXAMPLE",
"LastModifiedDate": 1602510048.054,
"CreationDate": 1602510048.054,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

SB55C T~ userPoolld , B ET—ELSBHFEAE.,

2. ALNERAEEERIFNMAEE., A create-user-pool-domain 5% , WIEERE L —ELS B+
B userPoolIdWEAEEENBHBEHN .

EHESH | FBiFBEEE mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE , &g
£ FEBY Bus-east-1,

$ aws cognito-idp create-user-pool-domain --domain mydomain-544fa30f-
cOe5-4a02-8d2a-a3761EXAMPLE --user-pool-id us-east-1_@QLEXAMPLE --region us-east-1

0 458y Hh

"DomainDescription": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"AWSAccountId": "123456789012",
"Domain": "mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE",
"S3Bucket": "aws-cognito-prod-pdx-assets",
"CloudFrontDistribution": "dpp@gtexample.cloudfront.net",
"Version": "20201012133715",
"Status": "ACTIVE",
"CustomDomainConfig": {3}

FRAEEERASNERD
T : https://domain_name.auth.region.amazoncognito.com., fEUEHIF K FHEE
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E#iEA https://mydomain-544fa30f-c@e5-4a02-8d2a-a3761EXAMPLE . auth.us-
east-1.amazoncognito.com,

3. BIUFRAEELEREMAFK, /A create-user-pool-client i8 % , WIKELE T userPool IdHYfE A
EEEN . AFENER , UREEHPEITCHET, I, FE2E --generate-secreti®#
B, UEECEAEEVNERERERAFREENE,

HEEEBIERT , AFw&#A dcv-session-manager-client-app , RS us-east-1[E
HAEBIE,

$ aws cognito-idp create-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-name dcv-session-manager-client-app --generate-secret --region us-east-1

g0 5%

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602510291.498,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

}

}

(® Note
#aa0 N ClientId® ClientSecret, ERZEABREK API BERNWEFIFRR , BFE
RENLERAGHBAL,

4. REAEEERIFHH OAuth2.0 BRfRR. BERAKFREANFNZAEZERNAKE. ©
SRECRIENFIERBER.

£/ create-resource-server i , WIEEME A EEuserPool IdEHR . &R IRESHYME—% 5l
MR, €8  UREIEHN EiE,
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FELLEFIR | BPIEA dcv-session-managerf BB EZRE , MBMERH sm_scopett B
FE B BAHEIR,

$ aws cognito-idp create-resource-server --user-pool-id us-east-1_QLEXAMPLE
--identifier dcv-session-manager --name dcv-session-manager --scopes
ScopeName=sm_scope,ScopeDescription=sm_scope --region us-east-1

0 5 8y

"ResourceServer": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"Identifier": "dcv-session-manager",
"Name": "dcv-session-manager",
"Scopes": [
{
"ScopeName": "sm_scope",
"ScopeDescription": "sm_scope"

}]

5. EMEAEREEMFIR.

£ H update-user-pool-client i . ¥E§EuserPoolIdEAEEEN . FHAEEEAF
#WClientId®y F EiF, M --allowed-o-auth-flows , 3EE client_credentialsiA
EHRAFPREXERAFE D MAFRBENES , RFFRBENEFIER, B

M --allowed-o-auth-scopes , FRIEEERARSEHRINFNEERRE , LWTFFT

N resource_server_identifier/scope_name., @& , --allowed-o-auth-flows-
user-pool-client&R A FimEE Cognito EAEEEEB K , A1 LLETE OAuth BRAE.

$ aws cognito-idp update-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-id 219273hp6k2ut5cugg9EXAMPLE --allowed-o-auth-flows client_credentials --
allowed-o-auth-scopes dcv-session-manager/sm_scope --allowed-o-auth-flows-user-
pool-client --region us-east-1

045 a1 Hh

"UserPoolClient": {
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"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602512103.099,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlows": [
"client_credentials"
1,
"AllowedOAuthScopes": [
"dcv-session-manager/sm_scope"
1,
"AllowedOAuthFlowsUserPoolClient": true

(@ Note

FERAEEEREEEGHFRENBEFTIHER, TIEF+  RERR:S
# URL & https://cognito-idp.us-east-1.amazonaws.com/us-

east-1_QLEXAMPLE/ .well-known/jwks. json.

6. RIFERE.

$ curl -H "Authorization: Basic ‘echo -
n 219273hp6k2ut5cugg9EXAMPLE :1vp5e8nec7cbf4m9me55mbmht91u61hlh0a78rqlqkillEXAMPLE
| base64™" -H "Content-Type: application/x-www-form-urlencoded" -X
POST "https://mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE .auth.us-
east-1.amazoncognito.com/oauth2/token?grant_type=client_credentials&scope=dcv-
session-manager/sm_scope"

0 45 8y

{
"access_token":"eyJraWQi0iJGQOVaRFpJUUptT3NSaW41MmtqaDdEbTZYbORNSTQ5b2VUTOCcXxUUI1Q2VIPSIsImF

Zkfi@HIDsd6audjTXKzH1ZGScr6R0dZtId5dThkpEZiSx@YwiiWe9crAlqoazlDcCsUJHIXDtgKW64pSj3-
uQQGgllv_tyVihrA4IbDOKk67WS2VINW-
uZ7t4zwwalm0i3KzpBMi54fpVgPaewiVlUm_aS4LUFcWT6hVIjiZF70m79849b2g0al4iZxpXPBITZX_gtG9EtvnSOL
"expires_in":3600,

"token_type":"Bearer"
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}

7. f£H register-auth-serverin S ER R ER N ELE AN AR ER RS

$ sudo -u root dcv-session-manager-broker register-auth-server --url https://
cognito-idp.us-east-1.amazonaws.com/us-east-1_@QLEXAMPLE/.well-known/jwks. json

FEABREAUCER ARFRFRFIVER, FRFOEMNR , FRUELEEENAFKID. AF
W BN ERREE URL, MEFREFREMNFMHEN , 52K (Amazon DCV Session Manager B2
ABERE) PHEVESFEERMREE APl FEXK,

RERERRSEM

Session Manager RIEERN X EENBERERS, HEBPERERF Session Manager R BAREEE K
Metw  WEZERTH, FEL  REEXENEIHEESEL  AENRIHREESHTRBIKLE
£ BAZBEERNER, MALYER  SUNHENBRAEEHH, A, EUNELEEY
ENRBEE K MATEEFELESRIEXRFMRZEIR Amazon DCV fIAREFHIEEEE A,

THEENEATURERFERFE

- ARREIERRIUERFIREEFENSES
. FEHhTHERKRER
« Amazon DCV falfR 8§k AE

Amazon DCV Session Manager % # DynamoDB, MariaDB #1 MySQL E#lE, R4 EREMNERE
Heh—EERE , FTeeEAIEE, MREHREEXBEESTEE Amazon EC2 £, BRfIEBEEER
DynamoDB AN HERE , AT EEE[AREINNEE.

(® Note
BITHARERER , RREELENER, HEEEF DynamoDB EENEEEF , FLHEM
BERENEE,

HAEENFRE AR EE DynamoDB £

RERERZENXLIBBE DynamoDB LEFHESR -
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1.

2.

3.

/etc/dcv-session-manager-broker/session-manager-broker.properties A&
REFN X FimERFARM , WHEIT T HIRE

« FXTE enable-persistence = true

« FXJE persistence-db = dynamodb

- Hdynamodb-regioniEELEFTHEBEREEXEHNER RN &aws; [Eif, NEXEN
EifEEE |, 3528 DynamoDB R,

« $R , dynamodb-table-rculEEBHEERKRZIENENAEEN (RCU) BE. MFE RCU
HEFMEER , 5528 DynamoDB fiEZA &,

« ¥M dynamodb-table-wcu , EEBEEHNRIENEAREEN (WCU) BE, mFE WCU
WEEMERR , 552/ DynamoDB iR E,

« ¥7 dynamodb-table-name-prefix , ¥§ E#H 8 Z &8 DynamoDB ER XN FEH ( TARESDfE
RAMEERFHNZERERXES ) . EANEEFTT. ¥, BITFRIKR,

FLEEETHMERERS, FHSEARERK , ST TIGT

sudo systemctl stop dcv-session-manager-broker

BARAEBETVMEREENHCEL , RREFRBFAAERERER. BT TS REBEBSENE
= -

sudo systemctl start dcv-session-manager-broker

REEX TS EEFFW DynamoDB APIsFFA], £ Amazon EC2 #{TE#E L , EAERSEH
Amazon EC2 HEEHRKE BB, WREFEEEETEANEAER , BUUFERAEP —FEZEN
BAERHEEEN (W Java RFEBHRIRIEEY ) RREBRAER . UEFHEF K BFSEEMH
FMEE &aws; BEAE R,

RAEEXFREAREE MariaDB/MySQL £

® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties &
TEHBER, RIFEE  HEATFRERRBRE & , HENFERERRRE SNETRER
XWEAE. RIEFER , ER dcvsmbrokerffAE, REEXSERIRBEERRTES
FEERRYET A,

BREEXRERREE MariaDB/MySQL £ 35
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REREEAFHSEERMREE MariaDB/MySQL L :

1. /etc/dcv-session-manager-broker/session-manager-broker.properties A&

RIFN X FiRESRFRR , WHETTIRE
« XX enable-persistence = true
- BRXE persistence-db = mysql
« §%%E jdbc-connection-url =

jdbc:mysql://<db_endpoint>:<db_port>/<db_name>?
createDatabaseIfNotExist=true

E L #AREH | <db_endpoint> RE R EiRE , <db_port> RERIEEREE | M <db_name> 2%
RELE,

« IR | jdbc-useriEEEAFRERENFERAERR.
« ${IRN , jdbc-passwordiEEE A EREREZ FRAENER.
2. FILEEEDHMERERER, HEHSEARERES , BIITTIGS :

sudo systemctl stop dcv-session-manager-broker

3. MRBETNWAAREEXAHEFL A AREFTRBAAREEN, HHESEAKEREX  #17T5

AA .
mT

sudo systemctl start dcv-session-manager-broker

B4 Amazon DCV EEHERE

Amazon DCV Connection Gateway R — B ZENWHKBEHN , ATEMEHESEB LAN R VPC WE—7F
EV %17 E Amazon DCV fal IRES# &S,

RGN ERE LTS W EIR Amazon DCV Connection Gateway ZHU#Y Amazon DCV f@fRss , &7
LAS%E Session Manager R4 Amazon DCV Connection Gateway, EBEBE FEHH RN SE |
RIBFREX A FEE Connection Gateway H’JIﬂE fEERRTIER, BAFER , REEXS L BENN HTTP
im®. Connection Gateway #%¥tum BT API FEAY | BAREEUE Amazon DCV EMRBHERERENE
I BT R E A,

£
- #% Session Manager Broker % &% Amazon DCV Connection Gateway B TR R EEMIER
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- A -BHATLS AFmE 7 RE
« Amazon DCV Session Manager Amazon DCV {alfR85 - DNS B g2 %

# Session Manager Broker 5% & Amazon DCV Connection Gateway Y T

EREREMER

Session Manager #1474 & %

1. /etc/dcv-session-manager-broker/session-manager-broker.properties /A&

REFNXFiRERMAR L YEATHIEE .

- FXZE enable-gateway = true
- gateway-to-broker-connector-https-port FREA TR TCP EEE ( FHFRA 8447)

-« gateway-to-broker-connector-bind-host REANKERER A Amazon DCV
Connection Gateway AR EM IP ut ( FEEFRA 0.0.0.0)

2. RBHTTIGTRELNEFBBPNEE !

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

3. HEREEXBRBFBBIEMNELS , URERKELNEREB &P,

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

ET—{ELBH %% Amazon DCV Connection Gateway BE2EETE,

Amazon DCV Connection Gateway %

- §5&1& Amazon DCV Connection Gateway X4/ —i,

I/ Amazon DCV Connection Gateway ¥ VRN EIT HTTP API LY | MR REBEREXFEH
BEREERE K CHBEERREEXNBZEERE Amazon DCV Connection Gateway 8 ( £ Lt
— BB HEE ) , 7 Amazon DCV Connection Gateway #H%8f [resolver] BB ERE
ca-file B¥,

#§ Session Manager Broker 3% % Amazon DCV Connection Gateway ) T/ERSERFEATIZ R 37
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EA - A TLS AFmS D EE

SR E—ELSER% , Session Manager # Connection Gateway AILUEBZ £ 8 E#® TEN , ERFE
A LABR ¥ Session Manager Brokers I & %, MR EFEE Session Manager Brokers £ £ 4 78
Z B B8 FE Connection Gateway W& % , RIZEZRB T —HHNTRMA TLS AF RS 2 BT IEE.

(® Note

IR Session Manager (U REH F#eR%ES , MEEZFEHESR TLS ERR LN EH FEBR/
A TLS AF %5283 , #lin Application Load Balancer (ALBs) 5 Gateway Load Balancer
(GLBs), EXERE TLS RILMWEH FE3: , Hl40 Network Load Balancer (NLBs), 1R &
£/ ALBs 5 GLBs , A EFI TR ERERLFETUBEERTEHSE , BEREANEK
2B ; LENTSFEFMENR : VPC WL LEE

Session Manager F 11 £ B i

1.

% ZE A Session Manager Brokers &2 Amazon DCV Connection Gateway 2 BB TLS AF
mEoERE , BEE TSR

ERHT RELEMENSRABE . " THNRLSEFREELEBZBAERNERRK , UKARENT
TrustStore &R ZH

sudo /usr/share/dcv-session-manager-broker/bin/gen-gateway-certificates.sh

# Amazon DCV Connection Gateway WA E MM B R LS RIBN RIS ELWFERE B &
f, ETT—ELSBH , EETE Amazon DCV Connection Gateway R A TLS AF IR & 2B HE
B, BEEET,

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_key.pem $HOME

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_cert.pem $HOME

R&FE BRI X ZimEE 23R /etc/dcv-session-manager-broker/session-manager-
broker.properties , Y17 T FIEHE :

 #% enable-tls-client-auth-gateway ;&4 true

.+ gateway-to-broker-connector-trust-store-file SREBEL—BELBHEIHN
TrustStore fERERE

ER - BATLS AFmE 2 RE 38
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- # gateway-to-broker-connector-trust-store-passi¥EAAREL—ESBHE
TrustStore &R

5. RBHMITTIHGTRELIEHRBEBPNEE !

sudo systemctl stop dcv-session-manager-broker
sudo systemctl start dcv-session-manager-broker
Amazon DCV Connection Gateway %

- §5&1& Amazon DCV Connection Gateway X4/ #) — i,

e £ [resolver|BERHERTE cert-file 28 K FALEL—ESBTERNBEERNT

BEK
« 1 [resolver ][ BERHERE cert-key-file 288 , FREAEL—ELBFERCSBER
MR

Amazon DCV Session Manager Amazon DCV falfR&5 - DNS Bt &1 £:E

Amazon DCV Connection Gateway EZE Amazon DCV fafR25#Y DNS &1 , T 8EEZE DCV f@R:S
#H1TEE, FERANAES JSON ER , HPE25E DCV [ RFEEHHEB: DNS B8 2 EH
5,

BRER
B EEEA THMAL JSON Y4EE -

[

{
“ServerIdType”: "Ip",
“ServerId”: "192.168.0.1",
“DnsNames”:
{
“InternalDnsName”: "internal"
}

.

Amazon DCV fA k&S - DNS Migi8& 39
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ServerIdType:

AIMEFTISH ID A ; BRinl AK{EA ipAddress, agentServerld #1 instanceld :
Ip:

EAR Amazon EC2 AP BEMR M ; RMEFEE A LA ifconfig (Linux/macOS) %
ipconfig (Windows) @ S 1REREEN. L&A thAI7E DescribeServers AP| EIFEFRfEF,

Id:

EARM Amazon EC2 MAEBH BERRM ; BAXETHERY IP it BT K | Session Manager
Agent EE R M UUID, LLEFAT1E DescribeServers API EIFEFE A,

Host.Aws.Ec2Instanceld:

EEAR Amazon EC2 #{TEE A © A —FBIH:E  STEREFRBETIEE, TER
B4 https : //http://169.254.169.254/latest/meta-data/instance-id £ X # F #8EL, b &AL E
DescribeServers API B fEF

Serverld:
EEEEMN ID, aJtE—F AP =@ Amazon DCV fERES.
DnsNames:

SRz Amazon DCV fAIAR=RHEEEEE 2 DNS BB WHETE

InternalDnsNames:
Amazon DCV Connection Gateway FRERFEZEH T DNS B,
§51# F Session Manager Broker CLI fn St ®Rregister-server-dns-mapping®= ABRE ( @5

SEMES%Z : register-server-dns-mapping)describe-server-dns-mappings , ¥ %4 Session
Manager Broker 1 B BIE AMYMGY ( PR EES % . describe-server-dns-mappings).

Persistence

R R RS Session Manager Broker BY3E A IheE , WEEZBAREBEEAREERE EEHE
BribBRGHE R, MEMAERBAMNFHENR SRR EFNEEFAML

Amazon DCV fA k&S - DNS Migi8&
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B2 Amazon CloudWatch &4

Session Manager X #&Ea1E Amazon EC2 #11T{E % L#11THY Amazon CloudWatch for Brokers , A&
ERIBIHBEH EH1TH Brokers S, Amazon EC2

Amazon CloudWatch AWS & BN B2 2 #9 Amazon Web Services (AWS) ERMEEH EHITHHE
ARN, B LA CloudWatch WEMERHER  EEREATUALNERMEARNIENER,
WMEFMER , 552 Amazon CloudWatch F &/,

BB LARRE Session Manager Broker , # T 51512 % #1#iX E Amazon CloudWatch :

* Number of DCV servers- RERZNEER DCV fR:EHE,

« Number of ready DCV servers- ERREEXFIEEREADYRER DCV RAIREFHE.
« Number of DCV sessions- PN &EEER DCV TIEREERE A,

« Number of DCV console sessions- AN EBEEERN DCV 1245 TERBEREE.

« Number of DCV virtual sessions- RN EEEEMN DCV ERITERBREHE.

« Heap memory used- PN EEFANHEBLEREE.

« Off-heap memory used- FNMEEFEANHETEREBEE.

- Describe sessions request time- 5EfX DescribeSessions API 5&RFTT6 & HY BFR,
- Delete sessions request time- SEFX DeleteSessions API 58 RFTERI R

« Create sessions request time- 5EFX CreateSessions API 55RFTEHI A,

- Get session connection data request time- 5ERX GetSessionConnectionData API #&3R

PR,

- Update session permissions sequest time- T UpdateSessionPermissions APl &K Fir
%E@H%Faﬁo
RERNEERIEFREREIXZE Amazon CloudWatch

1. /etc/dcv-session-manager-broker/session-manager-broker.properties £/ &

RN X FimEEIRMAR , WHIT T HNEMF

« enable-cloud-watch-metrics i85 true

- #¥f cloud-watch-region , EEEEEPREREZERHN EF,

£ Amazon CloudWatch & 1
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® Note

WMREMNFITEKEE Amazon EC2 BTER L¥1T , IS BAER. EFEEBREH
TERPEERRSE (IMDS) #H, MREERSMEEIH EHTAERER , k28
RVBEBE,

2. FLIEFHABPNEKE,

$ sudo systemctl stop dcv-session-manager-broker

$ sudo systemctl start dcv-session-manager-broker

RNEE T NRBEEEFERIW cloudwatch:PutMetricData API B35 A], B LMEARAED —EXE
B R R REE T SR BEER AWS APl, MIEFMEN , SR EEMEE AWS B2 AEE,

8 Amazon CloudWatch & 42
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F#% Amazon DCV Session Manager

BEE Amazon DCV RFREMEM M IER , K LR Session Manager up-to-dateR &3t BE 44 &

BEREERNER. AEEXNREEXE4TTETHAB. XNEHHHEFA K Amazon DCV Session
Manager WiEfF , BEHERRNAREFNER.

T 5 ERER B A HA 4R Session Manager.

(® Note

IR IR R IBTE FHR Session Manager KEBER 2 51 ##&FTE Session Manager {272
X, SUB R S| E IR E T HARE,

&
« F#& Amazon DCV Session Manager X223\
« FH#% Amazon DCV Session Manager {2

F+#% Amazon DCV Session Manager X ERER

Amazon DCV Session Manager REEXSWEIREERNWIER , XEEKBEHHW Amazon DCV flfks:
#8117, ERFITHEN -2 K REEXFTEARURRHINEENER, FXHEELS5IEETHK
Session Manager KR XN ABIERF.

Linux host

® Note

THERERAMRIE 64 L7t x86 F# L ZHNREBEN, ZEEME 64 Lt ARM T EZH
KREREDR , B Amazon Linux, RHEL H Centos , 554 BIfX x86_64aarch6s , R
Ubuntu , 854 B4 amd64armb4,

EH Linux T# EFHRERER
1. BT asRELREBRER,

FH#% Amazon DCV Session Manager {23
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$ sudo systemctl stop dcv-session-manager-agent
2. THREREH.

« Amazon Linux 2 1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.el7.x86_64.rpm

« RHEL 8.x #l Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.el18.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2025.0.888-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl12.x86_64.rpm

» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-1.slesl15.x86_64.rpm

3. HEREH

FH#% Amazon DCV Session Manager {23
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« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2025.0.888-1.el7.x86_64.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2025.0.888-1.e18.x86_64.rpm

e Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2004.deb

+ Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2025.0.888-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ sudo zypper install nice-dcv-session-manager-
agent-2025.0.888-1.sles12.x86_64.rpm

« SUSE Linux Enterprise 15

$ sudo zypper install nice-dcv-session-manager-
agent-2025.0.888-1.sles15.x86_64.rpm

4. FOITISTRBEBREEN,

$ sudo systemctl start dcv-session-manager-agent

FH#% Amazon DCV Session Manager {23
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Windows host

ZEEH Windows T # FHKIEER

1. FLERERARYE. TR SRRFTHFHT TG

C:\> sc stop DcvSessionManagerAgentService

RIENREZRR , RREET %,

2. TH REEXZERERX,
3. HITRERERN. £ Welcome (Bll) EE L , 1 Next (T—F).
4. HEEULAEAEL , FHREARESH , MREREE ,
5. RERBLRE K FEERE,
6. EFRBREBRABRYE. R TRRFTPHAT TGS,
C:\> sc start DcvSessionManagerAgentService
macOS host

E# macOS ¥ - RERER
1. BITTIaSRELRERER,

$ sudo launchctl unload /Library/LaunchDaemons/com.amazon.dcv.session-

manager.agent.plist

2. TERAEEAZEZEARERAGDTI :

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2025.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2025.0.888-macos-arm64.pkg

3. ZREEH, LKUNEAGTIRBEBAERARERER

- e

$ sudo installer -pkg ./nice-dcv-session-manager-agent-2025.0.888-macos-

arm64.pkg -target /

« B BEMT .pkglERWERBLRERE,
4. BITTIGSREBREREN,

FH#% Amazon DCV Session Manager {23
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$ sudo launchctl load /Library/LaunchDaemons/com.amazon.dcv.session-
manager.agent.plist

F+#% Amazon DCV Session Manager X ERER

Amazon DCV Session Manager R EBRER2# API BREELEEBRERER, cfR¥ErE
Amazon DCV fAREETRMNEM L., ERBITHEN -2 , RERXEEABRUFTEHELENE
Ko KEEZEL 5| BIERTHK Session Manager KB FAREF

FHRRERN
1. ERIEEARAEEAN T,
2. FLEAEEXRK.

$ sudo systemctl stop dcv-session-manager-broker
3. THZREEH.

« Amazon Linux 2 #1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el7.noarch.rpm

RHEL 8.x A Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1.el8.noarch.rpm

Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1_all.ubuntu2004.deb

Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2025.0.539-1_all.ubuntu2204.deb

Ubuntu 24.04

F#&k Amazon DCV Session Manager {2 47
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2025.0/SessionManagerBrokers/nice-

dcv-session-manager-broker-2025.0.539-1_all.ubuntu2404.deb
4. RBEEH,

« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2025.0.539-1.el7.noarch.rpm

RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2025.0.539-1.el18.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2204.deb

Ubuntu 24.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2025.0.539-1_all.ubuntu2404.deb

5. RMBREEXRYE A6 IRARTESANTEERRBDESBRE.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl
session-manager-broker

enable dcv-

FH#% Amazon DCV Session Manager {23
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FNEE CLI &&

Amazon DCV Session Manager REEXNZ—Ewm S5 RE (CL) TE , AJRMHYE Session Manager
WEREEG, BERE—HATENCLI 5, TAREEIERER. F£AE. EIREM Session
Manager WEMEHE. EEENUBEBLATERTRE. SHIMAMNE , YKREH Amazon DCV &
W ERHERY SR BE

MREERANBE 5 BT MARIRRELE OAuth 2.0 FEUER , FEA TGS

* register-auth-server

» list-auth-servers

* unregister-auth-server

MR EFEH Session Manager RIBRER#B OAuth 2.0 B0 EBFERRES , FEA TGS,

* register-api-client

» describe-api-clients

* unregister-api-client

* renew-auth-server-api-key

FAT &S REE Session Manager RERE

* generate-software-statement

describe-software-statements

deactivate-software-statement

describe-agent-clients

unregister-agent-client

ERA TS SRERE DCV MR - DNS BB ER,

* register-server-dns-mappings

» describe-server-dns-mappings

49
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register-auth-server

AfARE s REMRS , AEEREEXBEER.

RIZFEEL , Session Manager B AREREXMA S 2 BRI ARSBFRESE OAuth 2.0 FEUFR. WR
BEARKEEXBAE s REBEARSE , AFFTEHEHNNHERE,

, MBBBIZFERANT S 9 EBFEFARES , HI40 Active Directory 5, Amazon Cognito , 4B H
Lo REEM AL & 2 B FE A PR ES -

ES |

° HE/

. Hh)

Eh<
AR /

sudo -u root dcv-session-manager-broker register-auth-server --url server_url.well-
known/jwks.json

E IR
--url

EFANNTE 2 BB MAIREEN URL, BA4EMI.well-known/jwks. jsonZE &% & RR=S
URL,

BE . 7R

VE B

#3451
THlgEHEER URL A S 2 BFBMRARSEFhttps: //my-auth-server. com/,

DA
AR T

register-auth-server 50
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sudo -u root dcv-session-manager-broker register-auth-server --url https://my-auth-

server.com/.well-known/jwks.json

B

Jwk url registered.

list-auth-servers

Pl ERMGARS S BRRABKE
8

. B

- B

. Hh

[t—

ER
AR /

sudo -u root dcv-session-manager-broker list-auth-servers

B

Urls

EEMIAER S 2 B A AREFH URLs.

L]
TUHEIB A DRI A S 5 RE AR
&%

Ap

sudo -u root dcv-session-manager-broker list-auth-servers

B

list-auth-servers
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Urls: [ "https://my-auth-server.com/.well-known/jwks.json" ]

unregister-auth-server

BUHEEMSNER S BB AR, BUNEMASS I BRBARSE 2% , REEBAREE OAuth 2.0 77
AL o

£

- B

+ BE

c B

g ]

Eh
AR /

sudo -u root dcv-session-manager-broker unregister-auth-server --url server url.well-
known/jwks.json

1218
-=-url

ERCHREMMAT S 2 BB MRS URL, BAEMIIN.well-known/jwks.jsonE 5 EFEM
ARE% URL.

BHR . FH
PNE 2

%Al 1
Url

AEEMIAS & 2 B AR URL,

unregister-auth-server 52
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5451
THgEfEEA URL EMAN T 58I MARSEhttps: //my-auth-server.com/,
me

Ap

sudo -u root dcv-session-manager-broker unregister-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

Lo

Jwk urlhttps://my-auth-server.com/.well-known/jwks.json unregistered

register-api-client

e {RIBFZ XM Session Manager A F i , WEEBAFinBEAER |, # A Fig A R#EE OAuth 2.0 7
HFRF , EREE API BREN.

/A Important
AREESREAERERELZEN®S. ERBRELZER,

RAEEREEXRE OAuth 2.0 S BFEAMRSEE , TEEALG T

sudo -u root dcv-session-manager-broker register-api-client --client-name client_name

g5 53
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2]

==Nname

A B Session Manager A FisHI M — &,

B
client-id

Session Manager F F % Fi SR#EEL OAuth 2.0 FEVFRFEME— A Fi% 1D,

client-password

Session Manager A F i F R#EEX OAuth 2.0 FERF R 215,

LRV
THEFEFME A WA Fimmy-sm-client,
DA
Ap T
sudo -u root dcv-session-manager-broker register-api-client --client-name my-sm-client
B
client-id: 21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE
client-password: NjVmZDRIN2ItNjNmYSQ@OM2QxLWF1ZmMtZmNmMDNkMEXAMPLE
describe-api-clients
FHEmAERERXZMA Session Manager A Fifo
FE

=R <
* FaJ

- B
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- 8B4

Eh
CI=]2

sudo -u root dcv-session-manager-broker describe-api-clients

B

Session Manager f Fim iy — & #,
id
Session Manager A FisHIHE— 1D,

active

f§ i Session Manager A FixkIARRE, MRAFIRERIERATME , BIES true ; FHIA

false,

25451
T 5 &5 H B FEMEY Session Manager A Fifo
we

sudo -u root dcv-session-manager-broker describe-api-clients

B4
Api clients
[ {
"name" : "client-abc",
"id" : "f855b54b-40d4-4769-b792-b727bEXAMPLE",
"active" : false
P
"name" : "client-xyz",
"id" : "21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE",
"active" : true
1]

=E
AR /.
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unregister-api-client

ER B MK Session Manager Al Fik. 22 H Session Manager AFIRELZBEFERAHEEAERR
#EEY OAuth 2.0 fZEVEM

£

- B
+ BE
-

Eh<
AR /.

sudo -u root dcv-session-manager-broker unregister-api-client --client-id client_id
2z
ZIH

-=-client -id

E{=H 2 Session Manager A Fix# A F iR ID,

HR : 7R
ME 2

g5l

ThgEHEeERAAFER ID B B Session Manager i Fif855b54b-40d4-4769-b792-
b727bEXAMPLE.,

DA
e r)

Ap

sudo -u root dcv-session-manager-broker unregister-api-client --client-id
£855b54b-40d4-4769-b792-b727bEXAMPLE

Lo

Client f855b54b-40d4-4769-b792-b727bEXAMPLE unregistered.

unregister-api-client 56
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renew-auth-server-api-key

BHURERXARES OAuth 2.0 FRIFRANLAENLEER | ELFHAERML Session Manager
AR, MREENSH  AXERFTNAESREMRGEHBAR , RAZTECTREH APIEX,.

£

=R <
® @nJ

- #Bh

SH3
AR /.

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

&0 45
T EHEBILNENLEEE,
wme
sudo -u root dcv-session-manager-broker renew-auth-server-api-key

Lo

Keys renewed.

generate-software-statement

EERBRIRN,

RERASAMREENGZER , FEBAERA. AEEXFTERRRRX T gnREEXEMR. REE
ABEARERRRR , BIAEA OAuth 2.0 BIREA FintMEAHE L BBENEENGZERAS, K
ERAMAREENGEMR , sWIAFE ID MAFRME , FRAREEXETEIBRE.

E-REZRAERAR  AEEREANREEASRRALEARREEREN, SR
ERFERRERAN , A RREEHNKEREN, NREEEMNVKEHREN , Al
ARBEREARAREEXWHERP , ARBERBEHEEagent. confERPH

renew-auth-server-api-key 57
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agent.software_statement_path 28, TRILIRER K BELIEFHRBREREN K BERER
N AT A AT EREBRR N @A EREX M.

ES- |

. il

=R
1=

sudo -u root dcv-session-manager-broker generate-software-statement

Bar o
software-statement

EHRRA,

&4
THlEfl e EERBHRIARN,
DA
o T
sudo -u root dcv-session-manager-broker generate-software-statement

Lo

software-statement:
ewogICIpZCIg0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUENmMUZOWNhYzkxMDcxIiwKICAiYWN@aXZ1IiA6IHRydWUsCi

describe-software-statements

HRR AR RERIL N,
ES- |

=R <
* FaJ

B3 58
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- B
- #Bh

Eh
CI=]2

sudo -u root dcv-session-manager-broker describe-software-statements

Bar
software-statement

BREBRAR,

issued-at

EE RN B HMERE,

is-active

HBEFRARXHEARE, truetIREBHRAXAEAF , BHA false,

gl

TH g gELERBRIAN,

W

sudo -u root dcv-session-manager-broker describe-software-statements

Lo

Software Statements

[ {

"software-statement"
"ewogICIpZCIgOiAiYmEEXAMPLEYtNzUwNy@@YmFhLT1iZWItYTAIMmIjZTE3ND]jIiwKICAiaXNzdWVkQXQiIDogMTUSN

"issued-at" : "2020.08.05 15:38:32 +0000",
"is-active" : "true"
3, {

"software-statement"
"EXAMPLEpZCIgOiAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNzdWEXAMPLEDogMTUSN
"issued-at" : "2020.08.07 10:24:41 +0000",

=R

Eop: 59
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"is-active" : "true"

3]

deactivate-software-statement
EASBEERR, SLEAKBERNE  CRELTERARAREREREM,
e

=5 TR
® @R/

. BE

- g

Eh
AR /

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement software_statement

1275

--software-statement

EERANERERLRR,
HR . FH
MWE 2

i 4l
THEHeERRBRAR.
B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement
EXAMPLEpZCIgO0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIFOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTU5Nj

Lo

deactivate-software-statement 60
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Software statement
EXAMPLEpZCIg0iAiYjc1INTVhN2QtNWIOMCOQOTIhLWIjOTUtNmUZzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]
deactivated

describe-agent-clients

iR mAERENEMNAERR,

L]
&
&

SH3
AR /.

sudo -u root dcv-session-manager-broker describe-agent-clients

L

REEANEHE,
id

REREXWHE— D,

active

REEANRE, truetIRREEXNEMERAFRE , BAIS false,

i
THliEHIRARER,

Ap

sudo -u root dcv-session-manager-broker describe-agent-clients

describe-agent-clients 61
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Session manager agent clients

"id" : "6bc@5632-70cb-4410-9e54-eaf9bEXAMPLE",

"id" : "27131cc2-4c71-4157-a4ca-bde38EXAMPLE",

"id" : "308dd275-2b66-443f-95af-33f63EXAMPLE",

"id" : "ce412d1lb-d75c-4510-al11b-9d9a3EXAMPLE",

B
[ {
"name" : "test",
"active" : true
o q{
"name" : "test",
"active" : true
o q{
"name" : "test",
"active" : false
o q{
"name" : "test",
"active" : true
11

unregister-agent-client

RAEREXFUHEMREER,

£

=R
® @A/

- B

- gifl

Eh 3
AR /

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id client_id

2]

--client-id

EHUHEMNAERER ID,

unregister-agent-client
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HR . FH

PE 2

£a 5
THlEBIEEUEER B,
Ly

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id
3b0d7b1d-78c7-4e79-b2el-b976dEXAMPLE

Lo

agent client 3b@d7bld-78c7-4e79-b2el1-b976dEXAMPLE unregistered

register-server-dns-mappings
2R E JSON R DCV f[iRES - DNS A #BRET,

=5 T
AR /

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-
path file_path

jESLE]
--file-path

‘@& DCV fifR2% - DNS & MRS HIERK K,

£ 451
T 5gE &5 3 B % /tmp/mappings.json BJ DCV fAlfR2S - DNS & B ST,

g5 63
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DD
AR T3

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-path /tmp/
mappings.json

Lo

Successfully loaded 2 server id - dns name mappings from file /tmp/mappings.json

describe-server-dns-mappings

R B A ARy DCV fAIARER - DNS & BIREY,

Eh
AR /

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

%l
sexrverIdType

fAfR=R ID WEE,

serverlId

RIPRESHIME— ID,

dnsNames

AZBFIHEL dns BB

internalDnsNames

AEE dns 18

externalDnsNames

S\EB dns BB

L]
T HI5IH BEEMI DOV RS - DNS RHEMS

describe-server-dns-mappings
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DD
AR T3

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

A

[

{

"serverIdType" : "Id",

"serverId" : "192.168.0.1",
"dnsNames" : {
"internalDnsName" : "internall",
"externalDnsName" : "externall"

}

},

{

"serverIdType" : "Host.Aws.Ec2InstanceIld",
"serverId" : "i-0648aee30bc78bdff",
"dnsNames" : {
"internalDnsName" : "internal2",
"externalDnsName" : "external2"

}

}

]

gl
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HEERSE

It 2E RERRM Session Manager Al AHEEREN SIS, HESFEREERXNRERAERNE
¥, SEEAEHNTSENRA. EINE , UREHEBRRITANEE, BILLEHFT Amazon DCV
Session Manager , LAjf 2 Amazon DCV R BIFER,

ES- ]
- PNEEHEEE
- KEREXEEE

E
E

RAREERESR

REENBEEER (/etc/dcv-session-manager-broker/session-manager-
broker.properties) @& A EREA BE] Session Manager JREMN S8, &7 LUEE R FH L F iR
ERRmEEEER,

@ Note

/etc/dcv-session-manager-broker/session-manager-broker.properties &
BEBRER. RIFER , EEAFTNERARE & , ERNFEUERAE B MBI TRER
XHWFEAE. RIEFER , ER dcvsmbrokerffAE. REEXNSETHBHREERRSES
TR,

TRIIBAERAERERPHB R,

BEE NME AR Description

L2

broker- & EBEREBEXSZERAN
ja Java T A &BE , mMAF
va- ERMAEZE %, MR
home BE , REEXSER

Bj<broker-java-
home>/bin/java BKfE
A

PNEEHRERER 66
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ZHE &E
i

sessior &
S

creenst
max-

widt

h

7|

sessior
s
creenst
max-
heig
ht

7|

sessior
S
creenst

format

&

160

100

pPNg

Description

MR REEXEE Java

Runtime Environment 11 ,
MEBER AR LRI
it , AlgREZNERRX
o MRMA 11 REREATE
% Java IR3E , BIFLAEA

THlmERMEAEER & :

$ sudo alternatives
--display java

IEEMEH GetSessio
nScreenshots AP| #EELZ
TERBESHENEENR
REE , UBRBENL,

BEME A GetSessio
nScreenshots AP| #EELZ
THERBESHENEENS
ABE A UBRBEN,

&/ GetSessionScreensh
ots AP| BEEXHY TP ER &
FHNEENFBERE
o

R RBEREE

L

67



Amazon DCV Session Manager

ZHE &E
i

create- &
se
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ATHEA TSI KRB 1T
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EBEE—REEXAREN
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Amazon DCV Session Manager B Ax A& 53 F 344 B 5 52 %

LB ERH Amazon DCV Session Manager B9 kR 25 5% 8 S48 52 50 8%

*RE
» Amazon DCV Session Manager MR A& {5t
. XHEEiLH

Amazon DCV Session Manager M 2~ {5t

AREFRH Amazon DCV Session Manager EEE#. REMRAMIBRISIERNBIE, FrEEHT SR
THHETES. RMEREERXHY , MIEESREXARERMANEREE,
£

« 2025.0-544 — 2026 £ 2 A 2 H

« 2025.0-544 — 2025 % 12 A 23 H

+ 2025.0-539 — 2025 % 11 A 12 H

« 2025.0-539 — 2025 % 10 B 22 H

+ 2024.0-531 — 2025 ¥ 6 A 17 H

+ 2024.0-504 — 2025 £ 3 A 31 H

« 2024.0-493 —2025 1 A 15 H

« 2024.0-457 —2024 £ 10 A1 H

+ 2023.1-17652 —2024 £ 8 A 1 H

+ 2023.1-16388 — 2024 £ 6 A 26 H

+ 20231 —2023 F 11 A9 H

+ 2023.0-15065 — 2023 £ 5 A 4 H

« 2023.0-14852 — 2023 £ 3 A 28 H

« 2022.2-13907 — 2022 £ 11 A 11 H

« 2022.1-13067 — 2022 £ 6 A 29 H

+ 2022.0-11952 — 2022 £ 2 A 23 H
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« 2021.2-11445—2021 £ 11 A 18 H
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« 2021.1-10557 — 2021 £ 5 A 31 H
« 2021.0-10242 — 2021 £ 4 A 12 H
« 2020.2-9662 — 2020 £ 12 A 4 H
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2025.0-544 — 2026 £ 2 A 2 H
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- REER : 902 L8

« CLI: 159

2025.0-544 — 2025 £ 12 A 23 H

BEiRR BEEEIRESIE

. RNEE : 544 « 180 WebSocket FAE K/NBREI , LLEER macOS F# E Y& B HEEL K
. RERERX : 893 o

« CLI: 159 * % Windows EERIZEEH A Visual Studio 2022,

2025.0-539 — 2025 £ 11 A 12 H

BEmR P FEREREE

. NEE : 539 + # macOS REEXEHE A& NICE BB E#H S A Amazon,
- REERX . 888
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« CLI: 154
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. IEEBEARENRENINEE,
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2024.0-504 — 2025 £ 3 A 31 H
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« CLI: 154
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- WY AL2023 IR E
- SRERISIEERMBENE,
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« FNEE : 493
- REEX : 801
« CLI: 152

P EHEERIEE
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B BRI PEEERIEE

- FNKRE : 417 - BEEHERERLERA TB M3k GB KRR,
- REREN : 748 « SRR ME EEEMAECUE,
« CLI: 140

20231 —2023 %11 A9 H

BERR P EEERIEE

- FNKE : 410 SRS EEMAEE
- REREX : 732
« CLI: 140

2023.0-15065 — 2023 £5 A 4 H

BEm SFHEEREE

- RNHEE : 392 .« FI8¥ ARM F & £ Red Hat Enterprise Linux 9, Rocky Linux 9 I
. REER - 675 CentOS Stream 9 HI X &,
« CLI: 132

2023.0-14852 — 2023 £ 3 A 28 H

BERR EFHEEREE

- RNHEE : 392  ¥738¥ Red Hat Enterprise Linux 9, Rocky Linux 9 1 CentOS Stream
- RERER : 642 9 HXE,
« CLI: 132

2023.1-16388 — 2024 £ 6 A 26 H
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BERE S FERREIE
« FNEE : 382 + fEDescribeSessions EIfEF#FHIESubstate{iL,

- KEERX . 612

« CLI: 123 - BISERBFERATHN URL , AREER CLI X EREREEXNWEE,

2022.1-13067 — 2022 £ 6 A 29 H

BEwmR P EEERIEE

P

- RNEE : 355 « FTE7E Graviton AWS #TEE L HITREESIWZE,
. RERERK : 592 o ¥ T ¥ Ubuntu 22.04 HREEIMREENXE,
« CLI: 114

2022.0-11952 — 2022 £2 A 23 H

BEiRR S FREIERIBIE

- FNKE : 341 - B EFWBRIIENEE AEEX,

- KEREX : 520 s HEEPNREPRE Java BENERSE,
« CLI: 112 - RERRREFNREPHUBRHERGEE.

- BfEIE CLI F#Y URL BR&E,

2021.3-11591 — 2021 £ 12 A 20 H

BERR ¥ TheE

- RNEE : 307 + ¥i18 7 B Amazon DCV Connection Gateway Z& &,
- REFER : 453 . ¥ 7 ¥ Ubuntu 18.04 1 Ubuntu 20.04 RN EE TR,
« CLI: 92

2022.2-13907 — 2022 £ 11 A 11 H
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BERTS S FEIERIEIE

- RNEE : 288 « {EIEAE Windows #BM B A E B BREE,
- REERX : 413
« CLI: 54

2021.2-11190 — 2021 £10 A 11 H

BERR S EEEIRMEIE
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- RERERX . 413

« CLI: 54

2021.2-11042 — 2021 9 A 1 H

BEm #IThEE
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. RER CLI FE M MEE Amazon DCV IT{E
= - 413 BEER , MA 2 APls,

37 * Amazon DCV Session Manager # i}
RNREEREA M. RTRETA
#, REEXTUENBERENRE
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