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Management ConsolefE F —EH , B A B Z,

MEFHABERAERANSRE , F2REAAWS BA FABEEEPNUIBREAEST D E A,
2. EEHLMBEABSIRFLBRASEERZRE (MFA),

MBS, BHE (AM EAEERE) FHBAWS IBF BEREEBEE MFA 28 (X128),

BYEREERRNERE
1. A IAM Identity Center,

WEIR , FHSE AWS IAM Identity Center EF & #5R P RIEUA AWS IAM Identity Centero
2. EIAM EAH0H | BEBFIRERTERE.

EERSEBMEA IAM Identity Center B 8% A S 2 #BIREN B E2HE , 520 (FRER)
IAM Identity Center B & " SATRERERELAAWS IAM Identity Center F1FEL o

LEREERRNERESTEA

= ZFEHEH IAM Identity Center A E#E |, FEEAEIL IAM Identity Center £ & BEEZE
IREFE 22 URL,
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MBEHEM IAM SR LEAEBANRY , HLEEMAWS BA ZEERHBA AWS FEAD

EREFIEREMERE
1. % IAM 5508 | B ERERSKERFFINSEMENERSE,

MERT , F2E (AWS IAM Identity Center EAIERE) FH TEUERE,
2. BERAEERGEE K ARKE B AFIERERGEEE,

MERT , F2E (AWS IAM Identity Center £ AIEE) TR THEEHE,

B
EREEFESTHER,
BT HERN Detective 1]

FXH Detective 28I , A BEE IAM EEIEE L ER Detective 557, TETURELEEFEANES
FRESAG WA EIHERERA LR Detective,

B85k Amazon Web Services (AWS) K , Btk F& B BIEEMAE AWS IRERTE , 23E Amazon
Detective, 1BE&EZRAMEEA Detective , & H A BRE I R ALFFFE Amazon Detective
FEAF API BE, BHENEEETLER AWS Identity and Access Management (IAM)
#§AmazonDetectiveFullAccessZEBRMMNE] IAM 88 , MR FFATE Detective BIERITFER
¥,

REERENEREN Detective BLEEEE R

RATHBERNWERENA/ MR Detective REFHNHRKE.

ERES A Detective i , IR EBIREFHEREAK |, BIFEERA Detective, Detective XA 2H
NBA  REABEREIRK,

FE/ AWS Command Line Interface ixZ<

BHEMEA AWS CLI REAT Detective THF , ZIRFTERIIRA A 1.16.303,
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B35 GuardDuty M¥ 25 AWS Security Hub

MREE M GuardDuty 3¢ B AWS Security Hub , RFIRZREMIRFRNAELRBNEESIRS, W0
RE=ERBENEEESRFHMERE , A TESETIESGEE,

« 1E GuardDuty =% Security Hub # , 1R 2R IE B WEFFMERE , A LAfE GuardDuty SRE B F#
HERHEEZE Detective S RIXERE,

« 7£ Detective 1 , A& GuardDuty ZFIEBH K , B LUREREXRIREE B E,

MR EY GuardDuty 1 Security Hub BEFRIMNEEEIRFE , ERLRBEREFEANREREEEE
BiRF,

- MREFEAER GuardDuty 85 , FFFE A GuardDuty REEE SRS BUA Detective,

mREER AWS Organizations REE IR , FFHEEE GuardDuty BIRF1EE MM Detective
EEEIRF,

- MREEHE#FEA Security Hub , FFEA Security Hub B SR F B A Detective,

MREFEREBREEIIRS , 551 Security Hub BEE BIRFIEEAMEBH Detective EEBIRF,

MREEZEMAREPEAERNERSIRS , RIERA Detective 2 , A LLEREEVISIRF A
&, LACEREEESIRFEFINHEMIKS,

WFE IAM AT A BHFEE
IAM £ F & B 7 BV

A, F2E (AM EAEERM) PH %S —E AWS tRFERRH

EEFEFHE GuardDuty CloudWatch 1583

f£# GuardDuty , {8RIBFEXE & Amazon CloudWatch BAISER | UMER RN EZERERE, 5D
X B A Detective,

BIBFER , BRAENNE, EERBAFEREFREELEZ X, EFAENER  FEHTERBRE
Detective #,

A TH2 Detective HWELEHAMFARE , HMEE GuardDuty EEERFHEEERZF LHNRE
S2ER 1508, FEIE , BEERTSREMEM A GuardDuty,
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MERTEEMERNAEEAENR , 5528 Amazon GuardDuty FREIEEHER Amazon
CloudWatch E#4E5#% GuardDuty B3R IEH,

F4FH Amazon Detective

A LA Detective 32 & . Detective APl 2 AWS Command Line Interface B A Detective,

FEEEF REERAH — X Detective, MR ZEREEFPTABERNEEESIRFE | AIEELBRIEZE
1= # B Detectiveo

B Detective (£#5H)

& T LR AWS Management ConsoleBXfl Amazon Detective,
= ERUA Detective (£ 8)

1. & A AWS Management Console, #A# 811 hitps://console.aws.amazon.com/detective/ Bl &K
Detective 12 H,

2. EEBRBRMER.

3. 1 "RtA Amazon Detectives BEH L , Align EEEIRF (BZEFEH) FREAE Detective F Amazon
GuardDuty Mz BB EESIRFHEZE AWS Security Hub, 52 Bithe section called “i2 & 82
GuardDuty F1¥i7% AWS Security Hub”,

4. [MEhn 1AM BUR] &R AT A E R 1AM 2R A UHBMERNER, B LURESEZRNBUERH
INEE AR Detective FER L, MRERERE IAM EEEPRENTT , BUUELEHFTA
#H® Amazon Resource Name (ARN) , #HE MG IAM EE S, P A REH MBEK,

FEERFTEN IAM BUE B /1Y,
5 BZBRFHEERER , £UKERTEETABRR.
EENIGER  FEHTUTRE:

a. I1Z¥E Add new tag (FTIBER).
b. #HE£W® K WMAEBHNERE,
c. &HE 6 BmAERE

EEBRER  BEZEZENBRIZEE,
6. Z#ZERA Amazon Detective,

A Detective T
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Amazon Detective EREER

7. R4 Detective #& , AT LUBFE R BIRF A ERI T REI R,

FEEEFIRFEEEH , EEVAFMERE, NEBBERERFHNMEBEENR , 528 the
section called “BFEKEREEZTAEBER".

B Detective ( Detective APl , AWS CLI )

R A LLFEIA Detective APl 2, AWS Command Line Interface Bt Amazon Detective.

% E A Detective (Detective APl , AWS CLI)

- Detective API : £/ CreateGraph #&1E,
« AWS CLI : EW S HIH#IT create-graph &%,

aws detective create-graph --tags '{"tagName": "tagValue"}'

LA ES2EUA Detective , ¥4 Department Z|ERES Security,

aws detective create-graph --tags '{"Department": "Security"}'

U B35 Detective ( BERX Python BIZAR GitHub )
Detective 124t 7 — BRI ZA GitHub , HA#TLATIRE

- REENESFEFNEESIRFMA Detective
- BRHENKEIRFEEFNRESEEENTRABER
- BRERFEEBEE TG

- BEEZRERFIEE

MEMMERENFERA GitHub IS ENEEE

BRERAEERNESR
BRFA Detective 2% , ERBIAIAN AWS RS EIAN | LI LERIEHTARES.
UAMEIEER , ERERETE 24 MRNETABRBRE,

%II

, in 2 Bthe section called “Amazon Detective Python
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EEREESER LWEHE

1. BIfE https://console.aws.amazon.com/detective/ B Amazon Detective £ A&,
2. HEEBEEKT  EEES,
3. REREIINgERT  EEEEEE,

ERTEfaSTABRER D S EIEREAHEBI AR,
MREFLEREFE , IEANERK EARINER LI ENTRERT,

BRERTEERDNER
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Amazon Detective # 2 F T2

LUTHEBNBISHEEE | seiBI& 7 ## Amazon Detective R EBHESF R,
EHEERS
BEAWS IRF BTABRERATABRETRAEN,

EEERFERERERFEEERIERETABR, WEHMEN , 52 E the section called
“BEREREZRTABR

HARBTABR K BEEIRFRABEEIIRFIEEMN Detective BIEEIRF, MEFMENR , B
2B the section called “}&E Detective BIEE1RF”, Detective BIEERF A UEEBITAER
ST MEBIREEAKRERPRA, MEFMER , 552 the section called “BIRHB KL E R
F

EEBIRFETURETABRNENAR , XRTABRPBHRREIRF.
BARSGAR

WAET BARKNEEAR. AEETRAREERRN—BER BB BENBERAAEE,
TREX

REARREHELENEFERSE  HENE—EHZ@E AWS 1kFHEEEB,

BETABRBEAMEENAEER. ERTBR.
EMWEEEIRS (AWS Organizations)

EEBT , RENEREESIRFREAEEBBRBNERER,

£ Detective & |, Detective BB ERFHHEZRNEEEIRFE |, BRIE Detective BEEEIRF A&
BERF, HBEERFELIREZERNEEEIRS,

7 Detective 1, RFFEREIR. ABMEEIRF AJLIERE CHIRS KA Detective NEIREES |
{B3E R #E# Detective MVEEE AGEMHEE , WA 2 EARER.

Detective BEEEIRF

EREEIRFEEABHPEMTAERNEESIRFNIRE, WEFMEN , F2 [ the section
called “¥§ & Detective BIEEMRSF",

Detective ZZEMEEIRF ZEHIRFUANIRS,
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MRIREIFEBEEIRS |, Al Detective EE EIRF B Detective WEREEEIRS,
Detective HJRE

RAUTHERENCRE, BRCLERRE
- KRB AWS FRIEHIFEH , 20 AWS CloudTrail BE5H Amazon VPC 72 B
 GuardDuty 23R

Detective f£ F Detective RIFE R RIE AT AE R, Detective th & 1F Detective 2KIRE XY &l
X, UZEHDH,

®

i

TEHREVE B P BV IR B .

SEEEHE —ERE , ARBITCARARNYHEEE, SREENESSHE IP ik, Amazon
EC2 i TERM AWS R &,

ERAUUELEEN AWS B , WA UREERE B IP ik,

HHHEEER  RFENGCEAREATREM, BUEETUERRRRCEPEE , talES
EERES3E

BREEE

Amazon #8| F|# L £ & GuardDuty,
PBELREHE

TRREMRE4RZBEMENMEERERR. ERNIENES, Detective SERBAZENIMR
BEEAELREREREE,

Detective 5[

Detective ERIBEEEIBE 45 RAWMENTTABRTNER |, SR EAEKE REFHEEBN HME
B, BBRERABREMHEAEFAMNRERR. BRSRUIEST  ROETRERAEERHE
AR, JRETTRNEE TSR RANTA. ZEHTERERAEERNEERNTBERIMN
BUEBERBRIMN API L, B, WEFAERE R REEE Detective PR , FEEIXE Security
Hub,

SHEBR
REPAERREARENE-FH,

EERBHLSHERRANERERBE. {FE+D , BUUHEEETERNRER,
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HERRBECISSAREERBUENFAEFAER.

REEER

)

EREERANEAEAMERCBAERIREAEHMERNER, fln, EC2 H{TERATESR
BREBEEME IP it HELR, EIRHEEIB Detective AT RN iR SR{E.

EBNEEREEISKENEREBREE |, Detective EBAFEAE,

MEFMENR , 528 (Amazon Detective FFAEIER) FHBEAEEZENEHET.
.

SEURIFBEE  REHEAE  HEHEARRRIRER , ARHEE NAEERBRE.
A=l

TBHEERNEMETRENEESIRF. AWSIRF REBITABERTD , KERFAUR
Detective B S1kF ERA /K ERFHVEBIRSE

SRR ERFAUCIETABRESE , YRTHABRIBRERS, MEFMAENA ,
section called “¢t¥i R EIRFE : EEBBENREER,

30
W
&4
5
)

RS EEIEABTABRTBEEKEER,
FIERERF A UEREENNTABRTREEIKRFHAERES.

IR EETRABERNEMER,
HETRE

Detective EEEWRFEFIEENTABER. HBEEIRFSIETE Detective EEEIIRFE, MEFHAE
A, 5E2 B the section called “¥§7E Detective BEBEIRF",

HARBITRABRSD |, Detective EEBIRFEHEBIEFREAMEIRS ., HEBRFEEZEERBTA
BRPBERRS,

Detective EEEWRF th o LUSEEMIRE M ABBITAE R,

REH

RUREREHHRENRBLESNE—RE,

HHREER  REETEBINOREXREGRESTAEERINBEERRR.

EREHEFUZEHERAEERETHAE , IARERSKAURED,
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Amazon Detective EREER

REEHE R

REELNE-REL. SEREEERBSERREIFERE , B2 AEET

R B,

REEERTASSREY. ERX. KEH, REEIHELER.
BA R

BERERcERENTESR, BEREEIARFERPEIER,

EHEREC  BEREAEE  WRASERNERERNNERE AL, BEELNES HEES
Amazon EC2 #1T{EEEHY IP b,

HEER
ARERERE LRTRERSEENREHEE.

AERRNEREE TS RREED T EEE Y ERMARIREE,
-

)

RERNEREERE AR 24 P,
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TREXRTHER

£ Amazon Detective #F , & Detective TABERTHNERETRE,

THAEXRRR—EHZE Amazon Web Services (AWS) 1R F#EEH Detective RRFERIFTEER —#
EEER,

TREREFEARRERRAITUATHEE

- AR, FRAEURCMHzBERESBRENERE N

- HRETHETEFMAND N , NEBEREZEETAERERENEE

- BIRAREASS4ILLBEHBNAEER. ERNREES.

Hll-

D
N

LR (TAEBRENNAERN, ERLMsmHESEESEMEANTABRNARTPET,

NEEESRFNAETABRTEEXNSRFNEEES  F2REERF,

B &%

* Amazon Detective SMA A FRELHEATRER
- FITRBRNIEREE

- TRABREREBHE

- TRABXRFHEANKFEESR

Amazon Detective 2AIEARFREREAITAER

BETREFRBERUHAEMER , Detective IR BE AWS RERHEMIRENEREEE—E , 31
UTAR :

- HEEF , % Amazon Virtual Private Cloud (Amazon VPC) #1 AWS CloudTrail
« Amazon K8 3R GuardDuty
- REMBE AWS Security Hub

EERABRBITRETEANKEES , F2RTABTEANTEER.
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Detective 2047 iZ I8 KR E £
EMEREAR | Detective SHEEFEAMEM D A REATAER.

CloudTrail
logs
VPC flow
logs
Processed by Amazon Updates Behavior Populates [;:T:cztc_)ne
EE— . —_— —_— 1V
GuardDuty N graph Console
findings lAnaIyzed by
SecuAr:It\:{sHub ] CloudTrail
findings Runs algorithms / logs Populates
over graph data
Detective #EHY

HHLRENRSERAUAER, RARVWELARES  SECHIMERE , FULKERNETE
A, BLEFTRERESR.

Bltn , B Detective BIRE LI TTRED S IP thit, MR E |, Detective EFEAXERHEF N EAR
BN IPuERRERAEN IP it B,

Detective 0 #f
PITRBAEMWEEL  AToMERLURA T HEEESEAERBNEE.

Hlan , —7& Detective A S BB IITRE ZRDATEB B AEMER, ST API FFIUMNER
BELESKEREETS/EMAMN API U, ZEXRESER AP FIUEENWBAIEE,

SRR RHBRS NHBBENERRLERE | R AREABERRNERBERER.
#1T A B R R E

HERRNET—EREREESAEFRREERBANEHRBAIHERR <A TR LN FEET
B, HARIRARHANERAIRERS R ATHERBR.
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#8% Amazon Detective SRERERN AER T ERAERRZAKERARBREINED. BERERE
HRtt SR REEE  WETEERER 46 RAWFI9EDH. SEKEREREKBERIZIDHE
=

EERSGFERESNEHENEIITAEBERYT |, Detective SRBREXEENEH , THREBPHLIH
NEEUREEEN.

B2 , EEVTIWE ) , Detective EEENMELWENE R, Detective DK BAE HEETABRT
IR EEE mMEH.

XA Detective B BT MEREAIFREIR, ELHEBE | SEEREEEE LI T ETHRNERER
HIREF R Detective EER NGB L.,

HAFAHE |, Detective BRI BIRSHNKEIRFHIEETHE R, EA Detective IR T EAH
ERERE , TREALNEBELEERNEREREF.

TRABREREESSE

ARERANBBES T ERASNERNOES. TEESE T IRRNRIETRERN AR,
TRABREREEP TENEE

T RERE BB T AT,

)

B
B X R Detective IRER HHEEMIEE

SEERESEF —ERE  ARIBACHARNNERE., EREENEHI I IP ik, Amazon
EC2 #11TEEEM AWS ER &,

HHHSEER  RRERUSAREASREN, BUHETUERRRFCETEN , b lES
EERES3E

REBMME—ERBEMER. a0, $H¥H EC2 $ITIER , Detective EEMMITERAEFE
MEENTHABRE.

REFHBEEER - REEANER., flm, $¥ EC2 #{TERE , Detective EFERFEIEHEH fE
FARYME — BB,
BA R

BERNMERER CERENED. BRIEER Detective FIFE R F .
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HERSL  BREFEE RS EKNERERNERS D, BREENESRERE EC2

ITERRRY IP bt

st EERIER , FIILEREREHNTERNEE IP it , Detective EEH —RIFE AN EE
X

THABERENERTNERRE
TAEREEBESHUTUT RN ERAMRER .

- BHIEEEAMAMREE. P uMEAEREEN
- BHHER AWS &, ABNEECERNIRS
IBHE AWS FRIFH A NVERERNRE

TABXRERNEBEESUTERER,
AWS kP
AWS Detective RIFE R ARFEENIRS,

Detective & #t¥ & EiR S E LT BERIE

- WREGER T WL API FEAY ?

- IREERTMEEREREREN ?

- WRFEMT WL BB RBAR (ASO)?

o WR5TEWRLE 3t 3B (v B BR PAME A IR 2
AWS A&

AWS Detective RIFERFPFEENAE,

Detective 2t HiBEAGREU T HERE :
- ABERATHLE AP FEIY ?

- BEFEATHEERAERERR ?

- BEBMERTHLE ASO?

- AETERRLL IR B EAERPAREE?

- MEERRETHAE?

- ZACGEETHLEAR ?
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- MEFBTIERESRZAR?
AWS A #

AWS Detective JRER P FENERE.

Detective 2#t ¥ BEFEAERZ AT BERE

- EREERT L AP FFIY 2

- FRAEFEATHLEERAERERK ?

- FREEBHLHIBNERRIEAPME?

- ZERERETHLERAR ?

- BMEABTIEMBESRZERE?
HEssERE

BESoEAENHTER, BESOERAEHEHMT
- ERAREMERFRELES (SAML) EANE D
- £ Web I & B DB ANE D

Detective 28t HiIBUBMES S S ERAEFREUATEE .
- BEBoERECRABLS S RUFEETRE?
- BEBOERENZRRME? SRAHRNERBES S EAEN Web o ERNERAER.
- BAESEREEMEENBEAERFARE?
- BEBOERECERA T BEFEAERERN?
- eSO FERAELR T WL ASO?
- ZBERSERAERETHLEAR?
- BEAETHEEEIRZBESTERE?
EC2 #1T{EEE

Detective 2RIRE R FFEH EC2 B1TERE.

Detective ®#t ¥ & {H EC2 MTEREEN T HEME :
- EEBWHLE P it ERFITEREITEF ?

- BEAPLERRETERETER?

- DI TEBSEHTEREETSLOERNE?

- ZPTERISEWE VPC H ?
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- EC2 TR T WL API FEAL ?
- EC2HITEBMER T BLEFEAFRERRN ?
- EC2 #fTIERMER 7 WL ASO ?
- EC2 #{T{EBEMLEMENBEAERPARE?
- EC2HITEBARTHLEAR?
A TERER

BEACLERNITEE. SEACTHFEERIHACEBTNTHERERRBREE.

Detective ¢ ¥ B EAGLEEUTHEBE -
- WABTERESRBLEER? #1527 , BENEARE  URBREACHERZME?

HIE  SHYBEIRF ABIEIE |, Detective EEHBABEXABNER,
- AETIERERERT WL AP /1Y ?
- AEITERERERTHEFERAERERK?
- ABTIEREBRMERT WL ASO?
. A6 TEREREBL IR E R RERPAREE ?
- MEFEAEIACHEB TXACITERER?
- REABTHEREME T HLEAGS TR ?
BREBE

Amazon ¥ IVIEE GuardDuty B8 A Detective JKREH,
SHESERAERER |, Detective L EMPAETFERER, RENAEERTHNSEEE,

CHERTFTACTERBENER , fINENESHHIRANB/ERN IP t,
IP bk

Detective RRE R P IZTER IP sk,

Detective 2 51@ P bt [ 25 A T 2{ERIE -

- HhHFER T ERLE API FEAY ?

o WhHFERA T PR ERHE 7

- MEGEAEMEAEREEXNEAT IP thit ?

o |P btk 7 R LE 3t 3B (v B BR ME AR R ARRE 2

- TBLE EC2 #ATERR EI8EX IP #thik I B2 2 &EA ?
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S3 AT
Detective RRER P S3 FEFETRE,

Detective 2¢t¥&{E S3 REEFEEZLLTREE

- PLEEEREE S3 RFATREETESE ?

« ¥ S3 REIFATREEST T WL API FEAY ?

- EHEAHLL IR EY S3 RFETEET AP FEY ?

- EATHEERERERNE S3 RFrRETES ?
- 5/ T WL ASO B2 S3 fFTEREITEE ?

A LAMIBR S3 REEFTR  AREVERHRABBHFHFEEETE. B Detective £ S3 ®@7FHT
REBREE S3REFITR , AESeMAAE— SSRETRBER., TERZEREL , BuUR
BEE R R, BRI &RITAYMIBREFRE.

EERGIIAERILNMBREY  FHEERBREARBIURBEREG , WUAMBRSEER, E£EE
APl RIlEXEEER L , EREERENETHFMAEN. EHEEHET Create M Delete HEMN
API 5%, 552 Rithe section called “B & API FEIY &7,

FRERERER
Detective RIFER P FENFERAERERER,

Detective ¢t HiBEEAERERXBELTHE
- ERAERERNEA T HLE AP Y ?
- MEGEAENACRERTEAERERERN?
o RLE P bt EA T EAFNRERER ?
EKS #&

Detective RIRE R P FTEH EKS B 5,

@ Note
EEEENBREENCREFNET , KAMMERN EKS B BFEMNRR. WEFHE
& FSRERNERTR

Detective 28t ¥ 5@ EKS EEEZLLTRIRE :
- BEMEEDHIT T HLE Kubernetes AP FEIY ?
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« BBLE Kubernetes FAEMIRIEIRE (£88) EULBEPENIERAFREE ?
- EHEEPME T HLEREE?
o TELCEEE A BRI IR RN BN B RS 2

Kubernetes Pod

Detective KRE K FZEM Kubernetes Pod,

(® Note

EREENEREENTRFMET , LERMAZEMR EKS B BRERNR. MEF
&, F2AERNERRER

Detective &t ¥t 18 Pod E& LA T RIRE :

- EENRFH , BWHLEERKN Pod AASFMRE ?

- B&t¥tk Pod 4T T BRLESEED ?

« Tt Pod RENIT T MRLER SR 2

« ZPod PABRNBHEERNIRFHPERE?

- TEEENEM Pod PREEEBLEEMEEHITHERR?

- WRBPREFETMAFREIEHHEM Pod FHEERSR?
BB

Detective 2RIRE R P FEN B EFREK,

(@ Note

EEREENEREENTRFEET , LARMAZEMAR EKS B BRERNR. MFEF
&, F2RERNERRR

Detective E# H B ERRMGEEELLTREE :
- BNREDEEMEHEMBRGEERGHLZHENRBFEERE&HE ?
- BNREBEDEEHTSOERGEIZR ?

Kubernetes &8

Detective BRE R P 1Z7ER Kubernetes £8, Kubernetes &I FERAERRIFIKRS .,
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® Note

EEREENHEREENTRFAES , LARMAZERARN EKS B BRERNRER. WFEF
&, F2RERNERRR

Detective Bt B EFXBRIZUATEE :
- HRLE IAM THERRIAZER?

- MLERELREZTRAEME 2

- TREAWHL P it ?

THAEBEXRPEANRIRER
A THEATAER , Amazon Detective EFATABREEERFIRERFPHNREER,

£ Detective , BAUGERE-FHEREIEHER, HERTER—HERBLEE , KRE{LTER
EENEEEEREESERMEE B, Detective #$iELE X EE GuardDuty 2B B IR,

Behavior graph
data structure

Uses

\)535 -
Belongs to Behavior graph Uses data from ——»| I:::;E:tr

Us
e,
5 da f'a fro

|
1
]
|
Uses data from m
Creates \'

Member
account

Member
account

Administrator

account

Adds and removes

METABEEHEBOMBET , FSH (Detective BAEIEE) FHFTAERSHEEEE,
Detective /O E R KR ER

Detective 2R T HIER M AWS SCERIEVE R -
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« AWS CloudTrail B &
« Amazon Virtual Private Cloud (Amazon VPC) i B &
- HEEL IPv4 T IPv6 fiék , E S REBCEMMRMRRB N EFATELR MAC %o
- Blog-statusBIMEOKERRRER | HENRCSHER &k, WMEFHMEN , 5528 Amazon VPC
FERAEEEPHRIELE,
- EHEEEELYL VPC H#HITH Amazon B EHEERHTEBFMEENRELAR. TEFERAEME
R, a0 NAT Bi&, RDS #{T{EBER Fargate #5%,

- R EZINEEHNRE,
- WRBEEMAIRSE GuardDuty , Detective iIE 2 U 4% GuardDuty FIER R,

Detective @ ¥ I CloudTrail BE## VPC RIZECHE AR VPC RIZFCEMERIEFE CloudTrail
VPC RiERHEN, EEBRFIEHENRFERLKRIEA CloudTrail B VPC RiEiC##MERE, ©sMtTE
& RS HY S RE B 18 IR AR

Detective FIZFAMNE R RIFENVEFR

Detective Bk Detective B OEHHIREN=EER KT , ERUEEZANREHRBEG KOEHTE
AWS CloudTrail 528%#&. VPC FRI25C#M GuardDuty®RIRIER), S LUERATABRERESHEL
BRANERRRES,

Detective A& {EERBNAIEZOMBANIREFRME 30 REEFA

@ Note
Detective SR EERREEHARINFIEERRERS 1 F

BRAUATERANKREGTHER
-+ EKS #%#&% B 3%

EiBZIEAERIRIREH , Detective ATREEURE R EKS BEMNFMEN , XA ERFIBEEZHN
TAER, Detective A ERAEEEE AWS CloudTrail BIEE4 B EEE Amazon VPC it
EHFEYEE K MAEELFHRANEFEHRELR. NEHMEN , B2 &Y Detective 1Y
Amazon EKS E# B,

- AWS Z£ %I
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BEZEANERTEEN |, Detective A LA Security Hub #EEVER | WX ERFHIEELNTAE
*R, MEFMEF , F2H AWS 228,

BESFILRANERRR

1. BIE https://console.aws.amazon.com/detective/ BIRX Detective £ A

2. HEBEHERF , ARETEE MR,

3. EEANKEREHT , ENEN. ARENEHANERRER , IBUEEME A ERRREN G
iR, AREEENUBERANERRKREN,

(@ Note

MREEFEILREEHBEZANERRR , SEEELEERRER LERNER PR
Bk, LWEREEERABETPEE  RARENRFELNEEE, EERRFREHRRS
BF , Detective & 1B ¥HEEVE Ko

% Detective B9 Amazon EKS E# A&t

Amazon EKS ##Z BF 2 EZRANERRKEEM. , THIEE LM Detective 1TAER. BRI URERE
W E% E B ESEIB Detective APl , EFEIRE R A AN ZRAEEG R EAREE,

REH/LERRFRME 30 RNEEHA. MFE—FTH  F2H EANERRENREFA.

EIBRAA Amazon EKS #&# B35 , Detective RAILAfE Amazon EKS FRE M ERIVRAEAFNEER
HITABER. LLERRFESRERAMBENEEUTERERMNWEN | EKS #5£. Kubernetes Pod, &
BSRR & Kubernetes =&,

A, MREEHE Amazon FRIA EKS B AFERERRIR , GuardDuty BiGEHRPEE
Kubernetes 23R 1EB WFFMEM. GuardDutylNEEBRALERRFENFMEFA , GuardDuty 72
B Amazon H# Kubernetes f##, GuardDuty

(® Note

LERRRERSEHE 2022 F£7 A 26 HZREBIANFHTAEBERBA., &% 2022%F 7 A 26
HeBIB2YWITABR , XAFBRA,
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B HBER Amazon EKS ##& BEER R A ERRR

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective A

2. EEEESF , ARETEE K.

3. EXRREHT , EHNEKS BZAFUBMALERRR, MRERA , FERER , BIA{FLEH
EKS #&#& BFHEEIZNTABRT.

AWS Z2EH

AWS Z2MBHBRFER RRBUENERIFEN , THIYE Detective THER.

A UAE 1 A W ERE EEIEIR Detective APl , EEEIRF F A ANZARRENH R EAMREE,
REARLERRRIEM 30 RNEEHAA. NFE—FTH , F20 EANERRENZEEFA.

EBRA AWS Z2FER R |, Detective AJLAFEA Security Hub #t L RIS RBEMNASHER , 5KAE
5 AWS Z218X (ASFF) WEERERHEREN  EEEERNERNBRI ., A% , HEBBAMEE
MWEERE K ESREZLENELIER.

MIEHBER AWS T2 M BRRAEMARELERNR

@ Note

TARREEHE 2023 F£5 A 16 B2 REVWHMTABREMA AWS Z2RBREHB ERNKIR, &HH
2023 F 5 A 16 B WEUNITABXR , XAFERA,

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective 1A,

2. HEBEHEKP , ARETEE K.

3. E[REEH T, ERAWS T2 MBFAEE URALERKE,. MRERA , FERER , UE
IE#& AWS Z2FAEH REN (ASFF) WREFERBENEIENTABRT,

BaIXENRAEER
Detective #£ Amazon SEE MR P HEENEZ £ R OFRHIFTE ASFF &3, AWS

- FEEESENRERAEE | 5520 AWS Security Hub R EIEEHH TH AWS REES,
- MEXERERNWEE , F28 ( AWS Security Hub A EIERE) FHER,

AWS Z4 B3 29


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/asff-resources.html

Amazon Detective EREER

« AWS KRE&A Atk MREM "TIRIEREER, , FAILEDEFASHEEESSEARIRIER,

Detective NI HEENFFFRIFEE R

XA Detective # , Detective SRARITABEREEERFHEREER ., ERERFHIEETAE
FBF , Detective b SRR ERALLLEREREARHER,

Detective RIRERTERBBENFEBILMEEMA, A7 XIE Detective 04T , Detective B F
Detective RRE RV EIA,

Detective fEEVE F &5 & Rl 81X F Detective RIFERFHIEFH Amazon Simple Storage Service
(Amazon S3) FEZEETE R, EFRIRER FER | Hith Detective TTH W ER | WHIRHEREUA 2 47
BRF. HEFMENR , 528 (Detective FAEEM) FH Detective HAIFEARFEEREATAE
o

Detective I FHIHITITAB RN ER EH EE

Detective B ETABXRP AN ENEREBREVEE, EREIESRMA Detective TREBEIRAY
ERE,

EEHE SRS A Detective , AR K EIRFEZBFURHETRERE , Detective EoaH BT LR
o

- MREEBIRFNEREFSREIR 10 TB , AIEE SRS EZRA Detective,

- MRERERFHENEHNESEFITABEREXRER 10 TB , AIEEZRAZKERF,

TRERNENELESRERBNEBBREM, Detective EBRABETRERERE , URRET
SEREE,

MRETAHABERERELITE S | Detective EEFT A LBERELSALE, ABABHELE , B UBK
REWRE,

MRITABRERESKEIR 10 TB, AIEBELEHRERFHEETAE R,
MRETHABEREREZSKEIR 15 TB , Bl Detective AEE HIEERHENETAERY. BX15TB W
BERMEEERENENEIEE, EINHERARKR K RETSETABRPEEEAHER , EFER

BRIREER. EMATUERAZBELERNETHE, TRAFETALR  BEHITABRNERENCEE
%o
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MRERHENEEE , BHAAER AWS Support AEFRUAE R, MRATEE |, EEBIE 2 AWS
Support , FERBRRERF  BERUEERARLE, BB EFRBATAERNE R HEE
BF.
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Amazon Detective EREER

Amazon Detective AR TE

Amazon Detective fff{t 04, BAEIREBINZLAEERA TV ETENWREARER, IRER
Detective BT F , 552 B2 Amazon Detective ? LA Amazon Detective B2 FiisE,

&=
« Detective &
. FAERER &I

« Amazon Detective FIEHIE

Detective A&

B O] LAE A Amazon Detective FAEINEE , FAARIBEREZ IAM FEAEMN IAM A€ |, BB EF B
BEREESREZLEMH, AREEZ (IOC) EEMEE. RANREPREME., RERRELBEINRK
m, AL (EEEAEE) BAERTHRLLEN., EB Detective AE , BAILMRER AL, B
REZSMRE , Wit EHEEED,

Detective HEMXAHBRBERANRBERTHRARED N E AWS REFHNER , LIBREENLZEE
fro BBZBE , BN EBHARE SNV EM L Detective TABRAERNBBLIIRRAELLE
¥E. £/ Detective BE , LA LAERERE , THRRNIKTT , THREN IP it MNERE, ©2H
THLNELRESR , WEE RS , RAER Detective FTEBIN AR |, BB ERBLZEEHL
Bl BT S

1B 1T Detective A&

ERAPITHERDN IAM EHEN IAM ARFER , YELEHAERS, EENBRSSHFMARARELE
EREENEETR.

Console
FEURBTHSER | 5 Amazon Detective 12 & RFAEEEH1T Detective FE,

1. BEAAWS BEEFEA, REBIE https://console.aws.amazon.com/detective/ BIEX Detective

F2E,
2. EEEEKT , BEHE,
3. % [AE] EEY , EFALAN [BTREL
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4. E[ENER EET, iﬁﬁiﬁiﬂﬁﬁﬁﬁﬂﬁﬁio & 7] LUR 8 ¥ Detective BB EIREAT
AE, SO REERBTAE. B ALK Detective EEEHFAETE IR,

1.

Choose a recommended resource— Detective HBERHERBNRBRENITHE
R, HEE Y Detective FTEBNERHMITHAE , FE "EBENER, XRRPENERENE
o
BENERRRERT THFHMBER
- &R ARN — EJRH Amazon ERE T (ARN), AWS
- HERR  BrHEERNEERRE. Detective ZRAETERNERMNT :

- MREREBE 24 MEAS K "HHREM RERER

- MREFEBRE 7 RASRAABENFAESHEREE, Detective AEEREHETREH
EHRBELZSEMHMHBNZIETE, MEFMER , 552 Bthe section called “S &
%8

- MREFHEBET7 RASRFAEHLR.
- RFAERR BTAERRARSERIERF , 2HEFERR.
- EREE  BRERNEE, flwn, AWS ERER AWS A&,

. Specify an AWS role or user with an ARN— S&HEJLUEEY AWS B&E AWS F

RE , WErHBERERVTHE.

ARB TS RASKEEREE,
a. it [BRERER] THXNBES , BEF AWS BB AWS EAE,

b. A IAM ERIER ARN, MNEFEEIR ARN WEFHE , F28 IAM EHEREES
B Amazon EJRE % (ARN),

Find a resource to investigate from the Search page— &AL

[Detective # 2] HEEZAE IAM BIR,

BB THLSERM "# 5, (Search) HEAREE R,
a. EEEERD , BERE,

b. £ "8, HEHF , £8 IAM B,

c BEFERNREREE , AREXEHITAL.

5. & "HERKERB. BERY , RERENHERE , UFAFMEERNED. S SUREFER
BEFNFRER , UARERBHPNERER (UTC &X), EENEERESEESZD AR 3 /0

REHZRS 30 Rz

6. EEMITRAE.
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Amazon Detective

ERAEER

API

EEUBRAFFARBITAE , §
AWS Command Line Interface ( AWS CLI) , SHETRBAEG T

HIERFERT |, ERAELS 8 Detective FHITHE :

 GraphArn : EE1T A B K Amazon Resource Name (ARN),
- EntityArn : 57 IAM EAEF IAM A KK — Amazon Resource Name (ARN),

5 F Detective API ByStartinvestigationfE%, #NR#&IF A

« ScopeStartTime : (EH) EERHEBRRAENERNER[. L{EA UTC ISO8601 XK FH,

fHltn 2021-08-18T16:35:56.284Z,

« ScopeEndTime : (EF) EERERAETNERNEZ, LEA UTC1S08601 XK FH, 4l

m 2021-08-18T16:35:56.2847Z,

L&) 2 & ¥ Linux, macOS = Unix 1§31t , SFERARFER () TEEF TREETEM,

aws detective start-investigation \

--graph-arn arn:aws:detective:us-

east-1:123456789123:graph:fdac8011456e4e6182facb26dfceaded
--entity-arn arn:aws:iam::123456789123:role/rolename --scope-start-

time 2023-09-27T20:00:00.00Z

--scope-end-time 2023-09-28T22:00:00.00Z

&t A LA1E Detective BV FHIBEEBITHRE

+ Detective Y IAM EAES IAM B R EEEH,

- HERRBEANEFRABLLER.

. FISRERNEER.

- BEEARE@DLN IAMEAER IAM AB,

Detective MI{TERNFAECR , RSELERERES, PEFIERE , FRESERINERAE,
wBEFAERE

BRFEEHRE , Bt Y ERE Detective FEITHFAZE , REELENRE.,
EERBRARERS

BEFERSE
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1. BAAWS BEXEA, AR https://console.aws.amazon.com/detective/ BIRX Detective F

vn L
T Ho

2. HEEBEERT , RERE,

HREBIRF, EAILUREL ID RENRERENHE  HP I SHENFHRER,
- RE . BEAEHERBAEN TRGREEGREMEEB, RBETURBETH. RBWTKK,
- BEM  SEFAEHSIEMEEM. Detective BERBEMBEFE RN EEN,

BEMRREEEHEREHABE-—BERNVAEMITNEERL N, HERTNEEML R RIS
H AR REFEEREECNEBTREANBRELINERML,

HEBREMBERRE. 5. P, BREA (BREUERSIUERHF).

ERABEFNSHEMENRERELETE-IRE , RALEREER AR Detective FTE
ENERERE[E,

- B SRRV SHETERINBEERNFAET. BLERR AWSIRF |, SINERENS
@lo

- R BV AR ESEBEERRIHAERE AHNEENFHAE

%
%ﬂ

o

T % Detective AEHRE

Detective HEHREEIHRTIARNTERITAREREZHHE., ©EZIIH Detective EFRER
SRBNER,

Admin report summary o ()

We observed anomalous behavior for the role from indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1

finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.

HEMARERE ID NREHRS.
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1. BAAWS BEXEA, AR https://console.aws.amazon.com/detective/ BIRX Detective F

vn L
T Ho

2. HEEEBEERT , REARE,
3. HEHEEMKTP , EEFHE D,

Detective 2t EEZMBERBMNERAEELRET. LBEESARERER , HhESHEUT —
FZSEAREENFHAER. ECRFASEARERR , TUREERARBNIRE , XRFAEFAE
o

- BUR, BEMiNRER  BABERLSEHPERANEEK. BiTMEZER (TTP). MITRE ATT&CK £ H
RERE TTP, BURUERARNEEN ATTACK EfEAER,

- REBRCEH IP it : AT5E IP it F1RIR Detective RBBEHRELNBINABRERBRERE.

- FTHRHENER  @AYBIIRFHPEENTRENERE TS, fl, XERIETEREBEEARE
AERREB M E 2 B BIZIE L,

- HERRERERHE  ErEBERLEHHBANZEES. Detective ERBRD MM , AIHER
ERFRERCEANBER X CMEtsEARERLREE,

- HERELR BEBERLEHHEBNERETE., JHEREERINBERRHEANFIETEER
ok

- FHIEUE  AERNIEFBRGRNEANTEME, flin , HIEESRBANNEREZIBHIE
BRIAMNMENE K ZBEVNEBAERIKREANLE.

- TEEAEREEN  ZERIRFERFANEANHEAZEREREN,

- ¥8 ASO : TEEIRENIR S B R8BI £ F AV HT B8 RAEM (ASO). fltn , IEJREFIHIERA ASO
HYFT AR

A B R

AERERNRABRECENEEREBAFTEIZNERER. CRARE  SUUEREBBFEER
cEENBRARER , BENX , Y THRIRLEHZENER.

BU A EFRRERSHETRRUATHFRER,

RESE

EHBERT , ZULEEEERBRENLTDN IPRELL , ETUARBENEZRREESZAR,
Detective R HERFHETHNEETE , Hlm IAM £ ERFIREES BB FAENTRE.
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Detective #FAEMHFEBELR L EHFEANEK, BMMEF (TTP), MITRE ATT&CK ELRARE
B TTP, BERMWEANERERN ATT&CK EfEAERE,

REER
BALMERERESTNER , ¥ AWS BEREESRAREHERETARERZENEETFD. AR

1B (I0C) FHEMEE. REIRETIEERE. RRIVRELBEINARR , AL (EEETEE) &
HEEFDRLLEN.

TEHRAERS

A LA T & JSON &MY Detective
%= |, fflt0 Amazon S3 F1FETEE,

E"E“

EHRE  E—LoMRE , REFRIERENFEFHERT

FERBETERRP TRAERS.

1. BAAWS EEFEAE, RERBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

vn L
T Ho

2. HEEEBEERT , RERE,
3. RBMEERKRPENHRE , RRBETH,

EERBERE FHRAE®RS.

1. BAAWS EEFEA, RERBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective
7E,

2. EEBEHKP  BEERE

3. RBMEERKRPENRE,

4., EHREF/EZEEF , BETH

HEAEHE
E &7 Amazon Detective FERAER , BULUERERERS. CHENAERTIZEERREHR
&=

o

REEBRZRE Detective BEEEER , FeEHFHEUVEHFHAE, Detective BEALHNEHERAETRM 0 X
M REFHIE.
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ERHERGERRTHRAERS.

E"E“

1. BAAWS EEFEA, RERBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

vn L
T Ho

2. HEEBEERT , RERE,
3. RBEEMKRPENHRE , RRREHF,

FERBEEREHEFRERS

1. BAAWS EEFEA, RRBIFE hitps://console.aws.amazon.com/detective/ BIRX Detective

28,
2. HEEBEERT , RERE,
RBEERKRPERHE.

4. EHREREBEET , BEHF

e B PR B R R

Amazon Detective IRt X EREFAETBEN I E, Detective PHFRAEREHLAEHE R, AEEREA
REBIEALEH,

(EARERFHDEUTRE -
X

ERWEEBETREESSRAEEHHTERNEANR K AEEFES/E. AW, ZH o E R
W BHEMNER , I Amazon GuardDuty FZEEE Amazon Inspector BRI 2%,

EDERE UL EECRRR AR IDRESRH EENEREE) ERAGY CERESSRA
BEE), Detective SREREEZEBAS RN ERBREHEIHNERRIZESEERF.

SFHEBEMHITER  SHEET —ERR.
EERE

HEHERERER , oMY EESRAREDNEEARBRRR,
HERTEAEEUTHENEE
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Amazon Detective EREKEE
« BERKNEREEZIAR?
« WERFRNMELE ?
- WEBHNEERE?
EREFEEMSRRNMERER ? Sl , MRRBERENREFHENES , @S mmEH

=
/8
5 ?

Detective R B{L A BB BIFIS NE L ENHAER,
G

RE-SRUNBMEELE , SHELKRE SAEE#MRIEE  LHEREUNRBEREE,

Detective AEREE

)X Detective AEMEEEN R, Hlm , BOEEEH 2 B — B Amazon GuardDuty =% AWS
Security Hub R ETHRE, E , EAUESE VBT IP it EETH.

HEWARRE M IIEEREINEEIRIER |, L GuardDuty R # Detective RIFER RN ER,
ERIRYE3IRIEH GuardDuty

GuardDuty FAZH BFBBREFZEISRABTEN TRES, Detective BRI ERIAEBHEH
BERERER,

Detective E#t ¥ ZREBRIBUMBNRERRFMEF . Detective th R RNERERRFEANE
B8 , fltn IP fzutF0 AWS tRF,

RE  BUURRSRNWERNED , UBRERAEERT AN EDHREAEESIRBEENER,

WEFMEER , 352 the section called “FAELE REE",
AWS Z2MHRFEHENZ ST

AWS Security Hub FE—{VERBZEZRRBHRMUENRTLMBRER , WRHEP AWSZL M4
MREMNLHEBR. Security Hub JHER T RERBEZERUEFAETHERNEME. TUURIEENES
FiE AWSIRE, ERMNIEERETZLUFIENIEE, Detective BIRMHERUNENEAELERE
ER.

Detective ¥ X HAEFL RIEHHBENREL RFMEH. Detective tBHERNEREZBRH[IBFEAMNE
B Gl P Azt AWS IRE,
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ERAEER

WMEFEER
& Detective KR E R FHELHY E 8

Detective 2 FRELAY Detective KR E R HEENEERE | 40 IP tut M AWS A E., BRI AERAEH—
BEAFERE,

, 552/ the section called “FAEE EHBE ",

Detective R BEABRMN —MRFMER , fl IP it HEAEERE. CERMIDELEHNFME

o Hlam
ZZDEE‘I:#:%HEEH y nﬁ/ ﬁ *ﬁ'

Amazon Detective i

Detective A A REERCER. €

lﬁ}

=

g

EES S ERANEAM P sk,

&7 LAE Al Amazon Detective RFE EC2 MITEIBSER AWS EFER, LKA lFAERLAER
R
EBEEXRLE , TEHRT Detective AEMIBRE,
[ [ [ [
[ [ [ [
I'1. Select an entity to I'9  Analyze visualizations and ! 3 Take action '
: investigate : finding details : based on :
| | | investigation |
| | | |
[ [ [ [
I 4 3 I Finding I I
[ Other | Select pivot _ ! details ! !
: service | option : : :
PN | + | |
I I . . I Update I
T wemtiven || assocoted ndings  [T| imvoved ||
I Summary —entity of — I I entity |
I page entity I I I
| interest | Entity | |
: | profile : :
| | | |

N
I Finding Choose an I I Update I
: overview [—involved | Pivot for details about ——| finding :
| \ ) entity | related entities | status |
| | | |
| | + | |
[ [ [ [
I Search I I I
| entity | | |
| | | |
[ [ [ [
TR ENERAENER

HEEFE PR BB GuardDuty , 74Tl A LLURETE Detective ess FRAEMBER. F2Hthe

section called ‘i EMEREHWE"
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BNEREZ  REEHERE Detective PR BERIER.
FR2: oMRERENREL

BEERREEDIE —EARTABRELENREL. TABRBIREAE Detective W AFER
MEMERET,

*E,a%éﬁéa'_\ﬁﬁiféﬁﬁﬁﬁﬁﬁ’\]iﬁ@o SUEALERECROERE  LYHEREHEESFER
ﬁo nﬁ *ﬁ—sgio

ATEMEBERE K BuFEAASRERELIRMHEMN Detective 15/, ZIsFBLR TERNER |
BELERBNWERE  YHRBEREHRBRELSR., 52 RBthe section called “f X EEEIRE
5"

BEZXEEHTSHBHAEERNBEE, SRR REERWEFMENR , LR RAERERE
8, 552 Bthe section called ‘IR ERNVFAEER",

RERRERET , EUUBEEHHERNRAEERRER , LE-SHEMBEENER.
HER 3 EREUEE

RIBRENGER , KEBE B,

o
E_I!mll
ot
2
8

AERRAREGY , AITEXRAEREREF. & Detective , #RAI LL7F4E GuardDuty
§52Blthe section called “#1F GuardDuty B RIEH",

BH , CERFIEEDFERFRFRALHMEBERE, Sl , EUREFEENERNEE,
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28T Amazon Detective #HY E% 15

AERRERERNENBESE TR H AN ETEM. Amazon GuardDuty Ml AWS Z2RIRIER
2 & A Amazon Detective , SAEE AT LUE A Detective KRB E LIS BBV EE) ., GuardDuty

FERE R R Detective ZOEBH TN —Z0 , RFEERTEA. H AWS Security Hub AR FTE HAtb
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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HRAZHER S EERRERNERSRAEHERNSHEEENA,

ik
C

}Hu}
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https://docs.aws.amazon.com/detective/latest/userguide/scope-time-managing.html

Amazon Detective EREEmR
HttEtERERER ABETTRAEENTE. SNEREEREENER K ERZEEERLHVENRAT
DRHHEMZERR , LB TERHAE. SEREEARBIUAFTRERBNAEAEANIEE. WFEF
& , 5520 the section called “F R EREERIES],

MEREEER, REEERAMISZERNERURERETES 2 AIRABRENFHEN , F2HE the
section called “B R X EE R E 2 B &,

WAREEERLEEE

Amazon Detective 124 NS EERREEHIE —EARELER. REBERZE TR — R
EARROBETREEREABEEEINREL,. REEAREATAREENRBLRZFETREEN
B, tfIEURREMFEEFAREMERERENER,

BEREEERBEEEBDIMAKRIATHRERREMAEHN S ERENER. LERBENERAHY
RELEEEDREAREEBRENGER.

B &

- REEERAR

« REEERDRERE
- REREERARBEEES —FI2
- REREEERBEES —BRREE
- ERERERLREFBFAET

oy

a

AR EREERAE
REREREATAEENRBLRERTRERNEN.
REEER CNWERER
RERMEARE R EGU TR R,

HARE R DU

FHEREERNEBNSHRE SHENEREEREFHERNSTEREH.

ik
EFERPIENEFEL EEBITF. B8, BENEYAH

o

MR EEERILE S BB 58



Amazon Detective

ERAEER

DU

ERE R EHE
Role details info
AWS role
Created by

Role description

REBEBR

EBE-BREEAN—REE

BrERE-

Principal ID AWS account

Created date Last observed
- 09/20/2022 16:46 UTC

ERHLSXERNERARR,
BREERRNERRHE,

HEREREM T ERETEEREATANERRR.

.£§ AWS role Info

Overall API call volume nfo

Scope time info

| 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall volume of API calls issued by this resource around the scope time.

(e ] or |

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

" I | | N i1 |
Huil=llinnliloal Al a0l aull ol nl ol .ul.0

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . . . . . . . .

200
‘””I I I I I I I I
o | | |

LA R 7E Detective

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429
Baseline: 212

To see more details, choose a time interval ba

& time: 09/19/2022 18:00 - 09/20/2022 18:00

To see more details, choose a time interval bar or | display details for scope time

RERER - RENS I HEER M

o KEFEIHEY API FEOY
- EANEL VPC E

REEERART

59



Amazon Detective EREER

HARE R EE DU
RED AR EDHE BrEENEDREE  KEBEESE.

&R EC2 BTHEEMNREE LEFRBRENRERER, &%
EREERERESEEEREEEBNERiR O/ VPC REHRR
EREEMRA EC2 HITEBRNFIIRE,

Average VPC volume for common ports -4

Linear

WTTPS (445}

Hypertext Transfer Protecol over S5L/TLS (443)

REBEREARBIED EHERE  EFERERBHEENTRERENEEFERE
%O

fltn , REFENBIRERN API I, B EHEAENE
B ?

Newly observed AP ealls

ot

”"|||||||||||||||||||||||||||||||||||i|||ii

MRTABRFENDERIEEN , MIREEERSETELNA
B, ETABRERELMBHNERNE K RAREBRIAS. W
FIFRERWEFMERN , 5528 the section called “HFT1TBE XK
FIFRE R,
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HARE R EE DU

SHERENEZSENEE EXEDEREC , REEERETUEREERENEEEE
B EED,

plan , EAE RSB E R HBUEE API I, MRE—
UEREEERARABLZXAERFY , ATREREREEH
FiRo

METABERFEMDERIFES , AIFREEERESERENA
B, ETABREBELMBHERR  REBEBRAS. W
FIRERWEEMER , 552 B the section called “HT1T B EFRH
S EREARE”,

REEERGBL AR

REEERABRATURAUTER 22—

HENLEH #ir
REY EEENEECERER - AREY,

HERRNERETERRERE RBEHHEREA.

Role details o

09/20/2022 16:46 UTC

REY A ARG EAERNEE RN ER,

REEERART 61
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ERAEER

RELEE

SIEES

sk
REENERT  NRELE-EROBAT  UTAHEEL
REH.

ERRREENEESRUBE

Observed IP address assignments based on VPC Flow

These IP addresses were assigned to this EC2 instance and also had traffic with the instance

Q Filter by IP CIDR 1
IP address v First observed v Last observed

10.101.0.119 04/27/2021 15:19 UTC 09/20/2022 17:45 UTC

BE LR, BRENZEEREER R

UL EFEASEEm LB RNEEHE, B2 Bthe section
called “5% E B E R R FELE”,

MREHRTWEAEENELN , RETUHEEHRER,
RE#SHRB SR RERSEBRNERE,

Scope time info
Aus rele nfo | 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

AR R R
il il il enl Al eal 0l aulln
§ = M (M =N . ..

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B Successful calls: 429

To see more details, choose a time interval bar or display details for scope time

HEHERABETNENEERE  YESHERB MR
HEAEERE, AERELAEEREANERRERNS.

REERTEERERERRL , R RZKEEBRNERE
=

REEERART



Amazon Detective EREER

HEER DU

ERERER TIRERERRGES TERKRNEBE,

Newly observed user agents info
his resource used the following user agents

HBLLERKRELR,
BRI LR, BRENZEREREER R

UL EFERSEEmLBERNEEHE, B2 Mthe section
called “ERX E R HE R R IFERE "o

K&, BALERE 5, LETRZIFENSEHRE.
RIkE RIFESRBIFARRE,
RIZER , BALRERGK , LETHEBEBNEEEH,

Average VPC volume for common ports -4

Hypertext Transfer Protecol over S5L/TLS (443)
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Amazon Detective

RELEE

B EBER

DU
IRy BEERERMNMRECABRBEMER ABERERNIBE,
EANMNESEEEEREBEVEFMEANERRZE,

ewly observed geolacations

AR ERESANEERE | Detective B EENREE

MBRAR— /DR

IR TIEE -

REEERAR LHHAEESEE
RERNARE

WA E

UG HERES
TFRARENEMEREEZE N TBRENIER.

AT 2R FRLENE, RAENSERBLHEERBNRE. F2Bthe section

LS

EEER
called “BIREE R,

HEBNENMNBRA
Detective 25T EREEMNKEANBAEAA —/NEE,

Detective $H¥f API R SRR TEE
H 2021 £ 7 A 14 Bi£ , Detective 18T X EIT API IR, BE Detective B~ APl /5
EE  cHEBERHEBHERE. £8R API HIEBEANREEER L , I —2KREEoHE,
64

#t ¥ Detective EZ B2 BIHEHVER , RBB B 5 /AR

REEERART
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#2021 7 A 14 BE% , sStERFNAR , BB AP FUEREEERNZBFAETSTE
FREBHFWAER AKID, $H¥IRF | Detective EBERBHFIZ T8 (FAEHAE®) A

. $H¥AB |, Detective BT A TR, #¥ Detective £ 2021 F£7 A 14 HZ
BRI ER , BAIFEIARANER,

SR AP ENLEEMNEERER , HEBHNEENMeR AE R ERBEWERE, RAETR
R 2021 £7 A 14 B , Y 1E Detective P2 EIBE HEE R,

AX IE A TH AR B fm 41 5 7E

ft Detective T2 AT , AR ERIFRERH LREENRRENEBAGCHNE TN,
RERBRRE

HHAYSERRATRERENRNFERER , EUURERESERER BT IH,
RESERE LB BN REHRE,

1. BIE https://console.aws.amazon.com/detective/ BIEX Amazon Detective 1A
2. 7t Detective EBEERMNRET , BEREFRE.

3. ERHFBREEREHMNERRRET , B—THE.

4., EEEZESEEELBETHNERRII.

5 EERE.

BHER BB

SHERERER , BULRERERE Detective FE1E IAM E£AEHR IAM S EHFIEKEBEKRE
B} R B R fm I AR E o

® Note

FEBLEAREIRETSEMRZEME AWS RF.

RERBBENREHRE.

1. HIfE https://console.aws.amazon.com/detective/ BIEX Amazon Detective 1A,
2. 7t Detective EBEERNRET , BEREFRE.
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https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective EREER

3. ERFRERANKEBLERERET  BALSEMARBBLCHRIET.
4. BEBERER  BEBREARES UTC, B—THRENZELNEHRE,

il -
Example
UTC -2022 £ 9 A 20 H 16:39 UTC

b - 2022 £ 9 A 20 A L4 9:39 (UTC-07:00)
5. EERF

REREREERHEEES —E#a

¥ EC2 1TEER. IAM EAEM IAM £ | BN EERFAEAREEAREEEHREN TIZ
B, TRARUNEATUREHBERETANE A

£ EC2 BITHEEFMEARERERL , EC2 HITEBRRE LT ERE Amazon EC2 125,
EEAEFMEAREEERL  FRESBIERLE IAM T4,
EAGHBEAREEERL  AGEBEERZE IAM T2E4,

REEEOREEES —ERTE

EREREREETEAERNEIFE K HEERXERNREENER, FIIBERIEHE EC2 #1THE
B  Amazon EC2 1 IAM A&, IAM EHERN IAM BEEZEENER. F2RBthe section called
“SHEZHMIEESR,

Blan , R IP #huEEDR | SO eSS E IP it FERRER, Mk —K , BRI EEREEEHM
BATHBETRAE,

ERREEER L RREBFHER
EREHY  LTREEE - SHERRNTHER,
EUTRERERL , CTUNBEREDREEANEE :

- R APIFULE K £AFAEEAREE LWREEERERA
- BRI ENVE

HEZHMEES 66



Amazon Detective (RS
- VPC ERRE

- SHYHEE— P iU HBEBNRAERER , ERTHEER IP ks VPC RE

- BERFHEA

- BEHN VPC RE

« Kubernetes 288 API SE &

EEFHMAEATEEZUTHENEE

o £ T WL IP Hbutk ?

o ¥ IP I RAEIE ?

o B8 IP HutEST 7 HRLE API RO | LUK At {FT:3E 8 L AR A HE AT R ALY 2
- ERAWMLTFRAFISWEGIT (AKID) AR ?

- EAMLERARFEWL ?

o FULRE ? BRI K BURE ?

- BE P it EAREHZ D VPC RIZAFER?

- IBERE. BB Pod KL R ERRAER PREE 2

IE

- B AP HUEREBFEMER

- WIBNVERNEBFMER

- B8 VPC RENEBFEED

- WKk EKS BEMWER Kubernetes API SEE

IS AP W 2R EEIFFHER
B AP RUBHNEBFEET  BREAERHEEAN AP LR,
ZEMIE-RUMRNEDHEER  FEER DREREBRE.

LERTENEERBNEDHEEN  FREETEERENFEER,

EEE , BH2021 %7 A 14 B2 |, Detective BAREFEIE R AP| FIlMREEH. ZAHEE
EERNEES LR AER, SHEZAP 2o BENTEH , REBBARMNRE,

X3
wit
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EBFEETANAR (EAE. AR, IkRF. ABIFERR. EC2 H1TERM S3 #EFiTE)

¥ IAM FAE, IAM A6, RE, ABIT/ERER, EC2 HI/THEEM S3 REFE  FHHMAENS
ELLTER

- BEERSSRMEMERBEERE LN AP FUBENEEER,
$t¥ S3 RfFRTRE , B RMRY S3 EIFArREITH API FFL,

AP| IS E MM RRBEIT O/, $Y S3 REER , RFKKA Amazon S3, TR
Detective &K 2 8 H PR BRES , RIS IERABHE T

- SHEBEEE  FBHFAEAMSERADMKERAFULRH, BEIN P it ERSE RS E
P it &,

- BEEEHETHUSHAL, FRFREASHERFBIEAERAC, FRFREASHER
eRAETERR. (HHEERENSECTERER  EBFAEFA SRR FIERBT (AKID),

EEE 2021 F7 A 14 BiE , $#HHIRFRER | TRHHMEFSERFERAESAR® , M3k
AKID, $#H¥AGRER  FTHFMETEBTACIERE , M3 AKID, $H¥7E 2021 £7 A 14
BB R4 ES , FUEEIAKRIER.

SEBFMAEATEUTER

BEZFR P bt
MBRERBAREE AP UK IP #tFE,

IERLURBAEE IP i |, SUBERHUERX IP a3 WAy API FFLSEE . API FFIY SR AL SR BR %S
EITo . ¥ S3 RFTR , IRFHBK A Amazon S3, HNR Detective % ET 2 2% 1 FF LAY AR
%, AW UESERMBRE T,

R BULIERESME AP I | DERKREX IP it e EEE, BBERERME , FuE
ARERFERAE. A, AGITERET AKID,

BIEEBFMERA 68
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

KRS 2 W APl 53%

RBERERHA API FIEE, API FIERBHFIUNRFEoE. ¥ S3 MR , RS
# % Amazon S3, R Detective A K B 8 HIF U R , AIZFUESIIERABHE T

ERI AR FESE APl 737& , BUBERIEFP R HIFILAY IP st /FEE,

A&, LA LURFSE IP it , ABRIERX IP #biik 3% 5% API FFI4EY AKID 5 E,

Q

Successful calls »

ERFFEEER D
RBRFARE N API IR ERE, A6, ABITHERESAKID HEE,
B RFAFENUE | SUERFIER P it H AP FFIUEEE,

A&, BU LI RREME P it | DB R ER IP it 2 HA API FEILEEE, APl FEAY &K
BHMNIMRE 2 H, &% S3 RFETE |, REHBEK A Amazon S3, R Detective LK B E 3
HFE YRR TS |, RIRZPE I B R ANRE T

BERE AN 69
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edie

sssssssssssssss

TEBFHEEANARS (IP k)
S IP iyt | SEBFFMHERAETESUTER -

- BESEENSREEMESBEERZE LA AP FIENMEBEF. AP RIS 43 P Ir R
7 #8. MR Detective A K 23 H AR BRES , RIS ERIBE T,

- SHEERE | FRFEEABSET RN KRR E,
EEFHMEFACSUTER
ER

HHBURTE P ik B H API FIURYEIRBE,

HESEER , FEQREREHE. BEHNAWS KR,

BULRASMEER , LERERR IP ik 3 KAy API FEULSE ., API FEAL &4 8% H I A4 9 AR %5
7 #8. MR Detective A K23 H AR BRES , RIS ERTBIE T,

BERE AN 70



Amazon Detective EREER

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource v

waf.regional

MKIRFE 0 FEH API 153%

RYBRCELA AP FULEE, AP WP S4E IR RIS 248, MR Detective FEHEE
BHHFUNRE , AIZFUSIIERABE T

R LURBAEE API PO | DURERFTEIE AHE IP #uk 3 ey API FFAUBYEIRIBE.,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ki

APl mathed v

BB EEA
A DMRIERERM R B E A

EREAS—WUEFR , RRASHFERBE. BIRRBINFERKIZA API IR ETEETT
o

EREDFHEEA
B AEREERE  REFTRNEDFAEAPARTINBETFEIED A E,

AR E DA, -



Amazon Detective EREER

EBERL SRS — R EMAESFREE,

& ERTEERRG

1. EEEERGFHR,
2. Bt  EEZARBGENAR.

3. REANEHENE. R4 ZESSE, N, BE4K APl 53EETEHRE | INREF
EMIEA Instance , AIFEREEHBBARNETEHEE Instance BWEM API B1E, FTIA

ListInstanceAssociations #l UpdateInstanceInformation WM& HEPITHL,
SRR, API 3ER IP it | B LU EE SRR ERRERIES

SHEHER APl 738 | BREARRBEEEN FFE , HlI0 List, Create = Delete, E1E
APl Fi=BBELUREERIRE,

$H¥ CIDR = |, B LURBEI S A IP ik, FAF IP it iS5 45E CIDR EX A IP #h
ko

4. MREBHZEEREMS , FEETMERBRRRELEEHEHRFRERE X,

Q,
APl method: List and a Service: "config" | Clear filter |
and
Resource w or
and not
» rRole AWS role

or not
» —

5. HEBKREERN K FEELLAN xBR.
6. BEBRFBERGM A FEEBREERNT,

EHUEBFFAEFNREEE

ELBXEREHFEEAR  KEEEREERESENNSFEER, S USEERFMERANK
BEE.

AR ERRFHEETANSEHE

1. BERE.
2. HEREREHEL  BEEEANRKBMNERERE,
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Amazon Detective EREEmR
EERRBEEREARTRENFEREERE , FEEREAERIEEFE.
3. HEEFEWKEEHE,

EBFRETNREEEEERERERER ERAETR.

Successful calls 35 f sopee timet Call v (2. 30% less thae typical sctiviny)

Scope: 67108, 15 3 ) 150
e 4 i
Failed calls 565% of scope ol [5.36% mors than tysical activity)

_m= e B . N . [] =[Nl

] | JERm

Showing activity: 07/06/2021, 00:00 UTC - 07/08/2021, 04:00 UTC di

/

EHRE AR

Amazon Detective B2 Amazon Security Lake 55 , 1B EIRE & I LAE# M HEEN Security Lake fFERY
Rz BEEER. MEBLESHWFMERN , 528 B Amazon Security Lake &,

ERALES , LA LLE Security Lake JREZER LT RIFKEMEH B FNSB4H,

« AWS CloudTrail 2 E4
» Amazon Virtual Private Cloud (Amazon VPC) 2 B &

® Note

£ Detective AEHRHRER BFEBBINNE ., BFE Amazon Athena FTE ARV EH M AWS AR
HEEREAMRRLMERIEL,

HEEHRBAR
1. BEETHERENFEES.

BO A ERRRERRR B
ERBBFEEERRS |, B LURIRIEB R Security Lake EHE RN BRFNEH, NEH
BRBEH HFNFMAER , BRI Amazon Athena R EERIVE K,

WO U EEHRKAFERKRPEUEESRE R, £ Amazon Athena PEFRFRRUR TEHERAE
RO PRE (.csv) FRERE,

w
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WRIETE Detective PEF Rt , BEERREEEMER , EFNRRATRREK.

- R HFEBER &1L Detective FERATA , RE T 7E Security Lake HFEFRFTETR. mHEEBH.
- Security Lake AIRE R TR B, MREZFFTRANEME , BIRT Security Lake 4> Hi%. FHEE
#9 Security Lake B S Bi#& LA AR IR R RE,

w IRV B RV R BRI ERA

MBRINBEVEETHFAEARR T EHERBABENERHN API U, APl FUFHR
RV ERHNAAERWY, EATRAEAREERUREEERNVFU, & S3 fMEiTE , FEY
¥ S3 REFATEREITHY API LY,

Detective £ MaxMind GeolP BiBEEREFRMMLE. MaxMind H#REREMHERBIR/MER IP 3H
HEREZME , EEER/GEEEREHBEBENERMIIEES. NEHBENR MaxMind , F2H
MaxMind IP #h BB, MREFZ AT GeolP BIFEFIEHE , ATLUEIB " EFRK GeolP2 EiFE, [@
Maxmind 123X EMaxMind IEFEXR.

API| FFIU 3 B IF LA BRIE D4, &% S3 TR |, IRIFHE A Amazon S3, IR Detective 3%
YIEE R HFUARE , AIXFEUSIERAMBET.

BERNEEFEES  FRTUTHP —RBHE

- BB E  ER-EREVE,
- BEED , EFMEVENFRER,

EBFAEAERAHENERE, FEEEHEVERE K FREELDEMEER.

AR, B 2021 %7 A 14 B , Detective FRREFIE T AP RIUWRFEER, StHEXRAH
BIRERNED , REEBARARKE,

SEEBRAFEER
SEERFSSRAGERBNLLEVERHNAE AP R HEBEEA,
SHEEME 1P ik, EIRM AP 5% | FESEREIINKKAEY AP FALRE,
SEBFHMEATSUTER .
HERIM IP it

R AR MR B E R AP FEILE IP it FE,

BERE AN 74
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https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction

Amazon Detective EREER

AR FESME IP bt , BRI IP it B API FIUNEIR, FESRREREHE. BEE
EXBID, FRBEREBERB L,

RE  BULRBESEER , LERZERNZ P thut 2 HANESE AP LY, AP| FEI}E4kEsH
MUK RS o #H. $H% S3 REFETE | RIEHBK A Amazon S3, MR Detective 3%} i 2 2% H ¥
ey pR%E |, RIS SIFERANBE T,

Successhl calls v

Resource

R ER RN BV ERE API FIUNEREE, FESETEREE, EEFX8ID, H
HERERRFRERRE L. #HEESEER , ERER USSR TAER AWS IRF,

AL RFAESEEAERA®  LERZERZHN AP FFIEE, API RS {4k 2% H Rl A9 R3S
D4R, &H¥ S3 REFEE PRI A Amazon S3. 1R Detective EEY B 2 8 H LA ARFE |
RIZZ L& 5 1E R ANRIE T o

K&, BULRFESE AP U | BIERERSEE AP LR R IP #uk B E.

Ashburn, US from 05/14/2021 - 06/28/2021
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R B EER

SR SR RE EMBE R B FF A E

ERERAS—WUEFR , RRASHFERBE. BIRRBINFERKIZA API IR ETEUETT
BFo

EEREDFHMEEA

B LAEREERE  RE TR EDHEEAPRINBEFEIEBH A E.
EMBERL SRS — R EMAESFREE,

B B ER RS

1. EEEERGFHR,

2. Bt  BEEZARGENAR.

3. REANEHENE. R4 ZESSE, i, BE4K APl 5EETEHRE | INREF
EMIEA Instance , AIFEREEHBBARNETEHEE Instance WEM API B1E, FTIA

ListInstanceAssociations 1 UpdateInstanceInformation WM& HEPITHL,
S RIEBTE, APl F3ER IP it | B LB EE SRR ERNERERIES

SHEHERA APl 738 | BHREARRBEEEN FFE , flI0 List, Create = Delete, &E1HE
APl Fi=BBELURERRIRE,

¥ CIDRER , B LLBEBESS A IP ik, FAF IP #itHEF 84S E CIDR ERXA IP th
i.IJ:O
4, MRBEZEERFMY  HEEAMERBERZEHEEZERGHNERS R,

Q

IP address: PUBLIC and & APl method: Create X Clear filter

IP address ¥

5. HEBKREERNG  FRELLANxET.
6. EERBRAAEBERRGE , FERBREBRRMSE,
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EE VPC RENTEIFHEER

$H¥ EC2 #1T{EEE , 8 VPC REMN EHFMEFFHERMEREEHEERN EC2 ITEEF IP it
ZENEE,

£H¥ Kubernetes Pod , 288 VPC RESEHFEE M IP #hit | B’ Kubernetes Pod 18Ik Z IP it
WA HHEE R THHE, EE—1BNT (hostNetwork:true) , Kubernetes Pod Y IP bk F JEME —
Modt, FEHERT  BREEREESEEZEMREBERHNEM Pod WRE , LRFEE Pod HWETE,

St Pyt | B8 VPC REREDFMEFASET IP it EC2 HITEREMEREHEEANE
B,

HEENE-RKERRNEBFEES  FEEXR LEEREER,
BEEFRRNEE R FEEA.

I]I‘H

HEFENESEERENEBFREN
EBARFHEER
R e BR A P i B ) B ) R Y DB Do

$H¥ EC2 1TMER , FRFMEEFATE P ik, AEERR, RmERER, B E M7 @8 =8
—HHEMNEE,

$H 1P it | CEENFFMEA TS EC2 HITERE, AMERR, RmERER, BHHEM 7 @8 =18
—HHEMNEE,

BEEEHFSEREARE., EAREBURENEREACEZHIERE, EAEERRERL , I8
NEIEL P it EFEE B a A ERE RMEE.

uuuuuuuuuu

B R BN AR
ST MR IBE R R PR R B E B A E S
BIFFER  BBFAMET S EMERETF , RARKEAREIHF.
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ERAEER

BB EA

EFEEIARERE , SR T EEGETEIFFMAENR -
« P i3t s} EC2 #1T1EIRE

o AREHIREREE

* Direction

- BAWE

- BREBHIEZIIER

B BN B RE R RS

1. BEEREG R,
2. eEts  EREEARBGENAR.
3. RHUANEENE. BRREFXESSE.

BEM P thubETENE | BRI EESRERNEEE R

$H¥ CIDR#ER |, LA LLBIBESES A IP ik, FAHE IP it HFSISE CIDRERH IP #b

ik,

4. MREBEZEESRGEMG , FEEHMERBERRE L EHERFRERE X,

Q

Protocol: TCP X and & | Directionality: Outbound > Clear filter

and

Remote Inbound Cutbound

IP addr O Local port + :
P port v traffic traffic

and not
4444 596 B 9.43 kE

5. HEBKREERNE K FRELLAN xETR.
6. EHEERBRAAERRGE  FERBREBRRE,

BHCEBFFHEFNREEE

ELARBETEDFAEAR K SHEEREERENNENNKEBR. SIUSEREE

Faﬂﬁo
EEEFEEDFMEANKESEE
1. BERE.

A EF Y

BERE AN
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ERAEER

2. HERERESHEL  BEEFEANRBNGERERE,

FERBEHAEREAREENAREERR ,
3. EEEMESEE,

EBFRETINREEEEERERERER ERAETR.

.........

Seope: 0111

- i \h_ |
EENNNENEEENNEERREEENEERS | | NENENEEEEEEEEEEEN.

BRFTIESINRE
ERER BEBNERSIE  UEEER EERLEE RS FERRE 2R
HEBREENEZEERNERS , ABEZIRAR, SHESESEMNERS

LRRAR—RER,

Cutbound traffic

Be |

BEIRMMEEBNRE  SULARHERERE, FEETIRRERRE

nnnnnnnnnnnnn

Acerpt )

IR ERTEREERE,

LER o

=
REE

EEARBHEX

BERE AN
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HR EKS &5/ VPC K&

Detective AT LA & Amazon Virtual Private Cloud (Amazon VPC) RIZ BFIRMUTRE , kEAFKRA
i Amazon Elastic Kubernetes Service (Amazon EKS) #EMRE. & ¥ Kubernetes IR , VPC it
EHFNAREUAR EKS EEHPHENAR[BEAE (CNI),

EFATEERMHAER EKS B2 E S H Amazon VPC CNI AR, IFEFMEE , 528 (Amazon
EKS A &) FHEE VPC CNI, Amazon VPC CNI SRR & H Pod B9 IP 11k E3% R 657
E, WiERIER IP thu BFAEN P thit IEITHIBE . Detective T SUREER A ZB 57 £ 30 48 H BB
Z|IEFEM Pod , BEZENASRERTHREE.

WMRIEFHE Detective BESTET Pod KIS 5D %EEWEE‘{* , e U SNER SRR AR B b HE BEFE (SNAT). X
F SNAT ERREIMERF . WFEFMEF , F28 (Amazon EKS A EER) PRIEAR Pod B
SNAT,

MREBFERATER CNI A #ME | Detective $H¥EH hostNetwork:true B Pod ERRATRE., &
$ k¥ Pod , VPC RREERSEREA Pod IP 1t IFIEFRE., EEREATEHNENREUREA
B A hostNetwork:true {HREZ B1 % E{E A Pod Wi E.

Detective 88t ¥ LA T EKS & &E4HRE |, £ EKS Pod B VPC RZE R &

|«H|m

-_I__
- £E87% Amazon VPC CNI ABMEXNEED , TAEEERN VPC AEEREMN Pod (BEFHHRE
hostNetwork:false),

« £EFA Amazon VPC CNI S #ERXFAEAE AWS_VPC_K8S_CNI_EXTERNALSNAT=true RyZEEF |
EIEEE VPC AEEXRER Pod (B%F hostNetwork:false)s

- EAIEEHERE hostNetwork:true B Pod., RESHMAEZERE EFHERE
hostNetwork:true 2 Eftt Pod R ERETE —iE,

Detective &7 VPC REEERFPERATEENRE -
« £EH Amazon VPC CNI #\3#E, F4HAE AWS_VPC_K8S_CNI_EXTERNALSNAT=false WY& £
B, FAEEE VPC ATEIEREMN Pod (EF#HRE hostNetwork: false),

o EEFZHY Kubernetes 8 Amazon VPC CNI A ERNEER , FMEFHEEE
hostNetwork:false #J Pod.

- BEREEZMHEHRFTENS —E Pod KES Pod.
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Amazon Detective EREER

FATRHE A Amazon VPC 8 VPC HRiERE

Detective AIEURAZEEF H A VPC B Amazon Virtual Private Cloud (Amazon VPC) Flow Logs :

« W18 Detective REWRF#EE LA Amazon VPC , T BiE B H 3k Detective tREFEA A VPC
Bl Detective 2EER R B VPC WATERE , Y AY VPC ANFTERERERERBRE,

- MREHHEA Amazon VPC RE Amazon EC2 #{T{EEE , M A VPC #E& T2 Detective
& , Al Detective TR ER B VPC WEMFRE. MREEERR VPC AN RERRE , AIXLER
Amazon VPC #%E & 18 A& Detective BIFEHR &,

WK EKS BEHER Kubernetes API JEE)

W EKS #EHEER Kubernetes AP SEBIRYEBIGFAIEEA | B8 /R PIEE i ) &3 B P9 B3 Ih 1 5k BN
Kubernetes AP| FEIL X &,

HEENE-RERRNEBFEES  FEEXR LEEREER,
HZRTENHEERENEDFEES  FEERTEERENFAES.
EBFMEFANAR (BLR. Pod. EAE. SENASITHFER)
HYEE. Pod. £AE, AEHAGITHERER  FBFHEATSUTER
- BEERNSRMEMERBEERE LN AP FUERNEEER,
SHHRE , API FUUBEEREAL.
#¥ Pod , APl FI4E LA Pod & B %o

HEFERE, ACNARIERE , APIFIUEHRRAZXMEAE. AEIACTEREN
Kubernetes E & & 4,

- SHYBEEE | FBFHMEEASE TR, KR RERBNZLAFILRE,

- EFEHE IP bk, Kubernetes FEILER, SWIFENER , LURETHUNEER (RBIERSSE
A#E), WEBHFMERAD , BULHEES IP ik, FRNZTZEERNRER,

EBHMEATEUATESR !

Subject

HEER ARETT API FFIUE BRISHR B M E A EFE
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BRLURBARERBIRFNERE , LWBERIRFREAERE IP it AP FFIEEE,

A&, B LIRESE P it | LERXIEFIFEA B IP i #1TH Kubernetes API I
Yy,

BB Kubernetes API FENY | & requestURI LAF&AI B 5T BV EIE,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

IP address Kubernetes API call

a 1 2 3 >

Subject = Success ¥ Failure ¥ Unauthorized % Forbidden %=

IP Address (IP t1it)
I RAE P ik ST API FEILEYBE,
EBH L ERESEMN | ERETEWY Kubernetes 88 (RERFFMERE) BE,
A&, BULSESEERRAIEERFER B TR HAY API FFIUPEEFE,

BB API FEIUSER | 2 F requestURI BB B 5 VB,
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Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

Subject F 1 Kubernetes API call

IF address % Success w Failure ¥ Unauthorized ¥  Forbidden # Location =

L Coyi _"" _..-"'I_.\

Kubernetes API AL
# 15 FE R Kubernetes AP REILEERB EE,
BRI L R RS AP BhFA LU REE X EVEM BB requestURI,

A& |, B LURBASE requestURI , AEF# T APl HIUE Kubernetes 58 (BRIEIR S FE A
#)o

EREBUAETZHRARELT API FFILEY 1P,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Ea

Observed IP addresses

R BEEE
SR MR R EMBE R B FF A E

%II

ERERE—WMUSEFR  REASHFRERE. BIRRAIRBERKIZMRID AP FFILHETBUETT
HEFFo
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EEREDFHMEEA
B ERAEERE  RE TR EDFEEAPRTINBEFEIEBHHE.,
EFFEREL  BUUERE—MuhNEAEEREE,

BEHUEBFFMEFR KB EE

ELARBETEDFAENR K SHEEREERENENNRERBR. SUUSEEBFEEANK

BEE.
AR EREFHEETAN A HE

1. BERE
2. HiRBREHEL  BEZCEANRBNERIERE,

FERFEHAEREAREENERAERE , FERREAAREERRE.
3. ERENEESEE,

/EEJJ#%IHEEM’JH#Fﬂiﬁlﬁﬁ'“*ﬁﬁﬂili%t}i EIE'E/T\

Scope: 07708, 150

nmmmnmnlmm 77777

iilmmmillﬁl [T i
EREHEEAREREERES
BEREEERES S ERACETASNI MHBEREIBR L RN S ERENER,

AHEEREEERREENES THBERIER,
REEERESILHERESNE—9FHE, AESIRETHR EBEFHNENNETERS.
ERRETHRNESFHMES , FRERSETREESEN, LETESISERAEETET.

| TR A T EENERR -

BERE AN
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- HARRBEE
o AR R D AR (B AR B RS
- REBEREBNREIR

EEEEFERAEENAEEREE
FEEEEEFTERERTED Amazon Detective FHIFAERZREE S UMERAUTHE —@Ei®E,

« #% Amazon GuardDuty =& AWS Security Hub , A LA GuardDuty 23R & o) 1B FERY Detective &
BKEXR,
« BALEARBAER RRNEBERN Detective URL , WEREEFE AN EE A,

WE 4R 2 B B8 SR EHE Tt Amazon GuardDuty =& #H 88 AWS Security Hub
# Amazon x GuardDuty ##& , BTN EEFHZXREEHENERNEREER,

B E] LA GuardDuty 1 AWS Security Hub A EEZRREE S, EtHEMRTHBEBENE
RRERER.

BEAEERELRBERRF, BUUIREREA Detective REFFMNERTHIRAERELS R, A
%, BULKHAEERYFARY  WE-SRRUYETEERLE,

w{a#5E £ Amazon Detective &

FEELETHMNAE GuardDuty 23 1EH, GuardDuty b ARG RIEEETERN TR ERESER
B,

#£ GuardDuty XA F [Detective]

1. BELTERE GuardDuty £ A&, https://console.aws.amazon.com/guardduty/
2. WBLE , FEEASEERPEEREER.
3. 1 " GuardDuty #3RMWIER, HEE L , BEEHIRER,

HERRANENERER N ERAERERBENGA,
4. RAEERFMERABHET , EEE Detective FHE,

GuardDuty BERETE Detective FREMN A HEEHBE,

ERCESERRNEEIRERREE 85


https://console.aws.amazon.com/guardduty/

Amazon Detective EREEmR
WEETEHEER , 0 IP tiuts EC2 MTEBURAERER,
5. BEERIAEER.

Detective TR AGEMEBTHM. TEAENERIABEFERFEEBRR.

MRS R BUA Detective , BlF 2 A ZFRURM Detective BB EBEEMH, BuLATENEER
A Detective,

& Security Hub £ & ##E £ Detective

1. FBELATFERIR AWS Security Hub 34, https://console.aws.amazon.com/securityhub/
MELE  FEEASEERTEERELR.

£ TEIM Security Hub, EE L , 1832 —{E3% GuardDuty BIEH,

EFHMERABIED | BIEE Detective PRAE , AR BEFHERF R,

w0 N

ELBREURERERETHER , Detective TREAGEFERPERM. TRASHRALBRIRAE
EREE

Detective T2 & —ZESRBMERERLRRRNESE , EEEERRESETHE. NFRAERR
RENFMER , F2H (AWS Security Hub EAEER) FHNEREEEFAEER

W R R BUH Detective , BlF 1R A 2B Detective X FEEH., &7 LAE L ELA Detective,

¥R EHITEE B PERE,

EEMRHME  SYEAFSUTHE

. IBHRFE SAR Detective B ERFHENRENEEEIRE,
- BERIBREFAR  IBTFLEEESRFHITABRNFZIE,

NMEFAZREESIRF2EZNFMENR , F2EEZEE Amazon GuardDuty 1 —2 AWS Security
Hub,

MRMEFRER , FREUTRR,

- HERRRETBRITABRPERANKEIIRS ? MRBBIRS RUKERFHN S DBEFMAITS
Bx , ATABRTEESXIRFNER,

REMTEEHE 86
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Amazon Detective EREER
MREZBHERFTEZERE , ATRAEBRTSTEXRRFNER,

- AEFRESEHEF ? Detective BERFIFENRAERE R GuardDuty.

- 1f Detective BB ERHENZETABRZH , ZRAERREEEHIM ? WR Detective FIEENE
RPEREER , ATRERTSTELFAETRRENES,

- HEERRERBEREE ? SETABERSBHH —EER., TAEBRTISREHMEHNE
o

BB URL EEZHRREENAEFRES

HREEFERFERENIE Amazon Detective FIBERFERBE , S UAFEARHERERDN
URL. URL AIBRIAERHRNER, CHUUEERERERE LEANEERRE, Detective AIfRTFR
E-FHELEHER

RERE URL B

@® Note
MREFEAER URL #&x , Detective BB EFE M EH URL, BIR URL 14 :

https://console.aws.amazon.com/detective/home?
region=Region#typelnamespacelinstanceID?parameters

ARERE URL URTARERIT ¢

- $r¥ER : https://console.aws.amazon.com/detective/home?
region=Region#entities/namespacelinstanceID?parameters

- SHHAEHE R : https://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters

URL FEETE.

##
EHREERNESE,

type
LESHERERNEBFE,

%8B URL & 57
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ERAEER

- entities : RNEEHERBEEZERIETERE
« findings : RREEERE

HHRH

HIII«‘III Hl:l
IﬂH
i
18
]
L

HHEER K aaTZHAREREENER.
* AwsAccount

* AwsRole

* AwsRoleSession

* AwsUser
 Ec2Instance

* FederatedUser

* IpAddress

* S3Bucket

¢ UserAgent

* FindingGroup

* KubernetesSubject
* ContainerPod

* ContainerCluster
* ContainerImage

instancelID

WEERIERNBITEREBIR.

o $H¥8 GuardDuty JRIEH , & GuardDuty %18 B # B ¥,

- B AWS RF |, BIARIRF ID,

- ERAWS AENFEAE , IAACHERAEN IS EERFIE.
- ERAMEESERE  AAMESESERENTRID, TR ID A

<identityProvider>:<username>
<identityProvider>:<audience>:<username>,

o &H¥IP bt |, AIA IP Hbhl,
- SFEFERERERER  MACEHEREEXEE,
- $H¥ EC2 #1TERR , BIAHIITERE ID,

%8B URL &

88
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- HHBETHERR RS THERERERT. THEREREBIFERERX

<rolePrincipalID>:<sessionName>,
- 8% S3 RER  AIRREFITRER.
« %0 FindingGroups , — 1@ UUID, I3 , ca61@4bc-a315-4b15-bf88-1c1e6099883
- $H¥ EKS BEIR , EAUTHER :

« EKS &% : <clusterName>~<accountId>~EKS

* Kubernetes Pod : <podUid>~<clusterName><accountId>~EKS
 Kubernetes 88 : <subjectName>~<clusterName>~<accountId>

- AERMR : <registry>/<repository>:<tag>@<digest>

HERRNERLARTABRP ERANKRSHEEEE,

URL i A LBEU TN ERAZE , ANREHBERE,. NESEREREEREE LFEASRXNFERE
Z , 552 the section called “B IR & E KR,

scopeStart
ERERLEANSERENRKBKRE. BREBXEEBZE 365 XA,
ZERCTRERRE.

MRERMTFRREE , EREHMERKE , IEERBSEBIRBER.

scopeEnd
ERER LERANSERBNGEREE,
ZERLTRERER.

MRERMTRREE , EREHFRRE , AEERBELSHREE ZNATARE,

MREREEHERRE , ARRSERAERNEERE,

- HHHRERR  AREEREeEAEEIREER RN ERNARRERE,
- HHER  AREERBAR 24 M.

LLTF & Detective URL RYEi45 :

#EiR URL EE 89
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https://console.aws.amazon.com/detective/home?region=us-east-1l#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

Z &6l URL R TIET,

- BN IP Hhil 192.168.1 WEREERE.
- €A 2019 F 3 A 18 HEH— 4 12:00:00 GMT B ZE 2019 £ 3 A 18 HEH— T4 12:00:00
GMT & R 89 $8 B B

URL £F#HE#7
MR URL RERTEHWSRER  BSAMET URLEESEATERNER  UREEFEMHE T ERY
=R

- WRAMATIEM®MN URL (findings = entities)?
- BREEETERNWEZ[?
A

- BREBREMET ERAVERIR?

MREERE  RETURENTRE,

- HERRIERRTBRTAEBRTEMANKERS ? MREBIRS RIK SRS 8 5 058550
ATTRER  RTABRTEESAIRFNER,

MEZBHERFTEZERE , ATRAERTETEXRRFNER,

- SHHE-RERER , REHHEIE ? Detective REWEIRE Amazon W EERAERR
GuardDuty.,

« 1£ Detective A ERENETABRZH , XAPELRIERRS S HI ? MR Detective PR
BNERTRBAERERIER  ATABRTEESXBELRNESR.

- FEARIERRERALRES ? BETAERTHGHH —EAEH. TAEBRTIERBHEHMES
WEH,

[ Splunk #718 Detective AERERH URL

Splunk /NRIE B AFF R EIRE AWS BRI 31X F Splunk,

&7 DABe E WW\IE B LA4 X Amazon GuardDuty 3R /Y Detective URL, A% , A A A 3 URL
B 1Z1E Splunk B F (B FEMY Detective FAER RIRERE,

6] Splunk #7# Detective &R RH URL 90
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NERIEE AT HELLT GitHub fZE¥1S : https:/github.com/splunk/ splunk-aws-project-trumpets

ERNERVBEEMEL , BAWS CloudWatch 7EE) #1121 Detective GuardDuty URL.

EREEFE

ﬁﬁg"‘*ﬁ?@a—@jﬁ%@f‘%o BESRRBILE —ERNZEREEER. SEREEERFBSSER
TRABREHELENNFMRE,

ELOTHBREERRK , XEERBRNEERUTEN

i

- ERER
- EREEBIA
- HERE

Detective > Search > AwsAccount/522536594833

522536594833 (awsmorocco-sectech) Scope time  Info
AWS account Info

12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)

Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

600
400
200 I I
= = _ = | _

S e e e e Y e e S e e Y e Y e e T e Y s N - B

12/09/2023 20:00

BRI E A
BITAARHERRER LERERN N EER,

EHE Eﬁtﬁﬁmﬁﬁlﬁ RESNECERBERBEINEERRE., SERBE -—BRRFEBRNERNE
BRE., E®HIRE Amazon Detective EIZRAFHEEREENEG LA, LLEER, KEMMNEMRSE
L LETHNERNEERBAER, SHRERERER , RASTEERB 2Nz &S EmEA
R, BURMA R, £ Detective F , FERR® L UTC BRFIERBEER. ZUIERRFREBER
HHRERENEHHE, EETMRBBERRETRE , 528 the section called “FXERBEIHERX".

Detective 2 EEREREZHREALERE. 2MEFEEHERBAIRGED  ARGHER
EEFE I 45 REVERIETLEE, TIREM 45 RWKFBEERELZDNEELR,

EREEPEE 91
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EFAEEESES  SERESRMAEERVERINRRBEGE, NEREERBENFHEER ,
552 ® the section called “FA&E 45 RELE",

ERETHRER  EUURREERE, S0, IRFHRIMER-—RNED , BURFESHERRD
— BN —EA. RANEERAINEDEEFE THEDREBREFEXARLEEEN,

BB UREEERRE , LS ENERNBEBAEERER,
ECBTEHERRBE  Detective EERE 7T, YRBHEERBEFTETHER.
SHERBTRER -G TEEB—F. RENEREBLEER—/DE,

RERE AR R B R

& O] LAfE Detective AR E L E R E AVt ML R B Hi,
£ EREHEE RS ER R AN R AT

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective £#Z &,
2. EEBREEEL  BESHERME,
3. EREHERBERNRAGRT  BEHERBNHFESGBPNEE. stEWmERER , SR EE )

B o

4. HEHRT , ZEHEREBNHERBBNERE, SUHERER K SRRENG, BREFEDL
A LB IR B B — /N B

5. RRmEE  EERFREYTHETNHER  BEEEFEEBM,
miEEE AN RERE

HRNTHERERER | Detective S S ERBREARBNERNERNEEEE,
EEREHERENSERE

-

BI1¥ https://console.aws.amazon.com/detective/ BARX Amazon Detective £2 A&,
. EEBRREEL  EREHERE,
3. EREHEREERNELSE  EFEEFHANEERE.

15 X B ) 8 B & SE R B 4 M1 A8 SRERTE o
4. TRMER A FERFEEIFTHTETHER  FEREHEERRE,

RERERRNGER B BREE 92
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https://console.aws.amazon.com/detective/
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HEERFEREARERRIGEEE

BEFAEERBERBANSEEE  EERREXANRIBERAERERNEE, E4RRRAEERNE
i, SERESEELAFAEERSEEE,

RERZEES , EUNKHERERREERAEERNGEEENTE, WRATRET
£ RER

5 T It S ) B

FEREERERRAEERTHEEYE  FEABNRERRERL  EELECANHAELER.
Detective BIEARERLRFMEN , UK EERFREREAREHERFHEE,
ERERE LR EEERE

REFWEAER , SRR GEERRE , URB X 365 RRME 24 N FREEEEREE,

AEAREAN LR EHERE

1. BIE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £ A&
2. 7t Detective EBEXH , BERE,
3. hEHEREERNEESE , SUUESERKBHANEE. RRIFBSETIBE 365 XKW,

ECSFRHANNREE  SRAPNSESEDEFTACRENRBRB R 24 M,

(® Note

£/ Detective , B LGB RIEZE—FEFNELEHER ., MEFR Detective FRKFE R
HMER  BsRTAEFERANRKEER.

4. ZERREBR A HERFEEYSHETNER 6 FEREEMHEERFE,

WARMERARERSRAVFAEN

SEEEREENLE —EEABNREERER , EFIHEHEERBARNSERNEBNRAEER. &
PREE-SERCEAGNIFRNAHSETZEHFAERER, FEERNERETURHEEBERINE
afCEicl: pCE=o

BN EEERARE VBN EERFAEAREERERT S,

REEFEBREAFEERSTHEE 93


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/userguide/detective-source-data-about.html
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HREBERRAERER , ENRESUTER

- HEEREE , L RRAEERBBNER,
- BEEFIE AWS BAEBIBIAYVIRS |, b RIRFREENER
- AERREH
- RPEEEIFHERRNERE
RILBEEIFEERNEEH
&

i
A8
=
o
e
[

BERTHERRNAERRFMET  FEEBERRNIZA, Detective BIEAREAANBER
RFEFMEFEMR, Detective L ERBERELELAAEERSHEAE, LWBAURETUEETRAEILH
BELERTER.

i
L)

MRERBSERBEEE
o

BRERE  ARREEDENZFAERR , YR TAERRNFAE

CREEREE  FEREEEMEMEEERE,

i

EENAERRFRENE

\

i

BB LB ERELE R, 52 Mthe section called “E 77 GuardDuty ZIRIEE",

WA RBEERNFHAEN

E1TAEZERS , Amazon Detective ZIEMIE R - BHWER, Sl , SETABHSER AWS FAE
B AWS AR , UK EC2 #{TEREMEHELLER IP {frit,

EERET-BREEANEEAXSHER | Detective SEEFEFMERZR. NREENEERERNELE
LEEE N |, Detective @ HIIE, Detective BRIEH T AEEENHBMBE,
HTEEAEEMH?

EEENKEERR K BRTEREEAHBERNENN BN, SlM, EC2 HITERATEERRKE
EEEME P it HER

ESEFBEEMEA , Detective B RIGETUASHWERBENRS, MRE-—SERBHRES |, A
Detective &4 32 3 i i R fe (W AV E AR o

Flan | REREEEFE R SA 100,000,000 EELR, 1R EC2 #1T{EEE —ERIFE BEMRAERE
#8318 100,000,000 1@ IP #bit , Bl Detective 2RI RIRE R A ELR,
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i |, BT A LURIREIR S — I ER RO EE . AT REXES , E EC2 BT ATRERE
BEE P #ibETERE |, E— IP #utERIERDH EC2 H11TERE., =@ IP it REEEREH
IP it hib FRIEAREY EC2 BT ERRIEFRE A

BRIRRERE LHWAREEREA

NREEREITSAEERN R , Bl Detective BERERRNERZERENEIRBREL, &
HRERRRER , BAASEIRNER,

ZBEASEEAAERBERNBHRFE. SEFEHEHLSFRNRBNAEBREBRAIEFE,

REREERURRAILIDNESR. EBTHERBETHEEMTED , EUUKRAEEPTERER
FERL. AEERENSEANSEERBREARFEBRNREER,

HEERBRESKEREER

1. EXEBERBHY  EERERBR.
2. EREYRERL  EEEASERRAE.

Bk

BREENSEERANAERREE
AREREESSE NHEREANARSEEMBEIRRES.
EEERAREREE

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ &,
2. 1E Detective EEE®RY , BEAEER,

BEBEEESEUTENA

- REFEERHFEA

- EREMNERF

RRRIEREA , flan T4 IP thubEARH EC2 B1TEEE

BRI BB ERENZNEFEE., ST UEEESRNERNERRERE.

1. EREERFED  BEERMIETER,

BRREE LW AKEEREL 95
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2. EERBEAXKEHERFENRERE.

ERERILERSETERIERER  SERBRENT

- EERBEAREREERZH 30 XEH.
- S B R KR B R PR A SR B A 3R

BRENEESENKEEREE 96
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TEEZRAENER

Amazon Detective IRIEHEEEINGE , HEKES. BEHNEERRRER ., ELINETHENEHH1F
EREESTERRER, RO EEERRAEMEENES  YiBBEEITNER AWS RENR
B, REMEE LN EE , BENFAERELRRENERERNEER.

B &

- EERERERUER

« 1% Detective [EHE ¥

« E## Amazon GuardDuty 3

EERERRNER

5/ Amazon Detective £ £IhEE , BULIESHAEERIER, RESERH B EEFTERS
EREFFACTEREE, NRESERNGERBEB 10,000 @ , AIXRFRIEFERE 10,000 @R, 8F
rEFeg8EEanE R,

BAUKEESERELRERSRE (csv) RERE. HERTSHESERPERNER., MEFAE
;A , 528 the section called “# Detective [EHE R,

TRES

FETHES  FEEELSNEREE, ARRHBUNBINRITSERFT * F ? BEBIF.
BRES R IP it , BWELIER CIDR EMFHE. F2EAUTESFRE,

ST IP that

c1.0.*.*
«1.0.133.*
+1.0.0.0/16

* 0.239.48.198/31

SHHFTAEHMEENER !

 Admin

e ad*
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« ad*n
* ad*n*
* adm?n
* a7m*

* *min

SHYEEEREE  XEUTHRN

- SHHFAEER , AIRRAEFERABFHFAERER Amazon Resource Name (ARN),
- B AWS RS |, BIBIRF 1D,
- IR AWS BEM AWS /A% , TURESHEERFIE. EBI ARN,
- HHARESE , IAEEEBI ARN,
- SHHABEREG , IARTERIRZRENTER/E,
- $H¥AEE Pod HEH , BlA Pod £ Pod 8 UID,
- $¥ EC2 #4TMER , RISFTERBBIFN ARN,
- HHFAEERFE , AARESERBFERRA.
« &% IP that , AlALL CIDR BB R Ak,
« $H¥} Kubernetes T8 (FRIEIRFHFEHAE) , Al AR,
- SIHABTEEE , BAUERUATE—ERES .
- ABETFEEBRLR.

At TERBREBBITER <rolePrincipal ID>:<sessionName> &=,

e RULEEEIf - AROA12345678910111213:MySession,
- ABTIERE ARN
- THERBRER
- FTREACHER DD
- BENABEE
- ¥ S RFAE  ARARETREBIARFITE ARN,
- ERAWMEELERE  AATR IDIFEAEEBE. TB DA

<identityProvider>:<username> B <identityProvider>:<audience>:<username>.
- HHEERERERS  IRAEAEAEEXER,
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FERESHERRNER

1. EAAWS Management Console, A% HI1E https://console.aws.amazon.com/detective/ BRI
Detective =&,

2. HEEEBEERT , REES,
3. WREEEAEYERTD  ERLESHNEBEE.

iR ELEEERER  LUNUEE AWS FREIBME I IERAE,

ERTNEfESTABRENPEEINERWERTESE, sERREPE -—HEINRER
ARIEEEERIRT.

4. BAEESNEUEBITRESERAFTHEN.

EERTEFKRDNE,
5. BEESIIE Enter #,

HESERETHF

ERTHESE | Detective BERERZ 10,000 EFSHRAEE, stHEAK -BAIFNES R
B—ERFER.

R‘ERT , FEEEZTHRREENAETEREB  FRERNT.

HHREER, A, EAENEC2 HITHEE  BESERIEMEIRF. ®REERRFHRER ,
RIEREIR PR B

RS

R Detective |MEKIFAEERIER , FARECHANBIIFTREER., WRADFER , B8
AUBEUATRE.

- HERRIERRTBRTAERTEMANRERS ? MREBIRSRIKERF 8 5 08550
ATTRER  BTABRTEESXIRFNER,

MRZBHEREFTEZRRE , ITABRTEEZEXRFNER,
- HHUE-RELR , EEHEHE ? Detective BEHWFIRE Amazon HEERAEER
GuardDuty.

 1£ Detective FIRASERNETABRCH , ZPEXAERIEBESESHI ? WR Detective FTHR
BHNERNTHEREERIER  ATAEXRTEISXAERERNER,
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- HERRIEUREREERES ? SETAESREER AWS BHE. TABRTISREHME
BHEFR

#¢ Detective [EH &

BRI LA Amazon Detective M EEHMESFREMELER . ERSLUER S RE (CSV) BXE
H, EHERNWEREBERZEN detective-page-panel-yyyy-mm-dd.csv R, BHUEH
Hixx#& CSV EAM AWS fr#. E=FEAEXIAEREARREZER , NEELNRZLRHRE,

(® Note
MRELEEEETS , FEEELTM , ARBESREBLHEMER,

BRI NEHIEMDIRE (csv) BR , EFIERB LT HIRM Detective EEIMVE R :

- BERE
- EARKAPIHUENACNEREER
- EERAREN EC2 BTERER
- BEBIHZ Kubernetes Pod #) EKS #EHhR

- BEHH  IRENESED 10,000 ER LHER , AIRSELA 10,000 BFER. BEHFIEF
EREEENER.

58488 Amazon GuardDuty 38

BB ¥ Amazon GuardDuty ZIRHBAER , BRI LA1FRE Amazon Detective RV 23R, SR TTLIEE
BARXIREEE GuardDuty ITEFHME. HEAEERRTEAECEREXAETHERNAEL,

R R B GuardDuty 23818 B HEIEIR P B GuardDuty B8RS , B RBE# Detective RETF
BIRBEH, MREFTRE GuardDuty RIEEESIRS , MEBERHFRIRER , GuardDuty R REHER
AR

% E+1F GuardDuty EHI1EH

1. % Detective TR ANAERERFMENTRT , ERHEFRAERER
2. HERRRETRE , EFHfF.
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ERAEER

R

& LAE GuardDuty £ AR EHEMN GuardDuty B IEH, ZE#—STH | HF2
GuardDuty {5 Fi & 38R B #0478l
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https://docs.aws.amazon.com/guardduty/latest/ug/findings_suppression-rule.html
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BEEIRF

BETHABRFLERE —ERSERFNER . ERFMA Detective i , TERATABRNERE
BiRF , Y RATRABREEREIRF. TRABRKZHLE 1,200 BREIRS.

MREEAE S AWS Organizations , BIfEEEE IR F S5 EEBM Detective EEBIRF, A%, &%
Detective EEEBIRFEXAEBTABRNEEESIRS ., Detective EEEIRF A MEMABITAE RS
HBAEMEBIRFEARBRFRA, HBIRFELIKBECREBTABRPBE,

EEEIRF A UBFEIRFMATABR, ERFEIBFER , Detective ERUAZIRFEAR SR
F. BBBFEMANKERF KBS RITABRTBER.

ERFERKEIRF AR , Detective BRI RIA SIRFHNER W EINEZITHERS,

Detective EMEHZTABRREREHNER OSEIRFUNER, NEFRETABEXRPEMRSHEIRS
BEREME , 52 AFEIE Amazon Detective 2,

B &%

« Detective FRIIR P BRHIFEE

- BRAERAEBREETABRIES

- BHBIEE Detective EEEIRE

- IREFHNATASBE

- BRIRFEE

- URBIRF 55 EREBIRSE

- EEZBHEIRS

- STHREIRF EBTABRREENREER
- IRFEBMEHRITABRNEE

« f£ Amazon Detective Python BIZAAEE R F

Detective FIVIR F R FIF 2=

£ Amazon Detective FEREBIRFR , i E U TRHIEER,
KEWRFHNEEB LR
Detective AT EBRITABRIPRZEM 1,200 BEXERS.
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https://docs.aws.amazon.com/detective/latest/userguide/tracking-usage-logging.html
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R FMESE

MREER AWS Organizations REE IR , MAMEEIRF FIEEHBH Detective EEBIRF ., &%
Detective EEBIRFENAEBTABRNEERIRF,

FREEEH Detective EXEERF XEME, HBEEIRFE2 HESEEEFIEE Detective BEE
#RF5, Detective BXEERFHE L HEESEERTNEBRITAERNRERE.,

SHHEBBFREMNKEIRF  ARRASEEFFTENESRIEE SN SR, EESIRFS4AE
BEEET A Detective, Y EEBEREPHERUNTABR, AR , EEIRFEFSER
FaEZEISBEBAKERS.

—EtRFAUARERREPZEITABRNKERF, —BRFESEERSRERA—BTAERNE
EERF, IRFALRTEEANERSIKRSE,

#SEE B IR S B Security Hub 1 GuardDuty

5 7R AWS Security Hub B2 Amazon FWE & EXRE GuardDuty ¥ , BPIEZBFIEELREPNE
BERFERAHEBNIRSE,

582 @the section called “E &2 GuardDuty ¥ 2 AWS Security Hub”,
RYFEEEIRFMENT

ATHREEESRFEFEEBHITABRMENWE T , # AmazonDetectiveFullAccessZEH
KK ME IAM X B8,

[ M AE 4% TE Detective FHIE

HEBNWEFE ARSI AR ME Detective F,

SHEASEEBE (HlFENEBRWEBIIRS) , Detective RS THEEE —/NMNFTEREEH,
S ERBPIEEN Detective BEEERFIENEEEBBEE.

BERACERERRERITABRIRF

BN EERETAERER , AT 3 eEZTHEENKERSE, MREEFEM AWS Organizations , 58
FERATYZBRER Organizations REMAMNEERERFE , MAREAFBHRERRF :

il
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1. BIENEBIETE Detective EEEIRF. WBERVEBITAER.

2R Detective EEBIRFERAITAER , AIRITABRERAZBBTAER.
2. ZIEBTABERD BBRFHABIKRSERKEIRERA.

MREBTRERERABIKFHNREEXERS , AISEDRALEAIRS.

TEERERANTABRERE, B@TPHNEBUARERENITAERIRFHEBHSRE.

Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: L

(By invitation)

| organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACCE)B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

BB IEE Detective BEEERSE

EBEEIRFSIETEHABM Detective B EIRFE, 552 /the section called “4§7E Detective B E iR

”
o

AE{LEE  Detective ERZREBNEEESIRFIEABEMBH Detective BB EIRF,

WMRABB P &Y Detective EREMMER SRS |, GRS AEARIRFSHEBEEIRFES Detective
EEERF,

EFH , ELRBERIEEFEBEEIRFM Detective EIEERF B |, Detective S ILAEE |, FRIRF K
A Detective WEREEEIRSF,

RIS E Detective BEEEIRF 104
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R AR R FE R EIRF

Detective W EREE SRS 2 Detective TABRNEEEIRF, Detective EEERFBIZFEEHAME
TABXRBPIEAKERFRANWBEBIRE ., 552 /the section called “BEEBKERE",

EWRFEME L , Detective EEBIRF AIEFEBTFHNFIAIIRS.

2R Detective EEBIRFERUBTABRNEESIRF  AIRTABRENABEBTABR, X
TREBRTFEEABKEIRFNABIES K SEBEARBIRFMA. EtBBIRFHRERIERE.

R F EREERER  IMECNE/AZBERERS,
TER BB R EIRF ERKEBHFEE,

RFEEREGREADBAFNEMESZER , LEEHERFZABSEBRATIKRSE, F2/Hthe
section called “B B BUAFHEBIEF", RBRERVEREEEIMREE,

E Detective EESIRFEABENMRFERREEK , RSB T SRAMAABIRFZEBNAS. E
BERAPTEABIIRFE | Detective EFIITUTEIME :

- BFTE B REBIRFESKERFEA,
- $TBI B B R RTHEBIR P BB E,

KEWRFEE LW ARAMBARRSEE,

AiBB IS E Detective BIEEIRF

HEHEBITRABERT , Detective EEBIRFEEEMAABIKRFNITABRIEER,
Detective EEEIRFHNEEA RN

ABEERFEFIEESE AWS BEEMBA Detective EEEIRF,

1% Detective EXEEIRFRERAEZMNEEZE SRS

Detective EE SR F th &M A Detective ZIRMEE SRS AWS Organizations, HNRAEMEEIR
F#$B21EER Detective EEBIRF , BIFEHINER. EBEERFEEINESEBTIERNERE
S,

RRAARIRFERKEIRS 105
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HEABTREZMNEEEIRF <& , AREERF AREEEERNEESIRF MM B CHIRFES
Detective EE8IRF, RfIRBEEMAEEATEERRNEESIRS.

ByREEABITABR

ERE S IEIR P22 Detective BEIEEMRF R |, Detective EAZIRFEYHITABRR. XITABRE
HBTABRR.

2R Detective EEBIRFRERBTABRNEESIRF , AIRTABRENFEABITHAER.
Detective EESIRFEEMEBTABRTEEZRMANBEBIRFMAKRERS.

Organizations Detective
Account 4
_ OACCO"_'ntt_l (Detective
r rEqa?:n;Znielr?:] administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective BEIEEIIRF WA MEIXBREETIBABBNIIRSE ., MEFMENR , 582 [ the section called
“EHEABKERE” & the section called “EEZ#EIRSE",

& Detective BEIEEIRF

BEEERF ATUBREE S B AIH Detective EEBIRF . EEBER Detective EEBIRF
B , Detective AERER BN ESTBR, ET822FABTNEREZSIKRS,

ERBEEBRFBRET A Detective EEEIRF I | Detective EMIBREMBITABR. CBRN
Detective B &Rk F %12 A Detective,

EEBER Detective BRIZMNWEEERSE |, B LIERAAR APl, EEBERARBF Detective WE
MREEEIRFR , Detective EMIBRFIEHEBITABR , EFRZRNVEEBEIRF 2 Detective BEEIR
Fo. BHEBEEIIRFE/ES Detective EEERFNEBTABERTESINEE,

Detective BEEEIIRFHNEEA R 106
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iR IE Detective BB EWRFEFTEMNFF T

A THRFARABEEIRFEMNERE Detective BEIEEIRS |, BRI LK
AmazonDetectiveOrganizationsAccess ZEBEREZEZER AWS Identity and Access
Management (IAM) B &,

187 Detective BEIEEIRF (X2 A)
B EIENR S o] LAE A Detective £ & HIEE Detective BIEERFE,

S E A Detective BN A B2 Detective BEEEIRF, B LAREA Detective EHEE Detective®
HEERE,

& EIEE Detective EXEERF (BXA Detective EH)

1. BIfE https://console.aws.amazon.com/detective/ BIEX Amazon Detective £ &
2. EEFRBKRER.

3. EEEERFAENFTUERY , ATRENIRERFLEMNTT , UEMMEESLL Detective B
BEENEDRE , YEBY Detective PATEBEN ZEFEF T, EEUEEBEEFRE , B=
# AmazonDetectiveFullAccess BURMIMMEEXEE,

4. BREFWRIAMMMNBER | BEEE IAM TREAFRERBNEER,

5. RIBEREBHE IAM TEEPHEEFA , FTUTIER

- MREHE IAM EEAFRFENGFA , FREZNBERKMEIERA R Detective B E/,

- MREBLZEE IAM TR EPIRENETT , FEREBERH Amazon Resource Name (ARN) , 4%
HZMie 1AM B8, A%, T ARREM MNBEK,

6. EEZREEET , 1B Detective BEBEIRF,
A B IEHURR B R B HEE BB+ Detective HEREEEIRFE,

o MRERZEHBF Detective WEREEEIRSE , BRARFWIREEAET , BEIEEA
Detective EEEIRF,

EFHEEERFY , B CEREEEERFNITABRR. RNENL  RMAEBEHEZXIR
EigE % Detective BEEIRS,

MR IEHE Amazon GuardDuty, AWS Security Hubs, Amazon Macie B Organizations %
MK EE SRS , Al Detective ERREERHE P —EIRF. SW AW ATRBERS,

SR E Detective BEERFFIEMFFA 107
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7.

« MREHBHEBEBT DetectiveNEREEBIRF , RRSREREREKRFIENIRSE, &
MEREEFMEEETEERRNEERIRS.

BEERIR,

MREE A Detective , HERBARITRBERTIAEIRFE , RIETUR—REMEEE Detective B
EEIRF,

H RIEE Detective EEBIRF (—iXEMH)

1.
2.
3.

5.

BIfE https://console.aws.amazon.com/detective/ BERX Amazon Detective X2 A&,
£ Detective EEE K+ , AERE NEEZEEA,

ESEREERD , B — %5 T Detective XENMESERE., BUUBRBESES
&£ Detective FHIITHEME , MIRFRFLEMNHT, EELEEE S DIRE , BB
AmazonDetectiveFullAccess BUEKIMNEFEE,

RIBEREE IAM EREPHEBFTT , HITUTISR

« MREHE IAM R EPRENEFA |, BREEBRNBERMINEEAR Detective B E /8,

- MRERBE IAM EEAPRENTT , FERBERM Amazon Resource Name (ARN) , 34§
HMie IAM B8, A%, T ARKREM MNBEK,

A ANREIRRIER B R AMT Detective WEIREZE SRS

. MRELZEHEBT Detective WEREEEIRS , FRAIRFWIRFEBAL , SHIEEA
Detective EXEEIRSF,

EFHBHEERFY KU CEREEEERFHNITABR. NRMELNL , AIRMBBIELX
REEES Detective EEEIRE,

MR EHE Amazon GuardDuty, AWS Security Hubs, Amazon Macie #J Organizations %
MK EE SRS , Al Detective R REERHE P —EIRF . S AW ATRKRS,

- MREHEBHEBEBT DetectiveWEREESIRF , RMSRTEREZLRFHENIRS . &
MEBREEMEEATEERRNEESIRS.

BEERIR,

{87 Detective BEEIRS (X2 4) 108
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1EE Detective EE EIRF (Detective APl , AWS CLI)

£ EI57F Detective BEIEEIRFE |, BAILAMER APl FEALE, AWS Command Line Interface., &AEER
HBNEEIRFER.

MREERLBEREMT Detective WEREEIIRS , AIEBLRREZRFRENIRSE , RFIBBEER
BERNEESIRF,

= EIEE Detective EEEIRF (Detective APl , AWS CLI)

« Detective API : £ EnableOrganizationAdminAccount B4, EBHEIRMH Detective BEEE
AWS IREBIR BB, BEEIMBIIRFEBIAF , /A ListOrganizationAdminAccounts #
(=

« AWS CLI : @ T HHHIIT enable-organization-admin-account &%,

aws detective enable-organization-admin-account --account-id <admin account ID>

g4

aws detective enable-organization-admin-account --account-id 777788889999

¥ Detective BIEEIRFE (X#A)
&I LA1E Detective 12 & BBk Detective BIEEIIRF,
E 8B BR Detective EEEIRF R | RS ERZXIIRFH Detective , I H EMIEREBITAE

&Ko Detective EEEIRFESHE B EFETBER,

/A Important
BBR Detective EEBIRFASHEEBPERNEEEIRF,

& EBBR Detective EXEEIRF (BUA Detective HEH)

1. BIfE https://console.aws.amazon.com/detective/ B Amazon Detective £#2 &,

2. 1EERBEM.

{87 Detective BEXEE1IRS (Detective APl , AWS CLI) 109
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3. EEMMEEET , EEEH Amazon Detective,
4. TEFERYEAMLE WA disable , A#%1EE=EH Amazon Detective,

= ERBBR Detective EXEEIRF (—AXEME)

BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
£ Detective BEEE®F , REE MEEEH.

EEMWEEST , ##EFH Amazon Detective,

EHFREFEA ML @A disable , AA%EEEA Amazon Detective,

0 bp -

BB Detective B BMR3E (Detective APl , AWS CLI)

EE B Detective EEBEIRE , LA LUER API YR AWS CLI, BUEFEFABBHNEEIRER
o
E 128 BR Detective EEEIRFE , RS ERARXIIRFM Detective , 3 B EMREBITAE R,

/A Important
BBR Detective EERBIRFASHEEBPERNEEESIRF,

E MR Detective EXEEMRF ( Detective APl , AWS CLI )

« Detective API : £/ DisableOrganizationAdminAccount 4,

E &£ M Detective AP| BER Detective EEEIRF K , AEHEEH AP HIYFIETHESFBERZ
MRS o

« AWSCLI : E@ 5% H#{T disable-organization-admin-account &%,

aws detective disable-organization-admin-account

BRERNEEERE (Organizations APl , AWS CLI)

#PBR Detective EEERFYTEEBHBREBPZRNEEEIRSE, & E&ER Detective WEIREE
BiRE |, BuLIERAR AP,

Bk Detective B2 B1RSE (Detective APl , AWS CLI) 110
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ELBREMNEESIRFE  SERMRBREERIRS A Detective EE EIRFHFIEHEBITAE
®, WBESFRALEESFIRFH Detective,

EEBRERNVEEEIRS (Organizations APl , AWS CLI)

« #8#% API : £ DeregisterDelegatedAdministrator ¥, BHERM Detective EEEIR
EHREE BT , AR Detective BYfR#& 88 |, B) detective.amazonaws.com,

« AWS CLI : E@ S5 #HIT deregister-delegated-administrator @,

aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

g4

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com

& 5 89 7] F B 4E

EEBENMKERS AJUFRLT Detective BitE, EERIKRF , BEEBUTER :

« {27 : 1R A ¥ E — Detective BIEEIRF TR FFEIRF1TEIE
- BE  IRFRETHCHIRF LHTEE.
o BRI (-) | WRFEEBATEIE,

HHEBITRE RSP |, Detective EEBIRFEHE B MLEBIRFFER/RERFA, tPITTURE
Detective , SEE BB FAMIRFEAKEIRFEA , AFDRAABEBIRS.

EEERFUUAETABRTEFIRFASKERF . ERERFEZBFILBAR , Amazon
Detective i EFMGEEIX ERFHER | W HBENIZITRERST,

HRIFEBTRABRNITABR , MEKEIRFERZBIRF,

LUTERRRMEBEERFEMERFWTERG T, SR BT IAM BUERERE — SR
Detective 45 F T 8ERY 7FE
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EF EESRF (8 EEAIRF (B R & (B ) & (BFF)
%) &A)
BARIRF [ £ BR (REEEE AR WBKAEESR
&) &)
BEREEIRF =20 =20 - B
BERZBIR S
R F 2 ARBR
B B

MERBRER A REEAR R (REEAR
HNERRREH FAEKERF) FREREIRF)

{=H Detective =E: =ES _ _
BRRTRERE EM =] - _
ﬂsl-
BASERER 2% a1 — —
NERRREHS

BIRRFEFE

BB IRF ATLAEA Detective TIRA T API RIBIRFFE. FEIHE .

- EEBRFEBMATRAERNIRE, WEKRFERKBHFEE,
- HHHEBITAER  AIRBBPAAIRSE, LWERFHEEKEKAR,

BRIAEEBBEFNZBEREIRSE  SIRTABRTBRNEESIRS . FERISLUTHRENK
E.
IEE#EITHAVER R

S ZBIRF |, Detective BB BFE ZBIBRFIRF EF B4 ibut.

BRREFE 112
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SHETAEMBIR S | Detective SEBIRF 2B BN AM. Detective th 2ERFE A LR S #Y Detective
EEERF,

BEXM. BEKREE , EBIRFRBIASZRE,
E#FE

S ZBIRE, BFECEE , BRERS HKREE,
e B

SHEHAMTABERPHNEBIRS. BEIRFBREKEIRF. ETE8EREHEEBTAER.
ERA

S ZBIRS  KEIRFESEE , EERREKETRAER.

SHEHEMTABRPHEBIRS |, Detective EEBIRFEMIRFRAR/REIRS, IRFGERIRMA
ERBITAER.

ARRUH
STHZEIRF | KEIRFEEZEF , BEERA,
SHEHEBTRBRPHEMBIRS |, Detective EEBIRFEERBMAKRE , BEXRRFEEBIKA,

ZMEMREMBRERENOT -
- @ERFEAD 48 /NEARAK A Amazon GuardDuty & F,
- RERFERNGERTABRERERE Detective BLEH,

HlHRFE (EEB)
& LAME R AWS Management Console & & M EFZIEHIRFEE,
EEENRFEE (X12A)

1. & A AWS Management Console., A#BI{E https://console.aws.amazon.com/detective/ B &K
Detective £ &,

2. £ Detective BEEKF , BERFEE,

RERFBEEGSTIRF

SRS (E#E) 113
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ERAEER

- IBHVIRF
- BBFOTRAEBRREAERNIRS
- EEBTABRTD  RAMBABIKSE

st EERSE  FESRERETIUATER

- AWS tRF B

- SHEHEBIRS |, BIRIRF &R,

- IRFERE (REFERRER).

- SPEIEEBIRSE |, RIBIRFREAEE FE 4t

- IRFEAREE,

- IRFNEBHERE, Detective MEMBURMARKEIRFHIRFERE,
- EXREFRFARRERN B H,

BULERENRERNER  REXKERFAEHESFE. SEARRFSESIEFRERFNEE,

- BESBURBFFERERS.
- RECRANBRRESERANIKRE.
- EFEARBANREIRES S BANUANKRE,

SR ] LU LA ER R R AR I X BWR P B E A,

EERBRREFTEETRERPNIRFBE (F28)

1.

2
3
4.
5

BB BER S B,

BECERNEEBTENBL

sHEEEMAY  BEEERAREENE.

EEBREBERRNE  BEEL LA x B,
MEFEMBENCERINREER , AIFRELA LANEREER TR,

HlH IR EEIRF ( Detective APl , AWS CLI)

“wal L {E A API 1L s AWS Command Line Interface tR{ITBBIERPFHRERFFE,

F B EEIRE ( Detective AP, AWS CLI )
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HEMETRAERN ARN UEEBRPER , BEM ListGraphs 1.

EMRMEIRFHIER ( Detective APl , AWS CLI )

+ Detective API : £/ ListMembers 4, ZEBANEHTABER , BETABER ARN,

AR, SHHEBTRESR , ListMembers FEEEERMA R KSR ST A E R FIREABIAY
AR RS

« AWSCLI: EHSHHHIT list-members H.

aws detective list-members --graph-arn <behavior graph ARN>

g4 -

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EETABRIENEEBSERBIRFNFFHEEN (Detective API, AWS CLI)

 Detective API : £ GetMembers ##4E, IEETABERIEZE ARN MK ERFHIRFEHBBIFFEE,
« AWS CLI : E@p S5 #HIT get-members &,

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

g4 -

aws detective get-members --account-ids 444455556666 123456789012 --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

LUK Bk F & 2 EEEBRF
FEARM T AR | Detective B2 8 IR &4 BB WAL AR 516 B R B IRS BT,
foff 7T ABRE Detective , BE EBSFAMIES EARBIRFHA , AT HEAEMIERS.

Detective B Stk F 1t 7] ABUE B R P BB 1T A BRIV B,
EEMEBEEIRS 115
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ERAEER

Amazon Detective

B s

- BB FEBIREER KBRS B
- BABBIRFESKERSE

- BUBHBRIIR S 1E R B B ik #Y A B

B EhaS R ER S 1E A & B ik S RUH

Detective &2 85§ Detective IRE B BIS#TBMIRS E AR BIRSEAMERRERTRA,
SFIRSIASEEE  LEIEFEFNSIRSERERLNBET. SHHRMIES | B AKEM,
RBER  FEGRSTERAAREIES. HANREAERE,

ERREBHRAMBEMBIRE R | Detective ETEASHFIR FHTIB EABIFHABSHIREERAREIRFK
. Detective TR AMKRBANEEHEBIRS,

Detective % AJ A EBIIR FEA K BEIRFRAMBRIATIER :

- TRAEXRPHRERFHEE LRA 1,200, IRTABERZE IS 1,200 BEKERS , BIEERAIHK
Fo

« Detective #EEZRIAZE A 48 /NEER GuardDuty BUA Amazon BYIRF

- MR Detective BEEHTAEBERERNEBBATFNZRAE , BIEEMAKRE,

BB RAFERIRS (E28)
EIRFEEEEL , BEBRAFABIKRFRETRERTERFMIEZERFEDRAKRSE,
EEDRFEBIRFERSRERF A

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective £## &,
2. 1f Detective EEE®Y , BERFEE,
3. VB ERANESIRSEEFMIVE.

B B R VAR EIR S (Detective API, AWS CLI)
EEVHETADBITERIREEAREIRFRA , BB EIIRF TER Detective API 3 AWS

Command Line Interface.
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https://console.aws.amazon.com/detective/

Amazon Detective EREEmR
EERGANERARLE B4 ARMITRAER ARN, HEHYE ARN , £/A ListGraphs #
EERGEBMAMBABIIKRFN B sIAERE

- Detective API : £/ DescribeOrganizationConfiguration #&4E,

EEEF  MRBEBRAFAEMBIKRS , B AutoEnable A& true,

« AWS CLI : @S5 #H{T describe-organization-configuration &%,

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>
o)

aws detective describe-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

ERBBRAFABERS

« Detective API : £ UpdateOrganizationConfiguration ##F. EEBHBRAFERBKRS |
A% AutoEnable EREA true,

« AWS CLI : @5 %% #{T update-organization-configuration &%,

aws detective update-organization-configuration --graph-arn <behavior graph ARN> --
auto-enable | --no-auto-enable

g4

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable

RAERIRFEFRKERF
WRERABDRAFEGIRS  ATUFBRALERS. SFEFHRACRERBRABNOES,
RERE W AR AR

MREBTRAERERASIE 1,200 EiRF , AIEEZFEBIRSEESKERFRA. ELEBERT , 4
Bk FIREMARBIERE.
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ERRABABIRFER | Detective B EZIRFE 2E A Amazon GuardDuty BF E4> 48 /B, WRE
BIBZER | Detective EREIRFERNZERAEEMTAERNENERB LA, WBREFE 24 3 48

o

E Detective REERIERE , NEIRFRES/RBA.

MRKERFEREWERE , AIKEIRFRESEMAEREA. Detective B IEK B IR S FHIE
BERETRER.

MREP-HIRFREAY , AIRERFREERERRBA. IREFTERERRAETAER.
— B BIRFBURA | Detective EHENERERFREBEL KA,
AHABIRFERKERFBA (F28)

ERFEERES , S LUSEBIRFFESXERFREA,

E R ARIRFERKERF A

1. BIfE https://console.aws.amazon.com/detective/ B Amazon Detective 15,
2. 1E Detective EEE®RY , BERFEHE,

3. FEMGBHIARMANIKREEE , BEERMA

4. FBAIUERSEREBIRSE , SUAMEESIIRE.

= ZRA CEHAVEBRS

a. ENEEMANSEABIRS
b. EEFERAEKRE.

& ZRAEHARIRS  RIERAMEABIKRE

RBAMBBIREERKBIRFE (Detective APl , AWS CLI)

& 7] LAfE A Detective APl 7 AWS Command Line Interface #& 1T A B R P RBHEBIEF/EARKE
RE. BEMBITABERN ARN UMEERBRPER , A ListGraphs #1E,

EERABIRFBAARERS (Detective APl , AWS CLI)

« Detective API : 5 CreateMembers B, BRUBERMHER ARN,
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SHHFERFE  BERFEBNT, ABTABRTHEBIREFTIERIBHE, EFFERREFEH
3k S E At B EEE A

« AWS CLI : EH S HHHIT create-members H,

aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

g4

aws detective create-members --accounts AccountId=444455556666 AccountId=123456789012
--graph-arn arn:aws:detective:us-east-1:111122223333:graph:123412341234

HUH AR R 5 15 A BB ik F K BA B

EZEF I RARTHAERTNABIKRSHEESR , £ UBCHEIRSHEIR. ZXRFNEEERNSRE
EITRBERT.

ESBURBABEMIRF R | IREES2ER/EME, Detective EF LILIEXIRFHIER , BIRFNRE
ERER,

HUHAR IR P R EBEE (X312 8)
ERFEEEEYT , SR BUEABIRF EA KBRS /BB,

1. BI{E https://console.aws.amazon.com/detective/ BIEX Amazon Detective &,
2. 7 Detective EEE K+ , BEIRFEE,

3. HREHETRCHAKRFIWEE , EEMA.
4
5

EHE BUH B BR 5 RV ZEU T B
BEBF, RREZEEFERKRFE,

ERFEREABIR S VIR FIRESBERIERE,

BUH AR 8 R F R BAEE (Detective API , ) AWS CLI

O LAfE A Detective APl HETABRPEUEBABIRFEKLERFHWER, AWS Command Line

Interface
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HEMETRAERN ARN UEEBRPER , BEM ListGraphs 1.

EEECHEBIRFERABRTABERWEB (Detective APl , AWS CLI)
« Detective API : £ DeleteMembers ¥, EEE R ARN MEEUE B K &R R IR 5385 £F

s
TBE.

« AWS CLI : E® S HHHIT delete-members H,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

g4

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

EEZTENERSF

EESRFANETRABRTBFERFEAKREIRF ., EXEIRFEIBHFIMARK , Amazon
Detective ERMBHMKEIIRFNER , WK EBENIZTRERS,

HRIFEBTABRNITABR , MAKEIRFERZBIRF,
Detective B 8 ik = t o] LUBFEIEAR @ik = 891k P il A BT R B &R
EEERFUUARTRAERTBRIBXERS.

B &

- BEREKREFETRER
- BRARBANKEIRSE

« RTBERTPBEERERS

BREKERFETABEXR
ERARS TURHIRSATAERRHERN. TABERSSTRM 1,200 BREIRS.
EBERT  BEREFRETABERNEFOT,
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1.

HREFMENBEXEIRFE , RAEEESRFHMESRML AWS 1RIREBIHH root EAEE FEHith
i_lJ:O

. Detective SR EFEH U RER/IRFNRERAEEFEFibit.

Detective " &7E AWS GovCloud (B R %B) =t AWS GovCloud (XEIFEH) EiF#TILERRE

. MMBIRFEFEM , Detective EfBEZEEEZERERE,

Detective £ 7~ & AWS GovCloud ( EERE ) 5t AWS GovCloud ( ZE#ES ) BENEEIRSE
IR E T BB

st E M [EIE |, Detective API IR [E B B iR 5 23X B 55 1YRI1E,

IEEHRNERZENIRFIFERM,

. RERFEIFTIEBEE,

BEEESIRFABREBFS BN A KERFDHRLALEEE.

. MREERFEZEF | Al Detective BEREZXEERF 2E A Amazon GuardDuty EF £ 4 48 /)

B o
MEEFZER |, Detective ERERBIRFERRESERTABRNEREREHEHE,

HWETRFEE 24 3 48 N,

E Detective BB ERIRRE , KEWRFMREARRA,
R ERFEBBEMERE , AIRERFRESEBEHNACHA, Detective BSHRBRKEIRS

PHINEMEITRAER.

MREP-—EREXRY , ANBIRFREEREAREMA. KERFFEEERRAETAER.

. —ERBRFHEMAER , Detective EEBRBIRFRESEAERMA.

Pl , MRKERFRA , BIKEIRFRESEER [ERA], GuardDuty B Detective f#ERHE
BHKRETRAKR , REEESIRFREBBREMKERFUARIRFBHZERE,

REIB— RS REA , Bl Detective EMRF ZBIEFRAKRSE . BRERTMAEMRMAKRSE
OEESER RSN T K /NS

EEERFUTLUFHEARE K MAXEFEHEF. fln , EBERS B ETZNMERAN
RE ., 552 Bthe section called “BUA KRB ANEERE,

ERERRRFETREE Y
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L% , Detective 1£ 2021 £ 5 A 12 HRBEBRAARMANIRE . RETSBBRUA 28R
ANRE, EEEIRFLEFBRALLEIRS.

BEENERFERATABR (E28)
BALFHIEEEBFNRERF , MEKEERREHETAER.
FEHEMEBBNRERS (E2AR)
1. HI{E https://console.aws.amazon.com/detective/ BIEX Amazon Detective 1A
7t Detective BB EKH , BERFEE,
BEEE, AREBEEFBIRS,

2

3.

4. EFEIRFT , EBEFEEBIRS

5. BERNBIIRFHMEEBFFE , FRTUTHR,

a. MIBAHIRS.
b. #F¥AWS 1R ID , A AWS #R% ID,
c. SHEBFBA  BARSWREDEBT B,

6. EE{ERTBRIES  ARIESREBRIES.

7. EEACBREIBGT  ERRETBATIAETAZ,
pim , BALEAHBHRHBEER. REBEARRERAIRS , HHBEHLEN AM K
MBS ERERAE | AET ETHE,

8. MEMRF IAM BERESKEIRFAEN IAM BERNA, EFHHBFHISHBEXF. AES
RBRXAE , BEER,

9. EIE Invite (&)
BENEBIRFEFERTABR (EER)

£ Detective A |, BULRHBEFEEMAZTTAERNKERFEBEN .csv BE,

REERERE—THAESES., SERFASIEEBNTL, SEARERFEEEHITE AWS 1R
ID FMEF Y root & E FE it

g4 -
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Amazon Detective EREER

Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com

Detective ERERERK , SAMEZBIRF , BRIFXIRFREART RN, BRERTAIRFRHEN
EFEMH U EIRFNRERES FEF U TN, HERBIERT , Detective EMRRBEBFE , AR
BREXNRFE 7B b WEEBGE.

EEESRESELS , #EAREMIKRFFE,

% cov BEBFEREIRFE (XA

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective &,
£ Detective EEE £ H , BEIRFEE,

BEBE, RBBEEFBIRF.

EFEIRFT |, BER csv i,

EENHEFANSELAER  FEETH csv 87,
HRENTRMRFBEENER  FEIFEE sV EX,

ERBERERFET , #5% Detective EREEPHRIIMREIRFIEE,
EEACBFEFEMGT K EEFEFBHPHBAITRNS

©® N o o ~ w0 b

flan , A REBIEET , NIREKERFARSEN IAM BEK,

9. HEIRF IAM BRI EKEIIRFIEN IAM BERNAE, EFHBHBFHEBSUBRF, BEE
HRBRXAK , BEER,

10. iB1E Invite (&FB).

BEE B IRF 21T AE R (Detective AP, AWS CLI)

&7 LAfE A Detective APl 2855 AWS Command Line Interface B ERFE PN EREHET AR
Fo BEMBITHABERN ARN MHERBRPER , A ListGraphs #1E,

EEZBFENEIRF £1TAEK (Detective AP, AWS CLI)

 Detective API : i CreateMembers B, EHBERMHER ARN, sFESEKRSE , IEERSZR D
TFFIRGE R & E 7B st
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EHCHO R ERE 3XBEEE T4 |, 55588 DisableEmailNotification &
true, DisableEmailNotification %A false,

MRBEERIABFES FHY | AITURBRE BT NAUFNIEEBHEE FEHHH,
« AWS CLI : E@ S Y H#IT create-members H,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message '"<Custom message
text>"

g4

aws detective create-members --accounts

AccountId=444455556666, EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantoseexample.com."

ERRTBIEBEEFHEHIIRERSE , BIMMA --disable-email-notification,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification

g4

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

8B RS KERFIEE (B Python 351 GitHub)
Detective 1R AMRERBIE S GitHub |, TTEEST T 5 EE -
- BEENKERE FEFEEEESIEEENEEERFITEER,

BERERFETABR 124
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- MREESIIRFERIPRETABR , AETHIERA Detective , Y EZEHHPEVITAE
&Ko

- BEBFEETHBHIKERF.
- BEEZRERFIEE,

MBEABAUMAREMNFER GitHub IS EMERA , 52 Bthe section called “Amazon Detective Python
A",

RN L=

RERFIEZEBFER , Amazon Detective EREREILUBAZREIRE ., R Detective LR
REWRE , g8 ERFREREAXRBA., EEBRTRERHR T EFA—RBEREREMELEN,

- EEIRFED 48 NEFRK A Amazon GuardDuty B F,
- Detective ETEEERERFHNERE,

- RERFERNGERTABRENEREHAR.
AEANWKBIIRFTERERMETRAER,

Detective B HEIBLAIRSE , RATRABRTUBMIRS,

BHETUERFBRARBMAKEIRFHRERS. Sl , BUUBKRRAENRERF RS ERE,
BULERABAARBMAKEIRE , T4EFRAKRFNEBRER

BARBANKERE (F#8)
BBk PR ESEARMARRARNERX SRS EE,
HEZRMAARBANKERS

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £#2 &,
2. 7t Detective BBEEKH , BERFEE,
3. EEMKERFT , ENEMANSENESRFHNZEG R,

B AMREARBANRKEIRE,
4. BERARE,

B KRB B R Bk 125


https://console.aws.amazon.com/detective/

Amazon Detective EREER

Detective ' RERB AIURMAKREIRE, MRALUBMAKREIRSE , AESBELSSHA.

B KRB AR K EIRSE (Detective API, AWS CLI)

Ea L A APl AL sRBX AWS Command Line Interface AR E—RKERF., EENMSTAR
=M ARN DAEERERPER , A ListGraphs #1k,

HERMARBANKERS

« Detective API : £/ StartMonitoringMember API &, B ERETAEBR ARN, EEZEH
RERSE , FBFER AWS IRE#EBITE,

« AWSCLI : E®EFIFHIT start-monitoring-member 5 :

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

Flan -

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666

RITAERPBERREIRS
ERERFSTHURBRTABERTBRREIRS.

Detective @ B BB BREPR LMK ERS AWS |, {87 AWS GovCloud (2B R ) 1 AWS GovCloud
(EBEFEI) BRI

RITABRTFERIBHERSR , FBRELUTER.

- RERFERBENHRERSRBER,

« Amazon Detective Z Lt EBRIIR S REEER,

Detective TR ITABRFBEREMBEEESL , MtBEERSEXKERFEAER,
RITABRPBREEIRE (F#28)

BUERARTABRT BRI BHNEKEIRS. AWS Management Console
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ETHRBEIES (Ti24)

1. BIfE hitps://console.aws.amazon.com/detective/ B Amazon Detective £ A&,
2. 1f Detective BEE K+ , BERFEHE,
3. HERFEEYF , BERNEBRRKERFHZES R,

BEENBETRBERE CHIIRS,
4. BRERF. REREERKRS.

RITABEHRBBRIBHAKEWRS (Detective API, AWS CLI)

#a] LA{E B Detective APl I EH AWS Command Line Interface 1T A Bl & P BB B K E R
EEMBITABERMN ARN SUMBEEFERPER , BEM ListGraphs B,

EERENITABRTIBRZ BN KBRS (Detective AP, AWS CLI)

« Detective API : £/ DeleteMembers ##E, IEEE R ARN MIERBERKERFEHNIRFEBIAFE

oo
o

« AWS CLI : EH S HHHIT delete-members fH,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

g4 -

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

BRERERBNZBEEIRFEE (B Python 1851 GitHub)

Detective TEHRH 7 —ERRMA GitHub, BRAIURZIET , KEENKERFFEREESEE
RENEEBRFITABRTBER,

MEBBWMMRENMMERA GitHub IS EMNERR , 582 Bthe section called “Amazon Detective Python
A,
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HYXERF : EETABRBFNREER

Amazon Detective 2t BEKEIRFFIRENESETABR , WEHERNWERER,

BEBRFEERE , KERFUUEEEMBITABRNEERIRS,
ZEMATRABERNKERS AT URRLEREESF, el ECNRFRITRAERPBIRR.

SHHRABTABR , ABIRFTERHEIKRFREERAKENRFE . Detective EESIRFEREZEEF/X
BiRFRASERNBRRS.

B &

- REWRFEN IAM B
- BRRITABERNEBEZE
- BETABRER

- RITBERPERIES

REWRPFTERN IAM BUR

REWRFMSALBSE IAMBEHRMYETEE  FERBNEERSE, SRUUERAEAERA
&, BB FHERAE DA BLUE Detective £,

HEEBRLT K BEEERFEEH IAM EEEMMNSEBCER,

FREIRF IAM BUR &R F B &0k F1E Amazon Detective R FEEIF, RETABRNE FEHBE
B IAM BRI XA,

EEFAMEER , FUUER ARN BUX <behavior graph ARN>,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1,

"Resource": "<behavior graph ARN>"

SR EIRE . EEBENNEER 128
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},
{

"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"
}
]
}

EEE  EBTAEXRTHEASIKREIAZWIEE , tELECEHEHIRFEMABTABRNBE . WURE
MABREMITEER , BIREE ListInvitations FFAEIA], &E® ListInvitations , EAE
ALEETABRNEEEBIRS, EEBEMEUHREE RN TEBRAREBRBENKEER,

BETRERNEFFE

£ Amazon Detective #2#l& . Detective API , 5#& AWS Command Line Interface , S EtRF AL F
b ME 1T BB B

BB AEREE (T2A)

BT AR 1T B EBEE AWS Management Console.

EBRIBTBERRE (TEA)

1. & A AWS Management Console, A% BI{E https://console.aws.amazon.com/detective/ B &K
Detective £ H,

2. 1f Detective EEBE & | BEBIRFEE,

EIRFEEEEL , BNEESIRFESEEENESTRMNEEZINITABRERE. HHHERBIR
F ., ZNEESRFaEsBBTABR.

MREMRFENEREEZRAY  ERtHERERIR B ANREERE,
BERTESBEENEHE. CRENKEERIREEEIRFBRIKEER,
BEBFHSENEERSIRS, BEXBFEN EHUNEER B k&,
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- SHEEE RO EREBE | REAEERE.
- SHESESI BT  MESTBATREA,

MERRERERA , AEWIRFERERRKETRAESR,
MRRERREA , AENIRFTERERRERETABER,

E Detective REZLERBERAR , BHIRSMRERARES "k GuardDuty BiA, , IR E , Al
EHIRFRAEEEMITABRNERERIB Detective BLEE,

MRERFFIEERTABRBLERE , B Detective B ENIRFREEMAERA. FA , ik
EERE/REA,

ETAEREABTNEIRFNERER | Detective EEBEFHRACTEA. fitn , EEERFT
HEEBRHEMKEIRE , MEMAEHNIRE. EESRFUAUFEBRBALHIRS,
BIE1TBEIREBE (Detective AP, AWS CLI)
& LA Detective API 8 AWS Command Line Interface¥ll 1T B B &85,
EEHNCEHEMABBESINITABREFEFE (Detective APl , AWS CLI)

 Detective API : i ListInvitations ¥4k,
« AWSCLI : @S HH#HIT list-invitations &5,

aws detective list-invitations

EIEITRBREF

EREZBFER , 7 Detective REZLMIRFRERNMEFITABRNERERBE Detective WELEE L
BREF , BMNIRERES AR BREA, A7 Z Detective TR E | BHIIRF % E GuardDuty X
A Amazon 4 48 MK,

MREVIRFAGERTABRBLER , Bl Detective B LIRS MREEHMABERA, Detective
ERARRBERNAEERPENER  YEXFBREFENIITABRP, ENRFREEAERNE,

MRFIWENIRFEERTABRNEMEEH Detective Bi#E , & & K GuardDuty BA |
AREESHIES TREAL . EEEBRT , RILBKRIRF , BRRAREBTABERAIUEMIR
F , Detective & BBIRUABIIRE, EESIRF WA AFBRAEHNIKRS
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MREBEEBF , ARBFERBFBEFBER , H Detective TEETABRPHEALBHIRFEER.

[ 1T AE KRB (EEA)

B LAE A AWS Management Console REIFEE FE {4858 , HF @& Detective IR AMERL, &
/\Egﬁﬂgﬂkuﬁaﬂ E’Jllanﬁo

HEZORTABRER (F2A)

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
2. 7 Detective BEEKF , BERFEE,
3. EERMEEBIRFT , FEESEFALRBOTABREMER  EEEIZBHE,

ERERBBAMENBTETBE | BEFEE,

6 FE 1T & Bli% 55 ( Detective APl , AWS CLI )
& LA Detective API 8 AWS Command Line Interface Bl fE1T B B R85,
£ EiEZ T B ERE (Detective AP, AWS CLI)

« Detective API : £/ AcceptInvitation 4. BHEIEEER ARN,
« AWS CLI : @S5 #1T accept-invitation @H.

aws detective accept-invitation --graph-arn <behavior graph ARN>

g4 -

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

= EIE BT B E#EE (Detective APl , AWS CLI)

« Detective API : {8 RejectInvitation #E., BHEEEEBR ARN,
« AWS CLI : E@ R HFHIT reject-invitation @i,

aws detective reject-invitation --graph-arn <behavior graph ARN>
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https://console.aws.amazon.com/detective/
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https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/reject-invitation.html
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g4 -

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

T RERPBERIRS

BEZBFER , EULERRETABRTBRIRSE, EARTABRTBERIRFK , Amazon Detective
EFLBERFAFNERENETABERT. BRENEREETRAERT,

REZBIRFAURITABRTBERERS . MRS EEEABRITABRTBERAEIKRS.
RITABRPBRENIKRS (X£A)

ZALAEF AWS Management Console 247 & B & P B BREM RS,

BERTABR (X28) BRIRF

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ &,
2. 7t Detective BBEEKH , BERFEE,
3. EBMEEEBIRFT , StHZERENTAER , BEME,

RITAE P MEREHIRS ( Detective APl , AWS CLI )
B LA Detective APl EITABRTBREMWIRE, AWS Command Line Interface
ERTABETMEREHIRSE ( Detective API, AWS CLI )

« Detective API : £ DisassociateMembership #B®4E, BABEIREE R ARN,

« AWS CLI : E@ S5 #IT disassociate-membership &,

aws detective disassociate-membership --graph-arn <behavior graph ARN>

g4 -

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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https://docs.aws.amazon.com/cli/latest/reference/detective/disassociate-membership.html
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ERAEER

IREFBEHITRABRNEE

L E EH Amazon Detective ERFERE U T HE,
Detective EZ|{= A
EEEERFZA Detective B, SREUTER :

- TREXREIBR.

* Detective §F LR EEERF RZXITRAERNKEIRFHEINEHR,
RERFEIRITABRPBR
RITABXRTPBBRRERFE |, Detective 25 IR F HEVE R
TREXRTFHNREENTESZIEE,

HRZBIRF , ZIRFERBNAERFEFEFBER,
HREBITRABERPIVEBSRS , RPFRESEERERE.,

FX B R 5 Bl B #E 48

ENERFEERMARE K SREUTER

- ZIRFEREBITABRNENHERFBEEFBER,

« Detective 1% L IR P P HEEVE # .
TRERTFHNRBFERTEZIRE,

AWS IRFEEF

EXREEERFEPEEE AWS | tRF &KX EM1T Detective RITABEF AR, Detective 1F1E14%

ERENETRAERT.

ERENERFHEFR AWS |, Detective B1F LLIRENZ IR FHE L,
90 X% , IRFSHWKRILHNEFAE. EEEERFEMBAR , RIETERH Detective 5F

", Detective EREHEIRFHIER, EFBAKEIRFE , Detective SMBUEXIR S HME R

IRFEEERNZE
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AWS 11k F B2 3 Ff
& AWS 1R FRARAME | Detective HRARAWEIEI T,

- SHEEEBIRF |, Detective SMIRITAE XK.
o SRR BEIRE | Detective ERRITABRFBRXIRS.,

AWS BHEESIRFEMEMAR , REKRFHRKER 90 X # 90 RHIRERE , & AWS XXM

BREXMRIRA PR R E R

- FERBBEREEB 90 X , BUUBFHBR. LW LEE EventBridge R AR BFTEIME |, #§

BB IRAMEE S3 R F.

- REAWS REFRUER , ELENFRCRAMAIRSR , S81kF AWS EFERABRKEES |

I 18 R R S 1Y BR TS IR R & R
- MFEFHMEF , F2EEERHAKRE

/A Important
#HH AWS GovCloud (US) #ttEHIZEF :

- EBRARARFHET , BAROIRFER  RRMER, EEEMAKRFR SR FMELNE
PR,

£ Amazon Detective Python IZAE IR iR 5

Amazon Detective £ GitHub ZfEEF M T —# IR Python BlZxamazon-detective-multiaccount-

scripts, WWHEIETHEFEZE Python 3,
BEER T BREBTUTES -
- ABEEREBNEESIRS A Detective,

% Detective # , B LIS BB TRIGIT R E &,
- BREIRFHEEEESIRFNEERRTAER.
- ALLEZRAMEIRFBSBFE TN, LETUEFERR
- BRERFREESRFNERBITABRTBER.

Hl
aF
5
2
rﬂ:&
o
3
8
\_N
i
F

AWS Rk F 23R
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts

Amazon Detective EREER

- ABEERENEESIRFFHA Detective, EBEEEWRFFH Detective i , RItEFRESEREREPRY
EEERFITAER.

enableDetective.py I EHIE
enableDetective.py ETHREHTUTRE !

1. MREEERF HREXZEF PR Detective , AlABEIEERRTHNEESIRFBMA

Detective,

B IR E RS SBEUE Detective # , B LI ERIERKGTABR.
2. LB EEERFRIENEREEERTABRNIEERERE,

EEETHATSREARRALAE , BT,

BT BB RRER T RILBFE FHMH.
3. HREI K EIRFNEHR.

HRETIRE EBEIEF , Rt REIRF A ZILEAR.
BB CEREKSIRFEE , BAMfZFEC ABES,

disableDetective.py IS EHE

disableDetective.py ETHREREERBNEEBRFITABRIMIRIEENHEIRF.
TEREHET —EEHE  LEBEEEREPFAEESIIRFH Detective,
ESHNSLERFFT
ELESREECEERBRFPUREHERNBBRNFTENERFPALFEN AWS AE,

(® Note
FIARFPNAERBLAMEE,

IAM BREZBNEEEXRERARNEENAC, EEHTESTHBNEILER, EYREURKEHRE
MEEERNTHERE  LENFFITNOT
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- {E#R : CreateGraph
- {8# : CreateMembers

« {E# : DeleteGraph

« {84% : DeleteMembers
« {E# : ListGraphs

- {81 : ListMembers

« {81R : Acceptinvitation

ABEERRF
ABEERRLAAFENNTERITHBERREIXAE.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
.

"Action": "sts:AssumeRole"

MRERBLELEFTNREAS  AIXEESEXRESRFHFEIELERAREHFANAE, KER
EEESRFHFRIAR,

HEEVNABR , FEBUTUTRE

- EBAKRFHEANMENACER.
- ELEAMBLENER (BEEH) , SiEEAmazonDetectiveFullAccess % & E K R A,
- WMERTR , FEACETERER,

EEAECERF , B LUfEAEnableDetective. yaml AWS CloudFormation #8745, HR&IZAR
SEVLEHER , Rt A EEAESEPHIT.
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https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
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# Python IERBERIEFATIRE

ERILHE EC2 BATERRABEMBATEDR.
RRENFIERE EC2 BT
WITES BN —ERELEB EC2 YUTEBETHT,
EERMBARE EC2 ${T1HE

1. EEEERFHME EC2 HTEE. MEMMEE EC2 BT ERNFMENR |
Linux B9 Amazon EC2 fEF&1ER) FH Amazon EC2 Linux #1T{E8E AF9,

2. 1 IAM AEKNEATER , ZAGEEATHTEREEEBIRSFIFY AssumeRole WFF
T,

:I:I'*

B GERAR

MR EFEHAEnableDetective.yaml AWS CloudFormation 74 , AI€@EV EHH
AEnableDetectivel R EENHAITEEAE,

BRI, MERVHTEERACHERET  F2RMERNERMH EC2 TR A ERMATERE
IAM BEZERE EC2 #TERE.

3. REMENERE

* APT : sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
* Boto (B{ERA 1.15) : sudo pip install boto3

4. BEFEERZE EC2 HITEE.

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

REAMEMUFITES

B UREBEE P HITIESTR.

REFMEMUATIETT

1. FRELCEHEEEFTI AssumeRole FFINEEEIIRFRESNMEKERE.
2. REFMENEHN
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
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* Python 3
* Boto (&fEKMZA 1.15)
« GitHub Bz
T4 RERHA
Windows 1. &% Python 3 (https://www.python.org/downloads/
windows/),
2. ARG HRT.
3. EEZLRE Boto , FF#1T : pip install boto3
4. §54¢ GitHub (https://github.com/aws-samples/ amazon-de
tective-multiaccount-scripts) T &g S B RARENTE,
Mac 1. ZE& Python 3 (https://www.python.org/downloads/mac-
osx)s
2. AR SRR
3. EE L Boto , 3@#{T : pip install boto3
4. F51¢ GitHub (https://github.com/aws-samples/ amazon-de
tective-multiaccount-scripts) T &g S B RBRENTE.
Linux 1. BERHE Python 3 , BHITUTHP—IF :

* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. ZEZ % Boto , 58¥1T : sudo pip install boto3

3. #& https://github.com/aws-samples/ 72 F& Iz R Bam
azon-detective-multiaccount-scripts,

BUBHMEHBRANKEIRF .csviBE

EERBENBETABRIVTABRTBROKEIRS , EFEERHUESIRFBEN .csv ER
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EEBNTLEIHSERS, SEKXSRRZEBEETE AWS &5 ID MRS/ root A EE FEHMH b

3k,

SR T

111122223333, srodriguez@example.com
444455556666, rroe@example. com

#1T enableDetective.py

& LAt EC2 enableDetective.py H{TEERAEEKSTESE.
FE#11T enableDetective.py.

1. # .csv ERERD EC2 T EBHAER LAY amazon-detective-multiaccount-
scripts H#.

A

I =E amazon-detective-multiaccount-scripts H .

3. #1T enableDetective.py iEHE.

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email

HITESER , I TE
administratorAccountID

EHEE AWS tRFRIIRSE Do

roleName

EESRFNEEXSRS PAEREN AWS BR2EHE,

inputFileName

BEEMEEEEBRFITABERNKEIIRFEEN .csv BERER/.
tagValuelist

(ER) BEEMEFHITRABRNERESE CLERDME).

#11T enableDetective.py
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SHESEESRE , KX A key=value, Bl :

--tags Department=Finance, Geo=Americas

regionlList

GER) BLER RN EEBE PR EIRFAEEEESRFNTRAER. Sl :

--enabled_regions us-east-1,us-east-2,us-west-2

EEERF AR AREREPRA Detective. HEEBERT , EFHERUA Detective , WAEFE
BRFEIHTRER.

MRERREHEERHFBE | RIESHEHE Detective XENATAE R HEF,

--disable_email

]

(ER) WRIE , B Detective FEME KL BIRF BIXBEFE 7 EH M,

#11T disableDetective.py
& T LATE EC2 disableDetective.py #iTERB R A E KA TIEDTE,
FEH1T disableDetective.py.

1. # .csv BRERZE amazon-detective-multiaccount-scripts B #.

2. BEGEENESEEFEA .csv ERUREEBIRFHTRABRTMBRIIENKERS ,
1T disableDetective.py I8 , MMTFFAIR :

3
&

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. ZEEMEERETEHAEEEIRFMN Detective , FBHITIEAR --delete-master EiCH
disableDetective.py {85,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

PITIETEE |, AU TE !
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administratorAccountID

EEE AWS 1k FHIRSR Do

roleName

EESRFNEEXSIRSEFAREN AWS BEBEHE,

inputFileName
BEEREESIRFITABRBBRNKEIIRFFEN .csv EREH,

ENE 8= A Detective , B % EIRM . csv EEER,

regionlList

(EZA) BEFTUTHAP—EEHRENETBFE CLERSR) :
- REBEERFNITABRPERREIIRE,
- MRAE --delete-master B2 , 55 H Detective,

Hlan -

--disabled_regions us-east-1,us-east-2,us-west-2

MRIEARBERIFE , AlESHEH Detective XIRIFAIE BHE FIELF
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B2 Amazon Security Lake &

Amazon Security Lake R £ ZEN LT L ERHMRYE. EAILAER Security Lake , #RBIR AWS
¥, SaaS #IERE., AMHBERER, ERFENE=ZFRENLZLUER K HBEDEHEELIRS
MNERAERM. AWS Security Lake AT BB L £ER  BLEELEM 7THREBESNR2M
HE, 3&EiB Security Lake , BB URETEER. ERAEIMNERNRE.

Amazon Detective 82 Amazon Security Lake ££FX , EEWREE A LB HMFEEN Security Lake F AR
R BFER,

FRLEES , B LR Security Lake REXERNU T RKFEWE BFFEH, Detective T2 X IFIRM
Z 2 (OCSF 1.1.0)

« AWS CloudTrail EBEH#RAK 1.0 R 2%

« Amazon Virtual Private Cloud ( Amazon VPC ) A2 B 1.0 lRk 2%

« Amazon Elastic Kubernetes Service ( Amazon EKS ) #&T H&E 2.0 ik, BEEFH Amazon EKS #&
B AFBAIER , B4 AFH8ram: ListResourcesZE IAM 577, MEFHMEENR , BLBESTEN
|IAM FFAI#T I E LIRS

WNZEHEI Security Lake 2010 B B)AS 2R B A 8 AWS IRIEH HEEMBHER A OCSF @RI
BT , EF2EB Amazon R HERERR.

# Detective BEEZ £ B S , Detective BRA IR T £ HEEEE AWS CloudTrail EXEE4F Amazon
VPC AR HFMHBENRK HGE. NEFMEET , F2EEHRBEG.

£ E & Detective B2 Security Lake & , BRAUA TSR -
1. BgRZ Al

FREBEEIIRE | BIENERBIEEZE M Security Lake EXEE, BECKALS M , WHER
Security Lake IEFE# AWS CloudTrail EEE#H Amazon E#FA A EL (Amazon VPC) HifE B
WEE BRMEH

RTBELREBEREE  Detective ERFEALHHTFIRS , WIEEFARS M T ERFEST
Security Lake #&,

2. B3I Security Lake (TR F
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= ZFEAREB Amazon Security Lake B B S RIZEH |, A AR Security Lake BWETBEAF. FHKR
DT TREEHRTEER T Detective IRFEES,

3. #FTE AWS Identity and Access Management (IAM) ZF AT #5118 E &M IAM B 2
- ¥TI8 T PUREBRLAZE I BE R £ Detective B S

- #EL AWS Identity and Access Management (IAM) FFETEf INZEIREY 1AM & 5. MRFHE
A, FSEEEN IAM FF A FTE EEMIRE — 8,

« I 1AM BURHT I8 = 83T & R EE AWS CloudFormation FRIE S EEY IAM £88, MEFE
B, FEREBEFUHIEE IAM 88—,

- MREEH Detective RLZEHEES , EEFEHABSINGE , FHEEL (IAM) FFaTkiinE &4 1AM
B9, MEFHMEER , FSEEFMEN IAM S8 ZEMNIRS — &,

4, BSERHLE ARN BELRARS

{5 AWS CloudFormation £34<3REXEE I MBI Security Lake STFEHEZEHEFIEN S E, NMER
MBS R B2 FEH AWS CloudFormation SEA8E V&, TREBUME %  BRAR

PaN
Ro

BB I{aIfE A Detective 4| & # Amazon Detective B Amazon £ HMERNER , FEEUTH
$8 : Amazon Detective B2 Amazon R4 HE K- AR E-->

BRIE 2 Bl

L2 B AWS Organizations & , AIEEEABP S EARFHVEHFWE, EEEBHEBFER Security
Lake , ##) AWS Organizations &2k F % E K AEBIEEZ IR Security Lake RIFEEE, ET
R, EiRE Security Lake B B8 A4 ARA Security Lake , ¥ BEBT R ERF A BHFNE4K
%

F£#% Security Lake B2 Detective E{TB S Z 8 , FEHELE A Security Lake B EMR S BA Security
Lake. NFEMARLA Security Lake FEEHEPER , 582 B (Amazon Security Lake fEF&E1ER) +
A FIIER.

A | FBRFR LM ERRE AWS CloudTrail EEE4HM Amazon E#BFAE Eiw (Amazon VPC) g
BRWEBFNESH. MFEHFR Security Lake PR W ENFHE | 52 Amazon Security Lake
FREREEHN®R AWS RIEWEEE,
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#resource-share-arn
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://www.youtube.com/embed/73ZurSZCZwA
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs

Amazon Detective EREER
HER 1 : Bl Security Lake sTBERAFE

EEFARE Amazon Security Lake ¥ B B4 | B4 AR Security Lake WFTEAF. fFTEAF
A LAE B FMFZE Security Lake WEMNER, EEEHFIVERNFTEEE A LAEA Amazon AAmazon
Athena EfRT , B1E7E Amazon FIEREFZ R (Amazon S3) 7T P& AWS Lake Formation
ERK, EERAITBAF |, Security Lake EEEX EARRUTELEHERANTEAFER
B, MEEESWMATIRENFRENR , 5528 (Amazon Security Lake EAEER) FHEL
EEEHFIENIEAF.

FIKBUT T REERFEER T Detective IRFEES,
£ Security Lake H# I Detective FTE A F

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective £ & .
2. HEEBERPREES,
3. %t Security Lake ;TR FEK+ , ZL#&IRF IDFIED ID &,

ER Security Lake EEEFEA ID UBHRIUTRE -

« ZETE Security Lake R BB Detective F]BIAF,
- FERIRAFRRERAERFIVE,

- BWRMEH Lake Formation S AJ 2 3I Security Lake ZHEIBIAF , 557 Security Lake 32 A&
F3&EY Lake Formation fE&E RHFEUS %,

E Security Lake EXEERZEIUFIBAFE , Security Lake A EL Amazon BEiRHLE
ARN, FEEEMIL ARN EixiGE,

4. 71E Security Lake ST A F B# &8 A H Security Lake EXEERMHEHNERLZE ARN,

& Security Lake EXEEWEIEIRELE ARN 21 , 751E Security Lakei ] AFBERHHNERLE
ARN 7 A ARN,

LB 2 % IAM FF A HT B E LIRS

EERAEZ 2N Detective BE |, B4R T 5| AWS Identity and Access Management (IAM) 5
ABEMINZE LR IAM B9

BUTARBRBERKNE AR, REELEFHBSH Amazon S3 /HFETERFM Athena &
HiER | 5520 Amazon S3 EFEEFEEBEUE athena-results-bucket, MREBHE
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://console.aws.amazon.com/detective/
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Detective HE)E4 Amazon S3 FEEEFERIZ Athena EFRFER |, FBH 1AM BERH B KREE

S30bjectPermissions,

MRELERLBERMNE IAM B0 AEFT |, BEEAEN AWS B8, NMREHEESLENFTT
BEBAERE  F2E (AM FHERR) P —% IAM BESEHHEE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S30bjectPermissions",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

"Effect": "Allow",
"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"
1,
"Resource": [
"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/
amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:catalog"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html?icmpid=docs_iam_console#troubleshoot_general_access-denied-service
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}I
{

"Effect": "Allow",

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"

1,

"Resource": [
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/ResourceShareArn",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/S3Bucket",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/TableNames",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/DatabaseName",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/StackId"

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"

]I

"Resource": "*",
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"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"securitylake.amazonaws.com"

3 BERXEFRHLE ARN BFRALMAES

= E1E Security Lake FEURHRER BF , BLEEZRE Security Lake BEEEFTE MK Security
Lake IRFNERHAZEF. LEFTEREHEIRFERRLEZMN AWS Lake Formation 3F . LAk | &
27833 Amazon Simple Storage Service (Amazon S3) & ZETEE | LUIBZWRKRER AR,

ET—{@ELBRP | &i5EH AWS CloudFormation #4822 7 # & : 32 Resource Share ARN #55.
BIAVENE AWS Glue iR B R , AKEF AWS Lake Formation RiEEE S#R,

3 AWS CloudFormation &1 5B

ﬁ'ﬁi
%

1. £ CloudFormation #7423 %7 CloudFormation # &, MFEFHMENR , FSBEEH AWS

CloudFormation S &,
2. TERHMBEICE K FBEERAERS.

£ AWS CloudFormation Ei24<% 37 ff &

Detective 2t AWS CloudFormation #8745 , & A] LAfE A b 84S 23R EX E 2 M MEE Security Lake FTH
EEHEREMENSE,

$ER 1 : B3I AWS CloudFormation fRIEA &

BB AWS CloudFormation IRIEE € , FREMEH AWS CloudFormation EEARE TR, &R
EENBBAENAAEST , 35ELE Detective BEEERFNEEE, WF AWS CloudFormation IR
ABNFMER , 528 AWS CloudFormation R &€,

1. B A AWS Management Console S 7 EEFREEE RS |, BiLA https:/
console.aws.amazon.com/iam/.
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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ERAEER

o g~ w

£ IAM ERANEEE KD | 1212 Roles (BA®) , REIZIZE Create role (B AB),

¥ 7 Select trusted entity GEEVEEMNER) B , 1EIE AWS service (AWS IRH).
i##8 AWS CloudFormation, REBEET—%,

WABEHNER, HlI CFN-DetectiveSecuritylakeIntegration,

BT ABREEM B AR, F<Account ID>LAEHY AWS REE ID HifX.

"Version": "2012-10-17",
"Statement": [

{

}I

"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation: *:aws:transform/*"

"Sid": "IamPermissions",

"Effect": "Allow",

"Action": [
"iam:CreateRole",

jiam:DeleteRole",
"iam:AttachRolePolicy",

iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",

iam:PutRolePolicy",

iam:DeleteRolePolicy",

"iam:CreatePolicy",
"iam:DeletePolicy",

iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"
1,
"Resource": [

"arn:aws:iam: :<ACCOUNT ID>:role/*",

"arn:aws:iam: :<ACCOUNT ID>:policy/*"

£ AWS CloudFormation &3Z<%2 37 i &
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{

"Sid": "S3Permissions",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::*"

]

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [

"arn:aws:lambda: * : <ACCOUNT ID>:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"”

1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"

"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [

£ AWS CloudFormation #5252 37 it &
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"kms:Decrypt"

15
"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"

HER 2 BEFUAEELR IAM E88

BEETHER , TeeERALEL—ELSEHEIM CloudFormation IRIEACRENHE, & T3 1AM
BUERFT B BT E AREE CloudFormation lRIEA B IAM 8. BiGHEELL IAM =B
B, ZRLEFE IAM BERFTEMNRFT |, SBEE Detective EEBIRFNEES,

® Note

FEUTHES , BEPFIERAMN CFN-DetectiveSecuritylakeIntegration &% £
—1{B Creating an AWS CloudFormation REAGLSBHFEINAR, MRFE , B
HEBFALELL—ASRPBANACER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action":
[
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

.

{
"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

£ AWS CloudFormation &3Z<%2 37 i & 150
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1,
"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam: :<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

]
}
}
},
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*"

},
{

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [

"cloudformation:ListStacks"

1,

"Resource": "*"

},
{

"Sid": "CloudWatchPermissions",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"
1,
"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
}

$E2 3 : £ AWS CloudFormation #24|&iEEEERE

1. % Detective B %] AWS CloudFormation 4|5 .

£ AWS CloudFormation &3Z<%2 37 i & 151
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2.

CER)mAHEER, HEEBEEHEA, KUK HEEBEBEAERAMEEBIFERNA
.

MALTZ2E :

AthenaResultsBucket— I R& K AE , Al EAREELE Amazon S3 #7iriE. NMREBEE
FRAECHREETRE B AREITRABRMER Athena ERRR, ELEABCHRFERE
B FRARETREHEERAEEZ ARN VAERNESE, MREFEAECHRBFIE  FRER
EIEM LakeFormationPrincipals E6¥YHE AR TR PERWHNET T, WE
RETETFUNFAED , F28 (Amazon Athena EAEIERE) PN EHERNSIAEH,

DTRegion : iR EFREEAN, FIEEHBUPNE,

LakeFormationPrincipals— B AR EREFREUFEARESHESH IAM 8 (flm IAM BE
ARN) #9 ARN , BUESE D FR., EBLAsE—RZEE M Detective WERE DA ML £ TR,

IEIEREFE AL RITES B [Step 2: Add the required IAM permissions to your
account] HE#EE IAM FFOTHY IAM B,

ResourceShareARN — W EFALIEA, B VEF R BT E,

AT A

IAM B : BEUEESEE Creating an AWS CloudFormation Service Role FEBH
BIWAG, 3E , MREEHTW IAM ABEDER Creating an AWS CloudFormation
Service Role HEEMELERNT , AITUSHEEZ,

RELDRFAERFE T AR , RARE-TRIMHEBRRE, NFFMAER , FREAUTHELN
IAM &iRo

ResourceShareAcceptorCustomResourceFunction

- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy

SsmParametersCustomResourceFunction

- SsmParametersLambdaRole
- SsmParameterslLogsAccessPolicy

GlueDatabaseCustomResourceFunction

- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy

GlueTablesCustomResourceFunction

- GlueTableslLambdaRole
- GlueTableslLogsAccessPolicy

£ AWS CloudFormation &3Z<%2 37 i & 152
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SER 4 : 4% Amazon S3 R EFITEBURFTIEE LakeFormationPrincipals H#Y IAM £ 88

(2R MREBBWEARBEELE AthenaResultsBucket , BIAEZ U TEHEM INZE
LakeFormationPrincipals ## IAM X8,

{
"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",
"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

athena-results-bucketilAthenaResultsBucket&Z#E{X, AthenaResultsBucketaJLATE
AWS CloudFormation $2#l& K Z :

1. FBELLTERR AWS CloudFormation 32 4& ., https://console.aws.amazon.com/
cloudformation
2. ‘TR,

3. EB-—-TERESR,
4. ¥E23EHE ID AthenaResultsBucket WEREERE D,

i Bx3# CloudFormation &

i

MRETHERIREHE  ARFELSELEMBESPELIMEE, ETLIEA CloudFormation £ A&
HEH AWS CLI B} CloudFormation # &,

E B AWS CloudFormation #48 ( #2518 )

1. FBELUTMERE AWS CloudFormation £# &, https://console.aws.amazon.com/
cloudformation

2. 1E CloudFormation &AM HE]) EE L , BEEEMRNHEE, HEBE S BEEHIT.
3. 7E stack details (B EN) BEKT |, 1BIF Delete (MBR).

MIB&H#E CloudFormation & 153


https://console.aws.amazon.com/cloudformation/
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4. BEBRFERRE , ZH Delete stack (MIBRHERE),

@ Note
BRI R RS EEFL, HBEEETE DELETE_IN_PROGRESS (IE1EMIBR) Ak
&,

EHBMBRTR 2% , HBEEMN DELETE_COMPLETE (MIBREMK) #RAEE,
B BR 85 5R 2F B HE R

WMRIEBHER —TDeletetkfiFailed to delete stackZERAEMNERER K RTEN IAM &
&3 EMIBREER CloudFormation PR, FEHIEEHNIREEE S LUMIERME,

% ZMIBR CloudFormation #t& (AWS CLI)

£ AWS CLI TEPBEA TGS :

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration 28 ES B Creating an AWS
CloudFormation Service Role HEVHRKEAE,

BPERAER

MBFEES T FARES Detective E2 Security Lake WS , B LRELESE , REBARK
RAEE, BAILURE AWS CloudFormation SEA LSt TR RAIEHRALES -

« HEEF Security Lake FTB , BAILIEMFHETEAF |, & Security Lake EE BT UEHRER]
B Y & B R

- EERETREMN Amazon S3 FEFIFEBREMRHBER B,

« ¥8ET[E Lake Formation FY 88,

B IR EF A E Security Lake B Detective BEE |, BALUREEZEREE ARN , YR IAM
al, BEEMREE IAM A |, BRI LA Detective BI{E IAM 3 &, Bt o URELRIE AWS
CloudFormation Bt R AME., EBXEMBERIRA CloudFormation B EFHEY , TeEEHEA

A
Ho
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EESEHRA Detective B2 Security Lake &

1.
2.
3.

BI1E https://console.aws.amazon.com/detective/ BB Detective £ &
EEBERPREES,
BULERAATHRE-SBRIFEEES -

« T£ Security Lake Bi&H , BIFEMRLE,

« £ Security Lake Bi&H , BIERR., ERAEET | BIERE,
WAFERLE ARN |, UFEEEHHER KR,

WA E B IAM 350, MMREBEIRE IAM FFH , FFRIE 1AM £82 8,
W& CloudFormation A H{E,

1. EMBRBEEHE RZBEIUHHEE, MEEKRMBREEHE MBAEXRTEHEESDEIH
B AW ERE RN, WEFHMEN , B2 B MERH CloudFormation &,

1. B3 ¥ CloudFormation &, MEFMEH , F2EF A AWS CloudFormation 2832 37 #

He
= o

BERMARS,

FRES

MR = EE Security Lake # Detective B4 , A5 EEB# Security Lake I HFEMEHER,

#E {2 [ Detective B2 Security Lake B&

1.

2
3.
4

BI1¥ https://console.aws.amazon.com/detective/ FARX Detective £ &
HEEEERFEEFES,

RERBERHEER, WEFMER , FSEMERE CloudFormation &,
£1= 1 Security Lake BEBEKF , BEEH,

X ER AWS i [&

BRI AR LT AWS [Bi8#§ Detective R R 2 MBS,
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ERAEER

Eh =R

XEIRER (%)
XEIRE (HEE Bt
1)

XEIFER (h0F ke R

Bl 1))

XEIFER (BREF)

DREH (HE)

DAREE (BH)

SIXESE (#703R)

DREE (BEH)

Tk B ()

EX (FEB)

BN (EM3E)

BUM (ZFH)

5 35

us-east-2

us-east-1

us-west-1

us-west-2

ap-south-1

ap-northe
ast-2

ap-southe
ast-1

ap-southe
ast-2

ap-northe
ast-1
ca-central-1

eu-central-1

eu-west-1

securitylake.us-east-2.amaz
onaws.com

securitylake.us-east-1.amaz
onaws.com

securitylake.us-west-1.amaz
onaws.com

securitylake.us-west-2.amaz
onaws.com

securitylake.ap-south-1.ama
Zzonaws.com

securitylake.ap-northeast-2
.amazonaws.com

securitylake.ap-southeast-1
.amazonaws.com

securitylake.ap-southeast-2
.amazonaws.com

securitylake.ap-northeast-1
.amazonaws.com

securitylake.ca-central-1.a
mazonaws.com

securitylake.eu-central-1.a
mazonaws.com

securitylake.eu-west-1.amaz
onaws.com

BAAWE ;

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

XEN AWS it [E@
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i & =15
BN (R eu-west-2
BN (E2R) eu-west-3

BN (HTESHEE) eu-north-1

EEMN (ERE) sa-east-1

securitylake.eu-west-2.amaz
onaws.com

securitylake.eu-west-3.amaz
onaws.com

securitylake.eu-north-1.ama
Zzonaws.com

securitylake.sa-east-1.amaz
onaws.com

1£ Detective FE R HFE

1 Detective BB £ HE S % |, Detective 8

(® Note

BAWE ;

HTTPS

HTTPS

HTTPS

HTTPS

SRBRLLMBEEE AWS CloudTrail EE S 4 Mo 5B E
BFAE (Amazon VPC) i fg A 5E /B R A B &

£ Detective AEH R AFEARINTE, EIE Amazon Athena EARR EH b AWS FRIEH

RERMARRAMERKEL,

AWS CloudTrail EEE# A AR TFHIRE

- AWS IRF

- AWS fER &

- AWS A

- AWS AEE5E

« Amazon EC2 #i{T{E &
 Amazon S3 f1FETEE

o |P thhk

- ERERHEESE

- EEEXTR

18 -

1£ Detective FEHRIB A
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- EREXRER

- IAM A

. 1AM & & TR EY

- IAM ERE

Amazon VPC Flow Logs AJ IR T FIFRER :

« Amazon EC2 #1T{E8&

» Kubernetes Pod

BERI{aIfE A Detective 4|4 # Amazon Detective B Amazon £ HMERNER , FEEUTH
$8 : Amazon Detective B2 Amazon &4 H & 5 -0 {a] {5 F -->

£ AWS IRF RS B

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective A
2. ZE8EERP  BEHEES  ARES AWS account,

3. GEERAPIHUEERRY  EEETEERBENFAEA.

4. BRI DELRKRERRR B,
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https://www.youtube.com/embed/A_EWd2lvVW0
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Detective » Search » AwsAccount/714603721603

714603721603 Scope time Info

. AWS account Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 6 2
> 2 1 -
> 1 0

ERABFEEERRD | B LR EIBH Security Lake EHE RN BFNEH, NEEBER
WMEMH HEWFEER , B LR Amazon Athena REERIVE L,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »
date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results

B L EEHREEFERNRPEUEHERFER. £ Amazon Athena P EERRUNTHERAER D
fB{E (.csv) BRERE.

WRIETE Detective PEF R , BERREEEMER , EFTRRATRREK.

£ Detective FEHRR B 159
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- R A AIBER KT Detective FE AT A , AREF 1E Security Lake BFRHPER. BHHREEHH.

« Security Lake AIgEE R A, MREEFTRANKRE , BIRT Security Lake 2> Hib. FHEE
# Security Lake &3 8 Bk LA R R BB,

)

- BH AWS AGBHRKRKHE

« & Amazon EKS BEWEREB A

« &7 Amazon EC2 #1TIERRA R 6 A

&3 AWS A By R I6 50 &%

MRERTHAWS ACREHMIEMERIEE , 757 Detective 12 HI & P EITELIRE,
EH AWS AR AR

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective A

2. f¢ [Detective HE]) HH BN HIEMNE] EERT , LT AWS A,

3. EEEERT , BEHEE  ARES AWS role,

4. HRAWS At , BRERNBTRZERERX IP i3 HEVKEE APl FEIY,

5. BELEREM API RIUZEMNAAXEERTR , UEMRKBFREER,

Activity for time window: L

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 289 284
» 63 0
> 42 0
> 21 0

Bl AWS BB RIGRC & 160


https://console.aws.amazon.com/detective/
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3 Amazon EKS £ EKB A

AI{E https://console.aws.amazon.com/detective/ BARX Detective £ A&

¢ [Detective HE]) EHEUSZRENAREELEERF , EEE Amazon EKS 5,

£ Amazon EKS B5£FHMEREE , EH Kubernets AP SEB) R 5|11E R,

1E35 Rt Amazon EKS # 5 Kubernets API SEBIEER S | R IZEE BN ERFMAE R,
B AL BRI E R R 16 B 5.

o ~ w0 bh =

& Amazon EC2 H{TEBH IR B

1. BIfE https://console.aws.amazon.com/detective/ BIRX Detective A
2. HEEBHKT , BEES , RERE S Amazon EC2 instance,
3. EERVPC REERYT , BEELEREN API FUZENHRAEER T , UEMEREKRBAFHEER.
4. BEELBBRERRK B
Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) © Toggle overall traffic
| Q Filter ‘ 1 2 3 4 5 6 7 . 888 >
O IP address v Local port A4 :::ME v I;::':;nd tor::zsu"d v Protocol v Directionality ¥ ::;::tt / v Actiol
0 22 - 44.7 kB 57.7kB TCP Inbound Accept E
O 22 - 2408 480 B TCP Inbound Accept Q
0 22 - 61.1kB 75 kB TCP Inbound Accept Q
O 22 - 59.6 kB 70.8 kB TCP Inbound Accept Q
(] 22 - 2408 5408 TCP Inbound Accept Q

ERBBFAEEERRT |, B LIRIRIEB R Security Lake ZTHERHRN BFNEG, UEEBR
WREHHFEWEFMER |, B L8R Amazon Athena REERIIE HL,

BH N EEHREBFERRPECHERER. £ Amazon Athena PEERRURTHERBEE S
fB{E (.csv) SRERE.
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Amazon Detective EREER

Amazon Detective FHI &£

EL2 AWS BRENELER. R AWS BF , BAEERPONBEBREBTERE AR BEAR
EHLZEMEHRBEBNFERMITE,

ZE£R AWS B BHREEBENSE, AESEERE SUHERAERNZENERANET S !

- BElRNEEME — AWS EEREBE AWS ElmF T AWS RBHNEREE, AWS EAERHETH
2 fERAN RS,

EAWS ERFEF , F=AEZESEHRARLBRERMANZ LN

EET7HIBEAM Amazon Detective NS HRETEl |, SRS HETEEBERNNWAWS RIE,

- BERPNLEM — ENETEURREFERN AWS R, SHXEHEMEREE  TEERNHE
ZiE, BRRANERNBRERENER,

ANXHEBRART £ A Detective RERHRBIEEER, AT EERBUMAE Detective 7%
EAERNENLZLRERER/EE, RESEFNAFEAEM AWS RIEREBREZEMREBEDN
Detective ER,

B #%

+ Amazon Detective F R & FHRE

+ Amazon Detective 1 5§ 7 FFIEE
+ 1£ Amazon Detective A iC 8 E5i%

« Amazon Detective NS RERE

« Amazon Detective FEY5E M
 Amazon Detective I ERBREZ S

« Amazon Detective N L REEK

Amazon Detective PRI E LR E

AWS HEEEREEAR Amazon Detective REVERMRE, MILRBE PR , AWS BEFREFHT
iR AWS Bip. EREHFELERZE LREARTNEFE, CORREEMER AWS R HZ
SHEENEETH. WFENRAENFAER K F2RELBLEERBREE. NFEFREMNERE
ZNMEEER , F2HE AWS T2 MEES LK AWS HENSEETN GDPR BFEEXE,

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon Detective EREER

ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFHECASEEZRRE (MFA),

- {£/ SSL/TLS B AWS EFRETEH. RMFETLS 1.2 WEZRFEA TLS 1.3,

- ERARRE API M{EREEEFE#% AWS CloudTrail,

- £/ AWS MEBRAFRUREFHAERBR LS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MRHEZBBHSHNER API FEEFEER AWS 1B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BEMEEBRCEUITESETFNE B iU FREIBRAET  HERRIABHBANFRL
B, flEBRL. ETEER AWS IR EAEEA. API 5 AWS SDK E Detective SR E M AWS
CLIAG R, ZEBEBIEHRAXFRUTAANTAENDBTERANTEXDE AR . RER
O ERAARERR URL , RFEZIEBRF D ERB LU AMFF RN URL P BREA,

Detective @ NZEREMFHEFENERFHAEER.

B &
« Amazon Detective B £ 8 EHE

Amazon Detective Y £ 8= TH
A% Detective "SR EEMABBEAESTNEFER , FILLCEEH AWS ZEEIR,

WERY KMS £RTEZEIRSMEH, 5286 AWS Key Management Service % A Ef5rH AWS
HESRNRH,

BN KMS €88 F (K 365 X) BB, 5265 AWS Key Management Service ZAE
EETBERSBmIANERH,

Amazon Detective 1 & 0 Fl1ZEVE 1B

AWS Identity and Access Management (IAM) AT B BIEE &R £t H AWS ERFEE. AWS AR
¥ IAM EEEAURHERN S RE (BBA) NESERE (EE5Y) MBLER Detective EIRAVE
Ro EBULMER IAMAWS R , EEEAFE,
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html

Amazon Detective EREES
B &

- Wt

- FRASTREE

- FRABRREEFIE

« Amazon Detective 20/ IAM E4E
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IAM R EIEHPRETL IAM BUER,

BoBERRATE- SO ERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
BRI Z B IR , BRI LS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RRHEE, BETHRNMAEREBREARBKEEE , F20 IAM EREEETFNEZEBERERNAR
E&%F&E;go

BERBEHER

BERBERREREEIERMN JSON BEXH, EREBENREREHIZ IAM ABEFEBERRMN
Amazon S3 REEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERATHEEUREMERYE
THITHEE, EXLAEEREBERDIEETE, F2RETLGSEIRE, £HE. A, AEERE
H. AWS RIS

EABRERFEE 167


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon Detective EREER

EREBRZVAKZBRBEFHARBEK. SEZENERSERNBERPEM IAM B AWS ZER
Fo

TFHURHEE (ACL)
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AR AWS EFEEREKR , - SREEAER, NFESEH , F26H IAM EREERPH
AWS ZEBRIEBBEENAWS ZEBX.

- ERREFFARFE - 5RE IAM BRI K  FERTHTEXRMENER. SERLEN , &
LESERERG T TUEREERRINEFE K SLBARKEEBRITT. WFEEA IAM ERAFFA
MEZHEER , F2H IAM EREERETN IAM PEBERAFF I,

« £ IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMNERNEE.
flan |, B BB BORIGY |, IEESEMFEA SSL EIEFMERE R, Bt SUERRAERIREYREE
ER 12 ELAE (INIEIB4SE AWS BR#S) £/ AWS CloudFormation, MEEZEF , 5520 IAM £/
ZIEPH IAM JSON BETE : &4,
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« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEBEANEXR, NFEEZSE
F, FSHE IAM EHEERFH IAM Access Analyzer BUEERFE o

- FESRESOHRE (MFA) — IRENRBGIFE IAM £AERREAE AWS IRF |, FFHE MFA
DEBSENNREM, EEEMM API EEKFER MFA |, 1% MFA REGHEZELNBR, NEE
ZEH , F2H AM A EEFEPHEE MFA REHN API 7EL

WE IAM FREEKWEEEENR  F20E IAM EREERTPN IAM 22 5EEK,
£ A Detective &

ZZ A Amazon Detective T2 & , FRHERACLBERENFZEHERENI(E | LLEEERE AP RHVHE
EEM ST

BRI Detective TR AT HERNEERIES | RANEAERBEET CreateGraph BEHH
.

& ZEM Detective TEAHTEMNEERIRFEF , XAQERAERHAERT ListGraphs BEH
A, EERTHINHERFAEESIRFTABRNT. AL AREHTREEESIRFEFN
AT A,

REFNERSRFBFRERATRABRPIAEIRFFE  AEATABERETHASE,

- BERBRITAERPHREIRFEE , XAMTRIRET ListMembers BMERFFT,
- BEETABRPETRE , LAMERER T SearchGraph BENFFH,

EEMF A Detective TIEAHMITEMKERFEE , L ARFEHERARIKRT ListInvitations B
EREFT, EERTHRRATABRBENGT T, RE , ATUBERFEEXEREBIENE T,

AFFERAEREB SR

WEHSREBMMBIBER , AFF IAM FRERGEZIMBACERAESINARRZIEBR, EA
BEEEEA LHUEKKSTHRER AWS CLI 5 AWS API TR L BIER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

BEEERF  ETREBRPEEXEIRF

HEFRREANEEEERTABRTEANKERFNEESIRFEAE, BBLBER , £AEE
ALARERAEES , IFA Detective, WHERABRFEMAITABRETAERN .

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"
.
{
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"Effect":"Allow",
"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"

EEERF  FRTABRETHAE

HEFBREANEERTABRETRAENEESRFEAE. MABEIREIRETABRTHIR
BRFEE.

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"
b

{
"Effect":"Allow",
"Action":["detective:ListGraphs"],

nmetgkn

"Resource":

KERE : EBITRABERBFENXEER

LEFIRREARBREERFNERE, FLEflT  RERFERMEITAER. LBEXRERTH
FEBFELRTRABERPBRRERFHFFT,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
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"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
]
.

{
"Effect":"Allow",

"Action":["detective:ListInvitations"],
"Resource":"*"

EEEIRF : REBEERERSEFNETH

MRTHE R SecurityDomain BEAFEEAER SecurityDomain & , EBUTEX , £
EAERTABERETRAE,

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"

"Effect":"Allow",
"Action":["detective:ListGraphs"],

nmetkn

"Resource":

3]

MBETAHABERK SecurityDomain BHES Finance , U THEXAPLERAEFERAITABERETHE
5,

"Version":"2012-10-17",
"Statement":[ {
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"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
1]
}

AWS Amazon Detective FIE T F

FAWS EENKEBEHEVMEENE KK AWS, AWS ZEENKREEATZERFEARSM
RUER , UELETURBREERERIGERE, BEANAE,

FARCE , AWS REENBRTRIER/ECHNBECARFIREZEERER  RASLEERAHRAR
AWS BEF £, RFZBLERCARIEBNESEEBCR , MEE—SBDEF,

CEEEER AWS EERBPERNER. MR AWS B AWS SEEBFRAPERNER , AlILE
MEKENMRERANEZRRER (EAX. FENAR®), AWS EXMHNEZH AWS R /9 API
BRETHARREBRKE KA TRER AWS ZEEKE,

WEFMES , F2HE (AM E£RERERE) P AWS ZEBX,

AWS ZEEREEL : AmazonDetectiveFullAccess
Al #% AmazonDetectiveFullAccess BFERE| IAM B9,

WHEREEFEEHT , AFEETEFEAE Amazon Detective B1YE, & A LS IL BRI IR =
B AREZBHYRF A Detective, BIEAZEM INEI A RAELIT Detective Python ISR MERE
TAERNAE,

EEHEFITNERTUEEREIRS., BEBFEBEHTAER , UKRFEA Detective ETRZE, fib
it AT LA 7% GuardDuty 23IRIEH . WRAIE1RM Detective TIRAFTENEIR , T B RFTEIRS
KR 5% 2 #8 AWS Organizations.

AT A EFAEE A
HBRBEE LT -

« detective : AFTBTEFHFNE Detective BIE,
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ERAEER

« organizations : AAFFERIEHEM P HEEE H RS H AWS Organizations E#fl. MIRIRFBRE
B , BRT RS2 |, HLEEEF A8 L FF Detective TR BB RIRF B,
« guardduty— AR KRR "Detectives FHUB R I GuardDutyZHIER,
« securityhub : AFFE B Detective FHUE Security Hub FAERE R,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detector/*"
1,
{
"Effect": "Allow",
"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"securityHub:GetFindings"
1,
"Resource": "*"
}
]
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ERAEER

}

AWS ZEEREE : AmazonDetectiveMemberAccess

B A8 AmazonDetectiveMemberAccess BUEEMIMNZE IAM EE,

LBERE M K &R # Amazon Detective FI1ZEL , U R EZE A NS EEEFEHL.
SERALBER |, &AL

« B8 [E Detective BIFR X S HAEEE , WIS RIELBE.
- EHEEMHEE BT Detective F Y E B 20 {r] 2L A itk BRI HY B A<
- HEBXRFTHREEE,

BEBURER FHERRTH |, A5 —E#HE RN 7H Detective £ A,

HTHBER
HREDEATH ;

« detective : AFFH ETFE Detective,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"
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1,
"Resource": "*"
}
]
}

AWS ZEBE : AmazonDetectivelnvestigatorAccess

&% AmazonDetectiveInvestigatorAccess BURHIIZE IAM B,

LBUEREFAE A SR HYE Detective IRIEHIFE , AR Detective £ & Ul KM ISEEHEFE. Lt
BE R F1£ Detective F ¥ IAM A A IAM AERA Detective AEMNT I, BAUFERAERE
RAEUBRAERREAREE , ZREREEHRLEEN S TNRF, MG RREMETH
% , H Detective BW1T A D MK EB B RE., BALFERABREREEERIESHNELIER,

ATARFAEEA
HBERBE LT

« detective : AFFEAESFH Detective BNE , LARLA Detective AE , ANRBARER REHE
BE,

« guardduty— AFRER "Detectives FEUE R ETF GuardDutyRIRIFE,
 securityhub : 2FFE K Detective FELE Security Hub FAERE R,

- organizations— RFESBEEEMR AWS OrganizationsF HEEVEB P IRIFAVIEBIE A, MRIRS
BREMAES , RIRRTIRE 25N , IWEFFIIE 5T Detective TEABTRIRF B,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DetectivePermissions",
"Effect": "Allow",
"Action": [

"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasources",
"detective:DescribeOrganizationConfiguration",
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ERAEER

1,

"detective:
"detective:
"detective:
"detective:
:GetUsageInformation",
"detective:
"detective:
"detective:
"detective:
"detective:
:ListOrganizationAdminAccount",
"detective:
"detective:
"detective:
"detective:
"detective:
:UpdateInvestigationState",
"detective:
"detective:

"detective

"detective

"detective

"Resource":

GetFreeTrialEligibility",
GetGraphIngestState",
GetMembers",
GetPricingInformation",

ListDatasourcePackages",
ListGraphs",
ListHighDegreeEntities",
ListInvitations",
ListMembers",

ListTagsForResource",
SearchGraph",
StartInvestigation",
GetInvestigation",
ListInvestigations",

ListIndicators",
InvokeAssistant"

"y

"Sid": "OrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

iF
"Resource": "*"
"Sid": "SecurityHubPermissions",

"Effect": "Allow",
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"Action": [
"securityHub:GetFindings"

]I

"Resource": "*"

AWS ZERMKEL . AmazonDetectiveOrganizationsAccess
& #% AmazonDetectiveOrganizationsAccess BURKIINZE IAM B,

LWBERE FEABARAMEE Amazon Detective RIEF A, & 7] LAIE BB & BUA Detective , I
RTE Detective WEREEERE,

HARBER
BHREDEUTHT ;

- detective : fAFFFBFH Detective EIfE,
* iam : ¥§ETE Detective ®AY EnableOrganizationAdminAccount BRI RGEZ A,

- organizations— AFESBEEMR AWS OrganizationsF HEEVEB P IRIFAVIEBEE A, MRIRS
BREMEBER , BIBRTIREE 2SN , WWIBET IR o FT Detective TR ABRIRF BB, A AWS R
&, AFUEREEES S EMMNBUEEMEEN KBRS , URAFEBEHMELLRE (Hilan
Amazon Detective ent GuardDuty, Amazon Macie ) RHEMEREE SRS, AWS Security Hub

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"”

1,

"Resource": "*"

}I
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{

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"

AWS ZE B : AmazonDetectiveServiceLinkedRole

EEEHE AmazonDetectiveServicelinkedRole BUERHMIMZE IAM B8, I BUERS M 02 ARG E
ARG  BRZAR® , Detective AIRKREHITEIE, WFFHMMEA |, 532R the section called “[EFH
R EEAE,

BHRERTEEFT , AHRBERS S CHEVERNIRFEF.
ATAIRFIEE A

BRI EUTHA :

- organizations : HEEUVEMKIIR S &

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]
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ERAEER

}

AWS ZEE KM Detective EF

BEBHR I REFRERELBE LR | Detective I AWS ZEERRAIEHFMER . WFEBBH KT
BFRLEESENRE  Fd XMHESRGCEEE LRI RSS BE.

gE

AmazonDetectivelnvestigator

Access : BAEBENWERN

AmazonDetectiveFullAccess

F1 AmazonDetectivelnv
estigatorAccess - IR G BUE
B E

AmazonDetectiveOrg
anizationsAccess — TR

AmazonDetectiveMem
berAccess — ¥TBUER

DU

£ AmazonDetectivelInv
estigatorAccess BURHHTiE
T Detective AEMBEEREFER
E8k,

LHEEMEAFTRE , A EFH
Detective FAE# R I # Detective A
HESHAEFERBFENEE,

Detective #§ Security Hub
GetFindings EifE#Ti8
B| AmazonDetectiveFul
1Access #l AmazonDet
ectivelnvestigator

Access BUEH,

FEB I EEE , AI{E Detective AEP
HY 8 Security Hub FA&E& R,

Detective #1187 AmazonDet
ectiveOrganization
sAccess Bk,

WBERRFEABAIRANEE
Detective RYFF A

Detective #7118 T AmazonDet
ectiveMemberAccess B,

B

2023 11 A 26 H

2023 5 A 16 H

2023 3 A 2H

2023 %1 A 17 H
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s fk A
LB R E B K SR Detective 17

B, UREEE Ul REBRNEE
SEEFHG

AmazonDetectiveFul Detective fEAmazonDet 2023 1 A 17 H
|Access : B AEBRWER ectiveFullAccess BES N

AT GuardDuty GetFindings Bj

1E,

1B L B)E L 518 Detective WEFIEEY
GuardDuty FAERZ R

AmazonDetectivelnvestigator  Detective #1187 AmazonDet 2023 1 R 17 H
Access — $TBUR ectiveInvestigator
Access BUR,
BB EBER , BT Detective
HETHAE,
AmazonDetectiveSer Detective AHRE EZEAECHIET 2021 £ 12 A 16 H
viceLinkedRole — $TBUR FTBUR
FEBBR , RIEER A G UAREEE
B RFREEIERA,
Detective Bi#RIBHtEE Detective BfRIEHEE AWS EE K 2021 ¥£5 A 10 H
RNEE,

£ A Detective RIS EZ AR

Amazon Detective £f AWS Identity and Access Management (IAM) RS EE A, REEEARE
E#2EAE E Detective B — 455k IAM BEEE, RBEZEABH Detective AXER , Y IRRBNR
KBTI H AR AWS BT ENPTE R,

fR#%ELE A A1t Detective NERE , RABTAFEHIEHLENTFT, Detective TE & ERIEEL
ABNHT , RIEZEES , BHI{EAR Detective AIBEEAR, EENFUESEEEREMITTR
R, BRFUBCREEMMERE M IAM BE,

ERARBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Detective EREER

BB ALEMBRBHERSCHNEEER , FEEEMER, Mt TTRER Detective NEIR , BRER N
DBBREIRKFEET .

NEXERBEEACHEMRBENR , F2ETEE IAM EEN AWS R , W SRBRIEE S
ERVETRNERE. BEEEEZN Yes (B) , AR ZRBH REER S @XM,

Detective FV IR EFE A/ EFF T

Detective £ A& 51 R ELE A€ AWSServiceRoleForDetective— /2 5F Detective K RIEFE AWS
Organizations E&.

BR AWSServiceRoleForDetective #5iE#E A B EET T RERBEIXAE :

» detective.amazonaws.com

AWSServiceRoleForDetective R ER ARFERAZEENR
B&AmazonDetectiveServicelinkedRolePolicy,

mEFEAmazonDetectiveServiceLinkedRolePolicy R EH MM ER , 552 B Amazon
Detective E#1 AWS SEHR, NEEHELFENEFENEEER , 585 B [Detective MHFFEF ic8%] B
HLEH RSS BE,

BYMERENT , IAM BR (NERAE. HENAG) TTRY., REIMBREBEESE, MEFH
&, F2H IAM EREERPHNEREEEA G,

A Detective B RIS EE AR

BAEEFHET —ARKEZ AR, EEIE AWS Management Console, B AWS AP| F15E &
#9 Detective EIE SRS B AWS CLI , Detective AR I RKEL/E,

EIEMRLERSEEAR  2REERREY , LU ERFHFERAEEEFEFELAR, EXRAR
I8 E Detective EEEIWRFIF |, Detective AIB X AER I REEZ AR,

A Detective imIEIRBEZ AR

Detective F /3 #m4E AWSServiceRoleForDetective RIS EiE B, RAESEEER RSS2 ER
BEEAR  FMUGEIEEVAGCCRAEFACERE, AWM, Ba#EH IAM RKiFELAGIER, WFE
FIMER B2 IAM EAEREERNREERSEE S,

ERARBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Detective EREER

A Detective HIBRIRIGEZ AR

EETBEARERBESRACHIRIRYE  RAEBERBRZAE. -, ERREREDHE
EHEENRERER. AW  EFDRRBRBESHCZH , ELAXBTRER.

(® Note

% Detective REEZEHEMBRERSEEFRAZAE® , MERUTEZEAR, BHBERELE
SR DER K RAEBXERRE,

3

ZEMERERAR Detective &R AWSServiceRoleForDetective

1. 7B Detective BIEEIRFE ., 552 /the section called “}§E Detective EEERFE",
2. TEIEISTE Detective EEEERFMNEEEGHEELLERF.

£/ IAM FERBREREESAE

5 IAM E# &5 AWS API B AWSServiceRoleForDetective RIS B A, AWS CLIINESFA
B, E2BE (AM EHAEER) PR EEAG,

Detective RIS EFE A E BN [ESE

Detective X BHEFMBRHUBRBENESFEABRBERAG. UFEFAE
%O

Amazon Detective & 78 Bl F 17 BN 5 2t HE 7

BBELUTER , 2ERIEEMERA Detective Ml IAM B AERENE REE, MREEMEH AWS
Identity and Access Management(IAM) FFEZIFEUEEBERE UM REE , 528 IAM EAEEET
B IAM SEBtBEERR 78,

BARERE , T8 Detective FHITENME

R AWS Management Console &FFEELZEHTHENERE , AIEBXABMKERBUSKRHE, &
NWEESRRUEFEAESBIBRHAL,

illll

, S AWS EiE E iR

LT #EHISEERETE mateojackson IAM ERAEERAERA T RAEIAAITABRREIRFESE , B
A4 detective:AcceptInvitation FFaJBEEE4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678

FERIERT , Mateo BEFREESEMMNBER , AFFMFEA arn:aws:detective:us-
east-1:444455556666:graph:567856785678 E)fE7FEX detective:AcceptInvitation &
o

REEEEHIT iam : PassRole

MRELRASEHNERESERE | EEHIT iam:PassRole BifE , BUBEHEE , UATLEAR
BSR4 Detective,

BE AWS B# A ESREACEEGERE A MARBUFNEBEXACIRBEETAE, NFEH
TR , L ARERACBEEZ RN,

E A marymajor B IAM A EERFEA EE AT Detective PEITEMER , REUT BT RN
fHER., BER , BB RBEEEFEREAEBR TN T, Mary RERACEEEXBRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREBFEEWGE , BHEEHN AWS EEE, FHNEESRHENESERE.
HIEARFFE AWS IRSEAN A EFEIER Detective EJR

ARy —EAe , BEMKRFPNEREREEBNATHAESFIENE R, S UEEE LT
EEEVHREZAR. SFEXEERERNBERSFEURHIEE (ACL) RIBRES , &7 SUE M BRL R
RRETAEFRENE RN,

MEE—FTH , F2EAUTRE

- HET# Detective R X EILEATNEE , F52R Amazon Detective TR EL IAM E1E,

- BEETHRINTRANEMESER AWS IEF WEEUE |, 5528 (AM FREERE) PEHENS
— AWS 1RFE & IAM 8 & 1R E 17 EUER,

« EETHRNAME=ZFEEBERERNFZEME AWS IRF | 5528 IAM FAEREEHRNIREE=5
AWS IRF #EE N EFEUE,

Y 5B EUETR R 191


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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AEREREBRRNEER,
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I CloudTrail”s
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Amazon Detective £ AWS RBFTEINEER, NEFHEN  B2RREEACEREL LTS R
# (HITRUST) CSF ,

MERESEITEEEMN AWS RIEEE |
F, BESBEAWS REETEIAWS,
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¢

BERETE AWS RBHEERNE R, MFE—KRE

IERLAME R T HESE = F R E AWS Artifact, WFEFHEE
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ZB T & AWS Artifact FHIIRE .

AWS 24T 5 ER LA B B /A ER
SHEEBEPREAFIER  EEHBIEMIAREBEZE , WIEHE AWSEREBUZEREHRBED
zgéi—iﬁm S ER,
- EHAWS Config Fi% A B FH R AIFHEE R — bk AWS Config R EENERERBRS
RBERK, EXENFEROEE,
« AWS Security Hub— Bt AWS RIFIRHZ S MRENSERER , HEERER AWS EEFERSE
EXEENMRENE.
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AWS £IRERZEEESEEE AWS BN TAEFEIN.,. AWS BERMZEER S HMNEHNTH
B , EEESHZERKIEE, SREAENSERENMRKER, ZBTHREE , B R RIRENE
ARXNERE K ZUARE-EEBREREMASRETE . THESNTHY, REEINER
gEh  MBRE-SEZEERNPOLNERERERES.
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MEEHMN AT A REAEE AWS BEF , F2HAWS 2 EERES.

BRT AWS £BRERERHE 25\ , Detective IEFIH Amazon DynamoDB Ik BB E & 7 IR
(Amazon S3) AR E M,

Detective Rt af UK EE — oA EEMNHE, BEHEARER Detective A , FEEEMARE,

Amazon Detective W E B EL S

e —1EEEE R , Amazon Detective; ZF| AWS 2 iBELLNRE. BE AWS T2 R LR
i AWS REEBBENFAES  F2EAWS Eints PEFHEREBR S MNREMEREST
B AWS IRIE | FSRTEMIREEER AWS FHEBTHERGEEBRE

B LLE BB ER AWS B 2MH APl FEIUREZE Detective, FRERSETE THIER

- Transport Layer Security (TLS)e BMIFEE TLS 1.2 WEZEFEA TLS 1.3

- BEfeRXEEFAZR(PFS)WEBEM , Hla0 DHE (Ephemeral Diffie-Hellman)=t ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH(M Java 7 MIEFMAR)KZEZEELER,

A, BRAAFEHAFIRESE ID ME IAM EBEBBALRTNEB/REZ, HE , EULUEA
AWS Security Token Service (AWS STS) EX ERZ £ BEUKERE R,

Amazon Detective N L2 HREEW

FEMBEFECHRZEMEERRE , THEEMEA Detective REMNSZSELRLMURE, ATHREEBA—
RREER] WA RTBNREHRAR, ELREEBBURTEARNBELEREENREZR , RLHFE
HRABRESRE K MAREERETR.

£H¥) Detective , 2 REEBRETABRPEEIRFSHEHE,
EEEBIRPHIREER
BEREREINAZNITABRE , E28EEEBNIKRE,

RETFRITABER. EFAETUAFIRITABRE , eI UEERERFNAMARERR. LERE
BRUREREPRNEZLEN,

R EIRF REER
HENEEELEETABRY  FHLREUFEQRR.
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MEE AWS EBFEEEBIRFNIRFEBGE. MEEEHNEXIRFNFBES  URBHFIKRFESE
BERERENLZE2ER,
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8 A1 A BE$ Amazon Detective B 4x

AT 1 BYIZIEME Detective B8 , AERHE SRS EINERBMEFT KA

- SHHEESIRF  AERESESEEATABERTNERENER A,
- SHEREIRE , AEEESEERHANTABRTETERFNERENART AR,

Detective 12 % 3F AWS CloudTrail B 5528,

B &%

- BRITABERNEEHA

- ERTRAERNAENKE (BEEEIRF)

- ERBITAER (KEIRF) HASMEA

- Amazon Detective fI{A 5t EFEEFT A

- {#F 528 Amazon Detective APl FEIY AWS CloudTrail

EARITABERNEESA

Amazon Detective ABEEFHNZEIRFIRA 30 RWERERA, BRREUTEHEZ—K , IRFHN
REH BB,

- IRESF B Detective , IRBITHBERNEEEIRE,

- IRESHIEES AWS Organizations P HMBAY Detective BB EIRFE |, Bi$E XA Detectives,

« MR Detective BEXEEMRFEEE Detective Z Bl 2 XA Detective , BIXIRF T EBHBEH 30 X%
B5A,

- REEZBERATABRPIKERSE  YRAAAREIIRSE,

- {ABIRF &M Detective EBERFRAAREIRSE,

B | BIBE% 30 RN A EBHA. XIRFT2HERBBAARENTMNERKE., ERARRE

i , Detective BRBMIIRFHHECOMITABEREENERKERER, MFEWNAER Detective JEE,
ERAEYEFETHANFMEN , 528 ERIMEE Amazon Detective AN, MEEBHFFMEE
7 , FES[ Detective EfE,
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ESFHRAETABERBSEAMEERN 30 XEE, flM , rRFEBAR/TRABERNKERF. BIFRK
30 RWREHA. 10 X& , tRFEEMHEARIATRASE—EITABER, HREF_ETABX , IRFE
WE 20 RWRBEER.

RESARKRZEED

. EIEEIRF 0 LAERE Detective THEE , BB HEEE,

- EEE MK EIRF A LAE Detective FREMEPINENERA 2B , ERERENGFTER. F2H the
section called “EIEEWRFE HEMEBR” M the section called “FRERF AEBH,

\

EANERRFRN 2 EEH

Detective EAZANERRRIEM 30 KWK ERHA., ZREBHAEE XA Detective B A0
Detective ERIRFRRERHNWEEHARE,

(® Note

NMREFEMAZANERREENHR 7 RAFMEREMRREH , Al Detective EHZE
BREEHAHIT-REEDEREERA (MRBRBA).

EZERMARFEREANERRER , 5528 Detective TEANERRENEE,

ERTABRIHENMAR (EEEIRF)

Amazon Detective E#t itk FrIBHNBETABRTEANESR , OSEKRFBNER., ERIRA
fi] , Detective B EH ¥ A A ERIZE GB WD B —EE.

HRNEEBIRF , &8 Detective TIRANWAEEE , BRI LMKERRIKIRFeRiBE 30 KA
HNERE, EESIRFESERHERFER 30 XHABURRBMETABRETTRE,

= EMIR Detective HEEF

1. & A AWS Management Console, A#®BI{E https://console.aws.amazon.com/detective/ BRI
Detective 3£ H,

2. 1f Detective BEBERTPMERET , BEAE.

3. EESZUKERRFIMKIESFZIREAE,
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ABERFERNERE

A EIRFENNERNEEETRABRTIILEATIRSE, EFEFHEBRIKEIRS.

SHHESERS  FRNWENEFTESRUUTER,

« AWS 1RIEEBITEA root £ EE F 4k,
- IREABOITABRREHERN A,

SHHEBEEIRF , AHARFRBA Detective By HEf,

SHEREIRFE , FHATEESBRERBARFERKEIRFN B/,
- 1BE 30 RARIRFHEINERE. B2 FmAREEE,
- FRFERETENRRERZRY, StHENERRELRBNIRE , FESERRBRE.

MRERFEREESAE , AIRRTSESREERRER,

THABERNETRA
WIRFH TR RAEBREREIRS 30 XENNENRE, BARSRBEERIRS NS HFIOEMD

Eo

/A Important

HWEEEATETHRAS, C2RIEEERFERE 30 XREBHNNEERKA. ©ERE 30 X
NAE., 52 /the section called “Detective #1{A 5t & FEETHR A&7,

TRBERVFERT AR

FBRFNA A SHHRBTABRET 30 REBNRARETEAE, BiTAREBESEKRFHNER
FHEEME,

/A Important

WEEEAETEA, CEREATABRERE 30 XEBERNNEERRA, SERE 30 XK
HE, Bt ATERERITAERPBRIHEEIRSE., 552 /the section called “Detective 4l
5t EFRET A
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FREFEINERE

BRUKREH TR RITRABERTRANTRREEAS LV ENERE.

FERFHITURRECIRFNLEEEY, EERRFANESIHEERERFEHAENHEE
e EFEIIHEBBRNKERF.

Detective #&0

Detective %/ O EREERIBE 30 KA# Detective /KR (CloudTrail 5o8#4E. VPC RIERCH#
M GuardDuty ZIF1ER) RN ER £,

EKS #&# B3

EKS %&#% B ERSERB X 30 Xt EKS B AFRKEHENNERNE, AEETABERMA
EKS & BF#& , I sefE At RFREA N ER,

ERETRAEXR (KEIRF) WAEMAA

Amazon Detective S ¥IRFFIBNEETABRTEANES , OSEIRFRIER. EREER
] , Detective & HAABERIEE GB WEITEHR—B=E,

SHEMERF  AEEEERETXIRFNERENTES 30 RWEA.
#ERR Detective AEE

1. & A AWS Management Console, A% BI{E https://console.aws.amazon.com/detective/ B &K
Detective £ &,

2. 7E Detective EEBFIKFHNRET , BEHRE,

FETABERNVENE

LtRFHENESI HEERFREHANTRAER, ET2RERENREERIEEEIRFBEBRNKE
&1

st EETRAER , BETESUTE

B SR F IR
« BE 30 RARKEIRFEINENE, BT FEMERREE,
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- RKERFRATAERNBH,

BT A B R FART AR

RPN RASEERENABTABRT , BRAEIRE 30 XERNWHERTEAR, BitRARE
KERFNEHFEEME,

/A Important

WEEEATETERAE, C2RIEEERFERE 30 XEBANEAERKA. ©ERE 30 X
HWAE., 52 /the section called “Detective Z{A 5t EFEET K A&7,

Amazon Detective 3{AI5T EFEFT KA
EEMHHCENEAREE LBRMWTEF HBAME |, Detective BHITU T BI1E.

1. BEEETABXRPESEBIRSHTESTRA , Detective 1T T BE,

a. AITEBRNF9E. cSEMAFERATRBPTBERE , RARRIRF ERER PIREN X
Ho

MBS 30 RABRA , BIXBA 30 X, MRIEFWEKABEER 30 X , AIXMAZIES
B2 A RN R,

Bign , MRKRFE 12 XA , B Detective %8 12 RAFMENMNERE , REZHERU
12,

b. #WRF = H FHERN 30, FRFEIRIRFHITES 30 RERAE.
c. EAHEBEENRFTERR 30 REABNTEFT 30 RELA,
2. BEMEBTABERNBIATT A |, Detective EHITUTENME :
a. ETABERTEHABEIIRFNTE 30 RERAE.
b. EAHEEBEARGTHEBTRT 30 REABNTEFT 30 R A
3. EEBTABERISKEIRFHNBIEAFTAA |, Detective EHITUL T EIE :
a. EFRTABRPTEHES 30 RERAE.
b. EAHEEBEARTHERTEGT 30 REABNTEFT 30 R

4. RIEE AR Amazon VPC |, Detective ERIFEIZEB I ERT AL, BRERECREEER
ERNFERTA,
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a. 1R Detective K EWRFE#HAE LA Amazon VPC , T HiEE H i3k Detective t(REFE A LA
VPC , Bl Detective #$EE#ER B VPC E’JFﬁﬁumgo HAEMEAAZAEZEIM , ™ Detective B
VPC AHFTEREREBIRHERENR,

b. MIREMHH Amazon VPC AE EC2 #1TEE , ML A#EEET = Detective K& , Al
Detective 7 &E2RKH VPC WERE K MERAEMNKAEEEHD, NREEVERE VPC A
VRERE , BIXER Amazon VPC #E E#18 A Detective BIFERIK R,

5 FA524% Amazon Detective API 14 AWS CloudTrail

Detective $£5% 7 —ER#E AWS CloudTrail , ZREIRE T HFE , A& Detective AWS BRIEFTEREX
K 1TE)EC8%. CloudTrail #& Detective BIFFE API FEIUEEER A SEH . FEEVHIFEIYZFEH Detective 12
BEETHIREA | LK % Detective API 24ER TR BEHENY,

- MREEIBH , B LARBARHEEE CloudTrail 342 Amazon S3 f#FErE , A3E Detective =
#,
- MREKRFZEEH , BOHATLUE [BHERERLHE] F84R CloudTraill =R AP RITNEH.

& LA PR EERY CloudTrail EFARMET T 5IEE

« ¥ Detective I2HHHIZER
o RHFERE IP bt

- RHEERNAE

« FRER AV

- BRFERNEMFAEF

EEE—F T H# CloudTrail , FZREEAWS CloudTrail &SR,

Detective E &l CloudTrail

CloudTrail 2 &I AWS tRE B , BHRFERA. E/EENTE Detective FRAER |, TEIZHEHEM
AWS BR#% CloudTrail B4 —R2REHEEEHEBHIEHE D, EmR, BENTH AWS IRENRHE
., MEFMET , F2EWEEEZE CloudTrail HFEC&ENEH,

MEL AWS 1R E hiFETHENEY (B Detective 5T , SBEVEM ., BM T CloudTrail #§ B 54
R {+%) Amazon S3 fEfZETEE,

FC 8% Detective API FEAY CloudTrail 200


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Detective EREER

RIBER , EREZELEURER  RREEMAIMAE AWS EE, EBXEHERE AWS 5 EHHA
EENEH , WiGAFEEEDEIEEN Amazon S3 REiFITH. BHEAREHM AWS R , N
— 47 CloudTrail FEskFNENSEHER |, WREUTE.

MEFEFHMET , F2ETIRE -

- BIUERHBIE

« CloudTrail BN REHEES

- FRZEM Amazon SNS #E4I CloudTrail

- #EZEEFIEW CloudTrail 58815 I H Z @RS #Z U CloudTrail Fo#48

CloudTrail 528 Ff& Detective #1E , ELLIRIESCERTE Detective AP Z2EH,

f5lan | MoYCreateMembersAcceptInvitation, HDeleteMembers#E¥&7E CloudTrail i #&#E
FELIER,

B-SEMHNAREXRNSLSELEFRENETA. B3O EATHEEHE T3IEHE !

« EREMFEARHE AWS Identity and Access Management (IAM) EAEEAERHEH
- REBRBRE , REFATHEACEMES I/ EAENRRRLBR
- BRESHHEM AWS RERE

MEHMEN , S BCloudTrail £ userldentity JTE,
T ## Detective AFERIEHE

B —EERE , TRSAURFENEXEEREIEER Amazon S3 f#FEr#. CloudTrail FC & 18
BE—HSECHIEE

EHRRRBEMRFENE—BER, EHTREAMBERBIENHEEEEN. BENBBANERE, BFRBH
%, CloudTrail HEFEXHTRELHE API ARV EFHERIEER , Dt E T UEMEEIEFE TR,

T5gi6|FE R ~&AcceptInvitationE)¥ERY CloudTrail 5248%E 8

"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",
"Username": "JaneRoe",
"EventTime": 1571956406.0,
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Amazon Detective EREER

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGY9V/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b09 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

}I
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Amazon Detective [E15 F Bt Z8

f£ A Amazon Detective B |, S5 EZ U T B,

Detective [& 15 Ed i By

£ EEF Detective AWS [EiF, AIAMBEE , 552 Detective IR imE,

Detective Bt 8

Detective EBE LA TELEE , HILERE,

BiR [ing:] SREA

RERFHWEHE 1,200 EEERFUHMEBEERTABRNKERSE
B8,

THABERERE . EES #HX9TB MBTABREREANREXRITB, Al
Detective BEERES , FHITABREE
ERFHNRARERE,

TABREZEERE | EHFIEIR H#X10TB MRITABREREXRASX10TB, Al

E EERETKEREFIBETAER.,

TAEREHE . FILLERE SX15TB NRITABREREXRASX 15TB, 8l

METHEEE Detective S IS ERHEMETABR
H,

BX15TB RIREFERENERBIZ
{EO

EEEMRMAERER , B4 EERE AWS
Support,

X #8 Internet Explorer 11

18 4%553%18 Internet Explorer 11 {4 Detective,
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BEEITABRNER

BH LS BB RGENITAER, RE , BUUUEA IAM BERAWEREREEYE Detective 1T
BEERINEENFE, 552 RBthe section called “E R Detective (TABRERNIZ#E",

BHAUEARRERSKARENIE, flin , EEEHELTSHMEEANKAE , BA LUK ERNER
fER4a Detective TTAEIZR. AWS Security Hub FHE&EJRF Amazon GuardDuty {88188, A& AWS
Cost Explorer , BRI EFESZKER , UEFELERPHENEHRIR.

BRITRABRNER (E286)

BRI R - REEERTABERNER.

BERBERIETRABRNEREE

1. BI{E https://console.aws.amazon.com/detective/ B Amazon Detective &,
2. HEEBEKD , A Settings (5RE) TiE#E General (—#%),

HIH1TABRNZES (Detective APl , AWS CLI)
& 0] LA A Detective APl 2 AWS Command Line Interface BNB1T BBENERBE,
EEHNTABEMNZEBSIXR ( Detective APl , AWS CLI)

« Detective API : ff ListTagsForResource &, B4 ARBITEBERMN ARN,
« AWSCLI : @ % FHT list-tags-for-resource Ho,

aws detective list-tags-for-resource --resource-arn <behavior graph ARN>

g4

aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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R-BEAGEREES  ETUSEREREETAEE.
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EEREBRTREETAER

1. iB4E Add new tag (FFi8ER),
2. SHHL® WARBNER.
3. &HE, BmAERE,

BZE A INE1TABE ( Detective APl , AWS CLI )
B LAfE A Detective APl 5 AWS CLI S EEBEFHF®EENTAE,
EEREBINIEETAE (Detective APl , AWS CLI)

- Detective API : £ TagResource &, ZAURHTAER ARN MIEFHFENEERE.
« AWS CLI : E@ 5 #IT tag-resource .

aws-detective tag-resource --aws detective tag-resource --resource-arn <behavior
graph ARN> --tags '{"TagName":"TagValue"}'

g4

aws detective tag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tags '{"Department":"Finance"}"'

#rBERTBRER (Ti24)

HER-HREENBEPBRERL  FREXRCHBRER,

RITABERTPMBERER (Detective APl , AWS CLI)
&7 A A Detective APl S {t{TAB T BERERE, AWS CLI
ER1TAEFMERER ( Detective APl , AWS CLI )

- Detective API : £ UntagResource #E, BALUIRMITAER ARN IREBRNEBEHE.
« AWS CLI : E@ S5 #IT untag-resource @,

aws detective untag-resource --resource-arn <behavior graph ARN> --tag-keys "TagName"
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g4

aws detective untag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tag-keys "Department"
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=B Amazon Detective

TABERNEBEEIRFE TLUEIB Detective £#2 A . Detective API 2 AWS Command Line Interfacef&
F Amazon Detective, E#&{=H Detective # , 1ITABXR R EMEABH Detective B FHEFE MIER,

—BRRTAER  EREERE.

B &

- 2 Detective (£ A)

- 2 Detective ( Detective APl , AWS CLI)

- ZRABEEM Detective ( B Python BIZ GitHub )

£ H Detective (£ &)
& A LLEI® AWS Management Consolef® | Amazon Detective,
EZ A Amazon Detective ( #2#15 )

BI1¥ https://console.aws.amazon.com/detective/ BARX Amazon Detective £2 A&,

£ Detective BEEE®F , REE MEEEH.

£ T—#%, EEM "EHA Amazon Detectives T , i#31# T{£H Amazon Detective. o
HIRRRE , @A disable,

iZIZEZ A Amazon Detective.

o & 0N~

#* F Detective ( Detective APl , AWS CLI )

A LLEIB Detective APl 8 AWS Command Line Interfacef® A Amazon Detective, ZEEHNEBTA
=M ARN AEERP R , A ListGraphs #1F,

&

E#H Detective ( Detective APl , AWS CLI )

« Detective API : {8 DeleteGraph B, B4 ERMEER ARN,
* AWS CLI : @S5 #IT delete-graph 8%,

aws detective delete-graph --graph-arn <graph ARN>
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g4 -

aws detective delete-graph --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

ZRBEEEN Detective ( BIRX Python BIZA GitHub )

Detective IRt HIFARRIET GitHub T , TREHHEENEBEHEEPNEESIRFEH

Detective,

MEABAUMRENFER GitHub IESEMER , 52 Bthe section called “Amazon Detective Python
R,
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