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B AEETFHN Web ERRER. WBEEBETEMN ldentity Center BEZHIRER , EITHER
ERFREIB 10 2 &,

ft 2 DevOps Agent Spaces ?

DevOps Agent Space RBERT , T EFE AWS DevOps Agent I EEH T EFMBERH LK. SE
Agent Space BB 2K AWS IRFFE., E=FEESNERAEFITELERE,

Agent Space X FRIEEHE FEHARE A AFEEFAFAER What AWS DevOps RERXAR, EFREL K
BEREATEE , fUUERREBEEX TLIEEUHLE AWS tRE, TTLUERERMENASTE | LUK AR A 15
EHERETUERCEEXES,

18 Agent Space #M A B I ZER AWS DevOps Agent, ERTELEIB AWS B A RE Agent
Space , MEK & EBEBEFEH Agent Space 1) Web ERARXERZEEAETHAENREESR,

eI fREkE Agent Spaces
Agent Spaces E#ftiFfmEt , UERZ LM | YHLEFRRERE KN ENAEFR

- AWS IRFIERE - BETRASZHEHERAEA IAM € , ERTHEE AWS IRFNERNFEE.
REEXEEZFRRERAZBHERE AWS EIR.

- EREFIER - SR HHEERERFETAFISEATERASEZRE. EWRESFIET
BEENEBERRE -2, BREREEAEENERAERZEER,

- BXEE - BEER. SHELCHENEREESEERAESZATELNEE, REEEFRAS
TRNERABEZETR , OBERS —EFRAERZEHFN

- XREXREE - WRHFRELCHEOEESETRAESZBARRERH, BEkE —EERAEZEE
RYFR—EERARZETHNHENES.

ERABEZRE Web EAREN

18 Agent Space B A7 AWS EE X ZEANFERHNER Web BAERN. 2R the section
called “fTEE2 DevOps Agent Web FERTET 72" AHE— 2 7 8 Web FEARER,

12 DevOps Agent Spaces ? 5
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A EAZEERASZE

ZREVZEERAEZEAUZIETRNEBER

- EXER - ATRNEARXERIXBEVEYERERAEZE , LEFERASZEBHHEREFH
SR RERR.

- RIERHE - BEERRNIFEERR T RATER Agent Spaces , SAB5 LE BRI B IREFHL
« BRIESBR — f£ Agent Spaces B4 ERBHERAERN ARG —B , MREHENER MR,
« GRER - ERTENFEUEHIHERE B RERKREMBIN Agent Spaces , ARFEERER,

® Note

BYZEERAEZEE AU EAER AWS IRFHAZTRABZENEEIRFE , LR
FREARAIRFEZRASRERS, WHEATREEFFANTFEES A BREREEAFRA
ErBARFREANEENRSEER  EERAEBRYAG TR,

ftER DevOps KEEZXHE ?

AWS DevOps Agent EEHEIRZMABILERAEXNPHNERNRBER , YESHRAEHEMNBHER S
EBEN, CAEENEERTHRENERS R,

HEBRNELATN

AWS DevOps Agent ZBEE BB LEFRERERRE

- ERRE -REEASHBHREE AWS EHNIRE |, UEIBRAECERARER — o EEHTEE. #
FR%E. BBTHMERESEER,

. BIREA - REEXESOMEREER. CloudFormation HENERER |, LUHET &SR 2 B ES
E

- BRXBNHBURS - E5E CI/ICD BiER , AEEXSKERSEEREGFZENBER , WEEF
FEREANMERREREXE,

- AEAMITARE - RETWHAAMRFENER |, I Amazon CloudWatch Application Signals #l
Dynatrace , AR AIIE HER 2 EBRNEBRITA,

ARERZEERASEHE 6
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ERMST RSN , THREHBENEY -

- BEEIXXRE(t - EiB Operator Web EABRX PN EBRNBEFREEAERNGE, BUHRNEE
R UTHERCENEMRR, SUuUUERNXIEEAFERAEAESNAREER , 6l "H#
RAFEIERE T DynamoDB BRI XK Lambda 8L = "HEERSIHEBERTEE?

- REPRE - ESHPEHBE , ERAESHE AWS DevOps RERXEASHEN T4, THIEE
X DURBBRFEMEERE,

s BEAREDH -FHHETHRERBEEIRABHEREBERR , IEEEEFSHERFHENERD
BXRFP L2t

- HENME - 2WE4R , RAEEXTLUEBR B RE P MMERE | 55t B WL TR R 168

/,
EXIPE,

- FElERE - AEEXAERARIR  SFHELASREBEMESR  ERURRARENRERK
HBE,

hERR

Operator Web FEREXAEEEPHNAERBLREHSERMNFMAEST 25 2 EEH

E2E

EERNRERRERASTHERNEEREEE  YRETERDRBNEBLHE, IEATIEEE
Ry

- hE-FERRE  RERASTEEEREEL, BRHEERBNFRBETEB 2 ERRENE
BILRE,

- BE - BRER CI/CD Eighix , BrifERR. BIFRERERREERNBR. ABEREN
ERAEZBEALEERER , TR LRE.

Hh

HRIAESRBRAERRRER  UTRANBHEER RN ERRE
- R - BrRERIREMEDZR,

- R -BTHBHE  HlIEHEEERN CloudFormation H&,

- T -BETRBRSEANERN THRERZ,

EAg2ThEE Z
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- FFEER - BEREsmARRERKEBRNTERE,

BRRR
BB 2 W ERRER -

+ CloudFormation #& — REBEX I HEE AWS ikRFFEMEHXEREPHME
CloudFormation &K &R, iEXEMF A CloudFormation i 1738 & # {E flinfrastructure-as-code
I8, 3 AWS EixMZEEH (AWS CDK),

- Resource Explorer — ¥4 5k CloudFormation B EIR , €% AWS Resource Explorer #f3
BENER, BE AWS IRE % ERA Resource Explorer, EBEBIREAEIR AWS EEEEA.
AWS BR#& APIs = E fttinfrastructure-as-code R BB 2 ERNWERAENEZ R,

HEUINIRESEE

HAEAEXMEETHAEHBRMEENARS , AWS DevOps RERX Y TMERRBEREPERN
R, REEXTAESEAEMERRR , fln AWS R APIs SERWATEAMTE |, RPEFRE
ERRAAERNER,

EERVFZFRAETERNER , BRHIBREERAEZCACHEBER , UEINEIRFER., MEFHE
BEA , 552 Bthe section called “BR#H| AWS lIREFHHFRAEFZE,

HENETRASZER T #Hkae

HEERSEBEAZTERAETH THREBTNERE I SFEGERRENEBLEE , LEEREN
BER, ENERAETHENAEREEZXE , RASEDELATRAESTHEMRTE. NEEBHEE
HEEHE R |, 552 the section called “EF KK EE,

DevOps KIEE X B EE

AWS DevOps RERX KA RMMAINIERE  TRECHERRENRETERERS TIEEHEE
FARNBES % , REERBRRN DA,
fTER R EE

Skills @& Markdown {ERE I B # , AR IIEELS AWS DevOps REEX . AWS DevOps
REEAZBEREEXLEARNFE  ERHEAREBEXERNERNBEHEE , EXETTHTH
X : Markdown $§7R. PDFs, EBMERER,

BRRR 8
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® Note

ELMAYE (BER) B, HECATUNEERERAEDEREFH TV AIHITERR.,
yu%%¥%ﬂ1ﬁ§ﬂ nﬁ/ﬁnxmlg\i

BEKZEBEFE—(E SKILLmd ER , EFIELESR AWS DevOps RERARHNE R, BRTHE
Y SKILL.md R 25\ , KeEE I A adE

- BERGIFERZERENAE TERE.

- BEER | BREERBEANREERF.

- REEXEEEE - RETUHEREREREAEE (B, BF. SH0E. S/ RCA, E4E
g, Fh ) MRS RBERASIEAERAER.

RTEZEMEH Skills

B es — iR AR BYIE P HY transform AWS DevOps REREX B AERFJANBEIERENER.
BEMXASFREN R EERTRE , HERTEREANIIEE , AIHEE AWS DevOps KEREX T
M ETSAERR R B BV A

FEEH

- ERAREHNARERER - Tailor AWS DevOps RERER , HH I EREERF. REEXK , UREEBR
ELRRE RS i N & B AR =X AV AR AR AN 38k

- BAOE® -BY - XRAEIERE , AWS DevOps REREXSEMEHBRETEBFEAELIE
e, BEEERREHMERNESl.

- B - FEZEREREEend-to-endFHETHERE. AWS DevOps REEXSEHNTHER
WMEZEREE , HlIfEHE] CI/CD EEMMEEN R , ARESEXHRTFENREE,

- Amplify BRI TE - BUKEE , LA ERER BE] MCP [MRE: T A% F 518 AWS DevOps £

EREN, REAUEHKARFUAKETIR, ARTRRMNSE , UR NI FZFRE R TTRERK
BEN TERRE,

RITBEZEREA Skills 9



AWS DevOps REfER ERAEER
FEERVEE R

E AWS DevOps RERENIBZMHEEKE , cERABEN KL EREER~KIBHAE, a0,
"ERENEERE ) R B iEstep-by-stepiF , ERERAARRUREE TRE, DITERE
B, UREIMEEER,

REEREE
REEEMAES  HFER

my-skill/

### SKILL.md # Main skill instructions

### references/ # Optional: additional reference documentation

### assets/ # Optional: images, diagrams, data files
SKILL.md

SKILL.md 2ME—HRHEIMER. E2E U Markdown BXNBENKOIETR. WIEREZ !

o JERM AR A0 fE AR e
« E{ftstep-by-stepFAERF.
- AETERBIFRESR,

- ROERTEHARYE AR TR

Frontmatter

Frontmatter BSKILL . mdEREHMWHPEERER , T EE---2BEFHEZE. EEE AWS DevOps
REZEXARYEEREREE I BARRAEREEN nameM description ML,

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

name - HREMNME—BEIRF. EEANEFR. BFNEFR (RZ 64 HFT ). TEUEFRERE
HiERo

FrerEEA X 10
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iR - SR BN A AWS DevOps RERENEXEA LB, AWS DevOps RERERN 254
RN, UAEREERAEEINEEHEE. BIFEREERT  BMRERNERE TREERTRA
E?Démﬁ Hﬁbo

E-REBAENAERTHEL. 2SRBRRENBERS. K%, WHREHEIER. FlW,
FE;HE Amazon RDS #{TEAER EILE, ERERNEMREREMALLREE, L "RDS &
ERN.

ELRE U REURER  RASEHRERHNEBANERELETR, LEA zip BERVEESEE
SKILL.md BRPI Ko

gHl - SERERAE

THE I RFAE RDS MEEBEN TR, BARFHEKAE. ©RE T B&ES, https : /SKILL.md
B, AIBTHRERFNHERSERER

B &4

rds-performance-investigation/
### SKILL.md
### references/
# ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

https : //SKILL.md :

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

PR w
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## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections’™ exceeding 80% of max_connections

- "ReadlLatency’ or "WritelLatency  above 20ms

- 'FreeStorageSpace’ below 20% of total storage

- "Replicalag’ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics

Retrieve ‘DatabaseConnections’ over the past hour. If connections are near
the max_connections limit, check for connection pool misconfiguration or
long-running idle connections.

## Step 3: Identify slow queries

Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL
statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

22 rds-metrics-reference.md : // :

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l===1-=-1

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WriteLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
Replicalag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |

g5 STRRRE 12
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2Bl . SHERREE

HHE4ATEAEENBENEETUAERBBRBEHNKRSE. ERALEERGETTEFENS
fr. EMEHTEMBIRMTE , AWS DevOps RERAGKAFLAKB., RFEHER , RAEE
HRE,

ToEFIRE R TSR AR ERE L IEFS4avEee

https : //SKILL.md :

name: skip-scheduled-maintenance

description: Skip low-priority incidents during a scheduled maintenance window.
Use this skill to automatically filter MEDIUM and LOW severity alarms that
fire during planned maintenance, avoiding unnecessary investigations for
expected disruptions.

# Skip Scheduled Maintenance
Skip all incidents that meet BOTH of the following criteria:

1. The incident arrived between **2025-03-15 02:00 UTC** and **2025-03-15 06:00 UTC**
2. Severity is MEDIUM or LOW

Do NOT skip HIGH or CRITICAL severity incidents, even during the maintenance window.
EXRRI IR, FERNS42ERARERXER, EURAEEY BRI AR,
-+ 44 4
By R

BIUHEECR , BLEHE REBEEXZE, NEFHMENR , 52 Bthe section called “E 3 XIEFENZE
[

BRI RIS TERERITFRENRAEEMY , LUMEARNE LKA
& EEIB CLI AWS T AWS SDKs AR ERFT A XN BB AL , 552 [ the section called “BEEE",
£ Ul REITHEE

F£ AWS DevOps Agent Operator Web FERBR R PRIV AEEE — SKILLmd BRPIESEH. #H
RFIE Ro

g0 . BHEERRRE 13
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ERAEER

BEE Ul PEUKE

- BEZE Agent Space Operator Web FERRERWHEZBEH , AR BEFRERSIEE,

« BEHIEEEE
« EERETEEE M K AE.
- ERREERE !

- BB -ERNEFE, BFNEFR (HEZ64EFT ). TEUNEZRREIERE. &

5l . rds-throttling-investigation

- R - HERBAREALEE (ERERLD 100@FT , &% 1, 024 fF ) . EFHRER

A BHIG AR RO KR RE

- RE-RER/EAF (TR ) SEFEAT. BERAETEERAIEEMFEEE

- ERASEE - EHN—ERSEAEALKRENTRASHE, KARSEN—K , BFREER
ABEEFREAERERE,. FEHEREFRAL , FICHEN—# , ARKEPRE EFE. 5

Ho%E, B4 RCA, SHEMBBFT M.
« EREA — Markdown &3 B Step-by-stepfe . BB AA1T,
« 1BIE TEN, UREERE
RS HELEEEEENmGEBHN SKILL.md B2,
EBREBAE Ul PEIAIREE

- EEFAREERERSIER LR , AREZEZRBMAOBEE,
- EERE.

- BREE. @HRIETR.

- REMTFUEMKEE,

EEREE
EEA zip BRNFKAEEE SKILL.md BEMNEMER | fln2E2ERRNEE,
HaekitE .

my-skill.zip
### SKILL.md # Required: main skill instructions
### references/ # Optional: reference documentation

B
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# ### architecture.md

#  ### troubleshooting.md

### assets/ # Optional: images, diagrams, data files
### topology.png
### metrics.csv

SKILL.md BiwEK :

HEA zip ERAOFBENLAE SKILL.md AEEEE nameHl description M MEIK. AWS
DevOps REBREN S AELMA RYEEERBARE, NEREEWNIBMNFHENR , F2REAEE
HENIRER,

name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.

# RDS Performance Analysis

[Your skill instructions here...]

EEEB zip LEEIREE

- KB LEREE  EAREERET A&,

- R SKILLmd ZEBEM IR ( BBMER ) .

- BEHBHES zip X,

- BEZF Agent Space Operator Web ERARERXPHABEM , AR BEHREERSIER,
- BIEEEEE,

- BEUEARRE D EHEE

- EREN zip ERNBEFRE (ERZ2IPER, &% 6 MB).

« BEN—ERZETEALKRENAEEAEE (KARSENEAR  YEAIMEREENEE
HUHZEUASREREE. E428. B4 RCA. SHEMEIFHE ) -

- 2B zip ERFERNBMIBHER
- EE TEE, | BREFEEENERARZE.
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LER zip ERZERENERRS

« BRIAXEESH - 28 scripts/BHPETHNRESE LEHEEREE, —BAEEXT
UERZERERE  EEARBREPRAETHHAT.

o KINBREI-zip BEXPEFFEERBOMB (ZEMERER ),
« EESKILL.md -zip BRXEBEEZESEFEHNEHH SKILL.md EEXR,

WERENREERER

F AEMAV IR R T |, HI40 "rds-throttling-investigation" , AR BAEE. BFNEESBERM
HEBNBSERMADIRYE  BLFRRME—B 7 A ME B ERNHEE

fEfE 7 EEARKEE

AL E AR GitHub 7 E B SRE AR AEE. AWS DevOps RERXN SRR FEMEURERAS, &
SKILL.md BRI BMHER , Y EENRERXZEHPEUKE. ENREEEMRAFZEH FATER
g, WERE-BFREEA,

FORIRAF

- BENERASZEHEEBE GitHub 1RF. &HEEH GitHub 1RF , 528 the section called &
# GitHub”, £l GitHub IR FEREBMANR LA ERFEEAN. HRMERTE , BHHNKRFXEER
EREENBEIFERE, tXEEHERETERN GitHub Enterprise Server F GitHub Enterprise
Cloud,

* GitHub RFESEBERMNKAER & , Ed SKILL.md ERULNE B &,

REEEE
IEANGIEED RS BEREEER RS

my-skill/

### SKILL.md # Required: must include name and description in frontmatter
### references/ # Optional: reference documentation

# ### runbook.md

### assets/ # Optional: images, diagrams, data files

### architecture.png

EERBEEEARKEE

B 16
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- BEZE Agent Space Operator Web FERRERNWHZBEH , AR BEFRERSIEE,

- BEFERRE,

- RERPRERERETEEA.

« B AEZE SKILL.md FEEH GitHub B # URL, 50 : https://github.com/my-org/my-
repo/tree/main/skills/rds-investigation, HREREBH GitHub Enterprise Server

=% GitHub Enterprise Cloud , XA #T{EMAY URL , f5l#0 https://github.example.com/
my-org/my-repo/tree/main/skills/rds-investigation,

« ER—ERZE A EA RN R ERENEER,
- REAWBEBRE (FERPIIFERT )
- BREEAKRE,

AWS DevOps Agent SH#EE B $ AR, FEE SKILL.md BIERABIERAEER BAHEIR | WiSFraRERE
ABHY Agent Space.

AR FE AR BREE
EANKEEHREBEREEEY , A2 RERFENER, EREFAEIARES

- REERBNERSHER (B SKILLmd EREE ),
- ERNERERSUHREAET.
- RENMFRASEENATRE,
"EXRES ) KEABLEERRE LRERTFERDSHEE,

B2 FE ARV HEE :

ELENREETNREERE SRS EANREURENSHNEE

- EFAEFAREPRBEANBE,
° igglﬁlio
« AWS DevOps RERAERRFERTFTEEMHEMBHAS , UEMFERS,

A VEB AR SRS LRERS | #HABERRTES,

AR ASERRERNEE2RRARTER RN ERE, AIREML (RE FR
ABEH ) NEAFAREERSRE,
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PR IR 4

- URL #&= - ##% GitHub URLs , @EEBE B EEH GitHub Enterprise Server  GitHub

Enterprise Cloud. E#E# GitHub RS A ERFS URL E£#, Hli0 , github.example.com&
#RABERE github.example.com URLSEEA , FEEHE github.com URLSE A, &AILUE@E

€ SKILL. md 9B & ( #l#0 https://github.com/org/repo/tree/main/skills/my-
skill) , XEHEEAREEHE , SFESERER, WR SKILL.md NARTFENRBE & , Bhard
BEiEEEE ER (W https://github.com/org/repo/blob/main/SKILL.md) , ZERR
2E A SKILL.md,

« FESKILL.md - BE#AEEESEFEEME WA SKILL.md ER ( BBMER ) .
- HEX/PNLER - B&XDEFTTESHEE 6 MB,
- BRLR-B#5ZTU3E 100 EEZR.

FE GitHub tkF - BN REEXN =B LAEFMEEBN GitHub tRFEFBEEARRE. EHEEBE
GitHub IRFH AT AR L EREFEEA . HRLARTFE , BHNIKFLAERREFENRIER
.

HETE

GitHub #835 EH) AWS DevOps REEX T ERFESELFHEMNEE. BIIRERXH MCP [k
], BUKEREASBARSECHER. #FEH AWS DevOps Agent IRIEBB#E, FIEE
MESEFEABEBMEENRZLEESY , AEETURERSHINEE K BREAIEMAS AWS &
ERE, FERABEMANIER , F2 GitHub ¥ ENHEFEEE.

AR EE

AWS BEREEHAE
AWS & R=B| 5

« Amazon Virtual Private Cloud (Amazon VPC) DNS A&

« Amazon Managed Streaming for Apache Kafka (Amazon MSK) #&4E

- RBEERE
« Amazon Elastic Kubernetes Service (Amazon EKS) IR #EHE

Amazon Relational Database Service (Amazon RDS) & EE&E

B EEALRRRE
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AWS DevOps =25 EREEE
 f& GitHub EA - EHREEEH # URL , WA HBLEI Operator Web EARER AW "B EEEAL R
F. MEFRENR , F2RALBTEEARTERE,

- LELZip-ERRETE, BEeERE  XERA " LERE, REETLE, MFFEESA
B L &R EE,

3
r:

BEKEDHIEERLREHNEARFAL README,

REECSSHBATRERINTHEN MCP ARSE. NEXEER  FSBELHATAERE
AR MCP AR,

EERKAE

AWS DevOps Agent i&Eif Operator Web FEARERN ML H K EEBINAE

FIHFRE - MR ERASZEINIEREE. AREEARERSIEREERIRERRE,. FATHEE
RREE, B B, EXER B BN RAREE.

WK - BEEAREUEEEFEEARSE., £ U FEYNRESERTRENRR , BT NE
HPEEE Ul FIEREE, #lmiETR , RR2E "fF) ETEH. LER zp ERNVEKESET
BRERE % , HPHET SKILL.md M22&/ MEE/ SEMEME F. ZEREHRBKPHESR , UK

AEABRERR,

EMBENERAS - REBLEERASEERALUEZEYSGEREASERE. EERASEE
THRBEF , FARHMLREN—HZEERASEE . —ik (BR- BEARABEERAEE
), BE (BaE# ). S48 (VBESHML ). B4 RCA (REFERDH ) . BHEHR
(EBLEHEME ) SHErE (EZBER ) . KERSENK , EEERASEEBEREREER
e, UBERERARBENRETRIAREAE , YREAEREXNER.

RRAMERERE - ERERRE  MAERERTSEERDIIREERMBR. FARREFAERAREL
tiyls TIRERP, | U EREBEEXBATCUETHNRAE  ARREMEARTMER, #TH
MRESREEARE, URE ERYP, K FREVINBATA, sEURARFAXBARFAR
it , FOREEEERHE LAVRBANEFERARRE,

EHRAE - RERARENELAXNRERREREE. WRE Ul PEYIERE  BEREFHEAR
BHPRE TIRE, . BREE, BAET  ARBE "Rff) B1TEH. YR LELER zip BRHK
A, BEARERESR. BN zip BR , AR EEHRE.

BRI e - RBRABZEKABREEE, RBREEERR  BEEEZRINEE (), RAREE M
Ry, REKAMREEEES  GARRRENEERRE , RRIZE "RHBERKE. . MEREZER. W

EEH AL 19
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REFXBACRERNREE , ETHPNRETREZINTE, BN LES zip BRNEKE , FETH zip
BR RARBRR MAHD. MRUEBREER , FEBEAKEE , MTEEEMEBR.

# Runbook &%

BB Runbook EHEEBBE Skills, MAFEFEFEF. EENERAESZEAERSFERER
FiE Runbook HE&®EifiAeE , YHRELSHREEAENEF. BB®E , B :

- REAEBBHRE - REABEBRES B EREIREN Runbook.

- BEEER - BT Ul FiREREE , UBEEER EfFERIREAEENERER,

- FRZERA -HRTZSREMSEERTRBENERE  FEASE NEE BRSEHERE
M % zip LEREE,

o BB : A Runbook L HIRHENAE TERETEHEEE,
MREBEEMEHEBNRERE K NTEBBREREMNEE , BB AWS Support,
BB H B

TEERZ R ERE ?

ZI AR DevOps REEAREHREEXTHENEENEBILABER, SEZ2IHNEKER
iR AWS DevOps REEAEUTEBRREANKERRANE. EREBK  ARESEINHEE
ERAESZBTH, THEXRHEKYE, THEEARNIECASZERER.

ERAEZRE T #

Agent Space Understanding 8¢ (understanding-agent-space) 80T EENEHRIRE, BN
IEREZEMNERES |, LUE Agent Space RE B &R MBI FRABET,

REGELATESKILL. ndiERN—ESEZER. TEERTEMAFESRANE A3 SREEIH
2. BEBERE AWS IRFHMNEHE, Azure sTENEES ). FREMRRER K BEREBERBENTE
. BRARANROUBREBEEREBENTH , UREXGHTEERRARS,

BREBEASTHEWE —EEASEER , EREABY (EE. ER. EF. BEF) , HPa
SEREINMERERR , Hlin ARNs, ERKREBBHITS URLs, SEER S A ATEH R REL
, B EREZEBETHNER. BRENERS. ct2KESEATHRFZHEMEMBHNENBRERE

E. E#Minfrastructure-as-codeE® , REREBREXNBIHEE RN TEERMHE,

& Runbook &% 20
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BEEARFRECHSRI -—FEASZER , HREEARISEDRERE. EREFRENAIBREK
R EBend-to-endFBERE. ERELEHFAEE , EHETR G ENREIRFMEB#E , SR
BUSHRENTE, CHERERTSHBNTBRAMARERE - SEENN ARHAEARN, BRER
(EEE, SHRE, RR. ZHEHE ) REBTBBNEE , URTERBNRS < B2 M BB 2 8
IEHEEEE,

TR

TR BHKMERBE (understanding-code-dependencies) &7& 4 T & M service-to-service
EMMEKERS, ERALEERTRRFENERSN | WMLRETUEL R, eMzBNSEER
m, $AMEEG  UREREBRRUMIE. EEREEHATGAIBEEE, BB Lk TEE
& LURTHBEEFZEREER.

THREERE

THREERBERAEE (understanding-pipeline-topology) REFIEMHFEREE K BRESE. &R
BRAMBHBEFNDE, EEPAREEIESLEERENEETNRE , Y THRBTEFFNESE

REo
TEFEAREER

TEFABEEBRESIMBEENBETE , ARENAERNERARN, EROBEEXNS 8IS
8, EBBM DevOps RERNBREAMNMEH , YUARDIWRELSRUITHE., HRESELETE
BRN—IEBEATENSEER, TEERUAKBERS| , JILBEATEREXENHERS , UIRY
ESERERNER,

BEIEZEEREZTEE=HBER :

- REER — RN ITEFRATPEEHNFBAEEE BN , Fl20 CloudWatch Logs Insights EF g4, IR
BREEETEZEMEE , LUK CloudTrail E4RIREHEFHS. FEEEHREDBERFIETHE
B UIEEBERETERINERSHENESL

- BEREE —SEAMEAREESE, SEEEHARSENERGY  flNEHRETFRNIRFSE
BRATEENEASH  TREMSESE , EAERXTURAEEHRERLER  MIALRE
REDSR,

- WEERE — AEERNAREEENTEFIUES, SEERERSEEEREERR , BIBEX
N, R E D EE,

ENRERREFINARAE  REFEHHEENREREBEN , B ACH. BRENEXSUTEESR
™, RERWEXNEREENES  AHRIEBNVER, ETRKXEERERREN B iRERT -2

TERE2FNERE? 21
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EEZINNEEE

DevOps REEASGRFEAEEXZBHINED  EDEENENBIINFEE. UTRB|SEREN
ERTRE,

DevOps RERAE 30 AREGELEMN TEEARKEERRKRE.

Agent Space Understanding H R HEB B RERERNEL , EEHIE. FMHMIABIR Agent Space IhEE
RESHHT. THUSHEERAPTNERAEZEZRE , 83 XEMEHREE —R, NRRKEEXZ[E
BE 6 RAELET—RBE , AIHSHERAERAY, MRENERAESZ[E 6 RIERAE , Kt
ENEEGRHEE, EFMNAEHRAR , c8EE.

FEFHENELZINGEE  FEFEETEAEAAEEE LNEREERE  NRERAEHX
W EREEHE TR RE.

FR — RIEER , SENREREMEATRE. FAFEK , DevOps RIEEXEEEE DevOps R E
EXAEBFRBRERATH. f2FLERASTINEKE , FREETEARXPHNAREERERSIE
BiERZRE. FREETEREAMBR. ReEeRE  METVUBRERBA. SRR , DevOps
REBXSEZXFEETHENER TEE. S URERRIEEEIFAHENSEREREK

=
oo o

MR — Agent Space B Web FERRERRIVHREEE A Agent Space Understanding Skill , BA
BREBILARNGEH Agent Space RIEBERABEASR[M o, BETMASUEETH M. ERE
RFRNEA,

BEHE — BHEHRSE R DevOps REEXNBEHNIRIEMANMRAEACHEERR , STEBFRASZHE
R, BULIERMBEMLEREIE : AWS DevOps Agent BEIEE F2 AR Agent Space FHHIEAEM
FHRBERSERSIER , LAN% DevOps Agent Web FERER KK mEER.

RIRE A Agent Space FRENAZR , RETUTEHBIRE., DL HE. BEBRER , UREXE
EEEMRE, SEREDBSETRAZES , RItETLURESRENRA , EFANIRENMEZSE—EM
W, % Web EARER , BIEHMSHBIIX , 8 DevOps RERRNHREMNEL , SHSHEBMET
58

DevOps REREN LIRS

LEREFAABIER , AWSDevOps REEXNSEENHEELEE , UEAREEXZERENE
REAEABRMIEEINEE, Edthe section called “DevOps KNEER il miBREFENZRNER AR
BXINEEN TR , SERBRHEALENE , THREEXNTRAETHBMEERBEEERNRER,

EEEBR R 22
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ftEREIRE

iCBEE R E — Markdown R |, THEEREERASTEAEENSRET. @FSRFEBERNESER
AER, EANRREAREAERENRERE, KB TeRRAERANE ; eARHEAERXA
RHEFRRBAE,

iREFRERMBEREERNES. SEACEREFHRERE —BaBNELR , AFERASAIRE
ERREERNR, ERETFHERKEERCREBANBEBRS.

R ARE A R ERR S EANRR

[H [3) K &e ERABETR ERL=Y:1-
HFEgR EFE (RHA) BFEtt (—#ERdE B (ARRE)
)

AARER Markdown = ZIP & {£BR Markdown {£BR Markdown
#

REEA BEE (BERABER —& (SEIER FEE (BERABEBR
IR IRTE ) E) IR RTE )

BiuE A& (UL, CLI), A& (UL, CLI) FERE (FEBH
DevOps KIEFE X ). DevOps REFE

X (BEREERX)

ATEEFAKEE
ARTEERAEFNERSE TR BEIELANELEXFIREANR,
FEEE

- ERVAE - ERASHBUREERBALKIONBEARRER , #REEEERRCIBRENRESE L
R

- REES - CREMEURRESANFHMES  SINEANMAR R, EREREESH , RBUBHHRR
B8 TR R THBIR

« FEWE - E DevOps REEXBRESEMHE , cEEPELES
EREENRAERER,

Hat

MEXHEBE , UAREBR

ERCER 23
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« ERAERERE - RECHEARFRENET  WEFRASFERBENHERDITE,

FCIRRBAVEFS K

EERABRTFEERRAER  ERASTRICREBEFHENFE  HThE2sHEBNHER, £HREH
B, ERAESTMECREFHERTREBNERAR, RR K RERASIHZAFHEFNLRE
B, WERHEMENRECREER. EEMEX L RAEXTREARERE , AREMAMEENERE

SEEREHRSETRERE, SXAEMPERLTNFTEMRAS , LUBARKERIERELINHRN

TELRERFKE
DevOps Agent B7Eft Agent Space P TEFERZ B , BEBEUNHEBTIZELRRBETRE
R

SEEZEMURAFRRELCH, SECEEERURERENERS (BRIER) , XIHE
ABRETRELESHNERER , UREBEREERE. ERASEIEZHENNGSBRERNIER , MU
REH B B EHREFSEHAER,

EREEXZBEBRE 2 BRERER , E%‘ﬁiﬁi‘ﬁ%i%}l’_ R, DB RILHEE , REEE
YREFLEFREPHZRE. LFHEFHEREBRESHE 2 BRRBEEMSMER, NRFAESH ,
AlefBRaRENRKEREEUBEZE,

= A
AT

SIEERASTANEAERTES, CRALFRERETRASEEENERETR , fIMNMERREE
Pl e & fm4F 5 E o

g4 -

"AEfEA Lambda, BR#EFERA Fargate,
F#Z PRI A Orders Storage Service, _

R ER
& E] LA Agent Space Operator Web FEARRX N ABEERGFMELERTFHREREAR,

IEENEESN 24
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EERBLERENRE

1. BEZ Agent Space Operator Web FERRERX AW AEREME.
2. BERERIER.
JRAEZERRERFHENZE , SAMERHER, HENREEXNEREER,

EERAFREPHCRE

1. ECRBREIER L | BELERRNCREFHAEZHRER,
2. FHREFAEARESI HAAREENEE, MR, RARERNLMEXR , XS EEFHH

EI‘JO
EEMASERRERE

1. EFREFMEARRS  EEEEFNZLRRENEER,
2. CRRFHMEARHSEREFEN Markdown RE , UREV BH, EXIEX B HMMRARER,

B ERRTATATARA

1. ECRBEFMEARE L , ERARSERNRTHFEZERENRE,
2. AR EEM B RZEHI ARA

RAN{EHIREE
A ATRE B BT B S BB BB AME A R R RS, TSR,
EEREERTENE

1. ERRRERIERL , FRARKEBERESH IR,
2. FERFPE  ERABTEFIRFRERVE[LRE.

HEYRERFKRERE

1. EEERREFRENETHEEREE,
2. EREERASER 2 CRE S TIREFEE,
3. kERAHE , FRASSEAEHERBZSELCRRE.

BAMEALER
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£ I R Thaeim B RC IR RE

B LUEB R RN E R DevOps REREAMRREY, EFAMEBRICRE. WRAEERXTUE
ERARERERE,

Chat tn S HV &I :

FECER1EIRIERE S Orders Storage Services - EISERERELREFHCIEE,

"E# Canary B RWVEEIERE , LUEBIEENMBHBRERR, - ENMERARTFREPNEERR
8

"MRAEREEREERTFTENGCRE - BERTBEEBNKER.

Chat RERAEARELEERBTALREERE.

AC = B2 PR 5

THIRSIEAR RS

E R R4
SERERAZHNEERENE 50
SERERTRENCER 200
BRI AR 100 KB
EEEE

AWS DevOps Agent 1§ Agent Space WIHRENIZZERREREE. BEFEENER , NBEZR
ABHENRAREITAR. Skils, AGENTS.md BRMMH4HREE , BALLEREE API UEXF
StARE, EE. EFAMEREM.

EEETE AWS DevOps Agent FIIEM AR R HITH , 551E Agent Space FEBREE, AT EREEE
BE, IAMFA , URBEEESRARNFEER. £/8 AWS CLI, BEAR Python B AWS SDK
(Boto3) = AWS CloudFormation end-to-endBEBEE, MERERSFHBLSEEB , 5528 the section
called “DevOps KERERFEE . NELTEHITELNETRABEELE , 5528 the section called
“BEMNEEE .

EIE) Y PRUIE S TEEER 26



AWS DevOps =R (I
A EREE AP

Operator Web EAERNEMEE —HEIUEEH SN LE AGENTS.md ERNZRAEE. EE API
SUBERRF AN LMERNIRE , WEESHNEBLILEEEE K MEFEIB Web EAER,
EEFWUEE APINERRRSHE

- RRETH, RpHRNFLARERNEHNEE , M3k Web BRER.
« B—HEAFIEEES AGENTS.md IERARERAFTHNERAEZH,
- BNEENARMED LB RA.

BE AP| FHVESEREELEIB AWS CLI 285 aws devops-agent <operation> | ¥iEiB
AWS SDKs\Bi & devops-agent B

BE AP B4

EE API E2HTYE®RE, B8—3HSIEEXERFFEFEW BEN IAM BIE , UREEE
ANER., SESERFERN aidevops: WAZE[H |, BRT 29 ListAssetTypes , BAR
FRE MY Agent Space Elfarn:aws:aidevops:<region>:<account-id>:agentspace/
<agentSpaceld>, WMFaidevops:FHFANEREZER , 552 the section called “DevOps X IEF=E
N 1AM FFAl”,

e R A IAM EpfE BIR
ListAssetTypes 55 AWS DevOps aidevops: &

Agent TENEES ListAssetTypes

B,
CreateAsset = REEXZBE (H  aidevops: ERAEZ®

BE. https : /AGENTS CreateAsset
.md, B, BFTR
BREX, LEBEK
&, FEiEEE. AR
EEFIEREELE)

BYFNEE,
GetAsset HHEENPEER aidevops: ERAEZE
MARAEER, GetAsset

RERAEE API 27
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ERAEER

(S

UpdateAsset

DeleteAsset

ListAssets

ListAsset

Versions

GetAssetContent

CreateAssetFile

GetAssetFile

UpdateAssetFile

DeleteAssetFile

ListAssetFiles

A

EMRAEENPME
BERRAR,

it REREXZEMER
BEENRHAER,

i RERXZ/EH
MNEE 6 IKREER
BHETEREER,

5 B E R B SRR

o

THEENZEAR
A zip B,

HEHERMEERA
BE,

RE R E I B EHEL
E_rﬁ?ﬁo

HREEFRAEER
HMRBRSHPEER

HEEBRE 4R

o

JIHEEPHER

IAM Eh¥E

aidevops:
UpdateAsset

aidevops:
DeleteAsset

aidevops:
ListAssets

aidevops:
ListAsset
Versions

aidevops:
GetAssetC
ontent

aidevops:
CreateAss
etFile

aidevops:
GetAssetFile

aidevops:
UpdateAss
etFile

aidevops:
DeleteAss
etFile

aidevops:
ListAssetFiles

&R

ERAEZME

ERABZRE

ERAEZME

ERAEZME

ERAEZME

ERAEZEME

ERAEZE

ERAEZME

ERAEZEME

ERAEZRE

BE AP 81
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ERAEER

&1 IAM B

TIBRETFE-—REEAEZHRPTEENTBEEFIVE

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

1,

"Resource":

east-1:111122223333:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

iy
{

CreateAsset",
GetAsset",
UpdateAsset",
DeleteAsset",
ListAssets",
ListAssetVersions",
GetAssetContent",
CreateAssetFile",
GetAssetFile",
UpdateAssetFile",
DeleteAssetFile",
ListAssetFiles"

"arn:aws:aidevops:us-

"Effect": "Allow",
"Action": "aidevops:ListAssetTypes",

"Resource":

min

THBRRTFE-REEX AP EENHERTIE

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:

GetAsset",

BE AP 81
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"aidevops:ListAssets",
"aidevops:ListAssetVersions",
"aidevops:GetAssetContent",
"aidevops:GetAssetFile",
"aidevops:ListAssetFiles"

1,
"Resource": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

},
{

"Effect": "Allow",

"Action": "aidevops:ListAssetTypes",

"Resource": "*"
}

BEERE

BEEERHEURINEERERNassetTypeFH, BALUEBEE API B\ BEESE

A : skill, agents_md, attachmentcustom_agent, memory_store, . memory,
test_profilefl feedback. UTHERATGEEE, SO AEHITREMWNY ListAssetTypes
REFEER B RIFRT .

BEEESMEHERERNBEHER metadata JSON ¥, AP EmetadatafEA snake_case
(i , agent_types, skill_type). &M E&#q_metadata , EBFRAXNWRLE , £
camelCase ( fl#0 , . agentSpaceldassetType. clientToken), HEFMEA M metadatatif
BURAEERR MU TEEHTR,

B8N UpdateAssets] BfUpdateAssetFile , JRIEEAE PATCH BEEMAZE metadata : 88
ENERSEIIR , MEERNERSREHRENE. BB ETEEVEEassetType2REFE
Em

e

skill EEEHERNZEZEHN  REEXSEHENEA, HERERE—SKILL.ndER ; B3
HAEEREESKILL . mdER N L&A references/ = assets/ B &M zip EH-

Y EmetadataB it :
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« name ( F&H ) - FEWE BT, ERIEFE, BFIEFIE , 1-64 BF . FEHLULEFR
MESERE. EEARGERE. ¥R zip LB, RREZBnamefSKILL . md 8% & EUAY BR 7 |
b 72 B b BR 1R Y AT (B

- description ( F& ) - BEIRASMRFEFEARKEN 1-1024 FtiRHE, EEARBEERE. HR zip
8 Z#EEdescriptionZRERSKILL . mdBT S EENAY BREE |, I ZBE I R IR AV ERI{E,

 agent_types ( FHFEY| ) - WEEEAN —EAZAREBEEXNEE,
£ ["GENERIC"] FEFEERABERMEFEAFKE. HttETE
CHAT. INCIDENT_TRIAGE, INCIDENT_RCA, INCIDENT_MITIGATION, RELEASE_READINESS_REV]
PREVENTIONA] RELEASE_TESTING., ZGENERICETREEREMERES,

iZFAmetadataB it :

. skill_type ( & ) — 8585 USER, EE API EAHFEFEN A , Rt —ZIHES USER,
RIEEIEBskill_typeiREL WEFERLEARNED , ZFERSERBHLERAEREELENBR.

- REE (FH) - HENMAME, EIWES ACTIVEM INACTIVE (ERAE ). BERA
ACTIVE, HEAHEESREBEETRAEZEY , BEERASEHAEIHNRBBIEHEA. FH
UpdateAsset$& i metadata.status RIEAREMBMARRE , MAEEMER. HERKE —XE
BANEERE  SR—EEERNASLHE status W, FSEEANEHARALLIES T/EE
il

« enable_tools ( FHEfES ) - REEXB AR FIUN T EBBIRFEE,

#iffimetadata :
{
"name": "rds-performance-investigation",
"description": "Investigation procedures for RDS performance issues including

connection exhaustion, slow queries, replication lag, and storage capacity. Use
this skill when investigating database latency, connection errors, or read/write
performance degradation.",

"agent_types": ["GENERIC"]
}

BR%I : Zip LETBHBiR 6 MB, Agent Space &Z 8% 200 EFHAEE IR EE,



#activating-and-deactivating-skills
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agent_md

agents_md EER —& Markdown BR , EH 3 EREEXNEENERREEXER, RERE
ANEESEEKEMABEEHEAMEATN AGENTS.md. MEFRAEIETHWFMERR , 552 E the section
called “BRABIET

Y EmetadataBit :

. agent_type ( F& ) - BAMR AGENTS.md RN REENER, EREE
GENERIC, CHAT, INCIDENT_TRIAGE, INCIDENT_RCA, INCIDENT_MITIGATION, RELEASE_READI
PREVENTIONFI RELEASE_TESTING,

gifflmetadata :

{
"agent_type": "INCIDENT_TRIAGE"

}

BRE - BRAERAEZEEE K2 IS —E AGENTS.mdagent_type, BRABMNEAR
Markdown (text/markdown) , B 5#iB 25 KB,

attachment

attachment EESFEHRABEXN T EAETHESZN - ENRIXFRER , fIUNZEEER. Runbook
PDF =% il B 5618 =R,

P EmetadataB¥ :
« filename (string) - RIEEREE , SRELZBANETAEIESR ( FIW0 topology.png)s.

- extension (F&H ) - RERNEHMEESR (Hlw, . pngpdf. csv).
« size (number) — LA T AEMIER K,

gifjlmetadata :

{
"filename": "topology.png",
"extension": "png",
"size": 184320

EESR 32
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RE : KEEAZEFAAEHRFNEKRNTEER 10 GB.

custom_agent

custom_agent EEEFA—EABEN T ENFEREREMPHREEARE, FHETREER ,
BREERXHSEREERSETERER —HEINEE

Y EmetadataBit :

« name ( F& ) - BFI[REEXNHEH—BIRF. ERIEFE. BFNEFH , 1-64 BFT. 75
LLEFIRBEESE R,

iZFAmetadataB it :

« TR (FHREY) - AFATREEAEAN T AR, ERERRATHERE,
- skills ( FERMEY] ) - BATREEXHEANRE#LNYT. EREERAZARE

giflmetadata :
{
"name": "rds-firefighter",
"tools": ["cloudwatch:GetMetricData", "rds:DescribeDBInstances"],
"skills": ["rds-performance-investigation"]
}

memory_store

memory_store EERMSHFALERER2ENAS. REEXZENERENBBNHER , LURE
=ERME Y EHPIHEEE, SERBACEREFREZERERACER. WELERNFHRE
A , 5528 the section called “DevOps K EREN CIEE",

LRELSRENE, Bk, BY memory_store, A% , BVmemoryHHPWEEEER , &0
BHrR,

b= ]11]]
c
ek

Y EmetadataB it :

* name ( ¥ ) - CREBFRENE—BRF. ERNEFR, BFNEFR , 1-128 F . 75
PUE 7R RS R

- description ( F& ) - FHEARH 1-1024 TR, REEXEEACRRAERETHMERE,

aEERE 33
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iZFAmetadataB it :

 agent_types ( FHE[EY ) - AIUBIFHENBEEFRNEENER, 4 ["GENERIC"]ZEMmMAE
ERAEEEHETRFHE,

#iflmetadata :
{
"name": "incident-runbooks",
"description": "Operational memories about past incidents and their resolutions.",
"agent_types": ["GENERIC"]
}
memory

memory EERBRIEERTHENENCZERER, AEEXSENCERBNEBNER , LUAER
AEENCTEER, memory_store £BURR , AR ELE®memory_store_id L& REATER
ERNEE ID,

S EmetadataB1¥ :

* name ( F& ) - CEENEITT , BAB/DE kebab-case BRI /2 FEHRE , 1-255 B=FT ( Hl

N databases/rds-failover).
- description ( F& ) - EEBISAEM 1-1024 FLER,
- memory_store_id ( F&F ) - kicBRABEERBEXRENEE ID,

iZFAmetadataB it :

- expires_at (number) - fREHIR , LA epoch W REM., FREFR , RESEEL B HIBE B BMERC
B (BEE48NRR ), ERLEEMEURELER  BEESKEMBRA L,

giflmetadata :
{
"name": "databases/rds-failover",
"description": "Steps that resolved the RDS failover incident in June.",

"memory_store_id": "alb2c3d4-5678-90ab-cdef-examplell111"

EESR 34
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test_profile
test_profile EESTFRITEREANBITAHMTHEE , S BEHTHWAHBEREN B Fin.
M EmetadataB¥ :

* test_agent_type ( F& ) - WEREEHITHWAFEESR, EREA releaseUiTesting
releaseApiTesting,

- target_url ( F& ) - BIFE#THEN URL,

iZfmetadataB it :

« name ( F& ) - AEREEBNABTEIEG. ERNEFE, BFMEFR , 1-128 fEF T,
FBLLEFHREAESER,

« description ( F& ) - AFEEREFEREREN 1-1024 F R,

- test_personas ( FHfES ) - ERAHABTHEERENAC., EXESA guest
authenticated,

 api_spec ( F& ) - BIEBITH API 1%, B2 tHEfreleaseApiTesting,

« credentials_secret_arn ( & ) — AWS Secrets Manager #Z 8 ARN , ZHCAIEBTHEAE
#o

giflmetadata :
{
"name": "checkout-api-tests",
"description": "Release API tests for the checkout service.",

"test_agent_type": "releaseApiTesting",
"target_url": "https://api.example.com",
"test_personas": ["guest", "authenticated"],

"api_spec": "openapi: 3.0.0",
"credentials_secret_arn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:checkout-creds"
}
feedback

feedback EESRHEFHHUE - RERAPITHRHNERDE, FASRECEREERBEN T
AT B8 T DS A I T AR A

aEERE 35
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Y EmetadataB it :

- agent_types ( FHEMEF ) - EEHTHREERNER, XAEZLIE—EE (Hlw
INCIDENT_TRIAGE),

iZFmetadataBit :

« execution_id ( F& ) - WWEIERHEBBNEIT, & LREWEBCreateAsset ; #xH &

¥UpdateAsset,

gifflmetadata :

"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222",
"agent_types": ["INCIDENT_TRIAGE"]

EERD  BER zip

BfECreateAssetmERETE—EYWH , ZcontentYHESRBEEEHEM L TH, B
MRcontentBURR &2 LEE —ERIER zip bundle :

« BE—XFHEE - content.file.body.text&% 1.5 MB By UTF-8 X%, #itt ARARERNFRERM
AGENTS.md 8%

json { "content": { "file": { "path": "SKILL.md", "body": { "text": "#
Skill\n\nInstructions go here." } } } }

« B—ZHMUER - content.file.body.bytesEE HZ 6 MB #J base64 MR —HNAR, #5
A RAERE | IS &S PDFs, HA Blob EcontentBisEE AZPEAR |, Hit base64 ST LimIEHE
R, EFEAREBRBEKR --cli-input-json ( FS2ER ZEMNERE L FELES TEEEH ) .

json { "content": { "file": { "path": "topology.png", "body": { "bytes":
"<baseb4-encoded bytes>" } } } }

BHEMH - content.zip.zipFile#E%H &% 6 MB #Y base64 fmiEBAEEF. SUARE
references/j?, assets/B#HEESKILL. mdinE Mg =R EE,

BERS  BRH zip 36


#create-a-skill-from-a-binary-file
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json { "content": { "zip": { "zipFile": "<base64-encoded zip bytes>" } } }

BENE, MRSMBRRAEEETNEER  MAEF LEEBEES , FEA
CreateAssetFile, UpdateAssetFile#l DeleteAssetFile,

end-to-end E I At

ETRIWEFRZU=ZFETRANEX (RE—XFEXR., —ZH#HNUERMzip EH ) BAuHEE , RAEHIT
EEL. EHAMIBRIERIE, 8F6187a7-0388-4926-8217-3a0fe32f757c LWIEMERAEZR ID B
A

RE—NFEREIUHRE

EREEEMNRE : AR LEEME—SKILL.ndER, HRLERIE—EANFEER , HtEBSLEE

description® &t name# metadata,

AWS CLI :

aws devops-agent create-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-type skill \

--metadata '{
"name": "rds-performance-investigation",
"description": "Investigation procedures for RDS performance issues. Use when

investigating database latency, connection errors, or query timeouts.",
"agent_types": ["GENERIC"]

AN
--content '{
"file": {
"path": "SKILL.md",
"body": {

"text": "# RDS Performance Investigation\n\nUse this skill when customers
report database latency, connection errors, query timeouts, or read/write performance
degradation.”

}
}
}l

Python (Boto3) :

import boto3

end-to-endE B B 37
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client = boto3.client("devops-agent")

response = client.create_asset(
agentSpaceld="8f6187a7-0388-4926-8217-3a0fe32f757c",
assetType="skill",
metadata={
"name": "rds-performance-investigation",
"description": (
"Investigation procedures for RDS performance issues. "
"Use when investigating database latency, connection errors,
"or query timeouts."

),
"agent_types": ["GENERIC"],
},
content={
"file": {
"path": "SKILL.md",
"body": {
"text": (
"# RDS Performance Investigation\n\n"
"Use this skill when customers report database latency, "
"connection errors, query timeouts, or read/write "
"performance degradation."
)
.
}
.

asset_id = response["asset"]["assetId"]

R ENVIEREL IR

EREABRTR UTF-8 X , BEASENLE. UTHASKELEZEN PDF LEREERA.
HABRAXBEEcontentBE R E AR base64 #RiE Blob , FFEXMFEA --cli-input-jsonl
base64 #wf% Blob {2 B JSON ERF R,

BT -w 0fE#Zbase64®ER GNU EET LR HRIEH Blob ; MR RBTARM 76 BF ThyIReT |, A
AT , B Blob A ZE heredoc HEEEEMM JSON, £ macOS LfFEMH base64 -i ops-
runbook . pdf(BSD fAf&base64FEEE ) .

BEFRAX :
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base64 -w @ ops-runbook.pdf > ops-runbook.b64
cat > create-skill.json <<EOF

{
"agentSpaceId": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"assetType": "skill",
"metadata": {
"name": "ops-runbook",
"description": "Operations runbook covering on-call escalation paths.",
"agent_types": ["GENERIC"]
1,
"content": {
"file": {
"path": "SKILL.pdf",
"body": { "bytes": "$(cat ops-runbook.b64)" }
}
}
}
EOF
AWS CLI :

aws devops-agent create-asset --cli-input-json file://create-skill.json

Python (Boto3) :

with open("ops-runbook.pdf", "rb") as f:
body_bytes = f.read()

response = client.create_asset(
agentSpaceld="8f6187a7-0388-4926-8217-3a0fe32f757c",
assetType="skill",

metadata={
"name": "ops-runbook",
"description": "Operations runbook covering on-call escalation paths.",
"agent_types": ["GENERIC"],
},
content={
"file": {
"path": "SKILL.pdf",
"body": {"bytes": body_bytes},
}
},
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)

1€ zip EHF B K RE

EREESEZERERE , BEA zip £E , HIAISKILL .mdiNEBEERNEE., ©R zip L&, &
FdescriptionEHMSKILL .mdEli%EE name A , AFE I H B EE Fmetadatas

zip EEBRE :

rds-performance-investigation.zip
### SKILL.md
### references/
#  ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

SKILL.md ABBERH , LAE R o] LLEEE S BH AR

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

BEBRAX :

base64 -w @ rds-performance-investigation.zip > skill.zip.b64
cat > create-skill.json <<EOF

{
"agentSpaceIld": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"assetType": "skill",
"metadata": { "agent_types": ["GENERIC"] },
"content": {
"zip": { "zipFile": "$(cat skill.zip.b64)" }
}
}
EOF

end-to-endE B B
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AWS CLI :

aws devops-agent create-asset --cli-input-json file://create-skill.json
Python (Boto3) :

with open("rds-performance-investigation.zip", "rb") as f:
zip_bytes = f.read()

response = client.create_asset(
agentSpaceld="8f6187a7-0388-4926-8217-3a0fe32f757c",
assetType="skill",
metadata={"agent_types": ["GENERIC"]},
content={"zip": {"zipFile": zip_bytes}},

fEfE 7 EEARKEE

BRI LUEBIE#EE GitHub RFER ﬁb’ﬁ)&?s‘i EXREMFAE. AWS DevOps ﬁﬂﬁ‘ﬁﬁﬁﬁﬂﬂﬁ““
A, € SKILL.md Blim#EREBANHER , W ELCHREEXNZHPEU KRR, EFREEEMmAZEFF
RYERRE | SIEB(EE&&E‘I‘J’:TE&EA&E?H&L‘“H%

TORIRAF

- WHERABSZEAAREE GitHub tRE ., 52 [ the section called “iE# GitHub”,
- BEEBHSESEEAIHNAEN SKILLMd ER

AWS CLI :

aws devops-agent create-asset \

--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \

--asset-type skill \

--metadata '{ "agent_types": ["GENERIC"] }' \

--content '{"sourceUrl": {"url": "https://github.com/my-org/my-repo/tree/main/skills/
rds-investigation"}}'

Python (Boto3) :

response = client.create_asset(
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agentSpaceld="8f6187a7-0388-4926-8217-3a0fe32f757c",
assetType="skill",
metadata={"agent_types": ["GENERIC"]},
content={

"sourceUrl": {

"url": "https://github.com/my-org/my-repo/tree/main/skills/rds-
investigation"

}

},

asset_id = response["asset"]["assetId"]

RIEEHEENE AR, FEE nameF B9 SKILL.md Hi#kdescription , URKEAFTERR, BOE
description® @& name= metadata , 12 BB ATIHHEEL

GEA:PN: kT
EFERBEERINGEHINEE | UpdateAssetFHFEA MM content.sourcelrl :

aws devops-agent update-asset \

--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \

--asset-id <assetId> \

--content '{"sourceUrl": {"url": "https://github.com/my-org/my-repo/tree/main/skills/
rds-investigation"}}'

response = client.update_asset(
agentSpaceld="8f6187a7-0388-4926-8217-3a0fe32f757c",
assetId="<assetId>",
content={
"sourceUrl": {
"url": "https://github.com/my-org/my-repo/tree/main/skills/rds-
investigation"
}
b

BALeREENaTeBRAREER KW EIIRE, AIREMNV (MRE. ERASER ) KE,
AR EARIR
GetAsset &[E Fmetadata.sourcefFEE AKENKEEN
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{
"metadata": {
"name": "rds-performance-investigation",
"description": "Investigation procedures for RDS performance issues...",
"source": {
"url": "https://github.com/my-org/my-repo/tree/main/skills/rds-investigation",
"lastSyncedAt": 1718467200
1,
"agent_types": ["GENERIC"],
"skill_type": "USER",
"status": "ACTIVE"
}
}
BR &R 44

- {£3£%¥ GitHub URLs, &R LAEEEE SKILL.md BB 8 ( #I%0 https://github.com/org/
repo/tree/main/skills/my-skill) , ZEHSEARER & A STFESEER, WR SKILL.md
NRRBEFENRBE S  SHUAUEEEEE £ (W0 https://github.com/org/repo/
blob/main/SKILL.md) , ZERIAEE A SKILL.mdo

- B4 AEEEAANENIRAY SKILL.md,

- BEANEFTAEBEIE6MB, HZSTEBEIB 100 EAER,

- content.sourceUrl B2 content.filefl HFcontent.zip , BEZLZEMENBERFEHE
o

- ERFEZRNEFH (T8 content) BREBRENEARR , MASRRBEFEEEHEE.

S, FIH., FEFTAMMER
£/ GetAsset fik ID HEENE —EE :

aws devops-agent get-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId>

A ListAssetsP EREBEEXZEANEBREEE -

aws devops-agent list-assets \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--max-results 50
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aws devops-agent list-assets \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--max-results 50 \
--next-token <token>

f£H UpdateAsset F — ZEmetadatatlify , MEFTEH LERS., FEHNERESREHRE
& :

aws devops-agent update-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId> \
--metadata '{ "agent_types": ["INCIDENT_TRIAGE", "INCIDENT_RCA"] }'

M ListAssetVersionsREEZENMRABE L L%, FEMKII UpdateAssetsh
UpdateAssetFile RNl & & #E & & MRARES

aws devops-agent list-asset-versions \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId>

£/ DeleteAssetBREEREMAEER :

aws devops-agent delete-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId>

HE—ERFEERTREE

MREEHE zip bundle B HEE , WEEME —BAFNSERER , AIFFEEH LEEME bundle, &£
A CreateAssetFile :

aws devops-agent create-asset-file \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId> \
--path references/troubleshooting.md \
--content '{ "text": "# Troubleshooting\n\nAdditional notes." }'

EEMRRBNIESR , BFFEAupdate-asset-fileEFHESIEN . EEBRE , FBEMA delete-

asset-file,
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R NF A RE

e P EERAMRENetadata. status, ACTIVE RIFTESR , fIE AT IRASEFE M X
BEA, BALMEAREFEEFILRRE  MAKERER  INESHEELEENERNERE B BEE
BEFA,

BBEDBRIEE , EERIURKRTEYHEAREE : metadata.status CreateAsset

aws devops-agent create-asset \

--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \

--asset-type skill \

--metadata '{
"name": "rds-performance-investigation",
"description": "Investigation procedures for RDS performance issues.",
"agent_types": ["GENERIC"],
"status": "INACTIVE"

A\
--content '{
"file": {
"path": "SKILL.md",
"body": { "text": "# RDS Performance Investigation" }
}
3

R FREEN B UpdateAsset, H metadata EERAABS EH , AHEER EstatusEH
S EMLRETE

aws devops-agent update-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId> \
--metadata '{ "status": "INACTIVE" }'

A LMEAFREHBA "status": "ACTIVE" :

aws devops-agent update-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-id <assetId> \
--metadata '{ "status": "ACTIVE" }'

GetAsset Hl ListAssets—1R7E statusFEBEHEEEEmetadataf B oy , FEILER 0T AR EEY
ENEF B A AR RE,
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status W ESD K/ PNE. E#ET ACTIVEM INACTIVE ( KB ) . FAEMERERE Mk
BvalidationException. BAAEBANREEE ; metadata.statusEFMEMEERAENRERE
MR, B MuSRREEREE,

£ AWS CloudFormation B & E

FREE AP ETEBRSETHEINEE, FEEEHEREE , FHEERER AWS
CloudFormation HEJAWS : : DevOpsAgent : :Asset&EiR, BB FZE , B REEMERERE—&
HEEHETRAZRS, BBEEIBEE , W Agent Spaces FEIBREE, CloudFormation E1§E
BEERLARRERAEZEANFR , IS ESEATERNEESYEECreateAsset FIUEAE
WELHEER.

B LUEIBMRIAIAWS : :DevOpsAgent: :Asset EREESEEERE., IENERA

skill, agents_md. attachment. custom_agent. memory_store, test_profile,
memory# feedback., R AssetType, Metadatafl AERREEME., THHEASEIRKENE
sIREREN  HtEAFREERAN PRV PEER , BEMEARNER.

AWS : : DevOpsAgent : : Asset EJR

ERBMEEREYEERTEREMANCreateAssetimE RN -

CloudFormation B  Type HEE fimsE

AgentSpaceld String agentSpaceld VE EREY - 88
TERREE.

AssetType String assetType PVE EREY., B

EFRBER AR - flan
skillsf custom_ag
ent . EEEHEAH
WEMEEBEEN
Mo

Metadata JSON metadata Ed AP tH[EIRY 4
BRXH (&HEE
BE : name. agent_typ
es . descripti

on FERAR
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#asset-types
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CloudFormation B  Type HEE fimaE

status), ERitE
#o

it
0
0

content.file ARER , 83
EREE PathM
ContentText =
ContentBytes ,
n LS EERNER
Metadata, B2 Zip
BR,

Files

Zip String content.z Base64-encoded i) B
ip.zipFile WEMH. B Files B
Fo

AssetId String asset.assetId B, £/ #HEE
Fn::GetAtt o

Arn String asset.arn ;. EZE ARN , &
MEXREERRZH
o

Version Integer asset.version B, BXRIHEH
REfgEERIE,

CreatedAt / String asset.createdAt M B A B BT o

UpdatedAt /updatedAt

HERREAcH , BREAFURMBTA

« AgentSpaceld #l AssetTypeREREVH ., EFEHP—EASHNKEE. CloudFormation €A
FHY AssetIdf BYFMEEAIn , ARBBRENEE, ABTNPEEREBEEFTNRENEE,
* CloudFormation 2B EEEE K HPEERRHZTENERE., FEEFHE , FRES
AU EHFHHER, HEEDIENBENRETRERN -y , YERFER API, EES
EERAVMWEE (CreateAssetFile, UpdateAssetFile, DeleteAssetFile) FARAESE
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ie#% (ListAssetVersions, BEBERA T & (GetAssetContent) MEFEEANMEBL
(sourceUrlABEH ), HRAEL , FFEA CLIAWS & SDK , IR E LRI R

= RS 31

THIEARZE CLI AWS JEHEFFEANE—E=Rrds-performance-investigation¥ig. B
R4 Agent Space ID ASE , XEHFEERN ID F ARN,

AWSTemplateFormatVersion: '2010-09-09'
Description: A DevOps Agent skill managed as an AWS::DevOpsAgent::Asset resource.

Parameters:
AgentSpaceld:
Type: String
Description: The ID of the Agent Space that owns the skill.

Resources:
RdsPerformanceSkill:
Type: AWS::DevOpsAgent: :Asset
Properties:
AgentSpaceId: !Ref AgentSpaceld
AssetType: skill
Metadata:
name: rds-performance-investigation
description: Investigation procedures for RDS performance issues.
agent_types:
- GENERIC
Files:
- Path: SKILL.md
ContentText: |
# RDS Performance Investigation

Use this skill when customers report database latency, connection
errors, query timeouts, or read/write performance degradation.

Outputs:
SkillAssetId:
Value: !GetAtt RdsPerformanceSkill.AssetId
SkillArn:

Value: !GetAtt RdsPerformanceSkill.Arn

A AWS CLI #8BE , ¥EELNERAEZHE ID :

£ AWS CloudFormation BB & & 48
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aws cloudformation deploy \
--template-file skill.yaml \
--stack-name DevOpsAgentSkillStack \

--parameter-overrides AgentSpaceld=8f6187a7-0388-4926-8217-3a0fe32f757c \
--region <REGION>

BIEZEERWEAE , 610 SKILL . mdiNEZE3X#H S EZLEEFEE Files :

Files:
- Path: SKILL.md
ContentText: |

# RDS Performance Investigation
Investigation entry point.
- Path: references/rds-metrics-reference.md
ContentText: |
# RDS metrics reference
Key Cloudwatch metrics to check.

EFERVCEANKAE , SIEERER , BB statusHERE Metadata ( BESEAANEHEE) I E
AR

Metadata:
name: rds-performance-investigation
description: Investigation procedures for RDS performance issues.
agent_types:
- GENERIC
status: INACTIVE

BMBFTREERX

BETREERXREETE AssetType, Metadata#l ABZWHEER, THERSE
Mcustom_agentBEERFE —HITEMFERE. skills FEEKnameFRERSER B , ALLET
S E EuIE L EEE,

RdsFirefighter:
Type: AWS::DevOpsAgent: :Asset
Properties:
AgentSpaceld: !Ref AgentSpaceld
AssetType: custom_agent
Metadata:

£ AWS CloudFormation BB & & 49
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name: rds-firefighter
tools:

- cloudwatch:GetMetricData

- rds:DescribeDBInstances
skills:

- rds-performance-investigation

Files:
- Path: AGENT.md
ContentText: |

# RDS Firefighter
Custom agent for RDS incidents.

HiEERAMNEESRMEE : 5XEAssetTypelt iRt FRFFENMetadatadi® (FSHEEESE
), Hlw , @& Metadataagent_type: INCIDENT_TRIAGEFI AGENTS.md #&Z=AssetType:
agents_mdMagents_md&EEE,

ERBREAHFERTRERRX

EEAHHTHITNREREN | B8 AWS: :DevOpsAgent: :Trigger ER, BREERAESE

B FIE, HBESSZENREE ID HTHWEFTRERER , XA custom:<assetId>, #H
Fn::GetAttEIEBFTRERERXMN |, AssetIdEUE CloudFormation A& {EE FiEEE — , WiTEE
HEVT,

THERBREIT—Rrds-firefighter BiTREER :

DailyRdsCheck:
Type: AWS::DevOpsAgent::Trigger
Properties:
AgentSpaceId: !Ref AgentSpaceld
Type: TIME_BASED
Condition:
Schedule:
Expression: rate(1l day)
Action:
actionType: create:task
task:
agent: !Sub
- custom:${AssetId}
- AssetlId: !GetAtt RdsFirefighter.AssetId
Status: Active
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#asset-types
#asset-types
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AgentSpaceld, Condition, Type# Action B EREY., BFHDTM—ESENXE
B, Status BHIET Activem Inactive , WHAILAF M EH . MSHIRES Inactive LLEEHE
B MASHEMER, NEHEREXZENFMEN , 528 the section called “H4T HFTREERX",

AWS : :DevOpsAgent: :Asset #l AWS: :DevOpsAgent: 'Trigger AI{ERH AWS DevOps RIEEFE
XK AWS BEARFEA, MEXE AWS EENFHEESNR , 5528 the section called “ZEH [EIF",
ZEEHR R Agent Space, IAM A F Operator Fﬁﬁz“ﬁ%%%%ﬁ SHEAEREE |, FF2[E the
section called “BgAfEFH AWS CloudFormation #) AWS DevOps KEBER ",

HivEER B A5l

PRREEEHFEANFMEEMEEER, M—NEFIR metadataEHR , URKMHHN Z#EMNREE
#, TEMNHZ/ CreateAssetPURBASEER,

REENEMIEEFEAERNCreateAsseti®E, ERUENE , BREIUKER. NEHPESE
BHVEFHHER , 53528 memory_store MELEE,

B AGENTS.md :

aws devops-agent create-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-type agents_md \
--metadata '{ "agent_type": "INCIDENT_TRIAGE" }' \
--content '{

"file": {
"path": "AGENTS.md",
"body": { "text": "# Triage Instructions\n\nFollow these steps for new
incidents." }
}

} 1

BYMH (SEMLRE ; £ JSONBEREEBR , Mt E#EVEREVREMT ) ¢

base64 -w @ topology.png > topology.png.b64
cat > create-attachment.json <<EOF
{
"agentSpaceId": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"assetType": "attachment",
"metadata": {
"filename": "topology.png",
"extension": "png",
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#memory
#create-a-skill-from-a-binary-file
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"size": 184320

1,
"content": {
"file": {
"path": "topology.png",
"body": { "bytes": "$(cat topology.png.b64)" }
}
}
}
EOF

aws devops-agent create-asset --cli-input-json file://create-attachment.json

By EHFTREER !

aws devops-agent create-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-type custom_agent \
--metadata '{
"name": "rds-firefighter",
"tools": ["cloudwatch:GetMetricData", "rds:DescribeDBInstances"],
"skills": ["rds-performance-investigation"]
'\
--content '{
"file": {
"path": "AGENT.md",
"body": { "text": "# RDS Firefighter\n\nCustom agent for RDS incidents." }

} 1

<

ﬁ‘III,I

BIDAIARER
aws devops-agent create-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-type test_profile \
--metadata '{
"name": "checkout-api-tests",
"test_agent_type": "releaseApiTesting",
"target_url": "https://api.example.com",
"test_personas": ["guest", "authenticated"]
'\
--content '{
"file": {
"path": "PROFILE.md",
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"body": { "text": "# Checkout API test profile" }
}
} 1

BUSROBEE

aws devops-agent create-asset \
--agent-space-id 8f6187a7-0388-4926-8217-3a0fe32f757c \
--asset-type feedback \
--metadata '{
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222",
"agent_types": ["INCIDENT_TRIAGE"]
'\
--content '{
"file": {
"path": "FEEDBACK.md",
"body": { "text": "{\"verdict\":\"correct\"}" }
}
3

M ENEERR

aws devops-agent list-asset-types

ERAERETR

FRARBERNERREBEHKIE LFNIES , AWS DevOps RERXSERAZTESET/ERER, TIERER
RHEERAENE-BEHRFAE, £ Agent Space Operator Web ERRERANWHANZRMEE L | BIBERER
SIEBURTEEARFMEBERAEBNETR , IR EREZETRAEBNER , I XSEH2HE, E
LIS RER/TA AGENTS.md B3R, BEEERAEMKTEEHEREE s{EHE B REEE Athe section
called “DevOps KEREXEEN TE , BERETRABEEEEFTEAR , ERABET —ESXSHE
TYERSERMIBAERI R R .

TERERAERETR

ERAEETRAEHNERASREERG. 2FEAKNIES, ERETFERARE , FRASERES
HRAEBRAEZERENETR , URERBFTERIATRAERKRTF, REEXTSREREH
Aef; efKERFE.

BEERASTFERFEFRIIRELEETNEBERASREE RNET , H140 Chat
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ZERABETRE/MES AGENTS.md % , W Ethe section called “DevOps KRB L BEEEH
HEE R :

[H [A) Hae ERAEET (AGENTS.m
d:/)

FZRBAHER NE FiEH

AR - Markdown = ZIP E4 f£PR Markdown

ERER & X E

REEA BEE (ERABEBHERER —& (8BF&H K SEIER
EEEARGRTE ) E& )

Uniqueness BRAERAEZREZE BRAREENX—E (£EERA

—f@ , BEZEAEEX—E
)

ZERAEBRTEERBRIEREA., EB AGENTS.md ERELELEHRK. TXEZIPESH UK
BEEREZRM Markdown,

ATEEERERASRETR

ERAEESTRETRBEBRRBERESIBKREATH , IABRREFRASNEEIARK,

FEEE
- AIFERIM  ERERASEERENEKANMN , B —2EE. TTE/FSHER , BEERAEELR
BRAR,

- REREZHEE  BRBEHEEYE AEEXTREHTEIERANKETE , REEXER—#Z
EESETFERERBBREA.

« VHVHBUR  FRAREERXERRELRNRERR, 222, FREEIEALEEREFETE
PEERAVIES] , FHBIS,

- BREE  SUEASEER - ABETEREMEERASEE S EEIEEZFRAENT
EHRRE , BETRRHA[/BFETRASRE,
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ERAERETHEFESK

ETERERRE K AEEARBSHNAREEAZEARENER , TE TFERAAZABERR
BAREREARRRETR. ESESETFERTEDRLE, AEEXTETEHRTRATCH ; -7
BARR,

BEHN TERRBSERBRIEATER. NREEHET  BESERERUNEN. EEETHH
THEEESREEARDEIANAR,

HERE TERBRBINER, 2EETEAMMEBEENZETHNAMERERAEE  RtSE TR
BHgrIefl. CEEAREEMEEARZBEAREEARENTFER. THEEREKRIIRAR
HERNMEBREREX S ERE FHETR.

REEXREEE
BERHBLERAS THERRERE —EIEENIET. AMEHERE :

. SHIER  EAREHERARZESNFEEREARSL, SEEHEARTERSSEREILA
.
 REBABE  BEARFFRREREDN TR,

BRARERAEREETHZETRARSSE

« BIX - BIR TARRE BRI B M IR IR B RE N FE R o
- BH0E - BREE, BEMIENVBEE,

« Eff RCA - EEEBRREMREBNRANER D4,
- BHEE - SHEHIRBEEERS,

- FTfE - BERABMEBETS MBRERBE.

RAEKR/PMIES

BRERBYFEIRER  ERAEHFSEBNENZTRIETR , BMTHGEDE, KREEXSETIERE
BN THEZERBEEE A MENETREERAEST—L, BREX, ZNBE. BE, TRAEFEDRN
AREHENRGZEAREL . BENREETTEAEEXAFTESRERFRENBE.

- EMFRH : 25 KB
« BEAND 12017 (EERARKZEIERE)
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BENEREFESEIERBRPMXEFENESE L, SAEERARSEEENEMRAEER , B2
BEthe section called “DevOps REBEA KA N

]

THEHBMRRAERNERASET , P I2EAREETRAETERRNVFEES. EHEERX
BRENZEMER,

# Agent Instructions

## Investigation approach
- Always check CloudWatch alarms and recent deployments before proposing a root cause.

## Response format

- Lead with a one-sentence summary of findings before listing details.

- Include the AWS region and resource identifier for any resource you reference.
- Use bullet points for lists of findings or recommendations.

## Security
- Never log, display, or suggest storing credentials or secrets in plaintext.
- When recommending IAM changes, follow least-privilege principles.

REEZERABRET
REERAERRZE , BLEAHREERAEZEE, MEFEFHMEN , F52Bthe section called “E 37 1%
BEXZH,

BEREEARE-EETR. EEREFARK K tEeERxAEREANRERAR,

BEREREER (BARMEERAR) :

1. BEZE Agent Space Operator Web FEAREN P HIEEE,
2. BEETRSIER,

3. BEEMBEERAESHRER,

4. EiRESRP I ALK Markdown FRH.

5. BERT.

FEXEREREEANETR

g5 56



AWS DevOps ftE 25, (R
1. BEZ Agent Space Operator Web FERRERX AW AEREME.

2. BEETRSIER,

3. BEFLERENERAESHRE X, B4DE. B4 RCA, BHEEIFTME,

4. E{mEEER P A B Markdown FREH,

5. BERE

EEERAEETR
AWS DevOps Agent i&Ei& Operator Web FEARERNIRMRAEEXNIE RN EE &,

BRER BEEZHEER , BEETRGIEE AR EEMEERAEIEFEZEZTRAESHE
B, RESSERBINAR, FHAEERS|IEBREFEZEN Markdown R BRI EBRKEF
R Markdown,

REER . M EARABRNRERER., SURERTNRE , RREERTE.
RERL-EER  BBRRERER , ARERESTRE SR | REMNERK & Markdown B,
THERRSA : FRARERN , AREREBESDZETHIZRE , SEIARTHAER,

MERER : MRAMRERERN  EiRERTEEMERRE , YBRFEMR, EEBDEBLEER. IREBRF
ERAR , FERETHAR,

X B [EE

AREFERPETTLUAER AWS DevOps RERER AWS WIESE, 1F AWS BIFEWFHER , F2E8
(RFEEZEER) PHIEE AWS BHIRF A AEANESE., AWS

B

\

[ 3R] YFFMEYRESERESAMTR, RITEEDE (BITEREERENRT
AR ) EEFABus-east-1HENEXBRS (MHSFEZILE ) R, MFEFMER ,
AS2REES R A Ak,

i 5B 1 B R BE

AWS DevOps RER X AU ERMBEMAEM AWS BEH AWS IRFFHEIR , BRESEBHEX
ENESZVAEERNEZ[, 48 AWS tkFE AEEXZBEVES , AEEXSRRLMS
ZIRFAFMEESETHNER, ERXRTEEIFEFUTHEERIFIEE AEEXZM™,
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AWS DevOps REFZ

ERAEER

RBEREFNERE L, BEEERNVERIERSTER , BEXEN B,

X ERESE

AWS DevOps REREX ATE T 5 AWS EEEA.

FERAER

FREEZES

FRREEE
FREEE

FREES

FREES

B EESE

FREES

FREZES

FaﬁEﬂlE "'nA

ERERES

FREEE

EFA8 B AT
BRI (S AL E) us-east-1
EEIFEER (BREM) us-west-2
IEX (P EF) ca-central-1
EEM (BRE) sa-east-1
TKREHE (ZE) ap-south-1
SBEAREE (Fhng) ap-southeast-1
nmAHE (FKE) ap-southeast-2
DXREE (RR) ap-northeast-1
BN CEEEE) eu-central-1
BN (ZFEE) eu-west-1
BN (fR3X) eu-west-2

AR 7 v 3R
EE&E B AT
XEIRH (#EFEEI  us-east-1
1)
EETE (REMA) us-west-2

Endpoint BAAEE

aidevops.us-east-1 HTTPS
.amazonaws.com

aidevops.us-west-2 HTTPS
.amazonaws.com

XENE
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https://eu-west-2.console.aws.amazon.com/aidevops/home?region=eu-west-2

AWS DevOps {RER2

ERAEER

Ep =Ry
IEKX (FEB)

rAEN (ERE)

DXESE (RE)

A B (F7 )

TAHE (ER)

TR E (RE)

BN (EM5E)

BN ()

B (fR)

[E AT

ca-central-1

sa-east-1

ap-south-1

ap-southeast-1

ap-southeast-2

ap-northeast-1

eu-central-1

eu-west-1

eu-west-2

1k [ 13 Y Zh R AT A 4

3¢ 3F all AWS DevOps Agent IReEBERETEH A, TRERSEENRHRERBLEIRE,

Endpoint

aidevops.ca-centra
I-1.amazonaws.com

aidevops.sa-east-1
.amazonaws.com

aidevops.ap-south-
1.amazonaws.com

aidevops.ap-southe
ast-1.amazonaws.co
m

aidevops.ap-southe
ast-2.amazonaws.co
m

aidevops.ap-northe
ast-1.amazonaws.co
m

aidevops.eu-centra
I-1.amazonaws.com

aidevops.eu-west-1
.amazonaws.com

aidevops.eu-west-2
.amazonaws.com

B E

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

KBRS EE T A 1
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Thee AR EE

SERE (RE. 2R, BEh) FRIEXEN B
FE%E DevOps £# FAEXERN B
BRIMCEREN FBEXERN B

BTEE (RTERERENBTAUR ) —F  us-east-1 ERXBERM (#FEEILD)
BiR

DE — FEER XERE (MEEELE ) us-east-1
EZE®E ( BREE ) us-west-2 . TKRE
1 ( 3RE ) ap-northeast-1 . BUM ( B8
B ) eu-west-1
EZEE1H

- ROUEERETANE — RTEEINRE

(BRITEBERENEBRTIE ) EERAREEUs-cast-1BNXBERE (MHFEELE ), £
RPRA EER X EASE — AR AR AT,

- ERAETHESRE - ERASZHEREEN (RE.

i, B8 ) 2ERELELCHES. BERFSLERNEHERNET,

- BEFSER — RERASHEBABN AWS IRFHHEIR

EWELERDBELWMEERS 6 ZEHHSZINERE., EFrFEEITEERBTHESEEREPEILERIR
Agent Spaces.

- E=HEES — HE CI/CD RHEERER (GitHub, GitLab),

A B T & (Dynatrace, Datadog., New Relic, Splunk) ¥ MCP fafREE = ABEZRAEZHEER
E, BHEESER.
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B EFR AWS DevOps REER

EAAMERT , EREVEANEFRAERZE, REKDWFFA , URHAITENE—E Al ZRE,

FE

- the section called ‘3 REEXZH"

» the section called “AWS DevOps Agent CLI APF3gr"

« the section called “Z 3 AIFIRIE"

+ the section called “6E 8 AWS CDK B AWS DevOps REBER”

+ the section called “Bi%a A AWS CloudFormation B9 AWS DevOps KIBER”
+ the section called “fEF Terraform BIAE A AWS DevOps RIBER”

B2y REREXZRE

Agent Space % 7 AWS DevOps Agent AT FEV T EFME#ERE, NER2ZES 5| EERET Agent
Space, FREFEWIRFZE , LAREA DevOps Agent Web FEFRER, 520 THERERAEZRE
B LE—FTHRERASZEHS.

2y REEXZEH
ZHL AWS DevOps REBREX A

1. B A AWS EEFEE
2. EE X AWS DevOps REREXE#ZA

AERAEBZEGRA

1. REEVERAEZH

EEBRASZEHFREARRS , 24

1. ERBECD K BWATRASZENEE
2. (BR ) sHAMMT  FEAEERASZEARNFHAER
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3. (BR) REMABLEZES THNFESD  ENFERASEELDE, REGERVFER HEAR
HEANES. BEIE  HEX, BX (fHR/PRC), X (E®R/E8 ). HX (XEH ). EX
(REl ). X (#E ). BARX (FAF )., BX (AX), BX (EH). 87X (B
), B (RTEM), TEEX (EH ), MAAX (PREMAE) ., FX (*

) MBEX (8 ). IRRENES , REEASUBANESEE, REHARKENER
FRAT AWS XENRRU 2 XEBRINES. 772

REFEIRFEFR

ERFHAERENZHE AWS ERFEEERT , ZEERE IAM A6 , UBRTFTREEXZEYEEE
AWS tRE N EZEE, FERFZEET Agent Space AWS HIRE., AWS DevOps Agent EE |AM
AR , THREFAESHERENFIULIES F AWS HER.

BEAGHERESE, BERUATHP—ERRE .
#IE 1 BEHEIH AWS DevOps REREXNAR (EBE)
WRESEHETEEEEFTNAE , | AWS DevOps REEXAELIREPHNER,

(® Note
BAARE AM TS REBUFN AR  FReEALRE,

1. BB BHEIHH AWS DevOps R EEX AR

2. (BR) ENEEBUNERAETHACERE

BE2 . EREEAG

ER—EAEHEELNCEYEMEYE AWS DevOps REERANAGE | FFEHIIEE,
1. BERERREAR

2. R THAEEFENEFEEHFTNEEAR

BIE 3 FABKREAREIFHN AWS DevOps REREXAR

ELFERFIEFERASTEEERFHPEFRNRBENERE | BEMLEER,

By REERXZH 62
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ERAEER

1. BREABERELREHH AWS DevOps RERA AR
2. BERERRE I AN EEBERMABRBER.

BUA Agent Space Web FEFRE

Web FEAER ATEA BB AWS DevOps Agent BB |, UETEHFAEMMBIERE. See AWS
DevOps RERAEIHAEE [ER] NE—STH., BAR , FRETIUKE AWS EEXRAKER

IAM B 5 BR 3% E &£ 17 H Agent Space Web FERRE,
BEUATHAp—{@#E .

BIE 1 BEHEILH AWS DevOps RERENAR (EBE)

WRESEHEVEAEEFRTHNAE , LAFH DevOps Agent Web FERTES

(® Note

EHEHE IAM AT REYFNAS® , FeeEALEIE,

1. BB BHEIHH AWS DevOps KR ERERN AR
2. BEAKETACHNEA

BE 2 EREEAG

EHMEES XN CEY BEETAGE , BAEMARE,

1. BERERREEAE

2. R THAEEFENEEFEEFTNEEAR

BIE 3 FABKREAREIFN AWS DevOps REREXAR

ERFERF Web BARXFEHRGFAIK , FBEALIZEE,

1. BEERABEREAREIFHH AWS DevOps REREXNAR
2. BEERREIFNABHWEEBERMASBRBUER,

By REERXZH
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FIEE®R (FEA)

BRI ER A AWS ERFEELNETRAEZE. ERERSIB/EY , THEEBNZR
ER. BEERAERZEKSALMNE 0 EER. FENEER K FREAEUERASZHEE LY
BRER , AREEFTHER.

ERERABZEEML
ERFEER®  BERY
BRELENERASZEERE

REZTHE  EEFFIIRASHREERASZHFMEARE L, RECESEHERFHR Web
FERAEX , IAIRE.

®REI R

REEHNERAEZRER K FEBTIHIRESR .

- MREWERARABBZSEIRS , FHEXE AWS RF

- REF=HES , FINTHBAMTEREZFZRMR

- ERELEREMN AWS Identity Center F 7 Ba 5

- RELSWERBRIERMS , SUHE) AWS DevOps RERRN T SN ERR

AWS DevOps Agent CLI AF9¥E/E
BE

iEIB AWS DevOps REBRER |, LA LB MNEE AWS EfEkE, NEEKZLEIEHEFER AWS &
SHISEE (AWS CLI) REZE up AWS DevOps REFRER ., B LEN IAM B, REFERAEZEY ,
DREI AWS tRFEEB ., B UBA BEEFEARES  MBEMHEEE=FZE, KEBAY
FE 20 pET TR

AWS DevOps REBFERNBEARASME AWS B : EBRE (#HEFEmILE ) . ZEAEI ( =REE ).
TREE (ER). TAEH (RE)., BN (GZERE) MBN (SEH ). NEXEESNEF
HIEF , 5520 the section called “ZEH [EE",

REBEENERAEZBRE 64
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ERAEER

FeRIRAF
BIsART , ERRE/AA FHIER

« AWS EREMRER CLI 55 2 bk

- BB AWS EIRIRFETE 9 RE

« E I AWS Identity and Access Management (IAM) £ &3t EZ BRI FF A
- FAfEESIR AWS IRFIRF

« 2% AWS CLI #1 JSON &3

EAERMP ST RENEERAACHCHERNEE

e <MONITORING_ACCOUNT_ID> — B8 (EXE ) AWS tRFM 12 L EIRF ID

» <EXTERNAL_ACCOUNT_ID> — EE#HIRE AWS IRFH 12 U EHRF ID ( ARLER 4)
« <REGION> — RIEEXZRMIESE AWS KiF ( flf0 us-east-13, eu-central-1)

« <AGENT_SPACE_ID> — create-agent-space@mSEENRIERER 22 MH B

IAM B BE&E
1. #37 DevOps Agent ZE & &
BT T AR REL IAM EEBCE -

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},

TORIRE
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"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

By IAM A :

aws iam create-role \
--region <REGION> \
--role-name DevOpsAgentRole-AgentSpace \
--assume-role-policy-document file://devops-agentspace-trust-policy.json

BT TSRS RFEFLE ARN :

aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

B AWS SEBUER

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

B WEREABRBUR , AALFFE I Resource Explorer RIGER A -

cat > devops-agentspace-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": [

IAM A& E 66
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ERAEER

"arn:aws:iam: : <MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

2. B EEFEAREN IAM A6
BT THIHSREL IAM SEEE -

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
3,
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
3,
"ArnLike": {
"aws:SourceArn":
arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

}

EOF

IAM BEiEE
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By IAM A :

aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \
--assume-role-policy-document file://devops-operator-trust-policy.json \
--region <REGION>

BT TR SREFAE ARN

aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

EEAWS ZEERFFERAEREK

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

WEEHRRR T EEFREARIERREENZHINEMNET. EXIIETERE. BE. AR/E
B, BIXMAWS ZERE, BEREM A aws:PrincipalTag/AgentSpaceId AR R ¥4 ER
BEEREATENFN, NESHETEEENFMEN , 552 M the section called “DevOps AEFEZ IAM
"

AL R
1. BIRRASZEH
YT TGP REIRBRAEMH :

aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

HE , EE --kms-key-arn EAESZE AWS KMS £R#ETMBE, BTLER --tags KM
BERER--1locale , URBRERRABCENES.

agentSpaceld ##EIFERTF ( LM agentSpace.agentSpaceld)s

AL ER 68
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BHERBIHEHNAERAZE , BRI TGS

aws devops-agent list-agent-spaces \
--region <REGION>

2. B AWS IR FE
BAE AWS RIE S LB IR R, # accountTypetEA FHIEH —EHE :

« monitor — REEXZEEENEEIRS. IRFREAEREN , YARBERR.
» source — REEXEZENHMIIRS, EQELR 4 PEABATIRSE  FEALEE,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"
}
'\
--region <REGION>

3. MA EEFEAERN

B0 BRBHREALUER IAM, IAM Identity Center (IDC) A & 2 RHEE (IdP). BITTIGT , AR
WREERXZHEBA EEFEAE

aws devops-agent enable-operator-app \
--agent-space-id <AGENT_SPACE_ID> \
--auth-flow iam \

--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
WebappAdmin" \
--region <REGION>

H1 1AM Identity Center B 0Bz , 55 H --auth-flow idcifigft --idc-instance-arn. ¥
RABE D RMEE , BFEA --auth-flow idpitRM --issuer-url, --idp-client-id#l --
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idp-client-secret. MBEFMEN , FF5ZBthe section called “5%E IAM Identity Center & 7B
&"Kthe section called “RENTBF FREE (IdP) F 5 BE"

AR MREENB/IRFANE —EERAEZHEY EEFEAERAAE  ATNUE
BEAZAE ARN,

4. (BEH ) BIBEMRIRRS
HEMEA AWS DevOps RERAEZAMIRS , FEY IAM BIRFAE,
ENBIRFHRRYEIRFAE

PN EN SN EBIR P W B S EEBER. EALEEBER , AWS DevOps REEXRBKE TR
(aidevops.amazonaws.com) A EEEERXERFHW AL, aws:SourceAccount F

aws :SourceArnfRHFIRHBBENREBEATE. HZ£EH T IERERENREEREZN ACFERE
B R, ELERHEAFEIERFINERAEZHEEZSE, MONITORING_ACCOUNT_ID #§ HX
REGESB 2 PRECREEXNETHEENEEIRE ID,

T TS B REIULEEEEK

cat > devops-cross-account-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
3,
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"
}
}
}
]

3
EOF
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BIBRE IAM A6 :

aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \
--assume-role-policy-document file://devops-cross-account-trust-policy.json

HITTIHSRFEFLE ARN :

aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

B AWS SEBUER

aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

EEARBER |, LAFENZIRSE P Resource Explorer R ERZAE -

cat > devops-cross-account-additional-policy.json << 'EOF'
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelLinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json
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EA s S ER MR P

THREERERIRSE | RRYT T 5a 5 RE LSRR S B BB :

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"
}
'\
--region <REGION>

5. (&R ) BB GitHub

AR BAAFLEA OAuth RIEZEB AWS DevOps RERREN F2 &5 M GitHub , &8
ZEiB CLI &3 .

mEFEBFEE M GitHub BIERER , 552 the section called “1E#ZE CI/CD EE&E",

5 E Ay AR %S

aws devops-agent list-services \
--region <REGION>

f#7F <SERVICE_ID> for serviceType : github,

HEZEPEM GitHub 2 & , BT Tl T RE I GitHub fEfF ERIEIE! :

aws devops-agent associate-service \

--agent-space-id <AGENT_SPACE_ID> \

--service-id <SERVICE_ID> \

--configuration '{

"github": {

"repoName": "<GITHUB_REPO_NAME>",
"repoIld": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",
"ownerType": "organization"
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ERAEER

}
A\
--region <REGION>

6. (#A ) FMABIEE ServiceNow
B, £A OAuth B AERIEEM ServiceNow ARF :

aws devops-agent register-service \
--service servicenow \
--service-details '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<SERVICENOW_CLIENT_NAME>",
"clientId": "<SERVICENOW_CLIENT_ID>",
"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
A
--region <REGION>

f#1FZELH <SERVICE_ID> , A EE ServiceNow & 3 BEE -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
A\
--region <REGION>

7. (#EH ) EMAEZE Dynatrace
B, A OAuth B AERIFEM Dynatrace BR# :

aws devops-agent register-service \
--service dynatrace \

MASER
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--service-details '{
"dynatrace": {
"accountUrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

}
A\
--region <REGION>

G <SERVICE_ID> , A% EE Dynatrace B EH, ER2EAN. RESIEEEZHETE
Dynatrace :RIZ 2 1 BB,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

}
A\
--region <REGION>

EETERANRESH Webhook Efl. &R LA AL Webhook #§2k B Dynatrace W&, MEFFH
B , 552 [the section called “i#$Z Dynatrace”s

8. (#RA ) FMAEIE Splunk
B % , £/ BearerToken & A E#5EM Splunk BRI

IwEEA T AR : https://<XXX>.api.scs.splunk.com/<XXX>/mcp/vl/

aws devops-agent register-service \
--service mcpserversplunk \
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--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {
"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

}
A\
--region <REGION>

fE1FEE /Y <SERVICE_ID> , A% Splunk 2 3 BAHH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"
}
'\
--region <REGION>

EfETEANESH Webhook Efl. &R LAE AL Webhook R#§% Splunk HFAZE, MEFMAE

A , 552 Bthe section called “E# Splunk’,
9. (EA ) FMAEBEIHTELR
B, A API £BB AE R New Relic R,

B : USTX EU,

EAM : applicationIds, entityGuids, alertPolicyIds

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {

MASER

75



AWS DevOps REFZ

ERAEER

"apiKey": {
"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
"entityGuids": ["<ENTITY_GUID_1>"],
"alertPolicyIds": ["<POLICY_ID_1>"]
}
}
}
A\
--region <REGION>

fE1EEER <SERVICE_ID> , REAMEBIE

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

ClIEEZE RANESH Webhook B, &R EAE ALk Webhook #8233 B New Relic WFEZE, WMEEM

B , 552 Bithe section called “EEEFHEAK",

10. (#A ) FMAEIEE Datadog

BB S E R OAuth FRA2EIR AWS DevOps RIEBREN T2 A5 M Datadog , FAEEIR CLI B EF

B, MEFHFMER , 552 Bthe section called “E# DataDog’s

3 B e R -

aws devops-agent list-services \
--region <REGION>

f#1F <SERVICE_ID> for serviceType : mcpserverdatadog,

SREBE I Datadog HIERES

MASER
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"

}
A\
--region <REGION>

EfETERANESH Webhook Effl. &R LAE AL Webhook 3R #§2 Datadog WHRZE., MEFME
#F , 552 [Ethe section called “E# DataDog’s

(ER ) Bukee, BIIRERAMEEGR

UL EERAEZEHIRVEENBREY K BHEHERASEBITAR , XKHEELEE L, It
gHlgBIREE. BiIIREER  URBXRHTEITREEANFEIEBGE, NEEBEENFME
A, 2B the section called “BEEE",

BYERASHEMEBREANERE :

aws devops-agent create-asset \
--agent-space-id <AGENT_SPACE_ID> \
--asset-type skill \
--metadata '{"name":"rds-performance-investigation","description":"Investigation
procedures for RDS performance issues.", "agent_types":["GENERIC"]}' \
--content '{"file":{"path":"SKILL.md", "body":{"text":"# RDS Performance Investigation
\nUse this skill when investigating database latency, connection errors, or query
timeouts."}3}}' \
--region <REGION>

BVBBRTUMANBEITRERER, EEEassetIdFiLT - BREKEASESR

custom:<assetId> :

aws devops-agent create-asset \
--agent-space-id <AGENT_SPACE_ID> \
--asset-type custom_agent \
--metadata '{"name":"rds-firefighter","skills":["rds-performance-investigation"]}"' \
--content '{"file":{"path":"AGENT.md", "body":{"text":"# RDS Firefighter\nCustom agent
for RDS incidents."}3}}' \
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--region <REGION>

BYBSXIATHITREENWEEREAEE, <CUSTOM_AGENT_ASSET_ID> #§ i A L —EE
FEassetIdHy

aws devops-agent create-trigger \
--agent-space-id <AGENT_SPACE_ID> \
--type TIME_BASED \
--condition '{"schedule":{"expression":"rate(1l day)"}}' \
--action '{"actionType":"create:task", "task":
{"agent":"custom:<CUSTOM_AGENT_ASSET_ID>"3}3}"' \
--status Active \

--region <REGION>

EIfETE triggerld, FEERME - BALUET — @B S<TRIGGER_ID>HFEAE.,

EEEERBRMAEEMBR  FEREEHRS Inactive :

aws devops-agent update-trigger \
--agent-space-id <AGENT_SPACE_ID> \
--trigger-id <TRIGGER_ID> \
--status Inactive \
--region <REGION>

12. (EA ) RBRRKERXZME

mpRER TN BRINER TN EME, AENRAEEN. WBEREER,
HEMBRABERZE  FHT TGS

aws devops-agent delete-agent-space \

--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i

EERTEMNRE , FHTTIGT

Xa

# List your agent spaces
aws devops-agent list-agent-spaces \
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--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

®RELT R

- FEERHMES  F2H [EESNAE.

- EETHERAENRBENINEE , 5528 the section called “DevOps L B2 = F AL

- MEKERE, BITREEANEMEEEAERREEARABEENFMENR , F2[H the
section called “EEEE",

- EETHE EE T Web EATES |, 5528 the section called “fT iE2 DevOps Agent Web FEF7E
X 2?7

o

fmat

« #% <AGENT_SPACE_ID>, <MONITORING_ACCOUNT_ID>, <REGION>,
<EXTERNAL_ACCOUNT_ID>EHEIXAENERE,

- MEXEMNEESMNEE , 55208 the section called “X B [EF",

B ARIIRER

FIEMREABERR  LUEFASEMIZRBREE AWS DevOps RERRANE 4O ENRE, MREEER
EEAERMK U DevOps Agent , s 1F A L84,

FORIRH

- AWS EFEEFEUENIRS
 {£H Auto create AWS DevOps Agent A& RFEE I FEZEHR DevOps Agent Space
- R EC2 AIE . ERENBHNEFHEEEZEL —EFHBENWIRE VPC,

BrESR 79



AWS DevOps REFZ EREEmR
FX 7N B2 22 4 14 L

AR E

- EC2HIE : BB AWS REBAHR) = ~50.02 2 /NEF

« Lambda BlE : 8 (BAH 100 BEBREEAR)

* CloudWatch : % (@& 10 B8R, EXER)
- FRHAEAA : SEAAIEEA 0.00-0.05 €T

ELRAEPNLEIEE

- BB AE B EIREIRA

- FEREBHRER  £AKPIITERER
- REHEE : &/, RBHNAEER

- BRBR  BRAFARENBETZELAIR
- TRELE  2BUNARARE

AE AWS ERY IR P TRIER

/A Important
ERSNBEEREENEEE AWS B DevOps Agent Space TEZRIRIRFNIRE ., B EEE
WAREE,

1. A AWS FE#E A : https : //https://console.aws.amazon.com
2. BEEMERTE DevOps Agent Space FRTERIAEE AWS tRE & T4E
3. BB EMEHARARER

(® Note
&1 DevOps RERXNETERFEEBUMNAFAREERZEN 1 1 P ATFHAHRE.
& T LAES FRIE R DevOps Agent Space , LB EXRERF WA EIRFEAZE,

BABEZ = EE 80


https://console.aws.amazon.com/

AWS DevOps KRR fEREEE
22 SN D
BRI R ERFITRIE

AIEEIE A EC2 CPU BEAIE

B & : Verify AWS DevOps R EREXERFMAE EC2 KEEMEM 8L
MR 5 DERE + 10 7EB BT

HE T2EHL (TFEEFHIR)

BIEAI21E B : Lambda $552 XI5,

B# : Verify AWS DevOps KEREXERIMFAAZE Lambda BEFEERHIEED
AR 10 DEERE + 2 D EHR

HE  FEGHE

AIFEIE A EC2 CPU RE IR

B 1. B EC2 AIFEE2 CloudFormation #&

It
(i
I§
i

K I#EEA CloudFormation 2REZB A E IR , iE A AWS DevOps RIBFER IEHEIE Mt F5E

N
3
WMo

1. ¥ Z CloudFormation :
a. £ AWS XA H S CloudFormation , fR#%i##E CloudFormation
b. BIEEVHE > FRAMNER (RE)
2. LB
a. BIAFIAHER | £ BAWS-DevOpsAgent-ec2-test.yaml
b. #1tk CloudFormation BN BLE B -

- AWSTemplateFormatVersion: '2010-09-09'

Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
VpclId:
Type: AWS::EC2::VPC::Id
Description: ID of an existing VPC where the test instance will be launched.
SubnetId:
Type: AWS::EC2::Subnet::Id

BEEERAE 81



AWS DevOps REFZ

ERAEER

Description: ID of an existing subnet within the selected VPC. Choose a
subnet that routes to an internet gateway if you plan to connect via SSH.

MyIP:
Type: String
Description: Your current IP address for SSH access (find at https://
whatismyipaddress.com)
Default: '0.0.0.0/0'

Resources:
# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:

GroupDescription: AWS DevOps Agent beta testing security group
VpcId: !Ref VpcId
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
Description: SSH access from your IP
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access
TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# IAM Role for Session Manager access
SSMInstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow

BIFIEE A EC2 CPU REAI
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Principal:
Service: ec2.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SSMRole
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Instance profile wrapping the SSM role
SSMInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef SSMInstanceRole
# EC2 Instance for CPU testing
TestInstance:
Type: AWS::EC2::Instance
Properties:
InstanceType: t3.micro

Imageld: '{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-

kernel-6.1-x86_64}1}"
KeyName: !Ref TestKeyPair
SubnetId: !'Ref SubnetId
SecurityGroupIds:

- !GetAtt TestSecurityGroup.GroupId
IamInstanceProfile: !Ref SSMInstanceProfile
InstancelInitiatedShutdownBehavior: terminate
UserData:

Fn::Base64: !Sub |

#!/bin/bash
yum update -y
yum install -y htop

# Create the CPU stress test script

cat > /home/ec2-user/cpu-stress-test.sh << 'EOF'

#!/bin/bash

echo "Starting AWS DevOpsAgent CPU Stress Test"

echo "Time: $(date)"

echo "Instance: $(curl -s http://169.254.169.254/1latest/meta-data/
instance-id)"

echo

BIFIEE A EC2 CPU REAI
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tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &

# Get number of CPU cores
CORES=$(nproc)

echo "CPU Cores: $CORES"
echo ""

echo "Starting stress test (5 minutes)..."

echo "This will generate >70% CPU usage to trigger CloudWatch alarm"

echo ""

# Create CPU load using yes command
echo "Starting CPU load processes..."
for i in $(seq 1 $CORES); do
(yes > /dev/null) &
CPU_PID=$!
echo "Started CPU load process $i (PID: $CPU_PID)"
echo $CPU_PID >> /tmp/cpu_test_pids
done

# Auto-cleanup after 5 minutes

(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /

echo
echo "CPU load processes started for 5 minutes"

echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF

chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh

# Create auto-shutdown script (safety mechanism)

cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash

echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200

echo "Auto-shutdown executing at: $(date)"

sudo shutdown -h now

SHUTDOWN_EOF

chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-

shutdown.log 2>&1 &

BIFIEE A EC2 CPU REAI
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echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-
user/setup-complete.txt
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Instance
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for CPU utilization
CPUAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-EC2-CPU-Test
AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm
MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:
Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !GetAtt TestSecurityGroup.GroupId

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance
Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem" ec2-user@
${TestInstance.PublicDnsName}"'

c. T CloudFormation £ & % |, BN - EEHAER

BELEE A - EC2 CPU AEAI _
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d. EFREER

e. I®ZH AWS-DevOpsAgent-ec2-test.yaml &R
f. BET—%

3. REHS :
a. B EZM . AWS-DevOpsAgent-EC2-Test
b. BH :
i. Vpcld : R FHFEHRZEIREM VPC,

ii. Subnetld : E&REN VPC WIZEFHEK., ¥ SSH FH , FHEK /AR H EHEEKE
B, BT EB,EEBEBN AT IPv4 ik, FA| , SSHCommand#i HH & 2 ZERY , SSH E4F

eI,
iii. MylP : REATERE0.0.0.0/0 ( MEEE , HALBHBMRE )
c. BET—%

4. FREHEREE
a. REFERE , BET -
5. BEFE :
a. & HFEER AWS CloudFormation ATRERE I IAM &R
b. BERR
6. EFTH
a. HBEVFEE3S5HE
b. AREEAEHE CREATE_IN_PROGRESS# ¥ ACREATE_COMPLETE
c. EE : 81 EC2 BT IRIER AWS DevOpsAgent ATLUE R CloudFormation 38 iy — 2B

wll

B &% SSH 7l ( EEGFTEERIIBITEER )

MRERABHITEBLAR  FBILS R

1. B L2588 -
a. fE AWS E# & | #517E CloudFormation IiZEIAWS-DevOpsAgent-EC2-Testf B
b. B HRSEBIEER F{E SecurityGroupId ( LA BiSEsg-)
c. B EC2 -~ R & , I8 ID BRI B S IR LA
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a. ENMZLHE > EARAURSIER > FEEARR
b. & SSH R A (E#EE 22)

HERIFENE0.0.0.0/0BFAEM IP : [YOUR_IP]/32

d. #& https://whatismyipaddress.com : // ERIBI&HY IP

e. iIZ1E Save rules (R A)

o

SER2 . ESRHEBAEBT

1. BERIEBIT

- CPUBHAIFRSEHITEREER 5 7ERBDRE

s FEREFINA-REES  IFgEETEPR28T
2. BEEAlE

- BT ERSEBFEEILERRE

- BEREHHITS 28, XEE >70% 9 CPU AE

« CloudWatch B RIEEMET 8-10 P EERMER (5 D EEE + 3-5 PHEET )
3. BA  FHEHMIT (ARHMAR) .

- BREEENHIT(ERE  EC2 £ A -AWS-DevOpsAgent-Test-Instance— Connect —»
Session Manager

- BRETBHBAIE : ./cpu-stress-test.sh
- EEBEAZXAE AWS DevOpsAgent Y[ fE

AIEEEIE B : Lambda 5523815
$EB 1. A Lambda BIFHEF & CloudFormation &

1. & ZE CloudFormation :
a. & AWS E£#&H |, 5ifE CloudFormation
b. BEEVHME - FAFER (F¥)
2. LEEK
a. B ABIER | | AAWS-DevOpsAgent-lambda-test.yaml
b. # 1t CloudFormation EEZ<#&E S AL HERF -

AWSTemplateFormatVersion: '2010-09-09'
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Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:
# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda: :Function
Properties:
FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12
Handler: index.lambda_handler
Role: !GetAtt LambdaExecutionRole.Azrn
Code:
ZipFile: |
import json
import random
import time
from datetime import datetime
def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",
"Intentional validation error for AWS DevOpsAgent testing"

BIEEIEIE B : Lambda 538K AIR
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# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")
Description: AWS DevOpsAgent beta test function - intentionally generates
errors
Timeout: 30
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-Lambda-Error-Test
AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm
MetricName: Errors
Namespace: AWS/Lambda
Statistic: Sum
Period: 60
EvaluationPeriods: 1
Threshold: @
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionArn:
Description: Lambda Function ARN
Value: !GetAtt TestlLambdaFunction.Arn

AlarmName:
Description: CloudWatch Alarm Name
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Value: !Ref LambdaErrorAlarm

TestCommand:
Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. ¥ CloudFormation E# A& | B EE&HRER
d. BEEEER
e. IEHL AWS-DevOpsAgent-lambda-test.yaml &2
f. BEET—F
3. REHE :
a. B EZM . AWS-DevOpsAgent-Lambda-Test
b. EET—F
4. FRTEHEBRE
a. REFHERE , BET—F
5. BBIMEIT :
a. & IR AWS CloudFormation ATRERE L IAM &R
b. BERERXR
6. FFTHK
a. HBEVFEE 2-3 7
b. iR A& E A CREATE_COMPLETE

BB 2 8% Lambda #8558

1. BEZE Lambda £ 5 :
a. BI{E¥ AWS Lambda £##&
b. 2HREH EBAWS-DevOpsAgent-test-lambda
2. BIE BE
a. BEAHZSIER
b. BEEVUNEH
c. BB . AWS-DevOpsAgent-test-event
AL At ISON s %
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ERAEER

i
{
"test": "AWS DevOpsAgent validation",

"timestamp": "2024-01-01T00:00:00Z"
}
e. BERT
3. EEEHRR
a. BEAFKB IR (BRESF108)
b. BEAIFESELERSHER
c. CloudWatch B/RIETE 2-3 S EAEE

d. AWS DevOpsAgent RIEEZEHEABETRERENEE FRABRXPHREREYE .

Validate AWS DevOps X2 T2 {8 8

B 1 #2ME CloudWatch R (iEH)
WTREERRLBAFREREAE TIRE,
BN EC2 HIE -

- 7£ CloudWatch £ &% , BIFER

- EFRHBBHRAREREREF 35 DE

- BB RERRARTRE

- MBEMPAR "OKy : B 2-3 08 (CloudWatch I5ETRES

HH Lambda BIE :
. FlﬁEAWS-DevOpsAgent-Lambda-Error-Test%/T_\

- BEFTARR 2-3 7EABRETR

HEB8 2 B8 a AWS DevOps RERXFAE

1. BARX AWS DevOps AgentSpace

EE )

2. BEEEEEFE., EXEHRE PR DevOps Agent Space Web FEARER

3. EERBAERME

Validate AWS DevOps X223 {88
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ERETIIRE :

a. FABEHMEN  HREBEHITH
B,

b. HERE : HAEERTRABAENERA. EAURRETR, BE. ARG ERIEMEAt
THE |, LAERE DevOps REREARMKENRE., FUERT A FRHUCHEZINERFHE.

c. B4R AMAER (fRIF SO 8601) : YYYY-MM-DDTHH : MMZ

d. BIEMFAESS : 86 : Oncall_investigation_1:2025-10-27

e. EHAWS MIRE ID

f. BHBENED

g. Priority - AWS DevOpsAgent 75F 2 IRME{THE, Priority Al B ERFAENWHITIERF
5. BEFRETLURBAE,

6. REERRTIILNAE, RRERECENEZREFREAER , BUUEEF R DevOps KE
EXEERDRNEESR.

E, 2268

EIIEII

EEE. ERROVESSNMEBEEANE A

EIIEII

FEHER
EC2 AIFEER -

- {838 EC2 CPU &R

- BBIBARRE : "CPUBNRRIEEH,
- BREEE  BORE - CPUKBE > BT
- RHEZNERNES

Lambda JAIEER :

« {838l Lambda $5FRE I

- BERARRE : "ZIEREGISMR
- BTRREH  HNHFA - BR BT
- REERRENERNES

Validate AWS DevOps X223 {88 92
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ERAEER

BBRIE R
BRRRIE A (EC2 RIF )
B EER

- FITERSE 2 MFERBEEKRIE (EET CloudFormation E2<H )

FEERR (JHED)

1. MIBR CloudFormation & :
a. BI{E CloudFormation =# &
b. IHAWS -DevOpsAgent-EC2-TestH# &
c. iZ1Z Delete (MHIBR)
d. #EFRMIBR
e. EEEBMRMEEIR : EC2 BI{TEER. Z2FE. SWYA CloudWatch BR

& KA B (Lambda IE )

1. MIBR CloudFormation & :
a. Bl f¥ CloudFormation £##&
b. I#HEIAWS-DevOpsAgent-Lambda-Test# &
c. iZ1Z Delete (MER)
d. #EERMIBR
e. E2HBMBRATEER : Lambda EE., IAM A&F CloudWatch /R

¢ 2 DR
¥ RE=E
TESEERE EC2 BTEM,

- MBELZSEE  BEEHN IP BRI SSH ( EIEE 22)
- MESIWETY : #FITchmod 400 AWS-DevOpsAgent-test-key.pem
- BELNE IP: HTERBXERRLE IP

ERRER
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- ERHPTER  BERVUTERER "T#TH. RRE

TERAMEE

- L& : CloudWatch IEEAIRERE 2-5 P EES BT

- BE CPU &H : SSH EI¥{TERR AT topLlBRE CPU >70%

- BRFEBAOAIE : #$1T ps aux | grep yesHlEERARFRSEEHIT
- EREFHE . BREERE 78 P ENKEARBERE—FEER

B E B 5E
Your AWS DevOp RERVAIREEUATERKI :
TSR

. WEERN  EC2 RN REERSHERE CPU BRABR. Lambda WHMEREIEHER
KB

- RFESERE BTSN ERSGIER
- BERE  RETITHER

fF AWS CDK B AWS DevOps R ERZ=

BLE

AISERPUMMAER AWS ZisFREH (AWS CDK) REIZFEE AWS DevOps REERER.
AWS CDK FEAREX&iE1B AWS CloudFormation BEEBIZ I KEEXZME. AWS Identity and Access
Management (IAM) B&, EHEFEAREXH AWS 1R F B3,

AWS CDK T 28B4 EERERAERZXEMARERG , LEBML CLI AFEERARNFE
HER,

AWS DevOps RERXATEZE AWS BEIfFH. MFETEEE , 52 [Bthe section called “Z B [E
b

FORIREF

FiaEl , FRELSETIIEE .
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AWS DevOps REEX ERERER
« AWS i S 5I5RME (AWS CLI) EZ £ W FRHEENEAERRE

« Node.js £ 18 IR EHRA

- AWS £ R %1 COK s S 5IRE (CLI)e EELZE AWS CDKCLI , BHIT AT :

npm install -g aws-cdk

- —EAWS IRFARER (X)) kRF
- (ER ) MREBEREE AWS IRFEZENE ZERF

AEEEENAS

Rigma AmESD

- £1807 — A EETEARXMERIRS T AWS BEHEAEENZER, TRLEHI% , K
IR AT BABE R RA IR P RV EE

- F2850 (B ) — HERBIRFHRIFE AWS BEEE  WEERF IAM B 2HFEXIRF, i
RARERAEZEBEIRFERER,

BEIER
58 1 %84 : DevOpsAgentStack ( ES#RF )

- IAM At (DevOpsAgentRole-AgentSpace) — H DevOps Agent FRISIBELEZIRE ., 21
AIDevOpsAgentAccessPolicyZEBRM L FFE I Resource Explorer BRF5E#RE A &M AERIK
%o

« IAM At (DevOpsAgentRole-WebappAdmin) — EEERAER
YEAIDevOpsOperatorAppAccessPolicySERRNIREEEARNAG,

- ZERAEZM (MyCDKAgentSpace) — i AWS: :DevOpsAgent : : AgentSpace CloudFormation
BEREVNHPREBRAETE, SFEEFEARERMERE,

- EAE (AWS EEfR28 ) — A AWS: :DevOpsAgent: :Association CloudFormation & JRA% Esi%
WREFEZEREELZME,

- BEE (AWS R ) — (A ) BERBIRFEGIRNEEXZHLETEIRFER,

TEFMRENRE 95
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5 2 &84 : ServiceStack ( BRIEWRE , iEH )

« IAM At (DevOpsAgentRole-SecondaryAccount) — EEEEZBHNBIRFAR®, ZFERIR
EFHhREEXEBEE, 2 AIDevOpsAgentAccessPolicyZEBRMAFFE I Resource
Explorer fR#E#E A & AEREBUR

 Lambda BHE (echo-service) — [B fE&a A 44 Y 5 B5 & 451 IR 75 o

=L

AX fE
TR BREGHIFEEFE
HT TS UERREEYESFEERE &

git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git
cd sample-aws-devops-agent-cdk

SR 2 REMMKMY
AT T T REZERERMAMM
npm install
F18y  BEBEREEXZE
EAHF , CEEERRFHRIAERAZHE. 1AM A6, EFEFEAREIM AWS B35,
HER 1 FREEEIRF ID
BARK1ib/constants.tsIt s EEHEIRS ID :

THEHHEREEFTNEE -

export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>";
$ER 2 . 5|8 AWS CDK RiE
MRS REEEIRFE 5| E AWS CDK |, FHTFHHS :

cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring
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TBR3: BENIE
BT T OGS RERE TypeScript EXBA I BHE -

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

T4 LR ER T
EBBEKE , AWS CDK 25 ENfSEmE, FLEELBEUMHABER,
THEHERERN@E LY

Outputs:

DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/
abcl23

DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:ro0le/DevOpsAgentRole-
AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

MRIEHTETRE 2 B , FiEFZAgentSpaceArnfE, BEETRRERBIRFHE,
SR5: RENE

FERBERDBEUARBERAZE , FHIT TS AWSCLI @ % :

aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i, SFHAREREXZHAERNFYMA EETRAREN | WEENERIRFHEER, AERATUE
R P PR REE,

2o (FEA)  FEBRFER

ARG, CERERE  BELNETRABTEUTUERE @ AWSIRE ( REIRFE ) FHER,
EW R M EEE

1. 7£ DevOpsAgentStack #1815 [0 AR 35 bR = Y SRR AWS BIE,
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2. FREEREBEEXNZEN IAM A | 3§ ServiceStack ZEZE RIEIRF

/A Important

IBBSTRE 1 589 , TEEHAE, ServiceStack EE DevOpsAgentStack 2fE i
HAgentSpaceArn##

T 1 iRERBEERS ID
B 1lib/constants. ts1 R ELENRIEERS ID :

THEHEREERTNER

export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

DevOpsAgentStack fEFA LIRS ID B RKIE AWS B, MREERELHEZEZIHE
DevOpsAgentStack , FEETERE LA BB

BT TS UAERDE

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

T2 REFRAEZRE ARN

#£ DevOpsAgentStack i HHE & AgentSpaceArnfE (% 189 , SB4), dE FRE : 1lib/
constants.ts

THHFIREREERNER :

export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";

ServiceStack FE AL EREFIXEBRFAGNETBREERE, REERTEHER , TEEK

ServiceStack,

SER 3 : 5| BRMKIRF
NRIEE RERF R E P RE AWS CDK , FF#IT T 518

b

)
dp

E28y (EA)  HEERFER
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ERAEER

cdk bootstrap aws://<SERVICE_ACCOUNT_ID>/<REGION> --profile service
ER 4 : #BE ServiceStack
T TOGS , EARBIKRFNZEAERREENIE ServiceStack :

npm run build
cdk deploy ServiceStack --profile service

EEERBIRFPELTIER

« IAM B (DevOpsAgentRole-SecondaryAccount) , S EERIRFFHNREBEX Y

« LA echo Lambda & (echo-service) A &5k

SER5 . R IE
£ EMSE Lambda R E R IHEE |, SBHT FH S-S RAER echo BRTE :

aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \
--profile service \
response.json

cat response.json

SRR PR
AERPE BBEBEUR NA#FRIELEE,
# 12 CloudFormation &/R¥ER

o BBIRIERE P ERthe section called “HZENEHE,
. SUIEH AWS CLI BEREBEREFT .

IAM BT K

- BERENHBACEERTEN IAM ABHETFT,
- REETBRKRGREFSENIRS ID,

SEBHEAR
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BIRFHEAR , YER "EEEERIRFHETAR,

- BEMBEIHLAAEHERIRFHEAERETIE, £H --profileEREE ERK CLI AWS &%
EE.

- BFREEHZEIRFH5E AWS CDK,

IAM S LB

- IAM BESFARFELSENKETRER. IRERAEZHEVEAGEYRBVAXK,
ERE0E  RAREFNBE.

B

=E=

Vi=R i

EEBRAEER , FUMERIEFHRHEE,
AT T O SR\

# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack

cdk destroy DevOpsAgentStack --profile monitoring

BE  EBEEXARMRENERASZENMAEEEES . LBFEELER, TRECH  FREE
EfRDEMEZER.

ZEEE

« AWS CDK ERRERXEFH R A¥Faidevops.amazonaws . comfRIE BB ENEEBERREL
IAM B,

- EEBRIERFFEIIEE AWS IRFFZFIRASZE ARN B HRH4

- FIEBRBE/KEERFRA, RBEBNZL2ERBREFMBEET IAM B,

- BIRF A (DevOpsAgentRole-SecondaryAccount) FABEERR , SIEARENERAEZ
B ARN,

®_EIR

£ AWS CDK ZFB&# AWS DevOps KERER 2% :
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1. 5528 DevOps Agent AWS &5 , 7 #% DevOps Agent ZTHRERY STEE S E,
2. ZE#% AWS CDK ZPEE A ZIEH CI/ICD BE , UETEEBLERREEE,

3. MREBEME=FES , BE THEAPEIR Webhook , BAEISH Webhook URL F#E,
AWS CDK i%i8 AWS CloudFormation & , 7 &&[[E Webhook MZ M AMEWm Y, WEEE
Webhook 2 AERMIETR , F2EEE Webhook B A&E¥,

Ht &R

« AWS DevOps (RIBIEAFEHEIER

- GitHub #8334 EH &5 CDK f#7E

- CLI JnA}EF

« AWS CDK AP| 2Z i) CDK DevOps RERERBEBRERXNESE AWS

FAIE6EA AWS CloudFormation B9 AWS DevOps X EFER,
BrE

ARIEFEREA A A AWS CloudFormation 73R 37 M ZPE AWS DevOps RERXER, HAR
BBHEIREERZHE. AWS Identity and Access Management (IAM) &, EEFERARER , UX
AWS RS Bﬁﬂﬁﬁﬁ%%ﬂ% S AR,

CloudFormation F2E€EBEESEN YAML EXFEEFIEXENER , BE®IT CLI AFIIEEHFT
RNFELEB,

AWS DevOps RERXAEZE AWS BEfFEH. METE $52:[Bithe section called “X EM [E
&£
SRR

Fiael , FRELSETIIEE .

- AWS S5 5I5RE (AWS CLI) EREN FHEENEAERRE
- B3 IAM A& CloudFormation 3 & #9557

- —fBAWS IRFARERE (XE) RF

- (BEA) NRERERTEE AWS IRFERNE—@IIRF

REEER o


https://docs.aws.amazon.com/devopsagent/latest/userguide/
https://docs.aws.amazon.com/devopsagent/latest/userguide/
https://github.com/aws-samples/sample-aws-devops-agent-cdk
https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_devopsagent-readme.html
https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html

AWS DevOps KRR fEREEE
REMEENAR
RiEED R THED

- F18p - R EEFEARAMEZIRF PN AWS BEEAEREAZE. TRLEHS%E , £
BN A BRI PRy RE,

- B280 (FA) - BEIRF IAM BEHEIRERS  WHTERIEFE AWS B, HARATRER
ABZEEBIRFEZRER,

- 38 (FA) - SR BFREEXANERRNTEEAEEAZE  BREEXEFALT
HE  WRHREIITHITRERRK.

£ 187 SBFEAERENZE

HEAREH , ERY CloudFormation #2< |, EEIRIRF P HERERAZHE. IAM &, EETER
EINA AWS BAE,

£ B2 1 : 3 CloudFormation &7

T 5IE 417 A devops-agent-stack.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app, and AWS
association

Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation
Description: Description for the agent space

Resources:
# IAM role assumed by the DevOps Agent service to monitor the account

DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:

RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:

AEREENAE %
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Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam: :${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action:
- sts:AssumeRole
- sts:TagSession
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
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ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS: :Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource
AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS: :DevOpsAgent::Association
Properties:
AgentSpaceld: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:

AgentSpaceld:

Description: The agent space ID

Value: !GetAtt AgentSpace.AgentSpaceld
AgentSpaceArn:

Description: The agent space ARN

Value: !GetAtt AgentSpace.Arn
AgentSpaceRoleArn:

Description: The agent space IAM role ARN

Value: !GetAtt DevOpsAgentSpaceRole.Azrn
OperatorRoleArn:

Description: The operator app IAM role ARN
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Value: !GetAtt DevOpsOperatorRole.Arn

[

SER 2 BB

BITT Y DREBME, <REGION> LA BUX the section called “ B [EHH" ( il , us-
east-1).

aws cloudformation deploy \
--template-file devops-agent-stack.yaml \
--stack-name DevOpsAgentStack \
--capabilities CAPABILITY_NAMED_IAM \
--region <REGION>

HER 3 REEHRE T
MEZTRER , BT TS RENERE Y, CHELEMUMBRERM.

aws cloudformation describe-stacks \
--stack-name DevOpsAgentStack \
--query 'Stacks[@].Outputs' \
--region <REGION>

TogEHERARNE Y

"OutputKey": "AgentSpaceIld",
"OQutputValue": "abcl23def456"

1,
{

"QutputKey": "AgentSpaceArn",

"OQutputValue": "arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"
1,
{

"QutputKey": "AgentSpaceRoleArn",

"QutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"
1,
{

"OutputKey": "OperatorRoleArn",

"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"
}
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MREBITETRE 2 #9 , iEfdFERZAgentSpaceArnfE, BREECRBREBIRFAR,
T4 RBIE

EERBERVEUARERAZE , FHIT TS AWSCLI @ % :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i, ENREEXZHENBLMA EXEFREARR , WRENERIRFAEE, AEREXTLUE
bR PRI R

E2%oy (EBEAR)  FEBRFER

EAREGSH  SEERERE  BENERAEEETUERE @ AWS IRE ( RERE ) FHER.
B R mEEE -

1. EEEFRAESZEHNRBIES PEE IAM A6,
2. TEEEIRIR P RIS [ IR A bR HY R AWS BR

BMATHE 185, TR, RBIRFEAFEAgentSpaceArnXREE 1 F o BB LA .
SER 1 BMRBIRF A

T HIEARFE1FA devops-agent-service-account.yaml, WEARSEXRERSHELEIRS
IAM A,

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring

Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
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DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam: :${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn

SR 2 WERBIRSHER
ERARBIRFNEAER , BT TS T :

aws cloudformation deploy \
--template-file devops-agent-service-account.yaml \
--stack-name DevOpsAgentServiceAccountStack \
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--capabilities CAPABILITY_NAMED_IAM \

--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \

--region <REGION>

SER 3 FrigRIR AWS BB

Y4 [ BE 2R 5 30 32 3 R AWS B, BRI BUEIBE M B B B R EH TR A REUIT I RE. T

B A B LA

# T 5 &EARREF A devops-agent-source-association.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:

AgentSpaceld:

Type: String

Description: The agent space ID from the monitoring account stack
ServiceAccountId:

Type: String

Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:

Type: String

Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service

account

Resources:
SourceAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceld: !Ref AgentSpaceld
Serviceld: aws
Configuration:
SourceAws:
AccountId: !Ref ServiceAccountId
AccountType: source
AssumableRoleArn: !Ref ServiceAccountRoleArn

Outputs:
SourceAssociationId:
Description: The source association ID

E28s (EA)  MEBRFER
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Value: !Ref SourceAssociation

e ERIRF B A BRI E D

aws cloudformation deploy \
--template-file devops-agent-source-association.yaml \
--stack-name DevOpsAgentSourceAssociationStack \
--parameter-overrides \
AgentSpaceIld=<AGENT_SPACE_ID> \
ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-
SecondaryAccount \
--region <REGION>

5 3 & #iEEEE. BRIREREANBIRERER

R BER, EASH , FE=ZEAERFEETLEE 1 HoPEUNREEXER., £—HEL
ERAEBEHERSEANERE. F_EARETRERES  BREEXGEREEFEIERE.
FZEREBHHTEITIREENNEEBER., ELEREM AWS: :DevOpsAgent: :AssetFl
AWS: :DevOpsAgent: :Trigger EFEE ., IFUEABEAEBREENFHEF , F2H the
section called “EBE&EE",

BABTRE 1 8, THEMRE, EARFEEAgentSpaceldREE 1 MR H
FSER1 BAUEK

# T YIE AR FHEF S devops-agent-content.yaml, ABEAERNBREESKEE ID S2ERFT
RERRX , XA custom: <assetld>, BAEREFER EITHHFN: :GetAtt,

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Example skill, custom agent, and scheduled trigger

Parameters:
AgentSpaceld:
Type: String
Description: The agent space ID from the Part 1 stack outputs

Resources:
# A skill the agent loads when relevant
ExampleSkill:
Type: AWS::DevOpsAgent::Asset
Properties:
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AgentSpaceld: !Ref AgentSpaceld
AssetType: skill
Metadata:
name: rds-performance-investigation
description: Investigation procedures for RDS performance issues.
agent_types:
- GENERIC
Files:
- Path: SKILL.md
ContentText: |
# RDS Performance Investigation
Use this skill when investigating database latency, connection
errors, or query timeouts.

# A custom agent that a trigger can invoke
ExampleCustomAgent:
Type: AWS::DevOpsAgent: :Asset
Properties:
AgentSpaceld: !Ref AgentSpaceld
AssetType: custom_agent
Metadata:
name: rds-firefighter
skills:
- rds-performance-investigation
Files:
- Path: AGENT.md
ContentText: |
# RDS Firefighter
Custom agent for RDS incidents.

# A time-based trigger that runs the custom agent on a schedule
DailyTrigger:
Type: AWS::DevOpsAgent::Trigger
Properties:
AgentSpaceld: !Ref AgentSpaceld
Type: TIME_BASED
Condition:
Schedule:
Expression: rate(l day)
Action:
actionType: create:task
task:
agent: !Sub
- custom:${AssetId}

55380y« FriEE e, BRTREEAMIEER 110



AWS DevOps REEZX EREES

- AssetId: !GetAtt ExampleCustomAgent.AssetId
Status: Active

Outputs:
SkillAssetId:
Description: The skill asset ID
Value: !GetAtt ExampleSkill.AssetId
CustomAgentAssetId:
Description: The custom agent asset ID
Value: !GetAtt ExampleCustomAgent.AssetId
TriggerId:
Description: The trigger ID
Value: !GetAtt DailyTrigger.TriggerId

STER2: SBHE
EREIERFEAER , $IT A5, <AGENT_SPACE_ID> # MR ARBEE 1 o HMNE,

aws cloudformation deploy \
--template-file devops-agent-content.yaml \
--stack-name DevOpsAgentContentStack \
--parameter-overrides AgentSpaceIld=<AGENT_SPACE_ID> \
--region <REGION>

AgentSpaceld, Condition, Type#l Action BHERREY, EFHFEM—ELEN R,
RO L EHTAEEEM Status(Active = Inactive) , HEREA Inactive A EE#EER , MAASEM
Ro MEHMEERRNTEBMSENWFMEN , 552/ the section called “EEEE",

B

#IT T35 CLI AWS ST RERE BHRE

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space
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aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

SR PR
AERPFE BEBEUR NA#FRIELEE,
# 2 CloudFormation &iR¥gH!

o ERBIRIETE P EFEthe section called “XZEMN EH",
- FESLIEH AWS CLI SR EBEEMEF,

IAM BEBEY kK

- BRENHBRAERNEEFEHETEE () B IAM AEKFFAICAPABILITY_NAMED_IAM,
- BEGFERRGRERESEMNRS ID,

RS E R

- SEMEBHLBEFREERFNEAERETEHE, A --profilelEZEIEE ERER CLI AWS %
EE,

- B33 AgentSpaceArn 2R ESREE 1 o HE BB HATEY ARN,

IAM S 1B

- IAM BESFARFELSENKETRER. IRERAEZHEVEAGEYRVAXK,
EHFEOE  RREFHE,

=

k=
/B VR
BEBRMBER , FAMERIEFMERES

BD  LBEEXAMKRENERASZEANMAHEEES. LBFERELER, £@EH , FRES
EfRTEMEEZER.

AT T Fan = RMBRHER
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# If you deployed the Part 3 content stack, delete it first
aws cloudformation delete-stack \

--stack-name DevOpsAgentContentStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentContentStack \
--region <REGION>

# If you deployed the source association stack, delete it next
aws cloudformation delete-stack \

--stack-name DevOpsAgentSourceAssociationStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>

‘BB

A AWS CloudFormation S8 2 AWS DevOps REBRER 2% :

- EEERAMES  F2H ZEES AR,

- MBHERIAME=ZFRE , FETEAPHIE Webhook , LLEEH Webhook URL F#Z, AWS
CloudFormation T&#% Webhook #ZEE Attt K HATCRER., WEEE Webhook EAE
R TR |, F2EAEE Webhook EAE R,
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- BEETHMERAENEERINEE , 52 B the section called “DevOps RN AEE”

- MEXFRE, BIREEXNHEMCEEFRERSEEAEXREENFHTEN , F28 the
section called “BIEEE",

- EETHRIBEET Web EARER , 552/ the section called “ft 2 DevOps Agent Web &2
®x7?”

« MEXRIEEPFTA CloudFormation ERERMNFMABHESE |
Z iy DevOps Agent ERFETIZZE, AWS CloudFormation

752 @ CloudFormation EA&RAWS 2

£/ Terraform BB A AWS DevOps KEER

BE

AIEF R A M E A Terraform RE L FEFE AWS DevOps REBERE IR, Terraform fAEZEEE
VREERZRE, IAM A6, EEFERAZIM AWS kS EEB,

Terraform FEZBBEMELEERERAEBRREEARERTE , BEHIT CLI AFIIEREPMANFE
S$ER,

AWS DevOps RERERAIE T3 6 AWS BEMEA : BRI (HSFEmIE ) . XA ( BEE
M), BKESE (B ), ZXEH (RXE). BN (ZHE=E) NEN (ZEE ). IEZEE
R EEMER , 5528 the section called “ZEH &1,

TORIRHF
BIsAET , ERELEATIES ;

« Terraform >= BE%& % 1.0

* AWS CLI EZER A FEAEENZEABRRE

- —{BAWS IRFARER (XE) 1RF

- (1BA) NREEEREE AWS IRFEENE —ERF

AEERENAR
IR B=1EHS -

- F1800 — A EETFEAREAMEZIRF PN AWS BBHEREENZRH, THLBSE &
AR A B AT LA IRER IR P R Y R R
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- B28H (BA) — FERBIRS AR AWS BB, WAZHBIRS IAM A€ I1LE echo Lambda &B
EEFRF, EURERAEZBAEIRFEZER.

- B3 (EA) — FME=SFRHE (Dynatrace, ServiceNow, Splunk, New
Relic, GitLab, PagerDuty) , 3% H B2 22 A 2 3 A Bt

EEVER
%185 BRIER

- IAM &% (DevOpsAgentRole-AgentSpace-*) — H DevOps Agent IRISIBELAEIRIRE, B#E
AIDevOpsAgentAccessPolicyZEBIRM A FFE L Resource Explorer B &4 & & A HR K
%R, Effexisting_agentspace_role_arnki&E K&,

« IAM At (DevOpsAgentRole-WebappAdmin-*) — EEERASR
YEAIDevOpsOperatorAppAccessPolicySEBRNBREESRAER ARG, &
ffexisting_operator_role_arnki&E R,

- EIRABZME (TRENEM ) — FH awscc_devopsagent_agent_space ERBIMNHRE
RAEZE, SFEEFEARENXMERE,

- EAE (AWS EEfR28 ) — £/ awscc_devopsagent_association ERGERIIRFERZEZTRA
5722/,

- BE (AWS IR ) — (A ) BERBIRFEFIREEXZHETEIRFEER,

52 %o RBERF (EA)

« IAM At (DevOpsAgentRole-SecondaryAccount-TF) — EEEERZBHNBIRF AR, ZET
IRE PR EBERENZEEE, B AIDevOpsAgentAccessPolicyZEBERM AL FFE I Resource
Explorer fR#:E#E A G W AERBUR .

« Lambda B # (echo-service-tf) — [O FES A S 4FHY B BE &5 AR 75

]

AX JE

SR EREPREETE

git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git
cd sample-aws-devops-agent-terraform
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FR2 . REEH

BREPISBER , WHEENRRETHIT -

cp terraform.tfvars.example terraform.tfvars

terraform.tfvars FRAELHERAEZEZ BB RETIRE -

agent_space_name
agent_space_description

"MyCompanyAgentSpace"
"DevOps Agent Space for monitoring production workloads"

£ 187 BEREENZE
EAST  CRERRRSTRYARERAZME, AV A6, EHTEARIAM AWS M.
SR EREBLEE (BEF)
ERREBEESWETHLRE -

./deploy.sh

LETRSED

- WELREH (Terraform, AWS CLI, BEAEH)
s HEEterraform.tfvarsit&iflE I
- MM{t. B, HEIFEH Terraform

HE , MREmGTFEIEH

terraform init
terraform plan
terraform apply

HIRR Tyeskim A LUHERIE,
SR 2 . Ao&kia
BT E |, Terraform EF N L, LHSLEUHEARER

Outputs:
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agent_space_id "abc123"
agent_space_arn =

"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abcl23"

agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"

devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"

primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"

MREBITETRE 2 o , BFEFERKagent_space_arnfl, BEECRIXERBKIRFEER.
SR 3. BRIHE
HITHERREES

./post-deploy.sh

EA AWS CLI REE E R EUAEEXZEHE

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

I EHRERAZHENELRA BHTEARS  WREANERIRSAEN, RBRATLUE
IR ORI,
E280 (BA) : MEBRFER

HEAHF , CERERE , BERASZETUERE @ AWS 1kRF ( BRFIRF ) FHER, E%
K W EE)F

1. FriB 5@ AR IR 5 Y 3R AWS BB
2. ERE IAM A& echo Lambda HEZPEZ RIEIRF

/A Important

BABTREE 1 50 , TeeiiB. RBIIRFEREEagent_space_arnRE%E 1 o BB
HE o
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HR 1 RERBWRS ID

£ Bterraform.tfvars , RELEHNREERSE ID :

service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"

FR2:  BREERAEZE ARN
e 1 WBrwEER agent_space_arnfd (FB 2), WE FEEEterraform. tfvars :

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"

RERFEREHANLMERRBHIXERFACHNEEBKREE, REEREHER , T8BRIEEER,
B 3 : 5R7E aws.service' {LFERS

£ Fmain.tf , FARKIKRENBAER R Eaws.serviceiBftERE, BULMERAEZRERER
REAE :

EARER :
provider "aws" {
alias = "service"
region = var.aws_region
profile = "your-service-account-profile"
}
NEAREEE :

provider "aws" {
alias = "service"
region = var.aws_region
assume_role {
role_arn = "arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"

}

$B 4 HE
ERAEHWER
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terraform apply

EEERBIRFHFELTIER

« IAM &1 (DevOpsAgentRole-SecondaryAccount-TF) , SEERIRFHHNREBEREN Y
« LA echo Lambda B & (echo-service-tf) A5l RIE

THEEEEIREREM IR AWS BB |, LUERREBIIRSE,
S5 REBIE
BIEE echo BRAGLARESE Lambda B C R INZPE -

aws lambda invoke \
--function-name echo-service-tf \
--payload '{"test": "hello world"}' \
--profile <your-service-account-profile> \
--region <REGION> \
response.json

cat response.json

ﬁl_l,l

ME=A%E

EAREGP , fenREREXZREEMAIRE (Dynatrace, ServiceNow, Splunk, New
Relic, GitLab, PagerDuty), EXLE & AE AWS DevOps KEREAERAEHHEFEER ., EHERM
RIRIEHEA

B3 (FEA) :

BFEEEBEH IntegrationsStack BERMAEREXZE ID WFBE IR AWS COK #HIFE , ELE
F2EESEREEAZTHE , YAIHBESE 1 o terraform applytHREM A,

XENES

PR PRAGE|A B0
Dynatrace dynatrace OAuth A Fim B
ServiceNow servicenow OAuth A Fik B
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ERAEER

R %%
Splunk
New Relic
GitLab

PagerDuty

(® Note

ARFS R E
mcpserversplunk
mcpservernewrelic
gitlab

pagerduty

S5 0mE
AT
AP| €&
FFEVRERL

OAuth A F i B =&

BERMTEEE Terraform #BEEF, E#R Datadog EEE B FEHH OAuth B ( BERE
AMEE ) , W FpriRthe section called “3E# DataDog” , Terraform &% B &b, FEB FiF
AR IhRER it E EE F EE MM Datadog.

SR RERSBR

# integrationsE#RFIEE terraform.tfvars , EEA

Dynatrace 4 :

integrations = {
dynatrace = {
account_uzrn
client_id
client_name
client_secret
env_id

resources

"<DYNATRACE_ACCOUNT_URN>"
"<DYNATRACE_CLIENT_ID>"
"<DYNATRACE_CLIENT_NAME>"
"<DYNATRACE_CLIENT_SECRET>"
"<DYNATRACE_ENVIRONMENT_ID>"
["<DYNATRACE_RESOURCE_1>"]

FRBHRE. THEAER

NEBERENTEER  F2REGIREFEterraform. tfvars. exampled i .

ServiceNow ER : —Binstance_idAEREABEMNTEEBEE (HlW0, "ven0s972"— MIER
¥ instance_url), MR &R instance_id , BIEAMEEE A instance_url , DevOps Agent
APl & {E#@ZEIBi400 GeneralServiceException: instanceld '<url>' does not
match the registered ServiceNow instance,

E3fy (BA) EME=ZFES
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LM : integrationsEBHEIERR S sensitive , AL HEBESRHBTBITEERGY., FUKE
BREAERHERE terraform. tfvars, BHREE , lRE AWS Secrets Manager = AWS Systems
Manager 28 EZRENRERE (Hl0 , FHdataRiR ) , AR F,

SR 2. =

ERMER -

terraform apply

ESASEMANESE T RIS MFE B,
3 B

BEZRR , BEWHSKSERMANRBRF EEZMDs

integration_service_ids = {

"dynatrace" = "service-abcl23"
}
integration_association_ids = {
"dynatrace" = "assoc-xyz789"
}

EE : Terraform A& #% Webhook URL MR EO A Y K AR RHR
M, terraform apply ER# , EEE AP EwIR Webhook SLE{E URL MM, WF
EE Webhook BEAERMNIETR , 2B EE Webhook EAEH,

NELABEABRKRERAERNFMENR , F2H

« the section called “J#3% Dynatrace”

« the section called “i#1# ServiceNow”

the section called “&#% Splunk”

EFE AR
the section called “3##£ GitLab”

i

the section called “1

the section called “i#$# PagerDuty”
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FREEN IAM & (EH)

RIETARR , Terraform HESAREBEEXZHNEE FRAREXEYHN IAM A, NRECHERL
EHEN IAM A, EUURBAGEY  YRARHEENHE ARNs,

=R
REACXARETIER
ERAEZEHAE

s SEBEKRAFH £ aidevops.amazonaws.com BEHE sts:AssumeRole
- B2i##Z AIDevOpsAgentAccessPolicyZEBE
(i ) EEAFHEI Resource Explorer RIS EL A G AERBEE

Operator EAREXAL

s FEEBEAH FH sts:AssumeRole# aidevops.amazonaws.com iEE A
sts:TagSession

- Bi#E#E AIDevOpsOperatorAppAccessPolicySEHXE

£ Fterraform.tfvars , RE—E=SMEAE ARNs :

"arn:aws:iam: :ACCOUNT_ID:role/YourAgentSpaceRole"
"arn:aws:iam: :ACCOUNT_ID:role/YourOperatorRole"

existing_agentspace_role_azrn
existing_operator_role_arn

REELER , ian. tTEKE PHENARER, kEiT2E¥HESR — BE687E (FERE) HWR

BHHEEREEINACGENTA,

2t 2 HE R

IAM {EHE 1R

- HEEE IAM ACEVEERASZTHEET time_sleep2EH 30 ¥, DevOps Agent RIS ERE
3 Agent Space HiEIRFBEE FAGNEEEER , R IAM MARTEEE , AITfgt2 LK. NRE

MABIEEBRER , FEF— 28 , R¥terraform applyBEX#IT - IAM BEEEHFE , M
ERSEFLENVERS,
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ServiceNow instanceId does not matchific

« fEservice_nowESE#HPinstance idAEREABEHNTEESZRE (4l , "ven0s972") ,
MIEEE instance_url, FEZHW LIRS 3 HoHMHEE.

Dynatrace B3H# status: invalid

« MR terraform applyf® , BEEENEEIHRSE status = "invalid" ( £/ aws devops-
agent get-association™ F#EA AR ) , EXRT Dynatrace & OAuth AFwBEAER, &
¥ account_urn Dynatrace IRFE#EME client_secret, client_id# , MA =& Terraform
FHRERRE,

AT ATERER

- TERDIEHY AWS BAEKERRY ABNBUERIERN IAM 357,
- RESEBRFEHREFSEMIRS ID,

iR AR E K

- RAFEARBIRENEABERREZE Eaws.servicelBtE, FAHEERREERETACER.,
- HEFRRZagent_space_arnfBEffEREE 1 o8 HMN ARN,

A2 Terraform ERER

- R HawscciZHEMAK ~> 1. 0HE#FHMA, awscc_devopsagent_agent_space ME
JRawscc_devopsagent_associationEE AWS EininFlLERS,

& BR

EERRFAER  NRECHEE 2 80 , BUHRIEFHEE -
./cleanup.sh

#FH :

terraform destroy
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BE EEXRAMBRENERAERZENEHBAEN, TRECH  FRELEROETNERENR,
ZEER

« Terraform #REEFFH R fFFaidevops.amazonaws . comfRIE E R BEMNEETHREEL IAM £

==

- EEBFEIESREFIIEE AWS IREMERAEZ/E ARN &,
- MMEBREBERKEERERA, BREEAEBNLZE2ERREMEET IAM BER,
- BIRFE A (DevOpsAgentRole-SecondaryAccount-TF) FEAEERZRE , SEABSENEFRA

EZ2[ ARN,

®REI R

£/ Terraform ZBEEH AWS DevOps REBRER 2% -

1. 5528 DevOps Agent AWS &38R , 7 #% DevOps Agent THRERY STEEEE,
2. Z&# Terraform SPBESF|EM CI/ICD EE , NETEBLER R RER,

Ht &R

AWS DevOps RIEBERFHEIERE

&4 Terraform HEE

CLI fn A$EFE

Terraform &8 Y awscc_devopsagent_agent_space &R

Terraform & 8% i awscc_devopsagent_association &R

Terraform &8 # awscc_devopsagent_private_connection &R

X

>
aift
i
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{#F DevOps RERER

AWS DevOps RERAERFEREXFEmBRTRENERSHE  KREEABEEINELERE
hIRERRES

IRAERE (FEERR )

RAEEINE G EREFEABEEETIEC EEMFEITERE, DevOps Agent 1T EHEILIE
AERE , UFHEMEMNEERR, ETRENREER  UREREBREPEE. BITNRAEEN
2F, CHALELENHIT QQARE  UBRBTERSRRETNITA , U LEREREER,

ERABELH™E , £1 IDE, REGRMEHHER. CI/ICD B , SAKXEB DevOps Agent BI XFETH
RERAEE, MEFMER , 552 Bthe section called ‘M A& 2",

EERF
—BENEABELEEREPIIT , EERFEHERTHENEER. DEMBHILEHMH, DevOps Agent &

EERAERERLENEE, PWEHELEEPNES | UPFIERRBERE , WiIRHHEREREDR
HEReEMsER/E, MEFHMEF , F52Bthe section called “4EERIE",

Bl REERX

BiIREEXTELERHERRENTEREESITEN Al REEX, BUURERRKET ,
BERERASTUFERHN MCP TR |, WiERIBHBEAEBNEE. BFIREEXEEERTIHRE
BT, LEBHITREMREIFE , fINELERE. BREBNS B, WRFHEEA , F2Bthe
section called “BF/ I VERER"

17H! DevOps K EZ

AWS DevOps Agent TEZEFES % , 235 Web ERAREX 24, IDEsH) MCP B4, Agent
Client Protocol (ACP), E#4EEE)Z B E){LHY Webhook , AR E#E API FHl, MEHMENR , T2
Bthe section called “ZEX DevOps X E=ZEX",

MAERE (FAERR) 125
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MRANEE

BE  RAEENEENEREERE , EEAREERI (#M#HEEIEIE ) us-
east-1, all AWS DevOps RERER M X Ethe section called “SZE M [E 15" #&7E — & ] A
MBFRTIE,

ROTEEREARELHLEENZE CHNEELBRERE, AWS DevOps REEAERFEENEARE
E, URAREER. EEAREMKEARURFIEZEGERYE K RAREBEBDHTAERBET
A, AEEBEIELEERE ZMUBRBNER.

Wy 7S & TE I B

MRAEE IS MERCIEE

« RAEFEEENGRE - $rEERNBER, BREFEAKES MANFEIEHIRR , BBFTAEXE
2., RRTUEEABELDNBHIT. RIEGBERNEHER , AEBMREZHIT. FSH the
section called “¥ 1T EmERENBERE",

 BITHE — BHELEMBTIR , UEBB2iRBEAGBTA. REBEEXSOWENEE, HE
WpLetE B EERE  URHEEERAERENIBBHTEESNITRE. 552 the section called “frAx
BAIE.

RITERERABRE

RTERGEEABRASHACHEARERERSNSBRER. BERFEMAKLERAR , URFIEZG
IEtEtE, RREETENFEINAE , ELRRETTHREAEANER, HEGRERTEENRRZ  URE
EBAEER , UK HTRREREERRVEE.

REEXSEEZEEETEEE -
o BEM — BBEBNEENREERIGEE  TXAEBABSHEE. BRULUREZSM, 7
FH, WENREREER , MAEEpolicy-as-codeEZE A

- BRFEMAKEST — ERARERERBTFERSIFTZENANRER  RARFENMEE I
—BfFEETHNEEMNREPEHS —ERTFETEES,

o FHURHIERTE — ¥ CloudFormation 8 | B IAM BER., ERBERMNMFREREEEB R TN

REEK,

A EE 126
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BRwRHEELRE  HYPSSESNEE (BHE, MIUTHRLEL ), 82ERHE. BAS®
ERABUENRERRAERR , UARFATHESR, WFEFMER , F2Bthe section called “#17
EiREREAHRE"

RN

RAARASHHERARANPTHATEREENSTAR , MEEABEEIELEERE CETR
#H, REEAEIMENEXRRE, HEPLEEFTEANR. EXLERENARETE  UREHHE
HENEBARXHTELEE K MAFTEFBHAERR.

FRANAIGR BB -

- BERENAEE — AERERTEREEABRENBHRNEERARES A MARRTHEEE
BEA4. REEXSRBEEBEFARRREZNEZNAR,

- BERRRIIT - #HEEFARRETEHENEARAHTERINTIR , HHETIHZBERNER
BRMAER,

- ZEAREERE — KEWREERME. Web BRAERM UX BFE. API SHORIE , UIRE BRENEST
Ro

- Cl/CD 24 — T LAft IDE. DevOps KEERXBIX GitHub Actions H GitLab Cl EEHEARER
&,

WMEFHMER , 52 Bthe section called “MRAEIE.
HAITHRAEEN L E

RAEEESEZARBIESIEHN THERES

- ERXBELHE — BXBEE AR Kiro IDE M Claude Code # , ER2 X IBIE R 2 B 22 35 4
o

« ERIGERMAHERF — £ GitHub # GitLab F BB E#H PRs/MRsi BB ig%%, B EES
LIRBREMER  YIREBRENEE,

« BE® - 18 DevOps ERAEBHX , BUUEEFBFRREEMA I X, EXHFHFE , LAHABEHE
BREBENRERE.

NS PN

ERRRERRTEEDRE

MR R 27
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1. BEENREE - EENERABZEAF | the section called B Z CI/CD &, REEREAE
FBHREABRERS , LEEEREFEMARENAZBER. NBRSIAKNEE—IIREDE,

2. EREBWBR (1A ) — the section called “BERAEER EREEENERNBRETA , URE
FESEEAGRESNTENADEE, B EEFEERTHEHSTEREES,

3. MERIBHE—IRE — FH DevOps RERXWRRBRZITERBESR : "HEREFE my-
service LMD , THEBTRK., . BERAEKTIGEE  TERIEFAEERVERE.

MRANE I {22

RTEREBWEMTIREERERE

1. EEAE - EREEXRAEVRTFERRRIK  CEUNEREFEMRKE, HAER. API &1
MERRERARBERMTEN TR, 1t AT RARKME R 2 T E =R B R E 4R,

2. EFIRMEMEAE — EZE BT the section called “DevOps KEER KB , URBHEBTEENEN
BERZE , flanaazifE B REAEK Y. AREEREEE, BEEXFEFANESLS | FUAR
BADEBELENMGEE, GERETELHETRASLERNBENEY , SUESKRMEHE
B EREE,

BITEREERNHRE
ROTEBEEABRASHLEARSERTEERTEAKRMERR, AHFEESRMFIIRGER
., EWHETE AWS B DevOps REEAEEMNRIRET , TABLRIRNE - BE. BTN
AENREE,

FRIAfE

ERERABRTEREEABRE , FEXTIRESR,

SRR BN FE LKA ee

EX SN BRI A AT ERKN GitHub = GitLab R FE LA , FrEiEE.
EERAERARETHWEXNRRENEDALERREHMESERTENIIRE

- BEBEREFEWME — AR , DevOps REEBAEEFAAMBEMRENF RIS HBRKEEBDH
ITRTRREBRE. REBEFESE PRIMR LERAREREHE

MAERINMAEE 128
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- BELERAE — AR  DevOps REEASHERARMEYNE K EXERIRETRE. T
MNARECNEXBRE, ERMUBEINMUINNIIERRE. NFEFEEF K F2REDLBRER

o

BRI ABRBEERLRASERSEYE , AFECERASERE K MEZERIFIRE K R2HTHAR.
AEHEE :

- HTHAR® (EA ) —#1E DevOps REEREBFEN IAM € , MEELERNRAFELITE
Bty fRENBFRABREEESEALAS  AINLEEHEEERRMTERE. WEFHE
&, FBRIE 2,

R GitHub : EEE GitHub BEREFTHWREABRENBBAZEER , YRASERFENIEE,
ERERREFER A FERSRAEWMENE. MFEFERE , F2REEREGREMN B8 3R,

B GitLab : BEE GitLab ZEREFTHNEABRENEBAEER , YRAERNIIE, MFFHE
R, F2RAREEAEREN S EBRE,

SR 2 RERFAERENLSE VPC FE (EA)

BITEREEABREUTUEBERIJREPEE. HTNAHENREE , RETEBHLEEAE
(F2REDLRFAUR). IRENEXREERFZERBRABRENKR G , IO ERERFTE
( Bl40 Artifactory, Docker Hub Enterprise), AZPEEX mFRESIBREXNBRTE , AFERM
BEAIERETIVEZEELREREN VPC,

RIBER , REARREELZFIRBREFNENRATRR. SEMAFTN , FEYLAERIESHESR
MEERME (GitHub = GitLab) B Bk, BFEAFRRRSEAEZLFEREEBN VPC , 773&
= VPC REVMEE ENI , REERRFERFIEN AR,

® Note
Bl 1R FHVPCs B2 EEMHERRE , FEBALRHEMAEAERRE.

EERENE VPC FHLUETERF R

1. BYAEER , LUAERATEZEREN VPC BEE, MERP |, 552 [Bthe section called “E4F
ZIEFRETE,

2. BB AWS DevOps R ERRA I AVEEZTLANAEERZTH,

BTEBEREGRE 129


#automated-verification-testing
#automated-verification-testing
#step-2-configure-private-vpc-access-for-the-verification-testing-environment-optional
#automated-verification-testing

AWS DevOps {1223t R EIEE

3. AIEhBEREIER , RBBIEMEEIRMEE (GitHub = GitLab),

4. ERABREMNBESHIFEESRS , BBRTHEFTEINALAGER  SAEEREECNEBRME
BB,

5. SHEHITHAE |, J#E DevOps Agent EE B i FEIABRE R BIN IAM BE, KABNKE
BEHA , T EEERAESZEMEEHN AWS RS HZE AWS Secrets Manager, I fIEZERE
AREFEEZRAEACTRNAR,

6. BEERTUEREMNAERE,

BYBHKE K BREIZREGELEESN VPC M2 ENI, UEEEAGREZEHEEZEFIE

#9 R EB AR FE o

TR B

& LB DevOps Agent BI R ZhEE | FEEZEFEREXHRE !
"RERTFESRREN D /AR, THRITRR,
"RERTEERRE LAER abc123 MU fFE1T,
TMRFEITERENRFIEBEDFEWPLRITRELR ? 4

REEXSTAEENSHE : 2%, EXHN—HERE A TEERTERES. HESHE

- EERNEE — HE, MEEIZEEL

- BERE — SRR NEERE

- Alro — EEZHERARUENRERERR
- B — MASERERENTTIER

REEHANERETE , BROERGE 6-10 HERTM.
BE{LEXRRE

HBCEXBERAEEFBNADNTANT. CHTUERBEREFER
BABELBENEXERE

£/ Kiro Power 5 Claude Code A REXE , REBEREEXTUEELEEABRUARTERES,
ERSRBENBERMMBMAMETIEETHINEE Y HEERERNB 2 EEL IDE P FHEBESE,
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MREHLEEE , RHAEEXSRIEAN , YAV EAFRELRE  BEBRER, BEFABSN
IAM BUR |, S fmH MR EFETARKEE,

REGERMEHFER P HRE

ABE PRIMR Bk , AEEASRRERBFETNESEFRENFERNSHBFER. ETIERT
B B B AR AT

. ¥ PR/MR BB
. MPEXRSHIEFREN PR/IMR

HERREZZENEABT LERARNRER  BRFMEU PRIMR @B, S URERE
REERESSH (HENRERE ) ERERBH.

NHEHFERS

HEt PR/MR B iH@EBRIFMHEEARLERTE. DevOps Agent T8 B BBIREGERIE
HRBREELNFER,

RAEAABITUE L ERFERBMRENGER , @ERANNT2EE  GDBREEL PRsWRE
TREXAER MIARRTERATENEIREETZIEENAR, RILEGRTFENEDER , THE
RABZEENBEETERBEZTERE.

MBLBERNEREE , MHATLUER DevOps RERAM KR HmEBREERNES (Kiro
Power, Claude Code #A\# 2K 5 AWS Transform Custom) &R & TEREREXBRE.

B BB AR

B BT REBE R ET(ERF , DevOps Agent AWSEBE U ZERIRE , UENEXBERIA
F. REEEARKRRINERNETER LT , URHHEE, AaREVNHENZZEERBNE
B

DevOps REEASENEABRANERNBNERER , LYEFAFENEETEMMBKYE  RAREEM
ZRERIRED. AHRERAEAR K REEXSELRNEFTELIIT , LRI RERR , flmF
REEBUK AT AN R ERM,

REMARFHREPIERABRBAERNBERER | UREE, HEENEFIIZFIHREER.

IEALAE R the section called “F R A B35 7R’ (AGENTS.md : /) RABEBFARNBTH |, Hlin
EEEHTHARGS. BREEEENAREGS K IEREHEERTHNEARXBS .
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ERAEER

ARFNBEEENH
BRARREEGERABELEERZATRE
5 -

i

.dMazonaws.com ,

.dwWS.amazon.com

.public.ecr.aws

.docker.com , .docker.io
.github.com , .githubusercontent
.com

.gitlab.com

.npmjs.com , .npmjs.org
.pypi.org , .pypi.python.org ,

.pythonhosted.org

.crates.io , .rustup.rs
.maven.org , .gradle.org
.nuget.orxg

.rubygems.org ,

.golang.org ,

.ruby-lang.org

.pkg.go.dev ,

io

.nodejs.org ,

.alpinelinux.org ,
.ubuntu.com ,

.yarnpkg.com

.debian.org ,
.centos.orxg ,

oject.org

.cloudfront.net

.goproxy.

.fedorapr

MELRREFE. ENEREXTUERENEIE

Rz

AWS BR#

Amazon ECR Public
Docker Hub

GitHub

GitLab
npm &8
Python E# % 5|

Rust 4
Java/Gradle E4
NET E#

Ruby E

Go Eff

Node.js

Linux E{TIRAREFE

CloudFront %

ET 5148

BT ERBERATRE

132



AWS DevOps {RER2

ERAEER

b

.google.com , .googleapis.com
.microsoft.com , .visualstudio.com
.sourceforge.net , .bitbucket.org
.prisma.sh

get.helm.sh

.terraform.io

buf.build

.jitpack.io

.scala-sbt.org

.sheetjs.com

.confluent.io
.external-secrets.io

registry.npmmirror.com

@ Note

MRENEAEAFTE@RFIRSIE L

A&

Google APIs
Microsoft FR#§
KIRFEE

Prisma ORM
Helm E4EEE
Terraform & 8&1E
% X (Protobuf)
JitPack (JVM E# )
Scala SBT
SheetdS
Confluent (Kafka)
AR EEH T

npm RRE KIS

AV, BT LU R R R RIR IR E AR

VPC , EEESHREEAEAEEH SRR XERE , BETUREHERAEXET MR

AV FHL

BREEABREER

SERNBREHF S E L TE DevOps Agent Web FERRRRABEEMEZINHRE, REDFE

- SRER — BXRESR., ARERR. FEERGEENIEKNEZHEZE
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AWS DevOps B 25 A% ER
- BEMER — HE (XAESHZAEE ). BE (EXREiiu ) NER (ERER)
- FTHR —REEXEANTREIGSRITRER , RENNERGRVERE

&t AT LAFE DevOps EMAEWMKFHABREDE . "RTEERELTHE 42 1TFH IAMEE ? |
% THERFERURR KIS RE APl imEE ?

B4 Kiro IDE f CLI &

&2 Kiro REARITERERHME

1. & Kiro Power Marketplace Z% DevOps X3 Kiro Power
2. EROERE , ErHBRAERRXEEARXBEERNEY PR 20 , AU ARSERESRS
3. PERXRSEEHIRT IDE # , Kiro 412t RIEESHBINEE

& Kiro CLI , & ti AT DABARE G S4Bl : MR EEXSUARTERRER  IHEHAEFEMARTER

=o
B Claude Code &

% E7£ Claude Code F AR TERBRE :

1. #& Claude Code 7\ #i2 R &£ %L 2 DevOps Agent Claude Code M2
2. BB 24 Claude Code EIZF|EH Agent Space , W BFEHBREBEXNFAARTEFGERSE
3. =% HIMA |, Claude Code AIMATEER Z BIFE R EBERETHN B E L MEIREBEE

B AWS B BETES

BEEAWS B EFT REABITERERTMWE

1. & GitHub EHIAWS i 5 5T €14 {#FE T & AWS DevOps REBRER R TEMBREXBRBIRAE
2. kBB fETZE README ISR |, iR AELH TR AWS EHIRIRIE,

3. Z#%E | HEGE AWS Transform HERXNBELE T/EREES.,. EEMEA DS RENBE |, &
SHYERBENEFFARAZITERESE.,

4. BEEAERAHDREFEERRE, NRBIEHE | Transform AIAEZRERNBEE 2 5I#ER

EEREE,
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https://claude.com/plugins/aws-agents-for-devsecops
https://docs.aws.amazon.com/transform/latest/userguide/custom.html
https://github.com/aws-samples/aws-transform-custom-samples/tree/main/client-side-skills/devops-agent-release-readiness-code-review
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£ GitHub FERAREX B E

SR - EARZE Agent Space WA BEVEBIM GitHub RFEE. MERERA , FSEAREENS
R RA B BRIE

- BEEETARIBREENRRESE , URERBRETH

- B REAVENRERSE  UEHEEESEFERIEAH

£ GitLab FEAEXHRE

SRR - ERRE Agent Space SR B BB GitLab BER, MENRERY , FZEREENIGM

BN B B RIE

- BMEERETRASHBERERN ORGSR , WH EREBHEE
- B RES/SHBREERA  UERBARHBBETE

£ DevOps Agent Bl X A FAFE X 5 H2 S
#£ DevOps Agent Bl X | &AL -

- BRBEEAS X, EXHRETFELE

- HEERASHEERNAREEMNTH . MEEXBERTRBEFEPNRBES ? 4
- AEREREREFENREBE

- FERAEEXHHERBINBEEEMBLE

- RBERFETENEREDNERER

REZE2EW

RTEBEEZFESRNENZLHEHES , IBLERNTLZ2AEEN TR, ELERMEFTXBEF
—EEMEAPRE, BERNSHENRFATTATERSEEDREEMEE, HABRMANERERE
ESTRINERTZ2TA , BRETATESRYHENEM.

PhIEEAERRE

REEAGHHIEGASSHNFERRABEANEAMTEFMY , fln AWS £, FHERM
MEE®R,
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HRAE R BRI

REEXSHFHALHE Shell T , ELEDTHREHBRBRERBRENFIEMARRE , BHLERARE

B8 AWS BRIEHHE

REEXSHHTMSERERREN AWS APl B, EFLERAREENES THEEELN
AWS IRE. AFFHREAE (#HR, BE, Jih) ; IR2RESEIRE

list_* AAFFMEEIREdescribe_* |, HlfN get_*, H,
7 5 B B R AT
BTERERBERBRIBRFEHT. EUEARRKILEBRENEM , WHIERTEXVTHEBSER,

RS R

MRAARSEELESATIRTE  UBREEREDPVEABEE, RTIEREEASHEETEN
Web FERTER M REST APIs , #I{TIRZEM UAT FERIE — theeilss. EAERERE. BEAR
2B RHIIERE,

AR AR B EE T

/A Important

BRANFEEHEENEERARIXHTERBER , /B AR (POST. PUT. DELETE),
RERANSRRGFY, BXREMAUSREREE  SEBETHSeEEERARIDEN., 8
WEMBRER. RAEEENRREBERETESEHESEERRREUNEN o, FTEH .
BRAREZVEARIATURBHREMBEARE , MASREENER , flNExEFEHN, BE
RSB K AMBREE . RMEREBARLBHT  AEEEABRINEARETRSETE
AR  TESLEEERAEARABE,

|RE  RTAERERERXS

1. EEAEFE — REEAREENCERAERENALSBEREANHATE, RREINFERND X8
R GTEUZSENDRRER. FTHREBJEHXEES , SUURMAIESE , RAERE
MRAR, STERESELEREE, BETANEQERENRG,
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2. SEBITHINERAREXMTAE — BRIEBEE URL (Web FERREXZ API RS ) , REEXSRE
FEREXALATEENRE. HR Web ERERX , EQFERERE U EBNRBLRE, HR
APls , EEfEEE HTTP ImHAIH. FRELRENEREERE.

3. BEHERR —BENERESBENHE, SRENIE. ERSBUEBNEIE.

MRASBIE 28 Web EAE (React, Angular, Vue. AfRESE= ) A REST APIs,
X BB ER
« UIRIE — £/ Web EREXNR B EBETRESRIAE

- API B — REST APIs W HTTP 20815
EEAFRERE

AHREESEREERZR Web M API EAER , URLENERE, SEAUEHZEEHEEEER
FERARAREAEER,

BEEVARARER

1. 7 DevOps Agent Web FEREXF , EBEEZAHIEE Y Release Manager.
2. BECHIERERE K.
3. EEFEARARER
4. ERATHIFMERETRE !
- B — AEERENEREZRE (Hlm "MyApp Staging")

- B URL — FERRAFEARIHEN URL, REEXSEXEEN HTTP RE , 8FEEAR
{E (POST. PUT., DELETE), BRIEZRTHIEZERMEHWE , FRIFEZNEREE URLs,

© FBEE —ER UIUE (UHREABRORBILEDN ) % AP (EEHTTP Hk
A )

5. BEMBARERERUETF.
AR BRAERALABEB L EREBRKREN. B FAXELTERIRER,
WEREERE TR

RARAZREEET , EUTUAFBHBEAENT
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AWS DevOps KRR fEREEE
1. FEFEPREEWAFRER,
2. EERBAE,

3. (BA) BEEREET , UREARZSBEFARNRE. flg, "BREFSKRRERS EREEBHY
MERS, 3 (ERENNBARNEERAEZEMRE,

REEXSRBLENEEELNEANE (WRREHEE , AIBZRER ) . TR Y ERBEE
THRTEESRRTHREER

£ DevOps Agent Bl X 17 A1

1 DevOps Agent IR |, & BLFERIRA AR . FEBRARSIHENAEHRER , EEZHNTHR
AREE. FRAESHBEMARENERER , SINEANZNRATNEZSEHHEE,

g4 -

51 3% B9 B R EAE
M3 1T RIS M IR HE my-test-profile
FERNERRER EHTRARER |, #8iA https : //https://staging.myapp.com B3 13 FREE

REEXSERRAEARAREHEE  WECNEARERERE,. EFENER (FRAN UIAH )
MERIERNER,

& IDE #1781
& Kiro IDE = Claude Code , iGN ERER oA AT -

Bt , & Kiro power 3% Claude Code A\ ER .

- BEEAERERIEE K HRERIFNAR (S0, REERRBIBZAREREER)
- RBEAEEXSKAERSEN B FAERREREELRTAFRRERR

- BTAERERXSEAYHTAE , RAROHEEBE

- MRBHBEE , EHAEEASRM RMMEEELHE

AR BRIAXEEER IDE HREINFERETAR. EAMNEERMEERTENERE
I URL , SRAAIEERARKAE
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¥ CI/CD EEREITE

GitHub Actions

aws-actions/devops-agent-release-testing@vl GitHub B2 EHBE BB ITARRE
B  YHEERXHRERIFER LEERBRSE A GitHub BEHIT,

TR

- BEENERAETEEPFRENBREERE
. EERHNERAEZEFthe section called “i%i® Webhook I DevOps X EFE "5 E M

S 1 BRE GitHub REFERE

HIEH GitHub fFEF |, BIERE - MENEY - BF - REEWEZELHNE

w= SR EA
DEVOPS_AGENT _WEBHOOK_URL xH REERXZBA Webhook URL
DEVOPS_AGENT WEBHOOK_SECRET xE RKEENZEEM Webhook 2B ER

WMZEE Y Webhook iR BiHIEF , 5820 the section called “i&i& Webhook I} DevOps KEFE",

FER 2 i BENMEEEN ITHERE
BBTARSEBHEELNIERE (HW, .github/workflows/release-tests.yml):

name: Release Tests

on:
push:
branches: [main]
pull_request:
branches: [main]

permissions:
checks: write
contents: read
pull-requests: read
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#defining-test-profiles

AWS DevOps REEZX EREES

jobs:
test:
runs-on: ubuntu-latest
steps:
- name: Trigger Release Tests
uses: aws-actions/devops-agent-qga@vl
with:
webhook-url: ${{ secrets.DEVOPS_AGENT_WEBHOOK_URL }}
webhook-secret: ${{ secrets.DEVOPS_AGENT_WEBHOOK_SECRET }}
test-profile-id: <YOUR_TEST_PROFILE_ID>
test-requirement: <WHAT_TO_TEST> # optional
env:
GITHUB_TOKEN: ${{ github.token }}

# UK <YOUR_TEST_PROFILE_ID>A REBEXZEREMBFERER ID (FAEA ki-), test-
requirement MAREAN - ARBAREBEEAREEBERE (0, "RI|EEBERI|EAR
*EDEJ )o

B{Ew A
Input PHE a2 B
Webhook-url = xE REEXZ-EH

Webhook URL

Webhook-secret = HMAC-SHA256 59 EFEmN
Webhook 2 B3

test-profile-id = EREREEERE ID (XA
BRSEKi-)

test-requirement & AR EAEREE

PHEW TERERFT
FEPR Reason
AR : EH NEREEFNEEELS
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R Reason
pull-requests : FEEY REBHES SHA f#4T PR #m%E
EEFR

1. B TEREBRGRG (Hm, PBIERREZER) .

2. BERTEERSR PR LB BEHIT (in_progress) , BRAZERE,
3. BIEEE B Webhook SWEXEEHNERASZH,

4. BTARKREENSHETE , LerEENERARIETAE,

5. #RE L GitHub MEHT ( T EFMAWENEIB/XK ) B

& T LATE 1 Agent Space E#EHY DevOps Agent Web FERRR R RIRTBNATHMET ( BERIH,
RERZRA, U AIENESRERET )

BERREER

RIS REERE DevOps Agent Web EARRXNRAERTEZNEE T, SENRBTERET !

- RE — BEK, KEFETH

« JAl — AR

- HERE — ARAITEERESRIEE

- RR — RFBFH, CHXRE\E  ERHE CIUCD EEFER

ERCARHSTURRHEGER  @BBENREAR, EFENER (BAR VAR ). ERIENE
EIEIE,

EERE

AERER YR THESELEERRPHATENGRER,. DEM LSS, AWS DevOps £
HERAMERENIRE, ERNERNTESHALEaENTEENEEBRSE.

SERFENEFERTN

AWS DevOps RIBIENEIBESEHN AT EHBMFE S Amazon
CloudWatch, Datadog. Dynatrace, Grafana., New Relic f Splunk , 2L} ServiceNow #
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PagerDuty EEF R , AN Slack FEBALE , REBELNLEERRE.,. EETRLIZEERR , &
RAESIEFEHBAS,

REEXFEALHEARNAE — BBELENERMRSG R ERR — EREHEEBRE RBOFAR.
TEEBMEREERERIER. B, B, EXBRENTEFE LK , BENBARER, FLRE
FE, WHE L T ERBE TR INTE,

EEMHzE  RKEEXSoMHEELRHPHEN , LEIRKRKE. cEBETEIE, EfE
RENEXABRECEEERMER  UERREAFREMIFER,

MEREBEANMIREERIRENFFEERNR | 3528 the section called “/T £ 2 DevOps KIEZN
2, MEERERTENFMEN , 552E the section called “IEHE A 2R,

EERFEAP
EEB A AR R ¢

1. By REERXZHE — REEXNZHIREBERE , WEXR AWS DevOps REEX AIFRANRBENR
B, BELNEE AWSIRF , U REHNEBERRERIESFTIE. B2 M the section called “E3 1€
BELZ=E,

2. BIEERAIRE - EEERTYS  BREEXUTUECHREHBEEUEE. AFMEHR., AWS DevOps
RERENX X EE Amazon CloudWatch, Datadog. Dynatrace. Grafana. New Relic #l Splunk Y
WEEES  UKRHEMTIEHN Webhook 1 MCP fAllREFES. 552 B the section called “E #5& I 2k
Bo

3. EREEMNBALTE (A ) — Connect ServiceNow, PagerDuty =% Slack , AERAREHHE
HERR  UREREEHERGENER, F2[E the section called “EEZERFFEI X",

4. EEHERE — EERFR  REEXSEIREZLNERLEEEAENAE, ERESELY
BATHK , YRHEAEERXEATHEARBEBHARNAR,

5 BRENE—XRE — RETVURERNIZERIRE. FEB Webhook BEIF , St DevOps
Agent Web BRI EHEEESIEBFHHSR. EXEBERBESZERALRENEER
RBFHRE , fll0 "HFERL N "HRRIEE, . FSE the section called “BJAEHEIE",

BE-XAETHE , BUURHEAABRARESMNEREE, RERERER  URRRSXEEE L
M EBEE.

S ERFEDRE

EERETE=EROIEE
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SAEMOE — REEASADHE[MERENRE , 2WER. B, Bt EXBEENTS
Jﬁinﬂﬁi LAMIBT RS R R 36 12 iR R e, 352B3 the section called “BASEHEE".

- FEEHTEN —REEXNEINMEHELIEHEPNEN | IELE TTTEPF R REH I HEE FI9E R
B R, 52 the section called “EEIE4FEFS

- B DevOps £ — —BHFERXNRE , AREHERRE, 2 WRREEMRRE , UREABARES
5| EHE, F2H the section called “BEE DevOps £#§7

S ERFOMEEZRITREIRE

CERENZRTEBLRSENEROEHEE, sESHNERSBNEERRE  BENRMREFFE
%H%Faﬁgg%no

EHEAEREMEZ — EFRAEEBEDHEHAM R ERNVRANFRREE — FIlU0ERERE
H, EFREETEIBEFTHN IAM X — EERASEA BALEBERARBELNAR. FRA
ERERRHPEREEARNERN THETEEN  EERENEXNBREAZECERNRERREEER
B3,

FEBRERDEAREE — THEHEHSELFRASHERSE  HREFREERBENEE
FHEMNEXBMNERIE, EERABTUERTEERETFRAENBXGHERBAERES , BAREERE
3 EREEIERERE.,

AEAFBTRERRED T — EEERFHBEZENERAEXAER — SBRBER, BREEME
ERR — SERRAAERTERBEPBIITHERFERRES T, AEEASEAHEHNREE
BAANMERTE  £SHEEHBNEXRRE AR LREF &,

HESROSENRERENRE — CUHRERUNEROGE  UREBNEREEENERASEE
BiRRE, EEELRENNE K SHAENRMBERNIINEERNRBAR. €EEXNERH
BEH M,

SEEHEIE
FIGHEE

EHDEBERNUEBR=ELAAz—RH.

- REES - BULIERAREES | # DevOps Agent Space E#EE ServiceNow EZE XK. ER
% , DevOps REERAEHELERESEBHRIERIEBR , BW DevOps REEABERKRER
PRUEEBRBEER. REARES WANEAETEIRVERR,

EERENAEEEERITRAEMRE 143



AWS DevOps REEZX EREES

« Webhook - &R LA /] Webhook A& 41X ZE AWS DevOps (REBRER, Hlan , WAl LAEA
Webhook #¢ PagerDuty ZE = Grafana B @ E4CERE,

« F& - B LARE{T DevOps Agent Space Web FEA RN EHEERSIEBRF BB EHEIFE
HE, SR ABRERE DevOps REERAFBAECEHNIERANT , CEEURAEE,
WERELZR. HERARRE , YRM REEEMFTE, COUURBEFELRENEEFETE
B UREMKRENRLE . ENMEBETTRAESREBENET , Yo MEREEN B HERA
FER., FAE CPU RAETEEERNE CPU EAREE , YRABLEEFIRBEEABZIHNE
B, BoMEE, ERARX AR LENMERRUAAEEAERN SRR EMANERE,

Incident Response Dashboard

Start an investigation

Latest alarm High CPU usage Error rate spike

RIE TREE, % RERERGEMERGHEER , BDERABEDINE T, BEUE
BRAE T 5

. WEREET - WAEACHER, BT UREILE R R RS,

. BERY - REMBARRERXNBEET. KR, AHRABSBRLBEL.

- BB BB - B UTC BXABEARNRYE, NREARE  BBE,

. BENAEHE - CARMBEADES. STUETIER (&S 400 BFT) .

- BRIESF - HTHRX AR ENBEEAIET (FERAT) .

BEASEE 144



AWS DevOps REEZX EREES

FAEEREMARELRML K ARRE "HHEBE..L B, AR, RRSEEERNEREFMENR
H , LA LEHEPET DevOps RERXBBIEE !

BESITRESR

E AWS DevOps REREAEREHE G THERRETE I RER , KUNERTRERBE B
SRR, HREBESGIRELSR , BUUBFINEKNRERRE, MRS IREJRR , BIUE KM
B, URARERA KRN ERZBRLI R, ESUTHFEEARKFESTER,

S48

PHEREERE AWS DevOps RERXNEHCERKNE —BER, ENBE4ERE |, §lukR A Datadog
WE R, E ServiceNow HWEHEH |, S H Dynatrace IRIZER |, AWS DevOps RERRXEHE
FHEVERNRE YR EEBEIRERNEFEZRENRE,

DEEENETERBREHEN — SRS AERESHAE—HE , LBREEN THENERE

o BENEMHIEER , AWS DevOps RERASHELERE (EBEEH20 7 ) ARIBHHRE—BHE
Toth. A A RMNZH , ceRETFANUE, wEEFNKEEXFEE , UMRESHF 2B
B

AWS DevOps REERAEMEUAT=@ARAR 22— :

- B - REMRAFREEREE  WEXESFESEZHE  HPESHEHNABAR.

- DB - SHMERETFERNRBHRYGE , Y ERFENB AT EEEEM. WHEFWENR , F2
Bithe section called “DevOps RIBIER AL

- BB - REHREFNELRE,

W0 BRE

ERES4N , TERESRIEOFAL AP ERSHNFREANEERBHE, £ your AWS
DevOps Agent Space Web FERTENH , & EZE| LINKED iR&E |, IR BEEAEE R KA E BB

HE, TEFASSETNTEEEEHNEE  BATUEE—BRENHERENTREE, BRI
EFERHE (ServiceNow, PagerDuty % ) FEFAEE (Slack) BWWEIEA , EHEHCHEIE LA HIE
B,

BEIBE R , AWS DevOps Agent Space Web FEFIEX @~ SKIPPED iR&E , AR RAGFESHH
RR, ZRABEZRANEASTECLSWIEAN , EHE4EKE  UREKBRE,
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EESERE

IR AWS DevOps REREX RN IERMEZEMH |, BALUER AWS DevOps Agent Space Web FEFR T2
XNFBSEHEEER. EEBAREANEHENFREABIRE, fEUUNEIIELNEERBEE
) an AWS DevOps REEFERIREE , WASHE S BRBRE VB , SURMBTHERBERA,

If AWS DevOps Agent #8533t BGIBEH | BT LUEIR AWS DevOps Agent Space Web FEAEX F &
BUHERIR, SEEMHRE4LUETRE. EEFAZRRKBNEN , FEUIEFEAERBKBRENEEE.

RERRAEIR R

ERRBERAER , AWSDevOps AEEARAESERTATRRTERZRRER. REEXATRE
BEARRZ#H , RARABRETRRE. ETFFERBDELIEELER,

BERRBEHREBNDE. HRPAR  UREMRGSERGSE. ERUURESERRE. BEHHE
28, RREERTEEN.

AENERBRERKE-BBLREINT. EHRTRMERRENE , RitETRERE 2BRRIH
By P8 ) 48R

REFPARENEROE

AETHRE  BUURHAERARE SN EREE, WEREET RERRAVBEERMYE , WRUH
BEERAEZENRE,

A RE S R E &
BRLEBMES ERHEREE !

« Web ERIEN - EEERNAES , RAEFMEF T ERFEEROE, BREXENRR. &
AU BRARRTS AERK A ER, NRAER , EUNREHBENBERRER, SHalEHER
FEED, FMEEELERYE | IR EEbEE.

- BIX - EHEHEESAERASHEREARRERITER. ERASSHFRESBLERD
=, —XHEE—ERERE.

= ROER

RESRESE , BUMUEETSIEE :

- HE (ZE) - BARREREEIER,
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- ERBRARRE - RAERANINER , AAERBEERRE,

- FEEE -FERAEEREHEAREFEALESL

- BIBIETEM -ESNEREERESER, WRTER , S HRMER ERNERER,

- Hitbfget - ARAEmMEN B BN R,

EHEROE
BULEREFERXNERDSE., RIINEXEMAXAENAELEREER,
BRER MR

BAUENRFERERAEHEECNEZROEELLHE, REEXEHRERTROETR. MR
2 L AMEH BTV BA A

[ #|E AWS

RESRERE , SuLEERE 2 EENEREE AWS | UETREHS®. ERALEENERT
RX 2 , RIKEE R TIGEZEN .

BMEEASEXNERDSEREFHFBRTECLERE. F2OABA. BEIBIAEAR,
EBRERMEEROE , BIRFEEE AWS AJUFRMEARSE ROSRABNAEERE
B, SUEITEREER | UREIBINBRREBE, EEAERERTEANERIIKR,

R TERERR | FaetR HABREE AWS,
FRANZE

AWS DevOps REFE AT LA E #2282 AWS Support :E#R , UE{LENEHEEREF. EREE AWS
Support By A i BhEF | BATLLHE DevOps Agent Space Web FERRERN B X E R , HEEE AWS
Support TR ARERS , U BHEREMENRE,

BERRN

FEEHEF , AWS DevOps Agent EREHE SN TEHFE , 3 -

di

- REAFRRBERER
- DHER. BRENIEKR
- BEAGEENRBELCHDRE

BASHEE v



AWS DevOps RER R EREEE
- EERNIBEEME
- EHNRMITANEER

A LAE 2 1E AWS DevOps Agent Space Web FE AR ASFAE E i AWS Support, B &S M
B, AWS DevOps RERERNE BB HEFE BFEEES AWS Support, AXETEENMEHEEHAZE
NWEERE K MAEELRFHRENBBFMEN

B2 AWS Support Bl X

BIUTERAIE  BALE AWS E# DevOps Agent Space Web F& T2 = 7 #Y 8 BI| Bl K18 &5 Fh E2
AWS Support B, EREE :

« B AWS Support TIRETFEH AWS DevOps RERAWFAERB R — R RENHE
- EAHEREPIR AWS DevOps RERXH BEL 5 #7F AWS Support HERIE 5|
- REEER)ZHMOEARES

HI R BBy 7] MG R HUER AWS DevOps ZEIRAEREM AWS ZEHFE | M NtRiGE &M
RIRE

X ERPIEE

EFRENESENL,. EURRENIXERJBKAIEREREESHEIEM.

i, MRENERAEZEHESREAAN , ENXEBERFIBHBEERXIELRMN, MRKRFRERE
5 , 3 AWS Support A" XEFMERFIFBINREES | AIRIIFER/EI.

AWS BEIZELUTRESHWRAIER : P, BX, EX, BX, BX, §8FNXANERTFX, EEE
FERARZERHINGES , 551 Agent Space HHEFEM X RAECEESRE. MEFMENR , B2
Bfthe section called “E3 REFENXZEH",

% EEHBER

3

181518 AWS DevOps Agent B X ERFIWEE 2 B B EE D BURRZH AWS X EFHE. F2H
Support Plans £ EEm , E—F THRENEF,

AEEASEZEFELBEVHMXEBRA , FHIbE X AWS DevOps BERAEFAEZ IR AWS X
ERBAEXE EFEALUER AWS DevOps BERRAEEV A , BAEEHFAWS SEHLEXET
REETEHE  HARRAEIERGENXRIE FEEMETEIF T LLER AWS DevOps HERAE
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PHNESHIRER, NEXEFTERANNZEFHES  oEOEFENTANRSIEEY , F2E
AWS Support Plans £ & &/’

B2 AWS Support £ FBFLEEER

E &4 AWS DevOps Agent Space Web FEARER B X BRI , B EEE AWS Support AT
&

- FAEEMBRK : AWS DevOps RIEBRER 2T FHEFRC 8%

- BREMA : ﬂﬂ’%ﬂ’] AWS &R

- ATERAIMER ERTENMEER. BFENER

- RIENEE ﬁz‘ﬁﬁ%‘%% ERR e E EEER

- EEER  BEMFEA Actions AWS DevOps (REFER

- FETML  SHNEENEREY

B2 AWS Support £ AR FIEEREEREEBEEN AWS EREi ML 2 HHERE, AWS DevOps K3
EARSHARGRKEREHBRNET  YEEABNERIZERR.

FREA
EE A AWS DevOps KB AWS TEES -

1. RREBERTH AWS XEFTE,

2. BB AWS DevOps KERRXH IAM FF A/ 82X ERHIZE L (support : CreateCase ,
support : DescribeCases),

3. E AWS DevOps RERXN EERAEHELELEE AWS X EHBE , FEZFERER DevOps Agent
Space Web EARXFERALIXE,

4. BESEE AWS Support £ ANFAERE,
5. RGN EFTEERABEEEN RFIREM.
6. IRRXRH| - AWS DevOps REREASBBHITSLHNAELF

MRRESEBER , ZEIENFIBE AWS Support 14E.

EEEHTER

AWS DevOps REEAS/MEHRAEMWER , IIREEEMER  USERES BN EEREIRLIE
RIRMEMH., FEIB Operator Web BRI REEEHEFNESHEHTERM.
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TBHEHEMIEFELTR

AWS DevOps RERA ST ERIENSEHRAE , EBIIFENSE , U IERRNEHF , WMRFE
ERIEE (MTTD), REEXSOWSEEMH , UEB ATRERKELBESAEINER  EENKR
EXEINES , URRELEBETRIEF.

RIFFHR , RERASEBEBEATI L. MREEZER/INTIME , TUEEHE. FEILFER
A, EERINAEFTEREMREZZNERSREA.

ERAESHFIEESRNIGE , MAERE LNEZ D BERAR

- WA - EEER, RE, RENRKETRMNES  UER, FERBEIBE.,

- ERRE - ECERERE, FERRKNERELENER,

- BE-BABERRF. EERE. AFREBNRFEEGINES.

- BABREY - AERARAEABRE, BREENEABEENER,

LD EAIHE ST BREFTEREEENVE  XTRERBEBRNENRAEERELIERF.
B3

- BFLEEERESEN - FRAMERBAIERRE , MAREECEAREREBE
- BAOEEEE - REBRRRER/IVER , BER AN R SUE

- WERMEML - RBRERSBA4ERNRCENERRE, TEIMNTERESF

- RELEXEE - FABEEHNREAR  ETERRAZENEEUE
EBRAERHE

Web BEAEARERATFHNERAERERKKESH ERFHEERNEH. BERASMNEHHE
EHE. MESHEBENSHEL  UREAFEARLHERN 7 BLEE,

HETHHERET BERASERL —RTEEHRRANER , XRERESIENES  SLEH
TR CNREREEERATE.

PR HIEE

&R LR A B AWS DevOps KB ESH AL EL RS
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- FEBTHME - BEXESEEPN LA TRBALNBERT . ERENAEEEREFRER
RV RS , ERE M.

« BILfER AT - R E EE PSR RAR | ML B BB TR,

EIIEII

EEER
AWS DevOps RERAEXEREPRHESR  LUNEETREMNERELERE

- REEBFNET - EREBURRERFREANRE , KUNEEFEIAHERENFAE
7, SEEAEENEM4, RPNKENRESR. IFEABEENESR  SHuURBEIXIGHE
BREEXNBEENREEXARERE.

C RE-BE TRE EAEEEEFRERHMUETER, ETRAERHBEENERLEEY
WEEE

- BE-EE "BR IRGREEFRETBRES. ELRRERK  LUNRHERESHA R
AERMTHESENTER. ERASSREEREENER  YATRBARRNESR  BEREZH
BHHEYE K cAERSENEREELESENER,

- BEF-EE "CEHE)  KEBRERRACTHK. EUHMEEHRCERAMLEREEE , LAFFA
ERAMNEHEZSRREEEN AN,

- BBBKR - NRBEFESITEHEE[HSES , XN 6 BRAEEBRREBLCARENEFHNE
B, ENHANEAAEENEERBRMEENNE.

- BREN - ERFRBENEAEIERELE  RENERSEN. ENMTURELEEENELIE
Fr, SRR REEER,
BRELIERF

AWS DevOps RERAEEBKRELIRFHIIENES , HHEEEIRNEELEINRE. g
ZREEBRNBERNS. BEERX  URSERBRERNBEREN..

BRIRFOEAES R
SEFEES , RERXREANTAAREECNERTRR (ERERIRDRENZH ) |

- BRA Al BT EES - REEXNERBELMABYE, ESHREMNREZERFTEREEZZNEHE
g’l&o

- MEMTD - HRBEANFREERRE , AEEASRBEHEER, BEMEANEEREMAELIE
Fo8, LA RESHNIEE 20 —BHkF.
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FERESHRAEREERY , AT I2BEHENVLE (1 REEEEIERF ) . CREIEENERET
25 &.

BB EIEF
BAERBHRXAAEEERNERIEF , REBERASHFZEZINGN

- REFRIREFRE - ENERAEBEEZZENBENERKERE (fl, "BEASETENESRE
BERERREEE, ), AERASRAFELRERE , YA HEARAKRI IR,

- REHABR -7 ZEETHER, SAERJEREHTINERET. AEREXTEREEELE
EBBLRBFMALLAR,

EEEMENRERE  FEANKMTELABAREZSHEBBRNETIEF. ERASKERAECE
R, WRKET —EFFEBEETFERENRERE,

HEREM

HUTRERT  BRFETREETHER CEHEE

- CHEERIEFEREREBNTES
- BEBRNBHARISESE
- MNEHER AR RNELEERS

EWMENHRBERM  LEETA "RE, EFREEHEEPREREVENERS , SIREALH TERE
TEHE

ERAEMERE

HRERENBHERSENER , AWS DevOps RERAUELEEARNERXNNRK, HHRK
RUEBAX  TEEXGRBAEREAETEE.

BRBELE

- BERRN - HERERANERNEE

- BRARBE - EBFENSKER

- BEEREE-FEEENREERTE

- BERABEFE -HARAEEEEFNARTNER , UREFEENERKRNEEEZE
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- AEFBR - FEAEBLREH
- BEFE -EFEENIERIAE

REEXMESREEEAFRBRNEEXREHETEEREEEMENRNBIRNEEE , MAEETIEA
i 1T EiZ Mback-and-forth## €,

BFER

EEREIDHEHEHRBNEESAL , FEBRITFIMUERERIUTE !

- ERAREEARESRS - NFEAREENES  FERAEENRE  EBRAIGHREREBAER
X, WEACTESFREENFRERRMEELE.

- BESHEERRFEERE - $ERERIERNEERRAEREERTE | URAREMTE
THE—-BHFEEBRTIERF,

- REXEHEERERIEF - EEEIRRESEERUBRESHEE  SIXERBRENERS.

- EMEFEE - ERCEFNER  YEREEAUSEHRERERHRL REEELF MM,

- HEARERKIGH - REAZXERRNEEER, ZEE  RAGMAEFEFIEHAENAETNE
o

BRI REERN

BFIREEXREAEERN Al REEX , 7EBLERREN THERBRENRFEEH. BEEIR
EHOE,. BESHNEIBFEANRE AWS DevOps REERINGERRE , BIIREBEXTRLERAE
BIENRRRETR. —AREIENERKERERECHREREN,

BEIREREXSMEA Agent Space F A A MCP TEMB R BHIT, LZALUEEIHEEHTE
9, BITEERETE  SINELRSE. BRER, 7B  IBERIEUTSSRIHER
o

EEHR

RIFRETR — B Markdown BEMN — BT , EBRERANITHERE, BEEEHENEX  UREEE
MEH, RERETRBITREERNITANZ .

TE-ZHN REEXZEFHPTHN MCP TR , BFTREEX L ERANEREM. SR UItERE
EMBFT MCP AR:FEHN —ExE T EPERMAEEXN T FRNITE,
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i - BEESTE  TEITREAREENREENNBEAE. AERFRISHIIEE, HEEt
AILARBK A HHIhEE |, PN K mBER. MERBENFMER , 5582 [ the section called “DevOps
REEA B,

BEGs - BBUABTRERXNSEAHFRE. AWS DevOps REREX B oI EURESERMNIB
iR ELBREZHEEA Cron 3 Rate BHR , LERNBRATRER.

A - BRI REEANE-HT. SHEAHSELE BN , BERERASNHEESR, TEFY
M,

BiIREEXEELSR

ERITREERZTR , EY

1. REEEMVHEBEAHLRKRR. TEMHEE

EMRE Agent Space MCP TEf , W EFNEERETHNIE,
HAHBERNE XY , UEEFASHERAREE R NEEANE,
ERER, RUTEMEFEREERRTHNEBENRERE,

BEEERNERNREEEAE - XFEE, AmiEH,
AR TENARDY  SEMAHESR, TEFUNESR,

o g k~ DN

BEIRERXNAJFINXERNE AWS DevOps REEXIENMEETE , IFEER AWS tkRFE. ATER
¥ &, CI/ICD BEE, ERZMKMEF] MCP AlR:FNIE , BEREEREEEREEANBET

BRIREEXERENREML

Thae RERERER BiTRERERX

R EHEE., Eh. BEES EREERNEREEE

HHRE Managed by AWS DevOps f B HUEZRET. TEMFEE
B2iEX

F A BE (4. 52 ) SHHE BE = o IE B R E WY B R R 1

AANIE ERAEZEPNAEIL REFERNIE
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Thee REAEREN EHESEL SN
B AE, 2R, PXEE NFEE, Km. E&
W17 ZRANEILTEHE ZEHIIREEX L TEEIR

BRI REREN T BITHIRE
BITRERXERET  TNABSERELY. RARMASE

- BERE - EEERRENEESZBEEFERERE. BBRETHEREK.

- MR- RBEBNREESREERER  YEEBBEBFE,

- BEON - oER. BREXIESEHEBNRAIES | LR THRITENEER.
- SHRTERE - BESEBRSHA-RIINITEFY , SUEREMBRERRF.

- BIEMERK - ZEEaRAATHAEFES. CI/CD EE AWS FRBHESR , EIEEHNIRER
o

NEATRERAREHNET  BSH BE.

BREFREEXZR

ERBEATRNEMAAGE , BFTREEXNTURITEERE FRERN., ERRARIIEARTRFRR
HEg  REEXgAPEY FREEXEETHF. FREEXITFREXREEXARN TENE

ok
BEo

BETREEAZRITRENBITRERATHFMN O, RNSSRTHERE , URHEMASEHR
BARENEL, EFTEREEMEE A EALLIIEE,

e

« the section called ‘B BF]REREN - FARKER. TEMFEREEZNE —BEFTRER
No

« the section called “H 1T BF] R EREN" - BERHTRERERX , HEH AWS SDK H AWS
CloudFormation 5% EHEER 5

« the section called “BE BN EREN" - mE. SHANMBREITERASNRITTEHAES L&,
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- the section called “EHFJXERER @ H" - RERNEBEANELERMMNER,

MELEABEAEEAITNEBEEXNEMEENFMER , 552 M the section called “BEEE",
By RFTRERER

BT LUEBMESREY BITRERR : £/ DevOps Agent Web FERRZN HIVRE | SIEBIKF
WEIBXEFE. EMESFEHNEELHENBITREENAR  ERELNREEXZEYP,

BIUBTREERAZH , FM4EHEELEE—EERESHREEXZTH, MEFMER ,
Bithe section called “E 3 REENZER",

A REEVBTRERN

RETURECEBEERR,. RERETNEREKRE , REEVLBFIRERER. FE# MCP TEEREE
BAR , FERBAUEFRAESREABRIIEE,

HEMEA REBVAITRERRN :

T
s

1. BB E DevOps Agent Web FERRX P ERAEEE,
2. EBFIERABERD , EEEUERAS,
3. BHFE AR | BERE,
4. IEERE :
- B -REEXNE—BIT. EEFRAPIEFE. BFNEFHR (264 EBFKT ). THHUE
FIRBAESRFERE. 6] : weekly-health-report
- RERT - E2REEXNRERERESLSNZRSE , 2 Markdown BF (&2 10 ¥R , &%
50,000 ¥t ). MERBEMRTNIES , F2ERERKRET.
- Skills (1EA ) - REBRAEZEPREGE , AFRASREEANRFNZARNEE, ERES
BB BB REEE
5. BEEuREREN,

Biv®k , ARESECEMENEREEANFEETRER , BTN EHEDRAERE, FTREEXS
RRE ME B R o
ERMREEEL BT RERER

MRRERYBITERASHSIEXHFERRE. ELEEE MCP TEERGERAR  AIFERER
RSB |, BERER LA,
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EEEAPNRYEREY AFTTREEN

1. BEZ DevOps Agent Web FEAREX N ERAEEH,
2. EBFIERABERD , EEEUERAS,
3. EYFEARY  EEWX, HEARGEHE , YENXERPEBFINESE  HPESBEREN

AL
4. WREsIBETRIBERRF :
- EEEE - HIARERXNENNEER,
- EERE - BELNEFRAEZEP I FEREUNTRAS.
- TEMRKEEE - RBTRAEMEN MCP TEMEEE , W EREHT
- HHEE - REREBEEARTEELEXFEE, KmBEE.
- RBERETER - RBERRRTELERUERE,. EUTUARBEHE , EFEREAL.,
- EEREE  YERVREBEEN 2R AAERE,

S A LARERFEERER Chat REV BFTREREN. Hlw

Create an agent that generates a weekly report of all investigations from the past
week.

Create a custom agent for checking certificate expiration across all accounts.

Make me an agent that audits DynamoDB table configurations daily.

REFEEABTREREN

ST AE L GitHub #FEF A Markdown EREABITREEANRERT. BERATERATR
ABNRRRT. EUERFEHPEEERASRT  UEAE-DFESEEA,

TR

- EHZNERAEZEMEBEAN GitHub 1RF ., &ZEE# GitHub 1RF , 2/ the section called “i&
¥ GitHub”, £ GitHub R FERBANR A ERTFEEAN. HRIMERTE , BHHIRFXEE
EREENENEEE, tXEEEEREZELN GitHub Enterprise Server 1 GitHub Enterprise
Cloud,

- GERMETRH GitHub FEFEFH Markdown E2E (.md).
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EERREEEAGITARERR !

1. BEZ DevOps Agent Web FEAREX N ERAEEH,
2. EBFIERABERD , EEEIUERAS,
3. BHFEART  BEEA, HESREEEAR GitHub RIRE A,
4 EHRE :
- ER-REEXNE—FINT, EERANEFE, HFIEFR (264 EFT ). FEHUE
FHRBEAESERE.

 f#77E URL — B — Markdown (.md) ERHNERE , HHIEERABNRKRT. 6
W : https://github.com/my-org/my-repo/blob/main/my-agent.md. ¥R EREE
BB 19 GitHub Enterprise Server 5 GitHub Enterprise Cloud , 55tk & 11T EE URL, 4l
W : https://github.example.com/my-org/my-repo/blob/main/my-agent.md, MR
URLERAFR .md, AIEHRESL, MRERTRE Markdown , EAE KK,

- B (EA) -RtERAESZETERERE , AERASRHFENLERABIINEE.
5. BEREEANRERRN,
REPEERERHARERER. ABNKERE RE,

Bk, ARESECEMENEAEEANFEETRER , BTN EEPRAERE, JTREENS
AR ME B R o

BRIEEANTRASR :

EANERASEEERASHFAEARA LBETEREEN GitHub WERD , BLK GitHub £ EIX
EFNREBELMRFEERNER, TEIITRARSEEY , EANTFRASESERFEERNES.

MREREEANTRALE  RRRTEETHRERR  HP I ERERFERNETR, EBNRKRE
AR

RFXEANTRAS

EREHMRFEDHN Markdown BRE | FRREANERASHHAEARE , AREZFRDSLUIERN
RATHI RMIR R

AR ASERRMETTERRAREEZNEINAR, FEREEATRASNRMR
R, FmERTFETNRREERLED,

BRI R4
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- URL #&= - ##% GitHub URLs , @EE B E R E EH GitHub Enterprise Server  GitHub
Enterprise Cloud. E#E# GitHub tRF A ERFS URL E£#, Hli0 , github.example.com&E#HER
BEf github.example.com URLSEA , 8t github.com URLSE A,

« EE Markdown %= - URL AZBIEOE— .mdER,
- BEXPLER - ERTEHEIB 1 MB (GitHub API Rl ) o

- FE GitHub 1RF - ZFRREEXNZEBL4EEREBA GitHub tRF T REEANREREN, HRLBH
7E , tRF4AERRIFEUE,

A BT EREN

AWS DevOps REEXTERZESSEARENATRERENERE | TARCEMBELE  fim
BAERERE . BRI FRSEESE, f126EH AWS DevOps Agent IRIS BRI | g S RME
FRYNBECBRENRL B, EEAURTAKES , H2H GitHub B LW AT EBASE
.

FEFEALRATREER A AEEAEE LNRETEEAREABEEEAT, ARAE
722 Markdown 1369 URL , SI§HEE F AREE URL, MEHMET,  HoNAREEEAGTA
BER,

BERERT

RERTREFIREEAPREENST, CERTREEXNEMN, BE, REGFGNEHNE L,
BERFNRETREELE -, TENER

ERLT BREBENRFRT

- BE - ERAEBEREE -9 FHERFERTE,
« J37k - Step-by-stepi2fF , 2EHERFUNBZETELBNIEF.

- Rl - CEEXEBIATHNTEIATHNRERSR. S0, HEFN, EEBNEEHEERNESER
B9 AR5 o

- Bl - REEXEREETEUARRKATERN, EERTRRELENT. BIRBIELER.

R

You are a DevOps reporting agent specializing in summarizing investigation activity.

## Goal
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Generate a concise weekly report of all investigations from the past 7 days.

## Approach

1. Call "list_investigations®™ to fetch investigations from the last 7 days.

2. For each investigation, retrieve its title, status, root cause, and resolution time.

3. Group investigations by status and root cause category.

4. Identify trends: services most affected, average resolution time, recurring root
causes.

## Constraints
- Only include investigations from the past 7 days.
- Read-only access — do not modify, close, or reassign investigations.

## Output

Produce a single artifact titled "Weekly Investigation Report" containing:

- A table listing each investigation with title, status, and resolution time.
- A chart showing investigation counts by root cause category.

- A summary paragraph with key trends and recommendations.

AR RERVETR

- FBEBERPETIE -list_investigationsBEESEZTELZRE (
M, . use_aws, query_cloudwatch_logs), J«XE%HEAE%EEWMW‘EIQO
- ERRUEE - HRAMTERRFNEE  UERTRASMEMET
o FRERR - AR RIERN T EEREIEL B 4E 3R BB .
- £/ Markdown = - 25, BENEXBERTETHRASFTER b ITNERIZR,

BREIE

MCP TEERELN BT RNERAEFHANBITHTNEE, i&’?ﬁﬂi?ﬁé Agent Space A Y TR &
SFEMTIE  SFERBER AWS tRF. ABAMEF A, CIICD EE. RERMKMEFT MCP ffR::
MIE,

TEARBEBHRRE, FECEEVAREERARERTIE  FHEANRKEYSE, eEERATRAER
LHEHBETE  FERPREHRERAS,

Add the query_cloudwatch_logs and use_aws tools to my weekly-health-report agent.

Update certificate-checker to also use the list_resources tool.
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Remove the use_kubectl tool from cluster-audit-agent.

EMTER  FEEXKEERERR  EERERASTKEEBAENIE, EARESHADENER
g, WREFERABREEL.

Release Manager T&
HETREZER T FZH Release Manager TR, EXTEMHREHWNREBERNEL, FH. IEMECH

Release Manager %, ZRREBEN LA US M ERERERS K UERBBREENEENE
(=

= E® M Release Manager TE |, FEBH X T EEREGENBTRERR, Fla .

Add the release manager tools to my release-pipeline-agent.

WMERETEERINBENFFMERN , 52 B the section called “RAEE",

ARRERRE

REAEHEFTREEXRHENNERNE. HEEFREXYRE. EATREEXITHR , vafl
AHRERNERE , YEAUERAABRESERETR,

BRI LR BEREE (FAKELIHX ) , IBREBFEEETRASRINMEERE, EREE
AIERAEBNHEESNECFERENERAEZES, MEFEEILFEENFMER , 5828 the section
called “DevOps REERXFEE .

BiIREEXNCEERNENRE , TARBUFAFTEFRERNERNER. WEFHENR , F28the
section called “BE]REBEN@ L,

BEETREEX &S JLHEIK 200 @R, EERFERASENHEBNRKE , RS RBEEALRK
EERABRR,

HITEFTRERERX
EANEERTEITREES  SREBRUADATRERR,
FERHTRITNERER

BRI ERERASHFAEARARNEBHRAITEITTRAR,

WA RERER o
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HERFPEARRNTEIIREER !

1. BEZ DevOps Agent Web FEAREX N ERAEEH,
2. BEELAEHTHWARITREREN,
3. BENHEHT , MEAHRENERBTRERER,

EERMEERTHHEHARS  FEEVUNATENTHHE  GA-ERF K #EREEAELHA
FEBINEIR K RAREBEEARTIAIT. BRREERRER-BEELRTRAR  MARMAR.

BITRBZR  MNARSHREELTEREIERT , RES "HERB. . BEFHAUNKREH
L7

HEFEAPMRHTEITRERR !

BERPRKBBHTREREN, Fla

Run my weekly-investigation-report agent.

Run certificate-checker and focus on certificates expiring in the next 7 days.

ELENRASPRAEMCARR , PREREBESZIITHRT. NRERREHEMAR , KER
AR SEAERENRBRTRHAT -

BEIREEX —RARMT—ERAA. uRAEEXCENTH , ELRSETEINARATR, RWEFH
HUH , T ReE % —1E.
FEEFTRERERX

BRIFETRERBEZNRGEEBDIITEITNREREN, AWS DevOps RERABRIXEUHFERAE
RNBRERF  SLBBREFEMEA EventBridge B Cron = Rate EEX , LB ERHITN
BER,

EEBRVHREBRRY

1. BE E DevOps Agent Web FERREX PN ERAEEH,
2. BELEHENBITRERER,

3. IEIF Triggers (BB RH) RE5IEHK.
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4. BE+ (BY) &,
5. BHFEA RS , ER AR ASREREN., REAMVERTIHF—EER :
- REREN - LEEBR#IT. &N rate(value unit). 6l :
- rate(1l hour) - B/ B
« rate(30 minutes) - & 30 '#E
- rate(7 days)-®87X

« Cron RiER - K4S EHEHIT. B : cron(minutes hours day-of-month month day-
of-week year). #ifl :

« cron(@ 9 ? * MON-FRI *)-®iBRH L% 9:00UTC
e cron(0 0 1 *? *)-_FHAFE—KF®EUTC
« cron(@ */6 ? * * *)_{g 6 /NEF

EREAFNE , SHRREEEAS
1. BEE,

R cron RiER , 8 A Fday-of-monthsday-of-week 4B R ? ( B8R ) » MEHERIEXE AWM
E# , 528 (Amazon EventBridge #2288 E & 18R/ PMHERREEL,

By, BREGSEBREBES  BEREREX., BYABNT —EEENATRE,

BB A ERERET A NEL B, FH AWS SDKsHAldevops-agent A FiwCreateTriggerHy
B , BFEE aidevops:CreateTriggerzf i, ¥ , REEHER A AWS CloudFormation H
HIAWS: :DevOpsAgent: :Trigger&iR., HFEEBRSSEHATHEITIRERER , AFEELR
EEX, WFE AWS: :DevOpsAgent: :Trigger ERFERWFHFMEN , 5528 the section called “E
BEE

BRI RIR
Triggers ZEIRBERRABITRERARENFAERE. BNEEER  SUTUEFHEREN, &

MEERE , R TIREATRIRE.
Tk

FEREREFLEREFAARERAMAEEMBR  FRMBREFZNIIRER. BRRESLEL
"EEF. BETEBER  BEIEMRARL. ENREBIIRIUEERRE.
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I R i 2% -

BBRKABKRBRRG  FRECEBRVBRFAZHMBRER (HR\ ). EHENHELSRS
FESOMIBR . A MIBR C M BRAY A5 B 4R 1o

HUHFE H

B AR A B MR R SE B REUE B TRV
B ZRBPRBBCERTHNAEA

1. RELCHRRSIFERT , BEHTHNHEA.

2. REHFHRERRVEIUE.

HRERMREBUETHNAR
Cancel the running invocation of weekly-health-report.

FUREEREL "EE0H, . EEUEZATRNEMTERESRETHI+, BEDERETETH
T EFUMAAIRESE Ao

TEMFIER

HHEAYME , BFTREEXSUA MCP TERBEER, HTBHENELAYH. SETEFURERS
KRG REARYI TR,

TEFUWERITRHERASERAAHERHBENERE

- RN IEFY -TEEEREEXAREELETENESR, S0, query_cloudwatch_logs&
HEERAFER , Huse_awsfHE API EFE,

- KRN ITERY-TEEOER, REEXTREER, EREBERLE BB HPBRERY.

RO NEFARTPREGR TEFUREZR , ATHREBRAENTS. REEARSFIERNE
R, ARG RETRSEE., UFRENPFNFRET  F2EREFR U

BEAFTAEREN

BYBTREENZR , BREEERE. BRERABRLRE Y ETETERSEMER.

BERIREER o
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miEEHTRERN

BUERARENZEBPRFEETAEREN, REATREEHMEH,. KPR FINKE, FEBUER
ABNIE  FEAWXRIEE,

HEER REFESFTAERER

1. BEE DevOps Agent Web FEARX PN ERAEEE,
2. EELERBNEITRERR,
. EEMRASHFMEARE L , BEFE,
4. EHFERRP | BERE,
5. ISR EEEFAVIRAL -
- BB -ENERABNENS (HEYMEBNREGEYS  NE. EFR. KF64EFT),
- KRBT - BRERABNER (KL 10@8Fx , &% 50, 000 BFT ).
- BiRE - EAESRURTESBREEE.
6. BERF

BREUVBUSREEETNE,. EBREFER K SRBERAERERNIE,
EEFRAUNRINERESTZTRAL :
B LAFER Chat REFEMMEA , @I E, Hl -

Update weekly-health-report to also check for Lambda function errors.

Add the use_kubectl tool to my cluster-audit-agent.

Change the system prompt of certificate-checker to also report certificates expiring
within 30 days.

PNREHEMENERASHE, ERLHERNEE  YEREFINER. ERERNBURETE,
AR EE R B R Ao ek

ERAEBHMEAROSRETREITRAEMARAANCTEELCH , SFENRE, BRIRMNEGEH
iCo
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EERAFHAELGCH

1. BEE DevOps Agent Web FEABRX PN ERAEEE,
2. BELERENEITREREN,
3. 1#{F History (BfE5C8%) RE|1EH,

ARERREETRTIEA
BRI A
A H WAREREXNFRANEEEERER.
AREE BRI AMRE (F2ETX).
fEEE I RE F X — SFEITHVAEEE R R | 3
FERFUE "FE. .
[SEE:) #A ARG R B B
EIREH RIIREE E /Y B HIM R

A EGREERZIF L | REERES, ERREB 10V SEDENREE X, LERHTARNER
REE,

a8 FARAE
AR 8 A
E5R®E WPy Bk A7 530 SRR
#ITH RERXEEEBHHT.
Succeeded P AL 2 5% 2h 5E Mo
KM P AL 3% A SHER N F A
3 B FHBB 1 DEARERE,
EBUH POl B ST A2 B F B EUH
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MR 58 A B

AR ERETERAERIFNTRER  SRERASEE-FAYBEENSETERY, FRM
NFEH,

=Yg EEE 7

1. RBLRBEREIFRED  BEELERENHM,

2. WREI BN BRE R B

RS ER TS RER

- TEFM -FRASUABELTE  UREABLESH.

- TEER -SETEEENELE,

- XNFEH-REEXERAREEENTAS.

- EENBE - AERAEENEMRMBER , URE#HE RN ERZETR.
HRBITHAR  BSEIREN. SUNRERHHRERRNVIUE , LECEBTHHEA.

MR BT RERER

/A Important

MR EFTREEX T EXECHEETTNREM. JTHFNRAASEE , BT, BREIEVE
Ak, 1B , MERBEEZFAUARERR.

A LA Chat MIBRBRTRERR. MBRRKAN , EBEER,
EEMBREFTRERER

ERMREEBRBRERAS. Hi:

Delete the custom agent weekly-health-report.

MREEMERAIEEERASETBNER, IRKEEXEESEAPHBRES  AgKAERKEREN
_Egl}l%o

BERIREER =
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BRIREEXE L

BIIREEXEERAARNFEEXFOE Y ELEHNRERXZHARYEAMER | MmMER,
HATRASHALLER MCP TE#TEE , SIMEYRER, BEASIEMINBRS , BLEEER
EERBEEERASZENEL,

NFEE

BEATREEA NS EHANBELEXFOE, SERERAEBNALE —RA. BE. EXNER
— RCSRERART P, XFOETIFEEZHEINNERE,

FX fm

BmEHEELARLERE , TEaXF. BXR. ERRNAEE, cMEeRETENTRARZHYF ,
3¢ B AT SAGE AL A B B S AL R T AR AR

BmxENETEER

- XF-RWE. RAMREH Markdown B X FEH,

- Bk - ARRELER. B2VBERELENITRENREE.
- BERR - RBENSERUHFFERBANTRENBR,

- WEE - BERRE., AREREERNERBRE,

EEm

RmEYREAREBITRERANAREIE, TRERINREERIARE. ZENRRRRPE
ERHERELEMERmANER  REEXSABRAMENTIE,

Hlan -

## Output

Produce a single artifact titled "Weekly Investigation Report" containing:

- A table listing each investigation with title, status, and resolution time.
- A chart showing investigation counts by root cause category.

- A summary paragraph with key trends.

REEASRERENRENBNFMAET. EAFTH I BEZESERRETRFHRE,
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AR i

AATRE , EENEARREERADNERERAER. EERRERURBREEZANE —
&, BERRNAEEREETAEDARELLTER,

BT REARAEERASZEPNAERmR. EAESHUKEESRAR.

B3

BB R BT DevOps Agent Web BAAIEXRERE LW ATER, BIIREEATUETER , U
EREEBE. REREE  IRBEINERRFERINEE,

BUEZBREARMAERITRERXANAZEINE, THEERNNERERIERE, EENRERRF2
ERPRVEBNKEBNGENGRSR  ERASSHDRARENIE,

Hlan -

## Output

For each configuration that does not meet the standard, create a recommendation with:
- A clear title describing the issue.

- A summary explaining the risk and the recommended corrective action.

SEZZBERENHE, EREUNRER "ER.,  YETHEHWERKRSEEEES., EBE
Fflo

miR 2=
AATRE  EENAERSRHSERARAONEERRAER. eMfteEREXERERL , URKE
THHEDEMELENES. CRAESHUKEESKRES , MORENEREE,

BEE DevOps £71%

AWS DevOps Agent On Demand Tasks 24K ALEE Al) TENHFEXE  IELEEKE
HHEARNER. 2MRAREERE , UEABAEEFIATRR. BUUHEREE AWS EIR.
RiFEE, BriE, FERTESNEHENNEE, DREANEBRERSENREERAERN
MEAER BEEZEAWS IRARERTECHEE,

Chat 224 %) DevOps Agent Space Web FEARE , WIRBEETERANEAREABTBACE, 7
HEHRBYHERLRE , BAEELTNRLEBELINESR L,
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E#5IheE

AWS DevOps Agent On Demand Tasks #eft£ 5N IhEE , AHBIEEERN THERMER

EREH - ARERAEZEHH AWS R , 21F Lambda EHE. DynamoDB & ¥l%k. EKS # =,
BEMERSEHERE, IXTURBHTRERE, FEFXERDBEREEEEREBNITER. i
o, B TE%A Lambdas £ Python 3.87 1 = "REAETAENSBHINERE 2 4

REFERED T - ERETNELRLEFREER  SFETMRE, #HRRK, CPU ERARMEBRHK
A, IRTUEEREREFRNVEFERERE , XBAIRRTANES., AEANTHEE : "M
BEREBE 24 PERIEER? , N "IBE—/NEHEM Sxx #5317 4

HERE - RETHMETHINREENENR , SEBRRERRD T, RENRFR. RENBFNER
B, MXTLEAERNEHERER  YRBELEMEHRESR, €8 ' LEAASHKRERNERZET
E? . % TERAENFERREE/M? .

WEED - AREHFREAEER  FETERAEEINKRERR. REREREIEFHIRE
FERZ 4, U1 8RE, BEHEEEA , flin THREEBFLNERNEHREZHN RCAL & "HER
DynamoDB FAEIE X EEMNRER. -

PR - EERBBCRENM , fINREEFEREHE, BRBEVNE4IN. KRS HRER
RERF , 3 EHE PR R RE.

EREE - BRER, WHNEXABERERIEHAS , MENXRIEANERAETFDHEM. 5
W, MERERIR. YAML HAERE R Runbook PDF H S FHHEREE , W Chat T RZEE
. MFFHMER , F2REEEEHM,

BERHE - CRARERCEISHEDES , AINESERBIRFEERBNER. IXRASE
EENEZENEHREE, S, "BRIHEPS K DynamoDB 2 EHMWER, =5 THLEEBREHRE
RAGRIFERIEERIRE ? .

AERT

£ In AWS DevOps BEFRAEHXH  EEMEEZTEERANBREARERSE , Z2FIELIEXH
ENRT. BTEEEHEVPESFTEIN. BERTURBBAL , #1THIKstep-by-steps .

T EUEI R

B R ThEE A 7£ DevOps Agent Space Web ERREXN P ABAMERER, CAEBMIT S + FiGH
Rz, BEZEH, AENHRENEARE , URBEREHKIEHFENHRER, BERGELE , £F
B TR ETERE S L&,
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B A LUEBK P newChat EHS B ZRIERE X ZBRYE{T DevOps Agent Web FEAEZ URL R
RN EI R, FALSHTEZERBNEBITE, Runbook HNEBWFLFE,

PR RBEFINNVERKABTRHMDE

¥ - HREAR Agent Space BiR. REBMEFRREN —REE, WRIETTBRERMAEERNIK
FRER#%, FHART , BUUEHERERE, HEELCHE, AEEFANTBRALTRRS,

SHOE - BRE4AOEERER A FHHERASZENAEEZ, HREBNSHAEX R LBE.
MR TBELHEER , SENERRRNAERS,

AEFMES - AR ERER  DRERUEBEXAENRNETRAEE, MECRENBGE. ®’R
RRER. BARRGERMEETE, ST URHE N ARSI ERFERER,

TaFh - RFEEE , £RAGRRGERER  THRLIESNER , YRREFELE. WXTHEE
BEBEIEF , X THEATABHEBRNTE,

ESEER<BYRE  WXAENATH , ERRSESEURHEBIRENEEET. EERHBTHN

HER K CE8ERALTXHNERATHE, ELRERENHRER K IXSEERRERENTBYRE
SERC k.
AR @ fE

Chat ERIRZE7E DevOps Agent Space Web EAEX AN EEFAZEEE, LARBRAJRERE
WEMEEER  MAEEEELEARNAETIEREEE,

BEREFEEFRRR K WXSED THREEEHEERZBIERENBE, flN 'EESTHLER
2. MNEE X TERETHERR? L F2RENEINRAE, ECRHEQBAR K PXEKHE
ERAETHRE , IEEERELHINBRARRRRA.

HEBEEL , IR THEEEHEHRBREAD, EHSHDHENTMERARZHARFHE
#o REHBERETH[ —MERIREEZRFHEEA,

RAEERFRUXE K WXTURELETHRERAEZETINAEER. EENELER, EWLLHE
BAEMER, RENRFEE A MEFTEEAEINEZANR.

EEARRATERESNEALESENRE. BRAREREE , (TR E A RNHEERE,
BN

PREHEHFRELRCE  RERELINNRLSE LNERH,
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BV - REPREARTN "R TERRL R, £RB L TXHWERTREHHEE. T
HETSLERLNPRNES , IRERETHEANEE , mMAFELERE.

FRHFEESRGCHE - RE TERE UBRERASZETNA LG, HESREEIERN
REELMAEXFETHER.

REYE - REREPEIEAHEE  UMEEHFENE ST RE. IRSEBLNASNTERR ,
RCRARKSELNEERINREDE. ECERAHERIRERR K HEARNERE , B
EREARSRFEEE NN EER.

IR HRERLRGSESETRAEZEA R, BEtEMERASZEERIFN—ETRA
EZREHRHHEE, LR ITERBBREAREENEB T RRIFREE,

3 PN EC S

£ In AWS DevOps EIRAEMXAF , BEFIIRR , EREEHBERELIEXAE, AERHES
{tstep-by-stepz #7 , LEEFERREIR A

ELBIRERTH , FEETCRBITNVHSE.
REDX.

IEEEEHERREPRM. SUNEREHTE

NEBEHWHMET,  BSHADSHOE,
ELENm

AWS DevOps Agent X EBI XM : FRASHEHFREEENGERL. REZH X4, KmEBX
Ul FRHEZANESRER , ARRENEE A EENRR , SIMRERSE., BRBENEERERT
fbo

& AT LA{¢ DevOps Agent Space Web ERAEXNHFHNEMEEBFERKm. WRAXFEA BN EEARRE
ERmMABHEE,

B m A EE R

ELERNRBZURERTARK  WREEERR , BEEHNCHXHF , LR R EHEZ K mER
Fo

EXE -BEXBAFSHERUBUKERNMF, flw, R "RENEFERAEZHELESEEEEFR
|G N TERLBRMN 4xx EHREE .

BE - RmEHRFE -EHREEAERY. SUTNABRTEAR  BARERENXES,
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production-operations-autonomous-incident-response.html
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fmiE - BBYRFRYAMETEE, fla, B "7 Lambda /BB LFEELR = "EHRE U
B LEANER . . BRI MERE R EERE K MRE,

AR FFREUX @

CANEFEHEFRRLFIEPRALELORS  TEBHEWR. 5100, WEBX T5IHeEL
URPRTNAR,) % TERAEHELOEERERE, | MR ARE RN ERERR R L
ERRNEE.

ERLIhEE SR EHFEPNEAFERKINEEEATRASR L, EFFELERMERNA
I B # B (] YD K B S Se % B AT 4% 2

BEERM4

BRI ERERIPRAS , UENXTURENEE-ERE, CARGRIZEEEEENR
B BERRJVETHEFENER., HBEER. REEXK. B1F Runbook , WEREFRASEER
BRE,

EXEERENENERAEZE - HEERARZEFIGERELEER K MAFIESZ I YR
REGHTHMEE IAM FFAARE,, —BEERER , BERNE LEEZEM Agent Space #FE.

MTEREER
BAEB=EA SRR EAL

« ERMXBATESFEZELBER  RARRENKREPEN —RSEER,
- B-RSEERERZW K@ A B
- EEREAER LR, INENEFENER R,

EENSEAERSEENRGATERAR,  YEFSLEEEER, eEHEER  FEEHR
F. eEBRER  FEERF LN X, EEMEENERNELER  EXRASREEANRE,

X ERHERER
Chat 2 T 5 = BERIMEE .

« ¥ -png. jpeg. jpg. gif. webp
o X -pdf, csv, doc. docx, xls, xlsx, html, txt., md
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- XFMEXBEER -
json, yaml, yml, xml, jsts. py. java. rb, go. . rssh, bash, logcfg. . . ini
toml

LEmgiEEELER UARNESR

THIREBARZAASR

BR 5 Value
ERADLER 3.75 MB
BRAFSNM4 (EMERES) 20

He | Z#{ux# (PDF, DOC, &% 5@

DOCX., XLS. XLSX)

A, BRABRNFNHGARLERBRFESEENESEAASRATRE, NRABREMAEAK , BX
SHEEFAE  YEREEBE RO MEN K NRBE,

55 F =41
E DevOps RERXNFAERMUHNER SR :

- ERBETIRERERNNESHENER , YER Chat #EFXMHNAT , ARETREEENNE.
- EEBRBREE  XERNXDERREE, ERELEIEEETR,

- EIZFMHBER (5l YAML, JSON = TOML #H88 ) , WESR Chat FH#BEEE, ERREST
ABTENRE,

o JEERME Runbook SEMH RIS PDF , WER Chat HE#R AR gt — REEXSMHEEF I
HEFEELNREEAZE , J«)\E*KE’Jnﬁﬁ_ﬂf)\ﬁiﬂJEJ—’ﬂo

gEHEH

THEHIREERTTLAFRE Chat WREEER, SLE@FSREARFMABTETES.
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KmELEEH

£ DevOps Agent Space Web FEFREXWEMEM®E :

- AENERARZHELESREREEERERE
« BY EBFE 4xx SHRN®E

- BEIBX 30 RNEABERS

- BYRENFBRBNENEBRE

- BEEIBXR 7 RVERBELCHEME

- BFFERBNERREIREH

BERENEM
#£ DevOps Agent Space Web FEAREAWEMER :

- B%4 Lambda B EEEA Python 3.8 7
- REBHEMEGBENRE ?

- S EBREFEFTENFTE DynamoDB &Rl &k
- EEERBPETR EKS BF

« TBLE Lambda ENBIEIB X 90 XA KR EFE ?
DI REFARAERGIR S3 fEFiTE

- BB RDS HITEBEETHITERERE X ?

RREFIREEDN
RAENEHEEER

- MLEBEREBE 24 NFREE?

- BE—/NEFHME 5xx /IR ?

- BTRARRBEN Lambda $EEREZ

- W ECS EBEH CPU EREXREZD?

- BHTERPREEETMEFERETENER?
- FAREERH AP| Gateway PRFAEH

gHEH 175



AWS DevOps K22

ERAEER

« PIAMERBHERRES ?
- BHEEIBE 24 NENEBEFERERS

AHAMTIEEN
RAE -

%4 Splunk B 568¥4E

- F’~ Prometheus I8 ER HEREE
o WERFEERE T WLk Datadog E5E#RES ?
« Sl EAREBRE

« FA’R Dynatrace & &RIRERE

AEREEN
REAEEEHR

- LEAEHEERNERRME?
- TRAENFEIRREER/M?

- BELLENFAERHE RCA

« DynamoDB FAfFER Z D ES 4 ?
- BTBEFENREBZ

- MERBBLERERNEH?

AEHHNEANED
REHEFMEEAER :

- BERTWERE?

- BIRRT WLEMRER ?

- ERBNERBERBRAESZS?
- WEHHBNSEHEERAM?
- BRAERA/ERBARER ?

« MEFRIBENRERR S ?

gBHEH
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- AEHE  HERETES?
- RELEHAAENEE

I

HEEFR

&r

RAEFMEAET :

« EEM 14 : 00-15: 00 UTC 2B F AR BES , LERTEM RCA
« %3 DynamoDB A& E B A R

- REECS #5/HRE , LEERTERET

- RgEBE 2/ MRHNAF , MAREXNW AR

- B4 3 MAEHRRIEE

- &F API Gateway HFEMIE Lambda HEE

HFhEREM
FEpEME

- HEVE 3 BSEHEEZRMAE?

- BERAE%S K DynamoDB 2 EHMWER

o WRLEEERAE BHAAH E R i 1R RIEE SR EEE R RE 7
- JIHATFEREOASEHN B RE

- ERNRREHERRERSR

- BLEEBHRREENTESRS ?

EERAEZEHRRAIWEK

R IhREiE A A FF B DevOps Agent Space Web FEARER ., SRERFECRREREHETNREEN
ERAEZTE,

HMNERAEZRE

ELREUHNERASZEE , WXNEEEBHHA. TEEENNEARD IAM FFAIERE, &E
DevOps Agent Space Web EREX#& , BIXThaE AT B A Web BRARX W FAEERER,
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BENERARZE

MREEMRBM BT ERAEEZR , AILARMAREN IAM 5T, BEMERE
BE 1 MY EFRAERE FEARENFE

EEE AWS DevOps RERAEETES , REBETHNEE , X ERABMNRESFIERE,

(@ Capability gaps identified |

DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

cloudsmith-steering-and-chat-default (Cactions a ) (" operator access 12 )
Copy ARN

Welcome to the cloudsmith-steering-and-chat-default AgentSpace! Edit Agent Space

Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to i igate issues and rec pr ion steps. As DevOps Agent solves issues, it lefyns | Disable Operator Access  fic pejps it

diagnose incidents faster. Track DevOps Agent's mapping activity and the relationships it's found below. This number changes as your Agent completes investigations or gains cpabi  pelete Agent Space

‘l 400 Relationships mapped so far

Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.
+ Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run.

+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it

REMAREEFTIRNBEBEMNIRE,

Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center
1AM |dentity Center Instance

Your Web App user access will be managed by the following LAM Identity Center intance
£50ins-722323a2de611¢55 |

1AM |dentity Center Application Rale Name
Authenticated Web App users will use the following 1AM role to access Devips Agent
© Auto-create a new DevOps Agent role

Create and use a new service role

Assign an existing role

Prowiced role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template
Use provided details to create your own sobe in the 1AM Console
Web app role name that will be created

o
Pihg: PRl o

Operator access

1AM Role name for administrator access
This role provides administrator access for setup and configuration of your web app
© Auto-create a new DevOps Agent role

Create and use a new service role

Hasign an existing role

Prowided role wil be verified by DevOps Agent

Create a now DevOps Agent role using a policy template

Use provided details to croate your own fole in the LAM Console

Web app role name that will be created

~ Configure web app

EEEBEMAWKREN IAMFFE , URAEHEMBE RVERE 75,

BIH 2 1 FEHTIE IAM R
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ERAEER

B THIAM FAHEEEARENREEENASR .

« aidevops:ListChats - R B X ¥ 58 B £ a0 8%
+ aidevops:CreateChat - B FAVEIKEEE
+ aidevops:SendMessage — XA S FE U O fE

EEZE AWS IAM 24 |, REIEH DevOps Agent Operator B | A% &

R, MEFFUR , WREMEAA,

ELEHFAHEEAGR

TERE—IRIEE , FEFEIE DevOps Agent Space Web FERRER , I XEHREE RE Web FEFATE

A

fZHY DevOps RIEBER

AWS DevOps Agent X EEEFE L - Web EARXERA. BERBWE (MCP) S, Agent-
to-Agent(A2A) B4E., BERAERFIRIHE (ACP) B4, SHEEEE BAE{LH Webhook , LA E#E

APl 7Hl, BEREBESEITERENEMERNS E,

TERAELFENAZE , UM u{lELRZE DevOps Agent AR,

Browser _— Web App
IDE / MCP Client —_— MCP
Agent / Orchestrator ——m——=> A2A [ ACP
Monitoring / Ticketing ——=> Webhooks
Custom Apps _— API

G

DevOps Agent Web FE 2=

(2

AWS DevOps Agent

Web FEATER 2 DevOps Agent WEERH, FRYURBIAWRARAEEH., ERENERRENSE
BE, WEFMEN , 552 MBthe section called “f ER DevOps Agent Web FEFFE 27,

17H DevOps REFRER
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BERRNABEAHE (MCP) S

BRI L E R EE MCP AR A Fiw M IDEs 77EX AWS DevOps {REBERIhEE , 40 Kiro, Claude
Code # Cursoro AWS DevOps REENREEANIRRE MCP xS , B UERAFZIFRH AWS
SigV4 ZRAERKEZEZZFH. EENWERIIRED , B LRAESEH. REMRAR. BRIEEMS
., MERERP , 2% Kiro power H Claude Code /A HMER |, 5528 the section called “E{EE
DevOps Agent i& i {7 IRES o

AWS MCP fa] iz 25 th AT A A IE 3 AWS API 7BR , 3f 7E 1= i a BR 25 v 76 A (E A B R B Ao

Agent-to-Agent(A2A) &
B LA E A EERE AWS Sigv4 B AESRL , EBHEA Agent-to-Agent (A2A) v1.0 IR if i 2% B 8

REBRENEHRE AWS DevOps Agento BEIRAETTLMEIEAL, S EEMEEagent-to-agent@FAHY
FERHERK, MERERA , 552H the section called “iE#EZE DevOps Agent iz i {a] IRES o

ERAERAFImBAGE (ACP) 25

B R RERXAFRBEAGBE (ACP) , UEXFHZFT AR WA AWS DevOps KEFER. https:/
agentclientprotocol.com/get-started/introduction 21 FE B &l , 5526 GitHub £# sample-aws-
devops-agent-acp-mcp A1 E,

Webhooks

Webhook I ZEIZBR K B EN G EE AWS DevOps REBRERAFAE. NBRAK , INERFEMERT
B A\ EEHBAREIE HTTP B3R, MEFMERR , 52 Bthe section called “FEi® Webhook Al
F DevOps RERER".

AWS DevOps REER AP

AWS DevOps REBFERNRM APIs , UERFZRFT AR FERREEN I, BUEIMEE Agent
Spaces. MEEFAEMENEEEFTE, MEFMENH , F2E AWS DevOps Agent APl 8&,

E 4R E DevOps Agent i i @l R 25

AWS DevOps Agent AEE AR BEA T E (MCP) #FlAgent-to-Agent(A2A) 18 FA 1% xE 1= 4 2 A= i {7 Bk
25, FAELMAMREINEEN IDE, CLI HETREEXNESEZD REEXZM,
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https://docs.aws.amazon.com/aws-mcp/latest/userguide/what-is-mcp-server.html
https://agentclientprotocol.com/get-started/introduction
https://agentclientprotocol.com/get-started/introduction
https://github.com/aws-samples/sample-aws-devops-agent-acp-mcp
https://github.com/aws-samples/sample-aws-devops-agent-acp-mcp
https://docs.aws.amazon.com/devopsagent/latest/APIReference/

AWS DevOps REEZX EREES

X ERNBEABE

- MCP (BERARBEAWE ) - E#E IDE M CLI AFix , #l#0 Kiro, Claude Code, Cursor F1E b
MCP tHHAI &,

* A2A Agent-to-Agent) 1.0 hix - E# B B ERE X L # Tagent-to-agentiZ XK B

s
3 i R AR B8 T 1E (B 13 URL BX4S

https://connect.aidevops.{region}.api.aws

B E BB Method

MCP /mcp POST

A2A /a2a/* POST

A2A REEXF /.well-known/agent- GET
card.json

MEAARERIBAEE , 5528 the section called “X B [E1T,

B9 BRE
MCP F A2A IR BBt EAMES D BRE S E -

- FREN (AH) -#EA—EFERAESZEANE-F8. ARERNARNREERE.

- AWS SigV4 - AWS LIBRARERN T 7 8FT. ZEZ @ Agent Spaces , WEHIRBH AWS F 52
ER®E, H mcp-proxy-for-aws BHEIRE , ERFEAEA AWS ERERBEROABNKIE,

BYFHFEN
FORMRAF
- HARLHERASZE LA FBERZIEE.
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https://github.com/aws/mcp-proxy-for-aws
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- BUEBEE IAM FTR SRR E B FEVER
(aidevops:CreateAccessToken, aidevops:RevokeAccessToken, aidevops:RotateAccessTc
MEZEFE | 552 Mthe section called “DevOps RLIBFER IAM 5577,

i P 7 BURE AL

1. B A AWS EEFEAIWBI AWS DevOps REREXNEZEA,
2. BEEHNERABRZA,

3. i®#Z Configuration (#158) &5 EHK,

4. EERFHERYT , BERMA

5. HEFLENE.

BUER

1. AR ERENZEM DevOps RERERN Web BARERN , ARNREBEYRRPBERTE , AREERT
BFR.
2. iZ1Z Generate token (E4EZFH).
. MAFHNER,
4. EEFEE
- read - RRBE, ERE. WXNEBRABZEER.
- operate - REFH., 28 FHMARNRread , UREXALS., BEYNXNERFREEBTN
B=.
5. BERAFmEAR .
 human - EA R IDE M CLI £/ (Kiro, Claude Code, Cursor MIEttEEHXTE ),
« agent - AR BEE A2A BEFERFRFTREEN,
6. FREBHER (1 B 60X),
7. ERFHELEREREWNE , §/I0 AWS Secrets Manager, BEEBXHEETE.

BIYFHF2E , Web ERAERRNSEREREES , B AEZEREIHE iR,
B4 Kiro B4R

1 Kiro A% , AT IDE = Kiro Powers T & EUSE A K AWS DevOps Agent Eiff.

FBR1: ZRER
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://kiro.dev/
https://kiro.dev/powers/#aws-devops-agent

AWS DevOps REEZX EREES

& Powers Marketplace & & aws-devops-agent &R
FTR2  REREBEEH
RE THRIBEEEREEEELR -

DEVOPS_AGENT_TOKEN=<your-access-token>
DEVOPS_AGENT_REGION=<your-agent-space-region>

S 3 & Kiro FRIE

BIEE%E > MCP BEM Env Vars 8% DEVOPS_AGENT_TOKENFI DEVOPS_AGENT_REGION, IR
ESEESREZE |, Kiro T2 T MEEZE MCP [R:S.

SER 4 EFERE Kiro

EHRE Kiro LEREE,

Kiro EiR2E aws-mcplER B , 7 1Ei1E 1R A iR 25 i B A 68 A F IR (L E 4% AWS API 77EY
£/ Claude Code E##

¥/ Claude Code % , AWS DevOps Agent AJ £ aws-agents-for-devsecops Claude /A2
S , AHERAE AWS DevOps Agent 1 AWS Z2 BRI INEEH A Claude, # Claude /M H1E
AFERRRTFEREE.

1. ¥ aws-agents-for-devsecops ZA 2,

R
>
&8
il
X
=
=
3

2. #11T /aws-agents-for-devsecops:setup-devops-agent®n

B H fth MCP A FimiE#R
HIMEMIE MCP AR Fin , BEMA T 5118 B REMMARER

« URL-https://connect.aidevops.{region}.api.aws/mcp
- #RMEIZETH - Bearer <your-token>
- BE-ZFZ2 1208 (VREEANESES IO ; HENIIXTERRATETEERNER )

NMRERREFFHREER , MAEEAERAERINABER |, RltAREBEAR Kiro # Claude
Code,

#if5) MCP #HRE :
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https://code.claude.com/docs/en/overview
https://claude.com/plugins/aws-agents-for-devsecops
https://claude.com/plugins/aws-agents-for-devsecops
https://github.com/aws/agent-toolkit-for-aws/tree/main/plugins/aws-agents-for-devsecops

AWS DevOps REEZX EREES

{
"mcpServers": {
"aws-devops-agent": {
"url": "https://connect.aidevops.{region}.api.aws/mcp",
"headers": {
"Authorization": "Bearer <your-access-token>"
}
}
}
}

{region} #& BXX BEH Agent Space [E1F ( Bl us-east-1), XA <your-access-token>Hl
RBFHRE,

£ H SigvV4 & B

SigV4 B RFB|HERAEKH AWS BAEHR , MIFEFEBFR. Kiro power M Claude Code A EXTE
EIB BAE SigV4 X Emcp-proxy-for-aws , ESMEAEHNAE AWS EABREEFER,

{5 F Sigva B

- EFEEERRERERLE (1B, &%) KREAEA.
- BEREZEAERAEZEBMEEEagent_space_idkBETLEFUKHE K BAFTEFSRE.
- EAEAEIREIE - 1£ Claude Code H , HITHERBELLIE Bearer R LI E] Sigv4 BB %,

FORMRAF

« AWS RIEFATRAMEAER (&EB SSO. RELHHBAERER )

- BHBEAERXEEEWUA AWS DevOps RERABENTR, METHLENTR , F2H the
section called “DevOps KEER IAM 551"

« uvx B&Z# (REBEIB #H1Tuvx mcp-proxy-for-awse@latest)s

gIfIERE

EEA MCP A FImREAMSEH Sigv4 MIEFMFRF , FiEIB #H1TRKREBmcp-proxy-for-
aws. {region} # B\ A RERXZEMNESE ( HII0 us-east-1):

{

"mcpServers": {
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ERAEER

"aws-devops-agent": {

"command": "uvx",
"timeout": 120000,
"aIgS": [

"mcp-proxy-for-awse@latest",
"https://connect.aidevops.{region}.api.aws/mcp",
"--service", "aidevops",

"--region", "{region}"

RESEAREAWS EABRKEZSEFBR , AUTIFEFREN.

Multi-Agent-Space & H

£ Sigv4 X # |, FHiEagent_space_idBEIENNY  LUIEECEFANERAEZTHE, EWERRL

E-RAFREZETRAEZEEETRE,

A2A S

A2A SR EEEER HTTP+JSON B EE A2A v1.0 1,
A RIREE

£ A2A BR LEET5IEE,

8 HE
A2A-Version =
Authorization =
X-Agent-Space-Id fEPR SigVv4

DU

WERK 1.0, FIRISFIEEERE
MIFER , SEMA HTTP 400 &
E%_1{Eo

FEF%F (Bearer <access-
token> ) 3 an AWS SigV4
#E, mcp-proxy-for-

aws RIEE A Sigvs %
=,

BEEERASZMH ID, £A
Sigv4 , RS R IREAR
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https://a2a-protocol.org/latest/specification/
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X WE DU

HMREEXZE, EREAH
N, FNERNAEERRZ
B, RS2 ILERER,

Content-Type ERRAX application/json i#
ARE®EAXHFER | 6l

message:send

ERAEFRR
U T vEBBAERENF :

GET https://connect.aidevops.{region}.api.aws/.well-known/agent-card.json

EXENRE

« SendMessage - BXFA S L Z U EIFE,

« SendStreamingMessage — E4£ EIEREREE,

« GetTask - BMEIRSEKHAMREE,

« ListTasks - JIHERASEZBENER

 CancelTask - BUE#I{THEVER.

 SubscribeToTask - EiB I RAFFEENEHTREBEN.

e

- HE - RFEBENREFBLS 2 (5-8 7 ) »
- BIX - RIFBER BRI

REER

B EE

- ERAREHER : operate REEAFREEBEASRNERERR |, read T RHEHESEE
- EfWmRER, FREERENFEGHRES (ER60X),
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- BERREERRSBHIMZEESD, FVERAERABRHEXRRFH,
- REAIER , FTEDRITERARLLE,

TRE

IP 7

BYTFHUERE , SO LURBEFEE IP RAFPEE. RER , A RBEREEMN IP #hit = CIDR EEE
M. REHAM IPsiERRFEUERHRMERIER,

B R A A

- W - WINERNELTNERE  BRREZEENEE, BEMNIP AFHEE. BEFHEIHX
Mo EAFNFRHEEREHAFIRERE,

- WS - NREREIAR , BUEHEER. BENEREEER | WERER.

B REE A RN FR

MRERRFHCORE , FFER/THIDER

1. HEFAEFMHFE - £ AWS DevOps REEATEAH , MREHREREAZE , BEERREIE
B N AREFRFNERDEEFA, SEVIHEYN AEERXZENMEFAEFE.

2. HIFRENTFR - £ Web BABKF , sIERE > FHZEN , EFRAENTH , ARBEFERE, A
EEAEIER , &hra UREER.

3. ENRAFHZN - BMEIARHNFH R , MRENATEFZNEEN , FREERSIERE
MR FEFER
LR ERET A MR

B ER RS AR B awscurl, THGHER Sigv4 B2 EE., SEE (us-
east-1) X ARIFRAEZEHN EE,

AE SB1ERAAWSCLL, $B 2 M 3 EH awscurl , EREMA Sigv4 2E HTTP 3
ROBFIITE , RAFRFRHREESAREEAN AWS CLI 55,

FR1: HHENERABZERE

aws aidevops list-agent-spaces --region us-east-1

FR2: JIHERAEZEHNFIER
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https://github.com/okigan/awscurl

AWS DevOps REEZX EREES

awscurl --service aidevops --region us-east-1 \
-H "Accept: application/json" \
"https://cp.aidevops.us-east-1.api.aws/vl/agentspaces/{agentSpaceld}/access-tokens"

HER 3 AR

awscurl --service aidevops --region us-east-1 -X POST \
-H "Accept: application/json" \
"https://cp.aidevops.us-east-1.api.aws/v1l/agentspaces/{agentSpaceld}/access-tokens/
{accessTokenId}/revoke"

# {agentSpaceId}# HEift{accessTokenId} B 5caiEEHIE,
CIBEY s

AWS DevOps Agent 7 AWS CloudTrail # 52 &= i ] IRBFE B {5 718 LE 5 8% 2R B Bt 5t WY A iR % fa]
fREs , URREEXNBITHEE. AWS DevOps REEN G CloudTral EHRFAFERXERBERAZE
Fﬂﬁ AWS EI’SJ'I’EJEo

FRFHE I REEMH

)% AWS DevOps REFEERTE MCP = A2A in BN EZEFER/E |, #8€ M@ CloudTrail 2
HAuthenticateAccessTokenE#, AWS DevOps REERSRERIMABNE D BE, FH
ELERRERES LR , WEREIIERNES., @3B BHRNBMENER , UK IP AFFBEEE
SHIWEER,

EHERTIEMTE -

« EHRIR - aidevops.amazonaws.com
- EHEM - AuthenticateAccessToken
- EEEH-SHAREESEH MEATERHESH  REECHEREEBESHRNATR,

EHTETIEBMA
W1z =0 B
userIdentity.principalld SENFEER ID,

E#RZE DevOps Agent iz i A AR ES 188



AWS DevOps {RER2

ERAEER

Wz

userName
requestParameters.agentSpaceld
requestParameters.accessTokenId
requestParameters.tokenName
requestParameters.protocol

responseElements.Authentica
teAccessToken

resources

additionalEventData.roleSes
sionName

sourceIPAddress
userAgent

errorCode , errorMessage

(@ Note

BT

FRFHNEE,
FRARINREERXZ™M,
FEER ID,

FRFHFEE,
EREHA R E -MCP 3 A2A,

R -Success = Failure,

R ERFE M Agent Space EJR (AWS: :AIDe
vOps: :AgentSpace ), HE ARN &5l

HRAIINESRE , THAGTEREERBW
XA token_{spaceId}_{timestamp}
_{tokenName} . ERATHESIREENRE
BEXBITHEMEE BB,

A EIwM IP #rht,
A Fi% User-Agent F& | A A B,

HRABWE I RE  EESIRENERERE,

AWS DevOps REREXNEFTSLHFR B AR THE AETERNFIER ID ELRESH

o

THEBESH

ERERATFRUERR , AWS DevOps RERASAREEEABUHTEE. AWS DevOps RIETRE
A&7 CloudTrail FREEs&tAssumeRoleFRY | H A&l & A] 3 B REAL I ALY & 09 THERE BB
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AWS DevOps REEX EREER
« AgentSpaceld - ERABZRBEHFBIR.

« UserId-#ERBYENT D,

* AccessTokenId - FRFHIME—B BT,

 TokenName - ERANFRFRFE R,

« ClientType - EAMBABGE (MCP, A2A),

« Sourcelp- AAFIwM IP #bit,

* UserAgent - AFimEAEREBERAFS (WAK ),

REERXRREGENMN S @B EERE CloudTrail SRS EET HE AWS APl 1Y, A€ T/ER
BREABER B token_{spaceld}_{timestamp}_{tokenName}, tt THHEBREZBHTE
AuthenticateAccessToken EffroleSessionNamed Y ., FHER S EBRFERIZENIEE
BE,

Sigv4 SH

£ AWS Sigv4 B REBEMIIFFMFHANAATEEEAuthenticateAccessTokenEH, AWS
DevOps REREN 2 Sigv4 BEREBRRZHN S 2 AWS EERER (IAM) 575, BUEHRAEREN
BB H B A T AWS API FEAY ST BY B4k,

VPC i 2 B PR %

E i A AR 2R IR R T X8 VPC Im B, VPC ImHBURE LRSI EAEIMF A Sigv4 & 2 B i W
i,

=7 HUER

FHFAREERARE. EEEMARERTE .

1. R RERAZENERRSIER,

2. EENMFNERS , E2EFM,

FREVEHEMAFNEEN. RANZHTEMER , BEEERMANRZEEERM.

ATHILEBINERAERMAFIEN , FEIIERETFIUER APl B1/ER UpdateAgentSpace B)fE
( EHIFEER I ) MYARFSIEFIEER (SCP) !
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JEE : $E#aidevops:UpdateAgentSpaceth BfF L HMEFRASZEERH (2.
HIR, HERE ). WRABEZ , FEHEMK SCP A& — FIRHIEB AR L ER /Y
BUMER , BIEE ARBALLIIEE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyAccessTokenOperations",

"Effect": "Deny",

"Action": [
"aidevops:UpdateAgentSpace",
"aidevops:CreateAccessToken",
"aidevops:GetAccessToken",
"aidevops:ListAccessTokens",
"aidevops:RotateAccessToken",
"aidevops:RevokeAccessToken"

1,
"Resource": "*"
}
]
}
SR
Bk RR Resolution
HTTP 401 K2 FRAENDIBE, £ Web FERRERAEILFHNF
HRWBIBRENFR
HTTP 400 "% A2A-Version RV BABERTEE, X  #A2A-Version: 1.0 EHE
EEE" £ A2A v1.00 8 E A2A 553K,
HTTP 400 "ERABZEARHKE A2A +SigvV4 BFRFEE X- # X-Agent-Space-Id:
BEAEREN Agent-Space-Id &, <agentSpaceld> #iE@EH
Ko
B3R B PVREEEESI0W, AEE KAFRREREAZD 120

E 58 niE, ¥o
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ERAEER

e N

EAREE

R &
TIEREA YRR URL SKEH,

Resolution

ER% URL #&= : https://
connect.aidevops.{r
egion}.api.aws
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RER S MAE

AWS DevOps Agent ZIgE ZBANEEXNEEIRAN TENERRERBERAEREXNNEE. RE
ELNRUBALENSEHRE, BBLEEITHERE , UREEHN DevOps LRERMERES,

T OB AT 15 B &€ DevOps RERAMNBRMR KL :

« AWS EKS FEERE - B EMILE EKS IRIERA Kubernetes #5%. Pod B MEESHNBE RS
&

« Azure B4 - H1Z Azure §]BIM Azure DevOps ##: , LA
EEEE 22 3 R

- CI/CD EEEE - E# GitHub M GitLab EE , K BREAEYE Y EFAEHHERERN
REE

* MCP fAR=RER - EBERAREA B EERNB TR T EMBITEERRERIERAEDRE

« ZIRFE AWS f7H - ®REXE AWS IkF U RS4RI B ERERZEARNER

o BHRRES - EEERYES | i Datadog, Dynatrace, Grafana, New Relic # Splunk , A&
HEmm S A HEREFER

« EFNMBKES - Connect ServiceNow, PagerDuty H Slack , LA B Bt B4 B FE T 4RI R
B tih 1E

« Webhook #%E - AFFABRMIER HTTP AR B E 83 DevOps RERXFAE., WMFE Webhook 5%
E, BoBRB|AENBREXNNFHMER , 5528 the section called “EiB Webhook 4 DevOps
REERX,

-« Amazon EventBridge & - EiBASFAEMNZE 4+ B S4B 2 Amazon EventBridge B , #
AWS DevOps REEXHASHESEERARER

A& Azure BEJRIAE Azure DevOps &

BRLUBRBEERNSERTRIRANTEHE K BYRESEE, YS4OETERERERNE
B  AREAFEREEHMIRE.

RLRAEEBE —MR A%

MREELFRBHBER AWS DevOps RERER |, BHEAE GA BITZREHMEN IAM A6, &
EEERSBRENCIRFTNERACNERFAR,
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EES2ENAR

1. BEEFRAEHBNEENXEE L&
2. K BEBRIKAEHRE AT ANBER
3. Agent Spaces HJREHIBEFAY IAM Identity Center FEFAFE R TFENEI E

RELFEEBERREFEIRE LK

GA RRABIATHANRZ M , UR(LIIRE LN FEUES, HRELEE  RALRAEHE
(2026 £ 3 A 30 Hiznl ) WEFEMRELLHFEEEEFN,. £ FABEHNERINAEAZNRE
BRAZZE, WBFEEAREENRHE.

M ZEBR

HR GA, AWS REMRAERABRNAZEBR

AcER BER hn

B AIOpsAssistantPolicy AIDevOpsAgentAcces
ZEBR sPolicy ZEBXE

EZF (IAM # IDC) R ERIBUR AIDevOpsOperatorAp

pAccessPolicy ZEBUER

o BERFAGEEEFNNEMEEE , M IDC EHFAGEENNAREE,
TEIRIRAF

- FEERE DevOps RERXAE AWS WIRF ( TENMBEXREIRF )
- BRAR, BERMEEHER IAMFFH
- BHERAESZME ID, AWS IR ID M[EH (DevOps ERAEFZEAFAR )

SR ENERAG

EHETERFHINESERERFINELRAG, EERELANETRAETZENIIERSIZEBTRENE
EREREAR (EHHEE/XREHE : DevOpsAgentRole-AgentSpace-3xj23962),
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#on-demand-chat-history-from-public-preview
#new-managed-policies
#reconnect-iam-identity-center-if-applicable

AWS DevOps AEi25 (&SR

1. 7£ DevOps Agent i A |, BIFEH Agent Space WEEINRER 5| 1ER.

2. BRFE/RERFEWEEAE (I DevOpsAgentRole-AgentSpace-3xj2396z) , REIE
BiRE.

3. EFFAIBERT , B AIOpsAssistantPolicy AWS ZEBK,

4. BIEFEE T, EEBCR , UKEREAIDevOpsAgentAccessPolicyZEBR,

5. MERBBE , YU TIHIRETMREARAR , LEALEHIIRS ID

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1))
"Resource": [
"arn:aws:iam::<account-id>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"
]
}

1. ERABHNEERRTEREE, RERSNSTIIRIE .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"

}I
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"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/*"
}
}

« RBEXRERFINEZAGEEIER 2-6,

SER2 EMEETAE (IAM)

1. 7£ DevOps Agent T2 AH | BEFRESIERISKEE FALE,
2. £ IAM =267, EEFACBRAGNARBUR.,
3. IBIEFIEEF Y., EEBUR , AR EREAIDevOpsOperatorAppAccessPolicyZEHE,

4. iEFEEEBQﬁ’*%EIFﬁ RRBEFEEBEEBR. EATIIEERAEERR , IBREHNIRS
. BEEMERASZEID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
}

M ZERE
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}

SRI.EFEETFAE (IDC)
MR & 1AM Identity Center B2 DevOps Agent iR |, SBEHSE IDC BEETA/E,

1. £ IAM 247 | 5 AN E 2 WebappIDCUA 2K EH DevOps RERE IDC A€ (440
DevOpsAgentRole-WebappIDC-<id>),

2. i@ IDC A& :

a. BREEHNARRBK,
b. BRIBFTIEEF W, EEEUR , UK EEAIDevOpsOperatorAppAccessPolicyZEBUR,

c. EEEABRRSIER A ARBEREBEEIR. EATIREBRAEERE , UBRRENIKRS
ID., EFMERAEZEID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
},
{

"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"

}I
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ERAEER

"Action": "sts:SetContext",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
3,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"
},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam: :aws:contextProvider/IdentityCenter"

I
"Null": {
"sts:RequestContextProviders": "false"

d. SER T 5IFF T2 M AT A ERBUR |, LAERRERIIRS ID -

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribeInstance"
1,
"Resource": "*"
},
{

"Sid": "AllowDevOpsAgentIDCUserAccess",

"Effect": "Allow",

"Action": "identitystore:DescribeUser",

"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"

MR EBE
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]

B IEL 1AM Identity Center ( Z15EF )

EHAAEHREREVN REERXZE TR EABRNFIEEEE IAM Identity Center ERAE,
BN GA, EFENEEA a1devops.read write, ZNREH IAM Identity Center ERER B SLATHY
Zi[E (awsaidevops:read_write) , B AP ENELR I FEHTIELR IAM Identity Center,

WA E RN IAM Identity Center FERE X 5 E

#1TT 5 AWS CLI &85 R#2Z |IAM Identity Center B2 M EE, S EEARERTH IAM
Identity Center &K EIEAREN ARN,

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-
id>

WHESE RERNEIE aidevops::read_write :

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}

MREHEF TR awsaidevops:read_write , RIEBH, BHREBTISBRHETERH.
WA EFTELR IAM Identity Center

AWS Z & IAM Identity Center BRARERNEFNEERLZEZEN ., BXAEPEERL EIER

1. £ AWS DevOps RERERE#H A FENREEXNZE , ARBEFNRIER.
2. iZ1Z IAM Identity Center 4 RESZ K P BTEAR
3. R ENELR,
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4. BEFEERLABIRERE |AM |dentity Center, FRIEE LAIEFEYEEZE I HHY IAM Identity Center FEF
=R

5. 7£ IAM Identity Center EIR AP EFERAENMBHEEFR B REHTEARES,

/A Important

hENER S BBERER IAM Identity Center {5 & ik /5 A8 BAEAY {85! 68 A & B0 R A1 BX fm B SE 5 8%
EXNERR K ERAERFEEBREA

B =
TR 5B

1. JR[El DevOps Agent 12 & , I HEER Agent Space Access R5|1ZH LB LB TR,
2.8 BE T Web EARER | HBEFHERR ANERE.
3. MREMEA IDC , FRAEAETURENFIIRES RS,

5¢ i DR
B R IR

- F#F AIOpsAssistantPolicy E#PBRAIDevOpsAgentAccessPolicyWEEZERAE,

- BRENARBKESBBRAIDevOpsOperatorAppAccessPolicyEEEEE FAG,

- BEEETFEEBRERRBEE sts:TagSession,

- BRELCEABERENRAMEEBMEE (<account-id>, <region>, <agentspace-id>).

REWRFEREF
- BEAXERFHNERZAGHLEABIUEN. EABEKRFEER|RIER 1.

IDC B 9 Ea s kB

- B3 IDC EEBUREMREE sts:AssumeRole/sts:TagSession BRI
TrustedIdentityPropagationfRiR=,
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« £/ sso:ListInstances. sso:DescribeInstancefl #EEEAHIIK
Kidentitystore:DescribeUser2&il,

BRRROBEIRE L&
- EGABRITZR , BEFHRELHABHBNEFTYRELCHE, ERHRN GA R5|ANEHRER

EREBEMERNTR. RELFRENAEARNAEERTIZZE,

AWS EKS FHGEE

BB ANENAEEEHTHEKubectl® T , B AWS DevOps KEEXFZE Amazon EKS #
EFHRERE, SRS EHEN EKS B EEIMENERASEZEH,

EiRE  REEXTHBZHEETNRERE  HRER, #HE Pod B, REESEMH. RESH
MEERES, REEABZRY., BAIMBREEFHNETER.

FORIRH

EERE EKS FHUZ AT |, BTEE EKS BEM B 7 RFE NS EKS APl, BT LUE Amazon EKS F#%
ENTFRRSIEBE LRENEE, MEEXNTITE EKS AP, BEREZIHEMBTHER,

FRIE

HREERAHBYFRRENSERE  SLPREZR Amazon EKS TEETM. BALTE Agent
Space ( @2 the section called “E1 KERENZE") WIIEE > Bk > FTEHRF > HFETHRIEEHN
IAM B ARN,

1. IEENERS|ER, MRS EBBENRXZET EKS API , B LHEEFEHEH., &0 , FENESS

EKS API FY1&E =,

2. REMELIER , BYFHH IAM FEUEE, BRENTEZH KR IAM B ARN , XAEHB AR
FHUEEM IAM X8, BET—F,

3. #HL AWS Managed AmazonAlOpsAssistantPolicy IR , RZENENEENESE, (HE,
NMREBHEREEARFIEEGTR M , BFEINATEN Kubernetes in A ZE M), BIEFEFIEECK |
REBBET -5,

4. RRABEYRFCEZFERNEFEUERABRM IAM 86 |, EE "By, REVENEIER.
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FERTEKS FHRECERRTE A FEEZERTRARRYRBHTNAE , aERASHBEEH
BEENEE , Sl "HIHERGEEEPNAE Pody F TEREESETHRILSEHN, .

SEREDEAE

MEARKEEXBELEELNESE  FRIATIEECAREHREARPBERNER IAM A€ ARN , B
2iE# AmazonAlOpsAssistantPolicy ZEUBUR .,

EIE Azure

Azure BE T E AWS DevOps RIBIEXFAE Azure REFMER , X% Azure DevOps EEZPEHIE
ESHEL B, FEBEE Azure , REEX ATLUES Azure ER XA AT R , AT LA AWS F
Azure EREITHRARREE 5,

Azure BEZEMEBE I INEE :

« Azure ER - TEREEXRRNAE Azure EIRER , HINEEMES. Azure Kubernetes Service
(AKS) B, ERENMERTH. REEXEFEMA Azure Resource Graph EEHAEH B EHEH
&R

« Azure DevOps - BRIERENFE Azure DevOps EFEMNEEHTRE LK. REEXTUKER
HBEENMDBEEMR IR , SUBBENBENREEREEH,

BEThEH S E AWS IRFBMREEM , A& AT LABEERIRZ R A &2 B2 B,
SRl Par
AWS DevOps Agent X EEMEERZE Azure BN .

- EEERE - HLWUREAERNRRE , BULIEEFRE Azure FHAF HH AWS DevOps
Agent Entra EREER, £ X AT , ERETAEEEREREE, WHFiZEEFAERE
Microsoft Entra ID F#{TEE BRI EFF IR ZE A,

- EFRARXEM - —EEREENFZ  TELFEHELBHSI»FERABES ) RREILHSH Entra
EREX, £ T7eY , ESETAEARNEMEE, ECATEHEAENERETES RS ,
REEBREFATATARK , LAERES,

EMET EEMEHAARRZhEE, B ER—@ AWS tRF R ER —ExmES . BBERERE ,
& A LUSMEEIRY Azure A F —IREZ @ AWS tIRF 2V B, SFFEBCHEMBRANEM , BI7
EHEMvEEEARR,
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£ HIBR

- BRAEXGER . SEEMVE—EHAES - SERAERNEMBLAERATRNEARER (AFk
ID)., BEEERAMARN AP ID ZEfSEARE.

« Azure DevOps : FRIATERIEZE — Azure DevOps BERHEEH TR I CHENEFE , EREFERE
XIBAEEMAE. T8 , FEFNEBNRERERNS  BTELXEEBIENRRREME (Hm)
2 B E#Rthe section called “i### GitHub”, Bitbucket FEEE M R R B HEEEIR Azure DevOps
BEEEFR.

FiE

« the section called “iE#1Z Azure EJR”

« the section called “¥E# Azure DevOps”

EE Azure EiR

Azure BRES W AWS DevOps RERRNEEZHFASTHERENAE Azure FTREHHNER. RER
A Azure Resource Graph #1TERIREK , WA 7E Azure IREBEFHEZEIEE, BFEMMERLEHR,

WEBESEFEMELE : £ AWS IREBRFEM Azure , REHEHTE Azure FTEIEE{E B Agent Spaces
BB, BUNERFPELZE Azure EREEM , X EZEIRFE PEMEREMN Azure THAF
AWS , MREFEREARNGER , ASEZMBLAERTENERER ( APk ID). MEFMEE
A, BSBEE Azure,

FoR R
B Azure ER 28I , smfEERE -

- 7ZHL AWS DevOps REBRERX XA
- TJFEVHZEFTBEM Azure tIRF
. SHHEEEREAE : EBTE Microsoft Entra ID R#{TEEEREF MRS

- BREAENGEMAEE  EAREBS 50 BREFTAMN Entra BAEN , BURE AWS EHRF H R
RELEBE

AE BT REEAZEAMHKREM. EEZXERR , BEHNE , ARIEI
Azure, IR Azure Cloud iEAkzEM , FBE A LG BERT/REEM.
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ERAEER

EREBERZEFFM Azure EIR
EEEREREFAUBDEAERRNRIEERR AWS DevOps REEXZEEAREN.
SER 1 BIREEM

1. B A AWS EEFZAWBEE AWS DevOps REEXF#E A
2. IR RHERE

3. %% Azure ElREE , RRBEZFEM

4. ENMEE B RBEMAEE

FR2: TREESFRE

1. BEIFERWFFA

2. BEEE — XESKEEHEDE Microsoft Entra EEBREEHH
. FREAHTERESRENTNFEAEERIRFZA

4. BT E AWS DevOps Agent ERRERX B

FR3: TREAERE

1. EEERER K RRSRTEAAEAERE  URILNGS ARBEAFNKE
2. EABRAMEE Azure HAFWIRFZE A

3. REZR , RS EENEME K INMRER AWS DevOps REREAEEA

R4 ERAGS

RSB TIER Azure A€, EEHERIES AWS DevOps REE,

EBEARENGMEEM Azure BIR
FEARXFMAEZEAEECW Entra EARRBEHRS S 2 EBE.
SEB 1 R

1. £ AWS DevOps RERER T AT , idEREHERER
2. 83, Azure EIRER , AR BIZFFEM

EHE Azure ER
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3. EHERRENGZEMSE

$ER 2 BN FBRESLRMN Entra BEAER

BREIEAFERNETR, U

1. E AWS IREHF R ABHBAED (£ IAM E8AF |, 5iFRFRE - BHES 5 D)
2. £ Microsoft Entra ID H3 3 Entra EARER , EAREBNEARER

3. EEARER LREHME T BH

SB 3 REHEMEFMEER

FRATHEEESTMRE :

- AF ID - Azure A F BRI

- HAFER - HAFNETRER

- AP ID-ZEYZ Entra EARXWERARZRX (AFiw ) ID
- HR -BEBTAERNERERF

R4 EYIAMAE

EXREBTRARREME , EEHEYL IAM AR, ©AFF AWS DevOps RERRNBEEAERIL
A sts:GetWebIdentityToken,

SER5:  BRAR
EZRLUTER Azure A, ESEBERIMEAEREIYR Entra EAER,

$B 6 : STAR AL

1. £ AWS DevOps Agent 124 HHEFRAARE

2. EEFERRTUTHEM

ik Azure B

FME , 4§ Azure FTRMNENFEER TEAER, EEERENERARXFEMA LN LSBER,

1. 7€ Azure AO#MUFR K BEEZLNBEEFTE
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AWS DevOps KRR fEREEE
2. BIAETFEUES (IAM)

3. BEFME > HEABEK

4. ZNENMGRAE  RREET—F

5

VRBRIEKE , BSEARER (AWS DevOps Agent for Admin Consent S & B 2 #Y Entra FEARE
BARERRERM )

EREARER , RARBEWRE + B

7. (R ) ZEZEREREREFEH Azure Kubernetes Service (AKS) #5 |, FE5T K T % AKS ZHER
Eo

o

Z2ER RETBLAERERENSEAC (UARBEMHBIERTY AKS KEEA

), Reader BETHMALZERAR , REEREAMERE  IRFIBEBRERIA
RENEE, EREEBEARBEFTNACEREEMBREIANRERE , I TJLE
B3 Azure EREZEIAR. AWS DevOps RERXASHTEIURE, REEXTEB
., BIURMER Azure BEiR.

AKS FEERE (ER)
B8 1 : Azure Resource Manager (ARM) Bk ZHL
#& Azure Kubernetes RIS EEFEAEABERGEARER,

£ Azure AR | BIEETE » BEGT R ~ FEUES (IAM) - FIBHABIEIR - #E Azure
Kubernetes RS EEFAEAE - EMKEARER (AWS DevOps REEXAREEERE , REH
CH Entra ERAEXARERAERGZM) .

ERBTETNAE AKS B, EERERNTEENEE , FRATEREERERBEBRIER .
B8 2 : Kubernetes API 17EL

BIRREN 5 5 RBARRIE—@2E .

I8 A : Kubernetes f9 Azure BB EFZEUZEH| (RBAC) (&)

1. MREARE |, BESEE LB Azure RBAC : Azure AL - AKS 5 - 35 F > T2EE -
S EEMNTE > EE Azure RBAC

2. BIRHEERE® : Azure AOMEY - 5TR - BEGTE - FEUESE (IAM) > Fi8 B EER - EE
Azure Kubernetes Service RBAC EHES - BRI ERER
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EMEFTBETIAE AKS £,

12IH B : Azure Active Directory (Azure AD) + Kubernetes RBAC

MRENBECEATERN Azure AD 50 BFERE | BETERA Azure RBAC , A LLEE, &
FESEHEEKubect1NRE.

1. B THERABFERMES devops-agent-reader.yaml :

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

1. <SERVICE_PRINCIPAL_OBJECT_ID> FARBEEBNYHF ID MK . BEESKT : Azure Portal
-~ EntralD - ¥ EARERN - ESEAENEME (AWS DevOps Agent for Admin Consent EBE 2
8 Entra ERAREXARERENZEM) .

2. EREEEEE
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ERAEER

az aks get-credentials --resource-group <rg> --name <cluster-name>

kubectl apply -f devops-agent-reader.yaml

AE EXEFRTEIREFNEE (T8 Azure AD), BERBEHEE LRA Azure AD B

&, SAERALIhEE.

RIEERBTAE (ER)

HRERENEFEERE |, B LB BET Azure A | SEIEERAERIEEE AWS DevOps KERER
A, K MTAEEZNENSRAR

"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",
"Actions": [

]I

"NotActions":

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
.ManagedIdentity/*/read",
.Monitor/*/read",
.Network/*/read",
.OperationalInsights/*/read",
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft

.AlertsManagement/*/read",
.Compute/*/read",
.ContainerRegistry/*/read",
.ContainerService/*/read",
.ContainerService/managedClusters/commandResults/read",
.DocumentDB/*/read",

Insights/*/read",
KeyVault/vaults/read",

ResourceGraph/resources/read",
ResourceHealth/*/read",
Resources/*/read",

.Sql/*/read",
.Storage/*/read",
.Web/*/read"

L1,

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"

EHE Azure ER
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R RRERA S E R M

EWRFBRGEM Azure <& , SRS EFTBEEN REEXZHEIMEIH

1. 7£ AWS DevOps RERRAF#EAF , BRENKERXZH
BIETRER SRR

EXERREERP , BEHE

BEQSLECRANETER Azure 3,

RS ERIAY Azure FTEIRYETEI ID

B IE T8 LA ST B B Bk

o o K~ w0 N

BRKZETEEMRNAERXZHRIEE  SERETEEMBETER  WERAEEXNERE
Azure IRIEFR AR, HEEV S —ETRMEE  FERESLEIE,

B Azure ERELR

- BELERETE - EUWRERSIFERP , RERRERSH HABERN Azure FTH.
- BERFTE - EEFEFTRREERASERENER , FERXERFEEFIZRNGIHN , ARBEBR,
ETgREIRF EREM.

- BEREM - BEETEBIR Azure BEinctl , BRI REEEEILMEREEM. XEEBERAER
BEA 2 EEB,

JE1% Azure DevOps

Azure DevOps E & 1] AWS DevOps Agent 7BX Azure DevOps AP FEMNEEHTREER
#%, REEXNTUSEXGEENBIERFESCHEVER , UHBEIEETNRERERE,

JEE : Azure DevOps BB A LAEFA K B Azure Repos, GitHub B} Bitbucket IR IATE
NG, ERIFIREE R , Azure DevOps BEH AL ENEERTEL L. T8 ,
EECAETHBTNERNREENR  REEXEAEBXENES D BIELR , flM0 the
section called “}E#% GitHub”, Bitbucket FHRBRENBELEBHESEEFI.

RS EFEMELE : £ AWS IREBKETM Azure DevOps , AEBE EEREERIEZRASERH
BB, SEFMEEZ—{E Azure DevOps . EEXMEMBER K FASEMABEETME
Fo
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ERAEER

FORIFAF

iE$Z Azure DevOps ZHi , BEELD :

i

« 7FHL AWS DevOps KERER A

s ELE—RAERTEREENEBEL LM Azure DevOps #H#8

- BEREFIEE Azure DevOps BRI EF A

- SHHEBERES L : BB Microsoft Entra ID F#TEE BRI EFF MRS

- HREARNZEMAEZE : EAREBMS S D BEFFAM Entra BARENX |, IRE AWS BHVIRFE R

RELEBE

AR BuA Rt AEEXZHARKGER. SEEEEER , BIENE , ARER

Azure DevOps. 15 Azure DevOps EAREM , R A LI EBTHFM.
FEBEE SR EFM Azure DevOps
EEESREFEZEAUREAERNRERE AWS DevOps REEXZEEARER,

HER 1 . Fnati

1. BAAWS EEFZAWEES AWS DevOps RERXE#EA
2. BIEThRERMEEEE

3. &3 Azure DevOps [BE , REZBBEZBETM

4. HIBIRREFE A K Azure DevOps #E#%% 78

FR2: TREESRE

1. BB E - RRSRKEEHERQE Microsoft Entra EEEEREEHH
2. FREEHMITERERENTNERAETRBIRERA
3. MBI FH AWS DevOps Agent B HEZ

HER3: EREAERE

1. EREEER A RAMERTCOAERAERE , UREEN T ARBEEAFNKE
2. EFBRAMERE Azure HAFHIRFZE A

E$Z Azure DevOps
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3. RiEc®k , RRSREEME R E K IIMER AWS DevOps REREXEEZA

$ BB 4 : 7£ Azure DevOps 1% F 17 EUE
BS B T HWIE Azure DevOps AEFFEUE. EFHEBFEAERES AWS DevOps REE,
%8 e AR FEMEE M Azure DevOps

FEREXFZMREE Azure EIRH Azure DevOps 2 BIH A, MREEZEMK Azure ERNERAENT
i, ATLABEEI1E Azure DevOps H % FEFEUE,

SR 1 & ADO EEREX M

1. £ AWS DevOps RERERXTZAD |, s fEiRMHEER
2. BE Azure EiREE , AR BIFFM
3. BEEVERAREXFMEE

$ER 2 B HBRELM Entra BEARER
BREFEAPERNETR, U

1. E AWS IRFHFRABHEBAEED (£ IAM Xi8A% | BiIFRFRE - BHES 5 D)
2. 1£ Microsoft Entra ID R Entra EARER , SiEFARENERAER
3. HEARX LEREHE B9 BRE

SR 3 RUEMFAER

ERATYREEREMRE !

« HAF ID - Azure 1A B & 3I%F

- HAFERW -HAFPNETRER

- AF ID - Entra EFARXHWERAERX (AFI®) ID
- HR-BEBZAERNBRELRF

R4 EYIAMAE

ELEBEIRARREME , FEHEYL IAM A€, ©AF AWS DevOps REEXBEZAERAL
A sts:GetWebIdentityToken,
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HBR 5 TR

1. £ AWS DevOps Agent 24 REERARE
2. BER U A

% B8 6 : 7€ Azure DevOps 1% F 17U

2B T HWIE Azure DevOps FIRTFEE., EFHEERERN K ESATEAEGMER_AELN
Entra EARER.

1£ Azure DevOps H 12 F1ZEUE

st |, BERREXFEUER T Azure DevOps 88, EESRENEAENEMSG AR LS ERA
[Eo

1. ¥ Azure DevOps H , BIEIEMBIRE > £AE > HECLAE

2. BEERAER (AWS DevOps Agent for Admin Consent EEHCH Entra EAERXAREARAERF
i)

3. BEMBHRRERER

4. EFBEERT , ERLFEREEXNFRNER
5. 7£ Azure DevOps BHE T |, IBEENE REBEER

6. BIEH LT

Z2FEK : EIEIR Project Readers # i, BTN AIMAZELAR , BREEXREHA
MEEERE , URHEZERTIEARENTE, EREEEASRBEFF TN EHES RIEEM
RBRTEANBRERE , W85 Azure DevOps EREEI AR,

S E R R AR A B 75 2 3 BB
EWRF EREEM Azure DevOps 2 , BB EERELN REEXNZHE BB

1. £ AWS DevOps RERRAF#EHAF , BRENKERAZH
2. AIEThRERBIER

. EEBEEY , BEMHE

4. BETELEFERAZERM Azure DevOps 5.

5 RAAERN TR BFERENER

6. JE1EHTIE LA 5T AL B B
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E-FZRAEZEHTUACEARBSEZMNER, EEEY S —AERNBEE , FRARNZERITE
HEEM , BEEELSR,

&1 Azure DevOps E#F

- BEERNER - EURRSIERD , EEERS S HLAIAEMRA Azure DevOps EE,
- BRER - 2ETHERETRASZHNER , FEEEERPENESR , AREEFEBR.

- BEREM - HEETEBER Azure DevOps FEfft , FERIEZHAEIR At E HE A MIBREEM. HALBIRFRT
AREEXZEEB,

E#RZE CIICD E&

CI/CD BEEE &1 AWS DevOps Agent EAETHIEERIE  UHAENBEFHRESEHEILR
B, FEBEEEW CI/ICD ##tE  REEXTNEMISBEH LA HE AWS ERELEH , SR8
BRI EGEEEAEERANRER,

AWS DevOps Agent iEIB M5 BEF X BEEM CI/ICD FRES .

1. lRFEMREEM - /£ AWS 1RF BREEMERN CI/ICD RN, SulASERMERY S @M, 4
W, SERSSEE—E,

2. ERAEZHER - RBENERBER , SR EERURFEERZENERAEZHE

FEATREEZETRASZEHA CI/ICD REEEM  ARESSEZEERBLEERBMEE
o

X ER CI/ICD ftrEre

AWS DevOps Agent X#&E T % CI/CD ¥£5&

- GitHub - £/ AWS DevOps Agent GitHub FEA R # GitHub.com E#EfMFE. GitHub
« GitLab — & GitLab.com, %% GitLab #{T{E#R S AT L FFEMN B HKFTE GitLab HE EEZ R,

ES -]

« the section called “iE#1£ GitHub”

« the section called “iE#1Z GitLab”
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E# GitHub

GitHub 25 1J& AWS DevOps RERRNEEHFACHEAFNEBREFELZKIBES. LES
EBREMESR . GitHub WIRFBREM , EERIEREFEEREMAIA Agent Spaces,

AWS DevOps Agent X #& GitHub.com (SaaS), EB&ERELHE (*.ghe. com) kY GitHub Enterprise
Cloud #1 GitHub Enterprise Server ( BEFEE ) #TEE.

SR
¥ GitHub 281 , FBfEELD -

« ZHU AWS DevOps Agent EIEE XA
- BEEEEEH AN GitHub FAERSRAR
- EEWIRFRAEB P RE GitHub FEREN M IRE

¥ GitHub Enterprise Server , BHEE :

« 3EB HTTPS ZHI® GitHub Enterprise Server #11T{EE& (3.x R EHARZA )
+ GitHub Enterprise Server #{T{EBE# HTTPS URL ( %% https://github.example.com)
(1B ) MREM GitHub Enterprise Server #{TEEE X\ BFE , B AT ER

HREFEREZEH GitHub Enterprise Cloud , Bt EE :

- BUAEREEM GitHub Enterprise Cloud #8#8 , FEEE BN EM * .ghe. comT#E £
- EREEEHT , BFEYNRE GitHub BREXMETA
- BREBHTMEEN HTTPS URL ( #l#0 https://octocorp.ghe.com)

M GitHub ( \REB#R )

GitHub 27 AWS IRF BN , Y EXRFPNFMETRAEZHZELA, SETMEEE —H
GitHub &, —{E#E#= — 1@ GitHub Enterprise Server #{T{E &,

SR EESEEHER

1. B A AWS BB A
2. BEZE AWS DevOps REERTEA
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AWS DevOps KRR fEREEE
3. B REREIER

4. HEBRERT , EEHNE

5. fe Al AR EFEHIZER GitHub

R GitHub AR , RS R RELEM,
SER2 EFERER
£ TEEM GitHub tRFE/EM . SEE L  ERERUERAESEBT D ER !

- EAE-EAEAESBNRERNEA GitHub 1RF

- FAM - HAM GitHub 1RF | HRZEASIU-RESEERETIHE, MREZIER  F@A
GitHub i & 8. B LA GitHub BER B2 AR , BRAEL AR TISRHRBEXERIL
ZEERAER.

EH GitHub FERTREXAY GitHub EARE XA, GitHub FFAIEMHRE GitHub AR AT E AN &7
EREITHEE

- BIRHMBA () : GitHub BARAERKFERBEMMB A, ESRAFBEHEE. DevOps
REEX AR MASRIREGERTR, RBEENERTHERE,

- MEFE : GitHub ERABRXERREBEGT . DevOps REEX ATURKREXNGNIRIGER , BEER
foalam, RBISESBERTHERE

MRBEERZE GitHub Enterprise Server #1178 , FFEIFE A GitHub Enterprise , AR A 1T{E
M HTTPS URL ( #l#n https://github.example.com),

MREH GitHub Enterprise Server #{T{EBEE L RFH , B LLEERELTER , LAFF AWS
DevOps RERX T2 ERENCHHITHEE. MEFHMEEN , 552 Bthe section called “EHREFE

AEETE

® Note
BE21E URL R EE /api/Vv3REMERRKRE — EERAER URL,

HAEEEREEM GitHub Enterprise Cloud , i##E £ GitHub Enterprise , REZBW A EREBHT
{Ef&H HTTPS URL ( #5l#0 https://octocorp.ghe.com)o
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HBR 3 BE GitHub FEAER

BEERXURKRERARARERRF. RESBRERNEREEAEHEFERZE GitHub.com,. GitHub
Enterprise Server 5 GitHub Enterprise Cloud m& IR E.

¥ H GitHub.com

1. GitHub 2B EHE L EE AN ZE AWS DevOps KEER,
2. REIREFERIALZE AWS DevOps RERE,

3. EEREZE , AWS DevOps REERXETREM. MREIEENIRS AR KZEE GitHub
ERAER K BHENTZEER (F2RSB4). NREARACRE  HMAETR , MEEE
MR,

4. ZT#E#% , AWS DevOps RERAEMERNREETEERES, , S BBBEH.

(® Note

BLAEEMBEEENEERERAENARS L REIZREBAREN. WREETRNIKRS A
BLRERRE K FEMEAY  CLAEFRBERF , BIUERAIKRS UER.

® Note
AWS DevOps RERX et B SEFAIER (FEHR. FAMMER ) EAEBIK GitHub EMA
ExX K mESEEAEXHEBEIRE, GitHub EREIRE , BEILERE > EAEX >R
M GitHub FRAEX THEMEARL. MRELNEELFIERREEARER |, GitHub 7
ESRBRESEE. MREBFHFIUER , GitHub ERTEF - AREHENERRER,

HHNEBFEREIFE/ GitHub Enterprise Server # GitHub Enterprise Cloud

BEHEREZM GitHub Enterprise Server # GitHub Enterprise Cloud #4£/ GitHub FERRE XN EHE
B HeEBEANHITEE LREHN GitHub FERRER, EREHRE , £ ABEReEHNER
R : —REIFIT{ER , —IXEZE AWS DevOps REEX.

1. AWS DevOps REEXN S LN BEREFHE D ZE GitHub Enterprise BTEB AV GitHub FEF
EXEH.
2. ERAEXEBECHALEA, AEESFEER , RRBEEY GitHub EARER,
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3. After AWS DevOps REERAEMELNBEREHEQE L , c8XBREAFTERXIBUREER
BRXEAER,

FR4 BRRFEETRRZE
WMREH RF BB ELRE GitHub FEARERX |, FBLL SR,

1. FEENAE R GitHub BABEAN R ERRERH,
2. EMENERAEAFINMERE
- hEREE - RTA B si MR RGEHFEN FEUE
- EENRFE - RENRFEBZRERERTE
3. BEREMNRRE,
4. RitEKEEFHED D AWS DevOps RERAEEA , A GitHub BERFERERAEEM.

BEFEERE REEXZEH
RS B RGEM GitHub 2% , BALUSRERFEEREMBIETRASEM

1. £ AWS DevOps REREXF#EA&F , ERENRKERAZH
Bl AN AER B RE

HEEEERS , EFENE

T AREEBFEPER GitHub

ENIEBEFEM 2 MFEN GitHub X}
EMELERAESZEHEENFTFETS

B IERTIE LU ST BOE AR

N o o bk~ D

BRBMRBENARER  BTRANRFEESEZSITER Agent Spaces, E—FIRABZER AT
RARBEZEEMORETE, EXS —EXMNERTE A FEEELSR.

REEAFRENEBLRE

B GitHub ERTBPERNREER  EFESEEMEEZEABRENEBHAEER, KAEGHRE
ML GEEE S B BB the section called “B{TE(FERRNIBESLE M B BRI,

Code Review 1 Automated Testing fEREEIE :
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- ek — ABERFEREEABRENEBSAE . AT REMESERFENRE

- BESBREBERE — AREERAR , DevOps KEFE X the section called “Z 17 E{HERE 1B
FEESAHABRENRIBEREEDHT . REBETESERIFBRLETARBRER. B
BIERR TR ERN R TEESRBA LI,

- BEMLERFAR — AREFEEMAR , DevOps REEXNSHEENERETE K £ZERTREF
EE, JTVARLZNENREE., EUREBRBIMUANIERE., NEFHMENR , F2EE
B{vEF . RIFERE  AMIEESNREERNSRA LI,

- BTERE - ERCEERSBRUBRNNMERTE. FAESHUKERBHERTE. SER

17 E & A W B Th AE R B SR B S B

- HITHAG (BA ) — & DevOps REEXEEIHN IAM A , UEELENNRAEELHITE

Ei{tIhee, LkACHARTREEHBEMENABRE , IUAEE4EHEETIRRREERRK. BAE

BRI ERRAEACTEANAR,

B EREEBWE

—

CEEfFATER  BEE GitHub EERETHNEABRENSESIEEE.
HAESEREE , RECESEEDRIGERRE , BASEHEBBREERETIE,
HABERETE , REECRESFEESIERBR[PETEDLEFNE , MASEHEBHLRE
AIEThEE,
4. HE  RYTHAGTHNBEESERN IAM A% |, DevOps REEXNSELZINNREEE L#TH
B INRERFIBERZ A, DevOps
5. BEREUEREMNMER,

w N

RETRE  BMAEDRREERENMEEEN R MHNENBE RS EDBERTEHEDRE. IR
LA AR EBRFNE , IREEERFREPISDERE. NEEXBRENFHEN , BF2E the
section called “E1T ¥ B E R BT

7 & GitHub FEA 23
The AWS DevOps Agent GitHub FEFARE :

- FRENEWFHEE - BT GitHub EAR R ZEBBEMESEST
- BERBESHNHMETFESY

 AFF AWS DevOps RER X ERE N 158 F IR FE 42 v B

o BT LABERFIEIB GitHub R EMEBRZ &
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HREBFEREEM GitHub Enterprise Server # GitHub Enterprise Cloud , AWS DevOps fREBE
SEFMBEEBHELENHTEE LE Y GitHub AR, BULUEBRE > ERER > EREW
GitHub ERAEXREEEARINREEFIHEISHMERELE, EET2RREARXES , &6
HERE > B ABERTE > GitHub EARER.

GitHub FEFRE TR Al EE T

EBRE GitHub FERRRUZEH WAL 2% , AWS DevOps RERX ATt @FRFITEN., BEE
B

1. & GitHub W R B RRF AT EFFERWB AL,

2. MEIEHMFMER L THREEZROFH,

3. B EESHH U FENNG,

ZHREREARINTEEEE, CEESENNTIER , T—EREFIER , AWS BIRE
GitHub #) DevOps RERAFREEHTSHNFFAT. GitHub

(@ Note

HEEZFFUERM A , AWS DevOps REEXSREEA LR THFT. EERERSS
ZH, BEEERAKEEMF NN, MREEETESIHNTT  EARASREHR

BIHRFA
ARNH

TRFRHA AWS DevOps RERER GitHub BARNFBRNVEET , URFEECHERER,

MREEEMYPERNMER , GitHub BAEXRASHYH TRINESEFIFRENERETIE. €4
MERRET Al , GitHub BABRNEEZHTENMP I LN B ABRB K.

REPR FEUB R Rz
BE REME A EREERIFER LHITE,

BB BEEHEUEETREE
R, AFrmEREEEERE
GitHub Ul #,
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R FHUB & A&

TERE AHMEA AN TEREER L 3%
GitHub B)F TE%E , BMERE
Cl/ICD EEHETH#T R,

BE BHAE A EEHFAEMBTIEIABE
# GitHub Actions T4ER TS
TRERHITHEE.

B &% BEAEA BB TFERBENFUET

2 2\ W54 B8 20 AT A AR AR ME BR
5. BAFRARAEENE
HERBIHBEEREEIE.

REEER BB A E A E BT H=EIIN )
BEBEXGBRE. SATFIE
ARG EAREERNERN
18 IE 3R AR BE BRI B 5T 3R o

HEEE & EL RERFEBTRENERRE
EE , UHEFELE AWS
DevOps Agent GitHub FE 72
o

EIE GitHub E4R

- BENRFETR - SE2E GitHub EFREXIFIRNREFE , FedE81 GitHub 1R SHEMIER
E., HREBEREBM GitHub Enterprise Server 5 GitHub Enterprise Cloud , S 81T & 11T &
BEE. AREBEFEELEM GitHub BEARER , L&k AWS DevOps Agent FEAZNERE,

- WMILERNFTE - £ AWS DevOps REEXNEZAH , BREHRERENZTZH , ARFIEIIRES
SRR  EEEERPHRAERNRETE,

- B GitHub E#R - ZEHET GitHub EEERABZEMER , FEEEERPIEFER , RARE
BBk, BERENIIRFBER GitHub &t , FEBEZETheeiRtEEE , 7 GitHub EBRPSHREHN
aft , RREEBUEEM,
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BHE7T2BER GitHub & | FHIT T HEE

- BEMREE GitHub BARER |, FREEMN GitHub RFSAMERE.
- EEEHELF , 55 AWS DevOps Agent T2 A R EFHFEM GitHub,

HREBFEREEH GitHub Enterprise Server 1 GitHub Enterprise Cloud , AWS DevOps B2
SESMBBEENBTER LR GitHub BAREX. EEX2EREARER , BT TIMER
£ -

- BBRTREARER - BIERE > BRAEN > &M GitHub BARER | EERARA LWERE A AR
R EARER,

- MBREARER - AiARE > BRAENRE > GitHub ERAER., REZEEARER. i ERZEI|ER ,
REBIBEZMBR GitHub FERARER. BE : MR GitHub BRARRXNEXKAMN , EEER, EEEH
WHERTER , 57 AWS DevOps Agent £ & EFH M GitHub,

E1E GitLab

GitLab & 13 AWS DevOps RIBEZX X GitLab BEEERIE , L ESHOIEHEENRRAE,
HWESEFEMESR : GitLab HWIRFEBRFEM  EEREEEREREM/AIM Agent Spaces.

X GitLab ( tRFE#K )

GitLab £ AWS tRFE#KFTM , YEZRFHFNWMEZTRAEEZELA, SEFMEABSERED —E
GitLab £ &= — 1@ GitLab & #8.

TR EETEEHEDS

1. B A AWS BB A

2. BEZ AWS DevOps REREX A

3. BIEEHIREEERE ( URAEEERFR )

4. EEETHW A AREEERPSIK GitLab , AR BIFTM
SER 2 : R GitLab EiF

£ GitLab FME®EL , RETHIER

EREE - ERERAEANEES 2 ER
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ERAEER

- BA (FEER) - ERERAERBNREENER GitLab ERAEIRS
« BiiH - % GitLab 1 , B LEAFAREREE -HZBEHBER

GitLab #{TEREE - BIFLEEREDN GitLab FITERER

- GitLab.com ( &% ) - F GitLab fR#

- AIARTFEHHBEFTE GitLab - MEMEA GitLab BRFAEIRIMII| , W URL RALHE GitLab B1T

&g

(@ Note
B afEXZX E A LFFER GitLab #1T{EEE.

FHVER - B4t GitLab B A FEUER :

1. EEBNRIBERRSIERP , BALMW GitLab tRF
2. BEELNERAERTE , ARENENFH
3. EATIFARILMNBAFERTR
- read_repository - FEUEFEARKEE
« read_virtual_registry - FRUEREHEEARTEE
« read_registry - FRBHBEEARE
« api-BEAIEA API FEUFEE

- self_rotate - HIBEHRFEE, AWS DevOps KEREX B oA EB Lk Ihee

TheE. MEDHTIE AIE G RREEEMHAER
4. BFRBHREABE A BHEHES 365 X
5. BRELENFSR
6. IX[E AWS DevOps REBREXFiEA
7. BFREE TEFEREFER WU

SER 3 SERREEM

(EH ) BE - & AWS EBHB X GitLab EMUARBEBR IR,

, BRREXEL

= GitLab
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BET-SUREALSHER K RABREBREILUTHK GitLab EERF. RitSREBENFIEMLEY
E#Ro

HERERE AEEAZER

EIRFBMREM GitLab 2% , BRI LSS EZEREREME AR Agent Spaces :

£ AWS DevOps RERRX E#HAF , BRENKRERERZH
A ERER S EH

HEEEERT , BEHE

R A AR EFEHIZN GitLab
ENTSLERAZERN GitLab
EEEENERASZREMEEIMN GitLab ER

BERT

N o o bk~ w0 Dd =

AWS DevOps RERXSEHLELERY GitLab EEH B , LMBHNRRAE, E—FRAEZHEAL
FARBZEFMNER, BEERXS —BFMMEER  FEEELIR,

REEAFRENEBLRE

EIG1E GitLab BEiE LT BHENERE EXSEDHEZEEAERENESHAREER, NERERHL
EREBHHEE the section called “E 1T HEZE N HRE M B ELRIFIHEE,

Code Review #1 Automated Testing fREEIE :

- Dt — ABESREZEEABREANBBAEIIE. FHRUMNESESRAERE

- BEEEREERE — AERMAR , DevOps REEthe section called “B1TEFEEENBR
FEERAHBRENSHBEREEDHT . RRBETESESHBERLETARBRER. B
BHEER T ERNERFFRALIIEE,

- BELBRBAE — BERMAR , DevOps REEXNSEEABERENE , £ZERJREFE
B, BITHIEAEHEXREE, STRMUBPEITUNNIIERE. WEFREN A BF2RED
eERFEAE. RIBFEER , MEERNERBERALLIIEE,

- ERFE BT CERSBRIPEINEER., FRAESHUKEBHESER, SEASERHBEM

EIThRERY B SR ER A o

- FITHAG (A ) — B DevOps REEXEEN IAM A€ , WEMEER LHTEELID

g, WAGAREFIEEHEMENAIRY , SINAEE4EEENRRREERE. BARBESE

AREFEEZRAEACTRNAR,
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B EREEBWE

1. EEER% , B8 F GitLab BEEREPHREIBTRENEBAEHERS,

2. HNBEER  BRECRCEEBHEHERGE , ASFABDBEEEREEE.

L HNEBEER  RECREFEESERBREDETESH BRI UG , BADRER BB RFE
FAIhRE,

4. HE  RYATHAGTHNRNBESERN IAM A€ , DevOps REEXNSHELZINER LHITEH
{LThRERF R A, DevOps

5. BERTEUERAEWERE,

RETHRE  BAEDEREFREACERINEMFEHER  FLEDB/BRTERFERE., WR
LA EEBRFIE , USESERFREPISDERE. NEEABRENFERENR , BF20E the
section called “B{TX{HE RN BB

EIE GitLab E#R

- EMEIEN - MRENERESBRREZEEN , BULUSHERBRMATEUEM, EENEM
EFHME L |, BEUEM GitLab 5 , REENERFIRIZEN , ARWATNESR. 28 Agent
Space BB MEBEREHRSRE,

- WMRERNER - £ AWS DevOps RERATEAS , BEINENKERXZE , ARAEHERS
BR A EEEERPRBEERNESR.

- BER GitLab E#F - HEEPE GitLab ERHERAEEAZHANER , FEEERRTEIRER , AR
BEBR, H®ET2BER GitLab &M , FBESEMFTA Agent Spaces FHBER , REIEIRF BRM
BREEM

E# MCP fa@fkas

BRERBRBABE (MCP) ARzREBRMURENAMATHEAMTIE, BITERRRNREERRENE
FFEE | RIERE AWS DevOps RERXNFAEIRE. AiEmRA WM MCP RARI[FERE AWS
DevOps Agent,

% MCP ARz 28l , ARELHNAKB[TSTIER !
« WERHTTP B@MEAIGE - EXEEFATSRR HTTP EHER M ER MCP [R5,
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- FOBMEXE - S MCP ARF[AAXETIEP—EFIBRIBSE : OAuth2.0 (AFRBEAE
A5 3LO), API £B/UERAERN T 2 EF | =N AWS Signature 2 4 kR (SigV4).

ZEER
#& MCP fAfR=51E#E AWS DevOps KRR , FEETIZ£EMH :

- TERFBE - LEXRA LY H Agent Space FRENRELER , MAR1E MCP ARBFARAE
TE, MBNMAHEBEEZERASZEHNEETE E%%EEE%HEAEQ%EJEPEQE MCP T &,

3

AR, EMAMCP IENITEERBRRELRA 64 BF . WESEFRAEZ[AFH MCP TR
HBELR , F2H EE.

- BFEARR - BFT MCP ARSF TS REREARENENARR, MEFEER ,
SEANRZE : AWS DevOps RERERZ L,

- HEITEMFH-EAFIEHKEEMCP IR , YRRKSIRIFBEIAATERFI.

3
¢
dn
R
>l

AWS DevOps KEEXZ 24 MERFEIANLADEERENFMEN , F28

® Note
WMEREH MCP AR ALEREE L | 552 E] the section called “EHREZFEEETLE”

# 8 MCP falfR2%

AWS DevOps R EERTEMFFESETHEN MCP [ARES , TREREBEEX BT TAELETR
EEBRMEPE |, 5120 Amazon Elastic Kubernetes Service (Amazon EKS) £i% B35 Ut&E. Amazon
Virtual Private Cloud (Amazon VPC) DNS f###R& , SAK& Amazon Relational Database Service
(Amazon RDS) ER EE/EMRERE., fEFEMR AWS DevOps Agent IRIEERBk#EE | Fr e EBIE#T18
ZHBERBHENZLEES. FERBETAMNER , 552/ GitHub #835 EH MCP fARES B #.

A2 EHLE MCP [AMR:R :

1. E{&faAk2T README FHIEBZEHE R , #& MCP AfRRAEEBE AWS EHVIRS.
KR T 5IEEM MCP AR FRIFSER | L KEBEEXZEEMEHEN FAREMAERERE,

N

ais
>
aift
i
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atflt MCP fAfR=: ( WRFE#R )

MCP fABREFEE AWS tRFBREM , WEXIRFAFNAEERASZEHZBHAM, EHEFRASSE
B4EE T ARS8 MCP AR EZRENRELE,

HER 1 MCP fAMR=RFMEN

BAAWS EEXHEA

EEZ AWS DevOps K ERER XA

B LRMERE ( TRANREEFE )

ERAREERBRP SR MCP AREE , AEBIEFM

£ MCP ffRzRFFEEAEE L , MATIER

- B - WA MCP fAREFMNIHRMERE

- U3 URL - & A MCP falfR23i% BV T2 HTTPS URL

- R (EA) - HIEER BRI FARERH B B

- BRAERERFiRsEM - MREEE AR AWS DevOps RERR BEIE MCP AIBRESH 2 A RS
aEft, BEBULAET R

- FRAAEERERTIRE - NREFHE AWS DevOps RIEBERFAT @ MCP AR HFER ,
RIERULEZE . BULLRERAENAEERREITNAEER, NREFER OAuth 258
%, AEEREEAFERE MCP ARSFHENFHARRIGEY . BRLEERCERETMibyt |, 7
BRERBEIWEIRE., MEFHENR , F2Bthe section called “ERZEFBFTEETE",

6. IZE Next (T—%)

o K~ w0 Dd =

(® Note
MCP falBr25im % URL 28 REEIRS FEY AWS CloudTrail HEEH.

SER 2 BRERE
EHL MCP fABRERM & DB 5%
OAuth A FiRBE AE X - REM MCP BRI ER OAuth Al FimE ABERIRE

1. iZEE OAuth AFHEAEE
2. BET—&
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ERAEER

OAuth 3LO ( =5|%% OAuth) - Z1R &K MCP {@ R85 £ OAuth 3LO H#ITH 7B

1. 32H OAuth 3LO

2. BT %

AP| €88 - INREH MCP AR EH API £i8 85 955
1. BHE AP| £48

2. BET—&

AWS SigV4 - s R &K MCP R BRE3 £ AWS Signature 28 4 R85 885 -

1. EL AWS Sigv4

2. BET—F

SER 3 REERE

RIBENN G DBREHAREHMRESE

¥R OAuth AFImBEAEHR :

—

. FiFi% ID - 8 A OAuth fi Fis#y f Fi% ID

. AEHMWE - @A OAuth A F iR A B iRk

. Exchange URL — % A OAuth R X #ix B URL

. Exchange 2 - @i A OAuth RSB HUER RBEITRE
 ETIBEE - B S o RFEN OAuth EE

EBET-F

o o0 A~ WN

¥/ OAuth 3LO :

1. AAF% ID - 8 A OAuth A Fisf A Fiw ID

2. AFmMWE - MREH OAuth BFIHREE , A OAuth A PR A FiniE
3. Exchange URL - & A OAuth B3 #i% 2 URL

4. R URL - B A OAuth R#imE URL

= MCP fAfRER (1RFEMR )
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5, BAMREXIE - WREM OAuth AF R EREXBHRE , HEIULEEA ]

6. #TIEEIE - #H 5 5RFH OAuth 51E

7. BET %

st AP £48 -

1. WA API €85

2. I AERBRPIE AP SRNVEHEEE
3. WAZK APl €88

4. BET—F

For AWS SigV4 :

AWS SigV4 5 5 Ea T8 A1 38 AWS DevOps RIEBRENEREMEA AWS Signature 2 4 fETEREEN
MCP falfRzs. EHMNFEE M Amazon API Gateway 9 MCP A iRES s H it X 8 Sigv4 & 2B AWS
WARIEIEE R Ao

EE £ Sigv4 BB MCP ARBFAXELTER. £ MCP AR5 1w 24
AN NFRAEN. NEEREMS RIS E LA LK MCP fAR:: , F2H the

section called “BiEEFERXELE",

1. BXE IAM A& - BETHHP—@EiEE .
- FRAREA® -RTHEXBEFENREN IAM A&, AEXEEEEEERE , L5F AWS
DevOps Agent RIS EBBEZAE ( FSEEL Sigv4 F5HRFEHN IAM B6),.

- FRBEUFAGC - EREEEAPETRHstep-by-steplE R , FAERNEETERELRTN IAM &
&

- EREEAACHERTER - EXREM IAM AGRER TEM MCP @R358, AWS DevOps
RERXNGRAEAE Agent Space MHEABIR AWS IRF R IAM BABZHEEBFR , WIEEERR
&, BICREARFELEBAL, BENER  BEEITRASER AWS NIRFETER
FEE. MEBEFHEEF A F2REIEEAACHNEIRFFN.

2. AWS [EiF - 8 A SigV4 228 AWS W[EH ( i us-east-1). BEEMHA Sigvda LEFHHEE ,
A *,

3. R E® - WA Sigv4 %8B AWS IR E®RE ( #l10 , execute-apiAPI Gateway),
4. BFTEHE (&) - 852 10 BE:IR/EERY , LasESEECREENHERTP,
5. BT —&

3

-t MCP fRIfREE (tRFEMR ) 228


configuring-integrations-and-knowledge-connecting-mcp-servers.html#creating-an-iam-role-for-sigv4-authentication
configuring-integrations-and-knowledge-connecting-mcp-servers.html#cross-account-access-without-a-dedicated-role

AWS DevOps REEZX EREES
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1. MEFFA MCP AR 2B EFEE T

2. BERX T AR

3. AWS DevOps REREH i 5E ERIEH MCP RARRAVERR
4. IhBRFE®R |, &M MCP ARG E IR B iREE M

AE  HRAREERACHMNMAAREE , AWS DevOps REEXNSHEAETE AWS 1RF
At RERRRLEEZEBEE. WRERERN , EUREREEESEEMBERHAN
MCP fRIfRZRMERE ( HliimEE, EHHEHK ) . NFFEET K F2REIEERAAENE
&k 5 FH

EERABZBHRE MCP TR
HEIRFEARER MCP RS2 % , &I M BEZ ARSI BL T ETHISE Agent Spaces £/ :

£ AWS DevOps REREREEAYF , ERENRERENZERE
B ThEER IR E

£ MCP fafRzR @B+ , BEHE
BREEEETHERASZEN M MCP [RIRES

2% E Agent Space FET#E 1tk MCP Al iRESE A WL T B

- AFFIEIER - % MCP ARSBFHNFIEIERTH

- BRBSEIR - AEAREBEEAEENTIER

6. EIEFIE LI MCP RRBFEREEHNERAEZTHE
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AWS DevOps RERXRE M ELRBERIZHNBSHA , £/A MCP ARSBNAEETL,
B MCP fal Bk 85Z#%

B SO BRERE - B LEHSHM MCP ARSBN S BRERE , MEFEUEGM. EEE AWS
DevOps Agent T & WIHALR M EEE , BEUEMN MCP [RES , RABREBERERPBEFEN,
EHNERAEETEBHESRE., EUUEFNABRICRAS BB S L

« APl £ - WA AP SRENZTEEBRBRER. ENHEELISERE,

+ OAuth 3LO ( =5I3% OAuth) - EM#MTREREUENBRERENER. EFTSEFRARFRE
AEHR., BELREXE , AWS DevOps AERASGRELEMEQZRHEENRERE , UATHEHR
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B, & SAUEREE URL. MRLEKHEREZH , AWS DevOps REZEA S MCP fAfRa:
HPEERNPRRE.
« AWS Sigv4 - E#iAIRSREE,. wmE. #iR. AWS BHE. BRH. IAM AGNBFIRHE,

HEEEHMEA OAuth AAFImEAERIK MCP ARz, EESEELEAEN , FBREMAERATH
EAE, BUHEEM MCP fBR=: A ARERAIMEEMEM,

WARERA MCP AR - EEEEMAERETRAEZEMN MCP AR:R , FENENETRARE
B, AIEZIEEREIRE , AR RE MCP ARSKFER, KON EEEEMBENNTE,

BER MCP fAfRREMR — & ERE MCP ARFETRASZEAER , 5B5E MCP RS ERFIER
AR , RREEBER. BET2MER MCP AMRFEM , FEREEMBEERAERZEH TR , AR
il BR b /= FE AR X o

A Sigv4 B EEEN IAM B6

£ AWS SigvV4 B0 ERERF , AWS DevOps REEXNSHELNIIREFEME IAM AR |, UL
#HEH MCP ARENGFER. LAGKEEREFETEBER , LFF AWS DevOps Agent R 88
(aidevops.amazonaws.com) LUBEREBARBREZEEZA G,

EEBE

FATHIEEBREREY IAM €, 1 BMKREGIONAEH AWS EF ( #lI0 us-east-1) , % BN
fRACCOUNT_IDA K AWS IRFE ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "ACCOUNT_ID"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:REGION:ACCOUNT_ID:service/*"

}
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}
}
]
}

FEEBRBETIRE , UPLEREREAME -

« aws:SourceAccount - B EERRRFHAERBE AWS IREHFER,
« aws:SourceArn - A BERERHI AEKRS PR B AWS DevOps Agent BRIEERIFER,

AR

BEFIHRREEZARS , RTFUA MCP RRSEFTENREET T, fln , MREMH MCP FAREFAER
Amazon AP| Gateway %7 , ZAREEH API Gateway ERfexecute-api:Invokei ™,

%[E15 25 ¥ (SigV4a)

WMRIEH MCP AIMRZRERBIEZE AWS B , B LMER SigV4a ( FEERAE 4a) ETZREXEE.
HERALLIIEE , FFHERE Sigv4 RER , WA ~#S AWS Efl. Sigvda ERAEHBEHEE , NHFE
—HENFEREZEARIATR.

REBERABGHEBEIRFFEH

BT AA MCP fAfRzREMER IAM A€ , MEFAEAGHM  EREASNER T EMER
2, XFEA S EZK Agent Space B EH AWS ZIRFH IAM B E&H#1T AWS DevOpsRERXHE
BR. BEH MCP ARFFEFNEEREERAEZHZEIENRE AWS IRFNER , M 2E
—RAeNEEREE —/IRFR , E8REA.

BRI
RAERAGNEBIRFFEEFSRNT !

1. EXREACGKHNERTEM MCP [ARSS - £ Sigv4 SEERES B EEEREEAA/GNER
T M. AWS DevOps RERAZEMARSE , EMARBER  RAREACUEEREHR
Ko

2. # MCP AREFEZFRAEZEEBE - 244 MCP fARSHIEEZFRASZEEE , AWS
DevOps EIRAEEFERAETE AWS IRFE ( Bz ) AGETRE. c2REAZAGHT
MlistTools , AERRARFTEREEEEN. ERAEZHLEEEHEMEBNEE AWS
RE., EIRFHNAGYERAWMEN MCP @RS
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3. WEHM - BERASEREES LREREA MCP ARER  SEARESNACEBER -
TERFNTIERFAE , URSEAEESHBOAERSAG, RERXERY MCP AKES
HREANSEIENRERSACHLBEHUAT,

E-BS
K|AE Sigv4 MCP FIIRAREREMRA S22 R 7 BB A -

- ERAETHLAEREAEMEABNEE AWS 1kRF. MIRRATEIRF , BBELN , RATEK
FAeg#TlistToolshE, #HRASR : "EREEAALNER TEMB Sigv4 MCP AR
RREAERARZEPEITERFSEAB. 4

- FERFHAEMLEARTIUA MCP RIREFNFFT ( Hlin , execute-api:Invokest¥f APl Gateway
EEMREE ) . BHFEERERENELL MCP ARBEEEANSERXERFACHEUER T,
MEFHMEF , FSBEFTIBE. AWS DevOps RERASEEHNEAFEATEARS , Y EREIE
EIRFREAREAR,

SEREHEAE
BB A E MCP AMRSFAM : "EETERFEIB

MREEMN MCP ARBREEAACEBHAN , FREERAS . NREREHARB[EFTRA
EREPFEIERFEAL 6 AITRASZERIEEAERNETE AWS IRF,

AWS DevOps REERSEEVEEE  FRAREENTHAEE AWSIREW IAM AEeXBEEASG
SigvV4 MCP {@fiRgs. & E#RIERE
1. MBEEXERFE , FETEAWS EEHEEETRAEZERH,

2. BERERFH IAM B2 EFIA MCP RIRSENFFA ( HlW , execute-api:Invokedt#FEER
Amazon AP| Gateway B {RIBRES ) -

3. BIREAHE MCP falfR=5.

M BAERE

« Z% in AWS DevOps (REER
- BEREREXEH
- BRTREARE
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EiEER A2A RERER

RiFERERERNEBBEEERKEEEAgent-to-Agent(A2A) BA B ENASBRERR |, KIERE AWS
DevOps RERXWHAEDE, EREERIHRERENE |, AWS DevOps RERX JLUSHAE FEK
BiRice , YEEFAEERMARERE, NEmRPUNAERRAEBERENEEZZE AWS DevOps KB
ERX.

AR B AAREEXBEXESHAE.
=R
HEZERAERACH , FREENHNREEXFETIER !

- A2A BIAABEXE - BHREBERXSEEEAgent-to-Agent(A2A) B E (JSONRPC 5 HTTP
+JSON B ) | WHEAFEA URL FIEMAMNRERRF, REEZXFE45F AWS DevOps £
EEXIMMTHESZNREERXEA. ARUAREEXNMEE S REBEFSARERNAREERF. T
SIERAEFRAUALERN
« name - AR ERXHE—FR
- iR - REERIIEEN IR, AWS DevOps KIEFE R & A bt AR A 4 B i E i i A EE R Rl
SEENFER

« supportedinterfaces — E& M Aim2 URL, BFAHERE (JSONRPC = HTTP+JSON) BRI E
R

- IEE - Y BHEANREERXREXESRREE

. BEE-HRREERXNIESTEEENES, AWS DevOps REERFARKAASEERAISZEENE
wmRAERER
- BOBETE - LCNRFRREEINSEXETIHD-ESBES L . AEFH. OAuth AF IR
EAER., APl £ AWS Signature 5 4 KX (SigV4).

ZEEE
S RIBRIBREKXERE AWS DevOps REERK , HERTHRLEME :

- HERERER - ERRERXEEARBAENERKE., BEREFREEXTEHLEERRYTE
ABRES B X,

- BTREARRE - ERAEEXTHEFRETEIARENENER, NEFHEF , F2EERE
ARE : AWS DevOps REERZ%,
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AWS DevOps REBEXZ 2t MERMEANAREERBLNHMER |
AfERAEER (RFER)

EiREFRASEHE AWS IRFEREM , YEXIRFPNAEERAEZHZEHA.

3
¢
an

SR 1 REERKNERERX

1. BAAWS EBERA

2. EEZE AWS DevOps REEREZA

3. HiERE N RMEREE ( TRAEEERFE )

4. EAREFERTSRERRERN  RER—THM

5 AR ERHAREREXEEL  WARERXFREANS »BBERE

ERASFMEER :

. ZB-HEREREBEEANE—FE
- REEXFRE - EHAEEXRERERX <M HTTPS URL, AWS DevOps RIBFZR SHEEUL
URL , IREREBREAMIIEEL I Bim S,

- iR (GBR) - FEERREERBFERAENE N
BoRERE

BN THEA—EE RIS E

AP| €88 - FRE B EEREXNTFE AP S8 ETEHRE

1. API £ EZB-API 28N ZHEEB
2. APl £iB81EHE - REFEHNEEER ( HlW x-api-key)
3. AP| £i8{H - £ A REETREN API £8BE

AT - FRAEHFRETRRE (RFC 6750) :
1. R - AEERE

OAuth AFmB A& R - £/ OAuth 2.0 AFIRBEAERR T RELETRE

EftERAEERX (RFER) 234
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1. AF#% ID - 8 A OAuth A Fisf A B ID

2. FHWE - WA OAuth Al Fimk A FiRM®H

3. Exchange URL - & A OAuth &3 #2i% 25 URL

4. FTIBEE - #1855 BEH OAuth EE

AWS SigV4 — fEF AWS Signature 5 4 MOETERTE

1. RE IAM A6 - BETIEP—EEHR :

- FAREAR -RTHNRXNBFEFEZIRAN IAM A, AEXEAEEEMEEE , L/7F AWS
DevOps Agent IR EBIBEXAE (FSEA Sigv4 SoBEEL IAM HE),

- FREUFAGC - EEEEAPETRWstep-by-steplER , FAERNETEREILRN IAM &
@IO

2. AWS B3 - 8 A Sigv4 228 AWS WIEE ( Hli0 us-east-1)

3. REEM - WA Sigv4 #£F AWS R B bedrock-agentcore ( fl# execute-api API
Gateway, Amazon Bedrock AgentCore)

4 B—TTF—%

HER 2 mELEEM

1. BEFEREHAERENAEFEER

2. B— T ML REEM

3. AWS DevOps VIR A$E18 BEUERN AERE N R FER
4. UEBRER  BHREAERSERSBREH

IR U AR A B SR E R A B %2 [ 2 11 B B
HIRFEREMERERAS 2%, CULSHRBEERASEHR I

1. £ AWS DevOps REREXF#EA&F , ERENRKERAZH
Bl AN RER B RE

HEEREBRABERS , B—THE
BENEEERIEERASZEANCEMERERAL
B—T#HE A SEiRAERENEENNEREN 2 EE M

o bk~ 0N

HEIm R A ST IRA 8 22 S BB 235
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AWS DevOps R (EE
AWS DevOps RERARAETUENAERXZHHRAE FERBREENERAERRX.
BERRAEENER

BREERNERALS - EEEEMREREFTRAERZEANERTRALS , FENENERAER

B, AEYREREIER , ARREERFTRAEBER,

BRERERASER - FETHEREBRASEERASZHNER , FEERERASERPE
WMERAE , RRZEBR, BETE2MBRERERASHEM  FAEERMEERAERZEHPBE,
REBEFRIREME  ENERFRAR , RARREBFHERRPEFIUEER,

EMEORBRE - NRENSGIREBREFTEEN , LFEZENIMERAERKX. EEE AWS
DevOps REEAFZETHNIRRHEERE, SKERAEREN, BREMEATHREE , RRED
ETRERPBIFRUHREM. #F L FAFN IS BRBEAEHEMERMNEES K RARETEVEALRE
2 = B AL E R

MBI ERE

» the section called “##1# MCP {@fkzs"
« AWS DevOps REREAZELMH
« the section called “Z2 3 RKEERNZH"

JL

XIE

/.
\l

\

|y S
I

DER—EREWEE , TE AWS DevOps RERAHE LTS, BEHMN Lnux RIE , TEREHBRE
MATEAR. FLEELEFHERBREABER, Eaf, £AVER K AEEXSEAEEH
FHHEE , flm, s ARARER, FAE-AEENRTER , WEREL BT MEIBIR S @R
REVE#L

BEYEHBRERUEN K EEREAE-FE , ALRKEEXHTHEARSRENHEERRER
B, BRLEFIRENEHMAREN , URAERENENS. REFER  PESRFIELEBEFR : &
EREB MR EBBE R E R , ARERE AWS BRI umR

@ Note
DETERBERTER , JReEEMEE.

EHEHE K SPREBARTI AWS B :
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- XERE (MHFEIEILE ) us-east-1

- BRI (H=HK ) us-west-2

- MA[E® (HRZ) ap-northeast-1

o BUM (ZBEMW ) eu-west-1

WEHMET , FSHSESN DT,
DERNEESN

B RERXZMBELERB , AWS DevOps REBX REBEN A BHRIN Linw RE, EIRE
i, RERX AU shell HENRDMBARE , ARKBRAER S5, RARSEUAERN
M, T ARAmEEE LA,

REEHEREERARZEZ AWS IRFHFELRE AWS RER. FRABATUERELRERY
E LR ST AWS CLI Hl boto3 (AR Python BIAWS SDK) FFiY , SiEEERABCEHEAHFT
AR, ERERABREREPEUARIRA L IERNEB AWS BREENR,

RERRX A LUEAGSH TES Python # Node.js 2R E , R EUBHEBUE /5T MM %K
ZEH HTTP 53K,

18 5% TE 2 I BR3R AT AT VIR F

- WRRBUR - RIEARETEN M, HTTP FENBENARAFIEE, ZNAFFFESIERE AWS R
Bin RN R BHFER,

« BN -FEARRERRDH pipM npmEH. RERANEXNRTTUEAECH , MEFEANTHRE
e,

® Note

EHRESE KEEREAASEHEHNEERAYE. RHEHEIX, BIIFRASMAEA
DevOps &R A BENRERN X &

DERE R

AWS DevOps RERN S EFFEHA Lambda MicroVM F#TEENE. =8 MicrovM W EEE R E
AE—RE  IERAELERBTURE, EERAERDERH AWS CLI 5 SDK FFIE | 2 FEiBR
HRRELFN, XREBEKTFIURFAMERE , AEDERNEEEENIMEREH AWS ER,
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DEPHIFEE

BADE®R , KERENthe section called “DevOps KEEXF BRIV ENERIAEREN , mMF
ERERERRRENR. SEURMEFrRNEERERXFEARENSR

- FRABTIHIITERSNEN - REEXTUEASREG TSI TERESENRRLFNEER M
TREBERERRKAEACH. EFPRSRIERBSEBHHREE,

- ITHERRR - REEXATUAHTNARERERENENR, NRRELE  REREEET
AEITHESR , Bl Markdown 578, BENERER., FADE , FETUEEREEXTER
BHRHTHATRTENS.

BRI 2 Bl

ARTERELE , RitESZEMA e , REEXNEZATEXNR, TEERIEER , BETR

Sandbox (227

Control outbound network access from sandbox environments.

Sandbox is not configured. To opt in, configure sandbox.

pip packages npm packages

Allowlist entries

REDEZH , BEAHETHEE

- MBEENGE , REEXEXBAAEN T, HTTP FENEBE, EE8FB A EEEB 2 , PER
BEERE AWS RIS B

- BRERAEARERREDH pipM npmEH,

REREEXZBHNIE

1. A AWS EEEFZ A I H AWS DevOps RERXEZA,
BHUENERABZRE  RAREEFURERSIFER.
EAHEERERF , EBERE.

REBBEBRNELLZRENESF , MU TEEFATR.
REFENERE,

o b~ w0 DN
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RENE2® , WEERGBERERLZEN pip M npnEH , URAFFERERENBE, #EHE
BERERE  FE2EBRILE.

ARE B ER

DESREHFRRHIAPENAFIEE, ZHAFFFTESEE AWS BRFmIUNNAMBEEHFER.
FEREREIEEMEMGER  FAEMEAFEEER,

BEFEIRE  RARB/AFBFEERBRETIER .

- FHEN - BEEANIH, TIXERSERLY., FATIIHES —FERE
o *x _FREEH,
« * example.com- — @B
« ** example.com - H{AFHEERE,
« example.com - FELIHY = #E,

o HTTP 5% - LbEHAFTFH HTTP i, TR BFERREFE—HZ{ESEOPTIONS |, flan
GETH ,

- BB - WEMAFHRE, EEFNERCUNE -—SSEAER
- * FE—EEE , HlI /repos/*/pulls,
- RFFERD Y, Bl /users/aws-*/,
- /** REFMEFBE.
- BRBEHSE,

TEERETKRNAFHEEERR,
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#remove-sandbox
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Outbound requests are restricted to an explicit allowlist. An empty allowlist denies all outbound requests.

Networking policy

Allowlist entry 1 Remove

Host pattern

\ * github.com

** (all hosts), *.example.com (one subdomain), **.example.com (any depth), example.com (exact). Partial label matching isn't supported.

HTTP methods
Select permitted HTTP methods for this host.

\ Select methods v

[ GET XJ [ OPTIONS XJ

Path patterns

| /= | ( Remove )

* matches one segment (such as /repos/*/pulls). Partial matching is allowed (such as /users/aws-*/). /** permits all sub-paths. Query parameters are ignored.

SHHERASEARTETERNSEEN M  BENEEE. EEBKRER , BEEBR,
REBARENEMF

EEHERY , BEEENEREDEALZEN pipM npnEl. A% REEANEAB I UERE
EAELEH K MARETEEHEMAZHENSHEIESREATEM. TEESEREHE/IEN
HNEFER.

Packages

Pre-installed packages for the sandbox environment.

pip packages

| requests \ ( Remove )
| pandas \ ( Remove )

Add package
npm packages

| axios | ( Remove )
Add package

- pip Eff - BEFEEHR , YRABEERLLEN Python EHFBWMAEHEBpandas , filL0
requests=

s npm E4 - BEWEEH K WASEERLZTEN Node.js EFBAEHBBaxios , fHlw .
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EEBHEL  BEESENBR,
BBRALE

HRRERY  FBRRASEAR  ERENETRAESZEZE , SIEDEREIER , AREDVEERDE
BBk, BREER K AERATEBANMBEMEIERE.

WEERERF

THRHEARAERENEEIEERE

PR 7l Value

pip &4 50

npm E4 50

W% LR EIEE 100

BEAFFERENBERERX 50

BEAFBEEEBWN HTTP 737& E41 &
ZeEE

AWS DevOps REREASEECHAERESFEHESERE , AR E —EARENEABNER KR
TE2HES —ERAEXAH. AWSDevOps REEXNERENEHEMBEIENFIERE , LMERELZS,

RIFNBERIEEN . ©AKYE AWS BREREMNETHEHFAEHBAIEENGR , YIEEME
HAuEEK,

REEXSEADEPELENITERR. £TRER,

I]I‘H
I¢

T2 RHIEE :

- BAHFBERBERY, FRAZAAHTEER  PERSIE AWS RS nE, EHEREESHMSE
HEFEEH, HFEFREHMB A EEEE,

- ) EBEAMBEEENEE, FABINIHEXNBENKEER K MAREZNERZET , 4
wmox*F /x* | MERFFIEN HTTP B,

- ARAZEEN  MARAIHESRE, ELAREAZEREREAMENEHK , TUBRENTRED
RTFEAEHRENELFIE,

frp
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% AWS DevOps REEXLZ £ EHNFHEN , F2H AWS DevOps REERLZ £,

HEZE AWS IRF

IRE AWS iRk F AT AWS DevOps REREAAEMLBF ZE AWS IRFNER, EEHNEARXER
ZERFE , IEABRFUTHRRERASESHHAECHEBAIEEMEHEEER. HBEUEAERHN
RFEMERNESEFMAIRRESNAETERM,

TERMRAF
FRRE AWS RS 23 , BRELE -

- EFERREERFHH AWS DevOps RERERFiEA

- REAWS IRFHNEEFERE

- EXERFHPRIAGH IAM BT

- EXERSFHEE IAM A€ (iam:PassRole) WEFA, H2REEIRF A EFFT,

FERF AL EFTT

ERBEERLENNRNE AWS IRFE , AWS DevOps REEREREFWUFEEETTUEE IAM B,
EREAREZERFAREFBERN IAM FRHES AR, MREZFTLAKRE iam:PassRole , EREX
B, H HTTP 403 & #AccessDeniedExceptionZ iam:PassRole, BMFZEFEACHHEY AWS
DevOps RIEBRANTEEZEE (fln), bhER4EEEE Naidevops: *. EFWAEIRE 28, #§
iam:PassRole¥BEFEIRFHFHN G 2 BUK,

TIHRRERTFREMBNR/DEFAE !

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<primary-account-id>:role/*",

"Condition": {
"StringEquals": {
"iam:PassedToService": "aidevops.amazonaws.com"

}
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#required-permissions-in-your-primary-account
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}
}
]
}

RN TRY

- WECIRFHNAB®EResourceAFtEE : arn:aws:iam::<primary-account-id>:role/
* (T *) WMAEABEAR ARNs, REFAEAFTLER , BEEA{ER ARNsH BUER & LR
2o

- FHRES iam:PassedToServicef&#raidevops.amazonaws . comETRIEEREFER, AR
ERFn LR EEMHMNiam: PassRoleBFHERMERE, WMREEiam: PassRolefRESFERKE
HEIE , 551& aidevops.amazonaws . com#Ti€ 2B A K.

- it REEELHEXRERFURBREFRERFREHT. CERNAERFSREEE B
BETREFH AL,

HBRE AWS IR

BRTUUT S |, A LA the section called “AWS DevOps Agent CLI APF5#EE" AR R ERET A X H
BIXERF,

SR 1 REBREIRFERE

1. BAAWS EEFEAWEESE AWS DevOps KERXE#EA
2. ERENERAEZE

3. AIEThEEREIRE

4. EERERT , SHRERRFER

5. EiEHE

TR2  EEAGERE

1. EAZHNARGHEWRULT  BASKEXAERFIERYNACGER
2. FFAERIET - EXRBIRFHEVACK  BEBRERTE
3. BRFERAPRUNEGERK , AHFAFETFE=EH
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ERAEER

SER3 ERBERFAEVYAE

1. R BIESRREIER , WBEAXRE AWS tRFHH IAM =24
2. EBEFX AM>AE>EBIYAE

3. BHBAFIEEBER

4. BEERTSR 2 BROEERE

5. BT —%

FSER 4 EIEAWS SEBEE

1. EFF I BEREE S , 5 AlDevOpsAgentAccessPolicy
2. 3ZH AIDevOpsAgentAccessPolicy 3 & BUER 5Z M EL T 5
. EBET—F

TR mBEEIAE

—

EAGEBRLY WALESR 2 PRENEEACER
(EA) FEHERUGEEBAACHNEN
BEEEBRANEEZENETA

i#1Z Create role (BRI AE),

nal S

HER 6 EEABREE

CEIAM EEAT | SEREBIERHEZEINAG
BT AT REIEE

BEMEE Y > B ABRBK

{0322 JSON RE|EHR

MEBESR 2 PREFHECE

HEBURERE IAM E3E A JSON #mEgss

BET—S

RERRBEENERE (Hl0 "DevOpsAgentinlinePolicy s )
i#$Z Create policy (3 BR)

—

© © N o g M 0w b

HIRE AWS RS
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HRT . THRAERE

1. BEIEERFHH AWS DevOps KERXEHA
2. BET —FUEHRERFHRE
3. FESMREBERAERTF

THRIERNBER
AWS DevOps Agent EE=REER tH T REFIBURERFHFNER

- EEBE - # AWS DevOps REBFER IRIE =8 (aidevops.amazonaws. com) BEERBEXRERS
FNAR, WBEREATAEREEREA. LEZ2EF A IERCRENREEREN ACFIUEN
BR. ELRHEEAFEZERFHINERAESZEREFE.

« AlDevOpsAgentAccessPolicy (AWS ZEBE ) - 12t AWS DevOps REREXNFAEXEIRF FEIR
FrEM R O EERT AT, LLIBURH & AWS |, WG IR EHo

- ARBGR - RHEAEEXAZHARSENEMET T, tEXSRBENERASZHREEE , I
RIS R ERS RN,

AWS DevOps Agent REEZEBHREETRBTRERFINAC, EERERGETRRREEE
RS A9 2 AR A B 22 ) o] SARKED bt B 0R S 12 B
EERERF

- BELERIRE - EURERSIFRP , RERRFERSIHAEERNRERS R LERRE,
- B IAM A8 - REFESYETT  FEMERIRERFHPAGHARBEK, BESVE

Mo

- BRAERFE - EEFEXAERFNER , BEXERFEEDZIZIRS , AR EEBRKR. EXT
EMERREREPH IAM A,

B35 E A 2RR
AWS DevOps Agent 12t = FEEFREERREN HF N,
NENEMMES

B#&l , AWS DevOps Agent XEEEBREL MESH Dynatrace £AE , IATHIIEE .
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- FHEEFBE - AWS DevOps REEREZEIB a AWS DevOps REBFREXFEEM Dynatrace MCP fd
fRES , EA A AMERNERREEREHN DevOps REEXZE B,

- BEMLFAEME - ATLAERTE Dynatrace TERER MR R B Dynatrace BB SHFRABE.,

- ERAIBTEME - AWS DevOps REFREX AT LLUEIB AWS DevOps REBERFEER Dynatrace MCP fd
fRESFAERER , AT LA B & ME Dynatrace E A,

- REEFEF - AWS DevOps REREXSKERAELER. BEARRSTNELENERITERGE
Dynatrace &N Ho

ERTHEQERS

s
¢

B3

- the section called “i#$% Dynatrace”

NENE[ES

BBl , AWS DevOps Agent XIEEFARE@MESH AWS CloudWatch, Amazon
S3. Datadog. Grafana, New Relic 1 Splunk &,

ZeREERR  REAREQBRSHEAERE , RMAEZE AP SRVNEREERESMR T
AWS DevOps RERAASHEAELEAERETENRRRE , TR EHENHERETEARE
B,

AWS CloudWatch RENEMBESTNFERINZE , XBA THIEE :

- HEERBE - AWS DevOps RERERGEBERENETENRE AWS EIRIRE , FATANE
B A RA R IR IR 2K DevOps RIBIE RN =R,

« EBRABEME - AWS DevOps RERERXATLUEBEEMNRE AWS Zinik SERHBIRHEN IAM &
& (IAM) BEBER , T EBE AWS CloudWatch &3,

Amazon S3 REMNERESTMATIIEE
- EAIBERME - AWS DevOps REREX OJ LR ERBERFH Amazon S3 HEEIFREBEYH., Y
REBREETE S3 FH A, HEERMEMKMIIEEER,

EEM M Amazon S3 B4 |, 4 s3:GetObjectM s3:ListBucketF A #H B ZE DevOps KERER
WIAM A, ERREERER A BSELHFTHEEREARBERNTEFINSESE S3 FFIFE. o
FERE IAM FAWEMET , 5528 the section called “DevOps RERER IAM 5517,

AENERES 246
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Datadog. Grafana. New Relic 1 Splunk AERHNERESEZERELHATHIIER

- BE)LFTAEMEI - Datadog. Grafana, New Relic #l Splunk B4 AIFRE A1EB AWS DevOps X IE
23X Webhook fi§% AWS DevOps K ERERABHHERFAE,

- BRBEME - AWS DevOps RERX A UEERSEHERNER MCP AREAEHER , B
I WE Datadog. Grafana, New Relic  Splunk &3l

FETHRENRS  F2EUTRE

« the section called “i## DataDog”

« the section called “i#1# Grafana”

« the section called “EiZ 14

« the section called “i#3% Splunk”

Bring-your-own3& 8l 25

HAME A EHALEBRIR |, 3% Prometheus 18 |, B AT LUEA AWS DevOps REBRR X E Webhook H
MCP falfREzEE M X IE,

EE T f#bring-your-ownZ4 | F2EUTRSA

« the section called “i&i8 Webhook I f§ DevOps KEER"
- the section called “i#E# MCP fA iRy

&£ Dynatrace

NENEMmMES

B#l, AWS DevOps Agent X EEFAREE@ESH Dynatrace £/AE , AIRATHIER :
- BB RMET - AWS DevOps RIBFER A51EIB Dynatrace IRE A 7] F 19 B 88 MBI R R LR B MY
DevOps RIEEN 2= BH#E,

- BELFAEMHE - ATLAERE Dynatrace TEREREEE R B Dynatrace BN EHFRARAE,

- BABEME - AWS DevOps RERER AT LLEIR AWS DevOps KERERFEE M Dynatrace MCP fd
fREEAERER , 7L BEME Dynatrace &M,
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- JREEEFH - AWS DevOps RERA S EBRAEER. BAERIMNEENBBEITERMGE
Dynatrace &M Ho

FORIFAF

Ed Dynatrace & AWS # DevOps {2 X F E Dynatrace SaaS. B S HURR{ETE Dynatrace
SaaS RIEH A AW Dynatrace A ZIEE ( THERIE. AppEngine BAEX , @1E SRE Agents FEF
2NA OAuth BFIR ) o

4% 1& Dynatrace Managed ( A&BEBE ) , M H Dynatrace R EFHEIRFELFE R INEEF A
Managed. MRE#HITH R Dynatrace Managed , BIAE KL FA#RZE Dynatrace SaaS , F s HELR
Z AWS DevOps (RERER . 82 [ Dynatrace Managed ## %l SaaS,

i
AR

AR Dynatrace AT A RRTE = EMRER -

1. Connect - EiBEXERFFIREAEREERTEEZENWFIBIRERE L EE Dynatrace HVER
2. BA - ZEBE%E Dynatrace RIENRHEETRABZEF A Dynatrace
3. EREIRM Dynatrace I]R¥E - 5 Dynatrace SRE Agents FEFRE |, RER 2 RENTERIELR

B EE
#1384 Dynatrace BRIEREL
faRE

1. AR REEREE ( TRAESEFER )
2. EEATHTAHRMEERP S Dynatrace , AR BIFFM
3. 7£ Dynatrace 2 EGFHMFFATH OAuth A Fim,
a. 552/ Dynatrace X4
b. EfERMER , KT —F
c. B LASH Y BT REE B BV =Bl DevOps Agent ZE[ | #§ %18 Dynatrace RIEMEH E1EEE T4

ERIE,
4. $& OAuth A Fims E 8 A &K Dynatrace F#IE A :
- AFiR&R
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- AFE ID
- AFmRE
-« &5 URN

5 BET—&%

6. MBI

S EFEMAREELRE— B Dynatrace OAuth A Fik., & EEHZEHM Dynatrace 1RF |, BASEIRFE
BlRER,

S 2 A

EHBERERAEZEHEA Dynatrace , Y% EE E K £ E

fERE

1. REBAEBZHER , ENERAEZELIR TREFHENR

2. ERIEEREIER

3. REBBRER , RTHE

4. Dynatrace BB~ ACHMRE., REHE , KEENIMHEEERAEZEH,

5. Dynatrace 3R#E ID - IRt BE 8 ik DevOps REEXNZRZE LB Dynatrace I:RiE ID,

6. B A —= %@ Dynatrace IDs - iELL W1} B DevOps RERARRELREENER , EHI A2 R
REAREN. NRETEETUEER,

7. REANIRTHE

8. & Webhook URL 1 Webhook ##, #4471 Dynatrace SRE Agents FERfEX P EAELIEH K
SERERR. MBFHMEN , FZ2RAF—H,

S¥E . AWS DevOps RIEBFZEX & H R Webhook B —k, MRIEX , 5E# Webhook
LIEEFHMWE, Webhook URL A EEE, MEEE Webhook ZEAERMNIER , F2
BE I Webhook & AEH,

B—-FRABSZEE A LERZE Dynatrace 5t , AR BEZMNZERE, ZEFEEMIMIER
B BEEELSER.

SER 3 . BREZH Dynatrace IR

ZE5E X Dynatrace 587 , i A Dynatrace SRE Agents FERER , RER 2 RENTTREEEHN
Dynatrace i , MEFBRETERE. NEFHEA , FSREAM—H,
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X ENEHERET

AWS DevOps Agent £/ Webhook X #E R EH Dynatrace WREE4HERE, XENSHEBRIRECHK
mT

EHEH
SHANBRALT, SHERERA

{
"event.id": string;
"event.status": "ACTIVE" | "CLOSED";
"event.status_transition": string;
"event.description": string;
"event.name": string;
"event.category": "AVAILABILITY" | "ERROR" | "SLOWDOWN" | "RESOURCE_CONTENTION" |
"CUSTOM_ALERT" | "MONITORING_UNAVAILABLE" | "INFO";
"event.start"?: string;
"affected_entity_ids"?: string[];
}
mEEHS
BREHANBRELEERARTUETRESBNRE. SHEBERA -
{
"task_id": string;
"task_version": number;
"event.type": "mitigation_request";
}
BER

ERRFEERASZEBRARFBRAOMEBR LERE, FEX2BRE KL AXRERCHAR
AREEAZEPBRE , RETUBUEEM.

SRR REBRAESZEBER

1. REBAEZHER , ERNFRASZEALR T REFEEN
2. EBEUHEEREIRR
3. A THEEERER
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4. EH Dynatrace
5. BBRKR

SR 2 RIRFBUHREM

1. BIERLIRMHERR (TRABEERFER )

2. BBERMEMBER.

3. REFERAEZEHHAT (URTREEMERAERZHFTEERELRSR 1)
4. ZH Dynatrace , REREBEINRER PR EFEBUHEM,

% DataDog
NENEmMES
B#&l , AWS DevOps Agent XEEEBRENEMESH Datadog £AZE , BUATHIER :

- BELAERE - ERNBHIRELBERIER AWS DevOps REER Webhook B AWS DevOps
REEXNSBHBRAEL,

- BRABERE - AWS DevOps RERER A EEBESEHEENRRK MCP ARSFFAEHERBER
BEZRMER,

it o

SEBAER

F AR FZEURR E B Datadog iE¥w MCP i B HY E 4R
MR

1. AIERE D IREEREE ( TRAESEFER )
2. EEATHATRARMERRP S Datadog , AEREFETH
3. # AS&# Datadog MCP fAlfR=SEFMIE A

- fIfREEETE - ME—FXBIRF ( 70 my-datadog-server)

- %% URL - Datadog MCP A iR85i% %, i% % URL 24R{% Datadog B MAFFTE,
#9 Datadog #8v4 ik B &R 1& .

o HR - 2 A9 A BR 2R R

3
9
g
xd
!

iE$# DataDog 251



AWS DevOps {RER2

ERAEER

4. BET—F
5. MEIWRR

Datadog #8 U4 i B4

MCP ix % URL &R#% Datadog #¥MAMTE. &ERBIEHNMAL

g2 URL , =2 R77EX Datadog #uh,

Datadog #834

US1 ( &%)

US3

usS5

EU1

AP1

AP2

A8 5 41

datadoghq.com

us3.datadoghqg.com

us5.datadoghqg.com

datadoghq.eu

apl.datadoghg.com

ap2.datadoghqg.com

MCP % ® URL

https://mcp.datado
ghqg.com/api/unstab
le/mcp-server/mcp

https://mcp.us3.da
tadoghqg.com/api/un
stable/mcp-server/
mcp

https://mcp.us5.da
tadoghq.com/api/un
stable/mcp-server/
mcp

https://mcp.datado
ghqg.eu/api/unstabl
e/mcp-server/mcp

https://mcp.apl.da
tadoghqg.com/api/un
stable/mcp-server/
mcp

https://mcp.ap2.da
tadoghq.com/api/un
stable/mcp-server/
mcp

F51E% A Datadog i & 8|E
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Authorization
EIB T %5 XEHK OAuth IRHE :

- 7f Datadog OAuth EHE LA ERE & 2 1RE
- MREREA , FEEAF. BA, AEERE

ARETTHE , Datadog BIAEFTEERAEZEFERA.

A MEBEEREE —{@ Datadog A, &FEEEHM Datadog A1 , FASEEREELLER , I
ASEZMEABCHARSEERE,

$B 2 A

EREFERAEZEAEA DataDog , I 5% EE E# £ E
fERE

1. REBVAEZHEER , ENERAEZELZ TREFMEN (NMREMKRELERAEZEE , F
288 the section called ‘I3 REBER =)
EEEE RS EH

| T8 F5E A E B

BT #i8

EIELEZMAR Datadog 7.

T—E

BENIZETR7T

# S Webhook URL Ml APl &8 ( —XEER ; APl &RBEREERE - MREX , FRYERSIE
| LK Webhook FHIEAREHMELE , EEHEL—EEW|MAN )

© N o 0o bk~ w0 Db

AE  EMESE®E Webhook BEAERINIE R , 2B EE Webhook EAE R,

E-REEXZE UM Z@E Datadog 7iffl. EEMES —EEM , FEEELT R,

S B 3 : 5% E Webhook

It

EASER 2 B Webhook URL 1 API £88 , A LAFRE Datadog &% 5 5% 5k

BN,

MEH  PIINEERS
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Datadog Webhook SEREABRFR S 7 EE. WFE—M Webhook BHRBEXMEABREBER , FSH the

section called “#&if® Webhook I DevOps (R, T 5 & &R Hready-to-use Datadog #HRE ; &
TEEBTEEAR,

B8 3.1 : 1£ Datadog A I Webhook

1. 7£ Datadog ¥ , FIRAE S . # S Webhook , AEFMESEE, MEFMEF , 5528 Datadog
X Webhooko

2. £ Webhooks T , iZIE¥71H,

3. Y EMW , MmARE , HlW devops-agent, EALEERFA S ewebhook-devops-agentd#§
HEBBER

4. ¥ URL , B £ 88 2 Y Webhook URL ( AJ R EFRR A B ZEThaE R 5|4Z8, LY Datadog HE B
R ) o

5. BIRAH , FEBERABIRRALSER 3.2 FHER,

6. BB H EZRIERBEMRE , WHABZNBITEE , AEREW AT JIEH P ETRIE
58 , <API_KEY_FROM_STEP 2> VR B EE 2 Ky API £58.

7. iSRG R E AKREFBR, Webhook ImHEEFRIR JSON AX ; KX FHESEBRIREE LN,
8. fi£1F Webhook.

HER 6 M BRTREE :

{"Authorization": "Bearer <API_KEY_FROM_STEP_2>"}

EERAESREEEMBEREF |, 557 Webhook BIFEFEZHTEE (Hlm
$DEVOPS_AGENT_API_KEY) , WZHER AR K ARRBRESEZZHEBEPHNEE,

SER32 ERBRERINAFELS

THEREAREEERB[ET , BEEE. BFF. APM F Synthetics B5#7 285, Datadog &1E &%
Webhook BFEUfX$VARIABLEFEB N E ; SFEBNEREARE AME,

{
"eventType": "incident",
"incidentId": "datadog-$ALERT_CYCLE_KEY",
"action": "created",

"priority": "HIGH",
"title": "$ALERT_TITLE",
"description": "$TEXT_ONLY_MSG",
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"service": "datadog",

"data": {
"monitorId": "$ALERT_ID",
"eventType": "$EVENT_TYPE",
"alertQuery": "$ALERT_QUERY",
"alertScope": "$ALERT_SCOPE",
"alertMetric": "$ALERT_METRIC",
"alertTransition": "$ALERT_TRANSITION",
"alertPriority": "$ALERT_PRIORITY",
"tags": "$TAGS",
"eventUrl": "$LINK",
"hostname": "$HOSTNAME"

Datadog £ {1 ¥ FEE Webhook #E#E iR

Webhook ##{z #ERNE &k

eventType FEFH incident PVEEH,

incidentId datadog-$ALERT_CYC $ALERT_CYCLE_KEY EEEX
LE_KEY REBERRARENERE , BT

MRAL  REEFENESE
ERMBRAE—RE. REE
7 EESEBAMRERNRAE
B, A $ID ( BESEH
ID)s

action HEFE created E Y FESALERT_TR
ANSITION ZE Ut
H{E (#/# Triggered
M Recovered ) ~EHE
MWactionfE, AAEZEH
Webhook #5152 50 B 8 2% 1Y B
B (F2ET] 3.3),

priority Hp—EEEFH BT ESALERT_PRIORITY £
CRITICAL, HIGH, LOW, WEFER . ©fEREZE Datadog
MEDIUMZX MINIMAL EERBRIERF (P1-P5) , iEF
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Webhook ##1 S ERANE fissE

=R BEME. Webho
ok E[E 200 E /& , Ef g
FRAE, EEEETEN
BERIEF K FABEEXIER
[E#% %2 37 — {8 Webhook (
il devops-agent-criti
cal # devops-agent-
high) , ¥t BEEERRSE
EEHK Webhook,

title $ALERT_TITLE EASRNEEERS,
description $TEXT_ONLY_MSG Markdown B % Z|#EH XX

=, B $EVENT_MSG
H Markdown & X & 18 hni

o

service EEREERE BA, BBIRRNBETS
530 datadog=R EHI BRIE A
7,

timestamp HRE i#f, Datadog HY HHA2 &

($DATE\ $DATE_POSIX ) =
epoch {8 , M2 AR TR
89 1SO 8601 &3 , HLFE
B MR,

data Datadog RAE & g BEEZEEH. PHRE
RAdataffEMARKREHE
ERERAS , ARATRME
BrEH, B8, £8 , URE
[E Datadog EHHIERE,
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HER 3.3 RRIEHVERZRSE Webhook

EEREBRAETNESMEEREET | & Webhook ERHFIEZERB[AAL  SEBE , WEREERE
BRelEe .

{{#is_alert}}
@webhook-devops-agent

{{/is_alert}}

MBERE{{#is_alert}HEHX , BEMERBA L EEE Webhook, EREEBHZEIB MIBREEMKEE
ENEEERSALERT_CYCLE_KEY , EELESHBRAEL YT FERENRE,

iR
RERF[EXINHZBA (ERFREFTOAEBL) , LB TIEE

1. Webhook &8 200 G fE, &7 LA Datadog Webhook BEHWEHBFRAEE RIREE, 4xx EIFE
FKRAuthorizationfZBHIER, EFMRE AP 2B VHERHFEIBAKRECER,

2. AEEELENERAEZEHHEK., (AFHEANNAESERERAEERNERTEER , E2HE
HIN, ) REREMN 200 AIERTEZARERRE XK. BE Datadog EHH R A H Webhook
BRI : \EUAERSERE 200 EE , HAX S LRI (#Flm, 'P2' is not one
of ['CRITICAL', 'HIGH', ...]), MEXRMWEHEERE {"message": "Webhook
received"}. XERNERERIEE (FSR LAWK ) , UREARERBERF LR
#incidentIdWEEpriority®EH,

NE —fi% Webhook #HEEZ KT , 552 the section called “%iB Webhook I DevOps {LIEFER",

H—2 7 ## : Datadog =% MCP A R8s

BER

ERRFEERAESZEBRNRFEBRNMERBR LEE, EEX2BRYE  SLATRERCHAR
AREEAZEPBRE , KRR TUBUEEM

SRR REBRAESZEBER

1. REBAEZHER , ENFRAEZHI R T REFEEN
2. EEUNEEREIRR
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AWS DevOps {2 &2t R
. MTHBEEANER

4. JEH Datadog

5. BBER

HER 2 RFEUHREM

1. AIEEREHIRHEEE (TRABEEREFR)

2. BBEETEMNER.

3. REEZRAEZHHBAT (NMRTREHMEERAEZHTIEELRSE 1)
4. EH Datadog , AR B EThsERPEZFEUHFEM.

E 1 Grafana

Grafana S A # AWS DevOps RERXNESHFAEHEEN Grafana BTERPHIEE. ERRM
RESR, WESEBEMEDSER . Grafana WIRFEBREM , ARG HLEZTENERAEZHE,

ATREZEM , Grafana B ERMAKEILE, EAIECEFERAELIRA. EXRAREEX TR
Grafana I{TEBEHMBEIE R , BEEZET, BARMEREM Grafana EIR , flERKR, BEE
R, MEFMER , 5528 Security in AWS DevOps Agent.

Grafana E3R
H#Z Grafana 28l , SBHEELD :

« Grafana 9.0 REEF A, HRERD API %3 , ELThEE | 13RI REERRRBENIRIE , TeEE
SEIE TR B R AR,

o TiFEIB HTTPS FEHY Grafana #1TEEB. FERFXELAENALEHRIGE. BBALEHEER , 88
Grafana #{TEE T LAERE LA EREBEREFEEN VPC H5EE., MFEFHMER , 52 MBthe section
called “BEEFBEE LR,

- BEEEEFENG A2 FEERA Grafana IRIEIRF

X Grafana ( \REB#& )

Grafana B AWS tkRFEREEM , Y EKIRFFNMEERAEZRCBHA. SEZMYEEZ—@
Grafana #{T{ERE., HEZMEM Grafana HITERE , FABENTERERLESF , L AFEEMH
REBCSHRBEERE,
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SE 1 : 5E Grafana

1. B A AWS EEF#EE

BEZFE AWS DevOps REBEX XA
BIERENIRMEEE ( IRAEBEERE )
EEATHAAREEREF S Grafana , RERBEFZM
R E Grafana EH L , WA TIER :

o & 0D

- BHER (KE) - EAREF . EFHRNELBA Grafana ARSRAVERERTE, Hla0 my-

grafana-server,

 Grafana URL ( %E ) - 8 A Grafana #{TEIBHNEE HTTPS URL, I https://
myinstance.grafana.net,

« BRBIRFENFEN (L4E) - B A Grafana RBIRFFRFR. FRAEE U BBglsa_, FEE
MERBIRF A, FEEEER Grafana FITER , BIEEE > RBIRF , £RAREFAGEN

IRISWRF |, WEEFFF,

« WIR (FER) - FBERAGBIEBFREF AR, HlW Production Grafana server
for monitoring.

6. (BA) & AWS ERFEEFMUAHEBER.
7. BEBT—&

SER 2 . B IR3X Grafana 51

1. WEBIFTE Grafana fARESFAE A
2. BB UTEREEM
3. RINEEME& , Grafana EHIREEHIREEEEMN B M ERF

#% Grafana FiEEREREX =™
EWRFERGEM Grafana 2% , B U EEEEENERAEZTH :

1. £ AWS DevOps RERX E#HAD , ENEHNRKERXZH
HI{E N RER B IR

EERERS , BEWE

BEELEEEILERASZER Grafana i,

o &> oD

iE# Grafana
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E-ERASZEAUERZE Grafana &, &EE#S —EEM ,

T
]
R
(o
53
N
&

Z% T Grafana 2B Webhook

B A LA Grafana 3% E A TEEIB Grafana Bifg 281X Webhook RIZEE X KB B B #5%% AWS DevOps
REEXFAE, WMF Webhook 0BT HEZNBEEEMNFMEN , 552 M the section called “FEi
Webhook I} DevOps REFRER".

IR AE L Webhook B3 , 5581 Webhook LA E 4 HE ., Webhook URL FREE, MEEE
Webhook B AEKIMIETR , FFZ2EEE Webhook EAEH,

SR BABEFTBHES
&K Grafana $TER+ , BEZER > BigH > BAEX , XERATIHIATEMIHAER

{{ define "devops-agent-payload" }}
{
"eventType": "incident",
"incidentId": "{{ (index .Alerts 0).Labels.alertname }}-{{ (index .Alerts
Q@) .Fingerprint }3}",
"action": "{{ if eq .Status "resolved" }}resolved{{ else }}created{{ end }1}",
"priority": "{{ if eq .Status "resolved" }IMEDIUM{{ else }}HIGH{{ end }}",
"title": "{{ (index .Alerts 0@).Labels.alertname }1}",
"description": "{{ (index .Alerts 0).Annotations.summary }}",
"service": "{{ if (index .Alerts 0).Labels.job }}{{ (index .Alerts 0).Labels.job }}
{{ else }}grafana{{ end }}",
"timestamp": "{{ (index .Alerts @).StartsAt }}",
"data": {
"metadata": {
{{ range $k, $v := (index .Alerts 0).Labels }}
" $k 33 {{ $v 33,
{{ end }}
"_source": "grafana"
}
}
}
{{ end }}

WEARE Grafana B RIER LA AWS DevOps KEEXTEHH Webhook A& EE. TEKRER
8, SREARERFIEENELS YT EFMEREEEEAPEER.

AR MEARGEEFETNE —ERE. Grafana HREKZERNBE RS EAE
—BH, EERFRENSEASMEREE , FEENEBNBIREREAK Fialertname, It
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A, HEATERHERENZTETHEHK JSON Fu, BRIZEEFEBNMsummary=ZE
TEESESIRIMTEF T , EFEEEMH JSON,

$HER 2 : B3 Webhook B4 2

1. 7 Grafana 7 , BEFETR > Big R , AR BEFEMEBIER
#E Webhook i BB & EH
# URL EREA your AWS DevOps Agent Webhook i 2

EiZ A Webhook 32ET , 1RIBEM Webhook R TEH D EFIEE, MEFHAEN ,
Webhook & 2 Baz& 5%,

REBFTABEMUAERENWBEETER : {{ template "devops-agent-payload" . }}

W D

s
¢
8

o

HER 3 : B R R B AR

1. BEFE R > BHABX

2. WBREBRIEUFHBER

3. BEBR R ERLE UK Webhook Bi#& 2
4. BERFBE

EMRMFRREREN | Grafana EELAVEFBEIEZE AWS DevOps RERR | ZRNEEASHH
FIRAE.

BR 751

+ ClickHouse EFI2RRLE - BT #& ClickHouse ERIRIFELE,
- XEFERFEH — B AElthe section called “EB)E4FEF" T Grafana TR, XRRRASHREIZE,

Amazon Managed Grafana Z 2% 18

MEEFE R R Amazon Managed Grafana (AMG) , EEEE TSRS

« RX#E Webhook Bi#% 2 — AMG B aiff HiIRERER P T E Webhook Bi#& 2., BEEFER AMG
#$E R Webhook E#ZEAE AWS DevOps RIEREN ., MEFMENR , 5528 Amazon Managed
Grafana FIVE REFE S
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- IRIGIRFFRIBH - AMG lRBIRFFRANBHRH ERA 30 X, BKFEERGER  WEEHB
Hi 2 BIE# Grafana &t in AWS DevOps RERER ., MENMMAEHREAER , FSBEE Grafana
EiR. WFE AMG FRRFINFMER , 2B Amazon Managed Grafana FHIREEIRF .

EIE Grafana B4R

s EHEAER - NMREHNRBIREFZAEHIEZTEEN , B LUETRBEMAEUHEEM. EREHIR
HEE@E L | BEUEK Grafana 5T, REETHRERDBIZEH , ARRWATNERN. BHNERA
EFXEEHERE,

- RFEZWIITEE - £ AWS DevOps RERXNTZAYT , BREHNRERNZR , REaEINRE
Fo| ERLURREZNERIR,

- %P Grafana - HEEHE Grafana EERABZTHEMNELR , FEZIERTERNE , REBBER
B, EEZTEBRKREAM  BAEHEHRFETRAETEREFBE , AR REHEHEEEEUHEM.

EEHER

NENEQES

BBl , AWS DevOps Agent XEEEFRENERESHH Relic £AE , BATSIER :

- BELTAEEE - HEASHTRESER AWS DevOps RIEFE Webhook 2 AWS DevOps
REEXEBHHRAE,

- ERABERE - AWS DevOps REER AU EEBEMEIRHENRRK MCP ARBFAEHERBER
BEHENER,

k"

B 1 ER

FAREFEUREZE IV E New Relic £l MCP % B HYELR

REMERNTFERATETLAERE (FERZD ) REAHESR MCP ITE,

fERE

1. RO RHERR (TRAZEERFE )
2. B THARARFEERFSEHES , RREEFEEMR
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3. IKBIE RIS EMFER AP £58
4. B A I8HY New Relic MCP f@liR85 APl £88EFMEN -
- 1RF ID : A EREVEHFEARIRS ID
- APl £88 : By A LIREUBH APl £48
. RBFERIRSFIEMN L EIZEEE SR BN E .
5. BIEHIE

SREFMBEEED —EAFERIRS, EEEEZEHM New Relic iRE |, FAEEIRFEENLER.
$ER 2 B A

EREERAEZEHIRAHER , W ECHEHENWEHE

#ERE

I RERABZHEE , RRERARSHY R TREHEET (NREEKRIERARSHY
2/ the section called “EB 3 RIBEXZER)

BEIHRER S| ER

| BB EEAER

BT HE

RIZEER A I E ARG,

~—B

BREYIRTRHE

# 5 Webhook URL 1 API £

3
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S¥E : AWS DevOps REEFZX € H R Webhook API €88 —X, MRiEXL , FHik
Webhook AL #HHI £, Webhook URL A &8 E, MEEE Webhook EAERH
B~ , B2 B EE Webhook B AEH,

E-REEAZHTAEAZEMERNEM. SENE5S @M FEEELSR,

.

S 3 : 53%E Webhook
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T8 Relic Webhook £ A B FRF G 28, WFETER Webhook 8RR, AEEBERFEH
BRI , 552/ the section called “%Ei8 Webhook I DevOps {VEBfEX", FHSE 2 R ( REFH
BoB®E ) &5, FHALE 2 19 API £485%F Authorization: Bearer <Token>tZHH,

£ New Relic https://newrelic.com/instant-observability/webhook-notifications {&i% Webhook, #&H]
DUARBEREREARTH , NENTIRE , LKAFE Authorization: Bearer <Token> %
EHE:FER

HE—5 T H#E : https : //https://docs.newrelic.com/docs/agentic-ai/mcp/overview/
BEHMEAER

WREH New Relic BAERBHHZEHE , BuUUEHEM , MEFIUHEMR. EHNERAEZE
BERBERE. EEEFLENBEAER , FRETISRET .

1. BIERERHEERR (TRAZREESEFN ).
2. BB E B AEMAIER.

3. BEVHIEAR , RERWBMERERTEREEN.
4. GAFNEAER , BE , RRBEEF,

BER

ERRFEERAESZEBRARFBROMEBR LERE, EEX2BRE KL ALRERATHAR
BREEAZEPBRE , RETUBUEEM.

SRR REBRAEZEBER

1. REBAEZHEER , ERNERAEZELR TRIEFHER
2. BEUNRER S| ER

. ATHBEEAREE

4. BEGTEAR

5 EBKR

HER 2 RIRFBUHEM

1. BIERIRHERER (TRARSERFN)
2. BBHEBBEMBOER.
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4. BEFER  RARRBFEHERPEZRUEEM,

JE1# Splunk
RNENERRS
B#l , AWS DevOps Agent X IEEEFREEMESH Splunk F£AE , MATHIER :

- BELFAERE - Splunk BHTTEREAEIB AWS DevOps KEFRER Webhook &2 AWS DevOps
REEXSHRRAE,

- EBHIBEME - AWS DevOps RER R AT AL EBSEHERNER MCP FARSRFAEHERFER
¥ Splunk &8/,

K

R4

HU1S Splunk AP| 4§

BFEE MCP URL M= F = 8EiE £ Splunko
Splunk EEE SR

BW Splunk EEEFEEHIT IS ER -

- B{A REST API i7HX

- BB LRARBE S DERE.

- BIYFWAE 'mcp_user , TABTFEEFEMIIEE

- 8848 mep_user FBIRKBEE LEREMSH MCP RRSSHVEMAIERE,

- MRAFEAERIBERIFREAGNGT , FAERA mep WRESHEREUZH , UREBEENBH
I &

Splunk EHES R
Splunk EREEZEEHITIHIZER :
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E AR FFEUE A B RIE I Splunk =ik MCP i BBV EAR
EEE

1. AIERE D RREEEE ( TRABEERE )
2. BEAITHITRAHERERT S Splunk , AEZEFEZM
3. B A& Splunk MCP fRIfRBSEEAAE A

- fIfREEEME - ME—BIRF ( BIE0 my-splunk-server)

« %% % URL - Splunk MCP {a] R85 2 :

https://<YOUR_SPLUNK_DEPLOYMENT_NAME>.api.scs.splunk.com/
<YOUR_SPLUNK_DEPLOYMENT_NAME>/mcp/v1l/

- IR - 2 AN A RESEER
- BREE - ARG RFBOWAFHEMERE : my-splunk-token
- EBE §oRFENASERE

FEZMEEEZS —ME Splunk FF., FEEEHEM Splunk B1F , FERIR 1 ERPHIR,
ABEEMEHECHARSRERE,

HER 2 A
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EHEERAEZEH A Splunk , 5 EIEE R EE
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s

1. REBAEZHEH , BERNERAEZEAV R TREFHMAEN (WREHMRBIZRAEZH ,
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7. BRI R TRTF
8. 85 Webhook URL 1 API £i#

SEE : AWS DevOps REFEX & H R Webhook AP €88 —X, MRiEXk , Bk
Webhook AELEFHHIE£E8, Webhook URL 288, MNEEE Webhook EAERK
BR, FSBEEE Webhook ZAEH,

B LA Z {8 Splunk EMEE-—FRASTEEVER. #EMES —E:EM  FEELEFTHS
R

S 3 : 5%7E Webhook
/8 Webhook URL #1 API €88 , A LASRE Splunk EXEHUUBRTE | FlMRER,

Splunk Webhook fEAEREFR G 7 EFE. WETEMN Webhook FEREN, ABEBERMEHER
1% , 5528 the section called “#Ei® Webhook I DevOps KERERX". FAE 2 IR ( ZEFHFE D
Eree ) &6l , FRHSER 2 1 API £885%E Authorization: Bearer <Token>#ZHE,

£ Splunk https://help.splunk.com/en/splunk-enterprise/alert-and-respond/alerting-manual/9.4/
configure-alert-actions/use-a-webhook-alert-action i% Webhook ( & E , BT EE K ME2EH
EHEFEEYER

E—5 T

 Splunk B9 MCP fRlBR28 3X4#F : https : //https://help.splunk.com/en/splunk-cloud-platform/mcp-server-
for-splunk-platform/about-mcp-server-for-splunk-platform

* Splunk Cloud Platform REST API B7FEXUE R FMBRHI : https : //https://docs.splunk.com/
Documentation/SplunkCloud/latest/RESTTUT/RESTandCloud

« 7£ Splunk Cloud Platform HEE &2 B FEFFF : https : //https:/help.splunk.com/en/splunk-cloud-
platform/administer/manage-users-and-security/9.3.2411/authenticate-into-the-splunk-platform-
with-tokens/manage-or-delete-authentication-tokens

« 5/ Splunk Web B MEEAE : https : //https://docs.splunk.com/Documentation/SplunkCloud/
latest/Security/Addandeditroles

EMETRETR

WMRER Splunk B BBFHBHNEFTEWRE , BUNEHTE , MEFHIUEEMR. ENERAEZE®H
BAHERE. BEENMFRN , FERBTIIZERET
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1. BIERLIRMHERR (TRABEERFE )

2. BBHEBMEMBOER.

3. REFRAEZEHEAT (URTREEEMERAERZHFTERELRSR 1)
4. EH Splunk , REEEEIIRER PRIFHUHEEM.
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« the section called “#E31# ServiceNow”

« the section called “;#3% Slack”

JE1Z PagerDuty

PagerDuty & 7] AWS DevOps REBRRNESHRAEN BB EEHRE , €41 PagerDuty 1kF 77EX
MEFEHER, BETHENREENRA. LESFEA OAuth 2.0 EITRLH 5 RF,

/A Important

AWS DevOps KB E X BB PagerDuty OAuth 2.0 ( #8E OAuth), TXEBEHFEH
B[ uri BERR PagerDuty OAuth,

PagerDuty &K
f£i8#E PagerDuty 2 8 , BBREERD :

- BH OAuth A Fis ID A FinMZ# PagerDuty kP

- 2K PagerDuty tRF F#8i8 ( Bl , (R EH PagerDuty URL A& https://your-
company.pagerduty.com, 8| F#iEH4A your-company)

&t PagerDuty

PagerDuty E# AWS IkRFEBkEM , X ERIRFANABEERAEZHZBLA, SEZHEEE—
18 PagerDuty &= , AEEEM FEEEE . HEZMEM PagerDuty 1kRF , EASEIRFEER/ILLE
FFo

HE% 1 : #£ PagerDuty e EFEUE

BAAWS EEXHEA

EEZ AWS DevOps K ERER A

BIERELRMERE ( TRANEREEFE )

FEBEA TN RAHREEERT S PagerDuty , REBIEIZEFMH
B{E1E PagerDuty FEREFREER LH5|ERE !
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- IRFEE - EEUEW PagerDuty [BiF (EEIEBUN) , Rz ABRK PagerDuty 7838, filan , R
& PagerDuty URL A& https://your-company.pagerduty.com , 3% A your-companyo

£ PagerDuty 2 T EARER !

- EEBNBIERFESIEEBSD , BA PagerDuty W EBEZRES > EAEXZM
« f/ OAuth 2.0 #8518 OAuth B HHERRER
« EHFUT , BFNIRESLEE

: incidents.read, incidents.write, services.read,
webhook_subscriptions.read# webhook_subscriptions.write

- BRBAEHEESLUAEF AWS DevOps Agent Fl PagerDuty 2 RS /Y & @&

5% E OAuth ZAEH :

- FFHUEE-ENRESEE
A :incidents.read. incidents.write, services.read., webhook_subscriptions.read,
webhook_subscriptions.write

- AF B - WA OAuth AF RN HERME B
- AFE ID - 81 ARE PagerDuty FEREXFMAEY OAuth A Fis ID
- AP IRME - 1881 PagerDuty FEARZ X EEMME A OAuth A FinMZ

SER 2 . MBI R PagerDuty 5F 1

1. ®EIFTAE PagerDuty ARESFAAE

2. EIFRRT TR E M

3. HIhEEM# , PagerDuty @ HIRERE N IRMEEEM B sl M ELR S

1 PagerDuty #TiEEERAEZHE
EWRF EREEM PagerDuty 2% , BRI A HEREBNERAEZH :

1. 7 AWS DevOps RERXE#ZAH , BERENREEXZH
2. AIETEEREIER

3. EBAREY , BIEWE

4. BELCEEETLEFRASZEE PagerDuty &,
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5. BEfM7T

B —-REEXNZ/E AR ZE PagerDuty FEft, BHEEES —EEM,

e
i}
R
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I§
N
&

B PagerDuty E#R

- EMEAER - MREHN OAuth BABRTEEEH , Bt DiRMHE EEBUHREM PagerDuty , 3t
ERFNEAERERNZM,

« WBELR - £ AWS DevOps REREAF#EZEF | ERENREEAZHEH , ARAIEIHRRESIREU
BRERNEARS

- B PagerDuty - HEHEf PagerDuty EERRABZEMER , FEBARRTERT , AERE
EBR. FETLBREM  BAKERAMEERAEZEDEER , ARREIRUEEEIVEE
.

Webhook X 1Z

AWS DevOps RIBFZ & X8 PagerDuty V3 Webhook, X EBHER Webhook A,

I PagerDuty V3 Webhook 5T B FFH &R , 528 PagerDuty BiZ& A B3+ H Webhooks #i
B,
% ServiceNow

Y BREDSZE L 5| EEHE ServiceNow HITEEELRZE AWS DevOps REBRER , BCHEEILZHF
HEBRBE4OESRE  WEHERFAEERBMEZRARER, TELSWMAERE ServiceNow #1171
REKISEEREEE DevOps REBERZEM , UKk INMA1#HFEZE DevOps RERXZEM 2 EHNERE

g =s]: o R LT

MRE

#— R ServiceNow &3 OAuth ERARERAFiw , AWS DevOps A A RIFEUER ServiceNow
BITERE.

37 ServiceNow OAuth EARRA F ik

1. BRAFTEENRAFREAERNRKBL

a. sys_properties.list ZEFERHFESHRPES , RERIREnter B (TIAEFER RE , B
% Enter W )

b. EFERTE

E# ServiceNow 571
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ERAEER

c. SBBHIEAE , glide.oauth.inbound.client.credential.grant_type.enabledif
HEFIEBA true , R A true | false

servicenow

All

Favorites

History Workspaces Admin System Property - New Record

— System Property
~ New record

* Name

Description
Choices

Type

Value

Ignore cache
Private

Read roles

Write roles

fe.cauth inbound.client credential grant_type enal Application  Global

true | false w

true

 REEREEESFRPEBERE OAuth > AR B &E
RE THL > THEARSER, > "THES, > TOAuth- HAFmEABRER T
CRERBYM OAuth BAEAEAERES "HEEES,

, REBIBE "/RE.

@) Inbound integrations >  of Client credentials grant

New record

Details

Name %

abeyjohn-servicenow-oauth-client

67c44e81f7944dfdb483d29820d429¢3

Comments

Advanced options (optional)

Enter the details for this connection. Learn more about OAuth - Client credentials grant.
ey
OAwth application wser %
Problem Administrator v
Client secret &
LA R L R R R Y] L 17
Active
&
R
v

Auth scopes (optional)

£ ServiceNow
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#I&H ServiceNow OAuth A FimiE#RZE AWS DevOps K E=ZEX

1. WU ERMEBENVNERBLER, 8%, EEFTREIRHEEEAEEBEAT S ServiceNow , AR%E&E
EEM, RE , B LUREENEEC B WEM DevOps RERAZEH , WEESIhEE - @A -
1§ - ServiceNow , AZIEZEH,

2. & , &# DevOps Agent FEAERIZE LK OAuth ERARER A FiREEUEK ServiceNow #H{T1E
.

BEZMEEERE — M8 ServiceNow #1TEEE. EEEXEMHITER K FABEITERESLE
Fo

Register ServiceNow

Authorize DevOps Agent to access your ServiceNow account
Client Name

abeyjohn-servicenow-oauth-client

Client ID

67c44eB117344dfdb483d29820d429¢3

Client Secret

Instance URL

https://dev357276.service-now.com/

Cancel Connect
LECEE ®F MELES
- EREEDR , AT Webhook WELE
/A Important
/RN & EJ ﬁ £
ETEBARINENR
Configure Webhook Connection
(@ Association Created Successfully
Your assoclation has been created. Please save the webhook details below as they will not be shown again.
Webhook Configuration @ connected
Use the following webhook details to configure your service instance
Webhook URL
D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29
Webhook Secret
(s}
Close
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S¥E : AWS DevOps RERZ X EH R Webhook W3 —k, MREL , 558 Webhook
LAEE%&E’W&\ Webhook URL " &£%E, MEEE Webhook B AERIWIER , B2
BE ¥ Webhook ZAER,

FRIEZH ServiceNow #7537 Al
BILERE , IMEET ServiceNow FEREXKR A |, A& EFBEHXZE DevOps Agent Space(s)o.

1. E%Eiﬁiﬂ)ﬂﬂﬁ - EE - XHHRA , RARBENE,

g TERKR, MURES "6 [S4] 0 4F TERE, 50, IRRAREAERA. EFM
ﬂﬂ*JFﬁZé#)lﬁo

ServiCenow Al Favorites History Workspaces  Admin Business Rule - New Record <

a ®m® O
— Business Rule E T e
QR et A -

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

Name | ClowdSmith Integration Application  Global
Table [ln(idenl [incident] ® Active &
Advanced [
Whentorun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after w Insert [B

Order 100 Update
Delete B
Query

Filter Conditions | Add Filter Condition Add OR Clause
-- choose field -- v | --oper— -- value --

Role conditions | &

1. BEF N#ER, Ro|ER , WEHIBT 5 Webhook IS , I TN ERR ALEKN Webhook ]
URL , A BERER,

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {

webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE
>>>"'),

webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'
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i

function generateHMACSignature(payloadString, secret) {

try {
var mac = new GlideCertificateEncryption();
var signature = mac.generateMac(secret, "HmacSHA256", payloadString);
return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);
return null;

function callWebhook(payload, config) {
try {
var timestamp = new Date().toIS0String();
var payloadString = JSON.stringify(payload);
var payloadWithTimestamp ="${timestamp}:${payloadString}";

var signature = generateHMACSignature(payloadWithTimestamp,
config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');
request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);
request.setRequestBody(payloadString);

var response = request.execute();

var httpStatus = response.getStatusCode();

var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {

E1## ServiceNow
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gs.info('Webhook sent successfully. Status: ' + httpStatus);
return true;
} else {
gs.error('Webhook failed. Status: ' + httpStatus + ', Response: ' +
responseBody);
return false;

} catch (ex) {
gs.error('Error sending webhook: ' + ex.getMessage());
return false;

function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(true),
value: field.toString()

i

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;

}
var val = parselnt(field.toString());

return isNaN(val) ? null : val;
var eventType = (current.operation() == 'insert') ? "create" : "update";

var incidentEvent = {
eventType: eventType.toString(),
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sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),
active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {3}

};

incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

i

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);

} else {
gs.info('Webhook not configured.');

})(current, previous);
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MBBEREE NIRRT E EEEM ServiceNow E#R , FFEEZE DevOpsERENZER , UEHS

F#E ServiceNow BHFEFH, BEDRE , ARBREZEF A AREELEYEREEEE LFMY
ServiceNow #{T{EB ., & — DevOps Agent Space A LAfF F Z1E ServiceNow 5t ft, ZEEHIEE — 1@
HITER  FERUTR, R, EXREMEAD , MAFUERES "REEEE) WIMESH
( BE T AWS DevOps OAuth A FIRIVETH] ) #EWBECEREMN DevOps RERERNZE P
TEHEERAE, BHLUE ServiceNow FEVFHNEH , US4 REERMURESL HEERE
&, |, BUAIEE—H.

ServiCenow Al Favorites  History Workspaces Incident - Create INCO010001 <

¢ — Incident & =
~ MNewrecord View: Self Service ¥

MNumber  INCO010001 Opened 2025-11-14 12:45:19
# Caller | Problem Administrator Q||| @ Closed

Watch list | & || & Urgency 3- low

% Short description | Investigate the CloudWatch alarm [ALARM)] [us-east-1] abeyjohn-AlarmisAlwaysRed
Related Search Results >

Comments (Customer visible)

ServiceNow EH F#

EFERENSESHEEFEHR , DevOps REEXNSERAEEPRUHEARAETER. BE
FERZ T NERFEAENER, TRASHAEERERGINEHNGERE  RMERGREERA
finding., cause, . investigation_summary mitigation_summary MFAEAREE HHNEFR
ABFE# (flm AWS DevOps Agent started/finished its investigation).

SR % B A 15 R E E 2 5
A BRPLEHEEIAE DevOps KIEEN 2

ERBENRA , B7E ServiceNow FEE—LIHARE | FHETE ServiceNow HZ I 8 {7 3RIE Mt =442k

B ERMEFWBR , FBEM SNOW REBERE L FHRIR (u_source) L. EMFAFFEHIE

HRIE , WEATCKEERREERREAE DevOps KERENZER, BEBEI Service Now Business
Rule MEMRETRSIZEBPRE "R, BREHN "ENEEG. REKFEH. EHEFIP | E6iE
RENEENT -
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

AWS DevOps REFZ

¢ _  Business Rule
~  New record

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal

- Active [

Table | Incident [incident]
Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete

Query

Filter Conditions Add Filter Condition Add OR Clause

~ | Dynatrace AND OR

Source{u_integ_source) * | contains

Role conditions | &

&5 : B21E DevOps REEXZEHEHEMF

EI&I

WEHIRPMAERIIEES 1, EHA Software SR A BF#&% DevOps Agent Space B H1HY
BAWS , URERKE A AWS B RIR A BFi§E DevOps Agent Space A FHIFEZEDynatrace,

R LUERBMES NTHK. Webhook IETTHASAIUES , LT SUHREEESE, THERSD , &

IS RE MR ServiceNow 2B ARERKE , LBREHEVELEEHE. KA BBEITRE

Service Now Business # BRI 2R 5E 5%

« 7£ ServiceNow for DevOps Agent Space A REEN £#R A | WHER REBER[REIHG , RRE
RMEENREEESHS,
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ERAEER

T| _ Business Rule
L ~ Mew record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

Mame | Send events to Agent Space A

Application  Global ®
-

Active [

Table | Incident [incident]

Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before v: Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause |
All of these condilions'n\'lus( be met
:Urgency - l is v.[ 1- High v; AND
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS Ta]

Role conditions | #

- ¥EZE | £ ServiceNow for AgentSpace B FEV 5 —E%K#H A , REERKES AWS BEREA
Dynatrace b§ , T SR EKR A,

£ ServiceNow
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- | — Business Rule =
“ )7 Newrecord @ o=

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

Name | Send events to Agent Space B Application  Global
Table | Incident [incident] b Active [
Advanced [
When to run Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before v Insert

Order 100 Update [
Delete B
Query

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met
Service - | is v|AWS Q AND || OR B
Source(u_integ_source) o | contains V|Dynatrace AND OR

Role conditions | &

BE , ERENFEEERTFNFTEHE , ©E#E DevOps Agent Space A = DevOps Agent Space
BMHAE , AERMHHEHARAMBMIES,

E$E Slack

BT LARRE AWS DevOps RERER , ZEBEHRERELRAETER. BXXRERIMMELENERT
IR FHEEEA Slack BB

BAYE 2 Bl

Slack EE £ [ DevOps Agent 5t , FEEFTIEE Agent Space. &E#& AWS DevOps KB EE
Slack & , BXARFETHER :

« BESHTZEN Slack THEE , WHEALZENMBTEE=FEHAER
- E#EBIEFE AWS DevOps REEXNFXBHH Slack EE

FFMEE AWS DevOps RERER Y Slack &

BEEMBEEET —@ Slack THEE, FEEEZETHFE , FABEITFEERLERF.
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AWS DevOps Agent <

th DevOps Agent

nt before it can be added to an Agent Space. Once a capability provider has been registered with DevOps Agent it can be

1. ¥ AWS DevOps REREAETZANDERHRERT , EEATHTARHERRSTSK Slack , A
®IBEZEEM,

BIEE MR,

RREBEEHRE@E Slack , AEH TEERE AWS DevOps Agent FERRER .,
£ Slack #EHEHE L , & ERZEITHEE , mMAREBER.
RTUNXNBEPEZIRE. B2 REEEER,
REERENEBEBEIERERE .

REBRNVEE K ARARBEAFURHEES,

REZ% , £4%RE AWS DevOps RERER E# A,

©® N o o ~ w0 Db

s %@ AWS 1R P XA Slack TEE

BT LA 28 AWS IRE H B — Slack TEE. BIfEERY Agent Space FAEFZE £ (CMK) iE
T, BIhEEMARE R, MELEZME AWS IRF |, AISEIRETEEER/MN Slack TEE,

BNEENTHRERE
LHEMTRERERASZER AWS IRFEBRERN Slack THE. BAUEASEERASZE

BEEMAARER Slack THEE, SEZEMBERIUN. E5 —EFRAEZEFPEMEEN TFEFSE
BAENEMERIBFRRAWEM,
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# Slack E24&# DevOps Agent Space(s) 2 31 73 B

SIf Slack 2% , &0 LAA& — = Z ESEE EE DevOps Agent Space(s) BB, $HHEEHMEBNESE
HEERELSER

1. 7E5%E AgentSpace WINEELR 5| FREH , EEZ&EFA > Slacko
2. IEHUHTE Slack

3. W ASHE ID

4. BERM LT Slack 58,

® Note
RERANMBALRAEXEFTEELERE , TREBMHAL

/A Important

fRBRZEE Slack ERAREX Rt SEREEEHZHE Slack EAREN, FHHEHEERZE Slack FE
AEX,

%18 Webhook I DevOps RERER

Webhook I ZBR K B ENEEE AWS DevOps REREAFAE, EVBSERRMFE. EETE | LUK
AIES4RAERERX HTTP B RNWEMFE A,

SoRARF
£ E Webhook ZElLZ Al , s ELRE :

« 1£ AWS DevOps REERPHRENREERN M
- FHL AWS DevOps REBREREZA
« HSE% Webhook &RV B R

Webhook ¥ #!

AWS DevOps Agent X T 5 E # Webhook :
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- BLREN Webhook - ERRER=ZFESRABEL , HiW
Dynatrace, Splunk, Datadog. New Relic, ServiceNow = Slack. &% Webhook E245E & S 1HE3
B, WERAERSEARENI RIS E

« —#% Webhook - AIAFBEY , UBEREBERESRKEEZEMRIFENTAEZE, £ AWS DevOps
Agent E#EAF | —i% Webhook &% 31 A& Agent Space Webhook ( £8E %A Agent Space), ERiE
3 —f% Webhook B , B LLERIZEH G 9 EE S E - HMAC =X API €88 ( AEFH ) -

« Grafana 12 Webhook — Grafana 7] LLiEi® Webhook B #%& 245 12 ERIE A E &£ E AWS DevOps
REERN, NETSEITBNEAWRERSA , FSEEE Grafana,

Webhook & % E&5& 75 7%
Webhook ) & 73 B 58 75 2 BUR A & B2 R E 2 S A0 B9 Bt -
HMAC &2 8% - AR :

- Dynatrace & Webhook
« —fi% Webhook ( 23 EHEE HMAC)
- MCP {A1BRE8 Webhook ( 37 EEH HMAC)

REFRHEoRE - AR

« Splunk & Webhook

« Datadog ¥4 Webhook

. ¥#Y Relic & Webhook

- ServiceNow ¥4 Webhook

- Slack & Webhook

- Grafana & Webhook

- —fi% Webhook ( £ KHEE APl £38)

- MCP {AfR28 Webhook ( 7RI EHEH APl £38)

T HMAC B9 B s

HMAC (AMZEAERMNTSREE ) E—EREHRERT , TTEFE Webhook B RN EBHENEE
M, BEREH HMAC 59 BFEE%E Webhook B , BEF R RSB SHA-256 SEE % | IEHERE
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ERAEER

BEREMNEARHEEE —ERELEFERE, AWSDevOps RERASEHRBIULESFHRNME , WHER
MEHE. MREL , AEEIHER.

HRAKEESESSEEED , HMAC hiRHERERE | AWS DevOps RERA AT AEEBIBEREBR
AAWFER , I RBEFERNMEHEEBTRHFER,

£ HMAC MAS F5/F <z BETRE

ZEBEH
ARERMME

AFHTEMN

ERRE

SRR

HMAC

EEM - ENWRAFRLAER
R EERMASH R EEF
RNEE

ERE — HFRUEHNEM
ERMEEHEERN

WE — BEEPHNEERL TR
A ARERE BB RFAYEE R

BIK — ARAPKETESE8MW
7 AEEEENEE

ERTEEFRANEZERE
RREZERSER , SIAR—#&
Webhook S EBBIEERER
HIIRIE

TR

EfHE : £ Authorization
EBETIERERS

AEBE —FHERIFTHE
BRREAHAE

FAE - BN FRHIUER
£/, BEEHmBRALE

BE — e ESERRER
REE  IRREBRE g
BmKRE

BEESRESRELASEA
B RR BN EEER , 6
WiEIB HTTPS # 1T &E SaaS
BEW

AE  HRAESHEEN Webhook , BEEHHERES»RF|LE , MEESELE

¥, Splunk, Datadog. New Relic, ServiceNow, Slack 1 Grafana R &RZF 5%
E8%% ; Dynatrace £ HMAC &2 8. ¥R —iHM MCP f@iR2EF Webhook , B LATE
#3I Webhook BFEE & 7 85 7% — HMAC = APl €88, Lt75 %% Webhook H94£
BHHRAREEN ; BEYRS L , FFBBR Webhook 32 3 #7#Y Webhook,

Webhook & 783 15 3%
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% E Webhook 77HY

S 1 EEZFE Webhook #HAE

1. B A AWS EEFZAWEEE AWS DevOps RERXTEZA
2. BN ERAEZEH

3. FIETREREIER

4. 7 Webhook B H |, EIFRTE

F$EB 2 : B4 Webhook B AEE
HRESHHER Webhook :

ERTERE=ZFBESHNEAER , Webhook € HEIE 4., Webhook iwE URL 1B AEBRESEEESRT
R RERME,

¥ — % Webhook :

1. IZBEE 4L Webhook
2. $H¥f Webhook B 7 EaEE A | 121 HMAC = API £48 -

« HMAC - RIS E AL Webhook ZEMWE., FNAFREHBESMEER , HE x-amzn-event-
signatureZBEFEHAKE (FSEATHENE 1K)

- API £ - RIS EL API 288 ( AEHFH ) . LA PR Authorization: Bearer
<token>BHEHAEEE (BZRBRUTRAE 2),

3. B2 FHRELENMBRR AP 2488, S8 L8 M ENRE,
4. ERIIMHH Webhook i 2 URL

HER 3 RENPRHE

£/ Webhook i ® URL MBEAER , BABRMREAEFEREEE AWS DevOps RERER,
TEARRED BRBURR BRI SN R

EIE Webhook A& K

Webhook A BRI R, EEEIT Webhook B , AWS DevOps REEXNEH R — X Webhook
B, CTAEEEBEHEA. API SERREUER BN ERME, Webhook URL REFATH, R
FIERME , BB Webhook B REFHME | FEMIR Webhook LAE £ FTHIBE
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R Webhook & A& ¥

BT AR ThRE R B 2 BB IR {E /i1 Webhook B AE ¥, WMRERBHERM Webhook URL , I EAF
MR, RBESELIHNRBLAY , AbLFHESELE  BEREERTFNREEFRAILL, ERELXW
2 HEERR TR ENHRE | BB Webhooks

ZE#i Webhook :

1. BN AWS BEXE A I B AWS DevOps REBERFEA,
2. EREHNERAEZE,
3. BIETHEERSIER , REZ K Webhook :

- HWRES Webhook , 55 A Ih8E Webhooks ERIR., KHEHEZRANIFESHRES |, HIHERN
ServiceNow #1T{E# URL =X Grafana i &,

- ¥ —A% Webhook , & Agent Space Webhook [EE%.

4. BIRX Webhook #REE2S. $M¥IE S Webhook , #BIZEfRIE, &% —i% Webhook , BEEE , REB
EiReE,
5. iBIZEWI® Webhook, FEASELEFNRE | WREBHEEH Webhook URL,

6. BIBTH cov MELUME URL AIRE , ARRBCEREFCH. BHLEES , CAMLEDRR

7. ERFUBREMFTHE, NFRS  FRABRBBESBNRBRERY  ASHBESNERE
Mo

EEETHRIBMEZNE R THEE Webhook URL , 558188 % URL,
EREREREMARERNIBEILMN Webhook

E&{EH AWS CloudFormation, AWS CDK B Terraform #3 Webhook B , #&F&{E(O
Webhook #Z At K RATCRBRE, BEEXHKE , BFWIE Webhook ZREVESME |, 0 £ —HFT
R, $REMFEH Webhook URL MEFMBZREREE = H RIE.

B Webhook & A& ¥

2 EMIBR— % Webhook , SEBIBERASZR Webhook [BER | BIZENE , REBERBR., BB
Webhook 2 # , £ E S T H) Webhook 28l , MBI ABESZHER,
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& F§ Webhook

Webhook §&R &3\

EERRPSE , BHNIBRHEIES HTTP POST 55 REiEE Webhook i 2 URL.
HWRE 1 i (HMAC B2 8 )

=

 Content-Type: application/json
* x-amzn-event-signature: <HMAC signature>

* Xx-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>

HMAC #E 2B B A SHA-256 LN RSB ESHERANREL,
HRE 2R (RBEFEIBIT ) -
EH

* Content-Type: application/json

* Authorization: Bearer <your-token>

ARAX :
FRANETSEHEEER !
{

"eventType": "incident",
"incidentId": "incident-123",
"action": "created",
"priority": "HIGH",
"title": "High CPU usage on production server",
"description": "High CPU usage on production server host ABC in AWS account 1234

region us-east-1",
"timestamp": "2025-11-23T18:00:002",

"service": "MyProductionService",
"data": {
"metadata": {
"region": "us-east-1",
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"environment": "production"

AEEREL

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;

EHEXT

% 1 R (HMAC &2 587 ) - JavaScript :

const crypto = require('crypto');

// Webhook configuration
const webhookUrl = 'https://your-webhook-endpoint.amazonaws.com/invoke';
const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',
description: 'High CPU usage on production server host ABC in AWS account 1234
region us-east-1',
timestamp: new Date().toISOString(),
service: 'MyTestService',
data: {
metadata: {
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region: 'us-east-1',
environment: 'production'

i

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature
},
body: payload
b
.then(res => {
console.log( "Status Code: ${res.status}’);
return res.text();
b
.then(data => {
console.log('Response:', data);
D)
.catch(error => {
console.error('Error:', error);

1)
% 1R (HMAC 528 ) - cURL :

#!/bin/bash

# Configuration
WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload

& F Webhook 290



AWS DevOps REEZX EREES

TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature
SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}" | openssl dgst -sha256 -hmac "$SECRET" -
binary | baseb4)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
-d "$PAYLOAD"

E2M (ABRFHE DT ) - JavaScript :

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toISOString();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert',
description: 'Test description’,
timestamp: timestamp,
service: 'TestService',
data: {}
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i

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,
"Authorization": ‘Bearer ${secret}’, // Fixed: template literal
},
body: JSON.stringify(payload),
1);

F2R (EARBFHFEIEE ) -cURL :

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.0007Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",
"priority": "HIGH",

"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
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-H "Authorization: Bearer $SECRET" \

-d "$PAYLOAD"
HFEE2 B Webhook

MRELZEWE| 200

WrZ 200 M Webhook EFAERTEBBE 7 BE , BASREHATS , fREREBNEE, NRER
BEE 200, Baxx XBARRE I BENEERBE. EEER cul BEFBHEER , UNinBRES
DR

mRAEWE 200 , BERERRLR
Ry R R R ASE R

1. RERBBRENES D REEECEHNARKE -, EENASSMREEAR.
2. REARREBEAB MM JSON
3. RERARTIEH

WMREWE 200 , AESMEIEUH
ERTHETEIZANRS. MREH , FRENH AWS BHEATH , ERBEBRERA,
HEBERE

« the section called “#3 KEEX /"
- the section called “f1 & DevOps Agent Web ER=ZE ?”
« the section called “DevOps R EFE IAM FFA]”

#% AWS DevOps XIEFE B Amazon EventBridge &

BOERRAENERETBHRHERENEYN |, # AWS DevOps REEXNELNEHES R ERE
XESE., AWS DevOps RERA EHEFAENEFEMREE T EHEIEXZE Amazon EventBridge, A
#% , IBATLLE L EventBridge R B |, BIBE L EHHIEE,

Blgn | &I R AT T BIBIMERVR A -

 ERETHE , WH AWS Lambda NS REBERELE R,
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- EFREXRMSREREIE Amazon SNS BA,

- BAFNRAERENERRK,

- TEREMRENIEST R BIFRRE) AWS Step Functions TEfRE.

EventBridge 1A% AWS DevOps RERXEH

AWS DevOps Agent €44 E 41X E EventBridge FEFXEHERBE. A& EventBridge R EEE
WRAFAEG., EEHFSHRANSEHENE |, EventBridge B EHEXEEEN BE,

T E R EventBridge f{a#& H AWS DevOps REBEX B4,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

Wz
p Y
Amazon AL event

) -@- Amazon Web Services
{:} -+ 20O rule ! G’)—
. ~ pattem
Web Service A ot _@_ Event buses
event
event .
rule pattern HTTPS endpoints

1. EREREHREDBHAREEETE | AWS DevOps RERER SHEEHEEE EventBridge TBEREH
PSRk

2. EventBridge SR IFEE M 115 AIFHEEH,

3. MEEAFEHEINELHESR | EventBridge B EHEEERATEENBEE,

AWS DevOps REREREH
AWS DevOps Agent 21§ T 5= 4% = EventBridge. FTEEHE8MERARIR aws . aidevops.

XENHESH

AMETEE A

Investigation Created EEERAEZEPEIAE,
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ERAEER

AR EAER

Investigation
Investigation
Investigation
Investigation
Investigation
Investigation
Investigation
Investigation

Investigation

X ENRESH

AAEAEE

Mitigation In

Priority Updated
In Progress
Completed

Failed

Timed Out
Cancelled
Pending Triage
Linked

Skipped

Progress

Mitigation Completed

Mitigation Failed

Mitigation Timed Out

Mitigation Cancelled

WMFFAN R R MEHIEM

=,

A
HENBEIEFEZE,

IECHBEB T

ERRERNTERAE,

iy

BAR , EERTK

A ERIB L RTRY R LR,

EETRZBEEUH,
EXBo MKz , AEEEESTE.
HECEREHASHRER.

AECHKE , EATHEKETERN KB
o

S

EREEAE B
BRI TR AR R B 1.
RERBERARR |, BETK.
=R B FEIB SO RTRY ISR LR,
REEFCESERZ BBV,

$52: 8 the section called “AWS DevOps Agent B4 EEME A S

AWS DevOps RERER EH4
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BIYFE AWS DevOps REERASHNEHER

EventBridge RAIERASEHEARENEH Y KERHEE R, EHMEXNEERENSHERERT. &
AR EHER | RIESHWEIE AWS DevOps REEXEH.

THgEfBRE REARMNSHEN,
tb¥ all AWS DevOps RIEBRZN B4

THEHEXFESHRKE AWS DevOps Agent BIFTE S,

{
"source": ["aws.aidevops"]
}
EhHAEEH

THEHEAERFE LHREZNAEEwBHREHF

{

"source": ["aws.aidevops"],

"detail-type": [{"prefix": "Investigation"}]
}

ELEH TR MRS
THEHEAFSETRBAMNAEMBEFERNSEMH.

{
"source": ["aws.aidevops"],
"detail-type": [
"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",
"Mitigation Failed"
]
}

EREERABSZBNESF
THEHEXFESREBEEFRAEZBHEHS
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{
"source": ["aws.aidevops"],
"detail": {
"metadata": {
"agent_space_id": ["your-agent-space-id"]
}
}
}

MEEBESEHEXMNEBENR , 5528 (Amazon EventBridge A EER) H# Amazon
EventBridge 4R 8l

Amazon EventBridge & 7

AWS DevOps Agent A" EEEANFA , IS4 E EventBridge. EHEEBEXETERE
HETRBE,

RIFER EventBridge RAIRENEER , BT EMER T T, WFEBEMEFINFHRE
# , m2[E (Amazon EventBridge £ & M) PHEA Amazon EventBridge H & RE BUR.
EventBridge

£54) EventBridge &R

2% EventBridge & MAERNFMER , F2H (Amazon EventBridge £ EEE) FHTF5IE
&

« EventBridge =4 B HE
« EventBridge =4

« EventBridge ZE4F1E 3

« EventBridge & Al

« EventBridge B &

AWS DevOps Agent B4 FEE A&

KB AWS RBNEHEFEERNPEERM , 81 source. detail-type. region,
accountf time, ELEH LT SEERBIFEER detailBIM{L, For AWS DevOps REERE
# , —##sources aws.aidevops , M ®detail-type BB EEH,
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AESH

T5ldetail-typeE A BIAEEH -

* Investigation Created

* Investigation Priority Updated
* Investigation In Progress

* Investigation Completed

* Investigation Failed

* Investigation Timed Out

* Investigation Cancelled
 Investigation Pending Triage

* Investigation Linked

 Investigation Skipped

AR EE sourcefl detail-type #f , RAHEPEE AWS DevOps REREXEHNIFEE. W
EESEHPISNEHMPREERBUNESR , 528 (Amazon EventBridge S48 %) FHNEHE
[ 8

T RAESHHE JSON Hi.

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail"” : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
.
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
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"updated_at" : "string",
"summary_record_id" : "string"

detail-type BAIEHHNER, HAREEH K EREFIHEHNEF —BEHERH,
source B ELEEHRIE. ¥R AWS DevOps KEBREREH , W{ES aws.aidevops.
detail @ EEHETEE R JSON ¥4, detail YWHEZETHIMIL :

- version ( ¥F&# ) - SHFHEANSBIERRE, BFl&/1.0.0.

- metadata.agent_space_id ( F&H ) - EH4REFENRER 2 B —F B &

- metadata.task_id ( F& ) — ERHYE—F B

- metadata.execution_id ( F& ) - MTHTHH —ZEIRF. BATERGCRAER LR,

« data.task_type ( FH ) - EHNEAE, {H : INVESTIGATION,

- data.priority (F&% ) -B%IEFEMHK. {H : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL.,

- data.status ( F& ) - BEIREE,
{2 : PENDING_START, IN_PROGRESS., COMPLETED., FAILED, TIMED_OUT., CANCELLED, PENDING_

- data.created_at ( F& ) - BAEHEEH I1SO 8601 BrEE .
- data.updated_at ( F& ) - EK LIXEHEHY 1ISO 8601 FREIE G

- data.summary_record_id (% ) - SEAERR oW ERHENERINT. EHEHEEZTHWALE
EERERGS. BUNUFERALEANIFEHCEER A WA , FEiB AWS DevOps KERERN
AP| HEEUB ER Ainvestigation_summary_md,

gl AEESEZREHR

"version": "Q",

"id": "12345678-1234-1234-1234-123456789015",
"detail-type": "Investigation Completed",
"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:10:00Z",

"region": "us-east-1",

"resources": [
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ERAEER

"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"

1,
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z",
"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}
}
}
#Hl . AELAKEH
{
"version": "0Q",

"id": "12345678-1234-1234-1234-123456789016",
"detail-type": "Investigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1)
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
},
"data": {
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"task_type": "INVESTIGATION",
"priority": "CRITICAL",

"status": "FAILED",

"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"

REBEH
T%ldetail-typelE FJ#BIBMEEL -

* Mitigation In Progress
* Mitigation Completed

* Mitigation Failed

* Mitigation Timed Out

* Mitigation Cancelled

R EE sourceM detail-type #{z , RAEHEE AWS DevOps REEXEHFNIFEE, W
EESEHTEIESNEMPEENBUNESR , 528 (Amazon EventBridge 42 %) FHNEHE
EO

LT 2R E4FEY JSON 48,

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail"” : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
.
"data" : {
"task_type" : "string",
"priority" : "string",
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"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"

detail-type FBIEMHMERE, HREREH  ERENIHNEF —BESHERE,

source BRI ELEESHHRIE. BHH AWS DevOps RIEBRERNEH |, t{EA aws.aidevops.

detail BEBHRHEE R JSON Y. detail YIS T I

version ( ¥F& ) - SHFHEANBBIERRE, BFA1.0.0.
metadata.agent_space_id ( F& ) - S4REFEHNRIEBREN 2 BAIME — B A,
metadata.task_id ( F& ) - EHEHIH—EBIE,

metadata.execution_id ( F& ) - BTHTHH B, ERTEERGERBRELE,
data.task_type ( F& ) - EFKWEE, & : INVESTIGATION,

data.priority ( F%H ) -B%IEFEHK. H : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

data.status ( F&H ) - BaIREE,
{€ : IN_PROGRESS., COMPLETED., FAILED., TIMED_OUT. CANCELLED,

data.created_at ( &) - BMEHKER 1SO 8601 BFEEE.
data.updated_at ( F&H ) - EB LIXEMHMEH ISO 8601 FFEBEC.

data.summary_record_id ( FH ) - SSEBREFTECHELHNHRAFT., EHEHEEAN
BRREERERGES., CUNFEALBANTEHCHEERA WAFKEKHE , FEiB AWS DevOps RIEFE
X API IR ERA Amitigation_summary_md,

gl . BEESTEREN

"version": "Q",

"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:20:00Z",

"region": "us-east-1",
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"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"
},
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z2",
"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"
}
}
}
6 EERMEH
{
"version": "Q",
"id": "12345678-1234-1234-1234-12345678901d",
"detail-type": "Mitigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplelllll",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"
b
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"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z"
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A9 13 & B 55

EERH CloudWatch 51
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aws iam create-service-linked-role --aws-service-name aidevops.amazonaws.com

W=
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HEE
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M., FEEHS

HENSHEH
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HERVEHATS

HERVERK
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A
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B, FTEUEESRELRE,
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HEEMNEBFEREE.
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B EHENERRRIEE
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R EEME R EAE RN KK
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FEREIRF ) K, BER
EERAREEREN , k2
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 aidevops:AllowVendedLogDeliveryForResource - R ERAEZEEE RN BFRNBE
Z,

« CloudWatch Logs X 1F APIsFFH] (logs:PutDeliverySource, logs:CreateDelivery,
logs:PutDeliveryDestinationFIAEAIRIE ) o

« EPMERY B RV ERT W,

MESEE W BERFTENTE IAM BER |, 328 (Amazon CloudWatch Logs £ &1ER) RWT

eI

« {EEZE CloudWatch Logs # B &

« {EiXZE Amazon S3 WY Bt
£

« fEiXZ Firehose B BiE

3

REBRERNYT (EESH)
AWS DevOps REFRNIE AWS EEFHRADRMEMEMERFZEBFERN :
- REFMREER - RERBEBRBHNVBEFR . ELBHFEERARE ARN

(arn:aws:aidevops:<region>:<account-id>:service/<account-id>) B &R,

- ERABZEHEHE - KENERAEZHRBENSEHREAFRN. ELAFEATRAEZEZH
ARN (arn:aws:aidevops:<region>:<account-id>:agentspace/<agent-space-id>)

HER,

AE BR#EEE M AY B RS AY

1. 1 AWS B X & B AWS DevOps REER E# A,
CEEBEERD  BERE.

EYRERME > BRRSIERT |, BERTE.

ST BRI  EETHHP—IF

. CloudWatch Logs — i#E=k 2 37 H&EE 8.

. Amazon S3 - & A S3 #TFETEE ARN,

. Amazon Data Firehose — EEEZH I Firehose X1 &H .
CHREMERTE - 1BA , BUEETSIEE :

0o N o o o 0D
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a. SHEMALERE | BNEEXNE BN AERUETE, S LUEEF A s (M B i 7B
A A LY F 5o

b. (£BR Amazon S3) IR 7 & , IEE 7 & AFFERERNEE,

c. (2R Amazon S3) HR Hive HABRBN , B SLREUZENT SRUAER Hive A S3 B8, &
BHRECHEEFERRA Hive HRTERBE,

d. stHmEEX , BEEEREFNERX,

e. MBI PR , EENMA MR BFRL.
9. BIERT,
10 X AR BB REA H,

REFRABZ[ER BFEXAN

1. 1 AWS BT & HBI AWS DevOps REER E# A,
BELERENREBEEXZ™,

EHERS|ERD |, BERE,

S EMMER | EETIHP—IE .

. CloudWatch Logs — i#E=k 2 37 H 568 .

. Amazon S3 - & A S3 #7FETEE ARN,

. Amazon Data Firehose — ZEXZHE I Firehose Y&,
CHREMERTE - B, BAEETIRE !

a. SHEMALEE | BNEEXNE BN AERUEE, S LUEERF A s (M ED 7 HLE
At A LY F 5

b. (£BR Amazon S3) R & , IEE 7 & AFERERNEE,

c. (2R Amazon S3) H Hive HABRBN , B SLREUZENG SRUAEMA Hive A S3 B8, &
BEHREHEEFERRA Hive HETERBE,

d. sH¥HmEERX , BEEEREFHNERX,

e. HRBU LR , EENMA 2R BFRL.
9. BB,
10 X fHAR BB REA H,
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RXE BESRAY (CloudWatch API)

& WA LAER CloudWatch Logs APl AR ERET A AREBFR Y. TEEFXTZE=ZEE :

- DeliverySource — X RE4% HFHH AWS DevOps RERAZBEIR.
- DeliveryDestination - X xR E A M B Bk,
o T - BRARFEZEEIRT BNt

HR1 BYRNRIR

A PutDeliverySource BREE M R I RF, EIER AWS DevOps REEXNZEBERLN ARN , HiEE
APPLICATION_LOGS#i A BEER,

T ERITRASZEH AR

{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}

T BRI & 3 AR R A R

{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"

}

FR2: BURNERM

£ A PutDeliveryDestination IRVEREEE HHFHRIILE, &7 LLUERE Amazon CloudWatch
Logs. Amazon S3 = Amazon Data Firehose,

T 5|E 5| & %L CloudWatch Logs B B ih :

"name": "my-cwl-destination",
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"deliveryDestinationConfiguration": {

"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/

aidevops/my-agent-space"

iy

"outputFormat": "json"

TH&EHIEE I Amazon S3 B #ih :

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
3,
"outputFormat": "json"
}

TH&iHI€ 3 I Amazon Data Firehose B Ryt :

{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-aidevops-log-stream"
1,
"outputFormat": "json"
}
@ Note
MREBEIRFERF A , AlXAEEHW#RS A PutDeliveryDestinationPolicy 2R1ZHE
fto

WMREABEF A CloudFormation , BAILAEHA THIER

 Delivery

 DeliveryDestination

» DeliverySource

FEH
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ResourceArn £ AgentSpaceArn , H LogType #4782 APPLICATION_LOGS fEAXEMN AFE
B,

HBR3: BURM

£ H CreateDelivery BE# R I RIFERS ZE RS EH Kb,

"deliverySourceName": "my-agent-space-delivery-source",
"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}

AWS CloudFormation
A LAE A AWS CloudFormation #BHE T Y ERRZEBFHRAT :

« AWS : : Logs : : DeliverySource

« AWS : : Logs : : DeliveryDestination
« AWS : : Logs : : Delivery

#§ ResourceArnz&E A AWS DevOps REERZ AR ARN , ¥i% LogTypeREA
APPLICATION_LOGS,

AERiErSE

AWS DevOps RERANEMEEHBETEAHLA BFERER, XIFEAFEHHSEHSEMN

o

TRHRHA B SEEERPREA,

Wiz Type B

event_timestamp Long EHEARA Unix BFEBER

resource_arn String EEEHZERN ARN

optional_account_id String AWS Ed H 5 ERIBERY 1R
IDo
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ERAEER

Rz

optional_level

optional_agent_space_id
optional_association_id
optional_status
optional_webhook_id
optional_mcp_endpoint_url

optional_service_type

optional_service_endpoint_url
optional_service_id

request_id

optional_operation

optional_task_type

optional_task_id

optional_reference

Type

String

String
String
String
String
String

String

String
String

String

String

String

String

String

A

Hi5E4k - INFO, WARN,
ERROR

REEXZBEREBIR
F 5% H9 BRI 38 BI o
RERENIREE,
Webhook & Bl %
MCP fa AR 25w & URL

IRIEHIFER - DYNATRACE

. DATADOG, GITHUB, SLACK. SER'

W o
BE=FHEESMIHE URL,
TR B9 58 B RF o

55K B =7 LARBEE AWS
CloudTrail X EEHE,

EHTRIENEHE,

ERAESEEEBTKE
A : INVESTIGATION =%
EVALUATION

ERABFEEMTK IDAgent
FREBEKHBIT,

ERAEEBNS2E (HlM

Jira E_E% ) o

HEA®
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- fba Type R EA

optional_error_type String SESREEA, 5l , PROVIDER_
ERROR EZE=FftrEmmEnx
B, SRR R ER
ZHUTOKEN_ACCESS_DENIE

D B
optional_error_message String BAEXRMEREERER,
optional_details F & (JSON) DERESHNGE RN RKSS

ESHAER,

EENERBFEXMY

A LAREREHE AWS B TR A FH AWS DevOps REFREXEE A , HEMA CloudWatch Logs API 3R
1B RBER BEER AT,

EEARXMN (ERE)

1. £ AWS EE X2 A HBR AWS DevOps REEXE#E A,

2. BEERTERE (EARKRBEERAR ) IREERAESZHER (BEARERARZEERA
) o

3. HARERSIFER (EARETERARZEEMRBR ) SR HE > AFRIER (EANKRKE
AR ) 7, BEEERHXRMN

4. REEEHERE , RRBERT

AR REZEFRAXMVNENGBEE, FESFEMNGBERE  FMERE 1R
MATEY R AT o

BRARXM (XA

1. £ AWS BB F#2 A F B AWS DevOps RKERXERA,
2. BEZREHH (EHARKREEBRAH ) IR EERAEZEHER (EARERAEZEERA
7)o

3. HMAREREIFER (EARETERARZEEMRBR ) HNEREHE > ARXREIER (ERARKREE
MER) B, BREBERIRMN,
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4. REMERIFET

FH B (API)
BEMER API BIREFEXMN , BERTIIEFMERER :

1. {# A DeleteDelivery BRI {Y,
2. £/ DeleteDeliverySource B3 13 3R
3. (1ER) MRATEREXBEMH , F56EA DeleteDeliveryDestination #§H Bk,

/A Important

REEREMRELEAFHNEBRAESZHERRBRARINER (HlW, MERERASE
BR ). MRETBHRELER , MUNRXVEETREERE.

EE

B+ & B 56 AWS DevOps RERERFTZWMER, i , BUREEEXAR, HEEH., FESEF
BWER K REZMWEFZXTENMME,. NEEEFMEN , 528 Amazon CloudWatch E{EH
BRXREIER LMW SEET A

NMEENHBENEE , F2RTIAS

%II

« Amazon CloudWatch Logs E{&

« Amazon S3 EE

« Amazon Data Firehose E{&

ERENERXELR
PR IERBLE

AWS DevOps RERXATLAFEA BTEEARBAHE (MCP) TEMHEMEBESETER , BET AT
ZFRERXFHARRE , fINAEE4EEHE. BRAETHAUALTEE. AEXH APIs FHIRIZEH
BITEE (F2H . ZEESHAR). SLIRKEEEE Amazon Virtual Private Cloud (Amazon VPC)
REBEIT , EERHIEIELERBBEMERE T , EXRTERERT , AWS DevOps RERNEEEH
E#Ro
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliveryDestination.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide
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AR AWS DevOps Agent FIFAE B4R A :BIR L £ % Agent Space B ZE VPC F#ITHIIRIS , M

TERHEARELAERBRER, VEERTHEEZERIMNERBENTNESREMFEAR , 1 MCP
fRE8. BIFFEE Grafana = Splunk #1788 , LAK GitHub Enterprise Server # GitLab B &R EE &K
RIS R

® Note

MREEHIABEFEE TERK VPC [@ AWS DevOps KERERN B HEEFER , I UEA VPC %
ERRBLURE  FEREBE AWS g, Hlan | E W EEIB Webhook £+ #53% DevOps

RERIXNWIEZEMER (528 : the section called “i&Ei Webhook I f DevOps K ETE

R WMEFME , 52 Ethe section called “VPC i 2 (AWS PrivateLink)”o

IRERNEELN

FAEEZETE AWS DevOps Agent B2 VPC FWEZEE R BRI TS NBERER, £8%E , AWS
DevOps KEEXEEA Amazon VPC Lattice REM It Z £ WIFEREKE, VPC Lattice 2— &
RAREXBBERE , TEEE VPCs, IRFNMEBERAER. RENERERAEBIXZHENENR K MEEE
HEEBERERE,

EERMALBERE  BETIIER

- BALRHEE B ERBERERE DN VPC, TN (BEMY ) R2HE,

« AWS DevOps Agent B VIRBEENERFE , YWELEEN FREPHEHEHBE T
(ENIS)o

- REEASHER EFRFE , EBNARREEERER B BRI IP ik 5k DNS B,

EREETEH AWS DevOps ‘fJﬁIEfiEﬁ%ﬂE , WHEESHIRFHPERAKEEER (&4 aidevops-
{your-private-connection-name}). BAFERTEDHET. EEHN VPCHEBUNKE—ERZ
BIEEN TP ENIs, EL ENISM?E."*A’EWEE’JJEKE;E Sl REEE, T EIREH
BRAFERMVENER  MELTLEBBCHNZeHERSHREN TS,

ZE

AEERNVRGTEEZELZ SN -

. /xﬁ’\ﬁﬁﬁﬁﬂﬁ%m@ AWS DevOps Agent E28H B ZRBE BN FIEREHSHREE AWS
i, BHRBKETFTELE IP i S BMRARKREE,
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc/latest/privatelink/resource-gateway.html
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FRIGIEFNERRE - BIREFANRESEESRFAEAMKE. ©REEH AWS DevOps Agent 4 |
HbREHETEBHBELEBCHRBRE, E0JLAE AWS CloudTrail BEEHEBREE— 5 |, EECEAT
£ VPC Lattice API F0Y,

FHLZLEE, RA - ZULUERBERENEENLZTLHHAE , B4 ENIsSWEANELRE, NRE

RIBELZELHME , AWS DevOps Agent 2 — AT L2 8 , SSEREREERIEREE,

B ERKERNREERAE® — AWS DevOps Agent {5 F R 35E 4 4 (B RER I A EH VPC Lattice
M Amazon EC2 &R, ltAENEHEIER WEIRAWSAIDevOpsManaged , BEEZFEURIRF

MR E &R,

(® Note

WMREMNEBEBRS VPC Lattice API B)MFAY AR FFIZHIBUR (SCPs) , AIRBZEERFES
BEBRBERACRY, BREN SCPsIRBER A BN LEBE,

Architecture

TERERLEERNEEEE,

Customer Account
Customer VPC
Resource gateway subnet
- Security Group Resource Configuration
AWS Service Account : - Gust
R et o =) ; : : ustomer
' : ]- : »| Application |: Private Network
: ' ENI ; P/ONS | !
@%‘l} ' @ 3 : \
Amazon Rescurce . ' i /Di Application
AWS DevOps VPC Lattice Gateway @l 3Resource galew:ay subnet
Agent ' ] i
rrrrrrrrrrrrrrrrrrrr =)
ENI
LR -

+ AWS DevOps RERER Y B EREREFEXK.
+ Amazon VPC Lattice €i&iB VPC FREZEERFERBFER, NEFHAZB2H VPC Lattice

BERERRE , F2RERAEREA VPC Lattice BRI ERERTE

« VPC HH ENI EIREIFRE , WASHEAZE BEZERKH IP #biutsh DNS B#H,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
#advanced-setup-using-existing-vpc-lattice-resources

AWS DevOps REEX EREER
- BNRLHFHESEEEB ENIs AFFHLERE,
- REERBHAERE , FRIEFEHE VPC K EN

NIstYFAHE IP bk,

AEFRIEARAYBL K fE AR A

BEBFAEELR , £ AWS DevOps Agent Bl B ETEMNRERBLELEEFEET BB EN 78
B& ##) Resource Gateway ENls, ERAHFEENT ,EJE%? TE , EEAZEEEH L HNTFRE P i
b1

/A Important

EZEHEERMGHFE P Ut TEARLEER, FOERINERNPREL IPs AR
BREENIE,

=207 AWS DevOps RERAREIELENLBERTELTE !

1. BB S EEYMRERFEEN THEK.

2. EEEETEMNZSEE (H, Grafana ALB LR 2EE ) F , FATHHEHS —EHEFEEA
HA :

- BERSHA (EF) - APREERINEER ENsc REFANEARE., NREE
BUMEERPEEERSEHE , FEMAZXZ LA ID MAKRR. fla : oFFRE B TCP
443sg-0123456789%abcdef0.

« F#33% CIDR RFPEE - A REBLELBEREUL B EE FHEKZ CIDR BERAVEAGR
2, flon, MREHNFHEEE CIDR £ 10.0.1.0/24 : AFFRE B TCP 44310.0.1.0/24,

ESHR T CIDR B , FEALEAEEREVHBEEN 7R IDsHMT TS T

aws ec2 describe-subnets \
--subnet-ids subnet-0123456789abcdef® subnet-0123456789abcdefl \
--query 'Subnets[*].[SubnetId,CidrBlock]"' \
--output table

RELFERI P KRR 319
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® Note

ENIIP it TR B EHRNEMBHARKEEE, NREMERYEHEIFLEELR , Bl ENIIP
it RERBE, FHTHEK CIDR ERBSELZeHEATBEEENEYRENFA,

BYFER

O LAER AWS B XA CLIAWS B G ELR,

(® Note

VPC Lattice A #E 5| FEF : usel-az3. uswl-az2, apnel-az3, apne2-
az2, eucl-az2, euwl-az4cacl-az3, . ilcl-az2,

FEIRIRAF
ERVAEERZE  BREBLETHEA

- EAPHNERAEZE - £ZERFHIRENERAEZE,. IRELZEIRF , F28 HEEA
AWS DevOps REBFE .

- WREERN BZRK - B0 MCP AR, THAMTAREMBREEXETRTBERFAEN
VPC ZEREHKFLAE IP st s DNS . ZRBE I UEMERN VPC., % VPC AIPBE+HHL
7, RECURERMEFREEA, REABELSERERRKIEENERE L  BEHEE TLS
FRAE 1.2 89 HTTPS HE.

- VPC K FHEE% — B BIEE I ENIsi 1-20 B FHEkg. EBREENZATARE TN FHEE , U8
SeURMt, B FRRSEEEHEBZERKEWRARIEREE D, VPC Lattice AIAEASE T AR
— B F#85%

- (BA) ZeFE-NREBECARERNEFRE  SERRSAELEEE IDsLUEEE
ENls, MIREEMELLEE , AWS DevOps RERASEVERLTSEHE,

AEERRIRFERNER. BYAEERE SN EREEEEEIRNZARENERARZEZH
BRI ER,

ERAERARMMBER

1. BB AWS DevOps Agent 34,
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ESBEERD , BEERIRME  ARBELFER.

BEE I HNER,

SHEEW , WAERNWERMEER | Fl20 my-mcp-tool-connection,

#¥ VPC , EEUGEIE BRI ENIs VPC,

S FREE  BER—NZEFEE (220 ) . BUEREZLWMETHAREFEEFRE.
ST P HHEEY | RER B AZRRISHY IP #hHHER (IPv4. IPV6E DualStack).

(IBA) 81 IPv4 it EE |, NREA IP bt FAIEE IPv4 =% Dualstack , BIRI A AE REE

I ASE ENI BV IPv4 Hhit B2, FEEXASE ENI 16 1@ IPv4 Hihit,

9. (EA ) HRZLHFE  BERENZLEHE (52 5M) , URHAFHLERESZEEN B ZR
%, MREREREM , ISEVYRARZTLHEE,

10.(1ER ) YR ERREE , EE B EERAENEEN TCPEEE ( fIM0 443 8080-8090), &
BZULIEE 11 BEEEHEE,

1M1 bt | A BAZREH IP kst DNS B ( #1800 mcp.internal.example.comsk

10.0.1.50), ZBHLAEAERN VPC 7. WRE@WA DNS £8 , BT AXBURREET
— B S ERFIEZER DNS #ETEN,

12814 DNS 47 , :BEE#ihuk DNS BB AR -

« NE (8% ) —-DNS Z#EH/NH DNS 4, tREE@ A DNS BB AT bt | BIMET
NEEN, ERNEIHEBES /LB DNS itk ( WIEQAE IP it ) B BEEALER, MR
A4S P bt s E AT b | Bl ERERE,

- 7£ VPC # — DNS &£t VPC AR H#N , AtEFEERLEEEESTNEIHREBEEREE
/2% DNS SBENIE R T ERENT, EENEERKENEHEETEE VPC WIAER | SBEALLE
o

13.(iBH ) MRLEBEHZEEN (CA) AENETHEHUERIT TLS BRE , BT R, sHHEREL

g WABEZERKNTE PEM mISEEEHE, (KFIHER . 2 (AR ) BH. iEP#

CABE , IR CA B, MRETFTE  EHEDZLHK, AWS DevOps REENEZSRIILE

£ TLS EiZ.

14 BFEIER

© N o o &~ 0N

BRRESREREVETT, MEFRZURTEER 10 9E, EMEBEREAPER , REREE
ERAE.

MBRESFAEIT AN , BREATHEE
« BIEENFREERESTHEN IP i,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

AWS DevOps REEZX EREES

- IBHWRF M ARIZEER| VPC Lattice FRIFELHE,
- REEMRBEHM IAM BERHEIEREEZBREIER,

(® Note

BELSEB A LIETRERHEEFMCreate a new private connectionHifE&E K,
7. MEFEFABEF , FSREHAENEREENALEER.

A CLIAWS B AEER
T THHSREYLEER., KESHEERNRALECHE,

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \
--mode '{
"serviceManaged": {
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@",
"subnetIds": [
"subnet-0123456789abcdef0",
"subnet-0123456789abcdefl"
1,
"securityGroupIds": [
"sg-0123456789abcdef0"
1,
"portRanges": ["443"],
"dnsResolution": "PUBLIC"

dnsResolution ¥{u#E#l hostAddress DNS ZBHHEITH . BRES PUBLIC ( BIEFATER
) M IN_VPC, IN_VPC B E#ibit R VPC AEE (Hl  REXEESFHNERE) , 8B
A, MRELA IEE IP #hithostAddress , Bl EHEA,

OGS EEZTBAN ARREBCREATE_IN_PROGRESS :

"name": "my-mcp-tool-connection",
"status": "CREATE_IN_PROGRESS",
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#use-a-private-connection-with-a-capability-provider
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"resourceGatewayId": "rgw-0123456789abcdef0",
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@"

DA
T .

EEMBEEFME | F5FEH describe-private-connectionts

aws devops-agent describe-private-connection \
--name my-mcp-tool-connection

EAREES BEACTIVE , BT B EZEIAI A,

e IR IR A E YRR EAR

EFEMALEER AU ENFRREREEIMPEEEERER, TEAGEEERFERAN I EDRE
¥& : GitHub, MCP Server. GitLab#l Grafana. &R LAER AWS BIEFIRA K CLI AWS 1T

teHER

(® Note
aEfZhREiREER , AWS DevOps REEXNERTIRHMEE BRI E L, ERAEMR
Bl , FAEEEHN B RRE EERTHEZER.

EREEaREIRREEEERLRER

£ AWS DevOps REERRAEEAF , EBEN "FRAMEEREZZ R, ER , EEMHEERL
RERERZEDRE,

AR ENLEER 323
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ERAEER

MCP server details

Only MCP servers that implement the Streamable HTTP transport protocol are supported.

Name
The name of the MCP server

| Mmy-mcp-Server

Endpoint URL

| https://mcp.internal.example.com

The MCP server endpoint URL will be displayed in AWS CloudTrail logs in your account.

Description - optional

G

|| Enable Dynamic Client Registration

Allow DevOps Agent to automatically register with your MCP's authorization server.

Connect to endpoint using a private connection <—

If not checked, the connection will be made over the public internet.

© Use an existing private connection

Select from your existing private connections

| Select a private connection

Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.

1. B AWS DevOps RERBA T AW BEELNKEREXZ[,
2. EMRERMHERRT , BEEM,
3. ENEMEELRLEEREANIIRER,

4. HEMFREARE S  WALEERLEER (flW, ) ERFIAWE URLhttps://

mcp.internal.example.com,

5. BERfE AR ERERE R,

AR ENLEER
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6. EMHEEZLEER 2 mA URL WEBREER , SURBEE MM AEERUEL,
7. ERNEEREENEMERF.

ERAEER

(® Note
ERRRMER OAuth B0 EE ( AFIREAEME 3LO) WIS RHAEZMMEERE , A8

ERERREAZEYRERERMNFARIRGR, BALEERCREET ML  THRE
B FR 2 18 v R o

BB ENFALEERRE BRI OAuth FRFM

R OAuth HEMEY MCP fAfRaEFZhaERME  REEXNEOMEFTENRMELFR : BE

URL ( &5 MCP {RfRE55m 2 ) F3# URL (OAuth ZRRHIGE ) . RIFTERE , WA
gprivateConnectionNamefEAE— ., MRIEMEixI AEBFEINFAE KB EFR , BRI UE
A targetUrlPrivateConnectionName#l exchangeUrlPrivateConnectionName N AEIB

B S WA AERE B S @R

« targetUrlPrivateConnectionName — AAZRiE# MCP fAlRESHAMNFEER ( BZ URL),

 exchangeUrlPrivateConnectionName — FiZRiE# OAuth ZRRRFHNWFAFER ( KR
URL),

B E SimE, MREARE—ERR , ASEBLARKRERIES —ERY (ETEEE5
—EFRAER ) o

/A Important

targetUrlPrivateConnectionName #l exchangeUrlPrivateConnectionName7
geEAMAEERprivateConnectionName ) &, FHE—

privateConnectionName ( EARMERE ) B ERHNERE , MEME,

TS EFMERMEFENAEEFIEEHREREZFRRIHEHAN OAuth AFIREAER MCP
RIPRES :

aws devops-agent register-service \
--service mcpserver \
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--target-url-private-connection-name my-target-connection \
--exchange-url-private-connection-name my-exchange-connection \
--service-details '{
"mcpserver": {
"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "MyOAuthClient",
"clientId": "client-id",
"clientSecret": "secret-value",
"exchangeUrl": "https://auth.internal.example.com/token"

}
A

--region us-east-1

£/ AWS CLI 5B hRe iR E AL B ER

B LUEIB TR private-connection-names| ¥ , MFABEREM ThaE, LT REAmMy-mep-
tool-connectionfAHE#RE AP 8T EFTM MCP ARV ES. KEBNEERRALZECSH
=8

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",
"apiKeyHeader": "x-api-key"
}
}
}
N\

--region us-east-1
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RELAER

AEESFZEZERAPREAIERGEECHEAR |, BHER AWS DevOps RERER AT LAR)EZRM B 28R
7%

1. BB AWS DevOps REERX I LAVEEZTHHRERRZH,

2. BAEVETRY B R TR ER

. MAKRAMEERMXEESN®T. fll , MREN MCP TERHAMABMENFIE  FOF
RAEMEEEXANBEN B E,

4. AR EEXEOALERBHER,

MRERKRY , FRETIIERE :

« VPC Lattice FR#I - FEERIR M R ZERFMERFEEREM VPC Lattice B ZEBR &l

- ZEFARA -RFEEZ ENIsSWREFEATERFEZEECEZBE FNELRE. FFRERKE
NEZeBHEAREATEEEZE INEARE, REKRE VPC CIDR #ERAM VPC Lattice EXF
H IPs, EBRIEREZ2E#ESE (A ENI Z2EBEMARR ) HAHFKR VPC CIDR EA,

o FHERGEAR - HEFIAUEIN FHRE T U RER B SN ERSE. MRBRBEFE FREBPHIT
ﬁﬁ E%EE%ZJWLFEAHZF?E’J/MEO

o RIETTAM - BRANREEEAREZE FHTYEZER,
s FEXENTHES - BREN FRBURZENTARES, #fTaws ec2 describe-

subnets --subnet-ids <your-subnet-ids> --query 'Subnets[*].
[SubnetId,AvailabilityZoneId]'¥#&E LRFZEWN A EE,

"

i ER AL AR

ERILAER AWS BEE XA CLI AWS RIBRKRERNILEER.

ERERAMBRFLEER

1. BB AWS DevOps Agent 14,
2. TEEERY , BEERIRME K AREENTER
3. BN EMBR B ERNEETIRER , RBRENBR,

BB ER 327
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AEERNAREEETR "BRER, , T AWS DevOps REERXEHR VPC P BBRZIEZRFEM
ENls, MERTERE , ERTEBHRELFERBEER,

£/ CLI AWS MIBRFAEELR

aws devops-agent delete-private-connection \
--name my-mcp-tool-connection

[ fEE &[5 DELETE_IN_PROGRESS. AWS DevOps (REBFEXNMIARRE | i ZEERFMAEM ENIs 1
VPC F#&BR, MBRTEHR® K ERTEBEHBEELRBEREES,

FHAIRE VPC Lattice BRI ERIRE

MREBHBEE A Amazon VPC Lattice Y EBEHCHNERALE , B UEAREEERNDEY
MEER, B RMIEDEERBHVREEERMHEREN Amazon Resource Name (ARN) , fF =&
AWS DevOps REREXAZEIERFE

shR -
B /6N .

REZTLERAERFENERERERBR,
FEREZMEAWS IRFHRB 2 EHAERERE,
FE VPC Lattice FEUH G , UEITFMERREE R,
#1Thub-and-spoke {8 & 24,

HEMEA CLIAWS BEY B REENFLEER

aws devops-agent create-private-connection \
--name my-advanced-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef@"
}

} 1

WEEEEE VPC Lattice ERFEME RERNFMEERN , 28 Amazon VPC Lattice £ &5,

fFAIRAE VPC Lattice ERNERRE 328
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5 BB 1 E AR

AEERNETHERASZTHMERN AWS BEDEY, NREEN B EREEREERPHIT ,
AEREEREAREEEE VPC HEHED Transit Gateway ¥1E BB RBE=HE,

30
i

BXA

1. EERABZEEFHPH VPC MRE VPC 2BEY ESEER (VPC HEEERERFEHFE
), VPC CIDRsTEER,

2. EEAHESERN VPC PHERABZHEEFPETERFE.,

3. BEEMRE IP i BERASZEESFEVERERE ( TEBHFEREKR ).

4. ERZERESE ARN B BREENFAEER.

fFlan | MREHRBEXNZEMRA |, us-east-1M~EH MCP IR ap-southeast-2 :

aws devops-agent create-private-connection \
--name cross-region-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef@"
}
LN

--region us-east-1

M EE

- the section called “VPC %2 (AWS PrivateLink)”
« the section called “E# MCP fa] iR 28"

- REESMAR

« AWS DevOps REERZELM

« the section called “DevOps RIZFZ= IAM FFA]”
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HILTERETHERLE

HWEERBEBERILSEA the section called “EREFAEFEE T E” for AWS DevOps RIEERE I KA
RBINEREE , URINMATERELEE. SRAEERHASRPENR. KAUBENERER , URIEEXEMNR
S ER,

MEFEEFEESNHBIE | 5528 the section called “EEZEFEFXETLE”
DNS F#tth it #E BT |, SURERERBRNNVE
=N

BEEAEMMUE DNS S BEVAEER , EERELIERENEREE. ELANEEREREHRAE
B GitLab #7188, K% Application Load Balancer (ALB) = # & BEFEN VPC £ MCP iR
R, ERRERNER.

DNS T kBT EEERK DNS AR, kit , EETMIAEADEREER K CEERA—R
ERREE DRI EEER. Hla0 , BABEEREZT Could not complete request to provider.,
Unable to connect to the MCP server at <endpoint>. The connection was
interrupted.= £ 59 BFIHEE , Authentication with provider failed. HARETE
1@ DNS , EEA T IRERERRE,

R &A

RIZTERR , A EEHFESFEAHLE DNS () T E#bitdnsResolution: PUBLIC, MREHEHS
BEMATEREE P R B, Amazon Route 53 Resolver # Bk A ZF2BE DNS @RS , AINE#E
MEXY , BERKETESEELRMNRE,

w{AIHEsE DNS 2R R

- MESNETMNRERE VPC AN, {E4HEE VPC 8 Amazon EC2 #1T{EEE S AWS
CloudShell T/ERSERS |, #11T nslookup <your-host-address>, MREHEIEREMT , ETR
#£.°%8 DNS 47 , T BB FAEEREMER dnsResolution: PUBLIC, Al DNS #fr2ERER,

- £/ IP bt MIERBETRR. TFELLEER , FAEENIE P it (HERKFEHSR IP)
At , MIE DNS BB, WREREFIELVRE , BT KKZE DNS #47 , MF 2
R RRREARS,

R B
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- MRENETHEBBER VPC REN , FERIMERFE DNS BTENERA/E VPC ()

o IN_VPCEMWERF , Tt LN VPC AR TN , RERMEN ML B EHE
#. FSREYLEER.

- DNS M EXRHERVFEE , YEAIGREN M, SREEZBFRBEIEEFRRERRL
#®EEM DNS AR , BFRAREERNEN, MREREF T HRWESX , FRRER  RARE
AIERNEXEREILER,

- MREHEMMUIETE IP it (M3EDNS £% ) , DNS #MERXTELEN , ARESEEEAK
1P,

o MREEEMER IN_VPC EITRE , BUNRIAK it iEm B ENFE IP ik , S350 26
FRATEEIAEFE IP WEH TR DNS B,

ERFEEM KK
AR

BIAMEERR K FEASBREERAERALN (Mfdescribe-private-connectionfEE AR
RECREATE_FAILED), BEBETTEXMNWFHMERE , At ETEE THRA L RKENTH.,

R &

BYAMBEERNRERRRFBRY VPC HFREERE , MARKRKER, HRFENKBRRERL LR
HER  BERETRIERAE , BT TIREEE,

R TT B
mFBRETYIEE :

1. EREHEFAANNER. SEEEREHEREERE EEE (HIM 443) HESTERHBEMN
ERERENEEEE (20 8080-8090), FRBMERMEE ( HlM 443-443) 1y "HE, SEZ
B8, BRZTLIEE 11 EEEERHE,

2. W FHREETRHN P tiut, ERFAESERIEEN FHRBFMHAEBEEMEENTE (ENIs), RE
LT ERAS, BYSAK, EEEETH MU ZZ RN FREK.

3. B FRBNAXENTHES. Amazon VPC Lattice *XESETHES. T FHEHE , I
HEVAEER PIEHNFT X EEBEETLE !

aws ec2 describe-subnets \ --subnet-ids <your-subnet-ids> \ --query
'Subnets[*].[SubnetId,AvailabilityZoneId]'

BERFERMRHK 331
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1. 4 RIZE) Amazon VPC Lattice lRISELRE. MEZMIRFE RER/RE Amazon VPC Lattice Bl ,
HRERFAERS,

2. %8 |IAM B3R SCP HHR K ER A, RESEERREREBRKELEACEN. NREHN
#84& E B R 4| Amazon VPC Lattice 5, Amazon EC2 API B4 R IGI=EIBE (SCPs) |, SBHREEREM
ARTRKEFACEIELEER,

MR LRBAAIELE B RERNISEAK , HBE AWS Support,
ERBEMT , BIhaErEM KR L RERE N THR
Ak

IREREINFERAPRE  BELSEMEACHIIRERE (Sl MCP Ak ) K, SR
HMN MCP fAfRER , SERFAEERAERENIRERENS RN, BAESHERTIHP—E

* The MCP server at '<endpoint>' timed out while initializing the session.
(BLHNERIEEIHER)

* Unable to connect to the MCP server at <endpoint>. The connection was
interrupted. Verify the server is running and accessible, then try again.

* Unable to access tools from the MCP server at '<endpoint>'

e Could not complete request to provider. ( tETWJBEEE/RA API error: 504)

R &

B3Z Active WFAEEF SRR VPC WRARKEEE RN, SASHEREN B ERKIETEH Mt FEE
B ek, E83MbaEREER | AWS DevOps RAEERAEHFIRGER T EHRNEE K MERK
EHERMNWBEERT. AESEREHME layer KB :

« BREABRTERERIEEBRE. KSEERT , T, EEEH DNS #BTIHR , HRE
EHEHERE,

- ERFEFARRTNERCERIER , BERHAR TLS X K ME R EARER,

- BEEMTEASRTHMCEREEERFR, EEERRENHEEIRIER , MR EE,

- BEIEAHREAEFASNFRE—MEAY , BEEBLAERTHERENFER. WMEETRY
RS BRo
R B

ERAERD , (EIEEREM KM IR ERRE D HR 332
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- #& DNS fEm A H TV, MAREBHATHER 1P, FRIFEZ DNS SRt , AIBNA
FERREERER (fl 8100) LMABRERHITER IP, MARKELERENERE (Hlm) £
Ik TLS WA HF#R443, MRTHBUBNTAL B RERE LBREM HTTPS AV E.

- BRBBERENERE LRE HTTPS, BRMATERERREETESHNEREL | RHER
TLS lRA&%& 1.2 By HTTPS,

- REERONRLHFERA, BREEEZERFE ENIsHEZ2HERRATEEEZER LNED
HE , URERENLZHBERBATZEEZEINEARE., RENRH VPC CIDR Z#ERAH
Amazon VPC Lattice ERIFH IPs, BALAFERAZE2H#HESE ( AFENI ZE2HFHEMARE ) Ao
¢ VPC CIDR B A, FZ2REELEERNEAESR L,

- BEALE CANZERRENE., NRLABIRBHBRITHREN TLS BR  FHEELERKREMHS
B PEM mHERE, THEIRRR K BREDESE K BHEREE. MREFTTE , HEE
B EHE , TLS RELE XK,

- BREBREEHT. ETHEMZH , FRESNBBCRE Y EFRBNERE HIEIER.

|LER OAuth BRI
Ak

B EZEBILEEREEM OAuth 2 MCP fAlBREzIIRERME ( AP IREAE R 3LO) , {EENME MCP fd
AR 25 R AEAR |, BRI E K.

R &

R OAuth BEBHINAERRHE | AWS DevOps REERSMWUMMERE : B4 URL (MCP fi ik
23U Eh ) R URL (OAuth ZRFRRinE ) . EREBIME—-LEERE  c2EAIMERE, W
EMEREREZEBTRNMERKEERE  IE-AFESEEEIRATIRME,

PSS

o« NRME LRI T LUEIBAAE R EER |, FFRALFIERN M v A E KR B E MCP A IR 254
BN F R Im R

- MRIGHFETFANMERERE , FEASERSELZ , MA2E—
privateConnectionName, targetUrlPrivateConnectionName & MCP fafR&5i%
ZFexchangeUrlPrivateConnectionName FRFRBIKHHRE . MRERFRE —EiR
B OAEEBELERBRERIES —BARE  MAEEE5 —EAEER. SELEHENGS
KprivateConnectionNameFEESBERIEEBE , FSREBTENAEERE H iR EA
OAuth R #,

EIRERR OAuth R 3T 333
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EEMBRERR , ERFESN ENIsTERE

Bk

FRENEBRIEERFMERE ENs , BEEMNEBHRESN VPC 1, EWEEELENIER , X
HEMBENEF VPC B#RE |, Hl20 terraform destroy,

R &

REEELZEB AWS DevOps RERAMBRFAEERE , TEBRIEERMAEN ENIs, HRZNH
HFREKEREDeletePrivateConnectionft REREMIY | RAWSAIDevOpsManaged BB ERZTEE
R, Rt & LB R,

/A Important

AWS DevOps REREXNEFEA ELHEENER (ERRERH
ENIs)AWSAIDevOpsManaged. fRIEEZ A REHTELEBNERFEETE , REEDIR
FRIXIEHAWSAIDevOpsManagedZBEH . MREHKIEX , DeletePrivateConnection &%
BRER , BEMIERKHK.

FRRAR
- 3EB AWS DevOps Agent IBRERR, FH A CHEERMESE > AEER > 81E > BE) = CLI :

aws devops-agent delete-private-connection \ --name my-mcp-tool-connection

REESEE A | DELETE_IN_PROGRESST AWS DevOps KERA G VPC W BRI EEREEM
ENls.

o WMRMBERKE , FBEHEEZAWSAIDevOpsManagedZBNAFE. NMREBERERFEERHE ENIsH
BE K BEFERZELER , RERBXIHITHER.

- BVEREEMRSEERFAE, ERFAEEEBNIIRFPAKE , WH AWS DevOps REBREXTE
B | BEEIEIB Amazon VPC Lattice B1TMIER. MR EEESHBEBERR,

- MREMBRIAEER , BEBEE , BERBRERERERBIED ENIs HRARE |, FHHE AWS
Support A B FAE R

EEMBRERE  BRFAES ENIshER SR 334
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AR K 1 BY

MRERERENHBER , ERENAEFE , FBiE AWS Support. B2 EMNALEERERE,. HE
BIARRE, AWS B , UKk B EE#u FERE  DUEXEITUREAREKE,

MBI ERE

« the section called “EREFHEFEETLE”

s REMEERN ARSI

» the section called “VPC %2 (AWS PrivateLink)”
« the section called “JE# MCP falfkz8"

« AWS DevOps REREXLZEM
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AWS DevOps REERZ £

ANHRHEEELZSEE, ERMRE. FEURSIA AWS DevOps Agent SRINAEMNE A, FEHLER
R T #E AWS DevOps Agent HIAIERET RME LN ZE£MERER,
SELZEM

AWS DevOps Agent B E LB EEZR LM, BIFKEEZNFIRTFRERERN IAM A6 , KEREX
tEA G T B S AT FEERS , RS HEENEE,

£ 4/ AWS DevOps REEERERE IAM A , UREZEBEELZLMK , BMEBRERRERERR
Bl, REMETHRE - HERRETERRRENT M,

ZERAEZE
Agent Spaces i AFTEZ £ IR in AWS DevOps Agent, BEERAEZER :

- EABECHBRENFAIEILEE
- EEZFRAETLEFER AWS WiRFMEIR
- BYBEE=FFAENER

Agent Spaces E#iFBEIEHNRE , URAZeM , Y LEBETRIRERERETENFE.

B EENERRE

AWS DevOps RERAEABRHEENEESLKEE AEEXSRRECREEXZBARTER
BWFA AWS 1RF AWS W EEBBUREER, ZEHABERFENBETERZENE42F , B
ST HEmEER B RR,

Amazon Bedrock FAE M E R H R

AWS DevOps REERNSEHENEHBNVERNRKERE , UEBEEHNHERFBR. ERRKATAN
EEER, RETAMGAL  YTRUESEEFER. ENERRE/MFERI Agent Space H[E
B, 78, BARTNBLERTESEXEFHNETREE , ITIEEMR. MEERNEER
Amazon &L £ @R ETINZ S,

ZEZeM 336
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AWS DevOps REBRER S EN BB RZ R ASIBRHBRNOHEBEESANTHEEER , 1T
R

- REBRBENERBREEREANEE,

- REXENERFREEXBIRAEE,

- REBEMNNHERFRSERMNERNEE,

- REBANERBREEBERREE,

- MRHEWBRFEERIENES , IFEREEXBEAETEE.

+ DevOps KERE XM Bedrock £ 3 fR #5426 BIZR (SCPs) & Control Tower I EFBIREE |, &
BREKEFABRRINEREERS

» Bedrock AIRER LA E PRI EE NN BERIATEMEHR | ARE(CHEMATAM

IIge

BERFNLEEEHER

HRTIEE , ERUAEBNEAERNKATER. RZ, AWS DevOps REEXNSHENENSE
WEEEE , AEBENHERFBER,

o mAMIE (FTHN) - ap-southeast-1

« DEAH[E (ZE)-ap-south-1

- EMEM (ERE)-sa-east-1

BoHEFHERE
BoBFERZE
AWS DevOps Agent 12 E 5 2 B8 75 75K E A AWS DevOps Agent Space Web FEFATES :

- AWS Identity Center & - TEH 5B EFEA OAuth 2.0 #EEEMEA HTTP B Cookie B TE
PEEREL B 7 BR®. AWS Identity Center ATLUEBIREE OIDC M SAML BAAH EEN S & 0 R E B
& , ‘8% Okta, Ping Identity # Microsoft Entra ID &2, kFEXEERBLENE D REEET
ZEERRE, AWS ldentity Center FEERARIE 12 /NN TERBRSFERE , Y REAEN
FFERE,

- IAM B RFBERL - EBRAETEELERAITEERE AWS EE XA TERERMN JWT 8
B, AWS EBXIRAEETFI Web EARER. HIBEBEAREEETEN Identity Center BS

BEEESN S EHERBEHER 337
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2 BIFEfE AWS DevOps REFER , AR FEEB Identity Center E & 77 B B £ 7L AWS DevOps
RERR Web FABRXKIRSERFIE. THERRRHA 10 DiE.

IAM B &

AWS DevOps Agent £/ IAM &R EHZFEGTT :

- TERFAE - BRFREEXAFREEUARERAZE 2 AWS IRF PR EIR,
- RERFAE - RFREEAHERINEREAZE 2 H i AWS 1RF H &RV FEHE,

- Web EAREXACG -BRFEAEFE Web EAZERXH AWS # DevOps KERERFAETERIHFE
REVER,

EIIEII
oy
2

EEAEREERREERERTRE  EETFHEMENREST.,
ERMRE
BR =

AWS DevOps REERXENEMEEFER :

- BRENE - FEERHEER AWSEER|ME,

- BERTNE - FAEEDRN AR, BE. FEEE. ERPRENNEGENHSEERASLER
BRI SNER BB M B E B I0 2

BERHEFNRE

EpEerhaEREY REERATANES , MEREETRESEENEMNEREST , 1 iR Amazon
Bedrock F & —&iffik.

BAZ2BBIER (PII)

ERBHRE, BRFTAPREEHEBENERE , AWS DevOps REREXNTEERE Pl EFl. 2
B|TIERT Pl ER , BEFEUBAMEBER,

IAM £ £ 338
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EFHRA B Bt MK
EBRAB B

SHRENER e SR A5

« FCSREREUAY 2@ H#EIE S ER A B 1F

c BUIEBRAERREFNTEERE

- ERAE—BREHEREEEY , BRBRERE  FINRETEIABREEZEF
- EWREREFHAANRAL

AWS CloudTrail &

AWS CloudTrail £ 5EE AWS tRF & B B #EEL All AWS DevOps RERER API 04, £
CloudTrail WEEHVEFA , & 0T S IR

- MERASRHNGE:
- RHEFERM IP fiit

- RHERWAR

o FRER R B

¥ MCP f A2A Bim A RESER , BUNESRREBEFINFRFE , ®E CloudTrail F AWS DevOps
REEXFCHKAuthenticateAccessTokenVEH , BREELBNE 2 EBFR. NEESHBUURKE D
BRFETHEEBBMNFMER , FSEERE DevOps Agent iR i Al BR 25 1 #Y AE Bt

RRIEARE
ERBERESHETIRALERN Al RRBRBBEENINBER {’JJZZD%%EZRI#ET RERERTE
ABE, AWS DevOps REEXEREEAFZSENRFELSRERREN— , B AR, BR

BEMEMREEER. AWS DevOps PCIE&T‘%JEJEL)\T{%EE%FEFHJHET\/I)\IQE , B ERRE
ERBRERNERMRFENEAZHELERNRRNEFR, NEFMAEN  F2RABEEEE -,

RREABE :

- ARMNBEARE -REEXATHNITEEZZFER  BRALERNXERMRSA. ETHLEER
ERERENERREREARER,

FRA S BREMEKRD & 339
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- IREFREHEHIT - AWS DevOps KB REE T EMEHFIXAE AWS tkRFEhigRENRCERH
A RHFNRERAERE, REEXEZENEEHNEREHBEBUNNER,

« Al & {RE - AWS DevOps RERXFEHAEE Al Z2[E#k 3 (ASL-3) REMNER K HAhaFEEA
MERBRREIAEEZNAE D ERE, REEXBEFEH Amazon Bedrock Guardrails 12 R B ERE
FREREBMBFEREREIANARER , 2B TR EREERTA,

s FOBENERER - REEXAFSREMEINSRAKESENEE, —BR&BEFEEE , K
BEEAMEEZEHAFEES , HLEERIARBERBEEZHE,

H# R AWS DevOps RERARHZERE  HLEREIARE  BREHEETRESEMERRE

- BET MCP fAfR2§ T & - bring-your-own MCP ZhEEA[ M BT TE S| AREBRER | EFESHER
FEHAMREEAME, BEITTETAETEBE native AWS DevOps REERX T EMHRNEZLEF
BEETURESLEFERN AXERAELETRE, NEFHMAEH K F2REAREEER -,

- REEAENE - BRET AWS IRFARIERTEARFENERAEERHREENETRENHE
REE, EELEAENRTUBRIAERACANERRR , flNBRREFRER , UMEEER UK
AREBEEAKEENERIE R

BERRELRR

(@i

1. £ Agent Spaces HEZ8E BT MCP fAfRss 28l , A BIFRIEIE LR ARES
a. R R AT THEESE

b. #58 MCP AR FEMNABTECAEREENER , B MCP E#EM as AWS DevOps REE
NKBELTEFEAEE AWS DevOps RERXNZBEINEBEEERRK

2. AR TFHEAEFNRHENGAEEXNRRE , EAKEEREFRA
3. EHIREZML MCP AIfRFEZSEH RERAZER
4. HRTERFHEE URLs BB EMAARHITREABEMAERANTA AR EENAFFBEF

BEEEHRIR,
BReM
AWS DevOps REERAXEZERSHE K SEAFEBEACHREERE

- RESOES - REES , IRENEEEREEA L RAEEARKEN, ESEAKRBNS S
BRI

BaReMH 340


https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-prompt-attack.html

AWS DevOps KRR fEREEE
- MCP falf23% - £/ OAuth 2.0 B BB REN AP| ERENTRRZLBANERER XN BBEA
TE fal AR 25

* Webhook &2 &4 - FHERERimRBHBRELS |, SRR ATBRERS. Webhooks £ F
BEAERIBW (HVAC) BEH AP £ ( AEFEHN ) KERLR,

« EHBHA - Slack IRBRRKRFEBESSTWIETRABNESN , BEFEE@ER,

%
illll

At e

BEABTESHERFERETEIRE Y HEIRFANMEERASZEHZBHA, ELEMELT
S, BEREIRFERRE X , ARBEERAESZBAEHRAINERIZ CEMERTNIFEER.

THTEERIKRFBHREM

+ GitHub — £/ OAuth RIEBETE B, EIRFEBRFEM GitHub 2 , =18 Agent Space AT LA
ERE GitHub BRI EREE,

« Dynatrace — £ OAuth &G 7 B, IR BT Dynatrace 2% , B 18 Agent Space # 7]
LUE#R B4 E R Dynatrace IRIESEEIRMERE,

 Slack — £ OAuth ZRFE P EE ., EREBMREEM Slack 2% , BEERA EZEEE A LUELE R4S
EH Slack $EESEE,

- Datadog - £/ MCP #&t OAuth REBHEITH 5 BT, EWRFBHREEM Datadog 2% , ={E Agent
Space # A LUEARE4FE K Datadog EERE IR

« HER-FEH API €859 RE., EIRFBHREEM New Relic 2% , SENRERER =B E 7 LLUELR
243 EH New Relic EEf4HEE,

* Splunk - ERAEHFRFS 28T, EIRFBHREM Splunk 2% , BEFRASZEH A SUER T
ER Splunk ERRIR,

» GitLab - EAFEVER & 28" . EIRFBREM GitLab 2% , #18 Agent Space #f 7] LLUEFR 4%
ERY GitLab f#FE,

+ ServiceNow — £ OAuth AF R &£8/R B v BFT. EIIRFEREEM ServiceNow 2% , SEER
ABZEREHE AT LUELSZ T4 ER ServiceNow H1TEEHERTS,

. —RAIABREENAYE SR MCP [RBRES - £ OAuth RIEHEITE 2 BE. ERFEBHRFMEIR MCP
252 % , 818 Agent Space &S AT LLUEAR B A RES NN B EE R,

e B AR BE

AWS DevOps Agent S EREENE=F RMMER MCP [IR:E , ABMITHEMEMWERE,

Eaiicayid] 341
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%€ AWS DevOps RERAZRFENEARE

AWS DevOps Agent BN =5 REFIE IR MCP RSN ELER  EELARSJEUEAREN
FERIRESRNERSE, REURENSFRNBCRREHNIETEELSN .

- WEREIE - REWI AR AWS VPC AEE , AT LA AWS DevOps Agent FAHEELR |
FEREHE AWS RN AEHEBEERES, MEFHMEN , 552 8the section called “EREFAEFE
== ”

B 0

T2

- NARETIR - NRENTEEB LA ERRMEER  XER IP AFFBEIHARBRA , BH4E
SLFFHRE T3 AWS DevOps REEFRARIR IP it (VEARE

- DAME (FH) (ap-southeast-2)
« 13.237.95.197

13.238.84.102

52.64.174.242

13.211.249.13

15.134.235.54
« 3.107.145.226

- mA[EHE (RR) (ap-northeast-1)
« 13.192.12.233

35.74.181.230

57.183.50.158

13.114.228.89

54.150.140.28
* 46.51.224.121

o BN CEE=4E) (eu-central-1)
- 18.158.110.140

52.57.96.160

52.59.55.56

63.183.67.111

63.184.95.132

* 63.184.36.38
£ AWS DevOps RERXERKNEARE 342

o B (ZE®) (eu-west-1)
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ERAEER

* 34.251.85.24
« 52.30.157.157
« 52.51.192.222
« 99.81.41.52
« 54.246.170.103
« 52.212.224.65
- EXEIRZ (HFEmILEP) (us-east-1)
 34.228.181.128
* 44.219.176.187
* 54.226.244.221
« 100.56.22.59
* 3.234.39.4
* 44.215.92.10
- XBIFEP (BREM) (us-west-2)
* 34.212.16.133
« 52.89.67.212
« 54.,187.135.61
* 34.209.115.89
« 44.224.219.86
* 54.201.89.243
- MENM (BRE) (sa-east-1)
* 54.207.222.14
 54.232.201.242
* 54.94.247.213
* 54.94.50.36
* 54.20.8.106
« 52.67.155.119
- mAH#E (ZE) (ap-south-1)

o—1Z 10340 SN0 100

# AWS DevOps RER R ERBHTEA T &
* 13.234.6.24

343
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« 35.154.102.216
« 13.200.172.217
« 13.235.168.21
« 13.206.231.7
- DAH[E (FTH03K) (ap-southeast-1)
« 18.139.13.125
« 47.130.240.215
« 54.179.238.173
* 54.169.147.211
« 52.77.189.96
« 52.77.31.188
o INEX (FEP) (ca-central-1)
« 3.96.5.29
*+ 3.99.39.12

99.79.90.221

16.52.252.11

16.52.242.49
« 15.157.224.32
o BUM (83 (eu-west-2)
« 13.42.228.66
« 16.60.62.58
« 35.176.240.10
- 16.60.67.127
* 3.9.91.248
« 35.179.253.69

& VPC %) AWS DevOps REEXNHNELHRE

¥TH’WE AWS VPC 3‘§|J AWS DevOps ﬁIE&'tE’J%H:‘PBﬁE ( ﬁﬂﬂﬂ EFH the section called “i%&i@
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HEEEER
AWS EF
AWS B85 :

- HEBEAREEAMMERERNZSM
- RETUH AEEXEHANEEIR
- {REH T AWS DevOps Agent HIE R

EFEE

EFAE.:

- EEEAEHERASZENEN

- RERHEBAGRERXNNBRENZEEEAEFN , HIMELE R, CloudTrail £, RRF
HBRZENER - TARERABRRTEA,

- BRFIEESENERRRHEEEENER , TATRARERRTREAKRE

- #&{Rbring-your-own MCP RSB A AR £EHE

- BRERBERAEN IAM AR EEEENEE

- B ERETEIMASNEGREEXNENIR G , L1585 PIER

- BREZNME , SHEEF TR T 2ERNERRIR , @$&Ebring-your-own MCP fa] iR 88

ENHE

AWS T EHEAREESCERRENERAEER, WXASSIERRIGERESIEEMR. AWS
DevOps Agent Space FAZFERREREBERAEERAENEEMNBE , EF AWS AERKE
REA S,

AT RERBILFFEERE , RATEREWREEMEM AWS DevOps KERABRITEESHREFR
PIIRREH R ITEMEERFATRNEZRCENER (S0, BRDEETEELNEE, B2EE
FHRRER, HHEHAKR K BEFEBNENREE ),

HEEEEA 345

pia
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DevOps XIE#Z3 IAM FF A

AWS DevOps Agent £ IR#E4SEER AWS Identity and Access Management (IAM) BhESR3=HI1¥ H Ih
BEFNTHAEM ZHN, IELLBYEIRTEE D & W LATE AWS DevOps Agent £33 & 1 Operator Web App ##
THEE, ERAEBREXNETSARAE &R AWS HIRKE APl SF AT R,

MERFEFRAESFINFMES , FSEE AWS IRFFRFIFRASFH.

ERAEZEEEDE

B L Ep e 43 Agent Space HHREFBEE A IZE

- aidevops : GetAgentSpace - AFFEAERAETRASZHENFMEN , S BEHAR, MREFNIEER
BHES, FREEENFTIEEE AWS EETRATER REEXE[,

- aidevops : GetAssociation - AFFFEAERGIFERFEABNFMEENR , 218 IAM S EHEEIER
AR B,

- aidevops : ListAssociations - RFFEAEILATRASZERENAE AWS IRFEEB , BiFE
EFRERS,

A B MEATENE

ELEBFERHHEHREDRNFE

- aidevops : ListExecutions — RFFEAERIRHTHEER , TIF 1D, AREF |, LUETRTKEIEEH
WIRE., B, AN REEE,

- aidevops : ListJournalRecords — AFFEAEFNFM AR , EFERERASERE. BHF. T
M KEFEHEFMEANHES R, FENSENERRER, EEMRTHERASMMEHER.

MREEEE

Chat EE T3 IAM FFa] FREE1E
- aidevops : ListChats — fo 5 F & %Il i F0 17 BB K 34 55 2 52 5o #% o

- aidevops : CreateChat — AFF & B I REFE,
- aidevops : SendMessage - AFFEA B R R EH W IZRETREFE,

DevOps fRERE IAM FF A 346


https://docs.aws.amazon.com/devopsagent/latest/userguide/aws-devops-agent-security-limiting-agent-access-in-an-aws-account.html
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MENRRBF

EBLBFERFHEREXNERRS M 7

- aidevops : DiscoverTopology - AFFFEAEBERERNZEANHEERRNES, LBESREIE
B AWS i(RFMEZERAERXNERAENER,

TR MR REE

EL BRI G H AP ThRERY N

- aidevops : ListGoals - AFFFEAERBERIENEHERX , BRERABEEE INTEMEE,

- aidevops : ListRecommendations - RAFFEAERBFELIEEENFIEER K SRHEERIEFNE
EIJO

- aidevops : GetRecommendation — AFFEAERBIFEEZNFMEN , FEHSHELELNSH4NE
e85l

FRERBEREEEF

EEBEREFEEREERSFEETKENGED

- aidevops : CreateBacklogTask - AFFEAER L EH AT AL FTHETH.
- aidevops : UpdateBacklogTask — /o 57 £l & R R 5T Bl BUE = BIFAE T Eo
- aidevops : GetBacklogTask — /o FF i B HEUS EEHHFHER.

- aidevops : ListBacklogTasks - AFFEAEIHABERXZ[HEE , EKER., RE, BEIERF
jE_LHTFﬁﬁlgo

EEEEDE

ELBFEHE AEEXZATHENEREENED , SFERBE. AGENTS.md %, 4, BT
KREEX, AEREENEZREE, MFEE API NFHEN  F2HEEEREE.

- aidevops : CreateAsset- AFFFEAEEETRAEZEPRUFNEE , DFEHEE. AGENTS.md 18
=, . BFIERAR. AEBREENEREE,

- aidevops : GetAsset - AFFFEAEHNEENPEERFMREER.
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 aidevops :
* aidevops :
« aidevops :
 aidevops :
* aidevops :
* aidevops :
+ aidevops :
* aidevops :
* aidevops :
» aidevops

+ aidevops :

UpdateAsset - AFFEAEENREEENFRENIAR,

DeleteAsset - AFFEAERREEXTEMBREEREMERER

ListAssets - AFFEAEIIHERAEZHTIHNEE , UKEEFRETERGE,
ListAssetVersions — AFFEA E S HEER B LRA

GetAssetContent - RFFEAEREENTEABR THABRKBEN,
CreateAssetFile - AFFERAERHERTEERBEE,

GetAssetFile - RFFEAZEKEBERREERNE —EX,

UpdateAssetFile - A EAERREETPREERNRETRNFPEER.
DeleteAssetFile - RFFERAEREEBRE —ER.

. ListAssetFiles — RFFERA &I HEEFRNESR,

ListAssetTypes — SoEFEA & %I H AWS DevOps Agent BN EEER, EENEE

TRABENETRAEZE , BEEE Resource: "*'",

AWS X ERBSEE

ELEEEEFIE AWS Support REINES :

* aidevops :

InitiateChatForCase — AFFEAEEZERXBEHER AWS Support BENHI K T/ERER |

¥WEBRBEBEBSHHAR,

- aidevops : EndChatForCase — AFFEAEBERIEAPTH AWS ZERFIH X TERER,

- aidevops : DescribeSupportLevel - AFFEAERERFH AWS ZEFHEIBER , LHE TR XE
B1E,

FRFAEEEE

ELEFSRGFERUERIRFEIIETIER MCP M A2A [ARRS 2 8FE

* aidevops :
* aidevops :
+ aidevops :
* aidevops :

* aidevops :

CreateAccessToken — 7RFFERA &R FRA BZ BN FEHER.
GetAccessToken — RFFEAERREFIERFHEN.

ListAccessTokens — AFFEAE S HFRABZBEHFHNFIFH,
RotateAccessToken — AFF A EWBREFMFH , EREBABNERELEFE
RevokeAccessToken — RFFEAERMBENFESR , LKA EFRE,

AWS ZERAEE
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AENMEEBE

ELBFEHHRAEEANFE

- aidevops : GetAccountUsage - A FERAERRAEHFR. 78R

DevOps RERAEBAEE , AREANAE.

=R IAM BUREi 4l

EEESHBE

R ZF all AWS DevOps Agent ThEERY SERRZERHE :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aidevops:*",
"Resource": "*"
}
]
}
EE FER

LR FRAEEE RN AENTAR, ThAERY FEUE

{
"Version":
"Statement": [
{
"Effect":
"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

"2012-10-17",

"Allow",

GetAgentSpace",
InvokeAgent",
ListExecutions",
ListJournalRecords",
ListAssociations",
GetAssociation",
DiscoverTopology",

LR BAWEBREG AWS

FAEMEEREE
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"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

1,

"Resource":

ListRecommendations",
GetRecommendation",
CreateBacklogTask",
UpdateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListAssets",
ListAssetVersions",
ListAssetFiles",
ListAssetTypes",
GetAsset",
GetAssetContent",
GetAssetFile",
InitiateChatForCase",
EndChatForCase",
ListChats",
CreateChat",
SendMessage",
ListGoals",
CreateAsset",
CreateAssetFile",
UpdateAsset",
UpdateAssetFile",
DescribeSupportLevel”,
ListPendingMessages"

"

HBERRTFERBNRAENEZFIE

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:

GetAgentSpace",
ListAssociations",

ERH IAM BERE S
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"aidevops:GetAssociation",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:ListBacklogTasks",
"aidevops:GetBacklogTask",
"aidevops:ListAssets",
"aidevops:ListAssetVersions",
"aidevops:ListAssetFiles",
"aidevops:ListAssetTypes",
"aidevops:GetAsset",
"aidevops:GetAssetContent",
"aidevops:GetAssetFile",
"aidevops:GetAccountUsage"

1,

"Resource": "*"

FEAE AR AWS DevOps Agent BRI ERE A&

AWS DevOps Agent £ AWS Identity and Access Management (IAM) fRi&EE A€, REEE/E
R EZEEZEZE AWS DevOps REBEXMMK — IAM ACER, REELEAEH AWS DevOps Agent 78
REE , WIEXMBERARETUEM AWS REFMENMET T,

R EEABFFA

AWSServiceRoleForAIDevOps fRIEER ARSI aidevops.amazonaws . com RIEZEFEAKIE
FAE,

AEFEHAAWSServiceRoleForAIDevOpsPolicyEB TR M SEBUR :

+ cloudwatch:PutMetricData - #FEEE&EMZE AWS/AIDevOps CloudWatch a5 % %= &
Mcloudwatch:namespacel®EERE , R AAFFAWS/AIDevOpsin & 2 &,

« vpc-lattice:CreateResourceGateway - BN FHIEZH VPC Lattice EIR
i, ¥ aws:RequestTag/AWSAIDevOpsManagedf&4EBR%l , Rt IRFE RBEEE I #
AWSAIDevOpsManagedZH K& R E

- vpc-lattice:TagResource — 5t VPC Lattice ERFE, B aws:RequestTag/
AWSAIDevOpsManaged{& 4 &iE,
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« vpc-lattice:DeleteResourceGateway - fllix VPC Lattice EIRFE, Z
aws :ResourceTag/AWSAIDevOpsManagedf® PRl , E It R RecMBRE R IV EREAE

« vpc-lattice:GetResourceGateway — #fEX VPC Lattice EIRFENHBENR. Z
aws :ResourceTag/AWSAIDevOpsManagedf® 4 iR&l , R REEREZ VN ERFEE,

« ec2:DescribeVpcs, ec2:DescribeSubnets, ec2:DescribeSecurityGroups — fEGERE
BRFEEN VPC BHEEREEEN,. ELHEEBEERNAE VPC ER , & EC2 API X%
BRI ERBERET,

- iam:CreateServicelLinkedRole — 3 & RFABEIREFERN VPC Lattice RIGERZ A®, LBLFF
A[{EPRMvpc-lattice.amazonaws.comfRFEERE , TEEARATMEMRBRLREELE/E,

B REEZEAE

BAREEFEHE AWSServiceRoleForAIDevOps R EBEE AR, EEFHHBER AWS DevOps
Agent i , RS ALEIRKEZAE,

EEAFRBRREENAR® | BNBHAE iam:CreateServicelinkedRolefFrl, HFIRZEMHE
F iam:AwWSServiceNamel&#PREIEF aidevops . amazonaws . com , UBEKEKEREAl, 0
ﬁ'ﬁggﬁﬁﬂ nﬁ/ ﬁﬂﬁﬁﬁg‘iﬁ@n#—]*&ﬁﬂo

miE RS EEAG

BT BEAmEE AWSServiceRoleForAIDevOps fREER AR, B ACGCHE K SHRELIEBFACHA
B, IAREERTRESKERBBEARG, A , BUKEA IAM ﬂi%ﬁiﬂﬁ@?‘*Lo MEFMER , B
SRFEEREERAE,

MEx RBEEAE

MREBTBFEMEA AWS DevOps Agent , BFIEZEZMBRAWSServiceRoleForAIDevOpsfR#E
‘ARG, EXAXBREERABZEDEENTMIAEER , TEMKRAR. RRREEEZSETE
BB R BT RIS I AWSAIDevOpsManaged, B #iEH VPC Lattice EREE, MRFBEEIE
LERFEE 6 CEZFHMRELERFAE, WEFHEEHR  F2EMBREKEEAE,

AWS B AR AWS DevOps KEERANZEHR

AWS RHEH B MEENEN IAM BER , SRS ERNEARS AWS, B AWS XEBKRS
BRYEREARMNMSERT  RETLHEFTEWLR . WFFHMEF , F2H UAM EREE
) HH AWS ZFEBXK,

T3 AWS ZEBEHZE AWS DevOps REREXFE , B IERISRFHNERE.
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ERAEER

AlDevOpsAgentReadOnlyAccess

FEiB AWS EIE 1 A1E 4 Amazon DevOps R IEFE I A M B 17 EUE

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentReadOnlyAccess",

"Effect": "Allow",

"Action": [
"aidevops:DescribePrivateConnection",
"aidevops:DescribeServices",
"aidevops:Get*",

"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"

]I

"Resource": "*"

AlDevOpsAgentFullAccess

BB AWS EEEEAEM Amazon DevOps REER K TR FHUE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AIDevOpsAgentAccess",
"Effect": "Allow",
"Action": [

"aidevops:AllowVendedLogDeliveryForResource",

"aidevops:AssociateService",
"aidevops:CreateAccessToken",
"aidevops:CreateAgentSpace",
"aidevops:CreateAsset",
"aidevops:CreateAssetFile",
"aidevops:CreateBacklogTask",
"aidevops:CreateChat",
"aidevops:CreateKnowledgeItem",
"aidevops:CreateOneTimelLoginSession",
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"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

CreatePrivateConnection",
CreateTrigger",
DeleteAgentSpace",
DeleteAsset",
DeleteAssetFile",
DeleteKnowledgeItem",
DeletePrivateConnection",
DeleteTrigger",
DeregisterService",
DescribePrivateConnection",
DescribeServices",
DescribeSupportLevel”,
DisableOperatorApp",
DisassociateService",
DiscoverTopology",
EnableOperatorApp",
EndChatForCase",
GetAccessToken",
GetAccountUsage",
GetAgentSpace",
GetAsset",
GetAssetContent",
GetAssetFile",
GetAssociation",
GetBacklogTask",
GetKnowledgeItem",
GetOperatorApp",
GetRecommendation",
GetService",
GetTrigger",
InitiateChatForCase",
ListAccessTokens",
ListAgentSpaces",
ListAssetFiles",
ListAssets",
ListAssetTypes",
ListAssetVersions",
ListAssociations",
ListBacklogTasks",
ListChats",
ListExecutions",
ListGoals",
ListJournalRecords",
ListKnowledgeItems",
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ERAEER

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

]I

"Resource":

ListKnowledgeItemVersions",
ListPendingMessages",
ListPrivateConnections",
ListRecommendations",
ListServices",
ListTagsForResource",
ListTriggers",
ListWebhooks",
RegisterService",
RevokeAccessToken",
RotateAccessToken",
SearchServiceAccessibleResource",
SendMessage",

TagResource",
UntagResource",
UpdateAgentSpace",
UpdateApprovalAction",
UpdateAsset",
UpdateAssetFile",
UpdateAssociation",
UpdateBacklogTask",
UpdateGoal",
UpdateKnowledgeItem",
UpdateOperatorAppIdpConfig",

UpdatePrivateConnectionCertificate",

UpdateRecommendation",
UpdateTrigger",
ValidateAwsAssociations"

i n

AlDevOpsOperatorAppAccessPolicy

Rt REEXZTHFERA AWS DevOps iBE F Web FERARER K ZEUE,

"Version": "2012-10-17",

"Statement":

{

L

"Sid": "AllowOperatorAgentSpaceActions",
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"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

CreateAccessToken",
CreateAsset",
CreateAssetFile",
CreateBacklogTask",
CreateChat",
CreatekKnowledgeItem",
CreateTrigger",
DeleteAsset",
DeleteAssetFile",
DeleteKnowledgeItem",
DeleteTrigger",
DescribeServices",
DescribeSupportLevel",
DiscoverTopology",
EndChatForCase",
GetAccessToken",
GetAgentSpace",
GetAsset",
GetAssetContent",
GetAssetFile",
GetAssociation",
GetBacklogTask",
GetKnowledgeItem",
GetRecommendation",
GetTrigger",
InitiateChatForCase",
ListAccessTokens",
ListAssetFiles",
ListAssets",
ListAssetTypes",
ListAssetVersions",
ListAssociations",
ListBacklogTasks",
ListChats",
ListExecutions",
ListGoals",
ListJournalRecords",
ListKnowledgeItems",

ListKnowledgeItemVersions",

ListPendingMessages",
ListRecommendations",
ListTriggers",
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"aidevops:RevokeAccessToken",
"aidevops:RotateAccessToken",
"aidevops:SendMessage",
"aidevops:UpdateApprovalAction",
"aidevops:UpdateAsset",
"aidevops:UpdateAssetFile",
"aidevops:UpdateBacklogTask",
"aidevops:UpdateGoal",
"aidevops:UpdateKnowledgeItem",
"aidevops:UpdateRecommendation",
"aidevops:UpdateTrigger"

1,

"Resource": "arn:aws:aidevops:*:*:agentspace/${aws:PrincipalTag/AgentSpaceId}",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowOperatorAccountActions",
"Effect": "Allow",
"Action": ["aidevops:GetAccountUsage"],
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowSupportOperatorActions",

"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:DescribeServices",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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}

I
{
"Sid": "AllowSecretsManagerOperatorActions",
"Effect": "Allow",
"Action": ["secretsmanager:CreateSecret", '"secretsmanager:ListSecrets"],
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowTranscribeOperatorActions",
"Effect": "Allow",
"Action": ["transcribe:StartStreamTranscriptionWebSocket"],
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AlDevOpsAgentAccessPolicy

=t AWS DevOps REREXMITHAENM S HTEF AWS ERFIERFT .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AIOPSServiceWriteAccess",
"Effect": "Allow",
"Action": ["cloudtrail:StartQuery", "support:CreateCase"],
"Resource": "*"
}I
{

"Sid": "AIOPSServiceAccess",
"Effect": "Allow",
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"Action": [
"access-analyzer:GetAnalyzer",
"access-analyzer:List*",
"acm-pca:Describe*",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCszr",
"acm-pca:List*",
"acm:DescribeCertificate",

"acm:GetAccountConfiguration",

"acm:GetCertificate",

"acm:ListCertificates",

"aidevops:GetAsset",

"aidevops:GetAssetContent",

"aidevops:GetAssetFile",

"aidevops:GetKnowledgeItem",

"aidevops:ListAssetFiles",

"aidevops:ListAssets",

"aidevops:ListAssetTypes",

"aidevops:ListAssetVersions",

"aidevops:ListKnowledgeItems",

"airflow:List*",

"amplify:GetApp",

"amplify:GetBranch",

"amplify:GetDomainAssociation",

"amplify:List*",

"aoss:BatchGetCollection",

"aoss:BatchGetLifecyclePolicy",

"aoss:BatchGetVpcEndpoint",

"aoss:GetAccessPolicy",

"aoss:GetSecurityConfig",

"aoss:GetSecurityPolicy",

"aoss:List*",

"appconfig:GetApplication",

"appconfig:GetConfigurationProfile",

"appconfig:GetEnvironment",

"appconfig:GetHostedConfigurationVersion",

"appconfig:List*",

"appflow:Describe*",

"appflow:List*",

"application-autoscaling:Describe*",

"application-signals:BatchGetServicelLevelObjectiveBudgetReport",

"application-signals:GetService",

"application-signals:GetServicelevelObjective",
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"application-signals:List*",
"applicationinsights:Describe*",
"applicationinsights:List*",
"apprunner:Describe*",
"apprunner:List*",
"appstream:Describe*",
"appstream:List*",
"appsync:GetApiAssociation",
"appsync:GetDataSource",
"appsync:GetDomainName",
"appsync:GetFunction",
"appsync:GetGraphqlApi",
"appsync:GetGraphqlApiEnvironmentVariables",
"appsync:GetIntrospectionSchema",
"appsync:GetResolver",
"appsync:GetSourceApiAssociation",
"appsync:List*",

"aps:Describe*",

"aps:List*",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:List*",
"athena:GetCapacityAssignmentConfiguration",
"athena:GetCapacityReservation",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetWorkGroup",
"athena:List*",
"auditmanager:GetAssessment",
"auditmanager:List*",
"autoscaling:Describe*",
"backup-gateway:GetHypervisor",
"backup-gateway:List*",
"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",
"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:DescribeSchedulingPolicies",
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"batch:List*",
"bcm-data-exports:Get*",
"bcm-data-exports:List*",
"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentkKnowledgeBase",
"bedrock:GetCustomModel",
"bedrock:GetDataSource",
"bedrock:GetFoundationModel",
"bedrock:GetGuardrail",
"bedrock:GetInferenceProfile",
"bedrock:GetKnowledgeBase",

"bedrock:GetModelInvocationLoggingConfiguration",

"bedrock:GetProvisionedModelThroughput",
"bedrock:List*",

"budgets:Describe*",

"budgets:List*",

"budgets:ViewBudget",

"ce:Describe*",

"ce:Get*",
"ce:List*",

"chatbot:Describe*",
"chatbot:GetMicrosoftTeamsChannelConfiguration",
"chatbot:List*",

"cleanrooms-
"cleanrooms-
"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:

ml:GetTrainingDataset",
ml:List*",

GetAnalysisTemplate",
GetCollaboration",
GetConfiguredTable",
GetConfiguredTableAnalysisRule",
GetConfiguredTableAssociation",
GetMembership",

List*",

"cloudformation:Describe*",
"cloudformation:GetResource",
"cloudformation:GetStackPolicy",
"cloudformation:GetTemplate",
"cloudformation:List*",

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront

:Describe*",

:GetCachePolicy",
:GetCloudFrontOriginAccessIdentity",
:GetContinuousDeploymentPolicy",
:GetDistribution",
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"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:

:GetDistributionConfig",
:GetFunction",
:GetKeyGroup",
:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",

List*",

Describe*",
GetChannel",
GetEventConfiguration",
GetEventDataStore",
GetEventSelectors",
GetInsightSelectors",

:GetQueryResults",

GetResourcePolicy",
GetTrail",
GetTrailStatus",
List*",

LookupEvents",
Describe*",
GenerateQuery",
GetDashboard",
GetInsightRuleReport",
GetMetricData",
GetMetricStatistics",
GetMetricStream",
GetService",
GetServicelevelObjective",
List*",

"codeartifact:Describe*",
"codeartifact:GetDomainPermissionsPolicy",

"codeartifact:GetRepositoryPermissionsPolicy",
"codeartifact:List*",
"codebuild:BatchGetFleets",

"codebuild:List*",

"codecommit
"codecommit
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:

:GetRepository",
:GetRepositoryTriggers",

BatchGetDeployments",
BatchGetDeploymentTargets",
GetApplication",
GetDeploymentConfig",
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"codedeploy:GetDeploymentTarget",

"codedeploy:List*",
"codeguru-profiler:
"codeguru-profiler:
"codeguru-profiler:
"codeguru-profiler:
"codeguru-reviewer:
"codeguru-reviewer:

Describe*",
GetNotificationConfiguration",
GetPolicy",

List*",

Describe*",

List*",

"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeIldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
"cognito-idp:DescribeUserImportJob",
"cognito-idp:DescribeUserPool",
"cognito-idp:DescribeUserPoolDomain",
"cognito-idp:GetGroup",
"cognito-idp:GetLogDeliveryConfiguration",
"cognito-idp:GetUICustomization",
"cognito-idp:GetUserPoolMfaConfig",
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListGroups",
"cognito-idp:ListIdentityProviders",
"cognito-idp:ListResourceServers",
"cognito-idp:ListUserPoolClients",
"cognito-idp:ListUserPools",
"cognito-idp:ListTagsForResource",
"comprehend:Describe*",

"comprehend:List*",
"config:Describe*",

"config:GetStoredQuery",

"config:List*",
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"connect:Describe*",
"connect:GetTaskTemplate",
"connect:List*",

"cur:Describe*",

"cur:Get*",

"databrew:Describe*",
"databrew:List*",
"datapipeline:Describe*",
"datapipeline:GetPipelineDefinition",
"datapipeline:List*",

"datasync:
"datasync:
"deadline:
"deadline:
"deadline:
"deadline:
:GetQueue",
"deadline:
"deadline:
"deadline:
"deadline:

"deadline

Describe*",

List*",

GetFarm",

GetFleet",
GetlLicenseEndpoint",
GetMonitor",

GetQueueEnvironment",
GetQueueFleetAssociation",
GetStorageProfile",
List*",

"detective:GetMembers",
"detective:List*",
"devicefarm:GetDevicePool",
"devicefarm:GetInstanceProfile",
"devicefarm:GetNetworkProfile",
"devicefarm:GetProject",
"devicefarm:GetTestGridProject",
"devicefarm:GetVPCEConfiguration",
"devicefarm:List*",
"devops-guru:Describe*",
"devops-guru:GetResourceCollection",
"devops-guru:List*",
"directconnect:DescribeConnections",

"directconnect
"directconnect

"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeHostedConnections",
"directconnect:DescribeInterconnects",
"directconnect:Describelags",
"directconnect:DescribeTags",
"directconnect:DescribeVirtualInterfaces",
"dms:Describe*",

"dms:List*",

:DescribeDirectConnectGatewayAssociations",
:DescribeDirectConnectGatewayAttachments",

AWS B AR AWS DevOps KBRS EHE

364



AWS DevOps REEZX EREES

"ds:Describe*",
"dynamodb:Describe*",
"dynamodb:GetResourcePolicy",
"dynamodb:List*",
"ec2:Describe*",
"ec2:GetAssociatedEnclaveCertificateIamRoles",
ec2:GetCapacityManagerAttributes"”,
"ec2:GetCapacityManagerMetricData",
ec2:GetCapacityManagerMonitoredTagKeys",
"ec2:GetIpamPoolAllocations",
ec2:GetIpamPoolCidrs",
"ec2:GetManagedPrefixListEntries",
ec2:GetNetworkInsightsAccessScopeContent",
"ec2:GetSnapshotBlockPublicAccessState",
ec2:GetTransitGatewayMulticastDomainAssociations",
"ec2:GetTransitGatewayRouteTableAssociations",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:GetVerifiedAccessEndpointPolicy",
ec2:GetVerifiedAccessGroupPolicy",
"ec2:GetVerifiedAccessInstanceWebAcl",
ec2:SearchLocalGatewayRoutes",
"ec2:SearchTransitGatewayRoutes",

"ecr:Describe*",
"ecr:GetlLifecyclePolicy",
"ecr:GetRegistryPolicy",
"ecr:GetRepositoryPolicy",
"ecr:List*",
"ecs:Describe*",
"ecs:List*",
"eks:AccessKubernetesApi",
"eks:Describe*",

"eks:List*",

"elasticache:Describe*",

"elasticache:List*",

"elasticbeanstalk:Describe*",

"elasticbeanstalk:List*",

"elasticfilesystem:Describe*",
"elasticloadbalancing:GetResourcePolicy",
"elasticloadbalancing:GetTrustStoreCaCertificatesBundle",
"elasticloadbalancing:GetTrustStoreRevocationContent",
"elasticloadbalancing:Describe*",
"elasticmapreduce:Describe*",

"elasticmapreduce:List*",

"emr-containers:Describe*",
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"emr-containers:List*",
"emr-serverless:GetApplication",
"emr-serverless:List*",
"es:Describe*",

"es:List*",

"events:Describe*",
"events:List*",
"evidently:GetExperiment",

"evidently:GetFeature",
"evidently:GetLaunch",
"evidently:GetProject",
"evidently:GetSegment",
"evidently:List*",
"firehose:Describe*",
"firehose:List*",
"fis:GetExperimentTemplate",

"fis:GetTargetAccountConfiguration",

"fis:List*",

"fms:GetNotificationChannel",
"fms:GetPolicy",

"fms:List*",

"forecast:Describe*",
"forecast:List*",

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

"frauddetector

BatchGetVariable",
Describe*",
GetDetectors",

GetDetectorVersion",

GetEntityTypes",

:GetEventTypes",
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

GetExternalModels",
GetLabels",
GetListElements",
GetListsMetadata",
GetModelVersion",
GetOutcomes",
GetRules",
GetVariables",
List*",

"fsx:Describe*",
"gamelift:Describe*",
"gamelift:List*",
"globalaccelerator:Describe*",
"globalaccelerator:List*",
"glue:BatchGetJobs",

AWS B AR AWS DevOps RERRHZ

EHR

366



AWS DevOps REEZX EREES

"glue:GetClassifier",
"glue:GetClassifiers",
"glue:GetCrawler",
"glue:GetCrawlerMetrics",
"glue:GetCrawlers",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetDataCatalogEncryptionSettings",
"glue:GetJob",
"glue:GetJobBookmark",
"glue:GetJobRun",
"glue:GetJobRuns",
"glue:GetPartitions",
"glue:GetRegistry",
"glue:GetResourcePolicy",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:GetTable",

"glue:GetTables",

"glue:GetTags",

"glue:GetTrigger",
"glue:GetSecurityConfiguration",
"glue:GetSecurityConfigurations",
"glue:GetWorkflow",
"glue:GetWorkflowRun",
"glue:List*",
"glue:querySchemaVersionMetadata",
"grafana:Describe*",
"grafana:List*",
"greengrass:Describe*",
""greengrass:GetDeployment",
"greengrass:List*",
"groundstation:GetConfig",
"groundstation:GetDataflowEndpointGroup",
"groundstation:GetMissionProfile",
"groundstation:List*",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetFindings",
"guardduty:GetIPSet",
"guardduty:GetMalwareProtectionPlan",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
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"guardduty:List*",
"health:Describe*",
"healthlake:Describe*",
"healthlake:List*",

lam:

lam

lam:

lam:

lam

lam:

lam:

lam:

lam

lam:

lam:

lam:

lam

lam:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

GetGroup",

:GetGroupPolicy",

GetInstanceProfile",
GetLoginProfile",

:GetOpenIDConnectProvider",

GetPolicy",
GetPolicyVersion",
GetRole",

:GetRolePolicy",

GetSAMLProvider",
GetServerCertificate",
GetServicelLinkedRoleDeletionStatus",

:GetUser",

GetUserPolicy",
ListAccountAliases",
ListAttachedRolePolicies",
ListOpenIDConnectProviders",
ListRolePolicies",
ListRoles",
ListServerCertificates",
ListUsers",
ListVirtualMFADevices",

"identitystore:DescribeGroup",
"identitystore:DescribeGroupMembership",
"identitystore:ListGroupMemberships",
"identitystore:ListGroups",
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetImage",
"imagebuilder:GetImagePipeline",
"imagebuilder:GetImageRecipe",

"imagebuilder:

"imagebuilder:GetLifecyclePolicy",
"imagebuilder:GetWorkflow",
"imagebuilder:List*",
"inspector2:List*",
"inspector2:SearchVulnerabilities",
"inspector:Describe*",
"inspector:List*",

GetInfrastructureConfiguration",
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"internetmonitor:GetMonitor",
"internetmonitor:List*",

jot:Describe*",
iot:GetPackage",
iot:GetPackageVersion",
iot:GetPolicy",
iot:GetThingShadow",
iot:GetTopicRule",
iot:GetTopicRuleDestination",

"iot:GetV2LoggingOptions",

jot:List*",

"iotanalytics:Describe*",
"iotanalytics:List*",
"iotevents:Describe*",
"iotevents:List*",

"iotsitewise:
"iotsitewise:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:
"iotwireless:

jvs:List*",

Describe*",

List*",

GetDestination",
GetDeviceProfile",

GetFuotaTask",
GetMulticastGroup",
GetNetworkAnalyzerConfiguration",
GetServiceProfile",
GetWirelessDevice",
GetWirelessGateway",
GetWirelessGatewayTaskDefinition",
List*",

ivs:GetChannel",
ivs:GetEncoderConfiguration",
ivs:GetPlaybackRestrictionPolicy",
ivs:GetRecordingConfiguration",
ivs:GetStage",

"ivschat:GetLoggingConfiguration",
"ivschat:GetRoom",
"ivschat:List*",
"kafka:Describe*",
"kafka:GetClusterPolicy",
"kafka:List*",
"kafkaconnect:Describe*",
"kafkaconnect:List*",
"kendra:Describe*",
"kendra:List*",
"kinesis:Describe*",
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"kinesis:GetResourcePolicy",
"kinesis:List*",
"kinesisanalytics:Describe*",
"kinesisanalytics:List*",
"kinesisvideo:Describe*",
"kms:DescribeKey",
"kms:ListResourceTags",
"kms:ListKeys",

"kms:GetKeyPolicy",
"kms:GetKeyRotationStatus",
"kms:ListAliases",
"kms:ListKeyRotations",
"lakeformation:Describe*",
"lakeformation:GetLFTag",
"lakeformation:GetResourcelLFTags",
"lakeformation:List*",
"lambda:GetAlias",
"lambda:GetCodeSigningConfig",
"lambda:GetEventSourceMapping",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetFunctionConfiguration",
"lambda:GetFunctionEventInvokeConfig",
"lambda:GetFunctionRecursionConfig",
"lambda:GetFunctionUrlConfig",
"lambda:GetLayerVersion",
"lambda:GetLayerVersionPolicy",
"lambda:GetPolicy",
"lambda:GetProvisionedConcurrencyConfig",
"lambda:GetRuntimeManagementConfig",
"lambda:List*",
"launchwizard:GetDeployment",
"launchwizard:List*",
"license-manager:GetlLicense",
"license-manager:List*",
"lightsail:GetAlarms",
"lightsail:GetBuckets",
"lightsail:GetCertificates",
"lightsail:GetContainerServices",
"lightsail:GetDisk",
"lightsail:GetDisks",
"lightsail:GetInstance",
"lightsail:GetInstances",
"lightsail:GetLoadBalancer",
"lightsail:GetLoadBalancers",
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"lightsail:GetLoadBalancerTlsCertificates",
"lightsail:GetStaticIp",
"lightsail:GetStaticIps",
"logs:Describe*",
"logs:FilterLogEvents",
"logs:GetDataProtectionPolicy",
"logs:GetDelivery",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:GetDeliverySource",
"logs:GetLogAnomalyDetector",
"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",

"logs:List*",

"logs:StartQuery",

"logs:StoplLiveTail",

"logs:StopQuery",
"logs:TestMetricFilter",
"m2:GetApplication",
"m2:GetEnvironment",

"m2:List*",

"macie2:GetAllowList",
"macie2:GetCustomDataldentifier",
"macie2:GetFindingsFilter",
"macie2:GetMacieSession",
"macie2:List*",
"mediaconnect:Describe*",
"mediaconnect:List*",
"medialive:Describe*",
"medialive:GetCloudWatchAlarmTemplate",
"medialive:GetCloudWatchAlarmTemplateGroup",
"medialive:GetEventBridgeRuleTemplate",
"medialive:GetEventBridgeRuleTemplateGroup",
"medialive:GetSignalMap",
"medialive:List*",
"mediapackage-vod:Describe*",
"mediapackage-vod:List*",
"mediapackage:Describe*",
"mediapackage:List*",
"mediapackagev2:GetChannel",
"mediapackagev2:GetChannelGroup",
"mediapackagev2:GetChannelPolicy",
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"mediapackagev2:GetOriginEndpoint",
"mediapackagev2:GetOriginEndpointPolicy",
"mediapackagev2:List*",

"memorydb:Describe*",

"memorydb:List*",
"mobiletargeting:GetInAppTemplate",
"mobiletargeting:List*",

"mq:Describe*",

"mqg:List*",

"network-firewall:Describe*",
"network-firewall:List*",
"networkmanager:Describe*",
"networkmanager:GetConnectAttachment",
"networkmanager:GetConnectPeer",
"networkmanager:GetCoreNetwork",
"networkmanager:GetCoreNetworkPolicy",
"networkmanager:GetCustomerGatewayAssociations",
"networkmanager:GetDevices",
"networkmanager:GetLinkAssociations",
"networkmanager:GetLinks",
"networkmanager:GetSites",
"networkmanager:GetSiteToSiteVpnAttachment",
"networkmanager:GetTransitGatewayPeering",
"networkmanager:GetTransitGatewayRegistrations",
"networkmanager:GetTransitGatewayRouteTableAttachment",
"networkmanager:GetVpcAttachment",
"networkmanager:List*",

"oam:GetLink",

"oam:GetSink",
"oam:GetSinkPolicy",
"oam:List*",
"omics:GetAnnotationStore",
"omics:GetReferenceStore",
"omics:GetRunGroup",
"omics:GetSequenceStore",
"omics:GetVariantStore",
"omics:GetWorkflow",
"omics:List*",
"organizations:Describe*",
"organizations:List*",
"osis:GetPipeline",
"osis:List*",
"payment-cryptography:GetAlias",
"payment-cryptography:GetKey",
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"payment-cryptography:List*",
"pca-connector-ad:GetConnector",
"pca-connector-ad:GetDirectoryRegistration",
"pca-connector-ad:GetServicePrincipalName",
"pca-connector-ad:GetTemplate",
"pca-connector-ad:GetTemplateGroupAccessControlEntry",
"pca-connector-ad:List*",
"pca-connector-scep:GetChallengeMetadata",
"pca-connector-scep:GetConnector",
"pca-connector-scep:List*",

"personalize:Describe*",

"personalize:List*",

"pi:Describe*",

"pi:Get*",

"pi:List*",

"pipes:Describe*",

"pipes:List*",

"proton:GetEnvironmentTemplate",
"proton:GetServiceTemplate",

"proton:List*",

"gbusiness:GetApplication",
"gbusiness:GetDataSource",

"gbusiness:GetIndex",

"gbusiness:GetPlugin",

"gbusiness:GetRetriever",
"gbusiness:GetWebExperience",

"gbusiness:List*",

"ram:GetPermission",

"ram:GetResourceShares",

"ram:List*",

"rds:Describe*",

"rds:List*",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:List*",
"redshift:Describe*",
"refactor-spaces:GetApplication",
"refactor-spaces:GetEnvironment",
"refactor-spaces:GetRoute",
"refactor-spaces:List*",
"rekognition:Describe*",
"rekognition:List*",
"resiliencehub:Describe*",
"resiliencehub:Get*",
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"resiliencehub:List*",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:GetView",
"resource-explorer-2:List*",
"resource-explorer-2:Search",
"resource-groups:GetGroup",
"resource-groups:GetGroupConfiguration",
"resource-groups:GetGroupQuery",
"resource-groups:GetTags",
"resource-groups:List*",
"route53-recovery-control-config:Describe*",
"route53-recovery-control-config:List*",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:List*",
"route53:GetDNSSEC",

"route53:GetHealthCheck",
"route53:GetHealthCheckStatus",
"route53:GetHostedZone",

"route53:List*",

"route53profiles:GetProfile",
"route53profiles:GetProfileAssociation",
"route53profiles:GetProfileResourceAssociation",
"route53profiles:List*",
"route53resolver:GetFirewallDomainList",
"route53resolver:GetFirewallRuleGroup",
"route53resolver:GetFirewallRuleGroupAssociation",
"route53resolver:GetOutpostResolver",
"route53resolver:GetResolverConfig",
"route53resolver:GetResolverQuerylLogConfig",
"route53resolver:GetResolverQuerylLogConfigAssociation",
"route53resolver:GetResolverRule",
"route53resolver:GetResolverRuleAssociation",
"route53resolver:List*",

"rum:GetAppMonitor",

"rum:List*",

"s3-outposts:ListEndpoints",
"s3-outposts:ListOutpostsWithS3",
"s3:GetAccessGrant",
"s3:GetAccessGrantsInstance",
"s3:GetAccessGrantsLocation",
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"s3:GetAccessPoint",
"s3:GetAccessPointConfigurationForObjectLambda",
"s3:GetAccessPointForObjectLambda",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyForObjectLambda",
"s3:GetAccessPointPolicyStatusForObjectLambda",
"s3:GetBucketAbac",

"s3:GetBucketAcl",

"s3:GetBucketCORS",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketMetadataTableConfiguration",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketOwnershipControls",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetIntelligentTieringConfiguration",
"s3:GetInventoryConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetReplicationConfiguration",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensConfigurationTagging",
"s3:GetStoragelLensGroup",
"s3:ListAl1MyBuckets",
"sagemaker:Describe*",

"sagemaker:List*",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:List*",

"schemas:Describe*",
"schemas:GetResourcePolicy",
"schemas:List*",
"secretsmanager:Describe*",
"secretsmanager:GetResourcePolicy",
"secretsmanager:List*",
"securityhub:BatchGetAutomationRules",
"securityhub:BatchGetSecurityControls",
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"securityhub:Describe*",
"securityhub:GetConfigurationPolicy",

"securityhub:GetConfigurationPolicyAssociation",

"securityhub:GetEnabledStandards",
"securityhub:GetFindingAggregator",
"securityhub:GetFindings",
"securityhub:GetInsights",
"securityhub:List*",
"securitylake:GetSubscriber",
"securitylake:List*",
"servicecatalog:Describe*",
"servicecatalog:GetApplication",
"servicecatalog:GetAttributeGroup",
"servicecatalog:List*",
"servicequotas:Get*",
"servicequotas:List*",
"ses:Describe*",
"ses:GetAccount",
"ses:GetAddonInstance",
"ses:GetAddonSubscription",
"ses:GetArchive",
"ses:GetConfigurationSet",
"ses:GetContactList",
"ses:GetDedicatedIpPool",
"ses:GetDedicatedIps",
"ses:GetEmailIldentity",
"ses:GetEmailTemplate",
"ses:GetIngressPoint",
"ses:GetRelay",
"ses:GetRuleSet",
"ses:GetTemplate",
"ses:GetTrafficPolicy",
"ses:List*",

"shield:Describe*",
"shield:List*",
"signer:GetSigningProfile",
"signer:List*",
"sns:GetDataProtectionPolicy",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:List*",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",

ses:GetConfigurationSetEventDestinations",
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"sqgs:List*",
"ssm-contacts:GetContact",
"ssm-contacts:GetContactChannel",
"ssm-contacts:List*",
"ssm-incidents:GetReplicationSet",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:List*",
"ssm-sap:GetApplication",
"ssm-sap:List*",

"ssm:Describe*",
"ssm:GetCommandInvocation",
"ssm:GetDefaultPatchBaseline",
"ssm:GetDocument",
"ssm:GetParameters",
"ssm:GetPatchBaseline",
"ssm:GetResourcePolicies",
"ssm:List*",
"sso:DescribeAccountAssignmentCreationStatus",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetPermissionsBoundaryForPermissionSet",
"sso:GetSharedSsoConfiguration",
"sso:ListAccountAssignments",
"sso:ListApplicationAssignments",

"sso:ListApplications",
"sso:ListCustomerManagedPolicyReferencesInPermissionSet",
"sso:ListInstances",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSets",

"sso:ListTagsForResource",

"states:GetExecutionHistory",

"states:Describe*",

"states:List*",

"support:DescribeCases",

"synthetics:Describe*",

"synthetics:GetCanary",

"synthetics:GetCanaryRuns",

"synthetics:GetGroup",

"synthetics:List*",

"tag:GetResources",

"timestream:Describe*",

"timestream:List*",

"transfer:Describe*",
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"Resource":

"transfer:List*",

"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:List*",

"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:
"vpc-lattice:

GetAccesslLogSubscription",
GetAuthPolicy",

GetlListener",

GetResourcePolicy",

GetRule",

GetService",

GetServiceNetwork",
GetServiceNetworkServiceAssociation",
GetServiceNetworkVpcAssociation",
GetTargetGroup",

List*",

"wafv2:GetIPSet",
"wafv2:GetLoggingConfiguration",
"wafv2:GetRegexPatternSet",
"wafv2:GetRuleGroup",
"wafv2:GetWebACL",
"wafv2:GetWebACLForResource",
"wafv2:List*",
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:GetUserSettings",
"workspaces-web:List*",
"workspaces:Describe*",
"xray:BatchGetTraces",
"xray:GetGroup",

"xray:GetGroups",
"xray:GetSamplingRules",
"xray:GetServiceGraph",
"xray:GetTraceSummaries",

"xray:List*"
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CEEREREEXN B Hi AWS RFPHEIR,

RE AWS tRFEREIERABFE
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HRME—BENIRE |, SUURGSRERXTUER AWS W%, REHELRBHFEEERNF
B, IR ZEHIRERR T URENEE.

TR T EN

AWS DevOps REEZERNGEFIEN AWS ERE , #rTEMEREHEVNSATIERE, hE
WrELR —cERTREEXTUSANRAHFTE , EREE IAM A6 LB FHLEFT,

BT

ERERNREEN IAM AGE  TEEETFEEIGR  MRERTERERNENRTT. BT
RUTEENRE :

1. 88 IAM ABBXK — SERRURGERI SN EMRREBER.
2. FFAIEM . AWS DevOps RERAEREACKEBEMN TIFEEREE,

WMEEE P A AFEF AT REN. UREEFHFITHEERTSEBRNTNAS , AIRERXEEE
%EO

iﬁn2n¢_1

AIDevOpsAgentAccessPolicy ZEBFRMUREBEXANAENEARKEET L, ELXFTETE
EEET  AteMEREEuERnER TEE,

ASRT AT AR B FRAR(E 2 S

FEE&AIDevOpsAgentAccessPolicyZEBRRRERTFEMATNT P EE, EFMER
#FReadOnlyAccess AWS ZEBERHPWE[EEE , L —LEANFAT. EEFAERAFETER
BRABRTFHHA , FRECHEELNACGHARRBE,

plan , BEEAHKEERXNERELBHR S3 AFAFEFEIMG  FRARBRHMEELNAE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

T RERT T R 380


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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"Resource": [
"arn:aws:s3:::my-application-bucket",
"arn:aws:s3:::my-application-bucket/*"

]

}
]
}

MR s3:GetObjectM s3:ListBucket BEEEMT , LARBERGEN. B &
BEResourcefREABEMTITR , UBERRERREREA,

X EREAFTE

BRI ERAE AN REER |, UMABERENEMAT, SLEERTERT - B4 RHREREM
Ao

EMETEAFALEF , RE AlDevOpsAgentAccessPolicyZSEBERFPHNF N IR etE RERE
NEHREA, ERIENEEFTERARBREERXAIE. MATCMHBRAWS HENWEFER, £&8
BT ELBFRAESRERN S HENERHNT. SeHEEREAER/REERERAL,

T&RIIHEMEReadONlyAccessZEB R 2 SN BV EMFFT,

R %% Bk EdEEY
Amazon Athena athena:StartQueryE SN E R B %17 Athena
xecution , athena:St =
opQueryExecution
AWS KMS kms :Decrypt B INZNEIR , flan S3 ¥
#

EE  BEEFALHTIEE AWS DevOps RERER , WEETEEEEREERE. EHe
ML AIDevOpsAgentAccessPolicyHl ReadOnlyAccessZEBUERH ARSI HH
EAAIFF Ao

B HAVETA

MBLSHFTHRETEEMTNAS  AREEREEEAT, ERRRRH - BRI LRER
R EEREEZ A BT | DEACUEMSR AR,

CERET oY


https://aws.amazon.com/compliance/shared-responsibility-model/
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flan | BARIEM s3:PutObject, ec2:TerminateInstances® dynamodb:Deleteltemf&
EEEHYP, IELZNAERTFELHY , REEXNBEEHTELE K,

HE
Layer HiEsle A&
IAM A& & BUR = EREBHLEETRABREATIT
Y B4
S L AWS DevOps KR EEREEXTUBITHERK
e
BMETH MENRE REEX TUBRAITHIRE

HERTRARERAEHRERN T RARNES  ARRCE T RREEERARANILE,
ERENERAR

[REERFME  CFELSRANT , EREEANYRELAEEH. EFEE

- ERAEBRERNRAEHEARARRNRAEER
- EEEARNMBENAAXEERR

XEERRETRETRE

- WEBETTHF VPCs, FTHBEE. BHFEE. APIRE )
- ERERE (EBE. RE. UHRHET)

- EEER (EC2 #i1T{E5. Lambda HE. &%)
o« EERAFC8%BRTS (CloudWatch, CloudTrail)

s THEHFURMENSONENERER

MRERHFFIAE  REEXNTREZZBNFRENEERARACTEERRENRAIER,

BELNERAR 382
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BR 75l Bl %5 17 B

BALERNERETRASAGH IAM BER , URFIZFRAERTFE AWS NIRRT, B BFTBX
B, FFERETIREE

- BFHENT -REEXFTECTHECHHERNERAEE, BENBHE. BaBFAHFREERBX
=M BRE TR EF A o

- REIBVERY - E258sHEEARNEBER AWS WRE, fln , mRENERREXTFER
Amazon RDS , B EBEFEE RDS 7,

- FAREHEMIEBAFET - IEEMEBIEE , #lI0 cloudwatch:GetMetricDatask , MIER

Fservice:*Falec2:DescribeInstances,

REHIASE REHIBEREH -
json

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "*"

}
]
}

BR | & IR 17 B

ZERRERAREERETNEIEER , FE IAMBEPERAERBRIT Y. EVRESESFIE
BFRHERERANER,

PR 1 AR % 17 B 383
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£ EIR ARN = :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:production-*"
}
]
}

WEHIR S ERERX R FERBEBAESA "production-" Y Lambda EE,

ERRBEPRH :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Environment": "production"

L E IR FIR BN REEFELL ZREH EC2 #{T{EEEnvironment=production,

PRI & IRFE 384
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BR 1l [ 45 77 BX

EZERHREBERENXTER AWS BWEE , 37 IAM BEREH A aws :RequestedRegionf®F & 5|8

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

Lt &5 51 PR #I4X EEFE X, R BE1F ER us-east-1 M us-west-2 BIHFHER.
By BET IAM BUR

ELBVERASZHAMEREZRFK , EUNEEEARKREAEY AR IAM A6, ENRERE
EREERERAL

By REEXZEE
# AWS EE X2 A FH DevOps Agent £ 5 ...

- EBECERABENHEILF DevOps RERXAG , WKRIETRE

mEERA S E R

PR 5 [ 35 77 B 385
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%t AWS EEF A M DevOps Agent £ A...

- BEIIRERSIER
« RERERFENERRENAERE , AREZRE
- BECRASEARIER DevOps RERABUR , WK RIERIRHE

BT BRBREER

- BFWENT - BEAFERERAMBOTT

- BUREADRERTT - REIEA ARN HXREREIEELR

. ESREAMKHT - ERREAEEIN AV BE , WEREDTAEHRLER

iR 7E IAM Identity Center & 0B 7%

IAM Identity Center 5 2 BB IR EP RN 5L R EEFEH E ¥ AWS DevOps Agent Space Web FER 2
XN EH, ANEFERPMNMERE IAM Identity Center B0 BBNEEFRE,

FORIRH

i%7E IAM Identity Center BB <81 , BRELLE :

- EEWABTRS FRUA IAM Identity Center
« BE BT in AWS DevOps RERER
- BDRERERBEINEFRAEZERE

5 o B FEiE 1
AWS DevOps Agent 12t R E17HL Agent Space Web BN E DB % -

IAM Identity Center B 7585 - BEAREERE, REEPXFEAEEE. EASSIRHENE
&, URRIE 12 DM THERK,

EEESEW (AM 5 58E ) - EUAKENECHBATESRHMREFR. THEMERRHA 30 2
i,

BITBRREEK 386
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EERAEZEEMUHBERE IAM Identity Center

EFE REEXZEE , B UEFRES|ZER LFRE IAM Identity Center & 2887 -

il

S 1. BEEZE Web FEAERARE

—

 RELHNERASZEEFMEAN AWS IREER % |, FREFDIXRSIER
2. W ETMEELD : TEHE IAM Identity Centery F TEEFEL

HER 2 : 5RE IAM Identity Center B4

£ [ERAEZRE] EHRZE IAM Identity Center EEH :

1. B&3% IAM Identity Center #1788 - A SR ~WE Identity Center FITEIEASEIE Web App
FAEGFEE (HlI ssoins-7223a9580931edbe), RAEEHBHFELEABKIEZLN IAM
Identity Center #1717 {E 88,

2. 1ZH IAM Identity Center ERERAEEREE - BE=E&Ez— .

B E)E MM DevOps Agent A ( EE)

- RREEDRYEAEENANTREAE
EREENEE  BHARKZBEARS

(i

BERREAS®

- FREEEINEE IAM B
- RieREFACEEXLENGT
- MREHEBEETELEIL AWS DevOps Agent At | FERZILIEE

£ FABURE AN ST HTHY DevOps Agent B

- FRARMHNBEFAES £ IAM EREFEVEECHBETAR
- MREFEBTAGHA , FREIEHR

£ Connect & , RS EH :

EERASZHEIHBERE IAM Identity Center 387



AWS DevOps AEi25 (&SR
- BEYRBREEEN IAM BB

- BIENERASZEELE IAM Identity Center EARER

- 7£ IAM Identity Center 1 Agent Space Web FEATEN  BE L S1TEHF

« BXJE OAuth 2.0 B BB REUAREFRERE

BRAR FAEEERFN
RS E 7 EIFE Agent Space Web BEARER , MAERE IAM Identity Center :

1. TEEEFNERT , K TRAEESFIUEN IAM B8 ARN ( Hlm
arn:aws:iam: :440491339484:r0le/service-role/DevOpsAgentRole-
WebappAdmin-15ppoc4?2)

2. BEEHEESFEURMS , UEA IAM &2 5 E R E Agent Space Web FEAER
3. AL AN TERERRSIA 30 £ 8

(® Note

EESTFREERARYBERENERE. stHEERRNFERIE , 32%E IAM Identity Center &
DERTE.

#Ti8 62 & M AR

ZE % IAM Identity Center 11T EBEEAR = DevOps Agent , BEZE T IAM §F 7 :

 aidevops : EnableOperatorApp

» sso0 : CreateApplicationAssignment
* sso : DeleteApplicationAssignment
» sso : ListApplicationAssignments

* sso : DescribeApplication

FX7E IAM Identity Center 0 5E®R , EFER TR EEAENEHEY Agent Space Web ERAEZRH
FHUE -

B 6L E NMEE 388
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SR FRERAEER

1. £ AWS DevOps RERAETZAHF , BERENRERXZRE
2. BIEFELREIRE
3. HEAERFIT | BEETEEAENEGA

SER 2 ¥EERAEREE

1. BIEFE G A A REE

2. 7 IAM Identity Center B 8§ SFEHAEREA
3. BRAEM BN ERAERFESHREIG R

4. BIFFE LR T 9 17 EE

REN A (FE A E IR o] LUE A E IAM Identity Center B 77EY Agent Space Web FEATER,
FERNRE TRMHE

MREFERANEBE DIREE (30 Okta, Microsoft Entra ID = Ping Identity) ¥ & IAM Identity
Center :

- FRENFAERAT S DRMAERDSE IAM Identity Center

- BEIRS6EREMEEFIEE Agent Space Web FERREXNE | LERES B #FIZE

- ERAEBUMNEEXEERANEE S RUEHE

- @AFE , BN ESREENEEEHEH KM IAM Identity Center #

{# Fi & f0fA 12EX Agent Space Web FERTES

HEREREE REEXZB/ R

1. BEREFERE LA Agent Space Web FEFE3\ URL

2. EFFAEEEZE URL ¥ , I EFHE@E IAM Identity Center 2 A B

I HMAREAER (WMREHRETK MFA) 2% , RIS HEHENEMmE Agent Space Web FEARER
4. IRIBTERR  HIEREBNENA 8 /N ( ATH Identity Center EE S 5% E )

{ A& A 12H Agent Space Web FERZS 389
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EEMGHEFER
$2T] LABE B 5 2 (6 R B 1R R

MEESEAESEE
- IR _ERARE) D BRH 8 H b e B A A

BR7FEUE

1. EEREFNERTD  SREBKRNERENEE
2. REHZBIENBRIZE

BROEAEBINAEFIE  BEATNIERRTRERE  EIBHAL,
THEEEEE

Agent Space Web FEFFZX Y IAM Identity Center THERKEX BB T 54514 -

- FEERTEREERISEIGR - 8 /N BF

- THEBRREM - ARERRENER HTTP Cookie

- ZEEZHRE - 7 |IAM Identity Center PERERZE

« APl 2 AER - 51 (15 288 ) Sigv4 EAER S API FEAY 2 H I B BB

EERE TR RSB -

i

HE X |AM Identity Center £ &

BIERRE > B0 RE

EITHEBREFERET  [ELFREFNVISERRE (&1 /08212 /D)
i#1Z Save changes (EFZEF)

A

& 2 Identity Center

1. EERASZENEZEAT , BEDEFE , RRBREFH IAM Identity Center FBNELR,
2. ERERSHRE S B AP HERT

EEEREFR 390
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RENPE T REE (IdP) &0 BR=E
NS5 REE (0P) HHBRBTREWEMERNREN ODC A S S REHE | FIf0 Okta

Microsoft Entra ID , LAE 2 &% AWS DevOps Agent Space Web FERRRRWEZE, FHRAEERE
EIB IdP FRENRBEAERZA , MAFEE AWS IAM Identity Center,

TORIRHF

HERRESNE IdP B0 cn , FRELD !

i

- OIDC A G712 #t#E (Okta = Microsoft Entra ID)
- BOoREENEESFEUE

« 77HL AWS DevOps Agent T AN EESFT

- EREREMREBINERAEZH

EER
EERENG P 5 RER .

- EFAEEEZE Agent Space Web EFTES URL

- EMEENENZELN S I RUEENEAER

- FREQNRABRAERNETRER  RRSKHEEHRSMEE Web EAER

- Web FEAREX Y EEAS Agent Space HEH AWS BREXBRE 7 BREFH

THREERNERHMERS 8 N, BABREMEM OIDC ENREFHEDHENRE L MAFTEEA
EEMME.

AREINER 1dP & 5 B

SR EENETREEPEMEARER
EECNSHEGRE  WEERHENRERET.
EIH A : Okta

1. £ Okta EEEFZEH  SEERAREN > BAEX K RARBERVERAEAERS

RENDE D RAE (1dP) &2 5HE 391
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2. EZH OIDC - OpenlD Connect BB AR ZE , REZER Web BERAEXMAEAERER, #ET
—%

3. REEAEANHWIRMERZTE (Hltn AWS DevOps Agent)
4. ERTFEET K BEREVRETIIEAE :
- REW (R
- ENEEEN — ERIFRBRENBENMEEREE, NRKHA , FRAEKELHETERER.

® Note
RIZFEER , Okta TERAENBEEME TRE., SLARBRATE.

1. BB AEHED URIs REA B AITERE - TR ERETRAEZERETEN

CEERT , BREEEFEEN R E S #E

BIERE

EEARAN-—MRESIERLE , BT THE :

- AFE ID

- AFHRE — BEERURSHREFIE

5. FBEE LK Okta Bl — EREHEITE URL ( HlI0 https://dev-12345678.0kta.com)o

LRSI

(® Note
EBEARSIERL , WEARTERER Okta URL ( EBRE ) , ETRFBENRITE URL.

(® Note

AARBFAESHEEREARBFNESREIFERTN ID FF. AWS DevOps REREATE
ERARE IdP MEEKEERK.

1#I8 B : Microsoft Entra ID

1. £ Azure AQ#Biss | EBEZE Microsoft Entra ID > FEAR R > ¥

ERESNER 1P B 5 B FE 392
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2. REHRMEET (flW AWS DevOps Agent)
. EXENRFERT , BERESLEEBNEE (BEEEARNLAERE ZFHNIRF)
4. BEAEHERD URIREBZ B, EEFEFH
5. tRARASIBAERL LT TF3IE
- EARX (AFPK) ID—ERERTRAEZERAERFR ID
- B% (#F ) ID— AREBETE URL
6. EEZREFNME > AP HRWE
 BRTE R A 1B HA HA
- BEFTEYVAERMEE — TSHERETR
7. Entra ID B3 17%& URL BELER . {tenant-id} # BRASEE S FB & (HF ) ID:
* https://login.microsoftonline.com/{tenant-id}/v2.0

(® Note

AP PRUABEERES, AWS DevOps REEXTEMEARE IdP WEERE
&%

SEBR2 . FA IdP 55 BFERA Operator App

1. 7£ AWS DevOps RERRAF#EHAF , BRENKERXZH
IREREA: AL ¥ -
EEAEFIRT , BENBE s RMHE
FEAHRERESD | RETHIER .
- GoRME — BEREN S D RMEE (Okta 3 Microsoft Entra ID)
- #17TE& URL — RELHN FoRMEEM OIDC #17& URL
- FFi% ID—#&#3 2 OIDC ERAERXWAF ID
- FAFIHMWE — KB OIDC ERAREXMAF mHE
5. AN RHEEARXAGERT , BE=MA#E2—
- BENENHM DevOps Agent A (EE) —EBIVEEEENFITNFREAR
- BREEAC — FRALKEEINES IAM A6

ERESNER 1P B 5 B FE 393
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- EABKREARRIMK DevOps REEXAE — FEARHENFRENE AM TEEPEVER
CHAE

6. BEREPERNEF URL BERE., BRI URL — SEEXEFTRES ) REEAFNERE
[ URIsER&E X BERE Ao

7. BIEBER

ERERR  IRASETNBE s REERR AT IS TIIFRER

- RBHE —LERNGPREE

- #17#%& URL — FREM OIDC #1T7& URL

- FAFi% ID— REMNAFI ID

- IAM & ARN — AREAEFRN IAM A&

- B URL — ES7RMHEFZLE URL BREAAFHNERER URI
« EA URL — It URL EBEH B RS FE Web ERARER

F$ER 3 SEF URL FiIBELN B oEMEE
Okta

1. £ Okta EEEFZ2AH ,  EEETRAENN —KRR5IFER
2. BBAT , BERE
3. MEEF URL AZAEHER URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (A ) RERKREA URI BL{E Okta ERRA IdP BHBHEA -
« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login

5. (EF) MEBHENRER URI, MEBRHBESEAEENERE Web BRER. NRRHER
iy, EAEEBRHKUREEIHERET

* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
6. BERF
Microsoft Entra ID

1. £ Azure AOMBUH , EEZRARAN S 2BRERMR

ERESNER 1P B 5 B FE 394
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2. EFAERET | BEHRETL A > Web
3. WA EF URL AERHREM URI :

* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (BA) FEBFHEHRED URI, LEZFHBKEREEHRELE Web EAER :

* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
5. BERE

SR 4 REERE

1. BEEFRAFBRAEA URL
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login
2. BEREHEOES T RHUENEARR
3. FRALHNLNTIZRAEREA
4. BRBBERIE , RREBFEEFHEQE Agent Space Web FERER

SE#T IdP #HRE

B DEARHENERVITR TWIRA PR

1. £ AWS DevOps REREXF#EA&F , ERENRKERAZH
2. FIEEMREIRER

3. WM S RUEMLRET | EFEWIRAFIRME

4. BAFH AP IRHR

5. BEfM7T

GRS EAIHEM dP BREMM (flNE1TE URL, AF ID S DRMHE ) , BLAFERE P
HYIE AR IR EFTHY 1dP,

{55 F§ #& an{a] 12HY Agent Space Web FERER
BRENEB AP B o R %
- BREFHELA Agent Space Web FEATE URL

FH IdP fERE 395
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- EEAEEEZURLE , M ERERELN IS REENEAER

- MABZAER (URZEAHH IAP BZREN MFA) 2% , 2 EHE@E Agent Space Web FEARE
- THEREEEBEHEE — MEHAER  FS2EIEREEE

TEEERERE
Agent Space Web FERAEXHIALE IdP THBEEREE T 541 -

- TERREGERE — BN TERREZHE 8 ME, EEERRTE in AWS DevOps KERERN, M
RIdP W TFERFENER 8 My , ERAERSEET XESHREBEFRRE K MEFTBOAR
AEH, BEREABNEZEER , RE IdP W TR ZFEGBER,

- BABRENEE — THERSEM OIDC ENREENEDENRE K MAFTELAEENRE
- ZEEERE — TN RHEPRERIE. P EEAHBEERE MFA — THEERANERE

in AWS DevOps RERER
ZHITA
EEAEE Web BABK TR -TEHE

1. P8 T4EREER Cookie #& 3 ENERR
2. FHESEHMEMES HDIRMHEMN OIDC B HirE, , LK1 SSO TEMRER
3 MREREEHEHER URI, HISSEREEREDRE Web ERERBIOEM

HEREREFIE
HRVEHKEERAENFIRE , SUNEZES I REENEESAOREPHEBHE THERR

« Okta— £ Okta EEEF# 4% , EEEZHE > AS , BINEAE , REEZHEF > BREAET
YR R

« Microsoft Entra ID — 7£ Azure AQfBLH K EBEBEEZFHE, BERFEAE  AREERETIERE
TEEE

RFRWERE MIRCERIERASZERREHAFRBE  SREEATFXE KMS €RN%
LEREVERENAFREE. EXKETEE AP QEHER , RENHRERBREREETEES,

THEREREE 396
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RFImMEZERR — Entra AFRUBRERTRENBHKE, RERE , £H AWS DevOps REEN
FEATHWISAFREETER  ERBBH MR, MRWZBHY , FRESEELEZA , B2
WAL,

EREmBREE — SoRHEEZHNERESRYN (FEIER, ENEEEN ) A dP AERE
#lo RPIEBGTE 0P FREEEN FREWBERY

« Okta — EZEM > APl > REMRR:S > EHE TREFZFET B
 Microsoft Entra ID — fE AR £ ariBH R R E M £ aniB Hf

BEES —FVHESIRUENZHEETRAFEES. AWS DevOps RERAX BRI FEEAR
B IdP NEEREER.

EREBBIRT : AWS DevOps REEAEHREERENESTRE—BBIERE

- Okta— K E ID FRAMWsubESL
* Microsoft Entra ID — £/ ID & oid ( IHGHEBIFF ) ESE

EBLEBBIFATE | WHIBE CloudTrail B A HTER,

R EE A ED 1dP

1. £ AWS DevOps REREXF#EA&F , ERENRKERAZH
2. FIEEMREIRR

3. HEAERFET , BEPENER

4. MEEBRYHFEA P I HA T E LT

RENERRA

- RRERAEZEBER AP AR
- BIEERAEEBARETREEZA
- TBBREE |dP {5 & ik 5 A A st A 181 Bl B0 R A B i B SE RC 8%

ERPHERETFERSEE  EXBHNT - RBAERENRERAMALL.
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5% B E AR

- EEQE AP &K — BERITE URL HFAE IdP 19 OIDC #REKRimE . ¥ Okta , FEHERE
BARS|ER LAERITERES Okta URL ( JEEIRE), ¥IM Entra , SEEAK https://
login.microsoftonline.com/{tenant-id}/v2.0,

- FEUEBIERBERIER (Okta) — BFCHAESIHBFECERGERTHEARN, BEZA > BAK
EHRA,

« BARK P ARBHRE — EN S/ REERERENEREFTA., BREMAHoffline_access#l
ENEREEFHRTFER .

- Okta— BIAZEARAN —MBRSIER , YTERTFTEETHAENEEEMZEUT R
« Entra— BI1E API 551 , MefE{fRoffline_accessTEZEIRFFAI T 5 H

- BOBERY , B Web EARENETER — BF IdP PHEFHEM URI TL£AHS AWS DevOps
REEXNEESPERVEF URL,

- BOBMBAN — NREE IdP PRAREER
ABEES,

« 1dP B0 BRBEERBEAKK — YA Entra , ¥ requestedAccessTokenVersionFKiEnullFEATE
REABEFRES . ¥R Okta , BRFITHE URL REIER,

- BEZH (Okta) 2 BHNEHREH — MREEBZ HEFSpost_logout_redirect_uriffiR , &
£ Okta FEABRAMN —MRZES|ZEBPHE #i8https://

{agentSpaceld}.aidevops.global.app.aws/authorizer/welcomeB% HEFE M
URI,

- FREERHACEES P RMEEE Entra) — EEESHAKEREEN
EmE Web BARER , 7% Entra EAEXNE 7 REBEEEPHE https://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcometEAE#HE[E URI,

|

&, BEHEA. AWS DevOps RERATEE

for AWS DevOps fRERZ N FRREINZ

AWS DevOps RERAXEMEFMEREEFER, BIETER , AWS DevOps REEXEEA AWS #i
ENESREBHNEENEN K EFTENER, SELIRE. BB AWS BEESRNER. TiB ,
BAEERIEMEERFREEL LR, FNENSEDHZIRE,

& A LURIE M 81 AWS Key Management Service (AWS KMS) &1, #ENEENERBEFS
ESRRNZFER, HRAEBUUREBEFIINZEE , &R BT R IEE

- BUNEZESRBOR

SEBHEAR 398
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- BANEREREEE

- T BR

- BYEBAA

« RYTIMAMER

MEFMET , F52E AWS Key Management Service A BREINEEFZE S,

® Note
AWS DevOps REEREMEHA AWS HEN SR EBMAREME K UKBRETFER,
ELFERAEFSESRE K EXNEXAWSKMS BA, NECENFMENR , F208 AWS
Key Management Service E{&,

EFEESR

EEFRESRMRLEY. HANEEZ AWS IRFHH KMS €8, B UT2EHEL KMS £ |
BREEVANHEZEESREE,

ERBRERFZEL®/K , AWS DevOps REERRNEFATRARBHZERER ., AWS DevOps X
BEEXEFERESINZEEBE AWS Encryption SDK BEE R keyring, BB KMS £ E@RREEX DS
%, EMRBLENHER,

BUNERLTIERFIEEEFZESR

- Agent Space — HN#Z it DevOps Agent Web FERRERNEHEFRE. HeEMPIRXIEER Agent
Space FHEANRKE.

- BRI — MEBRENE=FRBEEBE.

BEREETFZESEE in AWS DevOps RERR , FFEETIILT R,

i

3

SR BUEFXESR

WA LAERA AWS KMS £ A5 AWS KMS AP REVHBEFSELR, SRV ETETHER :
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/concepts.html#envelope-encryption
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Key type g

EX i SYMMETRIC_DEFAULT
X f2ipEN ENCRYPT_DECRYPT
(® Note

AWS DevOps RERENEXZEEGS®BEFMENCRYPT_DECRYPT£ 8 A ENHREMINE KMS
SYMMETRIC_DEFAULT£#8, BRIfFXEZEHSRMIIEL R SR,

MEFME , 552B AWS Key Management Service A BERMHINETHBEEFSZESH,
FR2 . BRESHRBE

ERBXERHEFZESRNTFIER. SAEFZIESRBLARF—ESREE , HPaaRE
ERLAME A SRR EER A AR

EHERBEVERBETFUETEA (EH IAM 5% ) H AWS DevOps RN IRISHIZF T,
AWS DevOps R EREXNEFEAMMEEAERFIEN SR

1. BHNFUEZAER — ARAMBRLSEE  SEeRBRE. ERBEUKNNE  UAREREZEDE
R WAL E AR API AL,

2. AWS DevOps Agent [RIE X8 — AREESHTHIERTRE , SINRIERE. B4, EH
EBANARARRERR DT EE,

TRIIHBEN KMS BF :

KMS EjE Description

kms :DescribeKey EEREVHERIESRMAER
kms : GenerateDataKey ELXARGEHNZENERNZ SR
kms :Decrypt 2 & K
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
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KMS EhfE Description
kms:Encrypt =&
kms :ReEncrypt EHESTRNER TEMMBEER

AWS DevOps REEASEHEREREEALZHUTRERIBAAEELS . WRROEMETT ,
R B BISRT

3
%
»

EMPEREFIMT, BEELEENRAEECHE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/DevOpsAgentUserRole"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "aidevops.us-east-1.amazonaws.com"

"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"
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]I

"Resource": "*"

}I

{
"Sid": "AllowDevOpsAgentAccessForAgentSpace",

"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:agentspace/*"
1,
"StringlLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"

"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
},

"StringlLike": {
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"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:service/*"

}
}
}
]
}

HBEREE TR

. AllowKeyAdministration — B FIE S RH BN TR EEEAGE, ¥ MAR1111222233334 AWS
EHIR P 1D,

« AllowCallerAccessViaService — & F&H IAM E£8FTE synchronous AWS DevOps REERE R 1E
FIrEH KMS 351, ESFEEREINBNESBERTE MUK HEREERE ER 2 AT AP LY
EITIZEMBZIRIE, kms:ViaService R AIHERERFEFEB AWS DevOps Agent FREFERA €
. 111122223333 #§ MR BREH AWS 1RF ID , ¥ us-east-1BRABER AWS EiF,

» AllowDevOpsAgentServiceAccessForAgentSpace / AllowDevOpsAgentServiceAccessForService
— B Faidevops.amazonaws . comfRBEEFEA RS IREFTEN KMS FFAl. AWS DevOps
REBXEHTRERE, 2MEH. BB BNEN , UREERFRRSMEFERE
fEiF , ERALRBETXARNENBRENER . MWRLELFEE |, AWS DevOps RERER
RELZENRREATHAEMENNEZEER, aws:SourceArn RHERHIFERE your AWS
DevOps REERXNERMNFER , BEkms:EncryptionContextfF M A BRIMNBARABFEENER
ARNs, 111122223333 #§ BUMRAEH AWS tRF ID , 4§ us-east-1BMARERN AWS EH,

MESBBRNFMET , 52 B Key Management Service BI# A EIERHH AWS KMS &8
B, AWS

SR EEVERRFEETR

BYSRIRESWMBR R , B ERYM AWS DevOps KERAEREIEEZR.

BEAEIREPEUERASZTHBREEFZESER

1. BB AWS DevOps Agent 3 A,
2. BEEEBVERASZEHREMRE.
I BMATRAEZEFMEF (B2HB. ERNIAM AR ),
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html

AWS DevOps RER (&S
4. REAERBEREEER,

5. EMZEWMBET , BEMFFZETR.

6. R THNFEHIEE KMS £ , WA KMS £88 ARN,

7

 RETRERTREERTETINERBCKR. FRECCHKEBRERZE KMS €8, BLUERE
FZRREREE,

8. SERRIERMAERE , RBBERIL

(® Note
MREETHABTEREFLE KMS £if , FRITWASLR 1 FHER , mMALKE
kms:ListKeys # kms:DescribeKey&F .

API
EREFXESMEIFTRASZH

EREUREBEERAZERKIEE kmsKeyArn 28, ELHARTEMN KMS £ ARN,

{

"name": "my-agent-space",

"description": "An encrypted agent space",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

EAEFZESREMAERE

MR EFIEE kmsKeyArn 88, HXARTEMN KMS £ ARN, FIERBERBLELSH ,
‘@& Dynatrace, ServiceNow, PagerDuty, GitLab, GitHub 1 MCP Servers,

{

"service": "dynatrace",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"serviceDetails": { ... }
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® Note
U ARERELREEEFSESR., SEAVEIEBEREERNEFRZELR,

AWS DevOps RERRAMBAR

MEARTR—AFMESREY , EF2SAHEENNEMRAREF. AWS KMS ERAMNEREE
RENNERFTELR  UXECBENNE. ELENZENNBERFIENERNRE , AWS KMS
EENFARBEENENEN, FEHETER , EL4AEFRPESHENNERR,

AWS DevOps R EEAEEMARRRERFLEATIMEARR

{

"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
{resourceType}/{resourceId}"
}

IBRRABREREREMZEZ AWS DevOps KERENEFRMN ARN, BA[LAE S\ BEREHR in AWS
CloudTrail BESHHERALNBZARAR , LEZESBHER SN,

EREE

MREEANPEEMBR KMS £88 , AWS DevOps RERERNBELHBRRENER, ESEHFEIMEE
FlHV R EAccessDeniedExceptionZ £ 555,

/A Important

MEBREBFEAEEFSESE S AEECESRNENT., MRSV/CEHIMBR , = if
AWS DevOps Agent X EFEAESMNETR , BERXENBERNFIE,

TRRPERHKBERG
Action =41
S| BURF O B R AccessDeniedException fNBRMAZRIRE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
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Action -2
KMS €8 B = DisabledException MMZRMEEZRIRHE
KMS £ 8 B 3F & M BR KMSInvalidStateException HNZBFER
R1E
KMS €& 2 MR KAERIEK - BEBRMBHER
EEASRMERE® A

1. HEER8 A Active AWS DevOps RERERERMKIE €88,
2. ZBAEGHEE  LEHEMRINAIEEE,
3. AWS KMS MR RcaidfHMITRESSHE , BELEEEREREEUE.

EE . . AWSDevOps REERXFTEEFESR TEBHEFR MEER, MREFTERRE
VHNEESESE  SUACRAFTSBEITNER.,
ExEnzeit

ELFEREFSESREAE AWS DevOps RIEBIER M , EATLUMERA AWS CloudTrail RiE#E AWS
DevOps RERE N EIXE AWS KMS HFE K,

B LLEIB LT AR EFIZ CloudTrail E4 :

« EHRIR — kms.amazonaws.com
. MBZEARNBL® — aws-crypto-ec:aws:aidevops:arn

« T ARN — BRBEHFNEFZE TR ARN

MEFMER , 5B AWS Key Management Service B2 A BI5RH I FEH AWS CloudTrail it 8%
AWS KMS API Y,

VPC # 2k (AWS PrivateLink)

IEAT LAE R AWS PrivateLink £ VPC # AWS DevOps REBRER 2 EEM LB EF. BLURE
VPC —#FE AWS DevOps RIEBER , |MEFCAMBRMERKEE. NAT 2£E, VPN E#D Direct
Connect E#%, VPC FHVEIITREBAEFEELE IP it BN A FE AWS DevOps REEX,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
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A LAEBE L B AWS PrivateLink Rt EN N HiRERBZI LA EER. KMSEELATER
ERANESEFBEFELREREENEH, SLXIFREEENMERNE , THAB NS for AWS
DevOps KERENZREMNE A,

WMEFEEN , 528 ( AWS AWS PrivateLink Guide ) FH&EiBPrivateLink 78 AWS BR#,
PrivateLink

AWS DevOps Agent VPC im By Z EE18

TEBFRE AWS DevOps Agent 9T HE w22 81 , 4B _AWS PrivateLink Guide_ FHE 518,

AWS DevOps Agent X &iEiB T 5 VPC inREST API LY,

Category i 4 2 %

AWS DevOps RIEBFER 24| HE API BiE aidevops

AWS DevOps RN EITHRIE aidevops-dataplane
AWS DevOps Agent Webhook 4 event-ai

3B AR AWS DevOps Agent B9 77 T i 24

B LAEA Amazon VPC £ A5 AWS @S5I R E (AWS CLI) REMEA R AWS DevOps R IEFRE
AW A HEIRE., MEFMENR , F52E (_AWS PrivateLink Guide_) S BYE 7/ His %,

FRATHREBEBEBEAMN AWS DevOps Agent BN T im 2 :

» com.amazonaws.{region}.aidevops
* com.amazonaws.{region}.aidevops-dataplane

» com.amazonaws.{region}.event-ai
BUmBE , B LLEERATE DNS T#EHB. EBREYL VPC B , £ VPC TEEHIER
Enable Private DNS Name (XA FA%8 DNS & 8) REUAH &G

MREBRNERHBATLE DNS |, B LAER HE AR EE DNS /@ AWS DevOps KEREA R H
API 53R, THIEHIRERTARER DNS BBHEN,

» cp.aidevops.{region}.api.aws
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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 dp.aidevops.{region}.api.aws

» event-ai.{region}.api.aws

A SEHY ST THI Ui 6 2 2L i R4 BUR

ImEMBES IAMER , BUHHEZEN R, ARBEMHBERAFEBNHiRHTEFI AWS
DevOps REER, HEEF VPC F AFFH to AWS DevOps RERNFHE , 7545 BT in BB R E#
ENERR

mEBEREEEUTER

- ATEATEMERYER AWS IRE. IAM ERER IAM A8 ),
- ATBITHENE,

- AMEBITEENEIR,

MEFHMEA , F2E _AWS PrivateLink Guide_) HRY {52 i BEBUR 2R 5% R FEL

AWS DevOps REREAMN SRR T

EETHEAWS RERBERESHRITENEER , F2REAFEEER AWS HRE , RAREEE
REBNSHRE, WE-MHER , FS2H AWS SHRFTE,

&R LAER AWS Artifact TEE=FREKI|E. MFFMEF , F2RLUAWS fllm FEHEE.

&EFA AWS DevOps Agent IRV SR ETEUARERNEEMY, BARNEREE , UREBERANZER
MZER, MEFEH AWS REFESREEVFHMENR , BF28 AWS T2,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWS DevOps fRERZR EREES

[

AWS DevOps REERARFARLFEREEAZHY, UITRAES, SUUSFELEERREM , BIFE
FREEEMBITAE M, ELEMFEURT , Rt BNTRFZLE NSIERIELEN. BRESH
#H, DAEERERRERSEN.

TR AWS DevOps Agent FIELEE,

=g & EIE:E: R EA
BREEHSERSH 100 = BRI L ESEE AWS B
REENZEH HhASEIRFEL
NWERAEZEEE
EBR,
BREERASZEEE 3 B AEE-—RERENXZE
WITHAE B R ITHNES
RAREHE LR,
SERCEEZEHN 1 B EE-—REEXT=H
3 1TEEAE PR BT E S
R EE LR,
BREERASZEEE 10 B AEE-—FRAEZ
WITRE R XA B EFRITHRESE
DevOps BIXFAAEE
EBR,
SERCEEZEHN 4 B AEE—REEAZE
WITHRITERESEE B E B ITRY BT
EBEEBREAR
B LR,
SERCEEXZEHN 4 2 AEE—REEXZT

17 B BN EATRIE

[ o B I 1T Y B 1T
AEBE LR,
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&8 2R THER R

SETEBEREN 200 & - REBERES

E—— BRI R
B IR,

as RIS B R

BRBMERTIEP—ERERFRRESESE :

o £ AWS EE XA - IR Service Quotas £ A, FEEEKT |, #IF AWS services (AWS
BR#%). #EX DevOps RIEER , EHELHE , ARMKBIETHERRESHE. WEFHEF K F2H
MService Quotas EAEIEmM.1 FHFERRESEHE,
« # AWS CLI - {# A request-service-quota-increase AWS CLI &%, MEFMENR , F2H
MService Quotas EAEIEmM . FHFERRESEHE,

\

%
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https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/request-service-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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il ER & AR A B 22

Ut B EER BA 204 il BR an AWS DevOps RIEBFENZER , WBEREMA AWS DevOps R BF7E
AWS IRFHEIH IAM Ef. AWS DevOps RERATRUEBEARMBRZESE, BULUERE
HWEHE LW EFRBRER.

/A Important

RBRERAEZEEKABKRAMAEREER, RELLE, ERABRF. EBNEAER
HEE. BERIAM SEEBBRAERIHE AWS IRFHNEEUE | UREAEHRES Web
FERRANTFIE, ELBEEEER.

SR RAF
BIthRT , EREEAE THIER -

« LLIAM &SR IAM Identity Center FIIERE S 2B A AWS BEEFEA,

 f£ AWS DevOps Agent fR# (aidevops:ListAgentSpaces #l) FRIBRAEEXZ=EHFF
Alaidevops:DeleteAgentSpace,

- B AWS IRFF 1AM AB MBI T
(iam:ListRoles, iam:ListPolicies., iam:ListAttachedRolePoliciesiam:DetachRolePol:
iam:DeleteRole# iam:DeletePolicy)s

AWS DevOps R ERERAZEFHRKE. AEEXZHAREEENERSEERELSBANREERNN AWS
B+, ZXATERFEEERAEZENSERIPHITERASZHEMBRER. IAM ERZ L1
B, B IMBR—IX. WMERFEH AWS DevOps REBREX MW EEEE , 2B the section called
‘TENEE.

/A Important

BYXAKTHIEFRHERER, EXRAEZBNSE AM AtK , XL BRIELH
&,

TRHIBEEA AWS DevOps REEARFEINER, ERETERFE  BEACHARESRE,

SRR 412
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AWS BR# Resource Type (ERER) ERER

AWS DevOps {REFE ERAEZE™ BRERASZERMER
£ ( 785% : DevOpsAge
ntSpace )

AWS Identity and Access Role AgentSpace At ( BE SR

Management (IAM) # DevOpsAgentRole-Ag

entSpace-* )

AWS I|dentity and Access Role WebappAdmin B€ ( BES&
Management (IAM) A DevOpsAgentRole-We
bappAdmin-* )

AWS Identity and Access BEFZEBE iE# 3| AgentSpace B BRI
Management (IAM) MEFZEBRX

BN ABNBREBEUAREHMARE, EANT AWS CLIEF , HE IAM T2 AH
fkDevOpsAgentRole-FEHE S , USKRERFHFNEREE.

@ Note

E1ZZ IAM A (AIDevOpsAgentAccessPolicy
AIDevOpsOperatorAppAccessPolicy) W mfE AWS ZEBRHA #E AWS |, TEMER.
BRABHESBEBACHBRN —E5 .

MERAEERZERE

MErERASZEESBRERKE. HREFSBRARNERE , URFMERAEEN. WXELREHK, &
RABB. BENMERAEXAEER.

{FFH AWS DevOps REBREX XA

1. BIRKLIA https : //https://console.aws.amazon.com/aidevops/ B AWS DevOps RN FIE A,
2. BN AWS EBE2EATRABZEMEN R,
. EEEERG , BEETRAEZER,

miprRERENZEH 413


https://console.aws.amazon.com/aidevops/

AWS DevOps REEZX EREES

4. RERRT  ENEBRNERAEZEH, FRASZEFMEFREMEENFRR,
5. EBFH , EEMBRERASZME.
6. ERRMYEL RS , REEANRREER K WAREINERASZERRE , AREEMIR.

A AWS CLI

SBR1. IHEEFPHRERXZEUSKREN agentSpaceld, FEFEIEFPE, REGION #4 B
RAREBEEXZERENES , fli0 us-east-1,

aws devops-agent list-agent-spaces --region REGION

SR 2 MBRRERERZTE., 1§ BRAGENT_SPACE_IDASER 1 HE,

aws devops-agent delete-agent-space --agent-space-id AGENT_SPACE_ID --region REGION

BEAEEXZE MR
YT TGP ARREELSEHFE,

aws devops-agent list-agent-spaces --region REGION

MR 1AM &R

ELRFERTERMABER IAM B , BUREA AWS DevOps KERAKE AWS tkFHEINT
AEFRE IAM BR, HRAENBEREBBIRRENMARRE , LTEFEE IAM TEAFKRFE
BE  fUEB AWSCLIRRHZH,

/A Important

TXREBHERMARRERRA AWS DevOps RERRE , #EFSEBRRBERFPR
RERNKMER, TRAGHFNRESR , UBRHRENBARZERE.

fiiBk AWS DevOps KERER IAM A& ( 28 )

1. AT HUEBARN IAM E32 & : https://console.aws.amazon.com/iam/o

£ AWS CLI 414


https://console.aws.amazon.com/iam/

AWS DevOps KRR fEREEE
2. EEEERT , REAR,

3. R ERKRSD | HELHEA DevOpsAgentRole AT, SELOMELAE K HEBA
DevOpsAgentRole-AgentSpace-<suffix>#] DevOpsAgentRole-WebappAdmin-
<SUffiX>o

4. BRERRTINEELE  ENAGHKINAHR  EEMR  ARERDHFELIRTOALCER
LAHERR | REBBEEMER.

MBREME S EERN IAM BEE ( 888 )

MRENMAR BT FZEBREREE AgentSpace AR |, FFEMBRAE B EMBRBUER.

1. BI{E https://console.aws.amazon.com/iam/ BARX IAM £ A&,
2. EEEERY , BEEX.

3. KEHEE BFFXE  USKREBBRAES WEMEEK , AIDevOpsT =& 1A B 6 A8 EM
H A BIR o

4. BREEBRVSEBR |, EBRBCRZIAHR , EBEBE , ARV THADERPREMRR, &£
FREEFELRT  MEEA , WAEZHENBRERE | RRZEMER.

£ AWS CLI

SR REMAMEYNACERE. FLETNACERE , AR TIIZE,

aws iam list-roles --query "Roles[?starts_with(RoleName, 'DevOpsAgentRole-
AgentSpace')].RoleName" --output text
aws iam list-roles --query "Roles[?starts_with(RoleName, 'DevOpsAgentRole-
WebappAdmin')].RoleName" --output text

SR 2 JIHEZIBELCHBEEK, ROLE_NAME # BIRASR 1 PFHNESEAGER.

aws iam list-attached-role-policies --role-name ROLE_NAME

EEEF  EEZEBR ARNs @281 12 8 AWS tRFE ID ( flm0
arn:aws:iam::123456789012:policy/...)s AWS ZEHXK ARNs ZEEH aws ( Hlan
arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy). ESB 4 NEFZEHX
ARNs,

MEREAEFEEN IAM BE ( E#A) 415


https://console.aws.amazon.com/iam/

AWS DevOps REEZX EREES

TR ABAACIHEAMEEE K RAEMRAG, st —ESBREDNEEBE ARN 3
fTdetach-role-policy@+ —)X. ROLE_NAME # MR BABEZHR , i POLICY_ARNER BE{E
ARN,

aws iam detach-role-policy --role-name ROLE_NAME --policy-arn POLICY_ARN
aws iam delete-role --role-name ROLE_NAME

SRA4MMBREESTR 2 FREENEMAETEFLFZEBR, #& BUXCUSTOMER_POLICY_ARNA&{E ARN,

aws iam delete-policy --policy-arn CUSTOMER_POLICY_ARN

BREELEEBKR IAM BIR
HMAITHGS, B R FUEZSEEZHNER, 5= 8RR G5 T T B,

aws iam list-roles --query "Roles[?starts_with(RoleName, 'DevOpsAgentRole-')].RoleName"
--output text

aws iam list-policies --scope Local --query "Policies[?starts_with(PolicyName,
'AIDevOps')].PolicyName" --output text

EREBEHBUE AWS DevOps K EFZT
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