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REFALHENARRE  BRANERNEARFESNEZEIE , 420 Apache Maven, Gradle
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https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
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An Example CI/CD Pipeline in CodePipeline

Source Build Deploy Manual Production
Approval
Developers Changes Built code is Code is
commit | are built and automatically Developer automatically
changes tested in deployed to reviews and deployed to
to CodeBuild staging server |=———j| approvesfor |\—3! public servers
CodeCommit build project with production in after approval
repository CodeDeploy CodePipeline
L i
S’ !
[y~ ] IVamal
Devd-:.l'rpers Customers
Changes, Ideas,
Updates, ] Requests,
Fixes Bugs

L EIS | BI A BT CodeCommit WM FFE , WHARMARMBELERB., MAHE
CodeBuild FERVZEERKEEFNREERE , WFEH CodeDeploy SERBHBIAAMEER
B, tfEERERBEEE , B CodePipeline FZEMEE , LUMEHR CodeCommit fE1FEF Y E
B, BEELEE, TR K ARBAIEENMIENENBHEIAHFAREE. BRI ERH
BEEE , MEEARARSLITESANS , SINBEREHAE. KWERELHER , BKE
BEEZR  WRARE , RFBREBTEANLEEREB., CodePipeline # 2 RIEMBENEXTHEE
EEHTERE.
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BEREER T ETUFEENER, cMREFZHAMERNRENES , 85 AWS MIHEME=
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« CodeCommit : EmMEEES

+ CodeBuild : ¥ Jenkins £ CodeBuild

+ CodeDeploy : EmAREES

+ CodePipeline : EmiREES



https://docs.aws.amazon.com/codecommit/latest/userguide/integrations.html
https://docs.aws.amazon.com/codebuild/latest/userguide/jenkins-plugin.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/integrations.html
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- B EA CodeCommit

» CodeBuild A9, #&

« CodeDeploy AFi, £Et#
« CodePipeline AF9, #%

FREBASETEXEAMNINEE
WMRABTATRAGS TSN :

- BBAEIETRAGESBANEESINAE , AIEEARETE AWS CodeBuild, AWS CodeCommit
AWS CodeDeploy#l FHIZEH AWS CodePipeline, LthbIIAEE E S K APl : AWS CodeStar
Notifications., &r¥if@EFE, HEER, FEEARINEETFHFERENITERREEENEH ,
A ABARERREEANFERAE, BNEEETHEAEEE/MEE. M2, FEREEL
BRENSEH  UEMFEMRERIEE  fINZEREREEHR, NWEHEEH  F2ETESR
w2

- FERAETEFRATLSERYAE  TELE AWS EREE=HRAGHERE BB, I
B2/ API AWS CodeConnections, A LAfEFABEMRINEERREHE =S HEMNREER , UK
HEREREHEM AWS RIEEEFER, NEFHEES , FSBRTEISER?

HERBA 2

HEBAETEFEAPNBAITIEER AR AWS CodeBuild AWS CodeCommit AWS CodeDeploy
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https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/concepts.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/primary-components.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts.html
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BRI LS B AR E A EEEETRE Amazon SNS TEMNFERESE 784, St LS tkThaEE AWS
Chatbot B4& |, WHSEHESEZE Slack #8318, Microsoft Teams $8& 5 Amazon Chime Bl X =,
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
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HYBEH AWS CodeCommit AILAUEBEA TEBREBRTEFEAEFT P ER , fINBETRERBHE FIH
fFiiit, CodeCommit ZEMEA TEMEREER  ELEBRILRE IAM A, FHRBREAERNRE

AWS Security Token Service () PEEEAEREENRBEHBEMHEAWS STS, St AL EHEHE

IAM £ EZE BB, CodeCommit EBHRAEHRZE displayName Fl emailAddress (JRIEL

EREE), MEFMEENR , 5281E CodeCommit PERAEBREEEME D EF,

/A Important
BAESERBEET , flwERRe, BERE EEEHENENRT , AREERE, B
AR REREZE R INAEIMAMBE., EHREENSR L B FEM Amazon SNS FEFTEHE |
FRELUZEER. NFFAET  F2RTBEARTNZ M,

AR Al
BHRAUAREEY AWS HER , AREEBNEENREMCE, EES :

- BUBHNGRE, ELFRGERUNEEZENSEH BEREEFSENSH) AER, IENERERTRE
FHEEER AWS CodeBuild, FHEBEEAREZER AWS CodePipeline. ## AWS CodeDeploy
BB, UK PHREFEE AWS CodeCommit,

- BANEEEH, SRU#H—EBEMNRUKZEE 10 BB F.

BARANSGERREAEINEEER, FEEARN, EERRFTFE. BARAUIRRKEAEAEESR
# 5% A& #H Amazon Resource Name (ARN), BRI X BEERTE AWS B EEFEIL,
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https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags
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AR %% E TEEE EXRTaRE
P ERBIT R
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BEREUREEMNRAUZENNMNE., AT EEHEE ZEE Slack = Microsoft Teams #EEBFREH
Amazon SNS £# ] AWS Chatbot Al Fif, {HFTEEBEENFEREHSRIEEENRVFPIEECE
HHIMEREE A,

MREEEEREEANNEGEE | BUAFHREEHNE AWS Chatbot ZEHES |, MESBEANEET
Amazon Chime I XE, A% , LA LLBIE A AWS Chatbot FiF % EM Amazon SNS E£8 |,
ABHRAMNEBEE, MEFMEENR , B2 8 E AWS Chatbot #] Amazon Chime &,

MR ZZEEH AWS Chatbot A Bl A BE | S AL AWS Chatbot PRV ZH Pk, HIEE
## AWS Chatbot F Fim i A8 X7 A6y B EK , 855 AWS Chatbot A FiwE%E Amazon SNS E
B, HREEBAEEE Slack 5 Microsoft Teams SEEFTENFIEBER, BFAEZES AWS Chatbot
F Fimsk EEE AR Amazon SNS &,

BT LLEER Amazon SNS TEEVAER , MABRMBARAUN -7 (BF), ST LEER
AWS BHR A RHERE EEHHEE Amazon SNS £ , BEMXAFEAMENBERETRE. BA
R B RAY Amazon SNS EELAMURENERF P AWS . EELEMVREBHRAUMEEB AWS E
i, LRELRA AWS EIR.

plan , MREHEBERS (BXB)EFAPNEEFERMLBEARA , Amazon SNS TE MM AFEXE
B, IREERBHARAMNBREPET T Amazon SNS £ , ZFEESREMBNBE , L7FH
EHBMETE, EREEEENBARINSER R, NREEZEEACFENEIERFHRLE

B AIXARALENFY , FRAEFSRIEAN. MFEFAEF  F2EREEXR Amazon SNS
S

(® Note

MREBEFEHIRAE Amazon SNS ETEMIFE N FHEE , B Targets (B ) FIBEH ARN,
FREETEEFEENEREER K MmETHEFERTEATEFERMEBEANFERAE, W
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I, BAEFE AWS CodeStar Notifications FTEMN R, MEFHMMES
Amazon SNS X ER THEBEHNABRMEZ £,
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BHENF AWS CodeStar B

A BEBAETIEIEANIIGE , BBEMEE B/ API AWS CodeStar Notifications, B EE W
AWS ERER (BAKRA), FUMEH, BHNFRNNEGHESEHE AWS CloudTrailF, 73ER IAM
BUR A FFEIER API BY1E,

REELBARANSH
Category RS =4 ID
B SIE 3 B codecommit-repository-
_ comments-on-commits
REGE R I
codecommit-repository-
comments-on-pull-reques
ts
79 MEEEE codecommit-repository-
approvals-status-change
RAEBRE d
codecommit-repository-
approvals-rule-override
REGGER 2 codecommit-repository-
. pull-request-created
RREEH
e codecommit-repository-
REERE pull-request-source-upd
246t ated

codecommit-repository-
pull-request-status-cha
nged

e
=
=
W
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Category =4 EHID

codecommit-repository-
pull-request-merged

D XHMER (== v codecommit-repository-
branches-and-tags-creat
& MlBR
ed
Updated

codecommit-repository-
branches-and-tags-delet
ed
codecommit-repository-
branches-and-tags-updat

ed
BEESERLEBEAKRANEH
Category =H E# 1D
EEARRE K codebuild-project-build-sta
te-failed
Succeeded
. codebuild-project-build-sta
AT te-succeeded
BfFLE codebuild-project-build-sta
te-in-progress
codebuild-project-build-sta
te-stopped
R K codebuild-project-build-pha
X se-failure
FXZh

codebuild-project-build-pha
se-success
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ERAEER

HERAEN LENRANSEH

Category

EhE

EELBANRNSEH

Category

BFEHT

B ERET

E e
K

Succeeded

[SAEE)

E4
Succeeded
R
EBUH

[SAEE)

e
Succeeded
|
EBUHE

R

E# 1D

codedeploy-application-depl
oyment-failed

codedeploy-application-depl
oyment-succeeded
codedeploy-application-depl
oyment-started

EH# 1D

codepipeline-pipeline-actio
n-execution-succeeded

codepipeline-pipeline-actio
n-execution-failed

codepipeline-pipeline-actio
n-execution-canceled

codepipeline-pipeline-actio
n-execution-started

codepipeline-pipeline-stage
-execution-started

codepipeline-pipeline-stage
-execution-succeeded

codepipeline-pipeline-stage
-execution-resumed

-
=
=
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Category =H EHID

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

EEB#IT PN codepipeline-pipeline-pipel
. ine-execution-failed
EBUH
codepipeline-pipeline-pipel
Sk ine-execution-canceled
me codepipeline-pipeline-pipel
SUEEEEeEE ine-execution-started
SEL codepipeline-pipeline-pipel
ine-execution-resumed
codepipeline-pipeline-pipel
ine-execution-succeeded
codepipeline-pipeline-pipel
ine-execution-superseded
FERE K codepipeline-pipeline-manua
l-approval-failed
codepipeline-pipeline-manua
Succeeded

l-approval-needed
codepipeline-pipeline-manua
1-approval-succeeded

]

AX B

MELAEHR AWS CodeCommit AWS CodeDeploy IAM £ &S A EK
ZEBE AWS CodeBuild , 5, AWS CodePipeline EEMAZ IAM EAEHA
&, MEAERERENACNIRMHAEABAMENGT T, fln, EEH
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AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess =%
AWSCodePipeline_FullAccess SEBERNFERE , EEBANEEEEFIE,

NFESEHPBRNFRET , F2EE D EBE.

MREEKEP—EARRERE IAM ERAERAR® , LUK CodeBuild FHEBHRE, CodeCommit
W 1ZE. CodeDeploy FHIZIEBEFAER = CodePipeline HHEE , EALBKEL FE—EEHH
B, #EETRHREREBEHN, BRIFESHTIIEHE

« CodeBuild : B#5{E A CodeBuild

« CodeCommit : %5 A CodeCommit

« CodeDeploy : #Z

- CodePipeline : Bi#a{E A CodePipeline

MREEHTER IAM ERE, FENALWENEENT , FEELATEPNERF , REEABRH
FREHRT T &R,

MRESEEFRAAABHETN Amazon SNS T, MAEABENEYIE , AIVEERAHTS
HE£ M ZE Amazon SNS FEMEER , LR EXTEEABHRANBE,

@ Note

BEHTIIER , ELAEREREEFAINIRFEA, WHFEEA ,
— & IAM B & £ /& MEE.

En
¢
an
e
o
&
#

£

- EVNEABANEEFIBEER

- BREBHH Amazon SNS &

- REAEFTEIMASEZEMN Amazon SNS &

BUNEABANEREFIRBER

EALMER IAM EREBA | EAEEFN RENEEAER B2 RS (AWS CodeBuild AWS
CodeCommit AWS CodeDeploy, B AWS CodePipeline) F A ARREBREH, BB UEIED
WEK L XERAECERESEFE.
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https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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THRFERNAREEGTFIEEBEANNIIE IAM £HEN IAM ##H. MRETERE

BiE , U EESLBERERT IAM FEAE , IFEAETRTN IAM AE, BHET Y

CodeBuild, CodeCommit, CodeDeploy B CodePipeline FAZEHX , Hb BTN KK E
AEEE (RBEENEEME).

YT HBER , @ AR (Bl AWSCodeStarNotificationsFullAccess) MtLBERIEA
RE, EREATIHBIERRFEBERAMBER (Bl , This policy provides full access to AWS
CodeStar Notifications.

HEMEA JSON BURIRERR RE L BUR

1. BAAWS BEEFIEH |, W hitps : //https://console.aws.amazon.com/iam/ BIRX IAM £ &,
2. EEAINEEERKY , #IEZE Policies (BX),

WM RIE R IBE — & Policies (BR) , B2 H R Welcome to Managed Policies (Bl A Z &
%K) M, 1### Get Started (BIAER).

KEEHEER , iB2 Create policy (B BUR).
EBUERREEET P |, #8 JSON &1E,
BWAT% JSON B :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

]I

"Resource": "*"



https://console.aws.amazon.com/iam/

MEAETEXES EREES

}
]
}

6. igj%-lt_i":o

(® Note
BT LABERS ) 4R B{L 82 JSON {REERRRTE, T8 , MREETRENERELIHEERT
BET—F , IAM RARERARENBERER , MEHHRB(LRERETREL. NF
FEER  F2E (AM EREER) FRRAZEREES,

7. ERREBVERL K ALEEERVMNBERWABEREBEER (EA). BRLBRPERNT
A, REFLENBEMR T,
8. 1#EiF Create policy (B BUR) R FENFMBUR,

REBHB Amazon SNS FE&

REEBANREERZERE , RN ENFLEE YT Amazon SNS 88, MMEHEE Amazon SNS FEH
BTHER , B LAERZERE :

- THREZLER/HBEVBAAANNER (REEXR. HEEAEX, REENEE ) AWS ESE HE
My R,

« ZEEE 2019 F£ 11 A 5 B2 ol RAREE CodeCommit WiBH, MREFEA , AESIERARX
Thee R BERRIRN ., ZLUBEFRALEE , EREESARRBRIEEFRERMAEMHBEE,
MRE2019F 11 A5 HzZEl , ME—SZEREEREAREA , AIBRENWBEREXENTES
BRo

- ©EEAFF AWS CodeStar Notifications #%i8 H 2 | EEHYBUER,

E% T Amazon SNS FEE{#A AWS CodeStar Notifications & &R A § B &

1. BEAAWS EEFEE , W hitps://console.aws.amazon.com/sns/v3/home : // BIEX Amazon
SNS =4,

2. EEEHG | BEF Topics (£, BELERENEE , ARIERE Edit (RE).
3. EBM Access policy (TFEUBUR) , AR%IEIE Advanced ().

4. 71£ JSON fmiEEs® , ABEHFETHIFRRN, EE5EE ARN, . AWS tRF ID AWS B ERE
&,

ks
it
N


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

},
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [

{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS" . "EM

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {
"StringEquals": {
"AWS:SourceOwner": "123456789012"
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}I

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {

"Service": [

"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. EEREEE,

6. WMREREFEMMEZEN Amazon SNS TEREIEXEH , BEXLEK T HIFRIR AWS KMSKFEBE
BUR |, AR 43R (AWS CodeStar Notifications) B2 %% 78 2 BRI B AWS KMS key,
# AWS [EiF ( LSl A us-east-2) I BRI 2488 AWS B /Y .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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MEFMER , 552H "AWS Key Management Service B % A B NFREMNZMEE AWS
KMSE A R R4

EEAEFTREMAEZEN Amazon SNS &

5 & XA B A B AR Al B ZEM Amazon SNS £/ , FHEBWEHN ., WRFEAEFEBE FE it
HEETEY , RIAASHIETE , FeeRWBH, & ERBHEIELR Slack $81E. Microsoft Teams SEE R
Amazon Chime MIXERHRNERE , F2EH "REBEHE AWS Chatbot ZEHEE S »

FEEAETRAAENH Amazon SNS £5&

1. BEAAWS BEX# A | I https://console.aws.amazon.com/sns/v3/home : // B Amazon
SNS £## A&,

2. HTEEBIF | BEIEF Topics () , AREELERFTAEITENEE,

3. 1f Subscriptions (FTB) # , i##E Create subscription (3Z5TE).

4. 7 Protocol (BFAHE) # , i Email (EFH4). £ Endpoint (¥iw2E) # , I A S FE 4 |
$R1%124Z Create subscription (B3 5TE).

BRI fE B A

FREERABANSEELZREEF—FAREER. MERAEN, EElREFELREENRA,

@ Note

F-REBEIVBHRAE K RAESELNIRFHEIREELZAR, NEFMEHR ,
AWS CodeStar Notifications B RIS EE A,

3
¢
&n
H

ES-
- FTRGRA

- BAREFENENRA
- BUEEERNENRA
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
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- BEVHERRAEANEHNRA
. EREANRA

AV
BVE

FEIRIRAF
SRR TREL PHSR. RRREE—ELRILENRAUMGHNER.

« f£ CodeBuild FEVEBEEXRAFEHRENEBEER,
- BVEAERXSEARENTBEEARN,

« 7£ CodePipeline 2V EEHFEHRENEE,
« BY AWS CodeCommit @ FEHEAR BN R FE.

B @R EASRR

BUNBRYBEARL  LWEXHEMEREENREFESHNERBELN, THSRAANAEE—RE
EEHLREBHNRA, EESRNABERENIKRFPEREMRTE AWS

/A Important

MR 2019 £ 11 A 5 B2 HITE CodeCommit REREBEH , AIARIELEHH Amazon
SNS FEH# T E A FF CodeCommit RHETHBEEK , HFPZEEE AWS CodeStar Notifications
FIENFFAITENGT. TERFEHELETE, NRENEFEAMEXBREINESR , RT
EEENBE I , BAEHIE AWS CodeStar Notifications FTEEMI R, MEFMEN , 3B
SRR EBEHN Amazon SNS =R T HRBHNABRMEZ M,

1. BIfE https://console.aws.amazon.com/codecommit/ BARX CodeCommit £ &,

2. RBEDEERTELRME.

3. EIE Notify (EBHI) , AA%IZIE Create notification rule (BB AR AI), &t LURIE Settings (5%
). 1##E Notifications (BX0) , A% E#E Create notification rule (2318 &7 Al).

4. 7£ Notification name (BHE ) A , MARINBERE,

5. WMREBIAFBLERMIE Amazon EventBridge WEASTEEBEHF , F87E Detail type (FEHEAZR)
F | i##2 Basic (BEX), MREE TSRS Amazon EventBridge WEF , AR TJRERERIRTS
RBAEBRTERENER , FEE Full ().

MEFHMET  F2ETBBARATNLZEM,
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https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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6. 7£ Events that trigger notifications (#§3&HIEYE#) B Branches and tags (7 X MZEH) T , iEH
Created (BE#31),

7. & Targets (H4Z) /1 , i#1E Create SNS topic (B3I SNS X&),

® Note

BEZNBENFRANBEPRYFEN , RREAEEHAETF CodeCommit HEHBZME
FEMNBE, FHAMEEMNRAZVINEE  ARERERITEEEZRNFEENER
BANFERE,

£ codestar-notifications- FEZ%& , WA EXBENERE , REREE Submit (BX).

® Note

MREEFHRE Amazon SNS TEMIFEVHERE , B Targets (BF) PiEEH
ARN, FREFTHEAHENTFIHE K mATEEEERTEAFEFTERMERENR
HEERE, N8R Amazon SNS EERE 2019 £ 11 A 5 B2 a AR CodeCommit &
HHERE , e33R CodeCommit RMHZETWEE , HHh a8 AWS CodeStar
Notifications FTEMNFFAIFEIMNFFAl, TEZRCEAEBLTE, MRECEEFHUHZER
BAWER  RTEEENBEKRZS , BEXE#HIE AWS CodeStar Notifications P& HY I
®, MEHMET , FSRARTEEHN Amazon SNS TER THREBHNRNB ML M4,

8. EIE Submit (X)) , AR WMEBHRA,

9. UBHNEFEHuuITEERIZEH Amazon SNS 58, WMFHMES SR EFEHREITEA
FAB SR Amazon SNS &,

10. AIERHREE K LRFERIIBIAERD X
1. BUSX%®  BARAASEEBANGHMEIEIRE A HhasXBHNHEEEA.

BYREERNEHNSRR

BADEBIBASRA , LEXERER THEMEREENSHNMEEER ., T SRFAMAEE—
HEERE4IRTEREARE, EESRNREBRRENIEFPEREREEZER AWS,

1. B8 https://console.aws.amazon.com/codebuild/ BAEX CodeBuild £#& &,

2. RFEDEREFZHBERIREMTE.
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https://console.aws.amazon.com/codebuild/
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3.

10.
11.

iZIZE Notify (BH) , AEI1ZIF Create notification rule (B3I EEIRA), Eth A LLIEIZE Settings (5&
) , AR%IEIZE Create notification rule (3@ &137 8),

£ Notification name (BHEH) # , WARUNEZHE,

mRERFLER ML Amazon EventBridge WEA B EEBEHF |, 551 Detail type (FHHAEAER)
F | %32 Basic (BX), MREEIERMLE Amazon EventBridge FEF , AR WJRE B RIRTS
NEAEETERMNERNR , FEE Ful (&),

MEFHBES , F2R THREBEARE LS M,

£ Events that trigger notifications (#&2% & MK S4) B Build phase (FHZEFEER) T , EEHX Success
(BXZh)o

£ Targets (B4Z) # , i#1E Create SNS topic (B3I SNS &),

® Note

BEEVBARINBREPELIER , RKSREER ST CodeBuild $EHRMEE
BHBR, FHSEENRANRINEE  FENEREIFTRTEREINEEZERAEE
BANERE.

£ codestar-notifications- FEZ & , WMAEXEN B , REZIEE Submit (1BXR).

(® Note

MREEFEHARE Amazon SNS EEMIER U EE , FB51E Targets (B ) PEEH
ARN, FREFTHEAHENTFIHRE K mABTEEEERTEAFEFTERMEBRENR
WERE, IR Amazon SNS EE R 2019 F£ 11 A 5 B 2B AR CodeCommit &
HHEE , ©832 A5 CodeCommit BMZETWEE , HHP a8 AWS CodeStar
Notifications FTEMNFF I TRIMNETT. TEBEHELTE, MRSV EFHGHXER
BAWER  RTEEENBKRZI , BEXEHIE AWS CodeStar Notifications P& HY
F, MEFHMET , F2BRTEEHMN Amazon SNS FER THREBHARNBRNELZ S M,

iB1E Submit (1£R) , AEREAEXNBZ A,
LURHE FE b it TR MIZE LA Amazon SNS 88, MEHMAEN ,
FAEBEEIHY Amazon SNS =25,

EESCNERERIRBER,
B TERARERERE R  BARASEEBAEEIEREE P ISXSHNERER,

AROREEMAERA
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BUYSERAENNBEHNSR

BAEBBEARAA , LEEHEEAEX LEEMSREENSHNEREAN. TIHSRR\WMAE

E-HEEREHLIREBARA, SLTRBRESE AWS IRFFREFBERAER,

1. HI{E https://console.aws.amazon.com/codedeploy/ BARX CodeDeploy ¥ A&,

2. WEEHEEZEEARILRERE.

3. EIE Notify (BHI) , AA%KIEFE Create notification rule (BILEHFA), &t LLUEE Settings (5%
TE) , R1ZIBIZE Create notification rule (I BHFA),

4. 7£ Notification name (BHEE) + , MARRANERE,

5 WMRERAFLERMIE Amazon EventBridge WEA T SEBH T , F57E Detail type (FEMHEAIER)
B | #{E Basic (EA), MREEIERMIA Amazon EventBridge WEF , LAk AT aE R &R ARIE
RBAEETERHENER , FEE Ful (),

WMEFMES , F2RTBEEIRNETNZ 2,

6. 7 Events that trigger notifications (#&%% & HKE4) #9 Deployment (5F) T , i#EX Succeeded
(BXZh)o

7. & Targets (H#E) /1 , i#1E Create SNS topic (B3I SNS &),

(® Note

BEERVBASANBERRY TER , RRERELEM AT CodeDeploy S SH4RMHE
FENBER. FAMHBARNEINEIE , FRBREZRTHEEZRNBEEARE
NHEBBINERE,

£ codestar-notifications- FEZ & , WA EXEN B , REZIEE Submit (1BXR).

(® Note

MREEFEHARE Amazon SNS EEMIEEV#HERE , 5F51E Targets (B ) PEEH
ARN, FHREFTEEABEENFIREXR K MBTREZFERTEAHNEETEREEENA
WERE, %R Amazon SNS EEE%E 2019 £ 11 B 5 B2 B AR CodeCommit &
HNEE , ©H3E A5 CodeCommit BMHETHEBUER , HhaZE 8 AWS CodeStar
Notifications PREMFFAI NEIMNFFA, TEREAELETE, WREEEEAEHHHER
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BIWBE  BRTEEENBEZIN , BXEHIE AWS CodeStar Notifications Fr BRI
., MEFHMET , FSHEREEHN Amazon SNS FTRER THREBAABZTNLZ LM,

8. EIF Submit (I£X) , AR BEBAHRAL

9. LUEMEFEMG it FTEIEMIZE A Amazon SNS B, MFHMET , F2EEFEREITEA
FABEIHY Amazon SNS &,

10. FIEENHNERARXALRBIEE
1. BERYZE  BARNSEXZBENGAETEINRE AT SZSHNEEEN.

BYEEnBENSL

"“JLXL:‘ZE%D%EE"J DEXSEELHEZHEENSEAHEN. TISHRRANMTEE-EESH L
REBAMRA, EELSRNEBBRENIRFPEREEE AWS .

AI{E https://console.aws.amazon.com/codepipeline/ BBk CodePipeline &,

2. WBERBREEEALBEKE.
3. i#IE Notify CBH) , AR%EIEIE Create notification rule (BRI EHIRA), & th T LLRIZE Settings (X

TE) , R1ZIRIZE Create notification rule (B3 BHFA),
4. 1£ Notification name (BXEZ ) A , MARINBERE,

5 MREIAFLERMLS Amazon EventBridge WEATEEBAF , 557 Detail type (FEAHEFAEE)
F | 3#1Z Basic (EZ&), MR EEILEERML Amazon EventBridge W& , LAK AT sE R ERIRIE
RBHAEETERHENER , FEE Ful (),

WMEFHRES , FBRTBEARETNZ £,

6. 7t Events that trigger notifications (&% & HKIE4) B Action execution (BIEEIIT) T , EH
Started (EBI#).

7. 1E Targets (B1E) # , i#Z Create SNS topic (23 SNS £ &),

(® Note

BEZRNBANRANBEPRLTIER , RRSAEBEMA A CodePipeline i EH4&ME
FENBER, FRAHHBARNEINESE  EARKRERAITREERWEEHRESE
HWERE,

£ codestar-notifications- FE 2% , MATEN BT , ARIEE Submit (IBX).
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® Note

MREEFHRE Amazon SNS TEMIFEVHEE , B Targets (BF) PiEEH
ARN, FREFTHEAHENTFIHE K mATEEEERTEAFEFTERMERENR
HEERE, N8R Amazon SNS EERE 2019 £ 11 A 5 B2 a AR CodeCommit &
HHEE , e33R CodeCommit RMHZETWEE , HHP I8 AWS CodeStar
Notifications FTEMNFFAIFEIMNFFAI, TEBRCEAEGLTE, MRECEEFHHZBR
BIAWER  RTEEENBKRZS , BEXE#HIE AWS CodeStar Notifications P& HY
®, MEHMET , FSRARTEEHN Amazon SNS TER THREBHNRNB ML M4,

8. IEFE Submit (IBXR) , AERMWEBHR A,

9. UBHNEFEHuuITEERIZEIH Amazon SNS 58, WMFHMES , SR EFEHREITEA
FABENHY Amazon SNS &,

10. EBEZENEE , A% 1EFE Release change (RAZE),
11. BERRMRRE , BARRSELABANGETEINE K HPISsXEHNHEBER.

{5£ F B AR Al

EEABRAF  BREEFAEBZREANEG  MIEERBELBANMNEBEZ, EALUEIB Amazon
SNS , %i#EiB A& Slack 3 Microsoft Teams $HEEXEH AWS Chatbot i Fif , BE1ZEXB G FEH
., MRECHERERBANEE , BOUFEHREBHE AWS Chatbot 2 BHNES , UEKEHNEIE
£l Amazon Chime I XZE., MEFMEN , F2E B ERGBEHE AWS Chatbot F1 Amazon Chime

AN
Ho
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

O Full

Includes any supplemental information about events
provided by the resource or the notifications feature.

Basic

Includes only information provided in resource events.

Events that trigger notifications

Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRLMERARBABTEFZAH AWS CLI REVYMNERBARA,

ES]
- BYBASRA

ERAEARA
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- BRBANRL
- fmeEE AR A
- BASERBHRAKNERN
- BRI &£ Al

By EASA
BRLMERARBARTRETIRAEH AWS CLI REIVBHR A, EAILUE Amazon SNS TERV B
HBRANBER , MARMRAUN -0, MREBEMEA AWS Chatbot AFIRMABER , BLELRE

NZRAFw , TREEMN KA, MEFMENR , FSEELE Slack SH1ER AWS Chatbot F F i,

BUBAKRA (E2A8)

1. BARBMIR https : //https://console.aws.amazon.com/codesuite/settings/notifications B4 AWS B 3%
ABIEEXRERE,

2. EREBIAEZER,

« ¥ CodeBuild , 551212 Build (&) , i#{2 Build projects (RBEER) , AR BRE—ERER

£

- &% CodeCommit , ##E Source (3KIR) , 1i##F Repositories (RFE) , AR EEFE—EAREE.
- &% CodeDeploy , i#12 Applications (JEATRER) , RZBE—(AEARER.
- &¥f CodePipeline , ##E Pipeline (B1&) , EE Pipelines (Bi&) , AR EE—EEE.

3. EEREMEL , #E Notify (BXI) , REZIEIE Create notification rule (B3I BHFR A, &t o] AR
AERM Settings (5%E) B , #17E Notifications (&%1) = Notification rules (EZIR BY) , REE
2 Create notification rule (3 B3 Al),

4. 1£ Notification name (BXEZ ) 7 , MARINBERE,

MRERFERMLE Amazon EventBridge WEA ST EEBAIF |, 587 Detail type (FEHEFAETE)
F | 3#4Z Basic (B4, MR LB LEERME Amazon EventBridge W& , LAk ATsE A E R
REANEETERHNENR , FEE Ful RE),

WMEFBES , F2RTBEARETNLZ 2,

6. & Events that trigger notifications (8B HNEH) b , ENALEEXBIANEH. WFEERN
EHRA  BFBETIRE:

« CodeBuild : ZEEE LB BB S=4
« CodeCommit : f# 7 E 805 BIfY =4+
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 CodeDeploy : FIEEAREN EBAHRANEH
« CodePipeline : BB FIBHFANEH
7. £ Targets (B8) # , AT NHIEH AP —EEE :

- MRLACHRETEHEBHEREANER , BEEZEREERED , AWS Chatbot (Slack), AWS
Chatbot (Microsoft Teams) 2 SNS topic. FEEZFEBED , BEAFKNERE (HARE
AWS Chatbot A EXEHY Slack 2 Microsoft Teams FF i ) 2 Amazon SNS &M Amazon
Resource Name (ARN) ( BEAREREBHAFTEBRERN Amazon SNS £/ ) .

- MREBEARBREEHBANEEFERANWEIR , 551812 Create target (B BEE) , AERIEEE SNS
topic (SNS %), £ codestar-notifications- Z#% , IRMEFEEHE , ARIEIE Create (B1L).

® Note

- MREGEBRVBEARAUNBEPEIL Amazon SNS TR , KERALERAAFFEANEE
REHBRMETENBER. ERGHBEANRNEZEINEE , APRBERERFTATER
Wit EREEERNERE

- BEEAEBEINBABABEEIT AWS Chatbot A Fim, fREIEIZE AWS Chatbot (Slack)
= AWS Chatbot (Microsoft Teams) , & & F| — iR , I REE AWS Chatbot &%
ERFBR, BEXBRESB AWS Chatbot T2 A, MEHMENA , EFSBRE Slack
$EIER AWS Chatbot Fi F i,

o MBEEEFHRER Amazon SNS FEMABE , RTZETEVREEENEMAEAM
BURZH | BAEHFIE AWS CodeStar Notifications FTERBUER, MEFMEN , B
B EBE A Amazon SNS R THRBHABTHZ 4,

8. EIE Submit (BXR) , A& WEIEFF A

@ Note
ER &SR] EARBEEES/RA B R Amazon SNS EREFTE , FREREIER, N
FHEEA , FOREEAEFTRARBEAL Amazon SNS &,

ERBEERA
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2B HH A (AWS CLI)

1. HERIBEIDHERRETF , #1T create-notification rule &85 , AE4LE JSON EXEE,

aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

BULKERGERTANEEENERE, EHEFF , BRBEA rule. json,

2. EMNFRESRTHMJISON EX , YiRERXRISLVEANRINER, SHEEM Amazon
SNS B,

THI€EBIFER ID B 123456789012 2 AWS tREH & A MyDemoRepo
MyNotificationRuleZ REFEEMEMBA, BUS5XNEER  SETEHEERERNBEMN
SERAR B A MyNotificationTopic B9 Amazon SNS &,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"

1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",

"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",
"DetailType": "FULL"

BEER
3. HERFEEHBDHIF , BT create-notification-rule 7S , FRAZRARENERELBAR
E\IJO

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. MR, WSS SELBEHRAMN ARN , TR,
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

FHBEAR RS HEE (AWS CLI)

1. ERFEEISDRTETT , #1T list-event-types i f. BALUFER --filters iBHE , @
ERHAFEERERREMEY, S0, A TS EERE CodeDeploy ERAEXNWEHEIE
=8

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. WHSEELEHELTIING L,

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}
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MEEBIE AR R (AWS CLI)

1. ERFEIDSRTRIETSP , #1T tag-resource 5. HlEl , FATHGTRIFIEEES Team
BEA Li_Juan WERSB/ES,

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. L TEELABRUTINGL,

{
"Tags": {
"Team": "Li_Juan"
}
}
4R 8@ &35 Al

AU EARBAEIETEAR AWS CLI #18 AWS BEFAMEERNEBHR R, &40
AEEBRANRUNFRER. REVBHRANEFTE , EFLTERNEREME,

BIRBEHFA (EEH)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications By AWS B 3%
ABIEFEA,

2. HEBESI% , BB Settings (BRE) , ARIERE Notification rules (BEZIR AI).

3. EBEAKRAS , BE AWS IRF AWS B ZE I EARE P NWERABRENRANEE, FHE
R8T AWS B,

4. BZERRBARANGFRED , SOSERRET , RERIEE View details (BREFHEH). &t
AU EMEEEPREERLERE,

R & AR AEE (AWS CLI)

1. ERIFEBIDSIETETHR , #1T list-notification-rulesin S LA IRIEE AWS EFENFTEBEAER
Al,

aws codestar-notifications list-notification-rules --region us-east-1
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2. MBI , kT TEERLE AWS EFFESEEAHRAN ID F ARN , I FFIR.

{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

BB AR B FEEF (AWS CLI)

1. EREEIDSERTRIFTE , #1T describe-notification-rule 55 , I35 EBENR BIA ARN,

aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WMRRY , Gk TEENBHSRLNT,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

KRB H 5 R R ZEIEE (AWS CLI)

1. ERIFEIDFRTFETSD , BT list-tags-for-resource 5 RGRATIE EBAIR A ARN WATE
R,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. WMRERI, ks ERNEHEREUNT,

{
"Tags": {
"Team": "Li_Juan"
}
}
i S5 08 K14 A

BURERBA[ANBERAHE, SEBAMSHNEN. FHEARE  IBHNEXIN—HZE
B, SEUFEARBABIETEAY AWS CLI fmEBAR A

mEEARA (E£5)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications B9 AWS BH 2%
ABTEFEA,

2. EEBEZI% , BB Settings (BRE) , ARIERE Notification rules (BEZIR AI).
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3. HEBHARASF , wE AWS B BERIEAZ PH AWS IRFHEFRRENRA, FHEEFERE
¥ AWS [EiF,

4. WBERBRERR , AREE Edit (RE), #EITEE , REREEF Submit (1K),

fmEEE AR A (AWS CLI)

1. ERIFEIDTRIRIFETF , BT describe-notification-rule i , SAREE R BN ERE,
2. #17 update-notification rule I HRELE JSON EXEE , ARRFIER

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

BOBERTREATMAECEENERE, EHEHId , 8RB update. json,
3. HEMNFimEEITHIR JSON BX  WHRAETESE,

T3 & HIFER ID MyNotificationRule B 123456789012 AWS 2R FEH & A MyDemoRepo
ZREENBEASRL, B2 NERE  BHASEEREA MyNotificationTopic 1
Amazon SNS £, HAIBEBEESR MyNewNotificationRule,

"Name": "MyNewNotificationRule",
"EventTypelIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REER
4., TERFHEERGSTIF , BIX#FIT update-notification-rule i , EAZRIFEENEREFTBEANSR
A,
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aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. WMR/KY , kv HEEBEHB R Amazon Resource Name (ARN) , 21 FFlr R

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RIB AR RIBERIFER (AWS CLI)

1. ERFEIBTSRRFRTF , 81T untag-resource W H. Bl , ATHHEBRITE Team BB
HERR.

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. HRY , ks EEEEAAR.

5FE2H

T

- FESBRBMNRAG A E
- BRASEABMRAN B
- B

R S5 A A AR Rl ey @ A

ELRVBARAE K FAREMABHN, EFFEATHLEEZBMMMERRA, RAESFHLBARE
BT,

SFEANRAUNBARE (E£8)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications B9 AWS BH 2%
ABIEFEA,

2. EEEZIH , B Settings (XE) , RERIEIF Notification rules (BZIHR Al)o
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PMRARTETRA (&SR

3. EEHRAF , BB AWS Bif BHEBIBAZ PEHEE AWS IRFEFERRENRA, £HIEE
BEE AWS EiF,

4, BRECEMANFANBARR K ARBECUBETRHFREA,

5. 7 Notification status (BHIARRE) |, BIFBFEUABSERAIGREE -

« Sending notifications (BEBEHI) : ERTEEL
- Notifications paused (BHIE{F) : T2 BHEEEEENBE,

S FENRABEEMRE (AWS CLI)

1. BRBHFEEEHAL (AWS CLI) RryFER | BUSE &8 Al#Y JSON,

2. #§ Status ¥{L#mEEA ENABLED (FE5%{H) =% DISABLED (i@ XN) , AREH1T update-notification-
rule s T LB EAREE,

"Status": "ENABLED"

i B 8 o 4% A

—EERRRERE 10 EEANRAY , AUFEBRBRTIBEFTENRA, SALEARBRASTETES
B AWS CLI SR BRidE Z143 2l

® Note
M ERIE AR 2 RFEEER , EETNERE BB R MHERIE AR R TS MER B R

MIBRBARA (EEE)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications By AWS B 3%
ABIEFEA,

2. EEEZI4 , B Settings (FXE) , ARERIEIF Notification rules (BZIHR Al)o

3. HEEHRAF , @B AWS B BERIEAZ PHEE AWS IRFHPERRENRA, E£HEE
BT AWS EiF,

4. EBEBHBA , REBEE Delete (IER)o
5. EA delete , REIERE Delete (ER)-
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i B 3& ZN % Al (AWS CLI)

1. HERIFBEIDHIERRFETT , $1T delete-notification-rule 85 |, I8 EB AR AIH ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WRKI , v ESFTMEREXNRNE ARN , IR

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

ERABARLEE

BAFSANEERSR—EEN  IEREBARANSHREFSR , REEXEBANNVE, BAMUE
% Slack = Microsoft Teams $EE X EM Amazon SNS £ AWS Chatbot Fi Fifm < BHEITIRIE,
WA LAHE Amazon SNS FEEVABRE , MABRUBARAN -5 (EBE). S LEEHE AWS
BARAAERESFHIEE Amazon SNS =3 , BXEFRHALXENBEREETRE. MREEERE
F AWS Chatbot i Fiifi A B & , B4 EETE AWS Chatbot FE IV Z A Fik.

MRFEEEREEANNEGEE  BUAFHEREEHNE AWS Chatbot 2 EHEES |, MEAABEANEET
Amazon Chime I XRE, A% , EBALLEIE A AWS Chatbot A F %% ER Amazon SNS £E#kA
BARAWBERE, NEFMENR , 528 E4E AWS Chatbot 1 Amazon Chime &,

A LMERARBAETIEF AR AWS CLI REEBEMNBE, EULUERH - A AWS CLI R
M FEEE Amazon SNS EEHM AWS Chatbot i Fimi A B, LU A MURERRESBZERM AWS
Chatbot #9 Amazon SNS B2 EWES, Wtk—R , BH AT LAAS B &EiX ZE Amazon Chime Bl X
=, MEFMENR , F2RBREBEHE AWS Chatbot ZEHES,

ES- |

- BUSGREBHNRLBE
- MEBHNRYEE

- HEABREBASRAN B E
- BIERBEXFIEE

ERBAMALEE 35



REABTIEEEA EREES

BUYSREBARAEE

BHIR B B Z 2 ¥ Slack =i Microsoft Teams $BE % EH Amazon SNS FRE5 AWS Chatbot A F
o

BRAAFRE I AWS Chatbot PR , T ERAFRMABE, B&EE AWS Chatbot A FisfA
BHHR AR BER , €83 AWS Chatbot Fi Fims%E Amazon SNS £ , HA G 8B HEXE Slack
5} Microsoft Teams $SEEBFFENFIBEBER. BFAEEA AWS Chatbot Al Fimsz EEAIREH Amazon
SNS F&&,

BUBHMBAR , SN ERBASTEFEAFTEYT Amazon SNS BHRRABE, KEALERAR
AMBAEEERETENEE, ERABNFAEY BEENRBESE, MEFMENR  F2HEELEA
Al

MREEHABEE Amazon SNS £ | X BATCREFNBER , UAHFEREBNEEEZTE, NE
g4 , S REBEHH Amazon SNS £,

(@ Note

MREEFHIRAE Amazon SNS TEMIFE N FHEE , 3B Targets (B1E) HIBEZEH ARN,
EEETHEEAEENEFIEER , MATRERERBEAHTEEEREBENNMERASE, W
& Amazon SNS £FERE 2019 £ 11 A 5 HZ e AR CodeCommit BHINERE , ©H42E
AFF CodeCommit BMHETCHBUER , EFREEE AWS CodeStar Notifications FT &R FF A T [E
WEF, TERFEAELETE, MRZEEFHAIEHIBRBREBEINEBER , RTEFENBERZ
S\, BAEHI® AWS CodeStar Notifications FTEMI R, MEFMEF , FSEREEIW
Amazon SNS =K 7T BBHNRNANZ £,

MRGHEERRBANEE , B UFEHEEBAE AWS Chatbot 2RSS |, LLMESBHAEIXD
Amazon Chime I XZE, MFEFMENR , 528 B ERAZBEHE AWS Chatbot 1 Amazon Chime &

PAN
Ho

REEA Amazon SNS FEMABHNBRABEE (X£8E)

1. ZEAAWS BEEFiEA WFBULRA hitps : //https://console.aws.amazon.com/sns/v3/home HY
Amazon SNS iz A,

2. REBEZIS | BE Topics (X 78), BIEXHE , AR ZEIE Edit (RE).

3. EBM Access policy (TFEUBUR) , AR&IEIE Advanced ().
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FRABTIEXRA

ERAEER

4. 7 JSON fmiEsr , AEEHME T IIRANX, GEEEARN, . AWS IRF ID AWS EFMEE

=18

"Sid": "AWSCodeStarNotifications_publish",

"Effect": "Allow",
"Principal": {
"Service": [

"codestar-notifications.amazonaws.com"

]
+

"Action": "SNS:Publish",

"Resource":

MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version":

"2008-10-17",

"Id": "__default_policy_ID",
"Statement": [

{
"Sid":

"__default_statement_ID",

"Effect": "Allow",
"Principal": {
IIAWSII : nmen

Iy

"Action": [

"SNS:
"SNS:
"SNS:

"SNS

1,

"Resource":

GetTopicAttributes",
SetTopicAttributes",
AddPermission",

:RemovePermission",
"SNS:
"SNS:
"SNS:
"SNS:

DeleteTopic",

Subscribe",
ListSubscriptionsByTopic",
Publish"

"arn:aws:sns:us-east-2:123456789012

"arn:aws:sns:us-east-2:123456789012

MyTopicForNotificationRules",
"Condition": {
"StringEquals": {

:codestar-notifications-

:codestar-notifications-

ERBARRBE

37



REABTIEEEA EREER

"AWS:SourceOwner": "123456789012"
}
}
.

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
.
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}
]
}

6. & Subscriptions (FJBI) # , WEFFTEENEE, EEHHIE, RESMERLELZRAEEZEN
FBE, FREITHAERERISATETEREBMERANERE, NEFHAEN  F2RTHE
HABHZ M,

£/ Slack 3L AWS Chatbot AF A H/ER &

1. EF5fkB AWS Chatbot BEE EIER P ML Slack FE%E AWS Chatbot BIE Rig/E. EERHITIEE
BER  BEETIEE , UMERBMETREES

- BY IAM BN K FEREEHARZRIZACHAGERE (Hl
AWSCodeStarNotifications-Chatbot-Slack-Role), iEHBIREEIARR AR IR,

- £ SNS EEH , BFFEREIESR AWS EfF, EEiRZE AWS Chatbot AAFiRAE
B, REE A AWS Chatbot AFIRE VY MBREEEMEXEFF M Amazon SNS =& |,
ABEARAENEFN—D,

2. ERAFWBMERF. AR , EUNERNEBEARNFRZLAFRMAER. MEFMAENR ,
SREVBARL,

3
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@ Note

E%E Amazon SNS T EE#% , SEUSE K AWS Chatbot AF i KR, EEMESZEENE
EEEZE Slack,

£ F Microsoft Teams 3 AWS Chatbot A FimLA AEB &

1. kB (AWS Chatbot BEIEEIER)Y FHITE Microsoft Teams F5&E AWS Chatbot K38 RIE/E,
ERHITEEIRER  BEETHRE  UEEBHMNETHRERS

- BY IAM AR K BEREE—BRASHIZACHNACERE (BlW
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEH B BIRRK
AGWRIE,

« £ SNS £EF |, BRFEREFED AWS EiE, E&EEZE AWS Chatbot ﬁﬁﬁﬁk%g
B, REE A AWS Chatbot AFIRE NREEEMAE L EF M Amazon SNS =5 |,
AEMBRAENREFN -,

2. RRAFWRIRF, A% CALERTBMRNNRELASHEEEE. NEFHEER B
SERTEARE,

(® Note

E%E Amazon SNS X%  EUEY AWS Chatbot AF iR, EEMSEENE
EEI%EZE Microsoft Teams.,

BABEHRA B R

FBAIEARBAEIETEA , MAR Amazon SNS T AR®E AWS BEHPMEERNATERE
HMBRABRE, SRR EARAE FENFEER.

BEBARABR (F2A)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications BY AWS B3
ABTEFEA,

2. HEEEBI4 | ER Settings (BRTE) , RRIERE Notification rules (B &N Al).
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FRABTIEXRA

ERAEER

3.

iR IE A Bl B ZFE (AWS CLI)

1.

ERmHBRGD

=E e

BE

aws codestar-notifications list-targets --region us-east-2

MERI , v SEELR AWS EiFFESEBELRBNM ID M ARN , MR :

"Targets": [

{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",

"TargetType": "SNS",
"TargetStatus": "ACTIVE"

1,

{

EEARBBEES | ¥ AWS EiF BB B AFE AWS IRF & h@EABRAIFAERNEER
B, FHEEREE AWS EiF, MR BERERETA Unreachable (L ERR) |
HE, MEFHENR , FoEEET R,

ET BB

BRFICH |, BT list-targets A T RBRATIEE AWS BENATEEHR A B FE/

"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"

}I
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

BB REHNR R E R

1

70N

CLI REEBEHAR A B R,

ALiREBEANRA  UBFEXBAN—NZEER. EUTUACEARBASTETEAE HAWS

ERBARRBE

40



REABTIEEEA EREES

SEBASANNER (FEA8)

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications BJ AWS B2
ABTEFEA,

2. EBESI% , BB Settings (BRE) , AR Notification rules (BEZIR AI).

3. EEAMAIG , BB AWS B ZEFIEAZ AWS IRFHAERBENRAEE. FREERS
E AWS EiF,

4. EEHA , RERIEE Edit (#REE).
5. £ Targets (B4E) b , MIT T HIE P —@ESEHE -

- FEFES—@ARE  FEEMEAR  ARRVBEDEEZLENIEHN Amazon SNS EFEH
AWS Chatbot (Slack) 5 AWS Chatbot (Microsoft Teams) i Fis. &t AJLLi#IE Create SNS
topic (1 SNS &) REUFEUFHEABFR, —EEHRAUKZAEHE 10 BE K.

- FEBKREE , S RELEBRWN B ESEM Remove target (BERE &),
BERR,

o

g B E 2@ AR Al (AWS CLI)

1. ERIFERDSERRFETP , #1T subscribe S BEE, Hli0 , A THSEHIE Amazon
SNS EEMABE R AW B E,

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MR, K SSEEFMEFENSRANLN ARN , TR,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RIBAF BIBEREZE (AWS CLI)

1. ERIFEERDFIRTIED |, #1T unsubscribe IR S LABEKREE, 0 , L THhS2BBRMAEN
37 B B &/ Amazon SNS =&,
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aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , Lot EECAEMBARAN ARN MFABRESRNHEBRER , TR,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"

}

2
W

HwSH

- fmeEE AR A
- BASERBARANBERN

il B3 H AR A B 1R

MRTBFEER , TLUEERMBR. —EERRERE 10 BEANRNEE , ALMBRAIFTENEERR
BRAFREMEIZEMNR AN E B FRE =/,

® Note
MEREANR R B RS ERREESEBABRNTRENRUPBER , ETEMEREHEX
&

RERBENRAE R (F28)

1. BARIR https : //https://console.aws.amazon.com/codesuite/settings/notifications B9 AWS BH 2%
ABITEEEA,

2. HFEEEBI+H , EF Settings (FRE) , ARIEE Notification rules (3B H# 8l).

3. HEBEBAMRABEZES , B AWS Bif BB EAZ AWSIRFHFAERZRENBZEE, FHEE
BB T AWS EiF,

4. BREBHBAAUBE , ARRIEIE Delete (MBER),
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5. EA delete , RRIEF Delete (MHER),

i B 3@ 057 A B 42 (AWS CLI)

1. ERBEIDTIRTETT , #1T delete-target 5, WIHEBEMN ARN, Hltn | FTHaSSMH
Br{E A Amazon SNS FEH B,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , KHTTFEEEEARR, MRAR , S TEEDHER. FERNERETEA -
ZEEABR R B R

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

BRI LAEA --force-unsubscribe-all 28 , B ERREUEABENMEEANRFE
R, REMERZBE,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

R EEHE AWS Chatbot 2 B ES

AWS Chatbot & —& AWS R , A1 DevOps FMEXBE BRI 2 BB EH Amazon Chime BIXZE., Slack
$HIE M Microsoft Team SRIEREEIZ N EIFE PHIRESH AWS B, BALREBEHRLY B ZE

B2 AWS Chatbot 2 ES , EEHBEAHEBEELRIREMN Amazon Chime R E. Slack SHEH
Microsoft Teams #HEH ., MFEFMEF , 552 E AWS Chatbot 3,

X EEE AWS Chatbot WEESZ AT , BAEREBARANKRNER. MEFEHER , F2RZERE
SCBAR Al B AZETE AWS Chatbot FERTE Slack 3838, Microsoft Teams 8=, Amazon Chime
MRE, MEFAES , F2ERELERBAI M.

&

« ERXE Slack $HiEH) AWS Chatbot A F i

* % Microsoft Teams #HE3%E AWS Chatbot A Fim

« 5 Slack 38 Amazon Chime FEIFRER F i
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MEAETEXES EREES

E%7E Slack $8i8H# AWS Chatbot B F i

&R LA M R AWS Chatbot A Fimif A B RRV BB A, MRES Slack BRIV AFim , AlA 3L
HEEREEALAFRE  MARVBARN THEREPHNBEE, ERFREHLRAE Slack SHEHHNBARE
BENHE.

A Slack 3 AWS Chatbot AFiwLLBEBRE

1. FEHKER AWS Chatbot BIEEIER P M TE Slack F5%E AWS Chatbot I RIRE, EERHITEE
BRIER  BEETYEE , UERBAETRERS

- B IAM Atk K FEREEERZEIZACHACRERE (flu
AWSCodeStarNotifications-Chatbot-Slack-Role), EHBIAM IR KA B AR,
« £ SNS EEH , BFFEREIER AWS E1ff, EEiRE AWS Chatbot AAFiRAE
Ei , KRB A AWS Chatbot A FIRE NRELEFMALEFTH Amazon SNS £ |,
ABMBRENEFN—2D
2. ERAFREIERF. RE , B ERIBENFANGERELAFKMABE, WEFMEEN B
SBEEEAFL,

(® Note

%7 Amazon SNS =2 % ,
LA ZE Slacke

3

NG E T AWS Chatbot PR %R, EXRMEZEM

£ Microsoft Teams B EZE AWS Chatbot A Fix

O LA AWS Chatbot i Fisfi A EEZMNBABE A, MREAE = Microsoft Team $BEE I A
Fig , AMUEZRERALKAFR , #ARVBHRAz THERESLHNELE, ERREHBE Microsoft
Teams SEERHNBHHZREENFE,

£ A Microsoft Teams Z3Z AWS Chatbot A E U H/ERZ

1. FE#KBB (AWS Chatbot EEEIER) M TE Microsoft Teams FE%E AWS Chatbot B35 RIE4E,
ERSTEERER  BEETYEE  UEREREMNETRERES

- BY IAM AR K FEREE-BRASHIXACNACER (Blw
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEHBIAEBIARRK
AGWAIE,
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MRABIEEXEA EREER
- £ SNS EEH , BFFERFI B AWS Eff, EEiREZE AWS Chatbot AAFiRAE
B, RIEE AR AWS Chatbot AAFIRE Y W EREEBAMAE L EFFAIHN Amazon SNS £ |, #if
RBABRAEIRFH—

2. EHRAFWRMERF., AR, EUNEEVEANRAUFEZLAFRMAE R, NFEFHEE
SREVBARL,

%II
3

® Note

E%X7E Amazon SNS £REZ % , B EK AWS Chatbot AF IR K, ERMESEEM
5L BI% ZE Microsoft Teams.

2 Slack = Amazon Chime FEREAF ik

O LURBEBAH Slack 3 Amazon Chime 2 B EER I E S, iERA Amazon Chime BIXEERE
BHNE—aAAE, ERFERTHESE , B LUET AWS Chatbot AR , ZAFREREL
BIERE A B AR A B £/ Amazon SNS £,

FHESEHE AWS Chatbot # slack

1. BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications B9 AWS BE 2%
ABTEFEA

2. 1EF Settings (FXE) , RERIEIE Notification settings (BHFZE).

3. 7& Notification rule targets (BAIR A BE) b , SRAEERBE,

(® Note

i’.&—JU\ §EZEEAR A AEE B ZEMEEMN Amazon SNS £RE, EA B EESRE
,BMRTRBEELEBR —ERAKANER , ISELEBNER,

£ https : //https://console.aws.amazon.com/chatbot/ BAEX AWS Chatbot E#E &,
#1ZF Configure new client (GREH A Fif) , AEIERE Slacko

BETE,

B AIRM Slack T/EZEME,

MRRFRRNEHTREFIER | FHE Alow (125F)o

i#1Z Configure new channel (FREHTIEIE),

© ©®© N o 0o &
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MEAETEXES EREES

10.

11.

12.

13.

14.

15.

£ Configuration details (#AR2F$#1E &) F#Y Configuration name ({AREB ) b , WALHW A F %
E28, WEBEELBRILBHNRAE , BERTE AWS Chatbot (Slack) B ZEEN AT A BEFEH,

£ Configure Slack Channel (%€ Slack #$83&) 9 Channel type (SEEEHE)  , RIBELERSHIE
BRI REE Public (208) = Private (FAH).

* 7£ Public channel (X E#RE) b , 7T EHIEIE Slack HEMNE R,

« £ Private channel ID (FAB#83E ID) # , # ASEEREEE URL,

£ 1AM permissions (IAM 55 8]) A Role (A®&) & , i##F Create an IAM role using a (£ &
REV IAM BAE8), 1 Policy templates (BUREA) 7 |, 1#$E Notification permissions (& £15F
Al)o 7£ Role name (BAE2EMW) F , WALLAGHETE (Hl20 AWSCodeStarNotifications-
Chatbot-Slack-Role), 7£ Policy templates (BUR & 7<) # , i#1E Notification permissions (&
HFF)o

1£ SNS EER SNS EiFF , BELELBAHRABEZE AWS EE B . £ SNS topics (SNS £
), BELEREABHAABZER Amazon SNS £EEHE,

® Note
MREEEVFERALAFIRBAERNBEANRA , AFFEATHIR,

EERTE,
® Note

IR EREAEERETES | AN SR AWS Chatbot i \SBER | T4
ERDEREREN. NEFEEA  HSH AWS Chatbot X,

(ER) BENHES  FEERPETEE  UFEKREAMEA Amazon SNS TEMAHBEEZ
BASRANSAHRE, flu, MREEF—ERARAREATHRENFERETIERFEIBHA , 7
HWIRIMGBERETHER  RABEBERPESR Slack g , AEFBHMRHER,

H B ENEE AWS Chatbot #1 Amazon Chime B4

1.

2.
3.

BRI https : //https://console.aws.amazon.com/codesuite/settings/notifications B9 AWS B 2%
ABIEXEA,

B Settings (FRIE) , AEKIEE Notification settings (BEIEETE)o
£ Notification rule targets (BHIR A BE) b , SHRIEHBE,
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://console.aws.amazon.com/codesuite/settings/notifications/
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® Note

BRI LREZ @B AR EAREE B EMERN Amazon SNS £, EFAHPHEEEE
A, BNRITEFERHY —EENRUNER , tFELEBHNRR,

4. 7£ Amazon Chime # , IR EREHTESNIKRE,
5. BREHLANE®WMER , A%IEE Manage webhooks (B Webhook).

6. 1£ Manage webhooks (B Webhook) ¥I55 5+ , i#1F New (¥718) , @i A\ Webhook & ,
RIRIRIE Create (B1I),

7. HERR Webhook H3E , #A7%iE1E Copy webhook URL (% Webhook URL),
8. 7E https : //https://console.aws.amazon.com/chatbot/ B AWS Chatbot £#2 &,
9. iEiIZ Configure new client (FXE# A Fif) , A%1EFE Amazon Chime,

10. £ Configuration details ({8 REF¥ME ) FH Configuration name (FAREZTE) A , WA BRI A Fiw
ZH,

11. £ Webhook URL A , BY F URL. £ Webhook description (Webhook i) | 242 AR,

12. 1£ IAM permissions (IAM §F7]) F#9 Role (B f) 18 , i##2 Create an IAM role using a (£ A&
ARE IAM B8), £ Policy templates (BUREA) # , i#$F Notification permissions (& &15F
Al), £ Role name (AEEMW) A , BALLAGBHETE (Hl20 AWSCodeStarNotifications-
Chatbot-Chime-Role),

13. 7£ SNS FEH SNS BiF+ | BEELEIBHAFAABZE AWS [E1F B . 7£ SNS topics (SNS *
), BELEREABHSAABZER Amazon SNS £EEHE,

14. BIERE,

15. (BRA) EEAHES K FEERPETEE  UNFEEREAMEA Amazon SNS TEMAHBEEZ
BARRANEHER, fln, MREE—EEARABREATHRIGERETIRRELBL , 7B
HIREGERIN L5 | REEBIERFESF Amazon Chime BIXE , EFEHMIFHIE,

£ 524% AWS CodeStar Notifications APl B4 AWS CloudTrail

AWS CodeStar Notifications 2 £ FRIFES AWS CloudTrail , ZREERFAFEAE. ACRBREAMR
ENENERYEC 8% AWS ., CloudTrail 2HEEUEZIM API I EESH, HEMWHUSERHARAETIEE
BEAETHMEY | LUKR¥ AWS CodeStar Notifications API fE¥HERN BRI, MREEIBMEEE
A LU CloudTrail B4 @42 Amazon S3 R ZErE , SREBEANSES, AFEERZTER
AT LUEB CloudTrail T EHNEHBLEFRBZIMEN. LALUER CloudTrail FTERNE
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https://console.aws.amazon.com/chatbot/

REABTIEEEA EREES

A, ¥ET¥E AWS CodeStar Notifications 12 HHEVFESR . IBHFERW IP ik, RHBERHWAE, BHE
ROBEE |, UREMEFFMER,

MEFHMENR , 5528 (AWS CloudTrail A &1ER) https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/o

CloudTrail FHIAWS CodeStar Notifications &3,

BIURE AWS IRFE B | #28 L€ BUA CloudTrail, EJEEITE AWS CodeStar Notifications #1284
B , BOREIRRCERTE CloudTrail B4 A |, UREHELEHEPNWEM AWS REEH. BUUE v
B, BEENTERONEH AWSIEF, MEFHMER , FSBEA CloudTrail E4FFE P LIRS
.

BB PEH AWS IRF |, A3 AWS CodeStar Notifications B4 |, T2 TEH., XL
Z CloudTrail # HFFERRX(TE Amazon S3 @ FETHE, MKTER , ELETHRAEPEVIERE 2B
SEAZEFEWN AWS Eif, BREEH AWS DEIEFRFAEEENEY  YiEEFERRAELRERE
# Amazon S3 E1FETEE., AL, BRI EHM AWS BRI , LE— S 9 M FEE CloudTrail B
FTENEHER., MEFMEN , F2ETIRE :

- BB ELE

« CloudTrail X ENRENES

« X% CloudTrail B9 Amazon SNS JEHI

- EWZEEFER CloudTrail HiFEERMBWZERFE CloudTrail HFEER

CloudTrail €524 All AWS CodeStar Notifications B /g , I EC#& 7 AWS CodeStar
Notifications API ##%, fli0 , ¥ CreateNotificationRule, Subscribe
ListEventTypes EfF HEYF Il E % CloudTrail B ERPELESZR,

B-EEMHIARERFELSELFRENEA. FoERATHMEHE THIEE

- ERRERRH AWS Identity and Access Management (IAM) FEREEAERHEH,
- REZERK , RECEATHEACGEHME I ERAENEREZLRE.
- BEREFHEM AWS BRIEREH.

MEFHMEF , 5520 CloudTrail userldentity 7T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/
https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

MRARTEEEA BRI
TH BEERIEE

EBHtE—BERE , IRSHUARERNEARNELIEEN Amazon S3 #7878, CloudTrail B3
EE’EE —HEZEARER. —BAEHAEARRELHNE-—FR , YISSFHFREE. FREOBHME

3. BRBHFE. CIoudTra|I AFSEW IR AP I A ERIBHIEEF | Rt TS MBS EIE
f%&fﬁ.o

AT & 5IFE R CloudTrail BE51E B REIIA RN BB A , A CreateNotificationRule
Subscribe E{E,

(® Note

BAHFEREEPNRLEEHEREBERBEEAR
AWSServiceRoleForCodeStarNotifications,

{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
1,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]}"

iy

"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/
awscodestarnotifications-rule"
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ERAEER

},

"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
3,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com"
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{

arn":
"id": "codestar-notifications-events-target"

1,
"rule": "awscodestarnotifications-rule"
b
"responseElements": {
"failedEntryCount": 0,
"failedEntries": []
b
"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"arn:aws:codestar-notifications:us-east-1:::",

fi£ Fl 524% AWS CodeStar Notifications API FEAY AWS CloudTrail
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MBABIEERA EREES
5% B E AR

LTEATRRREBANNE REEETRERE.

e

- REFEER LR IEHA B KUK EFF AT #5588
- REAERGEENSRA

- REZEIBEHNRL

s RUREIEEFIRERNEA

« EZEKE Amazon SNS B4

s RBEIEENSHEA

- RETHRAMEEHNEERERRAELER
- REERSEBANNERNEE

REARTER L2 E AR AR U R Fr T 85531
BELBRHNFT. NEFRER  F2ES D EBEEH,

B E R B AR A

Bl ZEARBABTIEXTIRAR | # Settings (RE) K T#F Notifications (BH) K , HIBFFA

§RaRo

AREMIEESR : B SERABAFMENGTT. HAKXZE AWS BARHBRAETERENZE
B , $lin CodeCommit #1 CodePipeline , @2 BAMET , EEIFAXEBINRETIERIEE
M, RE  BURCKBEITERERZ AMEAERAR®  MEBRTAFEREEN, ME
HMEN SRS BEBEEHH,

BREZEBHR A
BURRAREVYBENRAAFENFT. NFEFHAES , F2ES D EBEEE,

BB EEAFHE RS

ELRVBHARALHEE TR K BAYEIERIFWHERSEFERNTFEHE. LAREKEAH
BELIFNERNEN, NREEIBREC  FERKBEENIRBERBER,

bad 3713 51



MEAETEXES EREES

2 EWE Amazon SNS EH

EERHHEM Amazon SNS TENREE  FHRETYRE

T

ERECHEEBHNRANERMNESPEL Amazon SNS AWS £,

AREENEFBHREETRERNEIE , MALCHFIFIR. WEFHREA ,
Amazon SNS &,

- MIREBEBIRCHE B AFF AWS CodeStar Notifications #BR#EXZZEE, TEBKREREE
BOUTHERAR

nlh
nlh

2 R 5] BY

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
1
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

WEFMENR |, B2EREEHH Amazon SNS 7

BB ERSHEA

UTREEZEENN&E RER

- BAERREZESESHEESHERNBARA K mMEEKSITENEL Amazon SNS ERERIELR
A BE, EERANEE  BEUEFTREFR—EEE  SFEEBEHNRAUBREEER,

- —RZEBEHRABEZECE AWS Chatbot BES |, MREE FEHWHER Slack 88, Microsoft
Teams 885 Amazon Chime I XEARKEEH, EEZFRIEE K FEEZLENEFE4HULE
SHETE AR Bl B 2/ Amazon SNS 88 |, AR FE A Slack 2HE&F Microsoft Team 5818 2R #2178
A,
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https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

REABTIEEEA EREES

BRTHEATEEXN B SREERASERER

BEEMEREMARRE : Active (#EA H) # Unreachable (f£5E#R), Unreachable (EEAR) RR
BHEEZZEE , BEERRT. BASRESEEEXEEZE , MERD , REEERS Active (EA
F)o

BHARANERARERAUTHEY —EREMEEER !

- &R (Amazon SNS F = AWS Chatbot AF % ) EMR. KBEXAAEES —EBE.

« Amazon SNS FEENE , BEMFFEFAENBERESL , N AWS KMS £ MR, MEFME
A, BFSBEREBEAMN Amazon SNS =8,

« Amazon SNS FERDVBHIFTENBER., RIEFBEK , BRIEEZBAEIEZE Amazon SNS £,
WMEFMER , B2 REBEAA Amazon SNS £,

- BEMNZERE (Amazon SNS = AWS Chatbot) AJEEB 2R &,

REERSEANNERNPRE
AR EA R E T MRE, BSWEANES.
BARECER

TRIILAZAESTEFTREPEANESE (LBRRE). WFTEERBENET , F2H AWS

Service Quotas,

&R TARER &
AWS tRFE PR BEASR B LR 1000
BASRANBEERHE LR 10
ERNBEASRAEE LR 10

TREERIELR ?

U LAERRABASTETRAFIERINE , & SEREHFEE AWS AWS CodePipeline A ER 1S
fEFE, WLIEEEBECH AP, BEE AWS CodeConnections APl 2%, SEEZEHEE T IR G
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
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AWS IR ER , LEREE=FFFE , 10 Bitbucket, i , LA LLFE CodePipeline T8 IE
R, UBEE=ZFEABRTEREEAREENBREE. SEERHEERRE , BRARSEZERN
M — Amazon Resource Name (ARN) #H B3 H

/A Important

BR#% & % AWS CodeStar Connections B E#F &, MAXEMFER LA Z M codestar-
connections B2 &R,

HEEFERRIMATRE ?

FUUERBABTIERFERERYE K BE=ZFHFHEZERREREN AWS ERES , aF
- ERBFE=7RME , HIW0 Bitbucket , A FEAE=FERMAEEN AWS EFHKRES , i
CodePipeline,

- RIENE=1FHERKE —EE CodeBuild 2EHZ=R, CodeDeploy EAREXF CodePipeline FEE
5 &R E R EVE,

« ¥ CodeBuild 2= %X, CodeDeploy FEAT R CodePipeline REE , MBS A FHER
ARN , MAZEESEERNBESBH,

BAI AR MLEE = F HERGEILER?

EAR A B AWS BIREE T 556 =75 fé 7 L BB

» Azure DevOps

« Bitbucket Cloud

+ GitHub.com

» GitHub Enterprise Cloud

@ Note
B 81 A% # GitHub Enterprise Cloud #J B 5T #8135,

» GitHub Enterprise Server
» GitLab.com
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/A Important
GitLab FYE#R X E2HE 15.x R M EH AR,

* GitLab BREER & (BRANEEMRIALER).

MEERTERENRE  F2R "BEYSEMEENTERE -

AEmMEEER (Fl0 GitHub) BILERNI R | B2 EFER (HlW0 GitHub Enterprise
Server) WS BTE,. NMEARERESEREVERNSKLSE  F28 "EHER. .

(® Note
EEREBN (KW ) EHERAWS BE , B4E :

HEFEFENERAER
2. AR

EHSENEARAERN CKE) BEEFPRER. c8EF=HHEBRAL XA  XE
TEREXEHMEHERNREEAEX M. EBRRLEREX K SREE=FRHEBE
ERAZXESREREBENER | I BEFALUEIR B RE R IE AR RERHEBET T,
BRIECRRARSE , RARKEFERESREENER., RALESE , IRTERFRMOBRBEET
AREENHFENER.

EERBAZES  MRNELXEEIFENERAREN , F=77HER IR LUEH R R
BRAAGHES , ALFRAETEAZEIRERZEZEAREN, WEHMER , 72

BE R 3

f EEEREAR AWS BRTE BS 2

U LUERERESE = SHEEEREEM AWS ki, ZERFESNREES ,
CodeConnections HE R BREES

AR NAEE 2

BYARER=ZFIRFLZE AWS SrRFEABATRRFIE , FREEILER, REER 2R,
EMEITEALRE, BIERE , BULREHKE=ZFIRFH AWS BERNFEUHE, ERERAE

3
¢
8
>
=
w
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

REABTIEEEA EREES

EAWS WERFME=AIRFTFNAR , SINRFRREE. K& , S EEM XAZER AWS R
%, WEERBRHAZLH OAuth EiR,

EmBERNREARNNT , EEAERFIEB<BABAEE.

- FRAERE . SEERE=ZFFERERFEHE —MEZBREAERZE, ZEEHFRTUREAERRR
2 FERA R

- R BEERE=-FEBIE —EEEREAENTE, HRAABPNER , SHEFRSIERS
FHSEABIIREFR1: 1, ZEESELIHEERAEAZREEIEBE ., MEHEBOMALEHAEZNFEHA
BH , 5528 AWS CodeConnections H Y E 4R a0l B2 ARG 4 B E A o

T B8R B & 4R a0 o] B2 ) & ik P SR ECFE A

Cloud-based connections for user accounts

y Connection ARNs
[ Third-party : App 7
repository installation
8&(5 User account . Q
\-/‘,
Third-party App O
repository installation
'-‘_ 8&(5 User accoun t . Q
Cloud_—based connections for organizations
.f//.- -
App /
. Connection ARNs
Third party installation
repository
8 Organization . O aWS
v’

EERHETEM AWS IRFE 1 FrEE., EENEBASTRNAEEELE ID W ARN, EiEID RELEF
HEHMEH UUID, MIREEFEINEFSELETNELR ID, At EEHELS ARN, ERTIER
ARN BTrEEEFEH,

MBI AERER Pending R, FEHE=ARIE (OAuth iiE) BFFTHETHEMRNERE , L2
# Pending A Available &8, ERK#&E , EfHREAvailablef CodePipeline & AWS BRI FEEL
R
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MREBRERVHEORERMERRNER ( AZPEE ) , HlI0 GitHub Enterprise Server = GitLab
BEREE K Sl EREREERERFER.

RNEHFBERNRENT , EEABRFIEB<BBERAER,

- ERAERE  #ERSHEE=LFEABIRFHRE —EEZSFEARARE. BENBHERNZE
AR A LA B2 — B E A AR BA

- B8 BERPNHEE=ZSFEMNE —EEESEARITE., BRESPNAIIBEER , FiW
GitHub Organizations for GitHub Enterprise Server , A L AABFT NS EEBREZ I HFOEH |, I
BREZHEOBEEEA (VPC, F#5E IDs MR <84 IDs) P AHENER. WFAB R
ERNEFMER |, 5528 AWS CodeConnections HHYE £ 20 Al B2 4H A FE B A o

- 2% SHESEARMEBER , 868 VPC —IR A geE — B2 U RIS,

EMERBRT , ZEEERHRSTEMAREEN URL, i , MRFARSIVLRIE VPC A (B
HFEEBEERERER )  CEEERM VPC EALURZAN TLS BEEN. ELERETE
CodeConnections B2 {TIEEEEA , WYHALKFHEBETWIEERLER, il , ¥HRE— GitHub
Enterprise Server 1T , BAUBYHEIRRRANE-—EBAER, A% K URNEAERFHARE
B AREIMEYZEER  HEEREZHNERARRZE , WTEMT. &8, BRAERK , &TA
ZEMEVE-EARXZENER,

TEERASBBERNMAEEREREHEBREER,
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On-prem connections for user accounts
y Connection ARNs VPC \\-.

{ tiaours App /
,ep.,si':.,n, installation Hor (Optional)
. —|aws
VPC < =7
. A
Third-party PP %
repository installation Host (Optional)
I\..\ 8&% '/lll
On-prem connections for multiple organizations on a single host _
y )
| Third-party _ App ‘ Connection ARNs '
repository installation
% Organization . VPC
(Optional) — aWS
e —— \-.-/—’
Third-party App
repository installation
\ 8&55 Organization . J
\\.\\-\.‘ _)/,/';

BN EHER Pending R, EEF=-HATMEF TR EKNRE , tMEK Pending £
A Available ARRE, TEARULIREZE , THESE A Available , BAARELZE N HEFERNE
o

MFERTERENEE  F2H "EUREMERNTHERE) . IFACREHEHRI IR TE
RENEE  F2R EUIENIHNTERE. IFTAFEHRERRERLERNSHEISR , B2
B TEEAERR o

AWS CodeConnections H #4543 a04n] 3 48 43 ¥8 B 5 A

¥ B GitHub Organizations Z2EtEHEE , B8 %% %@ GitHub Organizations %8 GitHub
ERAEX, EFREBEM Github EESEARXEAMET 1.1 Sy, EESEAREEHYE
GitHub =% GitHub Enterprise Server Y S EEM D B , I /8 EH5 B H A BB AT E 4R

Bl , ZEEE/EBR GitHub ERSS L ERAZEES  EHEALSEABEBRIRER  LWhAIELA
BZEEBIH GitHub EARER. T8 , Github ixHY B ZERF o SAERE.

B SEHERN TFERE

BIERE  GOTUNRYRERARENEZSEBARARE  UEEE=SHEFETEIBEX
=,
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BRI RER T HIAREE -

« Pending - pending ERERHSATHK (285 available) FEEFEARER,
« Available - BHLAER available ERFEERRS PN HMERANERE,
« Error - B error MEBNERSEBEH. EFIE A available mIEEEFEA,

THERRE BB CLI, HEHEREHRILUATEERIRER : AWS CloudFormation

&R LA R CreateConnection APl , 8 AWS Command Line Interface (AWS CLI), SDK = 2

3 E4R CloudFormation, EEEITEZEM pending MREE, BALAFEREEAH Set up pending
connection GREFEER) BERTHREF. TRAERTEEIZRERFARENRERETE
Re RBREBALIFEATEAETRRIE , W EEEFEEFE Complete connection (SERERR) , AFERB
Z available ke,

THERE  BYREMETRERER

MBERTEZTLZENEEREER (420 GitHub Enterprise Server) FiER , EABITH, WREE
ERTEiRtEREEE (410 Bitbucket) , FERGBER T THMA BRI BBERE T ER,

EEMAIRABRYRENMER , B LEAEES LK CodePipeline fREEEEFEEERELZNE=
FtEE, TRAERTEAEREVRENEARENRE  ARERAETEARELER, THAR
RRIE | A BEERR pending £4 available iREE,
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateConnection.html

REABTIEEEA EREES

Provider type?

Cloud

Installed
h 4
Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

h J

Create connection -

b4

P Yes
Creating in . :
console? | Create installation e
| v No
_ Create in
Crea.ﬂe n C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

BUYSEHRTIHENTERE

EERCRENREMHRE (ABHE ) BUERK , EUMERAETHRER.

® Note
¥ GitHub Enterprise Server = GitLab BREEHF AR , EFSEETANEIH. A4
BPNWEEESELRNES  mBEBXEEHOMERBELPE AMERNER (VPC ID, F#
B% IDs ML £F4H IDs), MFFHMEA , F2RIEEBN ST RHERNERNIREE,
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FHURRAUTIRE :

* Pending - pending MR ERBIUMER K KEEXRE (B ZE available) FeEfEA,
« Available - BRI LAEA A% available T HEEELRIERE,
T4ERRE ; iEIB CLI, SDK 5 AWS CloudFormation?& 37 5§ B 7 #4 :

& LAE A CreateHost API , £ AWS Command Line Interface (AWS CLI), SDK =% 2237 F#
CloudFormation, B3 % , EH#ER pending AREE, BRAIMEATEEN RE BERTHERF-

THERE:  AITRABVHERTH

MBHRERTEHDLZERMEEFEANELR , HI20 GitHub Enterprise Server 5 GitLab BERE®E |, &1
DBy ERSFEAREN I, MREEERIEiRMEREED (flin Bitbucket) , FFEIBE M FHH
SRWEGEER,

FRERARETHIAHARER pending FE A available,

Host Yes

already _ » Host set
created? up?
No
No
Createin CLI Create in Console
State: pending State: pending

v
Set up the host in
console R
State: available

h 4

Use host with
connection

AWS CodeConnections F £ 15 E R
EHRELKER , EXRTEEMAE AWS BEEHEBER,

HAER ARN RAERREVKHESEZE , FTREFTZIRNEMNEL. BIERERNELZE
HERERENENNED. 2HERERERENN AP EXEHTHE  BILER, EFRE. M
BRIEARIRCER

ERNFIRERTRLRTANER, CREEEVIHERNERPERAER,
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateHost.html

BMRABTAEEA (EE

- BREBY-RER , ARH I EEMT AWS BEREH.

- MRBMERNESRE[E , SRERHERERERN AP, BENARNEHEEREFE
FRIERR

- BEREEEAE CLI FIHERERE , BE
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BE=ZARFHMNER, REEF=ZHEHEFNMEM LiRERE,
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RAREE=FRRREFEEREE M AWS BRI AWS HEIR.
R=AEE

HARBH L RREETER AWSK f#17E, $I0 , Bitbucket RIFERE =77 FHE,
HrEmER

REESMEBFRE=Z S RREFEENRBE R LT, B AWS EREZFEENIIREEER, &£
FRMERRE L ZERREREFENHESERILENHESER, A0, GitHub Enterprise
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RELZREF=FEHEFERZHNER, ERSFEATHRRAKRZRE=-HEFNRR:SE , H
I GitHub Enterprise Server, &AL AR M EHBR WA ERE Y — B,

(® Note

FEREEAEINEE GitHub Enterprise Server HEiRE IR ASALEBITHERES
BFHN—H9.
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AZEMHEE AWS CodeConnections XEMNIZHEF RN EA

£

« Azure DevOps X ERIRMERR

- Bitbucket X BRI HFERGIEE

« GitHub # GitHub Enterprise Cloud 3z B/ 1t e p5 35 i
« GitHub Enterprise Server 3z & /Y 1t & i 58 7 M A A<

- GitLab.com X ERIRMHEFR

- XEW GitLab BEREEMERER

Azure DevOps X EMWRMHEER

& T LAFAEL Azure DevOps £ FiERERAER

AXECLE (T8 ) RBEHEHE | 4l Azure Cloud Hosting.
Bitbucket X R HtIERG AL

& ] LAFEEL Atlassian Bitbucket Cloud £ FEARERAER .

T ERE Bitbucket HLIEEEHE , 5140 Bitbucket falARER.
GitHub # GitHub Enterprise Cloud X Byt FErs g 7

& T LA GitHub 1 GitHub Enterprise Cloud f# FiE#R FE A TE .
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GitHub Enterprise Server 3z 18§ {t FE s 58 T AR A
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BT LA E R AR FE A2 Bl X 19 GitHub Enterprise Server ix 4, MIE X EBHOMRAKNEE |

B https://enterprise.github.com/releases/

/A Important

AWS CodeConnections 73 & 2 EU{X#Y GitHub Enterprise Server Mx4s, a0 , HARAAH Y
EZIf8E , AWS CodeConnections 73z GitHub Enterprise Server 2.22.0 hx. &ZiE4R ,
EFHRE 2.22.1 IREFTHY AT A MRS,

GitLab.com X ER R EFR

O] AR EL GitLab.com. IMNEFFMER , BSREIEZE GitLab BVELR,

/A Important
GitLab BVE#RXE I 15.x RMEH R,

X &K GitLab BRERHAERER
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¢
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IERLAER GitLab BEREERREMNERE (BRANMFRRSEER). WEFEFHEEF ,
GitLab B EREIEAVELR.
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AWS CodeConnections B85 % AWS REMEERHERFNBRERS, FATHSEHHNER ,
BhRREEFUBRSLEFEANE RN R

LA A8 B3 & R T 165 B S8 A L BR 5 o
ES-]

» Amazon CodeGuru Reviewer

« Amazon Q Developer

* Amazon SageMaker
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« AWS App Runner

* AWS CloudFormation
« AWS CodeBuild

« AWS CodePipeline

» Service Catalog

* AWS Proton

Amazon CodeGuru Reviewer

CodeGuru Reviewer R AR ERRFERXNBWRE. EUUFERAERESEEZEEETE2EABH
F-FREEERIBR., NEBEBUNMELE CodeGuru Reviewer LEE#E GitHub EFEF RRTEHIE
BRE  UERIXERNBHER , 52/ Amazon CodeGuru Reviewer £ E BB P HER
2 . B9 GitHub R ER N RBREE.

Amazon Q Developer

Amazon Q Developer 25 A Al BT ERNEFEREE , IiRBERTH, BE. BEEMREME AWS
FERER., MEFHMENR , 528 (Amazon Q Developer &) K What is Amazon Q

Developer? #4.

Amazon SageMaker

Amazon SageMaker 2 —HEHARERE., JIRMNTBHUEBBEESERNRE. WFERE GitHub &7#
FEEENHZBHFERE 520 (Amazon SageMaker B AE¥E/) RPN FERAE =7 Git EEHN
SageMaker MLOps BERZE SR

AWS App Runner

AWS App Runner EEIERERMIRE, MEAFESRKARENAN , °II1E AWS ElRF BEEZERIBTE
HAEMGEHBRMIERENELT S Web ERARER L, EAILER App Runner BRI BERXNEE , 7%
REESBEAREINERNGE, S LUEAEREFLE GitHub REFEARKBEIHEE App Runner ik
%, MEFHMEN , 552 7E AWS App Runner R ABEREHYNRREBHEERME,

AWS CloudFormation

AWS CloudFormation 2 —XER# , AJiHBYER I FERE AWS ERWER | LUBAOEEELERNE
B, WEFEZEREIRE PHTHERRER AWS, Sa BT SARERGEENTE AWS BiR
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( 5130 Amazon EC2 #1T{E# = Amazon RDS & HIE#T{EE ) , ™ CloudFormation 2 8 & A&
BNBREELER,

BRI LAE A CloudFormation FHY Git B S EARRE N E S AL | LUERIEH Git BEE. NEMFEHA Git
BSHTHBIMBHNHEBRRE , 52 B CloudFormation A& BHFE A CloudFormation Git
BZ.

ZE CloudFormation BYE¥MEER , 52 B CloudFormation s S AR EFEHAEIERE) PHMENIE
F LAZ 4 CloudFormation Eﬁ'*ﬁ%ﬂo CloudFormation

ﬂliH.

AWS CodeBuild

AWS CodeBuild 2 —IBEARBREMAIRERN BN IR, CodeBuild TEEME, EENERZACH
HHEBARS  YARMEXRAEBENEEIERHBEATENBRIRE, WERBL GitLab EREH
CodeBuild HEF#E A , FS2EAWS CodeBuild  FEAEEE)Y T GitLab EiZ,

AWS CodePipeline

CodePipeline 2 —EHFEX R A RERHKBITRBAFTNIERERL, RBLCNBBL, &
A] LA FE#R % CodePipeline RIREBIMEREE = A RAFE,

—STHE:

« SourceConnections Ei]ﬂfnﬁ B CodePipeline EI{EARESEHH., EERG R ESEMNEH
JSON/YAML 2N IEH Bk |, 55289 AWS CodePipeline £ H &/ CodeStarSourceConnections

- FERBRERAEZARRFBEERYEENAFIHE , F2H R ERAER,

Service Catalog

Service Catalog AIEMABMBIMEECZEAR WERB #% AWS,

B8 AWS 1R F GitHub Enterprise =X Bitbucket Z/\ SR FEIR It & 2 BRERE | ERTESR
# Service Catalog EmMEL EEBRE=ZFEEFEEENEHLAER,

WMEFHMER , 5528 (Service Catalog fEF &) #F4% Service Catalog EmES
Z GitHub, GitHub Enterprise 5 Bitbucket 1 Y S A< #& 3=

AWS Proton

AWS Proton 2 RE B%W*iﬁ‘ﬁ%ﬁ%%ﬂ’]:‘:iﬁﬁﬂﬁﬁo A LAfE FE AR A AWS Proton&i A< dh iy &R 2
ME=ZHREEENES, MEFMEN , 5268 AWS Proton ERERETINELFEEENERE,
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WMRERE AWS 1RF |, BB NS BRREY —1E.
f AWS 1RF

1. BARK https://portal.aws.amazon.com/billing/signup,
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2. BERLNBREREIRF LRAZEEZRRE (MFA)

WERRA  F2EHE (AM EHEER) PHSEN AWS IRF BEAE (F28 ) BAESR
MFA ﬁlﬁo

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

MEET , F2E (AWS IAM Identity Center £ EIE®) PHIEH AWS IAM Identity Centers
2. 1£ IAM Identity Center # , i EBEFRERFEAE,

MFEMEA IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEFE ALK IAM Identity Center EAEEFE , FEEMAEIL IAM Identity Center A EREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8E,

EREFIEREMERE

1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

WEER , FS0 (AWS IAM Identity Center fEFEER) FHEILFAIE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FSB (AWS IAM Identity Center fEFEER) FHFIEEE,

BYYWEMAEREMERT IRV REE

B ZfEM JSON BURmEE=RRE MBI

1. BAAWS EEX#EH |, I https : //https://console.aws.amazon.com/iam/ BIEL IAM £ &
2. EEMNEEBERS , EIE Policies (BX).
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ERAEER

WM RIE R IEBE — & Policies (B) , B2 H R Welcome to Managed Policies (EUI A Z &I
%) Eﬁo igg Get Started (Ffﬁtﬁﬁﬁﬁ)o

3. HHEMIER,
4. HEBURWmET , B JSON EIE,
5. BWAT5 JSON BUEERXH :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

1,

"Resource": [

"

}

6. ig]%-lt_io

(® Note

124 Create policy (I HX).

CreateConnection",
DeleteConnection",
GetConnection",
ListConnections",
GetInstallationUrl",
GetIndividualAccessToken",
ListInstallationTargets",
StartOAuthHandshake",
UpdateConnectionInstallation",
UseConnection"

&R LARERF LD 4R BALER JSON fREEHIEEH, T , REETEENERBLIRERR T

BET—% , IAM BAEEREBE
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8. 1#EiF Create policy (B BUR) R FENFMBUK,
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RBERAEENSEES EERTEER , BENE-FRRFEFERELSN AWS ERE2 TN, MRS
HEREEEZE AWS KR , i CodeCommit , AT LS & EMAIREEEZIZEE, BEW
REBNSREE , AIXERVERRARTEREEER BN, EXNHBRED , ZHERTEREN
Bitbucket {717 /B M & & B RV E 4R

EAHF , SEERTHEE ERIER

« AWS CodePipeline : ZEELSBRH , B LAFEA Bitbucket EEFEEMAEERREILIEE,
« Amazon CodeGuru Reviewer : # TR |, &7 LL#& Bitbucket f#ZEEE CodeGuru Reviewer Y=
REEMNS T EE R,

ES]

« FRIRE

- TR REBRRER
- SR2. BYEE

« S8 3 AfFEHE CodeGuru Reviewer 2 37 B3

TORIRAF

FRIEZHl , B HE PSR, BHFEEERE AWS BENE=FREREFE , X AFFERS
FLEBEHHBRE, U, B REREH Bitbucket R FEEETERRRFERSH AWS R,

- {EFEH Bitbucket 1k F 23 — @ Bitbucket FH1FE,

o XE(BIFER Bitbucket B . E&FEH AWS EE A REESE | RAESEREFEA Bitbucket
BEAERE A,

STEB1: FEREESR

# 1] Bitbucket EZERERN S —ETERA README.md X , BEHFEEEESR,

1. B AZH Bitbucket #FEI1#EE Source (RKiR).
2. & README.md R IZZFEHEERMN Edit (REE). MEBRBENXE , IFHIETHIXE,
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This is a Bitbucket repository!
3. EE Commit (EX).

HE README .md BRNU AR FENRER.

SR2: BUEE
HEARS , SRR T HIEFEELEE

 {FFEZ Bitbucket fEFEEMBNERER < RIRFEER
- EFEEHEMN AWS CodeBuild 2 E P ER,

ERREEYEE

1. BIfE https://console.aws.amazon.com/codepipeline/ & A CodePipeline £ 5&,

2. 7E Welcome (2i0) . Getting started (AF9) M. & Pipelines (&) BH L , #E
Create pipeline (I EE&),

3. 1£ Step 1: Choose pipeline settings (P B% 1 : BRIZBEERE) MY Pipeline name (BEER®) + , &
A MyBitbucketPipeline,

4. 7f Service role (lRIEAE) F , iEIE New service role (FTIREAE),

® Note

MRSZRERABEEMN CodePipeline RIEA® , FRELCHK
codeconnections:UseConnection IAM FF a8 E LR A/ REBEEK., N
CodePipeline [RIE A BRI , FSB A CodePipeline R A EFIEFT I,

5. EEMRRKREERT , BFREHERME, EArfact store (RBERE) & |, $HEEAEEFMENMEDHH
B8 , ##F Default location (AERILE) , BN A AR mFME (HliniEEATEREMN Amazon
S3 K mRAFETRE).

(® Note

ETRERBNREREIE. EREENARTFRE. SEEEHFEERMER KmER
£ , fitn S3 EiFETRE,
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igj% Next (-F_i)o
6. 7E Step 2: Add source stage (B 2 : Fi8RIRMEER) B L |, FIERRFEEL

a. 1E Source provider (ZRIR{LFER]) & , 1#$F Bitbucket,

b. 7E Connection (E#R) KT , i#1E Connect to Bitbucket GE#EZE Bitbucket),

c. 7TE Connect to Bitbucket GE#RZE Bitbucket) EH A Connection name (EREB ) F , WAL
ERVHNEREE. LB BIIHEIERBERRILER,
1£ Bitbucket apps (Bitbucket BATRE) KT H , i##E Install a new app (REFHEAER).

d ETEAERIAZEE@L , ABFER AWS CodeStar FEARER EEEREFIEM Bitbucket IR
F. & Grant access (REETFHUE), REER2E , B EERZ Bitboucket LNREFE , &
AILURIBHS FEFEE AWS BIRE B,

e. FEENEETHZHEMNER ID, i##2 Complete connection (SERIERR). &Bi%IRE CodePipeline
EEE,

f. 1 Repository name (RFEE#) § , #1#F Bitbucket ERFENE .

g. 7 Branchname (7 %X%&#) % , BEERTFEN D X,

h. FRIACENERRENGEFERMEEEEE,

. HEEHARBIET , BETSEFS—IE : CodePipeline %,

« 1#$F CodePipeline 5% , ErBEB I £ A TEER zip 13X,
- BEXEEH  DOSHREEDPHMNREEFEEMEREN Git PEER. RE CodeBuild E1E
EIE,
&E-F_io

7. £ Add build stage (FTIBZZESER) F , MMBREMRER -

a.

£ Build provider (2 E L FEM) F , &2 AWS CodeBuild, /5 Region (EiF) B AEERE
o

BEBVER,
Tt Project name (EXEW) 7 , WAL EBEEZERZNERE,

£ Environment image (GRIBEME) # , 1#1F Managed image (ZEMK). &% Operating
system (YEZER#E) , ##E Ubuntu,
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e. ¥ Runtime (B1THFRA) , i##2 Standard (B2#), $H¥ME | iB1E aws/codebuild/
standard:5.0,

f.  ¥1 Service role (R A ) , i##2 New service role (FTIREAE),

g. 7E BuildSpec KT , &¥} Build specifications (ZE R 1%) 1#1Z Insert build commands (A Z&
BiT). 1EIE Switch to editor (VIR EIfRERS) , I #E T 5 AR ELE Build commands (& s
B)ET:

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
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10.

# - paths

i#12 Continue to CodePipeline (##& CodePipeline), JE&&[E CodePipeline X#&4& , &
VERENRERTEITHRERN CodeBuild EE, Eﬁgﬁﬁmﬁﬁiﬁﬁ@mmﬂ AWS PR FF
A, WSRAEEERDE

EE-F_Z’FO

£ Step 4: Add deploy stage (F B8 4 : ﬁiﬁﬁﬂﬁﬁﬁﬁi) BEL , i#f2 Skip deploy stage (BkiBZBE
BEER) , SREFEIRIEIE Skip (BkiB) REEZEEAS. BET -,

£ Step 5: Review (B8 5 : #B) £ , 1242 Create pipeline (BRI E&).
RUEUEER K EERSHEBHIT,

@ Source Succeeded
Pipeline execution ID: 561f7d94-d798-

Source @
Bitbucket

@ Succeeded - 2 days ago
7098464e

7098464e [4 Source: README.md edited online with Bitbucket

l | Disable transition

@ Build Succeeded

Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. BN EERER L | #1F Details (FFHEEM).

£ Execution details (Bi{TFFMIERA) KT , M4R CodeBuild ZE#H i, ELw S0 H
README.md iERRA , TR :
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This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51 Phase complete: PRE_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

[Container] 2020/06/05 19:14:51 Phase complete: BUILD State: SUCCEEDED
[Container] 2020/86/05 19:14:51 Phase context status code: Message:

[Container] 2020/06/05 19:14:51 Phase complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

S 3 AfEFEERE CodeGuru Reviewer 2 37 B35t

BUERE , AU RERARERIREPHFE AWS ER. a0, BastEHEEPH
CodePipeline 2R ENERE AR Bitbucket B4R , ¥ 7 CodeGuru Reviewer RE{T /7 BEE R %
o

1. % A CodeGuru Reviewer 24,

2. £ CodeGuru Reviewer KT , i#1ZAssociate repository (512 E 2R I B ),

BEERMEERNRE,

3. 1£ Select source provider (ZEURRIEMER) KT , i#IE Bitbucket,

4. TEE#RE Bitbucket (with AWS CodeConnections) T , BIEE AT EE I HER.

5. 1£ Repository location (EFEE) KT , i#1#% Bitbucket EEFEEMNETE , ARIRIE Associate (B
3 B3 ).

BA VBB ERENBEME., MEFMENR , 552 Amazon CodeGuru Reviewer (£ &5+
HYELR ZE Bitbucket ¥ Af#FEE CodeGuru Reviewer 2 37 B9 B,

{5 F B 4%

EREARKE AWS ERERINSEXBREENERE, SEERBIUUREE E RENER
AWS CodePipeline , LUE#EE| Bitbucket EE=AREFE, Hlm , EHALAE CodePipeline H#igE
R,UBEE=ZFEAGRFEZLEEABEENHEREE, SR AWS ERERECTENRE
tE&®EA | Hla0 GitHub Enterprise Server,
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® Note

¥ GitHub = GitHub Enterprise Server FEVAEME , &L %@ GitHub Organizations F%&
g GitHub B E=. GitHub Organization BRETHIERRERN 2 1 : 1 BE, —EER— X R&E
F—EEARN ; 78 , FANEGZEEREOHERNERER. UFEFHER , FSEAWS
CodeConnections H HYE#R a0 BB B AL A o

MREEREZVEFTLZHAMEFER (S0 GitHub Enterprise Server) HiERE , THRAGALELE
B, THREREBINER , ARKKRZEMERNFARSE. WFEFHER  FSREEHEH,

BYERE  GALUERATRATNRE K REREBAERRNEENSE=SHET—ERE  WAAHLEHN
RVEAREE M BN, MRECLRE BAEN , AIWEREER,

@ Note
ERERUM (KB ) ERAERAWS B, B4A -

1. REEFHRENERARER
2. BMAES

tEHFENEAERAXERN CKN) BETNER. ce8EF=HFHEHMAY L&k , X8
TEEXEHMEHERNEARARA M. EBRRILEBAEN , EREF=SRHFE
EAZESRBRILFENER , X BETERFRE K2 E AR REREETT,
BRIFECRHRARSE , RABRKFIERESREENER, BALESE , IRTERTFRABRBET
AREENFFENER,

BERBAZES  NMRVELXXKEFRENEAREN , F=77HER IR AT LUER R R
BRAMEHES , QtFREEFAZESRBERZEZERAER. WEFMES  F2

B R A [E 13

T ELENEEMMERR |, 5528 AWS CodeConnections APl 2%, N&EE AR Bitbucket
# CodePipeline RIRENMEFFMEF , 552B (AWS CodePipeline fEAEER) T/

CodestarConnectionSource,.

=B ERAT SN A R SEEB KR E SR AWS Identity and Access Management (IAM)
FHERAG , 52/ AWS CodeConnections FFA] 2%, #R#& CodePipeline IR A EKEIRRE ,
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AIREEEFHEHEF 2K L AWS CodeConnections, IME

EiEE) PHEHNRBAE,
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=
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GitHub H9E#R

GitHub Enterprise Server BV E#R
GitLab HY:E#R
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EE

il BR — fEE AR
BRERER

B ERFEET

B HAER AWS 1RF

BER

R

Ch

AUENEETIIE =S HEFEREAER

B, F2

B (AWS CodePipeline f#F

& EEEZE Bitbucket B , F2E "E I EZE Bitbucket FVIERR 1

EERIVEZE GitHub = GitHub Enterprise Cloud HJE4R |, 5820 TEiE

Z GitHub WEE, .

= EEHEZ GitHub Enterprise Server FER , BIEBUFHER , F2E "EILEZE GitHub

Enterprise Server BJE#E 1 o
EEZVIER GitLab WIEE , B8 EE

Z GitLab HELR.

= E3# 78 Azure DevOps HYERR , FFSRE LB Azure DevOps HYIE#R.

(® Note
®2024 7 A1 88K, A

2% &R ARN codeconnectionsd &y B HELE, EF
MEREFZFENERSEBERETEASD,
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https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html

REABTIEEEA EREES

#1378 Azure DevOps BYELF

ST LAMER AWS BEE#A 5 AWS Command Line Interface (AWS CLI) 3% 3 82 Azure DevOps
FEEZRFENER,

PGBl

« BB SHER Azure DevOps B3 IRFE,
- BHUADTE Azure DevOps AOMHIE EEBVEREM Azure REE. ENIRFAXAEEGRTFENER
EFEE,

(® Note

BRI LA B Azure DevOps fEFEHEMR, TXEBECRE (EEHLE ) Azure RIEEE
B | {530 Azure Cloud Hosting. 582*B AWS CodeConnections 3z B R & F RS,

(® Note
B AFHARELERZIRFHRENRHEE.

e
« ¥ 8 Azure DevOps BB ( £ A)
« B3I Azure DevOps (CLI) HYEAR

B8 Azure DevOps HVIESRR ( £ 5H)
BRI LAER £ A RE T E Azure DevOps B ELR,
(® Note

2024 7 A1 HBEE, TEASEER ARN codeconnectionsHEY 8 WEE, BEF
MEREFENERSEBERETEAST,
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R BMER

1.

i=

Y

1.

2.

BAAWS EEXRE |, W FRAWS B A BT EX#EEhttps://console.aws.amazon.com/
codesuite/settings/connections,

iE$E Settings > Connections (€ > E#R) , RRIERE Create connection (B E#R).

HEEIE Azure DevOps RFERER , FEEIUEMHET |, 1812 Azure DevOps. £
Connection name ((B#REH) KT , WMAZLERIIEREE, BIFEERZE Azure DevOps , AR
RBEETIR 2,

Create a connection i +

Select a provider

‘ Bitbucket ‘ ‘ GitHub ‘ ‘ GitHub Enterprise Server ‘

‘ GitLab ‘ ‘ GitLab self-managed ‘ ’ O Azure DevOps ‘

Create Azure DevOps connection info

Connection name

» Tags - optional

Connect to Azure DevOps

B® 2 : R ZE Azure DevOps

EEMRZE Azure DevOps SFREEME L , EERENERERE,

R Microsoft WEAEHETR , BEALHEAEREAN , RRBEFRE,

MRERBRE — RPN Azure DevOps HIER , BOREFEER T AWS EEEFHA,
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

FRABTIEXRA

ERAEER

S Microsoft

3. #IE Accept (#EX).

Permissions requested

QuickStart Application

This app may be risky. Only continue if you
trust this app. Learn more

This app would like to:

v Code (read)

v/ Maintain access to data you have given it access to

\v View your basic profile

j Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. The publisher has not provided links to
their terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

4. HEKEEL , SETRHRENER D,

5. BIEERNBRINER, EYNERSETNEEREED  BEERAUAREATHER.
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# 3 Azure DevOps (CLI) BYE#R

I&AILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR,

EEEEM , 55 A create-connection i85 .

/A Important

BIRFESR |, FEIB AWS CLI = ZE K ELE AWS CloudFormation EEF PENDING #REE, 7 Ed
CLI 5 HYE4E#% CloudFormation , 55 LA HFEER , FEHR AR AVAILABLE,

#3 B Azure DevOps HIE#R

1. BARURIR# (Linux, macOS = Unix) R SRR (Windows), £ AWS CLI 41T create-
connection@i ¥ , --connection-name &R HERIEE --provider-typefl . ELLEFIF |

E=FHHEEREBEA AzureDevOps , MIEEMEREZ A MyConnection,

aws codeconnections create-connection --provider-type AzureDevOps --connection-name
MyConnection

MREY , kB TEELELUTIIARMER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. FERFERAZRER. MFEFMEEA S

ol

ZREF T EER,

1 E % Bitbucket B)ELR

AT LAE R AWS BB A 5 AWS Command Line Interface (AWS CLI) 3R% 37 B2 bitbucket.org £
B REFENER,

BRI Bl

. IRNADEI Bitbucket IRF .
« BB BTE bitbucket.org EB VR IEHEE.

ERER 5



REABTIEEEA EREES

® Note

&1 LU 3T E E Bitbucket Cloud EFEMNER. TXEZHE Bitbucket HLIEREIER | 4l
Bitbucket @RS, 552E) AWS CodeConnections X BRI E FMRA

® Note

ERRETFRARELERZIRFEENRTE.
ERARENERER Bitbucket TEEF , BIFZE Administer workspace (BB IEE) 557,
BH , REZEARANBELTEETR.

ES]

’

Bitbucket BIELR (12 A)
Bitbucket HYE#R (CLI)

- BUEE
- BUEE

\

B E F Bitbucket FER (£ AH)

O LAER F12 A KB I Bitbucket BV ELR,

® Note

#2024 7 A1 BB, TEAEESEER ARN codeconnectionsP B HWiERE, BEF
MEREFZENE RSB ER REEERAT,

SR BYEE

1. BAAWS EEEEA , X1E B AWS & A BT EF#EAhttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. 1#1E Settings > Connections (FXE > E#R) , AREFE Create connection (EILEHR).

3. EERBVEZ Bitbucket EFEMELRR , BB Select a provider (IBEUHEIER) K T#ZE
Bitbucket, 7 Connection name (EREH) KT , WMABLERVIERERE. 1EIE Connect to
Bitbucket (E#RZE Bitbucket) , REREEEITLER 2,
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

S ER 2 : R Z Bitbucket

1. Connect to Bitbucket (4R Z Bitbucket) SR EEH L SE RGN EFEEE,

£ Bitbucket apps (Bitoucket BARER) KT , BEEAER R , 3i#EEZ Install a new app (R
HMERARER) UBURE,

(® Note

B 282 A3 {E Bitbucket THEERIRFZHE —RERER, MREE R Bitbucket FEAE
X, FEEXEARA YR EATNEE —EBS R,
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

2. WIREER Bitbucket WEAEH , FEALHNEEEAN , RRBFRELET,

3. EEAEANLTEERL , H—BIFEETR AWS CodeStar FERER E7£ EFEZEEH Bitbucket
RE,

£ 18 (F A B 2 Bitbucket T/EE |, 5548 Authorize for (1%8) B EEFATEE, ESEREE
EEFERENITEE,

i#1Z Grant access (ZEFZHE),

ERER 84
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. 1 Bitbucket apps (Bitbucket BAEX) F , SR ZEMNELR ID, #FEF Connect (E#R). B
NERERREEREEF,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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B IEZE Bitbucket BYE#RR (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEREMY , B create-connection iR,

/A Important

BIBFEER , 3F1B AWS CLI = B M ELR AWS CloudFormation B PENDING #REE, I E
CLI =% H9iE#E# CloudFormation , S5 H TR AREELR , FHEHK BARRE AVAILABLE,

3 E Z Bitbucket HYELR

1. FARURIm#E (Linux, macOS = Unix) Sas TS (Windows), £ AWS CLI #11T create-
connection@i ¥ , --connection-name &ZRHEMRIEE --provider-typefl . FELLEFIH |

F=ZFHMHEREEA Bitbucket , MIEEMNERE A MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , kT EELELUTIIARMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. HRAEEATKER. IHEFHRES  FBRENTEER.

B EZE GitHub FVIER
BATLAER AWS BB XA 5 AWS Command Line Interface (AWS CLI) 237 GitHub BE#R,

PRI Bl

- BYABEI GitHub 1RF,
- BUACBUE=FRABRFTE,
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ERAEER

WMEEIER , BL4AR GitHub BBHEEE., YRAEEBTHRETE , &

(@ Note
BE,
&
- BINEZ GitHub KIER (E2A)
o BILEZE GitHub AYE#R (CLI)

BILEE GitHub FIER (X 8H)

&I LAMEA A E U E GitHub #YERR.

® Note

VAR EERE

®2024 7 A1 8EE, i?%‘(:‘?%’(ﬂ':ﬁfﬁ ARN codeconnectionsf 28 HWiELE, BEF

WEREFENERSEERTREE

1. BAAWS EEEEA , W BB E A ST EEEAhttps:/console.aws.amazon.com/

codesuite/settings/connections,

2. I&#E Settings > Connections (FX7E > i

EAR) , AR1&IBIE Create connection (BILHELR).

3. EEEIVEZE GitHub = GitHub Enterprise Cloud fEZERELR , 557 Select a provider (ZHU
FERS) K T 122 GitHub, £ Connection name (E%ﬁ% B)ET K GASEEUNERER, #E

Connect to GitHub (E#RZE GitHub) , AREEE
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

GitLab GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

Connect to GitHub

BIEZE GitHub HYER

1. 7£ GitHub connection settings (GitHub E#RERE) 2 T , EHER B BEFE RN Connection name
(EHRER) b, BEERLED GitHub, RSB RENGEREM,
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aws o(’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. ERERME AWS GitHub =85, ERAEMEHR , WHER GitHub Apps (GitHub EAER) ML,
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REABTIEEEA EREES

Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild

projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. 7 GitHub Apps (GitHub ERAREX) KT , BEEBARNRE , IEFF Install a new app (L& FE
ARER) UBIRE,

® Note
B UATEEREHESNEERTZE —BEEARERX. MREE L2 AWS Connector
for GitHub EARER , FEECHIKIBIL SR,

4. TELREBEAR GitHub FIAWS Connector EE L | BIEELREERAEINIRE,
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adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note

BREEASE GitHub (RFZE —XEARN, NRZBAFERERAREN , ATLLEE
Configure (FXE) , BRI EEARXTENERER , RFLAUCLHA L —SiRAIREE

28,

5. HEZRE GitHub AWS EESFHME L , REFERE , RREEREK,

AR 57
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dWs

“--._...-:-"

Install AWS Connector for GitHub

Install on your organization .
for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

SERILSERE | ERTAET I B A e 2R E GitHub 1,
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6. WMRETHWEERETEAR GitHub ERERK AWS EZESCEHTA |, :51E#F Accept new
permissions (EZ ).

o bs

The app by is requesting updated
permissions

Read-only access 1o Metadata Mew request
Read and write access to Commit statuses Mew request

@ All repositories
10 all current and futur

O Only select repositories
Solect at least ono repositony

Developer note

Accept new permissions

The | app will retain its current permissions if you choose not 1o

7. f&£&iRE Connect to GitHub (E#ZE GitHub) HEH. #HZHEMELR ID SERE GitHub Apps
(GltHUb JEFH*E:T'K) l:Flo &EEI&?O

BRAR AR AT Y B AR

- BUNERSEREERBFED,

@) Connection githubc-connection created successfully

Developer Tools Connections
Connections Hosts.
Connections inf C | Create connection
Q 1 @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
gethub-connection GitHuly @ Available 2
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BIHEZE GitHub BYE#R (CLI)

IEAILAE A AWS Command Line Interface (AWS CLI) 37 GitHub BV E#R,

EEEREM , 55 create-connection i %,

/A Important

BIEFEER , 7FB AWS CLI = B W ELR AWS CloudFormation B PENDING #R&E, I H
CLI 2} #YE4R#% CloudFormation , S5 T AREEE , FHEHRK AAREE AVAILABLE,

BIEE GitHub RYIERR

1. BARBUE IR (Linux, macOS = Unix) s SR T (Windows). £/ AWS CLI 41T create-
connection@s % , --connection-name BAERMEMRIETE - -provider-typeMl . FELLEHIF |

E=HMUEEETEA GitHub , MIBEMERBEMEA MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , kR TEELELUTIIRNRMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. HERAEEATKER. IHEFHRES  FEREFNTEER.

B EZE GitHub Enterprise Server BYE4R

A AE AEARAG B AWS BEIREE=FREFEEILEB, S UER AWS EEF#EA 5 AWS
Command Line Interface (AWS CLI) 237 GitHub Enterprise Server B9iE#R,

EHR{E T ZEN GitHub Enterprise Server tIREFIiENRTE , ZIRFEERBELBETARKRE
GitHub EREXNZ %,

BRI Bl
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BMEABTEIRA R
« A BEHE—1@ GitHub Enterprise Server BI{TEE B EE —EREEE.

- #&ZFE A GitHub Enterprise Server #{TEBHNEES , FHEE T GitHub EABRXWET T HER |
MAEFFT R o

/A Important
&% GitHub Enterprise Server %X E X #ks , RS AEE L Webhook BHE R VPC i
2, MREBERME2020F 11 B 24 HzelBIU X8 , BEREMEH VPC PrivateLink Webhook i
B, B ERMBREM  RBETHEE,

@ Note
¥ GitHub Enterprise Server =% GitLab BEREEF AR , EFSEETANEE, BAHE
B EEEREFEM | BB SEEEONERRLPEa AERNER (VPCID, +#
3% IDs MZ£ 84 IDs), MEFHMEN , F2RIEEBN S REHERNERMERERTE,

e
- BIEZE GitHub Enterprise Server FIERR (X H)
« B3I EZE GitHub Enterprise Server BJE#R (CLI)

B EZE GitHub Enterprise Server HiE#R (£ 8H)

= EHE 1 GitHub Enterprise Server E#R , & A LUiRfE GitHub Enterprise Server K& EMNEF |, I
REME SN GitHub Enterprise BREEHE

(® Note

#2024 7 A1 BEK, TEAEESEEIR ARN codeconnectionsh B HWiEE, BEF
MEREFENERSEBERETEAST,

FE
« B GitHub Enterprise Server E# (£ A)
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MEAETEXES EREES

# GitHub Enterprise Server E#R (£#£A)

EEEEZ GitHub Enterprise Server BVE#R , FFERIF A MRS URL M GitHub Enterprise &

o

BiUFH

1.

EAAWS EEFEA , WE BB AWS % A BT EF#Ahttps://console.aws.amazon.com/
codesuite/settings/connections,

£ Hosts (EH#) R5|4ZEHE, P , i#IF Create host (I EH#).
£ Host name (E#ER) b , WALBEFANTIHER,
EEEURMED [ EETHHAP—IF

» GitHub Enterprise Server
- Gitlab BRE®E
EURLH , ARKRMEH CERREN RS

R BRI REF 2 E Amazon VPC REZER , MGEEE VPC E#R , 551E1F Use a VPC (£H
VPC), &8l , 55i## No VPC (& VPC),

MREREAHHITEREEE Amazon VPC &, H28E VPC E#R , 5511 Use a VPC (£ A

VPC) , ARE TR TEE,

a. EVPCIDIRT , EEEH VPCID, BB ELRESTEEMNERSEEZ VPC , EAE
iB VPN =} Direct Connect 7Bl {T{EEER VPC,

b. WMREEHREFNE VPC , EEKBTERBRERAFEAELERIRERBHT ILS BE B
£ TLS certificate (TLS R7¥) P ALK EFE ID, TLS RREEZEBENLE LR,

121 Create host (B £ #),
FHEMETEMERE  TEREEEEIREIMETE,

® Note
MRENTHEREIE VPC R , FLS 0 ER R RME TR TH

FEHFEHNEMEZE Pending (FE) RE , RRTARE. WHEFHEF , FBRRETEEH.
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@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-e8b08e 2c
[ouse | TN

MyHost-e8b08e2c

Host info

Haost name Product Endpaoint Setup status

MyHost GitHubEnterpriseServer https://test- @) Pending

dev/ 8

S ER 2 : #1I GitHub Enterprise Server B (X2 &

1. BAAWS EEFEA WHEBMAR W ABIEIEEANttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. JEIF Settings > Connections (FXE > E#R) , AR&IEFE Create connection (B EHR).

3. BEERBVEZFEZE GitHub Enterprise Server A ZERERR , 55&#F GitHub Enterprise
Server,

B ZE GitHub Enterprise Server

1. &F¥f Connection name (E#RE 1) , Bl NERNERE,
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Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

2. EURLH , WARKRSENIHE,

@ Note

MERMHH URL ELANAELFELE GitHub Enterprise Server , RFEAG IR RIGIRIZE LA
AZmHEINEMER ARN,

3. (EA) WREESMAREEEEE Amazon VPC & | BA8E VPC E#R , 5528 Use a VPC (f£H
VPC) , RESTHIU TR,

@ Note

¥ GitHub Enterprise Server = GitLab EREEHP VAR , EFSEETAHANEH, &
AEBTNESEERBIFNER  MABSEZRWARBLHRAEREER (VPC
ID, F#88% IDs MZ£FHH IDs), MEFHMES , FSRIEEBHN O LEHERNER
FERERTE,
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a.

£ VPCID KT , i#iB&H VPC ID, BB EZ S GitHub Enterprise Server #1T{EEE/H
EfEskE2 VPC , 2 A[%EB VPN = Direct Connect ZH GitHub Enterprise Server #1718
K VPC,

£ Subnet ID (F#88% ID) KT , B4 Add (¥718), BRI+ , BEEEANEHN TR
ID, &&ZWIEE 10 8 F#5%.

RIS LB EFER S GitHub Enterprise Server T AR B2 FHRK , A= AEIR VPN
= Direct Connect ZE 2 Z % GitHub Enterprise Server $11T{E 8 # F#E 5.

£ Security group IDs (228540 ID) KT , i#1# Add (#118), =Y , BELEARNIHY
ZEEH, BRZTLURE 10 BREEHE.

RIS LR IE R 2 GitHub Enterprise Server #I{TREBHNERR 2B E , AR UEB
VPN = Direct Connect FH 2 Z % GitHub Enterprise Server #11T{E B K Z & 84,

MREBEREFRE VPC , BE# GitHub Enterprise Server $I1T B EAFEHIIELERE
BREMEIT TLS B85 |, F51F TLS certificate (TLS BH) R#MALERE ID, TLS BREE
ZRBENLELE,

VPCID

Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional
If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.
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ERAEER

4. E#F Connect to GitHub Enterprise Server (B#8Z GitHub Enterprise Server), B HEREHE
& Pending (f57E) MEE, RRSMNALRUNARBEFARERBLIRER, THEBEFEA

URL,

5. i##E Update pending connection (B3 13EE4R).

@ Connection connection-ghes created successfully

Developer Tools Connections 5176 7Th0-0457-4463-

connection-ghes Edit
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. :

Learn more [

Connection settings
Name Status

connection-ghes @ Pending arncaws:codestar-connectionsus-west-

Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@) Pending

6. WMRHIEIRTR , B GitHub Enterprise & A EH L AR GitHub Enterprise R & Ao
7. 7E Create GitHub App (B3I GitHub FERER) EE L , AEAENRIEZRE,

Create GitHub App

GitHub App name

AWS

Create GitHub App for =
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8. 7 GitHub Z#EEHME L , ;& Authorize <app-name> (R <ERAERXZE>),

my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. HEAERAZKHEEL A ASETEEREAERACEMRIFETRER. MREEZEMER  Rigw
RRERTEGREFEERRKEAENER.

BELEZRERARANRBEERE, & Install (BE).

Install my-app1

O

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. BFEESERENRERER Available (FT ) AREE,

B EZE GitHub Enterprise Server KiE#R (CLI)

IEAILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

ERER o



REABTIEEEA EREES

EEEBEM , 5 5E A create-host B create-connection % o

/A Important

BIBFEER , 3F1B AWS CLI = B M ELR AWS CloudFormation B PENDING #REE, EE
CLI =% H9iE#E# CloudFormation , S5 H TR AMREELR , FHEHK BARRE AVAILABLE,

$ER 1. B3 HAM GitHub Enterprise Server B9 # (CLI)

1. BIRR IR (Linux, macOS = Unix) RS R (Windows). £H AWS CLI #1T create-hostdn
© , --provider-endpoint A& HEMRIEE --name, --provider-typefl . ELLEHIF |
EB=HHERBMEA GitHubEnterpriseServer , MixEA my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

MR, S SETELTHARBHEE Amazon Resource Name (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , THEEMN PENDING AREE,

0. BEATMATRIMET  LHIMEA Available R, NENMET  BSBEBELEE
.

SER2 EERAPREFEEEH

1. BAAWS EEFEA WHEBMMAR W AEIEIEEANttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. HERAEEATAEMRTE , UHEHES Available IRE, FEH REFTEER,

S ER 3 : 11 GitHub Enterprise Server #J5E# (CLI)

1. BARUKIR# (Linux, macOS = Unix) TR (Windows)., £/ AWS CLI 11T create-
connectionfis ¥y , --connection-name BEMERIEE --host-arnfl

5 FERR 102


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREER

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MER , K TEELRLTIRENELR ARN EfFfl.

{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
2. [FRATEAKREESTER. NEFAER 6 F2REHNFTEER.

SEB 4 EEXEABTHK GitHub Enterprise Server HJER

1. BAAWS EEIEA WHRBUR HNHAEAETIEIEANttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. ERAZEARRESREER , WHERBBHE Available R, MEFMET , F2REFF
TEE#R

'Iu

BIEZE GitLab HYELR
EALAER AWS BB 24 5 AWS Command Line Interface (AWS CLI) 3RE 31 2 gitlab.com E£5E
B2 TFENER,

@ Note

£ GitLab FERELHERZE , IRTERERMVBRBEEENER , BERATUEREZEE
AR URERET o

BtR <Al :

- BYUABTE GitLab BMIRF,

@ Note
ERRETENARELMREERZIRF
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® Note

BRI IE GitLab FEABREENACEIER , ARZERTIEEAF CodePipeline &
BERNRTFERIER. IREHETHNREE  ETFTEAREHERE.

£
EIGEE GitLab FERR (FEAR)
EBIHGEE Gitlab B9EER (CLI)

RYEE GitLab MBS (X E)

&R LAER 28 REIER.

® Note

#2024 7 A1 BB, TEAEESEEIR ARN codeconnectionsP B HWiELRE, BEF
MEREFZENE RSB ER R EETERAT,

SR BYEE

1. BAAWS EEFEE , RRE BRAWS B A B T B Ahttps://console.aws.amazon.com/
codesuite/settings/connections,

2. BERE  ARBEFER. EEEVER.

3. HFEEVEZE GitLab RTFEMNER , FEEZIALER K T## GitLab, 7£ Connection name (iE
REBERT , WMALERINERERE, BEERZE GitLab,
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. GitLab MEAREBTE , FREHNEREEA , REBEEEA
5, LWEREETRERER , EFISHRERREUFIEN GitLab IRFHFAR.

i#1Z Authorize (FRH),

5 A A% 105



MEABIEXEA EREES

Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. BERTROERFZAEE, MERSHRER GitLab ERE TREKREBF,
7. EEERE GitLab,

REMERR , SRTRIER, ERFAEFSEERRERHELETR,
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BIHEE GitLab #YE#RR (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEREMY , B create-connection iR,

/A Important

BIBFEER , 3F1B AWS CLI = B M ELR AWS CloudFormation B PENDING #REE, I E
CLI =% H9iE#E# CloudFormation , S5 H TR AREELR , FHEHK BARRE AVAILABLE,

BIEE GitLab KYELR

1. FARURIm#E (Linux, macOS = Unix) Sas TS (Windows), £ AWS CLI #11T create-
connection@i ¥ , --connection-name &ZRHEMRIEE --provider-typefl . FELLEFIH |

E=FHMUEEEEA Gitlab , MIBEMNERBZTEA MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

MREY , kT EELELUTIIARMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. HRAEEATKER. IHEFHRES  FBRENTEER.

BYEE GitLab B REBAVER
BRI LR GitLab BREBERERA GitLab R FIRE LELR,

BB AWS B XA 5 AWS Command Line Interface (AWS CLI) & GitLab BREEENE
R EHE,
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® Note

# GitLab BEREEFRELEREAEN , IRTERERMNNVBEBEEENESR | BRI
VAR BR %2 2% HE A 72 U BARERRT 7T

B GitLab BEREEER2E , FABRLARZERN IR  FERRTISR. NFEACTEME
BEIFTMTERENSE B2 BV FimE N TERE,

ERBLUREMER VPC REREEH, MFEFHERMIRE VPC AENFMEN , 258 (BH) &
RIRAE | EARAVHEER S Amazon VPC #HEE M st Y VPC HREHE1TRE B HE A7 FF'E’J VPC 5tiRf%
.

BtR <Al -

o a7 :Eﬁ'&& GitLab BIRF , Y HEE B REELREN GitLab MR GitLab B8R, MFFH
B , 2B https://docs.gitlab.com/ee/subscriptions/self_managed/.

® Note
ERREERNARELNBREERZES,

® Note

B LB TE GitLab P EEHEEARCNREERILER , AEERTLUEES
CodePipeline EEREEFEH. MERFHEPHNRETE K ETEEAHFEHES,

- BAEBEATIMENEEFTEL GitLab B AFEFA (PAT) : api. admin_mode, MFEFFH
B , 5528 https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html, &%EREE
BB MFEA PAT,

(® Note
B PAT ERARREEIH , TEUHMT XN EIHERER. EERETR , KTNEY
EREF PAT , RAREREEBERMER PAT,
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® Note
¥1 GitHub Enterprise Server = GitLab BEEREEBFRWER , EFr2EETHN T, £A4HE
BHPNESEEGEYIHOEIME K MBEKXAETENBERBEL P AMEBINER (VPCID, 74
B% IDs MZ 284 IDs), WEFMEN , B2REIEABN LR EHERIER FH-ERTE,

e
- EY GitLab HREERER (X2 AH)
- EVEZ Gitlab BREERER (CLI)

EY GitLlab BREENER (E28)

EXEZETHELSREVFHEES GitHub B REEAVER. $HEE VPC PRETHNEERS
H , B2 (BA) TREMA BRI Amazon VPC 5,

(® Note

2024 7 A1 HBEE, TEASEER ARN codeconnectionsHEY 8 WEE, BEF
MEREFENERSEBERETEASD,

® Note

BAEE GitLab BEREELZEETIHE AR LIEEEZTHN —ERNZE GitLab BERE
HER,

HR1 BUERNER

1. BAAWS EEXESE , RERE BHRAWS BHE A8 T B Shttps://console.aws.amazon.com/
codesuite/settings/connections.

£ Hosts () ZH5|4ZEE,+ |, i#IF Create host (I EH#).
£ Host name (EHEW) P, MACEEFEANIHEER,
EERRMES | EIZ GitLab BREHE,

FEURLH , I AREMER 2 ERERER SR,

o M 0D
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6. MBEHIMIREZE Amazon VPC REREN , MEBEE VPC & |, 5588 Use a VPC (£
VPC), &BI , %12 No VPC (& VPC),

7. (B ) URECHKEIMEEZT Amazon VPC |, B48EE VPC E#R , 55212 FH VPC , REX
B TR 1E,

® Note

¥ GitHub Enterprise Server = GitLab BREEHP AR , EFSEETANEH, &
AEABTHESEEGSELHTN I K mBAKSEZENBERBLPRAHBNER (VPC

ID, F#3E% IDs ML £F4H IDs), MFEFMEN , B2REIEEBN L EBEREIYER
MERERTE.

a. EVPCIDIET , BEEMN VPCID, FHVBELETHMERRE 2 VPC , REAEIR
VPN &} Direct Connect FEUE{T{EEEH VPC.

b. MREBCREFE VPC, EEKEHMBEREAIELEREREMEHNIT TLS BE , FE
TLS BE) AW AZKNER ID, TLS BREEZRBRENLEEER,

8. I#EJE Create host (B X #),
9. FMFHMEFEEETR , THRESHEIMEIMET,

® Note
MRENTHEREIE VPC R , FLS 0 ER R RME TR TH

FEHFEHNEMENZE Pending (FE) RE , RRTARE. WHEFHEF , FBRRETEEH.
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ERAEER

Developer Tools » Hosts

host-f7af82a

Host info

Host name

haost

am:
1:4¢

Host tags i+

Key

» dkhost-f7af82a

Product

GitLab self-managed

Endpoint

https://us-west-

Value
No results
There are no ||'--..:|" to aisplay

Add tag

Delete Edit Set up host

Setup status

@ Pending

Edit

FR2 REFRETH

1. BERTEIH,

2. MEERIRE host_name EH. HRHEATFEER AP , ERH GitLab PAT LA T #E/ NS BRI FF

A : api#l admin_mode,

(® Note

REEESRLUEYNER PAT,
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MEABIEXEA

Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. EHMAThEME K SHBEFHMFMAEFAER , YETEMRES Available (T A).

glhost-!

o | [cor | SR

Host info

Host name Product Setup status
iglhost GitLab self-managed & Available
Arn Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &
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HR 3 BMER

1. BAAWS EEIXEA , AR BB AWS B3 A & T E X2 &hitps://console.aws.amazon.com/
codesuite/settings/connections,

2. EERE A ARBERER. EREILER,

3. BEEVEZE GitLab REFEMNER , BEIEEURME T1#F GitLab BEEE, £ Connection
name (BB KT , WMALEEINEREE,

Developer Tools » Connections » Create connection

Create a connection .
Select a provider
Brtbucket GitHub GitHub Entérpride Sérver

Gitlab D Gitlab 's.l.'l-'--'l'l.::".l?:l.'d

Connection Settings

Connection name

4. TEURL A |, B AfRIBRESAY IR B

5 MREEHKMFREFMEIZE Amazon VPC # , 1882 VPC E#R , 58121% Use a VPC (A VPC) ,
RETHUATEE,

a. EVPCIDIET , BEBEMW VPCID, FHSVEELHETHMWERRE 2 VPC , 2 AER
VPN = Direct Connect FELE#H VPC,

b. £ Subnet ID (F#88& ID) KT , &2 Add (¥18), EHuT , BELEAN TN FEEK
ID, BExZAiEE 10 B FH5%,
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MEAETEXES EREES

B

AERVRELTETHNERR B FHAMK , R TEIB VPN 5 Direct Connect FEE R E
B TR

c. 7 Security group IDs (Z£ 84 ID) KT , i#1E Add (37118). =P , BEFELEARETHEN
ZEHFE. BRZULLERE 10 BL281E,

ARVERETZETHNERR LT3 E , R TEIB VPN 5 Direct Connect FEIE £ &%
FHMNEZ2EE,

d WMREBEHREFME VPC, BEEBEIHEBEAFEAFLAEREREMERIT TLS BB , FE
TLS &) qﬂﬁ)\"‘ﬁ’]ﬁf’é ID, TLS BRREEZERENLELE,

BIFELR GitLab HREE. BEYMNEREET Pending (FE) R, RRSFALRMNMRRE
EAREREYIHER. THEBEMEM URL,

i#1Z Update pending connection (B 3713 EE4R).
GitLab WEAHEERE , FAENEBEZIA , REREEEA,
HREETEERER , ET 8B RERRRUFIEN GitLab IRFHAR

i#1Z Authorize (1Z#),

. AEREEOERTEAHEE, MERSHRAER GitLab ERETHERBET,
. BEER GitLab BREE,

BIEMERER , SETEIERE, ERFHETNEREERRERE LET.

EZ GitLab B REEHELR (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) & GitLab BREBE T T EAELR,

EEEBEM , 55 create-host B create-connection #p

DA
To

/A Important

RIBFESR | BB AWS CLI = B HYES AWS CloudFormation BE/A PENDING fR&E, 3 Ed
CLI = #YE#R % CloudFormation , S5 T AREBELE , FER AR AVAILABLE,
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HER1: B GitLab BREEET F# (CLI)

1. BIRR IR (Linux, macOS = Unix) s SRR (Windows). £ AWS CLI #1T create-hostan
%, --provider-endpoint A& HELRIEE --name, --provider-typefl . ELLEHIF ,
E=HHERBEA GitLabSelfManaged , MimEA my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

WRAY , K SEEREL T SIAEH EH Amazon Resource Name (ARN) E#l.

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SERIELEEBRE , THMEEN PENDING AREE,
2. FAFEATREMERTE YR TIHIESEHES Available REE,

TR EERAPRESEETH

1. BAAWS EEEEA WHARBMRN R A ST EFEEEhttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. HERAEEATAEMRE , UK EHES Available iRiE, FSH REFEER,

HER 3 : A GitLab BEREEEMIER (CLI)

1. BIRR IR (Linux, macOS = Unix) s SRR (Windows). £ AWS CLI #T create-
connectionfis % , --connection-name BB EZRIETE --host-arn# .

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MER , K SEELRLTIRENER ARN EfFfl.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
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REABTIEEEA EREES

}
2. ETISTRERATEERBESERER,

SR 4: EEBRAPTHK GitLab B RERAVER

1. BAAWS EEIEA WHRBMAUR HHAEAETIEIEANttps:/console.aws.amazon.com/
codesuite/settings/connections,

2. FRAXEERBDESERIER , LHEERBEHE Available ME. WFEFHMENR , FSEEHNS
EERo

B EER

RIFFERR , FEIB AWS Command Line Interface (AWS CLI) 5 23 #iE# AWS CloudFormation &R
PENDING #R&E, 23 EE AWS CLI 5 BE#R % CloudFormation , & TR AFIMER , FERA
ARAE AVAILABLE,

@ Note
BYAERATEEENSTEERR, SEEER AWS CLIEHFEER.

B-REAERE/MERMEEFT=—SHEER A SLAFEHEEREBBNLZERTHEE=F#
FEREHY OAuth 12,

BRILERRAZARTEZRARTRFEER.

SEARERR

-

BRI A B AWS FAZ A B T B X Ahttps://console.aws.amazon.com/codesuite/settings/
connections,

i#1Z Settings > Connections (FXE > E#R).

N

E2 AWS 2RV iR S HEBEBAY AR A ER S BEMEE TR,
3. 7 Name (BW) F , BEREEEHMNFEERERE,

BEER Pending (15€) MREEMIERE , @A Update a pending connection (E#F1FEEHR)o
4. JiEZ Update pending connection (B EELE)o
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REABTIEEEA EREES

5. 7 Connect to Bitbucket (E#RZ Bitbucket) EHH Connection name (EMRB ) F , FFERN
£,

£ Bitbucket apps (Bitbucket BRAER) KT , BEEAERRE | Fi#EE Install a new app (B
HERARER) UEBILRHE,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

6. HEEARIATEEML , ASE R AWS CodeStar FEFARER [F1£ E R EEZE I EH Bitbucket 1R,
i#1Z Grant access (ZEFZHE),
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

7. FEENEETHZHEMIER ID, #IE Complete connection (5EBIEHR)o

Bl HHiE AR

B L ERRAEAS T EFEAE AWS Command Line Interface (AWS CLI) F# list-connections @5
TRBIARS PHERBE,

PIHER (E#8)
B HHiE AR

1. BARKHIR https://console.aws.amazon.com/codesuite/settings/connections KA S T EF#&

L

Ho
2. i##E Settings > Connections (&€ > E4E)o
3. BREEMRNERE. MREM ARN,
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REABTIEEEA EREES

B 4R (CLI)

AT LAEA AWS CLI JIHEE = AR BRTENER. HHEIREREBRBNER (HINES
GitHub Enteprise Server FYIE#R) , & HEXEI/MEE =4 ARN,

EEEBEM , 55 list-connections B H .
5l HIiEAR

- BB IRH (Linux, macOS = Unix) R H IR ARF T (Windows) , REEH AWS CLI #1Tlist-
connectionsfs o

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

i cEER TH®HE,
{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
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il B — 1B 2 %

B L ERRAEAES T EFEAE AWS Command Line Interface (AWS CLI) F# delete-connection
T R M BRIEAR

F&E

- MERELR (FEB)

- MHERELR (CLI)

MERER (E25)
il BRI A%

1. BRI https://console.aws.amazon.com/codesuite/settings/connections HIFAE A BT E X%

AN

Ho
2. iZ#E Settings > Connections (X > E4F)o
3. 7 Connection name (E#REW) H , BELERBRBERER.
4. EE MR,
5. TEWMNAFEA delete LAFESE |, REBIZIZE Delete (MIBR).

/A Important
S EEREREER,

il BR3E 4R (CLI)

I&TILAE A AWS Command Line Interface (AWS CLI) 3l BRE LR

EEEBEM , 55 A delete-connection B

/A Important

BT o2E , REMRER. TSETEREFE AR, BB IIELR , 82 Amazon
Resource Name (ARN) K EFASEEE M,
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i Bk R

BRI (Linux, macOS = Unix) i HRTR (Windows). A AWS CLI #1T delete-
connectionfip T , 3EE L EMIBR 2 ERA ARN,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

s A EEEEMER,

BRRERER

BREEW AWS Eikie AWS BRHN BT BEERER. S AWS EREMEIS :

- Z%&E (HlW , CostCenter, Environment = Project), EHEBEED K NE,

- —EEAZERE (HIWW, 111122223333, Production EBXBZRE) FEZAMN. PHREREER
LtERRERAZTH, BEREMEE , EREGES XNERE,

ELERARER.

BRI EAERAD CLI URREIR.

& LATE AWS CodeConnections FZFE T HIERER -
- EiR

. EH

BESRREBECLEFGTFRAN AWS CLI EEHE B RTRA, NEFMET , F28E "AWS
Command Line Interface fEA &1 FM %% AWS CLl,

BRTYERAEEREL. ABNERERZA , BER LA AWS Identity and Access Management
(IAM) BUER = E’\J%ﬁiﬁ’rﬁﬂﬂ?’“ﬁ%ﬂﬁE—IJ—Xﬁ#ﬁﬁﬁjﬁEﬁiZEﬁlo MEUEBRAERNFEUBEKEGS |, 552
Be {5 F A B IR $1¥ AWS CodeConnections & REFE.

ES -]
- BRER (FEAR)
- ZE5EIR (CLI)

ERER oY


https://docs.aws.amazon.com/cli/latest/userguide/installing.html

REABTIEEEA EREES

BiER (E28)

FANEAERAREE, EHFABRERDRNEE.
e

. BEERFRTERER (T28)

. RIDBRDRNER (T124)

. EEERDRNER (T124)
. BRERDRNER (T24)

HEBRNEEERER (F28)

LU ERAERERERTEIRETERI IR,

® Note

BEinhLERHER (Hl0 GitHub Enterprise Server) B E4E , MERFKth BEET 7 F#
BRE , EYHENEBER SN EEEE. NRELEKEBEERANIMER , EVELED B
BREH, NREEEEEEMER M BFERAEERANSE,

RERNERR

1. BAXEA, REBHKTP , #IEF Settings (FRE).
£ Settings (FXE) KT , &2 Connections (iE#R). £ Connections (E#R) &5 %K.
BELZFEENER. BESERERREER,

£ Connection tags (ERER) KT , 1#I1F Edit (R#E). FEEIR R Edit Connection tags ({REEE
RER) EHE.

5. %&£ Key (%5|#) fValueValue ({B) i+ , EREFEN S EZBEFWASB/YE, (Value (B) #B5B
B, ) Bla | £ Key (3RBI8) F# A Project, £ Value ({8) H# A ProjectA,

> WD
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
2y » your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (EH)EIF Addtag (FTIEER) , MBEZ , ARBAETZER,
7. BRERX, EESIEERREZT,

REHNERR

1. BAXEA, REBEEET , B Settings (FRE).

£ Settings (FXE) KT , i&$E Connections (E#). #Z Hosts (E#) R5|EZH.
BELEREBENIH, BINSERIHRERE.

£ Host tags(EHER) KT , #1ZF Edit (fF#8). FEEIE R T Host tags (EHER) HE,

£ Key (%5|#) MValueValue (fB) @+ , EREFTENREEB P ASIRY ., (Value (B) 85
#A, ) Hlin | £ Key (R5|8) #E A Project, 7£ Value ({B) F#iA ProjectA,

Edit Host tags

o & w0 DN

Host tags
Actag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage anc
ecure your resources or to help track costs.
Key Value - optional
Remove tag
Add tag

6. (M) EEF Add tag (MEER) , MEES K RARATHRBAESER,
7. BRERX, BRIEEIHREZT.
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BRERERNRR (X£8)

BRLMERERERRRATERNER.
BRIBERNER

1. BAEXEE., REEEKD , 1B1F Settings (RE).

2. 1£ Settings () KT , i## Connections (IE#R). 1### Connections ((E#R) &5 EH,
3. EELEMENER. RISHERERREEM.

4. 1£ Connection tags ((E#RZEE) KT , B Key (R5|48) M Value ({B) M T 5 1 EFER.

B EHNER

1. BAXEA. REBEEKF , BIEF Settings (FRTE).

2. 1£ Settings (RXE) KT , i##8 Connections (IZ#R). 212 Hosts (X #) R5|ER.
3. EELERENEH,

4. 1f Host tags (E#E®R) KT , MR Key (EBI8) M Value (fB) BT HFH ETHER,

mEBERERNER (X£8)
R LMER TR A RIFECHIE I ERERNER.
mEERNER

1. BAXEAR., REBERKSP , BIZ Settings (RE).

2. 1E Settings (FRE) KT , i##2 Connections (i£#%). i### Connections (E#}) &5 %,

3. EELEREMNER. BOSHERERREREM,

4. 1£ Connection tags (B ER) KT , &2 Edit (#&#8). FEEIEEE T~ Connection tags (B{FER)
EHE.

5. 7& Key (£®) M Value (INfE) ¥ , REZEMBEMLE. B0, % Project R5|E |, £
Value ({B) ##% ProjectA % ProjectB,

6. BEERX,

mEEEHVRER

1. BAERAE, REBEEHEF , 1BE Settings (FRE).
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2. 1 Settings (RE) KT , 122 Connections (E#). £ Hosts (X #) R5|EH,
BELEFENIH, BEESEREIRREEER,
£ Host tags(EHZRR) KT , #ZF Edit (fR¥8). FEEIS R T Host tags (EHER) HE.

£ Key (£88) # Value (INE) # , REEZEEHSEMNNE, Hl10 , &¥ Project R5|8# |, £
Value (f) ## ProjectA #5 ProjectB,

6. BERER.

o &~

BREKERNER (X#£8)
BRUERETRETBKREREFRNER, EARBHNERBRERE  SERRELER,
BERERER

1. BAEEAR. REBEERKD , EIE Settings (RE).

2. 1f Settings (FXE) KT , i### Connections (i£#%). i### Connections (E#}) &5 %,

3. ERLERFENER. BIgSETERREEH,

4. 1£ Connection tags (B ER) KT , &2 Edit (#8#8). FEEIE R Connection tags (EFER)
EH,

EZRERBRAOSBANENSEZEEEE | 1B1F BRESK (Remove tag).

6. EERER.

o

BREHHNER

1. BAXEAR. REEEKT , BIEF Settings (FRE).

2. 1f Settings (RXE) KT , i##8 Connections (IE#R). 21 Hosts (X #) R5|EZER.

3. EELERENIH, BOSERIMREEH,

4. 7 Hosttags(EHER) KT , iB1Z Edit (#mi8). PFEENSEER Host tags (EMEZR) HMH.
5. EZLERMBRNSBANENSEESRERSE , EIE BBRER (Remove tag).

6. EERR.

EEEIR (CLI)

BT LAER CLI iR, #iiE, EFIBREKERNERRE,
ES-
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- BEBRFEEERER (CLI)

- BRERERNER (CL)

- REERERNER (CLI)

- BREJ[EFENER (CL)

R EET B ZERE IR (CLI)
&I LAEA AWS CLI RAZFCER PR E IR

ERIHEET TS, B1T tag-resource th s , BB EFIBZEBAEIRIEE Amazon Resource Name
(ARN) , AR 84858 2 ZMAN RS BMNBE, B LIFE —EU ENER,
BEGIIEER

1. AEBHNERIE ARN, £ 5 HiEE BRI list-connections 7 REVGELR ARN,

2. TERIFEH DS EFIT tag-resource

filgn , FATIHGRSRELCEEMEERBRNER , —EBEA Project WERBEERES
Project , AR —{& A ReadOnly WEBEBEBES true.

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

ERY , kB TFEEEEMARE,

ATHITIEER
1. RENERIE ARN, A 5l HE# PRETH list-hosts T HREVE EH ARN,
2. HERIFMHGDF L#IT tag-resource TS,

Blgn  FRATIHGSRECEEREEBENEIE | —ERE Project WERBEEBRES
ProjectA , AR —{8#& B IscontainerBased WERBHEZRES true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

5 A A% 126



MEAETEXES EREES

BRI, kT FEERETAR.

BILERERVES (CLI)

R

/CN

A LAEA AWS CLI iR ERERN AWS FH. ERMEER K BOAEEZH, A list-tags-

for-resource M TMIACHIE T EER T HNER,

BRERNER

1. REMNERIUS ARN, £/ 5 HELR PRETH list-connections i 2REVSELR ARN,
2. ERIFEHRGS Y LT list-tags-for-resource i, Hl , FATH SRR EFNERZE S
BNEREBSE.,
aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf
EfmTEEREEREEHNER., ERSEMSETIHERERNVMEZRSIBEE.
{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
.
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
BEIRNER
1. BEWERIE ARN, £/ 7| H F# REERE list-hosts an S REVS 4 ARN,
2. TERIFEBH BT LHIT list-tags-for-resource . Hl , FATHHSRBRERNER RS

BNERERE.
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aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

EEmTEENEERABMNER. BB Y ETRECNMERSIRER,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

fmEERERNEZESR (CLI)
BT LAER AWS CLI fREBERMER, Bu S8 FRARSIBNESFIGHMESIE,

FERHEE BT , #1T tag-resource 5 , EELEEMEBNEIR ARN , T IEEEEHHNERR
SIEFNERE,

MERRE K AUAEENERRCIEHSRE , AAEENRIEHER , ESUMEERH. £H
edit B HTEH RS REXE R —HHNREE,

W ERVRR

1. RENERIYE ARN, £/ 5 HER PRETH list-connections 5 H REVFELR ARN,
2. ERIFEMEHGS Y LT tag-resource .

EEMEEH|F , R5IE Project WEBIEEEE A ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB
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ERY , L STEEETAAS. EERFBEEREBBNWESR , FHT list-tags-for-resource

o
mIEEHNER

1. AEBHERIE ARN, £/ 5IHE# hRERH list-hosts 5 RIS EMH ARN,
2. TERIFEH S EFIT tag-resource

EEEE ST |, 3R51# Project WEEEZEE A ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

ERY , LG STEEETAAS. EERFHEIMBBRBNESR , FH1T list-tags-for-resource

ALA
Al T o

BRERERER (CLI)

AT SISR , £/ RRER AWS CLI HBBRER., EAREMNERBRERE  SehRELE
.

® Note

MREMRERER , AISEMRNERTFBRAIEERER. MRERERH , EFFE

ER IR SS , T untag-resource T , IEELEBREBENEIR ARN , MEEBERNEBRN
EBSR, Hln , EEEEGERE Project M Readonly WEHFR L BRZEER , BEATHMm

A
T o

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --tag-
keys Project ReadOnly

ERY , LG STEEETMAAS. EERFBHEEEHBHVESR , 51T list-tags-for-resource T,
WEBETIEEREEBR,
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{
"Tags": []
}
AR EARFF A E A

B LAEARAEABS I EXEASH AWS Command Line Interface (AWS CLI) A #Y get-connection @3
SHRBRBEZWFHET ., EEMEH AWS CLI, BHBACLRERHRAN AWS CLI EEHEZHH
MRAS, MEFMER , 5F52E (AWS Command Line Interface £ &) %% AWS CLI,

BIRER (E28)

1. BARKAIR https://console.aws.amazon.com/codesuite/settings/connections KA S T EF

=
2. I#JE Settings > Connections (FXE > E#R)o
3. EELEMANERZENIRTE , REBBIE View details (IRFFHER).
4. FERIEETERNTIER

- EIRER,

- ERHEERER,
- VPN E#RAREE,

- E# ARN,

- MREHFIHHRER MR (4§20 GitHub Enterprise Server) B3 /Y |, A€ FR B2 8 45 46 B Bt
B EHE A

- MREHFIHHRER MR (6120 GitHub Enterprise Server) B3 # | RSB REELFH 4
FEERB Y IR B E

5 MRERER Pending (F7E) & , EESTHERR , 551E1F Update pending connection (E#F
EER), WEFMES  B2REHNSTEER.

R AREAR (CLI)
R IFH R TS 5 E#1T get-connection @, HlN , FATHHTSRBRES

arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f ARN E 2B FFMENA.
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREER

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

MR, e S EEEERFEER,

Bitbucket B #R Y & H & 41 -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

}
}
GitHub E 4R Y & H &5 451
{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub Enterprise Server E 4R & H &5 4] -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",

ERER ey
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"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
}

B2 HAER AWS 1RF

&R LAER BIRA A AWS RAM 5 — 18 AWS 1k F BB RIRF L ARAEER, BALEHAE

REESHH S = H RFEREE AWS B FIVEREE R |, 620 CodePipeline H# -

/A Important
codestar-connections BERAXEEHRHEA, BEEXE codeconnections &R,

R <Al -

- BYUACEME WERAWS 1RFE.
- BUERBAERAM.

- BURERELEN. EFHEER , F2RAXEERAHNFTT,

%II
3

® Note

HRARER , RTREEET  LLARABBEEENRTEREE. LEARANIKRSE
FEREENFTT,

ES-]

- WMAHAER (E#A
o MR AELR (CLI
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HRAER (a8

IERLAMER A REBILHMERER,
1. BAAWS EEFEA

HEEZAN "THERAHR, - "HAER, EELE, AWSRAMEE "TBUERAA. .

2. HR AWS RAM ERLAFEREE AWS BEF , FREZAALANTHFEPREEE
B AWS Effl. BEEVES2HERNERRLA  B4FK AWS BEFRERSXBERT (HEE
mAEER )

NELARLGERNFEES  FE2RAARSERESHERN LLE,
3. HEVEHELNERET WABRAZENERE. £ERT , BEEAGER.

= Resource Access Manager » Shared by me: Resource shares » Create resource share

------
Grant access to principals Name
Provide a descriptive name for the resource share.

Step 4

) [ Add resource share name ]
Review and create

Resources - optional

Choose the resources to add to the resource share

[ Select resource type 'y ]

[Q code X ]
[ Code Connections
N B No resources to display
CodeBuild Projects
Code Connections Select a resource type filter
CodeBuild Report Groups

Selected resources (0)

[ Q, Filter by text ]

Resource ID Resource type

No resources selected

4. EEENERER , YREREERELANETA
5. EEEV.

HRER (CLI)

& AT LAE A AWS Command Line Interface (AWS CLI) EBEIRE AR AMELR | YREEHEER
B ERZ A MER

EBEERM , A M create-resource-sharefl accept-resource-share-invitation @+

AWS RAM,
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

MEAETEXES EREES

HRIER

1. ERASHAERNIKRFEA.

2. BARUKIEH (Linux, macOS T Unix) i H 1T (Windows). £/ AWS CLI 11T create-
resource-sharei &3 , --principalsBEHER X AIEE --name, --resource-
arns . ELLEHIF , EWE , my-shared-resource RIS ENMERBZBMURER ARN
MyConnection™, £ Hprincipals , REHEEX AN B WHIRFRIRS,

aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account

MREY , ki STEERELUTIIARMNER ARN .

"resourceShare": {

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",

"name": "MyNewResourceShare",

"owningAccountId": "111111111111",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": 1634586271.302,

"lastUpdatedTime": 1634586271.302

}

3. —.I-J’)\%X/\FHEIJ -k ZZDT ﬂEI*EEr_EFni

BRIE WIS EE B A iR S A ERH A

HRBAMBAEZN BENIRS | BARTE Organizations FEUAERLR , THEF2ZAN,

1. ERZBREEEFN B RBIRFEE A,

2. BB (Linux, macOS = Unix) HanH 1T (Windows). fF AWS CLI #11T get-resource-
share-invitations@ o

aws ram get-resource-share-invitations

BT —ESBNEREZEFHE ARN,
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3. #1T accept-resource-share-invitationis & , ¥§7 --resource-share-invitation-arno

aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN

MRS, K SEEE T 5@,

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",
"resourceShareName": "MyResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-

share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",
"senderAccountId": "111111111111",
"receiverAccountId": '"222222222222",
"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",
"status": "ACCEPTED"

BRHLAER (E82E)
B LAER EEARRRLRERER.
1. BAAWS EEFEA,

£ AWS RAM X268 RREARAA HREREHE,

2. HRAWS RAM ERLAFERKE AWS BEF , FREZAALANTHRFEPREEE
B AWS Effl. EEERE2HERNERRLA  B4FK AWS BEHRERSXBERE (HEE
mAEER )

MELARLBERNFEEN , B
3. HHBBEHAMNER , TIHEATHRER :

m
%
&5
has
38
Bl
g
A
S
hii
s
5
A
S
&
=
th

- BIR ID- &R ID, BEFEHRW ID UFERFNAERRSIER , URERERBEES
FOR= P

- EREE - ERNVEE,
- EXARBH - BREXAANBEH,
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

BMRABTATEA A% ER
- BRAA - 22 EFNERLAHE., EEETERARANBE , HEERK.
- TR - I FRERNTIRBE, EREURBETA.

AR L &R (CLI)

ZALAMER AWS CLI REE A S B A H ANELR,
EEEREM , 3B A get-resource-shares &,

AR AER

B RS IR (Linux, macOS = Unix) a1 (Windows). A AWS CLI 11T get-resource-
sharesii &

aws ram get-resource-shares

BHEENSIRFHNERRZRE,

f5E F =44

EFEEVEFTLZENMESER (40 GitHub Enterprise Server) WiE# , SBAFEH AWS BEE A
By —AX#, THELEINER , ARKRTREHESNERS R, ARCFEAREIHREER, W
EHBER  FSBREHER.

i, BULNAERELTH  BHEFNE=FEAEAEEMERRENER R, AREAHRERS
BHEV—EX#  AREAEEIHEVEEZHEFREENAMAEER,

FRTRARBEYEEREAMEFER (HII0 GitHub Enterprise Server) HERR | TEASBEE
MEHEIR,

e

- BauEH

- REGETH

o HIHFH

- fmEEEH

e
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- BRERFAET

B

BATLAER AWS BEE X2 A 5 AWS Command Line Interface (AWS CLI) 2R%E 37 B %2 8¢ 75 LR 5%
LT E=AEXNBREFENER, Fl0, BATEEE Amazon EC2 #1TEEE 4% GitHub Enterprise
Server B EBBIITHIT, BEIEZ GitHub Enterprise Server WiBR 28] , EABRY ANZEZFNE
B

NEREREARHEYFIRTERENSS  F2H B EREEN TERE.

BtR <Al :

- (BR) MREFEA VPC BYIH  BXAXRUFEBRIERLEER (VPC).
« BRARENFHITER , BNMRITHEE VPC &R , ALK EMREE VPC F,

(® Note
#{E VPC — X R aEsd — B E AR BB

B LLGEEM MR VPC REREEH, NFEETHERMIKE VPC HENFMEN , F2H (ER) &
RIS BRI Amazon VPC #HRE M SHH FHAY VPC BREETRE TR PR VPC FoiRK
o

EEFRAFEABET FTHMEESR GitHub Enterprise Server WiE#R , 5528 217 GitHub Enterprise
Server B (X2 H). TRASALEL—BEEK,

HEERATREEVIHEES GitHub BREENER
FREE/BEN R,

3
¢

B BEVEE Gitlab BREEER,

(GBA) SRGH  ERHEEER Amazon VPC 48

MR BB O EERELR |, &R ARIBAE,
MRBEHEHIKETE VPC FZE , FBREEL VPC ERBREBEET,
VPC ER

R LUEE MR VPC BY E#, UTRE—M VPC EXR , EREURRERREFRERN VPC,
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- FBAILUEBNBENIE FHEEEENLE VPC, MRLEZHERAN CIDR BN FHEK , &0 LAFEHA
AWS tRF HFERR VPC,

- MRBEREFE VPC , BB GitHub Enterprise Server | {TEEREAERIIELE BREFEM
BT TLS Bt , IFEERLN ETHERREM TLS BRE.
- EREIUTHE  FAREE T Webhook B VPC in B (PrivateLink). MMFEFHMER , FSEAWS
CodeConnections /T VPC i % (AWS PrivateLink).
- ZEFAMARE
- IREVHBEANRSBETEGANSELAA , SLAFFRERN T EEREZH GitHub
Enterprise Server #{T1E &
- H#ZZF GitHub Enterprise Server H{TEE (TREMBREN —I2) NLRLFEFTERERITEL
MR N EETEANE HAER,
- VPC FHBXANREZESTNTETRAEE,. TRAERERTENMLE  BEGTA RSN ER
B, SEFHELEAZLURE—TAEREA , TEEHZEES,

MFEM VPC MR FMHER , 528 (Amazon VPC EAEERM) FH IPv4 B VPC 74
BRREHE,

EREMERERME VPC B
ET—@ASRTPHERELIRERE  EFERHATIEE

« VPC ID : Z# GitHub Enterprise Server #1172 H @Ak < VPC ID , 5 A[i%Ei® VPN = Direct
Connect FERE £ £ GitHub Enterprise Server 11T{EEEH VPC,

o T#3B% ID = ID : & GitHub Enterprise Server #1T{EBE A R IRET < F#E% ID , HAEIB VPN =
Direct Connect FELE Z 2 GitHub Enterprise Server #{T{E &M B

- ZEBASEE . 28 GitHub Enterprise Server #1T{E M @RI < 2 £ , &R VPN 5
Direct Connect FELE Z 2 GitHub Enterprise Server #{TEEHN Z £ EH,

- UnE  EfREFENRAKRSRRS  BERTT @SR,

WESDE VPC EMERFHIEMEANFMES , BSE "SHHTHH VPC HABETEREHE
EJ o

HAER

EXHEVREFD , €RKRE AWS CodeConnections B FRER , LUEiE VPC EiE, EaE
AWS CodeConnections # {t T #EHERMAK AT , URZE T HIEIR Webhook #EHEREIE

EREH 138


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

REABTIEEEA EREES

ZEMRM VPC im B PrivateLink, EERVELHERER , BREEVIHFIFEANBBGEETIIFT
1

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

MBS VPC REF AR EMIE AR/ TR B RO TR
BERR L o

A, F2E TEH M VPC HAREHEITREEE

WEE Webhook VPC im B HIGEMERA |
PrivateLink)J o

i

- BEFETIM (XEA)

- BEMRENEH (CLI

828 "AWS CodeConnections M HE VPC i3 (AWS

RERETTH (FEE)

$H¥ L 5 E 4R (30 GitHub Enterprise Server = GitLab BEREIE) , B A FREFHRARZEE=H
HLIErS Y B R i 2 im B

(® Note

#2024 7 A1 BB, TEAEEEER ARN codeconnectionsFEVE WEE, BEF
MEREFZENERSBERENETEATF,

HETHEVPC PRETHNERBEE , F2H "BV EE GitLab HREERELR, -

3
¢

EEMATREARIY ETHMELEZ GitHub Enterprise Server BB , 5528 231 GitHub Enterprise
Server EiR (EER). ERESARLEN —BAEHK,
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EEMERATELAEVIHEES GitHub BEREENER , F2H B EE GitLab HREERELR,
FREER/EEN —EER,

<

(® Note

— 1@ GitHub Enterprise Server = GitLab BEEEEIRF —XREEL —BEEX#. FIEEERTE
GitHub Enterprise Server 2 GitLab B REEIRF HIERE S 6 HHER M E#,

FERRE L EH (CLI)

EATLAE A AWS Command Line Interface (AWS CLI) BE RS K EHRE T T4,

® Note

— 1@ GitHub Enterprise Server 1R F REER T —EE#, FIEEZE4SE GitHub Enterprise
Server IR F R ERBEFEAERRY EH,

BUERERRARZEF =S HEBNERRE WA . HEER CLIZILEH , FEA create-
host 6 . THWEUTHKE A ZEMEERN Pending (F7E) R, HEFJFREZH , UEHEA
Available (FTF) RE&. EWBRTRAE , EATREIMERNTSR,

/A Important

BIBETEER , FEiB B AWS CLI B Pending i&E., FFH CLIBMN F#E K EFEAE
BAEGERIRRESR A Available,

EEFRAFEABET FTMEESR GitHub Enterprise Server BiE#R , 5528 217 GitHub Enterprise
Server EfF (X2 A). ERAEATEN —BEH,

BEERATREEVIHREES GitHub BREENER B EVEE Gitlab BREEER.

FREER/EEN AR,

RERFEEH

T
W

B AWS Command Line Interface (AWS CLI) 2 SDK 23 #) F #FEEXER Pending iRAE, B
& AWS CLIZE SDK HE#R#% |, FBEA TRARBJEZTREHMESR Available,
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Y ACEY TR, MEFAER  BF2EELEE.
BEEH

E—/
AX &

FHE TR EFEN Pending (1FE) MR, BHFEZ MK Pending (FE) 84 Available (T A) ,

T
Jdif
5

AT, tEFeRF=SHERNITRE , WEETH LM AWS EREAEN,

1. HEAWSHRAETIEFEAS LFMZERSTEMER  FREREEH,
2. MREA GitLab BEREEZVEH  ASETHRE B, ERHEAERERSY , EQEH
GitLab PAT 12t T SIEEEHE/NEF A : apio
3. EFE=FREAHERZEAEEL (HI20 GitHub Enterprise Server 2 AEMH) , IR HERETR , 3B
FERENRFEREE A,
4, HEEABRIXZREHELE , ® GitHub App name (GitHub EFAREXER) b , MALBEETHRZEN
EREXBZM, &F Create GitHub App (B3I GitHub EARER),
5 FHKINEEMEZ  SHBEFTMEFHEEFAERE , WEREEMES Available (T A).
(@ Host successfully set up
MyHost-e8b08e2c =
o Conmeniemisene S - @ i
6. FWEBATAEZ K BULEEEER, ERIEREL , #IF Create connection (BIEMR). T
X Create connection (B3 E4R) FHFER,
Hi| ) 3 44

B L ERRAEAES T EFEAE AWS Command Line Interface (AWS CLI) F# list-connections @5
TRBIARS PHERBE,

FIHEH (F28)

B =4

1.

BRI https://console.aws.amazon.com/codesuite/settings/connections I A B T B X%

Ao

ERTH e


https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREER

2. EIF Hosts (E#) R5|EH. R EHABERE. AREM ARN,

5 E# (CLI)

BRI LAE A AWS CLI 3REIH =4 | SUETE RENE=F HEMELR,
B REEM , FBEM list-hosts T,

B E

- BARUKIRH (Linux, macOS | Unix) i BT F T (Windows) , A% EA AWS CLI #Tlist-
hosts@i T o

aws codeconnections list-hosts

S EER T S8,
{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",

"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"

fmeE 1
B ARER Pending REN EHIEE T MERE. BT AREIMERE. URL 5l VPC %,
BrRAZEEMEAMEEN URL,

(@ Note

BETBEVPC FRETHNEZESE , F260 "(2A) TREH  ERVMEE Amazon
VPC :%E%J o

3

e EH
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fmEE

1. BARKfIM https://console.aws.amazon.com/codesuite/settings/connections KA AE T EF &

L
Ho

2. I#JE Settings > Connections (FXE > E#F).
i#1Z Hosts (X 1) E5|ER,

PR REE AWS BRVIRFARBAERRY =48 | LUREFTE AWS BEREV N EH,

4, BEREIHEER , BT Name (B8) P AFE.

5. EERMEIMIRE , FE URL 8 ARE,

6. FEMmB\BIMVPCHERE , 5 VPCID i AFE,

7. iEIZE Edit host (fRIE X ),

8. FEENESEEREHMERE, ##E Set up Pending host (FREFE E#),
fit Bk 3 4

BT LMERAREAE T EFEAS AWS Command Line Interface (AWS CLI) #1#Y delete-host &5 3K
I Bk S 2

*RE

- MBRER (EEH)

- MIBRE (CLI)

MBREH (E28)
it BR == 4

1. BRI https://console.aws.amazon.com/codesuite/settings/connections HIFAE A BT E X%

Ao

2. BIE Hosts (E#) ZR5|ZEH. £ Name (B1) F , BEBLAERBRNERERE,
3. EE MBR
4. TEWNUAPEA delete LUIFERR , AREBIRIZ Delete (MER)o
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

/A Important
EEREREER,

fHIBR E 4 (CLI)
IETLAE A AWS Command Line Interface (AWS CLI) 3l BR = #%,

EEEEM , F5EH delete-host s

/A Important

BB ASMBRE T HAAREBAATEIER , MR ER,
TS ZR  REMREH. TeRRHEREEL R,

i R = 4

- BARULIHEE (Linux, macOS = Unix) S B2~ (Windows). /A AWS CLI 11T delete-hostdn
T, BELEMBRZ E#H Amazon Resource Name (ARN),

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

tH T EEEEMER,

WA EHFAESA

WA LAE AR AB I EXEASH AWS Command Line Interface (AWS CLI) 1 #Y get-host T35 2%
REMNFHER.

WA ETHEFRER (F28)

1. BI{E https://console.aws.amazon.com/codesuite/settings/connections , A AWS BB F A I
FHRBIRABIEERA,

2. 1#1F Settings > Connections (FXE > E#R) , A%RIEE Hosts () RS ER.
3. BRELEMENIMSENRE , REBBIZ View details (MIZFAEN).
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FRABIEXES

ERAEER

4. FEEDERTREHHITIER :
° E\E%%ﬁo
- ERNHEREL,
- REHRENERREZ RS

- FHMNFREMRE, ERHARERNEMER Available (FTH) k&8, MRENEHEEIBRTE

BEE , ZERTRERTERIRE,

A ERARRENT -

- PENDING - E# BRI , WERFEEH FEMREHREEREXURE

» AVAILABLE - T#ETREYMRE , TEEREERER,
- ERROR - TH#2 v s{ i i HA B 3 AR SR 3R
« VPC_CONFIG_VPC_INITIALIZING - [E£2 3 F## VPC #HAE,

« VPC_CONFIG_VPC_FAILED_INITIALIZATION - E£##y VPC #HAER 4 $53R I K BL,

« VPC_CONFIG_VPC_AVAILABLE - =## VPC #HEEE MR E B AIEH,
« VPC_CONFIG_VPC_DELETING - IEFEMIBRE#H VPC HEEE,

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [

5. 1EIZ Delete (MER) BN A ER E#,

6. WMRIFHEERN Pending (FE) ME , EETHERE , 8IRIE Set up host (FREF#), MEFHFMEE

7, FERARETEEH.

RIREMEFEER (CLI)

- BARURIRH (Linux, macOS = Unix) S HHRTRF T (Windows) , A% EA AWS CLI 31T get-

hostin ¥ , I8 ELERR H M E AR E# Amazon Resource Name (ARN),

e EH
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aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605

e TEER T @,

"Name": "MyHost",

"Status": "AVAILABLE",

"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"

ERERRTFENESHERE

£ AWS CodeConnections F , A AERAERE AWS ERBEBEE=FRFEFE ,

GitHub, Bitbucket Cloud, GitHub Enterprise Server # GitLab, £ CFN_STACK_SYNC RZ$
B IBAIDEVESHERE  AFF AWS 1€ Git BIFERTSARTUEFNIEERN AWS B, SEER
CloudFormation 24 , Rt EAIAEA Git ISP REBLRL 2 ERREFETNEANSEIESR

B EE® , B LUMEFAELR CLI 5% CloudFormation 2 A KB FFZEEENESHERE,

- EEER  MEEERSEERNNE Gt EEERIE. FFEERZ Gt BSERY
BFEE Git FERERNEE,

- BLERE  ERRSIERK Gt RFEERLIAR , LEFEEN AWS BiR.

WMEFHMER |, 3528 AWS CodeConnections APl 2%,

3
¢
dn

WFEF A CloudFormation A % CloudFormation &2 E S HENHEBRE |
{CloudFormation £ &1ER) FHIE A CloudFormation Git [F%,

ES|
- ERRSHERE
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html

REABTIEEEA EREES

{5 P it 17 EE A

BEEEESETESNN Gt RFECHEEILBE, FFEERLTZE Gt AP ERIEE Git BEFET
HREREE  WiEEERLPSZE CloudFormation &,

MERTFEEFNFMESA , FF28 AWS CodeConnections APl 2%,

£

- BUREEE
5\t fi# 7 B
i B fof 17 EE R A
BAREFEEGFEET

BUREFEERS

& T LAME A AWS Command Line Interface (AWS CLI) ##Y create-repository-link@n % , FEiEREEE
THNDREFEZEEILERS,

ERIUREFEER , BLAXERE=FRHE (FI0 GitHub) BN BREFE.
BUREFEER

1. BARULIRH (Linux, macOS = Unix) Rap SR (Windows). £/ AWS CLI 11T create-
repository-linkis 5. 1EEBEBHERMN ARN, #HEE ID NREFEERR,

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/@01f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. EHTEEETIEL,

"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",
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REABTIEEEA EREES

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"TagS": []

EMREEEERS

AT LAE A AWS Command Line Interface (AWS CLI) F# update-repository-link s 4 3R E #75 7E Y
FEEE,

B A E MR EEGEN T SIER

e --connection-arn
e --owner-id

¢ --repository-name

ELR RO FHRATEMBBNERE , TUAEHRFERS. EEEATENER  SFEEEER
ARN, IFEWEER ARN SR  F2ERRERFMAER,

ERT I A

1. BARUL IR (Linux, macOS = Unix) Sap SRR (Windows). £/ AWS CLI #11T update-
repository-link@ % , EERMFEEREFTMNE. fl , THGTCSEEMERFEESLS 1D HEH
HYE#R, EEFEA --connection BEIEEFELR ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. ko TEEETIEL,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefcb2167",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
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"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"TagS": []

Pl EERE

BATLAE A AWS Command Line Interface (AWS CLI) F# list-repository-links s 45 3R 5l tH 1k B 19 /& 17
EEERE,

PR EERS
1. BABU& IR (Linux, macOS = Unix) SapH 1R (Windows), £/ AWS CLI #41T list-repository-

links 395

aws codeconnections list-repository-links

2. kHTEEETI@EL,

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-l:account_id:connection/0@1f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

il B fof f7 R AR 4

& LAME A AWS Command Line Interface (AWS CLI) #1189 delete-repository-link &+ 31 il Bk {5 17 B iE
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BRI EER 2B, B ALMBREREFEEGEBEBRN AR SAERE.

/A Important

BITomTZE , REMRRBTEERS. TEERRIYE IR, SUBYMREEERS , B
& Amazon Resource Name (ARN) T2 E&EF .

I B ot 7 B A

- BARUKIRH (Linux, macOS | Unix) S H T (Windows). A AWS CLI 11T delete-
repository-linkas 5 , 15 7E Z M BRIV 7% 17 EEE#E 1D,

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

oA EEEEMER,

BARFEEGFEEN

BAILAE A AWS Command Line Interface (AWS CLI) B get-repository-linkan 4 3R #1517 B E 45
WFFHER.

RRRBEEEGFAEA
1. BB I%# (Linux, macOS = Unix) s SRR (Windows). £/ AWS CLI #1T get-repository-
linkap 5 , IEERFEER ID.

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. WHTEEETIEL,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0@bcs441f",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

ERERRTENRSEE 150



REABTIEEEA EREER

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

ERELERE

RFAEEREENFEENERCBELEY. EARSERRES Gt BFETFHRE , LEHiE
EH AWS &R,

INEELENSEMESA , 5528 AWS CodeConnections APl 2%,

ES- ]

- BURSHERE
EXELSERE

51| i[5 25 #E RE

it BR 2 25 4E. 78
BRE D EREFAET

BYELERE

EAILAE A AWS Command Line Interface (AWS CLI) 1 #Y create-repository-link@ < , TEIEREE [
FHNBREFEZBEILES,

RURSARLH , SAEREERNE=HREEL MR REEER.
- ACEZL

1. BIRR IR (Linux, macOS = Unix) R HR R (Windows), 8 AWS CLI #1T create-
repository-link@i $. EEBBHEMRN ARN, HEE ID NIEERR, TiHs24A
CloudFormationF W EREV EERSEENRLHERE, ELEEERFETNREES IFE
RBER, ZHEsh  ER2WE A mystack WiHE,

ERERREENRS AR =
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REABTIEEEA EREES

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

EXELSERE

& LAMEFA AWS Command Line Interface (AWS CLI) ## update-sync-configuration &5 2R 515
ENESHEEE,

R LLEFH RS AN THIER !

* --branch

« --config-file

* --repository-link-id
* --resource-name

e --role-arn

EXELSERE

1. BIRKR IR (Linux, macOS = Unix) s SRR (Windows), A AWS CLI #1T update-sync-
configuration@n s , IEELEEHMNE , UREREBNELSER, flwm, FIHGSEER --
branch S¥EfMEE S HEEHERBN 2 ZE R,

EREREFTENRS AR 152



REABTIEEEA EREES

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. hwmTEEETII@EE,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

3| R & HE R

&I LA AWS Command Line Interface (AWS CLI) H# list-sync-configurations &5 %1 H #&0R 5 1Y
RIFEER.

T EERE

1. BARULIRH (Linux. macOS = Unix) Sap SR (Windows). £/ AWS CLI #1T list-sync-
configurations@s %5 , IEEER T EEMNRAFEER ID,

aws codeconnections list-sync-configurations --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

{
"SyncConfigurations": [
{
"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

ERERRTENRSEE 153



MEAETEXES EREES

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
]
}
i BR [E] 25 4 A&

& LAME A AWS Command Line Interface (AWS CLI) Y delete-sync-configuration 5 2R il R [E) 25
HE

1 /G~ 0

/A Important

BTt 2E , EMRESHERE, TSREREREEA R, EUUBRYHESHERE B2
Amazon Resource Name (ARN) A& E#EE A,

it B [E) 25 #EL RE

- BARUKIRH (Linux, macOS | Unix) e H T (Windows). A AWS CLI 11T delete-sync-
configuration@n© , EEZEMBR AT HEBHNELTEEANEREE,

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

T FEEEEMER,

AR R S AR AE A

&AL E A AWS Command Line Interface (AWS CLI) Y get-sync-configuration®n 5 3R 1R E £ 48
REMEFHEEN.

BARE S HEHNFRE A

1. BB IR# (Linux, macOS = Unix) s G 1R (Windows). /A AWS CLI #1T get-sync-
configuration@i 5 , B EREEER 1D,
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aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. hwmTEEETII@EE,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

£ 524 AWS CodeConnections APl B0 AWS CloudTrail

AWS CodeConnections 282 RIEE S AWS CloudTrail , kIR ATIEEAERE. AERREFTEREE
ERIEEEX AWS . CloudTrail 2fEEUBHIEY AP FILEESH, MEMWTIUSERERASETIEEEAS
ETH RN | LUK ¥ AWS CodeConnections API 2 ERFE R B,

MRERTIEHF S , B AL CloudTrail E4 &R 42| Amazon Simple Storage Service
(Amazon S3) FETEE , DIEEHNNEML, BIEERREEEN , HAEB CloudTrail EEAHH
Event history (S4B ¥ 52 8%) MRKFHEH. EAIFRIA CloudTrail FrU SR & FARHET | AWS
CodeConnections HEVFER , AR BEHFBRMN IP #hit, AS., BENEMFHEEA

MFFHAER , FFSB68_"AWS CloudTrail EHEER. .

AWS CodeConnections CloudTrail H Y& &

BRI AWS tRF kK , SEZMNIRSE LA CloudTrail, EEEE PRE4ER AWS
CodeConnections , % EBHREEHELLHFPVEM AWS IREEH — 5L HIE CloudTrail B4,
BRI LE AWS IRF @R, BENTESENEYN. NEFMEN , 528 AWS CloudTrail A #E
EEP M £ CloudTraill 4B £ REBIESH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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REABTIEEEA EREES

EERERCEE AWS (REFHNEH , 235 WS4 AWS CodeConnections , B IBHE, RRAEE
CloudTrail #% AFFE R T E Amazon S3 EFETHE., KTER , EREERAETEVEBHE , RERS
ERAZEMAEN AWS EiF, MERELH AWS 2EEFFIEERBNEY , X AFEREXIRIEEN
Amazon S3 fETZETEE, LA\, BAILAREE M AWS RIS , A — S B FMEEE CloudTrail BESHFR
KENSHER,

MEFMESR , F2E AWS CloudTrail EAEEFFHUATERE :

- BIUERHBIE

« CloudTrail X ENRENES

« X CloudTrail B Amazon SNS &4H
- #eZEREEEK CloudTrail BEEER
. #eZ{EWRS U CloudTrail BHEEER

CloudTrail €528k FTH AWS CodeConnections B)fE , M52 8% 1E AWS CodeConnections APl 2Z i,
it | ¥ CreateConnection. DeleteConnection M GetConnection EjfEER Y FIlE
CloudTrail Fe S ERPELEER,

B-EEMHUAREXRNSUSELEFRENETA. FoEATHEEHE T5IEH !

Wow
/| EE n
illl

S o

i

Y/

X

BEABREM IAM BERH,
XK, REERATREAGEBES S ERENTREZERE.
HEA AWS RFERE.

P

v

R

)

MEFHMEA , 5528 CloudTrail userldentity T3,
TH# BFERIEE

EHR —EERE , ERBHUARERNEAIAREIEERN Amazon S3 f#FRT#, CloudTrail B
BEREE-—VZMAFER, —ESHAETARFRENE-FR , AIEFRBDE. FREBHAE
B, FRZSHFEF. CloudTrail BFFEIIFELE API IR EREREEF Rt R EEMEEIR
FHE.

CreateConnection Zifl

LT &P ERTR CreateConnection EYERY CloudTrail B36EH

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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ERAEER

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",
"connectionName": "my-connection"

iy

"responseElements": {
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},
"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

CreateHost Zifjl

LT &P ER TR CreateHost E4EH CloudTrail BEE1EH .

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",

dev"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:43:06Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
},
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration &ifl
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"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
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"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteConnection £ifjl
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": {
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "6018ba5c-6f24-4a30-b201-16ec19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
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"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"responseElements": null,
"requestID": "1b244528-143a3-4028-b%9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteSyncConfiguration #ifl
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:41:597",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-3906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection il
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EiB CloudTrail SL8EHR API FEIY

165



FRABTIEXRA

ERAEER

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"
.

EiB CloudTrail SL8EHR API FEIY

166



FRABTIEXRA

ERAEER

"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "001919387613",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost &ifjl
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:44:34Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "Qad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink #if5
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads”,
"EventName": "GetRepositorylLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
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"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

1,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-24T0Q2:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
command/codeconnections.get-repository-link",

"requestParameters": {

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
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"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

I

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4sads”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus i
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"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-25T03:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "eO@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el1l83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus #ifj
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-25T0Q3:44:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockexrSummary Zi45

T %I 545 B8 7~ R &8 GetSyncBlockerSummary B1YE#Y CloudTrail B55EE .

"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

I

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "cl16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration &ifl

T %5578~ <88 GetSyncConfiguration Ej¥ERY CloudTrail BE&HEE .
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:40:40Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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},
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"
}
I
"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
ListConnections il
T %I 55| B8 7~ 7R &8 ListConnections B)4E#Y CloudTrail BE63E 8
{
"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

I

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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ListHosts &ifl

T 5 &5 88 R R E&F ListHosts ENYERY CloudTrail HEIE B,

"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
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"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositoryLinks #ifl

T %558 R~ &8 ListRepositoryLinks Bj#E#Y CloudTrail B8 H .

"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24TQ1:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
"requestParameters": {

iy

"maxResults": 50

"responseElements": {

"repositorylLinks": [

{

"connectionArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8b6e",

"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-link/be8f2017-b016-4a77-87b4-6080541f70e77",

"repositorylLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryName": "MyGitHubRepo"

"connectionArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",

"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

iy

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"
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"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681ec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListRepositorySyncDefinitions il

T %I 545 B8 7R R &8 ListRepositorySyncDefinitions Ej#ERY CloudTrail HEEHEH .

"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
},
"responseElements": {
"repositorySyncDefinitions": []
I
"requestID": "df31d11d-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations #ifl

T %548 7R~ &8 ListSyncConfigurations Ej¥ERY CloudTrail B3&HE B,

"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

3E18 CloudTrail FCEELE API FEAY 182


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListSyncConfigurations.html

FRABTIEXRA

ERAEER

"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfigurations": [

{
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"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "dkstacksync",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "7dd220b5-fc@f-4023-aaa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListTagsForResouxce £ifjl

T %I 55| B8 7R R &8 ListTagsForResource B)#E#Y CloudTrail B5EH .

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T17:16:56Z7",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/

codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

I

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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T 5 &5 78 R~ €8 TagResource Ei¥ER CloudTrail HFFE R

"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:22:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {
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"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a0l1lfl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

UnTagResource il

T %I 545 B8 7R R &8 UntagResource B4/ CloudTrail B3EE .

"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"

"accountId": "123456789012",

dev
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"

},

"responseElements": null,

"requestID": "0@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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UpdateHost £if

T 5 &7 R~ € UpdateHost BI#EHY CloudTrail HF5EH .

"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": "eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/

Demol-34e70@ecb",
"providerEndpoint": "https://54.218.245.167"
},
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink Zifj

T %I 55| B8 7~ R &8 UpdateRepositoryLink E1#E# CloudTrail BB H

"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T02:03:247",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositoryLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
},
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
I

"requestID": "e@leee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker #ifl
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

I

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration &4
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

3E18 CloudTrail FCEELE API FEAY 193


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncConfiguration.html

REABTIEEEA EREER

"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
1,
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
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"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
}
},
"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d@4chb9f22577",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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4. 1E IAM E# A |, BIF Attach policies (EIZEEK) , RZRIFEIE Create policy (BILHEK).
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FERTYBREARE |, £ Resource WA AFFTIBIELR ARN |, IR HEFIFTFR.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "arn:aws:iam::*:role/Service*"
}
]
}

£ JSON 5| L , B E B BUR,
5 REMRBEBER. MAKENSERE (HIW connection-permissions) , A%i##Z Create policy

(B BXR).
6. REIREABH Attach Permissions (E#5TH]) BEH , ENEBEBRFE , ARERERIEILH
BE, BEEEER,
FHEIIE R 7] A ARRE
MRFEEBERAL , BHEMIFEERN Available AREE | F5##2 Set up host (FREEH).
BUFHNE—ESRESEHETNWEMIBEEEN Pending REE, ZEEZETMHE A Available At

R, B AEBEIREPRETH. NFFMAET  F2ERESTEEH,

(® Note
B SEE A AWS CLI REEEPendingE#,

SRR EAREA R T HE TR B AR

MRMEBRTIAE KX ER GitHub BAREN | ERNERUTRESELERNRE. ENERRENEHAER
B|EER , BXAEMEN TR,
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REABTIEEEA EREES

- FHERAEN pem £, ERERAENEE WHRLR) SBF , SERTHNFATEERBANER
HEASERIRRE,

MRFZEAH CLIEEER Error MENFTHNETHMEBHER , BAREEHT ISR
- MBRAEFRIIHER  AREFTRIHEMERARER. WFEFREN , F2RELEH,

BREZATHENER

EREVERYETH  LEAFESUTHRE,

. BHEMAERM AVAILABLE (AT F) AREE, MEFMET |
o MEEFHEERNEEIELR,

T
¥
&5

SHY EHR VPC HREE 1T ER B HE R

BY THMERE S ERMEZRE GitHub Enterprise Server $11T1E 8K E R 5% < M EH R VPC
BEfl. BEEH MM VPC S FRRERETRER A FEALEERNES VPC EAMASE,

(@ Note

FRAEAZR , ¥ Amazon VPC A GitHub Enterprise Server E #4H RE (A EA R B 1T X B HE
fE, MEEHEFRBMER VPC 9 Webhook ik 2 (PrivateLink) 2 B4R 10 B3R BEMEIT SR HEHERR |
=20 #¥ GitHub Enterprise Server E#&H# Webhook VPC in % (PrivateLink) #1752 2 HE
EJ [

FEHEHIH , ERLEATIRFREFRE VPC FMEMRET (GitHub Enterprise Server #11T{E 8 2211
B) :

1. B3 VPC, MEFMEF , 52 Bnttps://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC,

2. £ VPC &I FHEi%. MEFMENR , 52 Ehitps://docs.aws.amazon.com/vpc/latest/userguide/
working-with-vpcs.html#AddaSubnet,

3. BHITEIREEZE VPC ., MFEFHMHENR , 52 Bhttps://docs.aws.amazon.com/vpc/latest/
userguide/working-with-vpcs.html#VPC_Launch_Instance.
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance

REABTIEEEA EREES

® Note
B VPC —X RaetE — B X #AERE (GitHub (MRS FAITE ) MBI,

TE®EREA GitHub Enterprise AMI BREIHY EC2 1 1TEEE.

] Name - Instance ID Instance Type -~  Avallability Zene - Instance State -  Status Ch
@  GitHub Enterprise i-0b4441c7242dfdB6T m5.xlarge us-gast-2b @ running @ 2/2ch
Instance: | i-0b4441c7242dfd867 (GitHub Enterprise)  Elastic |P: NN _ N —l=]

Description Status Checks Monitoring Tags

Instance I i-0b4441c7242d1dBET Public DNS (IPv4)

©ast-2. compute.amazonaws. com

Instance state  running Pv4 Public 1P NG
Instance type  mS.adarge PG IPs -
Finding  Opt-in to AWS Gompute Optimizer for Elastic IPs [N
recommendations. Leam more
Private DNS i us- Availability zone  us-east-2b
east-2.compute.internal
Private IPs GG Security groups  ghe-InstanceSecurityGroup-

1IEZ3GYA4DVNG. view inbound rules,
view outbound rules

Secondary private IPs Scheduled events  No scheduled events
VPCID vpc-a04893ch AMIID @GitHub Enterprise Server 2.20.9
I
Subnet 1D subnet-75350e0f Platform details  Linux/UNIX
Metwork interfaces  ath0 Usage operation  Runinstances
1AM role  ghe-ECZInstanceRole- Source/dest. check  True

10HLRWYXR1RHR

£/ VPC #1T GitHub Enterprise Server R , WA BEREFTHEFAER S BIERTIIER -

« VPC ID : Z& GitHub Enterprise Server # 1Tl fAARESZ VPC , S A& VPN % Direct
Connect ZELE 2% GitHub Enterprise Server #11T{E# VPC,

- FH#EE% ID 2 ID : £& GitHub Enterprise Server I {TEBE K [ IRES 2 FHEEE , S AEE VPN 5
Direct Connect FELE Z 8 GitHub Enterprise Server #{T{EE M T8

. ZEBESEE : 2% GitHub Enterprise Server H{TEENARES 2 L2 EHE , RANEB VPN 5
Direct Connect FHL 2% % GitHub Enterprise Server #I{TEEHN L2 &,

© IR EEFENERESRRS  RESRTT—ESR.

MEMEA VPC M FREBMEEAER |, 5528 Amazon VPC ERERETM IPv4 B VPC M F4H3RRE
ERE,

£
- BEZFIREATERE
« BEEREIHEA T AIRE

'+

U

Cor
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

MBARTEERA EREEE
- REER/ERARIEEEE  BEAFILERE
« REZEMBRERE N E

BEOE R T MOE ASFERE

MBERHEHHEAT VPC_CONFIG_FAILED_INITIALIZATION HREE | ATRER R AR A X HEEEUW
VPC, FiERSHZeHEHBEREE,

« VPC. FHBMZ2EHEMLAABNEL THIRS.
- FRBRNZ2EHALEBREIR VPC,

- RENESEFERSBLACR RN THEZF.

- BEVFHNEREXAERT TS IAM R

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints

ec2:DescribeVpcEndpoints

TR R EME A T FARE

MRIEEET R ERM CodeConnections EARXERE , ATsEE A VPC A& GitHub Enterprise
Server #ITERB L RE,

- MRBFARERALEREREHEE | AITEA GitHub Enterprise $I/TERFEANETEIEHR TLS B
F, TLS BRREEZERENLE SR,

- #2FE A GitHub Enterprise Server B {TEIBHNEE S F 882 GitHub EAE,
BOER/ EMAREEEE , BEANFELEE

MREREH A ERTHE , BEANEEEREF , TaERRA VPC PREREER GitHub FEAE
AEBBHR. FREUATRE
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EERFELARERMBEYIRERNZLEERETEMEE , & EHEFE GitHub Enterprise
Server, CodeConnections EEWE#EZE GitHub Enterprise Server 1 {TEEHN T2 B H,

- DNS fAfR25 IP RIEEFMEE., BEEZELAERMBYTHERTIEEN VPC ) DHCP #IF |
O RRERREEE, FiE , NREKIEHR AmazonProviedDNS BE = HET DNS fARES , a2
MR AR 5T DNS ffRes , AlEHERSFILEE, EEMAERABE , FHBREREGHEH
WEHMEN , EEMEEHKIHH DNS REFRERNEREF,

- A ACLERECEE , THAF HTTP B EIZH GitHub Enterprise Server EREEE HEFTE R F#8
B o

« GitHub Enterprise Server £ CodeConnections FEARRN N HEEREEE, SREAHE
A8 | o0 URLsEEEAREXRE |, At 2P B E 28K GitHub Enterprise Server 11T {E & E2
CodeConnections 2 BHIELF .

REEMBRBEAE

MR EEEERNREWBERAE , FRETHIER

« CodeConnections 2 37 HY 8 3& SR E R aEZ 1B M BR EHE R MR, FERAEEEZFEMBRELBENE.
o WABEBTIHIFF :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

#¥f GitHub Enterprise Server E#£#) Webhook VPC %2 (PrivateLink) 3 1T 5% & HE £7
£/ VPC AR FHEF | RIKE BB Webhook VPC i E,

® Note

FRAAEGRE , $HHEFRBER VPC B Webhook i B (PrivateLink) 2 iE 45 18 8 f5 22 i 17 5% &
e, TEEY Amazon VPC & GitHub Enterprise Server X #4HAEtARIRIREME (TR B HERR | 55
S0 THE T VPC MHREHITER B

ELEVHECZEREEENNER L BECKEERRSEEE VPC ARER , AWS
CodeConnections &2 B F#E | I A IRE T Webhook #) VPC %2 (PrivateLink), & 7] #iE
iB Webhook %8 Amazon IS EHEREEZTEHNES AWS R, MBFMEENA , FSEAWS
CodeConnections 4T VPC %% (AWS PrivateLink)o
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MBAETETERA EHAEERE
B
o REEMIBR Webhook VPC s 2

&L MIBR Webhook VPC % 2

AWS CodeConnections &2 > # /) Webhook VPC B4 i, BEEMIERIEE  BSEMERYE
K EHER,

« CodeConnections 23 #) Webhook VPC %2 (PrivateLink) R AEE B M BR £ M 3 B, 18 L i BhEE

SEF BB
. EABEBTHIHT

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

£ 2020 £ 11 B 24 B2 B2 Y EHEE TR BEBE AR

#BZE 2020 £ 11 A 24 H , AWS CodeConnections 32 EEMN T #F K SAEERTEHENN VPC iwE
(PrivateLink) X8, $RAELEH BRI T | ﬁﬁﬁﬁﬁﬁﬁﬁéﬁ%ﬁi‘#ﬁ’#’lﬂé‘o

MEFMER , FFSBAWS CodeConnections FHE VPC i 2 (AWS PrivateLink)o

£
- BE—2020 F 11 A 24 Azl B EH M BB VPC imE (PrivateLink) Fi Webhook
- REEFEFHEATTHAMEE (VPC $55)

RE—ME2020 F 11 B 24 B2 R AEH , mMBHE VPC iwE (PrivateLink) A Webhook

&% GitHub Enterprise Server 52 E X8 , R ABE I Webhook imH. ERBEEMSA VPC
PrivateLink Webhook %2, MIRERE 2020 F 11 A 24 Bz wiBY # L BEEFEH VPC
PrivateLink Webhook %% , S4B LMBRER | REBEETH K,

BEE R EMEA T ARE (VPC $855R)

MREHEMEE 2020 F11 B 24 HealBAUK , mMBEE LR EMA CodeConnections FERATE
RERE , ATRERE A VPC #HAE S, GitHub Enterprise Server #4178 2% 4 RS 58,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html

REABTIEEEA EREES

BH VPC EE— @ NAT & (S E L AR ZEE) , FEEZEZEM GitHub Enterprise Server #1718
B8 /5% GitHub Webhook BV H #88E.

&34 A GitHub RFEEMER
ERE :

R GitHub f1ZERELR A AWS Connector for GitHub , Rtk A EERGFENBSHEE EFTRE
HEHNT , FTEEENELR,

ATBEMBIE R - WFE GitHub REFEFFAI BRI EFMER , 552/ hitps://docs.github.com/en/free-

pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-
organization,

#®E8 GitHub Enterprise Server B ERERFF A

WMRIEIE 2020 F 12 A 23 HHZ L% GitHub Enterprise Server WERARER , Bt EESERRE
AW BEFEREEHGHEBRE, MREE GitHub ERAERXEEE , BB TIHSBIREBE L T H
FrZ AN,

® Note

& ZBTE GitHub Enterprise Server ${T{EE L5ERIEL SR , MBAKMSEAR GitHub EAER
WEE,

1. 7£ GitHub Enterprise Server 1 , ft BB AR REHF LW TR NBEH |, 1BIF Settings (BXE)o
2. 1#1F Developer settings (A& ASRE) , ARIERE GitHub Apps (GitHub FEARRER),

3. HEARERENXNBED K AEREEZEEAERER K AREREEHEPIEE Permissions and events
(FrrlEEEH4),

4. 7f Organization permissions (#B#&5FA) T , ¥M Members (X&) , & Access (FEUE) THRF
B rhi®{E Read-only (HEE).
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https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

MEAETEXES EREES

QOrganization permissions

Access: Read-only

Members (i)
Organization members anc ]

Select an access level

Administration (3
Manage access to an organi No access

~ Read-only

Webhooks (3)

) Read & write
lanage the post-receive hooks for an organization

Plan
@ _ Access: No access
View an organization's plan

5. 7 Add a note to users (RfERAEMEHEE) KT , MEENRERA, EEREEE,

EARE GitHub BB A EIREERR . "TRARE | BRELMNZEREMA Cookies =
THEMEER &AL E GitHub BRARE

e :

WEREY GitHub RFEMNER , BX4AR GitHub AEHEE, BRI EHEBTHREE , B4EAR
REEHEE. RABEEEUNNEMASEIERE  SHYHEBHEAERYFER YRR TIH
B —{EEHER :

BARRE | FRAREHBIERESEA cookie
=
B E &V ARE GitHub ERRER

AREMEIE : W GitHub BB PR FE  BERAE L ARE GitHub fEENER. BRTHEE
BTHREE LSS ERRFEHREE.

ERPHERRYEFE TREFEER IAM BUER

RIS 2 2024 F 3 A 29 BH#® AWS CodeStar Connections E## & & AWS CodeConnections, #
2024 £ 7 A 1 BBHA , TR ASEER ARN codeconnectionsFE T E WiEiF, EEMEREF
BENERKEERE R EEEEY. FAXERBRUCERNBRKEFEA codeconnections, EEIR
ARN codeconnections®fEfH B K SDK/CLI Ef, BYMNERSEBHEEHNBREFE.

LA T &7 AWS CodeConnections HEHER :
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BMRABTATRA (ERH I
- B
.

SR8 :

£ ARN codestar-connections® A BEIIMERIFLEHEF TR AHER ARN FHFHREF
H,. BEYFNERZEIEFEEFEREFZTEMNER, T8 , EBcodestar-connectionsfRiEFEM
IAM R BAREEFREZENER,

H-ll-

AREMEE : BTBREFRNFIHFFIREE , B T HIEEF :

- EFFRBEFZEN IAMBE, B EFTARNEYNERSEEER IAM BUR,
. FAEEAT CLI/ICDK/ICFN B HBBFE , AEHER.

BEBZEMBERTHEE. BRMGEM. ETHEFH , EMERBEFER Resource M EEH.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

]I

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

EREEAEY cERPHREFEEIFTHER

BEl , FATEABRYNESRERAEH codestar-connections RBFE. YAFEATHEAET
NER , BIERFERAREMEHSEDE codestar-connectionsiABREFE.
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® Note

®2024 %7 81 BEE, TEAEEEIR ARN codeconnectionsdE B WiELE, BEF
MEREFZFENERSEBERETEAD,

I8 :

FRATEABITERERE  SHETBRERDFER codestar-connections R FEH, EBEKRBFER
BH codeconnections REFEMNBERE , FAFEAEVINERERSWEI THERAR

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-
connections:action action

AREMIEIE  HAFERERAEUNER , BRHEARRXBEHSEEE codestar-connectionsti®
RBEFE , 0 PPNBREFIFTRE S . AWS CodeConnections {1 AT BB,

X EEBN ELRBHEMNERNEMERTE

HRXEEBLENMEERS , 20 GitHub Organizations , EFSEET AN EH. BT URBEBPH
BEERZLFOEE  SBLETIEERCPRAERNESR

« VPCID

- F#EE& ID

- Z284H IDs

FSBE GHES E D GitLab BEREE EHENIEELS R,

R RSERAIRER

A ATE CodeConnections FEERIBEHERFNRA . MBEHMEH , HSWEENEE,
EHRAYECER

TRIGARABT AT RATERNEE (LBARE).

LERRPWEFEBRNASE AWS EiF |, B AT LAIEIN, HEEE AWS EiF EAMATEENE
28 52 AWS RIEEEE,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

MEAETEXES EREES

® Note
B ARRABON (KB ) , AWS B FeeERE. NEFMEEN , F2RBAEE.

R FRRRE R
=1E fERB LR AWS IRF 250

RPVEFEREEN  MAREEE,

&R TARRER &
BEREEFTLR 32 fE=F T
=@ HEHHE LR AWS 1RF 50
REEEGNEE LR 100
CloudFormation & E SN BB LR 100
BEMRFEEFNELSEERE LR 100
BEDs<XHESHAEHE LR 50

EHEERFIFER IP Mt

WMREHE Amazon EC2 H11T{EE L E/E IP EHES AFFISE IP otk | FBASUAT IP it i8R A FFEE
. ERMMUTLLERERMEE | /70 GitHub # Bitbucket,

THRE AWS B JIHERBZASTEFREPIERN IP #bilt,

(® Note

HRBN CKH) B8, SREEBALES  FHRMNMER. DBEMER

:ulh
ﬂ
=
3
a0
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRABIEXZA

ERAEER

25

EEPE (BEIR) (us-west-2)
BRI (S b E) (us-east-1)
BN (ZEH) (eu-west-1)

EEIRE (H%MH) (us-east-2)

S K@ (##) (ap-southeast-1)
BEAREE (FHR) (ap-southeast-2)

T A EHH (35 (ap-northeast-1)

BUM EE=48) (eu-central-1)

S AKEE (BH) (ap-northeast-2)

nmKEH (ZE) (ap-south-1)

EEMN (BRE) (sa-east-1)

INZEX (R #) (ca-central-1)

BUM (82 (eu-west-2)

EEFEIZ (IR FEFEEEILER) (us-west-1)

BN (E2) (eu-west-3)

BM (HT BB E) (eu-north-1)

IP th ik

35.160.210.199, 54.71.206.108. 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86. 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91

18.196.145.1640, 3.121.252.59, 52.59.1
04.195

13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.1520, 13.235.29.220, 35.00
154.230.124 13.00. 13.00 A 35.00. 200
13.0, 200

18.229.77.260, 54.233.226.520, 54.00
233.207.69 18.00, 18.00 # 18.00, 200
» 200, 2000

15.222.219.210, 35.182.166.138, 99.79.
111.198

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.
20.200

13.48.66.148, 13.48.8.79, 13.53.78.182

EEEAFOEEN IP ik
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B3 IP it
BUM (KM) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116
AWS GovCloud ( EEIHES) 18.252.168.1570, 18.252.207.77. 18.00,

18.253.185.119
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FRASTIEFTZEAENZTEM

VBTSN AWS EBEBLIEF. 55 AWS BF , SUNLSHAEHHORNBHRES  HEBE
ARERRLBBEBNERTMRE.

ZE2MR AWS ELCEBNARERE, AFEEEE SLHERAZRRNZENERANT S

- ElREEM - AWS EEREHE AWS Cloud F#11T AWS RBHERRKE, AWS BAERRHETX
2FEANRE. £ AWS 6 EF , F=AREKESEHIRARBRMANEZLIIN. EETHE
PR AWS CodeStar Notifications 1 AWS CodeConnections & 5T8] , F2BAWS R8I
B AR

- BN R et - ENEEEUANEMER AWS NIRE, SH4AHHMRREE  SHENNIRE
M, BRFNERNEREERNER,

A7 BY I8 T BB an{a4E £ ) AWS CodeStar Notifications 1 AWS CodeConnections & #
EETER, T EERBAMAERE AWS CodeStar Notifications 1 AWS CodeConnections LARF
EENZLEEREE, BtgTHRINAERAEM AWS AR R IR EE = M {RE AWS CodeStar
Notifications 1 AWS CodeConnections &R

MERATHEBASTIEIZATRBNZ Y  F2ETIRE

« CodeBuild £

« CodeCommit Z&
« CodeDeploy Z£ M4
« CodePipeline Z£ M

THBEARRNZEH

BHEKEREBEARKGITRERECBARABENERE, ELEATRESHBARTESE
ROFFHES  2RRFEAR. BERE, HERENETEHNT.

BIIN | £ LHE CodeCommit i HHBARVREHLSEXRERBERGER, HRLML , B
7 EERAAT LN BA TS RERTSEN —TRSTEAE. B, BAH CodeBuid

TR EERNBNANREADERERENMRNRDRLHER. AT BRI TELHEE
BERAR.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

MEAETEXES EREES

& CodePipeline P EEMBHARAUREA TS FHREMBET  MAKA T LXK AU EE
HNBH RIS RUZRENAEER, LA CodeDeploy FEAREXNBHRAREREHEE
Y, MAMATOEZAIMEENBN TS HERENHEEER,

BATESEREBEN , SIMBRERE, BAFEHENENRT. BERE , UAREEKE. B THE
BAERNLZeM  FHELEBRRBANRAUANER , UREER/BHREZ Amazon SNS TEMNFIFHE
RE. A, ATEESAMEENBNARTREEELMIEMEIERREMEE, HBFETER
EETEARABARANERTRE, FEBREHREBAASHNAR , UHBBRRE T BEENR
RURBENHR,

i

\

NFEBHRATANSHEENFRES  F2EEAEE.

FBAEER BT I SNFHEARNIAEZETEESHINEN. ERSFMBENERFMRERER,
BELXEHTESHERAEEIEZE Amazon EventBridge 1 Amazon CloudWatch Events & AT £ 4
E8

MEBASTETZEARE (HlW CodeCommit) AIEERFEBHMAS P BHB s NEHEHEENE
BEF , MTMELERSEHINET. EUUBRFELERET  LUERE N SHEERF T AR
SHER, LALURE Full (Z8) FMEARE  RESSHHEBENHEREN (EHNEE) MABA
., MEFMET , F2EFHEEAEE,

ERHEZE in AWS CodeStar Notifications 1 AWS CodeConnections

AWS HESEERBERAM AWS CodeStar Notifications 1 AWS CodeConnections FHI & EHRE,

M ERFTR , AWS EEREHITAE B SHERRE AWS Elf, CESHEBTHER R LT
EARWERGIE, CHEREEMER AWS R WRLEABNEERTK, IEERBAENFHEE
7, F2REARLEEREZE., NEFHEBMNERREBNHEBENR , #2808 AWS T2 MIER L
7 AWS HEIHNEFERN GDPR FEENE,

ERERREBEHN , BREEBRETE AWS IRF EAER , LFEAH AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) XREEBIEAE, Mtt—R , SEACEAEBIGESRETH
HEBFSHENT. RACEREEATIHANREER

- BEAKRFHECASEERRE (MFA),

« £/ SSL/TLS & AWS BEIREBH. BRMFEE TLS 1.2 WEHRFEA TLS 1.3,

« £/ BT API F{EHESFEE 4 AWS CloudTrail, EAREA CloudTrail IBMHEEX AWS SEEIH
B, 52 BAWS CloudTrail  ER&IER) FHER CloudTrail B,

« £ AWS MFRFRT R , UREPHNABEFERRZEEH AWS R,
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREMTFE Amazon S3 HEIRE R,

- MRBE AWS BBHTHIREIM API FEH BEE FIPS 140-3 BB R EmEEHR , F56EH FIPS
s, MEEE FIPS M FIPS inHMNEZHEBEN , m2BABBERARIEZEZEE (FIPS) 140-3,

BMEZIEBREERETELTFNEFBH I SRZLHREN , HEEEIEHENNXEZHM

o BlinE B, EBEEEMER AWS CodeStar Notifications 1 AWS CodeConnections =% F

Fi2 A, APIAWS CLIZK AWS SDKsHY EAth AWS BRFE i, ZBEZES B BB R PEANE
AERBAUEARTERZE AR, NREREADBEKEIN URL , RFEZIBEF D ERIEEX
AREERE RN URL FEBERREA.

AWS CodeStar Notifications 1 AWS CodeConnections #J & 4 fl11%
NEE

AWS Identity and Access Management (IAM) & —%& AWS R , AIHBIEE S L £ ihiTH¥ AWS
BERNER. IAM BEETRGHHTLLETE ERR (BA) NRE (EF5FT ) , A AWS
CodeStar Notifications 1 AWS CodeConnections EiR., IAM 2EAIUREFEH AWS RE B .

(® Note

EFRBFE TEINERBEcodeconnections At A, EHBEEFE TELEREE
%R ARN codeconnections®{#fH . codestar-connections BREFEHNEMEFER
AU A, £ IAM BRFEEERE K REFEEENCERNFEE.

e

- BEHR

- FRASTBE

- FRABKREEFIE

- ARABTEFEATHINEEM(ATE IAM BEHELEA

« AWS CodeConnections Ff ] & &

- G RBRE

- FAZBETE AWS CodeConnections ERH1FE
- EXEEPERABEMNELR

- AFEAEREMEMECSHET
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https://aws.amazon.com/compliance/fips/

BRABTATRA (&SR
- SEBERE AWS CodeStar Notifications 1 AWS CodeConnections & 7 #1177 EUE

+ fF AWS CodeStar Notifications B IR#:&E# A €

- £/ WIRBERAE AWS CodeConnections

- AWS ¥ FEBE AWS CodeConnections

HEHR

£ 5 AWS Identity and Access Management (IAM) RIBEN B EMEFTTRE :

- REERAE — BE|EFRRE LI  BROEEERBEENTT (F2H8 SE P AWS CodeStar
Notifications 1 AWS CodeConnections & % #1717 EUfE)

- RBEES - AEREEAEFIRLREMEFAIRR F2R FRASTEFE AR NEEN
T2 1AM FEELEF)
- IAM EEE — BREBRUEEFIZS (F2H 502X

FHE D EBRE
BErBRFREAWS FHAE I BRBEANAR. BH4AL AWS IRFRFERE. IAM EAERIBE
IAM B 5 291HTE 28RE,

LB 5 5 BRI AER | I AWS IAM Identity Center (IAM Identity Center), BE—% A &
P ERFH Google/Facebook EAER , LB sWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRINAEALEN AWS IRF,

HARERNERETFE , AWS 11t SDK  CLI AR BREZS NEBHER. NEFHMHER , F2H IAM
FEREIERE) M APl FEREIAWS £ 4 [REBRERF.

AWS IRFIREHR &

BRI B AWS IRF | 881t — @& A AWS 1RF theroot ERENZEAS SRS , R T T XERE
WA AWS BRIE Ml EF, BARBTEEAREAERUTEEESE. AREEREAEBINE
%, 20 (AM EREER) PNEEREHEBRENES.

IAM fi£ i & M A+4E

IAM {8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 — B & 7 E{HE A
FEARARXNSENT#, ERURREFNREGRIEREN IAM £AE, WEFHEA , F2H8
(AM EREERE) PHERAECRAECABRS SO RMUER AWS FAKRBETI .
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp

REABTIEEEA EREES

IAM EHEEEE IAM ERERS  FEEABEAENTITREMNER, NFFHRER , F2H
C(IAM fEREER) FH 1AM £/ &/ A =5,

IAM A&

3

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B2 EG 4 EHFTE  H
ATLURRERER R, SO LUEBRERENRE IAM A6 ( E84A ) HFEMW AWS CLI 5 AWS API
RERRBIAR, MEFMEENR , F2E (AM EAEER) FHREAGH S E,

IAM BEEARBE S0 EAEFR. W IAM EREFT, BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRE EIR
FH

ERABREEFEE

ZAILUEB R BUR Y A HIEE D & 5 RNER AWS RIZ2H AWS R FR. BRERES 2 HERM
BABERGT A, ERFARHEFERE AWS | SFHMEELBK. RZSHBEKEL JSON XH AWS X
FHAE . WFE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BEEES.

EESEFAER  EBERBLETRAIEBLERG TEBLEERATEHE , UEETFINEE,

HEREBERT , ERAENAERBFAT. IAMEESSEY IAM BXRIEETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoRBRRERMES D (ERE, EAEFEANAR) K JSON FFABERNX A, EREERZEH S DA
HRLEFRATHEDSE , UREANGKRE. UFTHRINARIS2EBER , F28 (AM £REE
M) PHNEBEFEEBRREZRHE] IAM A,

BEPBEBRU2AANRBE (EZABRRE—57) BRERCEK (THNESBES 2 HBIBEK), WF
THRNAEZEBRRRARBRR 2 BMERE  F2HE (AM EHEER) PREZEBREXNRBE
ZEEE,

FBASTEXEAPRIIAE (I IAM FEELfE A

A IAM EERBRABTEXIR AN FIER , BATHTREERSEEMEMN IAM Th6E
BRLE, BESE 7 ABAMMEM AWS lREFMME IAM #HEER , F2H8 (AM EREER) PR
IAM AWS & o {52 B9 R %5

ES- |
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

BMRABTEIRA RS
- BARAEBTEFEAPNISEBE

« AWS CodeStar Notifications I AWS CodeConnections ¥ R E Bl

- UEBRAERNERE

- IAM A

FBRAETEFZEARNE S BEBER

R IAM B2 EBER , BRI EEARSIEENEENER , UREMERG T AFHIERLEE,
AWS CodeStar Notifications 1 AWS CodeConnections X B4 E81E. ERNGEHZRSIR, EETHE
81 JSON IR ERWMAERLE , F208 (AMEAEIER) ¥/ IAM JSON BETESE,

BF

EEE A LAER AWS JSON BERRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oSt
EEREITHL B F,

JSON BURH Action TEHERETURARAFHIEBBRHFRNEF, BREERADERRETH
1TAABABR BN ERVRT .

HBEAEBTEFRATPBEBANBERBEESENEMEATSIFE : codestar-notifications
and codeconnections, ffl#l , EERFEARBHIRFPWFAEBRAAA , FEHBXPEIE
codestar-notifications:ListNotificationRules BEifE, BERRARXNSEEE Actions
NotActionjt®&. AWS CodeStar Notifications 1 AWS CodeConnections €% B & #I — A EE |
R & BT LAGE A b IR S #AT RV E 3K

EERE AKX FIEEZE AWS CodeStar Notifications BI{E , FFLEHR S REM , TR

"Action": [
"codestar-notifications:actionl",
"codestar-notifications:action2"

2EEE—FAXFIEESE AWS CodeConnections BIE , FLUESESREM , M TR
"Action": [

"codeconnections:actionl",
"codeconnections:action2"

s
@
M
N

BT LEREBRET (*) RIEEZEEE, Bl , MELBEMER List XFHNFIEEE ,
TEE -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

REABTIEEEA EREES

"Action": "codestar-notifications:List*"

AWS CodeStar Notifications API EjEa1E :

* CreateNotificationRule
« DeleteNotificationRule
* DeleteTarget

* DescribeNotificationRule
* ListEventTypes

* ListNotificationRules
* ListTagsForResource
 ListTargets

* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule

AWS CodeConnections API Ei{EaE T FIER :

* CreateConnection

* DeleteConnection

* GetConnection

* ListConnections

* ListTagsForResource
 TagResource

* UntagResource

E FEETHERFATNEIE AWS CodeConnections , FTHESEK B 0 ERFEXIE :

* GetIndividualAccessToken

e GetInstallationUrl

HMBEASTEXEEPHINEENE IAM EEEA 220



REABTIEEEA EREES

 ListInstallationTargets
+ StartOAuthHandshake

* UpdateConnectionInstallation

E REETHERHFTHEIE AWS CodeConnections = BEfE FIEAR :

* UseConnection

EHREETHERFTNEVE , AWS CodeConnections F BEASEAREIE RS

 PassConnection

ZE&EE AWS CodeStar Notifications 1 AWS CodeConnections BIERVBE |, 52 (IAM FEHE
¥m™) FPAIAWS CodeStar Notifications E & EIEFMAWS CodeConnections EZ M B 1E.

Resources
AWS CodeStar Notifications 1 AWS CodeConnections T X EBEBE P IEEEIR ARNs,
e A

AWS CodeStar Notifications #1 AWS CodeConnections EEHZEH O —{HIfH S8 K X EFHR L&
2R EE, EEEEMA AWS 2 ERHRSI |, 520 (AM FEAEIERE) FHAWS £ F 4+
NARGI#,

All AWS CodeStar Notifications Bl#EX # codestar-
notifications:NotificationsForResourcelf£i8, MEFMET K BB BB
i,

AWS CodeConnections E& N 7&A4 K518 , AR IAM BEEH ConditiontE, &EuJLAEREL
Fo|BRBENEABKRRRX A FRYE. WEFMENR , 52 BAWS CodeConnections #F AJ £Z&,

R4 %58 Description
codeconnections:BranchName BRIBEE=FRFEND XBBREERFEE
codeconnections:FullRepositoryId FERFERPEENRTEREGZRTHR. EEAR

BAREFEESEMEERN UseConnection 3R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarconnections.html#codestarconnections-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

FRABTIEXRA EREES

R % 5|8 Description

codeconnections:InstallationId RIBAREINERNE=7 ID (Blan Bitbucket
AR L% D) REFHZFEVE, 7 32 FR I 5
wE=F AR ZE T AREER

codeconnections:OwnerId BEBEFE=SFHEERNEEEDNIRE ID REHEE
HWHE

codeconnections:PassedToService RIBZEFEA R EEEZ N RIS R EFIZFZEE

codeconnections:ProviderAction iR#® UseConnection ERPWEEREENIE

(51270 ListRepositories ) REFZFEE,

codeconnections:ProviderPer RIRE =S M RERFT T B R EF R 7 EUE
missionsRequired
codeconnections:ProviderType RIBFBRPEENE=FHEREREREHEFR
codeconnections:ProviderTyp RIBAREERNE =S HEFRERREGRT
eFilter EY
codeconnections:RepositoryName RBE=SREFESBRENEFIE

& 45

2
¢
a5
\p
Ny
i

& EZ#M18 AWS CodeStar Notifications 1 AWS CodeConnections & 4 B4 B K #Y &350 |
BURE B,

AWS CodeStar Notifications 1 AWS CodeConnections &/REBE
AWS CodeStar Notifications 1 AWS CodeConnections T EUERAEBNBER.
DEBAERNRE

Ba LSRR EEZE AWS CodeStar Notifications 1 AWS CodeConnections &R , 5
EBRRPEEER. WFRBEBIEHFE , F A codestar-notifications and
codeconnections:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys

RS8R EERERNEGTES , RUHEREFA. NFFRLRBNFAES  F2ERELAWS &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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JR. WFEAZFE AWS CodeStar Notifications F1 AWS CodeConnections BRI FFER , F2H Zi
EARE R

EERB G BBERES , ARBBZERNEBRRRBRHERNEFZIVE 6 F2H TERHERZEHY
AWS CodeConnections ERHFEL o

IAM &
IAM B2 AWS IREFHEBREFANERE,
FREREAER

U BHSINEEATRERREA, BE IAM BEIEREFAE®, B LUERBFIL
AssumeRole 3 GetFederationToken & AWS STS AP| 2 ERIBEHEZSZEAEER,

AWS CodeStar Notifications 1 AWS CodeConnections X EF A EEZEAER,
REEEAE

RIS EREAERREAWS BREFREMERFEPINER , UMAREZHK BF. BBERARERATRERL
B IAM BRE | SAEHZREATES, IAM EEE UM |, BN EREREELSEFTT,

AWS CodeStar Notifications X BRI EFZE A, MEZEITHEE AWS CodeStar Notifications
AWS CodeConnections FRI&ERZ A BHWEFMER , 5F2E #£H AWS CodeStar Notifications B R #&
BEiEAA,

CodeConnections A X ERBEFE L,
AWS CodeConnections o &

T #5458 AWS CodeConnections API &, BRAIUBFHINEES®E , URAREBEFHITNE
R ARN ¥, AWS CodeConnections APls R 155 APl AN EIEFEBE 2 AER R, BEME
BEEIAM BEoWNEFTBER (BOoEBER) B, F2EELERK,

BRI AIBERE , SR EEBERN Action WA FIEEEMF, BFEEBERN Resource WL
EEEREMA ARN , IEERFEBRAFTT ().

BETERBERPRERG , FEMAMEFRN REREI2 FIHNRGEREI8, St LlER
AWSEBRH IR, WFE AWSERIIEHMNTEEE , F2H (AM £RAEER) PN AEER,

EERETEEE , BEA codeconnections FE , BHEEE AP 2R (Hlm

codeconnections:ListConnections = codeconnections:CreateConnection),
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

FRABTIEXRA

ERAEER

ERERAFT

EEEEZEBERER , HEARN FFERHEBERAFT (Y. Bl , codeconnections:* EE
all AWS CodeConnections Ei{E , dfcodeconnections:Get*EELLFE BENFTAE AWS

CodeConnections EifEGet, AT EHIRFEFTB I MyConnection BB BHEEZERNFEE,

A
A8

arn:aws:codeconnections:us-west-2:account-ID:connection/*

WEEBRFNFEES  F28 (AM EAERERE) FH 1AM &5 7.

ES -]

EEERRYFT A

- EEFHFTA

5T BB AR B A

REEHNET
BEREEE R

£ AIELR

M ProviderAction ZEUEEE
BRERERN B
BEREED R IFEER
REEEGNIZIEREESR

< BB R RYET A

EIRERRFTA
IEEMEM 3 AWS CLI SDK kiR, BVYHMBRERNBERERE , BEBFUTRHBIAFF,

@ Note
REATHHT , YEEEIRATTRAERES. FEEE TREENTT RHEH
G

codeconnections:CreateConnection

ESTH T RINIEN##ERERAERT . BTEEH region H account-id ERFERABRF T,

AWS CodeConnections Efa] &£
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html

FRABTIEXRA

fEREEE
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar Notifications 1 AWS CodeConnections BB E 4R 2 EI{EFTEREFAI

CreateConnection

B)1E : codeconnections:CreateConnection

A CLI S EZRARETEFEFEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id
DeleteConnection

B)1E : codeconnections:DeleteConnection

fER CLI S E12 & R MIBRER K FE R

&R : arn:aws:codeconnections:region:account-id:connection/connection-id
GetConnection

Bj{E : codeconnections:GetConnection

FEMEA CLI XA RREBEERNFHAER.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id
ListConnections

B)1E : codeconnections:ListConnections

£/ CLI RER A HIRF PR AEERKEER.

EIJR : arn:aws:codeconnections:region:account-id:connection/connection-id

=

EEREZET IR S

Action

R

codeconnections:CreateConnection codeconnections:ProviderType

AWS CodeConnections FFa]&#&
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MEAETEXES EREES

Action RHEZRE#
codeconnections:DeleteConnection N/A
codeconnections:GetConnection N/A
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
EE AT

IEEMEM 3 AWS CLI SDK i, BEVHMBRERNBACRERAERERER TN,

® Note
REBTHFA , WRAEEMPTABEAEH. SFEE RELHNET A PHEEFFT,

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar Notifications 1 AWS CodeConnections B * # > Ei{EFT =R FF A

CreateHost
Bj4E : codeconnections:CreateHost
5 CLIERAREBIETHBFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost
Bj4E : codeconnections:DeleteHost
5 CLI REEARMBREMBEFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id
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GetHost
B)4E : codeconnections:GetHost
FACLISEEARRIAEBEEIRNFREANAFTEE,

EIR : arn:aws:codeconnections:region:account-id:host/host-id
ListHosts

B)1E : codeconnections:ListHosts
FRACLISEREHIRFANAEEZMHEEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

EEREIET IR

Action RE=REI2
codeconnections:CreateHost codeconnections:ProviderType

codeconnections:Vpcld

codeconnections:DeleteHost N/A

codeconnections:GetHost N/A

codeconnections:ListHosts codeconnections:ProviderTyp
eFilter

WFEERA Vpeld R SERAVEEFIEEK | 2B £6) - £/ Vpcld AE EIRIRHEH VPC FFl,
SEARERRRYFT A

EEEEEAEIRATERNACRERE  BEAREREIRATHNERREBLZEMENT , 25
REHERETRE  URBYHEREANTER. RT LRFFT2 , HFFERATHIEFA,

PITLLRERAERNER , TEAEERA T IAM £
fE, ListInstallationTargets. GetInstallationUrl, StartOAuthHandshake, UpdateConnec
¥ GetIndividualAccessToken 2 IAM BUREFA, T2 API Bk,
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ERAEER

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake
UpdateConnectionInstallation

DWAER  FETIATSETREPER,. B, EFRMERER.

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken

AWS CodeConnections 5t R EAR K B ERT ERIEF Al

GetlIndividualAccessToken

B)1E : codeconnections:GetIndividualAccessToken

ERERATKERKEE, ERR IAM BURFFA , T2 APl Bi1E,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl

B)4E : codeconnections:GetInstallationUrl

ERETERATRERRTE, ERR IAM BERFFA , T2 APl B11E.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets

Bj4E : codeconnections:ListInstallationTargets

ERAFRETRERKEE, ERAR IAM BERRFA , T2 API Bk,

AWS CodeConnections

FasE
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&R : arn:aws:codeconnections:region:account-id:connection/connection-id
StartOAuthHandshake

B)1E : codeconnections:StartOAuthHandshake
FHEEAERERFEE, ERE IAM BEERFHFT , T2 API 811k,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation

B)1E : codeconnections:UpdateConnectionInstallation
FAIREATHERFFEE, ERAR IAM BERFTA , T2 APl 81k,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

BEEEIETIRGREI#,

Action REZREI#
codeconnections:GetIndividu codeconnections:ProviderType
alAccessToken
codeconnections:GetInstalla codeconnections:ProviderType
tionUrl
codeconnections:ListInstall N/A
ationTargets
codeconnections:StartOAuthH codeconnections:ProviderType
andshake
codeconnections:UpdateConne codeconnections:InstallationId
ctionInstallation

AXTE EHERVFT A

EEEEEIRAPERNACIHERE  REREEZRAPRETIMMTENFT , 2BEREHRERE
TRE, URZRETHEAER, BRT EREHFFA 2/, UFEER TIIFF,
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FTRBERNTHEME  EEEEFEA T IAM EZ. RegisterAppCode H
StartAppRegistrationHandshake & IAM BREFAl. F = API BIfE,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

Dt AER  FETIFUIRETREATER, BY, ENIMRFZIMRNER (HINELRHH
FERgEA),

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 5E R E ¥R E 2 B EFT TR RIFT A

RegisterAppCode
B)1E : codeconnections:RegisterAppCode
FERERARTEHEMREREE, ERR IAM BERFFT , T2 AP 811F.

EIR : arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
B)1E : codeconnections:StartAppRegistrationHandshake

ERAFRERTEREMREREE. ERR IAM BEFH , T API BF,

EiR : arn:aws:codeconnections:region:account-id:host/host-id

BEERETIIRGREI#,
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FRABIEXES

ERAEER

AE AR R = AR %5
EREEZREE (Fl , FEEERTRMER ARN LEYREHRER) , ERAELAR

codeconnections:PassConnection 57,
AWS CodeConnections {25E & 4% Fr B 35 7]
PassConnection

E)4E : codeconnections:PassConnection

HEREEIREREER.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR TE TSRS

 codeconnections:PassedToService

XENFRGERE
Tim BB ELHIERS
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
£ FER

& CodePipeline 2B BRBERERE , REACLAERRBEERD

codeconnections:UseConnection &l
EEETRAPEERER , FAEBRELSEESB codeconnections:UseConnection FFl,

AWS CodeConnections 1§ FE 4R AT ER BN 4E

UseConnection

Bj{E : codeconnections:UseConnection

EREREEE,

AWS CodeConnections FFa]&#&
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FRABIEXES

ERAEER

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR T T PR 258

 codeconnections:
e codeconnections:

* codeconnections:

« codeconnections

 codeconnections:

 codeconnections:

X ENRGERE

TR

BranchName
FullRepositoryId
OwnerId

:ProviderAction

ProviderPermissionsRequired

RepositoryName

BREEHRIER

codeconnections:FullRepositoryId BEENFERAEEBNREERR , Hl0 my-

owner/my-repository . EEFEREER

FRREREERT <E,
codeconnections:ProviderPer read_only =% read_write
missionsRequired
codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

WEHRER , F2ET —&

REDRNLBERGSRUEBZREAMEBE. RIECHEFIRFFTRFZTENT , BRIZHREME

A codeconnections

:UseConnection RIZT&HI¥HELR N ZEL
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Y M ProviderAction FEUERR

B AWS RIEERERE  SERHRKRBREELET API W, i, REATEMW https://
api.bitbucket.org/2.0/repositories/username API 3% Bitbucket SEHRH FE1FE

ProviderAction &4 &R S RFIMLER LA REAUM APl, HAE AP BBE MR BEELE , MA
BEREARMEEFEMmMAR , Kt ProviderAction EYHEZHKREEEZRE , M2 API ) URL, &~
WEEHNHERERAMN  EESREEAHERENEEK.

LT REEESEZERN ProviderAction ERFHWEEZEE, LATERHA IAM BEREFT, T2 APl &
1E,

AWS CodeConnections X &) FEUEE! ProviderAction
GetBranch

Bj{F : codeconnections:GetBranch

FRD ZXWHEBEEN (HNZs XNHRMER) BREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
B4 : codeconnections:ListRepositories
ERBRAREEENAENLEREESE (SIESLRTENHRET) KRR,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
B4 : codeconnections:ListOwners
FHESTEFENHEEEETEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches

Bj{E : codeconnections:ListBranches

FHRERFELFENIXBFERTE,
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&R : arn:aws:codeconnections:region:account-id:connection/connection-id

StartUploadArchiveToS3
B4 : codeconnections:StartUploadArchiveToS3
EEHR ARSI EEZE Amazon S3 BREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPush
Bi{E : codeconnections:GitPush
A Gt BEAREEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPull
B)4E : codeconnections:GitPull
£ Gt BRREEREE,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3Status
B)1E : codeconnections:GetUploadArchiveToS3Status
FHUH StartUploadArchiveToS3 2K LEME (TR/EMERAR) BEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment
B1E : codeconnections:CreatePullRequestDiffComment
FRRIER ENERFEE,

ER : arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest

B)1E : codeconnections:GetPullRequest
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WAL R IA R

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranchCommits
E)4E : codeconnections:ListBranchCommits
REEDPINERBEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
B)E : codeconnections:ListCommitFiles
BEEXHNERSENS

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
B1E : codeconnections:ListPullRequestComments
BERNBERNWEIRFERTE,

EJR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits
B1E : codeconnections:ListPullRequestCommits
BERNBERWERFEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

BRRERERNERTA

BRRERERE , SEA T 1AM B4E,

codeconnections:ListTagsForResource
codeconnections:TagResource
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codeconnections:UntagResource

AWS CodeConnections Z it ERERMENEE

ListTagsForResource
B)1E : codeconnections:ListTagsForResource
BREEHERERAHCEREERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id., arn:aws:codeconnections:region:account-id:host/host-id

TagResource
Bj4E : codeconnections:TagResource
BRERERREREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
B1E : codeconnections:UntagResource
RERERPBREBRREE

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

EREET R T EER

ERSEETREAREFEESR  FRAELARFFRERR ARN/ERHY

codeconnections:PassRepository &F A,

AWS CodeConnections B E iR Fr ERIEF AT
PassRepository

B)1E : codeconnections:PassRepository
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FERREFEEGRBEERSER.

&R : arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

LRERET SRR

 codeconnections:PassedToService

XENFREESRE
Sim B EEHIERD
codeconnections:PassedToService * cloudformation.sync.codecon

nections.amazonaws.com

BEEEENITXERE SR
THHRGBIERTEEENRSHARBERNIRE
« codeconnections:Branch

BEBFER P EEN D X B EREEF

RE SR T ESE
Tim BNE
codeconnections:Branch iR S| ET 5B
» CreateSyncConfiguration
» UpdateSyncConfiguration
» GetRepositorySyncStatus
XEERLANT

HAERE , €A T IAM 814,
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codeconnections:GetResourcePolicy

AWS CodeConnections 3t FiE#RFTE M ENE
GetResourcePolicy
B1E : codeconnections:GetResourcePolicy
FRERBERNEEEAREE.,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

WEERL AWML, BSH HEHLAER AWS RS,
& o B R R 5a 5

RIZETEER , EF AWS CodeCommit, AWS CodeBuild AWS CodeDeploysk

Hh—EZEHEN IAM FHEMAE AWS CodePipeline , BEEEFI&TES

ELHREERNER, BANBASKRA, fl, EEAED —ETEFIRBE
(AWSCodeCommitFullAccess, AWSCodeBuildAdminAccess. AWSCodeDeployFullAccess
AWSCodePipeline_FullAccess) Y IAM fE A ESH AR , th B8 BE LR E IRE 3L HYIE X8 X058 Al
2 ERFEE,

Hih IAM FRENARREEILSIEH AWS CodeStar Notifications #1 AWS CodeConnections &
REEFT, Mt EEER AWS BE XA AWS CLIS AWS APl #11TE#. IAM EEBEXERI
IAM BUR , RFEAENACEIEEER LT APIEENTENT. EEEEENASELHFE
EEEEELHTHN IAM FEHESREHAE,

AWS CodeStar Notifications Y 5F 7] 0 &5 45
T B B R RO =, K0 €545 AT 15 Bh 8 B ¥2 AWS CodeStar Notifications.
ERENZEBRRDHE NIRRT

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccess, AWSCodeDeployFullAccess #
AWSCodePipeline_FullAccess ZEBRBFETIIRAN , AFZEFNRBAETIETEATHNE
H, CEALRET—FASEBRENERAE  CATURINERBAMN Amazon SNS 5B, ZFERAE
AIRMBUHETREEE , ARSI TEEEABANRANBENEE,

5 7 B BRE 238



REABTIEEEA EREES

® Note

ESEERED , 4 £48 codestar-notifications:NotificationsForResource
BEERENEREAFMISANE, HW0 , £ CodeCommit W ZBEFZIEHES |, EA

arn:aws:codecommit: *,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [

"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
.
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

:]I

"Resource'": "*"

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [

"sns:CreateTopic",

"sns:SetTopicAttributes"”

1,

tl\
f
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"Resource": "arn:aws:sns:*:*:codestar-notifications*"
.
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

.
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}

MR EBCR PR BE AT

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccess. AWSCodeDeployReadOnlyAccess
M AWSCodePipeline_ReadOnlyAccess ZEB X BIE T IR , AFFHEEFEUE, Fl , HFw
DERBABTZEPREERNEAN , BEEEY, EENFTREL,

(@ Note

ESEERED , 4 £48 codestar-notifications:NotificationsForResource
BEERENERBELFMISENE, HI0 , £ CodeCommit W RBEFZIBHES |, EA

arn:aws:codecommit:*,

"Sid": "CodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule"

1,

"Resource": "*",

"Condition" : {

tl\
f
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"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
.
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

}

Hitt 2 EHER DA E AR

AWSCodeCommitPowerUser, AWSCodeBuildDeveloperAccess Hl AWSCodeBuildDeveloperAccess
ZEBRETIRER , AFCEALREP—BAZEBRNRARAS , BV, REMNTEEH, i
EEMBRBAR L ERERNES,

(® Note

ESEEBRETD , 4 £488 codestar-notifications:NotificationsForResource
BEERBMNERERMISEMNE, Hl0 , £ CodeCommit W ZBEFRHBEF , A

arn:aws:codecommit: *,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
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}

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

]I

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics"

]I

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

&35l : B AWS CodeStar Notifications HW'EE B BRBER

EHESH | BEERF AWS IRFEFH IAM EH & AWS CodeStar Notifications #

TEFIE  BEAFUMURRBARAUNGFMEESN  LIHENRA, BENEHE

B, BHFLEAFEAENE. EFNNRRENSRA, ERTEFIEBER , MERMA
AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess, AWSCodeDeployFullAccess #
AWSCodePipeline_FullAccess 2 EBXFPHBHFA, MEELZEER , BEXFGEEBERRR
NERIFETEEEFNAWS ZIRFEEANNBARAN IAM £HE, FEIAE,

=
]

AN
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® Note

WBIEREE CreateNotificationRule, #MIBERERZEH IAM £RESACKHEME
B#& , %ees B AWS kR F R AWS CodeStar Notifications ST B EM MG ERERE
SMEHBRA, MEREAERSEEFEIELER, fli0 , EELKBERNER BRI
CodeCommit 7 EREHF A , 2B FE CodeCommit Zx & HYEF A,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

&34 : £ AWS CodeStar Notifications HI B &l & B RBER

EHEHIH | BB ERF AWS CodeStar Notifications day-to-day/# F ZEUE , 4l
MEBEVANTRBA  EFRERTFEEREENEE , AIURBREZRAHBER, E

tl\
f

N
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HE M AWSCodeBuildDeveloperAccess. AWSCodeDeployDeveloperAccess Hl
AWSCodeCommitPowerUser & B 2R ZHUE,

(® Note

HWBIR T E CreateNotificationRule, #MIBERERZEH IAM £RESACKHEME
B#E , #BEESE AWS BIRF f AWS CodeStar Notifications X A MATE ERERE
MOBHBRR  BMEXEAEAGELIFEIELEER, flin , EALBRNERETENL
CodeCommit fEFEMEHR Al , MR B FE CodeCommit < FHIFF T,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

#if5 : 8 AWS CodeStar Notifications Hread-only-level BU

EHEHFH  BFERTERSD IAM EAEH AWS t(REFHPHBAKRA, BE
MEAERNERFIE, HEFSRENARIAFBFEELEENER, &
HERA AWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnly Fl
AWSCodePipeline_ReadOnlyAccess S & BERFHEFT,

JSON

N
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"Version":"2012-10-17",
"Id": "CodeNotificationforReadOnly",
"Statement": [

{

"Sid": "ReadsAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

K55 7] F1 &5 451 AWS CodeConnections
T 5 B SR B =X, A0 #5451 7] 15 Bh & & 3 AWS CodeConnections,

EE TR EFASLES JSON BERXEREY IAM B9 BEBEK , #2808 (AM ERAEER) F
W1 JSON B8 2T BUEK.

gl : AWS CodeConnections £ CLI B F{EH FEARIBHBUER

EEMER I AWS CLI SDK iR, By, FELSMBRERNARIERE  BESERNTIER
EI‘JﬁtF—.I-o

® Note
REATHHA , BEAEEREAPEKER. LFEEZMET —HHHIFT,

ERERAETRARRETAERNBE, RESBRNERER , BEATIBK.

JSON

"Version":"2012-10-17",
"Statement": [

5o B BRI 245
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{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection"”,
"codeconnections:DeleteConnection”,
"codeconnections:UseConnection"”,
"codeconnections:GetConnection”,
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsFoxrResource",
"codeconnections:UntagResouxrce"

]I

"Resource": "*"

}

&35 : AWS CodeConnections fEF T AT WIBER

EEEEEAEIRAFEENACEHMERAE K EEFERTEAFNESEREYIZEMENTT , 287
REMESETRE , URBIUHEEERANTE, hEZHIE UseConnection AEREZEAFH
iR, BEATYBRERETZREATRIR, FH,. B, ERMERER

(® Note

20247 A1 HBEE, TEASEER ARN codeconnectionsH B WiEE, BEF
MEREFZFENERSEBERETEAD,

(® Note

HRAFERATZEAEINER , BERERXBEHKESTE codestar-connections A RIEF
B, T AEHIFTR.

JSON

N
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ERAEER

"Version":"2012-10-17",

"Statement":

{

[

"Effect": "Allow",
"Action": [

1,

"codestar-connections:CreateConnection”,
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",
"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:UseConnection",
"codestar-connections:TagResource",
"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource"

"Resource": [

myn

g4l - EE NEEEEBHRBE AWS CodeConnections

FE bt £ 45l R

, IBAEER T AWS tREHH IAM #H % CodeConnections R ZHE , EFEAET

DAFrig, EFAMMERER. B —EATEMNFEBUER , HEMN AWSCodePipeline_FullAccess 2 & H
K, MEAKZTEBR , FEZIABEEBER AN EZINFTEXTEEEFIR AWS &IRF BERHN 1AM
FRAE. #EIAE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConnectionsFullAccess",
"Effect": "Allow",
55 BB R G 5 247
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"Action": [
"codeconnections:CreateConnection”,
"codeconnections:DeleteConnection"”,
"codeconnections:UseConnection”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation”,
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResouxrce"

1,

"Resource": "*"

g6 ;- EF NEBERBRBE AWS CodeConnections

FEWEH|F | BAEER T CodeConnections day-to-dayf# I fZEUE | 51702 7 MR EENEME
A, BEFRERTFEEHFBREMNEE |, FI0MERELR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSCodeConnectionsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection”,
"codeconnections:UseConnection"”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",

tl\
f
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ERAEER

"codeconnections:UpdateConnectionInstallation”,

"codeconnections:ListTagsForResource"

1,

"Resource": "*"

&5l : £ Mread-only-level iZk AWS CodeConnections

FELEHF , BRERFIRF P IAM EHEH AWS RFHERNEFFIE, 6 S RE 0

EY AFRAIELEB NEE,

JSON

"Version":"2012-10-17",

"Id": "ConnectionsforReadOnly",

"Statement": [

{

"Sid": "ReadsAPIAccess",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection”,
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

g5 : £/ Vpcld RASIMRE X VPC 317

ETHEFF , EFEALUER Vpcld AR &R , TN BEUREERFAHEEIEE VPC B,

tl\
f

N
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"codeconnections:VpcId": "vpc-EXAMPLE"
}

FAERIEHE AWS CodeConnections &R 1ZER

AL EREZEIE R ERERPSELEEE X EBELN IR, £ AWS CodeConnections |, &
BRANEER  AEEETLESER, B IAM BEXE | JERERGEERSIBREHLLITER

- AIEEEERLBTEHENERAE BEBEERESEENER),

- AIEBERBRHPEENESR,

- ERPRBUFABENERE,

T 5| & 5| RE IN{AI £ CodeConnections AWS i i & W LR 38 EEBR 4
Example 1 : RIFFBRHPNEBR AT BE

THBEEFEFFERAEE CodeConnections 1 AWS I EEMEFT],
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EEERY , E8EBRIEER A Project BfEA ProjectA MIREELFF CreateConnection
M TagResource EifE. (aws:RequestTag R ZRESIEARZEFIHMLZERATE IAM BFRFEE, )
aws:TagKeys R4 AIRRERRSIRED KDNE.

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection"”,
"codeconnections:TagResource"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Project”": "ProjectA"

},
"ForAllValues:StringEquals": {

"aws:TagKeys": ["Project"]

Example 2 : RIFEREBAFTBE
THBREEEFEHAEE AWS CodeConnections ¥ ERH/TEMEMEESHHBEE AT,

EEERM , CBEEBEAESBA Project BEA ProjectA NEBRB AR ERBE, (
aws :RequestTag RHZR 5|8 AREHMLFERAE IAM FBERPEIE, ) aws:TagKeys HRHEATHER
EERSIBEDKDE,

JSON

{
"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection"”,
"codeconnections:DeleteConnection”,
"codeconnections:ListConnections"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

FEEEAFEREHNELR

BABEERNEN CodeBuild, CodeCommit, CodeDeploy #l CodePipeline £##= & , LIREZEAE
FIEAMW Settings (FRE) BEEHA G, EEENTERATNEL , BXEERELERFHEENEH
—EZEBR , RECXLEREEL BT, EEFALERFEYENBR AWS tREF AWS
CodeStar Notifications Hl AWS CodeConnections ERIEFMER. MRLBBRILKEEAVEHFTE
BERNEDEBEK  IHREEZBENER (AWM FAERAR) ME , TRAREEZMEREE,
MERFEHELEHE A AWS CodeBuildfyFEUE AWS CodeCommit AWS CodeDeploy , A% AWS
CodePipelineBiEELFEAMNFRENFHEN K FS2ETIEE .

« CodeBuild : #¥f CodeBuild £/H 5 %2 B BUEE
 CodeCommit : &% CodeCommit £/ & 2 BLBUR

« AWS CodeDeploy : K52 FMFEEE AWS CodeDeploy
« CodePipeline : £/ IAM BUEERY 17 Bz &

AWS CodeStar Notifications R EE AWS ZEBR., EEREBATNAENFZEE B2 A8 Bk
HPF—EREERAET—EBSERER 3% , SV EBEVEELERTFHERERER 2 HF BRI
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/access-control.html

REABTIEEEA EREES

R, ABBELEHRERINEEELHTNERAE, HERACR, NEEZEANEF , FSETIR
A

o &5l : BIE AWS CodeStar Notifications W EE S B HBE
« Eif5] : £/ AWS CodeStar Notifications B & g & B R BE
- &3 : fEF AWS CodeStar Notifications BJread-only-level BUR.

AWS CodeConnections R EEM AWS SEBR, BT EFEEFERFAIMFAAS |, W THRE
RHVEFT] PERAVEF AR

WMEFMBES , FSRATIAR :

o Eifl BEE WEEBBRMRIBEK AWS CodeConnections
- #4| : FEH WEREBHRBEE AWS CodeConnections
« &l - FH Bread-only-level BiZR AWS CodeConnections

HAEMW AWS CLI 2 AWS APl IfE & , BTLBEARFIEAHT., k2 , REAFFILGERE
ERHITZ AP BRENBERTUT .

AFERERBMEMESHEFA

WEHE REBNMEIBEER , AFF IAM FREREKRNEBAEAESINAREZIERR, WBEE
GErEFEAFER = AWS CLI AWS APl UK AR TR B EN T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

SEEPE#E AWS CodeStar Notifications 1 AWS CodeConnections & % 112
BV f

ERT3EF , HEELENEESEABHIN IAM KA EESINE RBE.
ES -]
- BREES K BEAFHMUAFIE

« FEHEI Amazon SNS 7 , Wi HIIEABHNRABEE , BEBERKINEEEHNE FEH4

« RBE AT AWS IRE B A EFH my AWS CodeStar Notifications 1 AWS CodeConnections &
R

EREES , BEAFHEMAFIEA

EE R HMAEE AWS CodeStar Notifications #1 AWS CodeConnections , A BRHF IR TFEE
FHNAEREARER, MREFEH AWS IAM Identity Center REEAEMERRR |, BRI LUSHFT
SEREERAESFHE  UERHETFIER. FUTESEHEY IAM BEE |, YEHERGEZAER
FERREXMEEBN IAM &, MEFMEER , FSEAWS IAM Identity Center ( FEAEREE) T
CER

MREFRZMERM IAM Identity Center , BIXERAZTEFRNASHIEAEREY IAMER (EAER
Af) ., RE , BULEBBEREREIER , UR T EFH AWS CodeStar Notifications 1 AWS
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

REABTIEEEA EREER

CodeConnections 7, RFHFTE , BEEAERRBEAERAEIEAEABRAS, PSEH
BEZXAERRER AWS, EEH—F THNMEY IAM EHE, BE, BERMHA , F268 (AM
FEREERE) P10 1AM 59 MBERMEF,

For AWS CodeStar Notifications 3 E & , 528 AWS CodeStar Notifications HY5F 7] F1 &5 41,

HKERY Amazon SNS TH , LHEFHABARAEE , ERRRIEHEHHS
B

ABTEVEBESHNELY , BXEKERN Amazon SNS THEITEAENBAWEE K MALNE
T B A ZBFTBIEZ Amazon SNS 78, ZEZFH B Amazon SNS FEMNEE K FRETIS
15

 FEE Amazon SNS EEEBE AR A RERK AWS EH,

- REYRELNEFEHANBECITRERNEE  MAKCHERITHE. MEFAEN K F2EERY
ZTE¥ Amazon SNS =&,

. EFBEHEDBXR , LLAEF AWS CodeStar Notifications #ZX BHNEZTE, TEREEXSS
BOUATHRRR :

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

MEFBET  FE2RKE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

REABTIEEEA EREES

REE A AWS IRE B A BEFE my AWS CodeStar Notifications 1 AWS
CodeConnections &R

BUNRY—EAE  BREMRFHINEREIEEBNATNASFIENER, BT IEEZ R
LEFUHDEXAR, HHTEERERNBERIFIUZFIEE (ACL) MR , &7 LUE R ARL
RRET AEFRENE R,

MEE—FTH K F2EUATRE .
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« EE T AWS CodeStar Notifications 1 AWS CodeConnections & X EiE
ABIEFEATWTHEEIN{ATER IAM BB,

- BETHENMAESHES AWS IRF 1 BRcEREFIE , 268 (AM EHEER) THESHE
B AWS 1RF W 5% — 18 iR EFEER IAM ERE,

- BEETHRNMKERNEIERMEE=S AWS IRF |, 528 (AM FAEER) TS FEER
HIEE=H AWS IRF ¥H.

. ZIEI THERIMEBRBS &2 RUFIE  F20 (AM EAEER) PHEFEERHEEENSE
TEIRENERE BMSE D).

- MFTHREASENEFREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

£ AWS CodeStar Notifications W IRIGEE A

AWS CodeStar Notifications £ AWS Identity and Access Management (IAM) fRi&EFE A, AR
KELEABEBEREERZE AWS CodeStar Notifications #IH— IAM ABEE, REEZLABH AWS
CodeStar Notifications ¥t E%& , BRSZBRE RS EM AWS REFMENMEFTT. BAER
RE—RENBARARAGEIN, ETAXBYAE,

RIS EEAE T ELREREMEETE AWS CodeStar Notifications , RASBTFEEFBHIEHTFT. AWS
CodeStar Notifications S EHZH R ELE LRI F?é‘F%ﬁ;E% , ZRAIR A AWS CodeStar
Notifications JAREH AR, EEMNHF IS EEEBEMIFTER , BEXFTBERE LM MEE 4
IAM E8E,

EEMRBREELE AR  BLBEERBREMEBER, ETHREZEEN AWS CodeStar Notifications &
B, AAZTETNOBRERERN,

M B ELEERAWS R

T
¢
%

ERXERKEGACHEMRY  WEHRBREN ,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWS CodeStar Notifications B9 fR#5E & & & FF A

AWS CodeStar Notifications {# AWSServiceRoleForCodeStarNotifications IR E A A& & R HEEL T
BREGBEE CEHNERBENR IR BNEEELREENEE,

AWSServiceRoleForCodeStarNotifications R EE AR EFE T HRE TREZAE

« codestar-notifications.amazonaws.com

A BEAEF AWS CodeStar Notifications ¥#8E M &R 5K T FIENE

o #4E : CloudwWatch Event rules that are named awscodestar-notifications-* Lt
B PutRule

« B4E : CloudWatch Event rules that are named awscodestar-notifications-* Lt
# DescribeRule

o BE : CloudwWatch Event rules that are named awscodestar-notifications-* Lt
# PutTargets

« B)fF : CreateTopic Z create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« BE: all comments on all pull requests in all CodeCommit repositories in
the AWS account £H#J GetCommentsForPullRequests

- BfE : all comments on all commits in all CodeCommit repositories in the
AWS account E£H GetCommentsForComparedCommit

o BE: all commits in all CodeCommit repositories in the AWS account L&Y
GetDifferences

« BfE : all comments on all commits in all CodeCommit repositories in the
AWS account E£H GetCommentsForComparedCommit

o BE: all commits in all CodeCommit repositories in the AWS account L&Y
GetDifferences

- B)YE: all AWS Chatbot clients in the AWS account E#
DescribeSlackChannelConfigurations

- B)fF: all AWS Chatbot clients in the AWS account LE#Y
UpdateSlackChannelConfiguration

« B)fE : all actions in all pipelines in the AWS account EH
ListActionExecutions
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« BfE : all files in all CodeCommit repositories in the AWS account unless
otherwise tagged LH GetFile

&8 LAFE AWSServiceRoleForCodeStarNotifications FRISELE AN BERFRAR T & S L FH1E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit :GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration”,
"codepipeline:ListActionExecutions"

]I

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"

1,
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"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws :ResourceTag/ExcludeFileContentFromNotifications": "true"
}

},
"Effect": "Allow"

BARERH , IAM B (NEAE, BHERAR) T WEY, REIMRRBERSEC, WEF
&R, F2H (AM E£RERER) PHERBEEAEBF .

3 AWS CodeStar Notifications B RIS EE A E

BAZEFHEVRKELEAE , BOJLE = SDK FHAMEBAETIEEFESE AWS CLI 5
CreateNotificationRule API JRZZ I BEHH A, SDKs B af A EEZEFI APl, EREEFHH—ES
% RIS AZEYREEEAE,

EIEMBREREEEAR  2REERANEY , BUUEREFEDEAMEEFEFELAR®, B UK
= SDK EAREABE T EX= A AWS CLI = CreateNotificationRule APl R BEHE A, SDKs &
WA LAE#EMW APl, BEREERAB—ES L  RRfeALERIRKELZAG,

#m¥E AWS CodeStar Notifications BRI EE A E

RAREEERTRESERBEFAL K FULELIERVACGCREFACER. T8 , B
FIAM RiEAGIER, WEHEEF  F28 (AM FAEER) THEERBEEEAE,

fB& AWS CodeStar Notifications B JRIGEiE A

ERTBEAZEERKEEACHIIEDIRE  BMARBEREBRZAR, Mk—K  ERMEEXR
FTHELESHENREAEE, MRREEEEECH , B4 BELBEEER, For AWS CodeStar
Notifications , EXR R~MBRER AWS tRE R {ERREACHFIEERRA

(® Note

WMREEHAMBREIRE , AWS CodeStar Notifications [RFEEEEAZAE , AIMBRATEE X
M, BBEREE  FEEHOERLBRERARE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

REABTIEEEA EREES

MiEx AWSServiceRoleFor AWS CodeStar Notifications{# Fi #J CodeStar Notifications &R
AWSServiceRoleForCodeStarNotifications

1. FARBLR https . //https://console.aws.amazon.com/codesuite/settings/notifications #9 AWS B 5
AEI/\EE fu =} D o

(® Note

BARAEBAREYRL AWS HWER, REEZEREPEBARA AWS |, FEA
EEEERREE AWS B,

2. BEFEPHANMEBEARA , REREEF Delete (MER).
3. HELEVBHRANAE AWS BEEHERELSR.

£/ IAM RMERIRIHERE AR

R IAM Ei#E & AWS CLIEE AWS Identity and Access Management AP 2 il Bk
AWSServiceRoleForCodeStarNotifications [RIEfE AR, MEFHMENR , F2E (IAM FREE
) FHMBRIRIELE B E,

AWS CodeStar Notifications IR E#E A & X EH [EiTF

AWS CodeStar Notifications St BEFI B IRHREN AWS EEFFERREEZAR, MEFHHEE
F2E AWS [EiFEEiH 2 AWS CodeStar Notifications.

iull

A IR EL A E AWS CodeConnections

AWS CodeConnections use AWS Identity and Access Management (IAM) fRF5E#E A, RIEERE
AEBREEEEE NE— IAM A&%EH AWS CodeConnections, FRIEEFZABH HEESE , AWS
CodeConnections ¥ @& BERREFIE M AWS BREFFENAENT. WABREE—IXENT
ERRATEIN, ETXENAG,

RIEELE A B A ZEEE AWS CodeConnections B E , RABTLFEFHEFT. AWS
CodeConnections EEXHERGELEACGWETT |, RIESEEZ , BRI BE AWS CodeConnections
BIHAG, EENTTESESEREMNITTEE , BT TBREEMMEEA IAM S5,

EEMBRIREZAE , BLBELEMBREMBER. ERHREZMN AWS CodeConnections EIR , &
ABETET N BREFNE RN,
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https://console.aws.amazon.com/codesuite/settings/notifications/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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ERXERKEGEACNHEMERE  WEHRBRER , M $EEEFRYAWS BRHE

5
W
%

® Note

EFREFE TEYNEREBEcodeconnectionsAIiFEMH, EFREFE TELERSE
&R ARN codeconnections® A . codestar-connections RIEFZEMEENERM
AU, £ IAMBERAEEERE  REFEaEERSERNFE,

0 AR A5 E 4 A B EF A AWS CodeConnections

AWS CodeConnections i/ AWSServiceRoleForGitSync FRIGEZE A E | #5 Git FF EEEMN Git
REEERER,

AWSServiceRoleForGitSync RIS EZAREETIREREIZH/E !

« repository.sync.codeconnections.amazonaws.com

% 7 AWSGitSyncServiceRolePolicy WA &5 Al BUER L 5T BIEEMNE IR AWS CodeConnections JEFX
THUENE -
- BiE : REEFTH , UAFEAEENY Gt RRFERER , URERELRHTFTESEA Gt @5,

BYMERENT , IAM BR (NERAE. BHENAG) TTRY, REIMBREBEEZSE, MEFH
&, F2H8 (AM E£REERE) PHRBEEASF .

B BIURBESEAE AWS CodeConnections

BAEEFHEIRBELEAR , BEAMEH CreateRepositoryLink APl & Git IS HWEREL ERE
ERERIZAL,

EZEMERLE RS EE AR  2REEFXEY Bl ERFPEHAEERREFEFELAR,
imEE BV PRTSE 4 A AWS CodeConnections

RAEREERTRESEZRBEFRAS , IULELIERVACCREFACER. T8 , BN
A IAM RiEAGIER, WEHMEEF , F28 (AM FAEER) PHEEREEEAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

MEAETEXES EREES

Bk BY PRI EL A AWS CodeConnections

EETBEARTERBEGACHIIEDRE  RAZRERHERZAC, -, ERREREDE
ERHEENRERAER, MBRRBEEAGZH , BL4ALBTEER, EXRTMERESR AWS REFHE
R BRI AR AEER,

(® Note

W AWS CodeConnections [RIEERERMBRERBRFEAAE |, BIMBRIES LK, BiE
MEE  BEFEOERYBRIERRE,

i Ex AWSServiceRoleForGitSync £/ AWS CodeConnections # &R

1. FRR[FABAEIE] X5 K RBRERE.
2. BREFEDHRNAMEER  AREEMER.
3. HEZRBMERNAAE AWS BEFERELIER,

£/ IAM SRR EEA S

£/ IAM Ei#E & AWS CLIZE AWS Identity and Access Management AP 2 il Bk
AWSServiceRoleForGitSync [REERZ AR, MEFMBER , F2E (AM EHEIER) P ERIRRE
EEAe,

AWS CodeConnections RIS EE AR ENEE

AWS CodeConnections X EEFFEIRERIEHN AWS B FEARKEZAB, MEFHMAERA
B AWS [EiF Edim 2,

T
r

AWS By ZE B3 AWS CodeConnections

AWS SEHEEH AWS AWS SERERYNEENBYREEEAT S ARGIEMST , UER
A LABRERT ARG EAE, FHEANAE,

FARCIE , AWS REBRABFTERTFTRECARIINFEERT , BRAELFTAHAE AWS &
FEA, BMEREERBENEARINETSEEBER , WEE-SRDFFA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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FEEESE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREZENAMERTAS D (£RAE, FENAR® ). AWS R B MBISHHN AP BRETA
REBRBE , AWS RBETREH AWS ZEH K.

WEFMEF , F2EH IAM EAEEREPR AWS ZEHE,

(® Note

EFBREFE TEINERIECodeconnections A EAH, EHBBFE TEIERSE
&R ARN codeconnections®{#f . codestar-connections R F &N EEMERN
AU A, £ IAM BERHFEEERE  REFEEENSERNFE,

AWS ZEBER : AWSGItSyncServiceRolePolicy

18R HE AWSGItSyncServiceRolePolicy Mt iZE &8 IAM B8, KBRS EZIBEELZAER
AWS CodeConnections A &F KTREEITEIME, WEFHMENR , B2EEH WREEEAE AWS
CodeConnections,

WBERAZEEFIFI Git R FE , WEREREEMER. BEFSEMEA CreateRepositoryLink API #&
FHUELE R,

ATARFEEA
HEHERBE U T,

« codeconnections - REFFAILLAFFEA BN Git RRTFERILER.

JSON

{
"Version":"2012-10-17",
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"Statement": [
{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
"codeconnections:UseConnection”
]I
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
]I
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

AWS CodeConnections AWS =& E /Y E 3T

B1R B RS E HHE L E AWS CodeConnections LA , AWS SEREFEHMNWEMEN., WE
WEEEEN B EIZE | 55578 AWS CodeConnections XHREF 04 EE LA RSS BE,

8% iR Date
AWSGitSyncServiceR AWS CodeStar Connectio 2024 £ 4 A 26 A
olePolicy - EEHBE ns RIEZBERES AWS

CodeConnections, FRSEM
BRI FEEARNs EFHE RN

&Ko
AWSGitSyncServiceR AWS CodeStar Connections 2 2023 % 11 A 26 H
olePolicy — #TER FTIEBUR,

HEFFEMREAER Git AP ERE
) Git 2fEFEREEM.
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2% iR Date

AWS CodeConnections & AWS CodeConnections EBfa 2023 & 11 A 26 H
RIBHIEE EBHE AWS SEBERNESE,

AWS CodeStar Notifications 1 AWS CodeConnections Y& 157 Ba 5%

MBHEARIBOEN AWS WBHEHE  BERAWS &R BEEAG R, NFE—RER
S8 AWS AFREHE,

30

ERILAER THESE =& I|RE AWS Artifact, WMIFRFMER , FSBE AWS Artifact F &S

{8 AWS CodeStar Notifications 1 AWS CodeConnections B & B EFEURRE R AR,
BNTMNEHREE , URBANEENZER. AWS BEHTIERRZEER

« ZEHEGHEREAFIIED - EESEBEENRREEZE  YREEESFNBULZLHEEBEAELN
HERBENSE AWS,

« AWS EHER - W THEFMANEETESTEERARENEZNVE,

« AWS Config - AWS ItIRE ST EEREEBRHERBER, EXEAMLIRNEE.,

« AWS Security Hub CSPM — AWS LR Rt AR £ REBHTERIR AWS | HEIERERERS
ZLE¥XEENREEL.

£ AWS CodeStar Notifications fl AWS CodeConnections 1 #y5&
4

AWS £IKERRERUL AWS BEMATAREAERZE, AWS EERHZEER 2 RN T
RES , ELXTRAESMELE. SWEEBNSHEDRPER. EBAESE , BARFTEEENER
BEANERNE A BREACETAESECEHEDRERE  MASRETE, THRSNATAE, FiEE
MiERES , ORE-—HSEERPONERERREES.

Mm% AWS BEA T A BEOFMAN , BSH AWS 2IREBHIG,

- BARAEBRELRR AWS EBE 1Y . REEZE DEBHRA AWS B , FEMEEEE
2R KRB AR A P RBAR R AWS B,
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https://aws.amazon.com/about-aws/global-infrastructure/
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« AWS CodeStar Notifications k%8 Amazon Simple Notification Service (Amazon SNS) FE{EAE
H#F B E, Amazon SNS FEMBHF A B ENMHEEBEF , TUAFHEHEAREBHASAME
AWS EZEREH EEH,

HEER &4 in AWS CodeStar Notifications 1 AWS
CodeConnections

EESERBPHINEE , AWS CodeStar Notifications 1 AWS CodeConnections ¥ Z| Amazon Web
Services : ZEREFEMEBEHREHRFNIEN AWS £ KB T2 EFNRE,

BRI LAER AWS B4 API 0L | FB B & 7 HL AWS CodeStar Notifications 1 AWS
CodeConnections, f Eix4 A # Transport Layer Security (TLS) 1.0 {E#H A, B Fiwmth4A
TEEHTEEEELR (PFS) WERBEH , HlINEREF Diffie-Hellman (DHE) =5 Bl #h 4% i BF Diffie-
Hellman (ECDHE), AZHBRRXRKE L EELER,

ERUEFEAFEIRSE ID ME IAM ZXEAMBEBNABRERNSBREE, SE , BLUER AWS
Security Token Service (AWS STS) EXRRFZ £ BB REZEFE R,

= [E 18 AWS CodeConnections &R 2 B HRE

MREERERDERBA EFRNER , AIRTERELERRMELERAER KR AWS B <
AWS B BN R ERNEERELEEREFREBENES , EERATHEEREMAEREIMUING
13 A iR L B E R AV E R

WMEHMMER , FHSBAWS CodeConnections FH 218 E R,

® Note

MELERERDERTEELMANELTOORUDER , RIS RFLEE LATHE
PR E & F
HRELASHANERPRINES  SNEN KH) BE , RPKEERENEEHLE
B AR E
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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BREH TS - PERE

RRAETETHADHERIIGETESE AWS ERESEE=HFFRFEFE, 2024 F£3 A 29
H , AWS CodeStar Connections EE#é5 & & AWS CodeConnections, 3| & EiRAMEES
MEBENIHEENTEE D , UREEEREVBL B)EREREN ERER L FEE,

AR WEBYFHSE. #REMNEMHI UAMEE  BELEHMRZMEEN.

@ Note

EHFBEFE TEINEREEcodeconnectionsa i EH., EHBRBEFE TELEREE
&R ARN codeconnections® A . codestar-connections BRIEF BN EENERD
ARATA, £ IAM BESRIEEERE , B FEEESSERNEE,

(® Note
#2024 7 A1 8B, TEAEEER ARN codeconnectionsFEVE WELE, BEF
MEREFENEREEBERETEET,

EfmENBREFEE
EHR APIs ERAEH W BWIRMEFE : codeconnections,
EBHECLI ST ERAFNFEE BTHFE2RAWSCL, ATREEEFFENESG S,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

EIAM P EFn B EE
IAM R BEEFERFTNFES , M THEHIFTR

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
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codeconnections:ListConnections

¥1ER ARN
BIYRERERGETHMN ARN :

arn:aws:codeconnections:us-west-2:account-ID:connection/*

ZHENBRBABBR

HRTIERH  BEALBRREEBRMRAXFEAFTNFTE. SHRAULERRANREASBERNE
RFHFTT , EREETEEAEFZEEYMNEK,

« CodePipeline EF ZERBABEER
« AWS CodeStar R A BAWSCodeStarServiceRole Bk

189 CloudFormation &R

#HZfEM CloudFormation EIRETELR , HRERBFHER. BRERMBXIXE,
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