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+BE R Classic Load Balancer ?

Elastic Load Balancing € BEB#EBARESHRE —HZEAARBEPNZEERE , il EC2 #1TE
B, AEMIP iy, HEERCHMEENEERE , YEEERERAEEFERERFNEE. B
BAFRERERRE AR , Elastic Load Balancing SER SN A H T, mUUBEEREARAE
BAZEHNIEER,

Elastic Load Balancing & T 5|8 8 ¥ #85 : Application Load Balancer, Network Load
Balancer, Gateway Load Balancer # Classic Load Balancer, A LUZRMRASEEENESR
FPHETESER, AIEEEEHRET Classic Load Balancer, MMEH S HFHB[WFEMER , F2HE
{Application Load Balancer f£fi#&#§m)» . {Network Load Balancer fffi&1EfE) M (Gateway
Load Balancer EFHEIE®E) -

Classic Load Balancer #L&8

ERTEHFEREANERARXRESH2ZETHESPHNZE EC2 BTEE. EREEAER
WAEEBE . Elastic Load Balancing 2 E B EERETENHTEE , LEKRERAZEERER
HFEI AT ERE.

EHNEHTHREMARAFENE-—BEED. CERESLEABRINTAM., BAKEBEERENL , B
EHTFHFFENBRITER K MAFTTEHEARINERBERAE. EEARANRERZEHRER
484l , Elastic Load Balancing &R 285 F#:25. Elastic Load Balancing &5 B BiEE LA K FE
BALENIEES,

EREASEALRENBABENERE  BEREAFIRNERFER , LEAGRENBAREMN
RUEEGRIRE , KA REEE-—RZSECEMATER. CERARTEHRMMN—ERS EZEEX.

B GREBFERERE , HEARERCEMATERNEFRE , FERTFHRIAREEFEREE
ERE R FHI BT EER.

Classic Load Balancer #{#8 1


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
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~
kA L L 4
( load balancer j
EC2 Instances EC2 Instances
. J

ATHRAZHNEEMIATEBENEEEATARHEERZRESH , FELXRENSE A REEH K
EEENHTEE (Ea8HFEHSEEM,. flw , mREE 10 ERTERETHES us-west-2a , M
BT RBIE us-west-2b , FREF S HEMETAREZE. Hit , WETE us-west-2b WELTTE
BFTIREHRE , F1E us-west-2a W HERTERRERENER, Rz , £SEATAERGHEXES
=TS,

RIBFER , ERTEREECARRTESRRANTRAEE PO TORE. EE2EMARMAZTHESE
RNEFAEEMATER IO MRE FEERATER LRAEESAETEDE. T8 , B#ANA
ERLHFANESERBESETARSN AT ERBAESEGNTHEN,

MEFME , 5520 Elastic Load Balancing £ A& ErR*H Elastic Load BalancingfV:EER X

B

{# /A Classic Load Balancer (i 3k Application Load Balancer) EE T 5I{E% :

- X TCP M SSL #EEEX
- ERAEARKELEN Cookie TEFM TEMRE

MEREEHTHS[ERTENIIEEFMER , 5520 Elastic Load Balancing E f LEE

B 2


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons
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w1l B 4R

« BEETHIU{AE Classic Load Balancer Y5} EC2 #1T{HE , FS M =R TE : 21 Classic
Load Balancer,

o BETHAEN HTTPS EHFEEI T EC2 H1TEE , F2BFEH HTTPS #ERERE

Classic Load Balancer,

. BETHUNMAMER Elastic Load Balancing FT X B ZEIhatdA , 2B 52E Classic Load
Balancer,

EE
FEREHTHREE K CRERERAERNE, WEFHMAEA , 528 "Elastic Load Balancing &
EJ [

pusEk e 3


https://aws.amazon.com/elasticloadbalancing/pricing/
https://aws.amazon.com/elasticloadbalancing/pricing/
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#EERFE . B Classic Load Balancer

A ERIZRMIFEIR AWS Management Console Web /T EH Classic Load Balancer BEfE ., #&4%
BINERTEHSISERLE HTTP RE , Y CEEREN EC2 HITHE,

7%
- B2 HE
« £/ AWS Management Console 217 Classic Load Balancer

BRI Z Bl

SRR TEREEN VPC # EC2 #TEE ., PHTER,
- RBEFEOAH TERIME EC2 T ER. BRELYUTERNZTLFELERE 80 LA
HTTP 8.

- EEEBITERE 28 Web fBRES ()20 Apache 5 Internet Information Services (1IS)) , WA H
DNS Z B EEMER RN Web BIERMNEIES YN AERE RARF[OTRREE.

£ AWS Management Console 237 Classic Load Balancer
New EC2 experience

A THRFEILEM Classic Load Balancer, IREZE R FLEBNEREREET , HlnBBMGE
BiR, RABEEEEBNVHERBENR U FRERAZEHTEENEZEREXNEA.

# 1] Classic Load Balancer

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

REBY L, AARFEHREE—(EEE., FHELENER EC2 HTEBERNE—EHE.
FEBEH KM Load Balancing (B & F#28) , 1 Load Balancer (B8 F#28).

i#$Z Create Load Balancer (23 & £ F#2%),

& B8 Classic Load Balancer [BEY , REBBEREI,

EARiaRE

o o A~ W b

a. HYAHTEREHE K BARHTEHRNEHE,

R Bl 4


https://console.aws.amazon.com/ec2/
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10.

11.

12.

13.

B Classic Load Balancer #8447 , &1 Classic Load Balancer ZB4EE — &
Z L HFERELERAI2E, REEEEREFELREERS:  EHESERHTUAESE
o

b. S¥WEBHER , EEHEHGMBERMAEE.
08 % R 5

a. ## VPC , ERREHTERMARMN VPC,

b. SRS K EEMAAES , ARRTHFEBTFRELAEFRAK, —EATAERREE
W—{E 7@, ATRSENEFTERTHME , MHENR—EUL LN ATAEESN T8,

REFE

HYZ2EBE  FEINREATERE 80 LAHLEN HTTP RENRERZEFE.
EEEXNRH

a. StHEEENX, FHR
b. S¥HITMER , B
BERERE

BAWMES HTTP , BEEIEA 80,
BAWMES HTTP , BEEIEA 80,

a. &¥f Ping BAWE , FHEEBABER HTTP,
b. & ¥ Ping E#iE , FREEEER 80,

c. &r¥ Pingigf® , BHEEREA /.

d. SH¥EREEREBRERTE , FEAERE.
#ITERE

a. EEFTEHITEEUARBSTEEZENER,

b. EARAMTEETS , BALURIRE STNEERE , ENE S TRARER FHR[NHNITE
8

c. EfELWNRERERIIMER 6 BEIER K SEEMNSTEREFEEEHFHS.
Attributes

SHERAEERSAETE, MAERESNRE ESHRE) , FREBERE,
SHTERER (ER)

a. RoIBWMU/LIE,
b. {EMNAEE,

£ AWS Management Console 217 Classic Load Balancer 5
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C.

d.

HENMES —ERR A FRIGNERR , RAE2OARSIRRVE  LREMHERER

o

EEZBRAANER A FEEBERNERZENBR,

14. HEMEM

a.

NREFESEEARE , FEFTEEENRES ZEIRE.
MREERHEFETINIERERIRE  FENRIUEHTESR  REBRIENEHT
728,

HEHEREVEE LRIMREEHFESR , A% Amazon EC2 T AP RBENEEHTE
o

15. #ERE
a. BEEFHEETER.
b. EEEHTERRSIERY , REEERERL. ELF—EEC2 MTERBRERKHZ

% , B LLRIEAE TR,
EFAETERPEREHTEHRO DONS 28 , LEBEEREH L my-load-

balancer-1234567890.us-east-1.elb.amazonaws.com,

B TR DNS BB ZCERLARBEREN Web BIERNBUML. WREH
FEREFER , 2R IARFVARER,

16. MER (EAR)

a.

HENMEEEOSHFHR/M CNAME i , FREEFVEL FHF DNS BEHEN
R, c&BRRAH TR,

£ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 £ &,
EMAHTESR.

BEBE. MERAEH TR,

HIRFERIR TR , B8 A confirm , REZEUM R,

REREHTHRE , BBXAHTEHRZM EC2 MITERSEENTT. REBBREBMIT
EREEHNTHRED B8 IRITE—PIENKBFE, EETBEERME EC2 H11TE
B, TUFELERKRIERATERE  BRELEENERA,

Old EC2 experience

HER 1

P BHNE P ERER

£ AWS Management Console 217 Classic Load Balancer 6


https://console.aws.amazon.com/ec2/
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Elastic Load Balancing X BEZ BT RBARNEHTHIR, FAHBREELR I Classic Load

Balancer,

# 1] Classic Load Balancer

1. ¥E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # A&,

2. REBEJ L K AEHTEHERBE—(AES. FHELERES EC2 HTERERNE—EH,
3. EEEEHKAM LOAD BALANCING (B E ¥ #) 75 , 1##F Load Balancers (B & F#25),
4. iB4ZE Create Load Balancer (B & 5 F#23).

5. &%} Classic Load Balancer , i##2 Create (#37).

SR2 EREHTER
BHAARRFEROESER | flmEE, BRANEEEN,

EEEARREERBRNERF. EREE @ik (AP RIS TESR) ERNIBENELRE
R — @& (B VPEHRINITER) ERNHENERBETRE, EHBBRED , BREN
EEEN  SETEREQ LA HTTPHR , XEA HTTP S 2EEELREERE 80 LN &R

HITERE

ExENE T MEEEX
1. &F¥f Load Balancer name (B #F#R[EH) , AEH T EHINEHE,
E[EIHH Classic Load Balancer A&7 , #&#) Classic Load Balancer 8 B4 BB —F= H

FRBLRA 2 E, Rt@eRBFAREFR  EREIEEDFTREFR,

2. &% Create LB inside (RAZBE L LB) , :EEEEZRHN /T EBATEMNHEBEMES - EC2-Classic
HAFE VPC,

3. [fERR VPC] MRLIEE T R VPC , YR EAEH T HI[EE FRK , F5iZE Enable
advanced VPC configuration (BX R VPC #HEE),

4. BEFEMERERRENER.

£ AWS Management Console 217 Classic Load Balancer 7
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Load Balancer name: my-load-balancer

Create LB Inside: My Default VPC (172.31.0.0/18) -
Create an internal load balancer: [ (whats this?)
Enable advanced VPC configuration:

Listener Configuration:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port

HTTP - 80 HTTP - 8 DO

5. [EC2-VPC] ¥/ Available subnets (FJ AW F#8i%) , EEEZL—AFEAEHMEE RN TAL
BTk, THBEEBE Selected subnets (BEM T#IE) T. BT RELNEHFEHSTH
M, FEIR—EUN LN AE FRK,

(® Note

IR K IRE EC2-Classic i B#EE , RIBETFEEL VPC {E:K#E#2 Enable advanced
VPC configuration (B AR VPC #HRE8) , RIBTF S5 TAREN FRRNERAER
M,

—{E T A [R5 & 25 AT — 7Rk, MRERCRE FRERA WA ESEE AR, EfET
MRS B BTAE T A EER TR

Available subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
(4] us-west-2c subnet-cbb63daZ 10.0.1.0/24
(+] us-west-2c subnet-c9663dal 10.0.0.0/24

Selected subnets
Actions Availability Zone Subnet ID Subnet CIDR Name
@ us-west-2a subnet-e4f33493 10.0.2.0/24
O us-west-2b subnet-5264e837 10.0.3.0/24

6. #IE Next: Assign Security Groups (F—% : IERZ 2 &),

HER 3 BIkR £ &AM VPC PN EH VR

£ AWS Management Console 217 Classic Load Balancer
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MREERE VPC AR  AXAREREHFESRMAREHE  UANHAUREROQLAE
BTV @REENERRUR R T EHRNEFERERE

(® Note

MR E5E$E EC2-Classic MAEWMER , B LEBER T —ESR., EERBERT , Elastic
Load Balancing £/ EC2-Classic F & B F &M 28 1H,

BZeBHETGEHTESR
1. 1£ Assign Security Groups (Elk&Z £ 8 #H) EE L , #EX Create a new security group (B3 #T
TE2EHE),

2. ﬁ)\i&?i‘zéﬁ%ﬁﬂ’ﬂ%ﬁ%ﬂ}ﬁﬁi , BREAREBBNELR. EFFLZLFHEMITENRAULTR
BR 08 C 5 E /ST &R ERAEEE,

Assign a security group: @ Create a new security group

Select an existing security group

Security group hame: my-load-balancer-group
Description: for my load balancer
Type (i Protocol (j Port Range (j Source (j
HTTP - TCP 80 Anywhere - |0.0.0.0/0 @

3. i#IE Next: Configure Security Settings (F—% : BREZXLKE)-
4. HEUHEB SBFSERATENEERER. 12 Next: Configure Health Check (T —2% : BRE

BERERE) BET —ED B,
HER 4 | BRE EC2 HTERAEFERERE

Elastic Load Balancing € B & E 8 8 T @50 2 EC2 B1TEBAE/ERE, WR Elastic
Load Balancing ¥k ZiEEMREFENHITER , AISFLEREEEZTHTER , WKEREFTNHE
HEEFRRERFNHTER. TSRS , LEFTEHFEHENEERIRE,

REHTEENEFRERSE

1. 1£ Configure Health Check (R EEFMARE) EE , RE Ping Protocol (Ping BAAWE) &%
EA HTTP , Ping Port (Ping iE#18) 5E 5 80,

£ AWS Management Console 217 Classic Load Balancer 9
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2. &¥ Ping Path (Ping B$18) , #§TARERNRAE —ERR ("), E®EH Elastic Load
Balancing #$:E{ERREREEHBIER IR Web AREFWTEREE |, HIW0 index.html,

Ping Protocol HTTP -
Ping Port 80

Ping Path /

3. ¥ Advanced settings (#PEERE) R B FERE.
4. £ Next: Add EC2 Instances (T —2 : 118 EC2 #{T{EE).

HER5: MEHTHEREM EC2 HITER

THERTERESSEEMNTER ENRERIAETE.

(® Note

R OEZEM AR E (ENI T ERE  AaSTEtgdREaRkdIHTER L
FERME (eth0) WEE IP st

6 8 & F &3R5 EC2 #T{EE

1. 7£ Add EC2 Instances (718 EC2 #{T{E%) EE , ENER SR T EHRFMOITER.
2. HERABEHEHTHMERERES,
3. i##E Next: Add Tags (F—% : FIEER).

HE LU ERRERAUTEEQEHN SR FEHREMAITEE

- EERNERVERBREVTHINHTER. NFFMAER  F2ROLENEFH FEHFEMRY
TiEEE.

* RXJE Auto Scaling #& , EREBIFHE B BEEMMTER. MFEFMEEF , F2H Amazon EC2
Auto Scaling R EEETFNRERENEH FHNEARERN.

HER 6 . MR H TR (FH)

fEFl AWS Management Console 237 Classic Load Balancer 10


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-register-lbs-with-asg.html
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> U LEREHTEHSE  JEET —ELR, FIEE  BuULERERERaH TS  EHHA
B , F2BEEREM Classic Load Balancer.

HEBRNEEAHTEHR

1. 7E£ Add Tags (FTi8E8H) EE L , EEEBNRS|EFNE,
2. EEWMEE—(EEH A 5% Create Tag (BIUER) , AR EEEBNRSIENE,
3. EfTERHEBEEB % , 551212 Review and Create (EIMEIL),

FEBRT7 BUMEBRIEAHTESR

BYBHRFHER2E , FRESENNRE. BEVEHFEHR2E , KUUBRIEARETEKRER
X EIEH EC2 BATERE.

BUMAHEHFES

1. 7 Review (#2BJ) EME L , i##E Create (B1I),

2. RRBHLEEVEHTEHIF/ 2R , FHIEE Close (BIFR).

3. EEETHARFERR.

4. 1£ Description (#8i8) R5[HZEH £ , 42 Status (iRRE) BRI, MRERR-EHTEEBTRE

REF , JREREACLEHTERNEZMEFRR. NFEEZSFHMEF , F28H WEDEH
Classic Load Balancer : #1T{E 5.

5. ELE-—MBEC2HTEBERE R 2% , EULVAREHTEHSE. £ DONS B8 (flw , #F
& my-load-balancer-1234567890.us-west-2.elb.amazonaws.com) & =& | It BhEE A
BRAEERE Web BIBERMN bR, WRABRFH[EFLERE , AUEERRBHAREE,

HER 8 MEREHFER (BR)

EENAETHERTHE , FERBFEITHRBARN - IEHFTE-—IENEM. EEETESR
ERHTERE , EAEMR, MREHFERR  ESFLUMER. Fi5 MREATE
SR EXECARE R THRIMVANITMER,

il B & 8 7 #8725

1. BENBEAENEHFERN CNAME iCsk , FERFMNELFF DNS BERENA , 2
B EMRE ST ERR.

2. £ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £12 A&,

fEFl AWS Management Console 237 Classic Load Balancer 11
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Elastic Load Balancing Classic Load Balancer

3. EBEBEHM Load Balancing (B ¥ #) T , i##F Load Balancers (B F#25).
Bl H TR

EEBE. MR,

HIRFEFRIRREF |, B1E Yes, Delete (2 , MIBR).

(ER) EEMBRERTERE K RAHTHRMEEBN EC2 HTERSRENT  FAEFAR
ITEEEEDNTHE NG (TR KERE) RE, NFEFHZRKIEATERNEREN ,
A2EBAR Linux #1TEA Amazon EC2 A ERE R Z L MR E) H1T (8RB =& L ER/Y
AT ERE

N o g &

fEFl AWS Management Console 237 Classic Load Balancer 12


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
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T [a] A R 4B 3% B9 Classic Load Balancer

H M AR A E T EREE — AL R ATHETH DNS 81 |, WLLRE ] BUEIR R 458 3R 18 55 R 1 A
i B R 2 6 ) B 81 P #7235 SE MR EY EC2 1T EIRE
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subnet subnet
N
. vy

B &
- BHTEHFIN LB DNS B8
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BHFER/NLHE DNS B8
ELNEERTEHREYTAKE , FIRTINE DNS £ , BFnT AXBBEEFR. DNS [AR:ES
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EEEEERIAE IP thit B IHHITEE,
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22 3 TH [0] 48 BR A R 1Y B S T BR

EfE VPC HRM EHFERE , UL CEMASEHFHRIEOBRERNEHFER. &
A TR 2 M RERERE 8 BT &S,

EXRNERTESRN  SREEREX, REEFAERE , Y EFMRIRHNITEE. SEBEE—
Briim (AP RIEHTER) ERNBEABENERE | URRK (BERFEHERIIRIFRHTER) EiR
HBABENERERJEERER, EUNALNEHTHRIESBAEERN,

FERVEARNHOMBERERNEETES  B2REERE - 21 Classic Load Balancer,

i

EEVE HTTPS #EEXEH TS , F2EMEHA HTTPS ##EfENE 7 Classic Load Balancer,

i

By EEARERN AT R 14
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WZE Classic Load Balancer

EAVE VPC FRUARTHEN  CLERBECERNIARTSERTOMRBRNARTE
=,

HREREREHTEHINEEEELE IP thit, EOAERREREHFEHET 2 DNS BB BN
AEENAE IP i, it , AEARARNERTHSTERBERBEREHAFRKER, NEE
ZEHMENR |, E2E ER AR Classic Load Balancer,

RS FERNEARERSFLE IP i, AMRBERAETHRZ DNS BRI LRBN AR
MFAE IP ik, Rt , AMER T EHR[REERAEHFERN VPC FEUREHAFiRmER,

MRENERAEXEZERR (Pl , KEEEIBFRMBERA Web AR , AR REEE] Web MRS
MERMERRRR) , SRR BRERER AR BRARN B R PR, 2 HEaRRER
MEETER , YEECEM Web [RSR. BEYAEETER , X CEMERERMRIF. Web MR
REREOEREEN AR TERBRER  LEHRENERRFNFREEIINABERTESR. &
BEARBFRSEBREABEHFEHINFER.

~
EC2 instance EC2 Instance
public subnat public subnet
¥ T
[ load balancer j
&l arr—
¥ ¥
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v L
ECZ instances ECZ instances
prhrute suibret private submet
e M
. A

B &
- BHTEHFENLE DNS H8
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« B3I AP Classic Load Balancer

SEHTHERMNE DNS 21
ERNHERTEHREYTAE , FRBETHIHAALE DNS 54 :
internal-name-123456789.region.elb.amazonaws.com

DNS fABR25#$ 8 8 F #2769 DNS B BENM R ENAT AR T EHR < AR T HR[DBHNLE IP #bil,
BESRVEHRHMHEEIEAEEBB AT REHTEEBHLSE IP ik, WRBABEESNSHF
t, SESHFFSEZRISERFATER  ERTHEIAMN, BR , SEAHHEEEEHTAES
PRBITER,

# AEB Classic Load Balancer

B LB AEE R T ERS , SRESMHEEMN EC2 HTEE : REBEIENAF K , R THE
2219 VPC,

B #%

- BEHFRH

« f£/H AWS Management Console 23 A28 & F # 25

- EA AWS CLI ZV A E R FHES

BRI

« MREHREYEHFEHRN VPC , BLAERBEACHEEY, MFESHMAET
@81 VPC M EC2 #1T{EEE.

- BB EQATEE T EREMN EC2 BITER. MRELTEANEH FEHRN VPC hHF
BT PR BT ERE.

3
W%
a1
|

£ AWS Management Console 23 AZf & & F#35

New EC2 experience

FEATHRFEILEM AL Classic Load Balancer, RS ERFEEMELRERET , flNEHE
MEBHER, RABEHECRBRNVEEEN , AREHRERBE LT EENEERRNET.

BHFEHIENWAE DNS BB 16
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B AEB Classic Load Balancer

1.

o g~ w N

10.

11.

£ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 i &,

REBEI L K AABFEHEREE—(EREE. FHELENEA EC2 HTERENNE—EH.
FEEE KM Load Balancing (B 5 F#25) , i#Z Load Balancer (A& ¥ #28).

i#1Z Create Load Balancer (21 & & F#325).

&R Classic Load Balancer [BE , REBEIBE I,

EAiERE

a. HHWAHTEREHE K BAKHTEHRNEE,

EEEH Classic Load Balancer 84 , 1 Classic Load Balancer ZB 4 EE — &
Z L EFZRBLIRAINE, RETSHREFEAEERS  BEHERERBTIAESE
i

b. S¥EBHR , BHAL.
08 % R

a. &% VPC , EEEREHTERMEEMN VPC,

b. S¥MRE K EEMAAES , ARRTHFEBTFREFER. —ETHERERGEERN—
BFHig. RTRSENEHFER TR , AR — @ LA RSN FE%.

YL 28E  FENRESTERE 80 LALEN HTTP RENRAER2EE, HE
MRENERARAERTENEABENERE SO UTUEYHNREEHE,

EEEXNEH

a. HYEBEENX K FREBEABEAR HTTP, BEES 80,
b. S¥HTER , FREBABESR HTTP , HIEEES 80,
BERERE

a. Ping BAWHETERA HTTP,

b. Ping EEIETERA 80,

c. Ping BRERAE /o

d. SHEREERERERTE  FEAFRREIBWALEAENBENE,
#ITER

a. EEGTEITERUARBATERENER.

f# A AWS Management Console 23 A &f & & P #25 17
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12

1

w

14

15.

b.

C.

HEUA#MTERTS SN RELINENNMERERE , ZNE S TRAREH T EHR[OH
1TIER.
EEHENERRIRER  FRIER  SEEMOATERTEEaHTESR.

. Attributes

SHHMABEESAHTE, MAEZESNRE (REER) , FREBERE,

. BRVEHRER (2A)
a. RoIBMUALIE,
b. EMAEE,
c. BHEMESE—EER A FHEITEER , ARWARSIBMAUE , WREMHIERSER

o

d. EEBRAANER  FEEBRNERZSZEMBR,
. MENEM
a. NMREFELEMARE , FEFTELENRESZEIRE.

MBEEEBERERNAERERIAE  BENEVEHTEHS K FHREILENEHRF
#35,

EERBVEHHLZRIRAE AR FESS , B0 Amazon EC2 AT R LN E &R T
2=

EHUHT B R P E 2R
EEERHTERRSIERY  REEFERERNL. ELF @ EC2 MITERBERBHZ

% , BRI 8 8T e
EFHHETNERTEREEHFTHEZN DNS 28 |, KZBEEREEL my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com.

AR TR DNS BBUECERLARKREHEN Web BIERNBU M. WREH
FEEEFIER , CEEIARBNEREH.

16. MER GEHR)

a.

b.

C.

HENREREOEHFHRM CNAME ok , FEEFMVEL R DNS BEHAEN
R, e & BRRAH TR,

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,

B S H P ERR.

f# A AWS Management Console 23 A &f & & P #25 18
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d.

e.

f.

BEBE. MERAETE:R,
HIRERRE R , @A confirm , ABIZIMER,

MEREHTERE , BBAAEHTESRZM EC2 FTERSEENTT. REKBEHIT
BEREENITHRE  BREIMRKIAFE-PENBBE, ERTBEFEREME EC2 #1T{E
B, TFLESRRIEZHTER  BRELEENERM,

Old EC2 experience

FEFERRERT |, Elastic Load Balancing 2 E M @EREERN AR TER. EATIHIEFRREILAE
BHTHESRE  YERFEYNATERFERZM EC2 HITER.

B AR EH TR

1.

2
3
4.
5

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

FEBH KM Load Balancing (B & F#28) , #E1E Load Balancer (B8 F#28).
i##Z Create Load Balancer (23 & £ F#2%),

&t ¥t Select load balancer type (ERiZ& 8 F #2558 8!) , ##Z Classic Load Balancer,
£ Define Load Balancer (E&= 8 8 F#s8) EE L , BT TFII/EE .

a.

#¥f Load Balancer name (B HF#2RE18) , MASHFTEHINEE,

EEEH Classic Load Balancer #84& , &1 Classic Load Balancer ZB4EE — &
Z L EFZRBLRAINE, RETEREFEAEERS  CHERERBTIIAESE
o

&+ ¥ Create LB inside (EREPE I LB) , AEH F#=5:8E VPC,
i#$Z Create an internal load balancer (B A3 & & F#2%).

[FAE% VPC] iR BB T TR VPC , YR EAEH T HHENFBE , 551E1F Enable
advanced VPC configuration (BX B VPC #HEE),

B AR RENERE,

f# A AWS Management Console 23 A &f & & P #25 19


https://console.aws.amazon.com/ec2/
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Load Balancer name: my-load-balancer
Create LB Inside: My Default VPC (172.31.0.0/16) -
Create an internal load balancer: ¥ (what's this?)
Enable advanced VPC configuration:

Listener Configuration:
Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port

HTTP - a0 HTTP - 80 (%]

f.  ¥1 Available subnets (ATAK F#85%) , BEEEL> —EBEAEMEE TN AR FBE. *
BB EBE Selected subnets (BEW FHEEK) T. ATHXELNAEHTFTEHSETHYE , H&
B — 1B A LY F#85%

® Note

MREEREFERR VPC M ABRKMEE , 8 ]1#1F Enable advanced VPC
configuration (BX AR VPC #HEE) , RIR A% 18 al# B 78K

ETAEHSETEE—ETER. NRLADEETEENTABNEETES =
BT BBV B AT T B e 78

g. 1E#E Next: Assign Security Groups (F—% : #8iREZ £ B#H).

6. & Assign Security Groups (¥§kEZ£8#) EE L , 1##F Create a new security group (B3
ZEFE), WALLTLBEEANSBNER  IREBEEREBNER, EEFLLFEMIEN
RAAFREROLECREAR T EHECANERE, WREKFERATRNELEETEREMR
BT | BIXEEE Add Rule (FTiER R , B HAFABREROZEEENR A, BEE

A —N ]

Next: Configure Security Settings (F—% : SREZXZERE).

7. 1E Configure Security Settings (R E&X£&%E) EE L , E1E Next: Configure Health Check
(F—% . REEEMRERE) EET —ESR. MREBVEREY HTTPS BT #E , F2
BI4&/Y Classic Load Balancer B HTTPS #ZERE,

8. 7t Configure Health Check (FREEEMREWRE) BEH , REEARNENEEMRERER
TE , R1%I182 Next: Add EC2 Instances (T —2% : #118 EC2 #11T{E#),

9. 7£ Add EC2 Instances (#7318 EC2 #1TEH) EH , ENEQE R THFIMOTER , A
%IR1E Next: Add Tags (T —% : FIBER).

f# A AWS Management Console 23 A &f & & P #25 20
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10.

11.

12.
13.
14.

® Note

EROEENEMERERE EN) MBI TERBE K SRTEHISKRERHIHTE
BLEFERM (eth0) WEE IP #ult,

(ZA) B UEEHTEHI[IFNMAZEER, ELRTHEER , 75212 Review and Create (B2
FMEI),

£ Review (F) EEH L , REZNRE. NREBEELT B EEHENERZURERE,
SERES | i#BI2 Create (BIMBER),

REBANECEVEHTEHE 2% , B5EIE Close (BF).

EEGHTH 8 38

£ Description (3#iR) % L , tab, note that DNS name (DNS & #) 1 Scheme (&##iiR) #5
HE | EHELAEN.

BEARREY, MRERTR-EHTEBTERES , TERRAEEHTERBNDEIMERR
B, MEEZHMEN , F2E8 WIEZE Classic Load Balancer : #1T{E& 5.

A AWS CLI B3 A8 £ P # 5

FEFARRIERT | Elastic Load Balancing 2 EEABRERN AR T ES. £ATIEFREIRNTE
HYEes  YAMFEINAISE S FEHRFM EC2 BiTERE.

BYAHAEH TR

1. fEH create-load-balancer i85 , H --scheme iBHEEREA internal , TR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

UTREEES, FI8  REBUEHERANAH TR,

ﬂ

"DNSName": "internal-my-internal-loadbalancer-786501203.us-

west-2.elb.amazonaws.com"

£/ AWS CLI B K& & TS 21


https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer.html
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2. fERLLT register-instances-with-load-balancer 54 38 & 18 #4117 {E 8 -

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

LT ROESS -
{
"Instances": [
{
"InstanceId": "i-4f8cf126"
Iy
{
"InstanceId": "i-@bb7ca62"
}

3. (EHA) EERALLT describe- load-balancers i RERFAZPE B L EES

aws elb describe-load-balancers --load-balancexr-name my-internal-loadbalancer

Bl fE‘ =2 S DNSName 1 Scheme #{L , EXRRFERAIPE HFEES.

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
b
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T720:32:19.920Z7",
"AvailabilityZones": [
"us-west-2a"

/A AWS CLI B3 AEh & & P s 22


https://docs.aws.amazon.com/cli/latest/reference/elb/register-instances-with-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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]I

"Scheme": "internal",

/A AWS CLI B3 AEh & & P s 23
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Classic Load Balancer B9 53 117 {E 88

#1] Classic Load Balancer 2% , B H T H=R5M EC2 H1TEE., B ERESANNE—
A A B e 2B mT A B2 EC2 #1TER , A8 FHFHES, Elastic Load Balancing @ EHi¥i 25
M EC2 MITHEEITEFERERE  WHEECEMEEERERITMN EC2 HTEEZE , BESHLE
ARBRIEEEFHFHEZH DNS B#H,

B &

- BITERREE

« X{HEEM VPC F EC2 #1T{EEE

« BIRM Classic Load Balancer :3 EiE{EARREMR Z

« SREIEM Classic Load Balancer &£ EH4A

o ¥FIEHBERIEH Classic Load Balancer B F#35&

« FEMBHEUHEMER Classic Load Balancer #J EC2 #1T{E &

HITERREERER

- EREOESHFEHFIMOFTERNITEE LZE Web [IBRES , #]20 Apache = Internet Information

Services (IIS),

- A HTTP M HTTPS BHERERX , RMEBELN EC2 HTEEBMRAKEERRE  HUEEHT
HERHHZTAFIRBEREEFEAREHTERNER. EWRL Web ARBNEAR , £MREAESH
FEBENEIXE, FEEARSEZE LAY , LRRAESHTEHSE SEMEERENHTEE,

» Elastic Load Balancing X B R AE®E T (MTU) &R, B 7THEEAREE MTU RRXTUEEE
£, BABERRFATEENZBETAHFEE ICMP 28 (88 3, RiE4) AE. MEFMAENA ,
ESEERAR Linux B11T1EEE A Amazon EC2 R EEEHIERE MTU IR%E,

BB/ VPC M EC2 #1T{E R

BMEBERDATES , BERHLEER (VPC) RYBBTHE. NRLHE—EHH AWS 5
REBEAGZIAERBNES  SHERSE VPC, MEAETUERAAR VPC, HRTADH
VPC,

VPC HHy & -V #2R

HITEBREER 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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Amazon Virtual Private Cloud (Amazon VPC) AIZ R 1E AWS EimMIFAE FEBE = R N E & EBRARIR
B, HEREBRLESER (VPC) , B LI E AWS BR (Hlin , 8 HF &5/ EC2 H1T{EE), WE
FHMER , 20 Amazon VPC FAEIER.

S H RN 7%

ATHARESTEHRTUEERESRE  FHIEHTEHRINESEFRREE—EBCDRER , YEFE
D—1@E /27 NTEE (0, 10.0.0.0/27) MED 8 EREN IP #hit, BEHFHISEHEL P
R TEREVER  UESEREQERE. R IPHUFE  SHFTEHSTEELER , LE
HARABETEMER 503 85,

ESECAZRBATEENTAERREL 7@K, REEVEAER , £UUNELB AR, BT
i, ARNALRFRENESRBENHTER. AR FRRISIBRAKRRAENEH, FEX,
FRX VPC EERBER THEE TR EHE —ELE TR,

ERRNERTVER  CL4ANE-HSALA AR TER, NRENBTERBVALE A
B, FEMENTAERSPEY LA FEE  YRENHTERN TR LEeREELLAE FRKE
BHTHR,

RERE

LY ARREETEHERTUARKEEZEEXERENEFEREREERE L | BENATEREHR. W
FEZHMEN , F2R0 £ VPC hEHTEFNZ2HE, ENUTERBNRZEFHELARTERR
FESRNSEFEENWEEEEEORE. WEESHMEENR , F20H £ VPC FHIATEENZS
&l

Ak ACL

&/ VPC WiBEE ACL AR EEREEEMEFREREEEEAFEARE, NFESHAEF
ASH £ VPC PR HFEEREE ACL,

AR Classic Load Balancer X EB/ERERE

#&HY Classic Load Balancer 8 E iR EE T S MO BT EEBRAFAEME, ELAHABREE
MARE, EETEERERER  EFEREBEEFNHTERBNMRES InService, EETEMEMEE
BRER  EERETENHTEEMES OutofService, ERFTEREBEERERTFSTE , BF
THRFSEMEEMOBATER LHTEEREBRE,

SHTPERAGSFREAINEFRERFNHATER, ERFTEHRHEE BT EENEFERES
=8, SFLEEFREHIZRIITER. ETERERIEFRIFNRER  SRFTEHFINSENR
EREEHARIZHITERE,

REEERERE 25


https://docs.aws.amazon.com/vpc/latest/userguide/
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EFTEHBERETHOIMMTEBNEEMRE , FHBFRNR2IEB Elastic Load Balancing Fri2 8%
HEEREREHRE AR BIBENBIHEEREREHRLE,

MR IR Auto Scaling B¥4HE2 Classic Load Balancer 1BR3HS | 48 0] LA F & 8 P # 25 H0E 4R AE
BE , SIHEESLM Auto Scaling BETPHETEBNEERE, RIFEFERE , SEHTEEHN Auto
Scaling B E IR EEMEMEE, WEFMEN , 528 Amazon EC2 Auto Scaling EREIEEFHN A
Auto Scaling B##8#718 Elastic Load Balancing iB{ERREME

B s

- EfREREARE

- EEFREREERE

- RELHHITEENEFRE
- BEZEEFERERE

EFEREREERE

REEFERE  2SEBTEHRANREZMATERNEFERENET . TRRFABRCLEFR
EmE,

WAz iR
BEAHE FEABRAGEERFIHITEE,
BME : TCP, HTTP, HTTPS H SSL
FRAETER  HTTP
CLI/API 785%fH : TCP
EAR IR R EEBREFERHITEE, | %2 protocol:port

., MRAZEHFEHRHLRYTEREREN D ER
RS E R EREERER , FITERRBER/EERETR

£,
BIAWE : TCP. HTTP. HTTPS 1 SSL

EEIREE 1 F 65535

EfERERERE 26


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
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Rz

HealthCheck Ef®

RET REE

iR
FTIEATEER  HTTP: 80

CLI/API 785%{E : TCP:80

WA HTTP = HTTPS #REY B it

SEEZBENRE LT ERE L HTTP L HTTPS
GET &R, MREVEAREBRETE B MR R IF R B A K E
F200 OK, MAWNEAEE , BiiTEBSHEAMRIT
B, MREEIEAX , BHERRERNH4ELR Content-
Length FEER B ARBZERENE , HIEE Transfer-
Encoding Hz& 4 "ER.

YE5% : /index.html

ZEWIEERERELC ENER , AW AEN),
EXE : 2% 60
FEE% : 5

BRIBTERBNEERERECENERE , (AW REN),
BHE : 5 % 300

¥&5% 1 30

EESE EC2 HTHERTRZA , EERERERBL AL
;0P - PN

BHE: 2510

FEER : 2

EfERERERE

27
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Rz DU
BEERIFRE HEH EC2 HTERBRF 2w , EFRERER D LA
S AEREIR .

BEXE 2510

FEE% 10

EHTEHRESR Interval ¥EFERABEENERZE, BABENRE  nESECEHMBTERELE
ERERERER, SEEEREREFERESZEEL , BEREMRABERT. ST EEEERFEH
REFTEZE T INEEREREFRNER. WREEREREEZKRBEIB UnhealthyThresholdCount
R, BETYEHRECARITER, BEEREREEBRIIEIB HealthyThresholdCount JXEF , &

BT ERENBAZBITER.

HTTP/HTTPS E/ERERER I MR EEEREREBRAER 200 EEERE  HTERSHIEA
BEMRERE, R TCPIEMAAKINA|I TCP EERERERKII, MR SSL RiEKINAI SSL E/EiRER
BRI,

EXNEFEREMERRE

BRI L EEAREEREN S HTEHRNEFERERENERE,
New EC2 experience
ERAFEAEMENAHTEHRNEERERENERE,

1. ¥ https://console.aws.amazon.com/ec2/ BiEX Amazon EC2 £# A&,
FEBEH KM Load Balancing (B8 F#28) , ¥ Load Balancer (B 8 F#28).
BEASHTHRNEBRAMAFEEARE.

£ Health checks (E{EARRERE) ZEE L |, 1##F Edit ({RH).
EREEFNREREREEENEERERETS K AEEEMER,
HENBERIRER K FEEFTEE.

2

EMEEREREERE 28


https://console.aws.amazon.com/ec2/
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Old EC2 experience
EAFZEAEMENAHTEHRNEERERENERE,

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

HEEEE KM Load Balancing (B #¥#) T % , i##F Load Balancers (8 8 F#23).
EREHN A H TR,

£ Health checks (IB{ERERE) 28 L , 1212 Edit health check (fREEEEMRERE),
£ Configure Health Check (R EEEMERE) HH , AREEZEFHMARE,

i#1Z Save (&1F).

2

£/ AWS CLI EF a8 8P &z EFREREN AR,

{# AL Configure Health Check (X EiB/EARERE) 5 :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

BELN T AR EFERE

BRI E R CEMAITERANEFERE,

New EC2 experience
EREEAREHNTERNEFIRE

1. ¥ https://console.aws.amazon.com/ec?/ BARL Amazon EC2 &,

2. HEBEHEHKM Load Balancing (B F#25) , i##F Load Balancer (B H F#328).

3. EEARTVHSRNEBREMAEAFEEFARR.

4. EFMEAERP  MERFERBIHATERBE.

5. EEETERRSIEBNEEITERRYD  EFRERURTESEZMATERNEEMR

=&,

BELHTERNEFERE 29


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/configure-health-check.html
https://console.aws.amazon.com/ec2/
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Old EC2 experience
EAXEAMEHTERNEREMRE

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. HEBEBEHM Load Balancing (B ¥ #) 75 , i##F Load Balancers (B ¥ #25).
3. ENEMARFERR.

4. 1£ Description (##i&) 2% , Status (IREE) I HERBFH AT EREEB B,

5. 7E Instances (#{T1EEE) ZH , Status (IREE) W5 H ZHTEEAAMRE,

£ AWS CLI s E# T ERAE/ERE

A LLT describe-instance-health a5 % :

aws elb describe-instance-health --load-balancer-name my-load-balancer

MR ENEEIRERE

ZHEEMBTEEBREEBESTHSNEERBRENEREE TE. EERERELARTEER
MWERR , EC2 BITEREMAESNEE FEHRER , KB EC2 BT EBNEIERE. WEFRT
BERRMTR , URESEETHRIPL S RHEREEREBEBENFHEENR , FSEBEDE Classic
Load Balancer : B{EAREER T,

X TEEH Classic Load Balancer & £ ###H

security group (Z£8H0) MEMARBHNAE , IRHAFEL —ZBEHTERBARE. B EC2 #
TRERRER , B8-S EARLFEETERBMERED ., StHESERLHE ST —NZERA
RAFRE. BALRERERLZLBENSR RS8BT RUEAZHLLFHAMEBNITES
TER, WEFHAEF , FSEERAR Linux B1TEBH Amazon EC2 A EIEMFH Amazon EC2
Z2 84,

B #

- EVPC HEHFH=NELLHA

- £ VPC HWVEIITHREBN LS EAE

« £ VPC R E - FH /A ACL
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# VPC REHTVEHFNRZEHE

E &£ AWS Management Console £ VPC HE V& HFEE5E , B LUREREN VPC £ #
HERET VPC HiZefHH, IREREZHANZSHE , AR AR EnREEEEEANEHTE
BHNEEREREERE, IRZREEVRESHEE T HRASEHFERAIUAFELERENME

=1
;ﬁ:io

[Nondefault VPC] SN 46 H AWS CLI 5% API 1E3ETESR VPC RV EH L HE  BEFEERSLH
#, AN aaTHSSaEE VPC NERZT B AMEEE,

[Default VPC] t1RE A AWS CLI % API 8 TEER VPC BN BB T , BELAEH T EHS
BERENZLEHE, R , Elastic Load Balancing IR M EGRAINEZLEE , LAHEEH T EHS
IS EERE LFTEME, Elastic Load Balancing E€ A& AWS B — It BRENLZLEHE &

BB A default_elb_id (420 default_elb_fc5fbed3-0405-3b7d-a328-ea290EXAMPLE), #
BNTERR VPC HEVEHTHE  tEALRLHE. FEYRELLFHERL  LEKREMATR
ETEARTHNAERTHRENEREXNEEREBREERE, EARMKREH TSN , k2B ET
=B 2BMER.

MREHFEEREXIRENEHTER , ELARRENZEHE , LEREMAAT REEHNED
EEEEE,
B 8
- BETEHELLHENESRSRA
- FRAXRAEERSEA
- £ AWS CLI EBZ S

SETVERZTLHENESRRA

EHERTERINREHESAAFCMARENATERETET. ZBENRABRNEH T EHRE
B (T B R R AER)

TRETHODBERAERNARFEREANEZRRAU,

Inbound

T
E'.LI_I;
S
i}
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0.0.0.0/0 TCP #HHH EEHFHEREER
NEEIE RS
BARE

Outbound

B #Y ith BAWE EEREE & R

pHupHH TCP HURHHHHY ERTEREEREN
HiEE AT REHE
THERENELRE

pHupHH TCP HHHHHH EEEREREEE
B FAFRO#TE
BHNELRE

TRETAHAEHTHREANERRA,

Inbound

R BAWE ERREE &R

VPC CIDR TCP #HHHH EEHTHEREER
REEIE FATRE
VPC CIDR AR
=

Outbound

B /9t BAWE EEREE &R

pHpHHH] TCP HURHHR B ERTEEEEREN
HiZE F REREE
TEENELRE

pHpHHH] TCP HHHHHHH EEEREREEE
B FAFROTE
BENEHRE
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ERATEAEELSHA
AEATISRREBER VPC HEEN B T EREABMN R EA,

New EC2 experience
ENERGEHFERN LA

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,
FEBEE KM Load Balancing (B E ¥ #8F) , 1B Load Balancer (B F#28).
EEEHTERNEBRAMEFHEARE.

ERZLMREIERP | BERE.

EREZSHEEENT2TETH , REENMEABRETLEE,

o bk w0 bdp =

BREZNUHEHEERSEE,
6. SEREF , 55%#F Save changes (REEE).

Old EC2 experience
EFETGAETEHRNZEHE

£ https://console.aws.amazon.com/ec?/ B Amazon EC2 &,

HFEEE KM Load Balancing (B HF¥1#) T % , i##F Load Balancers (8 8 F#28).
JE3EIBN: O =R T

£ Description (#iR) £ , 1212 Edit security groups (fREEZ 2 &),

£ Edit security groups (fREEZ £ #0) EE , EERBEEIEREZLFE,

SR , FEIRIE Save (E7F).

o gk~ w N~

A AWS CLI EER L EE

EHALLT apply-security-groups-to-load-balancer 5% , L2 #HE VPC YW E BT HRELR
B, EENRLBESEELIBEABNZTSEE,

aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

BT 2 Bl e
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{
"SecurityGroups": [
"sg-53fae93f"
]
}

# VPC HFHEYHITERRN 2 £ 548

BHHTEENZSHE  CARMCMRERTEHRETENA. TRETEBENRA,

Inbound

R BAWE EEEEE E2y: 2

pHpH AT TCP HHUBHH] REFRBEEH T HES
EETEREEEES
BIEE FWRE

HURRHH BB TCP HHHHHH ARFEHTEHRFEB
BEMR e TR
BEIENRE

B EREATEAN ICMP RE , UXEBE MTU RER. NFEFMER , F2REAR Linux #1T
ER8HY Amazon EC2 fE A& R P RIERE MTU ]RE,

# VPC R E H a3 #EE ACL

VPC WM P EUZHEE (ACL) ARFATAEBANELNRE, MREEILEHFTMAE ACL , &
AFER AU R AT ERN T ERETER,

SHVPERNFEREBRRA , BUARAHFEHRNEE (HRABREERIRER).

LT RHEEARERN SR FEREANESRA

Inbound

HR WA E BRI ALfE
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0.0.0.0/0

VPC CIDR

Outbound
B By ith

VPC CIDR

VPC CIDR

0.0.0.0/0

UTRAEE FEHREANEZRRA,

Inbound
IR

VPC CIDR

VPC CIDR

TCP

TCP

TCP

TCP

TCP

H##H

1024-65535

EARIE

HAHRAHHH

HAHR#H

1024-65535

EARE

H###

1024-65535

KRRV ERERE
NERE L RFFRE
BARE

AFFEREEEE
B8 VPC CIDR K&

ARE

ﬁl’:

2

RFFHITEREERE
REZEELAEEL
N

~

DL

(il

RFFEFEREREE
BB F NPT AEHR

==8

AFFEREEEE
FEBLRE

AL AR

R BT EREREE
HEEEFAFRE
VPC CIDR WEAR

==8

AFFERMEEEE
3R B VPC CIDR W&

ATRE

1£ VPC R EHFHEEMHEEE ACL
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Outbound
B By ith

VPC CIDR

VPC CIDR

VPC CIDR

TCP

TCP

EARIE

HAHRAHHH

HAHR#H

1024-65535

AR

RFFHITEREERE
HEEE FRE VPC
CIDR WEHRE

RFFEFERERE
IR EfRE VPC
CIDR WEHRE

HEERMERE R
#FifiE VPC CIDR Ry
BHRE

ERETEEN FREKEZFAR  BURR FRERAEHLE. UTHRAAR—EFLE FHEE, MRE
HHITEBERAE FHE  FEERFREBENHLHN VPCH CIDRE0.0.0.0/0,

Inbound
KR

VPC CIDR

VPC CIDR

Outbound
B By itb

VPC CIDR

WA E

TCP

TCP

WA E

TCP

EHRE

HHARHRHHH

HAR#RH

EARE

1024-65535

ALfE

EHTEREEES
HiEE F RFF® VPC
CIDR AW EBEAGRE

EEEREREE
B F RFF® VPC
CIDR AW EBEAGRE

ALfE

EERFMEEE LR
ZF#i M@ VPC CIDR HY
BEHRE

1£ VPC R EHFHEEMHEEE ACL
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8RB ERIEM Classic Load Balancer By F#85%

ERFIE T REREEHFE[EE | Elastic Load Balancing @ EZTHAEBRELEHFEHR[EHE, 8
BTERaREIREAFPRNRE , REKFEREEE —ZETHESPEERERFH D EME
TEE, ¥R VPC RWEBRTHES K RMAERLSEATARENE —EFRKE , Z2RMETHES,
ETRESEHTESINTAME, FHIELTUEREAENEHTFEHRE R TR,

RAMENHTERARN TR RSP ERFHEE. NIRENEHTEHREE QAR EBRNE R TES
BB RERLNE FHRBUESNRIEHTEREICRES HF &R (AERRATREEBVALE FH
B%). MREHEFVFHRIEATEHTER  BMAEZRCRELE FEK. AV TERN FERF
B , F2REREN VPC M EC2 #iT{ERE,

ERMEFERCR  ARTEHRSHASBERBRHEXIXERITARSACEMOHTEER. B
BiER AR THRESERGG s AR FRERATHES ., EEEHAFRGTs BB 2FM
WFRETARSTPNEHTER K MABESERTEH, NFEESFHMEN , F2/ A Classic Load
Balancer B EX B A HF#. o

CTRBEERHENARTERERTLY | EOARERETEN TARAREBETREEBRR
EFEMATERE. CEERTARMZE  SATVERFLEARRIDEMONTERN T/
B , EHREHEREHIEEMOHTEROTET O,

4

. EX

. $H TR

- BRT@H

=R
EEEHFENERTERN TOE  CLERETIER :

- ERVERLARETED —ETFHRE.
- — BT A EE&RS ATHTE —EF 8.
- BEAFEAKED TR

HRERARTERTEABRTEBERN APl , BRRA N TRBBELEZEN O BRI
B BBLRFNTERBTELER, I, CLARS —ETAEAERIE TN  NRCEE
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REAEFEBEARENERTER. flW, IRENEHTEHREE—THEE , £FERRS —
B 7N 7k , ELALRE_BTRES. HiE5—E1F8k. AR A SUUREETRESE
BRF AR (TRER —E 7)., RFEHRTARSHEHRN 7R (BHhESE R B —E7F8%) ,
REEFE= ﬂEI_IFHIu__uiJE?T%F?-T-#‘]%(ZIH%AmE%l TR#),

48 1 HH %
FAMRECH ARTERI LM TEROTAY. UARPHRTME TERFHATER Rt

HETAHERESFHNHTEEBEEZE FRREEHTEEE, NEEFSHMEN , F2E EMREUHEME
B Classic Load Balancer B EC2 #1{T{E & ,

New EC2 experience
FEAEEARE FREBMEIENER TR

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,
FEBEH M Load Balancing (B F#28) , E1E Load Balancer (B8 F#28).
EEARTEHRNERRAMEFAEAEH.

RS RSIERTD |, BEREFHEE.

ERETEBREENAERRFERD  ENERABETAERS  RARZEEEXTRAESF
FIEEY MR

6. SEAEF , 55&$F Save changes (FAFZEE).

o M w0 Dd =

Old EC2 experience
FEAXZEARE FREBMEIENER TR

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

FEBEH KM Load Balancing (B8 F#) T 5 , i### Load Balancers (B # ¥ #23).
EREHEEHEESE.

RIS ERS , ZEH Instances (FITEE) 2,

i##2 Edit Availability Zones (# %8 7] F [E15),

¥7 Available Subnets (T AR FHREF) , BEFREBEAENE +) BR. TRBEBE
Selected subnets (IZEXH FHBEE) To

o a0 A w N~

AR, —EUTRAEREGES REEN—EFEE, NREECEEFEBNTHERRE TS
B, EEFMRREEA B aIFmER A RS T,

B T 38
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7. igj% Save (ﬁﬁ)o

£/ CLI 3¢ FHERE ¥ 8 2 8ay B 8P 35

fERLLT attach-load-balancer-to-subnets #5 5 %718 My (B F 4858 | I8 1) & ] P #138 -

aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fbl4f6a2

SETEHHENMEFRBRNOEEE, Hlu:

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fbl4af6a2"

]

}

B R TR

B RENEBBTLEHRER AR, FIZELPR AR ARV EHESHBEERKBE
ERZTFRBANEMOBTEE, MEEZHMEN , F2E SFMBEUEFMER Classic Load
Balancer By EC2 #h1T1HEE ,

New EC2 experience
FERAFERARRENERFEHIRBERFHER

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 i &,

2. HEBEBEHKM Load Balancing (B F#25) , i##F Load Balancer (BHF#328).
3. EEARTHSRNEBREMAEFMEAER.

4. TEMBRRHFRS|IERT , BEFERFEETFHEE,
5

ERETREEENREERRFER , RERANTHRSEZENE W FHERE  SIRIUERIUE
BR AT A [ 3 A R A Y T 4 B

6. TTHEF , 55212 Save changes (REEEE),
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Old EC2 experience
ERATERABRER

1. ¥ https://console.aws.amazon.com/ec2/ BiEX Amazon EC2 # A&,

FEBH KM Load Balancing (B8 F#) T 5 , i### Load Balancers (B # ¥ #2%).
EREN AR TR,

EIREPHERESP , EE Instances (B{TEHE) F&.

i#IZ Edit Availability Zones (§%¥8 7] A [E15),

$1 Available Subnets (AT R FHERRY) , BETREBEAEMKR (1) BR. FHRBEBEE
Selected subnets (IZEUH FHEE) To

7. ##E Save (EE).

2L T

/8 AWS CLI BBRER

fEALLT detach-load-balancer-from-subnets fi S R IEEMN B R FLEEEBBRIE TN FHREE

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127

SHTEROF R TR CEFE. i :

"Subnets": [
"subnet-15aaab61"
]

MR BUEEEMZR Classic Load Balancer §9 EC2 #1T{E &

Aft EC2 HfTERSKCHEINAHTER, ERTERERANTHESFEEZEEMONTER
REERRE | UHRFREHIEFRERFNATER. IRATEBNFIREN , EULAEEHTE
Erat TSN BT (B BE REZEE T Ko

HUHEEM EC2 BTERBERCRAERTHRBR. HTERIUHEMR , SR FEREF LR HFER
FZTEE. URFRBELPUEEESITERRARE , ATRE R FERBUEEMHTER.
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HUBSEMOSTERNEHT  ERTEBRAHTERZWRE  ELFTERTUBORH THRE
o

ERECHE MBI TEER | NRAAEEES | Elastic Load Balancing 25 2R EFHFERTR. W
FELHMEN , 5528 A Classic Load Balancer 32 EEEER,

MRIEEZHATERE Auto Scaling FE , HEFHHTERCEDHEM T ERTEHR, MRIEE
BV #2REEM Auto Scaling FHERVER , S BB B EREPEUEMTERAYEEM.

Elastic Load Balancing A2 8 B FER[FMRE IP thit FHEN EC2 #ITHERE.

[EC2-VPC] EfRmEZMEM B AE (EN) SMBTERE , EH T EHSSKBREHIHTEE
FXERE (eth0) HEE IP s,

B #%

- EfETER

- BEEASHFEHRIMOBTER,

- YEEEMETERNE R TR

- BUBEEM#TER

AL 1T 1B RS

ERERE , LENEBTEREMENHTER, MRETRAERSEANSTEBRECHAEHTE
2, FTERERFESIRERELNBEBMENERFERNEFRERE.

New EC2 experience
FEAXEAEMENHTER

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
FEEE KM Load Balancing (B 8 ¥ #35) , i## Load Balancer (A& ¥ #28).
BEESHTEHRNEBRAMAEFHEAEER.

EEEMITERRSIERD  ENEEHTERE.
EEEMTECREENTANTERRY  ENEQA R FHRIMAIFTERE.
ERRRMmENTERRPHREEZIMOHITER.

i#1Z Save changes (RREZEE),

S L R
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Old EC2 experience
EAZEAEMENHITER

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,

HEEEE KM Load Balancing (B # ¥ #) T % , i##F Load Balancers (8 8 F#28).
EREHEHTESR.

EREPE S | ZE Instances (F1TEE) ERK,

#1Z Edit Instances (fREH1TEEE)).

EEELEHTERREMENEHFHR.

i#1Z Save (f1F).

N o o bk~ w0 b=

£/ AWS CLI RS #1TERE

R LT register-instances-with-load-balancer 5% :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

LT RE6IE e TEREEMI HN A ST &R

{
"Instances": [
{
"Instanceld": "i-315b7e51"
.
{
"InstanceId": "i-4e@5f721"
}
]
}

WARER & T &R MAv ST ER.

5/ T~ % describe-load-balancers @54 , SIH IS ERE R FE ST MAATEE -

aws elb describe-load-balancers --load-balancex-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

BEERERPEHRIMOBTER. 42
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THREHE

1-e905622e
i-315b7e51
i-4e05f721

HE M TEEBN AR PR

T % describe-load-balancers 5% , IBEEHATEEFEMNE R THSRERE

aws elb describe-load-balancers --output text --query "LoadBalancerDescriptions[?
Instances[?Instanceld=='i-e905622¢']].[LoadBalancerName]"

THREHIE

my-load-balancer

HUH R 1T B
FZAUREHE BT EERLEMATER  NRETEEENRE , ANRCBERBENHTER,
MR ERMFEREET Auto Scaling BHE , SBELBHITER  AATERERERTHRIVER

. WMEFHMEN , 5528 Amazon EC2 Auto Scaling £ &SR K& Auto Scaling B2 B EC2
#ITEE,

New EC2 experience
FEAEEABUHEMENHTER

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 ¥ &,

FEEH KM Load Balancing (B8 F#728) , 1% Load Balancer (B8 F#28).
BESHTHRNEBRAMAFEEARE.

EEEHTEERSIERY  ENEEHTERE.
EEEHTEREENTATERRYD  BUEENERAR FEHRIUHZEMAETERE,
ERRRFMENTERRPRAEZTEICHEMNHITER.

i#1Z Save changes (2 E),

N o o b~ w0 N
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://console.aws.amazon.com/ec2/
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Old EC2 experience
EAEEABUHEMENFTER

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,

FEEE KM Load Balancing (B #¥#) T % , i### Load Balancers (8 8 F#23).
JELEIBN: O =R T

RSPV E K S | ZE Instances (F1TEE) EH,

EFITIEREA Actions (Bh4E) # , i3&1F Remove from Load Balancer (ft B HF &R BEKR),
HIREFRIE TR |, FBIR1E Yes, Disable (2 , £H).

2 e

£/ AWS CLI 2REUHRE MR S 1T E R

F R LT register-instances-with-load-balancer 34 :

aws elb deregister-instances-from-load-balancer --load-balancex-name my-loadbalancer --
instances i-4e05f721

LA 2 g6 B FERI er 1T B R AE M I iV B | P 25

{
"Instances": [
{
"Instanceld": "i-315b7e51"
}
]
}

BUHRE BT AR 44


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/deregister-instances-from-load-balancer.html

Elastic Load Balancing Classic Load Balancer

Classic Load Balancer BY3ZERE R

BA%A £ Elastic Load Balancing Z 81 , #&#%7E% Classic Load Balancer 32— ZEEEERN. &
ERARREERBRNER. ERER—EiR AFRIERTEHSR) ERNVIFENEREE , UK
—E&in (EHTEHRIRRHTERE) EROHENEEBETRE

Elastic Load Balancing XU TERBHE :

- HTTP
+ HTTPS (£ HTTP)
- TCP

. SSL (%% TCP)

HTTPS BAAME MM SSL BAMER HTTP B LBV R &R, BWALIGER SSL BAMERE TCP
B LRBYZ2ER,

MR BTHEELRER TCP ;| SSL , AIAIHEE A LER TCP & SSL., MR HIHEHMER HTTP &
HTTPS , BI&URER AT LAMER HTTP 5 HTTPS.

#1788 v LAFE 23R 1-65535 LESEE,
AILATE LA T 218 F 2B S &SP #1285 - 1-65535
B &

- BIAWE

« HTTPS/SSL #ZERER

« Classic Load Balancer BYiZERE X iHRE
« HTTP #ZSEH Classic Load Balancer

B E

—fit Web EARANBAHSBRERNREE. B BRUSENEADE. BATIENEIIES
#—1& layer #k FF{E5E 2| T — 1@, Open System Interconnection (OS|) E&ETEIE L layers AR EB/EE
ACBENEREE K BARABANE. MEFMEF , F2 8 Wikipedia P#Y OSI #EH,

BAME 45
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E £ Elastic Load Balancing i , 8 EE¥ Layer4 fl Layer 7 BEART#E, Layer4 2E#@E  H

EBEHTHFERAFPHRNRFSTER BN ERIEHERAGE (TCP) WER. F£4EBREHT
ERERURENREER. Layer 7 REARERE , HEREAF RIS RTEHS , URKEEH TSR
B & IR #N1TEBE 65 Hypertext Transfer Protocol (HTTP) &l HTTPS (Z4 HTTP) B4R 2| & & ¥ #788,

Secure Sockets Layer (SSL) @A E F EiFEiB T+ MG AR , AR NE#ZER, SSL &
A EEEAFRERRKARSJCHRILEER , YRAREAFRERREFSCEEENMEER AT
EEAREH,

TCP/SSL & E
EESHH BRI BIEREM TCP (ayer 4) , EHARTEHRERHRIBHATER  BEEYE

B, FHERTFEHERKIFRE , S EHRK TCP & (ER R HEBTEENEREE LR
I TERE).

HAEEHTEHRSREAPRREREHTERBNRE , IARIRHTERENER EAREESEET
#EEH IP st , MATERFEAFRNRIHBITER), B LUEA Proxy Protocol , ¥ S A F iR
ERETNZE , GINR IP thit, B&Vi IP it AEZRIEE, REAEHESMBERN—2oE
EERmBTER. SAUINBRPVE—TURBERERA. MEFHEF , 5F2E 52 E Classic
Load Balancer B Proxy Protocol X &,

FRARER BT RE TERKBRFEMDR X-Forwarded ZERY Cookies
HTTP/HTTPS B HE

ESHYHMEMRBIREREA HTTP (R 7 B) ¥, AHTHRSEINMERPHER , BREEREE
ERImHITER

HRE HTTP/HTTPS EHFEHRAR RS EZFMAEERERFHNHTER , Elastic Load Balancing
SHRBMEE—RZE TCP &E#, ELERITRRKEHEELHFNERRKELR HTTP/HTTPS &
Ko

HTTP 5R# HTTP EIFEMFEAZEEB L REIZHRE HTTP SAEME, Elastic Load Balancing X &
X-Forwarded-For £, HREBHFEHS[REBEAFRNARSBZZEANRE , ZHNFARI[FFINAEFE
BEEHTEEN P thit, BEEEERF IR IP #biit | 556 H X-Forwarded-For REHE, ME
AR , 2/ X-Forwarded-For,

EfA HTTPHTTPS B , BaI A EE BT ERAAMM TERR. TR SEFERE TR
BREBEEZHENRRHTEE., ERERAZXTERRPEMERBERAENE RS EEXIMERINE
WEITEE, MEFMEN , 5528 A Classic Load Balancer 2 EZ 14+ TERER,

TCP/SSL @A HE 46
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EHVPHBETXEMEN HTTP EE. NREHTH[RAZENFZ, DEBREMIFZE HTTP
1.0/1.1 BEEMEEKRIETER |, BAeEEFEH TCP #EREN,

HTTPS/SSL ZERE R

BRI FERUTZERER I B H T HHR.

SSL AR BE

MREA HTTPS = SSL AR BImER , BLEAELNE S T HES LT X 509 BF (SSL AREE

&) BETVHSSRTRAFPIENGER , BECMEEERIREITER (BA SSL #&1b), MEFHMAE
A , 5828 Classic Load Balancer B SSL/TLS B,

MREFRFLEHTEHRRE SSL KL (BA SSL HEH) , B LUK TCP ARAIHMBIRER , XN
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+ ECDHE-ECDSA-AES128-GCM-SHA256 *
+ ECDHE-RSA-AES128-GCM-SHA256 *
+ ECDHE-ECDSA-AES128-SHA256 *

+ ECDHE-RSA-AES128-SHA256 *

+ ECDHE-ECDSA-AES128-SHA *

+ ECDHE-RSA-AES128-SHA *

+ DHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384 *
+ ECDHE-RSA-AES256-GCM-SHA384 *
+ ECDHE-ECDSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA *

+ ECDHE-ECDSA-AES256-SHA *

+ AES128-GCM-SHA256 *
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« AES128-SHA *

+ AES256-GCM-SHA384 *
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+ AES256-SHA *

+ DHE-DSS-AES128-SHA

+ CAMELLIA128-SHA

+ EDH-RSA-DES-CBC3-SHA

+ DES-CBC3-SHA

+ ECDHE-RSA-RC4-SHA

+ RC4-SHA

« ECDHE-ECDSA-RC4-SHA

+ DHE-DSS-AES256-GCM-SHA384

+ DHE-RSA-AES256-GCM-SHA384
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DES-CBC-SHA
DHE-DSS-SEED-SHA
DHE-RSA-SEED-SHA
EDH-DSS-DES-CBC-SHA
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SEED-SHA
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PSK-RC4-SHA
KRB5-RC4-SHA
KRB5-RC4-MD5
KRB5-DES-CBC-SHA
KRB5-DES-CBC-MD5

EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA

EXP-ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-KRB5-RC2-CBC-SHA
EXP-KRB5-DES-CBC-SHA
EXP-KRB5-RC2-CBC-MD5
EXP-KRBS-DES-CBC-MD5
EXP-ADH-RC4-MD5
EXP-RC4-MD5
EXP-KRB5-RC4-SHA
EXP-KRB5-RC4-MD5
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RIEREHEHE 443 LB HTTPS).

EEEREARBEERBERNER. E2EB— @R (AP RIS & T E:S) ERN 5 EMEE
B, UR—{A&ix (ARTEHS[ZHTER) EROBENEZEBEETRE. WFEEE Elastic Load
Balancing X EMEEE, BAMENZEREXNHEREBNFMEN , 552/ Classic Load Balancer #Y
EEREN,

B L4 Classic Load Balancer

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

2. REHEI L K AEHFEHHKEBE-—EAEEH. FHELEINES EC2 HTEEBERNE—EHE.
3. HEEEHKM Load Balancing (B F#25) , E1E Load Balancer (B8 F#28).

4. J##Z Create Load Balancer (23 & & F#2%),
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5. B Classic Load Balancer [EE , REBBIEE,
6. EAXRiHRE

a. HYAHTERERE K BAKHTERNERE,

B Classic Load Balancer $#& 7 , &# Classic Load Balancer ZB4EE — &
Z HFERELERAI2E, REEEEREFEoHEERS  EHESEREBTUAESE

o
b. $HEFEBHER | RENE O BERAEK,
7. HEEREREY

a. &¥ VPC , EESEZHITEEMEER VPC,

b. SRS , EEIMAAHRERSE , ARRETAFRBIRZELEFER. —EATREZHIARE
WN—E 7. ATRESENAHTERTHYE , MNER—EU LW A ESN 78,

8. REHME
YR BE  FENRERTEREE 80 LAY EN HTTP RE , WEEHIR 443
7AFF HTTPS RENRA LR LA,
MRRBREFANSHRYE  BUNRNHEALERNFTLZLHE,

9. #EEEXNIXA

a. REEREREANERERE  RREBIGTHERELN,

b. SHEFEEREN LHBEERX  FEWMHTTPS MABAHE  ARERESEN
A 443, RIFFERR , PUTERSEERE 80 LM HTTP BHAME.

c. MREEHTRHEILRTE A FHATEREAGEEES HTTPS, EtLSiSHITEEE
BBEEHA 443

10. Z2EBEXRE

EIEE iR EERENER HTTPS & SSL , B4 AR E R FH R L8 SSL BE. EHTFHES
FALLBRERILEE K RAEMBAFENGER , BRTMEEIHTER. SH4AEERS
B, Elastic Load Balancing iRftEEFEEER 2 SSL BEHENZLEBEK , KATELER
CHEITRZ2ER. MRSERIRERIRE HTTPS/SSL , BH B ENHTEERAS 28R
o

a. STHEZLBUER , FREFBURRES ELBSecurityPolicy-2016-08, BEE—REERAZHNE
EERZLEER , AREVBFTHR, EFFH SSLABHERE,
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b.

SH¥TESR SSL/TLS /¥ , BT & ETA :

- MREHEH AWS Certificate Manager Z I R [E AR , FFZEKE ACM , RELZEUR
HEEIZBE.

- MREFHEH IAM EARBE , FEIE IAM , AR BREUREEZIUENER.

- MREEEARE , ELENWEFHELFER ACM , FHRFEIREANE IAM, EERER
BRUBMASREER. TRILEEHR  ERYU T ELRERNRE (PEM /&
). EREFEANF , BRUB ENELHBBEERNASR (PEM #EE). £ Certificate

Chain (BFEHE) 1 , K EEEERNAZS (PEM Ri%) BRI L  BRICEANIRER
BERR AT NMBAERBEHEIR/E,

(GER) MREERE HTTPS HREEXAERA MEREREATEEENR , ETUEEE
HERIRS 5 HREREHRENTEEBN S D RE

® Note

MRERBEIRRETRIBBRER , FEOEREANEH  ARE
HY HTTPS M A#TERAEA HE.

i. &% Certificate name (BEEW) , WALE LR BIENER,

i. SHEBRAX (PEMRE) , FERLE ERIBNAR. IR NEBTALER &
ﬁqz‘[g]'%%/\ = gﬁ*ﬂ?ﬁ’ﬂﬂﬁgﬁﬁﬂo

i. HEMEE—ERE 6 FEETERREE. RZLERE

1. EBERERE

a.

d.

£ Ping BEEEF , iZH Ping BAABEM Ping EiER, &1 EC2 HITEELAESZHE
E Ping E#ZE FHRE,

S Ping IS | e

=]
¥ Ping 8818 , AT
EERERERFREIEL
&

3 B E AR RE AR

BB 80,

b}
RERRBE—BUHR (/). E®EH Elastic Load Balancing #%
I8 Web RIRBFMVTERRE E , HlW0 index.html,

RRE , FAEAERE.

12. #1T{EEE

a.

EHUGHT BT E R AR R T ERENER,

f# A AWS Management Console 23 HTTPS/SSL & £ ¥ #25 66



Elastic Load Balancing Classic Load Balancer

13

14

15

16.

b.

C.

HEUA#MTERTS SN RELINENNMERERE , ZNE S TRAREH T EHR[OH
1TIER.
EEHENERRIRER  FRIER  SEEMOATERTEEaHTESR.

. Attributes

SHHMABEESAHTE, MAEZESNRE (REER) , FREBERE,

. BRVEHRER (2A)
a. RoIBMUALIE,
b. EMAEE,
c. BHEMESE—EER A FHEITEER , ARWARSIBMAUE , WREMHIERSER

o

d. EEBRAANER  FEEBRNERZSZEMBR,
. MENEM
a. NMREFELEMARE , FEFTELENRESZEIRE.

MBEEEBERERNAERERIAE  BENEVEHTEHS K FHREILENEHRF
#35,

EERBVEHHLZRIRAE AR FESS , B0 Amazon EC2 AT R LN E &R T
2=

EHUHT B R P E 2R
EEERHTERRSIERY  REEFERERNL. ELF @ EC2 MITERBERBHZ

% , BRI 8 8T e
EFHHETNERTEREEHFTHEZN DNS 28 |, KZBEEREEL my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com.

AR TR DNS BBUECERLARKREHEN Web BIERNBU M. WREH
FEEEFIER , CEEIARBNEREH.

17. MER GBR)

a.

b.

C.

HENREREOEHFHRM CNAME ok , FEEFMVEL R DNS BEHAEN
R, e & BRRAH TR,

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,

B S H P ERR.
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d. EBEFE, BIREHFES.
e. HBEHEFRERE , F8A confirm , AR ZEUMER.

f. MEREHTEHRE  EBZEEHTEHREMN EC2 HTERSEENT. REBBEBEHIT
EREENTHRES , REIMRITE—PRNEEE, EETBEEEME EC2 #11T{E
R, TFELESRKIERHTERE  BRELEENERM,

Old EC2 experience
SR ERBEBHTER
B, BRHEEHTEHRN - LEXNERESR , flHEHE. ARN—ExZEEEEN.

BEEEXEREERBERNERF. CREB— @R (AFRIEEH TS ERWHENER

B Uk—ERE (BHTHSRIHTER) ERNIGENEZBETRE. MEHFE Elastic Load
Balancing X =MV EEE, BAHEMBZEENBRENFEMERNR , 2/ Classic Load Balancer £
EERERX,

EHEHF  CREGTFEHEREMEEEEN, F—EEEEXEIEEE 80 LW HTTP
R, WASHEIXFERIE 80 LFEA HTTP MW TER., @R IEZEEIE 443 £
HTTPS , dASHEXEZ)EEIR 80 LA HTTP WHTER WRELEERTERIHHITEERE
BIl {5 F 5B #3248 443 £#Y HTTPS),

EREHTHE

1. 1E https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# A,

2. HEEEBEHKM Load Balancing (B F#25) , E1E Load Balancer (B8 F#28).

3. i##Z Create Load Balancer (21 & ¥ #328).

4. &% Select load balancer type (BiZ& 8 #2558 1!) , #IF Classic Load Balancer,

5. &¥ Load Balancer name (BHF#E%8) , WASRTEHINEE,

E[EIHH Classic Load Balancer 857 , #&#) Classic Load Balancer 8B/ BB —E= H
FREBLRA32ME , RETSEREF AHEEFN  ERBAREEREH T T EERRE,

6. &H¥f Create LB inside (RAZBE L LB) , :EEELZRH /T EBATEMNHEEMEE . EC2-Classic
WAFE VPC,

7. [FERX VPC] MNREEM TR VPC , Y EERAEH FEH[REFEFHK , 5 EMW Enable
advanced VPC configuration (BX B VPC #H7E),
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8. ¥IM Listener Configuration (ZEERNARE) , BRBERWEERER | RZRRIE Add (F1i¥)
g iR, HRHEERERXM Load Balancer Protocol (B EF &SR BEARE) ,

SEIBIE HTTPS (24 HTTP)., EE®E# Load Balancer Port (B 5 F# 25 E#218), Instance
Protocol (B {T{EEEA I E) M Instance Port (B 1T1EEEERE),

FEFERRERT | Instance Protocol (B1T{ERBFAHE) / HTTP , M Instance Port (E11T{E R
EHHE) 2 80,

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
HTTP - 80 HTTP - 80 (]
HTTPS (Secure HTTP) - 443 HTTP - a0 @
Add

WREBERTERHRTERRTE  BFERTEREABERER HTTPS (£ HTTP). ]
2 EH Instance Port (11T A BEERIR),

(af
&

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port
HTTP - 80 HTTP - 80 (]
HTTPS (Secure HTTP) - 443 HTTPS (Secure HTTP) - 443 @
Add

9. [EC2-VPC] ¥/ Available subnets (J AW F#i%) , EEEZL —AFEAEMEE RN TATHE
3%, FHIREE Selected subnets (ZEH FHEEK) T. ATRESENERTHIFITAM , 7
e — MR LA L iy AT A (2 3 B - 4 B

(@ Note

INRIESIEE EC2-Classic A , EETER VPC {8 kiZ# Enable advanced

VPC configuration (Bt AR VPC #78) , BIGTFSFRTARNER FHEKNERER
o

— B A B Z AT HE —E 7Rk, RERDRE FREEN A EEEES @8
E B 7RI B sl AT A B E AR T8
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Available subnets

Actions

)
)

Selected subnets

Actions

@
@

Availability Zone

us-west-2c

us-west-2c

Availability Zone

us-west-2a

us-west-2b

Subnet ID

subnet-cb663da2
subnet-c9663dal

Subnet ID

subnet-e4f33493
subnet-5264e837

Subnet CIDR

10.0.1.0/24
10.0.0.0/24

Subnet CIDR

10.0.2.0/24
10.0.3.0/24

10. &$E Next: Assign Security Groups (T —% : #8RZ £ &),

HER 2 . WMIRREFHAR VPC PN EH VR

Name

Name

MREERE VPC AR  AXAREREHFESRMAREHE  UANHAUREROLAE
BTV @REENERRUR R T EHRNEFERERE

® Note

MRAGEE EC2-Classic HALHIBE , LANRRI T —BSR. EHER

Load Balancing £/ EC2-Classic F & 5 F &M 2B 1H,

&R BB ERIG S 8T &R

BT , Elastic

1. 7E Assign Security Groups (EkZ £ 8 #H) EE Lt , #E Create a new security group (B

ZERHE)o

2. BWALZREFENBBNHER  IREARLBANEILR
EREERFERLANERE,

El)lb r_] /u\

R, EEFLZELEHAFIENHRI AR
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Assign a security group: @ Create a new security group

Select an existing security group

Security group name: my-lb-group
Description: for my https load balancer
Type (i Protocol (i Port Range (i Source (i
Custom TCP Rule - TCP 80 Anywhere - |0.0.0.0/0 @
Custom TCP Rule ~ TCP 443 Anywhere - |0.0.0.0/0 @
Add Rule

3. i##E Next: Configure Security Settings (F—% : BREZLRE)-

FER3 RERERE

EEYHREEENER HTTPS =X SSL , B4 A HFHR L58E SSL BRE. BERFE=REH
HBRERIEERE  ARBEAFRNFER , BECMEEIHNITER.

B A BIEERELBE, Elastic Load Balancing IRt EEEAEE 2 SSL BEHENLZ S BUR |
RURIERECHWBEITREEER,

MBBRERBELERTE HTTPS/SSL , B L AGN ST EERBAE S S BE,
REZERE
1. &% Select Certificate (EFRE) , BT T IHEHP —HIEE .

- MREFEH AWS Certificate Manager RE L 5 FE A BFE , FF1EEX Choose an existing
certificate from AWS Certificate Manager (ACM) ((###R B AWS Certificate Manager
(ACM) WIRBBFE) , ARER Certificate (BF) PREURE.

- MREFEH IAM EAERR , 55EE Choose an existing certificate from AWS Identity and
Access Management (IAM) (Z1#R B AWS Identity and Access Management (IAM) BY3RE
BEE) , A% Certificate (BFE) FIBEUEHER,

- MREEEEANEE , 8 ACM EENESMBESEH |, LIFFEER Upload a new SSL
Certificate to AWS Identity and Access Management (IAM) (# %7 SSL & LEZE AWS
Identity and Access Management (IAM)). B ABFEH B, £ Private Key (FAE£8) 7,
BIESBERNAR (PEM {RmiE) EHRIAL E, 1£ Public Key Certificate (2B £ 88 /R &)
B RSB EEERNAR (PEM RIS BRILAE E, £ Certificate Chain (R %)
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4.

B ERREERNASR (PEM G ERYE E  RICEAVEEREERE , BTN
EREREEHIEZ R
&%} Select a Cipher (GEEUINER) , #EFR 212 E Predefined Security Policy (AL EZHN T LK
%R) , WFRE A ELBSecurityPolicy-2016-08, BRBRELKRMEAZTINAAERLLHR, B8
TEFATEANHEALAERRZRSBRIELBETBER , F2REH SSL BBMERE,
(EA) MREFRE HTTPS EHERXAEAMENEREHITEREF , BULLEEMHMERE
HITERN S 2RI

a. ¥ Backend Certificate (/&) , 2 Enable backend authentication (Bt # ik & 2
B,

® Note

IR Kk&EF Backend Certificate (RinH") [EE , 55E % Listener Configuration
(ZEERXERE) , REIEH Instance Protocol (B{TEEEAHE) B HTTPS (£
£ HTTP) .

b. &¥ Certificate name (BEEH) , WA LE SR BINER,

c. HEBEAN (PEM {®E) , FERIB LBIENRE. IRLESRTFSHTR , AHT
R R g Ry TERET.

d. EEFES—EIFH , 55 #E Add another backend certificate (¥738 H b & imHHE).

Proceed without backend authentication
@ Enable backend authentication

Backend Certificate 1
Certificate Name Certificate Body (pem encoded)®

my-server-certificate

Add another backend certificate

i##2 Next: Configure Health Check (T —% : [REBERERE),
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HER 4 . REEFERERE

Elastic Load Balancing € B &t E & 8 F#=50 2M EC2 B1TERMNE/ERE., R Elastic
Load Balancing ¥k ZEMEARETENHTER  ASELEREEEAETHTER  LEREEH
BHAEEEREREFNHTER. NFEEEREEFERERENFRERNR , F2HRALEH Classic
Load Balancer R EEEMERE,

REHTEENEFRERSE

1. 7E Configure Health Check (R EE{EMRRRE) EE , BH Ping BAWHE B M Ping EHZE,
B EC2 TR XL AZEZIEE ping EEE FNIEERE,

2. ¥ Ping Path (Ping 3818) , S ERERRAE—ERR ("/"). E®EAH Elastic Load
Balancing #&:E{EAR RER EE R EIE/HE R Web ARV TEREE , HIW0 index.html,

Ping Protocol HTTP v

Ping Port 20

Ping Path |/ —T

BEMSREREAHTERE,
i#1E Next: Add EC2 Instances (F—2 : #1i8 EC2 H1T{EE),

HERS5 . MBHTER[EM EC2 HITER

FHEEHTEHRISEECEMATERCENREEREZGE. B UEHEESANE — 1 HEE
HZERAEE | #IE EC2 HTERIMAEHTHES, WEFESHMEN , 552 [ Classic Load
Balancer FYEFME1TEEE,

® Note

B OEZNEMMARAE (EN T ERE  ASTEHSeSERERBTHTERL
FERME (eth0) WEE IP st

6 8 8 V@25 EC2 #T{EER

1. 72 Add EC2 Instances (718 EC2 #{T{E%8) EE , ENE R &R FHRFMOITER.
2. HERMABEHEHTHMERERES,
3. i##E Next: Add Tags (F—% : FIBER).
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HER 6 . ML A H TR (RA)

RO LR ERTESR  EET —ESR.
BEBTEZARTHR

1. 7 Add Tags (T8 E%) EE L , EEEBNERSIENE.
2. EEHEE—EER , FBEE Create Tag (BUER) , AR EEBRNRS|IBNE,
3. ERTHRIHEBESK 2% , 751EF Review and Create (REMEIL),

SR7 BUMRIAHTESR

BYSHTESR N , FRELEZENNRE. BEUERFER R, EUNEREEESHRERS
X EIEH EC2 #ATERR.

B MRS ST

1. 7 Review (5)) EE L , RELNRE. WRETEEE  FREUENEZURERE.
2. J##E Create (E3),

3. RMBHLERVYAHTHERE , FEE Close (BF).

4. EBIFHNERFER,

5. 1£ Description (#iR) RE|HZHE £ , 48 Status (IREE) ERF|, MRHERR—LEHTEERE

R | TRERRAAELHTEBMNEIMEFRR, WEESHMENR  BF20E HED
Classic Load Balancer : #1T{E &M,

6. (BA)EPE—HEEC2HTERERET2E , BULUAFEH FHE, B
DNS name (DNS &) K= (470 , my-load-balancer-1234567890.us-
west-2.elb.amazonaws.com) , I Bk FE PR EARRT Web BIE2ERI bt Bz, R
EHFEHSHEFLE , BUEERARB[BOEREE.

HER 8 MEREHFHR (BR)

EENAETHERTHR , FERBFEITHRBARN—IEHTE—ENEM. EEETES
ERHTERS , FAAEMR, MRERHFEHRR , FSFLKRMER.

il B & R 25

1. 1£ https://console.aws.amazon.com/ec2/ FAEX Amazon EC2 £# A&,
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2. HEBEBEHM Load Balancing (B ¥ #) 75 , i##F Load Balancers (B F#25).
EMEHFESE.

BEEBE. MR

HIRFEFRIRREF |, B1F Yes, Delete (2 , MIBR).

(2R) £ EMBRERTERR RN TPEHFMEABN EC2 HITERSEENT , HEBEFAR
BITEBEEINTHE NG (TR KERE) WE, NFEFHARRLEAITERNERED ,
72 H (Amazon EC2 Linux BITERERAERERM) PHEILNEBES T EERE LG HNIT
B,

o o A~ W

A AWS CLI Z3 HTTPS/SSL & # #7885

EALLTHER , £H AWS CLI 3 HTTPS/SSL & % F#38,

%

- FBR1 REEBEN

- HEBR2: BRE SSL ZREHE

- SR 3 RERGHTEESDBRE ()
- SR 4 REEFERERE(ER)

- HER 5 : 5l EC2 FT{EE

- FB 6 BEHTEE

- SER7: MERE|MFER (EA)

HR1 REEEEX

EEEARREERERNER. cREB—Efs (AFPRIEHFHES) ERENHEERZE | KL
k—E#&in (BT EHI[IHITEE) ERWHENEZBEITRE, MEFR Elastic Load Balancing
TENEREE, BIABENZEEENERHNFEMERNR , 5528 Classic Load Balancer B EE R,

HEMEL+  LRHEBTHRFEMERERER | MUERIEEE RN BRI E LR R E1im N imE
o F—ERBEENAEIERER 80 LW HTTP BxR , WHFEREEIERE 80 LEM HTTP M#T
B, E-EERERENIETERE 443 EH HTTPS B3R |, WHEHEREXFERIE 80 LEA HTTP &
HITERE.

HRE - EEREXER HTTPS EEERVuRAMRKSS B4 AERHFER LEZF SSL AKFS
o BERTVHSK[EALBREURERRBEFR , BREABEIHTERE.
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RESHFERAEREEN,

1. Huf8 SSL F/EH Amazon Resource Name (ARN), i :

ACM

arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. {ERLLT create-load-balancer (i S REV EEMEEEEANE HFEHS -

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

P IECE

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"

}

3. (#A) ERALLT describe- load-balancers i B RBRREHN AR T E[MFHEMER -

aws elb describe-load-balancers --load-balancexr-name my-load-balancer

HER 2 BRTE SSL £ BUR

BALLEE—ERAEENZLBER , AITEIEHCH BT Z2EK, B8l , Elastic Load Balancing
SHEAERNELESELLEER ELBSecurityPolicy-2016-08 REXELNE H T . BREMF
AARLZEHR, NEEARTEBRNWFMER , 2/ Classic Load Balancer #J SSL BB HEE,

RN AR P H R EERT S BUR A B

ERALLT describe-load-balancers 5% :
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aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LT REEEH|, 5% , ELBSecurityPolicy-2016-08 BiEIEIE 443 W& & P &S HEEIB,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
1,
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
1,
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
},
"PolicyNames": []
}
1,
}
]
}

MREREE | BULUALNEEHTEHRRE SSL 22X , MAREAERNZT2ER,
(ERA) EATALESRMN SSL RELBUR
1. fERALLT describe-load-balancer-policies a8 % , JIHFEAEEZMN L BENEZRE :
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aws elb describe-load-balancer-policies

NEFRAAFALEERLREBRNEBNFEET  F2RELERN SSL Z2EK,

2. {EABLLT create-load-balancer-policy i REZUFEAEP —ERLAERLTLBEN SSL BEBR
K, Mz e BRI

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

3. (&H) #RAET describe-load-balancer-policies & R

1]
T
<t
=
M

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

EETEBRRVER,
4. {ERLLT set-load-balancer-policies-of-listener an 4 LA B 8 F #2512 1218 443 HIBUER -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
It set-load-balancer-policies-of-listener N EMIEENE R PE S ER
BB BRESINRAEENBE, --policy-names FEMS BT EMEERAN B
K., MELEBNWBEETEHA , C8HER.

5. (ZH) #ALLT describe- load-balancers % 3RERH SR AR BEUR -

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LT REHIEIE , RERBUREERE 443 ERA.

"LoadBalancerDescriptions": [

{
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"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"

.

"PolicyNames": [
"my-SSLNegotiation-policy"

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []

1,

EFREVBIIREHE K SXAZPHMA—EBAHE , M—@mESFRN. DSA F RSA MFEHFXEEH
FAREI SSL BRENEBEE L, NRAEEE SSL BFE , FESBARAREIENERENMZEAR,
B BETBER BB BLL ELBSample- 5 ELBSecurityPolicy- B8 , RABLEFZERERBRKREL
ERZEHERNEBER,

(EH) FHBER] SSL Z2BUR
1. f#H create-load-balancer-policy TF R REMFEHA B TR SSLBBEE, Hi :

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
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2. (B

AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Server-Defined-Cipher-0Ordexr,AttributeValue=true

F) A LU describe-load-balancer-policies i R 2 B BUX :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

[ FEBE BER A IR
3. fERLLT set-load-balancer-policies-of-listener &5+ LARR Fl B 5 T 187 25 8 238 443 BBUK :

4. (B

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer

--load-balancer-poxt 443 --policy-names my-SSLNegotiation-policy

(® Note
It set-load-balancer-policies-of-listener N EMIEENE R PE 5 ER
EHNERBRESINRBIEENKRE, --policy-names BEXBELEMEERMAN K
K., MELEBNWBEETEHA , C8HER.

FB) R LA describe- load-balancers a5 RE T 2 BB R BUER -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LT REFmE , EERBURTEERE 443 LRA,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"

+
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"PolicyNames": [
"my-SSLNegotiation-policy"

]
.
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},

"PolicyNames": []

}

1,

SER3 RERRIITERS 28R ()
MREERIFERZE HTTPS/SSL , BAILUREM R EHTEEN & 5 BE.

EERERBHATERSIRER K SEYLATRBEK. BE K LEEREALASRBRRELR
mATERSDBREBERE, K& , BER HTTPS BABEN ST EERELRERFRERKIATERRE
Fo

REEHTERRUGERFERN AT ERFALNAHTEHRI I BRERNLELRE , AHT
R S EIATERET.

=

RERKHATERS 2 BE
1. EATIRSRENLAEE

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. fERLLT create-load-balancer-policy SR REBM AN ESBBUER -

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uX0jANBgkghkiGOw
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5.

OBAQUFADCBiDELMAKGA1UEBhMCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTC@1BTSBDb25zb2Xx1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5s
jb2@wHhcNMTEWNDI1MjAONTIXxWhcNMTIWNDIOMjAONTIXWjCBiDELMAKGALIUEBhA
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBASTCOLBTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mITrDHudUZg3gX4walG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nt
AgMBAAEwDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9qg6qg+auN
KyExzyLwax1lAoo7TJIHidbtS4J5iNmZgXLOFkbFFBjvSfpJI1lJl00zbhNYS5f6Guo
EDmFJ10ZxBHjJInyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=

(@ Note

EEIBE --policy-attributes WAEEBE , BBERE—EBNHE—TL
B (RTEEE----- BEGIN PUBLIC KEY----- M ----- END PUBLIC

KEY----- )o AWS CLI £ --policy-attributes F#EZZFHZF T,

EALLT create-load-balancer-policy S8 2REZ M A my-PublicKey-policy & imH1T{EE

BRRE R

aws elb create-load-balancer-policy --load-balancex-name my-

loadbalancer --policy-name my-authentication-policy --policy-type-

name BackendServerAuthenticationPolicyType --policy-attributes

AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

BULLEENERZBELRERBER. AEHVEHRFREAMEER , —R—E. NRHBTEERREHEN

NETRHGSELLFERVEP—E , ZBTERESHRE,

£ A T~ %1 set-load-balancer-policies-for-backend-server i85 #§ my-authentication-policy

REAR HTTPS M TERERER, FUEfldh  SITERERES 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 443 --policy-names my-authentication-policy

(ZA) FEHALLT describe-load-balancer-policies #4558 & F #2509 PTG BUK
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aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer

6. (&HA) FEALLT describe-load-balancer-policies a4 SRR BUER WEFME A

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-names my-authentication-policy

SR 4 REEFEREREGER)

Elastic Load Balancing @ RIFERENEERERE , EHRESEZMN EC2 BT EBNEER
RE, MR Elastic Load Balancing X EEERERNENHTER , ASFELEREGEXEZHITER , X
BRERHZEEERERFNHTER, NEESFHEMEF , F28 5L Classic Load Balancer &%
EEERERE,

B8R IEHNWE H FHES , Elastic Load Balancing €# ATERMEERERERE.,. MREEE , &
AUAZNERTEHREFEEREREMERE K MAREAERNEE,

REHTEENEFRERSE

FEALLT Configure Health Check (EREEEARERE) @ e

aws elb configure-health-check --load-balancexr-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2,Timeout=3

P IECE T

"HealthCheck": {
"HealthyThreshold": 2,
"Interval": 30,

"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2
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HER 5 5Efft EC2 #ATERE

BUEHPHE R  YEACTEHTPEHESMEC2 HiTHE, SUUREEESANE —aHEHE
HZ{E 0] EEREE EC2 #1TEE , MAESTEHE, WEEZFHMEN , 52/ Classic Load
Balancer BYEF &1 1T {E B,

{# A register-instances-with-load-balancer 85 , M TFFTR :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

AT 2 EIFEEH
{
"Instances": [
{
"InstanceId": "i-4f8cf126"
},
{
"InstanceId": "i-@bb7ca62"
}

SR 6 BEHTEE
REGAMA—ESEMBATERE InService RE , EMNEH T EHRETER.

EERELFHIMH EC2 B1TEREMAEE | FEMEA T %] describe-instance-health &5 :

aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances 1i-4f8cf126 i-0bb7ca62

BT RO f)

"InstanceStates": [

{
"InstanceId": "i-4f8cf126",

"ReasonCode": "N/A",
"State": "InService",
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"Description": "N/A"

1,
{

"InstancelId": "i-@bb7cab2",

"ReasonCode": "Instance",

"State": "OutOfService",

"Description": "Instance registration is still in progress"
}

}

B HITEEA State WL OutOfService , ERAREREHNHTERNMEZMP, MEEZEH
MEF , F2E WEZHE Classic Load Balancer : #{T{EEM.

EEDE—EHMTERER InService RER | BETAHAR VR, sEAAECHNARTES
AEREHTHERA DNS 218 | WA EERPRAIERN Web BIERBuMf, MRS FHER
EELEE , B&AESF HTTP ARFNEREH,

SERT : MBREFHFER (EH)

MiprE P RS 5 BHEUEEM AR EC2 MTEE. SR FEHREMERR  MEFTEIXNZXEHT
RN EM. T8 , EC2HTERBSHFENT , MALSRHEINEN.

EEMBREFETHER , BFEMA TS delete-load-balancer &5 :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

EEEZ B EC2 H1TIEEE |, 55 A stop-instances i d. EERILER EC2 #IT(EEE , FBEH
terminate-instances 8o

E%7E Classic Load Balancer B HTTPS EZEEZE R

BEEARREERERNER. cRERB—@EIR (AP RIEHTEHR) EENHEMEREE | 2L
E—E&i% (BETESRIHTEE) ERENGEMEZIBEITIRE, MEHM Elastic Load Balancing
TEEZE, BAHGENZEERENBRNFMERNR , 3528 Classic Load Balancer BYZERER

MR EH AN THEEEETEEE 80 ) HTTP BHRNWEBRERN | LU ETEES 443 L
HTTPS BRMIBERER., MBELHEE HTTPS BEREXFBRIEEE 80 LNHTEE  WER
FHB|EKIL SSLBER , MAFNEREBRFERIHTEROER. NE HTTPS BREXEXHE
REGEEE 443 FNHITER | ERERERTEEINTEEOEAE,

ERIE HTTPS EEERN 35
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MRENEHFERERASMNZRNERREBHTEREST , SR TUAREMRARNTEEN S DRE
ERRAREHTEHRERNTERES , FHLEERTSCALBNMEENAH T HRNEWN
Ao

MEABMBELH HTTPS HBEANHMEN , FBHEM HTTPS HBREXE Y Classic Load
Balancer,

B 8

- DERHG

- FRAEEAHIEHTTPS BEEX

- £/ AWS CLI ##8 HTTPS EERER

B R

HEEMA HTTPS ZEREXNMW HTTPS X , KU BT LNEH FHE L2028 SSL [AREEE. 8F
FHERERALEBRRURIERBERER , BEeMEETSTEE, ZE8E SSL BE , BuLIET
— @, MNEELFHMEF , 5528 Classic Load Balancer 9 SSL/TLS B#.

EREEAHE HTTPS EZBREN
EALE HTTPS BEERFLETRENARTEH,

New EC2 experience
1 HTTPS EHEEXNEEZENE H T

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,
FEBEH KM Load Balancing (B F#28) , E1E Load Balancer (B8 F#28).
EEAETEHRNERRAMEFAEAEE.

EEREEXZRSIERY , EEEEEREREN,
EEEEREARENEEEXERY , EEMEEERE,

S EREXBABE , BIHTTPS,

o a0 A w N~

/A Important

BIBEFESR , STEBBEAHES HTTP, RSB ENRFRIRHTEEERSE , FBET
B BEAHBEEEA HTTPS,

DRRM 86
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7.

8.

10.
11.
12.

HYZLHE , RN ERNERTARREN ELBSecurityPolicy-2016-08, BEREKRIREAR
HNALERZ2BR., EEFEAATANELERREHERIEYEFTBEK , F2REM
SSL BB,

SRR SSL B , mIRERE , REHTUTHF -1 :

- WMREMER AWS Certificate Manager B R EANBFE , FFIBER ACM , {IFEFEEUE

&, RREERFRE,

@ Note
WIBEEEA R & AWS Certificate Manager B9 [E 1,

- MREFER IAM EARE , FEER IAM , RBEFEINEE A ARBEREEE,
- WMREEH SSL BREA ACM , FEIMEANE ACM, ERFAETRT , BRI L

PEMmBENAESRERAR, ERERAXT , BRI L PEM RN LB EWMBIEESR
RE. EBREHE - ZRAP , BRI L PEM FHENEEEERAR , RIELSEANRER
BERR AT NMBAERBEHEIRE,

- MREBEEAR SSL BFE , B ACM Bt EFFFAZZE , FENEANE IAM, £R

HEBPTHARESR, ERHRLESH/TD , BRWEEF PEMGEBHNIAELBERAS.
EREBEAXH , BRIA F PEMRBEN AT SR EIRRAE., £ RBH - BAF , 88
WA E PEM RIS BRHEERAS , RIFLFEANZEREERE , BFNERERES
g B/E,

- J&#Z Save changes (RREEE),

Cookie HMTARARER. EEBTEURTE 6 FBEEFE, FEEHAHTHIEE , AIXEE
ERHEE. SEEFERERAERNESL | BIMXEIEE Cookie B, MHELRER  FRER
wEE,

(EA) EEmgEERE T EEANEERER,

BEREFEEUNEEREENERERER,

(ER) REEAREAENEETERNRHHNTERRE , BL4AER AWSCLIS AP, BA
EREEATXERER. WEFHEES  FERRERFRATERE,

Old EC2 experience

1% HTTPS EREXMEE LN R T ESR

1.

£ https://console.aws.amazon.com/ec2/ BAR Amazon EC2 i &,

FERAEEAHE HTTPS HERER 87
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2. HEBEBEHM Load Balancing (B ¥ #) 75 , i##F Load Balancers (B F#25).

EEUEHN B TR

£ Listeners (EERERX) E& L , #IZF Edit (Fi8).

£ Edit listeners ({REEIZERER) BE@ L , i#1E Add (F718),

¥ Load Balancer Protocol (B & T #25BAME) , BE HTTPS (£ HTTP), EEE#H
Load Balancer Port (& 8 ¥ #7838 §%18), Instance Protocol (#1T{ER&EAFHE) # Instance
Port (#1478 BE#H8),

o o k~ w

/A Important

RIZFERR , BTERBEABER HTTP, MREEERERIHHTERBE , BRIT
BRBEABEBES HTTPS (X2 HTTP), EHHEEMAITHERERE,

7. &% Cipher (125 ) , #E#E Change (BF), FFHFE2EE Predefined Security Policy (A%
EENLLHE) , WEBES ELBSecurityPolicy-2016-08, BHBKILERRTNALES
Z2BK, ELEEFATENEACRLZSBEREN BITHR , F2HEH SSLEEH

.
&,

8. WMRLERKEBRMBIAHTEHR K LERERECLH , FREEETURBL IR,

¥ SSL Certificate (SSL BF) , 75121 Change (BF) , AEHTUTHP—18 .

- WMREFEH AWS Certificate Manager 27 =% [E A R=¥ , 5512 H Choose an existing
certificate from AWS Certificate Manager (ACM) (&£ B AWS Certificate Manager
(ACM) W EBE) , REK Certificate (RF) PIBEUERE , B&$F Save (15,

@ Note
L3818 £ A X 8 AWS Certificate Manager #9213,

- MREFEH IAM EANEFE , 55EH Choose an existing certificate from AWS Identity and
Access Management (IAM) (Z1E2K B AWS Identity and Access Management (IAM) BYIRE
BE) , AR Certificate (BFE) FEEURE , HiEIE Save (RF).

- MREEEEAN SSL BFE , B ACM [ BIHFPFRZXE , F5#F Upload a new SSL
Certificate to AWS Identity and Access Management (IAM) (#% %7 SSL B LEZE AWS
Identity and Access Management (IAM)). B ABFEHN B, £ Private Key (FAE£8) 7,
BIESBERNAR (PEM fRmiE) ERIAL E, 1£ Public Key Certificate (2B £ #8 R 5H)
b, B HSBEEERNASR (PEM MFIE) BRWEL £, £ Certificate Chain (BF )

ERAEEREHE HTTPS EEEX 88
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B, EBREEERNAR (PEM ®iS) SRYAE L | BRFECEANRAREERRE  BFN
ERERESHEIRE

9. (EEA)IEIE Add (Fi8) UFEEAWEERER,
10. i#i2 Save (EF) FMIERIFRENZEERER,

1. (ER) REEAREANAETERNRHATERRSE , SLAEH AWS CLI R AP, BA
EREEATIXERER. WEFHEES  FERRERRAITERE,

5 AWS CLI 718 HTTPS #=EEX

WAL HTTPS BEEREXFIEZBEN A H S,
5/ AWS CLI # HTTPS EEEXHIEELNEH T EHF

1. Huf8 SSL B Amazon Resource Name (ARN), a0 :

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fERLLT create-load-balancer-listeners 5% , A$EEERN A BEZEHEIE 443 L HTTPS 5
ROBEHFLEE , WAEEREAZEEZIR 80 LFERH HTTP M 1TEEE -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTP, InstancePoxrt=80,SSLCertificateld

MBEERERTERHHTEERE  BEATIGORMGEERES |, WEZEHEIE 443 £
HTTPS 883K , W/EAREREIEREE 443 LA HTTPS I 1T{EEE -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate

3. (BA) BRI BUMEMAELT describe- load-balancers ap S R@IF BN B ML EINEMFEMER -

fEF AWS CLI 78 HTTPS #ZERE 89
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aws elb describe-load-balancers --load-balancer-name my-load-balancer

LAR R EIFEEf
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
b
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
1,
"PolicyNames": []
}
1,
}

4. (BH) CHAERNZEBEREILEN HTTPS #EEX. IR ECEEEETANEEERLTSBUR
HEFTLREBER |, 55 create-load-balancer-policy # set-load-balancer-policies-of-listener &5
T. MEEZFHMEN , F2H £/ AWS CLI E# SSL BEBERE,

5. (1B ZERTERHHITEEERTE , 55E A set-load-balancer-policies-for-backend-server f o
MEFHMENR  BFSRRERmATEE,
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B #i Classic Load Balancer B9 SSL B

WREE HTTPS EEREN , EBRVEEREXKE , £24 SSL ARSZEI NS EAHATEHRI L, SE
BEOWEFARBE, SLARREFRHBER 2 , BOEREE

AWS Certificate Manager Rt B L LN EHELHE LN BRI TUBBHEN. ACM SEREBH
2B EREBN, WEFHMEEN , 5528 AWS Certificate Manager FAEEEHNZEEN, MRE
BEREEAZ ACM , RIXEERBENBHAEY , YERIBH BN, WEFHER A F2HE
AWS Certificate Manager FAEEREFHNEANEE. EXBEEATEHR LN ERBEENR , I
REEAEMIBE

ERBNBR  CU/AXERENEBNNBERMEANERESRRELFBR. KRR, BUNERE
., ENFERETHR LNERWIAR  MNFBRSERAFNEE,

IR FHOEMERRUISFEEHTHSHECEN , YEEFRATEERERTBEIZENS
EE:

- FEREEAER SSL BE

« £/ AWS CLI £ SSL BH

FRERE B SSL BF
BRI EHEEE ST EHS LN BRI A ACM FTiRHENER , S LEF IAM EE.
New EC2 experience

X HTTPS & & F #2888 SSL BFE

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,
FEBEH M Load Balancing (B8 F#28) , E1E Load Balancer (B8 F#28).
EEARTEHRNERRAMEFAEAEE.

EEREEXZRSIERY , EEEEEREREN,

EEEREEEAEO L RIEFTHVZERER , £7ER SSL BRTHEERE , AT T
Hep—1§ .

o K~ w0 Dd =

- WMREFEH AWS Certificate Manager I K E A RFE , FFEER ACM , {BFEHEIUR
#,RAREERTEE,
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@ Note
WIBEEE AR X8 AWS Certificate Manager B9 [E 1,

- MREFER IAM EARE , FEER IAM , RBFEFEINERE A ARBEREEE,

- WMREEH SSL BREA ACM , FEIMEANE ACM, EBREFLETRT , BRI L
PEMmBENAESRERAR, ERERAXT , BRI L PEM FIFH LB EWMBIEESR
RE. EBREHE - ZRAP , BRI L PEM FHENEEEERAR , RIELSEANRER
BERR AT NMBAERBEHEIR/E,

- MREBEEAN SSL BF¥ , E ACM EHEFHHIFZZE , FEMEANE IAM, ER
REBTRWAREER. ERRLELH/TD , BRYEF PEMGEBHIAEERERRS.
EREBEAXH , ERWE F PEMGEBEN L AESRBEIRERNE., £ REBH - BAF , 8
WAL E PEM RIEN BHEHEERAR , RILCFEANSEREEER  BFANERERES
HEZEE,

- J&#2 Save changes (RREEE),

Old EC2 experience

B HTTPS & # V#1251 SSL BE

1.

2
3
4.
5

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

HEEEE KM Load Balancing (B #¥#) T % , i### Load Balancers (8 8 F#23).
EREHEH TR,

£ Listeners (EERER) Z2H L , &% SSL BFHiE#E Change (B F),

£ Select Certificate (ZEURE) EE L , HTUATHP —HIEE

- MRIEEH AWS Certificate Manager #7 5 [E A BFE , 551EE Choose an existing
certificate from AWS Certificate Manager (ACM) ((### K B AWS Certificate Manager
(ACM) BB BE) , REK Certificate (RF) PIBEUEE , B##E Save (7)o

- MREFEH IAM EANEFE , 55EE Choose an existing certificate from AWS Identity and
Access Management (IAM) (E#E2K B AWS Identity and Access Management (IAM) BY3RE
BFE) , AR Certificate (BFE) PIEEURR , B1##E Save (E1F)-

- MREEEEANBE , B ACM ZENERFZXZE , FFFER Upload a new SSL
Certificate to AWS Identity and Access Management (IAM) (#$#7 SSL B L &EZE AWS
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Identity and Access Management (IAM)), BIARENERE , BRAAENEAIRE , AR
B Save (), IR, IR EREEREBNER , ETETERRE,

£ AWS CLI &#: SSL B
BA LSS BEERTHE LNEEIKAS ACM FFRMANESE |, &3 IAM NEE.
i SSL BREEKA ACM RENEH

1. EATHIM request-certificate S ERBHBH :

aws acm request-certificate --domain-name www.example.com

=n

2. fERALLT set-load-balancer-listener-ssl-certificate ip SR EB/E :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

#% SSL BEIAA LEE IAM N EE

1. WREE SSL BEERALE , F2E (AM £AEFER) PN LERREEE.
2. fER T get-server-certificate #i5 SAEUSBEH ARN :

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. {ERALLT set-load-balancer-listener-ssl-certificate ff R ERE :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:sexver-certificate/my-new-certificate

B # Classic Load Balancer 89 SSL & @E#HARE

Elastic Load Balancing I#ftfZ £ BEEFEEERE SSL BEHRE K TARBBRAFHNAER TS
ZH SSL E R, MR HTTPS/SSL BABEARERERN , EUUEAHF —ERELERTLHR
K, EABCSHBEITZEBER,

fEF AWS CLI &% SSL B 93



https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-listener-ssl-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html#upload-server-certificate
https://docs.aws.amazon.com/cli/latest/reference/iam/get-server-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-listener-ssl-certificate.html

Elastic Load Balancing Classic Load Balancer

MEARETLBENEMERR , 52 BClassic Load Balancer #J SSL JBiE#H5E, WMFEHE Elastic
Load Balancing I2fit 2 £ IR HERHNFHEN , F2E BEEEEREN SSL 22 BUR,

WREEN HTTPS/SSL #Z#ERENX , THZLHEHEBB , Elastic Load Balancing 2B AL ERH
Z4E WX ELBSecurityPolicy-2016-08 E2I&H & & F &5,

WMRE SSL EBHENEEERTEHRTEASTNBEABENNEZELSR , BEREENENEETE
22 2R £ F ELBSecurityPolicy-2016-08, REFEEMGE , BB BETHRE. RfEZIERE LR
AFNLZLBR , AREARENER T EHRERE,

AT € HIFRBA T EEFTE AN HTTPS/SSL ##ERREXH SSL BiBERE, FiE  SEFTEEHTE
SEEHATEKMEER K MELBERBESHRAINEFERERIFNHTER  EEMNWEBKESETN
AR —EAEA.

H #

- ERAEEAER SSLIBEBHERE

- £/ AWS CLI 5 SSL @@ 5E

EREREAEH SSL BEERE

EFARRIENT | Elastic Load Balancing E 2 &AL ERBEREENE R TR BENED, #ig
FHWAAERBER , ERCENARTHS  UAFEATHRAEREE. & , EUUEETEANE
AERZLEBERSEILBHITEE.

New EC2 experience
E# HTTPS/SSL A& FH#ras# SSL BEHERE

£ https://console.aws.amazon.com/ec?/ BARL Amazon EC2 i &,

FEEBEH %M Load Balancing (B8 F#38) , 1% Load Balancer (B8 F#28).

EEEHTERNEBRAMEFEEARH.

EEREARIERT , BEEEEEERELN,

EEEEREAAELRIEEFINERES B2 BRTHEERE K RAREATIHSP

—EEEENLZEBR
(32:%) REERBE (ELBSecurityPolicy-2016-08) , AR R EBREEE,
BENERBRUNNELEERBR , AREERFEE,
EMEFTYEDRA—BEBEABEN—@EmBESX , WTFAR :

o & 0 bdh =

EREERAES SSL BBERE 94
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a. ¥R SSL Protocols (SSL BHAWGE) , BIE—RZETRANERGE.

b. ¥ SSL Options (SSL i#18) , F51&H Server Order Preference ({25 E %&IEF) LA
FEAEAR SSL BEMNFELESRMN SSL 22 B,

c. ¥R SSL Ciphers (SSL %) , BE—SZETRANMELSN. WREEKER
SSL BFE , B4 ERMANMELSNEGARELRE , B4R DSA Fl RSA MEHF X2
HEHERELZRBEW,

d. 1##E Save changes (RREEE),

Old EC2 experience

E# HTTPS/SSL A& T2z SSL BEHERE

1.

2
3
4.
5

£ https://console.aws.amazon.com/ec2/ BAR Amazon EC2 &,

FEEH KM Load Balancing (B8 F#) T 7% , i## Load Balancers (B & ¥ #25).
EREHNAEH TR,

£ Listeners (#ZHEREX) B8, L |, &% Cipher (11%) i#1E Change (%),

£ Select a Cipher (ZEUMNZ) EE L , AT HP —ERBERENZ £ BUR :

(B38) iZIZ Predefined Security Policy (AXEZZ L BER) , REFERBER
ELBSecurityPolicy-2016-08 , #A1%i&## Save (f&1F)-

I#1E Predefined Security Policy (EEERZLBR) , BEEREUNNEEERBER ,
REIRIE Save (R1F).

IZEY Custom Security Policy (BF]Z£BR) X EDRBA—BBABE , M—EmMES
X, WTFRo

a. ¥R SSL Protocols (SSL BHAWME) , BIE—RZETRANERGE.

b. ¥ SSL Options (SSL i#1H) , F51#H Server Order Preference (faAlfk25E %IEF) LA
FEAEAR SSL BENFELESRMN SSL 22 B,

c. ¥R SSL Ciphers (SSL %) , BE—SZETRANMELSN. WREEKER
SSL BFE , B4 ERMANMESLSNEGARELRE , B4R DSA Fl RSA ME LK 2
HEHEREEZRFEW,

d. igj% Save (ﬁﬁ)o
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£ AWS CLI E#T SSL BB

B LA RATERNTEXERELZSHE., ELBSecurityPolicy-2016-08, FRIMNELEERRZRLEER ,
EA=H R38R

ERFRSTERMN SSL ZRE2BX

1. fERABLTF describe-load-balancer-policies 5% , %I Elastic Load Balancing Frig it AL EEH
ZEBUER, BERANEEICRAEFTERNEZLRFEF Shell,

Linux

aws elb describe-load-balancer-policies --query 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --quexry "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

TH A%

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

ERYEHHENZCHBEREERA , FEA TSNS :
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aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

NEAEARALERLTLBRVERNFRENR , F2RALESEN SSL T2 HK,

2. f#H create-load-balancer-policy P S REBUFAEP —BFELEERLTLBRN SSL BEBBE ,
Mz RIS BrR, fHlm , U THTEEAEERNALERLLBR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEBEHREBFEHSBERBENRS , FBFEMA delete-load-balancer-policy @5 2 Ml BREA
KREABER,

3. (#A) A LLT describe-load-balancer-policies fn a5 RiER 2B BUK

|—]

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

[E] FET & BUR R IR
4. fERLLT set-load-balancer-policies-of-listener a5+ AR & 5 F 785 H 218 443 FIEUR

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

® Note

It set-load-balancer-policies-of-listener &S IEENEH TP H[EE
ENEBREERRBEENBE, ——pollcy—name BEXATDESHMBEEMAN K
K, MREEMNWBRBACEHA , cEHER.

5. (EH) LT describe- load-balancers fr 3 RERFH B AR P EH S HBUR -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

Z O EEERBRC EERE 443 LR,
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"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}

BRIV BFIREHER , B4 AELBA—EEABE , M—EmMESN. DSA M RSA MELFARE

== R4\

AREY SSL BEMEFBEE X, MREEHR SSL BE , FHLHARARELENBENMER .

122

B BETBUR BB BLL ELBSample- = ELBSecurityPolicy- %8 , RAEBLFEHREEBHREL

0N

ERLZEBRNEBBEM,

FHABEE] SSL £ BUR
1. €M create-load-balancer-policy s S REZMFEHA BT Z £ BERA SSL BBEER, #lm :

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true

AttributeName=Protocol-TLSv1l.1l,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=txrue
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

MREEBEHREBMFLEHSRBERBENRS , FBFE A delete-load-balancer-policy @54 2 Ml BREA
KRERABBER,

2. (iZBA) AT describe-load-balancer-policies &4 3 #E

(u
T
<
=
M

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer --

policy-name my-SSLNegotiation-policy
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El e = BRI HR,
3. fERALLT set-load-balancer-policies-of-listener &5 LARR F & B F 8 2518 #5218 443 BBUR :

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(@ Note
It set-load-balancer-policies-of-listener N EMIEENE R PE R ER
EYEIBERESRRBEENBR, --policy-names EEXBIEFMEERAN B
K. MRZLEBNWEBKBERA , c2HER.

4. (GER) #EALLT describe- load-balancers th SR FH C W B HFHBMAFECK -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

ZEEEERBRCEEEE 443 LEA,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

b

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}
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=% 7E Classic Load Balancer

B &

+ B Classic Load Balancer 5% 7€ Bl BiE 4R B

+ B Classic Load Balancer ;¥ B [EiE 8 8T,
+ B Classic Load Balancer (¥ E2EHES

+ E%E Classic Load Balancer # Proxy Protocol 3z 8
+ 5 Classic Load Balancer s EF 1 TERER

+ 5 Classic Load Balancer 2 EIERIFEFER

- 1Z5 &M Classic Load Balancer

o EREEANREH Classic Load Balancer B BHiT#EE & B

%A Classic Load Balancer 5% & Fl B E A& b

WA Fimi#Ei# Classic Load Balancer 2 MV BEFER , AHFERSHSHMEER. pmEREE
RFRNEHFERcEH, RREZSEERFERINCSEMN EC2 BTEEZE. AFTHRES
BRAREERNERERNERFTE. IRBEFAERKNEHBRFIEEEINERNES , BRT
HREEMER, ATHAIRNEE GINERLE) AKETK , FESERERKHBBEZH
BEED 1 UTHANER  XRFERNRERKHENRE.

WMREFER HTTP M HTTPS EERERX , BEEA HTTP SI/TEEEA HTTP RIFEFEE, &1l
£ Web AR EFALNITEERARBER. BRARSERR  SRAAETHRIUEERE
A#HER , ERFESREEY, ATHRESTEHFEEEMENIATERER  SEALZN
HTTP R EENRIFERBEEARERTEH RN BEERKRE,

LY

AR, TCP HERATHEF AR T HREKILER  RACHFEERRFEEER,
B &
- ERFEARERBRE

« £/ AWS CLI 32 7E Bl B3R ¥
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3 450 =1 =] 2 nt
£ A =12 8 7% E R E R

IS T , Elastic Load Balancing 1§ 8 8 @aRM FEREFERS 60 B FBEA TIIRFRERE
TR FEREFHE.

New EC2 experience
RELNA T HRFEERRE

1. ¥ https://console.aws.amazon.com/ec?/ BB Amazon EC2 £ &,

2. HEEEBEHHKM Load Balancing (B8 F#28) , i#EE Load Balancer (B8 F#28).
3. EEFEHVHRNEBRERMEFHEANER.

4. EBMRSIERSD , BERE.
5

EREAHETERBELEANREEEER  BARERRNE, RMERFNEEZRE 1 5
4,000 ¥,

6. 1##Z Save changes (RREEE),

Old EC2 experience
RELNAR T ERFEERRE

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 &,

2. HEBEBEHM Load Balancing (B ¥ #) 75 , i##F Load Balancers (B F#25).
3. EREMARFESR.

4. 1£ Description (i) =& , 5511 Edit idle timeout (fREFER ).

5

£ Configure Connection Settings (32 EE %R E) HEHE , @ Aldle timeout (R ER ) WE. H
ERRVEERZLE 1 2 4,000 #,

6. IEE Save (RF)o

£ AWS CLI SR EBERF

A LU modify-load-balancer-attributes i B R AZRHN B R T HRRERERE !

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

ERIRARCHERR o1
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BTN 2 B e

"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
1,

"LoadBalancerName": "my-loadbalancer"

A Classic Load Balancer 5% E £ 2 15, & 8 T 47,

EFERABEGEHFE , Classic Load Balancer W EEEH L HsH RSB RIEY P EEIFFIE K
AUAESHFEEMHNBTERE. SEREESEHTYE SEASTEHRGRSFHOMEFERESTR
FHTARES EEMNBITEE. MFEFHMEN , 5528 Elastic Load Balancing £ &EEREHWE
=i 8 8 F 8,

EESEHFTETRS TEMBERESRBESEATRARINATERRA , XAEENEAENEHRE
E-EfZENTERNER. T8 , RANAREREESAVESRBESECRATABRRNAT
ERAESESHRERD,

HRIRERFIRRELDNS £ , EABRITREYREF—ETAEE. CtRAEEREHFTENE
#H,EEAFREENFTFESIREMERSPTANATER K RETATERFRNIE,

E 8] Classic Load Balancer i , BEH & BT HNFERBEICRR BRI S HFHF. FH
API = CLI B , AR EEABEHEHTEE., FH AWS Management Console B , B SRIZRAE
B8 #F &, 2 Classic Load Balancer % , &FER LA A S E A B ED S & ¥ &,

B &

- BABEEDSERFE

. BRABESEBTEH

BABESAHTE

& Al LABERE A Classic Load Balancer BX 5 218 & 8] T 1,

BEERYEHFE 102
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New EC2 experience
ERFEARABERREH T

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,
FEBEH KM Load Balancing (B8 F#28) , i#1E Load Balancer (B8 F#28).
BESHTEHRNEBREAMAEFHEARE.

EEMRSIERY , BERE.
EREAETEHSELEENTAREEHEARER , IABESARTE.,
i#1Z Save changes (REFEEF),

o g b~ WD

Old EC2 experience
ERFEARABEERREH T

1. ¥ https://console.aws.amazon.com/ec2/ BIR Amazon EC2 £ &,

2. HEEBEBEHM Load Balancing (B ¥ #) T , i##F Load Balancers (B 5 F#25).

3. ERENARFHER.

4. 1£ Description (&) Z# + , i##2 Change cross-zone load balancing setting (2 E K Ei&
BT ERE),

£ Configure Cross-Zone Load Balancing (%€ ¥ B & 5 ¥ %) EME , :##F Enable (BH).
6. EE Save (A7)

o

£/ AWS CLI i A E EE & & ¥ &

1. & LABE A LA T modify-load-balancer-attributes #5 3REk E B & B P #725
CrossZonelLoadBalancing B#ZE true:

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

LA —E FEEf]

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
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"Enabled": true

}
}I

"LoadBalancerName": "my-loadbalancer"

}

2. (EHA) LT describe-load-balancer-attributes R RBEF R ABEEHEHFLENE R T
B

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

AR =2 o pe i -

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
},

"CrossZonelLoadBalancing": {
"Enabled": true

}I

"ConnectionSettings": {
"IdleTimeout": 60
Iy

"AccesslLog": {
"Enabled": false

}

FRERSARFE
LR EEAEEERAENARTEHRERS S BT EEE,
New EC2 experience

FRIEARABEIARTE

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 i &,

2. HEBEBEHKM Load Balancing (B F#25) , i##F Load Balancer (B H F#28).
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3. EEAEFHINEBRERMEFHEARD.
4. HEBHRSIERD  BERE.
5. EEBEEBRTHIEMEENTAREEHERER  FABEHERTE.
6. i%i#E Save changes (RREEE),

%II

Old EC2 experience
ERXRARARESERTE

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 i &,

2. HEEEBEHHKM Load Balancing (B8 F %) T 75 , i## Load Balancers (B 8 #23).

3. ERENERTESE.

4. 7 Description (&) 28 , i##2 Change cross-zone load balancing (2 E B EiZ & &

).
5. 1£ Configure Cross-Zone Load Balancing (;3 E EiE & &V #) BE , 55:#F Disable (£
F)o

6. 1EE Save (FE).

EEFRARESAERTEHENARTEHSE K RELNEHFEEEN CrossZoneLoadBalancing B#ZE
false,

A AWS CLI ERABEFE & FE

1. FBEERA LT modify-load-balancer-attributes #54 :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --
load-balancer-attributes "{\'"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BT 2 Bl e

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false
}
.

"LoadBalancerName": "my-loadbalancer"

FRERSARTE 105
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}

2. (BA) FBFEALT describe-load-balancer-attributes SR KRB CEABESESHLHNAH T
s

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

BTN 2 Bl e

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
},

"CrossZonelLoadBalancing": {
"Enabled": false

iy

"ConnectionSettings": {
"IdleTimeout": 60
iy

"AccesslLog": {
"Enabled": false
}

4 Classic Load Balancer 5% EEEES

A 7 HR Classic Load Balancer Z1HEIE B RGBUHM S EEMRERTENIITEE K I REBEN
BRI , FEEAEERES, EVEEHTEHRTRICHIMSEERETENSTEEBNEEHE
Ko

ECRMAERERR  SUMEE-ERNEE , RERN AR THREREIUEEMATERE
BEA. RERBEHEUGRTE 1 M 3,600 W2 (RA 300 ¥), EEINERKERS , AE TR
sl BA BRI AR B UK SR ey 1T Bl .

ERMTERTPNFER , AHTHRERE EEBUEEMBITERM InService: Instance
deregistration currently in progress k&, BEEUEGMMETRBTKBRBPNAES

REERESR 106
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X, AREEFRFNERRE , BT EHI[IBREHNTEEMHARAES OutOfService: Instance

is not currently registered with the LoadBalancer,

MRTEEEFRERE AR FEHRRENAESR OutOfService, MRABEFEFRETENIIT
BRAHEEPHER , eBEMATH. ZRRBERHTEARNERIEFRETENHITEE.

mMREHEITEEE R Auto Scaling B#EMN —B 2 BN E B TR EMAEEES |, EARLEHTER
ZH , HRAERE4REEREREER | Auto Scaling EEFEETNERTER , RERREFIBH,

WMREFEV AR EEI T EEREFRENEHECEER , BT UFHEEESNERTEHR. B
FREZZSRN  EMEEFHFERNIUHEMIEFRRETENRITERERIB TR,

B &
- BAEEES
- FHEEES

RAEERES
EAMEAREBASH SR T HRNBEES,

New EC2 experience

FRAXEARBAEEES

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

2. HEEEBEHHKM Load Balancing (B F#28) , #E1E Load Balancer (B8 F#28).

3. EEFEHVHRNEBRERMEFHEANER.

4., HEBMRSIERD  BERE.

5, ERESHETHRELHEENREMAEERT , BRMAEERER,

6. (EA) HRBE ERAER), @A 13 3,600 WzBEBHE. B8, RKSEH 300 WWEEE

=8
7. i##ZE Save changes (RREEE),

Old EC2 experience
FRAIEARBAEEES

1. 1£ https://console.aws.amazon.com/ec2/ FAEX Amazon EC2 £# A&,
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o & »

o

FEEH KM Load Balancing (B8 F#) T % , i## Load Balancers (B & #25).
ERZNEHTHEER.
£ Instances (B 1T1EEE) 2% , 7 Connection Draining (B %) , FFiZE Edit {RE).

£ Configure Connection Draining (F%EE %3 5) HH , 751#1F Enable Connection Draining
(RAEEFES).

(EA) B Timeout (REF) , B A 1 F 3,600 ¥z BEE,
i#Z Save (fE1F).

£/ AWS CLI R R EEESR

& A LLT modify-load-balancer-attributes #4 :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":txue,\"Timeout\":300}}"

BT 2 Bl FEEEf

"LoadBalancerAttributes": {

+

"ConnectionDraining": {
"Enabled": true,
"Timeout": 300

}

"LoadBalancerName": "my-loadbalancer"

FHEEES

BRURAEAREEREN AR TEHRNERESR.

New EC2 experience

FREXEAREREZES

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. HEBEHEHKM Load Balancing (B F#25) , i##F Load Balancer (B H F#28).
3. EEAHTHIENZBREMEFNEARR.
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4. EBMZRSIEEH , BERE.
5. EREBEEETEHREMHEANREMARBERD , BUEEIRAEZES,
6. 1##E Save changes (RREEE),

Old EC2 experience
ERERARERAERES

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. HEBEBEHM Load Balancing (B %) T , i##F Load Balancers (B & F#25).

3. EHEMARFERR.

4. 7£ Instances (F1T{ERE) EH , ¥ Connection Draining (BIZ&R) , 55&% Edit ({REH).
5

# Configure Connection Draining (X EiE##35) HE , 55 BUEEE Enable Connection
Draining (BXFEZHRS).

6. igj% Save (ﬁﬁ)o

£/ AWS CLI RIEFREEES

551 A LLT modify-load-balancer-attributes #74 :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

LU —E FEEf

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
}
3,

"LoadBalancerName": "my-loadbalancer"
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%€ Classic Load Balancer #J Proxy Protocol X #&

Proxy Protocol = — IR 8RR 85K thh E 75 R IEMR M ERE AL HRIRE B B EARFE R, Elastic Load
Balancing {8 Proxy Protocol MR 1 , ZARAGEH Tt A BB ZER R

BIRTER , EGERERZEFERABE (TCP) Ml MBIRELR , LEFBUEFERERE , Classic Load
Balancer AR B HITEE. WRERA Proxy Protocol , LA A SE BN B8 S5 REHE
BLEARER , A0SR IP ik, BE9H IP it FEEIRARIE, AR EESHAB RN —PoEETH
1TIEEE,

(® Note
AWS Management Console 7 X #ERtA Proxy Protocol,

B &%

« Proxy Protocol &8

« B Proxy Protocol F&R 1G4

« £/ AWS CLI kA Proxy Protocol
« £/ AWS CLI £/ Proxy Protocol

Proxy Protocol &

Proxy Protocol #ZREH B EEBI A Bk 1P it | BEEEAEHFES , HFEH TCP ERImER. K
AEBTEHIESRBAFRESHNHTERNRE  FTENSTERBENMEFESAEHTHENIP
ik, MABERFEAERK. BB RPHE —TREINENAER IP tut fiEZRES,

IPv6 EEEN K EI ZBENERTEHIINAE IPV6 ik, Ik IPv6 bt TS HRH IP ik |, RIEH
B F#230 DNS B |, BIAER ipv6 = dualstack. MEAFEIwMER IPv4 E#E | BIEZEHRE
AR thi BB BT AEWFAE IPv4 it | 55358 DNS &HE TR

Proxy Protocol 5l 28 —F| AT RIT ("\r\n") , BRUTF :

PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

g1 : 1Pv4
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LUR 2 IPv4 §9 Proxy Protocol B &4 :

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

FUF Proxy Protocol F& iR 14
BB al , EHITUATEE -

- HRENEHFEHEETERA Proxy Protocol WM AREFHR . MR Proxy Protocol B AR
FRENEHTESE K SRFHRFMEE —EFEEINBER , HERERRSBEESEEE, BEENHT
ERRES L , EEREEEEER,

- BFRENBITERTLUERE Proxy Protocol E#flo

- RGN ERERENEREXE Proxy Protocol, MNEEZFHME , 552 B Classic Load Balancer #J
EBEENEE,

£ AWS CLI A Proxy Protocol

= ZE /A Proxy Protocol , EEE Y ProxyProtocolPolicyType BRHBUER , AR EHTEE
EEIRERA B,

EEATIHSRRENFTWBER , BENEFFEHZM ProxyProtocolPolicyType A | 1£E#
12 80 MEMBINBERIIMMTER , MBRFBBERERKA,

AENEBRFESF/A Proxy Protocol

1. (BH) #EALLT describe-load-balancer-policy-types #5435 tH B Elastic Load Balancing X #E#YX
K

aws elb describe-load-balancer-policy-types

EEGEEBMERZENBRER, UTHER ProxyProtocolPolicyType HEME L -

"PolicyTypeDescriptions": [

{
"PolicyAttributeTypeDescriptions": [

{
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"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"

}
1,
"PolicyTypeName": "ProxyProtocolPolicyType",
"Description": "Policy that controls whether to include the IP address

and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"

iy

2. fERABLT create-load-balancer-policy ar 5 2RE M A Proxy Protocol RYBUR :

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. fERLLT set-load-balancer-policies-for-backend-server e , IR ENEZBRAFTEILN
BE., 515, EEGTERRBEANBMABRK, Ht , --policy-names BIENXAEE
IEEMAEENBER (Bla , my-ProxyProtocol-policy) F4E(I B i RAABEK (B0 | my-
existing-policy).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-poxrt 80 --policy-names my-ProxyProtocol-policy my-existing-
policy

4. (ZR) AT describe- load-balancers @5 3B Proxy Protocol 2 & :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

EESETHENA , HH5RA my-ProxyProtocol-policy BURELEEZIE 80 1HEAH

"LoadBalancerDescriptions": [

{

"BackendServerDescriptions": [

{

"InstancePort": 80,
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"PolicyNames": [
"my-ProxyProtocol-policy"

]

£/ AWS CLI R{=H Proxy Protocol

LA MEREHTEEFEBIBER  ARROAETHERKEKA,

£ Proxy Protocol Bl

1.

EALLT set-load-balancer-policies-for-backend-server &5 3= Proxy Protocol Bt 1
--policy-names HRSIEIR , B BIFEHMBER , B ISRAMRE (Fl0 , my-existing-
policy).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-existing-policy

MRERBERMAEMBER , L --policy-names EEZHFHIEE , ITAR :

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names "[]"

(&) A LT describe- load-balancers #n %3R5k 25 A BUE

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

CIfEEE THEF , HhRARERERBUIRABR,

"LoadBalancerDescriptions": [

{

"BackendServerDescriptions": [],
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}

7 Classic Load Balancer 32 EZ& M T e ER

Classic Load Balancer s LUK /IHES , B EBERBIRBECEMNEATEE. 7B , &9
LAMERSM T/ERERINAE (W BB ITERERBENY) , cBZa R T EHSSFERAEN ITERRBREIRE
T EE, ERERRAZIIERRPBEAMENERBEREREBEFEZERNAITEE.

EEFMIT RN ERRREECNES T EHSEXISEREAERREHIE —EHTEBAYERE,
MRENEARNEHBE 2N IERE Cookie , BRI AILAFRE Elastic Load Balancing , K itk TR

E¥ Cookie EfEEARENMN TEMRE Cookie IEEMNIFERE. WRENEARNIEECHN IERE
Cookie , Rl ] A5 E B S IR M 1FEF B JRERXE Elastic Load Balancing , BAZ 3 TEREER Cookies

Elastic Load Balancing 2% A AWSELB # Cookie , A ¥ FE T/ERSER B B 1TEIRE
=R

« HTTP/HTTPS &8P,
- ERETHAERREAREBED —EEEEENHITER,

A H

- BREEBM Cookie B RFC AFFIK#AR. T , Elastic Load Balancing URI #RBK&EFET , B2
%5F , BABLBIEERU Internet Explorer 7 , FAHIEARIL %5F & URI fmis. R B NEENEE
R EEZ & | Elastic Load Balancing 8#+#&# 1T URI fRISERF T, Hla0 , 2R Cookie HEM
path=/my_path , Elastic Load Balancing @ 2 F & 25K E path=/my%5Fpath KEM.

o IBIEERRTE secure EES HttpOnly EEEENISEREAERN TEMREEZE Cookie, T8 ,
iEL Cookie TEBEWEER, FEE , MREREMN secure HED HttpOnly EEEZEARER
FRHIE TR R R4 Cookie , B —&ER7E AWSELB Cookie,

- WMREE—EE Set-Cookie WIUTEERTE Cookie RN 5% , BIB B FE 25 Z 1 Cookieo

B 8%
- FEREBAERN T EREREE
- BRAEA G TERREE

REFM TR R 114
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FENEAERN THERREE

B HFHRSFEREHKN Cookie AWSELB) , A5 FEEZEEEANESEZRERANTEE, EEHT
HERWEIERE , BAEMEN Cookie REFERBERF. BR , kFEREEIEE Cookie FIEEMN
#1T{E#. & Cookie TFE , IEETFEHRERLBREARTEHERE L REHNTHE, HESEA
Cookie , It ZBREERFEAENFEREFEXHTER. MUEBERERERESR Cookie B HikF
B, AXREILSE Cookie BN, ERTEHF[EEAZE , TEEHEE Cookie HIBHIRFEELIE
B & Cookie ZHR1BH, 7£ Cookie BHiz % , TEREBETHERH M. AFIREZKEH Cookie FHREE
HEA#EBR Cookies

#EIB CORS (BRFERKEE)FER , BELBEEFFEE SameSite=None; Secure REMAME, FEt
185 T , Elastic Load Balancing @23 55 —{E#8E Cookie (AWSELBCORS) , HH I EERBHE
Cookie N EEZk SameSite BHMHBENEF. AFmEREWEIEME Cookie.

MRBITERREXRMBEREFERENE , EHFPEHRFLEBAFRIZITER  IREBEAENE
RV RELZENMNEERERIFNHITER. MRKRHE Cookie, METERRTEERM , XFHF
RE&E BT AT (EIEE

MREAFKYBRI EFTEANRBERBENERRES , FFMHEX,
New EC2 experience
EEFAIRANAEETERRARERBRAERNEE TERE

1. ¥ https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 F# A&,
FEBEE KM Load Balancing (B E ¥ #8F) , 1B Load Balancer (B F#28).
BEAERTEHRNSBRAMEFEEARH,

EEREEXZSIERY , BEEEREREN,
EEEEREAEE L RIEZFMNERREN , RREE Cookie HMET HHMRE.
ENMHERFEHREL,

(GER) HRIBHEE , @A Cookie BHIFIRE AW REN), MRETEEBHER , HET
ERRFEERER TR

8. 1#{E Save changes (RREEE),

N o o b~ b
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Old EC2 experience
AEEATRANESTEHERMARESEAERNR T TERK

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. HEBEBEHM Load Balancing (B ¥ #) T , i##F Load Balancers (B F#25).
3. ENEMARFERR.

4. 1£ Description (&) 2% L , 22 Edit stickiness ({REFZEE).

5

£ Edit stickiness (fmEEZE 14) BH , i#E Enable load balancer generated cookie stickiness
(BB B FHEEIEE Cookie FHE M),

6. (M) HRBHHE , @A Cookie BHIHIE (UAWAEN), MRETEEBMER , FtT
YERE RIFBTE BB B8 TR R

7. igj% Save (ﬁﬁ)o

HE AWS CLINE R FERMAFEREAERNE M THERER

1. fERLLT create-Ib-cookie-stickiness-policy i R RE I B & F#25E £ Cookie T BUREE
Cookie 1B EEFERHY 60 B

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

2. fEALLT set-load-balancer-policies-of-listener S AR A IS E M B B &350 TERSER T -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note

It set-load-balancer-policies-of-listener S EHRNR BN BREREENE
B Y EZEEE, SESFERLTS , I8E --policy-names BEFIHFIEBR
LARSA

3. (ZH) #ALLT describe- load-balancers 3 3RERE SRR BEUR -

aws elb describe-load-balancers --load-balancex-name my-loadbalancer
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CIEEETHEF  ETRAAEENERE FWEEEABRABCER

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 443,

"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"
1,
"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-2016-08"

iy
1,

"Policies": {
"LBCookieStickinessPolicies": [
{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

1,

"AppCookieStickinessPolicies": [],
"OtherPolicies": [

"ELBSecurityPolicy-2016-08"

iy
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FERRE 26 THERREE

B 5 FERFE RIS Cookie , S THERBREEENRERNWHATERARE  EEBEEEREE
R EAE Cookie WA MBAN, MEEAEXEETEHEAER Cookie, BHEFEHB[IRSEA
FEVE M Cookie, BEFE IR Cookie TEREESEFBREH. MREAREN Cookie HREBKRI
B, TERBEFLHFEMERZREFTHEAER Cookie.

THHRBHRATERRENREEEEELE Cookie FHVAF
% : path, port, domain, secure, httponly, discard, max-
age., expires., version, comment, commenturl fl samesite,

MRITEERERMBEREFRENE , R FPEHRFLBBFRIIZITER , IRBEBTNE
BPERELEEFTNEFRERFNATER. EFTEHRSBITHERRAES "+ JEFRRER
FHBATEER  YRHERAFBRIEERBNHATERRESZAITEE.

New EC2 experience
FERAXEARBAERAERNZEH TERERZE

1. 1E https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# A&,
FEBEE KM Load Balancing (BT #85) , 1B Load Balancer (B F#28).
BEESHTERNEBREAMAEFHEAEER.

EEREARIERY , BEEEEEERELN,
EEEEREAEELRIEZEFMNEREN | REEE Cookie BT HFHMRE.
ENHERAERXEL,

£ Cookie Name (Cookie £ 18) , M AZHEAEXEE,

i#1Z Save changes (REFEF),

© N o o k~ w0 b

Old EC2 experience
FERATEARBAERAEN G TERREE

1. ¥ https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 F# A&,

2. HEEEBEHKM Load Balancing (B8 F#) T 75 , i## Load Balancers (B # ¥ #23).
3. ERENERTESE.

4. 7£ Description (&) Z# L , 22 Edit stickiness ({REFZEE).
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5. 1£ Edit stickiness (#REE% &) EH , i#1F Enable application generated cookie stickiness (&l
FERRRNELE Cookie THEM),

6. 7E Cookie Name (Cookie B8) , MAZLNWERAREXEE,
7. igj% Save (ﬁﬁ)o

£/ AWS CLI R AR 26 TR REZE

1. fEALLT create-app-cookie-stickiness-policy anwREZ AR ELR Cookie HEBUR :

aws elb create-app-cookie-stickiness-policy --load-balancexr-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

2. fERLLT set-load-balancer-policies-of-listener &5 LAR A 8 8 P #7835 49 T HEFKERBA M -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-app-cookie-policy

(® Note

It set-load-balancer-policies-of-listener SRR BN BREREENE
B Y EZEEEN., SESFERLTS |, I8E --policy-names BEFIHFIEBR
LARSA

3. (EH) A LT describe- load-balancers 3R FH ERANFEBER

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

4. DEEETHER  HPRP\AEENERE FNEREXRBAREK

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",
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"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"
.
"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

.

"PolicyNames": []

}

]I

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [

{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

1,
"OtherPolicies": [
"ELBSecurityPolicy-2016-08"

}I

A Classic Load Balancer :2 €L EMEL

FESENEXTREBENERAEARRE HTTP FRLMELEBE. AR TEHRSREBEERBERER
HEBERETIE , AFRLER , AR BRBEEENBABEXRBRERKM. FEASBNERN, AE

BEFRSEAER 0
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2, BEENREE, FREAREER  WHY HTTP FRSRHBFBANENER  FRESER
BANTAM, SUIREEEEEN , UBRAREARXRBAFS RFC 7230 WFEXR.

http_desync_guardian BXXE® 24 HTTP E3K , Bk HTTP ERP B, MEFEFMEN , F2E
github £ HTTP Desync Guardian,

B &%

X
S

i
o

- BRERFEMER

® Tip
AR RE{EE A A Classic Load Balancer. #1%i& M Application Load Balancer W& |
BS Application Load Balancer K 3ER S #EME K .

3
V2

59
DREAT,

- ER —ERFE RFC 7230, TEEREMEANZERE.

- A#ETE — ERFTHFERFC7230, BEFEEREHANLLHE,

« THIFE — BERFHE RFC 7230 , B AR , RAEE Web ARBMNRENEELXTE.

- BE —ERERSTEMRAR, BERTVERSHEER , EXRH 400 DEERAFR , XEAAF
IIE R

THEERBEED EIEE,

CIE::33

- FEEEEI ASCI RIEHIF T,

- ERREFITZHBNE

« GET = HEAD ERH Content-Length #Z5EE A 0,
« B3R URI @23 URL fRIBHY 221K,
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TEAHE

- EXR URI 2EEHIF T,

- EREBSEE Transfer-Encoding #Z58# Content-Length &858,

« Z{@ Content-Length 2EERIEEE,

- BEZARERIESER,

- AIFERABRAXFERCEMEREIERILA Transfer-Encoding 2 Content-Length,
- GET = HEAD ER A Content-Length &,

GET = HEAD E3R A Transfer-Encoding 58,

RE

ER URI BEZEFARBEMNTF T,

« Content-Length ZBE I EFE LN R IIEEREFHE,
BRHEISZEEFAEBUF T,

« Transfer-Encoding ZEI S HRMNE,

- ERFERKTER,

o BERRABXFER,

« %1{& Content-Length ZZBENETRE,

« %@ Transfer-Encoding : ERIEH,

MRERTHE RFC 7230, X FEHEFEM
DesyncMitigationMode_NonCompliant_Request_Count ¥81E, MEEZHMET , F2H
Classic Load Balancer 1§4&,

B

TE&REREH Classic Load Balancers M{AiRIBE X Mo HEBER,

s L Ty B R R B E
& RsF RFF RsF
T RFF BAs S
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5% st B R
RO A AH
BE R S

EREEXER | {BEIRIA SR B R,
ERIFRDEMER

New EC2 experience

ERAEREEMFRIENMEN

1. 7£ https://console.aws.amazon.com/ec2/ FRX Amazon EC2 £# 5.,

FEBEH KM Load Balancing (B8 F#28) , i#1E Load Balancer (B8 F#28).

EEESHVESENEBERAREFEEARR.
EBMRSIERS , BERE.

o g A~ W b

1212 Save changes (REFEF),

Old EC2 experience

ERERAEMFRLSENER

1. 1E https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# A&,

EREAHETHRBEEANREERET S  EEHEM - 2=,

REEEN
ESf |
ESE |

RSB,

FEBEHKXH LOAD BALANCING (B #¥1#) T % , ## Load Balancers (B & F#28).

2.
3. EmEaHTHESR.
4

£ Description (3#iR) 2% L , 112 Configure desync mitigation mode (& EJE[E 1B FI&

)o

5. 1£ Configure desync mitigation mode (R EH RS EMER) EE L , 1##F Monitor (ES

1), Defensive (B&14) 5 Strictest (B &&HE)o
6. IiB¥E Save (EEF).

£ AWS CLI EXIERI S EMERN

EeRFERSEMER
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£ A modify-load-balancer-attributes 5% , ER#E elb.http.desyncmitigationmode B4R A
monitor, defensive  strictest,

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

attribute.json ABW T,

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

=028 Classic Load Balancer
ERTEBEUFENA RS ERTEESE  fiN  BEEWN. BEERBE,

& T LA A S Classic Load Balancer il - ZEZ%., SEEHTHENEBRERSIBLERHE -1, W
RATFENER  HESIROKHEGSFH T EH[EEEH | ABIEFSEHERNE,

EARRTXERTFHRERAR , TREBARFHRIPBER,

B 8
- BEERH

- HEER
- BBRER

BEE IR H

UTEARRFEARER

- E-ERERHLR : 50
« BE|BEE LR : 127 1@ Unicode Tt
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- B{ERE LB : 255 1@ Unicode it

- EBBEHETESAKNE, AHNFERSEAH UTF-8 RINEXFER, ERNEF  BEEUTHE
WET :+-=._: /| @. FAERAEERIHZEH,

- EBEBAETAMEA aws: F8 , RATRREBH AWS F£H, ERFEESIMBRELFENER
ZRYEE, EFENEER  FTEEZERRBRFNERTEA,

HIERER

BT U ERMREEAEECHERNIEES R TR,
New EC2 experience
FERAEXEANEER

1. 1E https://console.aws.amazon.com/ec?2/ FARX Amazon EC2 £# A&,
FEBH KM Load Balancing (B & F#28) , #E1E Load Balancer (B8 F#28).
BEASRTHRNABRAMAFEEARE.

£ Tags (B®) R5|IEE L , #IF Manage tags (EEER).

EEESEBREE L , #HHEEER , BENEER K RAREERSIEANE.
ELRTRAEEBRNERR  FEERTEE,

I

Old EC2 experience
FERAEEANEER

1. 1E https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# A&,

2. HEEEBEHHKM Load Balancing (B8 F %) T 75 , i## Load Balancers (B # ¥ #2]).
3. EREMARFERR.

4. 7E Tags (BH]) R5|1EHK L , BEE Add/Edit Tags (FTIB/REER).

5

£ Add/Edit Tags (FTi8//REER) EE L , StHSEER , #IZ Create Tag (BUER) , AR
EERSIBMNE,
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Add/Edit Tags X

Apply tags to your resources to help organize and identify them

A tag consists of a case-sensitive key-value pair. For example, you could define a tag
with key = Name and value = Webserver. Learn more about tagging your Amazon ELB

resources
Key Value
department digital-media (%)
project lima (%)

Create Tag Cancel m

6. ELZTRMERBNERR  FHEE Save (RF)o

£ AWS CLI $Ti8EH

ERALLT create-tags i H RITB I ERE

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=1ima"

BRER

BRI S E A TR e 8 5T @R M ERER.
New EC2 experience
A EZ A MBRER

1. ¥ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 £ &,

2. HEEEBEHKM Load Balancing (B F#25) , #EE Load Balancer (B8 F#28).
3. EEARVHIRNEBREMEFMEAER.

4. 71£ Tags (Z%H) R5|EH L |, i#IF Manage tags (BEEER).

5. EEEEBEEL  £#85—ESREBRNERZSEERBK.
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6. ELZRBREBNERR K BEEREFEE

Old EC2 experience
A E 2 A MBRER

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. HTEEEBEBH®KM Load Balancing (B8 F#) T 75 , i## Load Balancers (B & ¥ #25).
3. ENEMARFERR.

4. 7E Tags (%) R5|1EH L , 1BEF Add/Edit Tags (FTI8/REEE).

5. 7t Add/Edit Tags (FTiB//REER) EH , BERKREBENE R,

Add/Edit Tags X

Apply tags to your resources fo help organize and identify them

A tag consists of a case-sensitive key-value pair. For example, you could define a tag
with key = Name and value = Webserver. Learn more about tagging your Amazon ELB

resources
Key Value
project lima @
department digital-media Q

Create Tag Cancel m

6. ELZRMREBRNIERR  FEEF Save (RF)o

5 4 & MBRIZEHAWS CLI

AT remove-tags S RBREEEESBNER !

aws elb remove-tags --load-balancer-name my-loadbalancer --tag project

BIRER 27
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R E R AREH Classic Load Balancer By BET #3185 78

1@ Classic Load Balancer B Z AN MR B BHR K (DNS) &, L DNS EHEE
BUEHFEHRN AWS BHEE, fln, MRESEXEED (RR) EFHEIEZE my-
loadbalancer WA #HT#R , RGN EH FHBEFWEIM my-loadbalancer-1234567890. us-
west-2.elb.amazonaws.com #J DNS £, HEEFEREEELN#TER , BAL Ltk DNS 8218
E Web BIESMthut i, FiB , iEE DNS ERBFAERENEFREMEA.

MREFLERR/ENARFEHRERASEH DNS B8 , 0 www.example.com , M3EFEERA DNS
18, SUNRYETRAEEE  YHHEEHERFERN DNS EREVBH. ERAFREALE
AR A BB MEERE , DNS ARERA LS T EREHT DNS 21,

B &

- BENBITEEEBEENE BT HESBEI BB

- HHENEH FHEREA Route 53 DNS @&

- BENBITEEEBESNE 8T RS BIUEEB

N BT REEBEENEH T EHREBE M BB

B, MREEHRERM , FEMENRIAETE, BREREBNEFRERLF (ICANN) AEEER
R EVEERE, SUERBEEEEMEEMEEERE , ER—5 ICANN BAvAas , EF
EEREABEMR. ENENERERALEAEMENEEEBRUFHEERNEEEF. MFEFM
&, F2ETIER :

- ZEMA Amazon Route 53 B & B , 752 B Amazon Route 53 & ABIEEHANER
Route 53 @13 & .

- MFEEAMBBRIBEE , B2 I AEEMERSE &%,

BE , /L DNS R , Gl , SHVBEEEMEE L CNAME Sosx GRS M B R B B 2
LAV ER. MFFEET , FLEIEH DNS REXH.

®E , LA LUEA Route 53 A EH DNS jR¥., S ENAEES , HEP S NMAEEBRAK
FPERAEEPERENEEEN  URBEREESE , TSRS BNEARBELIZEAHTH
2%, Route 53 TEE ¥ Bl A FCEREMN DNS W E |, EAUAFEA BB L8 EA DNS EH B EEE
#31EHY Zone Apex WE B F#25 (Bl example.com), WMEAE AW\ DNS RIEEB E Route
53 WHEEAE R , 52 B Amazon Route 53 FAE A B35 F M5 Route 53 3R EA DNS R
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&% , £/ Route 53 AELWRAEBELAE R MBI BECHE, WEFMERNR , 5528 Amazon Route
53 BB ABREHPNSRENRBE S FHFES,

SrE BB S &85 A Route 53 DNS &\

RIEME R Route 53 1§ DNS EFEHEEI A EH V&R , LU LER Route 53 BRERH P #=RM
DNS &, TR EBEEET , Route 53 MBS HFHR/M S EM EC2 MTEBHNEEMRE , U
HERETH, RREEHTEHREMN EC2 EXFERNMTER K ESHTHREL ST EFERE
Tf£ , Route 53 B RERMAEE —TRAER , SINEHERERFHEHFHR:N Amazon S3 HF#Y
TR RER

fltn |, REREE — 18 www.example.com Web FEAREX K MEZLFEERSHITMEERTEHSRE
HITEE  YATRNESD, SFEREE—FAESFERHIEHTHS K MALEETHMEDME
REHFEs , UEHAKRERD. NRERE DNS FEBE  SUUEEENEIENMRE (#D) &F
T#8. Route 53 5| EREFNTANETEERTHERE , IR RXELSHTHEHES.

£/ TEHE B REFRE

- & TFHEBEEEAMRE, SRES Classic Load Balancer Bl& it E#Y Yes B , Route 53 €514
alias target EFFEEEERNEEME. &¥ Classic Load Balancer , Route 53 2B & #
FEREBNTEREEREBRE,

- E Classic Load Balancer #Z2F —EEFMHN T EREEREREFT , Route 53 &% 5l 5L 8 1E
RAEMEREBRT, 2% , Route 53 ERBEENEHBEERGCH, NMRFEARERERHBUR
Al Route 53 & E = Ei#%,

* & Classic Load Balancer F AT B AV 1T ERITEEIREBRER | Route 53 B¢ 5 A fC 8 FEC
RHEEREBTE, 2% , Route 53 ERBEMNKHBRERRH, NRFEAREBRERBECK , 8l
Route 53 & EX E L #.

MEFMET , 5528 Amazon Route 53 B AERBETHRE DNS BiEBE,
IR BETHEE B BEAN &8 358 BEUH BB

BULREHFERUTEBIUEENEFIREERE , FEARAELNRERBNERICEEMER , R
#RREERE, WEFMER , 5526 Amazon Route 53 BB A BIEEHPNFEELHMMRAET
EEE,
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Bti® Classic Load Balancer

BEERL T REREREHFER, sMREBERALHRGHTHRNRHINITERABHBEET
il 3713 N

CloudWatch E&

Elastic Load Balancing # CloudWatch EE& & &R MERimTERNER BRMHE
Amazon, CloudWatch AIEZHERERFELEREMNKTER , MA—HEFNREFIER
(BAREE), EUFRELEEREFIEZNAKREKBRARIIT. NEFHAEHN A F28
CloudWatch Classic Load Balancer BY54Z,

Elastic Load Balancing ZE B &

Elastic Load Balancing F 7B B SHEENE H L EHRFTR L 2B RNVFMER , XAEEMUE
HEEXTFHRELEEN Amazon S3 #EEFirEd., SEEAFISERIBERNVKRE. AFWmW IP
thut, HEE, BRECHNEARB[EESHFHREA, BUUFEAELEEFERMAFGRSMREER , I
HERBInEARENNEE, MEFMENR , 5528 Classic Load Balancer 7EH #.

CloudTrail B3%

AWS CloudTrail /] 8B MR B IR B R A R IBHIAWSHR S ¥ Elastic Load Balancing AP #£17 #9 I’
W, CloudTrail #&ERAFERIELRIEEN Amazon S3 EEITFEHRMWAFEF. BUFERHELHF
BEREREHTHI[PAED , AHEBERWER, FRREWEZRIR IP ik, 2R HE RN R
REAEREE, MEFHMEEN , 5528 £H AWS CloudTrail & Classic Load Balancer 52k API
I

CloudWatch Classic Load Balancer B35

Elastic Load Balancing & CloudWatch $t¥ B & F# BN B HHTERBSERSRHE

Amazon, CloudWatch FJBEENERELERENRTTER , MA—BHFNREFIER BRI
B), ZALKEERAZELENEY  BENEERXEBEETERBMENE. flo , BUUERESH
FESRE—RIECHEAANEERERTHN EC2 HTEBARE, SEENIBEBAMNEEERIN
ALER R E B,

FRILAEREERERRENEEFESERS. fln, MRESZBHERATESINEGEE , BUNEY
CloudWatch B RREZIEENERILEMBEFE (PINEEBANEE FEHAMbL),

CloudWatch E & 130
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CloudWatch REEERFEEH FHE5E , "Elastic Load Balancing, T 8iEE®REHR. MREE
RitE & & #8% , Elastic Load Balancing €4 60 ¥ ABRRAEN FEARIEE, WRIEBKRRA
REFTHESR  IEEEZFER , IFEEFHIEE

BB Amazon WE Z{E & CloudWatch , 552 B Amazon CloudWatch Fi F#ER,

B #

« Classic Load Balancer 1§42

« Classic Load Balancer HIEE#E

« Classic Load Balancer I #5HE ¥
» CloudWatch IR B R FEHENIER

Classic Load Balancer 51

AWS/ELB i & Z=EEE T Hi5E,

BE R
BackendConnectionE

SHVEREEMATERCEAARKDELNERBE, HREE
HRE  AHTVEHRSERER , KR TRSEBFRE, FiE
B, F B E S REFRERE R B A MERIER,

Irrors

BERMSE . BFBE

METET . REANKTEAR Sum, FEE , SEEHFEHEEH
ZEEE W Average, Minimum & Maximum , EEBERAKEH,
BR , /MEESKE (REEEFLEE , A P9ERERE) 2/
MER  HRYEESTEHEGTHRTAREEREAN,

. BREREHNEHFLERE us-west-2a B 2 EHITEE , £ us-

west-2b B 2 B#EITEE , MEFERE us-west-2a By 1 EEIT{E

BB 4ERImERIEER, us-west-2a VAT B IEIE LELFIERR | ™ us-
west-2b WHEFAIFEE. Eit , BB THBFNEMNER us-west-2

a WA,
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BE BN
DesyncMitigationMo . ~ - _
de_NonCompliant Re  [HTTP SEER] FH& RFC 7230 HHARHE.
SIS ELtTE WM AEBE

AT EA  RERANKERAR Sum.
HealthyHostCount

BN ERFEHRFMY EERBHTEEBNEE, BBE X
EERERECR  FEMABTERBSERAREBEE, MRS
BAEEEEHFE , LoadBalancerName #EMNEEREHT
BEERNEELZUFMETAEREE., FASUSETHESE,

WEMRL - BEEMANBTER

RETEN . RERANHKITEFR Average B2 Maximum, ELHET
EFHESTEHSHERE, B2 FLARTVHSRTRTAS
EEYUEREHTEARBKRETR  RREGERAHEXBITERS
REEIEE,

A RN A FHEEZE us-west-2a B 2 BEHTEE , &£
us-west-2b & 2 EHITIEEE , us-west-2a B 1 EHITERRER
B, M us-west-2b R EMREFENHITERE. FA Availabil
ityZone #EHK , us-west-2a FH5E 1 BMREBIEFEE 1 BMRET
EN#ITER |, us-west-2b F15H 2 AREBIEFEE 0 BRETEN
HITER.
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BE

HTTPCode_Backend_2
XX , HTTPCode_
Backend_3XX
HTTPCode_Backend_4
XX , HTTPCode_
Backend_5XX

HTTPCode_ELB_4XX

iR

[HTTP EEER2 =] SEMBITEBEEN HTTP EEBHAE. HitH
TEEAHTEREENEAD RS,

HERET - BFEBE
HEATEF - XERANKFTETR Sum. FiE

E , Minimum, Maximum }% Average &% 1,

. BREREHNEHFESRE us-west-2a B 2 EHITEE |, £ us-
west-2b B 2 BETER , MEEFERE us-west-2a By 1 EZ1T
{EEBEF | 24 HTTP 500 EIfE, us-west-2a FIFEF T IFIELEEERD
FE , ™ us-west-2b WHEFAIFTEE. it , BHFHIHNENER
us-west-2a BRI,

[HTTP ZEEX) EFHFEHREEN HTTP 4XX A FiRiERBH
B, B ROBXTFEEI T TEE K SEEHFRER,

HERNS  BEEE
M EF  RERANKAERAR Sum. FiE

E , Minimum, Maximum %% Average &% 1.

i - BRERIEHEE FHE5 2B us-west-2a B2 us-west-2b , T
AFERBRPFEERATERENEER URL, At , FrE A &+
MAFIRIERT AR g N, ERTHSNANATHESNENE
o
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BE

HTTPCode_ELB_5XX

Latency

iR

[HTTP EZERE) ERFEHIELEN HTTP 5XX A RS iniE 2B
H. WAt ESRMATEBEENTMNEER. MRRENRE
EENHTERODARFERIM , NMRFBEREBBHITERE OF
H) REHFEHBRINEE , SEEHRILIEE,

HERET - BFEBE
HEATEF - XERANKFTETR Sum. FiE

E , Minimum, Maximum } Average &% 1,

. BREBRENEH T ERE A us-west-2a B us-west-2b

M us-west-2a PVEITER LA SEE K BFERNEERE, &
£, us-west-2a PV E BT HEREHMRIETIIKEIEAN , AF R
UL R 503 $EER. AN us-west-2b BT ECIME K ERTFEINE
MER us-west-2a BIFF,

HTTP ZREX] KA M FEHFSFREEEEMATERRS , B
ITERRAEEEDRRERLNERE (UYREN).

[TCP ZREN] A H T HR/ANEILEREFMHITERAEBN
REFE (AW BEN).

HERM  BEEE

RETEN . RERANHKITEFAR Average, FH Maximum ¥IET=2
BRELBRUEEBNRBAERNATOER[, FEE , Minimun BF
FAREH.

i BERENEEH FEEEE us-west-2a B 2 BEITELE |, £ us-
west-2b B 2 E#HTEE , MEEFERZE us-west-2a B9 1 E#1TE
B AREMNIMEE, us-west-2a B FIEESR us-west-2b B FH
&,
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BE

RequestCount

[HTTP #8E:] CEWERANFRBE  SRBRREEMANTER

By HTTP $53RE FE

[TCP EREN] CEREAMATERNERHE.
e BEFE

HEATEF - XERANKFTETR Sum. FiE

E , Minimum, Maximum £ Average #EEE 1,

. BREREHNEHFERE us-west-2a B 2 EHITEE |, 7 us-
west-2b & 2 BHI{TERE , ¥ BE 100 EFEREEZZERHTEHS.
B 60 EFEREBEE us-west-2a , FEHTEEZW 30 EER , B
40 EFEREIEE us-west-2b , BEZTEEEK 20 EFER. £H
AvailabilityZone #£E , us-west-2a #5tH 60 {EFEXR , us-
west-2b #5HH 40 @& R, FH LoadBalancerName #fE , #
§T48 100 EFEXR.
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BE

SpilloverCount

SurgeQueuelLength

iR

MRAREBITIIER , ERFREENER.

[HTTP #ZBREX] AHFERED HTTP 503 #HRT.
[TCP 8RR & &V EaRFAER.

&R - BFEE

RETENA . ZRERANKRITEAR Sum. FIE , SEAHFHHREG
B E#H SO, Average, Minimum & Maximum , BEEEFAE A,

. BREBRENEH FER A us-west-2a B2 us-west-2b

M us-west-2a PFVEITER LA SEE K BFERNEERBE, &
R, us-west-2a P EH T HBFHBARBTIEFEAN , B
. WIR us-west-2b EBEIEERE , B8R T EHFMEMAEE us-
west-2a KV FIHEE

EESFFHEANGFRER (HTTP EEERX) SUELR (TCP EEER)
BRI EFEFENIATHEE. TIHANERS 1,024, EfFFIE
m, HERSERSEE, WFEFMAER , F2H Spillover

Count o
WERY - BIESES

RETEA  BERANKITETS Maximum , RBERREHEATS
MIFESRIE{E, Average HFTEMAE Minimum & Maximum A& H
k& ER , AHHBEHEATINEREE., FEE , Sumn TAE
Ho

. BRERENEH T ERE A us-west-2a B us-west-2b

M us-west-2a PV ITERLESEE , R RNWEIEBIE, &
R, us-west-2a P E R T EHBH RN RIBTIRFEAN , AFR
AREEIEERBNRAER. NRIERFERLE K 88FE
BTREEEH (2M SpilloverCount 384E), MR us-west-2b
BETLFEOE  SHTFEIMN max K8 us-west-2a B max HHE.
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BE U
UnHealthyHostCount

EaENEHTERIMVFRREHNTERNHE. £ITER
BBEFEREREPRENTRBAEZR , MTERSHE AR
AR, £HTERNSEFREREFIRENEFREZR ,
RET RNSTERSBRBE/REER,

HEFRY  BEEMNBITER

RETEN . RERANHKITEFR Average B Minimum, EL#HET
EFHERTEHSHHRE, FiE , LEHFHBHH TS
SEEYEEHTERBKRETR , AR HEXBITERS
REEEE,

& . 552/ HealthyHostCount

IR &4 Classic Load Balancer ## Z Application Load Balancer , LA N 1gE A BIEMLETRAS, B
BEEHSEZRIE , THEARM CloudWatch R, 5522 , MIRMEM Classic Load Balancer & Z {#1#
EEX K ELEEKeEEREEEER.

BEEHEMRERTEEME  ©F—EREAAK 2K KPHEE. IRFEH K ZERNERE ,
BREUTIHARNETHE . FHAEBBIE , LUEM Classic Load Balancer £E M2 1I Application
Load Balancer , i E5#% Application Load Balancer #J ConsumedLCUs $61&, MEFMEN , F2HE
Elastic Load Balancing £ A 1ER P HI & Classic Load Balancer & % Application Load Balancer,

R B

EstimatedALBActive ) e . ) — o

CommectionCount (P EI B P B8 AR P A8 B R AT =R TCP
EREETEE,

EstimatedALBConsum _ )

edLCUs Application Load Balancer Fiff AtV B &P &2 RE2E (L (LCU) f&
e, BEERSIREAN LCUBBNE, EFMEER , B
2/ "Elastic Load Balancing Ef&. -

EstimatedALBNewCon

nectionCount
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BE iR
HAFPREEHMIEEHIURNE T EHSTNEZEILNE TCP ELE
CHE 8

EstimatedProcessed

Byt Application Load Balancer R TTAEGETEIE,

Classic Load Balancer By iSE#E

Z EEHZE Classic Load Balancer W2 |, iBEA T HIME,

= fk
Availabil - ] o
ityZone IEEWN T F R ERIEEE R,
LoadBalan

cerName HIEEN AR T G EHRISEAN,

Classic Load Balancer 812k #t T & ¥

CloudWatch #8#% "Elastic Load Balancing, StV RIEFERER S  BURHER., RTERNRER
EEHENEEERRERE, EABERRTERR  BENENREEREERABNHEMR, HER
AREBHBIEENERE/EHR, dl , EOULAMBERETHAESAMBNERTEHRFRS ZEE
ARRE RIFHY EC2 BT RKFTEHR

Minimum BE Maximum St ERERERENEHEHRHFREENREHEESE, Fl0,
BB 2 BESTHRHH, —EHFHEERE Minimum 2, Maximum 10, Average 6 f9
HealthyHostCount , MEAMEIEAERE Minimum 1, Maximum 5. A% Average 3 #Y
HealthyHostCount, HIt , BFEHFHEEHE Minimum 1, Maximum 10, AREAAEHN A 4 1Y
Average,

Sum A ERAREBMEARTHRBRNEEE, RAEESERH

BHZEKRE , Sum EEAREEBEMEARTHBHHNIERE , Slw

RequestCount, HTTPCode_ELB_XXX, HTTPCode_Backend_XXX., BackendConnectionErrors
M SpilloverCount,
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SampleCount I ERRAEMEBNELAYE, REERBHELAERESHEEMS , LRFTERSE
EREER, #lW , 5/ HealthyHostCount , SampleCount RIRIZESEE & T A58 BB A &
rEgE K MIEERERINEIREE,

BONEBEHERECEBENHENVNE, BUUEEENEIVNE  SESEAMM/NE (H

1, p95.45), Hlan , 5 95 BB T NBRT 95% WERMERIEEE , M 5% aRNERE. BINE
BEARRHES, S, BREAENU 122 EDEERMPAN AR 2HER , ENRRWMEZEH ,
A2 100-200 E#', LRERMBFEMER , KN 200 X, FHEFRIENN S H. BONE
DEEEENBYERERARINMEE. EHFEHE 99 BB 2B A Auto Scaling B EFH
CloudWatch /R , BB EFEIB 1% WEREERIB 2 EWWEE,

CloudWatch R 8 & F 23512

O] LAEF Amazon EC2 XA @A 8 HF 23 CloudWatch 51, ELIEESUERBERNEN
BT, ERHAAETESRLEVER , EREREETERNE,

®E , B LFEHA CloudWatch A WIRE B L EHSMNIBE,
New EC2 experience
£/ Amazon EC2 X ARIBIEE

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 E£# A,

FEBEH KM Load Balancing (B8 F#28) , ¥ Load Balancer (B 8 F#28).
EEESHTFEHRNEBREAMEFHEAERE.

i#1Z Monitoring (E512) RE|IER.

HENSE—EENFREN K FREEHFETEEHBRE L , AR EE Maximize BR. T
DIEZRATHER -

o k~ w0 Dh =

- BERRNEBIFEM — HealthyHostCount

- BERRFTEER — UnHealthyHostCount

- FIHUE — Latency

« 5 — RequestCount

- RIMERIEER — BackendConnectionErrors
- RiB{FHIRE — SurgeQueuelLength

« Spillover 578 — SpilloverCount

« HTTP 2XXs — HTTPCode_Backend_2XX
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« HTTP 3XXs — HTTPCode_Backend_3XX

HTTP 4XXs — HTTPCode_Backend_4XX

« HTTP 5XXs — HTTPCode_Backend_5XX

« ELB HTTP 4XXs — HTTPCode_ELB_4XX

« ELB HTTP 5XXs — HTTPCode_ELB_5XX

- FEGEEMN{ITHE —EstimatedProcessedBytes

 FE{h ALB ¥ M LCU — EstimatedALBConsumedLCUs

. FE{& ALB fEFFE#RFTE — EstimatedALBActiveConnectionCount
. FE{h ALB ¥iE#RFT8 — EstimatedALBNewConnectionCount

Old EC2 experience
£/ Amazon EC2 £ ARIBEE

1. BIE https://console.aws.amazon.com/ec?/ BAEX Amazon EC2 £ A&,

FEBEH M Load Balancing (B8 1#) T 7 , i### Load Balancers (B & F#2%).
ENENEH TR

iZ#2 Monitoring (E5#2) & 5| &R,

(B EERBIFEENEGER , 558X E Showing data for (BTER) WEEEHE,
EERARRE—IER , FEMENER. TIESEATHER !

2

- EERREIFEM — HealthyHostCount

« EERRTEEM — UnHealthyHostCount

« FIJUEE — Latency

« Sum &R — RequestCount

- #%IREEHEI] — BackendConnectionErrors
- RiB{FHIRE — SurgeQueuelLength

« Spillover 5 ¥ — SpilloverCount

* Sum HTTP 2XXs — HTTPCode_Backend_2XX
e Sum HTTP 4XXs — HTTPCode_Backend_4XX
 Sum HTTP 5XXs — HTTPCode_Backend_5XX
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« Sum ELB HTTP 5XXs — HTTPCode_ELB_5XX

£/ CloudWatch A BEIgE

1. BELUTMERRB CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/

EEEERD , BEE BE

ZH ELB & 2= [,

HITUTEE—E :
ERESHEEUEBAE TR, TAERSREMEARFEHIBRER.
EEREMBHENER  FEESHUPRAHER,
CERBRE-—SHTEENER  BEESHUTRAEER,
FERBRE-—TARENER FEESHUTBAEEHRE,

> 0N

Classic Load Balancer ZH H %

Elastic Load Balancing 2t ZEX A , AISHEEXEE R L HBNFER , MIHEHFHEEF. SEBF
SEWRBIFERNERE., AFRMN P thut, EE, BFRECHNARFZEEEENR, EAUERELFR
BRI REBE N MNPEBREE,

f7H{ B 5 & Elastic Load Balancing HW:ZR s , MRAFR. HAHTHF/RBEFEMAR
# , Elastic Load Balancing 2 #E A 5 FHESRIEER Amazon S3 FREFEAR, B LRERER
T EXGE 8% o

BEFHAFEERKR S3 BETBZHEMHA SSE-S3 BEFNE , YR EFMECRER, BFFE
KEMEMEE ; MBNRZHSERAET,. RESEAK-—NER/RRNESELFE K 2BELFS
DEHWmBN EES|WRME, MEFMENR , 5528 Amazon Simple Storage Service EA & EREF
#93EiB Amazon S3 ZEMZ &8 (SSE-S3) £ A REFim MZ KRR EE K

FHRAFREZHENNE, BB EX Amazon S3, WEFER A , {B Elastic Load Balancing #% B i 1& &
EF Amazon S3, FRIfEFAMNBEELREENE, NMEREREANFEMENR , 72 Amazon S3 EfE,

B &

- FHEFEE

- FHEFIEE
- REFHHEGR
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« BXA Classic Load Balancer B917H A &%
« {2 Classic Load Balancer B917H A &%

TFEY B 5548

Elastic Load Balancing E#&EENBRZXABEERTEHEHTHNEAFE., ECHAERTEHENT
B , BULAEE 5 £#Es 60 D EMN MR, EFERIERT |, Elastic Load Balancing £%& 60 %
EERERMAAR. MRBEMERAS 28 , 81 1:05, 1:10, 1115 SEIREEBEEMAS , LULEH, &
IRk A 5 08 , BRXNNHEREERZIEE S5 2 | ZREMRRA 60 24 | AR ZIEER 15 24E,
& ] AR RS S B M R PR

EHVHFRTREEHRSEEELEAFR. EBEFRENVUESRE. ZEEHTFHRHUNEAF
géﬁﬁ%ﬂ BEO

FERRAGBHERSBEAUTER :

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_load-balancer-name_end-time_ip-address_random-
string.log

bucket

S3 RfFRTRER B,

prefix

s
¢

CER) EFENTE (BBHRE). CEENFETEEEFHE AWSLogs, WHEFMEER ,
RERAFEHEBYH.
AWSLogs

EMELEENREFETrEEBNMEFTEZE , 87T AWSLogs HEENEREBE 2,

aws-account-id

WEEN AWS IRF ID,

region

BHFERMN S3 RETFENESE,
yyyy/mm/dd

BE B B A,
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load-balancer-name

AHTERER,

end-time

FOEk I RRAERAY B HIMBF A, i, RBAGERA 5 288 , B 20140215T2340Z RI#E R AF
2 23:40 M 23:35 THE 2N FERIER,

ip-address

BREFERCEHTFEHI[HEMN IP tiit, HARIPEEHFESS , E2FE IP i,

random-string

RREENERT S,

LUTREE "my-app" FENAFERZRBEH -

s3://my-loadbalancer-logs/my-app/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

UTRAEFENBFEREBEM
s3://my-loadbalancer-logs/AWSLogs/123456789012/elasticloadbalancing/

us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BRREETERAARETREERER  BEBALLES Amazon S3 £ EHE A | BBHFHMEER
HEER, MEFMET , 552 B Amazon Simple Storage Service A ERETN YL GBS
i,

FH B A B

Elastic Load Balancing 2SS X B H VP HR/NFR , S/RRELERRPTERNAFR, Flm,
MRAFREEBATERNBER , WREEFRERFNATERTLERER , RMREELEHFR,

/A Important

Elastic Load Balancing @& AlgEic ik K. BEREEAFMAGBRTHBERNMEE K MTR2A
T2 HEBEMEHER.
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== T
P

SERHERSEHARTEETMNE—FROFMER, 2R B0ERER TR, AR
RS EE B RERAT ;

timestamp elb client:port backend:port request_processing_time backend_processing_time
response_processing_time elb_status_code backend_status_code received_bytes sent_bytes
"request" "user_agent" ssl_cipher ssl_protocol

TRERAFEHEE B WAL

Rz DU

time SHTHRRAF KK SIFRAERBE (1SO 8601 #£3X).
elb SETERERE

client:port REFERZHAF IR P hut fEEE,

backend:port RIBSLFER 2 DT AR IP b FEEE,

MRZERFEHRBELEEFRICEMATHER  SARATERESEE
[ fE 2 BIRARAIERR , RILLERRER -,

NMREEMVHATERERERS NI AEE  EEEHRATRERS -.

request_processing [HTTP listener] #t B & F @R[N EIFERER , BERSFREEESEMHB
_time HITERBALAIRBNERE AW AREN).

[TCP listener] &E B EREE (AR AEN) , REBTHR[EZIAF K
TCP/SSL B , 8 FHREEE B THAERT S FMBT
(BRI

MREHFHRBEEEB R R CEMBATER , EFESIRS -1
MR EEMATEENERERKE < IEER , IAFREEEATIE
WK , mATRERAELER. Wi, WR TCP ZBEX , MRAF IR
BURSHVHROER , EFEEIEANER  EEREERRER.

MREEMPATERERERS RN ACIE | EEE AR
-1,
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Rz

backend_processing
_time

response_processin
g_time

elb_status_code
backend_status_code

received_bytes

iR

HTTP ZBREX] RERFEHREFREEEZMATERRS , EXH
TERRBEEOEERAIENBRE (AW AEN).

[TCP Z2HERE X &8 FAES K THE IER Z M #1T @88 AT SR MY 48 B
(AR REN).

MREHFERBEEEFB R R CEMBATER , EFESFRS -1
MR EEMBATEENERERK < IBEER , AFREEENTFIE
FEAVEER , BLATRE B AR IR

MREEMVBTERERERK IR EEE , EEEHATERA
-1,

[HTTP listener] R B & F &5 W F E M BT EE N I EEERER |, B
FIFRBRGEEEETAFIRAL , FIEBNARRE CIWABEN)., EEE
BH VPR ENTHEE  URREBFLERI A PR ELGIESRE,

[TCP listener] ft B & T # W B EFMAOETERNE — B TEBS ,
BEZFBSEEEXIAFRAL  FIEBNARRE AR BEN),

MREEHTVFHRBELEFRDME CEMANITER  ERESHRA -1,
MR EEMATERBNERERK < IFER , IAFREEEAFE
AEER , BATRERE LB R

MREEMVBMTERERERR IR EEE | EEEHATERA
-1,

[HTTP listener] 3% B & 8 #5235 49 [0 FE5ik & 1%

[HTTP listener] 3R B B M #1178 /Y [0 FEARRERS
A FH (FERE) WBEIWFERKD CULTBREN),
[HTTP listener] lLEE@EFRAX , FEEER,

[TCP listener] W EEEH R A X FEE,

FHUAIRE
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1z iR
sent_bytes EREAFIR (FRE) WRE XD CMLTHEBEN),

[HTTP listener] lWEEZEEERX , FEEH,
[TCP listener] W{E@EFHERAXFERE,

3
%

REAFRIGERIT , LEBIREE , WEHRAUTHEAREHE : HTTP
Method + Protocol://Host header:port + Path + HTTP kx4, 5C8&5E>

URI B , BB FER[SRERREAFIREEN URL, ETFEAEEA
EREUEAZER, REEUBMVE K BZEEAFHKUMEE URL,

[TCP listener] URL B={EER , A=K , WLAZTHEER (T-—-1 )0

user_agent [HTTP/HTTPS listener] User-Agent & |, B HFERNWA PR, tF
BEE—RNZMEMERZBIM , product[/version], MMRFEEIB 8 KB , Al
SEE.

ssl_cipher [HTTPS/SSL #ZEE] SSL %, REFEERIIEA SSL/TLS BRI K Ih
REzk , TEEHFEEE, A, BREA -,

ssl_protocol [HTTPS/SSL #5#2 ] SSL BAAME. RBEHEEILEA SSL/TLS ERI
RURF2®& , TEEHEMEE. 8, BREAR -
25451
&Pl HTTP 18 H
TR HTTP #ERXMWES BFFEE (EZE 80 EE#E 80)

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 ©0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

6l HTTPS IHE

AR R HTTPS #ERXNNES BFF1EE (E1EE 443 F)E#EIR 80) :
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2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 0.001337 200 200 @ 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1.2

g1 TCP 1EHB
LUTFR TCP #EREANEH BFEEE (EHE 8080 FE#IE 80) :

2015-05-13T723:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "Moo -

gl SSL 1ER

AT 2 SSL RN HEEIRE (EHEE 8443 FE#EIE 80)

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065
0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2

REFH A

MRENBE LBAFHZER , EHTVERELENBFETREHFE GBNER, SUREEAERARER
REME AENE line-by-line #t. it , BARFEFARKFITEEBRIRNIMITE, S,
ERMERRT oM TERD M MEEFEE

* Amazon Athena R —BEEBRAEARY , AIREEAREE SQL BR 24 Amazon S3 HEVER,
FHMEN , 526 Amazon Athena EAEIEE M EFH Classic Load Balancer Hbo

* Loggly

* Splunk

« Sumo Logic

X FA Classic Load Balancer 97ZH B &%

EEMAEH TR BFLE , BHLEEE Amazon S3 RFIFRNER , HEHFEHIFHRAF.
B REERFRTFTREGKILRHEFIE | H&RH# Elastic Load Balancing B A 7T,

%
- S8 1: BY S3 e
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. SB2 . BEREIEN S3 MK

- SB3: WEEMAR

- SB4 BRBEEBET

. WED

SBR1: BV S3 RER
EEBMAEDARE  SLARFNAGERIEE S3 RENE. FETRAATATIER,

3}2
- ETREAHETESRLSANVNRERN Region (BH). FEFEBMNEEHTESRTUHATRNIRS %
Ho

« Amazon S3 ZE &8 (SSE-S3) Rl — X EWRRF[IRMMEBRIE, WHEFMENR , F2E Amazon
S3 SEMHSM (SSE-S3).

i

£/ Amazon S3 AR S3 RAEFEETE

1. BIfE https://console.aws.amazon.com/s3/ BARX Amazon S3 £ &,
2. EBEEBENRTIR.

3. 1f Create bucket (B EZETE) HE L , BT FHIIRE

a. &% Bucket name (REFZETRER) , WM AR FIrRNEE, XEBBE Amazon S3 HEERE
NWRETEEBZE  TEER. TRLERE , JESHREFETEBNEBETHMRS, WFE
S4B |, 552F Amazon Simple Storage Service FEAE M PN FHEITERRFIEFIR,

b. &% AWS E1 , BEUEE I 8 B P& EFTEN ET,
c. HRATEERIND |, iBIE Amazon S3 ZE £ (SSE-S3),
d. BERIRFEFITE,

HER 2 EEBEREIER S3 MFATE

B8 S3 RFITR L ERAMIFITRBECR , LURHE Elastic Load Balancing #FEX HiE B A RIREFET
B, RETERERUGCHBEESHESN JSON RRARNES , TEERETENEIET, 8
AN BEE—FINEBEN , B8RRI THR,
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MREEHBFEANGFEITRE CEENEER | B LU Elastic Load Balancing 17 H 568 BRIR =X 0 A
ZEHEHR, BEREEM  ERETAAMEEN Y , MERREMEANRSEFNREEZIRURERE
BBFENERE,

AN RBCR
EREANRFIBBCRBURRREFATRA AWS B,
2022 £ 8 Az R AT ANESE

LHRERFF AR TIEEN BEXMVRE. $HET5 "EE, K "ARES. M "TAmER, FHE
P ESREALBUR

- TAEE (BEAD)

. BAEH (BEX)

. MEXEE (& HF)

o BUM (FAIEST)

. BN (RR)

. SABF (R )

. PR (FTHABA AL E)

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

}
]
}

2022 £ 8 Ao A EE

BRSO 12 FIEEM Elastic Load Balancing tRF ID, $H8T5EES TEiE, AN TTHE
H, ® TAEE, PRERTESRFERLBER,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"
1,
"Action": "s3:PutObject",
"Resource": "my-s3-arn"

elb-account-idBHAEREFAWS RS Elastic Load Balancing 9 ID :

- XEIRED (M EEEILEB) - 127311923021

- ZEIFRI (AXR) - 033677994240

- XEIFEP (hNFIHHETELER) — 027434742980
- EEFTEE (RER) - 797873946194

« JEM (FAER) - 098369216593

- BAEE (FH)- 754344448648

- ZAESE (HMNE) - 589379963580
- BAEH (ZE)- 718504428378
- AR (KFR) - 383597477331

- DAE () - 600734575887
« ZEAREE (FNE) - 114774131450
- BIAESE (EF) - 783225319266

- BAEHE (RFE) - 582318560864
« MNEX (FEP) - 985666609251

- BUM CEER{E) - 054676820928
EEMW) - 156460612806

« BN (83 — 652711504416

(
M (
(
- BUM (KM) - 635631232127

RRAFER A
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- BUM (%) - 009996457667

- BUMN (BT SIHEE) - 897822967062
- R (B#) - 076674570225

- XM (BRAE) - 507241528517

#& my-s3-arn BMAEFMBFFAEMLEN ARN, EEEN ARN BURREREBITEETER 3 PRA
FHAERRBEEFE,

- HFHFEMN ARN 45

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*
« FHEFEK ARN £l

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

AWS GovCloud (US) Regions

HBEREASEF A% F 15 E M Elastic Load Balancing #RF 1D, #¥ %558+ AWS GovCloud (US)
"B, A "TATAREE, B TR EE, PHE S TEREALBCR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws-us-gov:iam::elb:account-id:root"
3,
"Action": "s3:PutObject",
"Resource": "my-s3-arn"

elb-account-idB#AEAWS IRF EIFHAWS kS #Y Elastic Load Balancing # ID :

- AWS GovCloud (£B# D)
- AWS GovCloud (2B RZ) — —hAEAN 1635
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#& my-s3-arn BMAEFMBFFAEMLEN ARN, EEEN ARN BURREREBITEETER 3 PRA
FHAERRBEEFE,

it
¢

BEFEM ARN 45

arn:aws-us-gov:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

- THEFEM ARN 65

arn:aws-us-gov:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ Amazon S3 £ & , BN ARNFEFIr@BREEDFEITE

1.

o bk~ 0N

AI{E https://console.aws.amazon.com/s3/ BAREY Amazon Simple Storage Service (Amazon S3)
FEAE,

ENREFITFENEE  AREFEEARR,

iZ1ZE Permissions (FF 1) , R1%I1EZE Bucket policy (FEZETE ). Edit #REE).
EHRFITREBER , BRTFAET T,

HBR 3 REFNMB

ERANTREFREFRER , MR BFERTEN S3 MEFTE,

ER

ETENETELSE 1 RN ER | BEXBRBIE 2 IR EEFETEER, NRESEEY
5, eF8388FE "AWSLogs",

New EC2 experience

ERAFEAEALNEHFEHRREFMAER

1.

2
3.
4

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 i A,
FEEBEE KM Load Balancing (B E T #8F) , 1B Load Balancer (B F#28).
ENGEHTFERN S BREAMEFHEARE.

EBMRSIEERY , EERE.
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5, ERESHTEHRBUEEMNEZERD , ST TIRE

a. FBYAEFEELBRF.
b. #¥ S3URI, B A BEESRMN S3URI, BEMN URI BURREREEFEHFH,

- ®WEFEM URI: s3://bucket-name/prefix
« FHFHEM URI: s3://bucket-name

c. #¥AFBERRSEA 60 minutes - default,

d. BREFRTFEE,

Old EC2 experience
ERAFRAERENARTFHRREFNAF

B 1E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,
FEBH KM Load Balancing (B8 F#28) , 1% Load Balancer (B8 F#28).
ENEEHFERNEBREAMEFHEAEE.

£ Description (3#iR) 28+ , i#1E Configure access logs (X EFH H ).

£ Configure access logs (FXEFEB) BEE L , #1T T HIRE

o M 0 bh =

a. EERMAFEBAF.
b. #KEMRREATERE 60 minutes,
c. HRS3I{UE, FWMABFESREMN S3URI, EEN URIBURREEEFHATH,

- HAEFHEMW URI : s3://bucket-name/prefix
« REZEM URI: s3://bucket-name
d. BER/GE.

5 AWS CLI AN E ST HR[/REFENAF

B% , B json #8R , LA Elastic Load Balancing S8 60 2 #EEEM R HFEREABHELN
S3 f#1FETRE -

{

"AccessLog": {
"Enabled": true,
"S3BucketName": "my-loadbalancer-logs",
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"EmitInterval": 60,
"S3BucketPrefix": "my-app"

E T , E£modify-load-balancer-attributesip 5 HIEE json #EE , M FFIR :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

PR IEICE T

"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
"S3BucketName": "my-loadbalancer-logs",
"S3BucketPrefix": "my-app"
}
},

"LoadBalancerName": "my-loadbalancer"

EEEFEEFN S3 @EiFiTE

EMBREEEHNERRENRETRC  FEXERAENMER. B8, NIRFNFETEEHEESR
B, BFfENRFEITEBBRRESKRESN AWS tREHEI , Al Elastic Load Balancing AIREE#$ 8
BYHENERARTEAEEFNRERIE,

SR 4 ERREETEET

AEHTEHB[RMAFM A ZE |, Load Balancing €8 S3 /7 YRV ARER , SIHRRET
FFRRBCRIEEMENGTA, BALER S3 TRARBRRECEVAEER, AEAERTREERNE
WMEFER ; eT 8285k &%,.

B2 %% Elastic Load Balancing B7£ S3 fFirBE P EIAIFEER

1. BIfE https://console.aws.amazon.com/s3/ BARXEY Amazon Simple Storage Service (Amazon S3)

FEE,

2. ENEAFHHEREEN S3 RETRAH,
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3. HEIRHEEE , ELBAccessLogTestFile, UBHUARZREEAFE,

- BHFEMNE : my-bucket/prefix/AWSLogs/123456789012/ELBAccessLogTestFile
« FEFZHMWALE : my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

R R B
YEEEITERWEEUEIE | #aaett, 5 E S3bucket 551
MBEBWEIEER , AIATRARNER :

- REFBHETERHE Elastic Load Balancing #FH B FEAREFTER. MG LEERESKE
B ERREFIRBER, #BERARN EREEMAFHAREEENERREFIrEEE. R
REDMHEERREEFTE , AIFEHRER ARN FE2EFE,

- REFREATIXENARRFRMNZRER, FEFELAMER Amazon S3 ZEER (SSE-S3).

{£H Classic Load Balancer B7ZE B &%

BAUERH AR EHREFAFNAER. TREFEAFMAF 2R , FHHEFEREE Amazon S3 #1
EESEFIMERALL, MFEFEA Amazon S3 FEFITRMNFMERR , 2B Amazon Simple Storage
Service A EEETPNEARFITE.

New EC2 experience
ERERARENERTEREAFMER

1. HI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,

2. HEBEBEHKM Load Balancing (B F#25) , i##F Load Balancer (B HF#28).
3. ERLARTHRNEBREMEFHEAEH.

4. EBMERSIERT , BERE.

5. EREBABTEHFREMEENERERY , FRAENER.

Old EC2 experience
EATEAFAFERAR

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# 4,
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2. HEBEBEHKM Load Balancing (B F#25) , i##F Load Balancer (BHF#28).
ENGEHFERNEBREAMEFHEARER.

£ Description (3#iR) 28+ , i#1Z Configure access logs (X EFH A ).
EREFWMARZERL , BREAERA.

BERF,

2

£/ AWS CLI ZFRFELH

{# A T Fmodify-load-balancer-attributes i 5 342 Fl F N GC 4%

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

BTN 2 B e

"LoadBalancerName": "my-loadbalancer",
"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "my-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"

£ AWS CloudTrail & Classic Load Balancer i¢$& API R4

Elastic Load Balancing B2i2 it F§ EAWS CloudTrail. &% RIEE Elastic Load Balancing 1 #£ER
M BNERCSRAIAWSIRIEE A, CloudTrail # Elastic Load Balancing B API RILEERASEH., #
ER A9 LI FE AR AWS Management Console 1THIFEAY | LUK &+ ¥ Elastic Load Balancing AP &
HREXNBEEL, mREEEH | B LAAEER Amazon S3 f#FETEEEIE CloudTraill 4 , 218
Elastic Load Balancing B &4, MREKRZEEH , BMATUE [EHERERLE] FRE CloudTrail
EBRAPRIENEN. FHKENENA CloudTrail , BRI LA ETY Elastic Load Balancing £ HHE
K, RRHEERN IP sk, REERHAS, REERNVERB , UREMFHHEA,

EEH— 7 # CloudTrail , FZ2EEAWS CloudTrail &6,
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EEEREHTHSENEMCEE  FINERFRE AR THS[ELFERE , BEAFNAR. NEFA
¥ , 552 @ Classic Load Balancer f7E H i%.

Elastic Load Balancing & & CloudTrail

CloudTrail FEZRIZAWSIRFE R , BWIRFERMA. E/EBTE Elastic Load Balancing AR 48 |, 308
B2 CloudTrail BB L EHEFNWEMAWSIREEH —RECHKESH T, B imiR, ESWNTH
AWS IRFHRMEH. MEFHMENR , BB E A CloudTrail B4 BEGCSFMREM,

WME AWS IRE F IEEH# TEHRIGCH (28 Elastic Load Balancing FIE4) |, SBEVER, BREA
CloudTrail # A& 42| Amazon S3 RFETEE. RIFFEER , ELEEIRAEBURER K RESEH
EIFrE AWS [EiF, HEMREFERHRE AWS ZEIETRREEBNESH Y AFERIFREIEEN
Amazon S3 f#Z T8, L, ‘?J_—JJ«X S EHMAWSHERTE , LA — 2547 CloudTrail ies&FRENE
HERLFEITE. MEFAER , F2ETIAS :

B MR BEE
« CloudTrail X BN RKEES
% E Amazon SNS & Al CloudTrail
- #HZEEEEW CloudTrail 5t #&iE
- HZEIRFEW CloudTrail HEFFER

Eifa HFEHE3HMFTE Elastic Load Balancing EifE&EF & 508 T2 , CloudTrail S50 7E E
lastic Load Balancing APl 2Z fxZs 2012- 06-01 &, 0 , FEACreatelLoadBalancer
BEiDeletelLoadBalancerfE&7E CloudTrail FR8kEFELIER,

B-SEMRARBEHSISELFTRENEA. B EATHEEHE T5IEE !

- ZEREEERARIEAERRRE,
- REZEFERE , REEATREACIBMSE I ERENETRRZLER.

ig‘!
M
%
fim

BHE—E AWS RBFRE.

MEFMER , F2E CloudTrail userldentity Tt

T % Elastic Load Balancing B3 X1EH

EBME—EEE  TESHLEZENTEREEREIEEN Amazon S3 #1788, CloudTrail SR
BE—HZEREHKER., BHRRREBEARRENE—FR , SEEBBERNIRE , BEH A BN
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B, FERBHEFFEE. CloudTrail BREXHFRLH API ARANEFHERRER , R EMTSUEM
BEIEFET.

BRHERITEEHN AWS tIRFWFTE AWS API BIUKEH |, A R E Elastic Load Balancing API
Y, AT LEIB elasticloadbalancing.amazonaws.com BB ZE eventSource T& |, ASFAY
EfLZE Elastic Load Balancing APl, &ZERRERSFEEENLCE , Sl CreateLoadBalancer ,
EEBEERBME eventName TH,

AR 221 Classic Load Balancer , A% &£ A A& MIBRAFEH E /Y Elastic Load Balancing #Y £ 5l 32 8%
CloudTrail #£52#AWS CLI, BA[LAEA userAgent TEREEI CLI, EAILUER eventName TE
REBIFERH API R, EAE (Alice) WAEBIEMAAIAE userIdentity TEPHE,

Example #ifj| : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
I
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
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"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bel4-d92efEXAMPLE",
"eventType": "AwsApiCall",

"apiVersion": "2012-06-01",

"recipientAccountId": "123456789012"

Example &3] : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
1,
"eventTime": "2016-04-08T12:39:25Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
.
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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W FES2 BT Classic Load Balancer

TRIHEHEZEER , BBESHFE R Classic Load Balancer WEREA.

API $558

R

CertificateNotFound : RE &

OutofService : B4 FRF M5

HTTP #5332
8AER

HTTP 400: BAD_REQUEST

HTTP 405: METHOD_NOT_ALLOWED

HTTP 408 : FR&

HTTP 502 : XM EE

HTTP 503 : BR# & EE A

HTTP 504 : & i

Bl EARIER
Bl ERBER

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode Backend 2XX

HTTPCode Backend_ 3XX
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Bl ERISER

HTTPCode_Backend_4XX

HTTPCode_Backend 5XX

EERERERE
il
EERERE B EEHEER

B3 17 1 RE AV B4R B R

NETRETRERR

BTEETESRKERTFEHRNRE

P17 B8 RBARNE IR

Auto Scaling F#48 RV EI1T B EE REiB ELB EFERERE

EAREE
=ik
A i 48 5 158 45 ) T ) AP PR AR B Y B L P 1 2R

AHTHFRTSRIEEE BTHEHNGES

BExEZEE8HTHIMN HTTPS EREEE "NET::ERR_CERT_COMMON_NAME_INVALID"

TR REE
il
iy B A fe M A 5E | EC2 Fh1T RIS

LMK E T AMI BEBIRYFL 1T EEE
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WEES2 BT Classic Load Balancer : AP 25

LR 2 Elastic Load Balancing API EEIFEEERALE. TEEER , A RFBRBEBEFMERIN SR,

SEERAAE
« CertificateNotFound : XE&H
« QutofService ;: 34 EFMEEER

CertificateNotFound : XE=

RE 1 : A AWS Management Console 2Bk , BB EBIFMEEREREEE, ER4EIIE
B, BUVEHTEHSENEFNREZ —BXRERERAS.

RABR1 . EFN 15 08 , AREBH R, WRBENEE , 78807F AWS Support Center 3R 1
Bfio

FHR 2 : R HEEFEH AWS CLI 5% APl , IR B ETEEMNEHEIEM Amazon Resource Name
(ARN) , EEUW It §EER,

fERAER 2 : £ AWS Ildentity and Access Management (IAM) EifE GetServerCertificate BUS R
ARN , ¥ B #3348 % ARN 1R ERNE,

OutofService : 4 ERFMEEEER

JRE : £ Elastic Load Balancing [REHERBEHRAZRET KM AIEE, E Elastic Load Balancing
EHERTHSERHECEMOBTERNEERER , ELTEREERERE,

fRRFR . B API I, MREEMFE , Fei4E AWS Support Center &K1 8b,

WEE2 BT Classic Load Balancer : HTTP #2355

HTTP J& (884 verb) EEEEEB HTTP B RMNER LETHEIME, EAR HTTP BFRNELES
ERTE RFC2616 FXNEEHRERN., WEXEFEZTHE GET. POST, PUT. HEAD & OPTIONS,
B Web BARRXER (BBENB) WHER HTTP/M.1 FENZEMR, ER HTTP EM 5 ENEH S
PATCH, REPORT, MKCOL, PROPFIND, MOVE # LOCK, Elastic Load Balancing #ZZrFrEE%#
MIEEEE HTTP A%,

1o

AP §38 162
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HTTP ERMEIEME AREMUREXEE HTTP AEMNEA. EEHNURUSEIRNERBER ,
LR F It (CR) M1T (LF) 2 fB. —#HLL RFC 2616 EXMEXE HTTP ZEM , FEEHE, NFE
BEZEMER , 52 HTTP #Z88# Classic Load Balancer,

EEHTEHI[IRBIHTTP BERE , CEREEBRNBEREFZINEE, BFHFEHIZMW HTTP FRE
FERE , 7588 127 Ft. MR HTTP BFREAKEBEMIERE A BB T EHISHEEFERE EC2
HITEE. MRBRAVFEMUEXTERE , ERTHISEMEHTTP 400: BAD_REQUEST#EESR,

MRFBRIPWFZEREEB 127 BFx , AHFHISEEHTTP 405: METHOD_NOT_ALLOWED#S

=0
El—-"\o

EC2 HTEBREZBEFRFRNAZEBEICEEIA K , LEEARNFER, LEREENHNIT
B  UEEBEEMEXENMTXEN T,

UTRENEHTHRECWERAL, TRER , URFEREEMRFRIN SR,

SEERAR

 HTTP 400: BAD_REQUEST

« HTTP 405: METHOD_NOT_ALLOWED
« HTTP 408 : FR&EF

« HTTP 502 : XM EE

« HTTP 503 : lRFEEEEH

« HTTP 504 : BE&RE

HTTP 400: BAD_REQUEST

Description : &R FinEIXEERNFE R,

FR1: AFREEFFE HTTP KRR NEERFBR, flW , FRFTE URL F2E =K,
RE 2 : AFiumfEA HTTP CONNECT J453% , {8 Elastic Load Balancing & X #&#% 75 %o

FRFR . BEEETENHTER  WHRIAFPHERNFMEN., REERANFEROZEEM URL
BN, FBERERAE HTTP Rig, BHEERAKAFER HTTP CONNECT,

HTTP 405: METHOD_NOT_ALLOWED
iR RRFEREEY
RER : FREBPNFERERR 127 @F T,
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BRITR  MEFENRE,

HTTP 408 : &R B
ik - RRAFRIUETER , RELERTROER.

FR 1 R ERERNFERER SR ERER  EENRBRNNHFEREHNATK
A, BALLERHE

BRFR RERUFRNENR Y EABEREAIEEMNATER (HEHAERE) , &=

CEREDREEROBR.
BE2: BAFHESCHE ARTESRELELERE)

BRSER 2 RIS SRS b o /e BB N AR A i R 1080 B FE 2 B BB ER AR
HTTP 502 : XV REE

W3R - 5 B WP AR E AT O R ST R 0 E

BE : RESTEBROEEEE  STanaRTERHE.

BRSR  BRUBTERELNEESS HTTP 548, 174 AWS Support Center R 8.
HTTP 503 : fR#& &L A

iR EHATERR MmN AR FERERER.

RR1: aHTHERFNETERTE , BEREBR,

BRER1: EEZRTHUEE  TERSFEEBEERE. WRBENERE , FaE AWS

Support Center 23R %8,

RR 2 : RBCEMNBTEE.

ARAFR2 RN EETEHRIEEANENSETRESS , ELEM—EHTEE., FEBESF
CloudWatch ) HealthyHostCount IR, MRS\ LR ETESEATAESZMHTERE ,
RMEZRABEESNEETEH, MEEFZHMEN , 5528 A Classic Load Balancer 52 EB [EiFHE
ﬁ$f§io o

RE 3 : RAEEEEFNAITER.

HTTP 408 : FERREF 164
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BAFRI FRECEHNEBTHEXTEANENSETREES  BEEERTEFHBTHEE.
EEBEE HealthyHostCount 52K,

& 4 : RIEBITFFIER

BORTR A4 BBENHTEEAEHNBTEBREEFRER, FEBEE SpilloverCount HER
R,

HTTP 504 : [ kF

R EHERTEHSRCHAMER , RARRAERERFHBRT K,
ER1: EARXFELRENFHERKERFEREE.

b

FERTE 1 : BE#2 HTTPCode_ELB_5XX Ml Latency {618, MBELIEEFIES , RRTRERARNE
ARXRREERERKHEARE., WEEERENERNFHES  FEERTEHSE LA
FE A& , XK ES Elastic Load Balancing FRIEAM A HEY 504 EIENE, MEFE , BOLUEMA
EREMBENEERE , FBARNERE Bl , LEXREER) IUER. NEFHFHENR , F2EA
Classic Load Balancer %7 B & E 4% b & 11T HEBR Elastic Load Balancing & ik & fE 78

RE 2 : FFMevE{T{E8EIRAEE Elastic Load Balancing HYE#R.
FRRFE2: MAEEC2 HTER LNFEERARE , YRRFEFEARKARECHNER T EHENAE
B R BFEL E

W BEE2 BT Classic Load Balancer : EIERIEISIE

BT ER M EEZIAFPHN HTTP B ERT |, EiAEEZEZR Amazon CloudWatch |, A& #5538 2K
FEp AR TFEHI[NETMOBITERE, ELER CloudWatch EEIIEE | AN S EH L EHFHER
BB, MEFZFHFMEN , 552 CloudWatch Classic Load Balancer HIEE,

LT & CloudWatch A E H T HRELMNERRBER. ARER , LR EHREE RN 5
B

[ FE RS HE 1

« HTTPCode_ELB_4XX

« HTTPCode_ELB_5XX

« HTTPCode_Backend_2XX
« HTTPCode_Backend_3XX
« HTTPCode_Backend_4XX
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» HTTPCode_Backend 5XX

HTTPCode_ELB_4XX
FR : REAFwRNERERNESBUBRIFER.
BRRTT R

« BSBHTTP 400: BAD REQUEST,
o EBSBBHTTP 405: METHOD NOT ALLOWED,
o BSBBHTTP 408 : EFR&EF,

HTTPCode_ELB_5XX
FER : A TPERINEEMNBTEREKRIER , IR FHRBEINEE,
R B

HI‘H

ESBHTTP 502 : |XHEE,
o EESBBHTTP 503 : [RIEEEFEH,
SESRBHTTP 504 : FE®RE,

HI‘H

i

B

HTTPCode_Backend_2XX

FRE : REZEMAVTEBHER BRI EFE,
FRRAR &,
HTTPCode_Backend_3XX

RE : REZFMOATEREEINEHREGEFE,

BRFR  RALHTER LN EFMARIIFERAE , LHERR. EREEFERIHNTER (GER
PR, UARRCE,

HTTPCode Backend 4XX

RR : S M sTEREENAFiRERDE.,
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R R  RBELHTER LN ENMAFZHERBDF , LHERRE, EREEFRIANTERE RB&
BV R, AmRCE,

@ Note

MR FiwEBUEAMEA Transfer-Encoding: chunked 2EE#2 AR HTTP ?%'}? %Fﬁﬂ%ﬂ"“‘
ERTHRERFRIPTEARSSELDE , FEAFIKEUERER, ETREEHER

HTTPCode Backend 5XX
FER : RO ST AR EA N A RSEREE,

FRRAR  mELHTER LNENBEFRERLF  LMHERR, EREEIFRIATHERE RBER
¥ ER) , AR OE.

(@ Note

MR FIHEUEAEA Transfer-Encoding: chunked 22BN HTTP Bk , BRATAHE
ERTHRERFRIVTERSSELDE , IEAFPRBEUERR, EHEERERER

HMEZET Classic Load Balancer ; EE{EAREMZE

ENEaRTHREREHSHMATERMNEEMRE , £AF X EFEB Elastic Load Balancing Frigfit
EERNEERERELRE  IRTEENBITEEREREHRERE, EFREREHABIEENR , W
BIAWE. ping BIEER, ping K&, BERKREFEREREER. NREEFEREREERAER
200 EEERE , BITERSHERAEERERY., NEESFHMEN , F2H8 581 Classic Load
Balancer B EEEMERE,

MRBHRFTEHTEE B FIARER OutofService , BB RA L Instance has failed
at least the Unhealthy Threshold number of health checks consecutively , Blf
THATEBNE RV EHREERERERY, UTRESKNBEE, WERE , UREREEERE
M ER,

Lk
- EFREREEEEHIGR
- HIITEENEREERE.
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- NEEREIBRIBLK

- BT ERTESERERFEHRNAE

- ¥ITER L RFARERE

» Auto Scaling B F /T ER REIB ELB EERERE

EfEREmE B EEEIER

IR : £ EM ping EiEEH ping BB (B4 , HTTP : 80/index.html) E¥#ITEEEEE HA HTTP
GET 7&K , #U3E 200 EIERE.

RE 1 REHTER LREBEEHE,

BRFE 1 EEETMATEBEY BREE BIN , index.html) , WIEEHBMEMA ping B
.

FRR 2 : fEEEH KRERE Content-Length EZEEHE,

BRAR2: MELCEITERAN , AR%EAE Content-Length ZHRAARRERSWE , RRE
Transfer-Encoding 5 "E#,

FE3: BRARAKREARERTERZUER , REE 200 BERTE.

BRER 3 RELHTERLNERARIUBERE,

B TEENERSERE.

PR - M B BT EERE EC2 ST ERMBEREREFRGRE | REEBRMMERR,

Bt , EERERITERUREZEE, RMAIBRBEEANTERNILSE IP it |, (AR REEIE
HYBITERE

EATHERAR TCP ENH®T :

telnet private-IP-address-of-the-instance port

FERATHEAR HTTP = HTTPS EEMH S :

curl -I private-IP-address-of-the-instance:port/health-check-target-page
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WMREEEFEA HTTP/HTTPS E4R , WHES3E 200 @ , F2REEREREEFEEEIER. NRE
RESEEERTIITER  FRETIRIE .

i

=111}
\

RE 1 T ERERENQEREREBRREEE,

BRFR EERTFESINEFERERENEREHHE D BRFRE.

FR 2 : gTEEBASHBANEE , S #EHBBEREN D RRERERDE.
BRRITR 2

- BECPUBEFANEREBR., MEMBEN , FS2EERARM Linux #TEEHN Amazon EC2 f£
AEEREPHIEEEE EC2 BITERNKITER.

- EEIEN EC2 HTER  wEHMEREXERNEAR , flncER =R,

- MEME | FBESHITERRBA Auto Scaling, MNEFMEA , 52 B Amazon EC2 Auto
Scaling £ & IEM.

i

FR3: nREFEAWE HTTP = HTTPS i#4R , B ping BEWAL hIEEN B EEE L #TEEMR
REME (fln , HTTP:80/index.html) , EEHE AR FE A L AR EMNRIFE RKFEREFE,

BRKEE S HABRHENEEREREEREE  ARBEEREREMERE.
REEME DB RY

B BEHTHHRIREAEHACHARKRS BT HTTPS = SSL BAHE , ERBBLAETRY
DR

FERE : £ SSL BR LN AESHR K HEFVTEHSLRENLEEBTET., FH s_client HiSEER
FHEPHARFEREE, WEFHMEN , F2E OpenSSL XA HY s_clients

RRFR B ReEEEHEMN SSL BHF., NREN SSL BHRRHSTW , FEHScENTHE
BHVHER L, MEFZFHMEN , 52 B £ Classic Load Balancer #9 SSL B,

HITEBFERAERTFHRNRE
M ST ERNR S RENMREARTERNRE,

EHTER EHENHINEEEE, FATIHS .

# tcpdump port health-check-port
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RE 1 BT ERERNZ2BFET AT ERTEHRNRE,

BRAR1: MEFTERZLEE , UARREAHTHRNRE, FMERAUUAFREERTESR
ZEBENIERE,

FR 2: % VPC v EHFPEHRIZLHE , TAF EC2 HTHEENRE.
FRFR 2 mEBENEHFEINZEHE  UAHRERT FREHN EC2 #1TEE,
MEESBLSHBENEN , 520 £ VPC FEHFEIZN L EE,

1T (B8 L REARUE R

B HEHTHREET EC2 HITERNEFRERE  SEERERH XEHE,

AT 5o o AR RERE

netstat -ant

FER : FENEFREERERERBENERE (WRRETRE) REM. MEEENEZRNERFR
EeENERENERE | KARBANER.,

FERAR  EENHTER LREBREREENERE  AENEEREREERPIEENERE (NREK
nEZ"F]) Uk aEHFERIRnE,

Auto Scaling F P I 1TEE REIB ELB E/EARRE

B : &1 Auto Scaling BHEP I #ITER , BBFEERM Auto Scaling EERERE |, ERKEIB ELB
EBERERE,

JRA : Auto Scaling £/ EC2 iREEMERE R E R MBI HNTEEEE , ERFFHRNTEER
EREAARBEEFRINTER , LFSF 200 EREARTE , NEIL TCP ELR (SHHLL TCP AERBAY
1§1’|5H1( ERE),

HITERTRETEER ELB EFRERE , RAEHTER LITHRAERABEER B TER
REHMTEREF LR, WHITERATEEER Auto Scaling EERERE , ©FEHEULA Auto
Scaling B3R , BAE RBIKR EC2 MREBEMKEEEEMRELEE,

FRF R - FERALM Auto Scaling BHEE K ELB BERERE, EXEMER ELB EFERER
& , Auto Scaling 2 EBREHTEERREREMN ELB EERERENER , YEENHATEENE
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EARRE, TNEFFMMEF , 5528 Amazon EC2 Auto Scaling & EEH M A Auto Scaling B4R 3718
EEMRERE,

WEE BT Classic Load Balancer : fA EimE4REE N
P i L E 2 H o AR AR 8 8 T i

MREEHTFHRACEFER , AIFRETIIREE :
SRV [0 HE PR AR ER Y B B T R O R AR TR

BYAREBHTEREELEFHEE. M TEREAERALERLEER (VPC) HARMEKRREE
HYBEE o

REFERMER ACL FAFFRE
SHTPERNZTLHEN S BT EHR FEBNEMMA ACL , XEAFREAFRNEARENE

ERBEEAEREIAFRNELRE, NFESHMET , F2H £ VPC HEHTHFINZ S
&l

SHFERIFRREEEBTHNFER
WRERTFHERRYIEXEATHNER  UFRETHIHE

B BEBAENT AR P& P it
- FABTINEEFBITEEBENNEZ IP ik,
* Linux, macOS = Unix — A A ERIHRAFER dig 85, fla0 dig example.com
« Windows — B LAET SR RAMEA nslookup &5, 5180 nslookup example.com
- FABTINEEFEEE TR DNS BBHEMTN B F P thit,
- EEMEHENER, IP it XEME,

BEERH TR HTTPS EXREE[E
"NET::ERR_CERT_COMMON_NAME_INVALID"

SR HTTPS FERMEE HFE 842U NET: : ERR_CERT_COMMON_NAME_INVALID , BIFEHME T 5 Al RE
HNER :
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« HTTPS SR AW E BEERE ACM REZEZERXPEENERSBTER.
- FEMGAEEHTERTERR DNS £/, 85 DNS EBEERANIRE HTTPS R , RABESHH

* _amazonaws.com HER A B EE,

W BEE2 BT Classic Load Balancer : #1T{EEE s

ERMEHTEHEREMOUNTER  FERAFLXESRE , SR FTERISERREEFRIEHNT
B8,

T RENEE TV EREEMEC2 HITERKARIETINMEE, WA , LR EHREEPT R
HER,

il
- BEARMEEZM EC2 #1THEE
« EEEMKED T AMI BRER BT EE

By e A e i S SARE M EC2 ST {EIEE
PR : B EC2 $14T/ABE InService MAEMMBMLBRBHEA,

FR : S8iTER TRELIERITERRERE, EYRTRUTEREMSRR (&ZH 30
¥), BERTEHFERBEIEERERERF R, ENHMTERTR InService , BEF —EEFiIRE
BERS,

BRTR : BSHENTERNERCERE.
EEFEMEE XN AMI BT ER
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