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HRBEEDBREDRBERAEMRERRRNERE  BEABUTIRENERER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EMRStudioCreate",
"Effect": "Allow",
"Action": [

"elasticmapreduce:CreateStudioPresignedUrl",

"elasticmapreduce:DescribeStudio",
"elasticmapreduce:CreateStudio",
"elasticmapreduce:ListStudios"

]I

"Resource": "*"

"Sid": "EMRServerlessFullAccess",
"Effect": "Allow",
"Action": [

"emr-serverless:*"

]I

"Resource": "*"

"Sid": "AllowEC2ENICreationWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {

"aws:CalledVialast": "ops.emr-serverless.amazonaws.com"

"Sid": "AllowEMRServerlessServicelinkedRoleCreation",

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/*"
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

Amazon EMR Amazon EMR #ERSEE A FIE™

2.

EERTE AWS CLI ¥R £ B EBLRIVEARE AWS RS , SIEEMRER RS |, F2 B Faws
configure AMIRERTE
EERENTE , 55 DataBrew R PR RFEFTFHA TGRS,

aws emr-serverless help

AWS CLI EERERTER AWS Bl BN EEYS , RIFELEASEIREXHFETRE. EERX
EAWS BE FHSE , B - -regionZ28AMESEH S H.

EERRE AWS B FREEXH , BEE~/.aws/configX A MR — @& E
E%UserProfile%/.aws/config3 4 ( AR Microsoft Windows ) . K& [Ear&] X ELE
B EBEIT AWS CLI, ETR | 5RE AWS EiFf MEMRENESELUR T EFHINIES,

[profile emr-serverless]

aws_access_key_id = ACCESS-KEY-ID-OF-IAM-USER
aws_secret_access_key = SECRET-ACCESS-KEY-ID-OF-IAM-USER
region = us-east-1

output = text

FR EEE

AKEPAZHEUETELEAEON EEBHEL Amazon T EMB. EMRINEBE R KZHA AWS IREF |

% , AREITH Amazon EMR &l & SWHEE T — S A BB E A Amazon EMR,

FR EEa 9


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-profiles.html
https://console.aws.amazon.com/elasticmapreduce/home
https://console.aws.amazon.com/elasticmapreduce/home

Amazon EMR Amazon EMR #ERSEE A FIE™

B A Amazon EMR {7 iR 28

R BRE 3 BB #BF Spark = Hive THEE AR RBEAEMRERRR. LiEAIE , ETH
A ECHERARER. BRERSENKSBHD BRRFDER,

RBEMRERRB[EARNZA , AT T I,
FE

- REEAEMREE A AR 23 A RERR

- EBEMRERRENREE

« B EMR Studio ATEBHRTEAR

- EYITHFHTREAG

- eEELRREAEMRERARSR

- #BA% AWS CLI

R (E AEMRE [ AR BF AV HEFR

HEEAEMREMMKRS A LFEZEAREEEMRARFERNVMNRANERERAMEE, FEE
MEREWAKEENREMINEZERE  FERPHERE T,

EREMRE [ R2RAY# 7

EAHEFR  EBEER S3 BETEBRENESEFAEMREMRRSEAREXNBTHE S Spark = Hive
THESNHEERNAFE. SEEVERE , FEE Amazon BEREFEREETRAERAEERPEL
RETEDRNIETRET. EEME—5D0C-EXAMPLE-BUCKETHIZ BN AF BN EENRZE,

#7 EMR Studio AEITEEBRX TEE S

MREEEMFFAEMREMRESEIR EMR Studio FREENERAHNITEHNER , IFEEEEMREM
fRESIEE S MIFENSEREAR  FTHEBIIE, MERESE , 528 Amazon EMR B8
EEPHBREEMRIEEZ, WEEBXNTHEEBNFMAENR , F2BEEMRIB Studio AEMRE AR

HHTEBXNTHEESR,



https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-service-role.html#emr-studio-service-role-serverless
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-service-role.html#emr-studio-service-role-serverless
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-set-up.html

Amazon EMR Amazon EMR #ERSEE A FIE™

EYTHEATRHEAS®

HEEMRERRESFHIT Job FHERMISERMERNITHRHEAE AWS R FETHRNER, £
#HEh  NFS3HETFEEAEERNESE. DOC-EXAMPLE-BUCKETE MR 4,

EERETFHTHREAG K FLREUEAEERANATRAAE , LUE EMR Serverless A LAfE A
MAd, BETR, BLEN S3 FNEEMMNAZAC, UTHRESIEETHEM[MBE.

Console

1. BIEZEIAMEIEA |, M https://console.aws.amazon.com/iam/.

2. HEERIEEZEEF  iEZE Roles (A),

3. BERVUASG,

4, HRACER  FEE[BFTEERERA], AREETIEERAL
ERRBFEARINEBFIEMIE AWS R RKRE,

ZEIEXZE Amazon EMR

ﬁu
g

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "emr-serverless.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

5. EE TT—F, EEE "HEMER, EE , AREE "EMFRAL
6. [EYFRR) EEEEMESIERLAR. B LISONTHHBEK,

/A Important

# T HIBEDOC-EXAMPLE-BUCKETH RN EREEZBRRATEYNEREZBAE
BEMREZ A REENFEF. 1ER S3 FHMERER, NEESTEHTREAGES
iH2 B Amazon EMR @ fR5HY Job BHITIEE A,

BYTHEHTHEAE 11


https://console.aws.amazon.com/iam/

Amazon EMR

Amazon EMR #ERSEE A FIE™

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ReadAccessForEMRSamples",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::*.elasticmapreduce",
"arn:aws:s3:::*.elasticmapreduce/*"

"Sid": "FullAccessToOutputBucket",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

"Sid": "GlueCreateAndReadDataCatalog",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:CreateDatabase",
"glue:GetDataBases",
"glue:CreateTable",
"glue:GetTable",
"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTables",
"glue:GetPartition",

BUTHEATHHAR



Amazon EMR Amazon EMR #ERSEE A FIE™

"glue:GetPartitions",
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetUserDefinedFunctions"

]I

"Resource": ["*"]

}
7. EREFRAEEDL K BARRNERE , 4
WIEMRServerlessS3AndGlueAccessPolicy.,
8. EMEE[EFAERERA] EME , AREZFEEMRServerlessS3AndGlueAccessPolicy,
9. E[BE. MENEI)EHW [AGERB P, BAACHNER , §

WEMRServerlessS3RuntimeRole, ZERE I MIAMAR | FEIE [BEI/E]
CLI

1. BiUBAWERemr-serverless-trust-policy.json, EHEZEEARIAMAENEE
RAl, EREIETIIERE,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "EMRServerlessTrustPolicy",
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "emr-serverless.amazonaws.com"
}
1]
}

2. BIUEAWIAMAREMRServerlessS3RuntimeRole, FHABEL—EASBIEINEFER
al,

aws iam create-role \
--role-name EMRServerlessS3RuntimeRole \
--assume-role-policy-document file://emr-serverless-trust-policy.json

BYTHEHTHEAE 13
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Amazon EMR #ERSEE A FIE™

FAAC NEIHHAY ARN, B EARNTERXHEEAFAE , Btz ®BRjob-role-

arn.

3. BYEBMWEREemr-sample-access-policy.json , ZEEAEETESHNIAME
B, ERHBEFERELE S3REFRBIPIESHNERNEEFERE , LADOC-EXAMPLE -

BUCKETK.

/A Important

LT3 RBAIDOC-EXAMPLE -BUCKETH I N EME EZ BIR EHBEMRE [ ARESFHY
#1F. ER—BERBX AWS Glue M1 S3 FHl. WEEZTHHTHBRACES , B

2 /B Amazon EMR (@ fR238Y Job BHITREER A,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ReadAccessForEMRSamples",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::*.elasticmapreduce",
"arn:aws:s3:::*.elasticmapreduce/*"

"Sid": "FullAccessToOutputBucket",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

BUTHEATHHAR
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Amazon EMR #ERSEE A FIE™

"Sid": "GlueCreateAndReadDataCatalog",

"Effect":
"Action":

"glue:
"glue:
"glue:
"glue:
"glue:

including auto-start
configurations

"glue

"glue:
"glue:

1,

"Resource'

"Allow",

[

GetDatabase",

CreateDatabase",

GetDataBases",

CreateTable",

GetTable",Understanding default application behavior,
and auto-stop, as well as maximum capacity and worker

for configuring an application with &EMRServerless;.
"glue:
"glue:
"glue:
"glue:
"glue:
:CreatePartition",

UpdateTable",
DeleteTable",
GetTables",
GetPartition",
GetPartitions",

BatchCreatePartition",
GetUserDefinedFunctions"

g [Loey

4. EBIIAMUEESR 3 FEVHIRAIEFBEMRServerlessS3AndGlueAccessPolicy Y EE
B, BEEBMEARNTH K RALKET —EBLSRPERAFTERK. ARN

aws iam create-policy \
--policy-name EMRServerlessS3AndGlueAccessPolicy \
--policy-document file://emr-sample-access-policy.json

A EE HARNPREE, B8ET —Dpolicy-arnPERE,

5. #IAMERIM INEMRServerlessS3AndGlueAccessPolicyE TEH TR A
BEMRServerlessS3RuntimeRole,

aws iam attach-role-policy \
--role-name EMRServerlessS3RuntimeRole \
--policy-arn policy-arn

BYTHEHTHEAE
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fEE 1 5 B 1E £ AEMRE ] AR 25

ERRNSER

- $B 1. EYEMRERARSFEAER

- FR2  RXEZHTREBXTEESH
- SR 3 mBREAER Ul Mk

- SBR4.FE

HBR 1 BYEMREMRMRF[EAREN

EAEMRERRF[ELFHVEAER , MTAAR.

1.

A AWS Management Console I 7E https://console.aws.amazon.com/em r 7B Amazon EMR

ZEAE,
EEREEEKS | #E "TEMREMRS ., UEEEEMREM RS EEEMR.,
FERVHEEREMREMRIFEMAREN , ZFEE EMR Studio Ul,

- MRRELBF—FEEMRIEE AWS Bl FEZEVEARANNVE , AREN (EERARER]
BB EEH EMR Studio , SUERUEEEANTHEE,

« MBIEREEMRIEE AWS EF SR ERYERAEINME | B2 [BHRER], REBEE (B
3 36 X&) Studio]le EMRE[IRES S BEE Y EMR Studio , BEAUEBYMNEEEARER,

HEFRE|BRBPFHRAY B Studio VIl , WARAERXNERE, BENBITHRE, RERA
BTHR T FEN TEBIHRTHFERERRE, . HREDXNTHAEH  FEIERE
BT HEEHWHER S MEALRE , ERAEDIENEREX ETHRTH, m8FE
B, BuLBREBEELRE.

MEFHMES , F2EELTEE,
ENEVEARXUELE —ERAER.

RET—8, PR EXFEXZITIEDXTFEEFURITFATREBX THEER,

REZRARRER 16


https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-create-studio.html

Amazon EMR Amazon EMR ER#2R A FIEE
FR2  BREXMITHEDXNI/EESH

Spark job run

EAHRES , RFIER PySpark HIARETE S E XA HME—BFANHBRIRE. AR S3 #
FRrBRRFRETBNERSE,

HITENIHE

1. FEATHESwordcount. pySEHIECTHE LEEZENHER.,

aws s3 cp s3://us-east-1l.elasticmapreduce/emr-containers/samples/wordcount/
scripts/wordcount.py s3://DOC-EXAMPLE-BUCKET/scripts/

2. TEREELTE 1 EYEMREERFIEAENFE EMR Studio Y "ERENFFMHER,
HH., & , 1BE TEXRIHE, BIE,

3. E[EAHIH EEL, EXTIIEHE,

- £ TEB) MU, BASETUIEHTHER.
- E TRTRBEAE) ST BALEPRICACHEBEL TFIATREAE,

« ERESBIEMNFs3://D0C-EXAMPLE-BUCKET/scripts/wordcount.py , A S3
URI,

o £ TIESESIBL W, WA["s3://DOC-EXAMPLE-BUCKET/emr-serverless-
spark/output"],

« # "Spark B, BEH , #E "UNFEARE, , ARWATIERE.

--conf spark.executor.cores=1 --conf spark.executor.memory=4g --
conf spark.driver.cores=1 --conf spark.driver.memory=4g --conf
spark.executor.instances=1

4. BERAETHEHT  FREEHIE,
5. 1E [Job #1T] REIREH , LEZEE B TN [BITH] RETT.

Hive job run

ERHRNE—S0T  RMAART —EX  FA—LES  LEFHBRAEN. BEHT Hive
T, BARY—ERE  HhESEEE- THERHTHAA Hve 55 , SEE LE5 S3,
B Hive THEEEM S3 B1E.

SR2  BEREXHTHAEBXNTEAR 17




Amazon EMR Amazon EMR #ERSEE A FIE™

EERYTRETHE

1. RIE—E&Ahive-query.qlWXH , EFEEEE Hive FEHPETHRAE

ﬁll

o

create database if not exists emrserverless;

use emrserverless;

create table if not exists test_table(id int);

drop table if exists Values_ Tmp__Table_ 1;

insert into test_table values (1),(2),(2),(3),(3),(3);

select id, count(id) from test_table group by id order by id desc;

2. EALT®® Lhive-query.qlEI%H S3 R,

aws s3 cp hive-query.ql s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/hive-
query.ql

3. EREEISE 1 EYEMREERFEEAERFE EMR Studio By "EREXFFMHER
HH., & 1B TERIHE, BIE,
4. HE[EHIE EERL, THTHEE,

- E TEB MUt BALEFUIARITHER.
i "STRAAE. U BASETENZAGHNEBREL T FEITHEAS.

EIEPBERMLPs3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/
hive-query.ql , @A S3 URL,

£ [Hive B1%] BER%F , B [UAXFEARE] , RARBATIIRE,

--hiveconf hive.log.explain.output=false

£ TJob #ARE. BEH , BIE "/REEA.L JSON , REWMA T FIEAISON,

"applicationConfiguration":
[{
"classification": "hive-site",
"properties": {
"hive.exec.scratchdir": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-
hive/hive/scratch",
"hive.metastore.warehouse.dir": "s3://DOC-EXAMPLE-BUCKET/emr -
serverless-hive/hive/warehouse",
"hive.driver.cores": "2",
"hive.driver.memory": "4g",

SR2  BEREXHTHAEBXNTEAR 18
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5.
6.

"hive.tez.container.size": "4096",
"hive.tez.cpu.vcores": "1"

]
}

BERAETHEHNT  FREEHITH,
£ [Job #1T] REIERF |, BIREXSEIH THE [BTH] REHIT.

Interactive workload

£ Amazon EMR 6.14.0 RESRA , &R LAERH EMR Studio FFEEMNERRA B E AR
Spark MIITEHRX THEEH, EMRINFEIIFEEBRANAERHNEFMAEN , FSEEEMRIB Studio
EMREMRREFHTEHA TI/EE R,

BYRAERAYRELBENER R , FEATHIZER , &R EMR Studio #1ITEBI X FEFEA !

1.

EEZE EMR Studio Y "TEE ., ESIEER, WREMHEEIRE Amazon S3 EEFENLEM
EMRStudio fR#& A € , EiIRENE H EimERE P W [BEIEE] &,

HEFHRES , FENTEEREYFTNITERE, €8 REME) EHRIERPREBREN
TEE.

BIFITRANEEREF, REAEERER "FE) BR. BN "EMREMMRSE. M5 TER,
J|E,

BN E L -HFHFRYNEBSARBARARRK,

i TYRTREAE My SAEMRERERSIEAEXE THEITRIABNIAMAGSR
B, BEEE-STRITRKRPAE , F2H0 Amazon EMR ERRHFEAEERFH Job B

THEEAR.

BE TRAFTL o EUREEERE—SENKE. MNKEESEHREE,
BE—EAKERBELLS, SHETLREEMREMRSS EEHZERAR | W EERIE
MWIEE, EECNEMRER , FABELAEEFN{.. . }hEER , YAELEAERS
FserverlessHMEEELR,

EERAF | B LUFEERENFE R S0 8% 188 & Apache Spark Ul BViE#E |, ER —EENEN
|, TIREERITENEZE, MEFMAENR , 528 Amazon EMR ER RSB FEAEERHH
EEPEMREZR R EAEIANEE,

B EAREXKINE Studio THER , MREBAENEARYT , ERAEXEEDREER, St
A ESEREXMMETFEZH , FERBEREXLRISTERRE.

SR2  BEREXHTHAEBXNTEAR 19


https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-service-role.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/security-iam-runtime-role.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/security-iam-runtime-role.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/app-job-metrics.html

Amazon EMR Amazon EMR RS2 A F g
H8R 3 RREARER Ul M

ZEMREARR U, FEBBI T/E#HIT. Spark Ul 5 Hive Tez Ul RIBESRIBTHEER  £3%T
EBITHE—FRIBEHREYE, BEBEENIRE,

I RIFIRIZE Spark Ul |, FBRIZ [H1THE) X BBLUREESEANATERNCHEE, MRERIET
Hive Tez Ul , BBREFMEBEHKBEFUEF B,

FHEBITIRERETRS "I, &, B0 LAE S3 FEEEPRREHENEL,
SR 4. B
HABEINWEAERASERE 15 78288 EILE , ERMANEZEEBRTIEBREANER,

EEZMBREAER K FRAEBE PILEAEN] EE. RELRENEARER , RERERE - F1EU
FILERRAER. BRABEFENSTOPPEDRER , REMENERERF , AREFRE - BBk

MFBAT Spark M Hive FENEZHH , F2EAXLIEMBEET 4,

B AWS CLI
S 1 BYEMRE[BEERER

FHAfEemr-serverless create-application®SEBIUENE —EEMREMRB[EARER, BF
ERETREARXERNNEEFTANERARERXEMRIRAHEEBHN Amazon IRAEZE. EARANEREE
BEMM,

Spark

EEE Spark ERAEN , FHT TS,

aws emr-serverless create-application \
--release-label emr-6.6.0 \
--type "SPARK" \
--name my-application

Hive
EgIZE—{@ Hive ERARERF , BITUTH S,

aws emr-serverless create-application \
--release-label emr-6.6.0 \

SR3: BREARER Ul ik 20


https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_CreateApplication.html

Amazon EMR Amazon EMR #ERSEE A FIE™

--type "HIVE" \
--name my-application

AARREPEENERARER ID, S8 ERA ID REBEAEN , YETHFRIERE , Ttz ®B
Bapplication-id.

EREZHTR 2 BEXHTRIEZEMREMRFREAER , FHRACNEARNEED get-
applicationAPIl. CREATED

aws emr-serverless get-application \
--application-id application-id

EMRERBRB[IBRLETURELERN I, KER , EERREREUN , BEEANER
VEARXKREiInitialCapacity8 8 , MEERAVBILNAE, BHTURHERARERT
EmaximumCapacitySHEEREEANERTE LR, FEE S THELEE A FRIEEAER,

FER 2 BEEBITRIXEZEMREFRRF[EARER
RELSNEMRER RFEARN EEMBEFHITHER.
Spark

LS BRP |, HFIEA PySpark MIARGE S E XA X4t —BEFRAN LR RE. AR S3 &
FERBRRBEFRIESHNERNSE. EARX SR EERA Spark BT RN BRFERBEXRSE
S H S3 RFETEFH/logs B & /output B #.

HITEXTHE
1. ERAATHTERRMAKETIHERBH RO,

aws s3 cp s3://us-east-1.elasticmapreduce/emr-containers/samples/wordcount/
scripts/wordcount.py s3://DOC-EXAMPLE-BUCKET/scripts/

2. ETHHN®SYT , AEWERRERF ID Hiftapplication-id. ARNLUETE R K FITHEER
ACENjob-role-arnBIY TEHTREAE, &K job-run-name EREEERAESE
BT R, #FTBDOC-EXAMPLE-BUCKETZF SBEUR A K Amazon S3 #7ETRE , A
B /output ERR, ESEREFITBPET —EFHFER R , EMRServerless AIAEHFE
HEARANEBLHESR,

aws emr-serverless start-job-run \

FR2 BRITEHT 21


https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetApplication.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_GetApplication.html

Amazon EMR Amazon EMR #ERSEE A FIE™

--application-id application-id \
--execution-role-arn job-role-arn \
--name job-run-name \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/scripts/wordcount.py",
"entryPointArguments": ["s3://DOC-EXAMPLE-BUCKET/emr-serverless-spark/
output"],
"sparkSubmitParameters": "--conf spark.executor.cores=1
--conf spark.executor.memory=4g --conf spark.driver.cores=1 --conf
spark.driver.memory=4g --conf spark.executor.instances=1"
}
3

3. EOLEEE A EEN TS D, B TAISETB AL ID Bjob-run-idf.

Hive

EAHRES , BAART —EX , AA-LikE& , WETHBREEN, HEHIT Hive T, 7B
KRY—EAER , HP IS EEE-THERHTHNMA Hive B , SERLEF S3, WHERMB
Hive T/EEFHEELL S3 B,

EEHTHRETHE
1. RIZ—E&Ahive-query.qlWX# , HHBEETE Hive FEEFETHWAIEEN.

create database if not exists emrserverless;

use emrserverless;

create table if not exists test_table(id int);

drop table if exists Values_ Tmp__Table_ 1;

insert into test_table values (1),(2),(2),(3),(3),(3);

select id, count(id) from test_table group by id order by id desc;

2. FEAUTHS EEhive-query.qlEEH S3 RE1FErHE,

aws s3 cp hive-query.ql s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/hive-
query.ql

3. ETEMN®SH , ABECapplication-idNERRERF ID Eift, ARNMUEEFREINHT
EERABIN job-role-arnBI THEHTREAE. BFABEDOC-EXAMPLE-BUCKET & ER
REEEIH Amazon S3 FEFETE |, /output S EFIE/1logs TR, EREMEITES
BUFERK , EMRServerless A ATE H RS R FE AR 098 i FIEC 8848
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aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/hive-
query.ql",
"parameters": "--hiveconf hive.log.explain.output=false"
}

A\
--configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"hive.exec.scratchdir": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-
hive/hive/scratch",
"hive.metastore.warehouse.dir": "s3://DOC-EXAMPLE-BUCKET/emr -
serverless-hive/hive/warehouse",

"hive.driver.cores": "2",
"hive.driver.memory": "4g",
"hive.tez.container.size": "4096",
"hive.tez.cpu.vcores": "1"

}
3,
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/logs"
}

} 1

4. FEBBEHPEDN TENIT ID. FBETIIZERPLUL ID Bjob-run-idf,

FR 3 BREXNITHE D
THEHITEREE 3-5 DEFTRETH.
Spark

B LAE AL T e S E Spark EERRAE,

aws emr-serverless get-job-run \
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--application-id application-id \
--job-run-id job-run-id

HeiCsk BB EARS3: //DOC-EXAMPLE-BUCKET /emr-sexrverless-spark/logs , &I LAFE
THRESITIISE T HENGE#%s3://DOC-EXAMPLE -BUCKET/emr-serverless-spark/logs/
applications/application-id/jobs/job-run-id,

¥ Spark FEAREX , EMRE[IREEE 30 WSS AFEHEER| S3 BFFEBEP M sparklogsE
Bk, ERNITHETRE  BEEXNMBITEN Spark TR HFE LEZE Worker BREE
WRNERR , flildriverHexecutor, PySpark THEMNEE S EE=s3://D0C-EXAMPLE-
BUCKET/output/,

Hive
BRI LMEA LT SR ELRMN Hive /EXEMREE,

aws emr-serverless get-job-run \
--application-id application-id \
--job-run-id job-run-id

W etk B B E A3 //DOC-EXAMPLE-BUCKET /emr-serverless-hive/logs , &8 LATE
THRIB TS E TEREEE.s3: //DOC-EXAMPLE-BUCKET /emr-serverless-hive/logs/
applications/application-id/jobs/job-run-id,

¥ Hive EARX , EMRERRESHER Hive BBEEX L ESIHIVE_DRIVERE R |, Tez
TERCE%E S3 BE B MBI TEZ_TASKERI 3, EH#ITEESUCCEEDEDARRER , Hive &
MRS ELENmonitoringConfigurationf@ I #EH Amazon S3 L BH
FconfigurationOverrides,

4

SR 4. 58

TRLEHEBREN TR  FERRMBREELNER. RMERRLBRRTTEBRERANER.
il B SR Y PE A

EMBREARER , BEAUATE S,

aws emr-serverless delete-application \
--application-id application-id
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MikR S3 BEEMEFETE

= EMBR S3 e MEmHFEFITHE  BERATHGS. DOC-EXAMPLE-BUCKETUATEHREIH S3 f#E1F

FRNERE BRI EREMREMARRA 7.

aws s3 rm s3://DOC-EXAMPLE-BUCKET --recursive
aws s3api delete-bucket --bucket DOC-EXAMPLE-BUCKET

MR TEHITRHEAE
EEZMRATHEAE , FRAGTEERRA, AR LW ERKMERSSMKK,

aws iam detach-role-policy \
--role-name EMRServerlessS3RuntimeRole \
--policy-arn policy-arn

HE2MRAE  BEA TGS,

aws iam delete-role \
--role-name EMRServerlessS3RuntimeRole

EEZMBRMMEAGHERA  FEATIRS.

aws iam delete-policy \
--policy-arn policy-arn

WMFBAT Spark M Hive FXNEZHH , F2EALIEMBEET A,

SB4 B
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BEAEANED

ZEFST AR AN EE Amazon EMR A AR EAEXEE AWS CLI M2 X Mg & 5| ZHBREE

e

- JERARRE

- # EMR Studio R A BEENEARXESR
- EENERREXES AWS CLI

- REERRER

« BFTEMRE A fR AR

- BREVPCIFHUE

« Amazon EMR #E R fRESRBEE

JE FI AR &

EEAEMREMRF[EZLEARENK , BABEXHTEEACREATINGIRRE, TIEREBL TR
B, BEEHKXR (N0 RBHER) AR AEFEFRBER) Rk,

FERARATUERTHIMEE :

M DU

IEEEYM ZEARRFEREERTD , HRERFER,

BEM EREXEEY , BHRHERTE, BAMENK
EREAUNSEHNKRAEERE,

X AR EERBY EEHRERE,

e ZEARFCERITESHIHE, BAEARS

ERR AR T 46,
Stopping (IEfE = 1E) FIETHERETNK , EARRXEEBRERE,

FE Rk RE 26
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Amazon EMR
M R
2FLE FRAEXEFL  FARXERBEREEH
7. BALBUEARXUSEHIKEER
=F Il FARAEXERL ATEHREENERARNRE

Si

T B /REMRE {7 BR 25 18 F 12 VIR B AV B B

StartApplication

CreateApplication

£ EMR Studio T2 EENERERXEE

A LA EMR Studio AR, BANEEEMREGREEARER, BTEZEZE EMR Studio T #
BEREREEARBERATHIER.

By EAEN
£ TRYERARR ) BE , ATMKE SRR EMRERRBEARR.

1. £ "E28) Bus  BALEFUERERNEE,

2. & "R, W, B2 Spark FH Hive EAERRERNNER,
3. T "EEMA, WP, BIEBEMREERE.
4

i (RBBEF , REEEANETERE. NFEFAEA
B8,

%u’n'lﬂ

2B Amazon EMR E [ RS 4L 18

e arm64 — 64 {U7tARMZE#E . FHEH FIETERS
- 64 {7t x86 218 ; £/ x86 F4E ; FHLL x86 AEBHEERR

FEAEMRIEEE44 27
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5. HWMUEAMERARNRERE  AREREMBIRE, ELMUIREMLN,

FARERE — ARRETREUALNBICNTERERVEAER, EQF—EEDEFN—E
HITANEX, N—EEBEFN—E Tez FHEE. ARRETTRALHNVPCs. RERARFE
EREHRE 156 pEREFEL , YEIHERIEE BB,

BEIRE — BRI REAREBATIAR.

- BEVBINEE — BBHEAMBMITER Hive Tez Task THEENHE , URBEIEENK
o

- BRAEXRS — BABRXHRARE,

- RABRATA —ERAEANEDRBNEEFILITA,

- WRRIER — VPC BRI ELR

- BE — S LliERicRARAN BT ER,

WEREALNRCERE, ERAERXRHNEAENITANFEE
RREBERNESZEN  FS2RREVPCHFEE,

6. FEEVEAREN A6 FEEEIEAEN,

o

R ESHREEAES. 15

51| H I

BRI EERRARAEERAFERAENEMREARFEARER, EUNEERARANER K &
EEREAENN "FHAEAL Bl

EEEARER
EALRE BILERRER) EERSERERARRN CHAET 5H , HEAREXST T8k,
B 44 A EE

EEWREUFERMBEAEN,
FLLEFE

BFRBEHETFEELERAEN, BRAEAEZREUTHNEE  TEFL. EERAREREA
BAREER  F2REMAMRE,
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BLERA

RBREEAEAAARERARANBEENERE., BAUSENRs BARKARE. i, &)
PFRABRANRAER  BEABRITEMAER AmazonEMR , EE AT LU ZRBHE x86_64 1]
#3 arm64, HMREMFREE (BRUEAEN] EEL [BFRE] ERTHNREMER, NFEARE
ARENFMER , F2EELEAEN,

i B ER 55

EFNREVFEMBREAEN, E4AFLRARXSERBRZERER. BERABREERE
REER | FSRERMKE,

HIENEREXES AWS CLI

£ AWS CLI , e B2, HRNMEREREAREN. ZEUUSILFEEARR , UEEEEM—
B TR, RERAMNAMITIELEE, MFEEZEAENEE (HINEE. FLNERERAREN), &
ZBEMRERRBFAPIZE, WMFEMMAIFEHAEMRE R REBZAAPIZEH] AWS SDK for Java , FFZEEKRM
GitHub FHREHREY Java &i6l, FEw{AEHAEMRERREFAIAPIZE S AWS SDK for Python (Boto) ,
B2 EEM GitHub REFEFH Python Z 4,

EERVEARER  BffMcreate-application, BB ESPARKFHIVEEEERAEN type,
e miREEAREFAARN , EHEH ID,

aws emr-serverless create-application \
--name my-application-name \

--type 'application-type' \
--release-label release-version

EEWAEARER | BfEMget-applicationtREEAERapplication-id, P EEEME
RAEXHNRENMBEHBHERE,

aws emr-serverless get-application \
--application-id application-id

EENHAEEARER , B8fTlist-applications, kP SEEREMEERAENEAENE
# , get-applicationfBEBEmMEEARER.

aws emr-serverless list-applications

£ AWS CLI 29


https://docs.aws.amazon.com/emr-serverless/latest/APIReference/Welcome.html
https://github.com/aws-samples/emr-serverless-samples/tree/main/examples/java-api
https://github.com/aws-samples/emr-serverless-samples/tree/main/examples/python-api
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EMREVERRERF |, EHEdelete-applicationiiRHEMapplication-id.

aws emr-serverless delete-application \
--application-id application-id

REEBHERN

EAEMREMARR , LA RESEANEBARER. fl , BUURERABRATRAENRARE
B, REBAEVRINETE , REDHEXMN Worker FERFEIE , LR ERARABRIEE —HBANH
ITREBRMEERMERE, THRERAMAEEAEMRERRIFFREEAEN,

ES]

- BEEAENT

- BEVBILEE

- EMRE ARV FRRE A AR

BRAEFERRENIT
HEERERTA
HBME — ARERT  EARKREAETEEXBABRD. STUBMLIDE.

BEFELE —BAREAT  FAEXREARE 15 7EKREBFL. EERARNEEASTOPPEDREE
B, ERHEMERENALENBLETE, EUUEEARXABFLZAEAAERBRE , thalll
EARA L Zh&E .

BELR

BRLUREERARATRAENREARTE, BWURIRICREE (GB) Mk (GB) RIEEEHKAR
E. CPU

(® Note
BEMAEZBRERRABTERERETENTHEERDKLLA , 5ERA Worker BB SRELE X
Po Bl MRERGEAEXRHS 50 AERITHE (8 2 BvCPUs, 16 GB KYCEREM
20 GB WHgtx) , IS ENR AR ERER 100 vCPUs, 800 GB (etEfE) , BB E A 1000
GBo.
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XK Worker #A7E

TREREABEMRER RRIEEN T Worker fEM AN, BAUMBBRITFEHENTERAEDEN
MATEAREFRH KD,

CPU il BRERET
1k CPU 54 2GB,&%8GB, 01 =+ GB

GB RENEE

2 1k CPU RE4GB, &% 16GB, L1 =1 GB
GB RENEE

94k CPU 24 8GB,&%30GB, L1 =+GB
GB RENEE

J\X CPU ®fK 16GB, &K60GB, L =1 GB
4GB REMNEE

HHEE CPU 1K 32GB , &% 120 GB =+ GB
LA 8 GB REMNFTE

CPU-BEIZARLE1,2,4,8 16 vCPUs,

CER — =1 Worker BWFCIER (M GB AEMIEE) MELMREPFIIHMRHEEA, Spark
EESELCERENER  EXRTEMAFEANGCERERIEENRSEAD. LEERERAE
fspark.driver.memoryOverheadMigEM spark.executor.memoryOverhead., B8N E Y
EREA 10% WARLIER 2 A 384 MB, ERREESEIERNE , REZXEBE/BAT.

flan , MREVCPUs AT S THEHTEBEE 4, MALVRKRIENREERES 30GB, AlIEG KN 27
GB MEFXEA Spark TEMNBTERLERE. EXTURAREHIESHELEVNBICETENFERE, 7
FCIEE KR/NE 27 GB, BiNLE 27 GB (2.7 GB) B9 10% , #3t 29.7 GB,

i — SR UABEIEERESR/NKRNIE 20 GB HHE K 200 GB WEFREEK. EREASNIE
EREW 20 GB U EWBENRFZENE,
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RENRILEE

EMRE [ IRESIZMAIZ A ThAE , ATEEEE XM Worker LML |, WA LR E A MITF T BN %R, B
BEMHAERREFRIET —BBEENITEAEM, LIEBATEEVBICLEE, EERELINEE , &
AL ERARERNinitialCapacityB B EABREFA ST WBILH Worker BB . FERAFEEMNBILE
Worker B2 , THFEZEIFK. ECREBREREARFNEHRML TR  EREEWEE,

BIRRRTHER  MRETHEETinitialCapacityA , AITHSERELERREHBHIT. MREL
Worker EHEEMTEMER , B TEFMENERZRATAERinitialCapacity , AIEAERE
ERTMBEANIEER , EIAEABRXRENERLEAL, ETETRETH , SBREFEH
B9 Worker , AR FERARXTHMNEREBinitialCapacity, EIEEEETRHIT2E , BFAER
PaWEER, initialCapacityEITEFABEEEHTinitialCapacity , EAEX BRI R
EIR,

BANBICNAERHER , YT EEARIRBEFER. EEARIELE  BAXYBILHNEESE
AEERT, REEERNELANBICBECEVATHERR  EFAEX T 2B EMRSTARTEDEE,
EEEERAERXENRSTARTEDARRER: | EMRServerless R BRELEMARILNEE | UETEREHK
THESEADRFEA, LIEERERTHIHRERSENETE, E®M#HEInitialCapacityBBIEEN
Worker 8. RERLXVKRICAENEARIARRER B E ECREATEDASTARTED,

BU LB EAEAREAEREREARERAELENBILNEE (AEA 15 28&) BHEERER.
ELRXHIER  CELNERENSHBRG., Sl EEYERAEASREELEHRBANEL
HHEE | A EE AR ENRCREATEDESTOPPEDRRER S E 1M,

B 8 E InitialCapacity &8 , W ACPUEE Worker I8 EFTE AL | 5120501588 A
B, RARELHETHS SR, ANGEZEEFERIEEMEEERE, ERETEAREINE
FACREATEDESTOPPEDARAERF S EE4HAE,

® Note
EEREVERAERINBERNER , BMBRESEAIR/ANNEBLNACNBTESEIEEKR
PMRE—B fla0 , MREH Spark MITEAK/NDERES 2, FLBERBRESA 8GB , BFEL
VBRI BESEITEELRNE 4, CPUsECPUsEHE 16 GB 5CiEf |, Bl Spark #TRERE
BERGUITER , RaEA—¥NIEEER,
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H5] Spark # Hive WA LEWIHRILBE

BUUHBEEREERERRB LAITH I RERE - S ATARIKRLEE, Sl , ETHERE

Apache Spark L #1178 , LA EERZ L THEEAUBESEXNS DG , URABTES SRS
B TEAR. R , EEMEM Apache Hive B , BRI UEERZ D THEERBMA Hive BBBIER |
LUK FEHHT Tez TEMBE,

FRFELENBILHNBEREHIT Apache Hive B FER

LU RAPIZER B2 —{EE R Amazon EMR KR4S emr-6.6.0 i1T Apache BLBE TtHWEREF. ZER
EFE 5 EEEVBILH Hive BBEFFHR , BAESEFEFT 2vCPU M 4GB AT , AR 50
REIFAEARILN Tez FHITERE , SEESHEFEE 4 v CPU 1 8 GB AE, E Hive EF L
ERERFLETE g kERTRELDAH Worker S EIFRARHIT. WRFAEFELMNACHITHE
BXEICES , MERRXTES Hive T4 , IEAEXTEXSEH 400 v CPU M 1024 GB Wi E
i, B LUEEEMDRIVERS TEZ_TASK Worker A&,

aws emr-serverless create-application \
--type "HIVE" \
--name my-application-name \
--release-label emr-6.6.0 \
--initial-capacity '{
"DRIVER": {
"workerCount": 5,
"workerConfiguration": {
"cpu": "2vCPU",
"memory": "4GB"
}
},
"TEZ_TASK": {
"workerCount": 50,
"workerConfiguration": {
"cpu": "4vCPU",
"memory": "8GB"

}

'\
--maximum-capacity '{
"cpu": "400QvCPU",
"memory": "1024GB"

} 1

FERELENBICN B EREHIT Apache Spark B FEFH
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L TAPIFERAIZ —EER Amazon EMR k7 6.6.0 E{TFIHFEX 3.2.0 WEAREF. EARK®KS
BFE £ #E{LY Spark EEENEN A , BEEREIFZNESE 2 v CPU M 4 GB KYECIERE , LUK 50 BT
RN BTER , SEMITENESE 4 vCPU M 8 GB WictE#. E Spark EXEWERAEN L
TR, EMNEEERRALNKEILE Worker Y BIRBEIT. MRMETRENHILH TERXEICE

O MBRRTES Spark T, RIEAREX T AEFR T 400 v CPU #1024 GB WiCEE. &
Al LB E R BDRIVERS KW B EEXECUTOR,

(® Note

Spark REEENEFMATEFFRNAERNT TEENAFRE , MEVER 10%. BEEA
LMK Worker I THE , MR B RBEREAR TENENERERVRE.

aws emr-serverless create-application \
--type "SPARK" \
--name my-application-name \
--release-label emr-6.6.0 \
--initial-capacity '{
"DRIVER": {
"workerCount": 5,
"workerConfiguration": {
"cpu": "2vCPU",
"memory": "4GB"
}
.
"EXECUTOR": {
"workerCount": 50,
"workerConfiguration": {
"cpu": "4vCPU",
"memory": "8GB"

}

'\
--maximum-capacity '{
"cpu": "4Q0vCPU",
"memory": "1024GB"

}l
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EMRE ] iR 2RAV TR B ARV RE

LU HEEMERARA TEHNAEIHE , ERARXEREE - EBRANHTRENERBRE,
MR FEAEETEEHARARMEENEARR,

&R LAE T B s R RS R BUARRE -

- EIFRXBESTEAENERERE,
- EIESITHIEERRRAEE,

THRHRUESFHMEN , UARE -SRI REBHAVEEH,

EEAEABRESHARE

AU HERRARA TEHNTH  EERARKXERREBFNEABRHITARS L.
monitoringConfiguration

EEALEBRERARN BN ITEEERSEKMER  BFEAmnonitoringConfigurationfi, 0
FEMRERIREBFEHNFMEN , FSBRTFLH.

runtimeConfiguration

EEREEHTHARSEspark-defaults , i , FfFEruntimeConfigurationi@{ Hi2 &
Y, SEXErMERARXEH 2B TENTERER, NEFHAEH A F2H BEREE
ESE M EANRBEBESE.

ATRANERS EERSENEMRERRIRERRAME, Hl , BFT Logdj B2 % , spark-driver-
log4j2BfEspark-executor-log4j2iEAM 6.8.0 RESKRAE, MEEAENSELHENE
B F2RANIEEENESTERY,

BB A L BB IHE Log4j2 B , AWS Secrets Manager IR SIS RE , W EAREFK3IGER
Java 17 B1TH,

EEEEARERBIREE Secrets Manager 1% , @i FTHIRAMMEZTER U EHEERIEN
EMREMRESERAERNERAENAG,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "SecretsManagerPolicy",

RRNEARR 35
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"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"kms:Decrypt"

1,

"Resource": "arn:aws:secretsmanager:your-secret-arn"

MERIZHFETRBINGFEERN , FSRE T8 B MERR/EBIE 5] AWS Secrets Manager H#Y

AWS Secrets Manager FiF {5/,

@ Note

BfEruntimeConfigurationBRAEXERIEE LR
FapplicationConfiguration®StartJobRunAPl,

EE €A

THEFEREBMAIEAE SRR HERECreate-application,

aws emr-serverless create-application \
--release-label release-version \
--type SPARK \
--name my-application-name \
--runtime-configuration '[

{

"classification": "spark-defaults",

"properties": {
"spark.driver.cores": "4",
"spark.executor.cores": "2",
"spark.driver.memory": "8G",
"spark.executor.memory": "8G",
"spark.executor.instances": "2",

"spark.hadoop.javax.jdo.option.ConnectionDriverName" :"org.mariadb. jdbc.Driver",
"spark.hadoop.javax.jdo.option.ConnectionURL":"jdbc:mysql://db-host:db-

port/db-name",

RRNEARR
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"spark.hadoop.javax.jdo.option.ConnectionUserName":"connection-user-

name",
"spark.hadoop.javax.jdo.option.ConnectionPassword":
"EMR.secret@SecretID"

}
},
{
"classification": "spark-driver-log4j2",
"properties": {
"rootLogger.level":"error",
"logger.IdentifierForClass.name": "classpathForSettinglogger",
"logger.IdentifierForClass.level”: "info"
}
}
1"\

--monitoring-configuration '{
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET-LOGGING/logs/app-level"
1,

"managedPersistenceMonitoringConfiguration": {
"enabled": false

} 1

EIFATHEERAR

BRLMEREERARNERBNMERBERNERESRStartJobRUnAPl, EMRAE |, ER RS S5

BHEERARABRN TEBRIEENMERE , LURE TEHITHAER.
SO RERANERBMT

« ApplicationConfiguration-ffltn , 9 E spark-defaults,

« MonitoringConfiguration-ELEHE , Hllils3MonitoringConfiguration,

® Note
BRAENBEEELIEFEStart JobRUNIREERAERERRBEHOARE,

NMEBEIEFHFENFEET  F2REELEFES2BNEANBETESE

RRNEARR
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https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StartJobRun.html
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ConfigurationOverrides.html#emrserverless-Type-ConfigurationOverrides-applicationConfiguration
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_ConfigurationOverrides.html#emrserverless-Type-ConfigurationOverrides-monitoringConfiguration
https://docs.aws.amazon.com/emr-serverless/latest/APIReference/API_StartJobRun.html
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ELRMBITER  MRERZAEERHENERE  catERAEAER IREEITEBRELEHERE,
BRI BABAT T HIMES -

- BERERANER-EABRERMStartJobRuNFRHEENHERESH,
- MEHEMER-EREEEENE , £EStartJobRunRPFTIBERESZ R,

- BREENER-EEBRERERANTHRRAR FRHULEBRZEEBNRSIRE , REEEZH
EEUIREEFEH. RATEZBREMISTEIATAESEHN S E. fln, MREERHABR
Hive TEFER B , THESE R

EERREARAEEBARE B HBEERAGEHAEENSE

 cloudWatchLoggingConfiguration-ZffiBRcloudwWatchLogging , SR A W IZEHEE
Afalse,

- managedPersistenceMonitoringConfiguration-ZEBRZTEENIFEMHREICEETE
REBAMRE , (FEREENTZERES.

« s3MonitoringConfiguration-ZE#BRs3MonitoringConfiguration , {}FEAHEREERE

oo = A
THE,.

e

BEREf

TSR REE THFERXHB AT UBMTH A EHEEstart-job-run,

aws emr-serverless start-job-run \
--application-id your-application-id \
--execution-role-arn your-job-role-arn \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://us-east-1.elasticmapreduce/emr-containers/samples/
wordcount/scripts/wordcount.py",
"entryPointArguments": ["s3://DOC-EXAMPLE-BUCKET-OUTPUT/wordcount_output"]
}
'\
--configuration-overrides '{
"applicationConfiguration": [
{
// Override existing configuration for spark-defaults in the
application
"classification": "spark-defaults",
"properties": {
"spark.driver.cores": "2",
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"spark.executor.cores": "1",
"spark.driver.memory": "4G",
"spark.executor.memory": "4G"
}
1,
{
// Add configuration for spark-executor-log4j2
"classification": "spark-executor-log4j2",
"properties": {
"rootLogger.level": "error",
"logger.IdentifierForClass.name": "classpathForSettinglogger",
"logger.IdentifierForClass.level”: "info"
}
1,
{
// Remove existing configuration for spark-driver-log4j2 from the
application
"classification": "spark-driver-log4j2",
"properties": {3}
}

1,
"monitoringConfiguration": {
"managedPersistenceMonitoringConfiguration": {
// Override existing configuration for managed persistence
"enabled": true
},
"s3MonitoringConfiguration": {
// Remove configuration of S3 monitoring
1,
"cloudWatchLoggingConfiguration": {
// Add configuration for CloudWatch logging
"enabled": true

} 1

EIEHTE  SRENTRNEEIEFEREREATI T ERELREEE2HNERENERER
=38

- D¥spark-defaultsHFERETBRIEENBHETEH. LoHERStartIJobRUNEEEHRE
BHMHE,

- D¥spark-executor-log4j2 S8 EHEN P EEER,
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& fspark-driver-log4j 248 #MIER.
« W9fH%EmanagedPersistenceMonitoringConfigurationi§A TEBRMVAREEH,

- H#HAEs3MonitoringConfigurationfS#HBER.
- WfAREcloudWatchlLoggingConfigurationi$#i8 EH AN ERERE,

B 7] EMR# fa] AR 25 AR {5k

£ Amazon EMR 6.9.0 Bt , &I LAEA BETE | iEIB Amazon EMR {7 BR 253/ FE A 2 X AR 4k M 0
HTERIBIEHETE—REH, EETECEAEEIEESMNRENSS  YFE4AFTETENE, B
EEFTEMRER RZMGE , TEETIES :

- RENRESHHENITEERECHNES. SEEEHTTLEEET Amazon EMR $1TREIREN L
B EZEM.

- BEMREMRIFEMBBAEINEINEE, HENTBEFES , SREAEEARERE,

- EACEYNREMRER , fINEGRE , UFSEBANERAMTAESRR,

- JEEEEAREXNPEABSHIDKH Python B,

EMREfRFRERENMEETZELERIBCHRGERMAERFER., ERARGERMLEN jar,
RRENERE  EVGEEVMRERMKRETE, EAUE Amazon ECR AHEFHKRIEXRE K, FH
BRI EAREFEE ( Spark = Hive ) M MRATE RS, Hlan , tREE Amazon 6.9.0 EMR
IRAEZIEARER  BFEATI

Type AR {5

Spark public.ecr.aws/emr-serverless/
spark/emr-6.9.0:1latest

Hive public.ecr.aws/emr-serverless/
hive/emr-6.9.0:1latest

DB R

BMEMREMBRER BTG , 5B ETRIEL SRR
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1. £ —E#LIZ — {8 Amazon ECR FfE AWS EiE ERARMBEMRERRSEAER, BEEY
Amazon ECR %A B E , F2RE LA EEFMNE,

2. EEREFEMAEY Amazon ECR RITFENFIER A FRTIBERHEEERAENSE  ELER
EN A CMEMA L RFEESNREE T EREMRERRR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECRRepositorylListGetPolicy",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:DescribeImages"”

1,

"Resource": "ecr-repository-arn"

}
]
}

% Amazon ECR &0 BEKRNEZ &S| , F2E Amazon BMREEEHUS DB AERAIEK
REhl,

SER 1 REMREMRBF[ERREER Y BFTRE

B, Bl2—1E Docker 34 | ZHAME A B E BN E ARSI FROMIESBISE, FROMEREA
TRE , RS EEHEGETHEME SR, EXEEKEBEBUSERERE Ahadoop. iR
ENRERBERTENFIBIEXNER, REERBRIEFRUSEREAToot , ISHIRE , REMER
ZEUSEREIhadoop:hadoop, EEEEFERFERARFINEGS , FSREEREMRE[ERESFEH BT
o

# Dockerfile
FROM public.ecr.aws/emr-serverless/spark/emr-6.9.0:latest

USER root
# MODIFICATIONS GO HERE

# EMRS will run the image as hadoop
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/repository-create.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.docker.com/engine/reference/builder/
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USER hadoop:hadoop

REBEAXMHER  EAUATHSTRERRK,

# build the docker image
docker build . -t aws-account-id.dkr.ecr.region.amazonaws.com/my-
repository[:taglor[e@digest]

SER 2 EAHEERERE

EMRERMRB[EMUMELE , TUBERELENBTRERE  UBREBESER, RESBNERNR
BERE. WEFBNALZENBITTENES , FFSH Amazon EMR R AREFMECLI GitHub,

ZRERTIEZR  FYT T 5T RBEFREE

amazon-emr-serverless-image \
validate-image -r emr-6.9.0 -t spark \
-i aws-account-id.dkr.ecr.region.amazonaws.com/my-repository:tag/@digest

BEZEEINELUTIATNE L,

Amazon EMR Serverless - Image CLI
Version: 0.0.1
. Checking if docker cli is installed
. Checking Image Manifest
[INFO] Image ID: 9e2f4359cf5beb466a8a2ed@47ab61c9d37786c555655fc122272758f761b4la
[INFO] Created On: 2022-12-02T07:46:42.586249984Z
[INFO] Default User Set to hadoop:hadoop : PASS
[INFO] Working Directory Set to : PASS
[INFO] Entrypoint Set to /usr/bin/entrypoint.sh : PASS
[INFO] HADOOP_HOME is set with value: /usr/lib/hadoop : PASS
[INFO] HADOOP_LIBEXEC_DIR is set with value: /usr/lib/hadoop/libexec : PASS
[INFO] HADOOP_USER_HOME is set with value: /home/hadoop : PASS
[INFO] HADOOP_YARN_HOME is set with value: /usr/lib/hadoop-yarn : PASS
[INFO] HIVE_HOME is set with value: /usr/lib/hive : PASS
[INFO] JAVA_HOME is set with value: /etc/alternatives/jre : PASS
[INFO] TEZ_HOME is set with value: /usr/lib/tez : PASS
[INFO] YARN_HOME is set with value: /usr/lib/hadoop-yarn : PASS
[INFO] File Structure Test for hadoop-files in /usr/lib/hadoop: PASS
[INFO] File Structure Test for hadoop-jars in /usr/lib/hadoop/lib: PASS
[INFO] File Structure Test for hadoop-yarn-jars in /usr/lib/hadoop-yarn: PASS
[INFO] File Structure Test for hive-bin-files in /usr/bin: PASS
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https://github.com/awslabs/amazon-emr-serverless-image-cli
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[INFO] File Structure Test for hive-jars in /usr/lib/hive/lib: PASS
[INFO] File Structure Test for java-bin in /etc/alternatives/jre/bin: PASS
[INFO] File Structure Test for tez-jars in /usr/lib/tez: PASS

%35 KEG LEEREH Amazon ECR FEE

FERAUTHSHEERN Amazon ECR BMRHEIXBEH Amazon ECR FfiE. MREEEAEMGHIZT
FHENERIAMER., WEFMEF , F2E Amazon ECR £AFEREA N HIERE,

# login to ECR repo
aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws-account-id.dkr.ecr.region.amazonaws.com

# push the docker image
docker push aws-account-id.dkr.ecr.region.amazonaws.com/my-repository:tag/@digest

SR4 EABTEBRELKEFEAEN

i##2 AWS Management Console fZZ# 5 AWS CLI BB EENMASEAREFZEF , RETHUT
SR

Console

1. £ https://console.aws.amazon.com/em r EAEMRIEZE XA, BEZLNEARER =
FREVERAEXFNERELHNERRER,

2. FEGBVHEHREMREMRBRFEARAREERI®G K FEERABRARERETER '
ETEQEJ o
£ [BRTHERERE] B | ZE [(FBELLEARENER BRTRE] B&EUT 5.

4. #& Amazon BEIECR& ¥ BEURIE| "Bl URIL FEBH ., EMRERBSRSAALMGRANRERARER
BFTE Worker BE, % , B LLBRETRNEIIF G , YURIsABETEEEEM LR
K Amazon ECR &,

CLI

- f{fMimage-configurationSHEIEARERN. EMRE[RFZSKUZEERAEME
Worker 358!,
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-push.html
https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/studio.html#studio-create-app
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aws emr-serverless create-application \
--release-label emr-6.9.0 \
--type SPARK \
--image-configuration '{
"imageUri": "aws-account-id.dkr.ecr.region.amazonaws.com/my-repository:tag/
@digest"
3

EESHIE Worker BRBRV EFFEXGERENEARR , FEAworker-type-

specificationsZ#,

aws emr-serverless create-application \
--release-label emr-6.9.0 \
--type SPARK \
--worker-type-specifications '{
"Driver": {
"imageConfiguration": {

"imageUri": "aws-account-id.dkr.ecr.region.amazonaws.com/my -
repository:tag/edigest"
}
I
"Executor" : {
"imageConfiguration": {
"imageUri": "aws-account-id.dkr.ecr.region.amazonaws.com/my -
repository:tag/edigest"
}
}

} 1

EEFHEARES  BFHimage-configuration2#, EMRE[RISHKUREERE
Ff8 Worker 33,

aws emr-serverless update-application \
--application-id application-id \
--image-configuration '{
"imageUri": "aws-account-id.dkr.ecr.region.amazonaws.com/my-repository:tag/
@digest"
3

SB4
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Amazon EMR Amazon EMR RS2 A F g
FEBR 5 AFEMREMRRBFENMEIIEZBRATE

#& T3 ERBERHEE Amazon ECR 7 E , LA AFFEMREMMR[MRBERERA KRB L FEFE

Mgetdescribe., MdownloadiEXK,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "Emr Serverless Custom Image Support",

"Effect": "Allow",

"Principal": {
"Service": "emr-serverless.amazonaws.com"

},

"Action": [
"ecr:BatchGetImage",
"ecr:DescribeImages",
"ecr:GetDownloadUrlForLayer"

1,

"Condition":{
"StringEquals":{

"aws:SourceArn": "arn:aws:emr-serverless:region:aws-account-id:/
applications/application-id"

}

}

}
]
}

ZEMREELEREaws : SourceArnR BRI EREERL, IAMEERFRYES
#@aws:SourceArn A REMRE M RFE S B EARERNARNEAMEE, WE Amazon ECR fEEE
BURWEFHER , BSREILEBFHE,

Z 2 HPRF
EA BRGNS  FEBTHIEE

- BIENERREFERTAERE (Spark & Hive) MRAER (Hliemr-6.9.0) W ERERE K,

« EMRERIIRESE ZRE Docker FE =P H[ENTRYPOINT]HE/R[CMD]=HIE R, A Docker fEZ iy —
¥R , HIA0[COPY][RUN]., F[WORKDIR].

« B BHITMEIETEZ_HOMERF JAVA_HOMESPARK_HOME , ~FE{SRHIVE_HOME., . MRS,
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/repository-policies.html
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- BFTREEN K/ NTEEB 5GB.

 WMREHK Amazon EMR ERMG PN —#URER jar , TeEEHE AR RIEREE kB

« Amazon ECR FEEEZEHRE AWS EiF £ ARMEBEMRE R REFEAER,

X EVPCEHEUE

BRI LASEMRE [ RESEARERNREAEZEIERNIBHNERZERIEVPC , i Amazon Redshift #
£, Amazon BERDSESHEVPCHIKEH Amazon S3 fEFirE, SHNEMRERRSEEARRES
HIHGESRZE. VPC RIFTESR , EMRE[RSSHEVEAEANARER , URAZ M,

(® Note

MRERELREARIERANE Hive PREVPCEREERE , RIAARZEFIVE, WFENM
RESNED Hive FEFRENMEBET  F2REPEFRERE.

BYEAER

f[EVEARS| EEL  BULBREBRTREVPC , ¥iIEEEMREMRRF[EAREREN AIUERN 71
BRMEZEEE.

VPCs

EECISERNFHENERILEE (VPC) 8. [EYERAER] EESSIVPCsHFA SEEZEN AWS
[E .

T8
BEQUSLENAENTHEE. VPC TEVYEAREN, EESSHEVPCHER BENAE 71,
BEHAY TR A ARIE TR, ERTFHEBNMERKERTEZXREREREFE,

HRRERERNEHER , FTEBRLEEREANATRENRHIRE, BERENATRE , F2HES
NATFE,

¥ Amazon S3 B , FHRABNERENATEHESRVPCIHE, BERE S3VPC wE , F2HEILRHE
B,

FRARAEZEDHM AWS BRFE £ VPC (6120 Amazon DynamoDB) Z 4} , 8 4AE R EVPCii Bk
B, NATEEREMNVPCH B AWS k¥ , FSREEAVPCIHE,

FREVPCEEVE 46


https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/metastore-config.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-working-with
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-working-with
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html#working-with-privatelink
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BT ALVPCERBA HRBERECATNENTHE. RIBFER , EMRER KRS HEHY Worker
MAMER , ARERZ£M%.

E&EMA AWS Config , EMRE[RERE A B E T{EE R elastic network interface I B it k. A&
R ERERNAKA , FEEEE AWS: :EC2: :NetworkInterface AWS Config.

@ Note

ERLBEZETAREENSEFRRK. ERRALEEN FHEERETHEMRERRZE
AEXRBNTHES. S8 Worker BEEMBCH FHEIE LEFE—@ IP L, FHREEE
TR EE RN IP uk , SUEEFTEIREIH Worker BB . NE FHEBREINFMAE
A , 552 Bthe section called “FHAK IR BN FEEE

R

BE— (AR ETELNENEHEBANZSEHAE, (BYEAES] EEEYHENVPC. EMREM
RS SR 2 M EBHABEM INEVPCFHIREAY & M4 4388 2 £ A,

(® Note
BREREMREMRFEAEXZLENNZEMERE, EXGRENEEAEAMNETNR

£, Bl | ZEE Amazon Redshift &£ & , B LAEZE Redshift MIEMRE [ RIS LT £ &
HBEERERA | WML T &R R

Example /5] — B2 Amazon Redshift #5£ /B

1. BWARENHAKEP —BEMRER RS L2 FEHIEE Amazon Redshift Z£ 88,

Type BAKE EIZIREE IR
£ TCP TCP 5439 emr-serve
rless-sec

urity-group

2. RREEP-—EEMREMMRB[EZEMFHENGHREBFERA, BUUAERARESANEP—&
REATUEIME. B, B NARBAAEERENGHRE,
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Type BAAWHE HiZIREE B #9 it
FrIERE TCP ALL 0.0.0.0/0

RE , B LUSE HFRERS]IAS Amazon Redshift 5., REEEARERNXZEE Amazon
Redshift #5E#ETEAR |, LLIIBEFTHA.

Type BEAWE EEREE HIR
£ TCP TCP 5439 redshift-
security-
group
LB
e bl TEREL FRAEXEESERBEMREMREEAREXVERER,
BB TEHITHE

£ [Job ITFHMER] EE L , B URE TEHHRENTAHAERAN FRRK. FI8 , THERSER
1BE FHREERE — B TR P T,

TR N HKEEE

AWS B REEFHEPEIHN , FHKRE Amazon A A IP itH FEVPC, it , EH /16 @K
EEVPCHAA IP It H&ZH 65,536 BT A IP itk |, L IP frut AT A FHRARIES 5 K 2 ER
NHBES . Blan |, EATLAAS L ETE o W E T HBE% , BEFREEEEER 17 BEER 32,768 B A IP
ftt, FRBNRITAEEA , BEZEESE,

FRBNRTEELEZNEMRERRSEEARINBERRES, S, MREE—EEARIER 4 @
vCpu IT¥EE K MARZUERZE 4,000 EvCpu , AIBHNERERNZZSEE 1,000 EIEE , T8

Al 1,000 EEENH. BREEZETAREEL FREK. t—K , EHESHER , EMRE[
RESMEEERAAENERT , EFRANTARSHER SN TESMEELENBRIENEE, Hit , £
SRETHEEFHESETFBEERSR 1,000 B EATA IP fiit,

REEA 48
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FBETESKNPNIRBER 22 9 FRE , FTEEME 1,000 BRENEH. FAAR 22 WOSHEREF
BER, i, /23 WFAREZRM 512 8 IP 7k |, ™ /22 WIEZSAIEM 1024 @ , ™ /21 WEE
BIfR{ 2048 @ IP fusit. AT RAEREWRTE R ARG /16 fRESHEF 22 BEEVPCH 4 BF
Mg sl, TRAMATAN IPutzEBEEEEZE , RASE FREEPWEITE IP utM&xE—1E 1P
firuk 2B AWS.

F#83 1D F B A4t FHERRIE £ |P it %5 B AN PN ATAMIP

3k ik

1 10.0.0.0 255.255.2 10.0.0.0- 1,024 1,019
52.0/22 10.0.3.255

2 10.0.4.0 255.255.2 10.0.4.0- 1,024 1,019
52.0/22 10.0.7.255

3 10.0.8.0 255.255.2 10.0.4.0- 1,024 1,019
52.0/22 10.0.7.255

4 10.0.12.0 255.255.2 10.0.12.0 1,024 1,019
52.0/22 -10.0.15.255

BRZAMEENTHFEHRERESRANITHFERE, EABRKN Worker KNFERDIBEBEN
H. g, £/ 16 fElvCpu THEEAXREBAENBERERHIS 4,000 @ , &= vCpu FE 250 ETIFE
X, B 250 ETA IP iUt FEEHMBRBENT. EFEBEEANNMNPIRIER 24 WL ETHEDH
B FHEE% , eefniE 250 ERER N E. EMAR 24 BNESE R/ NBERHA DR 250 @ IP ik,

NMREEZEEARIAZEALAFER , ISEFERSEXELAMEEAEXNERERRESH. Fl
m, MREE 3IEEARERNER 4 @ vCpu ITHEER , MESEEARIRKZAIUERE 4000 @ ,
B#E vCpu & 12,000 EvCputk F B REERE , BISE FRER&EE 3000 ETA IP fzit, IR
BVPCEFAM IP UntBERE , FELAEMATA IP UuNHE. BB BAHMEREERKA
( CIDR ) #REd. VPC MEFMEFN , 552 Amazon VPC A EERVPCH IS EibIPv4CIDRIEH]
EBRIR Y [EBR 2R 3T B

BRUERRERS TR —RIREEL FHEBEESR , WiwBE TR/ IP vut&HE,

TFRERBNREEE 49


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#add-ipv4-cidr
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#add-ipv4-cidr
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Amazon EMR £ @ iRE3 221818 18

Amazon EMR EffRFREARIXNETERESREEAREXARMNTEBHNEERERE. Amazon
AENERARFEMREM T MELMEEE : x86_64 M arm64, EMRER RS SERH —RNBITE
BUAREDEH , ALEHNEARXITUCABRFNNHTER R MEFSSNHEANSE D,

£}

- 5 64 48

« ff/ arm64 £ (EHF)

- KHEFEIEXENFTEAER

- RERENEARARXUERAELF

- FABINFENEIESE

£/ 64 218

x86_64 RBHLIEA 64 (Ut 64 LT, x86_64 REMAEMREEAEXNTEREE, HWEBER
x86 EEeR , WARASHH IBE TENEXERE.

RZEERARENHEE x86 FRBFAHEE , WHATLAETERRAY x86_64 B LR IN#IT. T8 , MREE
HWERAEREE 64 (U THBARM |, BA LAY E arm64 HE A Graviton EEEFRIEFA 3hee. EERE
SRR, 27 x86 B LHTHR A/ DBITHERBMELL |, £ arm64 B LHTHTEENKAE
Ko

FHamc4 RE (EHF)

AWS BH FREREFTRLRET AWS £/ 64 (U TARMERMER %0 , FIA armb4 248 ( LBR
Arch64 = 64 {7t ) « ARMFTEAE AWS EMRERIRBFRUNENE FREFRIIERITIEED on3
BRENH 2 RER, HE x86_64 RELHITHRASFTHAFALL | BLEEIR A Spark M Hive T
SEHREHEENESNE. EMREARSF[EETHNBER T BBERSHT —KNEESR , KEFTH

EME5 DAV Al FHR B & — KAV EERR.

HHERENEXENMEREN

ERTHER-EHIERREEA arm64 RENERAER.

£ e 3] 50
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AWS CLI

EEHEFEASI N TEESRNERER AWS CLL &, IEEARM64EFWarchitecture®
2lcreate-applicationAPl, EHMBHPALHNEARNREMEENE.

aws emr-serverless create-application \
--name my-graviton-app \
--release-label emr-6.8.0 \
--type "SPARK" \
--architecture "ARM64" \
--region us-west-2

EMR Studio

ZEZM# A EMR Studio Y Graviton RESBEBERER  BEERIRIEFNEREXRREE armo4
EAZRBRIE,

RERANERARAUEREL T

B AR B Amazon EMR ERRFEAERNREREAE D (arm64) £ EBEE SDK AWS CLI ,
HKEMRI{EE,

HERRANEARENRE x86 BiLAL arm64

1. HEREEANESHFNIEIERE AWS CLI/SDKXFarchitecture2#,
2. MERREIEEREHT, AREFELERAER,

aws emr-serverless stop-application \
--application-id application-id \
--region us-west-2

3. EZEFEHEAERNLUMEA Graviton , i B5ARM64BF architecture28I8E, update-
application API

aws emr-serverless update-application \
--application-id application-id \
--architecture 'ARM64' \
--region us-west-2

4. FERFEAEIHCPUEBREAREARMGS , FBFEHA get-applicationAPl.

REANERAERNERASI DT 51


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/emr-serverless/index.html#cli-aws-emr-serverless

Amazon EMR Amazon EMR #ERSEE A FIE™

aws emr-serverless get-application \
--application-id application-id \
--region us-west-2

5. EfgmiER K FEFTRBEAER.

aws emr-serverless start-application \
--application-id application-id \
--region us-west-2

RS hFEEEEE
EZER arm64 X8 Graviton MBIEMRE @ RESERAER 281 , SR NIIEE,
ExAM

B2 E Graviton (arm64) EARBRIER , FREHBIREEFNENEEE 64 LT BEHEB. ARM
MEFBBWAA Python B EHEIHEFTIZEBEERN Python EEREFNENR , F2EEZEEMR
(A fr3 £ A Python B &,

EEE—F T BN Spark =X Hive TEEBREEAMEA 64 (L7TARM |, F2E AWS EHFAMF
MELE, GitHubltfEEFEESZ ST #HEERERERARMER Graviton WS4EER,

EEE1E 52


https://github.com/aws/aws-graviton-getting-started
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£ HEMRE [ ARZZASEREA S3 RIRE —[E1T

£ Amazon 7.2.0 R ESEMRMAH , B BASEMREZ [ AREFEE Amazon S3 Express EEFEFEE
BIEEER , MESHTEENITEEHEHMEL, S3 Express One Zone 2 —EENEEMWE R
Amazon S3 REBEEA , TAXZEHEERBNEAERINREH - 10 EVNERTR. E%F
BF , S3 Express One Zone & Amazon S3 HREEE N & 5 NN ERY 4T

AR

- S3ERE—EEHEFT — & S3 Express E—EEHAHITENE (HlI0 GETLIST
HRPUTE S3 Y L) B, REENERRETUCreateSession, EBHIAMBERAA R
#Fs3express:CreateSessiont&PR , LAE S3A EIZS W LA IY CreateSessionAPl. INEEHR
WEF AT EHIBR | 5826 B {EA S3 Express One Zone,

« S3A EHEET — BHERE Spark A SIREEEMFEFLERIN Amazon S3 REFEFIER , &
HZEE Apache Hadoop #1385 S3A., EEFEAEERS , BHEARME S3 MURIsfEAs3aBE, M
BRE ,BULEERRN s3 M s3n &BEINERRKEEE,

EEEE 3 HBHER , BEETIEEMERE

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]
EEEF 3n FRER  BEETIESRERE
[
{
"Classification": "core-site",
"Properties": {
"fs.s3n.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3n.impl": "org.apache.hadoop.fs.s3a.S3A"
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-one-zone.html

Amazon EMR

Amazon EMR #ERSEE A FIE™

}

BAMAE A S3 Express One Zone

AEBTHSRAKERN S3 REZER,

1. EMVPCix%, #imEi#H ¥ com.amazonaws.us-west-2.s3express®|VPCimE,
2. F5EfE Amazon EMR @RS AFIIRME | BIZ EH Amazon EMR MRAEZER 7.2.0 RE = MRAH

FERRER,

BENEAEXSERERAMELNVPCIHE ., FAEFHEBEENZEEE.

4. #&CreateSessionERMIBELN TIEHTAE,

"s3express:CreateSession"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "*",
"Action": [
]
}
]
}

5. BTENIMNE, FEE , ELAEFASIAERERFE S3 Express BE—EEFH 7T HE.

aws emr-serverless start-job-run \
--application-id <application-id> \
--execution-role-arn <job-role-arn> \

--name <job-run-name> \
--job-driver '{
"sparkSubmit": {

"entryPoint": "s3a://<DOC-EXAMPLE-BUCKET>/scripts/wordcount.py",

"entryPointArguments":["s3a://<DOC-EXAMPLE-BUCKET>/emr-serverless-spark/output"],

"sparkSubmitParameters": "--conf spark.executor.cores=4
--conf spark.executor.memory=8g --conf spark.driver.cores=4
--conf spark.driver.memory=8g --conf spark.executor.instances=2

BiAE A S3 Express One Zone
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/vpc-access.html
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--conf spark.hadoop.fs.s3a.change.detection.mode=none

--conf spark.hadoop.fs.s3a.endpoint.region={<AWS_REGION>}
--conf spark.hadoop.fs.s3a.select.enabled=false

--conf spark.sql.sources.fastS3PartitionDiscovery.enabled=false

} 1

B S3 Express One Zone 55
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HITER

HEEAREA R , BB IERXEZRARR. XENMEOAELR AWS CLI L#TEL T, &
HtgRBEMREMRKRSE LA EERAEXAEENERE.

F&E

o EEBITARE

 # EMR Studio R A#ITIE
- ¥17I4E AWS CLI

- EFREH R LRIER

« BRI

o RILTIHE

- BETHE

« EMREEIBREE Job R1E

- PREFREE

- B2 —E7FH S3 X AWS FEEMRE M RESNIRE
- RHPMEMRERRESAVEEER

EERHITIRRE

BB EEHNITIRRZE Amazon EMR £ R REFEHETHE | EHEHITEEASUBMITTEDAREE, T
AREEAYSUBMITTED#E® , RUNNINGE R|iZFAILEDSUCCESS, Z{CANCELLING,

ERBITAIRER AT AREE

M EPUN
ERX 18 TEHITIR X ZEEMRE [ AR R # 16 T/E

R, THESFHFHERAEN, EMREMAR
R RAMEEE TEITIE RIEF MR,

N

3E PFiERR E R TIERT , UEEE AR H
TEEIEFEHERAT.
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M ik
B EMRE BB EHERARRM THEHIT , &

BEEDEERUATIH,

#}ITH EMRERBRREEHEILERUFTENER ,
BTIFEREBRAZEATHIT, # Spark BA
BAH , EEKE Spark BEERENERER

running AR&E,

KB EMREMRESEE LS T HERTRIZEH
B, kKR, MEFBEL THEX
B{StateDetails WIEMEER , F2H.

Success THEHITERINT K.

BUHE CancelJobRun APIEEREUEIT/E#T , =
THEHITRE., EMRERRI[IERIVEHERRE
RPN IELBHRER,

2 BUH THEHTERDIEGE , EEBREERANER,

& EMR Studio =¥ &8#TITE

B L TEHITRXEZEMREMKREEEARER , ¥ EMR Studio EEABBE LIE, EEXE EMR
Studio A TEVRBEFTEMREMRRS[EARER K BERRKTZEABBERATHNIER.

RERTH

B EAEIHF EEL  SUUERR TSRS TEEHEEMRERRREARER.

Spark

1. % "2%. s BATFERTHERE,

2. # "HTREAE. RuT , HAEMREMRFZEAEXNE THEATHAIRENIAMA RS
B, fEE-TEBHTERAS® , F2EAmazon EMR E[ARZRH Job BHITREREAE,

3. EESHBNuEMRMMND , MAESHIEEHRITIARKE Amazon S3 LB, HREXMEZE , AR
AT LA —1{@ Python ( .py ) XHZRJIAR ( .jar ) X,
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Amazon EMR Amazon EMR &EiRi&e5F FiEm
4. MEELHESTENVNERIARER  F7 "FEEA, MuP@a AEAITEEARNERRRE,
5 (EEMN) mAHSHMUNE.

. I H — BABMEZE AR Python IS ENEMEIH, LHEXEAEREL
SH, SEH S WEFISHSES 8.

- EXBY — BB Spark BEEE , W EA i AT Spark #HREES

® Note

MREIETE Spark BBEFMEATER K/ , AIXEERAERE.
fEBHspark.driver .memoryOverhead Mg ERBEENER
{Espark.executor.memoryOverhead, iCiEEIE/NERNWTERES 10% WA
fracRfE , &P A 384 MB., HITEFAFNRERE—ETEEBIERNE. 4
# , 30 GB I{Espark.executor.memorydhf B K{EHLER 27 GB,

. Job fHRE — EUBMUFEETMIEHARE, BaAFEREETHARRESEARNNER

Lk
iBRE,

- HARRE-BUEHEM AWS Glue BRI R BRMATRAETE  YEIBARARKRE. &
B -SHEBETRATERE K F2ATEFRLE. fRE-SHERAEARKER
ARSI TS,

- B — B EITESEREGEARER,
6. iEIE Submit job (RXEH).

Hive

1. & "HBB, BuF , WA TERTHEE,

2. £ "HTREAR,) BuP , BAEMRE[RSEAERTE LTEHTRURBHNIAMARS
A

3. ERTHBANEMAT , BAKETHBREEHRNITIARN Amazon S3 LB, ¥ Hive E¥ |, 55
B4R Hive (.sql) BXR,

4. (BREM) WmAHSWAUMNE,

« MBRLETHME —BA Hve dTREBTZH , MBRILRENESHLE.
- REExBE-EREEBUERS , XHELFRPEAEM Hve RES R
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« Job #H%E — IEEM A TIEHRE, BuUFEREE THEERBEEERAEXWERMBERE, R
Hive ¥E% , hive.exec.scratchdirif Bhive.metastore.warehouse.dirghive-

sitefAREHPHINEREMH,

{
"applicationConfiguration": [
{
"classification": "hive-site",
"configurations": [],
"properties": {
"hive.exec.scratchdir": "s3://DOC-EXAMPLE_BUCKET/hive/
scratch",
"hive.metastore.warehouse.dir": "s3://DOC-EXAMPLE_BUCKET/hive/
warehouse"
}
}
1,
"monitoringConfiguration": {3}
}

- HMERE — RASEM AWS Glue EREIBRBATRETE , WISHEHRENRLERE.
FRE-SIEBPRBEFERE A F2ETECRLE, "EE-IHRBRARNARKRE
H , F2REFLK.

- B — BT EITEREREERAER,
5. 1#Z Submit job (IREH).

BRBEBAT

Ba L RtEAER "THAEF L EELH "Job 1T BERETET , B THEHTHITHT
ATHATEL T BIMFS

HUE T — HERBUEERELRUNNINGREERY TAEHIIT , BRIBLER, e RE-SHBBE THEHNTE
%, FSREEITIRE,

BRI —BFEERENHTHIELERRR , FHEELLESR,

#1T T4 AWS CLI

WAL, HIRFIMBR AWS CLI, BERUSIHFAIE THEUEECH—B TR,
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EERXHMIE, BFEAstart-job-run, REEBEHTZEABEINNEMAIE , AR TEE

B, MEEXNEGF  BFSRE AT, WFE Hive &1 , F2RAEETE, LiET2EEMAE
fapplication-idARN, # new job-id,

BEELHTHERENRFFERE, WRIESTEBLIIGENE  EMREARSSEEKER
Ho TERRIEA 12 /N, ELMBIEHNTE , B LS REREREREAFTESIEERNE,
FHABME BexecutionTimeoutMinutes &,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--execution-timeout-minutes 15 \
--job-driver '{

"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/scripts/create_table.sql",
"parameters": "--hiveconf hive.exec.scratchdir=s3://D0OC-EXAMPLE-BUCKET/hive/
scratch --hiveconf hive.metastore.warehouse.dir=s3://D0C-EXAMPLE-BUCKET/hive/warehouse"
}
A\

--configuration-overrides '({
"applicationConfiguration": [{

"classification": "hive-site",

"properties": {
"hive.client.cores": "2",
"hive.client.memory": "4GIB"

]
}I

BEHARTIE , FfEMget-job-run, ItESTESEE THFEERRBNIM TENRERE.

aws emr-serverless get-job-run \
--job-run-id job-id \
--application-id application-id

BEIHEN T, FEMAList-job-runs, kM TEELR—EEESNEY  EPaFTHEER, R
ENMEGSEEL, MRETVERMELE , EUTUEEEEENRATHFEE , &% 50 @, T5
#HgRELEEER LAMTHRMETHE,

aws emr-serverless list-job-runs \
--max-results 2 \
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--application-id application-id
EZERUEIME , BFHcancel-job-run, $Rapplication-idtEEEUE job-idz TEMF,

aws emr-serverless cancel-job-run \
--job-run-id job-id \
--application-id application-id

WEBRMNMAHT IHENFMEENRA AWS CLI , FSHEMRERREAPIZE,

{52 P 18 B 1 { L R Bk

£ Amazon 7.1.0 R ESEMRIMAH , &7 LAFE#1T Apache Spark = Hive {1 AR ELH
WBRE , L& 110 BEE T HEEHNNEE, HEERBRAL  BERERSEHETRMHAES IOPS
(B® /0 X)) , UNRERBERE WD EEBEREENBNIEE, BEREHEITELEE
18 Worker % 2 TB (Bt X/ , LB URIBTEEHERREBENBE.,

TEEH

RERHECHRERTIER,

« BIOPSMAE — MM RELHRTIRMBEIOPSLLREMBHTE SAVHER , 7 Spark M Hive EH AR E
A TRERE TSR , ETENFARRERE,

« EARMBEBRAN — BERRECHERESM TS 20GB 2 2TB WHBE A/ | FHILETURIRT
EEHEFEENTE.

B IR E H

ASETISR , WEEITEREPEARBRBRRECEER.
Spark

1. FERATHEMRGSEMYEMRSS 7.1.0 RERRER,

aws emr-serverless create-application \
--type "SPARK" \
--name my-application-name \
--release-label emr-7.1.0 \

P B L 5
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--region <AWS_REGION>

2. # Spark TERREATES B spark.emr-serverless.driver.disk.type#l/
B spark.emr-serverless.executor.disk.typefEFAREMRELRRHIT, BULIER
—EAxXMESE , EREUARENERRERSG,

aws emr-serverless start-job-run \

--application-id application-id \

--execution-role-arn job-role-arn \

--job-driver '{

"sparkSubmit": {

"entryPoint": "/usr/lib/spark/examples/jars/spark-examples.jar",
"entryPointArguments": ["1"],
"sparkSubmitParameters": "--class org.apache.spark.examples.SparkPi
--conf spark.executor.cores=4
--conf spark.executor.memory=20g
--conf spark.driver.cores=4
--conf spark.driver.memory=8g
--conf spark.executor.instances=1
--conf spark.emr-serverless.executor.disk.type=shuffle_optimized"

} 1

WEFFMER , 5820 Spark TEBM,

Hive

1. FEATHEMRGSERILEMRES 7.1.0 EARER,

aws emr-serverless create-application \
--type "HIVE" \
--name my-application-name \
--release-label emr-7.1.0 \
--region <AWS_REGION>

2. # Hive T#hREAEEZEhive.driver.disk.typef/shive.tez.disk. typefFFFE
BWREHEHT. ZUUFEA—EmMESE , EREURAENER 6,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
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--job-driver '{
"hive": {
"query": "s3://<DOC-EXAMPLE-BUCKET>/emr-serverless-hive/query/hive-
query.ql",
"parameters": "--hiveconf hive.log.explain.output=false"
}
'\

--configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"hive.exec.scratchdir": "s3://<D0OC-EXAMPLE-BUCKET>/emz-
serverless-hive/hive/scratch",
"hive.metastore.warehouse.dir": "s3://<DOC-EXAMPLE-BUCKET>/emz-
serverless-hive/hive/warehouse",
"hive.driver.cores": "2",
"hive.driver.memory": "4g",
"hive.tez.container.size": "4096",
"hive.tez.cpu.vcores": "1",
"hive.driver.disk.type": "shuffle_optimized",
"hive.tez.disk.type": "shuffle_optimized"

]
}l

WMEBFMER , Hive TEEM,

ERARELNBILEERERARR

EZ2RETHEF |, LB Amazon 7.1.0 EMR R AEBRNWEARENX, ELEEAEXEETIEM :

- 5 EFRLEMIKILH Spark BEBIERX , BEEEBHENHHE 2v CPU, 4 GB Wi , LA 50 GB #IBE
BB R L RERR

- 50 BEENBILNBTER  SEATEFHESR 4 vCPU , 8 GB WM 500 GB KIFEHEBRE
1474

EERERNSNIT Spark 1EX£RF |, TELAMFEATBLEDBILE Worker , RESHERESE TR ETE
BRAZBE 400 v CPU # 1024 GB HIEEiEE, TiE , B LLEBEDRIVERTHIAREEXECUTOR,

R ER
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Amazon EMR

Amazon EMR #ERSEE A FIE™

Spark

aws emr-serverless create-application \
--type "SPARK" \
--name <my-application-name> \
--release-label emr-7.1.0 \
--initial-capacity '{
"DRIVER": {
"workerCount": 5,
"workerConfiguration": {
"cpu": "2vCPU",
"memory": "4GB",
"disk": "50QGB",
"diskType": "SHUFFLE_OPTIMIZED"

}
},
"EXECUTOR": {
"workerCount": 50,
"workerConfiguration": {
"cpu": "4vCPU",
"memory": "8GB",
"disk": "500GB",
"diskType": "SHUFFLE_OPTIMIZED"
}
}
'\

--maximum-capacity '{
"cpu": "400QvCPU",
"memory": "1024GB"

} 1

Hive

aws emr-serverless create-application \
--type "HIVE" \
--name <my-application-name> \
--release-label emr-7.1.0 \
--initial-capacity '{
"DRIVER": {
"workerCount": 5,
"workerConfiguration": {
"cpu": "2vCPU",
"memory": "4GB",

R ER
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"disk": "50GB",
"diskType": "SHUFFLE_OPTIMIZED"

}
.
"EXECUTOR": {
"workerCount": 50,
"workerConfiguration": {
"cpu": "4vCPU",
"memory": "8GB",
"disk": "500GB",
"diskType": "SHUFFLE_OPTIMIZED"

}

'\
--maximum-capacity '{
"cpu": "40Q0vCPU",
"memory": "1024GB"

} 1

BRI

EMRERMBRPHERTIER—EBEIHRER  IRLUEFEARNEESMNEEERER. EER
BESITHTFRHARRES , AEENIERBEEERR. SREXRKESTENRNENEENT
&, PIEnEFERRY 0 47, FESRERIMEZRESIZE, EMREMRSFZFREZTREZECEE |, flR
BEI/ERE. RER HAaNKEgEE  URESRERRES,

UTR—ERRITENERARG

o JEFEVEFHY 2 AT — Amazon EMR Serverless R B REB TRBEUEFRIBN A RNEERRER ,
RSN EEERBH (PIMARER. BRESENRBERER) STHRS T, WESRME
AR IR R E AR B RE,

« FEmER — BRSO WENBRRAUBIINTRERNSIEERER , RUUFEARRELESHRE. £
FAFEESR LEEPHATIEFENRHNFERER,

- BESIZ —SREETUREFRAETHENYFENEZEE, ERMERBTANRFRABRMAEA
LA ENBF R SR MY AT RE M

c HRBEOSN — BRIETUEBEERER , fliofx, BSME , R EtABT LUR F N6
hEERIBS, FRIMNEERMEE,

- YIBEHE (IoT) 247 — BREBTUEREMDHRE loT £B, BESTESEBRNSEERER ,
Rt B AT EE R, FERMHEENMEAM 0T 2 ERARG
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« BERSN — REBTURENSTREBUEIBBRARFNEBRBIE, ERALEERNDHE
AT ON , E—SPEBERAETA, BAMLERERR  URKE(LITHREEED.

- EREENDNT — BRERCTUEEREMKS. BARANBRRENTEER. ETAKE
HEFRER, BHER  URRERERENREE,

EMRERRFZFNEREXSEDRETHRE  ERTIRENES :

- BEER —EMR ERARSSEBHEHATMELABNIE K MEZSEFE@MA,
- ATHAEDE (AZ) HE — MRFEKR AZ R4ERE  EMRE[RSSEBBERIELRZEER TN
A A B,
- AFER
- REBE — ATEAENENRBMREEFEEE , EMRServerless S E WK B R TENGHEE, B
B ATBh L RC Sk BB T RE 2 H T AR A,

- LB — BB EANERMEERGENMIEERBEPNHE, ELRERZEEMN spark B
RECHARRE K BRttEREHEEER,

X ENERMRIFENE RHENER
EMRE A B 25 7] 52 2 ¥ A B R SR M 8 H B eHERER B ELE A

- TEMNEAERRIR — Amazon Kinesis Data Streams., #H M Apache FXF# Amazon ZE =
R, AR BBEREEN Apache FRFHEE., RIBEFEEL , Amazon 7.1.0 RESEMRIRAEE Amazon
Kinesis Data Streams & 1283 , EIEB"‘T%EE.L&T?&E@%E%E’\JE#O

- XENEHERHZWEE — AWS Glue E#E B #%3% , Amazon S3 , Amazon Redshift , ZH# , Postgre
SQL FEXSQL , F&3 , Microsoft , FIIRZ K ILSQL , = £ M4 1 bl 08 25 £A38.,

Z 2 HEPRH
ERBATHE  BRETHNZREANRE.

« Amazon 7.1.0 X ESEMRIRA X 8 B iR EK,
« EMRServerless TR B RIEXSRFEHT , A BEEREHITREFRIE G TEMNEITERE,
- BRRIEXIEEE Spark 5|ZBME , ZSIBENEE BB REEZ L,
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-spark-structured-streaming-kinesis.html
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-710-release.html
https://spark.apache.org/streaming/
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- EMRERRFSERBEARRER , MASEEZETEAERDRE. MRAMNEFRXEER
TEIREORENRE , ISEDHIRFETHLEUELTIHRER, ARERAEA—DMRRNIRK
MER, ZULSLKERERES 1210 XRERzHE. WHRFMER , F2EH Job BEF,

- BERIEEAREUTHERENEENRER , RHHEMRERRSR TUAREH NV REREESR
T, MEFMER , 52 E Apache Spark XHHHFEABEH LR ER,

B iR &R T/E

ASHETIER , BB A6 BRI A,
1. FERERKEEM Amazon EMR EARFEVEAREN, FIE , ENEARXLEHIT Amazon

7.1.0 HESEMRMZA,

2. FERRXNEERER , FBModeB R ESTREAMINGBERERITIE , LU THRAE AWS CLI
B+,

aws emr-serverless start-job-run \
--application-id <APPPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'STREAMING' \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://<streaming script>",
"entryPointArguments": ["s3://<DOC-EXAMPLE-BUCKET-OUTPUT>/output"],
"sparkSubmitParameters": "--conf spark.executor.cores=4
--conf spark.executor.memory=16g
--conf spark.driver.cores=4
--conf spark.driver.memory=16g
--conf spark.executor.instances=3"

> EBIMIEERS

RMEZRAPRRBRARENESR , LIS ERBTARREWES.
TR ER BIRIERER

Amazon Kinesis Data Streams & #28
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-710-release.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-710-release.html
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B Apache Spark B Amazon Kinesis Data Streams EiZE MZEELE VR REARNNEE |, MU
BV R B Amazon Kinesis ERIE RN ER LA EREA, HEZSRIEEENELER , SEBA
WS A A R &S E 2MB/ ¥, RIFTEE , Amazon EMR &[S 7.1.0 RESRA TS EE
2 ANEFEEEUR THEMEINEYS,, WEEEEESNFMER , 528 1 spark-sql-

kinesis-connector EHE GitHub,

AT 2 A {E A Kinesis Data Streams EZ35 AR A T/ERTHIEH,

aws emr-serverless start-job-run \
--application-id <APPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'STREAMING' \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://<Kinesis-streaming-script>",
"entryPointArguments": ["s3://<DOC-EXAMPLE-BUCKET-OUTPUT>/output"],
"sparkSubmitParameters": "--conf spark.executor.cores=4
--conf spark.executor.memory=16g
--conf spark.driver.cores=4
--conf spark.driver.memory=16g
--conf spark.executor.instances=3
--jars /usr/share/aws/kinesis/spark-sql-kinesis/lib/spark-streaming-
sql-kinesis-connector.jar"
}
} 1

= EE#R % Kinesis Data Streams , B4 AR EEEFVPCEEENEMRERRF[EARER , X EH
VPCIm B R AFRAATE., HEANATEERS A RFIE. MEFEER , F2REZEVPCHFER
B, ZUXEREENIERTHRRACEEGXENERNEAER , TeFAMENER SR, BE
H—55 T BNAERTE Job BHTHBAE®  E2E Amazon EMR ERRBEMNIBITHREAR, ME
FIEXLE#RINTREE 520 Eispark-sql-kinesis-connector B GitHub,

Bl R 27 R R R IE RS

AREXEBCRMAMTFRFEESEREEAMENFRERES , & Maven FREFTH, It
EIEBZ A 7B Spark F BB REARAEFENER , YAEAEREABREEN Apache Kafka , AR IE
AR Apache Kafka B Amazon 2 E &, MEEHEESINVFMEN , 5528 Apache Spark FREAX
HHRMEBLER + FRFEEEN.

THIEHIREBUAE TERITERDEE Kafka E#ER,

aws emr-serverless start-job-run \
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https://spark.apache.org/docs/latest/structured-streaming-kafka-integration.html
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--application-id <APPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'STREAMING' \
--job-driver '{

"sparkSubmit": {

"entryPoint": "s3://<Kafka-streaming-script>",
"entryPointArguments": ["s3://<DOC-EXAMPLE-BUCKET-OUTPUT>/output"],
"sparkSubmitParameters": "--conf spark.executor.cores=4

--conf spark.executor.memory=16g
--conf spark.driver.cores=4
--conf spark.driver.memory=16g
--conf spark.executor.instances=3
--packages org.apache.spark:spark-sql-

kafka-0-10_2.12:<KAFKA_CONNECTOR_VERSION>"

}
} 1

Apache Kafka B #EERABUAR EHWEMRE [ IRESEZITIRA T FER Spark RN, EEREENFX
A | BEEERELR + FXFERER.

EEFEBIAME 5 # FAE AR Apache Kafka B Amazon SE &R , B4 AT E R —EMEMKME , A
f Kafka E1Z836E50 1B BEHF| Amazon, MSK IAMINEFMENR , FESE (R ) Baws-msk-iam-
auth FHE GitHub, Rt XERETERTHREACEELENIAMER., T %)/~ 0% ER
SREIAMBRFEEEEA,

aws emr-serverless start-job-run \
--application-id <APPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'STREAMING' \
--job-driver '{

"sparkSubmit": {

"entryPoint": "s3://<Kafka-streaming-script>",
"entryPointArguments": ["s3://<DOC-EXAMPLE-BUCKET-OUTPUT>/output"],
"sparkSubmitParameters": "--conf spark.executor.cores=4

--conf spark.executor.memory=16g

--conf spark.driver.cores=4

--conf spark.driver.memory=16g

--conf spark.executor.instances=3

--packages org.apache.spark:spark-sql-
kafka-0-10_2.12:<KAFKA_CONNECTOR_VERSION>,software.amazon.msk:aws-msk-iam-
auth:<MSK_IAM_LIB_VERSION>"
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} 1

EEMFEAREB Amazon # Kafka EBiZBRMNAME HRBERNE , MSKEX BAREEEFREMNEMRE
FAREEAER, VPCEW THNERE Internet FHREIRERR , I FANATHIEIFHRE Maven K FBRARKR.

MEFHMEN , FB2HEREVPCTFIE, FRESEAEERBEREENT LT Katka BE, ERE
H Katka BEEBEREEELEABEAR Apache Kafka B Amazon S E £ , B2tk

BRITIFRCHEE

Sy

BRTIELE Spark BARKEERABHTHEVREBE. RERATH LREBRRTEE
TaeR{EFIFTE T AR LN A DRSS, DEBETHYCOERREFEE | 151 RRREY
TRMERIIERR. NEHMET , FSHEBLRHE,

AFHEBE

REAZEENKHETA , BREXBLXE Spark EHRHKNCHEBE., UESEELENFEE
7, F2RAEAZEEREFELE, FRFRTRERKFEANT A MERERHENER K EH4ERE
AREE NIFEMEEEND, EXBEEERBHFBNLASELSH MR NFFE Spark BARERF
Ul tEFATRESEHSEENRA , LEEFMAE Amazon S3 RHEH AT K.

£

ABBEEROSHREEEN A/, Bk Spark BRERLFMAKRFZAIFTERAEB 1 GB WEHRRHEHR
EAIRER, WMEBFHMERR , F2SB Apache Spark XHFHEEER M.

K16 T

B LATER type 2 BEREANERARER E#1T Spark T/ESPARK, 1EF#%EEEL Amazon EMR 1T
IRAFEBHR Spark RAFEAE., Hlin , E4EE A Amazon 6.6.0 EMR MRETERE | BHEBHSEE
Apache Spark 3.2.0 & . NESEMRAZEARIXRANENR , F2BAmazon EMR E [ REF 1T
R

NIETESH
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- sparkSubmitParameters— ELREEEAE TN HAM Spark 28, FRUHSHUBERER
Spark Bt , fIMNEBHEXNCERBIHTEREE |, Hli--confH--classs5|HPERNBE M,
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- BEEARAHPRENEEREEERB IERER.
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AR R AERMNEFIRRE D EdynamicAllocationOptimization,

[
{
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"dynamicAllocationOptimization": "true"
}
}
]
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15,
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RO EERARRPEMOET
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ss.allocation.batc BERNARHE, SEREE
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ss.driver.disk.type i
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spark.executor.cores BREITEFERANAKE. 4
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actory.class
spark.jars ERMEESEFMBAITESF  NULL
HE 1T R ER AV H At jar,
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to.enabled H, ESEEX 2.2.0 BHM
S RFE R
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spark.submit.pyFiles E7% Python EARX P HE NULL
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iE5R 0 REE, PYTHONPATH
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SR HiR FERY
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TYEE S ERIEZHR DR
Ko

class FERZFHERE (AR Java M NULL
HFHERER ) -
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iR DU TR
driver-cores BEEENERNZOEE, 4
driver-memory EEEXEANCERRE. 14 5
executor-cores BEATEFERANAZE, 4
executor-memory HITEFFEANAER. 14 57
files LLE SR FRRY XS R E NULL

ESERTEFN IR &
B, BRI LAEASparkFile
s.get( fileName)#ITIER
Fh I L8 SR SRR 1R

jars EgesEEHELANHTERX  NULL
FRIRE LMW jar WESR D IRE

o

num-executors ERBNEITENRE, 3
py-files EREEEAPYTHONPAT NULL

H 7 Python EEAEN
#.zip.egg. Bi.pytEERAIE
R REE,

verbose B RN L fib Br &R e HH AR I8, NULL

RIEHIBIF

THEHNGFERT WMAEAStartJobRUNAPIZREIT — @ Python B4R, tIFEEALLE IR end-to-end
BERE K F2EHKBEH Amazon EMR £\ RES. B EEMRER REFES] GitHub BEEP K
e # 1T PySpark TAEFETIE Python A4k 4 By E A & i,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

RIEHIBIF =7


https://github.com/aws-samples/emr-serverless-samples/tree/main/examples/pyspark
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"sparkSubmit": {
"entryPoint": "s3://us-east-1l.elasticmapreduce/emr-containers/samples/
wordcount/scripts/wordcount.py",

"entryPointArguments": ["s3://DOC-EXAMPLE-BUCKET-OUTPUT/wordcount_output"],
"sparkSubmitParameters": "--conf spark.executor.cores=1 --conf
spark.executor.memory=4g --conf spark.driver.cores=1 --conf spark.driver.memory=4g --
conf spark.executor.instances=1"

}
3

TE/MFFERT WAEStart JobRUNAPIHIEIT— £ XJAR,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {
"entryPoint": "/usr/lib/spark/examples/jars/spark-examples.jar",
"entryPointArguments": ["1"],
"sparkSubmitParameters": "--class org.apache.spark.examples.SparkPi --conf
spark.executor.cores=4 --conf spark.executor.memory=20g --conf spark.driver.cores=4 --
conf spark.driver.memory=8g --conf spark.executor.instances=1"
}
} 1
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AR 28 B TR A
BETESH

EREREStart JobRUNAPI{T Hive TER; | MU BIBE T IS HE,

BESHY
- REETTHFETE
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« monitoringConfiguration— R LR AJ1EE & HLEEMRER AR I Hive EHE BFFEHN
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RS EELNERER , YAEMER AWS BiE BN TEEERTHME.

 applicationConfiguration— EAAZ B P REEENHY K UBEEAEINNWERERE,
BAUEABREERREERE , CAUSEERTNEREN K. JSONEEMHRRASE. BHM
BEANEMREREFER. BEHECEEEERTERNREER. BAUUZE-YHFAZEERARE
NIEEZ @2 ISONE,

(® Note

AANERE>EERSENEMRERRSRRAME, Hlan , BFT Logdj WD % , spark-
driver-log4j2Bf#spark-executor-log4j2i@AR 6.8.0 RESRA,

NREBEEARFBEENEESHEEMENERE , BESHESL, THEESKEERESERIEF
BESI B RSB EIEF

- BRMIER Hive BEH —H P WEBEE--hiveconf property=value,

- BEEAEAPRUNEESEERBD THERESR.

- BEEVERARERruntimeConfigurationfrriR HAVAERE,

« Amazon R EITHREMRIERM RIE{LEEE,

- ERREXNERFARRRBAERE,

NEERARABRESARE  URETFATHEERERNFEES , F20. EMREMMREHN
FRRERRENERE

METEBM

TRHIHBER Hive TERFSBEREN L ERH,

RE R
hive.exec.scratchdir £ Hive E#HTHRE  EMREMRRIZIELEF
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ax e

fs.s3.customAWSCre
dentialsProvider

fs.s3a.aws.credent

ials.

hive.

join

hive.
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i, MIRNBRETHRES, B
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Credentials ProviderChain
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|
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ATRUE, NEFERNEHASE
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queries,
hive.default.filef CREATE TABLEFRANHITEER  TEXTFILE
ormat EEEX. MREECREATE
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[FORMAT]® {57 , RIATLABH
BEEIIE,
hive.driver.cores AR Hive BEBIEFERNAZ 2
£
hive.driver.disk 1% 55 B B 12 =X MO RGTE K/ 20G
hive.driver.disk.t W EEREE SRR ER, b
ype
hive.tez.disk.type Tez TEENTEKRD, R
hive.driver.memory 18 Hive BREBEFHEREEA 6%
HAFE, BELEBETCLIM Tez
FEAEFEHAEZ RN FE
20% B ERZME,
hive.emr-serverles EFTE Hive 5 EEREHPER
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hive.fetch.task.co EETIEAH—EE MORE
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hive.log.explain.o
utput

hive.log.level

hive.mapred.reduce
.tasks.speculative
.execution
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ainers
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RpERETEENEABBN
ERERR.

EENBARIARE , 5
T EHBENE AR D E K
‘Norg.apache.hadoop.
hive.ql.io.Combine

o fEO

HiveInputFormat

RRRBRS

DAG5E R B e U BR BB #1814
ERERIE,

&

org.apache.hadoop.
hive.ql.io.HiveInp
utFormat

0.25

TRUE

TRUE

org.apache.derby.j
dbc.EmbeddedDriver

NULL

jdbc:derby:;databa
seName=metastore_d
b;create=true

NULL

TRUE

BEEMT

87



Amazon EMR Amazon EMR &R A F 5
RIE iR ¥ERR
tez.am.emr-serverl £ Tez AM BFEHER
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iled.attempts BERMMERRE LR, Eff
HFTEHEFHRIENER
REL
tez.am.vertex.clea —{EEERE  MEFTERBIEER 0
nup.height #ERT , TEZ AM #EMIBRTE
BREEE, EEAOR It
IhEE 2 EERA., Amazon 6.8.0 &
ESEMRMRAZ#ZF L IhEE,
tez.client.asynchr EHEMREMMRIFESR Hive  FALSE

onous-stop

BEATSBIEN 2 BT HESA4H
B’IE,

BEEMT
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RE iR AR
tez.grouping.max-s THFIHARDER (LFE 1073741824
ize REN ) . LhBRFIABA LB X
Mo El,
tez.grouping.min-s PHFEIHOARNTR (AFE 16777216

ize

tez.runtime.io.sor
t.mb

tez.runtime.unorde
red.output.buffer.
size-mb

tez.shuffle-vertex
-manager.max-src-f
raction

tez.shuffle-vertex
-manager.min-src-f
raction

REN ) . WRHEAIERS

N Elo

Tez ¥i8a h 1T HE /7 B Y BRR
FHEH KD,

Tez TEZEBANERESEH
HEEREKRD,

EMRE Al R 25 HET= B Al TR B HY
B I (MR RScatterGa
ther E#R) , HETREIRIR
TS, ERFEBRTES
FHREMITERE |, Emin-
fraction #Mmax-fract
ion ZEBRMEMER. EASR
B FREStez.shuffle-
vertex-manager.min-
src-fraction , BKE
REE,

EMRE R AR5 4 B a1 TE 25 5E
BI{fEzaiAATHRIRIRL
ED 8 (MR RScatterGa
ther E#R).

BiR Tez THRERBTERE
|

RiE Tez THEICRBEHERE
=]

0.75

0.25

BEEMT
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RE iR FEER
tez.task.emr-serve £ Tez TEREPREKEYIR
rless.launch.env.[ EEYREE, ¥R Tez T
KEY] 1, kEEgBEhive.emr-
serverless.launch.
env.[ KEY]{E.
tez.task.log.level EMREZ I fR25EES Tez TE  INFO
A RFCERB AR
tez.yarn.ats.event AM EERAZ I EESEHE 300000
.flush.timeout.mil BREVEFRE LR,
1lis

12 & T /ERHI
T %72 X 5 &5 7 &6 an{a] 5F A 11T Hive &EFStartJobRunAPI,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/hive-query.ql",
"parameters": "--hiveconf hive.log.explain.output=false"

}

'\
--configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"hive.exec.scratchdir": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/
hive/scratch",
"hive.metastore.warehouse.dir": "s3://DOC-EXAMPLE-BUCKET/emr-
serverless-hive/hive/warehouse",

"hive.driver.cores": "2",
"hive.driver.memory": "4g",
"hive.tez.container.size": "4096",
"hive.tez.cpu.vcores": "1"
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]

&R BAEEMRE ] AR 25 #84) GitHub &7 B 3 B 2@ #1177 Hive FERYE th g5,

EMR#Z {d] ik 2§ Job k18

EMREMRELRA 7.1.0 RESMADE THERELEINXE AL ECRADERTALBNITHE , &8
ERFTHRMA, ITHEEENS—EFER K MR AZ BEE[HE , EMRERRFDEE TEANTES
TR T A B (AZ).

HEMAFEENITHEER  FRETFENERRA. EFRRATRAREMRER KRS EEMRIRKR
REBEMME THF, #RNMBRTFRIEELARA , R ETTRIRER R BT TFIRERED,
TREBHANMBRERZEN THEREEINITANEER,

FRITAR

ERH

ERERRBELIRR

RBRIERE
TEERHITIHF,

Batch T/E R EREER , Eit
EMRE A fRES — 2 EMR
BEH#ITIE,

RFFEZ 10 REA.

BT

ERARREHNT TR
REXME , —FEREINTT
=

FREEZERES , AE
A LARRE R R E AU ERT
BFHAARAE | MEEZE Amazon
SIHFHMERVE. EMRE
AR SR E R ERHITHW
T, MEFMENR , F2HE
Apache Spark XX #/ §9 F ##
ERRLABPER,

ERTIEERRENEITRLIE
EHIzhee , Rt MR TEE—
PREBREERY , BAEARR
EFLEERTHE. —/NEFAK
RARERXEATIR, &M B
HEERERRBRERTR 1

RN
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https://github.com/aws-samples/emr-serverless-samples/tree/main/examples/hive
https://spark.apache.org/docs/latest/structured-streaming-programming-guide.html#recovering-from-failures-with-checkpointing
https://spark.apache.org/docs/latest/structured-streaming-programming-guide.html#recovering-from-failures-with-checkpointing
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BRIETE BRI

10 2@, BEEBITRZE
ARH. E1RRTER.

EEMREMBREDEMATIAER , cLEEHERRRATHERL , MELTUESZERERTIE
Mt TAERY A amB A

BT L E R EMREZ R IRBFAPIESR S, AWS CLI A8 F TERERE N REFHE THEREENHEBNE
Ao MEFHMENR , BF2EEMRE [ REEAPIIEE,

BIETERY , EMRERBRSRTEERHTHRIE, EERARRIENER , FEFRBRRTERT
BFeR EmaxAttemptsZ 8, ltmaxAttemptsSEEEARAXIE, BREA 1, RRTEEFHH
TIE. EZHNER1E10(E).

THIEHIREIAERE THEHITRHIEERS 10 REFHRE

aws emr-serverless start-job-run
--application-id <APPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'BATCH' \
--retry-policy '{
"maxAttempts": 10
A\
--job-driver '{
"sparkSubmit": {
"entryPoint": "/usr/lib/spark/examples/jars/spark-examples-does-not-
exist.jar",
"entryPointArguments": ["1"],
"sparkSubmitParameters": '"--class org.apache.spark.examples.SparkPi"

EMRUMREREELY , BARFEERBHEST, EEMHLRAEEELIERNARMERTE |
EEARBRERIEERNLEEES], maxFailedAttemptsPerHour lt 2 BB EEMRE
ARFEFELEHAN N ERAATFHARER R LR, EREARS, EIWES 1210 ().

aws emr-serverless start-job-run
--application-id <APPPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--mode 'STREAMING' \
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https://docs.aws.amazon.com/emr-serverless/latest/APIReference/Welcome.html
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--retry-policy '{
"maxFailedAttemptsPerHour": 7
'\
--job-driver '{
"sparkSubmit": {
"entryPoint": "/usr/lib/spark/examples/jars/spark-examples-does-not-
exist.jar",
"entryPointArguments": ["1"],
"sparkSubmitParameters": "--class org.apache.spark.examples.SparkPi"

} 1

0 T S H AP S TR X VS EREXNEA. S0 , Bl attempt S BBEEL BT E
H, UEEBEBEEIGetJobRUNEERWHMET., NEXRETSattemptB Y , XS EEHHS
HERNET.

aws emr-serverless get-job-run \
--job-run-id job-run-id \
--application-id application-id \
--attempt 1

ttListJobRunAttempts{EREBEETHEHTHBZAMBEERNEEER,

aws emr-serverless list-job-run-attempts \
--application-id application-id \
--job-run-id job-run-id

ltGetDashboardForJobRunfE¥ S WERBURLA AREFER TEHTUISHERRER.
ZattemptZEAILFEMRESE —URLEBENER. MRRTEattemptSE , kX SEOEBRRH
EXRNEA

aws emr-serverless get-dashboard-for-job-run \
--application-id application-id \
--job-run-id job-run-id \
--attempt 1

ERERBRERFER

Job HEZEHEMEEMREMRD[ TETERANHESH. EMRERRSEESXRERTIERER
Mt EHS, BUUERALBARER TENERAE. NEEESHNFHEER , 528 Amazon
EventBridge =4,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html

Amazon EMR Amazon EMR &EiRi&e5F FiEm
FRAEHRREBIFG &%

BXREMREMREFERIIER , EXFTELEBCWREEE. AEREMRER IRES 7T LA hibigiE L
H553211 %) Amazon S3 # Amazon , CloudWatch MAEBEEM HZ , EMRE[REEEE S3 A
M A CloudWatch FERARBBIEXNPIEIR , LB EEENERTR.

LT R XA B 5,

'/applications/<applicationId>/jobs/<jobId>/attempts/<attemptNumber>/".

g T HEAREMRER RSB SSERXEXRERNWAE BF M ZE Amazon S3 H CloudWatchH B 15 E
NiE, MEFHMEN , F2RRFELHEE,

® Note
EMREM[RBFASEMARRTEMNEACHAESNIRTHEFERLIEF THEN.

FRREFHEE

Hive F TR ERRBFERRNERET (SRERER., WRIBBNENEE) WEPULE, &
REMREZMARSR , B LERRTREMNREEEFTHFEFIENTRERED,

Hive F#EF#E M {ERE :

« FTLAL AWS Glue Data Catalog
o —{ESNERHY B bE B 4 R T IF R

£/ AWS Glue B H & AT EEFHE

BAUEEENE N E/EZFER AWS Glue BRI E#MABETEERE, EL/EEXRA M
EHRERTEERARER. BREILANFTREHER K RAZZEEHALERE AWS IRF, NEHEE

FERE &% WEFMER |, B2RIEA AWS Glue EXIER, BEEE AWS Glue EE , F2E AWS
Glue EEO

A UG EMREE (7] B 28 TAEERTE AR AWS Glue E¥ B MBI/ AWS 1RF EAEHNERER
HETEH AWS IRF.
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/logging.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://aws.amazon.com/glue/pricing
https://aws.amazon.com/glue/pricing
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El&E AWS Glue Data Catalog

HEREERBE  FEELEEANEMRERRFEAEINEE,
Spark

& & F FH EMR Studio BBEMRE A k25 Spark FEARERNREITTIERF , AWS Glue EXIB %2 8RR
W REERIE,

B8 FEFASDKs=® AWS CLI , A LA fE TEHITH sparkSubmit$
2lcom.amazonaws.glue.catalog.metastore.AWSGlueDataCatalogHiveClientFactory
#spark.hadoop.hive.metastore.client.factory.class#HRERES, THIEHIFERM
fAI{£ A AWS CLI.

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/code/pyspark/extreme_weather.py",
"sparkSubmitParameters": "--conf
spark.hadoop.hive.metastore.client.factory.class=com.amazonaws.glue.catalog.metastore.AWSGI
--conf spark.driver.cores=1 --conf spark.driver.memory=3g --conf
spark.executor.cores=4 --conf spark.executor.memory=3g"
}
3

HE , B LASparkSessionfE Spark KIEFAIEFE BRFREBELEE.

from pyspark.sql import SparkSession

spark = (

SparkSession.builder.appName("SparkSQL")

.config(
"spark.hadoop.hive.metastore.client.factory.class",
""com.amazonaws.glue.catalog.metastore.AWSGlueDataCatalogHiveClientFactory",

)

.enableHiveSupport()

.getOrCreate()

# we can query tables with SparkSQL
spark.sql("SHOW TABLES").show()
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# we can also them with native Spark
print(spark.catalog.listTables())

Hive

HREMREMARER Hive BARER , BN EHERERNTEENE. AR , EEEEMREMR R
27 Hive BAREN LHITERR | Hive EPREFREEALKIEER B &P AWS 1RF EAEH
ERERF. EFFEEHLEE (VPC) I EAER B HMATREREME.

EZ5M Hive TEFR , WMIFFEMN AWS REIAMERR R #LAK Glue &R Bl AWS Glue

X E EMRE 7] AR 85 MBSk = 7HL AWS Glue Data Catalog
EEREEMRERRBNBIRFER , EXEEZATHIER AWS 1RF:

« AccountA— —fE AWS IRF 22V EMREMRREBEABREIANNLE
« AccountB— —1{E AWS IRF &&— 1 AWS &£ FEEMRE [ RS TEHITEIHN Glue ER A,

nlh

ERETNEEESHMBES S SERREAccountBMiINEF R ER B $&AccountB, LtEEREE|
EREAccountABENBIRFER , ME¥ AccountBH &P ERHAITHEZE,

{
"Version" : "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::accountA:role/job-runtime-role-A"
11,
"Action" : [

"glue:GetDatabase",
"glue:CreateDatabase",
"glue:GetDataBases",
"glue:CreateTable",
"glue:GetTable",
"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
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https://docs.aws.amazon.com/glue/latest/dg/getting-started-access.html
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Amazon EMR

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetUserDefinedFunctions"

1,

"Resource": ["arn:aws:glue:region:AccountB:catalog"]

1]
}

2. HBIAMEAFIEZFWEMREM[RES TESTREA® , LlAccountAEA BT FE

FAccountBHER B HEIR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:CreateDatabase",
"glue:GetDataBases",
"glue:CreateTable",
"glue:GetTable",
"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetUserDefinedFunctions"

]I

"Resource": ["arn:aws:glue:region:AccountB:catalog"]

3. FBRIEHIT. LITBRERBEMRERRS[EAENERMEEETE, AccountA

Spark

WMTBIEHIFFR , Ehive-siteD FHER

Espark.hadoop.hive.metastore.glue.catalogid@t. Replace (BUfX) ##-## ID

Hha&ER B 4%/ ID AccountB,

2/ AWS Glue BH B AT REFHRE
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aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
--job-driver '{
"sparkSubmit": {
"query": "s3://DOC-EXAMPLE-BUCKET/hive/scripts/create_table.sql",

"parameters": "--hiveconf hive.exec.scratchdir=s3://D0C-EXAMPLE-BUCKET/
hive/scratch --hiveconf hive.metastore.warehouse.dir=s3://DOC-EXAMPLE-BUCKET/
hive/warehouse"

}
A\

--configuration-overrides '{
"applicationConfiguration": [{

"classification": "hive-site",
"properties": {
"spark.hadoop.hive.metastore.glue.catalogid": "AccountB-catalog-id"
}
]
3
Hive

WMT5IEHIFAR , Ehive-siteD EHFEEhive.metastore.glue.catalogidB®
. Replace (BUfR) ##-## ID EHBEEHR B K ID AccountB,

aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
--job-driver '{
"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/hive/scripts/create_table.sql",
"parameters": "--hiveconf hive.exec.scratchdir=s3://D0C-EXAMPLE-BUCKET/hive/
scratch --hiveconf hive.metastore.warehouse.dir=s3://D0C-EXAMPLE-BUCKET/hive/
warehouse"
}
A\
--configuration-overrides '{
"applicationConfiguration": [{

"classification": "hive-site",
"properties": {

"hive.metastore.glue.catalogid": "AccountB-catalog-id"
}
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]

{5 F BF Y5 B =18 AWS Glue Data Catalog

& O] LATE Hive IASADD JARARRINEEBIJARs, MNEHMEE K F2EMFEABNZEE AWS Glue &

e S\ Ep e B T 17

BRI LEEMREZ [ AR R Spark F Hive {5 E A& #E I/ EB Hive REZRIE , 20 Amazon
Aurora 5 Amazon RDS for My. SQL ZEizR B t{AIE%EE Amazon RDS Hive F#EFEHE, FREMRE
VPCEMREZRIRB[EBUE AN EERE,

Rl — SR E T T

1. KRB —VPCETWIER , B EFIE FHH Amazon Virtual Private Cloud
(AmazonVPC),

2. fEFA#E Amazon VPC MAE FRAKEVEMRERRBEARER, ELFERAREEMRER RS
EREZRXRVPC , c8EARIEEN S/ FRARMIE elastic network interface. A% , &
BIEENLZSHEENNEZMRNT,. EFLNERRFHBEG, MENMRENFMAENR
VPC , F2 B EVPCHFEE,

3. £ Amazon VPC WFE 7B+ AlZ —EFKASQLI Aurora Postgre SQL E{iFE, MEMMEL
Amazon ERDSHEMFFHENR , FSRE L Amazon ERIRDSEHTEE.

4. {RERIEH Amazon RDS BRI EHTEETHIE , £k My SQL = Aurora ERENZ£EA |
LA RBEMREMRFRZ £ HENIDBCER, EF —EEMREMRRBRDST 2 EENE
BWARBWRAUAZTRZEEE,

Type BAHBE ERREE R
£ TCP TCP 3306 emr-serve
rless-sec

urity-group
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hive-metastore-glue.html#emr-hive-glue-considerations-hive
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateDBInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html

Amazon EMR Amazon EMR #ERSEE A FIE™

BLiE 2 AR

£/ JDBC

& ERLEMREMPRET Spark ERARERNIRERDSAELRE|LL Amazon AEEMNFRASQLEIESE Amazon
Aurora My SQL #{T{ERRH Hive FHEFRE , FEFAER, JDBCEEXIE--jarsiTHspark-
submitZ & H&iEmariadb-connector-java.jarki,

aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/scripts/spark-jdbc.py",
"sparkSubmitParameters": "--jars s3://DOC-EXAMPLE-BUCKET/mariadb-connector-
java.jar
--conf
spark.hadoop.javax.jdo.option.ConnectionDriverName=org.mariadb.jdbc.Driver
--conf spark.hadoop.javax.jdo.option.ConnectionUserName=<connection-user-

name>
--conf spark.hadoop.javax.jdo.option.ConnectionPassword=<connection-
password>
--conf spark.hadoop.javax.jdo.option.ConnectionURL=<JIDBC-Connection-
string>
--conf spark.driver.cores=2
--conf spark.executor.memory=10G
--conf spark.driver.memory=6G
--conf spark.executor.cores=4"
}
'\

--configuration-overrides '{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET/spark/logs/"

} 1

TEHNRE R 2 —@ Spark AOSKZA , ©E8 Amazon L&Y Hive FEFREITRE. RDS

from os.path import expanduser, join, abspath
from pyspark.sql import SparkSession
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from pyspark.sql import Row
# warehouse_location points to the default location for managed databases and tables
warehouse_location = abspath('spark-warehouse')
spark = SparkSession \
.builder \
.config("spark.sql.warehouse.dir", warehouse_location) \
.enableHiveSupport() \
.getOrCreate()
spark.sql("SHOW DATABASES").show()
spark.sql("CREATE EXTERNAL TABLE “sampledb’. sparknyctaxi ( dispatching_base_num’
string, ‘pickup_datetime® string, ‘dropoff_datetime’ string, “pulocationid’® bigint,
“dolocationid’™ bigint, “sr_flag® bigint) STORED AS PARQUET LOCATION 's3://<s3 prefix>/
nyctaxi_parquet/'")
spark.sql("SELECT count(*) FROM sampledb.sparknyctaxi").show()
spark.stop()

15 A B R BR %

&R A EMREZ [ AR 88 Hive FEAR X FRERDSAE R EAISQLE Amazon Amazon Aurora FSQLEY
#HITERBMN D FEEEE Hve PEFHE, BEESEM , BFERE Amazon EMR 5 E &R
TEE RS, MRLELHEES —ESHMMAREZN Amazon EMR 5% |, B8 EFHE RELEMRE
AR ERAHERE | AlBIEFEEES,

aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/thriftscript.py",

"sparkSubmitParameters": "--jars s3://DOC-EXAMPLE-BUCKET/mariadb-connector-
java.jar
--conf spark.driver.cores=2
--conf spark.executor.memory=10G
--conf spark.driver.memory=6G
--conf spark.executor.cores=4"
}
LN

--configuration-overrides '{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET/spark/logs/"
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} 1

THRENGEF 2 FEAHEERAHEEEFEE Hive FREHREN AOEIESE (thriftscript.py).
FEEE , Zhive.metastore.urisBMHEEWRE AN Hive TFEREPEEL

from os.path import expanduser, join, abspath
from pyspark.sql import SparkSession
from pyspark.sql import Row
# warehouse_location points to the default location for managed databases and tables
warehouse_location = abspath('spark-warehouse')
spark = SparkSession \
.builder \
.config("spark.sql.warehouse.dir", warehouse_location) \
.config("hive.metastore.uris","thrift://thrift-server-host:thift-server-port") \
.enableHiveSupport() \
.getOrCreate()
spark.sql("SHOW DATABASES").show()
spark.sql("CREATE EXTERNAL TABLE sampledb. sparknyctaxi ( “dispatching_base_num’
string, ‘pickup_datetime’ string, ‘dropoff_datetime’ string, “pulocationid’ bigint,
“dolocationid’™ bigint, “sr_flag® bigint) STORED AS PARQUET LOCATION 's3://<s3 prefix>/
nyctaxi_parquet/'")
spark.sql("SELECT * FROM sampledb.sparknyctaxi").show()
spark.stop()

Al E e 58 1E
5/ JDBC

WMREAEELE Amazon RDS My SQL = Amazon Aurora #1T{EE EI5EINER Hive BERIEMNE |, AT
BEARNPRERTRERRE,

(@ Note

£ Hive 1, BRI LIERHFEEFRRUITZRAEA. IREEMEFRcBAAPRREETE
&Y FRELSTEEAKRBAMEBNTREFEERR  RECBARD - EAPERBERENT
B2 &,

hive-site BAREL T B EUHIEINEE Hive PRETFH.
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"classification": "hive-site",
"properties": {
"hive.metastore.client.factory.class":
"org.apache.hadoop.hive.gl.metadata.SessionHiveMetaStoreClientFactory",

"javax.jdo.option.ConnectionDriverName": "org.mariadb.jdbc.Driver",
"javax.jdo.option.ConnectionURL": "jdbc:mysql://db-host:db-port/db-name",
"javax.jdo.option.ConnectionUserName": "username",
"javax.jdo.option.ConnectionPassword": "password"
}
}
{5 FA i e ] AR =%

BRI LEEMREZR R ERARERRE R/ EZT AESQLE Amazon Amazon Aurora M & E Y58
BIERDSH Hive HEFEKIE, ySQLinstance Z EEE M , FFEHRE Amazon EMR 25 EEIR E#,
TESRARES. NRECRKREGHATHRMARESHN Amazon EMR #5£ | Y B EFHAEMRERRSE
AERE | BILBIBIEEHEE

Hll-

Ehive-siteEHRETHERE , LEEMREMRESE TUAFERERRGHGIEENE, FEZ , B&
ZAfhive.metastore.urisBMHREAINEL Hive REFFEPEE

"classification": "hive-site",
"properties": {
"hive.metastore.client.factory.class":
"org.apache.hadoop.hive.ql.metadata.SessionHiveMetaStoreClientFactory",
"hive.metastore.uris": "thrift://thrift-server-host:thirft-server-port"

}

FERANSHRENERNEZEEE

o BROLAELEEE MariaDB AN EIREIJDBCEA RN PEFR, ELERNENEFERDSAR
MariaDB SQL, FHKIF Amazon Aurora,

- TEGTEEBHNHRIL. WRENTEMRER Hive IRAWEXWRL  BEAREETEET

=<0

« EMRE[RRES T X & Kerberos B, BT e @ EEFNE[IRESE Kerberos BRFEEBEMRE
A AR 8S Spark = Hive E £ EFE A,
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https://cwiki.apache.org/confluence/display/Hive/Hive+Schema+Tool
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5 —{EFE S3 B AWS RBEEMRE [ ARERAI IR F

&R LA T — B 5 X #1T Amazon EMR ERRBFER AWS tRF WA HRER/FIER % —Ef#EF
R8HY Amazon S3 EFATETHNER AWS 1kRF . RNERBAMFAREREMREMR KRR S3 WEIRFfF
HY,

HEMREZMMRSR L HATHEBAILMER S3 BREFETEBERIBEASRTENABFE Amazon S3 H
BB R AWS 1RF,

BEARMF
#E A Amazon EMR BRABSREHIRSFN , BLEEB AR BEBHZRERE AWS IS :

« AccountA— EFE AWS L2 I Amazon EMR ERIRSEEARINIES . EREEIRFSFEUE
2H , BABAENKREHEHRBIFTHIER :
. BREBEHDHITEEN Amazon EMR EfIREEEARER.

- BEEEREABRRXHPHITIIEMEERN ITEHNTAR, NEFMENR , 528 Amazon EMR #{q
BRESHY Job TR AR,

« AccountB— iEFE AWS GE& %L Amazon EMR E@REB{FHEEFIM S3 F#ETENIERS.

£/ S3 mEIrB R FHIEIRS S3 B

EEFH S3 #FEFE account B from account A , # T 5IBURKE IR S3 % 1ZEr 8 account B.

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Example permissions 1",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountA:root"
I
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::bucket_name_in_AccountB"
]
},
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{

"Sid": "Example permissions 2",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountA:root"

I

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"

iF
"Resource": [
"arn:aws:s3:: :bucket_name_in_AccountB/*"

]

}

MFEMER S3 MEIEBURET S3 BIRFFHNFMEN , F2H Amazon BEMEITEBERBEERE
EETwEs 2 RETEEFERTEIRFHEEFAE,

EREBREABFEEERS S3 &R

% —%E % Amazon EMR & fR 258 E Btk B FEUH &R EAssumeRole i AWS Security Token
Service (AWS STS). AWS STS  —IH£ 18 Web fR¥ , IRZAFERHERRER. BRERNEE.
BRI UERAZEINRERZEZ AERAPIFIEMRE [ AREZFFA Amazon S3, AssumeRole

THSERRAIAEARE A BREMRERRSFFEIBIRS S3 &EH -

1. £l —1B Amazon S3 248 , cross-account-bucket , EHAccountB, MEFMENR ,
20 Amazon BEREREEAEEETHNELEEIE, WREEHESYH DynamoDB K&
WRE1ZEUE | B AT BAfE AccountB 23 DynamoDB &Rk, MEFMEN , 5528 Amazon
DynamoDB B A E1EEFHE I DynamoDB £ 1%,

2. EFE I AAccountBEEIMICross-Account-Role-BIAMA® cross-account-bucket.
a. A AWS Management Console A% 1 B RIAME$2 & https://console.aws.amazon.com/iam/.

b. BEAE® WEBY @A Cross-Account-Role-B, MNEEFBUMAMEILIAMA R FFME
#A, Bm2E JAMERERE) #1 (BIULIAMAE) .

c. B EERFEUEPRCross-Account-Role-BHIIAMERRE cross-account-bucket S3 fEFET
B T BEREBIR. REASIAMERMMMZECross-Account-Role-B, MEFMEN ,
ESB (ERER) PHIAM (EIZIAMER)

ERARENAS o


https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example2.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example2.html
https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::cross-account-bucket",
"arn:aws:s3:::cross-account-bucket/*"

]

}

MREEE DynamoDB FHUE |, BRI —RBIAMBER , U EFEEIRS DynamoDB XEVER,
REMBIAMERIM INZECross-Account-Role-B, MEFFMER , 752 B Amazon DynamoDB :
AFFRAMEREEEPNEERE.

LAUR R /A7 77 DynamoDB &RIEHIBIK, CrossAccountTable

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "dynamodb:*",

"Resource": "arn:aws:dynamodb:MyRegion:AccountB:table/CrossAccountTable"
}

}

3. #REE Cross-Account-Role-B AN EEHEE.

a. BEERTEABNETER , FARESB 2 FEITNAEEEIAMEE AP Cross-Account -
Role-BHY [E1FEAR] REIEH.

b. EENRESER R

c. B THEREBISIHE, iERFHFIob-Execution-Role-AFEFAccountAE{EECross-Account-
ROle—Bﬁ @:o

FRBENAE o


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_dynamodb_specific-table.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_dynamodb_specific-table.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :AccountA:role/Job-Execution-Role-A"

},
"Action": "sts:AssumeRole"

}

]
}

4. ¥F Job-Execution-Role-A AccountA AWS STS AssumeRole /2 EF{BRE%Cross-Account-
Role-B,

a. FEIAMIE&I & AWS BlRFAccountAd | iEEJob-Execution-Role-A,

b. UTBEMIARXHIEE Job-Execution-Role-A LLf25F Cross-Account-Role-B B&H
AssumeRole BjfE,

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam: :AccountB:role/Cross-Account-Role-B"
}

BEN ARG

BULEAE—BREARFEIIIRFHMNAME S3ER , HEMFH Amazon EMR 6.11 REGSMRA , &1
LEREZEIAMABE  UEERTRMNEIRS S3 EEFEITE AR,

TR

- FRH—EBREABER S3ER

- EREEZEREARBH S3 ER
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£/ —EREA BT S3 &R

(® Note
ELREBREAERE—REACK  BEAXKTHME S ERMESEAZAR , 85
fEentryPoint %,

NREBREFEAE-—REASREFIIRF B F0AMAE S3ER , FiEE T5HERE

1. fs.s3.customAWSCredentialsProvider S EMRFSiE B4R REHE E
Aspark.hadoop.fs.s3.customAWSCredentialsProvider=com.amazonaws.emr.AssumeRole;

2. ¥ Spark , @@ Aspark.emr-
serverless.driverEnv.ASSUME_ROLE_CREDENTIALS_ROLE_ARNFIspark.executorEnv.ASSUMI
EERBEXNMTEN LNIRBER,

3. ¥ Hive , @ MAhive.emr-
serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARNtez.am.emr-
serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARN., fltez.task.emr-
serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARNZR{EE Hive SRE)72
X, Tez EARRTHRN Tez THERSBRLHREEE,

THEfBRMAERARESE , NBRF FIRMEBEMREM R TEHRT.

Spark

THEHBRUAERBRESS , BBEIRSFIN S3 RMBEMREMMREF Spark THEHTT.

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {

"entryPoint": "entrypoint_location",
"entryPointArguments": [":argument_1:", ":argument_2:"],
"sparkSubmitParameters": "--conf spark.executor.cores=4 --conf

spark.executor.memory=20g --conf spark.driver.cores=4 --conf spark.driver.memory=8g
--conf spark.executor.instances=1"
}
'\
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--configuration-overrides '{
"applicationConfiguration": [{
"classification": "spark-defaults",
"properties": {
"spark.hadoop.fs.s3.customAWSCredentialsProvider":
"spark.hadoop.fs.s3.customAWSCredentialsProvider=com.amazonaws.emr.AssumeRoleAWSCredentials
"spark.emr-serverless.driverkEnv.ASSUME_ROLE_CREDENTIALS_ROLE_ARN":
"arn:aws:iam: :AccountB:role/Cross-Account-Role-B",
"spark.executorEnv.ASSUME_ROLE_CREDENTIALS_ROLE_ARN":
"arn:aws:iam: :AccountB:role/Cross-Account-Role-B"
}
1]
3

Hive
THEFFERMAEABREAR , FBEBEIRSFH S3 REBEMRE MRS Hive E#1T,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

"hive": {
"query": "query_ location",
"parameters": "hive_parameters"
}

'\
--configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"fs.s3.customAWSCredentialsProvider":
""com.amazonaws.emr.serverless.credentialsprovider.AssumeRoleAWSCredentialsProvider",
"hive.emr-serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARN":
"arn:aws:iam: :AccountB:role/Cross-Account-Role-B",
"tez.am.emr-serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARN":
"arn:aws:iam: :AccountB:role/Cross-Account-Role-B",
"tez.task.emr-
serverless.launch.env.ASSUME_ROLE_CREDENTIALS_ROLE_ARN":
"arn:aws:iam: :AccountB:role/Cross-Account-Role-B"
}
1]
}l

BRENAETRHA 109



Amazon EMR Amazon EMR #ERSEE A FIE™

FRERZEREAEHN S3 R

FEMREMAREFIRA 6.11.0 REFIRAH , BALRELSBAMAE , LEEFRTENBIRFERE
KRR, MREREERS B PEATENREACTFRTEN S3 ER , BEMBIEHATREAT
§|Jl !‘5;,52

1. fs.s3.customAWSCredentialsProvider S EMRFSHE R AR E
Acom.amazonaws.emr.serverless.credentialsprovider.BucketLevelAssumeRoleCreden

2. 38EEMRFS#HAE | fs.s3.bucketlLevelAssumeRoleMapping A& #E S3 HEFEIFBEZBIIER
BRMIRFE B FIAMBENEE, ZEMNKIXE Abucketl->rolel;bucket2->role2,

Blan | SEA L MERFarn: aws :iam: :AccountB:role/Cross-Account-Role-B-1HUE
Ebucketl , A& Farn:aws:iam: :AccountB:role/Cross-Account-Role-B-2R{FEE
[Ebucket2, T 54518 RMAEIRZERELCUEBIIRSE FERMEEMRE @RS TEHIT.

Spark
T o RmAERZEREARREIEMRER R Spark TE#HIT.

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {

"entryPoint": "entrypoint_location",
"entryPointArguments": [":argument_1:", ":argument_2:"],
"sparkSubmitParameters": "--conf spark.executor.cores=4 --conf

spark.executor.memory=20g --conf spark.driver.cores=4 --conf spark.driver.memory=8g
--conf spark.executor.instances=1"

}
'\
--configuration-overrides '{
"applicationConfiguration": [{
"classification": "spark-defaults",
"properties": {
"spark.hadoop.fs.s3.customAWSCredentialsProvider":
""com.amazonaws.emr.serverless.credentialsprovider.BucketLevelAssumeRoleCredentialsProvider"
"spark.hadoop.fs.s3.bucketLevelAssumeRoleMapping":
"bucketl->arn:aws:iam: :AccountB:role/Cross-Account-Role-B-1;bucket2-
>arn:aws:iam: :AccountB:role/Cross-Account-Role-B-2"

}
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]
}l

Hive
THEHIERAERZEREAGKREILEMRERRES Hive TEH1T,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

"hive": {
"query": "query_ location",
"parameters": "hive_parameters"
}

A\
--configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"fs.s3.customAWSCredentialsProvider":

""com.amazonaws.emr.serverless.credentialsprovider.AssumeRoleAWSCredentialsProvider",

"fs.s3.bucketLevelAssumeRoleMapping": "bucketl-
>arn:aws:iam: :AccountB:role/Cross-Account-Role-B-1;bucket2-
>arn:aws:iam: :AccountB:role/Cross-Account-Role-B-2"

}
1]
3

5E S HF AR EMREE (A R 2R AV #5328

EATHERBGERZEMIEERER Amazon EMR E[RRFAESEINE REE,

FE

- BREBAHBELR,

- R CHBRENGEARE, FHREEH

- $558 . SO EEUBIER. FRMEFME S3ER L EXHITREAGH S3 FHER.

« $882: ModuleNotFoundError: R B & H1E#H <module>, HEIMMEEMRERIEESF £ python
B E2RAFER.

&
i
E\"
=
i
au
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- HER  MEARIHTAR , <role name>AR/EC LA FEHKREA L BN S ERREITRE,

R B AFFRE LR,

LR R RBEMRARSBEEIREXTHE , RARARACERERENTE LR, BNEAEXNER
RRERH,

iFie  CHBRENRARTE, FHEBHE.

LEHRR TEEMRARSFELIRBHT THE  DARAEACEBERENTE LR, HNEAEAN
RARERH,

$HER | S IFEUKIER. FAREMTE S3ERLEBHTHREAEKN S3 17H
RERRo

LEHBRRTENERBEFTN S3 ER. BRTFATHRACEEFNIHAREMRMAR S3 ERNE
R, FEE—SHEBPITHRERAE , FF2HFAmazon EMR ERRERH Job BHITIEERAE.

§&55: ModuleNotFoundError: R B & W <module>, B MNAEEMREE
fR#EEE A python E , E2E A FIERM.

JE E5E 38 %5 — {8 Python R T A AR E KM, REAMKE Python EXEEB TR TSR, 1
B UAE 3 Python BXEHRMER | HSMEEEVREFREEA Python X,

538  EEAEEHITAE | <role name>EAEC AR EERKREALENE(TRE
BRIEITERE,

HHBRRTEATHFEENTEHTRERAGTEFE L HEZXACRBEMREMR RFERNSIER
R. EERIFIAVACREEFE  IBRERTELRREACNEEREA , F2REPRYIE RAmazon
EMR #ERIRERHY Job B ITIEER AR,
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EEMRIE Studio AEMREmIREEHITEBH X TI/EEH

B &

ERXNEAEARMAESNINENEMRERREEARER. £A Amazon EMR E&RIRBFEEBNER
23, BALUEA Amazon Studio FEER Jupyter ERAHITEE RN THEERH, EMREEBRER
THEEN, ERNERNER D HEREEA EMR Studio , &Ei® Amazon S3 #l Amazon DynamoDB && %}
ERETHNEREMTEDXN D,

EMRERRFFEHXNEAEANERAR2E

- ERTRREIER EMR Studio PHIIDELZEREVETLIE ST, ENBERRSNBHEEIER . Hif
BERUET O , RESERERIE Amazon S3,

- BRRNERERECARRREME , LIIHRHBFZE (ML) BE |, LERERETNEERR,
- BROHTMERRAENELBIUTEABARENESE , UEHNBXERREEA

AR

HERBEMREMRFEAEHNIEESH  BXAFETIER !

« EMRAmazon EMR 6.14.0 R ESMRA X EEMARSEESNERARER,

- EEFRESAEAER. BTEREXNIEEH , IRH EMR Studio ITEBXERLE , £F
BRENERNAC, NRFMAER K F2REFXTESHMEER.

BB TFEHARAFERER
BT ZBEVMRERRBFM B EAERL H , BESERIAME SR A BRELAER -

FRENEESXEAER

#%E EMR Studio WERAEN TEERR. MEFMEFR , 52 B Amazon EMR EBIEEHPMNE
E EMR Studio £ A&,

HITEBEMREMBREFIERN TEESH

3

REIEHTHYEAR, NFEFEET , F2RELIFITHERE,
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-user-permissions.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-user-permissions.html
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&= Z1¢t EMR Studio #ITEBXNFEELAK

BTy EMEREHIEZE Studio ERAENIAMEE :

« emr-serverless:AccessInteractiveEndpoints-E FHRMEZIEIEEEBNTER
EREFERResource, TEIER T AR EMR Studio T/EEM I ZEEMRE R RESERTE
o

« iam:PassRole-REBFEZGTEIEM MEZEEARIREANIAMBTHAGHER, # EMR
Studio T EMIMEEMRERREEAERNFEEENPassRole# R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EMRServerlessInteractiveAccess",
"Effect": "Allow",
"Action": "emr-serverless:AccessInteractiveEndpoints",
"Resource'": "arn:aws:emr-serverless:Region:account:/applications/*"
1,
{
"Sid": "EMRServerlessRuntimeRoleAccess",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "interactive-execution-role-ARN",
"Condition": {
"StringlLike": {
"iam:PassedToService": "emr-serverless.amazonaws.com"
}
}
}
]
}

EEENER

FATISESRETEFRE Amazon EMR Studio W E B ZhEEMEMRE R AR E AR AWS

Management Console.

1. KBPNTERFEBEA Amazon EMR ERREEVEARERN,

2. A% , ¥t EMR Studio MBI THFE , WFEAEFEREZIEMREMMBRFEARN, NMFFEE
7, FE2REMREMBKRFZAFIXHNIER 2 PHEBX THEERRSIER.



https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html#gs-job-run-console
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B r AR INE Studio THER , MREBAEXEARYT , ERAEXSEDREBHR, BT
UEERBERER  YESEAEXMMNE TEE 2 ERRE.

EEEAEAZE

« EMRAmMazon EMR 6.14.0 RESRA S EEARSESHAEAEN,

« EMRStudio 2 —EEMRERRF[EBNEAERBEANAFiK,. EMRERRB[EBNEARERT
Y H# T % EMR Studio Th&t : THEEHEEZE, SQLEE , UREEANERFRTHIT,

« RA Spark 5| BF X EEBHNERARER,

- XERERRERF X Python 3 PySpark M £ X E F R R,

- BALEE-EBAEARN LERKHIT 25 LA,

- RAXEEREHNEAREIN B RTE Jupyter ERAW KB RAPINH.

- RTESHRELCHREBER  RMARBE/AEDEXNITEARERLNHBILRE , YHETHBE
AEX. ECRERBEAENK K FREARRAEXECEESEWINETFERCERRE,

aws emr-serverless start-application \
--application-id your-application-id

- RIEFARR , autoStopConfigE#HEARNEA. ESERE 30 P EREMERAEN, Bl
fEcreate-applicationZupdate-applicationfER 2 F IHAKE,

- FHESNERAERE K BRERERD. BHEXANITEINELENBILEE  UABMITER
K, B8 Spark EEBRX THERBREBEFE — B O —EESHEN , HUHEMRERKSFEASE
EEMNBRICHEES R EEA LR BRIBEFRER , FEERAEDENEETMALDBLE
£ , EMRServerless @8 ZEEAERNPHE—EXR O THEENELVRILEE. SEKXOIE
E#EEM 4 v CPU H 16 GB Wit B, WEBNEEEN , 528 Amazon EMR EEEHMH.,

- BYEBEEEH v CPU RFEHE AWS IkF UBMTEBXTHEH, MREKRIATHA Lake 1%
NILWITHESH , BRED 24 v, CPUMRERM , RMEZEED 28 v CPU,

- EMRINREZREHMAERB 60 £iE , BARISFEBHRLEZD. EMRERRSESFTEELAE
B TER BRI DASREBN R ORAERRE., 28 LS ORBERFRE.

- FERAEEEHR TEAEM Lake Formation , 551 & Y EMREE 7] iR 25 FE A2 X
B¥ , spark.emr-serverless.lakeformation.enabledi#HREREAEruntime-
configuration¥#k#H spark-defaultsm BtrueT. BT HEBEZEMRERRE A

Lake Formation WEZEE. |, 5527 Amazon EMR # A Lake Formation.
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https://aws.amazon.com/emr/pricing/
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/emr-serverless-lf-enable.html#emr-serverless-lf-enable-config

Amazon EMR Amazon EMR ER#2R A FIEE
#EiB Apache Livy is B EFAEMRERRESHTEB XN TEESH

£/ Amazon 6.14.0 RESEMRARA |, & A LA M X BB Apache Livy im % |, BB E I EMRE [ AR
BHEREN K WEBBBRAEELARBITAFPHATES RN THEESH, Apache FIHEHERHEUTE
LR

« BAILUEIB Jupyter BEEA R £ i1 E LR 2| Apache Livy 4% |, 33%EiB Apache Livy N HEEE
Apache Spark TEE# ., REST

- $F¥EARE Apache Spark TRESTAPHEEEERMNWE RN Web EARER , £/ Apache Livy 1
%,

BRI

EEREEMRERREIEA Apache Livy i, BUBAFETHER -

o STRREBER Amazon EMR & @RS P WS ER,

« HEBIB Apache Livy mB#MTEBXTHEAH  LKFEERENERNAC, NFFHRENR
BRESXTFEHNLERER.

T
s

FREHO

BRT FEEMREMRRBH S ERR 2 , BELEK TIERIHIEEZENAMAE | FEEFE Apache
Livy in S EHITEARER !

- emr-serverless:AccessLivyEndpoints— R FEHEHR , WEZTEIEEARBA LIVE (Y FE
AfEF, ResourceBFEE W REPR T BEH1T AT Apache Livy i ##117T A ARESTAPHEZ,

« iam:PassRole— ®F1E#E I Apache Livy THERERFFERIAMBTACGHNER. EMRER RS
FEALLARRITENIEER,

« emr-serverless:GetDashboardForJobRun— ®FE4 Spark Live Ul FEREIFZ R FCSKELE MY
R | WIRMHFEGE S |, 5 Apache Livy TR R —202

"Version": "2012-10-17",

"Statement": [{
"Sid": "EMRServerlessInteractiveAccess",
"Effect": "Allow",

%8 Apache Livy WmEETEB X TEEH 116


https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/interactive-workloads.html#interactive-permissions
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"Action": "emr-serverless:AccessLivyEndpoints",

"Resource": "arn:aws:emr-serverless:<AWS_REGION>:account:/applications/*"
},
{

"Sid": "EMRServerlessRuntimeRoleAccess",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "execution-role-ARN",

"Condition": {

"StringLike": {
"iam:PassedToService": "emr-serverless.amazonaws.com"
}

}
.
{

"Sid": "EMRServerlessDashboardAccess",

"Effect": "Allow",

"Action": "emr-serverless:GetDashboardForJobRun",

"Resource": "arn:aws:emr-serverless:<AWS_REGION>:account:/applications/*"
}

BRI 1E A
1. ERIZE—1E Apache ¥ Livy BIANERER , BITUTW S,

aws emr-serverless create-application \

--name my-application-name \

--type 'application-type' \

--release-label <Amazon EMR-release-version>
--interactive-configuration '{"livyEndpointEnabled": true}'

2. EMREMMRB[ELEAENR , MEBERERX U Apache Livy in2 ™ Mo

aws emr-serverless start-application \
--application-id application-id

ERATHNGSRERNERARFNMRE, —BEAREERSTARTED , &R AJLAFE Apache Livy
Uit #h o

aws emr-serverless get-application \
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--region <AWS_REGION> --application-id >application_id>

3. EAUTURLIESFEURS

https://_<application-id>_.livy.emr-serverless-
services._<AWS_REGION>_.amazonaws.com

ImEERER  EUUARBRENEARIIRXTEER, BLRAERASIGVATEK S EFEREE TN
BAWBAREBERER, BUNEATIEERHATIFER

« HTTPAF i — B4 AFER BETHTTPA Fi%IEX Apache Livy iz BAPIHEE,
« Sparkmagic & — BB AR EHIT Sparkmagic BL , YEH Jupyter BERRARRERNEH,
HTTPE F i

£ BT Apache Livy THERER |, 844 Bemr-serverless.session.executionRoleArnfEER
FRWconfBHHRR., THEHHIREPOST /sessionsKREH,

{
"kind": "pyspark",
"heartbeatTimeoutInSecond": 60,
"conf": {
"emr-serverless.session.executionRoleArn": "<executionRoleArn>"
}
}

TXRERTFrE T FHEY Apache FIHEAPIIRE,

APIRE iR

GET/&%& BEmAERATFEBR TERERIEE.
POST/&%& BB ATED pyspark Rl — BN R EASHE.
GET/&%#/ <sessionId > BREEFEREE.

GET/&%#/ <sessionId >/ M R B2 FEAARE,

DELETE/&#/ <sessionId > 1% 1L 36 I BR TP ER o
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API#1E DU

GET/&%&/ <sessionld > /&HH REEEFNAERE,
POST/&&/ <sessionId > /& £ TERE R BATRRIR
GET/&%#/ <sessionId >/ B#5E / REEEPEEZETNFMAES

<statementId >

POST/&%&/ <sessionId >/ B4 / BUHIL P ENE T,
<statementId >/ BUH

7% 55 3R 3% 15 2 B 08 B3 R i 26

BB AT LAREHTTP A Bl ERE1ZEE R Apache Livy ii %, EEM A BEEERHEI UM A
ERIHEBTEARGINERS,

ERBMRHREEERZH  FRELESRETIERE

pip3 install botocore awscrt requests

LT RIEHTTPFE R E 2 21% Fin B HY R B Python M1 :

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
from botocore.credentials import Credentials
import botocore.session

import json, pprint, textwrap

endpoint = 'https://<application_id>.livy.emr-serverless-
services-<AWS_REGION>.amazonaws.com'
headers = {'Content-Type': 'application/json'}

session = botocore.session.Session()

signer = crt.auth.CrtS3SigV4Auth(session.get_credentials(), 'emr-serverless'
'<AWS_REGION>"')

### Create session request
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data = {'kind': 'pyspark', 'heartbeatTimeoutInSecond': 60, 'conf': { 'emzr-
serverless.session.executionRoleArn': 'arn:aws:iam::123456789012:role/rolel'}}

request = AWSRequest(method='POST', url=endpoint + "/sessions", data=json.dumps(data),
headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

r = requests.post(prepped.url, headers=prepped.headers, data=json.dumps(data))

pprint.pprint(zr.json())

### List Sessions Request

request = AWSRequest(method='GET', url=endpoint + "/sessions", headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

r2 = requests.get(prepped.url, headers=prepped.headers)

pprint.pprint(zr2.json())

### Get session state

session_url = endpoint + r.headers['location']

request = AWSRequest(method='GET', url=session_url, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

r3 = requests.get(prepped.url, headers=prepped.headers)
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pprint.pprint(r3.json())

### Submit Statement

data = {

'code': "1 + 1"

statements_url = endpoint + r.headers['location'] + "/statements"

request = AWSRequest(method='POST', url=statements_url, data=json.dumps(data),
headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

14 = requests.post(prepped.url, headers=prepped.headers, data=json.dumps(data))

pprint.pprint(r4.json())

### Check statements results

specific_statement_url = endpoint + r4.headers['location']

request = AWSRequest(method='GET', url=specific_statement_url, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

r5 = requests.get(prepped.url, headers=prepped.headers)

pprint.pprint(zr5.json())

### Delete session
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session_url = endpoint + r.headers['location']

request = AWSRequest(method='DELETE', url=session_url, headers=headers)
request.context["payload_signing_enabled"] = False
signer.add_auth(request)

prepped = request.prepare()

16 = requests.delete(prepped.url, headers=prepped.headers)

pprint.pprint(r6.json())

RFER%
HRERZE , FREAGCEE AWS BEHEHEPRE sparkmagic F#I1TEE +HVEER

1. BREZRESRLZENT. FIR , BRFEEATIDELSER,

2. sparkmagic &/ X EBFTRFESS , BB AT E sparkmagic OB E |, UEHESHE
ER, SIGv4

3. REEMREMMR:RBFIRE,

pip install emr-serverless-customauth

4. IRE , 1 Sparkmagic & json 15 RURLF R HFT B FE S5 M Apache Livy in RV, AN
TR REE XX,

vim ~/.sparkmagic/config.json

LT R&iflconfig. jsontER

{
"kernel_python_credentials" : {
"username": "",
"password": ""
"url": "https://<application-id>.livy.emr-serverless-

services.<AWS_REGION>.amazonaws.com",
"auth": "Custom_Auth"
},
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"kernel_scala_credentials" : {
"username": "",
Ilpasswordll: Illl’
"url": "https://<application-id>.livy.emr-serverless-

services.<AWS_REGION>.amazonaws.com",
"auth": "Custom_Auth"

iy

"authenticators": {
"None": "sparkmagic.auth.customauth.Authenticator",
"Basic_Access": "sparkmagic.auth.basic.Basic",

"Custom_Auth":
"emr_serverless_customauth.customauthenticator.EMRServerlessCustomSigV4Signer"

iy
"livy_session_startup_timeout_seconds": 600,
"ignore_ssl_errors": false

5. MBAERERZE. cERAEALERR - THIRENBERTDRE.
6. AR, BUNETUTELREFBTHRBURBER,

%%info //Returns the information about the current sessions.

%%configure -f //Configure information specific to a session. We supply
executionRoleArn in this example. Change it for your use case.

{
"driverMemory": "4g",
"conf": {
"emr-serverless.session.executionRoleArn":
"arn:aws:iam::123456789012:role/JobExecutionRole"
}
}

<your code>//Run your code to start the session

ERE , BEESEHSEBREN Apache Livy i B4 4518 Apache Livy APl 3£, URLAR#E , &7
DURIREH AR ERA.
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=
ZEE1H

%8 Apache Livy InB#TEBR THEARE , FER TIIEZESHE,

- EMREfIRSEEEATWE FTRREZETFRERBHRERH. B TERBNFILEZREME—aT L
FRZI/ERBENETEER, NEERHENER K SUUTHARIRRERRS &, FLHIBER
T , EMRServerless 21RIEMF I E @A RFHBIABE T TR EBR AR, MEREFES D EE
WEHEN , F2RERNEFYERE S CHRIMEE,

- EMREZREFMRZS 6.14.0 REHMRAZ & Apache Livy i E,

« P e B Rl 4w BE 12 2 ¥F Apache 2 X 5|ZE,

o PR AT I B X R HT < L2 K F PySpark.

- {kFEEY , HautoStopConfigELMEARXTRA., EEREZEARFERE 15 2 ERERA.
&AL\ fEcreate-applicationzupdate-applicationF®ERAEFE ILAHRE,

« BELATERLA Apache Livy inBERVE —FEARE N L #IITZE 25 @17 TERER.

- RTESRENRDRER  BRMERLAEDEXNBTEXARERLAHBILNEE,

- BUBEFHREBEAREN , FEEERE Apache Livy iH 3,

- BUARERHH v CPU IRIEEEE AWS RS LAEA Apache Livy InB#TEBXN THEEH., HM
BEZED 24 v CPU,

- FEEXH Apache R T/EREBOREA 1 N, WREBRZE —/NEHTERIAR , Al Apache Livy 1
BRIEEERLERESEANHTES, EELBEHERTE,

- REERATH I/EREX LA Apache Livy i B BB, THERBRTR., BUESAR LR , B8 LER
Apache Livy i EFEE,
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SRR F il

ERRERBEMREMRFEBARIXMNIFN RN, TAMNNENERBARID . ERXEEMRE
ARERR T RN INEEZREN | WEERESHUEREERIBELE,

E-]

- EFEH

- EEHF

- NZEFRE

+ & Amazon #fallREREXEFTIH T Log4j2 B EMR
- EMEMRERRES

- £/H BE{LEMREARES Amazon EventBridge

(EEEAEE

EEEREMREM[RS LW T/EEEYH TEXBETRH IR B LLZEEMRERRFIFEE
FMRHEAEREALRHEN SN, EREXRTHESTE , BULUEEZER/ME. Amazon S3 1 Amazon
CloudWatch A& &c8%iE1E,

£ A& CloudWatch , BA A EEEFEANGCHBEENGERNVE  ESHEREENVE, NF
CloudWatch FREE#ER FMEF , 72 Bthe section called “Amazon CloudWatch”, A ZE/REFM
S3 itk , TRETNMRBEBEZSEMF. Amazon S3 HFFEBEME , TN AFNVEMN Ul TH
o

jE- 32| SR REREF FERER Ul
ZERRE REEXEENMESE FREEXEENRE <K
REREN S fElr FREME®RS FHUE S3 RiFETEe <&

B’

Amazon S3 F17ETEE  TFINIE S3 FETFETRE FHRAE S3 fEfFRTEE g’

' RMERCREEN [(SEENERE]RE, 58, fEELERAREEARF U,
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£ i 2 BB R FE TEMRE [ ARSFFC i

RIFFER , EMREMRBFEREAEN HEFEL PRI Amazon EMR ZER/REFHR , &Z W&RE 30

Ko

(® Note
WMRERAPATARRIZIE |, Amazon MEMREEE R REEMEMEIT R B,

& Z£1¢t EMR Studio FARALLIEER , FFEUHEE " /ofF) AWS 7 [IAH T EEM [(HMUERE] BERYP ,

R B RCERAE 30 REHEUG B
EEZFFLEE AWS CLI , ERREXRTEHTH , B

FmanagedPersistenceMonitoringConfigurationfH&E,

{
"monitoringConfiguration": {
"managedPersistenceMonitoringConfiguration": {
"enabled": false
}
}
}

£/ Amazon S3 R EETEEITEMRE [ IR 25 5C &%
EBXRBEEBRHTREBEACHNTIBERPEIETHETR , FEEM BFEREIZE Amazon S3, DOC-
EXAMPLE-BUCKET-LOGGINGEASES2E BRI B BER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET-LOGGING/*"
]
}

SEERE
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]

EERE Amazon S3 EFETELLFEHRIRE AWS CLI , EXRFHB ITEHITE , FBE
Fs3MonitoringConfigurationflR&, EEISEM , FHEHRE--configuration-overridesH

RETIEA.

{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET-LOGGING/logs/"
}
}
}

HRARBMAERNWHRTH  EMRERRBSEICHEEEEETIEE !
'/applications/<applicationId>/jobs/<jobId>"

EMRERRIBMRA 7.1.0 RESHRAZIERRITENMRTENERER. IREEBAEANERT
1T T4 , EMRServerless & B BI#§ BRI IE S ERENER , WELEFHED MIEHET
%o

'/applications/<applicationId>/jobs/<jobId>/attempts/<attemptNumber>/"

£/ Amazon EITEMRE [ IR 2552 4% CloudWatch

BEBRRXZEMREMREEAENE | B LLIEE Amazon 1€ CloudWatchAFHERER BFHN
BIE, ERZELEFEMA A CloudWatch 5&2 #7Zh8E , #1420 CloudWatch BESEEMEER, EH 4
HE RN E#E CloudWatch B|E MR H , OpenSearch Hl a0 — L 547,

EMRE [ RESIZMHIEEE X OV, B LAEHAEREITIEDER CloudWatch CLIEEBdr
4 CloudWatch EREE B,

EMR# @ fRESHY CloudWatch iBskTEERAFER. BEERAT , F2EPHEEAWS CLI,

(® Note

Amazon B CloudWatch M B , AtEEAESZEINER, IRERERENE
RIFERE  BIHEHIITRENZETRSEM. WREMA CloudWatch o haE |, B
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BREEBANEEIERE, NREVWHNRS (TPS) BEAK , AIAFRAF LI ESR
#l, PutLogEvents CloudWatch Eifi 8 58E AR T E IR (2EEMRERRET). WMFFHE
A, 2B SR8 CloudWatch &5 ? £ AWS EIE : i5F,

AT ERHER CloudWatch

EENEBTLUEIE BEER T Amazon 28 CloudWatch , B4 BEEFEHITREBRABNHFITRES
SETHE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"”
1,
"Resource": [
"arn:aws:logs:AWS ##:111122223333:*"
]
I
{

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams"

1,

"Resource": [
"arn:aws:logs:AWS ##:111122223333:1og-group:my-log-group-name:*"

]

}
]
}
AWS CLI

#H2#% Amazon FXE CloudWatch A HEMRER/ARERAY BEE , it AWS CLI , BE&RIRITERIT
B, 8 MAcloudwWatchLoggingConfigurationfliE, ZEEEEM , FRMUETIEREEE, &7
PUBEM IR MESHERE,. RHEERNRNERNERE. LEEENMNZSBARN,
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MREKRIEEREME , ASEARERCHEERRGCH CloudWatch 26 = FEERFC & EHE/aws/
emr-serverless/applications/applicationId/jobs/jobId/worker-type,

EMREMRIIRESIRA 7.1.0 REESMAXESRRIENHIIENERER. NRERAT IENERX
2 , EMRServerless @ BB ERREFEELERTEN , LELEFES NBEKRECE,

'/applications/<applicationId>/jobs/<jobId>/attempts/<attemptNumber>/worker-type'

UT#ERFEHAEMRERPRETASRERER R Amazon B CloudWatch 555088 AT =M S{KAHEE -

{
"monitoringConfiguration": {
"cloudWatchLoggingConfiguration": {
"enabled": true
}
}
}

T 554178 = B R EMRE R PR 288 Amazon CloudWatch BESiR8E |, SoLUIEENMELENZEA
fHRE, XEMlogTypesBEHFIFELEHITH,

{
"monitoringConfiguration": {
"cloudwWatchLoggingConfiguration": {
"enabled": true, // Required
"logGroupName": "Example_logGroup", // Optional
"logStreamNamePrefix": "Example_logStream", // Optional
"encryptionKeyArn": "key-arn", // Optional
"logTypes": {
"SPARK_DRIVER": ["stdout", "stderr"] //List of values
}
}
}
}

RIFFER: , EMRERRBFRSHEEDHEXNZE LR H A stderr 7Bk FMHE|, CloudWatchtI REFEH
i 848 |, BITTLAEAlogTypesBifUiEER A CHNE NG &KER,

T O EERERIET AlogTypesiBREHE E M X 8 Worker EH -
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Spark
* SPARK_DRIVER : ["STDERR", "STDOUT"]
« SPARK_EXECUTOR : ["STDERR", "STDOUT"]
Hive
« HIVE_DRIVER : ["STDERR", "STDOUT", "HIVE_LOG", "TEZ_AM"]
« TEZ_TASK : ["STDERR"™, "STDOUT", "SYSTEM_LOGS"]

fie$s B 5%

Amazon EMR EfRIfRES W& Spark EARER AFNEHBFR. CEHEEMAEREBERHTNT
EEAERBREE (kb AFENBRERE) WEE, RiRTETIHEHEHERESTZRE |, WL
THERXBNEE K RAEHBEE ERERGHNZTE[,

AEREIRTERYARA , BEEAM Spark T,
AKIEEHBRFE

(® Note
Spark E4 AFWmEEARFTE Amazon EMR #1TE2%.,

EMRServerless T2ELE-—SH&E K MEABENFEBRBREALEE  IBRRENS
HrEcsE, BRARTEXE LB S3 FRMBMA .

XiLERERF R

(® Note
Spark FEFE AFWEEARATE Amazon EMR MRAEZEE,

EMREMRF L SWLESEXAMNBITER (HIMAMER) 1 spark BARENLH, stdout stderrf®
A LUEBEER Spark B L& R ERM Live Ul $E55E1F Studio Y B REEREEIB&KHAY B 553X+
AR IERBWMCHENBERE, fEEERENEEER , BL4AEFHBEFRIEE Amazon S3 v
B, MEFMESR , F2REEA Amazon S3 # 7T TEMRE [ IRAF5C 8%
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B UETINERBZHNGEHEE, EMRE[RJIEE S VEFEBEE-AER, EEERNEET
A7 0 MB E| 128 MB 2 [,

<example-S3-logUri>/applications/<application-id>/jobs/<job-id>/SPARK_DRIVER/stderr.gz
LTUESEsRENREER. SAERANE 128 MB,

<example-S3-logUri>/applications/<application-id>/jobs/<job-id>/SPARK_DRIVER/archived/
stderr_<index>.gz

EHRK TR EEAR Spark $ITREF. WBEEEARN S3 Lk, AFWRAEH EES Amazon HY
A 3 ARETEAE K CloudWatch,

EMREMRMRBTMRA 7.1.0 RESHAXERRNLXTFNERER, MRECHTFERATERE
&l , EMRServerless @B TR GEHIRE PP RIESR , AEETUEF BRI E DO, It
REISFTA ERRENREE,

'/applications/<applicationId>/jobs/<jobId>/attempts/<attemptNumber>/".

hn#R EC &%
FASEREIMNBZEMRER RESECHE

FEERACECHKMSERNBZEERTFETNRERE  FERIEENITRE

FmanagedPersistenceMonitoringConfigurationfH&E,

{
"monitoringConfiguration": {
"managedPersistenceMonitoringConfiguration"” : {
"encryptionKeyArn": "key-arn"
}
}
}

£/ Amazon S3 f#FZEMRETEE tnZR EF AR ES B 5%

EEFHABCHKMSEBINE Amazon S3 REFIFRTHN AR , FERIERHITHE
FAs3MonitoringConfigurationfi&E,
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{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET-LOGGING/logs/",
"encryptionKeyArn": "key-arn"
}
}
}

£/ Amazon INZEMRE @ RS H 5 CloudWatch

EEFEAEECS CloudWatch FIKMS£ 87 Amazon FINZ Bt , BEREIERHATEME
FcloudwatchLoggingConfigurationfA&E,

{
"monitoringConfiguration": {
"cloudWatchLoggingConfiguration": {
"enabled": true,
"encryptionKeyArn": "key-arn"
}
}
}

SEARHE I B A R

NCIAEN

- IEEAEER

« Amazon S3 MIZERFHMNESRETT
 Amazon Ky iNE £#FF A CloudWatch

PREEERERER

REXTHFIRBCEENERAEANEAEVIsLEERERASRNER, SN EKMSERRAITE
RE. #ARAENIAMRAIFIEERR, NMREXTHFNERERDKMSERER , AIEMRE MR
REEETHERTRER.

&% R A€ 5

T 5 FERIEFkms : GenerateDataKey MY #EPRkms : Decrypt :
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"Effect": "Allow",
"Principal”:{

"AWS": "arn:aws:iam::111122223333:user/user-name"
.
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"

1,

"Resource": "*"

I AMBUR

THIAME Rl ftkms : GenerateDataKey M A #EPRkms : Decrypt :

{
"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "key-arn"

EERME Spark =% Tez Ul , BAEREFHE, BHESIACEIHER , emr-
serverless:GetDashboardForJobRunAPIZNI RFR7R :

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [
"emr-serverless:GetDashboardForJobRun"
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Amazon S3 MIZ ERMEFEN NZ ST

EAESERES S3 BERETEACHMESRNEBHE | ALXERETHFRBEMSER
T,

emr-serverless.amazonaws.comE=ZEEEKMSE N FER h N EEETH|HR :

"Effect": "Allow",
"Principal":{
"Service": "emr-serverless.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:emr-serverless:region:aws-account-id:/
applications/application-id"
}
}

RPEZEEKMSE R AT #FHIBaws : SourceArnif 4288 |, AR UREEZE. IAM2EHEGS
#®aws: SourceArnA BIABREMRE [ R ESKMS £ 8 A A EHEARNT

THEHITHERAGERIAMRAIFAAERTIIER !

{
"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource": "key-arn"

}
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Amazon B NZ €388 5F 7] CloudWatch

B ERKMSEIRELEARNN RS EEL AN , FHYTFEATRERABERTIIAMERAL

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"logs:AssociateKmsKey"
1,
"Resource": [
"arn:aws:logs:AWS ##:111122223333:1og-group:my-log-group-name:*"

SR EKMS £ 88 B LA R FKMSH#E PR % Amazon CloudWatch :

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement":
{
"Effect": "Allow",
"Principal": {
"Service": "logs.AWS ##.amazonaws.com"
b
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:AWS #
#:111122223333:%"
}
}
}
}
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# Amazon [ RERE2 EMIMHE Logdj2 Bt EMR

W EERBIAEL T B EEMRE R BREF TEMY B 5T Apache Log4j 2.x 4§, StartJobRunil
REEEAREXBXIRE Log4j ﬁfﬁ - 2 SBEMRE [R5V FERX FE A2V AHEE,

# Amazon R IREFEREE XN Logdj2 Bt EMR

£ Amazon 6.8.0 R ESEMRIMRZA , AT LLHET Apache Log4j 2.x B , UEERMA BFEHE
BB, WAIE{LEMREMMRST L Spark TIERV SRS BEM(ERE., REREESLEMY , FBEAspark-
driver-log4j2#spark-executor-log4j2% %,

&

« BXE Log4j2 n¥E

« EXNH Log4j2 BLi&E RHI
« Log4j2 T mENEE
« EXM Log4j2 FEEE

2 XM Logdj2 9 %8

ZE 3T Spark fotkiAEE  FREFEA TH 2 8applicationConfiguration, HEERE Logdj 2.
Bt , FEATIIES. properties

spark-driver-log4j2

WD EEERELogsj2.propertiestiERFEEREXNNE,

spark-executor-log4j2

WD EHREHTERLogsj2. propertiesERHIIE,

2 NHY Log4j2 Bt & Rl

THHAFERT MMARRX —EEAXEEEBE&RapplicationConfigurationky £ X SEENFE 7
HTREFH logdj2 BLE,

E , FF2HREMREMRSENFERERE

Xa

BRERARABIRERE Logdj 7 E , MARBHEEH TIER
A RE,
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aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {
"entryPoint": "/usr/lib/spark/examples/jars/spark-examples.jar",
"entryPointArguments": ["1"],
"sparkSubmitParameters": "--class org.apache.spark.examples.SparkPi --conf
spark.executor.cores=4 --conf spark.executor.memory=20g --conf spark.driver.cores=4 --
conf spark.driver.memory=8g --conf spark.executor.instances=1"

}
3
--configuration-overrides '{
"applicationConfiguration": [
{
"classification": "spark-driver-log4j2",
"properties": {
"rootLogger.level":"error", // will only display Spark error logs
"logger.IdentifierForClass.name": "classpath for setting logger",
"logger.IdentifierForClass.level": "info"
}
3,
{
"classification": "spark-executor-log4j2",
"properties": {
"rootLogger.level":"error", // will only display Spark error logs
"logger.IdentifierForClass.name": "classpath for setting logger",
"logger.IdentifierForClass.level”: "info"
}
}
]
3

Log4j2 =8 mE KE%
THRXBE G REBMAEDRCERARERNN BT Log4j2 HAERFE Y Spark FEARER.,
Python

Example -f£f Log4j2 1T X TE/EZ£EE Python

import os
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import sys

from pyspark import SparkConf, SparkContext
from pyspark.sql import SparkSession

app_name = "PySparkApp"
if _name__ == "__main__":
spark = SparkSession\
.builder\
.appName(app_name)\
.getOrCreate()

spark.sparkContext._conf.getAll()

sc = spark.sparkContext

log4jlLogger = sc._jvm.org.apache.log4j

LOGGER = log4jlLogger.LogManager.getlLogger(app_name)
LOGGER.info("pyspark script logger info")
LOGGER.warn("pyspark script logger warn")
LOGGER.error("pyspark script logger error")

// your code here

spark.stop()

EEHIT Spark (EXRARDHEFEES logdj2 , IMERAUTEE :

{
"classification": "spark-driver-log4j2",
"properties": {
"rootLogger.level":"error", // only display Spark error logs
"logger.PySparkApp.level": "info",
"logger.PySparkApp.name": "PySparkApp"
}
}
Scala

Example -f£ Log4j2 ¥EITEI FHIH K TE/EE

import org.apache.log4j.Logger
import org.apache.spark.sql.SparkSession

HEE 42 BN 138



Amazon EMR
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object ExampleClass {

def main(args: Array[String]): Unit

val spark = SparkSession
.builder
.appName(this.getClass.getName)

.getOrCreate()

val

// your

logger =

code here

spark.stop()

}

EEHIT Spark (EXBRARBREFEHES logdj2 , TUAERAUTEE :

"classification": "spark-driver-log4j2",

"properties": {
"rootLogger.level":"error", // only display Spark error logs

"logger.ExampleClass.level": "info",
"logger.ExampleClass.name": "ExampleClass"

2 XK Log4dj2 EEEIH

BAR Logd4j2.x BT ERAREXEREE

* rootLogger.appenderRef.stdout.ref

* appender

« appender.
* appender.
* appender.

* appender.

.console.

console

console.

console.

console.

type

name

.target

layout.type
layout.pattern

{

Logger.getlLogger(this.getClass);
logger.info("script logging info logs")
logger.warn("script logging warn logs")
logger.error("script logging error logs")
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MEEBARELZ Logdj2.x BHENFMEF , F2RTHER. logsj2.properties.template
GitHub

EREMRE [ AR 25

REINTHBEER Amazon EMR & RREBARXMERH H K,
£
- EEREMRERRREAENMTE

- EAEAR Prometheus B Amazon FtE RIEEE1E Spark 151
- EMRERRREAEREE

EEEMREMRF[EAENN I

£ /B A AEMRE R BREZHY Amazon CloudWatch 181E |, &I LUZW 1 488 CloudWatch 181E f7HL
CloudWatch & &R AR AR IREMRE [ R 25 FE A 2 XM near-real-timeig EF W EE,

EMREZ R BRESE CloudWatch S #EEXIEE, EMRERRSSHEERAEXNBRURIE, THEEE
BMEHKE HIELISIE, capacity-allocation-type

EERKBRER |, BEHAEMREMRPRES GitHub FEEFIRMHEANEMRE[E RS CloudWatch E&&RIRE A
WEITERE,

(® Note
EMRERREEE N T/FEHERMAERAERNBRERE , W EEHH Worker A4
E. Spark_Kernel ZEERMEHLNEEBHXTHEESH , B LK EMRStudio T/EE A
R ECE&E A Apache Spark FEAENH.

TRIRBFAWS/EMRServerlessin & Z= M A o] ANEMRE[ REFHE

EMRE [ REBFEE N E
ApplicationId EREEMRERRFEAERXN

EER.
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-studio-debug.html#emr-studio-debug-serverless

Amazon EMR Amazon EMR &EiRi&e5F FiEm
WE iR
JobId ERZEMRE [ AR 38 THEHATH
FrEER.
WorkerType EFIZSTE Worker BRI FR
BEE, flm , &Lty
Spark TAE#SPARK_EXE
CUTORS {TERIESPARK_DRI
VER HMEFE,
CapacityAllocation BRIEERERESEEMNAR
Type BEE, fln , &0 LUERE
B EWHILHIPreInitCa
pacity BELAKOnDemandC
apacity HMFFEIER,
FERAREARE R

&R LAE A Amazon CloudWatch $EREEMRERRREARABREZREFEAER. BhAIUKR
EE -8 , LUET CloudWatch BRIFHEREAEXNRELRAE.,

EMRERRESEAERNE

B

CPUAllocated

IdleWorkerCount

MaxCPUAllowed

Hir FEHE

vCPUs 2 ELHY AR, ApplicationId
FENITEASHEH ApplicationId
FEREXCPURRTEY ApplicationId
R A{E,

REMEE

Applicati

onIld ,WorkerTyp
e , CapacityA
llocationType

Applicati

onld ,WorkerTyp
e , CapacityA
llocationType

N/A

EREAMTH
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R B FEHRE IREHE
MaxMemory FERAEXAFFHRKX ApplicationId N/A
Allowed Ci=EE (UL GB AE

(AR
MaxStorag FERAEXAFFHRX ApplicationId N/A
eAllowed #17=f8 (LLGB RE
i),
MemoryAllocated FER AR (A ApplicationId Applicati
GB REfI), onld ,WorkerTyp
e , CapacityA
llocationType
PendingCr BEERINITERER ApplicationId Applicati
eationWor B, onId ,WorkerTyp
kerCount e , CapacityA
llocationType
RunningWo FERREXNIEEFERAD ApplicationId Applicati
rkerCount TEERE, onId ,WorkerTyp
e , CapacityA
llocationType
StorageAl BENEUMRH#TE ApplicationId Applicati
located (A GB BE1), onId ,WorkerTyp
e , CapacityA
llocationType
TotalWork AANTIHEASES ApplicationId Applicati
erCount 0 onId ,WorkerTyp

e , CapacityA
llocationType

EREAMTH
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TEMRBIEEE

Amazon EMR £ @R €4 T 5| TEBRISZEMEEXZE Amazon CloudWatch EfE— 28 &ALk TE
FITREREERATEHTHIEERE, SEAEENENERFTE.

EMRE [ IR 2R TEERIER

EE iR FTEHE

SubmittedJobs BR "2, RENIHEEH  ApplicationId
B

PendingJobs B THES, REBHIHEE  ApplicationId
=[5

ScheduledJobs BN "E2HE, REBNIHEE  ApplicationId
B

RunningJobs B "T#TH, AR IEE  ApplicationId
B

SuccessJobs B TE(Th. AREERY TIERL ApplicationId
BHo

FailedJobs BR TR AREER TR ApplicationId
B,

CancellingJobs BR [BUE] MENTEHE. ApplicationId

CancelledJobs BN "E2BUE. RIS  ApplicationId
B

A UEASIZEEEARRERATHNE TKNWEMREM RS TEMSIZHERE, UsEZRR
TP ITHEN U R  SSFITSHREFNEBERARER U, EZRREETRIEN UIE , £
FRXKAMERER U,

PITIERS
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HRBITHWEMRER RS T/E , BUUBREHSIZBEEENERNE, B LA Apache

ENFERENAINSERSELERAENARERNEEEZNIHE, ESFBELRARAUIs, BFFEH EMR
Studio # 4| & HFERL L URLEE AWS Command Line Interface.

BRI

HRETRWEMRE[ RS T/E , BT LAEA Spark B % 52 8% A IRES Kk At Hive Tez Ul 2R#iR
Spark = Hive EEHITHEXFMER., BER., T/ENEE, EEFIUELUIsIER |, BFH EMR
Studio =12 & , SffFfURLA AWS Command Line Interface.

Job AEEBRER

Amazon EMR E [ IR EAEAWS/EMRServerlessin & ZEMIob Worker MetricsigEBEES A
AW T HMES TEBRIEEEEL Amazon CloudWatch, EMRERIRBZSHE THEEHR. TEEER
MBHRBTHE , @ TEEWEEZ KB, capacity-allocation-type &R SAFApplicationIdfEHE
ERERBRE—EEARINZEIE,

EMREMRI fREF TE&E BRIER

BE HR B FTEHRE REHWE
WorkerCpu THEHITHSD &= JobId Applicati
Allocated B ITEER v onId . WorkerTyp
CPU &, e H
CapacityA
llocation
Type
WorkerCpu THEH:THIE & JobId Applicati
Used EfEMAH v CPU onId . WorkerTyp
BB, e Ed
CapacityA
llocation
Type
WorkerMem THEMITHEE  TRFEH JobId Applicati
oryAlloca # Worker By#& onId . WorkerTyp
ted CiER (LA GB A& e H
B 1), CapacityA
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R iR B {1 FEHRE REWE
llocation
Type
WorkerMem THEITHRINE  FTRFEH JobId Applicati
oryUsed EFANERE onId . WorkerTyp
B (LLGB AE e Ed
(AR CapacityA
llocation
Type
WorkerEph THEMITHERE - TRFEH JobId Applicati
emeralSto # Worker B8 onId . WorkerTyp
rageAlloc iS3E A R | e H
ated o CapacityA
llocation
Type
WorkerEph TEHITH FIk=Ed JobId Applicati
emeralSto Worker EFRRE onld . WorkerTyp
rageUsed A ERALTE e £
A, CapacityA
llocation
Type
WorkerSto TEHITH {48 JobId Applicati
rageReadB Worker €A EZE onId . WorkerTyp
ytes EENH LT AR B e H
B, CapacityA
llocation
Type

EREAMTH
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EE iR B FEHE REWE
WorkerSto TEHITHRE {48 JobId Applicati
rageWrite Worker B A®E onId . WorkerTyp
Bytes [ /Y i TTAE o e H

CapacityA

llocation

Type

THSRRAMAMRSEEERE,
Console
FREEAEFEIENERESR Ul

1. RBREFHERBEEMRAPHIETR 7 EMR Studio L EBFEMNEFRBEAER,
2. EERGSIBRENERAEAUISNFITH TN

a. EEEBRUNNINGHRAEH TIF,

b. £ "EARXFMES ., EELRE Job , RBIBEIT N "TTHEFHMEFA. HEE.

c. TE[EER U THXIhEERT , B2 [Spark Ul] = [Hive Tez Ul] , BIEZ B T/EERNER
X Ul

d. BE#IE Spark 5| ZBEEHE , FRIEE Spark Ul 719 [BITER] REIER , REBBIER

BREAN o] EE, EEERESIEHER , BIEEKRE Tez UI DAG HEER HitE
%,

3. AEMREZRIEMNSIEREERRARERUIsHFEHK

a. EEEABSUCCESSHREEM T4,
b. EERAERAN ERAEXFMAEN) E@MLIER Job, RBEZE TEMN [TFHMAEF EE

c. E[MERFERAENE] THRNIIEERT , B#IF [Spark BEFL & [ ARET] =X $FE M Hive Tez
ulj, BIEZTHHEENERER Ul

d. EER Spark 5IZEHR&RE | FBE S Spark Ul iy [HTER] RSIER , REBEE
BREXN B B, EEFBES|IZHE |, BETERE Tez UIDAG HEEN AFEE
.
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html#gs-console
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AWS CLI
AR FIENEARER Ul AWS CLI

. EEELURLTARERHTHRNEERIENEARS U, Eey
GetDashboardForJobRunAPI.

aws emr-serverless get-dashboard-for-job-run /
--application-id <application-id> /
--job-run-id <job-id>

BEENURLERH A — M,

FEFAE AR Prometheus B Amazon FEE RTEEE2 Spark 1E1E

5/ Amazon 7.1.0 R ESEMRMA , BA LUGEMRE [ fR2FELE A Prometheus By Amazon 28
BRERE , LKNEERRSZEENERERD Apache Spark #81E, EMREZIEX TEREIEARE
AR, AIERALES AWS £##4. EMREZEARAPIZZE AWS CLI.

LB R

BB T ERGEH , TEER Spark EERSBE AR Prometheus B Amazon Z & R

« 5 Prometheus T/EE#E 3 Amazon ZE k%, W ITEEREMEURE, 2T "HE-BHREAL B
URLFEERURL, BEERREERIYEMRERREEHERNNWURLERS,

. BEBIHREFIER T Prometheus AR EZRBIZH Amazon SE R , BAUTEEHEZEN
FHETAG,

{

"Sid": "AccessToPrometheus",

"Effect": "Allow",

"Action": ["aps:RemoteWrite"],

"Resource": "arn:aws:aps:<AWS_REGION>:<AWS_ACCOUNT_ID>:workspace/<WORKSPACE_ID>"
}
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B

ax &
EEMFEH AWS AR AIZE Prometheus B Amazon STEREERNEREFHNIZE A

1. FBZEEAER Amazon EMR E@REELEVERARER.
2. BUYEREAN A BEE[FEABITRE], ARTELERENBUFIEEEAUREERAEN,

3. & "EAEREIAGFNEE, T ,1EE "A Prometheus BESIZIEER Amazon SERK. , A
BREELENERBREA. URL

4. EESBRENTMHGERRE  AREE [BAUYRBEAER]

£ AWS CLI SREMRE @ AR 3§ API

BT LAE A AWS CLI SREMRERIAPIERES | EERMITRIECHE , BENEMRERRIZEAERHE

Prometheus #J Amazon ¥ ERKE S, create-application start-job-run

create-application

aws emr-serverless create-application \
--release-label emr-7.1.0 \
--type "SPARK" \
--monitoring-configuration '{

"prometheusMonitoringConfiguration": {

"remoteWriteUrl": "https://aps-workspaces.<AWS_REGION>.amazonaws.com/

workspaces/<WORKSPACE_ID>/api/v1l/remote_write"

}
3

start-job-run

aws emr-serverless start-job-run \
--application-id <APPPLICATION_ID> \
--execution-role-arn <JOB_EXECUTION_ROLE> \
--job-driver '{
"sparkSubmit": {
"entryPoint": "local:///usr/lib/spark/examples/src/main/python/pi.py",
"entryPointArguments": ["10000"],
"sparkSubmitParameters": "--conf spark.dynamicAllocation.maxExecutors=10"
}
'\

--configuration-overrides '{
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"monitoringConfiguration": {
"prometheusMonitoringConfiguration": {
"remoteWriteUrl": "https://aps-workspaces.<AWS_REGION>.amazonaws.com/
workspaces/<WORKSPACE_ID>/api/vl/remote_write"
}
}
3

£ prometheusMonitoringConfigurationF @& R REMREMMRF L AFEARERENK
#1T Spark % , XREEXNZWE Spark 8 , WA HE A Prometheus ¥ Amazon Z ERR#
MremoteWriteUrlim@, A& , BRI LAMERABEAR Prometheus B Amazon ZE R Spark 1§
BRETIRENL, BTN,

E P A RE

EMRE @ IRESFE A Spark # &AM T#HPrometheusServlet RULE Spark 1 | I
HEMEEE B E R BB Prometheus B9 Amazon S EREHEBNER ., RIBEFER , EMR
(A ARESEE Spark HFERETERE , Y ELRFEARR ITEBIFTESHESMNATERE

E., PrometheusMonitoringConfiguration

TRFAEERK Spark EBEAURENMEBY , ZEKSEIBEEIEZE Prometheus B9
Amazon Z &R,

EXEM FEER iR

spark.metrics.conf =®. FHEF. KT EE. Spark ARG IEEEEE

.*.sink.prometheus PrometheusServlet Amazon Prometheus & R

Servlet.class R, FEBRERITA ,
BEELECHBEITER.

spark.metrics.conf NE. AT EE. KR Spark FAZRMER Java E#

.*.source.jvm.class JvmSource HEBEWENE:BAREENE

Bl BEFILREIVVMAIERE
R, FRLBUERERZEFS
RER , ., FEBERHE
RITHA , FEELBCHER
5o
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EXEM% TR iR
spark.metrics.conf IEBIEZD KIGH Amazon Prometheus FE& R

.driver.sink.prome
theusServlet.path

spark.metrics.conf
.executor.sink.pro
metheusServlet.path

NMERBEXNEENFEER
ZEHRE

|EE 2/31T7#&/Prometheus

528 Apache B X EHE,

AR RE F RSB R
TEURLZE, EEBREX
1R , FEEELBECHERE,
HEFLREEDESXNER
R, FRLBUERERZETS
RER , Hlgnmm,

Amazon Prometheus 5t & IR
ARRHIT AURLEFEWR ER
ENTRzZE. EEBEER
7158, FEELACHEBRE,
EEFLWEHTERNIERS
R A FRUBUERERETFS
RER, Flam,

FEAEA R Prometheus B Amazon Z & REREMRE[ R WERSER K FEETHEZEEHMR

#lo

« Support ¥f Prometheus #ZEEMREZ R REEE A Amazon SERBEN X EEEBRAR AWS EHF
Prometheus B Amazon & IRIFE IR,

« B R Prometheus B Amazon ZE R EHITREBEXUKE Spark 512 , EET/EEHREE
Z2ER, MRGBRES/ NN ESEITEKRD Hl20—1E v CPU worker) , B8 TS TR TSR

yilI}8

« R\ Amazon 7.1.0 RESEMRAIRZA F & Support £ H Prometheus # Ei EMR {a] BR 25

Amazon ZE R,

EMRERRREAERER

B LAE A Amazon f# CloudWatch FAEEEREHEIRFFERANE RN T RM, FHELEEE
CloudWatch B M{E& R LB B S RBEA BT

REER
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https://spark.apache.org/docs/3.5.0/monitoring.html#metrics
https://docs.aws.amazon.com/general/latest/gr/prometheus-service.html
https://docs.aws.amazon.com/general/latest/gr/prometheus-service.html
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EMRE[REFEFHAEEHEZ "Service Quotas, . BAILIEREE R , B AEEZIRSEEE
RS HHER, WMEFMET , 5528 Ser vice Quotas EAIEREH Y Service Quotas 1 Amazon
CloudWatch 7,

MEEMREMR R RBEENEMEN , F2EN IR FEZE EMR Serverless,
EMRER RNV REEEFERAEE
EMRE A IRESEEAWS /Usagetn B =B EM TN Y IRBEBEEAERNERL R,

B R
ResourceCount BIRSE F TS EERAE, ERHBEAER
RHEBEBNEEESR.

EMREZ e R AL AR ENVHER
AT AL A TSI B SR B EMRE R R AR RGN AR,

HE Value R

Service EMRE {d iR 85 HEE AWS R B EER.

Type &R EMRE I REFFTFHR SN ERE
A,

Resource v CPU EMRE @ fRE5EME AN EIREE
A,

Class i EMRE A R 25 IE MRy BRI
Al

£ B E{LEMR#E Bk 2§ Amazon EventBridge

& LAME ... Amazon EventBridge B EI{LIEH AWS R Y EBIEERKEH , AINERAEXTH
MHEEREREE., EventBridge RHIEFEIRNRAEHER , ARBEREZHNRKEE AWS HWE
A, ZuiREHENSHE , RERECEENES  UREEHFSRAKIMESDHITHEE. £H
EventBridge , &AL LEE :
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https://docs.aws.amazon.com/servicequotas/latest/userguide/configure-cloudwatch.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/configure-cloudwatch.html

Amazon EMR Amazon EMR &EiRi&e5F FiEm
- A AWS Lambda B

- BEMHEXZE Amazon Kinesis Data Streams

« B8 —1E AWS Step Functions AR RE#E3S

- JBX Amazon SNS /= Amazon SQS 5l

Bl | & EventBridge B EEMRE [ RS E A B , BRI LARKA AWS Lambda FEE# K I EFEETL
£, RIEETE K BEFEH Amazon SNS =88, ETL

EMREMRF[EH L =BSH :

- ERAEARERFEH — RHEAEASEAREEENEYNH, NERARSNENFRENR A F2
B FE AR EE,

o Job MITREBFEN — BRHIEHNT2EBEREEENEY., UEEEANESRES
HITIREE,

- Job BETEREMH — % Amazon EMR EEREFRA 7.1.0 RESRAHTHERESKRZELHNE
#,

&III
3
¢
&
s
e

EMR {7 fR 25 EventBridgeZ= 4 &4l

EMREfRRESMENEHES Taws.emr-serverlessiEifkit . source , M T HIEHIFTRo
FERRESESEH
Ty €5 = 4B RARCREATINGREEF I EFAES .

"version": "Q",

"id": "9fd3cf79-1ff1-b633-4dd9-34508dcle660",
"detail-type": "EMR Serverless Application State Change",
"source": "aws.emr-serverless",

"account": "123456789012",

"time": "2022-05-31T21:16:317",

"region": "us-east-1",
"resources": [],
"detail": {

"applicationId": "@@0flcbsc6anuij25",

"applicationName": "3965ad@0-8fba-4932-a6c8-ded32786fd42",

"arn": "arn:aws:emr-serverless:us-east-1:111122223333:/
applications/@0flcbsc6anuij25",
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"releaselLabel": "emr-6.6.0",
"state": "CREATING",
"type": "HIVE",
"createdAt": "2022-05-31T21:16:31.5479537",
"updatedAt": "2022-05-31T21:16:31.547970Z2",
"autoStopConfig": {
"enabled": true,
"idleTimeout": 15
},
"autoStartConfig": {
"enabled": true

Job FTRELESH

TH &I EHREREAREER ESCHEDULEDARRER) TEH1T. RUNNING

"version": "Q",
"id": "@0df3ec6-5dal-36e6-ab71-20f0de68f8a0",
"detail-type": "EMR Serverless Job Run State Change",
"source": "aws.emr-serverless",
"account": "123456789012",
"time": "2022-05-31T21:07:427",
"region": "us-east-1",
"resources": [],
"detail": {
"jobRunId": "@@flcbn5g4bb0c@l",
"applicationId": "@0f1982rluukb925",
"arn": "arn:aws:emr-serverless:us-east-1:123456789012:/
applications/00f1982r1uukb925/jobruns/00flcbn5g4bbocol",
"releaselLabel": "emr-6.6.0",
"state": "RUNNING",
"previousState": "SCHEDULED",
"createdBy": "arn:aws:sts::123456789012:assumed-role/
TestRole-402dcef3ad14993c15d28263f64381le4cda34775/6622b6233b6d42T59¢c25dd2637346242",
"updatedAt": "2022-05-31T21:07:42.2994877",
"createdAt": "2022-05-31T21:07:25.325900Z"
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Job MITEHEH

LT RIEHNTERSHRESL,

"version": "Q",

"id": "@0@df3ec6-5dal-36e6-ab71-20f0de68f8a0",
"detail-type": "EMR Serverless Job Run Retry",
"source": "aws.emr-serverless",

"account": "123456789012",

"time": "2022-05-31T21:07:42Z",

"region": "us-east-1",
"resources": [],
"detail": {

"jobRunId": "@@flcbn5g4bb0cOl",

"applicationId": "@0f1982rluukb925",

"arn": "arn:aws:emr-serverless:us-east-1:123456789012:/
applications/00f1982r1uukb925/jobruns/00f1cbn5g4bb0c@l",

"releaselLabel": "emr-6.6.0",

"createdBy": "arn:aws:sts::123456789012:assumed-role/
TestRole-402dcef3ad14993¢c15d28263f64381e4cda34775/6622b6233b6d42f59¢c25dd2637346242",

"updatedAt": "2022-05-31T21:07:42.2994877",

"createdAt": "2022-05-31T21:07:25.325900Z",

//Attempt Details

"previousAttempt": 1,

"previousAttemptState": "FAILED",

"previousAttemptCreatedAt": "2022-05-31T21:07:25.325900Z2",

"previousAttemptEndedAt": "2022-05-31T21:07:30.325900Z2",

"newAttempt": 2,

"newAttemptCreatedAt": "2022-05-31T21:07:30.325900Z"
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R EiR

BULERERASRERERECHPRER , UGB EEEEMREMARR{ER. AHREERY
RERVERER | YRR RR,

FE

- HTEREE ?

- BB BIR

- EFCREI

- FRAZE®H AWS CLI 1 Amazon EMR fERR¥ES AP

HERBE 2

BEREEREEENER AWS B, BERCELSHEAERNREIENE. FHRESLTUHEN
ETOE AWS KB (FINB 8., #EENRE) WER. ECRFSHEEENERE , Bk
BERMERNER , WERBBENER. flm , B A Amazon EMR ERRFEAEXER A
BR  UnPCERsERARANERTENERER. EREASEERAEN —E-3NERS
iRo

BETZEDERGENER. SEBHEEERR  SUUBREIEBNERRERTBERER.
BE]YE Amazon EMR BRI AEMNERER  UBREHEAFZFAFH, BEKERFREERESME
FE@NERFEINZER , AFESERENE,

MRIEERIAM , B LRHIMEFERE AWS IRFEAEERBNER., NFEREFEUZHIBERE
Bl | F2ER EREFIURGR PR,

Z< AAEG :Eid?

BRLERFNIRENEREANTERT, MREEANRE Amazon EMR ERIERAPI
AWS CLI , 5 AWS SDK , & LAEFAHEAPIEBE L tags BB BREAZEHER. ERILUE
FATagResourceAPIBIEMBEBEREZERETER.

EEVERE  JUERA-LEFREVBEREEERNER, TEBELT , MIREEVERFEL
ERAER  AEZEVER. 2R THRACETEYRELNERRUEENEREL , TARRBE
TERY, NRECERVERKEFCER  IFTEEEERVERRYTHIIREESHK.
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T&REFRAAMREERY Amazon EMR E R RREIR.

&R X EER X EEREE TEEVEER APIFARAIR (&
(Amazon EMR B LERIEB
EAIBRERAPI, A )
AWS CLIF1 AWS

SDK)
FERAER = ., HERAEX = CreateApp
HHEBMANERT lication
SEEIERE
ZEAEXWI
E#1T,
EEHIT = = = StartJobRun
& e PR
T 5 E AR &E AR EE -

- SEERRZTLE 50 BEAERINER,

- HAE—EER , SAEBS8LERK K , ESAERSB4EE —EE,

- BARBRER 128 BEH UTF -8,

- RAEREA UTF -8 # 256 HEBREF T.

- AFNFERRFE 8T, UTF-8 FAIRTMNZER , URUTFR : . (/=+@.

- BREBTBATATH, BHEUAZATFH , EFBR null,

- ERRHERES KPNE,

- BOERAAS : REMAZR/NENES , FINERENFIR. SLERBEAR AWS FH,

FERAEE AWS CLI #1 Amazon EMR R385 AP

EANLTAZR AWS CLI ARHIE, B, JIHMMREREBENH TR Amazon EMR [ IRZRAPI#E
=
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&R XEER X EEREE

FESBEE SIS EER tag-resource TagResource

5 H BRIV IER list-tags-for-reso ListTagsForResource
urce

B — = 2 R &R untag-resource UntagResource

T 5 €850 B R a5 A AR EE SRBUH AR AC &R AWS CLL.
BB ANERER
LT R RANERER,
aws emr-serverless tag-resource --resource-arn resource_ARN --tags team=devs
BUERRERANERER
UTathRBEEEARFPHER.

aws emr-serverless untag-resource --resource-arn resource_ARN --tag-keys tag_key

3 HERA R
LT85 5 R R A E IR M BB A R

aws emr-serverless list-tags-for-resource --resource-arn resource_ARN
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EMRE ] IR 2n # 2 ER T2

RERAEAEMREMKRF[EAEXNSNE REMARH,

£ |

+ # Java 17 E2 Amazon EMR f&{r] BR 25 & B £ A
- BEMREE I BREZ £ A Apache #Hi#

« # Apache kL EEEMREE {7l BR 25 & BLf5F R

« BEEMRERAREEFEA Python X E

s EEEMRERREFFERTEE Python R4

« OSSHEALEMRE [ AR5 A =AM

« & Airflow £ RXEMRE A fRa3 T1E

- FEEREMREMAREREA Hive FHEER

- BEEMRERRREEA BFTRE

« 1 Amazon ER#aF LA SEABEKMIAEFE X EMR
« £/ Amazon R fREHEMRZE DynamoDB EMR

# Java 17 B Amazon EMR £ @ fRES 2 FiFE

£ Amazon 6.11.0 R ESEMRMRAF |, A LUHEEMRE[IBRES Spark R EBMEA Java 17 HITH
B Java EEEHEE (). JVMBERLTHEZZ —REEEE Java 17 E A,

JAVA_HOME

EZEBREMREMARES 6.11.0 REFRAEMNIVMERE , B LAAEIAVA_HOMERR ERMH4E
Hspark.emr-serverless.driverEnvEespark.executorEnviRiE S $,

x86_64

REFTENBMLUEE Java 17 ¥EA Spark EEETEF MEATEF A JAVA_HOMERL & :

--conf spark.emr-serverless.driverEnv.JAVA_HOME=/usr/lib/jvm/java-17-amazon-
corretto.x86_64/
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--conf spark.executorEnv.JAVA_HOME=/usr/lib/jvm/java-17-amazon-corretto.x86_64/

arm_64

REFTENBMLIEE Java 17 44 Spark BRE)EF MBITEFAIIAVA_HOMERLE :

--conf spark.emr-serverless.driverEnv.JAVA_HOME=/usr/lib/jvm/java-17-amazon-

corretto.aarch64/
--conf spark.executorEnv.JAVA_HOME=/usr/lib/jvm/java-17-amazon-corretto.aarch64/

spark-defaults

0% , B Ll Espark-defaults P EHIEE Java 17 , LB BEMRERRES 6.11.0 REF IR
JVMERZE,

x86_64

fEspark-defaultsaEBHIEE Java 17 :

{
"applicationConfiguration": [
{
"classification": "spark-defaults",
"properties": {
"spark.emr-serverless.driverEnv.JAVA_HOME" : "/usr/lib/jvm/java-17-

amazon-corretto.x86_64/",
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-17-amazon-

corretto.x86_64/"
}

arm_64

fEspark-defaultsaEBHIEE Java 17 :

{

"applicationConfiguration": [

{
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"classification": "spark-defaults",
"properties": {
"spark.emr-serverless.driverEnv.JAVA_HOME" : "/usr/lib/jvm/java-17-

amazon-corretto.aarch64/",

"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-17-amazon-
corretto.aarche4/"

}
}

FBEMRE £ 7] fR 25 £ A Apache #H3&

EERBEMRERREEEARENFEHA Apache Hudi
1. 1EMFER Spark EEHITHEIREFTER Spark B,

spark.jars=/usr/lib/hudi/hudi-spark-bundle. jar
spark.serializer=org.apache.spark.serializer.KryoSerializer

2. BAE® Hudi RBRESEESREN B , FIEE AWS Glue EX B FMALNFEENE , HHRE
SHERPEFRE, EMREMRSEZEhms A Hudi THEEH Hive ERIRNELZER . EMREM
REFEERLEARBMASERE, "EE-—SHBNAREFEFHE  F2ETEFREES.

/A Important

EMRE[RRES T X #E HIVEQL Hive RIEMREILEIRIE |, b A EEE Hudi TIDBCHE
BHNESENRE, EERAER  FSREIES,

EEMER AWS Glue BRI B M ATRENRE , £7 LA Hudi THEEE TIIERBML,

--conf spark.jars=/usr/lib/hudi/hudi-spark-bundle. jar,
--conf spark.serializer=org.apache.spark.serializer.KryoSerializer,
--conf

spark.hadoop.hive.metastore.client.factory.class=com.amazonaws.glue.catalog.metastore.AWSC

EEH#E—5 7 Amazon B Apache Hudi #1THRAEMR |,

:I:II‘H

ﬁ Hudi gﬁ%‘fTﬁEnaﬁ
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# Apache 7k 1L EEEMREE A fR 85 ¥5 Bt £ B

#% Apache 7k L EEEMR# (] AR 85 FE A IR X 5 EL (£ A

1. FEHEFERY Spark fEERMITHEREF R Spark B

spark.jars=/usr/share/aws/iceberg/lib/iceberg-spark3-runtime.jar

2. IE AWS Glue ER B SMAECHN T RENEIRENBTFEFTKE, EEE-THRBEUNMRE
FRERE  F2RTEERLE.

BEZARNKLUNPEEFREMS. flm  mREEEEH AWS Glue BRI B i , EEARENER
FERE TSI,

spark.sql.catalog.dev.warehouse=s3://D0OC-EXAMPLE-BUCKET/EXAMPLE-PREFIX/
spark.sql.extensions=org.apache.iceberg.spark.extensions.IcebergSparkSessionExtensions
spark.sql.catalog.dev=o0rg.apache.iceberg.spark.SparkCatalog
spark.sql.catalog.dev.catalog-impl=org.apache.iceberg.aws.glue.GlueCatalog
spark.hadoop.hive.metastore.client.factory.class=com.amazonaws.glue.catalog.metastore.AWSG]

EIEMEM AWS Glue EX B SR BABHPRBERE , BTLUSR Iceberg THRIEE T HIEREB I,

--conf spark.jars=/usr/share/aws/iceberg/lib/iceberg-spark3-runtime.jar,

--conf
spark.sql.extensions=org.apache.iceberg.spark.extensions.IcebergSparkSessionExtensions,
--conf spark.sql.catalog.dev=org.apache.iceberg.spark.SparkCatalog,

--conf spark.sql.catalog.dev.catalog-impl=org.apache.iceberg.aws.glue.GlueCatalog,
--conf spark.sql.catalog.dev.warehouse=s3://DOC-EXAMPLE-BUCKET/EXAMPLE-PREFIX/

--conf

spark.hadoop.hive.metastore.client.factory.class=com.amazonaws.glue.catalog.metastore.AWSC

E T #RABE Apache JKILIRAZHE ZEE Amazon EMR 752 Bk L 3 16 B & 52 8%

BEEMREMR RS A Python 23 &

£ Amazon EMR #EflfR2FEAER £ PySpark ITEKE , TSR E Python BXEF K A HEMK
., BEEEM , BRI LERARLE Python Thee, BEERIRIE , NEEFRE PySpark TELER
Python B E. WEERETBESZ.

& Iceberg 61


https://docs.aws.amazon.com/emr/latest/ReleaseGuide/Iceberg-release-history.html
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£ A IR & Python Zhag

BB TEER , 881 PySpark LAfE A L& Python X4 ( .py ) , Python Bf8 8 ( .zip ) M#E
EXH (.eqgq ) BIEAXHITER.

--conf spark.submit.pyFiles=s3://D0C-EXAMPLE-BUCKET/EXAMPLE-PREFIX/<.py|.egg|.zip file>

WEE &+ ¥+ PySpark T4EEA Python ERIRIZEMNFFIEER , B2 B EH PySpark R4 IhEE,

B E Python :RiE
EE A —18 PySpark TEEHEZ{E Python BRE , BAILIBR I BIH Python EEIRIE,

1. EBE Python EHIRE , FEAUTHS. IREHEEscipyfFZEmatplotlibZ EEIR
BEHF , ARBEEEERE Amazon S3 L&,

/A Important

B ATEBLE Amazon Linux 2 IRIEPETU TS , FAEEZEMRERK IR P LA
[E# Python kR4 , Bl Amazon EMR 6.6.0 hRZAEY Python 3.7.10, & B LAFEEMREZ [ Bk
Rl EH K 2 Docker #ER%ifl, GitHub

# initialize a python virtual environment
python3 -m venv pyspark_venvsource
source pyspark_venvsource/bin/activate

# optionally, ensure pip is up-to-date
pip3 install --upgrade pip

# install the python packages
pip3 install scipy
pip3 install matplotlib

# package the virtual environment into an archive
pip3 install venv-pack
venv-pack -f -o pyspark_venv.tar.gz

# copy the archive to an S3 location
aws s3 cp pyspark_venv.tar.gz s3://DOC-EXAMPLE-BUCKET/EXAMPLE-PREFIX/
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# optionally, remove the virtual environment directory
rm -fr pyspark_venvsource

2. 1BX Spark T, WS ENBHEREAER Python EEIRE,

--conf spark.archives=s3://D0C-EXAMPLE-BUCKET/EXAMPLE-PREFIX/
pyspark_venv.tar.gz#environment

--conf spark.emr-serverless.driverEnv.PYSPARK_DRIVER_PYTHON=./environment/bin/
python

--conf spark.emr-serverless.driverEnv.PYSPARK_PYTHON=. /environment/bin/python
--conf spark.executorEnv.PYSPARK_PYTHON=./environment/bin/python

FEE , MRETEEFRBM Python ZHER M | AlBTEREFINFHNE —BAEEMK=Z--conf
spark.executorEnv.PYSPARK_PYTHON=python,

BRMMAERA Python [ERIRIEHETT PySpark (FEENEZER , F2REAERKRE. WFNAR
X Spark TEME Z &6 , FSE AW ITE,
iXE PySpark T{ELAER Python B\ E

£/ Amazon 6.12.0 R ESEMRMRZ , &7 A E R EEMRE R ARBFE PySpark® LA A R 5 ZF 2P
B R B2 Python 2= E NumPy , PyArrowT B EEFTEMERE,

T I a5 57 88 an o] £ 8¢ PySpark T4ERY =& Python 2 E,

NumPy

NumPy 2 —EARBEETEMN Python E , RHEE2 | 7 , MEERENERRTHNSHEHENE
B, ZEEMH NumPy , BHT TGS

import numpy

pandas

RESH R —EZE I 1E 2 £A NumPy Python &, RESHEABIBRIERIEHDataFrameBURE BN EUR
PHTE, BEFEARES  FHETUTHS

import pandas
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PyArrow

PyArrow = —1{& Python E , AR EERTFHNERBIRLIES TEMEE. PyArrow 5L Apache
Arrow BEEEHBRREAER  ERUEMBRAKRTARBENNEESRX, EEFEA PyArrow ,
RHTTIGS

import pyarrow

EEEMREMR R FEA TR H Python MixZs

BR T Ay A R 2 AMEB EMRE [ IRESFF Python I2NE |, BIE AL Python RIS F &
Amazon EMR & iR 25 FE AR X7 Amazon IRAF HENEMRIRATRER Python lxZ, &tk , &%
AFERAEMEAN Python fRZAEE —E Python EHIRE,

HEE Python EHRRRXTE

1. FEATIHESGFPNIESTEEERIRE, REHE4 Python 3.9.9 ZHIEHREEHS |, igE
EERZE| Amazon S3 &,

/A Important

WMREFEH Amazon 7.0.0 RESEMRMA , BI24B7E Amazon Linux 2023 IRIBEF T
T, BUAZAREVMREMREEAZRINES.
REMER 6.15.0 HEKMA , BIABEEELA Amazon Linux 2 IREARFHIT TG D

# install Python 3.9.9 and activate the venv

yum install -y gcc openssl-devel bzip2-devel libffi-devel tar gzip wget make
wget https://www.python.org/ftp/python/3.9.9/Python-3.9.9.tgz && \

tar xzf Python-3.9.9.tgz && cd Python-3.9.9 && \

./configure --enable-optimizations && \

make altinstall

# create python venv with Python 3.9.9
python3.9 -m venv pyspark_venv_python_3.9.9 --copies
source pyspark_venv_python_3.9.9/bin/activate

# copy system python3 libraries to venv
cp -r /usr/local/lib/python3.9/* ./pyspark_venv_python_3.9.9/1ib/python3.9/
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package venv to archive.

**Note** that you have to supply --python-prefix option

to make sure python starts with the path where your

copied libraries are present.

Copying the python binary to the "environment" directory.

pip3 install venv-pack

venv-pack -f -o pyspark_venv_python_3.9.9.tar.gz --python-prefix /home/hadoop/

H OH O O H

environment

# stage the archive in S3
aws s3 cp pyspark_venv_python_3.9.9.tar.gz s3://<path>

# optionally, remove the virtual environment directory
rm -fr pyspark_venv_python_3.9.9

t

2. BENBUHRERMEA Python ERIRIE , YRIEXNIT#.

%

# note that the archive suffix "environment" is the same as the directory where you
copied the Python binary.

--conf spark.archives=s3://DOC-EXAMPLE-BUCKET/EXAMPLE-PREFIX/
pyspark_venv_python_3.9.9.tar.gz#environment

--conf spark.emr-serverless.driverEnv.PYSPARK_DRIVER_PYTHON=./environment/bin/
python

--conf spark.emr-serverless.driverEnv.PYSPARK_PYTHON=./environment/bin/python
--conf spark.executorEnv.PYSPARK_PYTHON=./environment/bin/python

\

i

BRAMMIAEEA Python E#IRIEEIT PySpark EEMNEZER , F2RFEAERIRE, MENMER
Spark TEWNE Z &I |, FESB AT T,

OSS#& it EMR S fr] AR 25 £ Fi = A& Mt

Amazon 6.9.0 X SEMRxZA

@ Note
Amazon EMR 7.0.0 R ESHRAFEA=AMM 3.0.0 , Effdelta-core. jarXHEmm
£5, delta-spark.jarfIR&EMFEH Amazon EMR 7.0.0 RESRA , Edelta-
spark.jarERMNEEPIEE,
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Amazon EMR 6.9.0 X E S RA24E Delta Lake , A EFABEEHTEE=ZANE , &t TEEALEN
EMRE ] fRBSE IR - -packagesifiE,

1. BERREXIXEMREMPREE T/ER , FRELEF THERSMY , EsparkSubmitParametersi
NP EETISE.

--conf spark.jars=/usr/share/aws/delta/lib/delta-core.jar, /usr/share/aws/delta/lib/
delta-storage.jar

--conf spark.sql.extensions=io.delta.sql.DeltaSparkSessionExtension
--conf

spark.sql.catalog.spark_catalog=org.apache.spark.sqgl.delta.catalog.DeltaCatalog

2. AlE—{EAXtbdelta_sample.py B AIZEFFEE Delta XK.

# delta_sample.py
from pyspark.sql import SparkSession

import uuid

url = "s3://DOC-EXAMPLE-BUCKET/delta-1lake/output/%s/" % str(uuid.uuid4())
spark = SparkSession.builder.appName("DeltaSample").getOrCreate()

## creates a Delta table and outputs to target S3 bucket
spark.range(5).write.format("delta").save(url)

## reads a Delta table and outputs to target S3 bucket
spark.read.format("delta").load(url).show

3. f£H AWSCLI, #delta_sample.pyfER LEZIZRA Amazon S3 FHREFE. REFEH
fstart-job-run®Si TEEEHERENEMRERRFEARER,

aws s3 cp delta_sample.py s3://DOC-EXAMPLE-BUCKET/code/

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--name emr-delta \
--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/code/delta_sample.py",
"sparkSubmitParameters": "--conf spark.jars=/usr/share/
aws/delta/lib/delta-core.jar, /usr/share/aws/delta/lib/delta-storage.jar --
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conf spark.sqgl.extensions=io.delta.sql.DeltaSparkSessionExtension --conf
spark.sql.catalog.spark_catalog=org.apache.spark.sql.delta.catalog.DeltaCatalog"

}
} 1

& Z#EE Delta Lake £/ Python B E , Bl iERdelta-coreEHEHMBMKYE , S EAIER
ARG IS R FTIERE R E,

®E , B LAfFESparkContext.addPyFile Aftdelta-coreJARIERF#i¥ Python X E :

import glob
from pyspark.sql import SparkSession

spark = SparkSession.builder.getOrCreate()
spark.sparkContext.addPyFile(glob.glob("/usr/share/aws/delta/lib/delta-core_*.jar")[@])

Amazon 6.8.0 X E{KEMRARAS

MRIEEHAR R Amazon EMR 6.8.0 S EKIRA , FBIRB LU T F B Delta HOSSEEEMRE @ IRES FE
BAREEERER,

1. EEEIE Amazon EMR E[@REIEARER L Spark iRA#HZB M Delta Lake BARIBIEIRAS |
BEEE =AM GitHub B AR RiET.

2. #B=AMBEXELEZEH Amazon S3 FEFETEE AWS RS,

3. EfEFEAENERTRIEMREMMR:E TR , 58U EREFH Delta Lake JAR 1EEM
Ao

--conf spark.jars=s3://DOC-EXAMPLE-BUCKET/jars/delta-core_2.12-1.1.0.jar

4., BHEBRREAUFIMEZA Delta BRI , FHITEH PySparkiflE=.

from pyspark import SparkConf, SparkContext
from pyspark.sql import HiveContext, SparkSession

import uuid
conf = SparkConf()

sc = SparkContext(conf=conf)
sglContext = HiveContext(sc)
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url = "s3://DOC-EXAMPLE-BUCKET/delta-1lake/output/1.0.1/%s/" % str(uuid.uuid4())

## creates a Delta table and outputs to target S3 bucket
session.range(5).write.format("delta").save(url)

## reads a Delta table and outputs to target S3 bucket
session.read.format("delta").load(url).show

#& Airflow I23EMRE [ IRES T4

Apache KRR H Amazon HtEFEAEMRERRFIRESRM. WEEFHRREENFHENR , F2H

Apache SRR HHH Amazon EMR @ RESIRIEE,

B LAE A AlEmrServerlessCreateApplicationOperator2—HEAX R EEAREF, Bthrf
LAfFEmrServerlessStartJobOperator AHTEARERAHE —NZE Ik,

= Ei%RES B Apache Airflow (MWAA) £ Airflow 2.2.2 B9 Amazon S8 TERBHZEER |, B8
UATT#HiBEEWrequirements. txtiBR , WEFHEHIMWAARRE EAFMER,

apache-airflow-providers-amazon==6.0.0
boto3>=1.23.9

AR, EMREM RS XEEHEE Amazon #IERIAY 5.0.0 iR, MRZA 6.0.0 RERR 2.2.2 RENK
FARA, SR BLEMWAASRTR 2.4.3 WBER T EAESRAE,

THMEEFE RN EYEARER, H1TZE Spark T, RARFILEARERX, EMRE [ IR FI
GitHub RFERMHZEEHH, WFEsparkSubmitiHRNHEMFMER , F2RE NI,

from datetime import datetime

from airflow import DAG

from airflow.providers.amazon.aws.operators.emr import (
EmrServerlessCreateApplicationOperator,
EmrServerlessStartJobOperator,
EmrServerlessDeleteApplicationOperator,

# Replace these with your correct values
JOB_ROLE_ARN = "arn:aws:iam::account-id:role/emr_serverless_default_role"
S3_LOGS_BUCKET = "DOC-EXAMPLE-BUCKET"
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https://github.com/aws-samples/emr-serverless-samples/tree/main/airflow

Amazon EMR Amazon EMR #ERSEE A FIE™

DEFAULT_MONITORING_CONFIG = {
"monitoringConfiguration": {
"s3MonitoringConfiguration": {"logUri": f"s3://DOC-EXAMPLE-BUCKET/logs/"}
iy

with DAG(
dag_id="example_endtoend_emr_serverless_job",
schedule_interval=None,
start_date=datetime(2021, 1, 1),
tags=["example"],
catchup=False,
) as dag:
create_app = EmrServerlessCreateApplicationOperator(
task_id="create_spark_app",
job_type="SPARK",
release_label="emr-6.7.0",
config={"name": "airflow-test"},

application_id = create_app.output

jobl = EmrServerlessStartJobOperator(

task_id="start_job_1",
application_id=application_id,
execution_role_arn=J0B_ROLE_ARN,
job_driver={

"sparkSubmit": {

"entryPoint": "local:///ust/lib/spark/examples/src/main/python/
pi_fail.py",

}
I
configuration_overrides=DEFAULT_MONITORING_CONFIG,

job2 = EmrServerlessStartJobOperatoxr(
task_id="start_job_2",
application_id=application_id,
execution_role_arn=J0B_ROLE_ARN,
job_driver={
"sparkSubmit": {
"entryPoint": "local:///usr/lib/spark/examples/src/main/python/pi.py",
"entryPointArguments": ["1000"]
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1,
configuration_overrides=DEFAULT_MONITORING_CONFIG,

)

delete_app = EmrServerlessDeleteApplicationOperatoxr(
task_id="delete_app",
application_id=application_id,
trigger_rule="all_done",

)

(create_app >> [jobl, job2] >> delete_app)

B EMREMR AREZFEA Hive FREESZ

Hive ffEF & ERKE (UDFs) JELRE B REREEL BN HKEEH, EAHES L ERHE
BIUDFEELTE S5 F1E R Amazon EMR EfREFEAEA R TEMEHERERNER ., &EEBUNIER
EERER , F2EBER Amazon EMR #E RES .

UDF#ELEMRE (A Bk 85 &£ A

1. BEZRLGitHubEVBEHIUDF, REEBLIRFEEFEAD git 2. HBFHEpom. xmlig
Zmaven-compiler-pluginFHEMAEERIR. FEREBE java MAEEEFHA1.8. #
fTmvn package -DskipTestsLAR Iy B H|HJARIEZRUDFs,

2. BMJARERR 6 BFEATIESHERLESR S3 #EIE.

aws s3 cp brickhouse-0.8.2-3S.jar s3://DOC-EXAMPLE-BUCKET/jars/

3. BUHEHIERUEAEP—EASEFIUDFEE, HitE#SFAudf_example. g H FEREHN
S3 AT,

add jar s3://DOC-EXAMPLE-BUCKET/jars/brickhouse-0.8.2-3S.jar;

CREATE TEMPORARY FUNCTION from_json AS 'brickhouse.udf.json.FromJsonUDF';
select from_json('{"keyl":[@,1,2], "key2":[3,4,5,6], "key3":[7,8,91}', map("",
array(cast(@ as int))));

select from_json('{"keyl":[@,1,2], "key2":[3,4,5,6], "key3":[7,8,91}', map("",
array(cast(@ as int))))["keyl"][2];

4. RXUTHEITRE,

aws emr-serverless start-job-run \
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--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{

"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/queries/udf_example.q",
"parameters": "--hiveconf hive.exec.scratchdir=s3://D0C-EXAMPLE-BUCKET/emz-

serverless-hive/scratch --hiveconf hive.metastore.warehouse.dir=s3://'$BUCKET' /emr-
serverless-hive/warehouse"

}
}' --configuration-overrides '{
"applicationConfiguration": [{
"classification": "hive-site",
"properties": {
"hive.driver.cores": "2",
"hive.driver.memory": "6G"

1,
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET/logs/"

}I
5. f#Mget-job-runiETREIENME, FEFREBFABSUCCESS,

aws emr-serverless get-job-run --application-id application-id --job-run-id job-id

6. fERALLT ST &t

aws s3 cp --recursive s3://DOC-EXAMPLE-BUCKET/logs/applications/application-id/
jobs/job-id/HIVE_DRIVER/ .

Estdout.gzRELT5,

{"key1":[0,1,2],"key2":[3,4,5,6], "key3":[7,8,9]1}
2

R EEMRE [ MR H B 7T &

£
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Amazon EMR Amazon EMR &EiRi&e5F FiEm
« £/ BE] Y Python MR

- AR Java fRA

- BEVERREEHK

- £/ Apache EZMEEHIETZREER

A BETH Python RiRAs

IET LA S B ST AR LUE A R EIAR AR K Python, 10 | BEE4E Python ixA 3.10 ARE X T,
BT TIHGS :

B

FROM public.ecr.aws/emr-serverless/spark/emr-6.9.0:1atest

USER root

# install python 3

RUN yum install -y gcc openssl-devel bzip2-devel libffi-devel tar gzip wget make
RUN wget https://www.python.org/ftp/python/3.10.0/Python-3.10.0.tgz && \

tar xzf Python-3.10.0.tgz && cd Python-3.10.0 && \

./configure --enable-optimizations && \

make altinstall

# EMRS will run the image as hadoop
USER hadoop:hadoop

FEZRR Spark TEZHI , B HREAMEA Python EEIRE , TR

--conf spark.emr-serverless.driverEnv.PYSPARK_DRIVER_PYTHON=/usr/local/bin/python3.10
--conf spark.emr-serverless.driverEnv.PYSPARK_PYTHON=/usr/local/bin/python3.10
--conf spark.executorEnv.PYSPARK_PYTHON=/usr/local/bin/python3.10

FEHBETH Java RiRA
THHHAFERTMAIBE — BB ERMEMER Java 11 BB Spark £,
FROM public.ecr.aws/emr-serverless/spark/emr-6.9.0:1latest

USER root

# install JDK 11
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RUN sudo amazon-linux-extras install java-openjdkll

# EMRS will run the image as hadoop
USER hadoop:hadoop

A

RBREREZzA , REEXBHFEH Java 11, WTFFIR.

--conf spark.executorEnv.JAVA_HOME=/usr/lib/jvm/java-11-
openjdk-11.0.16.0.8-1.amzn2.0.1.x86_64

--conf spark.emr-serverless.driverEnv.JAVA_HOME=/usr/lib/jvm/java-11-
openjdk-11.0.16.0.8-

BYERBEE
THHNHFERTIMISEERN , BUERIZE Python & , J0RESHF NumPy.

FROM public.ecr.aws/emr-serverless/spark/emr-6.9.0:1latest
USER root

# python packages

RUN pip3 install boto3 pandas numpy

RUN pip3 install -U scikit-learn==0.23.2 scipy
RUN pip3 install sk-dist

RUN pip3 install xgboost

# EMR Serverless will run the image as hadoop
USER hadoop:hadoop

£ Apache ZE Z BRI ith 3 22 [ & &}
THEMNRGERT AEBE—EES , A '281F Apache Sedona E Tt IBZE R IE,

FROM public.ecr.aws/emr-serverless/spark/emr-6.9.0:latest
USER root

RUN yum install -y wget

RUN wget https://repol.maven.org/maven2/org/apache/sedona/sedona-core-3.0_2.12/1.3.0-
incubating/sedona-core-3.0_2.12-1.3.0-incubating.jar -P /usr/lib/spark/jars/

RUN pip3 install apache-sedona
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# EMRS will run the image as hadoop
USER hadoop:hadoop

£ Amazon RS LA R BEBRABE A HE £ X EMR

£ Amazon 6.9.0 R EREMRMASF | BERAREGEE T E Apache £ X F Amazon Redshift 2 &
WOEREES, B TIEREEERS S FEH DT EBEMRER ARES LMY Spark REEFEFETE Amazon
Redshift FER, BERU spark-redshift BIREREERESBER, YN Amazon EMR &R
%28 | MIAZ 2 XK Amazon Redshift £ ERREERIIFEER,

e

- BB —EEXERREFE Amazon Redshift £ERMIHETE X
- {#F Apache Spark By Amazon Redshift B & 1T 5 9 B &
« 1£ Amazon Redshift BRI E A

- f£F Spark EEIREFHE 2R F

FRE)— & 2 A FEFRFEFEL Amazon Redshift &£ IR E X

EEMFAEEMREM[RES 6.9.0 NEES , MU EMNLER Spark Redshift M At EE Spark TEEIE,
R --jarsA‘21EEE Redshift EE#ERMEANERNE, FEEF --jars BEXENHMUERVE , F2
B Apache Spark 5283 X 4RV EFSHH K M EE — &,

* spark-redshift.jar
* spark-avro.jar
* RedshiftJDBC. jar

* minimal-json.jar
Amazon 6.10.0 R ESEMRRAFTEEMminimal-json. jarfktt , RS BB EHAEKR ML ED
BRAEK. T5/EFIFRF LM% Apache Spark B EIEE Amazon Redshift & Spark BARER.

Amazon EMR 6.10.0 +

EEMREMIIREFMZA 6.10.0 RES AL , I Amazon Redshift 24 , i EBEMRE [ IRE5
A E) Spark £,
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spark-submit my_script.py

Amazon EMR 6.9.0

ZE £ Amazon EMR Z R BRES £ # A Amazon Redshift B &£ & @ REMRES 6.9.0 iR A& L K&
Spark E# , FEA T HEHIFF R --jarsiBE, FEE , HB--jarsBEE B THWELRIAR
EROTERRER,

--jars
/usr/share/aws/redshift/jdbc/RedshiftIDBC. jar,
/usr/share/aws/redshift/spark-redshift/lib/spark-redshift.jar,
/usr/share/aws/redshift/spark-redshift/lib/spark-avro.jar,
/usr/share/aws/redshift/spark-redshift/lib/minimal-json.jar

spark-submit \

--jars /usr/share/aws/redshift/jdbc/RedshiftIDBC. jar, /usr/share/aws/redshift/
spark-redshift/lib/spark-redshift.jar, /usr/share/aws/redshift/spark-redshift/lib/
spark-avro.jar, /usr/share/aws/redshift/spark-redshift/lib/minimal-json.jar \

my_script.py

{# F Apache Spark B Amazon Redshift B & 11T & 2 B F

£ AWS Secrets Manager # 2R i% & # | Amazon Redshift

BT LAHE B A\ & BHRETZTE Secrets Manager 1, BAZ £ i#[6] Amazon Redshift 1T 58 | Wi
Spark E#&FGetSecretValueAPIZREELE :

from pyspark.sql import SQLContextimport boto3

sc = # existing SparkContext
sql_context = SQLContext(sc)

secretsmanager_client = boto3.client('secretsmanager',
region_name=os.getenv('AWS_REGION'))
secret_manager_response = secretsmanager_client.get_secret_value(
SecretId="'string',
Versionld='string',
VersionStage='string'
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username = # get username from secret_manager_response

password = # get password from secret_manager_response

url = "jdbc:redshift://redshifthost:5439/database?user=" + username + "&password="
+ password

# Access to Redshift cluster using Spark

£ A EREFZ X @ Amazon Redshift #1783 JDBC
REF P& % JDBC URL
&N LATE F#8E Amazon Redshift ERIEZ B ZES , LAM Amazon Redshift #ERFE E X

#. JDBC URL

® Note

MBLAEF B RRERBURL | S FRAENEAARURLTUERRE. BRTREE
AlHE , BREFRE.

MRENEAEABEZZERZ Y  BUNEATIHBRAEPRELHESBNER JDBCURL :

jdbc:redshift://redshifthost:5439/database?user=username&password=password

2B Amazon EMR ERRB[FEHHNITHCEHIAMER B 3 8E

#& Amazon EMR E[RIBRESMRZA 6.9.0 BIXS , Amazon Redshift JOBC EREIER 2.1 ESHRA S &
IREF, FH 2.1 RESRAMNIDBCEERED , LA EIDBCURLETEZERBEAEREMN
R,

MRy , ATLERE jdbc:redshift:iam:// B&. E& e S JIDBCEREE X A ZNWEMRE [ 2T
EEHTACKEBMEGEE. MEFHMENR , 528 Amazon Redshift EEERP X EIDBCH
ODBCE#FLAFEAIAME A E R, EHEMN —EH FURLR :

jdbc:redshift:iam://examplecluster.abcl23xyz789.us-west-2.redshift.amazonaws.com:5439/
dev

RERHNGER , ZNTEATACEETIIER :
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R EEHITEBMENFRMY

redshift:GetCluste JDBCERE)FZ FEEM Amazon Redshift BEUSIH
rCredentials

redshift:DescribeC WMREIETE T Amazon Redshift 5 AWS [E3F £JDBCURL
luster A 2imE

redshift-serverles JDBCEREIFZ X EE R Amazon Redshift [ IRESHEEE A E R

s:GetCredentials

redshift-serverles W RIEE AR Amazon Redshift RS , BEERIBIT/ER
s:GetWorkgroup HBBAMURLEEEE

ETER #5738 ZE| Amazon Redshift VPC

EERETHEEMEM Amazon Redshift #5 5% Amazon Redshift A RS TEBAVPC , HEA
Amazon EMR E R REFEARERNFREVPCELR , TeEFNER. NFENMMEEMREMRRESERAER L
REVPCEBFHFMEN , B2HREVPCEIVE,

. WMREMHERN Amazon Redshift #£ 3 Amazon Redshift @ RS TEEHA AT A BTFE , BRI AIE
EEBVEMRSBEARIECERENATEEN —HZELE 7K. EMR

- MREMHER Amazon Redshift #5E 3 Amazon Redshift @RS T/EFEE L N\BEER , B4E
REBHFTIR | BIEE Amazon Redshift #5237 Amazon Redshift ZEVPCin 3. :5%EVPCEFE
EHE , B URREEE Redshift EIRIERIPRYERE S| Amazon Redshift {7 AR 85 5 #Y 57 BA 28
E Y B2 Amazon Redshift R IREE THEEE, ELEARBEER FRHEEEVEMRERREER
2N RIS E R FAA T HBBE 2 ST RA A

(® Note

MREEHAMER S R , BEEMRE[RESERAERNIE TR R EEENATHE |, Al
BANAEEEL FHEK EETE AR Amazon Redshift & Amazon Redshift @ R 2SI VPCi
2. &4 , JDBCEEENTE /7 o] LABHUR IR
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https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html
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£ Amazon Redshift FEEFE A

THREXEE | H PySpark AR EBEE R IR Spark SQL B Amazon Redshift & EEEAPIFE
A& EH

Data source API

F8 PySpark Rt EBE R HIRA Amazon Redshift E ¥ EEEME A FHERAPI,

import boto3
from pyspark.sql import SQLContext

sc = # existing SparkContext
sql_context = SQLContext(sc)

url = "jdbc:redshift:iam://redshifthost:5439/database"
aws_iam_role_arn = "arn:aws:iam::account-id:role/role-name"

df = sql_context.read \
.format("io.github.spark_redshift_community.spark.redshift") \
.option("url", url) \
.option("dbtable", "table-name") \
.option("tempdir", "s3://path/for/temp/data") \
.option("aws_iam_role", "aws-iam-role-arn") \
.load()

df .write \
.format("io.github.spark_redshift_community.spark.redshift") \
.option("url", url) \
.option("dbtable", "table-name-copy") \
.option("tempdir", "s3://path/for/temp/data") \
.option("aws_iam_role", "aws-iam-role-arn") \
.mode("error") \
.save()

SparkSQL

AR PySpark £ Spark SQL #& Amazon Redshift & ¥ E EEUH = A &461E ¥,

import boto3
import json
import sys
import os
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from pyspark.sql import SparkSession

spark = SparkSession \
.builder \
.enableHiveSupport() \
.getOrCreate()

url = "jdbc:redshift:iam://redshifthost:5439/database"
aws_iam_role_arn = "arn:aws:iam::account-id:role/role-name"

bucket = "s3://path/for/temp/data"
tableName = "table-name" # Redshift table name

s = f"""CREATE TABLE IF NOT EXISTS {table-name} (country string, data string)
USING io.github.spark_redshift_community.spark.redshift
OPTIONS (dbtable '{table-name}', tempdir '{bucket}', url '{url}', aws_iam_role
'{aws-iam-role-arn}' ); """

spark.sql(s)

columns = ["country" ,"data"]
data = [("test-country","test-data")]
df = spark.sparkContext.parallelize(data).toDF(columns)

# Insert data into table

df .write.insertInto(table-name, overwrite=False)
df = spark.sql(f"SELECT * FROM {table-name}")
df.show()

£/ Spark E#2RFHYZ E MR

- RMBZEITER Amazon LSSLHE XEMRZIZEE Amazon Redshift B JDBCE$E,

- RMEZEEFPEE Amazon Redshift BEHE A E R AWS Secrets Manager fEAREER,
BIfE A AWS Secrets Manager % AR E#E] Amazon Redshift HRREBEHIF.

. RPEZEEEESR Amazon Redshift B3R FEaws_iam_roleZESEWIAMA G,
« B8 tempformat BB~ X & Parquet 3,
« EftempdirURI¥EE Amazon S3 U B, WEREHKIASHEEFRE , NS EMENNER,
- FEERET 54 Amazon Redshift FZEE :
EREIHYE Amazon Redshift BEN 2B FEL

s
B
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- BEBEBR Amazon Redshift ## H o
- BEBEBR Amazon Redshift BRI E
- EEBT5I&% Amazon S3 FWEE :
- BELEHEY Amazon S3 fEFETEN A BER.
- EREMEA Amazon S3 ARG RINFFTAR S3 FEiFirEE.
- EREHMEA Amazon S3 £ iniBHBIRREE Amazon S3 REFAFRBNAREZRAL

« Amazon EMR —Z2E8RBERHAMARBEARGHERT. HRLZ2EE , RMAFTIETIIR
Spark Z| Amazon S3 B D BFE 5% :

« EXTE AWS hadoop-envilRED EH W EE S8
. #mi5 AWS 7FELE 8 tempdir URI

NERREAEESRAEXESBNFRER , F2RTHER :

«  {Amazon Redshift EE#5r) FH Apache Spark #§ Amazon Redshift &
« Github £# spark-redshift HEFEEE

£/ Amazon #E [ fREFEARZE DynamoDB EMR

EAHBETR  SEREEHIESERLEEERFEE Amazon S3 #FErHE | AERMEA Amazon EMR
=@ RER £H Hive X Spark i & BHER B LA LIE#HH Amazon DynamoDB &,

S i$ER LEZR Amazon S3 REETE

EEZE Amazon S3 E1FEE | FRE Amazon BERERE T EAERABEERETELFETESTHN
REAMEITIRIE, #DOC-EXAMPLE-BUCKETZRERAFEINEENEHE, BELNEMRE R RESIE
AR CEREFSITHEE,

1. features.zipRAUTHS TEHRIIEBETE,

wget https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
features.zip

2. ftfFEfeatures.txtEHFRIXHILEET XHFIATLEIT

unzip features.zip
head features.txt
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https://docs.aws.amazon.com/redshift/latest/mgmt/db-auditing.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-server-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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https://www.usgs.gov/us-board-on-geographic-names
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket.html
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EREBREEUTIIRE.

1535908 |Big Run|Stream|WV|38.6370428]|-80.8595469|794
875609 | Constable Hook|Cape|NJ]|40.657881|-74.0990309|7
1217998 | Gooseberry Island|Island|RI|41.4534361|-71.3253284|10
26603 |Boone Moore Spring|Spring|AZ|34.0895692|-111.410065|3681
1506738 |Missouri Flat|Flat|WA|46.7634987|-117.0346113|2605
1181348 |Minnow Run|Stream|PA|40.0820178|-79.3800349|1558
1288759 |Hunting Creek|Stream|TN|36.343969|-83.8029682|1024
533060|Big Charles Bayou|Bay|LA|29.6046517|-91.9828654|0
829689 | Greenwood Creek|Stream|NE|41.596086|-103.0499296|3671
541692 |Button Willow Island|Island|LA|31.9579389|-93.0648847|98

WESITHNBMERE—BEE, 28, BARABEEE, RE, BE ULEAEN). RE UE
BEN) URUKERAEBNNSE.,
3. BEMNER EER Amazon S3

aws s3 cp features.txt s3://DOC-EXAMPLE-BUCKET/features/

E25  AlE—ABERK
£/ Apache E XS EE VS S Amazon S3 A L EERMN I EER K,
Spark
ZRIZ-EEREER , BETUTHR
import org.apache.spark.sql.SparkSession
val sparkSession = SparkSession.builder().enableHiveSupport().getOrCreate()

sparkSession.sql("CREATE TABLE hive_features \

(feature_id BIGINT, \

feature_name STRING, \

feature_class STRING, \

state_alpha STRING, \

prim_lat_dec DOUBLE, \

prim_long_dec DOUBLE, \

elev_in_ft BIGINT) \

ROW FORMAT DELIMITED \
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FIELDS TERMINATED BY '|' \
LINES TERMINATED BY '\n' \
LOCATION 's3://DOC-EXAMPLE_BUCKET/features';")

BHRAER—(AEXH Hive Xt features. txtXHHHEIE, ERVENBBEREXRT , THE
#9451 = 3E1T Spark SQL &£,

sparkSession.sql(
"SELECT state_alpha, COUNT(*) FROM hive_features GROUP BY state_alpha;")

Hive
ERlEwEREE TR , ETUTHS,

CREATE TABLE hive_features

(feature_id BIGINT,
feature_name STRING ,
feature_class STRING ,
state_alpha STRING,
prim_lat_dec DOUBLE ,
prim_long_dec DOUBLE ,
elev_in_ft BIGINT)

ROW FORMAT DELIMITED

FIELDS TERMINATED BY '|'

LINES TERMINATED BY '\n'

LOCATION 's3://DOC-EXAMPLE-BUCKET/features"';

BiE , B —Ea8&features. txt XHHFHEIEMN Hive R, EERTVERRTEERRF
1T HiveQL &3 , I TSI EHIFTFRo

3

SELECT state_alpha, COUNT(*) FROM hive_features GROUP BY state_alpha;

SR 3 RERNERE

FREANSEBRELERERTFA DynamoDB ER XK,
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Spark

BEREEL—ESRPEIN Hive ERRPNWERERE DynamoDB , FBEBEKERERE
DynamoDB I B8 1-3, ERHE I B BHIF DynamoDB *1&., FeaturesfR# , WA AEER
XFEBERNER , WiEHERE DynamoDB £& , 1T 5 HIFT R

import com.amazonaws.services.dynamodbv2.model.AttributeValue
import org.apache.hadoop.dynamodb.DynamoDBItemWritable

import org.apache.hadoop.dynamodb.read.DynamoDBInputFormat
import org.apache.hadoop.io.Text

import org.apache.hadoop.mapred.JobConf

import org.apache.spark.SparkContext

import scala.collection.JavaConverters._
object EmrServerlessDynamoDbTest {
def main(args: Array[String]): Unit = {

jobConf.set("dynamodb.input.tableName", "Features")
jobConf.set("dynamodb.output.tableName", "Features")
jobConf.set("dynamodb.region", "region")

jobConf.set("mapred.output.format.class",
"org.apache.hadoop.dynamodb.write.DynamoDBOutputFormat")

jobConf.set("mapred.input.format.class",
"org.apache.hadoop.dynamodb.read.DynamoDBInputFormat")

val rdd = sc.textFile("s3://DOC-EXAMPLE-BUCKET/ddb-connector/")
.map(row => {
val line = row.split("\\|")
val item = new DynamoDBItemWritable()

val elevInFt = if (line.length > 6) {
new AttributeValue().withN(line(6))
} else {
new AttributeValue().withNULL(true)

item.setItem(Map(
"feature_id" -> new AttributeValue().withN(1line(0)),
"feature_name" -> new AttributeValue(line(1)),
"feature_class" -> new AttributeValue(line(2)),

SR 3 ERE 183


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EMRforDynamoDB.Tutorial.CopyDataToDDB.html
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"state_alpha" -> new AttributeValue(line(3)),
"prim_lat_dec" -> new AttributeValue().withN(line(4)),
"prim_long_dec" -> new AttributeValue().withN(line(5)),
"elev_in_ft" -> elevInFt)
.asJava)

(new Text(""), item)

b
rdd.saveAsHadoopDataset(jobConf)

Hive

BEREE L —ESRPEIYN Hive RIEFHERERE] DynamoDB , FFEENERERE

DynamoDB H W18 RIEITERE

SER 4 . EFRE DynamoDB #}
FHE X EEHEZHN DynamoDB BRI &K,
Spark

EEEHEEL—ESBEPEIN DynamoDB ERIFRFAHER , BALAEMH Spark SQL =
Sparke MapReduce API

Example — {£f 2 X &&# &/ DynamoDB &¥l%& SQL

THR Spark SQL EfEEZEFRIRFHEFIN A B REREEN IR,

val dataFrame = sparkSession.sql("SELECT DISTINCT feature_class \
FROM ddb_features \
ORDER BY feature_class;")

T % Spark SQL EFEERUFE M BENFIERFE,

val dataFrame = sparkSession.sql("SELECT feature_name, state_alpha \
FROM ddb_features \
WHERE feature_class = 'Lake' \
AND feature_name LIKE 'M%' \
ORDER BY feature_name;")

T% Spark SQL EHEEEED = ES R —HE 2 HHN A BAREFTE.

S BB 4 : % DynamoDB @K &
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val dataFrame = sparkSession.dql("SELECT state_alpha, feature_class, COUNT(*) \
FROM ddb_features \
WHERE elev_in_ft > 5280 \
GROUP by state_alpha, feature_class \
HAVING COUNT(*) >= 3 \
ORDER BY state_alpha, feature_class;")

Example — £ £ X & & H DynamoDB & MapReduce API

T %I MapReduce EAE K FRIEFERMEFHBEBEENEE,

val df = sc.hadoopRDD(jobConf, classOf[DynamoDBInputFormat], classOf[Text],
classOf[DynamoDBItemWritable])
.map(pair => (pair._1, pair._2.getItem))
.map(pair => pair._2.get("feature_class").getS)
.distinct()
.sortBy(value => value)
.toDF("feature_class")

T 5| MapReduce EHEERFE M FEBENAEHHEE,

val df = sc.hadoopRDD(jobConf, classOf[DynamoDBInputFormat], classOf[Text],
classOf[DynamoDBItemWritable])
.map(pair => (pair._1, pair._2.getItem))
.filter(pair => "Lake".equals(pair._2.get("feature_class").getS))
.filter(pair => pair._2.get("feature_name").getS.startsWith("M"))
.map(pair => (pair._2.get("feature_name").getS,
pair._2.get("state_alpha").getS))
.sortBy(_._1)
.toDF("feature_name", "state_alpha")

5| MapReduce EHEERZEL=AERN 1 ZE 2 FBHFIAREFTE,

val df = sc.hadoopRDD(jobConf, classOf[DynamoDBInputFormat], classOf[Text],
classOf[DynamoDBItemWritable])
.map(pair => pair._2.getItem)
.filter(pair => pair.get("elev_in_ft").getN != null)
.filter(pair => Integer.parselnt(pair.get("elev_in_ft").getN) > 5280)
.groupBy(pair => (pair.get("state_alpha").getS, pair.get("feature_class").getS))
.filter(pair => pair._2.size >= 3)
.map(pair => (pair._1._1, pair._1._2, pair._2.size))
.sortBy(pair => (pair._1, pair._2))
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.toDF("state_alpha", "feature_class", "count")
Hive
FETHEBEL—BASBRBPEILHN DynamoDB RIEHHER! , FFIEBEF DynamoDB RIEFWE

B EREITERE.

AR TE 5 i P 17 UM

EEREEMRERRBNBIRFER , BXRATS R, EHEFF , AccountAREE Amazon
EMR EfRIRESEAREXNMIRS , AccountBt 2 Amazon DynamoDB FRIERIIRF .

1. TEFEI DynamoDB EH&, AccountBIIEFHMEN , BSETE 1 EIERK,
2. 1E"AccountBX 3 A FE DynamoDB F&#&HCross-Account-Role-BIAMA G,

a. & A AWS Management Console A% 1E B BIAME 2 & https://console.aws.amazon.com/
iam/,

b. B 'Ae,  AGAE—ESANFHABCross-Account-Role-B, BEAMAEILIAME
BNFMAES  F2HE (ERAEER) P8 (BIIAMAS)

c. EBM—EIAMBER , LIREEIRFE DynamoDB R FEER ., ABSIAMEREBMIMECross-

Account-Role-B,

LA 2R EE DynamoDB K& FEUERBIR, CrossAccountTable

{"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:AccountB:table/
CrossAccountTable"
}
]
}

d. #®¥ Cross-Account-Role-B AN EERE,

ERTAGNEERR  FEPR2: BIRF-A€ B PEUNACREAMEREHTH
[EERR] REIFR.
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EMRforDynamoDB.Tutorial.QueryDataInDynamoDB.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EMRforDynamoDB.Tutorial.QueryDataInDynamoDB.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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ERREETER , RABRFETIERNXH, RAXHRFFIob-Execution-Role-ATE
FAccountA#E{EkCross-Account-Role-BA &,

{"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::AccountA:role/Job-Execution-Role-A"

b
"Action": "sts:AssumeRole"
}
]
}

e. ¥FIJob-Execution-Role-AEfREEAccountA®y- STS Assume roleEPRCross-
Account-Role-B,

EIAMIBH| A& H AWS IRF AccountAl & |, i#HJob-Execution-Role-A, &L T
FEFRARXFIEZE Job-Execution-Role-A MLfAEF Cross-Account-Role-B A&/
AssumeRole EjfE,

{"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::AccountB:role/Cross-Account-Role-B"

}

f. #EHEKdynamodb.customAWSCredentialsProvider B M iR E A%/ -4
Uh 9 ¥com.amazonaws . emr . AssumeRoleAWSCredentialsProviderFEI A
&, ASSUME_ROLE_CREDENTIALS_ROLE_ARNfEFMIARNER EREZE Cross-
Account-Role-B,

3. FEAETENREBEHEZIob-Execution-Role-A,
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Amazon EMR Amazon EMR &EiRi&e5F FiEm
EZEE1H
# DynamoDB iE#225 82 Apache E X BB FRABNWEE

« Spark SQL A" #EFHFEAFREEREFRIELIE Hive X, MEFHMEN , 5528 Apache Spark X #
FHIEE Hive ERIRIBEER

« BENSQLAXIFEREMHEEREFHSTORED BY#RE, MREBEZE B/ Hive ERIRE
DynamoDB EXl&R A& , 55 EA Hive B ERI X,

. EEREHEIRS DynamoDB &3 , DynamoDB EEESEAIRFA T #, HRATHERKIBLHE
Z DynamoDB Rz 7 ERS|EBHERTRENZER, RFATHIABELIGERESRE Spark B EH
KT EEAESQL , MAEE. MapReduce API

# DynamoDB E#22582 Apache Bl EE T EFAKFHNEE
PEMNBNRAHE

- MREFEASELECTEHHRE FEZE DynamoDB 7458 Hive RAGEINE R , AIEMRE[RES LAY
M TEEEETE S DynamoDB REFBENEBERHILE , RUSEHETENGEIEZE, SEWET
EMTERLBIIZE A 100,

-« Hive TEAIAEABBEEEMRERRFEARIAMBRERFHE LRNBEIERE , E8EUR
A &H¥ DynamoDB REMEIEIZE, i , REEBEZITH Hive EFH TR EF DynamoDB &%
WATEHERENAE, S HMERAEELEEETE,

« BAILAEAtdynamodb.max.map.tasksERREME TEN LR, SR AEALEYE , B
BISRIAXNNARESEHRIFEIRNERE,

o BALATE Hive B R B Hstart-job-runfi SHhive-siten BHER
Edynamodb.max.map.tasksB%, LBEXEZERIAR 1. & Hive REENEHK , EEN
Hive TEFEAMNETZEIBA DynamoDB F&FEEdynamodb . max . map. taskskKHI{E,

AESETENEABZE

- EMRE[REFLBEITENEAREXEFTES DynamoDB RIFFEENREABEERUAR
B, mapreduce.job.mapsHiRtEE  WEHNEREBER 2, it Hive FEZ RN BIMET
ERLUEEMEEABIZE, ESEHRHMERITFRHEtmTEFEMEBRNEA,

- FEBREARS  EUUBBRERBEIN I ERESLELRSEAITFRENE ABXERER
Emapreduce. job.mapsBH%E. EEMREMRMREE LM start-job-runiE Smapred-siteZ EHER
E LB,
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https://spark.apache.org/docs/latest/sql-data-sources-hive-tables.html#specifying-storage-format-for-hive-tables

Amazon EMR Amazon EMR #ERSEE A FIE™
ZE

EiREL AWS BEENELER. (FRAWS BF | EUURERPONBAREBTER  XEBER
mEHZ et RBBNEBNERMITE,

ZERMEZENHBEE AWS MR, AESEERE SUEEAERNZENERANET S !

- Bl eM — AWS B ERBETHEBRE AWS FH R AWS Eif, AWS ERERMATLL
ZEERANERYE, F=SEZESEHAERNBRBRMAZEMNERE  FRAWS SR G E. BE
THBRAR Amazon EMR #E@RIBRM SRS FFSE AWS SR S EE AR R

- BlRHREMN — BNEFEORN AWS SERANRE, SHLsAHHEMRRAE  SHRERH
ZiE, BRFNERNBRERENER,.

AR5 B T A E £ A Amazon EMR ERBRHFRFEARBETERER, NENEERP AR
E Amazon EMR ERIfREF AR MAERAHM AWS e L2t RER B ER R,
e

+ Amazon EMR EfRFHNZ LU SEER

- ERRE

+ Amazon EMR @ RE§ P #Y Identity and Access Management (IAM)

- EiEAEMREMRES AWS Lake Formation A XS Al AY 55 12 &

- TEEFNE

- EAEMRERRFETERNRBNUEEE

« BEEMRE [ AREREA Amazon S3 FFEUR#E

 fEAC# Amazon EMR E [ R2FAPIFAY AWS CloudTrail

« BAM Amazon EMR ERIRES NS R BRE

« Amazon EMR & A iR 25 AV 31

« Amazon EMR EfRz=RFHERR LS

+ Amazon EMR &3 ik 2% 9 Y 4B RE FR O 20 A
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon EMR Amazon EMR #ERSEE A FIE™

Amazon EMR £ RSN EZ U HKEER

Amazon EMR EfRIRFRHEFZLLYEE , IECRBNEFECHZL2EEREER, UTHEER
R—RER  YFPRRZEENREHRLR, ELREEBTRTEARBELIRZENRESRER , Bit
ARERABRERNE K MAREERETR.

ERREERER

EMRERRF[ER/EABE PIWHTAMEE) WEREXARABENEIERER, EBBIARTEXM
FHRERERE  fINBE=RAENNBFEN LN FIER, RMEEZBFERUAREERAENBRE
B FRBERERETT,

fRRE T ZEENEHAERR

EMRERRFEEERTRERRFEAEMREAN THERL TENRKRER TRETFERRE
MBERT , FEBH LEREITREEMRINEMRREAEN .

LaeKERRNFEES (RBAC) R

RHEERERAEHEMREABSEEARIN A SRFREH (RBAC) AR,
BERRE

FrAte AWS HESEEXBE AR Amazon EMR ERIREFFHERRE, WAERR, AWS B8
REETAANSIRERRE AWS Ein, LEEHETHERRE I REATHEHE, AR
FReMBRENEEITHE AWS ZERANEE. UEERERBLAENFREN A F2EERELE
FAQ., MERNERHREMNAEBIEN , 520 AWS HESEEENGDPREEXE AWS 22 %
%o

HABBREEN , RMABRZREETRE AWS IRFBRIRIFZE B AIKRS AWS Identity and Access
Management (IAM), ft—R , B#EEHAEHRASEERTFEAEEBAL RN, RfItLERE
EATIHARAREER

- HEEIRFFERASEERRF (MFA),

« EFSSL/TLSEZEE AWS WER, HFfIER TLS 1.2 ESRA,

« RREAPIME M EEEFCE AWS CloudTrail.

- EF AWS MEMRAR , UREPHNERFE LS AWS R,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon EMR Amazon EMR #ERSEE A FIE™

- ERAERNZERLRE (B0 Amazon Macie) , HBIREFRERFEFEIE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) F{EAEH,

« f£/ Amazon EMR &Rz MZRERINBFENS@PHER,

- MRBEFHEREE FIPS 140-2 BBHVINZEE R AWS EBIET TN ENAPIEAFIPSIHR, NFE
REATAFIPSInMHFHAER , FESRABAEFREFRZE (FIPS) 140-2,

BEMEEB LB T ERETFIRFRBESHRRBNEBEES , WEBBABIHRAF |, flZName
(BH) Wi, EEELMER Amazon ERBEFHHMEMRIRIE R AWS A 2H & 1 RIBAPI,
AWS CLI , 5t AWS SDKs, #&#iA Amazon EMR #{a iR 25 2 H ftb BR %5 49 1247 & BHEF Al sE @ AR EUA
BEEZE RGP, ELRHURLIGNBAMRRE  F2ET 2 ERBEAURLURRE EH XA R[N
R,

T AE &7

ERMEBEEDRPLERAERENERAEFNEE LN ERNARNENRERRR. EQBRTFIFA
HERBNER BABRTER)  UREBABEEARTREHRENEN BAERTER),

ERMZEZESRNEBRE. SRS EREPETIEE , SEHEEN £ AWS Key Management
Service, B Amazon S3 EEN R , UREREZBFITHEFNERANEBE. EHAK AWS KMS £
ARENESREME K RENCANEERETXLNER. UEFHEF , FSE AWS KVS EE.

HIEEMZREZE  FTREEFANSRIBREERR. ARACEEFANERE-TIHE
ATRUEEYSBANEBRE.

#¥ Amazon S3 FRYEEMRFSHEIETRENZE

BREMRERRFEAEXHBEAFENRITHRAE , HF31E EMRFS (EMREEZREX#). Amazon S3
INZ AT EA ¢ Amazon S3 EHUAM B AMWEMRER RS (EMRFS) 4B ER, MABRENRE | &1
LA#% Amazon S3 fAlfRESi% %% (SSECSE) A F NG () EAERMBER, HEF , LAILUER
Per bucket encryption overrides (B FZrBNEER) ARG FITREETEINME S %, &R
2 ERA Amazon S3 % , EREZ £ (TLS) ML MBEMREBEE B Amazon S3 2 [E & Y
EMRFS¥1{, MREH Amazon S3 CSE R FEERSRIENRFEAR , AIAREEMRERRFEARER
FHTEBNATACHEESSRNFIUE, INFE Amazon S3 IMHHRAE , F2SH Amazon f§
ERTREBZASERETNEANBREER,

RN 191


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
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® Note
ERERA AWS KMS , ENEANZSREXNER, UEFMENR , F2H AWS KMS E
.

Amazon S3 @R 25w IN%7

B IREETE Amazon S3 ARSSIHINERE , Amazon S3 EEERNBEAMBREYHBEMNBRER | I
EENEBRERER, MEHFMEASSE , 528 Amazon BEREREHEBASEEINEHARARESE
Im R REER

SSE# Amazon EMR £ERRESFIRER , ZULLZEMETEANSREERRK

« SSE-S3-Amazon S3 AL EELIE., EEMRABB[IZEEHMERTE,

« SSE-KMS & EAMZE AWS KMS key LR EBAREMRERRESMVIERl, MEMRAIRBAEEH

5/ AWS KMS 38 A Amazon S3 FWERIHEITINE |, f£H StartJobRunAPI. A LAAE A
Amazon S3 WWFIEARBANE , W A AB AR EREFEIFENERBANS, NEEENFMENR
StartJobRunAPI , FF2BEMRE[ERERAPIZE,

ZEZRE AWS KMS HEE A Amazon S3 WATEERETING , EEMI StartJobRunAPI.

--conf spark.hadoop.fs.s3.enableServerSideEncryption=true
--conf spark.hadoop.fs.s3.serverSideEncryption.kms.keyId=<kms_id>

HERM AWS KMS HEB AR EERNERETME , BENY StartJobRunAPI.

--conf spark.hadoop.fs.s3.bucket.<DOC-EXAMPLE-BUCKET>.enableServerSideEncryption=true
--conf spark.hadoop.fs.s3.bucket.<DOC-EXAMPLE-
BUCKET>.serverSideEncryption.kms.keyId=<kms-id>

SSEFRAEFIRMAN S (SSE-C) BEEHEMRE R RESFEEFEA
Amazon S3 F Fimin&;

£ Amazon S3 FIEMRFSFiwiN% , Amazon S3 MR M A Z &7 & E Amazon EMR kx4~ _EIREH
HAFPmHH#IT, YMHELEE Amazon S3 2B ENE , W ETEHERMRE, BRiEENREEZREAH
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html
https://amazonaws.com/emr-serverless/latest/APIReference/API_StartJobRun.html

Amazon EMR Amazon EMR #ERSEE A FIE™

FinEANMNEER, BRRATUEARENEE AWS KMS (CSE-KMS) R A FiniR £ (CSE-
C) K ERT Java #hl. CSE-KMS # CSE-C x HfyMFMEBEEA TR , ERIURNREENRERZFH
EMESIMENH RN TEIR, WREH Amazon S3CSE HEFEESRBAEMER , BIAREEMR
EARFEAEAPHUITEBNATHACLAERSRNFIE, TRFEKMSXNENER. 0F
ARELZENFHEEN , F26H Amazon BEREFRERABASEETNEARAFRMNZERES
#o

N PR TR N 2R
FRERREEPHBIRERRBERNFRERREE AES -256 NEF RETINE,
TRER

LU LREKMS A BBEBKMS SR, EXESFHR AR A FRERBREFESR  UELNE
BORTUEER, NFHBET K F2REBLREFIZR,

&5 &

Amazon EMR E R REFIREME T Y EAREXISEN NZEIEE

+ Spark
- BERIBERT , Spark EEBIREFMHATECENESETENREBMNALL, RPCEBSEFMHAITEZ
BB E#H N,
* Hive
- ZHEHERE AWS Glue FEEFEHEMEMRER RZEAENXSEB. TLS

N7

hn

R AR Amazon S3 fFZETEBIAMBUR EH aws: SecureTransport & #F3%i8 HTTPS (TLS)
#Ro

Amazon EMR £ @ fREFH Y Identity and Access Management
(IAM)

AWS Identity and Access Management (IAM) 2 AWS k¥ BB RREE S RS iR H FZE AWS 19
BER. IA\MVEESRFIHETLRR (BA) NRE (EE#R) £/8 Amazon EMR £/ RFER. IAMZ
—{8 AWS BR¥ B LAER , |MEEANEA,

ES -]
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Boolean

Amazon EMR Amazon EMR #ERSEE A FIE™

- Wt

- FASIRE

- FABRKEBRFIE

- EMRE A REFMAEEEA IAM

- SFEMREEMRFEARBEZHE

« Amazon EMR A ARZEH) Job BHITHEERAE
« EMRE ] iR 2= 1Y 52 F & 7 BUR R g8 451

- ERAFEURFINBE

. EFRERH S 285BI R A4S EMR

+ Amazon EMR #ERIfRZZE#H AWS ZEBXR
- SREHEAR Amazon EMR EfRES & 9 MEFE

cZhes

& an{AI £ A AWS Identity and Access Management (IAM)  BFFFE , EBURRETE Amazon EMR
32 {7 AR 2% 7 PTAARY T4k,

R E — WREFEH Amazon EMR ERIBRSEBREBTIE  AIEESSHATREMMENEAE
RFEFA, EERMEAES Amazon EMR ERIREFIEET R TR , BAEEEENNGTT. THE
BN EREAX B EOEESREREENGT T, MREZEFE Amazon EMR &Ef& RSPV IH
gt FBESEE R Amazon EMR ERRES 5 5 MIFHL

REEEE — REAELTH Amazon EMR ERRSER , B RS TEMN Amazon EEMRSA
FRESTZEVIE, BT AR 7S F A & FEE ENHRLE Amazon EMR EAREBMAEMERREN I, Rk, &
DEAMIAMEERERRBER , TE@ERBEEAENERE. RBELER LNER , UBEBRNELRES
IAM, BEE#—3 THENTWNMAIAMIER Amazon EMR &RREEHEA , 2B Amazon EMR £ [AR
2579 Identity and Access Management (IAM),

IAMEEE — NREBREEIAME |, B E 7R INMAREBERLLEE Amazon EMR [ REFEEL
HEFAER, EERHETEIAMBFEAKN Amazon EMR ERIRE S B BIBEEN K F28. E6K
20 5 o B R A& 5 EMR

e F & 2 B

BEREBEANSR AWS FAHEHNEHER, SXELBRIF (BAZE AWS) #EA AWS IREREH
E , LAMEREZE S 7 BREIAMAE,
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BB A AWS FAZER S 2B RRRENZREHABS F 2R El. AWS IAM Identity Center
(IAMB 2RO FEHAE, BELTMNE—ZEARE , LUREH Google = Facebook FRFEER RS &
DERBNES, ERURABEESEAR , FNEEELTEEAIAMARKREHRS S PEE . EERFR
AWS BiBFEABES , FHEERTI—EAR,

RIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA Ok, MEZE AN
B AWS | BB MAEA AWS 1RF FH AWS B A FEHAEREE,

WMRIEHE AWS IRIEF N, AWS RUEHKBFRBEH (SDK) Mas T HINE (CLI) , SAE R BREIEEE
RIFMESNEBENER, MRERTFEAAWS ITE | SEXEABCHERER. WEFRARRN S LE
THRBERNFMENR , F2BREE AWS APl (AMAFIER) FRIFER.

EREERAMNES P RES L , B EERHEINZEHERA, 0 AWS BREFEAZEE
ERBRTE (MFA) RIBMRENZ 2. ETHRESZER , F2ATNZRES HEE AWS IAM Identity
Center BFIEEMFERAZEESMER (MFA) AWS (f£ IAM R &SR T)

AWS tRF RERE

ERAIE AWS tRF ki , SFER—BHRETEFTIVERNEA S 2 BHE AWS R FIRFEFHER,
EESOHBA AWS IRF root EAE |, WEBFERAEARELRFHNE FE4 Ut MEZBEARE
B, BABBRETEURFEAERERETK. RELNBEAERE  WEHARBTREEHRFEH
BHITHES. WETELL root FAEEDBRANTEIERE K B2 (FAEME) BN (EE
root FAEREHNIAMIE) .

BE 55

REFEZRERABCERE (CRFECESFIENERE) EAES 7 BBRHAENREEREFR
AWS BR#%5 iEi8 £ A iR B B iR

BEeBrRREEBLEMFRAEBENERAE. Web B0BIIRMHE, AWS Directory Service, &7
Blo B BREFRAEAEAE AWS R FHERS 285 RRRHOERE. RBES 2 FEE AWS
RE , IR EA®  YEACIREKREHIER,

HREFXENER , RPEZLEMFEH AWS IAM Identity Center, & ELATE IAM Identity Center %
MEAENMEE , A ERYRSEEELREC 2 EAIRERN —AERENEE , UEEEWFT
BEEDBRIREFRER AWS IR MEAREF. MEIAME2EBFONEEBENR , F2BIAME R+
DA ? £ AWS IAM Identity Center &5/,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon EMR Amazon EMR #ERSEE A FIE™

IAM {3 & F B4

EIAMAERENE D AWS IRF ERE-ASFEARANBERR, EURNERT , BMIEEE
MERFEAER  MAZRLEEREZERE GINEBNFRER) NIAMERE, TR , IRENS
EEARMFECAAMENRBER  ERCRNFHER, NFFAER  F20 (EAKER) &
B TAMERBBREREHR IBRREERMRIBNEARI,

IAMEHERIEECIAMEREESNE 2B, BELUBEEIHE, EUFERABER—XAZSEE
RAEIBESFT, #ETEEEAEFHEFTNEFRFEBBEARS. i, B UBEE—EEANE
# , IAMAdminsYE IR EEZ B H BB IAME RIVERR

FRERACTR, FRAERSEE- ASRNEARIEILRNE E/CNENREHREMNEECHA
ENB, FAEHEXANRYEE  HACERMUHERER, ETHMESFER  F28 (AMAFIE
B PWRIEAE (MARAE ) WIAMER,

IAM& &

IAMAEREN S M AWS IRF EEREER. CHELARIAME , EFREFEASHBE, BULE
R ERIAMA & AWS Management Console BiBIiiAE, BB BHAA —EAE AWS CLI 5
AWS APIRREHEBEABAERURL. WIREAREAACHENFRESR  F2H (EAER) T8

IAM {ERIAMAE)

IAMEEBRRZENABETIBERTRER

- BMESOFERAEEN — NERBESIERSTA , FELAEG , YARBERTT. EBeSHE
TEIREHN , ZF-,7SHACELBH K UERTHACERNTT. NEBHSACKWMEREENR ,
w2 (EAER) P (BUE=F 5025 REHAVENAER) . NREEHIAME 25 F
O, IEEREERE, ATERHS2BIEZTUFEHAPANIAME |, IAMIdentity Center EASHERE
RPN ACHED. WEEBRRERENEN , 528 AWS IAM Identity Center A &5,

- TRIAMEREER — IAM ERERFETUREREBAVMESE | EREGHE TENTEER.

- BIRFEFHN — S UERIAMARRHTRKRFFHEEA (REENER) FRERFFHER.
AERRTEIRFEFIENEIEALSN, AR , H—L AWS k¥ , LA LUERBEZMMBIER (M
TREAABELANE ), FEREEIRFFINACEIERAERNBRZBANEZER K F2H

(AMEERER) IAMAR (BIRFREREFED o

- BRI — — AWS R ERAEMTEIHEE AWS RIS, i, EEEREDRBITERER , &
R EEEE Amazon FHTEABRRNEC2E S HFEMIE Amazon S3 A, RIS ATRESfE A FEAY 3
BMFT., FARKACEFERARSERACRIATIVESE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon EMR Amazon EMR #ERSEE A FIE™

- HEEMITERER (FAS) — ESERAERAIAMERABIATEER AWS , BERAREK, EAE
LR , SRS RTEBARE  EMETRREPRE S —EEFE. FASER TR AWS
AR#E , BEFERMAES AWS IR @ T RBRELFER. FASREERBKIIFTERHMBARRN
AREFEHHFER AWS R BTN ER. FERT , BLAEBHATEREEIERGT
i, BRRHFASERENRBEFEEE  F2RERS[EHE.

- REAE — REACRERERREHTEEMRRNAVMAEG, IAMBEESURHPET, £
WHMMERRE A EIAM, MEFMEF K FSEELACUKERZEIRGE AWS R (£ IAM £
EIEmH)

- BRERAE — REERACRERE AWS . BRETUNEAGAREHTEE. REE
HAGEHRE AWS IRF YHEKH#HE. IAMEES UM (BERELFEERBERSE) N
PR

« ¥ Amazon L#ITHIEARER EC2 — B MERIAMBEREEEHTER LEC2HMITERIFAVE
ARANEREEAZER AWS CLI 3 AWS APIFER, ELLEEC2EHIFFRFBRRELS. EEE
W AWS EC2HITEEBMNAGYRE AIHAEMARARAER , BUUEILERSHTEERBNINTE
BREE. BTERREESSAE , IRATER LEC2HTHNEXNSRBIEAER., MEF
B, F2RACRAEREETNERIAMA B FT AT REHE Amazon EC2 #{TERE L HTHEIAMARE
o

ETHRREEERAAVACGERAIAVME | F28 (AFER) T8 "IAMEIZIAMA S EE (T2
FH ! d o

ERABREEFHE

BN AR HI1EEL AWS BHEMNRRIW K EMMNE AWS 28R ER. FREHHYH AWS B
BRI EREEES K SEXHER., AWS EX2HE (FAE. root HFAERAC ITERE)

REZERE , FMEELEFRR, BERPNWTITRERBATRIERHER. KZTEERBFHEFTE AWS /£

AJSONXH, MEFBISONRAIXHEBNARTWFMENR , F2E (AMERER) PHREE
#, JSON

EEEWLER AWS JSONSKE: , AREE#HAUERMAERT, tHRIER , BEERBETERET
A AT R E R BT IR B

HERERT , ERENACREHT. EEREEAEHMRERNTEENER , IAMEESLE
VIAMKRE, A&, RREESETURIAMRFHEZEAE  FRAETUREIELRE,
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IAMRRIEEREEMNER , THREARBTEENSZAM. flw , BEEE—EAF
iam:GetRole BMERMBER., BB ERE 7 L AWS Management Console , % AWS CLI ,
5 AWS API.

BoBEER

L& 78R AERN FRRET M INES BB (FIHERE, FRIAMERERAE) WISONER
RIS, BEBUR AR & 2 E ARG T ML RBTHLEEE, BREBUNRIE 5 H
BAERNEKE  F28H (AMERER) P (BIIAMER) .

BoBERRTE-SDERARBRHAZERR, ARBREEZARINE—FHE, FHEHAE,

ZEBNRBEEILRE , SULUEEMMIEHNZEERE, FENAE AWS IRF, ZEBRXRZ
EAWS REENBRNEFEENEE, EETHIAEZERBIAATRB BETEE , F2
B (AMBERF) Py "HZEREM A HBRR 2 BETRE,

EREBE

LERAEBAISONK K ZEMMEERNBRN M, UERASERNBREH SEIAMABEFER

KM Amazon S3 EFATBER. EXEEREBRNERE T , REEES WU ERCREHEEE
ERNEFIER, HSRFINBRNER , BREEREEN T B A LEZERATHEFEURE[MER
HTHATHEE, ELEEEREBRPEELE. F2REANUIHEIKRS, £RE, A, BBHEH
E AWS BR7S.

EREBRRURZBRBEPHARBRBK, RTEEMR AWS EUERAERNKBIAMSP ZEEAYR
B

FHE B E (ACLs)

FHUZHEE (ACLs) Z£HIMLEEBRE (IRFKE, FHENAC®) ERFMERNER. ACLsEML
RUERSERRE , #ATFTEHISONBERIAHFEN,

Y
W

Amazon S3 , AWS WAF#H] Amazon VPC 2 X &I HIl FACLs, EEiE— TH#ACLs , 3]

Amazon FEFFRFHAEASIEETNFEURHIEE (ACL) B8,
HtBeREE
AWS XEHMBAERNRAUEE, ELRRBHETRERE RIREER TFENZRKFFT,

- ERAR — BRARE—REMIIE , BULEEPREUNS DB AERN FR TREGIAME
B (AMERERA ) NEAER. EUTNAERREFIRR. MEENFITERERNS 2EYK
RMEFFARRIRE, % Principal MUFEEEAERNACHNEREBRATEZIFFIR
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PRER®l, I EREERPHNAREENRSERA AN, NEREERARDFEES , F26H (AM
ERERE) FNIAMERHNERAR.

« FRIFIEFIKREE ( SCPs ) — SCPs RIEEEHABEBE (OU ) R AHERAIISONKEE AWS
Organizations. AWS Organizations  —BAR S ENEPERZERBE AWS 1RF B EXEER.
MR ERABEBP AT ETIEE , Bl USRI SIS (SCPs) ERAZEANEMHFIEIRS. SCP
PREIKERFPFERNWER , @ESE AWS IRFBRFERE., WFEER Organizations HIFFIHEFA
SCPs , @2 B iR #5251 Bl AWS Organizations £ &1/,

- TERBBE - TERBBER—BEEER , Sl EEBREE N A XBRIACEBEER
ENTRTERERE  FR2BEE. MEETHFERERNFITSREAENACHN ST EBERMIE
FEERBURMIR S, FFAAIURAEREER, AMEEEBRTNWAREENESERA AN, WFEHF
WMEF , F2H (AMERER) P IEEREAL

ZRBREE

HEERREREERIFERE

 HERERNFF IS EREM, EMMER, BEMEBNMA AWS R

EESRZERNEEKREANER , F2R (AMERER) $H TRAFHSEE, .

EMRE {7 B 25 a5 EL £ A 1AM

ELZBIAMREEY Amazon EMR E[REFNFEZ BT , FB5E 7 HBHLLIAMIIEE T B2 Amazon EEMR

R ARER R B E M

|AM 7] & Bt EMR £ {r] BR 85 5 FA 19 Zh B

IAM#S Amazon EMR &R fR35 X &
S BEBEK =
ERBEBR =
BUREE 2
BURRMZ 5|8 =
ACLs i
ABAC(R B VR HK) =2

EMRZE ] B 2= i T £ B B2 AR 1AM
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Amazon EMR Amazon EMR #ERSEE A FIE™

IAM4E Amazon EMR &R iR 35 = &
TRMRE =
TR =
RBAE &
RGEEAE B

EENSEMRER RS E b5 XM SRR AWS IRESBEAR KL EIAMIIEE , FSE AWS (IAM
FEHEERE) IAMBERNRE.

EAREFH B 2 AR A EMR
TEEBSBKE 2

L& 7 BR AERNFRRETAMMNES S BR (FIMERE, FRIAMERERAE) WISONER
RIS, BEBUR AR & 2 E ARG T ML RBTHLEEE, BERBUNTRIS 5 H
BAERNEKR  F28 (AMERER) PH (BILIAMER) .

ERAIAME 2B B AERE K | WA EEARIEBNBENER , URAFFHIEBEFR K
o BEEAEGVEBRPEETIE  RRAEEEAZEENEAENAR., BERBITEISONKE
REANFATTE  F2H (ERAIAMEER) PHIAMISONER TZS2EZEH.

EARIFN S 2B RAEH EMR

= ZMm18 Amazon EMR #EmRR S 53R RBENES |, F2H. BARSENSHEE R
EMR

2 A AR 3% AEMREY B IR B BUR
XEERLBE : &

UERABERNISONKE ZEM MEBRVBERX M, NAERAERNBREAEH 2B AMABEER

M Amazon S3 R EFREER. EXEERERRNEBRES , BREEES AR THREFESE
ERNFEER. HRMMBERNER , BREEREEN 8 W UEZERATHBEAREMER
HTHTNEE, ELREEREBRPEELZE. F2RETUIFEIRS, £RE, A, ABHEH
E AWS R7S.
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FEMABIRFERN , £AUELERAERNRBEPIEE —EZ@ERF FH— @RS ERS DY
IAMBREAETR., FREBIRFIREEFEER , AREYGEEEAN—¥, EXZHEEERTH
FAWS 1RF , SEERFHIHNIAMRAREESHUXARRISEEER (EAEIAE) FIERNE
[R. HEBRS D EBRERIBEERREN T, T, IREFERXRSAMEEIKRFPINEIRRETF
o, ERMAIRERANSIEBR. WFEFMAES , F2H (AMERER) IAMFH (BiREEIR
ZEHD -

EMR# ] fR 2389 R B BhE

XERREE: B

EEE A LMER AWS JSONKEE , AREEH#HAIUERAERAR, tRIER  WEEZBEMTEERGT
A LA EE R IT L BIF,

JSONZKEAction MR T AT AR R A HIEE R P FERBE. REBFRREEBNERE
FE AWS APIRME, B—LEHIER | SR BIEEAPIRENERERVEF, A - EEXRFE
BERPNZEREFE, ELBANBFERAMKEIF,

HREERABERE THTHBBEBENFTT.

HEEREMREMKRFZEFFE , F2RBRBRESEDERHRN Amazon EMR £ RN EE. ER
MR,

EMRE [ fREF YRR BMEEEBFEZBIERA T HIREN.

emr-serverless

EREE-RAXNTIEESEEE ,

T
H
]
=
S
&

"Action": [
n . - n
emr-serverless:actionl",
"emr-serverless:action2"

]

= EMIR Amazon EMR ERIRES S 2 BB M BERVES |, F2/8. ERRSEN 5255 E Q45
EMR

EMREZ ] =389 R A &R

TEBXRER :: 2
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EESWLER AWS JSONSKE: , AREE#HAUERMAERT, tHRIER , BEERBETERET
A AT R E R BT IR B

ResourceJSONFREITEZSIEEEEAFEN —HZEYH. RRARXXEEE Resource I
NotResource tH ., REMZERFERHE Amazon EREHE (ARN) EEER, B UEEZEIESEEE
FREAWEME (BAERBHRTT) RIEEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFER () RRTEEXBERARAEER.

"Resource": "*"

HFEEF Amazon EMR EfRRFBFERBE K HEEARNs , F2RBRBERESEZHH Amazon EMR
EARSEENER, EETHREVUASEERIEEWESE , 5528 Amazon EMR (@ JRESARN
HEME, BERMRGEIB,

= ZM1R Amazon EMR R RR S 5B BI RBENES |, F2H. BARSENS DR
EMR

EMRE ] R 85 89 JR Al R4 288

X ERBEEBR G R =)

EEE A LAER AWS JSONKES , AREEH#HAIUERABERAR, tRER  BEZEESEERGT
A AT R E R BT WL B,

Condition Jt3& (X Condition EiR) AIREEEERERNERNFRYE. Condition TERERAE
H. BAIUBYFRRTEE FHREEEN PINERSIR) , REEBEHHVERGENBRPVE,

MREE—EFEIPEESZ@EConditionstE , HEEMEConditionTEREES @S , AWS E£H
BEANDRERMAEM. MRER/EBFRMHRIEESEE , AWS ERBEORES T EKRE. LEANE
FERGE , T ERERAXBFT,

B LUEEERGFEAEZVESE, §ln, AEEIAMERERRERERE , B W ARE
IAMEREFZIRERNWER, EFHMAEN , 520 (AMEREE) PHIAMBE TE | SHFE
%O

AWS X EEERGERABBBIERH TR, BEEF LI AWS 2HKRMHREIE , F2H
AWS (IAMERTER) FRYERBIRAEIREABIRT.
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HEEE Amazon EMR BRI RBRIFHESWEE , I THRETUEARGSBNBENER , F2RER
BRESEDERAR Amazon EMR E® RN EE, ERMEEZR.

P8 Amazon EC2 #4#E#8ZiFaws :RequestedRegionflec2:Regionff i@, MFEHME
20 . REBERSNFEIE,

illll
s

EMR# {r] B 25 BV F B H))E & (ACLs)
X##ACLs : &

FHUZRHBE (ACLs) Z£HIMLEEBRE (IRFKE, FHRENACL) ERFMERNER. ACLsEMR
RUERSERRE , #ATFTEHISONBERIXAHFER,

DB AERNFEURS (ABAC) EEEMA AREE EMR

X ABAC (K HVHRRD) =

DB AERNFEIURS (ABAC) R—EBREXREK , TRIEBMHERER, In(A) AWS |, BELEBHERE

ABR, ZULUSERRMIIAVER (FREIAG) URFZER AWSHWER, SLERBNERR
M —FABAC, A& , BT LFRFTABACKE , LMEEFSRENEREMMNELFTINER LAE

BT RFTESR,

ABACTERERRNREFREEY , YHAPYRRENERSFTEENER.

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R £5|18 , TEENEETESD , REEBEH.

NMRBHEXESEEREEN LB =ERG SR RBEZBHEMS , EA Yes, IRBHEIERLE
REEN =@ Fk4 iR , RIEA Partial.

WMEBEBHFMERABAC , FS2RMTERABAC? & (IAMEAEER) ¥, BERRISRESR
KB Z2ERIZEABAC , FF2H (ERAERE) PH (EANBMAERK FEUES] (ABAC) IAM ) .

& B EMRE {a] A 25 152 A i B R 2
X EREEHE - =

—8 AWS IR ERBRBRRRNTEER. AHHEARER 81 AWS RE EARREAER
BB AWS B £ (IAMEER &) IAMRER.
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MBEEA |, BIEFEFEFBRIEERFE AWS Management Console R T £ & B BN RE 2 S E
Fiko Bl | B85 AWS EREAFNE—&A (SSO) B | ZEFSHBHERIHEEEAER,
BERUERAEESBRAIERA  RRYVRACGK  CSEBEVREEER, EEBYRACGHEEE
A, EF2E (AMEREER) B (URIAE (EBE) .

BOLERAFHEIEREAER AWS CLI 5 AWS APl, R#%& , B LR ELEIFEABRRE
HAWS. AWS BEEZZAHEELRIBEAER K MECHRBENESE., MEFMEN  FSHEIAM,

#m AREFEMRIV IS RS AR
X REHFFIMTERE (FAS) : 2

ERERERAAMESAGHTENE AWS , BREALSREK. EAXLERER SRS RTEESD
&, EMETERBE B S —EEE, FASERERFW AWS R , BFERBES AWS B BT
HRIFEREFE R, FASREERBRIFTEREMAEBRNFE RS SHHBR AWS RE HETK
MER, FIIBEAT , ELAERUTEMEDFENFTT. ARRHFASHERFHNRBEFMES  F2
BIE R EERE,

EMARKEMRERNREAE

XERBAE &
EARBFEMRVBRBEFAS

XERBELAE =

NEBVREERBEFHACHFMENR , F2H AWS H2 SENRBIAM, EREPSRRE , &
FESRBELSACHTN Yes, BIEFRER , SURARKRBHNRIER A BXH.

SFEMREERRB[EA BB EEAE

Amazon EMR R fRE5EH AWS Identity and Access Management (IAM) FRISERE A6, RIGERE
ABREEERLAZEMREMREZNE—IAMACER, REELZACHEMRERRSFELER , X3
SRBEFILHE M AFTENATE R AWS K RERENRE.

BHEFAGAREMREMARBNREERSZ , RAGTEEFDHELENHEIR, EMREMRSRS
EEHRBEEACHER A REZEER , SARABEVMREARSFZILUEEEAR, EXRNERE
FBEERAMERER , mEXERFREELN MEEMEBIAMER,
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BLALEMBRBRFEEACHNEEER , T REEMR, ERTURBENEMRERRSRER , BA
BEERNBRTFINERER,

NMEXERBEFACCEMBEBNMEEES , F2H AWS ERANKRE , IAMAEERFESSERF
SHRER (BRI ERE. EFEAERNRE , IREZBRBNRBEEAGX.

EMARBFREMRIY R ERE A SRR

EMRE[GRESFEHAEANBRBELZAE® , EHAEEAWSServiceRoleForAmazonEMRServerless £ F0L
AWS APIsfXRIE,

BR AWSServiceRoleForAmazonEMRServerless BEiE A2 EFE TIRBEBREZAE

* Ops. emr-serverless.amazonaws.com

BENACEREAAnazonEMRServerlessServiceRolePolicy R FFEMRE [ RS H IS EME IR
SR T 5IEE,

® Note
XEENRARAGEE Nt RRTHRRAECBY. #RHPRZH up-to-date J7

mazonEMRServerlessServiceRolePolicy 8] A AWS Management Console.

- BjfE : ec2:CreateNetworkInterface

- BifE : ec2:DeleteNetworkInterface

« B)fE : ec2:DescribeNetworkInterfaces
« B)fE : ec2:DescribeSecurityGroups

« B)fF : ec2:DescribeSubnets

- BjfE : ec2:DescribeVpcs

« BfF : ec2:DescribeDhcpOptions

- B)fF : ec2:DescribeRouteTables

« BfE : cloudwatch:PutMetricData

LR R5E& M AmazonEMRServerlessServiceRolePolicy K,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonEMRServerlessServiceRolePolicy
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonEMRServerlessServiceRolePolicy

Amazon EMR

Amazon EMR #ERSEE A FIE™

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2PolicyStatement",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeDhcpOptions",
"ec2:DescribeRouteTables"
1,

"Resource": "*"

"Sid": "CloudWatchPolicyStatement",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": [
nen

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/EMRServerless",
"AWS/Usage"

THEERAEHMELAS , UAFEMREMRFERBEEILAG,

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"ops.emr-serverless.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}

BYARERR , TEFIAVER (fIERE, BESAe) BY, REIMREBEZSE, NF
n¥%ﬂ1§nﬂ y nﬁ/ﬂﬁ'AMﬁFﬁ}Eﬁq:E’JHEz% %iﬁ@*gﬁﬁo

BURARBEMRIRKEEAE

BAEEFHET —ARKELZAR, EEE EMR AWS Management Console (fE IEMRIEE),
AWS CLI , X AWS API , EMRERRFERCELRKELE AR, BUAREER , TREAFIAVE
B pnERE, FESAR) B, REIMBRREKEESE,

2 HEF A AWSServiceRoleForAmazonEMRServerless fRI&E#E A 1AM

HUFTERVRKERACHNIAMER | & T IR EZEREFER,

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/ops.emr-serverless.amazonaws.com/
AwWSServiceRoleForAmazonEMRServerless*",

"Condition": {"StringLike": {"iam:AWSServiceName": "ops.emr-
serverless.amazonaws.com"}}

}

HERMBRLBBEEAS  cREFERAEY , KAUERFHIEANREFEFEVAR., BEREY
MWEMRERRREARIE  EMREARFEBRXALBRILRBEZAE,

B ERIAMEREASZT EEEMRER RS FEARFINBREELEAE®, £ AWS CLI = AWS
APl , B EHops.emr-serverless.amazonaws.comfRE BB RBEELEE, MEFMER ,
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F2RIAMEREERNEVRBERE AR, MRERMREBKEEAE , B UAERLERNERF N
BRRIZAE,

REEARSFEMRNRBEESE

EMREE [ IRES T /L 3F 18 4mEE AWSServiceRoleForAmazonEMRServerless RIS EE AR , RAZEE
ROUEESRIAC, BELFEE AWS EMRERRSREEFACHEANEESIAMER , RAE2
EEARBFBERNMELERREMR, B2 , B LERRES S HERIAM,

£ EF A#RE AWSServiceRoleForAmazonEMRServerless FRIGE#E A R IAM

HTIRAXNFTEEFTERERFEEACHRZIAMERNVEREFR,

"Effect": "Allow",
"Action": [
"iam: UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/ops.emr-serverless.amazonaws.com/
AWSServiceRoleForAmazonEMRServerless*",

"Condition": {"StringlLike": {"iam:AWSServiceName": "ops.emr-
serverless.amazonaws.com"}}

}

MEHMET  BSEAMEREEPNEEREEE AR,
M EREF RBSEMRI RIS EiE A E

EETBEARERBESRACHNIEIRYE  RAEZBERGRZAE. ERERTERERNEDE
BHHEBHNRERAER. T8 , ELALEMBRFAERSFHFAEEMRERRIFEAREN |, T aEMERR
BEEAE,

(@ Note

ECERMBREYA SRR RS, MREVRERARERBLEERZAS  AMRTA
BARM. BUERBE  BESBOERLBRERRE,

2 5 A MR AWSServiceRoleForAmazonEMRServerless RI&E#E A 1AM

B TIRAXNFTEEFZEMRBHESAC ZIAMERIERERR
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{
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/ops.emr-serverless.amazonaws.com/
AwWSServiceRoleForAmazonEMRServerless*"
"Condition": {"StringlLike": {"iam:AWSServiceName": "ops.emr-
serverless.amazonaws.com"}}
}

ERERFIMBRBBESAE IAM

EAIAMIZEI A AWS CLI , 5 AWS APILAIBR AWSServiceRoleForAmazonEMRServerless IR E 4
A, MEFMENR 6 BSEAMERERHRNMEREEEEAE,

EMRE R RESIRIGEFZ A BN ERI

EMRERREXEEMEREBRENESTERARBELAR, NEFHMET ,

Amazon EMR #E @ RESHY Job BHITHRE AR

A LS E R R B H A RIS | EMRERIIRES THEBT T URBHIAMB E#IR, EaEEEME
AR, BEURHEMERRIFER Amazon S3 7EL AWS 1% Amazon Redshift 528 #1 DynamoDB &
EENER, EEE-—SEFENMELAG  BF2RELITEITEHAR,

~OLELTREF R
B LS ETRERER (M TATR) MINETERTREA R, THTERITRERFRER AR

:I:IiH.

2 AWS EF A

 EFAEMREE5IFEEL Amazon S3 @7 T A FEUVER,
- TEFH S3 FEEITE.
- BYMBEHFEHE AWS Glue BRI E 8%,

EEMEFEREEHM AWS DynamoDB £ R , REEREVHTHREACE K ERAPIEEL
BRNER,

{
"Version": "2012-10-17",
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"Statement": [
{

"Sid": "ReadAccessForEMRSamples",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::*.elasticmapreduce",
"arn:aws:s3:::*.elasticmapreduce/*"

"Sid": "FullAccessToS3Bucket",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

"Sid": "GlueCreateAndReadDataCatalog",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:CreateDatabase",
"glue:GetDataBases",
"glue:CreateTable",
"glue:GetTable",
"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTables",
"glue:GetPartition",
"glue:GetPartitions",
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetUserDefinedFunctions™"

Amazon EMR {7 fR25H Job BHITIREEAE
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]I

"Resource": ["*"]

}

BEAGER

BRI LEIAMERFRAMNEEAENAS  UAFEAEEEEXRENAR, ENREESEHITHLE
ERAETURBREN I THRRAGEESEMREMRRELE, ETHEEREERNESER ,
ASHARTAFPRARBEREREEARHER AWS BRI,

LT R AR TEHITHE R A CERIGEMREMR R RB T RAEHIFRAL

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::1234567890:role/JobRuntimeRoleForEMRServerless"”,
"Condition": {
"StringLike": {
"iam:PassedToService": "emr-serverless.amazonaws.com"
}
}
}

EMREE ] ik 25 1Y £ A & FEUR R 251

FZAURBREFLEBNFERAEEREMREMRSEARXEBRITHEE , AEAERERHENE
Bl, FHRRBIEGFATEEEBRABHNEREREERNER, AEEEEREMREMRSEREA, 0FE
EMR Studio & RAIMNE ] | 352 B5%E EMR Studio £ A &R, MERBENMAKERAKINE
IAMEIAMAE (X2 HE) WEA , F2H (EAER) 71 (EEIAMER) .

AR & BUR

EERHEEMRERBENAMELERIE , 5 IIAnazonEMRServerlessFullAccess &R B3 #& E
MEFFENIAMERE, AREEE,

LUTREMRR , WRERERAEREYNESREMRERMRREARR , URMTHBEE , HIMER
MEETHF, CERREMRERRRYHMRBEAAFNFIEEF,

{
"Version": "2012-10-17",
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"Statement": [
{

"Sid": "EMRServerlessActions",

"Effect": "Allow",

"Action": [
"emr-serverless:CreateApplication",
"emr-serverless:UpdateApplication",
"emr-serverless:DeleteApplication”,
"emr-serverless:ListApplications",
"emr-serverless:GetApplication",
"emr-serverless:StartApplication",
"emr-serverless:StopApplication",
"emr-serverless:StartJobRun",
"emr-serverless:CancelJobRun",
"emr-serverless:ListJobRuns",
"emr-serverless:GetJobRun"

1,

"Resource": "*"

EER A RSN RERERKVPC , EMREMRREAENEEIL Amazon EC2 BB E (ENIs)
LEVPCERBF. THFRAATHARIEEMREMKRREAEXNABTFEMEMHIEEC2ENIsE,

(@ Note
BRANEBRERELRR , UEREC2ENISFRMBIMEMRAMBRE AR 2 , EAEERER
o

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEC2ENICreationWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
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1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ops.emr-serverless.amazonaws.com"

}

MREERERFEBE FEBRNEMRERRSRFH , JUEHRRIFHRICEE TR LIAMERIR
HAREMRE [ IR E AR XN ABEEC2ENISTE R TR TR,

"Sid": "AllowEC2ENICreationInSubnetAndSecurityGroupWithEMRTags",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceTag/KEY": "VALUE"
}

/A Important
NMRERBUF—ARARANIKEEESNERERE  AILARERERRA , AAFEE
MEMRERRFRRBEF AR, MFE-FTH , FSHE SEMREEFARFEHREESA
=

THIAMBRAFERIRFEVEMRERARSFZRBEEAE,

"Sid":"AllowEMRServerlessServicelLinkedRoleCreation",
"Effect":"Allow",
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"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::account-id:role/aws-service-role/ops.emr-
serverless.amazonaws.com/AWSServiceRoleForAmazonEMRServerless"

}

B TIRENBUR

LT R&EFIRR , RFEAEHEMREMRFEARXBRMERER , UAREINEETFBED,
AtlRe , RALBERI RBEEEDFE , TRANBERREXNEARANK TEEBEFIE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EMRServerlessActions",

"Effect": "Allow",

"Action": [
"emr-serverless:ListApplications",
"emr-serverless:GetApplication",
"emr-serverless:StartApplication",
"emr-serverless:StartJobRun",
"emr-serverless:CancelJobRun",
"emr-serverless:ListJobRuns",
"emr-serverless:GetJobRun"

1,

"Resource": "*"

}
]
}

£ EUR RV R

ZAUAE A ERGEETRANEEUES, flan , BRG] —EEKNERE , Ehf R TITER

RIFEAHEREBHNEMRERRFEARER.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "EMRServerlessActions",
"Effect": "Allow",
"Action": [

EAEFEURA
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"emr-serverless:ListApplications",
"emr-serverless:GetApplication",
"emr-serverless:StartApplication",
"emr-serverless:StartJobRun",
"emr-serverless:CancelJobRun",
"emr-serverless:ListJobRuns",
"emr-serverless:GetJobRun"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/Team": "team-name"

}

}

BRAFHERHIM R
EALER S 0 BB R RN AT O HE | RIBEDRSWERRIN T EHTHFR.

T3S REBHEEMREMRF[IFM S|P ER R EE TN TRRGIMNAGE, BLIAMERBRARE A
RAHEHN , TEELERRETEA. RZEAFETUESHERRN , URIFENFERR T NIEBFF
o, IERFBEREMUEAMBERNFHRER , F2RIAMEAEER.

/A Important
BB ENRARIEEFIREEENZ 2GRN . EVHLERERLERLGEESR FRIET
AR TR, MRKEEERNRLEE  ERETUERERLRBEREBERNEE
WFEAREERCDENBRES , F2MH EETENBRERN FEUE,

LUTEHIREUE 5B RAERNERFRR | SLRAAREFEMRERRREAEX LR BE.
EEEARERRENER L AFFEIME

ETHIRAEHIF , StringEqual stRHFEE FEERdevERBIFINEMER. WREEIBFI I ARH
BERAREX K SRS Edev, ATEEARR , BHFRATAFREELEF, WRREHMEFR
AKX RFFELEFE , RIEAERREAERLELAERLENEAREN,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"emr-serverless:GetApplication"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"emr-serverless:ResourceTag/department": "dev"

FHAUERRTEEFREELEERE. fl , EEAFHdepartment ERISENEARRH
TEFEtest , devEE BT LAGE A T 51 75 SR EUA B 16 #2861 o B9 R (= 52

"Condition": {
"StringEquals": {
"emr-serverless:ResourceTag/department": ["dev", "test"]

}

BUEREFEEEITRC
ETENGFH , AIRRARFREERARE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"emr-serverless:CreateApplication”
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"emr-serverless:RequestTag/department": "dev"
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}

TIRARERXREERARXEEIE2EMENdepartmentREBE , T AFEAERIERRE

o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"emr-serverless:CreateApplication”
1,
"Resource": "*",
"Condition": {
"Null": {
"emr-serverless:RequestTag/department":
}
}
}

BB NBRERYFEE

WRA ARy IEE A EEEMREMR REFEARER LB R BRdepartmentEE , BEBETdevRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"emr-serverless:TagResource",
"emr-serverless:UntagResource"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {

"false"

R FEURBIHBOR

217



Amazon EMR Amazon EMR #ERSEE A FIE™

"emr-serverless:ResourceTag/department": "dev"

EMAIRRH S 25 R EEH EMR

KFERR  FAENACRKERISER Amazon EMR E[REEFRAER, Pt EERITERER
AWS Management Console, AWS Command Line Interface (AWS CLI) , 5, AWS APIl, & E#Z L
EYUFMEERATEENER , IAMERESTURIIAMEKR, A% , RESESTLUEIAME BF18
ZAG  FAETURBEIELAE,

EERMBNMERSLEGFERXHERELUAME DB AERNISONEKR | F2RERAEET
HIIAMZEE ST IAM R BE .

WZE Amazon EMR Serverless EEZMEIMEMERERNFHEN S REEEREARNSHIER |
F2EREEES2EDEAR Amazon EMR ERIRSENH/E. ERMEHESE,

£}
- BRREER
- AFERAERFMFIE KT

HRREER

(@ Note
EMRERMBRFIEZEBR , At THIE —BHEETER.

UEDEBAAERNBRREZEAREBTUELENIRERENL, FEEMER Amazon EMR &R RFE
Ro EXEMERRESHBERRA AWS tRF, BYSMEUS2EHNAEBNERAE  BEBFTY
RS

- FREER AWS SERRYAEREERERBE — 2ERRREEHENTFEEHVER , FE
M AWS REFFZE REARGIBRNZEERE, IR THN AWS IRF, EREEBERE—
SRR AWS SHHENERARFIBENTFERBR., MEFMEF  F2H AWS ZEENE
B AWS (EREER) P8 TEBENIAMER R,
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- EARMEERER — ELEARAUREERE , IWMAREHITTERMFENER, ABRLEN ,
BUNERERERG TUUEREERRNNEE , ELBARKERTT. NFAREAERE
[RIAMBYEHEEF , FS R (ERER) IAMBHIAM CREESEER) .

« ERIAMEKRRE R R — S REIFZE — B UE R P IERYE | UREIEBSENERNFZEL
flan , BAAREBRGH |, UEEXEFRABERMBEERSSL, MRRKEERERFIEFSAK
| &t ] LR R R IR ER Y IR IS B E RV IR BB AWS BR7E , a0 , AWS CloudFormation, 2l
EEHMEER , F2E (AMERER) FHIAMISONERE TR - K.

« f£/ IAM Access Analyzer B SR RIAME] | IR Z £ M REMERI AR — IAM Access Analyzer
SRBPAVANBENEA , LERABEIAMERERATES (JSON) FMIAMEREMZE. IAMAccess
Analyzer I2{ti#18 100 HRAIBEMATTHESR  HHERERL B EENRE, WEFAE
A, FZREIAMEIAMAER TN ERS R EIRFE.

- FEZEERHERE (MFA) — IR RHIFEEAMAER root EHE AWS 1RF |, FEFRMMFALL
EEENANEZLM, EEETUAPHEEMFAREE , BERATFEMFAKY. MBEFHMER , B
20 (IAMERIEmR) P < BEMFAZREHAPIFEE >,

MEAAFREEENFAERIAM , F2H (AMERIERE) IAVHH "TZEESEEE .
RFFERAEREMFIBCHETA

WEHBERMAEYRE  BEIAMAEREHMNZEEERAES2ERINARNZTEERL, HEFEIE
EEFEA LTERILEENER |, SUBEXERFT AR ERA AWS CLI 2 AWS API.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"Effect":
"Action":

]I

lam:
lam:
lam:
lam:
lam:
lam:
lam:
lam:

"Allow",

[
GetGroupPolicy",
GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",
ListUsers"

"Resource": "*"

Amazon EMR @ fRE8 E# AWS ZEBER

BB EEAEFRNFMEFR AWS Amazon EMR ERRJ[BHZEBR , RALBRBHBERELEE,
NEERLERBENBEE TR , 55518 Amazon EMR &R fRa8 3 4 F £ 5o éx HH LAY BIRSSAEH

/%\ o

g%
A mazonEMRServerless

ServiceRolePolicy -EHIREEK
i

A mazonEMRServerless
ServiceRolePolicy -E#H IR A EK
B

DU

Amazon EMR R 257N
T #EC2PolicyStatement
#SidCloudwWatc
hPolicyStatement #l
A mazonEMRServerless
ServiceRolePolicy BUR o

Amazon EMR £ {a] BR 25 3718 5F
Al , & Amazon EMR £ @R
FREMEZR P M v CPU &£
AENFEEIRFIEE, "AWS/

Usage"

B #

2024%1H25H

2023 4 A 20 H

BUREN
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g5 iR H HA
Amazon EMR #ER#525BRE  Amazon EMR R ESF %A 2023 4 A 20 H
REW BEREER AWS SEENE

B o

SR HEAE Amazon EMR E @RS 5 9 MEH

FERATHERGBERDET RS EER Amazon EMR ERIREMNMETAESEINERMBE, IAM
&

« RZ BT Amazon EMR ERRETPHTHIEN IZH#E

« RRXEFEHIT iam : PassRole

« REFRIUABHA AWS 1R FEFREM Amazon EMR EREEE R

R ETE Amazon EMR &R REFPETEERRE

R AWS Management Console FiFEERZERTHENERE , FEEXEBEENEEES R
B, ENEEERREMEEAERBNBHBHAL,

THIEFIEEERETE mateojackson FAEEHFERAETREWA —EER my-example-widget BIR
RFEMERN |, (BAMEESR emr-serverless: GetWidget FFRIRFR4,

2

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: emr-
serverless:GetWidget on resource: my-example-widget

FEHRBERT , Mateo EFREEEFTHMABUER , AFFMER my-example-widget BIYETFEL emr -
serverless:GetWidget iR

EEZEFEHIT iam : PassRole

MREBW B RERESTiam: PassRoleBIEM AL |, IV EEFTENBERUAFEKARER
% Amazon EMR £ fRES,

—& AWS R¥ TRERERALBEEZRE  MIRLFTNREBACIRBELSAR, MFEANT
ER |, BUARERAREREEZRBNFTT,
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EZBNFERAIAMEZEmarymajorERFEH EEAE Amazon EMR B[RS P HTEER , SBETY
#HHITER. B2 , BFEBEBRBREEFEBREACR TN T, Mary REKAGEEEZRBHIFTF.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EERBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MBEEEEGE) , FBE AWS BEEE, ENEEBEEREENEBER,
HBEFERUAHA AWS IRFFHEEL Amazon EMR ERFEREIR

BRLEY—EAE  REMIRFHNEREREEBABHNASTFIENER, S UIEEE R
EEEVHIREZAR. HRXENERSERNBRIEFIUZFIEE (ACLs) VR , LA LIERMIE
ERRREASFNENER,

NMEFE-STH , F2RUATAS

- ET# Amazon EMR EfRSEREXZEE LR , F2BAmazon EMR EFAREFH) Identity and
Access Management (IAM),

o THERNAESEREEERNFIE AWS IRF SHEH | F2EAEMIAMER & RHFEUE
AWS 1RF EHEIAMAFEEHH#EN.

- BRENAEERFRERRGE=S AWSIRF , #2RBRMHEFIR AWS IRF HIAMAFEREHIEE
=H#E,

- FERFIMIERS 2 HEBRMUTIVE  FS2REHERETHNREENIEESEHAIAME N FEE
(E’ﬁj\ Fé!o

- FERMBUBBRFTINEAACEIERAERNBRCENEZER , 528 (ERHIAMERE
By IAMFH (BIRFEREFRD .

B FEHEMRE [ RES AWS Lake Formation R FE4HRY 5h RS54
BLE

{8 Amazon 7.2.0 &EEEMRH&ZIK "‘_IJ;UE » XA AWS Lake Formation , ¥t S3 X EMNE R B &
BERXRERABMANFEEEES, I BERETHIEENXRE, 5, BARKREEBHREIIZEF read
£ 48H9 Amazon EMR ﬂﬂﬂﬁ%ﬁg)\ﬁﬁﬂﬁ_ﬁﬁa’ﬂ]o % & A Apache Spark #t)x TEMEBE 8= TERK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BREXERMMIZERE| , 556 H EMR Studio, BZRUTEE , LT HEZEE Lake Formation 2L
K anfEEEMREE R FR BT BELAE AV E A

£/ Amazon EMR £ [ IRES AL AWS Lake Formation EEEEANER., MFHMAEN |
Amazon EMR E1&,

3
0
&

EMRE (3] fR 88 2N & BL £ F§ AWS Lake Formation

8t Lake Formation fEFHEMREIARES , AT EESE Spark TE Ls&H#1T —BHER , LUERE
EMRE {7l RS 11T T/EEFE A Lake Formation #PR#EHl, EMRERREFE A Spark EREERE R
BUMBERERE  UBRHITIE. FAEREESRTEAERMUANERNST K MARREEZEFH
1T Lake Formation B3R, MNFFMEN , FS BT ELE AWS Lake Formation A K & £ H PR

E&E A Lake Formation WEWIR{ICBER , RMEBREEL EME Spark BEBREF. SEKA
Lake & NILH TS EAME Spark BBER , —EARFERAERERE , 3 —BAARRKBRERE.
B TEBREMEE , BRMEMA Lake Formation #8EL , ¥R Lake Formation B T4E , R FEXE A ER
BREFHEENWE,

EREEMRE[MREE L#1T Spark TER , X EERHEREHEREENEENENTE, 58

BREE X Hspark.dynamicAllocation.maxExecutorsI B AT REFEENEEERARAF

MEREITERF. NREEZBFREAZIRATVRAFTERHE , AIENITEHTAIEEERAS—
EFEAMETAERNATEREEN FE , ESELHTEETEFHEIEEMGHTER,

Hit , BFrEgE[|ER , EMRERARFSEBEERREENZABTEXRERER

{EfY spark.dynamicAllocation.maxExecutors 90%. EEEENR0E 12
Bspark.dynamicAllocation.maxExecutorsRatiof{EKF , WA LAB B ULAERE, A, BET
DEETIAR , AREICEREEMERYEE

* spark.dynamicAllocation.cachedExecutorIdleTimeout

* spark.dynamicAllocation.shuffleTracking.timeout

» spark.cleaner.periodicGC.interval

T 2EMRER RS NI FELS Lake Formation £ MR AR E 2 BRI = BEE,
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https://spark.apache.org/docs/latest/api/java/org/apache/spark/resource/ResourceProfile.html
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/emr-serverless-lf-enable-considerations.html
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AWS Cloud

Amazon EMR Serverless Application

o User Profile (Job Submitter Identity)

8 User Driver
—_—

| Drver _,|| uer | @
Job o Executors |

Submitter
t ﬂ[ Shuffle

Task
Job Plan a [User Code]

-

System Driver

System Profile (Privileged Identity)

—
8- =

AWS Lake Formation Glue Data Catalog Amazon 53

dWws

- =] ©202%, femazon Wik Servon, Inc. ar ik affilebes All it resarved

1. A& Spark THERRE AWS Lake FormationfBl AEMRE A RS FEAER .
2. EMRE[IRFEBIEELIECXAERDHEN K YEFHAEREEPHITIF. CHAEEHERX

STRREIRG Spark , FEMB T, ER$TER, 70 S3 R Glue B, TRUT BT
B,

3. EMREMRFEREXF _ABARABDEANEDEN , WERRREBTHTE (BEREHE
RV E 585, EMREARFSEMERBSEN 2BRENBBTLSENETEF. AFESE
FEABEMSERTEREIINRRERDEF. RREDEXTENTEAERINERR. ©2H
1T5EER Spark I EE S3 EH , URER B HLUETERFE, BFERYUITENRZF Job FTEIK
YITRE B F 5o

4. EMRA®%R K ERBREAAFEDEFIRARDEFEATEF LETRER. EEMERNA
FRBRAERFEEX 31T L8117,
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5. RRAREFW "ERB &K REFIEBAIE R AWS Lake Formation & LA LT 2IBIRERE
Efﬁﬁ%\, Lﬂ'ﬂr%o

£ Amazon F A Lake Formation EMR

ZE A Lake Formation , B BtruefF 2 VEMRE @ REZEAERE |, spark.emr-
serverless.lakeformation.enabledi§# TR BREESE N spark-defaults D EEE R

aws emr-serverless create-application \
--release-label emr-7.2.0 \
--runtime-configuration '{

"classification": "spark-defaults",
"properties": {
"spark.emr-serverless.lakeformation.enabled": "true"
}

'\

--type "SPARK"

B A LATE EMR Studio R EIZF M ERREFERUA Lake Formation., 1##Z{# F Lake Formation ##1T
BN EES  JEEMEETFER,

BB REEMRE M ARES A Lake Formation B | ikTERR A Worker EN% |, Rt BT 4B IR A
B TEERBMNE,

A XTIt TYERUA Lake Formation

EEAEB 2 X TR Lake Formation , B 1E#E AR Espark.emr-
serverless.lakeformation.enabled true spark-submit,

--conf spark.emr-serverless.lakeformation.enabled=true

Job FITHI A BIAMER

Lake Formation fEPR#Z=HIFARE AWS Glue ERI B EIR, Amazon S3 U EMUKIELEUENERE

o IAMEERRIZHIZ5R Lake Formation 1 AWS Glue APIs &R, H#AREOEEHEHE Lake Formation
FEPRRIZEVE K B 8% (SELECT) HHERIK , ERUNRBREXEENIAMER |, B8 glue:Get*API
EEFE XK,

AT 2R FE S3 FI5S . S AFE LER S3 WIAMERMEHIBER , AWS Glue API #R |
LAR 55 Lake Formation BYEF ] #,

BtH Lake Formation 225


https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html#gs-application-console
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScriptAccess",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::*.DOC-EXAMPLE-BUCKET/scripts",
"arn:aws:s3:::*.DOC-EXAMPLE-BUCKET/*" ]
},
{
"Sid": "LoggingAccess",
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/logs/*"

]
},
{
"Sid": "GlueCatalogAccess",
"Effect": "Allow",
"Action": [
"glue:Get*",
"glue:Create*",
"glue:Update*"
1,
"Resource": ["*"]
},
{
"Sid": "LakeFormationAccess",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,
"Resource": ["*"]
}

R ETRFRERR 226



Amazon EMR Amazon EMR #ERSEE A FIE™

}

ATEHITHERARIRTE Lake Formation R

B % , £ Lake Formation &M Hive R FE, RBELEBENER R AZN TERITHR
EBAGEIER., BE Lake Formation WE ZFFMEER |, 582 B ER AWS Lake Formation? 1
AWS Lake Formation BiZ A &3/,

ZXE Lake Formation FF Al # , A LATE Amazon EMR #E{m R85 L2 Spark f£#. #E Spark T4
WEFHERR , 2@ Spark &,

RRXTEHT

£ 425 Lake Formation #BNHIERER , MU LAEEMRE [ ARES L3123 Spark THE. & E#IT Iceberg
T, BUERB T Hspark-submit B,

--conf spark.sql.catalog.spark_catalog=org.apache.iceberg.spark.SparkSessionCatalog
--conf spark.sql.catalog.spark_catalog.warehouse=<S3_DATA_LOCATION>

--conf spark.sql.catalog.spark_catalog.glue.account-id=<ACCOUNT_ID>

--conf spark.sql.catalog.spark_catalog.client.region=<REGION>

--conf spark.sql.catalog.spark_catalog.glue.endpoint=https://
glue.<REGION>.amazonaws.com

FHARBEAXE

Amazon EMR iRZ& 7.2.0 @& E M Lake Formation W fE#HZEURH X2, EMRE [ ARES X Hive
KLERRER, TRREBEMEZENEE,

e Hive Iceberg

DDL#&F EEBIAMACER EEBIAMACER

BELTH TE A TEXE

FREEREER TEARLERERN TEXE

SRR TEARERBEN XE BREERRSEHRE. W
THMER  EFSREEEHR
Flo
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e Hive Iceberg

DML INSERT EIAMPRE AR EIAMPRE AR

DML UPDATE FE AR REER EIAMPR 5 F 2R

DML DELETE TEAREREEN EIAMRRERZR

HEURE TEXE TeXE

BEER T iE BR T register_table #Mxz

A Emigrate, MEFFH
&, #2BEEHRH,

= B BafR

# Lake Formation EEEMRE R REFIEEMFEAR , ZE T HNZEMEH,

(® Note

EIREEMRE MRS LA Spark T/ERXA Lake Formation B , T SRBRGEEBSEINE
AERBER., IREEREBREE TRAVRILNAE  AESEXSRELEVNBRILNEE
g, URRAREHENHESEREEENFEAERSEEXEE., NRLZEEMERE |, AR
THERAEESENZS  EMREARJ[EEMBDRAREDHEN. EEAEEREZWEMRER RS
SRR TEMERRY A |, 386 AWS Pricing Calculator.

MES X ENEMRER RS EE 24 Amazon EMRE [ AR 25 f Lake Formation , {BERZL AWS
GovCloud (2B ER %) & AWS GovCloud (XBEI7E).

« Amazon EMR {7 R 85E &% Apache Hive F1 Apache 7KILZE , EiB Lake Formation X XA #Y
FEES, FiHFEERSTFEEABIRORC , M XSV,

- A Lake BLWEARAFT I EFEA BTN EEMRAE RFMRE,

« YR 8EEBRA Lake Formation DynamicResourceAllocation B T4k,

- fRRBEEXTEITEF LA Lake Formation,

- EMR& Lake Formation W& fREFE B @ TEHRE X EE — Spark TEMREL

- EMRE Lake Formation W& RBFEZ B ZBEREFLANBIRFRIEEN,
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Amazon EMR Amazon EMR &EiRi&e5F FiEm
- FXETSIEE :
- By BXERE (RDD)
- RIER
- EARTERM Lake Formation fR%&
- ERERRH FHEUER S
- EMREMRFEHHTREERERKEDEXNTLBRENIIEE , T
 UDTsiveUDFs, H f{EMF Kk BT EAINEAEEREE
- BEITERKIR
- HEFENANEFARENER , EER A FR
- ANALYZE TABLE @3¢

o A TREIFITIHRIES , LAEXPLAIN PLANMDDLEEMIDESCRIBE TABLER A\ RFIEE2EN
B’IE,

- EMREMBSERHHEA Lake st L2 BARR - REMEE Spark RENFR, HARKE
BEXURSHFIENT , RERAEDRXELNEANEERTEOSHBAR. BTHLK
EERNEREIRABEIUBBES  EVREARSEANRAEDRIREHFR. NER
BOER | T AWS X8,

- MRBEEMA Lake Formation SEMERRME , BIER "HEMRRAREE . TEHNTREAGHIAM
ERAM , ERFEREHEEIB Lake Formation fEFRE. NREEBRETEAERNRMNET
myuAe  EXFHES S3IAM ERENAEN TESE XM,

« B A Lake Formation REEHIAMEFTA , M A 2R FREPRA Lake Formation, M REMNERHITREER
ACBEENER S3 A , BRI UFERATERHAITE ARE,

AT R EH Apache /KLY EESEMPRE S -

- BABEMERA Apache KILEEGFER & , MA—REEGENE &,
 1£ Lake Formation FEF K LREZEREER

Fhistorymetadata_log_entriessnapshots, files, manifests, Frefs, Amazon
EMR B 7 WRE B S BUREIEN Ylpartitions , Hllpath , Msummaries, WLhBRHIAE A 14
R 1E Lake Formation A EEMAY KL R,

 I&KIE Lake Formation FEEMEI R ZHFFTE Iceberg FRIBFE., register_tableffEmigrate/s
TR EEAER KR,

- RMEZREFEA KL DataFrameWriter V2 AR V1o
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WBE R B
NERHERBRAIR  B2RTIE
B

EMREREZE A Spark BIRFREE RS B THEHIT. EMREMKRF[SHEAERERERERATE
RUEMNBERXE , MAKREESEHFT Lake Formation BiR. BAIGHELAFERE X4 5 0E1T
RYETERY B &5

E#% Ul M2 NE B RHE=R

Live Ul M Spark B 252 % BRI 22 E AR A FELE X HEKRIFIAE Spark B4 , iwiE 7 ERFEEE
FERBNESF,

BT LATE Executors BIEFHEFERBAFNRREBEFNFMEEK. T8 , BHELEERARFER
ERERE, I, BoBEASH Live Ul {REE , Pl HEEENEAB,

Job & BX , Lake Formation #ERT 2

ARESHN THEHTHRRACEEHTHERIUSELECTRZIEDESCRIBEEFMMER K L,
RDD#1{T X Bk #Y Job

EMRE[ RS B 1 X EWRA Lake L T/ERY M5 BN EBIE (RDD) 5.
#5555 Amazon S3 R IR ST

BREERKEMBF KT EM T BIRHNE,

ZeREHN

EMREMRRIRE RN L LBFIER. Big AWS IFHE,

HEZ AWS BIRFH Glue EX B #HMER K

B LBIEEFREEIBENR , X{HAREHA Lake Formation, EEEZE LR , 552/ Lake Formation
PR EIRESBEZM A HEE AWS Glue X B $FMEREBEIIRS £ AWS Lake Formation?.

THEEBNR

/8 Amazon 6.15.0 RESEMRIRA , A LA7E Spark EEHTHRAE I cENHEETLSINERE
. AR  EMRE[RFEEEHAEN TESTHHENSE Worker EEL DB H—HEE., EE
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https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://repost.aws/knowledge-center/glue-lake-formation-cross-account

Amazon EMR Amazon EMR #ERSEE A FIE™

L6 Worker EEX R HI B BT S ERMBEEERE  MPSRIMETLSER , YERARENBERER
BN DB, MR Worker EEERBHMBE |, TLSKIG LM , EEMREfMRIFEHILEEM2
RS Y AR

R IEA Lake Formation m EREEMRE [ IRESEEEA , BIFARERAMETLSINE,

HEEMRIE IR - BB ETLS %]

EEEEW spark EARX LRAAMHETLSNE , FEEVEMRERREEAR KR
Espark.ssl.internode.enabled® true, MREEEMEHR AWS TR AEZEETEMRE [ RS
FERER 6 BERE[(FEABIRE], ARERM EREXRE], AZWA runtimeConfiguration

aws emr-serverless create-application \
--release-label emr-6.15.0 \
--runtime-configuration '{

"classification": "spark-defaults",

"properties": {"spark.ssl.internode.enabled": "true"}
'\
--type "SPARK"

MR ERMEIN spark THERTRAMETLSING , HEEARR

Espark.ssl.internode.enabled® true spark-submit,

--conf spark.ssl.internode.enabled=true

fE HEMREM[RFRETERNREN U R EE

AWS Secrets Manager 2 —BWEfEFERE , TARRBERERF. APISBANEMREER.
REBEELBNERBSD |, B LUEIBAPIFELY Secrets Manager REVAE R imiS52E . EBEBRNEREE
FEREABRELZNRBMAR , RARERFE, WEHRE , 552/ AWS Secrets Manager fiF 18
Mo

Secrets Manager i i iN % 21 AWS Key Management Service #8526, WMEFFMER , 5526 AWS
Secrets Manager i F 5/,

B LA Secrets Manager SR EARBEEENHEEHHE LN ER., EVELUEHRERAR
HuZ  BPRAERERRERE, WEFHEEN , FSBEE AWS Secrets ManagerfE# % AWS
Secrets Manager i F ¥/,
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https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/getting-started.html#gs-cli
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https://docs.aws.amazon.com/secretsmanager/latest/userguide
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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Amazon EMR £ R R 2582 AWS Secrets Manager EE &7 AT LUS B3R FH1E Secrets Manager #
WEREPEABE D,

EMRE {7 B 28 20 7] 5 F 4 2

B 18158 BHEZ1E Secrets Manager #1 , SWHEEMRE R AREIMALEHFEANR ID B , B
FRIABBRREEREEREMRER RS , MESELBEEHIE. APISINREEHRSIBERHST
S8 1E Secrets Manager F 2 R IBEM R ZE BT , IIEMRERRESSEAEREREIEZE Worker
AT TR R B 1R

EERRHERHNRS|IBERY B EWBFHET Secrets Manager FHIZ R | FEASEMR. secret@FFEH
BEEEE, BSATAEERE ID TBNEREMY | EMREMR RS EM I Secret Manager , & T
TR AT 2R,

LR FE VAR

EEBURE  BRBEIREPHIEIRE AWS Secrets Manager # % Y AWS Secrets
Manager FAF {6, EH ] 3 F |, BIF THX, WMIABWAZHNBRE,

FAERESEPREARE

THEFERNAENEES EDIEMBZEStartJobRun, MREEELEEARERBRELTE Secrets
Manager B9 %8 , S BEMRE (7 IR 25 A9 78 5% FE 2 N AE A8,

TPl , BfkSecretName REMEM AT EHB. MAEFH , REEE Secrets Manager £ Z &
ARN#ERIMARAEF T, MEFMER , F2ROATEILRS.

N AR

- EEMESIR-EX

- BEEMESIA-BE

EEWHESIA-EX
Example — 7£ Spark B4\ Hive FFREGEFIEEWZ S| A

aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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--job-driver '{
"sparkSubmit": {
"entryPoint": "s3://DOC-EXAMPLE-BUCKET/scripts/spark-jdbc.py",
"sparkSubmitParameters": "--jars s3://DOC-EXAMPLE-BUCKET/mariadb-connector-
java.jar
--conf
spark.hadoop.javax.jdo.option.ConnectionDriverName=org.mariadb.jdbc.Driver
--conf spark.hadoop.javax.jdo.option.ConnectionUserName=connection-user-
name
--conf
spark.hadoop.javax.jdo.option.ConnectionPassword=EMR.secret@SecretName
--conf spark.hadoop.javax.jdo.option.ConnectionURL=jdbc:mysql://db-host:db-
port/db-name
--conf spark.driver.cores=2
--conf spark.executor.memory=10G
--conf spark.driver.memory=6G
--conf spark.executor.cores=4"
}
'\
--configuration-overrides '{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://DOC-EXAMPLE-BUCKET/spark/logs/"

} 1

Example — 157 2 /08B Hive PEFHREHE LN spark-defaultsWEHES R

"classification": "spark-defaults",
"properties": {

"spark.hadoop.javax.jdo.option.ConnectionDriverName" :"org.mariadb. jdbc.Driver"
"spark.hadoop.javax.jdo.option.ConnectionURL":"jdbc:mysql://db-host:db-
port/db-name"
"spark.hadoop.javax.jdo.option.ConnectionUserName":"connection-user-name"
"spark.hadoop.javax.jdo.option.ConnectionPassword":
"EMR.secret@SecretName",

}
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EEWZ S| H-1BE
Example — 7£ Hive B4\ Hive PEFREEFEEM S| H

aws emr-serverless start-job-run \
--application-id "application-id" \
--execution-role-arn "job-role-arn" \
--job-driver '{

"hive": {
"query": "s3://DOC-EXAMPLE-BUCKET/emr-serverless-hive/query/hive-query.ql",
"parameters": "--hiveconf hive.exec.scratchdir=s3://D0C-EXAMPLE-BUCKET/emz-

serverless-hive/hive/scratch

--hiveconf hive.metastore.warehouse.dir=s3://DOC-EXAMPLE-BUCKET/
emr-serverless-hive/hive/warehouse

--hiveconf javax.jdo.option.ConnectionUserName=username

--hiveconf
javax.jdo.option.ConnectionPassword=EMR.secret@SecretName
--hiveconf
hive.metastore.client.factory.class=org.apache.hadoop.hive.ql.metadata.SessionHiveMetaStoreCli
--hiveconf

javax.jdo.option.ConnectionDriverName=org.mariadb.jdbc.Driver
--hiveconf javax.jdo.option.ConnectionURL=jdbc:mysql://db-host:db-
port/db-name"
}
A\
--configuration-overrides '{
"monitoringConfiguration": {
"s3MonitoringConfiguration": {
"logUri": "s3://EXAMPLE-LOG-BUCKET"

} 1

Example — 1§ E 2 EH /B Hive P EEFEHEHLLENhive-siteFS R

"classification": "hive-site",
"properties": {
"hive.metastore.client.factory.class":
"org.apache.hadoop.hive.qgl.metadata.SessionHiveMetaStoreClientFactory",

"javax.jdo.option.ConnectionDriverName": "org.mariadb.jdbc.Driver",
"javax.jdo.option.ConnectionURL": "jdbc:mysql://db-host:db-port/db-name",
"javax.jdo.option.ConnectionUserName": "username",
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"javax.jdo.option.ConnectionPassword": "EMR.secret@SecretName"

R FEMREE fa] ik 25 17 BUE LR BV TS

EBAFEMRBAMEH Secrets Manager MRS , AR U HHEHS T 5 R AIBEX 30
EHNTR. LLACAEFTROKMSSRR TR , EVREARSE T AEREHBE. NEHEE
A, 55289 KMS AWS Secrets Manager AIFE {5/,

ETHEREAF , FUEARRXH ID BapplicationIdffe.
TS B R E R

BN BEZRBNEREKEEHDEZE LT PR AWS Secrets Manager 2 FEMRE[ REFHNZBE, £
BRREBEEAEXTHEULERE , ZULBEHEMRERRSEARER ID EEAFR R FHHF
#,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Principal": {

"Service": [
"emr-serverless.amazonaws.com"
]
},

"Resource": [
Hxn
1,
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:emr-serverless:AWS ##:aws_account_id:/
applications/applicationId"
}
}
}
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]
}

BIEEFEEN THBREMENZET AWS Key Management Service (AWS KMS) # :

FEFEENBE AWS KMS &

"Sid": "Allow EMR Serverless to use the key for decrypting secrets",
"Effect": "Allow",
"Principal": {
"Service": [
"emr-serverless.amazonaws.com"
]
b
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1)
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.AWS ##.amazonaws.com"

}

FEEE By B2

MR EEHENRBNRIR, B LA E AWS Secrets Manager , LABIRZIE ERIBBHHR B B e
BRI, K, fUUARHNREERRENE. EERBREZIZHNER. EMRE T{FEiR
AFTHRER , BEARF[ERETHNERHEIZRTE, MRESFEFERH Secrets Manager H#Y
RISE , EXERIHMIE , UMETETUEERERNE.

(® Note
ERERBTHFREN THEBLIENEFTNRBE. ETHESFERTHFERY
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BEEMRE MR RS EA Amazon S3 FEUR#E
EMRE @RS S3 IFEUIZ RESLE

Amazon S3 FEUS# A Amazon 6.15.0 R ESEMRARAE | 2 TIEENFEURGIBASL R | &7
LA B L fR R RIEE ¥ A PR EF Amazon S3 ERINFEE, EMRIIRERM S3 EREEM B KB
FrOffERE | B LAGEF Access Grants RIEEFERHE. AGHERERM S3 EREFT,

£/ S3 FEURE , ImAY Amazon S3 ERIMFEUER , BEHMTRBIAMA SR FTHFFITSMME
EREMRERBFREARAFIHENS THAE,

WMFEFMER , F2B Amazon EEIER PR EAER RN Amazon EMR B S3 7BV EMREEFH
# Amazon FEREFRBEEMAEEETHER S3 FRREEERFH,

AERP NI RREEA S3 FEURER M Amazon S3 FERMFEMENEMRER RFEARN. WES
S3 FFHUREREEH fth Amazon EMR RREREEANLSR , F2ETHIXH

« 3%EIB Amazon £ S3 FEUR#E EMR
« EMRTE Amazon tfEF S3 55 #E EKS

£/ S3 FHREMBEMREMFRFEAEAUETERNETE

SR BAEEMREE R AR 2R ERAA S3 FHURMEL R E) Spark EARR. ELNEAENIELY S3 EHEHES
B , Amazon S3 SRRMUERNBEREITE. FEIWHNERRERE.

1. BEMREM[RFEABRXREILESTAR, SIEHIT Spark EHFMNFER S3 FEIRIAMEFTER
MEFFTE | Lls3:GetDataAccess&s3:GetAccessGrantsInstanceForPrefix :

{
"Effect": "Allow",

"Action": [

"s3:GetDataAccess",

"s3:GetAccessGrantsInstanceForPrefix"

1,

"Resource": [ //LIST ALL INSTANCE ARNS THAT THE ROLE IS ALLOWED TO QUERY
"arn:aws_partition:s3:Region:account-idl:access-grants/default",
"arn:aws_partition:s3:Region:account-id2:access-grants/default"
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® Note

MREIEEEEHMERBEZFI S3 WEBHTIAMAR | AIFRAESEAFTIRARR
B R, BENEMPIRE S3 Access Grants BIEF T,

2. f£H 6.15.0 HEFRAH Amazon EMR A EE Mspark-defaultsn BRMEBEMRE &R 2T
ERARRX , MTHEFR. FRAEESEERARANERNK red text FHE,

aws emr-serverless start-job-run \
--application-id application-id \
--execution-role-arn job-role-arn \
--job-driver '{
"sparkSubmit": {

"entryPoint": "s3://us-east-1.elasticmapreduce/emr-containers/samples/

wordcount/scripts/wordcount.py",

"entryPointArguments": ["s3://DOC-EXAMPLE-BUCKET-OUTPUT/

wordcount_output"],

"sparkSubmitParameters": "--conf spark.executor.cores=1 --conf
spark.executor.memory=4g --conf spark.driver.cores=1 --conf spark.driver.memory=4g
--conf spark.executor.instances=1"

}
'\
--configuration-overrides '{
"applicationConfiguration": [{

"classification": "spark-defaults",
"properties": {
"spark.hadoop.fs.s3.s3AccessGrants.enabled": "true",

"spark.hadoop.fs.s3.s3AccessGrants.fallbackToIAM": "false"
}
1]

S3 FHREEMRE[RRFNEZE

WMEA Amazon S3 FRIREEEMRERREREFEABNEELE, HEMMITAEN , F2H8
Amazon EMR EE{EMEMRF /) S3 FEUSEEEEIF,
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fEAFE 8% Amazon EMR #a fR2FAPIFEAY AWS CloudTrail

Amazon EMR AR5 2 E2 AWS CloudTrail , IRIERE. AGSMER BRI BIEC &I RS
AWS EMRE IR P HI PR, CloudTrail S EMRE GRS FTEAPIN IR B =4, FEERAY LY
BIERBEMRERRSF T EANTW , URHERFAEMRRAPISELMEXNTBIFW, MREETE
Mt BT UARR B R T CloudTrailE= 42l Amazon S3 f#7FErE | AIFEEMRERRSEEH, NESR
KREFEEBHE |, BHARTLUE (B4 ER0HE] D4R CloudTral ERAFRIENES., FRHKRENEN
CloudTrail , BT AHETMEMRE R RSB[R/ EMNER, REERM IP ust, REERHAE, RHE
ROE , AR EMFHEER

EEi#E—F 7 H CloudTrail , 552E AWS CloudTrail HF1E®M.

EMR# @] fR 88 & #A CloudTrail

CloudTrail BHEER AWS IkF EERIZRFR, EEBEEMREMKRSFTRER  BOSBSRHEM
JEE)—HEFCERFE CloudTrail E4H AWS B4 B ELREBFTNBRBEMH. LALEF  BERNM THKIIH
B AWS IRF, MEFHMER , F2REM CloudTrail S ERELLHERAS M.

HIENSHVFER S AWS 1RF |, SFREMREMMBRRNEH , BIUIEH. EHEA CloudTrail #& B
ERE Amazon S3 #EfFETE, RIRFERR , ELEETREPEVEHE  EREEREMAE AWS E
B, BHIEPAEEANSENH AWS HWHEEETDE , YKEXNREEEN Amazon S3 FHEfFRT
B, Wi, BULEREREM AWS E—F 547 CloudTrail B KENSHEIRLEREUTEIR RE.
FAMES , FBRTIAR

- BIBHHEIE
 CloudTrail ZEWREEES

« X Amazon SNS EHI CloudTrail
- RZ{AEFIEW CloudTrail B 53443 1% Z @ik 512U CloudTrail B 5 304

FREEMREE R IRESBESHRECE% , CloudTrail AS HiC$REEMRE[REZAPISZH, Hln , I
StartJobRunFCancelJobRunEfE&CreateApplicationE CloudTrail iBs&EHRELEIEH,

B—E£S4NAFERNETEELBRENEN. SoEATHBEHETHIEIE !
- BREERIZMEABRZE AWS Identity and Access Management (IAM) 5 & R

- REBRBRE , REFATHEACEBMS I EAENERRLER.
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:admin",
"arn": "arn:aws:sts::012345678910:assumed-role/Admin/admin",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::012345678910:role/Admin",
"accountId": "012345678910",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-01T23:46:527",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-06-01T23:49:28Z7",
"eventSource": "emr-serverless.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.26.10",
"requestParameters": {
"name": "my-serverless-application",
"releaselLabel": "emr-6.6",
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"type": "SPARK",
"clientToken": "@alb234c-de56-7890-1234-567890123456"
I

"responseElements": {
"name": "my-serverless-application",
"applicationId": "1234567890abcdefQ",
"arn": "arn:aws:emr-serverless:us-west-2:555555555555:/

applications/1234567890abcdef0"

},

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",

"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "012345678910",

"eventCategory": "Management"
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