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+ AWS Systems Manager
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AWS Management Console— 12t 7] F2R1ZEX AWS FIS B9 Web /M. MEHMER , FSBEER
AWS Management Console,

AWS Command Line Interface(AWS CLI) — IRt ZBAWSHRH (21E AWS FIS) iET , L &R
&. macOS M Linux EZEXE, WFFHMENR , 528 AWS Command Line Interface, &HER
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A NEARBIESH  AREELB[IFERBENENRENETF 28, KRR, BUUEBHRE
B, SEBIBr L R FRRIA S R

HERBEM AWS FIS ST ABRH , BMNEBEEAETIRUNMEES &,

/A Important

AWSFIS $IITEIEWNTE , FENRAEPHEBRAWSE IR, Eit , EEMAKBER AWS FIS #
TERH , RPAZIEZRELEEERSRERIE D SERR SR RAAE,
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- ERFEER

EARF A5
EBBER AWS FIS TR , BATUTSH |
1. BBIEERN B ENE — AR D ENENA. NRELLNE—EER  RARNAHREENI

RIRERBA,

2. REEARXER — SXERECHISEACGNEEAR T, HMRKENERER. RRE
FERAEARERK. KEAERXME , 52K AWSWell-Architected FIZR1E,

3. ERBEMEBITA — REBEEENENNEKEERERRAENEBEMETS , fINEE. CPUE
B, SoERALK. ERASREERAREE,

4. BRREE — R —ERE , RPECHERRTAEERBRPREFERL. BRENERE/AUAT
B

W RBITHH###Y | HHHHHHHHHHTTEFBIBA

Plan | BRERBVBERAIGEM TR TARBIEEEM 10% , AIBARBUREEMNTE
1%, 1 BRZEAE , BUUFEEAEXRERIREFSENERMEMHE,
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« KERBERNAREFEAWSH FIS #1THER. KETEREERERK. BEREIABRNE
B, BUEARREUNANEMZRRRHETER,

- RESEMN/ BB , H1IE— BB Z LT aw: ec2: stop- instance BifE , B BB EARER
SEMRE D

- MESEATRSERRENRE. BRTS , TRANNE —BRBISLENREN  FAREE
FEEYE

- AR, AENARESZ, HEEASEEER UM ENERESRRETER. EfETUHERE
FHNTENIIRRIED , AR IRREMS .

- RABEAEBLERK I BEHENERNBERERF. AT  SREIERIGHEERNIE
EEHRAHENHEIABREFEER.
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5 AWS FIS , BT NHAWSERSTESR , LHUREREXDRGEREHER T OAHTHER.
ST RAE AWS FIS BRIZHER,

. MR R BT 2 S8R — ARBATARSE A R BT AN, 38 T AR B4R T R I AR R R B

INE R, EERBERKELATERZH , EREZBRRAKTFHESNEENZH,

- MBIHEBRANRYE — REALSHRYE  IRIHERERAERTFERTALENRY (MREM
ERFFRAEMERREZEREERE).
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- BMEENERAEARE — BRENRRIEAER , tRELCHNSETHNFAERARERAT
fr. HEENERER,

FFIRZREWE AWS Well-Architected FIZR#E, LWRBAHEBIEARRAERXNIEEREEZ S,
SEE, BEMAENERNERERE, MEFMER , 582H AWS Well-Architected,
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FRERELEE  UBEXE, NEFHTEN , Fol FAREREEAWS FIS FAERERE
CloudWatch,

- BENRREETESIHRERAE —BIRRRZATES, BERENIERR, SSERLIE
EREE —ERZERREBRE LFEMN CloudWatch B3, MR2HEIBER K SBREEEEL, W
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AWS T FEF A BRFE I

THIHERBAWS RAWAEA AWS BETE AR (FIS) B MBITEER.

HERE

- BERE  AEBITERFLIBFERER AWS FIS

- BRI . FH AWS FIS E#1TEE L #1T CPU stress
- BERE : A FIS BIF Spot #ITERE B AWS

- HERE  EREEEH

- BERE  HEEEER

HEBRE  AEHTEEBELYEERER AWS FIS

B LAE FAWSHBE X A IR (AWSFIS) BRAIREAERN MAEEHTERE LMK, FALESE
REEVEBREAN  ZXEAFEH AWS FIS aws:ec2:stop-instances BEEIE—@HIFE , REE
1E 28 — {5 &

DEIRHF
EERHMLABRE  FRECHT THIBHE

- EEMRFPEEWERNR EC2 #1TEE. MBFTEER B TMEZTEREN D,
« BYE AWS FIS RIERKREHTaws ec2:stop-instancesEEN IAM A€, MEFEE
7, ESE BEAR AWS FIS ERHN IAM A6,

- EHEELTLAEFER AWS FIS, INEFFMERR |, 528 AWSFIS FRIZ 4,

SR BUBRSELR

fEF AWSFIS TR ABRUERER, FEHAF  SUUEEMESE , SEDESKRFHT=2E.
E—EEFEFE AWS FIS BERZEEZENE T —EREANTER. F_EAFSFLRENENITE
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ERAEER

3. EERIEERER,
4, £ THR, M THEB P, MAEANBERNEE,
5. ¥R Actions (BiE) , B1T T 5 E4E :

o o

o o

f.

EIEFIE B,

WMABENETE, HlIn, A stopOneInstance,

SH¥ TENEREEL, | B aw: ec2: FLEEITEMR,

SHYEE , FBFRE AWSFIS BEENMBE,

HR "B,  FESERBEBBHTER  5E 3 28 (PT3M).
BT

6. ¥R Targets (B1E) , BT T HIENE :

o o

a o

f

HEEL—BASBPAEEHEIL AWSFISHEBEE | &E "HE. .
UEEHRMNEBERTAREHB. 610, @A oneRandomInstance,
BMEERERRE aw.ec2: Bf,

YA Target 5% , FBREER D, AR BEMEAREFH 1D,
EERER P , EE THEL . Y TEREE.L WAL

BERT.

7. EEFNHEER, RARIITTIIEE

a
b.
C.
d.

e.

WA BBENET, Hl, WA bothInstances.,

HREFREE |, FHEEF aw: ec2: HITEE.

B Target 5%, FREER ID, AR ZEMERZREHM D,
gt NEE, B, BE T,

BT

8. & "BifF., BERTH , EE "THEBE o BRITTIRME

a.

b.

d.

e.

£ TEBL R, mMABENER. W0, WA stopBothInstances.,
SHE TEMERE, | B aw: ec2: FLHITEERE.

 TEZERRAKL B, BELHENE —EZE (stopOneInstance),
&Y TER.) | BELSHENSE _EEB R (bothInstances),

HR "BR2E,  FEFERDERBHITER  5E 3 28 (PT3M).
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9. ¥R "TREEFEEL ,FEE EFAEAENIAM AR, K RBERBAKBRENLREEFAHRIE
BIEESH IAM B, MBRRBERENEE B wu\HE*ﬁ_M\EE’HnE’cEﬁ%o WMEFMENR B
21 the section called “BB A&7,

10. (BEM) HAER , FRE "HEEER, K ARETCEBEENEERE. SHENEBESERAZELN
EREAX K MAREREAMTHER,

1. ZFRRERENR, BRERETE  F8BA , createRREE "RIZERENR, -

(EEY) EERAERHEAR JSON

B (B RZ5|ER, ATREREREBEFAEILR JSON 6,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"

},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

.
"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},

"startAfter": [

SR BUBRELR 9
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"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISEC2Actions",
"tags": {3}

FR2: ARER

THRERERVEIEE  BAUFEACRERER.

FRIn B R BR
1. ZEZERRAZNERERVFHEGEEE L, 78, FREERENR , AREZERERY

ID AITHFHMAEEEH,
2. 1&IE Start experiment (FARER).
3. (ME) ERERPINER , BEE "TANFER, K ARBARBENERE.
4. IEIE Start experiment (RRER), HRMEFRIRRE , W AstartIEEFE "HRER. .

SER3: EHERER

A LUERITHRERNER  EXERTHK. FLERABALE,

HR2: FBER 10
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1. BEZENRAERNFECEEER L, B8, FEEFER A AREFERWN ID UTRFAEER
EH,

2. EETERONE K FREFMWEEERTHRE. NFFHBER , F2RERME.
3. EERMNRES TET. B, FEIT—ESR.

TR4. RBERER

UL REEJREEERANFLNABER.

1. EFPBERREIEERFE PR Amazon EC2 £ A& |, @ik A https:/
console.aws.amazon.com/ec2/, E A ZEEE AWS FIS AP EEEHEEHEE K FEAE
Amazon EC2 AT RIAERE R,

2. HEBBERD  BREHTEE.

3. EF—EDHENRER THEEF, BFS "HITH, (AWSFIS £#2A) K, Hh—@EEHEHTE
RBORESR "HTHL BEA 2L, (Amazon EC2 £#A),

4. =iE%  F—ADENRESEEL "BEXHK. , F-EEENRESEES "HTHL 0 MHE
B EHTRENREAEES "BFI1E,

5. =niE® , F-EBHENRESEFLE 'EXK. , BEESTEENRESEES "8179, B
ERNREGEEA "EXH.

TB5:BR

MRETBRES/UEREIMNAE EC2 MTHEER , AT IEERM.
RiE#TEE

1. 1E https://console.aws.amazon.com/ec2/ FAEX Amazon EC2 £# A&,
2. ESEERP  BEIITER.

3. EHMERIEAITEE  ABIZE Instance state (BITEEAREE)., Terminate instance (#& LT
Ege).

4. HIRWERERE  BHEERIL,
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS HFEE A BRHS EREES

NMRETBFTEEREE | ATLUEEMER,

£/ AWS FIS 24| & MR EERE A

1. FBAWSEmEARKEHSE |, #81ut 5 hitps://console.aws.amazon.com/fis/.
2. EEEERP , EE [ERELX.

3. EmMEREAER , RBRE [B1F) > (MEREREL],

4, ERRRTEETHERE BB |, delete AR EEMBRERIER,

HERE - £/ AWS FIS & 178 % L #11T CPU stress

IET LAE MAWS R E A IR (AWSFIS) SR E AR MM EE CPU stress, EALLHABRER
VEREAR  ZEAER AWS FIS HITELRER SSM X+ , A HEEHTERE L#1T CPU
stress, E#ITMERA CPU ERAXREBRENRAER , HERESEAFLHEAERPILER,

MB/EFMMEFR |, 55288 the section called “TAELERE AWS W ERIE AR H SSM STH7,
ERY

FESE R LAER AWS FIS 11T CPU stress Z 8l , 58 5E5T M T 5 Bk 5k

B IAM A6

3
¢

By ALK MELR , B AWS FIS RREFEHaws : ssm: send-commandE{E, MEFHMEA |
B BAR AWS FIS EEH IAM A&,

E ¥ AWS FIS 1FER

ETEES T LAFEE AWS FIS, MEFFMER , 5528 AWSFIS [FAIZ 5,

i —ERE EC2 BH

- RIBFELEREN SSM XHMER |, £/ Amazon Linux 2 5 Ubuntu BB EC2 #1T1E 8,

- FITREBXER SSM EE, FERRHTERIESH SSM B , FHMEEEEEIES, IR
#HITERTRHA SSM EE |, FHEFR SSM REEXNERE , W HAHTEREFH MG IAM A HE
Amazon ManagedinstanceCore SSM R, EERF D LHEN SSM REREX , FERELNHIT
BEEXEETT G,

Amazon Linux 2

EHIT{EE EHIT CPU stress 12


https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/systems-manager/managed-instances

AWS HFEE A BRHS EREES

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

- BA#TERNFAER, E87 1 7ERNRHER , BEENCE, ENITER  RAR2E (B
1B, [BEAR SR EHERR), [EEF

FSER 1 B IEARRER CloudWatch R

#XE CloudWatch &R , A% CPU fE > $EL‘“?5*E9EL%EH%($JL§5§° TIEFE#ERENITE
BAVERSFERER 50% CPU AR, MFEFMER , F2H FLENE,

BUERUEY CPU EARMERBERAE

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £1# A&,
ESEERYD , BEERTER.

ENBEHTER L REREE [(BE]. [EERREHPME]. CloudWatch [EE
HRABETREH , FFEARBER Amazon SNS EA,

HRABTRERAE  SEATIERE :

o ~ w0 Dhd =

o BASHEKE : &K
- ERENERER  CPU AR
- A7tE:50
- Hif : 1 Minute
6. HRETHIER A FEE B

SER 2 BUEBREAK

5 AWSFIS XAV ERSA, £EAP , BALUEE THEHITHWE/E : aw: ssm: AWSFIS &
% /-Run CPU FEH,

BAUERERNSR

1. BIRRAWSERIEFARGES A , #itA hitps://console.aws.amazon.com/fis/o

SER 1 BIAFIEREEM CloudWatch BR 13


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/

AWS HFEE A BRHS EREES

2.

3
4.
5

EEEERP , BE [(EREL],
BIERIEERER,

TR, N TEEL P, BASESNERNERE,
¥ Actions (B11F) , #1417 TSI E1E :

a. iggﬁsﬁ-igg'ﬂzo
b. WMABENERE. B0, WA runCpuStress.,

c. &t TEMEER, | EIE aw: SSM: AWSFIS EiEIES/-#1T CPU FELH., EE€ B IS SSM X
#8 ARN #7118 Z X4 ARN,

d. #¥EZE, FREAWSFIS AEEUNEBE.
e. #¥ TEX, BEHN "XH. BB, BATIRE

{"DurationSeconds":"120"}

f. BN "BESB. B THERBL | EE 5 2 (PT5M).

g EERT

¥ Targets (BE) , #1T N HIENE -

a. SEEL—ESHEPIAEEHEIL AWSFISHEE , BE "HE. .

b. UEEHAMNEBMATERERE. 0, @A testInstance,

c. BRBFEFREHRR awec2: Bfl,

d. ¥ Target 5% , FHEEFEER ID , RBRZZFAHEHI 1D,

e. &Y NEE, BX , EE T,

f. BRERT.

B TIREFERL , BEE TEAREN IAM AR, | AREBRBEAHEBFREN BREEPITRE

BIEEIWN IAM B, MRRBERENAG K BEREEAVENGSEIRR. MEFMENR B
2 the section called “E AR,

sHEELEYE | BREESE 1 FE M CloudWatch R,

(EREY) HRER  FRE THEER, K AREEEERENERE. CHENEERSERAELN
ERER  MTAREASEFAANTHER.

10. EERIBRERENR,
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BiE [EH] R5|IER, UTRLEAETEABFAEYH JSON #Hl,

{
"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
.
"actions": {
"runCpuStress": {
"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"
.
"targets": {
"Instances": "testInstance"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}
1,
"roleArn": "arn:aws:iam::123456789012:r0le/AllowFISSSMActions",
"tags": {3}
}

T3 HRER

THRERERVEIEE SR ERACRERER.

SE 3 BRER
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FRIn BB ER

1. SEZENRAZNERERNFMEESER L, TR, FEEERER , ARZZFERERD
ID BATRREFAAIE S B H.

2. 1#{Z Start experiment (AR ER).
3. (W) ERERTPINER  FiEE "HANFES,., K ARWAZEEENERE.

4. iEIE Start experiment (HIRER), HIRMEFRIRRE , F51&— T start, 1#F Start experiment
(FBER).

SER4 EHEREE
EANRBEEETNEROEE  BENERER , FLAKK
EHEREE

1. BREZERRAERNFEEEERL, BR , FEEER , AREFERN ID UITRERNF
MESEM,

2. EEFERNNRE  FREFHEGEERTHMRE, WEFMENR  F2H

3. EBERMES "9TH.L B, BT T —ESR.

[\ Labs,
ERARRE,

i

TER5 RRERER

BU L EERSTRERIITERN CPU £RAX, B CPU EAREIIRER , SRRER , XHE
IR IR R,

REBRER

1. BE "ELH&ENS B8, Ge2ENZeRBRRERRTERNIBRESROK, ABERRER
RAE. MREREFEFMPER , BFR% Widget IBEHIRIF "KL

SR4 BREREE 16



AWS HFEE AR

ERAEER

(» awsec2-i-09bdF23950830e01c-Gre. ;-
100.00
50.00 CPUUtlization == 50 for 1 datapoints within 1 mi...
0
19:00 20:00 21:00

Enlarge

Refresh

View in metrics [4
View in resource health [A
View logs [A

View in alarms [

2. ECPUERRBBIAER , [FLHENF] RSIEBFNILLEBENTECRERE RRTNERRE
EE2FRALARM, # "HAER, BT, BEROKES "BFLEL o REENRE , AIEREHE

BER "ERFLFRAPLL,

& awsecE—i—DdeEESQﬁDSSQEQ1c—GreaterThanOrEq...E

100.00

50.00 CPUUlization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. ECPUARREINGEAEUTE  ER2ENREKINERETRTIERRESEEROK,

4. (BREM) RNDIEREHEEERETRR. ESEHM CloudWatch TR AFHE RFMEAR
H , SN EHPERGEEBRENFAEADIRERERE,

SR5: RBERER



AWS HFEE A BRHS EREES

HER 6 : EBR

MRETBFERLEREIYAVRE EC2 BIITER , AIBMKILEE,

HEL TR

1. ¥ https://console.aws.amazon.com/ec?/ BB Amazon EC2 £ &,
2. ESEBERP , BEITHEE

3. EEAREN K RRBEEHIME , KILEH

4. HEARFBRTE , HEELKL,

MRETBFREEREL | ATLUEEMER,
£/ AWS FIS 24| & MR EERE A

1. BIRRAWSERmEFARGGES A , #itA hitps://console.aws.amazon.com/fis/o
2. ESEERT , BEF [EREL,

3. EmMERIEAE , REBIBE [B1E] > (MEBREREL],

4. BRBRRTEETHESRR , FEA , delete AR ZZEMBREBRIER

HEBRE . A FIS AIEL Spot MITEE AR ET AWS

HENHTEECFEATHANEA EC2 BE , BEEEEMLE | discount &iZ 90%. 1ER , Amazon
EC2 L\ EZEEREMERPE RN BERST(EE, £/ Spot B1TEEE , BXAEBE DB
(5, MEHMEF 520 Amazon EC2 FHEIER P B E R 2 TEEE b &,

B SAE FAAWS B E A BR#E (AWSFIS) BRI E AR A Spot MATHEIE P E. FAXRKER
FEEMNFEHA AWS FIS aws:ec2:send-spot-instance-interruptions BIfEFBiE # —1{E Spot
HITERNEREL,

HE , EEMEA Amazon EC2 = ARMBER , 528 Amazon EC2 FREERPH B HER ST
1 B8 P T -

DB R

TSR T LABER AWS FIS T Spot B1TEIEE 2 BT , 55 5C5E B T Bl SR 5k 4o
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html

AWS HFEE A BRHS EREES

1.2 IAM A&

B AGYWHMER , #AWS FIS KRTRE#H Taws:ec2:send-spot-instance-
interruptions®BifF, MEFHMET , F2E EARN AWS FIS Bl IAM A,

2. B ¥ AWS FIS MY77EL

EEEETLUER AWS FIS, WMEFMAE ES R AWSFIS [REAI&i4,

%II

3. (EEM) BumERYTEERKR

MREBEFHN Spot MITERANLER , FEAFTERBSRER Spot HITHEE, BRERK
IEHETH Spot #ATER., MREEPERITRARERstop , BHLEAMBRETE Apersistent, &
AHBRED | BOEPEITAREAhibernate , ABKEREFS AR,

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LR 2 spot-options.json {&RAVEH|,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstanceInterruptionBehavior": "stop"
}
}

EHESHH--query RBIF A FEIETIEEE Spot HAITERNHITER ID. T AEHE@E.

"i-Qabcdef1234567890"

4. N |, LME AWS FIS AT LA B B 2 Spot fI18

DRRM


https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html

AWS HFEE A BRHS EREES

A "TEVES., ET8ERNEEEERERE#HName=interruptMe T EEE.

aws ec2 create-tags \
--resources i-0Oabcdef1234567890 \
--tags Key=Name,Value=interruptMe

SR BUBRSEL

£/ AWSFIS TEEBVEREL, £HAF , BALUEEEATHEE. LBFSEREENER
T Spot HITER. WREZEERFRBNREEFIE , AWSFIS SRHEEFE T —1E,

B ERERE SR

1. BIRRAWSEREFARFGES A , #itA hitps://console.aws.amazon.com/fis/o
FEEERT |, EiE [EREL),

BEAEERER.

TR, M TEE) P, MASEEANERNERE.

¥ Actions (BVE) , #1117 T 5 EHE -

o bk~ 0N

a. EEFEHE,
b. BWABMEMNEZRE, Bl , WA interruptSpotInstance,
c. ¥ TEMELER, | B aw: ec2:, send-spot-instance-interruptions
d. &HEBEE, FREAWSFIS BEEIMNBE,
e. HRBESH , PERNHERE , BT 2 28 (PT2M),
f. BERT.
6. ¥ Targets (B1E) , 1T T HIENE :

a. $HHEL—EASBHAEEEBHET AWSFISHEE | BE "HE,
b. UEEHAMMNBZBETEREE. B0, ¥ A oneSpotInstance,
c. BIBERBEHR awec2: RIFEBHI,

d. ¥ Target 5% , BREEREZER. GFEIFNSE,

e. HRERER K FREFEER A ARGASBENERE. £REHEE Spot HITEERN
BRERDE , MAHBREMN FRFH AR,

f. HREFRBRR , BIEFEFNFNERER , RREAState. NamerunningFRHEEME.
g. EEEUERXSF , BEF TFRL . #¥ TERHAE. L BAL

SR BUBREN 20



https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/

AWS HFEE A BRHS

ERAEER

h. EEf#F.

7. BN "TRHBEFEL  FERE TERARAN IAM AR, |, RABRERBAHERERN TORGHFATRE
BEEYW IAM A, NRRERENAS , nﬁﬁEwHEﬁMEE’anﬁﬁﬁ%o WEFHEA , B

2R the section called ‘"B AR,

8. (BEFM) BHRNER A FHEE "WEESR.,  AREEERBIERE. &

BREA K MARERABARAITHER,

9. EERZERER, HEMERETR , BB A , createARIEE "RIBEREMR,

(EEY) EERAERHEAR JSON
B (B RZ5|BER, ATRELRERABEFAAEILR JSON 5,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

}
1,
"selectionMode": "COUNT(1)"
}
},
"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",

"parameters": {
"durationBeforeInterruption": "PT2M"
1,
"targets": {
"SpotInstances": "oneSpotInstance"

}

MENRBRSERELN

SR BUBREA
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}I

"stopConditions": [

{

"source": "none"
}

15
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",

"tags": {
"Name": "my-template"

}

T2 HRER

EHRERERNAIER  SUUAEACREARER.

PRI ERRE S ER
1. ZEZERRAZNERERVFECEEEE L, B8, FREERENR , AREFFRERN

ID MHTRFMEEEH.
2. iEIZ Start experiment (FAAEER).
3. (M) ERERPINER , BEE "TANFER, K ARBARBENERE.
4. EIE Start experiment (FREER), HIRMEFTRTE , W AstartIEZE "FHHER. .

X}

SR 3 EMERE

BEALUERIAITHERNERE  ERERTH. FLEIABAL,

L)

EHEEEE

1. ZBEZERRAERNFREEER L, B8, FEEFEER , AREFERN ID LITRFEER
RHo,

2. EEFERONRE K FREFMEEERTHRE, NFFHMER , F2RERKE.

3. EERMNMRES NET. B, FEIT—ESR.

STRA4BEFERER

ERLEBNEFER  SRETIER
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AWS #BEE A BR#E ERERER
- B4 Spot BITEBREWIBTERENFEHESR,
- Amazon EC2 #& 1L S fZ 1L 1T ERE B M 20 SE = 8 H Spot #1718 88 - i@ A,
WMo i#E#% , Spot HITEEMREKLEREL,
- B AWS FIS 2L H) Spot 1T ERSRIFELNRE , EXEEFRB AL,

BEESRSHERTDE
1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. RREEERKRD  EEBNBRBRRSIERIRE PR Spot Requests (Spot 5&3K) M Instances
(BTER).

3. ¥R Spot Requests (Spot F3K) , #EX Spot #11TEREER. EIAMRES fulfilled, BRTK
#, K REFEENT .

« terminate-MREEFE Ainstance-terminated-by-experiment,

«  stop-iREEEEH  marked-for-stop-by-experimentf#instance-stopped-by-
experiment,

4. ¥R Instances (F1TEEE) , EEX Spot MITERE. EIBAMES Running, WE Spot #1TEEE
BrEMEmoiE  RESBFUT -

- stop-IREBEBE A , Stopping#A#&Stopped,
« terminate-REEEE A , Shutting-downA#Terminated,

SE5: BR

MREAHNEREY 7R Spot MTERNFEITA , stopMEFBFEE , AIUBUERERE
TIEEEFE R IE Spot H1TIEEE

HEERABUEER AL IEHITER AWS CLI

1. fERdncancel-spot-instance-requests S HUH Spot #{TIEBEE R,

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. ERRLEESGTRIEED,

aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890

SE 5 B 23


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html

AWS HFEE A BRHS EREES

NMRETBFTEEREE | ATLUEEMER,

5/ AWS FIS #2241 & M BR B B & A

1. FBAWSEmEARKEHSE |, #81ut 5 hitps://console.aws.amazon.com/fis/.
2. EBEBEKRP B [(EREL,

3. EmMERIEA , ARIBE [B1F] > (MEREREL],

4, WHRFRRETE  BWA , delete AR BEZEMRERENR.

HERE  REEESH

&R LAE FAAWS LR E A BR TS (AWSFIS) RIEER B EERE . AWSFIS 8T HP—EL X
MEEERR |, EEHERSM

« All— BB EANBE FRBHNRE. FI8  HWBEANFHEBAINRE  SIEEL FHE%
NEHNRE.

« availability-zone— {EEEHHEM A A RS+ FHEEH VPC ATPRE,

« dynamodb— $E#&# i B I [E@18+ DynamoDB [EiFin Bk R E .

- prefix-list— BT RNIEENERTENRE,

- s3— BB EHETEHH Amazon S3 [EiZin B HIRE,

- vpc— EBREEAFEERT VPC,

FERLEE T EEEIA | ZEAMFEH AWS FIS aws:network:disrupt-connectivity EfEE
BB EZE TP Amazon S3 BYEEF .

£}

- DEFHY

- S 1. EY AWSFIS BRE X

- S 2. ¥& Amazon S3 imZh

- SB 3 FBREHN AWS FIS Bt

- SR 4 BH AWS FIS EREE

- $BB 5 &R Amazon S3 #RE + Ef

- SB5:BR

BEEEEY 24


https://console.aws.amazon.com/fis/

AWS HFEE A BRHS EREES

BRI

ERBEAHR A , CEEEREEFTHNABAWS IRF |, WAIE Amazon EC2 #{T{EEE :

EEERNAE AWS IRF
BIAGEKMMER , #AWS FIS K FREH Taws :network :disrupt-connectivity&fE,
18R IAM B ERETSIEER

« AWSFaultlnjectionSimulatorNetworkAccess— % F Amazon EC2 E#AF H b X BRI R HY AWS
FIS BRIEFFAI , AT ELMEER B R EAHBARY AWS FIS BEhfE.

(® Note

ATHERER K AYBFRECAAWSTEENRE, BREERESR , BMBRRERAER
B2 Al ROIFT FE B SR RERR

MEFBWNMEN IAM AENFHER , F2E8 (AM FAEER) PHEHAWSRK FIS B
EREY IAM A (AWS CLI) SRE 1AM B (X2 A).

It Amazon EC2 B4

BREN N EARZAIERAY Amazon EC2 $I1TEEE ., BT LAER T 532 & I EE S| Amazon EC2 #11T{E
BE - HEERE  EE AR Linux F{TEREM Amazon EC2 EAEISE R KBEA Amazon EC2 Linux
HITIEIRE,

B2 1 B3 AWS FIS EEE K

£/ AWS FI AWS Management Console S B B &R, AWSFIS SiX2HEE. BE. FLHEYS
NERACHER. NEEBEESEANMEENFMEEN , F28 AWSFIS WERE A,

ERmZE , FRACEEREFUATRE

- ERERHFIN IAM BE,
« Amazon EC2 #1T{E &,
o MY EE B EC2 $TEEE A BRI 15,

DRRM 25


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
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B ERERNSER

)

1. BRBAWSERERARRESH A , UL A hitps://console.aws.amazon.com/fis/o
EERSEERD , BE [EREL],

BIERIEERER,

B A BIAR R | HliAmazon S3 Network Disrupt Connectivity,
E TEMEL TEE THEDE

o &> b

a. HR "EW, , WAdisruptConnectivity,
b. &% TEMMEEE, | BE Taw: W PENER .
c. EBEZSHZT , KEEKBRESR2 minutes,
d. HE#HET , EHs3,
e. RESHR®RMN [RAF
6. £ "EEL T, LKEXSEINCEDEVNEE. BERE.
a. WREFRFEH Kaws:ec2:subnet,

b. HERFZET , BMER ID, RRELR KRGS R EEFEEEY Amazon EC2 1T EEEHF

£ AR F R
c. W TEBL BEXS 2%, .
d. BEERT.
7. E TEREFEL T, EREEIN IAM A6 | AKBREN LREEPIIR, MRRETREN
At K FRIAHEGXENGEERER. MEFHEEN , 552/ the section called “BERAE,

8. (HIE)EFLHELET , BULLERE CloudWatchBHRAEFA B ERF LB, MEFMER ,
B2 B AWSFIS M= LR

9. (E#EM)E "HF.L T, B LURE Amazon S3 #1FETEE |, S48 B X RE CloudWatch HE
B,

10. BEAEERENR Y HERTEFRKE Acreate, AREZFLBEERER

SR 2 & Amazon S3 Un B

FESRIZ MY Amazon EC2 #1T{E B8 RE#5E 15| Amazon S3 w3,

1. Connect BB 7E SR FGESZBAREILA Amazon EC2 #1T{EE.

$HE8 2 : F%& Amazon S3 iH % 26


https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
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WMERE AR , 526 Amazon EC2 Linux #TERB A E R PR S SHHEREAITERN
i

BREUERHITAWS EFERFENLE, W E Amazon EC2 TR AWMAT T IS T RHMIT
LR 4E,

hostname

fFlgn | IMREEFEE) Amazon EC2 #1T{E R us-west-2 , BSEE T HE@wH,

[ec2-user@ip-172.16.0.0 ~1$ hostname
ip-172.16.0.0.us-west-2.compute.internal

Amazon S3 FWAWS [EF. & AWS ## BMR BB EE,

ping -c 1 s3.AWS ##.amazonaws.com

HR@  SEZEEIAIR ping, HFEE 0% HITEXK , 0T SI&EHFTR.

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

$E 3 BHIBERN AWS FIS EE

ERARRINEREARFHRER.

o o K~ w0 N

HEAWS R EARMKIZH A |, #8ik A https://console.aws.amazon.com/fis/o
EERISEERS , BE [ERELX],
ISR WERSEAR D, AHREFMAEAER,
i#1Z Start experiment (FAAEER).
(HE ) ERFEEEYT , AERFNER.
ERFAEEYT , BE [RHRER.

SER 3 BRIEK AWS FIS BB 27


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
https://console.aws.amazon.com/fis/

AWS HFEE A BRHS EREES

SER 4 Bt AWSFIS EEERE

BALGERITHRERNER  EXERTHK. FLERABSLE,

1. ZBEIERNRGEBNFAGEEEL. MRTR , B
:%H“EIMEEO

2. EEFERIVNRE A FREFWEGEERTHNRE. NFEFEEF , F2
3. EERMEA "HiTH.L B, BEBET—ESR.

nl'.H

BEER  AREZFER ID UITRHEF

\ﬁ
i

BERME

FHER 5 - SR Amazon S3 #8ER BT
Ba LUEIBY Amazon S3 BB TEAIRBRFEERHEE,

«  fRIEHY Amazon EC2 BfI# Amazon S3 FEIEBHIAWS [E1EF. #& AWS ## B B EH[EE,

ping -c 1 s3.AWS ##.amazonaws.com

HR@h | SEZEER 100% HTBEXRKBH Ping , 20T 5IEHBIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

S5 BR

NREFBEEANEEMEIM Amazon EC2 #{T{ERE S AWS FIS &7 |, AT EHBER,
EEBKRIEH EC2 #1TEE

1. ¥ https://console.aws.amazon.com/ec?2/ BIEX Amazon EC2 £# A,
2. ESEERT , BEEITHEE

3. EHVAIREBITER , BEITERRE  REEE [KRIEHTERE]L
4. HBHEFRRERE  FEFKL,

S$EB 4 BHE AWSFIS BEERE 28


https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states
https://console.aws.amazon.com/ec2/

AWS HFEE A BRHS EREES

5/ AWS FIS #2241 & M BR B B & A

1. BRBAWSERERARRESH A , UL A hitps://console.aws.amazon.com/fis/o
2. ESEERT , BEEF [EREL,

3. EmMEREA , ARIBE [B1F] > [MEREBMEL],

4. BERFRTEETHERKdelete , A , RBBEMIRERE R,

HERE  HIRERER

F FAAWSHEE A RIS (AWSFIS) , BAILIEAWSTHEEHATHEIAER, ELEREISER
EEBELHTH —RNZSESENER LH1T, EEEFEHBEAmazon EventBridge , B LUSERZ
ER—RHEERIEEHTRE,

FRALEEREEYS 5 28EH 1T AWS FIS BERF A EventBridge HEFE.

%

- BEHFRHG

- BBV IAM ABRMEE

« SBR 2 : 31 Amazon EventBridge B f2 25
- SR3 . BRBLNESR

- SR4:. 88

B ARAF

ERRLESRRZN , YARAEHRAERTN AWS FIS BRER. NRACEHETANER
§A , SR THA 1D MAWS Bl BRI, BT KRN ISR #Athe section called “ A E
EIAMEE , A%EESEBRE,

FER 1 B IAM BEFBER

EEEY IAM A MBR

1. BAIRIF https://console.aws.amazon.com/iam/ B IAM £ &,

2. EERAISEERT  2E [AL], RREN [BAAB]

ZHERER 29


https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/iam/

AWS HFESE A BRTS R
3. EE[BIIGEERAY], ARBATIEXTEHE , FAmazon EventBridge BIRZss K R BRI A
B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},

"Action": "sts:AssumeRole"

BET %,
4. FE[RTEMERR] T, BEF EMERA)

5. BIZ[JSON], RBEBATHER, #Fyour-experiment-template-idBEIRAE L RIFHTER
RERIER ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}
1R

ST LA PREISERE R EFHITER B EEHBEN AWS FIS BE, #l , THEREFTE AWS FIS
EREAMNStartExperiment PR , EREIHEEREHRTEZERLMNER. Purpose=Schedule

"Version": "2012-10-17",

$EB 1 B IAM BeMBE 30
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"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}

EE-F_ﬁ . Eﬁo
6. EE-F_Z’F . *ﬁﬁo
7. EMBEARA KT, @B EHWEREAIFIS_RecurringExperiment , AR%EE B FEA,

8. 1E [Fi8HMR] KT , BHFFIS_RecurringExperiment RAIFIEEENAE K REIEE
[-F_ﬂ;_]o

9. X [BF THREMEILABHGABFIS_RecurringExperiment_role , REEE (BN A
BB 2 : B3I Amazon EventBridgeBFfE 23

# 3 Amazon EventBridgeHEf2 25

1. UL T{ZETH Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EERISEERP , BE THE.

3. FRMERDZEE AWS FIS BREAMEAWS EiF,

4. BEEF [BYHE], AREATIIER :

- £ THMIRB/L T, BAFIS_recurring_experiment_tutorial,
- EHEEXT | BEUEHRMHEE,

S B8 2 : 3 Amazon EventBridgeHEf2 25 31


https://console.aws.amazon.com/events/

AWS HBEE AR R
- £ THEEE, T, BE "ULERAERN
- E THREHK, T, BE5 DE.
- EREMRESEET |, RERRN,
o (BEM) EREEET  ERENKE,
- BET-F,
5. HE[EIMEZ T, BE [FiE API] , RERE S AWSFIS,
6. 1EFE AWSFIS , A& EEIStartExperiment,

7. & "BAL T, AT JSON AR, AERIIEIR ID Fift&Zyour-experiment-template-
idE. ClientToken2HiEasHE—BBITE., EAXRHKESD , HFIEAHAmazon EventBridgeFAE
BEFAFNLETXBRET, NEFMENR , 5528 Amazon EventBridge fEA & ISEHANHIERARE

{
"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"
}
EE-F_io

8. (EEM) E[RE] T, BURE [EX] BRI, EXFTH (DLQ) M [INF] BRE. HE , &7
AR B TERRME,

9. [T, BR[FERREARG], ARESBFIS_RecurringExperiment_role,
10. EET_io
1. £ [RBELEVHR) KT , REFERFEER , RREE [(EUHE.

T3 REBEENER
M2 AWS FIS ER B IRHEEHT

1. BIRRAWSEREFARFGES A , #itA https://console.aws.amazon.com/fis/o
2. EEAISEERERYT , EE [ER].
3. BUHRBEIA ER , CEXEEIECNEREEHNT.

SR 3 RBEWEER 32


https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://console.aws.amazon.com/fis/

AWS #FEE A BRTE FEHEERD
SEB4 B

= E = A& Amazon EventBridge HEF2 85

1. LT {ZET B Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EERIEEERYS , BE THRE. .
3. EBEGREILMNIERESR , AREE [FH).

SR4 . BE 33


https://console.aws.amazon.com/events/

AWS HFEE A BRHS EREES

FREYENYE AWS FIS

EiER & AWS Fault Injection Service (AWS FIS) £ B2 E#ITRISEERE ASEE), AWS FIS &%
% AWS RS EER B EIRHEARENEE, SULUEEENIBEERELR , RAERAXRBTE
B

B 8
- BERBIE
- BESH
TEEE
« AWS FIS BiES &
« B FIS £ Systems Manager SSM X # AWS
- /A AWS FIS 1R " E:EC: T/EBNE
- £/ AWS FIS IR :EK: BBk
- EA%H AWS FIS B AWS CLI

B EE B TS
18 AWS FIS B){EERE B T S XAV B -

aws:service-name:action-type

Flan |, THIEESZLE BE Amazon EC2 #1T{EEE :

aws:ec2:stop-instances

MEEENEREE | HBHAWS FIS BESE, HEEAISEE AWS CLI , BS54,

BES

K& AWS FIS BIEERABERENHMBE., SELSHAREMTEE AWS FIS B EABFER.

AWS FIS FHEIMEX B HTERER | ZKaws:ssm:send-commandEEE#EH SSM RER
A SSM X HEEBHTERE LB HEB/MRN, Haws:ssm:send-commandEEZIE—

BRI 34
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fBldocumentArnZ2 & , ZS 8% SSM XM Amazon EREH (ARN ) EAE. BBEMAZTE
AR | MU LS ESENE,

WEEIEEaws : ssm: send-command BMfES B EEME A |, 582 B A Faws:ssm:send-command
1E.

HEURNERAT , EUUEDFESBTIAARFRER (LA post B1F), REBFERERELERD
FEHTAMENRE, REBDFESEDFFERBIEENSERIT, XFMEEFERATUXIERX
e, fl, MREERIET Amazon EC2 HITEE , ERBEZEHTERK LRERZHTER.

TEIRR
BERELRENEEER LT, EREEE  LTNEERDEREELEE.

"targets": {
"resource_type": "resource_name"

}

AWS FIS B EEFBE B TSI ERER

« Auto Scaling ##H — Amazon EC2 Auto Scaling & #H

« #§-Amazon S3 1§

-« Bff£ — Amazon EKS £ #

- #% — Amazon ECS #£ 5 Amazon Aurora ER E# %
- BUREHT{EHE — Amazon RDS &iEE

- MEFEH £ KX — Amazon DynamoDB ; FREFZE LM/ MBHN S RE
- #1T{E8 — Amazon EC2 #{T{EEE

- EIZEE¥4H — Amazon EKS HiZhEH4A

« 3% — Amazon EKS EWWEREHFER

« ReplicationGroups— ElastiCache Redis By#E & 4H

- A —IAM B8

« Spotinstances— Amazon EC2 ZEHE I

- FHRE — VPC TR

« £ — Amazon ECS %

« TransitGateways— X i&ER&

TEERZ 35



AWS HFEE AR

ERAEER

« & — Amazon EBS %&

Pl

&5l , 5B/ the section called “BIEEE ",

AWS FIS EiE22&

BEERRAFNEREBE AWS FIS , EBESBAFAE IAM FFAINHEEEF. BB UER

AWS FIS #4#|& 5 AWS Command Line Interface ( AWS CLI ) FEIFIRZEED S5 H = AWS FIS

#Y

m

B,

HAMER , BF2E ARAREIE AWS FIS & AWS #FEE A RFE 10 EE IAM FEELEE R .

Bk

. MEEAEE

- E58E

+ Amazon CloudWatch 178

» Amazon DynamoDB 4k
« Amazon EBS E{E
+ Amazon EC2 Bk
+ Amazon ECS BE
« Amazon EKS E{E

+ Amazon ElastiCache {TE)
- WEBRBE

« Amazon RDS B

« Amazon S3 B)fE

+ Systems Manager EjfE

HEEABME

AWS FIS XIFLLTHEE AR,

BF

+ aws:fis:inject-api-internal-error

BEsE

36


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html

AWS HFEE A BRHS EREES

 aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error
BAIEREABE IAM A HNGERP,
ERER

e aws:iam:role

B8

duration— B, £ — 9882 12 /M. 7£ AWS FISAPI # |, Z{ER 1SO 8601 X FH, fi
m, PTIMRER—28., /£ AWSFIS E#=AF , BAILUMADE., 28/ DEE,

. service— B AWS APl i B Z=EE, XENEA ec2,
* percentage— & fE R A NI E 2t (1-100),

- operations— #EERERAAMIESE , FRENR PR, WFec2m BT API BIEBE |
Amazon EC2 API & iy Bk,

5
W
&5

AT A

« fis:InjectApilnternalError

aws:fis:inject-api-throttle-error
KEREFREABR IAM AGEENGERF,
BERER

e aws:iam:role

B8

 duration— FBRFRE, —208EF 12 /M. £ AWS FIS API /b |, Z{E R 1SO 8601 1=, 4l
wm, PTIM RKER—9 &, Tj': AWS FIS Xi2Ar/ | Al AR B, DEEEDEE,

 service— B1E AWS API B =/, XENES ec2,

WX ABE 37


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS HFEE A BRHS EREES

* percentage— & EE AN FEILE 7 (1-100),

- operations— HEERERIAMANIEZE | FRER S R. Fec2mBZHEM API BIEBE |, F2HE

Amazon EC2 API & iy B,

AT A

« fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error
EEFEANERIABE IAM ABGBHMNERF.
BERER

e aws:iam:role

B

« duration— SERER, R—28F 12 /NF. £ AWS FIS APl /1 | Z{ER 1SO 8601 X FE, Hi
m, PTIM RE—788, £ AWSFIS X#EAEF , BULBMANE, 7EHSNEFE,

. service— B1E AWS AP| i &2 Z=HE. XEMNEA ec2.

* percentage— A$ I FEiE A K FEIUE 2tk (1-100),

- operations— HE SRR ANIEZE | FHIEE SR, NFec2mBZEHM API BMEEFE |
Amazon EC2 API 2EZF Bk,

3
¢
b

G|

 fis:InjectApiUnavailableError

FFHE
AWS FIS XHUTEFRE,
aws:fis:wait

1T AWS FIS &84k,

EEBE 38


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS HFEE A BRHS EREES

B

« duration— BB, *—28EZ 12 /M. 7£ AWS FIS APl & |, 3%{E 2 ISO 8601 XK F =, 4l
W, PTIMRKER—58E, £ AWSFIS A | BuLl AN E, 2B/,
E |

o =
ANNY

Amazon CloudWatch 1T &

AWS FIS Z# LT Amazon CloudWatch 1T,
aws:cloudwatch:assert-alarm-state
EREENERRETERER —(EEENE RMRE,
BRER

o fH
NN

28

« alarmArns— 3R ARN |, UESED IR, BEZ AU ERERE.
 alarmStates— ZIHAE | LUEE DB, ATRENE RIREAOKALARM, FIINSUFFICIENT_DATA.

AT A

* cloudwatch:DescribeAlarms

Amazon DynamoDB {E
AWS FIS &L Amazon DynamoDB £,
aws:dynamodb:encrypted-global-table-pause-replication

gH¥EH AWS Key Management Service & F 2 & £ (CMK) INZEHE R KR EE Amazon
DynamoDB £ R EKER, EESHE DynamoDB BRI EREACHWER , WEEARREE
= DynamoDB £ &ZFE K AWS KMS €18, BEMKRE  RETHSRERERS 5 &,

Amazon CloudWatch 1T&) 39
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T B BRI =48 By RE B 10 = A AR 3 B 42 DynamoDB £ ik F & R AWS KMS €81V FE Al

"Sid": "DO_NOT_MODIFY_FIS_DDB_PAUSE_REPLICATION-EXP123456789012345",
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
3,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:dynamodb:tableName": [
"transactions-global-table",
"inventory-global-table"

FRRABRN &R DynamoDB RIS ERZAGHWER , UMEEARRSIBPIHAREZBEER
R LURBRPEEER, kms:EncryptionContext:aws:dynamodb:tableNamefE LR &ifl
h , FMWA:transaction-global-table, #Y DynamoDB £iHERKREFEILEE. inventory-
global-table

EREE

« aws:dynamodb:encrypted-global-table

B8

« duration— £ AWS FIS API # , E& 1SO 8601 #&X M F&8, Hlt , PTIMRR—28., £ AWS
FIS £ AF , BA L ARNE., 8B/ NEE,

Amazon DynamoDB {E 40



AWS #EsE ABRAE EAEEE
AT A

* kms:DescribeKey

* kms:GetKeyPolicy

* kms:PutKeyPolicy

* dynamodb:DescribeTable

* dynamodb:DescribeGlobalTable

* tag:GetResources

MEBKES , F2E &6 - EREEHTERNAE aws:dynamodb:encrypted-global -

table-pause-replication,

(® Note

AWS FIS Akms:PutKeyPolicyR1E#& ¥ DynamoDB BWZH ; HEFZE AWS KMS £
WHNTFH , EEELER, BMEBLAREIBDHTHEBENERSTFERALLAS ; B,
BRI EMR. MERACEBERN FIS PR, kms:PutKeyPolicyERTR® , TER
BERNFAGEFRIAG, £ IAM TEAHPIEE IAM AENER , AR EEZEMER. MERA
B% , BIEZE AWS KMS £# & , £B84& DynamoDB £H S A RAREEEH AWS KMS
iR, T AWSKMS ©RFRIFEENHLE, RTEZBEE—E AWS FIS B8 ( 4l

t0 , FIS_DDB_PAUSE_REPLICATION-EXP123456789012345_DO_NOT_MODIFY ),

Amazon EBS Ej{E
AWS FIS #& T %] Amazon EBS Bk,
aws:.ebs:pause-volume-io

TZEZE EBS B{RE L/ /0 ¥, HEMREXANMNAHBEMNTARESE , BXEEREZE Nitro
System EEZEMNEITERE, RERE®EMINE Outpost LR ITIEE.,

ZEFH Amazon EC2 = AREIER , 552 Amazon EC2 R EIERE M Amazon EBS LR #
BRI,

EREE

* aws:ec2:ebs-volume

Amazon EBS EifE 41


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html

AWS HFEE A BRHS EREES

B

« duration— FFERFRE, €—FF| 12 /. 7£ AWS FIS API /1, fER ISO 8601 X F &,
W, PTIMAEKR—28& , PT5S KKRE® , PT6H KKRAE /M. £ AWSFIS T AH , &AM

ADE 7EHINEH. NRBFESERE , SIWPTES , 10 EEEENFEREAEEF , BH
RUGICERFIRNERE , TREZERNEESRTRER.
AT A

 ec2:DescribeVolumes
* ec2:PauseVolumeIO

* tag:GetResources

Amazon EC2 B4k

AWS FIS X # T %I Amazon EC2 Bk,

B

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

» aws:ec2:reboot-instances

« aws:ec2:send-spot-instance-interruptions

» aws:ec2:stop-instances

» aws:ec2:terminate-instances

AWS FIS th 3 %S AWS Systems Manager SSM RERERETEE R A AEIE, Systems Manager
£/ SSM X , EREX EC2 HITERB LETHEE, EAUEAECHXHRBABGTIHR , A
DAEFATEELRERN SSM X, MFEFMER , 528 the section called “fEH SSM X H#H7,

aws:ec2:api-insufficient-instance-capacity-error

SHEEE IAM AERHENERFA AInsufficientInstanceCapacityfEiREIE, XENEXEA
Runlinstances CreateCapacityReservation, . Startinstances, CreateFleet FEMl, FXEEZSET
AESFEEREERNER, KBFEFXEEAERER. GhERISHERAR.

Amazon EC2 BjE 42



AWS HFEE A BRHS EREES

EREE

e aws:iam:role

B8
« duration— £ AWS FIS API #1 , {2 ISO 8601 XM F&H, Hlm , PTIM R&k—7iE. £ AWS
FIS XA , BALBMAVE. 2EHINRE

- availabilityzoneldentifiers— 25k 7 RN AT A REEE, X EEHE ID (flf1"usel-azl, usel-
az2") MEHEHE (Hla"us-east-1a").

* percentage— & ERANFEILE 7 (1-100),

S|

« ec2:InjectApiErrorff#&E5|#ec2:FisActionIdERES , aws:ec2:api-
insufficient-instance-capacity-error¥§ec2:FisTargetArnsiRHSBREALEE
IAM B,

MBBEREH] , FSE €0 FAGEEE ec2:InjectApiError,

aws:ec2:asg-insufficient-instance-capacity-error

¥ B TAuto Scalingy BHEAZHMESR , ST AInsufficientInstanceCapacity$EsiEfE, It
EEEXEFEAMEEARR "Auto Scaling, #il. EEE— S THITERBTETRHER , F2HE
Amazon EC2 i &1/,

EREE

« aws:ec2:autoscaling-group

28

» duration— #£ AWS FIS APl # | B2 ISO 8601 XM FH, Hla , PTIM Kk—2 . £ AWS
FIS XA , BA i AW R, DERS DL

« availabilityzoneldentifiers— 23k 7 R A A EBEEE ., EEHE ID (HlW"usel-azl, usel-
az2") MEHRAR (Hla"us-east-1a"),

- percentage - M, AR Z B1E Auto Scaling B#HERMBERMV B2 (1-100), FEFEA 100,

Amazon EC2 BjE 43


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity

AWS HFEE A BRHS EREES

A

« ec2:InjectApiErrorfER &4 ec2 : FisActionld EERE %A , aws:ec2:asg-insufficient-
instance-capacity-error¥i$ec2:FisTargetArnsif4#E%E A B #E Auto Scaling #.

* autoscaling:DescribeAutoScalingGroups

MEBKES , F2E &6 . FREREE ec2:InjectApiError,

aws:ec2:reboot-instances

1£ B & Amazon EC2 #1T{E#8RebootInstances - #1712 B EC2 API Ei1E,

EREH

* aws:ec2:instance

o

 ec2:RebootInstances

* ec2:DescribeInstances

AWS ZEBBUER

« AWSFaultinjectionSimulatorEC2Access

aws:ec2:send-spot-instance-interruptions

F 7 B 42 Spot #1TER, EF R o & | % Spot 171 B  EE 1 LASHE Spot HITEEE, ER
i 8 F $8 E Y durationBeforelnterruption B BURE ., FETRIEM 2 #E R , Spot HITEBSRIFETETA
RIEHFLLE, EEEFBREE , AWS FIS Z1EH Spot HTEESRIFIERSLLMREE,

BEEES , BEESTEES YRS EC2 HiTHEEEHTEHESR, MREEE
durationBeforelnterruption , BB F#EZREF BN 2B e FLEE,

Amazon EC2 BjE 44


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html

AWS HFEE A BRHS EREES

WMEFFMERN , 5528 the section called “RIEGERETEEFE", HE , EEFEAH Amazon EC2
FIEEMEEER , 552/ Amazon EC2 £ A &5 A9 B E) 5 (8 2 3 17 8 58 P i,

EREE

» aws:ec2:spot-instance

28

- durationBeforelnterruption— P ETE1TEE 2 BIMZ4FRFR , 1€ 2 2 15 2#E, £ AWS FIS API
B, ZER ISO 8601 R FH, N, PT2M KERM S E. £EX AWS FIS 2EH |, A SE@ A
DEER,

S|

* ec2:SendSpotInstancelnterruptions

* ec2:DescribelInstances

AWS ZEEBR

« AWSFaultinjectionSimulatorEC2Access

aws:ec2:stop-instances
1£ B & Amazon EC2 #{T{E 8 StopInstances L #1751 5% EC2 API Bk,

EREE

* aws:ec2:instance

B8

- startinstancesAfterDuration - # A, BEFATERINZSRE , 1 28EF 12 /DR, &£ AWS
FIS APl 1 , B{E R 1SO 8601 XM F &, HlM , PTIM RE— 5. £ AWS FIS TiRAH , &
A ARE, 7EHSNFY. NREBTERESNEN EBS #KRE , B4 AREARMBRETE
[EH KMS £ AWS FIS R , i ERACHIEE KMS £MBX,

« completelfinstancesTerminated - #M, MR A true , BIRE
thstartInstancesAfterDuration true , BIE B EC2 #/T{E8H FIS LA M@BIEZERK 1L

Amazon EC2 BiE 45
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AWS HFEE A BRHS EREES

BEESHMBMBE , WBEKTE XK. HlW , Auto Scaling B TTRESEHZE TR ILEF LR
EC2 #11T{EER A RARBITRULEIE. FRRES false,

AT A

* ec2:StopInstances

* ec2:StartInstances

« ec2:DescribelInstances -i#f., FE "completelfinstancesB#& 1k, FREE BN REFERFEH
TERAARRE,

« kms:CreateGrant - &M, EEE#HMistartinstancesAfterBI EEMBHBEENHTHEHE K FEE

AWS ZEBBUR

« AWSFaultinjectionSimulatorEC2Access

aws:ec2:terminate-instances

£ B & Amazon EC2 #1T{E8& Terminatelnstances - #1175 5% EC2 API E1E,

EREE

* aws:ec2:instance

B8

AT A

e ec2:TerminateInstances

e ec2:DescribelInstances

AWS ZEEBR

» AWSFaultinjectionSimulatorEC2Access
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AWS HFEE AR

ERAEER

A

mazon ECS B/E

AWS FIS Z# T %I Amazon ECS 8k,

B

aws:ecs:drain-container-instances

1

aws:ecs:drain-container-instances

aws:ecs:stop-task

aws:ecs:task-cpu-stress

aws:ecs:task-io-stress

aws:ecs:task-kill-process

aws:ecs:task-network-blackhole-port

aws:ecs:task-network-latency

aws:ecs:task-network-packet-loss

#1147 Amazon ECS API| B4 , UpdateContainerinstancesState AiE R B EE# &£ F E®# Amazon EC2

#
&

B

=z

+ drainagePercentage— B %'tk (1-100),

BHERR, R— 28T 12 /MEF. £ AWS FIS APl # | Z{ER IS0 8601 KRN FH, i
wm, PTIMKXER—548, £ AWSFIS =24

*

* ecs:UpdateContainerInstancesState

TEEBNEEED L.
REE

aws:ecs:cluster

&

duration

)

ecs:DescribeClusters

ecs:ListContainerInstances

A AYE. DEHENFR,

Amazon ECS EjfE
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateContainerInstancesState.html

AWS R EEE A BB EREES

* tag:GetResources

AWS ZEBBUER

* AWSFaultlnjectionSimulatorECSAccess

aws:ecs:stop-task
#1717 Amazon ECS API B1#EStopTask A Z 1L B BEH.
ERER

* aws:ecs:task

* ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS ZEEBR

+ AWSFaultinjectionSimulatorECSAccess

aws:ecs:task-cpu-stress

£ B E % LEIT CPU stress. AAWSFISH11T CPU FEJH SSM X, B HSAHEE AWS
Systems Manager, MHRFMEF , F2HE £H ECS BB,

EREE

* aws:ecs:task
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
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AWS HFEE A BRHS EREES

8

« duration— stress BRIV IFERFE , A 1SO 8601 &=

« percent-iZH., BEEEHE DL , £ 0 (EEH) 2 100 (mHE). FERA 100,

- workers - Ef., EEANBLRBE. ARER O, CEEAMBEENR.

- installDependencies - &, MR EATrue , 8] Systems Manager €7 SSM REERAWKER

BLLELENMEMYE (MREREZE), BREA True, KIHEEHREstress-ng.
S]]

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-io-stress

HEZETHEHIT 1/O stress, FH AWSFIS-#117 100 FEH SSM M4, FHEHBEREE AWS Systems
Manager. MEFMEN , FSE F£H ECS K E1E,

EREH

* aws:ecs:task

B8

« duration— stress BIEARIFERE , #RA ISO 8601 &=,
- percent - iEM, stress AIFHBERRRLECANTHAZ—EE S . FERES 80%.

« workers - B, TEEFHE. Worker @IBEHITHEF. MENLREBHEFEIEAER, BH
E5REMREVEER, ZEFEREER —EXH LT RER /0 BE. BEERA 1.

- installDependencies - M. MRLEATrue , Bl Systems Manager €7 SSM REEXNNWHBA
e L ZRVEMHEKRYE (MRERELE), HREAS True, KIHEEIHREstress-ng.

AT A

* ssm:SendCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description

AWS HFEE A BRHS EREES

* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-kill-process

EREkllalSELIEPNEERRF. ERYIT AWSFIS-RIEEERF SSM X #, EBERLL
ApidModef&EHtask. EHLAHEE AWS Systems Manager, MEFHMEN , FSHE £H
ECS &8,

EREE

» aws:ecs:task

B8

- processName— EEIFHNEFB R,

- signal - 12, ERES—RBEENAKK. TEMERSIGTERM ( ENERTTLURZEZEL )
MSIGKILL ( TEEZHEE ) » THEX{EA SIGTERM,

- installDependencies - i#H, ZZU%EIZ@"%True Al Systems Manager 1 SSM REERANHBE
B REXNENEKYE (MREARLE), HARES True., KEEEKZKIilal,

S|

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-blackhole-port

REETEABEMEZENB AR B L RE. F£/H AWSFIS-HTHK-BRIEREE SSM X,
EBEE L BpidModeitEAtask. FHSLEHREE AWS Systems Manager. BEEETHEE
&bridged ik EnetworkMode &, MEFMEN , FSB FH ECS EHEE,

EREE

* aws:ecs:task
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description

AWS HFEE A BRHS EREES

8

* duration— RIFEKHERRE , 5RA 1SO 8601 # =K.

 port— EEIEBIEE,

« trafficType— REHNEE, AJEEMNES ingress M egress.

« protocol - A, BIAWHE. TEEMWES tcp M udp. TEFRES tcp.

- installDependencies — i#MH, MR EATrue , B Systems Manager 7 SSM KEERANKHBR
B RRVLENMEKYE (WREARRE), FARER True, kM Ratddig. Miptables.

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

EABERFIREFERFNRENCTE | ARRTEENEENSE, ERAWSFISH TR
ERIR SSM X, EBEZ L EpidModeitEAtask. EBLHEREE AWS Systems Manager,
IBEEE TEEZRbridged R EnetworkMode B, MEFMENR , FSH FH ECS EHEE,

EREE

» aws:ecs:task

B8

* duration— RIFERYFERRE , A 1SO 8601 1=K

interface - M. M HEH. HREA etho,

- delayMilliseconds - iEf., HEiE , AZWRE., FHAFRESR 200,
jitterMilliseconds - #M. B8 UEWREN). FEEA 10,

« sources - 1ZH., KFE , LR DR, AEEM{ES : IPv4 {23k, IPv4 CIDR [EHE, BiEBE
F1. DYNAMODB S3 R &5 EDYNAMODBELS3 , EEEBAR BRI EE T [EE %S, EREA
0.0.0.0/0 , HEEFFHE IPv4 REAMTF
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
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AWS HFEE A BRHS EREES

- installDependencies - iZ ZZD%JH:E?%True Al Systems Manager 1 SSM REEXWHBA
B L RRVENEKRY (WREARRE), ARER True, MM Ratddig. jg. HMtc,

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss

FRAZRCTESBETERXFMER@EZED, FRAMITAWSFISHRH TIELRIE SSM X4,
EBERLEpidModesR EMHtask. EBLEBREE AWS Systems Manager. E#EEE THEE
&EbridgeH ik EnetworkMode®, MBEFHMEN , FSB £ ECS EHEE,

ERER

* aws:ecs:task

28

« duration— BRI FERE , & A 1SO 8601 X,
* interface - A, M H. FERES etho,
* lossPercent-#M, HEEXNBEDL, FARES 7%

« sources - 1I2H. KE , LLEE DR, AEEM{EZS : IPv4 {Zit, IPv4 CIDR B, HEiEEE
F1. DYNAMODB S3 1R & EDYNAMODBERS3 , EEEAR BRI EE TN EE KL, AREA
0.0.0.0/0 , HEEFE IPv4 REMF,

- installDependencies - iZ ﬂﬂ%ﬁtE%True , Bl Systems Manager 1 SSM REEXNWHER
R L REMEMNEKY (MREARLE), FERER True, kM Ratddig. jg. Mtc.

S|

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS HFEE A BRHS EREES

Amazon EKS Ej{E

AWS FIS Z# LT Amazon EKS #1E.

BF

+ aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

» aws:eks:pod-delete

» aws:eks:pod-io-stress

« aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

» aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource
B - HEZEEE 1T ChaosMesh ASHER. BN EEBEEH 2% ChaosMesh A F.

BUERS AT ESERNEERaws:eks:cluster , X B EEHEEAE — Amazon EREE
(ARN), LtBEFZEFAERER. FERNNSEEEBE,

ZHEF ChaosMesh , A EEEBENWARZH TR, £ Amazon EKS WA 1.23 Bith , BREETH
RUSTEE WA, containerd fERRAS 1.24 BAth |, BEEE T AMMIBR,

EREE

» aws:eks:cluster

B8

kubernetesApiVersion— EHE45 BFT EIRM API A, TJ8EM{ESA chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

» kubernetesKind— Kubernetes BiTEREE., ZEHCRR API R4,

+ chaos-mesh.org/vlalphal— AIERY{EA AWSChaos DNSChaos | GCPChaos | HTTPChaos
| I0Chaos JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
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https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/

AWS HFEE A BRHS EREES

PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

« litmuschaos.io/vlalphal— AIgERY{EAChaosEngine,
« kubernetesNamespace— E{H K@% %8 o
« kubernetesSpec— EA JSON XN B EY Kubernetes BE] ERspecEER,

« maxDuration— BEMLHITERFIATFNHRRER , €1 283 12 /B, £ AWSFISAPI A | &%
ER I1ISO 8601 AW =FHE, flin , PTIMKER—2E, £ AWSFIS TiZ=AF |, Bu g AR E,
o EEEE DR,

AT A

E)EREE AWS Identity and Access Management (IAM) BF 7], R L EMEFTEM R 2 H
Kubernetes £ RBAC &#EFTiE®dl, MEFHMEN , FSHEH Kubernetes XHHEI A RBAC &
. NEERREEMEENFMET K FSHREANELBE X t. FRASHNERER  B2HRELA
T,

aws:eks:pod-cpu-stress

EHERE 31T CPU stress, MEFMEF , F2E £H EKS #lEEN1E,

EREE

« aws:eks:pod

B8

« duration— stress BIFEAVIFERFE , A 1SO 8601 &=
- percent-iEfH, BEAHB L , 0 (EEH) B 100 (WH). FERA 100,
- workers - 2, EFEANBHREE, FBRERA O, CEFERAMEENR,

« kubernetesServiceAccount— Kubernetes IRIEIRE ., MEREHFAINFEMAEA |, 552 Bthe section
called “5%E Kubernetes FRIEEFE",

- fisPodContainerlimage - {2, FAREILHEE AR Pod WA EGE, ARAEARENES®
AWS FIS, WEFFMER , 5828 the section called “E KB EFMRE",

« maxErrorsPercent - iZf, SHIFALXBZ A AEELAMWEBEZER D, FERRES 0,
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https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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https://chaos-mesh.org/docs/
https://docs.litmuschaos.io/docs/introduction/what-is-litmus/
https://docs.litmuschaos.io/docs/introduction/what-is-litmus/

AWS HFEE A BRHS EREES

i

o)

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS ZEBBUR

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

fit
&

2

=z

i

BRESERE. MEFMEENR , F2H £ EKS BEE1E.
RER

aws:eks:pod

LS

gracePeriodSeconds - A, FRFEEEERLNFERE CURAEN). IREA 0, RMEIAD
HITEE. MREA N, RFSEREENFERERB,

kubernetesServiceAccount— Kubernetes lRIEIRF ., MELEFAINEEME |, 552 Bthe section
called “5%F Kubernetes FRIEIRF",

fisPodContainerimage - i/, FARZEIHEFAES Pod HASMEE, ARACHRENT
AWS FIS, MEFFMEEA , 552 B the section called “T R A5G,

maxErrorsPercent — iZBH, #BERFALXK B JeEAMNWEBEET DL, TAFRES O,

)

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

AWS ZEEBR

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-io-stress

£ BER L #1T /O stress, MEFHMEN , FSB £ EKS B 1E,

EREE

» aws:eks:pod

B8

« duration— stress AV ISFERERE , B A 1SO 8601 %R,

- workers - A, TEEFEE, Worker B BEEHITERF. BEANGEEREEFIE AEX, A
BXREBEFMREER. ZEFERER —EX4LETTREN /0 BE, A 1,

« percent - EM, stress AR HHERRRLECANTHEEAE . FERES 80%.

« kubernetesServiceAccount— Kubernetes FRIEIRF ., MELEFAIRGFMER , 552 Bthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerimage - . FAREIHET AR Pod WARMEE., ERAERRENE

AWS FIS, INEFEMEN , 552 the section called “TH ARG,
« maxErrorsPercent - 2, ST ALXBMZ U ARELAMNEBEEZER Dk, TARES 0,

S

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEEBR

« AWSFaultlnjectionSimulatorEKSAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

aws:eks:pod-memory-stress

HEEEMHNITICRE stress, MFFMESA |

ﬂl'ﬂ

28 £/ EKS s E.

ERER

» aws:eks:pod

BH

« duration— stress AV ISFERFE , B A 1SO 8601 ¥R
- workers - 2., EfANBIHREE, FEEA 1.
- percent -, stress AIFHBEFANERIEERE L, FHRES 80%.

« kubernetesServiceAccount— Kubernetes [RIFRF ., MELEF A ISEHMAE |
called “5% & Kubernetes FRIEIRE ",

« fisPodContainerimage - i/, FARZEIHEF AL Pod HAMEE, ARACEHRENT
AWS FIS, WEFMET , 52 E the section called “E XA BTG,

« maxErrorsPercent — iZ2H, #HRFAKLXK A eEAMWEBEET D, EFRES O,

nlh

2 @the section

S|

» eks:DescribeCluster
ec2:DescribeSubnets

* tag:GetResources

AWS ZEEBR

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

EREETBBENEZRNAARBHRE, NFFEESA

ﬂl‘ﬂ

2B £/ EKS @B 1E,

BEREE

» aws:eks:pod
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

B

* duration— RIFEKHERRE , 5RA 1SO 8601 # =K.

« protocol - A, BAWHE. TEEMWES tcp M udp. TEFRES tcp.
« trafficType— REBHFEE, FJEEM{ES ingress M egress,

. port— EEERIE,

» kubernetesServiceAccount— Kubernetes FRI$IRF . MELEFATMNFMER , 5F2Hthe section
called “E%%E Kubernetes IRIEIRF"o

- fisPodContainerimage - i, FAREIHET AR Pod HAMEGRE, HARACEHRENTSK
AWS FIS, WEFME , 552 B the section called “T R A5G,

« maxErrorsPercent — iZH, #HRFEALXK A e ABMNWEET D, TAFRES O,

AT A

 eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS ZEBBUR

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-latency

EARERFRIREFERRNRENCTE , SRR HENEENN B, WFEFAET , F2H
£/ EKS MREE1E,

ERER

» aws:eks:pod

28

« duration— BRI FERE , %A 1SO 8601 X,
. interface'igﬁﬁo %%ﬁ@o %EEQ{EE’ eth@o
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AWS HFEE A BRHS EREES

- delayMilliseconds - #M, L& , LERW AEN., FEFRES 200,
- jitterMilliseconds - #M., ¥& AEVWHREN), FAEA 10,

« sources - 1Z2f. KE , LB DR, ATEEMI{ES : IPv4 {23k, IPv4 CIDR [EHE, MEiEEE
F1. DYNAMODB S3 R &35 EDYNAMODBERS3 , EEEBAR B EEFHNESKE ., BREAS
0.0.0.0/0 , HEEFFHE IPv4 REAERF

+ kubernetesServiceAccount— Kubernetes JRIEIRFE ., ME X EF A HFFAERA | 582 Bthe section

called “3%E Kubernetes BRIEHERF",
- fisPodContainerimage - i, FAREIHET AR Pod HAMEGRE, HARAEHRENTSK

AWS FIS, MEFMEA , 552 B the section called “T R A5G,
« maxErrorsPercent - ZH, $RRFAKLXBM I ARELABMNEEBT D, FEEREA 0,

S|

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS ZEBBR

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

ERAZRICTERHMBEIERTNIMIEED, MFFMER  F2H £ EKS R 1E,

EREE

» aws:eks:pod

B8

- duration— B IFERE , A 1ISO 8601 &=,
i interface'igﬁﬁo ﬂa%ﬁﬁo ﬁ%ﬁﬁk’ eth@o
* lossPercent—i#M, HEEXLXNBEDL. FARES 7%,

Amazon EKS B){E
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AWS HFEE A BRHS EREES

sources - EH. KR , LUESR DR, TEEMES : IPv4 fiust, IPv4 CIDR ESR, REHERE

#. DYNAMODB S3 R &5 EDYNAMODBERS3 , EEEARBRIEHPWEE K, ERES
0.0.0.0/0 , HEEFFHE IPv4 SREMRF,

kubernetesServiceAccount— Kubernetes FRIEIRF . MFELEFAIWFHEF , 552 Bthe section
called “5% % Kubernetes IRIEIRE",

fisPodContainerimage - i/, FARZEIHEE AR Pod HASMEGE, ARAEHRENE
AWS FIS, WEFFMER , 5828 the section called “E XA EFMRE",

maxErrorsPercent — i# A, #HEREAXKM BT AMWEET S . FERES O,

AT A

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS ZEBBUER

AWSFaultinjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

£ B EE BB Terminatelnstances L #1T Amazon EC2 API &1k,

EREE

aws:eks:nodegroup

B8

instanceTerminationPercentage— B4 1L #1TEEE B 2 L (1-100),

S

ec2:DescribelInstances
ec2:TerminateInstances

eks:DescribeNodegroup
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AWS HFEE A BRHS EREES

* tag:GetResources

AWS ZEBBUER

« AWSFaultinjectionSimulatorEKSAccess

Amazon ElastiCache 1T &}
AWS FIS Z# T % ElastiCache B4k,

aws:elasticache:interrupt-cluster-az-power

F T B 1R Redis ERFH AR ETRAERETHENER. EXEHRAEER  EFEERONHEE
HENEASRA/TESH. TLHBFFEREBR  sHEETREEPHERBENEELRDRRN , &
xRN B RERFAURENBTEEE.

EREH

+ aws:elasticache:redis-replicationgroup

SH

« duration— FERFE, —2EZR 12 /EF. 7£ AWS FIS API & |, 3%{E R 1SO 8601 XK FHE, i
wm, PTIMRREX—28, £ AWSFIS £ &7 , Bl ARE., »EHI/NEFH.

Gl

* elasticache:InterruptClusterAzPower
* elasticache:DescribeReplicationGroups

* tag:GetResources

W BE B 1

AWS FIS & T 5#8 81k,
BE

» aws:network:disrupt-connectivity
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AWS HFEE A BRHS EREES

» aws:network:route-table-disrupt-cross-region-connectivity

» aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity
EREENRES B EFREK.
ERER

e aws:ec2:subnet

8y

- scope— EIEBHREFE, TJeeEWT :

- all—EEFAEEANMBER FRRNRE, FIE , LBEAHFRBEATRE  SFEED F#
BRI HERRE

« availability-zone— EEEHH M HEEF FBEH VPC ATRE,
- dynamodb— E## i B I [E1H+ DynamoDB EiF ik B RE,
« prefix-list— ERFTRRIEENBFRFTENRE.
- s3—EE B HTEEH Amazon S3 [EiFim Bt HATRE,
- vpc— IEEREHEAFNELR VPC,
« duration— FERE, —2#EZ 12 /M. £ AWS FISAPI # | Z{ERE ISO 8601 A F&E, 4l
W, PTIM REk—78E, £ AWSFIS £EAH , BUBMADE., DEHR/DRKE,
- prefixListldentifier— MR EE Rprefix-list , EREFFEBHIMIIKRNEZRLT. BUIEESR
M., BEBITEZ ARN, FIREIIRFEZALUE 10 EFRE,

m

o

« ec2:CreateNetworkAcl— £ H FIS=True BENWEHE LMK ACL,

« ec2:CreateNetworkAclEntry— #8% ACL X HEBUTI AR EENER = &,
 ec2:CreateTags

« ec2:DeleteNetworkAcl— #83% ACL X HEBUTIARNEENER = &,

* ec2:DescribeManagedPrefixLists

e ec2:DescribeNetworkAcls
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AWS HFEE A BRHS EREES

* ec2:DescribeSubnets
* ec2:DescribeVpcs
* ec2:GetManagedPrefixListEntries

 ec2:ReplaceNetworkAclAssociation

AWS ZEBBR

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity
HEFREEEFHEREENibAEERENRE.
BRER

* aws:ec2:subnet

8y

- region— E[RBENVEFHNNRE (Hlw0 , BBEEZF-1) .
e duration— EMERFENEREEE., £ AWSFISAPI & |, ZELR 1SO 8601 KXW FH, 4l
m, PTIMRKER—28, £ AWSFIS E2=Ar |, Bl ANE, 2B/ NEH,

AT A

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t
* ec2:CreateRoute t

» ec2:CreateRouteTable t

* ec2:CreateTags t

* ec2:DeleteManagedPrefixList t
 ec2:DeleteNetworkInterface t
* ec2:DeleteRouteTable t

* ec2:DescribeManagedPrefixLists
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* ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries

* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

* ec2:ReplaceRouteTableAssociation

T ERERNWEE, managedByFIS=true
AWS ZEEHEK

« AWSFaultlnjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity
HERE B EERFEHSFHAF (BENtEREERSE) NRE.
BERER

« aws:ec2:transit-gateway

8

« region— EfRBEN RN (Hl , BEES-1) .
« duration— EMEENEREEE. £ AWSFISAPI & |, %EE 1SO 8601 XMW FH, 4l

W, PTIMRKER—248, £ AWSFIS A , Bl ANE., 2B/ NEH,
B ]|

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments
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ERAEER

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS ZEBBUR

« AWSFaultinjectionSimulatorNetworkAccess

Amazon RDS Ei{E

AWS FIS % # LT Amazon RDS Bk,

B

» aws:rds:failover-db-cluster

» aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

£ B A& Aurora ER EE &£ #1T Amazon RDS API E11E FailoverDBCluster,

EREE

* aws:rds:cluster

AT A

e rds:FailoverDBCluster
» rds:DescribeDBClusters

e tag:GetResources

Amazon RDS EiE
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AWS R EEE A BB EREES

AWS ZEEBR

* AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

EEHEERNEHTEE L #1T Amazon RDS APl Bi{EE #HE B & X E& T,

EREE

* aws:rds:db

S8

+ forceFailover - A, MIREA true, BEHTRERAZ MRS iEf , AEAFR—ETHESEZ S —E
AAEENAEBE, FEREA false.

S|

e rds:RebootDBInstance
e rds:DescribeDBInstances

* tag:GetResources

AWS ZEEBR

+ AWSFaultinjectionSimulatorRDSAccess

Amazon S3 EjE

AWS FIS Z#ELLT Amazon S3 Bk,

BF

» aws:s3:bucket-pause-replication

Amazon S3 Ej{E 66
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aws:s3:bucket-pause-replication

FEREEREFRETEIENHEENEE, BENtFEETFETUNRTEN AWS EiF |, th a1
RERFERFEFEBHERNESRN. BEMRKBER  REYHRZTESFEER — /R, LBEEZEAK
EiCEHEEE, EEHE—F TH#AER Amazon S EBMNEN , 52 B Amazon S3 FRHEIERR,

EREE

* aws:s3:bucket

B8

 duration— B, R — 20 8EZ 12 /. 7£ AWS FIS APl &1 |, 3%{E £ ISO 8601 BRI FE, 4l
m, PTIMARKER—28, £ AWSFIS £AF , BRI LA, 28/ DEE,

- region— B Wit FEFETREFTEMN AWS &1,
« destinationBuckets - # M., B S3 BEITRAEFRDREE,

- prefixes - B, ERERAUEERP S YL SR EANER S REE. BERFTFENERRA
HEEF (ARAER) AVEERR,

AT A

e S3:PutReplicationConfigurationf®{#S3:IsReplicationPauseRequesti&EA True
« S3:GetReplicationConfigurationf®##S3:IsReplicationPauseRequestiXEA True
* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

MEBKES , FSE &6 . FRAEGE aws:s3:bucket-pause-replication,

Systems Manager E{E

AWS FIS & T %| "Systems Manager. B,

BF

e aws:ssm:send-command

» aws:ssm:start-automation-execution
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aws:ssm:send-command

£ B £ EC2 #117{@#SendCommand £ #11T Systems Manager APl &€, % Systems Manager X
# (SSM X #4) &E%& Systems Manager ¥ TER LEHTHNEE. WRFEEA , F2E £AD

aws:ssm:send-command{E.

EREE

e aws:ec2:instance

8y

documentArn— X #H) Amazon EREH (ARN), EEEEF , MRERBIEFR P EZEE P —
BFE SR ER AWS FIS SSM XHHBEMNE , RERETRILBH,

« documentVersion - A, XHHMRE,. RAZ , ISHTERRS,

- documentParameters-Bf 4, XIBESHWAEN RS Y, ZEXZ2—E JSON Bx , HER
FRHENE  BRESFHERFREEE.

« duration— #FERME, #—28EZ 12 /K. £ AWS FIS API 1, B {ER= 1SO 8601 X FH, fi
W, PTIM RE—78E, £ AWSFIS £ AH , BUlEADE., DEHR/DEFE,

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

AWS ZEEBBER

« AWSFaultlnjectionSimulatorEC2Access

aws:ssm:start-automation-execution

#17 R Systems Manager AP| EjfEStartAutomationExecution,

EREE

o
PAYYN
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8

« documentArn— B Bt X Amazon EJREZ T (ARN),
« documentVersion - #H, XHHWRA, MRAEZE  BISHITHERRA.

« documentParameters-E 4K, NEEZESHMSENTESZE, ZEAR2—E JSON R , HER
FHENE  EREFEZTERFZHFEEMA,

» maxDuration— BEILHAT A AT NRRERE , £ 1 28ES 12 MK, & AWSFISAPI F , %
{H2 1ISO 8601 AN FHE, i, PTIM RER—28, &£ AWSFIS TEH , BB AVE,
gk 1 ERNEE

S|

 ssm:GetAutomationExecution
* ssm:StartAutomationExecution

* ssm:StopAutomationExecution

- iam:PassRole-#H., IRBHLXHREAEL 6 AAKEIEE,

AWS ZEEBBER

* AWSFaultinjectionSimulatorSSMAccess

F£H FIS £ Systems Manager SSM X4 AWS

AWS FIS i&Ei& AWS Systems Manager SSM (KEERF FI AWS S BiEZERFTHRE
B, aws:ssm:send-command ] ARE L E REERE A BEMNTALERE Systems Manager SSM X4
(SSM X #4) AR A-RIEFRREMN A AWS XA, AWSFIS

SSM RERKX R AIE Amazon EC2 #1718, RIGFIEFRMRBNERMST (VM) LREMEEN
Amazon Bii8, EFEBSRMEESTUEEELER, REEXFEENRE Systems Manager HE
R, REKBERPWEERTER. EULLITEECH SSM XERFIABERHEHR , L5 HEEE
NHBENIEZ—.

i
%

HREE SSM REEAEBERELBTBFENEE , BLARETHER

£ SSM X # 69


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html

AWS R EEE A BB EREES

- REEXCLREEZEE L, SSMAREERXFERSLREETEL Amazon #EEHE& (AMI) £, A,
BRI AESITER 28 SSM RERX, WEFMEENR , F28BAWS Systems Manager £ & 15
MM FELZE EC2 HITHEEN SSM REREK,

- Systems Manager ¥ ENFTERITEE. EAUUER AM BTERREERTFIE. O
T mEA , FBEAWS Systems Manager fEAEEE T A& Systems Manager 237 IAM #4T{&
RBEEENS IAM BT EBSREREEEZE EC2 #1TEN.

& A Baws:ssm:send-commandfE

SSM X #EZ Systems Manager £ 2 E#1T{E# L #ITHEI/E, Systems Manager @ EFFZTE LR
EWXH , BRI LUBIBCH X4, NEEBEILECH SSM XHMFMENR , FSE (AWS
Systems Manager 1™ ) FH (I Systems Manager X#) . WFE SSM X —XHEFMAE
A, HSBAWS Systems Manager A& EM P RIAWS Systems Manager 30,

AWS FIS 2HFELERER SSM X, & LAfE AWS Systems Manager £ AR "X, THER
FE SR EH SSM U4 : https://console.aws.amazon.com/systems-manager/documents, &t A LAE
AWS FIS R AFEEFEREN M. MEFMEA , F2HE FERE AWS HEREFARK SSM
Xt

EEE AWSFIS EEHFER SSM X |, BulLAEAEIE, aws:ssm:send-command it BiE € HEER I
HITEEHTEE BTN SSM X4,

EREEREADPFEHaws :ssm:send-commandEER | BABEEBENEMSE , FEUTR
=
- documentArn - XE, SSM X4 Amazon ERHEE (ARN).

+ documentParameters-E{&4H, SSM XHEZEZHWHEFRASH, ZERXNE2—E JSON HR  H
BRFHENE K EREFTEHAFIHFEHMA.

« documentVersion - i, E# 172 SSM XHHI R,

BRI AR Systems Manager ARG T HIRKR SSM XHHWE (BREXHFHZH).
A4 A B8R SSM XHNIEEER

1. FBELATERI AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/

2. TEEEBEBEHKD , iB1E Documents (3TH).
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AWS R EEE A BB EREES

3. EBEIM#  ARBEEF "HMERAL B

EA AR SSM X4 HBER
£/ SSM ik XA o

FRKRRE AWS MR EFARM SSM 3 H

B LAS TR R ERER AWS FIS SSM MM EREEE A aws : ssm: send-command BMEFEBLE A o
ER
- FIS RMMTALERTE SSM X AWS EXETIEERRK !

* Amazon Linux, Amazon Linux 2, Amazon Linux
* Ubuntu

s Rt /\,9

+ Cent0S 7,8, 9

« AWS FIS R TALRE SSM X#HEHX EC2 HTEER L2 XE. EHMEENZEEREHE (6
MAERERE M fRER) EFAXEE M.

HEE ECS EBMNERTFEAEL SSM X , SFEAHEN. the section called “Amazon ECS Ej
E"BIn , aws:ecs:task-cpu-stressE) & AAWSFIS-Run-CPU-Stress X 4.

Documents

* AWSFIS-Run-CPU-Stress

» AWSFIS-Run-Disk-Fill

* AWSFIS-Run-10-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port
* AWSFIS-Run-Network-Latency

+ AWSFIS-Run-Network-Latency-Sources
* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources
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AWS HFEE A BRHS EREES

AWSFIS-Run-CPU-Stress

{# A Itk stress-ng T EEH{TE B L3117 CPU stress, #HAAWSFIS#H 1T CPU FEH SSM 3 4,

BEEE (EREER)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
XHSH

« DurationSeconds - 42, CPU stress BRI IFERGE , UMW BE(fL,
- CPU-EH, EfFHN CPUBHFREEB, EREAO, BFEAME CPUBHIR,
- LoadPercent-1#H. BE CPU 8B LtL , #£ 0 (BER) £ 100 (m#E). FEFEA 100,

« InstallDependencies - 2/, MEEATrue , 8] Systems Manager 7 B EH TR L ZHEXLEHN
MM (R RELE), FBREA True. KIEEHREstress-ng.

AT RAE T AR 25 & R AV Z R B RY R B,

{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

EHTEEBNRUERE CEEUMKRTRE , UERHRCMIER. £/ AWSFIS-#THIERER SSM X
o

MBFAMELBNERCFHRFLMESLE , AWSFIS EEXHKZBICHEITHH SSM XHKRE
R 7B, MRHWRER , ERERAERIERM EEARERXEE , Systems Manager A8E#&E5E
REUCEEX, it , MRETEZTEFILER  FEAUETZES 100% Mo

SR (ERERA)
aws:ssm:send-command/AWSFIS-Run-Disk-Fill
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
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XHBE

« DurationSeconds - &, MREFRIFENSENRE 6 UWAEN,
« Percent-iEA, MEERARHEERENUER DL, BARES 95%.

- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L 2R MLEN
MR (IR RZE), FERRES True, #KFEREIER RatdMfallocate,

LT R ARG & R AR F RS RA

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-10-Stress
{F Fstress-ng T EEH TEEE E#1T 10 stress, A AWSFIS-#11T 100 fE 1 SSM X4,

BFEE (EREES)

aws:ssm:send-command/AWSFIS-Run-10-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
NH28

 DurationSeconds - 42, 10 stress BAIFEHIFERE , U BE(fL,

« Workers - B, BE#THERF. BRANLERERFIVEAER, BHEDSEEMIREEDERE
Worker 8B, ZEFERER—EXH LHITTEMN /0 BIF, FAEEB 1.

« Percent-iEZMA, £ 10 stress BIFAHE K BERARLEFANTAZEBE L. FARES 80%,

* InstallDependencies - A, WREATrue , Bl Systems Manager &7 B E#{T{E#R L 2R LEN
MR (IR kZE), FERES True, #KFEEIER Estress-ngo

T RER RS & R AR FR SR

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process
FREKlaITELHTEBFINIEERERRF, AT AWSFIS-RILEEF SSM X4,
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BEERE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
NH28

» ProcessName - % E, EFIINWEREBEFBHE,

* Signal - EfA, ERES —EEENAKR. TEENERSIGTERM ( EIKEE T LLRZEZRE )
MSIGKILL ( TEEZ B ) . FEEX{EA SIGTERM,

* InstallDependencies — EM., MREATrue , Al Systems Manager 87 B E#{TER L LR SE
FOMBRE (MR R REE), FAERES True, KIEBIR=ZKilall,

LT R LA ZS & R AR Z R B RA

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

fF Fstress-ng T EEH {TEEE E#$1T5C1ERE stress. A AWSFIS-#1T-5C1E8E- B h SSM X,

BERE (EREESA)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
X228

 DurationSeconds - %2, 18R stress BIFHNIFERFE , U BE(L
 Workers - igﬁﬁo Eﬁ?ﬂ'ﬁﬁ%@ﬂfﬁﬂ’ﬂﬁ E o %EEQ% 10
« Percent- £ &, FCEEE stress BB EFRANERICREEBRES .

« InstallDependencies - 2/, MEEATrue , 8] Systems Manager 87 B EHT{EE L ZHE XL EHN
MM (IR RELE), FBREA True. KIEEHR Rstress-ng.
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AT RAE T AR 25 & rh i A By 2R B RV R B,

{"Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

£ Riptables TEZRBA B ENEZ BN AR RBWHRE, FH AWSFIS-HTHEEE-FREEE SSM
Xt

BEEE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
XHSH

* Protocol - &, BABE. AREMNES tcp M udp.

. Port- XE, EEERER,

« TrafficType - i BA, REHH, AsEMWESA ingress M egress. FAFKEA ingress,

« DurationSeconds - # &, #EBMARNFERFE , U R/EN.

- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L ZEMLEN
MR (IR REZE), FERRES True, A Batddig., Miptables.

T REEZRS & R AR FZR SR

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress'", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency
EAZRtcTEABEREMNEE, FRAWSFISHITHEEEIEE SSM X,
BEER (ERXEAR)

aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
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arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency

XH2H

* Interface - ‘&2, WENMH, FERES etho,
- DelayMilliseconds - &M, & , AEW REN., FEERES 200,
« DurationSeconds - £ E, #RIEENFENSERNRE 6 UMW AEN,

« InstallDependencies - i%ﬂi MREATrue , Bl Systems Manager €1 B Z#1TEE L Z#NEMN
MM (R REZE), FBREA True, HAKM Aatddig. Fitc,

AT RAE T AR 215 & rh i A By 2R B RV R B,

{"DelayMilliseconds":"200", "Interface":"eth@", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

FRBERRIAREBFERFRHNRENCIE | BHERNEEMEENBE, £HAWSFISH 1THEMRIE
B3R SSM 344,

BEER (BRE#EAR)
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
NH28

* Interface - EA, M EH. FARKES etho.

- DelayMilliseconds — i, EE , UEW AEN, FERES 200,

- JitterMilliseconds - M. £ 8 (UAEMW AEN), BEA 10,

« Sources - &, FF , LUESE DB, FREMNES : IPv4 {1itk, IPv4 CIDR EHE, BiEBZRA.
DYNAMODB S3 R & EDYNAMODBERS3 |, iEEE A B vl [EE 1 [ 15 B

* TrafficType - B, REFE, AJHEMES ingress M egress. FEERES ingress.
« DurationSeconds - &, WBIEENFANEERE , UV AEN,
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- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L 2R MLEN
MM (REREZE), FBRES True, MM Hatddig. jg. Ftco

AT BRI ARG & him AN FRFER RO,
{"DelayMilliseconds":"200", "JitterMilliseconds":"15",

"Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

ERZRICTERMIBAERMNEWIEED, FRAMITAWSFISHEHSIEX SSM X+,
BFEE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss
ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss

Xt

* Interface - M., WENH. FERES eth0,
 LossPercent-iZf, HEEXLXNED L., FERES 7%,
 DurationSeconds - &, HEHTIERBENISERRE , U ABE(NL

« InstallDependencies - i&H., MR EATrue , Systems Manager &7 B Z# 1T L 2 &£ X ER1E
fiktt, FEEREA True, MM Hatddig. Htc.

TR EEZRS & R AR FZ RS R

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

FRBERRNRENCIE  KEGEAFNEERARNE. FHABMITAWSFISHREHZIELRIE SS
M X4,

BEEE (EREEA)
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AWS HFEE A BRHS EREES

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources
ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources

XHBE

d InterfaCe-ii_gFﬁo m%ﬁﬁo ﬁ%ﬁﬁ% eth@o
+ LossPercent- i, HBELXNBE DL, FEREA 7%.

« Sources - &, R , LUEZE DR, AIEEMNES : IPv4 fuik, IPv4 CIDR ER, BEBRA.
DYNAMODB S3 R &+ EDYNAMODBELS3 |, EEiE A B ui &5+ 1 [E i3 % B

* TrafficType - EA., REHEB, AEMNES ingress M egress. FAFKEA ingress,
« DurationSeconds - #E, @EHTEXAEZNWFERE , UV AEN,

« InstallDependencies - i/, MMREATrue , Systems Manager €1F B Z#/TEE E 2 £ L EW I
ik, FERX{EA True, MU Aatddig. jg. Htc.

AT RAE T AR 25 & Fh 8 A BV 2R B RV R B,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

]

WMEBHRENEN , 5528 () the section called “H1TFESLEEEH AWS FIS SSM X4,
MEHBREEY  FSEEHITEE EE11T CPU stress,

D

RAE R T PR Fr R R S HF AR R

REHHEAR SSM XY R

1. FBELLTLERIR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-

manager/
2. HEYVREERT , BE [HHEE] > [BTES)
. E [T ERRE RoIERL  ERRIBRSBHNEIT,
4, EEGSH ID URBAEFHEEAER.
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AWS HFEE A BRHS EREES

5. EEHITERA D, wEEED R MR,

5/ AWS FIS 127~ #&:EC: T/EBE
B LAE A aws: EC: K EEASEEER 1A A Amazon ECS E#H,

ELEEMEA SSM REEXMAM BRI RATEHTHEREAN SSM X4, WiEBKH BA S
Amazon ECS F#:ft & SSM ZEHTER, EEFERELEE , BEEFH Amazon ECS FHE
%, g SSM RERXF B AMBAR , WEKHTEKIEMA SSM SEHTHER. EEHT AWS
FIS B E H & RKaws:ecs:task , AWS FIS 4421 AWS FIS ERE A LiEEM B Z Amazon
ECS EH¥ER —HFERAERZEHN SSM SEHTHER FEEZEYT(ERE). ECS_TASK_ARNZ
BEEEEESPHIT SSM XHHEFEE Amazon ECS £18# ARN |, RItt EHITERETERBER,

BF

+ the section called “aws:ecs:task-cpu-stress”

» the section called “aws:ecs:task-io-stress”

+ the section called “aws:ecs:task-kill-process”

+ the section called “aws:ecs:task-network-blackhole-port”

« the section called “aws:ecs:task-network-latency”

* the section called “aws:ecs:task-network-packet-loss”

BR 75l

- THEEFEAR AWS Fargate :
» aws:ecs:task-kill-process
+ aws:ecs:task-network-blackhole-port
» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

o WMRIZEMA ECS Exec , BN BXERT , FTREFEAELEIE,

R

- BT5HRHEE AWSFISERAE :
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ERAEER

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

# T PIEF A #7138 E Amazon ECS 5 IAM B :

e ssm:CreateActivation

* ssm:AddTagsToResource

« iam:PassRole

FEE , BULUEEREHTEERACKH ARN #MAKNER, iam:PassRole

# 3 Amazon ECS E##1T IAM A | WH 8 AmazonEC TaskExecutionRolePolicy S 2 & BUR,

BTHERFTEZECHMAREHNTER TENREANTEERS :
 ssm:DeleteActivation

+ ssm:DeregisterManagedInstance

# AmazonSSM ManagedinstanceCore Z E BRI IBEM MBIZEMARERNTEB 2 TENRES

TEEAE,
SRR S BEREMANAGED _INSTANCE_ROLE_NAMEAREHTHERBACHNERE.

#% SSM RERAARMEE ECS THER. T HETHEN ECS THREMAZEENTER,

{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": O,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; yum upgrade -y; yum install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jq -e -r .ManagedInstanceID /var/lib/amazon/ssm/registrat
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID

ion);

2R
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME 1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],

"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [1,
"dockerSecurityOptions": [],
"dockerLabels": {3},
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"ulimits": [],
"logConfiguration": {3},
"systemControls": []

MEFEAEMMNESEBRE , 52 Bthe section called “IE S B2 EZ /A,

« /. Maws:ecs:task-network-packet-lossEERF aws:ecs:task-network-
blackhole-portaws:ecs:task-network-latency , B4 AFEHA T 5 H b — @R EREH
ECS T EEZHH SSM REEXEH.

o BIF 1 — FIESEM Linux IHEE,

"linuxParameters": {
"capabilities": {
"add": [
"NET_ADMIN"

iy

« BIE 2 — #EFTAE Linux Thag,

"privileged": true,

- fFfaws:ecs:task-kill-process, aws:ecs:task-network-blackhole-
port, aws:ecs:task-network-latencyflaws:ecs:task-network-packet-lossEfE
iF , ECS R E&E A HpidModeiXE Atasko

BERRNSERE
TR TER B0 ESENNERE  f#E82E,

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM

# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN
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# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

yum upgrade -y
yum install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then

# Retrieve info from ECS task metadata endpoint
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echo "Found ECS Container Metadata, running activation with metadata”
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa|us|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'
if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=%$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!
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# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1
fi
else
echo "SSM agent is already running, exiting" 1>&2
exit 1
fi

A ERREA

LU £the section called “aws:ecs:task-cpu-stress” B {E 1Y S5 5| BERE AN,

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
iF

"selectionMode": "ALL"

.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
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"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}

£ AWS FIS 127~ :EK: #8E/E

IBAILAER aw: ek: pod BI)ME , #§8EERIR A Z EKS BEF#I1TH Kubernetes R,

BEF

 the section called “aws:eks:pod-cpu-stress”

* the section called “aws:eks:pod-delete”

 the section called “aws:eks:pod-io-stress”

+ the section called “aws:eks:pod-memory-stress”

* the section called “aws:eks:pod-network-blackhole-port”

+ the section called “aws:eks:pod-network-latency”

 the section called “aws:eks:pod-network-packet-loss”

PR 751

« FHBETEAR AWS Fargate :
» aws:eks:pod-network-blackhole-port
* aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

s FHBERLZEbridgefEER !
+ aws:eks:pod-network-blackhole-port
+ aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

o BEEFERAER ARN REFRZEBBBERENRP aw: ek: pod BEPBEE, BHEFASLENER
SRR B,

fEF8 EKS W@ a1
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- BEifFaws:eks:pod-network-latencyMFaws:eks:pod-network-packet-lossHE parallel
BT, WHEEHERBENEEZ., REEENnaxErrorsSBEME , BETES 25Ky =
FRB, ARBERER :

« MRmaxErrorsPercents 0 (FARX{E) , BIEMS LK BUIRREBRE R,

« BRI, RBUEME R maxErrorsPercentE, MR AKMAES RELZEERRMH
MmaxErrors , BMESHRREN TRMREE,

« BULREEBEPEANTRAR[NEHEPENELRN, EERMEXiIt Code: 16

- BifETaws:eks:pod-network-blackhole-portEBERLAER AR A B ZEBFEAERBEN Ht
B)E parallel #11TtrafficType. XBES#ATREREBRENFTEE,

- FIS R BEEMEHNEREAR , MAERNRERIERIBEAME, securityContext
readOnlyRootFilesystem: falseflRFBUIERE , FIE EKS BB XK.

=R
« AWSCLI Z#stE#M R, REE AWSCLI BEHEN IAM At  TEESESE, 0F
FHIMERN  BSR LS EH AWS CLI.

- EEREMLERE kubectl, ERFEHEKS B5E5H , UEEIERBEEARN, NFEFHEEA ,
=2 B https://kubernetes.io/docs/tasks/tools/.

- BEZER EKS A& 1.23,

A Kubernetes RIEIRFEU R/ E

BUEEHREACERN IAM €, MEFMENR , 552 [ the section called “BR A",

% E Kubernetes JRIGIR P

5% E Kubernetes IRIEIRE , LAMEHIEE Kubernetes S B ZE R B ZBNITEERR, #a###n#n#n##
myserviceaccount###########EER | EdefaultR H A — EZ %K Kubernetes & Z .

Z2ETELRM Kubernetes RIEIRE

1. RIZ—EBANXH , rbac.yamlEHMUATAR,

kind: ServiceAccount
apiVersion: vl
metadata:
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ERAEER

namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/vl
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", '"get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

=

aXE

Kubernetes fRIEIRFE

88
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2. BITIGS,

kubectl apply -f rbac.yaml

BIENERAQYHES Kubernetes &

AT AR
B,

—

ABEE, IEFMER , 552 B eksctl XHFHH Manage IAM users and roles —

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

TRAERE

AWS FIS 2B S B REEETE £ Amazon ECR #1, E£2E ¥R B Amazon ECR M & | &
WA (FE TS URL,

AWS [E1F AR{& URI
EERIP (B E) 051821878176.dkr.ecr.us-east-2.amazonaws.com/aws-
fis-pod:0.1

XERE (HEEEId 731367659002 .dkr.ecr.us-east-1.amazonaws.com/aws-
ZB) fis-pod:0.1

XEFES (MFIGEEE 080694859247 .dkr.ecr.us-west-1.amazonaws.com/aws-
B[4 fis-pod:0.1

EEFEIP (REIR) 864386544765 .dkr.ecr.us-west-2.amazonaws.com/aws-
fis-pod:0.1
IEM (FAER) 056821267933 .dkr.ecr.af-south-1.amazonaws.com/

aws-fis-pod:0.1

DXRESE (BB 246405402639 .dkr.ecr.ap-east-1.amazonaws.com/aws-
fis-pod:0.1
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AWS R E A BR#E

ERAEER

AWS [EiF

DKREE (£K8)

DAREE (BH)

SIXESE (F70R)

DRESE (BEH)

TAESE (RR)

EX (FEB)

BN CEERAR)

BN ()

B ()

B (CKE)

Europe (Paris)

BN (FRTEE)

Middle East (Bahrain)

AR5 URI

524781661239.dkr.

aws-fis-pod:0.1

526524659354 .dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696 .dkr.
.com/aws-fis-pod:

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

263175118295.dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

0.1

ecr
0.1

ecr.

0.1

ecr
0.1

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ap-south-1.amazonaws.com/

ap-northeast-2.amazonaws

.ap-southeast-1.amazonaws

ap-southeast-2.amazonaws

.ap-northeast-1.amazonaws

ca-central-1.amazonaws.com/

.eu-central-1.amazonaws.com/

eu-west-1.amazonaws.com/aws-

.eu-west-2.amazonaws. com/aws-

eu-south-1.amazonaws.com/

.eu-west-3.amazonaws.com/aws-

eu-north-1.amazonaws.com/

.me-south-1.amazonaws.com/
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AWS [EiF A& URI
EEM (BRE) 767113787785.dkr.ecr.sa-east-1.amazonaws.com/aws-

fis-pod:0.1

AWS GovCloud (3B 246533647532.dkr.ecr.us-gov-east-1.amazonaws.com/
R EP) aws-fis-pod:0.1

AWS GovCloud (2B 246529956514 .dkr.ecr.us-gov-west-1.amazonaws.com/
FaEB) aws-fis-pod:0.1

A ERREA

LU R £the section called “aws:eks:pod-network-latency” Ei4E#) £5 51 B ER £T 45,

"description": "Add latency and jitter to the network interface for the target EKS
pods",

"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",

"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
},
"selectionMode": "COUNT(3)"

.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
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"targets": {
"Pods": "myPods"

}I

"stopConditions": [

{

"source": "none",

1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tagS": {

"Name": "EksPodNetworkLatency"

EA%E AWS FIS E1YE AWS CLI

I&AILAE A AWS Command Line Interface (AWS CLI) #4R AWS FIS X #  B){fERVEEEE Ao
Rk

AWS CLI EIEMETEH &, BEREER  F2H_(EAEEBAWS Command Line
Interface) . HEEMESHBHIETHEZER AWSFIS , F2H (IBAWS CLI 58E) HH fis,

g6 : FIHmABFENEE
B ERSIRBERTIHABRENERE , MTAR.

aws fis list-actions --query "actions[*].[id]" --output text | sort

THRE 5w,

aws:cloudwatch:assert-alarm-state

aws :dynamodb:encrypted-global-table-pause-replication
aws:ebs:pause-volume-io
aws:ec2:api-insufficient-instance-capacity-error
aws:ec2:asg-insufficient-instance-capacity-error
aws:ec2:reboot-instances
aws:ec2:send-spot-instance-interruptions
aws:ec2:stop-instances

aws:ec2:terminate-instances
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aws:ecs:drain-container-instances

aws:ecs:stop-task
aws:eks:inject-kubernetes-custom-resource
aws:eks:terminate-nodegroup-instances
aws:elasticache:interrupt-cluster-az-power
aws:fis:inject-api-internal-error
aws:fis:inject-api-throttle-error
aws:fis:inject-api-unavailable-error

aws:fis:wait

aws:network:disrupt-connectivity
aws:network:route-table-disrupt-cross-region-connectivity
aws:network:transit-gateway-disrupt-cross-region-connectivity
aws:rds:failover-db-cluster

aws:rds:reboot-db-instances
aws:s3:bucket-pause-replication

aws :ssm:send-command

aws:ssm:start-automation-execution

g6 - MAREERVAERAERA
WMEBEBRBE , BUUER get- action IETREFTEBENFMER , MTFR.

aws fis get-action --id aws:ec2:reboot-instances

T A& 5@,
{
"action": {
"id": "aws:ec2:reboot-instances",
"description": "Reboot the specified EC2 instances.",
"targets": {
"Instances": {
"resourceType": "aws:ec2:instance"
}
1,
"tags": {}
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AWS HFEE A BRHS EREES

AWS FIS W EEE R

EREA s EERYEEEEE R LHTN —ERZEHE. ©ESSHLEREHRRVELLRF
. BUBRELRE  SUUCAERYITER,

A T
036 6 P LA T AL SRS R BB AR -
e

BEHMAWS 1THY FIS BifF, BIFATURRIGIEENREIRFHT , BT ABRKANTEE. NFF
WMER , F2HE DS,

Sp:3

BT EBERN AWS BEiR, WFRFMER ,
F LR

3
Vi
b
5

ERRARANRELEZINRSAEN CloudWatch B/R, MREBRINITRBERS LG
AWS FIS gF LB, NFFHMAEF , F2E L6k M4

BERAt
RE AWS FIS FREHERHN IAM B, LETTURREHATER. NFEFMENR ,
=

BEEE

3
¢
a1
)
5
B

ERERNRE, NFFEES , F2R EREE,

IEHIIRF EH AWS FIS AHEVECHE. Hlan , SEERERNVEFERERGEE. WEFAEHA
BY FRHIMELHE.

RAREES

BT RERERAFE X,

T
r

{

"description": "string",
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"targets": {3},

"actions": {3},

"stopConditions": [],

"roleArn": "arn:aws:iam::123456789012:role/AllowFISActions",
"experimentOptions":{},

"tags": {}

B IR H

EEFRABEYERSA AWS Management Console , 2R E B4,

EEFAEYEREAR AWS CLI, FSBAWSFIS ERREHIE 4,

AWS FIS VI EiEE

%EE:‘ZEE@%’EZIK , BV AEE—ERSEDERBERBES. WFE AWS FIS RHNALERBER
’ nﬁ e ﬁib'ﬂzo

FREERRBMNT —RBE, EEERA— AWS BEBSSRATHEN FIS Bie , BEATRN
EBS I HITEERA,

B &

. BfEEEE

. BYERSR

. BYYEHD)

B FRRS

LT REMEEFEE.

"actions": {
"action_name": {
"actionId": "aws:service:action-type",
"description": "string",
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"parameters": {

"name": "value"
},
"startAfter": ["action_name", ...],
"targets": {

"resource_type": "target_name"
}

}

ERERBER , BFRHUTIIER .
#H#H

BN A,

actionld

BRI,
description

EEENER,
parameters

ERBESEL
startAfter

HULBIERA C BIAATRNENEE, BRI  BEESEERREREHNT.

targets

EMATEEE.

WEEH |, 552 the section called “B)/EZ 5",

B

NREBETESTARECEBEFESEBNSE , (78R, REEEENEEREBE  TEKEERB
TR, MREEKemptyTargetResolutionMode BEIRIEERE Askip , AIE KRB Z8F | BE

EAUENTER , BARER TRRIB, . Hl, MREEENFEREAR S 2 , AWSFIS B¥EBERAS
DHEETR. A%, CERBT—ESE , EFMEBHETRA L,
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FEREAUREZBDFEFRENKEBRE , tUREENEERNKEARE, fl , SEEENKED
RIEALEE, HREFRENBERE (FlmKEHTER)  SEEENFERERELHRE,

NRBEEDESBPISUHXEE , AIBXEBFEEDFETKENT. TREEREMFLOEEATE
SEREENDFFERBNT —ERFENRE ( RERGERE , MRFAEHMRESTH ) <BEIVE
;EO

eI
AT 2 6B e,
&5

- {£1k EC2 #1T1E B8
- HEF Spot #1T{E

- PEIRERRE

« #1FE EKS THEAE

&1l : =1k EC2 #1T{HEE
HURRRHHHBBBRRRRRHHBRRHH EC2 #i#AM D ER , cSEHRE B EFT(EE,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

b

"targets": {
"Instances": "targetInstances"

}

&5 : i Spot HITIEEE

THEESEILERE AN BEZRB H R Spot #iTEEEtargetSpotInstances, EEEEFMY
i , REEDE Spot MITEIHE.
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ERAEER

"actions": {

"interruptSpotInstances": {

"actionId": "aws:ec2:send-spot-instance-interruptions",

"parameters": {

"durationBeforeInterruption": "PT2M"

1,
"targets": {

"SpotInstances": "targetSpotInstances"
}

g5 PERRRE

THEFSEER R FEMER MR RS 7R BN

HE,
"actions": {
"disruptAZConnectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
1,
"targets": {
"Subnets": "targetSubnets"
}

g1 : &1k EKS TERR

THIEEEK L EKS BEPEA®HE BEBBIN 50% EC2 #1T{E 8, targetNodeGroups

"actions": {

"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {

"instanceTerminationPercentage": "50"
1,
"targets": {

"Nodegroups": "targetNodeGroups"

Ea iR
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3

AWS & BiHE1ERY B 12

EERETERHBH AWS MEEARK (AWS FIS) BTEEN — B ZE AWS BIR, BEALUEE
BAUNHEEN AWS tkRFH | SIfEAZIRFERVURTRENIRS T, 52— SEENTERERSH
HEBR , F2EZIRFER.

FBANERVERSARERE R, SUNEERERTHSERECAEBNEE,

AWS FIS e E ERBAKRKBRIMAEER , REBRABERTNEADE. AWSFISEEATAR
BEMENNERER. NRLIBERIEE , MERKYK,

- BEEBRER
- BRERE
- BRZE

- EEERLA

- EHEE

- E0fIEREES

B 1R58

LT RBEENEE,

"targets": {
"target_name": {
"resourceType": "resource-type",
"resourceArns": [
"resource-arn"

]I

"resourceTags": {
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AWS #BEE A BR#E
"tag-key": "tag-value"
I
"parameters": {
"parameter-name": "parameter-value"
},
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"
}
}
}

ELEREER K FRETIEN
####
BEENER,
resourceType
BREE,
resourceArns

BEEZRM Amazon EREH (ARN)

resourceTags

EREREERNER.

parameters

ERBEBEREIEENSH,

filters

BRI EREERSEBERRERR ERERNEE,

selectionMode

BB BRI ZERE,

WEEH| , 552 the section called “&3 4l B &7,

BERFEE
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EREAE

=18 AWS FIS BifFERE &M E1SER AWS BEIRER AT
ECEEBFNERN  BRE4EARBFEXENERE

ERXEER  ELAREE-—EEREE,

o

o

e

AWS FIS XETIIEFRER .

« aw: dynamodb: encrypted-global-table — F i ZE FEEHN S| MBHN TR
- aw: ec2: BEEEREHE — —18 Amazon EC2 B Auto Scaling #8
« #£:ec2: EBS-#8% — — 18 Amazon EBS &%

- 1M : ec2 : Bfl-—1{& Amazon EC2 Ef

- aw:ec2: RIFEH| — — 1@ Amazon EC2 REEHI

- aw: ec2: 7#8 — Amazon VPC F#8

- aw: ec2: EHmEE — —EEHEH

- 4 : EC : ££8-Amazon ECS &£&

- 4 : EC : F#-Amazon ECS 5

- aws: EK: §8f — — 18 Amazon EKS £#&

- aws: EK: Ei##H — Amazon EKS i 2i#H

- aws: EK: POD — —fEE AR5 A if

- AW: BB B HERIE — Redis FEHA ElastiCache

- awiam: A — IAM B

- aws: RDS: #5 — Amazon Aurora BRI E#E

. awds: ERE — — 18 Amazon RDS &R EHTEE

 aws : S3 : #-—1E8 Amazon S3 fF##

A HEEIR
£ AWSFIS AP ERBER , BULUEEEHTEENEEE AWS R (BEERER), HE ,

&R LARR AWS FIS 1RARIGIR AV R4 SRR B B IR BH 4B
HZapEHNERER , BUNUEETHEE

- BJR ID — BEERH AWS BiR ID, FTEEIR ID BLARKARERNER.
- ERER — ERERE AWS ERNER.
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- BRENER — AREAREBMCERNKRENE, MFFRER , F2H EREHE,
- BRS2H — ARNAERERGCERNS2E. NFFHMET  F20 ER2H.

ZEBEIN
- BEZEARA/MEEEREEER ID NERER.

- BEEEARAMEBERIEEER ID NEREESR.

- MRBEEERZARBRENERER  AIREBTEFRAREBAFTT. CLEEREERREBNEZR
RENEBHER.

&R e

ERFERERBREEMAD B EERNEHN. AWSFIS ERBEEENEREL K BEHERE
BE AWS ERREHRN AP BEN B, ERREAENCBENERETSEERERT,

BEGERBDUBERENATENERT. BRERE—RIIxE , La¥ok  HREERN "#HE, B
EREPEIBUHNRE. SEATELAERTFNERTRE , BIERRSENERNE L RREE
MT. a0, BEZAEAAvailabilityZone , MFA RavailablityZoneffBBMETE,

"filters": [
{
"path": "component.component.component",
"values": [
"string"
]
}
1,

TXREE API BIEM AWS CLI a5, B LLARIEESEEREENBFERR, AWSFIS RKRE
HITELEME , LEARIEENE RS, HENNHRPERITESEFERFTNER, Hln , HTKLEH
1T{E 5 2 DescribelnstancesiR BRI X Al REE HIRERF R,

HRER API B {E AWS CLI 5%
aws:ec2:autoscaling-group DescribeAutoScalingGroups describe-auto-scaling-groups
aws:ec2:ebs-volume DescribeVolumes RS
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
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AWS HFEE AR EHAEERE
&R\ API EiE AWS CLI &%

aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:redis-repli
cationgroup

aws:iam:role
aws:rds:cluster
aws:rds:db

aws:s3:bucket

T5@EEAREEREERR

- BIEERAME-OR
- BIBEERHE — AND

WMEHH , F

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

ListRoles

DescribeDBClusters

DescribeDBInstances

ListBuckets

2/ the section called “&i {5 EF1E 28",

BERZH

ERZEERBIERMRG B RER,

TIERERTESH.

HERE B

describe-subnets

describe-transit-gateways

describe-clusters

HRER

describe-clusters

describe-replication-groups

IIRAE

describe-db-clusters

describe-db-instances

e

HA B RER

103
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html

AWS HFEE A BRHS EREES

aws:ec2:ebs-volume
- availabilityZoneIdentifier— @& HEMBKEE 2 THREEHNEXT (10 us-east-1a),
aws:ec2:subnet

« availabilityZoneIldentifier— @2 HEFRERK 2 THEBNWERLE (FlI0 us-east-1a) T
AZ B (Bl | usel-az1),

« vpc— BEBEEFMEMN VPC, BEKRFAXZE @ LK VPC,
aws:ecs:task

- cluster— B2 HEEENELE,

- service— @2 BBEIENRE.
aws:eks:pod

« availabilityZonelIdentifier-#HA. @B EREHATAREE, B0 us-east-1d, &
9318 L BB @AY HoSTIP M E F#AKAY CIDR R¥ETREEH 7T A EE,

e clusterIdentifier - ¥ &, BZ EKS #EMN B ARN,
- namespace - &, BEZM@H Kubernetes i3 H& Z A,

- selectorType - X E, ZFZEE, TJHEMES labelSelector, deploymentName
podName,

« selectorValue - &, EEHFE, HWEBRRWEselectorType,
« targetContainerName - EA. BEHAKPERNEERHFEH. ARERESEEERERS
hERNE BB,
aws:rds:cluster
- writerAvailabilityZoneldentifiers-i®f., BEREBECBEASNTHES, "aEH
EA  LERI RN ITAESHEAEEE. all,
aws:rds:db
« availabilityZoneldentifiers - EM. SEECEREYHTEBNTAESE, AENE
& BUERS RN AT AREEBITEEE,. all,
aws:elasticache:redis-replicationgroup

« availabilityZoneIdentifier - #E, @B EEHEZATAREBMNERE (Hln US-
east-1a) = AZ FBITS (B0 , usel-az1).

BEEFERN

ZALZEBEEERRARRECHFNERNEE. AWS FIS XETIRIE !
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o ALL— EFE BELETEE,

« COUNT(n)— ¥ EEEBENBEHTEE , XEBIMN B ZFERHEE, 60 , COUNT (1) 2 HEH
—{EEEA 8 B E,

« PERCENT(n)— ¥isE B DLW B ESITEIME |, EEBIA B ERERGEIE, flan , Bo Lt (25) 2iEE
25 B K 25%.

MRENEREATE , WIEE 50% , AWSFIS €M A, Hlan , REFH I8 H{E Amazon EC2
HTERGAEE  MEHEHIES 50% , AWSFIS € AAMEHRTEE, fEEEELR—RAE
R ED . Flin , MREA&INE Amazon EC2 TEREMEEFIEE 5% , AWS FIS FhEEIZEH,
TIEE,

MREEAMEENEREREEERZMEER , AWSFIS AIZRZEMERNE R,
EREGEAPEZRER  IREEENEERZBHNER , AIERTBI KA.

g6 B &
AT 2468 42,
#51

- EAEERRNEE VPC FHHTERE
- EREESHNER

g6 : 55E VPC FEREERBRNIITER

LR ATEE B B R IEE VPC F EFZERenv=prod#y Amazon EC2 #1T{ERE, ERUEXSIEE AWS
FIS B ZEER T — @B &,

"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
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"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
]
}

15
"selectionMode": "COUNT(1)"

gh  EREESBNIE

I RER B ER EFEERENRBEHN Amazon ECS £, EEUENEIEE AWS FIS FE#HEE
Hep—fEE &,

{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
},
"selectionMode": "COUNT(1)"
}
}
}

0 5 B iE 25
ST R4l ERE e,
51

- EC2 $1T1EE

g5l . EC2 #1T1ER
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ERAEER

ERAETE aw: ec2: HITEREREENVEIERSEENEESR , AWS FIS & H Amazon EC2
describe-instances fiw I & A &5 285 2K B B B &,

Zdescribe-instances@ iR [E JSON & , EHESEEMH R THWEEInstances, U TR0 @
4 HP S840, RASERERSELEHUR JSON BEEBPIEEBMRENEH,

"Reservations":

{

L

"Groups": [1],
"Instances": [

{

iy

"ImageId": "ami-©00111111111111111",
"InstanceIld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",
"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"
b
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],
"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",
"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",

5 ERERR
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1,
"OwnerId": "123456789012",
"ReservationId": "r-aaaaaabbbbbl111111"

iy

EEFHERMBRRIBETAEHPNETER , FIEET A RSN B
&AvailabilityZoneM A AERBMENBERE. H :

"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1la" ]

1,

HEERERMERENRE FHEBTHNITER  FEEFHEBNBMEERESubnet IdM T
ID g AE. film :

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]

1,

EEENERGEEHTERBKENIITER  FEEBMEENaneM T HP —EREEZBER
{& : pendingrunningshutting-down| terminated | stopping || stopped. #l#0 :

"filters": [
{
"path": "State.Name",
"values": [ "running" ]

1,

&) : Amazon RDS #5% (BREES)
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ERAEYE aw: RDS: #5ERENNEEIEEEHEIME , AWS FIS %117 Amazon RDS describe-
db-clusters @I E F &2 23 K53 5 B 12,

It drdescribe-db-clusters T &¢I EBEERNEEEFELELUTIABH JSON BHH, U TEHMBrE@
4 HPAsBa 40, RSERERSELEHR JSON HEEPIEEBMRENEH,

EREREEREABEENESIZBcERNERENEREESR | 7

"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",

"us-east-2c"

15
"BackupRetentionPeriod": 7,
"DatabaseName": "",

"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.2117",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAz": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

h

B EEEaurora-

postgresqlAEnginef{E , 20T SIEHIFTRo

"filters": [

{

1,

"path": "Engine",
"values": [ "aurora-postgresql" ]

H{I-

EEZEREERNRETRAESTENERENEREESR  FEEBUEBRENE  WT AR,

ghIEREeR
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"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

1,

AWSFIS V= LE R4

AWSHFEE AR (AWSFIS) IR FIFEZER  SLEEIEEH LLZ2HTER. AWSELLHEGR
—BEEERZEIEEES Amazon CloudWatch B RHNRER S ERNMEE , MREEHRHEBERE
L& , AWSFIS = ILEER, ZELIEBBCELNER.

EERVELGY  BrERRAEXIBRBENEBEMRE. BERERERARENUREARNHT
B, RIBERSEMIBERER, fli0, EE, CPUEBHBERRE, BUUFEABREREREL
CloudWatch 7~ , MRENWEAENIREED|EEZIHWENME , TARELER, MEFME
& , 5526 Amazon £ CloudWatch EErRFHIFEH Amazon CloudWatch BT,

BIRFEEIEEREARPIEENFLFRGBENEHE. MEFMER , F2H8 AWS BEZE AR
Y ECEE A PR &

1= L fRAFFES

BYBREARE  BKALLEBRIEESREUN CloudWatch BHRRIEE — B 2 EF L&k

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

T HIgE5I1E HEREBAREEF LR,

"stopConditions": [

{
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS HFEE A BRHS EREES

"source": "none"
}
}
}
H— T i

MEREIAZEI CloudWatch BRI ASFIHEHFIEZTERSTANBERE | F28H O EFTEE
E#1T CPU stress,

T AWS FIS X EZERER A A2z CloudWatch AIE&ERWFMAET , F2ETIRE :

- EAEEHITERE CloudWatch

+ Amazon ECS }§#% CloudWatch
 fEFESE Amazon RDS 542 CloudWatch
- ERFITHTRERR CloudWatch

EAK AWS FIS B8/ IAM A6

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , BEE ST IZFIE AWS &
ROFEER, ZEE64H AWSFIS , B4 AR IAM AR |, BUIRTF AWS FIS FTEER , LUE AWS
FIS AILMAREBHTER, BUUEERIBERBLAFECHERAR, HRE—IRFER K ERACH
IAM IR A BERTHR , THREXEEERELATIEEAEENER. YNSRFER K BERACLHK
BARTHFARACER , THEASREBEERFRT IAM AR, MEFHENR , F2E ZIRFERNE
BRo

BMRBRCERERAEAROERNEEZSMME, BUUEREPIEERSENER ARN SEZERH T
LR AE,

BT B RIRBAEA AWS FIS , ZFIREAWSSEENRE , £ NEEVERAGKIEEEL
FRAl, 8% , ZETNERY BN RBRBEE XA FERSLRAMERER,

B #%

- BEERF

- BE - EBVERAGUMMIAWSEBE

- EE 2 BEVERAGIHEARBIRMG

E—57# 111


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html

AWS HFE AR
LB R

HEIERB A, FFRLTEAWS CLINME X ENFERA

ERAEER

&% AWS CLI

BBl , FEAREWEE AWS CLI, 3RE AWS CLI B , R SR REEA AWS EAE R, &
EFRPHEMBRERAHERETTER "BiF, . &8, 4 --region BIEHIEESEGS, MNESH
MEA , F2RETENEH AWS CLI Fz&E AWS CL,

BMEERRERER

ERACXNEERAEAWSFIS RBREIZACHEIRER. BXEBANXFEER , fis-role-
trust-policy.jsondtH 8 T 7EEBREL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

BIREBFEH aws:SourceAccount fl aws:SourceArn 4 ERE|8  REBCAZEEREARN
ENRE, RIRFRERNAEE , /R ARN 2ERMN ARN, fli , BEZE T IRFERTIEE
TBHEEFEA,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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MERRERIRFACHWER (ERZIRFER)

HRZIEFER , BEE A Orchestrator IRFIREBZRFEACRNER., B LUER T FIEE 453t
FIBARBRBER XY , LERBEERFAR® .

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":[
"arn:aws:iam::target_account_id:role/role_name"
]
}

BIE1 . BEVERAGTHMZAWSE BER
B AWS FIS fE h —EAWS = & 18 ¢ = Bl Bk Bt .
By EER A G INZAWSE BE

1. HERENERTE AWSFIS BIENZERR, B8, EEEERRBCHARBERXXE, NEH
HEF , 5528 the section called “AWS SEEHE",

2. {EAT% create-role S EBIY AR |, TS EXEEREPEINEFERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. {#MA T Flattach-role-policydn 4 3 IAWS 2 B IR HY K HE

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

Hepfis-policy-arnR FHIEFA—IF :

+ arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
+ arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorSSMAccess
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AWS HFEE A BREE EREERE
EIE 2 BV ERA G HIEARBERNYT
WRRASEERRNDE  RESLREERFEOER  FEALRE,

= R B BRI R AR BRS¢

-_—

FEA TS create-role MY EY A6 , WHIBBEMSERGEFEINEERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. BIYBAMXFRR, fis-role-permissions-policy.jsond#i8#RER., BT AE
EHNED  F2RUTRE.

- EHBEABE — RTIRARLRK.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS B — & T FIBUERB A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"
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},
{

"Effect": "Allow",

"Action": [

"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"
}

}

+ Amazon EC2 EjfE — #£AWSFaultinjectionSimulatorEC2Access BRI 1A

+ Amazon ECS &£ — #£AWSFaultinjectionSimulatorECSAccess LR B 14 o

» Amazon EKS 178 — #®#AWSFaultinjectionSimulatorEKSAccessBUER B 1A

« #IEE — ®RAWSFaultinjectionSimulatorNetworkAccess R BIFI 4

+ Amazon RDS ## — #®#AWSFaultinjectionSimulatorRDSAccess R B

+ Systems Manager EjfE — #£AWSFaultinjectionSimulatorSSMAccess R BIFA &
3. R T Flput-role-policy@r = R FTIERE £ — BT BRPEHEREL,

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

BRI

ERZERERNTERE, KUNEERER I ERFLERRR, REERSEREHLMERE
Ho

LTREEERER L ERNEMBERNEE.

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

NMREEZVERERFAEECNEREE , AeEASERBENER
LT REERBERFRENERBENE L,
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{

"experimentOptions": {

"actionsMode": "run-all | skip-all"
}

}

MREHERBERBRIEEFTMERER , BFrun-all1 AERE.

B s

- REEMN

- BEEEHBTEERN
- BEER

W&k B E{

MREEZEAWS IRE , HhEEEGEERFENMNNER , BILEARE ENERIBERERZZIR
FER. ULl EEEERFAFERNIGAR[IECHTSIRFER. EHIBIIREHEE AWSFIS
ERERNER. BERF2ER AWS 1RF , HP I3 E 6T AWS FIS ERFENER., WFEFH
&, 28 ZIRFER AWS FIS,

BRLMERRFHEBERIELBERERNNVE. LAURKRFHEEEERHEMEE :

- BE—IRF — FERR. ERASHEHITE AWS FIS BEY AWS tRFHHEIR.
- ZIRF — BERTHHEZE AWS tRFFHEIR.

B Rk FERE

EEHTZIRFER  BX4EERZ—RZEEERFRE. BERBRESASERKEE
accountld, roleArn fiREA , HF I SERFEENER, EREAVEZIRFERENIRS ID XER
I]E_EI‘JO

ERREZIRFERERN  BERERSERE —EIEF
EttargetAccountConfigurationsCount , ZFBREERERNAE B ERFEENFTR.

LT 2 BRIk FERINEEE.
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accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

ELEVEERFHERR  BIREETYER
accountld

BERFRY 12 (L2 AWS 1RF RIS,

roleArn

—& IAM At | RE AWS FIS FFAIBAFE B RIRF R #ITENF.

description

BIEMER,
EERABBINMESEEIRERE , 52 /the section called “EHZIIRFER",
B HERTEE

HEXRERT AFERTRENER , BEE RERARFETERUL,

- KM — ARE. MRREHBNEENER , AEMEKRIEER , KEAfailed,

- skip — MRREHE EERTEMNER , UERGEEET , BSKBEMIEREREENEE,
LB EEFERAME A (5l ARN) EE 2 BEENEE, MEKXFIEAK —EBFERNE
2, AIEES AR | ARREA failed

BRI

BERAR—ERSY , EAULUERABRKEETC, SULEEBERNRES | Blskip-allE#
HERIABRERCHELBERERE, BERHEETRERITIIEE -

- BEREETERERUENVFINENER. RBLERSEHNERERTRERERTE ,
AERTEESHEMBER,. ERIEUK.

- B BEFEED EHRE,

- HRZRFER , KFEAESEERIRFEEEHRE AM A€,
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® Note
tskip-all1EX T AFEREBELRBEEHIT AWS FIS ERVNHEREREEEMN L EZRER,

BFERASBIEZTIIE :

« run-all- ( BER ) ERFSEH B EEREEITE,
- skip-all-BRSHIBYE BEERNFTERE.

ERE-SHBBENIERKERKREDFEREASY , F2RANERITELEERE,

5/ AWS FIS EEEi A

A LAER AWS FIS A G RIRUMNEREREL, BUEBRELR , BUUERCRANITE

T
¥
L)

REA

- BRERHEA

- REBELELEERE
- REAFHHRER

- ENEREAS

- ERERER

- MIBREER A

\

BAuBEREA
BIsAZ BT , AR TEY -

« B IAM B8 |, LURE AWS FIS FRIGHERR , LRREHTEIE, MEFEFHMENR , F2H EAR
AWS FIS BRI IAM A€,

s FEEEMLEALAFE AWS FIS, MEFMENR , 5528 AWS FIS [FRIZ 5,

ERRREA e
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EREFEEYERER

8.

N o g bk~ o Dbdh =

B AWS SRIEARFIEH A |, 81k A hitps://console.aws.amazon.com/fis/o
ESEERD , EE [EREL,

EEAEERER.

(EBEM) HREEIRF | FEEF [ZERF] URESIRFEREL,

¥ TIRFIEEL | BE T

TR, M TEEL P, WMASSHNERTERE,

R "B | BESEANBES. SHSEBE , BE THEDE TR THEE

- E TREL R, BABFENERE,

AFNFRLOREREF . EFH () IER (). BBSAUNFTEHE, TAEHAERK, TEILE
xh  SEBSESBEHELERE N,

- (BEM) ERBD , WABENRH, RELRAE 512 @BF .

- (BREM) BN THKRER.  FENEHELRNERNS —EBE  KBEXEEETBERBZ
BIER. BAl, BMFEEERMREFHT.

- &% TEMEEE, | EIEFE AWSFIS B,

- E TERL P, RELE TERL REPEENER. NREHAEELBFENER , AWS
FISBAKLEYHBEZR,

- HRBESH , BEEBENSH. RABHEAWSFIS BIEERAZ2HE , TR TLER.

- BERT

it TER,  EREBEHLBTHENERER, ELAEEEL—EER D X—EERE
BUAER, BF "RE, URBEL—ESRTHAREEMHN AWSFIS B , SURE "#EH
B, SHESEER , BT THEME:

- EEBYP K BABENEHRE.
RFNFLEBRERF . EFH (1) VER ). BBLAUNFRRE, TAEAZERK, HLEH
p  BEEREEHLARKE -,

- W [EREE] SERRFXENEREE,

« R Target 5% , FEAT FHIEH —THESE !
- EERER D, RRIZETHPEIR ID,

- BIE [(BRER]. [BhEER) M [B2E], ARTREETENEB MRS, MEFHMENA ,
B9 the section called “3% 5| B {ZE& R,

"
e
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AWS HRESE A BB EAEES

- B NEE, BX  FBRE TFHEL  HYEETEENCERIBEEHTEE , SEE "B
tby  $SHE BRI BEENIEER D LERITEE, KTER , BESEMEBCERBIN EZE LT,
° Egﬁﬁo

0. EEMALBUNEBEEENEE , BE "8E, THRIEE , BIE THE, , AREH Target,
B L st ZEEEE AR B E,

10. (EHRARSIRFER ) ¥R Target IRF/HE | ABEEBEERFHIEA® ARN FoEELR, &
EfFF CSVERLEBEIIRFA® ARN |, BiZE [LEFMEEEIRFNAR ARN] , REBIRE
[EIE CSV =]

1. A "TIRIEEE, |, BEE "FARAN IAM B€, | RBRBAKEBZREN LRFEH D IRZ
BEEIN IAM &6, NMRRERENSG  FEIRHEHEAVENEEIER, NMEFMEN , F
2/ the section called “BEB&A®",

12. (REBM) HRELEEG | FHEELEHIZE Amazon CloudWatch /R, WMEFMEN , EF2HE

AWSFIS Y12 L& 4

13. (BIFMH) eH¥5csk  BREBMEE, ZEABFEIXE S3 REFTR |, FEE "EEE Amazon
SIFFIR., K ARWARGFETREBNNER. MREMLHEBILZE CloudWatch FE#1E |
FEIRIE TEAE CloudWatch 508&#% M A SC8&BHAE,

14, (BEFMY) BRER  FiEE "FEER.  ARECEBRENEEE. SHENEESERZEW
ERSLE MAREASEAHTHER.

15. BIZAIRERER, HRERRETE , B AcreatediBIF TAIEEERER, .

EEMFH CLI B SHEKN

{# A create-experiment-template %,

&R LATE JSON ERFABREA,

/A --cli-input-json 2#,
aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

WMEFHMMER |, 5528 (AWS Command Line Interface EAER) BH < B4 CLI BE&HK >, 0
FEHAEAR | FSEAWSFIS BEREI 54,

W EREA

BRI R BB R E R A,

BIRERE AR 120
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html

AWS HFEE A BRHS EREES

EREH S RAERER

B AWS €REBARKIES A |, 1A hitps://console.aws.amazon.com/fis/o
EEEHKD , EEZE [EREL],

EERBERSEEANEN , FEN "ERELR D,

£ TFHEER ) BRP , B RKRERNERNE LR,
EERBEBRELANBE , FEE [BF.

CERBEREANEE , FEE "BE. .

EERBERIELANER , FEE [ER].

N o g~ w0 Ddhd =

HEMER CLI mREREA

£ 1B list-experiment-templates TEV S BREBARFE |, W Aget-experiment-template’s SIS B B4
EERERNEN.,

RERELAELBERE

ERmERz , EAUUERBERE  URFENEREREEECREACNANNER. BKrER
ATt N ERTRERERTNERTE , RAERESEEBER. ENNEEK. ECELXEER
By, S2RAREMAEFNESR.

® Note
EXBERBEF AN LRI EHEEHERRNBEN L ERER,

EREFERBERRE

1. BIRK AWS £REARMRIEFS |, 1A https://console.aws.amazon.com/fis/e

2. ESEERP , BE [ERSEL]L

3. EEMRERSANBEE, FHEE "BE.L .

4. EZERTVERGANEBEER , F2E "E4HE. . ELARTERN  HEEZEESEDENS
EERTHEE.

A CLIBEERE
HITTIRBERES. UEECHWERNRAEE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html

AWS HFEE A BRHS EREES

aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

feH AR ER
RUBREAS , CAUEALEARBER,

EXFRERK  RASEVETELANRRE  AEAZREATER. Rt , IREERETRHEN
FMERERER , BPEELEIFEHELEETHNER,

EXFRERK , AWSFIS EAREGEYRBERAR, NFFHAEN , F2H LARBEEACE
17 AWS $EERE ABRTS.

FMmERE A SUUERELER. NFFAEF

T
W

B EILEE,

&

ERAEHARBER

1. BARAWS SRIEARAIEEIE |, 1A hitps://console.aws.amazon.com/fis/o
2. EEEBEERKP  BE [ERELL
3. (REM) EEESHBLURBENEE

- #E THEL .
- EE TELHEE,
4. EBEERER A AREZFHRER.
5. (W& ) ERERPIMIER  FEE "TANFER, K ARGAEBENERE
6. IEIF Start experiment (FHREER), HRBERIETE , W AstartiEE "FHHRER.
f5FA CLI BAAEER

R TRIRER. KD,
EEREA

BULEHRAENEREL, ELENERALR ELEFEFSHEAMNEAREEINBTHER,
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https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html
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EREGH S ERERER

1. BB AWS £@EARFRIEF A , BB https://console.aws.amazon.com/fis/o
2. EEEERP  EE [ERELX.

3. EIMERSIAR , REBEE [BF]. EFMERELX],

4, BREEBUEAFHER , RRIBEE [ENERELX].

HEEM CLI EfNEREAL

{# A update-experiment-template %
EBRERENR

BULECHERERANERER , UEBEEGECT. SETUEBEAERAEREN IAM BEE
LA R B R AR 7 EL

EAEH AR EREAR

1. FRBAWS £REARFRIEF A , 85 https://console.aws.amazon.com/fis/o
2. EEEERP EE [EREL,

3. EEEREAR  RREE [(BF. [BEEERK]

4. BHEMEER A6 FEE [FEER]), AREEHIBNE,

EEBRER , FAREREE "BR. .
5. EERTE

EEFH CLI EXREREAK
Eﬁﬁﬁﬁﬁlﬁ Ap TJo
il B B2 B E A

NMRETBFEEREE |, ATLUEEMBR, MEREREAR  EACARBEENYITHERBIER
e, EREEET , EEITRIFL, B2, ERRNERSAELIRTZAN (ER) EETR
Ho

EAEE & MEREREEA

1. BB AWS £@EARRIEF A , BB https://console.aws.amazon.com/fis/o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://console.aws.amazon.com/fis/

AWS HFESE AR A% ER
2. ESEBERT , BIF (EREX],

3. EMERER , RREE [BF) > (MEREREE],

4. BERBENCETHELR @ Adeleted B EMBREREAA,

HEMEM CLI MBrEREAR

{# /A delete-experiment-template &%



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/delete-experiment-template.html

AWS R EEE A BB EREES

AWSFIS B Be &5 A<

WMRIEFEHR AWS FIS API i@ B TEZVEBEE A |, B LUTE JavaScript WH4ZEC7E (JSON) 2
BEAR, TENESEHERSATHNESENR , 20 O #@AXTH.

EEFAEP—BEHMISEARBIER  FEEMEZE JSON EXR (fltimy-template. json) , &FEE
NEEUA#BRAEBECHE , ARBITT ¥lcreate-experiment-template @i o

aws fis create-experiment-template --cli-input-json file://my-template.json

iR

- BIEEESREL EC2 HTEE

- FLIEEHEN EC2 #ITEE

- BITHEEEREMN AWS FIS SSM 3 #

- BITHEEERNBBLFMH

- FHREEZIAM AEFHEE EC2 #B1TEE LA API BiE
 Kubernetes & & H {1 B 1815 CPU

BIRENERRF L EC2 #1T{ERE

THEHEERIEE VPC FNEERRFILEEBREFFIENTHHN Amazon EC2 #TER. X
Mo EREFRABEM.

"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{

RIBEHEERE1E EC2 H1T{EEE 125
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"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]

},
{
"path": "State.Name",
"values": ["running"]
},
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}

1,

"selectionMode": "ALL"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

FILIEEHER EC2 #i1TEE

THgEfgFELERREEBRN=EHITER, AWSFIS EZMEMBELNRBENTHEE. SEW
P ERENREELEHITER,

FlLIEEHERN EC2 HTHER 126
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"tags": {
"Name": "StopEC2InstancesByCount"
},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {

env'": "prod"

iy
"selectionMode": "COUNT(3)"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

HITTE IR ER AWS FIS SSM X4

THEHlEERATELRERN AWS FIS SSM X #-#117 CPU B L | EIEEM EC2 #171ERE L3117 60
¥ CPU #EX A, AWSFIS AWSFIS SEIERm o iE,

"tags": {
"Name": "CPUStress"

AT KERER AWS FIS SSM X # 127
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},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
I

"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress"
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
I
"targets": {
"Instances": "myInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

HITREESZNEBLFM

THIEEHIEER AWS 248 H Systems Manager FTIZ M TERTES , BSBHAEME Amazon
SNS, AEBXEEERKBHNEMEISE SNS EEMER,

"description": "Publish event through SNS",
"stopConditions": [

BOTELAERNEBLFM
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{
"source": '"none"
}
1,
"targets": {
I

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",
"documentParameters": "{\'"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"maxDuration": "PTIM"
},
"targets": {
}

}I

"roleArn": "arn:aws:iam::111122223333:role/role-name"

FHBEE IAM B8 EC2 #1T(EE L/ API B)E
THEFER 100% HWRUREHEERETE IAM BEH EC2 #H/THEE LiIEE/M API B1E,

{
"tags": {
"Name": "ThrottleEC2APIActions"
I
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
I

"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",

FRAEE IAM BEFE EC2 HI1TEEE L&Y API BiE 129
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"description": "Throttle APIs for 5 minutes",
"parameters": {

"service": "ec2",

"operations": "DescribeInstances,DescribeVolumes",

"percentage": "100",
"duration": "PT2M"

},
"targets": {
"Roles": "myRole"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Kubernetes & 5 H #8 i #Y B 8|5 CPU

T 5 &5 451455 R SE A8 M8 ¥ Amazon EKS Kubernetes # £ #3@ R CPU # 1T stress B — 1 &,

{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
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"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":

{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

T 5 &G54 A A S ¥ Amazon EKS Kubernetes # & #8RRY CPU # 1T stress Bl — 988,

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

},
"actions": {
"MyAction": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",

"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog

\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\"PODS_AFFECTED_PERC\",
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\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck
\Il :\Ilfalse\ll}ll

I
"targets": {
"Cluster": "MyCluster"
}
}
},
"stopConditions": [{
"source": "none"
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/role-name",
"tags": {}
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ZIRF B AWS FIS

BBZIRFER  SUNEEESRNZE AWS IRFHERAERX LRENHTERRER R, SR
FEBZEBBIRFPERNHARIREHTSIRFER,

EEHTSRERRE | B4 S HEWRN B MIES BB AWS Health SRAMEIBA , HUIR4E
BIEF R EAENRA, FESESER , £ -

. ERRENPREMENER , ERESERSNERRN LHTERE RO KRR, AWSFIS
. ERAAEBEFTIREN AM ACKEESELRNEE  2HSEFERORE,

- EhEFEERFE® B AWS Management Console Fi&i& AWS FIS B AWS FIS FREAYIE
(=

o EERFFER AWS EEERFPIEITH APl I AWS FIS CloudTrail.

ZAEA T 15 BY R PR IR AT SR F B AR
£

- ZIRFERNEE

- ZIRFERI EREMLH

- ERZIRFER

ZIRFERNBE
U R51EFEROBEES .
G ECE

Orchestrator IRE X EHRIRS , O£ AWS FIS X AFREMNSTEEE  UREDHK, BHI850R
FHES AWS FIS BERERMNEE.

BRIRFE

BRIRF 2@ AWS tRF , HEFRTREZE AWS FIS ZIRFERNTE,

]
&b
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SEELIak R
EANEIRS B RIRFREFIIERERTREEBAER— B2 0 B RIRS. BERFEBEZSE

FERMENERERTTER. BAULUEBRERS ID. IAM AGNZEARNA , ABEEZ AWS IRF
EE—ERF.

Z ik F ERE STRRM

EESIRFERPEAFLES , ELAXRBEBIRFER. IAM AEREERI S IRFEREAE
EHEN. BUNEEVHERCHEZLLEN IAM B,

RE
- ZIRFERNER
- ZIRFERNEFLGE (AHE )

ZIRFERNER

ZIRFERER IAM AGEERTHT , L AWS FIS B EIRF PR ERRNEHE. BRSIRFE
B, AR LESHEBERFANIBEBRIRS FRE IAM B, ELX IAM AEEE B ZIRFNIHHRIKRS
2@, Uk iR RF R BN EEEE. AWSFIS

BEIREFN IAM A28 EREITEIFIENT , WEBHIEEERFREABREARET, &
KABRAR[KRFEY IAM A  YEERTEHERFAGWRESIENESTREEMN AWS FISHERR, 1Lt
IAM A H#EEBroleArnRE &K,

FERANTHRACGHELE K F2RACNENHS. £ IAMBEAEERS

ET5EHFF , BRBREEEESIRS AR , {faws:ebs:pause-volume-iot B EIRF B H
HITER,

1. EWRFE B, B EAHTHEMEFTN IAM B, NESEDEFRENER , F28the
section called “EIfE2E”, T 5 HIHE T B ZEIRFREHIT EBS EEMIKE 10 EfFthe section

called “aws:ebs:pause-volume-io” I #EBR .

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

]I

"Resource": "arn:aws:ec2:region:accountIdB:volume/*"

"Effect": "Allow",
"Action": [
"tag:GetResources"

1,

"Resource": "*"

2. TR, /ERF B FHTIBEMEBKR , SUEMEIRF A NEERR. RIFRF AN IAMAEERE
BRESR 3 PRAUZXEH.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:Externalld": "arn:aws:fis:region:accountIdA:experiment/*"
},
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"

#
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}

}

3. ERFE AR, B IAM AR, WEAGEBABFEALESE 2 PEERATEENAR, EEH
EZERFE , SAUREHRAEZERRRBEESEHE, TIHHMBERIKRS A RRIRS B A9#
R, MMREEHMBZIRS , MEHMAS ARN FBE LK. BEBFRIRFREE—EAG

ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam: :accountIdB:role/role_name"
]
}
]
}

4. #&RF A B9EME IAM B&roleArn REBREAH, THEHIETR IAM BEHAFENEERE | &

BERIRE AWS FIS HEBRUAMRERIRF A (BF82R1RF).

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
}
]
}

FFE
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BT ERAEEE—XHEZE IAM &6, EEMA CloudFormation StackSets , &4 EE AWS
MREPERENER StackSet R, EHE—F 7H , BB FH AWS CloudFormation StackSets,

ZiRkFERE LR (W )

FLEAR-—EXEREICERAERNRERFLERNES . ERZIKRFERREFLES &
AERBIRFER, SAAEESEBRIRFHRARA , X AERERE Orchestrator #kF A
LERER. A%, B LEA Metric Math 8RB TE B RIRFHNER. AR, SRS ER
AN A BRI = R4

FEE—STHRERFERR , F2HEPHBABEIREYEE. CloudWatch

R ZRFER

BALAER AWS FIS 2B AT TAENEEZIRFERER, BB BAERE ENERZIEE
EA"multi-account"YERMEERFEERSEZEZIRFER, BEUYZIRFEREARE B LEH
CRIHAITEER,

AP

- ZIRFERNBEME

- BEYZIRFEREAR

- EHBERFHERE

- MiBREERFHRE

Z iRk S BRIV REME
ST RERSIRSERIBEEE

- ERRESIRFERNEER  RABZERCEFMEEERFHFEA —BNERERHEEBEEZE, AWS
FIS BERIEHBRITEEEZERFHIES —BEBNER. BESERNTEMEEREPED —EEEE
R, BAEE L , BemptyTargetResolutionModesREBMNEBR K Hskip. BEKRKESEH
EEBiRE. MREBEMER ARN HEER , AISESESEAEENE —RERS,

- ERFERASHIGESREE—IZRAUTAREANERE , BEZIEEAZID, MAE AZ BH. AZ
ID REBRFA ARSI —B —BWENE, EET7HNMISKRIIREFFITHAEEN AZID , E2H
AWS ERE ] A& ID,
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BYZRFEREAN

ﬂlh

EBAR INAEIR AWS Management Console

S EVEREL,

EEMFH CLI B SHETKN

6.

¥TB AWS Command Line Interface

EAERFEMNERIZBERES "multi-account” ( flmy-template.json ) HIERTHRER
ZH) JSON XHEIREE BN EERA7 | REBIEITLL T create-experiment-template s

PN
T o

aws fis create-experiment-template --cli-input-json file://my-template.json

EREERTROERER, idERHDES , ELERERN ID.

#1T 8 create-target-account-configuration®s , # B BEIRFEREMBEERE AR, FHIdRESR 2
WAESENE , L4#BRBEENE--experiment-template-idfE , RAEHIT T HES, --
description REASH. SHHBEEBERFERUITE,

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

#{Tdnget-target-account-configuration$ SAREEN4S & B 2R FAHRERV SEAHE KL,

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

Fi8FE EERFHERER | B L#ETHlist-target-account-configurations & SR &EEF B EIRF
%HE?IE EIE—LO

aws fis list-target-account-configurations --experiment-template-id EXTxxxxxxXxXxXx

&t B LA 1T get-experiment-template i B 2R B R R O H B HAZRFHERE, ZERIGRE —FER
EFE |, targetAccountConfigurationsCountZEZRRERER LFTE B ERSEREN
.

EigmiE®  GULER "HEER, BESHTERES,
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aws fis start-experiment --experiment-template-id EXTxxxxxxxxx

EXTERIRFERE

MREBESFIRFVAE ARN 5RA |, AILEFRANBERIRFAR. EREHBRIRFERER
ELSFEFSREXMNEAZEENMTHER,

=EFEHAFEH B EIRF R AWS Management Console

BARKE AWS FIS #£A |, #81t A https://console.aws.amazon.com/fis/o
EEMBERD , BEEERENR

ENEREA , RARRE (B, [EFREREL],

BUERIRFRE , AREE [EMEREL]

R

£/ CLI B3 B Rk FERE

¥ 1T dnupdate-target-account-configuration®s by % , MEBCWERR AN EBVLEE. --
role-arnfl--descriptionBE 2 MEMN , MRFTIE , IFEEWN,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

i ER B Rk S AR

NMRETBFEBRIRFRTE , WU EMER, EEMEREFRIRFAREE  £AERAXBEEANHNITHE
REBITEXIFE, EREEET , EIEXTFL.

%= E 4 M Bk B 420K & 45 88 AWS Management Console
BRE AWS FIS 24 , #81t A https://console.aws.amazon.com/fis/.
EEBH®KP , BIE [EREE,

1

2.

3. EMERER , RREE (BMF]. [EH].

4. HE[BRRFER] T , SFHEEMER B RIRS B € ARN ZE [BER].
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#1178 delete-target-account-configuration® , MIE B2 WERR B #NFEBVEE,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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- EEHER2FERFH "ABL (Content) HMEH , B UAESERFEINERBARAHS
AR

- EHHESZZERN FAER RoIEBS , BRI MATEERFINFERA. EFED
EERSENBZEFENMEUNFMAES. TEANERLT , BEAVURBERES LE4E
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EIEEL

EEFEAEEENERG

1. FEUTERBMAWS FISE#E S, https://console.aws.amazon.com/fis/
2. EUREERY  BEARE,

. EERFBERFINMEREEN , FEINRAFUETRS EIER

4. EEFRARG  FENERSF , AR BEEARGIEBISER,

5. TR EERERREERETMRINIER,

a RERVINBLAEGEESZEBFIBEELANSHE ., —BELHRFETEHAEE (SIEHH
ESYREMBENEE)  BEeFALE., EEEALIGE , FEN 'FEIRSE, Kift. &
EXHRESH A AREN [(RF] ki,

b. REERERITERLBERLBEESE  EL2HSEBEAHFENEEF LREE R, ENER
AW [fREE] Kift, MEBEBRNER , ARENEEFLYN [RF] &

c. MIEEAHMEERBENHITAR, EAUALMEREVEEZRFACIRAETAC,

d. EMEREEIIREN AWS CloudWatch B~ , UER—RZEEEMELHRYE. £—FTH
AWSFIS BV Z ILFE 4, MREBRREEEIR , A LUZRRE A Amazon CloudWatch Alarps HFEYER
BHETIRE  BRENEREAL,

e. BMERLKZERMNER A CloudWatch FBA E Amazon HF=X Amazon S3 @#7FirE. #—
&7 AWSFIS B, IREHAREEENER , AITUERENERER.
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RPIFEXEPIIAWS FISEH)

ROBRXETEENRIIRAR/ETRNBER TEAER  MBERMHEEINLERERELEFLINXE
BYNLERR, SUUEAELRAAERNERRELER , b UEARESBIREREBRRES
CHER F2REARM).

RBEERRE AWS FIS ROIBXEFHNERRE, EBAILUER AWS FIS T2 EFHZENR
B,

WEFBES , FSREAES

AWS FIS % #&E T 5| Amazon EC2 £fl, ELRFIFEABRBHENITER. BUUEREHCHERIE
RARfIFEENERER, HP—ERFSER SSM X,

« EC2 stress : H{TEIEHE-ZRF L —=ZE EC2 HTERBRRATERBENIZE,

BRlEEP MM ERBNERAR., TEEBAT , RMASFELELES , I EBERBRBERER
REFRBEM  MEBRTH 5 D&,

« EC2 stress : HiBr-IRERUBEE ARG NY EC2 EFAEXNWEE,

EERBRGIF , ZFKHEETIESP SR INBEEBN EC2 HTHEE. EERBRAIH , BLLE
STHEBERERER , SHEEEEC2 MTEEBANUBEEREE N , AR5 S (EREE stress BIE
5 8E,

« EC2 stress : CPU-#£% CPU 80t EC2 ERAREAMNTE,

EERRGIF , R ETIESEF KNS EERN EC2 HTHEE. TERRFIH , BT
B ESEFERER |, Y BE EC2 #1TEEE AR CPU stress #iN& |, kAR AS@E CPU
stress B)E 5 7 &,

« EC2stress : iciBR-IRREGNICEREARY EC2 EAEXNEE,

EERRGIF , BB EETESP RIS EERN EC2 HTHEE. EEERAFIH , BLLE
STHEEMERERER , StHEE EC2 HITERE AW IEER stress TETIE A ECIEE stress , AR
AEEGCERBBRHEES 9E.

« EC2 stress : M8 IEE-RRMIEIEEE Y EC2 HERAEANTE.
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AWS FIS X # T % Amazon EKS R, ELRHIEEA Kubernetes ERAENZEREE EKS #iH
HEE, BrAUEAECHNEBRSERRMTIENTERER. NEEHEEFISHEKSHESZE
A, BF2E. £/ EKS BEEE

« EKS stress : Pod il Br-i% 18 il Bk — = Z @B @ 2Rk & EKS BEHENFE,
EERBRSI+ , ZMeSEEEHEEESHEEREXEBHEEBNEE, EEEBRT , &ZMK
HRIEFFE B Pod, EFEIMAMAEH Kubernetes #HREIRHI,

- EKS stress : CPU-#®ZE 1811 CPU ¥ EKS ERREANEE,
EERBRSI+ , ZMeSEEEHEEES P HEEREXNEBEEBNMEE, ELRGAFP , B8

ST EEERERER , $H B EKS MPATE AR CPU stress I8 N& |, kFEZ A& @ CPU stress
B1E 5 o iE,

« EKS stress : HBR-IRERRERE AR INY EKS EARXNEE,
EERBRSIF , ZMHeSEEEHEEESPHEEREXNEBEEBNMEE, ELRGAHP , B8

STEBEIFERERTE B Z EKS Wi L ii A HLRE stress 18 INE | KTEFRAEE CPU stress EE
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+ EKS stress : i iBEB-IREFE NI EREHARY EKS ERAEANWEE,
EEERAS  ZEMeSEEEHEEMESFEEAEXNEBHBEHNEE, TLHRAH b BB

Al EBMERHER R ATE B AR EKS M LIX ARRCIERE stress BNE , AR ASERLIER stress B
£ 5 i,

« EKS stress : #RIEE-REMINMRILEY EKS BEARENEE,
EEERAG PGS EEEHEEMESFEEAEXNEBHBEHNEE, THRAH b BB
STESFEREREARNTEEZ EKS f LM ANEKRIEEER N , KFERASEEEEE 5 D&,
AWS FIS XERMRESHEHMNZEGEREXNTIRG, EERMHUZEEREREBE,

« AZ Availability: Power Interruption-fE°] A [E1H (AZ) FIEATREHPEE RN EARER. E—F 7 #
AZ Availability: Power Interruption,
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- Cross-Region: Connectivity-H SR EREFHE A EEFENEAEIBRRE  LYEEEEFERE
B, #—F 7T #E M Cross-Region: Connectivity.

AZ Availability: Power Interruption

& 0] A2 A tEAZ Awvailability: Power InterruptionZR 5138 5| 2% 7] A (18] (AZ) T2 P BT ERH FEHEAR

WROITAREFAEHRLEOEAERREE—TE AZ SRPEHENERKEE, HPIEEDE
BiE% (Amazon EC2, EKS M ECS). AZ W REEFERIELE, FMKEEHE. RDS BiEkE,
ElastiCache A5 B EMNEE B EBS MiRE, KFER , KBKBHRTEEENBE,

B

TIHBEREELEE - AZ T2 EFRTENFFSHAMER, AZ JAY  SRTERETERPEE -
AZ ERTFETHREEERENRE. REBER , REASEA 30 7ENERPEER , REFEA 30
DEAVERE |, WREEEAERAE TR ENEMR.

=L E T ERE

EAZERTEHE , SRETREEPH EC2 HTERKREM. WESHRE , BEFSEFRRE. AZ
Availability: Power Interruption'@23% aw: ec2: stop-#1T{EEE , I EPEFEREAFILEZEE AZ F/Y
FIE#TEE. $ERBBR K FTERBESEHRS., FLH Amazon EKS BEM EC2 #ITEE
SEKEMKEN EKS BEEZIMBR, 1A Amazon ECS B2 EC2 #HTERSEIEZ LMK ECS
F%.

LEMESHEESZHE AZ PEITH EC2 #i1TEM. KHEER , CEHHEBUAEDRENE
®AzImpairmentPower B #{T{EEEStopInstances, EAI LS HERFMBIES G |, T U EER
BERPAECHEZEBERRIDER, KER , IRRTIEXNNES , Al BItE#E,
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£AZ ERTEHE  SEEMNTHEETE Auto Scaling BAEE/N EC2 HiITEESSHEA. KE
ER%  BOBEHREE. AZ Availability: Power Interruption@23& aw: ec? : {Z1E#1TEEE | o] 7 F K
BERERAELZIZEN AZ PHWFEHTER | 235H Auto S caling BEEMNHTER. FEREIR
%, BT EREEENRE.

LB HERE S HE AZ PEIITH EC2 ITEKR. KR TEHHERUETENE
AzImpairmentPower W H T IceAsg. BRI LASILEEAMBIBESH , b I EERERDH
BCWERSRRDER., KER  NRRTIERNES , BB EE,
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LENEEEHE "Auto Scaling, B4, AkK7EER , ©8IL TAuto Scaling, BENWEBEZEABEE  HEB
AAzImpairmentPower{EAIceAsg. BRI LA LLZRE R INE Auto Scaling #7 , HEEERERT
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LR BUEREES AWS FIS #11TAZ Availability: Power Interruption 251 BBy A B EF 7], 1tk BR Bl 2478 Ff A
ZERAE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": [

#
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"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

}

}

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"

#
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},
{

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

]

I
{

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [
"arn:aws:elasticache:*:*:replicationgroup:*"

]

I
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

I
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "arn:aws:ec2:*:*:instance/*"
I
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances"

1,

"Resource": "*"

},
{

#
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"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms:GrantIsForAWSResource": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiErroxr"

1,

"Resource": [

i n

1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

#
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]
}
}
1,
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
nakn
]
}
]
}
ESVIAES

TIHRBEERG, BAILAFEEL JSON , X EH AWS create-experiment-templateCommand Line

Interface (AWS CLI) (AWS CLI) FHar SV ERMEI AR, WFERIIRAHN M

HRFIERXE,
{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",
"resourceArns": [],
"selectionMode": "ALL"
},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
I
"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
I
"filters": [
{
"path": "Attachments.DeleteOnTermination",

# FIS £ &7
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"values": [

"false"
]
}
]
I
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"selectionMode": "ALL"
I
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

ESUIAES
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]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
I
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
},
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
I
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
},
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:redis-replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
I

"selectionMode": "ALL",
"parameters": {
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"availabilityZoneIdentifier": "us-east-1a"

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"Roles": "IAM-role"
}
I
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"Volumes": "EBS-Volumes"
I
"startAfter": [
"Stop-Instances"”,
"Stop-ASG-Instances"
]
},
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "EC2-Instances"
}

1,
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
"duration": "PT3QM",

ESUIAES
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"percentage": "100"

I
"targets": {
"AutoScalingGroups": "ASG"
}
I
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "ASG-EC2-Instances"
}
I

"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",

"scope": "all"
I
"targets": {
"Subnets": "Subnet"
}
I
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"
}
},
"Pause-ElastiCache": {
"actionId": "aws:elasticache:interrupt-cluster-az-power",
"parameters": {
"duration": "PT30QM"
I
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}

}I

"stopConditions": [
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{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
}

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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BH, IRfRR2E , ERREFKERECNBEHREBEELET. FIE K EEREMEEHELH
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EEHEERTERAEFEESBMEN EFH TR NE DynamoDB £ %k, #KEE , E8NUE®D
M EEDisruptDynamoDbREEFKEALLlowed, EFLUEHZEBRMBIREP , LA AEBERER
FHAECHWEBERINER. (AR NERTIERNLERE , AISKBLEE,

B 5
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Ak,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
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"Resource": "arn:aws:ec2:*:*:vpc/*"
I
{
"Sid": "RouteTableDisruptConnectivity2l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
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"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

#
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"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",

#
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ec2:DescribeVpcs",

"ec2:DescribeVpcPeeringConnections",

ec2:DescribeManagedPrefixLists",

"ec2:DescribeSubnets",

ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"

"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

#
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}
1,
{

"Sid": "RouteTableDisruptConnectivityl8",

"Effect": "Allow",

"Action": "ec2:DisassociateRouteTable",

"Resource": [

"arn:aws:ec2:*:*:subnet/*"

]

1,
{

"Sid": "RouteTableDisruptConnectivityl9",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
},
{

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

]

},
{

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

]

},
{
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"Sid": "TransitGatewayDisruptConnectivity2",

"Effect": "Allow",
"Action": [

"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",

"ec2:DescribeTransitGateways"

]I

"Resource": "*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {

"s3:DestinationRegion":

"Sid": "S3CrossRegion4",
"Effect": "Allow",
"Action": [

"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration"

"

#
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"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegionl",

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"

"Sid": "DdbCrossRegion2",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:DescribeGlobalTable"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

Iltruell

"arn:aws:dynamodb:*:*:global-table/*"

"Sid": "DdbCrossRegion3",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:GetKeyPolicy",
"kms :PutKeyPolicy"

1,

"Resource": "arn:aws:kms:*:*:key/*"

#
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eV AES

THARERRG. BALAFEFEL JSON , X EHA AWS create-experiment-templateCommand Line
Interface (AWS CLI) (AWS CLI) R s SV ERE AR, WERIIRANRSG , 55&ES FIS EEAH
HRHEXE,

"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"
},
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
.

"selectionMode": "ALL",
"parameters": {3}

},
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
.

"selectionMode": "ALL"

1,
"DynamoDB-Global-Table": {

"resourceType": "aws:dynamodb:encrypted-global-table",
"resourceTags": {

"DisruptDynamoDb": "Allowed"
1,

"selectionMode": "ALL"

.
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {

"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",

"parameters": {
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"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {

"TransitGateways": "Transit-Gateway"
}

1,
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
I
"targets": {

"Subnets": "Subnet"
}

I
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Buckets": "S3-Bucket"
}

I
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:encrypted-global-table-pause-
replication",
"parameters": {
"duration": "PT3H"

I
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
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mnn
’

"roleArn":
"logConfiguration": {
"logSchemaVersion": 2
1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication”

}
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TRIEE AWS RN ESR
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RE IEEEER,

T
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BRI BAER A TR AR EE R IRV B BR

- EAWSFIS AT RIBENER., WEFHREN , F2R pRENER,

- RIRERT BHEERN Amazon CloudWatch 1548 |, 4l AWS FIS FREEE, WMEFMENR |
E2l EREEE A CloudWatch,
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- MAERBFCHENTERETRHBEEAHERNFEEES. NFESZEA Cé%o

5
®
n
=

IR ER

BULBRATHIERNEE , BT UBRETR, FIERKMNER,
BfFL, TRMAMNERSE 120 XE&EBBRENIRF FBER,
FEEATRAREER

1. BARAWS SREARFIEFE | M1t 5 hitps://console.aws.amazon.com/fis/o
2. ESEERKRT , BEE [ER.

3. EREBERMERID LHHEFMEEEEE.

4. BITHEHAP-EHSE :

- BMEFHMEE , MEEBAKE,

- RIF [BF) ReIERUBSERDFNHEBES.

- 2 [BE] RoIERUBSERBRNHEBES.

- 1EE TRHE#, (Timeline) & , REDFENRBNEREERRBLER,

EEFH CLI MIEEER

ERARERGTENERSIR , WEM get-lab HTEINAREEERNER.

KBRS
HERADUER U TREEZ —

- R —BREESFREP,

- BB — EREERRRA,

« TR — EREERITH

- BEK — ERTPHAFRESBS KT,

- stop — ERREFILFEGRFERELER,

- BFLE — FILERTHAEEEETHEEENRAE,

- R — HRER  SINERTERFEENER , SHERAY.
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- EBUE — BEREDERBIEL.
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- BFLE — FILERTHAEEEETRFEENRE,

« fail — BMER A M FimiaaR (BIANERT B EET ERR) MKXHo

SRER

BULERBRERANERUAEMEERTH, SOUUSEUEEAERY IAM BEE , SRHHER
7 EN

ERRH A RCER
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2
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4

B AWS €REARFIEH A , Bt A hitps://console.aws.amazon.com/fis/o
HEEEERP , BE [ER]

ENER  AREE [BF). [EEER]

BENMEER K FEE "HEER, K AREBEEHBAE.

EEBRER  FRAREREE "BR. .

EEMFH CLI EXLER
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BULBEREFLHTHRNER, EEFLERK  AANMREREBBFNEXDERSEERFLS
HISER. SEEZRECFELNER.

EREFHEFLER

1. BIRK AWS £REARBIEFE |, 1A https://console.aws.amazon.com/fis/e
2. EEEERP , EE[ER.

3. EEER, AREEFLER.

4. TERPHETHRSP , EE [FLER.

EEMFH CLI FLLER
FRELIEREDS,

JIHEETER
A LVE R BRI XA REERD AL BHER,
7 40 A AR S ARATI0 B 1B

1. BB AWS £@EARFRIEF A , BB https://console.aws.amazon.com/fis/o
2. EEEBERP , EE[ERL.

3. EEER , AREE [®WEL

4. EERTHRECHNTNBEEER.

£/ CLI A BTN B R

# A list-experiment-resolved-targets &%
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ERHrERR

£/ AWS BB AR (FIS) , B LE AWS THEER LHTHEIAER, ELERETESER
EEBZLBTHW RS EEENEAR LSBT, BE , BT LK FIS Console EBRFFER —IXMET
ERERBTW I, RTHERRZH , FIS BEERM THHOHEREIIEE, FIS IRIEE EventBridge
HERRRRRES  WARREEMIRAI, EventBridge Scheduler 2 ERIRESHEERS , TEERE—PRIE
BEWREEY, BITREEIE.

/A Important

AWS GovCloud (E£BIERER) M AWS (EZBEIFEEP) FiRUBERIEESR. AWS Fault Injection
Service GovCloud

ES |

- FEER

- ZHEFIS B

- ERAFEAEMERE

- EMERKER

- ERESHEERARMERERINT

B 2R 2 H

HITABR AWS BETARKEERN IAM &€ | LIEE EventBridge #2883 58 , UK BSEHEE
HEREES B FIS B, B LSERFERIMMELA® | LUIZE EventBridgeBER233 1Y FIS BERMNF
B, THSERRBUMMBILFNAITAER , AR AFF EventBridge BB BRI E R,

A AWS CLI B HIfiEs8 At
EREHBESREN IAM B8 | TERRXREFLTHER,

1. BHET IR AE JSON RB , WiEHFMHEFAARM fis-execution-role.json., LLEFERAA
5T EventBridge HIESR R KR EREXABE,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

2. #& AWS Command Line Interface (AWS CLI) (AWS CLI) AU T @S LB H AR, B
fRFisSchedulerExecutionRole AL ER F LA BN ERE,

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

WMEMR , EHEBRUAT@Y -

"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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3. EEE A FF EventBridge HERZER W AERMNHIRAl , FER TS JSON M EARMFERES fis-
start-experiment-permissions.json. T%IBUK /AFF EventBridge Scheduler ZE& iR F H
WAFEBEREI A L fis:StartExperimentB{E, MREEK AR H AEFESHENR , 3
B ENARERAERENRMN ID, "arn:aws:fis:*:*:experiment-template/*"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. AT TS UL HWERER, B8 FisSchedulerPolicy BB FAINETRE,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

WRAY , REFITENWE. FEZBE ARN, ZET —ESBRPEAL ARN 48R Ik nE
EMN#TAE,

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": O,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"

}
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5. 1T TH s , SRAMNEEZHNEITAR, Bfyour-policy-arnAZEL—ELBHEI
FREIB ARN, FisSchedulerExecutionRoleA#ITHABHNEZBEUL.

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

fEattach-role-policy¥F&HEMmSY LERE,

6. B LR HIHIRRBENTER B EEBEN AWS FIS BB, i1 , L TBEEFHRE AWS
FIS BEREIAM fis:StartExperimenti 7l , (ERFIHESBEHNTECELNEER,
Purpose=Schedule

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

ZHE FIS B
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&R,
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aws 252 Services ‘ Q Search [Option+S] 2] aN (©) Select a Region ¥

& S3 & Amazon EventBridge @ AWSFIS & CloudFormation @ CloudWatch 1AM @ Ec2 8 Aaws Organizations &% Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ‘ ’ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

’ YYYY/MM/DD | [ hh:mm ‘ ’ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window

If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable
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CloudWatch EFHEEME R

£/ CloudWatch FFHEEREHEIRFERFERERNTRE, AWSFIS £HEEHERAWS
RIGELRE, SR EE R, ERNWAERIREHERBEHE R, NEFMAEN B30 ERE
f£ A CloudWatch,

BB A LUEIBE Y E R B E Hi2 7Y CloudWatch B3R , B AWS FIS EERE M = 1HFH,
BERERE  BEREL, NEFHEN , F2E FL6EF. WEBBEEIL CloudWatch BRHYFE4H
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Hi% Amazon SNS FREHWA Lambda BIEl, MTFEFMEN , 552 E EE15E5F H EventBridge,

CloudTrail B

FIAWS CloudTrail A#EEXVE 8 AWS FIS AP FEMYHIEFMEES | WiSeRER BFEERE
Amazon S3 H, CloudTrail BEEiRHHBETHTERCERNVRE APl EITH RN, &AL
FAIELE CloudTrail A0 8% 3R BT B 3T WRLEMP AL, 2R IP (uutFPOUSRIR, BITSFEMAS., BITEHE
MEEEE,

AWSHealth & &R
AWS Health BB EEBEERE RUEURAWSRENREHW T AY, BEXRMHBERE , AWSFIS®
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automation-executionMlaws:fis:wait , BT ERHEHN, EHEARERNACHESKS
T TEEENER) T, EEH#E—F T AWS Health R , 5528 AWS Health A& ER S
B AWS Health &&R K.
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BE iR
ResourceCount TBHIRFHREEHITHREERES, ERHEHE
BEMBEBNHEEESR,

LT #ERRE{LAWS FIS BMHRITAERE,

HE iR
Service TEZERN AWS RN EZTE, HAWSH FIS

REER , LEENERFIS,

Type EEHRENEEER, Bal , AWSFIS AEEE
R ME— B W{E AResource,

Resource EEHTHERER, AIsER{EEXperimen
tTemplates EARBREARFE
ActiveExperiments AFER.

Class I HEE R B4 future EH,

£ AWS Amazon E5#2% FIS E5 EventBridge

EERMEREBLE , AWSFIS 2B, ELBATEIB Amazon EventBridge ( BB ASE
B ) £/ CloudWatch EHRt, AWSFIS EURAMNE HAERRHELEH, FEELULFEIR
EventBridge H975 R EiAF,

£/ EventBridge , Al LA ARG IZNERETEMELA RS 4, Bl , BEILAERE AT SNS
FENHABREEZEFHFEAN , RWA Lambda B EFREVE LB/,

WMEFHMME EventBridge , 5528 Amazon EventBridge 1 fi % 57 EventBridge # #) B 1A 58 F
Amazon,

T RERREEREHHE

{

"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",

EZ1R 25 A EventBridge 182


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html

AWS HFEE A BRHS

ERAEER

"detail-type": "FIS Experiment State Change",

"source": "aws.fis",

"account": "123456789012",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [
"arn:aws:fis:region:account_id:experiment/experiment-id"

1,
"detail": {
"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",
"new-state": {
"status": "new_value",
"reason": "reason_string"
},
"old-state": {
"status": "old_value",
"reason": "reason_string"
}
}

experiment-id

REERE 2 ERH 1D,

experiment-template-id

BEREANERERN 1D,

new_value

BEROFMRE, TEENT :
« completed

« failed

« initiating

* running

* stopped

+ stopping

old_value

BEERR ek, WREEMT

EZ1R 25865 EventBridge
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* initiating
* pending
* running

+ stopping

AWSFIS W EERsC 8%
oA ERERBAFCERBEESHERETHNFMER,

RrgRBHESECHKEFELEERNERAQAKNNERCHENER., UFEFHER ,
Amazon CloudWatch & (ENEFE. AFE. NEHFET) # Amazon S3 EfE,

7

T
W
&

EAERRE AWS FIS R | TRESEHESEAZ AR ENTECEAE N, MEFMEA ,
Amazon CloudWatch B ERAEREFEHANUTARR :

T
¥
&

« EIXZE 508 CloudWatch &RV EC 8%
« {Ei%%| Amazon S3 WY Bt

OB

DTREERAFZHEANER. BaNEEBERIRAS 2, WHMEdetailsIRARELog_types
Wi Elresolved_targets;RAKEtarget_type., MEFMEN , 552 B the section called “52
SRECERER B,

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",

BEERLHE 184


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

R A {5t
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- Etarget_typeFE , H#Zresolved_targetsFE#t ARN JIREFAEH R
o resolved_targets¥IHMERMUBURARMWEtarget_type , ERBENEREE,

o #Fi®account_idMWfIMaction-errorftarget-resolution-detailE#EH,
MRS 1 REDIEMRA,

FUSRIEREE
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RCE% H AVt
AWSFIS X BT S MXE T 5B M -

« Amazon S3 fE1FETEE
« Amazon CloudWatch HE$ B 64

S3 ARRA

REEERETIIME,

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

CHEETEEEH I ESSEXERMFIE.

CloudWatch 52 #1814

HABARBAH Jaws/Tis/ HAHAABHRBHHY

EESETE — o EH R R EXE B &EA,

Hak > Huk o R |

LT R EFEMORENN EC2 11T 1888 L1 1Taws: ec2:reboot-instances B () B 5 &l B 55572 8%
EfaE =3

- BERHS

* target-resolution-start

* target-resolution-detail

 target-resolution-end
- B
- BFEER
- B)FEER

BEBA%
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LT REHNEHIECexperiment-startf,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
UTREHMNEHIZEtarget-resolution-starték,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
LT REHMEHISECtarget-resolution-details., MR BEEMTKE , Lkt eaa
€error_informationt#{i,
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z2",
"target_name": "EC2InstancesToReboot",
SO %50 8% E ) 187
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"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MEEERTAY , BEtbEBEerror_information#{z, MR Ktotal_pagesH 1, BIEfER
1 EEEEEBR —ZRENKIRE, EEHMtarget-resolution-endid &I SRR ST E

;1=T= o

LA 2 EC2 BifEtarget-resolution-endE##Y & fiFE %o

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1

LA 2 EKS BifE2 target-resolution-endE## € HI5C 8%,

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
SOeRECEREI
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"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
E{ER A

LT REEHMESIEEaction-starték. MREEREXRIETEIENSE | BIEHEEESS

Eparametersi@fi,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}
EifFEEER

LT REHESIRdaction-errortk,. REEBEARBEISEELES, SEHEEBELXKNEE
R 5 & [tk B 1,
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached
to an instance type based on the Nitro system. VolumeId(s):

}

BERER
LT REHMEHIEaction-endk,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}
BRER

LT REHNEHIEexperiment -endio

[vol-1234567890abcdef@]:"

SO Sk Ok S5

190



AWS HFEE A BRHS EREES

"id": "EXPhjAXCGY78HV2a4A",

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:5772",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:577",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

RR A B RRAC i%
BERTEARRAGRSG. TENERNERA , CLAEMA B RZENER T RERERA

BER, ERF-RITRER/EALNAREREN BB ETRENERK  RASEEERURE
EN BN HREE  EFEAN 15 BRIKRE.

15 25 & BUH B R &

1. FRBAWSEREARFKEHA |, #3115 hitps://console.aws.amazon.com/fis/,

2. EEEERKP  EE [ERELX,

3. EmMEREAR A RRBEE (BF. [EFNEREL],

4. HREHE K REEMNMERE, EESAFEEE S3 RETFE , HEE "% E Amazon S3 #

FE, K AREBAARETEZIBNERE. NREICHEEEAE CloudWatch SL&E | FHiEE
MEXE CloudWatch FC8&4E | i A C8&EH4H,

5. BREEMERER.

EEMABERGKE , FEM AWS CLI

{ A $§update-experiment-template s 3 38 E iC & AH RE
FRERKCE

MRETEBEEERN B , AITTUZAER A FHE,

HEEAEFREFERERIHE

1. BIRRAWSERmEFARFGES A , #itA https://console.aws.amazon.com/fis/o

BRARRLE o


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/

AWS #FESE AT (&SR
2. EBEEKRP , BE [ERELX],

EMEREAR  RRIEE (BF. (ERERELX],

HAB , FEREXZE Amazon S3 FFEE Y &iXZ| CloudWatch B,

BIEENEREMNR,

o bk~ ©

HRFRERCH , FFEM AWS CLI

= == oo

{# A dnupdate-experiment-template s I 15 T 28 H 50 8% 4H &8,

£/ AWS CloudTrail 528 API LY

AWSHFEE A BRTE (AWSFIS) ERRFEEESAWS CloudTrail , A1 FIS hfEAE. ABSHREATERE
BB VESCEEAAWSAWSHR ¥, CloudTrail #2HX AWS FIS BFTE API RFIUf A=, FEER R SIE
KRB FIS £ AMWFAWSIA FIS APl EE£MENXFFW, AWSHEBEIEN , BRI AEE
R {F CloudTrail 24 %] Amazon S3 f&ZErEE , B+E AWS FIS WEH, MRERREEM | BMHAT
DAVE [BHERRHE] P8R CloudTrail AP RIENEH. FRWENER CloudTrail , 7 S
B AWS FIS RHEMER, BHERM IP ik, RHERNAE, REERNEFEUREMFFRE
Fo

EEE—5 T # CloudTrail , 552 EAWS CloudTrail & 58,

£ CloudTrail

CloudTrail #EERIZIRFAWS IRFER A, EEEE AWSFIS RE4LER | EBHEHRSHEL K
P HEMAWSHERF CloudTrail E# —EREHESHF. B, RSN TH AWS 1kRF HEHMSE
o MFFHMER , F2RREEEE CloudTrail LK B4,

B EFEREEAWS IRFNEH (23 AWS FIS WEH) , FBEMIEHRE, BMET CloudTrail #4 B #4E
R{E Amazon S3 7R, RIFFER , ERETRABURRE  RRSERIIME AWS B,
ZEREHHERE AWS D EIEFARBENEHS , X% BFERIMNEEIEERN Amazon S3 f1F
RrRE, A | BT LIREHMAWSERH , LUE— 2 54T CloudTrail Fe &k - ISR B4 & KL HREVAT
B, MEFEER , F2RTIAS .

. BEBHAWSHRE 2B
 CloudTrail ZENRBEES

« EXER Amazon SNS E#I CloudTrail
- RS EEFIZEW CloudTrail 5t 8% 3 # 2 ER 5 U CloudTrail 52&1E

f# /A AWS CloudTrail 524% API FEAY 192


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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FTAWSE FIS B9 HEE4EE , CloudTrail MR EEEAWSEERE A RS APl 2, WAKEEERL
HITHEREE , FRBEEZERZBEN APl 2, HliN , tFEHE Amazon EC2 #i1TEEE &
BITHENE |, 5520 Amazon EC2 APl 2Z& %,

B-SSEMHARAEHNSTSELEFBRENETA. FoEATHEEHE TFIEHE !

%:ﬁﬁﬁﬁjﬁﬁﬁ%'%%hﬂjo
B, REERTREAGEBE S ERENTREZEREE.
.:?EEIj:—IE AWS BRIEHR H .

ﬁﬁ&t
%

illl
i
% 3
il A
%

MEFHMER , 5528 CloudTrail FRES D TE,
BEfE AWS FIS EC#%1518 H

EBR—EEE , TESHUBAFENEXEEREIEEN Amazon S3 f#7ET#. CloudTrail FE8#&iE
BE—HEERHEER. SARKRAEARENE-FR , SEE@EFRNEAE , BEN BHNE
B, FRBBEFFELR. CloudTrail BEXHFRLH API SBRANEFHERZRE , RtEMAgUEM
BEIEFETR.

LUR 2P AWS FIS StopExperiment B)YERY &I CloudTrail i28%EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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AWS #BEE A BR#E ERERER
}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

BEfR AWS FIS SC82#E1E R
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AT 2 API B4R %54 CloudTrail 52888 , AWSFIS #EAEE (21F aws:ssm:send-command
AWS FIS BEY — &) WA, userIdentitynERMTEABREACESHERERFEERL
HEER. REAGHNBEBEE T EPuserName, BN BITS, EXP21NT17WZA6dnugz, HIE
fEprincipalIdfEABREAEH ARN I —EB%.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",

"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:1972",
"mfaAuthenticated": "false"

}

},

"invokedBy": "fis.amazonaws.com"
},
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
b
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la@6b50ee6",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—XR , SEACHEHRASESR
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£/ SSL/TLS 8 AWS ERETEHA. RMFE TLS 1.2 WERMEA TLS 1.3,
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TERNBBRE  F2H <<|A|v| EREER) PRERBEEFEZE (ABAC),

EERBUG D EBAERNRANES , UARBEZEFNERRHNEERNEN , F2H. €0 . EF4
BRREREREH

B AWS FIS FEHBRRFEAER

X 5B B B R R =3

ECEARREBREEE , ££ AWS ¥ TRER. MEHMER , SFEWLE AWS R HLERFE
ABRIEERAWS RIS £/ , F2HE IAM EREERETH IAM,

MREFEART FAEZBNBBUANEMAEEA , AISRIEE AWS Management Console £ F B
e, fla , B AWS EHATRIMNE—&A (SSO) EEENE , ZEFEEHEVERRE., &
"‘M@Fﬁ%% FERATEES  RARYBRACE  CSHBERIREER. ﬂﬂ%tﬂ?ﬁﬂ@lﬂ’]nﬁﬂiﬁnﬂ i
28 (IAM FAEER) PNYREAE (EEA).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER., A% BrLUEREERREAERRE
EHAWS, AWS EERCBHEELRRBEAER , MIECARAENER. WEFAEA  F2E AV
P E M Z 2 RE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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FIS #9 AWS B HR 753 R

X EEFFITERE (FAS) =3

EEEA IAM ERERARETRRTEER AWS , CEERATR., FRELREE , BREEHT
REEE , EMETBRBPRE S —EEE. FAS SE£ATRITIUAER AWS B , YEESER
AWS BR#% [ TiFRRBEEER, AEERBBRIIFTEREE AWS i B REB S sETHIFERE ,
FEHE FAS FBR, BEUBERT , ELEERYTEMEBFNFFAT. WFRE FAS BREHBUREF
WMER , F2H (ERENMITFER .

AWS FIS RIS A &

XERBAE =3

R AE2RBEEN IAM &6 , aIREHTEE, IAM EEETLE IAM REI, 15 M BRIRTS
AR, MEEZEN , F2H IAM EAEREEHRNEI/EUEIREFITHE AWS ki,

FIS By AWS [RIERZ AR

X EBRBEFAG =

BHELEACRERE. AWS BRBREAUBEAREHTHENAC, REEFACSRETREEN
F, AWS 1RF BEBREBRBEFE. IAM EESRUMRE , BEFERERKEFAGNFTT,

MEERMEILREIE AWS FIS RIS ERZARNGEMEE
7E A BR%

AWS BB 5F A PR IS BUER €5 451

AR, FRENACKBEREILRIEHN AWS FIS ERMNER. Mt LR AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API X#{TT ¥, EERTFERAEHH
FIEERATEMENGT , IAM BEEWEEN IAM BR, A%, EEETLE IAM BRFEEA
& FAEERRIELAE,

=2 T NI RIELEH JSON BRXHEL IAM B2 RBER |, F20 (AM EREERE) FHE
i 1AM B3E,

A, F2E. EARBEEAGEIT AWS #H:R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS HFEE AR

ERAEER

WMFT AWS FIS EZWBIMENERERNFMET 2 FEEEREEN ARN & |
B2EPHNAWS SHEREARBEVEE, EFRMEFREIHE,

B &

- BRREE

o Fifl : fEFH AWS FIS =&

- E6) : BIHATA AWS B FIS B)fE

- 510l AR EREEVERER

- Eifl : FARER

- il ERERREFNERER

- 6l MBREAREERNERELR

- 56l . AFERAEREBEMMHBECHET
. il . SRR ec2:InjectApiError
. &l - A& aws:s3:bucket-pause-replication

3

SERBER

- 51| . EREGHITERN AR aws:dynamodb:encrypted-global-table-pause-replication

HRREER

RLED#EB AWS AERNFRASRERAREBTUAEENRFFEY, FEEMER FIS EiR. EL5
ERREEREN AWS IRFELER., ESBVSREBS D EBXE , FERETIERRERSR

- FRRER AWS XERALERREERER — EEZRAREAEAENTERENVER , FEAT
REFZSERERARGIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEHA , F26H IAM ERHEE

PR AWS ZERRSEBBAENAWS ZEBXK.

- ERREFFAIRT - 5RE IAM BERNFAR  FERTHTEXRMENER. KERLEN , &
UESEREFRG T TUEREERKINEE K SELBARKKRRITT. WFEER IAM ERAFFT

MEZHEER , F2H IAM EREERETH IAM FHBERAFF A,

o [ IAM BER R REE— SREFEE - S LUSGEE IS ZEER | RS EEMERNZES
Flan | WA LABRBEBERGYG , EESBMER SSL EIEFIEHER, &0 LA R R4 R IR EEE RIS B
ENFEIE (NEBESE) FAELEE AWS IRF |, #lan AWS CloudFormation, MIFEEZEN , &

28 1AM FREREESPH IAM JSON BETE : .

« £/ IAM Access Analyzer B& 7 IAM BUR |, FE{RFF Al R £ B 7] IE E1E1E - IAM Access Analyzer 5

HMBERMBEBBR |, ARELBERER IAM BUERFES (JSON) M IAM HEEH,

IAM Access

BUREH
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer £t 100 ZTHBERRERETTNER  THBLEREEZLEERANEE, NIFEZE

F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- EEZRESMER (MFA) — IREHRHFE IAM EHERBFEHE AWS tRF |, BRI MFA
DEBSBENANZEMN., BEEEMWM AP EXKFER MFA | 351 MFA REGFIEZENBEE, NMEE
ZEA , FSB AM FRHERERPHEERE MFA REN API ZEL

WE IAM AREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

il - 5 AWSFIS 24

HEFH T AWS SBREARK, E2E , ELEARERD —EER. ELEERLARFTEAWS IRF
FIHIC AR, AWS MIRERBV T BEALEFTERENS S HEEK , AEREARBENER (£
EHAG)ME , TEAMEEZNAEEE.

IETFEEREH AWS CLI 5L AWS API TR ERE RFFRETEAER, Rz , RFAFFR
HEMMERNITZ API RIENBERAT

THEHIRAREFER FIS A5 HRBEFT AWS B FIAWS S BERNER , BEFRAFEL. B
HMERELER,. CERTFREECTUEERIEARIEE A AWS B FIS BMEFERAN T HERNE
PR o

"Version": "2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,
"Resource": "*"
},
{

"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribeInstances",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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rds:DescribeDBClusters",
"ecs:DescribeClusters",
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,
"Resource": "*"
},
{
"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

Pl FIHTTA AWS B FIS BifE
THIRBIRESIH A A AWS FIS BEH R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}

g AREBEEVERER
THBERR TR BIFEREANERaws: ec2: stop-instances.,

PR E 45 213



AWS HFEE A BRHS EREES

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
1,
"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [

"iam:PassRole"

iF
"Resource": [
"arn:aws:iam: :account-id:role/role-name"

g5 : RmRER

THERRRTFEREE IAM SENERANFHRERNER, ©thasF AWS FIS RREREFEMRK
BiEAR, NEFEET , F28 £RARBEEABET AWS SERF AR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
1,

"Resource": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
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"arn:aws:fis:*:*:experiment/*"

]
},
{
"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

g6l - EREBRZHEIREA

TIRERTFREFRBNEREARMTERNERPurpose=Test, EFRTRIZRERERIER
FEARBEEEBRNERETERNER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

Y - MBREERSEEBNERE AR
LT RERFRBREEEENERERNERPurpose=Test,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}

g6l RFFERERGRAMBE ST

WEH G REBMMEIBE , AFF IAM FRERFEZIMBAEAESINABREZIERER, LEL
AEETES EFUBRREKRTANMER AWS CLI 5 AWS API SR BNERYHERR .

il

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

5 FRAKREE ec2:InjectApiErrox

THEHHIRAERAec2: FisTargetArnsRH RS KR E B EERNEE, LEREAFF AWS
FIS BifFaws:ec2:api-insufficient-instance-capacity-errorflaws:ec2:asg-
insufficient-instance-capacity-error,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"
]
}
}
I
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
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"aws:ec2:asg-insufficient-instance-capacity-error"

1,

"ec2:FisTargetArns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
},
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

&5 FERREE aws:s3:bucket-pause-replication

THIE6| RS EHAS3: IsReplicationPauseRequestif BRI ER A
#F , PutReplicationConfigurationHGetReplicationConfigurationf#1E AWS FIS BjE
IRIBEHH FI AWS S #1725, aws:s3:bucket-pause-replication

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"S3:PauseReplication"
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
I
{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”
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iF
"Resource": "arn:aws:s3:::mybucket",
"Condition": {

"BoolIfExists": {

"s3:IsReplicationPauseRequest": "true"
}
}
I
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}

g - EREEHITERNAR aws :dynamodb:encrypted-global-table-
pause-replication

T5EEHIRBTRT AWS FIS XEMNEPR , UMEEAE —EtFaws :dynamodb:encrypted-global-
table-pause-replication#{TER.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DynamoDB",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:DescribeGlobalTable"

1,

"Resource": [
"arn:aws:dynamodb:us-east-2:123456789012:table/MyEncryptedGlobalTable"
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iF
"Condition": {
"StringEquals": {

"aws:ResourceTag/fis-enabled": "true"
}
}
},
{
"Sid": "Tagging",
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": [
"
]
},
{
"Sid": "KMS",

"Effect": "Allow",

"Action": [
"kms:PutKeyPolicy",
"kms:DescribeKey",
"kms:GetKeyPolicy"

1,
"Resource": "arn:aws:kms:us-east-2:123456789012:key/

MyGlobalTableEncryptionKey"
1,

"Condition": {
"StringEquals": {
"aws:ResourceTag/fis-enabled": "true"

}

(® Note

AWS FIS Fkms:PutKeyPolicyRiEZ¥ DynamoDB MZH ; HEFZE AWS KMS €
WNTFH , EEFLER, BMEBLAREIBDHTHEBENERSTFERALAS ; B,
BERLEEMR. MBRACEBIRM FIS #MR, kms:PutKeyPolicyBRTR®% , £E

BERNFHEEERRIAC, £ IAM TEAFIEE IAM AGWNER , AR BIEZEMER. M
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BRAG#%E K BEZE AWSKMS £## 4 , £ B4 DynamoDB kH S K ARFRBERK AWS

KMS &8, 38 AWS KMS £RFAIRFEEHNIHLE, BTEZBEE AWS FIS BRR (fI
SNFIS_DDB_PAUSE_REPLICATION-EXP123456789012345_DO_NOT_MODIFY),

FIS Blaws :dynamodb:encrypted-global-table-pause-replicationfEE&t AR REEE
DynamoDB £ &R R FERN KMS SR EREFTIE T FIER -

"Sid": "DO_NOT_MODIFY_FIS_DDB_PAUSE_REPLICATION-EXP123456789012345",
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:r0le/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1))
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:dynamodb:tableName": [
"transactions-global-table",
"inventory-global-table"

ELEREMMEIRE AWS KMS 2R RAIXHNER. ERFEAIBKRRKN EBER DynamoDB
REEELCHER  UEEARESIBPIIENREZEETER , URRFPEEE

¥, kms:EncryptionContext:aws:dynamodb:tableNamefE LiR&iHis , &£
A:transaction-global-table, HJ DynamoDB £iBiERKREFIL#EE, inventory-global-
table
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£ A RIS ERE A B ET AWS $HERE AR

AWS #FE5E A BRISE A AWS Identity and Access Management (IAM) BRI ER A, RIGEZEE
EEEEEZZE AWSFIS it — IAM AEER, REELACH AWSFIS BAESR , YT ERBERE
Y H At AWS BRI PTE R PR ERERR

REEELAEBAREEAWSFISEEERS , RAET X FHHMEXENEREREEERMERNE
BFiEE, AWSFISEEEHERBKEEZACHER , BRIEZEEE , FEIRE AWSFIS AJUUEEHA
B, EENHFTETRBETBERMFUTEE , BERFUTBRELRMEEM IAM E88,

BRTYBRBEZAGRZN K LEXAEE AM A , URTFEAEEERERTIEEABENERNE
R, MEFMEF , 528 EAR AWS FIS ERH IAM BE,

ERAASMBERN TR S EMRESELA S, ERTURESAWS @ FIS BF , BAEME
RN BRIFEE R RER,

FIS By AWS IR EFEAEER
AWS FIS & BH R ER A BAWSServiceRoleForFISREIE B EEIR N EFIEE,

BRAWSServiceRoleForFISHEfE AREEE T I RBREXAE

« fis.amazonaws.com

AWSServiceRoleForF ISR ¥:8 # £ & F B B3 AmazonF| ServiceRolePolicy S, It R8I T3
AWS FIS EEBRNEZENEREE, WFFHMENR , F2BAWS Z2EHXSZE ServiceRolePolicy
F# AmazonFIS,

BABRRERT , IAM BE (WNFERE, BESAR) T UEN., RESMBRBREEEAR, EERID
BT AWSServiceRoleForFISIRSEE A ® , B8 AWS FIS B FEAN IAM B9 S BEEXENHT,
EERFLENT B TIHBEEEE IAM B5,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
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"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"

}

WEFMES , F2HE AM EREERPHEREEEA G,

E FISH AWS RIS EE AR

BREEFHEY —BARBELEA R, EEE AWS Management Console, B AWS API B AWS
FIS E5:FF AWS CLI, AWSFIS EABEIRBEEAE,

HEMBRLRBEEAE  CRFEEBREY , KAUERFHEAEEEFEFEYAG, ELRN
FIS BE AWS , AWSFIS ERXRALEBIBRKEREAE,

meE FIS MRS ERZ A E AWS

AWS FIS F A FFEwmEBAWSServiceRoleForFISIRIGERE AR, AAEREER WSS ERIGERS
A FMUGELIEEVAGCEEFEAGERE, AM , BuEH IAM RiFELSEHER, MEFME
A, EZ2EIAMERAEERTNREREEEZAE,

fER FIS WEIRBERFAE AWS

EETBEATERBESACHIIERRE , RAZRERHRZAC, - , ERRIEREDE
BRHREENARERAER. AW, EFDRERBRBESACH , ELAXBRER.

(® Note

R AWSFIS REELERFBEERBEEFALAR | BI/ERUEELAH, BB RE
4 BESHoERYBRERERE,

ZEERFIERM AWS FIS &R AWSServiceRoleForFIS

BRENERENRBELET. WELE  FELER, NRFMENR  F2H ELER,

£/ IAM FEREREEESSE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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/A 1AM 3 &3 AWS API fllBRAWSServiceRoleForFISIRIG E#E A, AWS CLIZNESHMAET |
B2 (IAM FEHAEER) FHRRREEEAE,

AWS FIS R EFE AN T EESE

AWS FIS X EHFMARHBHEHNESFERARBESAR, MFFMER , F2EAWS FRF AR
i R M B

AWSAWS $EERT AR ZERE R A

FAWS EENKHMERBUNEENE IR AWS, AWS ZEEN KB EERTZERERARS
RUER , UEETURGEERERIGERE, HEANESE,

FARCE , AWS REENERTRIER/CHNBECARFIREZEERER  RASLEERAHKAR
AWS BEFER, RMZBLERCARIEBNESEEBCR , MEE—FSBDEF,

HEEEES AWS EBEXBPERNER. R AWS B AWS ZEEBFRAPERNVER , AILE
MeRERmERNNAmEEEE (EAE, FENAR®), AWS EXHBEIEH AWS BRI 1 AP
RETHRREBRKE , KA TRER AWS ZEERE,

MEFHMES , F2E (AM EREER) P AWS ZEBR.

AWS EHE KB . 5 F& ServiceRolePolicy

HEHEHMER ANRBELEAE , AWSServiceRoleForFISL L/t 5F AWS FIS EHERMNERNE
FOBE, MEFHMENR K BB FRARGEEACET AWS §838F AR,

AWS SEEB KRR . AWSFaultinjectionSimulatorEC2Access

EERAGDERALBERART AWS FIS 58 , U#{TEREAR Amazon EC2 HIAWS FIS B
WER, MEFMENR , F2[E the section called “BRAE,

EEMBIRAIRER , F2EAWS ZEEAWSFaultinjectionSimulatorEC2AccesshY K & &
o

AWS SEEB KRR . AWSFaultinjectionSimulatorECSAccess

EERACPERLBRART AWS FIS 5F 7, IETEREAR Amazon EC AWS S B FIS E)fF
WER, MEFMENR , F2 [ the section called “BRAE,

EZERBILRANER | F2BAWS ZEEAWSFaultinjectionSimulatorECSAccessH) K i 2 &
o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/fis.html
https://docs.aws.amazon.com/general/latest/gr/fis.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
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AWS SEEMKRREE : AWSFaultinjectionSimulatorEKSAccess

EERACHERLBRTRT AWS FIS 5F 7, IETEREAR Amazon EKS BJIAWS FIS EjfE
WER, MEFMER , F2[E the section called “BERAE",

EEMRLRARER |, FS2EAWS ZEEAWSFaultinjectionSimulatorEKSAccess# K #§ 2 #
;8

AWS ZEEHWXEE : AWSFaultinjectionSimulatorNetworkAccess

EERAGPFERAEERTET AWS FIS #R , UH{TEA AWS FIS EREENSEER, NEHAE
2R , 552 the section called “EE A",

EERBIRANER | F2FBAWS FEEAWSFaultinjectionSimulatorNetworkAccess kY 2R g 2 # th
;)8

AWS SEEB KRR . AWSFaultinjectionSimulatorRDSAccess
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