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1. BA IAM Identity Center,

MEIL T , 5520 AWS IAM Identity Center & $RI I EUE AWS IAM Identity Center.
2. EIAM BoHoH  BEBFRERTFERE.,

EEWMBEEFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKER)
IAM Identity Center B # 78 " SAFERR{EERE £ AAWS IAM Identity Center EFFEL o

UEREERRNERESDEA

EEFRAEH IAM Identity Center EAEEFE , FEEMAEIL IAM Identity Center ER EHREIAE
BEFE it EE URL,

MBELFA IAM 5P OEAEBANRY , BESEEAAWS BA EEFFNEA AWS FBAL
B

EiRFRERHeERE
1. R IAM Bo5as  BYERERSKERERITINSREMENERSE.
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MEETR , F2E (AWS IAM Identity Center EH1ERE) T TEIREREE,
2. BERAERRGEE , ABRKE - S AFTIEEIRGEE

MERT , B2 (AWS IAM Identity Center £ AIERE) T THEEHE,

5% 17H Amazon Fraud Detector SREH#EIR

ZZE# H Amazon Fraud Detector , 5558 E1FHU Amazon Fraud Detector =12 & 1 AP BEREF A,

BRELZEHKEEL , B —18 AWS Identity and Access Management (IAM) & , HIZEUERERR
7 Amazon Fraud Detector &4 , WEBXEMNF T, A URFEEFMGHAFT A,

T 5 BER R #E A Amazon Fraud Detector FTERIRERR
* AmazonFraudDetectorFullAccessPolicy

&0 5 A I BUR R 4T T S B4

ZEVFFE Amazon Fraud Detector &R

Sl I IR R R Fr B #E Bl iw B8 SageMaker
IR F A IAM A&

SIHFrE Amazon S3 2@

- RFF IAM BB A B A BEES Amazon Fraud Detector

* AmazonS3FullAccess

AFFEEZE Amazon Simple Storage Service, MREFEEZAINRER £ LEE| Amazon S3 , Al
BT EIE

AR EREA A N IAM £ & W iR R VR
BEEMEREL RS ERER

1. & A AWS Management Console YR & 7 EEFEEEEEEE |, L5 hitps:/
console.aws.amazon.com/iam/.

2. HEEBEBE®KD , BIE Users (FAE) , REREE Add user (FTBERE),
3. 7t User name (EA#&E &) H# A AmazonFraudDetectorUser,
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5 (BIEM) BRIBFER , AWS EXHFERAEEE —RBEARBIHBG. B LUEER User must
create a new password at next sign-in (fEf & TR BEALBE NN ZNE) SHZES R | JWHE
AEZARUUERRZE,

i#1Z Next: Permissions (F—2% : ™).
iZ1E Create group (I E#H),
HAEEER , W AAmazonFraudDetectorGroup,

FEBERBES |, EHAmazonFraudDetectorFullAccessPolicy Amazon FullAccess S3 B E S
$8. JZIE Create group (B EH),

10. EEEBED , BEERNEENKIG R, MREEEFEDETINXEE  FEE "ENEE,
11. iB#E Next: Tags (T —% : E®),

12. (2A) BHEZEBRMARSIR/ER , STREMNEEERE. WFNMAE IAM RERARRN
EBr, F2REL IAM ERAENAE.

13. BET—F RRUEENERAENERAEFAENNERFE, EQERIEER K BEEF R
MAERE].

© © N O

X EJTH LATEE Amazon Fraud Detector

A LA A Amazon Fraud Detector =12 &3 AWS SDK #ZEY Amazon Fraud Detectoro AWS CLITE
BRI LMER M2l , 585E5%E AWS CLI f1 AWS SDK.,

1ZH Amazon Fraud Detector =&

& A LA#E B 7B Amazon Fraud Detector 12 & fE it AWS BR# AWS Management Console, #&#Y
AWS IRF | BFEFZEH AWS Management Console.

# E17H Amazon Fraud Detector £ 4& |

1. B ZEhttps://console.aws.amazon.com/If & A &K AWS IR
2. B E| Amazon Fraud Detectors

f£/ Amazon Fraud Detector 324 |, SR UEB Y NEEERMNFEREER |, flwnE828. S8,
EH, EE. EBNER, S EETERIY T EER A MEER TR,
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E%7E AWS CLI

B ESmRYRBRETHT , £H AWS Command Line Interface (AWS CLI) E2 Amazon Fraud
Detector BB, FRF/NMARE , B LUEH AWS CLI #1TE Amazon Fraud Detector i A2 HH
NEEEL ST , R RN G SRRETHITH D,

HEHE AWS CLI

TEAMEEE AWS CLI, WEIET , 5828 ( AWS Command Line Interface fEf M) FMTHI=E
20

« A AWS ETITNEETRE
- REIE AWS TITNE

i
¥
&n
4]
3
)
dp

0% Amazon Fraud Detector @5 S HIHHEIE A |

RE AWS BHEBEH

O LAER AWS SDK BRI , UEVMNEEFRENER , AREEHERER. AWS FREH
¥ #& Amazon Fraud Detector JavaScript#l Python (Boto 3).

EEEE AWS SDK for Python (Boto3)

AT LLA AWS SDK for Python (Boto3) 2RE ., EREMEE AWS ki%. BRANALRERENREA ,
E2BEAWS FRREN FRIEEANRES 3 SDK RAE 1.14.29 RE SR,

R 2% AWS SDK for Python (Boto3) , FE#11T F 5 Python &4l , AR EBHNIRIEREER, WREE
EIER  AEEeaSEREEE, MERENERS , AVEEAZAH,

import boto3

fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
print(response)

HEA Java iXE AWS REREH

MEEBMAZEMBAMNIE R AWS SDK for JavaScript , 582 B 5%E JavaScript.

RE AWS CLI MR latest 13


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/index.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/FraudDetector.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/frauddetector.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-up.html

Amazon Fraud Detector EREER

B4 6E F§ Amazon Fraud Detector

BAH , SEEELRESEE S Amazon Fraud Detector 1881 FEER ¥ 52 5K P A 5 BB5% B Amazon Fraud
Detector,

FERAAEPHNEERERE | HEHEUMMAEEA Amazon Fraud Detector 3RE 3, FI#R A %0 B FE5R 158
BE, EAHBFREF SR EERINANAR  FRAMBSEEERRBAFTIRSIMREAN R
Th, BRLAFHRERSFMIERETIER. Amazon Fraud Detector B2 B2 IR S5 E
REEHl, BXNAX LEHHERE  TEFREAHERE,

B LMERALTE—REEBER Amazon Fraud Detector, B E A A EBRIEZ 8 , BEEEERE
e REBI HEEHIE R E

o HERE . BB EA Amazon Fraud Detector £ &
- HERE : BFBRFERAAWS SDK for Python (Boto3)

S FESFERE

BHEAHEREPEANEIERERER DIRFEMOFEEN. EREMRER UTF-8 B 2E
HmOME (CSV) WX FERF, CSVEREERNEJILSHRE, REIIRHEEESIER, L
ERSHRHE-IRFEMNER TEFRER. RHERER , EREREANERRE, ERETNER
WA R PR A AFERIT Ao

£ TSI HEEHE R
1. HIEE (B,

BB RIS BB EEIRF S MEiE-registration_data_20K_minimum.csv
registration_data_20K_full.csve EZX# Rregistration_data_20K_minimumE@ & /{EE
E:IP bt MNE 7B, ZXHregistration_data_20K_fullE8EHMEBE, ELE
ERHEEEEH , eMaEhu  ESEEBNAF _RE, EMESBEX4ECEMESET
B
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- BHEE — BEAH2ERERIEE
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2. B3 —{BAmazon Simple Storage Service (Amazon S3) f&FZETE,

EWSRHh  SEEIUNNFEEEERRBEEERE., ASBEEFITER Amazon S3 fEEFTE. m
Z RN Amazon S3 WVEFHIERA , 5828 Amazon S3?

a. EA AWS Management Console , BB https://console.aws.amazon.com/s3/ Ky
Amazon S3 A,

b. # "EE., PREE "BMEE. .

c. 1t Bucketname (RFITHEM) +  BARETREHE. FELERTIRETNERRER
A, WiRHteEEgE—2E, RAEBLEARIEERARNERE.

d. EF AWS EiF , BEEFAWS BEREGRBIURETFENNE, SEENERSARE
Amazon Fraud Detector, &ERAIEE | FEBIERAWS EEETEMEBEMENETIE,
WZE ST # Amazon Fraud Detector B EIF/EE , B2 RS XkERREERPNET xR,

e. REBFAYBFRENYHHEEE. ERLBEEINNEERE. EERFZFNEBRNARRE.
f. HRERNE A6 FEAUEBRETEEEA,
g REEERER K RBREE [BIEE]

3. KEBHIERERLEZE Amazon S3 EFITFE.

RELCREEREFIE SR THENES —BHEHER LESMEIIA Amazon S3 #EFET
-3

a. & "EE., 7P, gIHENERER. EEENRETITR.

b. i#1E Upload (L&),

c. T [BRVMERR] FEE FEER]

d BRELESEMLTHENEP-—EHMERESR K RRRE [FH.

e. RE [BAVHL]. [BERR] M [B1E] AYFERRERE.

f. WREER K AREE[LE]

9. HIHERMERSE LEE Amazon S3 fElTE. B TREEFIFENME. & (W4 F , BEE
B - ER s ERER,

h. EYHBE+ B8 S3URI THILE. EREHHIERHERMN Amazon S3 L&, HERE
B, BB HNER S3 fEFETEM Amazon Resource Name (SAN) , FREMEA B HMER S3
f#17ETBE M Amazon Resource Name (SAN
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#EHIE - BB A Amazon Fraud Detector &

RESREAMIBoERK. F—BoRANTRE, IERMNIBEFRERRE, 2B RANFER
BRHEEGELEFRERN, REREAELES S3 AFTFENAMERBEETIR. EXHERENG
B, BT TIEE

« BEMIER Amazon Fraud Detector & H
o EXBIRFFESRTE R

/A Important
FMEEl , FRECERRERISY FEHHERE

Ay BE. JNEFMIBPE Amazon Fraud Detector t& 5!

EAROH  BUNERRBERARS,. ERSH. BURE, JIHRER, PEREAMEE , SR
FERE,

SR BRENEREAREM

EWFRBRP | B lEAERER SR EEMS A RAIE Amazon Fraud Detector X EHVFE
BRI R B RARS ., EREREE 2B Amazon Fraud Detector TIRAERESN I E | a[¢HH &
MEEFERARGIZEILMIFEREINER BEEFEHANERED, EREREEATHEHHEEET
SHEERNEFESYE, EBAEAERTRREM®RARBT . ZBBEZARBIEMNIREH KEE
EORIER,

EXAHEBRED  SNCEFERARGIZRHTIREIM. EREEHXERARGIzE  ERERAES
BEAREBYFREAIEANERER WYRHEVEHEMENERNTEZE, AREEREKLE
TEFRFEAMERMNEMERE  RETEERUTNWERE,

a. BIRMAWSEEFEAWEALWIIRE. EftZEl Amazon Fraud Detector,

b. EEAIEEEREP , BEEEREREE,

c. HE[ENEREE) EEMN [BMEFERARG] T , BE [FRFFER]-

d. Amazon Fraud Detector EFEREZMWERER  FRABIREM 26 R62 7 FERERIE
i, EAREATFER Amazon Fraud Detector &R RINFRENFEREBERAEE X, IBHXA
i,
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SR 2.

FARC FEBMERER, HREVERE  S8FEHIEE.

[(EREERA BT EREREYNIREREAEEMENEEENERER TRVRARE
#o

FERLATHNEERNSE  YREENRTPIHTAHELEERTEN - LEBENER T
e

HMEECARERBEARIBIRER , SKERREANRABITRELERE,

B BHET

|—]

ERSRT  LEERBNEFRNEREIE (B4, ERSHLEREERETNEY, BES
HHER  URESHIENER, EXKERETD  LEERKRFERSH.

a.
b.

C.

m.

FRRAWSEE XA E ALBWIKRSE, EfiZEl Amazon Fraud Detector,
EERESESKD | BEEH,
£ [EHEE EEH , BE (BT

EEHEAFMET FTsample_registration , MASHERERE WU B ASH
B IR,

Y TERE,  EEBRVER

F[EVER] EEFsample_customer , HABRBERNERE, S llREa A BREEN
iR,

i#1Z Create entity (BRI EH),

ESEHEET  HRBRENAERLSE4NES  BERIIRENSRIEEY,

HRIAM A& | FFEERL IAM AR,

i [BYIAM B8] EHF , GAZLEHFENN S3RETEEE  RREE [EBUA
&l

EERMUESF K WAREHERNKE, EREBLEHFIEREBMFBEENSS URIEE, BEE
A : S3://your-bucket-name/example dataset filename.csvo

24 Upload (L&),

Amazon Fraud Detector R &4 & RHERPHEUESE , WIFEASEBEREETCH, HRSE
TREZAES,

ERT-TE T, #HRRT], BE [BIART.
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n. % "EYER, EEFfraud , WAEBHE, LERBEREHIEREHARFFRIKRFZEMAY
=8

o. EE "EYERE,

p. EBUE_ERE A ARWAlegitFREW, LEBRYERHEHEREFRRESEIRSEMHN
=8

q. EE [BYSHEE]

FR3 BEURE

TR, EEE  EE THEER,  AREE "TBEVER,

HRTB 1-ERERFMEAsample_fraud_detection_model , SEFBMAERZRE, B Lz
EAEERNER,

Y TRAER, | JEE TRLFRER, BE,

HRSM4ER  FBEEGLEM. EREESE 1 PEYNEHEE,

ERFEHEED ,

3

a. HEEHENRESD , BEFRE S3IFHNEHER,

b. &¥IAM A€ K BREESR 1 FEINAE,

c. HIRERHES , W ALHERERA S3 URI BB1E,
EE T—-%,

HER 4 HIRER

1.

EERWAS  REEMERKES R, RIFEFESL , Amazon Fraud Detector @B EHER
EFHNFEBEHAKRRRBA,

 TEE, o8P, stHREREENFR  DALERHERSENETARFREHNE.
HREZER K FEESZE  RRUERHEREFENETRKREEZEHNE

HR TREBNSEMH) BEFR , FREEREN " ZRULBHEBENREREHN.

EBE T-F,

BE%E | BRE [BAUXINEER], Amazon Fraud Detector @M &R | 35 14 IR MR A HY 4

A,

ERERAS  RERESMREIROARE, ERABHENENREFIRAOTEE 46 7ES S
Bl BEFIRTEXE , MESBER [ERmIE].
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HER 5 MEER M

£/ Amazon Fraud Detector WEESBRR EMAEE 7 BN RIS R R R EREME, REIIKR
SEA#& , Amazon Fraud Detector £/ 15% MERIRBMFBER NG , ELERRARIRERY E
E R MR D BN E bR E R,

1. BERBEIENMEE

a. 1 Amazon Fraud Detector AN AL AIEEEIRH | BIEER,

b. £ "&&H,, BEED , BELRIIENEDR (EH )  ARBIEZE1.0, EREEE Fraud
Detector &R R SIZ B MR A,

2. BEERNAERE SN Amazon Fraud Detector B EREEMMAEEMMIEE,

BERABRBLER TNREREIBNAENEER , F2REE D BENEEREER.

A AFRHAFR B FI#RE &/ Amazon Fraud Detector #HZ &8 B BRI AN 2 ih & B VR B WA
ERELUNER MR ERENRERER.

SR 6 HEEE
HEERBEIRERNYERER  YERTFEATCELFRRENZR SR TUREEE,

1.  #£ Amazon Fraud Detector T2 AMALAIEEEIRT | 1BIE T8,

2. E[EEEEY, BF[EIEL], AREELEBBNRHERELRE. HRIERERE  FEE
1.00

3. HE[RERAR] EEL , &2 [BF) , RAREE [MBBRERK]

B OVEE, RARS, TIRE, SERHENRE, MBEXKE  REEBES "FRAPL . BEX
TMEEMRACHBN TARELFRER. @ExB 0  EEFREAREEFREARNNI R,

B

B ¥4 : EXFEERTER

BHEENRYEEEES (B4 ) ZFENFEE. Amazon Fraud Detector BRI EAERTER, B
BT ERETHFER2 B ESHNERIEE |, fINERNRY, FEREEEFEHRRE X Amazon
Fraud Detector t{Af#FERE R BRI E R, EAUBREY , EFEALH LENRSFMEHE
RHERFTE IR =4
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EEHATF  BEEY, IERKBERE, EB o , KA Ll Asample_registrationSHHEE
BAUEARE, ECHBNER, BYRAFRABTIER , AA%BE I RE) A RE L FERTE R A &8
ERRR A

SR BUER
HEEVERRR

1. 1€ Amazon Fraud Detector T AWML RIEBEEIEH |, iEI2E De tector,
2. BERIEMBIE,

3. HE[EHERFFMENA] EED , 8 Asample_detectorGRIE AR, B LURZEI AR
R , Hlfimy sample fraud detector.

4. HREFEE  EZNEGIEM, EREERNEERENS ABDFELNEH.
5. igg -F_io

SRR 2 FTiEER

MRETERAHEBREN Ao , BELE L KBES 0] #i8 = E 8851 Amazon Fraud Detector &
B, MREEAKBUBE BBEE "A#o.) EEREL., JIEMTBEENTER  RRBEEHNTB

o

1. TE [FriSERRA] P, BE FEER]

2. 7 "HEER, 5EY, & TERURR, | BESERTEER Amazon Fraud Detector 5k E
. B TEEMRA, , FEECHBEELNERRE,

3. iE#E Add model (FTig#ER),

4. BET—S,

SR 3 HERA

# Bl 218~ Amazon Fraud Detector 30{i 7 54 FESm TR B AR SRR B BE D BV IR 1. EARBERE
BRI =EEA : high_fraud_riskmedium_fraud_risk, #low_fraud_risk,

1. EFEFAL EEN [EZHA T , @Ahigh_fraud_riskiRRIEHE , W1 RA-ZAM]) T@
AThis rule captures events with a high ML model scorejiR|#IFR8A,

2. 1EEZERX T, #H Amazon Fraud Detector B{L IR AEEREZEEWA T IR AEER

$sample_fraud_detection_model_insightscore > 900
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3. E[MR|H, BEBUFNER],. GREFBEANGER  ORANETEHEFS , HEED
%%O

4, EBUFERSD W Averify_customerfEAEREBRE, B LLEER AR,
5. B [REERL

6. BEEHMERALUATRAUREREEXNLMFRR, EIU% , Amazon Fraud Detector EFEMR R A
RRENERIZR,

7. BREFEEMRAU, ARBE [BURR) R5IER.

8. BEEWEFMX , MEATHlow_fraud_riskif BIEMMEAEILE
Mmedium_fraud_riskFRA| :

« PEFEERE R
FHBIEHE : medium_fraud_risk
RR : review
FiEX
$sample_fraud_detection_model_insightscore <= 900 and

$sample_fraud_detection_model_insightscore > 700

- RERFERER
HAIEHE : low_fraud_risk
MR : approve
RIER :

$sample_fraud_detection_model_insightscore <= 700

EEELAREBERENRES. ECRECHENERIANE,
pIRE |

9. BU2H=ERAUzR K FEE[T D

AEAESENEENERR

NBRUABARAGHEET,  FEHRUNBAFS 8%,
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FRARPEEZRANRUMTEASRERSTIMALERNAMERL , IRVFTHREEE —ENS
HRAEFEL, RANEFRE T EHFERUAITHIERF,

FEER R A ITHE X AFIRST_MATCHED,
% —{E T

F—EFEHNRAESTEASREBEEENRAEFERE —EHEFRAINER, ZE&8EBE
FIRST_MATCHED , Amazon Fraud Detector @ ¢ BB E| Ex F 4R A |, WEEEI 5 —EMA LR A
#EILFIE, A% , Amazon Fraud Detector €12 E —RAIME R,

BHTRANIBEFITREFEELENERANGER. BUARAUZR , BRBRTISREFFFR
A, IFrENIEFHITHREA

WREMhigh_fraud_riskRAIERERBFERR , FiRE JEF], RREE 1], EXB
Bhigh_fraud_riskZE|E—EHE,

EEIER , UMEEZMmedium_fraud_riskiRAMVAE ZEILE , MZBM1low_fraud_riskii
By RAE=ENE.

2EHRE
BRBAEFAT , IEFANRABTEXBSEEMERFERANER, 58E
TEALL_MATCHED , Amazon Fraud Detector & FrA AR A , WERFFAMARNER,
BHNFIRST_MATCHEDUL#HZERE , RBRE [T —Fo
SR 5 MEAIWEERETERE
BARBRIRAER T ARERKFFRRN S EREMNR AL,

1. £ "BREYXEV, EEY , @RSERENERSEFMAERA. EENRE, nREFEETEMAE
B, FEENERRSEEN [RE.

2. EEFAEMSAR. BYEAEZER  BASNE—BRASETRE TERSRKRAE) ®REP , AXE
T_\Draftﬂjtﬁd.%o

&R LAE A E R MR AR SIS AV R RIS
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HER 6 AR ERIZRARA

£ Amazon Fraud Detector 12 & |, &0] LA A B8 3 1781 5 Th 88 A9 18 58 5 0 58I B (8 R 25 1Y 58
B, EAHERED  SULIERSEAERERNIRSIMEER,

1. EBE [RASERAFEES] EEESH FTAE]
2. HEATEERD BASHRLENENKBER  LARTEHNERB AR —FEBR. £45%
ZRED , REHREFTENGBBLABEH AR\ A T1234, HAER D,

3. EEH#EHY WALZEIENEEE, EXAHERED , BRE
Eip_addressMemail_address#fi. ERRAATMEARIIE Amazon Fraud Detector £ H
MEA, BAEAUTEHGE, ERREERATERNEEER .

o {uit (_1):205.251.233.178

o EFEMHHU : johndoe@exampledomain.com
4. EEFEMTAA.

5. Amazon Fraud Detector ERIFRBMTENEEFEREIGE R, WRKAHTER
AFIRST_MATCHED , AIEEMNEREHEEFSNE—ERA, F—RARIREERSEXIER
WRE, MREHEFTES true , TRICEMN, MRRAHTEXBALL_MATCHED , BIEEHNER
SHEZFANMERA, EEREZCMHFB LML AEE., Amazon Fraud Detector th & & E] 718
ZEAFZEIERNER S E,

B L E i AW ETLBBEUEETENER, B LIEREEFAEREHH ip_address
email_address HETHAIR , Y REFREETEER.
6. ELHFASBMNIESRXNBIRER  BSERKEEDraftEActive, EXRMESRBFZTAR

B EEE A

EERRBRAFAEREE L |, RE [BF]. (B (BRERS ESHEURNRER 'ER, £
Ek’ rﬂEFHEFJ o

LEEF |, BER B M AEER RV 8 I 2538 88 B w47 £ Amazon Fraud
DetectorGetEventPrediction API BB T EIR LEBI R BB ER. BB ALAER CSV AR
ZHMCreateBatchPredictionlJob API BRI EH. MEEBFERBERNNFHENR , #2
Be 5 5 TR

TERAHBRER |, BBITTIEE !
- BEHEHERELEZE Amazon S3,
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- FREHIERERIL I Amazon Fraud Detector FEER{EAIE R,

- ¥#2 Amazon Fraud Detector 4 FIIE B 3R 8E 5 BRI H b AL B,

- BB T HEFERAER,

- RIET —E#RRIERIMNT BBHESR,

- EERSFRPHIERR, RAUBMTIEFNER.
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https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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import boto3
fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
print(response)

STR2 BULY BEREEIER

EWHSRD  LEEIARERRE, SHNRAANER,
BYSH

PURCEARELIEAEE, RENRAANENEFHNERTE,

ETEMNPGIFH , CreateVariableAPI AREIZMERE., EERemail_addressMip_address,
HEMDEGEENESEEE | EMAIL_ADDRESSHIIP_ADDRESS. ELE#H R4 HESHMIEREN—
. BBIEESEIEREE | Amazon Fraud Detector B R IR B MEESERSHEZEY, 15
EERBMEHEAENE YT s ARMERFIER,

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',

defaultValue = '<unknown>'
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https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateVariable.html
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ERAEER

BEREAKHEEHTEN K HERIESKERSER. 2HEHSEER. BARIRF.

ETENGFH , PutEntityTypeAPI FARAAIE —fEsample_customerEEA,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'sample_customer',
description = 'sample customer entity type'
)
BAUER

EREE4IBEAERREE , WAKIISR Fraud Detector, ZIEH BB FHELEREHEHET
P ¥,

ETHEMNHFFH , Putlabel APl AREIZMEREE , fraudflegit,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit’,
description = 'label for legitimate events'

FR3:BEUSBHER

£/ Amazon Fraud Detector , #& 0] LA 37 7] 54k & B 3 & 1B BI L4 E 4 Fraud Detector FIIEE! =4
BRerRANSESHNESE,
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https://docs.aws.amazon.com/frauddetector/latest/api/API_PutEntityType.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_PutLabel.html
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ET5IEHF|F , PutEventTypeAPl R AREN EH R sample_registration., ZRAILLEBIEER
F—EALSBHEINEE (email_address,ip_addresssample_customer), BEER (legit)
MEHK (fraud,) REREHFE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])

FB 4 B, RNBFRE

Amazon Fraud Detector FI|I#FER U EZFEABFEESHEENERTA, EL—RBSBP , BEILT
EHER, PR BERIRIIGEHERNER, ZIERZTERLREANESRE. SRIIFHEEDR
B, RSB AR,

FERATHESFIFENXIFRE L FMANERR LFESESRER, EEER K
Asample_fraud_detection_model, BiEAMsample_registrationfEf & &% Amazon

S3 MR FREME Gl E N ENBHER,

W& Amazon Fraud Detector XEZ FEERERNFMEN , F2REFLFEE,
=RV Eitl

ETEHBIFH , CreateModelAPI A BIZER,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration’,
modelType = 'ONLINE_FRAUD_INSIGHTS')

AR R

B E A MR latest 27


https://docs.aws.amazon.com/frauddetector/latest/api/API_PutEventType.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateModel.html
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FETHEHIF , CreateModelVersionAPI FRINBRER, 3EE ' EXTERNAL_EVENTS ' {& 17 i &5l
B RERoleArnfItrainingDataSourcef Amazon S3 & , AR E Amazon S3 EEFETEHN{
EexternalEventsDetail, ¥R trainingDataSchemaZ ¥ , E#EE Amazon Fraud Detector il

fpREfEr, EERHER  EEEESWEEY , URNADESHER.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
{
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema’ : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

trainingDataSchema

}
}
.
externalEventsDetail = {
'datalocation' : 's3://your-S3-bucket-name/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'

WA AL REGRER, BRIIGERR , MEERYHMMA, BREIFTHE , BRERSRESENR
ATRAINING_COMPLETE, &aAmBiE R e s A EMER ML RERE R,

B R

f#F Amazon Fraud Detector WEES B2 FAER 9 BMMEEEERIGER W ERM, ERIEK
SER % , Amazon Fraud Detector @ fE i R AR IIFRERE 15% ERRBEFEINE, CEELER
MEE D B H b EEIRE,

£ DescribeModelVersionsAP| RigEItE R MEE, EFE A WAEEE 9 B LK Amazon Fraud
Detector $t¥f Lt ER EL W B HEMEE,

EERABRBEINES BHMERER , F2REE D BNELNEER.
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https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateModelVersion.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_DescribeModelVersions.html
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B AT AT B §Il B &/ Amazon Fraud Detector ‘R F EEEE tt R FERERINEEISE | B
BEEAHERPIEEE L,

EERE

BEIIFERNNEEIEER , FHBERYEHIEMLS Amazon Fraud Detector LAEAFEFRTER, &
ERBIFBHER | BFEH UpdateModelVersionStatusAPl, £ FHEKFFS |, ©RARASER R
REEEFH A ACTIVE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'

HERS: BMEAER, BR. RAUNERSFRE

ORISR T ESRREEE |, FlnERMNFAA, HEBEBEARZETGERNISESH. AUREZEBENK
# , LL&ER Amazon Fraud Detector #{AIfE TR A HAE MR B{E, AR EUFEFEINE R, BRET
UEZERAK , SERANRELAER  TBHHIETHMNE, ERASNMREAXBEELE—ERAEZEST
Eﬁﬂﬁo

EATHEAREXBREMERR, KA, BR, UARBMHER=
B ERIES

ETENGIFH , PutDetectorAPI AR RIEsample_registrationSH#ER
Hsample_detectorflzs.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (
detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
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https://docs.aws.amazon.com/frauddetector/latest/api/API_UpdateModelVersionStatus.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_PutDetector.html
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A& R

REBETENBRFEIGRAEER. ETHEHIF , PutOutcomeAPI AR E I = {E#E
R-verify_customerreview, Mapprove, ELFERBEERGEHRA,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',
description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
BAUAA

RABHERETFN—NSELY, BEEESAUR —HSERERATER,

ETHEHIF | CreateRuleAPI AREM =RBAFREMHREA : high_riskmedium_risk,
Mlow_risk. BUHAEER , BERNEED
lsample_fraud_detection_model_insightscoreBEEZBHRABETLR., ERBTHRES
HEEREERR , MERE L —BSBHRERNER,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_fraud_risk',
detectorId = 'sample_detector’,
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https://docs.aws.amazon.com/frauddetector/latest/api/API_PutOutcome.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateRule.html
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expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',
outcomes = ['verify_customer']

)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',

language = 'DETECTORPL',

outcomes = ['review']

)

fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore <= 700',
language = 'DETECTORPL',
outcomes = ['approve']

)

B ERIBRRA
HRIZBRRAEERARIGEFRERNERMRA,

ETEKHFH , CreateDetectorVersionAP| IR RIZE — B RIZsi A, ©RIBIRHBETMRAEME
B HAAREITHER FIRST_ MATCHED REMRILRE, HAUBTENIEETFEEINIER, FA
#1THE RN FIRST_MATCHED €I EBKFIERA |, WEBTE —EHEAFRAZE LT,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
.
{
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https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateDetectorVersion.html
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ERAEER

SER6:

AYERENREZ—EASBERAE L —ESRPsample_detector B ERIZE , BIFE

'detectorId' : 'sample_detector’,
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'

'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'

modelVersions = [{

'modelId' : 'sample_fraud_detection_model’,

'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'

1,
ruleExecutionMode = 'FIRST_MATCHED'

E 4 Fraud Detector

4 sample_registrationEHEAWFERE R, ERFFFTMH LEZE Amazon S3 WEHIER, E
FESEEAENSE , AREARR BN TSR,

ETHEHIF |, GetEventPredictionAPl| AR ESEBRPREHE—IRFTMANER ., EAXAHKESD

3

R MR SRS P EEER ( EFE 4 tbut M ip_address ) . HIRBEBETZENE—1T (3)
RERBE-IRFEMEHNER,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration',
eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', 'entityId'

eventVariables = {

'email_address': 'johndoe@exampledomain.com',
'ip_address': '1.2.3.4'

:'12345'}],

R ER
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https://docs.aws.amazon.com/frauddetector/latest/api/API_GetEventPrediction.html
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https://docs.aws.amazon.com/frauddetector/latest/ug/how-frauddetector-works.html
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BR 6 BERCHELESERAFEALEZTHE, R Amazon Fraud Detector ¥IEI S 4 S B A XS EER
ERE, c2EDERERPHNEE,

BIVER

BUERHEE  RTLENSEHATEENZN  EREELXRESELMESHE2EY. EMESHEHL
ABEBRERE,

EHERERD

B

BHNENELAFTS THERTER , TR DETREIIER.

- REED 100 EEHHBIR.

- ERELAEEED 50 BRBEAFRENEN ().

=

RMERENEREETSTIER , UERDETERIIRN RFVERREE,
- BRELSBENELHE  ERSAEANEE.
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- BEEL 10K BEHXHEH,

- TIEED 400 B EAFERNEH (5) , UK 400 B EHEENEH (B).

- MREVERFREE ENTITY_ID , FFSHE 100 Bl LA — S8,

ERERE

£ Amazon Fraud Detector IRV ER 25 , cEREARIIFERNERERTENEEREH
ERD, BRAFMEMER, MRERERBIBRE , AITEERIEE, EEIERE G , BXAXEIE
KRBBHRFHEE ., Amazon Fraud Detector BEIRHERZNMTE , AT ERBIFER 281 , HEIE
RS IE E R R R E

AERENMIE

Amazon Fraud Detector It MRBRHELE , AR M NERERETEREIIR. LEBILERS
WIETHBEBREERNERERERR  WHIBERE  fINEREHENSSER K SEMES
HEIAYEENEHTE, NEIMTESELEBELENERERS , S REBERTER. ER
2. DENEESNT , UREBEANEBER T, CREGEESEANESE , URBENEERA
Amazon Fraud Detector Fr EE& AR IE,

EREMIMITE

BELER ST T ERFEHAWS CloudFormationdf B2 ER , RERE T BRI TRENE, MMER
EEB AT LATE Github £ Z, MEMMAEAERIM T ENHBEN , FEBRRMASEEINIERER
Amazon Fraud Detector B B B & R34 T EE R IIRER

FREHAENEHER

AR 2 Amazon Fraud Detector B EHERERBEIN —LERBE, HTERI T IEZE
BEBRURREZE , FRLEEREENERTHESR,

- CSVERTE UTF-8 BRAHRER,

- ERETHSHER /DR 100,

- BAIABBERESEEHNEEDR 50,

- HEFERSM4HEBNE -—BRME DR 100 .

- EVENT_TIMESTAMP Hi#iB 0.1% MESTEZERZ M B H/FEBREEXUANE.

- EVENT_LABEL #i#i8 1% WEIESHERTEENZEREUANE.

- PNRAREZE R ARERIIR,
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ERERE

WEERER , LA LIEEMA Amazon Fraud Detector 2 Amazon Simple Storage Service (Amazon S3)
REREFRENS. ERERBANELFRBEINEDR  ZEREFENENVE, FRERELIN
HAET  F2EEEENEL, MERTFENENGFAEN  F2REEHERRERE.
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EALR R

5/ Amazon FEER{ERIZS , B LIS HEHEEFRER, SHEREHEEZE Amazon FEFREEIES
ZENEHMNER, Exc’ , BB IERNERESE , AR EESHEEN AR,

SHNEBERETIIER .

- BEEEE  2EITEHNAR, EERNE  FECEREENER D, LERWTEHHA
EO

- B ERAULUMEASH4 B0 EENEE, RENRUSERSERAERRAR. HiEzR %
BEENBHERPBRER,

- BR  BE40BEARRSEEN. ERERPBER, — B  SEREEREHGEESER

BEUsHEH

ERVFREAER A K SLAXREVYSEHEE, ARSHEESRERENERTE (B4 ) UFT
HEFFITR. ERSHEEIFNERETECSANGERIGNSA2E. EEEBRASHNER UK
EEH D EHRR,

BYSHEEM RGNS
ERBRIEAEE N , FREELESTKRTIIEE !

- FRANEREREE T BRABASE Amazon FERERSERIERENELMENER TE,

- FRERERNERNBETNEARABITIREYISEHERE | WiEERE EEZ Amazon S3 REFET
.

« BEI VariablesEEE , BEEBEFE Amazon FERERSFANRASLEHEFEREIER,
TENNEY, ERERENEERMTESEETHERER,

3
7
fil

BRI LAER API, SR AWS SDK , £ Amazon FESR{ERIZS =X A PAWS CLIZVEHER,
£ Amazon FESRERISEE P EISHEE

EEEBVEHER

1. FAMAWSEEZZEAEWEALRNIKRSE, Bind o EEREERRIES.
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2. EEQBEERT , BEF [EH).

3. H[EHEEEEG , EE[EM]

4. EEHEEFMAGET,

a. EEWH K BAEBNERE.

b. & "X, B, BEMBE AR,

c. £ "Bl P, BNECASHEINERER,

5. ®EHEET,
i [RENAERLSHNER] B,
- MREERAUSEHEY TSESHER , FIEBBEPEN NENERL | ARE "#8.
FENESLEHRMNER.

- MREEHRSBUEHEYEY | FEW [EHIRENEZIEH]

- £ IAM Atad | BEEFELE Amazon FERERSEARERNTSEREN Amazon S3 f#
FETEMN IAM A&

- E TERL VER  BMABREMENRKRE, FARLMNERNSS URIE

& . S3://your-bucket-name/example dataset filename.csv,

. ## Upload (L1H).

- & "88L T, 8 Amazon FFREASRREEREERENNAMEEHERBER,
MRERETSEYHERGER BT "88, BRPENSYEE, EEZ (BRI UB
MRESEERENTHNEY, HEETHNEESHEEUNISER,

6. T [FR (EA) THW [ER] F , ERLALEHEINER. FHLHHERNS LS4 52
Hy_ﬂil*%ﬁo

7. NMRLEREANEHREBH THER , FEMSEHA Amazon =41 EventBridge-ZA T |, B
BUER A Amazon B4 158772, EventBridge MESHIHFARENFMENR , F2REHHEH,

® Note
LH A UERERY SRR RBASFHRERRE,

8. EE [BUSHEE
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FEREIEHER AWS SDK for Python (Boto3)

T HIEE5|BE R PutEventType API FNEHIER, WEHIBRBRECELE
Blip_addressemail_address, & legitMfraudMEEE R sample_customer, EEHNEH
BuARZIELERNENR K BF2RER,

® Note
EXEY. EREANERNEEEARE A  CL4ALXEVEYN, BEREENER.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (

name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

entityTypes = ['sample_customer'])

MRS H RS HEE

EEMEREHEF | Amazon FESRERIES K AMBRZEH , BREZEHHEBNERSTIBREE
Amazon FESR{ERIZEH

MR Amazon $EER{E 8125 2% GetEventPrediction API sHMEMNEH

1. B AAWS Management Consolef 552 FEFEMRERF TR E |, 8UEA https:/
console.aws.amazon.com/frauddetector,

EXEENEASEEERD , EE [RBBBENER
BREEMBRNSEH

EIE TEMEL  REBEE TRIRSEH.

i Adelete , REEEF [MBRSBH],

o A 0N
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ESMBREZEH ID HEBMFTERE  SEEEAETEENEMNSEHER , URE
iBSendEventEXE4AWEAFERE R, GetEventPrediction

= ZMERFETFE Amazon FEERERIZR B I RFARVEH (FFEIEBSendEventERTF) Y

B, B ARDeleteEventFERIIEESH ID MEHEE ID, MR ERFHBREAM
BEEHEEBNEMRRESR T , Fi¥deleteAuditHistoryBBHERESR truel .
#&deleteAuditHistoryZBRER "trues B , SHEREMREXTHERZ WEBESFHIS 30
¥

HEMREEESHREABEBNAESH

1. BEXRENEASEESEET  EZE [BHEE)
2. BRELEMRFIESEHNEAEE,
3. BIEE [RENSEMH] REIER , IHEE (MER

BREARENRESHBEME , BRMARENSHTRFTE-LRE, flU, —@1GBWERE
(—HREFHNA 1-2 BEESH) FEAN 2 MEFEMER. EHE  FTERFEEEE Amazon 5

SRR EMHBEENMES , BT EEZEBGetEventPredictiontERELFFRE A,
EEMBREHEE

BEEMBRERRIERPEANSEHEE  EFHEBNCRESH. RERS4AEE N , B4E
fiBREEZ =M R B AR BBRRI AT R S 4

MBREHFRE | Amazon FESRERIRS K AMBRKEHER K BERTZBEMETE Amazon EiRE
HIZS R,

1. 7 Amazon FESRERIREZREMNEASEES KD |, BE [BER], RAREE B4
2. EELERBRNSHEE,

3. EIE (B, AREE MBRB4ER]

4., WASHERER 6 ARRE RRS4ER),
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SHERMTRE

WEERE % , BALUER Amazon Storage Service (Amazon S3) Fraud Detector &R EEFZHIE R
. BERERBANELFRBINEDR REREFERNENNE. ATREMERFEERNFMER
B,

. REGEETE- B E R EEE Amazon Fraud Detector — 217, EEHHEABNMESHERHNSH
FE—#, B LAFER EE3%B Amazon Fraud Detector N SHERIE, BAIU— XS4
PZE Amazon Fraud Detector API , SifEA#LXEANEEEA KRB ERE (% 1GB). £ Amazon
Fraud Detector f#1Z M E R EIIGRERIBE | 487 LU & B RS S0 B 2R PR ) & R EE Y K/

- NERfETE- B ERIER/FIE Amazon Fraud Detector AR A ZBERI R F, B B Amazon Fraud
Detector x££ | Amazon Storage Service (Amazon S3), MR EHER VA E LEZE Amazon S3
WERL 6 AIZERNABHERNTESEIB 5GB, RFILERY , EHEAMAEERNENHEEER,

TREHRFBEAEERAXENERRRNFHRERA,

BRER B MR R

8 L SEEREE NEREEE, NEEE
% B HEmE A PoEbREiz I

IR R PoEbReizEe

WMFEEA Amazon BERERBENTFHRENENHEEER , F2BZEIE Amazon S3 EINERF K
BHEHER , INFEMFEH Amazon Fraud Detector E AEPHEFEERENEF , F2BFEH Amazon
Fraud Detector £ RSB1Z BB HE E

%18 Amazon S3 EAHERENEHER

MBEBREEINFRELFERARER  BULLEERKEHERFHIE Amazon S3 AA\E, EEREHE
BHFEMIE Amazon S3 , A BEREIN CSV KXW N FRER, FEEHER , A% CSVERLES
Amazon S3 & 1ZETHE,
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® Note
R SR R AR EERSEER BRI EEIB Amazon S3 A FHRNERE

I CSVE=R

Amazon Fraud Detector E3RK CSV BERHVE T SHIZE, CSVERINHEZELEBHEETEHE
B EENEY, TERESEH  FSREIEY LEEHERE

BREFRRADHERFEZERED 2 BALHMN 100 BLHMNIRERE, BRTSHEH N, IR
EREELRTE THER .

- B _BEBR-EREHRERNBERER
- BHER-BEHOEAFRIESE. MPNELARSHARREPERNEAYE,

T35 CsVERBHRRRERLBRNELEMSEH

EVENT_TIMESTAMP,EVENT_LABEL,ip_address,email_address

4/10/2019 11:05,fraud,209.146.137.48,fake_burtonlindaeexample.net
12/20/2018 20:04,1egit,203.0.112.189,fake_davidbutlere@example.org
3/14/2019 10:56,1legit,169.255.33.54,fake_shelby76@example.net
1/3/2019 8:38,1egit,192.119.44.26,fake_curtis4@eexample.com
9/25/2019 3:12,legit,192.169.85.29,fake_rmirandaeexample.org

® Note
CSV EMERA NI SESIHRNZRMRERN 7.

HESHERENBCRAM TR, SASHBER CSV ERPHEER , PAEEVENT_LABELEE
REBBEPNE,

(

name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

entityTypes = ['sample_customer']

)
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HRBECHENBBETHRF , YR ENBESIARZINAFEEN. /5 TESLFHREEMLET,
RHEXEIIRENE LETIR , AREARENE LRFEER,
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Pl¥:+—A=+—-BTFF—KE-—5, T—-A=1+—H

Amazon Fraud Detector £ ST E4FEFRIBEH B /BB EENE | SET TIRER -

- MREFEABR ISO 8601 FE | ELATENE LIRRE
- MREFEANREMERNZ— , EFENANEFEML
- HRAGNBEH , EUNRKE-SIMLETF. HlW, 2019F 1 A 12 BRAEREH,

« (RAEFEESHE hh: mm: ss , MBIRR B P (FTA, (RETSAEE IR MHE — 8 B ). St BURHE N
M 2 8EHY 7 & (B0 hh: mm). AXFRIARMH N, EVHFIZZE,

« MRERH AMPM BE |, BIRERS 12 PEHl, RRE AMPM BF | RIRERA 24 MRS,
« BAIBER T R T, FRABHRENSI R, REAKBBETE " ..

SREREERSE
EMESARMEFAREEERNKENSEZEEN TR, Sl IRERMEE 6 BANGFRE

#, BFUESREFOEBARRRNGEE4. IRENENETETETTINFRNEE2E42
o, BURRERI TIERAL : "TEKENEREMGBEEAITES, BEERIAENE, o &
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F MEREEENFERFZEZRBRAETARNKEEEN S HREFFHEHNEEEM4. NREER
R A EIB A HKGE |, RITTERE F EMBRBUR,

MREEELERZHANEIBRAZY GO HENEIRE BB EZREEILEHN
EVENT_TIMESTAMP , EES95 M, 718 , EBESEBNEERETTER , B4 Amazon Fraud
Detector £/ EVENT_TIMESTAMP RiHMLEEREFREESH FENER,

8 5% Fraud Detector REEZEMMRKLE, B2 , EENZTEE I LEZZ IR, "ESHEEE
i, M TEH_EZEER, BTESESTMERNE.

EREFE
R BT 5T —BIFEH , Amazon Fraud Detector AS#E 5| RiE R -

« WMRBEEZHT CSV
- MRERTHERBEETIER

HEHER LEEHERE Amazon S3 REITE

EREHENREIL CSVERZR , SERLEERLEER LEER LBERE Amazon S3 /ERT
-8

B ZE Amazon S3 f1FErEE

1. & A AWS Management Console , BRI https://console.aws.amazon.com/s3/ BJ Amazon
S3 XA,

2. J#IE Create bucket (B fH1ZETEE),

Create bucket (B #7ET8R) BESHAEL
3. £ Bucket name (REFEFHRER) B , AREFITBEB|ARS DNS REBNWEE,

RETEAWLA

« TEFFHE Amazon S3 REAM —,
- REXKENNIE3EFT2M,

® Z;‘gj(g?io
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« UNEFRHHFRE.

BURBFIFRE  ERLISTFHER, NEEEAWERTFITENFREN , 5528 ( Amazon
SStorage Service EAEIEmR) PHRTITE

/A Important

BRERFTESBTISBRENR  HINIRFRE. EiEOREFITEPZYHH URL
b, ERTREETEERE,

4. &H¥ Region (BH) , BEEFEREHRAFIEN AWS B, RN EEEZEFEA Amazon East (N.
Virginia) Fraud Detector BIR&B (3% fH). ZBIREP (). ZBEIFEEP (REM). BN (B
M), mAEE FE) HEXKEE (BHR).

5. 1£ Bucket settings for Block Public Access (H#H BRI TITHREE) b , BEEEEAZERRT
BT MY HH N BT ENERE

BEREKAERERSMANME, FEE 6388385 5 88 5 87 30 85 3 55 55 85 07 S8 9 SH SH SH SR SH 8
S5 S5 S5 $5 S5 S5 55 95 85 35 95 85 38 SH sH SH SH 8H 38 8H Amazon Storage Service

6. BEBIUREITE.

7. BIRERER LEIHER L Amazon S3 ERHMER FBEE T IIHRERE Amazon S3 B K
(5140 s3://bucketname/object.csv)o

£ Amazon Fraud Detector E REBEHIENEHE R

&0 LUEIETE Amazon Fraud Detector R EHREHER , HRBEARBTENERRIGEER, EiBS
EHEREMIE Amazon Fraud Detector & |, A LAFIGREEH B Bt ER NV E R RIEF KB, &1t
BRBIR , UREFEHFEEUFMAMEEEOEENE, EHSFEE Event Type BERER , Btk
HESHREANFMESHfE - ERTEE —SHEREREY, TERSHEER , BaLUEEMH
EERBERMEZEHERMNEN |, H22 10 Amazon Fraud Detector R AFR "TEHHEE, %
Eo

& A LATE Amazon Fraud Detector F EHE—EHREARESHERE, E—SHATUFEH
GetEventPredictionAPI 5 API {78 ESendEvent®, &R LAEMA Amazon Fraud Detector £ 4

FEYHERE A ThBE S E A CreateBatchimportJobAPI |, {RIRES £ it A% K F & Bl £ fE A Amazon Fraud
Detector,

& LABERSE ) Amazon Fraud Detector T ARRESEESHEECEHRNEHEE,
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£ F Amazon Fraud Detector ZRASRFNEHEREREEZEvent TypeEREMR. EHit , REH
FAE4NMESHENTSMEFEE —SHFEvent Type. BMENSHBETRARIFHTERREFH
RREEE, FREFNESHERIIFRERR  fULUEEMHIEESHNERHER , SRFIERE
BHEH RN,

8] Amazon Fraud Detector 324 . API 2SendEvent API & X474 Amazon Fraud
Detector B , Amazon Fraud Detector #i&EF M2 B RFE BN ER, CreateBatchImportJobR
TBHERRELY , ITEREEHER,

£/ Amazon Fraud Detector £ N ZB1E & EHHY 58 5R 1%

s BATHRRENEHAENBEERIBY KN EERE  FRELCEAENERESERHEARABITR
G ERE,

« BIBERH Amazon Fraud Detector EHEHER BT EHER, MRRERE , BEER
intstructions £l2 —{E=4EE,

ESENRE

E &7 Amazon Fraud Detector £ & FEE R EHETHIXE AR , Amazon Fraud Detector &

FREEEREE (SDV) EEAERNZARBFENERE, SDVERELENERER , YWEHE
FHEX, BRATERRERERERE. BRTRIBEREZH , SDV ERERB®RE , JIHAERS
BAMEE  YRRSEREXENWREBENEE, SDVEBAIHNELEHBEITEREE , X ALK
R, Amazon Fraud Detector F8EFX I E AR ERIE, NMEFHAEF , FSREEHERFTRS.

SDV R ERERMER (3) BRRELNERNSE. EERER , SDV EREENERER | LR A5
FRERNERTE. TERNERAD, EREXNER (BHPREMNSAEY) FHE, 8
BEMR , SDV ERHEEESAER (3) , LEATERNEREN, BERRE. KEAHHEIA Nul
BEFEE,

EEEPRET B BIER Amazon Fraud Detector =i A 1R#4t , BERFBIERARR. WREFRFE
Amazon Fraud Detector EEEAERECBIFERAE SR ERRET  FBE LEEREREEE Amazon
Fraud Detector £ & FHIERE .

£/ API SRAWS SDK BB EFEHE B

&, HiCreateBatchImportlob API & -EEH
iFSendEventGetEventPrediction , Amazon Fraud Detector €83% T 5|1EH :
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- ZEHEAM Eventingestion 5REA "SR -

- ENREBERELIEN. EAEESEMH ID MR EVENT_TIMESTAMP IS4 418 AR,

- BHZBAETAERNEN. NEFHER  FSE 2 EEE

- RENBHIFEAE.

- IEEBNEELTER 18 A , MA future E R EHRA,

ERMRXEBARESHER

FEBHIREAIAE , B LUERAEERA. API 5 AWS BIREH |, £ Amazon Fraud Detector FRIE
REh FERERTE4ENE, EEFAMREAN , RERLTEFMESHERN CSV B AR
=, 15 CSV BE &5 Amazon S3 7T , ARBBEAEH. Amazon Fraud Detector & %18
BEARAREER  AZEDHEANRBAERNSE. EAENZE , SiUUARIIRFER S EHRIIRE
BER,

WANBWHEESR

WA CSVERLACESNECHEMBEHEREPER CBBNER  URNERGSE, MEFMER
A2R ERSEHENMUETRHE. BABRERNANDNLERS 20 GB , 3 5000 BESEH. FEBH
ERBRBRENEBREMARTE, MREATERKY , ABHERAZ, IREAXR  GHERS
BEHRCEE,

B3 CSVIER

Amazon Fraud Detector RE#5ZE 0 IRE (CSV) KANEREAER., CSVERNE—FINLES
SHEABREARETERZ S L EANEEE , IR EERSIEE . EVENT_ID, EH4EHE
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BRERTE HTEHCERBNERTE, s MAEAIEEE
ENTTY_ID
- EAEEREARERE
™ : "N[0-9A-Za-z_.@
+-1+$% o
- MREE D ETEBELME
B, FEERBDEEAKX
Ao
1 EcBil HTEHNER  flumxRsk HRXEATIEESESRER
ZE
EHESR ¥EHsEAfraudulen MESLESEE _KE#ER, A
t Hlegitimate TESEH ERW
EHREE#ER EREASREFESHEZBEN - MERTEEHER , AIFE
BFRE S Z% _EBE#i.

- BHAAEREFEEEEN,
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fraudDetector = boto3.client('frauddetector')

fraudDetector.send_event(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:217"',
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'},

assignedLabel = ‘legit’,
labelTimestamp = '2020-07-13T23:18:2172"',
entities [{'entityType':'sample_customer', 'entityId':'12345'}],
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PutEventType API , WREREREE I EEip_addressemail_address, ZE&legitffraudME
A sample_customer, MFEMAEVELERNFMEN , F2HEER.

import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': True},
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': False},
entityTypes = ['sample_customer'])
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EIBMICreateModel MlCreateModelVersionfE BV E R MRA, CreateModel AENER |, &
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JRIEIY CreateModelVersion ER& 2 S 3T MY fE R AR,
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JE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration’,
modelType = 'ONLINE_FRAUD_INSIGHTS')

{# /8 CreateModelVersionAP| FIEREH 5 —ERA, &
¥iTrainingDataSource¥ExternalEventsDetailigEFIRERIER IR Amazon S3 L&,
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
'"LEGIT' : ['legit']

}
unlabeledEventsTreatment = 'AUTO'

}
.
externalEventsDetail = {

'datalLocation' : 's3://bucket/file.csv',

'dataAccessRoleArn' : 'role_arn'
}
)
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HAIBEE | LEFERR auto-scaling 1B R THTiRE , URAELEEZETHERBEISEE
TEER. EERAEE WA UpdateModelVersionStatus APl Y HEARREE #H AACTIVE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'
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Model variable importance - new

Variable Importance gives you an understanding of how each variable is contributing to your model's performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much

buting
higher number relative to the rest could indicate that the model might be overfitting on it, while variables with relatively lowest numbers could just be noise. For details, refer to documentation [
Variable name & Variable type & Importance value &
billing_state Billing Address: State or Province
billing_postal Billing Addres: Zip Code
user_agent User agent
email_address Email Address
ip_address IP Address
phone_number Phone number 0.01
billing_address Custom - categorical
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Detector i It BEERERENFIIAD , MBELEERITF,

[E A SageMaker t&#!

IR AI LR IE % SageMakersEE#E E [ A Amazon Fraud Detector, EZRERIELL | AT BAAS

SageMaker #EH Fi8 = (55085 , WA GetEventPrediction API E4£ERTER, 1
AGetEventPredictioniR#—EB42 , Amazon Fraud Detector & #&#Y SageMaker i 2 |, 3f
iR EEREHRA,

& LA#E Amazon Fraud Detector (R EAFEFAEBGetEventPredictionidR—E o EENEHE
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HEHERAFTENRE ARSE | LU SageMaker i Ei. 5E , BRI LG SageMaker R EL B B F
FBEATER —EB2 81X M ByteBuffer, GetEventPrediction

Amazon Fraud Detector X R E AR JSON =% CSV # A& EAK JSON = CSV & HERX M
SageMaker JEE %, XEH SageMaker EE ST TIE XGBoost, #R1MEEEE 25 F FEH U 2 ZRM,

{EFEA SageMaker & AWS SDK for Python (Boto3)

EE[E A SageMaker 8 | 55 A PutExternalModel APl, T %|#ifl{R5k SageMaker ifi
#sagemaker-transaction-model BEE&, AlInServicedki , A XGBoost EE %,
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By HAAREE 1B E SageMaker BB EFEMRK T |, WAHEER CSV K5 ¥ EZE Amazon Fraud Detector
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A T88, EXRATEVELEEY, EXREEAEEAE  SLARBELTH.,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_external_model (
modelSource = 'SAGEMAKER',

modelEndpoint = 'sagemaker-transaction-model’,
invokeModelEndpointRoleArn = 'your_SagemakerExecutionRole_arn',
inputConfiguration = {

'useEventVariables' : True,

'eventTypeName' : 'sample_transaction',

'format' : 'TEXT_CSV',

'csvInputTemplate' : '{{order_amt}}, {{prev_amt}}, {{hist_amt}}, {{payment_type}}'
.
outputConfiguration = {

'format' : 'TEXT_CSV',

'csvIndexToVariableMap' : {

'Q' : 'sagemaker_output_score'
}

+

modelEndpointStatus = "'ASSOCIATED'
)
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2. EBEBRMERR.

3. EEHERABMAHTEMEL , @ Asample_detector ARMAISE R, RIZM b A SRIZER
X | FlImy sample fraud detector,
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xBECHBEENERRE,
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2. EXRED, £/ Amazon FERERBREHHRUEEXNZESBATIRAEE :

$sample_fraud_detection_model_insightscore > 900

3. EHMR 6 BEFAER-EFNER. RREFREAINGR , MRRUETEHEFS  NeERE
Ho

4, HERIE—RAFHER , W Averify_customerEBREREBRE, B LLEZ b AR,
5. BEREER

6. EFMERAUIATRAUBRZEREEXNLFERAU. BIUR , Amazon FFRERFEFZRAUTHR
b RSPl

7. BRENEEMGRA  RARBEEUSRUTR.

8. EHEBEMXIUAEIENedium_fraud _riskMlow fraud riskfEA THEAIGFMEFRNE
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R : review
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$sample_fraud_detection_model_insightscore <= 900 and

$sample_fraud_detection_model_insightscore > 700
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HAIEHE : low_fraud_risk
MR : approve
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$sample_fraud_detection_model_insightscore <= 700
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NBRUABARAGHEET,  FEHRUNBAFS 8%,
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MRAEFEL, RAUEFRE T EFERUAITHIER,
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MEEMhigh_fraud_riskRBIFERABEEMNTER , BB ETE , ARBE1, EE¥
Bhigh_fraud_riskZ$E—E{ME,

BEEIBRE , LEmedium_fraud_riskRAERE—@EMNE , W BHZMlow_fraud_riskiRH
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{5 Fi 2 37 {8 AIZ83AWS SDK for Python (Boto3)

THIE BB RHE B ERPutDetectorAPl, MAIZRFT EEHNMRABBBRAN SR,
#PutDetectorAP| IEEMRBMF I ESHEE., THHIBRRECELEHE

Flsample_registration,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (

detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
)

B ERIBRARA
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,

rules = [{
'detectorId' : 'sample_detector',
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'

},

{
'detectorId' : 'sample_detector’,
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'

.

{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'

}
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modelVersions = [{
'modelId' : 'sample_fraud_detection_model'’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'

11,
ruleExecutionMode = 'FIRST_MATCHED'

)
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B {58 B3 A% i FIACT IVE #5883 A AR AN,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_detector_version_status(

detectorId = 'sample_detector’,
detectorVersionld = '1"',

status = 'ACTIVE'

)

M ERERIRR, (ORI BRARAN SR R AR AR
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1. MREBYEAP —EELAEENEBENER  FEATE. FRECEHBIHEREY, flw, W
R85 ip_address B EI5RAAEMAIL_ADDRESSEEHA | A ip address 28 TEREEE , fi
;zu ASN\ |SP\ iiﬁﬁﬁ'[lﬁ*ﬂﬁlpﬁng yu;n¥%ﬂiﬁnﬂ nﬁ/ﬁ E'_EEO

2. MRBHEAMNELCZNESERTHEY , FERTIEBERET —EETE8EE,

3. BCATEGORICALEEH ARG BEE XEBARIEF ETTUMAER, ERIEFHENER, BAX
IFEERNERETEES ID 28, flun , mERNGE. FBHENBRBERBAH. ELBHARX
B (plwn , EEMHEBER _d WAMEEFARX—EE#E), EEUTEENEESNEIESEEES

il

BEEFEMG. BRID, EEID, BARBRER ID FERNEH.
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- IEEEE, BYEZEZTMEERNEH,
- AR ABESERNEY A RER,. EREL. FRERREBEN.

® Note

ENTITY_IDREEBEHFAZEFANRDEMS ENTITY_ID 2ENREZESEFER, ENTITY_ID
SBUERDEET G CHENERERFE, NREBEERIXSHEHEE (TF) ERER | 8
MERMENTITY_ID B8, SEEZTRAEHEBEINHESEH —SERERRENER , I
BEER ENTITY_ID BEEE, RERETRWFAEHM ID FE , UREREEAEME
THEBIIER , 554 CATEGORICAL BB EAEEREGERNERNFTEHA ID, HttF2EH
EhEREWN ID SEHTLREXE ID, BERERBIEHIESHESE D,

4. #FREE_FORM_TEXTE BRI RG TSN FERNWE S, FREE_FORM_TEXT 28 EA N Hi
Aa¥E — ERETH. SR, ABNERERT., FREE_FORM_TEXT EXEG&Z AU REED R
iR, PRATURFBEFN TG REUANTMER, flon , AEFRAMFTRTUA 2=
B 2REESE, BHNEBRBUUERAEFREASBRARIBHIR , RBNHPEHD., =
BB EREEE A 2 AR M FREE_FORM_TEXT S8 HHEHR,

5. # NUMERIC 28 ERIERCEHEEEEEHFNESE . NUMERIC B850 EN B,
EHBREN. BEFTK, HALBTLE CATEGORIAL S8EAERAELEE  BRMMZIES
ZHRMEEEERIEFNEEE SIS RIS NUMERIC S838H,

Amazon FERRERIZR TEERRHNELRKER TE , Fl0 1P fzat, RITHEBIIRE (BIN) MEFER
B, UEVBENNBALRAEASLEEN TRNERMEE, BILDREARNEBIBEENAIRER , X
HIEABEE S KT R

ERRHEE

Amazon FEERERIFREEARMEME, REEEXENEFERBARNMEBNEMEFRE EEFER
RER. FIEHE 2021 F 12 A 13 B REZIRESFRBISERIMERTT (rxxx) HEEE , #
EEBRASERBRLIE, IREEEEETISERERBEY , YAKE 2021 £12 A 13 B
I EETT TR , FEMIGER , ET IR ALRET .

BB EERBEBEANTES , SIRRENEHKIDE
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-3 B iR

PHONE_NUM  BIRREZE%E BEREEFERBRT

BER BEIR/MERTE (
+XXX ) o

BEAEE . EREE BREEERES

B SEISR/H B (
+XXX ) o

I EEE

®’2022%F 2 A8 HEEME , BRI EASFEHELASHIEMM IP ADDRESS, BILLING_ZIP #
B ZIP BExENERER, STEHNERHESAEFRENERNE A,

EERAMIBENERETIIE , FNS4ENMEZP>IETI=ALY+PIRAE :

IP_ADDRESS, BILLING_ZIP Sii&. 1t/ , SEAMEERFRINELEERFZESADHIEEERNIRE
BRABNELBERNKG. MREHEEE 2022 F£2 A 8 Azui#TIHENER  BHAGSELE
8, AIXBEEHMIGERURABENERER,

MRBARERER , B EBFEMmERSFREHETSH/ IP_ADDRESS. BILLING_ZIP = i & {E1H BF
WE , AlgXRABHRNTEENEE. fl , RERSBHEEERH IP_ADDRESS FMLt#ki& zIP & , B
HE _ ZIP EEN. EUHIERT , E&Y IP i — IRE ZIP #TEE. IP (it — EEERFIRE
HERE-> HE BETETREEHEX. INMAZHE  HUFEAREHNNE. ERENER
EEMATHENEETRINE  EENMERTERE,

B LUEIBAS EH BILLING_ZIP M EHESEMG I EER s BEERARKEEEHBENERER, £
EREEATSHEER M MEE.

IRV IE BB

BB BVvESBEANTES  IBRENVEENEAKDITE.

g2 B R
IP_ ADDRESS  IPv4 fiztit B FIF-1.1.1.1
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R HE—8&i. Amazon FF
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wEZBHNMEERE
B2 1SO 3166-1 R {@E
FRWEEBER/MEN
SR, B2, BT
REERBTMSWERT
[T

Bl 3% ] 3t B 1

TREH Amazon FEREARXEARERHEVENBERNEENTREEE, SERRMNLELRE
—EEEM B/ EAR (1552 1SO 3166-1 & 2 FRNMEFFHER/IMEERT ) M—EEK
mis.

R R R8N

- O-FRES

. —E-FE

. XX 2R, Sl BEEE TGY9 [9] 9aa, EWHKE "GY9 9 AA,L F TGY99 9aa. BEAEM
EI‘JO EFH_E%EEO

o DUXX-FTBAMER X 3 XXo BIn |, HEIE Taa[aa/99], EWKE TAAAAL F TAA 99, BAEM,
EEATIHER-—BERX , EFERRERAMERI,

- REExR/ESEENIR Fl , RTERNVEEREMRA ADI9, EEWNER R/ ERIEAEL AD
FRERE , RE=E&F.
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Code 7 B B 1S

WF EREMNEBWES 99999

YT BHEE 99999

ZA 3E 9999
FHEREEREE

MBEENIRFEERR AT) BE | AMXBEEEREFRMuseragent BEIERNEH,
HEBIESBRAETHNBIERS. HENEEZRKER ., Amazon FERERESEBHMER (4
WMuser_agent_family0S_family, ) REEFEAERBERERNER, device_family

RIE—EEE

BHLAERAZENEEGS , £ Amazon FESRERIS AP EVEE , £H , SfECreateVariable H
AWS SDK for Python (Boto3)

ff£A Amazon FESRERIZEE TR A BV EHY

WEH SR MERE , email_addressMip_address , WA E Mg REH EHNSSER
(EMAIL_ADDRESSFIIP_ADDRESS), ELEHAEAHFIERA, MREERLARERIIERNES ,
EEAEREPESEEARIINER., RREAEEESHEECIRETRUEEEERESZR
Ao

BEEVEY

1. BFRRAWSEEXIZAXEALKIRE,

BEF Amazon FERREEIZE  ELAIEENIRE T88L | ARRE "B, .,

£ [MEY) EEPemail_address , AREERE, BEHHBASEHRA,

EEEEAD | BRIZ (ETEH4 U

Amazon FESRERISERBEINESHBEANERNER K RAKEBHBEACRAER. WRENE

BAREBERESHER K BRBFEDERNEHER, NEHHEEN , FSEEHEE,

6. MREELHBHIRMERE , FEN "ERAFERE)  ARAASENERE, IREETE
fELLEEf |, FERIBLL TR,

7. BEEMN,

o > @ N
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8. 7f email_address I AEHH , HFRERB A ZN B ENFHER.

MRBEEEH , FHEIE [(FE) LIRMEHH. 1#FEF Save changes (RFEF),
9. EXRMNEFUEYS—EEE , ip_addressit A2 EIFAIEE P {1k,
10. "8E, EHEEATHEINEE,

/A Important

BMEBRLARENEEVAEHENEY. LUURRERYEHEERREETSHLES
B, BLAIRAR B AR R FEER I 2 £ FFER 01

FHE 28 AWS SDK for Python (Boto3)

T35 #8~ CreateVariableAP| BN ER, L&l & 1 m1EE
2 , email_addressMip_address , WHEE iSRG E ENSEER
(EMAIL_ADDRESSAHIIP_ADDRESS),

ELESYTERELER, MREERTANERIIRNEY  BERAENETESEEARMNE
¥, BREARSEEHEECNNARMUSZEEEREZAR.

ERVEEEERERE, cERERNEEENREMNE. WREENKFEA EVENT , AISSS8EMN
£ GetEventPrediction ERH) —Zp 5 Fix. WREHEAMODEL_SCORE , BI&H Amazon FE5REEIES
E A, WMEREEXTERNAL_MODEL_SCORE , HI&HE AR SageMakeriE H H A B E({E,

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)

#Create variable ip_address
fraudDetector.create_variable(
name = 'ip_address',
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https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateVariable.html
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variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)

il BR £ &
MBRE EEF , Amazon FEFREAIZESE XK AMBRZES , BERTEBEMFE Amazon FERERIZEH.

IREEMBR Amazon FERRERIBRP RS ESHEETNEY. ELALMIRESBHEEBMNSHE
B, REBMREBH

IR EFBMBR Amazon FE5R{E R85 18 i H B B M SageMakeriZ Bl HH 8 8, MIBRESEEF | Amazon
FESmE R 2 B B MIBRAE Bl H B B,

A LATE Amazon FESRERIBZ =R AP MBREE. EAMBREE CLI 5. £/ DeleteVariableAPI
= f# A AWS SDK for Python (Boto3)

ERzEamREs
EEMREH

1. B AAWS Management Consolel B Bl 52 FEFESRERIZR EE A |, ML A hitps://
console.aws.amazon.com/frauddetector,

# Amazon FESRE ISR ERANAAEEE KD |, BE "ER, K RREE "85,
BECEMBRNEE

B BF , RBBEF MR,

WARBERE , RREBREF (MERER].

o M 0D

155 F M BR 2 8 AWS SDK for Python (Boto3)

THRENBEFI 2R AP MIBREE M DeleteVariable BB R & T8,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_variable (
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/delete-variable.html
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name = 'customer_name'

)

*ﬂj
3=

EEEREHIBAERIS L. EXEEHEHA RN , B AR Amazon Fraud Detector 353
BB TER, MREITEIE R LEFFE, (OF) H "XBFFEFEE, (TF) HE | FIHEER
EREDLF A0 BEHLERERERIESEEN., BUUEATMAER PINEEE. 6%, 15 0)
ROFIFRERERNEH, JIRTRE , JIFBNERSTAEHREFEER , UFEHELELSE
HoBRERIEEEL

BUAARERIGEERNETRFRANERIES  ARSEEEAREINIFERENERNE4ER
EL B,

BYER

#&] LATE Amazon Fraud Detector =2 AP EVER. FA put-label a5, £/ PutLabelAPI 25 A
AWS SDK for Python (Boto3).

£ Amazon Fraud Detector XA B N 1EH
FEEVER,

1. HRAWSEEFXEZEAXLEALZHIRSE,

2. BEZF Amazon Fraud Detector , EERISEHEZE "HE,, K REEE "By, ,

3. & "EVER, HEY , BAFREANESRESBEAERER, EREBLAERRIIFERSE
REFEEENEREHE, REER AFERNEIR,

4. BE "EBEYEH. .

5. BUS_EARE 6 YBWASEEHNERSE. FREERZBURREIRERNETFRREEE
BHE.

F I ZEHAWS SDK for Python (Boto3)

LLUR7RAWS SDK for Python (Boto3)fl{XES{E A PutLabelAPI BIZREER (HRFF, 8% ). BIUE
ok BULEESHEEEHER  UEBEEHETSE.
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',

description = 'label for fraud events'

)

fraudDetector.put_label(

name = 'legit',

description = 'label for legitimate events'
)

EHTRR

MR BN EHE R EE Amazon Fraud Detector —i2f# 17 , BRI EEEH UK EFT SR ESHENE
8 HNMESHEEHHTHGERNAE YA EEMAMSESEERELIEF,

#& 0] LAME A fivupdate-event-label$y, £/ UpdateEventLabel APl =& FAWS SDK for Python (Boto3)

T 5IAWS SDK for Python (Boto3)€i 5l X IR & #TiB B AUpdateEventLabel APl WWE#ERG
48 B st Y IR R RE B o

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'registration',
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T23:18:217'

E ¥ Amazon Fraud Detector FEFEHNEHER TS HIEZE

BT REE B4 2 6121 Amazon Fraud Detector I EHTIEHEHMERER , AIMESRHHEH
HITREARFERAE WA EEMAMEEEE N HEE R, & EFHEMFE Amazon Fraud Detector A
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/frauddetector/update-event-label.html
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MWELHZER , B AUpdateEventLabel APl 1€, B8R UpdateEventLabel API 58 F 89 €541 40 T Fir
o

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428"',
eventTypeName = 'sample_registration’,
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T723:18:21Z'

il BR 4R

M BRAZEBF , Amazon Fraud Detector @ kK A MIBREZZE , ME RS T B/ EE Amazon Fraud
Detector #,

&L MIBR Amazon Fraud Detector F @S SH B HHNER, BEZLZMBRBREESH ID WER, &4
A MIBRABEIRIE 4 1D,

&R BATE Amazon Fraud Detector T2 AHFMIRER, EAMBBRERG . A DeleteLabel APl A
AAWS SDK for Python (Boto3)

EAEEARRER
e

1. BA, BBUZR https://console.aws.amazon.com/frauddetector B Amazon Fraud Detector F 15
A. AWS Management Console

#£ Amazon Fraud Detector TR AN ERISEE K+ , BE "ER, , AREE "ER, .
BEREMBRVER.

B B, REREE MR

WARBRER , RAREE [RBRER].

o ~ w0 D

15 F MIBRZEEEAWS SDK for Python (Boto3)

T%IAWS SDK for Python (Boto3)#ifIf2 X\ I & MIBR 5 DeleteLabelAPI & EHEE.
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_event_label (
name = 'legit'

)

A

#FAI2EH Amazon FESRERIES M EFER TR I B A Z S EN K4, R A28 REMN —IB
7, CHUTTRBERK :

- BRSEE — BRAARECEEFRRAATEANSHERETNER TR, FERSHENERE
B —EmAER TR, RUAPEANSELAEIENSHERPHELESR  BRAUDEANEE
AR SBRAARE . WEFMEF , FF2E Variables & FE,

- BEX —RAPHNEENSHENENEHREE, NREERAUTERAEH , MSEAEH. LBRE
BF@#l>, < <= >= =) NEREBHENRAUEEN, MRLERFE  ARUEENEE
BABEHEBNBERR, inFFMES  F2HEKUFS2SE. EUUEMAandNKSEEREN
HEE—RBor. MABEANBLENEA/HME (EHR) , BERE/NR 4,000 HFT. FTXEMR
HAB B R,

. R ERE Amazon ERENSESARABEENEE, EREBRFEANER, BALS
SETENEREIEIRAR  DEEFLSRA, NENEET , BSURL.

BRIV RAELE—ERBNRA, —ERAKZAIUE 3 EBE , —EERARKZZTUSE 30 @#E
B, ZAUKRABRIAENREURFN -2, SRANBRYHRL Y ERREEMFEIE
B

BAES 22

T — &8 Amazon FESRERIZRHHEER (TFEIRAUBA) Thae.

EHEH

BALMEAEHMESHEREPERNEALAMAERTAN -2, FAXTARRERTS—EL2E !

$example_variable < 100
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ERAEER

ERBE

BRLMEARESHEAMBHACEAEEMARAEE — B2 EMBE, EAXTARRERE

BIEHE

$example_list_variable in @list_name

hE , REERVNSIEELR

Amazon FEERERIZS BIETHLBEE F : >, >=, <, <=, 1=, == &EF , Ff&

EHIT :
g4 -

$variable

g5 - £

$variable

Flgn 1 =

$variable !=

g4 -

$variable

< 100

, N

in [5, 10, 25, 100]

== 1000

SRR ORI 2R R

HRAFES2E
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EET TR SR
NA <

AR ZH >=

MARZR <=

In (A) in

& R

£ %

Not !

HAHE

BULEEEXNPERAERYBESE T (Hlw, +, -, * /), HENEARFIRELTZLETEHBE
GHERE,

ETHMEANG | EM$variable 1EARMEESvariable 2 , WREBAHES/ MR 10,

$variable_1 + $variable_2 < 10

HEABEREHN
BET TEBREGERAIZRR
il +
= -
Multiply *
Divide /
1 %
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IEAIRERN

BUUERAEAREXNRERBENEAEARERAN -0, MREFERET —FERECEEEN
FREHBE , ERERER, Amazon FERERIREEEARUEEARIELY fl , eERE
RENFREREERAEENAR , EE True/False), BHEHKFFRAB/HEAREXXZFER Java
F# .match () (A RE2J EAIRERE ) . BEBE L ELEEANMELTARAIETEHN ERXK

EXER,

ETENE—@EFF+ , RMELTKEEERemailANE, AR, EfiRERERXegmail.comE®
HemailBEH, FEE A SF-EBEHHESR  UERFTUARBBEFZS. com.

regex_match(".*@gmail\.com", lowercase($email))

EE=@EEHIP , KMBEEHR B phone_numberZEEIR/MERE , + 1A EFERBRERE
KB, MREER , UERM AT AR REFFH+1,

regex_match(".*\+1", $phone_number)

IERIFREN
BET DB BHREERA SRR
P P2 ] LA PR SR Y 5 75 =R ERIREXTE ( " RNFHE, S 8E)
T2 I REF A& FRAIREXTE ( "BNFRHE, | $88)
P BR#T4T AN AR F F FAIREXTE (2 o ", $88)

CEESBENTR , BRT "BNFHHL ¢ ERAREATE U . BNFHH,  $BE)
BIRYHTAT

BRAR 45 7k = 7T \

BRERDE

Bl , REZEREERRRRN, ERFEHEERAR , ERH null RN, BRBMERNTEER
AT UL IR AE

$variable != null
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Ef , MREBRE—FEERSTFE  MUUAMTUTERE

$variable == null

Z B R4

BRLMERand Mg S EEERNESE —Eor, RIEM[MEMER , Amazon FFSRERIZRSEOREER
iELE , WAEHKFIE(E false HANDEKHZ LE,

ETENSF+ , R EEREEAFRGEMEFRandtr. EE—FKFZFTF , RALERERE 1 RS/
R 100, HE =, HMRERLE 2 RETREXE,

HRRAEAand , MEHSEAS TRUE , ZBEFRHEF BEFTEA TRUE.

$variable_1 < 100 and $variable_2 != "us"

BT LAERFE R D B AAER |, TR

$variable_1 < 100 and $variable_2 != "US" or ($variable_1 * 100.0 > $variable_3)
HiEEA|E
DateTime B &
B & iR &5
EREr HHRE L 1S08601 UTC &N IR HE BIShIT EEREf AHRE ( )= 2023 £ 3
() HEAREE, B ERABRZER B 28 B
(BB BEIEFRA () ) RHITH
g
FHETZ 8l RE—EAEE (EMR) , WRABA <28 (EREsBEERB () ,
(DateTimef1, #% DateTime 1 & 2 Z 8l DateTime 2019 € 11 A 30 A 01:01
DateTime 2) Zy )== ",

=28 ( BEEw B HEE
(), T2050-11-30 Mf 01:05
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B iR 5451

RHffEDateTime  BRE—EH®WE (E/R) K WURBAA Z2& (ENESAHEZ () ,
% (1, DateTime # DateTime 1 & 2 2% DateTime 2019 % 11 A 30 H 01 H
2) Z, )==TH,

2% (EHER AHEE
(), T2050-11-30 Mg 01:05

Z, ) == "R,
FEHER () ZFE g DateTime HiRE LADateTime =Z# ("2019F 11 A1 H 181
DateTime RTEVAEN, SAEAPHITH B, ) == 1575032461
BEEIEEA
FHREET
BET &5
BFRHRERAKRE RE($&88)
BFRRERA NS PE(SEE)
HAth
BEET &
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(

ruleId = 'high_risk',

detectorId = 'payments_detector',

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',

outcomes = ['verify_customer']

)
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TogEHIEXBEEA UpdateRuleVersionAPI #4481 BIFY R SR Ehigh_riskf 900 E# 4 950, Lt
Rl £35S 8185 AE B Bipayments_detector,

fraudDetector.update_rule_version(

rule = {
'detectorId' : 'payments_detector’,
'ruleId' : 'high_risk',
'ruleVersion' : '1'
1,
expression = '$sample_fraud_detection_model_insightscore > 950°',

language = 'DETECTORPL',
outcomes = ['verify_customer']

)
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Tallow_email_idsBIBEBIE M CreateListAP| fE% , FEIRHRE, BBUEH , LURH 0SS
EEARRIFE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_list (
name = 'allow_email_ids’,
description = 'legitimate email_ids'
variableType = 'EMAIL_ADDRESS',
elements = ['emailld _1', 'emaillId_2', 'emailId_3', 'emailld_4']
)
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T5IgEHIE A UpdateListAPI 4E% |, B EF B MEREallow_email_idsH. FHRELEHME
WIEBEBFEREHE—H,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (
name = 'allow_email_ids’',

updateMode = 'APPEND'
elements = ['emailId_11', 'emailld_12"']
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TIgEFIEEA UpdateListAPl £ | i BERA 5k allow_ip_addressiFE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (

name = 'allow_ip_address"',
variableType = 'IP_ADDRESS'
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BERWFrEEE,
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2. EEREEERFIEEEE

3. HFEEETEINEEMERAEE.
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_list(

name = 'allow_email_ids'
)
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FETHIEFIF |, UpdateListAPI fEZEEftallow_email _idsiEEFMBRER .

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids',
updateMode = 'REMOVE',
elements = ['emailld_4', 'emailld_12']
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FET5EHIHR , UpdateListAPI e EMIBRallow_email idsEEFMAEEE.

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’',
updateMode = 'REPLACE',
elements = []
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THEFEEMAPutOutcome API B =EZER. ©fiRverify_customerreview, Mapprove,
BUEBRE , BZALEEMERERAL

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(

name = 'verify_customer',
description = 'this outcome initiates a verification workflow'
)

fraudDetector.put_outcome(

name = 'review',
description = 'this outcome sidelines event for review'
)

fraudDetector.put_outcome(
name = 'approve',
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description = 'this outcome approves the event'

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_outcome(
name = 'verify_customer'

)
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WE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(
name = 'customer',
description = 'customer'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_entity_type (

name = 'customer'
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# Simple Detector resource containing inline Rule, EventType, Variable, EntityType and
Label resource definitions
Resources:
TestDetectorLogicalld:
Type: AWS::FraudDetector::Detector
Properties:
DetectorId: "sample_cfn_created_detector"
DetectorVersionStatus: "DRAFT"
Description: "A detector defined and created in a CloudFormation stack!"

Rules:
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- RuleId: "over_threshold_investigate"

Description: "Automatically sends transactions of $10000 or more to an

investigation queue"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount >= 10000"
Language: "DETECTORPL"
Outcomes:
- Name: "investigate"
Inline: true
- RuleId: "under_threshold_approve"

Description: "Automatically approves transactions of less than $10000"

DetectorId: "sample_cfn_created_detector"

Expression: "$amount <10000"

Language: "DETECTORPL"

Qutcomes:

- Name: "approve"
Inline: true
EventType:
Inline: "true"
Name: "online_transaction"
EventVariables:

- Name: "amount"
DataSource: 'EVENT'
DataType: 'FLOAT'
DefaultValue: 'Q'
VariableType: "PRICE"
Inline: 'true'

EntityTypes:

- Name: "customer"

Inline: 'true'
Labels:

- Name: "legitimate"
Inline: 'true'

- Name: "fraudulent"
Inline: 'true'

1 —5 7 ## AWS CloudFormation

EE#—5 T H AWS CloudFormation , F2 B THEIR :

* AWS CloudFormation

1#—24 7 & AWS CloudFormation
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+  {AWS CloudFormation £ &#8) https://docs.aws.amazon.com/AWSCloudFormation/latest/
UserGuide/Welcome.html

« AWS CloudFormation APl &%

« (AWS CloudFormation ts = HITEIEAEER) https://docs.aws.amazon.com/cloudformation-cli/
latest/userguide/what-is-cloudformation-cli.html
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~F 5w Y8 A

& O] LAEFH Amazon Fraud Detector BNBFEVSE —SHFERTER |, B RINE — S HNERTE
B, BPEHYUE -S4 —HEHELEREA , BFEEM Amazon Fraud Detector 12 T HIEER :

- FEERTERESE
- EfTRE

AEm 5B E S

EREABREEMER RS ERARTEESHEBEHNER , ARREHERNERER D B, £N)
ERA TSI TH R FERFERES

- BHEBE-ERBHNES

- RE-ERFAABFNEEZNBURER

- BE RTHEBEHHBBOBBTER

- #HJ-#8 R Amazon Fraud Detector 2010 7£ 3£ SR TR RI HA B i 2 2 BU{E

- BRERMAAEENER

- FRIRRE-I R ESHHIFERTEREE

MERAREMFERE MBS 2 THFHER , 5528 Amazon Fraud Detector 815, TERIAEREK
FEFEAZE , FRACCARYZMISHFFTRIBRENRBIZEMRA, EA LA Fraud Detector
BEAY AP B MBMERZSERS, MEERATEANRE , F20 ", . EREHAAPIHRA , F
SRR ERBIESRA

it ¢

BEHTHEERET EETANE4NFAGCE. CETENESAS4HL AT SRR AR RETEBRNS
HEEFHNEESENE, A, SHAPREBLAGSTIRIE .

- EHERIE — SHNEEIT. flm, MRERNTEERRR RS , EVENT_ID AJReREHIEFFHR
B Em;o

BAEN D WETTEEE
. BEHEAERE
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- BEMBERNRERNEN : "[0-9a-z_-]1+%.
- BERF. EVENT_ID REHNZZE , ARNEE4ITHRE , SIMBERE4

- FEBEREBEMINE EVENT_ID, RAEAREEHURCHEETERNSHRHRLE[E L BA
BEERMTEMER EVENT_ID,

« ENTITY_TYPE — #ITEHMNER , fIBERIEF,

« ENTITY_ID-#{TEH 2 EBRIEBITE. ENTITY_ID XERmERTRAUEEREA[0-9a-2z_-]+
$3X : 2R ENTITY_ID EFHMEEFAIA |, FEREARMNZRF SR,

- SFREEC-SHRERNKERC. KEABGCLAR 1SO 8601 F2 (it AFERBRE).

BRERA

ER BB M GetEventPrediction API BRFIHEEAEB RE R EGE, BUUESEERFPREH
BRE-SHNER , WRIREEEQRSRAAEAB N EREREEF S EWRE 2 BME R

B EGETR AR TR

GetEventPredictionAPI EAEEMNERISBRARTEASHREMNSHPEER ., EFTMEH

B , Amazon Fraud Detector @t A8 EEARBMANREELRE 2 E , AREEREEERA
DUEATEEE . RAISMRAFITENEEHT FSRELERASEMRT), ERAEEN—&%2 , Amazon
Fraud Detector 2R 8 75 A K BB TR A BN EAER.

EHE R ERGETRR

ERFERNGER A FRALCCARYZBHESHFFRUERMRINRAR  EIAR—ERA
%,

A LAE FAWS a5 51 SR E (AWSCLI) S HE A — 18 Amazon Fraud Detector SDK Y
GetEventPredictionAPI #£3% |, BIRFES S MM FESR T,

EEFH AP, BESEBERPREHE-SHNENRA. EABERN -y , EMEEdetectorIdE
Amazon Fraud Detector BRI EE 4, EJLLUBIEIEE ) detectorVersionId, M
HdetectorVersionId&I¥EE , Amazon Fraud Detector #fE F{EBIBSHIACTIVE RZA,

ST LOR M i B B R LAFE Y SageMaker ### | Sk 2 ARV HEEE
FlexternalModelEndpointBlobs,
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FRUTAHXEBFETRTEBAWS SDK for Python (Boto3)

EEEAERTED , EMGetEventPrediction APl, A TEHIRIRIEE KB 29 : EEFEwRE
A, EREEN—EB0 , BRNEIRE S BAREMTENFRBMEENER. S AEaws-fraud-
detector-samples GitHub f#FEF K E HttGetEventPredictionE R,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(
detectorId = 'sample_detector’,
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration',
eventTimestamp = '2020-07-13T23:18:217"',
entities = [{'entityType':'sample_customer', ‘'entityId':'12345'}],
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'

#ERFEA

& 0] LATE Amazon Fraud Detector R{ERA#LRTFERMER , NS — B FEEEBEF o0 EH4TER, 5
I, SEAT BARE I K FE R TE LA B4R 1T proof-of-concept , SE ML E /N, EXIFENSHE
B o

IETILAE A Amazon Fraud Detector £#8A BN #XFERETR | REFAAWSHHHIRE (AWSCLI) =
H & —{# Amazon Fraud Detector B2 E 4 CreateBatchPredictionJobAPI #4E,

e

o BOXFERIGMTELE

ARG HIER

IS #HE R FE A

ERAGHNIER

E iS4t )X 5w T8 8 AWS SDK for Python (Boto3)
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CreateBatchPredictionJobAPI R{EFERIEEMNERIZFIRA , 1B1&E Amazon S3 FEFETR A I A
CSV ERHIZMMNE R HITER, B2 AP EESKELN CSV ERER S3 fFE,

Batch 788l TGetEventPredictiontEF @ EREXMERMN AR EBE T, MBAFZE R, EEITHIX
FERT/EEL , BN ALERBYEHER  EEMMIIFER AREBETARAEHXXT/ESFSESHER
BSHRA, GetEventPrediction

R FER THEEN B4R SIS W EEHE GetEventPrediction API B 2 EHMNEEME, WE
SMMEE |, 5528 Amazon Fraud Detector E{E,

5 — R AT — BRI T 4.
A M HER

WA CSVERBUSEHMEGMNFRAEFERNSHEEATNEER. BABRERNANLERE
1GB. EBHERRIBRENERREMBTE,

Amazon Fraud Detector 87£ERM AR RMENREETRIREIHEER , RIELABLEEREETE
B, BHERTEREWARRNRHER LTINS

- MODEL_SCORES— F¥#H 3R 8A B2 i i ISR AR A AR BB A SR B S H MR R 9 B,

« OUTCOMES— F*¥#HFREA A FMERRIZR IR A R B #7 BIFE B B H4E R

« STATUS— iER—RBERYFTMEEMH, WRRKIIFTEEH  LHESETRABNRENRRK,

« RULE_RESULTS— LR BIBTEXRBERNAIERFESRANBEE,

H S #E IR T8 A

TISTRBRECELSHEE, EHAXSHERE (BH) JIRERE  YAZSHEEEVHERSRR
o

VS LR TR A

1. &A , AWS Management Consoledf 81 https://console.aws.amazon.com/frauddetector BiRX
Amazon Fraud Detector £ &,

2. 1£ Amazon Fraud Detector T2 AN ERIEEE K+ |, #IF "Batch FEEl, , RRIBE THFHGHX
ﬁ;EUJ o
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3. f£ Job BEH , BEHXTEHNTIENERE, NMRERIEERMT , Amazon Fraud Detector & FE i
EEXTEERE,

4. HEERSRT  FEFRHHORFRERRR,

5. EERBRES | EFRMRFRNERBR[RAE . BULEREMREN B[R, WRENE
ARRActiveRER/ERIBRMA , AISEBRMZMRA , BRI AT ESEIRE,

6. HEIAMAEF  REFEVHENWANE L Amazon S3 EFFEERRERSFIERNAR,
WEFRES , F2H BRACHNER,

EEMEHXTER , ®llCreateBatchPredictionJob/E¥H IAM A& SBEEFE A S3 f#F
ETEEREEVEIR , UREBE S RBETENBEATT. NEREFFEFUNFHEER , F2H
Amazon S3 £ AEEEFNERE B X,

7. EWABEET , EEBWMAELEMN Amazon S3 VB, MBELFLEHHERVATEMN S3 fF
BTEE  FEMERENWEERMIE |, AR EREM Amazon S3 L&,

8. (BEM)EBUHXRFEAIENER.

9. ®##E Start (BE),

Amazon Fraud Detector @ 2 I #t X FRAMER , MEBHMESRIn progress. Batch BRI T4
REREERS4EENENERAEEMAEMTE,

HEFLERETHRXERNTHE  SBEHXARATFFAEARTT , B2 [(BF) , AREE [FLE
BRFR], MRFUEBRFATHE ST SRIZXTEEME R,

HXRFEAEB AR ERE AR Complete , WAL EMEH Amazon S3 %17 BT B& FEET
EEMNEE, BHERNZEENX Bbatch prediction job name_file creation
timestamp_output.csv. Bl , TEMNH HERmybatchjob&mybatchjob_
1611170650_output.csv,

HERSARFEIEBFTENEESH , 5% Amazon Fraud Detector AN ERIEEE &=
BESBENER,

HEMBRETRNIRFEANLE  FBREHRFALEFMEATE , BE [(BE], RRZE [RERA4
XA

ERACHNERE

ZEESHRTER , FiCreateBatchPredictionJob/E¥RM IAM A S EHEH@W A S3 FHETEMNER
R, Uk¥ad S3REEFENEANT, NEEEHEFETEERNGFMEN , 528 (Amazon S3
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FEAEIER) PWEREBEEE S| /£ Amazon Fraud Detector £ & £ |, &8 = {#E18 1] 12 Batch
AR IAM B

1. BRI Batch TR TERERMY B,

2. BHUE S HI1E Amazon Fraud Detector T ABZINEE IAM B, FITIHER 0,
#S3:PutObjectERFIEBEAE,

3. AFAEILR IAM S A BET ARN,

3
#

MRIEWEIER IAM B EAEREER  FRETSIEE

1. &9 Amazon S3 AT RN ERIZR LN MEER EEH.

2. IERN IAM A EEW A S3 7Tt s3:GetObjectFFs3:PutObjectd , AR EH S3 f#
FETBMET A,

3. BERAN IAM A EEREETENEEHRRfrauddetector. amazonaws . coms
EY 54t x 5EBmTE Al AWS SDK for Python (Boto3)
LT €565l €# R CreateBatchPredictionJobAPI BV EEHIEER, A TER TESVELE

THREER : B, SAFREANEHERER, THHEGBRRECEISHE
Hlsample_registrationsample_detector. {EBIZSHERIZRRAL,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_prediction_job (
jobId = 'sample_batch',
inputPath = 's3://bucket_name/input_file_name.csv',
outputPath = 's3://bucket_name/',
eventTypeName = 'sample_registration’,
detectorName = 'sample_detector’,
detectorVersion = '1"',

jamRoleArn = 'arn:aws:iam::**:role/service-role/AmazonFraudDetector-DataAccessRole-
* %!
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A, HPFSEHERF (0-5,5 B5KS) NA6E REFESIBERER), Bl T THEFER

FEORIFREA

- EEMHERATERR  BAFERREBENGZSARER,
- WOBEBERHERNNBARR (flW, SEEHNERRTD ).
- IMEBEHERPHFERER  WEAEHEPINRE (WMREBFHE).

/A Important

RARASEBELE , BEERAM 2021 F 6 A 30 HH2RIIRWER, FEEUW 2021 F 6
A 30 BzaldlBrERENTFRRE , FEMIIRELKRE,

FRRASHYRARIFERENSESHFEBIRMHE T —EE.
EEaEZ

RUSBHFERANIBLEEENRB(L2E, BUFEEIFERFTR (0-5, 5 /&S ) MHKGE
BRI G E ("R ) &,
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- BREKFEBNSEHREEERT. ROBRABYES  SERURERERRT D 1 EEKEEN
ARet.

- FEEENTSERY , REEMNEEAGNEEEENE T KRR,

FoBHE , REFR IR
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£ Amazon Fraud Detector X#2 A |, FERERBEERN T, FEERFTSNHENFRRBETHER

BREESHCEANRERE,

Prediction explanations - preview

influence fraud prediction scores. For details on calculations, refer to documentation [
@O show raw prediction explanation value

Variables that increased fraud risk

Name Value

comp_255 whatsapp

req_255 0

sentiment_description 0.2

desc_255 this Is the company description
title king

required_experience 5

required_education masters

has_questions true

Variables that decreased fraud risk

Name Value
has_company_logo true
req_desc_similarity 0.3
employment_type emp
Jeb_location california
jeb_function engineer
industry software
sentiment_requirements 0.5
telecommuting yes
company_desc_similarity 0.0

This prediction is based on contribution from each variable to the overall likelihood of a fraudulent event. Prediction explanations give you better understanding of how an event's input variables

Relative impact @

drddkkk
*

*

Relative impact @

drdk Ak
*

*

Raw explanation value (@

0.43
0.29
0.12
0.07
0.07
0.04
0.03

0.01

Raw explanation value @)

-0.26
-0.21
-0.21
0.1
-0.06
-0.05
-0.01
-0.00
-0.00

B AR TR R BA

EAERTERIE |, BT LAE Amazon Fraud Detector 12 A R FEBIERA, FEFEH AWS SDK &
B AP| 48 FERIEREA |, B4 EAMN ListEventPrediction APl LIRSS 4N TERIRREBEE , &

Z WU GetEventPredictionMetadata API LAEVSTEAIFR #H,

£ /| Amazon Fraud Detector 312 & #4578 38|57 BF

FEEATRERKATRRSA ,

EEREESKS , RE [ESEENEAL

w0 N =

R

/Ch

/A "HE, . EET. M TE) ENRIGER
EEREERERT  FRLENEECERE TR,

FREAWSE AW EAZWIRE ., EfinZEl Amazon Fraud Detector,

EBIR TR

BARFERIR
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5. THE, EREETENENBAEENFEENEE, B FTEUNSEH4 D UREENRS.
6. MTEBE "FERRH, E

7. B ERREFERRAE RAZERRM , IREFTASENRARMRAE.

A EAR Python B9 AWS B EH (Boto3) 43 78 AIFR BA

TH&EHIFERFEHAListEventPredictionsf AWS SDK ##J GetEventPredictionMetadata
AP| B 1R FERIEREAR EHIE R,

&5 1 : £ ListEventPredictions API BN B RiFFEAIMNEE

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
maxResults = 10,
predictionTimeRange = {
end_time: '2022-01-13T23:18:21Z"',
start_time: '2022-01-13T20:18:217"'
}

gif5 2 ; (£ ListEventPredictions API R SE4ER "M, NBXTEAEE

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
eventType = {
value = 'registration'
}
maxResults = 70,
nextToken = "10",
predictionTimeRange = {
end_time: '2021-07-13T23:18:217"',
start_time: '2021-07-13T20:18:212'
}

15l 3 : B EIEERRAMA GetEventPredictionMetadata APl B4 ZIEESEH ID. S4E
2. {ER23 1D FERIZSRAS ID iR ETERIGFMAE A

RRTERIR A MRS latest 162



Amazon Fraud Detector EREER

¥ ERMWpredictionTimestampiE EREB EMIW ListEventPredictions API REE.,

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.get_event_prediction_metadata (
detectorId = 'sample_detector’,
detectorVersionlId = '1"',
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
predictionTimestamp = '2021-07-13T21:18:21Z'

THREAERENFTESN

Amazon Fraud Detector £ SHAP (ShapEley 1% ##5) , BB ERRERIIFR BEEHEE
WRBRIAERRBERNSHTER, EETEINN  SRSFTERRRBE , A2 EERE LN -2,
ELRRRAERRSENALHBEEREMNER., CARSERAREE (BB + BES
R)BRAHEEEERE (S5E+5) . HRARBESHNEEHREERREKFE(E) RXESZE (AH)
MERIEINNAH  EERIRBRERZER,
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BERE AWS BRENE LK. BHAWS BF , BAURENPLNBRREPER K ELREREA
TREHZEMSHRBNEBNERMEEN.

2R AWS BECEHEREBENERE. AEEEEEKEBERATRNZEMNE RPN SM

- BEIRNZTEHE —AWS EEREE AWS EWRFHIT AWS RENWERLEE, AWS EAKREMETTLL
R2FEANE%E., BETHERAM Amazon Fraud Detector W& RETEl |, F2EEHTE AWS R
g,

- BiRPHNLEM — ENETEURREERN AWS . SHXEHEHGEREEE  TIEERNHE
ZiE, BRFANERNBRERENER,.

R 344 ] 15 B S8 R R t0{AI £ 5§ Amazon Fraud Detector BER A EEFFER, THEERAMMAEE
£ Amazon Fraud Detector , AFFEZ 2 MEREBE, LS E R WAFER HE ] iH B RE R FMRE
Amazon Fraud Detector &/REH AWS R%.

&

« Amazon Fraud Detector HH)ERRE

« Amazon Fraud Detector # & % Bl M BEE
« Amazon Fraud Detector # #J 52 & f B %

« Amazon Fraud Detector B4 1R R
 Amazon ¥k Fraud Detector Y58

 Amazon Fraud Detector (W E# R ERZ £

Amazon Fraud Detector Y & K78

AWS H[ESEFEEBEA M Amazon Fraud Detector HHYERHRE. MLERFFHR , AWS BERE
BITATE AWS Ei. ZESHERIERSE LXEATHEFE, SHRBEEFMER AWS RS
NWZEEEBNERTEK, NFEERNEBAENGFHES  F2EERELEEREZE., NEEHEEME
RHREMWERET , 5520 AWS R M EER LK AWS HEWS(EERF GDPR SPEHKXE,

ERERREBEN , RAEZREMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—R , SEACHEHRASESR
HEREEEMAENGTT, RfEERERATIFRNREESR :
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- BERFHECAZEEZRNE (MFA).

- f£/ SSL/TLS B AWS BRETERA. RMFE TLS 1.2 LEZRMFEA TLS 1.3,

- EARRE API M{EREEEFE#% AWS CloudTrail,

- £ AWS MEBFRFRURHEPWRMERFE LR LS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRHEZBHSHNER API FEEFEERL AWS B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1H,

BRI BERCR8ETESEFNE FE iU SHESHREN , REEES BHENHNXXFHNMA
F flnE BN, EBRERERAEEEA. API S AWS BEEH AWS IR #H Amazon Fraud
Detector FHMFEARK. AWS CLIZEERRBEHBRAXFRUPBANTAERBASEARGTER
DET A, MREREMENIBREREEN URL , BMEZIEZFZ I ERB LY X ARSEF RO URL HEE
BEREA.

mEZFEER

Amazon Fraud Detector € S RENMZ LB RMZBREER, BALUEETHHES 22—

-« AWS HEEH KMS €88, MBEBARIBEMRELIE K AREBELT , ENEREERALEBNE,

- EFEEMN KVS £, SAUEASRENREFHHEFZE KMS SRNFN. MFERYMEE
EFRE KMS & RWAERENR , F2RTBREE.

nz8mhrER

Amazon Fraud Detector 8 ERREHNIRFER LR , WEAZ AWS RFEFPETERE, RIEHE
£% , Amazon Fraud Detector €/ TLS 1.2 #¥fit AWS BERINZEHPNEHR,

EREE

Amazon Fraud Detector A T Y EAR —ELBRINZFENER -

- AWS BEEK KMS £, ltATERR
° gﬁ%fiﬂ"] KMS ﬁﬁ%o
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BYEFZE KMS iR

BRI BAE R KMS £ A5 CreateKeyAPI BB FZE AWS KMS €. BIBZRI , BRAE,

s EREBMNZREFETZE KMS €48 ., Amazon Fraud Detector T EIFHE KMS €88, NEFHAE
A, EFSRESREEREHEABIER AWS KMSHHIEHES AWS 18,

. B E—[EH KMS €8 . Amazon Fraud Detector TXEZ B KMS €88, MEFHMEF |
HESEERBEARASIER AWS KMSHHZ EiF L8, AWS

- BETHEEEE , LUIZE Amazon Fraud Detector {E £ 88 RIZF T,

T
r

{
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
1,

"Resource'": "*"

MESRENNHEEET,  FoUCRTERBPRASISTHHOEA AWS KVMS TS AWS #
Al

ERAEFRERN KMS £z E R

& F Amazon Fraud Detector B9 PutKMS EncryptionKey API , I EEZ &M KMS £ NZEM
Amazon FESRERIZIHEE R ., B LIBEEER PutkKMSEncryptionKey APl 2 F IR E.

BRINEZEMNER MR

- REFFXE KMS ERBELANERINE, EREFFZE KMS R 2 ELENEREFRIER
IEAREE,
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{
"Statement": [

{

"Action": "frauddetector:*Detector",

"Effect": "Allow",

"Resource": "arn:aws:frauddetector:us-east-1:123456789012:detector/
my_detector",

"Principal": "*"

}
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F L Amazon Fraud Detector E)fE (BIZIARBLE RN EE) BEEREER LT, TELER
T, BUBEFRERAZFT (o

"Resource": "*"

ZEZ&EE Amazon Fraud Detector ERER & H ARN B E | 5208 IAM ERAEIERTH Amazon
Fraud Detector EEHNER. &= 7 BRLEBETLIEESEEIRMN ARN |, 5528 Amazon Fraud
Detector E& M Bk,

RiFR G| 8

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
AT BEERAITHESE.

Condition jt# (5 Condition E#f) AIEZRIEEERARARN EMM Y. Condition TRRERIE
H. BAIUBYFRRFEEFHREEEN BINERSIR) , REHBEHHRGEMBRPVE,

ERERRRXFPIEEZE Condition tE , AREE — Condition TEFRIBEZEESI#E , AWS
SEAEE AND BEFTAMEM., MREBAE—REHRSIBIEELEE , FEAEHBOREER AWS 5T
Rt DEFESFEGRG , TEREFRRXVETFT,

A EEERGREARBNLESZRE. flM , BAURECRECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERAE. NFESEF , F2H IAM £AEEREHHN AM BETE &
BHER.

AWS X E2EFEASRNBHBEERG TR, EEEFME AWS 2EKRGER  F2EH (AM £
E1Em) PHAWS £ EEHRE SR,

Amazon Fraud Detector B €& B —HFH <R K IXEFHELLEHKEG SR, EEEEME
AWS £ EEH€® | F2E IAM FREREREBPNAWS £iFFEFRBT SR,

& E&EF Amazon Fraud Detector R4 8 FE |, 2 E IAM A EEREFH Amazon Fraud
Detector Wik €8, BEETHRETUSERFHESBOEIENER , 528 Amazon Fraud Detector
EZNENE,

g4
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& E#43 Amazon Fraud Detector & 7 BRIV &I |, 552 B, Amazon Fraud Detector & 7 B 5
&3 451

Amazon Fraud Detector &R B &F

Hll-

Amazon Fraud Detector X ELERAEBRMEBER,
E M Amazon Fraud Detector 3% # Tags

& T LAHS 2 BBt i E] Amazon Fraud Detector EiR , SR P EREES

Amazon Fraud Detector, & ZRIFEBIZHFE , 55E A aws:ResourceTag/key-

name. aws:RequestTag/key-name = aws:TagKeys {&4E£&  EBERNEHTED | REER
E#flo

Amazon Fraud Detector IAM &
IAM AR AWS IREFREEREFITNEERE.
{5 F B B B A B R148 B Amazon Fraud Detector

BRI EEBSERAYRE. BE IAM A , S REETEIREFAR, BALUZEBM I AssumeRoles
% AWS STS API fEE RS REEZ £ B A EF GetFederationToken,

Amazon Fraud Detector X EFERABREEAER,
RS EZEHE

RIS EREAERRAWS REFREMEHEINER , MAREZKEBE. BREEESCSRIEEN
IAM BRFr |, SRR FIES. IAM EEETUERER  EFREERKTESESCNT,

Amazon Fraud Detector A X EREELAE,
R&EAE

LHREATRREARERERELAE. LAGATRBREFNEMERBINER , MAREZKEBHE. &
BAGSHRELN RF  BAZIRFAER, EXT EESTNEFLHAGNT, T8 , KT
AE S BT L AR FS AV Th BB

Amazon Fraud Detector X ERBAE,

Amazon Fraud Detector & % B! B 5K £i 45

KFERR , FEAEMN IAM BE&RE B ISR Amazon Fraud Detector ERMNER, it LR
AWS Management Console AWS CLI, 3 AWS APl #11T T4, EEEMEET IAM B3R |, FEFER
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ENACHEEEER LHMTRHE AP BEMBNT, EEEEEZLARELHREREFRELS
AR B A AR

BETRNAERELESF JSON BERXMHEY IAM B2 EBUER |, F20 IAM ERAEERTHNE
JSON 5|88 F# T BUR,

£

- BREEER

« BAH Amazon Fraud Detector B AWS B2 (AL ER) BE
LR EAEREMMBE ST

« foFFEEEFE Amazon Fraud Detector &R

- fuFF Amazon Fraud Detector EJR A MEBTZEX

- RHEFREREER

- BFAREERX AP BAHFISEER

- RIBEBRRFIFE

- 7

BRREER

LB AERNBERAEEARSAUELNIIREFEN, FEEME Amazon Fraud Detector
R, ELBETREHLNAWS IRFELXER, ERBRIYBFRES D EBERE , FERTIEAR
BEEE

- FRARER AWS SERALEQREERER — EERARDEAENTHERENER  FEAT
REFZERERARMERHNAWS SEEFRA, eMELN AWS IRF. BEREEBERTENEE
AR AWS EFEEREK , - SREEAER, WFEZEH , F2H IAM E£REREREPH
AWS ZEBRIEBBEENAWS ZE B,

- ERREFFAIRTE - 5RE IAM BERIFTA K  FERTHTEXRMENER. SERLEN , &
LESRERERG T TUEREERRINEFE K SELBARKEEBRITT. WFEEA IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PEBERAFF,

- £ 1AM BURF RS E— S REIFZEE - B LUSEREFTIEEBER |, UURFHIBEMERNER.
il |, BT LURBBURGY | IEESBMEA SSL BIEFTERER, Bt ERRERREHRED
EM ZENRE (WIEIBHE) EAIELEE AWS BRES , f5l20 AWS CloudFormation, MEEZENR , &
208 IAM EFAEEEFH IAM JSON BUERTE - 4.

« £/ IAM Access Analyzer B 7 IAM BUR |, fE{RFF Al R £ B 7] IE ¥ 1E4E - IAM Access Analyzer 5
BHBERMBBEBEE |, BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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Analyzer 12t 100 ZIEEERERVBEATHWES , THHERELXLBEEANER., WEELE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FEZEREORE (MFA) — NMREHRHIFE IAM EREIRERE AWS 1RF , BRI MFA
DERENN R e, EEEMUY AP EREER MFA | 8 MFA REFEEENBER, NF
ZEF , FEE AM A B EEPERE MFA (REMN API FEL

WE IAM R REBEBNHEREN  F28 IAM £REEEPH IAM Z25EEK.

B Amazon Fraud Detector f5 AWS B8 (AL ER) BUR

AWS ZEBRHHEVNEENE L IAM BERRFBRFZEREAR AWS, EL AWS ZEEH
BREAFREARMBRELENHER , ALETNURZAEETEMLERR, WFEFHER  F2
BIAWS Identity and Access Management B EERBHH AWS ZEBX,

Amazon Fraud Detector B T %) AWS SEBXR (R M MERSEHHERE)

AmazonFraudDetectorFullAccess : &3 ¥ Amazon Fraud Detector EiR. B{EFM X EBIRIEMN T
EFHE K IiE

B IR Amazon FHIFTE1E B im B8 SageMaker

- JIHRF WA IAM AR

- HItHFTE Amazon S3 1Zf4HE

- AFF 1AM BB A &1 A e &IE4 Amazon Fraud Detector

WBERTRMUTZREIN S3 FHl, MRLEFEHERIHFEERELEE S, 1FE
EAmazonS3FullAccessZEBUR (SifE/NEER BET Amazon S3 FEUER).

WA LB IAM ERAWKBEREBBETES | URBABRNHTY., SHAUEBEIBECHEET IAM K
&R, LIBBFEE L5 Amazon Fraud Detector BIMEME RN, BRI ELBITHREZEEE
EBEBERY FHREREE,

RFFERAERAMMAECHFT

WESE REMMEIBR , AFF IAM EREREMMEGAERESNABREZIEBER, LEL
AEETERE EHUERBHHRNEAR AWS CLI 3 AWS API E 5 It BN ERYREFR .

{
"Version": "2012-10-17",
"Statement": [

5o B BRI MR latest 180


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html

Amazon Fraud Detector EREER

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

RFFFTEZEL Amazon Fraud Detector &R

THEHTEFERE AWS 1RF TEFEFTE Amazon Fraud Detector &R F B 1E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"frauddetector:*"
1,
"Resource": "*"
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ERAEER

}

fo5F Amazon Fraud Detector &R MEEZHY

ELEFIS | EIZEE A EY Amazon Fraud Detector ERH AWS 1RF MEEZEE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"frauddetector:GetEventTypes",
"frauddetector:BatchGetVariable",
"frauddetector:DescribeDetector",
"frauddetector:GetModelVersion",
"frauddetector:GetEventPrediction",
"frauddetector:GetExternalModels",
"frauddetector:GetLabels",
"frauddetector:GetVariables",
"frauddetector:GetDetectors",
"frauddetector:GetRules",
"frauddetector:ListTagsForResource",
"frauddetector:GetKMSEncryptionKey",
"frauddetector:DescribeModelVersions",
"frauddetector:GetDetectorVersion",
"frauddetector:GetPrediction",
"frauddetector:GetOutcomes",
"frauddetector:GetEntityTypes",
"frauddetector:GetModels"

1,

"Resource": "*"

ARFFREEER

EWERERBURES T | 24§ AWS tkF FRFABFENERNERREERE , E—ERFEER

BREIRERI
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"frauddetector:*"

1,
"Resource": "*"

},

{

"Effect": "Deny",
"Action": [
"frauddetector: *Detector"

1,
"Resource": "arn:${Partition}:frauddetector:${Region}:${Account}:detector/
${detector-namel}"
}
]

FREER API BAFFISEE R

Amazon Fraud Detector 12t FEE X get API , AIREKEAS "/FE. M "#HiK, BEFERH, RRE
ERSEFRERR API |, BiR O L ERIBA I Eﬁﬁﬂﬁﬁﬂﬁ AWS tRF, EAZSEFAK , €&X
AP| R [E 5 ﬁiﬁﬂ’ﬁ#&lhmo ERUURER, 88 EH4EEREREDR,

€ API T IAM BERHMERBHRTT. TiB , REEERTREE-—RZESEHE , T2EAE
REBRER, flin , tnREHEMRW GetVariablesAP| W IRHE#HELE K MANREHES RAESHSZ
BHMT IAM ERBEER |, BIEAEKSWEIAccessDeniedException$giiAE ., MBFHEMRY
GetVariables APl EXREEEEEERE , AIGEEMELY , EURESENEARR.

EEATFEAEEREEEERNFMESR | 5 IAM EENotResource BURHFEA IAM BUER T
R, BHBERTEFIEZE IAM Deny BR#%E , A& RsEMmBENotResource BIRHPIEE 2 BRI FFAH
BER, MEFHMER , 528 IAM JSON BZEt# : NotResourcefE IAM R EIEEH,

T 5 &850 B3R T 3 A A & 72BN Amazon FESRERIZSMATEEIR. 78 , NotResourceBURTER AR
# GetVariablesAPI FEILBR &I A R BHIEuser*job_*, Mvar*MWEHEHE,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "frauddetector:GetVariables",
"NotResource": [
"arn:aws:frauddetector:*:*:variable/user*",
"arn:aws:frauddetector:*:*:variable/job_*",
"arn:aws:frauddetector:*:*:variable/var*"
]
}
]
}
5] fE

S EHIRR  IREHBRTITH

TEEEYHE B GetVariables Iy ZEHAccessDeniedExceptionfEiR , RAERSHESR
Deny Bz,

BETAFNEHEZ BN GetVariables Il EE HAccessDeniedException#iii , AAE
HEBAREEENotResourceBIRHPWEHERE, il , EFEBYEBEM GetVariables HIY

@email_addressE & #EAccessDeniedExceptioniie

WMEHRERE T EENotResource BT EEZBATHNEHZBH GetVariables FEY, Hltn , 2
S HBBH GetVariables & job_cpaf@E#job_cpaBHEMEA.

RIBEBREFH

1 &5 5 BUR TR &8 AN Al AR R B R B PR 1% Amazon Fraud Detector B 1ZHY, L& HIRER :

£ AWS R F fREVIRERER T METERE , B4 Team1 M Team?2
e B MEERSE

IEIEESET Team1 W ETE 2 fE{ERIZR L3EST API FEAY

FIEE Ao FF Team2 IR B ¥ H Aty 2 EERIZREST API AL

=1
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ERAEER

FEHIE API FFOUEY 7 HRAE (S841)

1. BEBEEM|Project MENERIMEBAZE Team1 FEANERIEE.
2. 1E Team2 FAMNEREEHHIEITEEBProject MEBMWER,

3. BVERHEBFENEEEMProjectNMEZRBNERIZEENResourceTaglRHH IAM BURB |, A&

ZBUERMINE Team1,

4. BIYBRERENEELBProject MEZRBNERZFZNResourceTagRHH IAM BEERA |, A%

ZBURKM IR Team2,

LT R—EBXRES , ZBREELE[T Amazon Fraud Detector EIRNIHEBE , RERNERE

H#EProjectHfEA : B

{

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "frauddetector:*",

"Resource": "*"
1,

{
"Effect": "Deny",

"Action": [

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

]I

"Resource": "*",
"Condition": {

CreateModel",
CancelBatchPredictionJob",
CreateBatchPredictionJob",
DeleteBatchPredictionJob",
DeleteDetector"

"StringEquals": {
"aws:ResourceTag/Project": "B"

AN

5 7 B BRE

=
]
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RFEBRREA

ERERTHERERNERTESRAELERNERATHERS  RERERENTNE. AWS 1
RERBE=F (BREES ) R AWS BB (BRERS ) HRIKSPWDR , MIRET TR
BRBIESHTE,

E—ER® (FURY ) BAS —ERE (KEANERE ) K, TeRLEEREESNEIBE, TH)
BRAPPIURIEREREST A LETEEFEF TN A XNEEEFNERRDNEF, B THILEER
MEBE  BULNEBNEEK , MBI EERERTREERFIENRE EBRFAEMARBEHER,

Amazon Fraud Detector X EEZNFAIREREARKELAE , UATFRBERKREFERHEMBRENE
R, AEEERMARX EEAHAEACHIRNACGEEEE  UREEACTHTEENIT TR

. ERBRAREREIACK , XEATREETBATABGEEBRPM sts:AssumeRole BIfE, E
BRI BFsts: AssumeRole , @ AWS STS EE KB ARENACERREAMAFZERN —
HERZEMEEAER,

AT EGEREEENEIRIE , Amazon Fraud Detector BB EBEEFEHEPME
Faws:SourceArnflaws:SourceAccount£EHFEHF L TX£i8 , KA CNEFEIRHAREEHRER
EENER,

Eaws:SourceAccountiSEMRSE ID , daws : SourceArniEE HE ISR EZ N 2 &R
B ARN, aws:SourceArnZEfER ARN 1N RIEE, ER— M REBHPFEAR , FE
fRaws : SourceAccountMMaws: SourceArnfEAHEINRSE ID,

prEREREABENRERS EREA aws :SourceArn £ FRHFABRRSIE |, X
RERNTE ARN, NMREBTHEERNTE ARN , RELEEEZB/ER , FHét

¥ ARN WARHE D EAEBERAFTT (*) Waws :SourceArn2 B ARFRHFESI#, Hlan
arn:aws:servicename:*:123456789012:*, WMFE A TEFF AT BUR £ AHA Amazon Fraud
Detector ERMBENHBEER , 5528 Amazon Fraud Detector I B){E, ERMGEH S8,

TIABEEREEF Taws: SourceArnikEE®PERAEAF T (*) , LFF Amazon Fraud
Detector 7ZEXEIR 5 ID BABAY ZEE IR

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {

"Service": [
"frauddetector.amazonaws.com"
]

},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:*"

T3 A EEFEBE A Amazon Fraud Detector fFHlexternal-model &R, 3EE "RH, EBR
Ffaws:SourceArnZ2 8, EREERSEAIREAREIT PutExternalModel API A E B i
HEEN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"frauddetector.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:external-
model/MyExternalModeldoNotDelete-ReadOnly"

}
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}
]
}

528 BE#% Amazon Fraud Detector & % #177EX
5 F T 51 & A% B SR BT F{E [E £ Amazon Fraud Detector 1 IAM BS Al RE 2B R E R RE,

&

« REMETE Amazon Fraud Detector FEI1TEIE

- RZEREHIT iam : PassRole

- BB AT AWS IRF UM A SFEFEM Amazon Fraud Detector &R
« Amazon Fraud Detector AR BRENAE

R EMEE Amazon Fraud Detector F# 1T &)

R AWS Management Console &FFEELZEHTHENERE , EXABMKERBEUSKRHE, &
NEESRATRMUEBRENAL,

EfffAmateojacksonB ERHFEA T EARRREBA#NFEAER |, BX
Bfrauddetector:GetDetectorstERE , MEE4E T HEHIFER.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
frauddetector:GetDetectors on resource: my-example-detector

EWERT , Mateo R REBEEFMMAEE , RFFMER my-example-detector BIEFER
frauddetector:GetDetectors BiR.

REBHEEHIT iam : PassRole
MREBW B RERESTiam: PassRoleEM AL , IV EEFHENBERUAFEKACER

# Amazon Fraud Detector,

BE AWS B# A EEREACEEGEBRE K MARBEYFNEBXACIRBEELAE, NFH
TR , ELARERACBEEZ BB,

EZ5H IAM FEHA&marymajor B M £ A1 Amazon Fraud Detector F#{TENMER , B4 T
I HIEEER, BR , BERERBRELEEREACGR TN T, Mary REKACEEEXRENT,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBER A BEH , RFFM#1T iam: PassRole BEiE,
MREBEEWHE |, BHEEN AWS RMEEE, FNEEERHEENEBERE,
KB ALFF AWS tRE LU A EFEFE B Amazon Fraud Detector &R

ARy —EAe , BEMKRFPNEREREEBATHASFIENE R, EUEEZE LT
LEEENHDERAR, HHXEERERNBRIFIUEFIBE (ACL) IR , &R SUERBL R
REETFAEFRENE RN,

ZZHFF‘JE 'LFTﬁE nﬁ /BﬂLXTW‘Q*

EIhgE | 552:BIAmazon Fraud Detector ZAEE |AM

ﬁu

« ZHE T # Amazon Fraud Detector & X Ei8
BREE,

- BETHRIMARMBEEFREESER AWS tRF WEEE , 528 IAM EAEERTEEENS —
AWS R F 1B IAM {5 F & IR 12 EUERR

- BETHRNMKERFIEBREMAKBE=S AWS IRF , F2H IAM £AEFEEHHREHEE =S AWS
WRF BER R FHE,

- BETHNMEBRKE S o RUEIE , F2HRH IAM EAEERPHNEFIREH#GENATETS
SERMENERE BESSD).

- FETHERAAGNERERRETERFENCENEE  F26 IAM E£REERTHN AM A6
HEREHENESR,

Amazon Fraud Detector E £RIBHRENAE

mREUE| Amazon Fraud Detector SEEBTIEEACHNIERAL , AIXEEHMEEACHNETE
%o FEiBA& Amazon Fraud Detector I EAZETNER , RETURERZAR, EEMEM Amazon
Fraud Detector VA& , S EBRELEERER. ERFE LRI Amazon Fraud Detector 37 H
IAM B EFEBR,

A Amazon Fraud Detector WIRBABREN SEREE

1. BB 2EEFIEEEITEA https://console.aws.amazon.com/iam/
2. EEBHERTRE (AR
3. EELESIMARER K AREE "EXBR. ER.
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4. EERRBEIER.

5. 1£ Policy Document (BURX#) T , METHAZR , A%RiEF Update Trust Policy (BFT{EEK
K)o

{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
I
"Action": "sts:AssumeRole"
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}
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SOC. PCIl, FedRAMP F1 HIPAA.
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Artifact,
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AWS 1R T 5 ER A 15 B EE AR

- ZEMHESHAMREAPIERE — ELEMEEHNREABEE  YREMBUZEENSRE AWS
RERNEERZNSER,

« 1 Amazon Web Services EZ2 48 HIPAA T4 HEEHEY — AARERPLRNAERELZTS
HIPAA B HFE AWS AER.,
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W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

« AWS EREFAWS — lt THBEMIERES AEEARNENEXEMPTE L.
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- EFAWS Config B AEERmHP IR AFEER — b AWS Config RE A ENERERZTS
AHEKR., EXENNMERANEE.

« AWS Security Hub— & AWS BR#& =Rt T R L& REBMN L HERE AWS, Security Hub AR %
7E, JFEEN AWS ERERELZNEZRERREFTELRLEREENREERK. NEZENR
A EEE | 5526 Security Hub controls references

« Amazon GuardDuty — FIBESIRIRIBEHRH AWS IRE AR BEEH , #Fik AWS R ERIEHW T
EEH., ARNERNEBERSE., GuardDuty BB EREREESHMLEER , fl0 PCIDSS , WmE
BESHRAMRBAAENARENER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEERE RN
R, UREFERMNERBEENE R,
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% AWS BEATABHNZEER , HSM AWS SREBBE,
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EBZE R , Amazon Fraud Detector 22| AWS £ 3BT HNRE, BB AWS R RFURM
i AWS REEREBNFMEET  B2HAWS ERnLs EEFHERRBELZ SN REMBCEREEE
W AWS IRIR | F2RTEMIARER AWS FHRBHHNEREBRE.

WA LAE R AWS B2 API LY | FEiB#EELFEL Amazon Fraud Detector, & imABEXE T3
HE.
- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,

ok, BRMSACAFRE® ID FE IAM RMEEBENAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,
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2o AWS IBMET 5B T EREE Amazon Fraud Detector, 1EZ4$ERERE | WA EEREINE
BEE -

- Amazon & B1Ef CloudWatchEs#Z= &1 AWS ERM#IT AWS WEAER ., S LUKEEMRE
B, BUBEREKR , URREET , AR EEEEISEENRERBANEREENEE, WEFME
B , 328 Amazon CloudWatch F R &,

« AWS CloudTrail#§EU& R F ﬁ!ﬂ’cﬁf&? AWS IRF 2 HH API FENLFIAEBESE4F |, MoAS B RS EEE B
IEER Amazon S3 FEFETEE . AW LUK H LA & MR A FI AWS, 2 HFILAYRIR IP it
AR FEAY Y B A SR, WNEE #ﬁ"ﬂiﬁaﬂ 55289 AWS CloudTrail EH &R,

FE
« A Amazon Ef#E Amazon Fraud Detector CloudWatch

- {FF52%% Amazon Fraud Detector API FERY AWS CloudTrail

A Amazon B3 Amazon Fraud Detector CloudWatch

& 7] LAf$E F B5#% Amazon Fraud Detector CloudWatch , 8 RIS W ERKRER WA HRE AW E
IEFENFNIEE, ELRITERERE 15EA , WELEFIMELER , Y EEFRE Web ERAREXHR
BHHITHE, BUAUREEERERENET , EREELREREEBAHRNEE, MEFM
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£ CloudWatch Amazon Fraud Detector BVIE1&,
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- EREE, #ERSBE-EEY , WGBS —BBIEE , Sl , DetectorIdAILRMER R, 15
EBEMHERIZZML,

- IEELZ , 5l GetEventPrediction,

BRI LAE A AWS Management Console, 3 CloudWatch API BX#§ Amazon Fraud Detector Y

AWS CLIES#2E#l, Bt aLUEBE S CloudWatch — 1 Amazon AWS EEHERENH BEIREH)
CloudWatch APl TEfEf APIl, #2#|51#EK B CloudWatch APl HRABIBE R —RIIEF. BiE
ER, BUERFEAEIRERADPVERS B APl HEHEF .

THFERF—EERNERAR. SELRMBERANER K MARTREEE,

EE4a] ? FHERIEAE
B EITH RS E ? Et}® GetEventPrediction iE#&E,
I EE¥EGetEventPrediction #8587 fEFHGetEventPrediction5xxError M

}§GetEventPrediction4xxError £,

M{AEEHE GetEventPrediction  MEMYZE £ GetEventPredictionLatency 1§
iE? o

BB EEER CloudWatch 5FA] |, = 8EfE A B542 Amazon Fraud Detector CloudWatch, &S
B, 5528 Amazon W 5 2 Ba & FFEEH| CloudWatch,

1FHY Amazon Fraud Detector 15&

AT SRR I{AAFEA CloudWatch F#2 & FH Amazon Fraud Detector 1518,
BREE (FESH)

1. BELATERR CloudWatch 3 &, https://console.aws.amazon.com/cloudwatch/
2. EE "EE)  BE "mEEE) B8, A%EE "Fraud Detector. o

3. EEERHE.

4. RBEPEEMERE  AREEEBENHE.
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. BEFEAETIIEEAN Amazon SNS £ | BEEEBHNE | BEPRZFEREMW SNS FE, &
ERTEHEFBEITRFENZBNEFE 4yt | 5242 FiB5E], CloudWatch R1EFI R
BHBREFRYT , MEZRTLERATRERE future WER,
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WMREERFIBFER I Amazon SNS 58 |, BIXBEXBRES 74t | FREWER
EENRHEWREEN, Amazon SNS RASHEEREABTIRER T SEEEFHE, M
RERBEF B4t B4 BRNREEE  AETRAESTEWREEA,

11. &E—F_io ﬁ%ﬁ%ﬁi{g%ﬁﬁﬂﬁﬁmo &E—F_io
12. BEEVETR
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Amazon Fraud Detector % T 5|15#2 81X E CloudWatch, FTERIER R B EBUTHEIE
# : AverageMinimum, Maximum, ., Sums

BEE R
GetEventPrediction GetEventPrediction APl 2R & H .

BERUEE : DetectorID

GetEventPredictionLatency REREEAFiRERAEENREBR.
GetEventPrediction

ERUEE : DetectorID
By EZN

GetEventPrediction4XXError Amazon Fraud Detector 8 4xx HTTP [E FETSHY
GetEventPrediction 53R & H ., ¥R ESE 4xx EFE |
HE 2% 1 1A,

BEMMEE  DetectorID

GetEventPrediction5XXError Amazon Fraud Detector &[5 5xx HTTP [El FERERY
GetEventPrediction 55R& H . &H¥&{E 5xx EFE |
MEEIE 18,

BWHMEE - DetectorID
Prediction RN E, MR, AEIE 1,
BMR~:DetectorID ,DetectorVersionID
PredictionLatency FREZPE AW R PR

AWM R~ :DetectorID , DetectorVersionID
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BE iR
PredictionError Amazon Fraud Detector B IS5 2R TEBIX S, EZ

HHERAFEEE 1,

B R ~:DetectorID , DetectorVersionID

VariableUsed FEASEELFTL—3B9 M GetEventPrediction 3R
2H,
BE¥R~:DetectorID ,DetectorVersionID |,
VariableName

VariableDefaultReturned EEHBHEP T EZEEHM GetEventPrediction B3R

B , RitEFEHEE RSN AERE,

B R~F:DetectorID ,DetectorVersionID ,
VariableName

RuleNotEvaluated K & 5t 80 iy 37 B A &F i & FEAL 37 B8y GetEventP
rediction E3R&H .

BRI :DetectorID ,DetectorVersionID ,
RuleID

RuleEvaluateTrue HAMEEA True BERE R A RN GetEventP
rediction ER&H,

BEMR T :DetectorID ,DetectorVersionID ,
RulelID

RuleEvaluateFalse R BIZEL A False B GetEventPrediction ER# 8,

BMR~F:DetectorID ,DetectorVersionID |,
RuleID

RuleEvaluateError 3 BIFT(L 55589 GetEventPrediction E3R 8 H

AR~ :DetectorID ,DetectorVersionID ,
RuleID
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BE iR
OutcomeReturned EEEERERH GetEventPrediction FEAL X B,

B R ~:DetectorID ,DetectorVersionID ,

OutcomeName
ModelInvocation (Amazon £ 5148 GetEventPrediction 2 # FEAY SageMaker
SageMaker model endpoint) BERRBENEREAE,

BEMRT:DetectorID ,DetectorVersionID ,

ModelEndpoint
ModelInvocationError (Amazon FF LAY SageMaker 18 ik B FE(A HA RS E R S5 2R 0
SageMaker model endpoint) GetEventPrediction ZRE(H,

B R :DetectorID ,DetectorVersionID ,
ModelEndpoint

ModelInvocationlLatency # Amazon Fraud Detector %243 Y [E A\ £ B Bl FEFR 1
(Amazon SageMaker model ENERER. tERETESRAFY,

endpoint)
B R~F:DetectorID ,DetectorVersionID ,

ModelEndpoint
B 2R

ModelInvocation AL —3P o I AE T GetEventPrediction B3R
#H,

BMRT:DetectorID ,DetectorV
ersionID ,ModelType , ModelID

ModelInvocationError Amazon Fraud Detector & & 7 574 B B {E B $5 35 1Y
GetEventPrediction 55K &,

B¥MR:DetectorID ,DetectorV
ersionID ,ModelType , ModelID
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ModelInvocationLatency #£ Amazon Fraud Detector #42# Amazon Fraud
Detector RE B EFLENRERIE. LERESTS
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£ FH524% Amazon Fraud Detector APl FEOL AWS CloudTrail

Amazon Fraud Detector B2 [RFEE S £ —i#2 AWS CloudTrail , A[#2# Amazon Fraud Detector A {8
., AR AWS REFTEREM EIERCSA RS, CloudTrail # Amazon Fraud Detector B9FfE API
FEUKEER B B4 , 28R B Amazon Fraud Detector AL | AR #FZX#EZE] Amazon Fraud
Detector API Y FERY,

MREEIEMR , BRI LABAZFER T CloudTrail E4%) Amazon S3 #F&rEE , @¥E Amazon Fraud
Detector FVE#, MREREZEEH , BMATLE [EHERERLE] PR CloudTrail EEAHHKIE
MELH, FARAKRENER CloudTrail , BEJLA¥IEI ] Amazon Fraud Detector 32 HHEVFER, RHFERH
RIRIP sk, REFBROBEBUREMFEBER,

EEE— T # CloudTrail , 2B FEAWS CloudTrail A&1ER.
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CloudTrail FEZ &8I AWS lRE B |, BHRFE SR, & Amazon Fraud Detector R4 EBIBF | B0F
S EE CloudTrail E4EB L EHPHEM AWS REEH —ERFESHP, B ERFHES , £
EMTHRIANE AWS ., NEFME , 2R REEE= CloudTrail HFaCakHIE4,

WME AWS 1RE F B EEH (B3 Amazon Fraud Detector B9EE4F) , B BME, BT
CloudTrail #% B i3 {3%] Amazon S3 #7FiTHE, BIETERR , ELETEASE B & |, BHE
BREERIFME AWS EiF, EMFE&ERE AWS 2 EFFEEREHNESH |, WigAFEEEZITIEEN
Amazon S3 fE1ZETEE. kAN | BETLAEREH th AWS BRTE |, LUE —2%5 2047 CloudTrail SR8 P INEW
EHERWFEITE, NEFMAET  F2ETIRS
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% Amazon SNS #&A CloudTrail
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Amazon Fraud Detector X E#§EEE1E (API 84E) 5285 CloudTrail BFEEFHNEH., MFEFHEE
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B-EEMHUAREXRNSUSELEFRENETA. B EATHEEHE T5IEH !
- ZAREREERARIEHAERRRL.
RHEZFERE , REEATREAGEBMS S ERAENETRZ2EE,

- FREESHHEM AWS RFRE,
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MEFMERR , 52 BCloudTrail fF userldentity T3,

T f# Amazon Fraud Detector HE5{E1E H

EBHtE—EHE  TESHLAFENFERNEEREIEEN Amazon S3 f417Er#8, CloudTrail FC8&#E

—RZERHER., BHERRRETMARENE—FR , SEEBEFRNERE , BRIERW B ERE
B, FRSEEFE. CloudTrail BEXH4T 2 HE API FANEFHERRER , kMg T
BEIEFRET.

TH&EHIFE R REGetDetectorsEXR CloudTrail 58$%1EH,
"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",

"principalld": "principal-id",
"arn": "arn:aws:iam::user-arn",
"accountId": "account-id",
"accessKeyId": "access-key",
"userName": "user-name"
.
"eventTime": "2019-11-22T02:18:03Z7",
"eventSource": "frauddetector.amazonaws.com",
"eventName": "GetDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "source-ip-address",
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"userAgent": "aws-cli/1.11.16 Python/2.7.11 Darwin/15.6.0 botocore/1.4.73",
"requestParameters": null,
"responseElements": null,

"requestID": "request-id",

"eventID": "event-id",

"eventType": "AwsApiCall",
"recipientAccountId": "recipient-account-id"
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ERAE

1. BB : HR

Description

DR 50 FEWREAFRENS . BERFBNSESHMER 50 ANREBE , REERIIRE

A,
R &A

MRBHNEREELRAFEREHENEHLONERIFFIENSEH , ISR E LIRS, Amazon Fraud
Detector ZAFEE 50 EFERE 4 RANF R ER,

R R
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Description
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EHHRR—NEERIT , AIRRE TREERFEIERER,

BRI R

ARELHNENEIEED 100 ARAFREANER, NIRFE , EUTURREEZERNERE
B

4. EEERE : #R
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BEELRBAH -—ERHELN 100, FEEBMAESSEERNES , R KEE.
RE
MRENEREEFSEEHNERINERIIGAMENER  BSRENER. XZUFFRE
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B, $label_valuesiEfE{R EVENT_LABEL #AF LA 1% WE K MASLEREERBEESTTE
FEME, $1label_values

R &

HEEREFERERASTIHHP —ERR

- ARIRERIH CSV ERF | HiB 1% WFCHE "EVENT_LABEL. WHERDE,

- FEIREBH CSVERF |, HiB 1% AIFEHE EVENT_LABEL H+aEREEHN B4 HEE
b Dt - N

#% E3EERITEE (OF|) A ERFELHETH EVENT_LABEL ERMFIEAEF — (BRGNS HETE
AR AV AZE (¥ FE), CreateModelVersion

PSS
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BHHMEEHNEESH4RENER Y EBRVREBHEZFERNEE GER. 87%).
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Description

&K EVENT_LABEL BRI 2SI ARPERNWEZERIZRE, $1label_valuesELEFT—H
WEEEIzasERE " REEE .
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FERATIER—ERERMEESLHER
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Description

BHIIREREESER TN EIKRANFEHFECHN EVENT_TIMESTAMP, BEENZEZH
AA/REERERZ—
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R LR,

BT IERNY BB E MRS latest 206


https://docs.aws.amazon.com/frauddetector/latest/ug/online-fraud-insights.html#timestamp-formats

Amazon Fraud Detector EREER

R R
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MBREH  MAXBWMAFES | flfinone, . null missing
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BB ARIERBNBASSH , FRELNIIREE.
FR
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B HRIEFE A Amazon Fraud Detector , FRE& 34 th8E:8,
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ERELATEED 2 BEESIRNER,
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