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T & ANBHE FreeRTOS FRIE

## Freertos.org T &S & BRERKH Support (L TS) MR, St GitHub (52 B EIE) SERR
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(® Note
RMERCERRTE, REEETUEER TR EREAEFREREE D ETERH,

®E , #K B FreeRTOS = FreerToS-LTS FHENERNEXNEFIEE, ER , FREEXEREA
%4 FreeRTOS = FreerTos ZHERFmanifest.ymlERFPHIHMNES.

THENER FreeRTOS & , BRI AR FreeRTOS BXEBEREM MR £, MERA , F
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FreeRTOS BiERiE ERABMEMENERE,
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BiEEEE

BREZD QTT BXE
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ER7E FreeRTOS #/ONEREIER

AEFIR A FreeRTOS BOERIEE A FE FreeRTOS EIZIBARERENIE R, METAKOEEE
HEE | 52 E FreeRTOS #DOEREE,

FreeRTOS £/ FreeRTOS & OETZ THEXNIHKBENEN. MEFMEN , BSH FreeRTOS f#
HAEIEEHN FreeRTOS OB HGE,

(® Note
EXHFBEH FreeRTOS BUBHERIFHEHE, MREFEBE , FFHE FreeRTOS TiEHE
Bo

¥ FreeRTOS EEAFE , EXEBEEAM FreeRTOS BOEIEE, BRAATIEZEHEL
EEERENEW, MEFMER , B0 FreeRTOS #/OMEEEF A,

FoRARF
& ERIE FreeRTOS /O LA E[GR4E | MEELITIER

- BEEAMEZLH FreeRTOS RUMEIZIEDS FreeRTOS X IEREIZIE,

- DEEZXE G EARBEFLANFEEBMERE FreeRTOS IDVERIBREERE, NMEFBETEIRE
RWEMET | B0 SELWITEEMNERETRIE,

% 7E FreeRTOS #& /1

FreeRTOS O REA B ANHEEE KRBT FreeRTOSConfig. he WREEREERONERERNEE
HHRERRE, WESEERRBRENRE , 52 FreerTos.org LW BT,

EEERE FreeRTOS L BRI E B EIER , 52 EFreeRT0SConfig. hFEEAEEIAR
FreeRTOS #H%E,

MESEHEBRENRA , 528 FreerTos.org LH HEFTHERE,
AE

- BITEEEM FreeRTOS T |, A BREHKIFIE@MBFIEA,
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- BRI ERBUFESARBEEETES,

EREHRE
FreeRTOS BXEEMFEA TYEHESE , (FHEERNEBIEFSIH,

* LogError
* LogWarn
* LogInfo
* LogDebug

VARKMBEENER. ELERR

- RIEZZFCBIKI AFFAC R,
AR ERRIBER M, RASEEHKMN BFT A EHEERH,
- FCSR API TAEHEH K MAXABREEBARENTHFE /10 EHE,

WMEBERFMERNR , 52 E FreerTos.org LMIFE#IEE. RATAEE@ESL FHEE—EER,

Al

TEEZEEBAE , BRI BFTIRE.
« BATRIARERRRC SR API TR 110 LHEH,
- EAREFREAURAREKESE | FlaC89, COIRK L,
- BBRETEMNGEEBRRAFHLHKEEDebug , HlINInfoError., . MWarning.

BHE TCP/IP &

REREREBENRERE TCP/IP HEBNRH . MREHNFE TCP/IP M TLS Thae s 2 & 5K
MR EERR TSR |, BT RB I B R R G B R R T H.

HH1T + TCPR FreeRTOS UK FE4 TCP/IP #2, FreeRTOS W IFEERBRMH FreeRTOS T
EERXFTFREEE  REREL FreeRTOS EAM TCP/IP # &, MEFMEN , F2HBIE
FreeRTOS+TCP, 5% , b Al AEAE =7 TCP/IP #BLWIP, AEIRHMARERSEHY TCP
MMFERAERMEASE , BAMMEREEEEN TCP/IP #E&,

EREHFR 7
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#2418 FreeRTOS+TCP

FreeRTOS+TCP 2 FreeRTOS #/UKIR4E TCP/IP &, MEFHMERN , 5528 FreeRTOS.orgo

SR
ZERHM FreeRTOS+TCP X\ E , BEELITIER
- SEMEHRHENZABEER WIi-Fi EEEFEXM IDE BEXR,

MEEMREURERNHMER , HSH RELN TEBNEENETBE,
« FreeRTOS #& /Ui BB R 4HEE,

MEFBAEN L AERE FreeRTOS UK EEMES
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s
9
g

SR E FreeRTOS B/MEREIE,

B HE

EEFHBBESRER + TCP EXEZA , FAMEGIHUIWEHUAEEFTRIENERZRERETEFE,
WMREFEREFE , BRITTHEE

1. k58 FreeRTOS.org L9 FreeRTOS+TCP BHEEI TR HIZHIEEHER , #§ FreeRTOS+TCP

BHEIENEKE,

2. WABEMSE  KE FreeRTOS.org LHY#% FreeRTOS+TCP BHEZ|FH Embedded C #miZssfa R ,
#% FreeRTOS+TCP BiERI N imZEs.

3. EBANNXHHEIRMEHAMHEERIESN AR Wi-Fi EBENEF %
HANetworkInterface.c. EEHGitHUbEI &M fETEE,

BIGEEEBC R REMRBZEBECEAE , BFEIUFreeRTOSIPConfig.h , ARIREHEERE | FH
HAREGHFEES. MFEARBBENFHEEN , 528 FreeRTOS.org LK FreeRTOS+TCP #H7E,

AE

EWIEHEM FreeRTO+TCP EERE=1E , FREUATIERETAR

- EBEMEEconnect/disconnect/send/receiveBB N EBEIZ T/ AP,
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® Note

EETFRTTA FreeRTOS WHEBER , MRS EBEEEE TCP/IP BEHE | S A8
BT TCP EREXTHERNERG  RBEENBHERBENTE. AWS loT Device

Tester, RBHHIERBARIEFEHAWS loT Device Tester i A R ERBEEHERAEREEE
FXEAWS loT Device Tester AR ix O5E. &G ERENENERIE , %A Device

Tester configs BRI KM device. json BRAA ERABIFEHE,

BB SHE

NAESRMBRE AN ERT —EBURAFEN API REBNEARBREER. EEX 11ENR
BERHEERN APl, PKCS #11 BiBMwF AP| MR SRFET. E/RERBRFVHNEBME
LR THERERES. CHEZARREERNNZHR, ENIRATEAEFRHFER , 212 , X
MMBRMBHR , MAERELHREABERARFNAES,

FreeRTOS BRENSZESMER PCKS#11 NHEZENTE  EHMESRIEHBELSR, BEEE
ERMHENEEL, TRIHTEXENFERARGMMSERN PKCS #11 AP,

EEEIY

i IEESY] HEH PKCS #11 EABRXNAERSI

£ . TR, FEUEER TR, GetSlotLi
st, BA

g GenerateKeyPair, CreateObject, DestroyOb
ject, InitToken, GetTokenInfo

TLS FE#E, #E. FindObject, GetAttributeValue

FreeRTOS+TCP FEte., WE

OTA R, WE. FindObject, GetAttributeValue

A EETE PKCS #11 &4

EREANREFREERSTRAT , SAAEREFRE—RABRRPEREBPIRRLIE, RAZREER
EANMEZEER IR ELEERFETFEINENBRNRERRNRAE. BRHFEFERISHTHEYD

EELNE 11 9


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
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BETMFh L EH R ISRENZ SR, EEXENINGE SN EEEPKCS#I1 NTFE , FeER LR
E&EM FreeRTOS BRE,

{55 A FreeRTOS #38IRIE 11

CorepkCS11 BXNES S LB BER PKCS #11 MM (APl) B , N HEFEA REHNBIERE
ThHEEIREE TLS, ERHBERIEEAMZERNRERBERENTARAFMIRUN, EEEER
T, IBAFEZEE CorepkCS11 PAL , ENA[3E CorepkCS11 BB XN B EEHNIEFR T AEEFEH,

BRELTE 11

BN ABETEEEMBYHERANE ASEER IR (NVM) , SRS REIGKEE. MEERNE
BRENVM N — By , o KRB, LEERBEFHRERTEEER. CorepkCS11 BXEMN
FEREBERARRMEREE  REFEATEIR CorepkCS11 NMEFEUE LB EARR REHH
F2#E, CorepkCS11 PAL EEENXNERMUBEME :

- REAFWHEE

- EEAFRALZ SR

- REAFHRLHEEN

- ZEERR CA

- ZEHAMBAERINEABRIELNSE ST BRIBLMSBHNEE) over-the-air ( XH)
B

- BRFHERE

BREXFLERERMN PAL AP,

JEfL API
B1E #%1L PAL FE, H CorepkCS11 2N EE HA]
AL F S B tA R AL,
H® _SaveObject BEREAFERMRT.
"HF _FindObject £ PKCS #11 CKA_LABEL 7EFFiEESM kTR
RIS SHERN PKCS #11 Y4 , YEEZYH
MR ERES (WREE).

B FreeRTOS #&ARTE 11 10


https://tls.mbed.org/
https://github.com/FreeRTOS/corePKCS11/blob/main/source/include/core_pkcs11_pal.h
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HE iR
"0 _GetObjectValue R H BRI 4 E,
"0 _GetObjectValueCleanup J&BR PKCS11_PAL_GetObjectValue

0, AR PKCS11_PAL_GetObje
ctValue HIAEENCIEE.

AlE

WMREMEH FreeRTOS EESRE/E PKCS11 API X EF £ | B4 AEEIB PKCS11 BIE, ELAE
FreeRTOS B EFTEMNIIER B MR IT.

7 8t 57 BA 20 4A] 1£ 25 577 A 46 A 3B 4% 081 548 (B BT th BR BE N[ £ AR BT P $14T FreeRTOS PKCS11 BIE.
So IRk
EERTE FreeRTOS PKCS11 Bl , X EHIT T HE1E,

-« PKCS11 API X BB,

« FreeRTOS E#AIHAFATIENENR K HhIHE .
* FRTest_ThreadCreate
* FRTest_ThreadTimedJoin
* FRTest_MemoryAlloc

* FRTest_MemoryFree

%
W

(GBS EEE. MDPKCS #11 LK FreeRTOS X ER S AIFEE R GitHub, )

2N S

- M EHEESESHIEESA—BFERIMRNER. FERAIUKEETEENEMNESZS , RET
ATLAMRAB 2

- BHconfig_template/test_execution_config_template.hFlconfig_template/
test_param_config_template.hFIBEREFWIEEMNE , YHEESED
Atest_execution_config.hFtest_param_config.h,

- EEBERKPIEHBEER, MRFEHCMake,qualification_test.cmakeflsrc/
pkcsll_tests.cmake® AR EFEHEE 4,

IR, 11


https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/pkcs11
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- BMEUNITY_OUTPUT_CHAREBCRIG 8 i B =R 6 B RFM T XiE,

- B4 MBedTLS , UBRFBMEZRELR,

« FEAYRunQualificationTest()REARENF,

R ES

PKCS11 AIEEM4H X ERIE PKCS11 BEEETERE, TRIIBEPRFTIREN PKCS11 AIEFIENE
Etest_param_config.hBE3XX#,

PKSC11 BIFEE &

R #ir

XESRXE BHEZ & RSA B IIEE,

XERBAE ZBHE R EC #IhEe.

XBHABRTE BHEXEEALESR, NRHATXENES
#78  MeElEPRE RSA M EC £RE
AO

ERBETE BHEXSRREER. MRMATENEREY

g, AISEREPRE EC BRHEER.

BAMEXE BREABRLMEMNERE. PKCSI1_TE
ST_LABEL_DEVICE_PR
IVATE_KEY_FOR_TLS ,PKCS11_TE
ST_LABEL_DEVICE_PUBLIC_KEY_
FOR_TLS MPKCS11_TEST_LABEL_

DEVICE_CERTIFICATE_FOR_TLS , &%
ER BB,

PKCS11 HI&E _ B#ERlE _ REERLN RAIBPEANLE SRER.

PKCS11 RIHBRREE LRER RAIFPEANLHESRER.

PKCS11 RIEZRERIERE AIFPEANEERR.

IR, 12
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HERE HiR

X ENENRRER BHEXE JTP NREFEE. KEBEEBRER
1 BABA JITPcodeverify SRIER.

BEIBER JITP R EANKIEREZBINER codeverif
y B,

AEHEBRERS JITP FEAR JITP BEEHKcodeverify Al
o

AEHEBRES JITP FEANREFEEH codeverify A,

FreeRTOS BXEMSERAXVEXEE L —ERRAER , fil RSA HEF #HERSIR , UKk
PKCS11 APl B —ETRMERSG . AHZLARMAUTEE :
« THIEF—ERBIHRERE
- XESRZE
- XEEEAR
- FHHAP—[EERMEERE .
- XEMABBIRE
- EREEZE
- FEMEXE

AEMENRERRARSAETIBERTHAT

« PKCS11 TEST_PREPROVISIONED SUPPORTXZERIA H{EH H MM,

- RE—{ARETHEEPKCS11_TEST_RSA_KEY_SUPPORTZ#PKCS11 TEST_EC_KEY_SUPPORT , B
B A

- RBENEZBIERRERLHRENSRER , 2
FEPKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS,PKCS11_TEST_LABEL_DEVICE_PUBLIC_
BTz  BRAFEELRR

MREBEXERLMHENDINEBHGEES , A TRFEERATENERHITZIN
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® Note

TEERNY
RPKCS11_TEST_LABEL_DEVICE_PRIVATE_KEY_FOR_TLS,PKCS11_TEST_LABEL_DEVICE_PUBLI
RIS A 4 S5 S PKCS11_TEST_GENERATE_KEYPAIR_SUPPORTH
#PKCS11_TEST_GENERATE_KEYPAIR_SUPPORTE R A,

#ATRIE

AR EEREA AN E IR E LRI E A PKCS11 Ml HE , thaJLAEH IDT RE BT,
BAWS loT Device Tester#iA FreeRTOSTEFreeRTOS FERIEEMNEFHE A,

3
»

T AR R A E TR -

« FTFtest_execution_config.hdtE&E&Z L _ BESEAZE 1 8,
- BEEAERFYASERBIFIRBELLUET. BAEER&mERRTIHO,

THE 28 R EE RV S5,

TEST(Full_PKCS11_StartFinish, PKCS11_StartFinish_FirstTest) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetFunctionList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_InitializeFinalize) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetSlotList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_OpenSessionCloseSession) PASS
TEST(Full_PKCS11_Capabilities, PKCS11_Capabilities) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_Digest) PASS
TEST(Full_PKCS11_NoObject, PKCS11_Digest_ErrorConditions) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_GenerateRandom) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_GenerateRandomMultiThread) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_CreateObject) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_FindObject) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_GetAttributeValue) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_Sign) PASS

TEST(Full_PKCS11_RSA, PKCS11_RSA_FindObjectMultiThread) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_GetAttributeValueMultiThread) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_DestroyObject) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_GenerateKeyPair) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_CreateObject) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_FindObject) PASS

IR, 14


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
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TEST(Full_PKCS11_EC, PKCS11_EC_GetAttributeValue) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_Sign) PASS

TEST(Full_PKCS11_EC, PKCS11_EC_Verify) PASS

TEST(Full_PKCS11_EC, PKCS11_EC_FindObjectMultiThread) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_GetAttributeValueMultiThread) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_SignVerifyMultiThread) PASS
TEST(Full_PKCS11_EC, PKCS11_EC_DestroyObject) PASS

27 Tests @ Failures @ Ignored
0K

EFMRRAEEERE , AEMRTK.

(@ Note

HEEXNNSE FreeRTOS HKREER , BXAFAUATHABRBREBENRBEABAWS
loT Device Tester, B FTIRMHAIFREAEFHAWS loT Device Tester¥id FreeRTOSTE

{FreeRTOS £ A& IERE) PEITIREAWS loT Device Tester ARIEIZIBERE, EEAIGE
ERENENEREE , X HAfEdevice. jsonfBEREHFHAWS loT Device Tester configs &Rk
H,

BN Ew N
A TLS BRE

INEE Transport Layer Security (TLS) i3 , SFEA LRI TLS #E, RMBREBFEABEE TLSEA
T RMEM FreeRTOS E#ITRIFN . RAILEEERKE — @S FGitHubfFE,

ERECNWEEMERAN TLS EEAM |, BEHMLESEES TCP/IP #HEH TLS HEEHEERERS
2, MASEXEZEN TLS INBZREHFAWS loT,

BlEEEEn T EHENE

EXABFERERER N ESEEARRBEANZO HTTP, BigEhE0 IS EE/MPBEE L&XM
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BEAE  AUFARASHAZREET —EEBERKEHE
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https://freertos.org/cellular/index.html
https://freertos.org/cellular-porting-guide.html

FreeRTOS BiBiRmE

® Note

MR ERAAEIZIE TLS HE , HAXFATHT , AIRBZASTUERECHEEHRI
AR HE AR BR S T .
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" MQTT E=RBEERZD

ABEEER\UMHKEAERE MQTT BEZE CoremQTT,

33


https://aws.github.io/aws-iot-device-sdk-embedded-C/202103.00/docs/doxygen/output/html/mqtt_migration.html

FreeRTOS BiBiRmE

& OTA EREANEBRESE 3

RS EB S ERAREFE OTA BEMRA 1 BB EIRA 3,

® Note

OTA hixZ~ 2 API 2 OTA v3 API #[E , itk , INRENERREFERNRE 2 Ay API, Bl
APl ARAATEREEN , BRMEJEERENRE 3.

OTA M7 3 BRER Al BAEEE & F

o I O _ matt.
« JE/~_ B _HTTP.

AP| 8 FHE
OTA EERRA 1 MhRA 3 2K APl B E
OTA AUTHRAS 1 kiR OTA AUTHRZ 3 bR S F R
AH _Agentlnit st HR OTAV3 A ERELAE

It , MASHLURRRERE
NEHLSRES, BEFH
SE , 2B LT Ota_init 2B

JAN
Ao

AH _AgentShutdown REIH WASBNEE K SEEEN
BUHETES MQTT =@M
B, BEFHMEER , F2HET
EH OTA EBEAEE 2

A H _GetAgentState XH GetState APl ZEBE8E (HTZEF
WASH, REELHERN ,
ERBHIREHEDRS. 5
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https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_mqtt
https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_http
https://github.com/aws/amazon-freertos/tree/main/demos/ble/ota_ble

FreeRTOS BiBiRmE

OTA AUTHRZS 1 ki OTA AUTHRZAS 3 hix SFHRHA
HMEER , 52K GetState T
HH OTA_ %,

N/A XH _GetStatistics WSINT ¥R AP, BRRT

API OT_GetPacketsRecei
ved , OT_GetPacketsQ
ueued , OT_GetPacket
sProcessed , OTA _GetPacke
tsDropped. BEFFMHEE. ,
&2 B GetStatistics THEH
OTA_ %

AXH _GetPacketsReceived N/A It API BEREMRA 3 RBBER , I
B OT_ X GetStatistics.

=z

XH _GetPacketsQueued N/A It API EERRAS 3 RBBBR , I
B OT_ HifX GetStatistics,

XH _GetPacketsProcessed N/A It APl BEARA 3 RRER |, I
B OT_ EN{XGetStatistics,

A H _GetPacketsDropped N/A Lt API EfERRAS 3 8RR | A
B OT_ EnfX GetStatistics.

A H _ActivateNewlmage A H _ActivateNewimage WASEMEE , BiRE OTA &
RABEERS , AWE OTA
EERYRRAS 3 AR HN T #TESEER
Kis. BRFMEER K F2R
OTA_ActivateNewIlmage &B
Do

AH _SetlmageState AH _SetlmageState WMASEBHRYERS , RE
OTA SRR RIBHESDR , L&
OTA ERIRRAS 3 A0 T HTHY
HRRE. BEFHES &
2 B OTA_SetlmageState P
o
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BiEiEE

OTA AUTHhRAS 1 R

A M _GetlmageState

FEE=

HEEE

A H _CheckForUpdate

N/A

OTA AUTHhRA 3 hix

A M _GetlmageState

FEE=

HEEE

A H _CheckForUpdate

A H _EventProcessingTask

PERH

WMASHEEMEEN , RERK
BT OTA EMIRA 3 hEm
A, BRAFHEER A FBR
OTA_GetlmageState # 4.

BWASBMEE , RE OTA i5

RABRESE , A OTA

EEAYRRAS 3 NI T HTRYERER
Kz, ARAFMAES  F2H
TREEE, o

£ OTA ER/EREFHER
EER, EENEASBEM
B, JREIRY OTA SERABHK
Ed , Y7E OTA EHIMRA 3
ORI T M EERATE. B
HEGEER  BoEREEES

LN\
Jdo

WASEMEE , RE OTA &
RRBEERS , W& OTA
EERYRRZS 3 AR HN T #TRYEEER
RiF. EEAFMES K F2R
OTA_CheckForUpdate &84

INT AP, ERREE
OTA EMSBSHMNEESHE
R, X EHERAEFREEH
A. ERFHER , F2R
OTA_EventProcessingTask &B
Do

AP| BEHE
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OTA AUTHRZS 1 bR OTA AUTHRZS 3 bR B E R
N/A A M _SignalEvent WINT K APl , EEEHR
InE OTA EBHBFINEME ,

WHAER OTA R AR B
BEKEHEN. BEEFHAE
B | %2R OTA_SignalEvent

0

B2 o

N/A BREZ 1% /R BT 435 B ARERAEBE OTA SBRMNFE
FFEEMRAET AP,

N/A OTJobParse _Hi¥&H&E ARSEARBERAZRS
B APl , AR Job 7 # &
=

N/A OTOsStatus _ HT4S B 7 AR OTA OS ik O 4REER 4R BE

RIBE FRFREIREF APL

N/A OTPalStatus _ T4 E#& AR OTA PAL Ui OAREERY
AR REACHS B = F 58 LAY R
API,

BB TR
1L

£ v1 BRI OTA RIER: | AEFOTA_AgentInit AP, X AP HEEEETY , EYER , T&
ERNBRNSBIERTE A

OTA_State_t OTA_AgentInit( void * pvConnectionContext,
const uint8_t * pucThingName,
px0TACompleteCallback_t xFunc,
TickType_t xTicksToWait );

I API HECEHAOTA_Initota, ota 0D , EYEBNERERFORAFMEEFTFENSE,

OtaErr_t OTA_Init( OtaAppBuffer_t * pOtaBuffer,

FREgERA 37
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Otalnterfaces_t * pOtalnterfaces,
const uint8_t * pThingName,
OtaAppCallback OtaAppCallback );

il Br i A 2 &-
pvConnectionContext -
B LT MR , A OTA ERA 3 FAFEMEZ L TXEERTE , B MQTT/HTTP #1E
B OTAERNERAEFTHNEEEORE,
xTicksToZ 13-

A Ota_init 28 , £ OTA BTN/ EARFHRAIRERK , S BNV E HEMER.
EfmERASH-
fix FUNC-

BYEEHMARA , OtaAppCallback B HEFREE T A OtaAppCallback _t.
MR ASE-
pOtaBuffer

ERERFSADEEEE L EDNRCHABEA OtaAppBuffer _t & #E1& EMEELS OTA &
BRBEARTHERNBABE A MENETESHKETE. HR MQTT B2 , REBNEFE
RUFEN  HRHTTP HE  AEREN url IRESFRNEFERLF.

EF MQTT ETXH THEFENEETE-

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pStreamName = streamName,
.streamNameSize = otaexampleMAX_STREAM_NAME_SIZE,
.pDecodeMemory = decodeMenm,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE

I

£/ HTTP ETXH T HERENETE-
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BiEiEE

static OtaAppBuffer_t otaBuffer

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pDecodeMemory = decodeMenm,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE,
.pUrl = updateUrl,
.urlSize = OTA_MAX_URL_SIZE,
.pAuthScheme = authScheme,
.authSchemeSize = OTA_MAX_AUTH_SCHEME_SIZE

I

AR 422 -

pUpdateFilePath Path to
updateFilePathsize Maximum

store the files.
size of the file path.

pCertFilePath Path to certificate file.

certFilePathSize Maximum size of the certificate file path.
pStreamName Name of stream to download the files.
streamNameSize Maximum size of the stream name.
pDecodeMemory Place to store the decoded files.
decodeMemorySize Maximum size of the decoded files buffer.
pFileBitmap Bitmap of the parameters received.
fileBitmapSize Maximum size of the bitmap.

pUrl Presigned url to download files from S3.
urlSize Maximum size of the URL.

pAuthScheme Authentication scheme used to validate download.
authSchemeSize Maximum size of the auth scheme.

pOtalnterfaces

Ota_init B —E A S EH IR Otalnterfaces _t B OTA EOMEI A, EHEBEONEBER
OTAE , WHEBRERFKEOPSE MQTT D , HTTP EOMEAHKEREN,

OTAOS #m|

OTA OS heeiZEO R — AN EERK APl , & API X BAREFER OTA B, EOMEKRE
EREHGHAFERERETN OTA E, OTA EFARBER R TEFHIRERKIRMEN

a1k
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BiEiEE

Thee. ESEEESH
f#

EFAIRMEM FreeRTOS EIEER FreeRTOS i 4l-

OtaInterfaces_t otalnterfaces;
otalnterfaces.os.event.init
otalnterfaces.os.event.send
otalnterfaces.os.event.recv
otalnterfaces.os.event.deinit
otalnterfaces.os.timer.start
otalnterfaces. timer.stop
otalnterfaces. timer.delete
otalnterfaces.
otalnterfaces.

0s
os.
os.
os.mem.malloc

os.mem.free

AR POSIX i O/ Linux R4l-

OtaInterfaces_t otalInterfaces;
otalnterfaces.os
os.
os.
os.
os.
os.
os.
os.
os.

.event.init

otaInterfaces. event.send

otaInterfaces. event.recv

.deinit
start
timer.stop
.delete
mem.malloc

otaInterfaces. event

otaInterfaces. timer.

otaInterfaces.

otaInterfaces. timer

otaInterfaces.

otaInterfaces. mem.free

MQTT MQTT MQTT

OtaInitEvent_FreeRTOS;
OtaSendEvent_FreeRTOS;
OtaReceiveEvent_FreeRTOS;
OtaDeinitEvent_FreeRTO0S;
OtaStartTimer_FreeRTOS;
OtaStopTimer_FreeRTOS;
OtaDeleteTimer_FreeRTOS;
Malloc_FreeRTOS;
Free_FreeRTO0S;

Posix_OtaInitEvent;
Posix_0OtaSendEvent;
Posix_OtaReceiveEvent;
Posix_OtaDeinitEvent;
Posix_OtaStartTimer;
Posix_OtaStopTimer;
Posix_OtaDeleteTimer;
STDC_Malloc;
STDC_Free;

OTAMQTT O R— MV ERERETRMN APl , UUfE OTA EREARGIEERE TS X4

8o

B MQTT 7R&E , £/ OTA Y CoremQit REEN API By EE4H-

OtaInterfaces_t otalnterfaces;
otalInterfaces.mqtt.subscribe =

prvMgttSubscribe;

otalnterfaces.mqtt.publish = prvMqgttPublish;

otalnterfaces.mqtt.unsubscribe =

prvMgttUnSubscribe;

STEEEMATED B, FreeRTOS # POSIX WEIHE OTA E—i2iR

a1k
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https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_mqtt/ota_demo_core_mqtt.c

FreeRTOS

BiEiEE

HTTP Futface

OTAHTTP EOR— N EEEDREIRMN API , LUE OTA EBEBEETIFESZMN url ALEE
BB R T E X4, BRIELS OTAEREARFEREEZNW URL MARRRETH , BT

= AEM,

iR HTTP SEREARE OTA B# HTTP API B9 7= 4l-

Otalnterfaces_t otalnterfaces;
otalnterfaces.http.init = httpInit;
otalnterfaces.http.request = httpRequest;
otalnterfaces.http.deinit = httpDeinit;

A% PAL SR

OTAPAL EOR—HMAEEBHMN AP| , 3% APl KB AEEFER OTA B, OTA PAL BYE&{E

REBRRMCRAFEREFTHE. EEMAELERER  EENRIETH,

OtaInterfaces_t otalnterfaces;

otaInterfaces.
otaInterfaces.
otaInterfaces.

otaInterfaces

otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.

CIE{:0E 3|/

pal.
pal.
pal.
.pal.
pal.
pal.
pal.
pal.

getPlatformImageState = otaPal_GetPlatformImageState;
setPlatformImageState = otaPal_SetPlatformImageState;
writeBlock = otaPal_WriteBlock;

activate = otaPal_ActivateNewImage;

closeFile = otaPal_CloseFile;

reset = otaPal_ResetDevice;

abort = otaPal_Abort;

createFile = otaPal_CreateFileForRx;

RER® OTA REMEFE XA OTA $E2RE, 2B AWS loTOver-the-air E#ThR A

3.0.0 : OtaErr_t,

KEAH

£ OTA ERZA 1/, FAEIRR OTA REM API 2 OT_AgentShutdown , REEEXRA
Ota_Shutdown AR & A S E W E X,

OTA REREXEH (AR 1)

OTA_State_t OTA_AgentShutdown( TickType_t xTicksToWait );

RESHE
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https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_http/ota_demo_core_http.c
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

OTA REREEER (B4 3)

OtaState_t OTA_Shutdown( uint32_t ticksToWait,
uint8_t unsubscribeFlag );

ticksToWait -

FHOTAREEAZTHBREFNZIEH. NRREAT  ZHBEUERE , MEFEES, &
REEERFUE, REEXTIHPEBTESEAERRE , M2ARMCERER.

W ASH-
HUHRT B IEAR-

LEIEAR AT 48 H P AY shutdown B | BB THEEZEIATECETREER. NRESRA 0, AIFSdt
HITETEFUEUHRTBEESR, NREAEALARTHEEZTERBUERTE , AIFFW Ota_Shutdown
B A ML BEARERE & 10

[B] R Ay 4t -
OtaState_t-

OTAREBRERHEKENKBHEDGS. FB2HB AWS loTOver-the-air E#THRZAS 3.0.0,

XKH GetState

APl ZB Bt OT_ #F AgentGetState & OT_GetState,

OTA REREXEBEA (M7 1)
OTA_State_t OTA_GetAgentState( void );
OTA REREFERA (B4 3)
OtaState_t OTA_GetState( void );
(] R B 24
OtaState_t-

OTAREBEMRERERENWBHEDR., 2B AWS loTOver-the-air EFTARA 3.0.0,

X H _GetState 42


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc

FreeRTOS BiBiRmE

XH GetStatistics

BIEFHRM T HFHEME APl, EEYX T API OT_GetPacketsReceived , OTA
_GetPacketsQueued , OTA _GetPacketsProcessed , OTA _GetPacketsDropped. L4\ , 7 OTA
EERAE I, HABFEHEHENIEETR,

OB EES 1 R

uint32_t OTA_GetPacketsReceived( void );
uint32_t OTA_GetPacketsQueued( void );
uint32_t OTA_GetPacketsProcessed( void );
uint32_t OTA_GetPacketsDropped( void );

OEREEHESE 3 K
OtaErr_t OTA_GetStatistics( OtaAgentStatistics_t * pStatistics );

BARTRF-

WA HSBARKHERE , fAIERERER  Z8  IBRNEENBES.
BH2H-

OTA $E:RAH.
gEHAE-

OtaAgentStatistics_t otaStatistics = { 0 };

OTA_GetStatistics( &otaStatistics );

LogInfo( ( " Received: %u Queued: %u Processed: %u Dropped: %u",
otaStatistics.otaPacketsReceived,
otaStatistics.otaPacketsQueued,
otaStatistics.otaPacketsProcessed,
otaStatistics.otaPacketsDropped ) );

A H _ActivateNewlmage

WASBHMEE , BREK OTA HRABWESE , WE OTA EMRAE 3 FiFRIN T HAVERKLE.

X H _GetStatistics 43
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OB EES 1 R

OTA_Err_t OTA_ActivateNewImage( void );
OEZEEHESE 3 X

OtaErr_t OTA_ActivateNewImage( void );

IRE OTA SERRRBHBEE R , RN T HVERARE. F2R AWS loTOver-the-air E#TARZAS
3.0.0 : OtaErr_t.

gEHAE-

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_ActivateNewImage();
/* Handle error */

A H _SetimageState

WASBMHEYESS , BRE OTA SHRABHEESD SR , WHE OTA EAVARA 3 iRl T HVERN
o

OEBEES 11k
OTA_Err_t OTA_SetImageState( OTA_ImageState_t eState );
OB EES 3 Ik

OtaErr_t OTA_SetImageState( OtalmageState_t state );

WASHEEH WS A OtalmageState _to 7S E AWS loTOver-the-air EHThRZR 3.0.0,

IRE OTA SBERABHECER , WA T HHPWERKE, F28 AWS loTOver-the-air B #ThR 7S
3.0.0/ OtaErr_,

g5 A E-

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_SetImageState( OtalImageStateAccepted );
/* Handle error */

A H _SetimageState 44


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

A H _GetlmageState

WASBMERE , BEEMBE OTA ENMRA 3 HEGRSE,
OZEEES 1 iR

OTA_ImageState_t OTA_GetImageState( void );
OBEEHESE 3 K

OtaImageState_t OTA_GetImageState( void );

RENBERR A OtalmageState _t. S AWS loTOver-the-air EFTARA 3.0.0 :
OtalmageState_to

gEHAE-

T

OtaImageState_t imageState;
imageState = OTA_GetImageState();

EEEF
WASEME , BE OTA #RABHWERE , WE OTA ERMZA 3 Fiiin T #HHERRIE,
O BEESE 1R
OTA_Err_t OTA_Suspend( void );
OZEEESE 3 IR

OtaErr_t OTA_Suspend( void );

IRE OTA SERRRIBHEBEE R , WHRMNTHOEERNRE. F2E AWS loTOver-the-air B FThR 7S
3.0.0 : OtaErr_t.

gEHAE-

OtaErr_t xOtaError = OtaErrUninitialized;
x0taError = OTA_Suspend();

X H _GetimageState 45


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

/* Handle error */

1H =< E

# OTAER/EREFTREEERR  ARERNBASBHRMER , BEHN OTA HERABRED S |
I OTA ERIARAS 3 FRARIN T #HAVERRAE,

O EEESE 1K
OTA_Err_t OTA_Resume( void * pxConnection );
OBEEEHESE 3 K

OtaErr_t OTA_Resume( void );

IRE] OTA SERRBHEBEEN , WHRMN T HHNEBRRE, 5528 AWS loTOver-the-air EHTIRAS
3.0.0 : OtaErr_t.

g5 A E-

OtaErr_t xOtaError = OtaErrUninitialized;
xOtaError = OTA_Resume();
/* Handle error */

A H _CheckForUpdate
WAZSEMEE , RE OTA SHERRBHEWRSR , WE OTA EIZA 3 RN T HEEERRE.,
OBBEERE 1K

OTA_Err_t OTA_CheckForUpdate( void );
ONEEHER 3 i

OtaErr_t OTA_CheckForUpdate( void )

RE OTA SERRRBHBEER , R T HERBRRE, F28 AWS loTOver-the-air E#HT AR
3.0.0 : OtaErr to

HEERE 46


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

FreeRTOS BiBiRmE

A H _EventProcessingTask

ER—EME AP, REE OTA EMEMNEESHER, CLARHERAERFEHAM, LERSE
BEEI T OTA Update INEINEH , EXIEAEFEILLER.

OBEEHESE 3 K
void OTA_EventProcessingTask( void * pUnused );

RBEEMEN G-

/* Create FreeRTOS task*/

xTaskCreate( prvOTAAgentTask,
"OTA Agent Task",
otaexampleAGENT_TASK_STACK_SIZE,
NULL,
otaexampleAGENT_TASK_PRIORITY,
NULL );

/* Call OTA_EventProcessingTask from the task */
static void prvOTAAgentTask( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
/* Delete the task as it is no longer required. */
vTaskDelete( NULL );

}

I

/* Create posix thread.*/
if( pthread_create( &threadHandle, NULL, otaThread, NULL ) != 0 )
{
LogError( ( "Failed to create OTA thread: "
",errno=%s",
strerror( errno ) ) );

/* Handle error. */

X H _EventProcessingTask 47
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/* Call OTA_EventProcessingTask from the thread.*/
static void * otaThread( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
return NULL;

}

A H _SignalEvent

ER—EFHN AP, ERE4ARFNIEARKIINEKRE , X ERE OTA BB ARERAEER.
OB EER 3 IR

bool OTA_SignalEvent( const OtaEventMsg_t * const pEventMsg );
P E-

OtaEventMsg_t xEventMsg = { 0 };
xEventMsg.eventId = OtaAgentEventStart;
( void ) OTA_SignalEvent( &xEventMsg );

& OTA B ARRERF PR FENR

MEREBEREBCHERERFER OTA E , {RATLFERA git FERB T, Git FERAFFIRRE —E
Git BEEAS —E Git BEMN FH &, OTA EMZA 3 ,R1FFE ota-for-aws-iot#k A3\, SDK FFEEF,

git submodule add https://github.com/aws/ota-for-aws-iot-embedded-
sdk.git destination_folder

git commit -m "Added the OTA Library as submodule to the project."

git push

MEFMET, , HSH (FreeRTOS A EIEM) P OTA REEXBATGHWRARKH,

/XM _SignalEvent 48


https://github.com/aws/ota-for-aws-iot-embedded-sdk
https://docs.aws.amazon.com/freertos/latest/userguide/integrate-ota-agent.html

FreeRTOS BiBiRmE
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https://github.com/aws/amazon-freertos/tree/202012.00/libraries/freertos_plus/aws/ota
https://github.com/aws/ota-for-aws-iot-embedded-sdk/tree/v3.0.0
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%= : ota_pal.cHota_pal.h, PAL EEX#1libraries/freertos_plus/aws/ota/src/
aws_iot_ota_pal.hB%# OTA Ef kR , X BEROAIPESE.

« IREHES (OTA_Err_t ) fHEER —EMEBOTAMainStatus_t. WHEEHENERNE , &
SREPLERENE.,. ERHETHBERES0taPalMainStatusFOtaPalSubStatusimis ,
WOtaMainStatusfEHIREOtaPalStatusFEELL,

-« 8% PAL
» #BX TDEFINE_OTA_METHOD_NAMEE %,

o BUBHR : OTA_LOG_L1( "[%s] Receive file created.\r\n",
OTA_METHOD_NAME );.

« B : LogInfo(( "Receive file created."));f#MALogDebugLogWarnflLogErrorii
EH B

« BECOTA_ISON_FileSignatureKey®#& A0TA_JsonFileSignatureKey,
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HEHEZREPERMN , ota_pal.hIELAFIERBEISE , otaPal M A 2prvPAL,

(® Note
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« B5—HMx : OTA_Err_t prvPAL_CreateFileForRx( OTA_FileContext_t * const *C* );
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https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/v3.0.0/source/include/ota_platform_interface.h#L68-L90
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/v3.0.0/source/include/ota_platform_interface.h#L68-L90
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/666241d0f643b07d5146a3715b649d80f8135e0b/source/include/ota_platform_interface.h#L105-L111
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SE=HR : OtaPalStatus_t otaPal_CreateFileForRx( OtaFileContext_t * const
*pFileContext* );
fiE : EENEREAR  FSRATMHBLFTWERESR,

« B—hR : int16_t prvPAL_WriteBlock( OTA_FileContext_t * const C, uint32_t
ulOffset, uint8_t * const pcData, uint32_t ulBlockSize );

=M : intl6_t otaPal_WriteBlock( OtaFileContext_t * const pFileContext,
uint32_t ulOffset, uint8_t * const pData, uint32_t ulBlockSize );
i TRENRBEE ARBREIEEN XK.

« 85— : OTA_Err_t prvPAL_ActivateNewImage( void );
SE=hR : OtaPalStatus_t otaPal_ActivateNewImage( OtaFileContext_t * const
*pFileContext* );
AR BUERIB OTA EWE & MCU BR£A,

« B5—hR : OTA_LErr_t prvPAL_ResetDevice( void );
SE=HR : OtaPalStatus_t otaPal_ResetDevice( OtaFileContext_t * const
*pFileContext* );
AR EERE

« —hR : OTA_Err_t prvPAL_CloseFile( OTA_FileContext_t * const *C* );
B =Hx : OtaPalStatus_t otaPal_CloseFile( OtaFileContext_t * const
*pFileContext* );
AE EEEN OTA L T XHHER B HETEHERFB IR,

« B5—RR : OTA_Err_t prvPAL_Abort( OTA_FileContext_t * const *C* );

=R : OtaPalStatus_t otaPal_Abort( OtaFileContext_t * const
*pFileContext* );
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« 8—HM : OTA_Err_t prvPAL_SetPlatformImageState( OTA_ImageState_t
*eState* );
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ZF=HR : OtaPalStatus_t otaPal_SetPlatformImageState( OtaFileContext_t *
const pFileContext, OtaImageState_t eState );
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« —hR : OTA_PAL_ImageState_t prvPAL_GetPlatformImageState( void );

ZE=hR : OtaPalImageState_t otaPal_GetPlatformImageState( OtaFileContext_t
* const *pFileContext* );

AR BH OTA EFMREGAAREE,

EREn

« BE—hR : OTA_PAL_ImageState_t
=X : aws_iot_ota_agent.h
=K% : OtaPalImageState_t
&% : ota_private.h

MIEE : B BEEFTREMGAREE,
e B—hR: OTA_Err_t

= : aws_iot_ota_agent.h

=HR : OtaErr_t OtaPalStatus_t (combination of OtaPalMainStatus_t and
OtaPalSubStatus_t)

¥E=XR:ota.h,ota_platform_interface.h

B vl EERES 32 AEFREENE, v3 : ARERE A EPIHEE I EE 84 2K IS RIRE,
« B—HR : OTA_FileContext_t

= : aws_iot_ota_agent.h
S =HhR : OtaFileContext_t

=R : ota_private.h
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« B8—hR : OTA_ImageState_t

=X : aws_iot_ota_agent.h
S =Hhr : OtaImageState_t
&% : ota_private.h

30 OTA BEfGiREE

Z X fraws_ota_agent_config.h#EE A ota_config.h , BEBEERE
2 _AWS_OTA_AGENT_CONFIG_H_%A0TA_CONFIG_H_,

- ##=Raws_ota_codesigner_certificate.hB &M Bk,

- SIEARTENFREEE B AVET B SR

/**************************************************/

/x**%%%% DO NOT CHANGE the following order ***#****x/

/**************************************************/

/* Logging related header files are required to be included in the following order:
* 1. Include the header file "logging_levels.h".
* 2. Define LIBRARY_LOG_NAME and LIBRARY_LOG_LEVEL.
* 3. Include the header file "logging_stack.h".
*/

/* Include header that defines log levels. */
#include "logging_levels.h"

/* Configure name and log level for the OTA library. */
#ifndef LIBRARY_LOG_NAME
#define LIBRARY_LOG_NAME "OTA"
#endif
#ifndef LIBRARY_LOG_LEVEL
#define LIBRARY_LOG_LEVEL LOG_INFO
#endif
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https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/aws_demos/config_files/ota_config.h
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#include "logging_stack.h"
/************ End of logging configuration ****************/

s ANMTEERE

/** * @brief Size of the file data block message (excluding the header). */
#define otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfigLOG2_FILE_BLOCK_SIZE )
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RESRE , MR :

static const char codeSigningCertificatePEM[] = otapalconfigCODE_SIGNING_CERTIFICATE;

fERaws_ota_codesigner_certificate.hBEM R,

« E£APP_VERSION_BUILDAPP_VERSION_MAJORE A
Fota_demo_config.h, APP_VERSION_MINOREBKREIERAETMNERRE , flilitests/
include/aws_application_version.hlibraries/c_sdk/standard/common/include/
iot_appversion32.h , demos/demo_runner/aws_demo_version.c,
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WEEALREEZEE , AHTEFEREE,
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https://github.com/aws/amazon-freertos/pull/3208/commits/432e13fcb8dfbfeb6de25110a3d2ea14ccaf1b9a
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https://docs.aws.amazon.com/freertos/latest/portingguide/porting-guide.html
https://docs.aws.amazon.com/freertos/latest/qualificationguide/latest-changes.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/releases/tag/202205.00
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/releases/tag/202205.00
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https://github.com/FreeRTOS/FreeRTOS/releases/tag/202112.00
https://github.com/aws/amazon-freertos/blob/202107.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202107.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202107.00
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https://github.com/aws/amazon-freertos/blob/202012.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202012.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202012.00
https://github.com/aws/amazon-freertos/blob/202011.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202011.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202011.00
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https://github.com/aws/amazon-freertos/blob/202007.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202007.00
https://github.com/aws/amazon-freertos/blob/202002.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202002.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202002.00
https://github.com/aws/amazon-freertos/blob/201912.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201912.00/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201912.00
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https://github.com/aws/amazon-freertos/blob/201910.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201910.00/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201910.00
https://github.com/aws/amazon-freertos/blob/201908.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
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https://docs.aws.amazon.com/freertos/latest/portingguide/
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