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BRA® ONTAP Bk [ER FSx RRARMEEBM 2 BENNERER, MRERMFE SVM LHNEER
, REEETHNENERAERRAR LNERRERE,

BUMBER  SUUREHAD  EEAELALUEEFRENEEERE K MAREEHTEDR
ERFE. SHLAUREUKREERE  RW (AIER) = DP (E¥HRE), DP WikE MR , AT AE
NetApp SnapMirror B SnapVault BE8E& Y B s,

BRA® ONTAP HifR[ER FSx ERHEMEN A EXRTEMAAERARGTRERBEEETNER.
ERAREMENTRER K TEHELRERERE, ik , FRERBEEEIEIEN, MRUKRES
LUN FHVERE  ATRAZEEBREERRK, flm , EFLEEE 10 TB THRFRENERRR
FEY =110 TiB #W%KE A REFEFE-EUKREPHENBETER 10 TiB BT, BRMHFEERE
ELNERESTTALCHNERRRERTRECAAE, NEFMENR A F2H EELEHWKREDN FSx.

(EREAE

ONTAP ERZHHN FSx AMERETE : TZERENTEREMT. TERFEERME. TEREWD
BMAE SSD BIFHE , EAERENEATHRIMITE, FESERFRTEEENRERE , TER
EPB#, U HAEFRNERETHAREL, ZEAUKENERNSEARERENEE., NEH
MER , F2H EAR ONTAP @FER FSx.

BRDE
¥ #1425 Amazon FSx for NetApp ONTAP B BIE SSD IR BREERFE 2 HBBERNERF.

BEMKRERE—EIBBER , AREFHEERNEBANERT (7) B , RESENBERER, HMK
EfsEBRAGAREERSAFERD (5) WKE, NFHEES , F2H UKREERDE,

RAERE

Amazon FSx for NetApp ONTAP X #& ONTAP Y ERBR TR INEE (BE. BREFMMERER) , XU
BOEREENRESE, RENEIIETRED SSD #E, FELEREEENEAPNERMEAZE
B, ETEHMENERT , " RARNEZRAATEEHTEE 65% WRESE , B SSD A8

EEREENBRE. EREHMBRANEBE, MEFHENR , 52 24 ONTAP BREMEN FSx.

WRRE 6



FSx for OnTAP EREER

#r¥ ONTAP ERRFEFHURTFE FSx LMEHR

ERILUEIB NFS (V3. v4, 4.1 hx, % 4.2 ik) MAPEEBABE , BRKESE Linux, RER
macOS A FirfFE FSx LRYE R, S alLERA iSCSI (BHR) BABEFIER. MEFMENR
28 FHEHR,

=

BEERHERM FSx

BB B HE S N EEH FSx 1T ONTAP ERRKEE , Y EBHER, @B LEA AWS
ONTAP &3 T EREEMEH FSx 9 NetApp ONTAP &R

- AWSEHETEH
« #% AWS Management Console
« #% AWS Command Line Interface ( AWS CLI )
« Amazon FSx AP| MBI EH
* AWS CloudFormation
« NetApp EETIE :
« NetApp EiEE
« NetApp ONTAP CLI
« 7£ NetApp ONTAP {K& API

WEEBZFHMENR  F2HE EEER,

FEEHESR 7



FSx for OnTAP

ERAEER

£ ONTAP £%7E FSx

S — X {EFH Amazon FSx 281 , BEATHR T HMEF :

1. & AWS BIRP
2. BUTEMERE

&

. FEf AWS 1RF
- BUEBEFERE
- TR

S AWS IEF

MREERE AWS IRF | BT SBERIHIRE,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

HoEMEFFEBRE , Y ESHRERE RIS,

At AWS tRFES , 2 AWS IRFREMAE, REAERTEEFEIXIRF FHAAE AWS BREM
R, FARERLER K REEFHERERGEECRE YHEEABRERAERATEERE

REFERENER,

TMERTKE , AWS 2EE —HEREFBHEER, BOLIBERFE 8 hitps://aws.amazon.com/ I

BE BHIRF |, URREERNIRF ZBDAEERIRS,

BYSHEERE

EREM AWS IRF 2% , FREBEMN AWS t(RFIREAE , BtA AWS IAM Identity Center , L& 37

EEERE  BEUTUTEAREAERERBEX

Et AWS 1R F


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/

FSx for OnTAP EREER

REEZH AWS IREFARFERE

1. EE RFERAE LWALEH AWS (RFEFE 4t , LIRF#EEE S 2B A AWS Management
Console, EF—EH , W ALNER,

MEEAREAEZANGRSR , F2EAWS EAERAEEETNUAREAESTDEA
2. BERLNBREREIRF LRAZEEZRRE (MFA)

MBIET , WHE (AM EAEIEE) FHA AWS ESREREMAEE MFA Z8 (X124),

BUEEFERAE
1. BA IAM Identity Center,

MEIET , FFSE AWS IAM Identity Center £ & 5= R Y EUAE AWS IAM Identity Center,
2. £ IAM Identity Center 7 , S EEERRTEEFEAE,

EERSEBER IAM Identity Center B 8 A S 2@ B RIFENHBRRE , F2E (FH AWS
IAM Identity Center { Fi & 55 BY LATEER IAM Identity Center B 8% 5% 7E i i & FEUER

LEBENESEA

EEERAEN IAM DR LERERA , FEAEY IAM 2P LERERBEELEFHFT
Ry E A URL,

WMEFEMAER IAM Identity Center R EZEANRE |, F2H (AWS A FHERRM) &
FIZ A AWSTEELA D434,

=58

ZERBER FSx B ONTAP |, B2 BB £ FiE NetApp A ONTAP B Amazon FSxINFEE
Amazon FSx EREHIEREA,

T8 9


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

FSx for OnTAP EREER

B A fE FiE NetApp A ONTAP B9 Amazon FSx

T R UN{AIBAIRTE NetApp ONTAP LfEH Amazon FSx. WAFIRESIEUAT TR,
3|
« B 1: 5 NetApp ONTAP BEERE R Amazon FSx

« 822 : % Amazon EC2 Linux B {TERHBERRK
- S 3 FBRER

FER1: A NetApp ONTAP R R #HE T Amazon FSx

Amazon FSx X AEMERIERRANIZE  REZBRENZEERTRE, EEFEARKERN
AEREMRIRER FR 1t 22 T B A Y NetApp ONTAP R R KM Amazon FSx , EE A PRERENIEE,

[REFZB)BREVRIEFE-—SAME (HA), E—RFEEEEKS (SVM) MIE—HERENERR
o THRREN, BEAKEERRRBREAAFEBMERERRK (NFS) BABEHR Linux B1TE
RBENER, BUBRRKZR , BUURFEEIENAN SYVM HHERE , SEMAERA D B &N
SVM , BLAFFEBRARESEAEE (SMB) BRI E R Windows F macOS A FimiFE

3

MEMEA TEE, BYRBERVERBTEBNERRE , SURMEA AWS CLI 7 AP| EMER
ZHA ONTAP BRRZHKE L FSx.

BY ERRR

1. BARX Amazon FSx i #A , #8ik A https://console.aws.amazon.com/fsx/o
2. HEERRL , BIZ Create file system (B RBRRZMR) LUHBERZEEIRE,

3. E[EREZRZFAEN) EMEL , $H% NetApp ONTAP i#3#E Amazon FSx , REEE [T—F]. &
S~ TEI ONTAP BRR#K. HH,

4. ¥ "BV AN, , BE TRERY,

5. & "RFERE, BB  HRERRKEHE-ER K BEAERRAENER. EETEERERRK
B, SRNEEERIAASLRES. BRZALEH 256 {8 Unicode &, ZEHMEF , BN
FTYSBHRFT : +- (EFHR) =, _( TEIR) :/

6. HRNIFBHEE K FEEZERHWRESHEHIE—TTH

- RiESROEBERRASERTENER , B AWS BERXEEZETHESNREBE,
- E-TRAEERAREERENEN Y EE-THERSARHKBEBRERE,

EIEAR ONTAP R R FSx 10


https://console.aws.amazon.com/fsx/

FSx for OnTAP PRERE
WEHEET , ESH TREEEAY.

7. BN SSD RFRE , FEEREERENREFTEE (M gibibytes () GiBs BB, FEANREE
RWE Y, MREFEES SSD RERE , TAFERAEEEY, MEFAENR , F2H 22
BIAERRER (EEA).

BAUERUERRfizE  BRAESEENRTEIE. NEHEEN A F28 EEREAE.

8. HHNEIXEZRE , Amazon FSx 2IRIBEZEN SSD REEBHREMEBBRNEIEERE, Kt LURE
ERRFENEBIXE (TS 4,096 MBps), IRECEEFLHIEERE , TUFEAZRER,

9. ¥R Virtual Private Cloud (VPC) (VPC) , R REZLERERRKE BB Amazon VPC,

10. EEMEBREEMNE , FRE BAH) LA ONTAP REEMEINE (B, ERERMBRMNER) ,
HIEE [(FH] B HER,

1. (ERE#HFELHEN) wE P UNSESEEEVARFIERRR 2RI IP i sE,

B iR P (i SEEAYIRIEE HEE

- REEBRMAZRHVKREE IP i EE — 22 2B A Amazon FSx £ VPC £E CIDR
EETPHERR 64 IP U EAEERRANIRE IP UUEE, FEIE  NREZIOERENER
H hWEHEEEZEERRAE 2B LA,

(® Note

- BRUNBEERARECHALEEANKE IP it , —EARESE , Z—EAR
BE—@ESVM, F—EMZE—@EIP Uit tbERE., YRSEHENN SVM , BRREK
MEFEAS—E IP ik, Hlan , 5 10 B SVM WERZESEM 11 18 1P {1t
HERRKUERNARNER, cMSEAMEDNR IP i , BNLtSEAEAN
SVM —1E, FERMERE IP uu€E (BEEEE— SVM) HERRHKEE LRA 31,

- MRFHEIEEFEH VPC £Z CIDR SE A — &% 64 @ IP {7t , AlttiEE
2ERNE,

« EERIAZRUSNGZE IP k16 — B#IF L RIBE AR Amazon FSx £/ 198.19.x.0/24 fu it
gE , EE AU EE AR EEHEE VPC FMBRHRNVEMEMERIRER.

WA LR (REREV]EHEPIEEECH IP vutEE,

12. BET—F , AR WE B ONTAP EXRZ] EEH LHERRKARL, FIREEIERRR
&, M AL RRRERE.

EIEAR ONTAP R R FSx 11



FSx for OnTAP EREER

13. iB4E Create file system (B ERRZH).

REZVEEVER—E SYM (BEan & fsx) M—EHMIRE (Ew&voll) WERRR. MKRENES
BE/voll1NAREBEED ERAAS Auto (BB 31 RAFRNENERTBEERARENERELRE
RER). ARREBRESERGHERERE, ERARENSEARRNBRBEEE AWS KMS £R1E
BRERINE,

HER 2 - £ Amazon EC2 Linux i {TERIEBERRLK

B LA e BB E M E R Eis (Amazon EC2) TR EERRK. LEFEAHIT Amazon Linux
2 WITERR.

& Amazon EC2 HEZHNERRK

1. HI{E https://console.aws.amazon.com/ec2/ BEX Amazon EC2 12 &,

2. BEMIIEE#HIT Amazon Linux 2 B Amazon EC2 #1T{EEE , X TERELSNERRFELRAE
BN ERLEELR (VPC) ., MEEBERBHTEBNFMEEN , 5528 Amazon EC2 Linux #
THEREAEREERNSE 1 BESBTHEE,

3. Connect BI#&H Amazon EC2 Linux B1T{E#E., MEFMER , FSEERR Linux BTEEHN
Amazon EC2 fE A E B PIIEREEH Linux #ITEE,

4. FEHEEFHE (SSH) £ Amazon EC2 #1TEE LRRKRmME K AREAEENZTAERE A,

5 FRATHHS , £ Amazon EC2 #I{TER BT —EHE % , MAUNGENEZE, ETHEH
F, FREECHWERER 244,

$ sudo mkdir /mount-point

6. #SEMR NetApp ONTAP R #iHY Amazon FSx HEBEISRII M A 8. AR T8
fmount#§ S, ETHEAIS , NEESHEARK THREBLEE.

« nfs_version— ZfEAK NFS IR ; AR ONTAP B9 FSx X#EMZA 3, 4.0, 4.1 F 4.2 R
NN

* nfs-dns-name— FHREERECHRE R FEERMEST (SVM) B NFS DNS £, EH
£ Amazon FSx XA HHEINFSDNS £ , F 2R EEMEERMES K ARBEEHEDN
HEREFTERN SVM, EALIE NinB, EiR LIS NFS DNS £ , M TEFT .

HR 2 HEERKR 12


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

FSx for OnTAP EREER

Endpoints

Management DNS name Management IP address
svm-0123456789%abcdefa.fs- 198.51.100.1 5
0123456789%abcdefa.fsx.us-east-2.amazonaws.com

NFS IP address

198.51.100.1 )
MNFS DNS name

svm-(012345678%abcdefa.fs- iSCSI IP addresses
0123456789%abcdefa.fsx.us-east-2.amazonaws.com 198.51.100.37,198.51.100.123 [J
g

iSCSI DNS name
iscsi-svm-0123456789%abcdefa.fs-
012345678%abcdefa.fsx.us-east-2.amazonaws.com

)

« volume-junction-path— BERZENHHRENEESERE. EALUE Amazon FSx E#E&F
(R EFAEERS EEN (HE) BT HRIURENESBE , TEMRT.

HR 2 HEERKR 13
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ERAEER

LUES

vol1 (fsvol-0123456789abcdef2)

Summary

Volume ID

fsvol-0123456789abedef2 [

Volume name
voll

uuiD

2248c29a-2e1a-11ed-888b-
a96e65291%ea

File system ID
fs-0468008f689bebaa3

Resource ARN

arn:aws:fsx:us-east-
2:267731178466:volume/fs-

0468008f689%bebaa3/fsvol-
0123456789%abcdef2 P

Creation time
2022-09-06T15:02:38-04:00

Lifecycle state
©) Created

Volume type
ONTAP

Size
1.00TB [

‘ Attach H Actions ¥

SVM 1D
svm-abcdef0123456789f

Junction path

Jvoll

Tiering policy name
AUTO

Tiering policy cooling period
(days)
31

Storage efficiency enabled
Disabled

« mount-point— &1 EC2 M{TER L AR ERSHMEINEHKER,

sudo mount -t nfs -o nfsvers=nfs_version nfs-dns-name:/volume-junction-path /mount-
point

T

lan R EHIE.

sudo mount -t nfs -o nfsvers=4.1 svm-abcdef1234567890c.fs-012345abcdef6789b.fsx.us-
east-2.amazonaws.com:/voll /fsxN

R

Ch

B Amazon EC2 $11T{ERE 2 4 RE (I ELRREF) |

FH EC2 ¥1T{ERE SR HHF A

528 Amazon EC2 #{TEREEAEIE™

HR 2 HEERKR


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html

FSx for OnTAP EREER

SR 3 BRER

EREMBRE2® , BRZEBTITREELNERLREBEN AWS 1R

BEER

1. 7 Amazon EC2 =& Lt , MILENHITER, WEFMENR , F2B (Amazon EC2 Linux #
TEREAERER) PRRLEENHITERE,

2. BHRX Amazon FSx £ & , #81t A https://console.aws.amazon.com/fsx/o

3. 7E Amazon FSx & L |, MIBRIE SVM BEER[E 2 ONTAP MR EAFFE FSx. MFFME
A, F2H RREERE,

4. MIBRFAEEARN ONTAP SVM KY FSx. MEFHMEF , F2HE MREEFEEEESE (SYM),

5. 7 Amazon FSx X#Z & L , MIBRENERRE. MBRERRKK , SEBMRAMEEBEH. B

=, BDHALARBREMNFDREZNRD. ATHRER T HIBE.

a. WREZBABRRD , BELBAFETEINERIAKERE,

b. &% Actions (B11E) , &1 Delete file system (M BRIER R ),

£ [MBRER KK WFEARD |, £ ERERK D] ARPBAZEMBRNERRE D,
d. EE [MBRERRKL

e. Amazon FSx MIBRERRMR , BRIRTHWAREELESR "MER. . MBRERRER  ZER
REBTBEEREERRD. EMEBROFSEERIE—EMER.

f. B#E, EULRREMNFDANGRRARNRESG. ELAEEH | ZE "HHD. .

g. feERRT , BEELSHRNERZEEFEEERRME D NEMFED , RREE [MERE
], MRECEURD , FHRLREZKRED,

h.  MERfEt: . BEARBERRER. RIFEMEMBRHEH 1D ZEGHR  REEE MR
%1

o

&HY Amazon FSx BRRBMEMEEN B DR RETS —HRIBR | UREEEMROEMRF
Bimtd,

B3 BERER 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://console.aws.amazon.com/fsx/

FSx for OnTAP EREER

7 E#

B UERSHBREFEAREIENAFIHMNA EFE AWS Eii Amazon FSx BR R #.

1@ SVM EEMERE , ATARFEIER SHFEH NetApp ONTAP CLI 5 REST APl REE SVM :

« Nfs— ARERRIRERRM (NFS) B EEITIER

« Smb— AREARKFALE (SMB) BIAHEETER (MMREH SVM EMA Active Directory , 2
IR IEE A TR )

« Iscsi— AREARBRBR NEBERMANE (SCSI) BABEHTER (EEARBD LBENESR
RiR)o

« Management— FAEA NetApp ONTAP CLI 5 APl SREEERXEE SVM NetApp

ES -]

- XENAFIR

« REATBEFIER AWS

« REATEEFIER

- HEHEE

« iSCSI 5

- & FSx RHE MR EE LR AWS

> B P i

FSx for ONTAP ERERM X EREEEEHNTEBNEXRRFRNER., CEBZEFABPBER
R (NFS) BERAWE (v3. v4.0, v4.1 M v4.2), FIBIRAH[EIREEAEE (SMB) BABE (2IF
2.0, 3.0 M 3.1.1) FE , URMBBER/ NEEKIRANE (SCSI) BB ERERK LB M.

/A Important

Amazon FSx R X E{t AR FEERR K. Amazon FSx & B B 70 B ({7 AT (REAERR R
BRIFEIRY A IP fit (BEEERRCANVEIEFERE ) REME IP (vit,

T% AWS EE#H1T{EEE TJEE ONTAP By FSx B HE A :

XEN R PR 16
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+ Amazon Elastic Compute Cloud (Amazon EC2) 1T Linux #11T{E# , X & NFS s H />
2. Microsoft fRE M MacOS., WMFEFMEN , FSH HEWKE,

+ Amazon Elastic Container Service (Amazon ECS) I§SESE & 551E Amazon EC2 1R&E M Linux &4,
MBEFHMEN , FS0 B FSx BE ONTAP /4 Amazon B A ER%.

« Amazon Elastic Kubernetes Service — ZE#—F T# , 552 Amazon EKS FH &SR+ HE A
7 NetApp ONTAP CSI ERE#Z X # Amazon FSx.

- #L1§ OpenShift lR#& AWS (ROSA) — BEERMEZEA , HS B EE Red Hat OpenShift fR#%
AWS ? 1£ AWS &R FH Red Hat OpenShift IRFE

« Amazon WorkSpaces B, MFEFMEN , FS B &4 Amazon WorkSpaces B2 FSx — 2
ONTAP,

+ Amazon AppStream 2.0 &4,

+ AWS Lambda — MNEFFMER , 52 AWS BB XER A Amazon FSx WERIREE T/EE
NEEFE

« 1 VMware Eif AWS RIBEHHTHEREBEEE (VM), WFFMAEF , FSEBERRN NetApp
ONTAP B Amazon FSX BRE AN EFEEM VMware Eim AWS B Amazon FSX (ERAR
NetApp ON TAP) HEBEE,

HEBETAHE , ONTAP IERRMH FSx EWTA NFS Ml SMB LR A B SR HBREA R , Ritxe
ZENAABRERRER &S THBTEAFKERFR. iSCSILUN AIEFEREEFH.

REAEBFEER AWS

18 Amazon FSx #& R R #EBEE Virtual Private Cloud (VPC) (VPC) 1HRE3HE, ERTAEEBEM , &
RO LATERE R R VPC R HVEMLEZEL FSx for ONTAP R R F., Bt H i VPC FEUE
MERRMK , EL VPC AT BMIRTRE AWS tRFEZ AWS [EiF. BR T T EEFHERAFE FSx for
ONTAP ERHERZHN , CEZERRCRERBRRAN VPC T2 MEE , MEENNEERE
DEEBRRBNAFRZERE. NECAMEEZERELSFEANFMERN , §28Amazon VPC
ZEEHE,

ES- |
« {e4EE VPC R EFERESR
- e¥E VPC S EBFIER

RRIFEIER AWS 17


https://docs.aws.amazon.com/eks/latest/userguide/fsx-ontap.html
https://docs.aws.amazon.com/eks/latest/userguide/fsx-ontap.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://docs.aws.amazon.com/ROSA/latest/userguide/what-is-rosa.html
https://aws.amazon.com/blogs/storage/enabling-smb-access-for-serverless-workloads/
https://aws.amazon.com/blogs/storage/enabling-smb-access-for-serverless-workloads/
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-D55294A3-7C40-4AD8-80AA-B33A25769CCA.html?hWord=N4IghgNiBcIGYGcAeIC+Q
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-D55294A3-7C40-4AD8-80AA-B33A25769CCA.html?hWord=N4IghgNiBcIGYGcAeIC+Q
https://vmc.techzone.vmware.com/fsx-guide#overview
https://vmc.techzone.vmware.com/fsx-guide#overview

FSx for OnTAP EREER

#E#E VPC FIEEHER

BRI E AR NetApp ONTAP #EERMH Amazon FSx B | 5HZIZ R FTER Amazon VPC,
E25E A NetApp ONTAP R XK Amazon FSx BB FTE SVM MR E b AMHEK VPC
., BMEHRER  NRBBRUBRENERIENAFBRAREREN VPC  AWS IRF |, 3t BT 1L
£/ SVM #J DNS 2B IR ER S SMB A (RAFRME), MEFMEN  FSH HEER
E,

NRAFHNEKEVNNEERAR FEBMARNTRARET B MRS ROERRBENRE @
B, B LLUERIRENRE. BEEBERREN TR RTH TR , F51E Amazon FSx £ A
BEERRR  AREZEZFEHEHUKREN ONTAP EXRM , FHRRIREHN FHERE (RiuESiEND)
SHESE TTREK. W TRENFEREL miRP.

REPE VPC HNEPIFEEE R
AEFRAMARERRFELIE VPC UIH AWS 7B FEL ONTAP fERZRFEHEM FSx,
EREHESEOERRZHKE LN NFS, SMB 1 ONTAP E i B

EAR ONTAP 2 E S HEMERRHEMN Amazon FSX £ NFS, SMB #1 NetApp ONTAP &1 i B
A2 BB ERAE (IP) it , EULEAREY F F i 7] 1£ B 85 75 5 5 4 HA [ I 45 1t 7 { 35 M fis
BERARSFzEER, NEFERENFHEN  F2E EHAR ONTAP ¥ FSx WREBEEF,

BYEH IP Uit RECEERRFEBEN VPC BERPEUN , BURERE
BB ENEndpointIpAddressRangeiER RN, BBEERZRENEY S
3 , EndpointIpAddressRange & T HI{ 1t £BE -

- fkTEER , £A Amazon FSx EEAB YN EMESHEOERRKSHER VPC = E CIDR B HE
64 f@ IP {uit, EndpointIpAddressRange

« EndpointIpAddressRangefk785% , fEF AWS CLI = Amazon FSx API 2231 i & ith 5] 5 & {0 &
RARMEMEAN198.19.0.0/164ERAM IP (it EHE,

EAWS Transit Gateway X B HEZE IP (it , bBABEHSE, VPC HEHE AWS Direct
Connect , B AWS VPN A" X EBEEH S, At , BMEFEH Transit Gateway FRERER R VPC
PN R FEUE LA H .

TERAMAEA Transit Gateway , SA#TT NFS, SMB S EEEZNEHRES R ERRKNELR
TROBERRE  EEERRREELFR VPC WAFHTE,

#E—1f8 vPC FEIEHR 18


https://aws.amazon.com/transit-gateway/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc

FSx for OnTAP EREER

E Amazon Web Services Cloud

Multi-A7Z file system Availability zone
e S, L E T E i S
] N H
AN subne 3 :
client : :
E Primary host
client ]
E NFS, SMB, ONTAP CLI and API, f ENI
NetApp BlueXP |

%.%. Y R
@ | Availability zone

BN 5 bnet ;
AWS Transit Gateway
client Secondary host
client IL """ i ]
! ENI
(® Note

BAREGEANMAEBHRBEARBESRHOERIKEER. EXRMANY LAERENE
AR, MFH Amazon VPC BEHRERZRGHEBBNER , F2H. EMERRR

MEMEEEMFA Transit Gateway 7H ONTAP #ER R & FSx WHEBENA , F2H. S
Transit Gateway ?

S E—TAEERRHKER NFS, F/h#s ONTAP CLI 1 API

FIREIR NFS 5 SMB 77EL ONTAP E— A EE R R FSx , AR FEA ONTAP CLI =k REST
APl EBRERAFN IR , MEEAPERMFIRET ENI LAXRE IP ik, XE IP it VPC #
CIDR &ER , Rt A Fin Al SAE A VPC ¥ & BEFEE B A & EE#E AWS Direct Connect , T
F=E. AWS VPN AWS Transit Gateway

TEREAM{AEHR AWS VPN 5B AWS Direct Connect A NFS., SMB BEEFZHNE—THRERR
i, EEERRRVAREER VPC TRIKN A Fifk,

#HAEH VPC IFEER 19



FSx for OnTAP

ERAEER

E Amazon Web Services Cloud

Customer VPC

AN Sbnet

AN subnet

client

—

client

File system VPC

Availability zone

NFS, SMB, ONTAP CLI and API,

b Single-AZ file system
NetApp BlueXP

frmmm e i Primary host

client

client

ENI
3 -0r-
@
! AWS Direct Connect ! o Secondary host
ENI

B FEZE Transit Gateway ?

EwRSHEAERRKREEE Transit Gateway , BURRAZAREFEERRFEERN S ZE. E—TH
ERERRXHKTEE Transit Gateway, FREIRAMBEEZEFEH AWS Transit Gateway RFEE th[E HE

ﬁﬁ%%\l Lo

AR

B NFS, #F/N#¥5] NetApp ONTAP REST &
API, CLI REEE N FH FSx

%18 iSCSI FEE R

#& SVM i AYER B &

% E Transit Gateway 1 ?

1103

- eHEF (HIMAEPEE) BEEFE , UK
« BT 2B NetApp FlexCache B2 E 8RR

VT {ERE 7 H FSx
a
a

#TEH VPC FEIEHR

20



FSx for OnTAP EREER

ERIFE ZEZ Transit Gateway 15 ?
SnapMirror &
FlexCache TREX B
2 EERRE e

fEAER B AWS Transit Gateway

MELHEESHOERRZHEEE VPC EndpointIPAddressRange B CIDR & E , AIEEEH
REHMEA , FREHSEEBHA AWS Transit Gateway BB R EFIERRK.

/A Important

EEFE A Transit Gateway FHEFREMESHOERRE  LEETEHAREENEZRKHE
BAH Y #3% A B L BB Transit Gateway BYB#4,

(® Note

HAMNUR VPC IP Uit BEANE - TTAERERRAKIEHE T HEHERR
#EndpointIPAddressRange , FHEEH /MW Transit Gateway A&,

= EFARRERH AWS Transit Gateway

1. BB Amazon FSx £# & , #8it A https://console.aws.amazon.com/fsx/o
2. EEERYUEHRITEFTEEN ONTAP ERRHKH FSx.

3. T "HREZREM, P, BRI P uEHE,

RAEH VPC FEE R 21


https://console.aws.amazon.com/fsx/

FSx for OnTAP EREER

Network & security Monitoring Administration Storage virtual machines Volumes Backups Tags

Network & security

VPC Endpoint IP address range KMS key ID

Default VPC | vpc-24b47dSe [A 198.19.255.0/24 arn:aws:kms:us-east-
1: key/8859160d-5425-403f-8c50-

Route tables Remaining endpoint IP addresses 3ab5fd2ec8c5 (3

rth-7880f807 [4

4. FEBERAZE Transit Gateway, , #FEMNHAL IP Lt SENRERHEERRHEN VPC, W
EHMER , B2 EH Amazon VPC S E DK ERREE

5. WFETLURHSFMEEEUER FSx for ONTAP fERR#.

EERBARNMEELNERRR  F2REMERRZR.

(® Note

EE., NFS F1 SMB ix 2 DNS fcsk REEMERERRRMEEHN VPC R, EEHREMMRK
HEURENEREEEEEE  SXAFERAREN IP i, EL IP Uit T ERERFEEE,

EEFE VPC LUANMFER iSCS| S # &£ im

BT LMER VPC B HE | th A AWS Transit Gateway A {EERRFHEEE VPC ASBIEEER RS
#9 iISCSI REEMIRE . BULUER VPC BHEEE |, £ VPC 2K H iSCSI MEEMKE, VPC H
LEFEME VPC 2 BENMERKER , TAREARE IPv4 (it REBTCHZENRE. BAUFER
VPC HEEEMR AWS BiE ST E#/ VPC., AWS EFiNE VPC WEHENFMENR , F2E 4
BEE VPCHEFHE? £ Amazon VPC HEiEm.

RSB FIER

BRI LAEAAWS VPN A EREE B 7 HL FSx for ONTAP #& 2 & AWS Direct Connect ; F5I& &
Rt E SRNEARGIZER, BRT THEHIHNRRSHEFTI ONTAP ERNTRE FSx WEMERZ
A, BEFERRERRAN VPC Z2BHEAMERNTERRKNARPKZERE ; IFELENERE
iE,%E 528 Amazon V PC &£ B8,

RREMHBEFIER 22


https://docs.aws.amazon.com/vpc/latest/tgw/working-with-transit-gateways.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://aws.amazon.com/vpn/
https://aws.amazon.com/getting-started/projects/connect-data-center-to-aws/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html#fsx-vpc-security-groups

FSx for OnTAP EREER

REREBEPBFE NFS, /BB ONTAP CLI 5 REST API i 2

AERER A AT e A SR AR BB HL FSx £ ONTAP 1ERRAHFH NFS, SMB H ONTAP EEE#EIE,

FHEMRSHEHERR

Amazon FSx ERI&EMEH AWS Transit Gateway iR EiR ik NetApp £ 8 RIREL , = NetApp
FlexCache f 5N ERRFHNEM BT HOERRK. ATZXEREMEASHOERREE AZNE
$5%B# | Amazon FSx ¥ NFS. SMB #1 ONTAP BEEixBFrE AN N EEAZE IP ik, BHR
NFS. SMB MEBRIFERZE IP, Rt B HXAEEBEFEAAWS Transit Gateway AWS Direct Connect
2 AWS VPN R A ERER B R FEUEL M H. AREBLENENFE IP UutUREEE L EibESHH
BRERAKEBIEEN IP ik, EndpointIpAddressRangeflRER YK Amazon FSx FIEABUER
R , Amazon FSx FEER &2t VPC WEE CIDR #EHRIERE 64 18 IP st , HARERRENIHE
P {3t &5, MRIEZH AWS CLI 5 Amazon FSx APl BN ERRZ& , BIBEFESL , Amazon FSx &
#1P (it EE AEZE—1{E 198.19.0.0/16 IP (1 EE, 28 IP Vit AR EEERHEBENER
T, BAFRERERESHERRK. NEFAENR , 528 EAR ONTAP Iy FSx WA EBER
FFo

/A Important

EEMMA Transit Gateway FEFHERSHOERRSE , LEERHARELHERRKEME
EAE Y T HE % R 2SI Transit Gateway BIKH 4

EE&% AWS Transit Gateway Ef#t VPC 4 Z5 17

MRZHEibRSHEAOERRFEE L VPC EndpointIPAddressRange #9 CIDR &E , AIFEEEF
REHMIEA , FEERHEMERA AWS Transit Gateway S BREE FEIERRK.

® Note

HRUR VPC IP Ut SEEANE - AEERRARIR RS HEHERR
#REndpointIPAddressRange , T HE& /W Transit Gateway #H&E,

1. BIRX Amazon FSx £ & , #3ik A https://console.aws.amazon.com/fsx/o
2. EEERYSHERBETIVEN ONTAP ERRHKEM FSx.
3. 7 "HREZEM, P, BRIFH P uEE,

RAREEDBFENFS, F/NEMER ONTAP CLI 5 REST API %24 23


https://aws.amazon.com/transit-gateway/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://console.aws.amazon.com/fsx/

FSx for OnTAP EREER

Network & security Monitoring Administration Storage virtual machines Volumes Backups Tags

Network & security

WVPC Endpoint IF address range KMS key ID

Default VPC | vpe-24ba7dse [A 198.19.255.0/24 arm:aws:kms:us-east-
1: key/8859160d-5425-403f-8c50-

Route tables Remaining endpoint IP addresses 3absfd2ecBcs ()
rtb-7880f207 [

4. FEBERHZE Transit Gateway, , FEMH AL IP Uit SENRERBHEERRHEN VPC, W
FHMER , 528 Amazon VPC Sl FHEFEAEIEEPHMEA Transit Gateway &,

5. WSO UUREEMKRFEIRM FSx for ONTAP R R,

/A Important

EEMF A Transit Gateway FEFREMESHOERRE  LEETEHAREENEZRRKHE
EAE Y T HEE% R SI @ Transit Gateway HIFE 4

EERBARNEELNERRR  FEREMERRR.
FHE-THEERRR

B —1 A AWS Transit Gateway BRERRRTFEAR AN BERREFNERNER, E—TAHE
BEAABBEE—FAES  TEEFH IP UM UEHEcBHRHAERE, Mkt , BEE—
AAEERRKLFEIN IP IUHEEERRFAEN VPC CIDR EEABHEAXRE P it , BEESFR
HMRZEER. AWS Transit Gateway

WA ERERE F NS SR Eum R

EAR ONTAP WEHE LRI FSx EHMR ONTAP ERZK BN EBTHE , BIEALIEE NetApp B
B2 NetApp ONTAP #J FSx 2 B ERE. EEREEIE SnapMiror FEIERRZ KN R T E LS
(SVM) ERRRE[E 2 BH) FlexClone@4& , 2A% NetApp £1Hi#E R IRE, FlexCacheFEEMizHtbE AR
ERFPBHRE.

HRERA ONTAP BRREZKEIL FSx B , ERXRRXFNEZEBERESHEHANRN VPC CIDR SE R/ IP
st , AEFFEEMFEA Transit Gateway REHRFHBEHEADBFB2EANERE[RE. AWS Ein
BR , AEHBAFHNL AR AWS VPN = AWS Direct Connect 23 82 VPC M Z 2 E R,

RREEEFMEEE IR 24


https://docs.aws.amazon.com/vpc/latest/tgw/working-with-transit-gateways.html

FSx for OnTAP

ERAEER

B[R

o

0N

A LUEIBE Bl L S E R IFE FSx for ONTAP I E R, AEHMGSFERARYMER
RHMER EIEREEE 2 SVM /) DNS Z8= IP ik, BAILATE Amazon FSx £#&F K E SVM B
DNS £ IP itk , FERIEE ONTAP > RFERMES S EERRAANERRRFHERER
NWRTFEEMSRSIEE L (W TEFFR).

Endpoints

Management DNS name

svm-0123456789%9abcdefa.fs-
0123456789%abcdefa.fsx.us-east-2.amazonaws.com

)

MNFS DNS name

svm-(012345678%abcdefa.fs-
0123456789%abcdefa.fsx.us-east-2.amazonaws.com

)

iISCSl DNS name
iscsi-svm-0123456789abcdefa.fs-
012345678%abcdefa.fsx.us-east-2.amazonaws.com

)

Management IP address
198.51.100.1 9

NFS IP address
198.51.1001 &

iSCSI IP addresses
198.51.100.37,198.51.100.123 (J

;FE , BALUE DescribeStorageVirtualMachinesAP| RER EREH HK BT,

R

Ch

PRt

AUEHREFHERNEENHEEIR LN Amazon FSx ERAPRIURENZESREBR , 1TE

TNo

HEEERE

25


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeStorageVirtualMachines.html

FSx for OnTAP

ERAEER

vol1 (fsvol-0123456789abcdef2)

Summary
Volume 1D Creation time
fsvol-012345678%abcdef2 [F 2022-09-06T15:02:38-04:00
Volume name Lifecycle state
voll ) Created
UuID Volume type
2248c29a-2e1a-11ed-888b- ONTAP
a96e652919%¢ea

Size
File system ID 1.00TB (F

fs-0468008f689bebaa3

Resource ARN

arn:aws:fsx:us-east-
2:267731178466:volume/fs-

0468008f683bebaa3/fsvol-
0123456789%abcdef2

‘ Attach H Actions *

SVM ID
svm-abcdef0123456789f

Junction path

Jvoll

Tiering policy name
AUTO

Tiering policy cooling period
(days)
31

Storage efficiency enabled
Disabled

E

- BEEEFiR

« RETE Microsoft $1 & A F i
- BERN macOS A Fik

BREEFin

RPEZEEEE Linux AAFIRN SVM B EEBUNIXEnixedI 22 MERRE, MEFHE

A, FOH EEREHUKREN FSx.

@ Note

BIRTAER , AR ONTAP NFS #EK FSx AKH, harda ERRBEBER L KIERE

17, RAIEREEAARhardHEIRIE,

HEEFEFR
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FSx for OnTAP EREER

A E1E Linux A Fim LHE ONTAP HiEk[E

1.
2.

BI1E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 i A,

B3 SERE T Amazon Linux 2 B Amazon EC2 #/T{EE , ZH T ERBEERRANVAEER
VPC H,

WFERBRE EC2 Linux STERKFHER , F2 8 Amazon EC2 HfTEEEAEEETND
R BEEITERE,

Connect E|#&# Amazon EC2 Linux #1TE#E ., WMEFMER , 52 E Amazon EC2 Linux #1T
B EREEEFH Connect ZIEH Linux B4T{EEE,

EFZ£3RE (SSH) £ EC2 A TER LR R  RAREABENZEABREA,
£ EC2 #¥i1T{EIEE L2237 B sFLAME SVM BRR[E , I TFAT7R :

sudo mkdir /fsx

£/ T HiE TS HRR EAME DGR LAY B %

sudo mount -t nfs svm-dns-name:/volume-junction-path /fsx

T5IgE 56 A g HI{E.

sudo mount -t nfs svm-01234567890abdef@.fs-01234567890abcdefl.fsx.us-
east-1.amazonaws.com:/voll /fsx

B A AR SYM /Y IP {23t SVM REVKE DNS &£, RMEZEFEH DNS ZRBREHFAHF
WUAMALERERRK  REEEMARAKRENAFREERIRANS THMY (HA) B2 BEEWE
1,

sudo mount -t nfs 198.51.100.1:/voll /fsx

(® Note

HRENLERERRM , parallel NFS (pNFS) BABGEHERAMA , HRg AN EE
NFS v4.1 S0 HThR A4S 2 Bk [ B A A 5 i

BEEEFIR 27


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

FSx for OnTAP EREER

£ letc/fstab EHITEB EFBRB B BHHH

& E7 Amazon EC2 Linux #1T R ER B B B EHHEE AR ONTAP #ERER FSx , FER
BR, /etc/fstab/etc/fstab BRUSERRENEF , ERTERADHBFAITHESmount
-aEHEP I HNERRM /etc/fstab,

® Note

BEBHAR ONTAP R R FSx T /etc/fstabfE Amazon EC2 Mac #{T{ERE EERK
B Bz,

(® Note

HEH EC2 HITMEBA /etc/fstabBRZE , FRELDERY TERAM ONTAP ERRH
Y FSx, MFFHMES , 52 H 5 ONTAP ERRHKET FSxo

B ¥ EC2 #{T{EBE LM /etc/fstab R
1. EZRIEHN EC2 $1TEE !

« ZERHIT macOS H Linux WEEZZENHTHEE K FREESSH T pemER, B
I, BHREFER -1 BENLRSERE,

o ZEERHIT Windows WEREZEZHTER , B LERA MindTerm = PuTTY, BREERS
PUuTTY ¥ #4% pem EREIRA ppk BR , T ERAZXES.

MEHMET, , HBH (Amazon EC2 Linux ST ARG R EISE) HeyTHIEE -

o {HF SSH EEFRM Linux 3 17{E e
« f PUTTY & Windows EIZZ &M Linux #{T{EE
2. BEBMNANREE SVM RN AEE %,

sudo mkdir /fsx

EEERENRESRTPHER/ etc/fstabER,

4. % /etc/fstab BRHMETIT, EBESBZBEA Tab ¥, EEXERA—1T , RERIT
Fo

HEEFEFR 28


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

FSx for OnTAP EREER

svm-dns-name:volume-junction-path /fsx nfs nfsvers=version,defaults 0 0

IE WA AMEAHERE SVM B IP fzit. RE={E28HKRT NFSIBE ( RFIRESMBE ) , BRF
NHRBENHRARE (ELBEETER , ALEMAKEMRESRO0)

5. EFHERAMHEE.
6. BE , FATHNGTHEXHARAE, TRARERBE , ERKREEBHHE.

sudo mount /fsx
sudo mount svm-dns-name:volume-junction-path

W EC2 /TR IRE E R E AT EF BB BFHEME ONTAP B E,
L4 1E Microsoft 18 & A B ik

ZR B AR BA A iE B 14T Microsoft Windows 1E2£ R AR F Fik1FEL FSx for ONTAP ERRFEHHNE
B, EREEANAFRERANMN , FRETIER,

RFRBAFHNERIKUAEREN VPC M AWS 1RF. MRAFKUYARIFBERFEMH VPC
AWS IRFE. = AWS [EiF , ItIEF ERERE S ER AWS Transit Gateway HEAFAAZ BB
ZE AWS Direct Connect S5 A8 E#R., AWS Virtual Private Network N FEFHMEF , FSE RKEE
VPC S\ EEIMEH,

EMEREER SMB B E AR E M NE Windows A Fif.
PEFY
£ E{# A Microsoft Windows A Fi1FE ONTAP EFZHERE , B4 EmE T 5 &3R4

- BEEECHBREN SVM LA ABRBE Active Directory , REBSLAEFH TERE, MES
SVM IMAER+ B &MEFMER , FSREEEEAR ONTAP #FEEEMEN FSx. MEFAT
EBHERGHER |, 552 BNetApp XHF O THEFEBEFHERE SMB AR,

- BEEENUBEENZSMERNREBENTFSHnixed, MEFMER , F2H EELEUBEN
FSXo

5/ SMB F4EA & B # 7 Windows FA B Kl ONTAP Bk [=

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,

REERERFiR 29


https://docs.netapp.com/us-en/ontap/smb-config/set-up-server-workgroup-task.html
https://console.aws.amazon.com/ec2/

FSx for OnTAP EREER

2. B SIEEEIIT Microsoft fRE Y Amazon EC2 #1TEEE , ZHTERBEERRAKNVNAMEBEH

VPC f1 | N A BEERERE[EAY SVM FEEIHY Microsoft SEE) B %,

MEEERBHITEENFMERR , 5528 Amazon EC2 Windows #1T{EEE FH &SP S B

1. MEHIT{EE.,

mFEAH SVM MAER+ B SNFHEENR , F2REEEEAR ONTAP #EEERMEEH FSxo

3. Connect EIf&H Amazon EC2 REHTER. WFHFMEN , 552 (Amazon EC2 Windows #

TERBFERERRE) PHEZEZEMN Windows HITERE,

4. BB TET.
5 #ITH®T. BKLAITIER -

- EMATMIRAZ: RN,

- HUfXDNS_NAME BHEE[E SVM 2 SMB im B8 DNS ZB= IP ik,

« SHARE_NAMEJA SMB AWM EBE. C$= SVM R =R A HKWFEER SMB /A , BEF
EEAET , RATSSREZHANIEMEE  MATESERRS MRS P, LE%
REZHEN SMB HAEE , MTARECS, WFEEL SMB HAWFHENR , FSREEEY /b
ES) 8
net use Z: \\DNS_NAME\SHARE_NAME

T 5\ #6515 A #EHIE .
net use Z: \\corp.example.com\group_share

B LAER SVM B IP it , MAEHE DNS £, BRMEZZEFEH DNS BBREBEAFiw

BMALZRERRK , AASEYABRENVAFPKEERIRNS TAM (HA) B 2 EEET

11,
net use Z: \\198.51.100.5\group_share

HE&E N macOS A Fin

REAFREA NAEB AT macOS FXRMA A FimfFEL FSx for ONTAP ERRMHANEHR, ERIEME
RN AFRERAM , FREATIFER.

HEHR macOS A FifR 30


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

FSx for OnTAP EREER

WEFBERAFRMNERARMAMERBL VPC F1 AWS IRE., tIRAFIRMARIBIE AWS IRF =&
AWS BEFREH VPC # , AWS Direct Connect & &2 FEH. AWS Transit Gateway AWS Virtual
Private Network 0 FEFFMHE A , FF2E 1£5F VPC A SBFIEH.

BBEMER SMB BAMEAUEREM INE Mac A FiR.

HEEMH SMB £ macOS A Fim L ONTAP BER[E

1.
2.

BI1E https://console.aws.amazon.com/ec2/ BARX Amazon EC2 XA,

B SHEE#H T macOS B9 Amazon EC2 Mac #i1T{EEE , B TEREEERFKNVAHEBLN VPC
o

NEERBBHITEENFMENR , F28 Amazon EC2 Linux $I{TEEFEHAEEETMNLER 1
BB BITERE.

Connect ZI#&#) Amazon EC2 Mac #1T{EBE. MEFHMENR , BF2EEAR Linux HITEEBH
Amazon EC2 fE A &5 IIEZEZIZH Linux S1TEE,

ERLZERE (SSH) # EC2 HTEER LRABKIRE  RAREABENZEABHEA,
£ EC2 ${TMERE L2 B SR ABMEMTRE , TR :

sudo mkdir /fsx

2/ T 5 iE P HEMEHRRE,

sudo mount -t smbfs filesystem-dns-name:/smb-share-name mount-point

T3 gE 56 A g HI{E.

sudo mount -t smbfs svm-01234567890abcde2.fs-01234567890abcde5.fsx.us-
east-1.amazonaws.com:/C$ /fsx

AT LAER SVM /Y IP fizit , M3EH DNS &/, RMEREMER DNS A B REEHA S w6
AERERRE  RAERRBARENAFREERZENS TR (HA) B 2 HEIS V.

sudo mount -t smbfs 198.51.100.10:/C$ /fsx

CS R G LA ERI AR SMB HA , UEE SYM B ZEMWRE &, MRESE SYVM HEME
fAEARERFSIE (SMB) A |, FiRM SMB HAEBME, CSMFERI SMB HAMNFMEES
w2REEERPEER,

HEHR macOS A FifR 31


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

FSx for OnTAP EREER

HEMEA NFS £ macOS A Fim L#E ONTAP #ikE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. B EHiEE#HIT Amazon Linux 2 B Amazon EC2 #{T{EEE , ZFTEREEEZRFENAHEER
VPC H,

WEBRRE EC2 Linux H{TEBMNFME , 528 Amazon EC2 $TEBEEREEETHNS
B 1 REETEe,

3. Connect &8 Amazon EC2 Linux #{TEEE, MEFFME , 5528 Amazon EC2 Linux 17
B EREEEFH Connect ZIEH Linux B4T{EEE,

4. EHTERBEBHECEHAERAEERESE , BT TGS |, #5 FSx for ONTAP Rk E#EF|
Linux EC2 #11T{E# L :

sudo mount -t nfs -o nfsvers=NFS_version svm-dns-name:/volume-junction-path /mount-
point

T 58516 A g8 HI{E.

sudo mount -t nfs -o nfsvers=4.1
svm-01234567890abdefd.fs-01234567890abcdefl.fsx.us-east-1.amazonaws.com:/voll /
fsxontap

WA LAER SVM B9 IP it SVM REVEE DNS &8, RPEZREFER DNS ZBREBAF
WUAMALERERRE  DAEERERAFRERERERAEN HA B 2 BREFFHE,

sudo mount -t nfs -o nfsvers=4.1 198.51.100.1:/voll /fsxontap

5. HEATIESKURKERESR = ZYWE &K,

sudo mount -t nfs svm-dns-name:/volume-junction-path /fsx

T3 gE 56 A g HI{E.

sudo mount -t nfs svm-01234567890abdef@.fs-01234567890abcdefl.fsx.us-
east-1.amazonaws.com:/voll /fsx

HEHR macOS A FifR 32


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

FSx for OnTAP EREER

B A AR SVM B IP {23t SVM REVKE DNS &8, RMEREEFEH DNS ZRBREHFAHF
WUAMALERERRE  AEEENBRENAFKEERRFANS THM HA) B 2 BEE
i,

sudo mount -t nfs 198.51.100.1:/voll /fsx

iISCSI &

B NetApp ONTAP B9 Amazon FSx A[i%EiB iSCS| (MR N AEMRAENE) BB ERERH
ERREFEXE, BULEBMHE LUN CBEEVFS) LMY EEREIZRZEE (igroups) , Mg E
BR#FE B Linux 1 Windows 8RB A iSCSI fEE-

(® Note

ONTAP S\ EE R A S RKRY FSx T2, iSCSI B
(HA) ¥4 = A R 2RE R R,

FI}
ﬁu
1153
i
v
Al
<
fim
i
ot
®
=
ot
=]
H
[T

ES ]
- #%iSCS| EHER FiR
« 4% iSCSI LUN ##H 2R ER Fik

#% iISCSI EHEH Fin
B LR R RN S A T URE

- ERBEVEEE Linux THM iSCSI #ifkE, MEFMEF , 528 EIL— iSCSI,

« #}MEZ iSCSI LUN B Linux E# 2 11T Amazon Linux 2 Amazon #2838 {& (AMI) BV Ta % EC2 #1T
g, CEAREAATRANBLEREN VPC 22848 , P FEH Amazon VPC ETEEREK
FHEE HIFTR

« BEAN ONTAP EEZRHKM Linux THM FSx L AMHERBM VPC . AWS 1RF MMRIF#URE —1E

VPC /|, A LA VPC & B EHAWS Transit GatewayREEH it VPC FENRLRE[E iISCSI i
q. WEFHEF  BF2HE EHE VPC HBTFEIER,

iSCSI # 33



FSx for OnTAP

ERAEER

MREERAFAITARE Linux AMI B EC2 FI{TEER , TR ELRENT I L AEXNTRECHERE , M
BETREEATRANGTREELENENS. RTREEHZH  FHREANGTHEM EC2

Linux AMI 283,

BEMES EC2 HTERRERARFEN FHEBVAERNTHES , W TFEAR.

Availability Zone 1 / subnet 1

OJ

;
v Availability Zone 2 / subnet 2
;

(—
; Client
Amazon VPC |
| FSiey Preferred Secondary
| " ISk SVMO1
&) (&) =) (=)
I Mar I Mg

Data

replication

ES -]
- EAF% ERZERRE iSCSI
« £ FSx LEREEAMN ONTAP {ERERHH iSCSI

- BEENAF R EHE iSCS| #ifkE

#% iSCSI HE =R Fif
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ERPmLIERZENERE ISCSI

HELXEK ISCSI AF iR

-

#eiscsi-initiator-utils¥ 2 Z#device-mapper-multipathfE&H Linux %1
t. ERARELBERFI% Connect ZEM Linux B1TERE. WEHMENR , F2EAEHZEHE
Connect 3 Linux ${T1EEE,

2. FAUTHSRE multipathiSCSI AF R, MREELEERRAKRS2EEBHRERE  AIFE
EfT&Zmultipathi,

~$ sudo yum install -y device-mapper-multipath iscsi-initiator-utils

3. FEAEMFARERERMARFBZEEAERERMREEEEnultipath , F#/etc/iscsi/
iscsid.confERPHPERREEREAE , SMIT2FEAEREL20,

~$ sudo sed -i 's/node.session.timeo.replacement_timeout = .*/
node.session.timeo.replacement_timeout = 5/' /etc/iscsi/iscsid.conf; sudo cat /etc/
iscsi/iscsid.conf | grep node.session.timeo.replacement_timeout

4. Ru® iSCSI B,

~$ sudo service iscsid start

‘:iﬂln

AR, RIBEMH Linux IRAE | BAIESAERAN TSRS

~$ sudo systemctl start iscsid

5. ERAUTaTHIARSEELET.

~$ sudo systemctl status iscsid.service

RTS8 H O FE

iscsid.service - Open-iSCSI
Loaded: loaded (/usr/lib/systemd/system/iscsid.service; disabled; vendor
preset: disabled)
Active: active (running) since Fri 2021-09-02 00:00:00 UTC; 1lmin ago
Docs: man:iscsid(8)
man:iscsiadm(8)
Process: 14658 ExecStart=/usr/sbin/iscsid (code=exited, status=0/SUCCESS)
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Main PID: 14660 (iscsid)
CGroup: /system.slice/iscsid.service
##14659 /usr/sbin/iscsid
##14660 /usr/sbin/iscsid

BEEENAF iR L5 E iSCSI

1.

FEZAFKEIERAKRRBCEEDTERE KX ARELERE, FATIIHT :
~$ sudo mpathconf --enable --with_multipathd y

FERAT AR E Linux TEOREREE. MEBSNIBNNERURREMN iSCSI 2 A&
Ro WMREBEFEFEHiscsi-initiator-utils , FIBBEBBUNERE/etc/iscsi/

initiatorname.iscsi®,

~$ sudo cat /etc/iscsi/initiatorname.iscsi

RimLAEREBEE,

InitiatorName=iqn.1994-05.com.redhat:abcdef12345

1£ FSx LEREE A ONTAP R R KM iSCSI

1.

£ NetApp T3l#E< , Connect ZEEH EE 7 iSCSILUN B FSx IEA ONTAP ERR&K L
B ONTAP CLI, MEFMEN , F2E £ H NetApp ONTAP CLl,

~$ ssh fsxadmin@your_management_endpoint_ip

£ NetApp ONTAP CLI £ un igroup create B M #1485 B¥4H (igroup). FREIZSEHEYIES
iSCSI LUN , Y25l BhEnes (A Fiw) A LAFFEL LUN, Bif€host_initiator_name&R&%E £
— A2 P HEEAY Linux =P NAIHBERE,

::> lun igroup create -vserver svm_name -igroup igroup_name -
initiator host_initiator_name -protocol iscsi -ostype linux

MBEBEZHERI igroup B9 LUN AT ZATHER SO LUEEZEWNRSNERE , YLLER S
. MEFMEN , 526 NetApp ONTAP X4 OEY LUN BIERE T,
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3. AL TIun igroup showds S HEERigroup EfE :

::> lun igroup show

REEUT 5@ HOE

Vserver Igroup Protocol 0S Type Initiators

svm_name igroup_name 1iscsi linux ign.1994-05.com.redhat:abcdef12345

4. WETBREBRRECKEIL T —18iSCSILUN, MRERBIT , 5B EL— iSCSIFLLENSHE step-by-
step B3ERHA.

FEREETIBM , REEIH LUN B HEZEEIR lun mapping createigroup :

 svm_name— Rt iISCS| BEENRFEERMEERE. THSEALEERE LUN,
« vol_name— ## LUN HNEREZRTRE,

* lun_name— #&38i4s LUN & 1,

« igroup_name— ¥lMASREHHEMNE B,

* lun_id— LUN BRI EHREENHE , MTR LUN A&, igroup FHVHIREIREERALE ,
EHBEEVREEFINEFRERERALEFRSBR.

::> lun mapping create -vserver svm_name -path /vol/vol_name/lun_name -
igroup igroup_name -lun-id lun_id

5. f#MAlun show -pathiETHEFE LUN B, ERNHE,

::> lun show -path /vol/vol_name/lun_name -fields state,mapped,serial-hex

REEUT S L EFE
Vserver Path serial-hex state mapped
svm_name /vol/vol_name/lun_name 6c5742314e5d52766e796150 online mapped

ffEserial_hex{8 (L& HIF B6c5742314e5d52766e796150) , EASIEBERMN S B H FH
CREIEREENZLER.
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6. fFAtnetwork interface show -vserverfSHEEUEEHEPET iISCSILUN 2 SVM B4z
Htiscsi_1Miscsi 24T Ho

::> network interface show -vserver svm_name

RFELUT 5% HEFE

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
svm_name
iscsi_1 up/up 172.31.0.143/20
FSxId0123456789abcdef8-01 e0e true
iscsi_2 up/up 172.31.21.81/20
FSxId0123456789abcdef8-02 e0e true
nfs_smb_management_1
up/up 198.19.250.177/20
FSxId0123456789abcdef8-01 eQe true

3 entries were displayed.

FUEEHIS | B9 IP {dtiscsi 158172.31.0.143Fiscsi_282172.31.21.81,

A& A Fus S iISCS| ik =

1. EZW Linux APIRLE , FRATIESRRESEAiscsi 18 IP ik ICSI _1_IP BB iSCSI

~$ sudo iscsiadm --mode discovery --op update --type sendtargets --
poxtal iscsi_1_IP

172.31.0.143:3260,1029
ign.1992-08.com.netapp:sn.9cfa2c41207allecac390182c38bc256:vs.3

172.31.21.81:3260,1028
ign.1992-08.com.netapp:sn.9cfa2c41207allecac390182c38bc256:vs.3
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cid
f,ign.1992-08.com.netapp:sn.9cfa2c41207allecac390182c38bc256:vs. 3%
FEtarget_initiatorRfm#FAIAEEH iISCSI LUN B,

2. (IBEM) SRR HMT/ERRtarget_initiator. ¥RE—RIERE , Amazon EC2

MIEEMRHBEH 5GB (#9625 MB/®) , BEREAURI ZEITERE , fE—AFRESE
REAFHNWIZE, WEFHEN , F2E Amazon BMEEE I Linux BITERBERAEERTH

Amazon EC2 #{TEREMERIEE,

TimteEsETRAREFTHNEME ONTAP S ASEREIZREL 8 EIEMRE , ERAF WAL
#HE &S 40 Gb/s (5,000 MB) Hy & X E5EE T iISCSI LUN,

~$ sudo iscsiadm --mode node -T target_initiator --op update -n
node.session.nx_sessions -v 8

3. B ABEWKRE. &1 iSCSILUN SR T A A AR,

~$ sudo iscsiadm --mode node -T target_initiator --login

Logging in to [iface: default, target:
ign.1992-08.com.netapp:sn.9cfa2c41207allecac390182c38bc256:vs.3, portal:
172.31.14.66,3260] (multiple)

Login to [iface: default, target:
ign.1992-08.com.netapp:sn.9cfa2c41207allecac390182c38bc256:vs.3, portal:
172.31.14.66,3260] successful.

FHNEEEEE  fEXESEXHRESE LEESESFEMN —@Login successful¥
FELogging inM—{BEFE, ESEHEE 4 EEFNERT , 8 8 fllLogging inHl 8
flLogin successful&fE,

4. FEATHGS , BBE Rdn-multipathEEZERANE— LUN , UERERBREEBL S 6
iSCSI TERER, EZEMHREBENREHI AactiveMBRLES| HBenabled.

~$ sudo multipath -11

FEWED  HRLEERNCAdIn-xyz , HbxyzBEEH, MRRAEM4ZERTHG  AlE
Adm-0,

3600a09806c5742314e5d52766e79614F dm-xyz NETAPP ,LUN C-Mode

#% iSCSI HE =R Fif
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ERAEER

size=10G features='4 queue_if_no_path pg_init_retries 50 retain_attached_hw_handle'

hwh

andler='Q"' wp=rw

| -+- policy='service-time @' prio=50 status=active

| |- 0:0:0:1 sda 8:0 active ready running
| |- 1:0:0:1 sdc 8:32 active ready running
| |- 3:0:0:1 sdg 8:96 active ready running

- 4:0:0:1 sdh 8:112 active ready running

policy="'service-time

@' prio=10 status=enabled

|- 2:0:0:1 sdb 8:16 active ready running
|- 7:0:0:1 sdf 8:80 active ready running
|- 6:0:0:1 sde 8:64 active ready running
- 5:0:0:1 sdd 8:48 active ready running
EHEREBIRETSERE Linux AF R, SRR TAE/dev/dn-xyz, BREMKILEEAR

EEEN K MEEARETHFRER/dev/mapper/wwid , Efwwid2 LUN BIME—BIES |
ETREEBRRE—B. £ T —ESBS , BBEMRIENER , LlwwidFSHEEMZERE
RiRR 2 2 B3R

RENERRERKBENERE

1. EEACNEBRHIENERE B /etc/multipath.confEBRETEVFIR., EEEFEM ,
EEARFN X ZRERG T EEFEEER R THEZNLE :
o LUBIETE FSx LEREE AR ONTAP ERRAFH iSCSIBFAR@BENERNserial_hexf,

- MEHIFFR , 360030980 RIBFZTTIMAZserial hex{E, iEEREAM ONTAP By Amazon
FSx EF#Y NetApp ONTAP Z{THREVME—FS. NetApp

s LBEEEE TFANZGIEBMEEdevice_nameft,

multipaths {
multipath {
wwid 3600a0980serial_hex
alias device_name

EABREZL , BRI LBUTRHAERIRF A bash X , Hlfmultipath_alias.sh.
B LAE A sudo BERRBITIESHS , UK serial_hex (& 3600a0980 &I E &) LA K 2@
Bldevice_nametIFEEMFTEN ZE BB, LIETHBEE S /etc/multipath. confERHPKRE

1§ iISCS| #EER Fin 40
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fEfImultipathsEER., MREFE , CREXB M M—Emultipathi®B ; B8l , E¥EIE—
E#FEmultipathsEpo , EhEERZMEImultipathi& B,

#!/bin/bash

SN=serial_hex
ALIAS=device_name
CONF=/etc/multipath.conf

grep -q '“multipaths {' $CONF
UNCOMMENTED=$7

if [ $UNCOMMENTED -eq 0 ]
then

sed -i '/*multipaths {/a\\tmultipath {\n\t\twwid 3600a0980'"${SN}" '\n\t
\talias '"${ALIAS}"'\n\t}\n' $CONF
else

printf "multipaths {\n\tmultipath {\n\t\twwid 3600a0980$SN\n\t\talias
$ALTIAS\N\tI\n}" >> $CONF
fi

2. BE#FREBmultipathdREUFEERE /etc/multipathd. confEKo

~$ systemctl restart multipathd.service

2R B LUN
T—HR2EABRILAHE LUN fdiske

1. FERAUTHSREBEFENEEdevice_nameREFTE,

~$ 1s /dev/mapper/device_name

/dev/device_name

2. ERAPEERRfdisk,. B@AEBNIET. KEBETRHNIEFRARIE, FEE, lLast
sectorE® R iSCSILUN IR/ NMEFRRE (LLEFF A 10GB), BRI ERDIARE —BHE
WEREILZE D EIE (209715197 L&A F),

~$ sudo fdisk /dev/mapper/device_name

fsdisk BB IR RAERIF A,

% iSCS| EMERF e
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Welcome to fdisk (util-linux 2.30.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table.
Created a new DOS disklabel with disk identifier @x66595cb@.

Command (m for help): n
Partition type
p primary (@ primary, 0@ extended, 4 free)
e extended (container for logical partitions)
Select (default p): p
Partition number (1-4, default 1): 1
First sector (2048-20971519, default 2048): 2048
Last sector, +sectors or +size{K,M,G,T,P} (2048-20971519, default
20971519): 20971519

Created a new partition 1 of type 'Linux' and of size 512 B.
Command (m for help): w

The partition table has been altered.

Calling ioctl() to re-read partition table.

Syncing disks.

WARw , BN DIE/dev/mapper/partition_name2 BB, #####
#<device_name><partition_number>EFHEN, 1#HAEL—BEFBPfdiskiETHERANSE
XA

3. {#Mf/dev/mapper/partition_namelEBRER I EHWERRMK,

~$ sudo mkfs.ext4 /dev/mappexr/partition_name

RRG AT 5l8m HEE

mke2fs 1.42.9 (28-Dec-2013)

Discarding device blocks: done
Filesystem label=

0S type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=0 blocks, Stripe width=16 blocks
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655360 inodes, 2621184 blocks
131059 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=2151677952
80 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632
Allocating group tables: done
Writing inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done

EHETE Linux A Biw E#E LUN
1. BBk directory path ARERIRKENHIRI,

~$ sudo mkdir /directory_path/mount_point

2. FERATIESHIEERRRE.

~$ sudo mount -t ext4 /dev/mapper/partition_name [directory_path/mount_point

3. (EREMN) BuULlSHEESNHEREBEAFERE, username MIENFERE BB,

~$ sudo chown username:username /directory_path/mount_point

4. (EEY) BRETUARERRFAINEAER,

~$ echo "Hello world!"™ > /directory_path/mount_point/HelloWorld.txt
~$ cat directory_path/HelloWoxrld.txt
Hello world!

& BT Linux A Fim £ BT M 3 #h5 7 — {8 iSCSI LUN,

#% iSCSI LUN # = EHR&E M Fin
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EREYHEE Windows EH#HY iISCS| #RE, MEFMEN , F2H B3 — iSCS,

IETE#E] iISCSI LUN B Microsoft $R & F # 2 — {8 Amazon EC2 B4l , 71T Microsoft 13 & R85
2019 Amazon 1%%%119&1% (AMI) , EEARERAFWMANBEREN VPC Z£8E , npEA
Amazon VPC #1THE R R K FZEUR SR,

BRI ERERFEA TR Microsoft IRE AMI,

AEmMNERRZRFEMLAHEEBR VPC MAWS 1RF. MRAFHMNRSE —1@ VPC # | W—Il«iﬁﬁﬁ VPC
HEHERAWS Transit GatewayREH it VPC FELiSCS| im#h, MBFHFMER , B2 RKEE
VPC H\ER1FEE ¥,

BEMES EC2 HTEREERARFEN FHEBVAEBNTHES , W TEAR.

EAmazon Web Services Cloud
Availability Zone 1 / subnet 1 Availability Zon ibnet
—
; Client
Amazon VPC |
B Preferred | 5 Secondary
! Bl [ S\/11101 | | SVMO01
! »] U -]
@ (&) @ =
| |
Data
replication
FE

« ERAFiw LERE iSCSI
« £ FSx LEREEAMN ONTAP HERERHM iSCSI
- B P EHE iSCS| Hiik[E
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ERAFE i EERE iSCSI

1.

FRAREEREMEZT L ERE ISCSILUN WRERFix, MEFMEN , 5528 Amazon &
HEEZRFEAEEETMER RDP Connect | Windows #1TE B,

PowerShell A RHEBE G PHRKRE. AT &HSE Windows B 1T{EE EBUA iSCSI , IE#&
iSCS| fREERE A B ERkED .

PS C:\> Start-Service MSiSCSI
PS C:\> Set-Service -Name msiscsi -StartupType Automatic

#HE Windows H{TEIRMNREZFZEE, LREREMEE , E&/ FSx LEM ONTAP CLI RERE
EAR ONTAP ERRMH NetApp iSCSI K,

PS C:\> (Get-InitiatorPort).NodeAddress

RAEUMBREZEORE

ign.1991-05.com.microsoft:ec2amaz-abc123d

EERAFPMEERAKNPCEEHAERE | LMFEEXE Windows B1T{EE LR % Multipath-
10 (MPIO), EATYIMT :

PS C:\> Install-WindowsFeature Multipath-IO

Multipath-IOZHETRE , FBEFHRE Windows #1T{EE. A5 Windows #1788 R ZF BUR
BB DIBEHEET RN —ESPHITHE iSCSI LUN WEER,

1£ FSx L& EE AR ONTAP EERKEH iSCSI

1.

2.

£/ NetApp T35 , Connect & H EE Y iSCSILUN B FSx BAR ONTAP ERRZ#K L
) ONTAP CLl, WNEFMER , F2E £ NetApp ONTAP CLl,

~$ ssh fsxadmin@your_management_endpoint_ip

£ NetApp ONTAP CLI lun igroup create 2 I BB B RFAE , o igroupiENESFHELIER
iSCSI LUN , W2 HIFRLLRE2E (A Fim) AT AfFEY LUN, BXf€host_initiator_name&/&#&E L
— B2 F HHEEA Windows TR B,
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::> lun igroup create -vserver svm_name -igroup igroup_name -
initiator host_initiator_name -protocol iscsi -ostype windows

MREZHEF AN LUN JTigroupZATHER , EREEZ@ER S RNAIHRIRE
B, MEFHMEN , 28 lun igroup createNetApp ONTAP X#HH

3. HEATYGSHEEEHMINEL : igroup

::> lun igroup show

RTS8 H O FE

Vserver Igroup Protocol 0S Type Initiators

svm_name  igroup_name iscsi windows iqn.1994-05.com.windows:abcdef12345

FERigrouplz® , BFRALEIL LUN A EMEEE. igroup

4. WTBREHEREERKEIL T —{EiSCSI LUN, WREARHIT , 8B E L — iSCSIBILAENSE step-by-
step BE8FR .

EUH LUN BI##RRAY LUN B igroup,

::> lun mapping create -vserver svm_name -path /vol/vol_name/lun_name -
igroup igroup_name -lun-id lun_id

5. EATHESTHS LUN BB, ERRHE .

::> lun show -path /vol/vol_name/lun_name
Vserver Path State Mapped Type Size

svm_name /vol/vol_name/lun_name online mapped windows 10GB

&R TE AT LATE Windows #1T{E 8 #7118 iSCSI B 7,
6. FEATHHSHEE SVM Wiscsi 1Miscsi 24T EH IP {zdt :

::> network intexrface show -vserver svm_name

Logical Status Network Current Current Is
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Vserver Interface Admin/Oper Address/Mask Node Port Home
svm_name
iscsi_1 up/up 172.31.0.143/20 FSxId0123456789abcdef8-01
ele true
iscsi_2 up/up 172.31.21.81/20 FSxId0123456789abcdef8-02
ele true
nfs_smb_management_1
up/up 198.19.250.177/20 FSxId0123456789abcdef8-01
ele true

3 entries were displayed.

FUEHIS | B9 IP {udtiscsi 158172.31.0.143Fiscsi 282172.31.21.81,

£ M Fim L3 & iSCSI Rk &

1. 1 Windows #1T{E#& £ A LXK EEE 5 2B PowerShell #& i,
2. BN TUHTTYEEN.ps1ETE

- ERESEERIZHEL ISCSI N H.
« 5 iSCSI| #i8 K& E MPIO,

- REEISCSI EME 8 EIIEREER , EEMAF ik iSCSI LUN BiER#ES3E 40 Gb/s (5,000
MB/®) WA E, WA 8 AIERTRRE—AFIRENS ONTAP BiAEREIRME
B FSx B9 4,000 MB/s MZXERE, BULLUEEM K TERBRMEEEABRSIBENT
EREBEE (BEIERBRIEHRRZS 625 MB/s BWHNIEE) , HER1. .8#%#Establish iSCSI
connectionFZBRHH for BEE XA S —E LR, MFEFMENR , 5528 Amazon EC2 #1T
EEAREEE , HH M Amazon BHEEERME A EEREEAR Windows #1718

B TIESERRIERPLUREINIE . ps1HH,

e #iscsi 1Miscsi 2B BEE L — @SB P REE IP ik,
« ec2_ipLA#&RKY Windows 1T IP BN,

#iSCSI IP addresses for Preferred and Standby subnets
$TargetPortalAddresses = @("iscsi_1","iscsi_2")

#iSCSI Initator IP Address (Local node IP address)
$LocaliSCSIAddress = "ec2 ip"
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#Connect to FSx for NetApp ONTAP file system

Foreach ($TargetPortalAddress in $TargetPortalAddresses) {
New-IscsiTargetPortal -TargetPortalAddress $TargetPortalAddress -
TargetPortalPortNumber 3260 -InitiatorPortalAddress $LocaliSCSIAddress
}

#Add MPIO support for iSCSI
New-MSDSMSupportedHW -VendorId MSFT2005 -ProductId iSCSIBusType_0x9

#Establish iSCSI connection

1..8 | %{Foreach($TargetPortalAddress in $TargetPortalAddresses)

{Get-IscsiTarget | Connect-IscsiTarget -IsMultipathEnabled $true -

TargetPortalAddress $TargetPortalAddress -InitiatorPortalAddress $LocaliSCSIAddress
-IsPersistent $truel}}

#Set the MPIO Policy to Round Robin
Set-MSDSMGlobalDefaultLoadBalancePolicy -Policy RR

3. FB® Windows B EEBERAER, BB "HITHRE HEHR , RAEBBW Adiskmgmt .mscI IR
Enter, M EEERAEXRBEIFEK.
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w+ Disk Management — a X

File Action View Help

ke diialll ? Rol B!

Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free

- (C:) Simple Basic NTFS Healthy (5. 30.00 GB 13.77GB 46 %

N
= Disk 0 S e S
Basic (C)
30.0_0 GB 30.00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
*© Disk 1 O S
Unknown
10-0_0 GB 10.00 GB
Offllneo Unallocated
W

B Unallocated [l Primary partition

4.

& H RECE R BRRIE R iISCSI LUN, LSS | Bk 1 2 iSCSI #iflk. ©RERBERIRE,

*ODisk 1
Unknowt
10.00 GB

Offline

Online
Properties

Help

B Unallocated | Primary partition

HEREREER1 EH  RRE-TBERR , AREE "IRE,

, ERERR[E £
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® Note

U LS R FEEEEMERE (SAN) RA| , BFUEESD LG, WEFHMAEN , F2H
Microsoft {3 & R fREF o T2 Z A SAN FEH,

5. BEBCHE  FREEREREK1 LR-TBEAR A AREE "R, ERREETR
"M, BERENBCEER,

6. BEE—HBRINEE, BXCTRE | iISCSI HBEEEE Windows A F ik L RBIR A W AR
.

1% FSx B HE AR IFFEE LA AWS

BR T Amazon EC2 Z 4\ , B AT AR ELREER [E A H Ath AWS IR RIFZEEH,
e
 #% Amazon WorkSpaces B2 FSx —#2 £ ONTAP

« EE FSx ¥ #H ONTAP £ H Amazon 814 R e RTE
« #% VMware EimEd FSx & Hl 5

#& Amazon WorkSpaces 82 FSx —#2#F ONTAP

FSx for ONTAP TJLAEE Amazon —i#2{# A , WorkSpaces SR HAZHBEEREEZRM (NAS ) HEF
fi& Amazon R F R BRI E X fF. WorkSpaces #i WorkSpaces #{TEEERZE SMB ERXRHEAZ
%, FRAERTUNEERAALBYNREER

TR FREA M Amazon FSx &€ Amazon WorkSpaces #E A , BEEHEREENETERREF
Bl —BH9 888 | 355 Windows 1 Linux £ WorkSpaces E2EH ABKE R K, RERE Amazon
HI T F WorkSpaces , AJBA#ZBE Amazon WorkSpaces BEIEEEIHHY WorkSpaces RIEFZE A P9
AR BA I 2 &M 55 — 18 Amazon WorkSpaces 3R

ES- |
B ERE X E
IHAERRUENEAER

® ?E{/
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¥ Fox REARBER LA AWS %5


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/san
https://docs.aws.amazon.com/workspaces/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/getting-started.html
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REBEREEXE

BRI AR Amazon FSx AHEBHHEAERMEEREEXE, FREKEEEFEIHEBERER
PR, ERREESERAFERATHE SHERNBEBER, FRBERERER , £AEZEH Amazon
FSx BEAABE/#EERAENERNEERTE , LMEETREH WorkSpaces #1788 < B A4
FMERE , A Amazon FSx & H B 850 B B0 R B B 75

SR 1 {£H Amazon FSx BiEEEAER IR EREN KRB

1. {£/ Amazon FSx £ A% ONTAP ERZME I FSx, MEFMER , FBREZEUERR
e (EEE).

/A Important

ONTAP ERZRMAMEZE FSx #HE —EixE IP (i &E , It P B RERRFEER
BHiRE . BRARRESHAERRMSE , BAMN ONTAP B FSx & 198.19.0.0/16
FIRIETARAARGER IP Ut SEEAWE IP Ut E5E, Lt 1P L &E th ] A
WorkSpaces REEREEE , 21 (Amazon BIEEmE) FH (IP it FEEEEER
WorkSpaces » WorkSpacesH i, Eit , EEH ONTAP BRRAEFIMEE S {H
FSX WorkSpaces , &% ZE2HEEE 198.19.0.0/16 FEBMNIKE IP Uit EE.,

2. MBHREMREBERME (SYM) MASERTRS  BUNRY —EERGE, fim , 5T
LHEERN SVM, fsxUBNTFSEZLMRNBER. WEFHEN  F2RELRTFEERRE
2 (EEAH).

3. REH SVM EBUHKRE, Sl , BB EANHIRE , fsx-vol XM ESHE R SVM R
RENZ2MEN, IEFHER , F2REZEUFlexVolHEE (FE£A).

4. TERRRELEE SMB HHA, flun , Bl A EREREworkspace EEI A AN Afsx-vol |, ¥
EHAPBRIEZEANERRprofiles, WEFHMENR , FSBREERPNLER.

5. fE#1T Windows fAfR25H#Y Amazon EC2 #1T{EREELHE. WorkSpace MFEFMEN , F2BHEFN
6. BULUSENHEAZ \¥EZR Windows WorkSpaces #{T{EE L :

B

\
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
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Q, Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: £ v

Folder: | ‘\"-.FSJ(.FSKNWORKSPACES.COM‘.workspacel \/| Browse...

Example: \\server\share
Reconnect at sign-in
[[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures,

Gancl

HER 2 #& ONTAP ERHAM FSx ERFEERAEIRF

1. EEWREMEME L WorkSpace , B "HE. > "R, > TERERRRE. -

2. E[RFEAR] P, EE[ER RIEBNIZ (FRERTEE] BERPH [RE] &t EANFERAEN
BREEERA, Local

3. REHAIFEMFEAE WorkSpace,

4. BRFEMERAEREAT Amazon FSx BRRFK LA BIEREE. EEEEY WorkSpaces ,
BBk PowerShell E#E AN FERBLUTIEFIN G (CEERAEENELSE 1 PET
HWprofiles&EHRIR) :

Set-ADUser username -ProfilePath \\filesystem-dns-
name\sharename\foldername\username

Bl

Set-ADUser testuser@l -ProfilePath \\fsx.fsxnworkspaces.com\workspace\profiles
\testuser0l

5. BAREFEMA#E WorkSpace,

6. T [REAR]F , B [EMR] Z5|ERLR [ERERERE] BRTH [RE] Hilt EANERAED
REEEHA. Roaming

{# A WorkSpaces 52
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User Profiles X

related to your user account. You can create a different profile on
each computer you use, or you can select a roaming profile that is the
samme on every computer you use.

% User profiles store settings for your desktop and other information

Profiles stored on this computer:

Name Size Type Status Meod...
Default Profile 845MB Local Local 9/153...
fsxnworkspaces\testuser01 250MB Roaming Roaming 9/15..

Change Type... Delete Copy To...

To create new user accounts, click here.

OK Cancel

7. BIE FSx 3 ONTAP HAER K, E&profilestiRF , LEFEIERAENERIRK,

“ ™ v This PC » workspace [\FPRLFSXNWORKSPACES.COM) (Z) » profiles » v & Search profiles o]

# Quick acoess
W Oesitep
¥ Downloads

testuserd) V6

5 Documents
= Pictures
B This PC

I Deskicp

= Documents

& Downloads

& Pictures

B videos

= UserProfile (D)

= workspace [\\FSIF

b Metwork

8. TERIFEAFM M #Documents kI M 4E
9. AV RIE R &S L WorkSpace,
10. MBRBLARFERENEIEFEALREZMMNREEENE , BESEREEILN Y,
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=1 Pictures
B This PC
B Desktop

Documents
& Downloads
J Music

| Pictures
B videos
- UserProfibe (D)

== warkspace [\WFSX FSXNWORKSPACES.COM) (2

¥ Network

RELAERRUENERAER

SETLAER Amazon FSx B#MF M EAERMLAERKR, LRERRTHRRBEFERELEFATE
RWBER  PINmMBERAEMENIHER, EXNRAFNRAFM. —KRMS , CHEHLRAERR
HENEERE ; T8  RAHEUHGKHEEEATE  BRETUBENHABEARS, EFSRL
Amazon FSx H FERIR , TEEHBHARAIER  REERRARIGEBEAE R EN,

EER Linux MR EHEHR LA E R RUAHEITEF & 7B WorkSpaces
1. fEIESIA |, 1BIE "uE, > "Connect ZfIBRER. -

a. YR TARE. , WAfile-system-dns-nameo

b. MR EAWindows share,

c. #[HAIFRESSMBHLANER , flllworkspace,

d. BALUE "ERR) RER/AKERERERRK , flME ANERKteam-shared,

e. ¥R Linux M WorkSpace , IR &M Linux B2 Amazon FSx £ Z{ A BRI |
WorkSpace AI N EEW AFEREFHENA,

f. BREER,
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Connect to Server

Server Details

server:| fsx.fsxnworkfpaces.co | Port: ¢ - +
Type: Windows share -
Share: workspace

Folder: team-shared
User Details

Domain Name:
User Name:

Password:

Add bookmark
Bookmark Name:

EiHelp @ cancel Connect

2. BAUERz#% , B lteam-shared’E SMB AT EREANHEAERR (EHEFIPHE)
workspace,
o0 ® A

File Edit View Go Bookmarks Help

G [ X e ':_J g =) 100% (=] | lcon View - 'Q‘

= 1 @ workspace on fsx.fsxnworkspaces.com team-shared
Computer
i testuserD3
|
esktop

multiprotocol-
access.txt

& Trash

Network

1 item, Free space: 4.1 GB
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BB FSx B8 ONTAP £ Amazon B4 & a3 IR

&7\ LAHE Amazon EC2 Linux 3 Windows #4T{E# L& Amazon Elastic Container Service (Amazon
ECS) BBEA SR FHUEH NetApp ONTAP #EERFKEHEEEE FSx.

L% £ Amazon ECS Linux &85

1. ERABERAM Linux B88M EC2 Linux + MIRE AR ECS B . NHFMEEA , F2H
Amazon EMRRBRBHABASEETNEIES.
2. 7 EC2 #{T{EEE L3 B & UAHME SVM HIRE , AR

sudo mkdir /fsxontap

3. EHTEBRBYPECEAFEREERESTE , BT TGS , #5 FSx for ONTAP HifkE#HEHF
Linux EC2 #11T{E% L :

sudo mount -t nfs svm-ip-address:/voll /fsxontap

4. FERATIESHEMRE

sudo mount -t nfs -o nfsvers=NFS_version svm-dns-name:/volume-junction-path /
fsxontap

T5Ig 5 A g HIE.

sudo mount -t nfs -o nfsvers=4.1
svm-01234567890abdef0.fs-01234567890abcdefl.fsx.us-east-1.amazonaws.com:/voll /
fsxontap

BB A LER SVM /Y IP {uik SVM , A2 E /R DNS &7,

sudo mount -t nfs -o nfsvers=4.1 198.51.100.1:/voll /fsxontap

5. 3 Amazon ECS E#EZM , 387 JSON BRI EEFPHIE T B
HvolumesFmountPoints BB M. BEHEMR AEsourcePathA® ONTAP iERRMHEH FSx
R B S BN B &%,

"volumes": [

{

fi£F Amazon ECS 56


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html

FSx for OnTAP EREER

"name": "ontap-volume",
"host": {
"sourcePath": "mountpoint"
}
}
1,
"mountPoints": [
{
"containerPath": "containermountpoint",
"sourceVolume": "ontap-volume"
}
1,

=% Amazon ECS B RS

1.

ERAEAR Windows BESHY EC2 1RE + BB EH AR ECS HFE, NFEFHMEEN ,
Amazon BHREFRFHEBAEREEHPINEIESE,

A& AR Windows EC2 #{TERERTEE ECS REHRSE , WHE SMB HA,

2
W%
| =

BB 2 A G E R+ B EMEM ECS HE1L Windows EC2 #{T{EEE |, XWH#IT T 5in 5 KA
ECS RERER,

PS C:\Users\user> Initialize-ECSAgent -Cluster windows-fsx-cluster -
EnableTaskIAMRole

BETUSESTRINEAESEEEAEENNFRN , MWTAR.

<powershell>
Initialize-ECSAgent -Cluster windows-fsx-cluster -EnableTaskIAMRole
</powershell>

£ EC2 #1T{EER L2 SMB ¥ FE , LUEN SMB L AEEEHERE, BMEN FSx BRR
AL A B BH netbios I DNS BHELATHE, #MEFR Linux EC2 #{T{ER LAY NFS BRR[ES 1
BEE FSx BRRMLFJES CIFS HAERE,

vserver cifs share show -vserver svm@8 -share-name fsxontap

fi£F Amazon ECS 57


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create_cluster.html
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ERAEER

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:
Maximum Tree Connections on Share:
UNIX Group for File Create:

4. ERTH@THE EC2 $TEER EEY SMB 2 F¥E

svm@8

fsxontap

FSXONTAPDEMO

/voll

oplocks

browsable

changenotify
show-previous-versions
symlinks

Everyone / Full Control
voll

manual

standard

4294967295

New-SmbGlobalMapping -RemotePath \\fsxontapdemo.fsxontap.com\fsxontap -LocalPath Z:

5. 3 Amazon ECS FHEZM , 387 JSON BB EEHPHIE T B
HvolumesFmountPoints BB, BEINK ABsourcePathAR ONTAP ER XM FSx

FR YN B B %
{
"volumes": [
{
"name": "ontap-volume",
"host": {
"sourcePath": "mountpoint"
}
}
1,
"mountPoints": [
{
"containerPath": "containermountpoint",
"sourceVolume": "ontap-volume"

fi£F Amazon ECS
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1,

#& VMware Eim 8 FSx #HEl

A LAE B A ONTAP B9 FSx A VMware Eif £ AWS BB EZHNER 0 (SDDC) BIAIE
BiERE, MEFMAEF , F2EBEAR NetApp ONTAP B Amazon FSX RE A/ GEFEBE M
VMware Eix AWS B2 Amazon FSX (i R NetApp ON TAP) Z &5/,

fEH VMware Ei 59


https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-D55294A3-7C40-4AD8-80AA-B33A25769CCA.html?hWord=N4IghgNiBcIGYGcAeIC+Q
https://vmc.techzone.vmware.com/fsx-guide#overview
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o] A M B A

Amazon FSx for NetApp ONTAP FAMENEEE . E—HEMEwREDER , BRETEEBHRNT
AMAMAY, AEERASESBEROTAENTAMINGE , UGB RREES TEESINTEE
B, MERKTAMY SLA (REERHR) WIHBEEF , 2/ Amazon FSx IR K E =

TH

- EERRRHKHERT

- AR ONTAP B FSx NESEBERSF
© BEER

BEEERRRNZHE
UTEHREE—THENRBESHEER RGBSR TRLAT AL
E—-nHREANEHE

ELRVE-TABERERRE , Amazon FSx BEEAP-FRAETABHE-HE+ _HERMA
R SHNERTNSHERARFJBLRTE-—TAESERNERREBEFT. AWS BEERE
MERZRFEZIEMERFERFARIVBINRBEPEEE , Amazon FSx EEB BB BEBE
ZE AT (HA) BESEISFaERMARks:  BEEEVER, tAEBRENR  AUNEETIER ,
MEZFFBNT A

AHBERSTAM , Amazon FSx EFEERBERHNIE Y EREHEREDHERERS BT, ATIE
BET A , Amazon FSx B EARBAEBEELNER , MRBERNER THBE, A, £E
AUERERERERRIRENNEABBHEN. ELFEOHREESETRES , LEAMEHMERRM
RivRESRABER.

E-THEERZAREATETERHASHOBRABRENMERENEARGI MR ©FAREEMN
ARRESERARFREREREICNBRERE  AERERE-—TAESANER AWS B , SURH#
FERSMBERE MR BIEFHERRER .

TE ONTAP E—rH[EERRMAT FSx 1B,

BEERIRNFEE 60


https://aws.amazon.com/fsx/sla/
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Amazon Web Services Cloud
Availability Zone

'VPC
i Single-AZ file system
FSYQ,
=
ENI
Active host

Y T
===

vol1, 2, 3...n

RiE SR HEE

EMRSHOERRAMIXEE-—THEERRARNAB T AN A6, Wi , MEETREREE
EEANBERT , EftRAERREASETAYE. RHRSHONZEEFE - HABERARSE , &
wRERARFDIEFEREAPERFARIFIRE AWS BENTAERSY . EARRRRNTAEERS
S RAEBELSER I FwE.

RESHOERRKER/EARGIMRET , fINFEESTAMSTELA ONTAP ERER YHEEE
EABREANEERETREFVEREBEETIHFESH., TERT ONTAP EESHARERRKN
FSx ;’H‘%o

RUES RO HEL 5
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FSx for OnTAP
E Amazon Web Services Cloud
Availability Zone a Availability Zone b
VPC | 5
Fos Multi-AZ file system
g w s ;
= =) g g =)
ENI ENI
Secondary host Preferred host

| |
,,,,,,,,,,,,
- |

i i 3
111111111111
i

]
SESHEEI = =<

vol1, 2. 3..n : | vol1, 2,3...n

ERAR ONTAP ) FSx WA EBEREF

MRBETIHEM—BRERL  E—TRAENEHRS HOERRRSEDREBEIEEN HARY , &
BRASEATNERARSIISaERARESR

- BERIVEDNNHREREATTH

- BERARNBXERECEE

- RESEATHERARFSEBETRIAMHE

- RETREHTE (EEBESROERRR)

ERAR ONTAP i) FSx AR ERERF 62
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® Note

HRAONERERRZR , B HABENTEBBTAEMREMN, MRRE HA BHHNRE
ERARRFBEER , ARG HA KRB SR EREEASnERAMRES.

EREEERARFAEBEES —ERRARSER , FNEATERARFS EBREAZX HA S
REMAERABRERNEAER, AREMWRSHOERZR  ERFNVERARFTEERLT
R , Amazon FSx @B BIHEDE K RECEEEHE 60 WATHK. BRE-—RSHOMNERLEDSH
DIERRR  FHEBEEEE O VATR , RENIEATERARE LOKE , FRFHEREAR
FRARERAPRE, ARAFRKER NFS 2 SMB FEE R BRFTEANIRKE IP LitRETE , Fit
REBEY Linux, Windows fl macOS BRAEAMSERENHN A ELEABRASRENTERRRE
¥ GMEFFENA

HEBAHH ONTAP E-TAERNEHE S HOERIMERE FSx WAF IR , FEBEREH
By, F2E. EREFEER AWS

EEERMLAARERE

FBOLBEREEEERE , TN LEXNERIRLASAERE, BUERRENBIEIERE
BF , Amazon FSx Bk FUIMERRANERMAR:R. EXERASEHTEBEZRERRSE , M
Amazon FSx 8 EBRREFNIERMRSE. EFR , ERXRRAAEEDREDIFHFOEEMRAPRSE , M
Amazon FSx BIgE X EEERRSR.

%
=
=
i
b=
W

e
7
v
3
&
&

AT LA7E Amazon FSx 3124 . CLI F1 APl hEEIR X EREFTHFR
FERENMEREREENFMAEN K F2REERXERE,

% E R
AR E - TABAR SRS HHRRAMAED OB LR,
¥

BUB-THAERERRARR , EUNAERRRECE — 7K, SEENFRREEREHPEIE
RRENTHESE., BEYEHRSHEOERRKE  SUUEERETRAE , —EARAREFNEZRFER
2, EARGHERMARS. CEENREFHEESAEVRERNTRE AWS BiE A EiH P, 0
A/ Amazon VPC WEFHIER , 2B 1B 2 Amazon V PC? 7E£ Amazon Virtual Private Cloud F
FiEH,

DH

ERRRRLARAEBE 63


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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® Note
ERCEEN FHERAM , B URERREN VPC ANEMAFRBEFIERRZR,

N RG5O

HRE—THEERRA , Amazon FSx EEFREER KRB TR P M EREE SRR AR
(ENl)o R EHRLSHEDERRMRE , Amazon FSx EMERE ENI , SEEERRZKEEN 7R+
£ —1E,. AFwE A elastic network interface E2#&#) Amazon FSx ERERFEETEF. HAMKR
HEBREIRE VPC W —3E84% , ENHHR A Amazon FSx MIREEER., ERELHOERRKEERZH
B EABE (IP) st , AEERNAFKEREBESHHEIEG ERFNSTHERMFRSE
o

/A Warning

« BRBENIMBREERRFEEABA BRI N E, EXRMBREENTETREEER VPC
BERERRR < EIVERK X RE,

- EERAREERNECERNOSABEVRE , WEEFBERR VPC M FHERKEH
®o BRIMBRELKATREEERERRAAF RNV ERG KX P

TREERE ONTAP EXERFKIPBFA 2 5 FSx B FHBEK. elastic network interface # IP {3t &
R

E—mHE E—-mHE Rt E SR

(CE=:$3) (EI5MEFR) % (8 LiE%x)
THEME B 1 1 2
BB T HEE 2 & HA ¥ 2 {8 2

18 ENI &Y 1+ ERRHK  HARHHE+ 1+ ERRRE
IP {37 31k 8 TR SVM BE  HAEHHE - TR SVMBE
RUERRM
FEy SVM B A

MHRGEMEMEED 64


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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BE—rHE E—-rmHlE iR L

(B E#E3E) (&) 7 (| L#ExR)
VPC B H N/A N/A 1+ BRRE
R E FE SVM HE

BUYRERRER SVM & , ERBRERRK A , & IP IUFERE,

/A Important

Amazon FSx FX &t AR AR FRERRRI L RERRMK. Amazon FSx E BB &
AT R AR T ENAY 6 IP it (EEEERRCAEMRRE ) 1Y EM P i,

MHRGEMEMEED 65
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ERHEAE

Amazon FSx for NetApp ONTAP IRHtFFr 2 , TEELAREEERRARLNRBERE.

30

. R ONTAP /M FSx

. EEBENERERE SSD BERE
. WERFEEEER IOPS

. MREREEE

B AR ONTAP #FEH FSx

FH1EERiE AR NetApp ONTAP BERZH Z Amazon FSx WEREH#FERE., BAM ONTAP B FSx
RETIFES :

- SSD [E : R EMEMN SMAEEBERR (SSD) REFRE , ERENENEA I D MITE.
- PEEREE 2 EMREFEE  THDHERE PBRE , UHHHTAEFRNERETREAREL.

ONTAP B EH FSx R—BEHER , HERREL , TSERFERE, LREFENER CIRER
ERREEZRE) FREMKRER, BEREVHMKER , S EMIREN X/ — S0 E R MR
Bz ZRETER. EAR ONTAP #ExEMN FSx RFHEMEN , ETEEARERRARFERF. M2
BREBHERE SSD NREKERT. CHEUKREENRENDERAUESREMFE SSD EFTHNE
RREURMANEREREREE.

TERASHERRED ONTAP HMIREE ZE FSx LEERERIEH,

REE 66
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Volume thin provisioning

Volume size —

Free
voll vol2 vol3 vold

TERALBFREHTEFHESNAEAERRENERRERE,

Storage tiers — physical resource

55D tier - user provisioned | Free

!

File system storage capcity

Capacity pool tier -
elastic

Automatically grows and shrinks as needed

BUNREENEERRR LBEMKRERT RN BRA , URERERSN, NFFAET , F26H
HREENSE.

wEE 67
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EEFEENERRE SSD RERE

7 FSx for ONTAP ERAMEFEER KRR FRER K LFEELTIEHE , ELEHEXETHR
REFERH SSD RERE .

- {RE# NetApp ONTAP B ERBENHERE,

- XTI
RIEBANER

- BITERBEESSD BREHEELWER , BEREMREZCAHBNER K ERERIEENNERD
#EEE SSD,

SSD REFHRENFEAAN
BRI SSD FE1FERIE AR NetApp ONTAP B8 (RENER), BERHEERNERNES
NetApp ONTAP X 47 44

EAH fh NetApp ONTAP EERRH—HK , &% 16% WERRH SSD RETESRE AR ONTAP FEIL
8, ERTEEEIANBELENESR. ONTAP HENIEAXANT

« 11% RE#E NetApp ONTAP HEEfEM . HMNESR 30 TB LA L SSD RERENERRR , BRHE
6%
« 5% EREREARR  ERAIMERERABRERARF[ZENENAMFNRBRE,

N TR

NHERBREBEEEXMPFOEENEFREEN 3-7%. EEE S LBUAR PR (BPHTFEE
RRNE EE%E’J FRER) , UREFEERNREEZANR, FI8  EXRPEERTERAHER
FREMZR, BUAEATIEARGEERRKTFRERFEHN SSD REFRE.

TR AN FRERA D (ERERNE SRR
4 KB 7%

8 KB 3.5%

32 KB E K 1-3%

BEERXRRERE 68
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HUCHBERREER LREORRTRENBEFEY SSD RERRANE | RAREAHHIH
B ERBEER LHS 10 GB &, (£F 1 GiB SSD MENRFLA.

#1717 SSD BHEREHR

BRTYEATFNENENEERFRENZI  BARRRRNTEERN —HAHBEEASSDE , A
RISEGERELERTR, ERURENSBEERAM , R2WL , BEHASEBWER SnapMirror
EEREMBER D BBRNERERN .

RE SSD BEEARER 90% , EHE SSD EFRINAFESERFHNBHEN. WEFHET , FE2H

R EE R E
BEK SSD REMAR

BEMEBERFETIELB SSD RFER 80% AR, HRAALERERRK  BMNERBEFET
EEBEMERRRRER 80% AR, ELEHREYH ONTAP NetApp EZ . ARERRMR
H) SSD Bt ATARBRESREENEFSA , URRAESEEERBMEN , Rt FEEANEMARAE
EHEREEH SSD BRI fE ARG,

£ 90% SSD EAET , RAEBEEERNNERTEHRIME SSD B , RtEMBEAERRENT
BERHERERRH SSD RE, EEEHNFTELEERELSTFIEENELR K RFREKERTFHE
Y, MARH SSD BRIAMBEN , EVREXERERRNBEERE,

% SSD BEAEENREMN 08% B , A WHAEHEEL, NEXMER
121t ONTAP AR M FSx

NetApp ONTAP Rt EREMRAIFF KL INGE , SHEBHE. BRNEEERMERIIE I/ —RESR
HAHESIE 65% NREFERE , MTIEBRHEMEE.

EAR NetApp ONTAP By Amazon FSx i X I H Mt ONTAP Ihet , I AZREHE =M , IFERE. B
MEMEZEE, FlexClone

i

3
\

E4 % ﬁJ\EEﬁ{Eo

BEREDEBR TR, CTURAEM , NFAR -

BENEERER , £ SYM WRHKRE L.
182 M A RR R B
- BRREHUKRER

=
==]
=y
==]

EERGRARERRNERZRLEENFEFEEHE  F2RRETENREERE,

B3N SSD REMFAR 69
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ATEEERERER

B LAMEALogicalDataStored# StorageUsed FSx for ONTAP CloudWatch #ERRFKIBE |, &t
BB, EEERMBR. BHE. REBA. FlexClones EXEEEHE—#EFileSystemId, MEFF
WMER , F2R ERRREE.

« BEFEUUTHEREMNNStorageUsedEBEFBRREE , FERUEEHBEANFEHEE , XRMEEH
B LogicalDataStored FHEEH B E,

- FEEEEMNEXN PN ES LA ERTERRHENER , FBAverage il EStorageUsediF
BAMEEHE , REKEMEAverage@HERZE. LogicalDataStoredR&7ER —KrHA
BRLogicalDataStoredAZ=E, Average

SSD [E REfERE K/

BERIEEATERI 80% EXRMERRENRFHT 100 TIB WER, EiEMEEHFF , 80% (80 TB) &
REEHIBEREEERE , MR 20% (20 TB) BISREE SSD FEEFEF, ER—RAKRESR
HATHEESENHBREREREEGHTE 65% , HER 7TBHNER., EE#IF80% W SSD FHAX | £F
E 875 TiB WEIRRERFATFTAE , UHEF 20 TB WEBFWMER, BMEMN SSD RFRELLER
ONTAP BXBREAFENETMA 16% , MM FIEFTEFR.

ssdNeeded = ssdProvisioned * (1 - 0.16)
8.75 TiB / 0.84 = ssdProvisioned
10.42 TiB = ssdProvisioned

Rt , ZHEHIH  SCEEMEED 1042 TiB 1 SSD REFEE. HRFERN 80 TIB T EFIMNE
&, BHEER 28 TB NEESER TR,

ERRFHEEFSTER IOPS

EREMEAR ONTAP ERRMM FSx i , BHLHIEE SSD BNREFRE, YRANERERR
7, CEENFEFRESFHIHERES TAMK (HA) BEENEF LT  ELRFEEBARE,

R ARS8 GIB SSD % , Amazon FSx B AR RM A BHREY 3 8 SSD BA/M H %
(IOPS) , BERERRMAZRZ AIZE 160,000 1@ SSD IOPS, HRRALERMWERRK , SSD IOPS &€F
95 MESERERANRES, SULREES GB WED 3 SSD I0PS 2 - , EFENEEE
B I0PS %k, MBEABMTS FSx il ONTAP EER#Z B ABALER 0PS BENHMEET , 5
80, BEEREYNENYE

ERARREFREHE IOPS 70
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ES]

- EHMERREEEEERETFN IOPS

- E5J2 SSD RfFEAE

- REREERARETR

- BREHENRERR

« X SSD REAEMMHER IOPS

- ERREREN IOPS B

- E)REIEIN SSD RERE

EHMERRFERERFATN IOPS

EREZEEAERENFERA P2 REENBEEZEE , ATLUENEAR NetApp ONTAP ERRFEN
Amazon FSx EREERFEFEARE., £/ Amazon FSx £# 4. Amazon FSx APl & AWS Command
Line Interface (AWS CLI) 2RI B EERRETAE, NWEFHEN , F2HE 15X SSD REAEN M
Em I0PS,

E BB Amazon FSx B RZ#M SSD RERER , AEEFEWEX O sEANMER, FH SSD &FE
RETHZFERAZE  BfgnfRE, WEEBREENFEEN , 528 Amazon FSx Bf# NetApp
ONTAP EEE#H.

BINFEERERR , Amazon FSx EREERIUTRERLER , LEHFEHEN. BRASBERRZEM
5 RERELCEELENSNRE  BITESHENENAELERD,

O] LABERR ] Amazon FSx 124 . CLI M AP EXEEEICEFNERE, NMEFHMEES , F28

ERREREN IOPS EH.
ZEBEH
T RIERERRZMHN SSD REFRENME IOPS RERZENREERSH :

- RETEREEN — SREENERREN SSD RFRE | CEEIRERETERE,

- RERETREN — 8EM SSD RERELAELARRRME R SSD REREMN 10% , &
ZHEIERRREENZA SSD REFRE.

- (ERRMNLER) RERES# — CRERRMEFNHFEREDR SSD IOPS €7 HEREE
RARBHEES,

- EREEEN — EEN SSD HERE. AR IOPS BEERKNAEERECR  BUASFHEHE
DARENE , TEBRETHRERRR LEIELERE, EFREBRSAIRKRE,

W B B 7 IOPS —


https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://aws.amazon.com/fsx/netapp-ontap/pricing/

FSx for OnTAP EREEmR
o #ZE IOPS X — HRMEN IOPS 8F | BUHEEEWME IOPSEXz—

- BEEX — Amazon FSx € HBHER A/ SSD IOPS |, L##ES GiB ERERRERE 3 EME
HYERERERR IOPS , & & AIELERRKMEREAEZR K SSD IOPS,

@ Note

WMERBAIS FSx il ONTAP ERZRF 2 x KB IOPS BEWFHEEN , F2
Bl. MrEREHNENTE

- EABEMEEN — EFLIEE SSD IOPS B A , HBBE LAARKERE GiB K SSD &7
ARE 3I10PS, MALEEMERSERL IOPS , EFEXNZXARMERSRESERN T
IOPS A , LA IOPS A RE,

MEEBEENFMEN , 528 Amazon FSx BEfi# NetApp ONTAP EEEH.

I8N SSD RERE

WMRENTTH SSD BEREZEETR , ERCHNIERRENRERE. MEEATERTEN SSD
BHRENENEATEHI TS SEB D,

EEERERRALTANTHRBREZHEE K BEAERRKBMRStorageCapacity
StorageUsed Amazon CloudWatch 58, &R LAFEIEE L3I CloudWatch B~ , Y EHERESE
MERFKEIBEN, WRFMAER , F2E8 £/A Amazon B2 CloudWatch,

(® Note

BEMERETERIB 80% 89 SSD RFREMAR , URRERIE. BABRRNEMEE
EBEREE  YARREVHAMEREN, HRONERERRE , LEBRBERARAEE
RAMEBNFOEAR , IR SERERIFE,

MEERRM SSD REBNEASR , URAERPEERNEXRKBRESD SSD BREZHMEF
WMEF  F2REFEENERRR SSD EFEE.

5% SSD fF A=

BT LAE R B AWS MNetApp T EREIRIERRIKH SSD EBTEMEME, CloudWatch & LUE
A Amazon SR FREBEMAR  YREETR , MEEREFREAAREITEHITRERRES.

B2 SSD RifF (% 72
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® Note
ERETERIB SSD #FE 80% WREREMAR, SRR BURELER , XANBIRR
HEE, WMREN SSD REBFHESR 80% NREAFTEMEAR , LA LIE N SSD #EEM
FE. MEFHEER , 720 ENERRKECERFHEFH IOPS,

&R LATE Amazon FSx TR AFMBERRMNTA SSD RENERREED M, WA SSD RER
EEXRET—REBAERRAKLTAHN SSD REFRE. REFESMBETSMERRARNERRETRE
B s anfa o e 7E 3 E%E5 L -

- REEREE

- BEIREEERER-THA

- BIEERE-CHEA

& LAME A T 5|72 F AWS Management Console , fE P EERERRHKH SSD REREFHE,
ERERRATRAN SSD KERERE (X28)

1. FARX Amazon FSx & |, #Bik 5 https://console.aws.amazon.com/fsx/o

2. EEAISERTIEE EONTAPRRMR] AR EELERRHBTIEETNERREL. ERR
MEFMEFEEREAIHER,

3. EF_EmERT , BIF (EEEEWE] RIER K AREE REZEH], ErEAREEENTAE
EREFENRBEFRIEFEAER,

REMEPERARETR

BERERBETERB Y SSD REREMAR 80%. B SSD REFEEARIEESRN 80% =7 LA
ZH, BPHERRMITE 80% AT , TRARHANTERENFEFZRE , MAEIEE, TIE
FFERBA A2 3 CloudWatch 7R , AEEERRZHH SSD R LA RET 80% KEHETR.

HREVTEMFEMLMAE CloudWatch BR

EEFE SSD REFTENFHFEAR | FEAERStorageUsed, BRUR—KHNHZKE
StorageCapacity , H StorageTier R % SSD,

1. BARX Amazon FSx 2 #A , #8ik A https://console.aws.amazon.com/fsx/o

REREEAEER m


https://console.aws.amazon.com/fsx/
https://console.aws.amazon.com/fsx/
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10.

11.

12.

13.

EERBEEEKRS , BE [ERRR), AREZLEEYBETHERRRK.
i HE EEL , #E [ER).

#IZF [B1 CloudWatch f#E], RASKEEFERQZEEEFN (BR) > [BAET] > [EEEE
F %] B CloudWatch M,

BEEIER.

i TRIBHER, BED , EE FSx.

EE TEHENERRRAERER, Bl
FRERTRLERVETHERRARTANEE  FEESRUPBAERREN ID.
HEEEREETHNERRE , BRETIEE .

EEER StorageTier DataType
StorageUsed SSD =B
StorageCapacity SSD g

ZHL Graphed metrics (B 4E1R) REIFRE. HRE 2 ENSEER , BT THIEE

- BBEAEERN "HREHEL ERRTNERS "¥FE9. .

- & THIEL EREAHEP—ERELEERNTEHBE,

B Add math (FTHEHZ) THNEFE , ARRBALAERNERHERENXFE SRR Start with
an empty expression ({tZ= I FRIERFALR).

22 $F Start with an empty expression (RRZERFRIEXFR) & , BET —EHBREXHR ,
FAUEREPERASREHEREX,

£ TiREHEEEN ) MU, MAKEERNUStorageUsedEE R StorageCapacity &R
N, MTFFIR

- By AStorageUsedBIEFRNWER , Hla0 m1,

« WAREZEENERRF T/

- Ey AStorageCapacityIEERNER,

EEEM,

BEREELEELEANZEAR, FEIAENEZARBRREXNZENEI AR, ERABEREENR
EXNMVEEEE-RERFRY , MBZEFR LEERER KRR, RREZF Select metric (EEUIEE).

RERGFRAEES M
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14.

15.

16.

17.
18.

Specify metric and conditions (8 EERERY) EEMEEHE , ErE BN EREXNEFL
MEAMER.

R TERAFIRIAA) | FEERTFALEARR, MRJIEFRERE. Hthan..(R.) T, &
ERE.

EEEVE SSD REBDEEIL 80% RABRBHENET , BRE 88444, ERERE , X
EE 80% MERRE.

i#1ZF Additional configuration (ELfth#H58), &+¥} Datapoints to alarm (BB RHNERE) , FEE
(BERIR) BDARR ALARM MREES DL HIRE , T SBRE R, NRHENMEEMER , BETU
BUBR, EFZEEHEERKBE ALARM AREE,

EEZINBEREMEER, FHYEE—RE , EERREZAE_BEMEEENE, WEFH
B , 5528 Amazon CloudWatch £ & IEmP N LE TR,

#H¥ Missing data treatment (EXERRIE) , BEBE R EARLEERBRNTES, EE#
GBIV EHREMNERERLEE K YRTETERUEHEARNERHNEEY , 5528 Amazon
CloudWatch A &R PHERE CloudWatch R a1 R 18 KW E ¥,

(® Note
EERRFEENE , TRTSRHEE.

iEE-F_io

£ TEAL T, EIMERERREE, OKARRESK INSUFFICIENT DATA ALARM AREER: EEAH
SNS FH&,

IR IEERE Create topic GBI ) , BUUAFNEFBHITRBFERZESBNE FH it
i, WEEERFETFYERERVPERRERER.

® Note
MRGBERE FTEREILHN Amazon SNS =E |, ESFE G4t X BEERARI TS
BEWEH, EFBEHREEEREABRIRERISEE, IRLMERREERBEFE
it e BIRERE  RAIFWEEL,

EEFERUHERNETIRERTRAE IMEBEIAZEBA , 55:E1F Add notification (¥T1E&E
A,

RERGFRAEES m


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarm-evaluation
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
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EEZEERTEXBA , 522 Remove (BE),

MR EAE CloudWatch BEEE TRER BN B ERFEAE 745 Amazon SNS BEKRE , BhA
FMESRMRLLERRES | BIEERRE,

19. EHE , FRET—F,
20. MABTHABERA. SWAEETE ASCIl Ft. RBEET %,
21. # [REXRY) EEL , ESHERINRE K RBRE (B FE]

MR ENRBEMRER

BRA#% , A LAE Amazon FSx 34 . Amazon 3 & F ONTAP CloudWatch CLI #&EE&HE T %
VREEBRE,

EERAHENRERR (F28H)

$HH A ONTAP RERRMMW FSx A |, Amazon FSx IR ABRNREERRHERABEMEE
A, FlexClones SnapShots

1. BERK Amazon FSx £ #& , #81t 5 https://console.aws.amazon.com/fsx/e

2. RERRBRBFETEELERGRTRREHEN ONTAP ERRH FSX.

3. EREERFHFMHENEEMNE_/EERL , EEFE [ERENEE] RIEBEFH HEL.

4. REZENEHEERSERNELGEEEN N MBI LNERUTERBEZDZH,

EERRMETHEREE (ONTAPCLI)

B ERRE,. BENEEERAMBRAHENRERER , MASZERRBHNTE | X BFlexClonesfE
A CLI #ifTstorage aggregate show-efficiency@i®. ONTAPMEFHEN , S BINetApp
ONTAPX #H /UMy 7B R MR,

1. EE1ZH NetApp ONTAP CLI , SBHT T H&+ , EiE AR NetApp ONTAP #ERRZHKH Amazon
FSx EBEER FBEVLZ2REIERE. Bmanagement_endpoint_ip BERRZREEE
IR IP it

[~1$ ssh fsxadmin@management_endpoint_ip

MBHEET , BB 27 ONTAP CLI ERERRH.

W E R EERER 76


https://console.aws.amazon.com/fsx/
https://docs.netapp.com/us-en/ontap-cli-9131/storage-aggregate-show-efficiency.html
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ERAEER

2.

#Zstorage aggregate show-efficiencyin TR REBAMIERSNERUENES. ERMBETE
P {E B AR B

et
Aggregate
REBH FlexClone B [E

::*> aggr show-efficiency

Aggregate: aggrl

Node: nodel
Total Data Reduction Efficiency Ratio: 3.29:1
Total Storage Efficiency Ratio: 4.29:1
Aggregate: aggr2

Node: nodel
Total Data Reduction Efficiency Ratio: 4.50:1
Total Storage Efficiency Ratio: 5.49:1

cluster::*> aggr show-efficiency -details

Aggregate: aggrl
Node: nodel

Total Data Reduction Ratio:
Total Storage Efficiency Ratio:

Aggregate level Storage Efficiency

(Aggregate Deduplication and Data Compaction):

Volume Deduplication Efficiency:
Compression Efficiency:

Snapshot Volume Storage Efficiency:
FlexClone Volume Storage Efficiency:

Number of Efficiency Disabled Volumes:

Aggregate: aggr2

.39:
.29:

.00:
.03:1
.00:1

.81:
.00:

W E R EERER
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ERAEER

Node: nodel
Total Data Reduction Ratio:
Total Storage Efficiency Ratio:

Aggregate level Storage Efficiency

(Aggregate Deduplication and Data Compaction):

Volume Deduplication Efficiency:
Compression Efficiency:

Snapshot Volume Storage Efficiency:

FlexClone Volume Storage Efficiency:
Number of Efficiency Disabled Volumes:

2k SSD f# A ENMER IOPS

.39:
.29:

.00:1
5.03:1
.00:

.81:
.00:

BA LA INRE R RAEM SSD 17 , YA Amazon FSx 124 . F API BRI nsm A #E SSD

IOPS #J AWS CLIZE.,

EHERRRE (X2 A) K SSD REREDMER IOPS

1. BARX Amazon FSx 2 A , #8ikA https://console.aws.amazon.com/fsx/o

2. EEASEERPREERRR. £ BRRR]BE

IOPS By ONTAP #ERRZHKHY FSx,

B, EE

EFEHERERMHFETFEEMN SSD

3. BE "B, > "ENRERE. XE K (HE BRT , BEERRRKN SSD REREESZ

By [E#]o

[E# SSD REREM IOPS] A S BN,

BB EERFETFREN IOPS

78
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ERAEER

Update SSD storage capacity and IOPS

File system ID

fs-01234567890abcdef

Current configuration

SSD storage capacity: 4096 GiB
IOPS mode: Automatic (3 IOPS per GiB of SSD storage)
SSD IOPS: 12288

SSD storage capacity
Modify storage capacity
Input type

O Percentage
(O Absolute

Desired % increase

10 %

Minimum 4506 GiB (10% above current); Maximum 1048576 GiB.

Provisioned SSD IOPS

O Automatic (3 IOPS per GiB of SSD storage)

(O User-provisioned

Configuration preview

Attribute Current configuration

New configuration

X

SUERERETEE '
BB RERFEFREN IOPS 4,096 GiB

SSD storage capacity (2,048 GiB per HA pair)

Mode: Automatic

4,506 GiB
(2,253 GiB per HA pair)

Mode: Automatic

79
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4. HEBIMSSD FERE , FEE [BUURTFEEL
5 &% TWAER,  EETIHP—IE:

- FELBRENES LBESRB AN SSD MERE , FEE (AT L.
- HEXE GB FEANE , FHEE "8H, .
6. BREBEWMARE @A "FAEEMES L. NE.

« £ TESHL P MAENESHE, HEXEZTPVHBBEK 10%.
- B TEY, WAL GB AENMNHE , RAKAHFES 196,608 GiB,
7. SHEMAEM SSD IOPS , BEMEIZRE W LME N ERRFKMEN SSD IOPS #E

« MREZFE Amazon FSx BHENER B EEERE IOPS |, LS GiB EREERFAETEAE 3 @
M E RERERE IOPS (JRZ WiZ 160,000 @) , 55812 'BH8. .

- MRIEBEIETESSDIOPS WEE , FRIEFAEME, WA IOPS WEHHE VR SSD f#
7B GB BEMNW = , MAHERN 160,000,

@ Note

WMERAIS FSx il ONTAP ERZF < Z KB IOPS B EHFFHE
Bl. MxEREHNENTE

3
¢

8. REEH,

® Note

BTRKPESRERT SSD FFAEM SSD IOPS WiHETEE, HRBNLERERRE , t
SFEREE HA-PAR BEHHE.

AERRR CL) ENEERKRHEEFIENMEN IOPS

HEEMEARN ONTAP ERR#fz FSx WERERREFRENMEN IOPS , FFEA AWS CLI 5
S update-file-system B ¥ ZEUpdateFileSystem# AP| BifE, ERZHNERE TS :

« BRE--file-system-idAZREEH2EBRRHKEN D,

- ZEIRI SSD fEZAE , --storage-capacityFREHERERERE  ZEVEEZLHBRIE
K 10%o

EHERERREFREM IOPS 80


https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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- BEBUMEN SSD IOPS , FEEMARW--ontap-configuration
DiskIopsConfiguration®. WWEBHEMESE , Iopsit EMode :

- MREEEECHE IOPS WEE , A Iops=number_of_IOPS (&% 160,000 {@&)
Fo Mode=USER_PROVISIONEDIOPS EMAEAMRBEMRERZ SSD EREN=E. NRER
B NHEERE , IOPS EXBAAREERE A SSD EREN =Z.

o WMRBFHLE Amazon FSx HENIE INEK ERERERE IOPS , FB# AMode=AUTOMATICE R EFH
ltIopsZ 8, Amazon FSx S HMBRNEEERFERERE , §— GB BB#E 3 EEEERK
IOPS (& % W[3E 160,000 1&).

(® Note

WMERRAIS FSx i ONTAP ERR R 2 HR ABIREREE IOPS B EFFHE
Bl. MEEREHNENTE

3
¢

THEFESEERRFKERN SSD FEEZREINZE 2000 GiB |, S HE A& MR ELEER IOPS #ESTE
A 7000,

aws fsx update-file-system \

--file-system-id fs-0123456789abcdef0 \

--storage-capacity 2000 \

--ontap-configuration 'DiskIopsConfiguration={Iops=7000,Mode=USER_PROVISIONED}"

EEEREMEE | BFEHAEdescribe-file-systems AWS CLI 5, @ HE
HAdministrativeActionsZp% .

MEFMEF , 552 Amazon FSx AdministrativeAction B NetApp ONTAP API 2&E &%,

EEREEREM IOPS B3
4R LUEF Amazon FSx 4. CLI A1 APl B EAEERES AR IOPS EHHWEE.
= EEIS A A OPS B4 (X128)

£ FSx for ONTAP R Rz (ERRMFHMER] BE LA [EX R5IFERT , BB ESEEN
HAEM 10 BERHEH.

ER@FEAREN IOPS B 81


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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Updates G |
Q 1 ®
Update type Target value ¥ Status Progress % ¥ Request time v
Throughput capacity 256 @}Completud - 2022-03-12T12:16:46-05.00
Storage capacity 1127 {E}l..ip-x:-:- Optimizing - 2022-03-12T12:17:02-05:00

#t¥ SSD REAEMN IOPS £ , LA LR THIER :

L3 g kil
XENEROERERE. XN I0PS, S5HAMBERMEREN IOPS ERERMNEXM IOPS
{H,

BRE

FREERRBERRREN SSD RFRED IOPS EHANE,
AR

B ERARRE, AREMENDT
« HE®F — Amazon FSx WEIEHER , B ARABEEENER,
« #4TH — Amazon FSx IETE BB EHFHE R,
- BE# ; ZENL — Amazon FSx N TERRHMN SSD RFRE. RFRENMEFREEREYE
SPEHFEER,
- EXER — EHEIERIZK.
o KRB — EFERKHK, BEBR (7)) AEFFHEER.
HEE%

U BE D LB EFERELEFNEER.
AR EE

Amazon FSx WEIEFEEE RV EFRE,

ER@FEAREN IOPS B 82
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HRERFMEREMN IOPS E# (CLI)

& 0] LA F describe-file-systems AWS CLI @5 # DescribeFileSystemsAPI fEE R IR MERERR
1% SSD REEAREBEMMWER, AdministrativeActionsEHEHHEEEEEEEEMN 10 HF
MEHBE, EREMERRKRN SSD RERER , EE4EMEAdninistrativeActionsEfE : a
FILE_SYSTEM_UPDATE F1—{EISTORAGE_OPTIMIZATIONEN{E,

T5|€E 6| R describe-file-systems CLI e T EIEN K, ERAKEERETHNEESE , T
K ERERMHETEAEEIE 2000 GiB , H#5#ZEAR SSD IOPS # 1= 7000,

"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1586797629.095,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 2000,
"OntapConfiguration": {
"DiskIopsConfiguration": {
"Mode": "USER_PROVISIONED",
"Iops": 7000

"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1586797629.095,
"Status": "PENDING"

Amazon FSx &5 IREFILE_SYSTEM_UPDATEENME , UM HTWBAREFHUHRTEBEERRRK. ERR
AR A TER , FILE_SYSTEM_UPDATEARAEE# & AUPDATED_OPTIMIZING, RFRESHE
TEAXKWEHE , M Amazon FSx BIFAIAEIESTORAGE_OPTIMIZATIONE B &, T3 describe-
file-systems CLI fn S EI MR R ILIT R,

ProgressPercent BMEETNRETEREILEFNEE. NITRREEFRELERFZ
# , FILE_SYSTEM_UPDATEEIMERIARRES S E ACOMPLETED , ESTORAGE_OPTIMIZATIONEIER
BHET,

"AdministrativeActions": [

ERREAEN IOPS B 83


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

FSx for OnTAP EREER

{

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1586799169.445,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 2000,
"OntapConfiguration": {
"DiskIopsConfiguration": {
"Mode": "USER_PROVISIONED",
"Iops": 7000

"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"ProgressPercent": 41,

"RequestTime": 1586799169.445,

"Status": "IN_PROGRESS"

MERFESESN IOPS FHERKE , FILE_SYSTEM _UPDATEEBIMEMARAES B E BFAILED , 1T
G5 FIFT o FailureDetailsBMEEMAKNBREENR.

"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1586373915.697,
"Status": "FAILED",
"TargetFileSystemValues": {
"StorageCapacity": 2000,
"OntapConfiguration": {
"DiskIopsConfiguration": {
"Mode": "USER_PROVISIONED",
"Iops": 7000

}I

"FailureDetails": {
"Message": "failure-message"

ER@FEAREN IOPS B 84
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]

BREE N SSD HERE

EMFAN SSD RERERBKRIECHWRER , B LIERA T I RARRE)REE N FSx for ONTAP
BERHKW SSD f1EAE. It AWS CloudFormation i BB B EEMEAEREMENMAET
#. ERILERER Amazon CloudWatch R , U RIEBINERZKFHESIEMN AWS Lambda Ih8E,

BRERSEBNEMBELENTH , AEATIIZH

. K9 FSx {8 ONTAP R RFKZ B,

- EFK SSD FREERME (BE ) . ERMEE CloudWatch BB 5 .
- RERELMNE DL (%),

- ARERERBEHNE FEA U,

£ |

- RIEGE

« AWS CloudFormation #i7%

- £/ BE{LEBE AWS CloudFormation

REBE

HEURBRSREETRETIER AWS Eif,

BEENRFERE 85
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Input parameters:

- Resource ID

- Free storage threshold
- Adjust alarm flag

Amazon CloudFormation

Creates
resources
Amazon FSx \
for NetApp ONTAP Publishes capacity Triggers alarm on Triggers SNS Sends email
metrics to threshold breach notification notification
CloudWatch O
FSi & o] ——> Vo D L
N 0 :
Alarm
Amazon Amazon SNS Emails notification

CloudWatch

Scales storage
capacity

Logs
Amazon Lambda

LEERREA T THISER

1. AWS CloudFormation A& %8& CloudWatch /R, AWS Lambda (%, Amazon Simple
Notification Service (Amazon SNS) 1751 , AR FrE 4 ER AWS Identity and Access Management
(IAM) A&, IAM AERF Lambda EREMIY Amazon FSx API {EX MR,

2. CloudWatch EERAMECEANREFREEBEERERBRE R , YHKFAEEIEE Amazon
SNS 175, AR ERRZRENCEATRERTEBRAES 2ER , TS/BRE T,

3. RE , BRFREEMEFTEI Amazon SNS FRERY Lambda EHE,
4. Lambda HEERBEENENME S LLEFEFNERRRRBETIE , UREFMPNERRKHBEES
%O

5. Lambda EREBE#£M RS CloudWatch B RAREME REEIXZE Amazon SNS 1751,

HEEZREBERDEFE CloudWatch BRFTFTBENBH , ELRZRBITRRIEFHBE4HRENE
#‘iﬁﬁwu\ Amazon SNS E\EiEEEETﬁo

BREENRETERE 86
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AWS CloudFormation &i7x

tbf#R 7 % AWS CloudFormation £ BHENMLERB T | EL T4 AR BEE I ONTAP £
RN FSx RERE. BEFAMMBRAER , B TH F SxOntapDynamicStorageScaling AWS
CloudFormation #74K,

BAERANTARNZ2E. REEASHRAERRE , ARBERIKENHFIRMEMER,

FileSystemId

ERERE. CEEDENRFRECERERREN D,
LowFreeDataStorageCapacityThreshold

EHERE. FERARBERETYEHENERRFNEEFRERIE , MERRRENRAFREN
BoL (%) EE. EXANREREBLEFER  EXRRAREERAEGRENTRARERE.

EmailAddress

E|HERE. FEEARN SNSFATHAMNEF it , WRKFEFREREE R

Percentlncrease

HRRER 20%. EERFRENENE  LEREFENEILERT.

(® Note

X CloudWatch B RIEAALARMAREER:  RBER —XHBEER. WREHN SSD #ER
EfAREERETHEEREEZCENATRERE , IFTEBERETHREEERE,

& X{E B SxSizeinGi

HEREAR BE SSD REFREEXENRAREFRE.

5 4 B E{L 2p=Z AWS CloudFormation

THRFEREILIEE AWS CloudFormation & | LLEE)IE N ONTAP R R FSx WREEFEERE,
NBEELIEHEGE, WEBIE CloudFormation B MEFMET , F2B (FHER) &1
(£ AWS CloudFormation & FE 1 #EAWS CloudFormation) o
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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® Note
BERLBREERSELEMEE AWS RBNER. NRFEEF  F2RELRBNEEFHE
RHEME,

ERBZE , BXLAEEEELEK Amazon Virtual Private Cloud (Amazon VPC) R #1T#I Amazon FSx
ERERFENEZBTE. AWS IRFIMER I Amazon FSx ERNFFME , FSBEHKBFERE NetApp A
7 ONTAP B9 Amazon FSx.

BRED B 1 S B AR R R

1. T # F SxOntapDynamicStorageScaling AWS CloudFormation &4,

® Note

Amazon FSx B BI{EE4SE AWS EFRHE, EXLBEERME Amazon FSx B AWS [E1FEX
BRI R, MEFMER B2 AWS —ik5=E

2. 7E AWS CloudFormation 2 A/ | 1BE [BUHE] > [EAFHER].
3. EEERCEHERHE. £ "IEEEL) BRYD , EE "LEHLAER, K ARLEETEHNER,
4. HEIEEHBFHERY K WABBHREREEMBERSRNE

.
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https://solution-references.s3.amazonaws.com/fsx/DynamicScaling/FSxOntapDynamicStorageScaling.yaml
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
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Stack name

Stack name

FsxN-5torage-Scaling

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack

Dynamic Storage Scaling Parameters

File system ID

Amazon Fa fite system I
fs-0123456789abed

Threshold
70

Percentage Capacity increase

The percentage increase in storage cag
20

Email address
email address for alanm notification.

storagescaler@example.com

Maximum supported file system storage capacity (DO NOT MODIFY)
Maximum size supported for th ary S50 storage tier

196608

Cancel Previous m

5. BMAMBER,
6. HR "8, K FRESANSBAMMENR , AFEERIRNER. RREET -5,

® Note

& Z# I CloudFormation BAERRERZWE FEHBEA , FREESEBZFHEELARK
FI#Y SNS TR E F B

7. BABRIBRGTRAEN [BE] RE , RRBE [T -5
8. HRN "RE., L FREAXLEEEARDRRE, ELARIERELRET IAM ERNZESG .
9. BREBVUNIEBHE,

!’d’i_ﬂ«}{’fi AWS CloudFormation £ &1 [REE] WP RGHEBNMRE, CEZEEL,)ERNET "8
J'GﬁkJ ;Ik/mo
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ERTIHED

BUME R  BUMEAMERNSEAYASHIREHEREFHEE, NEFHMAENR , F2HE (AWS
CloudFormation fEFEFa) HM TEREFMEE |

FSx for ONTAP HIXER AR HEER. REERREASAURREEREFIENEENERER,
HWKE (WERR) AETEXABRRRRETRIE. RAERGEEUREPNERGHME SSD REZE
B, MERUEEENERAME , REELEERT. EUNEERUMBRERREUREN RN, &
A ABEH K/, B LEH AWS Management Console, 1 API 1 ONTAP CLI 3RE£#R AWS CLI
FEE FSx B ONTAP RIBXENRERE.

ES- ]

- MREERDE

- REBEHKEREEE

- HREERSRE

- ENHERENEERE

- BABBREUKE

- ERRRERERE

« RREWEREM 2 B BUR

- REREAARE

« RRERLHRE B E i AR R
- BRHEENERSE

- EMEkELAEREE LR
- BABKRENERSEAER

HWAEER DB

EHAR NetApp ONTAP EERRMAM Amazon FSx EEMERTE . TERFNREEERT. =ER®
FHRERME. AIEXHNESMEE SSD FFRE , ERAERENEATHsMITE. FEEERER—
EXeEMNREERE , TERXZE PB R , YHBEAEFRNERETRAREL.

BEERE LN ERERBEREN 2 BRA. AAMBNERAERE , BB EIRERERERE.
THZERAONTAPHRES BRR , URARREMHEEN S BEREEENERAE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
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HTR [E 50 B BUR

BODSHEERRAR LV EEUEEZESBRA , RREWNAIE FSx AR ONTAP BERRARNEARE

B, BRUERYHRERZEZESBBER , MAAFERMERA Amazon FSx =& AWS CLI, API &
FANetApp EE T EETB R, BAURTIEP—EBREPBERERLER WRENGE) 08
FREXERER.

(® Note

TEARERERNRBRENBERERER, T8 , ERPEEN —FREET SSDE L.
MFRFHMER , F2E SSD REEENEALT R

- B — RAEEMELER (FAEERNRR) BERELEE. ERNSAIERSHRAN/HAD
HIRE , AR A 31 X, AIRREA 2-183 A2 EE. EER S ENEREMER (NARNERT
), g¥eMBRBatEATERETEE. EXNENERKFEN (flNEBHERHE) K, eMg
RiFHaIRE  YRBERELEEREE L, ERMH Amazon FSx = A R [ERFIVTARR
%o

- ERRE — KFARSEKRRENBERERERFRFRE. REIBERELENERFUARREAIN
WHHAEE , FERA 2 X, BARES 2-183 R ENE, BEUHSRBERE , 2EBRABISTA
TE/IFEE, EEFH Amazon FSx API = NetApp ONTAP CLI BV BiRE ERFRIFERR R, AWS
CLI

- 28 — WFRRERAMEEAZENTIRRENERAS  UKERFERERERED. ANENE
B, ERERERFAARE METERAZERETE. EENRARR 22 BRANMEKRE
i, ER-RBENERASSD fEFRE  IZBERREERFIEEREEE. FI8  EXRTHEE
#—EREE SSD &,

- B - LRASKURENFEENREEIERERE Y ILEBERERERTR. WREEE
RAEMHEMRIZEHEREREALEFRA , REELRN SSD FAREKRN 90% , FESERFRIIH
REFHREENNEHEREEREFBE SSD /7. WERINER SIS R EN E ik B
R, IMREREFNEE. NFFMAER , F20 SRETEE.,

REFZEBEERIBFEREREREFRTNERR K ERLEURELERAEDIERA, &
REBZENE , BENEEBEREREE 2 , MFHE SSD REEBED 2 X (RIZURER /HALE
Hi), #% SSD RTFERMREED 2 X, EONTAP i TREABENERERMRTIEE , E&H
SEIFELER , ELERERE TR, ONTAP RE4t¥ SSD RIFHE LN ERNBITRERBIE

HERRR S Y
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MEEERMER , RILERULRA TG EHESSHRMBEEE. SHAUSEARELRSHRE
BUNE-—ERHONEREE K RAEERONVERMLR SSD REFERE L,

WMERERERHUERED BRUNFAEN  F2EREUEKEN D EPK.

u\

& imAlE

WEENDTBAABBEERE SSD BHERERASAMENEE, HAH—EA
RAutofMSnapshot-only D BEKEE, BAILUEASANEHEES 2—183 XEBEANE. MERERE
BHYNELZER  F2RRERE LA XE.

EREE AEIHR 24 248 /DB, 7EREREBERNEREERF , MABEIEFERE
BAFRNER, ERERETHEFIRELFZRE , 2B EBSHRE,

Eum R EUBUR

HERENBRENBRERERE , WEEMARAHRAEREERTRNNEMREAE SSD B, EER
HEHBERRER/MANEMAARKDefault , WRRIEERWUKRED BRAUNEIRTR, WERET
ERTHEF —EERENBUR :

- R — tRRERBHRENER I BERUENS EER. ERMAMKRENHARERMEEUBR.

« KF —RERRKETEENS BEN  ERENSEREREHEN. EREUNSHEEKREN D BHX
RERER [£8] , TRAZEEREALSCREMERR (B8, EFR Snapshot) BEER , AREE
"aAlhBHTIE A BE R

- BRE — tRASHEBAMEAFREOERFERNT BER. £/ (2828 KA , tEA
RBEEM.

« Ak — RRAEERFEEETNAAUKEESR , MEHNZE SSD B, EXNEESRERIE
WS T RAITRER. SREABRHMTHEREAIEINT  BENITREE SSD BHENERRE
N, WRABEE R, £/ (2528 KA , LRERAREER.

NERRREURESHENBRNENR , F2HRERERE N E i EIE R,

TRERE

BERRHAWN SSD REARECAERFRENMONTAPERMEUBREN 2 ETA. TIHHRREGRE
ERREN SSD REAECAEREDETH , MEMR, MEMAEIEHRE SSD REECRE
EARNEREN  F2RERURERERE,
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(@ Note
ERETERIB SSD #7FE 80% WREAEMEAR, HRNALZRERRSE , LEZREAR
FIERRARRENBFTEFEAR , UKEBEERNRENERAR, SRR BUEER , X
AFMBIREMHEE, MREN SSD REEBFHESN 80% NETFAEFEAR | E/HLUE M SSD
REBNEE, WEFMEN , F20 EMERRRERERFEERN IOPS,

FSx for ONTAP R T FERERERERUBRENDE -

« <=50% SSD EEFAR — THERER A SSD REEHEAXZESAA K MEREGFEASES
BRANEEETSEER I BIRELEERETE, EAEDNERBBRNEBEEFTSULRES
BEr,

« >50% SSD REEEFEAEX — EEEBHNERRB,BERANUEESRIBEIBR/NMAANXRE
RoBER., FERFES 31 Ko

e >=00% FREERFBEEFEAR — EHERED , Amazon FSx EE £ EZERE SSD fEFEEHHZE
B, FABEBHMERRBRAEBNUEEERER K SELEEBTHNHAEHTEERBE SSD REE.

« >=98% SSD EEEBMFEAEX — B SSD MEEMFARIETNSN 98% B , FIE0BIseiiEF.1E,
B LEENREEE K BEEEBAR,

E

X3

RIBEMREFETRE

RE&Z NetApp ONTAP #iH#R[EH Amazon FSx fE R BB RN M RERGE . RBEHEE , BHLESA
MR R HREPHVER. BRRRE , ENERETUERRRENER LB HHERERNER
o

RBELNRAHIBE—EER , YEEMERT File RENERBTE. T8 , REBRAGHHE B LRIR
RURBENH s MERERETFRE. RETESERORRUREF.

RIFTAR A WHEELHRBSEAESRBRABRARRE, REMHFEMRER. snapshot B &F,
FBAEBTI AN EERBNUERERERE .

- RERA — ERARRBRERA , SEZFEHE ONTAP CLI 2 REST API RS BET R A,

- FEMERRE — FBRMRRBUABKFETFEE.

« BIIIRER B B MIBRIR AR — B3I M BR LE TR ER IR R SR M BE S IR BR B SR

- BREDRE — BARBRBUHEREFERE.
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WERHEET , BSH EARE,
HREERRE

B NetApp ONTAP BRE[EH Amazon FSx EERERIEE , TARMBEERPEER , flER
8, LXEFEERE, #R., XD, URBAERERNIEE, ELXHELHHBA inodes , A
BESBEE inode WEE , EHBABSXHIENHEETRNIE, ENRETEIHSHTAER
(inodes) B , B LM HMER B AZHEKE,

HREETUNIENEERENYE EBR. B&. REEAER) WEEBEBRAEEESZ2E Inode., #WikE
FH inode BESMHUKRENRTERE URMKRER S WHRERSEE) HEEMN, FlexGroupiRiE
FEE% , REBEA 648 GiB L LHIFlexVolHER[E (ThFlexGroup7) #REBHREHEMN RS ETE -
21,251,126, MR BRI WU E XN 648 GiB , Y HFLEHEFHIB 21,251,126 AR5 8, , A4
BAFBEMBANRSIEHE (BR) BHE, IERAUREERYE LIRNFHENR , F2RERGHER
ENERRE,

3
¢

§ 32KB N KERETARE 6 WEELNTERSEHHE S 1 18 inode , B EX/NA 648 GiB, HR
1 GiB BifE[E :

HRRE RN (I TEBEN) x (1 ERER + BIRAD (UTil) = ERNEXE
1 EER x (1 BER + 0 fEfL i) = 32,768 EER

BRI B MEEEATESEMNR KA inode HE , § 4 KB WREEFEEEZSEEM 1 @ inode, TIRE 1
GiB ik E, ESSHENERNRZAEEB % 32,768 1#8iN%E| 262,144 :

1ERER x (1 EER +4 BuTE) =2 EER

ONTAP Rk [EH FSx &% W LAH 20 BIEEHF.
NEEHESEURETREFNRAERMENES , F2RENUKRE LWERZHE LR,
EHNUERENRTRE

BT LAE A AWS Management Console, AWS CLI 1 APl 1 ONTAP CLI F &8 ik D Bifk [E K
PREEBURERTEIE, SUUUBARKESDFARN)  BEHREXNNEEIREESEANRRE
RERERKEBEMAME . EFTLER ONTAP CLI REEHIRE B BFTHE KN,

PEHRENRERE (E£8)

BRI LAEA Amazon FSx £ &AM API RiMFRE D UMBEENFHERE, AWS CLIEFHMAE
A, FE EHEE,
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B AT LAEH ONTAP CLI BfEMvolume modifym S RNHMBEENREERE,

= EENHERER K/)» (ONTAP CLI)

1. BETE NetApp ONTAP CLI , FE#T Folan+ , FEE AR NetApp ONTAP R R Amazon
FSx BIREEZE FB IR REIERE, Bfmanagement_endpoint_ip ARERRKEEE
BIEH 1P {7k,

[~1$ ssh fsxadmin@management_endpoint_ip

MFRFHMER , F2E £F ONTAP CLI EEERR K,

2. £ volume modify ONTAP CLI i8S I8 R ENRFERE, ETUTH T , FALHNEERE
AR E :

o svm_name AR E HEEERESE (SYM) WEBEU,
s WEREEHFRABKNPHUEEZBE VOl _namefl,

o R vol_sizeWHFHBEKR/NER integer[KB|MB|GB|TB|PB] ; #lil , 100GB&Hi®E =
A/NEHnE| 100 GB,

::> volume modify -vserver svm_name -volume vol_name -size vol_size

A B B R B R

WEEABDREX)D  UEHEELZEICEANZEEREFREERRIEEN RN, BRI LR
ONTAP CLI 584 FlexVol BiEEEEE (BHAM ONTAP B FSx WTERHBEEER) #1Tvolume
autosizeltB{E,

EEMAUREBEFE K/ (ONTAP CLI)

1. EE1ZH NetApp ONTAP CLI , BT R 5&+ , EiE AR NetApp ONTAP ERRZHKH Amazon
FSx EBEER BV LZ2HREIERE. Bmanagement_endpoint_ip BERRREEE
IR IP it

[~1$ ssh fsxadmin@management_endpoint_ip

MEFMENR , F2E FH ONTAP CLI BEEERR I,
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https://docs.netapp.com/us-en/ontap-cli-9111/volume-modify.html
https://docs.netapp.com/us-en/ontap-cli-9111/volume-autosize.html
https://docs.netapp.com/us-en/ontap-cli-9111/volume-autosize.html
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2. MEMREAvolume autosize(gd , S THIE :

« svm_name A HIREHN SVM BRBEK.

s UBERBEXPNEEEZBEVOL_namefX,

- LLIBfEgrow_threshold AW Z=EE 2 LLEEK (4]12090) , R EZ B EBIEMAD (&
Kmax_sizefH)s

o Bfmax_size BUEAURRIINWHZEAK D, EHA®ERX integer[KB|MB|GB|TB|PB] ; 4l
m, 300TB, AR A 300 TB, FEREAUEEKXIH 120%.

« & min_size BERABBEM NN/ DK ERBL########H

« # shrink _threshold BN AMKEK BEBHE/ I ERAZ—E R 2 L,

::> volume autosize -vserver svm_name -volume vol_name -mode grow_shrink -
grow-threshold-percent grow_threshold -maximum-size max_size -shrink-threshold-
pexcent shrink_threshold -minimum-size min_size

ERUBERTEE

& LATE AWS Management Console, AWS CLIF] NetApp ONTAP CLI AR i EH o] A EE
RERBEFED M.

ERURENRTRE (F128)

[MANREFEE) BREETHRERREZ2LNITARERE. RFESHBENERENREFRE
BEi2#iE 4 EER LR AN

. EAEEH

¢ REEH

. TRAMKES R
© EAEBU

1. BARX Amazon FSx & , #8ik A https://console.aws.amazon.com/fsx/o

2. EEfIEEMTERE HMRE) AREBELERAHRBETAEEAN ONTAP MRE, FEERY
REFHAEARR

3. EFE-{EEAk+ , BEEEREEF, BT "TANRER. N "TRER) oHE , ARHEGEIE
B
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https://console.aws.amazon.com/fsx/
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Available storage capacity
No unit

377.1M

188.6M /\/_

14:00 15:00 16:00

@ Available storage capacity

Storage distribution ¢

@ User data @ Snapshot data @ Available volume capacity @ Other data
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FEERUMKRENEESE (ONTAPCLI)

B LAMEA volume show-space ONTAP CLI i P RERURERERENERAER. WEFHMEE
# , FZS B NetApp ONTAPX#Hvolume show-spaceRUAHH,

1. BHEFE NetApp ONTAP CLI , BT T 5% , FEEA R NetApp ONTAP ERRHH Amazon
FSx EBEER FBUVRZSREIERE. Bfmanagement_endpoint_ip BERRREEE
EEW P it

[~1$ ssh fsxadmin@management_endpoint_ip

MFRFHMER , FSE £H ONTAP CLI EEERR K.
2. EBBUTIETKRBRERENRETAEEAE , K TIIE

e svm_name AR BERER SVM BBEUL,
s LBERTEERNTERAUCHKEEN BRI Vol _namefl,

::> volume show-space -vserver svm_name -volume vol_name

MRBTRY , BREINEUUTARNE S

Vserver : svm_name

Volume : vol_name

Feature Used Used%
User Data 140KB 0%
Filesystem Metadata 164.4MB 1%
Inodes 10.28MB 0%
Snapshot Reserve 563.2MB 5%
Deduplication 12KB 0%
Snapshot Spill 9.31GB 85%
Performance Metadata 668KB 0%
Total Used 10.03GB 91%
Total Physical Used 10.03GB 91%
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https://docs.netapp.com/us-en/ontap-cli-9111/volume-show-space.html
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hETHREEERTRAERENELEEE HMEANERTHE, cHUeBEREEERERM
FRANGEUEERER 2, ELEH T | Snapshot SpillifSnapshot ReserveH¥E#EE
90% MERERE.,

Snapshot ReservelTNRBEANBFRBEIANURZHE. NRRBEXBTREBREEZH ,
TERHIABRRKS L MEMBESE RE FSnapshot Spillk,

HRENATAZEE |, S LUEMEEREN A/, BRI RERAREARRE , T IRFR.

¥R FlexVol BREHE (ONTAP HiHR[E FSx MERMRERE) , S MAMKREBBHAEX
b BERBABBRBAIE , WREXNDSEEIREREFEBEM. SOUTUEFHAEBRR. %
TRERRAERMIR AL,

AREMTREN 2 BBER

&ALAE A AWS Management Console, AWS CLI %1 APl 1 ONTAP CLI 3R1{& ch iRk E Y 20 8
&Ko

ERHEENENBRA (X£45)

FERATIER , FRABKHEENERZERE. AWS Management Console

BARK Amazon FSx £# & , #8ik A https://console.aws.amazon.com/fsx/o
EEAEEERPERIZE [HRE]), AR BELEBSRHEER 2 ERAIKN ONTAP BREE.
REBETHNADERTEEEFHEE, SHER [EFTHEKE] RE,
HRBREEESERA , FEEURENHRR. WEFMAER , F20 UREIBEE.
BE (B, BFRAEREHKRE.

o ~ w0 bh =

BERTEHMRENDERA (CLI)

FERAEFHERE CLI oo (AHER Amazon FSx API Ei4E) UpdateVolumefs ch fif i [E i 0 B B
Ko T3 CLI inPESIEKUEENER P ERAFEESA. SNAPSHOT_ONLY

aws fsx update-volume \
--volume-id fsxvol-abcde0123456789f
--ontap-configuration TieringPolicy={Name=SNAPSHOT_ONLY}

HRMRIIWER , RS URRERR D,
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateVolume.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-volume.html
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"Volume": {
"CreationTime": "2021-10-05T14:27:44.332000-04:00",
"FileSystemId": "fs-abcde0123456789f",
"Lifecycle": "CREATED",
"Name": "voll",
"OntapConfiguration": {
"FlexCacheEndpointType": "NONE",
"JunctionPath": "/voll",
"SecurityStyle": "UNIX",
"SizeInMegabytes": 1048576,
"StorageEfficiencyEnabled": true,
"StorageVirtualMachineId": "svm-abc@123de456789f",
"StorageVirtualMachineRoot": false,
"TieringPolicy": {
"CoolingPeriod": 2,
"Name": "SNAPSHOT_ONLY"
1,
"UUID": "aaaallll-bb22-cc33-dd44-abcde@1234f5",
"OntapVolumeType": "RW"
.
"ResourceARN": "arn:aws:fsx:us-east-2:111122223333:volume/fs-
abcde0123456789f/fsvol-abc@12def3456789a",
"VolumeId": "fsvol-abc@l2def3456789a",
"VolumeType": "ONTAP"

BEEBRHRER 2 BRI (ONTAP CLI)

i

\

ap
Ve
kg
il
&t
5
Efl

B LAMEA volume modify ONTAP CLI @ WoERAl, MEFMEEN , F2HE

volume modify NetApp ONTAP XX,

1. BETFE NetApp ONTAP CLI , FE#1T F3lan+ , FEE AR NetApp ONTAP R R Amazon
FSx BEEEEE FBIREREITERER. Bfmanagement_endpoint_ip ARRIZKEERE
EIBH IP {7t

[~1$ ssh fsxadmin@management_endpoint_ip

MFEFHMEN , BSH £/ ONTAP CLI EEER R,
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https://docs.netapp.com/us-en/ontap-cli-9111/volume-modify.html

FSx for OnTAP EREER

2. FEATHHSEA ONTAP CLI #EREER,

FSx::> set adv

Warning: These advanced commands are potentially dangerous; use them only when
directed to do so by NetApp personnel.
Do you want to continue? {y|n}: y

3. EATIHRTHRAMREENSBRA , R TIIE :

« svm_name AN HERER SVM BEEUL,
- UBRBERTERNSEBRAUCHRENBBEvol_namefl,

. J«XFFT tiering_policyWIFRBIE ., BMES snapshot-only, auto. all = none, M
THMES , B2 URES BEXK,

FSx::> volume modify -vserver svm_name -volume vol_name -tiering-
policy tiering_policy

RERBEAARE

HWREN R/ SARBAIRE AR B HLEENENBRREUARBLEERER SERENTRE. &
AJLAEA AWS CLI #1 APl F1 ONTAP CLI KRR EH#EFEEN &N HAI K E.

B EREHRENS/NAARE (CLI)

- FHAEHRRE CLI 55 (UpdateVolumelE 2 HHE R Amazon FSx API Ei1E) RI§ kiR E4E
A&, T3 CLI v &I EEMIRIETRECoolingPeriodA 104 X,

aws fsx update-volume \

--volume-id fsxvol-abcde0123456789f

--ontap-configuration TieringPolicy={Name=SNAPSHOT_ONLY}
aws fsx update-volume --volume-id fsvol-006530558cl4224ac --ontap-configuration
TieringPolicy={CoolingPeriod=104}

R C I ERNERERHA,
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateVolume.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-volume.html
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"Volume": {
"CreationTime": "2021-10-05T14:27:44.332000-04:00",
"FileSystemId": "fs-abcde0123456789f",
"Lifecycle": "CREATED",
"Name": "voll",
"OntapConfiguration": {
"FlexCacheEndpointType": "NONE",
"JunctionPath": "/voll",
"SecurityStyle": "UNIX",
"SizeInMegabytes": 1048576,
"StorageEfficiencyEnabled": true,
"StorageVirtualMachineId": "svm-abc0123de456789f",
"StorageVirtualMachineRoot": false,
"TieringPolicy": {
"CoolingPeriod": 104,
"Name": "SNAPSHOT_ONLY"
},
"UUID": "aaaallll-bb22-cc33-dd44-abcde@1234f5",
"OntapVolumeType": "RW"
I
"ResourceARN": "arn:aws:fsx:us-east-2:111122223333:volume/fs-
abcde0123456789f/fsvol-abc0l2def3456789a",
"VolumeId": "fsvol-abc@l1l2def3456789a",
"VolumeType": "ONTAP"

B R EMRERN &/ GEIRE (ONTAP CLI)

£/ volume modify ONTAP CLI EERRBERFHUEEN TN HAXE. MEFMEENR , F2H
volume modify NetApp ONTAP X4

3

%II

1. EE1ZH NetApp ONTAP CLI , BT T H&+ , EiEAR NetApp ONTAP ERRZHKH Amazon
FSx BIREZE FB IR REIERE, Bfmanagement_endpoint_ip ARERRKEEE
ZEN IP ik,

[~1$ ssh fsxadmin@management_endpoint_ip

WMEHMMER , 528 £H ONTAP CLI BEEEER,
2. FEATHHSHEHA ONTAP CLI #EE#E,
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FSx::> set adv
Warning: These advanced commands are potentially dangerous; use them only when

directed to do so by NetApp personnel.
Do you want to continue? {y|n}: y

3. HEATIESREBEHMRENTERPAAIRE , AR THIE :

« svm_name AN HERER SVM BEEUL,
o BRvol_name BIEERESANKRENWEEZHE,
« A cooling_daysi 2-183 Z BRI BBEEH,

FSx::> volume modify -vsexver svm_name -volume vol_name -tiering-minimum-cooling-
days cooling_days

RSB RIWERDEMNT,

Volume modify successful on volume vol_name of Vserver svm_name.

S R B B R

£/ volume modify ONTAP CLI s S ARBHEEREEHMEUBEK., WEFHHEHR A F28
volume modify NetApp ONTAP XX

B EREHERENZimHEEUBE (ONTAP CLI)

= E77H NetApp ONTAP CLI , BBEIT T 5Iar T , TEE AR NetApp ONTAP ER KKK Amazon
FSx EBEER FBVRZSREIERE. Bfmanagement_endpoint_ip BERRREEE
JEIEM P i,

-_—

[~1$ ssh fsxadmin@emanagement_endpoint_ip

MEHMER , 528 F/H ONTAP CLI BEERER,
2. EATHHSIEA ONTAP CLI ERER.,

FSx::> set adv
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Warning: These advanced commands are potentially dangerous; use them only when
directed to do so by NetApp personnel.
Do you want to continue? {y|n}: y

3. HERATIHTRREURENZHRMMBER , K TIIE :

« svm_name AN H#ERER SVM B BE,
« BfRvol_name REEREEHRMIBIRNHEKRESE,
« Bffretrieval_policyRFENE , JARdefaulton-readnever, , promote,

FSx::> volume modify -vservexr svm_name -volume vol_name -cloud-retrieval-
policy retrieval_policy

RSB RINWERDEMNT,

Volume modify successful on volume vol_name of Vserver svm_name.

BAHRENERSE
SR AE A TSR A — AR A R RA LR | MURBRE EEERNEREE.

- # CloudWatch f&#5#EFilesCapacityHFilesUsed.

- £ Amazon FSx 2 AH , ABEZHBREERRSIEBF N AER (inode) Bk, TEETHIRE
FFERF R MR A AT ARE R (inode).
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Available files (inodes)

31,000

15,500

04:00 16:00 04:00 16:00

@ Available files (inodes)

WinfERE FNEREE LR
EUANSERERIEEHEASZRE , ONTAP BB EMN FSx IRt EREREE,
WNERRE EHEREE LR (ONTAPCLI)

BRI LAEA volume modify ONTAP CLI tp S REIMHIRE LWEREE LR, WFEFHEA ,
BNetApp ONTAP3 #volume modifyH AT,

T
r

1. BHETFE NetApp ONTAP CLI , FFEIT T 5lan 5 , FEEE AR NetApp ONTAP ERRHK Amazon
FSx EBEER BV LZ2BREIERE. Bmanagement_endpoint_ip BERRZREEE
BBH IP {uit,

[~]1$ ssh fsxadmin@emanagement_endpoint_ip

MEFMEN , 5520 5 ONTAP CLI EEERR#K.
2. WBEBEARFIMITUATHP—ERIE, B isvm_namefRvol_nametVEEE,
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- EERURERERKEERRATRHEREAE (inode) , FFHATFHITER :

1. EATHIESTE ONTAP CLI i A#ERER,

::> set adv

2. EfTwtR, EHEIEYH, WAyEE,

Warning: These advanced commands are potentially dangerous; use them only
when

directed to do so by NetApp personnel.

Do you want to continue? {y|n}: vy

3. BMATIES, KEEAMRE LWERBE LR :

::> volume modify -vserver svm_name -volume vol_name -files-set-maximum true

s EEFTHREEHUEE L AFNERBEEmax_number_files =
(current_size of_volume) x (1 file + 4 KiB) , ZAHEEEA20E , FFEATS

A
BT .

::> volume modify -vserver svm_name -volume vol_name -files max_number_files

RAEKRENZERBEAER

£/ volume modify ONTAP CLI s TRUASEFAREHEREENEREAER. WEFMENR , #F2
B volume modify NetApp ONTAP X4,
EERBEAERNNERIFHA -
- FREXERBEAENUEE, SRETREHUBRE LBALINEE,
- BREXERER (RW) HRE,
- WFREXEER (2508 RAl, NFEBUHREES ERANFRES  F2REEUREN D E

B,

BB AEAERBESERREER , flw , €8 NFS BABER XEBEMERIERRK,
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HEREUEENERE AKX (ONTAP CLI)

1.

= E77H NetApp ONTAP CLI , FBET T 5Iar 5 , TEE AR NetApp ONTAP ER KKK Amazon
FOx BEEEER PRI REHEITERER. Bfmanagement_endpoint_ip AERRKEERE
BEM 1P ik,

[~]1$ ssh fsxadmin@management_endpoint_ip

MEFMENR , F2E FH ONTAP CLI EEERR I,
FERATHHRSHA ONTAP CLI #EE#E,

FSx::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only when
directed to do so by NetApp personnel.

Do you want to continue? {y|n}: y

ERATHESRREUREENERFAER , A TIE :

« svm_name AR HITREER SVM ZEEM,
« Bfvol_name AT EREERBABENNUERES T,
« Bfvol_cw_modetrue AEWKRE LRAZEREAER T falseFATE,

FSx::> volume modify -vsexver svm_name -volume vol_name -is-cloud-write-
enabled vol_cw_mode

RrEtt RN EREEOT,

Volume modify successful on volume vol_name of Vserver svm_name.
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RELNEHR

BT EBERERRAENURREMALZSL , Amazon FSx BIBHTFIEE , bt — S RERMIFE
RERELHES .

« 4 Amazon FSx {§10 A X B Amazon FSx B REBMEHRER, HLEFLLA AWS
Backup REFREE, HEMLAREZIK AWS RIS F8ER.

- RETBECEAEEREREREE Y EBKEREREEMARLBRERRA,
« # Amazon FSx BRAKERIE _EARRRE , URHENREBNER. AR K SFE28DH#
EET,

* SnapLock AJ i EREME " —RBEAZE) (WORM) REE , URBER , BHLLERENREZHEA

W

EAT 18 RS MIBR.
ES |
- ERED
- ERRE

- HERREREE A NetApp SnapMirror
- RELHNER SnaplLock

{52 F 1 2

£/ FSx for ONTAP , B UHERRR LNHBREETESS BiRONBERERBNF
3. ONTAP &Y FSx R E#MKRE A RitEERMESSHEURETNELR . Amazon FSx &
PERSEMAEMBEINGE,

FiE Amazon FSx {817 (8 B B BRI FMERE MBI EE) BR2EEFHD, ERTASRERE X
PR, MRELCSFNER, NSRBI EGAENKEENFEOMENFEFRERERE , ¥H
THERERRGFERFRS. MERFHEDR , REBRXMBHEBNER, =8 Amazon FSx &7 #a

SRMBEHBRIFHREMENMEES , LIANEFRERKBUERERN point-in-time HRER,

RUBREZYEHRORAPIAZEENRENSRUEFIROKEMFEE, ERREMLHEN. FHEHER
S MIBRIELD , EREEERR LA Amazon FSx @13,

Amazon FSx ZE#EAOntapVolumeTypely RW (FEE) /E10ONTAPFlexVolBk [E (EFTEERRHK
) FFlexGroupBiRk &,
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® Note
Amazon FSx T X BiEf ERRE (DP) WiR[E. BHEMA (LS) WRED B ZEREK

B, FlexCache

BEERZANSEHURETHFNROBERRG . NEFEHES  F2E LUUESHNEE R &
BEREERENE R,

T

- ROREESN

- FRABEEBSHES

- EAEAEREBNES
- BERERIEH
 Backup E2iZ [R 3K BE

» AWS Backup E& Amazon FSx —#2{#
- BB ERETHUEE
- MiBRIiEH

. B MBEIREERE

- BEVEARAEREBNES
- R EREFHUEE
)

R R EER R

Amazon FSx oA RR (BIHEREAHEFEIREG) RiEF RO <BERIEE, point-in-time® X ETiE
KF , Amazon FSx MR A HBRBEENRR, HORBEREECLHVYURES , XA SSD #EFEEMN
Z2fE, Amazon FSx EZE S RBEL NV EDRE (WREWEE) £THE , YERKEBENER
BRI ERD,

MRZERERORE , UBFHORBNLBADBGERIFA T AIBRB 15 13 R
#% , Amazon FSx BB EHWHHRE. ARBFEOOREARBECOUBET  BIEFTT—
R (RREEEHTH) Al BT RELHORERS  BONTAPREUBBERS T HR
GEC
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Amazon FSx w7 RN UEE,
REBR

ERREOUKRE , CHNUKRENERRRBL AT ENNTH SSD REFRERMERORR. Bl
RRE , RBEANBENEFRETSEHHKRERR 98% SSD MEf£AR, NRBEEERR ,
B RN . SRR ENHRERERRERN SSD RFZH , UERIEO TS HE.

R EE® R0

BURRRRR K ARERAERARUKENEDEAHEODRE. EUUBEKAERRKRAIEA
BEEAHEN. TERRONRNEETESSARE  ERELRUERRRFEBDREN. ETN
FEERHE N B iR R, HREAURENESEEROMENERAEN , ERERE-RTNSAR
DRE AT EEREXRRE. MFFEEF , F2 6 Backup HiE FWEE,

BANERZUERRERIERFEIRZETREDERIRONREPRESR 13 90 R, BROE
AEBREORENA 30 X, RESERBHBIYRMBREDE BHHD. EAILER CLI AP KR
BHRESR 0 F 90 X B ; BERER 0 SHRMEBEHER.

BHECFRINBORZVRERRBKBRNZTE  BRARNERRE LNMEHKRE, GUER
Amazon FSx £#£& AWS CLI, = API REEERIBEN RO FERNREOAEY , UARBMEENA
BSRREN. WEFAET , F2H ENERRR,

MREERERR , AEEEVHKERD. NFEFHAEFR K F2H HEOVEBRERE.

(® Note

BEBSAEMNRRABHA W X , BELEYNERAZRINEL (BERFERRINEN) &
KARE AWS Backup , BRIEER AWS Backup AR#EAS E MR,

U LEREREE. CLI M AP FEMBRE R BBIHD. MRHRER  tEMRZERENBBEH
f&10. Amazon FSx MM BRUERE < s Y ik EREBOREER, BRIBOBKARE , BRER
EEMER. MFFHMET , F2EMERESD,

fse F 2 F & RREBD RV fim 40

£/ Amazon FSx , ‘BaILABEREER. # API FHEAERIRAKVBUBEE. AWS Management
Console AWS CLIZHERAERMBNEHRMEERTREAMKERZYNHMEMWVIEERNE , LKA
RE , RIFEMBREM. FEEEMRERESEIFBOHNERRAZE  NEREEAEEHRNE
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7. LA BEMER Amazon FSx 24, API 2 CLI MIBRERERMBN B . EMKEFSH Amazon
FSx BEIMER. MFJEFMER , FSE MEriEL.

MBEWRERE  WELRTRBERD. ORFEET  F2N BOANBEUERE,
RHEBRERAIHD

5/ CLI 2 API B S EFUWRER , SR B #CopyTagsToBackups ik [E B FATZR
ERIHER. TE , IREERIEAERBNECRTNETAER (SFREERERERTER
%), BMEEMA , Rt rFERURERRERRK. CopyTagsToBackups

Backup EZiE [R 3 EE

BEZERZETVREETEHRONERIEXNNEE. Backup NEREXRESRERRF , EXRTEMNE
FIEFAEERA PR 10 FRBIK. AP 10 B3R 2 NFS, CIFS M iSCSI ERIVEMMB A, 7
FEREERF (SRFBORERER) EXAERRRAEERETREANSTY , MATRTES
SHEIEPHNFESREER , ERIRRBEON AP NERRBE L RERANREERE.

FEEONERVENECEZLRERFERNREFENERERERE, EXBIERMUR SSD f#F
KER K ERLEUHRENE ARG, SSASHIXHNBBREREEARENMEMEL XS
BERED PO XHNBIRERL. ERRAREAENEEREEERINABEER  SXAES
Ky CPU BN BN RS,

—iRME , Eief SSD REEPREFNENE , BALUBEB T IRDER

« Z{EN B PITERENHR 750 Mbps.
« ZELBRFBEHHITE KRS BNXHH 100 Mbps.

BE , BUUBEUATIRER

- EEEAREERNZEALITERPEIT 250 Mbps.
- EEBRARZEIMERNATERPEZE 100 Mbps.
AWS Backup B2 Amazon FSx —i2{#

AWS Backup & NetApp ONTAP BiRE[E %17 Amazon FSx , 2 —EfE A& AR AR KR
EENER. AWS Backup 2—EBHFE—HEGORE , SEGLEONEL. ERNMERESE , BRE
MEFHREFNEZINEE. AWS Backup I AERRFIEEPNHHRE , LERZER., ZRANE

RRBANEED r
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EEHM. AWS Backup B —EEPHULE K BETUHMITTIMER , BRE AWS RFHE
E, ERENERRRESEEMGE .

- RERBEEERGHN AWS EF,

- BEMLiBHHE,

- REFRFHRE,

- ERMARENHES. ERNEFREER,

AWS Backup £/ Amazon FSx WA EE3ThEE. EA AWS Backup FEAERIMNEHEEMHERBR
WRERRFE—BEMNREE , HERECHUREETHEMEM Amazon FSx & (A EMESR B & E
1) , WIRMELFEB Amazon FSx EIEAETHRAHERBRMNEREE, WREFEH AWS Backup RKE
BELfER , FAAESHEANINE  flNES/ N E—XRELHEHBEONEED. B EENNHEE ,
EHESEORTE Vault b, URBHREROFTZIEANAIEZMBRAEZE, AWS Backup

HE K ED 1R AWS Backup BEAEREBNES , EFEFTAEHAEREH Amazon FSx Bt
frh, MEHAER , BF2E EULUESHWE S, BTLUE Amazon FSx £ 4, CLI # APl AWS
Backup FREMERHELNIER. T8 , £EEMBR AWS Backup £ Amazon FSx £# &, CLI
;AP FEVHER. MEFMER , FSEBAWS Backup® A B35 AWS Backup® I A9,

AWS Backup % i BRI BE ..
AE iR R ERERE

AR ERREROEREFEKRE , YEAFES, CLI 3 API BRUEFREERER point-in-time
RER

EREGE , TAEREERA SSD RFE , ARBBERBEAEFRNUKREREN D BRE , &

ERTEERELERER. BROEREERTERANBRERALL, EHETRREEEFEKE

BrEERELE, SROERESEBRRAASnapshot OnlyRMWEEEERAuto , MRERRFEN
SSD EAE AR 50% , ESalREXRASEBRANSASERE , HENEsEIRELRE.,

ELEEREARBERRMR TR BFlexGroupEI S A A (HA) BLE RV ER R L& RERER R
B , Amazon FSx RIRE S #T8 EL b /A K AR (B LARE (RIERX D 19 9 70 fif o

step-by-step MFRBHEREHMURENE R , F2RELELEFREHMURE,

(® Note
ERNEEREXEEFTEFRAUEREARNEEERSN, ERFREIBETELN,
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il B fig £2

LU LMBREREN BB S RRONERERBNFED. MREGRKABEELZERERNDE, MERiEG
PEMERBERMER. FRIFEEHE future RIBFEXRD , TRAFIMERES . 0F WA ER
ROWER , F2RMEREST,

I8 SETE Amazon FSx £ 4 AWS Backup, CLI 2 API BRI B B 5 A AWS Backupiy i
7. MEMBRBEN 2 IHEDHIEEEEA AWS Backup , 3528 AWS Backup Bf 2 A B 15 HY MR &
i

MREERERR , AEERRERENRG . WEFHET  F2H FEONBRUKE,

/A Important

AAMRERE LHNBRARRKR  RACRARERRO<ENEE. MERERE ENERRR
SEHT RO REEHKRE K MAMEEREERR.

3 M B AR TR 2

MR ERR |, ASEEE T SMBRRERD. £A volume showONTAPCLI &5 B ik [E Y
B BREEMAREE

BEERREERERER LARRE | FFMEA volume onlineONTAPCLI &7 %5 , B0 T SIEHIFTR

::> volume online -volume volume_name -vserver svm_name

Volume 'vsl:voll' is now online.

B EHEREBN D

THRFRBUAER Amazon FSx TR AE VU FE A EMBNHRERD .
MREIRERR , ABEEVHKERD. NFEFHAETR K F2H HEOVBRURE.

BUEAEMBOUKRERS (F2E)

1. BARX Amazon FSx i #& |, #8it A https://console.aws.amazon.com/fsx/o

2. BEZE BRRR] AREZELEROUREHONTAPER RS,
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3. BREHKRERSIER.

4. ERELEROKVIE.

5. 1 [EvfF] FiEE (BB
6

HERBH BIR0] WEART , RERONEE. Backup BHEEZAEE 256 {8l Unicode F
7T, BREFE, EE. BFNEKRFT. +=_

7. 1&IE Create backup (BIIEM).

LRAECKEY THP —BERRAMUBREARE. ERLIE Amazon FSx T2 AR K EIFF A HHHY
®I& , FEREEASETERRSG. EUUESFHEONERE  UAREBETIHEAERNREEESR

ERERBILEEFMAEIFERAERENEGR , c8EEGEBUSER_INITIATED , WBEREWHAZ
Bl EBCREATINGHREE,

AR IR R EMUTRE

THRFRAIMMAEA MK ONTAP E0H FSx ERZEFHUWREE, AWS Management Console AWS
CLI

HHEREREERENERE (F78)

1. BB Amazon FSx £# & , #81t A https://console.aws.amazon.com/fsx/o

EREBERSD | BIEZ [HD] , AR BELEEFRR ONTAP HEEE 4 FSx.

EELAN (B TheekP |, BEF BERED. EET (RECEIMKRE]) EH.,

RTHAIERPBIEZELEEFREDH ONTAP BERFENFBEEEBIZN FSx.

FHEEHAERET , B4E®EE, 8% HANKESRE, ZRZWUMSEH 203 AXEEF

TTHRELR () FTto

6. TEREREXR/DAF | 8ANK 20—314572800 EE R EAEE , LUIEEL MB (MB) BEMH X
N

7. HRUKRERY K FEEEE RW) REBEUTERNTEANEEKEE , SUBEERRE (DP) kK2
S MERE B A FAERBIER B M BERR B . NetApp SnapMirror SnapVaultin B MEH , FFSE i
HREHA,

8. HN "HERE., A BEERRFATAAEZHBHBRENNE. Hl , SBSLEENEERE/
vol3,

9. ZEHNSMENE  BRERAUBAONTAPRERERINGE (EEERNMER., BENRRE), NE
SHHMERN , AR 1R ONTAP REEMER FSx,

o M w0 DN

R T e T
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10. BREHEEZSMER |, FHRIZ [Unix (Linux)], [NTFS] = [B&]. MEENZEMEERERE
BEANTFS 5 UNIXACL RS EEBAHEFEINRERE. ZEBABEERNTEERSE
XN, RERERERAEER,

1. HRRBBER , FEFUKRENRRIK. IFRBERNFRES , F2RREEE,

MREEE (BFTRA), IXEE [BFTRA MuPEERANER, BFTRAXESFER
SVM RIERRFF . BRI LUEA ONTAP CLI 5 REST API EY HFTIRBRIR A, MEFMER ,
# 2 BNetApp ONTAPE B E I IRER A,

12. $IRDERBESAVERE , BREA 2-183 X, HREN S BRASAHEER T HMREFIHNER
BELASUBEZREEEREB N KXY, EBRERAGEEAutoMSnapshot-only Kk,

13. 7£ [EPE] BB , ¥ [SnapLockiHRE] , MO LUREBTERRM (=] 50E , SUEE (A REE
SnapLockBiBE[E, HNZE A RIEZRESnapLock Compliancei ik [E =k fii B 2 #Y SnapLock Enterprise¥
&R , FESEE I SnapLock FF & M RIRE [EFE I SnapLock iR [E, 0% SnaplLock HI1EES
B, F2E RELEMNER Snaplocks

14, BIF [FEFY] UM HERE.

AT R iR R R ERMEERE (CLI)

£/ create-volume-from-backupCLI is S HEMA CreateVolumeFromBackupAPI 8% , ASRIER[E
B EREMURE,

$ aws fsx create-volume-from-backup --backup-id backup-08e6fcl133fff3532 \
--name demo --ontap-configuration JunctionPath=/demo, SizeInMegabytes=100000,

\
StorageVirtualMachineId=svm-0f04a9c7c27e1908b, TieringPolicy={Name=ALL}

ENFRERERFEERE

"Volume": {

"CreationTime": 1692721488.428,

"FileSystemId": "fs-07ab735385276ed60",

"Lifecycle": "CREATING",

"Name": "demo",

"OntapConfiguration": {
"FlexCacheEndpointType": "NONE",
"JunctionPath": "/demo",
"SizeInMegabytes": 100000,

R T e T


https://docs.netapp.com/us-en/ontap/data-protection/create-snapshot-policy-task.html
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"StorageEfficiencyEnabled": true,
"StorageVirtualMachineId": "svm-0f@4a9c7c27e1908b",
"StorageVirtualMachineRoot": false,
"TieringPolicy": {
"Name": "ALL"
.
"OntapVolumeType": "DP",
"SnapshotPolicy": "default",
"CopyTagsToBackups": false,
.
"ResourceARN": "arn:aws:fsx:us-east-1:752825163408:volume/
fs-07ab735385276ed60/fsvol-0b6ec764c9c5f654a",
"VolumeId": "fsvol-@b6ec764c9c5f654a",
"VolumeType": "ONTAP",

il B fig £2

&R LAER Amazon FSx =424, CLI # API MIBR B B8 B it MER ERMBNED , W TIIEFFR

&

= EZMBREREIMNfEEH AWS Backup , 5526 AWS Backup BI A BismP R fIERE L.

BB EHER (X34

1.

2

BARX Amazon FSx £ & , #81t A https://console.aws.amazon.com/fsx/o
ERFEERIRP , REAERPEE "HOL .
#* e ] "REPBZEEMBRNESD , AREE RBRER.

ERRREY [MBRIE(D]) WEE SRS |, HERERNED ID REEMRNEL.
HEED B ANEE M BR 2 R 10 AV E T B2
BEEMBRED

BHRONMEESNERREDNSKAMER , BEEER.
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= EfiBRfw? (CLI)

F A MIERED CLI S REZEH DeleteBackup AP Ei4ERMIER ONTAP #EEEfHHY FSx , T
5 &5 PR R o

$ aws fsx delete-backup --backup-id backup-a0123456789abcdef

RrE RIS EMBRBER 1D RELEWBIHRRE , WDELETEDIE HERE K,

{
"BackupId": "backup-a0123456789abcdef",

"Lifecycle": "DELETED"

f5£ F IR B8

TREBZ NetApp ONTAP BREEH) Amazon FSx 15 5 & BF RS BhAY ME B ARG A, REBIZRMRE | BFLEEHN
MR IE R UHEEPHER, FBRE , FHNEAETUBRRRANEREIREBFRHNENERJER
R, ERMUECAHERREREBEY HLBRERRA,

HARRESHRAEBE—BEH , Rt EMEHHE Firle RENFREE, T8 , RERRSEABL
RRBURBECTERSTNREEFRE, FI8  BYRRETEREAETMARE. MFE FILE RKEFP
HREBEFSESERRURENFHD P,

RIFFERR , MRE LHRBEEAFRRBRIBARRE. £ Amazon FSx E# A&, = Amazon
FSx APl B S EFHRREER , FSx for ONTAP ERXRRKEE=ZHARERBE R T HIEE, AWS
CLISZ b aJ LA ONTAP CLI 5 REST API B2 BRI RBESR SRR, RBREEEHMEKE

B .snapshot B#&H, BAEEAKER K SEUKRERSHRT 1,023 ARR, ESNLRHFH® 6 &
MHASMBRBEENRRE , ART BB I RRENFIRE,

£}

- REBBEE

- ERERERME R K

- RRBERER

- MERIRER

- BIIRE B BMBRBUE

- MERIRER
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- FRABERE

- RERE

- EFHIRERNRRBRE

REBRER T RRUNMNAUKRERIRR, LRASETEIRBHER, EREZPDEELR , UK
WM{AarBELREB, EAR ONTAP 1Y FSx BE=EBERNERBERA

* default

* default-1lweekly

* none

KRR , SEHEESREERRENdefaul tRIRTABEN . BAEBRYASHITEEREALER
Ao

ttdefault RAIEMRBTIEHEEBHEILRE , AMBRFENIRBER , UEABHWERE LT
A :

- BORADER , &S ATEIUSNESNRRE,
« B-EBAFRE 10 28 , RS THIMEREHRE,
- BERFRER 15 7  KREZUHEIMESERR.

® Note
REBEEMUEERRNBELREE  BRAEREERRN (UTC), NERERENENE
# , S [E Sup NetApp port XHH VR TR ERKKE,

ttdefault-1weeklyRAIAEES REdefault RRIMEE , TRAZEEREREREZTBIHREFH
—ERER,

ttRnone AR EEMAERR, SIS RAIERIGHERE |, AR IEEE B BRER,

A LAE A ONTAP CLI 2% REST API Z Y BETRBHE. WFEFMEER , 5528 NetApp ONTAP
ERXEPEIREBEL, S£aLE Amazon FSx 124 . = Amazon FSx API FR 2 37 =} 5 $ i
EREERBBE, AWS CLIINFEFMERN , F2H ELUKE kR EHEE,
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https://library.netapp.com/ecmdocs/ECMP1155684/html/GUID-E26E4C94-DF74-4E31-A6E8-1D2D2287A9A1.html
https://docs.netapp.com/us-en/ontap/data-protection/create-snapshot-policy-task.html

FSx for OnTAP EREEmR
ERERERMERRK

£/ Amazon FSx ERRM LHRER | LAVER & T SUREE R B B ERHERRE LRIRA. EX
HAURMAERFEFELAAERIRLVCHRIBENESR, wMERFEESHPNERTERE
KALUBBAXBTIHEE. EEAMXFETRELEELSRIERTFE

Linux 1 macOS A Fif o] AR B RE [E4R . snapshot B $& YRR, Windows F Fif o] LATE
[Windows #ER#EPrevious Versions] R5|ZEBHMIARE (EERIERKX LIZ—TBEELHE

BF)o
RRBERRESR
ZERRBIEFEER (Linux F macOS A Fiw)

1. MRERERDPAEE L METHFERBHINVERBEXESR , BF A Linux 2 macOS AFmE
VT RRBER , ISEBEEMAE &,

2. 1£B.snapshot#&d , RHBEEERZERRANIRBE,

3. BER®KH.snapshotBZERIERERFEN B &,

& ERRIRERER (Windows A F i)
Windows A Fif £ #6E A & AT AL A ZSE K Windows 1B REENEMERERBIERA.

A

1. EEERER , CAEFREEERNER , AR RATEEDEE [ERER] (E—TBER
ﬁ)o
2. RE, EAETUR "B FEPREMERLETHARE.

REHWERZMERN . MREBENR " SARTAIRA ) BEP I HA XN R | BABLBEEEE
XM HERWVEERFITEAMLE , AHEEETER.

il B R B4R
£ 58 R BIBEIE 56 HTARAERY point-in-time METBRME , ONTAP BIBEMIFTA FSx RBRUT , LIRS

BHER, RBASHEEE LARBURBESEFNR - EERE. At , IREHNTHEEAFRELE
R, REEERNRRAUSRSLAMKRERENRA—&2.

flan | EEiRHEAvolume show-spacem TR 140 KB BUser Data. Fi8 , EMIBREAE
Bl 2User Datadl , Wik[EHS 9.8 GB Wz, BIFLCHREBEEFNER , REBNIHEESE

ERERIERMER K 119
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ENEREER, ERAMY , Snapshot ReserveifiSnapshot SpillfERIHEMIHIFIL M@t 9.8
GBWWZR , BIEELEFREES LNAFEE.

EEBRERELNZE  ZUURMBRTBERENERR. S0 R IRIR B B ERR A= 3 2R IR
RREATIIRE, MBRRBREMBRBFERRBRLNEEES,

2R R B By BRBUR

BN BR , UEEMKRENTHAZEAT 2R BBMBRRE, EEEVHKENBBMEREFRA
ERATHSBE.

3

T e T2, FABRKTIE :

o svm_name AN HERE 2 SVM BB BER,
« vol_name AR ER B BEUL,

B -trigger , EETHHD—EE :

* volume— volume MREFEMRRBNV B ELERBRERAUKERERAEMAYE  FEALLE
H, BEMEBRRENECAUKEREREIRNRERENA/) , BRAERCEARENE S Z 85
E 98% HAEB, BINHEEERB/INESRE K MBEANEKRENEFRANERE.

- snap_reserve— snap_reserveREEERBRBREPF TRENABMBRIRE |, FE6EH LR
1H,

::> volume snapshot autodelete modify -vserver svm _name -volume vol_name -enabled true
-trigger [volume|snap_reserve]

MEHAMEF , FHBB NetApp ONTAP ST H e v YBR[ HAR B BV RIS T 5.
il B R B&

EATIESTFRMEBRRE, MTha T2, FERATIE :

e svm_name AN BBRE 2 SVM BV B BEUL,
« vol_name AWBR[EH B BEL

« snapshot_nameLVRBHIZBEUR. LESTXENEAF T (*) snapshot_name, ALt , HATEL
MBRFFE B/ NFIRER | BlAfEAhourly*,

B R B EMIBREUR 120


https://docs.netapp.com/ontap-9/index.jsp?topic=%2Fcom.netapp.doc.dot-cm-cmpr-910%2Fvolume__snapshot__autodelete__modify.html
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/A Important

WMREERA Amazon FSx {12 , Amazon FSx & A& & BRI E/ HH Amazon FSx E 1%
BRE, ELRBOUARMSHO ZENIEE  TEERL S EMBR.

FsxIdabcdef©1234567892::> volume snapshot delete -vserver svm_name -volume vol_name -
snapshot snapshot_name

MEFHMIRREBOFMMER |, 5520 NetApp ONTAP X #e /B F#volume snapshot deletetg

FHEBRR

BERESRIBEARNRBREIAEN FSx for ONTAP ERXRRKPHNHBEERA, IRELFEEE
RIRER (fln , WREFEANZAFEER) , TUEBKEREENIRBEREE /nonefEfA AWS
Management Console., AWS CLI 1 APl 1 ONTAP CLI R{EARR , T IEFATR,

EZEEHBERE (AWS Management Console)

1. BB Amazon FSx A& , it %A https://console.aws.amazon.com/fsx/.
2. BEBEERERRE A AREELEENHREN ONTAP ERRK,

3. EEHMBRERSIER.

4. BRELEFEFRNHKRE.

5. ¥ "B, , EE TERHUKE

PR RHTRE B ATaER " EHHRE ) WS,
s [IRR] R, =EF ]
7. BIF [EHT] LEMEUKRE,

EEEFHAEERE (AWS CLI)

- FREFRBEE CLI &% (MM UpdateVolumeAP! #E%) # 58 ESnapshotPolicy&none ,
R B E IR R o

aws fsx update-volume \
--volume-id fsvol-1234567890abcdefa \

BREDRE oY


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-930/volume__snapshot__delete.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-volume.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateVolume.html
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ERAEER

--name new_vol \

--ontap-configuration CopyTagsToBackups=true,JunctionPath=/new_vol, \
SizeInMegabytes=2048,SnapshotPolicy=none, \
StorageEfficiencyEnabled=txue, \

TieringPolicy=all

EEFHABERE (ONTAP CLI)

1. ZEETnoneRE  BFEATIGS,

::> snapshot policy show -policy none

Vserver: FsxIdabcdef01234567892
Number of Is

Policy Name Schedules Enabled Comment
none 0 false Policy for no automatic snapshots.
Schedule Count Prefix SnapMirror Label

2. HEFABEBRR  FEATI®SEnone RRIFIEEHEKE,

« BifABsvm name) SVM BT,
s EHAABE VOl nameIRBERRE,

ERBRENCRER , FaAy.

::> volume modify -vservexr svm_name -volume vol_name -snapshot-policy none

Warning: You are changing the Snapshot policy on volume "vol_name" to "none".
Snapshot copies on this volume

that do not match any of the prefixes of the new Snapshot policy will not

be deleted. However, when
the new Snapshot policy takes effect, depending on the new retention
count, any existing Snapshot copies

that continue to use the same prefixes might be deleted. See the 'volume

modify' man page for more information.
Do you want to continue? {y|n}: vy
Volume modify successful on volume vol_name of Vserver svm_name.

FRBEEHRR
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R E

REBERFHASREARNFEFRRE AN ERBRZEAE s L. ARORBRBORERESBREZ[H
5%, MRRBEXEBREZE , EMBHIFATHNERRES K EEEFBARRRL.

REBHORELARAEANTERERRBES , S FRURERD. IRRBREXNEHREZE , B4
ARFEAPHERREMBRRABHRBES  LERZER , LMEFHAERRK, S0TMERD EE,%%’H%
REITNHEREEE D,

BERBEA 100% A EHNRBEREBR , EMARSRKREAEE SSD REFERH. EREFBARRR
ERBREGAEATHERZIRZER K RRF2ANER, IRXKRSRBERMER , &
/\ﬁEEHH*JF%EgﬁIE’JTJ{Rﬂ&E_LE*o

ERBREPHRBEZHNTAHRZEE  EE SSD BEMRERSBEAMGZBHTERE
A, M2RELERNREBERAASEARRBOREPNZE,

HREED IERBERAARRBREENHWHREEZE (RBFE) , AUBFBL/RBRE AR
B, MEEXE SSD BEKRERTAZHRELNTERIISHRFTER

MREHRECRFEYRR , £EE SSD BERBRERETFTEELEEMATRAZEZRE , RAMEUNRES
E2RMAEN. ELALAMBRRE , TRERFEEZE , TREBYEMEAESR

IET LAER NetApp ONTAP CLI SRR [E LRVRIBREE, MFEFMEET , F2H EMUREN R
BRE

EHTHR R IRBRE

&R LAE R NetApp ONTAP CLI 5 AP 8 F IR E N RREFE , MTHREFMR,

1. BEFE NetApp ONTAP CLI , EB#IT T+ , FEE AR NetApp ONTAP R R HH Amazon
Fox BEEEER PRI REHEITERER. Bfmanagement_endpoint_ip AERRKEERE
EIBH P i,

[~1$ ssh fsxadmin@emanagement_endpoint_ip

ZZU n¥%ﬂiﬁﬁﬂ nﬁ E4 % EFH ONTAP CL| %:Eim*%\%}bo

2. f#M snap reserve ONTAP CLI i S REFANRBREIARENRBEZEE 2
tbo vol_name AREREER BFEEMK , LAK percent with the percent of disk space
you want to reserve for Snapshot copies.
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::> snap reserve vol_name percent

THEHEHR vol1 HRBRBLERURERTTEN 25%.

::> snap reserve voll 25

HER2E R E A NetApp SnapMirror

&0 LAA NetApp SnapMirror 3REEE ONTAP #ERZMKH FSx EHERFFZ_FARERRRK , JHhFE=
EERRARER, LYEEAREERBENEEHTE.

NetApp SnapMirror A EEREEFR , A ERERE AWSKH I BHIME Amazon FSx ERR K2
BETEE , ERRRSZHEEEST ONTAP R , H#eBSsERN THAMNREEREE, AWSH
REZBE RPO (RREHEBE), RTO (BERFEEE) AIMEZEEFHEERR , EEENERTUS
5 7 EHEE — Ko

BB ERERE NetApp BERRAUBFEBEEMAEERE  FNERNSRERHTMNE , IEZERR
B RARE, TEENBESRRE. NEEEFERESER NetApp SnapMirror WEEHIERR |, 52
B NetApp BlueExp BRI XK 7 ##4E 5 IR #%.

% T NetApp ONTAP CLI F1 REST API 24} , B i LU v & %738 (DP) B K9 RIBEE AWS CLI |
LAfE NetApp SnapMirrorf£ | Amazon FSx £# & . F Amazon FSx APl, #1&F A Amazon FSx x
BAEENEBENBRENEEENR AWS CLI , ESREIHERE,

& AT LAE A NetApp BlueExp 5 NetApp ONTAP CLI REFERERENEBTEXE,

(® Note

SnapMirrorfE EEH AWM E : HEEEE K SnapMirrorfl SVM K #E KR (SVMDR), FSx EXE
ONTAP Wk [EE K SnapMirroriE B,

{1 NetApp BlueExp RHFIZE R

&7 LAfE A NetApp BlueExp SnapMirror £ #) FSx ¥ ONTAP BRERFEREES. NEFMEE
# , 582 E NetApp BlueExp SREANHHMER Ko EERER,

HRRER 124


https://docs.netapp.com/us-en/cloud-manager-replication/concept-replication.html
https://docs.netapp.com/us-en/cloud-manager-replication/task-replicating-data.html
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£ NetApp ONTAP CLI RHEFZEEE

A LAE A NetApp ONTAP CLI REREHIRENHMKREEE., MEMEERF , 5526 NetApp ONTAP
X OFHRHEE SnapMirror B EEE .

REERIER Snaplock

SnapLockiB BINRE A REHERERS "—REAZHE L (WORM) RE , BULRBER , BHILEERE
HNREHBRETERRMER. EAIASnapLock REFEERER/, REMBREBENZZTPHREUR
RE K WAHERRERHENNRERE  BHILEREDERIMER,

\

¥

E AR NetApp ONTAP B9 Amazon FSx X EESRMMEEAREZEN, SnapLockNEFHMENR |, FFZ
B8 SnapLock £ & SnaplLockit 3,

IBTILABTIE 2023 £7 A 13 BRZEBEILH ONTAP BERHS , £ FSx LB SnapLockiii#EE, I
BREERREB TR RN BHERER P ESSnapLockX &,

FE

« SnaplLock HViE/ER R

« SnapLock &3

« Snaplockit3

- {EHAREH Snaplock

- BERRERXE WORM iREE
« {E 13 SnapLock ik [E

« MERSnapLockRii &

SnaplLock BYEES R

SnapLockAIPh ILIEREZIMER, BFEREFHTE , HHEFSEREETEEN., EEREISnapLock
BER  SERARREEA—X, EISE (WORM) #EZR , ¥RXEERNREHE, BT
UEEENREEAURTER , TAEANREER , BT ARt FERE.

/A Important

BB EHEERSERE RV B ASnapLockik E. JESnapLockiEEEEI v R HEFE
2 A SnapLock i REE .

&/ NetApp ONTAP CLI REIZEE 125


https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-replication-workflow-concept.html
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ERAEER

REE

SnapLock EEMBERBER : SR, BN NetApp ONTAP B Amazon FSx X Ef, ©
MEEFRNFERARS , WEFLNERE , EEMEBAIER WORM EEREERNER TR IS KR
MiBR. TRIRPELRBEX BN —LEMLUEMER,

SnaplLock Ih&E

DU

15 A =451

BBRS

EHHRE (EBR)

BREE"

i Uil

#amER
SnapLock i #5084 i % B

SnaplLock &1

EERMHERE FERS
WORM WiE%R , EX/EREH
B REMIER,

« BTRABNSRITEREN
ER , fINEBERFRZE
EERA 17a-4 (), (&
BEERMEEESEHA) &
4511 R R EBEIEmmBER
S2EEY

- BTMIEBREHE,

=
=

=
=

fim

7|

fim

fim

" ONTAP CLI # REST API % {E EBR f it 2R B,

SnapLockit %

RAEE & ] LAGE A R BR

e , EEAREHEI 2 M

Br{dERTRE E @A WORM
GRS

- RTRSEBNEBTEN
MATESR M.

« £ "SnapLockF& M

Z BRI R B RRE

fn Fn O 1 ]

fim

SnapLock BYE/ER
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SnapLock B &

B EBER SnapLock B 1 B R BE¥ISnapLock iR EH T L E)E, SnapLockBEEEHEREE
ONTAP CLI #fJvsadmin-snaplockAEBHERN, BLEARREEEES  TEVEREEEA
BHNFHEREERMEE (SVM) ESnapLockiEEIRF

BT LAE A ONTAP CLI A fyvsadmin-snaplock B &#{T T 5 :

- EELECHERAERSE. ARRBENSRESA

- EEHRE  BDHMRERA

- EEEHA,. Q#BiESE, RBREANMESR

* #{TSnapLockBifF , BIFHEM BRI EERE

- REMBERRE (NFS) MEMRRFEE (SMB) BHAHE

- REMZBBRE (DNS), BEH A HKEFHEAME (LDAP) kB EFRE (NIS) B
- EPRMEZX

THRRFEMARBA7E ONTAP CLI FHE Y SnapLock R BEE, BMLEAUEEEEESEDEAL
2ER , flNEEREBIABE (SSH) , FREH T TIE,
£ CLI RfEA vsadmin IREREHEABEIT SVM EEEIRFE ONTAP

T T OGS, B SVYM_name i SnapLockAdminREEEHEER,

clusterl::> security login create -vserver SVM_name -user-oxr-group-
name SnapLockAdmin -application ssh -authentication-method password -role vsadmin-
snaplock

SnapLockT&# i &k i Bk [E

SnapLock#&# a0 8 iRk [E 2@ & SnapLockERic sk , HPF @ SEHNEERER , HlWE I SnapLockF
MEBEWFE, BITRERBREXNERE , IEERLRE "62REB 1 K. SnapLockfE it ki
BERT BRI EHEC K,

BB B EARR SVM 2 I SnapLockiE#% 5C#&SnapLock iR [E |, FREHN 1T T FIBNE :

 BARKERRARASnaplockt ¥ RERE [E b #Y 15 RE M R
« ¥iSnapLockERMHUREFNERER "TEERE. .

SnapLock BYE/ER 127
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/A Warning

» SnapLockfEZiC MG ENREREHRAANEA. EHREHEM G , IFEREERE
SnapLock Enterprise #83 N2 , 8% MIBRSnaplock &% 5t 55 i |2 U & B2 H AH Ba Bt Y
SVM FERRH.

- MREAREMBFERMER  BEREHHEEHMERENRENR , AR EHEESE
AERNRERE, Sl IREAREMBRRERS 10 BANESR , MEKCEUKRE
MERFHRAAEAR  ARKEEHRENREHESLERE 10 EA,

SVM # RgEE —EE A F I SnapLock %L & RER[E |, B SVM F Y Z{ESnapLock & ik [= AT £ A &
BRRE, BEERINEESnapLlock LR E B ESKEREA/snaplock_audit_log. &
FHMHBEETUFEALEEERR , TR SR ENRRE,

& B] LAfESnaplLockf& ¥ 5C 8k MRk B4R /snaplock_log B & T #Y B & KX B fE e sk, BERAM
BRr{EEEICHKTEprivdel_log T EHEEH, 2EA T&ERE. FREFERIEE/snaplock_log/
legal_hold_logs/. FiEHfhi & FEsystem_logF B #&H,

EAILAE A Amazon FSx £3#2&. Amazon FSx APl LA ONTAP CLI #1 REST API 2 37 SnapLockig
¥ Bk E, AWS CLI

(® Note
ERRFE (DP) RiRR R A M A SnapLock e A SRR RR B i

T 5 REFRBUMIE Amazon FSx F#2 & £ 7 SnapLock#&E# B iFEHLERE .
& EESnapLockfE# Bt REERE | BEE A Amazon FSx £# &

1. BB Amazon FSx £# & |, #1t A https://console.aws.amazon.com/fsx/.
2. FEBPEREUMUBRENRRFREIHKE,
3. 1E "H#EREL BES , M "SnaplLock #HEE, | BEIFRA,

ERULZEN S AR BB ER R ESnapLock LR A E S,
4. &H¥ [(EMECHRER] , &ZF (B

BEE AL BEERES/snaplock_audit_log.

SnapLock BYE/ER 128


https://console.aws.amazon.com/fsx/
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5. FEREVTERUNURENEFNEGSRE THIRE,
6. 1BIE (MR UBILHKRE,

EEF A Amazon FSx API BiEtSnapLocki#% A &R E , F5AuditLogVolumefE R EA.
CreateSnaplockConfiguration

FHSnapLockiii Bt [E R Ay E R

BT LMERARBEREAGE (B2 NFS 1 SMB) BR1FEISnapLock#EEFHNER ., SERBA
SnapLockiBEEHRBEZ WORM RENER TS ERUNETE,

B LAEEHE NFS 1 SMB BISnapLockiifik B v BERER , BT E7EH WE{SnapLockik[E £
REH WORM Bit, BXERKEHRNWERENRERXE WORM , B tEMER S hMBR. MEF
HEF , FSE BERERXZE WORM kEE,

&0 7] LAfE A #8 B SnapLock & £l SnapMirror , BRRHEEN B WitHMRESXAREEMHEREERER
#YSnapLockBBR[E (flan , ME &L BE AN = [ ).

SnapLock &%
iR NetApp ONTAP B9 Amazon FSx X #ESnapLock& R MR E

{# FiSnapLock& #1%
FHRAFEHEREEXANEARFNEESE,
SnapLock’& #1818 K 15 F 525

BRI S H TIEARMEESREREEN,

o BAILAEASnapLockERREEBN BRI ETENER , INXEARERZZESHL
17a-4 (f) , FINRA R E| 4511 MEBEERBERZIEZEREM 1.31, SnapLockét ¥ NetApp
ONTAP BJ Amazon FSx € R R B L RERFSELEHFER. Cohasset Associates i EFFHE

A, FSBREAR NetApp ONTAP B Amazon FSx &R EHRE
« BAILAERA "SnapLock’EMEMRE ) REXDIGELENERREBRE  UIEEHRRERE,

SnapLockfF& N EE

UTREREAMAREEAN - LEESR,

SnapLock &% 129


https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateSnaplockConfiguration.html
https://d1.awsstatic.com/r2018/b/FSx/cohasset_assessment_for_fsx_for_ontap_report.pdf
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ERAEER

 TESnapLock S RMHIRE L ERERATA—IX.
EMIBREXAE RN REHAREH,

A Z IR (WORM) iREEZ % |, {EMEEA & &R

- AR EWHKE LA WORM EXRNAZHHEEEH , E WORM EREREHEREMBRE , = seMiBx

SnapLockfF & M REERE

- BEEEEN 2B EFH WA SnapLockB A HHIERE,
o & LLA SnapMirror 2R E WORM X , ERFHEENE EUBEEXBEEGHBENREER ()

m, MEBLER [HEHE]).

« A SnapLock iR B EZE I ASnapLock b ERERE , R2Z TR,

I SnapLock & MR [E

BT LAE A Amazon FSx E£3#2 4. Amazon FSx API BAAWS CLIX% ONTAP CLI #1 REST API #31
SnapLock& R REE,

£ E#H Amazon FSx APl 23 SnapLock &R BREE |

CreateSnaplockConfiguration

T2 FREAUMAIE Amazon FSx =3 A EB Y SnapLock& R HEE,

£ Amazon FSx £ & L# 3 SnapLock& R R [E

1.
2.
3.

7.

BARK Amazon FSx £ & , #81L A https://console.aws.amazon.com/fsx/o
PEREPEITURENEFEIHEE,
£ TR, BES , B "SnaplLock fHRE, | EERA.

EEUL B E S R AR R B B R R AR [ESnapLock LA A E &
$H¥ (REER], BE (Fek
£ e SR E]) PiEE A N =A].

MEREE "RAL  BHEE "HeKE&, REA/snaplock_audit_log.

MEFMES , F2E SnapLock B ACHHIRIE
it TREME. WA "ERGEEL . "THRMREL R TRELR. BE
FRIERELN,

WMEFMES , FSE EARER Snaplocko
® TEERR. P, EE TRAL M TERAL .

f&SnaplockTypefEH{EMA.

RERBEEMERE

SnaplLock &R

130


https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateSnaplockConfiguration.html
https://console.aws.amazon.com/fsx/
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MREERE "RIAL | BE "TEDEST. HERAELREREN TEBREEE. B,

ERILEE 5 2 E 10 F2BEE.

MEFMET  F2E BBEX.
8. HREREMIERN  FHEE [BH] A [FAL

WMEFMES , FSEH BEMEN,
9. FAERPEMMUKRENEFNESRIRETHEKE,
10. 1E$#F [FERY] AR HRRE,

SnaplLockit> %

B NetApp ONTAP B Amazon FSx Z##SnaplLockit £k =
ff FASnapLocki %
FHRALEREBERANEARGNEEEE,

SnaplLock® 2 & F =

B S TIEARGIBELEXREEL,

« BELAER "SnapLockit ¥ RIERRELTE £ & MIBRER,
- BAILAEA SnaplLock Enterprise 2RiZ FHEMBM ER TR MEMAIBE R 1.
- SRR LAE A SnaplLock Enterprise BB REERE , AR BMEMASnapLockFE M.

{F FiSnapLock ¥/ ZE1E
DTREBCERBEAN—LEEEHE,

« A LLASnapMirror’REE WORM R , ERRHUBFEN B EWGEEXEEFHENREBESR (HI
m , mEERLE A Enterprise).
« SnapLockBiffBELETEERAGHRY , IREGHEBRADE,

 SnapLock{EEFXE "EEREL .

SnaplLocki># 131
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FEHEMIBR

FSnapLockit2 1 M "SnapLockiREERE . cEANHEF—EEEEZEER , SnapLock RIKEEE A
LABARX SnapLock Enterprise Bk [E E R REMBRINGE , MEEERNRBHRIB 2 aIMEBRER. R
SnapLockiE B2 8 2 M — A LA SnapLock S ¥Rt EMIRERMERE | H'?Eﬁﬁliaﬁﬁl%“ﬁ_*&ﬁa
FRA, MFEFMER , 5528 SnaplLock EEE,

O LAE A Amazon FSx 18 A . Amazon FSx API A% ONTAP CLI #1 REST API 2R B B =i Ea A 45
FEMIBR, AWS CLIZEZRBUREMPERINGE | BXUALEHEBIREMRR SVM P2 SnapLock i
#%SnapLocki Bk [E. WMFEFMEN , F2 B SnapLockiEac k=,

EEFA Amazon FSx API BRBUSEMIBRINEE , FBPrivilegedDeleteEHRFEA.

CreateSnaplockConfiguration

THRR R IR Amazon FSx X124 Lt BBUSEM R ThEE,
£ Amazon FSx £ A L BIRSnaplock ™ Rk [= /Y 132 R M iR

1. BARX Amazon FSx i #& , #8ik A https://console.aws.amazon.com/fsx/o
2. BERTERUMURENERFEIHMKE,
3. & TERE, BSEH B "SnaplLock #HRE, | BERAS

EEUL R B S R AT R B B E iRk [ESnapLock LR A E &
Y [RE] B | BE (K]

ST TIRMEMIBR. |, EIE TRAL
FEETRIFNURENEFNESRSBEVHRERE,
BIE (FEF) BV HRE,

N o o &

(® Note

L H B A RIRE delete B RMBR—XBA, BRZEREHRBHAIL (WORM) &
7|<o t.a—.“’J\TIE %,Hﬁlaaﬁﬂ,ﬂﬁfﬁﬁﬂjIEﬁﬂ’gm@VE%o

B LR K A BRAREMR  BREERLER, MREKABERSERER , ERTEERH
SnaplLock® 3 i ik [& #H B B Y SnapLock e B 5o Sk B Bk [= .
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ERAEER

ZE# A Amazon FSx APl kK X BARA IZEMIERThAE |

CreateSnaplockConfiguration

£ Amazon FSx £ & Lk XA ERSnaplLock{t £ RiHx [E LAY IR M ER

1.
2

R L

BAEX Amazon FSx £ A& , #81t A https://console.aws.amazon.com/fsx/o
HEREPEIMURENERELHERE,
F THER BEH , H "Snaplock fHEE, | BIERLA.

EEUE A 3R LA R B R R AR [ESnapLock LA A B &
$HY [RE] B | BE [BF]

#HY TREMR., | EE TKAEAL
BEBRTRLNURENEFNESSREVHERE,

BIE (MRS MRV HERE,

# 7 SnapLock{t ¥R [E

fEPrivilegedDeleteEH{EA.

A LAEFH Amazon FSx 124 . Amazon FSx APl LLAWS CLIK ONTAP CLI f1E & APl 237
SnaplLockt ¥ HEE,

ZE#FH Amazon FSx APl 3 SnapLock 2R [E , 55SnaplockType
CreateSnaplockConfiguration.

£ Amazon FSx £ & £33 SnaplLocki® ¥Rk [E

1.
2
3

BRX Amazon FSx £#2 & |, #81t A https://console.aws.amazon.com/fsx/o
AEREPEIMURENERELHERE,
£ TR, BES , B TSnaplLock fHRE, | EBERA.

EEUL R B S R LA R B B E iRk [ESnapLock LR A E &
¥ [RE) BERX | BIE [ F]
£ (R HWERE] HIBE A M =]

MEREE "RAL  BHEE "HeKE&, REA/snaplock_audit_log.

MEFHMEF , 5520 SnapLock L HRITEE,

SnaplLocki>#
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6. #¥H "REMB. K WA "EERRE. . "&MEL R "TRELR, WE. ARABEEMESE
MENEN,

MEFHMEF , F2E EAREH SnapLlocks
7. & "BEEBHRL P, =EEZE TRAL M "EFAL .

MREERE "RIAL | FBE BB HERAELRFEHREN TEBREE. B,
ERILUEE 5 2 E 10 F2EE.

MEFEFMES  F2E BBEX.

8. HRN TREMER,  FERE RBAL. "FRL M TKAER
ME\EFHMET , F2E FEMER.

9. HRHEREMIERX  FEE BAH M [FAL
MEFHMES , F2HE BEMNEN,

10. FAERTFRLFHRENEFNHEGIRETHEKRE,

1. B#E [RERY] AR HRRE,

B b SRR

MREEAH R Amazon FSx £ AT Amazon FSx API , BIXZEHE 1AM
fsx:BypassSnapLockEnterpriseRetention & , TR T EEEEAFREBERZ
WORM #& R #SnapLock{> #RRE[E

MFFHMER , F2B MERSnapLockiix[E.,

F AR B HA SnapLock

ERE M SnapLock iR ER , BAIUREHMKRENERRENE , BUURERA—X, HAEENS
18 (WORM) #ERHWRBHR, EREHE , CEEMRIBUZER/RBENER. REHER ARG
EREFE. Sl , MREHE 2023 F£7 B 14 BFREEREHRS WORM , ¥AREHRREST
F,ARESEHSLERT 2028 F7 A 14 BFRAL,

WE WORM MIEHEERN , B2REESERERE WORM iREE,
REHABIR
REBEREIEELTISENERE :
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ERAEER

- ARREH — R WORM ERNARFREZHE (NMRERRHARNREHE),

- REREH — TIEEHR WORM EXRNFEREH,
- RRAREHY — 7RG WORM EXRNERAEHE.

® Note

BEEREMNBRE  BOEEER WORM E5R. BRESAMBRIRERNVRENE , B

RER WORM BrzE.

BRLMERABETRNSEEMREEREHE. TRIIHXENERE,

Type
MiE
o8
N
PS

=1
0-65,535
0-65,535
0-24
0-365
0-12

0-100

{5

KAREER

BAR "ERARE. . "&K
R, M THRPMRE L o

REER , BREREREH
Bk,

EEARERERE.

REHE
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TESSRRERABERIETEREYEN WORM K | RFELRM ASnapLockli R EN &SRS
HiRR, B4 WORM RENERERAEHREREK , FNRZHBLANREENERER LR
EREREHR.

1B HY o BE A

WORM ERHNEREHRIRE | LA SAMRERIEREFRNRELR , LEHBFR WORM By

#, WORM EXRTEEREHEHRABMER. ENAEEEN WORM ERNAE , BIEEREH
Ei.

% TE SnapLocki ik &= 7Y 4R 2B &

IBATLAE A Amazon FSx £# & . Amazon FSx API BA% ONTAP CLI M E & API 3RE%E SnapLock
BREANRZHE. AWS CLI

EZfFH Amazon FSx API s ER B HIR , BFEASnaplockRetentionPeriodfHRE,

T3 RRFERBAM{AIIE Amazon FSx i A LR EREH,
£ Amazon FSx £ & L5 E SnapLockhif i &= 1Y = &5 HA

1. BARX Amazon FSx i #& , #8itA https://console.aws.amazon.com/fsx/o
2. FEFPRUFSUBRENERELUERE,
3. 1 TR, ERESD , ¥R "Snaplock #HRE, | BIZEEA.

AU R EN S B LA SR A B R R Rk [ESnapLock E RN A B &,

4. #H "TREHE. K WA "EREE. . "RMREL R TRELR) NE, RARABEEMEE
MR ELN,

5. WEEPERYHURENEFNERSRE THKRE,
6. RIF (M) LEMHKRE.

ERERXE WORM kR

RE SRS EEERE — X EAZR (WORM) A, TENHTALMER | ER—ESBIBL
B E R EADSERREN TN,
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ERAEER

HERX

MERRELEEN —BRFEARER , BRI UAEA BB A SERERA WORM, Z0JLER
Amazon FSx E#&. Amazon FSx API LAAWS CLIM& ONTAP CLI #1 REST API BB B2,

BT LEE 5 DEER 10 F B EBRTHE, TRIIWXENSEHRE,

B (=]

548 5-65,535
B 1-65,535
X 1-3,650
A 1-120

& 1-10

ZZ M Amazon FSx AP| BARKB BFE ™ , A AutocommitPeriod.

C

reateSnaplockConfiguration

T 52 FERBAtN{A4E Amazon FSx 124 FBE B EEET,

1£ Amazon FSx 12 & LB B ERET

1.
2
3

BRX Amazon FSx £ & , #81L A hitps://console.aws.amazon.com/fsx/o
REEPEIMUGRENERFELHRE,
£ TR BEH , B "SnaplLock fHRE, | BERA.

EEULZEN S AR BB ERER ESnapLock LR AR E S,
¥ TEERERE.  EE TR
HR TEEBHEF. BB mABELREHEN "TB8®EL B,

ERILEE 5 28 F 10 F2EE.
AERTFELNHRENEFNEGIREVHRE.
B [FEEY] AR M HERE.

HKERERXZE WORM
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BB NE

BEEIEHT WORM RENERZHFHNIREER, B , SnapLock /o544 A 7] M MY SR #EZEIR
BEEENRE. Sl , BAERAFXHRRESHEIREARBE  ARUEEFRNATEMAEAR
5. O LAEA Amazon FSx £# 4. Amazon FSx APl LAK ONTAP CLI #1 REST API RAWS CLI
A R B B B AR = F 4R =X o

B RTHARR R AR B TR

- HgSnapLock®f & 2478 H &
* SnaplLockFiiff B X4BER W RBEARNEAEER,

EEM A Amazon FSx AP| BARURER [E M & |, FEVolumeAppendModeEnabled?E.
CreateSnaplockConfiguration

T 52 F R A 7E Amazon FSx 124 AR EM NER,
1£ Amazon FSx 12 A - B BrRE E M N =

1. BB Amazon FSx # A& , #8it %A https://console.aws.amazon.com/fsx/.
2. RERTEIMURENERELHMERE,
3. 1 TH#ER, ERED , A "SnaplLock #HRE, | BIZERA.

EEU B E S 3R LA R B R R AR [ESnapLock LA A B &
4. SHHHIBRERMNER | BEF BA.
5. WERPERUFHRENEFNERIREYHMIRE,
6. BIEF [FERR] UEIHRE,

EHARE (EBR)

BUERASHRERKE (EBR) B EARBMERBHBMNBITRE. flm , B g EREPm
BHEREHRA WORM , ¥FHsnaplock event-retention policy createfl#gsnaplock
event-retention applyTREHRER—F. £ EBRE , XAEEHKE. BHEIER,
BEEY EBR RAIKERNRENESEAESEERTHHMEER,

EBR 32 Z| ONTAP CLI fMHEfth APl X 1&.
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateSnaplockConfiguration.html
https://console.aws.amazon.com/fsx/
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® Note
ONTAPTR X %5 FlexGroup %H EBR.

THRFRAMMEY, ER. S%MER EBR RAl, B4 A RESnapLockRMEES (B
Bvsadmin-snaplockB ) FHETE ONTAP CLI RERIEL T, MHEFME , 2/ Snaplock
EEE,

HE CLI F2 3 EBR R ONTAP

BITT YT, AERECHERER p1 M #10 #4,

vsl::> snaplock event-retention policy create -name pl -retention-period "10 years"

HE1E CLI HEHA EBR JRRI ONTAP

BT THGE. RER EEI’JL:.E B pl Mslc. MREEETE EBR RAINBERE , AJEERR
() 2EFERE, B, KB TEN EBR RREAEZSHWBRELWAMEER

vsl::> snaplock event-retention apply -policy-name pl1 -volume slc -path /

ZE CLI 18k EBR [REJ ONTAP

BT T S. AEBCHNEREMR p1 M #5 #4#,

vsl::> snaplock event-retention policy modify -name pl1 -retention-period "5 years"

HETE CLI 1R EBR [RAl ONTAP

$;1'?T-FEIJ$%O RAEEENEEER plo
vsl::> snaplock event-retention policy delete -name pi

"NetApp X0y HEVEEIET

- REEESEHREDLE
- REHESHREBRTER [ RS
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https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-event-retention-abort.html
https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-event-retention-show-vservers.html
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- REEEEHREET
- REEEEHREBERET

BERE

ERLMER TEERE ) ERYARE WORM R, ZEREEEARFABEN, EHRER NERRE
28, EEMRE TUEREFEL REHN WORM X,

EEREZ ONTAP CLI MEAM APl X1E,

® Note
ONTAPAXZ#E EH FlexGroup HBEER TEERBT, -

THRFRAMAME NG R TEERSE L . BAARSnapLockRAEEEE (EBvsadmin-
snaplock ) FREFE ONTAP CLI RERIEE T4E, MEFMEF , 552 M Snaplock BEE,

£ ONTAP CLI ¥fSnapLock& R IR EFHNERRE "EERE

HIT IO S ., #euuspssssy 1#slc_voll ### 1#

vsl::> snaplock legal-hold begin -litigation-name litigationl -volume slc_voll -
path /filel

£/ ONTAP CLI #fSnapLock& R MR E RN B ERRE EERE
BT TSwS. ALBECHNERE®R42 1M slc_vol 1,
vsl::> snaplock legal-hold begin -litigation-name litigationl -volume slc_voll -path /
5 ONTAP CLI # 3R SnapLock& R 4RI E P E R EZEFNRE
BIT RO, #anppsnpsntt 1#slc_voll ### 1#

vsl::> snaplock legal-hold end -litigation-name litigationl -volume slc_voll -
path /filel

5/ ONTAP CLI #&3RSnapLock& Rtk EFFTERE RN EEFRINRE
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BT THes. AEACHERERL2 1 Msic_vol 1.

vsl::> snaplock legal-hold end -litigation-name litigationl -volume slc_voll -path /

(® Note

BB RER L LB REFF-operation-statusfMsnaplock legal-hold showds
TER  UHEKRETEXRE.

"NetApp X #H0y FHIEEIET

- RAMFEFEREDPIE

- RESEHEFEREER XM
- RESEIEFRIGERERE
- NSERRES

{i& 9 SnapLock B itk =
A LA SnapLock i ik R A S AN ERGRE, ELERUIRER , SnapLockBiR[EH RIAERE

(PlamEsRERE,. R PMREBVNEAREE) HFERE, BERE-XBFA. BNZE (WORM) REMZE
#RE,

(® Note
&4 £ B3 SnapLock FlexGroup& R,

& 7] LA RigSnapLock ik 2 #Y s 10128 JR A SnapLock =t 3ESnapLock B ER[E, B , B EAE IESnapLlock
RiER [E BV 1918 R A SnapLock R [E

MERGHFHEN , FS2REAED
il Bk SnapLockfid ik [&

IR SnapLock S MR E EWFIER A, RIS ME (WORM) ERHNREBHBECIBE , &7 AMBR
AR HRE,

{19 SnapLock i i [= 121


https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-legal-hold-abort.html
https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-legal-hold-dump-files.html
https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-legal-hold-dump-litigations.html
https://docs.netapp.com/us-en/ontap-cli-9121/snaplock-legal-hold-show.html
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® Note

& & BB 2 & SnapLock EnterpriseZ Compliance BB EAWS 1R F K FsX BEAWS , ONTAP i
FSx EEEEMIRF 90 X , EENERTEER, WREBRERE 90 RAEMFBIRS , &R
B RBRERM , BAWSE MR 2IESnapLockiiiik B ERIERNER,

MREEEENER , BT LABERFM BRSnapLock it £ MR E, EXER Amazon FSx B

B, i, EREEANRE Amazon FSx £ AIER Amazon FSx API , BEHEEEE IAM
fsx:BypassSnapLockEnterpriseRetention IAM 51 , TR EESERREBE 2
WORM ¥ #HYSnapLock{t ¥R [E

/A Warning
SnapLockE e kG ENRERBHRASNER, EARBHE AT , BEEMER
SnaplLockfE Lk MEE, REEEERMT (SVM) S SVM BN ERRSK — AIEHREE
—RULEEREBIMNE—8K. SnapLocklNEFMEN , F2E SnaplLockiEZaC skl [E,

£ Amazon FSx £ & L MBRSnapLock it iRk [E

BARK Amazon FSx £ & |, #81L A https://console.aws.amazon.com/fsx/o
EERASBERT , 1BEF [HMKE]

BELEMBROEERE.

EEED , EREMREERE.

&%) THEI® SnaplLock EMRE, BE "RL

EHEDHFELRY , A "EYSKRGEG, BEETIHED —ERE

o a0 A w N~

- RE (B METHRENGRES . RKEOHNBBEIET.,
« MRETREUBRENZRED , FEE [B]. RRGERCRRURE—BMER K RELXBE
A B BED,
7. TEFEREMIERME{Idelete I AT HITR EMIER,
8. BEIEMBRERE

MIBRSnapLock iR = 142


https://console.aws.amazon.com/fsx/
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£ FSx 8y Microsoft SEE) B £ 1T ONTAP

Amazon FSx B2 Microsoft SEE) B #k&1F , BRI BMIREER ., Active Directory £ Microsoft B &R
%, ARGEEEE LYMHNEREER ARG RAEEENFERESRANEAEEENR. SLEYHBE
FEORELAER , AINERGREFNEREAENEHIRS.

BRI LURIEMEMAS FSx AR ONTAP 17 [EERHST (SVM) AR Active Directory #8183 , SAfR{H
FERAERBEURERNERRERNFZEES ., FRSFASER (SMB) AFmEER I AFERwME
Active Directory FIREHNFERAE S 2 RBFE I FIW SVM #kE, ENEAETUAEABREN S
DREFHEERMNERKRNEFR. A, BUUERENERNENRRELZLFEIRFIEE (ACL)
HHREBEE Amazon FSx , MEFHITEMIE K,

B84 A NetApp ONTAP B9 Amazon FSx M AYER & B &85 |, eI LUB I ERRHKEMN SVM i
AERAHRE &%, ERTETUBE—BERRE , HPES—L SYM, EL SVM EMAZEAHE
#% , AR HAIEEZLH SVM,

1 SVM IIAER R B #c®  ERIUEH TIERH B SHIAEEBMH

- DNS falfkag IP fit
- BREENERDBEERBIRFEREER

&

- # SVM A B &REEH Microsoft AD Y 5 R4
- FRAEDHESNSERR

 # SVM B Microsoft SEE) B 8%

- ¥ SVM EAH B $iHAE

# SVM INA BEREEH Microsoft AD B Fo R4

EIEAE FSx AR ONTAP SVM A BEREIEH Microsoft AD #BiZi 2 Bl , SHEEENER T B 4%
MR RFE T YIS HrmRH FE R,

B

- REPEEERF B &

- BEAHREER
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. {EFH B SRBIES BR

W ERERE1E A B 8%

HBELCELEATMA SVM WAZE B H i B 1TEE Microsoft AD, Il EEI B $FEEF LA TH

3

« {ER B SMBEE BT sEE R A Windows fAlBR2% 2000 ZHE &S MRAS.
- AT B HERANPEEEBTIRE —FERPEE (SLD) 3. Amazon FSx F3%#F SLD .

- MBRBEESE Active Directory ShA , 55TE VPC FE ONTAP #EERKEH FSx HEIBIM FHEKE
T4 B Active Directory Sh & H |, T BI&H VPC F#E%EE Active Directory 1h & L T < ™
REER,

® Note

MR EZEEA AWS Directory Service , BIIEAR ONTAP B FSx A X #E#§ SVM tn A S 1E
Fis B #%.

R AHRETE R

ATEERE THIM@BERRE , URAIREERNHEEES.

/A Important

EEMACEAFEEN SVM , BN EREAREBEFNRMNERE RS SYM EHWFIEER+ B &
B H 5 iSCSI IP itk (iscsi_1 F iscsi_2 @ HE (LIF)) 2BEHRE.

- DNS fal iR 25 M A o B SRR S vh Ry IP frit.

« BIEEERIVERZRFERN Amazon VPC E{EHAWS Direct Connect, AWS VPNZH B REE/EH T
B &k BERERR. AWS Transit Gateway

s ERVERRFEZ RN LS MEEF VPC Network ACL K BATFEZIE FHNRE  WIXBTEH
TRy 5 E#1T.
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https://aws.amazon.com/directconnect/
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FSx for ONTAP File Server port requirements

Configure VPC security groups that you've associated with your Amazon F5x file system, along
with any WPC Network ACLs and ONTAP firewalls to allow network traffic on the following ports:

TCP Ports 88, 389, 445, 464, 636

UDP Ports 88,464

>

Active Directory
TCP Ports 53 domain controller

o

UDP Ports 53

>

TCP Ports 445 DNS server

<
i TCP Ports 445

SMB client

TRABSEERENAER,

B E E R y:)=:)

TCP/UDP 53 BFEA BRI (DNS)

TCP/UDP 88 Kerberos & 7 52 3%

TCP/UDP 389 KER A #FEUEARE (LDAP)

TCP 445 B #%fR% SMB R+ A

TCP/UDP 464 BERERT

TCP 636 EiB TLS/SSL W& B sk FEUBAHE

(LDAPS)
- EEFHERD b EZEGREERA NS Active Directory #8133 435, DNS fIARES. FSx A FiwH

FSx REEEMFHAME L.

R AR RETE R 145
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/A Important

R Amazon VPC ZE&FHAEREFBERELURBRAERBN A CEE , BEXZH
Windows Bs X iEF VPC AEim#BRE ACL EBE R E B L [ B R,

fEF R B RIS IRS B R

ETEEZN B REE Microsoft AD F A —ERKEIRFE , XIRFEZ R ESKMARENER, REIKR
FRECERIBIEIL/ENBERER Active Directory RHIEREIRE,

ED RBIRFLEELEMA SVM B OU FEIRTHIER :

- RRAEEEH

- PREIRSBEERANBEAEREED

- BEMIESTEME R EFREmsDS-SupportedEncryptionTypesBH
- BERRFEA DNS THEBMEED

- ERFBEASARKIBEE

- RESRIZFIMBRFTEME R

o fEBER Y EELAI I A IR 5 BRI Th &8

B RAE SV IN A SEEY Active Directory FTERRIKERE S, MEFMEN , FFSH Windows
Server XX . CEREFHENERKEEEFHEERSERMARDRFIGE , 2IE8
FH,

ERE-IBRBNTRY AR ERERNBRBIRS , F2EN I ZIREER Amazon FSx AR5k
Fo
/A Important

Amazon FSx EEE7E Amazon FSx ERRAKEBBEE B RNEE BN RIEKRS . Amazon
FSx X ERATEEERRRM , YHTEREBUEMAZERLEAERERMAZENERD
B&BiENER, EETHEITERMRABMWERRKDE SVM , RIEH NetApp ONTAP EiiE,
£/ Amazon FSx EALNWEA Y B HKEREARBFERINE , SERBIRFEAER, 0F
E—HTH 6 F2H /8 Amazon FSx RiSFEHES H BB BEFH .
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MREREE—IXEH AWS Hl FSx AT ONTAP , FREZLECERVBRES R , AR BRRET
Active Directory &, WEFMEN , 5828 A& ONTAP i E FSxo

/A Important

B SVM 2% , 5788 Amazon FSx £ OU RMEY W EMYHE , BT EFE SVM in A B
BRIGHIER & B &%, ERMZEREM SVM BB,

EREE B SNVREERR

EEE-LEEBNEESE , BEZEES Amazon FSx B NetApp ONTAP SVM A B BEERER
B Microsoft SEE) B 8%, FBEE , ELBREAREER K EBTFRL4EN.

A& 35 A EIRAA IR MY Amazon FSx FRIEIR P

BRIUMEBENRIEF AIRELRALE Amazon FSx WIRIIRF . teoh , BiGHEME (OVU) EHE A
AHlEEE D B

& Z1% Amazon FSx SVM IMAZHRE , BREERBIIEFEZIRGT . HEEEEHENKERER
HPERRIATHIHE, T8, REFLIREHEEEHTIHBREMERIEERNEREIRS, THERF
RETHNAERS FSx B9 ONTAP SVM N A SE I HEE A EN IR E RS BRI,

EEMAEB$&HEE %% Active Directory FHEME MMC R AR EBETWEK ST IHERF,
= EAIRK Microsoft fEFA # B 8B1E 2 I IRIEIEF

1. FRELEURERREES HHE AL Microsoft fEA # B &A@,
BEREATEEFERAENER MMC RAXERE T,

EIFEERT , BRMGEER,

REYFBEESHRZ OU MAR (R—TEBEAR) thigk , RREE (ZRizdl).
£ [EREHEE) EEL | EBR[T D]

B (W8], AERNERENFENERELRAENSERE , AREE [T -F]

£ Tasks to Delegate (EZRIVEH) EE L , i##F Create a custom task to delegate (I EZE
TR BETER) , REBIERE Next (T —F).

8. BREFEERRFH [RETIWH], RRZE [ERWHFL

N o o bk~ DN
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9. BREEMERRDEIMBEIYMG  AREFMERILERRPEERY REBERE Next ( T—
).

10. £ [BRELER] T , BECERN [—#] M S EBHE]
1. R "ER, | FHEETIIEE :

- BHRABARFRS
- EREEADNS THER
- ERENEARBEIESR
« B A msDS-SupportedEncryptionTypes
12. B Next (T —2F) , REREFEE Finish (K)o
13. EREATBEEAENER MMC RARNEEE T,

/A Important
B SVM 2% , 5578 Amazon FSx £ OU FEMV W E Y. ERMSERERN SVM
FlE#EER,

£/ Amazon FSx RiFEMNEE B &EEEFH

FE Amazon FSx SVM MR EBI AT AtE , FFHERSEEREE AD RERERMH SVM HBEREZERAS
B #% (AD) #E4&,

flan |, BEEM AD ERUKREAERRNRIBERERA., EEEERT , " BEXEHER , FELFEH
Amazon FSx BRI, FEESEM , FFE A Amazon FSx A, Amazon FSx API .

AWS CLI E#it , MRS /ER & B $4B1EH DNS fAIBRES IP (it 8F , —BERELE K HNEFEA

Amazon FSx BE#T DNS A iR&ES IP {it,

MREHFHWEREE AD HRERAERE , SVM REESIRE REHER]. WIREEEFEE, APIA
CLI Ay SVM SREIZERIEERAEMNBENEE, MR SVM K AD HHRERAMRE | B SeryiERE
BUHENESZNELSE, WRBEECHER  BEZE SYMHNREEEES "BBY,

MEHMET , 5528 FH AWS Management Console, AWS CLIF] APl EF IR AR SVM ERF
B 4405 & £/ ONTAP CLI 8SUEE) B $; L&,
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ERZE8ERE VPC ARNRE

EERFEBILEE (VPC) AWM RE , U LE VPC RFEEREEREREL, BARER , B
ERRFHAVENZIEKER, ZEEEY , AFEAZEUHARA, NEHE—FTH , F2E Amazon
VPC Z4£&#H,

AERRFNRBNTEEL G H 2R ER A

ATREZ:Y  BEEEAGHRERIRELZSEHE, SERIEXRAATFAEREINEERE
M AD Mg d it R Z e MEER, StZeBFHBERFE Amazon FSx B R R # elastic
network interface HHEBEEY VPC, MEE—F TH#E , F2EFEH Amazon VPC #TIE R RFFHUZ
# o

#% SVM B0 A Microsoft & & B §%

BRI AT RER £ Active Directory REE S RBEIMNEE K BREATNBEEZREE K. FH FSx
EAR ONTAP , B LUEB TP AR SVM BEREIMAREWFERH B &85 -
- HEEIZEBSHN SYVM INASEEE % :

£/ Amazon FSx £ AHRMEZEREEIRIE , B ONTAP BRRMKELIFH FSx , BRI LASTERR
SVM A BREENIERAF Bk, NEFEEA  F2RA BZEUERRRK (FEB).
- A Amazon FSx £ A= Amazon FSx API AWS CLI , £ ONTAP BRRZRHKHIRE FSx L&
H SVM. MEFMER , F2R ELRFEERKES.
- BIEREMN SYM IMASEE B 8 :
- f£/ AWS Management Console AWS CLI, # API # SVM mMMA{ERF B & , WEVDNREFMA

KYEF , EMESRN SYM MAEAG B %, B LAEMACRAF B &N SVM EFHRLER
hESEREEN. MFEFHEEF  F26H EE SVYM fEA+ B &ER,

« {5 NetApp ONTAP CLI 5 REST API 2R A. EFHEXZMAMEGEMA SVM EH+ B $&48
RE, MEFHMEN , F2E FH CLI EBEH SVM £ H+ B $£4H5E NetApp o

/A Important

« REEZMEH Microsoft DNS #AFE5% DNS AR#EAEF , Amazon FSx &5 SVM B DNS
08k, MREFERAE=S DNS, BIXEEEIT Amazon FSx SVM 2% FEZZE DNS &
B,
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- WMREFEH AWS Managed Microsoft AD , BIXEIEERHE , 0 AWS ZIREY FSx RIKE
BB, AWS ZREEEHEFZEIR OU ERH BFTEHE.

B4 ONTAP SVM Y FSx B #MABREENEA T E &K , SVM 2EREZNEAENREER (2
e, FREMEKN Active Directory fHREHF R FEHBERES) MIFAENBEEER (SFBHER
RMAARES) L AMEREH Active Directory f8iZiH .

A SVM DA fE R 7 B 855 7t 3 B & 7
1 SVM BIAMER B 8RES | MRLUEIBM AP AN | BABRE T HIEMIER T B RNER -

« BAKEK SYM BIWERAT B EERYHEM NetBIOS B, EREFHEHEFTHN SYVMHNERE , ©
EENEEESEDPHERHE -/, FNEASRAMAEN NetBIOS 23, & NetBIOS #E#EIA 15 =
TTo

- fEATPEENTEEEETE (FQDN), FQDN FEEBiB 255 llF T,

® Note
FQDN FREfE A E —REME (SLD) #3X. Amazon FSx FX#F SLD .

- J&HBERY DNS R MEEEHEZ =@ IP ik,

DNS fAlfR2S IP sz ut FN4E R A B &R I uh IP sk AT M AEM IP it EE R |, B TSR ER
o

o ERTNEBRMBIRIRIGHEER IP thhE E IR IP ik, AWS EEMNEM L EDEH AWS IP i iiE
B B2 AWS IP i EE,

- YRT 5| CIDR EREERD IP it

- BEB B SBE LNRBIRFNERESBNZE , £ Amazon FSx 1A SVM 2 E) B s
Mo MERBIRFFRNFMENR , F2REEA T EHERBIRE TR,

- (BEM) & SVM B RRVAEME L (OU),

® Note
WMRIEHE SVM A AWS Directory Service Active Directory , &% BIR SV A
A18R3 B k¥4 AWS Directory Service B fI785% OU A OU, AWSER
K% AWS Directory Service TR EFEERERA T B AR Computers
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OU, flzn , R EH/ER + B &8s Rexample. com , BRI LIEE T 5
OU : OU=Computers,OU=example,DC=example, DC=com,

- (REM) ZEZRER , UMEEERIRALBTEEDHENMEEA, fln , HAEFATESER
Windows SMB 2R+, BB ERMERRNHEEES, MRERIEEIEHE , Amazon FSx FEER
SRR A Active Directory #8131 Y815 B 12 S B¥4H,

EIE SVM fEF+ B /A RE

A EERBA Il fE A AWS Management Console, AWS CLI, FSx API 1 ONTAP CLI #1{T T 5I4E%£ :

- BEEKN SVM IMAER+F B %
- BRIREW SVM EA T B $RERE
- RSEENE MR SVM

EERERAT BB SVM |, 18448 # A NetApp ONTAP CLl,

e

- £/ AWS CLI Al API #& SVM AR AWS Management Console ¥ B #

« f£f AWS Management Console, AWS CLIF AP| B IRAEM SVM A& B #4058
- £/ CLI &M SVM £ v B $&4H5E NetApp

o
63

£ AWS CLI 1 API #& SVM i A#EH AWS Management Console B &

HEATIEFEEREE SYVM IMAERF B, ELHERFF , SVM ERMAERF B .
# SVM 0 A4EF & B $ () AWS Management Console

1. BEBX Amazon FSx £# A& , #8it A https://console.aws.amazon.com/fsx/o

2. BELZLEMAERF BN SVM :

- EEAIEEERTD | EE ERRRK] ARBESHLEEN Z SYM B ONTAP ERRHK,
- RERTEERMERSIER,

_®E

B SVM {7 B B =


https://console.aws.amazon.com/fsx/
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- FEETSAHAETASYVMNEE  FEEASEEHETRER ONTAP , RREE (REZHERM
#=l. EETNEIRFHAA SVM B AWS B £,

REERIEINEMAER S H M SVM,

3. & "SVMBE., ERNALA  EE "BF. > TA/ERERPEH, o [ SVM AR
B #%] R E BRI AE .

4. REBEMA SVM WERPBEHKBWMATIER

- EABH SVM EXNERAS B HEREYHAH NetBIOS B, ERFBEHTH SVM AR |
CHEEHNEEEFPLEARKE -, F2EARAMBER NetBIOS £, £ NetBIOS #EiEiR
15 {8 7T,

- ERAP BN TEME AT (FQDN), MEABETSEEB 255 EF .

 DNS fAfR=s7 IP {uit — &1 AY DNS RARSRAY IPv4 it

- RIERFERERTE — I]’AE Active Directory PIRIEIRFNFERAEE B, BV SBHIEF
TTHRE., HIAEXAMPLE\NADMIN , £ FHADMIN,

- RIBIRFFE — RIFIRFHER.
AR — RIBIRFH R,
- (BEM) HEEM (OU) — £EMA SVM 1B REBEMNHHIRTEERE,
- EMERRREESEHE — & Active Directory FAIAEBREIERRBENFEER,

WMRIRELEMEA AWS Managed Microsoft AD , RIAZEIEEEHE , Hlan AWS Z R FSx Rk
BEE, AWS ZREEEHEEFZRIR OU ERH BFTEE.

MREEMABREENEATEE  FEACHERTESPNIFERRE. BREE

ADomain Admins,

5 BEMAFERTBEE  AERREMNELREES SYM IMAERS B,

= SVM I AR # B 8 (AWS CLI)

-  FEEH ONTAP SVM B FSx INAYERA® B # , A update-storage-virtual-machineCLI @8 %
(REM M UpdateStorageVirtualMachineAPI ¥E2£) , &1~ 5 &8 HIFT R

aws fsx update-storage-virtual-machine \
--storage-virtual-machine-id svm-abcdef@123456789a\
--active-directory-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-storage-virtual-machine.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateStorageVirtualMachine.html
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OxrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",
FileSystemAdministratorsGroup="FSxAdmins", UserName="FSxService",\

Password="password", \
DnsIps=["10.0.1.18"]}"',NetBiosName=amznfsx12345

BIBM R FERMIERZE , Amazon FSx 850 JSON RN E@MEREA , T 5 BIFT R

{
"StorageVirtualMachine": {
"ActiveDirectoryConfiguration": {
"NetBiosName": "amznfsx12345",
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "Admin",
"DnsIps": [
"10.0.1.3",
"10.0.91.97"
1,
"OrganizationalUnitDistinguishedName": "OU=Computers,OU=customer-
ad,DC=customer-ad,DC=example, DC=com",
"DomainName": "customer-ad.example.com"

}
"CreationTime": 1625066825.306,

"Endpoints": {
"Management": {
"DnsName": "svm-abcdef@123456789a.fs-0123456789abcdefd.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]
},
"Nfs": {
"DnsName": "svm-abcdef@123456789a.fs-0123456789abcdefd.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]

b
"Smb": {
"DnsName": "amznfsx12345",
"IpAddressses": ["198.19.0.4"]
b

"SmbWindowsInterVpc": {
"IpAddressses": ["198.19.0.5", "198.19.0.6"]

},

"Iscsi": {
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ERAEER

"DnsName": "iscsi.svm-abcdef©123456789a.fs-0123456789abcdef@.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.7", "198.19.0.8"]
}
},
"FileSystemId": "fs-0123456789abcdef",
"Lifecycle": "CREATED",
"Name": "voll",
"ResourceARN": "arn:aws:fsx:us-east-1:123456789012:storage-virtual-machine/
fs-0123456789abcdef@/svm-abcdef@123456789a",
"StorageVirtualMachinelId": "svm-abcdef®123456789a",
"Subtype": "default",

IlTagSIl: []’

£ AWS Management Console, AWS CLIF] APl E#EEK SVM A
th B $kiH A8

EA T HREFREHRSIMAER P B &2 SYM WER - B $RiERE,

E#H SVM {E A B $48 5 () AWS Management Console

1.
2.

4.

BARK Amazon FSx £# & , #8ik A https://console.aws.amazon.com/fsx/o

BEEEHN SYM , WTFAR :

- EEAIEEERTD  BE ERRR] ARBESHLEEEN 2 SYM B ONTAP ER R,
- RERTREERMBERSIER,

_mE

- FEETSHATUASYVMNEE  FEELASEEHETRERN ONTAP , RREEZ (REZHERM

a5 o

WFEFZEREEERHE SVM,

£ "SVM BE, EiRL , #E TEEL > TIMA/ESERAPRB S, o B SYM EAH B A
A ERENER,

&R AR LR B TP E T T FIER B B SRAEREAR 1,

A AWS &, CLI, API B SVM At B $kia8E
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« DNS falfR2F IP it — B#EHA DNS RIRESHY IPv4 ik,

- RIEWRFERAEZERZTE — B’E Active Directory HIRIERFNFERAEEZ R, BV SBHEEF
THEE., ¥ EXAMPLENADMIN , 55/ ADMIN,

« RIIRF BT — FERA P B SRR ZE,
5. MAEM®R , FHEE [EMFEATEE UETEE,

FEATIEFRREHSMAERASEHZ SVM HWEA T B #FERE,
BE# SVM A+ B #k4E5E8 () AWS CLI

EEMEMA AWS CLI = API B3 SVM BfERA+ B #4858 , A update-storage-virtual-
machineCL| @8 % (& MK UpdateStorageVirtualMachineAPI ¥E%) , 20 5 &8 6IFf R

aws fsx update-storage-virtual-machine \
--storage-virtual-machine-id svm-abcdef0123456789a\
--active-directory-configuration \
SelfManagedActiveDirectoryConfiguration='{UsexName="FSxService",6\
Password="password", \
DnsIps=["10.0.1.18"]1}"

£/ CLI EEBEH SVM E 7 B &7 NetApp

BT LLE A NetApp ONTAP CLI #& SVM I AFBECEIM AR D B & , UREREBEEW SYVM FEH+ B
SRIERE,

ffEF ONTAP CLI # SVM AR = B 8

BT LAER ONTAP CLI i3 E/ SVM I AEA R B & , M Y EBFAR, ENERHK SVM EINAE
A E% , SHEAT T IRE,

1. BETFE NetApp ONTAP CLI , FF#4T F3lan+ , EE AR NetApp ONTAP fEZRRHEK Amazon
FSx EBEZER FBULZEREIERE., Bfmanagement_endpoint_ip BERRREEE
EIEM P i,

[~]1$ ssh fsxadmin@management_endpoint_ip

WMFRFHMER , FSE £H ONTAP CLI EEERR K.
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-storage-virtual-machine.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-storage-virtual-machine.html
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2. FEiBIRMHTEE % DNS &% (corp.example.com) MEA—{E DNS @RS IP it , BIEME
A B&E DNS EHH,

::>vserver services name-service dns create -vserver svm_name -
domains corp.example.com -name-servers dns_ip_1, dns_ip_2

= EB® DNS ARSFMNER  FIT TGS, AEECSHEERIR svm_name.

FsxId0ae30e5b7f1a50b6a: :>vserver services name-service dns check -vserver svm_name

Name Server

Vserver Name Server Status Status Details
svm_name 172.31.14.245  up Response time (msec): 0
svm_name 172.31.25.207 up Response time (msec):

2 entries were displayed.

3. BFEHKSVM MALHNEATRESE , BT NIGS. BEE , BYUHEEE—computer_namefd
RAEEREWERAT B &S | WIRMEA B 4% DNS B -domain, #¥-0U , @MAKEE SVM A
B OU , LAK DC #%& =X TE DNS B,

::>vserver cifs create -vserver svm_name -cifs-server computer_name -
domain corp.example.com -0U OU=Computers,OU=example,DC=coxrp,DC=example,DC=com

& EZREENERD B FERRE , FRIT TS

::>vserver cifs check -vserver svm_name

Vserver : svm_name
Cifs NetBIOS Name : svm_netBIOS_name
Cifs Status : Running
Site : Default-First-Site-Name
Node Name DC Server Name DC Server IP Status Status Details

FsxId@ae30e5b7f1a50b6a-01
corp.example.com
172.31.14.245  up Response time (msec): 5

FsxId@ae30e5b7f1a50b6a-02
corp.example.com

172.31.14.245 up Response time (msec): 20
2 entries were displayed.
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4.

MRESENMARELFIRRE  FHEZARTFREENRFEREEEER, flo , MREFEH
FERRAMintR P (BN RKEES) BE AWS ZEE Active Directory , 4B TE ONTAP H
TTH &%, netbios_domainE2 &Y EE) B AV BB HEEFE ( M corp.example.com, Itk
BEnetbios_domainfEAM Rexample ) o

FsxId0123456789a: :>vserver cifs users-and-groups local-group add-members -vserver
svm_name -group-name BUILTIN\Administrators -member-names netbios_domain\admin

£ ONTAP CLI {&3CE S B $ZBEE

=

0N

1.

AJLAfEA ONTAP CLI RIEHRAREE B XEE.

= E77H NetApp ONTAP CLI , FBEIT T 5Iar T , TEE AR NetApp ONTAP ER KA Amazon
FSx EBEEER FBVRZSREIERE. Bfmanagement_endpoint_ip BERRREEE
M P i,

[~1$ ssh fsxadmin@management_endpoint_ip

MEFMET , 5520 5 ONTAP CLI EEERZRF,
T T Yo LLERERERA SVM B9 CIFS fRfRES :

FsxId0123456789a: :>vserver cifs modify -vserver svm_name -status-admin down

MREFEBEREAT BHR DNS HE |, FHIT IS T .

::>vserver services name-service dns modify -vserver svm_name -
domains corp.example.com -name-servers dns_ip_1,dns_ip 2

A LAfEAvserver services name-service dns check -vserver svm_namefi$f 3

ErEME A B #% DNS fABR2BF AV ELRIRE,

::>vserver services name-service dns check -vserver svm_name
Name Server

Vserver Name Server Status Status Details
svmciad dns_ip_1 up Response time (msec): 1
svmciad dns_ip_2 up Response time (msec): 1

2 entries were displayed.
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4., WMRBEZE(EUN Active Directory FAREAR G | B AFERA TG REETREHN , B

o ####t , MRIEREEH SVM 1 NetBIOS (HEFIRS) B,
o ##, MBARBEUHM BB, EEZEELRE (corp.example. com) £ B 3 HFTIRA DNS #8135
15 B HHEE,

« organizational_unit , IREEE K OU
(OU=Computers,OU=example,DC=corp,DC=example, DC=com),

S EEENE A SRS ILEE AR B S £/ 5 B $&FBE,

::>vserver cifs modify -vserver svm_name -cifs-sexrver computer_name -
domain domain_name -0OU organizational_unit

B L fEfAvserver cifs check -vserver svm namefnSERZEEEN B M EIEZARRE,

5. BRETAIEXEMT B &M DNS BRER | FFHIT F5e 5 RE4 CIFS AAR:S

::>vserver cifs modify -vserver svm_name -status-admin up

5/ ONTAP CLI #& SVM BUE N A#EF # B & NetApp

NetApp ONTAP CLI 8 AJ AR T S BR AR REEE B SBUE M A SVM :

1. BETE NetApp ONTAP CLI , FE#{T F3lan+ , FEE AR NetApp ONTAP R R Amazon
FOSx BEEEEE PRI RERBEITERER. Bfmanagement_endpoint_ip ARRRRKEERE
BIEH 1P {7k,

[~1$ ssh fsxadmin@management_endpoint_ip

MFFHMER , F2E £F ONTAP CLI EEERR K.

2. HITTH®S , RIEAT B EMBRAKRFZEEMN CIFS ARES. EEZ;E ONTAP fiBR SVM Ay#Es
RE , SFIRMEEFI AR SVM IAER S B #EH50%E,

FsxId0123456789a: :>vserver cifs modify -vserver svm_name -status-admin down

3. MREFZBERERAT BN DNS HE , FHT TS ¢
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FsxId0123456789a: :vsexrver cifs delete -vserver svm_name

In order to delete an Active Directory machine account for the CIFS server, you
must supply the name and password of a Windows account with
sufficient privileges to remove computers from the "CORP.ADEXAMPLE.COM" domain.

Enter the user name: user_name
Enter the password:

Warning: There are one or more shares associated with this CIFS server
Do you really want to delete this CIFS server and all its shares? {y|n}: vy

4. BT THenT , SAMERIEA - B #%89 DNS fafREs

::vserver services name-service dns delete -vserver svm_name

MREEEFNELUTINES EBHINSEXBRA) , ns-switchMMBETITES L EBEHMA
Active Directory , BITJABRRIELIER, ns-switch

Warning: "DNS" is present as one of the sources in one or more ns-switch databases
but no valid DNS configuration was found for Vserver
"svm_name". Remove "DNS" from ns-switch using the "vserver services name-
service ns-switch" command. Configuring "DNS" as a source
in the ns-switch setting when there is no valid configuration can cause
protocol access issues.

5 (ZEM) BT THHSdnsRKEBBRMns-switchlBH, BERRIEF  REEUAERETEHIH
HEAMKRIE |, sourcesABKRhostsERENInsIER, TELEHh K H—WEMKRFERfiles,

::>vserver services name-service ns-switch show -vserver svm_name -database hosts

Vserver: svm_name
Name Service Switch Database: hosts
Name Service Source Order: files, dns

::>vserver services name-service ns-switch modify -vserver svm_name -database hosts
-sources files

6. (EEM)BHNETESNERETH  LUIBBRIEBfiles, dns sources
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::>vserver services name-service ns-switch modify -vserver svm_name -database hosts
-sources files
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B AR NetApp ONTAP HEERY Amazon FSx

LU 2B NetApp ONTAP #ERRMWAEER Amazon FSx BLE |, 35456 1] F #Y SUAE RN ik 255 18 LA
KRB AR MEE R

X

« ONTAP {ERRAHH FSx KeLRESF R

- EHFE

- MEEEWMENZE

ONTAP IER XA FSx MeEAEH X
RERGRELRBEIEE, BXBAEY 0 X (10PS) RER,
Latency (ZE3E)

Amazon FSx for NetApp ONTAP TiEiBEREFERE (SSD) FREHER —EVHNERRFELE , UK
RELEEFENIERBEAERTZER. BRIt , Amazon FSx E&EE#E R AR L #EWE FEEUHR
B (NVMe GEERMREIERERE) MBEENEZEEAL , IS8T ERNNEN R REFEENE

;EO
#wIXE M IOPS

18 Amazon FSx ERRZRMREMSEHT CB WEIZENBHEE IOPS, THFEHAEERRMK LE
BNBERIEAEN IOPS B8 , FRRNERRAMNBHZERENREREERE , URITEEHNNM
H, BEERARIERENRDN,

FNERZBEEE NFS ERXE

£ Amazon FSx , IBAILAEREF/POEZEE , £E — SMB T/EREFIRME ONTAP A Fim2M
HZEEF. SVB ZEBEEEAFRERMRSEEREEAZERERKER  UEERKER  ZEIKRK
HEEFAZE, MEMEH NetApp ONTAP CLI 5%7E SMB ZEEMNMHEEN , SR E SVMB ZEENN
e,

AR o


https://docs.netapp.com/us-en/ontap/smb-admin/configure-multichannel-performance-task.html
https://docs.netapp.com/us-en/ontap/smb-admin/configure-multichannel-performance-task.html
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NFS A F A LA fnconnect B &R 1E | &2 B TCP ELR (&% 16 B) B28 — NFS # BRI B,
EENFS AFHEURREBEERNFNBEREXSIREEZSE TCP ER , RtRTANR
HREEESFESNEIXAE, X8 NFSv3 M NFSv4 LL EFRZA, nconnect Amazon EC2 #1718 B #5%
HERALETISEMBREEERFA 5 Gbps. FBAILEAEBnconnects SMB ZiBEH %18
MR RAERERILRE, FHSBEEN NFS AFmXH , SRR ENAF R Anconnect 2B X &,
WMEERIN NetApp ONTAP X EMFEMEFAnconnect , 5528 NFSv4 ) ONTAP % &,

EEFFE

= IR ATE AR NetApp ONTAP MAEE R K Amazon FSx , B LA E Amazon FSx R RHKEM
BEH., EHAFREEHRTEE (BHREFENRADIE AWS SAIFEE) BERB —HZEEMSE
WA E (ENI) FHENERRK. EEMERAEMVREZEERIARE LB Amazon VPC H, &
B RRH ENI B %885 — 18 NetApp ONTAP ERMAARES , EBMAEEEREREFIERRKNA
Fi%. Amazon FSx FEE{EER AR LIRMUIRENGEEAREA NVMe REX , USRS EFIE
R MEE, EEZSEERMAMREFMN SSD #k , RELNERRIKER,

ELTHMTEMR.

Amazon Web Services Cloud
SSD disks
FS)Q;;) —————————————————
| ] 5]
ﬁl
: =] o
File server beemmmmommemmeo
In-memory cache NVMe cache | B 5
rl N K 1/0 E TR RN T I T AT | | Disk I/0 !
etwor i - - . = is| !
(=) 9 E 3 E < >
. L raey 3 T 3 i '
Clients | P =
(5] o
_)E
Lo o

RS RE T (MR RE. CIEEARI. NVMe IREVNGEHZHIREE) AHEFE | 258 B R NetApp
ONTAP BEREMAK Amazon FSx B EEMALSM | TR EEEBHIZER IOPS MEE,

BEHFER 162


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-network-bandwidth.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-network-bandwidth.html
https://docs.netapp.com/us-en/ontap/nfs-admin/ontap-support-nfsv41-concept.html

FSx for OnTAP A% ER
« BB /O Wk . AP REERMARSE ZENERE@E /IOPS ()

- ERMMRFLAYRCIREAREA NVMe REXA/N : ATRMNIREXAVER F THEE XN

« WK /0 Mk . BERABFERFHR BN EREHE /IOPS

REERRMNVELMEREAMERE : LAHEKRER SSD IOPS BEMBEERE, BIMEMEE
it — W% /0 MAE. REREARM NVMe REIA/N — TLEURRBZERE |, ME =M — @ik 1/0
e — RImIxE A EE SSD IOPS W& RE.

DUEZAERNTHEREEERRNE  HBRUREEMEENS IOKE  YAERBECHARZHEE
A, RTXERENTHEESR  RTERIKRSFRANEEEESIN , Amazon FSx ERHHEEE 1/0
MERR /10 FRE—RBEARAZNESEERNIIAE. Amazon FSx ERAME 1/0 15 AHEHIRRFHE
AL EEIZEN IOPS — ERRREHEEN IOPS HAEENEEXRGFKEREEY , XAT
BLERAT /0 R ERAEERD .

BAEEANERARTRFAIERNIME. BAEELAEREZERARFLER  BHE-—BAE
FEEAMENEREESE,

HERAEEWNENTE

BRI LAERA FSx (BAM ONTAP) ZEUYMERANWERRK. EAE—SAM (HA) SERMFRIEIN
EXRXGEBAODLEXZEERF. EEZEAHA BUNERRAEBARNNEIRERRK, WEFHAE
A, FESE s AN (HA) B,

BAR ONTAP RitE S HHME— T FHEERRMHN FSx AIEB SSD FRHER - ZEVHNERE
RiLE MABKERMEFRATRHUBTEVDHEE. A, FETHIERNERRFERM NVMe &
BURER , LUR A B EEEE I 18 148 R FEEVE B8 IOPS :

- B ERRR
« £2022F 11 A28 HRRBUNE-THETAED LRAERZR K BEEREEDH 2 Gbps

TRETMERRRURRENRIEIERE R TAMY (HA) BEHNHENTAMEREM AWS EiF
Eo
Scale-up

BLEMERBBERARG LIRTENERRMK.
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#HY @ BT ERRRE , S8 HABY SSD RENFRKREE

KBRS (BxM) EBE, B REHERARN ONTAP AWS [Ef #Y FSx KIFrE
REP (MEFEiLE) BEl, £ Htits
BIFR &R (BRENR) E A UM

(EHEE)
EEEIAE BEABEE EEEIAE BEABEE
(MBP) (MBP)
E—nHE 4,096* 1,000 2,048 750
i [E 5 g 4,096* 1,800 2,048 1,300
il
® Note
*EEME 4 Gbps WBIZRE , FHERIKMLEREED 5,120 GiB WEERERBEFER
EH 160,000 1B E REREHE IOPS,
Scale-out

E LM AR EER R ENERERRH.
HEMAERERRR , 88 HA BHH SSD RESAEIXE

& B A BA#XE (MBP)

|||H|lll

E-TTHE[NMETR 6,144* 1,100*

@ Note
*BHAY (RZ121E) . MFEFEEF ,

3
¢

B SR A (HA) B¥,

HERLHRRNTE o
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FSx for OnTAP ERERER
B RBH M S

BHERRRAEINSZAHKREIZEN IOPS BRETHHEHB PHIKM :

- ERARFARUNERIEER  REBEAEERARENNHEIBREME
- BRBERARRMHER SSD IOPS H B iR MBI W REF K

TR , BRRMEY SSD @ETRME T FIHREEEMN IOPS Bk

. WREEWIXE (5 TiB fFREN MBP) : 768
- BB IOPS (8IX 77 TiB # IOP) : 3,072

HMIZEREHNENTE

#{@ Amazon FSx BRARBELERUBRRAERRENBETE, BERRAENBWEEFTEERTE
ME% 1/0 MEENFR , AIRBEREERIRNERARB TUEBBBEERE/ER G FIESRD
RAFRNEE. BRENEEIEREERESHNERENFFERMERERE (NVMe) 7R , TTHREE
HERARSE LNES , URESEERMARSIXEESBRAVEE /0 M6,

BYRERARKE , SUNEEMHAEBRSEMRA SSD IOPS, ERARMKAIERIAVEZ A SSD IOPS &
MUEBRAERRENBEERE | AMEMEFEI SSD IOPS th @it

TRERREIERENTERKE  UREENRESHEER , URHENERMARSE EARIREBE
EEE AWS EiF,

Single-AZ (scale-up)
ELMRERBRERNIEEN 2022 F11 A 28 AZREUNE—TRARRAERRK. AWS EHE

THERRBAIRAERIE AWS B : BRI (S EEILE). KBRS (HX%H). ZEES (R
#h) MEUN (ZHER)

FSx & MBEWE*ERE MK SCiEEE NVMe HiE@HEE E RERERE IOPS *
EER IOPS  RWREL FEEX (MBP)
B (GB) TREX
(GB)
HER BHE HER RBRR HER RBRR
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ERAEER

256

512
1,024
2,048

4,096

® Note
* #&#) SSD IOPS R

EEHEEEpES

188

375

750
1,500
3,125

6,250

HVE% o

IELMRER BB A RNIRML FSx for ONTAP HIFTE H 8 —

Iuﬂlm
%)
belo

1,500

1,500

1,500

HB4E CIEE  NVMe
IOPS AREL  FEEX
(GB) HREY
(GB)
RF+L 16 -
ERE
@ 32 -
BTE 64 -
REAR
128 -
256 1,900
512 5,400

IS EURIREVE1E = A AR 2%

WA E
(MBP)

128 1,250
256 1,250
512 1,250
1,024 1,250
2,048 -
4,096 -

REBEARN ONTAP FSx AR AWS [E1F H i8R RMEH REERE

FSx ﬁl

1=K
SEB

Wi {5t
I}

128

256

512

b b

BEHER
150

300

625

g
EEAR=E

1,250

1,250

1,250

EEE
IOPS

BT £
Bix&
R

]
REAR

ERl =]
AR ER
(GB)

16

32

64

RiBR8A E (MBP)
HER BH
128 600
256 600
512 600

E REFERR IOPS *

6,000 40,000

12,000 40,000

20,000 40,000
40,000 -
80,000 -

160,000 -

AL A RENEL NVMe REXHHY E R

AWS I“E_“iéﬁ ﬂﬁﬁ EE%%%%IVLO

[E REFE R IOPS *

BEER BH
6,000 18,750

12,000 18,750

18,7560 -
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FSx @ MRRZERE HBi& S RMEEE (MBP) EREERE IOPS *
ZEER IOPS A RER
B (GB)
1,024 1,500 - 128 1,024 - 40,000 -
2,048 3,125 - 256 2,048 - 80,000 -
® Note
* B SSD IOPS R & A FEURMIE R R ARSI IER AR NVMe REUFHER
HVE%O

Single-AZ (scale-out)
EEMERABERARBNAERERRK,
B SN R 18 R R AR R BE R AR

FSx & MRBAERE s S HREEE (MBP) EREMERE IOPS*
EER IOPS A TREX
B (GB)
BEER BH HER BRH BEER BH
3,072** 6,250 - 2+E 128 3,072 - 100,000 -
RERR

6,144 12,500 - 256 6,144 - 200,000 -
@ Note

* 219 SSD I0PS R g £ BURIRINEE XA RZFC BB A REIE NVMe REXH #Y & #

Hﬂ'ﬁﬁﬁo

B HAY (RS 12 ), WFEFMER K FSHE sTAM HA) BH.
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Multi-AZ (scale-up)

ELMERBBERANIEER 2022 £ 11 A 28 A2 RBVNWE MBS B BEAERRM. AWS E
1

THERRBEAIRAERE AWS B : BRI (S EILE). KBRS (HX%H). EEES (R
#h) MEUN (ZHER)

FSx #m MRBEERE M SOfEEE NVMe TRiREIXE ERETERE IOPS *
ZER IOPS WIREY  HRER (MBP)
2 (GB) (GB)
HERER ®BRAE HER B HER B
128 188 1,500 MHFLE 16 238 128 1,250 6,000 40,000
BRE
256 375 1,500 4o 32 475 256 1,250 12,000 40,000
512 750 1,500 ZHt+E 64 950 512 1,250 20,000 40,000
RELR
1,024 1,500 - 128 1,900 1,024 1,250 40,000 -
2,048 3,125 - 256 3,800 2,048 - 80,000 -
4,096 6,250 - 512 7600 4,09 - 160,000 —
® Note
* 889 SSD IOPS REHEBEHRRIEE R AR CERARIE NVMe tRELF R E R
HVE%O

ELMAERIEER N ZM FSx for ONTAP WATE Htb R AWS B #F L RHAREERRMR.
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REEARN ONTAP FSx ATE AWS [E1F H M8 R RRH KEERE

FSx i RRBXERE Wi OB NVMe Rit@ixs EREFERE IOPS *
RER IOPS RRER  HREX (MBP)
B (GB) (GB)
HEE RBRA HEL RBRE HEL RBRE
128 150 1,250 MHKFTLE 16 150 128 600 6,000 18,750
BERE
256 300 1,250 4o 32 300 256 600 12,000 18,750
512 625 1,250 Bt+E 64 600 512 600 18,750 -
RELR
1,024 1,500 - 128 1,200 1,024 - 40,000 -
2,048 3,125 - 256 2400 2,048 - 80,000 -
® Note
* &) SSD IOPS REEALEFERMRIEE R M RIFILIEREARIE NVMe HRERFHIE B
BFE Ao

#FH  HEBRENGEZERE
THEHIRAREIENREETENMARERERRAUEE,
BlE 2 TiB SSD FEAREM 512 Mbps MEAERENN LEXTERIRREE T IWMAESER

- HERRENAE — 625 MBps EX4£71 1,250 MBps R (FSHRXERERE)
- HIEREIXE — 512 JKELASEAER M 600 JKELAFTRE,

Hit , FEERREN TEEESE TR RMARTAREA NVMe REVPREE EEFEER L3
THREREXE |, BBESIZE 625 Mbps FEELEF 1,250 MBPS REHIZE,
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ERAEER

EBRLZEBEHAEIRN FSx

£ AWS Management Console AWS CLI, 1 ONTAP CLI 1 API , &7 LA &% ONTAP EIRHY FSx

BT THERRE -

- B, FH. EMAMBRERRR. BEESRMSE (SVM), #EKRE. REONER.

- EERAERREHEERNEFR. EERFNRE. BIBHER. SMB M iSCS| BAWE, A

FEUE

FE

- EE ONTAP ERZRHH FSx
« B ONTAP BRZMET FSx
- EFRERRK

. MBRHERR K

- BEERREFHE

- EEEARN ONTAP RFEEHMERA FSx

- EERREKUREER FSx

o By —iSCSl

- BB ER

- BERFIEX

- ExrERERREREFESENMER IOPS

- EERXERE

« f5F Amazon FSx #f R B AS K BERIEL
- ZEFE &M Amazon FSx EiR

- FREREAEE ONTAP ERH FSx NetApp

EIE ONTAP 2R R # K FSx

BERRMREEN Amazon FSx Bl , BUREHEE ONTAP BE. LA IEEERRFHEERE
B (SSD) RIFRENGAERE UREEFHFRUERRMNERLEE (VPC). BEERRM

HE—(AEHEEE , L0 LEH ONTAP CLI 2% REST API REBEEMEEL,

EEERRR
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ERRRER

B NetApp ONTAP R ZRHEH Amazon FSx A T EEERMEK :

- BEERRAGNERER  SREERARSFIIREERER,

- —HSESTAM (HA) EXARFEY , TRENREFRESEMESE (SYM), I LBEXERRKES
—EHARYH A MEAALZRERZKNEEGMERZE HA Y, 56 HA BHEHE —EBAREN
EEt. iR HA BEHNRESSBR T SSD #EFE.

- IRERRARUKREYHEACHEENFIEEN - NS ERFRERERMSE (SVM).

- —HZEURE , TERAREHER |, YHEHAFREME,

TERBERE— HAEH 2 ONTAP ERZFENE LIRFX FSx B , IREFEER BN RK,
2 HY ONTAP R R FSx RREEMNERRME , F— B SVM M—EHKRE. AANERRKR
BZESVM , & SVM ERZEHMKE, BRAHKN SVM BEZEERRS , M SVM tEERE
Y i R o

® © ® ®
Mgmt Inter-cluster ~ N
Mgmt Inter-cluster
Lo T _— ~ [ 2N N RN N N N :
@ E® @ @ @ ® @ @i ® & @ : ;@ 2w &
NFS SMB  iSCSI Mgmt | NFS SMB iSCSI Mgmt ! I NFS SMB iSCSI Mgmt FS  SMB  iSCSI  Mgmt

__________________________________________________________________________

llllllllllllllllllll

% ONTAP HRAME L FSx B , LA LLES THIBHM :

- MEEH — ERAEVMERE (REASHROIE-—TAE), E-—JAEERRAREERTLENE
B, YEE-THAEIRNRHAEBTERE  YRHONERNERRR. BEHESHROERRRE
TUERERERYXER—FARSETRAESINTERE , REBENNRERED. AWS B
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- RTRE — CEREACHKRRAGTRE  DLEXERRKKZSUIE 192 TB (TB) , A EXRERRR
B=TE 1 8 PB {27t/ (PIB).

- ERETEHR IOPS — kTR , ¥ GB # SSD 7R ESE =@ SSD IOPS (&= W/ EENERRME
RXENRAE), SUURFEREEMEEIAN SSD IOPS,

- MIXERE — ERARSFITURHERNNSREEZEE,

- W — ARERAREBUNEENERFEURIN VPC MFiEl. BREMBEDROERRE,
IR TLAER IP (it SEE MR B R,

. NHB — ARNBZFERERRHERN AWS Key Management Service (AWS KMS) €48,

- EETFEE — B LUEEfsxadminfEAENZ. BOLERALEREEBER NetApp ONTAP
CLI #1 REST API REEBERR K.

& LAMEF ONTAP CLI 5} REST API REH NetApp ONTAP #ERERMKM FSx, E LA Amazon
FSx ERRMEH M ONTAP ZpE (BIEHM Amazon FSx BRR#) 2B SnapVault S BFH
SnapMirror 2 E8%R. ONTAP ERZHFNWEE FSx MEBF T I ENERAEXNERZK RS -
NetApp

. BE _ FANKEBEBLSHRE (SSH) 7E NetApp ONTAP CLI , 54§ NetApp ONTAP REST
AP| BRI ERRRABEFER.

- BEMB — FRANFEAETRIGREERE , 55 NetApp SnapMirror AltinEh. NetApp
FlexCache

MBFHMET , F2H FREAEEEE ONTAP EIRH FSx NetApp & HEREER A NetApp

SnapMirror,
= Al A (HA) B

ONTAP ERRMWEE FSx #HH—HZES T AM (HA) N ERFARSB[REIE , £#EAP-FHl
RErh, fELiERER  E—REANERARSIEIHEARE , MAEERAKRF[ASESADRRSE
FOLEFREE, BAM ONTAP B LIEFXERRFKN FSx BH—H HA 2% |, AR HEZ 4 Gbps
MWEXEAREN 16 EEEREER IOP, BEAR ONTAP K TPBRIEZRFEMN FSx HZE 12 18 HA &
HIEMIE  TRESE 72 Gbps WEIEZEREM 2,400,000 {EE REERE IOPS (6 GBP HWEXERE
MNEESTAMERY 20 EEEZEER IOPS),

BB Amazon FSx 1A BV ERERFER , Amazon FSx SRIBEFEEN SSD FEEZEEFEAN
HA Bt 82, B URBIESHENUESTK , FTEHiEE HA GIEHNEE, NRENERRIATRK
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WESIZE 4 Gbps WEXERER 160,000 SSD IOPS |, LUKk Z{E HA BY (MREHNIEEHEEE
EERNREERY) , BREEHE—- HAEY.

BE HA U HE —ERE , tRRERURNEEES,

® Note

BEER HA BB ERENERRRK. Rt , BUUFER. ¥ERRECRRERE
KRR # SnapMirror AWS DataSync , EERRFAZBBEER (FRTREHN HA B¥).

A ONTAP 1€ R HE L FSx

A EERBA MM AE A Amazon FSx £ A Amazon FSx APl & ONTAP #ERER#HE I FSxo AWS CLI
B LAESR AWS 1RF HEENERIEE (VPC) PEUERRS , SiEHMAREESHLAN VPC FEL
ERRK. EEFASHEEN VPCHEYEMRSHEOERRRE K FEZE—LEH, BLEEEHR
EAREEDPRA,

RIFFERL , EEM% Amazon FSx EREBUFNERREKR , Amazon FSx EEHBEVIEE—RFE
BHES (SVM) Ml —EHBRENERRE , WEBBRAKERRRK (NFS) B HEHREFE Linux #
TEENER, BIERIZRSKE , SULLEREMHAS SVM ARG B , LUMEEBREKRSALE
(SMB) BEAHE# Windows Fl macOS A FmER. BYERRMKzE , BUREZEIEIN
SVM FEHEE,

ETRYERRG (X2
WEFSMER TEXEET | BI®#E , A ONTAP BRRMENL FSx , HFISERIBEERBITAAE

RE, MEERBMER "HRIER . (Quick create) B BEUTARMESBIRERIERRKNENR , &
SRS 1 : 5 NetApp ONTAP R R Amazon FSxo.

1. BB Amazon FSx £# & , #8it A https://console.aws.amazon.com/fsx/o
2. HEERRL  BE[BIERRK

3. HE[ERERRXKER HHL , ¥ ERXRRHKEE] EEFE Amazon FSx 1A NetApp ONTAP , &
BIEE ([T—F

4. K "EMFR, BERS , EE THEEEY,
5. # "ERREFHFEET. BERHD , REATIENR :
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- ERERRAFEBW-ERH P, BAERZAENEE, EZTBRERRLR  SRAEEERR
RELBBRE., BHBEZALUER 256 E Unicode &, ZHRMEFE , BMLETIE®RTFT : +-
= _:l

- HRAEEE  FRERGRBSHONE—TH
- MRS HHERRAMEERENER , B AWS EFRXEESETARENATEBE,
- E-TAERERRAMEERENES  IEE-—TRAERSNREEDTEBE,

® Note

NRELRERYEEWERSESTAL (HA) BE (835 12 8) WEERE
EE-TAE. MERMET  FSE BN (HA) BEY.

3
E

WMEFMAES , FSE O AMEEAM,

- WFESSD REFRE , FWAERRENRATEE (LGB AE ), BANMR 1,024
1,048,576 GiB SE R AIEE (&% 1 BB LTE [PIB]).

CANERYEERK2%  BEAEENNREER. DEHAET  B20 gEREE
B,

. $HYHHFEERY SSD IOPS |, AATERE T AR RMME IOPS BA -

- MREFHLE Amazon FSx BHEIMES GiB 1Y SSD fEFEE 3 IOPS , FEiEERH (FAikE).

- MREEEE IOPS VBB , FEREREME, SEERZEKZAME 200,000 fEE &
& I0PS,

® Note

BRI ERVYIERRRZZEMMMER SSD IOPS, Aol , BIMEEMEREIMY SSD
IOPS iy , ERAMAFINHSFREIRNERIKNGEAERE, WEFAE
7, AR BAEREHNENTE K EERERE.

- HRBEERE  CAMEERTREHERE (UEY MB) AE(

\
« MREFE Amazon FSx RBEZENREFREEDERHIEEBRE K FEEFEENGIEE
%ﬂ%o
- MREEEERZIERE  FREETHEERE. RGBELER  ASHER WIEE
RE| THFRE , YRBEEENTBHEEA, BHTLURE HA HNHE (&S 12
8 ). mMEFAER , F2E STHM (HA) B,

% ONTAP HERRME FSx
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WEERERRERRRENERARB[IURHERNNSERE, NEFHER K BF2HE
A1 NetApp ONTAP t#8ERY Amazon FSxo

6. # "HEK. BERYP, BREATIENR

« ¥ Virtual Private Cloud (VPC) (VPC) , SEREZEEHEERRAKE LB VPC,

- IR VPC Z2&H AR EEEERIRAVAR N HELIBBNZSE#E, NREXRE
E , Amazon FSx €#% VPC AR EZ 2 HHEENERRRE LB,

- EERRAMBHFREK, IREEBVEMFESROERRRE , FRBRATHERARFREE
Fon TREE%
- (EREED0) YR VPC BEXR , BHEE VPC BEARUNEBUERAKN RIS, EIER

Fimpi i F /R AHBABRAY AT A VPC BEH R, RIRTAFR , Amazon FSx EiEHUE VPC W TERR
H&, WFEFMAER , F2H LHFE VPC A HBEIMER,

® Note

Amazon FSx EABEERX S ORIFREER MRS BAERRENELKAR, BLE
BHREUERKey: AmazonFSx; Value: ManagedByAmazonFSx. f#HAEIL
ONTAP Ei#FEL R ERRHEN FSx BF , Z AWS CloudFormation & F By 18
¥EKey: AmazonFSx; Value: ManagedByAmazonFSx#.

- (EREFED D) wHh P U SESEEEYARNFRERRR 2 mIMEHN IP (it $8E,

um B IP (it S5 E A = EiEE
« B VPC WAEE IP it #E — Amazon FSx # VPC WEE CIDR €EHZIEH % 64 @

IP thiit , AERRIRFENHE IP it &E, MRES/OEBNIRE  HEESESAERR
ﬁ'\ﬁZFaﬁ:/ttFHo

® Note
MR T EEMEM VPC £E CIDR B EM— @K% 64 8 IP fuuk , RlthiEEE
EERRE, ERERT , BNHARLURE WA P (it E) 218 , ## VPC AL
i EE (bR TEEE CIDR #EFEEHNEER VPC X E CIDR HWEE),

- B (R FHEE] , EEERMARSFN AR, MREEZIEHFSROERRE ,
Els Ao RARRRF TR FHERK.

3
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- (EREEDiB0) WR VPC BEXK , BEE VPC BHARUBUERAKNIRE, 1ZHE
M FinrrfE TR AEBABIV PN VPC BB R, RIFTAEER , Amazon FSx E1ZEUE VPC W&
BRI R

- (EREFED D) wH P UiSESEEEYARNFIRERRREZmIMHN IP it s8E,

v &G 1P it S5 E A = @& R

- kB VPC HWARELE IP tthult #E — Amazon FSx # VPC FWEE CIDR #IEEEFEH % 64
8 1P st , AEERRENIRE P it S5E., MREZRFLEER | HBESEZERE
REABZEBHA,

® Note
MR FHEREEMEA VPC £ CIDR SEE R EA—EHE 64 @ IP {fzuk , AltE
HEERNE, BERIERT , BMATLUEE @A P i sE] 218 | 21 VPC
WAz EE (R EEE CIDR SEZEEREESN VPC XE CIDR HVEE).

- ERMAZHUNZEE IP (Lt EE — Amazon FSx iE#E—1{E 198.19.x.0/24 {1t £5E |
ZEEEARMEFERE VPC B RMVEMEMERRRER.

o B IP UuEE — SR LIREEECIREN CIDR B, £ZEZWN IP Ut EE AT
VPCHY IP Uit EERASH 2/ , RECAEBEAFHEKESET,

® Note
B 7EEEE TS CIDR SSERMNEAEE , A TFIEE ONTAP Y FSx FHE :
- 0.0.0/8
- 127.0.0.0/8

+ 198.19.0.0/20
« 224.0.0.0/4

« 240.0.0/4

» 255.255.255/32

7. & "REMEME) BRD, #HYE TNELR,  BETREERRABEBERK AWS Key
Management Service (AWS KMS) INZ &8,

8. HERERZRKETHEBED B AfsxadninfEAENL LB, ARG,
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UL EAEHAfsxadminB REBEWERRZRL , £H ONTAP CLI #1 REST API, I
EfsxadminEAENFFMEER , 2B FEH ONTAP CLI EBERR K,

9. H[ERRBFEERMESFARE] BRT , RHTHER

- E(REEERMSREE MuD  RERTFEERMSENEE, EXSTUER 47 BRHF
T, M EJRER () BERF T,

- ¥ SVM BEEZE , B LUREM IR E IBEZIE] IRMH SVM FAEN vsadninZ i, &
A LAERAEAvsadminE REEEH ONTAP CLI SEH & API 89 SVM, H1EvsadminEAERN
SHHME , FSREA CLI B SVM ONTAP,

MRIGERE [TEERR] (ARE) , BNRATUEHABERRENEMAfsxadninE£R ONTAP
CLI 3 REST AP| REELMHERRM , BLEEER SVM WERvsadninEHTHENE
=

- £ TEASE&, BESG , BULUSERBDBEMA SVM, MNEFMENR , 5526 £/ FSx
Y Microsoft 3&Bb B #3i# 1T ONTAP,

MREFEAE SVM MAERF B & , FEETMAERG B %,

MRERER SVM A BREEM Active Directory #815] , FFBE [MAEAFTEE], X AR
HER S B &RRETIFRESR

- BEREH SYM B WERA T B SERYHEY NetBIOS B, EBTREEIR 15 AF T,

- BHEBEHNTREHERE, BEEBTREEIA 255 BF T,

- DNS A fRES IP fuit — BBHAAE IS B BRE (DNS) [AREZHY IPv4 ik,
- RIEWRFERAERZTE — B’AE Active Directory HIRIEIRFNFEREE T, B2 SBEHE
ZRHRER,

- RIEIRFZTE — RIGIRS B,

- HREH — RBIRFNBR.

- (BEM) EBEBEMN OU) — CEMABRRRZABEMHRBIBRETE,

- BMERRAEESEE — & Active Directory PRI EBEERRFENEERE,
WMRIRIELEE A AWS Managed Microsoft AD , BIEEIEEEH , Sl AWS ZREI FSx &
MEEE, AWS ZREEEREFZERK OU EFRK BFTE#H.

MREEMAEBREE AD, FBFEH AD FHEHEEE, FHEREHADomain Admins,
10. 7£ [FERRAURREARE] BEEY , SHHFRALNERRREINTERUKRERHETIER !
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- £ [RIBEEZRE B , RUHERENERE, BRZSILUFER 203 ARBEFTHER () F
TTo
- (BER[LEAERRR) SFHUEEERR |, 5iEEFlexVolZiFlexGroup, FlexVolliik [E 2 — %
RN HMEE , K/NRZTIE 300 TiBo FlexGroupiiEEBARSREI/EEH , KNHESTH
iZ 20 1@ PIB,

. ERBEA/NF , 8 A 800 GB (GiB) —2,000 PB (PIB) 1B R MM,

- HRHEEERE K FBREEE RW) RBUUERMNUTEANUEKE 6 SRESRE (DP)HE
BYMEE T AESREERENENEE, NetApp SnapMirror SnapVaultilEHMET |, B2
B BiEREEE,

- HR TRERE., K FEERRRIPBAZHEMRENVE, fW , EBLEANEERR/
vol3,

- BENSRENER , FiEE [BA] LA ONTAP RERERYEE (ERERMR, BiEME
#8). MFFMER , F2H R ONTAP EEFREER FSxo

- HREHRERLMER , FEEHERER Unix (Linux), NTFS fiRE. MEFHMEENR ,
R E T R,

- WRREBBUER , FREURENRRBKR. NFRBEANFAER , F2REREEE.

3
¢
8

MBHEEZ[BFTER, AIX4ERE [BFTRA MU EERANERE, BiTRISVECEEER
SVM SiERRHKH, EALAER ONTAP CLI 2 REST APl B BETRBEBER, MEFHME
# , 752 NetApp ONTAP EmXHFHIEIREFEE,

1. £ [ARUEEREI B ERY  HRAELESIERA | REUEENRGEL2BERELA , oL
2 [B8) (FARE). [ERE]. [£3F) R [E], WERELESIEBRAUNGEAET  F2RAUEEY
BHR,

HRoBRAGAHERE , MREEHKREELEREAAutoMSnapshot-onlyR A, BREA
2-183 R, W EN S EBRAGAPEER T MAFRNERNEERAR IR EREEEMFREZ
HIEY K&,

12. #£ Backup EBfffRE-ZA S , A BERE THIEE !

- HREAAEREG  EERALETSE BB RS, WEERRABA.

- HNEHEBROKE , FABFEERE (UTC) RE—XTHNERE RS EBROKER
. REEERERME , RELS 30 7E. AEEIEGEERBOREREDR,

- BREBROREY  FREERFEEBHDH 1-90 RzH,
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https://docs.netapp.com/us-en/ontap/data-protection/create-snapshot-policy-task.html
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. ¥9‘HA HiEHE KR, BUUREFEHERERBEN —BRE, £1 XEH— 2 2EH
, IKULEEHE, RULIEERBEER  REA 30 P8, HAEELESHEDHRNGEER

13. R "HRE-EZH, , EUlBASRNE , SEBFTEEZERRRK. BRRES jt/J\ﬁE’J?é%le
B, THBEEE, HERESERRR.

EET_io

14. WEFERT Create file system (B ERRR) HEELMWERRFKER, FIEELERIERRR
ZEAMEMBLERRRRE , UtBE,

15. iB4Z Create file system (BN ERRZH).
EERBVUERRMR (CLI)

- HEHEAONTAP BRRMKEI FSx , AR create-file-systemCLI &% (BRAEH
CreateFileSystemAPI ¥E2£) , 20T 5 6IFT R

aws fsx create-file-system \
--file-system-type ONTAP \
--storage-capacity 1024 \
--storage-type SSD \
--security-group-ids security-group-id \

--subnet-ids subnet-abcdef1234567890b subnet-abcdef1234567890c \
--ontap-configuration DeploymentType=MULTI_AZ_1,
ThroughputCapacity=512,PreferredSubnetId=subnet-abcdef1234567890b

BYBUERRKZE , Amazon FSx Ll JSON RXEREIERRKMNRA , LT HIEBIAT R,

"FileSystem": {
"OwnerId": "111122223333",
"CreationTime": 1625066825.306,
"FileSystemId": "fs-0123456789abcdef0",
"FileSystemType": "ONTAP",
"Lifecycle": "CREATING",
"StorageCapacity": 1024,
"StorageType": "SSD",
"VpcId": "vpc-11223344556677aab",
"SubnetIds": [

"subnet-abcdef1234567890b",

% ONTAP HERRME FSx 179


https://docs.aws.amazon.com/cli/latest/reference/fsx/create-file-system.html
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"subnet-abcdef1234567890c"
1,
"KmsKeyId": "arn:aws:kms:us-east-1:111122223333:key/wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ResourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/
fs-0123456789abcdef",
"Tags": [1,
"OntapConfiguration": {
"DeploymentType": "MULTI_AZ_HA_1",
"EndpointIpAddressRange": "198.19.0.0/24",
"Endpoints": {
"Management": {

"DnsName": "management.fs-0123456789abcdef@.fsx.us-east-1.amazonaws.com"
},
"Intercluster": {

"DnsName": "intercluster.fs-0123456789abcdef@.fsx.us-east-1.amazonaws.com"
}

iy

"DiskIopsConfiguration": {
"Mode": "AUTOMATIC",
"Iops": 3072
I
"PreferredSubnetId": "subnet-abcdef1234567890b",
"RouteTablelIds": [
"rtb-abcdef1234567890e",
"rtb-abcdl1234ef567890b"
1,
"ThroughputCapacity": 512,
"WeeklyMaintenanceStartTime": "4:10:00"

(@ Note
HEFRAPBIBRIRANEFTE , create-file-systemCLI GaHH
CreateFileSystem API fEEFEE I TANR SVM Sk E, EERY SVM , FSREILRH
FEERES  AEEVMKRE A FSREIHKRE.

nl'-H-
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EHAFHEREF AR ONTAP IERRHE Y FSx

VPC HATEZE AWS IEF AEHA, EFEENERILEE (VPC)HFEUER, FEHHER
F, BB VPC (BEE %) WIRFEBAMBMABNEMIRS (B8REE) A —HZ@FHEK, AWS

Organizations

SHEERFULEHFEIRFEEAAN VPC 7T , RONTAP E—ARENZE S HOESR
RIFEM FSxo BEERMN EMRADRDERRENSREIRSE , #EEIRFEFTERE Amazon FSx

R, UARZEBRFEIHAFRBETIHEER. WEFRES  F2R EEENEIHEHESR
REHHA VPC &,

(® Note

SHEERSEETHE VPC HEEHHA , UM LBRVEAFESEERRRKN VPC K CIDR
EEBNEE VPC 7. IRTHARBREREES  EERREHRETEEPE.

HAFHEBRERNEIZSHR
#% ONTAP ERRRM FSx BY EHF FHERE , FIETIERE

- VPC FBBNBEELAHESHEERFLA FHEE , RIRFFEEHPEIT ONTAP EXRFEN
FSxo

- BEEREBMER VPC ARREHEANER  RARBERBRERE. i , SRERFELERH
S RENREFEMEIN RS ERERBBER,

- EHATRES  SERENESESS HZEFSESIREFANZEHE. BEEIRFIUEESHR
EEUMNREMEHE  BEEIWHHEITEADE, NREFERFEEBRIBIELRLMRE
BN ZEMEHENSRELARNEBE,

- SRERFAUUERFSERFEEAARANFEBETREA. B, SANMRE-—TRAEERRKELRE
e ER BB B R

- SRERFAULNEHREERFEALARANTEBTRL, BR. EXANMRELFSHOERRER
HAEBER, W, EERFEMXARE Amazon FSx IRIEFFA , TRER KRS EERFEHHLA
FHRETNEAR NFEZEF  FE2REEEHRSHEHERRFNEA VPC E

- #A VPC HREEZBE. BUAIMRSEEEHAFRBRPRINER. ItA VPC ER (BEIK
FEETEEFEE) L. MEFMEF , F2H Amazon VPC EAEEETRNHEEENSHEEN
BEEMFEA,
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MBHEET , B0 Amazon VPC /& IR K EE (IR S £ AAMK VPC,

H# A VPC FiEEE

B EEL A FHEIRPIET ONTAP EERK FSx WS HEERFLALN FEKRE K SEEHTTH
BE -

- VPC B & XA AWS Resource Access Manager REEE fth A 2 £t VPC FF#BE.
AWS 1R FINEFMENR , 52/ AWS Resource Access Manager fEAisEHH "HH AWS &
EJ [

- VPC EEEEHSHEERFHLA —RNZE VPC, MEFMEN , FSE Amazon ERLEEFEH
HiEEPREEMIRS £ HEN VPC,

- FERZEEIRFS ONTAP Rt ELS RO ERRMEL FSx , VPC R EBXAR T Amazon
FSx BR#ETH , TREARSRERFEHAAFEBPEYNBABER, ERREA ONTAP Eits[F
FiDERRBA FSx ERAZE IP uit , RERN AP R ERERESHHE RS ERET
MFmERARFBER, BEREBESHE , Amazon FSx & E M ERE R RITAREBIAT A%
HRPHAARE , S50 B sER v ERAERS.

EEEMERSROERREHAA VPC &

BELZIREFULIEESHEHERFEE TUE VPC FHEKRT A ONTAP BRRKEI R ELSHEH
FSX , EEERRRHEEEZECHEA. M AP EHBEEHA AWS Management Console AWS CLI , N
AT B8R,

EEREMESHOERREN VPC XA (XA

BARK Amazon FSx # & , #8it A https://console.aws.amazon.com/fsx/o

1. EERERT  EERE.
2. 1 [RE] EE L RIBHESHHRA VPC RE.
. BBREHRAN VPC TRETHREASHORRRARA VPC 1A , BREMASRER
F B mRER,

- BEGEEHEBNRE VPC REREMRSROERRIEN VPC HA  FEEEFASRERF
HYBE EH RERT, BRRERRER
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/A Important

EPaZIEREAMBREA VPCHHNZHEZVNEMRT HOBERRR , ARBEH
HIhgE, —BEIhEEEER  EXXHRFIEHE A —EMISCONFIGUREDIREE |, i E&5E
L AE A B ELBS

3. EAconfirmitiBIERERUZERZINEE,

EEEME S ROERRKHEN VPC HA ()AWS CLI

1. BERGEMEDHEHD VPC LAMBBIERE , 5BF A describe-shared-vpc-configurationCLI

HZE MM DescribeSharedVpcConfigurationAPl 4 , TR :

$ aws fsx describe-shared-vpc-configuration

BHEEEERINER , MTFAR :

{

"EnableFsxRouteTableUpdatesFromParticipantAccounts": "false"

}

2. ZFEEEEMELSHHHLA VPC R , A update-shared-vpc-configurationCLI S B &K

# UpdateSharedVpcConfigurationAPI 5. T &I RiETROERRIKEMA VPC #

Ro

$ aws fsx update-shared-vpc-configuration --enable-fsx-route-table-updates-from-
participant-accounts true

BHEERRINWER , MTAR :

{

"EnableFsxRouteTableUpdatesFromParticipantAccounts": "true"

}

3. ZEEEMIINEE , 5 5EnableFsxRouteTableUpdatesFromParticipantAccountsi§skE
Afalse , IR HEHIFF R,

EHAFEBRTFEMERRR


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-shared-vpc-configuration
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeSharedVpcConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-shared-vpc-configuration
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateSharedVpcConfiguration.html
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$ aws fsx update-shared-vpc-configuration --enable-fsx-route-table-updates-from-
participant-accounts false

BHEERRINWER , MTAR :

"EnableFsxRouteTableUpdatesFromParticipantAccounts": "false"

EHERRR
ATERPETUETRERRRAOBLBY | LREEAERAT CLI RTHBRIENER.

A LAEFH Amazon FSx 32 &F Amazon FSx APl , B T HIE AR ONTAP BRZHKBMHN
FSx : AWS CLI

- SHEBHED. FRREEAEBEREN. BRHEOFENERER. UFEROHFAER
BEABSE A ED.

- FBEHERE., RE Amazon FSx MIITRERZARHMEBN TN EPLEMERE, WEHERRNVEFH
EF , 552 B H Amazon FSx 4 ERFERISHEEREL.

s BEREAREERG, BEERRFAifsxadminfEAENZTE, BRI AEHERfsxadnin&E REE
BHRERRME , £F ONTAP CLI Fl REST APl, W& fsxadminfEAENFMENR , FSEEH
ONTAP CLI EEBERR#K.

« Amazon VPC (g%, FEBEAMN ONTAP ERAZFHNERE S EH FSX , BLARER NFS 5
SMB V&R 2 | LUK FRTFEL ONTAP CLI, API #l BlueExp M E IR 2 , EHEER R
EAEMY Amazon VPC BEHEIRFPEAZE IP thit, BALUEEBRINFTEHRERENEWR S
PERRFEILBY  BEEMERTEHRE , iR EMER iR UERENER, Bdauif
BRIABRTECE (B RERHREVEIH,

3
¢

@ Note

Amazon FSx BB FHRIFREEEHESHOERRMKN VPC BHR, BELK
H&RELAZEEKey: AmazonFSx; Value: ManagedByAmazonFSx. f#FE = E#H
ONTAP £t EL B ERRMKHN FSx B , 2 AWS CloudFormation Z&F B8 Key :
AmazonFSx; Value: ManagedByAmazonFSx%#.
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ERAEER

FHRERG (T2A)

THREFRERMAMMAEFER ONTAP ERXRRKEMNIEE FSx BWIEETR. AWS Management Console

EHEEEREN

1. BARX Amazon FSx £ & , #8itA hitps://console.aws.amazon.com/fsx/o

2. FERTRERRBFMENED , FELASEERDEE (EXRER], AREELEEFN
ONTAP R R FSxo

3. EHHME-EEHRTEE "B, ER.

4. BEEH.

5. BUUERRENEEEBHREORE.

6. EERET, A UREEE,

EEEMERAMERER

1. BARX Amazon FSx 2 #A , #8ik A https://console.aws.amazon.com/fsx/o

2. REETERRARFAESNEED  FELASEERTERE BEXRR], AREELEETN
ONTAP 1ERRMEM FSx.

3. EHEHME—EEHRTEE €8, &8,

4. T [ME) ERT , BE [EF

5. BRLERRKSBEBFEAVRRE,

6. EERE 6K URETFEE,

PEERRREERR

N o g bk~ ow

BARK Amazon FSx £ & |, #81L A https://console.aws.amazon.com/fsx/o

FEENMERRRHFMENRER  FELASESKRPRE ERRR], ARBELEEHRN
ONTAP &R R A FSxo

BiE [EHE] R5IER

£ ONTAP EEEMHH , iEEFE ONTAP EEERIFT TAVERN.

£ [E# ONTAP BEE ST WA AT , X ONTAP RiEEEZBRAL DI AT HR.
£/ THEEIERIR . WMALRERER,

B [EWRE UREFEE,

BEMERRR
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® Note
MRBRKEIFERAL , BEHFIBBIIFESEBER , BYLUEA security login
role config showONTAPCLI i S REAERRKE LN ZBFRBE. WEFHEE
A, SENMABERBRENIETR , BB R EMNTsxadminik sk 258 K M.

EMEMRIROERRK LY VPC BEX

1. FARX Amazon FSx & |, #Bik 5 https://console.aws.amazon.com/fsx/o

2. FEETNERZRVFAENRER  FELASESKPRE [ERRR], RARBELEEHRN
ONTAP fERZ A FSxo

3. HR "E:E. , BEE TEERAXR. . WEREERARELRS ROERRIR.
4. T TEERBKX, WEART , PITTIMEREE

- HERENH VPC BRHRMES , BURBEARAR TANXNEEPRIIRMAR , RAREFRB,

- HEEHUERA VPC BERAEAE , B4 (B oA R] EXTERRHRRE  RREE BUEH
Bt

5. BRI,
BEHERRLE (CLI)

THRFRPAUNAERYE ONTAP ERRKWEAE FSx ETERH. AWS CLI

1. ZEEH ONTAP ERXRHM FSx A8 | FEMEA update-file-systemCLI T8 (REFHH
UpdateFileSystemAPI #E%) , 41T 5 & HIFT R,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--ontap-configuration
AutomaticBackupRetentionDays=30,DailyAutomaticBackupStartTime=01:00, \
WeeklyMaintenanceStartTime=1:01:30,AddRouteTableIds=rtb-0123abcd, \
FsxAdminPassword=new-fsx-admin-password

o

2. ZEEHSRAEHRH , FiSRAutomaticBackupRetentionDaysBERES 0o

aws fsx update-file-system \
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--file-system-id fs-0123456789abcdef® \
--ontap-configuration AutomaticBackupRetentionDays=0

il BR 18 3= R

A LA Amazon FSx =124 . 1 Amazon FSx API MR EH |, MIER ONTAP ERZHKM FSx.
AWS CLI

HEMBRERRR

- FREHAE — RBHMRNEFETRIESE 3 BRER.
- £ CLI X APl — BEAMBRERRK LA BEHEERN SVM, REMEA delete-file-systemCLI @55
= DeleteFileSystemAPI &4k,

WAERREHAE

O LAEF Amazon FSx 12 4. . API MIXENHEEMN | B8 FSx for ONTAP R R KM AWS
CLIG¥#mEREE . AWS

HERBAFMANERRKENR

- FREELS - REERRRURAERRRFEENEE, "HE ERSBETERKRKLN D, £
EMIRE, HEBHE, SSD REFFE. BWXERE. MEIOPS, JARFMEYRKME.

THRSIERRUFMOERER , ARAERZBHENRE
- WRELZS
- ESPRERNAE — BRIEZCE LK CloudWatch R , R THEBIMNIEEMNES
- BE  BRIARIDEENSHERE
- XM AREREBRNEE
MEBFHMER , FS0 F£H Amazon B2 CloudWatch,
- B BT TIERRREEEN
- BERAREENESDIHMODNSEBMIPAILL,
- ONTAPEEEFEAEEE,
- EFONTAPEEEZIBHIEIER,

MBRIE R KM a7


https://docs.aws.amazon.com/cli/latest/reference/fsx/delete-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DeleteFileSystem.html
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- BRIRHKH SVM BE
- BERRUKREEE
 Backup RE — SERERRENEABDHEHRE,
- B — BRERAEHERRREEETHENNAARE,
- BR —wB. RE. ¥ BRERE  EhY.
- M CLI 5 APl — £/ describe-file-systemsCLI &5 8 DescribeFileSystemsAP| #E¥,

FSx R~ ONTAP EERFHAREE

BAILAE A Amazon FSx £ A&. AWS CLI s S describe-file-systemszi API #E# #2478 Amazon
FSx ERAMMAREE, DescribeFileSystems

BRRAAME R

AVAILABLE ERRKECRDEBILIL AEER,

CREATING Amazon FSx IE £ 8 22 — E#F 1 LR 5.

DELETING Amazon FSx EEMIBREBEANERRK,

fii B gE3a ERRAFEBRAREHE DB UERNAREE,

KB 1. BREREBREWNE  Amazon FSx EEER.
2. BUFEREREE  Amazon FSx EXEB I

HERRK,

EEERR ONTAP 7 EEHMIEHY FSx

£ ONTAP W FSx # , iR ERREEBARTERMS SYM) NERERMFARSF L, SIM2—&
[REENERMARES  EEECHEERRBENANEENERENN RS, E&81FH FSx for ONTAP
MWEREK , ZRAFHMIESLEER SYM WiRSE (IP fzuh) #H SVM T HEMH#ERE, SMB #A
= iSCSI LUN,

Amazon FSx AN ERRFELEBHEITER SVM , BEAH. AWS Management Consolef& 7] 5L
BERFfE A 12 A= Amazon FSx AP MBI EH AWS CLI , ERERRK LB IEINHN SVM, BELSE
FA ONTAP CLI S H R API 3RZE 3 SVM,
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ERAEER

BRI LSRN SVM INAE Microsoft SEE) B Sk SUET XA F DB MRE, WFE

B /8 FSx A /Y Microsoft SEE) B #2117 ONTAP,

BEERRFH SVM BE LR

TRIMETUSERRMEILN SVM BB LR, SVM HHAE B BURAMAEMN X

MB ZE1).

EEEE

BE-TRAE (5LE%) AR
RS M (B LE%)

E—AHE ([N ER)

FE

- BURTFEERKES

- ENRTFEERKES

- RBRRFBEEERBEE (SVM)
- BRRTEERKSEREFH

B @17 B E RS

128
256
512
1,024
2,048
4,096

£

A LAEF AWS Management Console,

BUNAERRREYMN SVM BE LR , BURRERRENTBEENHENGEER

(MBPs)

HAER , B2

FEE (UB®

BEERRMLN SVM HE £

FR
6
6
14
14
24

24

AWS CLIF APl & ONTAP SVM E1I FSx.

&, F2H SEERRZEN SYVM BE LR,

B, MEFME

BEERKKN SYM HE LR
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SVM Bt

BY SVM i, B IERTIIEY :

- EFFEBH ONTAP BERRMAM FSX.

« Microsoft SEEI B # ( AD ) Bl — ZA LUBEMALHN SVM BB REEMN AD ET SR REBENHAE
#ZHIBY Windows # macOS B Fim., MEFMEN , FSB £ H FSx F Y Microsoft JHE) B &kiE1T
ONTAP,

- BHBREZMES — RERUEBEEZSHER (Unix. NTFS SEA) , ARFE A REE SVM
FERNAFRER, NEFHMEN  BF20 UEEZEEARE,

- SVM BEEFEE — B LUEEMMERTE SVM FAENvsadmnin®l. WHEFHEF  F28 £
CLI B SVM ONTAP,

i

=1
\

BUuRMEFEERESE (FER)

1. BB Amazon FSx # A& , #8it %A https://console.aws.amazon.com/fsx/.
2. EEABEBEERD  EE [RTFEEEMES.

3. EE [BANREEEEME.

BYMHNREFEERMSEWFELRERN LR,

EY SVM 190


https://console.aws.amazon.com/fsx/
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Create new storage virtual machine X
File System
| Select a filesystermn v |

Storage virtual machine name

Maximum of 47 alphanumeric characters, plus . - _

SWM administrative password
Password for this SYM's “vsadmin™ wser, which you can use to access the ONTAP CL or REST APIL

© Don't specify a password
() Specify a password

Active Directory
Joining an Active Directory enables access from Windows and Mac05 clients over the SMB protocol.

() Do not join an Active Directory

© Join an Active Directory

Met BIOS name

Active Directory domain name
This is the fully qualified domain name of your self-managed directory

example.com

DNS server IP addresses
IPv4 addresses of the DNS servers for your domain

10.0.0.1

10.0.0.2 - aptional

10.0.0.5 - aptional

Service account UsSername

The username of the service account in your existing Active Directory. Do not include a domain prefix
or suffix.

FixServiceAccount |

Service account password
The password for the service account provided above.

Maximum of 128 characters.

Confirm password

Organizational Unit (OU) within which you want to join your file system - optional
e Syt detirgorsedratrrrene o e G-
B3 SVM 191

| OU=org, DC=example, DC=com |

Ensure that the service account provided has permissions delegated to the abowve OU or to the default
OU if mone is provided.
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4.
5,

6.

7.

HAERRAR A FEEEEHIBEVRTFEERMSINERRR.
i (REEERUSREHE BT  RERTEEE#SNERE, SRSTUERA 47 BRBF T,
ER#R () HHF T,

R SVM BEEZT , B SUREM HIRIE (EEZH) WiRML SVM FAENvsadminZEil, &
AILAEAEAvsadminB REEE A ONTAP CLI S E & API 89 SVM, f1EvsadminfEA &R
HHEF , FESEER CLI B SVM ONTAP,

MRBEE [TIEERE] (FARE) , BMATUEHAERRANEAfsxadmnin& £ ONTAP
CLI = REST API| REEBEWERRK , BERELFER SVM WEAvsadmin& 1T REM B1E.

HAEBR R , BBIUTIERE

- MREREBBERREMAEAS B (AD) , FEETEMAERF B &,

- MRBEH SYM MABREEN AD #81 , FZIE (MAERP B, LA AD BETHIFE
., MEFMER , B2 15 SYM A BREEMN Microsoft AD B 5 RIEH

- BRI SVM BYMERF B HEMYHEY NetBIOS B8, BWTaEEIR 15 HF T, ER
EE B &Ptk SVM BT,

- EATEENTRBERTE (FQDN), FQDN FEi8i8 255 fl=F T,
« DNS falfRaF IP it — B4 DNS RIRESHY IPv4 71k,

- RIEWRFERAEZERZTE — BAE Active Directory PIRIERFNFEREEZ R, BV SBEE
FAREE. YK EXAMPLE\ADMIN , 55 A ADMIN,

« RIBIRFFE — RIFIRFHER.

- BRERE — RBIRFNER,

« (EBEM) BBEN (OVU) — LEMABRREZEABEMNHRIHRERRE,
- EMERRAREESHE —AD hEELERRARNEFEEE,

mMRIREEMEH AWS Managed Microsoft AD , RIAEIEEEHE , 0 AWS TR FSx &K
MEEE., AWS ZREESHEFER OU EIRH BFTE#H.

MREEMABREE AD , 55 AD PHEEBE., FAXEHE ADomain Admins,

R SVM BHEERERL AR  FREFENERNAFIRENEE SVM HREMERX, IRE
FEMEA Linux AFIREFEEENESR , 5521 Unix (Linux) ; MBEEEME A Windows A BixE
HER , FEENTFS, NMEFHMEEN , F2R URELLEE.

BEMRFIUEY R TRERMER,

B SVM 192
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BALE [ERZBFAEN EEN [REERERESR] E8H0 [RE] MhERENEE. RERER
HENRES [BRM] K, B,

BN REFRERERMSS (CLI)

- FEEA ONTAP EEEEEHST (SVM) B3I FSx , A create-storage-virtual-machineCLI &5
T (REMH CreateStorageVirtualMachineAPI %) |, #1 5lI €8 517 R

aws fsx create-storage-virtual-machine \

--file-system-id fs-0123456789abcdef0@ \

--name svml \

--svm-admin-password password \

--active-directory-configuration

SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OxrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",FileSystemAc
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]}"',NetBiosName=amznfsx12345

IR EFERMERE , Amazon FSx 840 JSON #XNEEHEREA , 1T & AIFT o

"StorageVirtualMachine": {
"CreationTime": 1625066825.306,
"Endpoints": {
"Management": {
"DnsName": "svm-abcdef@123456789a.fs-0123456789abcdef@.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]
.
"Nfs": {
"DnsName": "svm-abcdef@123456789a.fs-0123456789abcdef0.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]

3,
"Smb": {
"DnsName": "amznfsx12345",
"IpAddressses": ["198.19.0.4"]
3,

"SmbWindowsInterVpc": {
"IpAddressses": ["198.19.0.5", "198.19.0.6"]
iy
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"Iscsi": {
"DnsName": "iscsi.svm-abcdef0123456789a.fs-0123456789abcdef@.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.7", "198.19.0.8"]
}
I
"FileSystemId": "fs-0123456789abcdef0",
"Lifecycle": "CREATING",
"Name": "voll",
"ResourceARN": "arn:aws:fsx:us-east-1:123456789012:storage-virtual-machine/
fs-0123456789abcdef®@/svm-abcdef0123456789a",
"StorageVirtualMachineId": "svm-abcdef@123456789a",
"Subtype": "default",
"Tags": [1,
"ActiveDirectoryConfiguration": {
"NetBiosName": "amznfsx12345",
"SelfManagedActiveDirectoryConfiguration": {

"UserName": "Admin",
"DnsIps": [
"10.0.1.3",
"10.0.91.97"
1,
"OrganizationalUnitDistinguishedName": "OU=Computers,OU=customer-
ad,DC=customer-ad,DC=example, DC=com",
"DomainName": "customer-ad.example.com"

A LAE R Amazon FSx E£# & 1 Amazon FSx AP E#T TSI FEE#ES (SVYM) fHREE M - AWS
CLI

« SVM %iﬂmﬁ}g%ﬁ%o

- SVM fEf® B # (AD) RE — EA LS SVM 1A AD , SRIEHEMA AD & SVM # AD HEE, W
FHMEN , 520 58 SVM EA T B #kiERE,

BHREH SVM EEBIIRFE (F#AR)

1. BARX Amazon FSx & , #8ik A https://console.aws.amazon.com/fsx/o
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2. BEREEFHHN SVM , MTAHRR :

- EERIBEERTD , BE [ERRRK] , RREFEEEH SVM B9 ONTAP ERRH.
- RERTEERMERSIER,

—HE—
- ZEFETERIMNFAERHA SVM #I;EE AWS [E15, , 5EEF ONTAP X RIZFFEEEES,
AWS IR F

BELEEFNRTERERMESR,

B TEMEL > TEMEESRE [EH SYM EERE] RERBERIHIER,
B A vsadminfE A & #Y #5300 SAHERY.

EiZ TENSHRPL URENER,

o g bk~ w

=EFH SVM EEEIEF I (CLI)

-  FEEEFH ONTAP SVM #Y FSx #8&E , M update-storage-virtual-machineCLI % (REEH
UpdateStorageVirtualMachineAPI #E%£) , 10T S & HIFT R

aws fsx update-storage-virtual-machine \
--storage-virtual-machine-id svm-abcdef01234567890 \
--svm-admin-password new-svm-password \

FRINER M AT ERMEZE , Amazon FSx 824 JSON XN ERHERA , T3 EHIFTR.

{
"StorageVirtualMachine": {
"CreationTime": 1625066825.306,
"Endpoints": {
"Management": {
"DnsName": "svm-abcdef01234567890.fs-0123456789abcdef@.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]
.
"Nfs": {
"DnsName": "svm-abcdef@1234567890.fs-0123456789abcdef0.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.4"]

}I
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"Smb": {
"DnsName": "amznfsx12345",
"IpAddressses": ["198.19.0.4"]
.
"SmbWindowsInterVpc": {
"IpAddressses": ["198.19.0.5", "198.19.0.6"]
},
"Iscsi": {
"DnsName": "iscsi.svm-abcdef©1234567890.fs-0123456789abcdef@.fsx.us-
east-1.amazonaws.com",
"IpAddressses": ["198.19.0.7", "198.19.0.8"]
}
},
"FileSystemId": "fs-0123456789abcdef",
"Lifecycle": "CREATING",
"Name": "voll",
"ResourceARN": "arn:aws:fsx:us-east-1:123456789012:storage-virtual-machine/
fs-0123456789abcdef@/svm-abcdef01234567890",
"StorageVirtualMachineId": "svm-abcdef@1234567890",
"Subtype": "default",
"Tags": [],
"ActiveDirectoryConfiguration": {
"NetBiosName": "amznfsx12345",
"SelfManagedActiveDirectoryConfiguration": {

"UserName": "Admin",
"DnsIps": [
"10.0.1.3",
"10.0.91.97"
1,
"OrganizationalUnitDistinguishedName": "OU=Computers,OU=customer-
ad,DC=customer-ad,DC=example,DC=com",
"DomainName": "customer-ad.example.com"

il BR 7 77 (B 2 B 44 8% (SVM)

LA BEEH Amazon FSx £ 4&. H API 2RBRiE AR ONTAP SVM B9 AWS CLI FSx, R SVM
2, BAELERBRKMINZE SVM AT B FERHERE.
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/A Important
& 4855 1F ) NetApp ONTAP CLI ¢ API fiBk SVM,

@® Note
MR EEEREES 8  FRERXEEARN EERERN SVM &R , mMBEECHRFTE
MinZE SVM B FEB R,

M EEERERE (T2

1. BB Amazon FSx # A& , #8it %A https://console.aws.amazon.com/fsx/.

2. BELEMBRN SVM , TR :

- EEAEEERT | BE ERRRK] , ARBIFEEMER SYM B ONTAP 2R,
- RERTREERMERSIER,

_HE
- EERTAATAN SVMBE | FFRHA ONTAP SR ERF EERER,

B E AL EMIERAY SVM,

3. EHWRERSIFERT , REMME SVM HHKRESZE, MREE[IFREREEEE SVM , &
HAFMBREF , AR BEMBR SVM. MEEZEF , F2RMEREUEKRE.

4. RBEDIRREEMRRETEERMES,
5. EMREREELES  BERRFETEEREMSR.

fBR 17 [EE B ST (CLI)

= EZMBR ONTAP @17 EERMIZM FSx , B A delete-storage-virtual-machineCLI a7 5 (B
M # DeleteStorageVirtualMachineAPI E%) |, I~ I & HIFT R

aws fsx delete-storage-virtual-machine --storage-virtual-machine-id svm-
abcdef0123456789d
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AR 7 B SRR A R

BA LA Amazon FSx 324 . M Amazon FSx APl , ZERERZHK L BHIFEMN ONTAP REFE
B AWS CLI FSxo

EERGERAR LNRTFEERMS
- FREES - BEERRRUARAEERRRFAMETER. ®RIHERRRLNMEREFRE
s  FRE RTEEREMSR RoIEE  ARZRELERENRFRERMES.

« f£f CLI 5 APl — {# describe-storage-virtual-machinesCLI 85
DescribeStorageVirtualMachinesAP| {2,

RO ERERFEPAE SVM WEERAFTE, AWS B

EELTZRUBRER FSx

ONTAP {ERR#MM FSx LN EBERFREEREMR (SVM) BMAUE -HZEHUKRE, HRERANE
5=, BHIiSCSI BEMRFRE (LUN) RSB R AR, WRERBHBMEN  EXRTEMREER
BEEETHNENNRERE,

BA LUE B ERRHK (NFS) BAAME. RRFASE (SMB) BAWE , SUEBHERMER NEERK
RIFEE (ISCSI) BIAWHE , # Linux, Windows 2 macOS A FinfZEVHIBE[E |, 237 iSCSI LUN (%
AE#RFETF). FSx for ONTAP th X EBE —HEENZEBHAHERE (B NFS 1 SMB 77E),

EALAE A AWS Management Console, AWS CLI, Amazon FSx AP| ENetAppE:iE & =\ 22 T i’
&, BB LA A NetApp ONTAP CLI 2 REST API , FRAERZHKN SVM W EBIREREL, EEF
AR =

BEANRZERRMKKZS TR 500 EHKRE  SEQALRERRZFRS TR 1,000 EH#E

BYBRERE  SUUERTIIEM

- BEAN — FEEX TR FlexVol = FlexGroup,

- WREER — WRENERE.

- HRESE —WRERHETLUEER (RW) ERRE (DP). DP MikE2MEEN , WHE
NetAppSnapMirrorg;SnapVaultEd &S # B §9#s,

« WHEREXKD — ERUMHREARENEAKERE  BERFEFEART,
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- AR —ER SYM B EHEPERUBRENLE.

- RERR — BENERYR (SRERER. BENEEERMER) TA—RARERARTHEEEE
& 65% HHBFFER.

« BMEREZEMERX (Unix, NTFS BS) — RERBEAER A MKRE LNVENFIFERNER

B,
- BRORE — 2ERREERMLENRFENSHEARBNETEREREF,
- PERAGAHE — ERERBRECASAUBEREREMEFNRRE,
- REBEKE — REBEXERRMNAAMBREREYRE, SEAUE=ZEARLERNRAUTETEE,

WA AERABETREAl, BE#EH ONTAP CLI 2 REST APl 23 /R A,

- BEBERTHEH — Amazon FSx B LR E B BSHEEPNTMERER S HL. BRILAE
A AWS CLI 5 Amazon FSx API RE%E IthiE 18,

ES]

- BREHI

- BMRERE

- MREZREEAR
- BUHEEE

- EHHERE

- MIBRELRR E

- RRHKRE

FSx for ONTAP Rt MERANHERE , BV LUSHARTE AR, EALUER Amazon FSx i3
A. F Amazon FSx API 2k AWS CLIZ 1L FlexVol = FlexGroup BEEE,

* FlexVolfREF—ES TR (HA) BEHNERRR  MRETRHUSEENER K MARERE
RRMOVARURERR . FlexVolIREN RN KR/NE 20 MB , MERAKRNE 314,572,800 JKfIT
8o

* FlexGroupfi i &2 B Z @A K FlexVoli R BAEK , EEEES Ll HA BLH 2 ERA BN RIREMN
kb, FlexVolifE [E TR It E S MEBEMRBFIER M. FlexGroupRiikER QN ERERRKNTER
BRREZN. FlexGroupfiiik B &/ K/NASEERK 100 GB (GiB) , & A K/NE 20 PB (PIB),
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A LAE ] ONTAP CLI #§ BB FlexVolk X Wi ER [E B A FlexGroupk , #EEE U FlexGroup
EEE-ANANHEKRE. B2 , RMEREFER AWS DataSync 7EFlexVoliiEk [E M #FFlexGroup
MERECEBHER , UBRRERNFISHESEFlexGroup'sil Ko 2 @E. MEFHMENR , FSH
FlexGroup& % o

® Note

MREBEMFE A ONTAP CLI #HiTR BE# AFlexVolHIRE , U EEEFlexGrouptiir[E
Z B BRZFlexVol Bk B AT B HH . ONTAPASEEHBBRETHADENFEHER , A&
AR ERERD hKE. FlexGroup

FlexGroup X %

BFlexGroupfE 2 R D ARKEY |, BLRK D 2FlexVol&, BIFFEEE , ONTAP B9 FSx 4%/ \{E R 14 A%
oG BB HA BB —{EFlexGroupfiRE &,

B8R FlexGroupi R [ER , MIREN XN EEER D 2BEFEE 0. fln , MREEY—EEHE
B 5 # 800 GB FlexGroup BiiR[E , BIEERK 2 HHEERE KX/ A 100 GB. FlexGroupiEr[EHI K
/NETBAST A 100 GB 1 20 PIB 2/ , (B X/ NEURRR 2 K. BEMBRI2 RN KNE 100
GB , RAXBE%4A 300 TiB, #ilan , EF/\EK D HFlexGrouptiiE B &/N K/NAE 800 GB , A KD
A 20 PIB,

ONTAP EEERBRBER P EIRFIERMRK. B LIEFlexGroupfikENSEERIT 2R REES
E 20 BEER.

E IR E M FlexGroupHBRERY /NN |, S ANEFE S HEEBRBERE 2 2B,

B LAEH ONTAP CLI 5 REST API AFlexGroupiiBEEHIBEZ K 0. B2 , BMEBREELES
BEENANRBERIERMERI EEIHREARE (BEMERM 300 TiB) WiER T EEM. HRMKS
AR BN T BRWEIEMN /0 T, EXD FE2el , EAREE TSR L FEFlexGroupRiik [E
& 5— 10%. EFHIFEE ABFlexGroupEK , ONTAP B ABH P EBT RS , EERD RFEE A
Ik, MREEEERMTHAORD R , BARRCZERE , mMEEASTERBE/N\E,

(® Note
MREFBHOERT D , FRENRBEERI2RE ; Hik , ©FEEARKFlexGroup
HEETESERTLINMRE, LM REBELZREHFexGroupfiiRER TE point-in-time &
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B, AAFNERBY HAFE. B2, PoRBUTARERBERNERMNE &, BIXHURE
o A AT R & SnapMirror,

HiRxEEE

FSx BN ONTAP R MEREMNHUERE |, B LAMERA Amazon FSx £# & Amazon FSx APl &
VIELHERE, AWS CLI
- AZEERTHEEATE RW) BEE, BREE , cMARTEEN,

« ERMRE (DP) BiE[E R 1E A KM BNetAppSnapMirrorsiSnapVaultfd 2z B b BB E,
LEBESRREE-—WRENERK , EXMHEH DP #MRE,

FlexVol#FlexGroup®i ik [E 7] LA RW = DP,

(® Note
REAEEVHREZREMURERE,

HWEREZEEAS

BAMN ONTAP Y FSx X% 3 EFRRMNHEEZ£ME  Unix. NTFS MiEE. BEZ2MERY
ERERNEESABRTEANRE., ELEARBETEANEE  URARACHENZENEENRZEHE
o

ABOBRRRZEMRNELTREPLEAFRERTUFREY , b TERENER. Z2UEEARERE
ONTAP FSx RIZRiZHI &R FEREIRER | LUR WL A Fim iR E o] UE 8 2R,

BRARRAEHMREEZEMEXNMERZREEERAGNERSRE  URFIHKEERNERE
HARBEE,

£ Amazon FSx £#A. CLI M API A EVHKER K ZLEKSEHREARUKENZESMR
Ko EAILAERA AWS CLI 5 API SR EN T2 MER ., BAUERYHMBE 2 R IS3UERE, W
EHMEN  ESREHUEE,

ESAUKRE FREZSEEAR  FEERRENER  MRAEENSENZEMEEN , UBR2EE
BRBEBRE, Bl ZEMRXNTEREBLEAFFERTUFIES . ZEMEXNEREARR
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FERGEIWER , URAEHELERNAFRER, UTRUHBEAEAUEREZERERZSM
BAWEZESEE

« Unix (Linux) — MR ERRHFH Unix EEEEE, XZEFEAER NFS AF R , MFEERMEHR
BEXEMEH Unix EAEEARKIRS , FRELZSMEEN. RE Linux AFIRATBER Unix &
2MENIENER , ERANBEK EEANERERAENML TR NFS v4.x ACL,

« NTFS — MRERRHKEH Windows REEEEEE, AZHEHAER SMB AFK , MENE
RV EARXBIER Windows EREMARKIES  FRELZE2MHER. WRUMREZSETM
Windows 77EU#E , BZEEFEA NTFS Z2 K. RE Windows AF IR MAERA NTFS &M
NIEHER , BRAMB K EEANERERA NTFS ACL,

- BE — EREMRE. BEMBEZEN , F2ENetAppXHFHROPRNZE A KXR AR ERE,

B HRE

BT ONTAP #4515 (CLI) F REST APl 24k , #58 A LUER Amazon FSx 24 AWS CLI.
Amazon FSx API & NetApp ONTAP FlexVol ZiFlexGroupfik B2 I FSx.

EERVUFlexVoIHRE (F28)

(@ Note
HRENZEMHEXSEDREARBREN LSRN,

BRR Amazon FSx =& , #8ik A https://console.aws.amazon.com/fsx/o
EERASBEERT , 1BEF [HMKRE]

BERVHKE,

HYUEERRKER | 555 NetApp ONTAP #iE Amazon FSx.

E TERRRFMREA ERD , RETIER .

o K~ w0 Dd =

- ERBRRR] P, REEEURBRENERRR.

- HAREEERKS K BSREECH I BVHBRENREREERKES (SVM),
6. # "EBREE&X. BEERY , EEFlexVol
7. T [HMBREFMER BERP , RUTIIER .

- E [HREAE WP, RUEKRENEE. SRSAUUER 203 BREFTHER () F

TCo
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10.

. EHBEXNF  @ANR 20—314572800 SSEAKEMEE , LUIEE KX/ (MB),
- HRAUKRERE K FREESE RW) REUTERMTBEANUEEE  RiREEZRRE (DP) XK

BYMEBEBRTAFESRERE NN EEERE, NetApp SnapMirror SnapVaultilZEFFMHER |, 72
B REREEE,

- HR TRERE, K FEERARTOAZHEMRENNVE. flw , SBLEFINEERR/

vol3,

- BENSRERER , FiEE [BA] A ONTAP RERREE (ERERMR, BiEiE

W), MFFMER , F2H R ONTAP BHFRER FSxo

- HREHREZLMHER , FREHEERERN Unix (Linux), NTFS fiE&. MEFMER
HWREELZ S EE.

- HRRBEGK , FEEURENRBER. WERBRAUANFRENR , F2RREECR.

E
s
&5

mMREEEZE [BFTREA, BAX4ERE [BFTRA MubEERANER, BiTRIKECEER
SVM RIERRHKEF . EALEA ONTAP CLI 5 REST APl B3 BiTRBEHEK, MEFHME
A, 528 NetApp ONTAP E R RYZE T IRE R E,

E TRERREE, BEERY , BHTIER

- HRAEEEFEBRA , FEEURENRF T L BRE , TR [B8)] (FAFRE). [ERE].
[£3F] =X [E]. WEFMENR , F2B WRED BEE,

- MREEE [BE) R [ERRE], BUURES BERAGAHERE , UERHMATFINERERA
REAYBERELEEMEFECAINRE, BLUIRMH 2 3 183 X2 MME., FARRES 31 XK.

£ OTHERL BUEH , B "SnapLock#BRE, |, FEIEE "RKAL M TERAL . WMFEERESnaplock

HAMRRRESRSnapLock s ¥RTR BMFFHER , FSEE L SnapLockF & MR EFE L

SnaplLocki® ¥k [E, T SnaplLock BIIEERE R , S E RELMER Snaplocks

B [FEEY] AR M HERE.

BE LR (BRAFFAER) EEN (HKE) B8N0 (RE) MPERENEE, EMRERES
"EEM. B, BN REERE.

EEE U FlexGroupRifk[E (X2 A)

@ Note

B RBEFE A Amazon FSx £ A A RIIMEFXERRKEIUFlexGroupiiiRE, EEAZH @A
ERERRKEIFlexVolliRR[E , 5B Amazon FSx API 2 NetApp EE T E, AWS CLI
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o & 0N

8.

BARX Amazon FSx £ & , #81t A https://console.aws.amazon.com/fsx/o
EERASBEERT , 1BEF [HMKE]

BEEIRE,

SHERBRRFERE | 55 NetApp ONTAP i£32 Amazon FSx,

E TERREFMAESA BRP , RETIER

c ERRRR F , REERUYMBRENERRER

- HAREEERES BREEECHIIEVHBEENREZEEREES (SVM),

£ TEEES. BEYF | EEFlexGroup,

£ (R EFEER) BESD , BRUHTIER !

- fHEEEB BT  RUHEBRENEE, SRSTLUMER 203 AREETRER () F

TTo

. EREEE AT , B A 800 GB (GiB) —2,000 PB (PIB) #iE AL MRS,

- HRBKRERE K FEEESE RW) RELTERMNATEANUKRE , B FERRE DP) X
By MEA T AERBRENBEEBERE. NetApp SnapMirror SnapVaulttlEFH#MEHR |, FS
B BiEREEE,

- IR THRAERR, K FEERRATRAZHBHERENVE, S, EBUXEFNEERER/
VOlBo

- ZEMSMERE , BIRE [BA] LAA ONTAP fFERE A (EEERMR. BENER
fiE). MEFHMEEN , FSE 21 ONTAP REMEMN FSx.

- HRUBEERZSMEN | BHRIEUBEER Unix (Linux), NTFS B4, MEHMEENR
HEEZ SRS,

E
W
&

® Note
HRENZ2MEX SR BRTERRURENR SRR,

- BHRARBEE , FREERENRRBEE, NFRBRANFAENR  F2EREIE.

MBHZEZ[BFTER, AIX4ERE [BFTRA MU EERANERE, BiTRSVECEEER
SVM SiERRHFKH, EALAER ONTAP CLI 2 REST APl B BETRBEBER., MEFHME
A, 552 E0 NetApp ONTAP Em X4 ryE L REEH,

i TREREE) BRT  BRETIIER
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- HRAEEEFEBRA , FHEEURENRB T HBRE , TR [B8)] (FAFRE). [ERE].
[£3F] =X [B]. WEFMENR , F28 URED BEE,

- MREREZ [BE) S (ERRR] , BULURES ERAAAHRE , UERERTFERNERETRA
RANBERELEEMFECANRE., BALURMH 2-183 R EHNE, ERERES 31 X,

9. T& "#ERE, BES , § "SnaplLockiBRE, |, FHEE "RUAL M "EAL . WIFEFRKESnaplock
A MR ESHSnapLockt ¥R ENFFMENR , BB ELSnapLock A& MRIERERME L
SnaplLockit ¥Rk [E., T SnaplLock BIIEERE R , FSE RELMHER Snaplocks

10. BIZ [RER) LB REE,

BE L (BRAGFAER) EEN (MKE) B8N0 (RE) MPERETEE, EMRERESR
"ERM. B, AR REERE.

BEEMUTRE (CLI)

« HEAONTAP BRRERI FSx , FAFEAEIHIRE CLI 5T (REMH CreateVolumeAP! 1
%), T 5IEBIFT R,

aws fsx create-volume \
--volume-type ONTAP \
--name voll \
--ontap-configuration CopyTagsToBackups=true,JunctionPath=/
voll,SecurityStyle=NTFS, \
SizeInMegabytes=1024,SnapshotPolicy=default, \
StorageVirtualMachineId=svm-abcdef@123456789a,0ntapVolumeType=RW, \
StorageEfficiencyEnabled=true

RINERBE 2% , Amazon FSx L4 JSON B EEHERE , 0T H&HIFT R,

"Volume": {

"CreationTime": "2022-08-12T13:03:37.625000-04:00",

"FileSystemId": "fs-abcdef0123456789c",

"Lifecycle": "CREATING",

"Name": "voll",

"OntapConfiguration": {
"CopyTagsToBackups": true,
"FlexCacheEndpointType": "NONE",
"JunctionPath": "/voll",
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"SecurityStyle": "NTFS",
"SizeInMegabytes": 1024,
"SnapshotPolicy": "default",
"StorageEfficiencyEnabled": true,
"StorageVirtualMachineId": "svm-abcdef@123456789a",
"StorageVirtualMachineRoot": false,
"TieringPolicy": {
"Name": "NONE"

},
"OntapVolumeType'": "RW"

},

"ResourceARN": "arn:aws:fsx:us-east-2:111122223333:volume/fs-abcdef0123456789c/

fsvol-abcdef0123456789b",
"VolumeId": "fsvol-abcdef@123456789b",
"VolumeType": "ONTAP"

BT EBREREROERIFTHEERELFHERE, NFEFEET  F20 RiEt0EEEH
HRRE,

EHHERE

BT ONTAP s %ISR (CLI) # REST API 24\ , BiZET LA Amazon FSx £#& AWS CLI, H
Amazon FSx AP| EE#T NetApp ONTAP BB [EAY FSx #HAE, BT LA ONTAP Mk [EEHIRAE FSx
NTIARA :

- WREER

- BORRK

o BEBRE KD

- RIEME

- REKESERA

- HEREREES

- REBBUR

- SREBER A

- BERERDEM (£H AWS CLI 1 Amazon FSx API)
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0%

HMEY  Bol TETEREEN FSx.

EHUIREERE (F72E)

o kb w0 bd =

10.

11.

12.

13.

BRX Amazon FSx £ & , #81L A https://console.aws.amazon.com/fsx/o
BEEERRR , AREBELEFTHMYUKREN ONTAP BRRM,
EEHKRERSIER.

BELEFEHMVHEKE,

gt¥ "B | BE TEHMUKRE

FEENRE R HRRE B RIRREN T ENHKRE) HFEL R,

HR THEBRE) K FRARRREANREVENHBHEE, EBLEAFHENERLR , 4
#/vol5,

HRBREKXR/ , BALTE Amazon FSx FEREFEENSEEARBNE RO EUBTEEN KD, B
FAFlexVoli{RR[E , A K/NA 300 TiB, ¥ FlexGroupfifRE , &R A K/ A 300 TiB TIAE
FlexGroup## B R E B iR BB B , &% AlE 20 @ PiB.

EEMSBRENE , B2 E BUH) LLBA ONTAP REMEINEE (EEERMER. BEMNERRE) ,
NEE (EHBHER,

HREBEEESERA , BAUKEEEINREE N, BRAl , I E (B8] (FBERE). [ER
], [&%] X [E]. nFEFELEESIBRAUNGFHEN  F2REKRED BB,
HREBRERSMER , F5EE [Unix (Linux)], [NTFS] = [BE]. MERENZEMEXERE
EBANTFS 5 UNIXACL RIS EBAMBEFHNREFHRE. ZEEAHEFTRIZTEESE
X, AEBRERFEREEA,

HRARBER , FEEURENRRBER., IFRBRAINFEEN , F2ERBEE,
MREEE [BFTRRA, BXEE [BITRA] MubEERANER. BFTRALAESEFER

SVM SERRFKH, BRI LAEH ONTAP CLI 2 REST API 2 BETREBEE., WEFMENR ,
52 B NetApp ONTAP EmX A mE I REFE A,

HROBERBAANEE , ERER 2-183 X, MKREN D BERUSAHBEER T HAREFRNER
BEEASLBEREEERFRERBZITNRE. HRERGEEAutoMSnapshot-only K,

B [EHT AEHUEKE.

ERTHLERERRRE (CLI)

EEFH ONTAP HER[ER FSx fARE , SREEAEFWEE CLI i (BFEMH UpdateVolumeAPI
1E%) , IR EBIFT R
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aws fsx update-volume \

--volume-id fsvol-1234567890abcdefa \

--name new_vol \

--ontap-configuration CopyTagsToBackups=true,JunctionPath=/new_vol, \
SizeInMegabytes=2048,SnapshotPolicy=default-1weekly, \
StorageEfficiencyEnabled=true, \

TieringPolicy=all

i ER B R [

BR T ONTAP @ %5 (CLI) #1 REST APl 24 , BRI LAEH Amazon FSx £#24&. # Amazon
FSx API il NetApp ONTAP RB4REEH FSxo AWS CLI

/A Important

IR E S BUA Amazon FSx &1 , RIRREMEA Amazon FSx £# & . API 2 CLI Ml BRE:
BE,

/A Important

£ Amazon FSx #E AMIBREIRRER , R LIREBHUKREETRRRED. SUUREHE
UHHKRE, BARBLEEERFEHEAREER., NRERAE—BRBEERTEELE , Al
AT A BRI RERR E R B F BB L IR ERD . EEMEM delete-volume CLI on M BREL
BR[E K , Amazon FSx TR TRAHED-

MR E A , FRERBEAEXFNEERBRVEKEPNER,
& EZMRUKRE (F28)

1. BABX Amazon FSx & , #81L A https://console.aws.amazon.com/fsx/o

2. EERMEEERT  BE RERRR], AREBEZRTMERHEERERN ONTAP ERER#K
3. EEFHMKRERSIER,

4. EBELEMBRNERE.

5. 1E [BhE] FIBE [MBRIEER[E]
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6. ERRYFELRD  HREBISKREND , CEMEZEE :

- BE [B] UETHBRENRKRES. ZRiEONEBRENET.
- MRETREYBRENRKRESD , FRES. RRSERCHRURE—BMBR , MEEZEER
RS
7. TEREFRMIBRMBAIPE A delete SARERRRERE = MIBR,
8. BEIEF [MBREIRRE]

= ZMIBREERE (CLI)

= ZMIBR ONTAP B{RRE/Y FSx , A AMBRUERE CLI % (EEM DeleteVolumeAPI 4
¥) , MR HIEFIFT R

aws fsx delete-volume --volume-id fsvol-1234567890abcde

WA =

BT LAfE A Amazon FSx 12 4. Ml Amazon FSx API MR EH K EEERZRKLBBFEEMN AWS
CLI ONTAP iR [E /Y FSxo

HERARRRE LVHUKE

- FRAFEAS - REERRFLURRERZAFMAEFET. 1BE MEE) RSIZEBUIHERRK
FHFFEHEE K AR BELERBNEEE,
« £/ CLI 5 API — EA# AR E CLI fs D= API 4%, DescribeVolumes

21— iSCSI

W FERBAM{A#E A ONTAP CLI 5 , B AR NetApp ONTAP R EERMHKEH Amazon FSx L&
37 iSCSI LUN, NetApp lun create iNFEFFME , 552 B lun create NetApp ONTAP X #H /0

® Note
EISMERERR{TXIE iISCSI BAWE.

hEFBRREEREERRRLELHKRE, NFFMENR  F2H EYHRE,
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EREEmR
1. EETFH NetApp ONTAP CLI , FE#1T N3l T , EEA M NetApp ONTAP #ERRHKH Amazon

Fox BEEEER PRI REHEITERER. BMfmanagement_endpoint_ip AERRKEEERE
BB IP ik,

[~1$ ssh fsxadmin@management_endpoint_ip

MFFFAE , 526 £/ ONTAP CLI EEERERMK,

£/ lun create NetApp CLI IHE3 LUN , B T3IE :

2.

svm_name-121 iSCS| BEENREEEEEMES (SVM) 2R, THESFEHAEERE LUN,
« vol_name-E#: LUN W EER T,

« lun_name-ZEIE M LUN VAT,
size-LUN By R/ (M TiEBEE(NL), EATLAEIMH LUN X/ EBRA 128 TB,
@ Note

BAEREEANUKREZ DL LUN RKIPK 5%, HiBASAMKRERRETZME.

« ostype-EHMIEERHE , windows_200851inux, BRAwindows_2008FFE RAH
Windows ; IEWHR LUN EFEENFERRERRBE , YEMEREL.

(® Note
RPIZEZZE LUN LRAZE2E. MAZE2E % , ONTAP IJLAfE LUN BRETFZ K

BAENER 3BT EMER LUN FEYE R EKZER™,

MEFHMET, , 5528 NetApp ONTAP CLI X#1lun creates .,

> Jun create

-vserver svm_name -path /vol/vol_name/lun_name -size size -
ostype ostype -space-allocation enabled

Created a LUN of size 10g (10737418240)

3. WA LUN BEM. ERNMHE,

Eu—iscCsl
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> Jlun show

RRGLAT 58 EE

Vserver Path State Mapped Type Size
svm_name
/vol/vol_name/lun_name online unmapped windows_2008 10GB
A
RESR

WEMRBELEIN T iSCSILUN , £/ iSCSILUN A ERBENEFHN T —ESERAE LUN BIE
Figroup. MEFHMENR , F2H 5 iSCSI EHEZAFim = 45 iSCSI LUN HEHZEIRERAFIF -

BEEPPEREK

EEEE Amazon FSx BRERH LA SMB ERHELR |, BT LIER Microsoft REHBAERKREFER
ENE, HAEH®K GUIBHt—EEPNE  UEEREEERKS (SYM) DWmMELAERR, T
FIFEFEHARAMAEY, EHMNBRERLA,

® Note

BB LAER NetApp RILEEBEREE SMB BRLAH. WEFMER , F2H EANetApp
REEEE BlueXP,

B RERRELZE Amazon FSx R Rk

1. REEH Amazon EC2 Bl , W& H BB Amazon FSx X4 R&FE AR Microsoft SE8) B
8%, BEEHITIIRME , 5B5%® (AWS Directory Service BIE{Em) TBRETHHD—EREF
o EREMAITIERE
- FERBERESITERE

2. LBARRRKEEEHEXENERAEZEE D Connect THTEE, MEFMAET , FSHE
{Amazon EC2 Windows #|{TERFEAEIER) PHLEREEH Windows H1T{EE,
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3.

BARK [FER] ThEER , W AER [LLRREEE 5 5 H1T] K#F1T fsmgmt.msc. EEMSFERMLAER
% GUI TE,

st TE)E, |, iE#E "Connect EIZ—A SRS

filnetbios_name.corp.example.comil , &r¥HMER , W AR FEEEEEE (SVM) B
DNS &%,

#E7 Amazon FSx £# A LS E SYM I DNS &1 |, H B IEREERMES |
BELN SVM , REO THEBERS , EFRE SMBDNS £, BHalE
DescribeStorageVirtualMachinesAP| #E% /Y B FEF ER S DNS &,

BERE, RE , B Amazon FSx ERRAAMNEESBE R EXLAERKRIENBES,

BAEAAERKREERE Amazon FSx BRRFK , B LLEB T BHEERERERFAELEE Windows 18
E 91

(® Note
BERCERUREUNNHRERE SMB A,

- BUFNERAA —EHRERRIES | BELERTH [HLA] SLEF Amazon FSx ERRRERY

FAPHA, MEESE RN EE TR B ENRE L, B LA TR [BIHA

BRRBE,

EEUHERAAZE , BS4EEBNANHERR, RALLERM , M TR :

- FRAHAERRTIE  EEAMERRKEEZE "28, K REBEE "BUHMERNR, UBYK
BERRK,

- FEHBSIT:

New-Item -Type Directory -Path \\netbios_name.corp.example.com\C
$volume_path\MyNewFolder

- BUERAAH — & "HABRKX, IEH , FAERTHREEERERAANRE B-T8

BA®) BRE  RREE "A%, . BUBMLRE "HE, .

- BERERAAH —& "HABRKX, IE4  ARAESTEBRCERARANAR E-TEBER

) Thaek , RREBEE "FIEHAL
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® Note

REEEMER Amazon FSx R R DNS BB EE S fsmgmt.msc B, FEEMR GUI B
BRAA, IREFEAERRFKN IP 15k DNS BIBER |, (E1E 1) BESELEE
BFRgBBRERAA,

EREFEEX

E AR NetApp ONTAP B Amazon FSx X B RXFEAEHRFTEREMES (SVM) RERFH &8
FH,

ES |
- BEREIREEEE
- REERFEEZN THESE

ERTFHRHESE

ERFIEZITRERBEERNEELRE  CHEEAEHELNERNE HKNEFN. BRFEEKTH
BERERMNEREN , YR ERERETHRRENNRRE, ERFIE&KTHEENEREEER
REER, REBIEERE YR EERIRHER,

BERMESFFH , Amazon FSx XIRCHEKIER (FIMERENERNANFEERNERE). B
AAM , IMEMIEL K, Bt LFERFRERAE R FEE .

KR  BREHEHGUEVIXERRARET , BETLUEA Microsoft B4R 25 i tRiE Lid ik
&

A% M SMB FEISE 4
TRFIH SMB ERMERREFEMEMH AT UER.

SHEBIE (EVT) =4 DU =Wl
560/4656 B R A2 3L ¥ 1 HRIB  HR (X EREW

e B 8% ) 15
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EHEBIE (EVT) =4 iR E=he]|
563/4659 R E B M BREE Y HREHM : MBREE BRFE

ke FARER ( XHZB
&% ) IR
564/4660 il B 0 4 R - MIBRE R BREFR
(XHZHBEH%). B
Windows i iR E &
MIBR Y4 (R B %)
B, ONTAP SE4 It
NS
567/4663 BEMHIEAYIH/E  BREEE  BRHE BER7FH
BB ENH EX (B, BEA,
B BEEM  REBM

) o

(@ Note

HRALLE

£ , ONTAP
Ryt
FHE—1E
SMB FEEUFIZE
—1{& SMB B
AEZE (BiTh
HEK), EA
B lE ONTAP
EE—AFR
B R 44 3t
MEMHBIT
L EENE
B A
B, BuiB%
HIECERIEH .

ERFIRERESS
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ERAEER

EEBI (EVT)

N/

N/A IN/A ZEEHZH

A% 9999

N/A ONTAP S48 5!

% 9998

E
g

EwnBUHG

HUHERS Y 4

A% NFS EIEH

AR TS NFS ERMERREMEH.

- READ
- OPEN

- CLOSE
- REAY

» WRITE
- ERNSH
- RYE

- B

« PRI
- BB

- BSE

- BRE

DU

HRIE  EERAE
g £

YHER : B8
B, &
=—1{8 ONTAP =
. Windows B &1
FEXEECHMARE—=
.

YIHFE - BUE
BRI, B
=— 18 ONTAP =
. Windows B &1l
FEXEECMAE—=
.

7
R

CELe

e

ERFIRERESS
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- N B
« RENAME

RERERTFEERN T/EEE
¥ ONTAP 5RE FSx TR RFERZ SR 5 SR I -

AERERTFRERERNEESE,

EHE SVM BT RZERE,

2 SVM ERUAER.

SHE TN RA B SRR ERERRE,

BREAR ONTAP iy FSx B HEREH B2 RN BB A&,

o > o bh =

EEFEEFAE T IEFPRME,
FHHERZAR L EERAERFRERNEFEM SVM EREL T,
BRER

£ SVM LEERE M RUA T 55151 5 51 51 51 51 51 51 51| 51 51 51 51 51 51| 51 51 51 51 51 51| 51 51 51 51 51) 51| 51| 1) 1) 25
13 :

* NFS BB BEEEABRENBATFIIZGEE (ACE)u , EERAFRYNHE , SEERKCHEE
Bo B NFS % , R TMER ACE cBREHE, & ACL BRARN UK , SHBEK
ACE, #EXUTEIRS ACL B , TEELEEK ACE,

« BERHRREFHREPNITAZE, (TFUEKRER ONTAP EYNERAUKE , ARMEEFE
R, EREMNGHHMENPREOEVESR , ERRKEHSEERA EVIX & XML EREX 281
7. ) BAARERLESRKURENRRES  FRANEZEAITHLZRHHRELR,

« BEREHRRESRFCEREREHALHEZBEENHMKREDEIRAZHE, S4ARERRREFSH
ACENHRETREEANEZR., SUNEERYRKEEREM -rotate-1initBBRIEEERER
BB STHRKEERBE  ERYRBRERETRZAN A ZEHEKEREER.

£ SVM LI FEZIARE

BAAREREEEEMEES (SVM) EEIRZER  FERBREERNBE&EH, BURBRERS
%  #WAETE SVM ERSE A,
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EiRERMvserver audit createtBURKERECH , BRELCEY —BHECHEENIE
% K MBEEXBESZRIERRERL. BLUFEA-destinationZ2&IEE BHEH #.

BU DR EREE  RIFCHEADIERB KK, WTAR
- HEERBRSEEANRMEKEE  BEAUTES !

vserver audit create -vserver svm_name -destination path [-format {xml]|evtx}] [-
rotate-limit integer] [-rotate-size {integer[KB|MB|GB|TB|PB]}]

THEHHEELE R SYM NEKAERE , svmIBERA KNI ERERIEREZEMN CIFS (SMB) & A
MBHEH (BRE). RHERXABEVTX (ARE) , CHSREE/audit_logB &+ , mMALK—
RRAEH—ELHE (K N&KE 200MB),

vserver audit create -vserver svml -destination /audit_log -rotate-size 200MB

- FERBHIERBRKICE  FERAUTES

vserver audit create -vserver svm_name -destination path [-format {xml]|evtx}]
[-rotate-limit integer] [-rotate-schedule-month chron_month]
[-rotate-schedule-dayofweek chron_dayofweek] [-rotate-schedule-

day chron_dayofmonth]
[-rotate-schedule-hour chron_hour] [-rotate-schedule-minute chron_minute]

MRBEREUSEAERNEZIEHBS  AIEE R -rotate-schedule-minuteZE,

TrEHEHEsvmERUKEAERNERD AN SVM BURKAR, LHEERXK/EVIX (B
RfE) , MERRKEHEE—BNFIEEFEA 12:30 PM ETE#E,

vserver audit create -vserver svm2 -destination /audit_log -rotate-size 200MB -
rotate-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule-hour 12 -
rotate-schedule-minute 30

BRI AEA - format BEREERAEBRNEVTXER (BRE) ERUXMLERB N E L ERKC i,
ZEVTXHE X R FFE A Microsoft EHERREF BF M.

BIBETER , ERZNE4ERSEEREFHEYN (SMB # NFS), CIFS (SMB) B2 AMEHEHR , UK
RERASBEEH, Sl EESYEFibRFERSEMLESH |, Z-eventsBBEFTIER :
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-events {file-ops|cifs-logon-logoff|cap-staging|file-share|audit-policy-change|user-
account|authorization-policy-change|security-group}

Bl , EFA-events file-share AR RLASHHEKIIEE.

WEHBEvserver audit createmTHFHMEN , FBREELEKERE.

£ SVM LR

R ERZEREZ %  BNUERA SYM EWERIIEE. BEERY , FEATIHS

dit

vserver audit enable -vserver svm_name

plan , EATHEGS , EEAMN SYM LA T @ Hsvml.

vserver audit enable -vserver svml

BURERERFIER, flm , EATIHSEEME A SVM ENEZsvms,

vserver audit disable -vserver svm&4

ERERAREE , TEMER SVM LNRBRE , EXRTEVUBRERK SVM L EHBAERK.
REBRNMENRER KL

REERHHERREAEFNERAETRENERNER RRERK R, BT ARERK R IRE R
R M K B R ELE

Z A LARIBEERE SMB # NFS %R Al, SMB # NFS BZRAIGRIBFUBRENZTLMER | EBF
Emm%%**ﬂﬁ*ﬁlﬂﬁgo

NTFS ZE2MENERN B SRR
O UFERARELTESMES|I RS ONTAP CLI K& E NTFS &R A,
EERRE NTFS R REE ((RE LT M RSIER)

BRI LUEIBASTHE #TIE EE NTFS &M HRTAHBIBIH NTFS SACL RERE NTFS &R, A
# ZeMEATEERENTFS EXNE &, EETHFERREREFEAFARADRE., T2k
R TR LI ARERERNERNREFIERN Y B FEIRHEE (DACL), ERMNERREZN
SACL , S[EREE SACL M DACL.
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ERAEER

1. & Windows EREEWN "TE, IheERS , BN "HERRHTH

2. STR "HIEREEREIRRAE . HE
a. IEFHBREAR,

b. 7 [BERX] HRP , WMASTSHAN SMB (CIFS) RARRER , HHIELEREMNER L

RLRABNERE,
c. iZ#E Finish (5E&)o

RNV EHE I EFHEF Windows BREBERE , BrARAPESHERNERRK,

3. EMZEAHMARKTFHAIERS A .
4. DBBRARR-TEXRIGBH , AREE [RE].
5. B Security (%) R,
6. R—TEM,
7. EE K] RIlER.
8. HITAIEMENE
MREBE. HATAT SR 4E

AMEREREFMER 1. BEF Add (F48),

TR 2. £ [ AZER WS TE] 5
&,

3. 1B OK (HE).

REAERFHERER 1. £ [BWAZERNYHEE] SRF
B #Ho

2. 122 Remove (BE).
3. iB4E OK (BE).
4. BBLEFHREEITD .

, WA BEMENER & REE

BEUEEBBRINERERE

SEMERAENEEN 1. EBAZZERNYHER AT EECESENERAESE
e 8.
2. BEERE
3. iEfF OK (FEXE).
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10.

11.

12.
13.

MREERECAENFHENER  NBERAEAERFANER , Az ERIEE] TRER
o

i [ERE]| SR, ENEEEALEREENS N,

MREEEE-RBRLJERK , Al [EAE] TRTEERERATRE , RATCHERA [ELY
1o

i TEHL B  BEREERKNIEER  URRBEREEIENS. REEHIME,

- BEERBRINES  FEERN G,
- BERBRKRUEN  FRE TRBL 5.

BELTEERNEE  UNSLENZ2MEER, NFELTRKEMANFMER
Windows X, &R T HISEH -

3
¢
&n

- T
o B R/AT XA
o BRI R/FEIBER
- BEHEH
- BEUERBM
- BYERIBEAEHR
- B ERR/MINER
- BABM®
- BARRBM®
- MBRFERRMES
* Delete
« REGTH
- BEHER
WSmAER
MRETERERZIECRIFRBARNREERNERR  FEE KELRKEBEAEER
LR 2R AR Y4 /A 2R 5.
iZZE Apply (EA).
TRETE, BRIEEEZIER <&  FIEE [HE]

;n.
aXE
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(IR IR 75 SRPEENRARA.
14. # [B&] T+ , BELENRNEARE. FEEERHFSRLUERIEEEHNRERE
Ko

ERLRET I HP 2 —

- RE (S REPUTEEANERIER] T 5.

< EE DUYHFN TRARKZEERAAME FR ENAMBERE TRARKIER] Tk,
- EFEMES R,

- MERREBTIEE,

RAIEE R FIRE SACL , [ HRPFRER (ERALYARANRKEBMRFET
R EFFEREN TRARKIEE] 55,

15. ## OK (FEE).

EETE NTFS &% /EEH|

BEBEEA ONTAP CLI, BAIBARRTE NTFS &R , MAFEMEA Windows A Fiw L# SMB £ H
EREEHR,

O LAEF vserver Z2 MIER B T RVIRERE NTFS FERRRE,

plan, THBTEREANZEMRAERAPIER A SVMVs0,

vserver security file-directory apply -vserver vs@ -policy-name pl

UNIX Z2 R E RN B B &R R

AL T8 ACE (TFEUZFIEE ) #TH#EE NFS v4.x ACL (TFEURHIEE) , BIERE UNIX R£ M4
AERMEHNEZ. ETREENRLTLMANERRBE NFS ERMN B KFIEH.

® Note
M NFS va.x , BEMN RS ACE HRFEFEMEMN ACL #. HIt , Ei§H%&% ACE B ER
B ACL K, AN, UBEBEREMEKXRIRE ACL, 18R ACE MEBEHRAE ACL WIEF
EBEARE,
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EERE UNIX BRKE

1. FHARERESTHIERS B #HMnfs4_getfaclE ACL,
2. MIMPRERIRER ACE,
3. FEARYEENEDS , SEHN ACLEAEERNTs4_setfaclsl B,

tEflEEAL-aRE , BBEANERRTERAE (B Atestuser) MEUERFilel,

nfs4_setfacl -a "A::testuser@example.com:R" filel

BREZEHBF
B AR EVTXEXMLIE R X EN BB ML %,

« EVIXREEMR — BABUER Microsoft BHRIREISMIREWEVTXRLBHRERMER EREN
ﬁﬁo

ERAEtRRRRRE4REER BT ERARMERE

- —iRBR  EHHE4RKETTAESHARANET. TERETIEHEENEHEEEN, B
EAFARRREREH R ENER.

- FHERE  REFNEEN XML EETH, S8R XML RAERBETHAESHERNE
A, UREHEENSHBEER

« XMLASEERE R — AL RIE XML RS RN 1 BEEARR EREAEE XML RS ER
%, MBELHEE XML EBHAT XML M ES0EEER , XML R8T 8 TARRABZTE.

RrBEERELRHFTFRENMERN IOPS

EREEAERNENFEAPIRIRMBIFFETZEE , TLUEMEAR NetApp ONTAP ERRFZ
Amazon FSx W EREERk (SSD) 7R E. EALAEA Amazon FSx £#A. Amazon FSx API 5
AWS Command Line Interface (JAWS CLIZE#{T Lt 12 4E,

BB INEE SSD REFAENB U BER , HHERKKBEMERM SSD IOPS, MFERE
RERRKEEE SSD HEFARENME IOPS BENFHMEN , F2REMEZRARECERFHEEFM
IOPS,
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EERXIERE

FSx for ONTAP € BB ERRAKRCEHIZERE, BULEREHO LEXERRANELE
BRE , BELIBUANEEERRANBEERE, Fick , CHVERRREERFENARTER&
jcﬂ’ml_i%?io Flon  FEEAOLBEANERREME 4 Gbps NEZERE  SFHNERREETER
EZE4 5,120 GiB #9 SSD FEAEF 160,000 {EE EFER IOPS, MEFHMEN A FLEALERE
HMENEE,

WEAERERAREFERERARNERAMFBINARHERERNNEE 2 —. BENBZERERNRS
EEHE%&E’J%% B RRREE /0 ¥ (I0PS) , LX&*;?fﬂﬂE%%J:E’Jﬁﬂﬁﬂﬂéio MEFHE
) E%ﬁ)‘&ﬁbo

p £

i |

=

ERERRMNEEESTER , Amazon FSx EYIMAERRMEHB INERFARKR. FLBRES ,
E-THENEtRS ROERIRTSEINEDHFERENRELE  EEEFTELPENRES R
TR, REEBENATIELERFH NFS (HIRERLA). SMB (AMRRFEE) M iSCSI (HEHEH
HERRENE) AFRRBEREAN , BENTHFEHEHEEHNT  NAFFEHRFBOA BF
REUEAFNBEIERER RGO EWMER.

(® Note

ATHRREE TN ERTEM , FSx for ONTAP 2EIRIFTEREMETE , WEMER A
20, HEEERAANERAEURETRETMAEEN B AEE, EHENERRAHEZED
B, RS (flnEaEEiEREMNEN) TESEE, RREBTRESEIELEEBFTHA(TS
ME , BERRETREALL, NFEFMHENR , 552 Bthe section called “HEERFER",

£
. ARERREEE
- EEREYTREENREEREER
. MABREEEE

ERREERES

Iiﬂllm

\y

fim

?‘HH

MREREIEERE

Amazon FSx EZ Amazon ¥4 CloudWatch , Al B R ERERRAIFENMEIEFRAES K, BB
BEERRFKESHNVEIZEN IOPS ML , BLRRBEIEEHNEY  URERRFENEEERE,
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, REZHERHNREERERIET/FESNENRIZE  URI/EFEHEABEZENMRE,
"‘—IJ«MQFE CloudWatch 5 REES FMLHE LR A ML, MEFFMER , S Bthe section
called “Z0{al#% FSx A ONT CloudWatch AP EE”,

(® Note
BEEERONERERZARNBEERE,

AR TR R ARERRER

WA LAE SSD EAREMNMEN IOPS B TEREMBARETHZH , EXRBEXERET
¥To Amazon FSx EEBIEMEB RN ARIEFT :

. QD%"‘HHE& SSD/IOPS EFNBMIABREER , ASEIEMEER, SSD/IOPS EFNEHH
EEREEMBIHEIEKIEF.

o MRIFIE SSD/IOPS EHMEEHRITHIERAXEREEY , AISESIRZIEREFNER , I#E
SSD/IOPS E#iz & BEA T, iﬁﬂa_ia’é;?ﬁﬁ £ SSD/IOPS Btk (B#HEWA) UREREL
SRUERG. EBEFTETE 105

-m%ﬁEﬁLEEEE%ﬁﬁﬁE§S$mmGEﬁ AlE1%F SSD/IOPS FHEHMER , A&
HEEREEHNTRZEME FHEEEFETH). EBEEE 20 21E,

0% SSD MEFAME I0PS EFWHMET,  HSNELERELE,
mfE R EEERE

IETILAE A Amazon FSx £3##A. AWS Command Line Interface (AWS CLI) 8 Amazon FSx API &
WERRFENREAERE

BARRZENBEIERE (£#£8)

-

BARK Amazon FSx £ & , #81L A https://console.aws.amazon.com/fsx/o
2. BEZERRE  AREFLEEMNGIEZEFTEMN ONTAP ERRHK,

3. HREME, EFEFRZEERE. &, £ "HE, BRTP  EEERRARNAEETESEN
rE*ﬁJ o

4. BEPRE WEERE, HNE.

MAREYTHEENFERERESR 224
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® Note

ALV E T ONTAP ERRMK FSx WRAIIZERE, 7B , REE 2021 £12 A9 H
FZBRBEVINERZRG , T8 128 MB/s =% 256 MB NEXERE,

5. BREEMUERKRBEEREEN.
6. EBAILE ERRRFMEN BEN [EH] RoIFBR LERENEE.

AT LAEEF Amazon FSx £ 4&. M API REZEEHAHEE., AWS CLIINEFMHER |
RHEERELE,

W
¥
52
|

ERERRRNEEZESE (CLI)

EEBURRRENREERE | BHEHAAWS CLIIE Supdate-file-system, FE FHSH :

« --file-system-idEREEEHZERRZAMN ID,
« ThroughputCapacityFIEERRREENANAEE,

En
w

EOLAEA Amazon FSx 12 4. 1 API RE#ZEFHMWIEE, AWS CLIINFEFMER | ek
®E

BEBE,

ERRXEAERE

R LAEF Amazon FSx 32 4A. APl . AWS CLI
ERIZEETHHrERELE

£ (BRRARFMER] REN [EFH R3IEBL  ZALRAESEEHBHEERN 10 BENEFRD
=

HRBZEREEMBNE , EUURETIER.
L3 g ki

XENEREGRHAERE, RERENREEREL,
BRE

BERRENBZEREREAMENE.
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AR RE

BB RREE, $RBXEREFEH , TRENENT :

- HEF — Amazon FSx EREIEHER , B REREE,

- #4TH — Amazon FSx IETEREEHFHE XK,

- EXER —BEEREFFIEFE K.

c K —BXEREENAR. BEBR 7)) UEFREEEFTXARERNFAEA.
75 oK BF

Amazon FSx W R EFHEERAV R,

EAAWS CLIF] AP| Esf8t 58

IBALAE A describe-file-systemsCLI @5 <45 # DescribeFileSystemsAP| EjfER 1R F EER B R R it
FEREBSWER, AdninistrativeActionsfESE3HESEESEESERRMN 10 BAHEFTEHD
E, EREUERRRNBEEREN , @ELFILE_SYSTEM_UPDATEEE I,

TE‘J%’WIJEEH_? describe-file-systems CLI as I EIER %, BERARNBIZERE S 128 MB/
, EEB*EREARTH 256 MB,

"ThroughputCapacity": 128,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"OntapConfiguration": {
"ThroughputCapacity": 256
}
}

& Amazon FSx B INEREEER , iRESE T ACOMPLETED, REERRKAAFERAFMNEIEER

B , WHE/RERThroughputCapacity® ™. EF/RE FHEM describe-file-systems CLI in 5 EFE

sk,

ERRrERERE

226
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"OntapConfiguration": {
"ThroughputCapacity": 256
}
}

MBHEEREBUAN , MESEFAFAILED , HFailureDetails AR S LB IBEIE A,

£ Amazon FSx #E RS MEERIEL

FSx for ONTAP R —HZ2EENRYE , SERHEAERRK Lﬂlﬁ,%’é%ﬂlﬁﬁ HHEHRSHT
FEERERBEATE, YRMEHBNIFEER , TELEBERT  SUE IS IEERERHMEE
HEEE (<60 ¥) ; Amazon FSx AIREE A .%EE%E%EQE“:%MEJH%%éilttiﬁfé’(f%ﬁulﬁﬁo

EHAERE  BESBEET R BROLBERNERRK ﬂ%ﬁﬁﬁﬂ%%%%&%ﬂ%ﬁiﬁ#ﬁ 30

SERASEK. BRENERERRE , EHFTEREESRRABERS 00 7, EE%ES &
MERIAMEEDHFEBEIRELDE, SUNERIERRRPERIFERRR, NMRE /ﬁﬁﬂ-rF"iﬁ
HERE , AlEIEik 30 K ER AR,

FSx for ONTAP W RIERBFEERBMERRFR , AFSENTERENEEER, EUUREERER
WBBERBRER , IREEDLE 14 REEE-REERR, NRBHEACRT , MEHKRE 14 XA
PFEMRIFE , B FSx for ONTAP #EEHERKIMETHR , SIBERHELZSMN TR,

(® Note

RATHRAEZETHHENERTEMY , FSx for ONTAP SEIFAFTEMEMIEEE A U EHERKZ
Bl , HRtEERARNERRFURETKNEMRAENSAEX.
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BRI LAE A Amazon FSx BEE EEAAWS CLI, AWS API i —ERAWSBREHREFREERK
AV MERE I R

HESEHRKERR (E2E)

1. BB Amazon FSx E# A& , #8it %A https://console.aws.amazon.com/fsx/.
BELASERTH EBRREK.

BELESFSBEHEEFRNERRR. HEERARFHEFAEEREILR,
BiE TEE, UETR "TERAREERE, Bk

BE TEH, LETR T8 #ERE,

WA EE BB ARV B R,

BEMET , URFEE. FNHEERARESE I EERRAREEREERF.

N o o M e DN

EEMF A update-file-systemCLI EETEEFBHERR , F2REMEZRLK (CL),

=188 Amazon FSx &R

BiHYAEREHBERGALE Amazon FSx R , LTHAETHPRER | UBHOTRIER
HEEERNSELR. R, LTUATENSRBENAWSERYE | PIIEmE. WE%
SRR, BOEHSHRERODE ESESBREEER , AT IERGEE , toE
BERENER, ATERDEMLTHOTRITH,

T

. BEEAHA

. BRI

. ERBBIES

. BERH

. RRAEE

EEEXRH S
BEBREIEMGAWSERNER, SEESBREERNMEI D HEMK :
- BHBE (B , CostCenter, Environment = Project). BBEEES KN E,
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- EHEE (W 111122223333 5 Production), EEEEEME , EBEGEI XNNE. EHBERT
j:4: 08

BEAERBRERUTEN G XA EHAWSER DR , fIKAR, BEEIIRE, flW, BUUSKE
Bk SH Amazon FSx ERZMER —HEERE , BB EERZBEHTERAGES B HEBER,

EMESZCABEEREMEYFESLERNERESE, FA—FNEBSRETELEIRENEERR
HER, EBAUBBETENERRESNGRER, NEFRNMNEEENE RELKBNFME
o, BB ) PHERLZAWSERAWS —k2E,

FEECH-EERTA

« BREH Amazon FSx REBFEREAER , YEBEEBERFTTFH,
- BERTEEHBERIGENER.

- BALIREEBRSW|NE , XA TUBRRERBRER,

- BULBREBNERAZAFTS , BLAELZSEBNERA/ULL

- BERREREREAHEZNERNEIZRER , IHNESEREE.,
- MREMBRER , L EMBREMTZERNER,

- MBEFEHIRE Amazon FSx API, AWS Command Line Interface (AWS CLI) SAWSEZEH |, &
A LAZH4T T 5 ED4E -

« BT LAEM TagResource APl BI{ESERERTBEER.
- SHEHRELERBUVERNEME , SUMERYERFEECERNER, RRAETEURAEREVE
B, BALUEREERBIAHTHIIERESTBHME,

NREBREEEEREVYRER , Amazon FSx EBEREREVERF. WITARRBREFRTR
EAEREY  BRTEEY , AtERAFBIEEFIEFEBNER.

(® Note

FRAEERYRAERMELEBNEREZEREN AWS Identity and Access
Management (IAM) §F 7], MFFHMEF A FSREEVHBRETERE RN,

EREAHS 229


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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BRI LA RERF P IREN Amazon FSx ERFTIBER., BEFEH Amazon FSx 8 4& |, A LUEBE
ANAHEBERER LVERRSIEBEREEREAEZE, BEUERK , EUUEREABEMN Name
# 6 YEAUUERUFERRRREALEZENER, B2 , FEEEARE Name SREEER |
Lt £ ¥ Amazon FSx RERBFEEEMEEEEEEEEREERER,

LEHTERIKAEDRN LEROEDENFAREBREY , BTUE AV BEFHBEINE
FEAR S TSI E R T R E Amazon FSx AP BiE, EBREET EALENT | £
AU TR -

. BHWERREYHECEGHEERS.

. ARBBRYNEANGNDR  2HER RN ETRER SRERT THSLMER,

- AL EERWERARE B R,

- BALRHFEREARE , LRHBLEBLBAESELH DR LRE,

FERHBLEERESRNEEELRENERLIRE , BAUKERBRFITEAR IAM BXH
#TagResourcef UntagResource Amazon FSx API Bj{E,

WMEEENES Amazon FSx BRI EZEH 2 Amazon FSx ERFTEFAMEMAEN , F2BEEN

HERTEBRERNETA,

MEERE IAM B AZEEB KRR ¥ IAM B+ Amazon FSx ERINER , BB EAEERE
# ¥ Amazon FSx &R ZHL,

MERENERR AR ES BOET | FBBERAWS BilingE IS5 00 £ KA S BER,

BREBRE D

£ Amazon FSx AP| FE 3 5 B R ERFAWS CLI , S&E LU A CopyTagsToBackups B B Hif
BREPHEMEREREHES.

(® Note

MREERIFEAERBNHEDRFIEEER (316 Amazon FSx TR AR HEHBNERE
BER) , IEZREMA , t T StUREERER., CopyTagsToBackups
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MERBONFHEF K F2RECLHES. NEEBRANFMERACopyTagsToBackups ,
ESE EEEVRREIE (CLI) Amazon FSx B A NetApp ONTAP # A& 15

Y CreateVolumefMUpdateVolume Ry , 2R Amazon FSx HHY NetApp ONTAP APl 2%
B, EFBRENHERE (CLI)

BREPR &

UTEXRRHBERARER

- B-EREBEHREZA 50,
- BHRE LA 128 & Unicode F T (UTF-8),
- ENRELRRAIA 256 {8l Unicode F 7t (UTF-8),

- AFNFREETRH UTF-8 RANWENFR, BFMNZER , EEUTERFER  +-(EFH) =
(KfR)o : /@

- HRE—EER  SEERERLARE -8 , ASESERERARE —EE,
- BRBEEETESADIE,

- It aws: FEHEREH AWS FEA. NIREREALFENERER  SRELIREIMBRERH SR
HfE, & aws: FENER , FTEERERRHNERTEHA.

BELERBEBRRMBRER , EXEEBEEREAT. Al , ZEERBREERAEAZERRSIEBE
N ERRMDeleteMe , BdhARDeleteFileSystemBEEEERAKERZ B THEEMER | 4
Wfs-1234567890abcdef0,

BB LAWS IRFASHAEERE , SRERNEREEHANEHNEREBRAWS 1RF ; HUOEREEMW
BETUAFERELER. st HAZTERNECEEFN , SERBAWS kRFAAREREE SN —EF
&, ERHHERNYFEIHE.,

BERRMAREC

WMEEEMNEFAS Amazon FSx BRI EZEH 2 Amazon FSx BERFIEFAIMEMER |, F2EEES
HERFERERNET,

I_

?ﬂh

MEREBE IAM BERH £ AZERREFE IAM BERH Amazon FSx BERNER , F2REREERE
#¥ Amazon FSx ERM1ZHL,
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FEREREHAEIE ONTAP &RK FSx NetApp

BRT. F AWS API #l SDK 2Z %k AWS Management Console AWS CLI , #&& A LA T 5INetAppE
BETEMEAEIARSELN ONTAP &R FSx :

F&E

« i —1{ENetAppik F

- {#/ NetApp BlueXP

- {#/ NetApp ONTAP CLI

- {#/ ONTAP REST API

/A Important

Amazon FSx 2 EHIEE[EZZONTAP , IR — ., WREFEANetAppEARERNE I TIE
WHEE  ELE8EA T EL S ENRET SRME AWS Management Console AWS
CLI, . API #1 SDK A,

S — ENetApp itk B
EETHELENetAppE 8 |, Fl0BlueXPSnapCenter, FIONTAPFrEEEST |, B AERESE —EINetApp

RE., &EFMNetApptRF , BHITUTIER -

1. B3 |NetApp A FEEM B EI M —EFHINetApp A B IR,

2. EERRUBEHENER. FHLEIN "NetAppEF/—RERE) FIER, EFHREuP , SR
I BE EBEAR ONTAP fERR M FSx NERRMB B, F2E T

BANetApplE AR EHE 232
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USER ACCESS LEVEL
Guest User @ MNetApp Customer / End User

MNetApp Reseller / Service Provider / System Integrator / Partner

Product Information (Optional)
Please enter a Serial Number or System ID to help us validate your access level.
Please note: Not providing a Serial Number or System ID may delay processing of your request.

SERIAL NUMBER

fs-0de9123abcf12368a

(Either a NetApp hardware Serial Number, often located on back of unit; or a NetApp software Serial Number.)
OR

SYSTEM ID

(Run a "sysconfig -a" command on your NetApp product. The output should list the System 1D.)

METAPP TOKEN

AAfEERTERE

BEEBRANetAppEMNFFREE—BITHEBAKE NSS IRF DB R Z FRBIFEER, $IRNEFR
T NetApp#§ NSS tRFR#t#E "EFkB, IBRR  EXERREXRERNA. RUERRRK
ID BEBRMELEF, BUTNBRARNZERBESYZEEEDEE , UBEEHN NSS IRFEMRE, &
FREFEERES "EFFIE, .

{# F NetApp BlueXP

NetApp BlueExp 2 —BfE—HZEFHTE , IELATBBENERREFRBEFNERRENER
858, BlueExp EMHEFPXFEHENE , ARNEE. EEMNBBHLAZTIEE AWS MAIBIHBH
ONTAP, WZEFFME , 5582 NetApp BlueExp X AEFiE AR ONTAP By Amazon FSX B NetApp
BlueExp X . NetApp

&/ NetApp BlueXP 233


https://mysupport.netapp.com/site/
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® Note
NetApp BlueXPRIAERERRFEFXE,

fFEFANetApp RKEE S BlueXP

BAILEREEARKEEEREEE AR NetApp ONTAP #ERR#HH Amazon FSx. BlueXP BlueXP
AEAFERALEECANERRREEENTE A6 BERE—BHTAEEREAAZERERERE,

B Al LA BlueExp I HAtIThAE, MFEFMEF , 552 H NetApp ONTAP XHHM R EESH
BlueExp B+,

(® Note
NetApp AIAZERERREFTXERREES.

{# F NetApp ONTAP CLI

BRI AR CLI EXEE AR NetApp ONTAP EJREY Amazon FSx. NetApp ONTAPER A LUEERR K
(BLLUA NetApp ONTAP FE ) Bk SVM BHREEER,

£/ ONTAP CLI BEEE R R

& T LATE FSx for ONTAP R RZRM LT ONTAP CLI 6% , BLUREBE LHITELH S, NetApp
ONTAPZHLERRAMK LEE ONTAP CLI , FAREVHERRAEERINRZLRE (SSH) &
R, fsxadminfEAFEAEBBABHBEA, EREABIBRIREIEABRIERRRKE , &9
LLBIERRERIE AWS CLI, MREFER REZEVBEREVERRRK , BAIREEfsxadminZFiE , H
WERFEERTE —EAZBELAZ A ONTAP CLI, MEFHMER , F2H EFERRK. BAILE Amazon
FSx i AH ONTAP ERZXMAFMENEEN FSx BERLIEERT , RIBRZKSEIREMN DNS
BB P sk , IR EFTR.
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Network & security Monitoring Administration Storage virtual machines Volumes Backups Tags
ONTAPamnMBnaﬁoz(///
Management endpaint - DNS name Service account username
management.fs-08fc3405e03933af0.fsx.us-east-2.aws. com fexadmin

o

Service account password

Management endpoint - IP address <INTENTIONALLY REDACTED> ‘ Update
198.19.255.184

Inter-cluster endpoint - DNS name
intercluster.fs-08fc3405e03933af0.fsx.us-east-2.aws. com

Inter-cluster endpoint - IP address
172.31.32.114

172.31.2.110

HEZEIB SSH BEREERAKNERRY , FEAEM sxadmninBENER, SN REERREN
RHEE VPC BRI Fim SSH A A FRERZEN EERE IP (uutsX DNS &8 , T 5T R,

ssh fsxadmin@file-system-management-endpoint-ip-address

FHRPIER SSH &% :

ssh fsxadmin@198.51.100.0

EAERE RS DNS AR SSH i %

ssh fsxadmin@file-system-management-endpoint-dns-name

fEFA &5 DNS BA#H SSH @

$ ssh fsxadmin@management.fs-0abcdef123456789.fsx.us-east-2.aws.com
Password: fsxadmin-password

This is your first recorded login.

£/ NetApp ONTAP CLI 235
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ERAEER

FsxId@abcdef123456789: :>

ONTAPCLI| e S HIEEE 7] A fsxadm

in

fsxadminfEERRUARBRRKEER , HPSEERRKPUAE SVM MERE.
AfsxadminBIEONTAPEEEEEMNAE, HRBEAM NetApp ONTAP ERRMAM Amazon FSx
EEEZEN , At fsxadmin AR A LAHITAI A ONTAP CLI i M 75,

EEEEfsxadminA HITH R EE
AL .
T

, SBfEA % security login role showONTAPCLI @

FsxId@abcl23def456::> security login role show -role fsxadmin -access !none

Role Command/
Vserver Name Director

y

Access
Level

FsxId@abcdef123456789

fsxadmin applicat
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
cluster
debug ne
debug sa
df
echo
event ca
event co

363 entries were displayed.

ion

application-recozrd

date show
ha modify
ha show

identity modify

identity show

log-forwarding

modify
peer
show

statistics show

time-service
time-service
time-service
time-service
twork tcpdump
n lun

-vserver !FsxId*

talog show
nfig

ntp
ntp
ntp
ntp

-port

server create
server delete
server modify
server show

155555

-ipspace !Cluster

-vserver !Cluster

all
all
readonly
readonly
readonly
readonly
readonly
all
readonly
all
readonly
readonly
readonly
readonly
readonly
readonly
all
all
readonly
all
readonly
all

& A NetApp ONTAP CLI

236
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£ CLI &3 SVM ONTAP

Ba LAEAfsxadmingi A vsadminE BB ANARBE L E SVM EBIRMHNZ LR E (SSH) EiR , U
1ZHL SVM E£HJ ONTAP CLI, & A[LAfE Amazon FSx T &N FE RS FMER EEmMN K EER
o, 33 SVM WEREIRE DNS Z#M IP it , W TFEMR.

Endpoints ‘(,/,/ ‘(//,’

Management DNS name Management IP address
svm-06bd701ce68090281.fs-0f17f52f84f11b409.fsx.us-east- 198.19.254.86
2.aws.com

NFS IP address
NFS DNS name

svm-06bd701¢ce68090281.fs-0f17f52f84f11b409.fsx.us-east-

198.19.254.86

2.aws.com iSCSI IP addresses

=
iSCSI DNS name 172.31.23.54,172.31.0.124

iscsi.svm-06bd701ce68090281.f5-0f17f52f84111b409.fsx.us-east-

2.aws.com

EHEFEIB SSH EHRE SVM WEH iR , BRI LAMEAvsadminHEA fsxadminZEZ BNER., MR
IBIER SVM Bk BvsadminfEAERERE , BB EvsadminZiE, MEFMEN , B
SH ENRTEEREES. SULMERAEERSY IP (it DNS 28 , REERIRKMLAMERE VPC

FH A FiRA SSH AXFE SVM,

ssh vsadmin@svm-management-endpoint-ip-address

ER#EHENES :

ssh vsadmin@198.51.100.10

ERERE S DNS EHBH SSH & % :

ssh vsadmin@svm-management-endpoint-dns-name

ERAEH DNS Z7EH SSH & w -

ssh vsadmin@management.svm-abcdef01234567892fs-0abcdef123456789.fsx.us-east-2.aws.com
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Password: vsadmin-password

This is your first recorded login.
FsxId@abcdef123456789: :>

B AR NetApp ONTAP B Amazon FSx X NetApp ONTAP CLI &5 5

\

¥

% NetApp ONTAP CLI i I BB EEHR , F2R ONTAP & & : FHEEZE,

£ ONTAP REST API

FERAfsxadminBHEEH ONTAP REST API 17HL ONTAP BEREZHKM FSx B |, FHT T E D —EE
1E -

° %Fﬁ TLS Eﬁ%o

)4
- 5 AWS BREBEN (CA) — LA LETS URL R BIBSEEET CANEBRESD !
- fsx-aws-certificates#####/##-aws-region .pem ## AWS [EIE

« =fsx-aws-us-gov, =, =, =, =, us-gov-west-1. ###. COM /#-aws-region #.pem #
## AWS GovCloud

o HA#HA#HHATSX-aws-cn-certificates# aws-region .pem AWS

% NetApp ONTAP REST API SR ESEEH | 55258 NetApp ONTAPREST API 8 F 84
.

£ ONTAP REST API 238
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& NetApp A ONTAP 89 Amazon FSx FHIZ £

EL2 AWS BRENELER. BRAAWS BF | BKALURERDPONFEBRRETEDS  SLERBRES
TREHZE M RBBNEBNERMBER,

ZE£R AWS BECEHRERABENSE. ASEEEZEERATRNZEMNERPHLTEM

- ERELM — AWS EEREBPHIT AWS REHERLEE AWS Eif, AWS EAZRMEANULZS
FERANRE. HE7HFEAR NetApp ONTAP B9 Amazon FSx & # 58l , HSBERTEIAWS
IR e E AR EHEl

- Bz eMt — SNETECRASGERAN AWS R, fUSEHEMRESS  SEERNK
=, BRTANERNMEREENER.

A AHBE T AR MAEER Amazon FSx BRERHABEMNSEER, THEERPMMERTE
Amazon FSx AFFEZ2MEREE, BtEe2RWMMAEAEM T AWS B REEEMARE Amazon
FSx BRI ARTE

£

« & NetApp A/ ONTAP B Amazon FSx F R ERHRE

- B ONTAP B9 Amazon FSx 9 & % & B FZEVE 12 NetApp
« AWS Amazon FSx HIZEHX

£/ Amazon VPC #1TE RRKFEURH

« BEHAR ONTAP By Amazon FSx &#REE NetApp

« EAR NetApp ONTAP B9 Amazon FSx 1 VPC %2/ E ()AWS PrivateLink
« BARK ONTAP 9 Amazon FSx #J NetApp 5

+ i NetApp A ONTAP By Amazon FSx Ef kL2

« B FS NetApp x fEF ONTAP & iFiE

« & NetApp A/ ONTAP B Amazon FSx F AR FER &

& NetApp A ONTAP B9 Amazon FSx F Y& B4R E

AWS HESFETE AR NetApp ONTAP #Y Amazon FSx R ERHRE, mMLER FATR | AWS
EEREHTHE AWS BEif. FESHEAHERRBLIERABRNRGE, CHEBESHMER
AWS IRIE WL SERNEETE, NEESREAENFMEN K F2RERELEERBZSE, NE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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RAEBNENREBNHEBRES , F2H AWS R &% LAY AWS HEWEEEE N GDPR &%
BXE,

ERERREEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) {7 AWS tRF B2 AER LR E[BIERE, it—R , BEAFHEHFASESE
HERETKRMAENGTT. RMCEZRERATIARNREER

- BEAKRFHECAZSEERRE (MFA),

- £/ SSL/TLS B AWS ERETEH. BMFE TLS 1.2 WEZRMEA TLS 1.3,

- FAERE API FERAEZEF#% AWS CloudTrail,

- /A AWS MEBFRF RUREANAERZRLES AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREZEMTFE Amazon S3 HEIRE R,

- MRHEZBBHSHNER API FEEFEERL AWS 1B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE, WEHRR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 B8,

BEMEEBRCEUIESETFNE B U FRZIBRAET  HERRIABHBANFRL
B, flMEERL. ESRELERETEE. API T AWS FEEH AWS RF £/ Amazon FSx =
Htt# K., AWS CLIZEEBHEHRAXFHUFAANEMERBUTERANGTENDE BF.
MRERMABARER URL , BMENEBF 2 ERET EYHAARB[FE RN URL F 22 BEEA.

EAM ONTAP By FSx R E R N

B NetApp ONTAP B9 Amazon FSx X EBREERMBZNER PN ER MNER, I Amazon FSx
BERFKE K RRSEHBAFTREER N, Amazon FSx for NetApp ONTAP X% NFS #1 SMB
W EEBA Kerberos 2N , IR EBEFEMAZEA S B SN R EERMEET (SYM) PFRER , SE
AEER B & EFEEARE (LDAP) E&HE /TN EHR.

{5 F N 23 B

MRENEBETEENEFECERNPRERNLRATERRAY , ENERSERERFEDNE, R
MtZREEABRTNERMZRBMEERRE , UABASRPERNMEDRE.

WMEFEFE AR NetApp ONTAP B9 Amazon FSx T E R B EMET , FSEAFEER M
M. mBEHPHNER
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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FREERINE

FrEE A NetApp ONTAP R RZRFH Amazon FSx #E& A AWS Key Management Service
OAWS KMSEEN SBETHRENE, BBEESAN4RAZISESNE , YTEENKBEDBREE
. Amazon FSx EEHAEEELERF , ALETXMENEARER,

Amazon FSx fE AR EXER AES-256 INFEE LR INZ Amazon FSx ERM@FREPEER., WHEF
HER , 55208 (AWS Key Management Service FiZ A Bi5/) DR EmEER,

® Note

AWS £ EEER LR FEABRBENEREIZRE (FIPS) 140-2 HENMBEE %X, ERRER
B ERZERMMITAT (NIST) 800-57 HIE=H.

Amazon FSx f{AIfEEA AWS KMS

Amazon FSx B2 AWS KMS €8 E B4, Amazon FSx £ KMS £ MBRENERREKE, Bl
BEARNZNBRERERRR (SRERMPEER) B KMS €88, BAILARA. SRIEEBI KMS
EWMHNRE, L KMS EBTUURTIMERER 2 —

- AWS-ZEEH KMS &£ — ERTERMN KMS &8 , AIREEMA,

- EEEEN KMS £ — ERRETEMN KMS £ , RAZTUAZEERERREREELSBRFEA
M, WEEIL KMS SBNFFHEEN , 5528 AWS Key Management Service BIZ A BiEm+
MEVEE,

/A Important
Amazon FSx E#ZEZHBINE KMS &8, B LEE Amazon FSx £ IEEE KMS £48,

MREFERAEFEEN KMS £BMARRERMBNBAEZN KMS £48 , ZuUBRASRBE, &
F&BmiRE , AWSKMS BF2EHRIBS/—IX, i, EBEFEEN KMS £48 , BB

PERHBIZEA. EF/BA. RSB KMS SR8FIENRKRE, WEFMAENR , FSBAWS Key

Management Service F#& A BiIsEFHIGEE AWS KMS keysHI AR E A 28,
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https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
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Amazon FSx B AWS KMS

SRMBRREHH KMS £R2FRNEEFR. WFEERFRERNFMENR , FSEAWS Key
Management Service BiZ& A BIERAWS KMSHHFEA SIMBUR. T5I/FERA Amazon FSx & ¥
RERRBEMZEZENE AWS KMSHEEBIFFT :

« kms:Encrypt : () SHENXFNBANBEXF. LFTSMATERNS|BEED,

 kms:Decrypt : (X E) BRIETHRE. BN ETCMBOMIIAR, HEFTMATERNSWBUR
.,

 kms : ReEncrypt— ( Ti& ) A VY RE [ KN EIRETINZE AWS KMS key , MAEEE Fin
REYENAXE, ERGERE , RAREFNE, LFTEMATERNSWBES,

- kms: GenerateDataKeyWithoutPlaintext — (%) FEI KMS £ mZMNERMZE S8, LHERST
& 17E kms: GenerateDataKey * T ARS8 F B,

 kms: CreateGrant — (4 E) IREFIBE LW , WIEEHTUFEASE , UREMERBR T AILE
A&k, RTRER/BRNBAGTHS,. WERENFERENR , 528 (AWS Key Management
Service & ABIER) PHEARE, LT TSMATEERNS|/BEF,

« kms: DescribeKey — (M E) #HEBEE KMS £ FMBEF. LFTSMATERNSH/BER
.,

- kms: ListAliases — ((ZH) SIHIRFAHESRAE. ERFERATEREBRIMENERRRR | It
HEREEAKMS €858, BMEREEALTT , URESEFEAERRE. HFTSHATEREN
SWBEEH,

nzE S ER

REBRPAAE ONTAP ERZFEH FSx BERMFinc BE&RE , I ARMNEERENNTERE,
TRHEs , BB ERERESETEREN MRS E.

EBER AWS 4 AWS B FRiEZ A , FTERE AWS £ XRRNERFEEEREADNE, TH
EfBNFFERENESNE. HUNZE (SEARGFAFIGNERE) TREENNRE. EEOAR
B AWS EE, ATRAEEMHAITERAER AWS RERBNFMENR , 528 Amazon BHEHE
i Linux STEBRERERERPNER D INE,

EAR NetApp ONTAP By Amazon FSx XET5I75% |, &% ONTAP {ER KRB MERA FiwmkY FSx
ZBEER P ERETINE

. HEXENHENEXEN Amazon EC2 Linux 1 Windows #{T{EEER F TN AFRETH
BUEEAERNMNE,
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/data-protection.html#encryption-transit
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« 3EiB NFS H SMB BaA 1% EHEST Kerberos B 1N#,
« %EiB NFS, iSCSI Mrr/MMeEBABEEITER IPSEC IMNMER

FREX BN SR T E R NE T A E MR RIRE AES-256 MBERE L , RHECEBENER.

FE

- BEENZEERPERNEE

- £ AWS Nitro R %S5 i BURETINE
- £/ Kerberos Z in& i in 2 S8 P RV E R
- £/ IPsec INBRMBS@HPHER

- HEHPHERRBA SMB %

- £/ PSK BRREERTE IPsec

- EABRERERZRE IPsec

BENZREHPENNG X

AHERENEFATHBEREBEXENERP MBS EZHESEN TERRE. ELRRUTSEHPF
MR < ZEER |, 5FE E A,

EIZFM{AINZ FSx for ONTAP ERRMEERAF RZEBRTNERE , FLEARNEFTEEE,
ELERRITHE

« % AWS [E1F B ONTAP XHR#H FSx [EFEIET,

- APmBTARENHITEREE,

- AFmERERRENVE.

« MR MEET K,

- BEMENERBABE.

o WMREFEAER Microsoft JEE B 8.

AWS [Ei5

#HAWS EBiE TRERERESRELEEE TLMER Amazon Nitro-based 1%, U TERHEUEEAR
BRI INE - AWS [EiF

. EERE (S BTLE)
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FSx for OnTAP A% ER
- XBIREP (%)
- XEIREE (REM)
- BUN (ZFR)

WA, BAREE (BR) WRMBEXERRROREUHESERNINZIEE, AWS EiF
EFRIREHIER
NREFEEREZREN AP HKEFAMATXEN Amazon EC2 Mac, Linux 2% Windows #11T{E & g8

t#1T , BENTERERFSEAEEENBENMERMESR | AIT SR Amazon Nit ro 1%,
£ Kerberos = IPsec tNZE W R BEMAFimBTEBEEER,

RFmiE

RAFRFREMIENERRRUENNE K SKEUVEANERTNELE, NRAFKNESR
RNV RMER VPC |, BAIUEREAXENNESZ. NRAFRNERIFKNVRAESE VPC
f, AERERKEBERERRESNRE (PIUNERFE) , FRtERMIt, MRAFRAEMEBR
HEHVPC H | IEREBBERAREENRY , AIEEXERUHERHERN NEZEE,

AR S RE
£/ Amazon BHENBF N TS ERE WL, ERFNAZZEMN Amazon EC2 HiTERA AR
i Nitro RIEFRVHEINEE , BBNZITEE ENERFRE,
5 Kerberos = IPsec INFEFEREUEE, ERRNAEMENRFLHEUREAER K Hit
AEmMEARSSSEBEFEATEERRNZNBERERFNRE,

BRI L

BT LAEFRE X EMEA IR E (NFS, SMB #iSCSI) EFA Amazon BHEMZEM IPsec %, &
A LA Kerberos tN#EE NFS Hl SMB @A E (FEELEF + B &) #EHEA.

Active Directory

W RIBERA B EMicrosofttE A A B 8% , A LAEIB NFS # SMB BEAHEFE A Kerberos 1%,

{52 A3 T 1B T 160 B 48R RE 2 46 P A9 15880 P B0 R 75 0
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/data-protection.html#encryption-transit
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Is the file system in:
* US East (N. Virginia)
* US East {Ohio)

* US West (Oregon)
* Europe (Ireland)

No Do you have an
Active Directory setup?

| UselPsecencryption )

Are the file system and client
in the same VPC or peered
VPCs?

Are you using NFS or SMB?

Does the data traverse a
virtual network device or
service, such as a transit

gateway?

E T HImAHRGEEEAREN THERRER |, IPsec IN% M — A RARERE

« IRIEEMERA NFS, F/NEPEE iSCSIBABGE.
o BN TERBAIXZEFSEH Amazon HE NS,
« B8 B EAMicrosoft;EE B 13,

73 AWS Nitro T4t 5HE188 o0 B BB 47t

EiB LA Nitro BEBEMNNE , EFIERRFENAFPIREXERN Amazon EC2 Linux 3 Windows #1T
ERER tTH  EatnEReasng:,

5/ Amazon Nitro-based BT EFEMENEE, ERRAZZEMN Amazon EC2 #iTHEERHAE
# Nitro RIFFEENVHBREE , BBNZHTEE2ENEHPRE,

EXENAFPRITEEERNMRERMN VPC ARERERRHKMN VPC B AWS [EiF EH VPC F i,
R EBRAA Nitro AEBH N, A, RAFKNREZE VPC # |, A ERE LA EERB
BRI (BN EWEE) , LME BB L Nitro AEBMN IR, NEAEEEMNZHNEFMENR
#22 B Amazon EC2 Linux 2% Windows #/{T{ERBERFEH E gDy Ei Pz —&.,

DHEAERNERPMZETAR 2022 F11 A 28 B2REUMNERRZRK , WTATR . AWS EiF
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/data-protection.html#encryption-transit
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« XBIREP (#EFH EmEILER)
- XBIREP (%)

- XEIFREE (REM)

- BUN (ZFR)

A, EAEE (BR) NEAABERERRRERANEESERNMEZENE. AWS B

MEBBETAN ONTAP AWS [E15 By FSx (WEFMIEF , 52 Amazon FSx By ONTAP E{E,
NetApp

i

\

1% ONTAP R K6 FSx MARBMRMET  H2MH. BEESRYNENTE
£ Kerberos B! N+ 47 hn & Bk Y E R

R I& 65 F B R Microsoft/E A # B 8 , B LUER NFS 1 SMB B ESE A Kerberos B % |, &t
¥ E A Microsoft Active Directory ) SVM FRiEEE , IMZFRE@PHER,

£ Kerberos INZiEIB NFS Ep &R

NFSv3 #1 NFSv4 B E X B E A Kerberos ETEIPNERNE, EEEE NFS BAABEFER
Kerberos EEEIBREFRANE , F28E "X FNEA Kerberos L NFS LUESE AN ZE
%1, NetApp ONTAP

£/ Kerberos & &EBH /N EB@ANER

YHEZXE SMB BABE 3.0 REFMANEREHTER LNERKLA , XEEIB SMB BIAHESE
HANERINE, ESEFTEMicrosoft WindowshRZA<# Microsoft 135 lR#EES 2012 RESKRA , Uk
Microsoft 188 8 REEMRA. BAMK , FSx for ONTAP S &S FEME R R #FEEA SMB iz B &
REHPNER , MAEELERERARER,

B AN ONTAP SMB #J FSx X #2 128 Ut 256 Ut , ERHAFHIERRERREN, M
EREIMEZREHRARE , S ENetApp ONTAPX AR/ UMER CLI B SMB Y < 5% SMB falikEs
BRIEBRFLZLHEBR > —H.

(® Note
AFEmREMZEE X, NTLM 1 Kerberos Ba &I LA 128 (Lt 256 L B, X
FSx B9 ONTAP SMB RIS 2SI AEREMN Windows B FigsER , MiAMAEE4&IH Microsoft
HRERTMRBRERE,
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https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://docs.netapp.com/us-en/ontap/pdfs/sidebar/Using_Kerberos_with_NFS_for_strong_security.pdf
https://docs.netapp.com/us-en/ontap/pdfs/sidebar/Using_Kerberos_with_NFS_for_strong_security.pdf
https://docs.netapp.com/us-en/ontap/pdfs/sidebar/Manage_SMB_with_the_CLI.pdf
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B A LA ONTAP CLI REIE FSx £H ONTAP SVM BB EN S P INZERE,. EEFH
NetApp ONTAP CLI , FEEEERREDE TN SVM LB SSH TIERER , tndh A CLI B
I® SVM ONTAPFATR

WMFEMAIE SVM SRR [E LA SMB iIENETR , F2RAEHTHEREA SMB %,

£/ IPsec N 3R hn & &% - 1y & %

FSx for ONTAP X EEEHEX T HEHA IPsec BAWME , UERERNEERBRETFELEEM

R, IPsec $FHFTEXEM IP F & (NFS, iSCSI # SMB BHAHE) , RMHEAFIRE ONTAP ERR#K
2 BEEH DA E R end-to-end MNEThEE, M IPsec IN%R , BETLAEERERA IPsec B ONTAP SVM
B FSx MFEERMERAFim EHITH IPsec AP iRz BRI IPsec BiE,

ERFZE Nitro BN A FPinFEIERE | BEEMEH IPsec KINZEIB NFS, SMB #iSCSI
BAGEEHINER , UARMRENAFHM SVM RiNAER S B # (Kerberos BINHBFTE), E
iSCS| AFIRA X EBUMEEAEBNINZREE | IPsec B RN —A] AR INE iSCSI 7 E & &R
H,

¥R IPsec B , LALMERTALLA SR (PSK) NER. MBLEANE PSK , BEAN IPSec
BAEmRMSESEES PSK HWAMRAK S|BIRE 2 X (IKEV2), &% ONTAP M A Fixi FSx 5RE
IPsec INZHNSELBRNT :

1. EENERZ K LBANEE IPsec,

2. BN A PR EZREFERE IPsec

3. AZ{E A FIREFEERE IPsec

WMEBMFAER PSK RE IPsec WAHEBEN , F2RRMAXMHHPONEBRBMEFTE IP 22
(IPsec)o NetApp ONTAP

WEE ] f5E AR R E IPsec WWAEREE RN , B RE R BHERERETE IPsec,

88 ) E R A SMB %

RIRFERR , EEEI SVM B, SMB INESEIR. &7 LA ERI A LAY SMB & | t A BARK
A SVM LB MM SVM IEh&Ee,
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https://docs.netapp.com/us-en/ontap/networking/configure_ip_security_@ipsec@_over_wire_encryption.html
https://docs.netapp.com/us-en/ontap/networking/configure_ip_security_@ipsec@_over_wire_encryption.html
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@® Note
£ SVM A ERAEZE SMB INEE , TXENFH SMB A FimiS EEERERK SVM =
HHA,

ER¥ SVM LM RE SMB REHEIT SMB %
FERATIRFRRERMER NetApp ONTAP CLI £ SVM L£iE4T SMB %,

1. BEMH SSHIEREE SVM EBIGRH , BEAZRERY SVM BRENFERE B Bvsadminfl
vsadmin ZiE, MRBAKREEE vsadmin G , BEAEAE BB sxadminF fsxadmin ZiF. &
A LAEAEEmE IP Uitk DNS B , REERRXKVAMERE VPC FHAFiwL SSH AR E
H SVM,

ssh vsadmin@svm-management-endpoint-ip-address

EREMENES :

ssh vsadmin@l198.51.100.10

FEHEERE DNS EHH SSH & H

ssh vsadmin@svm-management-endpoint-dns-name

ERAEH DNS Z78H SSH &

ssh vsadmin@management.svm-abcdef01234567892fs-08fc3405e03933af0.fsx.us-
east-2.aws.com
Password: vsadmin-password

This is your first recorded login.
FsxIdabcdef01234567892: :>

2. f#M vserver cifs security modifyNetApp ONTAPCLI @i %¥ SVM B RNiX SMB REE
3k SMB 0%,
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https://docs.netapp.com/us-en/ontap-cli-9131/vserver-cifs-security-modify.html
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vserver cifs security modify -vserver vserver_name -is-smb-encryption-required true

3. BEEFIL¥RNIESMBREER SMB % , HEA TGS,

vserver cifs security modify -vserver vserver_name -is-smb-encryption-required
false

4, ZEEEF SVM LKW HEHis-smb-encryption-requiredi®E , 55FH vserver cifs
security showNetApp ONTAPCLI &% :

vsexrver cifs security show -vserver vsl -fields is-smb-encryption-required

vserver is-smb-encryption-required

MFREE SVM LEE SMB MEMNFMEN , 52 RINetApp ONTAPI#FH/IE SMB fAl i85 L &%
EFrFER SMB M , LAMEEIB SMB ETERHEE.

R E LAY SMB IN&R
FEATHRFERMER NetApp ONTAP CLI £+ A L&A SMB Mz,

1. WAEA CLI B SVM ONTAPATIR |, #3782 SVM BEREN R LR E (SSH) EiR.
2. {#AT% NetApp ONTAP CLI s R EIM#H SMB # A , W EFEUHAKEE SMB &,

vserver cifs share create -vserver vserver_name -share-name share_name -
path share_path -share-properties encrypt-data

MBFHMEF , 5528 NetApp ONTAP CLI ap S#R EFMvserver cifs share created
o
3. FEERAEWSMB HALERSMB ME , FEATSIGS

vsexrver cifs share properties add -vserver vserver_name -share-name share_name -
share-properties encrypt-data

MEFHMAEF , 5528 NetApp ONTAP CLI si#R EFMvserver cifs share created
o
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https://docs.netapp.com/us-en/ontap-cli-9131/vserver-cifs-security-show.html
https://docs.netapp.com/us-en/ontap-cli-9131/vserver-cifs-security-show.html
https://docs.netapp.com/us-en/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/us-en/ontap/smb-admin/configure-required-encryption-concept.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__create.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__properties__add.html
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4. FEERIAEA SMB LA LW SMB % |, FEA TGS,

vserver cifs share properties remove -vserver vserver_name -share-name share_name -
share-properties encrypt-data

MEFHMEF , 5528 NetApp ONTAP CLI in S#R EFMvserver cifs share properties
remove A,

5. ZE&EEH SMB HA LKW HEHIis-smb-encryption-requiredi%E , 55 A T % NetApp
ONTAP CLI &35 :

vsexrver cifs share properties show -vserver vserver_name -share-name share_name -
fields share-properties

MEGTSEENBYEz—2BMH , AIRBUSIEEFIUL X ARKFXEFEH SMB 1%, encrypt-
data

MFEFHMEN , 52 NetApp ONTAP CLI s H#R EFfMvserver cifs share properties
showH Y,

£ PSK BafEE%E IPsec
MREMER PSK #1TERFE , RIFE ONTAP fMA F %M FSx LE&RE IPsec INZMTEBRUT -

1. EENERERZRKE LBANEE IPseco
2. BN Fim L REFERE IPsec
3. A% EHFIREIEE IPsec

MFEFEA PSK BE IPsec WFFHEN , F2RAXHPONBBEBMERE IP &M
(IPSec)o NetApp ONTAP

EAEREFEREKE IPsec

THEBERMEE ONTAP R R FSx MBITRIBHEE IPsec WAFIR L | FRBERTERRE
IPsec INZHMIE R, WEERT RFE AWS Private Certificate Authority i AWS Certificate Manager 1%
VYAAEBREREENURELERR.

$H¥ ONTAP ERERMMEENAF I , FA FSx LN BHBBNRTE IPsec MENSHRLSBMT -
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__properties__remove.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__properties__remove.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__properties__show.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/vserver__cifs__share__properties__show.html
https://docs.netapp.com/us-en/ontap/networking/configure_ip_security_@ipsec@_over_wire_encryption.html
https://docs.netapp.com/us-en/ontap/networking/configure_ip_security_@ipsec@_over_wire_encryption.html
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EEREREEMRBITRE.

EEVELERRENAF®RN CA BRE.

. ERAFR#TEE L RERIFALRE IPsec,

ELENERRR LREBELRE IPsec.

. ERLLMFRAERE (SPD),

. REZEAFIREFRERE IPsec,

oD a0 A W N =

BMNMEE CABHE

HABERE , BFEZM FSxfor ONTAP ERRAK LN BRREENUREEIRERRIRK LERH
REIRELYRERE., THEFEH AWS Private Certificate Authority REXEE BEZREN |
VELELZRERZRZBENAF K LWER, S LUER AWS Private Certificate Authority , 2358
£ AWS RENRBRREENMNLEEBEREEN (CA) KE , HABABER. EABEREREES
B

1. EREY A BEEME (CA) AWS Private CA

2. EFhE CA EBITU REHRBRE

3. EREMBERRFKEM AWS Certificate Manager F FimfI A A B

4. BEHERRENAFPIRNEE.

MEFHMET , 5528 ( AWS Private Certificate Authority fER#Em) FHFA CA EHE,

HEEVRIE CA

1. BY CAMN , CUAEEENEEPIET CA B, UTHSERM Nano XANREEAIE
Mca_config.txt¥f , ZIXHIEETUTEES :

- REENERE
- CA AARBENHRBERE
- X.500 T &M

$ > nano ca_config.txt

X FimESREEI R,
2. {5 CANRKIREER,
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{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
"Organization":"Example Corxp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName":"*.ec2.internal"
}
}

3. RIEFUEAFMER , BRXFHmESR. WEFHENR , F20 (EAERE) 71 (BIY CANER
AWS Private Certificate Authority ) o

4. fEF create-certificate-authority AWS Private CA CLI fe S B FA%F CA.

~/home > aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 --region aws-region

MBI, S EEH CA B Amazon EREHE (ARN),

{

"CertificateAuthorityArn": "arn:aws:acm-pca:aws-region:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012"
}

By WEEFER CA KIEE (AWS CLI)

1. fEf get-certificate-authority-csr AWS CLI S EEBEHEBEER (CSR),

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:aws-
region:111122223333:certificate-authority/12345678-1234-1234-1234-123456789012 \
--output text \
--endpoint https://acm-pca.aws-region.amazonaws.com \
--region eu-west-1 > ca.csr
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ERAEER

EEMIER ca.csr (M baseb4 BAMmHBH PEM 1ER) EFTHINE,

MIICiTCCAfICCQD6M70RwWOUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBASTC@O1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXN@Q21sYWMxHzAd
BgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIXWhcN
MTIWNDIOMjAONTIxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mOT
rDHudUZg3gX4walG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylLwax1lAoo7TIHidbtS4J5iNmZgXL@Fkb
FFBjvSfpJI1ll00zbhNYS5f6GUoEDMFI10ZxBHjInyp3780D8uTs7fLvjx79LjSThb
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

pES S

5528 AWS Private Certificate Authority fE SR Z 218 CA BE.

2. {ERAMtissue-certificate AWS CLI e S EEFAE CA LB ITHLZEHERE,

$ aws acm-pca issue-certificate \
--certificate-authority-arn arn:aws:acm-pca:aws-
region:111122223333:certificate-authority/12345678-1234-1234-1234-123456789012 \
--csr file://ca.csxr \
--signing-algorithm SHA256WITHRSA \
--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \
--validity Value=3650,Type=DAYS --region aws-region

3. f#fget-certificate AWS CLI IES THEREX.

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:aws-
region:111122223333:certificate-authority/12345678-1234-1234-1234-123456789012 \

--certificate-arn arn:aws:acm-pca:aws-region:486768734100:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/
abcdef0123456789abcdef0123456789 \

--output

text --region aws-region > rootCA.pem

hEEEhEY
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4, fEMimport-certificate-authority-certificate AWS CLI i8S ERE CA LREIRB
o

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:aws-

region:111122223333:certificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://rootCA.pem --region aws-region

EEYEHERRRENFiRER

1. fERAfErequest-certificate AWS CLI FE3R AWS Certificate Manager BE U ELNERR
mAMAFRLEER,

$ aws acm request-certificate \

--domain-name *.ec2.internal \

--idempotency-token 12345 \

--region aws-region \

--certificate-authority-arn arn:aws:acm-pca:aws-
region:111122223333:certificate-authority/12345678-1234-1234-1234-123456789012

WRERKY , IGEREHTEEN ARN,

2. ATZ2ER  SXAEEHAZRSRNEELZSRNEBHE. BUBBHBLEERETES
AWRERAF passphrase. txt

3. fFM¥Bexport-certificate AWSCLI TEHLMBITHRAARE. ELNERTERE. B
BEEUREREFARZ B BERBAMBTARE 2048 It RSA £, BTZ2ER , &
PEATELMZSRIEENBERNEBHEE. THEFBEAR Linux EC2 #ITHEE.

S

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:aws-
region:111122223333:certificate/12345678-1234-1234-1234-123456789012 \
--passphrase $(cat passphrase.txt | base64)) --region aws-region >
exported_cert. json

4. FEATIjqirH# JSON B EHHERFAESRANEE.

$ cat exported_cert.json | jq -r .PrivateKey > prv.key

cat exported_cert.json | jq -r .Certificate > cert.pem
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openssl rsa -in prv.key -passin pass:$passphrase -out decrypted.key

5. AT %lopensslinHfi#% JSON EERNFIZE SR, MAEDTE , RESRTEBAEE,

$ openssl rsa -in prv.key -passin pass:$passphrase -out decrypted.key

£ Amazon Linux 2 B Fix &8 M E & 7 Hi BT IPsec

LT & ER B 31T Amazon Linux 2 B Amazon EC2 #1T{E & £ &= MR ERHETEE IPSec HIER
/28
EERENZEN AR

1. EAZ£FE Connect 2K EC2 B1TEHE. BEEUAHTIHRENIIEER , 28 Amazon
HEEEERFEAEREETHN Linux HTERERAEERRPNERZEHRERFim Connect
Linux 1T E&&,

2. T TS HRETLZElibreswan :

$ sudo yum install libreswan

3. (BEM) ERRVISRTEE IPsec i , TREERAFELRENTATHREELRE. RMIE=E
BEERBELRENBERTAHRE., NRENERBZLEBDE , FEROALSERIETTIEE,

REZTRE , BEABRENXFRESS , S TYEBMEBEE/etc/sysctl.confiER,

net.ipv4.ip_forward=1
net.ipv4.conf.all.accept_redirects
net.ipv4.conf.all.secure_redirects
net.ipv4.conf.all.send_redirects = 0
net.ipv4.conf.default.accept_redirects =
net.ipv4.conf.default.send_redirects = 0
net.ipv4.conf.lo.accept_redirects = 0

mn n
[

0

net.ipv4.conf.lo.send_redirects = 0
net.ipv4.conf.all.xp_filter = 0
net.ipv4.conf.default.xp_filter = 0

net.ipv4.conf.eth@.xrp_filter = 0

REREAE R FRER,
4. ERRE,
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$ sudo sysctl -p

5. B#%E IPsec #HRE,

$ sudo ipsec verify

W LibreswanB@ZH WA EEHITH,
6. w11t IPSec NSS &¥lfE,

$ sudo ipsec checknss

ERFR L REBE

1. BEAERFREANBREERT EC2 HTEE LW ITIEE#K, &
2. KENELENEERELAEMBENIEINLibreswan,

$ openssl pkcsl2 -export -in cert.pem -inkey decrypted.key \
-cexrtfile rootCA.pem -out certkey.pl2 -name fsx

3. BEAEFRAMHER  UEHRERHRVEHERS.

$ sudo ipsec import certkey.pl2

4. FERARIFHXFREIRE IPsec HEER,

$ sudo cat /etc/ipsec.d/nfs.conf

& THIEB B EAEESR

conn fsxn
authby=rsasig
left=172.31.77.6
right=198.19.254.13
auto=start
type=transport
ikev2=insist
keyexchange=ike
ike=aes256-sha2_384;dh20
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esp=aes_gcm_c256
leftcexrt=Ffsx
leftrsasigkey=%cert
leftid=%fromcerxt
rightid=%fromcert
rightrsasigkey=%cert

ERRRFELERE IPsec 2% , BHERERFi% LEE IPsec.
EENERRELRE IPsec

AERMBIEBARN ONTAP ERRFEM FSx LREBH | URERE IPsec HIET.
EENERRRLRERE

1. #1BBHE (rootCA.pem), AFHER (cert.pem) MBHMN LR (decrypted. key) BRER
AENERRR. CREZNEREFNEHRELR,

2. HETFE NetApp ONTAP CLI , BT T 5Iar 5 , EEAR NetApp ONTAP IEE R Amazon
FOSx BEEEER PRI REHEITERER. Bfmanagement_endpoint_ip AERRKEEERE
BEH 1P ik,

[~1$ ssh fsxadmin@management_endpoint_ip

MTEFHMEA , FFS60 £/A ONTAP CLI BEEERERMR,

3. catZAFPiR (TELNERRFKEL) EFEARIHErootCA. pem, cert.pemFl
fdecrypted.keyRHWAR , MELATUERESEERNEL K TEATTIRRERREEER,

$ > cat cert.pem

4. RIFCRLZE K RALSKLESHEERIHREEANATE CA BFE (21F OnTAP ImH A Fi% CA) &
£ ZONTAPEESHE (1 ONTAP BHREE Root-CA KI1ER).

£/ security certificate install NetApp CLI %% , I TAAIRZERAFIHEE

FSxID123:: > security certificate install -vserver dr -type client -cert-name
ipsec-client-cert
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Please enter Certificate: Press <Enter> when done

B ERERIERH P cert. pemERAR , REIX Enter &,

Please enter Private Key: Press <Enter> when done

tMBtE|decrypted. keyXHH AR , REIR Enter &,

Do you want to continue entering root and/or intermediate certificates {y|n}:
B AnLASE R A F P im R 5
5. BUIWZEE SVM FRANER, LERBWEITE CA XEBAEREONTAPLFTIEZE IPsec.

A THESREEREE,

FSxID123:: > security certificate install -vserver dr -type server-ca -cert-name
ipsec-ca-cert

Please enter Certificate: Press <Enter> when done

MBEEIrootCA. pemX AR F |, AR K Enter &,

6. FEMRLTHEMN CAERITHBMNRN IPsec CAEBESRER , BFEH "2 IPsec CA-ONTAP
BEHIE, 60, KEEFEE CA FHEZE IPsec #1H,

WA THES UHERERE,

FSxID123:: > security ipsec ca-certificate add -vserver dr -ca-certs ipsec-ca-cert

7. MATIGS , EXLHFERERE (SPD) FEILHEMR IPsec A,

security ipsec policy create -vserver dr -name policy-name -local-ip-

subnets 198.19.254.13/32 -remote-ip-subnets 172.31.0.0/16 -auth-method PKI -action
ESP_TRA -cipher-suite SUITEB_GCM256 -cexrt-name ipsec-client-cert -local-identity
"CN=*.ec2.internal" -remote-identity "CN=*.ec2.internal"

8. EATIHHTRETREMIEZERRFEN IPsec KA,
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FSxID123:: > security ipsec policy show -vserver dr -instance

Vserver: dr
Policy Name: promise
Local IP Subnets: 198.19.254.13/32
Remote IP Subnets: 172.31.0.0/16
Local Ports: 0-0
Remote Ports: 0-0
Protocols: any
Action: ESP_TRA
Cipher Suite: SUITEB_GCM256
IKE Security Association Lifetime: 86400
IPsec Security Association Lifetime: 28800
IPsec Security Association Lifetime (bytes): @
Is Policy Enabled: true
Local Identity: CN=*.ec2.internal
Remote Identity: CN=*.ec2.internal
Authentication Method: PKI
Certificate for Local Identity: ipsec-client-cert

ERFE#% ERE IPsec
IB7E IPsec B7f ONTAP X R HKMAFImK FSx LERE , B L ERAFiw LBE IPsec.

1. {#H SSH Connect E|EH A F ik R %,
2. RBiE IPsec.

$ sudo ipsec start

3. W IPsec BIAREE,

$ sudo ipsec status

4. HERRRMKLHEUKE.

$ sudo mount -t nfs 198.19.254.13:/benchmark /home/ec2-user/acm/dr

5. TEIZH) FSx LEER ONTAP ERZRFAMMBRELR , LAESR IPsec X 7E,

FSxID123:: > security ipsec show-ikesa -node FsxIdi123
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FsxId@8aclbc7ec2781a58::> security ipsec show-ikesa -node FsxId@8acl6c7ec2781a58-01

Policy Local Remote
Vserver Name Address Address Initator-SPI State
dr policy-name
198.19.254.13 172.31.77.6 551c55de57fe8976 ESTABLISHED
fsx policy-name

198.19.254.38 172.31.65.193  4fd3f22c993e60c5 ESTABLISHED
2 entries were displayed.

AZEREIRRE IPsec

EVERAFREERNA IPsec B |, St B EAFRERAE—SPD HEMEN T, TiB , EEERESE
HTERAFHREERNFA IPsec B , RPIEZZEMA IPsec ZERFIRERIE,

FSx for ONTAP X ERA IPsec WERT , ZEME TN ZERFIREREE— SVM IP {it,
BRI LAMEAsubnetiHAESAHAERTT AR LLIR/E , EALllow all clientsERENSTE FHRBFPREA ;

FRTFRRERAZERFIRRE IPsec

EEAFREFBRLENFTERFL (B0 192.168.134.0/24) fEFE — SPD FRAIEH ER T E —
SVM IP {uiit , B ELE FREFPNER, remote-ip-subnetsittih , BULBAREEFERES
m K remote-identityF R,

/A Important
FRARERER K SERFRIMULERAECHH - EERLARIRETERE. AR
ONTAP IPsec H FSx ERIBEAKETEHE L ZHEH CA RBREREFNENH., BAR
ONTAP 9 FSx th X B BEMEEFE (CRL) RE,

1. BZEFE NetApp ONTAP CLI , F@#T T3+ , FEE AR NetApp ONTAP #ERRHE Amazon
FSx EBEER FBEVLZ2REIERE. Bmanagement_endpoint_ip BERRZREEE
BIBH P {uit,

[~1$ ssh fsxadmin@management_endpoint_ip

MEFMENR , F2E FH ONTAP CLI EEERR L,
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2. WTRFIRERA security ipsec policy create NetApp ONTAP CLI 8% , ###EBRAEE
W4 EE,

FsxId123456::> security ipsec policy create -vserver svm_name -name policy_name \
-local-ip-subnets 192.168.134.34/32 -remote-ip-subnets 192.168.134.0/24 \
-local-ports 2049 -protocols tcp -auth-method PSK \

-cert-name my_nfs_server_cert -local-identity ontap_side_identity \
-remote-identity client_side_identity

ERAAAMERAFIRERERZERFIRERE IPsec

EEAFTAAFE (TRERIR IP it BM) ERERMA SVM IPsec 19 IP it , FEEERLRE
F0.0.0.0/08A* T, remote-ip-subnets

WA BB EEEIREF RS Premote-identityFR, HABERERE , B0 &H
AANYTHING,

A, £ 0.0.0.000 BERAERE , B4EREEFANS EAMSIRIFEZERG, S0 , NFS Ei
18 2049,

1. BHEFE NetApp ONTAP CLI , BT T 55 , FEE AR NetApp ONTAP ERRHH Amazon
FOSx BEEEER PRI RERBEITERER. BMfmanagement_endpoint_ip AERRKEEERE
EIBH P i,

[~1$ ssh fsxadmin@emanagement_endpoint_ip

MEFMENR , F2E FH ONTAP CLI EEERRLE,

2. WTFIRfER security ipsec policy create NetApp ONTAP CLI I+ , i§##EIR AR
4 EE,

FsxId123456::> security ipsec policy create -vsexver svm_name -name policy name \
-local-ip-subnets 192.168.134.34/32 -xremote-ip-subnets 0.0.0.0/0 \
-local-poxts 2049 -protocols tcp -auth-method PSK \
-cext-name my_nfs_server_cert -local-identity ontap_side_identity \
-local-poxts 2049 -remote-identity client_side_identity

EA® ONTAP B9 Amazon FSx B9 & 7358 5 M 7BV E I NetApp
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AWS Identity and Access Management (IAM) A B EE S L& #h12 6 AWS ERFEHE, AWS IR
IAM B2 SR H B A O] LUBIE B 58T (BA) MIRE (EBFF ) KEH Amazon FSx EiR. 1AM 2
FBAILAERM AWS IRE |, BERASE,

£

- 0t

- EASDRE

- FABKREEFIE

« BAR NetApp ONTAP #J Amazon FSx #N{aEd IAM ¥& & { F

« EAM ONTAP B Amazon FSx B & % 55 Bl I Bl &5 45] NetApp

« ¥ NetApp ONTAP 52 @i BI #Z B8 Amazon FSx #1T5R BEHE

- ERZE%E Amazon FSx

« £/ Amazon FSx IR ER AR

cZhes

&5 AWS Identity and Access Management (IAM) A XEEMARE , EEEURAETE Amazon
FSx F#I/TH T,

FRIEERAE — WREMEA Amazon FSx HE?T%#M‘TIVIE AlEEEgARRHEMENZEAERNET,
ERFERAES Amazon FSx ThEETER TIERE , B e ZE BN T, THREFNFINEELSXA
B R EEE SR IERNFT A, ﬂﬂ%"‘ﬂlfﬁﬂl Amazon FSx R @EThaE , FFSREHE NetApp
ONTAP & % & B #MZEH Amazon FSx #E1T5R BEHE,

[REEEE — REEENTH Amazon FSx IR , B AI8E#EA Amazon FSx M EEFZEURE, FIE
PR %5 3 F & FEZEURLE Amazon FSx ThEE M ER R EM T4E, E | BUEKBERESKREN IAM B
BE K6 REFLREFEAENGT. RELEELNER , TH IAMNELRES, EEE—STHE
22 B AT 1AM B2 Amazon FSx 18 ELfEA , FF2EE AR NetApp ONTAP By Amazon FSx Zi4fJE2
IAM FEHL o

IAM BEEEE — MRER IAM EEE |, &8 *EET%HDH?EEE&%LXMIE Amazon FSx ZEUER
HMET. BEMRBAE IAM REHAM Amazon FSx S0 B BUEREH| |, 528, #EHR ONTAP 1
Amazon FSx # & % 3 5!l IR Bl €545 NetApp
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RS EE

EBRERIEAWS FASOREBZANAR, BHEL IAM EFRES D SERR IAM SEETHRE (BA
AWS), AWS IRERERE

BRI LAERER AWS B2 RIREENFER , UBESF 2R F 23 A, AWS IAM Identity
Center (IAM &2 /) FRE, EQATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HEWEELRNES, ELUBEESEAE  CHNEEELNCREER IAM AGHNEBSE 2.
EEME AWS AERFEHE , CEBRERTAR.

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZEA O, MEBEZEA
WEEER AWS |, B2 (AWS B2 A FAEM) AWS IRF R T Z A B,

MR AWS LEERERET A RNFE |, 58 AWS RERERAZEHN (SDK) Mars 5T HE (CLI) , AERE
WERBUMBHFREBER, NREAREHAWS TE X EETHRBER, IEEHRBENSEE
THEEBHERNEMER  F2E IAM FRHEREETMNESE AWS AP| &R,

EREERAMNES P RES L AU EERHENANZTEHERA, I, AWS BEEREHERAZEE
FEE (MFA) REMEFN LM, WEEZEN , 5268 AWS IAM Identity Center £ & BRI+
MWZEEERIN IAM ERABIEEFNE AWSHERSEEZRRK (MFA),

AWS tRF BRERE

BRI AWS tRF , B8R —EZEASIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFBHBUANBHTEA
RERN. BARBETEURCEAEREAREH. RECHREAERE , YHARNTRERAR
EREATHNER. NFELEBNZRFE , THRFUREHEREANES , F2R IAM ERAERE
MPHNEERCEAEBIENER,

BeeD

REFEZRERABERE (CRFERAREESFIENERE) ARG RFRMENER , S
REfE A PR ASRERE AWS IR ZR7FEL

BEGoBAERACEMFHEESENERE. Web BB ARt #E, Identity Center B & , SHEA
EIB & 735 SRR REETER AWS BRI WERFERAE. AWS Directory ServiceFBE & 277
HEF AWS IRFE |, ifI2RBRERAE , MACAIRARKRERE,

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUFAENEGEE U NERIBLSIB S ERIRFEPHN—EEAENEEE , MEEMEER
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2N AWS 1R F MERAEXFFER, WE IAM Identity Center FWAHRIE R , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

IAM {5 A & F B4

IAM EAEREABNE D , E AWS IRF BE-ASHEABRANBET. BREETRKET
AR K MAREARILKRAEE PINEBNEFREER) W IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE K ERCHNEFNIR. IFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM ZHER—BIEE IAM ERAEEENE S, BEEUBESDEE, EWUERARER-RAZS
BEAEEENT, HEATREEAEREAENTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM BRI,

EREEAGTE, ERAEAEHRE-ASIEAENELEN EACNENREAEAZEECHA
EHE. EAEHAXKANRYER K CALERHEREE. NFE-—FTH A F2H IAMERE
ERPNEY IAM EHE (MELE) WEH,

IAM A&

IAM B &2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BT EISEN A SHEEB.
WAL AE | EREERTIAM S8, AWS Management Console & 1] LUEBFEAY AWS CLI 5
AWS AP e EA BF] URL RigEAE, NEEAABGNAFEZESHBEN , F2H8 IAM E£AF
BREFHER IAM A,

EAERBEN AM ABETIERAPIEEER

- BIEBOEREFN - EEQBMES RSN , FEUARG  YARBRERT. EMEE S
TEIRIER  XES/SHACGEURY K IBRTHACERNTT. WEERHSACGHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREHAR. RS BRIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEERRATENFT,

- BIRFFEIE - BULUER IAM A® , RAFFFERFAHNEA (GENZEFEA) FRERFHHNE
R AERRTEIRFFRENEIESN, B2 , HRELEKK AWS IRF | S0 USRI E M
NER(MTIRERAACEARE ), FETHEBIRFEFIEACNEREABKENZEZR , F2HR
IAM EAEERFHN AM AEEERELNBRENEZR,
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- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTHER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEREZHER, AFERBUIFTER
H AWS BR#% B REB S ETRINFERE , T E8H FAS R, BWEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFMRER , F20 (BREFNTERER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURANMREREAR, NFESEF , F2H IAM EREERTNELAGURIRFT A
AWS BB .

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFRE. IAM EESTLMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
Ho, MEEZEA , F2EH IAM EREEETNFA IAM B EREFFFA4E Amazon EC2 #H{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAM EREEETRNEYL IAM A6 (MIFEA
&) R,

ERABREEFHE

SEELGE AWS BRI RIS EMINE AWS & 2B A RNEFRREFPNFER. FRAR—EWH4
AWS |, EEH BB NEFEREBIN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REERE , FHMEELRAl, BERPHFFTRERE AFFRIEEBR. ASHFRAUE AWS
LA JSON X#H Wy FEF. MFE JSON RN HERINATNESHBES , F2H IAM €A%
BT JSON BURELE.

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWHIHR , WHEEREMEHRE T T
B BEERAITHEE

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERITDFENT , IAM EEET
BLEI IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEE

BoBEBEETMURMEIS S (Hla0 IAM EHAE, FREHMBENAR) B JSON FATBEX 4, EL
BRI 5 9 EME GG TR ML ERATHLESE, EETHRNMAERISIERBE | F2E
IAM EFEIERHRWET IAM BUR,

BOBRBRITE—SHERARBRIAZERR, ARBERSEERARIE—EAE. FEdAR, ¥
EENREREIRE , BULUEHKMMEIEH AWS IRF. SEBRERIE AWS SERRNETFER
MR, B FRUMEZEBRRARBEKRBEERE | F2H8 IAM EREEEPNEZEBERMN AR
BUREH®EE,

BERBEHER

BERABERREEZIERMN JSON BEX 4, EREBENREEREHIR IAM ABEFEBERR
Amazon S3 FEIFBER., EXEEREBRNERES , REEEETUFERACHREHEISEER
WIFEVER, HRMMBRMNER , BRSEREEN TR IUEZERATHEELUREMERYE
THTHEE, EXEEEREBRPEETE, FSEETLGERS, AL, A, ABEEHE
H. AWS RIS

EREBRRURZBHEPNABRBE, SEEEUNERAERNBRDER IAM B AWS ZER
Ho

FHEFFE (ACL)

TFEUEFIEE (ACL) ATEFIBLETEAN (IRFKE. ERAENAG) BETNEEZERNTT. ACL B
REREBER , BEMTEM JSON BERMXHER.

Amazon S3 #l Amazon VPC &% & ACL iR &6, AWS WAFEE#—% T# ACL ,
Amazon Simple Storage Service Bi& A BIgmPHFEUEHEE (ACL) #i8,

HtBeREH

AWS XEHMBTERNRAUEE, ELRREETRERE RBIREERTFTENKRKF T,

2
W

B

- FFARR-FUHER-EERDRE , THERES T HBRERT IAM EE (AM EAERAE)
MBAFFA, BUNAERKREFARR, MEENFTERERNS 2 EBRMEFFAIRRHR
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o BT Principal RUFEEERAEIACHNEREBRATEZEFIRRRES . PIEEEK
RPN AREERHEBRXAN. UEFTHENEZHBENR , F2H8 IAM E£RAFERTHN IAM
BRUEE,

- BRIEIEFIKRE (SCP ) — SCP 2 JSON Kt , AREEFHEMSEBEN (OU ) HEKER.
AWS Organizations AWS Organizations @ —ERAR D EMEF EBE R ERE AWS IRF BN Z@E
R, BEMAEBTHMAETNGE , SRS RBIEHBE (SCP) ERARIEARAAERS. SCP R
FIKBIRFHERNWER , B/ AWS IRFRFEAERF . WHEEBF SCPNWEZHBAENR ,
22 @ AWS Organizations £ & B SCP EES R,

- TFREERBK - THRERBERR —BEREX , Sl EERmRREEAN S REVACSBEER
ENERTFEERE  FRASEEE. MELETFEMBRNFTEREAENACHE T EBERNITE
FEERBURHI RS, FTAAILRAEREER, AREEBRTWAREEREERTA AN, WFEE
ZEH , F2EH IAM R ERERE T TERERBUR,

ZEBRER

REZERREBEERIFERE , HERPRNFTEEAEM, EMBUER, BETHNFESRZE
BREEE AWS BERBARFER , F2H (AM EREER) FHBERHE#EE,

B NetApp ONTAP B Amazon FSx Zn{a[ &2 |AM & &£

E&EER IAM BB Amazon FSx BFEEVERR 2 81 , 5855 7 BRHFLE IAM Zh8E R FA Y Amazon FSx.

& T LAFE B Amazon FSx fEF#Y NetApp IAM ZhaE

IAM Zh&E Amazon FSx X ¥
S REE =
BERBEBR a
BREE =
BERE R =
ACL B
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IAM Zh&E Amazon FSx X #
ABAC (BUE T HER) £
Eix TR TR ER (FAS) =
RBAE &
REEEAE g

&ERABME Amazon FSx fMH M AWS BRI MMEE X ZE 1AM TheEfERA |, 52 H IAM FREE
EPREE IAM FEHNAWS RIS

Amazon FSx BV E R B 1535 Bl 49 B 2R

X EHSEEE =

BoBEBERNLLGEZEI G S (Bl IAM EAE, FRERMBENAR) Y JSON FATBE X4, EL
BRI 5 9 EMEGRG TR ML T RATHLESE, EETHRNMEISIERBE | F2E
CIAM EREERE) RPRET IAM BUR,

£/ IAM 2 BEBER |, BUIEEAARIEBNBENER , UREMERG T RAFREEEIME. &
BELESSERRPEETR  RASESEAZEENEAESAR, METHREE JSON BERHE
RBFrE s , F2ER (AM EREEE) T8 IAM JSON BETES £,

Amazon FSx B E R 5 1758 Bl &9 B R &5 451

ZEEMIR Amazon FSx B0 BRI BERNEH , FS8. EAM ONTAP By Amazon FSx B9 & 238 5l
R BI85 NetApp

Amazon FSx RLLERAEBRABER

XENERERABER -
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Amazon FSx W BUK EhE

X ERBREE =

EEE A LMER AWS JSON BUERRIEEHAIUERBLEAR, thpIR  WEEBEMTERMF T T
A BEERANITHESE,

JSON BRHY Action UERHERE T AR AT RIEBBR P EFINEIF, FRIBFEER LB
AWS API EREBMHEN BB, B—EHI5RR , FlUNLBHEFH APHRENERFTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSBREFE.

HREERBERE TUTHBBEBENFTT.

EEEE Amazon FSx BIEBE |, B2 R RBERESEZER P H Amazon FSx EZ B 1E,

Amazon FSx AV BUER B2 ESERFER T EIER :

fsx

i
H
fedi
st
&
&

BREE-RAXPIEESBEEE ,

"Action": [
"fsx:actionl",
"fsx:action2"

]

EERR Amazon FSx & 0B BB BURMNEH] , 5F2E. EAMN ONTAP #J Amazon FSx H 5 7 # 5l
R RI &5 NetApp

Amazon FSx W BERE R

XERRER =

EEEWLER AWS JSON BERRIEEH T AFIMLERS ., tWHIHR , WHEERBEMEHRET TN
YA EERITHESE.
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Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAXEERERFTAINEE (PIF HRME) , FEABRAFER () RRTEEAXBERARABEER.

"Resource": "*"

ZEEF Amazon FSx EREE N H ARN WEE | F2ERERESEZERHH Amazon FSx &
ENER. BETHIUEAMLEEFIEERREERN ARN , 528 Amazon FSx EEME1E,

EZEMIR Amazon FSx B0 BRI BERNEH |, 5528, EHAM ONTAP By Amazon FSx B9 5 253 5l
R BIE545] NetApp

Amazon FSx HBRIRH &8

X RS E BRI ZR =

EEEWLER AWS JSON BERRIEEH T AFIMMBLERS., tWRIHR , WHMEEBEMEHRE T T
B BEERAITHER

Condition jt# (8 Condition [E#R) AIEGRIEEERANE RN R, Condition TERERAE
B, BUUBRNFEAREEE FNREEER (FINERT/IR) , REYWBEPWHERENERPHE,

HERERBXPIEESZME Condition & , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTME M. WRER/E—RUHREIREESEE , FEMABBORESE R AWS 5
fhiktt. LENEREHRE , TEREFRXWVFFT,

FHUA U EEEREREABEZVEEE., fln , BAUREFEAEERE IAM EFAEEBERR
HENERNFFARTXIAM E£RAE. IFESEF , F2H IAM £AEERETHN AM BETE £
BHER.

AWS X E2EFEASRNBHBEERG TR, EEEFME AWS 2EKRGER  F2H (AM £
EiEME) PHAWS £ EEGRET SR,

EEEEF Amazon FSx R4 RFE | B2ERBERESEZEERPH Amazon FSx Rt £iR, BE
THRAULFERAFRGSBNBENER , 528 Amazon FSx EEREE,
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EEMIT Amazon FSx B0 BRI B BERNEH , FS8. BAM ONTAP B9 Amazon FSx B & 73 5l
R B85 NetApp

Amazon FSx FRRVEL R HI5I &« ( ACL )

fait

<& ACL a

LB AERNFEIEE (ABAC) #£E Amazon FSx

X & ABAC (BURHRVRER) =

B R FEUES (ABAC) B —EREXRE , TRIRBMRERA, £F AWS , ELBUHBAETER.
B RBH IR IAM B (ERERAE) M AWS BiR. AERNERN LFERR ABAC HY
B—%, BEFERST ABAC B , A EEIRNEREAEE TN ERERATFERE,

ABAC EMRRENRETFHEREY Yt ERREELEHRKRAH.

EERBERIEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys k€ , ZBERNRETESD , RHEREA.

NRBEBHEXESEEREENLH=BRGER A RBEZBBMS , EH Yes. NRBBEERELE
REEN SN =EFRH<® , AEA Partial,

WMFT ABAC IEHHEH , F2H (AM EREER) PHHER ABAC?, NMEEESHRE ABAC
FERNHERE , F2H (AM E£REERE) PHEABEEFEES (ABAC).

WFEESS Amazon FSx ERVFFMER , B2 RIELER Amazon FSx Eilf,

EZERGEDEBERES| , UBRBERER LNEBRRBRHFEIMER , FSEAEHEBRIZEFE Amazon
FSx &RH 7.

£ A R BF = A B RHEBL Amazon FSx

X ERERRE =

ERERRSRBREE XL AWS B TEER, MFEHEMER , SEBWLE AWS R LiREE
ABREEAWS IR £/ , 526 IAM EREEETR IAM.
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MREFERART EFAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F B
e, Bla , BB AWS AL TIMNE—&F A (SSO) EEAENE  ZEFEEHEVERRE, &
"‘Mﬁﬁﬁ%% DPBAEES  ARVRACK  tEEDHEILKREEE. NEVRACHFMEENR , F
28 (IAM FAEER) PNYREAE (EEA).

&R LAER AWS CLI 5t AWS APl FBIEZVIRIKEAEBR. AR G UERAELHRKEAERRE
HAWS, AWS BREBEELRKEAER K MIECARMFRER, NFFRER , F2H AV
THEREREBE.

Amazon FSx BV 2 FEN T/ERSEX

XEEHFEFIMIERE (FAS) =

ERER IAM EFHRERAREFHTEER AWS , ESHRATE, FHARELRKE  SUEEHT
REEEE , EMETRRETRE S —EEIE, FAS SEATETILAER AWS R , ¥HESEK
AWS BR# M FEREEHER, RSEERKEKIIFEREHE AWS R ttERESFETHNFBERE
FJTERH FASHER, BEUHBERT , EXEEEHTEMBEBENGTT. WFRE FAS FBHREFBURF
HEF , FoE (ERFNTERER) .

Amazon FSx iR A

7|

XERBAE

EAM Amazon FSx IR EE A

XERKEREAS =3

BHEFAGR-—EERE. AWS BRERBAIUBERAKRENTHENAE. RBERACERTRE
BHH , AWS IRF BEBRERBAE. IAM EEE W URE , ENEREREERZSERTT,

MERVHEE Amazon FSx R EFZACGWEEHENR , F28,. F/H Amazon FSx R EZ A E
B ONTAP By Amazon FSx B9 & 758 Bl IR Bl €5 5] NetApp

K% , FRENACKEEISRIEN Amazon FSx ERMERR, bt EEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2t AWS API RE1TTE, EERTFHEAELH
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FEERYMTEENST , IAMBEEESTUEY IAM BEE, RE , EEETLUE IAM BEERHEEA
& FREFERETELAE,

BETROAIEAELEF JSON BERX MY IAM 55 RBR |, F2H (AM EAEERE) PHE
M IAM BUGR,

3
¢

% Amazon FSx EEMNBENEREENFEET , S ESEEREEN ARN KX , F2HEABRKER

B2EZ P8 Amazon FSx B, ERFIRHTER,

e

- BRBEE®

- f£/H Amazon FSx £## &

- RAEAEREMMBCHETT

HERREEK

LB AERNBRAREFAERETUEENIIREPEY. FEEMER Amazon FSx &R,
ELEMETRESELN AWS IREFELAER, EREVSFES SREBEKRE  BERTNIERARERSE
13

- FEER AWS ZERRABOREERER — " EMBREEAENTHERENER , FEAT
REFZSERERARGIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SRECEAER, NFEESEHA , F26H IAM ERHEE
PR AWS ZERRSEBBAENAWS ZEBK.

- ERREFFAIRFE - 5RE IAM BERIFTA K  FERTHTERMENER. SERLEN , &
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETN IAM PR BERAFF,

- A IAM BERH R E— S IREIFEE - B S RETEEEER |, SIREBENERNFE,
Blan | U LRBBORRM | BEL AL SSL EEMBER, &t 7] LUE M R4 R R YR B

ERFEVE (BB E) FHIELE#E AWS IR , #l20 AWS CloudFormation, MEFEZE |, 58
28] IAM EREREFM IAM JSON BETE | 1§14,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 IE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHES , THHEFELXLEERANEX., NEEZSE
A, B2 IAM EHERBETH IAM Access Analyzer BUR B FE o
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- TEEZHEHHEE (MFA) — NMREBNRGIEE IAM EAERBEAE AWS IRFE |, BB MFA
LIEBENNZ SN, EEEMY APl EZRFFER MFA | 3548 MFA RE4FIBZENBER, NEE
ZEH , BB IAM FRAERERPHERE MFA (REHN APl ZHL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HBEEH,

£ Amazon FSx =&

£ EFEUE AR NetApp ONTAP B9 Amazon FSx £ 4 , BN E#RE —EREKREN T, BLEHFT
AR EAWS IRFHIHMRIRER. MREZEITHKEAVEFTERKN G 2EBE , IERE
BEZBENER (FREIAG) ME , TEAMELZNTEHERE,

BAFEREYH AWS CLI T AWS API ETH I ERE AFRETEEER. ke , REAFER
RaftMERINITZ AP BIENBERATLT,

ARREHENMAGDAMER Amazon FSx X124 |, FRE
#§AmazonFSxConsoleReadOnlyAccess AWS S EBURMINEIER., MFFHMEH , F2H (IAM
FEREER) POIEFIEERE,

BRI LAFEAWS Amazon FSx B Z BB R &E & AmazonFSxConsoleReadOnlyAccessFE A
Amazon FSx Z & RIEBUEK.

AFFEREREMMAECSHFT

e flE REMMREIBEK |, 0FF IAM EAERGH M MERES TN ABRRZEBRER, WHRE
BEEXEE LHURARETHRER AWS CLI 3 AWS API TR LB ER R,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

FSx for OnTAP EREER

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

£H¥ NetApp ONTAP 5 258 BI R FZELAY Amazon FSx 1T 5% S HE
AT HERA BB EZEFEIEMSER Amazon FSx l IAM B gEi@ ZIMNE RREE,

&

- RIZREZEE Amazon FSx FHITIRIE

- REEREHT iam : PassRole

« REAHRUNNAS AWS 1RFE B Amazon FSx &R

RE BT Amazon FSx F#{TiR4E
MREBRBGEE  SHERBREANTEE , CNBRSLEBEH , AFEAITEE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERNFMHENR , BARER fsx:GetWidget FFrIRFE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

ELBERT , BEEH mateojackson EHEBHNER , AFFER fsx:GetWidget BEFE my-
example-widget BiR.
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MRIEFEME , BEIEEN AWS RIREES., ENEESRHUENEZRE.

RKEEEEHIT iam : PassRole

# Amazon FSx,

BE AWS i A ESREACEEGZEBRE A MARBUFNEBEEACIRBEEAER, NFEH
TR B AR ACEEEZRBIFT .

EEZAMN IAM FEHAEmarymajorEHMERA EEAE Amazon FSx FEITENMER: , R4 TSI HIEE
H, B2, BEFERBREERBREACKR TN, Mary REKAGEEEZRBENFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary B AEEH , AFFMHIT iam: PassRole Bk,
MREFEHRE , FHEEN AWS RREES. CNEESREENEZRRE.
BREAFTFERUNB AR AWS 1RF A Amazon FSx EJR

ARy At , BEMKRFPNEREREEBATHASFIENE R, EUEEZ LT
LEEENHDERAR, HHXEERERNBRIFIUREFBE (ACL) IR , SR SMERBL R
REETFAEFRENE RN,

NEE-FSTH , BFBBREUATAS
- BETH Amazon FSx 2R X BELIIRE , F2BE AN NetApp ONTAP # Amazon FSx #n{aEd

IAM FEHL o

- ZETHRITREBEMESER AWS IEF WEEUE  E20 IAM FREEETEHEEN S —
AWS 1R F 18 IAM i f & IR EFEUER,

s EETHRINIEEREIEREEHEE=T AWSIRE , F20 IAM FHAEERPHNIREMHEE=S AWS
RE AN EEE,

- EETHNMEBKRE B oREEFEIE  F260 IAM £REEERNEEEERERENTDETS
PRENEAE BISED).

c ZETHREAACGNEREBRETERFENCENER | B20 IAM EAEEREHHN IAM A6
HERABENER,
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FEREEE Amazon FSx

] LA AR BRI % Amazon FSx EIRIFEL , AR BEUBHAERNFEUES (ABAC).
EECEVHBKESEERE Amazon FSx BiR , £AEXEHERE AWS Identity and Access
Management (IAM) 5,

ERVHEETERERNTT

BBFELERET Amazon FSx APl B11E , BRI ERVE RIS EER, B LlFERAELEERER
REEUBHEAERNFEIZRS (ABAC), MEFMEN , 5520 ABAC BWHEA AWSH ? £ IAM
FREERT,

EERCRAEERVERKERER , MAXEEEEARYERZEBENRE
PRfsx:CreateFileSystem, ffl#fsx:CreateStorageVirtualMachine,
Hfsx:CreateVolume, MREBFREUBEFIEETER , IAM EXEEHITHMIIRE
LRBERAERSEEEIEBRNER, fsx:TagResourceAlt , FFHAELEREEHHER
fsx:TagResource BIYERVBAREETF I,

THHFRRATREAERLERRABENFERERME (SVM) , YERE AWS IRFZVHEHEE
RE®.

{
"Statement": [
{

"Effect": "Allow",

"Action": [

"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:TagResource"

1,

"Resource": [
"arn:aws:fsx:region:account-id:file-system/*",
"arn:aws:fsx:region:account-id:file-system/*/storage-virtual-machine/*"

]

}
]
}

Bt , THRAAFEAEERERRRRLEUGS , Y EROBEVBESEAELERAERD.

{
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"Statement": [

{

"Effect": "Allow",

"Action": [

"fsx:CreateBackup"

1,

"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
1,
{

"Effect": "Allow",
"Action": [
"fsx:TagResource"

]I

"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

REEEREUfsx:TagResourceBIEHIBERERR , TS MEEE. Hit , EFEIERERMN
FRE (BREUIBEERHFEY) , URERDPRIEEER , IFFEMAfsx: TagResourceBMEMRER,
A, EXEAESRERIIEGEENERAKREMMER fsx: TagResource BIfEREF T , RBIBXEES
=5

WEAZEE Amazon FSx ERMFFMERR |, B2 REELER Amazon FSx BEiR. MEMEHAZERIES
Amazon FSx ERFEENFMEN , 2R EAESREFIE Amazon FSx ERIFE

i AEBRIZEE Amazon FSx iR FEL

B Z12H ¥ Amazon FSx EIRMEMERYFEUEIR , B UBRBEBER IAM BUER, SR LLEBR{ER
IR IS

« WA LBRBELER L WVREIRZESHH Amazon FSx BIRAYFE.

o« IBELARFIE IAM FBRFHHERENRE,

MENAFEAEERZES AWS ERFEENFMEN , F2HE IAM FAEIERPINEAEREGF
B, WMFEBEEEFFRLR Amazon FSx BERMNFHENR , 2R EEYHER FERERNT A,
MEELRERNFHEENR , 328 Z5i2 88 Amazon FSx ER.
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RIBERNVERIZH T

HREFEMAENABTE Amazon FSx BR EHTHLERF , BUNEER LERARR. fla, &
TRBERFEER LEBNERER , AFNEBERRKRER LOVEE AP B1E.

Example 86| R — EXEEABERBRRELERRR
EERUAFEAERZLERRRE , AR EEARENERR I REARFLERRER , ELEH S

Akey=Department, value=Finance,

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystem",

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"

}

Example £86|BUR — ES ¥ E B IS EZEERA NetApp ONTAP BRR[EZE I Amazon FSx B &5

IR B AR ERE A EE Y LB ER YETH ONTAP BBEEZE Y FSx HI{EfD. key=Department
value=Financef@f? 2 FEAEEAIZEMDepartment=Finance,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:volume/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

}
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}I
{

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"

Example #6|R R — EABRERREHENELEFBEERNHUKE

HRAIAFFERAEEUDepartment=FinanceE R AFR LN HEH PRI BT

[EDepartment=Finance,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateVolumeFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:volume/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

"Effect": "Allow",
"Action": [
"fsx:CreateVolumeFromBackup"
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1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

Example $86|R R — MREFRBEEBNERRER

WERAIAFEREEMRET AN RRFDepartment=Finance, MEMMRIET HKRMEHHD , Bl
AfE FZEiCDepartment=Finance,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"
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ERAEER

]

Example £26I|FR — MR ER S ERCHNHERE

WERB AR EREERREL AN EDepartment=Finance, MRMWMHEIET HZKEH , BIKE
{# Fi#5CDepartment=Finance,

"Version": "2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

"Effect": "Allow",
"Action": [

"fsx:DeleteVolume"
1,
"Resource": "arn:aws:fsx:region:account-id:volume/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"
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£/ Amazon FSx WIRIFEE A E

Amazon FSx {#/ AWS Identity and Access Management (IAM) fRI§ERE AR, RS EELABREERE
B ZE Amazon FSx HitE— IAM BEEHE, Amazon FSx BAEERBEL AR , W EBERBEARE
e EA AWS BRIEFTEM AT AR T,

BR IS E AL M W BRI EZEEE Amazon FSx , B ABF AN FEFIENENZL T, Amazon FSx EE&HH
BEEEACNSTT , RIEZEHEES , THRE Amazon FSx IUEREEAE®, EENFTAEEME
BURMFEFEE , B BEREEM M E AL IAM B8,

BB ALEMBRBREESEACHMEEER , FEEEMR, ERTUMREEN Amazon FSx BiR , BA
BEERNBREINERER,

NERRXERBEEACNEMRBNES , F2ETHEE IAM EENAWS R , IHIKX Service-
Linked Role (RFEfHAE) META Yes (B) WEE. REEFERENR , LR RBHN RBERS
BB,

B A Amazon FSx B IRIGERE AR

Amazon FSx (& AW RIEE 4 A/ AWSServiceRoleForAmazonFSx— Z BB S SRS F 3
ITHLESME , flins VPC HHERRZKEVEMBARARE , UREPZEARERIAANUREEE,
CloudWatch

MEHBEERNES , 5526 52 5# SxServiceRolePolicy

AR
AR

AWSServiceRoleForAmazonFSx & #PRH AmazonF SxServiceRolePolicy AWS B RIS ER, &
AWSServiceRoleForAmazonFSx B T #R :

@ Note

8 Amazon FSx ER R A #E4E H AWSServiceRoleForAmazonFSx ILITAE | F L5 H
HEFRI E AR IE AR ONTAP B FSx.

« ds— AFF Amazon FSx %17, REFNBUEREB &P EREX AWS Directory Service
« ec2— fo5F Amazon FSx 1T A T4k :
« W18, BIXFMEUHE Amazon FSx 13 X 10 BB AV A8 3% S T Y BE B o
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- BB Amazon FSx ERRKEBIN — S ZEE M 1P Hhit,

- BRE Amazon FSx R RKEMEEBR Amazon VPC, T2 FEM T,

- RTHE VPC BEFEANMELSBHERMERNRSFERE.

- BY AWSEREAEFEMEBENE LBTRERENER,
* cloudwatch— /& Amazon FSx #¢15RE B # 82| AWS/FSx fip & Z /) CloudWatch T 75,
« route53— fFF Amazon FSx # Amazon VPC E2FAH 5T E R 15t BA

« logs— fo¥F Amazon FSx &M E A CloudWatch BiESEifi. EERFERE TS FSx BAR
Windows 1 R fk 2518 R R MV E RFEFE KL EIEZE CloudWatch EE&EE R

« firehose— f&F Amazon FSx #EIRF B A Amazon B#& Firehose R EHEFHE 7 LA
# Amazon FSx E AR Windows R fARF[ERARFNERFIEZ B7EZMHE Amazon &

Firehose X &,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication",
"ec2:CreateNetworkInterface",
ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions”,
ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"
1,
"Resource": "*"
},
{
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"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
" n
1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
}
}
I
{
"Sid": "TagResourceNetworkInterface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"
}
}
},
{
"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"”

1,

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

ERARKEERAG

285



FSx for OnTAP

ERAEER

"Condition": {
"Null": {

"aws:ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute",
"ec2:DeleteRoute"

1,

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceTag/AmazonFSx":

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"ManagedByAmazonFSx"

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditlLogs",
"Effect": "Allow",
"Action": [

"firehose:DescribeDeliveryStream",

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

ERARKEERAG
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}

I BRIV EMEFRASE P EITRBAAMazon FSx B AWS ZE PR,

BYMERENT , IAM BER (NERE. HENAG) T TRY., REIMBREKERAE, MEFM
&, B2E IAM EREEETNRBES A,

A Amazon FSx B RIS EF AR

BAEEFHET —ERBEL AR, B IAMCLI 5 IAM APl Ff AWS Management ConsoleZ& 31
BEBRRAMKE , Amazon FSx 8 AL BRI R EFAL,

/A Important

LR EFASAUBEREENIRS  IRENEMBRFEP TR —RBER , TUAERAXEL
AENRE. EEE-STH K F2EEN IAMIRFHHBENTAE,

EEMBRLEREEEAR  2REEANREY , BUUEREFDEAMEEFEFELAR®, EEEY
ERRZHER , Amazon FSx 8B X ALEBRIREEZAE,

#mE Amazon FSx WIRIEEE A E®

Amazon FSx 7/t 5F 12 4R AWSServiceRoleForAmazonFSx fRiEiE AE., HAESEER IES
SERBELEAE  FIULEEIEEVAGCcRAEBFTAGERE. AM , B9FEH IAM RiFEACE
R, MEFEZLER , F20 IAMEAEERTNREREEEZAE,

fHB& Amazon FSx MRS EF A E

EETBEARERKESRACHIRIRYE  RAEBERGRZAE. Ht—K , ERREREDE
EHEENRERER. T8 K SLALRBRAEERRGENRED , TEFDMEREEESE,

@ Note

MRIEERAMREREF , Amazon FSx RIS EEFEAZKAE , AIMBRTREAR. HIFERE
£ BERBOERLBRERRE.

£/ IAM FEREREEESSE

ERARKEERAG 257
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£/ IAM £#A&. IAM CLI 5 IAM API & AWSServiceRoleForAmazonFSxIRIEiE A, MEHF
MER , F2E (AM FREER) PHRBRERSEEAG,

¥ Amazon FSx RIS EF BN [EiT

Amazon FSx XEHEREMBHWAEBRERRSEEAE. NEXMET , HHMH AWS Bk
g5,

AWS Amazon FSx WS EHE

FAWS EENKHBEHBUNEENE IR AWS, AWS ZEEN KRB EERTZERERARS
RUER , UEETURBREERERIGERE, FEANAE,

FARCIE , AWS REENBRTRIER/CHNBECARFIREZEERER  RASLEERAHAR
AWS BEF £, RFIZBLERCARIIEBNESEEBCR , MEE—FSBDEF,

EEEER AWS EEXBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
MEKEMMEREANAEERER (EAE. FEANAR®). AWS EXHIEZH AWS R /Y API
RETANRBRAERKE , B AURER AWS ZEERE,

WMHFRFHMER , F2EH (AM ERAEER) P AWS ZEBR,

o8 5% SxServiceRolePolicy

JLFF Amazon FSx RREEE AWS Bf, MF/E—F TH#H | FF2EBEM Amazon FSx B IRFER A
Bo

AWS EIEFRE : o0 5% SxDeleteServiceLinkedRoleAccess

BB H AmazonFSxDeleteServicelLinkedRoleAccess E#ZE| IAM B8, WFRASEZEER
%, BREEZRENBRBEEACEERER, SEFEE, BUEER, SHEMERILBEKR, MEFM
BE , 520 FH Amazon FSx IR EHE A€,

W RZRFERFT | BLFFA A5 Amazon FSx MBRE AR Amazon S3 FEIM RIS ERZ AR | BL
A EEM Amazon FSx AR Lustre,

SRR

WBESEFiamFF Amazon FSx %18, MIERF#E Amazon S3 7EL FSx IRIGE & & 2 M BRAR
RERIEFT,
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EERBUBERVER , 28 (AWS ZEEXIKSE1EE) SxDeleteServiceLinkedRoleAccessH
9 AmazonF.

AWS EIBEKRE : 18 BB SxFullAccess

BA LS TR BB F M tSxFullAccess ZI&RH) IAM BB, Amazon FSx th & 45 11 BUER Mt 102 o] 22
Amazon FSx RREBHITEMENRIEAE,

¥ Amazon FSx BT R FHERIIRHE AWS RIFHFHE,
ATAIRFIRE A
H RS LT,

» fsx— AFETRTEFIEUABITRIANPIE Amazon FSx B
{E. BypassSnaplockEnterpriseRetention

« ds— R ES2EEMWIT AWS Directory Service B $&HMHEIE A
s ec2

- AFFBEEEEERETERILER,

- RAEVPC BESEANAMELSFHEARMERNZSFERSE.

o iam— RAFRKRFEAEFEIL Amazon FSx R EZABGHIRE, ERHXER , LAE Amazon FSx 1]
URREHAEEE AWS &R,

« logs— AT SEEREVCHKEE, LEBR , URBEHBEAREER. E2LEN , UEFEH
FH A LUBB SR IFZEGE 88X F CloudWatch SC4&#E 3 EEMR FSx B9 Windows R AIRBERRE
FH,

« firehose— AFRKEATEE A Amazon EX Firehose, EEMVEN , UEFERAETLUEBSRE
B IFENGE 8% E3% F Firehose FREE#E FSx BY Windows 18 =R IR R REFE

EFERGUBERANER , 528 (AWS ZEBXRKSEZERE) SxFullAccess#Y AmazonF,

AWS EIEKRE : 55 5% SxConsoleFullAccess

B A8 AmazonFSxConsoleFullAccess BUERERES| IAM &4,

WERRFEEHT , LFFTEFE Amazon FSx 3 AWS #iB AWS Management Console.
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LR LT,

o fsx— RFERE Amazon FSx EB X R AFHTAERE , EFE
¥&. BypassSnaplockEnterpriseRetention

« cloudwatch— fAFFEBE T Amazon FSx BEEE & AR CloudWatch B RFIEE,
- ds— RFESEEHIH AWS Directory Service B #&HIHEBEEA.
* ec2

- AFERERARLEVYER. JIHERAE. BER, RE2FHE. FRAKUKRE Amazon FSx
ERREEBIA VPC,

- AFEBHEESHAE VPC BEEANMERS HEFERMEEN TS HEFERR.
« kms— AFESEEHIH AWS Key Management Service £ 5B -
« s3— AFERIIE Amazon S3 REFBPHBI LB YH (%2 1000 fE).
« iam— BRFEVRBEEASCHNER , SLAFF Amazon FSx REREAE#ITEE

EERBLBERNER |, B2 (AWS ZEEFRSEHERM) SxConsoleFullAccessH HY

AmazonF,

AWS EE KR : 52 Fi# SxConsoleReadOnlyAccess

&A% AmazonFSxConsoleReadOnlyAccess BURERE IAM B %,

LBUER R F Amazon FSx FAHE AWS RRIEHIMEERT A , UEFAETUEPREELRENVERE
#:. AWS Management Console

I EEAE R

WBEREBEUTH,

o fsx— RFFERTE Amazon FSx BB F AP RIREE Amazon FSx BRRKWENR , BEMERE
®,

« cloudwatch— R FFE B Amazon FSx BE 1A F#4E CloudWatch B RMIEE,

« ds— fLFFERETE Amazon FSx BEEE A M AWS Directory Service B #HIHBIE A,

* ec2

o REFEEEE Amazon FSx BEE I AP MHREL Amazon FSx ERRFGHBBHNERATE. B8
., FHRUK VPC BIAERK,

- R VPC HEEANMAREFHERBE BNLEFARE,

% SxConsoleReadOnlyAccess 290
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« kms— AFFEBTE Amazon FSx BEE X1 &R AWS Key Management Service £#HI Bl & o
o log— AFFREERERHFERNIRSHEEEAN Amazon CloudWatch A5 Hi#E#EH. ERME
B, TR EERER Windows ERAARIFIER R FSx WRBERFEEKER,
« firehose— AFFEEHIREIR HFERIRFHBEA Amazon Bl Firehose R HE K. ERVE
B, EEFEERER Windows R A REFERRM FSx WREERFEFEKERE,

EERRLBERNER , F2/8 (AWS SEEXKSEERM) SxConsoleReadOnlyAccessH HY
AmazonF,

AWS EIRKEE : o Fi# SxReadOnlyAccess
& T # AmazonFSxReadOnlyAccess BURIEEE] IAM B2
BRI E AT,

o fox— RFEEE Amazon FSx BB F AP ®IEHEE Amazon FSx ERRKMWEN , SEMAERE
®,

- ec2— ATEE VPC EEFEANMERZ S FHERMEMN RS BHERE.
EERGHBRNER 6 F28 (AWS ZEERIKSE1ERE) SxReadOnlyAccessH Ry AmazonF,
Amazon FSx E# AWS ZEBUK

K248 Amazon FSx AWS SEBREFHMNFMEN A RALREHBERELEE, WEEELEERSE
ENBEBE R , 55518 Amazon FSx iE A ONTAP B Amazon FSx M4 $ 508 NetApp BEE LK
RSS fE,

2% iR =p:
T3 5% SxServiceRolePolicy- Amazon FSx 718 7 # R , 2024 1 A9 H
BMBBRERE ftec2:GetSecurityGro

upsForVpc FFERE¥ ATHEHEL
VPC ERMNAE T2 A ERM

BEN LT FERE.
oo f51% SxReadOnlyAccess-8  Amazon FSx #7138 T ## R , 2024 1 A9 H
FERBBER ftec2:GetSecurityGro

EE 5% SxReadOnlyAccess 291
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ERAEER

gE

o8 5% SxConsoleReadOnlyA
ccess-EMBRBHER

o8 5% SxFullAccess-E# 2]
BHE

o8 B5i#% SxConsoleFullAccess-
EHABEBER

o8 5% SxFullAccess-E# 2R
BHE

o 5% SxConsoleFullAccess-
EMBBEBR

o8 B53% SxFullAccess-E#TRIHR
BEBUER

HiR
upsForVpc FFEBR¥EAER

VPC FERWMEZ £ FER A
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REMRT : DNS, LDAP M#ER EERLR
ERiERTE

- E52 SVM £

- EEENEAERE, ARBRNRE

A

- B LUN

- REBABE : NFS, H/PNEEZEM iSCSI
- BEMRT : DNS. LDAP i EERMR
- BERERITE

- EEiR SVM SRR

- EERENERERSE. AEEBNEBREN
- & NDMP {E%

- ERERNUEREIREA

- B2 SnapMirror EAE& IR B &I A

- RREKRENEREA

- EEENEREIRFE. AEBEBNERER
- EEHKE , UEREBEBRA

- EEESE. QBIREE, REEXNER
« #1147 SnaplLock 1% , TDIEREMIBR

- BREBAWE : NFS M/

- EREPRT : DNS, LDAP MR EERMHK
- EEPRMEE

- EPRREREENEKED

SVM LFEEEENAE
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y=R=Rg Thee

vsadmin-readonly - EEANFERAERS, AEEBNSRER
- E5f2 SVM KRB EIR
- ERER,E
- BREBREFR LUN
- RBIRBEFEREE

e

- BEUNAGRERE

o« FEFifsxadmintR ik Z K K

- 58 NetApp ONTAP CLI 5 SVM By i At
- FRAEDHESERAERFEEENERRE

- BELHESBRE

BYNAGHERE

ONTAP H) FSx B EM A EHE SVM SERRK A S BN, ZAILUERA NetApp ONTAP
CLI F@security login create@mHEE SVM WAGNERRKNFER vsadninBEREL
¥ifsxadminBEHFEHAE,

ttigsecurity login createtBERUEBEEBLNABRIANEBEALZ, BALLZTEFEAESRE. EHF
B (FEAZ) MEESEZ. —EAfAEABTURESERARENEREE, ©UliREE TSR
BEHACEE, NREFERAERATEE. LDAP S NIS B#EEE , IR A 2R UHBAEEERENSE
AEFERE., IREAERLEMBARBIHENZSERENAE , AIFERERS T FEREGE I
A SWEEEE, MEFMEN , 552 EINetApp ONTAPE MM #Fsecurity login createf
;8

B SVM SHERZRM (NetApp ONTAPCLI) BIFTEFH &

1. BETFE NetApp ONTAP CLI , FE#{T F3lan+ , EE AR NetApp ONTAP HEZRRHKK Amazon
Fox BEEEER PRIV REREITERER. Bfmanagement_endpoint_ip AERRKEERE
BEEH 1P ik,

[~1$ ssh fsxadmin@management_endpoint_ip
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FSx for OnTAP RREEE
WEHMET , S EAH ONTAP CLI BEBERM,

2. f#H security login create ONTAP CLI R 1EEM FSx (BAMN ONTAP ERRHAH
SVM) LB FHFERERE,

Fsx0123456::> security login create -vserver vserver_name -user-or-group-
name user_or_group_name -application login_application -authentication-
method auth_method -role role_or_account_name

EfSPRAEENVENER , LERTILEBME

« -vserver— EHELEAETEVMAGREAENERRKN SVM HEHE,

« -user-or-group-name— EEBALZNEAEERBAFEAPESBFEAER., FAPNEHK
BB BAEE AdomainBE S EMontapi MsshEAREXRIEE,

« -application— ¥IEEHSLNEARERF. AEMNESDIE HTTP, ££, M SSH.
+ -authentication-method— BEAREBZN S OMIB S L. ATENEIFEUT
- W — ARAMERT B R
- BB — AREBE
- NEATH — NFERIVINERE
« -role— YEERAFEZNFIRZFHACEE, TEERRKBRL  E-—TUEENAE

£ fsxadmin.

(REM) B UERESEATI —RNZESE -
* [-comment]— FERAERFNFTHXF., Hli Guest account. RELRAE 128 EFt.

« [-second-authentication-method {none|publickey|password|nsswitch}]— 1§

EXE—REBERE. BANEBETIEE
« B — ARETERES

- NN — ARCHERERE

* NSswitch — A NIS 5 LDAP 57

« none — MRBKRIEETEER
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B i fsxadmintR5E B35 2k L

EREF fsxadminEAENZRK , IRTHEERRRLBENEBHBER , B2 WBIERA
B, BALAERA security login role config show ONTAP CLI 2 REST API @55 R 1R Z 15
E=Ro

iR fsxadmintR B ZIEER

1. BETE NetApp ONTAP CLI , F@H{T Folan+ , FEEA M NetApp ONTAP R R Amazon
FSx BIREZE FB IR REIERE, Bfmanagement_endpoint_ip ARERRKEEE
BIEH 1P {7k,

[~1$ ssh fsxadmin@management_endpoint_ip

MEFHMEN , F2H £/H ONTAP CLI EEERRERK,
2. ltdisecurity login role config showSE&EEIERSHNEZEBER.

FsxId@123456::> security login role config show -role fsxadmin -
fields password_requirement_fields

HR-fields28 , FEETIE—HAMBEER :

+ passwd-minlength— ZBHHRNRE.
 passwd-min-special-chars— ZHHPEHF THRNEE,

« passwd-min-lowercase-chars— ZEHRNEFZTHRIDEE,
« passwd-min-uppercase-chars— ZBEHFAEFTHRIDEE,
+ passwd-min-digits— BBEHNHR/NMIE,
 passwd-alphanum— B EHHBREEF THHEBEERA.

« passwd-expiry-time— BIER|HARR,

+ passwd-expiry-warn-time— BZiEE B SRR,

3. HITTIGMTUBRMEEBER

Fsx0123456::> security login role config show -role fsxadmin -fields passwd-
minlength, passwd-min-special-chars, passwd-min-lowercase-chars, passwd-min-
digits, passwd-alphanum, passwd-expiry-time, passwd-expiry-warn-time, passwd-min-
uppercase-chars

FEHifsxadminiR % ZTE KK 309




FSx for OnTAP EREER

RESIELRTHENE T K CERTEEFBRNERNER,

vserver role passwd-minlength passwd-alphanum passwd-min-
special-chars passwd-expiry-time passwd-min-lowercase-chars passwd-min-uppercase-
chars passwd-min-digits passwd-expiry-warn-time

FsxId@ae30e5b7f1a50b6a fsxadmin 3 enabled 0
unlimited 0 0 0
unlimited

EEERBBER (ONTAPCLI)

BEBRENEBER , FfEMAsecurity login role config modifyiEHHEFENER
B, THEFERBENARERRR L sxadninBENEBRETREES 4, URNMAHKE
HRETNRNDBERES 1,

Fsx0123456::> security login role config modify -role fsxadmin -passwd-minlength 4
-passwd-min-special-chars 1

#F NetApp ONTAP CLI & SVM B HAE

BRI EE SVM BEIRRELERvsadninARKNTER SVM EEE | BRELFEREITA
B, vsadminfIREFER SVM ELFAE , 557 NetApp ONTAP CLI H{EAsecurity login
role createlETHEZfsxadminAt,

ZEM NetApp ONTAP CLI F£#&#) SVM LEN HF AR

1. #BHLlTFsecurity login role create®® :

Fsx0123456::> security login role create -role vol_role -cmddirname "volume"
2. EETHEETILESH

+ -role— ABHNER,

« -cmddirname— BABAFRNESHWTEHH. A¥SREEHSTFEHER. HW
"volume snapshot". B ADEFAULTIMEEFIEES B .
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3.

4.

(REM) BB TIEMSEFHIEERES -
« -vserver— EAGHBABN SVM B,

-access— ABNEFEER. HRwTRE , B2

- none— ERFERIESTEEPNIES. ERHITABHNERE.

« readonly— BRFH W EHRHEFH &S show mHHFEUE,

c All-BRFHBTEEREFEZTEWDSHNFIE, EERESJEEANERGTHFR
¥ X AEESSHE,

HRIFREDS ( Flhcreate, modify, RERM TS ) : deleteshow

« none— EEFRESTBEHTNES. ERBABNERE,

- readonly— FEH. TEMFEMA,

- all— BFHBTHFEER.

+ -query— AREEFIMEMRNEHNG , A THANBRAFESEHPINBTEAEE, %

goImEEEAYS,

#1T security login role create %,

e EE) B SR B RFERENERRR

MREERRRAREES |, EBALUEA NetApp ONTAP CLI Ff¥security login domain-
tunnel create@® , M Active Directory IR F ¥ RAZ MM SVM HITERRE

£ R E) B S8R U RIREL SVM AT S 7 B

1.

LEEF A SSH EEEEERMA NetApp ONTAP CLI , 55488 FSx B AR ONTAP A&
—{# F NetApp ONTAP CLISTH PR By 25 BB 1T,

ssh fsxadmin@file-system-management-endpoint-ip-address

= E& M Active Directory FREMIEMEAI SVM HEXRRFEETRE , FER T Ssecurity
login domain-tunnel create@HUREMFEE., BEEMALZWEASEHH SVM ,
WAREEE , URIEECAENEARBEEEA,

FsxIdabcdef@123456789a::> security login domain-tunnel create -vserver svmdl

fEALtksecurity login createm TR —RZEMKREAERRKEFEER Active Directory
BEERAERE,
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4. HEETSHEETIILESH

« -vserver— BEHEFRUNACHEAENERRKR SVM WA,

« -user-or-group-name— BALZENEAERBAFAPESFEARE. FAPHNE KA
BBRgEFEAdomaingi 5 EontapiMsshE AR REE,

« -application— B AFZWERARER. TeENESE HTTP, £, 1 SSH.
« -authentication-method— AREBEANEESE. TRENEIIEAT .
- W-ARERE &S HRE
- B — ARNERS
- NHEH — AR LFEEBFR
* -role— BAFENFHEZFACEE, TEERRBRL  H—TUEENBERE-1r0le

fsxadmin,

5. TH&EflE REMMAELREEssh-applicationFE R | £/ Active Directory 335 i%iB SSH
HIEEERRKE. R usernameA"domain-name\user-name" , BN EE TR IR
HEBNERAEER  YUARMESR , XEASIRE .

Fsx0123456::> ssh "CORP\user"@management.fs-abcdef01234567892.fsx.us-east-2.aws.com

ERRRTERARRE , FERERTERERENRR,

(® Note
ARBER SVM A AR CIFS SiMAERAF B &, MREKRA CIFS, mMAREE
SVM IMAERH B & , SBELHN SYM EMAZWIER B &, MEFHMER , BF2E &

SVM 1A Microsoft SEE B $%.

RELNFAERBE

EERA SSH NIRRT K LU EEELELLRESR®  YFEMsecurity login publickey
createERKHEEESRFEVEB ., EAZEIIRFFEH SVM, Zsecurity login publickey
createm TEZUTZE,
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28 EpU

-vserver (iZH) 1R FEUEY SVM B8,

-username RENEAESR. HAREREEEEENER
£, admin

-index NASBORSIRER. WREBRRIRFEIN

E—EZiR  MEKRER O BR , ARESL
RFERBNREREImES —E,

-publickey FRZERELHEH, AESIHFBERSIR,
-role ERERFHFEIEH A,
-comment (iEA) NHASMOERMENF, NES|IHRFEF,

THEFER L FEZRE SVM 1y SVM EEEIRFELE svmadmin@ . svmol A 5 B2 51555,

Fsx0123456::> security login publickey create -vserver svm@l -username svmadmin
-index 5 -publickey "ssh-rsa AAAAB3NzaClyc2EAAAABIwWAAAIEAspH64CYbUsDQCdW22InK63/
vU9upnKzd2zAk9C1f7YaWRUAFNs2Qe51UmQ31di8ADOVFfbr5T6HZPCixNAIzaFciDy7hgnmdj9eNGedGr/

INrft@bLD1hZybX
+72DpQB0OtYWBhe6eDI10PLobZBGfMLPXh8VjeU44i7W4+sOhGOE=tsmith@publickey.example.com"

/A Important
BYMAR SYM RERRREES FREITIL T,
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B B Amazon FSx LA NetApp 1T ONTAP

AT &ERMEMMAEIRER NetApp ONTAP ER R K BB EE NetApp A ONTAP B Amazon FSx
WA EEE A

® Note

MREHTEERALITERREEREBBIRELERE , Bl  BERPREN -—2REE
SSDE , mMEMmEHMERAEERMELEASSD B, EEREASSD B , ERTBRE
EFeRnaSENERsBIRERERER  BEorBREFYFARUEN  MEASHERKE
Ho EEERE SSD BHA/ND , LEBERDEER (EREERKDN 3-7%) , ERERE
ERNREE A RRIESEIBIFELEMRFR. ERETEREB SSD Em 80% £H
=,

BEERE  FHLEMCloudWatch IEERMIEHEREE SSD B , UERHEAZRETSE
BOEEFRENBEREEERFRNEE,

*RE
- FABEZE FSx UETREN A NetApp SnapMirror
- ERABEZE FSx LUEITRAEI A AWS DataSync

FRABEZE FSx LUETTRUEIR{E A NetApp SnapMirror

IR LAE A% NetApp ONTAP 2R R HE B E| Amazon FSx LA 1T NetApp ONTAP, NetApp
SnapMirror

NetApp SnapMirror ZEMfEl ONTAP ERRAEcEHRAEBRBRER , KERRIEENRRUEFER
KA BWHKEE, BRMHEZREMFER SnapMirror R ZPERE NetApp ONTAP EXRAKBRZEAR
ONTAP #J FSx. NetApp SnapMirrorBIMEHREBUTHEENERRK , BEHBRER LERERE
=X

- BB REE

- i 5 TEMEXH

- FEEPHERAR/D (L KB BEN)
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E & A B E SnapMirror £ FSx for ONTAP B , IBRERERNBENERSREEESLMRE |, Wtk
R E@EEYHIOBERMENEEE, BEZEEERMKER , RIR ONTAP MRE L FENIRES
WIRE, BEHAEEEE NetApp ONTAP ERRFAELZEAR ONTAP 19 FSx B2 T 5S4 :

1. # Amazon FSx F £l B 2R E,

W SRR A B B BB (LIF).
ERFERRAREEEERRAMCBEILEEHSE,
EY SVM HERE&,

#B SnapMirror %o

WEEHHBE RS,

R EEAR ONTAP HERRHKM FSx.

N o o &~ w0 DN

TERA\AREFIRRBERA,

l@8] ~mazon Web Services Cloud

Source

Corporate
data center

; FS’?P Destination

Iﬁ { AWS Direct Connect * R S — , E
i or | = :: ( _ _ .'._.‘." _ ! !
| : Inter-cluster| | \Fo oy iscel o i
NetApp ONTAP cluster i Al ;: T
w/NetApp SnapMirror ' m ! = j:}

| AWS Site-to-Site VPN /

FE

- BBz

- BV B EHEKRE

.« FCERRRANE KB SRR LIF

- ERREENCEEIEENRS
- B3 SVM BEE&
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¥ 37 F3 SnapMirror %
. BERERESRMN FSx LU ONTAP R RFKEEH

« tI1Z|Z| Amazon FSx

BRI 2 Bl

ERBEATISHPHRNEF 28 , FRELCHS T I RMEMT

- FSxfor ONTAP € AIFIRREBENERITF , SRERNIE. REXRNEG. BEERE
BFEREER SSD BNEE  URAREEARTEHEIB 80%. &7 BEM CloudWatch 125 Rt
IERREYE SSD BN AR, MEFMEEN , 728 UkEEE.

« MREEBEERALLNSENHKRENEN I BERRRES , AIFMBERTRENNERFETE
SSD 7B, EMURENENTBRAUR/M , BERTFREN —ZFSMFEU SSD RERNTERE
L. BARBERRIEBNLERA1:10: RERERREFRE.

o RRFME N MERIKFERZEEBDN VPC F |, HEMNAFEH Amazon VPC HHEHE, Transit
Gateway ¥ ZEHIMEEF, AWS Direct Connect AWS VPNINEFMEN , FSERAIEFEEER
AWSHI{+ERE VPC HZ5HE ? £ Amazon VPC &5/,

- HAMN ONTAP ERRHEZ FSx I VPC AERTEMFHAEEMANBERR , TerHBERIRE
(LIF) 7258 443, 10000, 11104 F 11105 £ A2 ICMP LA% TCP,

« ¥ SnapMirror ERMREBRIR <8I , FBAERREN B M bR EEHTHEIE NetApp ONTAP R
R, MFEFHMEF , 5528 ONTAP A E XHHE SnapMirror £ NetAppEItEZE ONTAP FRZAR,
WENBNERFEHARIIZEE NetApp ONTAP ERRKEALR,

. BWHARZBERE (RIR) NetApp ONTAP BEERERZRHKEE SnapMirror 2,

- BERKHEH SYM A ONTAP ERRAET TEHEFSx, BB BEHWEE, MEHMEENA ,
28] B ONTAP EERHKET FSx.

3

ELEFTFNRTEATIHES. SVM MEKRER S

+ FSx-Dest— H ity (FSx) B/ BITE (BB F Sxidabedef 1234567890a),
 OnPrem-Source— RIFHEEH ID,

* DestSVM— B @it SVM &,

* SourceSVM— iR SVM £,

- RFHEENE SHRESEERvoll,
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@® Note
ONTAP R XK FSx EFFEHR ONTAP CLI 5T HBAEE,

AREHHFEFFEA T 5 NetApp ONTAP CLI 455

. MRERTES
. BEES

. ERARSHZHS
. REBEGES

&% FH NetApp ONTAP CLI 728 FSx L2 FEE ONTAP ERZ MK SnapMirror A58, WNFE
FHMMERN , 5E2E £ 5 NetApp ONTAP CLI,

B B R E

B T NetApp ONTAP CLI F1 REST APl 24\ , 5B A/ LS5 Amazon FSx T &AWS CLI.
Amazon FSx API 3R&E . & #{R#E (DP) B Witk [E. MFEMFEHA Amazon FSx £ HE N HEMEKRE
WIEEEAAWS CLI , FSBHE VKIS,

ETHRFT |, £i%F 8 NetApp ONTAP CLI FEiE A ONTAP R RMFKK FSx L E T B ZEHEEE,
B EERERRAEREREEBEN fsxadninZ B IP it DNS &1,

1. FERAERAEfsxadninMEERYERRMFRENERS , EENBERRFEY SSH THME
288

ssh fsxadmin@file-system-management-endpoint-ip-address

2. EENHEBEELIEY —BAUEE  ZUEENREIEELENREUBRENRERE. FA-type
DPRA& H $5E A& SnapMirror BRRY B Y3,

MBEIEFERAER S E , BRBEHERE-tiering-policyBall, Mt IRRELHNERS
NEERIFELERIFER , XPHIE SSD BHNBRETR R, BEZ , B LY#-tiering-
policyZauto.
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® Note
ERURENERNIBERAAM , BRPEEH —FEREFEUSSD AERNIERE
J:O

FSx-Dest::> vol create -vserver DestSVM -volume voll -aggregate aggrl -size 1g -
type DP -tiering-policy all

SBEEA B EER LIF

SnapMirror AR EBEENE (LIF) , SANEHEE— IP it , LEERFEMB Wit EE 2 H
ERMER,

1. HHR ONTAP BRIZRFMWEEZEFSx, B UNEBEZTERAAHFMAEAED LN "EE, R|E
% , % Amazon FSx =& A #EENE £ M iwm25-1P ik,

2. HARIE NetApp ONTAP # 5 |, 5 H ONTAP CLI #EEESER LIF IP fIit, BT TS :

OnPrem-Source: :> network intexface show -role intexrcluster

Logical Network
Vserver Interface Status Address/Mask
FSx-Dest

inter_1 up/up 10.0.0.36/24
inter_2 up/up 10.0.1.69/24

(® Note
HROAZERERRR  SESTAYE (HA) KEHEMERER P it, MEELEMNH
HBE&REM.

fEFinter_1# inter_2 IP fulit, ©MEFSx-DestfEAdest_inter_1FH
MAdest_inter_20nPrem-Sourcef#HZ&ZEsource_inter_2, source_inter_1
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ERFREENCERYEEHE

BEBREEBER IP it , FEN®BE TEVEEHERR. LEFERVEMER  UEERRE
ELBRVESHEREAZER.

1. EATIHSTEENLEE EREHEEE, BRENERERRR  CRERUSEEER P
fut,

FSx-Dest::> cluster peer create -address-family ipv4 -peer-
addrs source_inter_1,source_inter_2

Enter the passphrase:

Confirm the passphrase:

Notice: Now use the same passphrase in the "cluster peer create" command in the
other cluster.

2. BETR,ERFEELBEUREHEHR. CEERALERERNEBSRETSORE. HRE
NERERRE  CEBERASEEER IP i,

OnPrem-Source::> cluster peer create -address-family ipv4 -peer-
addrs dest_inter_1,dest_inter_2

Enter the passphrase:
Confirm the passphrase:

3. EXRFHEELFEATIGS K BRUFEEEESHII, F@HF , AvailabilityEERE
AAvailable,

OnPrem-Source: :> cluster peer show
Peer Cluster Name Availability  Authentication

FSx-Dest Available ok

B SVM HEFREF

BUYBEHEEER , T—ALSBHREYHE SYM, FRETEBENEE (FSX-dest) LZ T SVM ¥
Z%RBfR, vserver peer NAliETHEANHEMBIZMT -

« DestlLocalName— EERENRIRE SVM LEXE SVM ¥R | AREAI B Mt SVM WEHE.

ERFEEN BRIEEHE 319
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« SourcelLocalName— iE27 B SVM £58E SVM ¥ 20 A 3% B 3R SVM BB 18,

1. FATIGS , EXEMBE W SVM 2 BT SVM B BE&,

FSx-Dest::> vserver peer create -vserver DestSVM -peer-vserver SourceSVM -peer-
clustex OnPrem-Source -applications snapmirror -local-name SourcelLocalName

Info: [Job 207] 'vserver peer create' job queued

2. EIRRERELHHEFEE

OnPrem-Source::> vserver peer accept -vserver SourceSVM -peer-vserver DestSVM -
local-name DestLocalName

Info: [Job 211] 'vserver peer accept' job queued

3. FATHHTERE SVM BHEREE ; Peer StatefEfEE EpeeredFRES-

OnPrem-Source::> vserver peer show

Peer Peer Peer Peering Remote
vserver Vserver State Cluster Applications Vserver

svm@l  destsvml peered FSx-Dest snapmirror svm@l

#2137 B8 SnapMirror &

RESCHSREMB N SVM , #ETRNTSREHR B RIBESE EZEI MK/ SnapMirror BB,

(® Note
B W08t SnapMirror B2 & , BERHEEEZMEN  EXEATFEHARL,

:

- fERfAsnapmirror create®EBMMEE LE I SnapMirror B3R, HEREE I SVM £

Zsnapmirror create®®,

BRI LLUEEM A -throttle REBREBRNZKIER (L KB/ B AEL). SnapMirror

2 37[E3 SnapMirror £ 320
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FSx-Dest::> snapmirror create -source-path SourcelLocalName:voll -destination-
path DestSVM:voll -vsexver DestSVM -throttle unlimited

Operation succeeded: snapmirror create for the relationship with destination
"DestSVM:voll".

ERERE ZIRA FSx LUt ONTAP EXR&KFEH

RE , LERKLEIET SnapMirror B , B EBEER 2 B EXHRK.
1. BAUNEZEENERRRLBITTIES , SEMEHE B WERRRK.

@ Note
YT TR , & SnapMirror BIIE#S B R R RAE R HLTR EF T B AR E.

FSx-Dest::> snapmirror initialize -destination-path DestSVM:voll -source-
path SourcelLocalName:voll

2. MREEBBEACRAPHNESR  AFEEFNEN®ES  CHEKAEERERS, #EHAMN
WEREMT RAMER , FRT TGS,

FSx-Dest::> snapmirror update -destination-path DestSVM:voll

3. ZBUWANEZKBECHHES N HHEBAERN , XAAFwmBE FSx for ONTAP, &ALUE
Fsnapmirror modify3EHEIM SnapMirror BT HERE,

FSx-Dest::> snapmirror modify -destination-path DestSVM:voll -schedule hourly

Y1EZE| Amazon FSx

HRERFYIE ONTAP ERRMH FSx , FHIT T HIEE :

- PETFIERSAREESENHF R,
« #ITERH# SnapMirror B# , R IBIRFEEREE,

BERHERZAH FSx LU ONTAP ERRHKEA 321
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FSx for OnTAP EHAEERE
- $TH%E8 SnapMirror %o
. ¥BPFTB R FEi Connect & ONTAP XXM FSx.

1. BERRRREEPHAAEERBSERE ONTAP ERRKN FSx , FHTHENRBESRE
L

FSx-Dest::> snapmirror update -destination-path DestSVM:voll

2. HWRERBECEREK , HiEEERREMirror StateERNBEREASnapmirrored ,
BHRelationship StatusiZEAIdle, B EEMEELast Transfer End Timestamp BHj
mEEAMR , En EX ST B 8 it BER E Y R — 8.

3. 1T T 5T LAEER SnapMirror AREE,

FSx-Dest::> snapmirror show -fields state,status,last-transfer-end-timestamp

Source Destination Mirror Relationship Last Transfer End
Path Path State Status Timestamp
Svm@l:voll svm@2:DestVol Snapmirrored Idle 09/02 09:02:21

4. fEMsnapmirror quiescelET1EMAME future 9 SnapMirror i,

FSx-Dest::> snapmirror quiesce -destination-path DestSVM:voll

5. #FRelationship StatusBEBE AFEQuiescedMsnapmirror show,

FSx-Dest::> snapmirrox show

Source Destination Mirror Relationship
Path Path State Status

sourcesvml:voll svm@l:DestVol Snapmirrored Quiesced

6. BEHRE , BENbHREAME, ZERMABEVE AT , £FEHET SnapMirror BB E |, 4]
. E ONTAP ERRHH FSx. FEAUTHSHE SnapMirror BB

FSx-Dest::> snapmirror break -destination-path DestSVM:voll

Operation succeeded: snapmirror break for destination "DestSVM:voll".
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7. —B SnapMirror ERER I FE T SnapMirrorB3fk , Z5 T UM BEBRENEER T,

FSx-Dest::> vol mount -vserver fsx -volume voll -junction-path /voll

MEERETUCEARRUGETIHNERNTLBEZEWHHEKRE, ARHUATERNE AMEE.
MREEFAE R EREtiering-policyWIFRERall , B HEEBE Bauto , snapshot-
only BEMNERSREBETFIEX ERFECHAEBER, FEZAFKNEAREXFIMER |, F2
EFE &R,

\

%

FERABEE FSx LUETREREA AWS DataSync

BMEZREFEAAWS DataSyncfE ONTAP R R FSx B3IE OnTap BRERAKZEEWER , B
FSx for Lustre, OpenZF B FSx, FSx for Windows File Server 2 FSx, TmE#& EFS., Amazon
SIHRGHEEREES, WREERE FSxEAM ONTAP F1 NetApp ONTAP 2 B{EmER , B
BEREMER. NetApp SnapMirror AWS DataSync2 —EE RHE& RIS , 7iEBAMREN S ERERSR
BER%E , . BELEMERERNEEREERTRAREAWSHFZRE2ENBBNER, AWS
Direct Connect DataSync AJIAAEHEHNERRKERMPEER | fINEEE, BB NTFIUE
PR

#& 7] DataSync SAEA7E ONTAP ERRKHNWE FSx 2 EEWER , LI S ERBETRHAWS
ESHAWSIRE P ER R, BT DataSync E2 FSx B ONTAP ERZMAFEARAITHMT
. flan , AT —RAMERBE, EHERSBRTEEENER  UARIBEEETERMR
EMER,

£ DataSync , {UiER ONTAP BRRMK FSx WikE, MEEHASEBERFINENA
Bd (AWS DataSyncfEAigR) FHERME.

a3
W

@ Note

MREHEERALLDBRRBEREBRIREERERE , ol  BERPEEN —EREE
SSD B , MEMEHEAEERNBELRASSD E. EEREASSD B , ERIBRE
EFgRe8ENENsBRREREMER  EoBERFATRIEN , MASHEEEKE
Ho BEEAR SSD BHA/N , LEBERTRER (EREERKIN 3-7%) , ERER
BERNEERE  RBTEHEREIBIREERREFR. HMNERETERIB 80% SSD f£H
BEENE  FHLEMCloudWatch IERRFIEEREE SSD B , UERREEARETSE
BrEEFRENBERESERFRNERE, St ALIE DataSync BHRHSER D B
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ERIER | LR SSD BHEARTEIEIB 80%. Sl , HREGEREED S 512 Mbps #Y
BERRHM , 200 Mbps WEIRBEFE S HEERERNER D BEER 2 BEUG T,

BRI

EERERBEE FSx LUH#E1T ONTAP BRE , BFEEFSERNAMRIZMNMEIE, DataSync EERA
% 552E (AWS DataSyncfEf#&#8m) DataSyncHH "RIFER, .

FERABEERNERIE DataSync
A SRR EEE B #93 DataSync S RIUATEARLSER

- EENREPTHINEAEEXLIBAC (NREMECBHETER , AIFFEAWS RHK).
- BYRFENMBRIMAE

- BYEH

« HITEBURERRRREHEE Wi,

MEFMESR , F2E (AWS DataSync EHEREFE) PRILLTERE :

- BREENRFREHE AWS
« BB ONTAP B Amazon FSx & NetApp
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EZF2 Amazon FSx BY ONTAP NetApp

&R LAE A T 5 BRAS 0 T E 3 B2 Amazon FSx B NetApp ONTAP £ ERES

« 5 CloudWatch — &R LAE A Amazon B8R R CloudWatch , % Amazon & B B)#k FSx
for ONTAP RERKRER UK EHEEATEREZE. EERITERNSZRE 15EA , LELFIELE
AU EEERRAEONEE, FHUURBECHEAANIEZERRTEER , YRBEEECHEREN
BEFZREHT RS EEE,

« ONTAP BB RMAEH — B LA ONTAP WEHEERM (EMS) EEAMEHREIE FSx 1Y
ONTAP X & #. EMS EH4REERFEPRAERBEL |, HIINZEI iISCSI LUN S EN BB
Ko

 NetApp EimiEEE — B LAERA NetApp EimARREEIE FSx BAR ONTAP ERRFAVHERE,
RENVEEEE, SHAUBRBRIEERRUEELET.

 NetApp KR NetApp Grafana — B LAERA "W, F "Grafana, REEMR FSx B ONTAP ¥
NetApp R#t. NetApp NetApp IRFEEEERAR ONTAP ERRMH FSx WEMEE, REMNETERE
EREE ONTAP ERR#. Grafana REFERNR , IRHEPBERBEN "IWE, BE

« AWS CloudTrail— &R LLH AWS CloudTrail 2R#8E Amazon FSx BIFFE AP FEILAEH, BL
EHRME Amazon FSx RERE. AR AWS RIS FrEREXHY B 1E5C 8%

FE

- £/ Amazon E&#% CloudWatch

- E5¥2 FSx LAHN{S ONTAP ITHEEHFH

- ERFSxNREEERIXEERESHS

- FRERIRETE

- AWM Grafana E5#2 FSx B ONTAP X #R#t

- {5/ FSx ik A ONTAP API FAFAWS CloudTrail

£ Amazon E532 CloudWatch

BT L ME R Amazon EE2RE R R # CloudWatch , Amazon €#%& F % NetApp ONTAP B Amazon
FSx WRBERRENRIER TRBBEFEENRNIER. ELRFAERSRE 15EA , LELFIE
PEFLUHERERRENBTHR, KTER , ONTAP EEEHH FSx & CloudWatch 7£ 1 7 $E
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BEEEEE, WEFMEN CloudWatch , 2B (12 Amazon CloudWatch ? £ Amazon F
CloudWatch F15/.,

(@ Note
RIFFAZR , ONTAP B FSx 87 1 D EMRFREXEEE R CloudWatch £ 1 DN KR , 8
BT 5 piEEREENEERI
* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

CloudWatch ONTAP ¥ FSx EE 2 AMNERER , SELERRHAREHESEEENHEMER., F
HERNFMER , 5528 Amazon CloudWatch R &SP HHE,

o MHRFKIBE : File-system-level HEEMZRBEIEE,

« FHANERRKEERE  S@ie-system-level H1ZEBM F fE171512 (SSD NBEEE).

- MRERER  SEURENNENRBEREERS.

- FHEKREER  fREFEINERNEE (FAE. RESHMD) WEEAURERTFIERER.

ONTAP ) FSx HIFTE CloudWatch RI2#ERMESHMEFHAWS/FSxanEZE™, CloudWatch
FE

o 30a#% FSx K ONT CloudWatch AP £

- 1ZH CloudWatch EE

- BEXRXREE

- MAERERRFEEE

- WMREREE

- MEEBEHESR

« £lZ Amazon CloudWatch Z %R B2 Amazon FSx

w{a A% FSx A ONT CloudWatch AP EE

Amazon FSx FRER&HY CloudWatch IE1ZE A £ ¥ ONTAP R R AN UEERHEBF FSxNEEE
o
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ERAEER

&
« £ Amazon FSx = AP EIRERRKIEE

o £ Amazon FSx FE AP E IR EIRE

£ Amazon FSx I A EIRERZRKIEE

EALAER Amazon FSx TR ARERRMERR LMEIEMREER , MR TRIRVIER. WFEF

#MEER |, 552 FH CloudWatch £,
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StorageCapacity {SSD}
- StorageUsed {SSD}

#F0 (DataReadB
ytes +DataWrite
Bytes )/HifE (AR BEN)

#F (DataReadO
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DataWriteOperation
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BE)
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perationTime *
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FI9E AMEE : DataWrite
OperationTime *
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EmE  REWM..

e
L AERMEERFALODERANTRRES
B 5 AR 2
LRERENE (BE. EEENMBRIE
i) FREFE R A 2
L REESOTANTERFES
1z
S RERNREERRAEANIEREENE
H 2
L RERNCARERS S RS E
BRA ygme-
R
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SES

®ED M

BEmE
MR
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REMER
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B —fE
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B ER

1000/DataWrite
Operations

RS RIEE
MetadataOperationT
ime *1000/Metadatal
perations

FEEMRAA : StorageCa
pacity {SSD}-StorageUs
ed {SSD}

FAMNEEE : StorageUs
ed {SSD}

FEHAMNAEM : StorageUs
ed {StandardC
apacityPool }

StorageEfficiencyS
avings

StorageCapacity {SSD}
- StorageUsed {SSD}

StorageCapacity {SSD}
* 100/ StorageUsed {}
SSD

NetworkThroughputU
tilization
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EmE  REWM..

R BE

L BERNNARRRG EERIIEMER
ot & PR & 2

- HERNERRERTERRRUREEE
REFHRYES 2

LHEERNNARRRS EEELE AR
#5851 SSD IOPS PR ?

. BEBRNXHREREEASEXXHRE
2RV HLAE SSD IOPS AFFHIRER D ?

.. EEX M RH#E CPU MFHEAR?

LHERBRNITEEHEAERIARRRES
) RAM F1 NVMe FEEUREY ?

L HERNERRRESEIE MEN

SSDIOPS BE ?
T =

b
Be

SES

RS pe
B —fE
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L)

g3 pe
B —R
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i s
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A
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iR
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SR
(B L)

CPU fEH
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HRER&p
(B
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iR
IOPS —
RS
(SSD) (B
7 L)

B ER

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBalance

FileServerDiskIops
Utilization

FileServerDiskIops
Balance

CPUUtilization

FileServerCacheHit

Ratio

DiskIopsUtilization
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® Note

BB A NEEEEHE (BIMMARERAR, CPU £AZRM SSD IOPS A XR) #y-F ik
EREERAREERRITE 50% UT. ETHARCHARANGABMEERE , UENFIHSR
BHHRNRE  UREMERFEEER GINREFERL. ERDBIHND).

1£ Amazon FSx 12 A EIRRiE =S

BT LATE Amazon FSx TR ANMBREERN LR E TN , LEFHMMEEEE, NEFHEE
A, 52 7H CloudWatch EE,

B BZWM... SE MHEER
SHERNERENTRARERR? A Af#7 StorageCapacity
RE
L HETRNEREN AP REARIAE ? ftBin%  #2A (DataReadB

XEMET  ytes +DataWrite
(fzTHa/ Bytes )i (AW RE(N)

¥)
. BEBNHIRERFi% IOPS #g 2 A Fi% #@H (DataRead0
IOPS # perations
HRGES DataWriteOperation
2/3) s +MetadataO
perations )/HiRE (UA®
REAL)
L REESDEBEBNEAEERESIEAR REKE FHURME : CapacityP
EEEE? IOPS (. oolReadOperations
/W)

BiR4E : CapacityP
oolwWriteOperations

. REHWBEEAREN, BANMPEERMER  FIOEE  FHFEEEE : DataRead0

HY 39 HE S B R 2 (MS/ £ perationTime *
¥) 1000/DataRead0
perations
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B BZmM... B FHEER

FI9E AMEE : DataWrite
OperationTime *
1000/DataWrite
Operations

FEPEERIEE
MetadataOperationT
ime * 1000/Metadata0l
perations

LBEBNSLETANNXMHS inode BE?  HHAER  FilesCapacity -
(BT EE) FilesUsed

L REBNERECEANTAREREN @REEPM  StorageCapacity -
FHER ? StorageUsed

ZHY CloudWatch EE

BRI LUEB T A A RXEE Amazon FSx B9 Amazon CloudWatch FE4Z :

« Amazon FSx 2% &

 Amazon CloudWatch 1% &

« B9 AWS Command Line Interface ( AWS CLI ) ¥/ CloudWatch
« ¥ CloudWatch API

THIREFRBMMAERA Amazon FSx TR AMBERRHM CloudWatch IEE,
5/ Amazon FSx A RFER KA CloudWatch 151E

1. BARX Amazon FSx £# & , #8it A https://console.aws.amazon.com/fsx/.
2. EERIBEEKRT | BE[ERRR AREELERREEENERRR
3. £ "HE, HEL , *E-EEREE "ERENE,  URAERIBRIEERNER.

[EER AN AE] mR LA ERSIFER,
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- B THE, (ARER), CloudWatch R "ERRHE., EBNEMNEATES. BERREX.

- RERFRUARARERENEARER.

- BENGEURAERARSZNFTFRUENERSR.

- E#CloudWatch BRI EERRBRE 2 EMERHEFL .

T3 RFRBINAER Amazon FSx I A BRI EM CloudWatch 151E
EEMFEH Amazon FSx T AMBRBEER CloudWatch 5Z

1. BARX Amazon FSx A |, #8ik A https://console.aws.amazon.com/fsx/o
2. EEAISEBERKRY , BE HRE, A AREELERAHEENHKRE,
3. EWEIEEL, #F_fAERPEE [BER) (ARZRSIER) , URAUREEENEF.

T3 REFERE A EA Amazon CloudWatch £ &M ERZRFKM CloudWatch &,
ZE# A Amazon CloudWatch 1A BMIRIEE

1. EERREN B ERL  ®#F_ERREE ERENE], MeRERRREENER.

2. WREBETE Amazon CloudWatch A RENEFE A LANESEINERDIZE "EEEdR
8. . 27 Amazon CloudWatch XA EK TEE, EME,

THREFRBUMAE FSx for ONTAP {ERRRIEZENEE Amazon CloudWatch £ & H IV ETRIR

ZE S IEEHIEE Amazon CloudWatch £ 4

1. 7€ Amazon FSx X AMERNMEERPRIEZ—HIEE (FHE,. RIEIME).
2. EEERAELAN "HBEELRHEMR, . EASITEH Amazon CloudWatch # %4,

3. MBEFIERIRAN CloudWatch IR , BT HNERNR, WEFHMER , 528 Amazon
5 CloudWatch &SR EH Amazon CloudWatch &&R4R.

TOREFRANMERFERERRFENEE AWS CLL.
HERFHEE AWS CLI

2
®

£/ CloudWatch JEE /Nl CLI 8RB S8, --namespace "AWS/FSx"HNFEFHMEN |
B (AWS CLI #852 %) https://docs.aws.amazon.com/cli/latest/reference/,
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THIREFRB A A CloudWatch API FFEUE RARF IR,

ZE1# CloudWatch API FZEUEE

LAY GetMetricStatistics API #1E, MEFMERA , B2 Amazon CloudWatch APl 2Z &,

EXREEE

&9 Amazon FSx for NetApp ONTAP ERRRIEEE s BARRRREEIFHMERRIKRIEE,

- BRRAGEERFAE—HENE—ERXRRENEENENRFERFileSystemld, ELEFTE
AEERRENBERNENRFTRIELRAE.

- FHNERRREESIEERIRNREEERE , URESARTFE (Pl SSD REFENAELEERE)
FEEANRBERE, SEEEEEEFileSystemIdStorageTier, fDataType#E,

AEE LT BRI Amazon FSx ML 5ZMN E R B LL CloudWatch :

- HRERXEE (BB "FRE, FENTMEE |, fliiNetworkThroughputUtilization),
BEEATERARFIZESESANERLE —EERE. Fl0 , Amazon FSx &t HEEEH
FREEAREEE — o ENEEFileServerDiskIopsUtilization , BEFZEARH —PEE
., DiskIopsUtilization

- HRFEHMEE K SERNHERE —BEERE  HEAMEERTERMFARSE
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- AN ERREER
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EE iR
NetworkThroughputUtilization ERRAFENRERBAEFEART L,

Averageifist BRI R 5 EHE AERREN F1T
MR EIAREAR,

MinimumEEt ERREEHBRERZENRE
MR EEAR,

Maximumitit ER RIEERHARERIRNES
R EERAR,

B Bok
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FFIEELEEHFEA —E#EFileSystemId,

BE

StorageEfficiencySavings

DU

REERRREIEBWREIER (Hik 1/0) &
B

SumiiFit BRI RIEEEMEAETEEMNFIFRE
;ﬁo

By : 58
BRHVRETE : Sum
ERRABEERBNRAESR (W 1/0) BB,

SumFI BRI REEHBREEEN T AEER
ﬁo

By : 58
BREHETEF : Sum

EEPU

RIFMERNE (B, EEERMRNEBLE) Fr
RERNALTAE

Averagef#fizHE 215 E B A A &1 E W F 9
BEHR, FEU—EHEAREZMEER
WA D LR EREFERRBENBStorageEf
ficiencySavings # 'kt , @&StorageUs
ed EAMMETSUMBRRIAEStorageEf
ficiencySavings #E&StorageUsed &

RARRRERE R

EREAREER
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BE DU
MinimumErtER R EEHBRBENRERE
ME,

Max imumiGit B2 12 A R P TR 10 B A
FRE,

B : {utiA
BHHKETER - AverageMinimum, F

Maximum

StorageUsed EXE (SSD) BHNAREEER LBHFERRR
MENEBRENHEE, HIEETHERTRERY
B , Bl E R RGN EEEBHRER,
B { : il

BRHRETEHR - AverageMinimum, F

Maximum
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R iR
LogicalDataStored BEETERRRLNEEEREE K FRER

SSD BEMREEEE, LAEFRITERR
HYBEE K/MEET FlexClones , BN 335EIBE
. BRENEEERMEBREENREERE,

EEFEU LT AE
fZAverageHIStorageUsed REEMEHE ,
AEEEHEAESAveragefLogicalDa
taStored B , AR EHBEHBRE.

EEBREEREN N ED LT ERTNRE
HEWER , EHAverageiigEStorageUs
ed REEAMNIEEHE , AEKMAveraged
HiEE %, LogicalDataStored &
#%BRLLogicalDataStored E[E—
HiAveragefVZE,

By : Ui

BEMHETESR - AverageMinimum, F

Maximum

AN ERRRER

FHNERRARECEREREFBNFHREEARER, FHNERRREERNEH
EFileSystemIdStorageTier, HDataTypeo

« StorageTier#ESEHEEMFMAEBNREFRE , TENERSSDMStandardCapacityPool,
- DataTypeitERIEHEEFMASMNERER  URATEENEALL

EEEENHERIRERENSEAK - BSHESRE —EERS , AT 2% BERNEERNRHA,
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R iR
StorageCapacityUtilization BRAEERAREENRERECRAR, BoES

HHHBERRRAENRARL —FEEE,

AverageffiEH B IR TE MR PO SR R B
MPEREEREAR.

MinimumiEEt BRI R EEHBRERRENEER
HNREREREEHE,

Max LmumiEEt 6235 7 18 PO A SR R A A
WBBREABEAR,

By : fuxi

BEMMETESR - AverageMinimum, F

Maximum
StorageCapacity FE (SSD) BWHERERE.

By : Ui

BHHHETER : Maximum

StorageUsed CEANERFERE (Util) , BEARE
B. WEBEFERERRINGE , SINERRER
MANEEERMER. WEMREEEStorageTi
er /SSDFMStandardCapacityPool , ¥
ERILAIEERFMAIENREERE. LEEREE
BAEEMNDataType#tEALL,

AverageMinimum, FMaximum#RstER =21

EHERASERTERERE (LTtih).

EEMEXTE (SSD) REENREFAESEA

R FHELRIAERKRUR -—HEANEMRE
# , StorageTier #EZFMSSD, Maximum
StorageCapacity
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BE DU

EETEXE (SSD) RN TRARERE
(fzt#l) , FEERHEREE IELHRITE
®l, #EStorageTier FMSSD, Maximum
StorageCapacity

B : {utiA
BHHKETER - AverageMinimum, F

Maximum

FAERERRKER

TH R HEAMERNZES AT MY (HA) B¥ 2 ONTAP ERRMEHN FSx BHUEMAERE R, YR
g, SiEEE HA BEENSERE SHHRFEARER) 2HERE.

(® Note

MBAWRERHEESE HA BY | ShTUERSE HA YRS RGBS RNHEE
ARER,

FiE

. #8510 B

- EXRAERFESR

o WRR 1O BERER

- FHNERRARKREE

HBEE 110 1B1E
FMIEELEEHKAMEME , FileSystemIdHfFileServer,

« FileSystemId— fERRHKH AWS EJR ID,

« FileServer— ONTAP H1E =R fRES (S EIR) B (f
W, FsxId@1234567890abcdef-01), HHEMERARB[EMANERMARSE (LHMER , RIEE
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FSx for OnTAP EREEmR
ZRFCAERBEEXNEERMARSE , Tl eMERHERERYE) , MEFNEXRARSFBARRER
RARF (LHRER , cMETHSERHELEARTRMARE). FHit , XEERARSFVEAR
BELERANEZMARSED.

R iR
NetworkThroughputUtilization BEREEEFRARLEAERRRTAMBEEIEE

WE . LWAEEREEREERZRRKZ—
HA Bt 2 B EmE AR 2/ LRNetworkSe
ntBytes FINetworkReceivedBytes EZ
tb, LEETSERMERE K SEEEIHE
(Bl BHED). SnapMirrorZ 0 EER &S
EERRENERFAREFRLE —EEE.,

AveragefitERIEEHBAEEREEFAREN
TR EEEERAR,

MinimumitFHEREEMEA , EEERARKS
E—-r7EARENEREEEERE,

MaximumEsHEREEHER , EEERMAMRSR
E—oEANRSHEREEEERE,

By 5okt
BMHETEHR - AverageMinimum,

Maximum

NetworkSentBytes BRIAREENVMLTHE (8% 10), LLEER
SERMERE K SEEEITHE BlusEMNE
1) SnapMirror8 77 iE & ¢+ B AR RRHE
ERAREELE —EEE.

SumiFr ER R EERRARF[EEEHREAE
BRI L T AR

AverageffisHERIEEBRABBEEEHNEA
BB R EE R P AR
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BE DU
Minimumitit ER RIEEE RARFEEEND
REIR R EIE Y RAK AL T R

Maximumftsit & ¥l R iEEBRAMRBFEEEHE
RBBHREREEN RS TAR.

EETEEMRENNEIREE (BT
BE) , FRARETERUEEBEANYH.

E{v : fustid

BRFHETESR - SumAverage, Minimum,
Maximum

NetworkReceivedBytes BRIARZWHMTHE (B3 10), LLEER
SEREMERE K SEEEITE BlusEMNE
). SnapMirrorZ 7 E 2 ¢ E B ERERRRH
ERARFEL —EEE.

SumiFTr BRI REENERARREREEHEA
EB AR WA L TR R

AverageffiitERREEERARFEEEHE
W, B EEBARERE OV TER.

MinimumiEEt BRI RIEENERARBF[EEES
BA , §2EEBEEERNLTHARE TR,

MaximumiEst BRI R IEEENERARF[EREES
BR , So5EEBARERNVTHARE LR,

& ETEEARFTENNZEREIEAE (BR T
f8) , FBAERETERAE PR

Efy : Ui

BMHETER - SumAverage, Minimum, #
Maximum
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EXARFEE

FMIEELEEHHAMEME , FileSystemIdHfFileServer,

BE R
CPUUtilization EBERFKECPUERNERAXE L, BoES

HEFREERRAENERARRRL —EEE,

FAverageitERIEEHE AR ER KN FE
CPU fEAZ,

MinimumEEHEREEH B REEERAREN
R{K CPU AR,

MaximumEHE 215 E 8 B R iE E & = [ RETHY
&= CPU EHZx,

B Aokt
BWRETER - AverageMinimum, H

Maximum
FileServerDiskThroughputUti ERARFEFABNHERIXE  (LHE
lization REMWBEDL K HEEEFERE, HEEF

SEEMERE  SRERIE Blans B
f&17). SnapMirroritt Bl 245 REERERRE
Z— HA B 2 R RSB GREEREN
#DiskReadBytes FDiskWriteBytes #
Bolk. BrEgSsHHEEAERRARNERAR
AREH—EEE,

AverageffiFt EX 215 E I E A s EE R A MRS
B PR RARBMRRIEEEAR,
MinimumErt ERIREEHER , EEBRMAMR
SN REERARFUREIEBREAR,

Maximumitit ERIRIEEEMEA , EEERAER
SN RS ERARFUREIAERERR,
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EE HiR
By Bokt
BMHETEFR - AverageMinimum,

Maximum

FileServerDiskIopsUtilization 1= {AIRES 7] ARIRE IOPS BEH/ IOPS £/
R (HHEER IOPS REINWE P b, SRR
IOPS DiskIopsUtilization HMEAER
HERARFITEENZAE , BRAENEE
IOPS &, tEEFEZREMERE , @Y
SIE Bl EBRMER). SnapMirrorE o EE
HYBEARERAENERARB[EL —BEE.,

AverageifisHER I E BRI EE = A RFH
TR IOPS EAE,

MinimumEEt ER R EEHBREEE R MRS
KRR IOPS EAE,

Maximum#st BRI RIEEHBREEERMAMRSR
Ky B S Wi IOPS A =R,

B Aokt
BRHKETER - AverageMinimum, H

Maximum
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BE iR
FileServerCacheHitRatio 1@ HA B (Bl HA BRI ER P RER

fARER) , HURAERRS RAM = NVMe 1
PN ERFFRENFIEERERNE 2 L.
B S B2 bR REGEEEL A8 TR AR Lb 58
. BB IO MAZE , BFEESIHE (Hlm
SnapMirror , 2B Mf&3). BoESHESE
ERAENERFARB[EL —EBEE,

Bfy: 5otk

AveragefisTERIREEMEA , EF —EAER
Rt HA BE R P RIa P &,

MinimumfEit ERIREEHER , Eh—EER
Rift HA BB R RERIEG PR,

MaximumErt ERIREEHER , EF—EER
Rt HA BB RS RIMEG P E,

BEMHETESR - AverageMinimum, F

Maximum

RER /O RIERER
FMIEELEEHKAMEHE , FileSystemIdFAggregate,

« FileSystemId— fERRHKH AWS EJR ID,

* Aggregate— ERRENNEBRHBARENSBRTEREENR. B HA BHE —ERE. B
m, FEHaggrlE HA B P ERMARES FsxId01234567890abcdef-01 (3R AE R R
g8 MIEE AR FsxI1d01234567890abcdef-02 (RERERMRE).

B DU
DiskReadBytes BTN TR (HE10) RERSHRE

W, hEETEZRBHAERE  2FERIHE
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BE iR
(Bl BRED). SnapMirrorE o EES &=
BAERZAENEEAZL —EBEE,
SumiiEt ERIRIEEHEA , RIEEEEETHE
EEVA L TTAEAE B,

AveragefisHEREEHBR , EEERBED
58 RNy P v T B

MinimumEitERIREEHER , RIEERRE
o EREAY TR E TR,

Maximumitit ERIRIEEMEA , RiEERES
SEFEIAVV THEEE LR,

BETEEARFTENNRENEREZE (BY
VTR , BRI ERUBEPHDE,

E{v : frtid

BRHKETER - SumAverage, Minimum,
Maximum
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BE EEPUN
DiskWriteBytes AR TREER R A LR L TR (BRR 10).

HEEFRSZEFERE , SREEIE (Hlw
P EHER). SnapMirrorE o EESHHEREE
RRAFEHNERBE —EEE.

Sumiiit BRI RIEEEMBE AR AGERBRN LT

AverageffistERIRIEENEA , BoER AR
ERBNFEVTER.

MinimumErt ERIREEHER , BoERARE
ERBHREMTAR

Maximumitit ERIRIEEEHMEA , RO ESAE
ERBNRZSVTHEB.

HETEE AR EN B AMTREIEE (Y
THR) , FRETERUIEEREAN R

E{v : ftid

BRKETER - SumAverage, Minimum,
Maximum
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ERAEER

BE

DiskIopsUtilization

DU

—ERAENRER IOPS FAXR | (hRER

B IOPS [REI B 2tk (FFED , BRREN
|IOPS #ETBRAEBER KK HA BLEHEE),
BB FRZBEFileServerDiskIops
Utilization 7R, BT IOPS B
|IOPS RREINEAR , MARIERFARBIEN
B AHLER IOPS (7780 , B&E1E HA BL¥EREMN
HEXERERE), LEEPEEEFMERE ,
SEERITE Blns BMER). SnapMirrors
PESHHSAERARNEARE —EEE.

AveragefftFt{E R s E M E A ERE N P
Bk IOPS £/ &,

Minimum#EEHE 25 EHIE R IE E AN R
B IOPS A X,

MaximumiztE#l i HEHMBAEERBNRS
HigHx IOPS A X,

By 5okt
BMHETER - AverageMinimum,

Maximum
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BE iR
DiskReadOperations WA EEERE B 10) BB, LEE+S

ZEFARE , BRETRIE (Hluy BHNiEHD)
o SnapMirrorE 7 EEEHHBRAERRKNE
AR —EEE,

Sumiiit BRI REERBEEEHBAMTHE
HUE SRR,

AveragefisT ERIREERBEREERERAED
EHTH P EEERR.

MinimumEit ERIREERBEEEHER , &
DEHTHEIUERBE TR,

Maximumiiit ERIRIEEERBEREEHER , B
DEHITHRSEIEXRE .

EEFTHE BRI FERE IOPS |, BfE
FAverageffiiH{E I A #E RBREL 60 (7)o

By : 5T

BWHEETER - SumAverage, Minimum,
Maximum
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ERAEER

BE

DiskWriteOperations

AN ERRRER

DU

WEHENBEAEE (W I10) BB, EEYS
ZEFARE , BRETRIE (Hluy BHNiEH)
o SnapMirrorE 7 EEEHHBRAERRKNE
AR —EEE,

Sumiiit BRI REERBEEEHBANTHE
AERBH

AveragefisHEREERBEREEMEA , 82
BHTHREAERZTFERE.

= ETE R A FIIRER IOPS |, 5B
FAveragefftsHEIAGH RERIL 60 ()

ELA
BMWFETEIE : SumFl Average

FHNERRAREERSEREFRNFHREFEARESR., FHENE
RRHEEEAFileSystemIdStorageTier, #MDataType#tfE
HFileSystemId, StorageTierDataType. FlAggregateffiE,

- KRiEftAggregateiiErR , EEFANBERERERK. StorageUsedMigStorageCapacityES
PEFE-—EAERE  HEAERIRNECARER (BERZTE) NEREFAE (8% SSD &),
B8 , StorageCapacityUtilizationEES 7 ESHYUSEEEARE —EEE,

- BftAggregatefffER , IEERSHEESERE,

RYMWE&MT :

« FileSystemId— {ERRHKMH AWS EJR ID,

* Aggregate— ERRENNEBRHBARENSBRTEREENR. B HA BHE —ERE. 6
m, FEHaggrlE HA B P ERMMRES FsxId01234567890abcdef-01 (3R AR FAR
g8 MIEE AR FsxI1d01234567890abcdef-02 (RERERMRE).
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« StorageTier— IEHEEMAENREEFRE , ATEMNEASSDMStandardCapacityPool,
- DataType— EHEEFRENERER UK ATEENEALL

EEEEN#ERSBERYNSAK —ESHSE —EEHS  HPaaESNERERORA.

BE iR
StorageCapacityUtilization EEERRARRENRERECEAR, BoES

HHHBEERRARNRERLE —EEE,

AverageffirtEREEHEAEERBN PR
FREFERE.

MinimumiEsit & RiEE B AEEREN &/
REREfEME,

Max LmumiEEHEL 2452 48 R P 36 2 AR R B K
FRBEAR.

By : Ui

BMHETER - AverageMinimum,

Maximum

StorageCapacity EEERRARRENRERE. BoESHEE
BEERRENEERE —BEE.

Averageffirt ERIREEHEAEERANFH

Minimumitit &8 245 E M E A E ERE N &R/

Max imumEEt & B R K2 R R P SR E AR RO Bk
RERE,

By : uxid
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ERAEER

BE

StorageUsed

HBx B IR

iR
BMHETEFR - AverageMinimum,

Maximum

EEANERFERFERE (Until) , SERRET
B. LWETEDBERTRERIDEE , flnErER
MNEEERMER. WERMEEStorageTi
er R/SSD#StandardCapacityPool ¥
FERALLLAEERFMAIENRTE. SrESHY
BEERARHNEEZLE —EBEE.,

Averagelfiit & B RIEEHM N R RBEETE
REELEANTURBRERE.

Minimum#EFtER RIEEREAEERBEEE
REELEANERRTFREZETR.

Maximumitit ER RIEEHEAEERBEEE
REFELEANEERFRAELIR.

E{v : frstid

BHHRETEHR - AverageMinimum, F

Maximum

&#9 Amazon FSx AR NetApp ONTAP ER R AT LA — RS EHBRERBFBFENER,. SEMH

REHET-EHEE ,

DA THRE, EEY "HENHERE, BE.

- HREEESEEXAMEEENSEHMKRERENMRFER , AFileSystemIdKVolumeld,

FileSystemId¥IM ZHHFEEFMBHERRK.

- FFMMTRRIE per-storage-tier EERARAESEREFRFEAENEStorageTierE (9
BEfEASSDHStandardCapacityPool) , MR BEEREHEMNDataType#E (FTHEE
AUserSnapshot, FOther), EXEEEHBFileSystemIdVolumeld, StorageTier,

MDataType#E,
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30

.+ 185 10 158

- BERREE

IR S BT

& 110 B8

FIEELEENEAMEHE , FileSystemIdHMVolumeId,

B HiR
DataReadBytes BRIt RR EEEA A TR (3% 1/0),

SumitFT{E = 15 7 H 6 X B R B S AR B Bk AV
TR, EEFE-BRYNENTHREE (B
MM TR , & SumitETE RIS E 2 A RY
B8

By : Ui
BRWAFTER : Sum
DataWriteBytes RBHREAUKEENMTHEZ (#E 1/0),

SumigtFt & ¥ R 15 E M E A B A F R BB
VTR, FEFE -BRUENTORIAE
(BRMTHER) , FRSumBtETE RS E R A
Ak 8

By
BRHHETER - Sum
DataReadOperations B ImEHERE EEEEZE (B 1/10) WE B,

SumiiFtEREEHBANRIMEREH, &
B E-BRUNBEASYIFERIUER , #F
A& Sumit FHEBR L3S E B Y M B,
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ERAEER

BE

DataWriteOperations

MetadataOperations

DataReadOperationTime

iR
B 5T
BEMBHETER : Sum

RBImAEHERE EHITHRE AR (B 1/0) &
E o]

SumiFHMEREEH BN BAFERRR. &
B E-BRUNEASYINFERAER , F
A& SumiEFHEBR A 3E E H B AR B B,

By : 58
BREHETEF : Sum

REBiIm EHERE 2 PREERTEEIR /0 X (8
% 1/0) &8,

SumitEt E ¥ 5 E M E AN R R ERMERR
. EEFE-REBASYNFETRERME
%, FASumEHERR S E B AR E,

By FHE
BRHRETERA - Sum

TR 5 v 17 BB R [2 P B R R FRELAE SR (WK I/
O) Bk [ A 16 B2 1Y #R B FE B A

SumEtE R EEHEAEREXMItENE
M, BEFTE-BHBSuni FI9EEEE |
ASUMRETERR AR — BB A#YDataReadO
perations 181,

B ¥

BREHETEF : Sum
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ERAEER

BE

DataWriteOperationTime

MetadataOperationTime

CapacityPoolReadBytes

DU

HWREEAARTREB R FHHERETENNE
AES (#8535 1/0) FRTe BB AN,

SumiiFtHEREEHEAE AEXMILENE
PWE, EEHE-RPBSUMFHEALE |
EAASUMRETERR AR —HiIE AADataWrite

Operations EE&E,
=R A )
BRRETER : Sum

TR P i 7 BN [ R B R Y R B RME R (18
8% 1/0) , EHTREATEE N REEN,

SumiEtEREEH B A REUEEFEEAE
BH, HETE-BREBSUunH PGB
AR SumiEEHERR A REIHAERY . Metadatal

perations
B .8
BRRMETER : Sum

RHERETEBEREERN (5% 1/0) AV THER
Ho

RERERTEMY , ONTAP EEHITR AL
® , VAEREERE FHITHEIUER.

SumMBFT BRI REEHBARUMRERERERE
AN THEAY, FEESYNEEREN
i, FRESuMBETERAIEEHBANR B

E{v : futid

BREHVEETE : Sum
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R iR
CapacityPoolReadOperations HRERELEBWEI/ESE (W 1/0) *AB.

EEERAREEEFENER,

RERERTEMY , ONTAP EEHITR AL
%, VHEREEE LHTEIER.

SumMFTERREEHBER , MRERERERE
MEIEXEE, EEFTEEVNEEREER
R, ERESumEHERR A E EH B RN BB,

B : 58
BEMWHETER : Sum
CapacityPoolWriteBytes BAUMKEREEEBENITHR (B 1/0).

RERERTEMY , ONTAP EEHITR AL
%, VAERESRE CHITHEIUER.

Sumiiit BRI REEMEAR AMKERERE
B THRY. eEESVNETEEEMT
B, BAESUNBETERRUIEEE R AN &,

By : fuxi

BERWHETE  Sum
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51 ik

CapacityPoolWriteOperations

RERRIEE

;'n\l
ot
&
o

BE

StorageCapacity

StorageUsed

StorageCapacityUtilization

RESEEBHHTRENSAFER (W 1/0) &
B, EERARAFER.

RERERTEMY , ONTAP EEHITR AL
%, VHEREEE LHTEIER.

SumFTI BRI REEHARNEREREREREN
BAEXRRY. EESVNETEEEER,
A SumiEHERR A IE E BB &

ELEE
BMEHEET AT Sum

EHEARME#E , FileSystemIdfVolumeId,

EEPU

TERE Y K/ (AN THE B EN).
By : uxid

BREHETEF : Maximum
HWRENCEAEBERFRE.
By : uxi

BRHRETEHR - AverageMinimum, F

Maximum
HERENRTEREFERER,
Bfy: B85k
BT ER : Average
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ERAEER

BE

FilesUsed

FilesCapacity

AN EEER

DU

R L EANER (EREE W™ inode).
By : 5t 8

BT ESR : AverageMinimum,

Maximum

A EHREEE T Inode BE,
By : FT&

BREVEETE - Maximum

HFHNEREEERANKELREEEES , AHEABERETERHENAIE, FIEFENHEERE
EE#HEHEFileSystemIdVolumeIdStorageTier, . FDataType,

« StorageTier#ESELHEEFAENFHTRE , TREMEAALLSSD,

MStandardCapacityPool,

+ DataTypeif ESIEHEREMAENERESE o

TREEFIMHENStorageUsedEERERF R,

BE

StorageUsed

BER{EAALllUser, Snapshot, FOther,

DU

FRANBETEHE  MuxEAEN, It
EESRBHEECERANKEE  RMETRE
FANZEEFRE, EFREStorageTi

er ASSDZStandardCapacityPool 3fF%
EDataTypeAEAll , (kEE €% BIRIE SSD
NMREEEE HHEENBEZBERAE.
#DataType#ERXA. = UserSnapshot ,
WA EEEStorageTier AWK OtherAll , itk
RAEERSNESEERNEREENBEZEE
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BE DU

Ak, BESnapshotfHEXSBIERBHRE , &
BRAUEREKRDE 5%

By : uxi

BRHRETEHR - AverageMinimum, F

Maximum
StorageCapacityUtilization HRECEAERUBRZEN T DL,

B Aok
BRHHEETER : Maximum

SEHH—{@ CloudWatch EEZIAHBIBZEEFEERHNTAEHAER , FSx for ONTAP & ét
HEERRELS, ELELARERTTNES  SUUFHAELEEREEVERRENMEE,

BA L EERENEERRNBERSFNES, AAEATRHRKILA Amazon FSx MEEES , LK
REM CloudWatch B RARENERRAERENEMNE R , BB RE "HE, BRHN "ERENEE,
EHiRF, BEEtHEERNEENEEBRFNERRERF,

& 8] LA BE{A Amazon FSx 1882 3 CloudWatch /R, MEFMEN , F2H £/ Amazon
CloudWatch Z R EE$% Amazon FSx.

ERMRE B S R EERRFNEE

Amazon FSx IRt AITRVER , LA MERELEBREBILERRMNMEE, ELRBIIR T MMAHER
BENMRASE NREFETHREET , AECTTHERRRUEERTE | AT URIEZRNE
. RIBRBETNAEERME , EUTUENERRRNERERENRFREERFRILEE , 1T
R,

BRRER WNRUEEFES AT LIRS
(EE2 IEREREMLAR MREWERREEREZHZA SSD HFRE , FEM

BRABNEIEMRERTE, NFFHEER , F2H BX
SSD A ENM#ER IOPS,
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BRRER WNRUEBEFES AT LIRS

MREHERREEASE HARYE R MENEZERET
REFARERSNERRRERBTE BREERE
BHREFER), ISEUERTEHEIEER K Fx:

ERTRECARET G I BERRRRFT. NFE
MTPETERBNFAET  F2RER FSx UEUS

ONTAP T{E& & ¥,

TTETe Y | MBAMEERAEFEHSAREREER | SHM
. RERGNBLEAE, NEFFREESRYIMEE
LiALS b 5 ESENAENEERAR.
ﬁfﬁmﬁ B IOPS MESNEERRESSEHAEY WERA—1s
SRE S — REARENERARAS  SoTUEFTE TS

8, L BLEEHESI T ASERRERE HA BHH
MEERE . MBEEHTH TEEHNFRENR , F2H
EE¥E FSx LAER{S ONTAP T & H V.

HARR R BE Hig# 10PS MRENERRREREINERRKBE REETEN
B K SSD IOPS , &0 SSD IOPS, MFEEMERR
#iME IOPS MEFMER , F2RIEL SSD EAEA
fERY IOPS,

MRLHERREEEZE HA BY , SRR IOPS
FARAABRENERAMELFE BREERTEN
REERE), A UERFEHEIEESR  UEEER
RIEFEH IR AR IOPS, EEHFFHI/ER
HNHEES | FESEER FSx LLHS ONTAP TS
BT,

MERRRAMEENFMENR , FSEE AR NetApp ONTAP HEERY Amazon FSxo

£12Z Amazon CloudWatch Z ;3K B3 Amazon FSx

AT LA L CloudWatch B~ , EERREEERHEX Amazon BIEBEH AR (Amazon SNS) FA L.
ETSELEENEERE KBS, UEEE  ErERBREERRAEEREANBRNERE , 1T
—RZEEE, EIEREXE Amazon SNS FEH Auto Scaling BRRHIE A,

g
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ERREFIEERESENEE, CloudWatch BHRAERRAAERISEMREMIWBEE ; REE
VECESENMHISIEEHEMEIRE, &% Amazon FSx £ A= Amazon FEABIE R,
CloudWatch

THREFRPIMMAER Amazon FSx £## & AWS Command Line Interface (AWS CLI) #1 APl B &
o

£/ Amazon FSx X E&5%

11|||%

_-[__

1. BB Amazon FSx # A& , #8it %A https://console.aws.amazon.com/fsx/.

2. ELRIEBEERT , B2 ERRA, ARRELERTERNERRK.
3. E[ME)EEL , {5 —EmR+IEE (B8 WAL

4. Ji23E [CloudWatch &) &5|EH.,

5. #F [BI CloudWatch ], BEHEH5/EZE CloudWatch 125,
6. BIBERUEE,

7. & TRIEER) BED , EE FSx.

8. EEEESEH :

- BRRAKEE
- FNERRRESR
- BEER
« FAHKREER
9. ERLERERENEE K RREE [ENEE]
10. 7 [fk#F] B , BEFLEENRERG , RARBE [T —F.

® Note

EERZXAHEDE K "TETSRHEE, EEREGTSVEHREMNEREBRAEE I
REEBRUBBHEANER B AENY , 528 Amazon CloudWatch A EERAHPHERE
CloudWatch 2 /RaN{a R IEiE K EH .

11. WMRE CloudWatch EEE RAR B E B EIFEIX E F X Amazon SNS BB E |
TR RS BB IF B TREE,

B
[

i
<
4
S
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FSx for OnTAP EREEmR
HR TEXBNETS SNS £E, , FEE—MEEE, MREEIZF Create topic BIEE) , &
AUANNEFHHIREEREERBNE A4ttt WEESRELERERMUPMHRKE
Z]__\ﬁﬁﬁo &E-F_io

® Note

MRGBERE FTEREILHN Amazon SNS =E |, ESFE G4t X BE K RARI TS
BEWEH, EFBEHREEEREABTIRERISEE, IRLMERREERBEFH
it e BIRERE  RAIFWEEL,

12. BA[BREE M [BRRE) ML, RREE [T —F]
13. £ [(REYEV] EEL , RRELEKEYNRE K AREE [BIRE]

£ CloudWatch &% EFEE

1. BARXE CloudWatch # & , #8it A https://console.aws.amazon.com/cloudwatch/o
2. BE[BAUETUME [BALBTRBE]
3. BEMEA Amazon FSx X AREERHPNER , LB 6 Bk,

HEFEARERE AWS CLI

FEAY put-metric-alarmCLI 3§ 5. MHEFMER , F2E (AWS CLI v F2ZE) https://
docs.aws.amazon.com/cli/latest/reference/,

ZE# M CloudWatch AP| 38 &~

0L PutMetricAlarm APl #4E, WFFMESA , 552 Amazon CloudWatch APl 2Z &,

Bt FSx LAEN{E ONTAP TEE R F &

MRBHERRFEEEZE HA GY |, MIENENEEES 9 HEISME HA B ¥ H, FSx for ONTAP
SERREAEXZRAHEBDTEER , EEEPEBERT , ENITEEHERD /0 AJESE HA E
okt EMPETHEEHNEENEE, CUUERTEER  UERIEESHEEEERRAKN
HA Bl ¥ (R EMEBHNERFARSINERE — AT EREENREEN) 2BREFTE,

ES- |
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- TERTFEARTEE

- ERARFEUENEEATTEE

« # CloudWatch #tE ¥ FEZE ONTAP CLI M EHER API R

- ENFHESRERFR

- EN TS ECRANEERE

TERMEEMARYE

BRACNIEFFIESEMFHLTINEE HA B B E  BARE, S8 HA HHE—E
R, ERCRHEERIEREENFIOEARTERN 80%. HNEFZE HA BEHNERRR 2
BERSFSERBNFIEHARSIE 80%.

HEHF 80% MEARTHABITAZEARNTNEAES  YAREBFEHBEEREREINENE
i, EAAERELNRE LESTHZRE,

NRERAFETTE , EUUENERRAENIERTRE HELBNESEARENFTFERE) , IE
&R LAER ONTAP CLI R HMBRERBET  ERE BB HHUKE.

A& 5217 B 25 SR R S AE o Al 1S P 1

BRABHBEYEERED (PINRKREIAE, BRARFIUREEENR IOPS , AR IOPS) &
ERERMN HA BE P T D, RMBBLEAERERFNFHERRERE 50% LT (&S
RIEFERARER 80%) , EFARAME HA BEHNERZRERARF[ERNERBERE | URKESE
BRARFAER,

MREBREREARBREFEARLITY  MEIEEASTIEEHENEZARBISELHAREE 80% ,
BT LAER ONTAP CLI 1 REST API i — S 2 B RE kB E R NEAMEE, LT R OEMN R R g
ENE—SPENT—SSTBHER,

MREHXHRFEN...  Then...

A8 R A AR R B R B 0K B RER HA BE 7 & (S2FNABENNHKREFE) LW 1/0 &
B 5 8 5= ] AR 2R i ik BRE , EWRERFTFEEINERBNE K FATYH HA BN FEELR

|IOPS ¥ B, YRBESEEANERMARS K FREEARKSVUEKE , &
ERETHEURENTHRS. NFLEFNFREN  FBREHNT
5 E RN ERE,
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MRIBANHRFER...  Then...

R el ZHEBIRIITOME HAHZE , BENEFTR. HREEMARSEZER
BERARFHER FEZHRBAEEEARNERARS A FRESTERARSZNERA
EE, BRARRFRUR Fii A ARLELAFKHBEMUKRE K AREATE HA BH LB
|IOPS SHEx IOPS i  FEwFMEHBE , LEFFEELAFiw, WFELEFNFHENR  F2
E S ] REHFESREA iR,

1% CloudWatch #E ¥ fEE ONTAP CLI f1E &R API &R

BB ERERRZFEEAFileServersAggregatet CloudWatch E#) Amazon EE, & EHE—
TOEMTLENER  CEEFELEEEHEEFENERMARS (SETH) , dE ONTAP CLI 5
REST API TR,

- HREXRMRSE K SEEXRFARSEZBESYES ONTAP HVERMIMRES (SEH) &8 (H
o, Fsx1d01234567890abcdef-01), FEWERARFEMEFNVIERFREE (LHMER , BRIEE
RRFEREBEEIRERRMRSE K SRHEMERERERY), MBBNERARFIARRER
RARF (LHRER , eMEEHGERASLIFEARTRHERE). Bt , XEERARSF[HEAR
BEELERANERMARSED.

- HREE A SEARESBHTSLHEE ONTAP R RME (FlW0 , aggrl). & HA B #HE —E%
8 RyrE@aggr1 HERMMRES FsxI1d01234567890abcdef-01 (EAFERMMgRES) LA , m
HA BL¥f P #Y FsxId01234567890abcdef-02 (R ERERMARE) HAEME , &#aggr22HER
ABREFFsx1d01234567890abcdef-033 fAFsx1d01234567890abcdef-04 , KL EEHE,

SETLAER ONTAP CLI MR Fr A RABERAE R AR 2R < AV H

1. EEFH SSH EMBRIERZMM NetApp ONTAP CLI , FE#kHR Amazon FSx i# AR NetApp
ONTAP A& E — 1 NetApp ONTAP CLIEFH AR & B TR 4E,

ssh fsxadminefile-system-management-endpoint-ip-address

2. FAFERERS show i , IEE-fields nodeZ ¥,

::> storage aggregate show -fields node
aggregate node

aggrl FsxId01234567890abcdef-01

# CloudWatch #tE ¥ FEE ONTAP CLI FE & APl BIR 372
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aggr2 FsxId01234567890abcdef-03
aggr3 FsxId01234567890abcdef-05
aggré FsxId01234567890abcdef-07
aggr5s FsxId01234567890abcdef-09
aggr6 FsxId01234567890abcdef-11

6 entries were displayed.

BENFESRERFR
MREBEEERMARN /0 T S 2RBRMEECFAR) , TeRERS /10 AFHNER,
EERBRSRENAFL , 58 ONTAP CLI,

1. ZEEFEH SSHIEZEIERZHN NetApp ONTAP CLI , 5548 Amazon FSx i AR NetApp
ONTAP &R —# f NetApp ONTAP CLIEIRFTRH 5 BB E1TIR4E,

ssh fsxadmin@file-system-management-endpoint-ip-address

2. FEMGRERSNAFK  FEAKTENEANAFIRET ONTAP CLI . &1
DUBEMHIEE -nodeB 8 , ARGHPHERRARBNEAAF K. MREBEDERFER
RARSBWTEERR , FEMA-nodeZH , Bifnode_name AERMARI[FHZTE (4l
0, )o FsxId01234567890abcdef-01

B LGEEM M -interval 28, REBHESEBRRZAMABNER AW REN), HNH
& (e, &K 300 ¥) RS EHKEEDNREBRHERINES. FARELR S ®).

::> statistics top client show -node FsxId0123456789@abcdef-01 [-interval [5,300]]

H@Hd , RN AFRESRE P Ut MERETR.

*Total Total

Client Vserver Node Ops (Bps)
172.17.236.53:938 svm@l FsxId01234567890abcdef-01 2143 140443648
172.17.236.160:898 svm@2 FsxId01234567890abcdef-01 812 53215232

3. LBHULBIHNEREAFRTFEENVFEEEMERMMKRSE. BEEEM , FitAPiniB SR
E , AEAEMA SYM B NFS/SMB i #5HY DNS BB EMAMEMRE — SEEmMEMEHE HA BEHH
FERY FE# i 3
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BMEREEEMLEA DNS €8 , ELANEERAMEEEERAFREHN HAKYH, A 7THRRE
EE#RAFHBRITEANGRE  SUARAEEEERSRE B RNIRSE P it TEH
R P fidt. AT Tl S RBITULIESR -

::> network interface show -vserver svm_name -1if nfs_smb_management* -fields
address, curr-node
vserver 1if address curr-node

svm@l nfs_smb_management_1 172.31.15.89 FsxId01234567890abcdef-01
svm@l nfs_smb_management_3 172.31.8.112 FsxId01234567890abcdef-03
2 entries were displayed.

RiFstatistics top client show@n T RAIEE , EFiwl72.17.236. 53 EEEHS
FEBFsxId01234567890abcdef-01, network interface showfHEHKRRIERH
#172.31.15.89, FEERHETEANHE , FEIET A HE MU (ELLEFIH |, ME—RH ot
=172.31.8.112¥FEMFsx1d01234567890abcdef-03),

EXMVPESEERANUERE

MRENHRENEREL /O TV , EUNEHRFEHEUKRE , LETHRECBENR I /0 R

=
o

(® Note

NMREHERERBTEIRFEARTYE , BRIESEARNL /O 1 , FRIEETSY
MAEEREARE, HARAECTUERBCBBBHUREAFEREFERE  ERMARBERE
RENEFERBDURE , RANMRETRAKERR /0 BaIEEBHNSEMEKE , B
BB ETREHMEENTNEE,

1. ZEMFA SSH EFEERRHM NetApp ONTAP CLI , 5548 Amazon FSx & A NetApp
ONTAP A &R — £/ NetApp ONTAP CLIEIFFTR K 5 BT IR 1E,

ssh fsxadmin@file-system-management-endpoint-ip-address

2. FRKTERHIKE show ONTAP CLI i o RRRIEEEEAN RS REMEKEE , WiETTHIE
B
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o BlannnyBREREZRE (Hlw , ). aggrl

o BEBUREMHFTIE-interval 28, RHBHSERRZAENER (AR HBEN). #i
Efs (Flan , &A 300 ¥) RS EUMKEEDNREREBRBHER, BRER 5 (®).

ERAEER

::> statistics volume show -aggregate aggregate_name -sort-key total_ops [-interval
[5,300]]

BRIERENBRMNE K RZURFES PETRETEN, Lot EREIRAPHNAMEHEERE
LR S0 S ERERNRE,

*Total Read Write Other Read Write Latency

Volume Vserver Aggregate Ops Ops Ops Ops (Bps) (Bps) (us)
voll__ 0007 svml aggrl 4078 4078 0 @ 267255808 0 1092
voll__ 0005 svml aggrl 4078 4078 0 0 267255808 0 1086
voll__ 0003 svml aggrl 4077 4077 0 0 267223040 0 1086
voll__ 0001 svml aggrl 4077 4077 0 0 267239424 0 1087
voll_ 0008 svml aggr2 2314 2314 0 @ 151650304 0 1112
voll__ 0006 svml aggr2 2144 2144 0 0 140509184 0 1104
voll_ 0002 svml aggr2 2183 2183 0 0 143065088 0 1106
voll__ 0004 svml aggr2 2183 2183 0 0 143065088 0 1103

WERERFERNSUEEERE s RERET (B0, voll__00152K % 15 @EKI 2
FlexGroupvoll), BRI LRERAIWEPER , WH D ERaggrl B FIARES. aggr2BE
FTHREAZENRE SN EREZEBEBERURE , MEFT T2 HRE,

3. REARBCEABBUKE K FBEMAUKERIFE ONTAP CLI &% , KT JIME :

e #& svm_name R AERHELEBH 2 HEE2 SYM BNEHE,
o BRlarBRAUBEEEBRNEE (BlW0 |, ). voll__ 0001
s BrattBRAUBRENEEEEER,
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/A Important

HREBBEXEARENE SERARFOMENERER. Bt , FMETHPHERE
BB ReE T ERENMEE. kA EREBBEFER —BE8LEE  STRYT
FHTRENERDRE /0.

::> volume move start -vserver svm_name -volume volume_name -

destination aggregate_name -foreground false

[Job 1] Job is queued: Move "voll__ Q001" in Vserver "svm@l" to aggregate "aggrl".

Use the "volume move show -vserver svm@l -volume voll__0001" command to view the
status of this operation.

EERTHUEERBEEZNRE | FFEH volume move show ONTAP CLI #845.

::> volume move show -vsexrver svm_name -volume volume_name

Vserver Name:

Volume Name:

Actual Completion Time:

Bytes Remaining:

Specified Action For Cutover:
Specified Cutover Time Window:
Destination Aggregate:
Destination Node:

Detailed Status:

Percentage Complete:

Move Phase:

Prior Issues Encountered:
Estimated Remaining Duration:
Replication Throughput:
Duration of Move:

Source Aggregate:

Source Node:

Move State:

BETERZTREBNETRBERAESY —EEAR L. REZTRER , AN SHETR

#ZMove PhaseZERETHK.

svmol

voll__ 0001

1.00TB

retry_on_failure

30

aggr2
FsxId01234567890abcdef-03
Transferring data: 12.23GB sent.
1%

replicating

00:40:25

434 .3MB/s

00:00:27

aggr2
FsxId01234567890abcdef-01
healthy
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B RREBER GFlexGroup A2 HEREH , BRBAT , SERSERAKBN 8 BT, MR
R —ERAHRERE S —ARALLER R A F&FlexGroup , RIEHMURE S — @ (EHRBIK) Wil
REHRERERFRR LT,

ERFSxNZEREERBREERRSEH

EAILAE A NetApp ONTAP HE4AEHEB R (EMS) REEHE FSx HR2ABE ONTAP ERRHKE
o #EATLAE A NetApp ONTAP CLI RIS EH4,

F&E

- EMS SEBI#8IE

- ®18 EMS B4

- EMS E4EFE XM BFHMRRSS

EMS EEIBIE

EMS EHEBBELEEH , § ONTAP ERXRAEMN FSx BAETEATETENA NG | SIRER, ELEA
EANE  LEETLB LSS E e ERBRARBENREE |, SR EEEERKESS (SVM) REBER
ERUEE,

RHERR  SHSCRESHEERREHEED. £/ EMS , BUUEREH , fINERERBRE,
FlexGroup I TR R EMNMEKI D, FE LIRNBRNBEEMRR (LUN) , IRHKREBSBRHEX

o

MEFZEA ONTAP EMS EH4ME |, 5526 ONTAP B R X/ 0H NetApp ONTAP EMS
SENMH, EERTIEHER , FEAXAELANEEERK,

(® Note
£ ONTAP ERR#H , RBEXL ONTAP EMS FALE Rt FSx M.

EMS E4EATEEHEHE,. BmEM., eFR. RHEASNELEEE , AiHBEREMMEIE, 4l
W, BBFARMEEDEKE | FiE®4 WAFL.VOL.AutoSize Bk, BIFEM4ER K FEEEREE
RE B BFAE K/ IR E A KD LR,

B EMS B4 377
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FSx for OnTAP

ERAEER

iR EMS =4

£/ NetApp ONTAP CLI event log show i S RETEHLHENAE. IREERERRKLES

ZfsxadminA€ | BITfAFERALIES. REENT :

event log show [event_options]

BIENEHEEYH, kFER , kv S 2 /REMERGENCYALERT, MERRORBREMEHEYH , Hdba

ET5ER :

- A — BHHKRE.
- B — BESHNER.

- BREM —EH4NEEMBR. EEETNOTICEINFORMATIONAL, SDEBUGEREMBHREY |

AiBIH-severity,
- B —EHEBANAR,

ERRETHBREANFEES  FEATRFIIHN —RNZESEHEE,

E4EE
-detail

-detailtime

-instance

-node nodename|local

-seqnum sequence_number

-time MM/DD/YYYY HH:MM:SS

iR
BREMSEHER,

LA [a) B 8 I B S AR Y 58
&R

BTRAERMmAEMARE
#o

BREEECHENEYS
B, EEEALLEE-
seqnum A B R FFAHE A

EREFPAESLHEFENS
. BEEH-nodeATE R
HMEA.

ENENSERERENS

fro EAKRN  BX/B/EFES :

3
=

B8 EMS =4
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EHHRE DU

ZX : SS[+-8 : EX], &7
LAERE time BRIA R 2z BEfE
B. . BETRIEEREER,

event log show -
time "04/17/2023
05:55:00".."04/17/
2023 06:10:00"

HEEEEREERAITES
KR BRI, T HIsEHIER
MMABERRE—TERNRE
HEH

event log show -time >1m

IWIEIRRY A 47 B B
SHEFT, ELEMUALUE
B—g=F; flw, 4/1/2023
06:45:00,

B8 EMS =4 379
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ERAEER

EHHRE

-severity sev_level

DU

BT E sev_level {ERY
B4 ZREXEATYHES—
H .

« EMERGENCY — i

« ALERT— EE#fE

« ERROR— P& f#

- NOTICE— &FA

- INFORMATIONAL — &#fA
- DEBUG— FAHAFEE

ERETEEN , FIRTS
FREEREM

event log show -severity
<=DEBUG

B8 EMS =4
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ERAEER

EHHRE

-ems-severity

-source text

ems_sev_level

DU

ENSEE ems_sev_level
ENELG  ZEXERTIH
h—1g .

« NODE_FAULT — {FRIZIE
PHER AR ERMAR
i AR o

e SVC_FAULT — {8RIZIEBF
MHREFE (BE TR
HEER).

- NODE_ERROR — {&ERIZIFR
=B R 8RR,

¢ SVC_ERROR — EHIEIFTR
S BN Bhan Y ERBE 85 RS,

* WARNING— &R RIEERIND
BEIEFAL.

* NOTICE— F&RREHFEMIE
BEEIEFRFAR.

« INFO— FARTERNVEEL
[EI =

- DEBUG— fEERFA R

« VAR— EF A2 REMHA
B, EHTREER,

ERETEEN , BT
FREEREM

event log show -ems-seve
rity <=DEBUG

ERNS#ENSEN. KRB
FRUEER,

B8 EMS =4
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EHHRE DU

-message-name message_name BRFSH#EBENSSG., B
HEBEFHERMY , Rt
EEBGERLERTREESR
BHHAL.

-event text BEFE##ENSENH, X
FeventBREEEHHN 2 X,
SREMSE,

-kernel-generation-num integer BRFE4HENSH. RAXR
BRUONEHSTERVELER
o

-kernel-sequence-num integer ERMFE##ENSEH, REX
BR US4 T B OFHR.

-action text EWFE 1 ENSH,
ttactiont{iLER BA & A ZEBREL
WRLE T IF B ERBREERE R
(IRBEWEE).

-description text BT E##ENSEH,
Zdescription FERERT
EHBENREUREN SR

o

-filter-name filter name B S#artrENEG, R
ERFELENREEHESEE
EHEHSTEET,

-fields fieldname , ... ErRomTRLBESEEEN—

ERZEFER, ERILAEF -
fields ?XREBEZEEIEENH

i,

B8 EMS =4 382



FSx for OnTAP ERERER
EERE EMS B4
1. BEMFEH SSHIERIERRFAL NetApp ONTAP CLI , 75 Amazon FSx iE A7 NetApp

2.

WmFEevent log showliETATEREZ EMS SHWMEBEER ,

ONTAP A& —FH NetApp ONTAP CLIETH AR & B TR 4E,

ssh fsxadmin@file-system-management-endpoint-ip-address

fFHfEevent log showTHETREHEHEENANR.

::> event log show
Time Node Severity Event

6/30/2023 13:54:19 nodel NOTICE vifmgr.portup:

received on node nodel, port e@a.

6/30/2023 13:54:19 nodel NOTICE vifmgr.portup:

received on node nodel, port e@d.

A link up event was

A link up event was

RS H ONTAP X#A /O F K NetApp

ONTAP EMS 2% %,

EMS E4EHEERFK A AR

BT LARE EMS B4 |, S BANEFHERKAFAMKIE. EMS SHEXTARKERENERR
e, LYY RS ERENRARRE. MRENRENRKLEANREHEHN Syslog MRS , A&
AXEL—ERRSR. LDAEERRMLIRE DNS , F8E##HT Syslog A AR=R & M.

RE EMS B4 UK BHEST E RS AFRRSS

1.

2.

EE A SSH EZERERZMH NetApp ONTAP CLI , 554k Amazon FSx B A NetApp
ONTAP A& E — 1 H NetApp ONTAP CLIEFRFTRRY & B TR 4E,

ssh fsxadmine@file-system-management-endpoint-ip-address

EASEMHBER B Y create BT REVEENEHBH BN syslog , WIHETHEM

« dest_name— BEEMNWBHBENiERE (HlM0 , syslog-ems), EHBEAENitEBRENSLE

B£2F 64 BFET,. BERETEETH ASCII F5T : A-Z, a-z, 0-9,
BENERMSAS  A-Z, a-z = 0-9,

M-, BB

« syslog_name— R#EBFEE R AN RKEAFRBEIFERA N P i,

EMS =4 EHERRK A FARES
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FSx for ONTAP (R
 transport_protocol— ARBESHNBIAHE :
« udp-unencrypted— REZEMNWAFBEBRIHZE. ERERBADBE.
« tcp-unencrypted— RELZE MM EWIEH HE.

« tcp-encrypted— EEEHELRESM (TLS ) WERHZEHIIHE. BEIIRER  ONTAP &
FSx ERFAMNBETHNBTR , KEFENHIRNT S
« port_number— RFEBFEERB XN RRAFREES WO, FHikEsyslog-portZEE
RMsyslog-transportBEMERE, WRsyslog-transportiXEAtcp-encrypted,

Alsyslog-portfEik{EA6514, Zlﬂ%syslog transporti&EHtcp-unencrypted ,
Blsyslog-portEEFERE0L, FH , ERREREGRESS14,

::> event notification destination create -name dest_name -syslog syslog_name -
syslog-transpoxt transport_protocol -syslog-poxrt port_number

3. LBULERSEMHEA create I , HESEHHERMEEN —EASHEUFNENBANEX |, 3
BETHIRME

« node_name— BHEFRBIER., EHHERTIENEHEEFTE-destinationsBEF
*HEWJEE’Ji&o

s dest_name— EHBHNEEZENEEEMNEN LB,

::> event notification create -filter-name filter_name -destinations dest_name

4. fERA¥Eevent notification destination check$ELAIFRAL K HHEDEWEEREERE
HFiEE, FRESEETYIEMY :
« node_name— EREHEY B (B , FsxId07353f551e6b557b4-01),
« dest_name— BEHBHEEZENREBHENHERE,

::> set diag
::*> event notification destination check -node node_name -destination-
name dest_name

EMS EHEZFE R A AR 384
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== 1 J= By VA
55 A E i o SR 1T ES

NetApp Eif HE 2 —18 NetApp RF , 7 F2RES#E Amazon FSx B NetApp ONTAP ERRFEURE
o NetApp EFHRAE R, FEiB Cloud Insights , AT AR —BRIFRIAMERE, BEFNNERE , U
THRIFEEHENES  WHRE fulure WRENRBFRESZR, CEAIURBITHEREIERENEE
HIBEEHNERRGEELETR,

(® Note
FAAERERZETIEERER,

Fim R B
- BRHEEMLE — WEEE, FENYEER. EBEAERNERR, BrNERE , BEEH
THEEHIBZ,

- ERAEDNANEZREREFE — EIB Cloud Secure #1 ONTAP RER | BAI A&, &8, FLAE
BERAEERVNSHRRENEH

« SnapMirror #&s — BEfEEH SnapMirror BRI R EE BRI ENE R

- RERE — BEAPBEBILEEENERER , LK IEFEEBREEEENEMN FSx HU#E
1T ONTAP #H58, A UFRAELE RBRREMFEEFT SN REERBEREIT ONTAP BEH
FSx,

MEEBEWERWFMENR , 5208 NetApp Eln R _EHINetApp EimiFE 5,

A UFER Grafana EE32 FSx B ONTAP X4 %%

NetApp WER —ERFETE , ARt ONTAP RGN EMENBTEER , WELBEHRN ONTAP By FSx
RAB, B UWHEER Grafana —E2ER , WEBRBFERBERERLT R,

B 4R 8 F 2 IR A Grafana
LA &8 5E4MER BE I 5% E MR E Harvest 1 Grafana , LUBIE FSx BY ONTAP R RFEMBENfE1E
REFRER,

& O] LAGE A URFE RN Grafana ES#R4&#Y Amazon FSx B9 NetApp ONTAP X% #%. NetApp IS #iE
R ONTAP 1ERRMEK FSx INEMEE, BRENERIBZERE ONTAP ERH L, Grafana 12L&
FiR, TEEPETRKEN TKRE, BE,
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X EHBEERER

EAR NetApp ONTAP #J Amazon FSx AR IERAEEIRIZEE ONTAP FE. NetApp ELt , BHI
EXEUTERAN " out-of-the-box IHE, ERMR , LAEEE FSx for ONTAP #BEIEMA, fsxiE&&E
RIRFHRELEMRTEERDTAIZZIENEA.

« ONTAP : 61

- ONTAP : ERHRERR
« ONTAP : Z£

- F : SVM

E- N~ ¥ =1
*c BE I BE

AWS CloudFormation &j7x

EERBER |, B LLEREAWS CloudFormationgiZs |, LA B B ERE) #1717 & W H Grafana B9 Amazon

EC2 #1788, EAAWS CIoudFormation%ﬁZIKE’Jﬁ)\ BO A BERRFEEEfsxadminfEAE M

Amazon FSx BEEix R , EERHEBIEANLTEN —Bo B, PBERE , EALUEA Grafana &
RREE IR IR RERRF

Lt f#R 77 R AAWS CloudFormation B E){L UK R Grafana iR A RNIPEB., RERLIE—E
Amazon EC2 Linux Bl , ¥ ZEW#EM Grafana B4, EEFRLEFRSE , BT H fsx-ontap-
harvest-grafana. AWS CloudFormation template 7%,

(® Note
BELBANREELHBAWSRENER. NEFEENR  FELEELRBENEEFHAER
Bl

Amazon EC2 ${T{EEmA

REEAE , BFEERM Amazon EC2 #TERIEE, NetAppHTEIR X/ DWEBREURREER
NERRREE , URECEZERENIEEZE, ﬁﬁﬁ SHIRERY |, YT RERNE 10 BERRRK ,
NetApp 25 :

. FREEEE2 K
- iCiE8 :1GB

XENBEER 386
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- Wi#& : 500 MB ( EEARBFEXH)

TR -EEAERNETTRERENtIHTEREE,

ERRM CPU Disk HITEREE
10 BT 2 fE# S 500 MB t3.micro
10—40 4 ERz/0 F Ik t3.xlarge
40 B £ 8 e L Tk t3.2xlarge

WNZE Amazon EC2 $/TEREBEMNFFME , 5528 Amazon EC2 #i1TEEFEAEIERTHN —KA
RHATIERE,

YT {E R E A A

B IRFRE Amazon EC2 I 1T{EBEEF , FEHEEEZIE 3000 M 9090 B ¥ Amazon EC2 Wi
Grafana F{TEEFEN LTS BHERMEARE,

HEERF

TIRFERELHBRK/Grafana FERAE R, BBBANTELDE. ZHRBZH , BLEELEN
AWSHEE ) Amazon E#FAEE (Amazon VPC) B #1T—1{E FSx for ONTAP ERXR#K , UK T
HEANSHEA. NEEUEZRENFHMEN , FSH A ONTAP EERMKEL FSx.

= ERE WA /Grafana f#R 75 R B

1. T # fsx-ontap-harvest-grafana. #8i4AWS CloudFormation&iZ4s, fNEHRIEIIAWS
CloudFormation3 B EEHIEA , B2 B (FEAER) T/ (FEAWS CloudFormationE i & L2
3 HEBAWS CloudFormation) o

(@ Note

AR, WEAGEXERI (S RZLE) AWS EEIRE . ELAERHE Amazon
FSx HAWS EE{LEMBIULHRS R, NEFMEH , HLEH. AWS — K2 Z

2. HR "8,  FRESEANSH , TRBERRENTRMMER, RS RERTIIER
=8
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B8 i iR

Xa

InstanceType t3.micro Amazon EC2 BEfIfER, M
TREtIGIEE,

* t3.micro

* t3.small

* t3.medium
 t3.large

* t3.xlarge
* t3.2xlarge

MFTE RSB FFH Amazon
EC2 HiTERBEEENT

BEE | 5520 fsx-ontap-
harvest-grafana .template.

KeyPair ETERR FAk1zE Amazon EC2 #i1T
{EE&H key pairo

SecurityGroup IRTERR W £E/Grafana HITEBNE
SMREE R, FHRE AR
#3318 3000 F 9090 2 &8
EAREE Grafana &&x MR
i9 F = 5% B R

FHEREE SRR EE FHRER (publicDk)
private, ¥AZEEIREIHE
BRAEpublicBRMVEIRER F
BHNERERAME FHEE. W
THMER , 528 Amazon
VPC ERE ISP T

BE,
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https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html#subnet-types
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B8 i iR

Xa

TR AL £H¥ NetApp ONTAP X

RN mIF 7188 | I5EHR
Amazon FSx tHE# F 8.
& T LAFE Amazon FSx £12
A1 ONTAP ERRMRFME
AEHEMN "RENZe, R
BT , REERRBENRS
FH#BE& ID

LatestLinuxAmild /aws/service/ami-a EHER Amazon Linux 2
mazon-linux-latest AMI B S FTRRAAWS B,
/amzn2-ami-hvm-x86
_64-gp2

F SxEndPoint | ERRENE=iRE IP L
ik, A LATE Amazon FSx
FiRAH ONTAP BER#E
MEFEEN "EE, R5E
B, RIERRFENER IR
2P ik,

SecretName |IEER AWS Secrets Manager2&

BRERFEfsxadminfEAE R
B EER, E-REBEENL
%%%l LH%']:IEEL\E’J{HE%O

EE—F_io

£ EE, PEET

HR "RE.L |, FRELER

BIZBRY LI BHE,

EE!

S, BNEIBREVEZEARE IAM ERZES o

o o K W

&R LAFE AWS CloudFormation 2 A KMRERMBIBHBHIMRE, CEZASGEANASERETE "2
S'Z _ JFTIEEEJ ;‘Iﬁ%o
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Z A Grafana

HBBERE , FRABIEEE A Amazon EC2 #1T{E IP FEHEE 3000 #Y Grafana ERAR :

http://EC2_instance_IP:3000

HIRERE |, 55 Grafana FBRFEAE R (admin) MHEE (pass). RFIEZEEEARINEFE
5.

MBSAEET , HHM LM T NetApp WiEl, HHE GitHub.

HPEHERRUINFE M Grafana

MR FERE(TTE Harvest H Grafana ERMRF BBV ERHER , RIBEFEA FSx #1T ONTAP RE
Harvest #l Grafana BFBE|BE , FEE T EE LIS BENERA R,

TE

« SVM MK EERRAZTH

« CloudFormation H &1 i85 E)R

SVM M EZERRBZER

WERAWS CloudFormationf & 28 & p Th B A LAB4& Grafana , 1B SVM MK EERIRAZR |, B
ATHEFHREETREH R, SAETEE SSH 55 Amazon EC2 BHIHWHER Grafana HFBEH
£

1. SSHEZINEHUTER Grafana B F EEETH Amazon EC2 B4,

[~]1$ ssh ec2-user@ec2_ip_address
2. FERAUTHSHMharvest. yml3X 4N :

- AR EECEHY ONTAP #ITEREM FSx B T —{EEH, Cluster-2
- BHERFEAERBNZGENIEREEHNFERsxadminE B L,

[ec2-user@ip-ec2_ip_address ~]$ sudo cat /home/ec2-user/harvest_install/harvest/
harvest.yml
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3. MRZFRBWAUAZH , FEMEBESTHEBERLFEAfsxadninEBHETER , AR :

[ec2-user@ip-ec2_ip_address ~]1$% sudo vi /home/ec2-user/harvest_install/harvest/
harvest.yml

4. FEREfsxadminfEAERFUTIIRAFEIFE Secrets Manager # , LAt future SPBZA |, I
LUS& fsxadmin_password I ZIEEUK

{"username" : "fsxadmin", "password" : "fsxadmin_password"}

CloudFormation ##27EBRF#& ER

R IEE LK INEBE CloudFormation & K MEEREERRERAER  FEATIHEFRBAREE,
BEEIEIB SSH 7HL CloudFormation H#&ZPEM EC2 #1TEEE,

1. E#HEPE CloudFormation &  HEECEFHAEHBER,
2. SSH E#EI|EMIWEM Grafana EF IE1EEITHY Amazon EC2 B,

[~]1$ ssh ec2-user@ec2_ip_address

3. FEALUTHSES docker BRSO I ED,

[ec2-user@ip-ec2_ip_address ~]$ sudo docker ps

HEED  BEZXBINAERSR , MTAR

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES
6b9b3f2085ef  rahulguptajss/harvest "bin/poller --config.." 8 minutes ago
Restarting (1) 20 seconds ago harvest_cluster-2
3cf3e3623fde  rahulguptajss/harvest "bin/poller --config.." 8 minutes ago Up
About a minute harvest_cluster-1
708f3b7ef6f8  grafana/grafana "/run.sh" 8 minutes ago Up
8 minutes 0.0.0.0:3000->3000/tcp  harvest_grafana
@febeeblcab? prom/alertmanager "/bin/alertmanager -.." 8

minutes ago Up 8 minutes 0.0.0.0:9093->9093/tcp
harvest_prometheus_alertmanager

1706d8cd5a0c prom/prometheus "/bin/prometheus --c.." 8 minutes ago Up
8 minutes 0.0.0.0:9090->9090/tcp harvest_prometheus
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4. TR docker REFHRET , BRUTHARXME /var/log/cloud-init-output.logXHH I
BE,

[ec2-user@ip-ec2_ip_address ~]$ sudo cat /var/log/cloud-init-output.log
PLAY [Manage Harvest]

khkkkhkhkkhkhhkhkhhkhhhkhhkhkhhkhkhhkhkhhkhkhhkhkhhhhhhhhkhhkhkhhkkhkhhkkhkhkkhikkiikkx*x%x%

TASK [Gathering FactS] khkkkhkkkhkhhkhkhhkhkhhhhhhhhhhhhhhkhhhkhhhkhhkhkhhkhkhhkhkhhkhhhkhddkkidxdkx*xkx%x*%

ok: [localhost]

TASK [Verlfy 1mages:| kkhkkkhkkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkhkhkkhkkkkkkkkx

failed: [localhost] (item=prom/prometheus) => {"ansible_loop_var": "item",
"changed": false, "item": "prom/prometheus",
"msg": "Error connecting: Error while fetching server API version: ('Connection

aborted.', ConnectionResetError(104, 'Co
nnection reset by peer'))"}

failed: [localhost] (item=prom/alertmanager) => {"ansible_loop_var": "item",
"changed": false, "item": "prom/alertmanage
r", "msg": "Error connecting: Error while fetching server API version: ('Connection

aborted.', ConnectionResetError (104,

'Connection reset by peer'))"}

failed: [localhost] (item=rahulguptajss/harvest) => {"ansible_loop_var": "item",
"changed": false, "item": "rahulguptajs

s/harvest", "msg": "Error connecting: Error while fetching server API version:
('Connection aborted.', ConnectionResetEr

ror(104, 'Connection reset by peer'))"}

failed: [localhost] (item=grafana/grafana) => {"ansible_loop_var": "item",
"changed": false, "item": "grafana/grafana",
"msg": "Error connecting: Error while fetching server API version: ('Connection

aborted.', ConnectionResetError(104, 'Co
nnection reset by peer'))"}

PLAY RECAP kkhkkhkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkikkxx

localhost : ok=1 changed=0 unreachable=0 failed=1
skipped=0 rescued=0 ignored=0

5. MRBAEHE , FRTUT BT REPEBWEN Grafana Ba=.

[ec2-user@ip-ec2 ip_address ~]$ sudo su
[ec2-user@ip-ec2_ip_address ~1$% c¢d /home/ec2-user/harvest_install
[ec2-user@ip-ec2_ip_address ~]$ /usx/local/bin/ansible-playbook
manage_harvest.yml
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[ec2-user@ip-ec2_ip_address ~]$ /usx/local/bin/ansible-playbook
manage_harvest.yml --tags api

6. EiBiE{Tsudo docker psifEiEE|EH NN Grafana #Biut RERFT A5 K ED

£ FSx 508 ONTAP API 8 AWS CloudTrail

D% FSX BEEAWS CloudTrail , 2 —ERME&EERAE. ABHAWSKRKEDREE FSX, CloudTrail
HE DT EE FSX WATE B FSX APl #8 M NetApp ONTAP fEAEH. CHEMNFIIIER
Amazon FSx =AM | LAKR ¥ Amazon FSx APl 2/EMNER B,

MREEIEHE , BRI LARKA CloudTrail E4{EiXE Amazon S3 #77## , ©1& Amazon FSx V=
#, MBLERREEMEHE , MATLUEB CloudTrail TR AEHE R, £/ CloudTrail FTUE
WERA , ATHEIE Amazon FSx 12 7 MIEFER, FE W BLHIER HEFEROER IP ik, BHEFERH
ABMBEURHMEFHER,

HEE—F T CloudTrail , 5528 (AWS CloudTrail fFAEIER)

CloudTrail 89 Amazon FSx &

BEEEVIIRFEE , RHEEEE AWS IRE A CloudTrail, Amazon FSx 24 API SEENRF | 558
SECHRTE CloudTrail EH LA R EMAWSH W R EHEHE L LHF. BRE. BSMTEH AWS
IRENRFEMN, WEFMEN , 528 "1 £/ CloudTrail E4FF 508,

EERFELHAWSIRS (218 Amazon FSx B ) |, FEVURE, —EHFEZREA CloudTrail # B
RRE®EZE Amazon S3 B1EEE, BIBEEDR  ELEILAERIYEERE SEXSEATE AWS E
B, BREEHERE AWS ZEIERRE AWS EFINSEH , ARELHEERINATEIEEN Amazon
S3 RFETH. WA, BALBRERMAWSERE , LE—F 5 FEE CloudTrail Bit. MEFHME
A, B2 (AWS CloudTrail fEA &) FHUATEE :

- B AWS IRF HiBHE

- AWSTERMWAREES CloudTrail B

« ERE CloudTrail #) Amazon SNS &EAl

« IEE#EW CloudTrail ZEEHA B FERMIE S ERF W CloudTrail Z#HER

FiE Amazon FSxAP| L& ERMEGC 8%, BN , Pl ECreateFileSystemfTagResourcei®
YETE CloudTrail B#E,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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B-SSEMHAREE NS ELEFBRENET. B3O EATHEEHE T3IEE !

- ZFERRBBEBIRZE AWS Identity and Access Management (IAM) £ & BRERIRH,
- REZERK , RECEATHEACEMES I EAENERLZERE,
- ZFERREHS—HAWS RERH.

WMEFHMER , 5528 . CloudTrail userldentity 7t E& R HIAWS CloudTrailfE A &5/,

T % Amazon FSx B 1EXR1EH

—ERRE—ERE , UTESHUBRFERNERXNRFEEEERN Amazon S3 f#F7F##. CloudTrail
AEREE—E3ZEB#FERE. AREHRTREEMARFENE—FR , XISHFREIE. BEDN
BHAMEERE., BRBEEEM. CloudTrail BFEERILIFMAE API HILEM SN HEEEERF |, it

FEUEAHEIEREHE,

LA #86IFE R CloudTrail B35 , REiTagResourcefF R AR I e BERREBRNIRE,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalld": “111122223333”,
"arn": "arn:aws:sts::111122223333:ro0t”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

}
}
.
"eventTime": "2018-11-14T22:36:07Z2",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {
"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-
abl2cd34ef56gh789”
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},

"responseElements": null,

"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,
"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9pP”,
"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": “111122223333"”

LA #8%IFE R CloudTrail B55EE , R"&iUntagResource TR AMBRZ ERRAKERBENEE,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalld": "111122223333",
"arn": "arn:aws:sts::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:4Q:54Z"

},

"eventTime": "2018-11-14T23:40:542",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
},
"responseElements": null,
"requestID": "aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLEY9pP",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"
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&R TR DU
ONTAP BRR M LR E R
BHRREROBE LR,
ARESE

1. BARX AWS Support BEH , ZEXEFREEA , RERIRIF Create case (BILRH),
2. TE[BARH) P, EE RFMKREXE]
3. ERVIFMAERERF , WmATHIEE :

- B TEE, EE TR
- HRER , BEHEMRFEE,

- WAXE , B8 AAmazon FSx for NetApp ONTAP service limit increase
request,

- RESERWFMERSY , 35 -
- RERINM FSx BLEE , AREEEIMMNE (MNRAEEE).
- RTBREESREMEENRR,
- BEREBNINBEERRFENERRRK ID NEH,
4. REEFEFH Contact options ( BEF&IRIE ) , REZIBIE Submit (X ) .

BEERIENE R

TRINE —ERESEREERFKEZ Amazon FSx B NetApp ONTAP EiREZE. AWS B

&R BEERRFKNRE

RIK SSD #F&AE B-HEAAMY (HA) BEH A 1,024
GiB

RK SSD #F&AE - MIMER : BEHAH 512TiB , &

=AHE 1@ PIB
o @ EMERR ;192 &

R A BB I0PS EAMET

BEERARNWERELR 397


https://console.aws.amazon.com/support/home#/

FSx for OnTAP EREER

&R BEERRFKNRE
- BREH20 B (F 12 )

o LR -

* 160,000 fE{LE : REIRZP (%
) B, KBRS (#F EEILER)
B, KBRS (RERM) BN E
M (ZHHE)

- BB EMERHE FSx BAR
ONTAP By AWS E= 1R T , 8l

% 80,000
BOBRXERE - ENETR  BEBEERY 3,072 XK
L4
« mLEEFR ;128 JkfE
BRBXERE EINERE -
L1k
O FiER -

- XERH (BRE) BiF. ZERE
(MFEEitE) B, XBEESP (R
i) EEAMEN (ZHE) 1Y 4,096
MBps 2

. EFFEEA AWS Bl TRR
ONTAP §J FSx V1R T , X8

2048 Ykt 4%
HEREHE LR . ASEE 1,000
- mLEEFR : 500
REBEE LR SERRE 3
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&R SERRR RS
Fon HES (E8)
SVM KR A B & PISMET -
-5
o EERE
6 (128 kLB X BRE)
6 (256 KL BHHIE B A E)
« 14 (512 kLM EEXERE)
.« 14 (1,024 JbLEASHBEBRE)
. 24 (2,048 JLLASHBEBRE)
. 24 (4,096 JLLASHBEBRE)
ERNBABE 50
HBEPNSEREH 90 X
ERERBRANSEEREE RERERE
(® Note
"EEF 12HA AN ERERRMK L (S8 HA B Y 6,144 Mbps), MEFMEH , B2
ETm&mMEﬂL

HEME 4 Gbps WENEERE , 1 FSX BAMN ONTAP BEARERRRFEIBENH KERE
E’E I0PS (160,000) MZE4 5,120 GiB WEREERFEEREMAE, AWS EFWNE AWS EfF
%1% 4,096 Mbps ENXERENFHERNR , FSH. ﬁl_i’é‘iiﬁ‘&ﬁbﬂ’]%%

AT AR SEMEES ST 1,023 ERE, ZIREE  BUELERBRE
BHIRER , AR TR IR ENFRE,
P AR SAUEER ST 4,001 BES. EZIHREE  BUELRKRE
BENER , RARFERIUMBENHES.

BEERARNWERELR
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& NetApp ¥ ONTAP B Amazon FSx £t S HEf#

A LAGE R T B & B 2R 155 B 58 B HEAR FSx for ONTAP HIFERE.
FHE

- BN EEFSROERZARERMKE MISCONFIGURED

- BEZERENEERR

- BELKHRITEREES (SYM) IAERS B #&

- BEEMBRRETEERBEDEEE

- BB HESRBMEESETEMAK

- BFNHKEESETRE

- HEfEMEER AR

ENEMRBLSENERRIFENIRE MISCONFIGURED

BRABENREEMISCONFIGUREDIREN WTRERR A S , BEREBEECHBENE , TR,
ES-]

- VPC BB EIRFEEHAEMES HEH VPC HH

- BEFEEWES ROERRE LB I SVM

VPC #EEZRFEFRAEMRLRHD VPC HH

HRATIHEHF—ERE , BRAHLA VPC 7K AWS IRF NS BERYNEMR S HEOERRES
# AMISCONFIGUREDJHREE :

- #H VPC FHRBHNHEEEIRF S5/ ONTAP ERRZK FSx WE R L HEH VPC HAXE,
- BEAEIRFEREUEHA VPC Tl

MRFEERFCECELR VPC K S ERHATEIZERIENTHAS

The vpc ID vpc-012345abcde does not exist

BN EWRSEOERRFERMEE MISCONFIGURED 400
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BB RBEIREREHA VPC FHEBINVEREIRFUBREE, MFFMEATHLAFEEDS ONTAP
EERBET FSx , 2K,

RELZERMESROERRE LRIUFH SVM

HRAHEA VPCAWS IRF AR SHEERVNEMESHEMERRE , B8 EELHN SVM , RE L
T

- #A VPC FHRBHNEEEIRFEFA ONTAP EXRRHM FSx NEMB S RH VPC HAXE.
- EEEIIRFEEUEHA VPC T/,

BB RERERIGHA VPC FHEBNVEREIRFUBREE, MFEFREATHLAFEIEDS ONTAP
ERERBEYT FSx , 2K,

EEEIFINENERRK

EEFDERRRNTREREARS  SEREBEECHHENE , WTHR.

&

« BERHEH elastic network interface B 1% =k Ml B

- EMIBRMINZEERFRMK elastic network interface B FEM IP {71t

- BRRXEN VPC R MEFHERDUENEARR

- EEFTEEN VPC REMBHERD X ENE HE A

- EEFTEEBN FHERTEEAREERRBHEBBAEABAR

 Amazon FSx #% 58 # {8 F 32 M #Y R ith 5] 2 R 49 48 R RMRRYER R 2R AWS CloudFormation
- AR5 — @ VPC HNE FimiEiA iSCS| 55 B3Rk

- BAEWRFEEUEHA VPC FHR%

o #E3%£3%EB NFS. SMB, ONTAP CLI 3 ONTAP REST API £ H 4t VPC B A ZEHF ARSI S A
FiRFEERERE

BERRFED elastic network interface 215 sk il B

BARBEUEMBREMERRANEERERNE, SXHMEBRBENTEVESERERELEE (VPC)
HEERRKCEIERKATE . BYFNWERRSK  FOEXIMBER Amazon FSx KSR H., WE
MBS , 528 £/ Amazon VPC #1THE R R FFEEEE,

REFERBRSHOERKK LEIHN SVM 401
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2 MIBRH N E R ZR & elastic network interface BYZEME IP {21k

Amazon FSx AR\ AR BKREIERRFE. Amazon FSx € HEI 2 BT &M IP Uit | ER
Al IEAEPR AR EEN A R IP it |, WiEEEERRAM elastic network interface, MFBFFMMEA , 55
28 S EWNHFim.

BERRMH VPC Z2MHARD L EN AR A

BEPIEENBARAAMazon VPC 228 , TR ERERRRABN LT HREEEHENBA
A,

EEHTEERN VPC R MEERD X Er N H AR A

RETFEEN@ LR IANazon VPC 28l , YRERENTEHNTEREBMN 2 MFEEEY
FEavea R Al

BEYTERN FRRISEAEERRFEEBEMREAR

FSx for ONTAP €% VPC BEXRPEVANFHERREN R, ERERERRRREALAE
P FimpiE T RAERAHBARBRAY TR VPC BEH R, RIRTAER , Amazon FSx S MER VPC WEEERH
Ko BULLEZMMEE —Z@HEXR , # Amazon FSx BRI ERRFEREM.

WMRIET L ping BRRMVBEBRE , BHEZE ping FERRENER KRR (WERRKERFF
&, F2H), IEHNAFPRTRIEEERRK c —BARBHY FRAE T, EEFRERRRK ,
AR ERRRNE D — BB REMN PR FRREMER, MEEMERRHEZ Amazon VPC B H
RNMEBES K FSREMERRR.

Amazon FSx EZEMERE IR R F L RN ERRFRIBER AWS

CloudFormation

Amazon FSx EAEBRA SO RIREEE MBS HOERRMN VPC BHK, ELRARKN
EHKey: AmazonFSx; Value: ManagedByAmazonFSx. fEREMHEFH ONTAP Ei:[E5
B ERRAM FSx B , B AWS CloudFormation B F E)#1384ZKey: AmazonFSx; Value:
ManagedByAmazonFSx%.

MRSEELERIEMEA D HOERRR , FRERERRAMEEBN VPC BHARESEE

iC. Key: AmazonFSx; Value: ManagedByAmazonFSxIIRFZ , Bl Amazon FSx X FEHME
LRAR, MELTREREREEHE , BEENEREEENZEE IP uBBASERFHNERMAR
2. MEBEEMEERMKZ Amazon VPC BHKRMWMHEEENR , F2REMERRMK,

C MIBREK hN Z 85 = R 4K elastic network interface BI3EM IP £zt 402
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AW S — @ VPC R E FinEi8 iSCSI an 8 X Rk

EEEBERAER N EERRKNE (SCSI) BABERS — @ VPC FHAFREFIRERRE , &
A LAZRE Amazon VPC HHEHE | HERERREBEIR VPC WA FiwAEN VPC AWS Transit
Gateway Z FIFRE. WFEFHMENR , 528 Amazon Virtual Private Cloud 8B F R E I M#EF VPC
HEFER,

HEWRFEEUEHRA VPC T

MREECHEHAN VPC FRBPEVERRR , AIEBIRF TEEEUEHA VPC 78K,

NRBEERSFCECELA VPC 7K S ERHATEIZERRENTHAL

The vpc ID vpc-012345abcde does not exist

R EEBRBHEENIRS |, UEMM T REERHLA 7K.

#3551 NFS, SMB. ONTAP CLI 3 ONTAP REST API it &4t VPC ##h
EmNAEEBENAF R FHERRR

EEEBEBRERIMA (NFS), RREFFEE (SMB) 5 NetApp ONTAP CLI #1 REST API {6 E b
VPC SAZHBENAFIREFIERRK , AL EAFREERIKBBN VPC HEHA FimrTfE N #E%
AWS Transit Gateway Z B EKH. NHEFMHENR , F280 T ER,

REEEREEEMES (SVM) IMAERAH B 8%

WMREEEAN SVM INAER+ B & (AD) , FBERES SYM A Microsoft S8 B &%, T3 &EHZ5
HiFE 1IE SVM B A Active Directory WE REE , Bt HEEERELENERAL,

e

« SVM HY NetBIOS & #EEZR A NetBIOS Bk & HAEE .

- SVM EMAS—EERF B &%

 Amazon FSx LB ZFIEHEE B iR F , BA SVM B NetBIOS EREEFEAF
« Amazon FSx L BREHEE B iR B E

- HARBENEZEERIBHEIRSFTT , Amazon FSx EEBRIENWERAPE &

« Amazon FSx L EZ BN EE B @R  RARKIEFBRAERENK

AR S — 8 VPC HHYE FimiEif iISCSI 55 B X A4 R ik 403


https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
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« Amazon FSx X EEIIEREE B xR , RARBIRFZEABRTE

« Amazon FSx A BB RV EEN B &% DNS IR SmL sz 8=

- HRATEE B 85188 ¥ , Amazon FSx S EEEHEE B 8 TEE.

« IRIEHRF #E17HL SVM Active Directory fARERIE EN RKEEE A

« Amazon FSx L EMEFE AP B BRI  RAEENEREVTEEREEZTFR

SVM B9 NetBIOS & #EER A NetBIOS B Z B [E,
¥ SVM IMAZBREENEAPBSAN , WHERTHERAR !

Amazon FSx S FEE R BB T ERE, ERRNAKIEENMRIFZZB/BEEHEMN NetBIOS &
W, FEMIEEMEME , FALH SVM EZE—ERRREMAEH NetBIOS B NetBIOS £, A
HEHER LN SYM A EKEE B 8%,

EERRILEE | BIRBPAFOHRFER AWS CLI # API # SVM fi AEF AWS Management Console
T EHENEFEFESE SYM A AD, BEEZLK SVM A NetBIOS B8 , ZBBEEAPE &
E#EH NetBIOS BBRE.

SVM EA S —EER B &

#% SVM tNAERA R B &AM , WA THERAS

Amazon FSx 22  F|EAEEN B 81 EEE, ER2RA SVM emAfiE., EEZL SVM IIATRE
AR | BT LAEEA ONTAP CLI 5% REST API #®4EA & B &BUE MM AL SVM, REBEHEHSEN
SVM AR EHEE B &,

BERFORIWEE , BT THIEME

1. f£F NetApp ONTAP CLI fE B si/ERA = B #BUEMA SVM., MEFMENR , F2E £4
ONTAP CLI £ SVM BEUE i AYEF = B # NetApp -

2. FARBHAHRFER AWS CLI M API # SVM i AYER AWS Management Console s B #%#Y 25 8%
EHFEZAE SVM AR AD,

Amazon FSx X E I EREE) B SR , B4& SVM /Y NetBIOS
BREEMLEMT

BUMABREE AD B SVM X8, S HR FHIERAR

SVM K9 NetBIOS &R A NetBIOS FHH £ B[R, 404
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Amazon FSx SZERREEN B 2 EE. ERRAKIEER NetBIOS (FTEH# ) EBEHEEEE
BHEH, FEBEERBE , FAERN SYM EE NetBIOS BT EENFEAP B HERER. | &
ZE NetBIOS (E &) ARBRXEHBEN SVM A EREM B .

EEHRIEE , BIRBPHFHRFER AWS CLI # API 4 SVM fi AEF AWS Management Console
T HSNEFEFRESK SYM A AD, FEBEXHBEN SVM F/H NetBIOS B , ZEBEM — B
REERAPEHPEAN,

Amazon FSx X HEE) B i8R HIZ R E

#& SVM AR BREE AD X8, YRR THIRRAL -

Amazon FSx 2 ERAEEN B SETES., BEEIEIELRERE , FFHE Amazon FSx MAEEHIL <2
BAFEBRE, RREFHEFSEHN SVM ALK EE B &,

BERORICEE BB THISER

1. WBEPFTRMERMREREESR , WHTHENEE LR Amazon FSx B2 AD 2 B 5% &E
o

2. —H Amazon FSx RE#EERM AD B , FIRBHPATRNEFEST , £ AWS CLI #1 API #
SVM HIAYER AWS Management Console ! B $#&3t EFH E R A& SVM 1A EH AD,

HRA KRR EREZIBEERSRIEIR ST , Amazon FSx HE L IELR RIS 4E
F B #%

& SVM IMAZH BREE AD X8, YRR THIRRAL :

Amazon FSx LRI EEN B $kE T EE, ERFATAE Active Directory FEIEER | SigH
WIRBIRFZERRFEER#ENAZEESEEESEV BN ERAY. EEEELREE , Fi%
¥8 Amazon FSx A EERMPNER , ERAREREEBNRBRFNEMFIREER , ENFETERK
239 Active Directory #H7E,

BERORICEE BB THISER

1. WBEPFIHRNERFEREREESR  WETHLENSFEUFSHEBER  YREMEEREE LNEHR
IhEEC R A

2. WEPFRNRBIREEREA S B FREIRFER, MERKIRFEEERAEENEBENS
SVM HiA AD BB Fr EM ERERR.

Amazon FSx % B8 HYE B B s iR FISF B (S 405



FSx for OnTAP EREER

3. BFEEEEHERIRKERSE  FEBPAIIRNER , £/H8 AWS CLI #1 API # SVM tn A4EMA
AWS Management Console H It E# E &4 SVM A AD,

Amazon FSx L EZFEAEE B skEEEs , AARBIREEAER
;W

#% SVM MAZEREENERDB&HRR , YRR TIHERAR

Amazon FSx ELERBMIERF B SRR HEEIER , RARMNBRKIEEFZAERNEN, BEE
FILAERE , FEAERNRKEIRS BN R T EERMEEEN Active Directory #HAE,

EEFRIEE | BEAFIRNERER AWS Management Console,  AWS CLIF] API B3R A
) SVM £ H B $EREREH SVM HIREIRFFREE. MARBIRFEREEEBE K FEXETSE
&AM (Hla |, ServiceAcct) , BEFESSEARAEEIERF (M corp.com\ServiceAcct) 5
HE R (HlanServiceAcctecorp.com). MARBIRFEAEER (FIN) & , FOERAPHEEE
(DNCN=ServiceAcct,OU=example,DC=corp,DC=com),

Amazon FSx L EZ BRI EE B skEEEs , AARBIREEAER
2y

#% SVM MAZEREENERADB&KRR , YRR TIIHERAR

Amazon FSx LR EER B SR HI2R 2 B, ERRA AR ARME Active Directory KV EHEIEF
R, RERKNEBIRFREEFTFEERES[NARSEEABEN <R ER,

HRFREERE , FRELCKLSENERERGEREHANRBIRS . REIKRFLEEAEEEMA
BRABNB\IHEZILNMER OU FHERYH. BRBIKRFEDFEZERHT TIIBEAIHER

. EREH
. BHIESERANEAEH
. EREBEA DNS TS BN
. CRBEASAREIBED
B AR FIMIRR ST B R
. (BRI A S B I8

MEERMEAERERZRBIIRFNFMEN , FSREAD B SREIRF FRMAFTFIZIREEHN
Amazon FSx IRIEIRE .

Amazon FSx A EERIRAER B RAEES , BARKIRFEAERER 406
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Amazon FSx ;X ELI& /YR B B 8% DNS RIS e shigi i &lZ5 @815

#% SVM MMAZEREENERD B &RK , YRR TIIHERALR

Amazon FSx A2 EERAEEN B & 1T EE. ERRA Amazon FSx HEZERE R AR DNS {7
RESSRMAEZHIUE, EESIEHRERE , FEAENN DNS ARFBAAFRERBEEEEMIZIROE
13 42 ) vk Y M B AE RE R B AT R 17 (B R S #ERR A Active Directory #HRE,

FEMMNEEBE , FERATIILER

1.

LUES

HEE1ZH Active Directory I K i@ 4lus | Sl BB R EITE A A | &0 LA I8

ERANBIEEEIN, FERALRIER | Amazon FSx S ERBEERANM@EIEFIY, £H vserver

cifs domain preferred-dc add NetApp ONTAP CLI ss S #1818 AR BigiEduy | 0 TFr

N

a.

% ZE77HL NetApp ONTAP CLI , FEEIT 5l , FEE A A NetApp ONTAP BER R
Amazon FSx BEEEEIE P BT RERE TERE. Bfimanagement_endpoint_ip A&
ﬁ%l Lgiiﬁgﬁﬁg |P ﬁtiﬂ:o

[~1$ ssh fsxadmin@management_endpoint_ip

MEFHMET , 5526 5 ONTAP CLI EEERER K,
WMALTGS , .

- -vserver vserver_namelEE/MFEERMET (SVM) B,

- -domain domain_namel§EEEWMBEEFLAMBRAEN ZEFAPBEHKEHE
(FQDN),

« -preferred-dc IP_address,.. fkEFREIEF , EEEHAMEIZEH N —NZE IP
ik, LR D REHEE,

FsxId123456789::> vserver cifs domain preferred-dc add -vserver vserver_name -
domain domain_name -preferred-dc IP_address, ..+

ToarSEgMmEIRENE 172.17.102.25 f 172.17.102.24 Fi8 ERIFHMBEIR WS
B | SVMvs1 W/ ¥R IRES AR EE N SBEEB R H v

Amazon FSx L BB HYSEEN H 8 DNS RS R FIZREE 407


https://docs.netapp.com/us-en/ontap/smb-admin/add-preferred-domain-controllers-task.html
https://docs.netapp.com/us-en/ontap/smb-admin/add-preferred-domain-controllers-task.html
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FsxId123456789::> vserver cifs domain preferred-dc add -vserver vsl -domain
cifs.lab.example.com -preferred-dc 172.17.102.25,172.17.102.24

2. RELWBEIZEF LS LER DNS 4, £/ vserver services access-check dns
forward—lookup NetApp ONTAP CLI 5 , BIRIEER DNS RSN EEE FREFHY DNS 48
REFWES  EETHEZEBMN IP A,

-:.am

a. EETFH NetApp ONTAP CLI , BBET 5o 5 , EE AR NetApp ONTAP BERRFKEH
Amazon FSx %‘EEEEEJ:E_LZ% BT ERER, BMfmanagement_endpoint_ipBiE
RRMEEERIRAY IP it

[~1$ ssh fsxadmin@management_endpoint_ip

WNEFFME |, B28 £/ ONTAP CLI EEBERR#K,
b. FEATHHSEA ONTAP CLI EREER,

FsxId123456789::> set adv
c. WMALUTHS, Hep:

- -vserver vserver_namelEE/MFEERMET (SVM) B,

« -hostname host_name}§EETE DNS fAfkss L EHN T HEEZE,

* -node node_name EEHTHTHEHRER,

« -lookup-typeiEEEFE DNS RS2 L&KM IP thut WEEE | BRFBAall,

FsxId123456789::> vserver services access-check dns forward-lookup \
-vserver vserver_name -node node_name \

-domains domain_name -name-servers dns_server_ip_address \

-hostname host_name

3. ®WE SVM IMA AD BEENERA.
4. #§ SVM IIA AD B, SBREERER,
R EARATRRRERF , £/ AD DNS fAAR=5AY [ERE IP {u s8R AHRE T SR RE# SVM #Y AD 48

[_'t]gtt‘sﬂl

Amazon FSx L ERZRHEE) B #% DNS fRISESE R B HEFEE 408


https://docs.netapp.com/us-en/ontap-cli-9121/vserver-services-access-check-dns-forward-lookup.html
https://docs.netapp.com/us-en/ontap-cli-9121/vserver-services-access-check-dns-forward-lookup.html

FSx for OnTAP EHAEERE
HAEE B &3 8 B3 , Amazon FSx S X BRHEE) B 2 E TS,

A% SVM A EREENFEATEHARAN , LB R THIHERAS -

Amazon FSx &R Z1R#£#Y FQDN &N, ZEESEWRERE , FERAFESHEEERN FQDN REFFHF
[= & #3519 Active Directory #H7E,

BEMANEEEE , FERATIILER

1. BRI Active Directory HBIFEBER , B SYM MAEAF ESBEMENEFRERE
SIMAK AD FEZEKR,

2. FEERATMRNER , £ AWS CLI A APl #& SVM il A4EFH AWS Management Console™ B
S EFHEFRAS SVM A AD, FEH4ER AD 815 FQDN B ERERE .

AR & R F #5217 EL SVM Active Directory #HREHIEEM R R EE E8E
& SVM MAZBREENEAREHKAN , B R THERAL -

Amazon FSx L EAEHEBESEE. ERRALRENAREEESRATEFE , SIREEMNR
BIRFELTFH, EESEEERE , FREANMKAERAFTR SYM F Active Directory #13i#2 &l
Y51 DNS fRfREFHRE. AREHEN SVM WIEA T B MR , IREE Active Directory #J DNS fd]
fRES , WiEEMBE P RUNREIRS T FINRKEESEE,

ERORILEE BB THISER

1. WERAESEENE SVM LHITEERSENHEET. FRESERERN AD BEEE8H
HER.

2. EERATMRNER , £H8 AWS CLI A API #& SVM il A4EH AWS Management Console® B
SFWBHERA SVM A AD,

Amazon FSx 5B EF A H @4 e ENEBENTE
ESREEFE
% SVMIMAZRBEREBNWERDEGAN , WYERTHERALR

Amazon FSx BB ZEBEKEN EE, ERRALEENEBENTELE , EELFHFRE
HRERE ., EEEEMEE  BEFHEEEREEESHN Active Directory {188 | WISERBIRFEE
DA RERR Ay AE AR BE 1,

FMRAES B 8355 B/ , Amazon FSx AR EHEE B SETERE. 409
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BERRILEE BB TSR

1. #BIA& SVM A AD WA EFH4,
2. ®BEiA& SVM A AD BFrEEMEA.
3. FRLEFFHAERNEBEMNEHRESRS SVM A AD,

L MR R B RS RS

ONTAP {ERRENEE FSx BUUEE —RSERFEEREMSE (SVM) , MESME SVM AIlEE—
RS EWKE. MBRERE , LEALEECMHBREMB TR, flW , EMBER SVM 28l , BLEFLMER
SVM H P B IR BERR [

/A Important

B R BEE Amazon FSx £ 4&. API f CLI MR FZEEMES, MR ESEA Amazon
FSx &% , BIRAEf#E A Amazon FSx £ 4. APl = CLI BRI E.

AT HBBREBEENWER AR , Amazon FSx A5 ILEHEE R THBER SVM MERE, MREEH
Bk SVM SREREE , {EMIBREERTHK I , Amazon FSx 87 AWS E£3##4&., AWS Command Line
Interface (AWS CLI) #1 APl FREERAMBRVEBRER. BRBBRABNER2E , SR LEHEM
BRER,

E3:]

o FBRJBI 25 B I BR

- SVM MR : EEEFERHE

- SVM Bk : BHERE

- SVM S EEREMIBR : SnapMirror

- SVM B : ERA Kerberos Y LIF

- SVM MR : HfFEHE

- WEEEMIEK : FlexCache B3

FEEMGRETEEREESRIURE 410
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k31 Sk BACEY M B

fiBx Amazon FSx SVM SRk ER , BEEEEJRE Amazon FSx £#4&. CLI M API BRZRIEE
ERMLifecycleRBEIRDELETINGA R Z %K1 &

MREBERAMBRER , BELifecycleMEESHFIDELETINGEEREICREATED , ITARRERX
RIIMIBR, EIEFEERT , Amazon FSx E1ECREATEDA HBHIMEEZEN IR AT REE RE R, &
BETETRSRERMBRABRNER , 0T 5EE 6P R,

Lifecycle state

/\ Created

Lifecycle transition message

Cannot delete storage virtual machine while it has non-root volumes.

AR R EFfR it Amazon FSx Bhlk SVM M ERERBRNEERRE , LR AL MMFERELREER step-
by-step & =o

SVM fHBR : BEEFEEEHBEE

ONTAP 1’;?5?,3?:% WEE FSx HREY—SZEEARER , URHEDREBENE T AR R

BHE, & , EEBRHAREESEYE VPC NIERBHRY, BULUEEMMIEE — RS EIEHER
BRERE, ﬁﬂF—IJ«XE_L ONTAP M HEH FSxo. Amazon FSx BfEFAmazonFSxEHRFFLEERR
FABBNSERHE , MEBRLZS , BITPYIE Amazon FSx MBRER, MRBEEFRER , &
&3 THRALifecycleTransitionReason :

Amazon FSx is unable to complete the requested storage virtual machine
operation because of an inability to access one or more of the route tables
associated with your file system. Please contact AWS Support.

BT LAE Amazon FSx TR AHHRIERRFEN "HE, HE , £ "RENRe, BEBRTHRIES
RITHIBEH K

Ed B GoRES 411
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Network & security Administration S

Network & security

VPC
Default VPC | vpc-8184e7ea [4

Route tables

rtb-5a8ca431 [4

EEEHREGFETENEENRAR, BETR , FRFNEERRFEERB S EHK B R RER
B EEK

Key: AmazonFSx
Value: ManagedByAmazonFSx

SVM MR : EAFEGER K 412
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Tags
Q
Key Value
Name Default
AmazonFSx ManagedByAmazonFSx

MREEBTFE , FENELE , RAREHABAMER SVM,

SVM Wi : HERE

MREERAMBRBRAYERARN SYM HHKE , AISALMREERHK , REFEMBER SVM SRk
%, LERTAHIEHESEHN SVM BETRE, DREN SVM AU SEAMELMER , £2FITS

WA : LifecycleTransitionReason

Amazon FSx AR FERMER , RAER SVM HEFBIRHZHRN -, FMEREAR 6 R
‘BRI

&R LAEIB ONTAP CLI MR SVM HERAHR, HEFH ONTAP CLI , R ZREUITER
ONTAP CLI EEEZRER#. A ONTAP CLI , F#1T F3IFER,

1. FERATHHSHE SVM BERfEE&. svm_name &R SVM B BER.

FsxId123456789::> vserver peer show -vserver svm _name

MREBTRY , EEEINEUATARTNE S

Peer Peer Peering Remote
Vserver Vserver State Peer Cluster Applications Vserver
svm_name test2 peered FsxI1d02d81fef@d84734b6
snapmirror fsxDest
svm_name test3 peered FsxI1d02d81fef@d84734b6
snapmirror fsxDest

2 entries were displayed.

2. FEATHHSMEREME SVM HERE%, Biftsvm_name , remote_svm_name BRI BB E,

SVM Mk : $ERE 413
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FsxId123456789abcdef::> vserver peer delete -vserver svm_name -peer-
vserver remote_svm_name

MREMEB TR, FERETHNES

Info: 'vserver peer delete' command is successful.

SVM iR EMIER : SnapMirror

MREFEMBREERER , MEEMBREEHZEEN SYM —& (FSBSVM Mk - BEEIER) , B
BLEMBREZR , EEMBERESR SnapMirrorEd#E) SnapMirror SVM. & Z Bk SnapMirrorBd % , 55
£/ ONTAP CLI 7£#8 SnapMirror R E W ERRK LT ISR, EEFEH ONTAPCLI,
KRB S BHITER ONTAP CLI BEEERR K,

(@ Note
Amazon FSx %3 7] | SnapMirror RE I point-in-timefE RRX KB EN L EHHD., BEEE
ONTAP CLI # i Brfis 2 #I k. SnapMirror B8, Fi8 , E&EB AWS CLI, API 21 & iR
HWERER , S8 EBMBRLER.

1. FEATIESHIHEEBBEZRRFKE LM SnapMirror BB%&. svm_name AR SVM K& FEEL
Ko

FsxId123456789abcdef::> snapmirror show -vserver svm_name

MREBTRY , EEEFINEUATATNE Y

Source Destination Mirror Relationship Total Last
Path Type Path State Status Progress Healthy Updated

sourceSvm:sourceVol
XDP destSvm:destVol Snapmirrored
Idle - true -

2. EEWHERRKLIAT TGS , LUMEREH SnapMirror B3 .

SVM SRR EMIBR : SnapMirror 414
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FsxId123456789abcdef::> snapmirror release -destination-path destSvm:destVol -
source-path sourceSvm:sourceVol -force true

SVM kR : EBA Kerberos B9 LIF

MREEHAMBRE A Kerberos KB (LIF) 8 SVM |, BAELEEAR LIF £EB Kerberos , &
#BEMER SVM,

B LUEIB ONTAP CLI 24 LIF £# Kerberos., &ZE1ZH ONTAP CLI , BB P LB ITEH
ONTAP CLI EEERR K,

1. {FEATHEHS , £ ONTAP CLI i AZEER.,

FsxId123456789abcdef::> set diag

ERBRNCGRER , FRAy.

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: y

2. BMEWLLENEEEA Kerberos, svm_name UK SVM & BEK.,

FsxId123456789abcdef: :> kerberos interface show -vserver svm_name

MREBTRY , EEEINEUUATARNE L

(vserver nfs kerberos interface show)

Logical
Vserver Interface Address Kerberos SPN
svm_name nfs_smb_management_1

10.19.153.48 enabled
5 entries were displayed.

3. FATHHSEA Kerberos LIF, svm_nameARH SVM NEZ BRI, BEEERMEARBI
SVM AN ERARBESNERA DB FEREZBNRE,

SVM Bk : ERUA Kerberos B LIF 415
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FsxId123456789abcdef::> kerberos interface disable -vserver svm_name -1if

nfs_smb_management_1

MREM/MBTRY , FEEITEHNGE L, RESARIGL SVM MALHNERS B ENERATE
BEAETBIUER, ERRRETCEER Sy,

(vserver nfs kerberos interface disable)

Username: admin
Password: ****skxkkxks%

Warning: This command deletes the service principal name from the machine account

on the KDC.
Do you want to continue? {y|n}: vy

Disabled Kerberos on LIF "nfs_smb_management_1" in Vserver "svm_name".

4. FEATHHSHEEDHE SVM LEH Kerberos, svm_name S UER SVM B FBER,

FsxId123456789abcdef::> kerberos interface show -vserver svm_name

MREGTRY , EEEINEUATARTNE S

(vserver nfs kerberos interface show)

Logical
Vserver Interface Address Kerberos SPN
svm_name nfs_smb_management_1

10.19.153.48 disabled

5 entries were displayed.

5. WMRNEERAdisabled , FEREIB AWS CLI, APl HEZEABXMER SVM,

MREEEFRH ERGSMER LIF , e AER T 5@ MER Kerberos LIF, svm_name A&

BN 7N

By SVM B & TEER,

/A Important
LT H A AR B B &% L 585 SVM EHERE R,
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FsxId123456789abcdef::> kerberos interface disable -vserver svm_name -1if
nfs_smb_management_1 -force true

MREFBTHY , FEFINELUTENGLH, EXRERECEER , FRAy,

(vserver nfs kerberos interface disable)

Warning: Kerberos configuration for LIF "nfs_smb_management_1" in Vserver
"svm_name" will be deleted.
The corresponding account on the KDC will not be deleted. Do you want to continue?

{yln}: vy

SVM R : Eftt KX

EAR ONTAP SVM ) FSx 2 EZMNEB B KR EI —ESKY4 , ECMMAZRNER+ B &5,
EREBERT , BUsEEEFEA ONTAP CLI FEHECEMMAERA® B #8 SVM. EZEFE ONTAP
CLI , FKBHNTBREH ONTAPCLI EEERRL , ERRRKEBHREAFsxadmindBEZEA
ONTAP CLI, £/ ONTAP CLI , FF#{T FIITER , e BN ERA R B &BUEMA SVM,

/A Important
SRR AT BAE SVM BRI ¢ SRB BBV ER R B 8% Lo

1. EATHEHSTE ONTAP CLI it A EREER,

FsxId123456789abcdef::> set adv

BT H#E  REFIEMEME. WAy LEE.

Warning: These advanced commands are potentially dangerous; use them only when
directed to do so by NetApp personnel.
Do you want to continue? {y|n}: vy

2. FEAUTHSMBEREE B/ DNS, svm_namel &R SVM B FBEUK .
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FsxId123456789abcdef::> vserver services name-service dns dynamic-update record
delete -vserver svm_name -1if nfs_smb_management_1

(® Note

R DNS Rk B MIER , 3& DNS AMR:REELER , AR TERK. WRBEEER
;‘R 0 %%%T_ﬁo

3. BBMEAUTHSEA DNS, svm_name AIEH SVM BB BEUK.

FsxId123456789abcdef::> vserver services name-service dns dynamic-update modify -
vserver svm_name -is-enabled false -use-secure false

MBEEFBTEY , FEEFITHENE L

Warning: DNS updates for Vserver "svm_name" are now disabled.
Any LIFs that are subsequently modified or deleted
can result in a stale DNS entry on the DNS server,
even when DNS updates are enabled again.

4. RSEEBBHEFBEUHMARB. svm_nameUIER SVM W B BEK,

FsxId123456789abcdef::> vserver cifs delete -vserver svm_name

ETHhSEE , FEEITEMNEY , HPCORP. EXAMPLE. COMEERALNESE., HBER
B, BRALNEAEEBNEE., EXRHBECESEMRMARSE , FRAy.

In order to delete an Active Directory machine account for the CIFS server,
you must supply the name and password of a Windows account with sufficient
privileges to remove computers from the "CORP.EXAMPLE.COM" domain.
Enter the user name: admin
Enter the password:
Warning: There are one or more shares associated with this CIFS server
Do you really want to delete this CIFS server and all its shares? {y|n}: vy
Warning: Unable to delete the Active Directory computer account for this CIFS
server.
Do you want to continue with CIFS server deletion anyway? {y|n}: vy
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HiRE[EMBR : FlexCache B3

BRIEIS M BRIRENEA (R |, & RIEEEMIBRIES FlexCache BRI RIAHIRENHRE. & EHETHLE
Wik 2 B H FlexCacheBdBitE , A LAEA ONTAP CLI, ZEFEI ONTAP CLI , MBI R
17f£ /A ONTAP CLI EEERRH.

1. FEALT&HSME FlexCache B,

FsxId123456789abcdef::> volume flexcache origin show-caches

2. BBFEAUATH SRR EMIEFERRZR. Bifidest_svm_name , ddest_vol_nameS2{RH) BB
&,

FsxId123456789abcdef::> volume flexcache delete -vserver dest_svm_name -
volume dest_vol_name

3. MRRENEEFZRE , FERBIXIEIBR AWS CLI, APl SEZAMBER SVM.

BEERHEOEHERERETEMARK
WMRENSAEBDHEO XK, LERTIIAL -

Amazon FSx could not create a backup of your volume because the backup snapshot was
deleted.

BEBEARNAN , EAUBRELNITRARERETRE. EERBLER  SAEBRERE LHR#EE
BRE, BALURBENER , EA T —RNZEEBRRTHULIRE

- BIHRBEENEERE

- EINELERE A IRBRE

- EARE R BMER

« E7{EA ONTAP CLI MiBRfm {0 1R

RHHERETETRE
MEWWEHZHTE , 6T UER R RETORF KD ELIRULAER.
*H

HiREEMIER . FlexCache B3 419
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- YEHRERERENERT N

- WIHRENEERE

- ERAMGRESBHE

- ERRABNEZEREFZEEW

- MIERRER

- BIHEENRAERTE

HEHRERTRENERAAN

& LAMER volume show-space NetApp ONTAP CLI i P EEHMBENREREEEEB R, kE
AT HBERENMAEKNSRBUREEREEDE, NEFHAEN , F20 ERUKENRERE (7
Ao

BINHRENEERE

A LAEFH Amazon FSx 12 & 1 Amazon FSx AP RIEMUBEENREEFEE. AWS CLINEEFBI
EBINAEFHUBEENGFMEN K B2RENUEE,

HE , BHEATLUER volume modify NetApp ONTAP CLI i S8 INEBENRERE, NEHMAE
7, ROH EERIBRENRERE (EEAH).

E AR E B BRE

B EAUEEEBERA)  BURETEICFEANEEREREBIEMEEN KD, EaTLL
2 ONTAP CLI fE &t ¥ FlexVol BBk EEEFTILENE , iER FSx BARN ONTAP MTERREERE
A, volume autosize NetApp MFFMENR , F2H A BEHFABUEKE,

ERAMNEZERTZ=ECH

IR FSx for ONTAP BERXRFENETEMEZHER , ERELBITMERNNEETERR BRI

E , FHGEEEREEEANTRAREREL —&, B LIE Amazon FSx B AEBRRFKFME
AEEN TEEANNE REIEBTIRETANTIERERE, NEEZLEN , FS0 EiE SSD f#iF
a5 ES

ERFRUEE , EUUENERREETEREBENAND. UFEFAET A F2E ENEZRREE
ETfFEHM IOPS,

YR EREFRENERAR 420


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/volume__modify.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-9101/volume__autosize.html
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fRl B R BB

BIFFER , WRELNRBEEAFRRBRAUBARRE, RREBEFEUKER . snapshot B #1 B
HZH, ZALNEBTIAAEERENERERFRE .

- FHMBRRE — FEMRRBUABKFETFEE.
« B RER B B MIBRE R — 257 M BR AR AR L T AR R R R Rl EE R AR SRR
- BEESIRE — A EBRBRUTERERE.

WEMBRERERRERUAGERERROFMET , FBHMERRE,
ENERENRAERTE

EVANEHIERERHEARE , ONTAP HIREMN FSx TTREXSERRE, RIBRR , Mk
B AR/ 32KIB WHEREX/N , MRE LW ATRBRBE S 1. WEFHRES , F2R UKEERS

o

[z

HBEESH inode HESHEUEENREREMEN , &5 7Z 648 GiB WRRE., BRIFTER , #EF
REA 648 GB U LMK ENESMHMEHENRSISEEE |, B 21,251,126, EERFUEED
BABRAE A BZERGUBEENERSRE,

MREEIWHUHREARR 648 GB , WHBBRESM 21,251,126 R5IHHF , AL EFERINEEKE
LHERHE LR, MRMREENRFTRETR , AUUREESAEREE. NIRTEEHNHR
B, AT FEEMNE. NHEFEEF  F260E HNHEKE FAERESE LR (ONTAPCLI),

B AR 8 i B =R
MBLIBTB G, TUERLRETORF KD HE,
RIEHEBUR B IRER

BReBREEREEBEIH BN ENBIRINBENBE, LR T NetApp ONTAP CLI 5
TREHHERER

« network tcpdump start— BA BUIR D IRER
« network tcpdump show— F 7R~ E BIE1T Y BB SR BR
* network tcpdump stop— 15 1k IE 7EiE 1T ) IR T IR ER

MR b o
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EBLESTTHEZNERRKPTEFZ  sxadninBENFERAEFER.

S R AR IR

1.

EEMFH SSH EREIERRME NetApp ONTAP CLI , B Amazon FSx EAR NetApp
ONTAP £ &R —FH NetApp ONTAP CLIEI AR Ry 5 BREIT IR 46,

ssh fsxadmine@file-system-management-endpoint-ip-address

FRAT 5641 ONTAP CLI g AL B ERR B K.

::> set diag

E/ Q| Lhmfu\%%ﬁﬂ_f ’ nﬁﬁ*)’o

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? {y|n}: vy

BAERRAMLEREFHIERNVE. HEEXAERL , EXAUEYNESREHBEGS
ZEH, FATIESRRERETNESELEANHMIRE

::*> volume show -junction-path !- -fields junction-path
vserver volume junction-path

fsx test_voll /test_voll

fsx test_vol2 /test_vol2

fsx test_vol2 /test_vol3

ER&OLEN S| BBEBER, BCATIER :

o LAERBEHI#### node_name (B0 | )o FsxId@1234567890abcdef-01
* & svm_name R ARTFEREREENEZTE (K0, ), fsx
o LNRIRREM B ananta##TB (BIA0 |, ). test-voll

::*> debug network tcpdump start -node node_name -ipspace Default -pass-through "-i
elde -w /clus/svm_name/junction_path_name"

Info: Started network trace on interface "eQe"

Warning: Snapshots should be disabled on the tcpdump destination volume while
packet traces are occurring. Use the

TR EERIRTRE 422
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"volume modify -snapshot-policy none -vserver fsx -volume test_voll" command to
disable Snapshots on the
tcpdump destination volume.

/A Important

HEBEH R EEEe0e /T EM Default IP ZERIFHEL, £EHMN ONTAP 9 FSx & , FfiE
R EEEA LT Hede,

ERH YR , BRETHSEE

o HEAABAABARBHARHAR#AR AR B HR##HR/CLlus/ svm_name/Jjunction-path-name

 BEMMERNOERNERERE, 1L4HHHTHEHEBTTTIHBEBBEIRE | BHE  HHRE
_hhmmss .trc

- MREETRBE , filter_name EUIEREEEFSIF BN ZN LR,
« ONTAP CLI t13%% T %;& A -pass-through5| & :

-B, --buffer-size=<KiB>

-c <number_of_packets>

-C <file_size-mB>

-F <filter_expression_filename>
-G <rotate_seconds>
--time-stamp-precision {micro|nano}
-Q, --direction {in|out|inout}
-s, --snapshot-length=<bytes>
-U, --packet-buffered

-W <rotate_file_count>
<filter-expression>

NEEEEEREENXNNEN , FS[E pcapfilter (7) #R LF M.
5. MIRETHHER

::*> debug network tcpdump show
Node IPspace Port Filename

FsxId123456789abcdef-01 Default e0Qe /clus/fsx/test_voll/
FsxId123456789abcdef-01_e@e_20230605_181451.trc

6. {ELIEIRIR :

BRRERBORER

423


https://www.tcpdump.org/manpages/pcap-filter.7.html
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::*> debug network tcpdump stop -node FsxIdl123456789abcdef-01 -ipspace Default -
port eQe
Info: Stopped network trace on interface "eQe"

7. BREEEESRRBRL

::*> set -priv admin
S

8. FEBURTRER.
BB M S 1 E 84 A8 debug network tcpdump startS i ERNRRRES |, M A BB
NFS [E o R R Bk R ¥ FE Y SMB H F 3R 7ZHL,

MEHRHSEMWEEENR  F2EABMEFH ONTAP 9.10+ FAIAEH ONTAP 9.10+ FRIKREE
#BEE tcpdump. NetApp

TR EERIRTRE 424


https://kb.netapp.com/onprem/ontap/hardware/How_to_use_debug_tcpdump_in_ONTAP_9.10
https://kb.netapp.com/onprem/ontap/hardware/How_to_use_debug_tcpdump_in_ONTAP_9.10
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ERAEER

B A ONTAP B9 Amazon FSx X #4FE s 52 8% NetApp

« API fiRZ :

- BTN ER 20242 H6H

&% Amazon FSx NetApp ONTAP B E RN EERE, MEAMXHERNBL  HAMNET

B RSS B E.

g
EONERERZEDHE 12

HA B389 Support &

# Support Ein B AERXHN X
&

Support 10 7 fig#p FlexGroup
BiRR [E R X 8 AWS Backup

DU

E AR NetApp ONTAP By
Amazon FSx #7318 7 ¥ & @ &
ZERRFED 12 B HA B Y
MXE. B8 12HA HE
XX, U 12 B TA%
(HA) it =& 72 Gbps #Y
BIEAREM 2,400,000 {EE RE
ERE IOPS, MFEFMEN ,
RSB E A (HA) BEEHM
Amazon FSx LABEfi# NetApp
ONT AP &t

E AR NetApp ONTAP By
Amazon FSx &N 7 Rk [E
NEBARAN IR, MEF
HEF , FEREEUKRE LK
AEREAER,

SR AT LAE AWS Backup
FA1E ONTAP BER R FSx
HEHFIER FlexGroup
RE. WFFMEA , B2
BIAWS Backup #&#it Amazon
FSx £ M.

B

2024%3H48

2024%2H6H

2024%1HA11H
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/HA-pairs.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/performance.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/performance.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/cloud-write-mode
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/cloud-write-mode
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html#aws-backup-and-fsx
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html#aws-backup-and-fsx
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ERAEER

Amazon FSx 1 7 515

% , S |, B Bi#SxFu
lIAccess , &1 Bi#SxCons
oleFullAccess# 5 F5i#S
xReadOnlyAccess& 1 B 5K
SxConsoleReadOnlyAccess
SxServiceRolePolicy AWS

Amazon FSx B ¥ 7 & i
SxFullAccess 5z B & 1
% SxConsoleFullAccess AWS

2 %7 Support AINMEREER
3

2 %7 Support AINMERERR
M E

Amazon FSx B3 T B2 i |,
oo f5i#SxFullAccess , 2255
i#SxConsoleFullAccess , &2
BBEM S F SxReadOnl
yAccess BUR LUR INFT

A, SxConsoleReadOnlyAc
cess SxServiceRolePolicy
ec2:GetSecurityGro
upsForVpc MWMFEFHMENR ,
$52B Amazon FSx B3
AWS BB,

Amazon FSx B #f 7 &z B
SxFullAccess Mgz F#SxCon
soleFullAccess BUR LA N
#E, ManageCrossAccount
DataReplication MWMEFH
& , 52 Amazon FSx
EHZ AWS EHX,

BN ONTAP 1Y FSx 1t
AAEEZE HA BEYHHER
ZR xR MH Amazon CloudWatc
h 58, MEFHMEH , F2
REANERERRKER.

B NetApp ONTAP Y
Amazon FSx #7318 7 ¥ [0 4\ &
ZERRFNZE , JEAHE
= A A (HA) S iRMEE

36 Gbps H#%BAEM 120
EEEREERK IOPS, MEF
MER  F2EETAM (HA)

B ¥ M Amazon FSx LABRfR
NetApp ONT AP WEE,

2024 1 H9H

202312 A 20 H

2023 11 A 26 H

2023 £ 11 A 26 H
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/so-file-system-metrics.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/HA-pairs.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/HA-pairs.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/performance.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/performance.html
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ERAEER

¥ Support FlexGroup Rk &
X

HEEMESHDERRRT
WHAH VPC X8

Amazon FSx ¥ 7 R i
SxFullAccess Fl5a 5B & 1
% SxConsoleFullAccess AWS

Amazon FSx B¥1 7 & i
SxFullAccess 5z B & 1
% SxConsoleFullAccess AWS

E AR NetApp ONTAP By
Amazon FSx 8N 7 ¥ 51
FlexGroup X5, WMEFMEE
7, B2E (BEES .

SHEERFREAMUEZEHE
B VPC R Eith
BXiEmERRK. HEE
¥R 5 o] LAZE Amazon FSx %
4. CLI M APl R EE It Ih
B, MFEFMEN K FSHE
HAFHEEFTAS ONTAP R
RIFE I FSxo

Amazon FSx B 7 2 B
SxFullAccess Mgz F#SxCon
soleFullAccess BUR AR INEF
A, fsx:CopySnapshotAn
dUpdateVolume HIEFHM
B , 3828 Amazon FSx &
2 AWS BBUR,

Amazon FSx B #f 7 i 5%
SxFullAccess Mgz Fi#k F
SxConsoleFullAccess BUR
BURINFIEF A, fsx:Descr
ibeSharedVPCConfig
uration fsx:Updat
eSharedVPCConfigur
ation WMFEFHMENR , F2H
Amazon FSx E#1% AWS &
B,

2023 11 A 26 H

2023 11 A 26 H

2023 11 A 26 H

2023 11 A 14 H
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/volume-styles
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-file-systems.html#fsxn-vpc-shared-subnets
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-file-systems.html#fsxn-vpc-shared-subnets
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/creating-file-systems.html#fsxn-vpc-shared-subnets
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
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ERAEER

2% Support 237 §854
ONTAP SEFFERENIE

#hn 7 ¥ E A CloudWatch 15
BH Support MIF @A ERE
R

Amazon FSx B3 7 oo Fi#k&tE
B SxServiceRolePolicy
AWS

i T BEEME A NetApp Rk
EIE 2 Support

E AR NetApp ONTAP By
Amazon FSx BIEXEEI K
S\H) ONTAP BE&FERE ,
LAMETESER ONTAP CLI #
REST API B E 2 & T &L
MER., WEFHMENR , #F2
B3iE 7 NetApp ONTAP Ky
Amazon FSx Y A & F{F
£

FSx for ONTAP RTE iR HEEs
MM EEIE R R B E R
R, AHERRRFTENT
RE. WEFHHENR , F2H
A B4R CloudWatch,

Amazon FSx BT T 25
i#SxServiceRolePolicy
#cloudwatch:PutMetr
icData ™. WMFEFMHER

, 552B Amazon FSx B =
AWS BBUR,

&7 LAfE A System Manageri&
EREEEAR ONTAP B
R#EH FSxo NetApp BlueXP
MBFHMEN , F2REER
BlueExp £ NetApp REE
EE,

2023 9 A6 H

20238 A 17 H

2023 7 H24 8

2023 7 A 13 H
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/roles-and-users
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/roles-and-users
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/roles-and-users
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/managing-resources-ontap-apps.html#netapp-sysmgr-bluexp
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/managing-resources-ontap-apps.html#netapp-sysmgr-bluexp
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/managing-resources-ontap-apps.html#netapp-sysmgr-bluexp
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ERAEER

7T B EMS EHH
Support

Support #0T SnapLock

REHTHEIEAMT IPsec
HNZ2# Support

B AR TR [ /N8 A

&R LAE A NetApp ONTAP
WRAERER FSx P REH
ONTAP ERR#MEMH. Ev
ents Management System
(EMS)& AT LAE A NetApp
ONTAP CLI %13 EMS E#,
MEHMET , FREER
FSx By ONTAP EMS B,

ERAMA ONTAP By FSx 38

£ X ESnapLock iR [E
SnapLock A] B R A 18 R
A T—IREBAZE (WORM),
REE , IRBRER , BLLESE
TER R & I B R TIS S
Br. EAK ONTAP # FSx
TEAAMENMCEREER,
SnapLockINFFHME , S
B3 A SnaplLocko

FSx for ONTAP R 1E X B

A IPsec INZE R INZERRHK
HERAF R BERTNE
#l. WEFHEF  FBEE
B IPsec HN% N & Y &

EAR ONTAP B9 FSx H&RimE
Ef K/ EBRHYE 100 TB EH
% 300 TB, WIEFMENA ,
E2HERUEEEBFAEKX

o

2023 7 A 13 H

2023 7 A 13 H

2023 7 A13 H

2023 7 A13 H
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/ems-events.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/ems-events.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/snaplock.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/ipsec-encryption
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/ipsec-encryption
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/ipsec-encryption
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/manage-volume-capacity.html#enable-volume-autosizing
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/manage-volume-capacity.html#enable-volume-autosizing
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ERAEER

Amazon FSx 7 7 i Fi&Et
BB SxFullAccess AWS

Amazon FSx 7 7 i Fi&ET
BB SxConsoleFullAccess
AWS

2 ¥ Support AR E R FEE

B MAEA T B ST

AAEER
7a B PR B

Support FiEE —
ZHHH NVMe 3

Support £H VPC i IP {uik
HEREVEBRISEHERR
#®

Amazon FSx %77 AmazonF
SxFullAccess BUR , A%
Brfsx:*3F o] I i 45 E Bk
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