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3., REPWEAR , AWS Ground Station 87 ZIEENEBHELE L Y EASKEFS+ AWS B8
EREREPIECERNREREEEMEECHEERREREN ERRERETE. IRKIE
BENERRRIRMEE B RESEAERE TS8R FAILED_TO_SCHEDULE, mM&EHEAT
BEARBERVEEMME L |, 552 B0 AWS Ground Station Bifif& AR EE,

BRI IR AAERER dataflowEndpointName B &8 E & FRE In R A 4E A TR L & B2 i
R, EBSHESERTERESR.

dataflowEndpointRegion B EiEEERRERMEMENEE. MRENERRZRIEERESD
EEETESE , 8 AWS Ground Station 2] EEEBEHFHNERRERR. MRKREEESE , AWS
Ground Station #$TEEX ABiF& AW E TEW [EE ., MRENERRZ R B EIiFEBHIE ANhE THE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkEchoConfig.html
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WEEAE , ABEASHRABEERHENIABI®RA, UEBERIAERRENFHEAEAELRR
*EE y nﬁ 2 ﬁ o

MEERRETEGRAFENMEENERAESFZHZMNFER AWS Ground Station Dataflow i B B 48 #%
5{ y nﬁ e ﬁ o

WEMFAEALAREBERNRENFAES  F2H ERERRE

mE A EH AWS CloudFormation AWS Command Line Interface. 3 AWS Ground Station API £
BRnERn AR EHITRENGFRERN  FSRTIIXHE,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation &%

- #HEE AWS CLI 2% ( 552BdataflowEndpointConfig -> (structure)—£i)

- DataflowEndpointConfig API &2

Amazon S3 #HiHAE

(® Note
Amazon S3 i EEEE AR ER R E Amazon S3 , T2 AR ER Z{FZE Amazon
EC2,

HABARERRETHENBER. LEMESREERRERRAHNEAENTER pcap &
B WFENMFAEALECEBERNRENFAES  F2H CRERRE

BRI LA S3 Sk SIARERIEE Amazon S3 RFRTE  BKAER TTERNRERN D RIES —EX M
IEFEETR, UTEEREELSBVRHEMFMEN

« Amazon S3 EFITR B BLEL aws-groundstation B,

- IAM A XBEEEFHBEK , AfFgroundstation.amazonaws.comfRE B RIXAR, WE
&l , FSREUTEHGEETEE -, FACRYHE , HEER ID FAEE , GEBRELEFRE
8% (*) BUX your-config-id , W B LAEFEAMBEREER ID B 2REH.

BHIEEBR

MFNAEFRAGEERRNFEER , F3H (AM EHEER) THWEE IAM A,

i 11


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
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- IAM BEXEEE IAMBER , AT ACHRFIEBEIT s3:GetBucketLocation BE , W ¥ REF
BTBEMV 81T s3: PutObject B, MR Amazon S3 FIEEAREEBEE |, BfFITE
BERBAAAT IAM AT ELEE, MEEHF , FSELUUTHES A EBE—,

A EBER

MENAEHNEZACBRNFMAER , F2H8 (AM E£RHEER) FHEE IAM BEXK,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}

- A SIERYHRSER FH., BULUEEEASBREN , EEEKINRARE RBIEFME
ANHEER, Bl , {satellite_id}/{year}/{month}/{day}i$EX =g , LFEHEL
M HELE fake_satellite _id/2021/01/10



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

BRNIEARSIE : {satellite_id} | {config-name} | {config-id} | {year} | {month} |
{day} |

WEMMER AWS CloudFormation AWS Command Line Interface, 3% AWS Ground Station API 7£
S3 sk HMERE FHITRIENGFMER , BF2E T 53X,

« AWS::GroundStation::Config S3RecordingConfig CloudFormation B

- #HEE AWS CLI 2% ( 82 Bs3RecordingConfig -> (structure)—&i)
- S3RecordingConfig API 2%

85 AWS Ground Station Dataflow i Bt ¥ 48

Dataflow m%m%‘“%%ﬁﬂﬁﬂﬁﬁ%ﬁﬁﬂFﬂlﬂ*ﬁ%um&iﬁﬂ’ﬁﬁﬁo ERABRM —EEYRAERNRER
HEEN -0, EERSEERRERMESE—EFHET , CESTEE—ZRP - EEASBH
EERR 1’5']!111 MRBFRFERERDHEZI =EERRERY  CLAENSEBREEBERR
RinREENE -ERRERMEFET R =R,

® Tip
HITHEAR , ERRERESUARENEBRALN. GEEBERFPIZFTERE—HNA
B, BAFCEAMENEIERERERRIATIAEENRXENZEBRIEA. IREEEEGHEE
BESMNEEEE  E8REH. ZBUUBERENREREFENEE K UNFSEHEEEM
FEHRREBIEEE LR,

EENRERMBEETN —HSZSREFREARREZRERR , BEFEERV RS ARBERRE, &
A UAERHAT S EBIEA | BELBHEASAENENERRERMEFFE LT,

/A Important

Dataflow i BB AE A HRE A HEALTHY AREE , FREFE A EMEERBEA. NFENATHRER
HEALTHY SREMNERRBRRMBAETHEZENENR , F2H sHRER HEALTHY AREE
#) DataflowEndpointGroups ¥E{THE T .

Dataflow i 2 &40 13


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-s3recordingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_S3RecordingConfig.html
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WEMEIER AWS Command Line Interface. 3% AWS Ground Station AP £ & #7125 B8 4 3
TIREREEMMEEA AWS CloudFormation , 5828 T 5324,

« AWS::GroundStation::DataflowEndpointGroup CloudFormation & 5§ #!
- Dataflow i EhEH4H AWS CLI 2%
- Dataflow i EiEH4H APl 2%

ERRERE

ERAERMAHANKERERRERRM, ERRBERMEMERE | AWS Ground Station FARA
BinMERRERN. BREMERENRR SR EEVENRERMFACHEYXENER
(Blan P it ) . MEEABLEERRBRMERURNMAREXEEBEAENENES , F2
B o

THZERAME BNV RMEE,

/A Important

E-ERREREFATPHNMEERRERE SV EBAHEBER, &BEEEAWS Ground
Station ZR A Ein BB EE ST Dataflow inZBES. NMREBHNERRGIEEEMEER
NimE  BUXEASEEREEVERNERNR m”‘%’iﬁ%ﬂo

AWS Ground Station {XIEF2 =i 25

Agent AWS Ground Station Endpoint F|Fl AWS Ground Station Agent i 2 &R 88 jT 44 2R #& 1k
EiR, BEERBER AR 50MHz BB FARER T8 , A AWS Ground Station XE72
RNERRERE, EEEE AWS Ground Station KEBRERIHE , BRALEA EndpointDetails
AwsGroundStationAgentEndpointHI#fI. &% AWS Ground Station KERXHFMER ,
SRITEM AWS Ground Station KEBREREHEIEE.

3

AwsGroundStationAgentEndpoint@& T 5IEE :

* Name - ERIRERHER. EEEBRBACALERRERE  HLEBXEAFEERRBERIER
REANETR,

- EgressAddress - AR{E REEX&@H L ERN 1P MiEREmt,

» IngressAddress - AXiGERMEAN REREXN IP FEERE I,

Dataflow i 2hEE4E 14


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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Dataflow % 25

Dataflow iR ABREAEXNMARE THRKILER, ELEE FTEMARER., TTIR
50MHz RN FAFER , A TTHA/MIBARERE  BEAERRERR, EEEB Dataflow iR
2 | {84818 A EndpointDetails 8 Endpoint# Security Details 1.

Endpoint@& T %1ER :
- Name - ERIRERHEEE, EEERBACALERNRERE , LEBXAFSERNRERBHERE

FERNERE,
« Address - FRHK IP FEHEE U,

SecurityDetails@&T%|1ER :

« roleArn - AWS Ground Station #§#&{F# VPC R &M EMMBIKFE (ENIs) 2 &K Amazon
Resource Name (ARN), EL ENI AJ AR R ERNEANEL 2,

« securityGrouplds - EEEFEMERRENRLEHE,

« subnetIds - FHKBE , Hd AWS Ground Station AJRE 2 MEBE BN RE , SUERREE
ZERMHITEE. NMREEZEFRE , ePXBUURELESR, IR FREBVATRN T ARESE
(AZs) , BrHReEEEBTHESERERER,

BAWIAM ABroleArtnXBEFEFEEHE , Affgroundstation.amazonaws . comfR#% 881
A, NEHH , FSEUTHIIEEBE B, ERHEEVHB , KHERID FAEE , HKkE
FEBELEEHAES (*) your-endpoint-id, ENUERYRENAFERIRMER ID , MESEFE
BREERERZXIFEERRZMEE

IAM A4 EEH A5 AWS Ground Station 5%E ENIsHY IAM BUR., WMEEH |, FSRELLTHEHIA
@:E&%_ﬁko

sEHEERE

NFNAERABEERRNFAER , F2H (AM £HEER) THEE IAM AR,

A EBER

MFNMAEFREZACBRNFMER , F2H (AM EAEER) PHEE IAM BER.

Dataflow i 2 &40 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

£ AWS Ground Station RIEER

AWS Ground Station Z kA B 7] BEFE AWS Ground Station Bf&HIEEW ( T1T ) BELSEEBNF
AR (DiglF) ERRE,

EERRN
BRI AREMEE R AHEE

1. BRRAFZEEC2HTHERE - EHXNEEIHEN EC2 HTHEE., EALIEE AWS Ground
Station REER, MRAZFZEFARNEREE , BETERKESE, FE EC2 ERRTH
HEER , FSBREAERRE &,

2. BRRNE S3#EHE - EHRINEEMN AWS S3 EFErE TS H FE AWS Ground Stations
WME S ERRAWEBEERN , F2E BKREAER.

EMEERRMNERNTMEELRET —H AWS BR, EIIEZREMER CloudFormation 2RE I AWS &
B, LR EM, ERUNXERD, SEBEARESERNRNZE EC2 5 S3, BFEERERMNE
&,

TERETEARBEEWERE (SDR) HELUZFER , f& AWS Ground Station KR [EI1HE| EC2 #
1TIEBE K DiglF EHRRAE,

HtE

MEFMEF , F2RTEMAWS Ground Station FRAEEAEIEM.

Hll-
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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B 2R (€

Ha2Hl , BEZABHBEPNEARB S AWS Ground Station, MEFME |
Station BEH R .

FEZ2REAWS Ground

LLUR 2 AWS Identity and Access Management (IAM) W REBBUREBEENFGT, REEENAE
2%, BRI LBRREBREHENIS R,

S AWS IRF
MRIZRZE AWS IRE | SBEK T HIZZERRET —1E,
M AWS IRFE

1. BB https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

Mo EMEFREPRERER , LEEFR B ARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRFEIRFFHIFRE AWS IR
#NER. FRZERARR  FREEFIEETGERSE  YEECRAREAERUTER
REMEFIENES,

AWS EEIMEF TR B EEBERE FEMFH B, BT LAFER & https://aws.amazon.com/ 3%
BRORS , RSB INIREEEIEEIRS,

BEVEREEFIUERNEAE

M % AWS IRF |, ERE AWS t(REREAE. BUA AWS IAM Identity CenterfIZ2 EEMEAE ,
URGRERERARBEEK,

REBEIER AWS tRFRERH

1. BERFERELTA AWS IEF SWEFE 4t , LURS#HE EAWS Management Console &
DEAN. ET—EH , WARHNRE,

FEARERAEEANGRR , F20 AWS B A EREEMTINURERAES I EA,
2. agﬁfsmﬁﬁﬁﬁﬁﬁtﬁkﬁ%iiiﬁﬁ (MFA),

S AWS IRE 17


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial

AWS Ground Station EREER

WERNA  F2EHE (AM EHEER) PSSR AWS IRF BEAE (F28 ) BAESR
MFA ﬁl_o

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

MERT , F2E (AWS IAM Identity Center fER & E®E) FHIEA AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHERAE.

mEMEA IAM Identity Center B # 4 5 2 RKIENWHZERE , FSBAWS IAM Identity Center
CEAEER) PFERATERERESEAEFE IAM Identity Center B §,

UERERFRENERESTEA

EEFEAEH IAM Identity Center EFAE2E |, FEEAEIL IAM Identity Center EA EHREIAE
BE B EEE URL,

MFEAFEMA IAM Identity Center EAEZ AWRE , F2HEAWS BA ( EAEERE) FHEA
AWS FERA O#8E,

EREFIEREHMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEER , F52E (AWS IAM Identity Center FFH &) dWEVHFE
2. KEAERREFE 6 ARYUSBHABERE S AFIRE,

WMEFET , 5208 (AWS IAM Identity Center EFEERE) FHFIEEE

#& AWS Ground Station FF A #7182 AWS ZHRF

EEEFAEREEMEHE AWS Ground Station WIER TER , BEERT BRI S HEES
AWS ZHIRF,

1. A AWS Management Console YRR IAM 32 &,
2. BIUNBE. FRATISR

#& AWS Ground Station FFAJ #7118 E AWS &R 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam

AWS Ground Station

ERAEER

a. HEEEBKRD , BIZF Policies (BUR) , /AR IERE Create Policy (B BUER).
A ERERA JSON,

b. 1 JSON &&Ee , EATIEZ —#wE JSON, ERAZKESE

« ¥ Ground Station EE PR , B E1EFRE A Groundstation : * , N :

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [

myn

- HAMEEMERR |, 554% Action (B)4E) 384 groundstation:get*. groundstation:list*

groundstation:describe* , M R AR :
JSON

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

myn

#& AWS Ground Station FFAJ #7118 E AWS &R
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- MEBBZERJBRWINEZ LM |, #& Action (BNE) 52E A groundstation:* F1#& Condition/
Bool (f&#/f#) FE B aws:MultiFactorAuthPresent:true , I FFF7R :

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. EIAM EEZAEF , KEBRVHBRERIMENERE.

WFE IAM EREMEEBERNVFRER |, F20 AM EHEERE.

IMAEHE

EEEMA AWS Ground Station R —EZ S RERF , S REBUNE, RITERE, HEERE , URES
HMRAH. LEEREWZ (NDAs),

EFMARERFSR

FHEMAR—EFEBHRERF , a7 AWS Ground Station FIRABEENFENEREEDKRT., UTRH
BERER.

1.  #2BS AWS Ground Station [V EEE , ¥IBEHNEERERTSHEBENEEEHERISM,

MAEE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources

AWS Ground Station EREER

2. EZEMBKENEEMA AWS Ground Station , FFEXEFEHHE
<aws-groundstation@amazon.com> , EFEEATKNEEERNEERE , BELNAR
ZB., IENER, FENBERE., FENDEEDR  URERSHEIEA F£H AWS Ground
Station 8z & ThEE,

3. ERIKHEMLHFERE , AWS Ground Station SSELFTEIFEANBENERBLREE, WTB
WEFEREERBNENTAEELIEMEMTE,

4. BB ER K ENEERSEREEFER., AWS Ground Station 83X B Th T HY @ HiE 18,

(ER ) mBEE

MA#% , St EREBMIBEFEERE , LEEFRERMHET. AWS Ground Station i FABE4E A
HEE K FRAHBERERAEEENEERBLU K Norad ID, BTREERBUELEIREEERE
BREERNEE, EEEEM , TUEAER.,

AT LAER AWS CLI ShE A —1{E AWS B EH |, EB tag-resource APl JR{E5E AWS Ground
Station SDKs, https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.htmlZx
BN BMAEER AWS Ground Station CLI £ FEFEAE E#EE 2 Aqua (Norad ID 27424)us -
west-2,

AWS Ground Station CLI

AWS CLI AT 2k E2 B &) AWS Ground Station., £ AWS CLI B2 ZNEE 2R , B mE T3
AWS CLI ZoiR&4 :

- HBE AWS CLI B%% , MFELTENEFN AWS CLI , 2R ZE AWS CLI 5 2 hiR,

- HE AWSCLI ERE . WERENHEBER AWS CLI, FFBREFRE AWS CLI % 2 ki,

- BEANBERENEAERFHELE AWS CLIH#ENERY, SEEEEREMEAERREZM
E¥ AWS Ground Station B##& A AWS CLI, IFERFAENEAERRENFMENR , F2HEE
BHNZAERERBTE,

AWS CLI 52 EF W B FEA%E , 35%8E AWS Ground Station CLI s 52 ZHME , UBRRAT AN
T AR , FFER AWSCLI i h#iEE , XFER A SiNEFEgroundstation , BUEE
AWS Ground Station & EEFE AR, ME AWS CLI S EBHEMAEN , F2BA AWSCLI B
EFHGSHEE. ATREGSEEEL,

aws groundstation <command> <subcommand> [options and parameters]

(BA) HBEE 21


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
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WREE

B AEENEEETZEEMN ARN (ASN), ETLLEB AWS CLI FH list-satellites APl 5 :

aws groundstation list-satellites --region us-west-2

1T LR CLI sn B ELEUL THE Y

"satellites": [
{

"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",

"satelliteId": "11111111-2222-3333-4444-555555555555"

}

ERLERTCNEE , XL T satelliteArn, BN —BEEITESERER , Tagresource APl H
[EiE ARN , T list-satellites EEA ARN 2280, ¥R T—EL R , BEZE ARN EXAKEE
EEBNEE (TREREGHENEE ), EH&EFP , BMFEA us-west-2, EBIETE , ARN Hv:
xRE :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

=z

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

FEEIRAPETEEER  GEMXEERS “Name"BRBREAEHR. A, RREMEANR
AWS CLI , 5S4 ARMREH, EREERSEM

(BA) HBEE 22


https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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{\"Name\" :\"AQUA\"}
BE , £48%0 tag-resource AP| XRIFFCEHE. E R LA AWS CLI EHEL R :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"AQUA"}'

HATHLIRER | BASREHE T A AWS Ground Station EEEAFHESRENERE,
BEHEENER

MREGCHRESLEHEENER , AEFHAMERN“Name” R5|#FXEMAEE ARN LY tag-resource
EBEEBHEATENERT, ESEHEENER Y ETRAFERTER, ﬁﬁtﬂﬁ%ﬁﬁ]ﬂ?ﬂuﬂﬂ-l_
TR -

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" : "NewName"}"

BREENER

AT LAEA untag-resource AP BRRFBENBBE. It AP EEEFERFEESNEE ARN , URE
BRo|IBEE, YHREHE , EBESIEA “Name”, £ AWS CLI FEI It API B9S2 R AR -

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

NEREBEE

BRYMAZECHWEEZHN , BETUBRNMAZELAEBEE | WIEHTLRERN TTERAR
B, ENELEMFER HELEE AWS Ground Station TITEH,

(® Note
B EAD DEREELEHE, BRAREATLAREFIN TTEARE,

NEEREER 23


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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AWS Ground Station ZEMATHEE , LN TEEEBES :

* Aqua
+ SNPP
+ JPSS-1/NOAA-20

 Terra

A% , BNaEEGSLLEHE LT BMEA. AWS Ground Station E#EFr 2 FE A REM AWS
CloudFormation &7 , A FERR B RERRKE. WF AWS Ground Station 2RI 2 #Y & il €551
Tfi%ﬁﬁﬁ*;ﬁ‘ﬂ,_\ , nﬁ /Bﬁ o

NEEHEELEEE  UREEFHEEMNERERFME
SNPP # Terrao

BRE|I G ERREEARR

BRREFE L SEBFARCHRSNERLSET. REBEENEENEARS , EURFEE-—EIM
BEE, RPEABREAFEFAEN LTES  UAREFENTRTTRE. FEASEFARTESESR
BNRETITERE,

FESERRMS

EBASERRZE Amazon S3 , ENEBEER GRS HF XA ELEWRS PR Amazon S3 f#7F
Frig. BHEEREREUH S (pcap) BREE , UAHEBBENERERRERNERE
(SDR) , = ft pcap ERMEEVEABRERETERE., EXRERBREIBHIEERE , pcap BERB IOHWEXR
HEIZH Amazon S3 R FETHE , UAREZEREHEHBEEBKER, W% , EUUFEAE
CHRBEEEHE R A Amazon SageMaker Al 5 Amazon Rekognition EH it AWS IR REEE
#lo BERRIZE Amazon S3 EEARRFHETTER ; /AR Amazon S3 BER LITEEHE,

illll
#

28] Aqua. JPSS-1/NOAA-20 and

FEMFALER , BFEEA B Amazon S3 EFETE AWS Ground Station , BUSERRFEH A,
ET—ELSRG  SHUEEET—ELSBPE S3 B, MMEAmazon S3 HEYHERKIFTED
BHRE |, LR IS EERFEANTRES , F28 .

RLZERRM

HBERRZNZE Amazon EC2 B | B BEE R SRR E| Amazon EC2 T EEBHRFTER. B E
Amazon EC2 #I{TEE LRI REEER , SEXERETRERE,

BB ERREEARE 24


https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/

AWS Ground Station EREER
EFEFHARLSERE , BEEFH KR E Amazon EC2 #{TEEE |, I 7 — = % @ Dataflow i 2hE¥

B, BHEEE Amazon EC2 #i1T{E% , 5528 & Amazon EC2, EER I Dataflow B , 55
28 {8 AWS Ground Station Dataflow i ZiE48

MREEANRERRERIARE  NSBETREFARE,

WREFE A AWS Ground Station RERERERE , AIFERBARR,

IR

ERSERD  LEETELNEE. BAKEH IAM, Amazon EC2 M Amazon S3 EiR., ElLtS B
|, BASE T AWS Ground Station AIfZHE E B 2 BRIV 4HEE,

BERXR R

ERVNFE—EACREFEERIMNNNVENSNEE, FAL-ESRNER , EREBTIFS
HEREEA,

« Amazon S3 #HAERE - G ERRK{FZE Amazon S3 HFETE,
« ERRERIERE - BERRZNZE Amazon EC2 #1TEE.

FHEHRE
F 248 AWS Ground Station M EEERNEE2BEAMEE. BiESEE PIRENEAMAGFE,

- BHHERE - RERFEBHSTBNAUERERENER, ERIHREERBHLERE,
KR TATHERE - RNBALILEVBRRBRARER.

R TTHERBBERE - XNEANBRHNRREERER,

R LITHERE - BER LITEENEE,

AR LTEEERE - R LTHARERNEE.

B EBHEIRE

ERE L —ESRPEBNERE , CERINMERFEUREFEBANAELE R, EHIRD , &
HEB NS EEHRER, EFHHERECRITEECNRER TZZHENRENERTR.

ByiERE 25



AWS Ground Station EREER

WMERTHSE , F28 AWS::GroundStation::MissionProfile CloudFormation &R EH!

1. RENERHEHREDE. ETRERETBEERKPNERER. S, WREF@ERsatellite-

wideband-narrowband-nominal-operationsig £ flsatellite-narrowband-emergency-operations.
2. RELEMEMHERE,
3. RELNZEATHKREERD, EVELGEBENBRA , UFESENEBER,

4., FREANEERHBMNZERN streamsKmsKey # streamsKmsRole, ERARFIE AWS Ground
Station ER A EERRE.

5. RELHNERRE. EALEL—ESRFEUNARE  BAECNERRBUNSECREEAR.

6. [EA] FELWEEITNEERBBZFEREVE. EANEREZMzE S 5% LS @
KEH, MEFMER , FSBAWS Ground Station 8 S4B E1b.

7. [EA] SUNEEREEHEEHAEEYEH, ELTARBYURERRTAXNED BNEHHE
A

g 2E GflEHRERERE  REF-LEEENER,

THREET R

RELECENMANEENERNERRER  BEEBHHEBIEALEEZZEEHRA AWS Ground

Station,
BRI LUER T Y HAP —FES XERERREE A

« AWS Ground Station £ &

« CLI reserve-contact AWS #5% .

- AWS BB EH. ReserveContact API,

WEAFE W1 AWS Ground Station Bt E 2B R taERXE AN ER |
Ground Station 20{AI{E & 2 M ER,

BOM THAWS

AWS Ground Station &#tEr 2Fa %£ R EM AWS CloudFormation E57% | 844 58 5 52 b B 24 5 A BR
. E AWS Ground Station ZN{AIfE A BY €5 HI € HI{EFEEREREERE | B2

BRESMNTEERER | St BHEAECHAFAFNBABEER AWS Ground Station , ASEURAEEE
FERARM, THIRERETHEIET #F—La] HRYiRE -

THREESR 26


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html

AWS Ground Station EREEmR

» M AWS Ground Station Amazon S3 BRI RATH B B{v b BREIEE ( AR M BB GitHub fE1FE
awslabs/aws-groundstation-eos-pipeline)

- EA ERLEEEER AWS

« HERERE(E A AWS Ground Station : 20 5|E

« {8 AWS Ground Station WideBand DiglF # Amphinicy Blink SDR ( X E BRI GitHub &
£ /& aws-samples/aws-groundstation-wbdigif-snpp) 22 & & X 25 £ 8 T 17248 GitHub aws-
samples/aws-groundstation-wbdigif-snpp

THREESR 27


https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp

AWS Ground Station

ERAEER

AWS Ground Station &

AWS Ground Station 1282 AWS E 5% i [E 15 2 IR %I £ RR R 49 £ BK b TH vh #3%
MW AWS EiEEE

EfAELNE, ECREXNERN AWS B,

SHU LR E AWS /Y 2

AWS Ground Station £ KBRS SHE TELNE , EENELIFERMREHEEREN AWS EiFF,
3 TE U BV B Y 52

A LUEIB AWS SDK ListGroundStation B FEREENE A #E 17 BN AY i 8 T 4 i
ENSHHES, FS2EAMERE , UFHESEREHENRUERE,

/%EZZUTFE/T

Ground Station
B
Bl 7 Hiv 0 1

B 1
FAER 1

Dubbo 1

BERRE1

ZHEE 1
B EM 1

BEEHRE M 1

Punta Arenas 1

Ground Station
g

5% B B S Hi

B+
FIERER
EE BN

XBE , ERR

EHEW
KEIEZ M

XER#HM

Punta Arenas ,

=gl

AWS EiF &8

KEFEED (BE
)

s (E)
N (BER
TAESE (ER)

KBS (BRE
)

BN (ZRE)

KBRS (X
::9)

KBS (BRE
F)

rAEN (ERE)

AWS BT

us-west-2

me-south-1
af-south-1

ap-southeast-2

us-west-2

eu-west-1

us-east-2

us-west-2

sa-east-1

SEaoo

BB,

fiz

TEBRMVKN AWS
[ i3

TEBRMNHN AWS
=i

FEBRMAUR AWS
[

TEBRMNKN AWS
=15

&R AR

SRGHEEVEN AWS B
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html

AWS Ground Station EREER

Ground Station Ground Station AWS [EiE & AWS [EE RS 5t
&7 &

BE 1 B, MEE S AES ()  ap-northeast-2
Frhnig 1 i hn3g DK EE (Frn ap-southeast-1
)

HTE ST 1 R HTE S R E BN (Hr =S eu-north-1
)

AWS Ground Station XEH AWS [E1F

EAILUEIB AWS RBEMHHREZEN AWS B AWS Ground Station 124 & B MR EERVEEE A
&R LA in B FAWS Ground Station Bt 48 F #2148 < B Y [ 50 K HL AH B Bk AT iis &6

Sivo & Ak

£/ AWS Ground Station {2 & IhaE RIEFTA AWS Ground Station AIEF Y AWS [E 15 7 fF
Ho 8o BHEREEMHENBEIEIAR , FE8A "898 1 B Ground Station Name, a0 |
T sBRXE 1, R SHEY , HA T8XH 1) £ESEUNETREIA,

AWS Ground Station 5 iE =

B8 AWS Ground Station XF (L E#AHEBBAVENESR, SLESSREARESORHEZVE
MRRERIER  BERIL TR, ESTEEERE !

- BRXENMEMFIEE - flH , ESFRGRLUBIEEYSEHHEREAR (RF) AR LLE
WAvYEE,

- EFEEETE (RF) - EEFEEW (S0 RFI BREE AWS Ground Station RAEH TITAE )
F{E#& (AWS Ground Station KiEE#M RF FSEEHNASZKRR[ERETDRFE ) HRE

- EEERE - EEEEEFERE AWS Ground Station AP RETETIFHERS , SIMARE
BRI EEAE,

AWS Ground Station Z#£# AWS [Eig] 29


https://docs.aws.amazon.com/general/latest/gr/gs.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS Ground Station EREER

ELMLESREMERBMEBE, Sl MEREYMTUERBRVENILER. RFIRETES
8F K FELEBETRSUTENRFEN. SURBRZHZ (NDA) £ AWS Ground Station
MRS,

ERFEBEENES
BR 7 =B U5 B89 AWS Ground Station fBUMEEZE 2/ , HREZBECHWEERERS , TR EEEHE
HEBH , BUEAHMES, EFEZE0LTE AWS Ground Station & case-by-cases®E , A

HERIEFE R AWS Ground Station ERiIELFHEBARFATSRE, WEFMENR , BB AWS Ground
Station BB,

W VhE B A HBHSR RN 8

RLESAME : L17 (F@ ) @HESNTT (BER) HMES,

£ ListContacts 245 H Al ARV B & BFRIAF | AWS Ground Station 2R BEHEMARESR |, ¥RE
ETTEETH , EETEMEE, TANBERBERUEETTESETRMBRARR, EUEARE
EHEEERATTESER K T2EZRE,

LITRUEEETEERETRANBIKKRE  BEETEREETENREEEZTES RELTHERE, EA
REERTINRATRBERRD  BIELTRERN ETRMESMELER, T8 , LITARERS
2 HRECFEMBANBSEATRELRSH, FELTERE K LFEAEZBREMUNLTES,

ELARNLTHEBBT s SRBEHENEENN  HERXRUEN LITHMESEMAEMFE. £L
THNTTRBEEELNESS , HIFEREEERE, aEGESS , LTEETURESR TR
EE  EAREERABNBBSESEEEERA LT, MESsREFEBELZAR LT, HEEER
BN BEREER,

AWS Ground Station 5 2iIhEE

/T ELERNRE , AWS Ground Station JRE—HFE RH RREEIIEE , ARG S EXRHF i
HEVE, MATREN - THRARENFERBEVENRRERMES. BEBMBAR , B UBE
HEEANRRER, ERAGEREHHENNERBERERETE  ERFEAMLEXRE, HR
FEEREBE , fINRENRE , BEANBENREEEFTE,

B, FREMREESXET5IZhEE
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® Note

BRIEZARA , BATRINE - FHEEHBUNEARE, FEEENERT , URBREK
Py Z@ERE , AFFRKEMZ EBARE.

heeE® 58 2R & [F EEEE Polarization Common izt

Name (BH

A1)
antenna-d 7750 - 8500 50 - 400 MHz RHCP XEEEHET MWHEFEE
ownlink MHz 1T A AWS

Ground
antenna-d 7750 - 8500 50-400 MHz RHCP Station £
ownlink MHz 23t
antenna-d 7750 - 8500 50-400 MHz RHCP Alaska 1 5
ownlink MHz Punta Arenas
antenna-d 7750 - 8500 50-400 MHz RHCP Lﬁ;igﬁtlﬂ
ownlink MHz REo
antenna-d  7750-8500  50-400 MHz ~RHCP SENESHE
ownlink MHz mAL R RARIR

BETXBHEIB
antenna-d 7750 - 8500 50-400 MHz LHCP 400MHz,
ownlink MHz _

FrE E 48
antenna-d 7750 - 8500 50 - 400 MHz LHCP LREEE LA
ownlink MHz TEE,
antenna-d 7750 - 8500 50-400 MHz LHCP
ownlink MHz
antenna-d 7750 - 8500 50-400 MHz LHCP
ownlink MHz
antenna-d 7750 - 8500 50-400 MHz LHCP
ownlink MHz

AWS Ground Station U5 2iZh&E


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug

AWS Ground Station

ERAEER

Thee A

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-u
plink

antenna-u
plink

antenna-u
plink-echo

antenna-u
plink-echo

antenna-d
ownlink-d
emod-decode

antenna-d
ownlink-d
emod-decode

pF

2200 - 2290
MHz

2200 - 2290
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2025 -2110
MHz

2025 - 2110
MHz

2025 - 2110
MHz

2025 - 2110
MHz

7750 - 8500
MHz

7750 - 8500
MHz

N/A

SRR

m
[
N
(@]
=
T
N

:Iu}
[
N
(@]
=
T
N

:Iu}
[
N
(@]
=
T
N

2 MHz

2 MHz

=iZ 500
MHz

=iZ 500
MHz

N/A

Polarization

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

N/A

Common
Name (BH
B

S BHETAT

X SR SA
T

S 5% L1TE
S

LiTEE

X SEE AN
BT

N/A

fmat

— IR REEMER
—{E&1t

—RR ﬁbﬁﬁﬁ
—{EH&{L

—RABEfER
— {41t

EIRP 20-50
dBW

HERBRLLT
BR 51

X EBBER
MR ia it

AWS Ground Station U5 2iZh&E
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*RHCP = A F B &L , LHCP = EFEF &L, MBERLHNFMER , F2REELEL.

AWS Ground Station 3% 2 IhAE 33


https://en.wikipedia.org/wiki/Circular_polarization

AWS Ground Station EREER

T #& AWS Ground Station f0{Al{# & E EFEE R

T, BBERYE K RRERXRXVDHFOFNERIERGEHE. KRELLRE , KEREEREXE
B, ERHEERERTAZHNFNSEER/ESR.

AWS Ground Station i F & B BB S T B AR A IS ATt BB EMEA |, WIEF S S AWS Ground
Station PN RRIERENEE. BIFFHER , WRENFHEFERN NORAD ID , BIFEERIE
A EH¥EZR AWS Ground Station 2L E M E R,

£

- ERERMER

- REBRTERMEER

- TRE L ephemeris

- ISEENERTREER

- EREERIRUEESR

AREREHEER

BIRFEEE , AWS Ground Station AR E Space-Track WABATAER , MEFEEHRKIEME
YERZ Mt AWS Ground Station ELTERMWEEH, ELERMETEREFE NORAD ID HHBIBIMN E
TLERE (TLEs). FIEERNEEMHEHNELIEFA 0. H , FEB ephemeris APl EEEAR
BHNEITERMERN —F2EREE  HELEFSE-—FA1HES,

2B NORAD ID WEE XA FEBET ephemeris ERZHAF AWS Ground Station. Hlan , BIRKE)=
ZIZ M Space-Track B k& REMEE , S FEE NORAD ID, MEFELBRTERMEER, WFER
HETERMENFHRES  F2R  REEFTZHEER.

REBTEREER

/A Important
ephemeris API B 81 A T8 Bk EE

EREREEN 34


https://en.wikipedia.org/wiki/Ephemeris
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Two-line_element_set
https://www.space-track.org/

AWS Ground Station EREER

EEFERRMHY Ephemeris APl NFH, NREFELEEFTEREERNED , BEZBHE

<aws-groundstation@amazon.com>, AWS Ground Station i EFHEERMEABALAESE

o MREERIEATRE , AWS #&E A ephemeris ERIRBHBED B &,
B

Ephemeris API 7t 5% B 5T B St 4 £ B %) AWS Ground Station , SAEEEEREFER, E&E

RMEMESERRAE Space-Track WHARERFMNE (F2H  ARTHMEER), RFIZEL Orbit

Ephemeris Message (OEM) M# 17t %& (TLE) KRR ERMHER,

HEBFTERMLIAREEREE. BERE A Space-Track TRHVLH R R IE AWS Ground
Station , AR ZEI&%E,

(® Note

ERFEERREE B FRB a2 85T ephemeris B , B ALL& 00000 AR TLE MEE
B $%SR IS , A% 000 AR TLE =X OEM FEER 2B IEEM N B RTIH D (5
mn , 2024 FRAENHIEER A 24000A),

WME TLEs BAMFMENR , F2RETLES, WF OEMs BAMFMER , 52K OEM
ephemeris ¥ o

OEM ephemeris # =,

AWS Ground Station 181§ CCSDS #Z#EE OEM & Fi2t#Y Ephemerides , 188 — /MR
#l, OEM EREA KVN &, TxBLHA OEM AR , LAK% B CCSDS Z# AWS Ground
Station WEE,

=6 W1z ZE CCSDS AWS Ground ek
Station 4 E
258 CCSDS_OEM = -3 MEE 2.0
_VERS
COMMENT & &
S| & &

2]

35


https://aws.amazon.com/service-terms
https://aws.amazon.com/service-terms
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://ccsds.org/wp-content/uploads/gravity_forms/5-448e85c647331d9cbaf66c096458bdd5/2025/01//502x0b3e1.pdf

AWS Ground Station EREER

=6 WL Z=E CCSDS AWS Ground fBsE
Station A&

CREATION_ = =

DATE

RiA [ RS ~ ~

MESSAGE_ID a =)

&R META_START E E

COMMENT =) =)

OBJECT_NAME = =

OBJECT _ID = =

CENTER_NAME £ = ME(E Bk

REF_FRAME = -3 ESZWE :
EME2000,
ITRF2000

REF_FRAME a5 e TEE,

_EPOCH AEZH
REF_FRAMEs
BEHERE epoch

TIME_SYSTEM = = WE{F : UTC

START_TIME = =

USEABLE_S ) =)

TART_TIME

USEABLE_S i &

TOP_TIME

STOP_TIME = =

OEM ephemeris &3, 36



AWS Ground Station

ERAEER

-

HBREME

Az

INTERPOLA
TION

INTERPOLA
TION_DEGREE

META_STOP
X

Y

Z

X_DOT
Y_DOT
Z_DOT

X_DDOT

Y_DDOT

Z_DDOT

B%_ MK

FZE CCSDS

a

7|

WD RO WD RD  AD KD D

7|

7|

7|

7|

AWS Ground
Station ¥ E

=
=

fim

WD WD RD WD WD AD RO

7|

7|

7|

7|

{5

©E , FHit AWS
Ground Station
AT LA BB A B
EEBEDA
E.

KE | HIk AWS
Ground Station
AT LA BB A B
EEBNEDA
E.

B RAK km
B K km
 RRE km
B RRE km/s
B PRE km/s
7 PREFE km/s
B AEK km/

sN2

K km/

sN2

B K km/

sN2

OEM ephemeris &3
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AWS Ground Station

ERAEER

3] Az FE CCSDS
EPOCH e
DISC_REF_ =
FRAME

Ao AT _1F1E -

AWS Ground st
Station ¥ E

a

a

a

* NERIZ L OEM & AWS Ground Station 88 X EWNEMERS , OEM HEERTE KB,

B2 1y CCSDS ZXWEERZE= AWS Ground Station 5 :

« CCSDS_OEM_VERS #%47H2 2.0,

« REF_FRAME %722 EME20003 ITRF2000,

« A% #& REF_FRAME_EPOCH AWS Ground Station,
« CENTER_NAME #ZH= Earth,

« TIME_SYSTEM #4782 UTC,

« CPE AWS Ground Station % INTERPOLATION # INTERPOLATION_DEGREE,

KVN #& =X €565 OEM ephemeris

LT R JPSS-1 AN EEBEFEN KVN %3 OEM ephemeris & K &4l

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS
META_START

OBJECT_NAME = J1
OBJECT_ID = 2017-073A
CENTER_NAME = Earth
REF_FRAME = EME2000

KVN &= Y5 5| OEM ephemeris
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AWS Ground Station EREER

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

#3I BFT ephemeris

AT LAE A API 89 AWS Ground Station CreateEphemeris BIfERE M BT HRMHER . WEIES
FERABERAXHNERSHRIEEN S3 B LETREER,

R AEE , L& ephemeris 1% ephemeris iXE 4 , VALIDATINGYE BN IR L TERE , ABE
MELERE ephemeris BB EBIEA. RBEE ephemeris BBt TERRER | ENABLED?QH%EFHF‘\
Bi& A, BPER®E DescribeEphemeris SAERS B RFEARRE | SEA CloudWatch 436 Mt & Bt
REEEE,

EEHBEVNTRESHETREDE

3

2R BEDHENNETESEH
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html

AWS Ground Station EREER

g5l FEB API B #1TTE (TLE) £4 ephemeris

AWS SDKs # CLI A Fi %k AWS Ground Station 3&i CreateEphemeris FEY |, ## 4Tt %& (TLE) £4
ERMEREES , HERUEEREARBREENTERERMHEY (F2RERTELER), e
{51 7R B 7 AT {5 FH AWS B 3 A Python B9 SDK (Boto3) #{T bR 4E,

TLE ££2 JSON BN , i —=NZ1E TLEs RELE—i2 , LEREEHI, TLEs £E4+HH TLE
MARREBES , RATLARAREBEHY (B TLE £6F TLEsZ BRI E0E ) . 44| TLE £
TR :

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

},
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

@ Note
TLEs £6% TLE WREHELATEMEN , FRRAE NN EGDIT,

&7 LLEIB boto3 AWS Ground Station AIFiwm L& TLE & , MR ;
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tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satellitelId="2e925701-9485-4644-b@31-EXAMPLEQL1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

}
1)

I PP OY A E] ephemerisld , AT AR ERK S #E ephemeris. BTN , FAFIwT LA LR rEL FRiR LY
ephemerisld 2R¥ 5 ephemeris #REE :

client.describe_ephemeris(ephemerisId=tle_ephemeris_id[ 'ephemerisId'])

LA T 124 DescribeEphemeris B ¥Ry & {51 [ fE

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}3}]1"
}
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}

BB DescribeEphemeris B CloudWatch B4 3B FENERHEHNRE BB
M\?Eﬁ'ﬁ‘fé‘c BFRLEHEBIERE , THEEHIES ENABLED , I o] AR BITHEIE A

FEE , ELR259948 6% | TLE £+ FTA TLEsH ) NORAD ID BERSEHE EHE Space-
Track E¥EFIEIRE NORAD ID,

g4l : $& S3 T L& Ephemeris X

B LB BIE R FIRNY4 S8 | EER S3 @FETE L& ephemeris 8%, AWS Ground
Station R REMENH4. B PREBERMBNFMEN AWS Ground Station , FF2E : BAR
AWS Ground Station FIFREEE ¥} N

AR 2% S3 178788 £ & OEM ephemeris 1=/ &4

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0EM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}

1)

LA 21 DescribeEphemeris B)fEE RN E RG] , ZBELA L —EEHIEXNBTER S LEH OEM
ephemeris FERY,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
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"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

4| - i FRAEFIRMEM ephemeride AWS Ground Station

MERLL FRAEFRAENTREERNFEMIET AWS Ground Station , FF2BENR FRAEFREH
/9 E B E R AWS Ground Station ( AR HEEEE GitHub fE1ZE aws-samples/aws-groundstatlon-

ope)

T BR(E A WRLE ephemeris

Ephemerides ERELIEF. BHFENBANESR. ELXEe—RBAEEZEANFENTRNE. SEHF
ERgA—EERER,

BEANTEEENRRARSEXAIEFNERMEER K HBHBERARNERE., BXEFEEAEX
TMBEIEFHES, ListContacts EEI o] ABE BB R AL TR AER, MEZEENABLEDEF4HE
HEEHRNELXIERF , AeFERAREEIRENN DRSNS,

(@ Note
AWS Ground Station ¥i B {E# 2ENABLEDE F RN T ERN M E L FRKEEE
( 528 : Service Quotas), & EFEET A 5% L8 ephemeris BX , FMER ( £
DeleteEphemeris) Bf&H ( £/ UpdateEphemeris) RIEBEIEF/ ZEREEINEFFEM

#) ephemeride.

MREARBIERY  RENRRZELRMLEBENABLEDAREE , Al AWS Ground Station #$7£ 7] A
RifEAETE ( 2RB Space-Track) WTARR E 1, TR ephemeris WEEIEF A O,

MERMEHSTaEREANEZE
£ DescribeContact AP| FEBEE/ERFIN T REEFRE , RRGEHTETHE LHEREANEE,

L EF ephemeris 2 BIBFREMBE AR E RN HENBREERE , mMXBEMRSFERERPH
ephemeris, MREARZEMWNERBERATHNEREZERERA , AIHRAKEMESR/ZWIEEES 2 5
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BE, EVRSERRRXENEEEBRERE. BRIt , RMBBEE LEEH ephemeris BR X
ZREMF ephemeris 2% , BUBFEFHERER R BEAZ, £ DescribeContact API , ] LA LLEBIEREY
PEREBAR AMEER visibilityStartTime startTime endTime# , LA ER 5 3 K /UL
HIDEZIMREN R TMTMEEFERANBE AT DvisibilityEndTime, MRERZBECEM B HE
BARRMEE (M)  BESESEETEER 0¥, BUEABITBEEHEE , BUENBESTREEL
BA., IEBUEBBNEFEFRERN , 528 : Ground Station FAQs,

HSEENE T RFEER

AWS Ground Station 4 EE 2 A B el TR TR | 1EBF I GetSatellite 5§ ListSatellites B
ERBEEN, EME S EHSERE BB EAT ephemeris WHEER, HERFEPEEHHEALEE B
BETEEMEPEER AWS Ground Station BRI EFEHEERTE,

BEREZRAEEE sourcefl epoch 1. epoch 2% Space-Track RERHE 1T TEEM epoch ,
BBl iEfE AEEFEENEIF,

E15T ephemeris sourcef9{8% , "CUSTOMER_PROVIDED"If#f ephemerisId {2 & Mt — 5l
o LErE— BT o] AR IEIB DescribeEphemeris BIfEFE A ERFHEE R, WR7E AWS Ground Station
i#Ei1B CreateEphemeris B){E LB E BB ephemeris £ , Rl EEZEAname L,

WEBAOEE , BRERENTRMER , AWS Ground Station R It {EE MY E R R R API BFIEE/EA
TRMEENMIRE,

{# i 785% ephemeris GetSatellite/E[ol & £ 1Y &5l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888
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£ 85T ephemeris BYGetSatellite## E &l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"name": "My Ephemeris"

EREFRREREER

ELLEBRITERMERNK , ca8BEX S EFE AWS Ground Station £ AR T RIEEHR.
AWS Ground Station TEBXERAERERKEELR , EXBIRERA. RBHENEFREHATRKMEE
BAREAR/LE. AWS Ground Station s N &5 H B siF FIRET R ERIB S E 2 REVBHEA |
BB R < R MAERREHEERTA,

EEEFRRTRRRM Space-Track M E R | BFEMIT FIHEHP —REHE -

- MR ( £/ DeleteEphemeris) &M ( £/ UpdateEphemeris) FIERANE FRHEN TEMHE
¥, BATLAER ListEphemerides 5| B FIRENEER T4,

- SRMERAEFREANTREEMBEH.

IBA LA I GetSatellite jﬂiﬁi”ﬁ EﬁﬁEE’J ephemeris & , LA source EfE AR
ephemerisSPACE_TRACK., MERREEMNFMEARRTREER , F2H8
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ERHERRE

AWS Ground Station fE A EEZRARREBERRE , URAERNSEREE, SEHHEBHE
RERHEENEERT, BERPLEES  FERH HERRRantenna-downlinkEiXE s3-
recording, antenna-downlink EifARBFEARLERNSH , BIRBEZNVE LI ELE
B, s3-recording KRB EWEAERNERDR , WiHFRE S3 RETFEP, EENERR
BEEBREENERE BBt RF EREFIRNE S3 RETENER.

EEBERES  BUUBUFZERRERREENER, THESHRANMREEE EEEAN
Hih AWS EJR AWS Ground Station , WIRHEBERRENES, NESESRTANFMEER ,
SREEEHEARREREWHEE |, 55268 #£H8 AWS Ground Station fA5E,

i
« AWS Ground Station &¥FHEHRE
- FRABEESERZ

Z%E Amazon S3

% E Amazon VPC

% E Amazon EC2

AWS Ground Station X FHEHEE

FIEERREEENERERIRNENRENRE. EERANFAEASEFEENARNBRMRS
&, UTHERAANRSEERRENKN,

+ antenna-downlink
- (BEE/R 54MHz) ERE L VITA-49 FARER/IP BXBHENERR .
« ( 38 greater-than-or-equal-to 54MHz) ER& L5 2 AWS Ground Station fFH 3R KT,
+ antenna-downlink-demod-decode
- ERSLBRA/MBER/IP BXHIHFEXR.
- RiRLETT
- ERMAL VITA-49 AFER/IP BAHIHNEARN.
« antenna-uplink-echo

- BEREL VITA-49 FRERIP A HBHEARN,
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ERABEREERRZN

AWS Ground Station & [E 15 & ¥l X {J T 8E o] B B E G B BHE R IFEX ZEE/7 AWS Ground
Station XM AWS B, ERXRTEBULSERREHETE — AWS EBiFA , WFEAWS Ground
Station i & &N A B {E{ AWS Ground Station Lt HEFZBELE A

1£ Amazon S3 RFEFE P EWENEZERIE | BAIFTA AWS Ground Station S 81 [& 15 &8 7 £ A
ESEIFHER 3T, AWS Ground Station € A EE IR EE.,

P& antenna-to-destination[E 13 & A £ ;| AWS Ground Station REBRE R G EEIHER ZHZE Amazon
EC2, Wi ETTEEH —WHRIZE,

FRERRERENBEREEERRFZE Amazon EC2 F85& A T 1E T Fllantenna-to-destination [& 18] A {5
A%

o BRI (BXEB) BiF (us-east-2) TEB AP (BR#HR) [E1F (us-west-2)

- XEBED (REME) B (us-west-2) EXERE (H%H) EiF (us-east-2)

EEFABESERRNE Amazon EC2 #{TER , X EELB RN AWS EiFHE Y ERRIZiR
2} . Hdataflow-endpoint-config#t 818 E AH I #Y [E 13

THRAEZRABRHEMITNXERBANI NG A,

Method of Receiving Antenna Region Receiving Region

B EMA AWS Ground AFBAWS Ground Station &1
Station AWS Ground Station

vE

Amazon S3 &3¢

B EMA AWS Ground AFBAWS Ground Station [E15]
Station AWS Ground Station

vE

AWS Ground Station Amazon
EC2 R ERER

Amazon EC2 L& R HRIZ iR
%E*

KEIRER (M) B (us-

east-2)

KEIFER (REM) B (us-

west-2)

KEIFER (REM) = (us-

west-2)

KEIRER (M) B (us-

east-2)

ERAERSERRA
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*R 5 H #Y E fbantenna-to-destination [E 13, & E4F % #Y Amazon EC2 FIE B E., MEMARE |, BE
EEFHHZE <aws-groundstation@amazon. com> B#& M,

% F Amazon S3

B LAE A Amazon S3 fEFEr R REWAER BV 1T AWS Ground Station. & ZEE 7 B AVt
s3-recording-config , A ERESMIEE Amazon S3 FEZETEM IAM A6 | ZAGKEE AWS Ground
Station ERBE ARFITHR.

Amazon S3 # & 4HRE T Amazon S3 fEEFEETE. IAM A€ AWS Ground Station #2587 17 #Y fR
H , E2E

£%E Amazon VPC

RE VPC B EMBHAEMIVEE, MERATHE 528K Amazon VPC EHEERM,

EAEH | FERBPEH Amazon EC2 MERRE R B MME VPC AEE, AWS Ground Station &

YTEBEENRENZSARNE - ASEERRAENSKRIEAE— EC2 #IKEE. AREMERE—
EC2 s , Rt RZHAEEGE., NEKEREN VPC WEEEH |, B2 6T HExR
EREHERE,

5/ AWS Ground Station {XIEFEXH VPC #HEE

IEHEEERSIRBATRIIREN AWS Ground Station KEREXHITEE, AWS Ground Station
RERRXE9,TER , AR ERAEIEERN AWS KMS £8iInZER ., SEGLHESR AWS BRE

B RR X EEE R B Amazon EC2 1 IP (EIP), ERISIEBEEMN Amazon EC2 EMBEIER
M (ENI) XZEW EC2 H1TERE. Amazon EC2 EEM EC2 #{TEE L , B&LEM AWS Ground
Station REERNEMHRENER LS TERBRSE FEC) MEFREMBRENER K AREHERXE
BEREPIEEN IP MERZE,

UTEESREEE VPC #4T AWS Ground Station ZRRA BRI |, IEHE—NREEZE,

RZLFHE - BREERTEER AWS Ground Station REN L £FHH, kL EFHEEAFT UDP ARE
MR IEE Dataflow imEBEFIEEN R EEIEEHE, AWS Ground Station 2#E AWS ZEFH
BE , BB RIRRS AER AWS Ground Station IP it 0FE MM EVR B [EIHHY PrefixListld #Y
HMENR , FE2EAWS ZEFEEE,

% 7E Amazon S3 48
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SEMAEERSLE (ENI) - BFER LRRSFEEN ENI BEYER |, IEREELE FHEEG.

@ Note

@ ENI BEEN T2 FHEEEFEREEA S, ERRZ 16 EARFARMNRE , 552 Amazon
VPC Quotas,

T % CloudFormation 4 7~ &5 41{r] 22 3 A B P Y B 5% e o

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation

Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:
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Ref: InstanceNetworkInterface

BEERMRIEREA VPC fHRE

FHEEERNSRUHEFIRBNERNTERYEARENHTEE. A% K ENEEBERS Amazon
EC2 BEMEAIRE S E (ENI) 1 BB K VPC &% AWS Ground Station, A% , ER&FEIBERES
Amazon EC2 #11T{EEEHY ENI 23Z EC2 #1178, Amazon EC2 A% , ZEMNERRERMERRE
NS HEADGEREDIEEN IP MEEER, HTEESRELRENRE,

UTRERERE VPC EITERRERMXMNE , SR HE—NREEE,

(® Note

@ ENI EENZ LB EBETRREEA S5, ERRZ 16 ERAZMNRES , F52E Amazon
VPC Quotas,

IAM B - IAM & 2 Dataflow i Bl — , FEEREBRRY, ARENEIRS ENI YA HE#E
Z AWS Ground Station Amazon EC2 #ﬂl?‘ﬂlﬁ-E’J IAM A,

TEFE 1 - W22 BEEEET ENI, % ENI HSEZIRF FH Amazon EC2 #{TEIBEHERE . ©F
E E dataflow-endpoint-group B A F 15 EWEEIE E RAFFREZL#4H 2 1) UDP RE.

SEMEAEEESAE (ENN 1 - BFER LT EFE 1 Sk ENI 2 BB, WS HRERE FHEEH.

FHBEE - "e‘ﬁgﬁﬁﬁéﬂﬁﬁﬂh Amazon EC2 #{TERNESEERREZELE—ETAN IP tit, MEF
MR K/DEMER |, FSE 785 CIDR [E#

T2 B 2 - £ Dataflow I B RS2 EZ LT £ 8H, kT2 B ESERES ENI, 3% ENI AWS Ground
Station #& ARG E R A ZIRS,

EfE - MFEEERERIERENFRENR  F2REABEESER T,

T % CloudFormation &2 7~ & g0 {a] 2 37 AN i Fr iR 9 B REER HE o

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:

EHERRERIN VPC R 50


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html

AWS Ground Station EREER

GroupDescription: Security Group for AWS Ground Station registration of Dataflow

Endpoint Groups
Vpcld: YourVpcIld

AWSGroundStationSecurityGroupEgress:

Type: AWS::EC2::SecurityGroupEgress

Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC
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% 7E Amazon EC2

[ 3214 VITA-49 Signal/IP BRI, VITA-49 Extension data/IP EEIE#EEZE Amazon EC2 #11T1E

f8 , FHEEIB AWS Ground Station RERAXERRERERT. BRBEENEFERTRK , BUNEE®E
BE— @ TEELHTE (FE) BERINUBERERE (SDR) , RELUTREFEXAHAM EC2 #
T{ERE. BIEMLREEHW FE 3 SORBHEASEAEEENEE, NFEREERBRINFRER 6 F2
B AWS Ground Station EXFE R Ho

WERBERHABET , FHSH AWS BB HEH.
RENE RHKE

AWS Ground Station 12{4% RV E |, LAt Amazon EC2 #1TEIEAERE,

AWS Ground Station XERER

AWS Ground Station KEEASZEREBLHPEIER (DigIF) TITER , W HEZRNWERLIBRA TS
HH :

- 1 40 MHz % 400 MHz $8E# DiglF T1TZhAE. MHz MHz

- BEERE, ERBHH DigIF ERRNZE AWS B EWEMAE IP (AWS % IP),
. EAEXERKILE (FEC) B ITRMNER,

- FAEFESE AWS KMS £##TNE , MREBEER M.

WMEBHMMES , FSBAWS Ground Station ERAEFEAEIED.

Dataflow i 2hFEFRFE =

A AWS Ground Station £ AWS Ground Station X#R {7 & B Amazon EC2 #1T{E B = fEEix F 4=
WERNWEBEERREN, eTHARERN LETMTT,

BB ERNERE (SDR)
B ERNERE (SDR) , 78 E/EUH T E AR EEEBANRAR.
AWS Ground Station Amazon Machine Image AMIs)

BTRALELERENEEMERERR , AWS Ground Station tHi2 B LR EM AMIs, MIATHRE |
EBHRFENTFEREEERAEREMBEAERN AMIs MERBEHZNWEZE (SDR). BT

%7 Amazon EC2 52


https://aws.amazon.com/service-terms
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Amazon EC2 £ & # 2% 48 Amazon Machine Image (AMIs) R E Y , LK FeM. EF
AWS Ground Station {$¥EAMIs 2 AFH , AJLLEIBTE/NHE Amazon Machine Image (AMI) HiE S i
HEYy , £ Amazon EC2 £# &7 #%ZEl, AMiIs
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{52 F Bt A

A LAER AWS Ground Station E#2 A HBIBIEMES AWS SDK , HABFEEZ R, BRBIKFNVE
AWS CLI, nﬂﬂﬁﬁz)’ﬁlﬁé}aﬂﬁ?{ﬁﬂ—r?ﬂo B LA IE BRI 2 B2 15 2 EME. BUHMEHH
EEERE A nREFEANEREE P EEEEN , B AWS Ground Station FEE % &
EEE‘I‘E“E’J#%HQEHO

AWS Ground Station X EEEHER RN, ERRBRMEEESECENEIRREEN - , ERE
EREZIHERSE. IEEAEERERXTNFHRET  F2HE £EABEESERRZT,

EEHREER , XAREENER. WREHMRBREER , BF2H FKEER. B ReserveContact
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AWS Ground Station BV Hiis AR ERER , FRHENH, NFELREBEURRELSTZEN
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MREBEEAMERNBZESEREBFHTRESE , EUURERAREEB LU EE, MREEE
WEHERESENWMEEBEN , EEAAMIEEEY, IRECEVELRIELESHREE | BRI

5% E A& B contactPrePassDurationSeconds Hl contactPostPassDurationSeconds, E#&EHX
EHSREERNES,

THRHREGEH,

"version": "Q",
"id": "01234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-11211-1211-111121132111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111112122111111",
"contactStatus": "PASS"

FcontactStatusE& T B AIBE{Ethe section called “AWS Ground Station Ef#&AREE”,
Ground Station ERIAE R HFEREEE

MREEEFEAERRE #Eﬁ%ﬁik?%ﬂ&ﬁﬂﬂ%ﬂﬁiﬂ’ﬂm’ﬁ BRI LR E BRI B B #ATILBIE,
Eﬁi&?ﬁdﬁ‘luﬁﬁlﬁﬁ R R RMAERERERITIENEE. MRERETRINELEHFE

) ﬁﬁﬁﬁﬁ 55T E contactPrePassDurationSeconds F1 contactPostPassDurationSeconds Y ¥ ¥t
EREEE, LB EEEEERRERMFENES,
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"version": "0Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40@-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState AIRERYARRE @ IE PREPASS, PASS, POSTPASS F1 COMPLETED,

Ephemeris =4
Ground Station Ephemeris AREEE T

MBREEEFEEREEFRERITEE , BULURERAKEE L ILEE, EEEATIENE
£, LAEIFEE RS ML ARRE, BN | B ATLAE ephemeris B ERE BB E A B#1T E4EENABLED,
HE4NBNSE LETEEE4REEE BE,

LU R AL &6,
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"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:547",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ech-a5f2-
bc55cab@50ec"”,
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000",

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab@50ec"
}

H I REsiRREephemerisStatus@#E ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED
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& BEH AWS Ground Station, BIfEZRREREEMR , KA LUERE CloudTrail TEAFHNEHEE R
BB RMEH. FA CloudTrail WEMNER , BRI LLHIETR HFER AWS Ground Station, 1EHFE
KEY IP bk, IREFBRHAS, REFBROER , ARHAMFHAER.
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{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
I
"eventTime": "2019-05-15T21:14:37Z2",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",

"groundStation": "Ohio 1",
"startTime": 1558356107,

"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-

profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
1,
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
1,
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",

T f# AWS Ground Station HEEREH
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"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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1. BABX CloudWatch £# 4,
2. HEEEBEHIKRD | B Metrics (1B1E),
3. ZH GroundStation &z,

4. BEFFENEREE (Hlm, 5FE. ®{t, Satelliteld),

5. Al metrics (FTAHER) ReIFBREM R RZHPRMENFEER. BUUITTIMEE

a. HERERKRIF , FEAEMERE.

b. EERREFEF K FENEREFMERBMOKISR. SEZITEER  FENENREE
5P R BER T R

c. EERERENE , HBEER ID, RE 1B Add to search (FIEEEF),
d FBEKRBEGE A FEERBESR , A% EIE Add to search (FTiEEES),

Jhu

5 BARIEE AWS CLI

1. AR AWSCLI BERE . MFERKHEBEF AWS CLI , F2B%Z%E AWS CLI 5 2 iR

2. fEH CloudWatch CLI B get-metric-data FEREE RN ER , AiEELBREBWER , A
BRAREHIELEER
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"MetricDataQueries": [

{
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"Id": """,
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""
}
]
.
"Period": 0,
"Stat": "",
"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,
"Period": 0,
"AccountId": ""

} 1

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",

"NextToken": "",

"ScanBy": "TimestampDescending",

"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

3. FEB#HIT HIEATAK CloudWatch $§#Zaws cloudwatch list-metrics.

R B HITEFE B AWS Ground Station , FEEZESEOESSTHEEMNE Y -

"Namespace": "AWS/GroundStation",

"MetricName": "ReceivedPower",
"Dimensions": [

{
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"Name": "Polarization",
"Value": "LHCP"

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeece"

}

iy

® Note
H 7 CloudWatch BRI , 21 RE&EF EXER LR EEIB 2 58 AWS Ground Station , £l
BEEFHRENAEENERR  UEBETEZEZEFSHKAWS/GroundStationsiZ
BRMMEE, WE CloudWatch FREIVFEMERR , B2 B - AT ANEE

4. EHEESBR2HEIN JSONER  UFELE 3PS EE , 0 SatelliteIdH
Polarization 888, tkoh , FHMAES StartTime., H EndTimefd , AFESEHBELE A, B
-

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeeee"
},
{
"Name": "Polarization",

"Value": "RHCP"
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}
]

},

"Period": 300,

"Stat": "Maximum",

"Unit": "None"
},
"Label": "ReceivedPowerExample",

"ReturnData": true

1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"

(® Note

AWS Ground Station 1RIBZHE#E , & 1 Bl 60 WM —IXIEE, MR PeriodBVHENR
BENERMAEE , AITEELEEE,

5. aws cloudwatch get-metric-data ERAERNSRPEINERERAIT . U TRMHESEHH,

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json

ERESREBSPHREREL —BRAH. LUTRA AWS Ground Station 1515 H 5,

{
"MetricDataResults": [
{
"Id": "receivedPowerExample",
"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [

-33.30191555023193,

iR R =
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-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []

BiR ER
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h Y Z 4% AWS Ground Station

MERZE AWS BEREEXIEF. 5AAWS BF , BRI HSRERTOMBIRER  XRBEETR
EREZEBEBABNER, AWS BRHZ2BENTENIIEE , HEHBRERRLBE, ELTEMINEE

TeEERet, HEEE, FREANENZEM,

5 B AWS Ground Station , BfIZZ L ER/REXREEL L EEend-to-endiZ., AWS 2
APl , AIZEZEESMEMERRE., WFE AWS ZEMWEFHHEN , BF2H AWS Z2B{NAEKRE.

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
AWS #y ZEBZE AWS Ground Station

£ A Ground Station HIRIGERE AR

I EFREE R INE AWS Ground Station

S B E R % AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) 2 AWS fR# , AIHBIEE E R thinH¥ AWS &
BRHEE. IAM EEEWRGIEATETRE (BN ) MRE (EFHFT) XREA AWS Ground
Station Eif. IAM 2ETLUREMER AWS RS 89 .

£}

- BEHR

ERS D HE

EABREEFIE

AWS Ground Station A £ 1AM

Y 5 5 BUBUEE &5l AWS Ground Station

¥} AWS Ground Station & % #117EUE 1T E 2 B

SO MEREEE
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BEREHER

&5 AWS Identity and Access Management (IAM) A REEARE , BURREHITH THE AWS
Ground Station,

BRIEERA & — MREMER AWS Ground Station FRIERHITER , FHNEEESARIRHMENEAE
RIFEFR, EERMFEAES AWS Ground Station HAERBIT TR |, BRIEEEENNGT, THER
WEB AR RO EESREREMBNETR, &2HE%FH AWS Ground Station I EIBIHEE | &7
2/ ¥ AWS Ground Station & 2 M EEE THER B,

REEES - MRMEEEF /T AWS Ground Station KWER , IBOJRERER MY TR FZEUE AWS Ground
Station, REVERE 2 ¥ ETARTS & EEFEEUHL AWS Ground Station ThEEMER, EE |, BH4EHK
ERERBEN IAM EEE , REFERBEFEAENT T, RELEELNER , TH IAM HEXRHE
2. EEH—STHMELRINAEE £/ IAM AWS Ground Station , 28] AWS Ground Station 201
fAIER IAM,

IAM B8 : IRER IAMBEEE  BRLEENMAREBERLLEE AWS Ground Stationfz ERRERY 5%
HER. HEERIBETLUE IAM REAB L AWS Ground Station &7 ABRBHBERES , F3E 1
5o BB E B AWS Ground Station.

EF & 2 B

BErBREBFEEAWS FHAF S BRRBZANAR, BHSALLAWS IRFRERES D, IAIMERES DR
RBE IAM AERERE (ZEA AWS),

BOERZERE D RREENEE , UBESED AWS B9 8D 82859 FEA . AWS IAM Identity
Center (IAM Identity Center) fEfi#&. B RRMNE—BZASDEE , LUREH Google =% Facebook &
ABH  HEHWESEONEF, BUBMSEIBAE  SHNEBEEANCRESH IAM BENHE 5
2. BEMGABE AWS B ER K, £EBERTIAG,

BIENFEREREME , B LLZ A AWS Management Console 5, AWS ZELA O#@iE, MEZE AN
FHES AWS | FBEZEAWS EA ( FREEE) PHNAEAEEN AWS RS

WMREL AWS BXFZFTHFRFER , AWS ERMHHKBEZEH (SDK) Man=3IRE (CLI) , KUfE
BEH BRUBRBRZSREZBLENGER, MEETEHR AWS T2 | AIXERTEEFER, 0F
SEREBENFEBTEEFRNFHENR , F28 (AM £REER) PHEAR AP FERHAWS
Signature 28 4 ko
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EREERAES S REL L SURBFERMENNREMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEZEME., WFEEZEF , F2E (AWS IAM Identity Center £/ &5
M) PHZEEZBREN (AM EREERE) T8 IAM FIAWS ZEEZME.

AWS IEF RERE

BY B AWSIRF , B8R —EZEASG DS , XS ATBEEFRIRFPHMAE AWS B MEIR,
L&A AWS 8k F Theroot fEA & , ALEIBEREARELIRFHNE F B4 u MZEBEARE
H, BMEBETEUREAERERRER. RELNREAERE , YK EARIATAERHRER
ERTHER. WEEBLEIBNTREE , TREURERAERANGEE , F28 AM FAEERT
MEZEREAEBIFNER

BEeD

REREER K ERALECRE  RTECEESFIENERE K ERSIRMENBS AWS &
% 5 20 RAEF BB RAFEL o

BEGosRRELBLEFEAERHK. Web 1R AE. AWS Directory Service, Identity Center B
SHEAEABERS D KRB EE AWS B#H FENERE. EBE 527K AWS IRF |, ©
BRI AC K MACLERMUERZEIAEHR.

HREFXEREEE , RPEZEEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUMGHENEE  CUNEENESIEECH S RRPH—HEFERAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHEER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARRNSEN . ERERTRKERNE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM E£AE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV EAEEETHATER
HBENERARIIERRBRTFMER.

IAM B#ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS. flU , BABEE—EEA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

EREREAGTE, ERAEASHRE-ASIEAENEZLEN EACNENREARAEECHA
EHE. EAEHAXKANRUER K CARERHAKKER. NWFEZEHA , F2R (AM £/ %
R PR IAM ERENER RS
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IAM B

IAM AR FEERERT AWSIRFE 825, TELIAM EHE , EFESENASHER, 2E
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
B LUEB AL AWS CLI 2 AWS API 2 EEA BT URL RigEAC, NIEERAABNEEFHE
#A, B2E (AM EAEER) PHNEBEACHNEE,

FRBEEEN IAM AGETHERHIEEER :

- BESoFERAETFH — NENBRESSSERSTT , FEVAG , YARCERTT. EHEEDE
TEYHRER , X/ SHEACEVER , YERTHAGERNGT. NEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S5oRHE #e) BX A, MREFEA IAM Identity
Center , IZREREHNATE, ARFSFIREFRAUFIHAZS , IAM Identity Center #5F 7] SR EE
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM EFAESRAETLUETE IAM S REFHESEEXEATRNTT,

- BIRFEIE : BALUER IAM A8 |, AFTEIRFRHEA (FENERE) FRERFHER.
AERRTERFEFIENEELSN. T8 , HREL AWS B , LA BRERERIER
(MTAREABEUMANRE ), IFTHERAAGNERERRETEIRFENCENEZE K F2H
(IAM EREER) T8 1AM PR EIRF EIRFE.

- BREFE - B AWS R EAEM PEITHEE AWS RIS, flin , EEERE P ETIEWLE
Z RIS BEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETREEFEAFWUERNFTR. FARKACKERAREEZLZACKHTINE
%,

- BIAEMTEREE (FAS) - B4R IAM ERENASEEPATEER AWS , BHERAERT
Ao ERFELERKE  BUREATEEDE , EMETRRBHRB S —EEE. FAS E£HAF
W BYEFEAFFA AWS RS , 56 AWS BRI FBR@ T RBREFER. REERBKIFTER
Hftt AWS fi#% S EREB S eSS RBFAERE , T ERE FAS R, EIIFAT , EL4AEFTHY
ITEMEEENFFT, MFRE FAS FRENBRFMEN , F2H (BRENTFER) .

- REAE - REAERREREIN IAM A€  AIRREFITEME, IAM EEET LR IAM RE
3, ERFMERREAE, MEFMEENR  F2H (AMERERERE) PHNEITAGUUEIRTT
i AWS R,

- BB ERAR - BREFACRE—BEERE WREAGEE AWS B, RETUBEARESN
TERENAR, REERACSHRESN P AWSIRFE | YHERBHES. IAM EEE TR
B, BTEERERBEFAGNFTT,
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« £ Amazon EC2 L #IITHERARER - B LUFER IAM SEREEE EC2 MTEB LT ERARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, ER2 EC2 T ERAREERSE
WBEFAR. EEK AWS SEIERE EC2 #B1TER , YAHREMGEMBEERARER , B UEL
EEFHTEENSTERBERE, BTERREETSHAE , XA AZEEC2 #H1TER LHITH
BEXANMSHRERE. UEFHAENR , #F28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEB LHITHEAER.

ERABREEFEE

FAIUEBE Y BRI AG HEED & 9 HE IR AWS RIEH AWS FHER. BERRZ PHYH4 0 EE
BoRERBIUEBE , AWS EEEHEFA, EEXFA (£HE, REAEIAGTHERE ) &4
ARE, 8 AWS FHEELERR, BERFHFFTRERB A RIEERE R, KSHBREL JSON X
F AWS WERFRE F, WMF JSON BERXHEBNABTWFMEENR , F26H IAM EHEERTH
JSON BURHE.

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , BHMEZBE A BERS T o H 4
& REITH LB F,

HEREBERT , ERENACREHNT. BERTEAEHEMFZERANTDENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBETELAE.

IAM BERERXEBENFTA , B EERMELERHMTRE, Sl , BREBREE—EAFF
iam:GetRole BIEMER., EBKBURMERE A LA AWS Management Console AWS CLI,
AWS APl BR8ABEA,

S BBR

B BBRRALMME S (Fla0 IAM ERE, EREFHENAE) K JSON FFAIBERXSF, ELEK
RS D EMERG TReEBLERATHLEDE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEBEFEREBREZBA] IAM A,

BoBERRUE- S ERARBRHZERR, ARBRESEZARINE—FHE, HEIAE,
ZERRRBMNEK , EUEES FNZECHAE. HENAG AWS 1kRF. SEBXRZHE AWS
ZERRNEFZERR, NFTHNMESIERRRARBEK 2ERE  F28 (AM EREE
) PHEZEBCRMABRBERERE,

EREBE

BERBPR2EETERN JSON BERXH, BREBRNGEE REFR IAM B eEEEERAN
Amazon S3 fEFITREBR. EXEEREBRNEBERS  RBEEESTUEACAREFHBEER
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MFEER. BRMIIBERNER , BREEREEN TR TUHRBRERATHEEARE[AERET
HITHNEME, BXREEREBRRTEETER. ZEXATUNEEIRE, £RE, A6, BESOERE
= AWS fR#%.

ERVBERNAZRBTNARBEE. CELEERERETERARE IAM 8 AWS SERE,
FERFIFE (ACL)

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEZRNFFT. ACL EER
EREBR , BEMA6ER JSON BERXAHEN,

s
9
g

Amazon S3 AWS WAFHI Amazon VPC 2% # ACLs WWIRFE&EHl, MEE—F T #E ACL ,
Amazon Simple Storage Service B A BiIgEP I FEUEHEE (ACL) #EE,

HBUEREE
AWS X RHMBAERNBREE, ELERRBETRERE RBRREER FENSKKFFT.

« FARR-FIHER - EERDRE  THERES I EBERERT IAM B (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT I RRHR
%, 8% Principal uPEECRENACNEREBRITSZIFARRES, AEEERER
RPN AREBHEERXR N, NFFTRRNFHES  F2H AM EREREREHH JAM HiE
AT A SRR,

. PRI EIBE SCPs) - SCPsE JSON B , WIS in. FAEMREMEN (OU) WEAZFT AWS
Organizations. AWS Organizations @ —BAR 7 HEMEFEEELEREE AWS IRF 2% @ R
%, BEMABBTHTEIIEE , B LU REIEH B (SCP) EAEEARMAEIRS. SCP 2R
FIXEREFHERNGT , SESEEE AWS (REREMAE, WE Organizations 1 SCP #YF¥#H
B, 5528 (AWS Organizations fERA&EERE) P RIEEE BER,

+ BREHIEE (RCP) - RCP £ JSON B , TARBRELIREHERNTAZFT LR , SREGE
A XA T EEEH M N ELARE 9 SEZRY IAM KH. RCP RE4HIR SRS h RO H
A, WAREXESSTNERGTA , B8F AWSIRFRERE , ERTMEEEBNENER. 0F
Organizations 1 RCPsHIFF#I &R , TIE AWS IR#& & RCPs FE , 552 BAWS Organizations

(ERZEERM) PNERESBE (RCPs).

- THERBBE - TERBRBER —BEEEX , Sl ERREE AN A XBRIACSBEER
ENTRTERERE  BAZHEE. MELTFRRNATEREAENACN S EEERNTE
FEERBURRI RS, FTAAILRAEREER, AMAEEEBRTWAREEREERA AN, WEHF
MER , F2H IAM EREERPH TERBRBER.
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ZRBREE

HEERRERERIFRE ,\%*%ﬁ/ﬁkﬂﬁn"r—lﬁﬁﬁiﬁi‘ﬁ EmBLAERE, EETHENMAWS &
BREBBERBERRERBANBER , F2H8 (AM FAERERE) PHBEEHERE,

AWS Ground Station Z{al{# A 1AM

EERER IAM EEY WFEZ B AWS Ground Station |, 555 7 #AWFLE IAM Theg o] B2 #E A AWS
Ground Station,

A LU (EA/ IAM ZhEE AWS Ground Station

IAM Ih&E AWS Ground Station X #&
55 BEE 2
EREEE &
BREME =
BRER =
BRI (RSHE) £
ACL &
ABAC (BRI ER) =
HR B 2
E1 Bl 2
RBAE B
RBEREAS 2

EE4SE T # AWS Ground Station FE M AWS RGN EE KX Z 8 IAM ThAEEEIEA | B <IAM

EAERE) PAVE IAM AWS RBEEAR R,

?ﬂlﬂ
\‘ﬁ
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15 5B % AWS Ground Station

XESTHEBUR

BoBEBRIAUM MBS S (510 IAM EAE, FREFERAE) K JSON ﬁ‘F—IIBZ%KH:o B
REEF &7 EMERG TRREBLEERATHEDE, MFTHRNMELSSEBEK , F26H (IAM
ERERERE) FHEBEFERBRESRBL] IAM A,

£/ IAM B2 EBER |, B EEARFRIEBNBENER , UREMERGE T LFREBEE. &
BEESS ‘EEBZ%EM EEXE  RREEEAZEENERENAR., NETHRER JSON BURHRE
FHE’JFJ?ﬁE% , 528 (AM EAEER) P IAM JSON BRTTEZE,

K & o BB R & 5] AWS Ground Station

& ERR AWS Ground Station B9 B BUERIWE I , 28 BB 9 B BERE Il AWS Ground Station,

A EREIBE AWS Ground Station
TEEREABREK : &

BEREBREH B EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 REFATEER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TURBRERATHEEARE[MERSET
BITHEE, BLAEEREBRIEETE. ZXATUSERE, £AE. A, WSS ERE
2 AWS BR7.

MERRABIRFFIE , ElEEEEMIRFANFIAEIRFR IAM B2 , HABEREBRN TR,
MEBRFEIREEREEE , AREBUGERAEN —F, EZERANERURTEMER AWS ik
F ., EERFHH IAM EEE UL ARTERIAER (EAEHAR ) FRERNT. HEBKS
SERRKEZIERRREFT, T8 , MIREREBREAMERFANERRTER , ENRTH
BENANBEIEBER, MEFHHEER  F28 (AM E£AEERE) 98 1AM RIS ERFEG

BB E B 4E AWS Ground Station
TEBKREE:: 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , BMEEZRECBESRA T UHA
BEEREITHLEE,
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JSON BURRE Action TEHERETURARAFRIEBBRFFRNEFE. BRBEEE EFEMEH
B AWS API REHEEIN B, B —LFIARR , SIAURBHETHN AP BENERFFIBE, L
EEFZBRTNZEEBE. ELBMANBEBAMKEIE,

HREEABERR THTHBBBENTA,

EEEEF AWS Ground Station BMEFE |, B2E (REZRESE) v E=EH/E AWS Ground

Station,

BRI EE B YE2 BT AWS Ground Station R TFH :

groundstation

EREE-RAXPEESEEE ,

B
H
]
=
S
&

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

3

&EMI AWS Ground Station B0 B BERNES| , F2E 15 2B BERE B AWS Ground Station,

KR EIR AWS Ground Station
TEBXRER: 2

ERE A LMER AWS JSON BURRIEEH AT U ERAR, tWR2HR , WHMEERE T BERET o
EERHAITHLEBIF,

Resource JSON BHERTEZWEEEEABHENYH. AN EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) KiEEM.

HRIAZERERBERFTINEE (PIUFIHRE) , FEABAFER () RRTRAXBRARAEER.

"Resource'": "*"

ZEEE AWS Ground Station ERER K H ARNs , F2 08 (REEESE) b EEMNER AWS
Ground Station, BE T 0] LAERAMLBEIEEESBEIRN ARN , 5828 AWS Ground StationiE
=M EE,
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£ E IR AWS Ground Station B0 BEBUERNE S| , B2 15 9 B BEEE 5] AWS Ground Station,

N BERREZE 5| # AWS Ground Station
TERBEEBXRBEHEE 2

EHEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZRE M BEES T o H 4
EEREITH LB F,

Condition jt# (8 Condition E#f) AIEERIEEERARRX LM R, Condition TERERE
H. BAIUBYFRGFRFEE FRREEEN BINERSIR) , REHEBEFNRGEMBRPVE,

BERERBNPIEESZME Condition 3k , HREE — Condition TEFIEESERSIE , AWS
EEMAELE AND BRIFFTE M. WRE/E—RUERSIREESEE , SEMEEBORRE AWS F¥E
Rt BAFEMBHKEGL , T ERERRANFFT,

A EREREREAEBMNEEY, fln, ZANREERAEERE IAM FAERBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN IAM BERTE : &
BHER,

AWS X ELEFRGSRANBHBIEERMH TR, EEEFMA AWS 2EKRM4REIE , F2EH (AM &
RAEEmR) PHAWS £ERHEREREIE.

&EEEF AWS Ground Station R4 REIEINEE |, FoH (RBERESE) P HEGZRSE AWS
Ground Station, EE T AL AKRGRSIBNEENER , F28E E=MEE AWS Ground

Station,

£ E R AWS Ground Station B0 BBERNE S| , B2 15 9 B BEEE 5] AWS Ground Station,

F#Y ACLs AWS Ground Station
XEACL: B

FEUEFIEE (ACL) ATEFIBL IR (RFKE, FRAERNAG) HEFIEERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHER,

ABAC 8. AWS Ground Station

%18 ABAC (% 0 iEH) | £
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BRFEUES] (ABAC) B —EREXRE , RIREMRERF A, £ F AWS , ELBHBARRE.
UL ERERE IAMBR (£RAEFAE ) MFE AWS EF, AEBRMNERMN LFERE ABAC
ME—F, BEBERET ABAC BX , A EIBNEREHERFINERERMEFRRAE,

ABAC ERRMRENFRHPHERHEE , WRERREESESHERERIG,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZEERNFGELESD , RHEREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , ER Yes, IRBHEIERLE
REEN A =@ k4 iR , RIEAR Partial.

WF ABAC VEHHAEH , F2E (IAM R EER) PHER ABAC RIEERFTT. NEEFSHR
T ABAC ZENHEBRE , F2H IAM ERERERPHERBHEREFEIZE (ABAC).

i £ ABREEEAER AWS Ground Station
TEREER =2

ELERARKEAENBZEAR , AL AWS R BEEE. WFEFHREN
RIEEAER , F2H (AWS R IAM EAEER) T €A 1AM,

, ‘TIEWLE AWS BT £

WMRIE AWS Management Console EAEAEBZBABBUANEMG EZRA |, IRTEEANE
REFEAER, i, B8 AWS FRATMWE—FA (SSO) EREFN K , ZEFSEDEILERFE
AEH, "“‘"‘MEFH%%"’*AIEE‘ , RBRACE  Ct2RBRIKFEE. NERAGKHE
WMEF , F2E (AM EREER) PRREAZTERE AM AG (E2E).

BRI LAERA AWS CLI 5 AWS API FEIENRREAER., R, B UFERAELEEREAERRE
BAWS, AWS ZEZLBREELRIFEAER K MARFEARPENEE, WEFMEHN , BF2HE
IAM R E R 2B,

BB AR A% E B8 35 7] AWS Ground Station
Y EESEINITERE (FAS) : £

EREA IAM EFRERACRE PETEER AWS , BEHRAERTEA. CARLRKR SRS
BITE @D , EMEFRDREPEE S —EE8E. FAS EAMW WEFTEAFFT AWS R , &&
AWS fR#% FERE T BB REFR. AAERBREFREEM AWS R S EREB T RE
ARE , TERE FAS R, BERIERT , KL EEFWITEMERENFT T, MFRH FAS FXRE
MBEREFHRER , F2RERFMITFRER.
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AWS Ground Stationfy [RGB &

xERBAE . &

REAGRRBEEN IAM AE , AIMREHTEE, IAM EEE UK IAM REY, S ERRE
At. IFFMES  F2H (AM ERERER) PHELASUEIRET A #1E AWS R#%.

/A Warning

BFEREAENIFTATAEE S E AWS Ground Station Zhak, RAEE AWS Ground Station 12
#5506 , TREREBREAE,

B RS E &L A AWS Ground Station
YERKEZAR 2

BHEREACRERE H—ERBAEC AWS BB, BETABERARCATHENAEG, REER
AEEHRELN T AWS RS | WHREBHEE. AM EEETURR  BTHREREREEGAGN
T,

NEFEEZRVREERBEEACHFMAEN , F2EAEL IAM EFNAWS B, ERIEPSRRE
HAQsRBEFABRTHN Yes, BEERER , R ZRBH R ER S B

1 & o BB R #5451 AWS Ground Station

RIRTERR , FRAENAGTEMHFEILRIEH AWS Ground Station ERHIER, & EFER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS API R#1TEHE, EER
FEAEHHAMEERITIHENTT , IAMBEETUEY IAM BE., A% , EEETUHE IAM K
RMEEAG , EREEREBTELAR,

WE T MR fE AL JSSON BURX M2 IAM 5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E#2E).

WME ESNEBEMERBENFMER AWS Ground Station , BIEFEERERM ARNs KR |, 52
B (RERESE) hH WEME, ERFMFEHFESIE AWS Ground Station,

ES]
- BRREER
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« fE£ AWS Ground Station 32 &
- REFFEAERKAMME SRR

HRREER

LESAERNBRSHEEIREFDNEBASREULEN, FEEME AWS Ground Station &
B ELEMETRESREN AWS IRFELER, EREBVRFEES D HBURR , BEETHELRE
B ESE

.+ BUAGEA AWS EERELENSIEHRHT - EEMARFTRTEOEAENTHAR , HEA
RETETHSEREARIN AWS BERE, CHTEEH FEMA AWS RF, RMRBEEH
HEREARH AWS WEFEERR  WE—SHOHT. NRESEA  HSH AM £AEHE
M AWS S EREEBBANANS SEHE,

- ERAREHERT - RE IAM BERNFAR  FERTHTERMENTT. KERLEN , &9
LESERERG T AIUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MEZHEER , F2H IAM EREERETHN IAM FHBERAFF T,

G IAM BRSP4 — SRRV - BT USRS | SRS BERIER KL
it | BEAEBRE R | HEAAER SSLMRFABR, NRBBHE EARBEHE AWS
WA | 5 AT LA R RAE AE T 270, BI40 AWS CloudFormation, MBHAEM , WS 1AM f2
REIEEHI |AM JSON BETE : bk,

« M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7 IE EiE4E - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHNER , THBERETLBEEANBXR, NFEFEE
F, F2E (AM FEREER) FHEA IAM Access Analyzer BB BUR

- EEZEERRE (MFA) - MREBHWRFIFE IAMFERES FWIRERE AWS IRFE |, BB
MFA URRER£%, MFEEMW AP BERFER MFA |, 51§ MFA (REFEZENBEE, W
EFMET , B2 (AM EAEIERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3&i8 MFA BIZ £ AP| ZHL,

WNE IAM FREEBWHERBEN , F20 IAM EAEEESHN IAM 22 HEEK,

58 AWS Ground Station £ &

& EZFH AWS Ground Station 32 4& |, BA4EEE —HRENEF, BEEFAXARFEY HMBER
i AWS Ground Station ERIVFFHAEZERA AWS IRF, MREBIHHEEARMLEFTERENE 2K
R, IEREERBRNER (FAEIAR) ME , TEAMRETNAERERE,
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HAERFI AWS CLI 5t AWS API BSERE | BF AFRBEEEAFT. Rz , REAFFIA
B ERMITZ AP BIENBER AT,

ATHERERENAGMNMATLLER AWS Ground Station £ 4 , thiE#% AWS Ground Station

ConsoleAccessD ReadOnly AWS SEBREZIER, WEHMAER , 528 (AMEAEE
M) PHFEFAEEAE.

ARFFEREREMMAECSHFT

WESE REBMMEIBER , AFF IAM FRERAKMEMBAEAE SN AREZIERR, WBEE
AEETEA EE/RMEMENSFT , SEHA AWS CLI 3 AWS API R R RS A X TR B ER FF
A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]

¥} AWS Ground Station &9 MEFEEEITHEZ B
FERAUTERARBBEZE MG EMSEHA AWS Ground Station 1 IAM BEAJEE N E R REE,

TE

« BRAERERE PHITEHIE AWS Ground Station

o RAEEBHIT iam:PassRole HIIZHE

« REERF LA AE AWS IRF FHFHA AWS Ground Station &R

RAREBRER PHITEE AWS Ground Station
MREBWRERS  SHERERESTHE , EHOBERSLEER , REFEHITHE,

T5IgEFIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERWVGEMEN , BAIEEM groundstation: GetWidget FFAIBER 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BAFEFH mateojackson FEAEWER , AFFFEA groundstation: GetWidget &
YETZE my-example-widget BiRo

INRBEEGE , FREEN AWS EEE, FHNEEESRHENEXERE.
K AEEHIT iam:PassRole HIIZH#E

MBRKFIEE | SHEKREZEEIT iam: PassRole BIfE , BHNBELEEH , ALK ACER
# AWS Ground Station,

BE AWS i TRESREACEEGZRE A MARBUFNEBEEALIRBEEAER, NEH
THAER B ARERACEEEZRBIFT .

£ A marymajor B9 IAM EA B ERFERAEEEE AWS Ground Station P TENMERF |, 4 T 5651
k. B2, BFEERBRBEERBRBEAGR TN . Mary REKAREEEZRBENF,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFHEIIT iam: PassRole Bk,
MREEERGE , BBEEN AWS BEEE, SHNEEERMENEERE.
BEEAF LA AE AWS IRF FEFA AWS Ground Station EJR

BAHUEY —Efe  BEHMIRFHINERAERNEEBATHNASTRENER, BUNEEERH
LEFYHDERAR, #HITEERERNBERIFIUEHIEE (ACL) MR , &R LUE A ARL
RRET AEFRENE R,

MEE-FTH K F2EUTRE

- ZPETH 2 AWS Ground Station SZEELINEE , FZ B AWS Ground Station ZI{AE A 1AM,

- BETHRNMAWS 1RFE EEHEN ERCBREFIE  F260 (AM EAEER) PHEEE
B AWS 1RF B 5% — 18 iR R FEER IAM R,

- BETHNEKERNFIREBRMHBE=S AWSIRF | F2R (AM EAEER) B FEUER
HInE =5 AWS IRF BB .

- WETHNMEBKE S RMUEIE , F2H IAM EAEERPNEFIEEHGEATETS
SHMENERE BESD).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y Bk F ERFE.

AWS By ZE B AWS Ground Station

AWS SERERE AWS AWS SERERUNEENB I RESEANSEARARMHET | UEL
THUBIREH TR ERE, RANAS,

aclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAAIHAE AWS &
FEA. RMEREEREARFIEBNEFEEBER , MEE—SRDFFA,

REEESE AWS SEREPEZWNST, R AWS EFHZ AWS EREPERWNGT , IFHE
ERREENTETEREY (FHE. BENAR® )., EHN AWS R REBHHTH AP BETHR
RERBEE , AWS B UEEH AWS ZEBUR.

AWS SEHE 88


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

AWS Ground Station

ERAEER

WMFRFHMER , F2EH (AM EREERE) P AWS ZEBXR,

AWS ZE R : AWSGroundStationAgentinstancePolicy

& 4% AWSGroundStationAgentInstancePolicy BUREEE IAM B %,

WBE &R AWS Ground Station KIBEXNFF A2 F Amazon EC2 #1T{EEE |, FEH/TEEE Ground

Station Bi#& B EEMZERER . WBERFPHIFABFFTHRE Ground Station AR,

FTARFAEEA
BRI EUTHT,

« groundstation - AFFERRERHEITEE W Ground Station Agent APIs,

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus"”,
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}

AWSGroundStationAgentinstancePolicy
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AWS ZEBK :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

IR %% AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EiEZZE IAM B8, HBUER
SEEFRKERZAE , AWS Ground Station FF RKREETEIE. WEFMENR , FSEEAHRK
BEZAE,

HBEREET AR 2482 AWS Ground Station & IPv4 thit#y EC2 557,
SRR E R

HEHEREBE U T,

« ec2:DescribeAddresses — 2 5F KRS AWS Ground Station %I H B2 EIPsHHRAB(RI AT A IPs,

« ec2:DescribeNetworkInterfaces — fifF X F®E AWS Ground Station B2 EC2 #1T{EE
FEEBER 2 BN HRYAEREE A

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkIntexfaces"

1,

"Resource": "*"

}
]
}
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AWS Ground StationAWS ¥ & B K E 5

15 B RSB R IB HHE L T AWS Ground Station LA |, AWS SEHRFREHMNHEMAET. EH
EEESEN B EIRE |, 55578 AWS Ground Station MR HEEHEEHE LM RSSHE,

g8y iR H 5
AWSGroundStationAg AWS Ground Station #7387 20234 A 12 H

entinstancePolicy — HTBE FBER | URRHERRER
#ITEBEER AWS Ground
Station Agent BEF T,

AWSServiceRoleForG AWS Ground Station ¥7i§ T 2022 F11 A2 H
roundStationDataflowEndpoin ~ FTEVBUR |, |&F EC2 557 , KL
tGroupPolicy — # B A 24K 8 EIPs tBEFRHRY 2

AWS Ground Station & IPv4
bt LARER EC2 #1T{EREAR
BB AN

AWS Ground Station BAZ8E#t AWS Ground Station BB 2021 F£3 A 1 H
g% Mt AWS ZEHERNEE,

£/ Ground Station RIS ELEAE

AWS Ground Station use AWS Identity and Access Management (IAM) fRi$EE A, REEZAR
EEZEFLZE Ground Station FIE— IAM AEEE, REEZEAEH Ground Station X EE ,
ERBERREFIUEM AWS RIEFFENFIEHFT,

RBEREACEREFEZMIZTE Ground Station , AR AR FEHFHIEHLEMNFT., Ground Station
EEEREEEACNTT , BRIESEESE , BRIRHE Ground Station ATLLIETH AR, EHEMWEFT
SREEEBEERMFUEE , BERFTBRELRMEEM IAM B8,

NEXERBEEALNEM BENEF , F2EAWS €4 IAM R , TERKELAeMPS
REARNEHK. BEEREENRE , MeRZBRBHNRBEERES B
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Ground Station RIS ERE A EFA

Ground Station £ & & AWSServiceRoleForGroundStationDataflowEndpointGroup K RIGEEHE
— AWS GroundStation R LR EFZAERIA EC2 REXRLE IPv4 Hbik,

AWSServiceRoleForGroundStationDataflowEndpointGroup FRIEEE AR EE T RBEREIZAE

* groundstation.amazonaws.com

& A AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy B9 & &5 o] Btk 7] 2 Ground
Station HIEEMNEIRTTR T S E1E :

« BE: all AWS resources (*) £H ec2:DescribeAddresses

Ey4E T Ground Station %I 82 EIPsEBEBERIFTE IPs.
« B)fF : all AWS resources (*) E£H ec2:DescribeNetworkInterfaces

E){E W 3 Ground Station EXfSEE EC2 #1TIERR A RAE < N EAVAHEIE

BAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFH
&, F2H IAM EREERPHNREEEA G,

A Ground Station By RISEFZAE

BREEFHEY —BARBELEE®, EEE AWS CLI 5 AWS APl 2 37 DataflowEndpointGroup
iF , Ground Station ERAZLE I RKERZALE,

EEMBRERKEERAE , CREEBREYN , AL ERFHERAEREFEFEILIAR, EFREY
DataflowEndpointGroup B , Ground Station @ BX BIEE N RIS ERE AR,

BB TLER IAM 24 | EBERRNZE Amazon EC2 ERRFIREN R EL AR, £ AWS
CLI =X AWS API # | AR Z & L groundstation.amazonaws. comfRIGERE A, MEF
B, #2080 (AM FEAEER) ¥ "TEYRKEZAE, . NREERREREERZAE , B
FERLERNEFUBREIZAR,

#m¥8 Ground Station RIS EE A E

Ground Station 7 ft 5F#&#% ¥ AWSServiceRoleForGroundStationDataflowEndpointGroup AR¥5E#E &
1= I%ﬁ%ﬁ%ﬁ*?ﬁa?%%ﬂﬁﬁﬁ#ﬁ@ FIAGEEIERYACCREBTEACERE, AMm , &7
/A 1AM RiFEAGHER, MEFHMAENR , BF2HE "IAM FAEER. NREREEEAE,
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& Ground Station RIS EHE A

EETBEARERBESGACHIEDRY  RAEZBERGRZAE. -, ERREREDE
EREENRERER.

1868 S fF BRI E 45 A e M Bk DataflowEndpointGroups , FREMIBR RIS EE AR, EEREETR/D
{888 DataflowEndpointGroups BIFF A, 4N R AR E#E A € B % B DataflowEndpointGroups & EL
B, 8BS MBRFTE R RIERE A E DataflowEndpointGroups , = REAS EL M Bk

(® Note

R Ground Station FRIEELRERMBRERRFEAAE | BIMBRTESLAK, BHIBEREZLE
EESEIERIBFRERREE,

M BR AWSServiceRoleForGroundStationDataflowEndpointGroup £ # Ground Station &R

%R AWS CLI 5 AWS API fifli& DataflowEndpointGroups.

£/ IAM FERBRBEESESE

A IAM X34 AWS CLI, =% AWS API &%

AWSServiceRoleForGroundStationDataflowEndpointGroup RIS EE A . MEFMER , F2H
"IAM A &ML PRBRREERZAE,

Ground Station RIS EFZE AR ENESE

Ground Station X EEFBRMEENEFSPEARKEEAE, WEFHEF  F2EEHR.

WPER

NOT_AUTHORIZED_TO_CREATE_SLR - ER &R P AR CreateDataflowEndpointGroup API
HEEKRE iam:CreateServicelLinkedRolef¥ A, &4 iam:CreateServicelinkedRoleZFd]
NEESXNARENIRFFHRIBRKEELE,

VERREE B INZR AWS Ground Station

AWS Ground Station {kTEFRIRMH NG , LAEH AWS AN IMZ SR RRELNFREHRBRESR,
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- AWS BEER £ - TA5% AWS Ground Station EfFAEL SR EBMZE TEEIEA S 2HNER
MERFHER, SELIRE. EESEA AWS HEN S  IREEAAR ; T8 , EFFE
EREMEESIBEREXRRBENBZERNN SR, WFEFHBENR , 528 (AWS Key Management
Service B ABIEmR) FH AWS HEH £ AWS Key Management Service,

RIBEFER , MBBEENAPRBEEREBHRBERFTS RNRERBNER L, FE , EAUEBYIFS
BEMNBSRUEURERERNEZEEAEN,

AWS Ground Station 8 FTE 8RN R EE R M EIITNE , T8 , HREL AWS Ground Station &
B, GlnERMER  AULLREFAEFSE SR RILTERN AWS ZSESR,

- RESE 448 - AWS Ground Station XIEFREEY, HANEENUBEFSELE K EBE
AWS BENMEZ EFEE_BNR, SAUTSRE0HEBMNER , HILERTUTES
- BYNHERSMBUER
- BIMM#E AM BERANB FRE
- MANERESS\BR
- WNSMEBREZER
- FIEEE
- BUSBAA
- RHEEMEMER

MEFHMEF , F2E (AWS Key Management Service FIE A EIEE) PHEESESE,

TRIBERHE AWS Ground Station X EBFARTFSELEBNER

EREa AWS BB R S| INE EFEESR/NE (ER)
Ephemeris ERARGTEFE 2R A 2R A

A B R

(® Note

AWS Ground Station /A AWS SIENSWBBMAFTENE , LB REBA S DHEE
BH, T8, FAEFSESREIN AWSKMS Ef, NMEEHACENFMEN K B8
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WE AWS KMS HEFHIEFR , 5828 AWS KMS i A E18F,

WA fE AWS KMS F{EH AWS Ground Station & F
AWS Ground Station EES B FESEEERALNEFLSE LR,

ERLTEFERAEFZESRMNZNERFMEERE | 2FIBEIX CreateGrant 555K E AWS KMS R E
#& AWS Ground Station Y €8 #. AWS KMS FHFZEANEF AWS Ground Station &1k F &
KMS &8 1 ZEUE,

AWS Ground Station EERF , TEKEFFZESHBAR T I AZPIRE -

 # GenerateDataKey FEREIXE AWSKMS |, IELEHEFZESRNFZENER S8,
- BREFEREEE AWS KMS UBZIMZNER S| , MERARNBENER,
I FE

- BINEFEREIEZE AWS KMS SUmMER M E R

BOERBSRETHFEE K IBREEEHEFZESBNEEE., NREEEM , AWS Ground
Station AIEZEREFZESRMEFNTMAER , EGXEHANZERNRE, fln , WRER
B 51 AR Bt #& 8 ephemeris BERE£881Z# | AWS Ground Station Bl #§#8 5% 12 B 4% 5 RS 6F F 1R L 1Y
ephemeris BRI RIEM KR, EFE WIS ALL FAILED MREEZE R,

BIUIRFZESR

ZRILAER AWS BEEEAH AWS KMS APIs REVHBEFZE SR,
BUVHBEFEESR

B AWS Key Management Service IR A EEEFEIHBEFSESBNT R,

EIMBUR

SHERERHEFZESBNEFEIER, SEEFSESHBLERE—ESWBER , HHIERE
HUUFEASBEREFRAARXNRERR, EEUEFZESRET , TUEESRBE., WEFHHEENR ,
A2 AWS Key Management Service B ABEMIPHNEEEFZESBNFEUE,

HEREFZEEWE AWS Ground Station EIREEER , XAEESWRMBERF AFF T APIRE
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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kms:CreateGrant - R FHMEERFZELR, RTEFIHEE KMS €8N EFR , AFFFIER
T4 AWS Ground Station FT &R . MEEARBNFMET , F2 B AWS Key Management
Service BB A B,

JE AT 3 Amazon AWS #4T TSI ENE :

« U GenerateDataKey LEEMZNER SR IWAEER , RATSIEFEAERN S\ ETMNE,
« WY Decrypt AERREFHMNBEER S BRIFIMBHER,

« W’ Encrypt AEAERESBRMBER,
s BREAAEZFEALUAF RIEZE RetireGrant,

kms:DescribeKey - RIHEFZESHRIFMEN , UAHF CEATRANESR LEITRF 28 AWS
Ground Station B £48,

LT REAI LA Frigm IAM BERBRR R £ AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"AWS™ o "MEM
.
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [
"kms:*"



https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
.
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"

WMEEBE PIEEFFINEMERN , 5528 AWS Key Management Service Bi& A B1E5F,

MESHE B EFE ETRESROFMER , 528 AWS Key Management Service B A B8R,

BEE WEEZE4Si8 AWS Ground Station

BALEEEFZESRRNEZETIER
.« FEIR

BYERE | S LURMH kmsKeyArn RIEEER &8

« kmsKeyArn - AWS KMS B FE S E SN S8R5

AWS Ground Station INBRR A
MZRAR—HEZANESBEY K S SERNEMGHEBRREHA. AWS KMS FRMEABSMATEI

MERFER  UXERENE, ELAENTERNBRIESMBARTE , AWSKMS ENIEAR
BEENENER, FERTER  SXAEERPEEHEHMNERR,

AWS Ground Station JIRA R

AWS Ground Station R BNZNEREATRNNZAR , YASREINESRRERLEIFEN M
BAR,

EE WEFZE £ AWS Ground Station 97
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Ephemeris IMZRA :
% ephemeris E RN R FEREZTRENEHE ARN

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}

(® Note
TRRESHUHRNEREEHERER.

e AR ETER

ELAEAHBEFZESRRNBEREERE , B EARKEHNBFFHNNEASRELZF
FZESBNERIR, MBAZLEHEIE AWS CloudTrail 5 Amazon CloudWatch Logs 4 HY
HEEH,

ERNZERBTEFEEFZECRIVFN

BT UESRBEEN IAM BEH , £AMBERBTES conditions REFFHNEBEFZESRN
FHL, EAIER TR ERINERB KT,

AWS Ground Station ER FHEAMBEARRS , SEFHHERFIEZTEFZESRNFI. &
FROESERETAFNREEAEENNERNR,

LTRETEENBEARZEFZECRFIENSRBERBRANES, LERREXPNHRGSER
EREENEARNNZRBHRE,

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I,
"Action": "kms:DescribeKey",
"Resource'": "*"

},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
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iy
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
}

Bt N2 448 AWS Ground Station

B AWS KMS EF ZE£88 AWS Ground Station EREEEMAE , LAIUER AWS
CloudTrail 2% Amazon CloudWatch logs3RiE#t AWS Ground Station X ZE AWS KMS BIEEK,

T 5|l CreateGrant, Decrypt. GenerateDataKeyEncrypt#l #9 AWS CloudTrail =
#DescribeKey , FIREE#E AWS Ground Station FEAYEY KMS 124E , IFIMEFE S ELBNZNE

\|/\
o

CreateGrant (Cloudtrail)

EEMERA AWS KMS BEF ZE SR MNBEH ephemeris EREF , RSAE AWS Ground Station
BXFEUE AWS IRFH KMS £#fICreateGrantiER. B AWS Ground Station EFHEBR
B AWS KMS BEF ZESMMBABINEIR. i , EEMERERE , AWS Ground Station &4
RetireGrantRERBRE T,

TEMNEFHEHSECEHE CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",

"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",

EtdE M2 €88 AWS Ground Station
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"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey (Cloudtrail)

EIRMER AWS KMS EF Z &8 R MBZEM ephemeris EREF |, /KRS AWS Ground Station /&
iADescribeKeyiER , UBEFBRNSBFEREWIRS B,

THMWEFI S48 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA'M,
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
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ERAEER

"eventName": "DescribeKey",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey (Cloudtrail)

EIRER AWS KMS BEF ZE SRR MZFEM ephemeris EJREF , & AWS Ground Station &
% GenerateDataKeyiER#E KMS , LEEXARMZERNER L8,

THEHMNEFEHE5CH GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

EtdE M2 €88 AWS Ground Station
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"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

Decrypt (Cloudtrail)

EI&EH AWS KMS BEFE S & £88 % ephemeris EiRMEF , 2R ephemeris EEAHEENEE S
E<®MNE , Al AWS Ground Station & DecryptRIEREZRIREN ephemeris, i , IR
ephemeris IEfEf¢ S3 RFIFBLE  UFERAEENSREXREFITEBRME,

THMNEFIEH 5 Decrypt B1E .

"eventVersion": "1.08",
"userIdentity": {

Eoi: M hn#E €88 AWS Ground Station 103



AWS Ground Station

ERAEER

"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE",
"eventCategory": '"Management"

EHm BN ER N2 AWS Ground Station

AWS Ground Station RIFFAREMNE , JEEHBBRBLAVBREN ., REXRERHEREME |

A LLE B W 5 N7E AWS Ground Station XER{ZE R Amazon EC2 #1TEE < B ERE R

« AWS Ground Station {XZEfE=R
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« Dataflow 525

BEBERERNFEHREUTENAFRAEEERPNERNSE, UTEEHRESHES .
AWS Ground Station {XEERERFE K

AWS Ground Station KEEREFHAETFZE AWS KMS £#8MBHBHR, T8/ Amazon EC2 ¥
1T1ERE E#1THY AWS Ground Station REERSBBHMRZRR , LIRHBZNER.

£ streamsKmsKey Z#MissionProfile & i , KIEEARMEB SRR AWS KMS £48.
& F &8 AWS Ground Station FEENFI BT I # 2EBEEE B AWS KMS £ BUERRE

I streamsKmsKey,

Dataflow i 2 & 7%

ERRERERMEMEA Datagram Transport Layer Security (DTLS) 1T, ERFERABREER
BERW , TEEENNER,
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sIHMER SR E B AE R

RUNEH REIIMELEREREE YRV EZHENERRERE. EENEARTIHEETL
BEEBEHEDES , YIHHEMHAREHEENARE,

£

« JPSS-1- NEEHEEE (PBS) - 7

- £/ Amazon S3 BRI RN AEEEEE

- FRERAERENAEEEEE (FEF)

- FAERMRERMNAEEREE (BHANRE)

« {8 AWS Ground Station REEXNW A EEBEHE (EH )

JPSS-1 - N EEREEFE (PBS) - §F4

LEFERNE EENAEFHE. CRHEE WEHEHEBTMEI , AWS Ground Station 36 AL T4
EgHIERE PR

mAEEREERSHMR  EUUIATARNENEEGESFEENBARE. EXGHH , &M
g7 AWS Ground Station fiifgEH#iR JPSS-1, #EASZE , BRMEABESBEERK 1 (JPSS-1)
Spacecraft High Rate Data (HRD) F| Direct Broadcast Stations (DBS) Radio Frequency (RF)
Interface Control Document (ICD) RFEREHI, b\ , E/EEMNI , JPSS-1 B NORAD ID 43013
FERAHH

JPSS-1 FERM—ELITN=BEEZETTEFARKE , M1 ICD HE 1-1 iR, EEREBEAREF , R
BRE—SEXEHR (HRD) TTEABEARLAEA. RiEk  S2FILREHLEREERNEN
ERHARRERN, DMEREMTAR :

o HOMERA 2067.27 MHz WG BB ( L1T) , ERHEEE 2-128 kbps, BT AT AFFE.

o AR E 2247.5 MHz BEBIBERE ( T1T ) , ERIEEE 1-524 kbps, BRI LHFE.

« SMD B ( T ) , FO0MEEAE 26.7034 GHz , ERHIEE A 150-300 Mbps. BRI\ B 1E
B

. BRIEFRA 15 Mbps B 7812 MHz FUSEEM HRD BE& ( T1T) RF, HIEEA30MHz ,, BA
right-hand-circular-polarized, E#&EA A JPSS-1 B AWS Ground Station , iE 2 & W A ZELH
BAKE, HEFRLEERABZER, RATREEN. RABNERNMEEAENERES.
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https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
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AWS Ground Station EREER
EBRMLEBBENERRRE  BMAEYGS (L£17). &8 ( T1T) MHRD ( FT) BEHFE
HSER, EEMNZEEIITEHIIEE AWS Ground Station, SMD BEFRHE , AR MMERBHR
BENENEE, mEZEDEENGFHENR , 528 AWS Ground Station U5 25 IhEE

® Note
B SMD BE#RE T+ A AWS Ground Station , Bt EHIfEREH T E 2 R ER,

® Note

B ICD fFREEDT (L1T) MER ( F4T) BE , WEBEELRER , RibERARRHEN
ERHEE,

£/ Amazon S3 ERIRTH A EERHREE

LeEBHIZENE ERAEER JPSS-1 - RLEEEEE (PBS) - 514 BRPTHAITH.

HEREHF  BEERR—FERM -- BEEN HRD BARCHEIMBEBMNHEER  WiECEHR
HARIREE, EVHERRELFEER (RF) HERFPER (1/Q) BAEBMLzE. ERBA
Amazon S3 EFEE®Z , BUUEAEMELENRRERABNRBER. NEFHHREEHD  F2
B MathWorks 2 RiE. FALEHIE , BRI LLEEHIE Amazon EC2 Spot EE TR EEE K I
B B BB SR T B AR

B

REREFAIENERREBAREAM,

THFmESHARNIE R RHBEREARNEREE AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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AWS Ground Station EREER

® Note
% AWS CloudFormation SN R B FFMER , FSRERE,

BEREMGE - BARERNTE Amazon S3 WIER , BHELKREEE —FRLIIMNEE. Big R
FERRINER , BHBAER Amazon S3 EfFETER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

o, ERFERIMEENABNBOR , LT ERARMFRT AWS Ground Station .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station #H&E
AERREIEEAM,

BEECRERER  FEE LEAEBEREERIEE. BN PREFERRED A B BhEH T Ak
EFRME , BHM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

AWS Ground Station #H#& 109



AWS Ground Station EREER

BRBEARE , EFBERRE T THERAREES D , SR s3 SBHRBEEMEIA Amazon
S3 FATER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

P

AWS Ground Station {E#& 1R §E
AERRE T ERHERE A,

RECDEMBBOEL  STAEACHRESRITE. CHEALBSHNARE.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

A% ERAE — i

EALERER , BWIRIEALABERR JPSS-1 Big A , MEREMEMAN ETIERD ST ER T AWS
Ground Station AWS Ground Station &,

LT R5EEAH AWS CloudFormation &i48 | EF @S ARTHAMANMEER , SHATNERZAR WE
— &5 AWS CloudFormation.

&5 B AWS CloudFormation #4<AquaSnppJpss-1TerraDigIfS3DataDelivery.ymlE8&
Amazon S3 fEFETEE | LU R HERRBHE A MU VITA-49 Signal/IP Ei2EEE BT EN AWS Ground
Station &R,

MR Aqua., SNPP, JPSS-1/NOAA-20 # Terra RMAZBKIIRE |, B2 MAFHE,

(® Note

BRI LAERABERH AWS EAERRFEEZEFNA Amazon S3 f#/7Erie , LIFEE AR,
DT EZEEAER Amazon S3 #FiriE. 8Fus-west-2EEHE , KREEEIL AWS
CloudFormation &Ky ¥ FE R 15,

s, FHERER YAML, B2 |, EiRRKRA YAML #1 JSON &=, EEMEMH JSON ,
ETHEAR . jsonfF g . ymlBIEZIRA .

3

EEMH THEAK AWSCLI, FFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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A ERERPRAEELT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& A LA AWS CloudFormation JA T iE#E EEE RIS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

FEREHREREN A EEEE (EEY)

LegEBIE M EEMAE R JPSS-1 - NEEEEE (PBS) - 71l BERPTHHI D,

EETHRILES | BEERR—ARM -- BEE HRD BAR S HEEA B D #IEZR (DiglF) , X F
Fi SDR £ Amazon EC2 #1TER LMW ER REIRHEARERN KRB MEE,

B

AEFRRFRE G ERREBEARCAM, EHEHIF |, £A47E AWS CloudFormation E34 A 2 37 /i
BEE : 2HENERER,

® Note
WE AWS CloudFormation S8R AR FFHHE A |, B2 BEEARELH,

(i

HYESHEER , CHEHETHSE, FiB AWS CloudFormation EEABVHEEE | HiSIEEE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEERUSBY | AIRH Amazon EC2 EC2Key SEMEHE., FHS B AEH Amazon EC2
HITEREVERY.
L5k, I AWS CloudFormation &k , BFEZRMEERNEHEE AMI ID, FSE AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXN B REBAEANEREER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource

section.

%ﬁﬁ‘ﬁﬂ"ﬂﬂ%“—iﬁ%ﬂﬂ%@?&ﬁi EC2 HITEEBNER , EHARE-RIRXMRE. RE FIERK

TEER , EXAERAERRRRAEARNRE Amazon EC2 #1TEIEE , Y BV —HZEERRER
BhEHE,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

WA, BEFERIEENBRMAR® , LA ERFF AWS Ground Station 2 37 5E 14 #8357 H
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:
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- IRef InstanceRole

AWS Ground Station #A&E
RERKRELEEAM,

REEEMAEBRARE , T%E LEREBDERRRERFRE, ## PREFERRED 1R B BhEHE AT L
REAEMRE , ERRZHH JPSS1 ERtRE  AKFEEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RBEBARE  LFEEBRRTTHERARGEES D , ARERGRIHFMAET 2 ERRE R EE
RV E BRI R AR,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R 1

RERRE L EHEILE AP,

RHESCHAMEEBNER  SUUERAEMRERERRE. SHERAEKSBNAERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

A% E BE — i

A ERER , BIWETLAHERE JPSS-1 Bit&EA |, UMEREMEMAN BT ER R T AWS Ground
Station AWS Ground Station {Zi&.,
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AT 25528 AWS CloudFormation 848 | EFR @ EAREHFIANMMEER , S ATLUEEERANE
— &4 AWS CloudFormation.

&% 1 AWS CloudFormation #84xAquaSnppJpssTerraDigIF.yml §7E B RERFE , LABRE
W Aqua. SNPP, JPSS-1/NOAA-20 Hl Terra ETEMNWE L P #EIEZX (DiglF) E¥l. ©8E Amazon
EC2 # 1T MW/ DiglF EEEBERFTERN AWS CloudFormation &R,

MR Aqua. SNPP, JPSS-1/NOAA-20 1 Terra RIMABHIIRE |, BHS8W MAFHE,

(® Note

BRI LAERA B AWS EAERFIREFMA Amazon S3 RFIFBRIFIER, UTER
F A [E1E Amazon S3 FEEE, B us-west-2EHBURREBETEHEIMHEN AWS
CloudFormation ¥J FE[E 15,

s, FHERER YAML, B2 |, EiRRKRA YAML 1 JSON =X, EEMEA JSON ,
ETHREAR. jsonkFig. ymlBIEZERE -

3

EEMH THEH LR AWSCLI , FEATHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

FAIERERPRAEELUT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

& A LA AWS CloudFormation JA T iE4E EEE RIS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

HAERTMEHMER ?
AquaSnppJpssTerraDigIF EAEE THEMER :

- (1#HA ) CloudWatch Event Triggers - AWS Lambda £ [ Bi##& AWS Ground Station BI#& H EiEH
CloudWatch Events #8242, AWS Lambda B RL Eh 3 132 12 14 it 4= 1E SR A0 2 I B ST (E BE
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- (EA) BEM EC2 BRFE - £/ Lambda A EA SNS BAIWEHRERE Amazon EC2 #{TIERRF
RIKAVEIA (SNS), FHAIE , EVRERBEENNERARELER,

« Ground Station Amazon Machine Image Retrieval Lambda - 21 #1788 i % 2 1Y 81 B8 LA I SRR T
f AMI B8, BRE82IEEE DDX 2.6.2 OnlyM DDX 2.6.2 with qRadio 3.6.0, EEH
LB EM M e , ELBESEEER.

- HMEREIRE - Htt N EEBEE (Aqua. SNPP H Terra) RSB,
- HMRBTITHRE - HMONEEBEEFHE (Aqua. SNPP # Terra) R T {THRE

EhEARF  HENENSHERKEL, EESEAELER L AWS Ground Station M ENEEELEFHE
EEERA, STEEREBCHNE , BN EFEHILEZAR AWS Ground Station BEH . B2 , &AL
BEELE , FHAEARNEHWERRG,

B SE AT i T BV E R 2

ERRBRREFENSE , REAUSERN — B2 EUNBEREHATERMERAE., BRESTEEE
RAERRERERMEAER , Eﬁﬂuwﬁﬁ#ﬁ&%ﬂ’]ﬁ?&iﬁ AWS Ground Station EiZIkE WER S
o BUWEILAE , ERFATLUEIR UDP E#EIE 50000 EEZKEHTEEBNEENE FLERA, WER
EERREIREFENFMENR , 528 AWS:GroundStation::DataflowEndpointGroups

EHENRERMNAREEREE (HEANER)

ttEfgZEfEMAEERE JPSS-1 - NEEBEE (PBS) - Hh ERFTHB D,

EETHLES , AFERBR AR - FRECAERRTBRE , UHEFANRBHNEEEBERN
X HEE HRD BIAM K, MREFTEI6E A NASA Direct Readout Labs 8 (RT-STPS #1 IPOPP) &
BER , AltEsl R —EREFNEE,

A

REREFREBENERREBEAREAP . FLEHIF , E487E AWS CloudFormation #4822 3 /Y
BEE : 2BNERER.

® Note
EE AWS CloudFormation SN AMFMEN , F2RELEL,
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HESEER LB TS 8, EB AWS CloudFormation TIEABR T HEBE , BIFEEEL
B,
Parameters:
EC2Key:

Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
REERENSRY | WiRM Amazon EC2 EC2Key ZBH BT, FH2BW AL Amazon EC2
HITEREIERY.

o, B3 AWS CloudFormation # & | SR ERMERNEIHISE AMI ID. FZE AWS
Ground Station Amazon Machine Image AMIs),

FRNE AT BRBRERNEIRER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource

section.

f«%ﬁé‘ﬁﬂ"ﬂﬂ%“-iﬁ%ﬂﬂ%@?&ﬁé EC2 SITERHNER , ERERE-—RLSXNTBEE. RERPBIERT
TEER , EXAERAERRRIRAEARNERE Amazon EC2 #1TEIlR , Y BV —HZEERRER
RhEEHE.

B 123


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html

AWS Ground Station

ERAEER

# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:

2>8&1

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",

"lanConfigPort": 50000,
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.

BARE

125



AWS Ground Station EREER

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:

BARE
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Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

FHEEBEENBR, BEFMEREE , AWS Ground Station FREAFF ERFHE U EMERA®E
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
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Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
"ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station #H&E

REAR ERERMELHEEN

BEEMCHERER ST LEHAEBDERBERFRE. ERN PREFERRED A B BB Mt v LAk
EFERE , BAER JPSS-1 ephemeris RERHA , A TFEEFAAER

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEBEFAKRE , BEEEHantenna-downlink-demod-decode HERRKRFER D , UREH KR
BHERSEZERIHBFMETNER R IRBEHE,

AWS Ground Station #H#& 129



AWS Ground Station

ERAEER

® Note

WMEWMAELE DemodulationConfig, 1 {EK

fR AR R AR RE .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to
# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:

AntennaDownlinkDemodDecodeConfig:

SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{

"carrierFrequencyRecovery":{

"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

iy

"symbolTimingRecovery":

"symbolRate": {
"value":15,
"units":"Msps"

Ff#lEADecodeConfig , B XET1T
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I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
}
}l
DecodeConfig:
UnvalidatedJSON: '{
"edges":[

{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

iy
"Q-Ingress":{
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"type":"CODED_SYMBOLS_INGRESS",

"codedSymbolsIngress":{
"source":"Q"

}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

.

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {

"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £ 15
AEREX FHAEREELEKELRE,
BELCEHBBNAERE  SulERefREBERRE. SEEHEKRSENTENRE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

A% E AE — i

A ERER , BIWETTLHERE JPSS-1 Bi&EA |, MEREMEMAN BFER KT AWS Ground
Station AWS Ground Station &,

AT 25528 AWS CloudFormation 848 | EF@E AR FIANMMEER , S ATLUEEERANE
— &4 AWS CloudFormation.

&5 1 AWS CloudFormation #84xAquaSnppJlpss.yml B EZEEPUREFE , ABBRER
Aqua, SNPP #l JPSS-1/NOAA-20 BEME . ©IE Amazon EC2 H1TEEMAER AWS
Ground Station EJR , UHFREB& A M Z AR NR BN EEEEER.

W Aqua, SNPP, JPSS-1/NOAA-20 #l Terra RIDABWIRE |, 3828 MAFHE,

(® Note

B AERABERN AWS BAERREFREF A Amazon S3 77T , UFIER,

DA E#EEREE Amazon S3 A FEFE, 8Fus-west-2EFHE , KREBEEIL AWS
CloudFormation & Y ¥ FE[E 1T,

ok, FIIERER YAML, BER , SIAERHRA YAML 1 JSON X, HEFA JSON ,
ETREAR. jsonkFig . ymlBIEBZERAE .
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EEMMH THEAR AWSCLI, BFFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

FBAINERERPRAEZLUT URL, AEFRAETBREN TRER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

B A LA AWS CloudFormation JA T iE4E EEE DS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

HARESR T WLEHMER ?
AquaSnpplpss ST E THHAE R :
« (&M ) CloudWatch Event Triggers - AWS Lambda £ A B§#& AWS Ground Station BI#& H X

CloudWatch Events @3B, AWS Lambda B EUASREN I Z 1B M {5 1H B IZRE BT EEE,

(EA ) BiEH EC2 B - £/ Lambda A8 A SNS BHAYEEERTE Amazon EC2 #{TERERE
RIKAVRIR (SNSBH ) . FHAIE , EVRERBEENNERARELER,

« Ground Station Amazon Machine Image Retrieval Lambda - 21317888 i 2S£ 1Y 81 B8 LU B IR 12
B9 AMI #9388, #88EE4HE DDX 2.6.2 OnlyH DDX 2.6.2 with gRadio 3.6.0., WRE
HEFE A EE DigIF ERRSH AWS Ground Station RERR , 5526 £ AWS Ground Station
REEXNLAEEREGE (54). BEHGORBEFRNINERM , ELERSEERER.

- HMEKERE - Htb NG EBEE (Aqua. SNPP # Terra) BNEBERE,

- HttRFTITHHRE - Hb N EERBEE (Aqua. SNPP # Terra) KR T 1THERE,

EhEARF  HENENSHOREL, EXESHELIAEELEE AWS Ground Station ¥ B £
B, BTEERTEEHCHWE , BN EFE A L& AR AWS Ground Station B . B2 , B LLEETE
By  HERNERARENERARA,

B BEM B S ERRNER ?

ERRERMEFANRE  SEANERN 2B AVEKSENTEEBRRAE, BWEHTEERE
REMREBERMERARN , tERREREERN AWS Ground Station EHEHEENE R BR, BT
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L& , ERF AT SLEIR UDP EH#E 50000 EENEFEHTERNEE N EFLEA. IEREERRE
TmEh AR EE AR , 582 AWS::GroundStation::DataflowEndpointGroup.

£ A AWS Ground Station REERXNAEEBHE (E5H)
WEIBIEE FREIERN JPSS-1 - NEERBEHE (PBS) - it BERP TR D .

EETRULES K SEERR—MARY - £ERE HRD EAR TR A EZHEV D #SEEX (DiglF) ,
I £ Amazon EC2 #1T{EE& L& AWS Ground Station RIBFZ XA SDR ZUREMLAERE,

(® Note

B JPSS HRD BRI RMWIEES 30 MHz , BEEHERERB TTHEE | HIEAKES
5 100 MHz B9EA%E , LUIEE A LR AR AWS Ground Station {RIEFE R £ I &5 4) PIZUN K EFER
=,

i g

REREFREECNERREBAREAP . HELEHF , EFEE AWS CloudFormation 48 & KR 7E
H SR IR 5 [ B E VBN B BR o

(® Note
% AWS CloudFormation B8R A RRIEEMAE SR | SES B EAREH,

B % , £ AWS CloudFormation £84<# A4k [E 15 51 HAY AWS Ground Station F & EEREMETE
B, iETE Amazon EC2 HI1TERLZ+HIEIRRSEFHEE, NEFHFEBEENFMAENR , B2
B £ A8 AWS Ground Station KIEFERH VPC #HEE,

Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:
groundstation: pl-0cc36273da754ebdc
us-east-1:
groundstation: pl-0e5696d987d033653
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eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:

groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

SHHSBER , BEHET IS8, EIB AWS CloudFormation FIRA B HER  FigEEEL
B,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

R

rﬁ]
]E}.‘_I_III
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Type: AWS::EC2::Image::Id

(@ Note
BREERET WY | WiRMH Amazon EC2 EC2Key SBH B, 2B AEM Amazon EC2
HITEREVERY.
b5k, #31 AWS CloudFormation 3t , SR ERHERNEHIEE AMI ID, F2E AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXN B RBAEANEREER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.

ERBMAEE—BARERATE Amazon EC2 HITREEBHRA , BAELKEEE — RS ITBE,
BiE AL ERZIEER , B4 AFER AWS Ground Station Agent 58 E Amazon EC2 #1788 , &
Y—-RZEERREREEME, Bk, B18% 5 AWS Ground Station REFRER 5% E Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
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Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway
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® Note

W% AWS Ground Station KEBEX X &2 VPC HENFMEN , 28 AWS Ground
Station fXIEEXFER - VPC Elk.

T

BE  SRREEWE Amazon EC2 #ITER.

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
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Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"

{

"capabilities": [
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"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFF e ff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
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shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BHEEEENBE. SEMEER , AWS Ground Station FREARF ERF P E VT EMBK AT
(EN)o

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
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IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp

- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy
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# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:

BARE
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Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:

Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root"

Resource: "*"
Condition:

B
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ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station #H#E
AERREIALEAM,

CEEMFAERERE e LEABHEMRERFRE, ER PREFERRED A 8 BB M v LAk
ETRME , BHEM JPSS-1 ephemeris MEEH , AKAEEF SRR

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BIFEBEFARRE , LEEERRARTTHRBRRARFEN S , ARERFHFAEANERRZ R MEE
HERRR R ARE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:

Name: "SNPP JPSS Downlink WBDigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:

Bandwidth:

Units: "MHz"

Value: 100
CenterFrequency:

Units: "MHz"

Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"

ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" ,
DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#& 1R §E

P

RERFRE L EBEILE AP,

RELCHAEEBRNAR  SUAEREMARERERRE. SHEAERSBINERE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

Properties:

Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120

ContactPostPassDurationSeconds:

MinimumViableContactDurationSeconds:

"AWS: :StackName"

"Downlink" 71 ]

AWS Ground Station {E# R &
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TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

HERE—E

FEiRLERER , BRI LAEEE JPSS-1 B A |, LEREMEMAN BLEZERR T AWS Ground
Station AWS Ground Station {Zi&.,

AT 25528 AWS CloudFormation 848 | EF@E AR FIANMEER , St ATLEEERANE
— &4 AWS CloudFormation,

&% 1 AWS CloudFormation &3
ZADirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml 87 EERERFE , LAFAMRE
W Aqua. SNPP, JPSS-1/NOAA-20 Hl Terra EENWE ML P #EIEE (DiglF) E¥l. ©8E Amazon
EC2 #1T1ER , LARAMEMA AWS Ground Station Agent R DiglF EEZEBERFTEN AWS
CloudFormation &R,

WME Aqua, SNPP, JPSS-1/NOAA-20 # Terra RITAIEHIIRE |

e
W

B MAEE,

(® Note

BRI LAERABEMH AWS EAERRFEEFNA Amazon S3 f#7Erie , LAFEE AR,
DT EEFERES Amazon S3 fFir8. Fus-west-2EiHIE , KREEEY AWS
CloudFormation &Ky ¥I FE R 15,

A, THERER YAML, B2 |, SRR KREMH YAML f JSON #&=X., HEE£EA JSON
ETHEAR . jsonfF g . ymlBEIEZIRA .

3

EEMH THEH LR AWSCLI , FEATIHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FBAIERERPHEELUT URL , LEERAPREM THELX
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

& A LAE A AWS CloudFormation JA T iE4E EEE DS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERT PLEHMER ?
DirectBroadcastSatelliteWbDigIfEc2DataDelivery SiIREE T HMER :

- BESITERESERRAE - (RN ) WREHEMERAE , RIEE PublicSubnetld 1EERY
FREPEVEERKRARD. NREREDTERVALEFRES , ALAXERE, EHERR
EA&EE EIP BRI , WiEEIERENITER,

o EWEHITEEEM IP - AWS Ground Station & EARHEM IP, ESEERENEHTEEREM
HBBE R,

o THIEAP—EEM IP BB
o EREHMITEREEEM P BB - R KIEE PublicSubnetld , RIFEM 1P Bk E T EERES
Hﬁﬁo E%g Subnetld %%ﬁﬁ%ﬁ%o

o BEWEHITEEEMERAmEEENY IP BB - WRIEE PublicSubnetld , RIEM IP EEZUNEH
1TE B8 o 1 A BK SR E A ER Bt

« (&M ) CloudWatch Event Triggers - AWS Lambda £ A Bf#& AWS Ground Station BI#& H X
CloudWatch Events @3B E, AWS Lambda ENEUG R BN IR IZ M it /= 1L IR AV IR E S 1T (E B8,

(iEMA ) Amazon EC2 B##&5R® - £/ Lambda A EH SNS B BiFEEXE Amazon EC2 #1T&
BEERANIRE (SNSBA ) . B4R, EVAERBEEINFEREEEER.

- HMERERE - Htt N EEBEE (Aqua. SNPP H Terra) RS HERHE,

- HiRBTITHRE - HMb N B EEEFHE (Aqua. SNPP # Terra) B KRR T 1THRE,

EHhEARF  FHFENEMNSHORKELE, EESHOELER M AWS Ground Station M ENEELEEFHE
BEERA, BFAEERTEHCWE , BNa[EFF L&A AWS Ground Station BfER . {E2 , &AL
B ELE 6 FHABAREWERRS,

B SE AT i T AV E R 2

BERARERBBENGRE , RERAUEARN -9 BT WIZRESSTEEBEKAmE, #
WE#HITIEEEFE A AWS Ground Station ﬁfi&'ﬁ EERRERMESNIEREE AWS
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Ground Station L#WRE WER SR, WERETERARERBFENFREN  F2H
AWS::GroundStation::DataflowEndpointGroup., 1% RERERAFFHMEA AWS Ground Station , 7
S ERE AWS Ground Station {EER ?

H%EBSZE—E 150
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¢ B AR

T 5T i5 By e BFRRE 3 A A R REE 1T SR BE HERR AWS Ground Station,

F&E

- Wi ERRAE Amazon EC2 BB AETTIRERD

- WEERD B K B B A% 2R A1

- WMEPE FAILED_TO_SCHEDULE Bfg A

« $HHARER HEALTHY #RAERY DataflowEndpointGroups i# 17 # B& 22 B
- MEDEERNETHSY

- R AWREIERNEBE AETHED

5 E R ZE Amazon EC2 B E4& AEITHED T
R IEEE R IR AWS Ground Station B#& , AIFEEE T Amazon EC2 #{TER 2 S EEHIT.

BEENRERMEARAEEHNT  IRBENRBRIEAEXNRRC EMHRE,

(® Note
DataDefender (DDX) 2 B 8IXENE R RiZin B EAEE 5 AWS Ground Station

DB R

T 5 REFEREE Amazon EC2 HI{TEEBERE, &EE HERE Amazon EC2 #11T{E# AWS Ground
Station , FBFEZE AP,

SER 1 HEERIER) EC2 BT ERR EESHIT
THRFRAMMAETIRED2RIEM Amazon EC2 #ITEEE , W ERMITEREEITEE,
1. RIARGCERHHR 2 BILE AR Amazon EC2 #{TEE, A TSR :

a. TEAWS CloudFormationf& xRS , :ZHEE Amazon EC2 #T{EEAHE,

b. BEEFRHSER , WEE ID HPESRAEH Amazon EC2 #4TEE, BRBEHTEREE
Status (FREE) WP EIL,

BB R E Amazon EC2 RIBAZ AEITHRFED BT 151


https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html

AWS Ground Station EHAEERE
c. TEER ID#F , iEZE Amazon EC2 I{THEBMNER., EFEEE Amazon EC2 BEEF 2
=38
2. 7 Amazon EC2 BB XA | HIFEM Amazon EC2 #/T{EBEAREE EE 1T,

3. WMREMNPITEBEENT , FRET —ELSR. WRENVITERBRIIT , FREBUAT SRR
BTERE

« IZH Amazon EC2 #1{TER & , B EFBF > HITEEME > B,

SR2 ¥ ERANESRERAENER

MREER AWS Ground Station KEBREXNETERRN , FEMEmMELEHHH AWS Ground
Station KRR — &, BRI , MBEFEMA DataDefender (DDX) AR , 55/ the section called
‘S 3 BN REERAEX EEHIT,

PRI BmRENREEARX EEHT

B 3% DataDefender MREEEELRELEE] Amazon EC2 HHH{TEE, NMEEZTHITEENFME
A, BSEEEZE Linux #ﬂlfﬂlﬁ*

THREFRME SSH AR R ERABTHREZES R,

1. BIRURIBHMHHSIRTR , LA SSHIEEE AR Amazon EC2 #{TEEE, &% *““I%E’JJ_E
18 80 , LA#x#8 DataDefender Web Ul, T3l up‘%ﬂ'\?ﬂﬂﬂﬁﬁﬁ SSH ZEBR A EEBREENE
H4EZE Amazon EC2 #1T1E &,

@ Note

BHALGETE SSH 288, B2 X #EZHM Amazon EC2 #1T{E 8 = #Z #EWL <SSH
KEY>, <BASTION HOST> #1 <HOST>,

B M Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

B AR Mac
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https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
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ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. B#%% DataDefender ( th# A DDX) RAREFWE P EEE A ddx WHITIEFETT grepping ( B
B), UTRHE—EHTHEERREFMN—ERIhEFE@ HH Grepping REH T

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

R DataDefender IEFE#1T , 5B ZE the section called “5E8 4 : BN ERRRERER S
RERE B, BEET —ELXR.

3. {FERALL TS EE DataDefender,

sudo service rtlogic-ddx start

IR DataDefender £ MO RIEEHIT , FBHZ the section called “F B 4 : BN ERR
BREAEXEARCHRE B8 , BEET —ESE,

4. FRAUTHSBETIER , LEBFZENRE DataDefender B2 BB EMEEES,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
BRESEERERENE RREERE Amazon EC2 #1TEEE H P #ITH Amazon VPC &
E17EL Amazon S3 THRZLZHER, NMREERAFTRBNERE , F8E EC2 HITEEN
Amazon VPC MZ£FHERE , LERECMHTASEHEE Amazon S3 HI7FEL.

IR DataDefender EHEHEA Amazon VPC RERIEEHIT , 5HME the section called “FH BB
4 BRENERREERAERLREERE ., MRAEBISFERE | FHIE AWS Support I &% B
SEREBERER,
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TR 4 HRCNERREEAEXSERERE

1. 1 Web BIEES | FBE 5| A A T 5331k 3R 17 EY DataDefender Web R &N
A : localhost : 8080, A& Enter £,

2. 71t DataDefender &R+ , i#1E Go to Details (B EFHMEN).
3. REBERMBEEPEREIER , AKRERE Edit Stream (REFER).
4. 7£ Stream Wizard (BREE) HFEH RSP , T THEE -

a. £ WAN E@ER+  BESEINERS @A WAN Z LAN,

b. Ti Port (E#£18) Fls , MREEABRNERMFEBEEFN WAN EEEBEFE, WEEE
AX 4 55888, RIKEEFET—H,

c. 7 Local Endpoint (& #in%) B , MAERNERIEFER Port GE#ZIR) Hil, iER
IB¥EEE A 50000, =R DataDefender #£ AWS Ground Station FRIFIZWE R % , LEEHT
BUERNNERE, RREET D,

d WRECEFEEMAE , FEBHERTIEEREE Finish (EK). & IR Stream Wizard
(BBRABE) ThEEREUHE,

R 1E 2R Amazon EC2 ${T{EEE 1 DataDefender #C ERHITMERTE , UBEWKEKH HER
AWS Ground Station, ##Ei1Tthe section called “*FB 5 : TEE LW EHNTHEE ( 2@ ) FHEK
PEZHANAA IP

SRS MESNEREHTERE (26 ) FREFEEANTH IP it

THRFHRBIME EEEK Amazon EC2 EINEEHTEER TSR THAM IP it HE,

1. HHARECEZHRE BHEROISME Amazon EC2 EIKREHTHER. EATIIER

a. TEAWS CloudFormationf& &R+ |, :#ZBHEE Amazon EC2 H{T{EEEAHS,
b. BEERZRSIEBER 6 WERBE D #BPESHEN Amazon EC2 #TEE. BREFIHTEREE

Status (#R&E) WP EIL,

c. TEER ID#F ,iEE Amazon EC2 I{THEBMNER., ESFEEE Amazon EC2 EEF 2
AN
Ho

FR 4 BRENWERRREARASRERE 154
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2. 7E£ Amazon EC2 BEEF#Z AT , IR —T Amazon EC2 EWEHTEEMN AT EERBES
B FHE ID B, ESHEAEYEN Amazon VPC BEE XA,

3. £ Amazon VPC EEF#Z AP ZIHMAN FRE K YREFHENFHEESALIEE AN IPv4
ik, MRUBFAEFAFER Amazon EC2 W THEENERREREY , FHATTHE
=

a. E¥ AWS CloudFormation £i74<¥f FERY F#88% CidrBlock LAIEFEFAR K/, WEFHEE KD
WEFERN , 528 Fi% CIDR E#,

b. FERAEH%M AWS CloudFormation Ei RN EFH I BHE,

MREFEERIBRE , FHiHE AWS Support,

HURE 2 T K BV Bt G = )

E AWS Ground Station {81 | & RIEER B , Biig ARV IRBIHERER R FAILED, A TRMHE TR
B3 FAILED Biig ABVE REMARS , AR BEIHIED BV S B,

(® Note
AIEFEF AR FAILED B&ARAE - T E AR H bk BUREE | Hlgn
AWS_FAILED. AWS_CANCELLED = FAILED TO SCHEDULE, tNEB#&AREERNGEME
A, 552 the section called “AWS Ground Station Bf#& AR &E”

Dataflow iz 25 FAILED £ 3 2241
LT RASEEHERRERIBERREMN FAILED BIERENERFEHRGIBE
- BERRTBIREBAETEEL - AWS Ground Station X2 —RNZEER KRN REEER RRE R

EhEHAE 2 REHYELR
« Dataflow im B SIiEEELR - THIERBREBEZBEY —ZEERREN AWS Ground Station X4x
82 Dataflow i BE B4 2 B AV ELR

« Dataflow w28 TS ETAN P it - HAEKEHTER FRERPSETATAN IP i
Hk , Bk AWS Ground StationfV BRI RS RS REETE LA BEMEEE P EIL ENI,

» Dataflow i S 7 HEE8 X - AL EX Dataflow in ¥ &HE HHEER F#8E% , AWS Ground
StationBY BRI IR G REEELEREEFEI ENI

IR DB K BB B A% SR 451 155
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HREMERRERIMARRSG K ZBEETIER .

- EIEERBERE A  BEIEWE Amazon EC2 #1TIEER E I RE,
- BREENRERNRECEREHERB LT,
- BABEZUFEITERTBENEEENRERMEDE —ETHL P i,

- BBE PRENERRE , BRE Dataflow im B HEMARBEE AN FRAKEXE Amazon VPCRIFER+
BA[#t#E A AWS Ground Station,

MEFEREBERRZNE Amazon EC2 WEBH & NEITHEZENHERZ PR | 28 W —H,
AWS Ground Station {XEFE I\ 2k BUHY 55 F =41

UTRARSHERASEENREBRERERMNERERARIBE

3

« AWS Ground Station ERABRAKRFERE - ESHFAERNRBREHE I —SZBAERNRECE
BRANERASREKRKIIEHRE REE AWS Ground Station. HAREEE HEEBIRERERN L E
AT,

« AWS Ground Station Z iR A BEEERI A - B E157 Dataflow i HEH L —HZEERRENERR
NHHERAS , EBEHREEEIEERE.

HRMEM AWS Ground Station EIRAEERREAMES , EBEFTIIRAE .

- EBHEFHREREZE , #EEWE Amazon EC2 #11TERR SR I RLED,
- BRERAERAEX CEBERBRNBEREBALIAT.

- BRERAEEHARERXF Amazon EC2 #TEBEAREBIEE RN 15 B NER, ENEERAESR
2 50 R ) & AR RE AWS Ground Station,

h

MEFEEEREKER TN ZE Amazon EC2 By Biig NETHEZ BV EZESER | F28 LA —H.

WPEZ B FAILED TO SCHEDULE B##& A

B ER R ERELESR AR AN EE AWS Ground Station , Bi& ASERS
FAILED_TO_SCHEDULE k&, #£ 3R A FAILED_TO_SCHEDULE iRAEERVBA& A AS B E M R4
errorMessage NS HMA R, WFEHERBIZEANEN , 552 [ DescribeContact AP,

IR AT 8EE 3 FAILED_TO _SCHEDULE B & AN E REAES| , URIGEISEHERN SR,

AWS Ground Station I =, sk B £ F =451 156


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html

AWS Ground Station EREER

@® Note
RIEFIEPIEHE FAILED_TO_SCHEDULE Bt#&AR 58 - T 38 A rA Hfth 25 BUIRRE | 45l 40
AWS_FAILED, AWS_CANCELLED = FAILED, MEB#EMEBHFMEN , F3H the
section called “AWS Ground Station Bf4& iR A"

TXEERRTTHBEAETIEENRE

FRHERR LB AR A VIS 1A BB EMM antenna-downlink-demod-decode #27E,

SHIIRAM AntennaDownlinkDemodDecode #8 &€

« WREM antenna-downlink-demod-decode fARERIA OB E - EEHIE 20 , BERELINEE
KRR S o

- MRERHBEHENZZLETE  SLENRENWERTERIIERE  BRBT—ESE , THOM
AFTHY AntennaDownlinkDemodDecode #H%E,

¥ # AntennaDownlinkDemodDecode #H &€

AWS Ground Station E#ZHi#& SAMA B ERE, £H AWS Support 23 RflcontactId , BFEL
FAILED _TO _SCHEDULE iREEFEREH

— IR BT B
o0 R bR B R RIS AR R ¢

- ERAMENERREEENERAIEBRBATIIES —EBEA. UFENAREBEANESR

B ReserveContact,

. MREHENSILIEIFRERER FAILED_TO_SCHEDULE #R&E |, 55H##4& AWS Support

s
V2

¥ R ER HEALTHY #REERY DataflowEndpointGroups H{THE
il

THRER RN BFEETRERER HEALTHY RENRR , UREKIHVEE S ERHE,

TXEERBRTTHRBHEETIEENRE 157
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ERAEER

« NO_REGISTERED_AGENT - B8 EC2 #1T7{EE , ESFMNRERER., FFE 6 SXLEHEEMHE
HISSAHAEER | FeEEFIK T, MBREZERNVEFMENRAFEH AWS Ground Station {LIEFZ

EET P

« INVALID_IP_OWNERSHIP - £ DeleteDataflowEndpointGroup API MR E R Ri2im BB , RE

£ CreateDataflowEndpointGroup API

ERRE A,

« UNVERIFIED IP_ OWNERSHIP - IP $thit i RERE ., ERsH

, EFAEE EC2 $1T{EBRARRARIAY IP bt MIERRE MR T

SEENET , HLEZXB TR,

« NOT_AUTHORIZED_TO_CREATE_SLR-REAEREERIVENRKELEAE, BRE PHSEHEER
B8 {F A Ground Station WIRIGEZAE

HEZEHEMNETESH

EEHITERMER &R B AWS Ground Station

ENABLED, Wt T/EREARARFEZRIA. PEZRMINIFEN,

, CEARBERIBMETERE , BEX

E ephemeris BiFE K BBF , DescribeEphemeris&{&[El EphemerisinvalidReason , B&ERA T f#
ephemeris B2 X BBERE ., EphemerisinvalidReason #BEENT :

Value

METADATA_INVALID

TIME_RANGE_INVALID

TRAJECTORY_INVALID

VALIDATION_ERROR

iR

RENAZMBBIR , Hland
£ |ID £

B, WRWEMESE (H)
RENTREERER

RHH ephemeris S EHEX
B A ZE i L R

B IE ephemeris i 175 3% B 3%
= RSP AR A $E ER

LA 2 ephemeris INVALID HV&ifiiDescribeEphemeris/EIfE :

{

EEEF

¥ ephemeris EF 2
NORAD ID =5 H i 3% Bl &F

BEFRBFEEER now (&

%Eﬁ;’i‘lﬂf%ﬁ%ﬁﬁéﬂ’ﬂ el
) . &k SRBE [ A 1A B 0 P

, SA TR 4 SR B [ B A 18 A e

BEEREHANHFRERN , B
BRAMNERNEE,

ERLE

HIEDETBRWE T HEH
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"creationTime": 1000000000.00,
"enabled": false,
"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",
"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",

"version": "ephemerisVersion"
}
}
.

}

(@ Note
MR EEFARAES ERROR , AIE R ZENABLEDH M AWS Ground Station fRFE 3£ R E, &FE
ZEHEIR BIXIEM ephemerisCreateEphemeris, ENABLED MR REIERERMMN |, FH
RSB TN,

® Note

AWS Ground Station #ERMHERBEABALEHEER, MREEHIZERIIEE , AWS BE
F ephemeris BRI RIZFHHEDE &,

IR AW R GRS NEITHREDE

Bg AW REE RS , BMARBREEMER, ERRERTERIIZAM PCAP R , EMRE
£/ S3 BRI , AIE2RA PCAP R, EARATZRE, UTWm—LRRE , LR MMA#ER
BERRA,

HRBREE MBS N E TR E 159
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T{THRET EH

HEEEWERNSEBREASSEEBN RETTHERES XETTHAMRBELE ., WRIEEWAE
REEFE MR T—3 , AWS Ground Station A EEZREEO TR, EXERRKEEMER
AWS Ground Station,

EREENEE , FREESEANEECREEEERNFAR. fll , BRECKREERNPOER,
B, &t , ¥ RFEZERANEBTSR

HERE

BER  BETVESITEE  TREAEISIBEARRE. BEGURAEEEREHFHENNE,
AWS Ground Station A EIZRRB R EWMAECEHENARE  RENREANTREARENR
AWS Ground Station XfRiEEXZH A FEHENNE,

MREEFE NOAA EEN LN EEREHEEHS , B LE NOAA FEIREF S HHE L 3% 2 Hif o &
HRENFALE . ARARLSEFEFENERSNRENKEH , NE TS RBEREAED,

MRERACHEERT , CAETTHRENEERE  URETESHEE B AWS Ground
Station. MREMTHEMFEXEHEENN  EVRCERHUENNBTTREES. NFRHEEFT
TRMERNFEESD , F2R EHETEREEER,

AWS Ground Station 5 &

R AWS Ground Station &8 SE##& X B EUE , AWS Ground Station A5 B8 RERE R
AWS_FAILED 3 AWS_CANCELLED, MEBEEMBHWFMENR , F20 7THBEEEDBEY, &£
RUERT , AWS Ground Station AJRER AR , EFEREERFEZENIRSE , EFSERBIEARE
A AWS_FAILED = AWS_CANCELLED #t&&, 4 EEERE , AWS Ground Station FEXAGIR P45
EEHZMHELRN AWS EEREERIR. MEEMERE AWS BERRVFMBESR , FSEAWS BE
ARRESE B 5

TR R 160
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B, 28 A PR
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