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BERBEDGCHURE TRBELRCHE RE& EREETRBX 12 @ANRE AWS R
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® Tip
oLk TR, AWS [EiF, M TBHL #TEHE,

EETHHRBESHS  BEREE T
(®
LB RRZEMHNFEET.

(EEY) EESERAABRLENRE K FREESHEERE. EESH4MPNEMEMH , BIAE
EHAARERPREX S ESHNFEEN.

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.
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@ Note

EH 2023 £ 9 A2 RNEMALFRED , BIERPEUZKLE AWS Health BHHERE
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(EEM) MREEIRF |, FEE [ARURFREMRR] ABA, BAR , BUURREKRFHEE
. WEESHMER , F2H FHRHEFAAWS HealthERIR — BHIRF EEARE,
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BRRANZE  FEFERNTHAMRETE AWS MIE | T BEHEAENEXNTE,
« Amazon RDS for MySQL & AR MySQL WY 5| ZRRAK L
- Amazon EKS MRA#IE X i
- FETRFENTHEN AWSHEERNEE,
« Amazon RDS EEHZHEREIHN.
« Amazon WorkDocs @ ERKE TEWNERE , TEHAA,

(® Note
FELFEMNFIEBHMERE AWS Health & "FHEIEFBREH, .

- HREERMENWENTREN  RERIBHIEHLEGBHRE  SXENEFRMETE AWS
Health S4B , FRAEEREERM AWS Health BN S HEER, SRENERSETEAN
BT ARN BRIEE. MREZFENERFZFZFEE , el "HREE, REIH, WRX
FENERITTLENDFEHCSMRER  IIRESEFS "EFR. .

frERFENEWBHEMF? 10


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
https://docs.aws.amazon.com/workdocs/latest/userguide/eol-faq.html

AWS Health EREER

® Note
- BRMREEMELEERAFZEERNARIIT , EEBIBERT , RS AEE 72 M,

- EREHRBEEHR (MIEEAF "HMES. = "EFR, RENER) BEARRT , BRE
TEEEEMMRE,

« AWS GovCloud (US) M E B X BEERAREEH,
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B BREBH AWS Health BER T35 0 BB EMS BRI £ RBHEE | WM BT
BN B HAERE

EHEIRE . AWS_ (RIS _ HELHESD B4

EHHBRKRE  SHRAKEREERZIINSELENZMAT,

m

EHERKER  SHERKEREEME AWS ERPEXBENAM. Fis , Y TRREERRE
B, #RABKEBRABERHIERER.

(® Note

#8 Organizations I AR S HBEZFEERNES s ENFTELEmBHRSEH , WEIE—
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REZECRIANEGBARENS RANEGBHREHRAATERF/SENRENERBA 180
X, BAENERT  RERF/ZENTNERBEDR 90 Ko

BEEFRMRSNENPREN  REBRIBAZE4HEFBEHFRE  SHENERMREE AWS
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® Note

« AWS Health BHAIEEAEMNER TRE—BREBANAREER , AWS GovCloud (US)
FP B i [E BR A

- ERREEFEUFRLSBEEHNERHT , EBIHIERT , RS ULE 72 I

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q, Add filter 1
Event v Status Region / Zone Info Start time v End time ¥ Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event @& X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q, Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

HETEIREE A IRR

1. MREA , RETESEEHHARASE2RNEMNREEENERERMERNESE,
2. MBELREZEARERZEFAMEER , BB AWS Health E4REEET A 'SBH. -

3. MREBHERARFERN B ZRBERTHNEIR , Bl AWS Health EHSHEFMATFE R BHIE 90 XA
REFFARURE. REZBHEMER,
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BRINEREERN

ZEMNERMURREF B AWS HARSEE. RBBNREMNE  LAAEETHERERFNE
BRE. EREA AWS R, EEMEFITH  REBEXRIENERVEIRBEFFERENE
BRZEM, BRT AWSRHcZEMFAR NBHREN  EFEFASEERRFERRR SREN
MzeiBHER) REGHEERAEXER., NFEFHAEFR K F2RABEEES.

ERAEER

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

FEUR B £ o B A

BB EBEREMTUER S EEEFIMMER

+ {#/ Amazon EventBridge
« £/ AWS Health &R
- TEBRKR
- IREERWE
- {5/ AWS Health API

BERAWHABEEES


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health EREER

B AAWS HealthiE R — BRIR P @ EAREE

O] LLEFAAWS Healthi& R AREREAWS HealthZ= 4, ELEEH ST EENAWS RIEHAWS IR
E.ZARF#% , AWS Healthi&RIRELLTH HFRERENR :

- BHIRFSEH — HEEBEREBIRFNSESH. ZUUREHRMR. SEBENHIENEE., Sum

DB BHMURERBE 90 RAFESHNEAH,

- BREBSH — KEEBRPEABSENSMHAWS Organizations, AT AR HEBHRER, ST
MEENRE, B bliefRBEH , URERBE 90 RNAMEEBSEHNEMFBFE.

(@ Note
MBEEEAWS IRE | ATLAEFAWS Health &Rk — BRAG62 B iR SR B AR — AR AR 75 v A %,
MBEEIRE | BEREEAAWS HealthERIR , LUR A BB S FELNREMERNEH
AR EMNEE,

AES
« HAWS HealthERIRFEBENIRFEH
- BRI SORHY R RE
- BFE8E
- HittiEA
- EHEE
- BEHRFEER
- EER
- TEBME
- SHEERWE
- RERE
- BHEBRE
- BiiE o 5% EventBridge
« AWS Health&li&
« AWS Health E4HE R




AWS Health EREER

FEAWS HealthERRFEFLEHNIRFEH

ISR LA SR BN IR AV IR B A EUE M LR BV AR

EAWS HealthERiRPRITIRFEH

1. FEUTNEITEEHAWS Healthi®FR4R, https://health.aws.amazon.com/health/home
2. EIhEEBEHRP , Y [BHNIIRFREEMRR] , B LLUERETHIEE .

a. FRAMBLHEE — RIBSE BRI EL,

b, HEST _ RETHEYECRENS RIS ENSEL,

c. HAEM — BEBELXATEPEEIESNHELENNET IS4,
d. BHES — BEBE 00 RMWFESEM,

B R A B O B 5
A [BRISIT AR REIEE , RIBBE 7 XA TR REBLIES WATER-ITHEH,

ELRBERRTRESAR , "FHAEN EREER  HTESAEREANETURZIZEERN
RE, WEFMET  FSRSHFMEET.

BRI LA EEREPRIFEE , REZHREEMARSIFEBRPNEMH, flw , EAAMKTHESE, B
B, EHEREEN LXERFEFAWS BRI HRME N EREE,

EREEMAEN K MARETEBRRTVKIIEN , FEESMHHFRIER,

(® Note

Bal , BEEMBRAWS HealthiZHIHRFE R EH4NWEH, AWS REBREHE , BAE
SREBRRBEPBER

Example : 5 EBEMEEEN (Amazon EC2) HIR{ERIEEH

T BT Amazon EC2 #1T{ERE KRR E) K R AERR R B4,

TEAWS HealthiE RIRPRRIRES4 15


https://health.aws.amazon.com/health/
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You r a CCO u nt h ea I-th Configure EventBridge

Stay informed of important events affecting your AWS resources. Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log

Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view [

View events that might affect your AWS

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data

‘ Service: Elastic Compute Cloud X

. Service Start time
Clear filter
EC2 February 20, 2022 at 11:16:24 PM UTC-8

1

Status End time

Open -
Event summary

Region / Availability Zone Category
Operational issue - EC2 (Ohio) ] |
Last update: February 20, 2022 at 11:16:34 PM us-east- s5ue
uTC-8

-east-2

Heeas Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
uTc-8
us-east-2 Description
Operational issue - EC2 (N. Virginia)
tzfg:ﬁ_dftez February 16, 2002 at 1.36:29 AM LITC-R [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity

issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

HRESE

/A (EEE R EBRBATHESFECIRFNISBRENSH EESH TN SERBENHEREE
=5, LX&%EFEHWTEJ?”‘ ROFTEETERESH ATHBEREELTE K RASIREMTE
B  BEUUKELEENEBEHEESATER. BRETH., NEFEEmBEPSHNEFHRE
A, BRIV EmBEES AWS Health,

H i@ Al

£/ B RIERIBRRBELRATRIECIRFHAMERMCBANETHEMH, EFEIRES
#, BlanE R i, EEE%%H&%&EE%EO
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SR

£/ [BHEHE] RolIEBRTRBEABEAWS HealthSB#, BHRBISHME , RILBA LUK TARAE,
M TEAmEEEL EITEE,

ERE (BAEH REDPEESAR |, FREN) EREINHER  HP 2SN EEEFURZZE
MEFRFE. MEFEES  FEREEHFEEA.

LRI T 5l ERRBIE AR /M R

- AAEE

- REREMH

- B

- JEE ARN

- BHER

- LREFEE
- B

- BIREBIWE
- IR

- FREE

- RE

Example : E#C %

TEEREERE (EEidt®) MR (HXH) BEILRNSES,

EYTYCES =



Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event

Lambda operational

issue

EC2 operational
issue

SNS operational
issue

EC2 operational
issue

Storagegateway
operational issue

Deepracer
operational issue

Status

Closed

Closed

Closed

Closed

Closed

Closed

Event
category ¥

Issue

Issue

Issue

Issue

Issue

Issue

Region /
Zone Info

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

Start time v

QOctober 9, 2020 at
2:03:48 AM UTC-7

October 9, 2020 at
1:48:51 AM UTC-7

September 30,
2020 at 8:28:18
AM UTC-7

September 16,
2020 at 7:30:41
AM UTC-7

September 13,
2020 at 12:46:47
PM UTC-7

August 31, 2020 at
6:32:39 PM UTC-7

Last update
time v

October 9, 2020 at
3:11:09 AM UTC-7

October 9, 2020 at
11:54:16 AM
uTC-7

September 30,
2020 at 11:42:54
AM UTC-7

September 16,
2020 at 7:45:03
AM UTC-7

September 13,
2020 at 6:32:24
PM UTC-7

August 31, 2020 at
9:10:12 PM UTC-7

AWS Health EREEmR
Q IAM-user ¥ Global w Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1

Affected
resources

ALa
RN

X H

=4

AR %5
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AWS Health

ERAEER

- BRFABINE (B0 , Amazon EBS BER[EBIES , flivol-alb2c34f) HEFHEERERE (ARN)
(fn R T A HEEE).

- BRRENERERSES  HIXENERFECTSERNEFRE ("TREH, . "RAL R

TEfR, . It

o

BE

BEE 24 MEEFREE IR,

B EHEERESRDNER, BALMKEIR ID ;N ARN RiE/ s REEE,

Example : AWS Health £ AWS Lambda

THEEHEINEEAE R Lambda RYEEHI S 4,

Event log

Q

Region: US East N. Virginia (us-east-1), US East
Ohio (us-east-2)

Clear filter

Event summary

Lambda operational issue

Details Affected resources
X

Event data

Event

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue
Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7

us-east-1

Batrh nngratinngl jccig

Lambda operational issue

Status
Closed

Region / Availability Zone

us-east-1

Category

Issue

Description

[RESOLVED] Increased Invoke Error Rate

Back to list view [F]

Start time
October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Affected resources

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

E LS ki
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s NASHETRERRFNERBEMH. fl , MRFH Amazon EC2 EERBBEAWS B , BIMEELR
ERAZESHNEREHER , BEAWS HealthiRIEBERZEHNERA.

- IRFRHESHEBRENIRFREBTRS. flW, MREEREZHFH Amazon EC2 #H1T{E
REEAEME , FBAWS HealthiZEEBASHHNEAURZFEH Amazon EC2 HTERFE.

BRMER T RERBISHRLRAEHFERKRFRIE !

« £ [AWS HealthE&RR] & , BESHH [ZXENER] R3|1FR. EREFRNSHREBREMNIK
F. TEERNEHR/LFEN , XIEBERENIKRE, MEFMER , F2HEFABEHAWS Health
BRI — ENIRERERE,

- £ AWS Health API [E] eventScopeCode 28, E# A& PUBLIC., ACCOUNT_SPECIFIC
= NONE {B., WMEFMET , 552 AWS HealthAPI 22 iy DescribeEventDetails{EZ.,

TEEWE

[TEE] RIRTE [(HRESE) ZolZBPER , LUEAWS HeathBHEREATERE., HRIBTHER
EBEEBE 3 EAUK future —FHHIREEE,

AWS HealthE 4% B iR~ . ZEHHHUERESAWS HealthEAFMAERANAEER. BN
AEMEEETHNEHUARCET, EEANEHEUREETR, MR—ERHPEMEALLHES , A
Re@rRelReE4NBE, EHHEHUERARERSERAWS HealthSHEE, SRLEAS
HRPRE—ESH , LETEEREANERS. AEREASNIZHRENEZE,

TEBERKR 20


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health EREER

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled

maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 &g X
Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)

Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

ZHBERRR

HRREWEMBHEAWS Healthtr , SHBESRUASIZEERRENEEER. EERENRE
FAIZINAWS HealthE 4, RESERERZERNZZEERERT.

WRIRERAWS HealthEHEH [REENER R GBRRERZFEETIRENRE, IFEER
MBEESRRERKT , UARBENRE. RENESBREAHREAERRERUNSHEREM.
BERABRFECRINED BRSNS , F2RTENEFBEHEH AWS Health,

MREBEBEEER , AWS HeathBH SR TEEZSRBAMESIHEERNREHE, HECERE
SRERFHFE  URRIRFENREERBE . ENERTREBARBNIREIERERBE. Ik
FrREFEQSSVESENZIHERFNEBFE, 23 EREREERIVEERRENHE.,

K
w
I

CEE R 21
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DMS planned lifecycle event & X

Details Affected accounts

Affected accounts » Account 586464445636

¥ Summary of affected resources

B  Pending 100%
3 May require action
. 0 Unknown 0%
Affected resources e
Mot able to verify status
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. Mo actions required

Affected resources in account 586464445636 (3)

Q, Add filter 1
Resource ID f ARN - Resource status Last update time
arniaws:dms:eu-west-1:586464445636:cluster/prod-financedb2 (@) Pending 1 day ago
arnaws:dms:eu-west-1:586464445636:cluster/prod-financedb (3) Pending 1 day ago
armaws:.dmseu-west-1;586464445636:cluster/prod-2main-db (@) Pending 1 day ago

+ = S
iF B TE

SEF LAFEAWS HealthERIRFUE R ER UTC R EH, NMREBEERRPHEE , AWS
HealthE RN LBASEH TN A SEBEHSENR/EEENFE,

%ﬁ/p\ﬂ’] H‘J‘ I“__UEQ

1. EUTNEITHEHAWS Healthi®FR4R, https://health.aws.amazon.com/health/home
FEEMEKER , ##E Cookie RIHFEE.

HRUBEMEHFIBE . ARBEREFRERE

EAWS HealthEBRIRHWEBE KT | BIF [FEERTE]

EHAWS HealthfE R R TERE RV EFE, ##2Z#1F Save changes (REFEEE),

o & w0 DN
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https://health.aws.amazon.com/health/

AWS Health ERERER
R BRER

AWS HealthE28 4 | LLAWS Organizationsf@ R A AR BREBHAIERFHNEH., ERHELES
REHBEABTINES, EUEHEEEHRERER, RENEARINEE,

MFEBFHMES , FSRALEAEBRBEIRS A AWS Health S,

Enable organizational view
Key benefits
= 0 ~ % _.a
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API| to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.
@ Success 997¢9 PP
Eni nizational vi View d tati
| Manage AWS Organizations [4 | | View documentation 2 e Ce e 1ew documentation

B¢ & o8 5% EventBridge

A EventBridge A{ERIAWS HealthSSHMEEW B R E, & SRR P84 EAWS Health
B, REBRERA , UMEESHEERFAWS HealthiB &SR FEITE,

EventBridge ¥&ELf&£/A AWS Health

1. EUTEITHEZHAWS Healthi&Fz4R, https://health.aws.amazon.com/health/home
2. BZEEEZEF EventBridge BEEUEMNHA , FHT THIHAD —REENE
- REBEHFRM Health BET |, 1#EF Amazon EventBridge.
- 1£ "ERXE. T EventBridge , i##2 "%, EventBridge.
3. FEBLERKEBVRAINEREHN. F2B £A Amazon EE¥E AWS Health 4+
EventBridge.

BeN: DR EEAfEIES 23


https://health.aws.amazon.com/health/

AWS Health EREER

AWS Health&li&

A LAEA A AWS Healthware BIAfE A AWS Health APl , EE—BERETNEARR , TAKIEE
BEHEZEZE Slack, JIRA ServiceNow &, B2 EHIBREHTSHEBIEM,

AWS Health E4HNER

EHAWS Health B RREZRGH A EMBHE —BAFEBERXENKERE. LIESERESEE
BIFEREERRLASIE AWS Health B4H B, LtEBRSHRESBAWSERE L |, fln
Amazon EC2, Amazon Relational Database Service fR# AWS Identity and Access Management
(Amazon RDS), (IAM) FAWS Trusted Advisor.

BERERT EERORENEHRETEXELNIRF, AR ZUURE-—EASHIUSRIAWS
Health B RIRUEMEZE L,

Example : BABUEE
T EEERIRF BB RFB A E 4

Open issues

Scheduled changes

Other notifications

servic

Event log

AWS Health &1i& 24


https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://web.cvent.com/event/66f5368e-0e25-4a50-b213-907645f46faa/summary

AWS Health EREER

Bl EAWSHY £ A E B AHAWS Health

AWS HealthiZ IR IE/EXMAHEER |, PIIN{EXRME, FHEIER  URREBFNEBBEMmBHREHS.
HRLEMW A RMHAWS HealthEHFFMEER , SINSHENEIR ID. BriikE BIEERN) URER
REE | RIEEERFEAAWS Healthin 2 , BI20AWS HealthAPI , 32 BB 2B 2R EventBridge , B
RAWS HealthiE&RkiR, EL R RUERTRFEIFERNETHFSHNBENRFMENKNE
o

AWSTEAEZEBABBHAM UX RiE ( EFBH4 , PRXJEEBAAWSEFEBBEARERF ) . AWS
HeathE#HBMITENFMEERTN LESHMNRE ; B2 , efMREE®T —EHEGRN A EZREAF
HEEERENEE, REEZEINKRE , "EAEEAN. EESH4FEEERAPEENEREILL
EixEH, BUEREZEZBAZIEFITL UX RAFRE , URERSURHHRESHEMNBANY
E, BAGCEERE "EBRABAPOL B, flW, MREFER , &S0 BRI R EMAWSH R
TEHMKRSE |, flnEFEEMEEEIR (Amazon EC2) #1TERE.

E—FTHREAWSEAEEA , F2RAREAAWSEAEEA,

25


https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html

AWS Health EREER

ZHL AWS Health API

AWS Health2# 8 HTTPS A &&H M JSON EAEEFHLERH RESTful Web BRiS. EHIEH
BARERNBEEMERER AWS Health API 2 H5EK, BE#EFEH RESTAPI B |, B4 ARBEVENER
S, LESBHNEBRELEWNGER, WIFEAWS HealthtEXMSEHFMER , 5528 (AWS HealthAP| 2
=)

(® Note

IBLBFTBIPE ¥, Enterprise On-Ramp s % Support 5T &8IAWS Support= REFEFHAWS
Health APl, INRIERREEZ. Enterprise On-Ramp 5% Support 5TEIHAWSHR 5 FE0Y
AWS Health API , & ZISubscriptionRequiredExceptionfEii,

Ba LA FHAWS SDK A% AWS Health REST API FE0Y | UAfS{LEEARRNBERIEE., BaliEER
HWAWSEIE K ELEeALREESHBRENERES,

AWS Healthth & 7£ 2 #AWS Health{E&RARAWS Management Console , EEARRENESEH
MEHENER, FSH HHREAAWS HealthfE Rk — BHIRFE ZEMREE,

Vi 3B

AWS HealthAP| BfEZ R EAREREE T ETE-HHEETEEMELERKE ., EEXETH-®
B) DNS AR E | F5AWS HealthiRHE —2iginE, Sl £EimE E#1T DNS =6 , LA
ERATIREMEENHEEBAWSESE, EEBREHNEBEREAGHEMEHBHERE , SUERAWS Health.

MeFEMRHERE  SXREEHEENBERBHVAWSERGERE , YALNESREEE, &
8, ENREAURERM, NEFMER , F2HEESF AWS Health API 75K,

TRAKRFERMARE,
iR HEEE Ui 26 BAWE
EA us-east-1 £ .1. amazonaws HTTPS
.com
wE us-east-2 ZE 1. HTTPS



https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/solutions/implementations/multi-region-application-architecture/
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DU BEEE Vit 6 B E

2RI us-east-1 SIKERE. T HTTPS

(® Note

ERBAIER
IR EE

EEYERBRER/ERAPIRE  FESEHIKRE CNAME L#1T DNS £ , AEREMBTHN B BRI
AWSE1H,

Example : £iim2 L# DNS &£

THHTEERERE , DD ZELE US-FR-1 [EiFinE, L & 5 8 HER 2AWS
Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
FEIRENEE RSB ELRAWS Health&E ¥, TiB , &RFAWS Health® Bl REER/ER A im
BEE, REBRDHRENERNEKSETHRYE . BEELEEAPREESERENRET
A TERE.

SEAS T AR RE

ETHREXBEHIF , AWS HealthfEf DNS ZEE 25 im B R EER T 1t Eis BB B EE,
RE , MREAPIRHEE K EXBZEFTRE TERE.

-]

- A

- f£/ Python

RS RAMtGERE 27
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fs2 H

TERMRAF

BYARKREE,

HEMEA Java 5

R TEAWS Health 7] A M4 i B 7R #8 GitHubo
BEZ REERhigh-availability-endpoint/javaB .
EWSTRED , FRATI®H S,

gradle build

WA TGRS UIEEENAWSER .

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

WA T8 REITRE

gradle run

Example : AWS HealthE 48 H

B REfSEREAWSIRFE FBE L RARIAEZEMNAWS HealthZEH, ETHEFH , @HI
EAWS ConfiglR#EHIAWS Health=44,

> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

A

28


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

A 29
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3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
The SelectResourceConfig API accepts a SQL SELECT command, performs the

corresponding search, and returns resource configurations matching the properties.

You can use this API to retrieve the same relationship information.
For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support
[2] https://docs.aws.amazon.com/config/latest/developergquide/

examplerelationshipqueries.html),
EventMetadata={})

Java ER

- BEEEZEE , 528 AWS SDK for JavaAP| 2% HealthClients #9310 MRS,
- WFLREREE DNS EFRMEAZERNENFHENR , F2EHPH dnsjava GitHub,

£/ Python
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
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BHARES 3.

EZEEZ A Python &4l
1. #RTHEAWS Healthis 7 A 4% B 7~ & GitHub,

2. BEZREHEZXhigh-availability-endpoint/pythonH .
3. EWMTHITHRET , FBWATI®HS,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

A Python 3.3 RESKRA , BOLUFEAABEvenviZREIZERIRE K MTARER
#virtualenv, MFEFMEF , 52 venv-7£ Python #uh LB EHIRE,

python3 -m venv v-aws-health-env

4. WATIHTURMBERRE.

source v-aws-health-env/bin/activate
5. BATH@TUREMRMKNY,

pip install -r requirements.txt
6. BWATIMBUEEEBNAWSER.

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. BATHSSRYTRE,

python3 main.py
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EXABHASERZAWSIRFHIBEE RARKIEEEMWAWS HealthSE#H, THlHSERZAWS
M BHAWAWS HealthE=4.

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. & , BRATIGTUERERMES.

deactivate

Python &R

- MEFHMERAHealth. Client , FZSEAWS SDK for Python (Boto3)

- WEEBLLRERARN DNS ERNEXENFMHEN , 552/ dnspython TEMBANM ENRREXE
GitHub,

ZK 2 AWS Health API 553K

£ EFAWSEL B8 B 2 =4 5AWS Command Line Interface (AWS CLI) ¥R HEEREFAWS |, EETE
SEHBFALKEIEREENFIRES  BEEEFER, A, WREMEMLHAWS SDK for Java
WEA AR RES  BTRLBTEBHER.

Java B IE 41
WEE B AN B FHAWS Health API B Z & IAWS SDK for Java , B2 R L& HIFE XK.

ERHEFRE , BMANEBETEERAAWSEIRF B R R EHFEAWS Health, ERIEAER 1AM
ERENZEAER, MFFAESA  F2H IAM EREEEHNHEHEAWSIRFREREFZNER,
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MRBEREAAWSEEEREHRAWS CLI , BHEBITEEE R, RAEBEEHAWSEEE 4
Ro MIEFMED , T2 (AWS —ix2E) AWSHHEE APl 53R,

AWS Health X EHig/E

AWS Health XEFEA THRERMSELE AWS IRFNEHEBRE

%II

« AWS Health TENEHEE,

- HEEEHEGREN—NSESHNEEER.,
- BI-RZEEHZENERMERAEA.

- HEEEHRRENEHRERN S EHE.

FIEREHZFERE, HER , cHASHNEMETEBERER, UTEHEL AWS Health &
£ -
Event types (E4EH)

FRrEAltDescribeEventTypes RFE M S REFHEEHRBFNEAHRE, SHEERSHNERE
FAWSHRT, SHREARNER . SHEENSHAREURAYHERREARFTPHER NP4, AWS
Health X BN EHHEBESBERBER,

B4

FrlAdtDescribeEventstE £ SN EBEHNHEEAAWSIRSE, B4 IsEE AWS E/ERBIZE, AWS
ERRENHEEEE K LT MREBNMEE, FTEAkDescribeEventDetails{EEFEEN — = Z EZE 4T
FHHHER , FIWAWSERFE., EiE, TAEE. SHERNERER , URXFHRHA,

Y

XK
&

e

i

k-

FRr At DescribeAffectedEntitiesF R EHIE —HZBEEHHE < ERNMEBET . B0 LUERHE Mk
HrEnRER | Pl REREIRIE AWS BRI,

PAN
Ra

FrBAlkDescribeEventAggregatesREEMENES B E4ER PN E4ETE , WA R MG B EM HE
i#, PTBAltDescribeEntityAggregatestE (X 2MNE —RZBEIEEEHEZENER (BR) 518,

AWS Organizations F#H&E1E

DescribeEventsForOrganization

AWS Health A X EHIRME 34


https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventAggregates.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
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DescribeEventsForOrganizationik [ B BB S # B # E{5 EAWS Organizations , fFS4FEMNEFBZZEE,

DescribeAffectedAccountsForOrganization

DescribeAffectedAccountsForOrganizationf& B — EFEAWSH By iR FAWS Organizations Z {2t =
HEE,

DescribeEventDetailsForOrganization

DescribeEventDetailsForOrganizationgt ¥ P — R ZEIRE |, EE —HNZEEEEHNFME
#:. AWS Organizations,

DescribeAffectedEntitiesForOrganization

DescribeAffectedEntitiesForOrganization iR IR EFRIZ % | $rEABPHN —RZEIRE |, R —=HZE
ENMPENERBE,

EnableHealthServiceAccessForOrganization

EnableHealthServiceAccessForOrganizationi®E$% FAWS Health82 2 B 8§ BR 5 #EFRAWS
Organizations{REF , U RBEEALEAZHBPINEEIRS,

DisableHealthServiceAccessForOrganization

DisableHealthServiceAccessForOrganizationfE £ 8 FY PRAWS Health82 2 B B #Y fR EEAWS
Organizationsf{ &R & F

DescribeHealthServiceStatusForOrganization

DescribeHealthServiceStatusForOrganizationfE 212 it Bt A S 4= A KV AR BB E FAAWS Health B2 42 HY 4 18
=X

MEELRIENFHEN , FSBAWS HealthAPI 2%,

EAM AWS Health API & Java 205

BT Java B2 TG €051 RE A FI AL AWS Health A Fimit fEENEH A ER N MEREHR.
FEBR 1 ARBE

EEERWEAE R T HEE AWS Health API B, & key pair LAE A EAWSIHRF,

B M1t AWSCredentials 11T {EEE :
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
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AWS Health

ERAEER

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

HER 2 : FRILAWS HealthAPI A F i
EAZ S BN BB REIL AWS Health S :

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

HER 3 . EAAWS HealthAPI IR EEEEHEA

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;
for (Event event : resultEvents) {
// Display result event data; here is a subset.

$EB 2 . FBILAWS HealthAPI f 7 i
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System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
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// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());
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DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PR E M AWS Health

EL2 AWS BRENELER. BRAWS BF | BZALURERDPONEBRREBETEDR  SLERBREAR
TREHZE M RBBNEBHNERMEBER,

2R AWS BECEHEREBENERE. AEEEEEKEERATRNZEMNERPHNZTSM
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£ AWS Health £ 5&

EEEFH AWS Health T2 4 |, B4 EHERD —EER, ELERANEAFEY HIRITE AWS IR
FEr AWS Health ERVEFAER, IREBEITHREAXEFTEBRENERBEK , IEREERX
BERMEE (AM FRESAR) MS , TRARBEENAEREE,

EERMFELERMASEAET AWS Health 125 |, BA LM N T3] AWS SEEN R
BIAWSHealthFullAccess.

I FEAWSHealthFullAccessHIZREER Y T 51EE WEEFEUE -

- BMARER AWS Health BB FIEIRFE ) AWS E#1R Thae
« AWS Health £# & AWS Health Dashboard H#Y

« AWS Health API 2EFE 41

- BIABRE AWS 82k FHIEEIER

- RIREEIRFVEBEN (OV)

Example : AWSHealthFullAccess

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health EREER

"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(@ Note

B L E A2 Health_OrganizationsServiceRolePolicy AWS EIERIEKRL , AWS
Health AEMREBPHMIRFNSE4., WEFMER , F2E F£H AWS Healthty IR ERE
At

IETFEREH AWS CLI 5 AWS API TN ERE RFFRETEAER, Rz , RFAFFR
FTEEBERBITZ AP EENBIMER AT,

WMFFHMER , F2ER (AM E£REER) PRFEFTEERE.

) I R i 451 54
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Health EREER

ARFFERERAMMAE ST

e flE REMAREYEE |, o5 IAM EAERGHMEMHERES SRR ZEBRER, WHRE
BEEXEE LHURKEREFTHRER AWS CLI 3 AWS API TR LB ER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

7HL AWS Health Dashboard 1 AWS Health API

B A AWS Health Dashboard AFFE AWS BRF, It AWS Health API EBERAREEEE., DERAK
1% Support FRWIRE, MEFHMER , 52 B AWS Support,
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https://aws.amazon.com/premiumsupport/

AWS Health EREER

BEILAER IAM EUER (FAE. #ERAR), ARKREIELERTE AWS Health Dashboard
AWS Health APl BV HERR,

RFERR , IAM i F & #5517 HL AWS Health Dashboard 5% AWS Health APl &8 LU IAM BREt hn
JE—FHE. FRERESRAR  BEAEEFEIERFN AWS Health B, MEFHMAET , F2
BE9 ERAE. BEANAE®) W IAM BUREE,

HEEY IAM ERE R  BAURAELEEAZRMENNER. AR , wATUERAKRFRENE
HHEHEEHRIEIRFIEES AWS Health 8. MHRFHEF , FSREAEIAE LIRS,

(® Note

AWS Health Dashboard EE##EFTH IAM EHE qJ LA EFEIESE LA AWS RGN
BEH , EhEFEETRA AWS FR ID , #5120 Amazon EC2 #1T{EEE ID, EC2 #11T{EE IP
HhutF— AR £ B A,

flan | R IAM BUREHE F AWS Health Dashboard 1 AWS Health API| ZEUE | BIERA
BENERAERARTUFEGRENFTERE AWS REMNEBERNENR , ENEEM IAM K
RTAZEFEE,

o] LA R E API B##B I AWS Health.

. BEARE — Bu LA A DescribeEventsfl 2 Vg EDescribeEventDetails RIEE A B IEIRF AWS
Health E4HEER.

o« FEBWRFE — BT LA A DescribeEventsForOrganization il 2 ¥/
YEDescribeEventDetailsForOrganization 3RER{S B R & — &80 2tk P #Y AWS Health S4HEE
o

WMERBATA APIERNFFHER , F2H AWS Health API 2EE&EH,
18 51 B4

BEI LU IAM BURWIActiontE R EAhealth:Describe*, &R FFFEL AWS Health Dashboard
M AWS Health, AWS Health #ER#EeventTypeCode MR EH B4 ZEUR S,

R 7 BV

RBUERBARE TYH AP| 2/ER SRR AWS Health Dashboard F14E{f] Describe* AWS Health API
BE, Fln , EBBUERK IAM 6 & 7 LLFEL AWS Health Dashboard ##9 , AWS Management
Console I FEAY AWS Health DescribeEvents APl fE3,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/

AWS Health

ERAEER

Example : iR TFEUE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
1]
}

EEEW

ABERZEHIEL B AWS Health Dashboard 1 AWS Health APl, EELBUERE IAM EH &8 LT
AWS Health Dashboard H##2 AWS Management Console , B £ IU{E{T AWS Health API 1

%o

Example : E@1FE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [

"health:*"

1)
"Resource": "*"

1]

}
RS

MREEHANAZRR AWS Health |
IAM BUERHIActionTESLBAEIESTHEHT -

e iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

WA REFFFEL AWS Health #1 AWS Organizations E{E,
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* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

EEEMESE API FTENRYIFEY |, 3328 IAM FHAEIERFH AWS Health APl FBHEZHE
£,

® Note

A RERN EEIRS PR S EETEY AWS Health API AWS Organizations, 1%
HMENR , F2R £AABREEIIRFER AWS Health 4,

AFFEE AWS Health #8818
LWBURE A SR T EEBMMIRINEEFTENFTE AWS Health 1 AWS Organizations EjfERY 7 EVE,
Example : SL5F AWS Health #B#&#1R 17H

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
1,
{

"Effect": "Allow",

4By SR 5 58
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health EREER

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
B4 17 HL AWS Health A& 1R

W BUERERIEB FEL AWS Organizations BifE , B R FFFEUEBIMRSRAY AWS Health Bk,

Example : $E& AWS Health {88 1R1FH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:*"
1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

o5
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"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
® Note
MREERTFHRNEAEHFEEE IAM BEX |, LA L# AWS Healtht$ EBUREZARTIEE
BIEE R ERRBERN R

AWS Health %1 DescribeAffectedEntitiesHl DescribeEventDetailsAPIl YEZ 8 IAM &4, &7 LAE A
BRBMEERF 4 RRE] AWS Health API E32GERE. BESABNEH,

EEEEM , FEH IAM BERMCondition BBk EResourcetE, BAILAER TFEHEMHF,
BIR4SE AWS Health =448 R &1 12 EY

BN ERKPIETE AWS Health B4 | S LMER TSI ¢

+ eventTypeCode

e service
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String

AWS Health EREER

® fm&t

» DescribeAffectedEntitiesHl DescribeEventDetailsAPI #E¥ X B ERBRER, Hlan , &7
LAZE S SRBE 2R U RF 3B B 45 E AWS Health =4,

« DescribeAffectedEntitiesForOrganizationfl DescribeEventDetailsForOrganizationAPI fE3
TXEERBRER,

- MEFMED , F2RBBEESED AWS Health API FIBHANEE, ERMIEHEER,

Example : HABMERERAHRG

ABURE R FEEER AWS Health Dashboard 1 AWS Health Describe* API 4 , BIEZFE
{7 €2 Amazon EC2 B3R AWS Health E#4,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}

Example : L& RAERHRHEF
UTHBREMENME , BER%NA Resource TH,

55 WRRED 5


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html

AWS Health

ERAEER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
},

{
"Effect": "Deny",
"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : eventTypeCode &4

L BUR B A1 T 12 EUERR AWS Health Dashboard 1 AWS Health Describe* API 4% | {BIEZFEL

FEAWS_EC2_*HY{E{T AWS Health =4, eventTypeCode

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

"Effect": "Deny",
"Action": [

"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

iF

"Resource": "*",

"Condition": {
"StringlLike": {

"health:eventTypeCode": "AWS_EC2_*"

tl\
f

AN
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/A Important
1 R R IF N DescribeAffectedEntities Ml DescribeEventDetails{EZ , {88 5 FHL AWS Health
HHVRER |, Blg B AccessDeniedExceptionifii, MEFMEN , B2 FHIEHE AWS
Health & 9 f17ZEL,

SEEEHEHE AWS Health & 7 f1FEL

FEATHEARZEFNE EFERN IAM BEaaE2B8ZIM AWS Health ¥ RRERE,

e

- BEEHITHENEE AWS Health

BRREREHIT iam : PassRole

BEEZRBRNEFIRES

BRAMKEES , BEAFHMAFE AWS Health
I8 FF AWS IRF A A BFEREH AWS Health &R

R EHITEERI R AWS Health

R AWS Management Console & EFEELEEHTHENERE , AIBXABKERBEUSRIHE, &
NEESRRMUEEREZBINBRNAR,

AccessDeniedExceptionE F F R B AR AWS Health Dashboard 2 AWS Health API #&4E
i, HRER,

ERERLT  ERENEEELARBREMB/AFEREEFI.

AWS Health APl ZEERAWS Support BRIE 3, M TS % Support 518, WMRER
REMEE. DERFARTEZE Support 75 RIIRF MW AWS Health API , BI€EE T 5I#E5

B§:SubscriptionRequiredException.
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://aws.amazon.com/premiumsupport/

AWS Health EREER

REEEEHIT iam : PassRole

MBARIRTIEEE  SHEKRERZEHIT iam: PassRole BE , FHBELEET , AFLEAGER
# AWS Health,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

£ A marymajor 9 IAM EABERFEA LA E AWS HealthP S 1TEIMER , 84 T HIEHIEEER,
BR , BFERBREEBREACKR TN T. Mary REKAGEEEZRBENF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREES, FNEESRHENEARR.
BREERABRNENEE

EEEY IAM EAEEMESRE , SUUERRELNFNRER ID. B2 , BELIBABRENILE
FHER, FRERTRRER  SL4ARUFTNFHERY.

EHLBEEmMAEND : FE S8 ID (5120 AKIAIOSFODNN7EXAMPLE) MA R EZEL £ (4510
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAERBNZRE A6 ELE—RBEAE
& ID MABENESW|RBRELNFBR. RNBENEAEEBNEE—&K , T2 EBRENER

/A Important

AARENENERERGSE =7 K EERBHSHRENEEFEME D, BBREKM , ET6E
EREAKAGEER AWS 1R

BYFRERYE , S8RIRET , BEREEFNER D ILBEFHNERRETEL2UE. REF

HERMASELRITHREET —X. BEERTALEEDNER , SLAEHNFRESRHTEIE
B IAM £ E, ERZSTULUBEEMEFTNZR. FECAEMEFTNER  SLALMREP—ESH
B, IRBUFNERYE, sERARN , F2R0 (AM E£AEER) FHNEEFNER,
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey

AWS Health EREEE
BRERREES , BEAHMAFE AWS Health

BEAFFEMATR AWS Health , B4AAFTEFDNWASHEAREREY IAM BER (EREHA
&), IS ERAXERNBREREFNM AWS, BEEFLARBKEEDER , £ AWS HealthF & Tt
I ERERYET AT o

EBHBBER , FSH (AM EAEER) FHEIEHNE— @ IAM ZR6E A E R EHE,
FIEREF AWS IRF BN A BFEXERY AWS Health EiR

BRLEY - @A  BEHMAIRFHNEREIEEBABHNASTFIRENER. BUUIEEERFH
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LUE A ALK
RRE T AEFRUENERIET T,

WMEE-—FTH K F2EUTRE

- FEBRMERS AWS Health XIEELTHEE , FF2BIN{TE IAM AWS Health #E A

- BETHNMAREEEMERER AWS IkF WFEUE 525 IAM FHEREEREHEEN S —
AWS BRF & 1AM &£ A & R 7 EUERR .

- BEETRNEERFERERHAGE=S AWS 1RF , F2H IAM ERERERPHERE=S AWS
tRF BER R FHE,

- BETHNMEBRKES S 2 RMUEIE , F2R IAM EAEERPHEFIREHGENATETS
SHMENERE BEFD).

- METHEAAGNEREBRRETEIRFENCENER  F2H IAM EAEEETHN IAM A6
HEREHENESR,

A AWS Healtht RIS E#E AR

AWS Health f#H AWS Identity and Access Management (IAM) fRi5E#E AR, REEZACRER
EAEE] AWS HealthtIE— IAM B EEE, RFEEFAGRTFALESR , AWS Health LB = /R AWS
R AEFEUE At AFTERFTERER.

B L EARKEEAEHEITRE , L AWS Health BEF BB L ENHER, AWS Health EEHR
BEEAEHNER , BRIEZEESE , BHR AWS Health sl FHA R, EENFUSFEEEBEMS
AR |, W AP BUR T REE R E 4L IAM BB,

AWS HealthB RIS EF A BT
AWS Health EmERSEZ AR

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS Health EREER

« AWSServiceRoleForHealth_Organizations— It & & {S{E AWS Health
(health.amazonaws.com) BEEFE AWS R WAE, MNELAEHNE
¥Health_OrganizationsServiceRolePolicy AWS EE KR,

« AWSServiceRoleForHealth_EventProcessor— It & {51 AWS Health FRIE 88
(event-processor.health.amazonaws.com) IEEEHN AR, HNFLAEHRE
ZAWSHealth_EventProcessorServiceRolePolicy AWS BEENER, RETHEEALAR
£ AWS E4-{E 81 B FEZE 31 Amazon EventBridge S E R |, LWRAIRE AWS IRF S ERiREE
EEAREHIRFEEAZFMENERES AWS Health,

MEBRE AWS SEEBERAINGFMERN , F2EAWS ZEENBER AWS Health,

A AWS HealthZ2 I RIS EE A E

&R EEE 1 AWSServiceRoleForHealth_Organizations [R5 ZfE AR, BT
IEnableHealthServiceAccessForOrganizationfE2 ks , AWS Health 7R F P A& 7 bk RFGERE
A,

B ABEERFE P FEE IAWSServiceRoleForHealth_EventProcessorfRiGEiE B, MEFMET |
B2 (AM EHERE) B TEURKEESE®,

A AWS Health#m B RIS ERE A

AWS Health * AFF EREBREEEAC, RATRESEERSSERBERAC , IUAGERETEE
VABCERBEERRE, AW, BAER IAM RiEEACHER, NEFMAENR , F2H8 (AM £RAEF
B PRRERBEGAE,

A AWS Healthfll BREIR IS EE AR

£ EMIBRAWSServiceRoleForHealth_Organizations & & , #4478 5t '
YDisableHealthServiceAccessForOrganizationfE%., A% , B LUEB IAM &, IAM API 5
AWS Command Line Interface (AWS CLI) BIRZ A€,

= E M BRAWSServiceRoleForHealth_EventProcessor& & , 55Hi#& AWS Support 3 3R # AWS
EHERHEEEMHRASNIEERH, TRLEEFE , BLUER IAM 184, IAM API SRBIRE—A
& AWS CLI,

HEEF
MEFAEF  F2E (AMEAEER) PHEARKEESS,

ERRBERAR =


https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

AWS Health EREER

AWS ZEEMNBE AWS Health

FAWS EENKMEAEUNEENEIRK AWS, AWS SEEN R ELATSERERARA
REHER , UEETURGEERERIGERE, FHENAE,

FARCIE , AWS REENBRTRIER/CHNBECARFIRESZEERER  RASLEERAHRAR
AWS BEFER, RFIZBLERCARIEBNESEEBCR , MEE—FSBDEF,

BB ES AWS EBEXBPERNER. R AWS B AWS ZEBFRAPERNVER , AILE
MEKEMMRERANAEZRER (EAE, FENAR®). AWS EXMHNEZH AWS R /Y API
RETRARBAREE , ZRETREN AWS ZEEKE,

WEFMER , F2H (AM E£RERERE) P AWS ZEHE,

AWS Health EE T3S EERKEE,

AES

- AWS ZE X : AWSHealth_EventProcessorServiceRolePolicy
« AWS ZE B : Health_OrganizationsServiceRolePolicy

- AWS ZFEBX | AWSHealthFullAccess

« AWS HealthAWS 3 &1 R B& HY 3

AWS ZEBUER : AWSHealth_EventProcessorServiceRolePolicy

AWS Health A ZAWSHealth_EventProcessorServiceRolePolicy AWS BB R, thZEHFRE
}#ZE AWSServiceRoleForHealth_EventProcessor fRiEEAE, LHEREATNERBEEACS
BERBE, BEEBILBERERZE IAM BR, NEFMAER , F208 £/ AWS Health#y RIEE L
At

SEHRREETHEHT , a71F AWS Health Bl Amazon AWS E4{5 8715 & EventBridge # Al

AT A EFAEE A
BRI EU T,

« events— ERMMBR EventBridge R A , AR IR EFIE LR A EE,

AWS ZEEHBER AWS Health 67


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

AWS Health EAEES
{
"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
1,
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"
1,
"Resource": "*",
"Effect": "Allow"
.
{
"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
MERBBEMNEFE , FSBAWS HealthAWS ZEEFEREH FEH,
AWS ZEBUR : Health_OrganizationsServiceRolePolicy
AWS Health 2 Health_OrganizationsServiceRolePolicy AWS B2 KIS, WS EHRFREES

AWSServiceRoleForHealth Organizations REEZEAE, LRAATERBEEEARR
BifE, SEEMMBORERE IAM B8

IR BIFZER /2 AWS Health $F12EY [Health #H#%] #1182 % E AWS Organizations

ATAIRFEEA
HHERBE U T,

18R

o WMEFFMENR , F2H FH AWS Health® RIS ER A,

AN E R R

AWS ZEERBR AWS Health
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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 organizations— iR HIIREELEL AWS Organizations & AWS fR#§ AT Organizations & & f&f
PRI BRSR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"

1,

"Resource": "*"

MERBEBENEBE | FSBAWS HealthAWS ZE I R IEH EH,

AWS SE K : AWSHealthFullAccess

AWS Health & 2 AWSHealthFullAccess AWS BEENER, ZBFEETFTER (IAMFEAERAR)
¥ AWS Health T AWEFEE, MEFHMENR , F2E FH AWS Health 124

ATAIRFAEE A
BRI EUTHT,

 organizations— B{AZEA AWS Health BB PIEIRFH AWS 8RR IIEE , WA EER
FREBEN (OU)

« health— 55f AWS Health AP| ##/EF13E &1
o iam— ZEIE# AWS Health RIEH IAM B &
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor
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ERAEER

"Version"

: "2012-10-17",

"Statement": [

{

[

"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

MEFHBEBENFE , F2BAWS HealthAWS ¥ EHE KRR B 3,

AWS ZEEMWEE AWS Health
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AWS HealthAWS ZERE RN EH

R AWS Health Bt IRFEFRHEBHIELEELIRN AWS SEERKEHFMER, NEEHELER
SFENEEIRE , B5E W XHEL S AWS Health EEM RSS HE,

T&RRAR 2022 F 1 A 13 BEY AWS Health REBR RN EEEN.

AWS Health
2% iR H #
AWS ZEBE . AWSHealth AWS Health B AWSHealth 2023 £ 10 B 16 H
FullAccess - EMIRBBE FullAccess BURIER E| AWS
GovCloud (US) Regions F B
=,
AWS ZEBR : Health_Or AWS Health E #7118 AWS 2023 7 A 19 H
ganizationsServiceRolePolicy ~ Organizations BifE , LZFAR
- ERARE BER AR AER AWS
Organizations{ f #4915 #
AWS B
BFERMHWAF #BF AWS Health SEERE 20231 A 13 H
R

& MBS AWS Health

EEfR Rt ISE M AWS SRS RV T SEM, TTAMANMNEEN AWS Health EEAKE D, AWS RET
5By T B RELAR AWS Health, EI3REEER | WHEBE ERFRITE :

« Amazon 2 B1EF CloudWatchEs#2 28 AWS ERM#IT AWS WERARER, Ea LUKREEMRE
B, BIUBERER , URREET , AR CEEEISEENRERBNERENEE, flm , &
A LA CloudWatch JB&# Amazon Elastic Compute Cloud (Amazon EC2) #{T{E#&# CPU A =
HiiEE Y EFEREHRBHHTER. WEFHMBENR , 5528 Amazon CloudWatch &S
Mo
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- Amazon EventBridge IR #iR AWS EREE W RHKEEH near-real-time &R, EventBridge B
BEMCEHEBSFTE., SRS HRARERELES I EEEEHBEFHEEM AWS REH
W BEBELIRIE, MEFMENR , B2 £/ Amazon B2 AWS Health =4 EventBridge.

« AWS CloudTrail fEUR IR F R RE AWS tRFZHEY API EIUMAEEBEH4 |, AWig AFER SRR
FEEHR Amazon Simple Storage Service (Amazon S3) FE1FETEE, & LA BIFE AL &Y 6 F & TR P
AWS, ETRFIMRIR IP sk , URFFIZENRE, MEFMESA , F28 AWS CloudTrail fE
AEEE.

WMEFHEEA

3
$

2R B AWS Healtho

o METE AWS Health

EERE AWS R REBRBEREER/AIRNEBRR , FSBAWS R BREREHTE S RFBHN
WiRBEREBHNEEAIR, ME—MREH , BFSBAWS HEEFTEIAWS,

A LAERATRE =B E AWS Artifact, MNEFMEF , F2EATEHFWHREFH AWS
Artifact,

BEEARNSREEETUR AWS B REMNEHRYE, XFANEHREEUARERERENER.
AWS R T 51 ER A5 BEREER

« ZEMESAMREAMER — ELEMBEEREBEE  YRHUHMBUREMENMSRE AWS
RERNEERTNIE,

« 1 Amazon Web Services EZ2#E HIPAA Z4HEEHEY — AARERPLRNAERERLZTS
HIPAA EEHFE AWS AER.,

(® Note
WIEFA A AWS BRHE BT S HIPAA Bk, MFFMEF , F2H HIPAA ERBHES R,

« AWS §HRERAWS — W THEBNISEES EEARENEZLNFTTE .

- AWS EFEHERE — BRERANAERBARNEEER. ENEERAB TESERSE (B8FX
BB RZER MBS (NIST), XN FEXLZEBFREZEE (PCl) MBEKRFEELAR (1SO) #+ , &
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-« EAAWS Config FE A SEETHRFEEIR — itk AWS Config RS ENERERENTS
RNEER, EXERTERNEE,

EREERRE 72


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

AWS Health EREER

« AWS Security Hub— J& AWS FR# 127 W%Bﬁéﬂﬁﬁgﬁﬁéﬁﬁl AWS, Security Hub %%
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AWS HealthW Z £ HEET
EZ R T EANREEZE AWS Health,
T AWS Health £/ & AT sER K H#E

A FRAENFEANSREFIRRFFIS , EBRRERERNERER, flin , B RFF AWS Identity
and Access Management (IAM) f# F #& 2Bl AWS Health Dashboard. {E2 , &g R R FFE — L FEH
&R A=A EE AWS Organizations.
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MEBFHMESR , FSE AWS Health LGRS ERAYREBIEHI,

¥4 AWS Health Dashboard

i3 AWS Health Dashboard &&ERELNEN , RETESFELRFIEARERANEG, flw , &
ARSI ERERNEHELN , SINEEEHMN Amazon BEMHIEEEIF (Amazon EC2) #1T{EEE,

MEFMES , F2HE BHBEEAAWS HealthiBE R — BRVIRF R RARRE.

AWS Health B2 Amazon Chime BHgZ &4

BATLL AWS Health BEBEI R T B 5K, EERA A EEFMNEN ERENRFWNEI AR AWS Health S4/E
H, MEFHMEF , F2BEHPHAWS Health T E GitHub,

BEmEE AWS Health 4

& LA AWS Health B2 Amazon CloudWatch JEBI B4 , MEABESHEIH A, E CloudWatch E
HERHBIFEEANEHE  RRSENE , RAETLURIYTE, CloudWatch EHEHREEEE
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FERESRAEIRFEEE AWS Health B4

BEBERT , BAILUEAAWS Health AR 1RAWS HealthBEEZEHAWSIRE , IIREFEH AWS
Organizations , &t AT LA PR B ER B Y AWS Health B4, LIAET BIEFEELE —IRF1R
EHEINER . B AR ERRERBBSE AWS BE, REFEMBREHHEH,

B REES , EBESTRRESHATENIRS , RERRZUBHBANIKRSE . AR, &0
DERAGEFARETBDEENBBCREABNEREZS4. ERALIREAUEREETRFEENN
SEREBESERE AWS REELE,

ER—EREEREAZRELES MERFIENIIEEAWS Healtht X SIRFHBEBRE, E-SGE
LA ERZHBAWS HealthiBBHHEMH, "EREER, HRURLEBRFZ IR , AKA
B Bk 4R 4 P B EERENIT B RV RE R EAWS HealthSE 4,

/A Important

« AWS Health TSRS EEMAEBSRE AP RENSH, fl , MREEBRN
EEEERS (111122223333) &AL ThRE 2 BT U El Amazon EHEE E K (Amazon
EC2) =4 , Bl S4BT S HRELNBEBBIE R,

* AWS HealthREFEI A A , sHEEBPNIRFEENSEH , B R EARRES | BEE
RS A SRS ESBRENER  KRTHE 90 X.
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MAWSIRSRAREF & FENS IR EIAM A B,
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WAWSHealthFullAccessBUR ., MEEZFFMER , 35S B AWS Health LAGR B & E /8 F B4,

TORIRE 75


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health EREER

ES]

- HBRER (FRE)
. HABWR
- EREESHEBRE

HEmR (E2E)

BT LAE A EAWS HealthZ2 AEUBAWSHB R R EMRNBANEP BT,
FTEAWS Support’s R AT EAWS Health T2 & P ERBBRIE  ESEATE,

(® Note

MREREAFEAEFNEERREPILIIEE |, MAXBEEEFEWAWSHealthFullAccessR
W2 EMNER, MEFMET , FSEAWS Health LGB A E 7 A9 R A5,
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- BAEERER (F2E)
- BREBREASH (F28)
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- HIE8E
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« EHBF
- BESFENIRBZNER (F£8)
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BRAEERR (XA
O LAEAWS HealthF R AR AEB®RIR, BAEZAAWSHEBHN EEIIRS,
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3. T [RAEEeKR EEL , RE RAEERKR],

Get started

1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account,
© Success you can enable AWS Health to aggregate all events. These events appear in

the Personal Health Dashboard.

QuEE— S ———
M AWS O izati ] ‘ ‘ View d tati ‘
‘ anage rganizations [4 tew documentation ‘ Enable organizational view .F View documentation ‘

4. (EEM) MREEHHEAWSEETEE | fIMEIABEN (OU) , FREEEAWS
Organizations.

MEFHMEN , F28 (AWS Organizations EFA &) FH AWS Organizations AFT

® f&&

- BB RIERSER , ANEE-ERET TR, BEBEERTNIREEHE K S8
TERSENRE , FTRBARS. SUNBRAALBERBEAWS HealthiZH A,

. MRIBEMEE, Enterprise On-Ramp ZHit 2 Support 518 , o SAFELY
DescribeHealthServiceStatusForOrganizationAP| fE3 LA E 12 RV AREE,

o BAALLINEERF , @ &Health_OrganizationsServiceRolePolicyAWS¥ &% K B
BIAWSServiceRoleForHealth_Organizations R EEACSERAETHBTHNEEIR
F. MEFMEER , BSHEA AWS HealthH IR ERZ A E.
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B RBEBRIEcE , AWS Heath@ B REBHFIEREFNRE SR NEN.

EiRF ALV EBE , AWS Health € BBk FHEEE@RE. ERFRERGNERE , 3k
FHRHEHTEEEKIEERAT, ER K RAENEHNATE  ENATUEHELSEHES 90
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AWS ERIRFHEERENRE 00 X , BAEESIRFEMERBESRE, £ 90 RMERE , AWS &
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- FERBBEFEEB 90 X , BUUBFHBR. LWL BFTEEE EventBridge R RIEE £
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- REAWS eREBREN , ELEFNFMCEBMANIRFR , AWS S8ikF EMEIRAREEE

8 , WERIRFHRBEEREFR
- WMEFMEF , FSREEEHIKRE.

/A Important
#HHA AWS GovCloud (US) BiZiNEF :

- ERARARFRET , BAROIRFER  RRMER. EEEMAKRFR  SKRIEFIELNE
PR,

® Note
AR LLIhBERF , AWS HealthE$2 & AT AfEAWS HealthE =R — lREREMTERBE 7 X
NORAEH. EELRSHALTERARBERTHIRS. AWS Health@&RARF SN — IR
BRERHARBRAWSH EH T AN LFRER.
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« FRHSITHYERE
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3. BRE—(EE4., EULUEFAETER LRRTIEREHNE

%II

. BUHETE
. Hrae

. WE/TRES
. HBHIES

. BIAESRS

. REREER

. 5

.

Example : AR RH R IREE
T %) Amazon Relational Database Service (Amazon RDS) B4 &R REHABBRBELN "R+, A
TRIFMEIRE, REIEBS , IFEABHH—EIIRS,

Open issues RDS storage issue Back to list view 5]

View events that might affect your AWS infrastructure, such as

changes to AWS services and resources Details Affected accounts
Q
1 Event data

Event summary Event Start time
RDS storage issue November 18, 2020 at 7:50:10 AM UTC-8

EC2 operational issue

h?gf—}zdwma Novemnber 18, 2020 at 7:50:35 AM UTC-8 Status End time
Open -

S3 operational issue

Last update: November 18, 2020 at 7:50:35 AM UTC-8 ) .

us-east-1 Region / Availability Zone Category
us-east-1a Issue

RDS storage issue
Last update: November 18, 2020 at 7:50:35 AM UTC-8

Catin Affected accounts
RDS storage issue 1

Last update: Movember 18, 2020 at 7:50:35 AM UTC-8

us-east-1

Description
EC2 operational issue
Last update: November 18, 2020 at 1:51:23 AM UTC-8
us-east-1 Unfortunately, there was an unrecoverable storage failure on your Amazon RDS instance associated with this event. As a result, your

instance has been put in a storage failed state.

CloudFront operational issue

Last update: Movember 18, 2020 at 2:10:46 AM UTC-8
us-east-1 You can recover your database instance at your earliest convenience by using one of the following methods:

EC2 scheduled maintenance issue 1) Using your latest snapshot - you can view the available backups on the AWS Management Console under the "Snapshots” tab.
Last update: Novemnber 18, 2020 at 7:50:26 AM UTC-8 More information on restoring from a DB snapshot can be found here:

us-east-l http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ShareSnapshot.html
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1. EUTMVEITRERAWS Health{E3R4R, https://health.aws.amazon.com/health/home
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- FENIRSE

- FIREE

.« FEREFE

- 5l

.
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Event log EC2 instance network maintenance scheduled Back to list view (]
Q

Event summary

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:47 AM UTC-8
us-east-1

VPN emergency maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

ElastiCache redis maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Details Affected accounts

Event data
Event
EC2 instance network maintenance scheduled

Status

Upcoming

Region / Availability Zone

us-east-1a

Start time
November 28, 2020 at 8:38:20 AM UTC-8

End time
November 29, 2020 at 8:38:20 AM UTC-8

Category
Scheduled change

EC2 instance network maintenance scheduled

Last update: Movember 27, 2020 at 8:38:41 AM UTC-8
us-east-1

EC2 instance network maintenance scheduled
Last update: November 27, 2020 at 8:38:47 AM UTC-8
us-east-1

Direct Connect maintenance scheduled

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Direct Connect maintenance scheduled
Last update: November 27, 2020 at 8:38:41 AM UTC
us-east-1

-3

Lambda operational issue

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

AP| Gateway maintenance scheduled
Last update: Movember 27, 2020 at 8:38:47 AM UTC
us-east-1

o

RDS storage failure MAZ

Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

RDS storage maintenance scheduled
Last update: November 27, 2020 at 8:38:47 AM UTC
us-east-1

@

CloudFront operational issue
Last update: November 27, 2020 at 8:38:41 AM UTC-8
us-east-1

Affected accounts

2
Description

One or more of your Amazon EC2 instances is scheduled for maintenance on for hours starting at UTC. During this time, the
instances associated with this event in the us-east-1 region will continue to run but will experience a loss of network
connectivity.

Normal network connectivity to your instances will be restored after the maintenance is complete. You can maintain normal
network connectivity during this time by migrating the instances listed above to replacement instances. Replacement
instances will not be affected by this scheduled maintenance. Otherwise, no action is required on your part.

You can see more information on this maintenance in the AWS Management Console at /ec2/home?region=us-
east-T#s=Events

Additional information about maintenance events, including how to migrate to replacement instances, can be found at
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-instances-status-check_sched.html

We perform maintenance regularly to ensure that the EC2 service continues uninterrupted for our customers. In most cases,
maintenance can be performed without service interruption. When maintenance cannot be performed without service
interruption, we work hard to keep any impact as brief as possible.

If you have any questions or concerns, you can contact the AWS Support Team on the community forums and via AWS
Premium Support at: http://aws.amazon.com/support

BEZZLENRFENER (F#8)
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ERAEER

- IRFID
- REEH
- IEEH
- B (OU)

EC2 instance network maintenance scheduled

Details Affected accounts

Affected accounts (1)

Q
Account ID Account name Primary email
v 123456789012 Jane Doe AWS account janedoe@example.com

Back to list view [=]

@ show account details

Organizational unit

r-abed

6. EBRKRFUBRIZENER,
EC2 instance network maintenance scheduled Back to list view []
Details Affected accounts
Affected accounts (1) @D Sshow account details
Q 1
Account ID Account name Primary email Organizational unit
¥ 123456789012 Jane Doe AWS account janedoe@example.com r-abcd
arn:aws:ec2:us-east-1:12345678901 2:instance/i-01cdfc3fc1example
arn:aws:ec2:us-east-1:12345678901 2:instance/example-entity-name-2
7. MREFEB 10 @ , FEE REMBAER AREER.
8. BEMILBESMHAIIRR ID 85k , FHIT T 5IEE
a. H[REENIRF]) REIFERL |, BIF FrigERE:R] , BEF IRF D], ARBWAKRSE ID. £&—
R R eem A — @RS 1D,
b. & Apply (EMF). LWANRFEHREBTES,
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WRETRBEMRESH , TUREZIRS BRI,

AWS HealthfZ IL @ BB HFIEHMIRFHN S, SUULRERREBEINEYS  EXTHBEMER
ALk,

EREERE

1. EUTUEITBEENAWS Healthi&R 4R, https://health.aws.amazon.com/health/home
2. EEBEERNABREBRT  RIFHERE,
3. 7 [MAMASRER EEL , BE (FRABRSE.

2. Enable organizational view for AWS Health

After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.

® Success

{ Disable organizational view ) View documentation ‘

e — ——

EARALLIhREZ & , RAWS Health T BREEBN S, TERBEGENACSEEEERFYT , E
B R3FEIBAWS Ildentity and Access Management (IAM) £ &, IAM API 5{AWS Command Line
Interface (AWS CLI) iR, MFEFMER , F2E (AM E£AEFER) PORBREEEEAE,

AE SRR

&t ] LA AR 484 48 ThBEAWS Command Line Interface(AWS CLI) A RAWS HealthiZfl &, £E
FAXEA  F2EBAEERE (EEE).

® Note

MREEEAFGEHEFIESRATIENEERIRS  MPIXBEEEHNER , I
WAWSHealthFullAccessBUR . MEFFIMERA , 58S BAWS Health LA B AE A R A £
B,

Py
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https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health EREER

- BRAMAS®RE (CL)

- BEAEBRESIH (CLI)

- EAEZRE (CLI)

« AWS Health fA#i#8 17 API B24E

R i AR (CLI)

&7 LASE A RA A 4B 8 A R EnableHealthServiceAccessForOrganization APl #4E,

IETLAE A AWS Command Line Interface (AWS CLI) S4& B © W2 X 85 3R R ALY 1L 3R 4E

(® Note

- BYERE—EER EERE  FEEIEFTEIBITAWS HealthAPI,
- BRACERAXERE (#FEEILE) BRI,

Example

T%| AWS CLI S S A 88 AWS IRE R L ThEE, BRI UREEBRESUUBTIEESLEERZA
BHREFFRERALT S,

aws health enable-health-service-access-for-organization --region us-east-1

T 5 & Fl &M EnableHealthServiceAccessForOrganizationAP1 #24E,

Python
import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()
print(response)

Java

BRI LEE T HIEHIFER Java 2.0 4K AWS BREMS,

R AB 8RR (CLI) 84


https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

AWS Health

ERAEER

import software.amazon.awssdk.services.health.
import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import

software.amazon.awssdk.services.health.model.

import
software.amazon.awssdk.services.health.model

HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client
.region(Region.US_EAST_1)
.credentialsProvider(

HealthClient.buildexr()

DefaultCredentialsProvider.builder().build()

)
.build();

try {

DescribeHealthServiceStatusForOrganizationResponse statusResponse

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status

statusResponse.healthServiceAccessStatusForOrganization();

if ("ENABLED".equals(status)) {

System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

B AR BIARAR (CLI)
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System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

WMEFHMER , F260 EARN Java B AWS HBREH 2.0 HEASER.

B IR A LLIhRERF | AWSServiceRoleForHealth_Organizations FR#EEE A
8 Health_OrganizationsServiceRolePolicy AWSEEEN KBS EAZTHBTHWEERIR
Fo

(® Note

MAkINGERFRTER , AEE—ERET TN BT
lDescribeHealthServiceStatusForOrganizationi® #E R 22 1B 2 AV AR B,

AR AR EM (CLI)

AR LLIhRER , AWS Health SiERAR B EEBPIRFHNEMH. BERFMALZRBERE , AWS
Health & B BI#$ Rk 5 #7118 EEBMWR

@ Note
AWS Health T EREFEEMABEBE 2 BB PR ENEH,

EIRFRRGHERR  ZRFNHEHATERREIEBRE+, B2 , RANEHNAEE , &N
RALEMELEHEZS 90 Ko

AWS ERIRFHEREMRE 00 X , BEAEESIRFEMERBESR, £ 90 RBERE , AWS &
KA M BRIR S PR BERE R
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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- FERBBBEFERB 90 X , BUUBFHEER. LW S BTBEEEventBridgeR IS B R IA
BFRE S3 FRET,

- AEAWS eREBREN , ELENFAMCEBMANIRFR , AWS SikF EMEIRAREERE
8 , WEFRIRF R RBEERER

- WMEFMREF , FSREEEIKRE

/A Important
¥ AWS GovCloud (US) BiZIfNEF :

- ERARARF ZH , BEARMOIRKRER , ARMERIRRER. TEBMAKRFR | BRRBFE
ELNER,

AT LAE A AWS Health AP I24ER B G IRE RS 4,
Example : #iRMEBEIAEH
T %) AWS CLI i 2EEHEBH AWS 1R FHEEMRESH,

aws health describe-events-for-organization --region us-east-1

IMEH M AWS Health API #8241 | F2B T HIZE,

EHE#®RR (CLI

&\ LAAE A 4= A #B A2 4R DisableHealthServiceAccessForOrganizationAPI 24E,

Example

T3] AWS CLI s &5 R ERIRF F AL IhEE.

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

WA LAER TS, K= ABABIhEE= FAAWSServiceAccessAPI ##4E, FEALLtEIREZ
% , AWS Health BigF It EEAB P FIE HMIRFNSEH, NREMEEBRIRN AWS

= RMBESRIE (CLI) T


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
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Health API 4 , AWS Health €& E$£55, AWS Health €4 EE8&E AWS EFEE/EARRE
=4,

FRLLLEEZHE , AWS Health A EBEREEBTINEH. T8 , REEGHNACERETEEIRF
F, BEZIFEIBAWS Identity and Access Management(IAM) £ 4, IAM API S{AWS CLI, IEEF
HEF  F2ERGREEEEACEIAM ERAEEM.

AWS Health fE& 1R API 24

] LR B AR 5 T 51 AWS Health AP 38 4E :

« DescribeEventsForOrganization— {EE BB EEBEHNFEEER.
« DescribeAffectedAccountsForOrganization-iR B 5l FRAWSHE & A Z I8 E S U T ENIRE
- DescribeEventDetailsForOrganization— E BB —HZERSF 2 I8 ESHNFRER

- DescribeAffectedEntitiesForOrganization— $t¥H B P — L ERFEEZ F - BEEHFE
WEREE,

B LAEA T YR ERMAZEAAWS Health{EEBAB S 1E -

- EnableHealthServiceAccessForOrganization— # B £ AWS HealthEZAEB E BV HERR , 4§ SLR &
RAEEBPNEEIRF,

« DisableHealthServiceAccessForOrganization— ¥ $85F AJAWS HealthE2{88 5 &,

« DescribeHealthServiceStatusForOrganization— {EEI B E 2 Bk EEE FAWS Health2 B EH AR
38

EXEREEE, CELBRICEIEAR , TEFULEL APl X, MRE
REVEEAHEZTE L RMIRS N DescribeEventForOrganization
DescribeAffectedAccountsForOrganization &4 , B LAMEE AR F TR S WIEEENR
TRERRFHN BB AW, FSRUTEH,

Example 886 : ERERNRARASIES R 2RFVAR

- BREBTE=ERF, ERIRFEAHEXENE , ZAWMEKRFAEREBRASZENE,

« YRITEFERDescribeEventForOrganization EBIRF A AR ACEEGFMERRNIRSHT
API #1E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedAccountsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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« AWS Health &R fFrE =Z{@ERENEH.

o R IR F
IDescribeEventDetailsForOrganization#DescribeAffectedEntitiesForOrganizationfE
ZLOEEEBRZETENIRFET AP 6% | ZAREEEREESTEEEE. CERILEZES
ZNRFEA,

Example 886 : EFHE, BRIMBASIESRZIRFNER
- BWEBPELERE. EERFEAREREXERR, MEKRFE—EEREXELR , MAERS R
BRBAEBXERR,

- YRITEFEHBDescribeEventDetailsForOrganization’REEEIRF M API #2#1E,

« AWS Health R2EE EELESABESIEFRCIRFNEN. EEHBAEXERRNIEFEHR
£ failedSet EFEH,

ZiREESEBRR

BAWS Health , &0 LA A Z R EE S IHAEAWS Organizations REFEEIRE UANIREFEE&E
AWS Health7E E I EHAWS Health{& = AR ARIEH XBIBAWS HealthAPl, ERNEESEET &
TRIEBEEREREEREESNRBLMRNES, ER—BAWSETRENERT , #EEERKEE
BIRF 2 AN L REMRE.

&
- RENEBRGREMEREES
- REBRETBRERNEES

AENEBRREMREREES

BAABHNERREZR  ERSUTUBERTFHEIEXERFEMAZREEE. BEEEMN , Y
IiRegisterDelegatedAdministratorAPI #4E, SFEEFEIRFR , ISR EZREERS , WA LGS
BIAWS Health#E A @ RBTAWS HealthE xR, MRIRFEER, CERE  LEXERR, HIER
RFEE E U LUEHAWS Health A FEY APIAWS HealthfB @i 4R .

FEBVEMNAMKEES , FRABHPHVEERRS T T 5 ABAWS Command Line
Interface(AWS CLI) #§5. EAIUREEIRF A SUBEMEA KN IIRS F AL SAWS Identity and

EREESAMBE 89


https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
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Access Management#fR, £ THEHN RS H , ERIRFEHIIBEAECETMAIEERS ID UK
AWS HealthfR#& 58 "@#E. 25, .

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMNEBESEME , ERAUUERFABEAWS HealthF B8R BEMIRFHNEH. SREFEBZE 90
ANBEEREHS , HEREARAEESREDER CLBHNBEHAE), FI8 K BAZREESIER
FRSERF  REFE—DTEF BT,

ERBRR T BRERNEERS

EEBRERZKEEENFEE | MW DeregisterDelegatedAdministratorAP| 4,

REMENEEIRED |, BT THEZFAWS CLILLEREEES P BREAEERFNTS. ETENR
flas o , BRIREEBIBERAEZEMBRNEERE 1D,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
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{FF Amazon E£#E AWS Health =4 EventBridge

&A LAE A Amazon EventBridge {85543 B € AWS Health B, R% , RIBEENNBEA K ES
HREEERAPIEENER , EventBridge WH—RZEEESE, REHFERME , B UEERE
HER. BREMEYS, EREMN, KRELBSERFTHMEE, S0, WRE AWS IRF HER
FEEEETERN AWS &R |, 6120 Amazon Elastic Compute Cloud (Amazon EC2) #1T{#E 5 , Rl
A LAE A AWS Health SRIZWE FEH4E A,

® fs&E

« AWS Health MR KB h AERRMHEMH, ESHLTEIRER S EventBridge.

o« IBE I HIEAT EventBridge iR B & RAEEINRH AWS IRF. ZEEBERKEAE MRS WERBE
f+ AWS Organizations , 2 FAHESRREEL AWS Health SHMEBRNEE SFEUE
BRo

WA LATE 2 B ZEE o Bi1TiRIZ | /F EventBridge & AWS Health TEREN —22 , BF

« AWS Lambda BKE{

» Amazon Kinesis Data Streams

« Amazon Simple Queue Service (Amazon SQS) 175
- REBEE (Bl CloudWatch B RENE)

« Amazon Simple Notification Service (Amazon SNS) F &

Flan | WO LAEA Lambda BIETE AWS Health B4 24 A8 B AHEES Slack BB, & , &1
LAEA Lambda , 3t EventBridge £ AWS Health E# 34 K5i%EiB Amazon SNS Eix BT X F S EA
B,

NERIEA LA M LB 8 AWS Health B4R BELA BETE R &EH] , FSETMAWS Health THE
GitHub,

B
- B AWS [EiF A AWS Health
o R ATREE AWS Health
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#aggregating-health-events
https://github.com/aws/aws-health-tools

AWS Health EREEmR
- BEHEERR AWS Health

« ¥ EventBridge # Bl AWS Health

« AWS Health ZE# Amazon EventBridge 221§

« 2 H EH AWS Health =4 EventBridge

- FRESBENZRNEESFEIEE AWS Health 4

- EUW AWS Health 4 AWS Chatbot

- BE#1T Amazon EC2 #ITEBMENE

« EXXE SMC E#28 AWS Health

B AWS &1 74 AWS Health

BN BBSEERERK AWS Health E4 M EHE Y EventBridge 38|, MBEKREVIRE , AW
B4, i, FEEBCREZEAEL (RHM) BENEYS  EXERLEFEIRAL

MRENEERAUZINETHINEAHTE  IEROESFREREMRAUTHEN TERZEMN—BHE
ANEREN. WLREM AWS Health ERREXEZZENESRNBEGER. WFFMER , F2
BB AWS Health VA F/EE). BRRE AWS ZEFNAMBESE , B EXEAEE (RE#MA) R
ERAUEARS , EEEWES  IEENIEESZIFERENBERE L -, XEAM (B
i) RENHE BEEXBRE (S EILE) EE.

i, MREEEERBON CEHRE) BEENEN K MABRSTRFEEER , Alt AWS Health &8
ZEMHEEEXEAL REM) BiE. #TR, £SO EventBridge RASKEHEEZLIEEN
BE. FEEVREGOKRA , FEB T IIREFEIL EventBridge Al AWS Health W fEFA X B FAED (BRE)
f) @5,

BL AWS Health SHTFRBEREFHN ., TREEREBESNEHBALEEN. HPITEL
AWS Identity and Access Management (IAM) X E#H., BEEEREEHEN,  BLEATEESTH
XEREP (HEFEdEh) BEMER AT (REM) BiFE LR AEREREH.

EEBHEPERSEHEH AWS GovCloud (US) , &% BT AWS GovCloud (R PSR EigHEIR
A,

B A FSEE) AWS Health

3

#8331 EventBridge#i RIREER BB AWS Health , RAESRFEERFISESHN LRSS -
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events

AWS Health ERERER
- IRFBHESHEFELENIRFNER , HlEHFE Amazon EC2 #TEEBHN K EE M H MEES
EEHNEH

« NFAEHEBETREAWS Health EHRR — RBREIRE. NFREE AWS IkRF X F2GERRHR
BERATAENLFRES.

/A Important

EEZWEMESHEE SR AIMBEFERAZ "source": [ "aws.health"]E. BRAF
gt , il "source": [ "aws.health*" ] FTHFEEERTMEHNER.

MBEBERERNFEEH AWS B , BZEETHDPHRA. WABREH AWS Health SRIREEES
SENESNERES. BEEFER EventARN & ID RMBEREER AWS Health B4 , B AELE
E4HEEEHEOEEN AWS Health BEE{RE— 3.

B LAE A S 8RB+ EventBridgeMI B4R 2N ASHER IR IS EM eventScopeCode » B AL
B ABPUBLICERACCOUNT_SPECIFIC, A LAE S8 FERER A,

i3l : Amazon EHEREEIRN AFESH
THEHEREXBERE (S5 EEILE) EiE Amazon EC2 HYIRERIRE,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

AN FRIEE) AWS Health 93


https://status.aws.amazon.com/

AWS Health EREER

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [
{
"latestDescription": "We are investigating increased API Error rates
and Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
}
1,
"page": "1",
"totalPages": "1",
"affectedAccount":"123456789012",

EHERIEZE AWS Health

MREHRFER AWS S4ERIEEIE , AIAXEERFTZR
#EAWSServiceRoleForHealth EventProcessorfRiGE#E A€,

ABEEFevent-processor.health.amazonaws.comfREEBIRIZ AR, MMEILAGRN
E ¥ AWSHealth_EventProcessorServiceRolePolicy AWS BEEEKE, LRSI HAET
HITHRER |, fl0 AWS R A& E R,

RE , ARSELENIRS PEII Amazon EventBridge & A, #HAla
BAWSHealthEventProcessor-DO-NOT-DELETE, WRAIRZEIRFAAENERERE K Hitk
EventBridge AJ AAS & RiRAEE E EFARERIIR 5 FiXE AWS Health,

HEERR
EER-—S TR, BSHTIEE:

- £H AWS Healtht RIS ERZ A E
« AWS ZE B : AWSHealth_EventProcessorServiceRolePolicy

#3I EventBridge # A AWS Health

& T LAZE I EventBridge 3R BILUZRIRF 1 AWS Health S4B, EEMYWEHRAZH AWS
Health , 858117 T~ 5 EH1E -

EHEEEE AWS Health 94


https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
https://docs.aws.amazon.com/IDR/latest/userguide/idr-gs-access-prov.html
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- REAPNEH. HEAFMBZF. EventBridgelNHEFMEF , 2B /ER Amazon EventBridge ? #&
Amazon EventBridge £ fl & {5 M #7138 EventBridge — EHEF B E AWS ERHEE,

- BYEAESEHRAREAN-HZEE R

£ E# T EventBridge # R AWS Health

1. TEUT{ZETE Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o

2. BEBFAWS B , BEAEEALAN "HwE, RIS, RESZEH AWS Health E4H
3. EEEE®RP , BEHAL

4. EBEEVHA

5. 7E Define rule detail (EERBIFFHEN) EET , I ARBBBHAER,

6. FERE Event bus (BHEFRHE) A Rule type R RIER) WFERE , REIEE Next (T—F),

7

8

9

£ [EBUEHES] EEL , $H8 (SRR EEZEAWS B4H EventBridge &R HEH.
£ TEAERX, T, 88 TE4RIEREL |, EBEAWS R,
. TEHERXL T AWS BRE , B THealths
10. $t¥ TEH4ER, | EETIHEHD—ERE,
HE Health BEASH — & AWS Health EHERERBP S E FAAbuse N SBHEIR R,
47 Health B — A4 E AWS BRESEH (B0 Amazon EC2) B A,
1. BUSLEEEMRBRSERE. WREBRBRERYE , FEETHHEP—@EEE :
BE [EMEH4ER UEBYEAZEMESHERINRAL
BEEREEHEAESE  AREBFEPIEERZE, fINBE,. RFEHZK schedu ledChange.

® Tip
- ZPEERBERKEVAE AWS Health B4 |, BEEIRE ((TASHER M [EAE
Flo ERTHASHAISEREERENETMEYS,  SFEEAHTNE4HERRE,
AWS Health tnZE# Bl €54 , 552 B FTE Amazon EC2 £,

- BUNBYRARERSERBIAEMAFEER . EEEEM  BLEFHEHMRAUN
SRR, MEFRER , F2R S EARBNEREIRA,

12. MRBEZERBENBHENEHEEER  FASHEEAREET I H S —@ERIE,
BE TEAS4RERE.  UEBEVERAEMASARERBNARL,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.aws.amazon.com/events/
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13.

14.
15.
16.

17.
18.

19.
20.

BE (BESHERNRE ARRBEDEE—JZEE. EEEUEERAERES
HEBRIBARA, FHlin , REEZAWS_EC2_INSTANCE_STOP_SCHEDULEDH
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , BIfZMR B RSEELEHRETEN
REPRERAZELEH,

HEZHENERBRETIHP—EEE,
BE [ENER LBLERAERMAERNARAL

BEREER , AR A—SZEERMN ID. a0, B LIEE—{E Amazon EC2 ¥ 1T{EE
MBS (BlEn T-Example 1B2C3de4) , EREFE N ERNEH,

BBERARE , EHASENEHERER.
EE-F_Z’FO

£ NEMEE, EEL , BELANBAEYNERERE K REREZERMENTMAEH MR
H, 0, B e EHERPEEIXZZE Amazon SQS {7515 Amazon SNS &,

BET -5,
(ER) £ RESBHEE , METAER , ARBET -5,

EE P aws.health RIRE BI A EXEE, EventBridge
ERRYEVEEL , #RENRAURE K ITREHFEENEHERER,
EBEEISA

Example : Fi8 Amazon EC2 E4#YR Al

THEFERIRA , LUE EventBridge E#2FTH Amazon EC2 £ , BFESHERER. SHNAR
MER.
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Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events

Health v 11
2 "Source ["aws .health"],
3 "detail-type"”: ["AWS Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching 5 "service": ["EC2"]
pattern ; }
. 71
Specific Health events v
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
© Specific service(s) Copy [% Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Example : $$E Amazon EC2 E4#IR Al
THlgEHlEEIHR A, BAE EventBridge B4R T 3IIE R

Amazon EC2 R#&
scheduledChange =42 58 Bl

AWS_EC2_INSTANCE_TERMINATION_SCHEDULEDMMEH BRI
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

BEH D B#1T{HEE i-EXAMPLEalb2c3de4

$#37 EventBridge # 8l AWS Health
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

2 {18 AR %5 A1 58 71 22 31 7R A

ERREFFNEGRBUNMBE-—BRENEHEHERNELRR, SRS ERENESHERER
BYRA, ERTETLABZECHNSERBNERNZMYELNNRA, BEEEY , ELARESHE
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 TEAER, P IEE THREEX.  RAREXFRUPBALHNEE,
BE TT-S, , BERIE "RENENH. HEH.

BE (EFRA UREEE,

o 0o K~ w0 N =

& AT R R A AR A5 AR B

BIES R 9 E Y EventBridge 3 8] AWS Healtht 2,

MA RS RPEREFEFBRBRER , BRBHERX | BEFEEN,
EXFRUPAALNEE, F2ETEANRIESERARSIZECNEAENNERE,
BEENEHER K RBNKEBHHNESEFEI EventBridge #7 Bl AWS Health# 3 38 81,

0N~

FRAEARXNER AWS Command Line Interface (AWS CLI)

HRAMOIIRENRA , FBFEA PutRuleAPI fE#traws events put-ruleSREHEHE,
W AWS CLI EETEH , 2B (IBEAWS CLI 52%&) F#Y put-rule,

Example £ : ZEREMEHEFRER

THEHEXSR IR AIREE =8 AWS & issueaccountNotification,
MscheduledChangeEHEHEFBIANZE4H - Amazon EC2, Amazon EC2 Auto Scaling H Amazon
VPC,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
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"VpC",
"EC2"
]
.
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

AWS Health =4 Amazon EventBridge 2218

AR R AWS Health EHHNERBER, EREENEEIHMEHREEERBERA T#HiE,) . SHAHT
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AWS Health 451
AWS Health E4-%248
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M0
id ZEHHN =
uniqueEve
ntBridge 12
v
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Health =4 |
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Health
Event=
AWS Health
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/vt Health E4-Amazon EC2 &4ERIEE

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:22Z",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/
AWS_EC2_OPERATIONAL_ISSUE/AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-
d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f0@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription":

[{

"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."
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31,
"affectedEntities":[],
Ilpagell: II1II’

"totalPages": "1",
"affectedAccount": "123456789012",

IR 543 E AWS Health E#-Elastic Load Balancing AP| 28

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 1@ Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012",
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1R F 43 E AWS Health E4-Amazon EC2 #1T{E 8 7K BRI RE M BERR K

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f0@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111",
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012",
}
}
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2 B EB AWS Health =4 EventBridge

AWS Health € "&R, =5 "SRE  FEEHE AWS Health # X/ EiB EventBridge 256KB B4 X
NRFIRE , XBORSEH. 28 , EERBEBLREE , AWS Health ¥ ARG TENERFEHESHE
o

AWS Health REEHEAEFIEME "ER, M "HEEA. FE, . R "EFR, M "FHEEHA.
SERR, FEEMEIA 256KB , RIgREEMRRENH AWS Health P EIRZEER , XEHUERIFAE
FABEMELEH. EventBridgeBEREEERE MR EventARN FiEA ID , AEBERIEIAER
HEEHHES "ER) = "FHRES.

ELENNASTERESERTLENAL , fIIE EventBridge RAE@MEAETENNE (HIWEF
BUHRPRE) K. FEARTHEBANEFTUA "Fill.pages MM BERSE , UEEEEE -
B, RMERRRERRRLNFISEAL

BEBEEBHEREE  UXESERE., BIERE 15, SEEF ID REDBSEESA D 2RES

LEFFEZNER. S/HAEEMEHML  FHEENEENFMER TotalPages , AXRHERE BIAY
ERNSEHNBER. AWS Health BRT "FHEEF.L I "ER. BEHN , A2 EB4HIENEF
#WHEE. WEFMEEE® , TUERELIIR, RRENERNERNEMEEITEERH,

FEAMBSRENERNEE S FHE#E AWS Health B4

AWS Health X7 Amazon L &#i#) AWS Health EHMNEZBENZREE S FZIE
EventBridge. 1 BREMMRIREF AWS Health , EEBEIRFRERNWEE SRS SWEIR B EEB+
FrEMRFHE — AWS Health E43HE AWS Organizations.

LeThRE E R ER R |, UGB EERREEMBN AWS Health B4, EEEIRF PREABBERN
EventBridge S BIF &€& AEB P HMRSHH A, EventBridge

MERA LSRN EIRE E S FEENFEER AWS Health , F2BER AWS Health S+,

UL AWS Health =4 AWS Chatbot

O L EEENX A FisH il AWS Health 4 |, #l#0 Slack 1 Amazon Chime, &1L
FRALSE4REBNFIETASEE AWS ERAERXNEREEBN AWS RERE. A%, &9
PAESAWS Health BRIEATHREBEFNNEZFERE, N, MREEZTEE AWS RFF
AIAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#4$EH | Al AWS Health B4 WL S BEEZERELN
Slack $HEH,
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BRI

ERBZA , EXEERUATHRE

- REMHIXRAFi% AWS Chatbot, T LAELE Amazon Chime BRI, MFEFMER  F2E

{AWS Chatbot E¥2E3158) AWS Chatbot®#y (AFH)

« ERMIWFTEAY Amazon SNS £, MREEHKER SNS £ |, AIATUEARAENERE, WFEFH

B , 5528 (Amazon Simple Notification Service B A E3#88) FH Amazon SNS AF5,

ZE IR AWS Health =4 AWS Chatbot

1.

o & w0 N

RERSER 13 MR FE I EventBridge 38 Bl AWS HealthiE T2 4E,

a. EBEfESB1I3HEHRBREEHERNR  BEEANRE—1TMLEERE , XHFET T,
#9 B AWS Health BHHBERFISENIHRALR, FS2B 0 E LK AWS Health =4
EventBridge.

"detail.page": ["1"]

b. HEZER 14 PEEFEBRER , FiEE SNS £&E, BH1EE AWS Chatbot 2 & R EAHERR
SNS &,

c. TEHEFNHERIZUEVKA,

BEZE AWS Chatbot £ A,

BEBENIIRESR , HIIEN Slack SAERR , ARIBERS.
EEN-ZAERS , WREE , BELESE 1 HIEENMEE SNS £&,
BERT

E AWS Health ZXRF& 2R B EventBridge B E4H8F |, % AWS Health B4 HREZNPIRE
Fiw,
BIEEHBELUE AWS Health BRIRFEEEZEL,

Example : EXZE Slack 8 AWS Health =4

AT RHIRE Slack BEAFHEERE (#5 EiE1bE8) [E1HH Amazon EC2 # Amazon fE /7R
(Amazon S3) B8 AWS Health EH-&54i,
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

HE#1T Amazon EC2 #1T{EEE /Y B4

B L B BT ENE , LAEFE Amazon EC2 #{THEBMNHREEH., $EH AWS Health EiEERH
AWS REFEEF , 2K EventBridge # RBITTLAML A B 42 (fltn AWS Systems Manager B E{b.304F) , LUK
RIZBBHITEE,

flan |, Eet¥ Amazon EHERFHK[E (Amazon EBS) X EM EC2
#HITEBIEE Amazon EC2 #{TEBEAASHE , AWS Health &
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#SAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDZE#¥E R {EIX F|E AWS Health £
BRR,. EANKRAENEINE4ERE  SULEBRTEBNELENBRE ., Mk—K , ERFA4F
B ITIELHE,

® Note
ERHBHIT Amazon EC2 HITHEBMNEE  ATERLERRKEEEER,

MBFHMEF , 528 Amazon EC2 Linux #1788 £ & 15 EventBridge FHY £/ B Bt Amazon
EC2,

DB R

BB FREN AWS Identity and Access Management (IAM) BUER, 3 IAM AEXFHABNETR
R, REBETREEMHRA,

B3 IAM BUE

BERLER  ACNACGRIYEFEERR, WRARFAGKRREHATHENER, KEFE
IAM £ & A JSON BEimERS,

B IAM BUR

1. & A AWS Management Console W B G 2 RRFEVEEE RS |, BiLA https://
console.aws.amazon.com/iam/,

ESEERD , BEEBX.

i#IZ Create policy (B3I BUR).

FHIEIE JSON &,

BEHRTH JSON , AR imEER P HITERR JSON,

o b~ 0N

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
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AWS Health EAEES
"ec2:DescribeInstanceStatus"
1,
"Resource": [
T
]
.
{
"Effect": "Allow",
"Action": [
"ssm:*"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
.
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"
}
]
}

—‘©P°.\‘.°>

a. TEResourceZEH , ¥ Amazon EREH (ARN) , B AZH AWS tRF ID,

b. ZBHALRRAGEBAEAERE, WEGIERL## EvRole#

BET—F . B,

(ZA )1@7@%*“%#%@%‘*@% P EERIEEER,

BET-F : &,

= [RB RS IJ] BEL , WA [B#], §l0 AutotionEV RolePolicy FiZRAH [FREA].

0. B (HE] AEAEERAUAFFNER, NIREFEENECER , FRE [BIEE].
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HRFEESAOTURMGEIE, ERHMET , BB (AM EAEEE) PR IAM B (32
&)

By IAM Bt

RYBEL % BARY IAM BE | BERFEEIRAE,

EEREYV AWS RN AR

1. A AWS Management Console B S P EEFEEEEER A |, BiLA hitps://
console.aws.amazon.com/iam/,

HEEEERKRYP , BE Roles (A8) , R&RHEIZF Create role (BILAE),
¥ Select type of trusted entity (ZEUS R ERREAR) , #1F AWS service ( IR¥E).
SHHEEARILLAGHRERE EC2,
BET—% &7,
BWABEMNEEETR , I AutotionEV RolePolicy , #R#%&1ZEUEKRE S8 M EUS 81,
BET-—% : BR.,
(ER) ZAIEAERERAESREY K SHEERMEEAE,
BET-F : A,
. Y ABER , WA### EvRole, LWEBAAEBMBEIR IAM BERH ARN HE R EBMEE.
11. (#HA) 7 Role description (B&RE)  , WAABWRA,
12. REAE K ARBRERBVUAG,

© © N o a0 bk~ 0D

N
o

MEFMES , F2E AV EREERTHS AWS BREEIHE,
EHEEBER

K%, BUNEMREYAENEERR. BLRATHIERF , T EventBridge A FREILA
&,

EMAGNEERA

1. & A AWS Management Console YR G 2 R FEVEEE XS |, BULA https://
console.aws.amazon.com/iam/.

2. EEEEBERT  BEAG,
. EERAWSIRFHAGBEY , BRELBEIYNAGER , fll##4# E vRole,
4. EFF Trust Relationships ((FERIR) FHK, , A& IEIF Edit Trust Relationship ({REETEIR).
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AWS Health

ERAEER

5.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
""'ssm.amazonaws.com",
"events.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}
}
6. &{E Update Trust Policy (B {EEBE).
MEFHMBEA , F28 (AM FAEER) PHEXASEEEE (EEA).

B TREE S

, AT P JSON, BERTERBUR , REREERK JSON BB EMVE,

2 HR Al EventBridge

B{EILIEFE EventBridge TR EAPEVRR , SMELALUEBHTHEEFAN EC2 HITEENF

LE MR ED

A EventBridge Systems Manager B 81t B)4EZ 37 35 Al

1

2
3.
4

© © N o o

FELLT L E $T B Amazon EventBridge ##|#& https://console.aws.amazon.com/events/o

EEEBEKM Events (BH) T , #EF Rules (FRA),
FEVAL EEL , WARAY (BT M [FRH].

£ Define pattern (E&#E ) T , i#ZF Event pattern (BHE) , R%EIEZZE Pre-defined pattern
by service (K [RETFALEERER),

ST RIS HLIER |, B AWS,

S AR E M |, 1EIE Health,

SHHEMHER | BIFSTE Health B4,

BiE BERE] , A%EE [EC2).

B (BFESHER) , A% I1EFF [scheduled Changels
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10. B RESHREENR] , AREESHEEAR,

Blgn | ¥R Amazon EC2 EBS X EH#TEE , 5HiE
£, AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED¥/ Amazon EC2 #i1T{&
HEEETENET(EE 5522, AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

11. & Any resource (fEEIR).
ENEHEXFERGELTSIEH,

Example

{

"source": [
"aws.health"

1,

"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}
12. ¥R Systems Manager BEMULXHBEE, £ "ZEWEZE, T, EE "SSM BE1b. A
FEEJ [

13. ¥H Document (3L 1) , 551E$E AWS-RestartEC2Instance,

14. BR [REBBLSH] , RARBEE WARER]

15. £ "B ARRE, M@ A{" "Instances":"$.resources"}.

16. HRAE—@E®M , @A {"Instanceld": <Instances>},

17. BE [(FAREAG], ARBELELHN IAM A6 |, flm### E vRole.

BB REREERETENSF,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MREREEBFE EC2 F Systems Manager FFAIFIZEEERNIRE IAM A | A&
WAGKTESREREREY, EFHHEENR , BF2H LERL.

18. 1EFF Create (i)

MREHIRF A EE BT E4 |, Al EventBridge 8B4 EXELEEN B R,
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AXE SMC E#z88 AWS Health

BT LA AWS Health B4 82 JIRA B4 , ServiceNow LA R RIS EEE1£88 (SMC) #ZkE%
MEFEH. ERFEENEE | LIREE Health B, SMC E4S AWS Health AJAFEREEEN
Health £ARRE 4 EventBridge REBIE Y. HEKRE# JIRA EE M ServiceNowE#4,

BA L FEREBRENESRNAKEEEFIE , BREE JIRA REMEMBBHN Health B4
ServiceNow , i #§ AWS Health EAEZMN A BN T/ERES,

MEERFEH SMC #1T ServiceNow BEWFEMENA |

s
9

BIE 4 AWS Health 7 ServiceNow.,

MFEMEA SMC 19 JIRA EEERBESHWFMEN , 52K JIRA AWS Health F1.
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Bty AWS Health

ERRESEM AWS SRS RN A FEM, TTAMNMAEEN AWS Health EEHEKED. AWS T
PSS T BREEMR AWS Health, E¥RIGER , WHEERKIITE :

« Amazon €E1BF CloudWatch ES #2819 AWS BRMBIT AWS WEHARER ., EnJUNENIBKS
B, BYBBIREX  URKREET , EFEREZEIZEENRERBANERKEE/E, MEFFMA
BE , 528 Amazon CloudWatch & &5,

A LAE A Amazon , B EventBridge B & EI FJeERZ B IRIEME R AWS Health EH4HE
Ao Hign, R AWS Health 2558 Amazon EC2 BT B4 | &7 LG IS LB AEREL
18, YRFTEENIERER. WFEFHENR , F28 £A Amazon B2 AWS Health E4
EventBridge.

« AWS CloudTrail #iEUEIR F A RE AWS tRE 2 HM API FILFAHEEEH |, A% A FHEEERE
IEE/ Amazon S3 fEFETEE. ERTUAEBIFUHNFERENMIKRSE AWS, ETHURNR IP it , )
RPN EAENRRE. MEFMER , 528 AWS CloudTrail A &S,

xR
o {F 248 AWS Health API B0} AWS CloudTrail

fFFE0 8% AWS Health APl B0 AWS CloudTrail

AWS Health &2 (2K FERE AWS CloudTrail, A& RIEATEREA BIED %) B9 AWS BRIEE

& AWS Health, CloudTrail #8EX AWS Health i BZ=46 APl FEAY, FEERAY R ILEIERE AWS
Health & 8 UF] AWS Health APl fEEHNBEXBRW, MREEIEH , B UBABERY
CloudTrail E4 %] Amazon S3 12878 , B AWS Health. MR EKRZEEH , BOARTLUE [BH
EFZEC8K] P47 CloudTrail TR AP RIEMNSEMH. EHKEMNER CloudTrail , A LAHIETR HNWE
3R AWS Health, RHEZERARIR IP sk, REERHOAE, REERNEE , AREMFHAER.

EEH—5 T # CloudTrail , BIEWMAFREMBRAE , FS2BEAWS CloudTrail A&,

AWS Health & CloudTrail

CloudTrail E IR B2 AWS IRFE |, BNIRFE/A. ESZENSEHEEREEDEF AWS Health
ZCEEEEE CloudTraill BB R TN EM AWS REEH —RBEHEESHD, BAEREHE
EOERAMTHKIENE AWS 4, MEFHMAER , B2ERIEEEE CloudTrail 4ri08&HIE4,
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I AWS 1R 5 P IERHEH (IENEH) AWS Health , R IENE. BHT CloudTrail #6 A5
f55 () Amazon S3 BRI, MIBER  EAETRADRIEHE  BREEAEHNE AWS B
B, HERGRERE AWS 2 BERFEEHRNEL , 14 B HRERHTEIEEN Amazon S3
R, LA, SBTLREEM AWS B , BUE— 55 CloudTrail REEH ISE K B4 & B B RM
T8, MEHMET , BBETHRE -

- BEMNIEXHBIER

» CloudTrail X EHREEES

5% Amazon SNS @41 CloudTrail

- REZEEHIEW CloudTrail it &S 6 1t Z Bk 5 U CloudTrail i 8%1E

FRE AWS Health AP| IR /EEF S 524K 1E APl 2/ | CloudTrail X528 1E AWS Health API ZZ& /1,
f5lgn | MoyDescribeEventsDescribeEventDetails, #DescribeAffectedEntitiestE¥E
£ CloudTrail RSk EPRELEEE,

AWS Health X #&#& TSI B)EC 8% A S CloudTrail S8 HEH -

- BREFHBRBEAERER IAM EAERRH

- RHUBERE  REFATHEACEBA G HEAENERZEBE
- BEREETHEM AWS RERH

i

MEFHME , 552BCloudTrail f# userldentity T3,

B LR EEA A EFHIE Amazon S3 fEFITRA, BB A LAESE Amazon S3 £ miBER AR
BEEFLIMBRBAFER, S BEFERERMER Amazon S3 AR5 IK N (SSE) M%7,

BREAFEIMNKWREEAN , B LAERE CloudTrail /7R FHTHY B 518K Amazon SNS &
Ho MFFMER , F2E S CloudTrail.

B A LS R B Z @ AWS EIFMZE AWS IREK AWS Health B 5 1EE#& 2|8 — Amazon S3 f#1F
Breg,

WEHMET, , HSMLSEEFIE CloudTrail I CloudTrail BREER L 2 iRk S BIKGE 8HE.
g5l : AWS Health ;281815 B

EBME—EEE  TESHLEZENTEREEREIEEN Amazon S3 #1788, CloudTrail SR8
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/
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B, FERBHEFFEE. CloudTrail BREXHFRLH API ARANEFHERRER , R EMTSUEM
BEIEFET.

T 5 &5 5 88 ’R R &8 DescribeEntityAggregatesfE%HY CloudTrail 52488,

"Records": [

{

"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/JaneDoe",

"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JaneDoe",

"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T0Q7:06:15Z"

1},

"invokedBy": "AWS Internal"

},

"eventTime": "2016-11-21T0Q7:06:28Z",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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