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https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html

Amazon Inspector EREER

3. BT SSM EEHITEBMNFA. BRLUEBEY IAM HITEBERE NG EZEFH/TEER
BFHA, BRMEREMER AmazonSSMManagedinstanceCore B , B A BE EH Amazon
Inspector IR FTFEH SSM Distributor, SSM Inventory 1 SSM State Manager 955 8], WMFEE
VEFEBELHANHMTEREREY K HEZFTHTERNIETR , F2/EEE Systems Manager
1T ERRET Al

4. (#HA ) BUH SSMAgent WHEINEH ., MEFMER , F2EEHEL SSM Agent BN E o

5. (&M ) # Systems Manager &7 %&£/ Amazon Virtual Private Cloud (Amazon VPC) i &
MEFHMES , FSEEIL Amazon VPC i,

B RRFEHEN SSM EIR

Amazon Inspector FEE&EIRF PR Z @ SSM ERF 5E#1T Amazon EC2 i, EZRE— XA
Amazon Inspector EC2 B lF , @RI THER :

® Note

MR SRR F BUA Amazon Inspector Amazon EC2 1@ # B M BRIEAIIEL SSM &
& , Amazon Inspector BE NARHBRERENELELER,

InspectorInventoryCollection-do-not-delete

1E2 Amazon Inspector A% Amazon EC2 #1T{ERBINEHRBERERNEREMN Systems
Manager State Manager (SSM) BB, MRENIRFEE R WEEFH SSM B
BtInstanceIds* , Amazon Inspector A4 fF X EAEE , M _E B S HVEIE,

InspectorResourceDataSync-do-not-delete

ERERERRFL , Amazon Inspector & AR Amazon EC2 #{TEBIWENEFEREIEE
Amazon Inspector #HE K Amazon S3 #7HT#8. Amazon Inspector MFFMER , FSEAWS
Systems Manager  £AEERM) PHEREEFHNERERES,

InspectorVmScannerDistributor-do-not-delete

i& & Amazon Inspector Fi3R1E Amazon EC2 #1T{@#Amazon Inspector VM Scanner £ £ FE
¥ B9 SSM FE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html

Amazon Inspector EREER

InspectorDistributor-do-not-delete

iE & Amazon Inspector AR # Windows #{T{E8H SSM EBH, LLEBEEEMN Windows
1T{ER8 £ Z & Amazon Inspector SSM A ER ., MERPOMBRABHERNER , LEBBET —
ERBERERZE T,

InvokeInspectorSsmPlugin-do-not-delete

i& & Amazon Inspector AR #H Windows #1T{EBEH SSM i, LLEJEE A= Amazon Inspector
FRANHEXMEBRER , SO ERATREE R ERAFEE Windows #1TER., MEFHAEE
Eﬂ , nﬁ £2 ﬁnXEWindOWS$ﬂ1T1EI§§.*ﬂ?¢EE,J ﬁ nT?JF%EEo

InspectorLinuxDistributor-do-not-delete

iE R Amazon Inspector Fi® Amazon EC2 Linux SRERZEMN SSM B, LLEBEEERMN Linux 3
1T1EIR8 =% % Amazon Inspector SSM ZHMER .

InvokeInspectorLinuxSsmPlugin-do-not-delete

i & Amazon Inspector Fi/A Amazon EC2 Linux SREMZER SSM EJHf, ILEIEE A1 :E Amazon
Inspector £/ S EXMEFHE.

(® Note

E&45FH Amazon Inspector Amazon EC2 i RERE
B¥ , InvokeInspectorLinuxSsmPlugin-do-not-delete 2B A SSM &R,

BERAEEXFHE

EERIRF RN BEESREEREIEE | Amazon Inspector BE SR HTER LERAEREEXNFR S £,
BEREEASEIAEEXAERNEREREXFH , XHEEBA Amazon EC2 #H# R BB A

HRENREREXFHE , Amazon Inspector £ EBS RRBMUEHHATRERERBESRF. BEREREX
RHERHENTERRERFRARNEREXEXRGESEHRE,

(® Note
B Lnuix BT EEREEERABRAEXREZSEMHREIN  EREEX A ESBERER
ANER  MURKEEXAERNRBHEIASERSEEMS — S9N EERBSMHEMEEL
Linux BE®# K Amazon EC2 #{T{EE K Amazon Amazon Inspector SRERZE, EF AL E
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Amazon Inspector EREER

FHENHTERETIENEESRE  BFORRREAURKEEXSERN T AERENEREN
FRETRHE.

T 52 F5RB Amazon Inspector #1{A#f EBS HREBRINEEFILHTEAEEEH :

1. Amazon Inspector 82 EEZHTERZFIEHEREN EBS 1R, & Amazon Inspector fEAE
B, MBEERELEWIRES |, WL InspectorScantZRR AERR S| | WA —MIFE ID 5
BERE,

2. Amazon Inspector €4/ EBS E# APIs {tRIRENESR , XAEEMARERRE. RESHEE
AERAZNRREEREESTE,

3. Amazon Inspector EfBREIIRE P EIH EBS RIE,

HEERNHITER
WRBTEBTS T &Y , Amazon Inspector #&EFABRERR S ERFBHEETERE

- BITEREEZXENERRM. NFEFAEF 7280 B >REEXNEFHEZEMWthe section called
“SENEERS : Amazon EC2 B,

- BITERAMEES Unmanaged EC2 instance, Stale inventorysk No inventory.

- ¥{T{ERA Amazon EBS X & , YEBTIIEP —BEERRHEKN .
* ext3

* extsd
« xfs
- JEiB Amazon EC2 HFRERETHRIER , TESHRHMITHEE.
- BEFHTEENEUREZB /R 8, BEHKRNPRIZER 1200 GB.

EREEARHETA

ELHNRFRERRABEE , Amazon Inspector 8 24 /NEFHTFESERNHATEESATERERER
B, Amazon Inspector B/ REERMNBFHFTSENBTEE K EPIEFS SSM REEXNH
HITER A SRECEFEA NFALEFEHITEBESSM_UNMANAGED,

Amazon Inspector EEEREBEEXNFHAFRERHATERBEINMNIRER | %5 Amazon EC2 #1T{EE
B EXiFHE#{A. Amazon EC2
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
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"‘—IJ«XWIPEFMIEEEJ:E’JﬂﬁﬂEIE*%ﬁlﬁﬁjﬂiﬁﬁ ListCoveragefn & , E LIR#FH EC2 #ITERE
ﬁlﬁ;no

EEREES

W) EC2 B IE XN IRE Amazon Inspector ZEIRF P #1T EC2 B KRS EAMLRES £, B
R—MEEETH EC2 BRI EEHERGIIEFNFEHER ., BIRFH Amazon Inspector EREEE

ALEEREER., EAREEERIRES Amazon Inspector ZEREEER | RS ACHBBHAFT
ARERFREREER. Amazon Inspector EB T FiREER -

REBEXBFBHE - FUHBHEERD |, Amazon Inspector AEERHEEHRIFEAREEILIBES
. WFEHEEXRASRELKRFPHN SSM ZEHTEE , EEARERSERIB A ELHN CVE 5
HTEBNEE, AEEXERREATSERWSEITHEEIREM Amazon Inspector JRERE, E2H
RUARF W FERFEEER,

BEREE - ELREERF | Amazon Inspector @A UREBEEXAERNEREREX S EWHAEEK
BHEEARE. HRELREWRE SSM REERXMWEHE EC2 Z1TER , Amazon Inspector &£ 5L
REEXAERN G E. HRKRZ SSM EEHNESHKHITER , Amazon Inspector S5 ERERER A

EARAKH EBS BinHTHEE,

BERHAREN

1. FERENEABEEA , REBRABIR https : //https://console.aws.amazon.com/inspector/v2/
home BJ Amazon Inspector £ A,

ERAEEA LA AWS B 2 | ZHEEEE EC2 RHEEANER,
ERAZEEERN —MRRET , EI EC2 HH#ERE

EREREXT , EEURE.

BERERN  RARENREFRE,

o kb w0 b

£ Amazon Inspector & #E HEBR B 1T {E 88

A LAE A InspectorEc2Exclusion& #MZEFLELWindows#1TE# , & Amazon Inspector 1F i
FRHERR Linuxfl #ITEE., EBRBFEIXNIE, SSEREREAN. NEMEERNFRENR , &
ZEEE AR Amazon EC2 iR,

B R ZEFEE R Amazon Inspector 1#IEHEBRIITEBEF , Amazon Inspector Ei$EITEBERASHE
B MAEAHEIMEEE, 7B , Amazon Inspector SSM AR ASHEEW A, BEHLIEWUA
HAEER , BXEAFEFERITERPEERTHER.
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#allow-access-to-tags-in-IMDS
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® Note
FEARERNBITERNE,

o BAIEBERANER EBNEZWEREN AWS KMS €3 , KT EREREEREREX
Bz InspectorEc2Exclusion, MEFMEN , FSREELSE,

X EWERRMR

Amazon Inspector F#F# ZEBM Mac, Windows # Linux BI{TEEREEEL£ZKEHFHRE. ¥
B Linux #1T1EE , Amazon Inspector AILAE A E4XEBARRERRFESEHNVEEFELL Linux
AEBH Amazon EC2 #1T{EEEH Amazon Amazon Inspector S®RERZE, ¥ Mac 1 Windows #
TER , REREEERREL

MEEBXENEEXERAENENR S EPEELXRRTUERER SSM REEXNBERTRE , 552
B Amazon EC2 #1T{EIEBARREE,

\ﬁ

BA Linux AERH Amazon EC2 #1T{EEERY Amazon Amazon Inspector %
ERE

@ Note

LEEEARERZZFMAERE EC2 RENEF, REMAEBE EC2 RHENEFTEER
EAE M BRERE,

Amazon Inspector #EE Amazon EC2 B KEEHE , LISRERE, BBRRERE , Amazon
Inspector 1638 Linux 2 Amazon EC2 #{TEB P EAEXEXRFESEHFNEHLRE. Amazon
Inspector EREEXASAESEHEXENTERRERE, FiB , BRT Amazon Inspector TAERZ 1R 1Y B& &
29, BB LG E BRI K,

(® Note

REREEZEE ssm:PutInventoryfl ssm:GetParameterffFr, MREHTHEE LRE
IAM #1TEIRE #5848 , Amazon Inspector & £ AR iR 2 3 2 8% DHMC A€, HITERHEHR
EBNETEELHT, MRRREHNITEEERE , Amazon Inspector & R E MY FEER = 4
EEEEAE  Hh X ETEELHFT,
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https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
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AT Linux # Amazon EC2 SI1TREBHITREMRERE , Amazon Inspector &4 FiEiB Amazon
Inspector SSM AR ERKENER, EEEE Amazon Inspector SSM BIEX I ¥ Linux BITRE
¥ZE , Amazon Inspector & B B7EEH InvokeInspectorLinuxSsmPlugin-do-not-deletelk
F 3 SSM BH#. Amazon Inspector & 6 /NMRFHEZRR Linux B Amazon EC2 #1T B8 U EHTHY
ERAEXER.

® Windows 1 macOS LHRERE
BRIEEMEF AT EC2 6 , BRI Windows= Mac #1{TEBTFTZERERE, FHE®RE
EC2 ### , HX#& Linux, WindowsHl macOS#1T{EIREHY Amazon Inspector VM Scanner #|
TRERE,

ZAEERBA MM EE Amazon EC2 #1T1EE A Amazon Inspector SREMRE | AIFMAERE Amazon
Inspector ER R BETHEE®, Amazon EC2

£

- FRHEERRERSE

« Amazon Inspector JRERER B ETRE
« Amazon Inspector SRERER BT HE
- XENEXREES

FHEERARERE

® Note

HRE 2023 F£4 A 17 B2 %RBUA Amazon Inspector BIRFE | SRBME S Amazon EC2
RHETPBEERMA.

EERERE

1. FERENEAEREA , REBEBILRA https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector £ &

2. REEERP  BE-MREE , REEEFE Amazon EC2 FHERE,
3. 7£ Amazon EC2 #I{TEBEHNZERET , £ ALNEEIEECHIRFHRTEBITKBE,
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https://docs.aws.amazon.com/inspector/latest/user/inspector-vm-scanner.html
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths
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BT LAE A GetEc2DeeplnspectionConfiguration APl , AR R ARNREE—IRENRARE, &
A LA BatchGetMemberEc2DeeplnspectionStatus APl , AT E& 55 N E Z @R F BB AR

&

MRIEIE 2023 F£ 4 A 17 B 2 HIEA Amazon Inspector , BRI LUEIB i A BIE R
UpdateEc2DeeplnspectionConfiguration API BUFRERZE., WMREZ Amazon Inspector FAEBZE
REEE |, &£ LAMFEA BatchUpdateMemberEc2DeeplnspectionStatus APl 3REXBE B MK ERFE
WRERE,

& T LAEIR UpdateEc2DeeplnspectionConfiguration APl B RRERE, EE
P BIRFELERARERSE, MRt , HERFAXEHHEZEREEEEA
BatchUpdateMemberEc2DeeplnspectionStatus API 2R,

Amazon Inspector JREREH BT KR

B AI LARRE Amazon Inspector 7£ Amazon EC2 T EEBN REREHEFEHRN BT EE. BERE
BETE&E , BR T Amazon Inspector AERIB M E 2SN , Amazon Inspector EERHZ B HKTHE
HREBDWNFEF B %,

/A Important

ERFEREEA EC2 11 (Amazon Inspector VM Scanner) BLinux , Windows, # macOS
HITERXEBITRE, MREFEHER Amazon Inspector SSM SRR M IEERAE EC2
BHE , RERENETREEERARLnuxETEE.

FIBRFRZAER 5 BEFIKRE, HENZREESTUER 10 BEFTHRE,

BR 7 Amazon Inspector FAERIFHEPTERF N E 2L , Amazon Inspector ERFHME BFTRE, &
Linux#{T{ER L , ARIESFETHIIER :

« /usr/lib

 /usr/1ib64

« /usr/local/lib

« /usr/local/lib64

EWindows#11T{EE £ , Amazon Inspector TERX SR ERFUBEH FNEEEELZRRNEXRFES
EHMNE, TEEEFSFEEMNENEE - Al , SEXRFUBER FNENEREREXRRSE , 6
mp:\ - REELGENIT A BFTREEREHE,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/latest/user/inspector-vm-scanner.html

Amazon Inspector EREER

® Note

BB NERAKER, Amazon Inspector T EFIHMGT AR | GNP ERRHKH
H;H Amazon S3 ERZRKHEHR.

B EEFTRE
BRI ETEEEIR 256 BF . AT R BEFIHBEREERBRMMATEES] :
B Sl

/home/usrl/project0ol

® Note

BEMTEBNELHRFIA 5, 000, EXEFWERRELRA 15 7iE. Amazon Inspector &
BRIEEBRTRE , UBRELRT,

£ Amazon Inspector £ & F{EH Amazon Inspector AP| 32 E BT &R

T 532 F 3R EA M A4 Amazon Inspector £32 A F Amazon Inspector APl 5% E Amazon Inspector;®
ERENBTRE, EERREBITKREE , Amazon Inspector 8 F —XREREH T SRR,

Console

1. LIEREEE AWS EEIEA o9& A |, ¥1E https : //https://console.aws.amazon.com/
inspector/v2/home BARX Amazon Inspector £## &

2. fE£A AWS B REREFEERMA Lambda FRERHN EE,
3. REEEKT , BE-MRE , RRRE EC2 BHRE.
4. HEEBCHIRFHBEIRBEET , BERFEE.
5. EREXFHHRTD  BALHEITRE,
6. BERF
API

#11T UpdateEc2DeeplnspectionConfiguration 5%, ¥ , packagePathsiEE ERF HAI KR fE
5,
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html

Amazon Inspector EREER

Amazon Inspector JREREMN BETHRE

RIZFEER , Amazon Inspector €% 6 /NFH Amazon EC2 H{TEBWRE—XEAERERF. T8 , &
ATLAH1T T Bl én o BR42 4] Amazon Inspector ST L ERRISER,

gflas 1 BB 1D M B 5 R

T 5B R FEIEE IDInvokeInspectorLinuxSsmPlugin-do-not-delete,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokelInspectorLinuxSsmPlugin-do-
not-delete" \

--region your-Region

ghles 2 ENEBNAESHHOER

-F§|Jn SEFEAEB BB IDInvokeInspectorLinuxSsmPlugin-do-not-delete, &AJLARR
E MER | schedule-expressionft 6 /NEEEEFTHIREE |, HIa0 12 /B,

aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(@ Note

RIBENFERARG , MREH ML$schedule expressionft 6 /NEEREARRE , Hlt0 30
288 , AT EIBEH ssm EFRG ., ESERFEREE , MBS ITESIBERI 2 EFRAREEN
Amazon EC2 #{TE .

SIZ%E’JEETHXH E %

¥ Linux #117{E%8 , Amazon Inspector REREUIUESXEAERAERRITEBEEHATEEXRRKE
HHEEEE,

HHA Mac 1 Windows #11T{E# , Amazon Inspector REBRE Rt EEEX R EEHNHEZE,
NMEXERAZAESHFHRENR  F2REZENESEREES - Amazon EC2 RERE,
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https://docs.aws.amazon.com/inspector/latest/user/assessing-coverage.html#viewing-coverage-instances
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-programming-languages-deep-inspection
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£ 1 Amazon Inspector ¥ Windows EC2 #1T{&#8

(@ Note
HEEEARERBFNAERE EC2 RHNEF,

Amazon Inspector & B B)IREFTE X EMNWindows#H1T{EEE |, Wi CMESEEERESY K MAEE
NN EIE, MEXEMLEHTEENEN , 552/ Amazon Inspector TENEERFEMENR
FtiE 5. Amazon Inspector 8 EHi#{TWindows#E#. WindowsH{TERSERRKIEH K AEXS6
NERE-R. TR, BUNEFE-REEEFAERERERR.

XA Amazon EC2 &3 , Amazon Inspector € & &I WindowsERE I T % SSM

B . InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-deletef InvokeInspectorSsmPlugin-do-not-delete, & EfEEHIWindowsHl 1T {EEE
%% Amazon Inspector SSM A ##23 , InspectorDistributor-do-not-deleteSSM EaHEs#
M AWS-ConfigureAWSPackage SSM X4 AmazonInspector2-InspectorSsmPlugin
SSM Distributor £, MFEFHMEN , FFESEERR 9 Amazon Inspector SSM ZMEFE X Windows,
AT IWEHTEBERILESE Amazon Inspector AEFHER |, InvokeInspectorSsmPlugin-do-
not-deleteSSM B & =B 6 ) EEEI1T Amazon Inspector SSM A2, Fi , B LUEH
Cron B Rate RiEX KR BETHERE,

® Note

Amazon Inspector P& B A& B BURE FFE(EFE S (OVAL) EXEREMH A S3 EFITE
inspector2-oval-prod-your-AWS-Region., Amazon S3 #ZiFEB I EHARREEN
OVAL E&. TEEHEL OVAL EE. A8l , Amazon Inspector F&EH CVESEITIRFEH
HEITRE,

Windows #11T{E &% Amazon Inspector B ER

ZERFEWindowsH 1T1EEE , Amazon Inspector EEH TS S T 54

- HITERER SSM ZEHTERE. NEREHTEBETRENET , F2H0H &E SSM KERE,

« HITEBEZRERIENWindowstERRFKZ—. MEIEFERRBENTREE , 2B Amazon
EC2 1T {RIEEREE.
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https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/inspector/latest/user/windows-scanning.html#windows-scan-schedule
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#inspector/latest/user/deep-inspection.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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- #1T{EE E L% Amazon Inspector SSM A #1723, Amazon Inspector BE R R ZEHTERKEE
&% Amazon Inspector SSM /A ER, MFENBEXWFHMEER K FSET —EEE,

® Note

MREHF R EREELFEBRAEREFIE Amazon VPC F#H1T , WindowsIRIEEEERN £
HEESFENEE Amazon S3 ik HE. BHE 7 EUN{IEZE Amazon S3 Amazon VPC % |, 552
B {Amazon Virtual Private Cloud EAEEmE) PHEVFEIRS. WREN Amazon VPC
U B BUR R #3406 S3 R FITRAEE |, EBABER B RFFEE F Amazon Inspector #EFERY
RFATEE AWS Bl |, R TFIRBERARTGEITERYN OVAL ER., WREFFENZIL
'~ : inspector2-oval-prod-REGION,

REWindowsH{TEERFHAY BT P2

B LAMER SSM BInvokeInspectorSsmPlugin-do-not-deleteBEBiERE Cron RiER
Rate F&RiZEX , KREF] Windows Amazon EC2 #1{TEBFHE 2 BN EE, WEFHMEER , FSEAWS
Systems Manager ( fEFA&#m) FHSZ . Systems Manager #J Cron #l Rate &iE=, , SiEA T
HIE R

RTHREXFEEHI FIBE , EFHERKEN Cron RIEX |, AFWindowsH1T B B #Y 17 1 B = REFA XA
6 NREBER 12 /N,

TSI BT E L Associationld ARE A KB InvokeInspectorSsmPlugin-do-not-
delete, #ZAILAHIT T %] AWS CLI i3 3R H#EHN Associationld :

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note

Associationld 2B , Rt EEZLEINEE A — ID AWS Eif, A& , BRI AT
BEREFEEWindowsHTEEBREBITREBIENSEEEPNRHEEE,

Example rate expression

$ aws ssm update-association \

$2# Windows EC2 #4117 1E8& 27


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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--association-id "YourAssociationId" \
--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(@0 0/12 * * 2 *)"

5 Amazon Inspector #&#§ Amazon Elastic Container Registry &

an AR5

Amazon Inspector €#F#1Z7E Amazon Elastic Container Registry FH RS RGEE B EHKERED |
DELEEHREREESE. BA Amazon ECR B8 , &7 L& Amazon Inspector 3% E AFAHE B #%
B REFFEEERS.

(® Note

Amazon ECR £ AZSBBERMFF AR T AWS £t A, LEREFIFI Amazon
Inspector APISEEITIRIEFTEMNET A, SREZHHKRNEBER , BFE8E
PutRegistryScanningConfiguration H#if ecr: * BIES deny, ERAAFER
Amazon ECR ## K , ESEHTHEERBFEHER

FEREXREHE  BURFESEATHERFEEIBTTFBDEE. BRIERERE  BUUEEHE
EERRREELERFENEXNRRSEMRET. NFEERBHENEAEFIEZ B ZEEWside-by-sidett
B , 5528 Amazon Inspector & BREZ &£,

@ Note

EAFHE 2 EIB Amazon ECR Rt HGFTE., WFEFMEF , 5528 Amazon Elastic Container
Registry B8, #A@HEIBFHLIEB Amazon Inspector IREWEHE, MEFHMER , FSHE
Amazon Inspector E{&,

Amazon ECR REEMGizH 28


https://docs.aws.amazon.com/
https://aws.amazon.com/inspector/faqs/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/inspector/pricing/

Amazon Inspector EREER

MFMMEEA Amazon ECR BN ER , FSBRBAREEE, NFENARABREEENENR , &
SRR Amazon Inspector BEEE ., MERBUNAEBRGERRR Amazon ECR ABEBENE
A , 528 (Amazon Elastic Container Registry &) PR EGEREE, B LER AWS RS
EEEEIANELRRRNBEEE |, I AWS Security Hub CSPM #1 Amazon EventBridge.

BAILUE B R EZEE B EmM APl , %42 Amazon Inspector P EEfFFENREERE, APIs FTE , &
B EEE R AR AR E R AETE Amazon ECR F182, Amazon Inspector 2B EN AR
M, BEFEMHEEEHRIEE. MEFMAENR , F28 (Amazon ECR A EER) PHRERGER
& Amazon ECR Y E B& R .

AEIRH BRI Amazon ECR B EH , WERAM{AIERE Amazon ECR EFEEMNEEEIFH,
Amazon ECR BB TA

B85 — R B Amazon ECR ###i8F , Amazon Inspector €588 % 14 RAHIER MG, R

# , Amazon Inspector R HE B , WA IHHEAREIRE S ACTIVE, Amazon Inspector A& # ECR
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Amazon Inspector E—BRIAEEERYE , TEHFREIFEESR  UHERBESERRREINEND
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&R, BX15 , S fEAESNES, BEARREFENSZMEENESR. RIZHER , ZNEREER
AWS BEWNESRME, ERTER/EH RERYL., HENEE, WRECAEHRENEEARMEER
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BAERGLEEMN

&RUA Code Security WA RERAMMA BBFRHEFENSNEE, NFFEET K F2RBAFRESE

,

BUYBRFZESWMUFE AWS KMS

RIBEFEE , BNERSER AWS HENSBME, EXRTE2BEH REEL. HENEE., WRE
HNERENEEANNZERNER , BULUBLEFZE KMS £, Amazon Inspector T & E&
MWER EE, Amazon Inspector ABRERRIFRHEPNREFTERNTEER, IFERUANRLE
EZE KMS £8MEF , 552 BAWS Key Management Service  EREIERE) FMETL KMS £
i,
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EREVEFZESRE , FEATIEHIBER.
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JSON

"Version'":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-east-1:111122223333:codesecurity-
integration/*"
}
}
}I
{

"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "q.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource™: "*"
},
{
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"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and

GenerateDataKeyWithoutPlaintext using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

},
"StringlLike": {

"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}

"Sid": "Allow Inspector to use DescribeKey using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

B KMS £#8% , B LAEA T %) Amazon Inspector APIs,

BUEFZESMUFE AWS KMS
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T, BUNEREERNREFMAEANELNAELERFHRE CVSS EX D EH KRR,

(® Note

Amazon Inspector 7 8RB AR 1T Ubuntu B9 Linux #1T1EEE. Ubuntu fEAEE CVSS 48
ENELEHEE RS ES N

Amazon Inspector 70 EEFHE A

ECHBRBEERNGFMETEMEE , B LURE Inspector 2 BARAEERSIER., WERBERE
AR BER Inspector DB EMER, AEIFRE Amazon Inspector M1 R Amazon Inspector 7 £
BREABE S ENESREREELTS. IR ETE , kERSEREENERH.

£ CVSS nEERERT , BUUEIERRK , HPEE CVSS EX 5 BIEHRER Inspector 7 B2
RV LB, LEEEIERR #EH CVSS R X P EBRNEREFfirstorg, U TREXREENHE !

WENE

AR ARBHNAR, B Amazon Inspector

RERR , AR, AR,

##R Amazon Inspector % & 72
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WERERM

EHEARTRBEENARASSHRNNEREE, BRI ABETEREROIIBRAINNRF
, FREFNARE. SORTHRBEFTERAKRERD , FReERALIRERETRE,

FEER

ERAREE RN AIRREA RN ERER.
ERERE

WEERAEALRINRNIRNERSREAEFERAE , MIEREE,
Scope (H)

ERP—EZZRBAMATNRAREEXEAHTEHUEIRBAGREHENE R, WAL
EAAREE  ASFENERVNZIZENERZMREN, NRLECEE  AAUINAS I HEN
THREERTRREHMIEENER,

e
EERERREIMNAR  HERNENRZENRZEREE., EHERRIAEARZHENEDS
HPERANAMBEARERE  IEFRIAMNBSRERBEATURRE.

TEM
MRANAFRE , EEAEHIXEERNENTBUENTERE, ENBEBSUAISEERPHE

ES S m%ﬁﬁﬁﬂﬁ DEEER "E, K HPREITAHRBEEREAENA B TS,  H
o, AMRAA AR A RBESREMNRAERES ﬁ%ﬂﬁ%ﬂ%&ﬁ@ﬁﬁ%éi%’iiﬁ@&%o

oAt
EENRERARANAN UEHEARTALNYERE. ERAXSTHETALN  HHEE
HEIE  MRBMA  REETUARSESEROTAYE , REHBHEEER,

REEE

REHERA Amazon By CVE ATATEH , UARBREZENERRELZ LR (CISA) SEXEEZ 2R
*ﬁm/ﬁo

(® Note
B CISA =% Amazon B Intel #§#& £ FHRPTHE CVEs,
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IBAILATE A S E A BatchGetFindingDetails AP| iR B E Z#MEA. THFEMEATE 2
AHREM :

ATT&CK

AEFERE CVE BB A MITRE KB, FEMMRZER (TTPs). MBI TTPsREENE R , MR AW E
LERER TTPs , BRI LLUBELER LU EE ZRFE, BEKRKBIFMEE MITRE #i5 _EFERERR
=

CISA

AERNERRREEBNAEABE Y, RBEFBARNERE , BRRZENERRELZERF (CISA) Y
A RAHMEZECHMARFEE & , CISA HHRKRSETEHENIHA. LEFARE CISA.
EAEREERE

A HAAR BTN ENAREHMIE,
RS B B RS

AHERLREN EXEAMRFEARBR,

T & Amazon Inspector AERE RN BREM SR

E Amazon Inspector ELXRIEFER K C2ABEFTEERBRENLTS. BREMTS TiHBIEFTG
BESENYHERLIEF, AEERNBEEMTIEERBEIBNER - EAM. K, P, SHE
81, Amazon Inspector ERBEREEFER N AEB B FENBREMT Y. AERA Amazon
Inspector MY SEARELEREENEELETS.

HEEFRERER

Amazon Inspector £ NVD/CVSS #Z #EABRBEHRBIBELTsWER, NVD/CVSS 7 8=
NVD it B CVSS EZMRABREM 2 H. NVD/CVSS P EBRELEMIEEMNMAR , flan R BEH
M., A\EEXBRAENFTENER. Amazon Inspector €4 1 T 10 WEEDE , KB A/
EM, Amazon Inspector Ut P BAEARSE , HATERBERINAEEFH RIS EINBREN.
BELRBMEREREAMRSTE, 2Bt ERETEAFBRETHNESESFEBERFE. CVSSVv3E
EEHK CVSS HEMHEZE TSI BEMTD .

DB a2

0 Informational

THRBEFENBRERSR 74


https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchGetFindingDetails.html
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document

Amazon Inspector EREER

0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

EHRARERERNBEMOITURRDE, EXRTHREHARAENZINFIRERRDH. EFEEF
AT, BARREERARAERERURLs U322 I A Hi 46 FE /Y B FE

ENRRHAERERTEUTIBNEBBN 2 BOE  FAEAESERFAEAN -8

« EPSS 7 ¥

« Inspector 2" &

« Amazon CVE Ky CVSS 3.1

- NVD #J CVSS 3.1

- RE NVD #J CVSS 2.0 ( miEA )

EABREREMN

HREXBRABEFTE , Amazon Inspector EF AELREEERN Amazon Q BRI ESZNEEM
Lk, BEERSMESER CVSS V3 FFDRFEERBREME. ?

AR IEAREE D BRE M

Amazon Inspector ERIBABEMIRTE, EEEBEMBEABHE , URBEBBEWER | RY BB EREE
HRANEEYE, TRERTELBREMFTY. FRESTIMPNERRREERFE, HE VPCs
M AWS Direct Connect BB REER. MMIEHEMABNRE. EEENEA G EBEERABREMT

VAN
Ao

PR % TCP i#E#iE UDP E#ZiE R PR A B B R BT B REE R EE o
ﬁJ\

DHCP 67, 68, 546, 547 67, 68, 546, 547 Medium Informational

Elasticsearch 9300, 9200 NA Medium Informational
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ERAEER

FTP

Global catalog
LDAP

Global catalog
LDAP over TLS

HTTP
HTTPS

Kerberos

LDAP
LDAP over TLS

MongoDB

MySQL
NetBIOS

NFS

Oracle
PostgreSQL
Print services
RDP

RPC

SMB

SSH

21

3268

3269

80
443

88, 464, 543,
544, 749, 751

389
636

27017, 27018,
27019, 28017

3306
137, 139

111, 2049, 4045,
1110

1521, 1630
5432
515
3389
111, 135, 530
445

22

21

NA

NA

80
443

88, 464, 749,
750, 751, 752

389
NA

NA

NA
137, 138

111, 2049, 4045,
1110

NA
NA

NA

3389

111, 135, 530
445

22

High

Medium

Medium

Low
Low

Medium

Medium
Medium

Medium

Medium
Medium

Medium

Medium
Medium
High

Medium
Medium
Medium

Medium

Medium

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Medium

Low

Informational

Informational

Low
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ERAEER

SQL Server
Syslog
Telnet

WINS

1433
601
23

1512, 42

1434
514
23

1512, 42

Medium
Medium
High

Medium

Informational

Informational

Medium

Informational
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Amazon Inspector EREER

£ Amazon Inspector F EEEEFE

£ Amazon Inspector , LA LLATREN AR EBENREBEBE, B LURIBRIEBENAREREZ
BIREEE, GRS EGRERIESHBEEE, GUENNGIRE | SHEEFEHRERESE
., Bt LUS BB EREH E AWS Security Hub CSPM Amazon EventBridge 1 Amazon Simple
Storage Service (Amazon S3).

X8
- EFiE Amazon Inspector FERE R
« EB# Amazon Inspector FERE R

« [EH Amazon Inspector S & R
« f£ Amazon EventBridge 2 3 ¥ Amazon Inspector &% R B 5T B & EventBridge

EF12 Amazon Inspector AEFHR

& 0] LA F B 2 R 14 2R B2 Amazon Inspector B E, MRBEFTETFSEEEMS , Amazon
Inspector €A P HERREIREE, ZA<EIER BA 2040] 5 A BRI R 4 3R €512 Amazon Inspector BRE/EE,

£ Amazon Inspector 12 & 2 I 8554

EESEEEEERRT  SUNEAGENRERSKAARERENBERE, ERABETEANERR
WAREF | SRERENRMRM

BRI RHEERGREER AT ESRHRRAERYNERRTEY. THSEHRRTNS
ERRERPERERBFEDHR, fl , " EEFREESRFABBNAEBERE , B LEE
AWS RS ID B |, WAGHEE 12 U8 AWS 1R ID WERH.

BLGRFTEANAMABBEEE  HUHERRGAEEANBEEREREIBESTERE,
HERRTEREBETERS

1. FEREHNEAEREA , REBBILR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector A&,

2. EEEERT , BEHEER. ARRAEETHEEMNMEARRENEEEE,

3. FEMFMSERERE A FEINEGEKRAFIUETZREMBEASRREFNEE, TR
BRI ETN R R P ER

ERREEEE 78
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4. WEBHEELERHEEZNGRSE,

5. fRRHEMABERT  WAFENEERMERERZXES.

6. EEER A KBEAGERRGEAEZLENNGER. SUUBENEREA@MAY , SUEERIE At
ERIE R

7. (ER) EERGEERIFEMNBESE  FEGEIPREEAT  AREZERBEIEEE, =
FEeiER AU EHEERRTFERERD. BRNCHAANBERTE.

BE#% Amazon Inspector FAEZER

BA LB BRABRBREASHEENWREEZTE, flU, BAUBRINGEHRE  REFDEEENREN
o REREEBFE, MR Amazon Inspector EERFSEREILRAMWFAERR , Amazon Inspector &
ZIFAERERISEHEBRERIED . Amazon Inspector EEFEHEFNWEREE  ERREFEBLEL

Ik, BIERRNEEFER , Amazon Inspector EEEFARBEFE, BUMUE FRATPREEBRENBE

= =

IBE,

FZANEVRREAR  UHEREEREFENELIER. BRANTEHRESEELEMAZE
RACHRASRBRETEBHEETE, FELIEVEAMRNBSERBTENZLRE, BHBATUAWS
Security Hub CSPM f# fH Amazon EventBridge JREI7E FBEAEENEBEE ., NEHFRNEFRHA
WMAEY, BR., HENMRELERAL

® Note
REEBNEREESATUEVMEEZILFA,

By IERA

AL B ERER B REEERERNREEBE, B LMEH CreateFilter APl W AR ERET AR ET
&I A | W HE FEESUPPRESSA W{Eaction,

® Note

REBIHRFEF Amazon Inspector ZREEE TR BV MEEEILFA, HABPHIRET
SEEEERPERBRAAMNREE,

BVMHERA (EEE)
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https://aws.amazon.com/blogs/security/how-to-create-auto-suppression-rules-in-aws-security-hub/
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFilter.html
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1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. EEEHEKT , EERBEBAL., AR , 1EFE Create role (BRI AB),
3. S$HEEAEGYE , BT THEME

- BREERERGRMAIIAE T BT URE E 2R BB EE R E
o« BENZELL R ARV ERR R
4. TERETERAGR  FRARNEBAERNEIR,

5. EE®MFHRA, Amazon Inspector EERAFPEILRE |, WERRETMAFSHRENBEBE, BF
E A CBERARZTREEE 24 MEFTEEN

iR R R A B BB EE

BIEFEER , Amazon Inspector & 7E Amazon Inspector T AP BEREBRNBEZTE, TiB , &L
BB ER BIBRN EEEE,

BRREBRENEEFE

1. FRENZABEREA , REBBIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEEBEERKT , EZIEESRA,
3. HZEUERABES , BERAMNERE.

AmEEZE 1R A
A R R E AR A
CredT L]

1. FRENZABEREA , REBBMIR hitps : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. REBE®KRT , RERESRA,
3. EERELESFENRZIRAEE 6 ARBERE.
4. ETHRENEE K ARREEFRF
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il BRZE 1 35 A

BT LAMIBREEIEIR B, R EMIBRERIRE , Amazon Inspector F LR TSR AKE BT S HAity
RAMNG B EEENRERBEFTEN LR,

MBRZIERA %  FEANRENFTEAEFENRERESELBNRERERD, EXRTEMAE
R HEE Amazon Inspector £ A £, L4 , Amazon Inspector @iFIELRAERZRBEME AWS
Security Hub CSPM #1 Amazon EventBridge i &%= 4.

i BR 2R 1E #% A

1. FEREBHEAEREAN , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. HEEBEERKT , EZIEESRA,
3. EBEEEEMRZE IR AREZ ORI .
4. BEMER , REHEFERBRZFLUK A MBRBR A,

[ f Amazon Inspector AEF RBE

BIEEERER CSV I JSON EXR , IRMUEBBTENFHRRE, BAULUEHETERTELE
AWS Security Hub CSPM Amazon EventBridge 1 Amazon Simple Storage Service (Amazon S3),
EAREHEEERER  LUUEEETSEEPNEESE., REHER A AESERSEIEME
ERATPEEFENER. MREREBNEREES  CHNRAEERRESISEBPENERFH
¥, EEBBERERSE , FEUSEREERS.

B B EE E R & BF , Amazon Inspector B A RIEER AWS KMS key MMEZBBEEE

#l. Amazon Inspector INZEEFEERE , ERBRBFEREFRELRIEEN Amazon S3 #7177
BTEEF ., 1M AWS KMS ©88 %8728 Amazon S3 #1778 AWS B HEM FEA. EH AWS
KMS 88 B 24 H LT Amazon Inspector fEAE , M B &K Amazon S3 @#FEFBBE L AR
Amazon Inspector A ¥4 FBEHP, EHEBEBTERS R , B LUK Amazon S3 FEFETE TH R
& SHEBREFMNE, St LR Amazon S3 HEFERAEMELBEIERENREEE,

L ==

EIFR A GIMEITE Amazon Inspector A EHBBEEERSES. THEEFELRIFT. RE
Amazon S3 f1ZETEE, RE AWS KMS key , AR R EME HEEFE RS,

MR LR T


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-filtering.html
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® Note
MR EAE A Amazon Inspector CreateFindingsReport API [E HHEIREFE R , B REERR
ERFHNEERE, REBAERRBENAANEESE , BIXAEE SUPPRESSEDEL

CLOSED#AERE RN —F 5,

5%

- SR 1 BRBEHFA

- SR 2. RE S3 REFIE

- S 3. BBE AWS KMS key

- $R4 . BRENELHBBEETERS
- HIEHBERETHEDE

SR BEENFT

® Note
F-RXELBEFTERSTER , IR 1-3 AEA. BRELTRERAREREEESAMER
B9 Amazon S3 f#1ZErEE | LU EHMEH AWS KMS key HWREIREFERE ., MREEELE
SERIR 1-3 2RUBRKBRTARELBEBFERS , 58 H Amazon Inspector API Y
CreateFindingsReport &£,

& Amazon Inspector EHEBEBEERE <5 , BEARECHEELRBEEERSMENTT , XREE
BUMBENRERS. EERIBEWETT , A AWS Identity and Access Management (IAM) 4§
EEE IAM 550 1AM BUR, ARKELBERTPNEARTIELARITHEEEEETHLER , T8
[E i RIEBEHRE.

Amazon Inspector

¥ Amazon Inspector , FETEFRE T LAEIT T HIEN{E
* inspector2:ListFindings

* inspector2:CreateFindingsReport

ELHFETRECHIIRFHNREGRER  YEREFRKSPEHZKER.

i
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_FilterCriteria.html
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MREFTEURKFRFTARNEL KB HE , BETURIBEERETHIT IS
fE : inspector2:GetFindingsReportStatus, BREHREHME LUK
inspector2:CancelFindingsReport , ABUEEITHHEL,

AWS KMS

M AWS KMS |, FERRIE T 81T T 5IENE
* kms:GetKeyPolicy
* kms:PutKeyPolicy

i5 LB E ] GV EE T AWS KMS key 8% Amazon Inspector FAZRMEBREH S|

o

B

ZEZMFEH Amazon Inspector TR AE LY |, thFBEFRETUAHIT TS AWS KMS BiE :
* kms:DescribeKey

e kms:ListAliases

LB EAEEURNAET AWS KMS keys BIRF WERERA. A%, EUAREHTD—EEH
RINZR SRR

MREETEIZUFH KMS £|MRMFRE , BHFEHIT kms : CreateKey B,

Amazon S3

$7 Amazon S3 , FEFZREREIT T I EE -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock
* s3:PutObject

* s3:PutObjectAcl

ELEETRER M MRELFE Amazon Inspector FHIREH S3 REETHE, ©MHEAEELER
TrRr B AT B MR 4o

MREITE A Amazon Inspector £ A EHEWERE |, BRI ERETHIT
s3:ListAl1lMyBuckets#l s3:GetBucketLocation&fE, ELB{ETZEHEEMBEREIRSE
S3REIFENHEEER. RE , BUREEN —EARETERERRE
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MREEEHIT—RNZEXEDE , FE AWS QSN EESSRBE , ARBEEETT —EADR,
HEBR 2 RIE S3 fRiFHTEE
REFIUR  ERUUREEFHEBERTEREN S3 REFE. CALUREACH IRFHNRERT

frlE , 5 — 8 BB AWS IkRF BETUFRNRARETE. IREAERBEFRENNRER
B BERIUMRETRBEE.

S REFELARCEENNASTHREN AWS Big YRHEEH F. filw , mREEXERE
(MEREILE ) EEFEM Amazon Inspector , AR EEHZESNASTHERER , IRFIFEE
HRMNRRERE (#STERILE ) EF.

A, BEIFEBHBERHSEAREF Amazon Inspector Y8 EREETE, AT ERPFMAENFHF
FEFEBUER , WIRHERNEZERMN MRS, NEFTENEFRFFTERBEENFHEN  F2HE
{Amazon Simple Storage Service A& ER) TWFEAREFTRECE,

MREBEBERBEFRES —ERFHEAN S3 REFrET  FRFRFTRNREESHE  LEFFRE
FPREMBER. FAREGRFITEN UR, BHEBER  SEER AL URL

ENRETRBX

1. FERENEAEREA , REBRBIR https : //https://console.aws.amazon.com/s3 B Amazon
S3 A,

EEEERT , EE IR,

BERELEFHREFTEREN S3 MFErE,

BEFIURS|ER.

EREFTFRBRERD , BERE,

1 TSI g FIFRR N R R EIBIREE -

o o K~ w0 D

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "allow-inspector"”,
"Effect": "Allow",
"Principal": {

SR 2 RE S3 fEFETRE 84


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://console.aws.amazon.com/s3
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"Service": "inspectoxr2.amazonaws.com"

}I

"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:AboxtMultipartUpload"”

1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-
east-1:111122223333:report/*"

}
}

}

7. * Amazon S3Amazon S3 EER AN FIBEKEERT , A LARRXEIBERT |, AHHE
EBX,

B MR | BREFREZEY. METRBERMER JSON B, EXRTEFEEREN 2
RIS 2 BFITES , ERIAREEREXNFTREBERNNVE, WREBREXFTEARZE —ER
AN, FELRFRXWERRBECRITEER, MREKEFBRAE —EAREANERBERER
RN ZEFE  FEREXNEMARB CRIEER.

8. ERBRENEMEENRAEX  Hp :

e amzn-s3-demo-bucket BREFITENERE,
« 111122223333 2 WItRF ID AWS tRF,

o ##=E AWS B £ Amazon Inspector It % 2 2 5F Amazon Inspector &R &8 EREEFET
B, Bl us-east-1XEBIRZ (#HSEZILE ) EiF,

(® Note

MREEFERAR PEA Amazon Inspector AWS B35 , 5 EE N EEABHIESE
Service M H{E. LtM{IIEE Amazon Inspector FRIE I8,
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Flan | MREBEFRR ( BM) EEFEA Amazon Inspector , MZEFHEE EiHiE

me-south-1, 387 i inspector2.me-south-1.amazonaws.com® # B

f{inspector2.amazonaws.com o

3

AR SREANSEREAWE IAM 2R REI LR

« aws : SourceAccount — L&A L EF Amazon Inspector E AR ERE IS FETE,
© A Bl Amazon Inspector A EMIBEHMIRFNFEFTE, FEERWER | REEEHER
EaLEA fEFTEEEaws : SourceArnff i ENE R MENE,

EERHMRFHNRSFRERETRT  FHHSELMKRSHNIRS ID @S &RE. S

"aws:SourceAccount": ["111122223333","444455556666","123456789012" ]

« aws : SourceAmn - HFRHERBENEZRFFIROYERER  RIERFIFBNTFER. €
AWS BR#& aIBh It H A A4 FTIE ZERFETE. StW APk Amazon Inspector £ & E IR F #
THMEER , SYGHEERETEITE. FEE8BMER , RHE A Amazon Inspector REEY#4
EEEEEREGR , THYHFEERErR K MERBEELRERARFANREFEENE
BAELE , A,

& Z fL5F Amazon Inspector HH MR F#TIEENEE , B EEIRF A Amazon
Resource Name (ARNs) #1318 E tb k. Hil40 :

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws : SourceAccount fl aws:SourceArn{f4I8 EWIRF BT,

£ 82 Amazon S3 R Z IR , EMER4E A B B5 LE Amazon Inspector F{EEERE Ao
Amazon S3 HARRMTEBEEM , BETTURBEIBREDBRELREYE,

9. ERTHEMMEENEBIEREK A6 FEERFEE.
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HER 3 . FXE AWS KMS key

ERRIRMEF T ERE S3 fETFETEER |, HET AWS KMS key #£% € Amazon Inspector £ B E f 1757
ERNBEBEEERSE. SRUERETFZTENHBMNE KMS €88, A, 2WHSE AWS EiF BEE
REFHBEN S3 RIFITRBURERERM .

SRULURKRELZBECHIRFNERS KMS €18 , i3 —EIRFHENEE KMS £i8, MREHEERE
AHFPKMS €48 K BARUSHRBREE IRCEEFHS—ERFHEENRESE  FHELEYN
Amazon Resource Name (ARN), E &% Amazon Inspector EHHIRE R | A& EE#@ ALk ARN, 11
BREML MBI KMS £ ENENA , F2H ( AWS Key Management Service B A B18R)
NEELE,

EEREEMFAN KMS €882 % , 1% F Amazon Inspector fE £ HVEFA, T Al , Amazon
Inspector G EEMZFEHIFE, EERF Amazon Inspector FHESBNT , FEFTSRN SR
K, NELMBENEE KMS £MTFENFMER , F28 ( AWS Key Management Service 588
ABER) HH FHSEBEE AWS KMS,

@ Note

THERFAREHFRESIEE , LA Amazon Inspector FAE., NREREREN LIS
289 ( AWS Key Management Service BiZ A E155) FHEI DR,

30

EHEWBUR

1. FERAEZHEAEREA , REBBIIR hitps : //https://console.aws.amazon.com/kms B9 AWS
KMS £# 4,

2. HEEEBEKT  BIZE Customer managed keys (BEF S EE8),

3. BRELERRMBHEN KMS £, SBUELHBMSE (SYMMETRIC_DEFAULT) £,

4. HETRBERERTD  EEFE. MREREFINEAGEERANSRBER , B4R LB
R

5. BTIEHFRRAERIITILTS

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
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https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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"Service": "inspector2.amazonaws.com"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}

}
6. £ AWS KMS AN TWMBKRERT , K LARRX BRI SWBERD | UEEFRBEBE,

B A |, BREFEZEY. EWMBKMEM JSON KX, ERTEFTEEREN 28I
ZEMEER  ERIRNEERE X B ERRNMVE, WREEREXFE /KRR —ERR
X, FELRFRXWERRE CRITEER, MREEEMEAE —EAREANERBERBRR
A2BHE  FEREXNERARB CRIEER.

7. FERGREVEREERRAEX  HP .

« 111122223333 2 WIWRE ID AWS tRE,

o ##% AWS [BiF B8 E 5 Amazon Inspector E £ MBZHREM . HlIN |, us-east-1%H
RE (#MEFEEILE ) B,

(® Note
MREEFERAR PEH Amazon Inspector AWS B35 , b EE N EEK
B8 = Service WMUMWE, 0, MBEEFR (BM ) EEFER Amazon
Inspector , &% Bftinspector2.amazonaws.com inspector2.me-
south-1.amazonaws.com,

WE LR RPREETEBRNEHRRN |, ttEHlPConditionWMSEAMME IAM £EfF
fr35l&
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« aws : SourceAccount — I H LEF Amazon Inspector E&HHIEMIRERTIEENEE, FE
B |, CEREBERS ¥ aws : SourceArnff s EMNERMBMERITIE EWEIE,

& Z /LFF Amazon Inspector [EMIRFHTIEENEF , FEESEBENMRFHIRS ID #HEE
BefReF. Bl

"aws:SourceAccount": ["111122223333","444455556666","123456789012"]

- aws : SourceArn — LR ATBE IEE At AWS R B1TIEEMNEIYE, Et AP 1E Amazon
Inspector ERZWIIRFETHMBEREA SR/, BOFER , © A5 Amazon Inspector RETE
VM RREEFEREE , TSFEH S8NZE SI VY MEREREELRESHIRS M FHH
EENESPELE , TENBELYH.

& ZE AAFF Amazon Inspector AHARFHITIEENEE , FREESEEMIKRSH ARNs B ZE It
¢, Hln -

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws : SourceAccount fl aws :SourceArnffisEHW IR E BT,

‘t=1|*1¢7ﬁﬂbﬁ*‘l3)51t Amazon Inspector 7£82 X 5 HIE A/EEEIE A AWS KMS, HARMFE
&M , {BERT B BRR R B RRIE R4,

EREHMERERE  FREMTFEE,

Bk f“ll‘l
ﬁu

I?‘.;}

8. EBf

R4 RENELBETERS

@ Note
&= R A REEH — 13%5%%%&%0 MRELHBEREFRETH , EHRSIELTK , BER
—ERERE

BREMIUURE ERRNENFREAEFTERER , ERTURENMEL RS,
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REMELBEFTERS

1. FEREBHEAEREAN , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. ESEERT , REEBET , REMABEBRE.

3. (EH) FAMEBERKLANENEY , FEHEET  EEEESEREHNEEEE, B
BB R , Amazon Inspector EEFHERIR , ATEFERGNEBEE., ERREHEBS
BEIEeERNEE,

® Note
RMEREHEGEFRG. WREHE , |REK IS HEl ARE AWS BE BEATNAER
BEBEEMER., MRERMEMBA Amazon Inspector BB E |, EZSHBPFAIERERS
WREZERER,
NMRFEDEFFERZRARAEERNER , EENEHREUREZTERRNERE , mMAE
— X AEEE —ERE.

4. EEFELBELSE,
5. EEHBREERRD , stHEHERER K BEEHRENWEREX
- FEEBVTEERM JavaScript WHERDE (json) BR , FBiEE JSON,
MREEE JSON BE  HEK LSS ERERTENMERNL. WFETRE JSON MuNBEE
#52# Amazon Inspector AP 2E BB EEEREE,
- FEEVASERNERDRE (csv) BR , FEE CSV,
MREEEFE CSV BE  HESRTSSERETEN -8, ¥ 45 1$I§¢FEJEE/§$E§£€
BB, LWl BEEERE, Z8, EEE’I.&L REE, iR, E—EFI.

BER., TAMMEE. AWSIRFE ID, IR ID, ERERNEE, ELR ﬁﬁﬂlﬁﬂ.ﬂﬁﬁﬁﬂﬁ
RO FHMAEANSE URLsHERML. UTRAERBRKEH CSV ERNEH

Amﬁﬂ@mﬁk&ﬁmﬂﬂaﬂgg.h;mnw'meu : ARSI S it Anicpi R bkl
Id Tags  Véfemsion Veckor Pmetoipm4 At Tyedated
At

6. HEEHMNVET , #¥ S3URI, EELEFRIREN S3 RAEFNE !
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- FEBBEERELCNIRFEENRFEEEYT , FHEFBE S3., Amazon Inspector R REIR
FH S3 fFirlERk,. BEFIEREENERY , ARBEERIE,

@ Tip
EEEEREN Amazon S3 BREFH , BRRHR () MIFEMINZE S3 URI TR Y
B, A% , Amazon Inspector BEMHENEEREETRETESFEH , ™ Amazon S3
BEATEHEENBR,
flgn | MREEEMFEH AWS IRFE ID iAFE , MEWIES ID A 111122223333 , 7
FMitn/111122223333F S3 URI A HE.
FEHEURN S3 B FIFETNE SRR, CURESEUNYG s BRIRTITES ,
REBEUNER-EFHEERRAFNER KRS —&K. WFFHAENR , F2E8
{Amazon Simple Storage Service A EIEE) PHFEHAERKE Amazon S3 EFE A&
H AR 1o

il

- PEEREEHRES —EIRFHEENREIEYS B ARETEN URI, 40 s3://DOC-
EXAMPLE_BUCKET , E# DOC-EXAMPLE_BUCKET RERFIEMNER. ETEEEETU
ERETEN BHERRIILER.

7. ¥ KMS €88 , 57 AWS KMS key ZERARMEBREN
- FEEABRRFINEER  FREETREESR, KEESFRTARFNEFZEHBME
KMS €8,

- EEFRZ—RAIRFHEN SR , F@ A 2888 Amazon Resource Name (ARN), £#8#EE
AUES|N BHEPRIILENR, MEFMEA , F28 ( AWS Key Management Service B
BABERE) PSR IR ID MEH ARN,

8. EIE Export (EH).

Amazon Inspector SEABBEFERS. £ALEEN KMS £RETNE , UAHMEERIEEN
S3 RETR. RELEZECSEHEINRESERE , LEFTREEL BN/ NFNERE, E
HEREF , Amazon Inspector @B TRALE , IBHENWREBBEEREEKINEL, BEMHWEBEERAR
PR EE , LEEZE Amazon S3 FH S,
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RAEEH—EHRE. WREHBEEETY , FFIEHTR  BEREHEWRK

IF

FR 4 REMNELBEFERS 91


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-folders.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-folders.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

Amazon Inspector EREER
HEHIERETHED

MRGEXEHREZFEREHEAIER | Amazon Inspector S RRBEENALR, BAIUERK
FHEFHEAMBIER , UBBIERNTERRFMBE RS R

flan | 752 S3 REFBAUREBEEHN B, AWS EE BREFEFRBAEE LFF Amazon Inspector #54]
B8 EEFETE., BB AWS KMS key B BRI EBEFBA , IR SIBER LFF Amazon
Inspector £ £,

fRREER %R  FFERBAREH®RSE.

BB ZAMmEER
MBEBERBIUIRE , 1B Amazon Inspector EEAERE | BEWIIEEE | BEER : #2652 ART

EEREITH, BENEERER A Amazon Inspector — X REEBIRFEA —BHRSE
EEMAER  BUUERFHMBREERBBUERE , ARBEFERFOBRS.

A AE A GetFindingsReportStatus IRERBERENMRE , HIRESED B EEEENEAHRSE
Ry ID.

MREFE | B LAEH GetFindingsReportStatusiRERMEIIKRE ID , EB
CancelFindingsReport #/EBUH B BT EE TR E L,

£ Amazon EventBridge 23 ¥} Amazon Inspector S &R B
5T 5 f€ EventBridge

Amazon Inspector 7 Amazon EventBridge P A EENRBREERNELFEERELEH4. Amazon

Inspector bt 2 AREFEMENTMNEFTEVEN, ERTELENEFRBE RIS FEERIMEER

BN EBEEER , Amazon Inspector B AREFERUFHNEH. B Amazon Inspector £ FE #HTHI R
FEFERUFNEHMR K BEBERIJIREFTE,

(® Note

MREHIIRS 2 Amazon Inspector ZRIWEEE RS , EventBridge 218 H 2 M2 EHIRS
MELEHNREIRE,

B Amazon Inspector £ EventBridge 485 , B I K BEL , BB AR R ERBEFTERE RN
REMEE, &EREE EventBridge E##E KA R Amazon Inspector AERERWEH , BUEAEEL
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EventBridge #i Bl &% Amazon Inspector B B, EventBridge # 8l 2 5F EventBridge i Amazon
Inspector AEFERNEBEH , MBAREEBHNEELE,

Amazon Inspector €& B Bi £/ Amazon Inspector AWS B35 B9 & , IS E4EIEREH
EFE, ERRENEBEBBA Amazon Inspector & AWS EiF (REEHREI , % Amazon
Inspector % A1ZU EventBridge =, Amazon Inspector 5 & HEH.

ARG EEHEBERNES , BRAMARI EventBridge R 8.
ESHERHER

AT R EC2 AEHFEREMHM Amazon Inspector B4 EREHl, MEHMBEREEERRNEHEEN
ERHEIRE | | 552/ EventBridge & @R,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:152",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"
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1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
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"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"
}
.
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

#3] EventBridge # BILUB A& Amazon Inspector 85 E

= E1E S Amazon Inspector BREEMN TR , A LAFE A EventBridge SR EFEZEEFA RN B 5
BIREEERE, ATERPANMAE CRITICALMHIGHBREM BEFENIREBEEZE FE#. Slack
2 Amazon Chime, &% 7 #INMmE%E Amazon Simple Notification Service £& , REEZ T EER
Z EventBridge E4# 8,

FHEB 1. 587 Amazon SNS F & Ml B,

L ERTEHBIRE | 44 E LT Amazon Simple Notification Service FEREXRE |, WHTigixE ., WME
FHMER , 5528 SNS B,

WREFERIEBEFEIE Amazon Inspector BEFRERWALE, SNS TEAUER Y ESHF BN
2 % ¥18E EventBridge B4R A,

Email setup
3 SNS &

1. & A Amazon SNS F#5& |, #utA https://console.aws.amazon.com/sns/v3/home,
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3. EEVFHEERF , EEEE, B2F K WATERRE , §lW Inspector_to_Email, HFF
MER R REMN,
4. BEBRVIHE. ELHRTSH EEFMAEANFER.
5. EFTREERY , EEEITR,
6. a. WBEAWMEINRERT , BINEFHEH,
b. iR+ , WALZZROENNE FE bt
® Note
BUTER K SEEERESFBUHRAFIRERENETE,
C. igggﬁéj-ﬁo
7. ERHGERSHRITRAALS , AR BEERFETRA,
Slack setup
B3I SNS &
1. & A Amazon SNS F#4& , #ut A https://console.aws.amazon.com/sns/v3/home,
2. REBEHKRP  ENEE , RRENETEFE,
3. EEVTHEER® ,ZEEE, #E K WATESRR , §lW0 Inspector_to_Slack, HEF

MERREEMN, BEFEVTEUATRIRMEL,
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BT,
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#17 EventBridge #i B LUE H14& Amazon Inspector B EEEE

96


https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/chatbot/
https://console.aws.amazon.com/chatbot/

Amazon Inspector EREER

a. BARENERE,
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c. ESlack¥ , FHEEEBLEZ-TBEEAE A AREBNERER  UERILEHENEE
IDo

d HEHXREARERNIREF AWS EEITIEAH Amazon Q Developer | #&#¢ Slack EH
WY4EIE ID BEEIFAE 4538 1D ML,

e. HEFMAHF , MRBEREAC  FEEFAELREY IAM BE,

f. STHERER  BEFEBHFT. SRIXEAERXH Amazon Q Developer B IAM B i
o BB A CloudWatch B/R, E4F AFUK Amazon SNS FER ML EHEEH
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YT SEEEMBUR | 1212 Amazoninspector2ReadOnlyAccess.
BIBAERIEN SNS TERNEE , REZBEUEEIM Amazon SNS £ | EBHEEE
Slack $83&,

BEGERE

Amazon Chime setup

B3 SNS £&#E

1.
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3.
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HEEERPENTIE , ARENELTE,

ERIFTEERYP , BEUEE, EE K @WMATEELRE , §lW Inspector_to_Chime, HAFE
HERREEMEN., BEERYTEUTH.
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b. EEUESR URL , #§ Webhook URL & Z| B RL5E,

6. TEHXEARIXBEESH AWS EEEEAM Amazon Q Developer F , A& EERH URL BHE
Webhook URL ##{z#,

7. EFUH  NRBERZEAR  BEECREAEIL IAM AR,

8. SH¥IERE AR  BEBANFT, ERMXEAEXF Amazon Q Developer B IAM BURE AR,
© A CloudWatch R, E4MBEFLUK Amazon SNS FRERFE N B EIRMBEFT,

9. EEMEARIEIN SNS TEMEE , RBBEVEEITH Amazon SNS £ | BBHEEXE
Amazon Chime &%=,

10. EHGERE.

S ER 2. B Amazon Inspector FAEHE R E I EventBridge # 8l

1. FERAZHNBEAERZA,

AI{E https://console.aws.amazon.com/events/ BB Amazon EventBridge 128,
REBFEHERPZIGRA , RREBEIRA,

WARANBBAZERER,

ENMEEEHEXNKRA , RARZNT -5,

HEEMHEXERP , BEHFTENX (JSON RERR ) -

LU JSON BEZEfREESR .

N o g M b

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
}

@ Note

LR =¥ Amazon Inspector BRI BIFEAERAFCRITICALRHIGHEREMRAER R
BxBEH,
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B,

BEWRF ID NEEZ R EMERFHNFMER,
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BB R REEEEN Elastic Container Registry (ECR) fFEERBERREFTEERBAESHM
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FEE , SRR, IRIE T B E RS & MR ML T AR TR E S,

BIEHITER ID AEFZHE Amazon EC2 HTEBEMEEMERA.
BEERBAERAER RN Amazon Machine Image (AMI)

BB RAEEEFEN Amazon Machine Image (AMIs) ER 2B RREFEERBEREEBFEN
BIEME AMIs, BEEETR AMI BRI, AWS IRFEBIFF. REFHTHSHE EC2 BITHEER
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E. AMIBZY B, AMIWEERRFTE,. EXREBE , URFEEE. R i ERR
WEERBIML AMIs ATREREER,

EEZFENHTERE , UEERZIEFEN AMI B 2B TERNFFHEERA,
AWS Lambda EEREERBEBEN HH

AWS Lambda EAGREZBEFENRAEREENRETER AR EFTEN AME Lambda
BE. MEFER Lambda MBE®. AWS IRFRBIN., MITHRERE. BRFIRE. 2FF
HE A URFREE. il ik EM R EsEA & & B WL Lambda BNE(TRERE B8R,

BEREER , LEFZHFE AWS Lambda EREWEFHEE
Amazon Inspector X iz HEREARNBEBETE

;&IH

EAREREABRINEXRERSRENEAHRREERNIAAER. EUNERERTRA
BREBENFMAET. ELERERK , RRSKEEnRBEBTEMENRTE, BEFERSIE
BEeRE N AEBFENEBRARENTY. CEETARELREBTEN S TRE., TSR RE
BRENFZEBRERE.
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¥ £ Amazon Inspector & HE R E

BRI LA E Amazon Inspector R ERERBEFERRAMREE (CVE). Amazon Inspector AR
AEREPHEFARELE CVE ID MEBWFMEENR, BLUE CVE FHEFAEE LR ELFRE
o Amazon Inspector EiBHEY ZE 4L FFEREF BRI EBESE. Amazon Inspector EXE#HE
CVEs i EFAEENEAFTEEERPIHNWFEEN CVE, AERBMMAERA CVE ID #5 Amazon
Inspector vulernability & ¥}E,

(® Note
B &l , CVE # &5 X # Microsoft Windows,

BEERIERE

R EERBA AR E E#2 A F Amazon Inspector AP| i EFFERE,

(® Note
A TEB K PR Amazon Inspector , AWS EiE FREE S RBERE,

Console

1. FEAZHEAEREAN , REBBAIR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector &

2. REBEEET , RERRIENERS,
3. HEEE%Id , @ACVEID, REEEES,

API

#1197 Amazon Inspector SearchVulnerabilities API , 28— CVE ID , #&=X
FfilterCriteria : CVE-<year>-<ID>,

T #& CVE &R
AHRBMARE CVE FHERAEM.
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CVE FHEMA

CVE #MEFERIETIER :

 CVE #5&# ID
- CVE BREM
- BRSBTS RHE (CVSS) MisRFERIFED R (EPSS) 78

- BEREA
® Note
MR ABZE , Amazon Inspector A% # CVE ID B 1E 8,
- HRBEHIE (CWE)
- BEEIMEHN B
s =
REEEERRERERRES , fIWMAREEN LREANLAEARBH,

CHRHERBFERZSNERRELZLE (CISA) WER , HPIFEHEE,. & CVE FRECHR
AMESKH BE |, LUK CISA M F #8818 CVE 1Y B R,

B

SERREMR BRNER , BUEUS CVE BVFMAET.
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£ Amazon Inspector [EH SBOMs

BBEYREE (SBOM) REABENMERMRRBNE=THB 4N EAMREE. Amazon
Inspector BIIRFEH I EBIEREML SBOMs, EAILAEA Amazon Inspector 2 A& 3 Amazon
Inspector API B EJREL SBOMs, BRI LAEH Amazon Inspector X EMEEIZHPFTE EIRH
SBOMs, EHSBOMs RiRfitEiMENEREN. &aLUERFTHIRE N K S & E R BEER AR
HE AWS, Z<E7ERFR t{AIER E M E H SBOMSs.,

BLEEEAHNEAEEESFARTEERDESE K MTAREKENEERET, LEBSEI KRR
REVHEZE | HA Amazon Inspector € BIMEDS jar BR , BEEEZKHEEZREZBAMMRALET
JRE{ERl. Amazon Inspector REEEHBYEIEE (SBOM) EHF I EELRBRWHE, HAK
ZREELEARTERE , EEHMEETEELN T EERFER,

® Tip
B 2026 & 2 A 28 Hif2 , Amazon Inspector 3R 7E X &£ [E H EAEFE X Amazon EC2 Windows
#H1T{EESBOMs, B FXEEHRERENE Amazon EC2 Windows #11T{EEESBOMSs.,

Amazon Inspector &=,

Amazon Inspector X #E LA CycloneDX 1.4 1 SPDX 2.3 #i & #& =\ EH SBOMSBOMs . Amazon
Inspector &% SBOMs A& 1Z# Amazon S3 fE1FETEE ISONRIE SR,

® Note

#t Amazon Inspector EH#) SPDX #XEEH SPDX 2.3 WRHHEE , BFEE Creative
Commons Zero (CCO) #fZ, ERRATES WML EEREEH D BIHEME

& B Amazon Inspector BJ CycloneDX 1.4 SBOM #& = &l

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
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"component": null,
"properties": [

{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace”

},

{
"name": "architecture",
"value": "arm64"

},

{
"name": "accountId",
"value": "111122223333"

},

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1le9a®b24161daaa@d535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
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"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al6f78a5"
.
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"

},
{
"type": "application",
"name": '"ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref'": "a74a4862cc654a2520ec56dadc8lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

B Amazon Inspector #J SPDX 2.3 SBOM #& =X, €45l

{
"name": "409870544328/EC2/1i-022fba820dbl37c64/ami-074ealsc@8effb2d8",

"spdxVersion": "SPDX-2.3",
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"creationInfo": {

"created": "2023-06-02T21:19:227",
"creators": [

"Organization: 409870544328",

"Tool: Amazon Inspector SBOM Generator"

]

iy

"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

}I
{
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"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.6?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",

"sourceInfo": "/var/lib/rpm/Packages",

"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",

"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"
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1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"
}

SBOMsHY EF & 544

B SBOMsHK , BRI LB EEERY , UBYBEERTFENRSE., NRERRMUERFGE , MSE
HATEERAPHNXEZEEIRSBOMs, MMREREREES , EHLIEMERENEIR. ATANENERY
mT

» AccountlD — 1t B2 44 7T FA A BB H BR4S EWR 5 1D BRI 2 E A ERSBOMs,

- EC2 #{TERESR — LEHZRGRHTARELEEHERRZ EC2 #{T{EEMN SBOMS,

- HEEW — WERGRE T AR ELHSE Lambda BIBSBOMs,

- REER — KLBEERETARELESREER 2 BHRMESBOMS,

« Lambda HEEE — LEIERFTARELEERFEEEN Lambda BEEH SBOMs,

- BREE — HERGEH T ARGEERER | EC2/ECR/Lambdas.

- IR ID — WERHREH AT AR E LS EERKN SBOM.
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- REESRE — LBRFRGTAREERERETES RRRBESBOMS,

ERAEER

X EFEH SBOMs

EEEL SBOMs , IBAJB FFRE Amazon S3 fETZETE A 2 FF Amazon Inspector Y AWS
KMS €8, B FEREHERGELISEERFEMN SBOMs, EEEH AWS B+ = ERFH
SBOMs , naTEJ«,{ Amazon Inspector ZEEE 9 EABBREUTSE,

TRMRAF

« Amazon Inspector Z B EEIBHZEER,
- FREBZEHK Amazon S3 #1ZETEE | /5 Amazon Inspector #YIHFIBEHA, MEREBRENE

#, FEHHEEHT.

« FREBEK AWS KMS £488 | f5F Amazon Inspector £ RMBZENBE, MERERENE
;;L, nﬁ/ﬁ EEEIEHE’J AWS KMS éﬁ%o
(® Note

MREEHEAEESEEHERTE Amazon S3 EFEFE M AWS KMS €48 |, BI7LAEAMEE
NFEEITEMNS®EIT SBOM EH,

BRI EEL SBOM,

Console

1. FRENEAEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B Amazon Inspector £# A,

2. EREHEALAN AWS B EWNEE , ENEFEEEL SBOM &R EH,
EEEEKT , EFEL SBOMs,

4. (#AH ) #EL SBOMsHER , FRAMEBEHEGGIERENEAREURENER FE,
WMERKRBEEHZRBEMLE , Amazon Inspector EEHFIEEATRERNTE. MEREBRERER
8, EesaABYrEERAFNER,

5. HEEHRET , ZEEZEHN SBOM WK,
6. ¥ A Amazon S3 URI =RiZ#Z 2% Amazon S3 LUEENE K SBOM By Amazon S3 V&,
7. EAZA Amazon Inspector ZREMAWS KMS €88 , SLARMZREBHEHE
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API

- BEUEAFRFHXEHEIRSBOMs , A Amazon Inspector APl By CreateSbomExport
B]1E.

HEBFERT , £ reportFormat 28 RIEE SBOM & H#& = |, 21 CYCLONEDX_1_4k
SPDX_2_3, 88 ALEs3DestinationZ2® , B4 A EFE A LFF Amazon Inspector B A
BURERER S3 f17ErEE, BiEMMEAresourceFilterCriteriaZ2 8RR EE R
L EE,

AWS CL

«  EE({FH AWS Command Line Interface 1T T~ 5lin S E L E/HESBOMS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEMGERD |, DUEEREMNEIEMS FORMAT , CYCLONEDX_1_45% SPDX_2_3., $A##% s3 B
Witbuser input placeholderst) R AEELK S REFTREHE. AR S hEmHM
FE , URARNZRHRERN KMS £#8H ARN,
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Amazon Inspector E4#) Amazon EventBridge B4 &
iﬁ

Amazon EventBridge 4Bl ER{E AR MEAM 23R AWS R EXZEBE , il Amazon
Kinesis Data Streams F#J AWS Lambda B{®(. Amazon Simple Notification Service I E & #}
BfR. ATXEHREMERREN. REMAKNES , Amazon Inspector EBESAERLREME
EventBridge i A=, EALAEA Amazon Inspector R #iIEEE, HEHENBHENEH. K&
R EventBridge S E SIS B IR,

&

+ Amazon Inspector 9 Amazon EventBridge E /% #& iR
« Amazon Inspector BERE REHE B R E 5

« Amazon Inspector #1417 i e R E B R £ 5l

+ Amazon Inspector & 2 & B {4 i 18 15 iR &5 4

« Amazon Inspector B B) B & 48 18R €551

Amazon Inspector B9 Amazon EventBridge E A B A

AR & Amazon Inspector EventBridge SHHEREB B RS G, BSHFAEFSRBSEHNERM
BT E,

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector FAERE REHE B R REH

T%)@& Amazon Inspector FERE R EventBridge BHEBFIREF, B Amazon Inspector 78 5l
Hbh—EERINERBREIRAEEER K MEEYMEEESEH, NEEUBANUCELEEHNE
7, 5528 £/ Amazon EventBridge 237 ¥ Amazon Inspector F& i R #) B5] 6 & EventBridge.

THR T BB BEFESH

« detail-type BERES Inspector2 Findings
- detail SRAARERE,
- detail.resources.tags RFHERIB/BEERNNE,

FEEYHdetail .resourcestb AT B E T AWM. ELWBANRE R , 8 AWS &
Ro

HRAWS BF , ELWMUSHIRTE AWSKHEHMNEE, ERERIEEME , BT LMKIEE —,
SRR E BB KRR,

« provider & BERNEimEMHE , 0 AWSZX AZURE,

« providerAccountld & ERNWEIRRMEERSHEBA , Hl40 Azure FTE ID. HHKR AWS EIR ,
ERFE account M1,

« providerOrgld RERNEmRMHERBHERA AR , Flan Azure FHAF ID, Amazon
Inspector 1E A WL LAENIEAZUREE IR,

- detail.resources.details @ EHER HENRHERBENERFHEERAMHtype : vmil
RARAERKE. imageBARBEMEG , HserverlessFunctionBARERBRSEHE, ELR
awsEc2Instance. awsEcrContainerImagefl awsLambdaFunction ¥#4HZERHEE
B. ¥1% AWS EJR , Amazon Inspector tt @ E 1R E MBI WA AREEN AWSEEN 4, 5
m , Amazon EC2 #{TRIBHAER RIS awsEc2Instancef vm,

BALGEER , LEFETEERNEEFERENEEEESHERER,

Amazon EC2 package vulnerability finding

"version": "0Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
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"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043

3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",
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"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

]I

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",
"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {

Amazon Inspector FAEHE REMHEBHEREH) 17



Amazon Inspector EREER

"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"192.0.2.10",
"203.0.113.20"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"
I
"vm": {
"type": "t2.small",
"vmImageReference": "ami-02ff980600c693b38",
"ipV4Addresses": [
"192.0.2.10",
"203.0.113.20"
1,
"ipV6Addresses": [],
"networkId": "vpc-12345678",
"subnetIds": [
"subnet-12345678"
1,
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"executionRole": "arn:aws:iam::123456789012:instance-
profile/AmazonSSMRoleForInstancesQuickSetup"
}
I
"id": "i-12345678901234567",
"partition": "aws",
"provider": "AWS",
"providerAccountId": "123456789012",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,

"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",
"type": "PACKAGE_VULNERABILITY",
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"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",
"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI
eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
3, {
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
"componentType": "AWS::EC2::NetworkInterface"
3, {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"
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1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,
"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the

Security Groups or ACLs in the network path."
}
.
"resources": [{
"details": {

"awsEc2Instance": {

"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",

"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["192.0.2.10",

"ipV6Addresses": [1],

"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",

"platform": "UBUNTU_22_04",

"subnetId": "subnet-12345678",

"type": "t2.small",
"vpcId": "vpc-12345678"
1,
"vm": {
"type": "t2.small",

"vmImageReference": "ami-02ff980600c693b38",
"ipV4Addresses": ["192.0.2.10",

"ipV6Addresses": [],
"networkId": "vpc-12345678",

"subnetIds": ["subnet-12345678"],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",

"platform": "UBUNTU_22_04",

"executionRole": "arn:aws:iam::123456789012:instance-profile/

AmazonSSMRoleForInstancesQuickSetup"

}
1,
"id": "i-12345678901234567",
"partition": "
"provider": "AWS",

aws",

"203.0.113.20"],

"203.0.113.20"],
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"providerAccountId": "123456789012",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
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"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

15

"relatedVulnerabilities": [
"USN-6986-1"

iF

"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-6119.html",
"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {
"text": "None Provided"
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},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fhb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"
1,
"platform": "UBUNTU_24_04",
"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"
iy
"image": {

"repositoryName": "inspector2",

"registry": "123456789012",
"imageTags": [
"ubuntu_latest"

1,

"imageDigest":
"sha256:84f507df33c6864d49c296fhb734192696e4cb6f78166ac51ac8b9b118181085d",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",

"architecture": "armé64",

"platform": "UBUNTU_24_04"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"provider": "AWS",

"providerAccountId": "123456789012",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"
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}

Lambda package vulnerability finding

"version": "Q",

"id": "9eadd71a-e49c-9864-6ba9-2a5d3f83c88f",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:50:3772",

"region": "eu-central-1",

"resources": [

"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
the proxy also caches 'Set-Cookie™ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True' 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST' enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the ‘"Vary: Cookie® header when the session is ac",

"epss": {

"score": 0.00208

},

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"

},

"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",

"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
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"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

+
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@@024.html"

iF
"relatedVulnerabilities": [],
"source": '"NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

}I

"remediation": {
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"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {

"awsLambdaFunction": {
"architectures": [
"X86_64"
]I
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9g7jG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
},
"serverlessFunction": {
"serverlessFunctionName": "VulnerableFunction",
"runtime": "PYTHON_3_11",
"version": "$LATEST",
"codeDigest": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",
"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"executionRole": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"packageType": "ZIP",
"architectures": [
"X86_64"

iy

"id": "arn:aws:lambda:eu-
central-1:123456789012: function:VulnerableFunction:$LATEST",

"partition": "

"provider": "AWS",

"providerAccountId": "123456789012",

"region": "eu-central-1",

"type": "AWS_LAMBDA_FUNCTION"

aws",
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1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",
"id": "e764f7be-f931-fflb-204b-8cab2d91724b",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:51:01Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {
"cwes": [
"CWE-798"
1,
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [
"secrets",
"security",
"owasp-toplQ",
"top25-cwes",

"cwe-798",
"Python"
1,
"filePath": {

"endLine": 6,
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"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6

.
"ruleId": "python-detect-hardcoded-aws-credentials"
.
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
3,
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"serverlessFunction": {

"serverlessFunctionName": "VulnerableFunction",

"runtime": "PYTHON_3_11",

"version": "$LATEST",

"codeDigest": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",

"executionRole": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",

"packageType": "ZIP",

"architectures": [

""X86_64"

},

"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",

"partition": "aws",

"provider": "AWS",

"providerAccountId": "123456789012",

"region": "eu-central-1",

"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "CRITICAL",

"status": "ACTIVE",

"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

Azure virtual machine package vulnerability finding

"version": "Q",

"id": "alb2c3d4-1111-2222-3333-444455556666",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T17:00:36Z2",
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"region": "us-east-1",
"resources": [
"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/resourcegroups/example-
rg/providers/microsoft.compute/virtualmachines/example-vm"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "A package vulnerability was detected on an Azure virtual

machine monitored by Amazon Inspector.",
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:us-
east-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",
"version": "3.1"

1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069"
1,
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu@.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"
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}I

"remediation": {

"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"vm": {
"type": "Standard_D2s_v3",
"vmName": "example-vm",
"vmImageReference": "Canonical:0001-com-ubuntu-server-

jammy:22_04-1ts:latest",
"ipV4Addresses": [

"10.0.0.4"
1,
"ipV6Addresses": [],
"networkId": "/subscriptions/aaaaaaaa-bbbb-cccc-dddd-

eeeeeeeeeeee/resourcegroups/example-rg/providers/microsoft.network/virtualnetworks/
example-vnet",

"subnetIds": [

"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/
resourcegroups/example-rg/providers/microsoft.network/virtualnetworks/example-vnet/
subnets/default"

1,

"securityGroupIds": [

"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/
resourcegroups/example-rg/providers/microsoft.network/networksecuritygroups/example-
nsg"

1,

"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",

"platform": "UBUNTU_22_04",

"executionRole": "/subscriptions/aaaaaaaa-bbbb-cccc-
dddd-eeeeeeeeeeee/resourcegroups/example-rg/providers/microsoft.managedidentity/
userassignedidentities/example-identity",

"keyName": "example-key"

},

"id": "/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeecee/
resourcegroups/example-rg/providers/microsoft.compute/virtualmachines/example-vm",

"provider": "AZURE",

"providerAccountId": "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeceee",

"providerOrgId": "11111111-2222-3333-4444-555555555555",

Amazon Inspector FAEHE REMHEBHEREH) 131



Amazon Inspector EREER

"region": "eastus",
"type": "Microsoft.Compute/virtualMachines"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Azure container image package vulnerability finding

"version": "Q",

"id": "b2c3d4e5-2222-3333-4444-555566667777",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "us-east-1",

"resources": [

"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/

resourcegroups/example-rg/providers/microsoft.containerregistry/
registries/exampleregistry/repositories/inspector2/images/
sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "A package vulnerability was detected in an Azure Container

Registry image monitored by Amazon Inspector.",
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:us-
east-1:123456789012:finding/FINDING_ID",

"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {

"cvss": [1],

"referenceUrls": [

Amazon Inspector FEFE RSB HEBERE ) 132



Amazon Inspector EREER

"https://www.cve.org/CVERecord?id=CVE-2024-6119"
1,
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-6119.html",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
1,
"resources": [
{
"details": {
"image": {
"repositoryName": "inspector2",
"registry": "exampleregistry.azurecr.io",

"imageTags": [
"ubuntu_latest"
1,
"imageDigest":
"sha256:84f507df33c6864d49c296fhb734192696e4cb6f78166ac51ac8b9b118181085d",
"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",

"architecture": "armés4",
"author": "example-author",
"platform": "UBUNTU_24_04"
}
.
"id": "/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeceee/

resourcegroups/example-rg/providers/microsoft.containerregistry/
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registries/exampleregistry/repositories/inspector2/images/
sha256:84f507df33c6864d49c296fb734192696e4ch6f78166ac51ac8b9b118181085d",
"provider": "AZURE",
"providerAccountId": "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeecee",
"providerOrgId": "11111111-2222-3333-4444-555555555555",
"region": "eastus",
"type": "Microsoft.ContainerRegistry/registry/containerImage"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - openssl",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:55:38.411 UTC 2024"

Azure function app package vulnerability finding

"version": "Q",

"id": "c3d4e5f6-3333-4444-5555-666677778888",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:50:37Z",

"region": "us-east-1",

"resources": [

"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/resourcegroups/example-

rg/providers/microsoft.web/sites/example-functionapp"

1)
"detail": {
"awsAccountId": "123456789012",
"description": "A package vulnerability was detected in an Azure function

app monitored by Amazon Inspector.",
"exploitAvailable": "YES",
"findingArn": "arn:aws:inspector2:us-
east-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
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"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": [],

"relatedVulnerabilities": [],

"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorSeverity": "HIGH",

"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"serverlessFunction": {
"serverlessFunctionName": "example-functionapp",
"runtime": "PYTHON_3_11",
"version": "1",

"codeDigest": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagqRRMGS8B27c=",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",

"executionRole": "/subscriptions/aaaaaaaa-bbbb-cccc-
dddd-eeeeeeeeeeee/resourcegroups/example-rg/providers/microsoft.managedidentity/
userassignedidentities/example-identity",
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"packageType": "ZIP",
"architectures": [
"X86_64"

}
.
"id": "/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeceee/
resourcegroups/example-rg/providers/microsoft.web/sites/example-functionapp",
"provider": "AZURE",

"providerAccountId": "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeecee",
"providerOrgId": "11111111-2222-3333-4444-555555555555",
"region": "eastus",

"type": "Microsoft.Web/sites"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

(@ Note

HMEFEEKE—RERERN JSON FHREABL A Ut erEERREREEROET
%, EXERIPHNSERERS R

Amazon Inspector ¥1%a 17 TR E 4 E BB £ 5l

T RERIBEREZ Amazon Inspector EHHY EventBridge BB HIREHl, E Amazon
Inspector TREF —EERNABRBER , REEINEHS,

THMEEBBNBRETREN

« detail-type #R{IFRER Inspector2 Scan,

- detail 3 finding-severity-counts ¥ , FHRAEABRELERNPHRELERE
£ , f5lt0 CRITICAL, HIGHH MEDIUM.

Amazon Inspector #11A 1% 1 5T B B A 1B 1 IR £5 451 136



Amazon Inspector

ERAEER

RERFFIRE , KERBEEETRANNERESHERER,

Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:18Z7",

"region": "us-east-1",

"resources": [

"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"
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ERAEER

iF
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",

"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": 0,
"TOTAL": @

}I

"image-digest":

"sha256:965fbcae990b@467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”

"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",

"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-02-23T18:06:03Z2",

"region": "us-west-2",

"resources": [

"arn:aws:lambda:us-west-2:111122223333:function:lambda-example: $LATEST"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": 0
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}I

"version": "1.0"

Amazon Inspector &= & B =4S B R R E 5l

LLUR 2 Amazon Inspector B4R EEE /Y EventBridge EH-E B R EHl, EEIRM Amazon
Inspector B REEHEL TR K MEBRILEHNH, THRNU TR HEHEEH -

« detail-type MfIFXE A Inspector2 Coverage.
- detail ¥ EEscanStatus¥# , IBHERNIFIFIEARRE,

detail Mt ETIMAL. ELMUBEBARAE BR , 2 AWS BEiR.

« provider 2 ERMNEiwEME , 0 AWSE AZURE,
 providerAccountId & ERNEmEMAERSFRBIR , B0 Azure FTE ID. R AWS EiR ,

ERFE account 1.
+ providerRegion & ERNERRMAEEE. R AWS EJR , ERFE region WL,

 providerOrgld RERNERRMEFEEBNERFEBIR , Fla0 Azure A F ID. Amazon
Inspector E1E A L LLEVSAZUREE IR,

BEDEN , EREEER RN MEREEHEREL.

Amazon EC2 instance coverage

"version": "Q",

"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T22:51:397",

"region": "us-east-1",

"resources": [

Amazon Inspector & i B S - B R € )
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"1-087d63509b8c97098"

1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
},
"scanType": "PACKAGE",
"provider": "AWS",
"providerAccountId": "111122223333",
"providerRegion": "us-east-1",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
}

Azure virtual machine coverage

"version": "Q",
"id": "111bldda-0fbf-913e-bc0e-10f0376412bb",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"/subscriptions/aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee/resourcegroups/example-
rg/providers/microsoft.compute/virtualmachines/example-vm"
1,
"detail": {
"scanStatus": {
"reason": "SUCCESSFUL",
"statusCodeValue": "ACTIVE"
b
"scanType": "PACKAGE",
"provider": "AZURE",
"providerAccountId": "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeecee",
"providerRegion": "eastus",
"providerOrgId": "11111111-2222-3333-4444-555555555555",
"eventTimestamp": "2023-01-20T22:51:35.6655017",
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"version": "1.0"

Amazon Inspector B BRI 5 4 iR & 5l

E Amazon Inspector FEXEABTIHNNEHER  EHRASHEBEEEZTRNEES, THHNX
BRI EBRBASEMS

- detail-type #ERES Inspector2 AutoEnable,
« detail YK FRABBRASHRBNER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"

}
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Amazon Inspector VM Scanner

B

Amazon Inspector {5 Amazon Inspector VM Scanner ¥ Amazon EC2 #1T{E & £ #1TIRHF

f&. Amazon Inspector VM Scanner | Amazon Inspector SBOM E4 25H EFUNEThRERE £ B0 E8
YIELEE (SBOM) , W3%EiB Inspector Telemetry EiEER SBOM E 1T . BEERERF DA IERE
EC2 ###5F , Inspector VM Scanner €H{X Inspector SSM M2,

6o B=R
RPEZEEBEMN Amazon Inspector SSM M EER £ FH Amazon Inspector VM
Scanner, VM Scanner EFIE X BENEXRFPEAERNIFEEKS K YELEE -FNFAES
R, UEARPHERER. Windows 45512 , © A% A 8EE 2 Amazon Inspector SSM 44
BHEAEDFBBBIEFS —BNWEREHRE,

Amazon Inspector IR MEEBE VM Scanner W5 :

- BERE (EBFE ) - E47 Amazon Inspector T A FRAEEAE EC2 HH8F , Amazon
Inspector &1 Amazon EC2 Systems Manager (SSM) £ f&#) Amazon EC2 #1T{EE B 8IZ &
FMEE VM Scanner, ERREENFE , FTEEFEN A, WEFHMAEN , B2BE A Inspector
VM Scanner,

- FHERE - SUUEAREEHEES (RPM, DEB. APK, MSI, PKG) FEBZ% VM Scanner.
WHETRFEE SSM, NFFHMEF , FSRFHLENMERE,

B

B A LETH Inspector SSM A ##23% |, Inspector VM Scanner 12t T 5I{E % :

- BAERAE - EREFHBEERINER
- ERENENES - REFHENEAEBRER , LETEREETE
- WEREKS - FH Inspector SBOM Generator EEE A Inspector T EMWERRIE—HMN1TAH

- BEDR - Z2ERTUERFERBARHE  mATEREESNAEHENNTERNFBR
A RE
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/inspector-ssm-plugin.html

Amazon Inspector EREER

RERE

G HERAEREXE
R R ZH 5 Windows., Linuxfl EREEREREmacOS,

iii_iﬁﬁﬁ*“ EC2 ## , Amazon Inspector VM Scanner €#&E Amazon EC2 B HEEHE , a8

RERE, BEBRERE , RTEEXERKREMSH 2, Amazon Inspector IER1E) Eﬂﬂgﬂi&‘t&‘tnﬁ
EESEMNEHRE. Amazon Inspector B HRERRTEBEEMHERNENTERME , BRT Amazon
Inspector FRERIFHEMMEBE 2/ , LB UERE BFTBRE,

/A Important
Amazon Inspector R H —HAFERMNE , REXZRAME, REELKEBHMEABITER
B, TEREFEEVEPHEED:\ , AINERKRUEE ENEREREAENFARSE. W
FEHMET , 5528 Amazon Inspector REMEH BT E

NMFEREREXENEARES  F2HAXXENENXKFES | Amazon EC2 RERE,

BUA Inspector VM Scanner

B &7E Amazon Inspector T3 & F R 8ER EC2 ##F#8F , Amazon Inspector & H Amazon EC2
Systems Manager (SSM) & ZE Amazon EC2 #1788 L B &% % VM Scanner, R#%E#% , F#
EEHIT (FARRE 3 /D) |, WiEHEREIXZE Amazon Inspector Telemetry Service,

ER
EEMGFHABHRESE , Amazon EC2 $i{THEEBXLEZFETHER -

- SSM RERXMSEEHTER LRI HT, MFEFMEFA , F2HE "AWS Systems Manager &
A&EEEL FHEA SSM Agent,

- HITEBXEES A SSM EEBHITEEN IAM SITEEERE, MEFMEES , FSEAWS
Systems Manager ( &™) PERE Systems Manager I /TERET T,

- HITERAARSR SSM BRI um R AV BERREEN o
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https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#deep-inspection-paths
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-programming-languages-deep-inspection
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html

Amazon Inspector EREER

® Note

MRIENHITERREZE SSM Agent IFFEELER , BULRAFHRES L. NFEH
WMEF  FSRFHLENERE,

B igaA EC2 Fif
EEMAEEE EC2 BB BEZEHE VM Scanner :

1. £ AFI AWS EE SRR Amazon Inspector £12 A,
2. EEBEERY , BEERFEE,

3. EEC2HHT , BERE.

4. AR E EC2 i,

B ig@Al EC2 #®i#% , Amazon Inspector 823 SSM B | EERF RN EASKHTEE LR
g VM Scanner, 122510 B B#T BT,

EFAE Amazon EC2 #i1T{EEE £ #34% Amazon EC2 VPC B ER

BRI LAER Amazon #8E%7E Amazon EC2 #T{EEE L #1THEEE EC2 EC2FH, T8 , IREREE
5B Amazon EC2 #i1TEIRE LTI A EC2 1B , RIAXARE I Amazon VPC %%, Amazon
EC2EETIimE :

* COm.amazonaws.region.ec2messages

* com.amazonaws.region.inspector2-telemetry

* COm.amazonaws.region.s3

* COmM.amazonaws.region.ssm

* CcOom.amazonaws. region .Ssmmessages

Hr region REANEZSAT AWS EHE,

MEFMEN , F2E (FREER) PR Systems Manager B9 Amazon VPC s B 2R k=
Amazon EC2 #{T{EREMNZ <M, AWS Systems Manager

BB EA EC2 Fif 144


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector EREER
AL
2 REEE

B EREZERZ Inspector VM Scanner ? Inspector VM Scanner E2 Inspector SSM /M2 X A A
TE ?

Inspector VM Scanner £/ Amazon Inspector SBOM E4£ B ETRAEHRIENRERSE | EH
EANLTREARNAM , MeERM—BNHFHEES, LRERFICERESHMEE  Y7E LFIKK
HY R BETR FtWindows, Lt HIE Inspector T A MHMEE | AEE Inspector 1R B FE H IR A9 4
B, W ERBEREIFHERRR,

Inspector VM Scanner E2 Inspector SBOM Generator BT [E ? BftEFBEEMEHR SBOM EL£E ?

Inspector VM Scanner E EFZWETFH SBOM E4ES , BtHEEEA Inspector EC2 Scanning
ERETHVEESNIIBE, Inspector VM Scanner A1 BAiE® Inspector Telemetry $EEETEEA , M
Inspector SBOM Generator BIfEEHEITE. L\ | Inspector VM Scanner FE B & #9358 F LA
THRBEW W EERE,

] E B AR T2 F O (CIS) #Ei# ? Inspector VM Scanner EE &M CIS?

CIS B R B Inspector SSM ABEXF, Bal , BREHTEH CIS XEEBZE Inspector VM
Scanner,

Inspector VM Scanner 25 HFE SSM ?

B, ERETRAPBAE®EE EC2 13K , SSM EARBBRE , EFREFMMKME, BLUE
BAER SSM WEXEEHEEEFHLE VM Scanner, MEFMET , F2EFHLEMNERE,
Inspector VM Scanner 2 A& #EE Inspector SSM A #ERNERIALE ?

R—7E. Inspector VM Scanner B —HERNE K EBLEUEREXRKEME , W HATE
Inspector SSM AHBRXTE. AEELKBBHERETBER , TERETREBITVENR
B, FAEME EC2 B , B£TLLA Linux, WindowsHl macOS#TEERE BFTHRE, MRS
ERATERA Amazon Inspector , FEAMBEHWEITERRE , BIKBER. WEFHEA , F2E
Amazon Inspector JREMER BT K&,

=S HREY

Inspector VM Scanner @2 RIFEFHRBIREERENE=ZFREH. BBRELRENHKERK, T
BRXHEIHE=FH. HRENEANERENXTF,

https://inspector-vm-scanner.s3.amazonaws.com/latest/THIRD-PARTY-LICENSES. txt
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https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#deep-inspection-paths

Amazon Inspector

ERAEER

FERZEMARE

ZREIFRBA NI 7E Amazon EC2 #1788 L F B REMEXE Inspector VM Scanner. FEIRER HRIE
EXEREHE , TFE Amazon EC2 Systems Manager (SSM),

@ Note

MR

£ Amazon Inspector £ A PR AERE EC2 3 , Amazon Inspector E B EIfEA

SSM ZEMEE VM Scanner, SEELEEMEA SSM IRFBUEERMERE , TFEF

BRE,

FELREMAERZZE Inspector VM Scanner

Inspector VM Scanner AJiEiB A N EFETEILRE :

Inspector VM Scanner E4

ErEE

.apk

.deb

.msi

.pkg

.rpm

&RE

ARM

X86_64

ARM

X86_64

X86_64

ARM

ARM

URL

https://inspector-vm-scanner.s3.amazonaws.com/latest/A
PK-ARM/inspector-vm-scanner-latest-r0.apk

https://inspector-vm-scanner.s3.amazonaws.com/latest/A
PK-X86_64/inspector-vm-scanner-latest-r0.apk

https://inspector-vm-scanner.s3.amazonaws.com/latest/D
EB-ARM/inspector-vm-scanner_latest_arm64.deb

https://inspector-vm-scanner.s3.amazonaws.com/latest/D
EB-X86_64/inspector-vm-scanner_latest_amd64.deb

https://inspector-vm-scanner.s3.amazonaws.com/latest/M
SI-X86_64/inspector-vm-scanner-x86_64-latest.msi

https://inspector-vm-scanner.s3.amazonaws.com/latest/P
KG-ARM/inspector-vm-scanner.latest.arm64.pkg

https://inspector-vm-scanner.s3.amazonaws.com/latest/R
PM-ARM/inspector-vm-scanner-latest.arm64.rpm

FHREMERE
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EHEE £ URL

X86_64 https://inspector-vm-scanner.s3.amazonaws.com/latest/R
PM-X86_64/inspector-vm-scanner-latest.x86_64.rpm

EERRERENEHEEE L FHLE Inspector VM Scanner FEF |, B R THI/EE IR EEL -

+ APK
- DEB
© M|

+ PKG
© RPM

APK
RE
ARM

curl --output-dir /etc/apk/keys -0 https://inspector-vm-scanner.s3.amazonaws.com/
latest/APK-ARM/inspector-vm-scanner.pem.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/APK-ARM/inspector-vm-
scanner-latest-r0.apk

apk add inspector-vm-scanner-latest-10.apk

X86_64

curl --output-dir /etc/apk/keys -0 https://inspector-vm-scanner.s3.amazonaws.com/
latest/APK-X86_64/inspector-vm-scanner.pem.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/APK-X86_64/inspector-vm-
scanner-latest-r0.apk

apk add inspector-vm-scanner-latest-r10.apk

FRRRRE

apk del inspector-vm-scanner
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DEB

g4

ARM

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/DEB-ARM/inspector-vm-
scanner.gpg.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/DEB-ARM/inspector-vm-
scanner_latest_arm64.deb

gpg --import inspector-vm-scanner.gpg.pub

gpg --verify inspector-vm-scanner_latest_arm64.deb

sudo dpkg -i inspector-vm-scanner_latest_arm64.deb

X86_64

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/DEB-X86_64/inspector-vm-
scanner.gpg.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/DEB-X86_64/inspector-vm-
scanner_latest_amd64.deb

gpg --import inspector-vm-scanner.gpg.pub

gpg --verify inspector-vm-scanner_latest_amd64.deb

sudo dpkg -i inspector-vm-scanner_latest_amd64.deb

R

sudo dpkg -r inspector-vm-scanner

MSI
gog-3
X86_64

Invoke-WebRequest https://inspector-vm-scanner.s3.amazonaws.com/latest/MSI-X86_64/
inspector-vm-scanner-x86_64-latest.msi -OutFile inspector-vm-scanner-x86_64-latest.msi
msiexec /i inspector-vm-scanner-x86_64-latest.msi /qgn

R

EZERE ERBRZE Inspector VM ScannerWindows , & FAWindows 2 X M Th &g 12 Sl E AR = T 51
PowerShell 5% :

FEREMBBRZLHE Inspector VM Scanner 148



Amazon Inspector EREER

Get-WmiObject -Class Win32_Product | Where-Object {$_.Name -eq "Inspector VM Scanner"}
| ForEach-Object {$_.Uninstall()}

ARM

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/PKG-ARM/inspector-vm-
scanner.latest.arm64. pkg

pkgutil --check-signature inspector-vm-scanner.latest.arm64.pkg

sudo installer -pkg inspector-vm-scanner.latest.arm64.pkg -target /

R &

sudo rm /opt/aws/inspector/bin/inspector-vm-scanner
sudo rm -rf /var/lib/amazon/inspector

ARM

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/RPM-ARM/inspector-vm-
scanner.gpg.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/RPM-ARM/inspector-vm-
scanner-latest.arm64.rpm

rpm --import inspector-vm-scanner.gpg.pub

rpm --checksig inspector-vm-scanner-latest.arm64.xrpm

sudo yum install inspector-vm-scanner-latest.arm64.rpm

X86_64

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/RPM-X86_64/inspector-vm-
scanner.gpg.pub

curl -0 https://inspector-vm-scanner.s3.amazonaws.com/latest/RPM-X86_64/inspector-vm-
scanner-latest.x86_64.rpm

rpm --import inspector-vm-scanner.gpg.pub

rpm --checksig inspector-vm-scanner-latest.x86_64.rpm
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sudo yum install inspector-vm-scanner-latest.x86_64.xrpm

FRBRRE

sudo yum remove inspector-vm-scanner

ZRFE

ERAEL Unix BEBHNEEZRE (2 macOS) L |, Inspector VM Scanner % # %] /opt/aws/
inspector/bin/inspector-vm-scanner, BIARFERERER B Alpine IEXRK (28

Chainguard)/usxr/opt/aws/inspector/bin/inspector-vm-scanner,

£ EWindows , Inspector VM Scanner @ 2% % C:\Program Files\Amazon\Inspector
\inspector-vm-scanner.exe,

BLERERRK (Alpine BRIL ) EE Inspector SSM A ERMERE , BESAEFE Inspector —HEIEF

R % % Inspector VM Scanner

MREERHIGEE EC2 1B , B Inspector @ BBTEFTE Inspector L EHTEIRE LFRRELE
Inspector VM Scanner, EEBRFERE  F2R L RAEFPELEHEESNMBRLERHA,

#1T Inspector VM Scanner

Inspector VM Scanner HiRHEREMAE —ESHEE, Bof—ZENER sbom,

./inspector-vm-scanner sbom --send-results telemetry

SBOM ## [y 51 EMEIH :

./inspector-vm-scanner sbom --help

AR &

FE&% Inspector Ifﬁl;uuizT‘%EZM%ﬁEﬁ SBOM. Fi8 , R EBEREEEIR SBOM B3 A (ETK
B, AIgHEBAETIVE
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« /var/lib/amazon/inspector/state/sbom. json 7 Unix Lt
« Windows B C:\ProgramData\Amazon\Inspector\State\sbom. json

EAE T LIE VM Scanner FAAHIBZERTHRTE., NHEFHEF , FSRERER,

BiR B

Inspector VM Scanner B —f L F8Rinspector-vm-scanner , L & .log,

£ Unix & L , Inspector VM Scanner # HFEE A /var/log/amazon/inspector, £ L
Windows , Inspector VM Scanner & HFEEB A C:\ProgramData\Amazon\Inspector\Logs,

iS5 W 1B 2% 18 &R EE Inspector SSM AR EAMNBRHER, ERTETEERE Inspector VM Scanner
HEZ2FEEM Inspector SSM S\ #1E HE#E.

Inspector VM Scanner 8 Al A HiB AN IEE A , EMEEEXHTHEMN CPU MItERAE. &
EAFEEALIRERENBFES , MAB A metrics(Metrics EH ) 7 H & TWindows, IE
néﬁ%ﬂiﬁnﬂ ’ nﬁ /EE EF %E.

£/ systemd 4R B 5%
EfE A systemd B Linux R& L , BRI LAEA journalctiZR# 47 Inspector VM Scanner &,

AR BN B 56

journalctl -u inspector-vm-scanner -f

EII:,-I

BARITH A

journalctl -u inspector-vm-scanner --since "1 hour ago"

BES KRB BFE

journalctl -u inspector-vm-scanner --since today

AR PR AR & AN BRI A AT

systemctl status inspector-vm-scanner

YRS =



Amazon Inspector RS
1 P AE RE

ZHi5R B Inspector VM Scanner BV B4R AEIR I,

AREAS M

Inspector VM Scanner 12t T 55# 18 K& E N E AR -

« --send-results HEFRES telemetrym® disabled, WREEIB disabled , Bl Inspector
VM Scanner E#& & &% SBOM,

® Tip
--state-dir ¥## FH--send-results disabled , #E4&#FE1E SBOM,

« --log-dir REEABAFNMNE., RIEFER , HFFE A stdout,

« --log-level FREHAFNBHEE. RIRFER , ER INFO,

« --log-retention FRERE AFNWKE, MRHE --log-retention PRI BN HWEFEZR--
log-dir , BIE#HMBR. RIRFERE , ER 7 X,

« --debug FREEHEERCHE , WRFH BTN ERAAFER (MTARERABRHE—ERFE
£)o

« --state-dir REE A SBOMsHIE, RIFFER , TEREF SBOMSs,

« --metric-dir FREEEZAFNEAMNE, RIEFER , TEREFEELR.

« --cpu-profile A Go #1TH[E CPU 2 #iss , YR ERRNEAMLE,

« --mem-profile /A Go HITRELERB e , UREBRNEAMNE,

« --config-path #&7R Inspector VM Scanner N A B RITESI B MRFRFE CLI MABRERE
RHEEMBRSIE , BIgHE CLI ENEXIERF.

« Inspector VM Scanner AR EE TOML FIg8E , FIESIBBEHE CLI HHE,

- RIEFEER , Inspector VM Scanner €7 Linux H macOS /opt/aws/inspector/etc/config
E# = C:\\ProgramData\\Amazon\\Inspector\\Config\\config L SHKAEER
Windows, #EREZEEIES , EFEA TOML B,

- BBIEE K--config-path , EEMNBEESEERARKE,

T OIS HIRERARES
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# Configuration file for Inspector VM Scanner
log-level = "INFO"

send-results = "telemetry"

cpu-profile = "cpuprofile"

mem-profile = "memprofile"

log-dir = "log"

state-dir = "state"

debug = false

log-retention = 7

scan-timeout = 300

[sbom]
max-scan-depth = 5
target-directory =

L~"]

REERAE
Inspector VM Scanner {2t T HBIBERZEERAE :

« --scan-timeout MFHIRHBEEEN VW EERRE. RIBFER , BESTERE,
« --nice-priority @XEREFWniceBEIEF (EARM Unix R ) . BIFTER , ER 3,

e --cpu-limit FRE CPU AEMEM LR (EAREA W Linux R#icgroups). RIFEFERR , ER
65%.

« --process-priority BT BEFHNEXIEF (EAR Windows R#t ) . RIEFEEE , ERBELOW
NORMALE & IEfF .

(® Note
--cpu-limit M MYFEER{E- -process-priorityEd Inspector SSM S#HiEXHE,

HERHEER
Inspector VM Scanner A Inspector SBOM Generator # 1T EFWE., AL , 5% Inspector VM
Scanner WiFiH S ER BRI EEE SBOM EERETS.

RIFFERL , Inspector VM Scanner T EREZAERRR. C2WEEERREMS , A FEA Windows
Windows Update (Knowledge Base) ERIREFIFTEEFNNRREUR., cHEREEFERRENEFR
BEAMNERRGTESEHREMBEMKMLE,
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ZEEBIRIIFEEVBENERE  fIUFERRUBE N ENERERAENGRSE , REELHERE
H, EERENHEHE , 57 Amazon EC2 BB EPHEFT B A BT R, EEARBEC2HEET ,
BETEREEAR Linux, WindowsHl macOSH{T{ERE , BRTFERMNEZS , BESREE N . WFEFHA
B , 5528 Amazon Inspector SREMER B ETRE,

B O] LAE A AET A HEPEIEIE |, £ VM Scanner AAHIBMIEESEATERBNE &, BRTEREZ
4\, --target-directory E2EHEHIEH B &%,

Inspector VM Scanner {2t T 5BIERZER BB E -

- --max-scan-depth FRERHWHESERHENVEREN B HKEBRBE LR,

- --target-directory BRTFERREZS , EEWME—IZAEREN B &, FHABERYD , KH
EXE [sbom] &% |, fliN target-directory = ["D:\\oracle"],

« --override-scanners [REBYTINERFHES , BZ Inspector VM Scanner TR {E,

« --additional-scanners BRT Inspector VM Scanner iR {EZ/ , ESREERBHEERSE
A,

B LER T 5655 HATE T AR RHEES

./inspector-vm-scanner sbom --list-scanners

BEEERAT

ELEBEHEEE LR Inspector VM Scanner i | ZESEVHRER , LEBHTHRE. B8
BIR. BRI ERALBERE,

Linux ( R#1L)
AR BRI AR BB A B IE MY 1T

systemctl status inspector-vm-scanner

AR ENEF B 36

journalctl -u inspector-vm-scanner -f

BAARITHY A5
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ERAEER

Amazon Inspector

journalctl -u inspector-vm-scanner --since "1 hour ago"

WER AR R AR

systemctl cat inspector-vm-scanner.timer
SPERHEER

/A Important

2 /usr/1lib/systemd/system/EiEE HREBEMER, EHENSBEEELRER,
iEsystemctl editdA |, ‘_‘%E_L—Jﬁkxﬁﬁﬁﬁﬁﬁﬁgﬁo

3

ARERAE 3 MF—R, BEREY , FHIT:

sudo systemctl edit inspector-vm-scanner.timer
EFRBNRESRT , METHEE (HEFSHERKRES 6 M)

[Timer]

OnBootSec=
OnUnitActiveSec=
OnBootSec=0
OnUnitActiveSec=21600s

ZHERSEEENEENCBRARE. MER , ENREIETES

sudo systemctl daemon-reload
sudo systemctl restart inspector-vm-scanner.timer

EERRBEREEN , 81T systemctl cat inspector-vm-scanner.timer., EEERA
JEE%{E , 88¥1T sudo systemctl revert inspector-vm-scanner.timer,

RASEREBHT

sudo systemctl enable inspector-vm-scanner.timer # Enable automatic runs.
sudo systemctl disable inspector-vm-scanner.timer # Disable automatic runs.
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Windows ( E#&HEfESS )

AR EBAREMN LIRBIT

Get-ScheduledTask -TaskName "Inspector VM Scanner" | Get-ScheduledTaskInfo

BRRITAVETS BES

Get-ScheduledTaskInfo -TaskName "Inspector VM Scanner"

BRIV E TS B S S8k

schtasks /query /tn "Inspector VM Scanner" /v /fo list

Wi B KR

Get-ScheduledTask -TaskName "Inspector VM Scanner" | Select-Object -ExpandProperty
Triggers

ERERHERE
EREERHEAE .

# Modify trigger to run daily at 2 AM
$trigger = New-ScheduledTaskTrigger -Daily -At 2:00AM
Set-ScheduledTask -TaskName "Inspector VM Scanner" -Trigger $trigger

R =45 RAER

Enable-ScheduledTask -TaskName "Inspector VM Scanner" # Enable automatic runs
Disable-ScheduledTask -TaskName "Inspector VM Scanner" # Disable automatic runs

macOS ( ERE )

BRRBR R

sudo launchctl print system/com.amazon.inspector.vm-scanner
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PITE—EH

sudo launchctl start com.amazon.inspector.vm-scanner

BEAR Linux® B9 Amazon Inspector SSM #M M3 2= Windows

AFEEFHRB Linux® Windows#11T{E 8 # Amazon Inspector SSM /A2,

A RFIEZRERE EC2 BHE
Amazon Inspector SSM A#ERX R EMIFHEE. HMEREMEMA Amazon Inspector VM
Scanner AR EEEAE EC2 . VM Scanner £ A X B EE R+ £ A E R A 17 36 4
H, WELAFE -—BWAEHER, Windows 45512 , ©AE % A1 8EE B Amazon Inspector SSM
N EXEHREEETET —BNBAEARE,

#9 Amazon Inspector SSM Z\#F2=, Linux

MR R EA Amazon Inspector VM Scanner Bt 18388 EC2 %18 , Amazon Inspector & A
Amazon Inspector SSM A #ERE Linux B1TERE LT RERERHE. Amazon Inspector SSM 74
BHEASBEEBHLEE /opt/aws/inspector/binB#&HH Linux HITEE L, THTENEES

inspectorssmplugin,

Amazon Inspector £ Systems Manager Distributor fE & H{TEEE EBBNAHER, BEEHTR

B &R |, Systems Manager Distributor 1 Amazon Inspector %478 &8 Amazon EC2 #1T1#
BEXRFK. MFEHE Systems Manager Distributor T B EELRKNENR , FESEAWS Systems

Manager  fERA#EEM) PHEZENEHT S,

Amazon Inspector I ERH 8% , LLEE Amazon Inspector SSM ABERN AR AREFTIKNEDN
BH, BELERBHEIE /opt/aws/inspector/var/input® /opt/aws/inspector/var/
output,.

FH packages.txt RS /opt/aws/inspector/var/outputEERERERECEHNTE
P&, R Amazon Inspector FE#T{E M L Z )X ERIZERMNEH , packages. txtBREHIHEKEF
EHNEELE,

Amazon Inspector B¢/ EX K BFFEMIE /var/log/amazon/inspector B #H,
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R % % Amazon Inspector SSM AAHMER,

MRFR/POMBERinspectorssmpluginiE®R , SSM B#BInspectorLinuxDistributor-do-
not-deleteBE FRBHBEREHEHF ZE inspectorssmpluginfE R,

MREEA Amazon EC2 i , AHBXEBBMRAE Linux EHRBREE,
#9 Amazon Inspector SSM #\#FE = Windows

N R I& 18 K5 Amazon Inspector VM Scanner B{F 18588 EC2 #F4 , Amazon Inspector EE
Amazon Inspector SSM FMHIER F BER W BRI Windows#11T{E8 . Amazon Inspector SSM M2
SEHZEE PHWindowsH{T{EBE EC:\Program Files\Amazon\Inspector , JH{TEBZ A
InspectorSsmPlugin.exe,

RESEILTHERME , BAEH Amazon Inspector SSM SRR INENER

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgrambData\Amazon\Inspector\Logs

(@ Note
RIFFAER , Amazon Inspector SSM AR XN LURA EEE EIEFHAIT.

® Note

FHEWindowsH {TEEEZ ssm:PutInventoryfl ssm:GetParameterff o, MREHIT
B L5 E IAM B 1TER#A4E , Amazon Inspector &1 F iR &Y ZRETER T HEEE
H& (DHMC) A&, BTERBEAEXETEELH T, MRRBEHTEEELRE , Amazon
Inspector B AREN AR THEEEAEAR®  HPKNEITSELHT,

R %% Amazon Inspector SSM A HMER,

MRFR/PNOMBERINnspectorSsmPlugin. exefE® , InspectorDistributor-do-not-
deleteBdB{gHE T —EWindowsiz BB ERM L& InspectorSsmPlugin. exetds, M
REBEMIREHE Amazon Inspector SSM AHER |, BRI LAEA AmazonInspector2-

# Amazon Inspector SSM #3723 Windows 158
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ConfigureInspectorSsmPlugin X#4HWHERZTEEE, T8 , MREEA Amazon Inspector
SSM AR & BB RFTEWindows = #fFr %%, Amazon EC2

(® Note

M RIEEE A Amazon Inspector 2 BI fEBR 2% SSM KIEFE I , Amazon Inspector SSM # i}
EXgREAEWindowsE# £ |, BFEi$ERMEEZE Amazon Inspector SSM 4 2. MFE
&R , 552 B=H Amazon Inspector,

#9 Amazon Inspector SSM A ##2 = Windows 159
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#% Amazon Inspector 2 Microsoft Azure &

& A LATE Amazon Inspector R 3 B2 Microsoft Azure BB S |, LAMEE Azure BRFHEEIRE.
EBIEERS% |, Amazon Inspector 2B RIE Azure EE#ES (VMs), Azure REERARERX M Azure
Container Registry (ACR) BUE R BB EHMNIRE , WEBESHIES|I EEBESE,

EERN

B2 Microsoft Azure FIE & T Amazon Inspector IRZMIFHIEH Azure ER RS EHBRE, EiE

25365/ IAM Outbound Identity Federation Z £ ¥ 8 Azure IRIBETE D EE K MIALHEREE

o

1. #& A1 LLFE Amazon Inspector TR A SHEH API B E#EES, BALUEE Azure A F ID, Azure
ETEAAN Azure B, , REZMEMARNIIEE (VM 7, NEEAERBE,. ACREH ).

2. WA LABITEAEM Azure SRERTTERERTE Azure FEREREEM. Event Hub EREERMEFEF T,

3. Amazon Inspector 2REZH Azure BR , WHRTFHRE.

AWS Config Zn{aI {5 F

AWS Config ERZIBARKEERBERER |, WEE Azure REFHEE ( HIMREIR T VMs S
Z ACRKMFIG ) ., EEFSEHREBNEE, BFFEE AWS Config BRIA. RELESIH I
AWS Config A&, BERABETE Azure ERH Amazon Inspector EEH,

EixssEE
Amazon Inspector X EMEEL Microsoft Azure BSHEERBH -

- PRIEEHEEIESR (SLC) - EBFEIB FREE Microsoft Azure WE S EEE I AWS Security Hub
CSPM, & E£BE#7E Amazon Inspector F#H# SLC., & AWS Security Hub CSPM N A&iEB #1T
B, #E AWS Security Hub CSPM ( 3ZE518#Y Azure FTRBIMIZ ES12 MY Azure [BH) ) S E—EK
RBEERTARENEFZEEEFREHE,

- EEZEEIES (CMC) - E#1E Amazon Inspector TR ARIEIR API B3, BT L EHE
MIHEE , DIFBEHMEEL, 1S UMM BRERESS
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¥R B3 Amazon Inspector £ , FRUBFFZEEESE. NRMAEE Microsoft Azure AWS
Security Hub CSPM & |, Amazon Inspector & B 81K EIfR I EFEES K MBSTEERVERN
R,

wmH R

Amazon Inspector £ LA T A RIBHE Azure EIR :

- EEHES — Amazon Inspector {5 Amazon Inspector VM Scanner REBREX 7 VMsREE/EHX
REMNEARXNNE, ZALLEESELNE (ER) IFHRE. WEREEXNFHENR , B2
B8 Amazon Inspector VM Scanner,

- HEFERARER — Amazon Inspector & B BHHEIEVH 2 47 B HJRE &Y B SR XIS AR et

- REBBHFEMB — Amazon Inspector & B BN i f#FE Azure Container Registry (ACR) I A 88
& , AR EEERRECNEARESHEKRENIRE,

#& Amazon Inspector 2 Microsoft Azure & K Jo IR xR M

BIUEERCE , FER AWS ZHIRFEH Azure RIEFETIER, Azure RERETHEEBEEKX
L8 Azure fHRE ( FERAREZNEEM. EventHub, R2EIERE. Azure AE3EIRM Microsoft Graph API FF
CIR

AWS IR FERE - FTEIhEE
IAM EHEBES 52 OIDC HFER

AWS &R F A AT E IS 5 2 5% E IAM Token Issuer URL, & AJ3# Amazon Inspector f§
AEHER L2 thERE Azure IRE,

HR VM =7, BEXAFEARITE URL 3E IAM OIDC & 72t
#sts.windows.net/tenant-id/. WRMHETE Azure VM £ Amazon Inspector VMs
Scanner REBER AWS EH BEE sts:AssumeRoleWithWebIdentity, MR HLIRM
& , VM 23 M A A58 B35 E Amazon Inspector,

MREEHS—E AWS T2 ( Hlan AWS Security Hub CSPM 2 AWS Security Hub CSPM
CSPM) SREBHBER D , ITHFEBARRE. WEFHER , F2E (AM EAFEER)
e D REENBS,

£ Azure i , SREETHREEMEE AWS STSOIDC RITENBME ST BE. EILFEFHR
Eo

RHRAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html

Amazon Inspector EREER

BHEHEAS

APl S5 EEZERB T HENRREFEI Amazon Inspector RIEEZE AR, TEEFE SLR iz,
Config E #2858

FEB AP| B EREESE | EEEERS ARN, Config BIEZESHE Azure ERIAEEE, £ XA
o, B LLEER B MERERS | REEES B VB E T A ERES,

FEA IAM FFH

BVEESRNIAMER (EAERAE ) FETIIFA:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"config:GetConnector",
"config:ListConnectors",
"config:PutConnector",
"inspector2:CreateConnector",
"inspector2:DeleteConnector",
"inspector2:ListConnectors",
"inspector2:ListTagsForResource",
"inspector2:TagResource",
"inspector2:UntagResource",
"inspector2:UpdateConnector"

1,

"Resource": "*"

AWS tRFERTE — R VM &

BRT ERERZHA , VM FHEFTE

- EHEEESFMHEBNESERERER Amazon EC2 Systems Manager

« Amazon EC2 Systems Manager Automation # Amazon Inspector VM Scanner R EBEX S EIHE
AFA
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Azure lRFERE

m

AT Azure SRERTSBZE , FREEEETHEE -
Azure HAF

Microsoft Azure B¥FHF ., X Azure Government # Azure China.
Microsoft Entra ID BEsa] M

B R 508 E EMicrosoft Graph#&# B & MMicrosoft Entra IDHFE R ZE A HiE. B LEMicrosoft Entra
ID B 562 = Microsoft Entra ID P1 5 P2 Z#E,

MRERAFROFAFENAFE  ERECHETREREH0 KW, BARKXEMMN Azure BEEIRTE
REEXRNBFER,

Azure Bfa

ERE Azure WABMETR Azure HBFHER 2BEEE AR,
Azure CLI

ZHEIWERTE Azure CLI (az login).

® Note
FRTE Azure IRIBM A BT FEEHEE Amazon Inspector £ A PRI EEI[NAEMEE,

5% E Microsoft Azure E2 Amazon Inspector 4

Azure FREBRFEAEEM Azure IREFLE A SLFF Amazon Inspector BREMIZREREFE B
Hl, Amazon Inspector B EEZREVHEELHITNREESH. ETHERT TR,

(® Note
MREEZEK AWS Security Hub CSPM 2 AWS Security Hub CSPM CSPM 9 Azure IRER%
E , IefAERNEAREM. EFESENBRENEM , ILFE Amazon Inspector P
ENHMER D BE , MMERENAERE,
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REETRAYIIEE

REETHEHT —RINER, TIHZHRPAETRUTHEETE. NRENABRBESTAT ,
BRLMERLEBEMAER , FBRTELEER,

S 1 M Azure EARER

£ M ERERMicrosoft Entra ID, LttEEARERMA AWS FEABEESEAEREEN Azure IR
BE#TE?RENED. FTEERAFHRRE,

$ az ad app create --display-name "AWSSecurityHubIntegration"

EEERERMENERESX (AP ) IDappld (B ). 7 Amazon Inspector & IR EE
R, CERMALE,

FER2: BURBEHE

BOSMNERARRXEIRKEIE, SuLlEH Azure ABIERIEFITEFREETA. BEIEe
EEW Azure IRIBHHITEE,

$ az ad sp create --id application-client-id

Hep application-client-id R t—ESBHERRERX (AFi%) ID.
SRR3R EMES IO BE

EEARR LR EHES D RE  EEREAFPHHENERLT AWS 1T 78R
Azure Z [ AWS 23 OIDC 51F. TEREFRBNBLEAEE,

Eﬁ
(i
ey
F|_\|.
2

$ az ad app federated-credential create \
--id application-client-id \
--parameters '{

"name": "AWSConfigFederation",
"issuer": "token-issuer-url",
"subject": "arn:aws:iam::account-id:role/aws-sexvice-role/

thirdparty.config.amazonaws.com/AWSSexrviceRoleForConfigThirdParty",
"audiences": ["api://AzureADTokenExchange"],
"description": "Federation for AWS Config third-party cloud resource discovery"

}l
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RolfE :

« %17% - X EH |IAM Outbound Identity Federation B Z&F21T7#& URL., EE@ER
https://uuid.tokens.sts.global.api.aws,

« £8 - & FAWSServiceRoleForConfigThirdPartyRIGEFZ A K ARN AWS IRF, AWS
EREVEESFT, SEPEVHEHEZAEC,

« ¥R —api://AzureADTokenExchange ( TEFEEHMESEIHNEXEE ),

SR 4 BERENSRAE

#% Reader BBEREHEAFREEHEHLENRE TR, ESRTHAFHAMBRIEANRE Azure B
TR A9 MEFR 7 U

$ az role assignment create \
--assignee application-client-id \
--role "Reader" \
--scope "/providers/Microsoft.Management/managementGroups/tenant-id"

® Note

MR SERA |, BRI Microsoft Entra ID > BMEH Azure EENEMEEBREAR. A
BERHIBHEAUETEELNEZE,

HER 5 : 5%E Microsoft Graph API 1]

#§ A E M Microsoft Graph API 550 ( EARERER ) RFEMAREN : Directory.Read.All,
AuditLog.Read.Al1# Policy.Read.All, AERFEEERE,

SR 6 : ERE Azure Event Hub

AWS Config £ Azure Event Hub $#I Azure IRIEHERAEBSENILFRIFEH, REESHIE
M Event Hub E# I HFLRRE,

$ az group create \
--name "aws-securityhub-integration" \
--location event-hub-region
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$ az eventhubs namespace create \
--resource-group "aws-securityhub-integration" \
--name "aws-securityhub-account-id" \
--location event-hub-region \
--sku Standard

$ az eventhubs eventhub create \
--resource-group "aws-securityhub-integration" \
--namespace-name "aws-securityhub-account-id" \
--name "activitylog" \
--message-retention 1 \
--partition-count 4

$ az eventhubs eventhub consumer-group create \
--resource-group "aws-securityhub-integration" \
--namespace-name "aws-securityhub-account-id" \
--eventhub-name "activitylog" \
--name "AWSConfig"

B EventHub 2% , ERERZENGEZEE , WERERHEIKEAS !

$ az tag create \
--resource-id namespace-resource-id \
--tags "AWSConfig-account-id-region=activitylog"

$ az role assignment create \
--assignee application-client-id \
--role "Azure Event Hubs Data Receiver" \
--scope namespace-resource-id

SWIARE -

WEZEME SKU- 8% (BAEREEE).
Event Hub ## - activitylog.
E & &4 - AwSConfigo

- B - AWSConfig-account-id-regionfE4 activitylog. LLiZEAIZE BE AWS Config
# Event Hub,

. ABIEIR- A%/ LM Azure Event Hubs Data Receiver,
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® Note

EBEXM AWSConfig-account-id-region account-id &M 12 (L8 AWS 1R F &
BIRF , ManREEIERESR AWS WEE (#l# us-east-1),

FSEB 7 REFEHFEMEntra IDEZHFEH
E%E Azure #5575 E) B 3 M Entra IDFE#® B 55 H = Event Hub,
SEHBEFED -

EEETRLRELERE , BEFBHAFELZE Event Hub, REETIHREABAMEZERMNTRER
EWIERE, FRAFSHREGIEBRNED  SFACERNIEREE,

Entra ID €& BFEEH :

£ LEREREEREMicrosoft Entra ID , ### H&5E H ZMEH Event Hub, EEZE Microsoft Entra

ID > EE42 > DERRRE > gD EERE. A AuditLogs A% H & B FEH Event Hub,

HITREETH

EEBHIT Azure REESTE -

1. AR E M Azure 1A F & Azure CLI W& im# (az login), EXEHE BIRTRNERIE M
BEFF,

2. { Amazon Inspector IS EHBRTEETR (TEEREVHBEELE )

3. TR EETH. BTBEXTH LR Azure IRIFEERE,

4. BB INTERE , IRE Amazon Inspector 18 A LATE R MBS,

/A Important
MRAGHEBEEERGE (flW, FiE Azure Bl ) , TRESEHELRTEELTH , UE
FESPAME Event Hub B, BULBAENHATENNETR,

#% X Amazon Inspector B2 Microsoft Azure &

ERTE Azure IRIEZ % , 87E Amazon Inspector P2V EE2R , UBHBRTREHE Azure ERR B BRI,
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BB Azure EEES

1.

BRI https : //https://console.aws.amazon.com/inspector/v2/home B Amazon Inspector F 12

Ao

FEEERPREES,
i#1Z Create connector (B E#83),
AR TIER :

- B - EESBENE—FE, WEEBANEARERS , 528 (Amazon Inspector APl 2
Z) ®H CreateConnector #4E, Amazon Inspector

- R (BA) - WEESRNET.

/A Important
BBNHERARBEENAR , RMEBEFEEHTISHR. BEIBASSHBE
#A (Pl

« Azure 38 F ID — Microsoft Entra ID & B FREBIRF. £ Azure A O#ILHY Microsoft Entra
ID, BMETHE,

ENERMANIIEE

« VM ##3## (Amazon Inspector VM Scanner X EBEXZBE E Azure VMs)
- HYEARAREHE (EBXBHEKMED )

- ACR R fimH ( ASRMREIFREER )

B AT EE. BERAUER 2B sEUpdateConnector,
RELNEZHE

o Azure TR - BRERREERBAFHMWMAELTRE , S5 EMHBIIDs,

« Azure BiF - BERERMAME Azure BEHRERUSE EE,

RESBRR

ERRANERRR , NEBILTWERRIR, 88 RKIR ARN Z APl () PR XA ENHE

fZinspector2:CreateConnector,
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8. HEHELEMW Azure FREETE , 7£ Azure IRIEF#I1T ( 52 Ethe section called “E%E Azure”) ,
REBBIBE ERERS,

& Amazon Inspector VM Scanner Z &

MRERRA VM #F# , Amazon Inspector A Amazon EC2 Systems Manager Automation £
Azure VM EZFBFEIE Amazon Inspector VMs Scanner RIBREN ., F£H SENE :

- TEEFHRE,
- REEXZHBREZINRE,
« Amazon Inspector BEB TR A WMIBE (2%, EF. EFEREER),

Amazon Inspector £ Amazon EC2 Systems Manager Automation REEMEBERERER,
HEMA VM 7, ELAERFHPEIL TS IAM BiR,

IAM OIDC &7 iRt &

Microsoft Entra ID £/ T 5I#878% 237 IAM OIDC &7 1RHE :

- %1T%& URL : https://sts.windows.net/tenant-id/
- AF® IDEE : api://app-id. api://AzureADTokenExchange

- B FTAEEMN 40 EFTFR (0 EE 40X ) . AWS STS BB JWKS inMBEBEFA , MARE
E.

Inspector2VmScannerRole-tenant-id

B 7 Azure VM L#11TH) Amazon Inspector VMs Scanner {22 I A K& 43 355& 81 E% £ Amazon
Inspector, LtAEEIRSDEMEFEA OIDC Web Bi& Microsoft Entra ID& 7,

FEBCR :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

=nes
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ERAEER

"Federated": "arn:aws:iam::account-id:oidc-provider/

sts.windows.net/tenant-id/"

},
"Action": "sts:AssumeRoleWithWebIdentity"

AR (TelemetryPolicy) :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "inspector2-telemetry:*",
"Resource": "*"
}
]
}
B

* inspector-managed = true

Inspector2SSMFederationRole-tenant-id

BA OIDC BtEZE Azure METEZEMNBEIRS 2 RF. LLAEH AssumeRole F DispatchRole #&

f£ , A Amazon EC2 Systems Manager #&1F , LAEUE Azure B#1ERY Web & 2 F 5,

FEBR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:root"

},
"Action": "sts:AssumeRole",
"Condition": {

=nes
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"StringEquals": {
"aws:PrincipalTag/caller": "SSM"

},
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::account-id:role/Inspector2SSMAssumeRole-tenant-
id",
"arn:aws:iam::account-id:role/Inspector2SSMDispatchRole-tenant-
id"
]
}
}
},
{
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
I
"Action": "sts:AssumeRole"
}
]
}

FF AR (FederationPolicy) :

"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"ForAnyValue:StringEquals": {
"sts:IdentityTokenAudience": [
"api://AzureADTokenExchange"

},

"Action": [
"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"

1,

"Resource": "*",

"Effect": "Allow"
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]

ek

e caller =SSM

* inspector-managed = true

Inspector2SSMAssumeRole-tenant-id

#1177 Amazon EC2 Systems Manager BE1t, , #& Azure VMs IMAAZ EHTER. LACSEIH
EEEARMA. $ABEIEH Amazon EC2 Systems Manager , LA K #EEL B Bt 3044

EEBER -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

}

FF AT X (AssumeRolePolicy) :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
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"Resource": "arn:aws:iam::account-id:role/
Inspector2SSMFederationRole-tenant-id"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::account-id:role/

AmazonEC2RunCommandRoleForManagedInstances",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ssm.amazonaws.com"

"Effect": "Allow",
"Action": [
"ssm:CreateActivation",
"ssm:DeleteActivation",
"ssm:DescribeActivations",
"ssm:DescribeInstanceInformation",
"ssm:PutConfigurePackageResult",

iam:ListRoleTags"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ssm:AddTagsToResource",

"Resource": [
"arn:aws:ssm: *:account-id:activation/*",
"arn:aws:ssm:*:account-id:managed-instance/*"

"Effect": "Allow",

"Action": "ssm:GetDocument",

"Resource": [
"arn:aws:ssm:*:*:document/AWS-InstallDistributorPackageOnAzure",
"arn:aws:ssm:*:*:document/AWS-InstallSsmAgentOnAzure",
"arn:aws:ssm:*::document/AmazonInspector2-InspectorVmScanner"
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"Effect": "Allow",

"Action": "ssm:GetCloudConnector",
"Resource": "*"
}
]
}
E%

* caller =SSM
e AzureTenantId = tenant-id
* AzureApplicationId =app-id

* inspector-managed = true

Inspector2SSMDispatchRole-tenant-id

AR Azure VM B |, I3%EIB Amazon EC2 Systems Manager Automation %'k Amazon Inspector
VM Scanner RERERX %%, Amazon EC2 Systems Manager t A& SRE B ELET , Wi
AssumeRole B5E# Amazon EC2 Systems Manager,

EEBCR :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

}

FF A BUR (DispatchPolicy) :
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::account-id:role/Inspector2SSMAssumeRole-tenant-

id",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ssm.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm:*:*:document/AWS-InstallDistributorPackageOnAzure",
"arn:aws:ssm: *:account-id:automation-execution/*"

]

},
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::account-id:role/

Inspector2SSMFederationRole-tenant-id"
},
{

"Effect": "Allow",

"Action": [
"ssm:DescribeInstanceInformation",
"ssm:ListCloudConnectors",
"ssm:GetCloudConnector",
"iam:ListRoleTags"

1,

"Resource": "*"

}
]
}
E%
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e caller =SSM

« inspector-managed = true

Azure EARNEMAUESEEAER ID URI BRESR api://app-id.

BEB T Azure VM X ERMIARKERNZES D, EEEBHEIEFDERGHN VMs |, BE
Azure IREBEH A DeploylfNotExists B,

% Amazon Inspector VM Scanner KERRXHFFMERR , 52/ Amazon Inspector VM Scanner,

HE , WA LLF E L2 Amazon Inspector VM Scanner REBIER ., HRBEFZ Azure VMs KIEEFH
ZH | FBEA Azure VM BETIER TIEE. WMFER , F2 B Amazon Inspector VM Scanner,

B EBHREE Azure VMsETTHHE , R TIREBEERE VM

- #3|# : InspectorExclusion
 Value ({B) : true

B ERRNVEE

BiEESRc®  BALEBEEHERN Azure AT Azure BEIRFBEHEE, MREFHBE
, REHBESHEARN 15 7ERNEN

AEEECN  BIETHEE

- MREKREFSFEBEHE  FRASELAETFNBREESE , EFESPEI L ER Event Hub B
.

- MRBKELEZR[FE (BB B3I AWS Security Hub CSPM) |, &£ B /N E7E Amazon
Inspector P EEE, FRAIEH B AWS Security Hub CSPM €&,

« AWS Security Hub CSPM E #2388 E &1 7] LA/NRAER Azure A F# Amazon Inspector F{E
ARENEFZEEESR.
En iR E LS

B EREER% , Amazon Inspector FRRRNMIBEEN Azure ER, VIRBESEERZUREE
24 NEETEHIR, EERBDEEB[ETEREEE

1. £ Amazon Inspector & , EEEMELEFREREEA Azure ERFTEL
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2. BEZHEEHE , LIBE Azure ERETHERREMEE,

3. BEEES | BHEE Microsoft Azure IWE S |, WHEFREESSE/EMREBRET Active,

4. A VM 1B , BFEEE Azure VMsE = i B #47 H # 7~ Amazon Inspector VM Scanner RERZ AR

5. EBEEHBERESWRERFEEGE , BUghi Azure BEREIEBE.

(@ Note
EEREERERGKR —H, EFTSNAEREERLER  EEBRESRESEAREL , YER
AERINEENAR, T8  FREEREZE K REKZUEEE 24 MRS EERE B2 ER,
- RIEBEERNBRERER—ERREESERE,
o WMERFAMNVABTEMN  BFRE ©BZBF M CloudWatch 181,

SEEEPE R
MPEERRERRERFERE 24 NEEARET , FREUATARAR
& R RN R AR AR
HEE Azure EARXEMES ERNBES S DBE , B AWS BHIRF P EERE IAM Token Issuer

URL,
LI 8E — L Azure BR

SERRATREHR TR R R &4

« Azure IRIEFFE EIRFCHH FTRIGH

- FERAREXFEMIKZE Microsoft Graph APl SF TN EEBER =,
* Reader ABENRNEHEMELENEE,

« Microsoft Entra ID A F R EFMEN BFEER,

BEHORER , BRITTIIEME

1. EERRENREFTEFAEER , BREN Amazon Inspector B2 Microsoft Azure BE R JoiRIE
#o

2. BREAERAZMEEEESEREN L E Microsoft Graph API FF 1,
3. MRS ERAHASFREEHHGERNESENSNAR,
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ERAETR

HEE2 Event Hub IEFEZEWEH, 7£ Azure AOBUHRE Event Hub 1512 , MWHEFEAWSConfigiH
EEREREEE.

VMsKIF#
#&2 VMs B2 Amazon EC2 Systems Manager i3 E G ERE N , BEEHTZENEER

o

ACR & KT

RN B RBHE LERARDERE.
HESERLEN

ELSEEEREELIETMN Azure BER , TEASEFELARERDE, EXLEAEFHTE
WS , T EFEE P MHE Event Hub BRI,

Amazon Inspector 2047 B I8 & R 58 Bl =&

FEBRUA Amazon Inspector B Azure B4 , Hitt EiRIR M E N E RSB A ERE AWS

Config, Amazon Inspector M1 EH M AWS R (REFEE) F , BHARHEMERREHEVREZHEER
ARRERNEEMEETEER. EEERSNFTIEBRENRE  RMHEBETEREPITEHA.
BZREA S 2B EN,

ERBWRTRIRA T IR TR FRANER AWS | URREHZSERT 26 !
- BIRFEBIFF : Azure 5 ID, FTE ID, LB (B ). ERID ( EREE IDsHEHE, BREH
&, EREH)

BLERANcENER - SFERKLNER , URBEFERERVER - tERFARBHEE
B AWS ERELEBIFETERMERS, SABEETEEEREVRB,. RBRFECEMMERE
&,

£ Amazon Inspector H iR Azure E #2258

EERE%E Amazon Inspector FHEE Azure 8IS R ER | S A LM Azure EHEE.
BB EEENERETERR

S M Azure EHEEIEE
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 Amazon Inspector 1% L- 17 B E 3R BBV FTE Azure iR,

« Azure EIRN R B REFE SR,

« Azure ERTEBHRERESEERED,

- MRIRMEEERESFEE (FEIB EIL AWS Security Hub CSPM) , MIBREFSEEERSTES X ER

FELEESR, Amazon Inspector S B E B RIS E £ E R IR N,

- TEEHEBR Azure RIEHRTEM Azure FEAREREEM. Event Hub EREREAZFA, MREAMAR

& AWS TEHEE Azure EIR , BLAFHERIELEIR,

® Note

ZIEI% R Ed AWS Security Hub CSPM = AWS Security Hub CSPM CSPM # A Azure FEATER
M, FEZ1ERER Amazon Inspector 225 MBREAREN MM, Hitt REMAKETS.

il BRIE =25
MIBR Azure E#E28

1.

o ~ w0 D

BRI https : //https://console.aws.amazon.com/inspector/v2/home B Amazon Inspector 12

L
Ho

EEEERTIEEES,

BEUREMIBREY Azure EIEET.

BIE MR,

FERREEL RSP |, BA delete WIBEMPRERSS,

BB AT LAER inspector2:DeleteConnector API R VEMIBRERERS,

/A Important
MREMBREEEERI T 6 NFREY I ERES  ERENKSTETE 6 N, HEHLRE
BN EREL.
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Amazon Inspector SBOM E 4 &3

HEYEEE (SBOM) REEHBEMEN tH, BRAEMEHEWEXNEEFE, Amazon Inspector
SBOM E4% 25 (Sbomgen) 2 —fEE4E SBOM WIE | ARAH1E, A&, Bk, AEERHK , UK
mFEGOM —H# I, Rust @SbomgenEHITECLZEEHFHBEANER, E Sbomgenik ZIEEIE
R, CEHNES4BRE. RAMHEAPEER, Sbomgen REKEHHEERERAE CycloneDX
SBOM, f&HJLAfER Sbomgeni#% CycloneDX SBOM E4E ARSI STDOUT HEA |, I#& SBOMs
35 E Amazon Inspector ¥ 1TiREE R, EHBAILAERA Sbomgenfi s CI/ICD BEH—&8% , LLEE
RIEASERGMAIBEEBN —F2. hitps://docs.aws.amazon.com/inspector/latest/user/scanning-
cicd.html

Amazon Inspector £ Sbomgeni{THEZ Eiw#EII8E. B Amazon Inspector EiB Amazon EBS
R [E 20 AT 51T Amazon ECR BESMUGIRIE. AWS Lambda B E3%#HH Amazon Elastic Compute
Cloud $fTEBNENREEXFEHER , ©8ESbomgenBRFAAUEE AR BB GHNEREES, It
EHEARNEILSbomgen T ERMEMEBEIMER I , AIZEE#E SBOM ELXEEES TEN TERE.

xENEFEE

Sbomgen Ui T FIE 4 R BE7F

» Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

+ Java

* Node.js

« PHP

+ Python

* Ruby

* Rust
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https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
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X ENRFREAERE

Sbomgen AT ELIEHE L Dockerfile , YRR EMGEHFEER LK , UHARLRHE, WEFHE
A , 2B Amazon Inspector Dockerfile 22,

Z % Sbomgen
Sbomgen EEAR Linux fEER#R.

MRS ESbomgen D T A HIRENBR R | B4 BDockerZ# , Docker TEEDITE HARKRSE
HBREPEE . tar BRI EH A,

Amazon Inspector ZZE&ESbomgenftZEL EF THEBRENRKAIT -

« 4 g% CPU
+ 8 GB RAM

Z % Sbomgen
1. REBHIEM URL TEEZITHY Sbomgen zip &2 :

Linux AMDG64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
amd64/inspector-sbomgen.zip

Linux ARM64 : https : //https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
arm64/inspector-sbomgen.zip

HE , WAL TEHENRA Amazon Inspector SBOM E4 S zip HEER
2. EATYGSHEBETH

unzip inspector-sbomgen.zip

3. REHNBESPREATIES

+ inspector-sbomgen - iE 2§ #1TLLE 4L SBOMsH T E,

- README.txt - ERFH B X#HSbomgen,

» LICENSE.txt - ltiERITE WEBRESbomgen,

« licenses - WERKRTE FRANE=FEHNREEFSbomgen,
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https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator-versions.html
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« checksums.txt — lWERIEHSbomgen T B HE,
« sbom. json - iERSbomgenT & CycloneDX SBOM,
« WhatsNew.txt - WERTERENEERDF , HETSIRERTESbomgenkk A& 2 BEH £ E
B8 E MUk,
4. (EA) FAUATHTRIFIENEEUENTEM. !

sha256sum < inspector-sbomgen

« B RBEchecksums. txtiEENRAS,
5. FRATIGTSETHTEFIRTIE

chmod +x inspector-sbomgen
6. FAUTHTHEER Sbomgen BEREINEE :

./inspector-sbomgen --version
LREZEEFEINRLUUTHREE

Version: 1.X.X

5 Sbomgen

AERAMFER AR S KX Sbomgen, BT LUEBSbomgen N EEIHIE— 5 T HRIMAER . ZERIT

BLEE S | FEHIT list-examples®H T :

./inspector-sbomgen list-examples

EAEARMREA SBOM A kR

& LAMER Sbomgen BRBIMGELE SBOMs , WiSHERBHERER, BILUER container ¥
SRUA LI,

gh

ETHERNBRESR , BRI image: tagB R ABMREGH ID , ¥A§ BfRoutput_path. jsonREBE
RN R BT,

# generate SBOM for container image
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./inspector-sbomgen container --image image:tag -o output_path.json

(@ Note
RERFEAMEIORREEA D, URENBE, BIHRETETHRESbomgeniEE | &
AURLEENRER,. BNWREEEXERERE. THN LEKE.

Sbomgen # & # A BScanSbom , Amazon Inspector Scan API A& EEEE#EIB 5, 000 BAEH
SBOMs., #EIZH|F , Amazon Inspector Scan AP| €@ HTTP 400 EIfE,

MERBESKEFEERRIBE &K  FEBTMEM Sbomgen --skip-filessIH,
gl . BRIERES
HRTIER  BRREFH RS RN

« InvalidImageFormat - EAEKMN TAR R, BEAEEERIEEERFRBI T ERNESR
BRIGAFEE 4

« ImageValidationFailure - EREMETHNREENSIATRERFLRAY , IO HFTNRA
ARERZE, TERNEAFEREN AN SHA250 REBFRFER , FELE,

« ErrUnsupportedMediaType - EBETH B ET X ENHEBERENR4E, NEXENERBEREYN
HEEF , BRI ENEERAENERER,

Amazon Inspector N #&application/
vnd.docker.distribution.manifest.list.v2+jsoniEE %A, FiB , Amazon Inspector X
RENEETE, RIEEAEABTEBTENRGE , B IRBIEEERE --platform 5| LAY
FhH, MRKREES|--platform® , Amazon Inspector SBOM EL RS RIBEBTAHENTFLEED
BEWERAFE,

e B s MBEFEELE SBOM

A LA B #F 3 FSbomgenE 4 SBOMs, EAILAEA directorym® archive FinH XREA
thIhEE, EERERERERKESE SBOM , fll0 F&E git f577ER | Amazon Inspector B35
b IhEe.

Ehla T 1

THRABHRERRE HERELE SBOM BN FiHT.
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# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

g hla T 2

THERABHRERRBEFERELE SBOM N Fii T, B—XENHERXS .zip, .tard

.tar.gz,.

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

& Goz{RustiR=ZH —E N EELE SBOM

BT LA 4R Rust Gofll —#{ufESbomgenE 4 SBOMs, EAILUEIR binary Fo TRl
R

./inspector-sbomgen binary --path /path/to/your/binary

fEH L ER[EE L SBOM

& ] LAE A Amazon Inspector SBOM E4 SRR ER R EEE SBOMs, B LAEHA volume FaiF
BALINgE, ERRESNMRAEUBRER , BREFEALIE , SIS HEERAKMN Amazon EBS &
KRE, BERZFFoTTAE , HENURERBESEEERREGNEERRKEA.

BRI AT Amazon EBS BBk [E , FiERSHEREZE 2 K% Amazon Inspector SBOM E £ ZEH
Amazon EC2 #{TEEE , WASHBMBEZHITER L, Amazon Inspector ¥ A H it Amazon EC2
TREBEEEMSEAMN Amazon EBS BRRE , BRI LIV HITRER Amazon EBS fRER , REEZIRR
B K Amazon EBS Bk EA IR 2 H. WFE Amazon EBS WEMER , F2E M ER Amazon
EBS? <{Amazon Elastic Block Store fEF&Em) FH .

g6l v
THRABH RERRBRUREEE SBOM W FR T, --path SIHEEEHHUHRENRAE &,

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

gh
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THRABH RERRBRUREESE SBOM W Fo T , BEFHRESR --exclude-suffix 5| HH
REERRBE. EMRETEAREER (HINBRFERHERBER ) K, --exclude-suffixs|¥
BEER. BEERAEERRNERNB SRR EREZI  ETMRL FHEEBNLREER

=
Eo

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
--exclude-suffix .log \

--exclude-suffix cache

BEMEETHMEERRRHSELENAHRRERE, fl , BEBEHET WEERE/mnt/volume ,
HPEE7E EERRE/mnt/volume/var/lib/rpm/rpmdb.sqlite , BESEELEH SBOM /
var/lib/rpm/rpmdb.sqlitehZE#{LE ,

#& SBOM &2 E Amazon Inspector LA B R A

BR T ELE SBOM 24 , BB A LAEix SBOM LAEA R B Amazon Inspector Scan APl F & —an S i
1T, Amazon Inspector & 5514 SBOM HARRBERE , BHEZEEEMERE Sbomgen., RiE
ZHEmA  BEFEVUETREARR,

(® Note
B EAEH AWS 1RFE Efi BEEFAIWIERAF InspectorScan-ScanSbom , FEEfEALLTh

Lk
Beo

= ERA L IhEE | 5548 - -scan-sbom5| BEIE# Sbomgen CLI, &t A LA - - scan-sbom5| EEE
E T H{E{MSbomgenF &% : archive, binary. container. directory. localhost,

(® Note

Amazon Inspector Scan AP| T2 EEHEiB 5, 000 EEHSBOMs, L RHIF , Amazon
Inspector Scan API €{&[E HTTP 400 B,

B LAERA T 5] AWS CLI 518, i#EiB AWS FRERED IAM A& [[ Amazon Inspector 1T & 75 585
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--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

&t AT slE R THIREEE | @ Amazon Inspector 1T & 2 87 Sbomgen,

AWS_ACCESS_KEY_ID=%$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEEREREN , BFEH --scan-sbom-output-format cyclonedx5|#= --scan-sbom-
output-format inspectors| &,

g hlT 1

ar & BAlpineLinuxB\FTIRANE L SBOM, 7 SBOM , i EHKRE A JSON xR,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

L TEER AWS EAERMAREZE , [@ Amazon Inspector 1T 5 5 5 E,

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-o /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

#HlaT 3
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S EEA IAM AEH ARN @ Amazon Inspector ¥1T & 2 B 3% .

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:r0le/your_role

£ A H At 75 #H 8 SR 1B s =81 Th s

Amazon Inspector SBOM B4 FERBEAN G TERARLERNFHER.
FREHEREA

%18 Amazon Inspector SBOM B4R Fan v BB EM T HIRRIFHIBFFE.

« WM directoryF@+ : Z#{L. programming-language-packages. Dockerfile 17325 B #H
« ¥ localhostF& <% : os. programming-language-packages. extra-ecosystems & #2554

« ¥ container¥@® : os. programming-language-packages. extra-ecosystems, Dockerfile,
T uimHEREE
B EHE

BRI HERBHFEEANNNERESE &M --additional-scannersi#E , REEEENEN
RHEREE, UTREREIARTIIRENES BT,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json

LT R ERESR D RS ENE S EIREHRNEsnS.

./inspector-sbomgen container --image image:tag --additional-scanners scannerl,scanner2
-0 output.json
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BBEFBEFRENERND LRREE(CEREHE

ELOMANEERRMEE , FHEFSbomgeniFi 200 MB REDHIER, AR 200 MB HERRD
BEEHPEER, E8ETHEIB Rust 200MB Y Go =i iF , AJREEBRIER. FEERERNIR
|, R --max-file-size5|®. ENREEBHBRAEER , RIS AEERNRE , 1R
DR ERERERIRE

iy

&5l
THEF REBIMMEER - -max-file-size | BRI MER KN,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

AENRERBREHEREAE, CREEAENERRERFERE,

EHERRERRENTFRE

E Sbomgen LB BB GEMEERRE , BILUFER --enable-scratch-heuristics5|¥
RBBEERRFEREEIE RscratchBMEHI SR, MREDEMEA , FESbomgenBiREERMKTT
%, scratch A2 unknown, BBINEEXERKKETESEHER.

(® Note
WEIMAERM  EEARAHRRE  BRAEM.

Sbomgen & & TN HIEANE , WA HBE RN SEAREEAEERRELH L
#amazon:inspector:sbom_generator:scratch:heuristic: *B :
« missing_lib_dir - /1ibB &R EE,

« missing_bin_dir - /binB &FEF %,

« missing_var_dir - /var B &FEE,

« missing_shell - " EEEE R Shell ( % & Tbusybox# kA F| sh, bashashdash. zsh, .
/bin &® /usr/bin),
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g4

THIEHIREMAEEA - -enable-scratch-heuristicss|#,

# enable scratch image detection heuristics
./inspector-sbomgen container --image image:tag \
--outfile /tmp/sbom.json \
--enable-scratch-heuristics

(@ Note
BITRERREE , WAREELRR. CREREERRKTH,

FREERE RS
Sbomgen BT AEMHEIIETEE , WAL E CIICD REFNHBRFTAS.

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— X\~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors

BAILAERA --disable-progress-bars|BERAEERE :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

£/ BREEIEEEHE Sbomgen

EBRHAERHESIRERRE , EUARLEEZHEFTENRREL SBOMs, EAILIEB T

FERHEELEEAER

FREERE T
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EARINEAEREITERE (ER)

HRLEZ  ZEnARBEE®TE2RE. Hlwn , R Docker , WA LAE A Dockerft & in &
MR RBHEEITE P BE  docker login,

1. EARETENBEREHEE, i, R Docker , LA LUE A Dockerlogintn 4 6 & & EH T &
DEREE

2. BBARBHEEZR  BFEERFEPNBRRESbomgen ELEA . BEEFATIIES , FS
image:tagBRABERENBRGEER

./inspector-sbomgen container --image image:tag

ERAEEN G RETRRE
SHEILSSE | BRACHEREEBHMASE , LEBERSbomgeniE R EH AL LI HE.

EEEATIER , Fi§ image: tagBMRALERENRGER |, A& B your_username /A%
BRGHERAEER :

./inspector-sbomgen container --image image:tag --username your_username
ERFEBN G EETRE
HRIEFE  FRENEBREZRFZTERE . txt BREFP,

@ Note
BRIMEAEERACHEBLER, BEROUEIZETERIFN.

EEFEATHES , 8 your_username R ABENFERERT |, password. txt# MR ABETE
EENEFBRFR . txtWER |, Xi§ image: tagMRAZRENTBRETR !

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag
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ERAEER

RE #EHlE L Sbomgen
DT RER EfF A= &H SBOM #HlSbomgen,
A& SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {

"timestamp": "2023-11-17T21:36:38Z",

"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl™
}
]
}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141effl17e50"
},
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84bldda6bb386c4asde@b61de2f2119"
}
]

KRB KEHIEH Sbomgen
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}
.
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I
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{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

.

{

"name": "amazon:inspector:sbom_generator:source_path",

"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

Amazon Inspector SBOM 7 4 83#Y ST BI AR AN

AREFETE Amazon Inspector SBOM E4 SRR ITRAMERMER . MFEZZE Sbomgen HIHETE
# , BFBE L ZE Sbomgen,

BRHTARA

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Fa AR SHA-256 HE# A
Linux AMD64 1.15.4 d379121b4b117c2c5e
| 0ddc7b9a964fd9b136
Linux ARM64 1154 6302b0924f93bb36d5
e5edb04842
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.4/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

TS

SHA-256 &

05263f81ce46e177e1
7a6e9b9a477f4d03d5
129aabe4351d3e509¢c
bf0c6531a5

3b0a8ebb82c1ccf683
b06794cc30b7106185
f4c9c6e527d98c8f23
86¢cb9f3303

ed0f2c796b0ac2a8f5
2d2c8f5a0722f7a72e
d2dca3811cc726¢cbe9
€29630c915

fdab1852463cc75903
33ff3d0bb6c088f0da
01cbce287c97a2c448
e183efab43

96b87405d

56f48d8697b6da2bbe
8a868b56bfc053c427
8afc2456e9ade810f9f

[ HUES
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

405d52793
3943e56b8
84773b987
1b1a63beb
5ee06a245
7e7dd6ead6c6921773
7

d57d203d1
b1085968b
4ad9109ad
638a8b069fa15d3d0b
c008eadba8350df7a0
c

bdd29a252820265dc8
715ea69bd15e0cbd17
16397f923e3f70fd74
6775ee82ee

€85614cd3343f02331
90e85981b
b5ea18482
214a1d218cb2287c3b
4e025a06eb

336d8aad1d57c41c67
bc1f0252579f29fa16
d71d6d8a5c5908e045
99bcaf28f3

4389ed3df5cfd0817d
35a6284d93bc6457¢c2
48826b723240f92e38
26a32b7e97

[ HUES
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.15.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.4/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

a498d19194c4c79c1e
fc8a69f6e512ee€9e86
290cff7dc7fb45bd4b
647e5fa629

d06b822e633d9d80dc
81597d1c17f6df424b
542c62dfd05671bc39
fd1c7c0f95

26f019f09dc5f4ce73
89e9cf2a852bb2ab5c
918740ce13dff5ca68
bccea20965

fcab50fcee81f14272c
1f861ee8d5507d0fdc
c67d555056ae78ec18
d0707a7966

2b9512ea9acdc1eb1a
a155f7f664f92b4dc9
6e14d3849fe1f1d3aa
51f481b627

f23dafdf0127dfd61a
f2678aaa67643bf1f0
909689487febe68143
0302a0c8a3
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

f884433321762afec8
89acb78b935a9a6f5f
b92fd4bbfala54ac03
7e9f24c351

55c62f54dd96e13c08
5acf946cd2a841453a
f00918050331a86b2b
83d1f80eaa

86011ffc7ee1a85d4c
b411ad807566d7fde3
7fe9756a9a7e5a2d22
205645f2d2

d4b6328867f0cac169
8ec4e0862cbdf45af0
68888ce3c1ed30d780
b110c909af

c100ff7a65f2795ada
9193aealf2944ec677
31313a6eb8b841a0ff
bf0ebba2c9

3ceaac63796f6cad7e
9b5ae7c29bf8c896b2

0Ob2616bacdeb5ea1265

5c30467164

[ HUES
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.14.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

f6d81b76f46a7461a2
191a72880
a’ee90al13ebd4cibia
2ab6cbc7b469613bd9
3

6d69¢2394df58ccf09
40f3495044b90c3f5f
ecaz2650d7af14f2000
ab37c4e96e

c1d77171941f324519

bccf78339e71a8961b

7bc2a26351772c09dc
6fb9dde83f

d4b0eee17c269fcaef

7361f714976d31cb49
4c68eadf9a9cd8e628
ee14810a7e

2d698b47d
2a6balb431c1161bc
fba7bef4d9041546e6
24086d4b0dfff122a3f

c76fe1bd84ffe92709
21df1d708fc0e49c53
aa7717d29a90d5cec3
cee772f0c2

[ HUES
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.13.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

1112b3952
81eabd67e
20062429bf1603ba64
56746d6941f2edfale
€0812b34b6

25e618000ffc4aceaf
002c2fa3e97d0564d3
76acc34e9e442cdd76
9f6c805248

bef68671bc532e4fb5
29500b62d7af836012
3cd967308d41ad0ce8
f43f7762fb

4f11d7037efad43f44

2c4edf7ba28774c4fa
706fb7622e4fbab645b
b3ad3958¢c9

809eb7cb80d24fbf6f
fdd124438d53a90763
2¢222e924913ebd610
44ca949490

057f9e4c9970aedadb
da0685e7e02436fd52
23fbe81cec65138551
c63ed77bal

[ HUES
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.12.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

SHA-256 &

5172a5556¢f46f9fbc
5cf1d35bd382919fb6
b41acalec938db3a75
530060b0cf

c9e2da7b076dc89dc3
9a962a7dd9c7d1fd29
230a4eec7eb95f951d
6a179093d0

9e33622a7874adfe71
9ab7db75a1e44f4b5f
ae3573374068b501c8
9f0accfcfe

78d5a7f800fc26ba86
adab5b634431a91c00
7075e06d6ce46e5068
7d5156184e

Ob7a553d7d2d17c40a
62f1a11013bc46fa2c
3814f407c11130e15a
f3fe313769

5ce9e315a4f8f90ff5
eed7ab058efc8dbffo
593d66d3fc455f1c37
€882ec6466
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

—

(]

—

(]

—

(]
o

—

o

—

oo
w

—

oo
w

SHA-256 &

dOef4c14fec6cd2e70
ae55b3e44
d17d02713
2947596e8ef861c0ef
c3c0eb5a871

2d8145011c13f5611f
c30f4510785d53e98b
911717f6dbe69616af
4d4b0df61f

78b377b27
30eb15476
173e40885
4542e191€953663af3
€0928dddfb8608f465
5

985bdc06d25ecch87¢c
4a81995¢c8a2d3c78e1
c02beea309a620b2de
4954767591

54eed5a772f68320f3
906bec5920e3a19da9
04abdace10f985b878
59015eef89

febd74a397fb0cdd33
56072503f08465ab87
2d1620d59
a2ab7d83bdb076c929
d
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

RN
oo
N

RN
oo
N

RN
oo
RN

RN
oo
RN

RN
[00)
o

RN
[00)
o

SHA-256 &

2e4e3c754e23004634
9dd975feb48fa953ea
5a2de190cbbc17c¢1c8
5043936b5a

449a49e22
2a2bdffe0353435d7b
04b0556b35a391c7b9
714ce46d1a5382bc3e
2

9ff7958e298d2b228b
0c7617f0a9a8732545
87fc26aee9826¢c3727
3650b389e9

6737584fd2c7d24b56
777d02846
d1737f47d0121344ba
ea217a3e5368fd98fcc

ef32e7fb4eelaf1e47
d6b528b47293fc7127
c7a7539f7354e84452
626a4c204d

0b82ddc691a517bb8f
c6ccd67b80ca566b11

7a1bb410c05764c9b7
e3ba76¢510
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

RN
~
N

RN
~
N

—
~
—

—
B
—

SHA-256 &

3fba95d44aaea55ad0
6d3c7635a671662c48
3474578376d3f11e84
474f8de25f

1f4b52e3d80de87b92

b563a78bac4a2d898e
7af82db5b6791d899d

516e97cfbb

c44ba9bficfeb3ea2d
6d0b15d25
816800a50
45a438474f2f77c390
bac41aedcb

d37c5b1605bf82260d
a0b0f36311c83b1646
a4327c3fd8169badb3
a978470c9c

bObeb602a
6ae439d4e
307bd99682bc8a419f
d7d5e78a278bfc718e
b18e00b05e

95ff2d9df2fcd1982d
d705df1e763f57a0b4
99b6fe06801e9a8086
9e2e464831

[ HUES

203


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER

7L
=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

—

(©))
w

—

(©))
w

(o]

N

(o]

N

SHA-256 &

a6316c2ecd5fde7091
d1099335f45f0e2400
b3977c92ee4d72bd1e
b359320e61

9751ba5e5c6¢c6¢c0aef

7d29b1c4adbd4088da
3a07bb77eaa7de3f04

aa33ad8562

b6a309e87
Q9aaa78d7d
8e224eb5214df5fd41
5244d370885e6c8876
db5a4181d2

59ed0b7eb
7d1eadadb691f058d3
2634a03a856ba03ac2
ddb8cd3599ceb55cb9
a

8d8ba0653
5be614a4d44b1bd74c
66d1fd4874ff9ab788
adbe23aa5229db9c68
7

2bd7b4a88b9c6b041a
6ff82f7f9bc116b76¢
f410bf6eb896fc8d68
e717b55f2a
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

TS

RN
(o]
RN

RN
(o]
o

RN
(o]
o

RN
(6]
(@)}

RN
(6]
(@)}

SHA-256 &

3e3d62dc794b31d9d2
de1904592cf42f25e9
f42c30eb90cc53385a
60b42f1a63

ad89f670908fb0b48b
ca0242f3ac58e7179f
6fabfcc9a2b3fd0e5c
3d79e27539

ffe671c2c1d1c2142a
4af056d1c179eaffbc
3925f5afaabf3d655b
d495cebelc

a733c0b00c7225369¢
68ad47c57846b4546e
2c9f47580ab98394ba

efc765c134

ebcfbe565631de5bc6
1b1d55d70
a2d15b965f628678a2
b60cffd01cd0c344 31

a8e018ceee3ar76dd42
71f966015¢c216438b1
1ee807fcd970753e78
6baa335b56
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64
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w
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w
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N

SHA-256 &

aa8c1ffacc563b8797
5497f53eddec0b2939
7a898fac19f4902b8a
cb7eeb347b

c6ba98d441aa88d3d3
150449c098cd13ce3b
aeccee45ad4c9a1326
f8bb8f87fc

d493¢c23121101¢9c3d
f888e717bf81d7f7b8
1809754f3492e1ae52
f02b089b68

8dfa5¢c97b3bd45da48
7706e95d1894290f53
b113247bbb89b9fac
6dab8184b6

ff6233d7da9f7e9635
89a0eb8f07bee2ca3d7
5360365chb6b6e35458
5c¢f1371910

fd31efb6031754b2bc
8414d7fe9dd14a0677
67704145af0559b350
Occ437c7ee
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER
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=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

—

($)]

—

($)]

—

o

—

o

—
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o

—

o

SHA-256 &

391fcc52117fed79ca
e6e92a9e2
25732166a6df2582aa
7f6b5230149761f673
2

f9bc90d18724193db0

f5ca3b79136adb7b49
fa33fa179a5e87b4d5

12f256b56b

d7b6cb84053358e462
d76488d019140ecd05
ad405217a
60a96b727fb062880f
e

067dcf5¢302160a527
0f89aed3f941bb0571
dcb8a59f75dddb1b77
47c2a82ec7

c8ca73761afd742e1d
eb98b04eb5714c9c2a
574b652a7
63b18e235
60e66aea24

188d97577
82278653e65605aaf1
86feda104345ba2fod
e438873e568f1f6204
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER
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=

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

RN
w
N

RN
w
N

RN
w
RN

RN
w
RN

RN
w
o

RN
w
o

SHA-256 &

57dd5d135
600e84690706cfe958
60e78149988d37cf81
429¢ce97b9256d179fb
4

91526ecdafc6cc3718
fabe75b2693ace5eff
b9c0af3327b484b7{5
a154929997

097ec83907c459a36d
€11c92d016fffd64f1
c33fd4bcbf2af465e0
979b0d9237

aa93a3d402abc4a986
a9ad9d3de8fcca81ee
25a55596ac6dc4502e
d1d6819502

21439f92¢c314daf136
832cab676a65d28876
8aa69fc6dcd2014a30
38b2701eeb

4a41779b0c3b32242¢
edef288de6c1bf40fd
a0d4246b32fd0cd8d4
e51e58f94b
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector

ERAEER
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Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

Linux AMD64

Linux ARM64

TS
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N
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—
—
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—
—
—

SHA-256 &

€022e95e59f1790949
bca8dbbb6478a5d3fb
677ccd45aa4ba30ebd
91ae86ad65

824acc5bb5b0210954
fe9ab089d9461453a4
975d34292cc0c67683
7c3a7279b4

9625b1a8ae1937ca21
79c2535a0ffceca934
138e0b66feac9bal3el
4ffaa22ec5

7f387e560041571fb5
2efd9e620bf2b9e3al
67ca781e88aaa977b2
b8acdebf35

6809b7e46675c66e3a
f354c53433dc46¢c4d1
ddaf258e05ba15e38e
784ea0285e

6361e59fb2448c66c4
698ea33979ecaaefc2
af4420034aabbbe741
242f60dbdd
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector EREER

T & B 2 SHA-256 & #

Linux AMD64 1.1.

o

f84c8815413d451490
b38509950235f88713
c0c61c7259a4831934
995664bd8f

Linux ARM64

—
—
o

aaffefb5e44195dc55
d5fd3289e511720f64
¢130644cbd58103cf7
f36e96f058

Linux AMD64

RN
o
o

cc126e24962f1a6497

cf17679b3e3b73be68

963c47e3968a56e73c
aacf045b5c

Linux ARM64

RN
o
o

5d5bf97a4acfeaaa73
ad6¢c918738188e0c82
2e475ef37a334e49d7
7ba907b08a

Amazon Inspector SBOM EL BB EXRKES

Amazon Inspector SBOM Generator @ ETRIMNIEERSE , UERERFETHETEAXBFEHEN
D, EE SBOM WiHBNER T MBIEXERRVER , B UBINRRZEEMHPNRE, KEE
#REA Amazon Inspector SBOM Generator X BN FRIEEZRREHESHNEEIIRE, WFE Amazon
Inspector SXIBMEERFEHBET , 5528 Amazon Inspector TEMEERFEMERRTES,

X EHERER T A m

Amazon Inspector SBOM E4A SR E THMEXRFKAM
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Alma Linux N/A =
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/supported.html

Amazon Inspector EREER

£ & T IR =D
Alpine Linux = = N/A
Amazon Linux N/A = N/A
CentOS N/A = N/A
Chainguard = = N/A
Debian = = N/A
Distroless = = N/A
Fedora N/A = N/A
MinimOS = = N/A
OpenSUSE N/A = N/A
Oracle Linux N/A = N/A
Photon OS N/A = N/A
RHEL N/A = -

Rocky Linux N/A = =

SLES N/A = N/A
Ubuntu = = N/A
Windows N/A N/A N/A

LLAPK REBNERXRREHES

AETE APKEEERREHESTENTFAENEEINGE. WFEFMEENR , 5528 Alpine Linux #5
E# Alpine Package Keeper,

LAPK BEBNEERREHES 211


https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper

Amazon Inspector EREER

xE¥E
UTRXENFE

+ Alpine Linux

® Note

A APKEL R , Amazon Inspector SBOM B4 S #® /1ib/apk/db/ BRINWEEH
&Hl,

FTEIEE

- ENEEES - HREECREENANER
« RAKS - EREBEEZREAIRA
- BREHER - B BREEREEHFNRREHF

gl
THRRES RE APK BRI ER RN,

:Q1J1boSJkxrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-11

:x86_64

154253

1110592

:A compression/decompression Library
chttps://z1lib.net/

:Z1ib

:z1ib

orc 4 Hwun>r»r< VN

LL DPKG AERNIEXRREHES

AETE DPKCGEEXRREMESTENTFANEEINRE. WEFHEE
Debian &,

7, 5528 Debian ik L8y

LA DPKG AEBNIEXRKEHES 212


https://wiki.alpinelinux.org/wiki/Apk_spec
https://wiki.debian.org/dpkg

Amazon Inspector

ERAEER

xE¥E
XETHFE,

* Debian
« Ubuntu

(® Note

HH DPKGE R , Amazon Inspector SBOM E4E &M /var/lib/dpkg/status BRI

SEHFREN,

ETERE
LT 2 DPKGEMERZREMHNEE R

- ENEBES - HREBEEREENANER
« RAKS - ERSEEZEEAIRA
- REEHEG - BESECREEFNREEH

ga 45

THRABHERE /var/lib/dpkg/ EREVE A,

Package: zliblg

Status: install ok installed
Priority: optional

Section: libs
Installed-Size: 168
Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64
Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1
Provides: libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)

LA DPKG AEBNIEXRKEHES
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https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/debian-policy/ch-source.html

Amazon Inspector

ERAEER

Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.

Homepage: http://zlib.net/

L RPM AEBNEXRRMELES

FEHEE RPMEEERREAESIENTFAMEERE, NFEFMEA ,

RPM Package Manager,

xE¥a

XETIFE,

+ Alma Linux

* Amazon Linux

+ CentOS

» Fedora

* OpenSUSE

+ Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

« SUSE Linux Enterprise Server

(@ Note

FH2E RPM #83E R

¥ RPME R , Amazon Inspector SBOM E4£ZBEH/ /var/lib/rpm ERINEEHH#

FTEIEE

LT R RPMEEERREMHESHEEIIEE,

LARPM BEBWEERRERES
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https://rpm.org/
https://access.redhat.com/solutions/439953

Amazon Inspector EREER

- ENEEES - HREECREEANER

« RAKES - EREBEEZREARA

- REEHEG - BEBREEREEHFNRREHF
« BRXE-HEIEECREEHNRRTEER

gl
ST RRPME B B R A% fr B B840,

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

Windows {E¥RFIRAES

Ed Linux fEERBEATE , Windows T ESHHEXRKESERAEHEERMK. Amazon Inspector
SBOM E4A R RAEWE Windows EERBRAEF. HR Windows BAEXFHE , FAwindows-
appsi?H#i88, windows-apps RIHEZUWE Windows R LELEERAEXNERET. WEHAE

# , 582 E Microsoft applications £RERKES

ETEReE

. EERFMAES - £ Windows Z & ERIEL Windows EE£ R A, BEBENIELRFREAAR
Windows 1E# R BRI E R,

B MISE

T % Windows Z & #IEMERARKEEEZRRBBANMRAER.

o BRI

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion

- BH8RE

Windows fEERMRAES 215


https://www.debian.org/doc/debian-policy/ch-source.html
https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux
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 ProductName - fEERHBBARA ( H120 "Windows Server 2025 Datacenter")
« CurrentMajorVersionNumber — {EZE R H I E ERAK

« CurrentMinorVersionNumber — fE¥£ R F X BRR A

* CurrentBuild - X RN EEHE

« UBR - fEERBMIEFTIRIR

Chainguard BRIGEHES

AEEEChainguard B EHEETENFANETENRE, WMEFMEN , 5520 Chainguard #8i5 £
Y BR £

X&E¥Aa
XETIFA

« Wolfi Linux

® Note

¥ ChainguardBR & , Amazon Inspector SBOM Generator &1 /1ib/apk/db/installed
ERWEEHPEESR,

FEIeE

UTREERE

- ENHEBES - HHSECREEHNER

© RAKS - HRBEEZEEHIRA

- REEHEE - BB SEEREEHNREHS
ga 45

THREREH B 2R Chainguard 25§18 RV E I,

Chainguard BMEEHKES 216


https://edu.chainguard.dev/chainguard/chainguard-images/
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:wolfi-keys

:1-18

:x86_64

tMIT

:Wolfi signing keyring
:wolfi-keys

o A r r» < T

Distroless MR EHE S

Distroless Bes R A& , SHR Linux2 PN EHEEE, REMNEMLARER. DistrolessBER
ESsTEARRXNUEVNENZ S EMENER B4R,

(@ Note

¥ DistrolessBR 15 , Amazon Inspector SBOM Generator &%t /var/lib/dpkg/status.d
BERKEEHDPEER, EX UbuntuDebianfl B 5 i, ELATEHNAME/etc/os-
releaseBRERFEFHMALEE , BT "Debiany = "1 Ubuntu,

TEIEE

- ENHEBES - HHSEEREEHNER
© RAKS - ERBEELZEEHIRA

g5

LA RDistroless & & RV & 4,

Package: tzdata

Version: 2021a-1+debllul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= 0.5) | debconf-2.0
Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones

Distroless BRMEEHEE 217


https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/

Amazon Inspector EREER

Description: time zone and daylight-saving time data
This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

MinimOS EX-&£4

AEBFIEMNMUsEBREGESIENTAMEIEDRE. NMEFMER , B2 E Minimus #8if,

BT A
XETFIFA,

 MinimOS

® Note

HRMinimusBR & , Amazon Inspector SBOM E4 & /1ib/apk/db/installed BRI
EEHPBER,

FEIhEE
J‘)\T;EIEIIJ Beo

- ENHEBES - HHSECREEMNER
© RAKS - HRBEEREEHNERE
- RREHEG - B BREEREEHFNRREHF

LT RMinimusE B IERNERTH .

P:ca-certificates-bundle
V:20241121-r1

A:aarchb6s

L:MPL-2.0 AND MIT

T:

MinimOS E# &4 218


https://www.minimus.io/
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o:ca-certificates

Docker Hardened Images E# %4

Docker Hardened Images (DHI) &>, T2 R{LHI B[, Amazon Inspector SBOM E4EREE
AE TEHDHINZGMGEEZE[ , dhiffRREERLH 2 MHER,

1538

DHI 2 2 fRERIRID=dhi® 7 /etc/os-release WRPHE , WID_LIKE=debianis HEBIEXR
#RID_LIKE=alpine=k . Amazon Inspector SBOM E4 RS EZERILIDEERDHIE S , MAZE
# PRETTY_NAME 481,

gif5] /etc/os-release ER

LA 2 DebianEDHIBMEH) /etc/os-release ERE 4,

ID=dhi
ID_LIKE=debian

EfmE =

DHI BT EEEHSEE TamAdhi , EEHER pkg:deb/dhi/<name>@<version>= BWEH
URLpkg:apk/dhi/<name>@<version>, PURL & (deb = apk) R EREREE R,

PURL &34

LT RDHIF AR EHURLs,

# Debian-based DHI image
pkg:deb/dhi/<name>@<version>

# Alpine-based DHI image
pkg:apk/dhi/<name>@<version>

B R IER
& Amazon Inspector SBOM E4£85EAIR BFID=dhi , CEFEABRILNEBEILRKIET G :

- EERRTHBWEIEST <base> (Docker Hardened Image)- {530 Debian GNU/Linux
(Docker Hardened Image),

Docker Hardened Images E#&£4& 219


https://docs.docker.com/dhi/

Amazon Inspector EREER

- FHRIFERRAETHSBFES B

amazon:inspector:sbom_generator:hardened_image:vendor EBMDocker,

(® Note
DHI &8 E AN A88. localhost MR EIFIE.

*%_tnln-l_nn =] *Eﬁ( L&L

Amazon Inspector SBOM B4R X ETEMERRFESNERE , B KBFHENHERUERES, E
4 SBOM HIH BN T MEBEAER , UERBBIRELREFFSLEEE, Amazon Inspector SBOM
EE%&ETEU&_ﬁnXﬂ-HH A *u*;-g‘f*%—ﬁo

Go 1k imHE
BT E4EE BN 2 ITE#EX MK EHMEME REEE B
B LE T = % it iE
Go Go go.mod N/A N/A N/A N/A =
go.sum N/A N/A N/A N/A =
Go = N/A N/A N/A =
Binaries
N/A N/A N/A N/A B
GOMODCACH
E

go.mod/go.sum

£/ go.mod M go.sum IBRREHRNEHECoERT MMM . Amazon Inspector SBOM ELRE
RIRGoTESEMA , UFAMNARNEERELER,

FE&E
o« ft WEAMRMY go.mod ( MNRGoTEHEMA A 1.17 HEFRA )
« B IREMMEKMY go.sum ( WIRGoTEHEMAL 1.17 HEK )

HaHEES 220



Amazon Inspector EREER

* go.mod ARG BIFTE B &4 A AR MM AT A

g1l go.mod =R

LAR 2 go.mod ERMEH,

module example.com/project
go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

£l go.sum =R

AR R go.sum EERAEH,

github.com/gin-gonic/gin v1.7.2 hl1:VZ7DdR1@sghbA61VGSkX+UX02+J0aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj79gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

® Note

EEERFEELLEEH URLNH Y, tt URL THREELEHBEYR SERFIECHEE
HHIFEREF , X HAILAEEE ScanSbom APl 1, MEFMEN |, 520 GitHub 83 EH

package-urlo

Go ZH1E

Amazon Inspector SBOM E4 SRS RARMZN GoZ M2 FREEEMM , IIRHEAPEXNBHRE.
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® Note

Amazon Inspector SBOM B4 S XERMEAE S GofREesr EEMNGo—#EUEMIMTHITE
R, MEFHEF K FSE GoPLELNWTHILLZE ., IREEAREEHMEEGONIE
# , 4 Red Hat , Al AP EER TAMNBEEEZR | SHE TR TERE,

FEIEE

- EERGoTENMIEMEEMKIEER

- WEARBRE ZENM P RIARMKRME

o (R HEEN A A iR 7E = E VB GolY T ESEMRAS.

GOMODCACHE

Amazon Inspector SBOM E4 SRR IEGoEMARE , MMESREHKMENEBRERA. IRNEER
TEMNEE , URKRTREZSEHEBEN R,

FEIEE

« FH#HGOMODCACHE H #% LA B IR EX AV 42 42

- HEGHENPEER K SEEESE. RAFEER URLs
EOIFERE

LA 2 GOMODCACHE&E I,

~/90/pkg/mod/
### github.com/gin-gonic/gin@vl1.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23
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@ Note
LHEBEEEEESEH URLE L. It URL TAREELBBYR FERIEEHRBEY
WIHEEF , W HALLEE ScanSbom APl 1, MIEFMEN , F2H GitHub B LK
package-url.

Java tHAKMEIR
BRAEFT EHEE XZEMK IEEX HEMEEK IRME REEE EBEE
B I8 i ® 13 i
Java Maven e N/A N/A = N/A =
Javaty
fE R N/A N/A = N/A =
(jar/.wa
r/.ear)
pom.xml
(® Note

LM REFE 4TI E{E X & Maven Central /72 E. JBoss Enterprise Maven Repository B &
FEXEE=FR7TFE, flm,

Amazon Inspector SBOM Generator &1 7 ##w = Javat B A XN Mpom. xm1 B R R #H{1TJava
MikitiEH, REFESNERERR , BHESSES SHA-1 HESUETTEMRE. HRA
#pom.propertiestEE , AR Eikpom. xmliER,

SHA-1 H#ZEES (HEARREDN jar. war, ear BR)

Amazon Inspector SBOM B4R EEHINESERP A .ear. M .war EEM SHA1 #E. jar
LR w2 Java il m B ST M AT B Mt

EEIRE

- BFfERENJavall mEL SHA-1 =
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FX fm 5451

BT 2 SHA-1 Sm iy,

"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slfs4j",

"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
iF

"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(® Note

KEREELESEE4H URLWEY, It URL TRREELEH BN EERIEEHRBEY
HABEAEA , W B AT LAE &7 ScanSbom API F, INEFMMEN , H52H GitHub 8L L/

package-urlo

pom.properties

pom.properties BRAM Maven ER |, UFHERTEER , FEEGHBBNEHSHRAE. Amazon
Inspector SBOM E4 RS HMULERUBREEREA.

EEIRE

- FMAEREFARR. EAFANEFRAS
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#i{5) pom.properties &%

LAR 2 pom.properties #&ERMEHI,

#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0

groupId=net.datafaker
artifactId=datafaker

(@ Note

HEREELE98EH URLWEEH, It URL T AREELEBEBYR EERIEEHREEY
WABBAEEA , W B afLAE &7 ScanSbom API F1, MEFMAET , 528 GitHub #3348 EHY

package-url,

HEBR E AR pom . xm1 i 47

MREBEERERZJavat EAEXBRPERZIAT , A pom. xml --skip-nested-pomxml5|
S8

pom.xml

pom.xml BREMavenERW L ERER, cEBEERNERMMRMNEBEN. Amazon
Inspector SBOM E £ B E H Mpom xmIBRUAMEM MY , ERFENVEZRAFEREETNRLESR
*u.jartﬁﬁo

FEN&E

« 1 pom.xml EBREIMNENESFK R, EFFENEHRA,

T EMavenEENEE
#1718 B L EEMavenEEE 0T :

« compile
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ERAEER

- RBHE
© BITHH
* test

* system
- EBA

HEMEE LT FMaventZE U E : <optional>true</optional>,

BEE#ENE flpom. xm1ER
LT 2pom. xml BB EE R EREHI,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

RESBENE Flpom. xmliER
AR Zpom. xmliZH i E K& RE A,

<dependency>

<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>

Java HEAEIR IS
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<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0@c2f3f8fc595</version>
</dependency>

(® Note

EEERMEELLEEH URLNBE Y, tt URL THREELERBYRSERIECHEE
HHIFRIEF , W HAILAEEE ScanSbom APl 1, MEFMEN , 520 GitHub 83 EK

package-url.

JavaScript MK MR E
BXR E4EE 2XZEMRK 2ITEHEX  FHEMEc ZNME REEE B
EE 2 T = 3 ikt iE
Javascrip Node node_modu N/A N/A = = =
t Modules les/
* /pac N/A B2 N/A N/A &
N kage.json nya 2 N/A N/A &
PNPM
N/A = N/A N/A B
YARN package-
1
ock.json
(vi,
v2, and
v3) /
npm-
shrin
kwrap.jso
n
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ERAEER

B

B
il

I

\

=

package.json

package.json t#£EZNode [sEENZLTH. CEEEHRETREHNTEER. Amazon
Inspector SBOM EABRERHWHER , LB EHFBZBNEHSRA,

FEN&E

EHEE

XENE IEHEX
fm &

pnpm-
lock
.yaml

yarn.lock

- F#r JSON ERGEBUBEIMEH B BNRA
- BB EBALBENLEENS

&%l package.json =X

LR 2 package. json fERVEH,

"name": "arrify",
"private": true,
"version": "2.0.1",

"description": "Convert a value to an array",

"license": "MIT",

"repository": "sindresorhus/arrify"

BH 3% M 41k
i3

A
3

IR ER

&
i

JavaScript /B
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

package-lock.json

package-lock.json EEH npm BEBEL , UEHEAERLZEWMKUEETIRE, EEBREFME
MEMENERARE FHREEREBRIF|IEFTH -, KERTUED —RABMKERGFRHE R,

FE#E

« F#r JSON EREBUENEABBNELSRA
- XERBMHRKEER

#if5l package-lock.json &R

LAR 2 package-lock.json =& H,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
I
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNKkYFvVA@QNuMKtp8=",
"dev": true
I
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
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"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="
}

® Note

HEREELE9EEH URLWE@H, It URL TAREELEBEBYR EERIEEHREBEY
WABBAEEA , W B afLAE &7 ScanSbom API F1, MEFMAET , FSE GitHub #334 EHY

package-url,

npm-shrinkwrap.json

npm 2 BE)E 4 package-lock.jsonHl npm-shrinkwrap.json R , UEHEAERZENRELY
MEMERAE, EEBRFAEHKEN FREKENEBIRARRBREFHN —BE. EXREGED —KRHE
{14 R0 BA BE AR AR 1

FEeE

o BHIJSONERZEBMEE 1. 2 M 3 package-lockhx , LEEEH BB

- XERBASHEKMEER (package-lock. json HEEVEEMBARMAMKY , AHFTEZRRIERRR
BHRERABLEEH )

« npm-shrinkwrap.json EREE &M package-lock. jsontE %

g4

LA R package-lock.json EERAVEH,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
.
"wrappy": {
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"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

ttpnpm-lock.yamliERE pnpm B4 |, B ZEMKMERAIWE S, ©the{E 588K
38

FEIRE

« FH YAML EREBUEINE S BN ARA
- XERBEMEERIEER

g5

LA 2 pnpm-lock.yaml #&RHVEHI,

lockfileVersion: 5.3
importers:
my-project:
dependencies:

lodash: 4.17.21
devDependencies:

jest: 26.6.3
specifiers:

lodash: 74.17.21

jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:

integrity: sha5l12-xyz
engines:

node: '>=6'
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dev: false
/jest/26.6.3:
resolution:

integrity: sha512-xyz
dev: true

® Note

HEZSEELAEEEH URL W, tht URL TAREEL BB SERIEEHEREYR
WHERIEF , W H AL EE % ScanSbom API i, MNEFMER , 5528 GitHub 8L LY

package-url,

yarn.lock

Amazon Inspector SBOM E4 RS EHKEZRF .ear. .jarMl .war ERM SHA-1 HE | U
RimZEJavaml m i STE M R AE M,

FEIhaE
- BFfERENJaval mEL SHA-1 =

&35 SHA-1 G

AT 2 SHA-1 B mm &4l

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0oC
languageName: node

linkType: hard

"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-
frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":
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version: 7.21.4

resolution: "@babel/code-frameenpm:7.21.4"

dependencies:

"@babel/highlight": 7~7.18.6

checksum:
e5390e6eclac58dcef@ldsafl8eatlfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217

languageName: node
linkType: hard

(® Note

KRR EELESEEH URLNEBE., It URL TRAREEL B FERIEEHREBEY
WAREAEA , W B AT LB &7 ScanSbom API F, MNEFMMET , FSH GitHub #34 E/Y

package-urlo

NET &M HE
BNHE ENEE XEMK ITEHEX HEMEEK EREE AREEE B
ma IE i ® 13 R 1 il
NET NET *.deps.js N/A N/A N/A N/A =
Core on
N/A N/A N/A N/A =
Nuget Packages. _ _
config N/A N/A = N/A =
Nuget
N/A N/A N/A N/A =
packages.
oNEV lock.json
.CSproj

Packages.config

Packages.config iER2ER ARNugetEBERZHMMEN XML ER. BIHIHERSENMEE
# S ERA,
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FEIEE

« ZH XML &R LR EY IDsH MRS

g4

LAF 2 Packages.config BERMVE A,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461l" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework="net461" />
</packages>

(@ Note

HiEREELE98EH URLWE@EH, It URL TAREELERBYR EERIEEHREEY
WABBAEEA , W B afLAE &7 ScanSbom API F1, MEFMMET , 528 GitHub #334 E#Y

package-url,

*.deps.json

*.deps.json EERZH.NET CoreBEREXL , WESFIAMMKMENFREN , SERE, REMBMIT
R, WHERTHREAMTHEESHRAEBRRASBREMENEN.

FEIhaE
 El4T JSON ERB LS TRV MAMEFFMAER
« fElibraries BEEHRNEHFBBRRA,

&5 .deps.json E=X
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LR R .deps.json ERAVEH,

{

"runtimeTarget": {
"name": ".NETCoreApp,Version=v7.0",
"signature": ""

3,

"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
"sha512": ""

.
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ+oTO9wWA8/RLhZRn/

hnx1TDnQ==",
"path": "microsoft.entityframeworkcore/7.0.5",
"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

+

® Note

HEREELE9EEH URLWEH, It URL TAREELEBRBYR EERIEEHREBEY
WABBAEA , W B A LAE ST ScanSbom API F1, MEFMMET , FSE GitHub #3h E/Y

package-url,

package.lock.json

BT ARAH) & A packages.lock. json EENuget? REEHE NETERHNEIMEMRMRAR | IBRE
T RIRE A — Bt 65 A HE B A9 AR AN

EEIRE

o FHT JSON #EHB L5 H SHE M M
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- XEEENS@WAKRY
- EREABBNCETRE

#if5) packages.lock.json &%

LAR 2 packages.lock.json #ERHEHI,

{

"version": 1,

"dependencies": {

"net7.0": {
"Microsoft.EntityFrameworkCore": {

"type": "Direct",

"requested": "[7.0.5, )",

"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ==",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

1,

"Newtonsoft.Json": {
"type": "Direct",
"requested": "[13.0.3, )",
"resolved": "13.0.3",
"contentHash": "HrC5BXd1l@@IP9zeV+0Z848QWPAoCr9P3bDEZguI+gkLcBKAOXxix/tLEAAHC
+UVvDNPv4a2d1810ReHMOagPa+zQ=="
1,
"Microsoft.Extensions.Primitives": {
"type": "Transitive",
"resolved": "7.0.0",
"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AIOXDk
+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

[
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(® Note

HiEREeELE98EH URLWEE, It URL T AREELEBBYR EERIEEHREEY
MAEREF , W B AILAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub 8t EW

package-urlo

.CSproj

.csproj BREIU XML MERWNETEREREAR, TESYNugetENH. EXRBUHENZEHEEN
2%,

FEeE

« FH XML EREHSENES

g5l .csproj R
LLFRR .csproj ERMEHI,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

&l .csproj X
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LR R .csproj EEMNEHI,

<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

(® Note

EEREEHEELCELEEG URL WY, It URL TR EELA B EERIEETHEE
HHIEREEE , W H LS EE ScanSbom API ., INEFMET , 52 GitHub #8335 LR

package-url.

PHP k4R

BN EEE EHEE XEMK 2IEfEX HEMEK ERME AEEE R
S IE i = 3 ik 1 i
PHP Composer composer. N/A N/A = N/A =

lock

N/A N/A = N/A =

/

vendor/

C

omposer/

i

nstalled.

json

composer.lock

= composer.lock&E#IT composer T composer EF SR EHBEL, IERREESHE
REVZEMERAVEKYE, ETRE—HREUTENEERRF.
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ERAEER

FERE

- TIMTEBILERA JSON X
o FEEVM AR B BRI AR A

#if5) composer.lock &%

LLR 2 composer.lock {ERMEHI,

RiEEREBEFNMEERE

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
},
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
b
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(@ Note
EEELEEEMH URLWEH. It URL TRAREELEERYR
A, XHAIAGETE ScanSbom API 1, INFEFMER , FSE GitHub #8i5 £ package-
urlo

PHP ME# 7
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/vendor/composer/installed.json

/vendor/composer/installed. json R vendor/composer B &7 , WiRHUAMEETE
EHNEHRETNTERTE,

FEIhaE

o BWTFEBILERE JSON R

o FEEUAE fik 1t B A AR AR

#i$5] /vendox/composer/installed.json &%

LLF R /vendor/composer/installed. json &R EH,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
1,
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-url.

Python fBAk iR
=ENERG E4ER T EHRK TEfHES BB AE ik A EEE E
Be TE m = % ikt piC]|
Python pip requireme N/A N/A N/A N/A =
nts.txt
Poetry N/A N/A N/A N/A £
Poetry.lo
Pipenv N/A N/A N/A N/A £
=] =]
uv pipfile.1 VA B N/A N/A £
Egg/ ock N/A N/A N/A N/A ]
Wheel
uv.lock  ny/p N/A N/A N/A £
.€gg-
info
/PKG-
INFO
.dist-
info/
METADAT
A

requirements.txt

requirements.txt EREPythonBERFEZHEANKER , AREEERARMYE., EERFHNE—1T
#HasBEERARHEMN, Amazon Inspector SBOM EASSEIAT ISR | IR BIM4R B s 4€
Mo
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FEIEE

« XEWAER (== =)
- XEFTWmAMEMNERET

® Note
PXEMAERE <= M =>,

gl requirements.txt &£%x

LR & requirements. txt ERHEHI,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

(@ Note

HREZREELSEEH URL W, tt URL TAREEL BB SERIETHEEY
WHERIEF , W HALLEE % ScanSbom API ., MNEFMMER , 5528 GitHub 8 £/

package-url,

Pipfile.lock

Pipenv 2— BT E 6 AR/ REMEFEMR (HE, BEMBUEEE ). 8Pipfile.lockiHEM
MM TRYIARA | UEHEREMEE, Amazon Inspector SBOM E4A S EHULAER | LG HMAMkY
R H BT AR AR

EEIRE

o BATIEMRIEARATEY JSON 183X
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« XEFERANFAERAMKME

&4 Pipfile.lock &3

LR 2 Pipfile.lock #ERMVEH,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"

}

},
"develop": {
"blinker": {
"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9¢c39d4ee@7424be2bc594ece9642d83"

1,

"markers": "python_version >= '3.8'",
"version": "==1.8.2"

(® Note

HiEReELE98E4 URLWEE, It URL TAREEERBYR EERIEEHREESY
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-urlo

Poetry.lock

Poetry £ Python MABKMEBMHETE, Poetry.lock ERSHEMIARAMMYE | LUEHE

BHIRE, Amazon Inspector SBOM E 4 2R 2L S REEGHAAN B MREER.

Python MK £
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FEIEE

- FHMERILERE TOML 3K
o FEEUARRME B A AR A

&if] Poetry.lock &%

AR 2 Poetry.lock ERAEHI,

[[package]]

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."
category = "main"

optional = false

python-versions = ">=3.5"

[[package]]

name = "requests"

version = "2.24.0Q"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

(® Note

HiEReELE92E4 URLWEE, It URL T AR EEEBBYR EERIEEHREES
WABEAEA , W B AT LAE &7 ScanSbom API 1, MNEFMMET , FSH GitHub #8h E/Y

package-urlo

uv.lock

uv 2 ImE M PUEPythonEHEE ERust, uv.lock ERSHEHEBIRANAEMKME | UEE—FH
IR¥E, Amazon Inspector SBOM E 4SS S HE LA RAEGEMAM A M E o

FEIhaE
o ZHruv.lockiFEBLERH TOML #&3X
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o FEEUARRME B A AR A

- XERBMEMRE

- ERERRAEZENEHF

&if5) uv.lock BE=E

AT R uv.lock EERmEEHI,

version =1
requires-python = ">=3,12"

[[package]]

name = "flask"

version = "3.1.0"

source = { registry = "https://pypi.org/simple" }
dependencies = [

{ name = "blinker" 1},
{ name = "click" },
{ name = "itsdangerous" },
{ name = "jinja2" 3},
{ name = "markupsafe" 1},
{ name = "werkzeug" },
]
[[packagel]
name = "pytest"
version = "8.3.4"

source = { registry = "https://pypi.org/simple" }
dependencies = [

{ name = "iniconfig" 3},
{ name = "packaging" },
{ name = "pluggy" },

[package.dev-dependencies]
dev = [
{ name = "pytest" },
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-url.

Egg/Wheel

HRASEHZERN Python E# , Amazon Inspector SBOM E4A B B .egg-info/PKG-INFOR
.dist-info/METADATA B#PFHREMNPEERER, ELERRUEBACLEEMANFHIEE
#o

FEIEE

- EERE4BEBIRAK
- BEEEZE egg M wheel 1R

G ERFAERRFBHEE (Sbomgen 1.13.0 MEFIRA )
£ Amazon Inspector SBOM E4£ 2§ 1.13.0 RR EFMRAF |, IHHERHITEER localhost i 8%
BRECBRARSHEHEBH®pipLE (pip install --user), BAX uv tool installds
PTEENZE, EVENELIRFE NFREN Python Effsite-packages , BIERBHN T
B filaiCrewAl, EBh, GPT Ti2ETA Open Interpreter , HEBNLZE H EHEELENVEEL
Z8 (N uv tool install crewai)s
FETRER R

* Linux - /home/*/.local/lib/python*/site-packages/. /home/*/.local/
share/uv/tools/*/1ib/python*/site-packages/ ( EEURE DT RN/
root/R%HEE ),

* Windows — %$APPDATA%\Python\Python*\Lib\site-packages\, SLOCALAPPDATA%
\uv\tools\*\Lib\site-packages\.

HWRMEMF & EWEFERPythonREFH |, FBEA --paths| BHFEHSRERRENE,

&7/ PKG-INFO/METADATA &2
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LA & PKG-INFO/METADATA &=/ E .,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

(® Note

HiEReELE9SEH4 URLWEE, It URL T AREELERBYR EERIEEHREES
MAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub 84 EH

package-urlo
Ruby fBfxtEimH#E
EXERE EHER FENK TERfE [ 2% FE 4K HEFMEAR AEEE i
S I8 % %8 3 Vid3 0l
Ruby Bundler Gemfile.l N/A N/A = N/A =
ock
N/A N/A N/A N/A =
.gemspec
N/A N/A N/A N/A =
globall
installed
Gems
Gemfile.lock

Gemfile.lock BRESHEEFTAMMMENEIRA , RS ERE AR R/ RA
FEINEE
« ZlMrGemfile.lockiERE 5 5 AR MK MR A
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- HEGFHENEFBBNEFRE

£1f5] Gemfile.lock &=

AT R Gemfile.lock BERAEH,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-1lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note

HiEReELE92E4 URL WEE, It URL TAREEERBYR SENIEEHREES
WABEAEA , W B AT LAE &7 ScanSbom API i, INEFMMET , FSH GitHub #8h E/Y

package-urlo

.gemspec

.gemspec EREEEE Gem HETHEERRUbyGemiIE R, Amazon Inspector SBOM E4 S & Z4T
HIER , LUKE Gem MIEEHEE .

EEIRE

o EIMHAEEE Gem EHBBH Gem EHMA

(® Note
TXESZERK.
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&l .gemspec E=X

LLTFR& .gemspec HERHEHI,

Gem: :Specification.new do |s]|

S.name = "generategem"

s.version = "2.0.0"

s.date = "2020-06-12"

S.summary = "generategem"

s.description = "A Gemspec Builder"

s.email = "edersondeveloper@gmail.com"
s.files = ["1lib/generategem.rb"]
s.homepage = "https://github.com/edersonferreira/generategem"
s.license = "MIT"

s.executables = ["generategem"]
s.add_dependency('colorize', '~> 0.8.1"')

end

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
(@ Note

HiEREeELE98EH URLWEE, It URL TAREELEBBYR EERIEEHREBES
KAEREEF , W B AILAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub #8i5 EH

package-urlo

2178 Gem EH

Amazon Inspector SBOM B4R ERHLIHELEN Gem EY , EEERHNURNEFEEB&F , Hlw /
usr/local/lib/ruby/gems/<ruby_version>/gems/ Amazon EC2/Amazon ECR %l Lambda
ruby/gems/<ruby_version>/gems/H, ERHERBIMESE R ENEMRMELET D E,
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FEIEE

. BEIRBREER BPFHELMREN Gem
. EREELHERE Gem BN T RERAIRAEH

g1 B 8518
LA 2 B $Ri5 e s hl,

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### i18n-1.8.10

(® Note

HEBEELES9EEH URLWEE, It URL TAREEERBYR EERIEEHREEY
KAERIEA , W B AT LAAE 7 ScanSbom API 1, MIEFMER , F2H GitHub 8t EH

package-url,
Rust tHK 4w H
BRI EM4EE 2 XEBEMNX ITEHEX  HFAREMEG ZERME AEEE B
R TE i ® 3 ik il
Rust Cargo.tom Cargo.tom N/A N/A N/A N/A =
1 1
N/A N/A = N/A =
Cargo.loc
K = N/A N/A N/A =
Rust
binary
(built
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ERAEER

Amazon Inspector

R EHEE XEfR  ITE#Ex  FEREK ZKEE RBREE B

= T8 an B {43 R i
with
cargo-
aud
itable)
Cargo.toml

Cargo.toml ERERustBERNENBTERR,
FEIEE
o EHTFMHBEEN Cargo.toml HER , UEFEREH BB,

#ifjl Caxrgo.toml B

LAR 2 Cargo.toml #ERAEH,

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"
documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]

version = "Q.2"

[badges.appveyor]

repository = "alexcrichton/wait-timeout"
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® Note

HEZREELES9EE4 URLNEHE., It URL TRREELE B EERIEEHREBEY
WABBAEA , W B AT LA &7 ScanSbom API F1, MEFMMET , FSH GitHub #3h £/

package-urlo

Cargo.lock

Cargo.lock EREHEMMMRE , UBRRERESERFEHE A MR MR,
TEIEE

« HI# Cargo.lock #%3R LAR B PR A AR A R AE MR MR AR

#ifl Cargo.lock =X

LU & Cargo.lock #ERMEHI,

# This file is automatically @generated by Cargo.
# It is not intended for manual editing.

[[package]]

name = "adler32"

version = "1.0.3"

source = '"registry+https://github.com/rust-lang/crates.io-index"
[[package]]

name = "aho-corasick"

version = "0.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
® Note

HEREELE9EEH URLWE@H, tt URL TAREELEBBYR EERIEEHREBEY
WABBAEEA , W B A LAE &7 ScanSbom API F1, MEFMMET , FSE GitHub #334 E/Y

package-url,
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ERAEER

ERAETEERKE Rust ZHE#VE

Amazon Inspector SBOM E4A SR SR FEAERN cargo-auditable EE & I Rust = M 1 Ut SE#8 41k
M., EEBMAREEN —EMERBEMKMYE | REMBEANBEKEER,

FEIEE

- BEEREARERcargo-auditableERE B Rust =N EREEVERMEE A
- W CEMNEPIEZHAENPRBERTREIEA

(® Note

HiEReELE92E4 URL W@, It URL T AR EEERBYR EERIEEHREES
WAERIEA , W B A LAAE 7 ScanSbom API 1, MIEFMMER , F2H GitHub 84 EH

package-url.
Swift IR
=EERE E4ER
== T8
Swift Swift
Package
Manager

Package.resolved

532 4: )04

=
AR

Package.:

esolved
(vi,
v2, and
v3)

TEHEY MZEK TREE LEEE EE
® t e
N/A N/A N/A N/A =

ltPackage.resolved#& %M Swift Package Manager 4 , LASHESwiftER R AV FE S0 AH K M AR
A, Amazon Inspector SBOM E4 SR EIIMUER , UREHKHEERE., REAFMRERFREFEEHA. X
EPackage.resolved BXHEBERIRA 1, 2 3,

Swift M MEIF
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® Note

Amazon Inspector SBOM E4 A EE 4L Package.resolved R, MELHNERE A
& Package.resolved % , 4 B%swift package resolveEERB #HH#T , F
BEETIRE.

R A

« Package.resolved ( #&#EHERSE 1 hR)
« Package.resolved ( #EEHERSE 2 k)
« Package.resolved ( #&#&#HREE 3 v )

FEIRE

- REEEHHEEUVE Ak 1% & BRI EHERA

- RRRAFE URL STEEMHBZER (Bl , github.com/Alamofire)
- BBRECEITRANERS XZR

- ERBEEAHRIESIMERREA kM

- HEBR.build/BE #AMIPackage.resolvediER , LABHIEHE Swift Package Manager #H R ERUR &
MR

® Note

Package.resolved #EREF¥ A &R, Amazon Inspector SBOM E 4B E7E Linux.
macOSH L LUEES RN IRZE LA R Windows,

giflPackage.resolvediE=R (v2)

AT 2% 2 lxPackage.resolvediE R EIHI,

{
"pins" : [
{

"identity" : "alamofire",
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"kind" : "remoteSourceControl",
"location" : "https://github.com/Alamofire/Alamofire.git",
"state" : {
"revision" : "alb2c3...",
"version" : "5.8.1"
}
},
{
"identity" : "swift-argument-parser",
"kind" : "remoteSourceControl",
"location" : "https://github.com/apple/swift-argument-parser.git",
"state" : {
"revision" : "d4e5f6...",
"version" : "1.3.0"
}
}
1,
"version" : 2

#ifilPackage.resolvedfE =R (v1)

AT R% 1 lxPackage.resolvediE R EIHI,

{
"object": {
"pins": [
{
"package": "Alamofire",
"repositoryURL": "https://github.com/Alamofire/Alamofire.git",
"state": {
"branch": null,
"revision": "alb2c3...",
"version": "5.8.1"
}
}
]
1,
"version": 1
}
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PURL &34l

LA 2 Package Manager ##k £ RY SwiftE# URL 41,

pkg:swift/github.com/Alamofire/Alamofire@5.8.1

@ Note

EEERSEELTEEG URLNEE, tt URL TRREEL R SERECHRE
HHIEEEEF , W B ALLEETE ScanSbom API 1, MNEFMAER , 5528 GitHub 83 £/

package-url,

BRI m

AEHRAF BN

Java

Amazon Inspector SBOM E 4 R EX EHRKE = & ifiMaven@ 7 EZ MEMERNIREE R, JenkinsT X &

AEHBEEFTMavenfE1ZE , 5180 Red Hat Maven®l ., A 7 E#RBERIRE , FRARERMavenfEFZE
REHJavatiiiktt, WERETSRER B HMRFEEENMEQRM,

JavaScript
esbuild E4

¥l esbuildf{L I EH , Amazon Inspector SBOM E4A R AT EFE A WERBMK MR Hesbuild,
EENRIFBR S esbuild N B E EMSbomgen EEFTENEHPEER ( HEMEBRBANMRA ), W
EURER  BENEEFZ I RHREBRERERpackage-lock. json , #l#0 node_modules/
directory# .

package.json

Amazon Inspector SBOM E4 BT X BRI R B package.json BRUEBHKMEEH. LER
REEEEAEBINRAEHE K BEFEETL£BTNEHIRET, EEMESERNBEER  FEH
package.jsonSEHMEEESE , HII yarn.lockH pnpm.lock , EF T EEITHIRA,
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Dotnet

£ HERZBRASRALEERFPackageReference , ERBITEHBEMNIBERT , HIBTERPFEA
M EHARASEEREME, FERANRABETRAZAREE —RINTEZINEFRE , MF
= B E R Ao

Go U 1E

Amazon Inspector SBOM E4X BT ERAREBZELHREAIREE ID HGo—EMNE, ELEEEE
ATBA IE Amazon Inspector SBOM E 4SS M EREMSN EHFRARE, AAREZHENEGER ,
AEFZEFERENGo—H®MIE, A THTERNBEKMEREE , FREGo - E#MNERNERREE
B, 2EZE D,

Rust =¥ 1

Amazon Inspector SBOM E4 SR8 —#UEREFEA A ETEERRNERX ER ERustiFF
BFoEMNER, RMEALBXENRust —EMNERRD ERAKREERAENPEER. Amazon
Inspector SBOM E4 RS 1.7.3 Rust AR MEERZERust TEHERA , BEEARLInuERBEFH
“HENE, IFRLERBHE , LinuxEEATETEERKN Rust BE —#VE,

® Note
BET SR AEHE , BT XERust T REX K IREERR.

Amazon Inspector SBOM EXBEH N ERREKES

Amazon Inspector SBOM E4B{E—EITE , aTARBZIHBYRIEE (SBOM) , UAREHEERR

MEXFFRBESPIENE4BTREFEE. EXERERMEERRUANSELERRRE , BRYE
WERE TR TR A EFEN O, BEBESE SBOM , BA U THRRBARZMEERNER. BAILEER

R riRE , AR THRE=FEE,

XENERRK

HRRMESE N SBOM ELEEMRIEBEXRKEFEERRERENERF 2. EREBUERS
EHBHNEARINESRER , flNFEIRHE, ELEABRNIKNESEEextra-ecosystemsizf
BEHATHT , ARSERESRSE M localhost Fif. HRHEMBEER , FFH --additional-
scannersiZEFIBIFHESE. WEFME , FSEEH Amazon Inspector SBOM E4 28, Amazon
Inspector SBOM EA B ERE T ERRE

ERRKES 257
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ERAEER

E%‘%%l L

7-Zip

Al agent skills

Al IDE extensions

Amazon Q Developer

Anthropic

Anysphere

Apache

Atlassian

EAEK

7-Zip #HFRER (21.07 iR EFHIRA )
Claude

Cursor

Fast-Agent

OpenClaw

Cross-client

Continue

Cody

Cline

Amazon Q Developer CLI
Amazon Q VS Code extension
Amazon Q JetBrains plugin
Claude Code CLI

Claude Desktop

Cursor

Apache Cassandra
Apache httpd

Apache Struts

Apache tomcat

Jira Core

Confluence

ZENERRR
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LR EARER

Jira Software
Jira Service Management
Codeium Windsurf
Conda Miniconda IR3%
Anaconda RE
Miniforge 3R1E

Mambaforge IRiE

Curl Curl
Libcurl
Docker binaries docker
dockerd
containerd
runc
Elasticsearch Elasticsearch
Generic Al/ML Models .gguf - GGUF

.safetensors - Safetensors
.onnx — ONNX

.pt —PyTorch

.pth - PyTorch

.h5 — Keras / HDF5
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ERAEER

ERERM

GitHub

Google
HuggingFace
Jan

Java

Jenkins
Kiro
LM Studio

MariaDB # MySQL

ERAER

GitHub Copilot CLI

GitHub Copilot VS Code extension
GitHub Copilot JetBrains plugin
Chrome

HuggingFace CLI Models Cache
Jan

JDK

JRE

Amazon Corretto

Jenkins (2.400.* iR B EEFTARAS )
Kiro CLI

LM Studio

MariaDB Server (10.6+, 11.x. 12.x)

Oracle MySQL Server Server (8.0, 8.4, 9.4+)

ZENERRR
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ERAEER

ERERM

Microsoft applications

Microsoft SQL Server
MongoDB

Nginx

Node

Node.JS

Nomic Al

ERAER
PowerShell

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Core Runtime
.NET Framework
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365
Microsoft SQL Server
MongoDB Server (7.0+, 8.0+)
Nginx

Node

node

GPT4AIl

ZENERRR
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ERAEER

- EAER
Ollama Ollama

Ollama Model Collector

OpenSSH OpenSSH ( 5 9 WXFNZE 10 kX )
OpenSSL OpenSSL
Oracle Oracle Database Server
PHP PHP (8.1 Mr M E# i Z )
Redis Redis (7.2 IR R B AR )
TabbyML Tabby
WordPress core
plugin
theme
Zed Industries Zed

7-Zip £ RERRES
TENERRER
« 7 Zip HERER (21.07 IRREHARAS )

EEIRE

s RE7-ZipZ#E LR A ERMRAE R

(® Note
BEEMS , cER-EMNERSERRAME,

7-Zip £ ERKES
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ERAEER

S ENFEE - Windows

:/Program
:/Program
:/Program
:/Program
:/Program
:/Program

:/Program

L]
0O 0O 0O 0O 0O 0O 0O N0

:/Program

PURL &34

Files/7-Zip/7z.exe
Files/7-Zip/7za.exe
Files/7-Zip/7zz.exe
Files/7-Zip/7zx.exe
Files (x86)/7-Zip/7z.exe
Files (x86)/7-Zip/7za.exe
Files (x86)/7-Zip/7zz.exe
Files (x86)/7-Zip/7zx.exe

LT R W HIEH URL7-Zip.

pkg:generic/7zip/7zipe25.01

=]

Al Agent Skills £RERRES

xENEAEN

« Claude
* OpenClaw
« Cursor
» Fast-Agent

* Cross-client

FEIEE

- ERITAERFBEE SPSKILL.mdMER , BB EMN Al RESRHEEE.
- XEBEHFIREERE (~/.agents/skills/) MIREERXEBERE (Hl0 ~/.claude/

skills/),

« BEETEFETRAES, SEEEHEEBESKILL. mdiE3=A SHA-256 F#ZERHEE.

XETA

Al Agent Skills £ BERMES
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ERAEER

¥ localhost ##3# , Amazon Inspector SBOM Generator €7 T~ 7 FERKE. HRAE. BHENH

FRE , SKILL. ndERRZFENTAVERSEIBER,
Linux

* /home/<user>/.agents/skills/
+ /home/<user>/<agent>/skills/

macOS

+ /Users/<user>/.agents/skills/
 /Users/<user>/<agent>/skills/
Windows

* C:\Users\<user>\.agents\skills\
* C:\Users\<user>\<agent>\skills\
PURL #il

TR Al RESRREERE I EH URL,

# Claude skill
pkg:generic/agentskills/claude/web-design-guidelines

# Cross-client skill
pkg:generic/agentskills/cross-client/web-design-guidelines

Al IDE extensions £ BERKES

ai-ide-extensions WERER—BE—S ORI , AIERIZETE Visual Studio Code

IDEs JetBrains Y Al #RiGBIIBAE MR, ERAFNEFRBEESHREAESR applicationFFRE

MgenericEH URL FE K CycloneDXTtt
XENEARER

» Continue
« Cody ( f&#% Sourcegraph)

Al IDE extensions £EERMES
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» Cline

FEThee

- ERIREZEN IDE RY|Z BEEMR, ¥R Visual Studio Code EMHIEE , SRRIEFRIEAEM
package.json EBREEURA., ¥R JetBrains/ABER , % plugin.xml EREE A,

- BEXENZEMHRIEEHHE IDE EMHEE ID (Visual Studio Code) HAAHIZ B 8 () 345!

JetBrains :

« Continue — Visual Studio Code?Ef# ID continue.continue-*, JetBrains#\ 2= B &

continue

« Cody - Visual Studio Codel& 7 Ih&E ID sourcegraph.cody-ai-*

+ Cline — Visual Studio Code#E7I18E ID saoudrizwan.claude-dev-*

xE¥a

B A, Amazon Inspector SBOM E L EiRH IDE EREBRINAEENLE.

RSB
ai-ide-extensions
PURL #il

LT RX%E Al IDE EfEHBENEHEH URLs,

# Continue
pkg:generic/continue-dev/continue@<version>

# Cody
pkg:generic/sourcegraph/cody@<version>

# Cline
pkg:generic/cline/cline@<version>

Amazon Q Developer £ ERFES

X ENEAEN

« Amazon Q Developer CLI

Amazon Q Developer £ BERKES
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« Amazon Q VS Code extension

« Amazon Q JetBrains plugin

FEIEE

- MERHRAMazonQ-For-CLIB D FHEH q CLI =i , I AWS TEFAERERRFRER
FREEUAR AR

- ¥5 IDE R , AT package.json(VS BXHEE ) M META-INF/plugin.xml(JetBrains) 2L
FEELAR AR

XE¥YA

Amazon Inspector SBOM EXREBE T AREERRERTHNRE .

Linux 1 macOS

- ~/.local/bin/q
* /usr/local/bin/q
+ ~/.vscode/extensions/amazonwebservices.amazon-q-vscode-*/

* <IDE>/plugins/amazon-q/META-INF/plugin.xml

Windows

» %APPDATA%\npm\q.cmd
* %SUSERPROFILE%\.vscode\extensions\amazonwebservices.amazon-q-vscode-*\

« %APPDATA%\JetBrains\<IDE>\plugins\amazon-q\

PURL &4l

LU 2 WEIH|EH URLAmazon Q Developer,

Sample PURL: pkg:generic/amazon/amazon-q@l.19.7?distro=1linux
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Apache £RERHKES

AREiR L5 B Apache Cassandra, Apache Struts, Apache httpd#] Apache tomcat F& 2=\ #Y 5¥ 4
&R

Apache Cassandra

X ENRAER

» Apache Cassandra

FEIEE
- ¥&3Fapache-cassandra-<specific.version>.jariERWEBETF , LLEMETA-INF/
MANIFEST.MFREZRAK Implementation-Versioni& B #EURAF £,

XEEA
Amazon Inspector SBOM E4 RSB T ARAERLEREPHNLE .

Linux

« /usr/share/cassandra/lib/
» /opt/cassandra/lib/

macOS

« /opt/homebrew/Cellar/cassandra/
« /usr/local/Cellar/cassandra/

Windows

« /Program Files/cassandra/lib/
 /Program Files/apache-cassandra/lib/
* /Program Files (x86)/cassandra/lib/

* /Program Files (x86)/apache-cassandra/lib/
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#i45] apache-cassandra-<specific.version>.jaxr/META-INF/MANIFEST.MF &%
LAR 2 apache-cassandra-<specific.version>.jar/META-INF/MANIFEST.MF ERARA
FOERLTS

//truncated

Manifest-Version: 1.0
Implementation-Title: Cassandra
Implementation-Version: 4.1.3
Implementation-Vendor: Apache

//truncated

PURL &34l

LLF R Apache CassandrafE AfEXNMEH URL &4,

Sample PURL: pkg:generic/apache/cassandra@4.1.3

Apache httpd

xENEAEN

» Apache httpd

® Note
R FEEEE AR Apache httpd 2.0 iK% EFHTARA .

FEIEE

o E#r /include/ap_release.h ERUBNZEELE , EHhaSFTERAFFE, XERBFF
BNIEHERNBRFF S,
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xE¥a

Amazon Inspector SBOM E4 RSB TFARRMERTERLEHHNZTE
Unix

* /usr/local/apache2/include/

Windows

* /Apache24/include/
* /Program Files/Apache24/include/
 /Program Files (x86)/Apache24/include/

g4 ap_release.h ##%

AR R ap_release.h BRAARKE S,

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#define AP_SERVER_MAJORVERSION_NUMBER 2

#tdefine AP_SERVER_MINORVERSION_NUMBER 4

#define AP_SERVER_PATCHLEVEL_NUMBER 1

#define AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

PURL #3461

LA 2 Apache httpd ERERMEH URL 4,

Sample PURL: pkg:generic/apache/httpde2.4.1
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Apache Struts
XENEHAERX

» Apache Struts

FEIPEE

« RKstruts2-core-<specific.version>.jarER ( BEHEBEEAEXARST LN Web
Java EAREXWEB-INF/1ib/B &R ) , WHEBREERAK Inplementation-VersionId B #EEX
WRAF EBMETA-INF/MANIFEST.MF,

XE¥A
Amazon Inspector SBOM E4 RGBT ARHEE RJavaBAEXARB[EEPHLE !
Linux

» /opt/tomcat/

« /usr/share/tomcat/
 /var/lib/tomcat/

* /usr/local/tomcat/
/opt/wildfly/
/opt/jboss/
/opt/jetty/

Windows

 /Program Files/Apache Software Foundation/
* /Program Files (x86)/Apache Software Foundation/

&ifj] struts2-core-<specific.version>.jar/META-INF/MANIFEST.MF {£X

AR 2 struts2-core-<specific.version>.jar/META-INF/MANIFEST.MF ERARBHE
il
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//truncated

Manifest-Version: 1.0
Implementation-Title: Struts 2 Core
Implementation-Version: 6.4.0

Implementation-Vendor: Apache Software Foundation

//truncated

PURL &4l

LAR 2 Apache Struts EARIHNEH URL &Hl,

Sample PURL: pkg:generic/apache/struts@6.4.0

Apache tomcat
XENERARER

* Apache tomcat

(@ Note
AT EEBAR 9.0 lRFE FApache tomcathR Z<,

FERE

- BB #E catalina.jar FERLAFEEY META-INF/MANIFEST.MF B RANZEEE | HF I EREK
F&,

XETAE

Amazon Inspector SBOM B4 BB FARHERZRERPHRE .

Linux

« /opt/tomcat/lib/
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ERAEER

 /usr/share/tomcat/1lib

« /var/lib/tomcat/lib/

macOS

 /Library/Tomcat/lib/

« /usr/local/tomcat/1lib

Windows

 /Program Files/Apache Software Foundation
 /Program Files (x86)/Apache Software Foundation/
&l catalina.jar/META-INF/MANIFEST.MF &%

LR & catalina.jar/META-INF/MANIFEST.MF #RAABSHIEH,

//truncated

Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation
Implementation-Version: 10.1.31

//truncated

PURL #i 4l

LAF 2 Apache tomcatfERREXNMEH URL 41,

Sample PURL: pkg:generic/apache/tomcat@l@.1.31

Atlassian £RERIKES

AEIR M ERBAtassianfA R ERANEARXHWEFBER,

Atlassian £ EERFES
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Atlassian Server Products
TENEAER

» Jira Core

* Confluence

FEIRE

« Jira Core — & ZI#T Maven POM Bttatlassian-jira-webapp AREERMRAE A
« Confluence — # Z4#T Maven POM Bt confluence-webapp AEURAE Ao

XE¥A
Amazon Inspector SBOM E4REREFERLZHERPNZE

Linux

« /opt/atlassian/jira/atlassian-jira/META-INF/maven/com.atlassian.jira/
atlassian-jira-webapp/pom.properties

» /opt/atlassian/confluence/confluence/META-INF/maven/
com.atlassian.confluence/confluence-webapp/pom.properties
PURL &34

LR RAtlassian{al IR 85 mEYV EH URLsEIHI,

// Jira Core
pkg:generic/atlassian/jira-core@l®.0.1?distro=1inux

// Confluence
pkg:generic/atlassian/confluence@9.2.7?distro=1inux

Atlassian Applications
XENEAER

» Jira Software

« Jira Service Management
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FEIEE

- Jira Software — B jira-software-application JAR {&R3# Maven POM Bt FEE AR A,

« Jira Service Management — &Eif8 jira-servicedesk-application JAR &8I % Maven POM

B REEUR AR,
XE¥A
Amazon Inspector SBOM E4XRERHEERZRERPHRE .

Linux

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
software-application/jira-software-application-*.jar

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
servicedesk-application/jira-servicedesk-application-*.jar
PURL il

LT RAtlassianfE ARZ X & 51 EH URLs,

// Jira Software
pkg:generic/atlassian/jira-software@l®.3.9?distro=1inux

// Jira Service Management
pkg:generic/atlassian/jira-service-management@l®.3.9?distro=1inux

Claude Code £ RERFKES
TENWERER

» Claude Code CLI (Anthropic)

FEIEE

« Claude Code A npm &4 (@anthropic-ai/claude-code) XXX 5 i, RIS HRE
claude CLI Z#{utE , W ERAZEZ npm <prefix>/bin/<binary>#{T<prefix>/
lib/node_modules/@anthropic-ai/claude-code/package. jsonBLi& , SAfER
Hpackage. jsontBRIRE,
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o RAZ1E 9 Version: #{zEHBpackage. json.

XE¥AE
Amazon Inspector SBOM E4 RSB TFARRERTERLEIHNLTE

Linux 1 macOS

 /usr/bin/claude

« /usr/local/bin/claude

* ~/.local/bin/claude
 ~/.npm-global/bin/claude

Windows

* %APPDATA%\npm\claude.cmd

PURL &4l

LT 2 WEH|EH URLClaude Code,

Sample PURL: pkg:generic/anthropic/claude-code@l.®.5?distro=1inux

Conda £EERFKEES
TENERER

« Miniconda RiE

« Anaconda 1%

« Miniforge IRiE

« Mambaforge ¥RiE

FTEN&E

« F# =@ conda IREHH condaFl #Emambaliconda-meta/* . jsonEH .

- WHEVEE CEP 26 WEMHEMW. A, BEFSH. subdir (BETYE ) MHEFHEE (conda H
tar.bZZ)o

Conda £ERMES 275


https://github.com/conda/ceps/blob/main/cep-0026.md

Amazon Inspector EREER

- E4condaE#H URLs,
- BFZHmacOSERIER (._*) , ¥KBEBIRAZE A,

xE¥a

¥ localhost ## , Amazon Inspector SBOM Generator @A T ZERBRRBRNESEFEAERER
# conda-meta B %, HRAES. B#EMNH1FIEHE , Amazon Inspector SBOM E £ S RIBHR B 4%
FRHEM{IE conda-meta/*. jsonfIEE &%,

Linux

« /opt/conda

« /opt/miniconda3, /opt/anaconda3, /opt/miniforge3

* /root/miniconda3, /root/anaconda3, /root/miniforge3

* /home/<user>/miniconda3, /home/<user>/anaconda3, /home/<user>/miniforge3

e ~/.conda/envs/<env>

macOS

» /opt/miniconda3, /opt/anaconda3
« /opt/homebrew/anaconda3, /usr/local/anaconda3

« /opt/homebrew/Caskroom/miniconda/base, /opt/homebrew/Caskroom/miniforge/
base

+ /Users/<user>/miniconda3, /Users/<user>/anaconda3, /Users/<user>/miniforge3

« ~/.conda/envs/<env>

Windows

* C:\ProgrambData\miniconda3, C:\ProgramData\anaconda3, C:\ProgramData
\miniforge3

¢ C:\Users\<user>\miniconda3, C:\Users\<user>\anaconda3, C:\Users\<user>
\miniforge3

¢ C:\Users\<user>\.conda\envs\<env>

gifilconda-metait K&
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AR RcondaE#rro &k v & HIER 1K,

/opt/miniforge3/conda-meta/numpy-1.24.0-py311h64a7726_0. json

PURL &34

UTREAEBEEEHMnoarchcondaEHHcondaZEH URLs #iffl,

pkg:conda/numpyel.24.0?build=py311h64a7726_0&subdir=1inux-64&type=conda
pkg:conda/flask@3.0.0?build=pyhd8edlab_0&subdir=noarch&type=conda

Curl HEERRES

AEIREAERI Curl® Libcurl BARXNMEFMAENA,
Curl

XENEHAER

e Curl

SEFA

« Unix-Linux f macOS

 /usr/local/bin/curl

FEIHEE - Curl

« wEcurl TEME LM A BRRAEHR.

® Note

BEEWME , c8EEMNTHTE. rodataEBR (BAM Linux £K ELF Z#{
). .rdatalBE ( BAM Windows LH PE —#{4E ) = _ cstring BER ( BAR
macOS E£# MachO —#1E ) FESRAFH,

Curl version string
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BT R AR Curl ZEAE R AV MR F R 4

curl/8.14.1

MFEHES. 14 IHEEURAABEBICur LAR AR,
&5 PURL (Curl)

BLTRCurlif = EX=n&EHEH URL,

Sample PURL: pkg:generic/curl/curle8.14.1

Libcurl

XENEAEN

e Libcurl

xE¥a

« Unix-Linux f macOS
» [usr/local/bin/curl/curlver.h
FEIHEE - Libeurl

« BEcurlver.hSAREE B R #RARA<E FALibcurlo

(® Note

BEEWME K ce®”EHM LIBCURL_VERSION_MAJOR, LIBCURL_VERSION_MINORZHI
LIBCURL_VERSION_PATCH&BHEEUAR A,

Libcurl version string
IR R curlver.h EERPRASHAVEH :

#define LIBCURL_VERSION_MAJOR 8
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#define LIBCURL_VERSION_MINOR 14
#define LIBCURL_VERSION_PATCH 1

IELETTS . 14 . 1FEURA LA BILibcur LR A,
&if5) PURL (Libcurl)

TR RLibcurlliR A E =N EHEH URL,

Sample PURL: pkg:generic/curl/libcurle@8.14.1

Cursor £EERKES

xENEAEN

« Cursor ( fik#® Anysphere)

FEIhEE

o MELL Electron BEREMN Al XX IFHMESS Cursorfy Z#Anysphere, #REMRERM Electron
resources/app/package. json EEE P HEERA

XE¥A

Amazon Inspector SBOM E4 RSB T ARAERLEREPHNLE .

Linux

« /usr/share/cursor/
 /usr/bin/cursor

« ~/.local/bin/cursor

Windows

« %LOCALAPPDATA%\Programs\cursor\

+ <SystemDrive>\Program Files\cursor\

PURL 34l
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LT R EH|EH URLCursor,

Sample PURL: pkg:generic/cursor/cursor@@.42.3?distro=1linux

Docker binaries £ 8ERFKES

X ENEARER

docker (docker version 20.10.18+)
dockerd (docker version 20.10.18+)

containerd (docker version 20.10.18+)

 runc (docker version 29.0.0+)

(@ Note
R EEE AR 25.0.0+ Dockerhi. AJRERUWEEMDockerfy ZH# g , B THEXEEL
— {7 & Docker,
FEIhaE

« BEDockerfFRE — U LLREEVMR AR E A

XEFLA
SBOM E4 B ERE M Docker BRECHENZENMHTRBNZER BN ZEHEMER -
Linux

 /usr/bin/

macOS

 /usr/local/bin/

Windows

 C:/Program Files/Docker/

Docker binaries £BERFER
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PURL &34l

BT R By 6IE 4 URLDocker,

pkg:generic/docker/docker@29.4.0
pkg:generic/docker/dockerd@29.4.0
pkg:generic/docker/containerde@2.2.2
pkg:generic/docker/runcel.3.5

Elasticsearch £ EERFKES

X ENEAEN

» Elasticsearch

(® Note
TR L EE AR 7.17.0 ElasticsearchiRo

FEINEE

+ Version — 2B elasticsearch-<specific.version>.jar X , LN EXANRZEE
ZEMETA-INF/MANIFEST.MF , HAEEElasticsearchiRx A& F &,

TE¥S

* Linux - /etc/elasticsearch/1lib, /opt/elasticsearch/lib/#l /usr/share/
elasticsearch/lib/

* macOS - /usr/local/var/lib/elasticsearch/1lib/

* Windows - /elasticsearch/, /Program Files (x86)/Elastic/elasticsearch/
lib/# /Program Files/Elastic/elasticsearch/lib/

#ifl elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF &=

LAR 2 elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF &R EHI,

//truncated
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Manifest-Version: 1.0

Module-Origin: git@github.com:elastic/elasticsearch.git
X-Compile-Elasticsearch-Version: 8.19.0-SNAPSHOT
X-Compile-Lucene-Version: 9.12.1
X-Compile-Elasticsearch-Snapshot: true

//truncated

PURL &34

LA\FR2 elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF #&RMEFIEH
URL,

pkg:generic/elastic/elasticsearch@8.19.0-SNAPSHOT

Generic AI/ML Models £ EERKEES
T ENERER
. BEEASENTEEAEER AIML BRESE

FENEE

- RIBFEIERER A/ML .onnxEEER : .gguf. .safetensors, .pt. . .pth# .h5,
- BIEERAML £EANAEHERTEMERANE RER B &,
- EAZMNERSLES THEHEMmachine-learning-model THELE,

(® Note
LR R ER BN THTEEL PURL.

XE¥A
Amazon Inspector SBOM E4 RSB FARRERBREHHERER

Linux 1 macOS

« ~/.keras/models
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« ~/.cache/1lm-studio/models

* ~/.local/share/nomic.ai/GPT4A1l
* ~/.jan/models
 ~/.cache/llama.cpp

« ~/.tabby/models

« ~/.local/share/localai/models

+ ~/text-generation-webui/models
+ ~/ComfyUI/models

e ~/stable-diffusion-webui/models

GitHub Copilot £ RERFEE S
YENERARER

» GitHub Copilot CLI
» GitHub Copilot VS Code extension
» GitHub Copilot JetBrains plugin

FEIPRE

« Copilot B=EZEREER : npm 2 CLI ( 3EiB npm EEpackage. jsonft Z &
RERHMT ) . VS Code EH#E#E (package.jsongithub.copilot-<version>%E B &+
#r ; BEBREEXEMIgithub. copilot-chat-*E{1E#H ) H JetBrains S8 #FE (META-INF/
plugin.xml<version>JTE&MEIT ) .

XE¥A
Amazon Inspector SBOM E4 RSB T A RAERLEREPHNLE .

Linux 1 macOS

* /usr/bin/github-copilot-cli
* /usr/local/bin/github-copilot-cli
« ~/.local/bin/github-copilot-cli

« ~/.vscode/extensions/github.copilot-*/
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» <IDE>/plugins/github-copilot/META-INF/plugin.xml

Windows

* %APPDATA%\npm\github-copilot-cli.cmd
* %SUSERPROFILE%\.vscode\extensions\github.copilot-*\
* %APPDATA%\JetBrains\<IDE>\plugins\github-copilot\

PURL &4l

LA 2 B EEH|E 4 URLGItHub Copilot.

Sample PURL: pkg:generic/github/copilot@®@.1.367?distro=1inux

Google £RERHES
ENEAER

» Google Chrome

« Puppeteer ( 1% puppeteer B E ; @& puppeteer-core)

(® Note
Puppeteer & puppeteer 2N E, Puppeteer& O T B EERN,

X EN @
Amazon Inspector &1 T %118 B W& Google Chrome& A :
« chrome/VERSION iR ( BEXRIR )

« chrome.exe &% (Windows Chrome % )

- puppeteer R (Z#)

HREEZENRMA , Sbomgen 3T MULEchrometE R puppeteer IR, ¥R puppeteer &
g  SEEChromiumhiR A IEH M puppeteerik 45, MEFFIME , 5528 Puppeteer #i5 I
ERIESR.
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https://pptr.dev/supported-browsers
https://pptr.dev/supported-browsers

Amazon Inspector

ERAEER

EPUPPETEER_SKIP_CHROMIUM DOWNLOADRIESETEA Rtrue , RGBT |, I
#skip_chromium_download=truelRE ¥ 18 ZEPuppeteerE# URL,

giflchrome/VERSIONAR A< 18 5

LT & chrome/VERSIONARZS#E 2 AV & 4,

MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

PURL 34l

AR Rchrome/VERSIONRAE RNV EHEH URL,

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

giflpuppeteerhR A HE R
LU 2 puppeteer R AHERHI &5,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

PURL &4l

AR Rpuppeteer iR A E RN EHIEH URL,

Sample PURL: pkg:generic/google/puppeteer@23.9.0

Google £ RERKES
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PURL &34l

LT R2EApuppeteer RAEREIBREFNEH URL 41,

pkg:generic/google/puppeteer@22.15.0?distro=1inux&skip_chromium_download=true

HuggingFace £ ERFEES
TENERAER

» HuggingFace hf CLI

FEINRE

- FEENE REHAHREL A/ML #EE HuggingFace

« E4HuggingFaceE# URLs
« hf download --local-dir BRIAXEMH THWER

B &l
LA 2 REXHuggingFacet& B B & 1Y £5 451,

/home/ec2-user/.cache/huggingface/hub/models--MiniMaxAI--MiniMax-M2.5/snapshots/<hash>

PURL 341

LAF RHuggingFaceE B € 6| E 4 URL, THEE A machine-learning-model,

pkg:huggingface/MiniMaxAI/MiniMax-M2.5@<hash>

Java £RERFEES

X ENEAER

* Oracle JDK
* Oracle JRE

HuggingFace £ BERKES 286
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* Amazon Corretto

FEIEE

« HEEN Java REWNF SR,
. BB EJavaBlITRIEIM B #EE R,
. SRRl A Oracle JDK, Oracle JREF] Amazon Corretto,

Amazon Inspector SBOM E4ARERE TN FJavaR BB ENMEENRE !

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
Linux 64-bit: /usr/1ib64/jvm

* Linux (generic): /usr/java and /opt/java

&ifflJavahR & & A
T 5|2 Oracle JavahR 2=y &5,

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+49-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
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ERAEER

jdk.
jdk.

security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
xml.dom jdk.zipfs"

OS_ARCH="x86_64"
OS_NAME="Darwin"
SOURCE=".:git:7917f11551e8+"

// DK

IMPLEMENTOR="0racle Corporation"
JAVA_VERSION="19"
JAVA_VERSION_DATE="2022-09-20"
LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio

jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.

accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop

xml.dom"

OS_ARCH="x86_64"
OS_NAME="Darwin"
SOURCE=".:git:53b4all304b0® open:git:967a28c3d85f"

PURL &34

LA & Oracle JavahlR &M EH URL &4,

Sample PURL:

# Amazon Corretto
pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle IDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Java £ RERRES
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Jenkins £RERFKES
TENWERER

« Jenkins #/»

@ Note
RAFEEE AR 2.400.* R & ¥ & Jenkinshx 48,

FENRE
« jenkins.war ZBBENETEREAFENER , £ META-INF/MANIFEST .M #&R#fEJenkinsiR 4
E#.

Amazon Inspector SBOM B4 SR8 HEEFANERTREEHFEIK Jenkins L& :

Linux

« /usr/share/jenkins/jenkins.war
* /usr/share/javal/jenkins.war

macOS

« /opt/homebrew/opt/jenkins-1ts/libexec/jenkins.war

Windows

 /Program Files/Jenkins/Jenkins.war

* /Program Files (x86)/Jenkins/Jenkins.war
FHIEZR
LT RFREMRAjenkins .war/META-INF/MANIFEST . MFEY#E R &1,

Manifest-Version: 1.0
Created-By: Maven WAR Plugin 3.4.0
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Build-Jdk-Spec: 21
Implementation-Title: Jenkins war
Main-Class: executable.Main
Implementation-Version: 2.516.2
Jenkins-Version: 2.516.2

Manifest-Version: 1.0
Jenkins-Version: 2.414.1
Implementation-Title: Jenkins
Implementation-Version: 2.414.1
Built-By: kohsuke

Created-By: Apache Maven 3.8.6

PURLSs# i

LAT & Jenkins LTS MxZ< 2.516.2 MxFflJenkins B B){L. @RI BRESHR A 2.414 IRV EH URLs,

LTS: pkg:generic/jenkins/jenkins-core-1ts@2.516.2.1
Regular: pkg:generic/jenkins/jenkins-core@2.414

Kiro CLI £ BERKES
T ENERER

« Kiro CLI (Amazon Al #wiSBIIE )

FEIRE

« MBE M kiro-cli ( = kiro-cli.appimage) SABEER R HRAR A E Ao
o EZHEMAIEITHE . rodataBR (BAR LA ELF Z#M&ELinux) 3__cstringEBE& (ERAR

E# Mach-O Z#{u#E ) FEERMAFEMacOS, A 2 AWS TEFAEREEXFZRER
FEHWVersion<X.Y.Z>/,

XE¥A

Amazon Inspector SBOM E4 2B FARAERZRERPNRE .

Linux

« ~/.local/bin/kiro-cli
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ERAEER

 /usr/bin/kiro-cli

« ~/Applications/kiro-cli.appimage

macOS

 /Applications/Kiro CLI.app/Contents/Mac0S/kiro-cli
e ~/.local/bin/kiro-cli
PURL &34l

LT 2 B g6 E 4 URLKiro CLI,

Sample PURL: pkg:generic/amazon/kiro@l.29.5?distro=1inux

MariaDB 1 MySQL £ EXRHKES
MariaDB

XENEAEN

* MariaDB Server (10.6+, 11.x, 12.x)

FEIRE

- FRENERERR  RERERRS S EMCENREERBEIREEA.
- HAlESENEMRIBRREN B HKKE,

- ERERESEERFRBUBEBHES MariaDBH MySQL £,

SBOM EAREEEFANE EMariaDBLZEREh ISR L .

Linux

 /usr/bin/mariadbd
 /usr/sbin/mariadbd
« /usr/local/bin/mariadbd

MariaDB #1 MySQL 4 RERFKES
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macOS

* C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
 C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

Windows

* C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
 C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

PURL &34l

LA RMariaDBfal RS HY &I E 4 URL,

# MariaDB Server

pkg:generic/mysql/mariadb-server@l®.11.8

MySQL 4 RE R EE S

X ENEAEN

* Oracle MySQL Server Server (8.0, 8.4, 9.4+)

FEEE

- FREREFERN , tENEARSR - EVENEEERBIIREEN.
- BBl EEENEMRBRRZEN B HKRE,
- EFRERNESEERFRAUEBHES MySQLM MariaDB &£,

SBOM EAREHEEFANERMYySQLEZERBREHRSREE

Linux

* /usr/local/bin/mysqld
* /usr/bin/mysqld
* /usr/sbin/mysqld
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macOS

* /usr/local/mysql/include/mysql_version.h (MySQL)

Windows

 C:/Program Files/MySQL/MySQL Server/include/mysql_version.h (MySQL)
 C:/Program Files (x86)/MySQL/MySQL Server/include/mysql_version.h (MySQL)

PURL &34l

LT 2 MySQL falBR2RAVEHIEH URL.

# Oracle MySQL Server

pkg:generic/mysql/mysql-server@8.0.43

Microsoft applications £ RERKEES

Amazon Inspector SBOM E4 2585 E T % Microsoft BATER. B Microsoft CVRF API #IBR
# , InspectorScan APl I ERIE T 2021 & ( REFHRAK ) BITHELERARIRA, AELR
HEBR &Y ZE Microsoft KBss, CVEs ( #iEA ) .

&M Microsoft FEARE (2021+)

* PowerShell

* NuGet CL

+ Visual Studio Code
* Microsoft Edge

+ SharePoint Server
+ Microsoft Defender
» Exchange Server
+ Visual Studio

« .NET Core Runtime
.NET Framework
ASP.NET Core Runtime
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* Microsoft Teams

* Outlook for Windows
+ Microsoft Office

* Microsoft 365

FEIRE

« PowerShell - 82 pwsh.exe &R A H#RRAEHR.

« NuGet CLI - #% nuget.exe ERUBEEABRRAER,

« Visual Studio Code — & Code.exe ERIUBEBAEBMAEH

* Microsoft Edge — & msedge.exe #ERUBEEAHRRAE

« SharePoint Server — 8 & Microsoft.SharePoint.d11 #&RUBEEAHMAE R
« Microsoft Defender — #2 MsMpEng. exe &R U A#RARAE o

« Exchange Server - & Exsetup.exe ERUBEAHBMRAER.

« Visual Studio — El#T state.json R catalogInfo.productDisplayVersion M #EER
FRASF &R,

« .NET Core Runtime - S Z# K EFHMMicrosoft .NETCore.App.deps.jsoniE=R , ¥R T 5|
BEREKEXNEEMRAFE,

Microsoft.NETCore.App/<VERSION>/Microsoft.NETCore.App.deps.json

« .NET Framework — Z#7 Windows E#&EW BEERPEER , LERAIEZEN NET Framework
RA, BHEHBERETHEEMENE , UK EE,

- Registry Key (RVERSION_SUB_KEY> {5 .NET Framework A4 , {40 v2.0.50727, v3.58
vA\Full)

HKLM\SOFTWARE\Microsoft\NET Framework Setup\NDP\<VERSION_SUB_KEY>

HKLM\SOFTWARE\Wow6432Node\Microsoft\NET Framework Setup\NDP\<VERSION_SUB_KEY>

* Registry Value
« Install - £ HR BB L% .NET Framework k78,
« Version - B&X%EH NET Framework MRS (4.0 iR EARIRA )
 Release - $HIEZE 2 R4 NET Framework iRA (4.5 IR E#H M4 ) REG_DWORDHI{E
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« DLL Files

RSB E® mscorlib.d11 M FEEERMRASystem.dl]l, MRELEREE , ISKHBEE
MRERTHHIEE SBOM, HHR NET Framework 4.5 iREEHFMRA , EREFANERRETH
EHH R,

« ASP.NET Core Runtime - # S Z &R &FAHMicrosoft.AspNetCore.App.deps.jsonfEx ,
I T HIHE R TR R AR F &,

Microsoft.AspNetCore.App/<VERSION>/Microsoft.AspNetCore.App.deps.json

« Qutlook for Windows — ZI#7 Windows & $&48 , W T 5 2 IS HEEUR A,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft
\Windows\CurrentVersion\AppModel\PackageRepository\Packages
\Microsoft.OutlookForWindows_<VERSION>_<ARCH>__8wekyb3d8bbwe

« Microsoft Teams — 4T Windows & 4&#& | SR T 51 2 &5 S S HIEVR A,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion
\AppModel\PackageRepository\Packages\MSTeams_<VERSION>_<ARCH>__8wekyb3d8bbwee

« Microsoft Office 365 / Microsoft 365 — Z|#7 Windows 2848 , R T 5 2 &S R EREEUR AN,
o BEREIS

HKLM\SOFTWARE\Microsoft\Office\ClickToRun\Configuration

- B8E
« VersionToReport — Microsoft Office K2

 ProductReleaselds — Ef IDs/BE ., ERANEL EZER Office EfR. MEEM IDsHEFME
A , 5528 product IDs Microsofti@us LHI .

* Microsoft Office Suite — EBRE T 5| A #THERUKEE L KK FE Office BAR :
« EXCEL .EXE — Microsoft Excel
» WINWORD.EXE — Microsoft Word
* POWERPNT . EXE — Microsoft PowerPoint
* OUTLOOK. EXE — Microsoft Outlook

Windows % $%48 1 iy ik A im i & F {E BB E 2 £ Office BRI AV R R AR o
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Amazon Inspector EREER

g5 state.json BEE

AR R@state. json ARME 2 L& Visual Studiohx A< HI 1& 2R €85

{
"icon": {
"mimeType": "image/svg+xml",
"fileName": "product.svg"
1,

"updateDate": "2025-11-06T05:05:35.6517471Z",
"installDate": "2025-11-06T05:05:35.6527436Z",
"enginePath": "C:\\Program Files (x86)\\Microsoft Visual Studio\\Installer\
\resources\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Service",
"installationName": "VisualStudio/17.14.19+36623.8",
"catalogInfo": {
"id": "VisualStudio/17.14.19+36623.8",
"buildBranch": "d17.14",
"buildVersion": "17.14.36623.8",
"localBuild": "build-lab",
"manifestName": "VisualStudio",
"manifestType": "installer",
"productDisplayVersion": "17.14.19",
// truncated

PURL &4l

LT 2EE BEAIEH URLMicrosoft Applications,

// PowerShell
Sample PURL: pkg:generic/microsoft/powershell@7.5.3

// NuGet CLI
Sample PURL: pkg:generic/microsoft/nuget@6.14.0

// Visual Studio Code
Sample PURL: pkg:generic/microsoft/visualstudiocode@l.104.2

// Microsoft Edge
Sample PURL: pkg:generic/microsoft/edge@l40.0.3485.94

// SharePoint Server
Sample PURL: pkg:generic/microsoft/sharepoint@23.38.219.1
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// Microsoft Defender
Sample PURL: pkg:generic/microsoft/defender@4.18.23110.3

// Exchange Server
Sample PURL: pkg:generic/microsoft/exchangeserver@l5.2.2562.17

// Visual Studio
Sample PURL: pkg:generic/microsoft/visualstudio@l?7.14.19

// .NET Core Runtime
Sample PURL: pkg:generic/microsoft/dotnet@8.0.18

// .NET Framework
Sample PURL: pkg:generic/microsoft/dotnet-framework-v4.8.1@4.8.9320.0

// ASP.NET Core Runtime
Sample PURL: pkg:generic/microsoft/aspdotnet@8.0.18

// Microsoft Teams
Sample PURL: pkg:generic/microsoft/teams@25241.203.3947.4411

// Outlook for Windows
Sample PURL: pkg:generic/microsoft/outlookforwindows@l.2025.916.400

// Microsoft 365 / Office 365
Sample PURL: pkg:generic/microsoft/office@l6.0.19127.202647
product_ids=0365HomePremRetail

// Microsoft Word
Sample PURL: pkg:generic/microsoft/word@l6.0.19127.20264

// Microsoft Excel
Sample PURL: pkg:generic/microsoft/excel@l6.0.19127.20264

// Microsoft PowerPoint
Sample PURL: pkg:generic/microsoft/powerpoint@l6.0.19127.20264

// Microsoft Outlook
Sample PURL: pkg:generic/microsoft/outlook@l6.0.19127.20264
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Microsoft SQL Server £ RERKZES

X ENEAEN

* Microsoft SQL Server

FEN&E

o EWindows® $£#EEH , LURER B RE M Microsoft SQL Server#{T{EEE L REEVARAE A .

- BBMSREFIFRZEHIT(ERE : BHInstalledInstancesfE. #Instance Names\SQL¥Z35|
BENMSERNTEERR , ARRESEHTERNSetup FRSIBBEEREEH.

- BEHTERERE. EXRAK, BHEXER, RAE, Service Pack ( MIRA ) MBHFMIFIKE,
« THERRAHN PURL EREMEANER (TBRERR ) -

X ENFEE - Windows

Amazon Inspector SBOM E4 B ER T HWindows 2 M ISEE , LUIRRC L HENHITER

HKLM\SOFTWARE\Microsoft\Microsoft SQL Server

BB EEMN InstalledInstancesBL Y B T{EE. Instance Names\SQLFZRE|EFENE
B TEERE RS ERNTEENSetup T RIBBEIREEN

PURL &34l

LT Microsoft SQL Server#l {T{EEE M &5 EH URL,

pkg:generic/microsoft/sqlserver@l6.0.1000.6

MongoDB £ RERKES
ENERAER

* MongoDB Server (7.0+, 8.0+)
FEIhEE

« MEmongod Z A #E LU EL A B AR A E FAo
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® Note

mongod =i K/NAT LB 200 MB, & E## 1 MongoDB , #47Ei#& Amazon Inspector
SBOM E4ABERKX/NRFIFRER AFFHEIB 200 MB HEZR,

Amazon Inspector SBOM B4R EE T AN E EMongoDBLEBRREHS KR E .
Linux

* /usr/bin/mongod
* /usr/local/bin/mongod

macOS

* /usr/local/bin/mongod
« /opt/homebrew/bin/mongod

Windows

* C:\Program Files\MongoDB\Server\bin\mongod.exe

PURL &34

AT 2 MEHIEH URLMongoDB Server,
pkg:generic/mongodb/mongodb-server@8.2.4?platform=1inux

Nginx £ RERRES

XENERRER

* Nginx

xE¥a

LTRXENFE,
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Linux

* /usr/sbin/nginx

* /usr/local/nginx

* /usr/local/etc/nginx

* /usr/local/nginx/nginx

* /usr/local/nginx/sbin/nginx

* /etc/nginx/nginx

Windows

« C : \nginx\nginx.exe

+ C :\nginx-x.y.z\nginx.exe (x.y.z 2EERA )

macOS

* /usr/local/etc/nginx/nginx

FEEE

hEEgREEVENENRBRRAEN. c8E_ENITHITE . rodataBR (BEAR LW ELF
“#EfIfELinux), .rdataEBE (EAR LH PE Z#{uEWindows) __ctringEE MachO (&
ARZENE ) PEBRAFS,

gIHIRRAS T &
BUTF RAERTE Nginx =V 1E P EI RS F SR 6.

nginx version: nginx/1.27.5
1.27.5 BB AR A< LG8 BINginx iR 2R

PURL &34l

BATR 2 Nginx BV EE6|EH URL.

Sample PURL: pkg:generic/nginx/nginx@l.27.5
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Node.JS #ITHRREES
T ENERER

« Y ERRAFITES R = E Node.JS

TEFEAR
UTRZENTE, (F REERE)
Linux

* Jusr/local/bin/node

* /usr/bin/node

* /nodejs/bin/node

+ ~/.nvm/versions/node/*/bin/node
 ~/.local/share/fnm/node-versions/*/installation/bin/node
» ~/.asdf/installs/nodejs/*/bin/node

+ ~/.local/share/mise/installs/node/*/bin/node

» ~/.volta/tools/image/node/*/bin/node

Windows

» C : \Program Files\nodejs\node.exe
* C : \Program Files (x86)\nodejs\node.exe

+ ~\AppData\Roaming\fnm\node-versions\*\installation\node.exe

macOS

 /opt/homebrew/Cellar/node/*/bin/node

FEN&E

hESEREEMEUENRNBRAEN. CBE_ENATHTE. rodataBE (BAR LW ELF
M RELinux), .rdataEBEk (EBAR LH PE Z# M &EWindows) __ctringEE MachO (&
AR ZHENE ) PESRAETFSH,
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g R A7 &

LT RAERENode JSHATT I =M 2 RV ARAF g H,

node.js/v24.11.1

24.11.1 BREBREMA LA BINode. JSH 1T BF B MR 2 o
PURL &34l

TR NEAEH URLNode.JS,

Sample PURL: pkg:generic/nodejs/node@24.11.1

Ollama £ REERKES

SENEARER
« Ollama ( Z<# LLM #1THFRE )

FEINEE
- MBE-#{Y ollama ( HFE ollama.exe EWindows) LAFEERAHRMRAE Ao

 Ollama R2Go=—#{#E , HIRASHEREREB ST A-1dflags -X , Y E-HENNERERFER
BAERFEFSE (HlM ~0.21.0), £ HomebrewZEEmacOSH £ | IRATTAES L R
HIREGoEHEEEHA Pollama\tv<version>,

XE¥AE
Amazon Inspector SBOM E4 RSB FARRERTERLEHHNLTE

Linux

« /usr/local/bin/ollama
« /usr/bin/ollama
« ~/.local/bin/ollama
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macOS

* /Applications/0Ollama.app/Contents/Mac0S/ollama
 /usr/local/bin/ollama
» /opt/homebrew/bin/ollama

Windows

* %$LOCALAPPDATA%\Programs\Ollama\ollama.exe

* %ProgramFiles%\0llama\ollama.exe

B R A7 &
LT RAHERFE Ollama —HE 74 FR Y A4S 7 R €61

~0.21.0
0.21.0 BB A LAFE B Ollamahi A

PURL &34l

AT 2 WEHIEH URLOllama,

Sample PURL: pkg:generic/ollama/ollama@®.21.0?distro=1inux

Ollama Model Collector £ RERKEE S

TENERER
e Ollama CLI
FEIhaE

- BEEUH REMNARBIRE A/ML #EE Ollama
« E4OllamaE#H URLs

BRI
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BT BIREXOllamatE B B E Ay #8451,

/usr/share/ollama/.ollama/models/manifests/registry.ollama.ai/library/gemma4/latest

PURL 34l

LUR R OllamatE B2 EHIEH URL. THEE A machine-learning-model,

pkg:ollama/gemma4@<hash>

OpenSSH 4 EERMES

X ENEAER

« OpenSSH (% 9 hR)
« OpenSSH ( % 10 iR )

XEMWFE Linux/macOS

 /usr/sbin/sshd
« /usr/local/sbin/sshd

S ENFEE Windows

* C:/Windows/System32/0penSSH/sshd.exe
 C:/Program Files/OpenSSH/sshd.exe
 C:/Program Files (x86)/0penSSH/sshd.exe
* C:/0OpenSSH/sshd.exe

FEIhAE
s BEBEsshd TV E AR E AR A E Ao

o ETEMNAIEITE .. rodataEBR (EAR K ELF Z# M #ELinux, _ cstringEE (#EH
B £W Mach-O —#{I#EMacOs) . rdatal@B & (EAR LK PE ZEME ) FERREFH

Windows,
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g R A7 &

BT RAHRTE OpenSSH Z {18 AR BV AR AN 7 SR &1 45

OpenSSH_9.9p2

9.9p2 FEBR#ER A< LA B OpenSSHAR AR,
PURL #i 4l

AT 2 MEHIEH URLOpenSSH,

Sample PURL: pkg:generic/openssh/openssh@9.9p2

OpenSSL £ ERKEES
TENERAER

& OpenSSL BEABNHEREMFERNERABAR 3.0.0 RESHAET OpenSSL BZEHKE.
Bt AAEREESRAEG, TXEBFIHD XA OpenSSL ZEAER 3.0.0 BARAS.

Amazon Inspector SBOM E4 SRS HEEEE L% OpenSSL HITRBHNESWEHEA.
FEINRE

. # OpenSSL =B EHEVE A SEMVER AT &

- BBIE2E OpenSSL ZH M B K&K

Amazon Inspector SBOM E4 BB EBE AN E RR R PIFHE opensslv.h BER , UESEK
OpenSSL Z#,

Linux/Unix B9 €85 % 3£ 3% 18

LA & Linux/Unix B &I 28K &,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h
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/usr/include/openssl/opensslv.h

Amazon Inspector SBOM E4 & Topensslv BRI SHIRAERE , SAFEERAE A

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
# define OPENSSL_VERSION_PATCH @

PURL &4l

LA 2 OpenSSL WA g8 6|EH URL,

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Oracle ERIERREZES
TENERER

* Oracle Database

TEMWFE Linux

« /opt/oracle
 /u@l/app/oracle

(® Note
IR AEE(LEE A Oracle Database Server £ 19 WX & E# AR 2,

EEIRE

« BEOracle =18 LRV A #RIRAE Ao
s ETHEMAIEITE . rodataEBRFASEMAFER (EHARK LW ELF Z# M8 Linux).
. [RABEFERFESTE RDBMS lRAFENEFERR.

BB R A7 &
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ERAEER

LA R AHERTE Oracle Database —#{ R FFEF] :

RDBMS_23.7.0.25.01DBRU_LINUX.X64_240304

23.7.0.25.01 B RALAFE B Oracle Databasehx 2~
PURL Z3i

LT B W& fH|EH URLOracle Database.

Sample PURL: pkg:generic/oracle/database@23.7.0.25.01

PHP £ RERFKES

TENEAER
- PHP (8.1 \RFE HARA )

FEIRE

- SR RERARA F B HEPHP Z L AT AT B EUR A &
« BEIEEPHP A B #HEE,
- BEMREABREPHP ZEMENMRANEFNRZE | #I20 php8.1, php8.2H php8.3,

Amazon Inspector SBOM E4REEBE L AN ERPHPREREHS IR .

Linux

 usr/bin/php8.1 through /usr/bin/php8.9

* /usr/sbin/php8.1 through /usr/sbin/php8.9

 /usr/local/bin/php, /usr/bin/php, /ust/sbin/php

« /usr/local/bin/php8.1 through /usr/local/bin/php8.9 ( BIRZAHI ZEMHE )

macOS

« /opt/homebrew/bin/php
* /usr/bin/php

PHP (£ RERFKES
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* /usr/local/bin/php

Windows

 C:/php/php.exe

« C:/php8.1/php.exe through C:/php8.9/php.exe ( HRANE &)

&1 5| PHP R A 8 BY

Amazon Inspector SBOM E4REFATIERNBEESRMRAFE |, #PHP - EMEREBURERER.

X-Powered-By: PHP/8.4.12
8.4.12 EEILENFEEL , LAFKBIPHPRRZS,

PURL &4

LT RPHPERWEHIEH URL.

pkg:generic/php/phpe8.4.12

Redis £REERHKES
TENWERER
. Redis (7.2 BRAEHARA )

FEEE

. FEARBMRAFERRedisTedis-server Z# N A HTREEEURAEA.

o ETHEMAIEITHE . rodataBR (BAR LK ELF Z# M &Linux) B__cstringEB& (ERAR
F# Mach-O —#E ) HESRAFEmacOS,

Amazon Inspector SBOM E4 B EBE T AN E RRedisRRERP SR LE !
Linux

« /usr/bin/redis-server

Redis £RERMES 308
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ERAEER

« /usr/local/bin/redis-server

macOS

* /opt/homebrew/bin/redis-server

« /usr/local/bin/redis-server

EBIMR A F R

AT RAERTERedis —EMEPHIRAFE 6,
redis-7.2.6

7.2.6 B RZA LG B RedishR AR,

PURL &34

TR NEHEMH URLRedis.

pkg:generic/redis/redis@7.2.6

B A ERAEXERRKES

Amazon Inspector SBOM E4 SRS EHAILZREEMHEEENBNE L Al REMAHE LLM EAE,
ERENEAERNEHREAES applicationBFE R fMgenericEH URL FHE M CycloneDXt#, R

ARG ERERERAMSE , MTFRAR,

ERAREX HEH=REE

Tabby tabby-ins
(TabbyML) tallation
Claude claude-desktop-
Desktop installation

R A SRR
“ENERER

(OTELservice.v

ersion )

Windows PE
ProductVe

rsion (StringFil
elnfo )

PURL &4l

pkg:generic/
tabbyml/tabbye<
version>

pkg:generic/
anthropic/

By A FERARRNERRKES
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FEAREX HREBE R 2 3R PURL &l
claude-desktop
@<version>
LM Studio Im-studio- Electron resources/ pkg:generic/
installation app/package. json Imstudio/lm-stu
dio@<version>
Jan jan-installation B <version> pkg:generic/
jan.ai.app (Tauri) janhg/jane@<vers
ion>
GPT4AIl gpt4all-i —HE{VEEL : App pkg:generic/
nstallation lication-name = nomic-ai/gptsal
BGPT4ALL , &M le<version>

EE null Szt
<version> (Qt)
XETA
Windows # Linux ( EREREXNEER ) .

(@ Note
FERLZEFEPHREFE --paths|B. ROUOBHMAHEMNBRESTELEETTH.

Windsurf £BERKES
TENERER

« Windsurf ( ffk#% Codeium)

FEIEE

- BE HWZEWindsurf , JERZ Electronf! Al X iH#REESCodeium, REAERH Electron
resources/app/package. json BB E P HEEURA,

Windsurf £REERRES 310
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xE¥a

Amazon Inspector SBOM E4 RSB T A RAERLEREPHNLE .

Linux

 /usr/share/windsurf/

e /usr/bin/windsurf

Windows

« %LOCALAPPDATA%\Programs\windsurf\

« <SystemDrive>\Program Files\Windsurf\

PURL &4l

LT 2 BEH|EH URLWindsurf,

Sample PURL: pkg:generic/codeium/windsurf@l.10.5?distro=1inux

WordPress £ BERIKES

>R T

« WordPress #&/»
« WordPress A2
« WordPress iR

FEIhee
« WordPress & — 41 /wp-includes/version.php ERE# $wp_version B EHREEMRAE,

« WordPress M\ ##2x - 47 /wp-content/plugins/<WordPress Plugin>/readme.txt#E
= /wp-content/plugins/<WordPress Plugin>/readme.md , #StableZH M A RAF
B

« WordPress #fist =& - 47 /wp-content/themes/<WordPress Theme>/style.css EXR ,
LA hir 2= v 4 R SR A AR AR
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#if| vexrsion.php HEZE

LR RWordPress# i version. phptE REVE 51,

// truncated

/**

* The WordPress version string.

*

* Holds the current version number for WordPress core. Used to bust caches

* and to enable development mode for scripts when running from the /src directory.
*

* @global string $wp_version
*/

$wp_version = '6.5.5';

// truncated

PURL &4l

LAR 2 WordPress#Z /ORI EHIEH URL,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

gif5] readme.txt EE

LA RWordPress MMt iEx readme . tx tiE RV €6,

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html
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// truncated

PURL &34l

LA 2WordPress/\#E X BV E I E 4 URL,

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.®.0

il style.css =X

AR WordPressfif £ @style. cssERMNEHI,

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-

images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

PURL 34l
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LA R 2WordPressE AR & HIEH URL,

Sample PURL: pkg:generic/wordpress/theme/avada@l.0.0

XENEARER

« Zed ( #k#% Zed Industries)

FEINEE

- BE DB IZed —# I Zed Industries.

« Zed RRBEEFAFENRustZEN, RASRARE - EMLFHHNERF SR,
XEYE

Amazon Inspector SBOM B4 RSB F A RAERTRBEPIHNLE !

Linux

« /usr/bin/zed
« /usr/local/bin/zed
e ~/.local/bin/zed

Windows

* %LOCALAPPDATA%\Zed\
« <SystemDrive>\Program Files\Zed\

PURL &34l

LT R WEHIEH URLZed,

Sample PURL: pkg:generic/zed-industries/zed@l.2.6?distro=1inux
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Amazon Inspector SBOM FE 4285 SSL/TLS BERHE

ZAEERBA I 55 A Amazon Inspector SBOM E4AESEE SSL/TLS BFE. EREREEEZNVEES
BEURMEHAERMN B , SbomgenRETE SSL/TLS BE., LMEESEZFRHEEE SSLUTLS B
., UREBHNER. CABRtUEHREREESRED,

{FFSbomgen B iw i

O LAEMA --scanners certificatess|®BA SSL/TLS BREFWE, BRBHUTUETEME
IR ERESER. BRIBENR , TSRABRERE,

ERFFHEA K MSbomgen , BEFENENBE. ERAEBERT , SbomgenFEEHEEF TFIE
BARNERTHEEUERE.

.pem
.crt
.der
.p7b
.p7m
.p7s
.pl2
.pfx

localhost B mZaHY

MR ERAREFEES , ERAEREA localhost , Bl @LLSbomgeniEB A RNTE /etc/*/ssl, /
usr/local/*/ssl, /opt/*/ssl/certsHl FS2KBE /var/lib/*/certs , HF * FEZH,
B E THMEEH , HFUBEEFRNBEEFAERENESZ., —BMS , CAREBETENEE
EBEREH, EEBRBENNEA pki, ca-certsm WERKHCA, SRt ATREHREERN
localhost #F# K& A,

B &M A KA
RIHERRBBEAME , Sbomgen2E S AKX M LEANVENER.
BREFRHRDDES

LT aeRRREGTES. BE2ELETELRME KT BEN SBOM, 3 —E %4 SBOM , H
hEE A & EFEM Debian, Alpinef RhelE#, 2 —1 €4 SBOM , EHhEZEERERE
B HREINRE.
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# generate SBOM only containing certificates in a local directory
./inspector-sbomgen directory --path ./project/ --scanners certificates

# generate SBOM only containing certificates and Alpine, Debian, and Rhel 0S packages
in a local directory

./inspector-sbhomgen directory --path ./project/ --scanners certificates,dpkg,alpine-
apk,rhel-xrpm

# generate SBOM only containing certificates, taken from common localhost certificate
locations

./inspector-sbomgen localhost --scanners certificates

BRIl

LTasmERRRERER G, ERFEME , SrbipARRIBE A HEABLE,

"bom-ref": "comp-2",
"type": "file",
"name": "certificate:expired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:certificate_finding:IN-
CERTIFICATE-001",
"value": "expired:2015-06-06T11:59:59Z"

3,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/expired.pem"
}
]
3,
{
"bom-ref": "comp-3",
"type": "file",
"name": "certificate:unexpired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/unexpired.pem"
}
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}

1) [ B T A+ 8 451

£/ --scan-sbomEZ# 1T Amazon Inspector SBOM E4 S EEE LR SBOM &% E Amazon
Inspector LUETIRIBREHE. U T2 RERETHN ERATHEREN,

{
"advisories": [
{
"url": "https://aws.amazon.com/inspector/"
.
{

"url": "https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/
sec_protect_data_transit_encrypt.html"

}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
},
"bom-ref": "vuln-1",
"created": "2025-04-17T18:48:20Z7",
"cwes": [
324,
298
1,
"description": "Expired Certificate: The associated certificate(s) are no longer

valid. Replace certificate in order to reduce risk.",
"id": "IN-CERTIFICATE-0Q01",
"properties": [

{
"name": "amazon:inspector:sbom_scanner:priority",
"value": "standard"
},
{
"name": "amazon:inspector:sbom_scanner:priority_intelligence",
"value": "unverified"
}
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ERAEER

iF
"published": "2025-04-17T18:48:20Z",
"ratings": [

{
"method": "other",
"severity": "medium",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

1,

"source": {

"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"
.
"updated": "2025-04-17T18:48:20Z"

Amazon Inspector SBOM B4R IZHES

Amazon Inspector SBOM E4A R A BB Mt B Y RIEE

BB,

WERREEMA

Wl

THIEA REM T B RN EREER,

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM T+l
THEHI B RFIELE SBOM Ry THIEE

"components": [

{

"bom-ref": "comp-2",

(SBOM) Y REEH . CEEFERHREN

BARGES  XEBENEFVREREESA . EELEMN SBOM REARE(CREREN , BALT#

RESS
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"type": "application",

"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [
{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0Q-only)"
}
1,
"purl": "pkg:npm/sample-js-pkgel.2.3",

xENEH

RESSXETIEARFZSNERRRES

Target EHEETE REEARIR Type

Alma Linux RPM « Jusr/lib/sysimage/ EERR
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpom/Packa
ges.db

Amazon Linux RPM - /usr/lib/sysimage/ EERR
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

* /usr/lib/sysimage/
rom/Packages.db
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Target EHEETR REEFRIR Type

* /var/lib/rpm/rpmdb
.sqlite

\

* /var/lib/rpm/Packa
ges

* /var/lib/rpom/Packa
ges.db

CentOS RPM « /usr/lib/sysimage/ EERR
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

« /var/lib/rpm/Packa
ges.db

Fedora RPM « Jusr/lib/sysimage/ EERK
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db
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ERAEER

Target

OpenSUSE

Oracle Linux

EHEET

RPM

RPM

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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ERAEER

Target

Photon OS

RHEL

EHEET

RPM

RPM

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

EERR

EERR

XENEH
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ERAEER

Target

Rocky Linux

SLES

Alpine Linux

Chainguard

EHEET

RPM

RPM

APK

APK

\

=

REEARR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

Type

EERR

EERR

U ES

ERRR

XENEH
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ERAEER

Target

Debian

Ubuntu

Node.js

PHP

Go

Python

Ruby

Rust

RERENFENL

EHEET

\

=

DPKG

DPKG

Javascript

Composer E#

Go

Python/Egg/Wheel

RubyGem

crate

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package.json

* composer.lock

» /vendor/c
omposer/i
nstalled.
json

LICENSE

* .dist-info/
METADATA

* .egg-info

* .egg-info/
PKG-INFO

* .gemspec

Cargo.toml

Type

EERR

U ES

BARHEE

BRRHES

BBt

K3
i

5l
il

3
][]

EIRRET

il
Ko
nn

SPDX REFREXN BN IRHMAARGIRERBE PRI MRERFAYERE KRR, Amazon Inspector SBOM
ELEREEBARGHRNRA , SAEREEARELS SPDX RERER, ELERAURKREEN

By — B MR,

SPDX & #& =X 35 Bl &7 AR 5

ERELZBH M ZE SPDX EEEBIAF. Bl : MIT License fidl@A MIT,

XENEH
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ZEREAS

B S ERERE AND ERE FE 6. UTRTAEMNABA L THESD S,

MIT AND Apache-2.0

B REFE
BEIRENFER LicenseRef , flfl LicenseRef-CompanyPrivate,
BEIBIAMRRFE

BEIBIAAMRRFE A AdditionRef- , i AdditionRef-CustomException,

fTEEEH URL?

£ URL 5t PURL R—BHREMERN , ARBATEEAEERRNKEEN. THENEXE. BN
AREERR B, »MVNEERRERPHERY  BIREELEHRBYLIFE (SBOMsH,

PURL #&48

PURL & &8 LUA URL , BZETHHERK :
- pkg- BEFE

- type- EHEH

« namespace — 748

- name - EHEB

- version - EfRA

- qualifiers - ZE/NEVER/EYS
 subpath - E#4HH filepath

PURL &4l

LAR 2 PURL M9SA & &6,

E# URLs 325


https://github.com/package-url/purl-spec
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pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

—i% PURL

— it PURL ARRRFANECEVEHALEERRNRBEFMTH , HI npm, pypisk maven, ©H
AARETATHENTREREEAEERRTITNTRER, — R PURL BARSERRESR , 1
mMENZEMESI TS , 5120 Apache® WordPress, ERHHERAREEEARS , SRBHFEEN=
EAE, Web FEMBFTHRED %,

EWEARH
s XEFEZENTENE  BAR GoH Rust

- X Web ¥4 , f5ltn Apache#l WordPress , EFEH T REEEREHEE SR,
- BBAFEMSEATHBNRBIRDEXEFNRE , XEBFTEREE,

gHIEN
BT R —#& PURL #&XH & 651,

pkg:generic/<namespace>/<name>@<version>?<qualifiers>

—fix PURL #&3CH H b2 51

LT R—# PURL #=H HAb &A1,

fmZEGo —E L

THREAFEH inspector-sbomgen binary fw=ZEH Go,
pkg:generic/inspector-sbhomgen?go_toolchain=1.22.5

fmERuUStY (Y

THRKRER mEAmyrustapp Z# ZRust,

pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache %

PURL #&#& 326
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T %218 Apache B ZE T hitp B,

pkg:generic/apache/httpdel.0.0

WordPress B &

T BRI U\ WordPressEi &,

pkg:generic/wordpress/core/wordpress@6.0.0

WordPress ffis= £R&

T %2 BT WordPressfisf £ &,
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress #\#1E =,

T35 2 B8ETWordPress /A HiER o

pkg:generic/wordpress/plugin/myplugin@l.0.0

£ Amazon Inspector SBOM E4 28 PRI KRB RV IFIZEERASE

Amazon Inspector SBOM E 4 2R EB EERRIFERBAEMGY , RHLZTREAZENE R, ©
TREHEES , TERMREIEE, REDHESEHERE K IEEZHEH,. CERGREERRR
REPEENHEKE, EFFZHERT , EHEFABEPHEMME , 0 pom. xml, package.jsonz}
requirements.txt , EEARKBN I BERIRAREE. FEEITSELMEKENNBRESH,

e

Amazon Inspector SBOM E4 BRERREN m P REBMEMKYE , BTSRRI FFRFBELBHES
£, MEEERNIFBFHEF SBOMs , HMEZEERBMKRMED LA SHETEERAFE B

Java

¥ Java , MavenSE R LAFE AR AEE R EE pom. xml ERP VMMM,
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<dependency>
<groupIld>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

HEEETTEZITMAES 1.0 B2 1.0 WA, TiB , RRAT 2 EHENTBARA , Amazon
Inspector SBOM E4A ST ENETY , AT EERS 24SEMNRA,

JavaScript
¥ JavaScript , package.json BRUUBEELUT I MAEHE :
"dependencies": {
"ky'": "A1.2.0",
"registry-auth-token": "A5.0.2",

"registry-url": "76.0.1",
"semver": "A7.6.0"

NEETEERMARSEREERAHNRAETES, T , IREENIRETZE BT
7%, Amazon Inspector SBOM EA BB A EREE , AAEKM TR EE AR EERERRK,

Python

HH Python , requirements.txt EBRAULLBEEEFMRERXNEE,

requests>=1.0.0

>= BEFEEFMARIER WIRAL.0. 02 TEZN, AREFEREXNREERURAS , it
Amazon Inspector SBOM 7 4 285 &% 7] 58 it WL SR AR AN LA AT IR0l 20 4T o

Amazon Inspector SBOM E4 SR EIFRE SR EM TR MRAFKBIRF , Hl0 Beta, HFTHIRE,

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release
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® Note

FEHIEEEFRE , i1 Beta-RC-1_Release , TS EEEERAES , BEEF (L Amazon
Inspector 1838 5| Z 1 iwE.

F&EL Amazon Inspector {# F CycloneDX#p & Z= &

Amazon Inspector & &2t 7] B2 SBOMs B AR CycloneDXap B Z BB B, ANEIFRA ARE
¥138 E CycloneDX SBOMs Rt hIFrE BEI £ @/EB %, MEFMEN , F2 0 GitHub 815 £H
CycloneDX B 2 %,

amazon:inspector:sbom_scanner T &z E % %

Amazon Inspector Scan API £ amazon:inspector:sbom_scanner & Z=MHE , WEETIIE
%
BB Description

amazon:inspector:sbom_scann B ARKIRE#HIEZE CISA EXRIE B .
er:cisa_kev_date_added

amazon:inspector:sbom_scann FEHRIR CISA EXIRTE B 8% , I®EEEREIH
er:cisa_kev_date_due R,
amazon:inspector:sbom_scann £ SBOM HF B A B B E M R EA B E,

er:critical_vulnerabilities

amazon:inspector:sbom_scann EHRERETAREENFME.
er:exploit_available

amazon:inspector:sbom_scann EHEXEAEFEIRERBNARNERE,
er:exploit_last_seen_in_public

amazon:inspector:sbom_scann AEENRRRMEEE T4 EEMRE,
er:fixed_version: component
_bom_ref

f# FACycloneDX#r & 2= 329


https://github.com/CycloneDX/cyclonedx-property-taxonomy

Amazon Inspector

ERAEER

B

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

Description

£ SBOM Rk EIH & B E M iR & BT R.

REEETHNBEAR , flI: "ERENT
f BAERE L -

5 OpenSSF REMZHEMN THREBIRE

=z

Bo

£ SBOM 3k B gy 1K R BB 14 e 48 BT B

£ SBOM Ak EIH FEBEE M RRE BT R

EEETREAEAN BREBE,

BEEERINEZBRIEF. BERIEFNES
FyBl, . "2, . "TMODERATE. M "
2‘EJ o

RRYEEERBECIEFNEHRmE. EXE
‘2% "VERIFIED. 5 "UNVERIFIED, o

REHABRIEELHNERRS , flmn: "S8
B KBS purly

amazon:inspector:sbhom_generator i & ZFHE 5 &

Amazon Inspector SBOM E4E5# A amazon:inspector:sbom_generator A ZEM , I EFT

S -

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:ec2:instance_type

amazon:inspector:sbom_gener
ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves

amazon:inspector:sbom_gener
ator:dockerfile_fi
nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image:cmd: count

amazon:inspector:sbom_gener

ator:image:entrypoint: count

amazon:inspector:sbom_gener
ator:image:workdir

Description

EEBERKR CPU 2148 (x86_64).

Amazon EC2 #1T{EE ID,

Amazon EC2 #{T{EEER

HME , EHEE T Amazon EC2 Amazon £

B A BN B & M Linuxo

%18 Amazon EC2 Amazon Lt RIENREHE R EST
{&#8 CVEs & ELinux.

RRTHFH Amazon Inspector FHE#E RE
Dockerfilet# Z+HE.

BRARMEEREER (tBBAKRK ID) W5
o

AERREH B,

BERRENESE.

EREBEERERENTER CMD FERN AR
BREEA R AEH B 8%,

TR B R R E 2 TRAR ENTRYPOINT HE
SR RPEAREY B 8,

R GRE B IS R E R A 2B ERRY WORKDIR
B &,

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener

ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

Description

RRZERBRJMRER docker MRA,

RIHZEERBHEHEBRIEREN.

EHZS —EREFRINEEEHNH PURL.

EEBEZRENR OB,

EEBENRFEZ DR,

wME , EHEREHRE AR OTH

WME  FEHEREHREAIATHAKD

ABEBFREBHER,

X B BIGofR BV B,

EERENRBERERE,

RIGSEMHEAN BROFEHS , flw ./

var/lib/dpkg/status o

A EREREMEN B BRI KRR,

Bl EREAEARRERNERE,

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B
amazon:inspector:sbom_gener

ator:file_size_bytes

amazon:inspector:sbom_gener
ator:unresolved_version

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

amazon:inspector:sbom_gener
ator:subscription:enabled

amazon:inspector:sbom_gener
ator:subscription:name

amazon:inspector:sbom_gener
ator:subscription:locked_ve
rsion

amazon:inspector:sbom_gener
ator:metadata:host:hostname

amazon:inspector:sbom_gener

ator:metadata:host:kernel_name

amazon:inspector:sbom_gener
ator:metadata:host:kernel_v
ersion

amazon:inspector:sbom_gener
ator:metadata:host:cpu_arch
itecture

amazon:inspector:sbom_gener

ator:metadata:host:bootdisk_id

Description

EHEERBIVERAN,

EHEAEES N ARBITHRAF S,

EHEAEESNBEAMKRLE.

EHRERAFTENAME , Hl2 RHEL EUS/

E4S = Ubuntu Pro,

ERHETRKN AR (il EUS, E4S. Pro).

{ER ¥ RHEL FTESHERIMRA ( EFR RHEL

EUS/E4S),

RHRARNEIRERE,

ERZENZOER (HIW Linux, Dar

win, Windows_NT),

ERRBAI RO F B

REH CPU %48 ( 6l x86_64, arm64),

B P Tl T Y ME — 5801 74F

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:metadata:host:boot_id

amazon:inspector:sbom_gener
ator:metadata:host:boot_time

amazon:inspector:sbom_gener
ator:metadata:host:system_id

amazon:inspector:sbom_gener
ator:metadata:host:system_s
erial

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:hardware

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipvé

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipv6

amazon:inspector:sbom_gener
ator:metadata:host:sbomgen_
tag: key

amazon:inspector:sbom_gener
ator:metadata:imds:provider

amazon:inspector:sbom_gener
ator:metadata:imds:instance_id

Description

B B BA 4 T /F B FR AV ME — R BT o

1ISO 8601 #& =AY R FAHEFRE,

BAMRAE A (Linux £AY Machine-i

d. Windows tH#J MachineGuid),

REHRKHRVER TR

3% SLERY MAC sttt

MG AEN IPv4 ik (218 )

ERAGSRER IPve it (2@ ) .

EiB --tag CLI S| BEEN BT ERAEERE

®].

#EiB IMDS ERIZN ERREME (aws, azur
e. gcp)o

Amazon EC2 #1T{E#& ID = Azure VM &8,

amazon:inspector:sbom_generator & ZEE 9 E
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ERAEER

B

amazon:inspector:sbom_gener
ator:metadata:imds:instance

—_type

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_location

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_partition

amazon:inspector:sbom_gener

ator:metadata:imds:account_id

amazon:inspector:sbom_gener
ator:metadata:imds:resource

—_type

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_managed_id

amazon:inspector:sbom_gener

ator:metadata:imds:tenant_id

amazon:inspector:sbom_gener
ator:metadata:imds:resource
_group

amazon:inspector:sbom_gener
ator:metadata:imds:subscrip
tion_id

amazon:inspector:sbom_gener
ator:metadata:imds:vm_id

Description

HITEBEER (50 t3.micro, Standard_
D23_V3)o

HATERAY EEALE.

EiwoEIE (aws, aws-cn, aws-us-gov for
AWS=, AzurePublicCloud for Azure),

Amazon EC2 #{T{EI#& AWS MIIRFE ID , &%
1TE R & 5 SUHFEE (AWS ER ).

EERENEREREE (HII0 aws_ec2 i

nstance),

Amazon EC2 Systems Manager = &#1T{E 8
ID (AWS 1£[8 ),

HITEREETBIFR B /Y Microsoft Entra ID 25
E (£ Azure , ESE S5 ERE VM 5E
Ao

HATERFTEN Azure EIREFE (ER

Azure),

R 1T EIRRAHERERAY Azure RTR ID (1R

Azure),

Azure VM ME—BIRF ( PR Azure),

amazon:inspector:sbom_generator & ZEE 9 E
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BB Description
amazon:inspector:sbom_gener #1T{EEEFTEB M Google Cloud BEE ID ( {#BR
ator:metadata:imds:project_id GCP),

amazon:inspector:sbom_gener #1TERFTEH Google Cloud EX ID &1{E
ator:metadata:imds:numeric_ ( R GCP),

project_id

amazon:inspector:sbom_gener GCP HEEERRBHMENATERERE (ER
ator:metadata:imds:instance GCP),

_name

amazon:inspector:sbom_gener RABTRBERNBEMERE (B EC2)

ator:metadata:host:open_por
t: port:protocol

amazon:inspector:sbom_gener LA SRR GH RS
ator:hardened_image:vendor

AERERBEASRERN

AIEEAR B E A BET Lua HAMBERXIERE Amazon Inspector SBOM E 4 85 (inspector-sbomgen).
AHEXTELHEHTEALERRENIE  MEFBU sbomgen WRHABABREFHFRE.

METEMNHEE & , 5528 the section called “/MBIES API 227, MERBRAENIES , F2H
the section called “/\#MEBIERIER"

BLE

Sbomgen ABRERZEU Lua BE , W EBERELSBEE

« RR —FHARNERBE , THREBPEERBENEERTHEE,
- B8 —HMBERRNOESR , YREHRERREEE SBOM,.
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AREASHERE

RENBEBRAEFZE-BEAARGHESABER  EEFTHREPRRIEEAPEERNVER. B
TRELERER K REIBEASEEZSHEBIBREREREE, SENHEXSITREEZH,
WIHKESEETFNERER, ESBERENEINTIH#H — BUUE - BRENBEXNEESBRE
Bz (FHERX). T8 , SERRAHENBXLEER-—NEH4EE K mMESEEEAHENHHSE

BH—WINERER, WEFHMER , 5528 the section called “ZANEHIENRIER A",

FREASARERILRABREERGER,

W RE —RRNAHEX USRS XNBRZERE LD, Hlwn , —EERFNHERXTUER
mrequirements.txtFKEEFME , REBEE

- EHWESR , 288 —1TEHA SBOM BEEBE (name==version),
- MBKESR , SELTE AP BHFRNT , EAHERERT.
- FERBEESBAF TRAEENBERKESS.

BEWERSRFARVERBFERUIT A MATEFNRRIXMVERRE, ECTRNBENFESE
METRRAEHNFESHARES  MEFTEEHRNRRAHEN,

PRIEAPT : BAFBINEHER
BUMAHERRANZRRE EZREAAE scaffolding i85 :

inspector-sbomgen plugin new

WRERTNHEABBNERE &, ET Enter ERFERPERIER

Plugin name (identifies the software ecosystem your plugin will inventory, e.g. debian-
dpkg, rhel-rpm, python-pip, cmake) [my-custom-ecosystem]: cmake
Project directory [my-sbomgen-plugins]:

E BT NEEEESI R

inspector-sbomgen plugin new --name cmake --path /tmp/custom-plugins
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T E=E4IBAE

MBEFCREEREECHBE A LERNAEER  BFFEA - -with-exampleEEE T HH N HE
=

inspector-sbomgen plugin new --with-example

EREL BB lockfiile FATEE. AFERMEEAZRN EEEENBERNER, LEfAHERS
RFexample.lockiBER, FHname==versionEB , WAAEHHIXZE SBOM, &7 LA EN#1T R
AUEERTHINAHERNRR , ARBUEXNBUAHELNERERRR,

HASEFARABEEHNE (get_scanner_name, get_event_name, get_scanner_groups,
ZEHRRE ) NERMESR  BFEH --with-overridesi#Z ( HESFMRA ) -

inspector-sbomgen plugin new --with-overrides

SERIERAAMHER

HEBE K EEMNAHENERSTESTODOER , EHEMENELERRRIIENRE, THELE
i, & scaffold Bt B THEDHINBES :

- HFTAETODOER IR BENWERE

- B PR EERdiscover() , UABFAEHNEERE

- £ PEEZITBE | collect()Isbomgen.push_package () I EEEH
BIEENNHER

BERmEA X TR EHNABER

1, REBEME — inspector-sbomgen plugin test AAERBABRENBENBEE, E2
BFITEMNinit_test.luaBllFHER A MAZTEEEMNKmRFEH :

inspector-sbomgen plugin test --path ./my-plugins

MERTAREENMFEA testing. * API the section called “/A 20 IER” WEEHAER |
B o

s
¢
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2. End-to-end#®#i — £ FA1E%E sbomgen T HRAALHNAHER , URBTHEEXRESER. B
RtE%  REERBEESENHEXBEER (HIWEE requirements. txt= HEEEWHEH )
MoAEE B SRR M

inspector-sbhomgen directory \
--path /path/to/test/dir \
--plugin-dir ./my-plugins \
--disable-native-scanners \
-0 sbom.json

--disable-native-scanners EEZERHERRE Lua ABEXNHT , AHEZERE (F4E) #BE
MY | BN ERR i E TR,

IDE F&E
Sbomgen 12 VS X IEHE(E sbomgen. * APl WIEXNBTR., BHBEMAER M
8 Lua Language Server #J VS 25

o &8t Lua ZEHEHE : sumneko.lua
- BRANBHERERPWEM. luatE=R

EHERMAERT ! plugin new iR EE4% library/sbomgen.lua .vscode/
settings.json , M Lua Language Server B &80, &i&BIES :

« FiFsbomgen. *HEMERBTHK
- BF BRNSEETR

- TEAXH

- WRRKE

SR B %GR

Sbomgen HREMESHBERN L EERF/T Y B &EE

{plugin-dir}/

### discovery/

# ### {platform}/

# ### {category}/

IDE F&7E 339
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# ### {ecosystem}/
# ### init.lua # REQUIRED entrypoint
### collection/
### {platform}/
### {category}/
###t {ecosystem}/
### init.lua # REQUIRED entrypoint

ELBEHEBEBERESE  sbomgen EEACPIRITENMEANARPEER , SEFHBRS
B, B4, RESFANTLHRE, EURLRBABLARANERBE, BEFLENETER
R AHERE sbomgen MFHZRBFENHTEEERES,

UTEHEEFMbRRE %GR  RHESEENES WSS,
¥4
¥ & B SR FNABEXITHERRR,

Value ERER
cross-platform HBEXNEARMMEAEERE ( KSBHNHE
=)
linux Linux 4 E #9165 218 8
windows Windows 43 & 89 {5 8l & $8
macos macOS % K 8 R5& 5
Category

B FERAERRGINBEANARIFIHSEHE l_ai”'“%lJﬁHE THEEERREMNA, WFE
B A R 8 {Tthe section called “IRHENZE WEMAET , F2H .

Value TR B ERAER

proglang programming-langua BARFESEL
ge-packages , pkg- (pip. npm, maven & )
scanner
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Value TR B FERER
0s os, pkg-scanner EEXRREHEES
(dpkg. rpm. apk &)
extra-ecosystems extra-ecosystems , pkg- FERBEAMBITERE
scanner (nginx, curl, wordpress & )

MREEANERNBBAINTE LAEMER |, AlgERERNEBASMATE,

BEEHERERKEMNER python-pip python-poetry ( #lf0, . debian-dpkg, curl), EFE
=ERWNES , EFRREEHNER,

REFEBNRERSBRERITERERRRBE KRBT,
SHEREY

HEBE#EERNERNES/NHESEBEY. A, HERNHERXdiscovery/cross-
platform/proglang/python-pip/€BE)EE Fi¥fcollection/cross-platform/proglang/
python-pip/.

B LAEN#E R subscribe_to_event()FES get_event_name()F REBIIEE,

RENAHER
BRENBELRFE discover ) EE, FMIEHMHEN2ZAY - FREITE B B &K,

REHRFNAHEIANEES RS KRERABREABINBEEEBRENESR , flw
requirements.txt Python pip, package.jsonnpm =% Cargo.lock Rust ¥, &
sbomgen.find_files_by_ *BEH#TE Lua VM 2A#BITILEY K EFSECMELE Lua PERTE
ERFEHEER

-- REQUIRED: Scans the artifact and returns a table of file paths.
function discover()

return sbomgen.find_files_by_name({"requirements.txt"})
end

discover() #ABEFHEMN Lua EREK (Y ), MRKFIER , FELAZAEREK {1,
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ERERER
B BEN HE
Lt —s 2 ARV ERER sbomgen.find_files_by_name(
{names})
TES R NEMLEHERERE sbomgen.find_files_by_name_

icase({names})

KR EREELEY (I8 /pom.properties )  sbomgen.find_files_by_suffi

x({suffixes})
£ B 1R regex HL¥ sbomgen.find_files_by_path_
regex({patterns})

Glob &\ # basename tb¥f ( 5l * . lock) sbomgen.glob_find_files(pattern)

ELHNEEEEMER -l , REERFESREE , EFISEEW LB #% - #8find_files_by *F
MEE Lua BEES -

function discover()
local found = {}
for _, f in ipairs(sbomgen.find_files_by_suffix({".conda-meta.json"})) do

if not f:match("[/\\1%.cache[/\\]1") then
table.insert(found, f)
end
end
return found
end

BRIEREHMEYHES , BRI ERsbomgen.get_file_list()IR%E - C2SESEKBEERT
Lua VM , SWERE KM LR ELMWENRE, WEFMERAhe section called “FNEFETN API 2E7
B2l

ZEMHRR

RIBTERR , EREMNFIEERdiscover ()2 RMEE —FH ( 2RE get_event_name()). MRE
NWREHETESTRNERBHITRNKESS  FUAERSBER K !

BRRABER 342



ERAEER

Amazon Inspector

function discover()
return {
EventNameFoundCurl = sbomgen.find_files_by_name({"curl", "curl.exe"}),
EventNameFoundLibcurl = sbomgen.find_files_by_name({"curlver.h"}),

}

end

E discover( ) EEEEFHRRSIBHNERRE , SERSIBFSRABINEHEHE , BHE (&
ERENERR ) SRGEZEH. £E4/ BN subscribe_to_event( )R EIEIB TS ES
#,

EEEMMER - BEEFERKR("filel", "file2"}MIUHBAE -SH4HEXEER, BARBHH :
ERREMAFZEREIBHNERRESEN , AARHRGIR (A ) WENRRE-FH.

ERAZEMHE , get_event_name() TEAREM (EHERREEENERKRER ). T B, #
ARBERANNASEXIAYBNERUE |, R EXEE M — B E B EHERE,

BERARREE

FRIEELHERITE B B #IREMN Sane ERE. AEELFEBERIERTEM !

B FEER BEERH

get_scanner_name() {ecosystem} ( #ilz0 EBREERIIRHESRER
python-pip )

get_scanner_descri "Lua discovery plugin: SEERITHER

ption() {ecosystem}"

get_scanner_groups() PTHEEEEIE & BEEIFEAERA

get_event_name() e B &L BEEHTEHKH

get_localhost_scan it AR ERNEZEE

_paths() localhost #BEHIEFEEN

1 E R &
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Localhost &

E sbomgen #fTlocalhostFHiE , cETEFAEEEN B , MLRERHBEETNEMER
&, BIFEFER , Lua FENBHESTFRMTMRE , EkFEAEEEESUANERFTSHRAETER

oo

/EEEFO

E%% get_localhost_scan_paths() SAEE localhost walker BB/ B B RER

function get_localhost_scan_paths()

return {
"/usr/bin",
"/usr/local/bin",
}

end

HENEERgElocalhostimEHABM MNEIBIITERNFEZTE , T8 E container,
directorysf archivei®#,

PR ENRHERE

B8 Windows, macOS M Linux LN AR B REERE , LW 2
Y sbomgen.get_platform( ) EE FHAEERE :

function get_localhost_scan_paths()
local platform = sbomgen.get_platform()

if platform == sbomgen.platform.WINDOWS then
local drive = sbomgen.get_system_drive()

return {

drive .. "/Program Files/MyApp/myapp.exe",

drive .. "/Program Files (x86)/MyApp/myapp.exe",
}

end

if platform == sbomgen.platform.DARWIN then

return {"/Applications/MyApp.app/Contents/Mac0S/myapp"}
end

-- Linux
return {
"/usr/bin/myapp",
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"/usr/local/bin/myapp",
}

end

£ Windows L , £/ sbomgen.get_system_drive( ) RFEmBEAE (Sl "Cc:"), m
FRENGE. HRITERRESEMEER , 510 LOCALAPPDATAEY, PROGRAMFILES , & —&
EHsbomgen.get_env_vars( )X ERS|EBEHE, WEFMEHhe section called “H\ 2L API 2
Z  #B2H .

EENEEN

EENHERRFE collect OEB. AMBEHMRHBHRZAN.

collect(file_path) EEEHRZ/IHEXABRRNESEABERTY —X, BEEKKXE

- f£M sbomgen.read_file() (EARBALERN/NEER ) = sbomgen.open_file() (&
ARline-by-line BRI ABEER ) BEERNAZ.

- HWAS : BHEEFAEE, sbomgen.json_decode()JSON, sbomgen.xml_decode( )XML =
fmE i {ufEsbomgen.search_binary( )M F &L,

« sbomgen.push_package() EAEHNPEER TN K BHESERRIINEHS.

-- REQUIRED: Called once per discovered file.
-- Parse the file and call sbomgen.push_package() for each package found.
function collect(file_path)

local content, err = sbomgen.read_file(file_path)

if err or not content then return end

for line in content:gmatch("[A\r\n]+") do
local name, version = line:match("~([%w%-%_%.]+)==(.+)$")
if name and version then
sbomgen. push_package({
name = name,
version = version,
purl_type = "pypi",
component_type = sbomgen.component_types.LIBRARY,
19
end
end
end
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collect() T*&EEE., & Xpush_package()FUHEE name. purl_type#
component_type., MEMAZEMNW(Lthe section called “/ANEHIER API 2&” | EF2E

AR ERERE T

Sbomgen X EMEMTREEREZZENH THIER : PURL [REFAHM CycloneDX B, ©fAEFT
BEMAE , MEEM2ENZESHE Amazon Inspector 1A% B ZE £ # SBOM A Y FE

Mechanism BB E # AR

qualifiers EEH URL A ( Hln BRE#4SSHNER
pkg:deb/debian/cur
l@7.88.17?arch=amd64 )

properties £ SBOM Kycomponent TEEEEHARFHER
s[].properties FE%IH MhEER

B RIFETTPEEEN CycloneDX Bt ( ELHCHHEERT ). BUHETEEETS4NE D,
H it &% E Amazon Inspector BiRAZE. SFHAERRAN PURL BRFEMNRA , RE PURL
BRE &,

PURL FREF

B L PURL [REFIH Amazon Inspector BFEEER , WK ERAERG. Hla0 , Edebmé L
Inspector i archf SR EFdistro B ERNIRFEIE  EREEMENgenerict

Lt , 8 go_toolchain® &R EFARrust_toolchainiRBIEAN T ESE, RERES Inspector
AR ERETRRE , TRESERREERIEN.

ESBETERENH URL? EREEHIA Amazon Inspector A EIEEH |, Inspector Y E (@
PURL 333!,

FEiB EMqualifiersER R EREFsbomgen. push_package() :

sbomgen. push_package({
name = "curl",
version = "7.88.1",
purl_type = "deb",
namespace = '"debian",
component_type = sbomgen.component_types.LIBRARY,
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qualifiers = {
arch = "amd64",
distro = "debian-12",
.
)

REEREFARFE Inspector ¥f PURL A HILERF , TRERXEREF. NMREEERFZTBREHS
TEFEER | 75N CycloneDX Bk,

CycloneDX B

CycloneDX BM 2 HI]E SBOM components[].propertiesfEd R ERE. ©MERTH ,
MAFFEHBNFX , AteMRABERNEZPEERNZLEE,

amazon:inspector: *wn & ZEEREH Amazon Inspector, EBME :

- amazon:inspector:sbom_generator:* — R4 sbomgen R HRERHER,

- amazon:inspector:sbom_scanner:* — FAE# Amazon Inspector Scan APl,

NAEXEETSEELREREZAAZRHER. EATMIUEEE T&E Inspector 174 , B AJRE
FEE, NEEESBMNTRFE |, B2 BB Amazon Inspector £/ CycloneDX #nf Z2 [,

ERBMR  FEALACHSEZE ( BERENEBSIIMHEXZRN)

sbomgen. push_package({
name = "requests",
version = "2.28.1",
purl_type = "pypi",
component_type = sbomgen.component_types.LIBRARY,
properties = {
["acme:python:manifest_path"] = file_path,

["acme:python:pinned"] = "true",
["acme:python:source"] = "requirements.txt",
},
1)
SmERA

EBt£8# M sbomgen BIE , MTFFAIR :
- ZEERNEBETE SBOM FEFFEH, BRLESBIIEEDL—

"/
—_—
=H
1111I]]

o, BRI E R
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- TEEEENSREATH M EFE amazon: inspector: sbom_generator:- B EREREZH
Inspector tn B Z R, #EBFTBERLEEAR,

properties = {

["acme:my_plugin:detected_via"] = "lockfile", -- used as-is (recommended)
detected_via = "lockfile", -- becomes
"amazon:inspector:shbom_generator:detected_via" (avoid)

}

sbomgen.properties.* E#7FE , ALEFRHEGEEEEGEZAARE —FN 2B, AT
REFTAHEXNLEMFE K FIACECSHTEZEA,

T ENBHENRE

Eikchildren2BIH tH. BETFREEBCH propertiesH qualifiersEREX ; ERXER L
RENTRERNTEEEITR. toEEEELEN FRLLPEREE.

ERAESHE
B & FERR B
get_collector_name() {ecosystem} ( f5ln BRERFTRESRER
python-pip )
get_collector_desc ZEFEH R ERIR
ription()
subscribe_to_event() E B S EITE BEEBRTEHEH

ATIENABHER

EEFNHERNEEEHPEER , X ERM sbomgen R , UIRHETENBEXEENER (Hm
B A requirements.txt, package.jsonBEESEHEAFTEERNEE) .

EAEH

inspector-sbomgen <artifact type> <arguments> --plugin-dir /path/to/plugins
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g4 -

inspector-sbomgen directory --path /target -o /tmp/sbom.json --plugin-dir /path/to/
plugins

FREERHSR (ER Lua &R )

inspector-sbomgen directory --path /target --plugin-dir /path/to/plugins --disable-
native-scanners -o sbom.json

158 P 5 4l 50 8%

inspector-sbomgen directory --path /target --plugin-dir /path/to/plugins --verbose -o
sbom. json

5 i AT Y e 2R

£/ list-scanners &% sbomgen Al AN EERFE#HEE. ESERABERLEFHESE. T{TE sbomgen
MENE S Lua ABMERN | UREEBR RENEMEET Lua AEX--plugin-dir :

inspector-sbomgen list-scanners --plugin-dir /path/to/plugins

HERHHERHHERHHERHHERHHERHHERHHERHRERHRERHHERHRERHRERHRERHHERHRERHHERH R RS H R RS HHRAHBRASHBRASHBRAHHH

# SCANNER NAME # SOURCE # GROUPS # DESCRIPTION
#
EE R EEEFEEFEEEEEEEFEFEFFEEFEEFEFEFEEFEEFFEEFFEEEEEEFEEEEEEEEEEEEEEEE S
# curl # custom # extra-ecosystems # Discovers curl version
#
# # # pkg-scanner # header files

(curlver.h) #
HAH S AU S A S S S S S A S S A S A S A

# python-requirements # custom # pkg-scanner # Discovers
requirements*.txt #
# # # programming-language-packages # files for Python pip
#
# # # # packages
#

HAHBHHBHHAHERHBH B HEHHAHERHBH B HEHHRHERHBHHAHERRRH R HEHHAHERRBH B HEH B HERHBH B HEHR R H R HBHHAH RS

SOURCE #ReE R E@iFHzaI IR :

P AT AR iE HER 349
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HIR ¥

native B2 sbomgen HENARFH S

official B2 sbomgen HER Lua AHEX

custom EiB HARERAERHER Lua AAHERN --
plugin-dir

fflist-scannersk@E--plugin-dir@& nativeMl of ficialBEB/MWBER T HIT - BLE—EF
A, --plugin-dir EEEKEN customiBiEFMIEREE,

@ REBEFTNHEXHN THELL CycloneDX Z5C scope: "optional”

EIR HANERAERME Lua ABEXFHOTTH--plugin-dirG L EER SBOM FH
CycloneDX scope: "optional" #{ufEid. EEMEMEARRERESEFEL sbomgen
MEMEF Lua AHERXEENTHEDBFER , EGREFscope RREME (HEERAR
A"required"#R#x CycloneDX RIEHIEXREES ). ttscopelE@ARNIEN B AV SE
o, BEERFR , BFFEE PBEITEREsbomgen. push_package(),

EIHAERERMEIRMN Lua HHEER

inspector-sbomgen list-scanners --plugin-dir /path/to/plugins --disable-native-scanners
iR E

Lua RN EXNEHARRERHSSEMARNRESREEER, RIFTESR , sbomgen EHTHA A
RERmBERARFHEFRFENTERRR, SUNAERA=ZEEEBERIIER
EFITRERHESR

--scanners £ EHTER TR, HRAMAEMEHESR

inspector-sbomgen directory --path /target \
--plugin-dir /path/to/plugins \
--scanners python-requirements \
-0 sbom.json

RHERRE 350



Amazon Inspector EREER

ERg#HTpython-requirementsiF#zs. BAEELLER 2 BN ZERHESEE  EERH
BEEEM (HIW programming-language-packages) , B A BREZEHEN S EIRHESS

RIS EfR IR
5/ --skip-scanners EHTEMIE B BHREZFEHRES -

inspector-sbomgen directory --path /target \
--plugin-dir /path/to/plugins \
--skip-scanners python-poetry \
-0 sbom.json

EEHT AN EEFERRFEHESEpython-poetry, @ --scanners , WEZHESHELTE 6 K
W ESEE - -skip-scanners programming-language-packagesfE B AT EERIESE.

(® Note
--scanners M --skip-scanners EEFMW, RREEMNESELEHER

HESETRRR BB #1131 2R

FERFHBEICANERHN R MER ( 552 Bthe section called “BHH an o/ &/ 252 2" T HEIRVER )
BRIEBZBEMA , BRITEHTHHETEARNREBERERBRENREHEES. A --additional-
scanners# B HBMMETERRE , MAWKT :

inspector-sbomgen directory --path /target \
--plugin-dir /path/to/plugins \
--additional-scanners my-extra-scanner \
-0 sbom.json

ESHERAERNTEMEFERFES , ML my-extra-scanner, EEEZLUERDRBHREEES
BRFEERFE  UREEERRENWHE  MARIMRE, £/ list-scanners REBHEEFAT
BrEHE,

BRI ERE

BREABERXPH get_scanner_groups( ) ENE R ERMWEFTBNIE., BRIBTHESR , BHESES
FITEBUAREBENERANRREE, TANERERSERRERNERBHSIET T SHLE
# -
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Group (%) directory container localhost volume binary
/ archive

0s — v v v —

programmi v v v v —
ng-langua

ge-packag

es

binary v v — — v

extra-eco — v v v —
systems

dockerfil v v —_ —_ —_
e

custom v v v v v

certifica — —_ —_ —_ —
te

machine-1 — — — — —
earning

pkg-scann — — — — —
er

V RAZBEAPNESERESNTERSHEZRAERET, - RRBETEENRRESR , tEEHEES
HEEEB --scanners= AR T #1T--additional-scanners,

EEFREA

« custom —REFERFRED — FB SANWBITABER --plugin-dir& BEZEW customBHiE |
HitERmAmER AT , ERBEHTELNHEN,
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- extra-ecosystems container. localhost® volumelZ##Ei&A , {H directory,
archivesk binaryRBHAITEER A . HRNELER | WU EBE --additional-scanners (&
A fKextra-ecosystemsEfH ) REEEM,

- pkg-scanner REAMN — CEBHESIELAEHRES , UE PHER1ist-scanners , B
BT SENRHEB[HNT, BHEHE hPBTEE (AW programming-language-packages) Bt

¥, get_scanner_groups()

il | EEHNEER {sbomgen.groups.EXTRA_ECOSYSTEMS,
sbomgen.groups.PACKAGE_COLLECTOR}FEFX B A 88, localhost MK ERF W L#1T , BEH
8%, HEN-HMNEELEE --additional-scanners ( 2 --scanners).

SNEHRE A REER A

Sbomgen B FIFITAA R MANBEXDE—PRER , U IEBFSER LR SBOM &M, &
RTIRER  SRBRRNNEES  HEHKES.

WMERIEE
hEER Scope (3 E) Tl 428 BF
REEHEM (get_event FIERENHEN 2 A% —EAHER
_name )
FHEEAM® (get_scann FIERENHEN 2 EIRE —EAHER
er_name )
W EEBS A (get_colle FIESEENEHER 2B s —EAHER

ctor_name )

SAFFHVIEE

ZEKEABEXTLUER FTRMEENSEFsubscribe_to_event(), ERAHNERENR — —@
REINBEATURESENES , SERESHITIRNEE (SN, —EERES , 5 —EER
*’,\%?':fh.‘ ) o
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i R hE

MERENABEXNFEAEENFEESSE,. SHEBRNESERE , ISBRBIFANEZM@EHN
BERX, ZEEMRER , BENBER (get_scanner_name()., ) PEXBENEEEH
Blget_event_name() , AEFHBERNOFEE Bget_collector_name().

il 48 B 5 S5 1

[custom:python-pip] SKIPPED: discovery event name "EventNameFoundPythonRequirements"
is already registered by [official:python-pip]. Each discovery plugin must have a
unique event name. Rename get_event_name() in your plugin to use a unique name.

A

I

SEFERE T MLENHEN, HETPEARES, BEAHEXCKHEEXER , URESE
W3R 18] B B8
FEACHK

ABEXATLUER T I RESASEEE sbomgen HWEZRAE L

BB B~ FEERAR ?
sbomgen.log_debug( DEBUG B —FE --verbose
message)

sbomgen.log_info(m INFO =

essage)

sbomgen.log_warn(m WARN =

essage)

sbomgen.log_error( ERROR =

message)

RENBEXNNAE AFE S UNABEXNRREMER (HW [custom: python-pip]l) BE
mExsE  AERBEFTRAHBERNNARBREZES . log_info. log_warnM log_error—#Z#5l
D ; log_debugRETEAERA WA sbomgen BEF&%IEI--verbose,
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function discover()
sbomgen.log_info("starting discovery")
local files = sbomgen.find_files_by_name({"requirements.txt"})
sbomgen.log_debug(string.format("matched %d files", #files))
if #files == @ then
sbomgen.log_warn('"no requirements.txt files found")
end
return files
end

o T R

£/ sbomgen.breakpoint () EEABHERNETNHE | EEERIRT Enter BRI, EXEHEKE
$ETE — BHEAFHRRRNES , UBERERNME,

function discover()
local files = sbomgen.find_files_by_name({"requirements.txt"})

sbomgen.log_info(string.format("about to inspect %d files", #files))
sbomgen.breakpoint("before file inspection — press Enter to continue")

local found = {}
for _, f in ipairs(files) do
if not f:match("[/\\]tests[/\\]") then
table.insert(found, f)
end
end

sbomgen.log_info(string.format("kept %d files after filtering", #found))
sbomgen.breakpoint("after filtering — press Enter to continue")

return found
end

HET AL EIIENE stderr, BMITEERE , EEILIZT Enter ALk, FELEREREBFEL,
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ERAEER

FREE

(6N
ABEXAREA

FERDAERY BRI

EEAHREAEARFY

SBOM HRBEH

ABEATNBITREER

FSKIPPED : HfZRE=HBE ...
2.

=&

R4 init.1lua

EHEBBHHE Typo

EHBBTHAF

push_package RFEAY =Rk
D RERL

AT Lua 43R

5—EANHEXNERERNE
&%

1E1E

BAEARFERIERAE &

p s
RE

¥M&Esubscribe_to_event
=B EER get_scann
er_name , get_scann
er_descri
ption ., get_scann
er_groups
. discoverget_event
. get_local
host_scan
_paths . get_colle

ctor_name . collect,

_name

By get_event
_name() dsubscribe

EEHEE R

_to_event()
FE

HARE® Rpush_pack
age MOl component
_type F&ZE purl_type .
namef (S2EFR). &
A sbomgen.component_
types.* B,

FERAERFHETARE
sbomgen BHREHELSAL

BEfiiv&get_event
_name() AH—E
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E TN R&H 181E

FSKIPPED : #2558 ... S—EAHEXNEAHEENTE  EFdRget_scann

2 BB er_name() AM—E

FSKIPPED : &8 ... S—AABEXNEAHERNY  EFHdsRget_colle

2 £HREHB ctor_name() HAM—E
AP| &

TENHHESESHELREXHD

- the section called “/\ R, API &&”

APl 2ERESEsbomgen. *HE (ER I/0. ZENLARERX. E4@E. regex. FEEL
ZI#T. Windows B #k1iE, Fcék. HEE ). ARERPITAM testing. * APl, FIEREEH
(properties, groups. component_types, platform) FHEN £ EHEE,

R

ATEE KB APl BB SERMMEE : value, err. RIE , errBnil. XHE , F—EER
nil , M err2HBRFH,

local content, err = sbomgen.read_file(path)

if err then
sbomgen.log_error("failed to read " .. path .. ": " .. err)
return

end

-- content is safe to use here

MRAHEXSIBAREEN Lua $55R , sbomgen SR BEUEET —BEERINEHEN. HibsE
BATZEE,

ABEAERERXAEFIERRNDE Lua VM R#HTT :

APl 2%& 357
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Library (23 ) GIp::L &

base v dofile, loadfile,
loadstring 2¥K

string v TEFHRRE

table v TEERRERE

math v TEHEENE

package v require() ERANBES
B &%

io X 5 A sbomgen.* 1/0 ¥

0s X ERZeMmiH

debug X HEEURHIE VM BERE

coroutine X REA

#EIB i0.open os.execute WEEERRRFIREEA, IERERBREHLERLKE sbomgen
APl , LIERABERNTA

sbomgen EREHSREHEF TR ANE : EAMERE FABRTHREE (FlMEBFE) ../
EEIEBAEEIER. localhost MmBEREFINRR , CEFEETHAE , Rt TSHEREURF
ABENRE &%,

require() Regfe/MEN B B &K B P FAKIE. Erequire("../shared")H#H FX
B %A

SBOM RA KR FL

FTHNERRREEFENHEXTURNNAT , MARBANAR, Sbomgen FEREERE/NH
23 [@ SBOM BHEMWER , A FEANEITWE, EABRIHMBRE, ERAHEXERES
EfpuEHREREL SBOM F |, W BT M SBOM WLE , RERSBRHITEABTEREZHK
m B E# .

N
£

&
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EABENCBHAERS

B LAER RESMIEREN B Prequire() MABBENEE

my-ecosystem/
### init.lua
### helpers.lua

-- helpers.lua
local M = {3}
function M.parse_version(s)
return string.match(s, "(%d+%.%d+%.%d+)")
end
return M

-- init.lua
local helpers = require("helpers")

function subscribe_to_event() return "MyEvent" end

function collect(file_path)
local content, err = sbomgen.read_file(file_path)
if err then return end
local version = helpers.parse_version(content)

end

X EMFEH init.lua WF B :

my-ecosystem/

### init.lua

### parsers/
### init.lua

local parsers = require("parsers")

require() ERNEAMERN B &, SEZREMABEALREREHAE R, TXEE=H
Lua 2XE ( IR E LuaRocks WRRXE ) - REgMAIMIER B &P A5 Bh R X EAE,

EHNBERX ZEHARERE 359
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SN ENAEER

ABERFETEE Lua PRSI Lua MEER , TFE Go THEHE, AHE THMHERH

B , init_test.luadi#Ei® inspector-sbomgen plugin test@®mH#EI1T,

ME-—HNBERNRE | 52 the section called “NEHEXFERASIEE ., METBENHEE 8%
(‘25 testing. * API) , 552 the section called “/MNEER API 227,

-- init_test.lua (next to init.lua)

function test_discovers_curl_version()
local result = testing.scan_directory("_testdata/include/curl")
testing.assert_equals(l, #result.findings)
testing.assert_equals("libcurl", result.findings[1].name)
testing.assert_equals("8.14.1", result.findings[1l].version)

end

# Run every test under a plugin directory
inspector-sbomgen plugin test --path ./my-plugins

# Verbose output — show each test name and result
inspector-sbhomgen plugin test --path ./my-plugins -v

Quick Start
1. BIAIEER
BEENEHERXM init_test.lua®init.lua :

my-plugin/

### discovery/cross-platform/extra-ecosystems/curl/
# ### init.lua

# ### init_test.lua

# ### _testdata/

# ### include/curl/curlver.h

2. SAREERE
RRLHATEMU BFRtest_HNHEHEH

function test_finds_libcurl()
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local result = testing.scan_directory("_testdata/include/curl")
testing.assert_equals(l, #result.findings)
testing.assert_equals("libcurl", result.findings[1].name)

end

function test_no_findings_for_empty_dir()
local result = testing.scan_directory("_testdata/empty")

testing.assert_equals(@, #result.findings)
end

3. MATRIR

inspector-sbomgen plugin test --path ./my-plugin

B #xEE
AEEAEE
ARERAARENEABRKIAE

my-plugins/
### discovery/

### include/curl/curlver.h
### binaries/unix/curl

#  ### cross-platform/

# ### extra-ecosystems/

# ###t curl/

# ### init.lua # plugin source
# ### init_test.lua # test file

# ### _testdata/ # test fixtures
#

#

### collection/
# ### cross-platform/
### extra-ecosystems/
### curl-installation/
### init.lua
### init_test.lua

H OB H

ARERD A

o JEFZ : HNHEERM init_test.lua 3 init.lua
- BEANAHEREZMEAURER : *_test. luaBB A AERLY
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« &l : init_test.lua, parsing_test.lua, discovery_test.lua

BIERER : _testdata/

AHERFER A#HERX_testdata/FE. IEREFER—EES K TEEEREEZHRE LEAHER
RSB ; EEE*_test.luatE®E_testdata/BF , plugin testBHIAEERE A AHEERE
KEFGRIRAFAER,

BEMERENAEERSERERE .

local result = testing.scan_directory("_testdata/include/curl")
BRESHENESUEERN B &ET.
testing.* API

R

BEFHRBFEELAR. BTHHEANRR - FEEE  YEDFEEE, AEFEXKETE
FHEIARR. EHERFHEHRE,

-- Scan a directory of test fixtures (most common)
local result = testing.scan_directory("_testdata/curl")

-- Alias for scan_directory (archives use the same backend)
local result = testing.scan_archive("_testdata/app.tar.gz")

-- Scan as a localhost artifact
local result = testing.scan_localhost("_testdata/curl")

-- Scan a compiled binary
local result = testing.scan_binary("_testdata/binaries/curl")

-- Scan a mounted volume
local result = testing.scan_volume("_testdata/volume-root")

-- Scan a container image tarball
local result = testing.scan_container("_testdata/images/alpine.tar")

SEFHRE
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ERAEER

« REEFUEMFNAR (FUZERERERR)
- ERABNABERANRER + £EY
- BEEREREK

result
result
result
result
result
result
result

=

.findings
.findings[1].
.findings[1]
.findings[1].
.findings[1].
.findings[1].
.findings[1].

-- Equality
testing.assert_equals(expected, actual, message?)
testing.assert_not_equals(expected, actual, message?)

-- Truthiness
testing.assert_true(value, message?)
testing.assert_false(value, message?)

-- Nil checks
testing.assert_nil(value, message?)
testing.assert_not_nil(value, message?)

-- String
testing.assert_contains(haystack, needle, message?)
testing.assert_matches(string, pattern, message?)

-- Tables
testing.assert_length(table, expected_length, message?)

-- Control flow

testing.fail(message)
testing.skip(message)

-- array of finding tables

name -- package name (string)

.version -- package version (string)

purl -- package URL (string)

component_type -- component type (string)

properties -- table<string, string>

children -- array of nested finding tables (same shape)

-- immediately fail the current test
-- skip the current test (not a failure)

testing.* API
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=% sbomgen. * AP

SSEM sbomgen. * APl (% I/O. regex. RFENA., ic#kF ) AZAHAERPER , HE
ENHERNMER, T8 , EEXm (§/20 sbomgen.read_file()) Bsbomgen. *EHE R AETE
Eltesting.scan_*FFRENE K EEEAHARBENRLBER.

AT

# Run all tests under a plugin directory
inspector-sbomgen plugin test --path ./my-plugins

# Filter by regex pattern
inspector-sbomgen plugin test --path ./my-plugins --run curl

# Verbose output (show each test name and result)
inspector-sbomgen plugin test --path ./my-plugins -v

# Stop on the first failing test
inspector-sbomgen plugin test --path ./my-plugins --fail-fast

--path EEZEZNHERXNBBE (25 discovery/H/=H collection/) RE—ERERHFKB 8%
( BEEA ) . MEEMAELN , " HRERIES.,

E AR

A -vEE , SEBETBESIED—=== RUNTTHM—1THER (--- PASS, --- FAILZ{ --- SKIP), 4
REE -v, AREFNEBAE,. BETEELESID

=== RUN curl/discovery/init_test/test_discovers_libcurl_header

--- PASS: curl/discovery/init_test/test_discovers_libcurl_header (0.04s)

=== RUN curl/discovery/init_test/test_discovers_curl_binary_unix

--- PASS: curl/discovery/init_test/test_discovers_curl_binary_unix (0.04s)

=== RUN curl/discovery/init_test/test_no_findings_for_unrelated_files

--- PASS: curl/discovery/init_test/test_no_findings_for_unrelated_files (0.04s)
ok 3 tests passed

AR EN BBIER

AEERGHAENBER HEMW Lua VMinit.lua., AHEXPERN LR TRAUEATW, &
ERFRGHEARE , FRCALRAALEEEERNRP
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-- init.lua
M= {}
function M.parse_version(raw)
return string.match(raw, "(%d+%.%d+%.%d+)")
end

function collect(file_path)
local ver = M.parse_version(...)

end

-- init_test.1lua

function test_parse_version_extracts_semver()
testing.assert_equals("1.2.3", M.parse_version("curl/1.2.3"))

end

function test_parse_version_returns_nil_for_garbage()

testing.assert_nil(M.parse_version("not-a-version"))
end

BEERinit. luaE T Hlocalt FEFHEKE, ERZEE Lua EE,

TEANEBER

HA VM, HLAMRRE

BE-RRPHAIEKEERA Lua VM, #8test *HEIER —ENFETEENLEER, NER
BEREEEMEENSE , F_EARESEEE—ERE., SENREZRBEIN , MA2NREEL MR
HIARRE,

FEREMBITIER

BEBRBEAUNMEAERNFFRERAEDHE, AETREEREBNIEFAIT. FVREAKRR
BT I R RlE

R 1 W Y B9 R B X

BIXHN testing.scan_directory() ( S ARHEE ) HLEILFTNWRGR. ERHEANREHE
il BREBUEZE , TEEEEMMRE,
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AEEAHA

FRARATEIA-XIMER , MAREENEERIEA XK. ARUTHRERERVERRR
BAFMBABREN , AREKEE., 4. HANEERRKESEIEEREEHENABHEN VM

BRATA

EETANE , ggRl , EAERASHENT - RESEGNREXNENT, MRE—ERHF
A—EALNERARY  RENARERHEPHRENALS  TONAMERER. BBEFE —RKUHE
FILAR  FEAMEERREHED ( HEMRFXtesting. fail()FER ) .

B 75l

 local BB ZAE. RAEKA NEFERinit. luaBBREAREERY, NRFEIHA ,
BEREERKRLFHITBEREN,

- BEMUN KR Esbomgen. *EXR 1/0, B WikBsbomgen.read_file()EERBAR , EREHE
Mtesting.scan_*MMr,

- EAMIBHRIBE, )88 before_each, setup, after_each= teardown., SEARREHS
EEHCSHREE,

- REARERE, KEERNIZEBESHEHTES.
- ENEHERE, BEREinit. luaBHATHLE 17,
- EEE, AERABTITIXEMERE,

o

i3

FEASER
BAFTHY Lua SRR

e Einit_test.lua®Ei8® init.1lua

- _testdata/ FARIHNEEEEREY , UEBFNBEXNEE

- BEtest_*HE, WE : RWEA, WA, BEREINTERFRSG
- ERXZAIRAEHITRE

ARHERZA

- BEERERERE - ERATITANKNMER

PRl 366
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s BNBRVFEERBEEN testdata/RF , BRGAKE-EMNEERS

- BENBERXN _testdata/BEZRBIUN , FSENBEXBFUNNER., EHTH
@ , sbomgen. *BEERREETHA M , HItREEIE T EMVERRNONABHERNEE
fElocalhostiFH#H 2 HMELE,

- FAREKME., THRHWEELE. Sbomgen FEEE] SBOM AR , HtKEFEMEENMWED
BEAERERZE _testdata/o

NEBIEZ APl 2&

5ERX inspector-sbomgen Lua ABERH API 2E, NFERENBEXNIER , 528 the section
called “NNHEXHBABIER . MFRAE , 5B the section called “IHEAEIER".

B

FIE ST EIRENREF T LIE B2 Esbomgen& Rk (R 1/0. regex,
ik, BT ) 7. i, SEANGENSEER—ER LESHEH
(discover. collectget_scanner_namesubscribe_to_event, . %) , Sbomgen &7\

EXNEDBHTESRWEFIZEE, ELEECERE Pthe section called “IMBFE EmiIBEA £,

f£*_test.luat®E W , sbomgen EE N\ Ftestings i , FARIELERE RR-EETEWETE
&, 5520 the section called “HIE API,

/.
R

b2 PRl
AHERNEREEXEFNZRAYE Lua VM H#11T. BEH T Lua BERNXEEAE !

A fissE
base BB

(print, type. tostring. tonumberpairs. .

% ), dofile. loadfile# loadstrin

g BBRK.

string TEFRIRMHE (string.match | string.fi
nd string.format . . string.gs
ub %)

AEER API B2E 367
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w8 fiiat

table TEER KR (table.ins
ert . table.remove table.sort . .
table.concat %)

math TEHERENE (math.floor . math.min,
math.max$ )
package require() WA , BERRIMDE

XA S B &ARE SHrEER, RB&EE
(require("../shared") )EH#,
package.cpath # package.path B/&

ERZEMNBEMY , HEFAF TIRERXERE

w8 R &

io BEEERRARENCHE, IERERBREDY
BB sbomgen.* HE , ELXHEZEIBK
mAHKHERRER ( B&k. &85, UK
EE) WN—H1ThA , LEERRHEEFTH
R ( 5520 the section called “i&=FHR
BR™)o

os RS HERRERIRE os.remove
(os.execute ., os.rename ., os.getenv

v F) , UB AR ERERERRL.

debug EEEXESEREE |, LB Lua VM BT
mERIEX,
coroutine =& A Coroutine,

ELEETE VM WAFFEES , BEZHRAERFI
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(@ Note
EZ . FIARE /0 BB sbomgen. *EH# sbomgen.read_file ( I
i . sbomgen.open_file, sbomgen.get_file_list), £/ io.open=sEMEEER
RIREIEH D5 BB ITHEREIER. sbomgen AP| AIERAHERNERRHMRELD , EHRiFHE
B, ARG, BHFREEE  HeeRME—BWITA.

AREXNEmBEREE

NHEXRESA W Llua BRinit.lua , TERFERLELEHHEY, ELLiHTEsbomgen&ER
K — BERABHERS sbomgen EXNEEH . RENBEIANESABEIZBNEREFHET
B, HRUTEERE , MRAHEXNERE , IgCAERKRTPERNERE,

HRERNEIEN

B Arity PHE TR (BEERF) Description

discover() 0 = — BB ARES
KEWER, &
B3R F R 1
FERK (¥
—E4ERX)
HE4ERBTH
BANERRK,
HEARKRTER
* (ZEHE
X))o

get_event 0 "lua:{pla (AEE i e

_name() tform}/{c EHEB/, T
ategoryl}/ BRRNHER
{ecosyste RAERME—
m}" 08

7|

7|

get_scann 0
er_name() i

SRERMESZE EEREHESRNE
‘ TEM. EFR

NEEXEamER2E 369
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B Arity HE
get_scann 0 &
er_descri
ption()
get_scann 0 =
er_groups
@)
get_local 0 &
host_scan
_paths()
£5NHER
B Arity PBE
collect(f 1 =
ile_path)

AR ( BHEE)

"Lua
discovery
plugin:
{ecosyste

m} n

&R B &ITE
(FR2EREA
BimM)

R (B )

Description

RRAHERF
ﬁlZ‘;EIEEHE_ E,g o

R AETEN

iR,

B HREE
FERINERR.
£ fsbomgen.g

roups.* %

Ho
BEwE

localhost B fm

REGEWE

/B K

ERlk, EFE

#localhost
B,

Description

BEZRHEITHE
EHRERFLY
—R. B HlAT
RIS
jEE sbomgen.p
ush_packa
ge() o ~EE
EARE,

NEEXEamER2E
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B Arity HE JERX ( #BEERKF)  Description
subscribe 0 B "lua:{pla EE T
_to_event tform}/{c RHEHERE,
O) ategory}/ T HE
{ecosyste HNIRRINEIE
m}" 3 get_event
_name() o
get_colle 0 B FRERME %S BE LSRN EE
ctor_name i TR, EFE
@) £5543ESH
%E;EEHE_EI‘JO
get_colle 0 B "m(ZER) BEAHEATEN
ctor_desc iR,
ription()
EZX1/0

FIERERRERLABIB sbomgen. * APl, & Lua ERNioENERERRRENELER (F2

B the section called

S A

/7 m

HWE%, ARG BENFIUHEHERE  SHAEEXHEERSERE.

EREFHRR

FR#l")s sbomgen R /0 KRB EEBXmMAEKER , BRERTUELR

sbomgen.* EREBERFBEF THMAEN. ERmiEE SEAETIRE , FlwE
BE. ./, SEIEE MAFUSEDER  MARRERNERERRR. EEARN
read_dir MEREEE £ /MR B BIRER.

read_file, open_file, file_stat,

Bl Rlocalhost MR |

FHIRE 8%

EIRAE  HPEIRERRERK

, B EBTEZRAE

HRBESEREZEN, ETF2RFAHEREA SBOM AR — 552 the section called “SBOM

RBERFL

sbomgen.get_file_list()
DFRERKRNENER KR FHFTERERER,

EE /0 371
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« & : {string,

L — BHERESFRNERR

o WAL HEREEERETHNESEEREEERE Lua VM #A Lua F8, EXERRE (HWEE
300K+ 22/ localhost B ) L , ERFELVWENRRE, FH £ Lua PREBEEEEEINER

FKstring.match( )ﬁiﬁbﬁﬁ%%ﬁ%ﬁﬁ :

HEANERERBE,

BURRFELEFEBEATR

B

sbomgen.find_files_by_name()

sbomgen.find_files_by_name_
icase()

sbomgen.find_files_by_suffi
x()

sbomgen.find_files_by_path_
regex()

sbomgen.glob_find_files()

TEFRHUTEEE 1S YUL, RRTPHERES A

{55 FR B L .
BHAEELHNBIEREE (i

"requirements.txt" . ) "curl"
B FRME , BEFES KDNE
BEELLHRRER (Hl% "/pom.pro
perties" . "curlver.h" )

BEELER regex Lb¥

IRFEE glob B HY basename tb¥t

ELREEE Lua VM ZABITEEY | WESS LYK |, BT 300K-fleXmL , £ 1%
MATH. get_file_list() REEEWMEFEEE LU LREMEBRRE , TEMH
find_files_by_* fl glob_find_filestHBIEXSHRBAIRER K RECNEBER X
TSR EERRERLNBREBE, get_file_list()SEEESMEER , SE/FRE

o

-- AVOID in discovery plugins when possible:

local files = sbomgen.get_file_list()
for _, f in ipairs(files) do

if string.match(f, "pattern$") then ...

end

L-Ele]
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end

-- PREFER:
local matches = sbomgen.find_files_by_name({"target-file.txt"})

sbomgen.read_file(path)
BERERNEEAR , YEHBEE AT S,

- EE : string, err

o KHEF: nil, error_string

local content, err = sbomgen.read_file("/app/package.json")
if err then

sbomgen.log_error("read failed: " .. err)

return
end

sbomgen.open_file(path)

FRERLUETTRREE, EE FileHandle ¥, #SUARAEER  EFREBEERETRALEREL
THIER.

« & : FileHandle, err

local fh, err = sbomgen.open_file(path)
if err then return end
local line = fh:read_line()
while line do
-- process line
line = fh:read_line()
end
fh:close()

sbomgen.glob_find_files(pattern)

EER/E Go filepath.Match glob RAWER, EXFHEREREZBMET. BB Symlink ; RE
EEERESR,

EE /0 373
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- &EHE : {string, ...}, err

local files, err = sbomgen.glob_find_files("*.txt")

£/ sbomgen.get_file_list( )& string.matchi{TEEEREERN L,

sbomgen.find_files_by_name(names)

BERNEEKER (RE—EXREaH ) TeHAEEF—RBAEEEBHIER, GoFERERBEEML
B , JBLL7E Lua sbhomgen.get_file_list()h R EBEEEHBEER,

« Z¥ : names — FRERRXR (EHEHNWEREZSE)

« &ME : {string, ...}—HAFHERER , TOERRERS (EERTHE)
local curl_bins = sbomgen.find_files_by_name({"curl", "curl.exe"})

local headers = sbomgen.find_files_by_name({"curlver.h"})

sbomgen.find_files_by_name_icase(names)

EEEREBHEHP—EAEEEBHER , ZBAPNE, #lW, "version"fF& VERSION,
Version#l version., @ find_files_by_name , Lt &7 Lua VM 2 A B4,

« B8 : names — FHRERR (ELHNERER , TESKIE)
« EE : {string, ...}—MHEANERER K TSEFRES (EH

ARJCHE )

local version_files = sbomgen.find_files_by_name_icase({"version"})
local war_files = sbomgen.find_files_by_name_icase({"jenkins.war"})

sbomgen.find_files_by_suffix(suffixes)

{8 5] 5T 2 forward-slash-normalized) B EUEA —EEERBERNER. WE
find_files_by_name , k3 &E Lua VM Z 5 B4k,

« B : suffixes — FHEERK ( KEERWBHEL)
- &[E : {string, ...}—HFHERER , TOERFRERSL (EERTHE)
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local pom_files = sbomgen.find_files_by_suffix({"/pom.properties"})
local release_headers = shbomgen.find_files_by_suffix({"ap_release.h", "opensslv.h"})

sbomgen.find_files_by_path_regex(patterns)

{8 5] Eforward-slash-normalized 3 R F S ETIEE Go (RE2) regex X HER, ¥ BAEE Lua VM
29 EFEBAEERBFEFEURE,

« B8 : patterns — Goregex FEMNERRK
- EHE : {string, ...}—ERFNERKLE , TOEFREL (BERTHE)
- 5% MREMEXEELFE , Lua #5358

local configs = sbomgen.find_files_by_path_regex({"/etc/.*\\.conf$", "/opt/.*/config\
\.json$%$"})

-t

WAL : find_files_by_* vs get_file_list

HRERNBER |, R find_files_by_name,

find_files_by_suffix@ , find_files_by_path_regexMA 27 Lua get_file_list()™
REEE. EEH 300K 2R localhost T L , A £ Lua PEEREREEstring.match() X
WEE1S5H , M 1 EWARFind_files_by_nameZ . ZRIER SHESEAREERR
Rget_file_list()#EHE Lua VM AFH , AR Lua EREFESERTHEBMEX LY, &
¥find_files_by *HBETE Lua VM ZAFITHAER , WESEHEFRER , BEERNSARKE
ik 2 EEAN=RETN

get_file_list() REELBEEEEL basename, BB regex LR R BT BER |
.

sbomgen.read_dir(path)

FIH B &R WIER

« &M@ : {{name, is_dir}, ...}, err

local entries, err = sbomgen.read_dir("/app/node_modules")
if err then return end
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for _, e in ipairs(entries) do
if e.is_dir then
sbomgen.log_debug("directory:
end

. e.name)

end

sbomgen.file_stat(path)

BOERNPEER,

- &E : {is_reqular, is_dir, size}, err

local info, err = sbomgen.file_stat(path)

if err then return end

if info.is_regular and info.size > @ then
-- process file

end

sbomgen.read_zip_entry(path, entry_path)

& ZIP, JAR 5 WAR HEFEENE—HEA,

- @ : string, err

local manifest, err = sbomgen.read_zip_entry(
"/app/lib/example. jar",
"META-INF/MANIFEST.MF"

sbomgen.search_binary(path, regex)
AR A ELF. PE 3 Mach-O Z#{uE , Y STAREB/EBERLEE Go regex LL¥,
« EE : string|nil, err— MFNFH , MRFHEFAS nil

local version, err = sbomgen.search_binary(path, "Version:\\s+([\\d.]+)")
if version then
sbomgen.log_info("found version:

. version)
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end

sbomgen.search_binary_all(path, regex [, n])

EIERZIMA ELF, PE = Mach-O —#uiE | WRTARE /S Y= REE A — /Y5 — EREEE
:%H.J:tggl.o %iﬁ. n LXFE%U%%O

« 8@ : {string, ...}|nil, err— MFFHENERR , MRRXBEMAFEE , BA nil

local versions, err = sbomgen.search_binary_all(path, "version[= ]+([\\d.]+)", 5)
if versions then
for _, v in ipairs(versions) do
sbomgen.log_info("found: " .. v)
end
end

sbomgen.seaxrch_binary_raw(path, regex)

BEEEEMERUETE @ regex kY , TRABEER, ERREESE (search_binary)
TREFEM - fla , BRAFZBUNIFEERRE,

« M : string|nil, err— HANFE , WRFHERFAE nil

local version, err = sbomgen.search_binary_raw(path, "ProductVersion[\\x@0\\s]+([\

\d.]+)")

FileHandle 5 3%
FileHandle #1181 f#Esbomgen.open_file().
fh:read_line()
BART—1T (FBH®ITFT ) . & EOF nilEE ,

- 0 : string|nil, err

fh:read(n)

RZ U AW EnfLtiH. £ EOF nilE&EE ,

FileHandle 75 3% 377
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« EE : string|nil, err

fh:close()

BARAME RIZHI RS, THE —EEREE,

“ENAAER

sbomgen.hash(data, algorithm)
BEEEEREEATCREANTEAFTEN T AEVREHE, HE

¥fsbomgen.read_file(path) U ZEZEERARIFTNER — ERRKREEM THNE
Esbomgen.hash_file(path)E , 88%ZE , BA hashTEEHBIER.

- £[E : string, err
« JEE X ; 552 [ the section called “TTH M E LB EESEELEHNEE,

local data, err = sbomgen.read_file("/path/to/manifest.json")

if data then
local sha256 = sbomgen.hash(data, sbomgen.hash_algorithms.SHA256)
sbomgen.log_info("SHA-256: " .. sha256)

end

sbomgen.hash_file(path, algoxithm)

BEEEEREEZTERATN T AEVREHE, HREIIXABEBK®R IIOE , LWEEB&K, BE, H
Tz, WEREM localhost Rm B — B, ERERER BERHE-FENYHE | BEMLEE,

- #E : string, err

local sha256, err = sbomgen.hash_file("/app/bin/server",
sbomgen.hash_algorithms.SHA256)
if sha256 then
sbomgen.log_info("SHA-256: " .. sha256)
end
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sbomgen.sha256(path)

/A Important

Rk, A sbomgen.hash_file(path, sbomgen.hash_algorithms.SHA256),
REEREUEEMEREER , YSREEE , BERRMETE FUBEK., FOAHE
NEZW | hash_fileFILEERRIERPRN,

Z @M sbomgen.hash_file(path, "SHA-256"),

- 8@ : string, err

local hash, err = sbomgen.sha256("/app/bin/server")
if hash then

sbomgen.log_info("SHA-256: " .. hash)
end

sbomgen.contains_bytes(path, patterns)
BREERERIESEAEEN L THEER, SUEARINERNIEFERAMEER R,

« &M@ : {bool, ...}, err

local results, err = sbomgen.contains_bytes(path, {
"\xff Go buildinf:", -- Go build identifier
"/rustc/", -- Rust build identifier
1}

if results then
local is_go = results[1]
local is_rust = results[2]
end

sbomgen.get_pe_version_info(path)

MR FHT Windows PE iRAEIR., NIRERTRE PE ZENEBIRBRAER , nil, erril
BEEARAMUBER K.

« HE : {product_version, file_version, string_table}, err
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product_version M file_version #fI3R B PE FixedFileInfof&## , X5
"major.minor.build.revision", string_table WU R ERENRE ( Hl
W"040904B0" , EEHE X Unicode) ARSIEBNEMRERI R, SEMEREHMSMRHF IR PE
StringFileInfo(ProductVersion, FileDescription, ProductName% ) #@HNZHE/EY
ERk, PE —H#ENETREELH S ZEHERE.

local info, err = sbomgen.get_pe_version_info(file_path)
if err then return end

-- Fixed version fields (always flat)
local product_ver = info.product_version -- e.g. "25.1.0.0"
local file_ver = info.file_version -- e.g. "25.1.0.0"

-- String table — iterate locales, or address a known locale by key
for locale, fields in pairs(info.string_table or {}) do
sbomgen.log_info(string.format("%s ProductName=%s", locale, fields.ProductName or

IIII))

end

-- US English Unicode is the most common locale for PE files
local us = (info.string_table or {})["040904B0"]
if us then
local display_ver
local name

us.ProductVersion -- e.g. "25.01"
us.ProductName -- e.g. "7-Zip"

end

sbomgen.parse_product_version(path)

ERIREN , REERE PE Z#U M FixedFileInfo WNERRAFHE, EERF

Mget_pe_version_info(path)#&EH product_version,

- EE : string, err

local version, err = sbomgen.parse_product_version(file_path)
if version then

sbomgen.log_info("product version: " .. version)
end
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sbomgen.parse_file_version(path)

FENZEREN , REERE PE Z# /Y FixedFileInfo WERRAFHE, FERF

Mget_pe_version_info(path)fMEE file_versiono

- &M@ : string, err
local version, err = sbomgen.parse_file_version(file_path)
if version then

sbomgen.log_info("file version: " .. version)
end

Ef@m

sbomgen.push_package(pkg)
BEHBBEFEHRIEXZE SBOM, EERARESHEHER,

pkg BEEIRZE T IR
ML B/H PHE Description
name string = E4EB
version string B B R B MR AR = &R
namespace string i PURL &%
ZfE (Hln
"curl", "wordpres
s/plugin" )
purl_type string = PURL & "pypi"
||npm|| ( ﬁu
ZZD . . llcargoll‘ lldebll‘ ng
)
component_type string = CycloneDX JT#$&
&, fFfsbomgen.c
omponent_
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1z il NE
qualifiers ERlx B
properties &Rk B
hashes &Rk B
children BERk =

sbomgen. push_package({
name = "requests",
version = "2.28.1",
purl_type = "pypi",
component_type = sbomgen.component_types.LIBRARY,
qualifiers = { example_qualifier = "example_qualifier_value" },
properties = {

Description

types.* FHE

( 5lEn sbomgen.c
omponent_
types.LIBRARY )

HMARBEYH PURL
PRE ( HBREEH
URL &)

CycloneDX Tt B4
ERBEY (F2
@ the section called
“CycloneDX B1%”)

HEEEZEBRAR
Sl THREE B2

B8 the section called

TR

ENRTEH S
EFAVIRER #EIE]

pkg ( X EHVELUE

BHEAEE )

-- Use your own namespace; amazon:inspector:* is reserved for Amazon Inspector.

["acme:example:extra_field"] = "example_value",
.
hashes = {

[sbomgen.hash_algorithms.SHA256] =

"2cf24dba5fb0a30e26e83b2ac5b9e29el1bl6le5cl1fa7425e73043362938b9824",

EtfrEh
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}I

1)

TUHFREE

EHiEAhashesi#@{I&sbomgen.push_package( )R THNTEEBUBE, BEEREEEZRER
A, ¥F5I{t.ZE CycloneDX components[].hashesPE%l , fF& Amazon Inspector B B A5 181
R,

SEWERE
/A THMESH , sbomgen.hash_algorithmsZEEHEZ / sbomgen.hash() BEE XS
#sbomgen.hash_file()® #EZMWFHEMEpush_package({ hashes = ... }):
BH Value TAREVNHERE
sbomgen.hash_algor "SHA-1" 40
ithms.SHAl
sbomgen.hash_algor "SHA-256" 64

ithms.SHA256

En e AR A
push_package() E& BB EEhashesZBIRFE . BEMELANRBLCKETNESF. B8F

« EEEZBMANES PHIEH sbomgen.hash_algorithms ([ EZD K/NE , EL"SHA-1"5
"SHA-256"),

- EMXERFZEH. PEHNTAEMLET.

- EXEREEZENERRE (SHA-1 5 40 F 7t , SHA-256 £ 64 F 7T ) -

- BEREEN AKX E#NMZESchildren[]. hashesiEEBEBEH

gHl MEREAFESEERE

function collect(file_path)
local data, err = sbomgen.read_file(file_path)
if err then return end
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local sha256 = sbomgen.hash(data, sbomgen.hash_algorithms.SHA256)

sbomgen. push_package({
name = "skill-manifest",
version = "1.0.0",
purl_type = "generic",
component_type = sbomgen.component_types.DATA,
hashes = {
[sbomgen.hash_algorithms.SHA256] = sha256,
.
b

end

ERERER BEREH—FENYHE , RiFsbomgen.hash_file(path, algo)BHERMAX , ©
SEEXEEPRBBEBRKR /0 BHEE.

CycloneDX Bt
CycloneDX B RE#E| SBOM F i BEHREN. ©fE PURL REFTE :

« qualifiers — PURL BREF, L‘”‘ﬁﬁkiﬁ'r%# URL F& ( #lal pkg:deb/debian/
curl@7.88.1?arch=amd64) B —&f45 . HL PURL PREZFY Amazon Inspector EEEEZE % |
WEERBHN. FS Bﬁf‘l‘ﬁ*z&ﬁ# URL ? BAR Inspector B EEERIEH,

 properties — CycloneDX T B, ELEHIRE SBOM Wcomponents[].propertiesfd
i FE2EHNER AN,

EEmAEZEE
CycloneDX B & ZEBamazon:inspector: * X FI{R B4 Amazon Inspector :

« amazon:inspector:sbom_generator:* — ft sbomgen R EARFEHESFER,

« amazon:inspector:sbom_scanner:* — B Amazon Inspector Scan API £,

NEAEXEZNBUETESFERAELTEE[,. EATEEWAZE TS E Inspector IKFBNWEELRS
HER , MELW SBOM AR RER I AEHERME, NEHESRNTEREE , B2HER
Amazon Inspector £ CycloneDX @& Z= M,

sRwEHAA
&5E=E sbomgen.push_package() WBMESREESRNT :

CycloneDX B 384
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AL SBOM HE4XMN &8 BERARBIAEEN ?
FE (Bl acme:my_p ZEZEH = — BeENEENERENE
lugin:field ) MHELECH TR AP
& . (fla field) BEFEA amazon:in A —EgBEAEEGEEH
spector:sbom_gener
ator:field

—FELERNEERSIBTIEEL —EER. FRAEBINHEBENGEZRE (HlW
acme:python-pip:*):

properties = {
-- Custom namespace — safe to use (recommended)
["acme:python-pip:manifest_path"] = file_path,
["acme:python-pip:pinned"] = "true",

-- Fully-qualified key outside amazon:inspector:* — also fine
["my:custom:namespace:key"] = "value",

-- No colon: avoid — ends up as "amazon:inspector:sbom_generator:custom_field"
-- custom_field = "value",

sbomgen %X ER B

Sbomgen AL HEEWBHEREIHBENSETH. ELERERA
Bamazon:inspector:sbom_generator:*mEBZEHE , TEANBERNEE, BEINHITREIT
A

« source_path —#H sbomgen #Ti¥,

« source_file_scanner B Kisource_package_collector , %7 --enable-debug-
props .

Amazon Inspector FAEEEFEHERE MW TE D | £ E Amazon Inspector
CycloneDX fn & Z @,

CycloneDX B 385
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SBOM AAERFL

Sbomgen FE€RESFENAHENZRENER., THEB, IRA, PURLs, MENBHESKESRS
RXEA SBOM, Sbomgen FEEAIHIEFTHE, BEAEH, ZTHHEMBRER - MEABEXSLIt
HEMRABEEE 6 NSeHBELHE SBOM & | ER# SBOM WUBEE.

LRESELNABEXBANAR. RERLEFENRABHEN , YTEREZETSNAREE
SBOM AL AR K o

BUHEER

WEE&%@%%T@‘mﬁﬂmma1mmmﬂhsoRTﬁﬂﬁ%ﬁﬁﬁﬁﬁﬁ

B amazon:inspector:sbom_generator:*aAZEEAMNKRSI#, ELEBFE , Lt sbomgen
WARFHSESEL —BWEESR, b1F57f'zE§nT9i~ﬁﬁz‘ﬁE’JL1$;¥E EBIIABERXFEATH
SEAEEMRZME , EERHE Inspector IkFEHE. 552 @the section called ‘AR EZHE" LIRA
o

BIABEXEEEREECH TR ™ (HlW acme:my_plugin:*) TEEBMYE K MAREEFHE
LEE,

FH RATIE
sbomgen.properties.NAMESPACE amazon:inspector:sbom_generator:
sbomgen.properties.VENDOR amazon:inspector:sbom_gener

ator:vendor

sbomgen.properties.FILE_SIZ amazon:inspector:sbom_gener
E_BYTES ator:file_size_bytes
sbomgen.properties.KERNEL_C amazon:inspector:sbom_gener
OMPONENT ator:kernel_component
sbomgen.properties.RUNNING_ amazon:inspector:sbom_gener
KERNEL ator:running_kernel
sbomgen.properties.UNRESOLV amazon:inspector:sbom_gener
ED_VERSION ator:unresolved_version
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L

sbomgen.properties.TRANSITI
VE_DEPENDENCY

sbomgen.properties.GO_REPLA
CE_DIRECTIVE

sbomgen.properties.DUPLICAT
E_PACKAGE

sbomgen.properties.DUPLICAT
E_PURL

sbomgen.properties.DOCKERFI
LE_CHECK

sbomgen.properties.CERTIFIC
ATE_FINDING

sbomgen.properties.CERTIFIC
ATE_SUBJECT_NAME

sbomgen.properties.CERTIFIC
ATE_ISSUER_NAME

sbomgen.properties.CERTIFIC
ATE_SIGNATURE_ALGORITHM

sbomgen.properties.CERTIFIC
ATE_NOT_VALID_BEFORE

sbomgen.properties.CERTIFIC
ATE_NOT_VALID_AFTER

FRATEE

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:dockerfile_finding

amazon:inspector:sbom_gener
ator:certificate_finding

amazon:inspector:sbom_gener

ator:certificate:subject_name

amazon:inspector:sbom_gener
ator:certificate:issuer_name

amazon:inspector:sbom_gener
ator:certificate:signature_
algorithm

amazon:inspector:sbom_gener
ator:certificate:not_valid_
before

amazon:inspector:sbom_gener
ator:certificate:not_valid_
after

BHEER
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L

sbomgen.properties.WINDOWS_
REGISTRY_KEY

sbomgen.properties.SUBSCRIP
TION_ENABLED

sbomgen.properties.SUBSCRIP
TION_NAME

sbomgen.properties.SUBSCRIP
TION_LOCKED_VERSION

sbomgen.properties.OPENSSL_
FULL_VERSION

sbomgen.properties.HARDENED
_IMAGE_VENDOR

AR A

FRATEE

amazon:inspector:sbom_gener
ator:registry_key

amazon:inspector:sbom_gener
ator:subscription:enabled

amazon:inspector:sbom_gener
ator:subscription:name

amazon:inspector:sbom_gener
ator:subscription:locked_ve
rsion

amazon:inspector:sbom_gener
ator:openssl:full_version

amazon:inspector:sbom_gener
ator:hardened_image:vendor

BRENBEXNNSEEE EEHIBHESEHget_scanner_groups(). BHES2ERHES , Y AHE
AEEEHBARERER. EHAER BfSsbomgen.groups :

B Value

sbomgen.groups.0S "os"

sbomgen.groups.PRO
GRAMMING_LANGUAGE

sbomgen.groups.BIN
ARY

"programming-langu
age-packages"

"binary"

Description

FEERREHEESR

(dpkg. rpm %)

maven & )

ESEHEEE (pip. npm,

WRFEHY — L D #T (Go. Rust)

wHeREE
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B Value Description

sbomgen.groups.PAC "pkg-scanner" —REHXES
KAGE_COLLECTOR

sbomgen.groups.EXT "extra-ecosystems" Hh4+ERBRHK (curl, nginx
RA_ECOSYSTEMS ¥ )

sbomgen.groups.CER "certificate" BERE

TIFICATE

sbomgen.groups.CUS "custom" BEFEEER HANFER
TOM FTAEER --plugin-dir
sbomgen.groups.MAC "machine-learning" HEREBFEEA

HINE_LEARNING

g5 -

function get_scanner_groups()
return {sbomgen.groups.PROGRAMMING_LANGUAGE, sbomgen.groups.PACKAGE_COLLECTOR}
end

THEEEH

FH component_type #fIpush_package() %2 CycloneDX 1.5 THEH 2 —, EHAIER H
Bsbomgen.component_types :

BH Value
sbomgen.component_types.APP "application"
LICATION

sbomgen.component_types.FRA "framework"
MEWORK

sbomgen.component_types.LIBRARY "library"

THEHEEH 389
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ERAEER

L

sbomgen. component_types.
TAINER

sbomgen.component_types.

sbomgen.component_types.
RATING_SYSTEM

sbomgen.component_types.

sbomgen. component_types.
ICE_DRIVER

sbomgen.component_types.
sbomgen. component_types.

sbomgen. component_types.
HINE_LEARNING_MODEL

sbomgen. component_types.

g4l

sbomgen. push_package({
name = "requests",
version = "2.28.1",

purl_type = "pypi",

CON

PLATFORM

OPE

DEVICE

DEV

FIRMWARE

FILE

MAC

DATA

Value

"containexr"

"platform"

"operating-system"

"device"

"device-driver"

"firmware"
"file"

"machine-learning-model"

Ildatall

component_type = sbomgen.component_types.LIBRARY,

1)

MERERELAEH

JEE L2 sbomgen.hash()., sbomgen.hash_file()#l hashes #{u &
Elsbomgen.push_package(). FHRERA CycloneDX #EEHEEXER , AN EESRER

MEERELEHR
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EE Value

sbomgen.hash_algorithms.SHA1 "SHA-1"

sbomgen.hash_algorithms.SHA256 "SHA-256"
il -

local digest = sbomgen.hash_file(path, sbomgen.hash_algorithms.SHA256)
sbomgen. push_package({

name = "example",

purl_type = "generic",

component_type = sbomgen.component_types.LIBRARY,

hashes = { [sbomgen.hash_algorithms.SHA256] = digest },

1)

FRER

B LEB R E #sbomgen.get_platform(). AiEiB Hif§sbomgen.platform :

BH Value

sbomgen.platform.LINUX "linux"

sbomgen.platform.WINDOWS "windows"

sbomgen.platform.DARWIN "darwin"
il -

if sbomgen.get_platform() == sbomgen.platform.WINDOWS then
-- Windows-specific logic
end
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B m & &

sbomgen.get_platform()

BEEHTRHEFEEFS "linux" (HI . "windows", "darwin").
sbomgen.get_artifact_type()

BRI EHENEMERE (fiW0 "directory”. "archive").
sbomgen.should_collect_licenses()

true MREHEER MAREES , A --collect-licenses,
sbomgen.get_env_vars()

e mEBERRREHMA{key, value} REERK,

local env_vars = sbomgen.get_env_vars()
for _, env in ipairs(env_vars) do
if env.key == "NODE_ENV" then
sbomgen.log_info("Node environment: " .. env.value)
end
end

sbomgen.get_system_drive()

REmPNRREEO R RASR (Hlw"C:"), FEESystemDriveFRIBEE , "C: "HRFRE ,

#h ., ERMEEMN W Luastrutils.GetSystemDriverLetter(),

local drive = sbomgen.get_system_drive()
local program_files = drive .. "/Program Files/"

sbomgen.resolve_glob_paths(patterns)

S ETRERRERBERRR glob BN, ERR Localhost : EEInililEEfibplm BRI IER,

function get_localhost_scan_paths()
return sbomgen.resolve_glob_paths({

i

BmEH
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"/home/*/.cache/huggingface/hub",

"/Users/*/.cache/huggingface/hub",

"C:/Users/*/.cache/huggingface/hub",
1}

end

175

- BXEEEEMR Go W filepath.Match : *, ?, [abc]. [a-z].

- WABEANGHRESREL  BESRAFR (a//b). HER (a/./b) MERS BRI (a/b/) &
BE,

- BHEEEMER ; BEE-XUREEE. AR IEFEREEERF.

- FEEMEENEXTFTSEEE[EE, ZAFEEASERT KB, KXTERNERX (4
W, FEMGHNER ) SRHESEKA.

BY¥ & ERDRA
- WIrEBREERERR (/). EREEAR Linux, macOS # Windows ; Go R BBESIET
PIEE:2 & Windows B R4 2 R&E9%.

o RFEHEDRAFREBERA R Windows, 7E Linux fl macOS £, \ REEREREZRBET K MTRERE
PIRAE Bl WERE POSIX RFELBREEM"C:\\Users\\*"t#HFEB,

o R Lua FEHHWEE Windows BT, & B Lua FHE"C:\Users"#EA , C:<form-
feed>sersE@A \U F2EXM Lua 2H (R \n., \tF )\f, AtEXNSEERBLR, FH
ERER, BERBER ("C:\\Users") RFEHEFEHBRFSH ([[C:\Users]]).

Rk EA

ELENHSELMRFERRVNERNEBETRER. NREATTR (HlW , FERIBERRKF
REBNBEE )  AETRERZFSH,

R EEE

sbomgen.get_os_name() EE£RHELE (H7 "Ubuntu", "Alpine
Linux")

sbomgen.get_os_version() EERFIRA (Hln "22.04", "3.18")

REEA 393
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ERAEER

B

sbomgen.

sbomgen.

sbomgen.
sbomgen.
sbomgen.

sbomgen.

get_os_codename()

get_os_id()

get_kernel_name()
get_kernel_version()
get_cpu_arch()

get_hostname()

EHRTEN
Lua WREBEXNBRDE®RE (|). E{L[EE ({n,}) M lookahead ZEIhEE, BT M/ P ILZEEE | sbomgen

SEELNRH Go BregexpEH, EEXEEHEMEA Goregex 5887% (RE2) , A= Lua 3,

sbomgen.regex_find(str, pattern)

EEE
EERRENBEE (Hlm

"jammy", "bookworm" )

EERBRBIRF (Bl

"ubuntu". "alpine")
OB (FlE "Linux")
B RRAR T B

CPU ZE4& ( f5I30 "x86_64", "aarch64" )

RENEHER

£E Goregex IR E—EMAFIER , MR LZEMFEBNLL , BIEE,

« £[E : string|nil, err

local version = sbomgen.regex_find(content, "\\d+\\.\\d+\\.\\d+")

sbomgen.regex_match(stxr, pattern)

E—EMEFFHE B MEEE. K51 REEMAF , 2+ FREEEE,

- &E : {string,

..}|nil, err

local groups = sbomgen.regex_match(content, "(MySQL|MariaDB) (\\d+)\\.(\\d+)\\.(\\d+)")
if groups then
local db_type = groups[2] -- "MySQL" or "MariaDB"

ERZERX
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local major = groups[3]
end

sbomgen.regex_find_all(stxr, pattern [, n])
EEFrEFEEMETEE., BEnLRHER (B : 2%),

« & : {string, ...}|nil, err

local versions = sbomgen.regex_find_all(content, "\\d+\\.\\d+\\.\\d+")

sbomgen.regex_replace(str, pattern, replacement)
BRPEHEFEE. MKFEALUEA $1. $2%F RENFHESE,

- EE : string, err

local cleaned = shbomgen.regex_replace(raw_version, "(1[6-9]\\d{8,}|
buildkitsandbox.*)$", "")

AT BEfE A regex B2 Lua =

# Lua AEE string.match/string.find ARBEENX — eMEEER , FEERERBR.
Ei18EHEsbomgen.regex_*BEEM

« ¥%F . (foo|bar)
- E{VEEEE : \d{8,?}
« Lua BERBEERENEHACER

e AAS I

Sbomgen NREERBEEN , #EBEXFRAEEBRS Lua ERX.
sbomgen. json_decode(str)

#% JSON F&FIH & Lua ERIK,

- £E : table|nil, err
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local doc, err = sbomgen.json_decode('{"name":"requests", "version":"2.28.1"}")
if err then return end
sbomgen.log_info(doc.name)

sbomgen.xml_decode(str)
#& XML F R A Lua BERLXK.

- &[0 : table|nil, err

XML EER TR :

« _name — TERHE

- _attr —BHEREK , EFER
« _text —HENFAR , HEF
BEXRS1..n—FE

local doc, err = sbomgen.xml_decode('<package id="Newtonsoft.Json" version="13.0.3" /
>')

if err then return end

sbomgen.log_info(doc._attr.id)

Windows & $%&#%

LR EIR M Windows B ERIER B ZEE, EIE Windows fim L , registry_open_key&{EE
R, EHRETHREEE REAKEEDNRL , XX EENK Windows API 7B (Windows EHIZR
BEMIBHE ) MERKX REGF hive ZI47 ( BRE/MIBERE ) .

sbomgen.registry_open_key(path)
R E G, EEXAEH BN SBIEHKBregistry_close,
- EE : key, err
local key, err = sbomgen.registry_open_key("SOFTWARE\\Microsoft\\Windows\

\CurrentVersion\\Uninstall\\7-Zip")
if err then return end
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-- use key...
sbomgen.registry_close(key)

sbomgen.registry_get_string(key, value_name)

TR R & TR E T HE.

- 8@ : string, err

local version, err = sbomgen.registry_get_string(key, "DisplayVersion")

sbomgen.registry_get_integer(key, value_name)

R B MTFEINERE,

« f£[Q : number, err

sbomgen.registry_get_strings(key, value_name)
B B IR MIFEIZ F 5 (REG_MULTI_SZ) B, EEFRHNERRK,

« & : {string, ...}, err

local paths, err = sbomgen.registry_get_strings(key, "DependsOnService")
if paths then
for _, p in ipairs(paths) do

sbomgen.log_info("depends on: . p)

end
end

sbomgen.registry_get_subkeys(key)

BORMEERIETHMEFSREHE.

- &EHE : {string, ...}, err

local subkeys, err = sbomgen.registry_get_subkeys(key)

Windows & $&#%

397



Amazon Inspector EREER

for _, name in ipairs(subkeys) do
local subkey, err = sbomgen.registry_open_key(parent_path .. "\\" .. name)

end

sbomgen.registry_close(key)

BAEA B SR IR IR H AR, MRBER S EBERMASREFRE  BEHRAREE,
D&%

BESFAEEE A sbomgen HEZRE@WH. AHEABRENSEASTEE DM EABEXRRFERM
ERERMKNFE , i

[custom:python-pip] Parsing requirements.txt

log_info, log_warn#l log_error—&%IEl, log_debugRE&EREMA WA sbomgen &% El- -
verbose,

B B+ FRAR?
sbomgen.log_debug( DEBUG B —FE --verbose
message)

sbomgen.log_info(m INFO =

essage)

sbomgen.log_warn(m WARN =

essage)

sbomgen.log_error( ERROR =

message)

# string. format ARERILAR -

sbomgen.log_info(string.format("found %d packages in %s", count, file_path))
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TR

sbomgen.breakpoint(message)

SlElmessage®E stderr WHHHIT , EXFEAFIRT Enter. MREME message , EFIENFEERS
=

B8N0

AL MAEBAETEER  BERRTERBENREXPHREER , WEMH HIT--verbose , B
EERAEN BFE L,

sbomgen.log_info("state: " .. some_variable)
sbomgen.breakpoint("paused after state dump — press Enter to continue")

AIEE API

2ifitestingBRERTHHE Rl FANABERXRHESR (*_test.lua) AEMinspector-
sbomgen plugin test. REFESNHEINELZEHTREAFEABLEAHER, IEERAER
H5EEH sbomgen.* APl , BEEERKm ( Hl0 sbomgen.read_file()) #sbomgen. *EHE R E7E
REFAFUREEEEENER. NEKRMEIERE , 528 the section called “AAEEVAIEIER"

R

BEFHRBFEEVEERENRR , #HZRARMTENAHERN RR-EE5EE , YEEIER
MEHR. 5lpathBEAHRRAFERN B KHE,

B EmEE
testing.scan_directory(path) B &
testing.scan_archive(path) B (M Bl&scan_directory )
testing.scan_localhost(path) Localhost
testing.scan_binary(path) b 3 172
testing.scan_volume(path) iR &=
testing.scan_container(path) Aes

EAEHEERTERMTHERERR.
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FER AR

SRMEEESHRIAGRETIWA. 43512 , namespacef purl_type TEHEBFRE - ©MD
HFAZEpurlEEH,

local result = testing.scan_directory("_testdata/example")

-- result.findings -- array of finding tables
-- result.findings[i].name -- string
-- result.findings[i].version -- string
-- result.findings[i].component_type -- string
-- result.findings[i].purl -- string (the full Package URL, or "" if
none)
-- result.findings[i].properties -- table<string, string>
-- result.findings[i].children -- array of finding tables (same shape,
recursive)
2
B Signature Description
testing.assert_equ (expected: any, R BlkBtostring(
als actual: any, message?: expected) ~=
string) tostring(actual) o
testing.assert_not (expected: any, R BlkBtostring(
_equals actual: any, message?: expected) ==
string) tostring(actual) o
testing.assert_true (value: any, message?: MR value’ falsedzf Bk
string) Bnil,
testing.assert_false (value: any, message?: MR valueF 2 false, Ak
string) Bnil,
testing.assert_nil (value: any, message?: R valueF 2 , Blk
string) Bnil,
testing.assert_not (value: any, message?: HI® value® Bl%Bnil,
_nil string)
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B

testing.assert_con
tains

testing.assert_mat
ches

testing.assert_len
gth

EHIRE

B

testing.fail

testing.skip

AERR

Signature

(haystack: string,
needle: string,
message?: string)

(str: string, pattern:

string, message?:
string)

(tbl: table, expected:

integer, message?:
string)

Signature

(message: string)

(message: string)

Description

ME haystack ~2&

needle ( FFHLH ) |, Bk

B

MR str REFEIEEMN Go
(RE2) regex , Ik,

MR #tbl FFRK |, AKX
Bexpected,

Description

ERAEENASIEKKE
Y RIE

B%iB B AV RIS, BREEH
ABIR |, MIEXMK

EREREREHtest_P U HBENTALE Lua BE*_test. luaBER AR, AHEBRMSEMNR
IE#{phase}/{platform}/{category}/{ecosystem}/;REinit.lualy &, BEEERSEA
BIEHER_testdata/E — EESAFEER_testdata/l , BIITHETETRE,

R E

ATBERBRAY APl RBEEEMMEE : value, err. BRI, errB nil, L , F—EER

nil , M errBERFF,

local content, err = sbomgen.read_file(path)

if err then

SRR

401



ERAEER
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sbomgen.log_error("failed to read " .. path ..

return

end
-- content is safe to use here

£8 , sbomgen 230

MRSNHEN 5| B REZER Lua §73R
BXATZRE,

nm., n err)

SUEET —EERINEHER, Hsi
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#& Amazon Inspector F#HE S E|EH CI/ICD EE

Amazon Inspector CI/CD 4RI A Amazon Inspector SBOM E 4 25 #1 Amazon Inspector Scan API
RELER[RENREIRE . Amazon Inspector SBOM ELERE R 17, BesMG, Bk, ¥
RIFURIREZN D ENERVEE Y RIEE Go Rust (SBOM), Amazon Inspector Scan APl &1
SBOM MM #He , HPEEEBZEMNRBNEEAEN. ZBLUE Amazon Inspector BESIRGIFHE
HEZK CIICD EEBES , URHEBBRILELRIRE , ENELAENBE2AENBEERKE, &
ERE CI/ICD BE , BuLIERANASESR |, A Amazon Inspector SBOM Generator 1 Amazon
Inspector Scan API 31 HF] CI/CD ¥4,

e

HAEEXES

- HFIIES

« ERTE AWS R F LUEA Amazon Inspector CI/CD &
« Amazon Inspector Dockerfile B &

« B8 Amazon Inspector Scan BJEE] CI/CD BEE4
- B GitHubE4EfEH Amazon Inspector

 {#H Amazon Inspector Jenkins /A HE

+ ¥ & Amazon Inspector ff Fl CodeCatalystE{E

+ ¥ CodePipeline £ Amazon Inspector Scan Bk
+ {8 Amazon Inspector TeamCity /A EHFER

« ¥ GitLabst A Amazon Inspector

ABEXES

Amazon Inspector £ B/ CI/CD AR RIBHABER ., BULUREZEENTEREREELNEE
N, RERFEHTCPIRFHIE Amazon Inspector Scans HAEEBHFNEEL R, NHEXNEESREERL
ARG E$1T Amazon Inspector SBOM E 4 RS , AREEEMN SBOM L#11T Amazon Inspector
Scan AP,

LR 2 Amazon Inspector CI/CD & i{aiEiB /M2 N EER BT -

1. WAL B E A AWS 1RF A 5FFER Amazon Inspector Scan APl, MNERREA ,
& 5 LAE A Amazon Inspector Cl/CD &,

s
N
ah
i
Fil
>
=
w

AEERES 403



Amazon Inspector EREER
2. A LAfE Marketplace &8 Amazon Inspector M E .

3. WA LAL EFMERTE Amazon Inspector SBOM E4A S —# [, MERA |, F52BAmazon
Inspector SBOM E4 25,

4. SETLATE CI/CD EEH #7138 Amazon Inspector Scans fiBREEL R , W ERHE,

5. BERHTHER , N HEXSKASRBERAT A , RAEREMEBK LT Amazon Inspector SBOM
E4ESS , LLE4CycloneDXHHZAM SBOM,

6. MAE N EXEEELERN SBOM EFIXE Amazon Inspector Scan APl i3 | Zix M ST EEE
SBOM n#_REERE,

7. Amazon Inspector Scan AP| E|fE&&E#i 4 CSV, SBOM JSON Ml HTML X WiRBHRE. HES
‘& Amazon Inspector 2R E MR R FEMER.

B CI/CD RF F

Amazon Inspector BRI Z#&E %1 CI/CD R A R, MEFERANHERERE CI/ICD BEWTERA ,
#EY CI/CD R A RIABER :

3

* GitHub actions
« Jenkins ZA\HER
« TeamCity SMBFER

EHE-$5

IR Amazon Inspector &2t CI/CD f#RF RV ABMER , B LUERA Amazon Inspector SBOM &
4 2881 Amazon Inspector Scan APl HAEARET HOMEE] CI/ICD BE, Bt ERBTES
&EiB Amazon Inspector SBOM 7 4 2512 1L Y12 18 2R 4 S iR 4 o

LA 2 B 5T Amazon Inspector CI/CD 4 tn{a;E{ERV B E -
1. WAL BE A AWS 1R ALFF1EEN Amazon Inspector Scan APl, M1EREA , B2 BEE AWS

iR 5 LAEF Amazon Inspector CI/CD 4,

2. WA LLREFMERE Amazon Inspector SBOM EAE S ZHEMNE, MFER |, 5528 Amazon
Inspector SBOM FE 485

3. A LAEA Amazon Inspector SBOM E 4 28 A A2z & E £ CycloneDXHH A H SBOM,
4. BT LAEEER SBOM LM Amazon Inspector Scan AP RE 4 FA#R S

TR CICD fBRAR 404
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MERTEHTRANRA , 5528 B8 Amazon Inspector Scan B E ] CI/CD BEE S,

W

R E AWS R F LAfE A Amazon Inspector CI/CD &

= E& M Amazon Inspector CI/CD #4& | &% AEFEMM AWS tkF. AWS IRF %EE IAM A6 , &F
CI/CD pipleline ¥f Amazon Inspector Scan API FY7FEX#E. TR NHEEHREH , A AWS R
F. BUEESFERAE , URFZEAR CI/ICD BEW IAM B,

(@ Note
MR EEM AWS 1RFE |, AT BABER 52E CI/CD B2/ IAM A,

xR
. S AWS tRF
« ER7E CI/ICD &M IAM B&

M AWS IRF

HERBER AWS , BKFE AWS 1RF, MFEEY WHEBEF AWS 1kF |, 52680 (AWSIRFEE
2EEm) P AP AWS IRF,

EXE CI/ICD BEEH IAM A6

= E#% Amazon Inspector IFHE S FEHW CI/ICD BE , BFEER VU ALFFFE Amazon Inspector Scan
API B9 IAM BUR |, LURHE Y EEE (SBOMs), A% , B LUK BUEREZEIE R F 7T AREN
IAM A | LL#11T Amazon Inspector Scan APl,

1. BAAWS EEX#EA |, I https : //https://console.aws.amazon.com/iam/ BIRL IAM 2 &,
2. TEIAM EEENEBEERD , BER , RAREEEVEXR,

3. EBESRIFEET , EHJSON 8L ETFIFRIR -

JSON
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "inspector-scan:ScanShom",
"Resource": "*"
}
]
}
4. EET—-L,

5. BEE@®A , Hl InspectorCICDscan-policy , REFIZAMME R | RBBIBETEER,
RS ERE S ERESBIEINAE,

6. EIAMEEANEEFKRF  ENAR K AREMEIUFAGC,
7. SHEMEEMERER  BEBITGEEBRI ETIBER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}
8. EET—-F,

0. EFWHTEBILRELLNRINIE  REEET 5.

10. BABGA , Sl InspectorCICDscan-role , REFIWBANIE R , REIEE Create
Role,

FRIE CI/ICD 41 IAM A& 406
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Amazon Inspector Dockerfile #2&

G FRBA N4 A Amazon Inspector SBOM E & 28 #&# DockerfilesFDockerB s iR &% , LA HERZ
SR EERERE,

3|

« f£f Sbomgen Dockerfile #2

- XM Dockerfile &

{# A Sbomgen Dockerfile 2

Dockerfile BBEE &7 * . Dockerfile®IH B A Dockerfilesk MIEE , AKX IEH Docker MG B B
1T,

B LAMERA --skip-scanners dockerfiles|#fZ M Dockerfile &, &# 8 L& Dockerfile 8 &
BEEMTANRESEES  INEERRBE=FEH.
Docker & fin 7 €45l

T3 flan 5 R eI A Dockerfiles M Docker BaMRG , UREXRBKME =L EHELE SBOMs,

# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk,rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local

directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

BRI A
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{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-0QQ1",
"value": "affected_lines:27-27"
}
1,
"type": "file"
.
TR 2] P T A4 8 1
LA 2R E FE T 489 Dockerfile A& #5 R & H1,
{
"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
.
"bom-ref": "vuln-13",

"created": "2024-03-27T14:36:3972",

"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail.",

"id": "IN-DOCKER-001",

"ratings": [

{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
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}
1,
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
.
"updated": "2024-03-27T14:36:39Z"
.

(@ Note
WMRESbomgen T EA --scan-sbomiEZEWMA , BIREEMRE R Dockerfile BERE R

X #E# Dockerfile &
Sbomgen LA~ % & Dockerfile 8% :

 Sudo —#NEH

- Debian APT 2R
- EXRBWE

- BEH

« BITRBBLHSEE
- MITRHBBLREEH

18 Dockerfile REHEHENBHREMTD , W THEEERA R

® Note
THEEFARNEBERRUAEXEREERAER,

Sudo ZH#NEH

(® Note
eENBEMTS RET.
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RMEBERETFEREDMFER Sudo —#NVEH , RATCESEETENN TTY MAREXTAH, WE
SHHMEER |, 5528 Docker Docs MUt EHAE, MRENERARFIEEZLEL Sudo ZENEHNI
BE , BEMEA Gosu.

Debian APT 2YARE R

® Note
LURENBREMTD HE,

LT EH APT Debian A ARV REER.
HE—RunFRRX it Sapt-getdHLUE G IRV =E

KMEZRETE Docker REARME— RUN BRIRX H#ESapt-geti®, apt-get update BB FEH
SEMRIEENMZBapt-get installiBTR"EkM. MFEFHMER , 2B Docker Docs HBEF Y
apt-get,

® Note
2R Docker DockerB s 2B | FIAMRETA B AREE BN RS AIP A,

LIEEERARER APT s 5 A AR

BARRUES A XNER APT iS5 ARR. APT RS REXRFAZKREAEIR  HTA
BERARcEEE, WEFMER , F26 Debian BUHPRETSHRASMEEM APT TENEE,

E iR 2

(® Note
IR ENREMTT RER,

Dockerfile PV Z EASHERAEXRBENNE, THEXHIBWEIEIB Sbomgen Docker ER#
BRFA

« AWS 7ZE1£ 88 IDs - AKIAIOSFODNN7EXAMPLE
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https://docs.docker.com/build/building/best-practices/#user
https://github.com/tianon/gosu
https://docs.docker.com/build/building/best-practices/#apt-get
https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
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- AWS FAZ 88 — wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
 DockerHub A EEERF — dckr_pat_thisisa27charexamplel234567
* GitHub B AZELF%F — ghp_examplev6lwY7PjlYnotrealUoY123456789
« GitLab AAFEZERF — glpat-12345examplel2345678

RERR
(® Note
HRENBREMHRLREA,

BREREERERERNITR THIT Docker Bt HRERBBRERNERL TEEHNTHARRLT
FEH  BEMNEBCERERFENFRAREERAREN, MFEFMER , 7526 Docker Docs #¥4
REERE,

HITHEFLRREH

(® Note
hRENBERTT RS,

FEGSIAARAREXRFEZSUITREAIERBREERE , AFEBTRENFEHT,
NODE_TLS_REJECT_UNAUTHORIZED=0

ENode.js#¥2 77 NODE_TLS_REJECT_UNAUTHORIZED :REA HWIER T HITHO , EFH TLS BF
Eav¥, MEFHMEA , 5520 Node.js #¥5 L NODE_TLS_REJECT_UNAUTHORIZED=0,

GIT_SSL_NO_VERIFY=*

B git TR SIFRFLAGIT_SSL_NO_VERIFYEE#ITH , Git ERIBERF TLS BFE. MEFMER ,
28 Git P HNIREEH,

s

PIP_TRUSTED_HOST=*

& Python pip 8RS FLAPIP_TRUSTED_HOSTEESHITH , Pip 2IBERIBREMHE LN TLS B
&, MEFMET , 5526 Pip ¥ EM --trusted-host,
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https://git-scm.com/book/en/v2/Git-Internals-Environment-Variables
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
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NPM_CONFIG_STRICT_SSL=false

& Node.js npm @ 5IF2FE NPM_CONFIG_STRICT_SSL :REA false HER FTHITH | Node
Package Manager (npm) 2 RN EHE NPM B8 MAERE TLS BE. MEFMEEN , 3
BS npm Docs #3kH#Y strict-sslo

MITRHE BB T EE

'iu

(® Note
RENBREMTT RS,

EITRHEASCRREHEL  BER TSI ARARBRARGEZSUTREAXERBREHERE ,
APEBA R 2T ERT,

npm --strict-ssl=false

£/ --strict-ssl=falselEZH{T Node.js npm S5 5 258 , Node Package Manager (npm)
NAEXNSEEE NPM BE8E | MAERE TLS BF. MEHMENR , 5528 npm Docs #BiEHHY

strict-ssl,
apk --allow-untrusted

£/ --allow-untrustediEZEH iTAlpine Package Keeper X FITER I , apkBREZERTZEML
BENEMGH, NBEFHFMER , FSH Apline s LN TIIRFE,

apt-get --allow-unauthenticated

£/ --allow-unauthenticatedi#ZE# 1T Debian apt-getEH L AR , apt-getFTERE
EXBERME. WEFMER , 52K Debian #845 LH APT-Get(8)o

pip --trusted-host

R --trusted-hostEZE#H T Python pip 2R , EENETHEZBESEEIB TLS BRRFT. W
EFMEN |, 526 Pip 83 EM --trusted-host,

rpm --nodigest, --nosignature, --noverify, --nofiledigest

ELLRPM BEBNWEHEEEMMA - -nodigest, --noverify, --nosignature# --
nofiledigestEZrpm#{Th , RPM E4EEETSEREEHKRIBEMER,. HERER, W0
EFMER  FSH RPM B LMW T 5 RPM FEHME.
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yum-config-manager --setopt=sslverify false

ELLRPM AEENEHEE BT --setopt=sslverifyEEREA false yum-config-
managerfIER THITE , YUM EH4EEEFTEHFE TLS BFE. WEHEFHMEENR , F28 Man7 Bk
W% YUM FEIEME.

yum --nogpgcheck

£/ --nogpgcheckEFyum#{T RPM 2EAEEER , YUM EHEESERBREEH LW
GPG #E. MFEFHMEN , F2H Man7 M5 LB yum(8).

curl --insecure, curl -k

£ --insecures -kiEZEHIT curl B , EEH TLS BEERE. RBIBTER , curlE#TERH 2
B, SEE NEERLEGHREREN, BENE curl RBRISE  YEFTRENERTE
B, INEFMAER , 28 Curl @i LTS Curl FBHEE,

wget --no-check-certificate

fFH --no-check-certificateEE#HIT wget B , 25 TLS BEREBRE. MEFMENA ,
GNU #83 LM T % Woet FEE M,

BRESAFEERREHAENENRE

s
B
8

@ Note
LRENBEMTD REA.

BREEZMEGENESRERHETNEBERTREFTNEN. ELENETRREESRUERE
RETE,

TIHEHEBEEXBEXRREAERENBRRE
Alpine Package Keeper (APK)

HYCLRENHEER APK EHEHEENSSEREG  YERREEEPBHTISBR APK RFEEE,
WMEHMMER , 5528 Arch Linux #8815 EH APK FMRFERE R4,

Debian Package Manager (DPKG)
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£/ DPKG EHEEENAES , fili0 Debian. Ubuntu =% Distroless B A S EEREAREEN
BT B DPKG ERE, MEFMER , 5528 Ubuntu 83 LH DPKG FRARMERXHF.

RPM EHEE S (RPM)

£ RPM Package Manager (yum/dnf) B9& 285 , fl41 Amazon Linux 2 Red Hat Enterprise Linux , &
FRAEDRREEHBTISBHR RPM ERE, NFEFEEA , F2H8 RPM 5 LK RPM FHRARS
CESEEN

i3 B Amazon Inspector Scan BT CI/CD EEE S

R Amazon Inspector CI/CD 7 #i2VE A AEH CI/ICD R AR |, BRMEZBEAFEM Amazon
Inspector CI/CD AR . WMREH CI/CD fERF REEME A Amazon Inspector CI/CD AA#HER |
& B LA A Amazon Inspector SBOM Generator 1 Amazon Inspector Scan API By #E& RE I BET
CI/ICD &, THISEBRAMMEILE Amazon Inspector Scan BJEET CI/CD BEE A,

® Tip
MRGEBEEE —SPELEFMFR SBOM |, EA[LUEA Amazon Inspector SBOM 74 25
(Sbomgen) B&IB5ER 3 MSER 4,

SER 1. 5%E AWS tRP

EXTE AWS tRF 121t Amazon Inspector Scan AP| ZEUER) . MFEFMENR , BFSERE AWS IRFE
LAfEF Amazon Inspector CI/CD B4,

SR 2. ZHSbomgen Z i

it

ZHEMZESbomgen =N, MEFMER , BFEZE
HER 3., f£HA Sbomgen

£/ Sbomgen HALERHHNBF[MEGIEIL SBOM EZ,

g Sbomgen,

R LMER T HE S|, image:id AEEFBENREBZBIN o sbom_path. json #§ MRBEER
¥ SBOM & i B
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./inspector-sbomgen container --image image:id -o sbom_path.json
B 4. W04 Amazon Inspector Scan API

04 inspector-scan APl RIFHEAEN SBOM , MiRMREAHRSE

B LAMERAT5IE 6], #% sbom_path. json MK AEMH CycloneDX tH%E SBOM ERMWMLE, #5
ENDPOINT BMfR &4 B B IEFEBRE AWS [B1H 2 B API im B, 7§ REGION BVR A FER [E1H,

g5

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
ENDPOINT-URL --region REGION

WE AWS Bl # mEHHNTBE

B, BSREANRY.
(1A ) PR5, EE—w T ELEMNFE SBOM

® Note
REEEHBSRINTR4E , IHLTR,

/A --scan-bomiEE , FE—mSHELENFHEH SBOM,

B LAERATSE R, image:id i BRALEREHNRGERE, B4/BRRHENRER. &
REGION XX BY KW EIH ., 4 /tmp/scan. json B A tmp B #& scan.json ERWLE,

g5

./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan. json

WFEAWS Bl M M TREFE , F2REESN K.

AP| B B &=

Amazon Inspector Scan API T] LLEr i CycloneDX 1.5 #& =\ B RIA R & 5 Amazon Inspector &R R
JSON, TJLAfEA --output-formatiEEREFER
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CycloneDX 1.5 #% =& i #45l - Linux

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "1"
},
{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"
},
{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "OQ"
},
{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "OQ"
}
1,
"tools": [
{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
},
"components": [

{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.1",
"properties": [

{
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"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"

}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",
"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
I
"references": [
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv31l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
I
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
I
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{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
.
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
I
{
"url": "https://support.apple.com/kb/HT213189"
1,
{
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"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"

}I
{

"url":

"url":

"https://logging.apache.org/log4j/2.x/security.html"

"https://www.debian.org/security/2021/dsa-5020"

"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"

"https://www.oracle.com/security-alerts/cpujan2022.html"

"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"

}I
{

"url":

iy
{

"url":

}I
{

"url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/ ™"

}I
{

"url":

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

AP| B

419



Amazon Inspector EREER

},
{
"url": "https://lists.debian.org/debian-1ts-announce/2021/12/msg@@0@7.html"
I
{
"url": "https://www.kb.cert.org/vuls/id/930724"
}
1,

"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",

"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
I
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
I
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
I
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
I
{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"
}
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CycloneDX 1.5 #& =% Hi &5/ - Windows

{
"sbom": {
"specVersion": "1.5",
"metadata": {
"tools": {
"services": [
{
"name": "Amazon Inspector Scan SBOM API",
"version": "d79c681c+d73b8663+5e50a5ab"
}
]
},
"properties": [
{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "OQ"
.
{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"
.
{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "1"
.
{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "OQ"
.
{
"name": "amazon:inspector:sbom_scanner:other_vulnerabilities",
"value": "0Q"
}
1,
"timestamp": "2026-03-17T00:00:52.344Z"
},
"components": [
{
"bom-ref": "comp-1",
"name": "defender",

"purl": "pkg:generic/microsoft/defender@4.18.25110.5",
"type": "application",
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"version": "4.18.25110.5",
"properties": [

{
"name": "amazon:inspector:sbom_scanner:source_file_scanner",
"value": "windows-apps"

1,

{
"name": "amazon:inspector:sbom_scanner:source_package_collector",
"value": "windows-app-defender"

1,

{
"name": "amazon:inspector:sbom_scanner:path",

"value": "vol-0d994b0984fdaa2af:\\ProgramData\\Microsoft\\Windows Defender\
\platform\\4.18.25110.5-0"
}

}

15
"serialNumber": "urn:uuid:6bed582d-191e-4cb7-9875-950dd0b99700",

"bomFormat": "CycloneDX",
"vulnerabilities": [

{
"advisories": [
{
"url": "https://support.microsoft.com/help/5011487"
.
{

"url": "https://catalog.update.microsoft.com/v7/site/Search.aspx?
q=KB5@11487"
}
1,
"bom-ref": "vuln-1",
"references": [
{
"id": "CVE-2022-23278",
"source": {
"name": "MICROSOFT",
"url": "https://msrc.microsoft.com/update-guide/vulnerability/
CVE-2022-23278"
}
}
1,
"ratings": [

{
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"severity": "none",
"score": 0.02691,
"method": "other",

"vector": "model:v2025.03.14,date:2026-03-15T12:55:00Z2",
"source": {

"name": "EPSS",

"url": "https://api.first.org/data/v1/epss?cve=CVE-2022-23278"

"severity": "medium",
"score": 5.9,
"method": "CVSSv3l",
"vector": "CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": {
"name": "MICROSOFT",
"url": "https://catalog.update.microsoft.com/v7/site/Search.aspx?
q=KB5@011487"
}
}
1,
"created": "2022-03-08T08:00:00Z",
"description": "Security Update for Defender (2022-03). Install KB5011487 to
remediate. A reboot is required for this update to take effect.",

"affects": [
{
"ref": "comp-1"
}
1,

"id": "KB5011487",
"source": {
"name": "MICROSOFT",
"url": "https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011487"
.
"published": "2022-03-08T08:00:00Z",
"analysis": {

"state": "in_triage"
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:priority",
"value": "standard"
I
{
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"name": "amazon:inspector:sbom_scanner:priority_intelligence",
"value": "unverified"

},

{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "10.0.19042.1586"

}

Inspector #& =\ & H 45 - Linux

"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."

}

1,
"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": 0,
"low": O
1,
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
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execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"references": [
"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRukKNEbd",
"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@@7.html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": "NVD",
"severity": "critical",
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"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",

"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

},
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,

"epss": 0.97565,
"exploit_available": true,

"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"

},
"affects": [

{

"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-

core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"

Inspector &= i i €545 - Windows

{
"sbom": {
"vulnerabilities": [
{
"severity": "medium",
"priority_intelligence": "unverified",
"related": [

"CVE-2022-23278"
1,

"references": [
"https://support.microsoft.com/help/5011487"
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"https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011487"
1,
"created": "2022-03-08T08:00:00Z",
"description": "Security Update for Defender (2022-03). Install KB5011487 to
remediate. A reboot is required for this update to take effect.",
"affects": [
{
"path": "vol-0d994b0984fdaa2af:\\ProgramData\\Microsoft\\Windows Defender\
\platform\\4.18.25110.5-0",
"fixed_version": "10.0.19042.1586",
"installed_version": "pkg:generic/microsoft/defender@4.18.25110.5"

}
1,
"id": "KB5011487",
"source": "https://catalog.update.microsoft.com/v7/site/Search.aspx?

q=KB5011487",
"published": "2022-03-08T08:00:00Z",
"priority": "standard",
"properties": {
"epss": 0.0269099995,
"cvss": [
{
"severity": "medium",
"cvss_3_base_score": 5.9000000954%,
"cvss_3_base_vector": "CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": "MICROSOFT",
"url": "https://catalog.update.microsoft.com/v7/site/Search.aspx?
q=KB5@11487"
}

}
1,
"vulnerability_count": {
"high": 0,
"other": 0,
"critical": O,
"low": O,
"medium": 1

API B £ 427



Amazon Inspector EREER

& GitHubEYE# A Amazon Inspector

&AI LAE R Amazon Inspector Bt GitHub actions , #& Amazon Inspector &6 1% #3718 = &1
GitHub T4E# . EFR A Amazon Inspector SBOM E 4 28 #1 Amazon Inspector Scan APl B #E
REEAFMARE , AEB A EREZFAENIEERE. Amazon Inspector JRIAFE#E AT LR E
ABRBEIINFRIHENBRELRKEESR X R ITERE. LA LI GitHub B F R B RAHN
Amazon Inspector B1{E, T HEBIMNE Amazon Inspector Scan BA ZIEH CI/CD EEWENR , 5
2B# Amazon Inspector #FIHE S R CI/ICD BiE, W% Amazon Inspector X EWEERKEMNE
NERETREESFE , RO ENEERRIEXREES,

£ Amazon Inspector Jenkins# 2=,

Jenkins /A2 X R A Amazon Inspector SBOM E 4 88 —H#E & M Amazon Inspector Scan API £
BERRKNELFHERE , ALHEAUESRBE2BEMEERE. £H Amazon Inspector Jenkins
HBER | B LA Amazon Inspector JFIEE #7118 ZJenkinsE &, Amazon Inspector J&)E#E i 7
UEREABBREININFIHENBEEEREESARNEEHIT. BRI LE Jenkins https : //https:/
plugins.jenkins.io/amazon-inspector-image-scanner/ & RTH IR Jenkins AHER, TIH
ERERBA MM % E Amazon Inspector Jenkins SMBFE .

/A Important
EZER TSR Za , BAER Jenkins FHRE 2.387.3 REEHFIRA , SRR FEEH1T.

LR 1. RRE AWS 1RF

3
¢
g
z
Fl

AWS 1RFE £ /5717 EL Amazon Inspector Scan APl By IAM B & RERE . WERA ,
AWS & F LAE B Amazon Inspector CI/CD B4,

H B 2. 8 Amazon Inspector Jenkins SMEBER,

T 52 7R EA anfa fE Jenkins{& kAR Z 28 Amazon Inspector Jenkins /A #i2= .

1. 1% Jenkins ERIRT , BEEE Jenkins , AR BIEZEETEINEER,

2. EETHA,
3. RAAXRSIERS , #2 Amazon Inspector Scans , REZEINHER,
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https://github.com/aws-actions/vulnerability-scan-github-action-for-amazon-inspector
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(EF) £B 3. #% docker EAERIFIBZE Jenkins

(® Note

HETE Docker MM AFERFZEFRR , T8 Docker BEAE R, B8l , EHBEREIE,

E3

T B2 F R B fn{alJenkinsfEJenkins{& R kA& docker 2 AERHIBE .

#t Jenkins BRIRF , BIEEE Jenkins, EAER , RZBERMK,
BELEHBEAER K RREEMEBZAEHR.

#H¥ Kind , EERFERE EBERR.

SHYEIE | EESE (Jenkins, EiI%, EH. FIEFEESE),
WAGHFRED K RERBEERTE,

o ~ w0 bh =

(ERH) HB 4, g AWS ZEAER

(® Note

REELBERR IAM ERAEETESRER , THE AWS ZEAER. B, FHBEESD
B

T AR RA A REJenkinsBERARFTB AWS BAEH,

1. f& Jenkins BRARP , BIFEE Jenkins, BAER , AR BEFERK.

2. BELEHBAER K ARBEHEBAEH.

3. &¥Kind , B AWS B2 AER,

4. BWALZWEAES , SEECNTIHESH 1D NLZEFHEB , RBBERTE,

F B 5. fEJenkinsiE SR #Ti8 CSS X &

T3 R N{AEJenkinsiE S B #T1E CSS X1,

1. EFRE Jenkins,
2. fhERMRTP , FRIFEEE Jenkins, Fi¥. AEEHH K ARBEESHIEES,

(iZH) £, 3. # docker EAERIFIEE Jenkins 429
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3. BEXFHHEAF , #ET
System.setProperty("hudson.model.DirectoryBrowserSupport.CSP", "") , R#&
EEHIT

X B% 6. &% Amazon Inspector Scan ¥ E BN EE
B LEERDHEEETRIFEAEEEIE , # Amazon Inspector Scan Jenkins ¥ ZE RN EE .,
EERPFHBEELSR | i Amazon Inspector Scan BB R BN EE

1. HEARBEHEL K RTEHEEESR K ARBEFEEESR, AREE Amazon Inspector

Scan,
2. EBEWE inspector-sbomgen £ 5% - BB FEH, BHREVENABELX THREHRE, ©
ERREHRKEERTNINGE. T2 EHMEBERIEE,

a. (IBE1) BEABHTHFRIHRAN inspector-sbomgen. WEESEEEREFEEERAN
EE R KR CPU 2248,

b. (i&E 2) MRLEERTEREM Amazon Inspector SBOM E4A R N | FBREFH,
MREBBEFWN S L, FBELREEB THRE inspector-sbomgen MRANH TR K,

MEFMER , FFS B Amazon Inspector SBOM E 485 &4 Amazon Inspector SBOM E 4
2% (Sbomgen), Amazon Inspector

3. TR TERELTEREZE Amazon Inspector Scan BZESER :

a. BALHRE D, MEUUREK, BRBEHF. FEBBEERFDockerin B EHl, MRS
WELHNEEG , FRRUTER tar EROERRE, TSR THEFIHK ID BBE
i HARKERIKASS : NAME[: TAG|@DIGEST]
i. B tar R : /path/to/image.tar

b. EHEAWS EEEXFHERN .

c. (EA) HHYBERRERE  WAZEEFHEEENKRBTEE. EFERHE—FEBIF
EETEM,

d (ZEA) HABRBER , EECEREHATPHRN —RZEE %K. BSRERAKXDIIFREZFER
HIWE &% , FERBIEE,

e. (A ) B Docker BEAER , BEEHDockerfEEZ . RAELNASMBART
BRTER , THTHRE,
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f. (BEA) ZUURETIIXEN AWS 55RERE

. (ER) A IAM At | FEREA® ARN (arn : aws : iam : : AccountNumber :
role/RoleName)o

i. (ER) HRAWS ZEAER , FEEERE IAM EHEETREN AWS EAEHR,
i. (FEA) HRAWS REERR , FRHECASREERBETRIENREERH,

g. (EH) BENRARBRE. EALER , SUYEBNREHNFRERE K BEREX
M, MRFAEEHERN 0, AERFHSOERRE , BAEMIHD. BN EPSS 58 , EHA

LR 0 E 1, MRBHENFEEBE, H2EeXM , B EPSS 2HSMNMENFTA CVEsEER
B EZEH,

4. BERRF.

FERESEER Amazon Inspector Scan Jenkins HTi Z R EE

BRI LAMER Jenkins E4EE BEIE F 814 Amazon Inspector Scan ¥ ERNEE,
BB T&E SBOMGen EEEE

-  EHE# Amazon Inspector Scan $TiBEHE , FEA T HIEHIFE L. #& IMAGE_PATH BXX AR &
HIBEER (Bltn alpine#latest), #% IAM_ROLE MR ABIESER 1 PEEMN IAM BEH ARN |
LA K% ID B A% ADocker& $} ID, Al IREMARBRE , YASERELEEE.

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests
iamRole: 'IAM ROLE', // IAM role ARN for authentication
credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
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sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to
exclude from scanning

// Vulnerability threshold settings (updated parameter names)

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails

countHigh: @, // Max high vulnerabilities before build fails

countMedium: 5, // Max medium vulnerabilities before build fails

countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

threshold
epssThreshold: ©0.7, // EPSS score threshold (0.0 to 1.0)
// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in
thresholds
// NEW FEATURE: Auto-Fail CVEs - always fail on critical security
issues
isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail
build
D
}
}
}
}

FHTH SBOMGen E4EE

«  ZEEi& Amazon Inspector Scan B EHE | BFEA T HIEHIZE X, 71§ SBOMGEN_PATH XA
BES R 3 PREMN Amazon Inspector SBOM E4A BRI, #% IMAGE_PATH B A I BRIKHY 3%
& (Pl alpine#latest), # IAM_ROLE RAREESR 1 HEREZ IAM AE€H ARN , Ii&
I0D R AEERILERIFEENDocker’EE ID, Lo BEMMMARIRE  XASEREMIE
EfE,
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® Note
#& Sbomgeni{iETE Jenkins B & , WREINBEXF Jenkins B WL ( Hl0 /opt/

folder/armé64/inspector-sbomgen),

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests
iamRole: 'IAM ROLE', // IAM role ARN for authentication
credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails

countHigh: @, // Max high vulnerabilities before build fails

countMedium: 5, // Max medium vulnerabilities before build fails

countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

threshold
epssThreshold: @0.7, // EPSS score threshold (0.0 to 1.0)
// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in
thresholds
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// NEW FEATURE: Auto-Fail CVEs - always fail on critical security

issues
isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail

build
D)

}
}
}
}

ABHEATEEERS AN B,

BRI CVE FE

FHREATUEUFERRENFRE. BEMHLELRBELENEE , BLUEEMNHTEEZRBRENE
=

isSuppressedCveEnabled: true,
suppressedCvelist: 'CVE-2023-1234,CVE-2023-5678'

ﬁﬁ%ﬂﬂz% SELBEF | ERRMYSE CVEs, RERRERILFER , TERZBSRBINEERILE
BEE

o 1B LiRIRRTIE E R CVEs TEHRELNRZELBEDR , EAFEFRELRK,
BBXAM CVERE
HREXRZ2RE , EUUBM KEEHRERUNBE,

isAutoFailCveEnabled: true,
autoFailCvelist: 'CVE-2024-9999'

xﬁ?ﬁf&%&)ﬂ?% LERE , E-REERENERAY. CRREATENENSELEIEFZEBERL
EE., FESBERMAHMGRERTE , UMREEANE SN,

SR 7. IR EH Amazon Inspector J®BEHE

1. ERERNHERE,
2. BETKE , HERPEREHEN, WRBERHTML , B LLUEE T#H JSON SBOM = CSV

RARERE . U TER HTML 3REHEH

SE 7. RRIEE Amazon Inspector R & 434
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( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J
Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147
CVE-2022-4450 High penssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium penssl@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

(® Note

FBAUEABRENESH , IANBEXXEENSHEE., TR , LEEEEAPETE
& BERELSELSHEFRERTNSH, Hll , MREAFHH isThresholdEnabled , &g
JEi;zéng% , EHEAE BHEH A isSeverityThresholdEnabled,

¢ SR

T REMAEAR B Amazon Inspector Scan /A ER K I 2B ZI Y & R 8552 Jenkins.
ELEH AR AERIE sts FISARERR

§RER

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

S,

IR

Al

aws_secret_access_key A AWS R FES aws_access_key_id#M . &
aws_secret_access_keyHE%E aws_access_key_id#l ~/.aws/credentials,

LR tarball, 7B TR is KR & ARG
$HER
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2024/10/16 02:25:17 [ImageDownloadFailed]: failed to load image from
tarball, local, or remote sources.

® Note

R Jenkins SMHRRNE L BINNA M, Docker5|ZHh R AT RNAEMEG , MEARKEIE=E
ERETEAFMEG  AITaee L ILEEER,

fRRIFE -
BRETHEE ;

« Jenkins ABREXEAEEFEERHE RENFEIFTA,
- BRERHNREFERDockers| ZEH,

- SEHIRIRMRR URL IERE,

- RSB LETEREZENSRE (NEA )

Inspector-sbomgen & & #5355
$HER ¢

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

FRIRFE

SER T SIRR 7 SA R R R RE

1. HSIERMEZERHFELEME Inspector-sbomgen B AJenkins B $ MEFMENR , F52H Amazon
Inspector SBOM Generator,

2. FEATHSSHKABTE TR T -EMNE : chmod +x inspector-sbomgen,

3. EAREXPREMEEMNIenkins#EZTKE , I /opt/folder/arm64/inspector-

sbomgen,

4. fREHELHITIenkinsEHK,

SEBHEAR 436


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html

Amazon Inspector EREER

& B Amazon Inspector {# i CodeCatalystB)E

BT LAEA Amazon Inspector B Amazon CodeCatalyst , # Amazon Inspector J®BFHEFIEE
CodeCatalyst TE7#2. EFIA Amazon Inspector SBOM 4 25 F Amazon Inspector Scan AP| £
BEARKRELEFMARSE , ALLEBTUERBaAENEERK, Amazon Inspector J&E R #E AT
REARBEVINFAIMENBEELEREES XN ITERE. WFEEBUAE Amazon Inspector
Scan BA ZEH CI/ICD EEMEN , 552 14& Amazon Inspector R EE S EEH CI/ICD EiE, WNE
Amazon Inspector T EWEXRRMNERXRFESFE , BRI ENEERKINENRES,

&l CodePipeline 8 Amazon Inspector Scan EjfE

BRI LSRR ETIE E TE7E | AWS CodePipeline LA28 {#H Amazon Inspector, IttE A F
FA Amazon Inspector SBOM E 4 85H1 Amazon Inspector Scan AP| , E R ERE RIFEEFMRE,
BRATHBEESRB 2 BAENEERM. InspectorScan EfER CodePipeline FHI S EEEH)
£, TEEEAFEERARREBETNZSRE. EUUERALBERRE=-FFFETHNERER
JR$R%S , $l#0 GitHub 3¢ Bitbucket Cloud , SRR AREAEANR K. WEHEFHBEF , FSBEAWS
CodePipeline { fEA&ER) I InspectorScan FAAEESE,

£ Amazon Inspector TeamCity /M2 =

® Note
Amazon Inspector TeamCity /MR EF LXHFE EHEFGitHuUb,

Amazon Inspector TeamCity /MBI Amazon Inspector SBOM E 4 28 = # {7 #F Amazon
Inspector Scan AP| EEBRFERIFEAFMAERE K REEIUEREBEZaAENEERKE, F/H
Amazon Inspector TeamCity /MR |, &R BAAE Amazon Inspector J&E#F #7122 TeamCity'E
1B, Amazon Inspector J®ERE AT UREABBESATIN KR ENEEEREER AR EEH
1T A LATE GitHubhttps : //https://github.com/aws/amazon-inspector-container-image-scanner-
teamcity-plugin £#248 Amazon Inspector TeamCity /ME 2 B EH ERR AN,

CodeCatalyst Ej#E 437


https://codecatalyst.aws/explore
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
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& GitLabt &£ A Amazon Inspector

(® Note
Amazon KR IEX X # Amazon Inspector GitLabit#F. © M #E I 12 A B AR B EGItLab,

BT LAEA Amazon Inspector #£EE GitLab CI/CD T4 , # Amazon Inspector )RR 18 Z &0
GitLabE %, EFIA Amazon Inspector SBOM Generator #1 Amazon Inspector Scan AP| &2 & #&
REELFMARE , BT ERB 2 AAENEERK, Amazon Inspector J®ER#E AT LARRE
ARBEIFNREIRENBRES REES LR ITIERE, BRI GitLab #815 E ¥R AR
Amazon Inspector 7t#, MEHEBIMNE Amazon Inspector Scan BA ZIEHK CI/CD EEWEN , 5
2[5 Amazon Inspector #BIHE S ZFIEH CI/ICD EiE. 1% Amazon Inspector X BHEERFTTE
NERETESRE , BRI ENEERFIERZES.
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https://docs.gitlab.com/ee/ci/components/
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
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IR AWS IRIBER Amazon Inspector & 2 &5 B

& A LA Amazon Inspector £1F & WIRF EEEE T AWS ZIRER Amazon Inspector HE £l
, HHEER Amazon Inspector #F &R F M ERMRENFHEANMBITER

(@ Note
NMREREBNBREES , B RRABPAARENWFAEANRTTER,

T 532 5 3R BA an{a 37 Amazon Inspector IRIBH RS EHE,
&R AWS IREM Amazon Inspector & 2 £

1. FREHNEABEREA , REBRBIR https : //https://console.aws.amazon.com/inspector/v2/
home B9 Amazon Inspector F#£ A&,

2. HREESEET , BEIRFEE,
3. FEMRKEHE A FRETIEHFP-—EARIER

- ERERFURBIRFEBHREEEE,
o IRIEHITEELARE Amazon Elastic Compute Cloud (Amazon EC2) #I{TEBH REEHE,

- BIZABMEE , LLRE Amazon Elastic Container Registry (Amazon ECR) 7 ER HE &
=,

o BEABMG L Amazon ECR BESMGHHESE,
« & Lambda BB MBI Lambda BRNBHRZEE .,

THEXERASEEREHNEA,

&

- FHMERFERREEE

- 114 Amazon EC2 #4TE R A K E £ E
- §¥{& Amazon ECR @ EM REE E

- §¥{& Amazon ECR RGN R E £ E
- F¥{%& AWS Lambda BB R E S E
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AR F BN =& E

MBEHRF TR 2EZN —22 , RFRABHIZEIR Amazon Inspector BIEEIRFE | IRERS|EZRS
REESWIREHEBEN , URIRFHNERBHENRE, FUHRSIERL , BULIBAREREBREFAER
ERTERNERNEFEE, NEFHMER , 528 Amazon Inspector R B B)FHEER,

MREBHIRE REBHZER Amazon Inspector BEEEIRE | IREXREIEBEALEBINIRFIRM
BEMARE , X HEBRPWFEIIRE. HRSEKRFE , FESELHEREARSBA Amazon
Inspector , IR 2 , MISEHARFBMANERBHER, SAZREES , EUNFEALRRSIER
REFHEBHEBRARE. ZEUURASEAENKERFNBEERBHER, NEFHEBENA ,
E2 BB K EMRFER Amazon Inspector 1,

Al Amazon EC2 #{TEER KEEHE

HITEERSIEBEETE AWS BIEHRH Amazon EC2 #i1T{EEE, FEEE T XRSIER LEMK
B -

- 28 - BREREPHAEITER. MEME LBAITERB B BHERE.

- ¥ - B~ Amazon Inspector EZRHIREF ETHEENB RN AIEHTERE.
« TR - B’ Amazon Inspector RIEIRBEAFEZRARBENMESTERE., FRMEL Amazon

Inspector REEFZEMFHHTERNER,

EC2HITRBAUERZERRAERAE "FEHE, R51EHK L. Amazon Inspector £ AWS
Systems Manager (SSM) 1 SSM Agent B EIEX 12 FiF#E EC2 MTREB RS ERE. MEBTEE
REHIT SSM REREX, BEXIE Systems Manager B AWS Identity and Access Management
(IAM) At  SRFTZENEZRKHEE , Amazon Inspector FEEEZRMIFHBITEE, WE
SHMMEN , BF2MAmazon EC2 #{TEE R,

ESERSIFERL  RFHSEEHTHTHER AWS IRF & .

EC2 #I1TEERER - tMBE SR TERAERBMOER , TARNNEEHHTERRSCREREH
FRHEER,

EERE - BB RMEXRFEER | ATLLZ WINDOWS, MAC, LINUXER UNKNOWN,
/A B - B R Amazon Inspector REEERBTEE LERAREEXEREREEXNRTE L E.

FR$EH - & Amazon Inspector L AMEZERERERER , LT . Amazon Inspector #
TRENEAREURREARFEHEETERNEIES .
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ZEWME EC2 HTERNWEMFFMERN , 512 F EC2 HITEBMPIER. AR , Amazon
Inspector ERERHTREBNHMNTERENAETSERNFREN. EEREBEFTENFMHEN , BiE
EEZEEPES, WEELHMEANWFEMEEN , 5528 845 Amazon Inspector FAE#E RV FFHE
o

B3 Amazon EC2 1T AR REE

#7H Amazon Elastic Compute Cloud (Amazon EC2) #11T{E R , ATREMAREES :

« FEEE — Amazon Inspector SiHEE L MTFWHITEE,

- EBREAREEXBTERBRFRS - EEEEHTEBNMEUEES R/ DPAR 1200 GB , SH#
TEEEEERIB 8 A ER , Amazon Inspector € F ILLAREE,

- BBERERERHITERWERRS — Amazon Inspector E ERAEHTHEE LHTERERRE
HERPR o

« EC2 #1{T{EBE 211t — Amazon Inspector EEEREHTEE L RASTEEERCEILARE,
FARENEBEEEHSFERET , EHTEBKLAL, MRHTEBEHRRE , Amazon
Inspector & B B)EB R HETEE,

- AEBEEER — Amazon Inspector ER R W TEEFZEAIPEEER. Amazon Inspector & B B fif R i85
=, URREERE.

o $EETF — Amazon Inspector A EREHITREBNHABEAERXER. HITEEA Amazon
Inspector EBE# AT RE 2 MIBR , SHENIT KRB

EEEEIERE , A R AWS Systems Manager #fR InspectorInventoryCollection-
do-not-deleteRdHitf71E B HEABIARRER T, BEo , 5 AWS Systems Manager Fleet Manager
BEITERNEREARESIER.

« %128 - Amazon Inspector 2 ILIFEHTEE, EEEASTEE K SFEEREETH.
- ZEWIRBHE - Amazon Inspector EAGHI1TEBE HE AT FI AT W IR IR 8

- EREKRLE - FITEREK L, Amazon Inspector BRI EEBRATEENRERESENRES
E&EH,

- BEFHETE — Amazon Inspector FEEZIWNEBRE 7 RAAHTHERBENNENRBERAERER

EEEEIERE , E6EH R AWS Systems Manager #ERFTER Amazon Inspector BEE1E , B
EEAHITERAIT, LI, fEH AWS Systems Manager Fleet Manager B 35 31 17 1E 88 & X 58 FE /3
BXEF.

« RZE EC2 #117{E#8 — Amazon Inspector KRESIEHFRBTER. HTEBTEH BEE AWS
Systems Manager,
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EEEELERE | B LR AWS Systems Manager Automation AWSSupport-
TroubleshootManagedInstance runbooki2ft#) ., FXE AWS Systems Manager EE#TEE 2
# , Amazon Inspector & B BB A R EE RN B HBTEE.

o TXEMEZERMRK — Amazon Inspector RERFFHMEAITER. #ITEEEER Amazon Inspector &
TENEERFNEE, WMFE Amazon Inspector T EMNIEZRHKBE |, FSH Amazon EC2 #H1T
ERAMREE.

- FRANSEREEER - WAREBRT EC2 BHRHEMEATME | BFEHE HEBIRERU Linux &
E®# ) Amazon EC2 #1T{EEEH Amazon Amazon Inspector RERZE, ARENRTEREHERTE !

- BIBREREEHWERE - #1788 288 Amazon Inspector JRERER 5000 BEEHRE,
EEHREBENFTEENRERE , £UUERARERSHEBEN BFTRE,

- BBREMESH ssm EFRH - SSM REREXEEAEEFZEIEZE Amazon Inspector , BAE
EIGHTEBERBEMITEBREZEFTERN SSM B dE. WRFHMENR , 52 Amazon
EC2 Systems Manager % 2 F1E 58 o

- BiBREREWERFBPRH — Amazon Inspector FEEZRNMENHETF , RAEHWERBREIRB 15
PEN R KERE,

- REBREREBERE - Amazon Inspector SSM HEMEX I REEH AL HTEEBUREEHFERE, E
BERSERENER , B2 , MRLMREE 6 NEFR{FE , 5BEMH Amazon EC2 Systems
Manager RFERPT TR Amazon Inspector EBiFE , W HEEABTREBHT. WRHAITERER
DYER ssm:PutInventoryM ssm:GetParametersf o] , th AJAEZS £ L EEER, R HAITELE
85 IAM BT ERERE K FRIAELHFITISEEREP., NRRBEHTERBRE  FHE
RELHIESEEREIHEEAEAGT,

WWRE EC2 PUTEMBHRENHMET | HBH Amazon EC2 H1/T MR,

2L Amazon ECR fEZEN REEE

REERSIERSFERE AWS BIEHH Amazon ECR f#FE., BESE TR ER HEMKE

# -

- 28 -BEREREPNMEREE, REMELRAEERINREMRE,

- BB - B~ Amazon Inspector FREATEZNWIREPERNBRENFERETE. REWMEHRBEEE
B AT IR R EE,

« REXA - B~ Amazon Inspector ERIREP RERNB WO FIEREE. REMIEL Amazon
Inspector REEREMFHERBREENRE.,
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EESERSIFERL  IRFHSEEHERETE AWS IRF B .

FERBAREENEHMEMEN K BEERMEENERE. AR , Amazon Inspector EERREFEFH
AEPRGFE | URSERGHFMAEN, FHEFSRFGER. FARENRERE, efMtas
SHRPAERERRTER  fINEENBRFAETEREE, EERN TYALREBBETERTERNZE
R BEERGNERER.,

® Note
REFEREN Amazon ECR MG I e EESHE /NI EH,

### Amazon ECR @ ENMREE
# 7 Amazon Elastic Container Registry (Amazon ECR) 17 , AJREMARREE S -

- ORA (8 ) - URAREEE , Amazon Inspector SiHEE R REEEFHBRG, FIFERNER
BB HREREAIFERE. Amazon Inspector —FIARSEHIXFTRGEFE HETRE | LER
HEREZ MG AARIAYET CVE B EFIBHM G, EEREM Amazon ECR EFFIHHIR , Amazon
Amazon Inspector #REE B2 LR F E PRV,

- BRUA (#EEEF ) - Amazon Inspector EEHIEHRG R BB R HRETFETNERBHERE. St
HETERAERARE  YRESEEERRE,

- ZHUEIE - A5 Amazon Inspector FEU 12 E S /12 EE T B 25 R 1%

EEEENREE , FRAMEEN AWS Identity and Access Management (IAM) BUER S8 5F Amazon
Inspector FEUREZE.

- 28 (F% ) - Amazon Inspector T EERRFHERBTERN ARG, #FEN Amazon
ECR RSB EREAELANFHIFE,
= EM A Amazon Inspector BIIRFHEFEFEFHNREG , FERTENRERTEEAEREREHE |
ABEBERETERERERSG , AR EHEFRGREFRBERE,

- BRUA ( HEERF ) — Amazon Inspector B EHIAFTRGR EBBRHERZTETNERN RSN E, RE
ER R EREREATHIERREE,

- AEBEEER — Amazon Inspector ER R W T ERZ A RIPEEEE, Amazon Inspector & B B f IR 88
R, URRREFE,

MERREE RTR MR ENFEME FAmazon ECR BEMERH,
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iF{t Amazon ECR ARGy K E £ E

MEZES|ERSERE AWS BIERH Amazon ECR BEEM&, FESE TR ER LEMRE
# -

- 28 - BRERRPNERRRE. REBREHZEB TN FEERE,

1R - B Amazon Inspector REARATELNRETERNBHENAMEASEMREG. KERELHTGE
B R AR A,

o TR - B~ Amazon Inspector RERBEHERNFERNWFTEREFZREGR. FEMIEL Amazon
Inspector REEFZEMiFHMRENRE,

REMRGARESEAZERAMEHRERMARSIERE L, RETESERERBKA Amazon
Inspector IR FEFEF , & Amazon ECR EFER SR ILIREZEMTE. & , REA ECR
ENRHSERERENXBAMIESIRIRG, MEFHENR , F2HEE Amazon ECR EfE
HEERE,

EEERSIEEL K REEERHSEEREASNNEGNREEERTE. IRFHMIEE AWS IRF HER
FER . & Amazon Inspector LAMEZERESERER , LARENENEEET . ETWESE
REFREBTETRHRERNNEN. ERNVEARIEGEEYN , AEEFRHTRUEEFHRN CVE &
WRRE, WEFMEEN , F2BAmazon ECR BIENEHETE.

EERPEASSMGNEMEFMET , FBiRE ECR RGP HERE, A% , Amazon Inspector &
TEBGNEBENATKERNFHEER., FERABETENGFHEN A FEEFEERTNERS, UF
ELFFMERANFEER , 528 B4R Amazon Inspector FE#E RAVFFAE

B3¥ Amazon ECR A S8 rYARAE

#7H Amazon Elastic Container Registry a5 & , TREMARREES

- EEEEIE (¥ ) - Amazon Inspector FHEER |, W ERMEHWIEE CVE RREESTHRENHIF
H, SEHARNEIMMRGE K NSENEEMRMBH Amazon ECR EFRIEISFERRE. REMRGHNRHF
FECHMAERERBE A BfRFENERAERBEREREASERME,

- BRI (HEEE ) - SHERHBREE | Amazon Inspector € B BRI G, SHEEHRRENEE
ERAEREEE K BERTEENERERHEEREATEHERRH,

- AEBEEER — Amazon Inspector ERR ARG IF £ AZPEEER. Amazon Inspector & B B fif R §5
R, LRRRERE.

- ZEVRIBI — Amazon Inspector EAERIGHE AT FILLE THIA IR
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- BREWKCIBE (&8 ) - Amazon Inspector EEREFT B, ELAREETHNRGEBEFHRER
EENHEA , B KREH. S HERERRGUEBRH.

- BIBHEKRCIBE (#HIERF ) - Amazon Inspector EEFEE G, ERABEETNREEBETIR
HIEENHEA , REEREN. B UHERGIUEERE,

- BIBEEFM (FF ) - Amazon Inspector T E#EH# Amazon ECR Besi&, EHME 2 FEE
EEfY Amazon ECR R EREAEARANFERHE. FEMFEA Amazon Inspector Bt B B 17 AR
B FEREFESCEFEANERERHE AR EEECERFERARSG , AIREHEAFTRGFTRHE
AR,

- TXEMEERHK - Amazon Inspector RERHIFHHR K, KL Amazon Inspector X ERE
¥XKAER A Amazon Inspector X ERIHEEA,

IFE Amazon Inspector X IRMERRMBE , FFSE EMNFEERH : A Amazon Inspector i
17 Amazon ECR ###fi, #FE Amazon Inspector X BN HRBEAEE K BF2EAXENEEET,

NEAEEENRGREREREHHMET | F80 Amazon ECR BEMERH.

¥t AWS Lambda BREIRY R Z & E

Lambda Z5|EHREHERE AWS BIEHRM Lambda HE, WEEEMEER K , — @R Lambda
BERENHNENSHEFMET , T —EHET Lambda BXBRENKEHNEHEFAEA, £
BB THRSIEBSHE DA :

o £ - BRBIREDMWFATE Lambda BNEl, MEMIEH Lambda BB B BIR R AREE,

« $#i# - AR Amazon Inspector SR E BT Lambda BB, iRAEMIE HEE Lambda EKE B BIHY IR
AR,

« TR - B8R Amazon Inspector KRERERIEH Lambda KB, FERE M H Amazon Inspector & B
BENRHEBNEREER,

Lambda BREARES HIBE TTHEH, REIEBRLE , FERARSZ, Lambda HE A EEBRA R FIEE
Amazon Inspector BWIRFE |, SEFER A SPHIEIRE RS, WFFMER , F2BLambda HEF

#

EBERSIEEL , N BWEZIETE Lambda REW BT, IREMISE AWS IEF HMEREN . #
TREEEHENHTER, REHELEME Lambda HE B BTN RHERE, ERERSERCEH
ZHREMWEE. E Amazon Inspector EAREZEREAERBE , LARENERNEEER ., 8
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REEFERBEBETRENNERN, ERNEREABEFREN , NEEMBFH AR EFN
CVE R E., MFEFMEF , FF2RELambda HBIRENEHTR.

B AWS Lambda B BBV IREE(E

¥ Lambda BN , AIEERVARRE(E A -

o EB)EEHE — Amazon Inspector IFHEEZMIFHE Lambda BB, HBRHSESIREHAEZREE
RWARTFEE  URETHBEMSIBHAINERRAERE (CVEs) REBENRHEHE.

- BEHHERR - Amazon Inspector TERFHELLEE , RATCEHERFEREREZ.

- BEEKSIBH - Amazon Inspector REIFIEKE , RATE LAXAFBAREFH AR EEIRB 90 KXo

- AEBEEER — Amazon Inspector BRI MR EIF £ ALPEEER. Amazon Inspector & B B R EHER |
WRIRIKERHE

- ZBEVHFEHE - Amazon Inspector EAGERBHEATFI LTI R,

« FX%#& - Lambda HBEAF BN HITRR,
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£/ £ Amazon Inspector R EE ZEIRE AWS
Organizations

&R LA A Amazon Inspector REE R P A Z{EIRF . Amazon Inspector X EMEZIRFEEH
p

» AWS Organizations RN ZREES - AZEREESRUAEPARE  WEEHEEGIKRS BB
A Amazon Inspector, BBBRERFHNTHEFHBRECHA  AELRIRRZERZREES
MK Bk F A

« 3E AWS Organizations RN ZEREERE - IEEBETEHBE Amazon Inspector M1 AR BB R
IRE, ZIREEETLLAKERFBA Amazon Inspector I 5% E R IFERE

BEFEAU-EEA. EABBRIVE  eMeRtEREEMA (RAMEREHEE ) K mE
MEEBAREHEHESNRERERCERMERBRENES, THEERPELEESE, WA
EEEREES , URNFAEEREIRF,

&

T % Amazon Inspector FEREEESIRF MK ERF

I8 Amazon Inspector WEREE SR

T & Amazon Inspector P EIREESRF MK ERF

ESRFIREREA Amazon Inspector i , ZERNWEEERFIUFERIEETREER ., PEERTIE
Amazon EC2, Amazon ECR # Lambda FViZ%#1F# , AR Lambda BRERFEE, ©EEEREIRF
NWELFAERRER, AT RHEEBEZREZERF ATUMTHLESRE , URKERS TLAHITHLLSR
ERER.

HB BRI ERE

£ AWS Organizations BUREXA Amazon Inspector B | €8 4IETHRERR | LUREARF LS
£ :

BERZEER

ZREESWEBIRFELEEBBRABRBANEANER. MARFRABRIERBEEEN
API FERBEERMN , WHRAKIER  FHEREHAEBBRERE,
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Non-policy-managed & &

HABBERPARIEENERBETHEREESMKER SR Amazon Inspector £ A API i
TER,

wHAEEE

ERERELRETHEREE K ZIREEE —FUURERHERE , Hl0 EC2 FHEENX, XRERE
EEM ECR EFFHEFERE. ARBRASRFHRETRAREE K mMTREEERN,

WMER I MEE Amazon Inspector B BRI FFMER , 552 B Amazon Inspector B AWS
Organizations B XX #.

ZiRH EE S EE

—RmME , EEREEEKRTCEAZTHIRFE , SR CSEAZTABPINMEHMIES, ERER
E# IR MEEE 2R NEEEEERENEH. Amazon Inspector ZREEEIRFE W] AT
THIEE -

- 2B AWS Organizations EEBIRF AU ENBREREES.,

- BEEZREEER 6 SXAREEENRERFVAEBNAERT.

- RENEEREBIRS A Amazon Inspector AREE | BIERAFER Amazon Inspectors

- MAREREBTAERERFHFERHER,

- BEEEASNREFAEREREN  YEREBRMERERFNFHER.

- BYNERERIEBTFERFASHERNELRAL

- BHEBNFIBERERA Amazon ECR &R FE,

- BREEEASNERKEZSHE,

- EREBPAEREIRFHN ECR ARG EFRERERE, ZREEENREFERERE
SERHERFEIRENTEARE. EBTPHNAERFHBSHAZREEEN Amazon ECR BE
ENRERERE, ZEZAENRFREFENENFREGFERED,

- 5 Amazon EC2 B9 Amazon Inspector REREEERBETRR , EEEREARBBINME
RS, Amazon EC2 ERZMEEEWUAHMERIKRERENLEBTRLUNAN, NERERE
BEEHITREWFMES , 52 B Amazon Inspector SR EMER B ETRE,

- BRAMERARERFSK Amazon Inspector SRERE,
- BEHABPEMRERSH SBOMs,
- BEABPHFIEREIIRFRE Amazon EC2 BN, WEFHMEN , F2REEREER,

ERNEESBE 448


https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths

Amazon Inspector EREER

- RIEBPHNAEIRFEMLMNERE CIS RHER , MEIRFE M NEMFHERRA,

® Note
MRKERFEELR K ZREEESRKELEFIXRFHENFHEER,

- RBRBBPFBIRFHN CIS HHEER.
- ERABBERR  FREFRZEEFRNFHEZRE  EREZETRARFRABRZIERBHEE,

FX B IR P BE

FX & 1R 5 A BA7E Amazon Inspector AR MEEREIIRFWHEBEN  MEKRFHNREIHEZEREES
B, BRI K ERS T LLfE Amazon Inspector R#L1T T B EDE

- BECHIRFRA Amazon Inspector,

- RREBSIRFNEREEEHE,

- REBCIRFNAEHERFMENA,

- RREBSIRFMN ECR AN EE B EHMFHIFERR—RE.

- 5 EC2 #9 Amazon Inspector REREEELEBTER , ELBEREAREBRKRS, BRTZEIK
EEEBAMEBEENTMEITIBREZIN  ESFEHELRE, NERERERERENFMENR , B
28 Amazon Inspector JREREH B FT KK,

- WMIREREEE A Amazon Inspector REREREMN BTHRE,

- [E i B3 H bR AH EA it 2 (M & JRSBOMSs.,

- BMRHIRFHEEES,

- BEYANEBEHIIRF/ CIS iR,

- BRI CIS BHEKRFPERNGER , SREREESHENEIR,

- MAHESBREENFEHEL., HBIRFELIMASFARKSERHEER,

@ Note
BA#% , ReEZREE SRS EMA Amazon Inspector,
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}§E Amazon Inspector WEREEEIRF

EMERELEEEMBEHIES, XIERPMAIEE Amazon Inspector HEREEE,
EZEE1E

BEEZREES2H , IR TIEE

EREEERZALEE 10, 000 EKE.

WRIEHEIB 10, 000 ERKERFE , L EIEIB Amazon CloudWatch Personal Health Dashboard U
B, WEBEFHUHEE LT RNEEESIRS,

@ Note

FEiBiEi® 10 , 000 ERFE ( &% 50, 000 1@ ) EV#EM AWS Organizations BUER R
Amazon Inspector i , RBERBEARFAEKRE. T8 , RE 10, 000 @R FEEE Amazon
Inspector EMBAHRIRE, tLRER , DIREE S RBE7E Amazon Inspector £ & RRE
10 , 000 {EIR F 1Y FAERE R IR 5 ARRE,

EREEEREHEES,
Amazon Inspector 2 B R¥E, BABEEFTEIER Amazon Inspector I E{E AWS [EiF F EETRE
FHHSER,

HBREE—EEREES,
MEK RFIEEAEST—E FHEREEE AWS B , AIXIREXERFEEM DHNEREE
g AWS EfH,

BFZREESTESFRAMEIRFHN Amazon Inspector.

MREBBREREES , RERFEXABUIRS K BRHARETERIRE,
£H AWS BB B AP E TR,

iER WFEERERE AWS Organizations, MRKEA , FH2 R EE PR FTE AL,
BB REBARERNEESRE,

MREEAEBER AWS Organizations BURREA Amazon Inspector , B RS E &R E XA R L
FHED, BEMEREEEVEBBRZEEREREERES , LER—BNEE., WEFAEA ,
ESRESBREEER,

EEEEEIRF 450


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

Amazon Inspector EREER

EEEREESREFEFTA

BB BB RA Amazon Inspector 1§ E Amazon Inspector ZREEEHFF . AT 5IBR N Fig
2 IAM BERNER , AR FELH T, MEFHMEEA , F2HEE 1AM BX,

{

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

RN AWS BBEEEREES

THRFRBUAREHEBEEEREES, THREFZH , FRELVNFEEZREEZSEENKRE
R AL A AR AR

(® Note
&Y AE A AWS Organizations EERFRERUEF. 2B AWS Organizations EE RS
AUEEEREES., EEEREEETHEENT. UEFHES K BF2REEEEREES
FIEMET A,

B85 — XA Amazon Inspector B , Amazon Inspector
AwSServiceRoleForAmazonInspector8ARF R RKEZ A B, WFE Amazon Inspector Q1A
FRRKEGEACNEN , 5526 FH Amazon Inspector B RIGERE A,
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Console
A Amazon Inspector 5 EZREES

1. & A AWS Organizations EEIRF , REFBULR https : //https://console.aws.amazon.com/
inspector/v2/home 9 Amazon Inspector £ &,

2. fEM AWS B EFRREELERERZREESN AWS EHF .

3. WREBERT , BEMERE

4. HEEREEET , WA AWSIKF SEEERAZREERZ M9 12 L& ID.

5. EEEIR , REBIEEZRIR,

ELEEZREERER  BREARFRAMEREEE, MRLEBMESR AWS Organizations EIE

"R S EA Amazon Inspector , FEER T HIREF,
# AWS Organizations &k F B A Amazon Inspector

1. BEAZRNEEEIRFE , REBBIR https : //https://console.aws.amazon.com/inspector/v2/
home BY Amazon Inspector £ &,

2. REBHKT , BEFERFEE,
3. #EWRFET ,&H! AWS Organizations BIEIRE , REZZERA.
4. BEUEEAR AWS Organizations BEERFBANBHER K RBBEBER,

API
£/ APl EEEZIREES

«  {£A Organizations EEIRFH B AEZRHK#IT EnableDelegatedAdminAccount APl AWS
WRE B, BBAILAHIT TS CLI 55 AWS Command Line Interface , £ RE#TIHLIR
{E : aws inspector2 enable-delegated-admin-account --delegated-admin-
account-id 11111111111

® Note
BRI ELZERS Amazon Inspector EREEE 2 IRFHIRE ID,
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B ERF B Amazon Inspector B3

IBAILEBRZB A EABBTH K ERSBA Amazon Inspector, EE BRI FZEURABHEEER
MBS,

AWS Organizations B3R ( BEEHRERE )

£/ AWS Organizations BUREBE PN 12H , ELNAEB+ BERA Amazon Inspector, Itk
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TE'J&}"'?QHH mAERAZEREEENHERE A EZRMARERFNEHE. WE Amazon Inspector F1#H
B|RMWER , 5528 Amazon Inspector iy B E) R ER,

HERAMAKEIRFRIRHE

1. FEAZERNEESRFEAEREBEA , REBBIR https : //https://console.aws.amazon.com/
inspector/v2/home ¥ Amazon Inspector £ &,

2. ERAEREEER  EFECE/MAKEIRFBAREN AWS B
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(@ Note
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(® Note
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® Note

WMREH AWS Organizations EEMRS EH Amazon Inspector WEREZFEERF , &7
D#RFRAAKERE , AR IEFMER,

® Important (EE)

MBEEBBE EEEEIRF M Amazon Inspector Bl , ZEREEEMK SRS EEFEH
Amazon Inspector BUFA/{ZF APIs SR ZERBEEE, API BRESKY , WERHERS
BREBERMEES., ZNATUMABRRAEENHMFERERE,

£ Amazon Inspector R EUH BB R B IR B

BARAEREES , BUREEREKERFEIRFHNERE, ELBUEBBAEIRFE 'PE?%QESIFH
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® Note
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Console
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API
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BT REFE ERBR Amazon Inspector ZIREEEIRF ., &R LAE AWS Organizations BEIRFE 1T
£, BEBER Amazon Inspector BIREEEIRFBF , Amazon Inspector N ERFRHEFEREIIRS
FRA. EMNEERERFRAMEKEIRFERABIURE , YREHRKRBHERE.

® Note
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REFAEERETBR R EPREREESETRETP,

AERANABKREREESKRS,
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T 52 FERBE MM EBER Amazon Inspector ZREEE |, UMK ERFHEREEESRFEIH
B,

WMEAHRINA$E K Amazon Inspector Zifk admninistrator W& , 552835 E Amazon Inspector #
EREEEIRE,

(® Note
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&

BREREES
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1. FRAZERNEESIRFEAEREA , REBEBMR https : //https://console.aws.amazon.com/
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BEBE , AREFEFERE.
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BERIEHEBE AWS ERNER. EBTHEBERBISERES E AWS ER, EBHRSIREHAE
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SRCEAE=

—EERIS—HERSIE/EY, EBRRSIEBRE—KRER. EBRESEERSIBNER, AEERHBE
52 Amazon Inspector &R E ARSI, Z5C Amazon Inspector &R | FEZETHIEE :

- WA SRR RBREIAS AR CIS RIEHEEE,

- 18 Amazon Inspector EiR & % W[ #H 18 50 EEZH.

- EBRERSIELARE N,

- EBRRSIBIEE —EEHRE.

- ERREIBNERERSZTE 128 B UTF-8 £t. FLAURFR. BT, ZHEATIF
#_./=t-@

« BEIEEAEBEPER awsFH , IMERXEFRFZENER. FawsBH NEBREREM £H
AWS,

. $8IR# Amazon Inspector ERIVIZEE R EBHIRSE AWS FZEIEM AWS EBE B BEA.
- BEEMBRERE , tSMREEMBBNFIEER.

NMERBNFAES  F2HE (B AWS BERVERFRESREAERER) PHREETNER,

® Note
BRYIIFARFRABZNBBEN. 2EARBRRFHEREN. BRAREM AWS R
FH

#iE R®]

B USR8 E Amazon Inspector &R, ELERITFBEILF AT CIS FIHMAE, EBRTHEE
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AEIZEBEHEZE Amazon Inspector EJR

A LMEEE LR AR CIS IFHEERE, THRFRBUM@FEA Amazon Inspector API £ £3#E &M H
IBER,

EXEEFHEER

BRI FEAPEERFIEZE Amazon Inspector EIR.

MEER AR IERA

R ERVHESERHEERERR. NEFMAEN  F2EELELRE,

LT RERRA NS SRR, NFFEET  F2REEZLFA,

REBHIBE CIS HiEARE

BUNEZV RS ERAIEE CIS RiEEE, MEFHEER , F2REY CIS FiEERE,

B

BT LAREE CIS RHEMERUE SRR, WEFHMEN , F2REE CIS FHERE,

&l Amazon Inspector AP| $Ti81Z%
& B LA Amazon Inspector API A2 & #118 Z£ Amazon Inspector iR,
HEZBEH I8 E Amazon Inspector iR

£/ TagResource API & E Amazon Inspector iR, BHSEE T EEEREN ARN
MEEWREYH, THEHMAGSERANHERFGNZAER ARN, E5/#5 CostAllocation,
B4 dev, WFEHE Amazon Inspector EREHNEN , 528 (RERESZE) PH Amazon
Inspector2 MBI, BERFMIFRHEHZESI#,

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

EEM B EREAZIERA

£/ CreateFilter API EE VRS ERTMEETZILFA,

aws inspector2 create-filter \
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--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

REBHIBE CIS HiEARE

£ CreateCisScanConfiguration APl S$EBEHEZE CIS FiELE,

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2

BRER

E A LA Amazon Inspector ERBRER., ELERTIFZLRAMN CIS BHEHERE, EBIUHEIER
BRERERDE AWS ER, RNEFERAMAHRE Amazon Inspector ER P BERIEE,

# Amazon Inspector &R KREER

B AR EE LR BIR CIS B PRBRESR, THREFRBUME AR Amazon Inspector API
HRBERER.
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IBAT LA = A K Amazon Inspector ERBERER.

HEZE LR A P R BRAR AR

BULEZLERUFREATBESER , URBZLRIPBRER. WFFAET  F2EEEELR

EJJO
1t CIS FHEEBIRER

BALE CIS FiEEREATEISER , UK CIS FEEETBRER, WFEFHMER , F2
BlimEE CIS mH#AERE,
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{# F Amazon Inspector APl B ER

IETLAE A Amazon Inspector API # Amazon Inspector &R B BRIER,
# Amazon Inspector ERBREER

f#/ UntagResource API # Amazon Inspector &R h B KRER.

THRERXEHRBERNMAER % Amazon Inspector ERBEBRERNEHlUntagResource, &k

BE WHPIEERN ARN FIEZBN S\, THEHHIERNFEGFEREENZHER ARN, 285
CostAllocation., #MZEHERI Amazon Inspector ERBHWENR , F2H (REFZESE) W
Amazon Inspector2 HWE){E. ERMEHFREIH,

aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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AFRENBE 30 RMWERE, B AWS Lambda BB , EEREE% Amazon Inspector
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« Azure VMs & ( ¥15 ) — 7 30 XEIBRW A Amazon Inspector VM Scanner 5129 Azure &
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« EERR — Amazon Inspector AR F FHEE Azure VM RREF B RIAFIE S BRI EF
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Azure Function FEFRER iR

Amazon Inspector AEFE & &IEH Azure Function App RHEHI T HIEE -
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Azure Container Registry (ACR) BR{& iz 3

Amazon Inspector A& XA EBH#t Azure Container Registry B IR IHH T HIIEE

FRREXES 464



Amazon Inspector EREER
- YIBRHE —IBXE 30 RAE —IXFHE Azure R ERIEE,

- EFRE —IBX 30 XA Azure RGN EFBIEEE. E Amazon Inspector A& &L |
REZGNH CVE MEEHENER K SEHEHMRE.

® Note

B8 Azure EREBRETE 30 KWEEFRA. E Amazon Inspector BB HEIRE PN EIR
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- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
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MREEA Amazon Inspector , EBKARMBREAE TR EBNAEER , SINMKENEFNLZS
HREFER,

HEEBFEPNEXNRETHEMNE

#H Amazon Inspector Lambda 2= i§#® 3 , Amazon Inspector 8 Amazon Q §EREENE
XBEREERE. EHERER , Amazon Q BRI RAINERNBHER , Y EREERXE , B
Amazon Inspector FER1FE AL, RIFFERR , Amazon Q A AWS SN SR MZHEEER
B, B , B L& Amazon Inspector SBREAFEABCHNEFEZE AWS KMS £#ETN%,

T 5 TEREREE Amazon Inspector 21 { F BELE K S8R RN ZFE S

1. & LAE A Amazon Inspector UpdateEncryptionKey API #§ AWS KMS £ 81245 Amazon
Inspector,

2. Amazon Inspector 1% AWS KMS £ MHEE A EIXE Amazon Q , Amazon Q BREFEA UM
H&EA,

3. Amazon Q EB &8 B R EE Amazon Inspector FERER KMS £48,

4. Amazon Q ERSBEIMZWER AWS KMS €48 | WigsHEKR. LERS®RAMINE Amazon
Q FHHERBER,

5. B Amazon Inspector TR FRIEHAERERE , Amazon Q FH KMS £ RBERER S8,
182 Lambda F2NIERHEEF | Amazon Q S MIBRIEEIBHNER &8,

EREFZESRETENBMBNET

HRME , BAERT KMS €88 | Hh3E AFF Amazon Inspector 1 Amazon Q 14T T 5 Eh4ERI PR
R A BK

* kms:Decrypt

* kms:DescribeKey

* kms:Encrypt

* kms:GenerateDataKey

* kms:GenerateDataKeyWithoutPlainText

BURE A
SET A KMS ERFEEA T 5 BURBR K.
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® Note

# BfRaccount-idBIEW 12 L AWS BRF ID. Region #% MR AERA Amazon
Inspector M Lambda 2 i#FH AWS [E1F B . role-ARN # B BEH IAM BEH
Amazon Resource Name,

"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"
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},
"ArnLike": {

"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",

"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

iy
"StringlLike": {

"kms:EncryptionContext:aws:gdeveloper:lambda-codescan-scope":

"Effect": "Allow",

"Action": [
"kms:DescribeKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

"inspector2.Region.amazonaws.com"

"inspector2.Region.amazonaws.com"

"account-id"
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HERBRAXAENS JSON, 28 REX & , FREABRKUBFRFEEZAEYR. URFREAXRBERTH
RE—EREN , FRERAEN —EAREXIERRE R, MERREXRBERFPHE —ERAAR
MERERAN 2B , FEREXNBEEARE 2RI LER,

® Note

Amazon Inspector T B X ERERMBZREHHIRNERNBTHR. MREEAUARTAERD
BER , BMAATUEFRENBEEE, 718 L MREEHMNER KMS £851FH Lambda 2
AWBHEHE , CRBECRALHMRN KMS £RBUR.,

MRBHRE, EHFREZRRFN MBS , BB Amazon Inspector EEEBUER |, Hlal AWS F
EBEAmazonInspector2FullAccess,

EREFZECRIREME

EECARFIESRRERFOMNE  SXAREHE HEHARFFATH Amazon Inspector EEEEA
EEZESWETEAGMBENTT. A, BKEEHE AWS BEFEMAHEREREZHFH AWS KMS
TR, NZEAER. BUUERARFHFREAENYBER , EA AWS EEEEAFH AWS KMS
APls EYHBEFZESR, MEFMENR , F28 (AWSKMS E£AEERE) FNELHBMNE
AWS KMS &8,

® Note

H2025% 6 A 13 Ae , EEAB SR NZ/MEZHEE A CloudTrail 2 AWS KMS f&RF
IR EBEAG1E Mcodeguru-reviewers BE A Tqu .

{# 8 Amazon Inspector API 5% &t &%

LA Amazon Inspector EEE &2 B A , BREARIE Amazon Inspector APl UpdateEncryptionKey
IRIEN LR, £ APIFERS | £ kmsKeyId HMUREELEFE AN AWS KMS £48
ARN, scanType #i A CODE , resourceType#i A AWS_LAMBDA_FUNCTION,

& LAME A UpdateEncryptionKey AP| 242 Amazon Inspector AR INZH AWS KMS 88115,
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® Note

MR BENARREREFZEL8GetEncryptionkey B ERFER |, BESE
[ElResourceNotFoundException#fii , ERRIEEMLEA AWS HEWN SB\ET IR,

WM RIGM BRS8N B EIE L 1FH Amazon Inspector 5 Amazon Q HWBUR |, S EEZFEIERNEREM
BEEE | mMBZEIRF/ Lambda BRXBRIES S K

B LAME A ResetEncryptionKey REE A AWS BEE M 82K INZHEELA Amazon Inspector 53
ERER o HEXE.

(Loalyiiks

AWS 1N AWS R RMAEEM AWS REzEEHTHMEER. SREFHEEMN EC2 #H1TER
AWS Systems Manager W &i& 8 E ¥} , 33EiB AWS Transport Layer Security (TLS) R EH 588 &%
F #1175 L, BIXZE Security Hub CSPM B9 Amazon ECR #1 AWS Lambda BRERHEEBESF
B TLS REMWIEENR, MEFMEN , 526 Systems Manager FHIERHMRE | LLT ## SSM 047
& PR &R

Amazon Inspector B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS k¥ , B EEE R LB FH ¥ AWS &
ROEE. IAM EEETRGEIRALETEBE (BA) MIRE (EFFT) , UEA Amazon
Inspector Eif. IAM BERIUREFEH AWS R 8 .

eS|

- BEYER

- EFRASDEBE

ERABREEFEIE

« Amazon Inspector F0{AEd IAM FEBL 5

« Amazon Inspector #9 & 7 F B R &5 45

AWS Amazon Inspector B ZE B X

« f£ Amazon Inspector RIS ERE A

iz 473


https://docs.aws.amazon.com/systems-manager/latest/userguide/data-protection.html
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¥ Amazon Inspector § 2 MFEGETHRIED R

BEHR
FH A AWS Identity and Access Management (IAM) R IBEN ABMEFTTE :

- BRBEAE —EFBEFIELYRE  FOEEEHRF
MIFEGE TSR BN

- RBEESE — EEREFAEFIHALIRIMEEFFAIFER (752 E Amazon Inspector 21 EE IAM
BEER)

- IAM BEEE — REBEXUSEFEUES (528 Amazon Inspector # & 75 B BUR €5 41)

:I:IIH

FrERF T (528 ¥ Amazon Inspector &%

£ & 75

EORBFREAWS ARSI BEEA WA, BXALAWS IRFRERAE, IAM ERAEREE
IAM A& 5 51T & 5B .

B LAER &9 R EAER , a0 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 EFTH Google/Facebook EAER , LUBEEsWEXNEA, NEEBEEANFHEENR , F2H
(AWS B A FERAEER) FHIITE LN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRF , B#8#—E&% AWS IRF theroot ERENZEAT DFHR , ZF 2 EBHFA
B AWS BR#% NERNTREFEE, RRESTECRARERERJUTEEEE. ERFTERERE
BENER  F20 (AM EHEER) PHNEEREHEBENES.

Beeo
REBBRERABEREERABS S ORMHAE , JLAWS BE ERAKRBEFN

HEgGos_RRBLELERHK. Web SoREENFERE , IERARE S 2 RIEN AWS R BRFE
Directory Service A&, BIE S 8RTAR K MAACSRERREE.

EEETNVERFEER , BEFEH AWS IAM Identity Center, IEFMAET |
Identity Center fE A& ER PRI ER IAM Identity Center ? .

HI‘H

S8 AWS IAM
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon Inspector EREER
ERBBUR

ERAEPBER MR ERA JSON BERN ., HHIEHE IAM B EEEBRE Amazon S3 FATREE
R, EXEEREBRNEET , REEESAUERACAREHEREERNFIER. BLEAEER
BREBRPEEER,

ERAEBRRNVAZBRBEFHRAREEK, SEEFEEREBRFERARE IAM B AWS ZEHE,
HtBREH

AWS TRHMBRER  IREESERBREER TR :

« FARR —RES/EBEURE IAMBEENZAFTT, MEFHEENA , F20 (AMEAEE
) B IAM BB R,

« PRIGIEFIBR (SCP) — B AWS Organizations VB S AEB BBV IS ERAFF W, MNFFHMER |
520 (AWS Organizations £ & ER) A HYPRIEIE &I BUER,

- EREHBKR (RCP) — RRELREHPERTAF TN LR, MFEFHMEN , 5F2H (AWS
Organizations A& B P EIRZEF EZE (RCP),

- THERBREX — EUBARFTAXAACERBE S FEREELGRRIERER , USBEXEE
PSR, MEFMET , 552 (AM EFRAEER) DM TERERBER,

SEBRER

ESEEENBRERANGBERE , EENTUISEEMMELER, B2 7THNMTAWS £5 RS EK
REHRERBAFR , F2H (AM £REER) FHBERLERE.,

Amazon Inspector ZN{A[E2 |IAM ¥ B¢ 55

EEFEH IAM B Amazon Inspector W ZEUEZ BT , /5% 7 #FEWFLE IAM ZhEE AT EE Amazon Inspector
BEEM.

&7 LAFE B Amazon Inspector A HY IAM Zhag

IAM ZhggE Amazon Inspector 3z &
SO BBGE =
ERBEGE &
BEREE =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Zhgg Amazon Inspector 3z &
BERERHRSIE RBIE) =

ACL &

ABAC(BUR F YR ) i)

R B =

e i) =

BEAE B

BREEEAE =

HEL2ME T # Amazon Inspector M H b f{ATEE K28 IAM Zhae AWS BR% BEER , F28R (AWS
BR# IAM SEAEIERE) TR B IAM BEFEA.

Amazon Inspector B9 & 7 B BUR
XEGSBEBK: 2

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B LUEERFREBNBENER , UREMERGET AFFREEBE. W
E T HRIGTE JSON BERPERMBEE |, F2H (AM E/AEER) P/ IAM JSON BEETES
EO

Amazon Inspector #9 & 7 F B SR &5 45

= EMR Amazon Inspector &2 BBEREH] , 528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector F ) &R A B

XEEREBX &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Inspector EREER

BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLRAEEREBRIEEETE., ZXATUSERE, £HAE. A, WSS ERE
= AWS BR7.

MERRABIREFIE , UM EREMIRFRNEEMBIRFN IAM BEREABEREBRNER. WF
HAES  F2RE (AM EREER) T8 1AM FERIEEEREF .

Amazon Inspector KB R B4k
EBKREE: 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BHMEERE M ERE T o A
FEER#TURLBIE

JSON BURRE Action TEBERETARARAFHIEBBRFFRNEF. BREERADERETH
1TAEBABA BN ERVET W,

EEEF Amazon Inspector BIEREE | F2 M (REFESE) T8 Amazon Inspector TEZE B
#Eo

Amazon Inspector FHIBEREMEEBIMEZRIERANUTFE .

inspector2

BREE-RAXPEESEEE ,

I
H
[k
&
)
&

"Action": [
"inspector2:actionl",
"inspector2:action2"

]

= EMR Amazon Inspector &2 B BRI B , 528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector B BUR & R
XEBRER : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
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EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON BERTEZUREEEZEEAENYH. REEBKEEHAE Amazon Resource Name
(ARN) REEEER. BRETXEERERFTT , FAEATFR () XR-ERERNBEBARFEER.

"Resource": "*"

EEEEF Amazon Inspector EREE K H ARNs /B8 | F2RRERESZHH Amazon
Inspector EENER. BETHRETUFEABLEHERESEERN ARN , 5528 Amazon
Inspector E &M EIE,

= EMA Amazon Inspector &2 BBEREHI , 528 Amazon Inspector B & 7 BUBUR €61,
Amazon Inspector BB R R4 5|8
TEREBERRGG 2B 2

ERE A LMER AWS JSON BURRIEEH AU ENMAR, WHEHR , BHMEERE A BERAAET ot
EEREIT LB F,

Condition TEERBEBRMNHRY , BEERBXN TR, EUURMERFEMES FNVFRHESR
A (BINSFRTIR) , REBERPHRGNFBRINE, EEEFTHME AWS 28R4 R, F2
B {IAM EAEIEE) FHAWS 2EHRGFRETREIE,

= EEFH Amazon Inspector IRFREIRNFE , F2H (RKERESZE) FH Amazon Inspector #Y
RUREE, BETHREVUEHFRESBNBEMEIR , 5528 Amazon Inspector EZ B 1E,

= EMR Amazon Inspector 2 BBEREH] , 5528 Amazon Inspector B & 7 BUBUR €41,

Amazon Inspector F i ACLs
XEACL: &

FHUZHIEE (ACL) ATEFIBLEE (RFKE, FRAENAG) HEFHEEZRNFFT, ACL EER
BEREBR , BEMAEA JSON BERXAHER,

ABAC ¥ B¢ Amazon Inspector

X & ABAC (BERFHVERER) : &2
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
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BRFEUES] (ABAC) R—EREXE , REBARRNBMERFTAIE, BTN ERERE IAM
B AWS MEIR , ARRET ABAC B , LMEEZREANRBNSER LVERE RFHRE,

MERBERIZHIEE |, 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , EEERNRGELED , RUHEBREA.

MRBHEXESEEREEN B =ERG SR  DEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4R , BIEA Partial.

T ABAC WEFMEF , 526 (AM ERAEERE) PHEA ABAC REESRTA, IEEESH/R
TE ABAC ZERNHEZRE , F2H (AM E£REER) PREHABEEFEUES (ABAC).

B Amazon Inspector i F i R &
TEREEE 2
RS AEREM AWS ERNEHEIE K ELFABEURACE  E8FHEL. AWS BEERE

BREELBEEASE K MARERRBENEE, MEFHASH  F20 (AMEREER) $8
IAM FH RS Z 2 BB B IAM EEHEEMAWS RIS

Amazon Inspector HYE5 iR B8 FF Al
XEEHFFHITFREEER (FAS): B

BIX I TERE (FAS) EAMA MEFEAFTA AWS BR% |, kS AWS BRI BRm T iFRBRH
AR, MFRH FAS BRENERFMET , F2RERFHTEREER.

Amazon Inspector HIRIE A& &
XEREAE &

R#EAERRBEEEN IAM SE , IREHTEE, IAM EEE T LE IAM REESL, 18 SUH M ER AR
Af, MEFHMEENR , #2080 (AM FAEERE) FWEIAGUERET T AWS R,

/A Warning

B F REACKNEFA I AE 2 B Amazon Inspector ZhaE, REFE Amazon Inspector 15|
i, THERERBEAE,
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Amazon Inspector B IRIEERE A E

XERKERA® B

BHEFACRERE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRF |, YHERBHEE. IAM EES TR  EXRFERKERSEHN
AT A,

NMERVREERHEEACHFMER  F20E (T IAM BEEEFENAWS ) . FERKRPS
BERE  EHESRBEEACHTHN Yes, BIEFRER , SURAKRBHRBERSH XM

Amazon Inspector 8 & 4 B4 B 38 &5 451

BIBTER , FAENA®KERIRIEHR Amazon Inspector ERHIFFT, EERFHEAEHHEMES
BRHATEMEREFR |, IAM BEE R LIE T IAM BUEE,

WEE T AR fE AR IE L Ei ] JSON BURSUHE I IAM 55 BBER | 520 (AM FAEER) vHE
M IAM BUE (E#8).

% Amazon Inspector EENEMEMERFENFHMAENR , DESEEREEMN ARNs B |, 52
B (RIEFESE) hH Amazon Inspector FWENIE, ERFIFHREIE,

&

- BRBEEHR

« £ Amazon Inspector £ A

- AHEAEREMMBE ST

- RFFMEEEEFTE Amazon Inspector &R
- AHFTEEIFAE Amazon Inspector iR

BREER

BoBBERSYEEIRFAFNEBAERETLEN., FHEMBER Amazon Inspector EiR. ELLEE
AHEERLN AWSIRFELEA, EABIUSRES I RBRK , FERTIENRESRSEE

- BIAHEA AWS SERELEAREREST - EEHAKTTETENEAENIFAR , BER
BHTRTHSEEEARAN AWS SERE, CHAEAN FER AWS BF, BRRECES
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

Amazon Inspector EREER

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

o 5 1AM BUR R VR — SR B FZEVE - S LUSERGFIBEBER | SRFIEMENE RN EE.
flan | WA AR B BEERRG , EEXAMEM SSL BEFAERER, MREBRFE SHERARKEE
AWS FR#& , &t ] LUGE B R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E — IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2E (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS tRFE |, FBBR MFA
DSR4, MEEFY AP BERER MFA | 1§ MFA REHBEENBER, NEHNAE
#A, m2HE (AM E£AEERE) F1ER MFA &Z £ APl 77EL

WE IAM A REBBNEEESR  F28 (AM EAEER) 91 IAM Z2HEEH,

£ Amazon Inspector X2 A&

% Z7H Amazon Inspector 128 |, BUEBRE —HAREFTF T, EEFTXLEAARFEIENBR &
Amazon Inspector BRI FAEA AWS tRF, NMREBEVHHEANEHFIEBREN G2 HEER |
AHREERBENER (FREHAR) ME , TEAMRBELNERERE,

HRMEFW AWS CLI X AWS API (9ERE |, BTAFEARFREBEEEAHT. Rz , REAFFIA
B ERMITZ API BIENBER AT,

ATHRREAENARMATLUEER Amazon Inspector £ A& |, 554 Amazon Inspector
ConsoleAccess™ ReadOnly AWS SEHFREZIER, WHEFAEF , 528 (AM EAEE
M) PRFETRFERAE,

AFFEREREMMAE ST

WEH S REBMMBILIBER , A IAM EREREM MEBAERES2HWAREZEBER, WBER
SEeEEEAHEA FHAWS CLI AWS APl U REREH A X ER B ENSFA .

{
"Version": "2012-10-17",

"Statement": [
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

A FEFEFTE Amazon Inspector EiR
L EIF) B R fo FEMEFBZENFT A Amazon Inspector EIRHVBUR

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
"inspector2:Get*",
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"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"

]I

"Resource": "*"

}

AT TEFEFTE Amazon Inspector EiR
WEHIFE R AL S B FZEFTA Amazon Inspector ERHVBUER,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "inspectoxr2:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "inspectoxr2.amazonaws.com"
}
}
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"

1,

"Resource": "*"

AWS Amazon Inspector B S EBE

AWS SEBRZH AWS AWS ZERRBUNEENBIBRELEATSEARGIRMTT , UESR
A LARRRE T ARG A E, FHEANAE,

FARCiE , AWS RERRARTERTFTRECEARFIINSEERTT , RAELFITAHAE AWS &
FEM., RMI2BEERERENEARFINEFEERE , UEE-SRDFFT.

FBEESE AWS SEHRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREENAMERTAS D (£RAE, FENAG ). AWS R B MBSHN API BRETA
REBRBE , AWS RETREH AWS ZEH K.

WEFMEF , FSEH IAM EAERERP AWS ZEBKE,

AWS ZEBEK : Amazonlnspector2FullAccess_v2
&% AmazonInspector2FullAccess_v2 BUEREEE IAM &9

B F Amazon Inspector B TRRFZEUE | LUK H 148 EE RIS MY I EURE,
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FTAIRFAEEA

HBERBEUTH,

« inspector2 - R FFEEFE Amazon Inspector APIs,
« codeguru-security - AFEESHIIRFNZLAEERNERRE.,

* iam - 72FF Amazon Inspector 2 fRF5E#E A E AWSServiceRoleForAmazonInspector2,
AWSServiceRoleForAmazonInspector2Agentless#l
AwWSServiceRoleForAmazonInspector2ThirdParty. Amazon Inspector
AWSServiceRoleForAmazonInspector2 EEHTIRME , HIANHEEL Amazon EC2 1 1T1{E
§8. Amazon ECR #fFEM Amazon ECR REMGHHEBEN. EEEMREEA AWS KMS €8
INZH Amazon EBS RER, ItAh , AFFEIMAWSServiceRoleForConfigThirdPartyBRIGE#E
At SR EHZERERMENAC, MEFEFHMEENR , F2RB A Amazon Inspector Y R 784S
A,

 config - foFF Amazon Inspector £ 1, FEEUMS HEES , NETSERERER,

- organizations —AllowServicePrincipalBasedAccessToOrganizationApis ER
AR ERA BEURBKELZAR AWS IRF, #§ 3t AWS IRF AEBNEZEREES , UK
FIHEBFHNEREEE, AllowOrganizationalBasedAccessToOrganizationApis
AFBRSEENDERABRENNER , 5RRERBMHK ARNs,
AllowAccountsBasedAccessToOrganizationApis AMFBFIZTEEHEER NWEF , 43
REREH/K ARNs AWS 1RF, AllowAccessToOrganizationApis RHFBERIFE EWRIREEAR
FMIBBEAR AWS RIE BE, BERAHIIH Inspector 4B | 4K Inspector LR BRI HEITEF
B, BAEERFEUNEZRERBER , URBREAZRFHAEN Inspector BIXK.

® Note
Amazon Inspector TEEH CodeGuru #1T Lambda ##i. AWS #§1 2025 F 11 A 20 A
{2 1L ¥ CodeGuru &, MFEFMEN , 528 CodeGuru Security FI#&1EZ ., Amazon
Inspector I Amazon Q 1T Lambda B , TEEARHATRMET T,

EEMBNBERNGT , 528 ( ZEHESEEM) FH Amazoninspector2FullAccess_v2, AWS

AWS ZEBUER : AWSInspector20rganizationsAccess

B H#% AWSInspector20rganizationsAccess BUEREEE IAM &5,
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https://docs.aws.amazon.com/codeguru/latest/security-ug/end-of-support.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2FullAccess_v2.html

ERAEER

WERRFEEHT , UBMANERE RHEMBA Amazon Inspector AWS Organizations, BLBUERHYIEFA]
AFFEBEEIRFIEE Amazon Inspector WEREEERF . eMEAREREESRFGEBIRS
BMARKEIIRE,

Amazon Inspector

WBURER M AIFF A AWS Organizations, #BEBEIRFMBREESIRF b EEHEBEEIENFFT,
& LAMER AmazonInspector2FullAccess_v2EEBERE FiELHFT,

R\

FFAIRFAE A
LR BE AT,
organizations:ListAccounts - AFEEEIERER —BoMIIRFEEE.

organizations:
organizations:
organizations:

organizations:

EFIEY o

organizations:
(OU),

organizations:
organizations:
organizations:
organizations:
organizations:

organizations:

HIRFBER.

organizations:

MiRF

organizations:
organizations:
organizations:
organizations:
organizations:

organizations:

DescribeOrganization - AFFFEMEEEBHNAERER.

ListRoots - fAFF 85I HEBHNRE &,
ListDelegatedAdministrators - A X BEIIHABNEREES.,
ListAWSServiceAccessForOrganization - fRRFEEHIH AWS RS B8

ListOrganizationalUnitsForParent — RFEEIIHR OU K FHEMBE

ListAccountsForParent - AFFERIIER OU WFIRF,

ListParents - 5l H# B IEE F OUs Ik F EZEREMNRSHEBEL (OV).
DescribeAccount — AFFEBIMEEES PR S HHEBER.
DescribeOrganizationalUnit - AFFEEMEEE+H OU WHEEIEA.
ListPolicies - HEEBHEERENMEBRBE.
ListPoliciesForTarget - ¥|HE#EEEIIEEBERE &, HBEMN (OU)

ListTargetsForPolicy - SIHEE R EZNATERE &, HMERL (OUs)

DescribeResourcePolicy - HEVE R BRI HEBEE N
EnableAwWSServiceAccess - fAFF EBBAE Organizations HE S,
RegisterDelegatedAdministrator - AFEBIEEZRNEEEIRS,
DeregisterDelegatedAdministrator - A FBEBRERNWEESIRS,
DescribePolicy - HERBU KK AHRIE A,

DescribeEffectivePolicy - BEIEEBRERFMIRFNERBERAR,
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- organizations:CreatePolicy - BN @A LUEREEIR B &, HBEN (OVU) EANEEER
R BER AWS 1R,

- organizations:UpdatePolicy - FRAFER. ERIARTEHMREEER.

- organizations:DeletePolicy — fE/REVAE MM BRIE B BK.

- organizations:AttachPolicy - #EFKEZZRIIKRS. HEMBEN (OU) HERIRF.
- organizations:DetachPolicy - ft B#ZR B &, fAME{L (OU) RIRF 2 BBUR,

- organizations:EnablePolicyType — 18 B &R A BRER,

« organizations:DisablePolicyType — 7£4R B 8= AEZBEREE,

- organizations:TagResource - #—HZEEHEFBEIEENER,

- organizations:UntagResource - tIEEENERBREFEE BN TMER.

« organizations:ListTagsForResource - 5| HiBEEZIEEE RNER.

HEEREWEERNT , F2H (AWS RERRSEER) T/

AWSlInspector20rganizationsAccess.

AWS ZEBER : Amazoninspector2FullAccess

I&T# AmazonInspector2FullAccess BUREEE] IAM B2

HHERER T R TEEE Amazon Inspector HEEFF,

/A Important
£ 718754 Inspector 2 R XN ZMFMRF T , RMEREFER

Amazonlnspector2FullAccess_v2,

b

HBRZEUTEFT,

 inspector2 - fAFFEEFE Amazon Inspector Zh&E,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSInspector2OrganizationsAccess.html
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Amazon Inspector EREER

 iam - 72FF Amazon Inspector 3 JRI5EFE A E AWSServiceRoleForAmazonInspector2,
AWSServiceRoleForAmazonInspector2Agentless#l
AwWSServiceRoleForAmazonInspector2ThirdParty. Amazon Inspector
AwWSServiceRoleForAmazonInspector2 B E FEEHITIRME , HINFEEN Amazon
EC2 #11T{EI#8. Amazon ECR RFEMARMGEHEEIE. Amazon Inspector
WEESTEN VPC R H iR RSB EBAIR . Amazon Inspector
AwWSServiceRoleForAmazonInspector2AgentlessEE FREHIITIRME |, HIAHEEL Amazon
EC2 #4T{E88 M Amazon EBS IRIEBHEEREEN. LEEMBFERH AWS KMS £ INZH Amazon
EBS B, Amazon Inspector AWSServiceRoleForAmazonInspector2ThirdParty
FEYTZERBHRE , (INEREimEERNERRIEESE. A, AFE
JIAWSServiceRoleForConfigThirdPartyfRISERZ AR A ER BB ZIERERMENAC,
MEFHMEF , F2BEFEH Amazon Inspector BRI EE A,

 config - foFF Amazon Inspector £ 23z, FEEUMFIHEESE , NETSERERRE,
« organizations - AFEE B Amazon Inspector FiA AV AWS Organizations, ERTE

FEE Amazon Inspector B ZE1EZEIEF AWS Organizations , ZREEERFHWRE T UEEER
EX R REEBNFAEZER. Amazon Inspector

« codeguru-security - AFEEE A Amazon Inspector FERVEARRBL R , Y8 F
CodeGuru Security FHRERNBHMBRE. WEFMEER  F2EEHEEEETNENBETRE

EERELBERWETT , F28 (AWS ZEHXZE1EM) FH Amazoninspector2FullAccess,

AWS ZEBER : Amazonlnspector2ReadOnlyAccess
& #% AmazonInspector2ReadOnlyAccess BUREREE IAM § %,
BWEERR FEFH , RFFMEEFEL Amazon Inspector,

e g

HERZEUTEFT,

* inspector2 - AFFHEFEFEL Amazon Inspector ZIEE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2FullAccess.html
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« organizations — foFF AWS Organizations #48 ##E# Amazon Inspector HE £ E M FFHE
Ao LA, AFFEIB KR Inspector FABBUEKRListPolicies , YK Inspector BUR A ST
EFiE, EiB MIRERERBKDescribeResourcePolicy , U REB BRIREREIRFHNAEN
Inspector BiZkDescribeEffectivePolicy, EREFEAE THAEBEBMBRE LN ERRA
=R, mMEFEHEM.

+ codeguru-security — A5 # CodeGuru Security VRN B H R, Lt AFREREEE
CodeGuru Security PR BRI MR E

« config - AFFRBFTE Amazon Inspector % EimE RN FHEANEERE, EBEIEHNE
2R B 12 332 25 AH BR Bt Y A (T AR RB R 8k 28

« ssm- RFFRIBATE Amazon Inspector % EimiE 5K FEAHE AFEMEAREE,

EERELEENT , F28 CAWS REHRKRSEER) F1

Amazonlnspector2ReadOnlyAccess.

AWS ZEBE : Amazoninspector2ManagedCisPolicy

&% AmazonInspector2ManagedCisPolicy BUERMIINZE IAM B8, WBEREEEERF
Amazon EC2 HTEBHFANAE , UHTHTERKY CIS B, EALUEH IAM ABREEE EC2
BITERELHTZEARNNEREAER , URIRE AWS CLI 5 AWS API &R, ERTE EC2 #1T
BEREAREEHNSBNERE AR, EEK AWS ARIERIE EC2 HTEEBYSHIERGEMERAR
X, BBV EEFHTEBNITERERE, BTERREETEXAC , XYATTEEC2 #1T
B L THREXIREGHERER. NEFEEN , F28 AM FRAEERPNER IAM AERE T
AR Amazon EC2 #i1TER FEITHEARER.

ATAIRFAEER

BEEEUTH,
 inspector2 - AFFEEAR#EIT CIS TBHEHNBEE,

HEZRENEERNT , F28 (AWS RERRSEER) T/

Amazoninspector2ManagedCisPolicy.

AWS ZEHBE : Amazoninspector2ServiceRolePolicy

IR EAE AmazonInspector2ServiceRolePolicy BERMIINE IAM BB, BUERSEZET RKE
EAB , LFF Amazon Inspector KR REHTEIE, WMFFMER , FSBEA Amazon Inspector #
REEZHE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ReadOnlyAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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AWS ZEBER : Amazonlnspector2AgentlessServiceRolePolicy

I8EEEHE AmazonInspector2AgentlessServiceRolePolicy BURMIINE IAM B8, LBFES
BT R EZAE® , £FF Amazon Inspector RREFTEIME, MBFFHMENR , FSEEH Amazon
Inspector B9 RIS ERE A,

AWS ZEBUER : Amazonlnspector2ThirdPartyServiceRolePolicy

IBEER% AmazonInspector2ThirdPartyServiceRolePolicy BURKIINE IAM B8, HBEE
SEEIRBKELEAE , £LFF Amazon Inspector RRZLHITEELLETZSERERFEH. WFFHAE
A, EF2BE A Amazon Inspector RIS ERE A,

AWS ZEBXK : Amazonlnspector2ManagedTelemetryPolicy

B A# AmazonInspector2ManagedTelemetryPolicy BURMIINE IAM BB, HWBXRIRF
Amazon Inspector & BIRENFTA , AFRBUENEREHFEFERIETRBFEH.

ST R EEAHE FR
LR BE LT,
- inspector2-telemetry - AFFREHHEERERNEE,

EERBBCRNFMER , SFEBWRAEKN JSON BERXH , F2H (AWS ZEHREKSEER) F

B Amazonlnspector2ManagedTelemetryPolicy,

AWS ZEBZEI Amazon Inspector B ¥

R BRI BIEHE Amazon Inspector AWS ZEBEREFHUARMNFHMER. WELEEHEENE
B)iREE | F55TBY Amazon Inspector X E S BE LM RSS HE,

3] iR HEH
Amazonlnspector2FullAccess_  Amazon Inspector #i#iamT 2026 £7 A7 H
v2 - BEBERNEH #FH , fo&F Amazon Inspector
A EimERSE (AWSServic
eRoleForAmazonInsp
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ManagedTelemetryPolicy.html

Amazon Inspector

ERAEER

gE

Amazonlnspector2Re
adOnlyAccess - REBENE
#

AWSlInspector20rgan
izationsAccess — FTBUR

Amazonlnspector2Ma
nagedTelemetryPolicy — T

®

iR

ector2ThirdParty ) #l
BE=ARBERGAR () B
BR 5 E & A BAWSServic
eRoleForConfigThir
dParty . Amazon Inspector
eSS ERREER
(multicloud.inspect
or2.amazonaws.com ) ¥
= organizations E)EH
R, B ZEREFRRER
Ay EEEERET Al

Amazon Inspector #7187 H &
Migih 2 EimEESREERE
#) AWS Systems Manager &F
A,

Amazon Inspector & ¥ 18 #
WEEBXR , RFEB AWS
Organizations BERRAFE
# Amazon Inspector FTE/FF
A,

Amazon Inspector ¥718 T #
WEEEX , &F Amazon
Inspector & RIREMEFRT , /o
FRBUENEREFERFE
R TRERHE,

B

2026 £ 7 A 7H

2026 ¥ 3 A3 H

2026 £2 A5 H
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ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2FullAccess_

v2 A AmazonlInspector2Re
adOnlyAccess - REBENE
]

Amazonlnspector2Se
rviceRolePolicy - A BUIRK
EE)

Amazonlnspector2FullAccess_

V2 - B

Amazonlnspector2Se
rviceRolePolicy - REBEN
)

Amazonlnspector2Se
rviceRolePolicy - REBEN
)

iR H &
Amazon Inspector EXT#E FF 2026 £2 A3 H
Amazon Inspector #&Bh X 1%

HR e &R S E TR E AR BE

SHTEFFA. BEh , Amazon

Inspector 2718 H th & JREE

, LLAAEF Amazon Inspector

By, EHMAREEE SSM X

# #9 SSM B3 AWS -Confi

gureAWSPackage o

Amazon Inspector E#Ti8R5F 2025 F 11 A 14 B
BEEFEE ARBR Inspector A

BEMEB BN, EX

#E3EIB AWS Organizations B

RHEST Inspector BAMEH

EEM T R,

Amazon Inspector E#TIEHAE 2025 F 11 A 10 B
57l |, foFF Amazon Inspector

AWS Organizations B 58 &l

#17 Amazon Inspector B EX A

MEA,

Amazon Inspector & ¥ 185 20257 A3 H
MEEEXR , =RHEH Amazon
Inspector (W EEFEE , UK

¥ HL 48 B8 AR A5 Y 7 BB

Amazon Inspector 218 05T 2025 4 A 29 H

Amazon Inspector iR IP it

1 AR B BE R B RV R RT H

Amazon Inspector ¥ THH 2025 F 3 A 25 H
FFE , AFFHEEFE Amazon

ECS 1 Amazon EKS E{E.
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Amazon Inspector

ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2FullAccess

- ARV E R

Amazonlinspector2Ma
nagedCisPolicy — #TB&

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2Ag

entlessServiceRolePolicy — #f

BUR

Amazonlnspector2Re
adOnlyAccess - REBENE
#

DU

Amazon Inspector B 718 /o 5F
Amazon Inspector £ B & B1E
BHFFT AWS Lambdas

Amazon Inspector B ¥ i85
Al , foEF Amazon Inspector 2
I RFERE A BAWSServic

eRoleForAmazonInsp

A

ector2Agentless . i&
AIEFEAEERA Amazon
Inspector BFEIITREEREXEIF
HMEREE R,

Amazon Inspector & 18 #
WZEER , B EHGE
HTERBEREN -3 , R
AFEHTER LT CIS R
.

Amazon Inspector E#i8 /o
#F Amazon Inspector 1£ B 2%}
1T{E%8 LRxE CIS RIWHFET
a,

Amazon Inspector & 718 iR
BEREABRBK , UAHERE
ERIBH EC2 TS,

Amazon Inspector #1187 &
A, AFFMECAEREINE
HRRFAERE RNWRAIERF
HER

B

2024 7 H31H

2024 54 A 24 B

2024 1 A 23 H

2024 1 A 23 H

202311 A 27 H

2023 9 A 22 H
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https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ServiceRolePolicy
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Amazon Inspector

ERAEER

gE

Amazonlnspector2Se
rviceRolePolicy - REBEN
EX)

Amazonlnspector2Re
adOnlyAccess - BB BRI E
#

Amazonlnspector2Re
adOnlyAccess - REBENE
#h

Amazonlnspector2FullAccess

- ARV ER

Amazonlnspector2Re
adOnlyAccess - REBENE
)

Amazonlnspector2Se

BABERN

rviceRolePolicy —

B

DU

Amazon Inspector #7187
FEVEFA , /AFF Amazon
Inspector 7 B Elastic
Load Balancing B #Z &K
Amazon EC2 17 {E 88 K 48 5%
HaRE,

Amazon Inspector #7387
MREEA , RAFFEEERE
[E HEE RN RFE
(SBOM),

Amazon Inspector & i #HH

FFE , ARTHEESAEERAE

RS Lambda BN EFEHE R
BFEMZRENFFMEENR.

Amazon Inspector B8 HH
A, ARERAERERFRRE
& KMS €48 , £ Lambda 72
ANBRENBEEFTERMER
XS

Amazon Inspector ¥18 7 &
FrEl , ARTMEEGEAEEEE
PR Lambda 2 G 7 AR AE
MAEERWFHER

Amazon Inspector & 718
FEYET A , /AFF Amazon
Inspector &R A Lambda #
HE , EENIIRFPEIL AWS
CloudTrail fR#:EFE4RE, &

Al Amazon Inspector E532 18

PR E FH CloudTrail B4,

B

2023 £ 8 A 31 H

20236 A 29 H

20236 A 13 H

20236 A 13 H

2023 5 A 2H

2023 4 A 30 H
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R
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THERR IR
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Inspector A Amazon Q 1T Lambda B , TEEARHATRMET A,

HEZRENEERNT , 28 (AWS REHRKRSEER) T/

Amazonlnspector2ServiceRolePolicy,

A Amazon Inspector B R EE A

FBAEEFFEYURKEZAR , EBE AWS EEXEA, AWS CLIZE AWS API FEXFH Amazon
Inspector B , Amazon Inspector 852N R EF AR,

#mE Amazon Inspector IR EZE AR

Amazon Inspector  ftFF & fmEBAWSServiceRoleForAmazonInspector2 [RIEEE AR, BIR
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(® Note

MREERMBREIRE , Amazon Inspector FRISIEEER A€ , MBRTAEE AR, MRBFE
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BRAWSServiceRoleForAmazonInspector2 (R ERFZ AR, MEFMENA , F2E (AM £AEE
M) PHRBRBREEEAE,

Amazon Inspector BB B HEWREER BT
Amazon Inspector BREEXNFHFEAE A WREELA

AWSServiceRoleForAmazonInspector2Agentless, It SLR ft&F Amazon Inspector
FEEMIRF PEY Amazon EBS B ERR , AR EXRBEIES. LRBEEFAEE
ffagentless.inspector2.amazonaws.comfREREZAE,

/A Important

I AR FSE 4 A & B BRIAR X BT B Lk Amazon Inspector FE8{EH InspectorEc2ExclusiontE
BRBHEDPHRNE EC2 BITHER LHTEAREEXRH, Ik, EARMNEN KMS £
B75E InspectorEc2ExclusioniZ& s , FRIRX &PH 1L Amazon Inspector #ERERE [EFEUINZER
HER, MBFMENR , 52K Amazon Inspector R IEHEBRHAITEIRE,

25 NABKHNHFITHEAnazonInspector2AgentlessServiceRolePolicy /i #F Amazon
Inspector TER , Hlun

- £ Amazon Elastic Compute Cloud (Amazon EC2) Bi{ER#HEN EC2 1 1T1EEE. RiRk[EMIREAIAE
BEA.
- {£/H Amazon EC2 2R EMERIZRIRR , MEME A InspectorScanZE B HTIRE,

« M Amazon EC2 tREBRENMEREBR IR, EHAInspectorScaniZBEMIERRRE , AEMERE
£ A InspectorScanEHEMZFECH Amazon EBS BRRERRER,

« f£/ Amazon EBS B){EREREEZER InspectorScanZk 5| M REBRHEEVE o

- EFEEL AWS KMS R EERMBZAFER AWSKMS EEZESRINZNIRE, SRR MBRIREH
KMS &N ERE,EF | Amazon Inspector A& & RB InspectorEc2Exclusion,

ABRER T HF T BERRRE,
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ERAEER

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Instanceldentification”,

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"

]I

"Resource": "*"

}I
{

"Sid": "GetSnapshotData",

"Effect": "Allow",

"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"

1,

"Resource": "arn:aws:ec2:*:*:snapshot/*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/InspectoxrScan': "*"
}
}
}I
{

"Sid": "CreateSnapshotsAnyInstanceOxVolume",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]

},

{

"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots"”,

"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {

"ec2:ResourceTag/InspectorEc2Exclusion’: "true"

}
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ERAEER

}

}I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
}I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedFoxrScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectoxrScan': "*"
}
}
}I
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{
"Sid": "DenyKmsDecryptForExcludedKeys",

"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecxryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
}I

{
"Sid": "DecxryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms :EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
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"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

}
1
}
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RIS EEAEEEthirdparty.inspector2. amazonaws . comfRIEEBEZ AR,
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Inspector #IT4EFR , i :

« B Inspector ENRBRER , FA BERREZERER.

- {£/H AWS Systems Manager BI{EREE L E iR VM BENER. BB TNEmELES.

- f£/ IAM PassRoleE){E# Amazon Inspector AEEEZE AWS Systems Manager 1T B B{L#,
17, EERELEBBWHAES Inspector2SSME WA ®Inspector2VmScanner,

- fF IAM GetRoleB)ERERTE Amazon Inspector AR EEE < B2 BFE

- EEBELEZMR , 4 IAM CreateServicelinkedRoleEIfERE I AWS Systems Manager
R EZAE,

- £ BEREEZERERREN RS EF BRI FIMEESS,
« {3 CloudWatch EjfER#REN 2% Eim B iZ 2500 B R ERRAE,

« 1£ AWS STS GetWebIdentityTokenAEEIRIIRZEFEMA OIDC BEMNEE , BERER Azure
AD ZRZ R,

MBLRBERPWEFT , FE2HE (AWS XREBRKRSEER) W

Amazonlnspector2ThirdPartyServiceRolePolicy,

AREZERFEHEIBERESFAS®

BREEFEEI AWSServiceRoleForAmazonInspector2ThirdParty RISER AR, EEKE
Amazon Inspector F 3 2 EiFiEESR K , Amazon Inspector EE B AEEIREEZAE,

ERARKEERAG 506


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonInspector2ThirdPartyServiceRolePolicy.html

Amazon Inspector EREER

mEZERFEHNREEEAS

Amazon Inspector T R FF & fmEAWSServiceRoleForAmazonInspector2ThirdPartyREER
AR, BURKEGRAGZR A LRELIEFACHNER , EAREERTHEE2EZAR, Am , &7
£/ IAM RIGEARHER, NFEFHEEA , F28 (AM FAEER) PRFEERBEEAE,

il R AR 75 4 A B A 1T 2 Bim e
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BEERHEENRERER,

/A Important

= EMIBRAWSServiceRoleForAmazonInspector2ThirdParty A& , A4 ZE 5 BREA
ZEiRFHNE BT HNAE S EimEeR,

£/ IAM FERBRBREEEAE

5/ IAM £33 4 AWS CLI, = AWS API ik AWSServiceRoleForAmazonlnspector2ThirdParty
REEFEAE, WEFHEER , F28 (AM EAEER) PHRBREEEEAE,

¥t Amazon Inspector & 2 M FEUE TR ER B

FEALTEFARIBEIEZ B FIE E#E A Amazon Inspector 1 IAM B AT AEIB S & B R,
£}

- RERE Amazon Inspector R HITENE

o BAESHIT iam:PassRole HIIRHE

- BEREAFF UAHWAER AWS 1RF FEEM Amazon Inspector EJR

K EMEIE Amazon Inspector F#ITENE
MRABWEIER | FAEREREANTEE , CHNBERXLEEH , AFEHTEE,

T5lgEfIgEsREEmateojackson IAM EAEERERA TR ARG —BERE ny-example-widget
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAEMNBR , AFFEA inspector2:GetWidget BT
B my-example-widget BiR.

MREFEEHE , FHEEN AWS EEE, ZNEESRUENEZERE.

L AREBHIT iam:PassRole K ZHE

MRBWBEER |, EHEEEHIT iam: PassRoleB)F , BNBERLAERH , UAFERAGEER

Amazon Inspector,

BE AWS B AIREEREACEEGEBRE K MARBRYFNEBXALIRBEEAE, NFH
THER B4 ABRERACEEEZRBIFT .

E& % W IAMmarymajor EAFEFEREAEIEATE Amazon Inspector FETENERF , S 4E T 5
BiltER. ER , BFEBERBEERBREAGR TN, Mary REHKARERGRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFHEIIT iam: PassRole Bk,
MREEERE , FHBEN AWS BEEE, ZNEESRHENEZERE.
BEEAF AW AE AWS tRF FEFK Amazon Inspector &R

BUNRY—EAE  BEMKRFHINERENEEBATNASFIENER, BT UIEEZ R
EEEMHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LU ALK
RRE T AEFEUENE R,

MEFEE-FTH K F2EUTRE

- HE T # Amazon Inspector BB X EELINEE , 552 B Amazon Inspector #1{AEE IAM FZHELFEA.
- BE TR AWS IRF EEHEN ERCBRUEIE , F28 (AM £AEER) THELE
A AWS tRFE 1% —18 IAM & iR R,

- BETROMEERNFIERMEE=S AWS IRF | 28 (AM EAEER) TR FIER
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EE ¥ Amazon Inspector
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- Amazon EventBridge & — AWS k% , FASHSEAEA M EEE —E K FLEERMEE
AERNSHESHEEAIER. EventBridge AJ#tEEARER. Software-as-a-Service(SaaS) FEATE
X AWS FRFFEEFRRIRMEFER BR , M B TUERE REPRENEY Y EEEHEEHE
2B,

« AWS CloudTrail @ —%& AWS fR# , FT#EER AP FEOY AR i B SR REH RENMERBESH AWS
#RF . CloudTrail €% B R ERINREIEEN Amazon S3 E1ZEFEE | Ktk &7 LA B B AL &Y £ F
ZEFRSE AWS, ETHUEIGR IP hht , SR FEILE R,

£ 528% Amazon Inspector API A4 AWS CloudTrail

Amazon Inspector 2 £ AWS CloudTrail#f Amazon Inspector AWS R |, 2 IAM ERERAE
= ATERENENERC S BRIEE S . CloudTrail €% Amazon Inspector BT API FEIUEEER BE4, #E
EXH L35 2R B Amazon Inspector £ AR |, LUK ¥ Amazon Inspector AP #4ERI AL, 20
REEARER , AL CloudTrail E4FER FZE Amazon S3 #FETE , @ Amazon Inspector
WEH, BNEERREEBR , A TLUEIB CloudTrall ERAFHNE4RBR L RERRETELH. £H
CloudTrail IREREF , #&7T LUK

« [ Amazon Inspector 2 HEIFER

« RHFERAY IP bk,

° Etﬂgs}zﬂ’gkéo

- RHFBRWEFRE,

ZEEHE L5 TH CloudTrail , 5528 "TAWS CloudTrail fEA&EIER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrail ##J Amazon Inspector EEA

BIIRE AWS IRF B | 88 L& BUA CloudTrail, & Amazon Inspector FHE 4 SEBIME | BOESHS
EEHREREHFTHEM AWS IR B4 — 2L HE CloudTrail B4, ERAIAE i, BENT
HEIENEHR AWS 1RF, MFEFMER , 28 "/ CloudTrail EHEFREHFMAEHN.

EEFERSE PNEHSH AWS IRF |, 2% Amazon Inspector W4 | SBFEVBM., FREEE
CloudTrail # BRI E Amazon S3 #EITE, KA K ELETHEEPEVERE K XEHS
ERZEFAEWN AWS EiF, ZEMELERE AWS 2EEFMEERSNSEH , XA RFEEINIE
}EER Amazon S3 REEETEE., AL | BOATLIERER L AWS RIS RiE—F 2 MEE CloudTrail B
FINENSEHER, NEFMERA  F2ERTHEE

- B BMAEIE

 CloudTrail XENRBNES

« ERX7E CloudTrail B Amazon SNS &l

o RZERFIEW CloudTrail HiEER

« RZEREFIEW CloudTrail BiEER

CloudTrail €%2#kFfE Amazon Inspector EifE, Amazon Inspector A LAEL 1T HIFT A BN E & & 5 8%
£ Amazon Inspector API Z2ZE /1, il , ¥ CreateFindingsReport, ListCoverage S K
UpdateOrganizationConfiguration Ej{EZ HAYFFAYETE CloudTrail HEFEERPELIER,

B-SEMAAREXRNELSELFTRENEA. BoEATHEEHE T5IEE !

Y/

- REMERAREREDS IAM FAEREREZFER.

REEERACEBES s ERAENERZEEABRREHFER,
Ze R BB HS —H AWS RERBIREE.

WMESHMMER |, 5528 CloudTrail userldentity 7T,

T f# Amazon Inspector H & 3RIE B

EMtR—BHRE  EESHUAFERNEXRMNIEEIEEN Amazon S3 REFETE. CloudTraill BF
EREE—ExZEEFEE. EHARKRREEMARENE—FER. EHTEFRNWEE. BENBH
MESE, BERSBEMHEEEN. CloudTrail BFEEILIEMKANE API LAY HEEBEHEEF , HLLFEUE
AHRENEFHR,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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CloudTrail ##J Amazon Inspector #FiHE A

Amazon Inspector Scan EE82 CloudTrail &, FiE Amazon Inspector Scan APl R {EH &R #HAE
BEH#, W% Amazon Inspector s28 % CloudTrail B9 Amazon Inspector Scan API R{EBE | &2

B {Amazon Inspector APl 2% ) H# Amazon Inspector Scan,

LT EFBERNERETR ScanSbom Ei4EM CloudTrail B55IER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-17T16:02:3472",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync

UrlConnection cfg/retry-mode/legacy",
"requestParameters": {
"sbom": {
"specVersion": "1.5",

"arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",

http/
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
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"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
},
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

}
},
"responseElements": null,
"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f07-bc56-8a31bebe36fe",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Amazon Inspector & R ER T

IRV AWS BRI IEHHZEHN THEAEEMKRST. WREEECRARMFH AWS EME
B, BEEE AWS ARZESN IR , BALGEEM AWS (GER ) RAZRK AWS RERUH R
IjJ BEo

EETHE RS AWS B R EERTEEER , F2HEAWS ¥ A S SEARRBRELREA
BHEHRE. WEFE-REFA  FSHEAWS 5K E,

BATLMER THE= AR E AWS Artifact, INEFMER , FSBEE F THBES AWS Artifact,

BER RNEREMT AWS IR BURRERNEEY, ZARNERER , URERNEENER.
ZZU {EFH H%:' ;E Eﬁ:‘ﬂ(h#%ﬂiﬁﬁﬂ AWS Hﬁﬁ% , nﬁ £ Bﬁ AWS ﬁéj'ﬁ:o
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https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/activate-advanced-features.html
https://docs.aws.amazon.com/accounts/latest/reference/activate-advanced-features.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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Amazon Inspector # Ry 5E M

AWS £IKEMERERA AWS BE M THESAEBREE, AWS Ef RHUSEEEIRERH AR
TRES  ELEMEHIKEE SHEENSERRENBRE. EBTRAESE , B R EIREN
BARKANERE ETAESEEBREREMN IS RETE. TRAEIANTHALE, FEEINE
RBEEN  RE-FSEERPONERERREES.
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Amazon Inspector @ ZERE , TF AWS £ KPR ZLHNRE, WF AWS ZLRHE LK w{a AWS
REERRGEWHERBEENR  F2RAWS Einds, EEFHERREZSNREERKRETEN AWS
R | BE2B%T £ AWS Well-Architected Framework R E 25 He R &,

BT LAER AWS E24REY AP FERY | 3EIB AR 7FEX Amazon Inspector, fEABIRMSBAZETIER -

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZFRMFEA TLS 1.3,

. Big=EEEFAR(PFS)MBTEEL , 6l DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH(M Java 7 MEHIRE) AL EELER,

Amazon Inspector RIS 4B fE

ZE2R AWSREHRN—IR, W1 "EREEL, THAWS HESEERMR , AWS BEEREEAWS E
BT E RSNV ERERE. AWS t8& FE8 Amazon Inspector FRIAE BB VM E 4 S FE,

BRAWS BF  LFEHAEEEHERE AWS BN Z2M, ERTETURFREEFENZSM , b
BELEFINME AWS TENYEE, SR FEEAREAREFEESHOE,

BRBEVYMEE AWS ERFHATZEABRAMEEENTSEE  SUEANTOENREZ. ARSE
HroER —EEMNEE A FRRETIER , ME-SPTHREADENTE  URENBENTTESR
HABER : AWS ZeEAEEER. AWS Z2HEBBMAWS ERFARE T8,

Amazon Inspector Z £ 5%

Amazon Inspector Security Research @ —IEHFEERTE , TR BHELEEAZHENERE
., UFARRABEERRAEENTRUEERER —BEFHEMNEE  MEREERZEAETRD
DTREEZEEHZER , TERERLEHFEHREFBRELEHK. Amazon Inspector Security Research
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/compliance/shared-responsibility-model
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://d1.awsstatic.com/whitepapers/AWS_CAF_Security_Perspective.pdf

Amazon Inspector EREER

BEEAELEEHN, BMAES , LS EEESE Amazon Inspector BERL R+ | HEIRBENER
B, MFEBEREACHNEEEHNIEEASH,

XENLBEEHERE

« NPM - Node.js EHZ#HE (npmjs.com : //)
* PyPI - Python E43& 5| (pypi.org : //)

Wse s &

Amazon Inspector ZZ2 M RERES T BEBLERNEEHRER S MAEE , UEZENZHZERR
ZEEH, SECHRINEZTRREGSHSER MAL-ID , iR A L\FEREH , Y B A E Amazon
Inspector BEFERF , MEEEFNIFESFEAZIFENEHRFRIIERN, FTEEEXFEENTZ
wRIEEMRE - RS EBEREN,

Amazon Inspector RFERRRBELZEE LS (OpenSSF) EEHBEHHEETNERAER

£, Amazon Inspector Security Research EXHNBRZERMELBERERE , BEEZNEBRKBE
B BE#FEN Amazon Inspector FARRE AWS BEFHHEREE1EHR. EREGEEFEEN MAL-ID 58
OpenSSF HE#EENHER,

HRREE

TRBWERP Amazon Inspector Security Research EFI B X B R EEFR TN EZREBEL,

® Note
LREFEFRE : 2026-05-13 21 : 00 : 00 UTC

R SRR A B A R

B BRI EMBHES
NPM 188 , 538

PyPI 12

5 188 , 550

WA= 514


https://www.npmjs.com
https://pypi.org
https://openssf.org/
https://github.com/ossf/malicious-packages
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{1 B SR AR Y I TE B

Period BE (UTC) NPM PyPI st

B 2026-05-11 .. 61 12 73
2026-05-17

A 2026-05-04 .. 84 0 84
2026-05-10

A 2026-05 180 12 192

H1EA 2026-04 619 0 619

RN EBEEHRSE

T %% Amazon Inspector Security Research k& #i H ik F N T+ AR EZEEHEE.

EHE8 MAL-ID B 128 B H#
d4rktg MAL-2026-3688 PyPI 2026-05-13
@dropout-ai/#TRE  MAL-2026-3683 NPM 2026-05-13
wheele.fix MAL-2026-3686 PyPI 2026-05-13
@gusmano/reext MAL-2026-3684 NPM 2026-05-12
K= EHT MAL-2026-3685 PyPI 2026-05-12
@a91082900/test_pa  MAL-2026-3680 NPM 2026-05-12
ckage

kaggle-runner MAL-2026-3693 PyPI 2026-05-12
88q MAL-2026-3676 NPM 2026-05-12
660 MAL-2026-3674 NPM 2026-05-12
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E4ER. MAL-ID B {838 5 #f
6cc MAL-2026-3675 NPM 2026-05-12
B E IR

T 5 AWS Z£IEE LERH AR Amazon Inspector Security Research &L ESER BT EE
WHEHMRR

« Amazon Inspector {281 EJi#iE 150 , 000 EEEE F AT EZBNEZEN
« B5® chalk, debug # Shai-Hulud i #2 Z { e HE i &
« AWS Z2MREERIAN npm HERRBTHIEPE2THE

{# A A\ T % 2672 EX Amazon Inspector (AWS PrivateLink)

BT LAE R £ VPC # Amazon Inspector 2 AWS PrivateLink B FAHELR, &0 LUKTE VPC H
—¥7FE Amazon Inspector , SBEEFE BRI EE, NAT 2£&. VPN E#D Direct Connect &
£, VPC HFHHTEBTEELHE IP ibut Bl 7] 7EL Amazon Inspectors

A LA L B AWS PrivateLink 2 i X BN N HIRERBI LA EER. RASELANTHARERAN
BEFHEPELGEBEENEH, EERFREEENRENE , 75 EHH#A Amazon Inspector 2
/)leEIJ EA%EO

WMEFMENR , 55828 < AWS PrivateLink $§F) FHIAWS fR#% i#EiE FEL AWS PrivateLink o

Amazon Inspector & E2%E18

#%E Amazon Inspector /T H k22 81 , BB AWS PrivateLink IERHPHEZEEF1E,
Amazon Inspector X EiEiB 1 HimHFEWEFTE APl B,

Amazon Inspector A& VPC s BBUER, RIBFERR , AFFEB N Hik 3 TEFE Amazon
Inspector, & , BULERZ LB ERIRHAENEELBE , UEB HIRHZESRE Amazon

Inspector IR E,

3 Amazon Inspector B4 T it 24

B LAME A Amazon VPC 312 A H () & Amazon Inspector 23 /M H % 2AWS CLI, AWS Command
Line Interface NEFMMENR , 52H (AWS PrivateLink /) F8 "EV N EIHE 1 -
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https://aws.amazon.com/blogs/security/amazon-inspector-detects-over-150000-malicious-packages-linked-to-token-farming-campaign/
https://aws.amazon.com/blogs/security/defending-against-supply-chain-attacks-like-chalk-debug-and-the-shai-hulud-worm/
https://aws.amazon.com/blogs/security/what-aws-security-learned-from-responding-to-recent-npm-supply-chain-threat-campaigns/
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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R

E 8% Amazon Inspector BV M HEGHE , FEATIHEP —EREESE .

com.amazonaws.region.inspector2

com.amazonaws .region. inspector—scan

HE##E BERK AWS [EiF EXIE AWS B,

MREHBNEIHBMATE DNS , BRI AEAHETERWIEE DNS @ Amazon Inspector 12
H API 553K |, f5l#0 |, service-name.us-east-1.amazonaws.com B service-name.us-
east-1.api.aws.comXBIRZ (#HSEZILE ),
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Amazon Inspector &

Amazon Inspector EEH ftt AWS FRIEE S, ELARME A LA Amazon Inspector FEERE R , L& AL
FEATENARNBREEZTE., BETIESERNE—F TH#H,

FEE £/ Amazon Inspector AWS Organizations

AWS Organizations A BN R EF EBEMEERRH AWS RiE, BB AWS Organizations B3
B ER A MEEAB P ZEIRFH Amazon Inspector,

Amazon Inspector #B#8 B K o] B I&

- EEFEEBPERRA Amazon Inspector #F#HEFERE (EC2, ECR, Lambda, BXIB/HETE )
- BE#% Amazon Inspector BUAEREMABBHFIRSE

- BEBENVARFHT - BNEHERESEE

- B BERFERASENRHE

BB REHEREEMA  MEREEERBHFERALRENES, NEFBEHEBBEE N I
EREBEENHERFHUTESNEN , B2E FH £ Amazon Inspector FEE ZEIRSE AWS
Organizations, TR I Amazon Inspector BURHIFEMERER , 552 B Amazon Inspector BIER AWS
Organizations B XX #

#& Amazon Inspector &2 Amazon ECR &

Amazon Elastic Container Registry (Amazon ECR) R X B A EEEMN AWSZ E RSB & &
. Amazon ECR A B R HEUS TAMNTERNEEEER[MEB, BALEA Amazon
Inspector i Amazon ECR R FEFHARME , SRIZHNENEERREHNEXRFES

., WMEFEFMER , 52 Amazon Inspector B Amazon Elastic Container Registry (Amazon ECR)

A
Ho

Amazon Inspector B2 B & AWS Security Hub CSPM

AWS Security Hub CSPM 12t L2 RENTERIE , AWS X iFBERBLELEEREIR
# , BAK Security Hub CSPM &t AWS tRF. BRENZBEERRELRLERNREER, BALUE
A Security Hub CSPM ##EX Amazon Inspector AERZRER , W AFMEES AWS REF AWS &

B /A Amazon Inspector AWS Organizations 518


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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EBHRRERTNRERREVERNE. MEFME
Security Hub CSPM,

, 582 Amazon Inspector 2 & AWS

s

%II

Amazon Inspector 82 Amazon Elastic Container Registry (Amazon
ECR) 4

Amazon Elastic Container Registry & ZE R 2 B #%1E , X & Docker # OCI BEH AWS Fim.
MREFER Amazon ECR , BRI LLARBREREMA LR FEHE, EARMAEEEEER , Amazon
Inspector E HBERIFBEARMEREE S ZINENEXERRENEXZRFEEES. HESTHL
KR AR EY Amazon Inspector FAERER , WEE Amazon ECR X AFHIBHEERMEE, m
EHME |, B2 EH Amazon Inspector @i Amazon ECR B8R &,

RAEE

& T LLEIR Amazon Inspector £ A = APl BXE Amazon Inspector #F# , 3%iB Amazon ECR i
B API BREFEREAME AR FHEEE Amazon Inspector REAES,

MFEIB Amazon Inspector BUABESHFFMET , F2B Amazon Inspector FH B BHHEEE,

WFETE Amazon ECR RRANERER BB B EF , 5526 (Amazon ECR R &EER) FHYERE
BimiH,

ERESIIRFRENES

MBEBREZIIRFREDPRE , B LUEB Amazon ECR BUAEERFERE, T8 , —BEA , ©REE
B Amazon Inspector ZREEEEM. MREA , ISERRAELRRTEHE, NEFHEF , F2EEH

Amazon Inspector,

Amazon Inspector B2 E& AWS Security Hub CSPM

Security Hub CSPM £ #tZ £ RENTEMIR AWS, EFHBEREBRZLEXEZENREEBRRE
IR¥®. Security Hub CSPM &t AWS tRF, BRENZENERKELRLER., EUUERALERARS
MZEBEYEBINZLBE, EEBHE Security Hub CSPM B Amazon Inspector 48 , Amazon
Inspector B LA 8 785 B8 % B Security Hub CSPM , T Security Hub CSPM AI LA % #TiE LR REE B8
ERAZEREN -5,

Security Hub CSPM 8 EMtZ 2 BN AR ERER. FLBBEBTETRERT AWS HittlRBHE=1E
BHPEARZEEENER, Security Hub CSPM A — AR ARERNLZEEE , WELEFEEEL
RBEITE ZHRULEEMBELE, BMESEE Amazon Inspector FEIEA#% , Security Hub CSPM &
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
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#17 Amazon Inspector BEFE, LA UREEESENBBESEFMEFANELLHE , URER
BREBERENARE,

Security Hub CSPM & & ¥ AWS Security Finding Format (ASFF) FHIBBEEE, KRN EEFHEE
A, M —EBIRF, BEMER, THENER. BHEIES. TEREBRENARBZER.

@ Note

Amazon Inspector Code Security BN ZLFAERRETEARRES, T8 , BN E
Amazon Inspector £ & #iFEIB Amazon Inspector AP| FEUE 4G ER BB E,

&

« £ & Amazon Inspector FAEHE R AWS Security Hub CSPM
« BRI #ERE Amazon Inspector 2 Security Hub CSPM BV &

o ERHEBBER Security Hub CSPM BtF Amazon Inspector

- RESEARETENRE

« 7£ Security Hub CSPM #4242 Amazon Inspector {1 &£ 2%l

£ 843 Amazon Inspector FEHE R AWS Security Hub CSPM

&7 LATE Security Hub CSPM ##2 48 Amazon Inspector Classic #1 Amazon Inspector &R R,

@ Note

= EERE Amazon Inspector FAEFFE RHEITEIRE , 4 "aws/inspector/
ProductVersion": "2"¥IBZENEMRMF. WERFREER Security Hub CSPM ERARHE
Bk Amazon Inspector Classic &R,

Amazon Inspector H &Y [ 785 28 &5 45

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",
"CompanyName": "Amazon",

£ P #8#8 Amazon Inspector FZER R AWS Security Hub CSPM 520


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/v2/APIReference/Welcome.html
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"Region": "us-east-1",
"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
I
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

1£ FHAR Amazon Inspector FERE R AWS Security Hub CSPM 521
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aws",
"us-east-1",

"Partition":
"Region":
"Tags": {
"Patch Group": "SSM",
"Name": "High-SEv-Test"
I
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"ImageId": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn":
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

"arn:aws:iam

}
1,
"WorkflowState":
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"Vulnerabilities": [

{

IINEWII ,

"Id": "CVE-2022-34918",
"VulnerablePackages": [
{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "@",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"0:5.10.130-118.517
"Remediation": "yum update kernel"
}
1,

"FixedInVersion":

::123456789012:instance-profile/

.amzn2",
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"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"

"Version": "3.1",

"BaseScore": 7.8,

"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"

"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"
I
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e0@1b952eachb6",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fxr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
I
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
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]
1,
"ProcessedAt": "2023-05-05T20:28:38.8227"

}

R FE&E Amazon Inspector 2 Security Hub CSPM & &

& T LUEB A Security Hub CSPM AWS Security Hub CSPM REX A E2 B9 Amazon Inspector
4. https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html &

F Security Hub CSPM # , AWS Security Hub CSPM £ B E B &2 #9 Amazon Inspector &

& , Amazon Inspector AR £AWS FEFERE X (ASFF) HFIERAER REIEXZE Security Hub

CSPM,

B BER R Security Hub CSPM BXA Amazon Inspector

& LAE 1 Security Hub CSPM E32 & {# A AWS Organizations BUR R E B EB K Amazon
Inspector BiA. EREPRFEARLEBEBERBERER , FRBAZEIRSH Amazon
Inspector &,

WMEFEABABBEREIR Security Hub CSPM B Amazon Inspector BRI EEMEREE |, B2 BAWS
Security Hub CSPM ( £ &E#Em) FPRIEIE Security Hub CSPM HZEIREE SRS,

RESEFRRBEBENRE

EE{= 1t Amazon Inspector &% R REFE ) Security Hub CSPM , & T LAE A Security Hub CSPM
& API Fl AWS CLI ,

£ Security Hub CSPM A##7 Amazon Inspector BY % £ 12l

Security Hub CSPM €27 X & AWS ME=FEMNWAERER , YRBRUNTERCNEELZER
B, HUELACHFAERR, ELRAURRTEBHRT , THHEHEBREFESFEETNER,

Amazon Inspector FAZ£EFIRBER S SMARERZMA Amazon Inspector haE, EEIEEM T
iR

« Amazon EC2 &1

« Amazon ECR 131

« Lambda BXFH#
« Lambda R IFFEHE
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MEFHMES , FS

R EEE
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https://docs.aws.amazon.com/securityhub/latest/userguide/inspector-controls.html
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Amazon Inspector T EMNEERKMEXRETES

Amazon Inspector AIARIHZEE THNWHBERAEN !

« Amazon Elastic Compute Cloud (Amazon EC2) #1788

® Note
¥ Amazon EC2 #1718 , Amazon Inspector AT R BREERRX A BHNIEXRK
FHEMHRIE. Amazon Inspector L AT AR X B EERENEXRENERHIEBES PN
E#4RE. Amazon Inspector TE2REIE#RE. AREEEABRXNEXRIESHEE
B E 5| NIELERIE,

« EITE Amazon Elastic Container Registry (Amazon ECR) 12 E H I B85 &

(® Note

¥ ECR A28 , Amazon Inspector A] UIRIEXRAENEXRAZBSEHRR

i Amazon Inspector 1 X #H Chainguard, Echo, Minimus#l 2#t#E{LE

Docker. Amazon Inspector A &## FH T AR ERust, AREERAERNNWENXER
EEimEsRRAgs| AELRE,

« AWS Lambda B

(® Note

¥ Lambda ERE , Amazon Inspector AI AR BER RGBS EHARINEXNGR
J&. Amazon Inspector FERELEHERE. AREEEAERANER RGBS mESRAE
25| AELRE.

& Amazon Inspector B EREF , Amazon Inspector 3 RBIB 50 EEREEE , UELE RIREM
£% (CVEsHREBEBE, EERFENEFIFERELLER. ENBEINREEREE , UREARRK
&R E (NVD) 1 MITRE, Amazon Inspector 8 X £ DB # — X FKREEXE N RBER,

= E & Amazon Inspector BHER , ERL AT ENEERRIFEAZIENEXNRES. K&
FHERES|H Amazon Inspector TEN T REERMNFERBENEERK. BAERAESNTHERE.
efitEdl L e FLNEERR.
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® Note
EREELHEERFNZE 2% , Amazon Inspector REEAEXRRIBHERN I E,

£

- XENEERE

- EELENERERE
- XENEARES
- XENHITRE

TENEXERR
ZEi%|H Amazon Inspector XE M EE R,
TENEZZRE - Amazon EC2 B

T 3% Amazon Inspector X E1#&# Amazon EC2 #I{TERBMNEERFK. cEABREERKERE
BELLER  URBEEXRAIBEUREENAERNEENEREESEE,

FRAREBEENABHAZER , £ SSM ABRAREAEFMESBNHITEE LHTEERF
#, Amazon Inspector BERZERE RN 3.2.2086.0 B SSM REERX AR, MEFMER , F2B
{Amazon EC2 Systems Manager £ & 1ER) I H SSM Agent.

REEREAHETHEERMERE (rom M dpkg) X Linux EERFKER. BRIELUTREEE , HAMEAR
FEEE=FEAEN. ERZEREEEAREE (FEAEXSER ). Amazon Inspector 17
HITHHROREERE. BRELELRK , 60 Ubuntu , EEEFRE T eEERAFBBEBEF
BRAR

EXRIE TS fiEmLzeER EREEXRHE REEIXLREHE
<& <&

AlmaLinux 8 Errata CVE = =

AlmaLinux 9 Errata CVE = =

AlmaLinux 10 Errata CVE = =
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ERAEER

ERRH

Amazon Linux
2023 (AL2023)

Bottlerocket

Debian Server

( #HR)

Debian Server
(Bookworm)

Debian Server
(Trixie)

Fedora
Fedora
Oracle Linux
Oracle Linux
Oracle Linux

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Rocky Linux

JIES

AL2023

1.7.0 REFRA

11

12

13

43

44

10

10

HEBRLESR

ALAS Errata
CVE

Errata CVE

DSA CVE

DSA CVE

DSA CVE

Errata CVE
Errata CVE
Errata CVE
Errata CVE
Errata CVE

RHEL CVE
(BaseOS A
EUS/E2S/E4S)

RHEL CVE
(BaseOS A
EUS/E2S/EA4S)

RHEL CVE
(BaseOS #
EUS/E2S/EA4S)

Errata CVE

EREEARHE
x &

=
=

fim

fim

fm

fm

fi HD  HWD RO HD

fim

Him

fim

fim

REEXEFHE
x &

=
=

fim

fim

fm

fm

fm @D HFn  FHD  AD

fim

Him

fim

fim
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ERAEER

ERRH

Rocky Linux
Rocky Linux

SUSE Linux
Enterprise
Server (SLES)

SUSE Linux
Enterprise
Server (SLES)

Ubuntu (Bionic)

Ubuntu ( f£%)

Ubuntu ( /&X
5)

Ubuntu (Noble)

Ubuntu
(Resolute)

Windows Server

Windows Server

JIES

10

15.7

16.0

18.04

20.04

22.04

24.04

26.04

2016

2019

HEBRLESR

Errata CVE
Errata CVE

SUSE CVE

SUSE CVE

USN. Ubuntu
Pro (esm-infra
esm-apps)

USN. Ubuntu
Pro (esm-infra
esm-apps)

USN. Ubuntu
Pro (esm-infra
esm-apps)

USN, Ubuntu
Pro (esm-infra &
esm-apps)

USN, Ubuntu
Pro (esm-infra &
esm-apps)

MSKB

MSKB

EREEARHE
x &

=

=
=

=

=
=

fm

fm

fm

fm

fm

fm

pil

fim

REEXEFHE
x &

=

=
=

=

=
=

fm

fm

fm

fm

fm

fm

pil

fim
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EERE hixZ< fEmLLEE SBREEXRHE [KEBEEX&EHE
<& <&

Windows Server 2022 MSKB = =

Windows Server 2025 MSKB = =

macOS (Mojave) 10.14 APPLE-SA B =

macOS ( F#F  10.15 APPLE-SA & 2

)

macOS ( K 11 APPLE-SA B =

Sur)

macOS 12 APPLE-SA & =

(Monterey)

macOS 13 APPLE-SA = =

(Ventura)

macOS 14 APPLE-SA = =

(Sonoma)

macOS ( EE 15 APPLE-SA = =

5 )

macOS (Tahoe) 26 APPLE-SA = =

S EMNEXRE . FH Amazon Inspector #¥#4T Amazon ECR &1

T &% HE Amazon Inspector X EBWIEXERK , ARFEHE Amazon ECR EEFHNARR G, ©EE
EBEEXRENBELZEER.

EERR Rx s HEFLZSER HARIZH WRA IR
AlmaLinux 8 Errata CVE = =
AlmaLinux 9 Errata CVE = =
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ERAEER

ERRM
AlmaLinux
Alpine Linux
Alpine Linux
Alpine Linux
Alpine Linux

Amazon Linux
2023 (AL2023)

Azure Linux
BusyBox
Chainguard

Debian Server
(Bullseye)

Debian Server
(Bookworm)

Debian Server
(Trixie)

Echo
Fedora

Fedora

Hummingbird OS

MinimOS

Oracle Linux

JIES
10

3.21
3.22
3.23
3.24

AL2023

11

12

13

43

44

HEMZLER
Errata CVE
Errata CVE
Errata CVE
Errata CVE
Errata CVE

ALAS Errata
CVE

Errata CVE
MITRE CVE
Errata CVE

DSA CVE

DSA CVE

DSA CVE

Errata CVE
Errata CVE
Errata CVE
Errata CVE
Errata CVE

Errata CVE

EAXRHEH
=
=

=
=

fD Ao

fim

fm FAD AD

i

fim

fim

A0 WD WD WD HOD

fim

B EH
=
=

=
=

fD Ao

fim

fm FAD AD

i

fim

fim

fm o fim  Hn  AD

fim
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EX R TS HEERLEE EXLRHE HRAIEHE
Oracle Linux 9 Errata CVE = =
Oracle Linux 10 Errata CVE = =
Photon OS 4 Errata CVE = =
Photon OS 5 Errata CVE = =
Red Hat 8 RHEL CVE = =
Enterprise Linux (BaseOS & EUS/
(RHEL) E2S/E4S)
Red Hat 9 RHEL CVE = =
Enterprise Linux (BaseOS & EUS/
(RHEL) E2S/E4S)
Red Hat 10 RHEL CVE = =
Enterprise Linux (BaseOS & EUS/
(RHEL) E2S/E4S)
Rocky Linux 8 Errata CVE = =
Rocky Linux 9 Errata CVE = =
Rocky Linux 10 Errata CVE = =
SUSE Linux 15.7 SUSE CVE = =
Enterprise
Server (SLES)
SUSE Linux 16.0 SUSE CVE = =
Enterprise
Server (SLES)
Ubuntu (Bionic) 18.04 USN, Ubuntu = =
Pro (esm-infra &
esm-apps)

TENEERSR - A Amazon Inspector #1T Amazon ECR #1# 532
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EERE hixZ< tEEmZsEE EXARHE BaRRE
Ubuntu (Focal) 20.04 USN, Ubuntu = =

Pro (esm-infra &
esm-apps)
Ubuntu (Jammy)  22.04 USN, Ubuntu = =
Pro (esm-infra &
esm-apps)
Ubuntu (Noble) 24.04 USN, Ubuntu = =
Pro (esm-infra &
esm-apps)
Ubuntu 26.04 USN, Ubuntu = =
(Resolute) Pro (esm-infra &
esm-apps)
Windows Server 2019 MSKB = =
Windows Server 2022 MSKB = =
Windows Server 2025 MSKB = )
Wolfi - Errata CVE = =
X ENEERE . CIS HiE

T &% Amazon Inspector X8 CIS BN EXRK, THERESEEERRMN CIS BERAK,

(® Note

CIS BEEA M x86_64 FXRM. FLREAEFAGHEITAM , NAUEED ARM REFRAYHE

BIEEIE T

XENERRMR : CIS 7 H
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ERRM IS CIS EIE I R4
Amazon Linux 2023 AL2023 1.0.0
Red Hat Enterprise Linux 8 4.0.0
(RHEL)

Red Hat Enterprise Linux 9 2.0.0
(RHEL)

Rocky Linux 8 3.0.0
Rocky Linux 9 2.0.0
SUSE Linux Enterprise Server 15 2.0.1
Ubuntu ( %) 20.04 3.0.0
Ubuntu ( XS ) 22.04 3.0.0
Ubuntu (Noble) 24.04 2.0.0
Windows Server 2016 4.0.0
Windows Server 2019 5.0.0
Windows Server 2022 5.0.0
Windows Server 2025 2.0.0

S ERNEZ RS - Amazon Inspector Scan API

T 5% Amazon Inspector Scan APl X B EERK, WFFMEN , F2E (Amazon Inspector
V2 API %) ®H# ScanSbom,

A WA

AlmaLinux 8

FENEE R : Amazon Inspector Scan API 534


https://docs.aws.amazon.com/inspector/v2/APIReference/API_scan_ScanSbom.html
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ERRM IS
AlmaLinux 9
AlmaLinux 10
Alpine Linux 3.21
Alpine Linux 3.22
Alpine Linux 3.23
Alpine Linux 3.24
Amazon Linux 2023 (AL2023) AL2023
Azure Linux 3
Bottlerocket -
BusyBox 1.36.0+
Chainguard -
Debian Server (Bullseye) 11
Debian Server (Bookworm) 12
Debian Server (Trixie) 13
Debian Sid -

Echo 2
Fedora 43
Fedora 44

Hummingbird OS -

macOS 11+
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ERRM

MinimOS

Oracle Linux

Oracle Linux

Oracle Linux

Photon OS

Photon OS

Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL)

Red Hat Enterprise Linux (RHEL)
Rocky Linux

Rocky Linux

Rocky Linux

SUSE Linux Enterprise Server (SLES)
SUSE Linux Enterprise Server (SLES)
Ubuntu (Bionic)

Ubuntu (Focal)

Ubuntu (Jammy)

Ubuntu (Noble)

Ubuntu (Resolute)

Wolfi

JIES

10
15.7
16.0
18.04
20.04
22.04
24.04

26.04
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ERRM KR A

Windows Server 2016

Windows Server 2019

Windows Server 2022

Windows Server 2025
EFLENERREK

TRIILEFLEENERRR , AREFILEFENRE,

B Amazon Inspector RIFMH EFILEZERRNWTEZE , Amazon Inspector NEEBRHAITEM
# Amazon EC2 #1T{E8 1 Amazon ECR A5, EAZERKEEH , Amazon Inspector 4
EELENEERRELEERN CRITICAL AERR , YEEBREXEMNMA, Amazon Inspector &2
RIENEERREENASEREEANREHRER.

BREBEEE , ERLENEXERRTEBEBRISHENEFTS L2 EE. R EIEESIEBRERNWIESE
R, Bt RtEREDRBRRENZEESZNER, Et , Amazon Inspector €7 T 5|MHE H
HE 12EAGLACKRIENELERRELERESE,

EXRR [ES BiFE

Alpine Linux 3.2 2017 £5 A 1H
Alpine Linux 3.3 2017 £11 A1 H
Alpine Linux 3.4 2018 F5 A1 H
Alpine Linux 3.5 2018 £ 11 A 1 H
Alpine Linux 3.6 20195 A1H
Alpine Linux 3.7 2019 %11 A1H
Alpine Linux 3.8 2020 5 A1H
Alpine Linux 3.9 2020 11 A1 H
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Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Alpine Linux

Amazon Linux (AL1)
Amazon Linux 2 (AL2)
CentOS Linux (CentOS)
CentOS Linux (CentOS)
Debian Server (Jessie)
Debian Server ( 381 )
Debian Server (Buster)
Fedora

Fedora

JIES
3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
3.20
2012

AL2

10
33

34

BFE

2021 F£5A1H
2021 €11 A 1R
2022 F5 A 10
2022 %€ 11 A 1R
2023 5HA1H
20234 11 A1 H
2024 £ 5 A 23 A
2024 £ 11 A 22 H
20255 A9 H
2025 11 A1 R
2026 F4 A1H
2021 £ 12 A 31 H
2026 £ 6 A 30 A
2024 £6 A 30 A
2021 £ 12 A 31 H
2020 £ 6 A 30 A
2022 £ 6 A 30 A
2024 £ 6 A 30 A
2021 %11 A 30 H

20226 A7H

B EHNEERR
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ERRM

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

OpenSUSE &

OpenSUSE &

OpenSUSE &

OpenSUSE &

OpenSUSE &

Oracle Linux

Oracle Linux

KFEXRE

KFEXRRE

Red Hat Enterprise Linux (RHEL)
Red Hat Enterprise Linux (RHEL)

SUSE Linux Enterprise Server
(SLES)

[ES
35
36
37
38
39
40
4.1
42
15.2
15.3
15.4
15.5

15.6

12

BFE
2022 £ 12 A 13 H
2023 5 A 16 A
2023 %€ 12 A 15 H
2024 £5 A 21 A
2024 %11 A 26 H
2025 F 5 A 13 A
2025 %€ 11 A 19 H
2026 £ 5 A 13 A
2021 €12 A1 A
2022 €12 A1 RH
2023 12 A7 RH
2024 £ 12 A 31 H
2026 £ 4 A 30 A
20213 A1H
2024 £ 12 A 31 H
2021 €12 A2 H
2024 €3 A1H
2020 £ 6 A 30 A
2024 £ 6 A 30 A

2016 6 A 30 H
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EERR [ES 2iEE

SUSE Linux Enterprise Server 12.1 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2018 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.3 2019 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.1 20211 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.3 2022 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.4 2023 F£12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.5 2024 £12 A 31 B
(SLES)

SUSE Linux Enterprise Server 15.6 2025 F 12 A 31 B
(SLES)

Ubuntu ( IR ) 12.04 2017 % 4 B 28
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ERRM IS
Ubuntu ( f§1F) 14.04
Ubuntu (Xenial) 16.04
Ubuntu ( 1&#&X ) 20.10
Ubuntu (Hirsute) 21.04
Ubuntu (Impish) 21.10
Ubuntu ( B ) 22.10
Ubuntu (Lunar) 23.04
Ubuntu (Mantic) 23.10
Ubuntu ( 3857 ) 24.10
Ubuntu (Plucky) 25.04
Ubuntu (Questing) 25.10
Windows Server 2012
Windows Server 2012 R2

SIZ%HIJ*ETHXH E E

A Ei%)H Amazon Inspector XEMERRFHFES.

BFE
2024 F4 A1H
2026 F4 A1H
2021 F£7 A 22 A
2022 F1 A 20 A
2022 €7 A 31H
2023 F 7 A 20 A
2024 €1 A 25 A
2024 €7 A 11 A
2025 %€ 7 A 10 A
2026 £1 A 15 A
2026 F7 A9 H
2023 %€ 10 A 10 H

2023 £10 A 10 H

X ENENEKFTES  Amazon EC2 B EEXIFHE

£ &1 Amazon Inspector B I X BT HERLRHES
EXEHE.

» Amazon EC2 MIEFMAEA

SEENRE

XENEAFRIES
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https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
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® Note

Amazon Inspector T&#F## Gofl P T EfEREARust, AR BERAEANERRTESH
ERMAES| ABLERE,

-« C#

+ Go

+ Java

» JavaScript
« PHP
 Python

* Ruby

* Rust

S ERNERERETEES : Amazon Inspector VM Scanner

Amazon Inspector VM Scanner X8 Amazon EC2 EREBRERFHHERNEXRIES., NEXE
WESEE , 20 IBENEXREES  Amazon EC2 EREREXFEHE.

S ENERERETEES : Amazon Inspector SSM A HES

£ Amazon Inspector SSM A2 E Amazon EC2 Linux #{TEE LT RERERE

B¥ , Amazon Inspector B BIXE T HRERRETES. BB Amazon Inspector SSM 5“%1‘&:‘&5’955?5*@
X & Amazon Inspector VM Scanner X BN EFTES 5. WEFMEF , F2HB L Linux &
EHEH Amazon EC2 #1TE#EH Amazon Amazon Inspector mfﬂﬁﬁo

WY HEFE S BEAREBLinux#1T{EE LA Amazon Inspector SSM ABERNETRERE, WFE
FREEA EC2 ### (Amazon Inspector VM Scanner) ETRARE , 52/ Amazon Inspector VM
Scanner, Amazon Inspector VM Scanner X & Linux, Windows#l macOS# 1T &8

« Java (.ear, jar. .par # .war HEHKX )
» JavaScript

+ Python

T EMNENLETFES | Amazon Inspector VM Scanner 542


https://docs.aws.amazon.com/inspector/latest/user/inspector-vm-scanner.html
https://docs.aws.amazon.com/inspector/latest/user/inspector-vm-scanner.html
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Amazon Inspector £ Systems Manager Distributor SpEB/HE | LURARE Amazon EC2 #1T
.

(® Note
Bottlerocket ¥R LTI ERERE,

EEHITRERERE , Systems Manager Distributor 1 Amazon Inspector %8 E&# Amazon
EC2 H{T{ERIEX KK, MEHRI Systems Manager Distributor F X BHEELRHKNENR , T2
Systems Manager EAEEREPHNZENEHFENEE.

SEMNERERETES  Amazon ECR &

£ Amazon Inspector B BIZ B T HIENEREFTEES -

® Note

Amazon Inspector T2 AN T EHERERust. AREEEAERANEXRITESHEE
BERAES NELRE. ¥R EHChainguardi2=XER Python#l Java ERTER , Amazon
Inspector BB RHEBENZEMHIEE  WiSHIREREZR 2. Amazon Inspector t
2 AEchof2NER YR Python, JavaFflJavaScriptlE AN EHBEZSMEE, NE
SHHMERA , 5528 Chainguard #8314 LK Chainguardi2 =\ E 1 Echo#@ 4 L BIEchof2 =\ E,

- C#

+ Go

- Go TE##

. Java ( ‘@#E Chainguard®l Echo 2 & )

+ Java JDK

- JavaScript ( ‘@EREXEchoE )

« PHP

« Python ( ‘@& Chainguard#l Echo 2=\ & )
* Ruby

* Rust

T ENERERETES  Amazon ECR & 543


https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
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