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#£ Amazon Inspector Classic 1R T , FEAHTHERTHRZEMRE, ERNEIZBENR
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BB ERRE N R BIEHH Amazon Inspector Classic it , S @EFE (BTHEEFNE) A
ABEFTEREE, fln, MREY 1 @EHTEBHT 1 @FFME , B0 1 EFTERFEE. mREE
¥ 10 BEITEREAIT 1 BFE , B 10 E#TERTE. EEBRES A SE#ITERFTM 0.15USD B
W%, WRERNAERS A SE#TEEF 0.04 USD,
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EEFE
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EE R Latest 6


https://console.aws.amazon.com/support/home#/

Amazon Inspector Classic EREER

EEEAMG BEHITERTEER
Next 45,000 instance-assessments $0.07
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SHNESHES

Amazon Inspector Classic By X #F 4 R MEHEARBERTEETE 2 EARZE XN Amazon EC2
HTEBLHREEN. FAXTRANE4NTESRSATRAESATME (BERABTME) &
B, flm , mREE 1 ERERXHIT 1 @S, B 1 AREEXFTG. WREHE 10 BREEXH
17 1 @54 , B0 10 EREENTE. EERBABRERABFM 0.30 USD Btk , BEF M AEE
B A8XER A& 0.05 USD,

FERAFAER
{8 Amazon Inspector Classic By i 90 X BRERAETEER
First 250 agent-assessments $0.00
EEFE
EEER B BEERASFEER
First 250 agent-assessments $0.30
Next 750 agent-assessments $0.25
Next 4,000 agent-assessments $0.15
Next 45,000 agent-assessments $0.10
All other agent-assessments $0.05
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A LAFEET EC2 $14T{E 8 £ A Network Reachability 3 BIE4#TERBRER L,

MEEZEBEERFKIRMEZ Amazon Inspector Classic 3 AEHWIHEBEET , B0 S EBEXREN
Amazon Inspector Classic & BIE#,

X8

« Amazon Inspector Classic RN ZEM Linux EERHKE

« Amazon Inspector Classic VB2 X B Windows EE R
- XEMN AWS B

Amazon Inspector Classic fRIEFZN ZEM Linux EER#K

&R LATE 64 {u 7T x86 M Arm EC2 #11T{E#€ £ A Amazon Inspector Classic R EREN., REEXHE
T3 Linux R RERAHER :

. 64 L JT x86 FMITEE
* Amazon Linux 2

* Amazon Linux
(2018.03, 2017.09, 2017.03. 2016.09, 2016.03. 2015.09. 2015.03, 2014.09, 2014.03. 2013.09,

« Ubuntu (20.04 LTS, 18.04 LTS, 16.04 LTS, 14.04 LTS)
» Debian (10.x, 9.0-9.5, 8.0-8.7)
* Red Hat Enterprise Linux (8.x, 7.2, 6.2 -6.9)
« CentOS (7.2-7.x, 6.2-6.9)
- Arm BIT{EEE
* Amazon Linux 2
* Red Hat Enterprise Linux (7.6 - 7.x)
* Ubuntu (18.04 LTS, 16.04 LTS)

S ENEERBENE MRZS Latest 8


https://aws.amazon.com/ec2/instance-types/a1/

Amazon Inspector Classic EREER

Amazon Inspector Classic fAEER X EH Windows {EERHK

B RBEEHIT T 5 Windows fEER#R 64 L ThRANH EC2 #1T{EI#E LA Amazon Inspector Classic
REEX :

Windows Server 2019 Base

Windows Server 2016 Base
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 R2

X EHN AWS B

T %I AWS [E15 3 # Amazon Inspector Classic :

- EFERI (A% M) us-east-2

- EXEIRIP (M EELEB) us-east-1

- EEFEP (hnFIHEEEELER) us-west-1
- XERE (RER) us-west-2

- BKEHE (ZE) ap-south-1
- ZEA[EHE (E®) ap-northeast-2
. TABE (BR)

- mA[EIH (RR) ap-northeast-1

- BUM CEM=4E) eu-central-1

- BUM (BH®) eu-west-1

o BUM (B) eu-west-2

o BN ( HTESEEE ) eu-north-1

- AWS GovCloud ( EB®RZB ) gov-us-east-1
« AWS GovCloud ( EBE#EEB ) gov-us-west-1

%!) ap-southeast-2

(® Note
Network Reachability #1 BIE# &AM AWS GovCloud (US) [E1F,
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- BEMLAIFEIRE - £ Amazon Inspector Classic , BAILLFBREFEEE, L&A , URER
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EC2 H{TEBPLEMEYN, REEFHEN A IRHSXEERNFERRFERE (CVE),

« Amazon Inspector E& 7 8 — ## Amazon Inspector &5t & Amazon Inspector Ef& 0 & , LA ED
ERESENELIER., ARy BREBMKup-to-date CVE EAHEERFFIRE XK ZHERIBIRET
&, flaniBg a e A R A E R

- FEZEE -FEREREREESEBEENRETH Amazon Inspector EEAH |, WHIE T AWS
Security Hub CSPM #1 Amazon EventBridge JA BBt THERTE , SINER, BRMREMENFE
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Bt REPIAG 5B & Amazon Inspector Classic —EF§fE , ™ B & F ol LUfER — @R F H [E B fE
FA## Amazon Inspector 1 Amazon Inspector Classic , B & I8 21 B EBRE ZIHH Amazon
Inspector, LA T & &iA$ZE S 5|8 &H% Amazon Inspector Classic B Z#T# Amazon Inspector,

e

- 1 (BR) BEHFAABRENHFAERER

« S8 2 : Mk Amazon Inspector Classic B HER2 S A AT
- B 3. A Amazon Inspector

SR (BF) BEHFMEHRSNFAEER

AERR  REENLR

% E 7 Amazon Inspector Classic F 175 b 8 &

of

BATERE

1. 1E Assessment runs (FHE#11T) BEE , RHEGEEEEARENTLHT, BREHREBI M
o
2. 1E Reports () T A5 EEFHFEEEITHHRSEE R,

/A Important

HE 2017 F£ 4 B 25 AENFMEHT (Fw_RB25K) , Reports (E) WP T FHER
B R. kB , Amazon Inspector Classic B FEG R & E A A,

3. EFMEHMEHFEIET  EELERANFREEE FEERFGFIATERET ) IHREERX
(HTML = PDF), 1ZZiE1F Generate report (EE£IHE).
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£ Z{= A Amazon Inspector Classic , FEMBRFIEERFIRE R FT AL EA AWS [EiF, MIERFEE
BHASEILFTEEEN R RFEHIT,

il BR AT B A

£ Assessment Templates (R &EIA) Bl , BELEMBROVER |, REZIEE Delete (MIBR), HIE
HRR TR , FHEE Yes ().

S (BA) BEHFARENRAEER MRS Latest 11
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/A Important
E MR G S AR | B S AMEBEAFIA AT, BEREE ERE R EEMER.

HEB 3 BUBFTHY Amazon Inspector

BT LAER AWS B2 A SHTH Amazon Inspector APIs 2REUR #H# Amazon Inspector, & Z5
SREEFAFTHY Amazon Inspector , 5528 (Amazon Inspector fEA&EERE) R A,

S B8 3 . BUAFH Amazon Inspector MRS Latest 12


https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
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Amazon Inspector Classic A P9

A ERFZRBAMMELE Amazon Inspector Classic , I BAAEE S M 1T 81 55 — EFF L

M AWS IRF

BEMAER AWS , BFE AWS IRF., MFEEY WHBENR AWS 1RF , F2KH (AWS IRFEE
ZEIEE) B APT AWS IRF,

—REE

T 5 FRBU{ATE B &1 A FHFTE A Amazon Elastic Compute Cloud (Amazon EC2) #4117 {E &
LEAEAEBNEANBELAEZRNHESH (BB XHER—IX) B AWS IRF FMHTEET
& AWS EF,

1. BAAWS EEX#EA WHBMA https : //https://console.aws.amazon.com/inspector/ By
Amazon Inspector Classic £ &,

2. 7 Welcome (B0) EE L , BEELEHTHTMGER, BRI SHE AWS RIENRRKERE

EEERE , METEZE Amazon Inspector Classic RIBRERN ., THFFEZ 0 EC2 HITHEEN
FHEEBRBNERRESERE , Y ERE EC2 BiTEE L 2#E REREX,

##£ Run weekly (recommended) (B:B#1T (B)) = Run once (I1T—R), —BEREFETE
ZERBEEBRLELTA M. ERME , ZARBEHITTIEE

a. BIARBERAE,

® Note

= ZEBFE B EDIEEMN EC2 #1TMER , Amazon Inspector Classic FE 5|8 EH
EC2 #{TERAMZEE, Amazon Inspector Classic AIEB R & MR ERE A EFE
AWS tRFE FHELERAWSServiceRoleForAmazonInspector, TR ER
ABNFMEN , 552 B EH Amazon Inspector Classic Y IRIEIE 4 £ & B2 5 F IR I
ERAE,

b. MREA, SEELAWSIRF M EEF BTN EC2 #{TEBR &% Amazon Inspector
Classic RERER,

s AWS 1RF WA Latest 13


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/inspector/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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® Note

I ARTE R &1E 0 FF AWS Systems Manager 11T # EC2 SI1TERE %8
Amazon Inspector Classic REER . EEFEALRE K FREET PHME
EC2 #T{E# AWS 1RF AWS Eif FE L% SSM KEEX , EEF A Run
Command B IAM A€, WMFEFHMENR , 52 FEH Systems Manager Run
Command £ %18 EC2 #{TE# Lt REREER,

c. FrEiELHITEERFEE R,
d. FERARELCRAEHS  EEEAFETEXER.

e. IETLLERE Run weekly (BB#1T , %) = Run once (H{T—R) , LUREFBHIT— KT
&, EREHT K,

3. TEHERRHIFEAMT , EEWE. Amazon Inspector Classic & B BT &I,

HEPEER TE

THRFRANMEEZTSETEH B EMNEARFHIEE Amazon EC2 H1T{EE. RAEHNLRES

.

1. 7E Welcome (1) HE L , i##¥ Advanced setup (HEPEERE).

2. 1f Define an assessment target (EZRFFHEE) HE L , M AT EEN B,

3. HAMEHITER , S RSEIEEASR , LEFMGEZEHREE AWS IRFE M BETNHRE
EC2 #1T{EE. MRECEERIEETEMN EC2 BITERE , FERFAEINTERBKEA R , ARH
ABEEB&EC2 HTEBEEHNSRNEER. NHERL EC2 BITEBNFMEN , F2RER
&8 Amazon EC2 B,

4, HRZEREBRERX , WREHNHITEE LT System Manager Run Command , &7 LUR B FE %
B EE SR, RESEFEEEDAHFNATE EC2 H1T{EE %% Amazon Inspector Classic
REFEX AWS Systems Manager, ZEERALEE , FEEB AT FHFTE EC2 #1TEE AWS
1RE AWS Bl #E %% SSM RKEBRER , BEEEAF Run Command 9 IAM A&, MEFHEE
A, 2B E A Systems Manager Run Command £ %{# EC2 #{TEE L REREBERER, BE
FHLRERBRER | F2B L% Amazon Inspector {LIEFE,

5. &E—F_io

6. 1£ Define an assessment template (EZFLAEA) EE L , MAFAEANERE,

mE
o
xa

it
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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7. &t¥f Rules packages (RAIEH) , BEEEZTSEIMAELINRIEY, WERNEHNFHHEE
#F , 552 Amazon Inspector FAIE4ME A,

8. &%} Duration (HAR) , BIFFFHHITHIEIRA,

9. (EA) SHFTMEEE , REBHUFTEHAITHHE,

10. BET—F,

11. 7 Review (2B)) Bl , B LAY (4 B ERBARRE, MREHEERIAE  FEER
M, MREBHFFABARFRENEHE , AELERE Create (BI) 2 BE HEBBITITE

® Note

= ZRBFE B EDIEEMN EC2 #1TMER , Amazon Inspector Classic FE 5|8 &K
EC2 #{T{EEMIZE. Amazon Inspector Classic AWS 1RFE AIEBE B I IRIEERS
AR FHELERAWSServiceRoleForAmazonInspector, % Amazon
Inspector Classic FEARKEZABWFRER , 528 £H Amazon Inspector
Classic Wl ERAC. NECARBEZACNWFMENR , F2BAWS Identity and
Access Management  EREIERE) PHNEABEBEEAE,

12. MREBARBREFTHHE , FEETEAEEZTENTMGHER , AREE Run (B17).
13. EEERFTGHBITNEE , BEZTEANEE BT IKREIE Assessment runs (FEEEITT) , REBEIE
Findings (BIRE/E ), MERBEENFMHEN , F2/ Amazon Inspector Classic FAERE R,

HEPEERE MRS Latest 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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Amazon Inspector Classic {2 R 12

T 5 2 RER P WMIE Red Hat Enterprise Linux F Ubuntu 12 X # _£#11T Amazon Inspector
Classic §1d

HERE

« ZHERIE . 2B Red Hat Enterprise Linux {8 Amazon Inspector Classic

« HEBFRIE . $E Ubuntu Server £ Amazon Inspector Classic

Amazon Inspector Classic #{Z25R%2 - Red Hat Enterprise Linux

BRI HEBREFNIERZE , BRELHE Amazon Inspector Classic fiTza M B &,

A ERERPMMAEEA Amazon Inspector Classic 3R #7#11T Red Hat Enterprise Linux 7.5 #E2%
RiEH EC2 H1TEEMNITE, T©RMAWMMEE Amazon Inspector Classic THEFRIERIstep-by-stepR
B, TERETIEESE Amazon EC2 #1T{ER.. #MITIMEEAR , URBITHAMRAEERTEENESR
ZEMEE, MRERE-IXER , WHEE—REEREMFAIT Amazon Inspector Classic 5l , 7F2
B2 EARFTES

E3:]

o S 1. BREZEE Amazon Inspector Classic & E A K Amazon EC2 #17{E 58 Amazon Inspector
SEB 2 : 1EUEH Amazon EC2 #1T{EEE

SEB3: BUFHMEBEE , Wi EC2 TR L2 EREER

B4 BT EER

TB5: SRUPTAEER

TRo: ERAESRBEELNTHARE

SR 1 FREZEEE Amazon Inspector Classic ¥ B £ A Amazon EC2 $11T
{EI#8 Amazon Inspector

EARHEBRED | B — @17 Red Hat Enterprise Linux 7.5 B EC2 #1T{E , W EFEA BB LB NE
RIZFLE. InspectorEC2InstanceLinux

Amazon Inspector Classic #125}#%2 - Red Hat Enterprise Linux WRZs Latest 16
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® Note
WMFRC EC2 HITHERMNFHEEN , F2REFREER,

FHER 2 - (EWIBREY Amazon EC2 #11T{E &

EXHBERETD , CEBUEREC2 HTER , FHREERNBENLERBE CVE-2018-1111, MEF
HEHR , 5520 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111 1 & BB B E
288

EEEEZHTER InspectorEC2InstanceLinux BIERT , T RIS,
sudo yum install dhclient-12:4.2.5-68.el7

MBEATESE EC2 STEBIIET , $28 (Amazon EC2 BAEISE) THEEELHHTE
B,

FR3: BYMEER , ¥ EC2 HTHERE LZRAEREX

Amazon Inspector Classic fi£ /74 B R RIEE L ETFEHH AWS B,

BEEVMHER , ¥E EC2 #TERLZRAEREN

1. BAAWS EEFHEA BB https : //https://console.aws.amazon.com/inspector/ By
Amazon Inspector Classic £ &

2. HEEBEHKTIRE Assessment targets (FE4 B 1Z) , R%IRIZ Create (),

BT T HIRE -
a. 1£ Name (88) P ALFHMEEN B,

SH¥AREZE | & A MyTargetLinux,
b. #HEERAER A WAZRSIBNERUNE  EELECSEUTHBEFHN EC2 HiITERE.

EAHBRED , FEName BB MNEMUP@A K EELE L —ESBHE
3 InspectorEC2InstanceLinuxfy EC2 #1T1EEE,

B BAIE AWS IRF R EEFIEH EC2 HTEEBM AL ER , FHZE All Instances (FTE ¥
1TEES) B HE T B

$EB 2 BER Amazon EC2 H1TEEE W7 Latest 17


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-connect-to-instance-linux
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-connect-to-instance-linux
https://console.aws.amazon.com/inspector/
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C. igj%ﬁ%ﬁo

d. TECERCH EC2 #{T{EE =% Amazon Inspector Classic REBRER, ZEEEEBEFFT

B EC2 #ITER L LR MAEREX , FHEH Install Agents (RERRERER) HEUG B,

® Note

B e LUEH AWS Systems Manager Run Command Z 8 Amazon Inspector
Classic REER, FEETHEETAEHTERLZRERERN , BAEEA
REBIATEBEENHEBER, RNE , BOLUE EC2 Bi1TEE LFHZEE Amazon
Inspector Classic {XERE X, WEFMENR , FS B L% Amazon Inspector Classic
REER,

e. I1EE Save (A7)

® Note

LtEF , Amazon Inspector Classic 223 & A HRKEL S
BAWSServiceRoleForAmazonInspector., LtABEERF Amazon Inspector Classic ¥
ERNMLEFIE, MEFMENR , 528 A Amazon Inspector Classic B RIEERZAE,

HER 4 B NFITEEA

B MBITEAR

1. EEEBEEHKD , #1F Assessment templates (FHLEEIA) , R%IRIZ Create (B),

2. &% Name (B18) , Bl AT HEANER, SFEAHEZE A MyFirstTemplateLinux.

3. 7t Target name (B EH W) 3y , BELZAE I WFTE B E (MyTargetLinux),

4. ¥ Rules packages ((REIEH) , FEEEENTRERPFEANRAUIEH,
FEHHEBRES |, 55EF Common Vulnerabilities and Exposures-1.1,

5. 7E Duration (8 [E) , IEEFTHE AR IFERERE,
HEHHBRED | F#IF 15 minutes (15 7).

6. IZ#E Create and run (B3I X #IT).

SR 4 BUNMBATIEE AR

ERAEER

W7 Latest 18
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SBS5 . 2RI MAERER

RN EHTEEE—HEFAEHKER , 3 Amazon Inspector Classic FEFFEEEF BB EERS
EE, ZAREEEEELKREZIRMABERLRBE,

ELHHBEBRED  MEEXTAINTER , ENFEHTREHRERARE CVE-2018-1111 EEX—1#K
BREEE,

SRISTAERER

1. EEBEHKD , E#IF Assessment runs (FEEHIT). BFER A MyFirstTemplateLinux B9 5F 1k &7
BITIREREREH Collecting data (REE R, EXRTIMGHMTEEETH , MEEHNENERE
BRIFFMER A EHFWREED .

2. BEFEBTHEETY  ERELIRGHFAGHTEENEESE, FETIAHTERERGER
B, AT, EHHBRES | B URL S ERELEHT,

MyFirstTemplateLinux BIARAEE 52 A& Stopping (EEELL) , EEHELPEREFE S Analyzing
(IEFEZ#T) , &&= Analysis complete (D EMK). EEEMRENEE |, 55:81F Refresh (EFHE
#) B

3. HEEBERT , RERERR

WA LLE R EE High (5) BEMMNFHAEER , B4 Instance InspectorEC2InstanceLinux is
vulnerable to CVE-2018-1111 (1171888 InspectorEC2InstanceLinux &8 CVE-2018-1111 BJ%
) o

® Note
MREBREFNHWEEZFE , 55181 Refresh (EFEE) BRo

EZERHRAYEELNEEFTENFREN  SRENEEFELANESTHE, MESENFHENTSE
T%ER :

- HAEHRN ARN

- EEURAERRNFEHITER
- BEXUHAEERNIEEREE
- B MHAEERNIEHEAEE
- FHEBITRAG R

SB5: SERASTAEHER W7 Latest 19


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111

Amazon Inspector Classic R
o AHMEBITHEREE
« AHMEBITREE
- BRBBRNEEEFECRANKRAESHER
« Amazon Inspector Classic {22 ID
- BEBERR
- BEBEREM
- BEBERNER
« BANUERELERLR  UBELHREERABERNEERLEE

S 6 ERRBBESENTEEE

ERHBREF , CCEIGFHMEER  BEKRENEELLMBE CVE-2018-1111, FEtEFSH , &7
UALBEEERERELE,

BISETERIEHWEE
1. EEELEN—HEIMNHITER InspectorEC2Instancelinux , ¥HTU TR :

sudo yum update dhclient-12:4.2.5-68.el7

2. 7E£ Amazon templates (Amazon &75) EH , i#1E MyFirstTemplateLinux
(MyFirstTemplateLinux) , ##121E Run (3117) £ L E BRI AV 1T,

3. BEIERS . SRIDTASHER FHLE | LLEFE MyFirstTemplateLinux S8R B BHITAIEE
WER,

HRE SR CVE-2018-1111 Z2fBE , LT EBEIIBEELBE.

Amazon Inspector Classic 212 5R%Z - Ubuntu Server

ERERLHBREPNIERZE , BERETHE Amazon Inspector Classic fiTza FBL =0

AR B RIZRPFAEA Amazon Inspector Classic K4 ##11T Ubuntu Server 16.04 LTS £ R KR
EC2 H{TEEBMNITA., TRMAWMTEE Amazon Inspector Classic T/EFRTE I step-by-stepiR .

MBERE—RER |, WHEBE—EBREMHIT Amazon Inspector Classic 574 , 52 EET E AT
1o

SER 6 EAERBEELNIMERE W7 Latest 20




Amazon Inspector Classic EREEmR
e

- B 1 . BREEE Amazon Inspector Classic #EL AR Amazon EC2 #7188 Amazon Inspector
- SR2  BUFFHERE, ¥E EC2 HTERB LR REBEEX

- SR 3 BUWHTENFTEELR

- SR4 ERNSMEENRERLR

- ZR5: BESNEEEAZLENTHEE

SR 1 FREEE Amazon Inspector Classic & BL £ A #Y Amazon EC2 #1117
{E%8 Amazon Inspector

RE EC2 #{TIERE

FEARHBRES , B — BT Ubuntu Server 16.04 LTS B EC2 BT , X FEARBLSB/M
& R1EFCInspectorEC2InstanceUbuntu®,

® Note
MBRE EC2 HUTEBNBHAET , BFSHEREEE.

SB2  BYFMGLHEHRE , ¥ EC2 HTHEE LZH REEX
Amazon Inspector Classic A7 f B ERIEEETFEH AWS EiR,
B EENE EC2 HiT{ER L2HE REREX

1. BAAWS EEX#EA |, I https : //https://console.aws.amazon.com/inspector/ FAEX Amazon
Inspector Classic £ A,

2. HTEEEHIKHPIRIE Assessment targets (FEh B 1E) , A% &2 Create (B1),
3. 1 Name (88) P ALFAEEN B,

SEAHBRIE , 558 A MyTargetUbuntu,
4. SHEERAER  WARSIENEMUNE  EECETERLTMBEEPH EC2 #Hi1TER.

EUHHBRED , FEName BB FWA , RARETEH UGN K UBEEEEL—BASRTE
3 InspectorEC2InstanceUbuntufy EC2 #11T{EEE,

SER 1. BREZE L Amazon Inspector Classic #EL £ FH Amazon EC2 #,17{E#8 Amazon Inspector WA Latest 21


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://console.aws.amazon.com/inspector/
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4)iEAll instances (FTEETIERR) F 5 , MAFHE B ZES AWS tRF R BEIRVFTE EC2 #1TERE.

EEAZEEH EC2 #1T1E R £ %% Amazon Inspector Classic Agent, &EEFFLEEZHEE EC2
#HITEE 2 ERERER |, & Install Agents (RERERER) Hk.
(® Note

IR A Systems Manager Run Command & Amazon Inspector REBRERN ., EEFT
HEEPHFAESTEE L REREER , fUNEEARBITGEENHERER, =%
& | RO L FBH7E EC2 1T £ L% Amazon Inspector Agent, INFEFHME |, HS
B% % Amazon Inspector Classic KIEFER .

i#1Z Save (f&1F).

® Note

ItB% | AWSServiceRoleForAmazonInspector8@8B U A A WRKEZEAE , UBEF
Amazon Inspector Classic FEUZRH EIR. MFFHMER , 52 B % Amazon Inspector
Classic 2B REEFZEAE,

SR 3 BUWHITEMFHMEER

BIUMTEAR
1. WREFEA Advanced setup (EFEERE) , R EAEEE @ Define an assessment template (E 2

SHMLEAR) BEE. B8, FFEE R Assessment templates (FHAEIAR) BE , A%IRIE Create (B
7).

¥ Name (BHB) , FWAFTAEANEE, SFHARHE & A MyFirstTemplateUbuntu,
£ Target name (B &R 1) 35 , BEEZ R IULNFTE B E (MyTargetUbuntu),

$H¥} Rules packages (JREIEH) , BERA TR , BELEERTASERREANRIE
.

FEHHEBRES |, 558F Common Vulnerabilities and Exposures-1.1,

£ Duration (FERRE) , EEFNAEHANIFERRE.

FEHHEBRED | #IZE 15 minutes (15 2 1),

S8 3 B WHTENFEER W7 Latest 22
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6. MWMREFEANR Advanced setup (EFEERE) , FHiEE Next (T—F). ELLT Review (BE) B
| , ##Z Create function 2 B %), & HIFFEE Create and run (B IE#1T).

TRA . SRATMEENHAERER

EERNFEATEEE—EFEFER , 5 Amazon Inspector Classic EFF L EEF BB BEELZ S
EE, ZREEEEEYKRERTRMABERLAEE,

1. BEZF| Assessment Runs (FE4#EI1T) EE. BFER A MyFirstTemplateUbuntu BFEG SR (R1E
RS EBRHIET) HITMERIRES Collecting data (WEE R, EXRRFEBITIEEHETH , M
BEERER ERBFINERIEHKERED T,

2. EBFEBTMHEESTD  ERELIBRAHFAGHTELENBESTE, FEIAHTEXERSER
Faﬂo

MyFirstTemplateUbuntu BV R REE LB E A Stopping (EFEfZLL) , EERE L, EREEL
Analyzing (EEE 2 #7) , &% & Analysis complete (2 EK). EEERENEF  FHEE
Refresh (E#EE) B R,

3. BIEZE Findings FAEH&R) EM.

FERARKIETEFNEFTENFHEN , FEEHNEBTELANTTH, AEFENFHHEAZTS
T5EA :
- WEHRN ARN
- BEXHFAEERNALBTER
- BEXEHFAERERNAKEEER
- BEXEHFAERERNAGKELER
o FHERITRALAEG R
o FHMEBITHERED
o FEEITREE
- RAEHNER K HhIsBERERERNFAL
« Amazon Inspector Classic X2 ID
- BEEERE
- BEBEREM
- BEBENER
- BUNERELEBRSR  MEBERELERMEENEELSBE
TH4 BRASMEENRERR WA Latest 23




Amazon Inspector Classic EREER
SRS BEENEEEAZENTMEE

EREFTD  CEEAEFNREERBERNEE,

1. EEZRENHIT{EE InspectorEC2InstanceUbuntu , ¥ HITEKHFH,

2. 7t Assessment templates (FEf&€54) BH , ##E MyFirstTemplateUbuntu , A #&1E#E Run (¥
17) , SAE R LSBT #TRY B1AT o

3. BEIBL ERNIMELENFERER PNLR | LLEF MyFirstTemplateUbuntu 848 & &%)
TAREENAERER.

EHENERCHREARE XY THEEEE,

SR BEBNEEEAZSENTEER IR Latest 24
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Amazon Inspector Classic B &%

VERZ S AWS BREBEIEF. A AWS BF , BUUZRRNERNFONMFEREE  SLEER
ATHERZ2HBEBNERMEE.

Z2MR AWS EEcBNARERE, AFSEEAFEERAERNEZEYE K NERPHNZTEM

- BEIRPEEM - AWS B EREE AWS Cloud F#11T AWS IRIEHERRE, AWS B AREHAR
2FEANERKE. FAWS S ER , F=FERAESEEHAIRNREZRMNLZL2ER . BET
f# 1B A Amazon Inspector Classic (W& 518l , FSEASHAFTEIN AWS REEE,

- BEIRNZEY - ERNETECRNEFER AWS kK. BtV EHHMEARZEE K SEERNEE
., BRBNERFEREENER,

A GBI & T S {A7E £ Amazon Inspector Classic BREFAHEEEER, THEERP MM
#%E Amazon Inspector Classic ARFEENRZRLHEERBE, St THRNMAEAEM AWS BRI R
BhI&REE 1R 4R Amazon Inspector Classic ER.

£

» Amazon Inspector Classic FH & £HRE

« Amazon Inspector Classic B Identity and Access Management
« £ Amazon Inspector Classic # 50 8% flE5 4%

+ Amazon Inspector Classic &K 54 [E] fE

« Amazon Inspector Classic B & R 5 &

« Amazon Inspector Classic & Y58 1%

« Amazon Inspector Classic FHVERREZ =4

+ Amazon Inspector Classic #8818 2 AT

« Amazon Inspector Classic &£ HEEH

Amazon Inspector Classic 1 HY & RHRZE

AWS HESEERBERAM Amazon Inspector Classic FHEERE, MERFHR | AWS BERE
BITATE B £IRERERE AWS B, ZEEHEBEEHERSELEEARTNETE, fEERAE
FRfER AWS R MR SERBNEETE., IEERBILENFRES  F2REREIMEERRE
£, NEBNERREBENERENR , F2E T —RERREESR (GDPR) Hbv

ERMRE MRS Latest 25


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHEFHZEEZZRNE (MFA)
« i SSL/TLS B AWS BREA. RPFEE TLS 1.2 WEZEFEH TLS 1.3

- {5 RE API MERAEEEIGCEE AWS CloudTrail, 20EHBRI{EA CloudTrail JBMHEEEL AWS SEEIH
B, 5F2BAWS CloudTrail  fEAEER) FHIER CloudTrail B,

- A AWS MEBMBARAR , URHPHMERERZLESH AWS R,
- FERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 HWEUBER,

- MRBE AWS BBHTHIREIM APl FE BEE FIPS 140-3 BB R EmEEHR , F5EH FIPS
w2, MEHE FIPS M FIPS i EZHEEN , m2RAB I EARIEZZEE (FIPS) 140-3,

BMEZIEBREEBETELETFNEFBH b SR FZLHREN , HEEEIEHENNXFZHNA
F, FlINBZ B, EBREEEMEA Amazon Inspector Classic A AWS RIE £ 4. APIAWS
CLISRE A AWS SDKs K, ZEEEREHBEANFZTHUPRANTAERBUEARTERZER
o MEZBEMNATMEIREEN URL , RFAZIEBFVERB LY MAMEBEFZ RN URL P EBREE
Fo

£
- BEESMNE
- EREHTNER

FREE RN

Amazon Inspector Classic REEXNETEHTHEELERNENERE I JSON ERER L. BLE
EEIEIB TLS near-real-timefy 5 X X 4 Z Amazon Inspector Classic , 3 ¥ H & & Fiper-assessment-
runf BB AWS KMSHTE £88E TI%.

EREeL 2 EFEHREZ AN Amazon Inspector Classic B S3 f#ZEr#®, Amazon Inspector Classic
MR A ZEEITTIIEE -

- 7HN S3 R FETRR P NEAYE R E R

- ERRRTBHEHSAER

- RIBFRENTHRUEEER , UELRHBEFE

RN W7 Latest 26


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon Inspector Classic EREER
nEZEwmPnER

Amazon Inspector Classic RS &R , TF AWS 2B LZEHNRE, MFE AWS T2 R 0
il AWS REERZENHEBEN , F2HRAWS Einkd, FEFAERRBLTLNREEBHRER
B AWS IR3% | FEB R T £ X1 AWS Well-Architected Framework B E#EER iR TE

BT LABE R AWS 2489 APl FELY | 3EB#8EE 17H Amazon Inspector Classico EHA &RV AT E T
HX:
« Transport Layer Security (TLS)o HMFE TLS 1.2 LEZEFEH TLS 1.3,

- B EXEELRPFS)WZIEEMH , 40 DHE (Ephemeral Diffie-Hellman)=2 ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARME (W Java 7 MEFIRA)KZEZEELEN,

Amazon Inspector Classic BY Identity and Access Management

AWS Identity and Access Management (IAM) 2 —%& AWS fR# , TJiBIEE B L2 iTH ¥ AWS
BERNTFH. AM EEETRG#UUETES?RE (BA) NRE (EFFY) , LA Amazon
Inspector i, IAM £ AWS BRI B EFEAN .

e

- BEYR

- FASIRE

- FRABREEFIUE

« Amazon Inspector Classic Z1{aE2 IAM 2B
o & 2 . RFFFEAEEE Amazon Inspector FERE R EFITIHAR MY HiRE
» Amazon Inspector Y BUER &R

» Amazon Inspector B BUER 43R 5| 8

« Amazon Inspector B ACLs

+ ABAC # B Amazon Inspector

« ¥ Amazon Inspector i i g b5 & A & ¥

« Amazon Inspector B9 iR 75 = &5 o]

+ Amazon Inspector BRI B &

+ Amazon Inspector B R¥5E#E A

BEmrhmnzE WA Latest 27


https://aws.amazon.com/security/
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"Action": [
"inspector:actionl",
"inspector:action2"

]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Inspector ERIVIEBIER , HIUFH LB ERBER R, Resource TEFHERF T (*) R RIRFHE
BHWFTE Amazon Inspector B R L EFIRE -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"inspector:Describe*",
"inspector:List*"
]I
"Resource":"*"
}
]
}

4| 2 . AFERABERE Amazon Inspector FAER R EFTHARNHI HiR4E

THHFIHRERREEAESIT ListFindings M DescribeFindings 1, ELRIESETR
Amazon Inspector FAE#RHEBEEF. Resource TEFHNERAZET (*) REAHHIRFHEANAT
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JSON

"Version":"2012-10-17",
"Statement":[

{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
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BIBTER , FAENA®KERINRIEHR Amazon Inspector ERHIFFR, EERTFHEAEHEMES
SRHATEMENEFT |, IAM BEE T LET IAM BER,

WMETHMMERELES JSON BERXXHET IAM 2 REE , F28 (AM EREER) FME
M IAM BUR (&)
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) PH AWS ZEBRSEBBENAWS ZEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTEXRMTNT. KERLEN , B9
LERERERG T IUHBEERFRIMNEEFE  ELBAKEERTT. MFEEH IAM ERFH
MEZHBER , F2EH (AM EAEER) P8 1AM PR BERAET .

o 5 1AM BUR R VR — SR FEVE - S LUSERGFIBEBER | SRFIEENE RN EFEE.
flan |, WA R B BEERRG , EEXAMER SSL BEFARER, MREBIFE SHERRKEE
AWS FR#& , &t 7] LAGE A R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £
HIEE) FH IAM JSON BETTE © 4,

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer 5
BHBEMBEEER , BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH, IAM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERETLEEANER, NEFEE
7, F2E (AM FREER) FHFEA IAM Access Analyzer BB BUE.

- FEZEFEERE (MFA) - MREHNRFIZE IAM FHER PHBRFERE AWS 1RFE | BB MFA
UESL4M, MEEFEW API RERER MFA | 318 MFA (RE4FHIEZERNEBEE., EHEE
#A , B2E (AM FEAEER) FFEE MFA Z £ AP| 778

WME IAM FREEBNHEBES , F28 (AM FAEER) i IAM Z£HEERK,

£/ Amazon Inspector £## &

% EZH Amazon Inspector Classic £1£ & , BXBAHEE —HREFT. ELF TS EAFFEY HH
48 B Amazon Inspector ERIEEMEF AWS IRE, MREEBRIHHKEAMVEHFTERIENG o
BER , AIHREEZBENER (FAEHAR®) NS , TRARELNEREE,

HAEMW AWS CLI 5{ AWS API IR E |, BFEEARFREETEZEAHT. k2 , REAHEFIS
SMMERHMNTZ AP BIENEERTT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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ATHREEAENAGMNMATLUFER Amazon Inspector FirH |, BEFEH Amazon Inspector
ConsoleAccess@ReadOnly AWS ZEBREZFIER. NFFHMEENR , F2E (AM EAEE
M) FHMEIRERE.

RFFERAERAMMAECHFT

LEflE RE MR BER |, FF IAM EAERGRHNEtMERES S NABRMEZERR, WEE
TEEFEAEDMEA = AWS CLI AWS API AR RERFH X TR L BRI FF A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

]I

"Resource":"*"

}
]
}
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BXALHMBRACHHEBER , TEMBRBREEZAR, ERREAN Amazon Inspector Classic &
R, RAZTET M BREFINERNET,

NEHMEZERKELACHEREN K F2EAWS BEEELAGHTEAR IAM WRE , XSKE
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ServiceLinkedRoleDescription B RIS ERE A€,

AWSServiceRoleForAmazoninspector R EFABEE T IREREZA/E

« inspector.amazonaws.com

% # AmazonlnspectorServiceRolePolicy kY& &7 Al U /L #F Amazon Inspector Classic ¥1i5EMNE
RFT LT BUEE -

« BfE: arn:aws:iam::*:role/aws-service-role/inspector.amazonaws.com/
AwSServiceRoleForAmazonInspector £# iam:CreateServicelLinkedRole

IEMARRTERTH , BASLEE IAM EER (Bl IAM ERE, FEASAR ) BY. GREIMREBEHESS
&, NFFMER , F2H AM EREERPHERBEEA G,

A Amazon Inspector Classic 2 RIEEFEAE

FAEEFHRIUBRKERAR , EERE AWS BE A, AWS CLIK AWS API #
CompleteThisCreateActioninThisService B , Amazon Inspector Classic @ 582 R ELE /B,

#mE Amazon Inspector Classic IR EZ AR

Amazon Inspector Classic T/t FF & 4" ¥ AWSServiceRoleForAmazoninspector RIS EHE AR, K
AESEERTHESERKELAE  FULELIEEVACGCAEEACGER, Am , BUEH
IAM RiGEAGHER, MBEFHEA , F2H (AM FAEER) PRNFEERKEEZ/E,

X Amazon Inspector Classic B RIS EE A &

EETBEAFTERBEGACHIIERRE , RAZRERHERZAC, - , ERRIEREDE
BEHREENARERAER. AW, EFDRERRBESACH , ELALBTRER.

(® Note

MR EERMBRERE , Amazon Inspector Classic R IEEER A€ , BIMIBRAIAES K B
EHERRE  FEFEIERIBRERRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Inspector Classic EREER

R EFHY Amazon Inspector Classic & AWSServiceRoleForAmazonInspector

£ 188117 Amazon Inspector Classic BIFFE AWS IRE AWS Ei5 MRS LN EEE, NE
SEME , 5528 Amazon Inspector Classic 54 B 1Z,

£/ IAM FERREEESSE

M IAM 4 AWS CLI, = AWS API &M AWSServiceRoleForAmazonlnspector BRIEE 4 A&
B, MEFHMEN , F20 (AM FHEER) PHRBREEEEAE,

Amazon Inspector Classic R ER BB ENE

3
B
a8

Amazon Inspector Classic X BEERERBHIMEREBHFEARBEZAR, MEFHENR ,
AWS [ 13 B i B o

¥ Amazon Inspector Classic & 9 fFEHETHER K

FEALUTEFARIGBIIEZ B AIE E#E A Amazon Inspector F IAM B AT AEIB S & R R,
3|

- RERE Amazon Inspector R HITENE

« BAREBHIT iam:PassRole W Z#E

- BREEAF UNAMAE AWS tRF 7EREA Amazon Inspector EJR

HRERETE Amazon Inspector 1T ENE
MRFBUBIEEER |, FHAERBRENTEE , CHNBERSLEEH , AFEHTEE,

THlgEfIgEiR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BRNFFMENR , BAEER inspector:GetWidget SR BEE A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector:GetWidget on resource: my-example-widget

FEHRBERT , BAFEFH mateojackson FEHAEWER , AFFEA inspector: GetWidget BETFER
my-example-widget iR,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.

SREHER WA Latest 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Inspector Classic EREER

K AEEHIT iam:PassRole HIFZ#E

MRBWFGERR | HAEEEHIT iam: PassRoleBE , ENHRLEAEH , UAHFEKACEER

Amazon Inspector,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EAAH M IAM marymajor fEAEEREAEEATE Amazon Inspector FITENERE , @R ETHE
BlgERR, BR , BERERREEEHREACE TN, Mary REKACEERRBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS EEE, ZNEESRHENEZRE.
BEEAF MINW AR AWS tRF FEFER Amazon Inspector EilR

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

NEE-—STH , BBREUATAS
- HE T Amazon Inspector B X EIELINEE , 2B Amazon Inspector Classic Z1fEE IAM #

B

- BETHINAAWS tRF EEEEN EREIRMFEE , BF28 (AM FREER) FHELHE
B AWS IRE W% —1{@ 5 IAM FHEREFIHE,

- BETRINMISERNEFIMERMEHBKE=H AWS IRE |, 528 (AM EAEIERE) WS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERACNERARELTRESERMNER  B28 (AM EREEE) T AV
RS R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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#£ Amazon Inspector Classic A 50 #& 1 E5 42

Amazon Inspector Classic B2 RIS AWS CloudTrail , ItIRBREFERE, AR AWS REE
Amazon Inspector Classic FEREUZ B)fERYEE 8%, CloudTrail @#% Amazon Inspector Classic HIFTH
AP| FFIUEEERBEH , BFER B Amazon Inspector Classic iR A M | AR ¥ Amazon Inspector
Classic APl IR{ERVFZ XTSI,

WMEEFE Amazon Inspector Classic FfE CloudTrail iBs$&HE , B2 FH 528 Amazon
Inspector Classic APl /04 AWS CloudTrailo

EAT LAE A Amazon CloudWatch E5#2 Amazon Inspector Classic , ESWERBRER WS HRIE AT
BEHLFENRRIIERE, Amazon CloudWatch RIRFEER , Amazon Inspector Classic €7 5 2 88 A1
ZEBMEFIXZE CloudWatch,

WZEFEE Amazon Inspector Classic £ CloudWatch BIEME , 5526 FH Amazon
CloudWatch E£#2 Amazon Inspector Classic Amazon CloudWatcho

Amazon Inspector Classic FHIE 4B fE

Amazon Inspector Classic WE#EIER AWS WEF., AWS EFER, RHNBENE , 0EER
EHEE,

AWS ERERZFENRFEREGRMEEAWS BHEFEREERR L.

AL EIEB AWS Health ER R |, SBREBBRMEEERIRS . WFEMAGEA BIEF Health &tk
?_FZ , nﬁ/EﬁAWS Health << ﬁﬁﬁ%?ﬁ@> o

Amazon Inspector Classic B & BB

EZEARES , F=ZHEZAEEETE Amazon Inspector Classic BIZ £ MM AWS &84, B
5T8|2$E SOC. PCIl, FedRAMP, HIPAA &%,

MEREERFTEIEER AWS WIRBBEE , F2RSHAEEEARN AWS i, nE—KREHR ,
28 AWS Compliance Programs.

3

BALMER THRE =AM E AWS Artifact. INEFMEF , F2B T H AWS Artifact FHIFHE .

&5 Amazon Inspector Classic SR EFTEUARERNEZ M, BLTNEREE , UKREH
Eﬁ/ffi*”/fﬁo AWS ?E{/\TEUQ/J?HET&%A;E’ .

HFsrosxMES 12 W7 Latest 43


https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

Amazon Inspector Classic EREER

- ZEHESGHRREAPIEE  ELHNBEENRRBER  YRHE AWSEHBBEURERERA/ED
ZEERENIER,

« Amazon Web Services £ HIPAA Z2BEEHRZEE - KRR ERPL A MMEHR AWS REILFS
HIPAA &R EAE

« AWS ERER - K THEFRANERESTRBRARNENERNNE.

( AWS Config FE A B3EE) PR R AFHEER - AWS Config RS 4 ERERTSRE
B, EXEATERNEE.

« AWS Security Hub CSPM — AWS LR Rt AR REHNEH VBT AWS | ABBEBRERS
TR EERENREER,

Amazon Inspector Classic Y& M

AWS £IKERRERU AWS BEMATARSAERZEN, AWS ESRHSEERRERHMN IR
THES , EEEFUERILE, SWEENSEREBRRER, BBTHES , &7 ARG RRFNE
REXANERE , s AR BEBREBEMASRETE ., TRESNTAL, FEEINEER
e, IRE-HSEERPONERERREES.

WE AWS EE AT A EENEFEER B2l AWS £ ERER R,

Amazon Inspector Classic EEE A AY , YEABEZETAESNEEERRETENR. MRELE
MEENATARE , cEE8DEEHRHBENR,

Amazon Inspector Classic £/ Amazon S3 EAHERERFHE , BENERNESSTAMNT A
£, Amazon S3 R ANERERRERNEEER ., HERFTRM 99.999999999% K ¥ #H15F A 1.
EHNERSURKRARN TR ESEREARBERENZEEE,

Amazon Inspector Classic FHVER R EZ 24

Amazon Inspector Classic EZ E R , T3 AWS £KBRLZ2NRE, ME AWS T RFUR 0
il AWS REERZBOMEEEN , F2EAWS Einis, BEFAERSRLZLNREEBEFE
B AWS IRE | FE2 R £ AWS Well-Architected Framework H B B 7 5% i R 3 o

B LAER AWS MR APl FEAY | 3EiBABEEZEL Amazon Inspector Classic, A &ERSAETE T
HE:

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon Inspector Classic EREER

- BTEXEEFAR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARM (M Java 7 MEFIRA) AL EZEELER,

% Amazon Inspector Classic #REMABREXN L2 ERFMEER , FS B the section called “#E A
Amazon Inspector Classic REBERZ 2",

Amazon Inspector Classic # iy #H RE R JRIE 2 47

Amazon Inspector Classic I2itiEA RERXANTALERER L SULEEM M R R ELEFNMA
W EC2 ITEBEXRAF, REERASWESEHREER , BAER., WF Amazon Inspector
Classic REBEANFFMEN , 3828 Amazon Inspector Classic {CIEER .

Amazon Inspector Classic WZ £ HREEW

Amazon Inspector Classic I2tFFZ L2 i , HEEHBNEEBCHZLEERMUEE, BER
TEXA—MRER , jt’f’ﬁi%mﬁﬂﬁzzéﬁﬂ/kﬂ R, GEREEXTHETEASELIREENIRES
R, ABEEEGABERERNYTY  MAEEERETR.

2% Amazon Inspector Classic N Z 2 REBHIFE , F2 B the section called “Amazon Inspector
Classic W R REEHK,

HEREERIROR 2 AT MRS Latest 45



Amazon Inspector Classic EREER

Amazon Inspector Classic fAIEER

Amazon Inspector Classic f{IBFEXN 22U E Amazon EC2 HiTEBCZEEHEAMILBAENE
B, HAVWIFFAERRAETE , BEEZESEEZ Amazon EC2 #11T{E 5 %% Amazon Inspector
Classic RERER , UEEFEHEZ£LM, Amazon EC2

WMEE—FTHROARE, BBRRE, ENZEAERN, BRCREREEARTER , UREE
RIERIXM Proxy X & , F2RE Linux fEE R LEA Amazon Inspector Classic X223 M £
Windows {E¥ % # £ #F Amazon Inspector Classic X IEFE .

® Note
#11T Network Reachability i | E#FFE Amazon Inspector Classic XERZ .

/A Important
Amazon Inspector Classic fXIBFZ2 k38 Amazon EC2 I {TEEHEERRIEEEE, SEH
#FITERPEERRE (IMDSv1 2 IMDSV2) B958 1 iR 28 2 IR FEREITERB HEER, F2
BT EETEESRNEAEER , SUE—F T EC2 T EBPEERNFERSG ZE,

£

» Amazon Inspector Classic {IEFE IR

« #F Amazon Inspector Classic K BRER LT &M

» Amazon Inspector Classic KB E#H

« ERERERIER

+ #%& Amazon Inspector Classic Z| AWS 1k F iy 77 Bz &l

+ Amazon Inspector Classic X2\ [R

« % Amazon Inspector Classic X B2

« 7£ Linux fEE R & L& H Amazon Inspector Classic {C B2

+ £ Windows E¥ % £ £ F Amazon Inspector Classic X B2

o (EMA) B Linux E¥Z# £ Amazon Inspector Classic R BRERLZEIESBNES
« (EH ) B Windows fE¥Z# £ Amazon Inspector Classic KIEBRERLZEECBHNES

MRS Latest 46


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon Inspector Classic EREER

Amazon Inspector Classic RIBFEER

BN BEEEEEHIRHT , FRELRE Amazon Inspector Classic KEER . EXEH Linux IEERHK
t  REEXRHUBEFIERTHERAEERNBTREATER. EXEN Windows EERKEL , KB
EXRHENEXREMNRERXRBAER , MEBEEAERRNP I LocalSystem FFAI#11T,

#BE& A Amazon Inspector Classic X EERERN T4

Amazon Inspector Classic {XEBERX 2R & EE Amazon Inspector Classic RIS FTEE. &
KAIREEXSEENELARBNENERERE  FTEEXENER., i, REBEEX TR
2E#EZE arsenal.<region>.amazonaws.com , RixEATRER MR B Amazon S3 FEFET
B8s3.dualstack.<region>.amazonaws.com. mEig&i<region>#§ B BEHIT Amazon
Inspector Classic B AWS EiF, WIFEEZEHR , 528 AWS IP Address Ranges (AWS IP {1t
HE), ARAKXREBREEXNFAESRSBEEARYYN AT EEELLBETRBEREE | LUAK
R B Amazon Inspector Classic A BREXBABA.

RERENXDZEIR TLS REMIEE EHIE Amazon Inspector Classic # , ZEEF L EC2 #1T{EE
ACHEBEBN AWS S0 TSI RE , WRKRERAE , AIFERARTEENPEER XM ETE SR
. KiBRFER  REEXSEEOKARASBERE , LZRREREEENER. EEH R,
REEXNSBWEFHENE R, EEERAEEL JSON EX , TR EEXBASRFEHREER
hEERENFERERS. REREXACHEEERSAETR~HE, BLHTERET.

EFMEERE  REEXSRIAREENER |, LUEB TLS REHIEE /LR Amazon Inspector
Classico REEXTEEFHRPREERNRK. REENKREENERE K S¥ERMER
Amazon Inspector Classic #{TRRE., RTREEXELNEINERN 2 , REEXEZRESEER
R EEEBRNEMEAER. Bal , REL A HEALSZUREBIVEREERN LAENER,

Amazon Inspector Classic IR E#H

FEZE Amazon Inspector Classic KVEEREXWEMTA , EMEEBH Amazon S3 TERIEEM, EHKE
SENMEMALENEGYE. EBHEFNEZETEETTEM I FEHERT EC2 BT ER L LENRE
BRXmAzs, FrEEHFEGREREEZN Amazon 2F24IRE  UBRATAEERACR2EENR

&,

ARTE-SREREEXNZ2M  AEEXNEEDEM MBI (S3) <HHEFARER TLS EiRH
17, BARFERERE, FEIRABEFRAEN EUERSKERVEE  BERECIERAE
MEARERE, HDENEFRASEFRTEPBANT, MRERNIEMER , EFREFTUERNE
AEH, BER , RAEEXAENEFEXEARREEXNYRE, EEMTERES , ENEAREEAER
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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

Amazon Inspector Classic EREER

FERRERENEIEZE Amazon Inspector Classico EEHBREPEHNEARBTERLZERIIH KK
EAER , UKk (WEA) FREHIBZEEN.

& B &R amiE

Amazon Inspector Classic RERXEFT MBI THEEENENERFI JSON EREX L, BLE
REEIB TLS near-real-timefy 5 R ¥ ZE Amazon Inspector Classic , 31 H A £ Fper-assessment-
runfYE R KMS T S8 ETINE, BRESRLEFE R Amazon S3 F#1ZETES | iIEE Amazon
Inspector Classic EH., Amazon Inspector Classic F#1 8| 5| Z 27 S3 FEEr B NEZERE
£, ERERAHEBER  UREBRENTERIEEENUELRESE, RE S3 FHEME
BER IR EEREIR X EFERIEHE, Amazon FEEEMEMAELFERARERASZ, 30 X

#% , E1RI% Amazon Inspector Classic ERHE%E S3 REFEFBEMBHBRKAMBRENER, B
81 , Amazon Inspector Classic 712t API = S3 fFEFET B FEE FI R EE A,

£ Amazon Inspector Classic Z| AWS 1k F # FZEE #l

ERAZ £ , Amazon Inspector Classic RABEFESHK EC2 HTREBIEBEHERRFT AT
FH AWS BHIREMER, ©FIBTE Amazon Inspector Classic IRIE¥ B EHEEIN B/ BNE
% |AM FEURHITIIRIE, EFMAHE  BENRENFMEBAHEHAMELEE EC2 HTHER L
#9 Amazon Inspector Classic R EBREXME . EIH Amazon Inspector Classic IRFEH4F , HlanFE(L
BE., MAEANEREEENAETER  SEREH EENERES , BEA Amazon Inspector
Classic 7H

Amazon Inspector Classic X2 =\ BR #l

1% Amazon Inspector Classic fXER X REIMEF , 2B Amazon Inspector Classic R # R,

Z % Amazon Inspector Classic fKERER

BT A EZEHITEE (24 Linux 2 Windows R #1T{E# ) EfEH Systems Manager Run
Command % Amazon Inspector Classic (REER, HE , B UAEASE EC2 MTEBRER %
ZEREEX, AETFHNEFREHEMES ZNIET.

S—EBRER A SUNENIZALERTHEREE LNZERERAKDAR , #FEEREPES
HIFTA Amazon EC2 #{T{ERE L RELZERAEEN,

ES- |

ERE R E B W7 Latest 48


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html

Amazon Inspector Classic EREER

- £/ Systems Manager Run Command £ %l EC2 #{TEE L ZE£ K EERX
 f£ Linux EC2 #{TEE L REREENX
 7£ Windows EC2 #1T{E#E L R R REEKX

(® Note
AEHRKEFE AR Amazon Inspector Classic X B TE AWS &1,

£ Systems Manager Run Command £ % EC2 #{TEE - 2R ERE
5
EALAE A Systems Manager Run Command £ EC2 #{T{E B £ %% Amazon Inspector Classic 1%

BiEX, EURLERE—AEZEAMTERL (EAMBGESES Linux F Windows BAERHN T
Eeg) LR EREK,

/A Important
£/ Systems Manager Run Command KB 28 B 51 7~ % & Debian {fEER#K.

/A Important
EEMFAIRE  FREEEN EC2 HITHEEE L% SSM Agent , HEE LFF Run Command
B IAM B, EFEFBERT , SSM REEXAE LT Amazon EC2 Windows 1 1T{EEE A
Amazon Linux #{T{E# . Amazon EC2 Systems Manager TE EC2 #{TEEN IAM £ |
REEGT , YABTHTWEAERMEBNAG, NEFHEN , FSELENFRE SSM
REREXAMBE SSMHELAE,

{8 Systems Manager Run Command £ %1 EC2 #{T{EHE L ZHEREBEER

1. 7E https : //https://console.aws.amazon.com/systems-manager/ FRX AWS Systems Manager

2a,
2. EHFEIETHEEERG , BEHTHS.
3. ##E Run a command (#1T#EH).

/A Systems Manager Run Command £ % {8 EC2 #{T{EE L ZHEREER W7 Latest 49


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://console.aws.amazon.com/systems-manager/

Amazon Inspector Classic EREER

4. £ Command document (i X#4) WEB% |, iEEH A Amazoninspector-ManageAWSAgent #Y XX
# (Amazon Fr¥ER). AXHEESRANE EC2 H117EE &% Amazon Inspector Classic IBE
XHIESE.

5. HREE , BULFERATRNAFERER EC2 BiTEE, FEETEEETRNFEHTER LS
ZEREREN  EULUEERARELFE B ENER.

6. FAREIRAITHSPNET , EHATHEEDRMENERE | AREE Run (B17).

® Note

BB AR BER , 218 EC2 #/T{EM (Linux A Windows & ) EZ=# RER
N, REYEE BEFEA Install Agents with Run Command &8, MEFMEEN , FSEE
VEHE B,

£ Linux EC2 #{TEE L 2EREREX
#ITT IR , 7 Linux EC2 #1718 88 £ &% Amazon Inspector Classic K ERER .
£ Linux EC2 #{T{EE t®& KEREX

1. BEAHT Linux EERER EC2 H1T{EE , W HPZHE Amazon Inspector Classic KB,

® Note

2FE Amazon Inspector Classic X BV ERRFHEBEF , 752 B Amazon Inspector
Classic X EMNEERBEME.

2. EBHMTTIHEP—ERTUTHEREEXRERESTE

+ wget https://inspector-agent.amazonaws.com/linux/latest/install

« curl -O https://inspector-agent.amazonaws.com/linux/latest/install

3. (BA) BRRERARBRETHAREBEIER, WEFHHEENR , F28 (EH ) BFE Linux fEX
% £ Amazon Inspector Classic REBRERZHIECHBNEE,

4, BEZERERENX , FH1T sudo bash install,

# Linux EC2 #1fTERE L ZEREREN IR Latest 50


https://docs.aws.amazon.com/systems-manager/latest/userguide/rc-console.html

Amazon Inspector Classic EREER

® Note

MREEAR SELinux IREFPZENRERE , Amazon Inspector Classic TREEERI AR T
ROBHBER. BAUSKEEXEFNBEEHERRESEAS initrc_t , LBREER
Mbin_t. X% SELinux REERX 28 , BEA TG SEbin_t AR Amazon
Inspector Classic #1{TIETH :

sudo semanage fcontext -a -t bin_t /etc/rc\.d/init\.d/awsagent

sudo semanage fcontext -a -t bin_t /etc/init\.d/awsagent

® Note

EREEANEMTAK , EM2BE% Amazon S3 TR ER. WHEFHEE
BAmazon Inspector Classic X2 E o
MREERBUEBDEFESF , FELREREEXRHT TGS :

sudo bash install -u false

3
¢

7,

® Note
(BR) ABRARRALZKETH , FHIT rminstall,

v/

5. BRETIADLZERERRALEEHTAENERRTERE
« libcurls (AZERMTE Ubuntu 18.04 L ZH#RERER)

« libcurl3

« libgccl

* libc6

* libstdc++6

* libssl1.0.1

* 1libss11.0.2 (XM Debian 9 L ZEAERER)

« libssll.1 ( £ Ubuntu20.04 LTS L ZEREBEEABEE )

* libpcap0.8

£ Linux EC2 #{TfEE L ZHAEER IR Latest 51



Amazon Inspector Classic EREER

1£ Windows EC2 #1T{EE L Z & RERER

T T IR , 7£ Windows EC2 #117{E 8 %% Amazon Inspector Classic R EBER
£ Windows EC2 #{T{EEE L && KEREX

1. BAHIT Windows EXRMKY EC2 #1TER , YEHPZRRAERK,

® Note

2% Amazon Inspector Classic X BREERMNFMER , 752 E Amazon Inspector
Classic X EMNEERKEME.

2. THEHIUTH exe X :

https://inspector-agent.amazonaws.com/windows/installer/latest/
AWSAgentInstall.exe

3. (BEEEEHER) BGOSR RERARE , oiEETH AWSAgentInstall.exe WREEMNE , A
BT exe BRRZERERER,

(® Note

EREBEEANEHNTHE , M2 EEH Amazon S3 THRIYER., MEFHMEENR ,
BAmazon Inspector Classic X2 E o

MREERBEBDEFEF , FELREREBEERXRHT TGS :
AWSAgentinstall.exe AUTOUPDATE=No

s
B

£ Linux #EZ£ R LA Amazon Inspector Classic {IBRZ

IBAI L L EE, BB, BEMEH Amazon Inspector Classic REBRERXNITH. BFAHIT Linux EFEX
#H Amazon EC2 ¥11T{EEE , A ¥1T FHEMER. 2% Amazon Inspector Classic BN EERH
HIEEME R , 3528 Amazon Inspector Classic X BEHNEERHEHEE,

1£ Windows EC2 #i{T{EE L Z#REERX WA Latest 52
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/A Important
Amazon Inspector Classic fRIB2 K8 Amazon EC2 HI{TEEFEERREFEE, ©EH
HITEEPEERRE IMDSv1 = IMDSV2) #9158 1 IR 2 IRFEHTEEHREER., F5
BT EETEERNEREER , NE—F TH EC2 FTERBHEERNERSG Z.

® Note
AE RS EE Amazon Inspector Classic X EBHFTE AWS EF g4,

&

+ B&% Amazon Inspector Classic RIBRE X 2R IEEHIT
+ {21k Amazon Inspector Classic X225

+ B & Amazon Inspector Classic A2

+ {8 Amazon Inspector Classic X2 ERE
+ £%%E Amazon Inspector Classic RIEREXWREXE
« fEBRZ % Amazon Inspector Classic A IBFE

E& ¥ Amazon Inspector Classic KEBRERX B EEH T
- FERINEEARSCRERIHIT , FEALN EC2 HTHERLEHMIT TGS
sudo /opt/aws/awsagent/bin/awsagent status

o TEEn B EERTHAEEARERRELERNEEANERAL.

{Z1E Amazon Inspector Classic X2

- HEFARERRX BT TS S

3

sudo /etc/init.d/awsagent stop

E&%% Amazon Inspector Classic RN 2R EEHT hR 7~ Latest 53


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon Inspector Classic EREER

& Amazon Inspector Classic X2

HEZMBRERR  FHTTIST

sudo /etc/init.d/awsagent start

&2 Amazon Inspector Classic {RIBRER R E

£ EC2 #117{E 88 L 244 #1T Amazon Inspector Classic (RIBRER 2% , B LMEH agent . cfg
BRAWRE , LEFREREXNTA. £ Linux EER#HK L | agent.cfg BRIV /opt/aws/
awsagent/etc B &, ERAMERF agent.cfg BRR , B4 ABKREERNEA K BEHRS , &
BFELEY,

/A Important

MR RBEE AWS Support B385| &2k agent . cfg EXR.,

5% Amazon Inspector Classic R IE K Z

EEA Linux EERFE LR ERLXESE Proxy X , BEAREERISENERE  BEFENR
B8, MEFLEH , 528 https://wiki.archlinux.org/index.php/proxy_settings,

ERTIRERFZ—
EEARERREEMN EC2 HITEE L& REERX

1. B E 5 awsagent.env WIERIFEFHE /etc/init.d/ B &,
2. KTHERRFE awsagent.env LIBEELRIESY

« export https_proxy=hostname:port
« export http_proxy=hostname:port

 export no_proxy=169.254.169.254

BX& Amazon Inspector Classic XERE MRS Latest 54
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® Note

EFRENNEHEBREEZERBERANENPE. & no_proxy BBIEEHITHE
SRR EE IP il (169.254.169.254),

3. SERIE Linux EC2 #ITEE LLZEREEXEBFHPNTER , L% Amazon Inspector Classic X3
X,

ERATHHNRERRE EC2 HTER LREREXE

1. BEREREXE , £ EC2 HTERBLAITHREEXRASLER 1.0.800.1 REFHRE, &E
BAREBERENWEBERERF , BITER® BF Amazon Inspector Classic XEREN 2R EESHT
BF 6 BEAEEXRAEARES 1.0.800.1 RIEHRE., IRERABMAREBEEXNEDENE
F, AIABEEKBRTE Linux EC2 #1TEE L ZEREBEXEFBXRELN EC2 #TER LZHRER
o

2. BMEA awsagent.env WIER , WFHEFHE /etc/init.d/ B&HH,
3. KTHERRE awsagent.env LIBEELIRESH

« export https_proxy=hostname:port
* export http_proxy=hostname:port
« export no_proxy=169.254.169.254

(® Note

EFEREMN IR BEEREBRBEERENESNPNE. A no_proxy BEIEEHTHE
BE i BHR 2EHY P 3l (169.254.169.254),

4. FRUTHS , BREEAXAXEABENMRSE -
sudo /etc/init.d/awsagent restart

REEXNEABEREFSHRELFEM Proxy RE.
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%8 Amazon Inspector Classic (R T

BREEREEN
1. BABAT Linux fERRMAT EC2 HTHER , THIHERLZRAEREN,

® Note

2% Amazon Inspector Classic X BREERMNFMER , 752 E Amazon Inspector
Classic X EMNEERKEME.

2. EEMRETHENREBEENX K BEATIHP—EGS
« 1£ Amazon Linux, CentOS # Red Hat £ , #I{T 5% :

sudo yum remove 'AwsAgent*'

« f£ Ubuntu Server £ , BT 56 % :

sudo apt-get purge 'awsagent™

£ Windows 1EZ %k L # A Amazon Inspector Classic X IERE R,

BT LARRED, 1% 1L FHE X Amazon Inspector Classic R ITHE. EA#IT Windows 1EZE R FHY
EC2 #i1TMHfE , ¥ HITAZEFHNEMERF. ME Amazon Inspector Classic X EMEE RGN FAE
A , 5528 Amazon Inspector Classic X BREZRKMET,

/A Important
Amazon Inspector Classic {X¥2F2 X k38 Amazon EC2 H{TER M ERRIEEEE, ©SHEH

T EEPEE R R IMDSV1 = IMDSV2) 95 1 R 2 IR ERETEEBPEER, B2
BRETEEDEESRAERAEEE , UE—F 7TH#H EC2 HITHEEI B ERMNEFIG %,

(® Note
AEHMWEHSEE Amazon Inspector Classic X EHFTE AWS [EiF gk,
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Amazon Inspector Classic (&SR
&
- BREIE{Z 1L Amazon Inspector Classic RERER , IREBEREEXREBEEHT
« &2k Amazon Inspector Classic KIERERERE
ZX X Amazon Inspector Classic K EBRERXWRIE X
- fEBRZH Amazon Inspector Classic KIEFER

BB =15 Ik Amazon Inspector Classic VERER , IRFAEBEXNEEEE
1T

BE. FATRREAEENX

1. FEEC2#TEEL  Z#IEMKB. #1T , AREWA services.msc,

2. WMRREEXARDHIT , ASERBEEFSMERBHRERERSRBRNEEHIT : AWS
Agent Service 1 AWS Agent Updater Service,

3. ABEBRERER , FRBEABYIZE AWS Agent Service (AWS REBREXIRTS) |, $£&E1R2 Start
(&), BEREATHEE , REEFREEFTA Started (2RLE) = Running (B1TH).

4. HMEARERERN , 57 AWS Agent Service (AWS KERNRK) Z—TEBEAHE , AREE
Stop (). BERBHINER , REMREFER BERAZH). TEREREFEH AWS Agent Updater
Service (AWS REREXEMEY) , RAEERELZEREEX LRERRNMAERLTENEE
B,

5. FERFBREEARSCRELHIT , FEALKN EC2 HTEE , ARFHEEFIRMG TR
Ro BIfE C:\Program Files\Amazon Web Services\AWS Agent , REHTT IS

AWSAgentStatus.exe

HHTEER B MEERHTHAEERARE IR\ EHMBAERXNERA

&2 Amazon Inspector Classic X2 R E

£ EC2 #117{E 58 L 243 #1T Amazon Inspector Classic KIBER 2% , B LUEH agent . cfg
BRINRE , LEERERERANTA, £ Windows EERFEL , BERMVM C:\ProgramData
\Amazon Web Services\AWS Agent B#&¥. ERAFEF agent.cfg BRE , BHLEGRERE
XNEA , BEFRE , BEEEN

BB == Lk Amazon Inspector Classic KEER , IRBFREEXR T EETHIT W7 Latest 57
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/A Important
MIUEREEE AWS Support 355 &2k agent . cfg EXR,

£%7E Amazon Inspector Classic A BRERANREBEXE

£EE Windows fEX R LIS RIEBRENK Proxy X8 |, A WinHTTP KRB, ZE[FH netsh
2NFAREREXTE WinHTTP Proxy , 552 B1E AR Windows Hypertext Transfer Protocol (WINHTTP) Y
Netsh o

/A Important
Windows E#{TERREXE HTTPS KE,

ERTIRERZ— :

EERARERRIEN EC2 #TERE 28 REER

1. TELUTH .exe 8F : https://dlwk0tztpsnttl.cloudfront.net/windows/
installer/latest/AWSAgentInstall.exe

2. (BEBEEESER) ARG TRRIFETRER PowerShell RE, A TH
AWSAgentInstall.exe WREFMNE , ABRHT WS :

\AWSAgentInstall.exe /install USEPROXY=1

ERABMTHPNRERXE EC2 BTERB LREREXE

1. BERENREXE , &£ EC2 #{T{ERR L#1THY Amazon Inspector Classic R RA LA
£ 1.0.059 HEFHmAE, EEHARBEEXNEBEHRERF , BIREBMEHIF L Amazon
Inspector Classic KEREX , IRERAEEXREEEIHITER , REREERXRERE A
1.0.0.59 REEFMMmAE, MRERBMARERXNBBDEHRESF , BIXLEMKRE Windows EC2 #
TEE LLEREEXEFBREL EC2 #TEB LRERERER,

2. FRMEBEHEIRESS (regedit.exe),

3. BIELATBEEH4ES - "HKEY_LOCAL_MACHINE/SOFTWARE/Amazon Web Services/AWS
Agent Updater",
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4. TELLESRHIEF B R A "UseProxy" HYE#{E DWORD(32bit),

5. EHEEMTABERES 1.

6. ®A services.msc , FERIEIRE F S, AWS Agent Service Hl AWS Agent Updater Service ,
REENBBBEERF. EMERFHIEMARBDE , 1T AWSAgentStatus.exe X (F2
BB 3= .E Amazon Inspector Classic REREN , IBRFREEXRREEFTPNIERS5).
BRRERESNMRE  IRBREEAFTREN Proxy,.

%8 Amazon Inspector Classic R EBE

BRZEREEN

1. B AHIT Windows {FERMR EC2 TR , EHPMERZE Amazon Inspector Classic f{IE
B

(® Note

% Amazon Inspector Classic XEHNEXERFNFMER , F2B Amazon Inspector
Classic X BRI EXRHEMEH.

2. TEEBH EC2 #1T{EEE L , 55511F Control Panel (32#]4&) , Add/Remove Programs (¥718/%BR) 12
o
3. HEEBREERXWFEED | BIZE AWS Agent , REBIRIZ Uninstall (EERZ %),

(iBH ) B Linux E¥ X% £ Amazon Inspector Classic (X2
NELZRETHNRE

AERERBASH Linux EE R B E Amazon Inspector Classic RIERERNZEIESBAERMNESRE
Fo

EERERARTHEAEXK BRRCRIVNBRHGENG D  IREERAEAETRHZIBRREENR
FEH. NLATREL , BRI S SREIHEEZEABHERARIRE,

MRHITAEEFNLSER% , 54 B Amazon Inspector Classic RERRANHBCERRES ,
FITRERR, FRABE AWS Support,

3

7

AR Linux FEER KA Amazon Inspector Classic VBN ERFEH EITEBGnuUPG , iER Pretty
Good Privacy (OpenPGP) BEARZ £ BUBENFKRRBITE®E. GnuPG ( LA GPG) EiB
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BUEZRUEIBRBNTEMRE, Amazon EC2 RMH LA ELBNEE  SUHRBIETHN
Amazon EC2 CLI T &, %1% PGP # GnuPG (GPG) HYF¥#IE A , 2 [ http://www.gnupg.orge

BE-SREYRBMHMEREIUGE. THERBHENLFER  RELRSBNEEERTABBNE
EE , REBBLFSBFIEEEN keyring. &M keyring RE—HE AN LREB, ELEEI L HSHR
MEEM %  DTATKRBEEAEINEE.

£}

- REGPGIE

- BENEALFESR

- REEHNEES

=4 GPG I E

MBEWEZERFKER Linux B Unix , BBEETREEZE GPG IE, ZEEAHIERBELZEELENR
7, BEDTRTIFETFEA gpg. MR GPG TEER¥E , £EEF GPGC W RIRTF T, MR GPG
TERZE K LEFIANRTHRTIZGTNIER, BUURBEERZE GnuPG E4.

£ UL Debian BE®EH Linux L&% GPG I E

AR IHEBIT T I T - apt-get install gnupg.

£ Red Hat 5E®H Linux L&% GPG T E

RARSEHBIT T IS - yum install gnupgo

BREMEALHERS

BEFHNT —ELSBREE Amazon Inspector Classic N8 €88 , WASEH B A GPG keyring FHIEEE
o

ER ¥ FE A Amazon Inspector Classic A B &8
1. FITUTHEHP-BIURESEMNULAE GPC RESBIEIA .

« & https://d1wkOtztpsntt1.cloudfront.net/linux/latest/inspector.gpg T &Ko
s RUTXFERSH K REBUFEE inspector.gpg WERH, BXIELLTAEIER
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ERAEER

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhelL rQu95dwDgMcwo0
gf9m1ikKVHjdVQOqgNH1B20FknPDXxMDRHcrm1JYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMg3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tr
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2i07mSTAIRECTANTZzYzfp5v7uD7w8Dk@X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOxMYfQJ421uATHYyYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAjgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0]a8D7sCkKG+8LuyMpcPDyqptLrYPprUWtz2+qLCHgpWsrku7ateF
x4hWS@jUVeHPaBzI9V1INTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/0x/
HIkKzzqQQaaO0f5t9zc5DKwi+dFmIbRUyaq22xs8C81U0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNnjC5]13+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPnO/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7g2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1lJzwPJFfB3mMc7qLi+qgX
MJtEX8KJ/iVUQStHHAG7daL1bxpWSI3BRuaHsWbBGQ/mcHBgUUOQIyEp5SLAdg9OFs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RVEgZvyI
Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbhgJUesqiCy

=iEhB

2. TE&FETF inspector.gpg MBS&PMGSRIRF LR , A TGS Amazon Inspector Classic
NEEME A keyring :
gpg --import inspector.gpg
T EEREUUTHER
gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
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i N 2igE , ERESBLEFAITE. EoEHMNESP , £8EA 58360418,
3. HTUTHTURBEN , FU=ESRNERN key-value :

gpg --fingerprint key-value

HHTEEREULTHER

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

Lok Ll & HIFRR |, F8AE 2 fEE% B DDAQ D4C5 1QAE 3C20 6F46 6DCO 2474 0960
5836 0418 T£tEE, [EBEENSWIEMELEEZMNESBIEN, CTMEXMER, WRTHE
& , B L % Amazon Inspector Classic KEERZHEIETE , W& AWS Support,

REESHNERE

ZHGPGIE, BERMEA Amazon Inspector Classic A8 £i8 | YR ANEERIEETER , EBRMIU
BRLEETHBNEE,

BE REESHEE
1. ERPTRIFRL, BITUTHSTUTHZRESBHNEERER .

curl -0 https://inspector-agent.amazonaws.com/linux/latest/install.sig

2. EHERENBHTHNGSERARFETinstall. sig# Amazon Inspector Classic ZERERFHITT
5“ FIITI'I'J , J’)\Eﬁ%ﬁﬁo m1ﬁ%%%ﬁ%;ﬁﬁﬁo

gpg --verify ./install.sig

W BEOLLTAR

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
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Primary key fingerprint: DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836 0418

MEHHEEEFE Good signature from "Amazon Inspector
<inspector@amazon.com>" , R AFBESHKINERFT , B LUEERNIT Amazon Inspector
Classic Z#IETH,

WMREHEE BAD signature A7 , FRELRBEERITERF. NREFERILOFE
AAERTEEN THNZEE , REREHE AWS Support,
LT RETREFINNETNFRER !

- B LB RBBRGEEEENRR | REETEEBNEEE. ERELZBANGEIRE , BAR
W AEHE Amazon Inspector Classic WEEA AE i, EEBHERHP  BFESHE AWS HAEW
ESZeR, T8 , BELERBPULTEH., EHBERT , EMIEZE AWS B,

« gpg : RERBEREEINER, ERTERESRAERE (FEEENEMA) B "HRIEEES -

MEFMER , 528 http://www.gnupg.orge

(1A ) B Windows #EE R # £ Amazon Inspector Classic LI
EAZEETENEE

AERERBAEE Windows #EE R KB TE Amazon Inspector Classic RERRNZERSHBERMENES
BF.

EEREERARTHEAEXK A BRRCRIXNBRAGENG D  IREERAEAEBRHZIRREENR
FEH. NLATREL , BRI HEIHMESEABHERARZRE,

MRFITAEEFNSBE |, LB Amazon Inspector Classic REEANKBEERNRNER , BT
BITREBER, FHABE AWS Support,

A TER Windows EEXRFE LA TEHRAEBERZEESHN AN , BHEEHR Amazon Services LLC
HEBERBNWIEBNERNERE :

E8 83 C53AF78CBA7CF5A247 E9B8 86 FC E9 68 EE 0B 36
EERWERE , FUTUATER .

1. FETEM AWSAgentInstall.exe LE—TBEAHE , REMEK Properties (Bt) RE.

(iR ) BERF Windows EE R # L Amazon Inspector Classic R EBRERNZEIECIBENEE MRS Latest 63
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2

BE BUEE R5|ER.

WEEBEF |, 1BIZE Amazon Web Services , Inc. , AR BEFHEN

I General (—fi%) R5I1EH (R RIEH) , AREIZ View Certificate (BRI EHE).
BEFEEARSIER  MRERER , FEETRTHNRNEEREEZLE,

O F#EE|F B Thumbprint (3E#) M ALE , RZRIEIZE Thumbprint (3880, EBE T HHWREH
FRNEERSUE,

- MRTHREPHEMERLTESEEMEE :
E8 83 C53AF78CBAT7C F5A247 E9 B8 86 FC E9 68 EE 0B 36

BARTETENREEXNREESTHBRAREN , IX2HRE,
s MRTHFHFMEAREPWVIEMER LRETRE , FOEIT AWSAgentInstall.exe,

(iR ) BERF Windows EE R # L Amazon Inspector Classic R EBRERNZEIECIBENEE MRS Latest 64
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Amazon Inspector Classic 5% B 12

& T LAME A Amazon Inspector Classic EEEEH AWS FHEEE (B AWS BERES ) REER
FEZRRNBELLBE,

/A Important

Bl , ERMLEERESEEXENEERF LHITH EC2 HITHEE, NEXENEEREK
M B AWS EIHEREEF , 528 the section called “XEWNIEX RGN EE,

(® Note
WFERME EC2 HATERAMEREERR , F2H Amazon Elastic Compute Cloud 3 #F,

FE

- ERERNEVFMHEE

« Amazon Inspector Classic 5¥1& B #Z R #l
- BYFFHER

- MBERFFEEE

ERERUAENFEBEE

EEE T EFNEM Amazon Inspector Classic FHE B , BEAERETSERZEHRH EC2 H11TE
B, EBEEMATHERNNEFTRSE , AREIMNEBRENBTERMEM AWS ER. Amazon
Inspector Classic &1 ﬁE_LH’J%ﬁﬂZﬁEUEﬁQ B EMNEITERE,

1l AWS EBHLS LB ENSR/NEY, fl , SLLUREESEGE A "Name, |, BEGEA
TMyFirstinstance. . ZEE#ITHEE 2% , BT LUMER Amazon Inspector Classic £33 A &# 1T 1# 8
VEEFLEE, TEECMHTERFSZAZERSBEY.

ESRR EC2HTEBURENGBERN , UNBRYACHEFIRERER , UERMERE AWS 1kRF
PEMAZRINERER, SHALER AWS BBIZINEBRER, Fli0, AWS EBBALRER
EC2 HTEBEUEBERTR.

BREEERAR UL E R IR Latest 65


https://docs.aws.amazon.com/ec2/

Amazon Inspector Classic EREER

SERBAEEY EC2 HITEBRHEER , i ESE EC2 TERBN IR A EE L —XHiE, 8%
FBBRELER., S ERRERFRER NEERMEESE EC2 HTER,

WMEFHMES , F2REREES. WEERK EC2 HTERNFMEN , FBREREER.

Amazon Inspector Classic 54 B 1Z R #l

18 AWS IREHZ A LUEY 50 B EEE, MEHMET , 528 Amazon Inspector Classic fR#§
PR

EVFEER

&R LAE A Amazon Inspector Classic E#8 & ¥ 3 574t B &,

BuFHLEERE

1. BAAWS EEX#EHA |, I https : //https://console.aws.amazon.com/inspector/ BAEX Amazon
Inspector Classic £ A,

2. HEEMMTIEE Assessment Targets (FEE E1E) , REIRIZE Create (BIL).
. 1E Name (B8) F , WATEEENER,
4. BITUTEE—IE :

- FEERFTEBEERE S AWS IRFNEBFHFTE EC2 #i{TER , FENFEHTERK
Vg

(® Note

FHEER K BAFGHTIIENRERXBE LR, NEFEFHENR A6 F2
BIAmazon Inspector Classic AR #5BR Flo

- ERERCECSHEMFTMEERTHN EC2 HITER  FEEAERTAARRRSIBEBAR
5l &/MEH.

5. (EA) BUBER K SUNERNREREENKEAR , T BEEFHNME EC2 #iTEER LK
KRERERX, BEFAMEE | 88 EC2 #FITERLELE SSM Agent M 25F Run Command
7 IAM B, EFERERT , SSM REBEXEZEAE Amazon EC2 Windows 1T {E 88
Amazon Linux #{T{88, Amazon EC2 Systems Manager EE EC2 #1T{EEMN IAM AERER
wE, ARFTHTZERENENAG. WHEFMEN , 552/ Installing and Configuring SSM
Agent B8 Configuring Security Roles for System Manager.
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/A Important
WREC2HTERLEAMITHRERN , FEAUERUSHAERXMAIN B B
TER LHNREREN,

® Note
HRRENFTEER  BUlZEEAMTo T RRABREN R , BB ETNRE
EC2 #i1T{ER L R XA EEX,

® Note
&t A LAE A Systems Manager Run Command , £ 2 1E EC2 #1T{E#8 (Linux A
Windows E#TEREAMBE®S ) LERTERERN, NEFHENR , F2HEAR
Systems Manager Run Command £ %{# EC2 #1788 £ &% Amazon Inspector K EiE
o

6. BERF

® Note
BOERFAEEERE LWEEE ERARBBTHEEFITENFE EC2 BTERE. ¥
REE EC2 #TER , BB EHMETE, FTHEE ID. 1Pt , AREANKEREN
MREE, FRAEMRETELLE THIE : HEALTHY. UNHEALTHY 1 UNKNOWN, & Amazon
Inspector Classic f&Z¥IE EC2 #11T{E#E LEAEHTHHNRERENE , R UNKNOWN

=
RRE,

il BREPAE B 4R

BEEZMEBRFTFEER , FRTUATERF.
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il BR A B

£ Assessment targets (& B ) HEH , BIFELEMBRNW B E , AERERE Delete (MIBR). HERE

RIRTE , FEE Yes (B).

/A Important
MERET (L B RE | BB RMEEBN AT ARG EAR, FTEH7T. AEERRERERAtBE
—GHRER

BB A LAEA DeleteAssessmentTarget API SR MIBREEAE B 2,
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Amazon Inspector Classic 3 8I &4 5 Al

BB LAE A Amazon Inspector Classic REHEZHFEEE (AWS BERES ) REEEENZLBE
MI®HE. Amazon Inspector Classic & & B BENTANRLABHEERNN LT A AEHETHE,

£ Amazon Inspector Classic FRAF , #AI2 Amazon Inspector Classic EFHEHTHEHTHZ

+HRE,

#£ Amazon Inspector Classic F , RAIGKEE., BEMLIEEIEATRNRANES, WELEIAE
BEREHTHOTER, B8 , Amazon Inspector Classic IR XEMIRE |, o] BRFFEENERE
Ro BERAEIABEAMETARANEF—/ N NED , AEHEREINFEERE , IARKEBENRS
EE, HEARR T HMNLAE , TeFZEYEHEARAROESEAREMRE., Ht AR AR
REHITNBREMSRSHBEL,

« Amazon Inspector Classic 1 #% 8 ) BB F ik
« Amazon Inspector Classic F#37 BIE4#

Amazon Inspector Classic H#7 BIfY B E M E#K

18 Amazon Inspector Classic R EEREMNBEMER. ETRL o MPREERUELERS —E
RANER. EXFAAREHEEEEREER , BEAHEZINTEE,

High (). Medium (), Low () =BFHRART Tt SBFMEEEHEANRENE, TBE, TH
MZENZLEE, EEERNERNERBBEERARNTEYE  UARBEBENRIEE.
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M EMEE.
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MET—RBREEFHEE,
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- HERRIEAREE
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- ERNREHEE
« Center for Internet Security (CIS) BE¥#&E 151

« Amazon Inspector Classic W& £ REB

A8 BRI AR AE

Network Reachability £ R A& 2 T ENBKRARE , LSk EC2 Bi1TEBMNZ2IFE. Amazon
Inspector EAXMNAEFER A EELRNARFHTRZELNER.

Network Reachability R BIE#EH AWS R B Provable Security 518 K & i

EEFRAUAEENAESHERTET , FHNEREISS T RBERANEB BN FE (2 Application
Load Balancer =% Classic Load Balancer ZHEH#TEE). VPC BEERIEHEEHFEN

VPN MLGERR, ELERAERROUBFAELERETREEETINARKER  fINEEFTENRLH
#. ACL. IGW &%,

ELRAEER BB AWS RERAVEE R | WA EC2 T ERNMEREMARREHERNVE, &
AL EAMATERTH , LEFFANRRZSMRE  MEFTTREHSINEEHE , EfE
BRREMXBE , LEREB VPC HFERMN VPN,

/A Important

AR EHFTM EC2 BITERE , TFZE Amazon Inspector Classic RERER. T8 ,
ZEREEXTRERESEENEFTEEERENHERBEN. 521 Amazon Inspector
Classic TXENEX£RMK L2H REEX, IRREEXEERATIIEBEERBENHT
B L , AR EREIRIEHBBEEEZFTER LER,
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* Application Load Balancer
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BEARASRENERERTER, MREFEC2HTERLEAERS  EENREREREEE
HEEE FRERFEATHERERF. RBNBRBNZ2EE  WEENRERREEE —ERES

-

* RecognizedPortWithListener — © ¥ HYEH3% 1) 3% 1B 45 I Bt A T 4 1 0 8 1R PR AR B 1 B

R, MERFEEERERE,

* RecognizedPortNoListener - E#E M EBFEMBTH UL ERREBALER  MARKE

EREEENER

* RecognizedPortNoAgent - BB T EBFEBME TR LB HRAINIER. WRREEE

BHTEE L 2EREREX , RIEEH

TRAFTHERERTE

AR %%
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NetBIOS

LDAP

i#1B TLS #Y LDAP
A5 B 8% LDAP

ZEIB TLS RVIE A E R B &
LDAP

NFS

Kerberos

RPC

TCP &g
445

137, 139
389

636

3268

3269

111, 2049, 4045, 1110

88, 464, 54
3. 544, 749, 751

111, 135, 530

REEARFEERE LB,

UDP Eizi8
445
137, 138
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88, 464, 749, 750, 751, 752
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AR % TCP E#i8 UDP E##i8
WINS 1512, 42 1512, 42
DHCP 67. 68, 546, 547 67. 68, 546, 547
Syslog 601 514
5 EN AR %5 515
Telnet 23 23
FTP 21 21
SSH 22 22
RDP 3389 3389
MongoDB 27017, 27018, 27019,
28017
SQL Server 1433 1434
MySQL 3306
PostgreSQL 5432
Oracle 1521, 1630
Elasticsearch 9300, 9200
HTTP 80 80
HTTPS 443 443

UnrecogizedPortWithListener

EMRE LRARSIEMNEZEE  BEBEAEATHEERF. AR ERENAEEREREEEFNE
BEF , At REHEEE EC2 #1178 L% % Amazon Inspector KIBRER B |, FTREELELERF,
HEENAEEREES Low (IK) BREER.

EEEEER W7 Latest 73



Amazon Inspector Classic EREER

NetworkExposure

HWEANREERSET EC2 HTER LU ERERENREEF. BN EC2 HiTER LS EE
MHEENENRLFEES K ELREERSHE T —ETERN TCP M UDP EEE&HE, LEREMN
FAEHE R EH Informational (2#) BEZ K.

® RAVRE N Rk

HE4APWRBARBIGEEDIN EC2HITRERSRERERRBMEE (CVEs), HETHL
FARESHARBEERERERNEZE, TEUEFNTAM. CVE REALHEANELR RAESR
BERMTBERE. WEFHMENR , F2 M https://cve.mitre.org/s

MR E CVE HIEIEH Amazon Inspector Classic sHMEEENFEFE RS |, BRI LUE S https://
cve.mitre.org/ BLER/E CVE B9 ID ( 30 CVE-2009-0021), SRS TiSMt CVE, BEY , UK
WEBREMERRNWFHENR.

HRE RBRRBHRE (CVE) RAIEH , Amazon Inspector EBETIRHH CVSS EAXRFFHH ALAS BRE
MER -

Amazon Inspector B E % CVSS EXR7DE ALAS BEM ( IR CVSS &
Rl

High >=5 Critical or Important

Medium <b5and>=21 Medium

Low <21and>=0.8 Low

Informational <0.8 N/A

Lt EH ISR R R 1 B B FTE EC2 MATER RS N RIE T 5IEEEEHPCVES :

« XBEIRER (#F B iE4LER)
« XBEIRER (1)

- KBRS (N EEF)

- XEIFEE (EEM)
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- BUM CEE%AE)

- BUM (fR3)

- BUN (BB THE)

- TAEE (RR)

- DAESE ()

- TAES (28)
- TAES (BR)

« AWS GovCloud Fa%f (EH)
« AWS GovCloud XR&B (XH)

CVE RAEHESEHESN ; THBULEERBE CFEHTAEEMN CVE , HBEHELMBESR,

WMEFMESR , FBEZEEERHLN Amazon Inspector Classic £ I EH,

Center for Internet Security (CIS) E¥ZEi51Z

CIS Security Benchmarks st ZERRItERPHE, BRFE. UHLBAERNEXREELR , UiHEERBET
A NEHZELM, AWS 2 CIS Security Benchmarks &2 T, #FE Amazon Inspector Classic 52
FEE , 558 H CIS 83 E#Y Amazon Web Services EH

Amazon Inspector Classic B B2t %I CIS BRFBRAUEH , LB E L TIEXERKN L& EREAR

RE .
Amazon Linux

e CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1

CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2

CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1

CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

e CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
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Linux
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Benchmark
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Benchmark
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Ubuntu Linux 18.04
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v2.
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v2.
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e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Next Generation Windows Security Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Member Server Profile)
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« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Member Server Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Domain Controller Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Member Server Profile)
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- BXA DEP

- RERFKEHIH
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s
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BRI B RTE—E EC2 H1TER , HREAAFEMAEREB SSH FARBERE A, ESEM
RNBHAE BRI REME

R B
BMERERE EC2 $1TERR |, LA LERIRFZEIR SSH B A, Rz , BLFREAEREAN , B4R

BRrfE A sudo LR AR, BHEEH SSHRIRFE A |, 581 /etc/ssh/sshd_config ER+#
PermitRootLogin &% no , REEFHAE sshd,

EX 8 SSH A 2
I35 B BV M EC2 BT B R AR E B IE SSH BABES 1 1R,
BEM
s
G

MG B R EC2 MfTERREASXE SSH-1 , AH IS I NEREHZ S MHNEBRFRIE.
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R R

BERLETMEEERN EC2 BTEREZREAEXE SSH-2 MEFHIRA, &= OpenSSH , &H]
£ /etc/ssh/sshd_config EHERE Protocol 2 FEREE, MEFHMEA , F2Bman
sshd_config.

= SSH H#iGERE

LE#R BB B R Y BT R M EC2 ITERR SR EAXEEIR SSH BAMEETHES 2 BF.

BEM
aakEd

R

AMEEETH EC2 BTEREREAXEEB SSH ETERI /BT, BREREZ IR IHBR
E RETVREFANSRAERNT DBE
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BMEBEERAE EC2 $TER L3EIB SSH #THFRE  YRAXENESRAERN S 558

FH, EERNBERADEDWHFMERINN OT8EMS., WMFEFHMERR , FF1EFS hitps://aws.amazon.com/
articles/1233/, MR EXERBERF , BV REZE SSH [AREFNAESEN IP 2it,

REZBRRAMR
IRRABRHE R B EE EC2 T ER LRERBHRRFEM.
BEH

A

BREFE

AHE B RPN EC2 BT EBAREEBNRREFHNY,
R R

MREERER , EREATLBETNAE EC2 HTHERRERBNERFEYR, EFEME
REEHRERR , MREZRRARBRINEER, ZER/RREAEECELEE , FER
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chage T, BEAFMAERKREABERERBRAHR , BHE /etc/login.defs ERAM
PASS_MAX_DAYS 181,

REEBRRE TR
IR BB BT R A B EC2 ST EB L RERBH RN RE,
RE

s
BREEE
AMEEERH EC2 ITHEBARAREAEBNRE TR,
RS B
MREERAET , RMERECATHBEEPAE EC2 HTHERNBRRERE TR, BRHIHTHE

RIERETRLD ZEEINERIINEAR. EBOLER pwquality.conf RPN THRERS,
THIRE : minlen, MEFMEN , 552 B https : //https:/linux.die.net/man/5/pwquality.conf,

MREHITEBpwquality. confEEMEA |, LA LA pam_cracklib. sotE#HERE
minleni®EE, MFEFHMEF , F8Bman pam_cracklib,

minlen BHEEREA 14 ESF,

ARERIBEMM
BRI PR HEREEE EC2 $/TEI8 LR BB,
BEM
it
MEEE

MG EEFPH EC2 HTER AR ELZ B EMMBFINRT. ESREREEAREFTENES ,
MBEAEEENEAEEEHENESFIELERKRE,

fRIR R
MREBFEARE , BEELSTEEEFNME EC2 BT HEEREATE—CEENRBEM
., AZER , & pwquality.conf BEHPEATHEE : 1credit, ucredit, dcredit M
ocredit., MEFMER , /2B https:/linux.die.net/man/5/pwquality.conf,

ﬁ.\i
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MEBELBHAITEE LR ETAM pwquality.conf , BIAI A pam_cracklib.so #&#8
X7 lcredit. ucredit, dcredit M ocredit #1E, MEFMEN , FSBman
pam_cracklib,

BEZBENFAHENNAIER 1, MWTFAT :
lcredit <= -1, ucredit <= -1, dcredit<= -1, ocredit <= -1

B4\ | remember BEMNERES 12 RE K, MFEFHMENH , 552 Bman pam_unix,

EYF ASLR
I35 B BY A M R 5744 B 4B P EC2 BT EBE MY fE L Rt 2 75 O RUB 4t 28 P E B FE#L (ASLR).
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SRR

ST BB ) EC2 14T BMRAA ASLR.
BERTT R

ATHEMLEENZ2M  BREBEBHIT , EEFRTA EC2 MTERMERRRK LA

ASLRecho 2 | sudo tee /proc/sys/kernel/randomize_va_space,

FXFl DEP
I35 B B A B S CRUR SIS B A= EC2 BI/TERMEL R L 1 E RS /TTER (DEP).
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iE
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=44 B e ) EC2 $417188 K UF DEP.

BtA ASLR MRS Latest 82


https://linux.die.net/man/8/pam_cracklib
https://linux.die.net/man/8/pam_cracklib
https://linux.die.net/man/8/pam_unix

Amazon Inspector Classic EREER

R R

RMABHEIETE B EFAA EC2 /T ERMELRH LU DEP. EAEHERNKIEHA
DEP URELNHITEREZLLRE,
AE R B 8%5F A

RS EIS EUENRRERETANRRB K LB , MEERARERE (EARKRFEA
EREANERE) FERELBHNBE A,

BEM

| Tt

Fﬁiéﬁﬁ
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Inspector Classic EERMREERNITAER (&R )., EHIESEARLEE, BTHEFZE
MR RE , ARk AWS EREEANFMHEF. #EF , Amazon Inspector Classic 87 T &Rl I B —
LR EHFETLE., &% , Amazon Inspector Classic SEAREFE , UEAISERELSER
WEBELZEME,
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BE  BEYAGEER (ARZEMENEE), SAERAEARMEBTEEHT , EREREINEFS
EE—HBEER,
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- BREHBMEEIEIR Lambda BE AT

« £%%E Amazon Inspector Classic JBZI#) SNS 52
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AHAE AT R/ ABTEEAR , 2FTIEE -
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« FMEBMTHFERE - ST SFTEHTHIRERBRER 3 2ES 24 /M, RAIZZBSFEAT
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« Amazon Inspector Classic &% F L #TRENFAEE RB AL B9 Amazon Amazon SNS F&E
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Amazon Inspector Classic B FHLE A% | UG EMEM AWS EFR — K EL T AER, MEHF
HES , F2RESRES. AFTMEAN LEBTECEBMMAEEEHEELRNLE KK, H
# , Amazon Inspector Classic 2 F LR L EFE EENR A, SUEEEEEETRHRAFE
MAEMEEAY  KEEHEERENBEIEE I REHBENLZLEE, BTSN LERATEER
FERFRIREMNZ 2 RRE B BERRESHKNATEM.

/A Important
FIREM AR | MERETER.

Amazon Inspector Classic 5P &84 R i

BRI AEE AWS IRFEV &2 500 fEFHLEZA

MEFMES , BB Amazon Inspector Classic fR# Rl

FE RVAESSET RN
R IR LA

1. BEAAWS BEEXEA WM https : //https://console.aws.amazon.com/inspector/ #
Amazon Inspector Classic ¥# &,

2. HEEEHIRD , BIE Assessment Templates (FEHEIA) , AREIEIE Create (B1).
3. £ Name (88) #F , M AFAHEEINEE,
4. ¥R Targetname (EBEEW) , BEEESsMHFTMEEE,

(® Note

ERRNEEAR  SUUEATGEARR LN FEE B R KRR S
BEDRIEWFE EC2 BITHEE. HREE EC2 BTHEE , B SR EHA

. #1TER D, Pyt , SREANKRERIMRE, REEXNRETUE TS

{& : HEALTHY. UNHEALTHY 1 UNKNOWN, & Amazon Inspector Classic ;% ¥ #i
EC2 HiTER LREEHTHHRERENE , EBT UNKNOWN AREE,

B AT LAE A Assessment Templates (& €548) HE LK Preview Target (FAE B 1) 1%
i, RS ECHELSEAPITE 2T EENHER EC2 BT,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://console.aws.amazon.com/inspector/
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5. ¥ Rules packages (RAIEH) , FEEECQSETHELAN —DZBERUIEH.
6. 1f Duration (B , EEFLEANISERE,

7. (A ) B SNS £ |, i8ELF L Amazon Inspector Classic XA EHTRENAELERE
Iy SNS £, Amazon Inspector Classic AJ SAE%E T HIE 4R SNS B4 :

- FHMEBITERSA
- FHEFITERR
- FHERITRECRE
- RRFEEESE

WFEERE SNS FEMFFHERR , FSBEE Amazon Inspector Classic BA1# SNS £,

8. (EHM)1E Tag (R&) # , WA Key (£8) M Value (fB) W{E. EAILUE S EFEBETE BIFT(4 &
Ko

9. (EFEA) HHEWEEMBEBFENEMY , WARSIEINEMNE. Amazon Inspector Classic B#5 &
MEAZIMEAEENMERESE, Sl EBHNEIFTLESR, WHEEREL NER
BT EE NEFMENR , 5528 Amazon Inspector Classic &R R,

10. (BA) MREFALEAREZEANITIEAIBER , FEB Set up recurring assessment runs once
every <number_of_days>, starting now (X E{RIRERLE , B <number_of days> X#I1T—IXE&
i) ERS R, MEA ETETREEEBHEN (RE),

® Note

B L ZEN S BB | Amazon Inspector Classic & B B) A SR EN LT HEREL
Amazon CloudWatch Events #8l, ##% , Amazon Inspector Classic tt @ BB/ EL B A
B IAM B fBAWS_InspectorEvents_Invoke_Assessment_Template, tt&@ A
CloudWatch Events ¥f Amazon Inspector Classic ER1#1T API eI, MEEZEH ,
2B R Amazon CloudWatch Events ? BA % CloudWatch SE4F#Y LA R & E 7 A I
Ko

(® Note

& m] LUEIR AWS Lambda BEERE B B FE A #1T. MEFMEN , FSRHREBHT
{£E&3EIB Lambda BE#H 1T,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
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11. 1#$Z Create and run (B2 M#1T) =X Create (1),

il BREP A B A
EEMBRTERA , BRTUTRE,
RIRET (4 902

£ Assessment Templates (FEL&EIA) Bl , BELEMBROER |, AREZIEEZE Delete (MIBR), HIE
HERRIR R , FFEE Yes (B)o

/A Important
EEMBRATE S AR | BB AT, BEREAE ERERABEMER.

B O LUER DeleteAssessmentTemplate APl R MIBREF(LET A,

SHEBST

EENFGEARE  BuERACRABIEGAEHT. RESRSESE AWS IRENHITREA , B
AERMERNERNRE ZEE1T. MEFHMER , 5528 Amazon Inspector Classic #FE #1117 BR &,

WREE A Amazon Inspector Classic £18 & , I A BRI L E AR EHBEHRE — X ITH (L&
K, BBEIITER , BULIER Assessment runs (FEE#11T) BEERERHITHEE, FH Run (#
7). Cancel (BUH) M Delete (MBR) KK, BUHRMBRHIT. SR AR ERTHFMAENR ,
SIEHITH ARN, AFTMERNRANEYS,. CEAZHTNERNBLES,

HRFEEANRERT , BSUEA Run (B117). Cancel (BUH) # Delete (ER) R
Assessment templates (FE{hE574<) BE X Assessment runs (FEEELIT) EEH.

il BRSPS 1T
EEMBRIET , BRTUATERF.
MR 4T

1£ Assessment runs (FHEEI1T) BEH , BIELEMBRAOBIT , AREZIZ Delete (MBER), HIBHERR
RBRE , FEE Yes (B).
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/A Important
MIERITE | BXFAITRIFR A BEE RMNFTE | S RS = — HIER

IR A[{EH DeleteAssessmentRun APl BRI E 1T,

Amazon Inspector Classic 54 #1T bR l
AL AEE AWS IEFRIES 50 , 000 BEFEHT.
REARSTHEETISERMN EC2 HTER | BTNRMRES BT,

WMEHMER , 5528 Amazon Inspector Classic FR#EER &lo

R E B B EIEB Lambda EBHAT

MBLAERETEOBBIEER | BT UL AWS Lambda TR AR Lambda B , JTHER
RERBDUT. MEHMET, , F2H Lambda WY

HEfEM AWS Lambda £ A5E B BFHEHT , FEIT FIIER.

BHEREEIR Lambda B B BHT

-_—

BEAAWS EEFIZA , REBREAWS Lambda £# A&,

2. ZEEERP , BEERRGEE , AR EEEL Lambda EHE,
3. £ Create function (B EKE) BEHE L , 2 Browse serverless app repository (2% £ 7] iR 23 F& F

BAREE), ARETESWAUPH A inspector,

4. i## inspector-scheduled-run E[E,

5. ERE. RENFBEEL , BEBEEHEZEEEM CloudWatch BHRERE B B#THYE A HE
B, FERWMARABEBNER K RREBFHEREN, HFEREXNREHITHREER WS
15 P EHER—K, MEEZHE CloudWatch E4MBLSMEFMERR , FSBE L Amazon
CloudWatch Events ?

R EGEEY Enable trigger (BUFA B RA) EVAHR , AIRBEITHE , BTHRELAMR, %
BE LT EMHKERETE Schedule expression (HFRERIER) B PEENEHEN, MREEY
BB 5 T iE 12 Enable trigger (A8 ISR |, BU L EBRREZREBABMA L #E,
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6.

7.

£ Configure function GREESE) EE L , EE T3 :

« £ Name (B2#) ¥ , WAKENEE,

- (iEA) 1£ Description (#iR) & , & A Al By SR B R B HER,

- HRBITEERE  BRETERE Node.js 8.10, £ AWS Lambda % #ENode.js 8.10H 1T

Bf inspector-scheduled-run &,

- BREFHNKKEEBHTHTMESR, BEERE A assessmentTemplateArn HIREEE R
HERAITIERE,

. HWEHEEERXWTERME index.handler X E.

£/ Role (Af) MUK, MEFMEF , 52 E AWS Lambda FFAEE,

EEHTHEHE , SEE—E IAM B8 , AWS Lambda 25 BRB#T , WiEEBHITH B
AL, BEEMEEZE A Amazon CloudWatch Logs. SE&E/GEHM B EB#ITE AWS
Lambda #ELL A, Bl , A7 BUIG AT SE6I BER M i REE IAM B ¢

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "*"
}
]
}

REREIRIE | REIRIE Create function (B EHE),

£%7E Amazon Inspector Classic BHI# SNS £&

Amazon Simple Notification Service (Amazon SNS) & —1& Web R#% , AR ASEIEEIFT RV IR R
HEAFPim. BRI LAEA Amazon SNS REZE Amazon Inspector Classic K& %1,

F%E Amazon Inspector Classic A SNS £r& WRZs Latest 89
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HEERBHRE SNS £&

1. B3I SNS £, B2 HEFRE . E31 Amazon SNS =38, BT | F5ER Access policy
- optional (TFEREK - ) B, REBET NIRERAFTMGE , WEXAREEE

a.

b.

1£ Choose method (E#E %) # , i#$E Basic (BEX),

HYERHEATURGARIEE , BEEEREEN AWSIRF , ARELERY FTENEEHH
BWAIRFH ARN :

« US East (Ohio) - arn:aws:iam::646659390643:root

* US East (N. Virginia) - arn:aws:iam::316112463485:root

* US West (N. California) - arn:aws:iam::166987590008:root

* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root

* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root

* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root

* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root

* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root

* Europe (Stockholm) - arn:aws:iam::453420244670:root

* AWS GovCloud (US-East) - arn:aws-us-gov:iam::206278770380:root

* AWS GovCloud (US-West) - arn:aws-us-gov:iam::850862329162:root
SHHERBEASGTRLER , BEEREEN AWSIRF , ARELEEVYTENEFHPE@A
RS #9 ARN,

EEREBCRER Inspector AEREBEREA , 1 1AM FRHEREEHRNEERNEABERT
AT TIHIEE -

*®

SEKEEHEE JSON fmEE=R

(i

i. 122 Advanced (EP). 3
i.  HIETBRY

"Condition": {
"StringEquals": {

% E Amazon Inspector Classic BHHY S%%Ig?‘gourceAccount" 0 <your account Id here>’ MRZs Latest 90
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"aws:SourceArn": "arn:aws:inspector:*:*:*"

e. (&M ) WZE aws : SourceAccount F aws : SourceArn B EAE A , FF2H (IAM FEHE
B PHEEREABT SR,

f. BREEEFTTENHEHMEE , RERIZEE Create topic (BUEH),
2. (EA) BEEBMMZEN SNS =E , F2H SNS BB ABEEPNFEMNE,
3. ZEEREBCRNA Inspector IHAE KMS £BHEENREA  BERETHEHMDSER -

a. BIfE KMS E#ZAFH CMK,
B EimeE.
c. FTETIIRM :

"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*:*:*"

4. REFFEYNETEREVIE. UFFMER , F20 HERE | M5 E Amazon SNS £,

5. FEMARLCHRRTEIRN K BETERMGIEE, WEEZEN , S22 HEHRE  KHASR
# %) Amazon SNS X8

% Amazon Inspector Classic 1) SNS £& M7 Latest 91
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Amazon Inspector Classic FAEFER

FERLRZ Amazon Inspector Classic ZFfHE BB R BN BEERLEE, AEERSETE
Amazon Inspector Classic £ A HiEIR AP| R, AERRTERLBENFAERREZNBIRS
o

Amazon Inspector E£BBEEER , BRI LU Amazon Inspector Classic BB RGEIEFE |, LB
HEEEE, CGEBMRHASREHAMEN.

UBMREMBAEERESAREERL RN ITERRE, fll, BUSHTIGER  RERBENL
2EBRNEL  EETEAREREY. RMNBUMENRERREE, ZUEELIBAEHTHF
—ERENESTR K MREBENBRSZ2BE, & , ZUREEERS —EREERERET —
RENEEIRNBRHEEMRERR, BEME K FTEREERE , YIAMUERE , EUEY—EZ
Status /Urgent R5|@B/EENEY , YKz sEMEZEE. LAUEABMERIEEEHREER
2BBENIEE, BHIMNE , EEXFHREABEN TER RS Bob (BFHNZE T , AIAHE
& Assigned Engineer /Bob Z5|#/{EHEMN B REREE,

EREEEE

HHEMZE LR Amazon Inspector Classic AERRTER T HEF.
S8, 2. EREBHEEEE

1. BANAWS EE TS WREBULRA https : //https://console.aws.amazon.com/inspector/ I
Amazon Inspector Classic £ &,

2. HITEHMEE , EEZE Amazon Inspector Classic A THWRAEEREME , URELENAEE
3

&t 9] LATE Amazon Inspector Classic A ERREANEZRBREERERTMTEFLNREES

oo
o

(® Note
B EHTNEETS , CEERAEMELENRERR. TREENETRIIMRE LT
fi, ITREBETEN TR, EEERETURBERS GHE BT BN FTEE
B, TRRELETENREBE.
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3. EEMBRTCHEBSENGFMEN  FHRIEXBESM Expand (BB NI E, BEBEMNFFME
AEETHEE -

- FMEEENEE P IS CaEMitAERRN EC2 #TER.
- ARELLAEERNFIEEEAERE,

- FHMEBITRBER,

« FHMEBITRRE™,

« FHERITIRE,

- RAEHNER  ET2sBRUREERNRAL

- AEBRNERE,

- AEBERNBEM.

- REEBAREFD RE (CVSS) NREBREMFHMES. HTERERAERR HERBHERTE
RAEHPHBRIFTHEEE) B CVSS [ER CVSS 2 BIE1E (‘2 CVSS 2.0 A 3.0 ix), WE
CVSS WEHMER , 582/ hitps://www.first.org/cvss/o

« REMBWEEEEHO (CIS) WREREMFHEEN. ET2FRERER (H CIS E¥ES
ZEEEHTHRAESE) N CIS #EERER. UF CIS BENFMER , F2H hitps:/

www.cisecurity.org/,
AERERER,

- BATRNERSR , BUBSERERERAMERNBERLBE,
4. FERBUIEHRERE , BiEE AdJ/Edit Attributes (FTIB/iREB ).

EBRAERYHEAREBEEGRERZR , FERBFNEREEL BBERBERTEH
TAEENFMERERER, SRR TFABCPHEEEFTECAEREINSBNERMC. 0FE
SEMEF |, 552 Amazon Inspector Classic 5F4& &AM A HITo

5. EEXPEFRREHARESR , HE2 Findings (FAERER) EEALANB TEHE, EHEAFHR
F , #$E Export all columns (EE HFTE#) =X Export visible columns (& i 7] &.##)

AR EEHAASRT , e B HEEER S Epoch BB
6. FEMEBMNNBERE K FEBRERERELAINGRITWALEGENE—F& , ST
{E# ID = CVE MRk, e ERM T IBREMETM  FEEREFERE LA LANREET.

7. BEMBRAERER , FBAE Assessment runs (FHE#T) HH , ARBFELECRMBROFER
R2#iT. RBRBEMER, HRBBVETRE  FRE Yes (B).
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/A Important
&8 L MIBR Amazon Inspector Classic FHEBIBBEEE., EEMBRFEEEITER , |REW

BN 7N

FRE B TE B MATA RN SR 1T MR,

B A EIBE (T DeleteAssessmentRun APl SR BREE(L #11To

P4\
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SRS

Amazon Inspector Classic FEfhHE = —BXH , FHERBAFTGETPIENRBFEMER. &9
EHHRE. 2ERERAEHREE , IARMBESREZER . FEBTRITHE , BABRER
HITEERE,

® Note

BRRESTEY 2017 £ 4 A 25 Bz RBEMNFMEHTELERS , LHF R Amazon Inspector
Classic PR LR &£ 15 7 A,

B DR A T R WA |

- PAERBREBES - LBESSTIER
- FHMEHE
- FHMEITHIRIAY EC2 BITERRETE
- FEBTHESHNRAES
- BEBEFENFHEES , 2FHA EC2 BITEEBNEERFE

- TEHE - UBETLSREERBETESNAMBEEN , LB EHSH BB FEFNATEERR
ENRABE.

EEFEERE

1. 7£ Assessment runs (FHME#IT) BEE , B EREEERENTIEEIT. BREERECKA
Analysis complete (2 #75E K)o

2. £ Reports () M T HEZHRFEBITHRESE R

/A Important

#2025 3 A 24 BRK , FMMABEETBESBREREIFAEERNBEELEA.
Lt & FA AT E Amazon Inspector 12 & FEE,

3. 1£ Assessment report (LA Re) BEAHRP |, BEELERAENREER (
R#HERKN (HTML 5 PDF), #ZE#1ZF Generate report (BEEH]SE).

B s RN STEWE)
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ERAEER

1B TEIR GetAssessmentReport AP R E & SR &

& EMBRFERE  FIITUTERF.
i BRER &

£ Assessment runs (FFEEL1T) BEH , BIELERBRNBITIERE , REIERE Delete (MIBR). HR
HRR TR , FHEE Yes ().

/A Important

#£ Amazon Inspector Classic 1 , BB EMBRERI RS . EEMERTETER , XBTH
FrE & AT PR A R RE S th HE M ER.

Bt A LU{E F DeleteAssessmentRun APl 3Rl BREE(L #11To
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Amazon Inspector Classic F1HYHEER1E B

BERR R Amazon Inspector Classic FFE#TH B L, SRR RMLERSMRERETN , SAREN
fIfRRELREE, flwn , METREERAEENBE EC2 H1THEE LRAIRERENX., FRTXENE
¥R, BEIFTERER,

WA EEEAH Assessment runs (FREE11T) EE LR HERR, WEHEFHAEF , FSBRBRARENS

ATEBRELETHEN AWS ER , Amazon Inspector Classic A BIETEHITFIE 2 oI FAEHERIER .
B ERAK Assessment templates FHHEA) HEKEITE, MEFHEA , F2RAEH R,

@ Note
REE 2018 F£6 A 25 Bz RBENHIT , T U UELERBET AR, ER=E Amazon
Inspector Classic FHIBEMRE B ANEHR, T8 , BRW—X , MEFAEATEHREE
C1D;:
FE

- BERRERE
- FEHR
- RARREETAEBERR

20 Rl

Amazon Inspector Classic TJ LAE 4 T 5 BERRER,

BE Description &

5 FMERETR  REETE
B NEREE® BEETNE
 EEEN  EBEALW
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Description

EC2 #1T
1E%8,

FHEAT
BEER
EC2 #if7
AR i1
B

EEE
EC2 #1T
B EHxT
F Amazon
Inspector
Classic 1t
BHRER,

B

B EC2
ITEEER
®].

EHEAR
EC2 #1T
B8 LK B
BT AE 14T
FTEMo

EBE
EC2 #i1T
g L=
RIEHNL
# Amazon
Inspector
Classic &
BREN.
EFEFFA
&R, &F
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Amazon
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BER,
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Description

B EC2
HITEEL
# Amazon
Inspector
Classic 1%
BEREXER
EERER
EAREE,

Amazon
Inspector
Classic 7
&R
EEC2 #
TR E

B

BELH
TERLE
Amazon
Inspector
Classic £
BN
FREUAER
e, 0
FEHE
#, FS2HE
Inspector
KEER,

B &
HhRERE
B EC2#
TER ,
BIATEE
L ATE R
# B &,
mEXE
HIEERK
BE B8
B Amazon

Inspector
Classic

Supported
EEZRHEM
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K
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Description

SR S
ae—EE
B RKRA
B,

BEEE
AR
RAEHT
XEBE
EC2 #1T
B E R
R

BIAEE
RRAKRAUE
e
A, BAR
AIRHFFE
1T,

By —@EX
BHEERR
RIEHRET
HEAR , |
HERT M EEA
BEREE
EC2 #1T
fER8, MmFE
EERIEX
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BE Description 2%
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B WEEERRE EFEBERE

— BULEATE 1TEMNT

# BHNHRAFE . EFH
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Al

&
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EMERRE
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ERERE
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EEARAYE
B, REB
SHEREHM
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BE Description 2%
KR
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B EwmEE ERBXIH
% iB Elastic T, E
B Load TR
R Balancing B, BHERR
BE egYEsE BFEEE,
B S g
i} EARAERE #HM.
E BE, AP
-&E HRERE
B PR IEARBE D
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ERET

# VPN 2|
EMEEE
BF , AEBEE
R AR A B
EAREE D ET
EEM, &
AREEBE
H {th 8 B &
ek Eill
WAER

£,

AEPERERE
B E R
RENFLMETE
BEAER
HY 2 1R B
KB AWS
Direct
Connect,
=
EI H fth 8 2%
EAREE N
HNRERE
E

ERBRH
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MEITERE
BF, BHEBR
BEEE,
BRI E
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Description

EmEAHR
HiE VPC
FEREEE
BE, RS
§RRRIE XA
BRIEARBEN
AP h R
BHREER
B H v iR
EARBENHE
BHRERS
R

AEHRR

Amazon Inspector Classic A] B EEMTI GBI FAEBENHRIER,

B EHERR

ERBRH
T, E
MEITERE
BF, BHEBR
BRI E
EBFI,

1. BAAWS EEX#EA |, I https : //https://console.aws.amazon.com/inspector/ FAEX Amazon
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£ A 528 Amazon Inspector Classic APl FEAY AWS
CloudTraill

Amazon Inspector Classic B2 fR#EE S AWS CloudTrail , lWIRIEFRHEERE. £AEH AWS REE
Amazon Inspector Classic P BNz B)fERYEC8%. CloudTrail €#% Amazon Inspector Classic FIFTE
AP| FEIEEER AEH |, EFE K B Amazon Inspector Classic £ AL | LUK ¥ Amazon Inspector
Classic AP REMEX TR, MREBIRE , BIF L CloudTrail B4FE3 4 E Amazon S3
fR1FETEE , @¥E Amazon Inspector Classic BVE#H, BIMERAREREEHRE , KA T LUEIR CloudTrail &
EEAE®HH Event history (BHE L LK) RERHEH. B LEH CloudTrail FTUNENERR |, HE
¥t Amazon Inspector Classic 2 HHFER, RHEFERMN IP ik, REFBRHAE, REBRNEGESE
%,

EE#—%F 7 # CloudTrail , 5528 "AWS CloudTrail fEA &SR 1 . 1% Amazon Inspector
Classic APl IREERBE |, 5528 (Amazon Inspector Classic APl &) i E){E,
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i, ZEHSHEEHRELLHEPNEM AWS RBEEH— 2 HE CloudTrail B4, B bRR, #
ENTH AWS tRFNENEH. WFFHEA , F2EEA CloudTrail S4B R HBRREH,

£ B EREE AWS tREFREH , 23F Amazon Inspector Classic WE# |, SRV BHE, REAE
#Z CloudTrail # HFFE R FE Amazon S3 FEETE. EXHEABIEHEHKE  REMECHKER
SEMATME AWS BlE, RESEHE AWS 23 EFFIEESNEYN , X AFEREXITIEEN
Amazon S3 EFETEE. LI, BELIEREHE M AWS fRTE , LUE— 5 2 FEE CloudTrail BEEHRFR
WENSHER., NEFHEER , F2ETIRE :

- By BMAEIE
 CloudTrail X EWRBMNES

« X% CloudTrail B Amazon SNS &40
- RZEEEFHEW CloudTrail BEEER , ARKZERF#W CloudTrail HiFER

CloudTrail 52877 Amazon Inspector Classic #/E , SIEMEFIRE , Hln
ListAssessmentRuns#l DescribeAssessmentTargets , AR EEIRME | Hlin
AddAttributesToFindings#l CreateAssessmentTemplate,
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CloudTrail R €524 Amazon Inspector Classic M BIRIENFEREA . FrEEHM Amazon
Inspector Classic #R{FE S HFERMEEEF.

B-ESEMHUARERNESLSELEFRENETA. B EATHEEHE T5IEHE !

- REMEAE R AWS Identity and Access Management (IAM) A &EZE A ERHE HEES
- RUBGERE , REFATHEACERHME s EAENEHERLEEHE
- ERESHHEM AWS RERESY

MEHMET , 5528 CloudTrail userldentity T,

T #% Amazon Inspector Classic H%#E 318 H

EHR —EERE  EBRBHUARERNEAIAREIEEN Amazon S3 f#FRTE#, CloudTrail B
BRUS-—VZEAFER, EHARKEEMARENE—FR , XTESHHF ‘REM’IE BEm B A
B, UKk EAMEE ?’@?ﬁﬂﬂﬁﬁﬁﬁnﬂo CloudTrail BFE XK AT API FILAHEERBHEF , RtTE
BB EIERFHR.

T %I 345 B8 7~ 'R &8 Amazon Inspector Classic CreateResourceGroupi® 4R CloudTrail HEEEE

"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"
}
}
I
"eventTime": "2016-04-14T17:12:342Z2",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"resourceGroupTags": [

{
"key": "Name",
"value": "ExampleEC2Instance"
}
]
1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666:resourcegroup/0-
oclRMp8B"
1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",
"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Tf0",
"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"
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W XEH Amazon Inspector Classic BRI 2 E & AWS CloudFormation , FF2 B T 5 E:& :

e AWS::Inspector: :AssessmentTarget

* AWS: :Inspector::AssessmentTemplate

* AWS: :Inspector: :ResourceGroup

/A Important
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KHMEIRE, Security Hub CSPM &1E#5 AWS IRF, BREMXEBNE=SEERHERKELZLE
B, WIHBEIMELBR2UERNESELEIEFNRZEEE,

Amazon Inspector 8 Security Hub CSPM Z & 7] B I& ¢ B EFE f& Amazon Inspector {Hix £
Security Hub CSPM, #&# , Security Hub CSPM AILAE B BN L MBS ELAETHER,
AR
« Amazon Inspector #0{a#% BB 5 E EiX E Security Hub CSPM

« Amazon Inspector i B EFEEHE

- EIABEEELEE

« #3EM A Security Hub CSPM BEE R

« B3 Security Hub CSPM VB ERAEE R
« Amazon Inspector B R FRE R
- MAHEREES

- WAELEEBEEE

Amazon Inspector WAl % B EFEFIiXE Security Hub CSPM

£ Security Hub CSPM 1 |, B Z £ BEMARERERETER. FLEBEBTERE AWS HRHER
E=ZHEEBHEREIMREE, Security Hub CSPM th 5 —#H#RA| , TAREAZ S BEL EERE

o

BE.

Security Hub CSPM Rt AREBFIEELRREERAEFERINIE, BUURGELEEZEEFET
x, UHMIRMBEFENHEMET. F28 AWS Security Hub A EREETFNRERIESE, Sl
BMEEEENTERE, 520 AWS Security Hub A &8P HH B EEEREEE,

Security Hub CSPM R FTE BB BFEREAEA AWS T2 BBEEKRRN (ASFF) WIZEZEE JSON #%
Xo. ASFF 2 ERERR,. SHENERUARBEEEBGMRENFHAER. FSBEAWS Security
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Amazon Inspector B4 EEMNFIERERZ REIXZZE Security Hub CSPM,

Amazon Inspector EHZ £ FAERLRAWS &3 (ASFF) #&FAER REIXE Security Hub CSPM, £
ASFF /|, Types MR HEBFEEA, Amazon Inspector WIRAERERATUEE TSI ETypes.

- BEREEF4EAEChecks/Vulnerabilities/CVE
- BENEEBREAWS T2 REER/BRELREE
- BENEERE/ EZNERIEE/CIS THBCEE

EAREEFEL
E Amazon Inspector ZEV HWEBEEER , BESER 2 #EREIEZE Security Hub CSPM,
#3% F F Security Hub CSPM BFER

B Security Hub CSPM #E£FH , Amazon Inspector @EREXEEEFE  BERRIIBEETES
1o

B3 Security Hub CSPM FIRERAEHER

KRAEZEREEZE Security Hub CSPM # , Amazon Inspector EEHAERR , URMAERER
SEENHMERER, EREH Security Hub CSPM 1 #) Amazon Inspector FAE# R4 % Amazon
Inspector,

Amazon Inspector FELBIBELFE R

Amazon Inspector fEAZ £ FAEHZRAWS %30 (ASFF) #43

A& 45 R EIXZE Security Hub CSPM,

LLF & Amazon Inspector HY B8R & R &I,

"SchemaVersion": "2018-10-08",

"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@0cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/0-PmNV@Tcd",
"AwsAccountId": "111122223333",

"Types": [
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"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"

1,

"CreatedAt": "2020-08-19T17:36:22.169Z",

"UpdatedAt": "2020-11-04T16:36:06.064Z",

"Severity": {

"Label": "MEDIUM",
"Normalized": 40,
"Original": "6.0"

.

"Confidence": 10,

"Title": "On instance i-0cl@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0cl10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-Qaf64c8a5eb30ca75 and IGW igw-e209d785",

"Remediation": {

"Recommendation": {

"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
},
"ProductFields": {

"attributes/VPC": "vpc-a@c2d7c7",

"aws/inspector/id": "Recognized port reachable from internet",

"serviceAttributes/schemaVersion": "1",

"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/@-Ck2F6tY9/finding/0-B458MQwe",

"attributes/ACL": "acl-154b8273",

"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/@-rqtRVOuUO/Tun/0-Ck2F6tY9",

"attributes/PROTOCOL": "TCP",

"attributes/RULE_TYPE": "RecognizedPortNoAgent",

"aws/inspector/RulesPackageName": "Network Reachability",

"attributes/INSTANCE_ID": "i-0@cl@c2c7863d1la356",

"attributes/PORT_GROUP_NAME": "SSH",

"attributes/IGW": "igw-e209d785",

"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/0-PmNV@Tcd",

"attributes/SECURITY_GROUP": "sg-@af64c8a5eb30@ca75",

"attributes/ENI": "eni-078eac9d6ad9b20d1",
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"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
.
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"

}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
.
"RecordState": "ACTIVE"
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