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(R 2 BEFTY) ERTIRE Edit (W) , TREACNERRGIFMETT,

1. (ER) EHEEERFEAREY A BPEENEEERE, NFARE IAM FEARBRHF
&, F2H8 (AM E£REERE) FHERE IAM &R,

12. BEAAE , REIERE Create role (B AE),

A SNS BAH ((ZA)

E TSRS , BT LRA Amazon SNS (SNS) BAHl , AERZER HENFERERFRER, &
RYBFIEP , BigeHH MARKRE HERETFRANBRBREREEH.,

1. WMREEAKRIZE , MR AWS Management Console E R BUR LAFZEL SNS,
B R IAM EREEEPEEREES IAM EAEFENETR , EW
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction B3k AT itk B4,

2. FRAWS oTE#E A, EEEERT , BERET2M. Bk , ARBERE.

3. %t Device Defender #E#% X EREIEKSD , EZERA SNS REE,

4. 1B Enable (BAA).

5. $HXE  BEBUHNIE, SEEMBA IoTDDNotifications , REBBEEN, $HHA
& | BIBSRE E7 AWS loT Device Defender ## IAM At (EF) BAINAE,

6. EEEH.

7. WMREBEFEB Amazon SNS #HRMEF PN E FEHIREA , F2BEA Amazon Simple
Notification Service &4 £ & B A,

RXFECER (B M)

WA F R B AWS loT #$ & A8 ZE CloudWatch Logs. EA[BERGREZER, BARET
EEEELEER.

X F RC 8%

1. BBLAWS loTE#E A, EEEERIZERE,
2. KRBT, BEEEBAR.

3. HHEEmMAR , BEEIAG, $ABWERAB AWSIoTLoggingRole , SWiBEE I, #&HBHER
BX,

BF SNS BA ((ZH) 11
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AWS loT Device Defender AWS IoT Device Defender B A E15F
4. SHETBAFEER , BIEFERE (RFEHEER).
5. EEEH.

ML Detect ¥

EWAFERF , BRI ML Detect ZE£MRER , ESEMAMREER (ML), RBEKENESL
EREREVEMITANER, E ML Detect B3 ML #EEE , MA D ERHEE, £E2E ML E#E 2
®, BUFERGANREER , YERHECHEIINEE.

% ML Detect X E API fl CLI ss VM ERA , 5828 ML Detect,
KEGETHEHD :

o MEFH

o W{AEEE A B ER ML Detect

o WN{AJ#2E CLI £ ML Detect

DB R

- AWS IEF., MBLRENE  BSEEE.

A EEZE AP EA ML Detect

HERE

« BRA ML Detect

o ESPRIREY ML RERUAREE

- BEEHN ML Detect R
. SN ML BR

- BRETRHNBEAMRE

- BBECDEINEEEE

BYF ML Detect

THREFFFR A E F 2 A B ERE ML Detect,

ML Detect 1§/ 12
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1.

B L BRENBEKEYL ML Detect HRIEFRPEBHNR/NALEERE | UEFEIIEMEHME
BER, MBEETERKE  FHRELANZLMIEECEREIER  XEETURNG Y43
#Ho

£ AWS loT FEZEAWEEEKH , ER Defend (FHE), #KFi2#2 Detect (1538). Security
profiles (Z£& X EHE). Create security profile (B Z£MEREME). Create ML anomaly Detect
profile (B ML EFEBIFRER).

£ Set basic configurations (FREEARE) EE L , BT T HIEE -

- 1= Target (B18) T , BELN B EREEFE,
* £ Security profile name (Z£MREEER) T , AR MREENEE,
- (#H) 7£ Description ({#iX) T , LA LR E ML FREREN G EHEHR

- 7£ Selected metric behaviors in Security Profile (£ 4R ER P ZINIEEZTA) T |, BELR
EEENIBE,

mEEEE AT EA ML Detect 13
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Set basic configurations
Step 2 - optional
Security Profile basic configuration

Step 3
Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
C or underscores. A Secur Ly Profile name canneot contain any

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints .
. Datapoints .

. ML Detect required to . MNotification

Metric Type i R required to
confidence trigger £
clear alarm
alarm

Authorizati

,D”z @ Cloud-side High 1 1 Suppressed
n failures
Connection

Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed

received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

& , FEE Next (T —F),

4. 7£ Set SNS (optional) (527 SNS (ZH)) EH L , EEERBEEREBHRERTHNTAR , BRE
HIEY SNS X, EEFELERARZEMEFTIE SNS TEH 1AM ﬁ@o

MRERAKRE SNS A , FEATIHIRRELEFEEFINXEEETBRAAE,
- BEE |AM E2A, EEBEEKEYF , 22 Roles (A1) , REBIRIZ Create role (BRI H ),

mEEERAERFER ML Detect 14
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* 7 Select type of trusted entity (ZZEAIEEEITERER) T , ##ZE AWS Service (AWS Bk
%), M1 , £ Choose a use case (IBIEFEAZEH]) T , i#IE loT , A4 Select your use case
(REUEHI ARSI T , 22 loT - Device Defender Mitigation Actions (IoT - Device Defender
BEBE), TRE , 55121F Next: Permissions (T—2% : 551),

+ 7£ Attached permissions policies (E#EFFATEER) T , R SIEE
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction , #A1#%1## Next: Tags (T —
T ER),

1 o 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies Q search Showing 6 results
Policy name « Used as Description

» AWSloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...

» AWSloTDeviceDefenderEnableloTLoggingMitig..  Permissions policy (2) Provides access for enabling loT logging for ex...

AWSloTDeviceDefenderPublishFindingsToSNS...
AWSloTDeviceDefenderReplaceDefaultPolicyMi...
AWSloTDeviceDefenderUpdateCACertMitigatio...

AWSloTDeviceDefenderUpdateDeviceCertMitig...

Provides messages publish access to SNS topi...
Provides write access to 10T policies for execut...
Provides write access to loT CA certificates for ...

Provides write access to 10T certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

+ 7£ Add tags (optional) (FTi8Z%H (ZF)) T , KA EEEELAGEVEBNEIAER. =
R , B I&1E Next: Review (T —% : #R).

« 1£ Review (#B) T , REZNAC—ERE , IER
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction 2%|7R7E Permissions (FF )
T, ME (AWS AR : iot.amazonaws.com) B %I7R7E Trust relationships (S EEHR) To T
B¥ , iBZ Create role (B Af),

w{AEER A P FEA ML Detect 15
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Identity and Access
Management (IAM)

Dashboard

Access management
Groups

Users

Roles

Policies

Identity providers

Account settings

w Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Identity and Access
Management (IAM)

Dashboard
= Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

4

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

Permissi Trustr

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role @1

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

cl

/
2020-12-2117:13 PST

Not accessed in the tracking period

~ Permissions policies (1 policy applied)

Attach policies

Policy name «

» N AWSIoTDeviceDefenderPublish FindingsToSNSMitigationAction

1 hour Edit
Tags Access Advisor Revoke sessions
© Add inline policy
Policy type +
AWS managed policy X

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

P issi Trust rel;

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit
&

/

2020-12-21 17:13 PST

Not accessed in the tracking period

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities

The following trusted entities can assume this role.

Trusted entities

Conditions

The following conditions define how and when trusted entities can
assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

£ Edit Metric behavior (fREEIE1E1TA) EE L , B LB ML 1TARE.

WMAEEEEFER ML Detect
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AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect Security Profiles

Create ML Security Profile

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures

Behavior name

Authorization_failures_ML_behavior

Datapoints required to
trigger alarm

1

Datapoints required to
clear alarm

1

Metric

Authorization failures

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High ¥

Bytes in

Behavior name
Bytes_in_ML_behavior

Datapoints required to

trigger alarm

1

Datapoints required to

clear alarm

1

Metric

Bytes in

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High v

Connection attempts

Behavior name

Connection_attempts_ML_behavior

Datapoints required to

trigger alarm

6. THRE , FEIE Next (T—%),
7. 7& Review configuration (B %E) EE L A BB LB ERBBTEENITA

_ﬁ)o

Datapoints required to

clear alarm

Metric

Connection attempts

Notifications

ML Detect confidence

Suppressed ¥ |

| migh v

, RRIZFE Next (T

w{AEER A P FEA ML Detect
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AWS loT Device Defender Detect Security Profiles Edit ML Security Profile

Step 1

Review configuration

Set basic configurations

Edit
Step 2 - optional !

Edit metric behaviors

Step3 Security Profile basic configuration

Review configuration

Profile name Target Description
Smart_lights_ML_Detect_Security_ All registered things ML Detect security profile for
Profile monitoring smart lights

Selected metric behaviors in Security Profile

Datapoints

. ) Datapoints
Behavior . ML Detect required to ) No®
Metric Type . A required to
name confidence trigger
clear alarm
alarm
Authorizatio
n_failures_ Authorizatio . .
_ . Cloud-side High 1 1 Sup
ML_behavio n failures
r
Bytes_out_
ML_behavio Bytes out Device-side High 1 1 Suf
r
Connection_
Connection
attempts_M Cloud-side High 1 1 Suf
X attempts
L_behavior
Disconnects
_ML_behavi Disconnects Cloud-side High 1 1 Sugp
< >

8. HEBEUTZRLUZRELZR , RNEREENEMDE Security Profiles (REMREE) BE , H
PEHRTEYNZEMRER,

® Note

e ML BB RN ZEEFRE 14 R BET. RENEELRERNRERD , &7
RREETHRZREIET.

EEPRIBM ML R Bk AR

EEN ML REERINGRIIRABE , SRR TS REREZERLEE,

w{AEER A P FEA ML Detect 18
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1. TE AWS loT EEANEEEKT , BB Defend (FHE) , REIZIE Detect ({E381). Security
profiles (Z £ M #HIRTE).

2. 71ESecurity Profiles (Z& MR ER) EE L | BELERPEN T EMRERE, RE | BIE
Behaviors and ML training (1T A8 ML JI#).

3. £ Behaviors and ML training ({TA8 ML 3I#&) EE L , BE ML BEWIIREE,

EENERARRER Active (HEAF) 2 , CERBENERABRBRMEEIAR  XEXEH
RIERE,

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P LowConfidence_MladBehavior_ NUM_LISTENING_UDP_P LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
ORTS ORTS _CONNECTIONS

Model status Metric Model status Metric Model status Metric

® Active Listening TCP port count © Active Listening UDP port count ® Active Established TCP connections count
Last built Confidence Last built Confidence Last built Confidence

March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low

(UTC-0700) (UTC-0700) (UTC-0700)

Target Notification Target Notification Target Notification
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileU i Not supp
group—13d34e0d2c8e139e group--13d34e0d2c8e13% group--13d34e0d2c8e139

Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm
%,of all training days required %.of all training days required % of all training days required

@ Note
MRENRBERNFAPER  FRECHEENS RE

ED
o‘}(_b

BEEH ML Detect R
HEEEAN ML BRI ERBIFETERERSZE  SUNEHRENATHEBBRINER,

1. £ AWS loT EEANEEEKRSD , B Defend (BHE) , R%IiRIZ Detect ({838). Alarms (B
o

w{AEER A P FEA ML Detect 19
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 @
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-6f8379bc-c245-4ffe-8ef7- fden Rule-based Al‘)‘;n"”.““””ffa““’es Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52e78975¢ : 0 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- fdes Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) be53ba72b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-333891f7349 Notifi 0 failure(s)
September 03, 2021, iotconsole-23eBecda-2162-456e- Authorization Fallures Authorization failures:

fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) 38c2-302c38261618 MNoti . 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b9063228F 0 failure(s)

2. WREBEE History (BEiCHK) BR , SRR AIBERE RREZKENFMER,

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

o~ —
-— \_‘./ ——
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep 3

@ natarm ¢ Alarm cleared [l Alarm invalidated

EEZESFHMERN , 387 Manage (BXE) T&#F Things (W11F). BELEEEFHESFHFME
A, REBEBEZE Defender metrics (Defender 351E), &M LAfZEL Defender metrics graph
(Defender 15ZE) , X ERPRE Active (ER ) EBNVEMEEHTHAE, FUHEBER
T, HEFEBERABRKNPNIEE , SERMBER. EAUEIREBRNET,

w{AEER A P FEA ML Detect 20
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AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
sh v
i
Message size - Maximum
Activit
1000
Reset zoom
. - d— A
Violations 750 i y
i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801
500
250
) - & A
0
12:45 12:50 12:55 12:00 13:05 12:10 1218 12:20

=k~ Message size — Maximum

WAL ML B R

EE;@E’J ML BB R ETER TG 2R , BUTUERLZEURERN ML TAREUNZEA
&, THEFERIAE AWS CLI HEHEREMRERN ML TARE.

1. £ AWS loT EEANBEEFESD , BF Defend (BHE) , REZIBIE Detect (1838]). Security
profiles (Z £ MR HE)o

2. fESecurity Profiles (Z£ M ERE) EH L , ERNAERBECZE MR ERES BRI AR, A
#% , 1B1E Actions (B)1E). Edit (#REE).

w{AEEER A P FEA ML Detect o1
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TG

Types

Thing groups
Billing groups
Jobs

Tunnels

P Fleet Hub

b Greengrass

» Wireless connectivity

» Secure

AWS loT Device Defender Detect Security Profiles

Security Profiles (30+) m m
N

Delete

Threshold Metri
Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
) ) . : March 17, 2021, Suppressed
‘ ©  smart_lights_ ML Detect_Security_Profile ML 9 c All registered things oo =
March 16, 2021, Suppressed
MyEmptyGorupSP ML 6 - EmptyGroup 17:52:01 (UTC-0700) (6)

3. 1f Set basic configurations (R EEARERE) T , BRI FAERZLMREEBEYHEE K S8E
FEERNEE,

AWS 1aT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.
Step 2 - optional

Security Profile basic configuration

Step 3
Target

All registered things

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unigue name containing only: letters, numbers, hyphens,
colan, or underscores. A Security Profile name cannat contaln any
spaces.

Description - eptianal

ML Detect security profile for monitoring smart lighty

Selected metric behaviors in Security Profile (6] s

¥ou can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ | | Add device-side metric ¥
Datapoints .
; Datapoints e
R ML Detect required to . MNaotification
Metric Type ) | required to
confidence trigger 5
clear alarm
alarm
Authorizatio i
o failures Cloud-side High 1 1 Suppressed
Connection i
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
M
essage Cloud-side High 1 1 Supprassed
size
Messages Cloud-side High 1 1 Suppressed
- I uppr
received d i
Messages i
Cleud-side High 1 1 Suppressed
sent

4. BELUEEZE Edit metric behaviors (fREEEZETA) REH FHE—IE,

w{AEER A P FEA ML Detect 22
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. EBERMEMN ML ERE BB
.« EREREMN ML HEERE

o M ML Detect A EE

« I8 ML Detect B4H (5 I0Not suppressed (K#P4l). Suppressed (2#14%!))

AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - aptional

Edit metric behaviors

Step 3

BB TRV BRI E

Security Profiles Edit ML Security Profile

Edit metric behaviors - optional i+

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures
Behavior name Metric

Authorization failures

Authorization_failures_ML_behavior

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric

Bytes_out_ML_behavior Bytes out

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1

Connection attempts
Behavior name Metric

Connection attempts

Connection_attempts_ML_behavior

Datapoints required to Datapoints required to Notifications ML Detect confidence

trigger alarm clear alarm Suppressed ¥ | | High ¥

RERFREL RUAZBEBRENELR | UELLENE TR, ENHBEENERRENETEECENE

To

w{AEER A P FEA ML Detect
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1. £ AWS loT TR ANEEE KT , BB Defend (FFE) , REIZIZE Detect ({H8]). Alarms (B
R)o EEERUEHBRIFME,

AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ]
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
- Authorization_failures ) p

September 03, 2021, ¥ - c245-4ffe-Bef7- ; _f .

eptember iotconsole-6f8379bc-c245-4ffe-8ef7. e - _behavior Authurlzatlon failures: Unknown R
15:50:00 (UTC-0700) b2b52e78975¢ Wotificatio 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a8c-a7a1- s alehased Authorization fallures  authorization failures: |
15:50:00 (UTC-0700) be53b472b850 W 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) ada6-333891ff7349 0 failure(s)
September 03, 2021, iotconsole-23eBecda-2162-456e- s Rule-based Authorization fallures  authorization failures:
15:50:00 (UTC-0700) aBc2-302c3826f618 ion: 0 failure(s)
September 03, 2021, iotconsole-85e0278e-2%9aa-4554- fd Rule-based Autharization failures: Unki
15:50:00 (UTC-0700) b3b6-111b9063228f = viehase 0 failure(s) nknown -

< >

2. 1EE Mark verification state (fREEBRFTEAMRRE), RBAREBEX B

3. EREENRINE. WAREBHEHE (BIE) , RRRE Mark (]R52). LBFERRERENHEHR
1 RAG FTE & R o

Mark verification state X

Select verification state
Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.
Unknown A
True positive

False positive

Benign positive

Unknown

mEEERAERFER ML Detect 24
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BHECHEANEERE
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1. (ER) eERERBEEREDEN  BRALKERRMETE  SERKEBEH P, ShAUERR
BEE

2. EEZF Manage (E¥). Thing groups (Y148 40) , AREBEZE Create Thing Group (ZM ¥1#4 &
), mREHNYHEE EAHEBRED , RMPLBYHEHASDE A Quarantine_group.,
Thing group (W4 8E40). Security (Z2M) T , A TEHERERIWHEA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "iot:*",
"Resource": "*",

AWS loT X AWS loT Thing groups Create thing group

Monitor
Activity Create Group
» Onboard

¥ Manage
Things Create a Thing Group
a5 Create a group of selected things. You can add and remove things from your group after Create Thing Group
Tvp creation.
Thing groups
Billing groups

SEREF |, 1232 Create thing group G2 ¥14FEH4E).
3. BACEUYHEE 6 MERMEL—EEHEEE , BBERPHEERE Quarantine_group.

£ Defend (B5#). Mitigation actions (#Bf#Ei{E) T , {22 Create (B3I),

w{AEER A P FEA ML Detect 25
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AWS loT x AWS loT
Monitor
Mitigation actions (2)
Onboard Created date Actlon name
» Manage November 03, 2020, 23:21:17

Disable_Device amcaws:loteu- t-1:614743118091:mitigationaction/Disable_Devic
[UTC+0000) stloteu-wes 311809 1:mitigatio /Disable_Device

» Greengrass
June 08, 2020, 19:04:23 e SRy .
(TEs0100) fitigatePolicy am:aws:lot:eu-west-1:61474311809 1:mitigationaction/MitigatePolicy

¥ Audit

4. 7£ Create a new mitigation action (B FWVRBENE) EE L , MATHER,

- Action name (BMEE ) | BENEBEEED S , HlW Quarantine_action,

« Action type (BMEEH) : BRIZFEENER., EFIHEE Add things to thing group (Audit or
Detect mitigation) (A Y145 #7118 W4 AFE (BT ERIRRE)).

« Action execution role (E)MEHTAR) : EUACREERE/E WMRELXEEIAGH

fE)o
 Parameters (B8) : BIEYHEHE, RMITLUEH Quarantine_group , ERBEMEREIL
Mo

w{AEEER A P FEA ML Detect
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined

actions for the different audit checks and detect alarms to help you resolve issues quickly.
Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions £

v Permissions

v Trust relationships

You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role

Parameters

Thing groups  Info

1 thing group(s) selected.

Thing groups Summary

Quarantine_group

ERE , BERT. CREEUSERTPREREREMAFANREDE , BIRATHE
RENRBEE,

Select

Close

2 By e

5. BEZE Defender, Detect (f5l). Alarms (B7R). BAILTE Active EAH) TEEWMLERERER

BT , o

WMAEEEEFER ML Detect
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 ]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures

fdsa Rule-based _behavior Unknown -
15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Authorization failures Authorization failures:
fdsa Rule-based Unknown -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-33389147349 Nott 0 failure(s)
September 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-302c3826f618 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b3063228F 0 failure(s)
« >

ENZERERRHAEMNERE | AEI1EIF Start Mitigation Actions (BLEN R R BN 1E)

6. £ Start mitigation actions (B E)#EfEE)/E). Start Actions (RRENENE) T , BEUETE R B EE
BitE, flan , FFIASiEIZE Quarantine_action , A%iEIZ Start (B(E)). BEENBIER Action Tasks
(BEER) EE.
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Start mitigation actions X

Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions
The sequence of action excecutions follows the order of selected action(s)

| _ a

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

7. IRTE , £ETE Quarantine_group HIEEE A MEBRAURESIZRETINWEERKTER, KA
R, BuBEER YA BEREREUE — S EE,

AWS 10T Device Defender Detect Action tasks

Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
Thing groupis):
December 02, 2020, 14:19:57 (UTCZ) 73fad2ea-9bd8-4800-af3a-3dbe120b91e7 Quarantine_action Add things to thing group Override dynamic groups: false (@ Successful

Quarantine_group

WA #& B CLI A ML Detect

Ty ERIMMAER CLI 5%E ML Detect,

HERE
» BUH ML Detect
o BEIRIREY ML AEBUHRRE

o BEEH ML Detect R

w{AEEL CLI £/ ML Detect
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- HEREN ML ETR
- BREETHNREME
- RECHBRNEERME

EXF ML Detect

Ty RFERNMIE AWS CLI BXA ML Detect,

1. BERENWEREREIL ML Detect ZRIEFRPERNHZPLEERT , UFEIRNEMRBER

B, MBETERRE  FREENHNYHURCERIZSMRERNYHEFAD.

f£H create-security-profile a8 ML Detect Z2 MR ERE. THEHEREIEAH
security-profile-for-smart-lights WREMRERE , REEZXNALREE. BEXK
RE, EREHRE , URPEEFIE, WEFEEH mlDetectionConfig , AEERES

£ ML Detect #£58!,

aws iot create-security-profile \

--security-profile-name security-profile-for-smart-lights \

--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}
.
"suppressAlerts": true
.
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

w{AEEL CLI £/ ML Detect
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"suppressAlerts": true

I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
B4
{
"securityProfileName": "security-profile-for-smart-lights",

"securityProfileArn": "arn:aws:iot:eu-
west-1:123456789012:securityprofile/security-profile-for-smart-1ights"
}

3. ETXR, BENZLMRERE— NS ENMHHEAE BB, £/ attach-
security-profile % , BYUHFHEEEEEZNLZEMEBERE, Ti&EESE4
ML_Detect_beta_static_group W¥YIHBHEE security-profile-for-smart-lights
T MERERE BB,

aws iot attach-security-profile \
--security-profile-name security-profile-for-smart-lights \

WAAHEES CLI 62/ ML Detect 31
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--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:thinggroup/ML_Detect_beta_static_group

B

72N 0

4. HEEBUTEENREMRER2ZR ML EEREFRKRIIR, 0K ML ERIRNZEFTE 14
RTBETHK, 14 R , MRENRKELBEEMERETD , EUUAEREIETR.

EEIR B ML R ELjiRRE

T 32 PR R AR ET PRV AIRE R AR ML R 2L,

« f{ff get-behavior-model-training-summaries N HREHE ML BRWEE, TIE
BIEES security-profile-for-smart-lights REMREEN ML ER 3| REER
=, modelStatus BERTHEAERTEZHIIER , IRHRBETANERERE.

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

B
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

},

{

"securityProfileName": "security-profile-for-smart-lights",
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(@ Note

MRENBEEARMFARER |

"behaviorName": "Authorization_failures_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",

"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",

"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"

i
i
il
[3&
=
P
[
2
o
|
R
El
o‘}ﬂ:

w{AI#EE CLI A ML Detect
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B M ML Detect R

EEBARN ML ERYWEEFETERTG2E  BUUEHRRERNFHANTAER. FHRFE
RUNATE AWS CLI PR R E R,

- FEEBEMEERATYME R, BEH list-active-violations 8%

aws iot list-active-violations \
--max-results 2

B

"activeViolations": []

HE , LA UBIREEERRMEA list-violation-events S IRETNAEER. THIE
FI5) 4 2020 £ 9 A 22 H 5:42:13 GMT | 2020 &£ 10 A 26 H 2020 5:42:13 GMT HiER=E
#,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

B

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

mEFEE CLI £/ ML Detect 34
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"confidenceLevel": "HIGH"

}I

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

iy

"suppressAlerts": true
iy
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uPlpfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qxvdxGE1GmRb
+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJIi5zKDz9FVbrz9qZZPtZJFHp"
}
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MAREN ML B R

—BRE TN ML BRI EFFETERTE , ERUTUEFTRSHERERN ML THRENEEH
&, THEFERIAE AWS CLI HEHEREMRERN ML TARE.

- FEBTFRLMEBEEN MLITRERE , BFH update-security-profile i, T5IEEHI
S@EH security-profile-for-smart-lights REMRERNITE , FEABE—&TA
# confidencelLevel , WEUHMGIFTETARBE A,

aws iot update-security-profile \

--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
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"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {

"mlDetectionConfig": {

"confidenceLevel"” : "LOW"
}
1,
"suppressAlerts": false
I
Wi
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
b
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

w{AEEL CLI £/ ML Detect
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}I

"suppressAlerts": false

"name": "num-disconnects-ml-behavior",

"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"

}I

"suppressAlerts": true

15

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

BB TR BRI E

BUERRERERLCER , B BEREREZERE R
« DRERENZRENHRRLE TR, Sl , eESBERVBRER

A .
T .

ERRERRY , FEA TS

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

BRECENNEERE

1. M create-thing-group ¥ , SFEEBEBERIMHEE. ETHEH S  RMSEILS

% ThingGroupForDetectMitigationAction BY ¥4 B¥4H.

w{AI#EE CLI A ML Detect
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aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

B
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"

}

2. ETX, M create-mitigation-action S REBVEEEE, ETHEHF , RMASEY
A detect_mitigation_action HiEMEEE , BEAREAZEEDEZ IAM A1 ARN, Efitg
ERBENERNZBENSHE. ERHERT , RANERSEUEBIRM LB LN IEE
#8 , A ThingGroupForDetectMitigationAction,

aws iot create-mitigation-action --action-name detect_mitigation_action \
--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
B
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a30-bf4c-44bb-a547-1ab59ffe67c3"

}

3. ffR start-detect-mitigation-actions-task SN REEEBEEEETR, task-
id, target M actions RHENSE,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationlIds" : [ "violationId-1", "violationId-2" 1 }' \

WAAHEES CLI 62/ ML Detect 39
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--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

"taskId": "taskIdForMitigationAction"

4. (BH) ZERGEEDITEWERBIERNT , BEMA list-detect-mitigation-actions-

executions 5.

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

B

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",

5. (#F) £ describe-detect-mitigation-actions-task @R RENEEEBSETKEHIEE
E#o

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

B

wqE#EE CLI £/ ML Detect 40
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{
"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,
"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"
1,
"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
1,
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":
"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,
"overrideDynamicGroups": false
}
}
}
1,
"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": 0
}
}
}

6. (BF) ZENMSEMBETKNBE  BFH list-detect-mitigation-actions-tasks

ADLA
AP o
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aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

B

"tasks": [
{
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

3,

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
b
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:role/
MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

15
"taskStatistics": {

WAAHEES CLI 62/ ML Detect 42



AWS loT Device Defender AWS IoT Device Defender B A E15F

"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}

7. (ER) ZEEECHEME/EELR , 55F A cancel-detect-mitigation-actions-task &%,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

L7 i

i3

NN O

BHET & ¥4 AWS loT Device Defender & R BEB M A R

AWS loT Device Defender #EZZRMUEEHZLWE |, LIESE AWS loT EEMNERHFE/RFEER.
HNRBAIRE K RBEERSI9EASKRETER  EFFEESEEIERABEE R, ATHAVEED
ABEMEENRE  BRBRERIDG NN ESEFEELETSREANRES,

LU NERTREN R EERIIRFHRNEZRE, CHFNERRERRS O EANHEN
BRER , BeRANTERNERN s H. EEMERNTEB/BRE R  SINFERNER, EFUREED
Mg BHBREHENERT TR IO T ERNBHTE,

BH IR H

THIEEFHR N fE AR IRAE RIDFIRAHEI EE A F CLI Y Device certificate
expiring &, MREEEFEF —ERE , BLBELEEIMEESEHANERE , LU Device
Defender 1838,

£ T 5B R R E M IER B

« £ (AWS loT CorefiZ A B5rm) PE MMM CA BFE
s FRASHEEREREREEIAFRERE ELB 3 H | 8K days BEEREAS 1.

MREBRER CLI BAURE , FWALUTHD,
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openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem_filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256

EXRETRIIENERERER

TIERSEEAEEMEBRRRERINIRS K ELERURBFIESRNERRE., BLERMIP , HF
PEFRES  EARMNAXASEENESHERBENNINE. RASABEAREELRKERE

RiPE , PHIEREERTBE2R TSR,
1. BMELAedTHEEK , MEFTBHKERERETER.

7 AWS loT FIEAMWEALEM T , 2812 Defend (BHE) , ARAFIRIZE Audit (F&8). Results (&
®)o TE Audit Results (T4 R) HEHE L , iBZ Create (#11), Create a new audit (B F &)

HERNERR, #1F Create (B1I),

v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation

Action executions

Device certificate expiring Medium 2 1.03% Device certificate expiring &

Finding suppressions @

nnnnnn

REFEZERT , RATUAEIMEZERN 'RERRDEIH, FaK.

2. IEE BEMRREEA "REBENRIHY, TERAREES  RARMANARASETRESEE

Eﬁ%ﬁIjJ BEo

& Defend (BrE) THYARIZMH , FIE Audit (FE#) , R#E1EFF Finding suppressions (BRER

il )o £ Audit f|nd|ng suppressions (&% EZRERIF) EE L , #iZF Create (BII).

LLLLLLLL

CAs AWS loT Device Defender Audit Audit Finding Suppressions
Role Aliases
Authorizers Audit finding suppressions (0) infe m
v Defend
Resource identifier Check name Expiration date Description
Intro
Audit Create an audit finding suppression
Schedules
Action executions
Finding suppressions
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3. £ Create an audit finding suppression 2 &R BARMG)) RE L  BAFTEEEUTR
B

« Audit check (’e## %) : ZFIIEE Device certificate expiring , AAERRMEEM

FNERRE,
- Resource identifier (ERFEBIF) : BM@AREP —EESNHIEERBRREEZRCBBENEER
# 1D,

* Suppression duration (¥ HIFHER ) : HPIEE 1 week , IRERKMEENSI Device
certificate expiring BEREMNBERE

- Description (optional) (iR (EF)) : HPIFEHE , ERATERMENFLEZRERER.
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

HIERTELEMM 2R , B Create (BM), BEMY TREEAFRIH 2R , RMSEIAX
HiElE.

4. BACHHEF-—FEERNBKBRER  RERMAFTENHFE _EARENREERER. &FAT
DERESR 3 pEMANE—MF 5%, BERMABERATRNIT EET R,
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# Defend (F5 &) THZERZEF |, 1BEF Audit (FE#%) , REZIEFE Results (FER). 7E Audit results
(BRER) EEHL  BEEETSRERNER. A% , £ Non-compliant checks (T & HRBE)
TERER. ERMORMD , RMEHR "LERIFESIH, .

5. 7t Device certificate expiring (B RFENAEIE) EE L ,  Non-compliant policy (& R BUR)
TEEZFENHZRRGERZENRIFRMA, EE  BEF Actions (B11F) THXEE , REREER
RENHRRERNGERE. ERMNRAF , BMEEFE 1 week, E‘JL@?MFU%EM@?&FE{WE’\J
—#. 7 Confirm suppression (FEFE#I &) $R & L , #$F Enable suppression (BRI ),

£ 0T 175 aevice Ceruricates non-compuant

Start mitigation actions
Mitigation Suppress Finding
Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.
2. Verify that the new certificate is valid and the device is able to connect.

3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).

1 month

6 months

Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020,
o 28022a890964e991852¢79a28a83eb89 wertiticate Is p €7691e63930ec53d4cb9a9810db34d8d802db9686Fd21540422287429a29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86F1c Certificate s past February 27, 2020, b4450bd64c5cf85182f3182f1c03e70017e483F17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

HEEN TREERBERNFZE , RASBIRDEE, RE  EMEEKERERSHINF 1
B, MEMANFAZASEEMRBREBESHERATR

T EREEAEEBHRERENIRS L ERIBETESRNERRE, EHERFIF ?Jzﬂ’ﬂ,m%r
BD  ARRMNRABASEEASSEREENTIIE. RMASABRELERERGERDH
PRIt EZERTRERFER.

EMEHALLT CLI 85,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions
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1. FBEATISTRBAEK,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

B

W\ 0

2. FEATHHSHRHMITHE DEVICE_CERTIFICATE_EXPIRING CHECK R ESRABENFEER
o

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

B

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. f#H describe-account-audit-configuration R RFEZEE, BMEERFZESHEK
DEVICE_CERTIFICATE_EXPIRING_CHECK WiERZE,

aws iot describe-account-audit-configuration

Wil
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true

iy

"auditCheckConfigurations": {
"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
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"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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DEVICE_CERTIFICATE_EXPIRING_CHECK FEZ%EH true —{E,
4. A list-audit-task #RiEBI E 5T R FEZTTE

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

B
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddd6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

WELSER 1 PHEITH taskId % , HEBEM taskStatus FEA COMPLETED,

5. f{#H describe-audit-task a5 , EiBR BT — BT BN taskId BH |, 2RENE B R FEXZ A EEAH
BF. oo HERNEFAENA,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

B

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
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"failedChecks": 0,
"canceledChecks": @

}I

"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {

"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. A list-audit-findings W HREBRFERNEE ID , UERMIUEFLERNELE R,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

"findings": [
{
"findingId": "296ccd39f806bf9d8f8de20doceb33al",
"taskId": "787ed873b69cb4d6cdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "b4490<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1582862626000"
}
},

"reasonForNonCompliance": "Certificate is past its expiration.",

"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
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},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

7. £ create-audit-suppression 8 , RINFHIFEER/F (ID & c7691le<shortened>) Z
DEVICE_CERTIFICATE_EXPIRING_CHECK &M EH , BER 2020-08-20,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

8. ¥ list-audit-suppression % , RIEFREXIDFIERE , YEESEBRIFINFAER.

aws iot list-audit-suppressions

B

"suppressions": [

{
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"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c7691e<shortened>"

I
"expirationDate": 1597881600.0,
"suppressIndefinitely": false

}

}

9. update-audit-suppression IS AT LAREFHEZBBRLE RN, THEHIEH expiration-
date A 08/21/20,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c7691e<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression 5% A LA RBBRIEM B IR RN E,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

EEMRMER , 5B5FE A list-audit-suppressions &5

aws iot list-audit-suppressions
B

{

"suppressions": []

}

EAHEBRED  RMCERINAIME £ AT CLI F8 Device certificate expiring B2,
MERKBRRZRNFNFRES , F28H BERERERDH
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e

AWS loT Device Defender ZEEFIRFREEHBANRERBR , MERZEMERECHM. B
BRI BB SEREMRARZEMEEERRNFIBERNT—HIER (W, SEEEFERERNE .
FEAF —BAREFNALEHNZAEGREENER ZBZFFTER), EUUARBEEANTER FEFER
) MEHFFEHAT (HIERK).

AWS loT Device Defender B EHIT—HBALEEZNRE , LERER loT Z2REBKUREER
He AAEENREEFINBRSEEZALEEREENREHFERNTT., 2EF7HEE (X.509
BR) , RGBSR EBEENERTHINER.

b ER

BEBREMHELESACEINTESRABTERMEEHNVEEER , URERNIEERE,

BE

BALBEMNTERARZRESIREERRIENEE, REAEBEUTREEALIERE
B, W EFARNEREHRER DT ERFNHRHENEE,

ot

ERLBENNTERERKRETELREREMRCRETRIHENHERRE, RREM
B—& A SREMAEEETRESALIFNEZHENEE. T8 A SEREMBAEEEEHIUR
M. EMTRFERKIE, ARABIBERE.

th
BALBEMNTEARKRESSRFTEIZNEE , FAFRERENEHEN -, F&RE
HBENREEXEHNRESE  fJINARZSMRG R EEKY I FE, J_‘tbF'EJmEHJ—I
BEEALTERELFHREFNENEE , B TRSEERBDEETR.

&

EALBEMNTERAREZREEERTZERABREINZRIEE, HACHUEIEHEC
ERAENEEHE 193_“5’&'5—}%‘5%*&35 ATRA, BRBREMBE-&  ERELEES
iR FRAKERENEHEN —
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RED R

ERTHRITHTHRERERE  F26R BERE, IFEARERZRBEENEEER

Service Quotas,

s
W%
8

EamE

® Note

EERMARER  ESRESVRIRG, IRENIRFPEAEERNTERE  BEELEMA
BER  ZREFRTRERF —REBEEER.

XETIIRERE

- EATPEERINDE CAHERRSE
- EREER CA BERDMAEAF,
- AANEERH

« REFEM Cognito HEBEEER
- BREMN Cognito HEBEEER

« AWS loT BUIRIBE B

« AWS loT BUR ] BE5% E R ar

- AERIRBERR

- AERAAFFECRERANRE
- BRERENEBESIH

« MQTT A Fis ID #AE%R

- REBFRRIHY

- ERENEERENRAEAF.
- BEHAREH.

®rESR 55


https://docs.aws.amazon.com/general/latest/gr/iot-core.html#limits_iot

AWS loT Device Defender AWS loT Device Defender B8 A B8/
ERPRERTENTE CA BERRE

EA R E BB AT A EEERBTE CA RDEFEATHNHEBRERRE.

It EE LA INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK H3R7E
CLI 1 API 1,

BEY - B
AR
HUMERRTARE , KEERTIRRENRE

+ INTERMEDIATE_CA_REVOKED_BY_ISSUER

RTEEREE

FERHPRERRNPE CA BBERRESTIERENEBNEMEMRE , FERYE AWS loT Core B2
BRERPRERENTHEZE CA BE CAEPEDIHEA

EREN T CA TIEBAREE CA #EPNE[ CARKERRE., EHE CARE R , MEHFEN
KERNSHEAL CA BREENEE , THREERZERE,

WM& E &
AR CA BRBEANEEREIMEE. (KBEANZEHREERRBER L, BUREEAE .

1. AZRENEEMBEHTRE CA HENHERE.
2. BRI BEENELENFERELBRERETER.
3. £ UpdateCertificate , 7 AWS loT F A ERFEE R~ A REVOKED, &t o] AERREITE !
« £ UPDATE_DEVICE_CERTIFICATE BB ITHIRERERREENEE,
- £ ADD_THINGS_TO_THING_GROUP #%f#1T Eh 2R 7 18 #& B 2| 42 vl LABRER 1T Eh AV B 4EL
- MREEEEBFTEELLEFE Amazon SNS AL , A PUBLISH_FINDINGS_TO_SNS #Ef#E)
(=
- BETHE CA BREREENEEREBTMED , LEREBETATEELFEAEAXBRE
THEBERBHE., B LUEA ListRelatedResourcesForAuditFinding 3 i CA BN EEBE |
AR f# A UpdateCertificate IR BB E

- REEPBMEBFE. (F52E DetachThingPrincipals )
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MEFHMES , FEREEEEE,

E#MER CA BEMAEAF,
BRESEMERRCHE , B AWS loT H{BERER R REE,

LB EE& L REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK H3R7E CLI % API /,
BEX : ER

FHEA

BEREMEREERTHRERENBREMRBETRICACHER , 87 AWS loT R{HFREA
ACTIVE = PENDING_TRANSFER.

EHRERRTEANBERERERER  $2EQ TIIRERE

« CERTIFICATE_REVOKED_BY_ISSUER

RTEEREE

ERENEREREXERETEEARRERERE. TURREARMEEHE, MENKEANSHE
AEBRREMERRERENERTRIERRERE.

mAEEE

1. A UpdateCACertificate , £ AWS loT Hi§BEZEBBTEIZE RS INACTIVE, B LR
BT
« £/ UPDATE_CA_CERTIFICATE EBTERRZERREL ST,
« EH PUBLISH_FINDINGS_TO_SNS #EfZE)4E , E/EE T FELLE FE Amazon SNS

1]
i

MEFHMET , FEEREEBE,

2. RERRREHERRERRANEEREFMES , W& R E T 7] 587 bk b A 6 A i
BERTHEEERR., B LUMER ListCertificatesByCA JIHH CA ZEBNEBERE , URFER
UpdateCertificate i $5 5 ERE

EHEN CA BRNAER P, 57


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCACertificate.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListCertificatesByCA.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCertificate.html

AWS loT Device Defender AWS IoT Device Defender B A E15F
+ SEE S
HANEERRE

% {8 5 B 2% A Y E AR GE MR AV X.509 JBF R [E AWS loT BRaE,

L E &L DEVICE_CERTIFICATE_SHARED_CHECK H3R7E CLI #1 API /A,
BREM : A
&R

BT -HMoNBEERKRE  IREKEEERKEIREHITA 2 N ERBZH 31 RAKEFAN
EEBRENAFI ID. BAHRERER , REGEFR LAEKRBTH 2 NREHEZBTERERS
Bl 2 /NFRVER, MRRARENHBERIERUESLERR , FEEARLTERABERED

ﬁﬁ:ﬁ%o

ENBREREFARNEER , S2EETIERRE

+ CERTIFICATE_SHARED_BY_MULTIPLE_DEVICES

A EREEEINERTSHEREN ID. AFREASENER ID MER/ DB, RIENE
REuH .

AUTBEEREER

BEKXEREGH -KBEUL AWS loT #1TRE. EZEREFAHREBER K EWRRTIRECHE
AR, HED A eERERmE - S RERK.

W& E e

BRLESESEIAERR. ECERR , KBENRZEUHREERREBE L.

MRACESHLELERAANER  LAREE .

1. HEFHN. H—NER , WETMEEIISEEE.

2. BN BRAMBLKENFEHAELERRETER.

3. £/ UpdateCertificate , 7 AWS loT RS EBEIERA REVOKED, &t o] LAE A E BB R T
THIEE -

« £/ UPDATE_DEVICE_CERTIFICATE EB{TERRZERRELLEE,
« £/ ADD_THINGS_TO_THING_GROUP #Ef#%1T Bh 2R 3718 &t & B /& ] LUK EVIT B AV B$4H .
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- MREEEEBETOFELLERE Amazon SNS AL , = PUBLISH_FINDINGS_TO_SNS {Ef# S
=N

MEFRER  FEREEDE,
4. RBEREIHERE.

KE ’Ejﬁﬁiﬁnng

AWS loT EFEESMBEMEA X.509 BEMN TLS XE S EBFZIRE AWS loT AEREERNETR
EH, CEBREREBRIERENEBBESATE AWS oTIREFEREM , RESREFERATM,. EFMEL
BEE , AWS loT SHELERIZ A TERANGTHERE, ELBREITHE

- EXERERWERN,

- EAXERFANEISFREENEE,

- X ENATEEERPER (RS2 , efMREEH).

- ENMBRS/ARPMLBRFEMERNDNTR (EA RSA &8 , AR 2048 (L TTHRE K),

REERESRATIIENANE , RKARENNESRRE

-« CVE-2008-0166 - & R & 27 Debian X R# LEMA OpenSSL 0.9.8¢c-1 LA LEFEIB
0.9.89-9 A EL TR, ELRZAH OpenSSL EARBKAFELRS  EXARANETF , BERK
WEEERZFHMESRETR T AIRE,

« CVE-2017-15361 - @EREEMEA Infineon FERFAEA (TPM) HRFH Infineon RAS X E
1.02.013 E4 £ , £l 0000000000000422 - 4.34 2 BIKKRA, 000000000000062b - 6.43
BIEYRRZS , LA 0000000000008521 - 133.33 Z RIMIARAS, HIERXNETERE RSA £8EE |
FREEFRASEBEENEITH—LMBRBMES, TEENENEHIIERE TPM1.2 8
BitLocker, YubiKey 4 (4.3.5 2 &i) PGP £$8%&E 4 , AKX Chrome EE£ R KPR IREVE A EE R INZ
IjJ Beo

WMRBHRELTBAIE | Bl AWS loT Device Defender €45 1EL BRBEATE R,
thE e Ll DEVICE_CERTIFICATE_KEY_QUALITY_CHECK HIRTE CLI 1 API #,

BEM : @
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S

WM EE AR ACTIVE 5t PENDING_TRANSFER MY & EBE.
EURERRTESRANBEE , KSERTIIRERHE

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
« CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

AHEECREE

ELEFASSHENERN  NEBELUERSGHBEZREE,

g IE®

FHENEERE , UHRKEECHBHHWER.

MREEAERNEREZEELEL , BESE

1. EFH., —NEE e MEZEISEEE,

2. R BRENBLEENFHELRRETER.

3. i£A UpdateCertificate , 7 AWS loT R ERFE IR =4 REVOKED, Z A LAEREMBETE !
« £/ UPDATE_DEVICE_CERTIFICATE EBBTEIRZERRELLEE,

« Ef ADD_THINGS_TO_THING_GROUP #2f#1T B3R 3718 & & 2| /& v LUK AT B AV BE4E

. MBEHEEEBHITEIMELLLEME Amazon SNS FAE , EH PUBLISH_FINDINGS_TO_SNS {Ef#E)
&,

WEFBES , FSREEIE,
4. RBEEEDRHERE.

BRERENERESRRE

AWS loT EFEESKEMEA X509 BEMN TLS XE S EHFRE AWS loT AERERERNETR
FH, EEREREBREEENBRMSATE AWS loT tRFHEEM , REFeEFERATM., EIMEL
BEE , AWS loT SHELERRHNTERNGITHERSE |, 245 :

- BREEARHBEK.
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- BEEHARHEAR BF 2 , KiBH).

HMBEW/ANFERFANTIR (BH RSA iR, HAR 2048 U THEK),

fEERESRAETIEANE , RAFRLHNESRRE

CVE-2008-0166 - &R % B Debian BERZH LM OpenSSL 0.9.8¢c-1 BLEETEIB
0.9.89-9 MIRAEL iR, BLIRAM OpenSSL EABHBFELSR , EXTREANET , MR
REEFRZHNBSRETRIFURE,

« CVE-2017-15361 - RER B EMEA Infineon FHEFEAEHE (TPM) EIBFH Infineon RAS X E

1.02.013 E4E &8 , {ﬁuzzu 0000000000000422 - 4.34 Z BI#YARA<, 000000000000062b - 6.43 Z
AIBYARZS , BA% 0000000000008521 - 133.33 ZHIMI R, HBEAETERE RSA €REE |
FHBEEFRSEBEERETH—LENRREBEG, SEENRNESERE TPM1.2 8
BitLocker, YubiKey 4 (4.3.5 2 &) PGP £$87%& 4% , LAX% Chrome {EX R F P A REUE A EHE RN
mﬁm

MRBHEEETEIBBE , Bl AWS loT Device Defender €5 E L BERE AT EHR.

L EELL CA_CERTIFICATE_KEY_QUALITY_CHECK HIR7E CLI §1 API A,

BEM : B
AR

It EEAR ACTIVE 5 PENDING_TRANSFER H/BE RE#ERRE.

ERERRTAANBRE , BEELTIRERLE

CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

ABAEBEECHREE
AR SRS BN LB IAEERTLRAE.
& IE®

1. £ A UpdateCACertificate , £ AWS loT F#BERBEEBBEET A INACTIVE, EHAILAEA

EERTE -
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- EM UPDATE_CA_CERTIFICATE BB TEIRZERRELLESE,

- MREEEEBETOFELLE A Amazon SNS SAE , = PUBLISH_FINDINGS_TO_SNS iEf# 5
=N

MBFHMEN , F2REEDE

2. REREREMERRERRANREREIMIE , XWEREBEEM A s LR R £ A
IRBRITNEEBRF. (FA ListCertificatesByCA JIHH CA BN EERE , URER
UpdateCertificate {55 ERF. )

KRERFEM Cognito AERBEERR

Bt I E R ACER A Amazon Cognito P EEACGRBREZNEBER , RATCEREHTUTEM
AWS loT EERYRFT :

- EEFEEIH
- ERYHEEER.
- EEEYHTHENERRER,

RNE K FACREVEREZNEE EHITUT AWS loT EENEFT :

- A MQTT E#., BHITERENEE (BREELFIEBEHITER).

- A APl i BN ERE FREBHTER,

—ixmE , EAKRKETE Amazon Cognito B0 EEACERNEEEZ R EZ RO AIRZEMAETE
BEYHN MQTT =58 , EA APl i S RBERANERE FREKATERNISEYWHHEBER.

It E & L UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK HH87E CLI  API
o

BEMN : @R

FAE

%II

Hik®E , AWS loT Device Defender 2F#FfH Amazon Cognito &9 EEBERKHAITHMN 31 X
WAREEE AWS loT ABRRERER., BB EFME Amazon Cognito 7 £ EERIFHAREREN
Amazon Cognito & 7 & [EE#R.
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BEhREHRBE RS R REREN Amazon Cognito B EEARE | KEEQ T ERNRE :

* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

RTEEREE

HRAARERFNERAERRECBE 7 BE , BB 52 BER Amazon Cognito &7 HLEHERE KRG
Z, IRRERBHDEIIAR , MUNERAEESFERRFRE. MRERIEFSFRBRAER.
gE K BERZNEDMERERE , CAUENSEREIRFFRERENS FTNER, ERAFTRE
FEHERAETRAREHZERES/E DDOS HEHNF L,

W& IE®

EERARLEREH Amazon Cognito B EEACHBRERREEB TR ETEAIENBLEHT, B
AN

1. BUFINERAE,

2. B3 Amazon Cognito 7 &E , WEEZESHAE,

3. MR 2 W AFEL AWS loT UEAFHEE,

4. REBEZTRE , BERACEEEERATSHEMN Amazon Cognito B P £E,

IS T AE AR ARTED -

« ZF PUBLISH_FINDINGS_TO_SNS #EfZ &) A EE BT CFELLE & Amazon SNS FAE.,

MEFRESR  F2EERDE,
BB I

LR AWS loT API BME AR EEFE R4, MITELBERYRT I AR ELEB RIEERFH Amazon
Cognito 7 K EEENEE :

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing
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* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

REFANEMHAEHTELEE  BIERE-—BERBRERATER.
ARG ERER

LA AWS loT API BiERARBEIM SIS X HFE R, FEBARKEERFEN Amazon Cognito & 7 & [EEEN
RE , TEREEHTELERENTT,

* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

Example
- FEHR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"

]
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}
]

[a

ERREEWTHEENDE , BIEERE @4

rm

EEIFMMH

FEIB KRBT Amazon Cognito 7 KEEZENEE , TEEIREF IR TIFELEH PR
MEME M AWS loT API BifE, EBAILUEREVEENKFEANEBISERE , FIABEBRREEF
Amazon Cognito 7 EEEZNERAEXNEELNIRS,

AIB/EME MQTT =&

&8 AWS loT ABREENEE MQTT AL , YRESERAXASRUITHAZEE , 2 BREDRNE
FFRENMERHTIRE, BREEE, ROEWTE MQTT ASFFAINEBER , BZEREZRME
FE%IJJEEEJWE&DTFE/T :

ER
- FER

arn:aws:iot:region:account-id:client/*

ERFR - REMAREEEE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRJE iot:Connection.Thing.IsAttached FERHRSIBFERES true , EFEF 5t 51 &
HNERFET %
- 8

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
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1,
"Condition": {

"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}

}
]

}

ERFASOSREZMANKESBENTNER, RERRASRE MQTT AFRKFIANEER
BREEIESMABBHYHARS , E—SREFFTT,

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

ERRREENEMRE (=REE) N¥ T

arn:aws:iot:region:account-id:topic/$aws/things/*

=
A

AEELEEBN. EHBMBREMEE *=FMEEE) WE T
R

oD i

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [ "iot:Publish" ],
"Resource": [

"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
iF

}
]
}

ERAKEEERFR , EANSHEAL FHEETEYH B BERNEE.
7 B

- FER
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*

4

S

ARREAFMBREITRREE FREHEE.
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

BIREBFINEE , BEM # BRAF T,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

(@i

EREEBEINTARE (+ = MERE) WY FEF.
57

op

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

ERAKESERT L , ERASHHYHEBANERNEKE |, LEEAR FHAREREREME
BB ERE,

ER
- B8 :

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ERAH , EAERERERECATRANEZERKIAS.
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ERBERY T REBER

REEEHIT AP BENF I UERNRIEREEST FTHREBITERNER , EZXABENERREE
ELEE, AT 2 API B)fE -

DeleteThingShadow
GetThingShadow
UpdateThingShadow
DescribeJobExecution
GetPendingJobExecutions
StartNextPendingJobExecution
UpdateJobExecution

Example

TEH/ -

arn:aws:iot:region:account-id:thing/*

AEEEETAYY LBITIEENEBE,
G5

(@i

op

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iot:DescribeJobExecution",

iot:UpdateJobExecution"

]I

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThingl"

iot:GetPendingJobExecutions",
"iot:StartNextPendingJobExecution",
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"arn:aws:iot:region:account-id:/thing/MyThing2"
]
}
]

[a

AREEEEMENH L BITIEENEIE.

(@i

EERFEN Cognito BERBEER

B NS4S & 23 BeF HY Amazon Cognito H 7 EEABRBREZNEER , RATREHITUT AWS
loT BYERYFFAI

- EEIUESIMH
- EEEYHTHENERRER,

RE K ARCREAEEZNEE LFHITUT AWS loT BERIFFT :

- RRMHEEZRER.
- £ MQTT E/BALFTRRENEIE (SREFIEFATER).
- fER APl S G REIIB AT FREBHTESR.

—iRMS , A ERE Amazon Cognito 7 EERCERNKERERZRNFIRFNEENHE
BER  BHATESEN MQTT TEHER API i BRANERE FREBRHTERHEBNEEY
HEHR.

it E & L. AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK HiR7 CLI M API
Ho

BREM : BR
FAIERA

¥ E , AWS loT Device Defender €F&# P8 Amazon Cognito & %5 &EBEERHITRIMN 31 X
AAREREE AWS loT ABRERER. BRI EPTE Amazon Cognito & 7 &£ [& 2 5 & S AR KEBRF W
Amazon Cognito & 72 & [EE#R .

BEhRERERSHENEETE Amazon Cognito BP0 EEAGE | SEEE THFREREALS :
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* ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

AHEEREE
MREBREFEE»EIAR , ATWLUERAEEHEERIRFRE. MERERIESEFIREHBER,
A& E T

EHE 2 EFEH Amazon Cognito 0 EEABHNBRERRERESTHETHAENRLFT. ER
B .

1. BAFNERAE,

2. #3I Amazon Cognito 87 £E , WEEESHRAE,

3. BB B 5 A LAFE AWS loT SAERAFNERE.

4. RBEHE , FACEEZERLATEHRM Amazon Cognito 2 K&,

&M T AME AR ARTE -

« EF PUBLISH_FINDINGS_TO_SNS #EfZ B K BE BT CFELLE & Amazon SNS FAE.,

MEFRER  F2REERDE,
EEHIS 4

T % AWS loT API EMERREE RS R4 , HibTERELE B IEB S RFEMN Amazon Cognito & 2
EEEZEWHTELR :

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup
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* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

REFANEMACHTELEF  IERE-BRBERSTER.
EEIFMM

EIBCEE Amazon Cognito 7S EEZENEE |, TEMRE W RHTIHFELEH AT REEM
Hh AWS loT API B4k, ﬁTﬂﬁﬁﬁE%%AmmmCmmm% T REEEENEAEXNEEREZNIR
F LREUEBHMARERANERSS»EE,

AR EREN

T% AWS loT API BIERRBEMHFE R , RLttEREEKEEIB 2 5E Amazon Cognito &7 K EE
BEXEE—HEERNIH LHITELRFT -

* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

- FER

arn:aws:iot:region:account-id:thing/*

B EEEEEMYH LBTIEENEE,
- B8 :
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",

BEFEM Cognito ABIBEER 71



AWS loT Device Defender AWS IoT Device Defender B A E15F

"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"

[a
| -

P

AREBEELE —EYH LBITIEENEIE.

- B8
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing*"
]
}
]
}

EREHRN , ARNGEEREEEREFSEZANEABAFTR (), XARS T FREREENRS
BFEnYHER.

- FER:
arn:aws:iot:region:account-id:thing/*

EUEEEETAYH LBITIEENEE,
a1
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"
]
}
]
}

ERRREEE —EYH LATEENEF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing*"

EREHRN , AANFEEREEEREFRUEABRAZFER (), XARH T FMEREENRE

BFENYHER.
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FTEI/BME MQTT £58

BiEB AWS loT ABRERAEE MQTT AL , YRESEAXARLRUMITIASTEANEE , THEF
WS W FIREMERHTRE, REBEE, BANETE MQTT ASFFITNBEER , BRYHREE
RINARFIELBEN TR ¢

ER
- FER:

arn:aws:iot:region:account-id:client/*
ERFR * IR MREERES AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached MU RSIBPERE A true , EHE R L ETEHI
FHERAFT
- &8 :
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}
}

]
}

ERFAGEOSRAREZENEESBASNER , NIMFRGRRE - SRFFFINRE | B
MQTT AFmERAN R ETEMMIEREEREBNYHANS.

- FER:
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arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

ETREBENETARE (- FELE) NPT

arn:aws:iot:region:account-id:topic/$aws/things/*

ETRLERET MBEALE (= FELE) WFT.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Publish" 1],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
1,

ERAKTEERAT T , EARSEAX FHBIENHSBERNEE.
=754
- FER

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

’

A

IREEAMBEETRREX TREREE.

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

BIREIGIMERE , BER # BRAF T,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update
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ERELEBEINTMEE + = FIEEE) WETFEF.
=
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,
}
]
}

ERAKESERF L , ERAEHHYHEBRANERNEKE , LEEAR FHAREREREME
BHEEER,

2

EREGHRN , IAREBREMRCTR TN EEZERAL,

TR UL T REBER

REEEWT AP| BENF TR ULERL T REBHTERNEE | BEAEEHERBH
BLEE, UTRE API B1E :

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution
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* GetPendingJobExecutions
* StartNextPendingJobExecution

* UpdateJobExecution

)
- FER:

arn:aws:iot:region:account-id:thing/*

B EEEEEMYH LLBTEENEE,
a1

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",

"iot:UpdateThingShadow",
"iot:DescribeJobExecution",
"iot:GetPendingJobExecutions",
"iot:StartNextPendingJobExecution",

"iot:UpdateJobExecution"

1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

(-

(-

rd
mih

ARREEEMEYH LATEENEF,
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AWS loT BIERIBE B

AWS loT BERIEHMNA T ARRR AT ZRE, eREF IR - ERZNRESEITER MQTTAR |
HREFF G —HAEZNREFHNRERR FNEBRTER,

—HRRER , REBREREEMERERNFIET , YEEMEETAFFNHEERD, EELEHN
RAT , ERAEBRAFT B, ™) REEERNBERER/ARRRIAZ R,

&S L I0T_POLICY_OVERLY_PERMISSIVE_CHECK H3R7E CLI 1 API /1,
EREM B

FHEA

EHREZFFATEHRN AWS loT BRE , §#SEETIIRENRHE :

* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

RTEEREERE

B, Amazon Cognito &2 HEECERBERRNER , MIREARSHELNRERS, RE
BULAEAEREEZFIREANRERENMARENR . EBNEBHT. E , KBETUER
ARHEREZIESEEH/ME DDOS HEN BB ETHE,

M{AEEe
EREATSRUMEEEMAMME S, MEFEREMERTESRMNBUR .
1. A CreatePolicyVersion RE VU E§HRWIHTBERAR. #§ setAsDefault EFERA true. (EFTZELL

FRABARERAXBENMEER. )

2. £/ ListTargetsForPolicy RSB BURFIMIMMEN B ZBBE (BR. YWHEA) , URYEHREHES
EEHEDIFABEREE,

3. B FTE BN E B T LUEES] AWS loT, MREEBEEZERE  BEFRINFERBERZBHRA | F
A SetPolicyVersion #TERBERBRALBIRA , E5THER , RREH.,

&R LAE R AR AR B

« £/ REPLACE_DEFAULT_POLICY_VERSION {E{TEIRIRRZERREL ST,
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- MRESEE/EBFTEELLEE Amazon SNS F5 , EA PUBLISH_FINDINGS_TO_SNS #EfZB)1E,

MEFRER  F2REEDE,

£/ AWS loT Core IR S LIBRES ZEBERPH AWS loT ER,

MQTT &FH]

BB AWS loT ABREEXEE MQTT AL , YRESEAXABRRMITHAZEE , SEEDRNE
B FRENEBANITRE, BEREERE, BAOWETE MQTT ASFTARBER | BE S EER M
REELBIFM TR

B
- FER

arn:aws:iot:region:account-id:client/*
ERFR * IREAREEEES AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached ERHGRSIEBPERES true , EHER L BIEHI
FHEBRFET %

- B8 :
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}
}
]
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}

BRSO HERFMANKERBEFNEY, REREXERE MQTT A F KA ANEER

REEBEEINEEFASBNYGHERT  E—SREFT,
2%
- FER

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

EREEENEMRE ("= REE) N¥ T

arn:aws:iot:region:account-id:topic/$aws/things/*

EUELEEN. EFNRMBREAEE = EEE) NEF.
=
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
1)
}
]
}

ERAKEEERFN , EANSHEAL FHBEETENH B BERNEE.

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

IREEBEAFMBRENRRERL TREBEE,

(@i
i
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*
AR EEFIAERE , BER # EBAF T,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ﬂ%%ﬁ%§u1£ﬁﬁlﬁ (+ = ﬁﬁﬁ%lﬁ) E"J%%Eﬁo
B

(i

op

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

ERAKEESERF R , ERAESHHYHEBRANERNEKE |, WIS FHARERREME
AR X/

B
- B8 :

arn:aws:iot:region:account-id:topic/$aws/things/*

ERERN , BAKRERERCATRFUINETERKVAL
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=
IELLEIME, LA R API BH1E -

S MERET A

B
L

BEEHT AP BENFF A I ERSRBREER FREBATERNBER , BN B ENEIRRE

DeleteThingShadow
GetThingShadow
UpdateThingShadow
DescribeJobExecution
GetPendingJobExecutions
StartNextPendingJobExecution
UpdateJobExecution

arn:aws:iot:region:account-id:thing/*

AEEEETAYY LBITIEENEBE,
G5

(@i

op

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iot:DescribeJobExecution",

iot:UpdateJobExecution"

]I

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThingl"

iot:GetPendingJobExecutions",
"iot:StartNextPendingJobExecution",

AWS loT BUERBEER
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"arn:aws:iot:region:account-id:/thing/MyThing2"
]
}
]

[a

E M REEEEMENF LATIEENEIE.

AWS loT BUR Al BEEX TE $5 R

B I —TH W RERE SR RRAY AWS loT BUR, SREHRVBER (BEBRERNEER) g8 LZeME
f, Bl A REFBFREMNER.

AWS loT BURAIREER EHRNMER —HE R , TRESHEAEEFNBR 2R AFATRENS
=

Lt EE Ll I0T_POLICY_POTENTIAL_MISCONFIGURATION_CHECK tHIRTE CLI # API &,
BREM P

FHEA

BB E R T REERREER AWS loT BURREE , AWS loT EEE THIRERH

* POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
* TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

RTEEREE

REHFRNBRAREERSOARERFBEHTRNFIMBIFRBER. BNEZZEEEEBERE
FREEFREFNERIFELZERE,

FERRANEHETIHRIE MQTT BRAFTHEF

AWS loT BRI RERR EH BN RESRTIEEMAXPEESE MQTT BAZF T (+ & #). AWS loT B
KEREBEAFZTTHRARETS , BEUEEFBEBRER.

THEH EEFBRBERFER MQTT EAF T # RIEALFTEIEE building/control_room fHREIAY
FE, A, MQTT EAFtE AWS loT BRI ARERZAERAF T , BEE R LAFTE building/
control_room/datal,
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AWS loT BUR AT RERE SRR M E S/ R R AT
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT RAFFZULBUIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
b
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/#"
.
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
}
]
}

LTREMBRENB RS, £EHFTRE , %57 building/control_room/ WFEE , thiE
EEWHE building/control_room/ FEEMAL,

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:region:account-id:topicfilter/building/*"
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
I
{

"Effect": "Allow",
"Action": "iot:Receive",

AWS loT BRI HEERE S5 52 84



AWS loT Device Defender AWS IoT Device Defender B A E15F

"Resource": "arn:aws:iot:region:account-id:topic/building/*"
.
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/control_room/*"
}

]
}

THEMERG EEEBAERBRF THM

THIEFHBK S EERIELER building/control_room/* XIEBETEIEE building/
control_room MEIWEE T8 , B W LUEIXETRI building/# WFEER , MIBWATEREHE
building MEEBEMAL , 8 building/control_room/datal,

AWS loT R A REER E SRR E B £ A R R 5%
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS GBI EK.

THEHIBEEAEKWEM building/control_room topics SABKIEFT :

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
.
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/*"
}

AWS loT BRI pEER E SR RR
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DT RIEMBRENBERES, EEFTTE , MEFTE building/control_room/ ¥ EE , b
REEWHE building/control_room/ FEEMAL,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
},
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
b
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
},
{
"Effect": "Deny",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/control_room/*"
}
]
}
(® Note
R ERREERERYUER. ERSTATMEERNEER |, M EARKINFIELRRHER,
WM{AEEE

WRESERLIREREEBRNBER , Rt seEaERY, FRERNSZREEMERY , UfeMBERE
EBEER,

B A LUEE A T SRS IER MM INE 4, WHAFHERHAERTSRBER
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1. £/ CreatePolicyVersion BRE IV EHRNWIMBERA. #§ setAsDefault EFERA true, (ETZELL
MR EARERAXBERNFIEER. )

MELAERERRFIEIY AWS loT BERAVES , FF2E (AWS loT Core B ASIER) HH M/
ST BBUCRE I,

2. BREFTEHEMNEB T LUEER| AWS loT, MREFEBHLERE  AERIIERBERZHIMRA |, £
A SetPolicyVersion #TERBERR A LRIRA , EFTBUER , REREH,

IET LAE R AR AR B 1F

- ZM REPLACE_DEFAULT_POLICY_VERSION EfF{TEIEIRAERRELENEE,
- MREEE/EBEFTEIMELLEE Amazon SNS F5 , A PUBLISH_FINDINGS_TO_SNS #EfZE){E,
MEFMENR  BE2EREMREE,

A (AWS loT Core A ABIEE) M IoT Core FREH L BHESEZLBEDRHN AWS loT iR,
ACRRIBERR

AWS loT A RIBRME—EMS K HEFHELEMEH X509 BERE AWS loT #ITHF , RAEKRE
AWS loT A& B & HEEBN IAM AE2EEBEH AWS BE., VERERIBTAISEFERFZEERKE
EELRIFNTT,. MREWBEERETER , BUESEECSIEREANKE, HERRETRE
R AWS loT AEFIAFMERNEREETEIBRER.

MRFRBTHEP-ERER , Bi2BRites .
- BRI EEFFAREHKABRE (Bl "ot:*, "dynamodb:*", "iam:*" &%) EBE—FHAAERAMN
EMART

« BRABRERZERYHHBEREE, FEZRHIE AWS loT BifF , EZFELAWS loT B
FHEEE.

- BERUELEFEMEZEEZERK , H20 "iam", "cloudtrail'. "guardduty", "inspector" =%
"trustedadvisor",

L EE L, TIOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK H3R7E CLI #1 API /1,

BREM : @B

ACHBBERR 87
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S

ELBREBRRTESHRWN loT BERE , #2880 THRERRNARE

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

* ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

ARTEEREER
FHESFFARHAREVTEREXRMBNA , SR EREES ARRAIRS @R,

W& IE®

BIEAT SRS EEMM MBI 4, DHEFEIECERTSRNEK

1. FEMEAWS loT CoreBERMHEFEAREEEFU AWS RBFHNLR , KREBBNBEREAER
HNABRE.,

BRI LAE AR AR BN E -
- MREBEERBEITE/ELLEIFE Amazon SNS FAE |, 55EH PUBLISH_FINDINGS_TO_SNS #Ef21T
28

WMEFRES , FSREEIE,

A& R R SO FT IR EUR 68 A R BR 35

AWS loT A& RH{—EHE  BEBREMEM X509 BENRYE AWS loT EITRE , ARHMEHE
AWS loT A RIEAHEEBKN IAM AGEEER AWS BE. YEARBESRERDSE LA FEBERRER
EELBENFA, MRENBEKEETLER K SUREHRACIIEREANRE, LEKREAH
R AWS loT Be5ZRANTRBIETTENRER.

A RE SRR EUR LA 89 BR S 88
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MRACFEATFREFEEARAR AWS loT RENRY , IE@EZERE, fl  BREHREE
BEEN IAM BEEEEEZBE—FEFEH AWS oTWARIZ , EMNEAENBERESRE
"iam:getRole" # "dynamodb:PutItem" HIFF T,

Lt EE L, IOT_ROLE_ALIAS _ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK HIR7E CLI 0
AP| /1,

BEM : #
FHAERA
EtRERRT SR AWS loT BEXE , KEEETIIRRARE

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

AAEECHREE
BT UREALEEFNTEFEEMENHLRE , BuBRELEEDASBENIRS R,
W& E e

BIEAT SRS EEMM MBI 4, DHEFEIECERTSRNEEK

1. FWEAWS 0T Core BRI E A BREETU AVS BHFHSHE , BERBENEEEAEL
HABIIE.

IET LAE R AR AR B

1]
¢l

- MREBEEEBFTHIELLEFE Amazon SNS
B,

, 55E A PUBLISH_FINDINGS_TO_SNS #Ef#1T

MEFHMER  B2REERDE,

BEREHBRIIS I
BREEEMEERRBEN 30 XAZIHRE2H.

LB EE L CA_CERTIFICATE_EXPIRING_CHECK IR CLI #l API #,

BEMX : F
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FAIERA

WMEEAR ACTIVE 3t PENDING_TRANSFER KB & REMBERE.
EURERRTEANBERELBRER , #EEE T I RRARE

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

AHECREE

CIHSNER S ELERRTREANESINEEERR.
Mg EE

EEARNR SN REERUT RNART, SUHEEE .

1. 8] AWS loT AR B REMRBER.
2. BB UAERAFTBERERBBERBFLERE,

3. £/ UpdateCACertificate , 7 AWS loT FHETHREMBETEETS INACTIVE, i o] LAfE
REBEEREAIT T HIENE -

« £ UPDATE_CA_CERTIFICATE BRETHIRKERRKRELELEE,

- MREEEEBETOFELLERE Amazon SNS FAE , = PUBLISH_FINDINGS_TO_SNS iEf# 5
=N

MEFRER  F2REERDE,

MQTT A Fi% ID &3S
ZEEEFRAMEBNAFR ID B,
L& &Ll CONFLICTING_CLIENT_IDS_CHECK HIRFE CLI #1 API /1,

BEM :

it

MQTT A Fif ID &R 90
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FAIERA

ZEEKRERAERNA R ID #1TER , BN —ECERNEEED "HE, . MQTT BBERHS
BRAFE IDB—EEAPIER , BLES —EREEAEENAFK ID ERE , g —ER
B B HIE R

ERT-MoNEFERE , WREKSERTMAFi ID ER&AKH 31 RAMFAERERZ, BR
HFENRE , LREREEFR EAEEHTHNESR  UARARHTERRENKERE. NRABRENHE
EREUERUBRD BRI , FEBMEER/ PEURERENERBE,

ERRERRLARE , #EEETIRRAR

+ DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS

REERNNEREIESEARERZNAFIR ID. £5TA ID MPERE, SOENERKESIH.
ARTEEREE
EAER ID NEESHEFBEMER , BURSEHREAASIRREELER,

EARETNEENEENBECEAR , MATHR DDoS WEW—&7 ., thAREREENIRS R
EERIREEFRRATE , XA HELRAFEITER,

WMEIEE

£ AWS loT B EEEIMABIYH  YEAYHISBMAETEENAFK ID. HiFEE MQTT
HEHER  £F£H UUID EMAEFI ID, B LAMERERITE

- NREEEEBETOELLEE Amazon SNS SAE | EH PUBLISH_FINDINGS_TO_SNS #EfEE{E,
WMEFMENR |, BE2EREMRFE,

g B RFEAA I H

HEBBEN 30 RRIEHH ST,

Lt EE L DEVICE_CERTIFICATE_EXPIRING_CHECK HIR7E CLI F1 API /1,

BEMX : F
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FHHERA

R EEAR ACTIVE 3t PENDING_TRANSFER M #&EBHE.

EUREXRTSANKERER  #SELQTHRERRRLE

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

AtEECREE

FREEABRENEERR,

WMEAMEIEE
ERHENRLMREERU T RNTHET. ETEEE !

1. EFNBR LSRR ELEEE,
2. BRI BEABERELEE T ARER,
3. £ UpdateCertificate , 7 AWS loT FAAERFEZETA INACTIVE, B A AFERERRITE
- £ UPDATE_DEVICE_CERTIFICATE BRITBHERERERREENETE,
- EF ADD_THINGS_TO_THING_GROUP #&fi#1T Eh IR #7118 4< & 2 42 AT LABRER4T Eh AV B 4H..

- MBREEE/EBFTEIMELLLOFE Amazon SNS FAE , EF PUBLISH_FINDINGS_TO_SNS #Ef#S)
=N

MEFHMBED , FSBRERDE,
4. REEIBMEBRE. (FF8H DetachThingPrincipal, )

ERENEERIFNHAERH,

ERENEERENAREESF,

I EE L REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK HIR7E CLI # API H,
BEM : H

AHRER

LEBECHE CAWSEHEIEES , B AWS loT A REAF

ERENERERRNARERS. 92
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It EEAR ACTIVE 5 PENDING_TRANSFER W2 E B

ELBREBRRTARN , BEEETIRERE

+ CERTIFICATE_REVOKED_BY_ISSUER

AHBECREE

HEBRBEEHSE  HATCEAR. HRERRRZ , £ AWS loT LM KRG THB.
Mg EE
RALERRAERR. TOERR, ABENRSMBEERIRERER. SUHEE !

1. AEHREBEMETNERE.

2. B BRAENELE T ARER,

3. £ UpdateCertificate , £ AWS loT H S ERFEE T~ A REVOKED, &t AJLAEREEITE
- £ UPDATE_DEVICE_CERTIFICATE BB TEIRIREKERRELLESE,
« £ ADD_THINGS_TO_THING_GROUP #&f#1T b 2R 37 18 % B X 42 7] SABRER 1T B RO BF4H.

- MREEEEBETOFELLEAE Amazon SNS FAE , = PUBLISH_FINDINGS_TO_SNS iEf# B
=N

MEFHHEN , F2EEHEDE,
4. REEITHMERFE. (FF2M DetachThingPrincipal, )

(SR EE

A Amazon CloudWatch BUE AWS loT B35, FIEERE V1 M V2 2%,
Lt EE L LOGGING_DISABLED_CHECK HIE7E CLI #l API /1,

BEM K

FHER

ERRERBRIERAR , HEERTIRRRS

+ LOGGING_DISABLED

[SAEYERE- 93
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RITEEREE

CloudWatch F# AWS loT BEAEEF AWS loT ANTA , SRS 0 FE RABMEIERZFE |
EUgERTEECEAR.

W& IE®

EX A CloudWatch 1 HJ AWS loT Bi%. 2B (AWS loT Core B A EIE™E) THIGCHEMNEE, &
AT A E R EREITE -

« £/ ENABLE_IOT_LOGGING BBETERIXERREL LSBT,
- MREEE/EBETOFELLEME Amazon SNS FAE , M PUBLISH_FINDINGS_TO_SNS #EfRBE)1E,

WMEFBES , FSREEIE,

L ATED
EEREMETE
Edi] UpdateAccountAudltConflgurat1on AENIRFEEREKIRE. Kot TMALREZAR

ErmELeE, REERRABHUKRERETT.
REELELE DescribeAccountAuditConfiguration,

f£H DeleteAccountAuditConfiguration MIBRFERERE ., EREMEFMBEFEREE , Y ERME
A%, AFERERERAEA.

UpdateAccountAuditConfiguration

AILIRF R EHEFRE Device Defender R E, REESHUAEERKLELM , UARHAHEH
LR ZRE,

B=E

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \



https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html

AWS IoT Device Defender

AWS loT Device Defender B3¢ A 157

[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}

}
}

cli-input-json 1z

=1

roleArn

Type
string

EE LR : 2048 ; TR : 20

auditNotificationTargetConf AR 5
igurations
targetArn string
roleArn string
RELPR : 2048 ; TBR : 20
A boolean

DU

ABH ARN &F AWS loT &F
", ATESTRZEFEE
B, PR, BEMEAEED
EEE~A,

BREERZBAN B ENE

EARERBE AL B Z ARN
(SNS X&),

FEFOMNAE® ARN , BLEX
BAEEE,

HRABHERZRAS True.

B

it}
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=L Type R

auditCheckConfigurations AR 5 15 E A LR F BRA A= A kL
EMmE, F£H DescribeA
ccountAuditConfigu
ration EFFMEARERE ,
HhaF e eAn.

BEERNETREERAS
ERERIARG, EFEAR
B, B ALEREAREN
EATREEE R b0 BAM ER

ARBEMEENERER
AIREEEARE, SXALR
BEERERBERRE |, MR
BENERAS,

£¥ UpdateAccountAudit
Configuration K —1&
P EEALKSE , BX4A
EEEL—ERANRE,

B A boolean EALRFPEALEZRSE |
E\IJ?\:! Trueo
B
gga

InvalidRequestException

AR BEN.

ThrottlingException

AR REIB R

EERRRE 96



AWS loT Device Defender AWS IoT Device Defender B A E15F

InternalFailureException

H R AR FAHIR R

DescribeAccountAuditConfiguration

gt ¥ ik S EUIS BB Device Defender R EMEF . REESHEIAEEEZBEH , UARBAHE
RABLRERE,

=

aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &3

{
}
Bl
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}
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CLI & HH A8 {2

=1

roleArn

auditNotificationTargetConf
igurations

targetArn

roleArn

58

auditCheckConfigurations

58

R
ThrottlingException

AR REIBRE

InternalFailureException

HE AR AR IER

Type
string

EE LR : 2048 ; TBR : 20

R &

string

string
EELPR : 2048 ; TBR : 20
boolean

R 5

boolean

DU

ABH ARN &F AWS loT &F
", ATESTRZEFEE
B, BR, BEMEAEED
MHEE~A,

f£¥f UpdateAccountAudit
2 —1E

Configuration

o, FELB R

REH RS EERE BN
BENEH.

BEiEFEEA BE ARN
(SNS X ),

FEFTMNAE ARN , LLEX
BAEEE,
ERABAZEREZRA Trueo

R IR 5 RBUA N F A MR LR
BE,

EBIIRFRALEZRE ,
A& True,

EERRRE
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DeleteAccountAuditConfiguration

sHE LR F B Device Defender #IZERFERE. S AN AEERERSHEMER , MArERERBRES

ERR/REA.
B=

aws iot delete-account-audit-configuration \

[--delete-scheduled-audits | --no-delete-scheduled-audits] \

[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"deleteScheduledAudits": "boolean"

cli-input-json 1z

ey Type
deleteScheduledAudits boolean
i
i
#5351

InvalidRequestException

AR BEN,

ResourceNotFoundException

BEENERTFHE.
ThrottlingException

SRR RS

iR

&4 true , RIMBRFTEHEER
B

EEERERE

99
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InternalFailureException

HBE AR FRAEER,

FERKKE

£/ CreateScheduledAudit B —SHZECHENERZ. DS AHCERZBBESITHO®R
B URESTELERNEER,

#EB ListScheduledAudits H DescribeScheduledAudit EBHHEENFER,

i#EiB UpdateScheduledAudit EFE R BN S HEMNRER , HiEIB DeleteScheduledAudit #H
I BR o

CreateScheduledAudit
B KIS ERE B RESITH E X,
BE

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
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"Key": "string",

"Value": "string"

}
1,

"scheduledAuditName":

}
cli-input-json

=1

frequency (JE3)

dayOfMonth

dayOfWeek

"string"

Type

string

string

R - A([1-9]1[12][0-9]13[01])$]
ALASTS

string

DU

EHENERIITHER, 7
U2 "8RA,. "#BE).
TEmE, =% "BAL WHEF
Z—. BEERNERBRE
BEURR Rif.

|2 .80 |58 | WA | 3
H

EAZTEHERERN B,
ALR1E31H "HE—
X1 . MR frequency 2
HERERA "BAL , BlREN
RUIE, MREERNZ 29-31
WEH K BEAMISEEEX
B, BEREEZXAN "TRE—
X1 #17,

EBR#TEHERZN M.

alE AR, ., "TB—..
ra=,. "B=,. A&

My, TEE, = TERL B
Hrfz—, R frequency
BYRTER "B, "W
By o, Bl R IE,

512 . 8E |B— |B=|B=
| B | BE | BA

FFERKIBRE
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=1

targetCheckNames

B8

TR
(!

scheduledAuditName

Lo

{

"scheduledAuditArn":

}

CLI %o th 4

=L

scheduledAuditArn

Type
5l

B & : AuditCheckName

| H

K& : Tag

Java 7| : java.util.List
string

string

string

RELPR:128; TR : 1

ER : [a-zA-Z0-9_-]+

"string"

Type

string

DU

EHFRE AR TR
wmE, YEATLNRSEA
W&, (f£/H DescribeA
ccountAuditConfigu
ration EFEFEREE

B K SREREHAN , SR
UpdateAccountAudit
Configuration EEUEKA
L, )

ARERFERRNPEE
#o

BEN TR,
BENE,

BEEEREHFENEENA
M. (&% 128 @F )

EEPU

EFFEREZE ARN,

FFERKIBRE
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§HER

InvalidRequestException

ARBI B ER

ThrottlingException

AASREEREIBRE

InternalFailureException

HBE AR AR IR,

LimitExceededException

EE R,

ListScheduledAudits

SR E R,
B=

aws iot 1list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #&3X

{
"nextToken": "string",
"maxResults": "integer"

cli-input-json
=L Type R

nextToken string T—HEBERNFH,
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=L Type R
maxResults integer —RAEERERNEE LR,
FEERA 25,

IE EPR : 250 ; R : 1

Lo
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,
"nextToken": "string"
}
CLI & Hi 481
=L Type R
scheduledAudits 5l EHRNERINEE,
& : ScheduledAuditM
etadata
Java 7l : java.util.List
scheduledAuditName string EHENERNERE,
RELER :128; TR : 1
ER : [a-zA-Z0-9_-]+
scheduledAuditArn string EHEREREZEY ARN,
frequency (38) string EHRENBRIITHESR,
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=L Type R
P8 .50 |58 | SmE |8
B

dayOfMonth string EARTEHEZEZNA

o B (R frequency = &
B3N - A([1-9]][12][0-9]|3[01])$| A1) MREEMNE 29-31

ALAST$ WEH  BEAMSEELX
i, BREEZXAN '&E—
fJ #j‘:’?fo
dayOfWeek string ERBTEHEZE&KNA

H (R frequency = &
B, =% TEmEL ).

PR BER | BE- B |B=
| B | B | BN

nextToken string AHERBERT —HEERNZF
&, HNMRREHABERAUS
nulle
§5RR

InvalidRequestException

ARE AR BN

ThrottlingException

R EBRE

InternalFailureException

HBE AR AR IER

DescribeScheduledAudit

WS ERRZNEEET.
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BE

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

"scheduledAuditName": "string"

cli-input-json #fz

=X Type PN
scheduledAuditName string LRENSHEFNEHER
AEY

RELR :128:; TR : 1

B : [a-zA-Z0-9_-]+

Lo

"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [

"string"
1,
"scheduledAuditName": "string",
"scheduledAuditArn": "string"
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CLI & HH A8 {2

=L Type R
frequency (SE2R) string RN ERZAITHIEER,

'fH.,. "®8E,. "MW
B, 8 "8A) WHEAPZ—.
AN ERFERRBEEUR
RR#R.

R .50 |58 | EWE | &
R

dayOfMonth string EAZT RN B,
. ALR1E31H "HRE—
BRI N ([1-91I12][0-9113[01])8] K1 o MRIEFEWR 29-31 1

ALASTS$ BH , BEEAARAEEEX
iR, BREEZXAN "TR&—
X1 BT,
dayOfWeek string EB#TEHERZN B,
TBA,. "B—,. A&

—s., "B=,. "iAm, .
MBE, = "BA) WEFP 2

5% 8A |B— | BE= | B=
BN | BE | EA

targetCheckNames il 2 HETE B9 FE 1% HA 7 350 17 TR L&
\ wmE, LEAZHKRERA

&8 : AuditCheckName ##E, (B DescribeA

ccountAuditConfigu

ration EFFEREE

B SECHMANRE , it
HA UpdateAccountAudit
Configuration EEUENA
L, )
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=L Type R
scheduledAuditName string EHRENERNERE,

EELMR 128 ; TR : 1
B : [a-zA-Z0-9_-]+

scheduledAuditArn string EHERERFEZEY ARN,

i

g

InvalidRequestException

ARNAREY,
ResourceNotFoundException

EENERTFHE.
ThrottlingException

AASRBEREIBRE

InternalFailureException

HE AR FRBAVEER

UpdateScheduledAudit
ENEHENEXK , SERTHERE |, URHITERNEAER,
BE

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]
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cli-input-json &=

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"scheduledAuditName": "string"
}

cli-input-json 1

=L Type iR
frequency (JER) string EHFENERITER, 7

D2 "#B.. "8#E,.
TSmE, =% "EA. WHEF
Z—. BEEKNERREKE
BEURR R

5|2 .20 |58 | WA | =
H

dayOfMonth string EAFTEHERZN B,
N AR 1531 & TRE—
B/ A[-912)[0-91301)8] x| . ym frequency %

2

‘LASTS TR TSA, , BLEL
BXE, MBEEHE 29-31
WA BEANREEER
B BREEZAN TRE—
X, 81T,

dayOfWeek string EB#ITEHERZN B,
AR "ER. . "THE-—.J.
@a=,. "B=,. "&
My, TBEE, = TAKNL B
Hpz—, MR frequency
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=L Type R

SYRES BB, = "EBW
B, Bl AR,

5I% ;@A | E— B= | E=
B [ EE | EA

targetCheckNames 5| H 2 HE T2 Y FE % HA R 1T R LE
. mE, YALENREEA
M & : AuditCheckName &, (£ DescribeA
ccountAuditConfigu
ration EEFFAERERE
B K SORECHMANRE , i
A UpdateAccountAudit
Configuration iZHUEKA
MEmsE, )
scheduledAuditName string EHENERNEE. (&%
128 B 7T)
RE LR : 128 ; TR : 1

R : [a-zA-Z0-9_-]+

Lo

{
"scheduledAuditArn": "string"

}

CLI B A8

=L Type iR

scheduledAuditArn string EHRENERZE ARN,

i

i
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InvalidRequestException

ARBI B ER

ResourceNotFoundException

BEENERTFHE.
ThrottlingException

SRR EBRE

InternalFailureException

HBE AR FRAVEER,

DeleteScheduledAudit

il B E HA & %o
B=

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{

"scheduledAuditName": "string"

}

cli-input-json

=L Type R
scheduledAuditName string ERBRH EHEERKNER,

RELPR :128; TR : 1

ER : [a-zA-Z0-9_-]+
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Lo

\]
2

RZ

i

/|

InvalidRequestException
AR ARER,

ResourceNotFoundException
EENERTEE,

ThrottlingException

FAREREIBRA

InternalFailureException

HBE AR AR ERER.

HATRE R

£/ StartOnDemandAuditTask EESEHTHREN B 7 EIFHHEHITER.
StartOnDemandAuditTask

R ENFESE Device Defender #&#%.

B=

aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"targetCheckNames": [
"string"
]
}
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cli-input-json 1

=L Type R
targetCheckNames 5l BT HERE, &
L _ AALNIRFRALZIEEN
A& : AuditCheckName BB RWAEBIN, A
DescribeAccountAud

itConfiguration &EF
FIEREEE , IFEEHA
HE , A UpdateAcc
ountAuditConfigura
tion EEUMAMLRE,

By
{
"taskId": "string"
}
CLI g ¥
=L Type R
taskld string EHRRHTZREERRZE ID,
RKE LR :40; TR : 1
ER : [a-zA-Z0-9-]+
R

InvalidRequestException

ThrottlingException

FARERBEIBRE
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InternalFailureException

HBE AR FRBAVEER,

LimitExceededException

SRS,

EERZAITER

EFH DescribeAuditTask LAHL ﬁ@ﬁmﬁ?*ﬂ?ﬂlﬁ-ﬂ’]ﬁaﬂo =RCHEHT. EEMLERELRN
1T | BRLEDELE,

BRBRENGER. RRNELTHBERE , UAREEEENEE

ffA ListAuditTasks AEHRERENEEBERABITHREZ,

£ CancelAuditTask FIEETHHER,
DescribeAuditTask

HY 18 Device Defender ¥R HEEE A
B=

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3X

{
"taskId": "string"

}

cli-input-json 1
=L Type
taskld string

EELMR :40; T : 1

iR

LRENSH
ID,

L EF RV EREY

EERRIITER
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=L Type R
B : [a-zA-Z0-9-]+

Lo

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",

"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",
"message": "string"
}
}
}
CLI & i 1881
=1 Type ik
taskStatus string FERRIARRE © IN_

PROGRESS, COMPLETED
. FAILED = CANCELED #y
Hiz—,
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=L Type R

5% : IN_.PROGRESS |
COMPLETED | FAILED |
CANCELED

taskType string EEHER  ON_
DEMAND_AUDIT_TASK =
SCHEDULED_AUDIT_TA
SKo

528 : ON_DEMAND_AUDIT
_TASK | SCHEDULED

_AUDIT_TASK
taskStartTime timestamp EER R,
taskStatistics TaskStatistics BEABRNBRTEA,
totalChecks integer RPN RERE.,
inProgressChecks integer HEITHHNREHE,
waitingForDataCollectionChe  integer FEEHFENRENRER
cks E,
compliantChecks integer KIEERERNBREHE,
nonCompliantChecks integer KEREHRZERNBER
failedChecks integer BEHE,
canceledChecks integer HEERUEE LHITHRE
HBE,
scheduledAuditName string EHENREZNERE (EEEZ
REHENEKRE),

EELMRE :128; TR : 1

B : [a-zA-Z0-9_-]+
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=1

auditDetails

checkRunStatus

checkCompliant

totalResourcesCount
nonCompliantResourcesCount

errorCode

message

i

i

Type

R 5

string

boolean

long
long

string

string

RE LR : 2048

DU

AREE AR ERAITH
BERENFMAEA.

AR E R STRARRE |
IN_PROGRESS. WAITIN
G_FOR_DATA_COLLECT
ION, CANCELED, COMPL
ETED_COMPLIANT, COM
PLETED_NON_COMPLIANT
5 FAILED WEFz—,

5% : IN_PROGRESS |
WAITING_FOR_DATA C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

MEBETKAKEFFEER
E;J?\ 5 E\IJ% Trueo

HITRENERHE.
BREBARERANERBE.

EELEREBRAITHAES
B, BRI EAERNATE. INS
UFFICIENT_PERMISSIONS
5t AUDIT_CHECK_DISABL
ED MHEFZ—,

ERMRRAEARTIRE
B, B EIAVETEE R EERA
Bo

EERRIITER
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InvalidRequestException

AR AREY,
ResourceNotFoundException

BEENERTFHE.
ThrottlingException

SRR RE

InternalFailureException

H R AR FAHIR R

ListAuditTasks

5 K45 E R A ITHY Device Defender #&#%.
=

aws iot 1list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json ¥

{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

}
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cli-input-json 1

=L Type iR

startTime timestamp RERER. EREAEHR
H—BRERKIH (180 X),
ERHARERE , ARITEE
InvalidRequestExce

ption REHER,
endTime timestamp AR R

taskType string B il 6 ) B35 E R TR HE
B ERREY - TUR
ON_DEMAND_AUDIT_TASK
5 SCHEDULED__AUDIT_T
ASK Y EH—1E,

5£8 : ON_DEMAND_AUDIT
_TASK | SCHEDULED
_AUDIT_TASK

taskStatus string LA$E 7E 52 A iR R 2R BR i
B ENERMYE . TR
IN_PROGRESS, COMPLE
TED. FAILED = CANCELED
R E P —1E,

528 : IN_PROGRESS |
COMPLETED | FAILED |

CANCELED
nextToken string T—HERNFR,
maxResults integer — XA EEERNEE LR,
fEEE A 25,

IE EPR : 250 ; R : 1

B
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{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1,
"nextToken": "string"
}
CLI 4
Z8 Type
% 5l
& : AuditTaskMetadata
Java 7l : java.util.List
taskld string
RELR :40; THR : 1
B : [a-zA-Z0-9-]+
taskStatus string
taskType string

EEPU

HiIEEHBRMTHEZ,

LERE#EY IDo

LERERZAVARRE @ IN
_PROGRESS, COMPLETE
D. FAILED 5 CANCELED #y
Hepz—o

B : IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

LAV EE : ON

_DEMAND_AUDIT_TASK &

SCHEDULED_AUDIT_TASK
MERZz—,

EERRIITER
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Z8 Type
nextToken string
#E R

InvalidRequestException
AR BEN,
ThrottlingException

SRR EBRE

InternalFailureException

HBE AR FRHAEER,

CancelAuditTask

HUBIEEEITIREZ, BEAURKERREE, MRBKTEETH

InvalidRequestException,

B=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #%&=

{
"taskId": "string"

}

DU
5I£8 : ON_DEMAND_AUDIT

_TASK | SCHEDULED
_AUDIT_TASK

AARER T —EERNF

fF, MBEREHMERA A
null,

, Algsst

EERRIITER
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cli-input-json 1

=L Type iR
taskld string BERUEN RN ID, &R
BEEUH IN_ PROGRESS #y#&
EELMRE 40 T : 1 .

X : [a-zA-Z0-9-]+

L

i3
#HER
ResourceNotFoundException

BEENERTFE,

InvalidRequestException

AR AR BN

ThrottlingException

SRR EBRE

InternalFailureException

HE AR FRHAEER.

WERKZER

£ ListAuditFindings AEEERER. ZUKBRERE, FEERIEXZEFERENERGE
Ro B I E SO BT R E Y R

BANEREBTENRENERERAIGR, MFEFMER , F2EEHDE.
ListAuditFindings

#t¥t Device Defender BB H S EMEAMTHER , FIHFERR BER). (BRREAEBSRE 180
X)o
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BE

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #&=

"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

+,

"roleAliasArn": "string",
"account": "string"
},
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json #fz

=L Type R
taskld string A RRFIEIETE ID AR

BB IEH, B ATEE taskld
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=1

checkName

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

policyName

policyVersionld

Type
EELPR :40; B : 1

B : [a-zA-Z0-9-]+

string

Resourceldentifier

string

RELR :64; TR :64
#EX : (0x)?[a-fA-FO0-9]+
string

RELR :64; TR :64
X : (0x)?[a-fA-F0-9]+

string

string
PolicyVersionldentifier
string

RELPR : 128 ; THR : 1
EH  [w=,.@-]+

string

B : [0-9]+

iR

=, startTime # endTime , {8
TEEERIBFIEEME,
AIRBIIEENREZRENER
RO ENE RG-S
AEBBTERERNER
EZEE RN ER ID,

ARREREZBRERERE
BER IDo

Amazon Cognito &9 &£ EH
IDo

R Fi% IDo
B2 R A8 B B Y BUR AR AR
BRI B,

52 5 5 AH BA BBV BUR AR AS 1D,

BERKER
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=L Type R
roleAliasArn string BEEBRERIBEZAEEIE
B ARN,

EE LR : 2048 ; TR : 1
R = string EERERBRRSE
EELR :12; TR : 12

B [0-9]+
maxResults integer — XA EEERNEE LR,
FEERA 25,
#E LR : 250 ; TR : 1
nextToken string T—HERNFH,
startTime timestamp —{EEREIEE , HAERH

EENREBRFTIREING

o JRIABIETE startTime
endTime = taskld , B FEEE
RIEEME.

endTime timestamp —{EEFEIhaE , HEERFI
EEMNREZ MR ENGE
R, BYEETE startTime F
endTime = taskld , B FEERE
RIEEEME.

A
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
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"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"additionalInfo": {
"string": "string"
}
1,
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",

"iamRoleArn": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

}I

"account": "string"

iy
"roleAliasArn": "string",

"additionalInfo": {
"string": "string"

}
]I

"reasonForNonCompliance": "string",

BERKER
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"reasonForNonComplianceCode": "string"
}
1,
"nextToken": "string"
}
CLI & Hi 81
=F Type
BRERE 5l
& : AuditFinding
taskld string
RELPR :40; TBR : 1
B : [a-zA-Z0-9-]+
checkName string
taskStartTime timestamp
findingTime timestamp
severity string

nonCompliantResource

resourceType

resourceldentifier

NonCompliantResource

string

Resourceldentifier

PO

BEHNEER (ER).

EEIER (R5R) K& ID,

ELXERNERRE,
B FRIR R B
BRRER (%) KR,
TR (BH) NBREM.

B £ : CRITICAL | HIGH |
MEDIUM | LOW

BRI EREBRENER.
ARERNEREE,

5|28 : DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
IOT_POLICY | COGNITO_I
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

AEBTERERNET.

BERKER
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=L Type R
deviceCertificateld string EEIEFRNEFE ID.

RE LR :64; TR : 64
=« (0x)?[a-fA-FO-9]+
caCertificateld string ARRESEC RRREME
BT 1D,
RELPR :64; TFR : 64

B : (0x)?[a-fA-FO-9]+

cognitoldentityPoolld string Amazon Cognito & 7 &£ [E /Y
IDo

clientld string A FiR 1D,

policyVersionldentifier PolicyVersionldentifier B2 & R A BB AY BUR MRS,

policyName string BENEE,

RELPR :128; TR : 1

B wh=, @]+

policyVersionld string L E R BB Y BU R AR 2 1D,
X [0-9]+

R = string ERERAEIMRAVIR S o

RELR :12; TR : 12

ER : [0-9]+
additionallnfo AR & EBRTERERNEMER.
relatedResources 5 HHEAEIRIBE,

B & : RelatedResource
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=1

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

iamRoleArn

policyName

Type

string

Resourceldentifier

string

RELR :64; TR :64
B : (0x)?[a-fA-FO0-9]+
string

RELR :64; TR :64
#E3 : (0x)?[a-fA-FO-9]+

string

string
PolicyVersionldentifier

string

RELR : 2048 ; TR : 20

string
RELR :128; TR : 1

B [w=,.@-]+

DU
ERAEE,

5|28 : DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
IOT_POLICY | COGNITO_
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

AR EROES

EEFEIRAVERE ID,

ARREREZBERERE
B IDo

Amazon Cognito 7 £ER
IDo

BFEi% D,
5 15 4 B BB A9 BUSR AR AR o
BEEBREREEZ IAM A&

# ARN,

BURH BT,

BERKER
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ey Type iR
policyVersionld string B2 &R AH BB AY BURMRAS 1D,
B : [0-9]+
roleAliasArn string BEEBRERIMEZHAEEIE
# ARN,

RE LR : 2048 ; TR : 1
R~ string EEREBEBARS,
EELR :12; TR : 12

B [0-9]+

additionallnfo AL & BRERNEMER,

reasonForNonCompliance string ERAREHRANVERE,

reasonForNonCompli string AEHERTERARRANK

anceCode .

nextToken string AARER T —EERNTF
&, MR EHMERAS
nUllo

7

g

N

InvalidRequestException

AR B EN

ThrottlingException

AR REIBRE

InternalFailureException

HE AR AR IR
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R ERE R

ELHTRERE  CeREMETISREFNRABR. EXRTENEEBESLSLEEETBHE
BEECERNBRZR  tE2EATERCER PINARLERNRE)NWRRER, BREEE
HETEBRBEIATHRETERCERNBRRER , EUREETTENEAMEELNERE, B
HRERIHTREEEBNRRANFNEFELHRRER  EXERTHREE , ABEHE EJEEEZRTEES{
KEMBABNER , AIAERA,

(® Note
REBETEARDHNEREBRER. NFEEDENFEER ,

ﬂlh
®

2E BEBE,

nl‘ﬂ

MERKBRBERNFIEENVFMER , 5528 AWS loT Device Defender i & M B 88,
BREBEBERDFNEESLN

EEHBETERERBIRKESERDGHE , BEBETHEENERTRANTR.

LRSS —BFER , EH I HEREEERNMEENFRRER, THERKRERTS
RE  TEZENSNRRER, EHSHRE (CLI) REA describe-audit-task S | &Y E
ExREEEMHEH N ERTE.

ERBREA  FTLRERERBTERAE , T8ERINFINERER. £ AWS loT Device Defender
& # = Amazon CloudWatch #1 Amazon Simple Notification Service (Amazon SNS) K& ERZBRE
BAG , tEIENHNERFTE.

MAEEEEPERARKERERDE

MEERBERNRRER

THIRFETRIAE AWS loT EEAPE UKL RN,

1. TEAWS loT TEANEBERT |, BB Defend (FFE) , REIRIE Audit (FE#). Results (FER),
2. ERNZERBENERERS.

BRI e


https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-task.html
https://console.aws.amazon.com/iot

AWS loT Device Defender

AWS loT Device Defender Bz A 2357

3.

v

v

v

v

4

4

AWS loT

Monitor

Activity
Onboard
Manage
Greengrass
Secure

Defend
Intro
Audit
Results
Schedules
Action executions
Finding suppressions
Detect
Mitigation actions (D)

Settings

AWS loT Device Defender Audit

Audit results (10+)

a

Name

On-demand

On-demand
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit

AwSloTDeviceDefenderDailyAudit

Audit Results

Date

July 28, 2020, 14:14:18 (UTC-0700)
July 28, 2020, 11:55:43 (UTC-0700)
July 28, 2020, 05:12:39 (UTC-0700)
July 27, 2020, 05:12:39 (UTC-0700)
July 26, 2020, 05:12:39 (UTC-0700)
July 25, 2020, 05:12:39 (UTC-0700)
July 24, 2020, 05:12:39 (UTC-0700)
July 23, 2020, 05:12:39 (UTC-0700)
July 22, 2020, 05:12:39 (UTC-0700)

July 21, 2020, 05:12:39 (UTC-0700)

Status

A\ Not compliant
® Compliant

A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant

A\ Not compliant

Summary

1 of 14 non-compliant
14 of 14 completed

1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant

1 of 14 non-compliant

£ Non-compliant checks (T &8 E) EBE® , B Check name (BEEM) T , BELEEEBYN
ErmE,

MAEER AP EAEKBRERNG
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AW leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources

Logging disablac Lo

% Resources Mitigation

100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity

Authenticated Cognito role overly

T Cricical
PEMTTHSSIVE
CA certificate key quality Crirical
CA certifieate reveked but device w4l
Critical
certificates still active
Device certificate key quality Critical
Device certificate shared Crirical
loT policies overly permissive Critical
Role alias overly permissie Critical
Unauthenticated Cognibo role overly
Cricical
permissive
Conflictirsg MOQTT client [Ds High
Ch certificates expiring Medium
Device certificate expiring Megiim
Revoked device certificate still active Medium
Role alias allows access to unused s
Madium

services

Seanned (1)

4. EREREFMEAZEEDL  IREFLETEFINBRRER  FENRRERZENRRRE, &
T , 2 Actions (BF) , AR BELRERRBRERNGIGEFENKREE,

(® Note

EEEAET , BATLUERE 1 week (138). 1 month (1 f88). 3 months (3 @A), 6
months (6 {1 A) =X Indefinitely (EFRHA) , EARKBRERNFNBEA., MREREE

MAEER AP EAEKBRERNG
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ERENBH B , BREETE CLI X API FEATIERME.
0E, FiE BB AM,

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

BB BBV RRER

Non-compliant account (1)

Actions &

Start mitigation actions

Suppress Finding

Finding Reason Account settings 1 week
1 month
[+ ] 417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047
3 months S
6 months
Indefinitely

5. MEFRFIFFMEER , REZIZE Enable suppression (BB #IH).
Confirm suppression b4
Please verify the details of the audit finding suppression
Check name
Logging disabled
Account settings
765219403047
Expiration period
2 months
Expiration date
2020-10-28T21:25:41.100Z
Cancel Enable suppression
6. HEERVYTREEBERIF 2R SHRE—ERE A WBECEURKBRERIDH,

MAEER AP EAEKBRERNG
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@ Audit finding suppression created successfully X
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason Account settings

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047

ERZBRE RSN NFIRRER

1. FE AWS loT R AMNEEE KD , BB Defend (FHE) , REIZE Audit (E#%). Results (ER).
2. EBEHSERBENERZERS.

3. & Suppressed findings (1IN RER) BEEP , @A HEFMERZBE NG MLRZER
I%:E%O

MAEER AP EAEKBRERNG 135
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AWS loT x NNSIGT 3 Devicn Defender 3 Audit > AuditFesults 3 Audt Repart

Mt Audit Report

On-demand - July 28, 2020, 11:55:43 (UTC-0700)
| * Onboard
Audit findings
| ® Mznage
| b Greengras arsk (D
183942053 ald63 BROEL TGl ad
b Secune
¥ Defend July 28, 3020, 11:55:43 |UTC-0700]
tro
- it
Resulls Compliant checks (14 of 14)
s
v : Check name Severity Seanned ()
1 oL
Firdding supp sticated Cognito robe owerly Eritical
g

tgation actit a CA certificare key quality Critial

Satiing €A certificate revoked but device

Critical o

eertificabes still active

At e oy

Device certificate key quality Critial o

Device certificate shared Critical o

IoT proliches overly permissine Critikal &

FrwEne
Role alias ouerty permissive Critical
ngs
enticated Cognito role owerly e
il O
) n &
Conflicting MOTT client IDs High o
CA certificate expiring Medium O
|

Dervice certificate espiring Medium 0

Revoked de sl acilve Medium O

Role akiss allow ta uruded =
Mg o

e

Logging dsablad Low 1

Suppressed findings (1)

8] 1
Check name Finding Reason Resource identifer
Loggng deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count FESITS40E04 T

P HHIC R R B RS R

« TEAWS loT EEANEBEEKD |, BR Defend (FFE) , AREIZIZE Audit (F8#). Finding
suppressions (%3 #5 R H),

MAEER AP EAEKBRERNG 136
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fm

1.

AWS loT X AWS loT Device Defender Audit
Monitor Audit finding suppressions (1) infe m
Activity
o Resource identifier Check name Expiration date Description
s — 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)
» Greeng
» Secure
¥ Defend
u
sults
heduls
io utio
o G
» Act

B FER B R R H

£ AWS loT EEANEEEKD | B Defend (BFE) , A%IEIZE Audit (]8#%). Finding
suppressions (23R #ERHH).

BENAERECERZREERDEZ2NRIERM, BETR, BIZ Actions (B11E). Edit (fR%8).

£ Edit audit finding suppression (fREEX R RERIH)) RE L , B LUEE Suppression
duration (#P#35#&rF M) = Description (optional) (iR (ZF)).

MAEER AP EAEKBRERNG
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Edit audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related to
the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier

Account 1D

Suppression duration

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
this
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

4. TREE®R , 55E1Z Save (f#1F). Finding suppressions (R4 R 14) 15 5 FEENBI R

I B 7E 1% 8% 3R 4 SR HD

1. EAWS loT TRANEEERS | EE Defend (B58) , REIRIE Audit (4). Finding
suppressions (B3R E R H).

2. ENEHRERBREZRERERNGIEZEHNRIEIRE , AERIEIFE Actions (B1E). Delete (IER).

3. 7t Delete audit finding suppression (RIBREXZRERISH)) BB , RXFHRPEA delete
LARESRIRHIMIBR | R IZ Delete (MIBR). Finding suppressions (B IR R#NH]) 17 & BEEN B K.

MAEER AP EAEKBRERNG 138
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

AN{AI7E CLI R ER KRB RE R

ERBMERANT CLI a mREY MEER K BRE RN,

» create-audit-suppression

» describe-audit-suppression

* update-audit-suppression

» delete-audit-suppression

* list-audit-suppressions

&8 A M resource-identifier BURREBEEIH HEBIBERM check-name, TREFHMFERY

LM EEEZMME resource-identifier ARE N MiFEHH,

® Note

Ml EETEREKR. BROEEEN AWS loT KE LT, IHEERANERER
%%O

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK

B

WfAFE CLI A E AR B IRE RIS
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppressions.html
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check-name resource-identifier
CA_CERT_APPROACHING_EXPIRAT caCertificateld
TON_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK caCertificateld
CONFLICTING_CLIENT_IDS_CHECK clientId
DEVICE_CERT_APPROACHING_EXP deviceCertificateld

IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL deviceCertificateld
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK deviceCertificateld
IOT_POLICY_OVERLY_PERMISSIV policyVersionIdentifier
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES roleAliasArn

S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI roleAliasAzrn
SSIVE_CHECK

LOGGING_DISABLED_CHECK account
REVOKED_CA_CERT_CHECK caCertificateld
REVOKED_DEVICE_CERT_CHECK deviceCertificateId
UNAUTHENTICATED_COGNITO_ROL cognitoldentityPoolId

E_OVERLY_PERMISSIVE_CHECK

BUSERERERGERIDH

THIRFEROAE AWS CLI FE T EZBRERDH,

WfAFE CLI A E AR B IRE RIS 140
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« f£M create-audit-suppression W HREVEKBERERNG, THEHLFSRIERE
Logging disabled (28 E2ZF) & AWS tRF 123456789012 B FEM B IR RIMNE,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

TR EEE.

B IRERAE API

LT CLI e A L AREY MEERZBRERDE,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

EEMBIENRERBERER , BULUER ListAuditFindings AP,

B AR RIH AP v


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
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(=Bl

AWS loT Device Defender Detect A BIZB B A S EWNITA , HUstZEBEREENITARRREA
REE, SOHEAERMNIERE RE AWS loT) MIEBIREE CRELEREE L ZENRERER) , &7
BUEA -

- EREANEE,
« EAERENEIHBNRMEANEE,
c BEANBLHEERERANEE,

FBODEBIZEMERE  HPIEERRHEETA , YECAHAERE —HEEIEATREFH
FrB%E. AWS loT Device DefenderDetect Eff G LT &M AR EREREE , IFEIB Amazon
CloudWatch #4&# Amazon Simple Notification Service & HEEE R,

AWS loT Device Defender Detect Al {EAEREEFERMZT S HERE ;

- RERZEICHNERN IP it ARERENRR  HRTIBEERZa S NZHEE
- EERENEHARENEE  HRTEEMBELEEER DDoS K&,
- BERHREEREMNTERTFIERENKE,

- BEIBIRFHARERIEE (HI , REEZERENAETEREHRASELBEER).
i IEESY]
AERBRE

B LAE A AWS loT Device Defender Detect AI2ER#E BN RERME, Hlan , B LUEIRREERE
EBEANEE K HEEERWETEHNEZE (EEFEE 23/2323 LHITH telnet IRHE, 7EEREE 22 £
#1TH) SSH BR¥E, 7EiE#EIE 80/443/8080/8081 L#1THY HTTP/S BR#). RS L IRFEIZIE T
REFEAREENSLER , cMBEE LR FREREN —IB2 , MFHEBN R, £ AWS loT
Device Defender Detect B RIENEBEZ , BULUSHEBEMBR &K/ (HEBRAFEHNMERKRE) |, =
HITENNTERBR LS BlIa |, REFER, FERIAFHEM telnet),

BRAEBENEETANATRELEMBRARERER
A LAE A AWS loT Device Defender Detect B REAARTEHNEETAER FAREZEENEE.

EREE. REAPNFEREREE, RFEH P it WELR) , EWER~ZLRE. flm, LLEHN
TCPERES ARERREBEERR DDoS B, HEFAMMANERKEZRNEEFTRRTZE
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AWS loT Device Defender AWS loT Device Defender B8 A B8/
REE FHTRIBIESINER. B LER AWS loT Device Defender Detect RE&E 2 BB AV E/E
AREE | WERR BN ZER/ER (Bl |, REHEBEEEERIE 23 5 2323),

BO AR AMEEEE (ML) 2R EER , UEBHREBBENEE.

BRREERNEE

REBIEHRFEZNFASBERAPINIEE , TREATRREHRNVEE, ERRETRENS
HFRASHEM. EEE , SARERBNEETRFTEEMRERK,

ERARFMEENTA

$ AR AWS IoT Device Defender E#EHREEMHAEEE , AWS loT Detect BEHABBIEEIT R, BA
UEHETIEP—EEEEE  ERHENTLMIERE

- FTEEE

- FREEEMMERE (AWS loT E&EEPHYH)

- FTAEREMNER

- VMIHBEPNEE

ZEMEREERERFAINEEER —ARANTA , AEERAINEBRMERDNVEF, 224
RN FERX T B RS ER B AR |, RICRESBAIRG B s RIR R BT L R B,
AEMNEKELAEREEMBERFREE - MQTT AFGABNFRINHER (BEARKRERERRE
MEE) FRAERNERRBRERNEE.

/A Important

MRYHEBISEEF T , NERBBEIB 128 ELTHEN UTF-8 imiEFT , AIgEER
BT EERAVEA S .

ZEEMHRD

FEHABEREMBENTRRERE  URTARERELRBNEZRER. BMAEBREERERE
FEAREZLBENERN  BRETRERBERERHEEMNRZERAE,

ERAEERET  FRETHNENREMATEN PINKEBYE. REEEELEBZE. R2H&E
BIEEELBE, BFERURA) EXEN  LHEREFERERE,

ERAEMEENTS 143
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= i 2 F 2.1

Device Defender A LAfE AWS loT EiEEIR T 5 AH M,

WA
SRR ERAESRERNEAARATNSSHER SESSRE, EERHE, CEEREESR
BHREKE, SSYEESBETLESEE. EEAEREBEREBNFR. HABEATEN
FE loT ERMNEE  EHERRSSNERRTASRE, SEZRE o7 BE , A&BEEK
B R BIRE E RN B,
MR -
jeiE e
iR IP MREEERE , EHNRF IP it EEEE
FEHESPRBEENEETER IP it & E
o
GO HAREE AR EERE P BB ERR
] B EULEM AWS loT EisEX S ENR
AERD BHEHASAMIBNISETESRE &
RAAE R A R4S E,
MQTT BE R -

ERRTAER oT NENREERACRENERNERN , RERXEERNR. RBEER

MQTT $#H¥EiRER KRB EERRHNIRE,

FHERIEE -
B
RiR IP

BEUNAEBE

AE KD

=

HH

MRHEBEERSE b AEHRR IP it €EEE
RMHEHESTERENEETEL IP it & E
o

HANEETREEE MQTT 2ERNRPEH

®E  EHER AWS loT EREEEREN

EF L
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received

AWS loT Device Defender AWS IoT Device Defender B A E15F

BE Eh
AEFTREA SR D EBNEETRERE

RINAEERLELZLBEE,
R

BRREREREEREXACANEENER  HEFEAWS loT ERERKE, ERAERX, &
B, WBE oT KB T MIEH

FABDISE -
teim M
B K B g RN 5 5 BEASENER
o B ESABEEESSEN  EABBTLE
EHRE FEARHNDRECHEEER. BEAK.
B B E S S R BT AR AR

’ ISR =,
TR -

ERHRREESARESIEAAEASNEER , F84E AWS loT ERBHHVER. AR®
THRFNBERRBRIXERADFNA , ISR RERREER, HRBHEP—EEE
BERE B AWS IRE, SREZRE 0T BXE , AEFRERZBEREZRREREIIBERRN
28 8

HEER -
EBE E
BERHNASEE HIREHN B EZEMEN AWS tRE, B
L _ BEf8. BRNAEFNARKR N ZEETBHNE
1§ﬁﬂmﬂkm§ﬁ§ Eﬁgéﬂiﬁ%
B KN
RIR IP RARNRR IPFE , HBERHR

bl E ]
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-auth-failures
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-connection-attempts
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-disconnects
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-sent
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address

AWS loT Device Defender AWS IoT Device Defender B A E15F
+ Ll
& & v 5 A R4

Device Defender A] ATE &Ry S B iw EE 2 T 5 55 =45,

REL K Bl 75 T 8

PEETAR# (DoS) MBS XK ERMEL , EHAMNEAERE L FIERELR PR, DoS HEBER
BEEXMAR , NEEMBRABERIEFRFERBAFRREHHFE &Y loT KETAM DoS
RE,

FARgISE -
teim T
A DoS T EHE S R 3 B $E 5 B 1 M B E
B L#E  TMERE DoS KENER  HAa®
1 T A W TTAR S B — AR A AR
.
84 P MBS R E T B 1P #4/CIDR
WE |, BB E P iy R T AL R
B 1P BRAKEEME,
(58 TOP @iz DoS HEESEEE AN G2 AL H S
e HRRRAECHE W EERNESERE
{288 TCP EHR 515 EREENREEENSSNER. it 5
J——— TRGERAT  BEREREEOREE
MR T AR AN EEE g,
(588 UDP sEiisst B
BERETE -

BOBEARBERRRNBENSHAREENNFIERS  AINERNEKE, AR, RBESE
AZBEBNBERRBMNA2ELZE , REMEMANERSFEIEMHMRENER,

1
i

S
i
E

fE RSPl T


https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-packets-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-bytes-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-udp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-udp-ports
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MHEER
BE
Ha@mm

v T AR &

B IP

RERK

BRI REE

EH

E-RIEAT  WBELAERESMER LT
B, TRITEELBBIATRHNEE | LB
PMERBERZEHE, EERHAUREER
L TAR M 28 FTBURE,
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PN

IE\
BE

AWS loT Device Defender Detect fE IS EREREEMEETH. AWS loT Device Defender{&
S RIEENEFRELRGIRHNERE, SELEEXREMERR  TiREENEBIREE : ML
Detect X 18 6 IBEIRISEM 7 BEBIRIEIE, WFE ML Detect TENIEEZEBE | 20 ZENE

BEBEAERERUREXMNHE K EEZEIB AWS loT EEFEBWHNASBESI AN, EH
AWS |oT # LR EIT A

AWS loT Device Defender Detect th AT LAUREE, FHEK&EEIE AWS loT HEELEWEEZEEER |, 4l
o, HEEEENEZE, CEENVUTEASHESE  SEEN TCP Eig,

B LEBBERIEERMEH AWS IoT Device Defender Detecte EEFHEBIRIERE , B4 A
ST AWS loT EPEEER K EBRE LZFZ AWS loT SDK , AEISEL i ISEEIXZ AWS
loT, FEZREEEFEIEE,

ZEMRER
ZEUMRERERLBERE (FEYHEE) RERFHANMELEENERTE , YIEEEGEIDE
AR EE AL B e, BATLAER AWS loT XA API S EN T MNER | WigHE
SEEHREEIEAB ., AWS loT Device DefenderDetect BitAC i LM BN ER |, WEHLLM
RERPERNTS , REAEEBTANEE,

T5

1524 5F AWS loT Device Defender Detect I E BN EETH, FANFHFETANEES
EER 2 #2418, Rules Detect {TAESIEEMBHERAITRE , UREEF (FlW , MRARE
B, ARBER) WBHESRTERRE , AUERBEHNEETA, ML Detect TABEEEM
ML Detect #8588 , EERE ML B THREBWEETA,

HEREE (ML) RH

MLERE -EHS2EEE BYNENEREREFRENESETA. WERSKIBEEEZEEE
BHENEEENENETIER , YHHEERTAEA=AZETEERE (8. PHK), ©8%F
HEBRBBHENNEESHHERER, £ ML Detect WARH , @2 — @ ML BB R LIEE
TR, MFEFHMBEA , F52BML Detect,

]
&b
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TEE

ML Detect XIE=FEJ{EE : High, Medium # Low, High AIfEERTEETAFTEPHEREBR
E , BETRBERERE. Medium AIEERTFHEE , M Low IGERTSHERE , BETRE
ERERS,

HE
BOLERE—EHERARITANEER, fln , BUNEE —BEEFBREEE | 517
AREREFEERAN MQTT &, NEERHEUARTLUREENHEBENR , F28

CreateDimension,

B

EREAFEER , BREXTLUER CloudWatch 512 (7828 (AWS loT Core B AEER) F
#9 5 Amazon CloudWatch B3 AWS loT B RAIERE) 2 SNS BAEITEE, AWS loT £ A
UERTETEA , ERETHWMEEER , UREEETHNREELCH, EERREFLERERT
5, SETCERETEREFLBEE —BRERNEHNE K tSEXETR.

BRRFEIRE

BUBTR2® , CTLRBERA A, . TRMEE) . TEE S TR, . LETHUAE
TERBRAEIT AR, AT S R KA H oh — MR, BAERE AWS loT Device
Defender %R, 7 SUE A B RERE K AIAE BRI OB BBk AR B . 35 7 15 80 MK SR 4B
f, BINHBRE RRTERDE, WERNETET  IREBETARE T, HAETHERR
BRER TTH, .

& RIS

BITHBBHRES on R suppressed , REE Detect B/ SNS B, MHIBRIEFTLPHEIE
Detect TR EIT AL ; Detect BREKEEITARTAERE R, T1B , TE# % SNSEA
EIXIFINE R, REEEIB AWS loT A5 APl FEEM.

175

ZEMHRERETE—HTAE. SETAHIE—HEE , HEALIKRFAN—HEESIMELEREILE
BITH. TADABME : Rules Detect 175F1 ML Detect 1T4A. £ Rules Detect 1758 , B UES
EEEEWNITA , M ML Detect BIF AEEERFEHEER LI ML EERFFHEEEETNITA,

ZEMBREETURREREER 2 — : ML = Rule-based (REIHE), ML £ MR EESRIBENE
Rh2EE BHEIREARBENEBEERRENZEHEE., RARZ MR EREELFHRERRE
FAIREEEEEITA,
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https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
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LATEREA— AR behavior EEMEI

B AR Rules Detect #1 ML Detect

name

TANER,
metric

FEANEREER (BRE , TAMAENIEE).
consecutiveDatapointsToAlarm

MRAREERBEHEREBERNENTA , ISELER, IRXREE , AIFERER 1.
consecutiveDatapointsToClear
MRBEETR  UREFRETHEREEHENEBERMNITA , AIgERETR. IRKEE ,
RIFERRER 1.
threshold type
ZEMREETURMEREEE 2— ML IRAE, ML T2 MREESRBENERPET

BEREARERENRERREENZLMEERERY. AAEZENREEEELFHRERER AR
ERZETR.

alarm suppressions

BRI AR TABHRES on = suppressed , REE Detect /R Amazon SNS BAH, !
BTRAAZM I Detect MTRBIT AL ; Detect ERBEEETARTRERER, T, T
2EH¥ Amazon SNS BAEEIIHINE R, REEEB AWS loT £ A API FEEM,

Rules Detect

dimension

A ERE —AHERFARTANEGE, fitn , FAUEE—BAXEGFEHREHE  BTAERZE
TFEEAN MQTT £, PECHREALTMRERTFERANME , 552/ CreateDimension, &
1 AR Rules Detect,

criteria

AHETREH N metric MIRERT ERMNKRAE.
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® Note

£ AWS loT =& |, A LLUBIBE R , LU{ETE AWS loT Device Defender EBI R E
TAEER | 3EIB Amazon SNS IEIE A,

comparisonOperator
ERENYH (metric) BBEEMEH (value = statisticalThreshold) HiEE ¥,

AIEEfE A : "less-than", "less-than-equals", "greater-than", "greater-than-equals", "in-cidr-
set", "not-in-cidr-set", "in-port-set" # "not-in-port-set”, ¥ FRFIEEE FHYSEISESR
M, CIDR EMEEENEEFREANKES S EEERNEEREER,

value

HBRN metric HNE. BIBEENER  EEXIE count (—fE{E). cidrs (CIDRBE)
ports (EiZFEEFE),

statisticalThreshold

YETHERNHRTRE, HWBUEEW statistic WILEETHIRENE : p0o. .
fp0.15 . Tp0.01s . Tp1s. Tp10s. Tp50s . Tp90s . Tp99, . (p99.9, .
rp99.99, = Mp100, -

It statistic LB HRR. EAUBETEARYEZTAREMESHANE. RESEEE
AI#5EEFE (durationSeconds) , BN T MR EEHEBBNFIERSHE — L2 RER
B, YSREXERNTER L. 2% , RASWERENHEELEHARNFEFERBEEL
BH. MREEBEEVEEBREREEER 2 LLEBEAE (comparisonOperator) , BIZEE
SHEAAFETA. B8, EBERERITA.

HOLEREERAREERENATHNEHEET . A0, MRE Tpo0, (£ 90 EED
te) WIER 123, Bl 90% WIFREEEEEKR 123,

durationSeconds

HHEERBEENELRY  FRLEREETEITANARB (6

0, NUM_MESSAGES_SENT). &#¥f statisticalThreshhold #EELLE , ERKWEFEHE
BEEYE statisticalThreshold B , ARWEBRAEEGHEEUNHEHTAELE T
BEB I PTR& B,

T5H 152


https://en.wikipedia.org/wiki/Percentile
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ML Detect

ML Detect confidence

ML Detect XEB=A{EE : High., Medium # Low, High AIEERREFETATEPHEBR
B, BETHEREEE , Medium AIGERTHHBBE , M Low IGERTEHEE , HETH

EREES.

ML Detect

B 7 Machine Learning Detect (ML Detect) , BAIMB U LR MERER , HESEAKEEE  RIBESL
HEEHEHEIRERTHEHNELETHS , W ELRERERGEESHERCEBEPNmMEE
B, AWS loT Device Defender #&E A ML HERFAFIEZE L BHE R,

WERBRER ML Detect BVFFHIE A , 582 ML Detect 15/,

TEIETIEHS :

« ML Detect K F R Al

« ML Detect HIEET

- REER

- R

- EET R RR R A E A B R A
- XENEES

» Service Quotas

« ML Detect CLI 55

* ML Detect API
o TEHMER ML Detect T M RERE

ML Detect B9 =4I

BRI EBURERENTARTAR , £/ ML Detect REREMHBBRE, il , EEERPENE
WESNHE  IRTERETEESHAATEINERE, EUERT , B UMM ML Detect , R
REBECIHWEBELER KRB EENFEERERTER R,
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ML Detect 958 —EFE A RHI REIEEERESHEBLNEEITA, ML Detect ERBREELFTE
BER K CHETHREEHNEETH, fln  XEFEELEMEERHITHERMBARAME , M ML
Detect 2B EEHET A,

ML Detect BYiE/ER T

£/ ML Detect , SERILVEN TR , B 6 AEREEMN 7 AXERESHINBENLZLMEERE. £V
BREIRIE 2% , ML Detect ERFIBE 14 RWER  SEXENEEEE, vaEl MLER
ERSLERNERNY  YERIDNEERBHRETR.

MREBELZLMBREREZZEEFHUERTANEBES , ML Detect &EMA. Hlin , MREEHIBH
HEEANEFNRE K MEMEEAREEHAE , AIMEFEACHNEBTAENTEEERANE
B, B LG E B A K home-device Y4HEE#A M office-device Y4B H, MEBEEREERANR ,
BB EY M EAEZEIERA ML Detect ZE MR ERE,

E ML Detect ZE¥RERE HEE 14X, BEBEX 14 XHE , BEEEZSLEE 25,000 BE
BETREELEE, v  CEBAHFTEFER  HhEBENEEEREEE, NRTFEHESE
R, MLDetect BHEE_REXEEETE K WHEHETRY 0 RKRERER , AEPIERETME,

RIKER

HRIRMEIM 4 ML #EE | ML Detect EEUTHRIEFE R,
KA R

BEVHREREE 14 R, 2#  SERSXFGURBBE 14 REBWIEEEREHEE,
SIRER A

BE ML ERMENKEERSBERBE 14 XEMEEE 25000 BER Y. ZEREIRNENR

EEEA  MLDetect RERZTERKEFEHBEERMYE. CEABHERUTRE :

« 45 piEffR 60 SPREERILE AWS loT EITEH,

- 30 piEMER 40 HEKE,

- 10 ZiEMER 15 HERE,

- 5 DERR 7 BRE.
SEERHERE

HRWEEN  CLAEREMREEN ERNHFEAPERYH.
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EERVVIRER % MLERASXHMESEFREE THEEBX 14 XREBEEL 25,000 EER %,
PR

&R LA ML Detect #8E T EiRmERNEE —EER !

o RHE KB (aws:num-authorization-failures)

- BEKRHAE (aws:num-messages-received)

« BEEMNFAE (aws:num-messages-sent)

« AB K/ (aws:message-byte-size)

ML Detect FZ & T 5151E,
ML Detect F X EEIRIEE :

+ KR IP (aws:source-ip-address)

ML Detect T EE BEIRIEE :

« B IP (aws:destination-ip-addresses)
« {HEE TCP jE#48 (aws:listening-tcp-ports)
« {88 UDP jE$### (aws:listening-udp-ports)

HETIEEEXE number FH,
EERPERRY A HbEREIREE

MR BBFHERSE ML Detect BRARM , LU URBERNRBRERES "Ry . ETUEPE
HNEXBIFTEECOENE T, BOTLSERERS THF, . TBMSE) R "FH, .,

A LUEIB AWS loT Device Defender 12 A5 PutVerificationStateOnViolation API Ei{ERZEE
'E'/j_\o

XENER

ST AR B fE A T 5 Bim s R ML Detect :

« B KB (aws:num-authorization-failures)
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
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« EHREFXE (aws:num-connection-attempts)

« FENHELR (aws:num-disconnects)

« FAB K/ (aws:message-byte-size)

« BEEMNFAE (aws:num-messages-sent)

« BEWRKFAE (aws:num-messages-received)

&R LA ELE A T 51 2 B35 R 82 ML Detect

o frTHEE
o fITHEEA
o JEE TCP EEEH# (aws:num-listening-tcp-ports)

o B UDP EEEHE (aws:num-listening-udp-ports)

« HB#EH (aws:all-packets-out)

« HB# A (aws:all-packets-in)

- BEIYH TCP EFEFTE (aws:num-established-tcp-connections)

aws:all-bytes-out)

(
(

aws:all-bytes-in)

Service Quotas

1% ML Detect FRISE M RHINIABIER , 526 AWS loT Device Defender fi S5 HIEL%E.

ML Detect CLI a5 %

EBALAERA LT CLI s R 2REILFMEE ML Detects

 create-security-profile

« attach-security-profile

* list-security-profiles

* describe-security-profile

* update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

 list-active-violations

 list-violation-events
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https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
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https://docs.aws.amazon.com/cli/latest/reference/iot/delete-security-profile.html
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https://docs.aws.amazon.com/cli/latest/reference/iot/list-active-violations.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-violation-events.html
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ML Detect API

T5| API ATLA A RZE S MIEIE ML Detect Z2 MR ERE,

» CreateSecurityProfile

 AttachSecurityProfile

» ListSecurityProfiles

* DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

* ListViolationEvents

* PutVerificationStateOnViolation

(KM BER ML Detect £ MR ERE

A LLE{E ML Detect T2 MERER , LEREIHEREETA , MEREMN ML Detect TLMRTE
B, UELIESEEREREETA,

AR A EE ML Detect T2 MR ER

BEEATEAEE ML Detect Z2MRER , BLAEEEFENYHEE. FEEYZAYH
248 , 526 (AWS loT Core BB ABER) TR EEYEE, MRECEIZNYHEE
AN YA EEERE S ML Detect Z&MERERHN B R,

(® Note
BEERHE 30 RAKLZEMRERBNBERRERERE , TARBELIENMAREMRE
&o

FERATEAMBR ML Detect R MR ERE

HEMBRZ L MHRER , FERTHISER
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_AttachSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html

AWS 10T Device Defender AWS I0T Device Defender BI%¢ A B 157
1. FEAWS loT XA/ , EEZAEMW , RRFEIE Defend (BHE),

1£ Defend (B5#) T , #1E Detect (158) , A& 1E#F Security Profiles (Z£MFRERE).

BIEEEMBRA ML Detect Z& MR ERE

EIF Actions (BiE) , REMEIEHIERE Delete (MIBR).

> w0 Dd

® Note
TEMIBR ML Detect R MRBRER 2 ® , BB BELZENTRATEMRERE,

£/ CLI = ML Detect £ MR ELRE

EEMA CLI B2 ML Detect Z2 M5 ERE , FFMA detach-security-security-profile

AL
mT

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(@ Note

BLBIEERETE AWS CLI HEA. BOUREEATIERE , BFEX 30 RAKREMRE
ENEEREEEHE , SAKBLIETMAREMRERE, BERREHBREREREER
ERHE , 55/ attach-security-profile @,

£/ CLI MR ML Detect &£ MR ELRE

BT LMERA LT delete-security-profile &% , ML £ MHRER !

delete-security-profile --security-profile-name SecurityProfileName

(® Note
FEMPER ML Detect Z2MRER R , ERBLIENRA TS MRER,

== MR ML Detect Z£ R ERE 158


https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
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= & dh
ﬁ n:”: BHI1=

£ AWS IoT Device Defender BET1EE , R UERNEREESIFEARGIBENEE , flinEE
B Wi-Fi FENEERE, SHEE K SEERBENERBRAE, B EETAETERETSHRER
B, REEEEEEERE (%14:3#@) RMEEENFERTA. BUUREBRRERITA , RE
FAERELETR  REANEEEESENWREE,

TEFGETIIEHD

s MAEEEERFEABITEE
. Wfa# CLI EF BETIEE

- HF[EEBCLI &5

- BITIERE API

MAEEESREABER

HERRE

* AWS loT Device Defender Agent SDK (Python)
- BY BT EEYEHMEER S MRER

- BB BT EEFAER

- EXMBEFTER

- RMERBEFTEE

AWS loT Device Defender Agent SDK (Python)

LEERBER , 55 T8 AWS loT Device Defender Agent SDK (Python) £i#I{X R, IKREERS
WEEESRHRE, —BRMHTRERER , LR ITURKBABENESR  LTHEREERWERE.
'“r'ﬂé«z%ﬁfi&_ﬁﬁ’ﬁaa'_\_ﬁfi AWS loT Device Defender Agent SDK (Python) Readme LEUfS. 0%
&R , 7828 AWS loT Device Defender Agent SDK (Python).

BYHTERLEHTES RERE
THRFEINMAEEREPRIL B ER,

1. 1E AWS loT FEANEEEFES , B Defend (BHE) , R%ZIRIZE Detect (838)). Metrics (38
=)o
2. 1 (BFI#E#E) HEL , ##F Custom metrics (1I).
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https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://console.aws.amazon.com/iot
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3. £ Create custom metric (B3 BFT#51E) EE L , 1T T3 EE,

1. # Name (£%) T , RENEFTEERASHE. EEV BT EREZR  BEEBILERE,

2. 1 Display name (optional) (BT E (ZRA)) T , BUULA B EEWAZRLEER. TTL4=2
M—0 , METCATUEEIRETENR.

3.7 Type (BH) T , BELEZERNEEERE, EEEAE T string-list. ip-address-
list, number-list ;1 number, % & X EUIFR,

(@ Note
ML Detect R 7253 number (BF) EE,

4. 7£ Tags (BH) T , B LURER ERAHBEHVES,

St RFREIETE Confirm (FE3%).

4. HEZBIATHFTEEZ#® , Custom metrics (BETIEE) EHEHR , BUUEHEPEEHREL
W EETEE.

5. EE A LEELETEENEERSMURER. £ AWS loT TEAMNEBEKS , BB Defend
(BHE) | SR#.12$2 Detect (1578]). Security profiles (Z£ 4 # A 1E),

6. ERELEKBIEENEENETEMRER.
7. 1E$E Actions (B11E). Edit (#R%8).

8. 1#1F Additional Metrics to retain (ERBWHEHMIERE) , AR BELVETEE, £ TiEHLEE
Next (T —2%5) , BEE|EEZE Confirm (FEFY) EH. 1##F Save (#7F) M Continue (#&18). TERIhFT
BTENBIEEZR  ReMBEEFAEFEREIE R,

® Note
ERMEREASHE , B UBRTERTERARNER.

WA B ERFAER

THRFERUOMAEEZAETFRE BT ERNFEERA,

1. 1E AWS loT I AMEBEE KT , B Defend (BHE) , R1%i%Z Detect ({838)). Metrics (3§
F)o

MAEEZRAEPERBER 160



https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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2. BRELERBHFMET 2 BFTEZREN Metric name (EHREEH).

ER BRI ER
THRFBRAMAETRATERETEE.

1. TEAWS loT FEAMNEBEEKF , B Defend (BHE) , REIEE Detect ({238]). Metrics (38
=)o

2. BELEFEHZBTEESBNEERT, A%, ¥ Actions (BIF) , i##2 Edit ((RE).
. 1E Update custom metric (EFTEETERE) EEL , ZUUREEETER , URBRIMEER,
4. SERTE , FBIEE Update (E#). Custom metrics (BFT54E) HH,

il Bk B 3T 5 4%
THRFBERMAEERAFMBRETEE.

1. B, RFSENTARZLMREETBRENBITIEE. SUNEBITEEFHEAEE MR
DEBETEENZEMERER. £ AWS loT EEANEEEES , BH Defend (FHE) , REZRE
Detect (f838). Metrics (}84F).

2. EERLEBRNEITERE. ‘BFTEEFAEAETE LYIRE Security Profiles (Z£MEERE) B
e MRERTBREBTER,

3. £ AWS loT FIEAMNEBEERKS , BB Defend (FFE) , ARIRIZE Detect (838]). Metrics (35
=)o

4. BRELEMBRZ BFTEESZSENRERME., AR , ¥ Actions (BI1E) , i##F Delete (IBR).

5. £ Are you sure you want to delete custom metric? (R EEMBRBFTISER 2 ) AL L | #i#
Delete custom metric il B 5T 61,

/A Warning
EMERT BT ER2® |, £EEXRBZIEFHABNAMAER . EEBFEREER,

wmfAIfe CLI EA BETEE

HERE
« AWS IloT Device Defender Agent SDK (Python)

MATE CLI G F BT ER o


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot

AWS 10T Device Defender AWS I0T Device Defender BI%t A B8
s BRI EEYSEMBETL L MRER

- MR BT IEEFHEA

- EXBETEE

- MERBETIEE

AWS loT Device Defender Agent SDK (Python)

EERBER , 55 T8 AWS loT Device Defender Agent SDK (Python) £i#I{AEEER, IKREERES
WEERLRMHRE, ERHENRERERZR  BUUMEMBENER , LHEREE RN R
B, REHBREENNIERAE AWS loT Device Defender Agent SDK (Python) Readme EEUE,
WMEFFMEN , 5528 AWS loT Device Defender Agent SDK (Python),

BY BT ERYSHMEER 2 MRER
THRFERNAE CLIZY B ER , YREFTEERSURER,

1. {8 create-custom-metric HREI BITHEE, TIHHFHESEITANESHH D LW BEETHE
=,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a@cl-35b181ed26b0" \

B
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. EBRUEMBERIIEEZR , BULEA update-security-profile A BFTIEEHE
ERAERERE , HEMA create-security-profile BN LS MRERE , LUEHET
BEHEZEHD, FiER] , RMEBUFNREMUERTERE (BA batteryUsage) , #H
M) batteryPercentage BETIEEMBEHP, HMtL=H ¥ Rules Detect 5 , B A
cellularBandwidth,

mfIfE CLI £/ BRI ER 162
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aws iot create-security-profile \
--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."

\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":753},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":1}},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]" \

--region us-east-1

B

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"

(® Note
ERMESELAERE K B NBRFAENTERRER.

R BT EFFMER
THRFERMME CLI B BETIEENFMENA,
« fEMA list-custom-metrics MO RBBEBHWATE BETEE,

aws iot list-custom-metrics \
--region us-east-1

tem e AR TR

"metricNames": [
"batteryPercentage"

mfIfE CLI £/ BRI ER

163


https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html

AWS loT Device Defender AWS IoT Device Defender B A E15F

]

EMETER
THRFBERMMAHE CLI EXHHITER,

- fEH update-custom-metric S REFHBEFTIEE. THEHHIFEH display-name,

aws iot update-custom-metric \
--metric-name batteryPercentage \
--display-name 'remaining battery percentage on device' \
--region us-east-1

LR EERO TR

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-

east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"

}

R

THRFERINAE CLI MBRBEFTIEE,
1. BZEMBRBTEE, BARBITEEEZEENTALZE MR EEPBRETEE, F£A list-
security-profiles R RBREBREBITIEENZEHRER,

2. EERZELMBERBRETERE , M update-security-profiles %, BMALERSE
MWATEEN , BHBRBTIEE !

aws iot update-security-profile \
--security-profile-name batteryUsage \
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--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

TR HERN TR

"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T723:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. BBEITEESRz® , A delete-custom-metric KM BEITIERE,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

It 89 9 Al Hh A R A0 T PR

HTTP 200

HETiEE CLI v
A EALT CLI 4 RET MER B TisE,

» create-custom-metric

» describe-custom-metric

list-custom-metrics

» update-custom-metric

delete-custom-metric
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* list-security-profiles

HETIE1E API
T5I API AT LR R ER S FI SR B ST 04,

* CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

» UpdateCustomMetric

* DeleteCustomMetric

 ListSecurityProfiles

B iniEE

BYRESMRERR , B loT REEENERRETANERE , RIEE loT EENFEHRITA
THREBIRMNIEE , GEEERBEAELE LLENRERN,

2 c#BE H (aws:all-bytes-out)

EREHERAREESHUTHENEE.,

FALER  UEERERXBEEINELERENEASIRT/NEE , HEEEHBRUUTHEAEMR

B,

HZAM : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals
B BRFAEY,

By : {uil

FERR . IEREY., AMEA 300, 600, 900. 1800 =k 3600 ¥,

Example
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"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 4096
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold K &i

"name": "TCP outbound traffic",

"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"

1
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #9 &3l

"name": "Outbound traffic ML behavior",
"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},

fzciAEH (aws:all-bytes-out) 167
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"suppressAlerts": true

}

2 c#BE A (aws:all-bytes-in)

EREHEBABARENVTHARE.

ERALER , MEERERZEVNEARENSARK/NBE , HEEERBRN N TESEMR

fim

o

#HZBR : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals

B : RIFREH

By :{uxil

BHERR . EEEE, E%ES 300, 600, 900, 1800 = 3600 #,

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ statisticalThreshold Ky Eif|

"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",

LB A (aws:all-bytes-in)
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"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

},

"suppressAlerts": true

Example £/ ML Detect #9 &l

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

18 TCP E#2B5T 8 (aws :num-1listening-tcp-ports)
HEBIEEEEN TCP BIEEE,

FHLER , QIEESARERXERNRAEEN TCP EIZERE,

HBR : Rules Detect | ML Detect

B . KM

iEHE F : less-than | less-than-equals | greater-than | greater-than-equals

B : BIEEY,

B . KM

EHE TCP E#85T8 (aws:num-1listening-tcp-ports) 169
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BB  FERE, BMEA 300. 600, 900, 1800 = 3600 #,

Example
{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example £/ statisticalThreshold Ky i

{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b
"suppressAlerts": true
}

Example /A ML Detect K9 &3l

"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {

{8 TCP BB (aws:num-listening-tcp-ports)
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

EZEE UDP E#E5T8 (aws:num-listening-udp-ports)

SEIETEREIEN UDP EEHRE,

EALLER , UEERERERRERNSEAMEN UDP EZEEH,

#HZBR : Rules Detect | ML Detect

By KB

iBE ¥ : less-than | less-than-equals | greater-than | greater-than-equals

B : RIFEEY,
B kEH

BB  FERE, AMEA 300. 600, 900, 1800 = 3600 #,

Example
{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

Iy

"suppressAlerts": true

$EHE UDP E#EHE5 8 (aws :num-1listening-udp-ports)
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Example £/ statisticalThreshold Y&l

{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I
"suppressAlerts": true
}

Example £/ ML Detect Y 45l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
{

"consecutiveDatapointsToAlarm":

"criteria":
1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
by

"suppressAlerts": true

Ha#@t (aws:all-packets-out)
EREHERAREESLHHINHE.
FALER  UEERERRTEEEHEAEENEASEH

if

l)lb%ﬂg%

FZAR : Rules Detect | ML Detect

BE ¥ : less-than | less-than-equals | greater-than | greater-than-
B : RIEEEY,

ARBHENHE

equals

HE® W (aws:all-packets-out)
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By HEH

HERE  EEEE, BMEA 300, 600, 900,

Example
{

"name": "TCP outbound traffic",

"metric": "aws:all-packets-out",

"criteria": {
"comparisonOperator": "less-than-equals
"value": {

"count": 100

.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example f£ 8 statisticalThreshold KYEi4l

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {
"comparisonOperator": "less-than-equals
"statisticalThreshold": {
"statistic": "p90"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ ML Detect # 5 45

"name": "Outbound sent ML behavior",

1800 5§ 3600 ¥,

n
’

n
’

HE® W (aws:all-packets-out)
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"metric": "aws:all-packets-out",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

.

"suppressAlerts": true

Ha#@ A (aws:all-packets-in)
EREHERABEARENHIHE,

FERALER , LEERERZEREEHEAAERNBEARENTASIRTNHEE,
AR : Rule Detect | ML Detect

iEE T : less-than | less-than-equals | greater-than | greater-than-equals

B : RIFEEY,

B HEH

BERE : FREEY., HMER 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

HBEWA (aws:all-packets-in)
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}

Example

£ statisticalThreshold BRI &5

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #9 &3l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

BHYik IP (aws:destination-ip-addresses)

—#H 1P B RV,

FRALEEREE—HEAFT (ZaBABRRE) SIEL (2B A BB E) W Classless Inter-Domain
Routings (CIDR) , S{E2E XA T 5:&E#EE| AWS loT,

B IP (aws:destination-ip-addresses) 175
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HZAR : Rules Detect
iE&E F : in-cidr-set | not-in-cidr-set
{& : CIDRBE

B : N/A

Example
{

"name": "Denied source IPs",

"metric": "aws:destination-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

b

"suppressAlerts": true

{552 TCP jE#1E (aws:1listening-tcp-ports)
FEEEN TCP EBIE,

FERLLEEREE AT (ZABABDRE) IEL (R BRARRE) W TCP EiZE  SEEXENSE
HABEEEIEL TCP EEIE,

HAR : Rules Detect

EE ¥ : in-port-set | not-in-port-set
B —HEEE

BE{ : N/A

Example

{

"name": "Listening TCP Ports",

{588 TCP E#18 (aws:listening-tcp-ports) 176
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"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 443, 80 ]
}
},

"suppressAlerts": true

{582 UDP #1%IE (aws:listening-udp-ports)

FKEEEHN UDP EiRE,

ERALEREREE-EA (CHBARRE) JIER (ZHBAREE) Y UDP EiE K SEREL
AT BEREEL UDP E#E,

HZAR : Rules Detect
EHE ¥ : in-port-set | not-in-port-set
B —fHEEE

B NA

Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]
}
3
}

BRI TCP EM&RETE (aws:num-established-tcp-connections)

BRAREER TCP ERH.

{558 UDP E#2 (aws:listening-udp-ports) 177
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ERALLER , MEEBERERXBERNBE AT NHENERT TCP EIRE (FFE TCP iRE),

AR : Rules Detect | ML Detect
BE ¥ : less-than | less-than-equals | greater-than | greater-than-equals
B BFBEY,

By ERE

Example
{

"name": "TCP Connection Count",

"metric": "aws:num-established-tcp-connections",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 3

},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ statisticalThreshold Ky if

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
b
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

B K TCP E#ARET# (aws:num-established-tcp-connections) 178
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Example £/ ML Detect #9 &l

{
"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
}

KERBRXHFHE
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REH EEH HE Type
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BREER
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RER EEB KR B Type PR 1 fimg
Mt t establish N 2F >=0 B2 EAR
ed_connec =
tions
{EEE TCP EiZE
RE® BER KRR B Type B il fimaE
listening tp BER N ks
_tcp_ports
E R pts listening N List<Obje >0
_tcp_ports ct>
port pt EEE N g >0 ERENE
FHEERRO
interface n EigE N F& NHEHER
st t listening N L2 >=(
_tcp_ports
{55 UDP EiziE
RE® Yo o RITHE MHE Type BR %1 &k
listening up EE N Y4
_udp_ports
EEE pts listening N List<Port> >0
_udp_ports
port pt EiEER N L2 >0 EARIB A B
FEKRO
interface m EiEE N F & NHEERE
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RER EEB RE HE Type
Mt t listening N g2
_udp_ports

Network statistics (#8E&##EEE £

RER BER RixE YHE Type
network_s  ns EBE N v
tats
bytes_in bi network. s N g¥
tats
bytes_out  bo network_.s N BF
tats
packets_in  pi network.s N 27
tats
packets_.o  po network.s N g2
ut tats
Example
AR JSON #EBFERAERHE,
{
"header": {
"report_id": 1530304554,
"version": "1.0"
iy

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "eth@",
"port": 24800
},

PR 1 frmat

>=0

BRI fis&

ﬂ_l"

=85
g,>=0

R
B, >=0

=85
g,>=0

=82iE
g,>=0

REEFEXHRE
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{
"interface": "etho",
"port": 22
I
{
"interface": "etho",
"port": 53
}
1,
"total": 3
},
"listening_udp_ports": {
"ports": [
{
"interface": "eth@",
"port": 5353
},
{
"interface": "eth@",
"port": 67
}
1,
"total": 2
I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615

.

"tcp_connections": {
"established_connections": {

"connections": [

{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
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"total": 2

}
iy

"custom_metrics": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,

"MyMetricOfType_NumberList":

{
"number_list": [
1,
2,
3

}
]I

"MyMetricOfType_StringlList":

{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

Example £ %2 & BEH| JSON &

{
"hed": {
"rid": 1530305228,
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IIVII: Il1.®Il
iy

"met": {

Iltpll: {
Ilptsll: [
{
Ilifll:
Ilptll:

Ilifll :
Ilptll :

"ifr
"pt":
3
1,
"t": 3
iy
"up”: {

Ilptsll: [
{

Ilifll :

Ilptll :

"if":
"pt":
}
]I
"t 2
}I
"ns": {

uethgu’
24800

uethgu’
22

uethgu’
53

"eth@",
5353

"eth@",
67

"hi": 29359307173,
"bo": 26490711,

pi": 10014614051,

"po": 11387620

}I

Iltcll: {
Ilecll: {
IICSII:

{

Illill:

"eth@",

REEFEXHRE
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"lp": 80,
"rad": "192.168.0.1:8000"
},
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
}
1,
"t 2
}
}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3
]
}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"
]
}
1,
"MyMetricOfType_IpList": [
{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}
]
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}
}

REEEEER

AWS loT Device Defender Detect ATYIEE, N EIE AWS loT HEEELEMIBEER , UERBIZRE
ETANEE, NERPMMASEZEREEBEEE AWS IoT Device Defender,

ZUETE AWS loT EREERLEFE LT LM EFE AWS IoT SDK £ 2 it , AKEKEBIRER, B
EIEE S SDK W EBFE,

B ER AWS loT £ERAFInRMEE , RATCRMHE—REREX , J®E AWS IoT Device Defender
FAWS loT ZEEEBFRIRHEANIIEE, ELINEIF/EKEK. TLEE. AWS loT Device Defender $51E
BmEE,

&% AWS loT Device Defender #5425 BEimigiZ &M= AWS loT F V(R BB £ 8 LUETIRE M FTEA

£ AWS loT EIiEH F i R & 515

EERE AWS loT £ERFW , B LUK GitHub THRE. ERBEREHELERENNEELLTET
AWS loT HERFmZ % , BX4ELEREAKEBEIRIEZEFEIEZE AWS loT Device Defender, B &
AWS loT ®BAF iR =EH device-defender EBRFHREN T IS E :

"device-defender": {
"enabled": true,
"interval-in-seconds": 300

}
/A Warning

REZEKEERRERSED 300 ¥, NREKFEERRERSNR 300 WHE , Rikge
AEENERER,

EEHTEMNEREZ% |, A LLIE AWS loT Device Defender E2 AR BN LR ERMITE |, RE
BHEERMEZIRMNIEE, BT LIE AWS loT Core TR AHRSRERMHIIEE |, 555812 Defend
(B &), Detect (f23l) , R&ERE Metrics (FE15).
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AWS loT Device Defender AWS IoT Device Defender B A E15F
= L j:z, wi
= U 1B 5=

BYZRESMRERR , WY oT REELENERRETANERE , RIEE loT EENEHITA.
THRERER , ELEREBE AWS loT,

B R/ (aws:message-byte-size)

AEFHMTAR. EALER, UEERKESRE AWS loT WEAIRASNRAIR PN (M
HBREN),

dl

#HZBR : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals
B : BRIFAEH,

Efy : fuxi

Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024
o

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold K&

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {

ERER 188



AWS loT Device Defender AWS IoT Device Defender B A E15F

"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ ML Detect # i 45l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

}

NRE=EEE S 7 ENHER , REREERNAERE A NBIBEH 90% WATEHMEEMR AN
AEEBRAN , MAERESALZT2MRERITAETHRS  MAHRER,

EEEMAL (aws:num-messages-sent)

REITRERBREENASHE.

FRLIEE  UEEERSERRUESELEEN AWS loT 2BEENEARRNIALEBE,
FZAM : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals

B 2FEEEY,
B AR

BEEMNFL (aws:num-messages-sent) 189
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BB  FERE, BMEA 300. 600, 900, 1800 = 3600 #,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ statisticalThreshold K&

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example {# /A ML Detect K9 &5l

"name": "Messages sent ML behavior",

BEEMNFL (aws:num-messages-sent)
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"metric": "aws:num-messages-sent",

"criteria": {

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

BEZWHAE (aws:num-messages-received)

REEBFERBIRBENASHE,

EALLER , MEEERERRITESMEREN AWS loT 2EEBHNEAHSZ/NALBE.

AR : Rules Detect | ML Detect

BE ¥ : less-than | less-than-equals | greater-than | greater-than-equals

B : RIFREH

Bfy: AR

FERR - JEREH., A%ES 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "In bound message count",

"metric": "aws:num-messages-received",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 50

b

"durationSeconds": 300,

"consecutiveDatapointsToAlarm":
"consecutiveDatapointsToClear":

iy

"suppressAlerts": true

DEKWF L (aws:num-messages-received)
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Example £/ statisticalThreshold Y&l

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

Example £/ ML Detect # i 45l

{
"name": "Messages received ML behavior",
"metric": "aws:num-messages-received",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
}

R KB (aws:num-authorization-failures)

ERALER , MEEAHEEEHBARARE - RENKARBRARE. EERREEE AWS loT &Y
ARRREREARY , Sl , MREEEHBME —ETEMHEHFF TN EER,

HZBR : Rules Detect | ML Detect
B REE

EE F : less-than | less-than-equals | greater-than | greater-than-equals

KB (aws:num-authorization-failures) 192



AWS IoT Device Defender

AWS loT Device Defender B3¢ A 157

8 : RIFREH
FERR  JEREH, BRES 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "Authorization Failures",

"metric": "aws:num-authorization-failures",

"criteria": {
"comparisonOperator": "less-than",
"value": {

"count": 5

1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold Ky i

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50Q"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

Example £/ ML Detect #9 &l

"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",

KB (aws:num-authorization-failures)
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"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"
}
},

"suppressAlerts": true

}

FIR IP (aws:source-ip-address)

SEEEE AWS loT WRIR IP thik,

FRALKEEREE AT (ZaBABRRE) JIEL (2B A BB E) W Classless Inter-Domain

Routings (CIDR) , B{E# B X ARTFEREEE AWS loT,
HZAR : Rules Detect

BE ¥ : in-cidr-set | not-in-cidr-set

{# : CIDR BE

B : N/A

Example
{

"name": "Denied source IPs",

"metric": "aws:source-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

3,

"suppressAlerts": true

ERE S IXE (aws:num-connection-attempts)

KECHEERRERZIMERNXHE.

IR IP (aws:source-ip-address)
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ERALEEREESERENERERXHLBRITR, AWMKBHEABEIAFTE.

#ZAR : Rules Detect | ML Detect

BE T : less-than | less-than-equals | greater-than | greater-than-equals
B BFAEY,

Efy . EEERRIE

BB  FEEEY, ANES 300. 600, 900, 1800 = 3600 ¥,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

"durationSeconds": 600,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
iy

"suppressAlerts": true

Example £/ statisticalThreshold Ky i

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@"
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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}I

"suppressAlerts": true

}

Example £/ ML Detect &5l

"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

}
iy

"suppressAlerts": false

F BT E AR (aws:num-disconnects)

RETIFERRRE AWS loT FEHERIXE.
FRALEEREELEBESERFERNLE AWS loT FENERIXE LRE TR,
HZEMR : Rules Detect | ML Detect

iEHE ¥ : less-than | less-than-equals | greater-than | greater-than-equals
B : RIFEEY,

By : PENERE

FERR  FREH. BXEA 300, 600, 900, 1800 = 3600 ¥,

Example
{
"name": "Disconnections",
"metric": "aws:num-disconnects",

"criteria": {

A EfHERR (aws:num-disconnects)
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"comparisonOperator": "less-than-equals",

"value": {

"count": 5
I
"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ statisticalThreshold HY&if|

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "plo"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example £/ ML Detect # i 45l

"name": "Disconnects ML behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

HFEHERR (aws:num-disconnects)
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BN E RIS E R (aws:disconnect-duration)

KB AWS loT RIFHENERIFERE,
ERLLER AT E LB R AWS loT RIFFENERN R RIFERFE,
#HAER : Rules Detect
T AR DPRER
B : FREY (EfoE)

Example
{
"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
},

"suppressAlerts": true

}

Detect 51EE H

BBIEEED , AL AWS loT Device Defender EHEis, HEBRFEFTIEE , WiSHBHBE
BREMN MQTT &, LEEXEAREED Detect 1882 , TEUTUEERRETERBRENMDH , B
HEHRBREIR AR, BOLGRE MQTT EEMA AWS loT RAEAEREE  KBUSTHEECH
MQTT &, £/ AWS loT Device Defender £# &, API 5 CLI SR EEZEEH ., WHEEERARAME
A[fE A AWS loT Device Defender 89 AWS [E13],

TEERINAEEE AWS loT Device Defender EH1E1E. E—EERREBMMAEE "EARER, £E
HREEHEE, A%, BUSELNEERBEIEZE AWS loT Rules XENE BB, E_{EE

FTWMEERE AWS loT Device Defender S ERIEME MQTT £E, AR MQTT AFHEEIRE T3
EEEO #& 7] LA#E Amazon Elastic Container Service, Lambda SETEI#HE MQTT £&# Amazon EC2
HITERLENBIBDPHT MQTT AF K. 85 AWS loT Device Defender 2 & B8 , MQTT A Fif
HEERWEREZERN., WFESHMESR , F2H MQTT =&

SRR (aws:disconnect-duration) 198
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B AWS Cloud
o AWS loT Device Defender Metric Export

Using Rules Engine
.]T[

AWS loT Device Defender
Security Profile

l

M

$aws/rules/<rule_name>

Basic Ingest Topic

LiLLl u
3%l E AWS I0T topic > 8 >
LI
loT Thing AWS loT loT Rules Engine loTRulesEngine
device gateway destination
(S3, SNS, Kinesis, efc.)
Bl AWS Cloud . .
AWS loT Device Defender Metric Export
Using MQTT Broker
.I
AWS loT Device Defender
SecuritI Profile
M
<MQTT Topic>
MQTT Topic
LLLLL l
31851 E ———AWS 10T topic > @ %
LRI
loT Thing AWS loT (Amazon ECS, Lambda,
device gateway EC2 eic)
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AWS loT Device Defender AWS loT Device Defender B8 A B8/
BREEEHNEERN

REZEMRERR , B LUREEEHMNERZ , YIEE MQTT £E, BHERE IAM AR |, UK
T AWS loT Device Defender Detect X ERIER , LUSARRAEEEREN MQTT £&E, BAILEE
AWS loT Rules EAHE MQTT & , WiSEHWISZEMEIEZE AWS loT Rules XEWE M, mME
REMEREERE AWS loT Rules BWHHERIE R , F2B (AWS loT FHEABEE) H#H Rules for AWS
loT,

AWS loT Device Defender Detect @ ABREZENEEI I HEEERE , Y EHKERFEEHREN
MQTT &, RTASNTAR DB THEKRPIZ , EREEESEBMNELNXFERENEEE
REHE, TEREBITNEBEREZ, SAASLTEXR) , EHERMAEEFERBENG/ )N, &K
MEMTEKRD, HAPEERSGERNE , EHERMEEREENPENERSGERE UV REN).
EEERSR—IERE—X , UERERERIPEERSEH., BREREEIERSH , BAT.
MEEREE. EEREENBTEENFHRER , 528 (AWS IoT Device Defender B3 A &35
M) P TIIERE :

- BFIEE

. EipieiE
. EEipicE

BRI LAEA AWS loT Rules X EEEEHETRMNE Wi, MEZENENHFE  F2H AWS
loT Rules Bi{E, ZEEMHXELAESFNENIEEEEIEENE W , 5% AWS loT Rules BiE
{# F BatchMode &8, MRERIFH AWS loT Rules BB 4 batchMode X8 | AT LUEH
Lambda =} Kinesis Data Streams EH /T 811E , E#XFA S P EEEBIEE,

ERELHERSER

MEHRERELESR , F2E T IERHER,

{

"version": "1.0",
"metrics": [

{

"name": "{metricNamel}",
"thing": "{thingName}",
"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric

HEREREHNEELRX 200
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html
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# source-ip-address and destination-ip-address

"cidrs": ["string"],

# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

},

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionName}",
"operator": "{dimensionOperator}"
}

}

]
}

Detect 1I51EE HEE

EXRKER, RERNBIIEEZRMEEREN MQTT EEH ‘§1Etﬂﬁf¥ﬂ’9*ﬁﬁ7ﬁﬁéiﬁﬁﬁo
TiB , ERELSBED | EEFH Rules 5IZHFALEHEBMNIEES EEE’JE b BF | SRR
BHBESEEEER. AWS loT Device Defender @#§#LXISEUE —AEFEXNBAFE MQTT £
B, HPaISZERENEEER  BBRERIKRA, ﬂﬂ%ﬁ%ﬁ;’iﬁﬁ’\]ﬁﬁﬂiﬁﬁﬂ , FE2 B AWS EE:T
e
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https://calculator.aws/#/addService
https://calculator.aws/#/addService

AWS loT Device Defender AWS IoT Device Defender B A E15F
S|

AEEEMMEREEE AWS loT Device Defender Detect I5ZE HFTE IAM A RMBERMHBEN.
MEFHMER |, F528 (AM FEREIE) https://docs.aws.amazon.com/IAM/latest/UserGuide/,

#F AWS IoT Device Defender Detect #FR , i$FA S %% 2 SNS =&

MR CreateSecurityProfile FRUBISEREHY , BH4ERE—E IAM A EREBER : FUBRENE
EBUER, HFBERERE T AWS loT Device Defender AT SEENAEE MQTT TENER., E1F
BUERE T AWS loT Device Defender B1EFTE A RIEFT,

AFATBUR

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [
"iot:Publish"
iF

"Resource": [
"arn:aws:iot:region:account-id:topic/your-topic-name"

]

EEBER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"

iy

"Action": "sts:AssumeRole"

e 202


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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}

BEABHE

BHEFE—EEED IAM EREN IAMFFABEK  EAHEREEEAR. F2ARTERAERAE
BEE AWS BRIERIFT Ao

"Version": "2012-10-17",
"Statement": [

{
"Sid". "
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"

£ AWS loT £ A EE A Detect FERIEH
EEXEZEEY. #RNGRECSSEEELN T MRER.
HERY

EERE Detect I5REH 27l , FHREEHEE T IV ERY

- IAM B MEREEY IAM ACNFAER , F2E8 (AM EAEER) PHEY IAM A6,

- A[fEA AWS Identity and Access Management (IAM) R & &2 E AN E B EEERHN AWS iR
F. 1% AWS IloT Device Defender Detect #EFRRVFFHIERA , 52 B (AWS loT Core B A&1E
) PHFTA,

EHEREL (E28) BANNRLERER

FEEHERITAEN  FAREZL2UREENCSEEEL, TIEFFERANARESS
Detect EREHNR AR L L HRERE.
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ERERE LR R ERER

1.
2.
3.

BIRLAWS loTE#E &, EEEY L ERZTEM. Detect, T2 M RERE,
EEVZEMURERES  BEEEVRIBEEERERERE,

EEETZSMRCERBY  BRALZHNZSUMREESRE  LHHEE BEEEHHEENERE
B, (BR) SEBRNEBER AWS B, iE# Next (FT—%),

HYER  BEARERRETANER, EUNERTARE K UEERETHETATRBKE
REIR,

EEENARTAERNETR  FEEELETR (ERERTA), AREETABBNGRY. BE
REXBETHNER  FRETEZIETR (REEF. BE Next (T—F),

FEXRERREY  SEEFRBEREL,

WA MQTT EERE , UASEEEREAZE AWS loT Core, EiF IAM AELUKRTF AWS loT &R
TAWS loT: %%, , USASBAERENTE, EFLEELNER , AREET -5,

(@ Note
BMAMQTT TERRBE , FEALRBERETEERNEH. Al : $AWS/rules/rule-
name/,

FEERBEERRETARELRETRE AWS 24 , FFREZET Amazon SNS EFEH 1AM £
B, B Next (F—%),

BEENERERE , REBET -5,

REAREZ S REMFEET (28 )
BIARREZ 2 RE R HARR

1.

2
3.
4

o

R AWS loTE#EE, BEES L BREZ£M. Detect, REMRERE,
BELEIEZEOSEEEHNRSMRER K REHHBERERE.

EEET , BERNEERENBEEEERE , RREET .

EEREERTAER  FBEEETR (ERERTAR) , ARTERNESETARNRYE, EiZ
Next (F—%),

EEFEMAEELHRTE  FEEREMAELER. EZE Next (T—%),

EERE Amazon SNS UL BERBRETABEEETRE AWS loT T4 , FEREREY
Amazon SNS E£EH IAM A, EEF Next (T—%),
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7. BREALSHEERE K RBBET -5,

BYZEMRERUBMAEREDL

£ create-security-profile EFTEBUENLLMRER , YAEREL,
FREEEHRIZERER

1. BEMABEELNIEE Detect ERFEE L EMIERE , 587 Behavior M
AdditionalMetricsToRetainV2 H#4{E exportMetric FREA true,

2. 3FE MetricsExportConfig {E. IEEEZEELHMEN MQTT TEMAE Amazon Resource
Name (ARN),

(® Note

‘B¥E mqttTopic LAE AWS loT Device Defender Detect ATEAR AL, kA ARN &
%M MQTT AEWEER , 2% AWS loT Device Defender Detect A[#E{EZ ALK X
BEMAR

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

B

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"
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}

ENRZeURERUAMAEZEEL (CLI)
£ update-security-profile T EHMBRENLLMERTER YA ELEEL,
FHREMRERURAREEEL

1. EEMAEEELYIEE Detect EEFEEHHEMIER , 557 Behavior M
AdditionalMetricsToRetainV2 H#%{E exportMetric FRES true.

2. ‘@¥E MetricsExportConfig Wi, EEEFRELAEN MQTT ZEFMAE Amazon Resource
Name (ARN),

(® Note

‘B¥E mqttTopic LAE AWS loT Device Defender Detect ATEAZ A S, kAT ARN &
%A MQTT ASWEER , 2% AWS loT Device Defender Detect A[{E{EZ ALK X
BEMAR

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \

--region us-east-1

B

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",
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"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mgttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"

EMREMREREBERAEEZREL (CLI)
f£H update-security-profile T EHRAENLZEMUERER , XEMEEEL,
ENREMREEURREEREL

- FEFHMENLZEMRERYBRIEEELER  BEFEAWS --delete-metrics-export-
confige

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}]1" \
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--delete-metrics-export-config \
--region us-east-1

B

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/

UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to disable

metrics export",
"behaviors": [
{

"name": "BehaviorNumAuthz",

"metric": "aws:num-authorization-failures",

"criteria": {
"comparisonOperator": "less-than",
"value": {

"count": 5

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

1,

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

WMEFHMENR , 2B (AWS loT BB AEIER) BM Detect 555

IEEEYH CLI s

O LAEALLT CLI B 2RE I MEE Detect I51ZEH,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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EREL AP £

&R LAER T3 APl RVERE Y FMEIE Detect IEREH,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

EREEELZ SR ETRERRVEE

HEREALUERNEY  UEEREMHEREPNSERERNERNTAEN, BAURMEAL
BIREERANESIEAREREE, flU , EAUER—EATEHERE A ZHEESEEEAENS
BEMEN MQTT £& , #I40 "data/bulb/+/activity". MEERATELEMREEFER 2 HEENERE

Z , 5528 CreateDimension,

HEBEXEMQTT ERAF . MQTT EAF A b ZRNITRZEEE, EmEFTREENERF
TC: BB (+) MZBH/K (#). B0 , #EE Data/bulb/+/activity ENETHE , iTHEEE
ERE + HEBR LEMAEZENT. #EABIE MQTT BFik ID X288 ${iot:Clientld}.

TOPIC_FILTER EEMN#EER TSI EiREFHEMER
- BEXBUXE

- AENTAKN

- BRNASHE

- BENAEHE

« IR IP H#3ik (5B AR Rules Detect)

MAEERSPEREE
BUMEDERE RS BT R

1. FRBAWS loTE#EE, EEEERT , RAREMN., B , AREFERSMHRE,

2. HEREMREREEHR , EEEVREMRERE  EZEREVRNBERERAREE, &, B8
HEEEAZSEANRAEZLURERE  BEERENRERE K RREERE.

3. GERERSMERAEBMEEEL A BARSMHERENERE,

EREH API £ 209
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4, EEEHMARBEINBENRERFE.

5. iZ#E Next (F—%),

6. EREEFRTAEALNEREERRT , EEHP - BEREEEE,

7

8

9.

HHESETAEZEEXRE (ERERTA) , AERHEHNEERTA,
BEELERWRERETAREANRE,
#1ZE Next (F—%),
10. METESMEREERRE  RAREEE,

EERBETR

1. BARXAWS loTE#E &, REBEEET , RERZEM. B8R , RREFET.
2. EVHEBET  EEYHUERERE R RRANMEREN.

BRMERHEE

1. FRAWS loTE#EE, EEEERD K BRREREM. B8, RRBEEE,
2. EEEIEZEERE.
3. mEBHMEEIIBZFER,

i Bk e

1. FRAWS loTE#EE, EEEERD K BRREREM, B8, RRBEEE,

2. MBRMEEZR , ELAXMRSEZMENIERITR. EERSMHREN , URRZHEEIL R
RS MEHAEREMER, NREERZEMHEIERSENERE  FRMEANZEEHRER
H , ARWEEEZEEEEBN LS HERE, AR, EULEEMRTR. NREEM R M
E  FERREHPHSR,

3. BREEEILEZEMER,

4. WAMERBETED , RRZEMR,

#n{A4E AWS CLI EER#EE

BYMETERZELZ2MHRETR
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aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

TR EHERN TR

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

2. fE/ UpdateSecurityProfile ##EMEERENLTLMRER , HEM CreateSecurityProfile
BEETEEHRNZEURERE. ETIEHNF  RMIFEUTINZSHERE K BEAR
TopicFilterForAuthMessages R&A R 128 Autil , WIRFEEZHERBFTENTLEY
Ho

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}}1"

tma AR TR

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"
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EEHERE  BUUURERSEASH K MIARKERAATSYZEE, NEHHEER , #2
BREREA AWS CLI 28, LU TERTER JSON &3 behavior 2¥ :

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
I
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"

iy

"name": "CellularBandwidth"

o fE A CreateSecurityProfile £ ML RERMEE |, LA T €44

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“testl1\”,\“metric\”:\“aws:message-byte-size\”,
\”metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\”“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\“confidenceLevel\” :\“HIGH\"},
\”consecutiveDatapointsToAlarm\“:1,\”“consecutiveDatapointsToClear\“:13}}]” \

--region us-west-2

BEEAHREN TS M HERE

£ ListSecurityProfiles F S RBREBRFEMEN T L MERTER !

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages
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o EEERNO TR

"securityProfileIdentifiers": [

{

"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

EEHE
«  ff/ UpdateDimension S8 S EHHEE

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

LS EERO TR

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [

"device/${iot:ClientId}/auth"

1,

"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"
}

i Bk e

1. BEMREE A FLHEREENEAREMRREF D BEE, £ ListSecurityProfiles 3%
RepREEREREENTSHRER
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2. FERLTEMBREEBKRME , 55FH UpdateSecurityProfile 5. MABEREZNAMEENA ,
BHERRHEE -

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

TR EHERN TR

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",
"name": "Authorization",
"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10
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}

1,

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127
}

3. BHEIRcE , BEH DeleteDimension i S MIBRMEE -

aws iot delete-dimension \
--name TopicFilterForAuthMessages

AT A

AEDEMAREZIE AWS loT Device Defender Detect FiZE IAM BB ENIEEER . T
B, F2B IAM EHEER,

#F AWS loT Device Defender Detect 3F 7] , & R ZE| SNS =&

B E CreateSecurityProfile F{# A alertTargets 28 , M4 ERE—E IAM B EERERX
ENEF A BURMEEBER. BUEREF AWS loT Device Defender 5FATRIERR |, LAES B A RIERY SNS £
BB, EEEEEF AWS loT Device Defender IE{FFFEA BN,

RTATERR

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"sns:Publish"
1)
"Resource":[
"arn:aws:sns:region:account-id:your-topic-name"
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}
]
}
BEBRX
{
"Version": "2012-10-17",
"Statement": [
{
"sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
BEABGEEK

BHOEE—EEED IAM E£RAEN IAMFITEBER  HAFEREEEAE.

BEE AWS BRIERIFT Ao

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"
}
]
}

ASRRTEAERAE

#F AWS loT Device Defender Detect 577 |, #$ & R2# %) SNS =&
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DescribeDimension
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BRE)FIEFE CustomMetric #1T

DescribeCustomMetric

ListCustomMetrics

DeleteCustomMetric

RBMEBEZEMREREHNT

CreateSecurityProfile

AttachSecurityProfile

DetachSecurityProfile

DeleteSecurityProfile

DescribeSecurityProfile

ListTargetsForSecurityProfile

UpdateSecurityProfile

ValidateSecurityProfileBehaviors

ListSecurityProfilesForTarget

Alarm EifEm <

EEERNEE

ListActiveViolations

ListViolationEvents

PutVerificationStateOnViolation
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GetBehaviorModelTrainingSummaries

wn{afE A AWS loT Device Defender Detect

1.

BT LAMEE B EiRISZERER AWS loT Device Defender Detect , B RITEFRHEB RIS
2, BISEXELEN AWS loT EREZEHKERE LIHE AWS loT SDK, MEFHMENR , F2
BREEEEER,

BEBEERTARBIERCH , RESHNEBFIEENIEE, AWS loT AT BLIREER
HBWEEEZ , MELEHE —AEBERIBIRFHINFMELERINEEREETA. £H
CreateSecurityProfile , {8 RIgE L BEBA additionalMetricsToRetain, WETFELE
% behaviors,

EF AWS loT X AREEFELNEERER , LEFMAEEREEENARETR,

RENZLMEREREL-HITR. S EEENTA , HALIKRFAIN —HRESIMELRERELE
BTh. WEFHEANEGS , F2E EREE N LEREE, EEL—HTAZR , B UEE
F ValidateSecurityProfileBehaviors JRE& 3 &1

f£H CreateSecurityProfile BIERI TERTANLZEMUERERE. EXBERITAR , BULUE
F alertTargets S ESB REXZIBE (SNS £E), (NMBLEFEH SNS ERER , FEE | E
LeEEET AR AWS 1RF 1REH) SNS FHER . KEERBRALESEIBEHN SNS BB,
B AT LAE A CloudWatch 5ZRMEIER . WEHMENR , 528 (AWS loT Core B A SR
&) FHYEH Amazon CloudWatch 5% AWS loT B RAIEE,

5/ AttachSecurityProfile BIfE#S Z £ MR EREEIEERFE WHFE). BRFHPAESEM
Y FREREMHOYHE | ST EEE. AWS loT Device Defender Detect I EE E 1T

A, BEAZERTA  FEELETR. IRECEHEFTESRFNIHEHEPINTHRER
B, AR RGN MBI A REMN 4. BUUAEREARTREEFENTEITS

UREHENER,

EERRSMERERME —ERE K CLAEECLSREENYAHEEN ARN. WYHEE
ARN BT :

arn:aws:iot:region:account-id:thinggroup/thing-group-name
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https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ValidateSecurityProfileBehaviors.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/apireference/API_AttachSecurityProfile.html
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10.

FERREMREREES AWS 1RF PE EAMB Y4 (BEREMBOYHG) , BLEEER
THI#EXE ARN,

arn:aws:iot:region:account-id:all/registered-things

BERRZEMEREM IR EREMO Y4 , ELAREETHIHRAL ARN,

arn:aws:iot:region:account-id:all/unregistered-things

BERREMERENMBIFFAERE  BLAEEETHHEIH ARN,

arn:aws:iot:region:account-id:all/things

& A LAE A ListActiveViolations EH{EIR ¥HE R
BRI BRI .

ENREERERRERLUREERTERE

f" i
[mf

P

£/ ListViolationEvents BIfFEEEEEHEAEREIHLESR ., BULlEBZEHERE, &
RE R MEREFRELER,

BHLLEBERE TN REBRERRE, ARNEEE R, YFEH
PutVerificationStateOnViolation Bi{ESRIZ % ER FHARRERY IR

MREHNKEERFIERTANRBBEE , jm’f?ﬁ)ﬁg BB HBITAER.
HEMBALRRENRTEMRER  URZEENRKE , FER
ListSecurityProfiles, ListSecurityProfilesForTarget H ListTargetsForSecurityProfile E{E,

£/ DescribeSecurityProfile BI{EENSEZHB L L MR ERBNWFMENR,

EEFTHREMRER , 5BFH UpdateSecurityProfile B)1YE, 8 DetachSecurityProfile B4 |
BEZEMREERIIRSN B EYHEES DB, FBEMA DeleteSecurityProfile BIfERTEMBREZ £
MERERE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfilesForTarget.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListTargetsForSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DetachSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
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% B B 1F

O] LAEF AWS loT Device Defender RERENENE | LUESBREZBRERIENERHHRIOEE,

® Note
TEHNHNBEBERERATEREFE. NFRLBRERNDFNFHEER , FSH BLE
B i R4
AR A EF

AWS IoT Device Defender BT EINEKRERKALERNEHFE., ETUREN AWS 1RF REE
L, ARBEMERD —ARRER, ELMETER

- ERRFHNAERE, SALE AWS loT A REA AWS CLI RE A LEIE,
- ERIBENFE, EBER AWS CLI F Al fiE ftiEE,
- EREDEEBN—EREE,

TRIMERRERE |, IR HEEEE XENEREHE

BEBERFNERRE
BERE X EIRBEEF
REVOKED_CA_CERT_CHECK UPDATE_CA_CERTIFICATE PUBLISH_F
INDING_TO_SNS,
INTERMEDIATE_CA_REVOKED_FOR UPDATE_DEVICE_CERTIFICATE., A

_ACTIVE_DEVICE_CERTIFICATES_CHECK DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

DEVICE_CERTIFICATE_SHARED_CHECK UPDATE_DEVICE_CERTIFICATE., A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

UNAUTHENTICATED_COGNITO_ROL PUBLISH_FINDING_TO_SNS
E_OVERLY_PERMISSIVE_CHECK
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BERE

AUTHENTICATED_COGNITO_ROLE_
OVERLY_PERMISSIVE_CHECK

IOT_POLICY_OVERLY_PERMISSIVE_CHECK

IOT_POLICY_POTENTIAL_MISCON
FIGURATION_CHECK

CA_CERTIFICATE_EXPIRING_CHECK

CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERTIFICATE_EXPIRING_CHECK

REVOKED_DEVICE_CERTIFICATE_
STILL_ACTIVE_CHECK

LOGGING_DISABLED_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK

IOT_ROLE_ALIAS_OVERLY_PERMI
SSIVE_CHECK

IOT_ROLE_ALIAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

X REREE

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION
PUBLISH_FINDING_TO_SNS,

REPLACE_DEFAULT_POLICY_VERSION
PUBLISH_FINDING_TO_SNS,

UPDATE_CA_CERTIFICATE PUBLISH_F
INDING_TO_SNS,

PUBLISH_FINDING_TO_SNS

UPDATE_DEVICE_CERTIFICATE., A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

UPDATE_DEVICE_CERTIFICATE., A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

ENABLE_IOT_LOGGING PUBLISH_F
INDING_TO_SNS,

UPDATE_DEVICE_CERTIFICATE, A
DD_THINGS_TO_THING_GROUP PUBLISH_F
INDING_TO_SNS,

UPDATE_CA_CERTIFICATE PUBLISH_F
INDING_TO_SNS,

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS

R iR R E1E
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FIENEERER X ERERRRERBERME Amazon SNS , SMELERENE T B)ER D EE A,
BEEEBEREMIIEELMEREF

REVOKED_CA_CERT_CHECK

- BERFEME , BUEHTE AWS loT #FERAEERH,
DEVICE_CERTIFICATE_SHARED_CHECK

- BERERIME , LEHTE AWS loT HETRAFEAF.

- BEAZBRENEENEIMHEE.
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

- REHMXENEE,
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

- REHMXENEE,
IOT_POLICY_OVERLY_PERMISSIVE_CHECK

« ¥TEZER AWS loT BERMRA SRR HIR R,
IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK

« Bl AWS loT BRI A RERY SR ERAR E
CA_CERT_APPROACHING_EXPIRATION_CHECK

- BERFEME , BUEHEE AWS loT FERAFERF,
CONFLICTING_CLIENT_IDS_CHECK

- REHMXENEE,
DEVICE_CERT_APPROACHING_EXPIRATION_CHECK

- BEFREREME , LHSHE AWS loT RERAEEA T,

- BEMARBRNEENEINYHEE,
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK

- BERERIME , LEHTE AWS loT HETRAFEAF.

- BEAZBRENEETBIWHEE.
CA_CERTIFICATE_KEY_QUALITY_CHECK

- BERFEME , BUEHETE AWS loT FERAFERF,
REVOKED_DEVICE_CERT_CHECK

- BEFREREME , LHEHE AWS loT RERAEEA T,

- BEMARBRNEENEINYHEE,
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LOGGING_DISABLED_CHECK
- BRI

AWS loT Device Defender X BB IRERKIMU T ERNEEEE -

BERE

ADD_THINGS_TO_THING_GROUP

ENABLE_IOT_LOGGING

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION

UPDATE_CA_CERTIFICATE

UPDATE_DEVICE_CERTIFICATE

L

EREEENEKENTE, EREERELY
HAIURBRAFEHE  CEUUEERRE
RE—RZSEDEHETHIREERK,

TEBZERIEEBFERN AR, BEE
¥ E BBk DISABLED,

e ERBERRE MmN EE,

BRIECHAGR, UERDIZEBEIRABE
WA, BBIRX#E BLANK_POLICY HIE.

THRIEERERERBEENHMRE, BaIRX
2 DEACTIVATE HIE.

TIEEEERBNFIME, BaIRZE
DEACTIVATE ®YE.

BBERZAERIBERREREDFE , EUIFEHHELHEETOR. CREELERNEHED
1, AR EREMAREE , WEEARBERHEE,

/A Important

ERSERRE. MENHIFFANERDE , RERTRFECEENERAEXNBR. 5
W, RENRETEE., FEEARBAFILZEARE. RRENEAREXTUEREE
2B, B RERERNEMEFERELERE, fl, CUREFERAETNRERRE. BRHEE
YER] SA R B B RO BRI R B | B AR LA ERENE [E By SRR E A

BLEE BINEFBAEERRE) REFEHT. AWS loT Device Defender ¥ FREEERNWEE

BEREBBEMRSE,

R iR R E1E
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B #R iR B 1E
{ I/E\I 1

AWS loT Device Defender X ¥ {80 B REKEUA T ER N EEEE -

BERE ([oF
ADD_THINGS_TO_THING_GROUP EREEEMERENTE. EXEERELY

HRAURBRAFHEHRE K LEUTNUEERSE
BE—HZEDEHETHREERK,

1A E = I B R AR AR B 4E
TR AWS loT ZH A AWS CLI RERHEBE AWS RS HERDE,
B IREEE

LEENESREERDE  BRBELEEENBEBENEIRFNEIESEBNES.
FAE AWS loT B A RELEMEBNE

1. £ AWS loT E#ABIRX Mitigation Actions (fBfAEIE) BEE
2. 7t Mitigation Actions (#Rfi# E14F) EHE LiEZ Create (B1L).

3. 7t Create a new Mitigation Action (B #T#&f#E1{E) EEM Action name (BIERTE) F , B AN
—NRBEEER R,

4. 7E Action type (BMEER) #F , EELREERNEIEREL,
£ Permissions (FF ) # , BEEEHFF T TEABEN IAM B,

6. BEBEREEBFER—MTEANSH. BAABENSH. S0, MREERE Add things to thing
group (FTBYIHEIMHEE) BEER | E1E B EFAXEZFDIERR Override dynamic groups (&
BERERIE).

7. 1#IF Create (B1) U EBREEREREN AWS IRF,

5/ AWS CLI RE (=R ENE

£/ CreateMitigationAction I S REM BN EMAEE, EEERABEIRKEER , EERALE
FEENK—ER. BEEEEENER.
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https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
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EFAE AWS loT 2 & LR S iR fR B 1F

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) EM

Mitigation Actions (#Rf#B) ) EEAE T —EFE , JI L BB AWS IRF EEXNAERMBEE,
2. BELEBENRBHEBESRESL,
3. EiF Edit () HRBHEETEE, HRERDENESBEANSES , ALEBELERERE,
4. #iF Update (E7) U RBEENBERFIEH AWS 1RF,

£/ AWS CLI 3l B iE @8

£/ ListMitigationAction B % 5 i EMREENE, MREVEBEAMBREHEDE , FLTHEHSE
i

£ AWS CLI E#TEmENE
£ UpdateMitigationAction & SREE RV E R EN1E,

5/ AWS loT 2 & MIERE B EN1E

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) HM

Mitigation Actions (2R E){F) EE R T HE AWS tRFERMN AT ERBEE,
2. BRELHEMBROBEMEIE , ARIBIZ Delete (MIBR).
3. 7£ Are you sure you want to delete (BT E ZMIBRIF ? ) R E FiE#E Delete (MER).

£/ AWS CLI MIBR#ZfE S 1E
£ UpdateMitigationAction & SRE E IRV E R ENE,

B AWS loT 1 AR EEREN RS

1. £ AWS loT E# A BB Mitigation Actions (A EN4E) HM

Mitigation Actions (2R E){F) EE R T B AWS tRFERMN AT ERBEEE,
2. EBELABANERBEDERBER,
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https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
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P8 AWS CLI BUR R ER B R R R T

£/ DescribeMitigationAction a5 & R 17 R R R B EFE MR E R

EHREEE

EEER—ERBDHER  EULUEELDHFERIRKNEE L, EEERBFER , CERK TR
REBEER. EEERURFE-ERBIREIX  BHURRENBEANERNEF, Sl , MRE
F—EBRCBHNARKERRE FURFECE-LEHEAMEERE , IHELRERD IR
Bl HAbB)ME (BIANREA RS8N EE) B AT PRIESE AL

BRI LR BER T REMBUE M R TRNHIT. EEUHBMEMITHEHTEEREEZER. MRE
EEERZESES-EBEL K MEP—EHEXMT , IRESFSREZEE (ENEERE
HitBE L), BENEHRES FAILED (M), EEAERER , IR -NSEBFELRK , B
taskStatus RAKM. BEERIEENIEFEM.

BEBFATEEA—EBFIER. AEETUR—EBEBE , W UARERKHNAEEE,

TER\NAESEZEREE  FEBFSE—ERKEEHAREE , XA FEATELRE.
E-HT2EA—EHFEE—E[RE. BRERDFEERSREHTHE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
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AWS IoT Device Defender

T Mitigation
Actions

Audit Mitigation Action Task
Executions
R — - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

I —EBEER

TERANAIEEELERER  ZEBSR-—VSERKIE D EBIEEEE
IELEEL, E-—HTEERA—EEFD—EBE. BRERDFEHERHIITRE.
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T Mitigation
Actions

Audit Mitigation Action Task

Executions
e | Mitigation 4‘\ Findi
T Action  —w—/ =

One execution

Outputs

Execution Summary

WA LAER AWS loT #8485 AWS CLI AEREREE,

R4\

BBREEERITUER AWS loT EEAEREHEEE
1. £ AWS loT E# A F B Audit results (A R) HE.

2. BELEZEERBENEZERE.
3. iEIF Start Mitigation Actions (BIRRFEEE), MRENFIEREREHR , AItiRAELFER,
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https://console.aws.amazon.com/iot/home#/dd/auditResultsHub
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4. 7 Start a new mitigation action (IR RMBENE) - , FRBBERAEZ ID , BEAUEE
AHMWEEEENEE,

5. HRERTESEREE —JZEFEANBREREMS , EUNEEEA-—ZEBE. AFlRE
BHANNBESTSETR.

® Note

MREBRBEREN AWS tkF REEE , BIBEBEERZN, B LUERE Create
mitigation action (B #E M E1E)EE AR L — R B IEEFMEE,

6. ELEEEEEANMERER  FEIZF Start task (FREH).

BB B R ZEFBEBITIAER AWS CLI RERZHEBIME

1. MRSEEERABEIBKNFMERRGER , FBFEA ListAuditTasks s S REHREH D,
MRESERTEBEERAZBINBRLER , HHEMA ListAuditFindings n SIS ERER 1D,
£ A ListMitigationActions iR SR T EREERANERBERR,

£/ StartAuditMitigationActionsTask 5 , BEEERZIB &, B NI ID. B UFERAZK
ID RBEEEHITAREE, MEFMEEN , NAGHEUE

> WD

£/ AWS loT £ & LR S BERIT
1. 1E AWS loT E# A BB Action tasks (BMEETS) BEE

BEERFEER S EEMBHN B TRE.

2. B Name (B1) ERURAEHFMES. FHEACEHEBERANMEDHE. AN E
g, UREBHRE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://console.aws.amazon.com/iot/home#/dd/auditTasksHub
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Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed

loT policies overly
permissive

Successful

Skipped

Canceled

Total Executions

A LAE A Show executions for (BERENTT) BRERM , U ERBEBRR R EBEMRRE,
3. EEEFMFTKMFFMES , 757 Executions (H1T) &2 Show (BER).

Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 2

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions

1-40f4

Started at v

Jun 6, 2019 6:09:08 PM -0700

Jun 6, 2019 6:09:08 PM -0700

Jun 6, 2019 6:09:08 PM -0700

- All status

Status

® Completed

® Completed

® Completed

Action

sns_publish

Finding

053cff17-1da4-4479-996b-8b...

053cff17-1da4-4479-996b-8b...

2b966f76-b499-4986-836¢-8...

EREEEE
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£/ AWS CLI 2R3 i & E B 1RV E TS

1. A ListAuditMitigationActionsTasks RRIZENEXRERBEETE. ST LURMHENZRERAE N
BR. MRECHRERVEBNFHMENA , B TEHK D,

2. f#A ListAuditMitigationActionsExecutions SARR R4S E R LR B EEE KN BITFHMER.

3. f#H DescribeAuditMitigationActionsTask SARIFEBHFHEER |, HINXTHKRBEIEENS
o

£/ AWS CLI REUE#1T VR B BEER

1. fEA ListAuditMitigationActionsTasks T = RS KR BB EBUEHTERWETR ID. B LR EHRG
HRE I ER

2. f#H ListDetectMitigationActionsExecutions a5 , B EEHR ID REVEZHNEREBRBIEEK, &
BEBUEE AN TR, EREBCHERE , RENBEETSER , EEEANERBERTEE
R

AT A
URSEGEHNERDE  CAEREAREARBENAE,

REBBERNRTT
iEER FrAT R E AR
UPDATE_DEVICE_CERT
IFICATE {
"Version":"2012-10
_17v|,
"Statement": [
{
"Effect":
"Allow",
"Action": [
"iot:UpdateCertifi
cate"
P
"Resource":
[
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
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BFEEE

UPDATE_CA_CERTIFICATE

A BUR S A
"
]
}
]
}
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"iot:UpdateCACerti
ficate"

1,

"Resource":

"nixn

#
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EEERE AF AT BUR AN
ADD_THINGS_TO_THIN
G_GROUP c
"Version":"2012-10
_ 17" ,
"Statement": [
{
"Effect":
"Allow",
"Action":[
"iot:ListPrincipal
Things",
"iot:AddThingToThi
ngGroup"
1,
"Resource":
[
]
}
]
}
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EEERE A BUR S A
REPLACE_DEFAULT_PO
LICY_VERSION {
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[
"iot:CreatePolicyV
ersion"
1,
"Resource":
[
]
}
]
}
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BFEEE

ENABLE_IOT_LOGGING

A BUR S A
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"iot:SetV2LoggingO
ptions"

1,
"Resource":
[
nxn
]
1,
{
"Effect":
"Allow",
"Action":[

"iam:PassRole"

1,

"Resource":

"<TAM
role ARN used for
setting up logging>"

]

A
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BiEER A BUR S A
PUBLISH_FINDING_TO_SNS
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"sns:Publish"

]I

"Resource":

"<The
SNS topic to which the
finding is published> "
]

HRMARSEEFERE  FERATIEEBERES .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {

"aws:SourceArn": "arn:aws:iot:*:111122223333::*"

3y
"StringEquals": {

#
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"aws:SourceAccount": "111122223333:"

ERTETT

BRI MERBRBITER T AEN AWS 1RF EE—HEEE , cRAIUEARR

R, AzESTEA :
IAREEMERTE,

IARBEMERRBLETHERIENE SNERAE.

S35
- EEERARRBMNEESBREBEERIRKRBRERNRE,
S35

— RS ARKBEREG

REBMERE BT

CancelDetectMitigationActio

BRTEGS
ERNEEITE BB E AT
CreateMitigationAction CancelAuditMitigationAction
sTask
DeleteMitigationAction DescribeAuditMitigationActi

onsTask

DescribeMitigationAction ListAuditMitigationActionsT

asks
ListMitigationActions StartAuditMitigationActions
Task
UpdateMitigationAction ListAuditMitigationActionsE
xecutions

nsTask

DescribeDetectMitigationAct

ionsTask

ListDetectMitigationActions
Tasks

StartDetectMitigationAction
sTask

ListDetectMitigationActions

Executions

RARITE

=)
4>
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
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B E AWS loT Device Defender B —fix I EEF E

AWS loT Device Defender £ AWS Z& BB FEKI (ASFF) 4B EEEEi% F Security Hub,

T 5IEHIFER Security Hub $H ¥ fe B IRAVH A FHBEFE . £ ProductFields HH ReportType
AuditFinding.

{
"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.9412Z2",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"Description'": "IOT_POLICY policyexample:1l is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e90@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",
"ResourceType": "IOT_POLICY",
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"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I
"Resources": [
{
"Type": "AwsIotPolicy",
"Id": "policyexample",
"Partition": "aws",
"Region": "us-west-2",
"Details": {
"Other": {
"PolicyVersionId": "1"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
I
"Types": [
"Software and Configuration Check/Vulnerabilities"

T I B R Security Hub St REZBEMEB HWEBEEFE, 7 ProductFields HHY
ReportType mCheckSummary,
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{

"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities/CVE"

1,

"CreatedAt": "2022-10-18T14:20:13.933Z",

"UpdatedAt": "2022-10-18T14:20:13.933Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaa51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"
},

"Resources": [
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{

"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
},
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"

T 5 & HIFER Security Hub &% AWS loT Device Defender {&8:38 15 BV BB EFEE,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cbbass3dclal”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:002",
"Severity": {
"Label": "MEDIUM",
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"Normalized": 40
1,
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cb6as43dclal2”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2”,
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
},
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}

15
"WorkflowState": "NEW",

"Workflow": {
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"Status": "NEW"
I
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
},
"Types": [
"Unusual Behaviors"
]
}
}

{£1E AWS IoT Device Defender # R85 E&iX E Security Hub
EEEILSRREFEEE R Security Hub , BT LAEA Security Hub 2 A AP,

MEFHMEA , 528 AWS Security Hub FRAE ISR FNEANBMAZESTHWEETERE (2
B) IEAREESHBBEFERE (Security Hub API, AWS CLI),

b E R EEREA

BEREABEBRZ2MBEE , AP REUTHFEFTNERTURHESESHTNERANITX
BE, EAWS # | BRBEERSESREERNEABE, EEERS (WURH) /W5 —ERS
(WP ILIRTE) B , AIRe S A BRB RS, TR URBREAEFT , LETEEEIFFTNS
A, BEFUNBRBEHEMEFNERRNEE, /7TEBEERER , AWS REN T EAHEIGRE
FIERBHNESR , mELRKEERCEELIRS hERNVFIUE.,

B =1EER AWS loT Device Defender B AJREZ ZIB B RE LS RIE, #TREZK. LM%
EREIEREE SNS BALURHTEEBSENEE, NS —@8#E , aws:SourceArn WE{E LB
TR :

« ¥ UpdateAccountAuditConfiguration API (RoleArn 1 notificationTarget RoleArn B ) FEER
BiR , BERMER aws:SourceArn fE% arn:arnPartition:iot:region:accountId: R
NERBURK EEE .,

- ¥ 7E CreateMitigationAction API (RoleArn Bf) REEMNEIR , BEMEA aws:SourceArn fEA
arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName
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« ¥H7E CreateSecurityProfile API (alertTargets B1%) FESEMNEIR , LB aws:SourceArn 4

arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

RiE/ N EIRBUERA S E

PrElEEREBARBNSEARSG ERMEM aws:SourceArn £ EHFRELE , UK
BEENTE ARN, NMRTHMEEFNTEARN , RENREBIEETZEER , FEH
aws:SourceArn £EHFEHFAR LR , ARFEAEAF T (*) R~ ARN WRAED ., Bl :

arn:aws:servicename:*:123456789012: *,

THIEE 5 RE A A AWS loT Device Defender B8 aws : SourceArn H aws: SourceAccount
SIHEHFRBT LB | RKEHBEEREABE,

{

"Version": "2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
.
"StringEquals": {
"aws:SourceAccount": "123456789012:"
}
}
}
}
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AN GISAMRIR) MATRBLERE,

RO MMM

REERNEEHEEHLEFRARLOWHEKRYE (LREF=ZFEXE), NRRAEBNEHY (F)
1, Transport Layer Security) MERNENFERARALEE , RecEAHE R TR 2 7 #
H , UREBRFHEGE, IRMENEARESSREBEERNRERANIIsE , BERAERS (4
m, RRECERERBERAR) , FELNERBTER  BBEXENHAEBERER,

EFiEs
REEXREFVEARGEHTEEREKRENERENIIGE, ETEESEHMRREEFH
AR K DAHMEEANFERARGIEEDGE, kA, REEXREFSLEBRRBRIEABAE
B, flanREEAm AR REEEE AT EREF TERRE , UREHTEMENNL
38

BEE
REEXREFTESUBRFHE , flEHAENRLEEN security (£1M). monitoring (B

£#) % audit (&), REFEA—REXFEEIRRNSERERFTNEEFEH. AREEXZ
EVEXNBAERE  UAREREFSIBNEASBNERER , KRERMERNERR,
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FAHEINRENREEARR , FHESBRES  WEFNER. EENEYNERS , IR
RERFTRBINHER , EEEARARSHEEREEAREERNME , REMRIKREHNF
&

Transport Layer Security

HERV TS ZeEERREENEH  REEAREFSRAHHITAEHFIRVERE , FIUE
FEABLEBERARKERRE  NERERRBANE. It RERXLAFEARERR
HE  HYI2GEEEREHEN  ETE2BREARNBERITENERE.

LZEHE
FAREEXANBERG IR BHEEIEL , RES-EUEABNRTE, REHREM
HREER (BREEENRER) , X ERHEIEUP ELARRENEXABAEARBER. NREBEH
FIEREMERER , AERAME S ERREBEE 2B R mAYTEM,

RABRE
« AWS loT Device Defender L £ M4
« TH% AWS loT Z&EH
» Redhat: A Bite of Python
* 10 common security gotchas in Python and how to avoid them
» What Is Least Privilege & Why Do You Need It?
« OWASP Embedded Security Top 10
« OWASP loT Project
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https://aws.amazon.com/blogs/iot/understanding-the-aws-iot-security-model/
https://access.redhat.com/blogs/766093/posts/2592591
https://hackernoon.com/10-common-security-gotchas-in-python-and-how-to-avoid-them-e19fbe265e03
https://www.beyondtrust.com/blog/entry/what-is-least-privilege/
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security#tab=Embedded_Top_10_Best_Practices
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project#tab=Main
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AWS loT Device Defender 2R 15/

© BEIRINE
ERMMEN TR EESEER

— %
B : /8 AWS loT Device Defender & #&{T{A1 =5 i %48 ?

Z NMRECRECERARERENER  RILERLE AWS loT ERRENKERE LHENER
N, HREVARE-BNAF AT HFERE.

B
B HERMARE , RNBKER 174, —REBT. AHEER? [AREFIER?

% RARER  RUHNRBKEER. T8 , MRENIRFHEARBERTERE (HIAERE.
k. BER) , RIEERARER  BREERTRER —REBEEEM.

=R
R WA AEZEE AWS loT Device Defender £ iR T A DR EWLERE ?

Z  BHAUERERYZSHERETS , YT EEISE —HARAREEENYHEE, BT
5/ AWS loT Device Defender KRR B GIIERE , AL WFARETARE , LFEENERASR
i,

B REBMTA , BEARNFERBHER, BOMAEESERE?

% BERERTAR  CEREELFERELEEFNSGR, filn, MREF—ELLAKEER
3| TCP =48 8888 (Y — A+ RMAMR=R , BARMHMEMER. FEEMREEHMERREREE
BiRE , BUNESENITAUT :

{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
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"value": {
"ports": [ 8888 ]
}
}
}

WRMMIE TCP E#1E 443 1T TCP EfR , IR ETAZER I HFRIZE,

B BN —RZEITHRER. WAERER?
Z . WMTABRREMER , EA2ERENRNERNITARER,. ERIILEENISZERR
SETTABRENTA, IREZEERBMEMNEEEBMK , RREBDHEEREHERES
alarm-invalidated,

B REMBRERNTA , ERENAFILIREE ?

Z RMERTASELFAEZITARRNERNRZE., SRELARECHBARSEERR. EEMER
TRE , ZITANERCHEREECRFFNREBHNEMEEMBER,

B REREEHS , RAEERENTRAERBERER. EERE?

E BEBFTEANT MQTT TERR RS EEZEENERERE !

$aws/things/THING_NAME/defender/metrics/FORMAT /rejected
$aws/things/THING_NAME/defender/metrics/FORMAT /accepted

THING_NAME RERERBENYH BT , FORMAT A "JSON" = "CBOR" , BEURMAYWH IR R IE1E
HmEEN,

EFTREEZE , FEZHEESERIWEEREREIBELETENALS, rejected ARKRTR
BN ERERRERE, SRR SEARERTRN , UHB RS EEEREPHNEMAE
iR, accepted AR , EREERHREE E®IIN,

B IRBEERREHEEENEREEEER?

Z EREREED IP it FE-ERATESHENTA, NRUENTARER , AIEBERIER,
B ARV EERERESIETE AWS loT BEFEFHNESHAE ?
MREEZE - ZELZLHEHREMRMBIFTE WG MERTM Y4 , Bl AWS loT Device

Defender @ &R B AREMPHNIER, MREBEHRKEARZFMPHER | BT SUEHREH
MEFRAEEMNEE  MARRMERE.
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B BERERZEMEREEASMAREMNEENMERE , ERRBIRE —HSERZEMEE
HYRAS . AT BALn{alE IEiE {El FE & 2

AERAEENEENERNERRS , AERET —EXENEN, NFHRER , F2R £E
EEXRE. BRREMNEEERN -—BWRAFRENFIGHEE, IRY4AEBESEHF
JT, B 128 AL TAEAY UTF-8 w7t , AlgEBREFREHRNAS

B MRAEMNEEMEINZHE , NEAMONERERBOREEMR , SREMAERR ?

Z MREESHEPHEIBREE

- MRFEBMERER  CEFNRKEAMETEANER (—HHEHHEEMHYW4HEE , — &
SHHEREMNE D). BEFITNERNERSEMRRFLLEE , BEEHREERELLHETRE
14 Ko

B REZERNEERERBRENERE ID W PREBEE ?

% FRASEBERENHE—E 6 LEBHERT, ERNMERMER Unix epoch RFREE .
RS : RIEZ A AWS loT Device Defender I8EBE T E A MQTT E4REE ?

Z  BEFAEERMYMN MQTT EfE.
B EERREZERBERFiR D REMEEER?

B AWS loT BEETNEE (W) , FEACEMOWHFEE. HRTHE AWS loT E&EERH
KB, FHEEED AWS loT BEA —BREBIN. LMERBRNEEERENH BT,

B REUUERMETERRAFRK ID WEERE?
B URFREMYH R MIEIE, RERKEERMBIZEEN AWS loT Device Defender T & 7 |

BIAIEM. Bl , Thing-1 2B1TRMIBE , LAIXFK Thing-2, Thing-1 WEBCSHIEE , &
BE MQTT £E LR #MELLIEE :

$aws/things/Thing-1/defender/metrics/json
Thing-1 §#&E# Thing-2 BUSER , Y BE MQTT TELBEHELER !
$aws/things/Thing-2/defender/metrics/json

B BEBRWIRFFIUEES D EREMHERENTA ?

& . 5528 AWS loT Device Defender % 25 FEL &8,
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https://en.wikipedia.org/wiki/Unix_time
https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
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B BARREEEENREBERCRMAERT ?

& : A AWS loT Device Defender ¥f12BE B 1= (SNS £ &) R RRENACEE 2 HIRH
« T/ iot.amazonaws.com IEEAETERNEERE.
o MIANEYERER | 2F AWS loT E15ER SNS £RE L BMIEFAl, #in

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": '"<sns-topic-arn>"
}
]
}

- HERANBME T SNS TERMEMBEEE , AIRT HME SNS TEMFFAIN , AWS loT HEH
REMEFFT. Bl :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": '"<sns-topic-arn>"
}
]
}
B BEABTEEEE number BRMVIBERET AN LT RIERAE Malformed metrics

report, EEEE?

% B number EXEEEEZEEEEATA , BRE DeviceMetrics MEFTIRRISEZHER |, &4
BAUEEE-HENEITREE, FREDEEEERUNEYFERIER,

SRARAH
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{"header":{"report_id":12334567,"version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":{"number":0}3}}

$EERAAE -

{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"}, "timestamp":1635802047699}

EEARRRE

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}]1}}

5] FE :

{"thingName":"myThing",6 "12334567":1635800375, "status" :"ACCEPTED", "timestamp":1635801636023}

256



AWS loT Device Defender AWS IoT Device Defender B A E15F

AWS loT Device Defender &4 14

RiRREE AWS RERN R, SR AWS HNEF , B RtENPONBRREHER K ELH2
EARERZTEMEBMRETRY.

ZEMRE AWS BEHAERENERE, AENEEEAKEBAERRNZEMNERFNR LM

- DIRAFHERE - AWS EEFREFEHIT AWS Eix A AWS RIEWERRIE, AWS RENRE , 1
AEAZEMERH, F=ARRAESSEHARNBRIRMAZEENERYE , B AWS GHFHEN
—o. EETHBEAR AWS loT Device Defender WERETE |, F2HEABETEN AWS RIEE
.

- ElRASNE S - ENEEECRAFIERN AWS RS, StiBHEMREZEE  SFEERNER
M., BLTNERNERAEENER,

AN HEBRET MMFAEMSER AWS loT Device Defender BREALBEZEER, THEERBMM
#& AWS loT Device Defender X EAZEFIBN L REFRER/EE, S0 T HNMAFEHEM AWS
PR#% R i Bh ES 2 I R AWS loT Device Defender Bilf. BEi#— 7 # AWS loT Core R %
%, 5528 AWS loT Core BB AEIEHNLZ S EH,

FE
- AWS loT Device Defender # # & $HR &
- BAM AWS IoT Device Defender K Identity and Access Management

« AWS loT Device Defender 94 iR & 55
« AWS loT Device Defender By 1%

AWS loT Device Defender I E LR E

AWS HESEERBEA M AWS loT Device Defender FHIERMRE, MEERFHR , AWS ESRE
BITATE AWS Eif WEIRE#RERE, CEEHETHERDE LFAEARNEHRE, StXEEE
IEFREEF AWS BRIE MR SHENEBETE, IEERBIAENEBEN  F2REABEAEERR
EE, NEERBNERRBENEBEN , F20 AWS ZEMIBEE LMW AWS HENEFEERA
GDPR EpEE N E,

ERERREZBER , BEEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) fR & AWS 1RF B , YREBAGERAE, Gt—K , SEAFEHEHNIASESRETKNEEHKAR
HEANFT. RALEBERATIAFRNREBER :
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- BERFHECASEEZRRE (MFA),

- f£/ SSL/TLS B AWS EREA. RMFE TLS 1.2 LEZRFEA TLS 1.3,

- 5/ AWS CloudTrail 2% API FIf£ & E 8 HiFE %o

- fE/H AWS MEFHRF R , AR AWS BRiE AWM METEER L L EHIE,

- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMNIREZEMFE Amazon S3 HEURE R,

- MBRFBEFBBHSHNEDR API FELAWS B | EE FIPS 140-2 BREHINZREE | 55 FIPS in
2, W1 FIPS M FIPS i BiMMEEEN , FSRABIBEFEIEEZ%E (FIPS) 140-2 #E,

BMEZIEBREERETELETFNEFBH U SRZLHRER , HEEEIEHENHNXFZHMA
o BlnE BN, EBEESMERATEA. AP, AWS CLI 5 AWS SDK HfEH AWS loT Device
Defender R E fth AWS fR#&. BEZBIEHBRNXFRUPHANEAERT TEARTESRD
HiS. MREIRMBABRMRETN URL , BRI BRBVERBCHXRMAREEFRN URL B ERH
&R

B AR AWS loT Device Defender BY Identity and Access
Management

AWS Identity and Access Management (IAM) 2 —f& AWS k% , EEESREMNZT SIS AWS &
RRFEE, IAM BEEESAURFIHTER S 2 8RF (BEBA) MRE (EE#R) REA AWS loT
Device Defender &R, IAM 2 —BEAIUREFEAN AWS IR,

&

- Ut

- FRASTBE

- FRABRKEEFIE

« AWS loT Device Defender &t IAM B9EES K

« AWS loT Device Defender K & 7 B BUER &8 451

« ¥ AWS loT Device Defender & 7 B2 B 1T SR B HE R

cZhes

AWS Identity and Access Management (IAM) FI £ 5 R RIFETE AWS loT Device Defender #4147
M THEMEMTE.
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FRISERE - tNREH AWS loT Device Defender FREETEN T , FNEBEESREALBTENR
TR, EFEHEZM AWS loT Device Defender ZhEERFITIEHN TR | BAAESEEEAN
R, BREETUNEES RN AR AR EESREREBNFTT., FEEEEFE AWS loT Device
Defender R IFINEE |, 552 B0 ¥ AWS loT Device Defender & % BB 17 HUE 1758 HEHE 7,

BREEES - MREELTIEZTEE AWS loT Device Defender &R , 555 #4E AWS loT Device
Defender ST FEE, £8 T4 23 EEWRE A & EBEEH AWS loT Device Defender T
ER. EE A SXEBBREXBEN IAM BEEE K REFLBREEAENTT. RELEELHNE
A, THRIAMBWERE S, EEE—D T HELRIAEB AWS loT Device Defender £/ IAM K975
% , 328 AWS loT Device Defender &8 IAM HIEES R .

IAM BEEE - MRER 1AM EEE | SFSRETHRITREBERLLERE AWS loT Device Defender
FEHENFMENR. EEMBRETTLE IAM FERAEH AWS IoT Device Defender B0 BB | 75
289 AWS loT Device Defender B9 & 4 B B 5K & 451,

(e

BOoRBREASIBEEAAWS AR, BXEN AWS IRFRERE. IAM ERAES S , RBE
IAM B EH{T BE (BAE AWS),

18T LAME FEIR B 2 3R AWS IAM Identity Center 12 ERE , LS 52 B A AWS, (IAM Identity
Center) ff&., BLAIMNE—ZE A BREMNEMN Google 5 Facebook BEAZBI S & 2 KB,
FUBME G EAE , CNEEEENCREMSA IAM BEHNBEE D, B AWS BEHERABAHET
FHE  CEBEREIAC,

RIBENFERHEER | BB A AWS Management Console 2} AWS FERA O, MEEAE
AWS HWHHEEA , F2E (AWS B A EAFEER) PHUNFREALZN AWS IRF,

MRERUBARFTNERNEFRAWS , AWS REHKBEBEH (SDK) MavHFISTE (CLI) , AER-ER
LHBREBEBRRZFANLZBENFER. NRETHER AWS TR | BLEBHITHREFR, WFEEA
EBNAERTHEEFRNMEEER  F28 (AM EAEER) PHEE AWS APl FEXK.

EREERAMNES P RESE , AU ESEERHENANZTEHERA. I, AWS BREFEASEE
EEE (MFA) ARSIRFNEZSE, NEEZENA , H2E (AWS IAM Identity Center fER & EFE)
MWZEEZHIMN IAM FEHEIERE) PWE AWS FERAZSEEZERF (MFA),

AWS IEF RERE

MRREY AWSIRF , B8XE—EABRAS D , TUATEFIRFHE AWS R HER. k55
BAAWS tRF REAE  EREMIRFRAEANE FBA UM ZBE TR AL TN, BIESR
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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AWS loT Device Defender AWS loT Device Defender B8 A B8/
BAREUREAEREAEEE, REEZVREAERR , LEHARBTREHREAEHTHE
B, MEELEAEBNTREBE , THREUREAEZRANGES , 520 (AM E£AEERE) PHNEE
BEAEBRENTE.

BE g9

BREEBEXRERAEFAE CEEEEEEFNENERAS  RES P REEFEHESIE , FRATHE
BEREE AWS BRIE.

BEEoRRELCEFEAEBENFERE. Web B4R, AWS Directory Service, Identity
Center B & 5EiB &9 RFRIRENBRREEN AWS R WERERE, BSB89 FH AWS RS
i, 2REAC  YHAGRERHTRER.

HREFXEREEE , RPEZREMEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SINERYESIECH S REFH—EEAENEE , SIEEEHME AWS
WREFMEAREXNPEM. WFE IAM Identity Center B EF , 528 (AWS IAM Identity Center &£
A&ER) P EER IAM Identity Center ? o

IAM {5 A & F B4

IAM EFHERIE AWS tRF FN—BE D , ERE-ASTERAERXNEENT. BRER|RKE
EREBRE A MAREAERURHBRE FIMBEBMENSE® IAM ERE, BROIRBEEARGF
ERERIBEN AMEAE  ERLHREFNER, WFHEEA , F2E8 (AM E£AEER) +
MAZERMBRENEARMIENRRFIRER,

IAM B —FBIEE IAM FHAEEANED., BEEUBESS B A, BUUERARER—KAS
BEAEEBENT, FETHEEEAEFAEFTNBREEESEARS. fln , BULHEE—RBEA
IAMAdmins B4 |, e FRERBHEEE IAM BRIV,

ERERAGTE, FRERSRE-ASIEAEXZIRE K BAGHNENREHEMNRTEECNA
EHG. EAEHAXKANRYERE K CALERHERERE. 2E-—STH A F2H (AM EA
g PHEY IAM EAE (MERE) WEHE.

IAM B

IAM BERE AWS IRF P —E 87 , EEIBEFT. e8LIAM E£AF , EFESENASMN
Bk, &R LLFE AWS Management Console HiEiB Y] #i 4 ERE RS IAM €&, SR LUEBFY
AWS CLI 2 AWS API &4 , SiREA B URL REVGAR. NERABCNSENHEEER , 2
B {IAM EREER) PHEAS IAM B,

FREREEN IAM ACETHERHIEEER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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- BMESOFEAEEN — UFENBMEEIERSTY , FEVAR  YARAGERTT. EHHESSH
PETEIRER XS/ SHACEVEH  YNESHACERNTY. NEEEBaSAR
HEHEER , B2 (AM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-idp.htmIFHBE=F S o REEEIACR., WREMEA IAM Identity Center ,
BIZERENIE, AEH S BBRITUFRMAZR , IAM Identity Center A4FF AT EE IAM FHY
AEHEREB, WEESRFATSRNEN , F20 (AWS IAM Identity Center fE A E1ERE) HHFTA

=3

ZI<o

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFFEE - B ER IAM AG , RFFERFAFHNEA (GENZERENFIEIRFHNE
o AERRTERSFFRENEIESN, B2, SHEELE AWS B , SUMUBRERERIE
B (MEERABEANRE), RETHBIRFFIAGNERERRENER , F2H (AM E£RE
B PR IAM AERERBEABRNES,

- BREFE - BL AWS R FEHAEM AWS IR¥E FHIEE. il , BEERE PHETIEWE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARKACHERREELACKRHITINE
%,

- EREFMITERER (FAS): BEER IAM ERERNARKE AWS RHTEER , RRERERA
TR, ERERAELRKEER  SURENTEDHE, MZBERSETEANRETRE S —E
BfF. FAS EREBRMFFI A AWS R , #BECFER AWS BRI LA TERBHHFER. RE
ERBRIFTEEEM AWS R REFEB S RETRMNFERZE , TERH FAS FR, HEI1E
MT , BBEEBEHTEMEEMENFTA, MFRE FAS BRENBERFREN , F2H (E%
FELTEFEERD

- B AR  REAGERBELEN IAM A6  TRREHTEHE, IAM EEETLRE IAM AE
3., ERAMEBRERE AR, MEFMAER , FSE (AM EREERE) FREIABUEIRTT
#E AWS BR#E BR¥E

- RBEFAE - REERACR —EERED AWS R NERBARER, REATUBERRES
TERENAE, REEEACSERESLN AWS IRF F |, WHZREMEES. IAM EESA L
miR | BETRERERBEFAGNFT,

- 7£ Amazon EC2 L #THEARE - ¢¥7E EC2 #1TER LTI R E AWS CLI F1 AWS API &
ROWEARER , BUUER IAM AERERTREE, ERE EC2 HTERARFEFRNSRANBRL
R, WMFERIKAWS A EC2 HTEBRWIRMUEMMBERARAMER , BB EEFHTHE
BHHTERREE. BTERREETSXRAE , YAWE EC2 HTER LHITHREXDNEERK
BE. WEFEFMER  F2H (AM EREER) PHEAA IAM A& RETFEFA#E Amazon EC2 %
TER EHITHEAER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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WMETHREEER IAM AEXN IAMERAE , F2R8 (AM EREER) PHEM IAM A6 (M3EE
H#E) R,

EABRREEFRUE

B LUEIRE Y BUR W ASEIINE AWS B REIR , £ AWS PEFIFERN. BERZE AWS iy —1{EY
, EENG o NEREEBE  EAERET. AWS SEER (ERE, REAEIAGTH
P ER) B U A SRIFFTAE B L BUR . BMERPHIFFARER B AFFRIEEFE R, KE B JSON X4+
FEAREFE AWS F, MF JSON BRXHERNABTNFHRER , F20 (AM E£HREER) T8
JSON BUR#EE .

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
AT EERANITHEEE.

HEREBERT , ERENACKREHT. AEREEAEHEMFERINTIFENT , IAM EEET
BB IAM BR, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERZXEENFTA , BREERMELERHMTRE, Sl , BREBREE—EAFT
iam:GetRole BIEMV R, E(HZEBEMMEAEE A LI AWS Management Console, AWS CLI =
AWS APl BXE BB EM.

BoBEER

SoRBERET UM ME 52 (flin 1AM F£HAE, FAEHEESRA®)N JSON FFABER 4, B
BRI H 5o EMEFRGE TR ML ERATHLESE, EETHRNMAERISIERBE | F2HE
CIAM EREERE) PRET IAM BUR,

BoBERRATE- SO ERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
ERRARBMYABER , AL ELBEMMNE AWS tkF NS EFERE, HENAR, ZER
REE AWS EERRNEFEERR, NERBNAEZERREARBKRERE  F268H 1AM £
REEEYNEZEBRMNARBEREEE,

BERBEHER

ERBBEREEIERN JSON BERX 4, EREBERNZE REHIZ IAM ABETBEMN
Amazon S3 REFETEBUER, EXEEREBERNEREF , REEEETUEAEMAREHEFEER
WFEVE, HRITMBEENER  BREEREEN TR IUEHZERATHEEUAREMAERGETH
THEE, BXAREREBERPIEELR. TRIUUSERS, FAE. A, BESIERAER
AWS R#%
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EREBRRURZBEHNABRBE, SEEEEREBEPERARE IAM B AWS REBK,

TFHURHEE (ACL)

FEURFIEE (ACL) TEFIMERTEA (IRFKE. ERENAL)EEEMRERNFTT. ACL B
REREBER , BEMFER JSON BRI HEN,

Amazon Simple Storage Service (Amazon S3). AWS WAF #1 Amazon VPC 2% & ACL K R# &8
fl, ZEHE—LTH ACL , 5528 (Amazon Simple Storage Service B3 AE1E/) PN EEUREIE
B (ACL) 18,

HetBUREE
AWS ZEHME D LHBFER, SELRREHTRERR RERERRABLH AT,

- FFARR-FUHER —EHREIIEE K THERES S BBEERT IAMER (AM ERESAR)
WERARFFA, BUUABEREETTRRE. AEENTUISREBN S 2B BENMEFTRENR
£, 8 Principal MU EEFAESIAECNEREBRATEZIFIRERS. AIEEER
RPN ARERHFSBEXAT. NEFTHENESHEBEENR , 528 (AM EAEER) 11
IAM BT EE,

« BRIEIEHIBER (SCP) - SCP & JSON BEUR , AJ#EE AWS Organizations H#EB R EBE (OU) /Y
B KX, AWS Organizations R AT AR S HEMNEFERBLEFMEENZE AWS IRF, &
BABB TN EIEE , BRILUEIRIEIEHBUER (SCP) ERAEIEMHFIEIRSE . SCP 2IRFIK SR
EHERNTT , 3ESE AWS IRFRFEAE., WEHABMN SCP WEZHEEEN , FSHE (AWS
Organizations EA & 1EFE) F#H SCP EEHF X,

- THERBEX - TERRBER—BEEREER S EEBREEANARELACHBIA EH
BENERFTERERN , FASBEE. MIEEITERRNFITSEFAERACHN S TEBERMIE
PEERBURIRE, STt IREEREBE. MEEERRTHNARIEBHSBEERAN. WEE
L&, 728 (AM EAEER) P ITIEREBUE,

ZRBRER

HEZBBREEERIFRE , HERTRNFISEARM, EMELIEE, FETH AWS B4R
ZRBGREERNAHE RS AR —EFER , 28 (AM EAEER) DOBERF EEE,

AWS loT Device Defender &8¢ IAM BEHER

EZER IAM B AWS loT Device Defender W ZEVE < B |, 55 7 #R¥EBEL AWS loT Device Defender
EAR IAM ThEEH HRLL,
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AWS loT Device Defender B3¢ A 157

Al #E AWS loT Device Defender {EH /Y IAM Ih&E

IAM Zhgg
&R BBE
ERABE
BUREE
BURER
56 du L

ACL

ABAC(BURH HER)

ez b
TR
B s

REBEEHE

& EZHI{8 AWS loT Device Defender M1 E ftt AWS FRIG AR B AEZE 5 |IAM ThEEE AMBIE & |
28 (IAM FRERE) P AERE IAM FR AWS RiE.

AWS loT Device Defender X 18

(LI

fm

7|

fm Ao

il

7|

ERAR AWS loT Device Defender 89 5 0 BUEE

XESDEBE

B BEBKRETMLLEEI S (Fl IAM FRE, FREEESRAR®) K JSON
BURT B4 5 o EMEFEG TEHMEERIANTHERSE, EETHRINAEI G ERBEEK |, EF2H
CAM EAEER) PE IAM BUR,

=
=

HARELS, B

3
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£/ IAM 2 BEBER | BUIEEAFRIEBNBENER , UREMERG T RAAREEEE. &
EELESSERRPEETR  RASSEMAENMNERAESAR, METHREE JSON BERHE
%E’JFE’%E% wF2H (AM EHEERE) 8 IAM JSON BETESE,

AWS loT Device Defender B & 4 B Bt 3% & 451

EEZ IR AWS loT Device Defender &5 B BRI E 6 , 5528 AWS loT Device Defender #9 5 4 8¢
BURE B,

AWS loT Device Defender R &R B E

X BEUERERB B )

BEREBERRH B EIRA JSON RN, EREBRNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNERS  REEESTUERAEMARZFHHESEER
MEFEE, HRINBERNER , BREEREEN TR IUHZERUTHEEUREMERETH
TR, BAAEEREBRRPEEIE. TRILUSEIRF, £RAF, A, BESFIERAES
AWS BR#

HEMABIRFFIRE  SUUEEEHMIRFANARFSE IAM B8 | FAEREBERNER.
MEERFEIREEREEE , ARBYGERRAN —¥, EXTRNERETEN AWS 1kRF HE
ZEEERFTH IAM ERE UL AREIEER (ERENAR) FRERNFT. HEBKS2EK
R MBERRR T, T8 , MREREBREL/MEIRFINERREFR , ERRTHFEREN
MEDHEBK, MFEFMAER  F2H IAM EREEETN IAM ACRERABREMNEE,

1AM AWS loT Device Defender B B R BN E

X RBUREE =

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHMER , WEERETBEERET TR
AT EERAITHESE,

JSON BURHE Action TRERERETUARARAFRIEBBRFFRNEF. BRBENZHEESN
FAEBEEEY AWS API R4FHRE, B —LFIIMRR | HIAUR AT AP RENERFFIEE, E—L&
REFEBRTNZEEE. ELBANBFERABKEIF,

BURE A BE R SR IT AR BB IR ERVET W6
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EZEEF AWS loT Device Defender BMEREE | 5528 (RETESE) ,

AWS loT Device Defender PR BUREMESEEBEZBIERUTEE -

NMEEE-RAXPIEESEEFE ,

S
H
fedi
o
IS
&

"Action": [
":actionl",
":action2"

]

& ERR AWS loT Device Defender B0 BB RV €6 , 552B AWS loT Device Defender #Y 5 4 5
BUR &,

AWS loT Device Defender I LR &R

X EBRER =

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHMER , WEERETBEERET AR
AT EERAITHEEE.

Resource JSON BUR TEWIEEEZERBEN Y4, BB 4B B E Resource 5 NotResource
TE, REEEEFEHAE Amazon Resource Name (ARN) RIEEE R, SRS H T EEEERER
HENME (BAEREBHRETFT) RIEEM.

HRAIXBRERBEHRFFAINEE (P EESR) , FEABRFER () RRTEEXERARAEER.

"Resource": "*"

HEEEH AWS loT Device Defender EIRERFERH ARN |, F2H (REEES2E) . EETHEL
AAEAMLEBSEREESEHEERN ARN |, F26 .

& ERR AWS loT Device Defender B0 BB RV EE 6 , 552E AWS loT Device Defender By 5 9 5
BUR &,
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AWS IoT Device Defender I BURIR4EZR B2

X ERBASEBURRIF 5G| 8 =

EEEWLER AWS JSON BERRIFEEH AT AFIMMLERS . tWHIHR , WHMEEBEEHRET T
B BEERITHEEE.

Condition jt# (8 Condition [BiR) A BAEEERERNERNHRYE. Condition TERIEMAIE
B, BB FERAKRTEE FRRMEER BINERBNR) , REEBER P EHFNFERFHE,

ERERRXHPIEEZME Condition tE , WEEE — Condition TEFEEZERSIE , AWS
SEHBE AND BRIEFEEMP, ERAE—RUERSIBIEEZEE , AWS 2 HEE OR BMEFTAKE
., XEFEMEHRYE , TERERRXIEFT,

BT EEERFEEAEEVERE. AU, EAUREERAEERAE IAM EAERBERK ,
EEIERNFFARER IAM ERE. IFEZEF , F2H (AM E£REER) P IAM BE T
x  BBAER

AWS X ELEFR4RIBMBBRHENREREIR, EEEE AWS 2EKF4RSI8 , F2H (AM
EREER) P AWS £ERTFABSRSI#,

HEEF AWS loT Device Defender {4+ R5I1#BHEE | F2H (RERESE) . EETHRETL
SrEMEESERERFERAREERSIR , BFSH .

EE#H18 AWS IoT Device Defender & 9 BB KR &4 |
BERE B,

ﬁn'lu

528 AWS loT Device Defender # 5 9 &

AWS loT Device Defender 89 ACL

<& ACL A

FHUEFIEE (ACL) TEFIBLERE RFKE., FRAENAG) HEFHEEZRNFFT. ACL EER
ERAEBR , BEMAER JSON BERXAEN,

ABAC E& AWS loT Device Defender

X ABAC (BURFIVRE) i
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BRI FEES] (ABAC) R—EREXE , AIRBEBMRERFTT. £ AWS F , ELBHBELAE
B, ZUBERRMNE IAM BR (EAERAE), URFZ AWS Ef. AERNERMLERR
ABAC M —F, EEERFT ABAC B , A EFBNERRRHERFINEREREFRER
.

ABAC ERRMRENFRZPHEREE , WRERREELERERERB,

EERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZERNFGELESD , RHEREA.

MRBEHEXESEEREENLH=EREREIE , IBEZBRBEMS , ER Yes, MEABBEIEZRL
EREENEM=(ER4FREI18 , AES Partial.

wEE ABAC HEFHIER , 828 (AM F£AEIER) P ER ABAC?, MEEFESHRE ABAC
SBNHERE  BF20 AM FAEEE) PHERBMHEFEUES (ABAC).

B EREFR SR EE AWS loT Device Defender 3 £

X EGRRE =3

ERRSBEETEAR , FE AWS R BXEHF, MEFMER , SFEMBLE AWS T HE R
RRRENF , F2H _(AM EAEER) PRTHRE IAMEERN AWS R,

MREFERAFEAEZBANRE WIS EEA AWS Management Console , BIS&RIETE 5 iR B
Fo Bl ERFERAARINE—BA(SSO)ERTFRAWS i , ZEFEEBHELHERERE, BEEUE
RAEEDBAIRA  ARVRACK  tSEDHEVEHERERE. IEYRACHFHREN , F28
IAM EAEEEFNYREAS (EEA).

B {EH AWS CLI 5 AWS APl , FEIZUGEEE, 8 S FRAELEREERER
AWS, AWS BZELBREAKEERE K MIECEARPENSER, NEFHMER , #2328 AM AT
BHLZERE,

AWS loT Device Defender B35 IR 7% = BEFER

XERTFETERE (FAS) =

ERER IAM ERERNARE AWS RFHTEER  SEaRBEAEE, CRAXEREK , SWke
WAITHEEEE , EMETRRBIEE S —EEHE. FAS ERERAVFFAIRL AWS R , #EEFS
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AWS BR# LA T isRIE AR, ARERBKRBFEZRE M AWS R HNERE BT RETAREIGHE>
2% , TERE FAS BXR. BERIBERAT , BLEEFUITEMEDFENFFT. MFRE FAS FREH
BERFHMEES AR (EREFHTEREER) .

AWS loT Device Defender B RIE A&

XERBAE =

R AERRBREN AM A , AREHITERE. IAM EES AR IAM AR, &M ERRS
A, MEFEES  F2H (AM EAEER) PHNEYAGUEIRET 4G AWS BRI BRI,

/A Warning

SERKEAENIF A TEEEE AWS loT Device Defender ThEEH IR E, RAE AWS loT
Device Defender 12{4155|8F , FEimEBIRIEAE,

AWS loT Device Defender B RI§E#E B E

XERBEFAG. =)

RFERFAER —BERT AWS B NWRBBCEE, BREUTUREARREATHENEE. BRE
EEACTERESN AWS IRF | WHHBRBEAER. IAM EES LR , EFREEREE
EABRE,

NEFEEZRUREERBESACHFMENR , FSEAEL IAM EFL AWS i, EREDSER
%, AP EeRBEESCHPH Yes, BIE Yes (B) B , MR ZBRBH R ERS S X4+,

AWS loT Device Defender 89 8 % & Btk £54)

RIBFER , FAENACTEHBEISRIEHR AWS loT Device Defender EIRAVERR, fb{fdth & EFE A

AWS Management Console, AWS Command Line Interface (AWS CLI) 5 AWS AP| #1TE#. BE
BREAEUWEMESRTEENGT , IAM BEESTLET IAM BEK, A&, EEE T IAM
BRMEEAR  FRAEEERIELAR,

Z2E T HROAERAISLES JSON R XMFEY IAM B EEE , F28 (AM EAEKERE) FHE
3 IAM BUR,
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WEE AWS IoT Device Defender FTEEZZBMEMEREENFMENR K SHEEELERERMN ARN &
R, B2l (REEESE) APEHAR AWS loT Device Defender HEIfE, ERMIFHZES|E,

e

- BRBEE®

- /A AWS loT Device Defender £# &
- RAAEAEREMMBCHETT

HERREEK

BrABRESHEEREFHANEARETLEY, FEEMER AWS loT Device Defender &R, &
WEEMAE SN AWS IRF EAXER., EFEBYSRES P RBERE  BER T EARESRS
18 :

- BAAMER AWS SEBRI FIORKEERF TN EZEE . IERBRRFHIRERAENIEESR ,
REAAWS ZSERX , EEBFERTFHURHZSERARA. eMITELN AWS IRF REH, &
MEBLEERERFEARIN AWS EFERBE , UMEE—DRITT. WEEZEH , F2HE
IAM EREERETHN AWS ZEBRSEHBEEN AWS ZFEBEE.,

- ERREFFAIRTE - 5RE IAM BRI K , FERTHTEXRMENER. SERLEN , &
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PEBERAFF T,

« £ IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | WA LARBBERRY , EEXEMER SSL BEFTERE R, SRR KT TFH RS
EREFEEVE | aTiRRFEIBISE AWS BRFE (120 AWS CloudFormation)E k. MEESEN , 3B
28 (IAM FHEERE) P 1AM JSON BUETE : &4

£/ IAM Access Analyzer B& 3% IAM BUR |, BARFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBEMREBER , BRELBKER IAM BUEREE (JSON) #1 IAM &EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHNERS , THELEEZLHEERANBE, NEESE
A, B2 IAM EHERETH IAM Access Analyzer BUR B FE o

- FEZEFEERE (MFA)  IREEZEAWSIREH IAM EAESBRERAENER , B MFA

BHEANNLT SN, MEEFWU API 2ERER MFA | 8 MFA REHFEZENBER, NEES
B, B2l IAM FHAEIERPINERE MFA REN API ZEHL

B IAM AREBEKNESHEBER , F2H IAM FREERYHN IAM HELZEER,
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£ AWS loT Device Defender 2 &

ZE1ZH AWS loT Device Defender 12 E& |, BN EHEE —HHIENER, SLEEBEXREALFEYIH
F#E AWS tRF 1 AWS loT Device Defender ERMFEMHERA . NMREEBT L HGEARNE A E &
BN EDHEBEK  IHAREERBENER (FRERAR) MS , TRAMBEEUNERERE,

HAMERW AWS CLI 5 AWS API IWEAE , BAZEEAHFEREARTEAHT. k2 , REAHE
BEEMMERBITZ AP BENBERTLLT .

ARREREMAGMAER AWS loT Device Defender X184 |, B4 ZEH#E AWS loT Device
Defender ConsoleAccess B ReadOnly AWS ZEBRBZZEM., NFEFMHENR , F2E (AM
FEHEER) PRMEFTRAERAE.

RFFERAERAMMAE ST

WEH S REBMMBILIBER , A IAM EREREM MEPERES2HWAREZEBER, WBER
SeEEEA L HEFEH AWS CLI 5 AWS APl EBHmEERRN AR TR EENTF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

¥ AWS loT Device Defender § % B2 EUE 1T 5 HE HEAR
FBEAUTEARGEIEZEMNIEEFEH AWS IoT Device Defender 1 IAM B aJ 2B E N & R RERE,
TE

o« RAESEHE , 7187 AWS loT Device Defender F#1TEIE

. RAEBHIT iam:PassRole HyIZ#E
- REEARF AWS 1RF /NI A BFEFE AWS loT Device Defender &R

RAEZE  T5B7 AWS loT Device Defender F#1TEIE
MREWRERS  SHEREBRESNTHE , EHOBERSEER , REFEHITHE,

T5lgEfIgEsREEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERWFHEMEN , BAVERER :GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: :GetWidget on resource: my-example-widget

FELERT , HBEEH mateojackson ERHEBHNEE , AFFER GetWidget EMEFE my -
example-widget EiR.

MEEAFHE , FEEEN AWS BEE, FNEEESRHEZNEARE.
R AKREBFH T iam:PassRole RIS HE

WMREBASEMNEBARESE | FTUAEEHIT iam: PassRole BifE , BIEUBEIHHE , LUAHFEA
BEES AWS loT Device Defender,
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BE AWS B# A EEERAENACERRYE K MEARVHNBXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

T EHITEREESR A marymajor B IAM EAEERFEAEE AT AWS loT Device Defender H 3,
TEMERRE, B2  ZBHEERBREEFEREALRENTT, Mary REXACEEEXRBENET
m,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
EEMIHE |, FHEEN AWS BEEE, SFHNEEESRHENEARRE.
EEEAZ AWS IRF WA BEFEFEE AWS loT Device Defender &R

ARy —EAe  REMKRFPNERERENEBATNAESFIENER, SUUEEE G
WESEMHNEZAR, HFHXEERERNBRNEFIZFFE (ACL) IR , &1 AL AL
BERRE T ABFEENE R,

WMFE-FTH L F2EUTRE

« BEETH AWS loT Device Defender 2B ZEELINEE , F5Z R/ AWS loT Device Defender & Et
IAM HEEF R,

- MFTHROMAFEEHEBNAAE AWS 1RF FREHBVER , F28 (AM E£REER) PHEEFR
BREGEMERNS —E AWS IkF 8y IAM ERE,

- METHRNABERNFEMERMHBE=H AWSIRE | 3528 (IAM EAEIER) PNEFEER
BIGE=HEEN AWS IRE,

- METHNMEBBS S0 RUEFIE , F268 (AM E£REER) PHBFIEREHEGENTE
TESBRENERE BESE D).

- EETHREAAGNEREBRRETEIRFFRCENZR , F28 (AM £REER) H8 IAM
AEREREBRRNEE,

i

AWS loT Device Defender V& 85 &

ERMFE AWS B REEREZREESREERN , FE2REZREELZHERN AWS RIS , WEE
BREBNEHRERAR, ME—MREA , F2H AWS ZREES =,
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