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HWZEES AWS loT Device Management HEABEE

- SEELS ZEYH . BBRZEYH  BMARUSCEEESNHRES , TEERBAEETR
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HSERCEARCERONERKETRRAE=FERHUED, ERELREMAZERSWESE
=ZHERHERET , THNEREXRELTHFREN —LEEHR .

* Cloud-to-cloud(C2C) iE#88 : C2C EEFEEZERSHE=-HFERRMHEZBAELER,

- BZHERRMEE  HRESEERAARENEENEE  F=HERREETRARKRERAERE
ELKE  BXERCESHHRENTFEEIFERERE=AEREHXEET.

ERRBITRE

SEBRAFHAEAERKMBBER , WEEEZ Bend-to-endBA. FTHNERETHREMESLER
H—EEEHS

- KRB RRERRENER (HOKAMH)  HEERAZEHFM -EEFNRMTEAINRE,
- IR mMBRFIEE (Eis. BFEER, KAPHERH )
- g RREWBPEADERAFNTHNER (RAFHHRIHHEPHRAIELNGE ) .
- BF . RREKBEDHREDNER (HEIREMAOBAY ).

- B RRREREDENSHNER, RETUBEIEHRESEHE R, RARERNEDSE
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- B RREXEVREPREBHENER (HBEE. FEGERK. BIBEERRA ),

- BEREL . EREYHERERXERARNIENERNBRATE, EFHEELEEHNEERF , B
AREAeEELEREE LEF, WEFMERN , 520 GitHub #835 £ connectedhomeip.

- BRER . EBERIEN JSON KXERNERER,

Cloud-to-cloudfiiz& 2


https://github.com/project-chip/connectedhomeip/tree/v1.4-branch/src/app/zap-templates/zcl/data-model/chip
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- BEVEREEFHENERE
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MBELEE AWS IEF , BRR TS BREST —E,
S AWS tRF

1. B3R https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

BoEMEFFEVORENGH , WEEFRBNARER.

B B AWSIRF , AWS IRFREAESRIN . REAEFBFIIRFFHAMAE AWS R
B HNER. FRAZERARR  FREEFIEERGERAE  YEECERAREAERUTER
REMEFIENEL,

AWS SEIMEF TR EEEBRE FEHHH B, B0 LARER & https://aws.amazon.com/ i
BROIRS , USRS B INIREEEAEEIRS,

BV EREETFHHERNERE

=t & AWS IRF | FHRE AWS IRFREAE. BUA AWS IAM Identity Center M2 EXEFERAE |
DeigReERERARAEEE,

REEM AWS IRFERER H

1. BERFERAFELEA AWS IRF BNWEFE4#ut , LURF#EHEAWS Management Console &
DBAN. EN—EHR , BALHNER.

MEEABREAEZANRE , F20 AWS ZA EHEEETNUREAES I EA

S AWS IRE 3


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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BEVEREEGFIRENERE
1. BA IAM Identity Center,

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(ERAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEFE ALK IAM Identity Center EAEEE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE it EE URL,

MFEAFEA IAM Identity Center EAEZ AWNRE , F2HEAWS EA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEETR , FF2E (AWS IAM Identity Center A &I dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS08 (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

HWZEES AWS loT Device Management HEABEE

IR 1 SEES AWS loT Device Management

THSHERMBER SEREMENS R,
FE

. HEFD

- REMEES

« IAHI

ZERSUEEMZERENKE, SAXERBR TH=EE<z— :
- ERERKE  EERENKETERERE SERARM, —MMS , EERERARERER
BRENEE AT ARERERNZERSKIREE SDK.

- PEERRE ELREBEBHTIERSTE SOK WHEERESERS , MH4E SDK AT ERE
KRERR, MANZFEE, ZRERETUERRBRABIFRBIFHERMAELERE.

THMETEREEMAPEERRKE :
- RREREMBNIZRBET URKEERR
- LUIRIBAERNTRE , SHTEERH
« Cloud-to-cloud(C2C) & : B4 K ERHMEZHCHNERERRENRBITBEARIUETEE

BHNBERGTNER, SEXSFFUUFRELZEN C2C EXFEHERNBTEY , EBK
—NARERBRRESEE = A HEREIREEERR loT BRT R,

ERREMAES —XFAM C2C RENERK , XAMBHERNNE=FERREHRE K NETZER
B, UISHEEDENPEER, TRZMETERER K SEBSUURKREREAERERE
BEME =1 ERMEEBEA.

(® Note
FREFAREAWBERERE., HENERAEERERENESE  WEERERSRE=
FERHUERENER. CUURE LRKERHENHPE,
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X EMNZ T8

ZEMENERERE, REZSNE=FERERHNEREZEHER. RMAXEFRELEEERN
Hp—EHERNAREME ZWend-to-end N , LB ENER.

BERAXERANEF  BATIRMEZETERAMNZEER

- FRAERNSIEESSENR S8,
REIZET AWS KMS key B o

WE AWS KMS BRBHVFMER , F2RZWEERE (KMS)

(ZEES API 2E1ER) PHFY PutDefauItEncryptionConfiguration APl , IR EFERLUEHRE
FANMEZSREER, REER A STERCESCARERNZIEESZENESR, BUURERER
PutDefaultEncryptionConfiguration API E%ﬁﬂﬂ& SIMAERE,

AL, 04 GetDefaultEncryptionConfiguration APl fs S 2EEERHIEEE =+ AWS 1RFE MZRERE
AR E ..

HIA TR

TH2MARER .
EEERNEEMA
MEMAEEEREENSTR , HEEFSH .
Hub oA

MEMAPENSR , BENPENIAZEEZS

REE R EMA
MEMAFEEREBH SR, MALBIE HEPRECHHES

ﬂ
ks
&

Cloud-to-cloudgt & in A

£/ C2C Cloud-to-Cloud) E#:28 MEFERF=ZF ERHEARZRKEMASZERENIR

3
e
&



https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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KEMRURERENMAER, EERAREEMEYN  YASERSNHMBEIFINEEENA
BUSHRARTE. TEESRHEE—NAEREERZERERE  FMWEBREHRFABEMH (SDK)
EEERNE—AEFEE , 3EB P EEEBEER commercial-off-the-shelf(COTS) &i&.,

ERREFEAMN  SEESTNEARERE —BE2EE B , #A managedThingId, 1t
AFFARKEAREREAGENNMANEERE., cHIEESETTEEE  YAEMEZERS
FRBERERE—N AWS B, ERERVNEEIERSK , SRVMEMNN  UERIRE
BETNZENH. SEYHRIERSTERRKENHURTE , MEHERKENTARETRE
B HRE=FEKE , lRT7deviceIdFRERREREXENZERS P2 MNETEBEACHE
MHE—BBIRF , ERARE=GFER.

THMARERARMEEEZERSHPAE

HENFENAZSERS  REROMERNEABERENNHBEN  THEARERES T RE. &
AMEE

RUETIHAFRE , ARGREAZERSNPEEREKE

- BEIE (SS)  RREAERM IoT RENER , AHEARKEREFEARAFHE QRB. A
% K RESHMIZERSER , WEET loT PHE.

- BEERE (Z7S)  KEEMHEEPCHELEB LiF. Sl , KPRERETHK , WiEKRERLER
EEFIRFE , MTARBHEE QR BHSRKRERE

- EAESIERE (UGS) : RREMESHMEENER  YEREBXTEREENAZERS, &
AREREET loT FELAVZRSE, ERARKEREFEAREN  SEAKRTHEMEKE LAvRE, MR
BERERR , B BER BT,

(® Note

ZERCTHNREMBETHERERRENMAZRER, SERSRUBIHERENE , 2
MAMEREKE , EREEREIKXEBEAME R,
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EERENKREREENENBHTRARENRERT R BARREIIT.

EAHRMARE  SEERSCSEVEREENERUSLE BAZEYH. TEVHN
managedThingIDiRMt &M —FAIRF , UBAFMEEENZIERSPHNEE, HEGEMEDHE
AEPERY  UERE=FRENZERSIAF=AERETIRER, KELSEBEEERIRH
B W EZEWHNLE APIs B owner 28 FT#EBIGetManagedThing, HESRIFKEFEE
EEHENERERER,

® Note
MRBBEEETREFTHESX , TR ZETH.

HEBLEMBAREMEA CreateManagedThing API EZER AN BIUSEYHHE , TEEFEH
DeleteManagedThing API MRS EWHRE R, HELEWEHHTIAE APISERE :

* CreateManagedThing
* ListManagedThings
* GetManagedThing

+ UpdateManagedThing
* DeleteManagedThing

RERERE

KEREEARBERENRE , flmEamifiis. cREHMABE K TTSRENTNE, RERTE
BEFREAXERAZEEERRERRAMENGIBRTER,. ERANGIBREERREERR,

B

[e4]

B
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HEEREBREY K REFTUAZERSEMERERERE, ETRRNEFEMANGRE TERER
B, ZERSHERENLEEN, KENAMENTEENSFHEERREL I HNERERR
L. KEHAENEGENSEREFEZERS PR EMBREE R,
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BREE

EREERRUMAERRPEBERNEBRE. ), eXEREARERFNend-to-endBH. HR
RERS  FAMEERNERE, SERSENELNSHERERMN AWS B, EMEAMHELUYE B
BEUATEEPRRNANER,

HRE=FHE EMELSHERSBANGRERE, SERENE=FEREHRECEANEN. BTE
RAEERENEERBERONEESEHEAL , €5 Cloud-to-Cloud Connector Zh&E,

£

- SEECEHER

- AWS BEFEHERER
- EREEERER

ZERSERRE
AEPERGEER

KEME

MK
T
i

»

EREREZIERS CBNREERA,

Nr

endpoint M capabilityERTZARERZERSERERPHNEE,
endpoint

endpoint Xk IhRERHREBE R E AR

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

capability &L EINEE,

{

"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0Offel.4)

"name": "string", // Human readable name
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"version": "string", // e.g. 1.0
"properties": Property[],

"actions": Action[],

"events": Event[]

¥ capability&ERtE , E=EEEBHKXIER : property., actionfl event, ©fiA AR
HEBBHMEREE,

- Bt RERERGRE , ST R B s E B,

"name": // Property Name is outside of Property Entity

"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}
- B)E: ARERITRVIERS , BIANSEHEME LN, BETREELEDENMER.

{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

- B BERERBEMEERMICHE., BA propertyREXEBFIME  EEHRBENEE , XaE
SEFREMWGTEES. FRARENELIEF. S TUBEEGREER | DR SEETEERNERE
#property,

{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}
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FMBABER

AWS EEESEERER
EEEHENN AWS EEE T ESEBRANE=FEREHE BN MEER.
MEFMEN K F2REEERER  FERAEER,

KEMEE
EMEER TRTARHBIREE . endpoint cluster,
endpoint

endpoint X3k ThEEIR A EE R HEH R

{
Ilidll: { Iltypell:llstringll}'
"clusters": Cluster[]
}
cluster

cluster RREE &L,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

HRcluster&BnEx , E=ZEEBBKZER : attribute. command® event. ©1f 7 F3KEE

KREEPNERKE,

- Bt RERERGRE , SIATTFHEE IR B sl E B,

{

"id" (hexadecimalString): (JsonNode) value

}
- T AEATHER , FIMBEEME LN, ST UREELEENER.

Ilidll: {

AWS BEBRERER
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"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

s B EXRFEBEREERNIEE., A attributesKEBBIMRE , EEHRBENASE I
SEEFEMOTEEE. BEBRNELIEF, S EEGREER  URER EXTEEERN
BEPRIEEattributes,

Ilidll: {
"fieldId": "fieldValue",

ERHE R & BT

%AQ%WEF%}ELQ’W DREMBRER, MREERVEHFTERER , S LERA JSON
%**%}aa RXHRERE-BENEBEL. SEGBHEDXHFHIRSES 50, 000 BEF T,

e B HE I

DRERARBMABEDENESRERR, EiB e B ERBE, BENSHRELEZER
RANTANEE, BETREENBERATMNETENEEEVRERTCBENER, BENSHSE
VRETANER  SEATUIATHGT  URATURENAR.

T ERIhREE R R S SR

Capability
I
|-- Action
| -- Event
| -- Property
B

REBEENEREDNER. S0, EHNIRBHEEFIO,

BERRBERER 13
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B4

REREVRBHNER, RETUNEEEN , UHREREREENEN. BRIUED |, fIE
o

REZERETSEBIEOER, S0, HBEEELRAEECHA
SENRBTRE WS ZHRBY. REEAREAROMR, SRR BRI R
HRFERERY | FRERH .
WERH BT, BB EEBN SRR,
BEERFEBER

FRAERR—EEGARBLENER  TERVEECART TR, CER T WA CMRE
EA. EABEERREYEME loT BRARNFENCERKN,

BEBAEERTHE

- BE—HWEZEREBA

+ Title

R

- ERERRANREFGNVESE

BHRUUARBENESES  SINEFERRFINBHIFE , ARERER , SINIEXEFZEW
BRI Y. BEERMER JSON BREAFE LI REERHKS, S RBENMEVEXE, FERE
MAFFHRN,

WERMET  FEMNELERNEEHER,
WEEE R E B AR
EREER JSON XHREHIEE , MU REPRNAH | REZDERRT BN TES.

HR e, LTEL—BAEERPHEBHEITES $id. extrinsicId. nameextrinsicVersion#
EL—@ErxE

* properties

BRERGEER 14
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e actions

* events

TheE R E A TE S $ref, title, version, description$defsH
extrinsicProperties, ¥iR ZhgE , $ref 4EBE aws.capability,

THZEFMARAARIDEERNEBER,
$id ( FRHIME )
$id TEWHBERERER, THRAEB/ILER

« # /schema-versions/ UR|I Z &

« @8capabilityFBFiRER

- FRAERE (/) A URI BEDREFE

- DERBRRED , FERUGE () 2R

- A @ FRARSBEBHER ID MR

- Llsemver RAKER , FRAE (.) 2BERARE

EBEREPWHBEXERREA - 12BAFANBRGETE , AHEZEAN FHAZEANER,
EEIRAEE MAJOR RAS (&% 3UE ). MINOR MRA ( &% 3 B ) FEMAK PATCH A
(RZ41UE ),

(® Note
EEFERAEER R ZEBawss matter

Example &35 $id

/schema-version/capability/aws.Recording@l.®

$ref

$ref TESERRTNREIE, TEMBE $idTRARIRBIRE.

DREE RN BB 15
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® Note
BEEBERDELAER $ref MRTRHEWERE.

Example 4 $ref

/schema-version/definition/aws.capability@l.®

28 (LE)
FEAERTH , ARBERERAXATFHNEREE. CEFESHS , YALREEELRR

- EYESRBFRT. D (). BR (). EFHR () AEH
- eF IR
- &% 64 fHFT

£ EHAR Amazon Web Services 32 & Ul 1 X5,

Example &35 7

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

B=E

BELTERFBERXHARERNEREFT S, CUNESEAFRT , YARIAP. DREFRER
REERA 256 @7 7T,

Example #iHI1ERE

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

DREE RN BB 16
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FMBABER

description

description TREHREEERXHFIARERNVFMERA, EANIEEAFT , LARIHHH,

TeeRRRE LRA 2048 B T

Example &il##iA

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric

Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric

Vehicle Supply Equipment (EVSE) management.

version

version tEREMARE, ERNREBHENHRAENTFEH, ©H TIIRSIRMY :

- EAEEESERN , TIMRAREN . (BB ) 2R,
* MAJOR W7 , &% 3 U
* MINOR 7 , &% 3 {uH
« PATCH WA (EA) , &% 4 uH

- REWLUNRA3E 12 BF2M,

Example &35ikr 24

1.0

1.12

1.4.1

5 R TheERR A

NEERT A ENRALER, TMEEHEXBITNRE, RFESFEH MAJOR.MINOR.PATCH 1%

ARFEERAES , B

- EITEBHTHER API 2F6K | TEMRASEMN
« LEHABNS MR , MINOR IRASHE N

DREE RN BB
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« PATCH IRAEE e ETRERTSEAVRTIBEFHE M,

REEBEITENNRERA 14 RAER  BESESERAFEHHSEARR. BHRMatter iRA<[E
ERAETEMREBERNERE K SERSAMRMEA PATCH liRA,

ERRBIEMNE PATCH A | B4 ZEEBZSFRERBFIER. A PATCH RABLEARNEER
BRI EAVIEET , MAELEIT L ARPMHER.

HREEEAEHIEENEE , B4R RERFERE (CSA) 61 , MBRBBPVBE , AT
FEVERTARAS .

AWSEZEThEE B E A WABMRAEITL.0, FBREL , JUAFEHAE={ARBHKRIHRA,
extrinsicVersion ( F&%H|HE )

ERRE AWS loT RENDPZEMAN TR, HREIEYE , extrinsicVersion BT F

revision
TUAFRNEZERT , RETLE 12 10 BHF,
Example 5k

7

1567

extrinsicld ( &M% )

extrinsicId JtEFIE Amazon Web Services loT RFNIPEENR BT, BREEINEE |
EfieldIdERIBANREEE clusterId. eventId, . attributeId commandIds .

extrinsicId A ARFHRTHEMEE (1-10 LB ) HFRLTRNENMERH (Ox N OX FE , REE
Z1-8 A+ AREMME ).

(® Note

M AWS , ™ ID (VID) & 0x1577 , HRE1E , BlR 0. RIXERRBIIEBERTERE
LIEHE VIDsAR ThaE.

DREE RN BB 18
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Example extrinsiclds

0018
0x001A
0x15771002

$defs

$defs BERR FHEBHRMIRES , A1 JSON BRERAFNBERERNHFS2E, EUREH , £
WRARAMSEER , T HIZMH JSON BBk,

(@ Note

REAGRHBIT $defsEARNWMRE , T A=EFHEBELREH AN JSON HRER, T
EoRHEAT AR,

£ E&RE , FFE1E T 5IRBIHRME

- EERBETEREM URI HiEF T
- BASEEHEEYN FEBHET
- FENSHEBER X4 NRENEMHEN FEBER

extrinsicProperties

extrinsicProperties TREE —HEABRMTIERNEBYE  EEERERTERE, BREEY
At , CERHFE ZCL EERNTENRBERBrBETE, B, f5REH
AEBIELRERETIRE :

- BEEBULARRBFR , TEERIBKRFT
« BYEERLREM JSON EiEHHR{E
- &% 20 A%

REZERE extrinsicProperties , 8% access, apiMaturity. cliFunctionName,

clif, ELBMMUERBIN ACL B AWS ( RZTR ) ERERE,

DREE RN BB 19
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® Note

IhRERY action, property, event# struct MUTEZENILEBMY , BIERBEERS
Fx&,

R ENNERE M
RRESEH TIARBERDIBENEE, BN, dTRNEMHEM , WEEFR ZCL HE

fiextrinsicPropertiesHif :
access

BEFRM4HBIETHIER
- op- LA BEMIRME , enumHER  write, readz{ invoke

« privilege - A BEMERenum , HEA : view, manage, . proxy_viewoperatesms
administer

« role - RFKEEFACKHKRRFFH

apiMaturity
REFAEBBRNWEBRMFTHR, EE ZCL PEES enum , H{EA : stable, internal.
provisional=} deprecated

side

ERAEEEMNIIE : server., eitherf client
mHREBM

THEMERHMERR

* isFabricScoped

* isFabricSensitive
* mustUseAtomicWrite

* mustUseTimedInvoke
FEEBM
THBMEURBEFERERT

e cli

DREE RN BB 20
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* cliFunctionName

« functionName

* group

* introducedIn

« manufacturerCode
* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval
* reportMaxInterval
 restriction

* storage

BREE

¥ ZCL Bt | extrinsicProperties 8 FHEMES , BEERE, FH RENWETEBERT
SIET ZCL Hif, T8 , IREHEEARRA B EBIERE R ZCL B , BIXARFIE R R HIRYHE
FHREMBEVER extr1n51cPropert1esth§|3E$|J , BlInGIER, B (regex) MIRE., Ith#EfE
AEREERAEEREESLEEM,

MR B AWS EIEESER | STeextrinsicPropertiesTEEELFMEN , HAEESSE
RTFEEELHMENA,

BHAR DENKREIERE. SEREHERSRCIREY , HPREIRERDREN BT , MEH
HARERER.

ER IR |, B8R T 5 RHRAE

- EEMBBHEERRBFE T, FEERIEKRT
- AENERBBER X XDRENEABERE

DREE RN BB 21
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ERABM

DREFHNBERER TR  ARHZERARUIENRENBERE. ©RKREE B AR A
B, ZEEECELEBENERNGRE SR ERERRTRARETAREFNVRELTERES ,
EmE BB TEENRER,

HAThEEB M | kSN TES extrinsicIdM value, WEEBHEINEATES

description, mutable, retrievablereportablefl extrinsicProperties,
Value

ERFINER , TREERMERET JSON BRERERRH , LERLBHENERER,
ERER , FEETFRHIRME

HAMEER  BEH typeMEMEMELE JSON FEEIFHRRE , 20 maxLengthsl maximum
- HRESER A one0f., allOfm any0f, RMEAXZE notl@EF

- FESEZMMLEEE  BEA SrefBRERNTRESE

W% nullability , F5Ef& OpenAP| BEEBHARESR , HFE2FEAMMEEEZERM nullable B%
(truefl® null RAFHE )

i -
{
"$ref": "/schema-versions/definition/matter.uintl6@l.4",
"nullable": true,
"maximum": 4096
}
Al FEEY

R EIRRE R A A R Y 5 M {E

MRENARESTHSEEEREN WtEF, REGREEERERTAIRN. AMRERIE R EE T
XEEDERSPHS , RERERBEREFIHNT.

&l : true = false
Mutable

RPRER S AT B AN HME.

DREE RN BB 22



HWZEES AWS loT Device Management HEABEE

RENATBAMSHSEEEREN WREEF, KESREEERERETARA. REHIEESHEH
ITREREDRBETHRS , AU RERFEARBEHIT,

&4l : true = false
CIE: 4=
AHE  RPEENREEER HERTHREMNE,

RENTHREEFASEEZREN WREF, REGREEERERETTRE ., MENEMBSHEE
TREEDEBETHRS , AU RERFERBEHIT

g5l : true = false
BE

BFREFEFROBEENGERBELRZERE, SEABFARKERFNRF,

)

EBIERS |, FRIETE T 5IRS
- ERFEEIITEISESH-BHE

- FENESHEBER XN RENEMBEBE
EAEE

BFRESERSRAMKINKRENREBNZFHADENRELCSTN, EARTERE LHTHNEER
THRERF , WEAGRLEARELAALEFRIEESHNERE, ELBFEAMAEREREME
BRECEANER  EFRRENERERELER - ETENEZH,

HABME, XEXTES namef extrinsicld, BATES description,
extrinsicPropertiesrequest®l response,

DU

HRMRERS LRA 1536 EF 7T,

s

3R

ARERZZEAN , MRREFRSHY , AITLIEH, NREH  ARRIBEEXRBEMESRNE
R, REFEH NEBEITAction, ERREENEE , HlaNBARAERE .
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EHBEFTEFENNSY, i, BRBESHEAINBERTESEERECANBEREAHES 2
$um1§ﬁ§ﬁmﬁém§z%ﬂﬁﬁ§io

HREVERR , BFIMETTES parameters, EATE S description, extrinsicIdFl

extrinsicProperties,
A KRR
HRBEESE 3.5 HMEEMNKN , RELRA 2048 ¥ 7T,

=1 FE

o
%
%
o2
i_l_lllﬁi_
i
[

ESERET , HHAZEIB SendManagedThingCommand AP| 3K ERBIEER |
WEHEEIERLSEE, SEREEERILEENEE,

HRBERK , MEIMTEA parameters, BATEA

name, description., extrinsicProperties. extrinsicIderrors#l responseCode,
(=] FE #i 5k

HEiREER RN description , RE ERA 2048 BF T.

[ fE & 78

HAHEEE HEANKRAEE (XE)  HhasELHAFRER

- OENEHKBBREBM MResponseEBEBRBRITE.,

s MRBHEEFARENERE , BU A Ename tEFRMHE, MREEEnameFRME |, BILEDN
BEIEFESRERERE,

g58
MRBEFRFRAEER , QEPIRMENE AL RREHES,
IR

il'

AESEEEESEAEE THMMALI JSON ¥
« code : BERHFRA N _(ER) WFFE , RENMR 1T 64 BFT2E
- message : RERFINFHRE

B

DREE RN BB
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Example $53257 2 £l

"errors": [

{
"code": "AD_001",
"message": "Unable to receive signal from the sensor. Please check connection
with the sensor."
}
]
[ XS

BYAE  ERUMEEBR, BAEZBRRERABEM HTTP ARSFEEREEXBTRAREDEN
B, AR RBEAN — Bk,

BRAEIGRA: © TR 100 B 599 2 HRVERE.
AR EEZH

ZEERERABBAN T EBERBENMRE, MRSBANUFSEBERXM , ATUEBRSBPE
RIEHENBE

BEEBARLERBFT. FTAFEAZKRIEMEMLT T,
SR

RS ETEparameters extrinsicIdM value, BATES description#H
extrinsicProperties,

EiR T REFER MHEMERdescription , RE ERA 1024 BF T,
extrinsicId ] extrinsicPropertiesZ®%

extrinsicId M extrinsicProperties B&EE extrinsicld ( s&%IM%E ) F HEHIE
HextrinsicProperties , HA BB L HMEEMER -

« MREFBRIAEEFRME extrinsicId , AIHENEEIEFSRBEBRIEHNE, RAEXAL
FRABER/EERBRextrinsicId , MREX , FEABEEBR extrinsicld

- MEEFKRIEEextrinsicProperties iz |, AIEEBUHNELIEFSREEBREMDN
VAR B, REMHBRIMEBERBR , extrinsicPropertiesBMAERR/EEERIZHNBEY

extrinsicProperties

DREE RN BB 25
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FMBABER

Example extrinsicld 1 extrinsicProperties & £ &5l

{
"name": "ToggleWithEffect",
"extrinsicId": "0x0001",
"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
},
"request": {
"extrinsicProperties": {
"apiMaturity": "stable",
"manufacturerCode": "XYZ"
.
"parameters": {
}
.
"response": {
"extrinsicProperties": {
"noDefaultImplementation": true
.
"parameters": {
{
}
}
}

£ LREHIT | BAEBROERES :

# effective request

"name": "ToggleWithEffect",

"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "stable",
"introducedIn": "1.2"
"manufacturerCode": "XYZ"

iy

"parameters": {

DREE RN BB
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FMBABER

# effective response

"name": "ToggleWithEffectResponse",

"extrinsicId": "@0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
"noDefaultImplementation": true

1,

"parameters": {

}

WNEEF

HRFAEE , B LAMEMRBRF ReadStateM #MITHFTE)fFUpdateState. EMEEIERRRFHE

FERRERERE P ERNREBIE,

ReadState

S EIAE managedThing , AERHEAMREEBHENE. FH ReadStatetFRATIEHMEEAEE

7%,
UpdateState

BAnTREMELBME.

ET5ERS  BmHRERERDS TRREMN
1. RECEHR—RED , BRBHSEH

2. HEMME , HAREERRPHEBEMRE.
3. RKEMERKENEEBRETED,

ReadState #3445l

£ SendManagedThingCommand APl BRE&E 2B

{
"Endpoints": [
{
"endpointId": "1",

DREE RN BB
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"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]
}
}
]
}
]
}
]
}
FEH matter.OnOffIhEEMI FREAREB M -
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
// Use the wildcard operator to read ALL state properties for a
capability
}
}
]
}
]
}
ThEEE R BB R 28
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FMBABER

]
}

UpdateState &34

5/ SendManagedThingCommand AP| 8 #jJR0OnTimefy :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5

=4
ENEHREEFNERERZE. EQFAR,
RIBIELRFRF B

- EEHEIITETSHE-SH
- BENESHEBER X4 DRENEAHENSEH

DREE RN BB
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RERSRRINEHS

RE B4

EHRIBTHEEIHRESEN —ERENLLTN, eARERLEN K RERBEEER R , UEH
HEEELBAREEREPRBRAZYHNEBER. ARELEHEREK  ERFUTNEEFIRERER
BEEN  UHEESHANMEPRUNFHAERAMERIE,

HRAEH , BEIMTES namef extrinsicId, BATES description,
extrinsicProperties# request.,

1

5

R B EE A PR R M #E K description , RE LRA 512 F T,

3

R

request BRZZAN , MRRZAHBRSHY , MUTNEH, NREH K KRRRABZEEASHNERE , B
IXEEEEEEHFRMIBEMEAR. EANEENSH  SINERLNBERNE  WRES
H—SBRERELNERES.

ERBEFTERINNSH. fill, FRESREANFERTRESFHREAANFREABERRER
RREEERERTEENSH

HREBHER | BHMETRA parameters, REEABHTE.
[ 7

AR EEHEE,

REERNERER

5% BRARE AN ERE BN AR,

$id

$id TRATRBILBEREE, CUMUFURE -

« # /schema-versions/ URlI ZEHH
« AgdefinitionfEBiiRER

BAERNFERER 30
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- FEAERER (/) BAH URI BRD RS

- AERBHERE S, FRUAE (.) 2R

- A @ FRARSBEBHER ID MR

« Ll semver RAER , FAIH (.) DRMRARER

BEERE S NAESARRKES 3-12 EF TR , REEZEAN T ZBNERE,

E#EERA TS MAJOR IRA (&% 3B ). MINOR IRA (&% 3 U8 ) FIEAK PATCH R4
(RZ4UB),

(® Note
L FERAEES RS EMawss matter

Example 4] $id

/schema-version/capability/aws.Recordingel.®

Sref

$ref EESERBRPRENEHEER., ©EREHE $idTEMARMNRBIFRME.

(® Note
BAEERNUELSAMLH Sref BERPRENERTE.

Example &84 $ref

/schema-version/definition/aws.capability@l.

name
BBAERTE  ARBEBERNATHNERERE, CEREEHRE  YALAEREELRA
- BEAEEHFT, DE (). MR (). EFR () M=H

BAERNFERER 31



HWZEES AWS loT Device Management HEABEE

- FF%
c BZ 192 BFET
£ EHAR Amazon Web Services 2 & Ul M X5,

Example |5

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

BEAREERERXAFIARERNERME TR, SUNESEFAFT , TARXHH.

Example E4I#Z7E

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

description
description TERMEBHRXHFIRKRERNFMAZRA, eI SEAFT , IARXHF,

Example #i4l##iA

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

extrinsicld

extrinsicId JtEMRRAE Amazon Web Services loT RIEN T EERE BT, YNRSBETHAE
EfieldIdERIBABYEE clusterId. eventId. . attributeId commandIds .

BAERNFERER
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extrinsicld AIURFHRCTHEMESR (1-10 U8 ) RF B TAEMEE (Ox X OX FH , REE
E 1-8 A+ EMMNE )

@ Note

R AWS , 75 ID (VID) & 0x1577 , HREE , BIR 0, RERRBFTERERTEHRIE
LETEE VIDsAR TEE.

Example extrinsiclds

0018
0x001A
Ox15771002

extrinsicProperties

extrinsicProperties TREE —HEABRMTFEENBY  EEERERTHEE, YRBEY
fE, TEMHE ZCL EEATENRERHIBIEZRE TR, B, DTIEH

A BELAERETHIRSE

- BERBULARRBFR , TEERIBKRFT
« BYEERLREM JSON FEiREiRE
- &% 20 EEMY

REZERE extrinsicProperties , 8% access, apiMaturity. cliFunctionName,
cliZ%, GEBMHAEMN ACL B AWS ( RZTR ) EREE,

(® Note

IhBERY action, property, event#l struct MUTEZEBNILEBMY , BIEBEERT
Fx&E,

R ERNNBIE

R BEEB ZCL extrinsicPropertiesHiEEBM THRBER LI EENEE, B, oD RE
HB%
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access

BEFEN4BIESTIIEE
« op- LA BEMIRIE , enumHER  write, readz{ invoke

« privilege - Jl BEMER , enumHEEA : view., manage. . proxy_view operates}
administer

* role - RREFFHBKRRFFH
apiMaturity

REENFFTE  RKXEAREBR, BE ZCL vEEAS enum , H{EA : stable, internal,

provisionalsk deprecated

side

R AEEEEMNY|E : server. eitherf client
mAHREBMN

T B R HERR

« isFabricScoped

« isFabricSensitive
* mustUseAtomicWrite

* mustUseTimedInvoke
FEBM
TIHBMHEURBEFTERT :

« cli

* cliFunctionName

* functionName

* group

* introducedIn

* manufacturerCode

* noDefaultImplementation
* presentIf

* priority

« removedIn
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« reportableChange
* reportMinInterval
* reportMaxInterval
 restriction

* storage

BREER

B ZCL E#: | extrinsicProperties 8RB+ K BERE. £ RENEITEBERT

BiET ZCL Hift, 718 , IREHEERRA B EBIEREE ZCL Bt , RIXARFIE R R BRI
FEREHBEVER  extrinsicPropertiesiEZERE , BB, X (regex) MRE. WEE
AR EERAEEREESLEEM,

MR B AWS EEESER | T2extrinsicProperties N EELHFMENR , HAEES®K
X EEELHMBEA

EIREEREN X HFFRENEHEEESR

RBERTHNFETEZRERTARLER, ELEAERTAUREAFHRER (fINHMHE. F
B, BF) IndZHEEER (ATHEER  REFEEEREUMNEEER ).

EXERBIRBHERR  SUUERAELAERND R ZHERER.

- BEYgHATE
- BF
. Strings
.+ Null
- 5
- Yt
- BEZEEREESR
 matter ${H

- aws A
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- MEESRES
- JIBEANFER

EXRFHESR

EXFAERRIERSGPERZIEREERNEERNR. MARBEZAESR , SFRETEEESR ,
HAILUEB $refBRFH typeBRFBMNAELTERER.

FAIEERERETLER nullableBERFA null, MBZTLER typeEBRFREBAIFTIEERE

I
Ao M fE
o M BB S B R A,

FHES :
{
"type" : "boolean",
"default" : "false",
"nullable" : true
}
EYEAYTE
EYFHTETHIER
« default &

« maximum &
« minimum &
« exclusiveMaximum &
« exclusiveMinimum &

e multipleOf &

MR xR EERBNE , AITHEESHER true :

e X 2minimum
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e X >exclusiveMinimum

» X <exclusiveMaximum

(@ Note
FPEHINBFERALBEY , BEFHBASEIIER,

1.0 // Schema-Compliant
3.1415926 // NOT Schema-Compliant

Bt RIE A LA IE 8 minimumA] exclusiveMinimum = maximum# exclusiveMaximum , B RE

ZEREAME,.

HHESE :
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"maximum" : 10,
"minimum" : 0O,
"multipleOf": 2
}
BRES :
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"exclusiveMaximum" : 11,
"exclusiveMinimum" : -1,
"multipleOf": 2
}
&2

HBFREEAANEAHFTEE  SRBBAFRE
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FMBABER

BFREEAXETIER .

« default &
« maximum &
« minimum &
« exclusiveMaximum &

« exclusiveMinimum &

« multipleOf {H. EBHAURZEE,

MR x2EERBNE , AITHEESHER true :

e X 2minimum
e X >exclusiveMinimum

e X <exclusiveMaximum

Bt ARIE T LA I FEE minimumA] exclusiveMinimum 5 maximum# exclusiveMaximum , B RE

ZERERAME,
EHIESR :

"type" : "number",
"default" : 0.4,
"nullable" : true,
"maximum" : 10.2,
"minimum" : 0.2,
"multipleOf": 0.2

BERER :

"type" : "number",
"default" : 0.4,

"nullable" : true,
"exclusiveMaximum"
"exclusiveMinimum"
"multipleOf": 0.2

ENsERRER X EENERARLER
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}

Strings
FREMZETYEE

- default &
- RERS (X ERFEH ) , ¥ maxLengthH minLengthfE
« pattern HAIREXHNE

EXERRARERR  NRREXFEFRPINEMALE , AIFREFH. flwm, RAKEXNEpLL
HEMTE p WFE , HIM "apple” , MARARFE "p"s RTFREER  BREER aBRAURERX
AL $ (Bl Aps) , BRIEEBHBEERTERM.

FHES :
{
Iltypell : "String",
"default" : "defaultString",
"nullable" : true,

"maxLength": 10,
"minLength": 1,
"pattern" : "A([0-9a-fA-F]{2})+$"

Null
Null BEEZZE—E : null,

EHER :

{ "type": nnulln }

fE 5
BB ETHIEE :

« default — S REFRRENBEE,
« items — ¥IFAEMEES| TEEMA JSON HEERE,
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- RERS (HEARFEH)

* minItems

* maxItems
 pattern Regex K{&
« uniqueltems — HMfE , EHEIFHAEZREETERE—/

 prefixItems — (%5l , HhEEREHRYBEXHESIBERSINERER, UHRER , F—
BrERTE@ARINE—ELE  F_ETERITEOARIINE MR , SULEK,

BHIER

"type": "array",
"default": ["1", "2"],
"items" : {
"type": "string",
"pattern": "A([a-zA-Z0-9_ -/]+)$"

I
"minItems" : 1,
"maxItems": 4,
"uniqueltems" : true,
}
e 51| B 25 19 28451
//Examples:
cetae, m"2", "3", "4"] // Schema-Compliant
[]1 // NOT Schema-Compliant: minItems=1
["ar, "1"] // NOT Schema-Compliant: uniqueltems=true
["{"1] // NOT Schema-Compliant: Does not match the RegEx pattern.
FHRATHEHBRENERES .
{

"type": "array",
"prefixItems": [
{ "type": "number" },
{ "type": "string" },
{ "enum": ["Street", "Avenue", "Boulevard"] 1},
{ "enum": ["NW", "NE", "SW", "SE"] }
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]
}
//Examples:
[1600, "Pennsylvania", "Avenue", "NW"] // Schema-Compliant

// And, by default, it's also okay to add additional items to end:
[1600, "Pennsylvania", "Avenue", "NW", "Washington"] // Schema-Compliant

Y
VHEEXETIIER

- BERHIRYE

« properties — £/ propertiesEBRBFERYWHNEBY (B/EY ). W{EpropertiesZ
Ui R SEZRSIBFEBHENERE  MEEENEARBRIXBHENEBIER,
ltproperties BEFEZBRAFEHEFT P T B EBHEMEME,

« required — FEERFFEEpropertiesRBFERNE M. T8 , BALMER requiredis
FREXEBMMNFE, required RFESZTEARZAFENES, SAFEHLARHE—
Mo

« propertyNames — LhEIRTF RFFIEHIB MR BH RegEx B, Hla0 , BRI R ERHIEITYH
WATE B ERERIESEEFNER,

« patternProperties — EEHMHAAKREXNMAETEBIER. IRBHEBHASEENHAAER
N, ABMENERBEENEEBER, #lm , £ patternPropertiesiEEEEFASIIER
BiER  TEEREEENBERRE,

- additionalProperties — BB FIEHIMMAIEEBEENANBYE. BABEEREBARINEBHERES
BFHNEM T4 PEARAREXNWEMEpatternProperties, RBIFFER , AFHME
M, BUBNRES falseRRTAFEMBM,

- unevaluatedProperties — LB FELIR , additionalProperties{B® o] AR 4
BHERPELEWEM, unevaluatedProperties BEBUEE R E TR K I B E N T
Bt WEABLBUHEAATNEBMNEE, EREAHTEEMNEE  AINEFRGHITEE
., MEFHMEA , FSETHIEH,

- anyOf — HERFWELARFEZHMES, ENEEERBLXERERN JSON EEHER, MR

BITEEBNIIREZES —AHLBERFEEENEEBHER , ASTERSRIEHLBRETETRE.

- oneOf — HERFWELARFEZLMES, EINWEEERBLXERENN JSON EEBHER, MR

BITEEAThE H I ERFNWEMERNRIUGEBIERETRSE , AISTEESRIHLBRTET

B,
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FMBABER

N
R
7

E&5H -

"type": "object",
"required": ["test"]

// Schema Compliant

{
"test": 4

// NOT Schema Compliant
{3

PropertyNames &4l :

"type": "object",
"propertyNames": {

"pattern": "A[A-Za-z_][A-Za-z0-9_]*$"

// Schema Compliant
{

}
// NOT Schema Compliant
{

"@01 invalid": "value"
}

PatternProperties €34 :

{
"type": "object",
"patternProperties": {
"AS_": { "type": "string" },
"AT_": { "type": "integer" }
}

_a_valid_property_name_001": "value"

ENsERRER X EENERARLER
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}

// Schema Compliant
{ "S_25": "This is a string" }
{ "I_0": 42 }

// NOT Schema Compliant

{ "S_0": 42 } // Value must be a string
{ "I_42": "This is a string" } // Value must be an integer

AdditionalProperties &34 :

{
"type": "object",
"properties": {
"test": {
"type": "string"
}
},
"additionalProperties": false
}
// Schema Compliant
{
"test": "value"
}
OR
{}
// NOT Schema Compliant
{
"notAllowed": false
}

UnevaluatedProperties 4l :

"type": "object",
"properties": {
"standard_field": { "type": "string" }
},
"patternProperties": {
"r@": { "type": "integer" } // Allows properties starting with '@’
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FMBABER

}I

"unevaluatedProperties": false // No other properties allowed

}

// Schema Compliant

{
"standard_field": "some value",
"@id": 123,
"@timestamp": 1678886400

}

// This passes because "standard_field" is evaluated by properties,
// "@id" and "@timestamp" are evaluated by patternProperties,
// and no other properties remain unevaluated.

// NOT Schema Compliant
{
"standard_field": "some value",
"another_field": "unallowed"
}
// This fails because "another_field" is unevaluated and doesn't match
// the @ pattern, leading to a violation of unevaluatedProperties: false

AnyOf &4l :
{
"anyOf": [
{ "type": "string", "maxLength": 5 },
{ "type": "number", "minimum": @ }
]
}
// Schema Compliant
"short"
12

// NOT Schema Compliant
"too long"
-5

OneOf &4l :

"oneOf": [

ENsERRER X EENERARLER
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{ "type": "number", "multipleOf": 5 },
{ "type": "number", "multipleOf": 3 }
]
}

// Schema Compliant
10
9

// NOT Schema compliant
2 // Not a multiple of either 5 or 3
15 // Multiple of both 5 and 3 is rejected.

mECZHEEER

TEREEHELERREREAENRENER, EEBEBNEER namespace. typename. SEES
£ awsHl matter MEBEZB TRUBALEEZERENER. BUUETATEZEHARBTERE &
BawsFmatterd & ZE BRI,

EESRTHANG R EMERES , F5F A ListSchemaVersions APl , ¥ #TypeEHBRHRES

definition.

matter

£/ ListSchemaVersions APl fEmattermn BB TSR ERER | Wi¥NamespacefFBRHRES
matter , Wi TypeEhBERHERE S definition,

aws FH

£/ ListSchemaVersions APl ffawsTi B ZE TSR ERER |, WH¥NamespaceEFBRHRES
aws , W TypetmBRHFRES definition,

MEEERESR
R B A W E o ER B

. type AR Y
« properties X ARTEBBUAERNYY. BENLAHIEEEM extrinsicIdM WY
frvalue, BENTHWEXERR/NMER O BEEREELA 1 HWEH,

A FFEEER
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{
"title" : "Sample Bitmap Type",
"description" : "Type definition for SampleBitmap.",
"$ref" : "/schema-versions/definition/aws.bitmapel.o ",
"type" : "object",
"additionalProperties" : false,
"properties" : {
"Bitl" : {
"extrinsicId" : "0@x0000",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
.
"Bit2" : {
"extrinsicId" : "@Ox0001",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
}
}
}
// Schema Compliant
{
"Bitl1": 1,
"Bitl": 0
}
// NOT Schema Compliant
{
"Bitl": -1,
"Bitl": 0
}
JIBFRFER

JIREZ={EEMY :

. type AR Y
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« enum XER—HE—FH K HPELEF—@EER
« extrinsicIdMap RERJIBEBHENYYH. SABMHNERZRHEEFIBENINITBEIR.

SIBEREH
{
"title" : "SampleEnum Type",
"description" : "Type definition for SampleEnum.",
"$ref" : "/schema-versions/definition/aws.enum@l.Q",
"type" : "string",
"enum" : [

"EnumValue@",
"EnumValuel",
"EnumValue2"

1,

"extrinsicIdMap" : {
"EnumValue@" : "Q",
"EnumValuel" : "1",
"EnumValue2" : "2"

// Schema Compliant
"EnumValue@"
"EnumValuel"
"EnumValue2"

// NOT Schema Compliant
"NotAnEnumValue"
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B loT £EEHMTHEH

BRTHITEENZ2M, KBAERENR /A  REFTETROEREEERRE K BRATSEMNER
B, EAAERKEMHR K MEXREMRYTHSITRECEERAREREF, XEXTINEDEN DB
BREENRECEE EMBUFNEESH, LREEHSBEXEDHEEEEFZEERNBNER,

F &
- EBGD
- EBEH
AL A
FED
WETRREREEXELBEND D, OB RTERAE , EEEXIWEE , SINBERER, EEEXE
BT, SERAERKRBREMAETWY SendManagedThingCommand API , Y SEREXETHE
=

¥ M@ fESendManagedThingCommand2 traceld , BAI LB A BB traceIdREM G T
R AT FEMAEREH o5 B FE T/ERTE,

% SendManagedThingCommand API BR{EMFFMIEF , 552 B SendManagedThingCommand.

UpdateState BjE

EEEWMHENMRE , GIILRBEBAERE , 55EMW SendManagedThingCommand API B F
UpdateStateEifE, RMEEE PEFNERER BN Eparameters, U TEHIFRAAEEH
F# A OnTime#¥ SendManagedThingCommand API 5&3R5,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{

"name": "UpdateState",
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"parameters": {
"OnTime": 5

ReadState E{E

EEMSEBENSHNRE  SEMEERENBHENERE , FETl
SendManagedThingCommand API B5{#fH ReadStateEifE, #£ HpropertiesToRead , &AILAfE
FAT5ERE :

- REKEERMEEBMUEE WRHE , flmonof FHIE IR REBUE 2B,
- FRBRAFRERET (*) BREIENAREREREB M,

LA R & HIEREAEA ReadStateBE#EZ SendManagedThingCommand API S5REIRERAI :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/O0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"propertiesToRead": [ "OnOff" ]
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]
}

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"pIOpeItieSTORead": [ ngn ]

REEH

KEESHLSKENBEMRE, ETRRTIRECEENRE  HEABREERE , BIEREREE, ©
BEEMEETERNBERSENEMS EHTRRNKER[ENCTR  HFBRCEINKKRERE
RENBEFBE,

RESHBEA

EREAETLETEMMEINEERFRFSEANG  UEFTRERESH, EERVRFEFSEEHN
iy, FEF Y CreateDestination APl, ERERNSEBRSHREHEEHE K NEREEFZEEN
M, RIE@AE Hik,
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R BN ZERAER

ATHBEEENEBER  SUNERIRBEAKECHPREREREEEAER. FAHRAER
WREMMAERIM M,

BBELH=

EEULVEREE  UREANAER (B, kAR, BEERES ) SSERAERIE. BEEHS
MRERNERN EeREA  BATTNKEEIORNERIERIER. SHERLSHE
ERM—E TRII@, RRIEBMG E . SN, BTANAEHYEERES —EEE | HEHELUER
BHEE, RARBECASESRELRTSALERN—EERSR. £A-NERSRATRE
EFREREELN &R,

ZAURBFHEREANEBERESHEFEER. SUUUFAEEREHEEZERNEIN , 0 £i
IAM BURfF A E Pk,

RTHEER , AWS EEXFRATHNERFEESREHRED. KA XAREINEERE., WFEFME
B A2REREREESER AWS EEFEE,

BB LAER AWS CLI fl ZSEES API REAZER. EAEATIGTSPHN Tags MUBLER
W, BN EBRESEYS. MERERE. BAERFEFEMover-the-air(OTA) E#2 1 B35

» CreateManagedThing

» CreateProvisioningProfile

» CreateCredentialLocker

* CreateOtaTask

» CreateAccountAssociation

BELER TSGR HE, EXRBMRIERLUHENREEFRER

« TagResource

» ListTagsForResource

» UntagResource
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BUREERERANE , X ETUBREERBRER, SUUASEBRNERAZOFTS , BEEX
HEBNERA Nul, EEKERAEREAHAZNERNEIZER  ANESEREE, NRE
MIBREIR , theMBREZXEIREEABEAY R E

BBARHE LR

UTERRFEARER

- BEERNEEZH LR : 50

- £ KRE LR : 127 {8 UTF-8 Unicode £t

- ERE LB : 255 {@ UTF-8 Unicode FJt

- EBREETRES KNEBE,

c BIREREBIEFFER aws: FH., SHREM AWS FH, BFTHEESMRELFZENEZRS
BYE, EHLFENER K TEEZERBHNERTEA,

- MRBWEREBRAREZERBENERER BB EMRE TS EZAERART ., AHFFER
MZETBETH UTF-8 RTINWENFR, EENEF  URATERET (+-=._ 1/ @o

BE IAM BUREAER

BRLNEARZEES AP BEN IAM BIRF EARBRREERBRFTA, ENREEERIHIEFIER
HA LN, SR EAMBEER, EALUER Condition 7t& (¥ A Condition E#) , Kk
IAM BEERHF AT HRERBSHBANE , REBERERZFEAEFR GFH) :

- £/ aws:ResourceTag/tag-key: tag-value UAHRIEBER L EEBEERNERAED
(=

- £ aws:RequestTag/tag-key: tag-value BATEIRH APIERE , ERFER (RFEH) BE
BR  UEVSBAAFERNER.

- £/ aws:TagKeys: [tag-key, ...] SATERH API B3R , EXXER 7 EH) TEEBS
WE LBV BAAFEBRNER.

(® Note
IAM R HEG AR RS BNEEEARBLESERSHE , HhaEMER 2 ERNEBI
=EXENSH, flU , BBEEGARIREIENE , TAFIIERER GetCustomEndpoint , &
ARELBRPRSETMABELHNER (ZEYH. HERER., BERMTIT®R. overthe-air

BREHRBIE LR 52


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint

K ZEES AWS loT Device Management HEABEE

%), NEAECHZEERSERRAXENRAEZRS|IBNFMENA , F28 1 AWS loT
ZTEESIeEMEME. ERMNEHZSI8 AWS loT Device Management,

MEFEAEBNFMEER , 528 (AWS Identity and Access Management fE & 18/) FHFEHEZE
Fizhl. HIEEM IAM JSON BURSZEMAFMMNEE. RA , EAELR. BHEHG , URE IAM
FE JSON BURFT L EBEE,

THEFHBRFSEAMBEUAEBRLEERH CreateManagedThing BIERH], ZRLBERRHIH IAM
FR%E

o BEEVEBA "env=prod" WZEYH (E&HHI+ , FSE1T "aws:RequestTag/env"
"prod"),

- EFEBUREMEEREESR "env=prod" WZEWH (EE&HIH ,

"aws:ResourceTag/env" : "prod")s

T
W%
=
Qi

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "iotmanagedintegrations:CreateManagedThing",
"Resource": "arn:aws:iotmanagedintegrations:${Region}:${Account}:managed-thing/
xu
"Condition": {
"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
.
{

"Effect": "Deny",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "arn:aws:iotmanagedintegrations:${Region}:${Account}:managed-thing/
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"Condition": {
"StringEquals": {
"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "*"

BHAUBERREISERED , ARERBESREESARRE , TR :

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

(® Note
MREBAADEEERAERBERFNER , FRLZRAREEERAERELERIEEN

RERI T BERNED. B, EAETREBBIERRBEFENRE , YAEERNF
HY,

/A IAM BUEREZRS 54
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SEESBEA
TEERSCEBATRERBRENENNESR IR, BAIEEZRSEH. BEaS. £hEHE

. OTA Over-the-Air) EHiMiEREmE . ELRAREHATHNENR , TARBIEBCITHERE. UL
BIERETE) , SNEHEHERIETHREDE

BHl , EX#E Amazon Kinesis BRI B R MASERSBAN BN, BHAEKLIRE Amazon Kinesis
BRER  UAFSERSENERNER , BEBEA,

ABHIERZE Amazon Kinesis

Amazon Kinesis 5% 5 B2

« $B 1 : B3 Amazon Kinesis E¥ B

- SR2 . BB

- SR3I.EEF IAMERIR , RBENAE
- FR4: FRAEIEERX

- SR5: ERSNHFTERER

- SR6.BAABER

EEAZEESEA
B8 1 : B3I Amazon Kinesis EX &35k

Amazon Kinesis Data Stream AJLABIRFHIEUAEE R, REFRES K LRERATHEREAER,

E Amazon Kinesis , SEERB TS8R :

kg

3 Amazon Kinesis B &7

«  HEEY Kinesis ERHER , FEMELMEE Kinesis EXHRABRRILZER,

\

HER 2 BIAFTAIBUR

BYAFZEESFH Kinesis R 8RO I BUER.
BMFFUBER

- BEBRVHFUBXK, FERNUTER , WEEEA JSON #7iE =8 E L BER PRI 5 R

ABHERE Amazon Kinesis 55
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "kinesis:PutRecord",
"Resource": "*",
"Effect": "Allow"
}
]
}

SER3: EEZE IAMERR , ARENAG
BIRIAM BRAT , R —TAG.

BEE AV BER

- BIRKIAM BRIR , Ak TAE,

WMEHMER , 5528 ( AWS Identity and Access ManagementfE i &E15/) HWEIL IAM A
=B

SR 4 EREFIEERRE
SR A B STE R RIE T Kinesis BRI B RN T ERAFIMM,
ERBTEERE
BIHNAS RREEETEEERE. B-TT—%,
THRE AN SERARE AL , M ConditionBANEHRILREREAME,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"

+
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:*"
}

}

FR5 ERABHFTFITBXR

BEESE 2 P RYNFTRENHEAS.

SRR

. EFEHTEEL  BBUFMCESE 2 FRUNFTRE. B-TT-5,

TR6:  MARABERE
- BAABER , AREK-TRIASG,

REZEERSBA
ESE

o SR 1 BFFEHEIW CreateDestination APl BEF|]
o BB 2 : MY CreateDestination API

]

X3

« BB 3 . BN CreateNotificationConfiguration API

FEXEXERSREA , FERTIISER

SR 5 ERSMNFTRIBER 57
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SER 1. BT EMIW CreateDestination API BY5F 0]

\

BT EHAEMI CreateDestination API FYEF T

THBEESEFERE MW CreateDestination API BIER,

528 ( AWS Identity and Access Management E &) PHRFEAESACEES
AWS FRISHIFTH , B ZEESHNEE T,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"iam:PassRole",
"Resource":"arn:aws:iam: :accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP",
"Condition":{
"StringEquals":{
"iam:PassedToService":"iotmanagedintegrations.amazonaws.com"
}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination",
"Resource":"*"
}
]
}

$ER 2 . ’E0Y CreateDestination API

« 04 CreateDestination API

EIE#E ST Amazon Kinesis BRI B RMEBREFINABZE , 8™ CreateDestination API 2RE 3L
BABENM  AEGEMNEHIZENM, B DeliveryDestinationArn 28 , EFERAKRE
¥t Amazon Kinesis &l & FRarn® o

"DeliveryDestinationArn": "Your Kinesis arn"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"

"ClientToken": "string"
"RoleArn": "arn:aws:iam::accountID:role/ROLE_CREATED_IN_PREVIOQUS_STEP"

(® Note
ClientToken RERMNi. MREERFRVERMERFIRFRAMS B TR F
X, AIERESRSKY , MEFHTEME - TNBHE,

BB 3 . B0 CreateNotificationConfiguration AP

- N CreateNotificationConfiguration API

B 1% , £/ CreateNotificationConfiguration AP| B @M RE | HFnZEHERER
3 Kinesis BRI BRI RAN B, 7£ DestinationName 28+ , EHEGH Y
CreateDestination API RN BN EZ B,

"EventType": "DEVICE_EVENT"
"DestinationName" // This name has to be identical to the name in

createDestination API
"ClientToken": "string"

SEERREENSEHER
T REASERSBABRNEHEE .

« DEVICE_COMMAND
» SendManagedThingCommand API i8I ARRE. BMER succeeded = failed,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"messageType" :"DEVICE_COMMAND",
"source":"aws.iotmanagedintegrations",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html

HWZEES AWS loT Device Management HEABEE

"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:487",
"region":"
"resources": [
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"traceId":"1234567890abcdef0",

"receivedAt":"2017-12-22T18:43:48Z",

"executedAt":"2017-12-22T18:43:487",

"result":"failed"

ca-central-1",

« DEVICE_COMMAND_REQUEST
« Web ENEEZ (WebRTC) HE B EE Ko

WebRTC BREAFFMEHZF 2BNEF . ELHEANUERIKRA. SANTEER. 2B
BEXZE WebRTC , IEEFTBEAEINSKRERAERECBRASLHEAEN SR, 0F
WebRTC E—EE’J n¥%mﬁnﬂ ) nﬁ 2 Eﬂ WebRTCo

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND_REQUEST",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:487",
"region":"
"resources": [
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
]
1]

ca-central-1",

ZTERSERNSEHER
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https://webrtc.org/
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}

» DEVICE_DISCOVERY_STATUS
- RERRIMRE,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType'":"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources":[

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

» DEVICE_EVENT
- BERBEMHWEH,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType" :"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",
"resources":[
"/quit/1b15b39992f9460ba82c6c@4595d1f4f"
1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
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"name" :"Door Lock",

"version":"1.0",

"properties":[{
"name" :"ActuatorEnabled",
"value":"true"

1]

1]
1]

- DEVICE_LIFE_CYCLE
- KEEWBHRRE.

"version": "1.0.0",
"messageld": "8d1le311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.568284645Z",
"region": "ca-central-1",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/
d5c280b423a042f3933eed@9cf408657"
1,
"payload": {
"deviceDetails": {
"id": "d5c280b423a042f3933eed@9cf408657",
"arn": "arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/d5c280b4233042f3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.51584114772",
"updatedAt": "2024-11-14T19:55:57.515841559Z2"
b
"status": "UNCLAIMED"

- DEVICE_OTA
- RE OTABAL
- DEVICE_STATE
- BEXMEEREFNEA,
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-~

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",

"timestamp": "1731623291671",

"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{

"endpointId": "nonEndpointId",

"capabilities": [{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1.0",
"properties": [{

"name": "OnOff",
"value": {

"propertyValue":
"lastChangedAt":

1}
1}
1}

Il\llonoff\ll n ,
"2024-06-11T01:38:09.0004142"
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Cloud-to-Cloud(C2C) iE#£35

cloud-to-cloudiE B AIZELR U AR EE = F REH ZBHNE@mEA AWS,
&
+ fHEE R cloud-to-cloud(C2C) E1Z28 ?
- ftEER C2C EiEHH%?
« AWS Lambda & C2C E#zRH) B
BOEESIHERE
. EFH C2C cloud-to-cloud) EiZRIEE F &
« Ei& C2C Cloud-to-Cloud) ;& #85
 f£f C2C Cloud-to-Cloud) i#}%25

ft & = cloud-to-cloud(C2C) E#85 ?

cloud-to-cloudiZ#RRELRENKBEL , L2 AWS Ein i§ EREF=H ERMHEENIR
B, Ff C2C E#288 |, RS REEF T LR A AWS loT Device Management B 3 B &4 Rz 4E
BIE=FERNEE,

EESESEERNEE , AWSEFALUEREFRANENZE  BEMERESR, NRFMER ,
SR ER C2C EiEH % ?

RERCTERSMEEERERES AWS Lambda BE.

TR C2C EESEH ?

AWS loT Device Management iZ2iZ25 H SN ZERB SR C2C EIERMES |, T2 AWS loT Device
Management W ZERSHEE=HERREE2BNERBEHN. & LAE AWS Management Console
= FRIRIERESR AWS CLI,

ERATRERASERSERZRB K

1. ARZERSTERE
2. EERAISEERTD  EEZEES
3. HEXERSTIRANEASESKT , EFBK.
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https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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AWS Lambda 4 C2C E#ZE5H K

18 C2C iE##25 Lambda NN EEZEESNE=ZFELAE LNHESEcEEENERma S ME
., W% Lambda BYFFHERA , s8R ER AWS Lambda o

plan , BRERBEREAEHARE =7 OEM RENERED. BB C2C Eiksfz  RRERAETUR NG

T, EBRERSTVARMBBAL KR, AR, ke TSBEEEER[PFTER Lambda BE |, &
SRFEREBBRAHBE=FE/ API I |, LIFREEREE.

BN CreateCloudConnector API B , EE Lambda BHE, ZBEFEZE Lambda REHNEXBT S A
EmEREMIEE , W PAMREE C2C Cloud-to-Cloud) E#85,

TERSEESRTHERE

FEBAENAR WZERSTM C2C #2285 AWS loT Device Management, WEMEFSE L BE
EERER , HEFFIRUAEAERESE,

® Note

C2C HE#Z83 27 AWS loT Device Management SEESH BN —HAPEER , ARERE
Z8.

TERARTHEARIETTEEAEEREREERC2C EEFENAG, C2C EERTHMA AWS
loT Device Management RERSHEE=FAERTAEZENEEE,

£ C2C cloud-to-cloud) E1Z35 8358 15 &t

LRI MNEM C2C EEFHRENAE , MEFMNHMETFEMAEM C2C EERBRE=ATR
B, AWS EXERESPIGEUHEERE(I C2C E#EER.

FANEEMZERSE A C2C EEs. MREEEM , BRE AWS MARKHES , £ AWS
FE LIHEL C2C EEFNMERABIEEF , MK THEM AWS BEF At g HEHE, Sa#
BERTFEFFH C2C EiERMN#ER , UREEHM AWS BFFH C2C EEFNEMHE.

# & C2C Cloud-to-Cloud) i##23

T 5 &EBESR AWS loT Device Management (2 EESEE C2C Cloud-to-Cloud) E#RHNF R,
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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FE

- ERERAT

- C2C EERER

- IRFEERK OAuth 2.0 XK

- BfE C2C E#ERAMRIE

- WA Cc2C iz

- BB ELN IAMAE

- FENRIE C2C EiES

FORIRAF

TE# 31 C2C Cloud-to-Cloud) iE#852 81 , BEETHIER

- AWS IRF 58 C2C EER W B BT ERSTMMN . MFFHMAEA ,
- EREEEESRE  ZEEESEN IAMET, FH

- MREEFVEEE=HFERBMHEZE OAuth 2.0 B, MEFMEF , F2RIRFEEN
OAuth 2.0 XK,

B2EEIL AWS IRF,

A, EERREES  ERENRRABXEASFTINER !
- EHE C2C EEREVMBNE=FEIRAF ID
- REB=FERNAFKRUE , ATEEN C2C EiERE I M
« OAuth 2.0 & URL
« OAuth 2.0 Z%F URL
- =75 API FRENE API £88

« =/ API M AHSIH SEEHN OAuth EIFE URL FREEMI{EM API €88 AWS, BLEE =5
REFYIH OAuth EFE R URL , BERIESIHRE , FHAEUUEAILFMM OAuth URL, 5
BEE=FH , UTHBRAHIESERES OAuth EFEMIKEMENAR

e

ELREEESK , REEREN IAMFFHY. BRT BfEMiotmanagedintegrations:FFA]24h ,
CEBETHIHT -

TORIRE 66


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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« CreateAccountAssociation, CreateConnectorDestination. GetAccountAssociation F
StartAccountAssociationRefresh , T2 secretsmanager:GetSecretValue

» CreateCloudConnector 2 lambda:Invoke

fFiotmanagedintegrations: FAMBENEFMEN , BSRAWS SEESERNIE

C2C E#EaRFEXR

IRBIRHY C2C 285 A B AWS IoT Device Management S ERAEE = S HEFEiR B E

E&EF. EIEFHEEE AWS loT Device Management SEBANNE , UAREREHAERTH
£, EERMEBEHRRESRREAEREE. BB AWS IoT Device Management S EBSEIEZNHEE
e, ARIBRBEFNZAENEAEN I, EEXREBRE , EEFLEEE AWS loT Device

Management S EESHEMEE =S A2 HNERNEEFEBHE.

LA 2 C2C 2RV ER !

« BEZAREARB[LEANE OAuth 2.0 FEL K FHHAERE, OAuth BAREFER

- FEC2C EERTRNSHERNEREMN AWS BEEFEFRINT  TEXFARHINESSHERNER
AWS BN ERBNEHN. WFEFMET K FSHEAWS BEFSHEERER

« C2C BiZES A EREMMASigVLE 2 ERFE RO AWS loT Device Management APISHI S EE S,

¥ A E A SendConnectorEvent APl A IER S EH | X AFEH AR EMEERVMER AWS IRFE

B AER KB SendConnectorEvent 553K,

o EEEBMNAEIE AWS.ActivateUser, AWS.SendCommand, AWS.DiscoverDevicesHl
AWS .DeactivateUseri4E,

« BN C2C EERNIEELEGTOESEEREZMENE=FE4E 6 VESHEXTEHE
SendConnectorEvent API IS EE S, MEELEHKF SendConnectorEvent API NEEAE
Z , 5528 SendConnectorEvent,

® Note

SendConnectorEvent APl & SEE4 SDKW—2n , A K MAEFHEBNESHE
Ko

C2C E#Z&BRFER
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://amazonaws.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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iR EASH OAuth 2.0 E3R

@ C2C E#E2REKHE OAuth 2.0 REMMRF[RBERKERE, BB MRS K SRKEAERESE
ZHRFEEFNEEFEER. RFEGRRREAEMEM C2C EESXENEEMENE —BD
B, MFERFERN OAuth 2.0 FREAENFMEENR , F2H IRFERAE,

ALK C2C BEEBTEEEER EREXBERIERERE | BEEMN C2C EEZIEBIN
OAuth2.0 R AR S ARFES OAuth FHREER,

® Note

2 EES AWS loT Device Management EX RE G RETHRIEMN OAuth 2.0, MEFFHFHE
# , 28 RFC 6749,

R EERAT I EESNEERCATHERAFIEREAERENTER. LT RRUEERKEH
FEFFATHY AWS loT Device Management S EEES |, LEEESIF T LUEIR API RIBESKFERAENE
REE, MEFMENR , F2RIRFELS TERE.

RELTECEABHPREILEBEN., T8, NRCHERERRS , ANRBEER
CloudWatch Logs EXRERFKRER AN TH. NBHMER  HSNEAERHYHREHE
B SRR

2 EES AWS loT Device Management TR EZINESFIREN ; cERBREBR TEEELEM. B
% , AWS loT Device Management (WS EB SV EANBRER. A%  cXBRENFZAMNEHREE
FRNEXNR., EFEEFHARCTEERFTHNBERBERITNERFZE. NRERNFRANEREE
FRHFBEBH  SXEBRBITIRFESZRE. SR StartAccountAssociationRefresh
API BEREITILRE,

/A Important
BRITN RS A B ESEEREREEE , BT EHE OAuth BFIRREHE, FHTE
RUEFHAFRTHRAEEAENMERE.
RERARSF[LEAT FIEP—IRIRE
- BHIBUHNSEKRERE (EREEE ) D NEEER , flm JWT BHL
- BosERITFERERNREERE D,
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https://datatracker.ietf.org/doc/html/rfc6749#section-1.3.1
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
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OAuth HREFE R

T 258 AWS loT Device Management #{TIRFEF 2 ZEEEH OAuth RIERIREBAMENSH

OAuth fRIfRES S &
Wz HE 3
clientId = FEAERXNAEBINT. ©F
RAEEEDBRERE  LET
LA,
clientSecret = ARERERRESEREERE
AP ZEE  BRRERE
FHRFANRERR, TEX
REBE K MARLBHEA,
authorizationType o EREAETENREER,
BAEi, "OAuth2.0, E—x%
BENE,
authurl = B HEREERNIRE
URL,
tokenurl = B HERREHENFSR
URL,
tokenEndpointAuthe = THTTP_BASIC, =
nticationScheme "REQUEST _BODY_

CREDENTIALS . & 72 5t &&
#hl, HTTP_BASIC ®RRA

FirnSRasERERRT ,
mMBEEARULEERTRAX
Ho

IELARRELMERR OAuth RIARES , MEFIERFRELEFEM UTF-8 FLEEIT Basebs fmi.
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RFEEAE

BREV C2C E#sR , £F E OAuth 2.0 REMMRF[MIRFER. WHEFAE

FERE.

3
$

5. BoRESERET

OAuth 2.0 B EFIRFERREETIINEAS !

1. REMR RS

2. ERBEE (HRIRERE)
3. EIRfABRES

4. B F i

LTEZSME OAuth A -
(A AR ES

REARFRRBINBRBFE=FERTHEEERESFDNMAMKRR. LARFEUNFIRFRALNE
& AWS RIRERENEFFAIREREE=FFEIRF. EEFBRIRFER,

RERRSFRETIER , UXEIRFERS

- BREAEHA , #EKREAERALHNRE. EEERARERE,
- BREREPONRREAE,

- BEEBRISKERENRER,

- IREBEES AWS loT Device Management I ZEE S,

- 3% AWS loT Device Management 2 EE S &REW , A/EE AWS loT Device Management
TERSTARFHRRARIEREAZTENNERFTR. EEREBERN URI K , BRAFH
URI S ix B,

/A Important

REMRMRIF ML EZE OAuth 2.0 REWERIE , 88 AWS loT Device Management
Connector ) SERSHEBFEH. AWS loT Device Management i) S EE 4 th X B &R
Code Exchange Ky 5@ 5% £ 18 (PKCE) NIZEB R,

RERRSEXE :

- BHESUTHNBERERERERERE ID WEFBER , flI0 JWT B
- RASBERTHEFIERBESZKERSE D
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A, S EES S EE L EMENAWS . ActivateUserig e, ENSPHLLERSEFERASE
S,

MREZBEFBASTHEEERMBECHREMRS  AIFMEANRERRSES AR ERESZFHR
AEBE=ZFFAEENEREHEE, ERTIEESHBREARSENNEMAFZTABLATEERE
(BER) LRUHBERNZERR. il , BREAEFZFTIAHCHMUOBRREREEE LFEH
W FRHERNFUSMHATFEERNNER, ZE Lights Incorporated #fl, EREFEREMS
REESRRERFEERER  MMASHEREME Lights Incorporated EAEHME , ZEEMNVR
REMRSIIH, —BEMMAEALRTHUGAER , MERMER , BEESEMFEEH Lights
Incorporated 1k I E R

ERERE (BRERE)

BEBEREEE , B LLAEF AWS loT Device Management EF N S ER A EBHITIR B EE K
FEERER FHERBBNER. i, BREEmEAE 2 MA Lights Incorporated 1TEIEAERNNE
EEE, EREEERECBEYMALENSRERAEIRS. ERMNESH  EFREEEIE
% Lights Incorporated OAuth2.0 tRF, BAERESE , LIRFREZHGSNEREBNGT
GBS

&R A BRER

ERAESREERNARS  FERETEHETN (XBEH ). AWSEFEERXRRKFERSE
FHZRENER , I3EB AWS loT Device Management EiZEN S ERSRETIREELRL, 5
ZHINEER AR AES , ERMMRESE Lights Incorporated A EIRRT , ATEEBIMAZY
HETEE, ZRERMAKSE  EREEEVTUNEERSRESS , SINERNERE. SRE
NWERIASREUTTRRKERAENRS , URATEESREF TN EMIRS /B,

R P i

EHARH  AFmREN C2C EiEfF, AFRERANKRERERAER TERAKRIANERT
BENEAREN, RFEFEFAREESR. AFR A ARENF=SERTNRREREAEER,

B AREIEES 2 OAuth A F iR , {8 AWS loT Device Management I S BB A SR REZBH TR
Y€, I , AWS loT Device Management W2 BB S BN RERRSFZEHER , UIEFEE
B, EEBNEERAFE , RACRE—AFNERABRSTEIREER (KEER ) Wx
.

EZERKERECMANEEREE, £&FFF A Lights Incorporated 1R {7 iR 25 < M TR IR P
EER , BESASKEERARSZEN  UENGEKRERAEEERBEANEREN. EiEsEE

IR EAE R OAuth 2.0 B3R 71



HWZEES AWS loT Device Management HEABEE

AILARBRERAEZRGS. EEHEEIB Lights Incorporated &R {7l B 85 18 % 179 57 B =R BEEA &
Yo ik, MG EZS[IEEAHF iR,

R B ERE THERE

EEZEZF M AWS loT Device Management ¥ A ZEEBSEB C2C EEF[HE=FF A& LHNEKE
REXBEES , EB T ITHEREIGFEER

1. EFEAEEREFERABRIARBE=-EENMARK , AWS loT Device Management W2 EE S
=& EE# URI 1 Associationld,
2. FERRENXFIIREEM Associationld , YR FEHEEHERNEE =T FANZEAEH,

REEAEEA. BREAERTAFPRERHEEEERNER,

3. BE=ZFTEREIURER. XFERHESEHREQE AWS loT Device Management & Bl URI
WEERS  SREEZENERFERNERS,

4. BEBAGHFE=FFAZFF URI XBHERE,
5. FAUR SRB[RED 6 WEDHEGARFEHEHEEEN OAuth2.0 FRNFRNEHEEFA.

6. ZEBASGMFEH AWS.ActivateUseriRERI C2C EiER | UUEKIRFEERELEE
Userld,

7. SEERASEAIERBEEEMN OAuthRedirectUrl ( {ERZEIBURERE ) BOKREFERRE
o

® Note

MR A HPE |, AWS loT Device Management B Z BB S 21485357 error_description
EHSHMME URL , AREERFAEFIARETFERRES,

8. EFEARXSKERFEAEEHEMZ OAuthRedirectUrl, LB  FEARKXAHAESE —EL
ERFhRAE MY Associationld,

#£ AWS loT Device Management &8 C2C BRI E =S ERTFANZEZSRENMERE
R, SINMRELENEEzGTHTS , FEITE OAuth2.0 FEUFH.

TEERMRFEGNRETH 2BNER
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B1F C2C BRI HERF

WZEES AWS loT Device Management 8 E& AWS Lambda A ERIEH EERE | TREFEE
ESRNER. B0 C2C EESSABETIISERE .

-_—

. AWS.ActivateUser - AWS loT Device Management RIS S ER S S APl , LAREEREEIR
Y OAUth2.0 ZRIMEEEBN = EE—F A ERIIF. HRETILUEEEHARBTIRFEZREFN
FEAHAER,

2. AWS.DiscoverDevices - AWS loT Device Management FRISHI S ER S S HE I AP| FELIERYE

B UREEHENEE

3. AWS.SendCommand - AWS loT Device Management RIEHI 2 EE S50t AP FEIURAEREES
DEXERERENTS

4. AWS .DeactivateUser - AWS loT Device Management [RISHI S ER S ES 1L AP FEIY IR AYERE
2, UEAEAENEIESR , U ERERRSFEUEES.

M ZEES AWS loT Device Management —E&3i%1B EE , £/ JSON FHEAZIA Lambda AWS
Lambda invokeFunctionEH &, EREEMLBESMEBREAHP IS operationName Wi, WMFE
BB, 28 ( AWS Lambda AP &) LA,

BEAARKHEREAMY , WRARKY , KEERATKR.

B RBEZBRBEEN Lambda EftoperationNamefEREABEZN , W EHEHEZE=HERNEED

ok
Be .

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;
try {
operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex
);
}

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);
case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);

B{F C2C EiERREIRME 73


https://docs.aws.amazon.com/lambda/latest/api/API_Invoke.html
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case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

i

@ Note
EIESRNEER A SN ABE LIRE S H LAY
activateUserManager.activateUser(request). sendCommandManager.sendCommand(re
deviceDiscoveryManager.listDevices(request)#l
deactivateUser.deactivateUseri®4E,

THEHIFMRARE SERGN —MHEERFR , AT SELERBDNERMURFE, s
B, B NERERA —EFREENFREAH,. FREFEESERFEREHHBEE R,

{
"header": {
"auth": {
"token": “ashriu32yr97feqy7afsaf”,
"type": “OAuth2.0"
}
1,
"payload":{
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": “exampleld”,
}

BB REE

FRRRER LW TR

"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
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}

EERTENTMT AP XERETIERSH

YR A E R
W1z HELER Description
header:auth P C2C BB ENmEEeSsT
MEI R EHNREE R,
header:auth:token = E=HERREMHEEEY
BERENEAERES
fFconnectorAssociati
onID o
header:auth:type = FrEEmREEE,
(® Note
BEESNFERRASEEERERAENEREN. BUlBREKREAEESEESEFZ
BHIR S ERL D RAE,
a8 SR A E

BRTERNEE  SEBRBEFEAH. HALAENESERFEEERAH ML  E8EARRER
— K EFERN TR

FESRAEMN
- operationName : IEEFERWIEE , ERTIHP —{E

{B : AWS.ActivateUser. AWS.SendCommand., AWS.DiscoverDevices. AWS.DeactivateUser,

- operationVersion : SEREBSETRANL , UAFHEEREEE , W AE=FEERFREM
BENAEER, SEERCSEMBRRNASPEERSENL,

« connectorld : EEEFERAERSS ID.
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TR E ERE

SEREHSFEH T AWS loT Device Management WACKZ ER A | LUIFESRIEM C2C EiZsRE W
BIFERIEFAREE, AT EPNRE B —AXE 5

{

"header":{
"responseCode": 200
},
"payload":{
"responseMessage'": “Example response!”
}
}

BERMFEDEHBLAERTIERER

{
"header": {
"responseCode": Integer
}
}
TR HFER O ERE

FAER [0 FEAR SR A 488

W1z MNEEH EEg
header:responseCode = RTBERATRENE
ENUM,

EANAMENEEEZRREM AP B8R+ , A responseMessagedf Message f#@fL. &
RIEAWA , AR C2C E#ER Lambda BIEERABERKEFHTHEARE. RIFRL , S AEER 2L
SEMIEEER 200 E B S IR SR FA S E,

f£ A SendConnectorEvent API [E1f& C2C E1E8812EEK
HZEES AWS loT Device Management T8 #i IR AV EiZ 28 & ¢ S8 AWS . SendCommand #

AWS .DiscoverDevicesiRFLERS HREE, EXRTHELRFNANBEEERAR "FBA, BN
C2C E#ERE W EIFER,
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£/ SendConnectorEvent APl , B EERANSSEHEERTIEEEREEE

AWS .DiscoverDevices#l AWS.SendCommandig{E , AR FEBEHEEH ( HlNFEHEERAFEIER
*iR). FERBELSHBARHEFEARVINGEMEERE , 528 E1E AWS.DiscoverDevices #1E,
E 1 AWS.SendCommand ##4EM #H SendConnectorEvent AP| i % EE 4,

flan | MREH C2C E#EZEFW FIDiscoverDevicesiER , AWS loT Device Management I Z &
R reRIAERNEERNESEE, A% 6 EUEEHE AWS.DiscoverDevices #E1ES

¥f DEVICE_DISCOVERY E£# , £/ P E&RMFREBIWA SendConnectorEventAPl, API
SendConnectorEvent ERY FEOY AT LAE 4 72 8 AT LA X C2C E #2388 Lambda AWS tRF B A BRI
EfIfzE. £ AWS loT Device Management W2 EESWEINEH 28 , EERRREBTEK M.

® Note

HE , MENLE |, SendConnectorEventAPI FEAY AT LATE C2C E #2288 Lambda & B FE 2 &1
HiT, T8, WREESREAZENIERSEEMEEZR,

« SendConnectorEvent - EZ22 &R AWS loT Device Management API IS ER S | ISEBEH
HixE AWS loT Device Management W EE S, SEEBSRAEZ IBEHAEANSH .

* "DEVICE_DISCOVERY" - WEHRFEARABEENFHEEE=TERARRNEESE,

« "DEVICE_COMMAND_RESPONSE" - W EH R EEARBEEZS EREESHEATTHITHE
g,

+ TDEVICE_EVENT, - WEH#REERANEMRENRKEMFEAERDTERBERNEHSH. E
AR —REFRE , THHREREREBEREA,

E/E AWS.ActivateUser &4k

AWS loT Device Management IS EESEE AWS.ActivateUseriRE , FRERRKRFEHEN
OAuth2.0 ZRFEEVFE R E BB F. NZEES AWS loT Device Management &£ 58 SR1EHE HEIE
OAuth & , YR EEZRNSEREARFISLEE —FRERIT. RESERFERER
BRIz BBE,

UTEESREZEBNER , SUEERKIIRIAWS . ActivateEAERE.

« IRy C2C & #2288 Lambda T LAREE R B AWS loT Device Management & & &
&AWS .ActivateUser BV ERERFA L
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« &/ C2C E#27 Lambda A LARER A OAuth2.0 FRFF B —NERAERBIF. —KmsS , O
RER JWT E#, ERRRERRIRFR , ©ARERAS S HE.

AWS .ActivateUser T{E7TE

1. WSERASMHEHTHESE AWS loT Device Management I C2C E#£288 Lambda :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}

2. C2C EESRSRFHNBEBEHNENE=ZHERARIFIAEESTSEAWS . ActivateUser B fE
FRERAE ID,

3. C2C E1E8S M EAWS . ActivateUseri®/E Lambda 8 , BIFETERAIF UM userId M RE
PERY {55 FR & 3B BT o

{
"header": {
"responseCode":200
1,
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-

Connector-Id.”,
"userId": "123456"

}
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& 4E AWS.DiscoverDevices #&4E

HERRSEBREAERENEREBFEE AWS loT Device Management S ER S H#EN
ERREAERENBNURTERE —H. RBEEMEAEE AWS loT Device Management H) 3 &%
E2BERIRFERZ 2R, AWSEFISERKREAERENRELHT. RERER—EIETE
7 , & AWS IoT Device Management 2 BB SR UL ERESERMB B EHREFE R, C2C E#ESF
SEERSERAELNEZERFIE (#BA deviceDiscoveryld) ERSHNFRRERERAEEE

o

BE,

TERAR&FEHAEE AWS loT Device Management SEER A HNEBIRET/ERTRE

AWS .DiscoverDevices TS

1. BEFRERBERERAEMBEERRER.

2. WEEESEdeviceDiscoveryId#tHiEFELEMNEBEIREER AWS loT Device Management
EEEA 1 AWS SEH B,
3. MEEESEMFA AWS.DiscoverDevicesBIENTEHEEBEIRRKFER AWS loT Device

Management 3% E C2C iE#285 , E¥FaccessTokenJKRFEAEN AN OAuth A%
deviceDiscoveryId,

4. BHERESRFMdeviceDiscoveryIdEE T EEDEVICE_DISCOVERYEHH, LEHLETE
FRREMBRKFEAELEBEFE , MBEABELDEVICE_DISCOVERYE#SendConnectorEvent
KX ZE AWS loT Device Management WS ER S,

5. &MY C2C EzREWUERMMRE A UENSKRERERETNMEEE.

6. &K C2C E#2: Lambda B A ACK EIfEREIE Lambda MY (invokeFunction) , SAME[E
AWS loT Device Management (WS EE S , #iAAWS .DiscoverDevicesiBEN VKR EIE,
ERCEBRAEFHERBEEREZRERFN ACK,

7. BHERARBESSRKEAEHEENRENEBTEFZRE,

8. EENRTSKESFERKRERAELEBEERA AWS loT Device Management FTEEBRANZIERS |
AFEFEEER ConnectorDeviceIdConnectorDeviceNamefl AL E o

9. C2CE#EBtUserIdRHRENEEHEE, RENERAKRSBEEME , CURSERLERFE
o 1@ Bl B 5 P 1 S8 Y B IR {a) AR 83 R EX

10. & | 81 C2C HiEZSHEH AWS IRF B ABHMNRESBRES
"DEVICE_DISCOVERY"SendConnectorEvent , &if Sigv4 M0} AWS IoT Device
Management APl (W S E& 4, EIXZE AWS loT Device Management SER S HBFEHHN
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SREELEHSULBEESH R TconnectorDeviceName , &1 connectorDeviceld.
capabilityReport,

- REBENERFRESEE , SFEZMEMBE L AWS loT Device Management I ZEE S,

Flan  MBREHNERARSERERERAENRREEFTEEG»ELOE , AR E@EGH , &
Al LAE statusCode S8 E%{EBIDEVICE_DISCOVERYEEEH3xx,. MRIENEERF
RNMEETH  BFEESES5. 6 M7,

1. WZEES AWS loT Device Management 8 BB REEHAEEENBHNEELES,

12. WMREH C2C EIEBSHIXDEVICE_DISCOVERYIRESH |, A% statusCode 2 EEH A 200
Al EESEBAEFRFEERRIERETK,

/A Important

WMEEE TBR73 11 LESE 6 2T, Hlun, MRENE=ZFFEKE
B AP RIHFZRFERAEEE , AITLAE C2C E$#E2F Lambda B fE—fi% ACK
SendConnectorEventZ &l , £/ {&ix DEVICE_DISCOVERY Z#,

KERRM C2C EEBRFR
T BERR C2C EERMNER , UMEERINEERRK.

« C2C jE#8% Lambda T LAERE R E AWS loT Device Management 2 E B A M & B IR %S
W EEAWS . DiscoverDevicesig,

- K C2C EEBJ[ALSEA AWS tkF AR EMERESEN BE , FEiB Sigv4 FY AWS loT Device
Management APIs (NS EE 4

?ﬂlﬂ

3R

=11}
\
o

KERREF

THSRERER C2C EEBHNREBRRERF , LAK AWS loT Device Management N ZEE S,
RERRERF

1. RERCEBRRERE

« DiscoverDevices {EfH T %l JSON FEE & POST FBFREEE

/DiscoverDevices
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FMBABER

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

},
"payload": {

"operationName": "AWS.DiscoverDevices",

"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

2. EESRAVAUKRE
- EESRSFEEIE TS JSON EIFERYHEET

"header": {
"responseCode":200

b
"payload": {

"responseMessage": "Discovering devices for discovery-job-id
'12345678' with connector-id ‘Your-Connector-Id™"

}

3. EERSERRERREHN:

« /connector-event/{your_connector_id} fEFT%| JSON & & POST

AWS API - /SendConnectorEvent

URI - POST /connector-event/{your_connector_id}

{
"UserId": "6109342",

"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",
"ConnectorId": "Your_connector_Id",

3
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"Message": "Device discovery for discovery-job-id '12345678' successful",
"Devices": [
{
"ConnectorDeviceId": "Your_Device_Id_1",
"ConnectorDeviceName": "Your-Device-Name",

"CapabilityReport": {
"nodeId":"1",
"version":"1.0.0",
"endpoints":[{
"id"."1iv,
"deviceTypes":["Camera"],
"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{
"id":"0x0000",
1,
"commands":["0x00","0x01"],
"events":["0x00"]
1]
1]

24 DISCOVER_DEVICES E4#) CapabilityReport

mERESNEGEEFTR , DISCOVER_DEVICES E4H#HENSEEE | MAY
AWS .DiscoverDevicesiR{EMEIFE |, #FEE CapbilityReport RiFRE FER E B T

fE, “CapabilityReport’ LTS EHEMW KN & AWS loT Device Management B R T EE

& TH#@AI4ZBTE ° CapabilityReport * Hi24 :

* nodeld, F& : @B THEHZHEHHMWBEBFAF endpoints
- version, F&H : EBEHHORA , HEESRBABRE

- endpoints, List<Cluster> : [t BRmHE T ENEEERER AWS BEFE,

« id, F&  EEERF %A SRERN IR R

« deviceTypes , List<String> : Wtim B EEHEFE | B "Camera",
« clusters, List<Cluster> : Wtin B X BN EIHERHER AWS B1E
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- id, FH  KBEFEEERHEEIT.
- revision, B# : Matter EEFTERNE EEETRIE
« attributes, Map<String, Object> : BMHBIFREB KB EEREBENRS , BEF 4
BEERMNELFNERE.
- id, FH . FEERER AWS BEEFTEZNEHX D,
« value, ¥1# : B ID TERZBENBRI{E. 'value' WEEREERE BEMEBE, S
BM value M ERBAMN , RETEERESS Lambda A SUERREI B HIET B sTAREE |,
FETE ARAL,

« commands, List<String> : {kBBEFEFESR , TEHEBEEN TS IDs BE,
« events, List<String> : IkEEBEEMER , TBEUFENSH IDs BE,

I B AR MAWS AR SIEE | 5528 Data Model SR BFT AR,

B {E AWS.SendCommand #&4E

AWS . SendCommand It 4 2 5F AWS loT Device Management IS E&E | FiB AWS BEF &K
FRERBNGCTEEAZELANERARS. CHNERARSFITHIESERIENEE K HPSEERA
EECHEEER, SOBTR—EIFRLERF , HF AWS loT Device Management W EES S
A “traceld’ EEWSEITHER , B EESFSLLFHERITEEER SendConnectorEvent” API E[E]
ETEBRESNGHSEES, AWS loT Device Management N Z BB STEHE RARSSELER KR
ZWTWEE , BF—ERRZTH D EHT,

TERAGTHTRE  HPESRREAEERARBERBEXNEHM

HEMTHTIERRE

1. RERFEREEEDS , UER AWS EEWERAREBERER.

EFEEHSEFAEIXZE AWS loT Device Management WS ERAESKRFERAENEBEET,
SEESGSEL "traceld" , BN EEREEK TP EEEEREEER,

AWS IoT Device Management ) SEZS&FEA AWS. SendCommandiBERE , TR RE
KB E RS,

> w0

- HAHEENEARTSEEHRINT. B¥AZEHEendpoints/clusters/commandsIEEBE T T,
BRERAENEIRER , UREMSXENSE,

5. HEEEeFMtraceldEGEERDEESHN ,
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EEREN TR ERSWNAREERAERARSENEER,
6. EEBUserIdFRRENFKREAENFEVERES , WASHEE SR B,

a. HEJIWT MELFRFNERT , Userld AlReE M BRI FIUEER EIR A ARASHEE , i
TFEUF A R Y

b. BEEBUARENERARRMENFRAFMEENA.
7. EEBREXKERMARITWY TEML REERAENLIR,
8. BRMMRFEHEEXERS,
a. EENEXZERMARIERLHSH AWS loT Device Management SEEE | L
ACK R ¥Rt E .
b. REESEEFSKEEBXOEFEARR,
9. KERMEX® K ERAKRFNSHENZEESL.
10. BNERARFEZEESHEETEESR,

1. BERSHERARBEENEESHERATEES DEVICE_COMMAND_RESPONSE =14+
BREFR,
12. EEERSMIE/EA "DEVICE_COMMAND_RESPONSE" #J SendConnectorEvent API,
CEENBERPERE AWS loT Device Management W Z E® StraceIdATRHE/ .
13. REEBCRBAEFAREERERENEEREEE,
14. EFBHRKREAEREETRECHR.

(® Note

BHERARSFEAEERCEEBAMEETSERNEEALSNEE, ESEFEATSH
+8[E referenceld EITAEERER.

KEMTHITH C2C EERER
THEERR C2C EEBNER , UEERINERED THIT.

« C2C i###8% Lambda A LAERER B AWS loT Device Management Z & Z & AWS . SendCommand#y
BEBRAR.

« BH C2C EERMLAERBEEEEFRAMRFNGT , EHRFZEEN traceld s
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FMBABER

- WAILAER AWS IRF ARG C2C E#EEM AWS A EHR , EiB Sigv4 AL AWS loT Device

Management R API Y SEES,

1. ZERCERaTEEZEESR (F2HALENBRPHNIER 4)

/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_ Device_Id",
"traceId": "traceId-3241u78123419",
"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

2. C2CEEZRACK®T (F2ELNBERTNIR 7, HPEERSHE ACK EIEE AWS loT

Device Management Service NS EEES ),

"header": {
"responseCode":200

iy
"payload":{
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"responseMessage": "Successfully received send-command request for
connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"

}

3. EEEREIX Device Command Response B4 ( BE2BELEHTNSE 1)

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDeviceId": "Your_Device_Id",
"TracelId": "traceld-3241u78123419",
"MatterEndpoint": {
"id". "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000" : “3”

]I

"commands": [
"oxffol1":

{
"0x0000" : "3”

]

(® Note

1£3EiB SendConnectorEvent API W E¥f FERY DEVICE_COMMAND_RESPONSE E# 2
B, HRATTHTMERNEERESEERG R AWS IoT Device Management #9352
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EEEH, ERTEZEECHIITATR INEMhzn , BERENERRAADERS
KRR , REREERTEEH,

iR AWS.SendCommand ERFEENEE NiKE,

ZERCKRERARERZNEOBRNVEEINE , RYUMKRETEIRBES TS, SAKEDEFTER
SHEMEREN AWS BEEZVER ; it , IABANGSHETEBEEESETH commands’ 1§
i, EREEBRVAETIAN endpoints” Wiz, HEHEHNEEST , UREEBF/ERNTTE
EEE, —RME , ERTHBREMEEERBH APl FFX.

HITHS® , CNERSEESHEESEERER AWS BEEEZH WL attributes’ SERLEE, R
%  ELEgFeEBAMEA APl EiX8 API DEVICE_COMMAND _RESPONSE =4 , B4 AWS loT
Device Management #Z & & SendConnectorEvent,

EEE T HEHFAWS . SendCommand&EHFZEH “endpoints’ B :

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"Qxffo1":

{
"0)(0000" : II3II

}
]
1]
]

LR | EEERTAHIE T SEE
1. REWRMMBEENR
a. BiHBiIdERESR "1"

® Note

MRKREERZERE K BE-—BS (SIMFERUEERE ) TEGZEE (BIFERY
BARAE X , AR BAR/EARASEEY ) , RISGEALL ID o it = EH#N IR
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b. HEEIJFRES "0x0202" ( ABEEFIEE ).

a. BoTHERBI/FRES "0xff01" ( EFMEGTH E&E AWS),
b. ERABRPREENEEFRTSHELEZBIRF.
3. EH B

a. SSEMEEBIRFEEA "0x0000" (FanMode B AR GI%E ) .
b. BBHEREA"S (SRABEE ).

SEECCEEME "B P EE | SEEAWIIFRTEERERN AWS BERIEE

2 : ReadState #l UpdateState if . EEMBUREETEHEENEERBM K SEES2HE

IEAWS . SendCommandiE RIGERYERESS , HP B S EE UpdateState (id : 0xff01) =X ReadState (id :
0xff02) MBI AF 5 IDs , UARMEEFHRNBERNBHEHESH ., HREMatter Data Model HI ¥ FE
AWS BEFREATE (ATEH ) UM ( AEEKR ) WEMY ST MEERWASLS

AL
T o

£ SendConnectorEvent API Eix & B =4

KEMBHEHEE

&M SendConnectorEvent APl AR IERE L EIFE AWS . SendCommand#l

AWS .DiscoverDevicesi®fE , BEEHARBASEESIMNEEMBNEN,. HERKRBHTU
ERALBEREFRHEERRGTHNERATEENEAEY., ELEBEHTRITEETEREEN
BT, BERA SHEEF, BUUEAESGER{E DEVICE_EVENT # SendConnectorEvent
APl , BELEHEOEZEES,

THEAZRERTNESBRERBAHES , E—PRUPELEHNITHERE

KESHIERRE

1. BB HEEIEELEEAZTERMARIEN EHNEE,

2. FHMERAKRSEREEH K WAEHEEIEE C2C EE:S,

3. EEEREILEHEEA AWS loT Device Management DEVICE_EVENT N HENZERS,
4

BE C2C EEEEFAIg/ERA "DEVICE_EVENT" 8 SendConnectorEvent API |, #§Iit 8 &
EHEEETEERS,
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5, RERSTHEMIMEBEESF  INKLEHEEEEF.
6. BEFERILEHN K WEBEAERRNFSEEREERE.

FE SendConnectorEvent APl RERIFFIAEF , 52 B (AWS loT Device Management API &
1§™) SendConnectorEventd i) SEEE,

RERMBHVEHFFX
UTREERMBEHFN—LEER,

- IBHY C2C BB RERAENEERAMBIZVIEFAS EESH

- BH C2C EEB[EREX AL AWS tkF AR C2C E#HEEMN AWS BF , & Sigv4 ¥
W AWS loT Device Management fR#& APl IS EES,

T 5 #5451 ;R &53%3® SendConnectorEvent AP| 83 % B 3R E 41 E 1288 -

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

{
"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,
"ConnectorDeviceId": "Your_ Device_Id",
"MatterEndpoint": {
"id".: "1",
"clusters": [{
"id": "0x0202",
"attributes": [
{
"Qx0000": "3"
}
]
1]
1]
}

RTIEHF , BABFIATAR
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- ERRBEIDERN 1 WEERE,
- WWEHEREMEEIIEE , HE 5 ID A 0x0202 , B Fan Control B4 & £EHR,
- EREN BMEEE X000 9 ID , BEERNEBEXFRHEE. cCEFHA B 3, & High B

228

 HK connectorld RERBRBEEIFELMNSE , Eitk Connectors

ZEEH GetCloudConnector #1T&EH# , Ik EFiElambdaARN, EH
Lambda.get_function_url_config APl ARN £ Lambda B2 # . iE A3 % lambda
CloudConnectorIdEREFE , MARBRELI —BKFRERE,

E1E AWS.DeactivateUser &4k

EREEFERBE

EEFMERE AWS EFIRF  SIRREAERENEERBEFIRF AWS BEFRRNERR , F8
FREfNEREFIER. £ ECRARPMIZERSD  HFEMER C2C EEHFREHE L TR
o

TERBRAZGECHEREREERERS

EREERTERE

1.
2.
3.

FHEERE AWS BFIRFEEHE C2C EESHBEMMNE = RERRSF BB EUEERZREF.
EFi%EiB AWS loT Device Management B3 &R & X Sh Ml bR 65 5 & 19 B B
SERSEMFEMA AWS.DeactivateUseriRENH , EBRH EESENBERRBERAER.

Juser BN FEVER T SERERMN ZEAH,

BH C2C E#ERETHER , YN ALRNRER RIS RAEES R ERENEAFIE,
Blan | BT &, REREFEFEAEIRFNEHTEBBEZESEE
&AWS.DeactivateUser,

T RERRSSSBEFIE , WSO EERE C2C EiERR,

&K C2C EIZES 28 AWS loT Device Management IS ERB S EIXE ACK , RRAEAENER
R E R,

SEERCERRERERAEHEA BRENERARFEEBRNFTEER,
ZERSEH ACK BRGEF , BHESHNREEEIN FTA BB 8 ZIMER,
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9. EFgBEARKREREHIRFCSRENFEEIUEER,

AWS.DeactivateUser 3R

o C2C E#:88 Lambda HEERZERSEBWGERAL , LUEEAWS . DeactivateUserigfk,
« C2C E#EEAAMIBIRMA OAuth2.0 R , URRERRS[AFERENHEEREEER,

AT RIGRYEEZZ AW BRI EHIAWS . DeactivateUseriz>k :

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
b
"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"
}
}

/A C2C E#=R

AWS Lambda RFFUERAERNBERREHTLAWA Lambda, H® AWS loT Device
Management N EE AR AWS R¥E , ALK BEAFSERAEBERBERWA C2C Eizss
Lambda,

KBELEETIREFUTNERBEERESE C2C EHESS Lambda, EI1RHEL Lambda B &MU A #R
HNZEES, LLEEEECondition€i® | AiHBYES W AMRE S connectorId B ERTERIFE A
&,

{

"Version": "2012-10-17",
"Id": "default",
"Statement": [

{
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"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {

"Service": "iotmanagedintegrations.amazonaws.com"
1,
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:ca-central-1:your-aws-account-id:function:connector-

lambda-name",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:444455556666:account-association/account-association-id"

KErA i E 420 IAM A6

FIESERS APIs #BFEZE AWS sigV4 0 EESEEWUA, Sigv4 EEEBEAHE , AEALHN
AWS IRF B AERIREFT AWS API 5ER. ZARIUAZEES APIs B IAM BEXEEF THIFF
A, FeERTHILA APIs :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
1,
"Resource": [
"Your-Resource"
]
1]

MEFEREELATNFMET , BB <&,
Ht &R
B Rl C2C B L FETHIEE !

AR E M 1AM A6

92
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- BELEFMERSSN Lambda ARN,

FERFE C2C E#sR
#Eend-to-end FEIME C2C EiEE | LUARREFNBRERE.

ZHBE T IR -

- [ AWS loT Device Management Z ER & iHMrERESE. MEFMENR , FSBEH C2C Cloud-
to-Cloud) 1B #2285,

£ C2C Cloud-to-Cloud) E1£28

C2C ERFAEEFRNOEASNEE  YRASERSCRE=SHEBTERZBANER. ©HY
RETENERERE, FaNBABEETHR -2 K UENMANEEE=FXE,

THRFIHER C2C EERN LR,

£/ C2C BN TR .

1. CreateCloudConnector
REEERUBAZERESNE= S HERESR BN E@MER,
REEERR , FRHETIIFEES
- B BEEESRNEREERE,

- BR REEESRENNIENEERE.

« AWS Lambda ARN : iEEA AEERHE 2 AWS Lambda BKEIHY Amazon Resource Name
(ARN),

BEEMIE AWS Lambda BB , UEE=SKE APISBARE Y Bk, #E K6 EIXEES
N CreateCloudConnector API, iRt AR EEMAY AWS Lambda B8 ARN, R AWS
Lambda BEHEBECESERSPEVEZENERE AWS IRF ., S8 EER—EK—EE
7 ID RERIES,

FERE C2C &R 93



https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
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CreateCloudConnector API 553K F =] FE &5 45

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
BIURRE
@ Note

HFEEMFEH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector
ListCloudConnectors APls,

2. CreateConnectorDestination

REEMN AR EEREE = BEEREI TS ERFENRENS , REEBE. FHEN
ASEESIMENE=752RBEE , 10 OAuth 2.0 REFHMENR , SERE URL, 52
mEME  URBAEREHPILE AWS Secrets Manager,

S IRAR

37 ConnectorDestination Z B , &AZE -

f§ /A C2C Cloud-to-Cloud) iE#228 94


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
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« PEOY CreateCloudConnector APl 2RE 3 E1#85, HEELOR/ ID AR
CreateConnectorDestination API FERL,

« FEEUERESR tokenUrl 3P EAM . ( BA LU authCode X124 accessToken)s
- FEEUEHERR 3P FAM authUrl, ( ZEEAETUEREERAEEBIBBETIIBE) .
- ERFHMZEEEDRFER clientIdM clientSecret (3P FA ),

CreateConnectorDestination API 553k 1 [E FE € 5] -

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",
"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {
"enabled": false,
"DaysBeforeRenewal": 30

}
}
b
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gsecret:*F*FrEk*N,
"versionId": "x**xkxkkn
b
"ClientToken": "*#**"
}
Response:
{
"Id":"string"

f§ /A C2C Cloud-to-Cloud) iE#228
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
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3.

[a

Eim B AV R RE ¢

(@ Note

BHREEFEH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector
ListCloudConnectors APIs,

CreateAccountAssociation

FHARSRRERAENE=FERIRFREZFENG CBNER BEYBBIRZREREERS
EXERGE , DAEBK - D FHEKE, WBSTHRAZAHEZKE : RREKE.
Bixam s BRSNS,

ORI
£ Y AccountAssociation Z 8 , EAESTERK T HIRE :

« WEOY CreateConnectorDestination API 3RZ Y B #ih, REBEEK ID AR
CreateAccountAssociation API FEIY,

« B4 CreateAccountAssociation APl,

CreateAccountAssociation API 553k F1[E FEE5 I

Request:
{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",
"ConnectorDestinationId": "<destinationId>", //The destinationID from
destination creation.
"ClientToken": "*#**"
}
Response:
{
"Id":"string"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
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}

(@ Note

HREEFEH GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector
ListCloudConnectors APIs,

AccountAssociation B8 #£ GetAccountAssociation F ListAccountAssociations APls 23 #9 Ak
RE, Lt APIs2FAREBIRIAREE, StartAccountAssociationRefresh API R fE HEHERIBEHIB
HARFE FTEBE AccountAssociation AR EE,

4. HERR

B ESEVHNSEFIRERENFRENR , fINHFRNEMER, ERERRALEN
Thee , EHEBERE D, HE, ARSEIHMBERENEE, EERRIIPEHEN AP EERY
managedThing , &A% B FERET 5588,

a. MAY StartDeviceDiscovery APl AR B & BIRREF -

StartDeviceDiscovery AP| 5& 3k 1 [E FE&i 5 :

Request:

{
"DiscoveryType": "CLOUD",
"AccountAssociationId": "**x&x",
"ClientToken": "abc"

}
Response:
{
"Id": "string",
"StartedAt": number
}

b. MM GetDeviceDiscovery AP| R EIRRZFHIAREE,
c. WA ListDiscoveredDevices APl R HIFZEZIWEE,

&35l ListDiscoveredDevices AP| &R B f& -
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
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Request:

//Empty body

Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",

"DeviceTypes": [ "string" 1],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
"Modification": "string"

1,

"NextToken": "string"

d. MYA CreateManagedThing AP| , fIRRBEHTEZEEZEAZIERESNEE,

CreateManagedThing API &R 1[G FE & 45 :

Request:

"Role": "DEVICE",
"AuthenticationMaterial": "CLOUD:XXXX:<connectorDevicelIdl>",
"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"
"ClientToken": "xxx"

}

Response:

{

"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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}

e. WA GetManagedThing API 2R# 3 BL ¥ 2 1B managedThing. & A
UNASSOCIATED,

f. WA RegisterAccountAssociation APl S #&tkmanagedThing 8243 & 2 31 3
BfaccountAssociation. TERKIIHY RegisterAccountAssociation API #& R | ARAE
@managedThing® ¥ & ASSOCIATED k&,

RegisterAccountAssociation API 553k 12 FE &l

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. BaTEEEIIPEKE

EBREFMANERE | BFH SendManagedThingCommand API , 8t 5¢ 572 3 A9 B3¢ 1D
DHEEXENREAERNES B, ERREARBRFEREFNEARBRAERRBEE=H
Eiw , WA BRIERIERT API FEIL,

SendManagedThingCommand AP| &R F [ FEEE 51

Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{

"capabilities": [
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}
1,
"endpointId": "string"
}
]
}
Response:
{
"TraceId": "string"
}

R TEEE P KERE !

6. EEBEREMHER

ZER]

HH

SendConnectorEvent APl SRS EEZR IS ERSNNESHEE | LUREERZEN T 55
BERT

DEVICE_COMMAND_RESPONSE : #E#z A T OEG T MEENIER S L E,

DEVICE_DISCOVERY : A TEEXEBERRRERF , EERNSERRINKEFEELETZETE
4 , ¥FE A SendConnectorEvent AP,

DEVICE_EVENT : Eix K EINEBEH,
DEVICE_COMMAND_REQUEST : R#*#EBEMBN G SHER. #la0 , WebRTC TEFRTRE,

HEEE A LAME A SendConnectorEvent AP| 32 ELE Fuser IS BE X R BEH,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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- BIREA NEEEHuserId:

SendConnectorEvent API 553k F1 [ FE &G 51 :

Request:
{
IluseIIdll: Il*****ll’
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "***x",
"ConnectorDeviceId": "*#**",
"TraceId": "***",
"MatterEndpoint": {
Ilidll: Il**ll’
"clusters": [{
}
1]
}
}
Response:
{
"ConnectorId": "string"
}

- BIRRAE NEEEHuserId:

SendConnectorEvent AP 553k F 5 FE &G 5

Request:

{
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "***x=*!,
"ConnectorDeviceId": "*#*x*",
"TraceId": "*x#**",

f§ /A C2C Cloud-to-Cloud) iE#228 101
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"MatterEndpoint": {
Ilidll: Il**ll’

"clusters": [{

1]
}
}
Response:
{
"ConnectorId": "string"
}

EEBREE managedThingBBIR FEAE < BRYER |, SREABUEEM#EE

DeregisterAccountAssociation API 5& R 1[5 FE &I :

Request:

{
"ACCOUHtASSOCiationId": n****n’
"ManagedThingId": "****"

}

Response:

HTTP/1.1 200 // Empty body

BEEHRE

7. BEEBREEFRS 'BIH., K BHOZERSEFULUEER

BIRFE  BERELEN , ARV EES AWS NIRFF R R, BKAURERHMUIERS
EFEREERR.

EEHHMERAELASWERESS  FEAEESRFMAEFAEE L AWS Management Console
RUSEEIERS ID W RIBIE | ASEHEEES ID IRXE AWS LU, A% | EESR AR hirr
EZERSEAEER AWS B, A, SRS SUEEERHEE AWS Lambda BB LW TE

f§ /A C2C Cloud-to-Cloud) iE#228 102
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HUBUR |, APRBIEASTE AWS 1RF IDs WFEL, A TRACHEESR[ITHEGESER K FEE
Lambda B2 E e EAth AWS R F 2o RiE#EREY IAM FHGET Ao

HREMZERSEFANRIERSR Y  FREATEEESRAANEFIETT AWS RH K%
AR R

f§ /A C2C Cloud-to-Cloud) iE#228 103
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TEBESHIE SDK

ERAREPNERE , THROAER SEESPE SDK RMAFZRE loT PEEE. NEZEESKIR
£IE SDK WEFHEN , 2R ZTEES KinEKE SDK,

Hub SDK %2

KEMA

HEEFRKRERAZERSZH , FFLRE Hub SDK THMAXEEREMA, AEREREMAFRENE
REEY , SEROMERVNEABERENAHEA DA —EERF , LEERESSRE. BAM

=N

AaxX fAE o

AREEMAR P SDK st

SDK T

- BES

- BABESENHESRAHEN
- BABEREN PN EHKE

B RR

BOMEIBRR N loT FEMEBFREMANF R4, CEHFAZERSEEA B EREMERINE
BAZENMEEA , BMRZEIUENRENA, EEMARER K RUHERTRES T RIRE
EEMQTT AR  UREBTIRHEERRERK !

MQTT E#E

BUHE MQTT REBENAER , LLUETEREERMAETR
AETIHNEEER

RFREEEANMEMBREERR.
BABESNMIENSRE

EREES s RENEREBRSENX  EREAREENANBRABEREMERAREX.

Hub SDK 224 104
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Hub SDK APls

BB EIFEN COMB ABMEXNBRREENRBELREBEEEZEES,

BABERSENMER[ABER

BABERENMEEINHEAREETEAEABEREMANENE, SEAHEXNESROME
NGB TERA oT RENEAIBERERE, ELNBERTHT

- BABERENPTERERL

- REBBOMERFROVEREBRSENERE

- BBHITERE API FIBREE

BABESERN P ERE

BABERENFNRBAUMAXEBRABEESERS CHANEEFERE, Wit eenEEEHR , /th
ERNSAEABZRGTEREBEEERBABEHE  ARKRKERARENDE  WEBRMRKEHDEL
=l FE

HEEMARE

RIFEA Hub SDK MNAEEREAWIREIER, AFERTHENABRERNATES , WHRZEN
AR %

MARRE

- FERIE (SS)

- TEMELE (ZTS)

- {FHESIERE (UGS)

FEERRTE (SS)

REEAERR T RENER , WEARKEREHERAEAFHEE QRB, AR K KESEMIEZ
ERESER , WEEED loT P&,

HEMARE 105
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FHEMEEE (ZT8)

FEMERE (ZTS) ZBELRABEREFTN LFRE  BLREMA. 0, TRESRSHE
ERLEFERFIRE , MARBHEE QR BHRKREAE. Sl , WERAEBTHOTK,

ERREAERIRESFRRERE , cEEDESERSERTEM , WEET loT F1E , MAFE
EAEANREE

FEAESIEERE (UGS)

REEAEERMEENER , YEREHXIREHMAZERS, ERZEET loT PIELAVE
i, ERAREREFRAREN , SIRRRTHEMEKE LAVERER, MRESRERY , EUNERLS
o

TERAERERERM. SR THRG., SUUEAERENEEABERBENEEERE , 14
EXEREBABENER TELSKERERER.
KE

BREERG  ZRURANBSREERE , B EmERMLE, KIESHERESTFREE
BB ERAR D, RRIMEEE,

RERESERANSEREBM, SR UFR

- RENRE : BRINEEBEE

- BRRE | REEREDNE

- BERE  RRE , fINENEENFAREE (RSSI)
RESEEA

EREBMDERRERTR  BRES  ANBIREREIFIHRERE.
B R

BER B ERMAER  REMSER—E loT PHELREAMEREBEH, KEREEEERIRER
BEREL,

REESF 106
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EHRESERER, REREHEARANFIRERENRERE,

BREZEBZERSIEHREFMEN Hub SDK THMEF. ANEEFRHA Edge Agent, BRERHEERF
#2% (CDMB) MBABERENABREANMAT—EEF , UEEBERESD T, EERERE , UREE
TEBEF i ER EE.

KEZEHIRE

TEFRAZKAERENMBER Zigbee BEERE , LAR&iend-to-end& ERFIRE,

AREEZRF R P& SDK JTiF

Hub SDK RBEA TSIl , BEW loT BERPREENRARERHHT. SEATHESERDHE
FREEDF. ERXERENEERESEHEREAG, THSHFMARACLETHNMAEEN
EPE p—EEAE

Hub SDK @& T %t , WiEHE loT FiE LAYZEE N A FI=H,
FEH
Edge REER

% loT PIREZERS ZHNFIE.
ERERERERESS (CODMB)

#AWS ERRANABAIH EERER 2 HHETERE , 520 Z-Wave Ml Zigbee. ©EERD
CDMB FM&EH 1 E 5 ER CDMB SRR,

Provisioner
BEZERZENMA. CBEEARBABEBREMAETHENZ M MESNERA G ESENMHESS
AEBER,

RETH

Hub f0A

ERAAFRBENERMETE , U2 ETERET.

#BERHIRRE 107
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MQTT {3

REEZEESTIRMN MQTT EiR,
Logger

RENBFEZERS Hub SDK

BETIHES L EENEE LZEZEES Hub SDK , AWS loT Greengrass A TEEI{L I E
RFHETHRE, FORPEMELZNRENRES R,

B L E

- £ Z% Hub BIREMH AWS loT Greengrass

- FAESIHEIE Hub SDK
« £ systemd #=& Hub SDK

R %22 Hub BIZEH AWS loT Greengrass

£/ AWS loT Greengrass (Java k7 ) EPEBRENZEES Hub SDK TH.

(® Note

BB ERRE X T ## AWS loT Greengrass, MEFFMHE , FZBAWS loT Greengrass B
BABBEXHFHHAR AWS loT Greengrass.

AWS loT Greengrass A EXAEFE RN T 5B &HFFA -

» /dev/aipc
« /data/aws/iotmi/config
« /data/ace/kvstorage

ES- |

- EXHMFB M

- BEiRElE

REMBIEZEES Hub SDK 108


https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html

92 E®A AWS loT Device Management BRABER
PR

- 8% CDMB #®4

7 LPW-Provisioner &4E

i

i

FEAERE T

EZMEE EF A CreateDeployment AWS loT Greengrass APl 3RZFE Hub SDK T#. MRA
RETRFEN , TEgRBREEREANREIMEMTRE. &#H A TS#EXversion :

com.amazon.loTManagedIntegrationsDevice. AceCommon=0.2 .0,

/greengrass/v2/bin/greengrass-cli deployment create \

--recipeDir recipes \

--artifactDir artifacts \
"com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
"com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \
"com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

S

= IR AR

ﬂl‘ﬂ

7B

HKFBAWS loT Greengrass FiE A EERHPRIEREITTIIZER -

1. B m_EEZE Amazon S3,
2. EFE A LA EE Amazon S3 K RALE,
3. AN THETHEERNERITE,

REPEME

RESVAEERUEERIIMAE. B /data/aws/iotmi/config/iotmi_config.json R
WHEFRARRERRE A PROVISIONED,

ERs% CDMB #&4E

BEBFEREEE COMB MEBARMNBILKIN, #4##LERREEE AWS loT Greengrass &2 H
EmMBRTE,

fiEF %4 SDK AWS loT Greengrass 109


https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/upload-first-component.html
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tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

g4

[2024-09-06 ©2:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 ©2:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

B 3% LPW-Provisioner 12#1E

REAFEREEE LPW-Provisioner BREIFA SR #ItR{L, #aa#LBERREEE AWS loT
Greengrass KEN NV EM B E.

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-
Provisioner.log

g4

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

FEAESESE Hub SDK

ERARZRETRFDHEIERS Hub SDK th , ARBEHE, FHRPESHITIRNRRERE
FFo

£

#1T Hub SDK 556

B B
REREEXRMHE

BR & LPW-Provisioner I21E

ERIENIRE
EHIT SDK REEDW2H , FEXRATSR :

fEAESIHEE Hub SDK 110
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FMBABER

1. £ EXtEXmiddlewareREI B A WartifactsER K,
2. BIENFREPFNAEERERT middleware ERK,
3. £ & SDK 2 B EI1T ¥Rt i,

/A Important
BRHYBEFRBE , EENHRILERT,

#Get the current user
_user=$(whoami)

#Get the current group
_grp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

#1T Hub SDK 415

EEEFRMmESZIHTstart_iotmi_sdk.shiETiE. HIETSHEEUERNIEFRRE HHE SDK T

fro METHEEH) B FE AR RE :

(@ Note

WA LAE artifacts/logs BERXRFRIFMEHTHTHHE

hub@hub-293ea release_Oct_17% ./start_iotmi_sdk.sh
------- Stopping SDK running processes---
DeviceAgent: no process found

ERESTHEIZE Hub SDK
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All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17

/data/release_Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2
C /data/aws/iotmi/config/iotmi_config. json
Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2
Process 'zwave_svc' is running.
hub 6275 0.0 0.2 1212744 5380 pts/2
Process 'DeviceCdmb' is running.
hub 6308 0.6 0.9 1076108 18204 pts/2

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.
------ Successfully Started SDK----

B AR 2

W& P iot_provisioning_state #fi/data/aws/iotmi/config/

iotmi_config.json@&E&EA PROVISIONED,

S1+

S1+

S1+

S1+

S1+

S1+

S1+

21:

21:

21:

21:

21:

21:

21:

41

41

41

41

41

41

42

100

100

138

100

100

100

100 .

./middleware/

./middleware/

./zZwave_svc

./DeviceCdmb

-/

./iotmi_mqtt_proxy -

ERESTHEIZE Hub SDK
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REAEENRE
BRERFERRERAETRAERBARINBILRI.

tail -f -n 100 logs/agent_logs.txt

g4

[2024-09-06 ©02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 ©2:31:54.513956059] [Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(® Note
BMEZW artifactsB#EPREFEiotmi.dbERE,

& 3% LPW-Provisioner 21E

BEAGERESRBELPW-Provisioner BRENFA S M B Th o

g

tail -f -n 100 logs/provisioner_logs.txt

THMCISRER 7 6.

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

£ H systemd Z§& Hub SDK

/A Important
S5 1B 1E release.tgz #E X readme .mdhubSystemdSetup B &7 # LIER BRI EHF

AERAAE Linux 2R E EHEBNRERBESTBNER.

fiEF systemd %2 Hub SDK
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B
BERFAZMETEESR

« copy_to_hub.sh: EEHEK EHT K BLENERERIFE
« setup_hub.sh : EFE E# 1T UARRERBENM BRI

A4, Esystemd/deploy_iotshd_services_on_hub.shEEBREFSIEFIMNEFHFIEE ,
W BE#MEEsetup_hub.sh,

FeRIFAF
X ThER 2 7 B 5 L B SO IR R o

- FIERM systemd ARFE

- FHEEER SSH FE

- FHESEE E/Y Sudo R

o scp FMMEE FZEM L AER
« sed THMIBKF ERERH L2HER
o THMEE EREMN unzip AAER

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

7 SDK Ix A tgz lER+ , ZBERERA !

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz

fiEF systemd %2 Hub SDK
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###package/
###greengrass/
#t##tartifacts/
###recipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
### iotshd_config.json # Sample configuration file
### local_certs/ # Directory for DHA certificates
### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

I8 E
B SDK Ef

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

EE R B SR EREHS

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

MIEEEEEER
ARRIENWESREYREERESR , WREERIPHE.

1. FHEEEERESR , UEUMENEREHEREER, SOK ESUERARE KB
2. ERERER, BEUNERERERIIPAE.,

HERERI AR
REMMBUITHERED

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

fiEF systemd %2 Hub SDK
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Example &i4l

./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

EgHEHR

- EXER (EFwEARPELM package.zip)
- fHEERER

- BFE

- RICIRIEER

RETIE
BHRERRE , SSHEEA AT BRI FHTREETH :
ssh hubehub_ip

chmod +x setup_hub.sh
sudo ./setup_hub.sh

EAEMBEER

RIETERR , RFIEA SDK T ERERBMFEPE. FSBREAN :

- ERBIEAEEAE

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME

c EITREESHBZAFBELEM

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

. £ FETa S setup_hub.sh,

EE RIS
EESFRBE BE , SRPEBRTTIIESE

sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

fiEF systemd %2 Hub SDK
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REETHHEBILENB &K, REBENHY , AREBHHE KRB, WRETRER SSH/SCP |, A
#ZAcopy_to_hub.sh#r¥REREL EZER . EHB2H , FEEFERELERNERHC ERER
Eo

IENFRMAZERS

BBEREMEN &GS, BRENKEABER , RELNTREENEZIERSBA, FEHRBAFE
MAFRBJTAFNAEEER, FRBENARERNNVE, NARINEREEARESR , BIREK
PIEMEREFRN DR,

Hub i A F Rk

FEMAFREFEAEEROTHREBELBMBNERE
Hub f0A JT#F

EBHHEPEMRE, HBELTENEGTRREN , EETFENAER.
REHATBESR

REAERFECERFREREL , 21 :

- HKEMBEMRE (MHELEME)

- BEVNSHRVE

- BoBEEN Hit SDK R |, 0 MQTT R | 5522 2 5= 54 P AR B HLEIRERE
BRREERSARE

REANBRNEALREREN RN AAENNTE. ZUNEFELAEREA !
- BERRERTH
- L LEE (HSM)
- EENTEAEE (TPV)
- BITR2RTFEMRAR
MQTT R T
£ F EHEdevice-to-cloud#VEHA :
- HENAFRBENSR
- HEERPHEEREEN

IR AR 117
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- TEESHN MQTT ER

TERBEFEMAFRAERBRE TH. MREFER AWS loT Greengrass , BRI LA Z BRI T
#,

Hub N ASRE

EREEEMRNARF 2 , FAABEPERETKELRESR, FHRPANAERLZENH.
REBFEHE , URREMEBNERE.

RES R

- SR EMBFTIRE

- FR2 BEURERTERE

- PR3 BUREWH (HEHE)

- R4 EVRBEE

- FBR5 BETRIFERFEEFEES

- FR6: BURBEHEBESR

« FR7 BERERERIEN TR

SR MBI

BVERBEHARY SLENEERAREZIEESRBRER., HinEE A Edevice-to-cloudiAEEIL R
SERY  TEREDD. REEHREL,

At fiim 26

«  ffM RegisterCustomEndpoint API device-to-managed® & @K %% o

RegisterCustomEndpoint 553K €41
aws iot-managed-integrations register-custom-endpoint
EFE :

{
[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

EREMA 118
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}

(® Note
Frmmtbit, SRERZCRETRRNEEEA,

EEEERHEN , BFFEH GetCustomEndpoint AP,

MEFHMEN , F2H ( ZTEES API BEEM) PW RegisterCustomEndpoint API F
GetCustomEndpoint API,

HER2  BNMERER

HEREELSLNEEERIIZERSHENRERAERMNARE

2
hil

BB MERER

- Y CreateProvisioningProfile APl RE4A T5|EE :

« EREEERFRENMEHER
- RKEFTRIFNEEBINLEER

/A Important
REMWERESRE. RESBNER D, FEETELEEAEN , THEKEBNAZER
Bo MRBBRELBAENR , AILFEIMNMERERE.

CreateProvisioningProfile &i#i55>

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

[E] FE :
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"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-

profile/PROFILE-ID",
"ClaimCertificate":

----- END CERTIFICATE-----",

"Id": "PROFILE-ID",
"PROFILE-NAME",

"ProvisioningType": "FLEET_PROVISIONING"

TSR3 BUREWH (HEME)

£/ CreateManagedThing AP| RGN BEERYZEYH., BETFEHFZTEEGHE—SoRE

ERNBREZENH. WEFAESA
ERRMZENHE  BEETIIZH

« Role : #I{EFRES CONTROLLER,

« AuthenticationMaterial : @& 5L,

« SN : thE BRI —F5E
« UPC: WEENBAERNKT
« Owner : WEEYHHIBEE B EZBIR,

/A Important

BEREEES I BREERPHLEARME—NFIR (SN),

CreateManagedThing &R &5

"Role": "CONTROLLER",
"Owner": "ThingOwnerl",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": "SN:123456789524;UPC:829576019524"

, B2 ZERE APl 2Zd1 CreateManagedThing AP,

BREMA
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}

MEFHEE

%II
z’:m'ln

w2 ZEES API 8E %W CreateManagedThing.

(IR ) EZENH

ZEYHProvisioningStatush) %R UNCLAIMEDS #E# 48, M GetManagedThing API B
BENZEYNHRESERE  YEBITFETHE, NEFMAEN , F20 (ZERSAPIBE) dl
GetManagedThing,

SBR4 . BIBHREE
RENERBERNBRELB &K, RIBEER , PEMAZRFEMEA /data/aws/iotmi/config/

iotmi_config.json,

UL EHABERPEERRNLE RN BTEE, AEEEARRER /data/aws/iotmi/

certs,

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

SRE5 . KEORIFERNFEEPREE

HBRENERERIENPERE K REREURERENEBER,
MHEREZERS CHEYREBA.

f"|||

ELEEREEMEEFEE , #&

BREEBIENER

HBEL S HEEREEN CreateProvisioningProfile AP EEE RGN FIBEE -

f"|||

e claim_cert.pem: E

HRE (HARMEEE)
- claim_pk.key : EEBENALE SR

EMEREZRKE /data/aws/iotmi/certs B 8%,
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/A Important
L PEM A REFRENLESRE  FEREERTF T , UBREKXER, YR PEM
MIBAVIER , MITF T (\n) L EUEENTORARERN , BAEREFRLEAMT I RE
L IEFRFEEN,

(® Note

MREERLZEME  FRELEANERFREENZERENE  MARERRKE, W
FAMES , F2REVARZERENEIIBEREE .

FR6 BUKEHRERE

BUYGESH KRBT, BRAUBNMERENEEER. RRAXEASEDEMNA BREGEMLE
REBBLENEE, EEMBERE  URBEEERRE,

® Note
FETRZXERFTEEAH - KEREENEREBER.

FERATIEFRELISEREHNBERER  IEEERTPAE,

BUSRSHERER (MEHE),
EEBHEBERDPREELELERN :

1. iot_claim_cert_path : BFEEBBHE (claim_cert.pem)

2. iot_claim_pk_path : AB LB E (claim_pk.key)

3. BELZLRERBEEYNM | 55SECURE_STORAGE £1¥%3 15 v 1 #8 13 45 F
o EMRELTE

1. fp_template_name : %8l ProvisioningProfilefy&#,

REMA 122



HWZEES AWS loT Device Management HEABEE

2. endpoint_url : BN ZEE SR H RegisterCustomEndpoint API Bl /Y% 2 URL
(EEFSHPMEEEMEE ) .

- BEHRAIF
1. SN : FA#E CreateManagedThing AP| FIUMEEF ( SEXEMH— )
2. UPCXKE CreateManagedThing API Rl EAEMRNRE (SRELtERNFEEERER )

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

},

"rw": {

"iot_provisioning_state": "NOT_PROVISIONED"

HEERNIAE

B iotmi_config.json ENAR,

B &

Ko =] HEF#H gt

82

iot_provi FLEET_PROVISIONING = EESEFERANMER .
sioning_m

ethod

iot_claim BREENERRBE R = EECEFER N WERR
_cert_path SECURE_STORAGE . f&SECURE_STORAGE

g0 /data/aws/
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TR

iot_claim
_pk_path

fp_templa
te_name

endpoint_url

SN

UPC

managed_t
hing_id

iot_provi
sioning_s
tate

iot_perma
nent_cert
_path

=l

iotmi/certs/claim
_cert.pem

LREENERBE 3
SECURE_STORAGE o
40 /data/aws/
iotmi/certs/claim
_pk.pem

BEMBEAEBESER
S HIfEAR Provision
ingProfile &\,

ZEERSHRE URL,

KEFR. Bl
AIDACKCEVSQ6C2EXAM
PLE ,

KEBHEmMENXR. 5
0 841667145075 .

ZEWHH 1D,

ik &,

loT BEEE. Hla /
data/aws/iotmi/io
t_cert.pem o,

BEFH

g2

o

i

o

o

fim

7|

fim

7|

frmat

BELEFH 3 NERE
f8SECURE_STORAGE

ZR%HIProvision
ingProfile fFAM A

B EBFEAL URL EREF
EEEER, BENBLER ,
#E{# A RegisterCustomEndpoint
API,

BYARBRARERMKILE &
#o

BB AREERHELER,

LEAHR S B PR MAERZE
AREFHTIE.

RS RRER
NOT_PROVISIONED .

LEARR S B P ARMAER R D
AEF#HE,

BREMA
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iR =] HEFEH &k

182
iot_perma loT A EEWMEREE, = WEABREHPEMERR I
nent_pk_path 5l /data/aws/ AEF#TIE,

iotmi/iot_pk.pem

client_id KRR MQTT EEHNAE & HEABRSHPEMERH M
% Do ARFHIE , U HHE T4
.
event_man FERR{EA 500 B HEARERSHRPEMAREZR
ager_uppe ARFIE , UEHEM T4
r_bound )22 18

SERT7  BAEERERIERPE

IR REE RIER B /data/aws/iotmi/configsl BET B & &E,

ltHubOnboarding = & X,

HR B E

/data/
aws/
iotmi/

config/
iotmi_config. json

certs/
claim_cert.pem
claim_pk.key

MAEKEIW P EFEREEF

BREVYZEYHAIREERIENTE , BEEREAMAZERS
£ &5 B REMA R,

ES-]
- EAMENRERMANBEES

R EMARFHERHA

iR, EiETEBBHE

MALEIFEFEPRETH
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- EREAESISNRERMANBREREE

£ A ERNRERMANBRERE

BREVYZEYHAREEZIENTE  BEEREAMAZERSTE. FAHRAEABTERET
REBMARFRLZ R,

TR
HESRMAKREZH , AERATER

c BHBEEENMAZSERSHE,
« AWS CLI # Managed Integrations AWS CL| &2 E R §HREH
« 5B DEVICE_LIFE_CYCLE =484,

RES R

- SR BUBAEBRREE

- FR2  BEABNREENEEENPE
- SR3 FRAEABREYZENH.

« FBR4  EHARBEIREHEMNRE,

- HBR5: SR EEE

- TR BHTEERER

=i
« FRT7 RENPEBRIEDH

SR BEUBRAENRETE
RENEERIBAERRFITR,
BUYBRAERRTE

« f#fM create-credential-locker i, TG TEBBEIMEREER , 2IF WIi-Fi 5%
ELBRYMEBEE,

create-credential-locker &34
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aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

[E] FE :

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

MEFMED , BF2E SEBEDSBEFRMW create-credential-locker AWS CLI 55

FR2  BEABRMEFEENEEEHDE
BEABERREFEIrENTEEENPE.
HEABERREENEEENFTE

«  FEATIRSTREABRRTEREEENPE.

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

FERI EARAEHNELZENHS,

ERARENZEABRBUZENN. SERENTEACHIEDH.

<t

T

<3

SEH
« {ff create-managed-thing@ S BENEBEIZENH.

create-managed-thing £i 4

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
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--credential-locker-id ${locker_id}

#ZIGBEE:

aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I1:A4DC0@."' \ #auth material from zigbee gr code
--authentication-material-type ZIGBEE_QR_BAR_CODE \

--credential-locker-id ${locker_id}

(® Note
Z-wave # Zigbee £BERRENH T,

5] FE -

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

MEFHMET , FEE IEBREH TS E P create-managed-thing AWS CLI @35

SR4BARBIREHME,
BAEELBEHAMEE,
- ffH get-managed-thing@ S RBELBHMEE,

get-managed-thing &l

#KINESIS NOTIFICATION:

{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
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"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"

1,
"status": "ACTIVATED"

}
aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

5] FE -

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

MEFHMET , FSE SEEEH DS EFH get-managed-thing AWS CLI 5 H

S5 HSRETRE

£ get-managed-thing-capabilities@ HREGEMNIHE ID , WAL BN AJREREFE.,

IMSEENNEE
« f{ff get-managed-thing-capabilities@# ¥ ic FixE ID,

get-managed-thing-capabilties &l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

[ FE :

{

ERAMENRERMAMNRELRE
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"ManagedThingId": "1le84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {

"version": "1.0.0",

"nodeId": "zw.FCB10009+06",

"endpoints": [

{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"Off",
"on"
1,
"events": []
}
}
MEFMEN , F2E TEBEM DS E R get-managed-thing-capabilities AWS CLI &85
SR6: B EEAEZENH

£/ send-managed-thing-command@ S I RBEG D EEZEENZENH.

Ko TEEEZENH

£/ send-managed-thing-command@®$Ham S EXEENIEYH.

send-managed-thing-command &i {5

json=$(jq -cr '.|@json') <<EOF
L
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"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1",
"actions": [

{

"name": "Toggle",
"parameters": {3}

EOF
aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

(@ Note
LEHIER jgcli £ , BERBTUEERE BendpointIdF &

5] FE -

{
"Traceld": "TRACE_ID"

}

¢

MEFHMBES , F2H TEES AWS CLI 58 EH B send-managed-thing-command a5

SRR RIENTPEBBRZIENH
B SENHLUBREN PIE,
fiBR = E W

- fEH delete-managed-thing@m S HRREBPRBBIRZENH.

ERAMENRERMAMNRELRE 131


https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/send-managed-thing-command.html

K ZEES AWS loT Device Management HEABEE

delete-managed-thing &4l

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

MEHMET , F2H TEREH TS E DY delete-managed-thing AWS CLI &5

(® Note

MR E 7 DELETE_IN_PROGRESS #R%& , #§ - -forcelHiZM iNZE delete-
managed-thing command,

(® Note
HM Z-wave BB , BEEEHUT vk, BREEARBRN,

e & 5| EXRERMANMBIFEE

BREVYZEYHALREEZIENTE  BREREAMAZERSHE. FAHRAEAEAESE
RETREEMARFHNSER,

FORIFAF

HESRMAKREZH , FATRUTIER

s BHPIEEEMAZSERSTIE,
« AWS CLI # Managed Integrations AWS CL| &3 552 R # FHIRAH
- 5TEJ DEVICE_DISCOVERY-STATUS SE4&4l,

EHESIENRES R

« FRIEH £ ZWave EE FBARYER
- SB1: BREBRR

- SR 2 ERRREKID
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- SR3 RENEBEVZEYH
- TR4. . EHZIEYH

- SR5: EZEYH IR

- $B6: Hﬁ‘}ﬁ%ﬁﬁiﬁ‘é‘%#

- SBRT7 . REZE

- SR8 RENTEBBRIENH

FRIFH : 7 Z Wave HE LRAARHER

2 REE L BARYMES. BEEMSRRSEZWave KEMR , REBSHLENRAUERSR

ERHEN, CEEREAELAETHRE,

SR BREERR

RIENPEBBEERR , LEEARMNAZENHRRETR ID.
REEERR

«  f#H start-device-discovery &5 REVBIHRZE D,

start-device-discovery £l

#For Zigbee
aws iot-managed-integrations start-device-discovery --discovery-type ZIGBEE \
--controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

#For Cloud
aws iot-managed-integrations start-device-discovery --discovery-type CLOUD \
--account-association-id C2C_ASSOCIATION_ID \

#For Custom

aws iot-managed-thing start-device-discovery --discovery-type CUSTOM \
--controller-identifier HUB_MANAGED_THING_ID \
--custom-protocol-detail NAME : NON_EMPTY_STRING \

EAERE I EXRERMANBHERE
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[E] FE :

{
"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
X
(® Note

Z-wave Hl Zigbee £BETREHH T,

MEFHMET , F52B ZE integrations AWS CLI Command Reference 1 start-device-
discovery APl

S]2  ERRRMEE D

£/ list-discovered-devicesm S REBEEN ST BEER,
EREHWRERMEH ID

- {ERARFEMEH ID $EE list-discovered-devices i , LENBEBN EHBEER,

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

[E] FE -
"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL
}
]

SER3: RENREZUZENH

£/ create-managed-thing@ T ALHNRERIZENH. BERERFTEBCHNZEDNH.
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BUZENH

T

| —]

£ create-managed-thingm S ABNEBRIZEWH.

create-managed-thing £i 4l

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

5] FE -

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

MEFMET , FSE TEBREDHTSE P create-managed-thing AWS CLI @35

SBR4 EAZEUH

BALAER get-managed-thingm P RBESENHRBERA.

EHZENH

« f{£f get-managed-thingm S RBEZEVHNMEMRERSBERES ACTIVATED,

get-managed-thing #i

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

G FE :

"Id": "DEVICE_MANAGED_THING_ID",
"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,
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"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",
"ParentControllerId": "PARENT_CONTROLLER_ID",
"CreatedAt": "2025-06-03T14:46:35.149000-07:00",
"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",
"Tags": {}

W

MEFHMEN , F2H TEESHDTSEDPW get-managed-thing AWS CLI 55 F,

SR5: NEZEYHIRE
B LAER MRS EYMHN T A E{EEEget -managed-thing-capabiltiies,

MEEERIhEE

get-managed-thing-capabilities &i 4l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

[E] FE -

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
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"properties": [
"OnOff",
"Onoff",
"OnTime",
"OffWaitTime"

1,

"actions": [

"off",

"On",

"Toggle",

"OffwithEffect",
"OnWithRecallGlobalScene",
"OnWithTimedOff"

MEFFHAEA

3
¢

B SEERAGDBEHRM get-managed-thing-capabilities . AWS CLI

Y

BR6: Bt EEE

XK
il

ke

A LAE A send-managed-thing-command @5, #REBEGSEEEZENH.
ERRBERGTEEEZENN.

- {#M send-managed-thing-command@ & RERXDRBER S

send-managed-thing-command £i4i

json=$(jq -cr '.|e@json') <<EOF
[

"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/0ff",

"version": "1",
"actions": [
{
"name": "Toggle",

"parameters": {3}
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EOF
aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(@ Note
WEHIER jqcli £ , BB TLMEEZE@endpointIdF &

5] FE -

"TraceId": TRACE_ID
}

DA
aT)

MEFHMBES , F2H TEES AWS CLI s 58 E P K send-managed-thing-command g

o

BREZIEVHNARE , DRIVRBERTHI.
BEZEWHNERERE

« f{#f get-managed-thing-state® S RBBFVREBERBTRS,

get-managed-thing-state &34l

aws iot-managed-integrations get-managed-thing-state --managed-thing-
id DEVICE_MANAGED_THING_ID

5] FE :
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{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.4",
"properties": [
{
"name": "OnOff",
"value": {
"propertyValue": true,
"lastChangedAt": "2025-06-03T21:50:39.886Z2"
}
}
]
}
]
}
]
}

\

i

MEHMET , F2H TEREH T EPH get-managed-thing-state @5, AWS CLI

SR8 RENTEBRZEWH
Bk SENHLUBREN PIE,
MBR=ZE W4+

« {#H delete-managed-thing Bs S BRI EY .

delete-managed-thing &4l

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

MEFHBES , F2E ZEEESH T B E P W delete-managed-thing AWS CLI @55,
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® Note

MR FEE T DELETE_IN_PROGRESS AR&E , &A% --forceiEiZM MNE delete-
managed-thing@® o

® Note
BN Zwave £E , BFEEHT 2R, BREEARHEN,

BYARZLMEFHVEIIBREEERN

KEFREEENAZERSPEREHEE, EREARTFHREERRRAKTE , EUNRMYBFIERE
REENX UL MNEENEREE,

SEES KIRKE SDK RHBREEEARRBRTNE , BULEEBELLRYH (so) EX
E, BEANZ2RFEELAFRNEARR  AREHATHEKEXEERERE HubOnboarding
B

AP| EE Mt

BB T %secure_storage_cert_handler_interface.hppiE®R , LA THE/EMN API THMER
=

- APl E&

- BETH

AP| %

secure_storage_cert_hander_intexface.hpp AR

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
*
* AMAZON PROPRIETARY/CONFIDENTIAL
*
*

You may not use this file except in compliance with the terms and
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*

conditions set forth in the accompanying LICENSE.txt file.

*

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;
/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP
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BA g Tt

« CERT_TYPE_T - #1E E T REIEHEIEBHE.
- B -RUEPRLHVESBERIRAKARTE.
« Kubernetes - B BIKREMA,
« KX - EZEESIHIEERNKABRE.

- read_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) # ) BN B EFNESZE
WA, LEMXARAEKENEENKARE K ELRBEERES .

- write_permanent_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) €4k A BEHN &
WEBAEBNLE.

ZEgH

BRI EEZEE /N B R (secure_storage_cert_handler_interface.hpp) 258 , LA
B INEREE, ZBLER , fUUECEERREEEAREELAENAETH,

(® Note

Efsecure_storage_cert_handler_interface.hppBLE.,

THE

- BRES
- BERE
- B

» CMakelList.txt

ERER

RS

BVEAFANERER. £EMNBKTEALERERNAMESR  UEERERERESRANR
BERHE,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
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#tdefine IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

¥

Il

L)

ELEREZNFEFR SR src/stub_secure_storage_cert_handler.cpp.

*

~N

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/
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#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice: :CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

EBEAE PESENEME B src/secure_storage_cert_handler.cppo

#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice: :CertHandler::SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice: :CertHandler::StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)
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# Public Header files. The interface definition must be in top level with exactly

the same name

stay

#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set (PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}

# Set the library output location. Location can be customized but version must
the same
set_target_properties(${PROJECT_NAME} PROPERTIES

LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../lib

VERSION 1.0

SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION lib

install(FILES ${HEADERS}

BEEH
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DESTINATION include/SecureStorageCertHandler

A&

fmEv®k , 888 —{ElibSecureStorageCertHandler.sot A4 EE R R HEBEBAN IR
B, BEXERRNARELERRERE HubOnboarding Z# M EFAHMNERNEME.

e
. EEZE
. ERRLRE

EEZE

- HEFRENFEREIRFES HubOnboarding —# M7EX1ibSecureStorageCertHandler.soE
M A E AT,

« {R#% secure_storage_cert_handler_interface.hppfiB&EH - AEEEER, FIEHM
EEERERBEENILEEESR,

- BERELHHEAVGERNERR. EXLEE
BFlibSecureStorageCertHandler.so , HubOnboarding AIREEEERZBA N ERAK | 4
W libSecureStorageCertHandler.so.1.0, A lddi S RBERNERKYE , IRFTER
M RFERIER

- MREHHARXERFEERNSMEKY , FREFIFHRE HubOnboarding AJFHAY B 8 , fi0

/usr/lib or the iotmi_commonBE &.

ERZEH7

# iot_claim_cert_pathM RKERES iot_claim_pk_path , AEFHEHN
iotmi_config.json &2 SECURE_STORAGE,

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",

"iot_claim_pk_path": "SECURE_STORAGE",

|
2]
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"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"

},

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"

}

}

EEREFEEH (IPC) APIs

RERQPFELOABAATAEAERERATHNEFBBER (IPC) ERERESH1E SDK BA,
P EHABTHEFREEIMEANBIHEN (FEUTHNERERF ) . TEAME , IPCAF
mERMBTRAMBFRILTEEHNADTH. IPC ARFEZEESTIE SDK FHAREREAT
. MEFFMER , F2ERE IPC AF U,

ZERE IPC BF , IotmiLocalControllerClient&iE#t IPC AFBRERNE, BN ERM
B FEi% APIsEREE Agent iy IPC RIREFEF , BIEEEAGDRER., EHEBRE, FTHEEH (4
MEBMREEH ) , UREBSEHEEE,

FE

- 3BE IPC HFi%

« |PC I TH E 2 F A& H

FXE IPC H Fim

IotmiLocalControllerClient BREEREAX IPC APIsHN AR EHR , It NELEEARER D
EEIPCWER. THSEIRPEEHMN APIs,

(® Note
REFEMEHMA IPC AFRNINETH , M3k IPC MARRHELE.

BIERRF BB (IPC) APIs a7
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1.

B3I IPC AF iR

BABFTNEI IPC AP iR , TREAREEER, B LERE
R IotmiLocalControllerClientEHRFERAEBHE , UFTEAERNSE char
*subscriberCtx# A28 , YRIBTCEY IPC AFREES, UTEEI IPC AFImrEH

// Context for subscriber
char subscriberCtx[] = "example_ctx";

// Instantiate the client
IotmiLocalControllerClient lcc(subscriberCtx);

A B8

BAIL IPC AP IR ZB & IPC ARSFMNEH. B IPC ARJ[BREAEAFIRFTENSH4E , A
FingWaZENH. ZEFTRN , BF A registerSubscriber NBWIRHEETRMEH IDs ,
& BETE,

LAF R registerSubscriberHEBHNEZR HEFHIHE

iotmi_statusCode_t registerSubscriber(
std::vector<iotmilpc_eventId_t> eventlds,
SubscribeCallbackFunction cb);

// A basic example of customized subscribe callback, which prints the event ID,
data, and length received
void customizedSubscribeCallback(iotmiIpc_eventId_t event_id, uint32_t length,
const uint8_t *data, void *ctx) {
IOTMI_IPC_LOGI("Received subscribed event id: %d\n"
"length: %d\n"
"data: %s\n",
event_id, length, data);

iotmi_statusCode_t status;
status = lcc.registerSubscriber({IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE},
customerProvidedSubscribeCallback);

status BEXR RRERMF (GIMETRENEEFER ) RERI. WRRERD , EEMRESR
IOTMI_STATUS_OK (= @),
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® Note
IPC EXEEETIFTRTREMNSHHE LIRVREEE :

- BEEFNITRERE LR :5

£ IPC X EIOTMI_IPC_MAX_SUBSCRIBERFEZEHA ,
- EENEHHB LR : 32

£ IPC X EIOTMI_IPC_EVENT_PUBLIC_ENDHEZEA .
- BEFIEREHE—E 2 UTEHHNY , EFESEZTHEREENES,

3. #IPC AFmEREMMRR

IotmilLocalControllerClient BXEFMWERKREBEHITEL , flWHKIL IPC AF R,
SEMETRIE , LARETBregisterSubscriber BN EH., BT LITE IPC AFm ML
EAR R,

status = lcc.connect();

EREEBE R ETEMBRIEIOTMI_STATUS_OKZ B , SEMERREEMWRES
4. BEBTHERNEEREESH
Agent By IPC A ARES AT AR B ar T ia R ME B ARREE R,

AL A EE o
- MWEEXR

R SHERERESE | ABMFLW sendCommandRequestEREMEITEIE, #I0 :

status = lcc.sendCommandRequest(payloadData, iotmiIpcMgr_commandRequestCb,
nullptr);

/**

* @brief method to send local control command

* @param payloadString A pre-defined data format for local command request.

* @param callback a callback function with typedef as PublishCallbackFunction
* @param client_ctx client provided context

* @return

*/
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iotmi_statusCode_t sendCommandRequest(std::string payloadString,
PublishCallbackFunction callback, void *client_ctx);

MEBTHEREINWFEMENR , FBETSER.
Example [E]FF B £

IPC Al RES & B S RS Command received, will send command response
back#s IPC A Fim. WZEILLHEFR% , IPC AF A FE G EESH,

void iotmiIpcMgr_commandRequestCbh(iotmi_statusCode_t ret_status,
void *ret_data, void *ret_client_ctx) {
char* data = NULL;
char *ctx = NULL;

if (ret_status != IOTMI_STATUS_OK)
return;

if (ret_data == NULL) {
IOTMI_IPC_LOGE("error, event data NULL");
return;

if (ret_client_ctx == NULL) {
IOTMI_IPC_LOGE("error, event client ctx NULL");
return;

data = (char *)ret_data;
ctx = (char *)ret_client_ctx;
IOTMI_IPC_LOGI("response received: %s \n", data);

B2sendCommandRequestEREFELL , lbsendDeviceStateQuery B 2EZ AR FH,
HENRBFMAERAR,

status = lcc.sendDeviceStateQuery(payloadData, iotmiIpcMgr_deviceStateQueryCb,
nullptr);
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IPC 47 [H € 2 M A& &

AHEFEREFMARKERANNB T cBEAN IPC MHE , LREEMETHZE IPC APIs AYEE
PIEE, ETHEHH  ARTHEEEREER,

£ IoTManagedIntegrationsDevice-IPCERNEYF , FEX TG SHNEH , UEE REEXA
ATz BEHETER.

typedef enum {

// The async cmd used to send commands from the external component to Agent
IOTMI_IPC_SVC_SEND_REQ_FROM_RE = 32,

// The async cmd used to send device state query from the external component to
Agent

IOTMI_IPC_SVC_SEND_QUERY_FROM_RE = 33,
// ...

} iotmiIpcSvc_cmd_t;

typedef enum {

// Event about device state update from Agent to the component
IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE = 3,
// ...

} iotmilIpc_eventId_t;

wHER

"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{

"id": "1",
"capabilities": [
{
"id": "matter.LevelControl@l.4",
"name": '"Level Control",
"version": "1.0",
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"actions":[

{
"name": "UpdateState",
"parameters": {
"OnLevel": 5,
"DefaultMoveRate": 30
}
}
]
}
]
1]
}
}
e EEER

- MEREAABTHNBTHEREN , REEXSKEEEE COMB ( BAEREERFESR )., 28
BEHTRENEAEANERGSTERAEVNERAR T  RAREGTRE LB, o
TEERKRE REEANINEDE (flufE:R ). DEeEANBT4RIERSERERE o5, W

REBYNARTZN , SRERERZHT. o TEESUFERAEE,

std::string errorResponse = "No valid token for local command, cannot process.";
*ret_buf_len = static_cast<uint32_t>(errorResponse.size());
*ret_buf = new uint8_t[*ret_buf_len];
std: :memcpy(*ret_buf, errorResponse.data(), *ret_buf_len);

ABRAERREREFREEZE REBEENX, FREEHLEM managedThingId , AR KEERX
EOEZEENMRE,

- BHREMREFRSVAECEHEEN managedThingId

"payload": {
"managedThingId": "testManagedThingId"
}
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FMBABER

}

HEERECEER
- MRLBREBREN , REEXSUFERAEO@RE,

Example B %58 K1Y 2% E AR AR [E FE

{
"payload": {
"currentState": "exampleState"
}
}
MR EEARREFRES (19]1111 ﬂﬂizxﬁﬁx‘iﬂﬁ—?—ﬂ\ ERREAS , S5 —@ERRA ) , RE
Example M FE R 25 EARREE FE
{
"payload": {
"response": {
"code": 111,
"message": "errorMessage"
}
}
}
e EE
Example a5+ B EHE X
{
"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"commandReceivedAt": "1684911358.533",
"commandExecutedAt": "1684911360.123",
"managedThingId": <ManagedThingId of the device>,
"nodeId": "1",
"endpoints": [{
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Ilidll: II1II’
"capabilities": [
{

"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1.0",
"actions":[

{}
]
}
]
1]
}
}
BHEH4
Example BAHE 4%
{
"payload": {
"hasState": "true"
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id". "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/Off",
"version": "1.0",
"properties":[
{
"name": "OnOff",
"value": true
}
]
}
]
1]
}
}
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Hub #2 4l

Hub IR S ERESKIHERE SDK WIEM , £FFEE Hub SDK H#Y MQTTProxy TiE#, Eil
PR BALMERAEREE SOK BEEERE  YEBZERSER P EEH ABREE, F
2 Fl SDK €&+ 4E SDK A UEBNEHRME , F|id A iot-managed-integrations-hub-
control-x.x.Xo

8

. SERGH

- #iK%EE SDK T

- BEIRKE SDK BE

- 510l . BEEES

- XENEH

- XEB¥a

TERMRAF
EERETELY  CEETHES

« EHA Hub SDK 0.4.0 k=R B # AR A< A&,
- & THRHRANEREESE SDK AWS Management Console,
- FEPFIELEHTH MQTT RETH | 0.5.0 IRFEIARAE,

RimdEE SDK it
EE

ﬁ\;\:

fERZEE SDK EA TSI TH

- ERHEENEABELES
- EREREEEER

MR Hub SDK EEMARFNERER , AHEBRFE T TH

- EE
- PKCS THE

Hub |
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- ERREER
« MQTT REREX

B34

1. &

2 SDK &

BEMEANEXRELSTWERREERE C EXK.

2. EBREREEKIKEE SDK FHER , KA

a.

REZERE

ﬂl
%iTé

1£ Amazon Linux 2023/x86_64 FZEREXHRAEHOEREE, TELENEEHEAM -

dnf install make gcc gcc-c++ cmake

B ER TR RS [ P B B

EFEFEEEMNRECH , BETHE AP HHEEAN. LEHIFER On/Off #EF OnOff BHER
BHEEERE, WFE AP FHEH , 5528 KM C-Function APls,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{

struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
RX XE Ui M1 3 422 188 B [0 WY B B
BERBc®R  FEURNLZMENEF, STRIELETR !

i BUEEREEN
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i. ABREXENSEZEEBEALCNERE
ii. RERMILFMZENERSE

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
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.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)

{

struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,

};
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

gHl - BEP RS

Hub ##|1ER Hub SDK E#/ — %0, FHEZE FEHEFERL , iot-managed-integrations-
hub-control-x.x.x¥BEEREHNERE SDK FTRINEXE,

1. BEXABELENERBE example ERIK :

cp codegen/out/* example/dm
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FMBABER

2. HEREBHERSE  FRTTISHS

cd <hub-control-root-folder>

mkdir build

cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

3. FEAFHELA MQTTProxy LT M , 1T HubOnboarding# MQTTProxy st

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

NMFEERRRSERSERER | F2H . EE PSR 5 REERAGEREE SDK

B R ## F&H iot-managed-integrations 2 VB

X By i

THgEA EEBEE N

* iotmi_device_dm_air_purifier_demo
+ iotmi_device_basic_diagnostics

e jotmi_device_dm_camera_demo

x&E¥a

TRETERARTREEZHNFE A

e EERB GCC hAs

X86_64 Linux 10.5.0

Binutils kixZ<

2.37

RREmR , WE

XEHEH
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£ EEES GCC &< Binutils A7~

aarch64 Linux 10.5.0 2.37

FEUHE CloudWatch Logs

Hub SDK 1252 B A C8EINAE, RIBTER , Hub SDK S B EALMERRSE. TIB , B LR
Ei% API RERE BB R ZE CloudWatch Logs , HiE# :

- ERKENEE  ERGFANFTHARUETEIEXAKREEE, tREREMFPRAERBF S
MESHE

- WEZEEE  EEBEN BFREEUETREZEH 2. KERRENERARXBERSBHAUEITRA
AE,

- BMASTRNEG  BAROREE SEERFRLE. FE-TESNARTETRARGSER
& B 5
TORIRME

- BEEHEMAEIR, NEFMEER , F2E Hub AR
o B Hub REBEXBEBFRIMBIL, MFEFHMER ,

Eo
FoR RENREZTEES Hub SDK,

?ﬂiﬂ

(® Note
EEEVHEMARE | 552/ PutRuntimelLogConfiguration APl LAER{S £ E H.

/A Warning
B BFEADBRENE, HNERBRREELESNAREMEINNEL,

EQL:E Hub SDK H FVL:\I%E./L.\

FEOY AP SRERE TG B EEAARE | LARREHHE SDK HEFE.

BtA CloudWatch Logs 160
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Example 5] API 553K

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimeLogConfigurations B4

THBHERIRAMN , ATLATE RuntimeLogConfigurations APl FERTE,
LoglLevel
REHTHEERNREKRELEFHR, BIE: DEBUG, ERROR, INFO, WARN
FEEE © WARN ( BZ1THVAHIE )
LogFlushLevel
REVHNERBEFEFAMRAFRNBEEESFR, BYE: DEBUG, ERROR, INFO, WARN
5% : DISABLED

LocalStorelLocation

EBEHTREEMNBFME. F85% : /var/log/awsiotmi
- fEAAP A : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- WIHEE : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log(N &X~#m
HIEF )

LocalStoreFileRotationMaxBytes

EBNNERBREENNE , SBRERSIR,

/A Important
RTEBSRENR , FHEERKNMRIFE 125KB LT, #iB 125 KB W{EHX B ER &,

b

LocalStoreFileRotationMaxFiles,

RE BES B ER AR MIRE R E LR,
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UploadLog

EHEBTEBEMEEEEIR, HFEFEMAE /aws/iotmanagedintegration CloudWatch Logs
B,

JER% : falseo
UploadPeriodMinutes

EEHTREER LERER, R
DeletelLocalStoreAfterUpload

f L ERHERMBR. R true

® Note

MRERES false , LENERSEFHTRSL . /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.uploaded. {uploaded_timestamp}

SER SRt

E2 R LLT CloudWatch Logs &RV &3] -

X EM Zigbee M Z-Wave EEFH

HEEIHEEBRERSAR AR IENTREERKERE., SERSHEMAESISHRE (UGS)XE
ELEER BERE (SS)M .

BRI R HXE Zigbee £iE

Zigbee £ EHFH XERNEE

B2/ 0/ HXE/RGB & OnOff, LevelControl, ColorControl
BEREE OnOff

B2 OnOff

LED R{&E OnOff, LevelControl, ColorControl
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FMBABER

Zigbee B FH
KR

R ER

BB ER
BEMRMR
BEER

BERERR
1 RIANTFERIER
P9 &S A FERS
WK B FERR
EEBRER
BENRERER

b ERRFIH B Z-Wave HE,

Z-Wave £EHFRH

ERRA/MHRLE
ESAE

B EFI2 IR

it

X ENIhEE

OnOff

EiRER. OnOff, FTHEFaR

#8288, FanControl, OnOff, FtEFg%
WindowCovering. OnOff, LevelControl

BooleanState, OnOff, TemperatureMeasurement, Tim
er, SmokeCOAlarm

BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMeasur
ement

X ENIhEE

OnOff, LevelControl
OnOff

OnOff, LevelControl

ElectricalEnergyMeasurement, ElectricalPowerMe
asurement

LevelControl

FBM Zigbee M Z-Wave B HH
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Z-Wave £ B8R X ERNIEE

BHas LevelControl

B{ERIESS BooleanState

P& R PERR BooleanState

WK B HERR BooleanState

BERFERS TemperatureMeasurement
CO Rfess SmokeCOAlarm
EHRRESS SmokeCOAlarm

RS EREHE
Hub SDK BH#ERFE - 8L

FERHEFE® AWS i EERMRTBERTE, EEiWEE DeleteManagedThing FFRE , BF
EXHMETEER

FEEwBE -

« BEERPER AERIRE
- MBRATEAHEEFNER
- ERREUFARREHF WA

il

RIRBIE -

i

- BEREPEMEEBNTIESRER
- B E—{EiRF T2 ENER

EFEREETHIRRATRE FERHE -

- BE PR BEBRS
- ERAFEERRRENPE

BRTEREPE 164
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REFARFRPEAECENEE, 22868 SRERNRKEEENIRSEML,

FORIRF

- BYABBEMANDE, MEHRH , FSE Hub IMARE.

« TEIF /data/aws/iotmi/config/ B9 iotmi_config. jsonfER+ , #:R
iot_provisioning_statef R PROVISIONED,

- R PS2ENKABENE®iotmi_config. jsonFEREEEMNEEH,
« ®&E HubOnboarding. Agent. Provisioner #1 MQTT 2B EREL H1T,
- BREHBRETFEE, £ DeleteManagedThing AP| BERFTE FEEBH#E,

Hub SDK BE&EF
FREBETHSBEHERY
#EEY hub_managed_thing ID

iotmi_config.json EXRARGFHRIZIERESTENZEYNH ID. LBIINFREEZENA , ZE
FAEEE AWS loT SERSIRKEA. SEYH ID EFEHME JSONERN rw (BE ) EEW
managed_thing_id @z T, EE TS FEREPAR :

Ilroll: {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",

"iot_claim_pk_path": "PATH",

"UPC": "UPC",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "SN',
"fp_template_name": "TEMPLATENAME"
},
"rw": {

"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

TORIRE
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}

oA E B AR
FRENIREEAER , XA E—&managed_thing_id#EEE BIT &5 :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

SR AR AR B B
FERENREEAER , WA E—fmanaged_thing_id#EEM #1T &5 :

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

X Zh 1 5k B = 451
PRIESY]
MEBHPENSG TR , FHSETHIEHEE

"Message" : '"Managed Thing resource not found."

A RDIEBM BRI |, iotmi_config. jsonBAIEBETHIEH, R rw EER
£2E iot_provisioning_state MiEAMFEER., FEENTFERTEZH,
iot_provisioning_state #4ZE2 NOT_PROVISIONED.,

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",

"fp_template_name": "test-template"
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},

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}
P ESL]

MRBHPENG TR, RHPSETIEHDE

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

- 8 ProvisioningStatus £ DELETE_IN_PROGRESS , 55&1& Hub £ R H MR,

- 8 ProvisioningStatus X2 DELETE_IN_PROGRESS , A B HN G ESERAETHRH X
B RRAZEESEREZER. EE Hub ERPHIER.

- MRBEKY , BMiotmi_config. jsonERFERSETEHNEFER,

ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"
I

IIIWII : {
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"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

}

(iZH ) #H1f Hub SDK 2 #

/A Important
THIZRHI5 HEFE Hub SDK AMBERMAEASE , IEMREVETHEREFMA
yN: sk
E#FMA

MERBEAKI  BRBIR 3 BEUSEYH (HMEME ) MESHMAREREMA Hub SDK,
Hub EJR
& 28 P NS B B X Th B 3 i BB 2k B

IR GetManagedThing APl FEIUR{EEIManaged Thing resource not foundfAE , B
ERE2iotmi_config. jsonBiR. FSEEHI json BRI K IIZEH,

ERRLRGIFER , F2ERAFMER,

3B AR BEES K B
EfRiotmi_config.jsonKRIERBERK K HMEREEERR. FSHEEH json BRM KXY
ESVR

EERURGDER  FSEATIMER. MR iotmi_config. json MRELEE , BIXEAE

RERER,

2E 1B rh AR S L 1 2 o A SR 2k B
FEHRBIF , iotmi_config.json HREFELENE , BHEARRES ACTIVATED, T
DISCOVERED,

E4E Hub SDK 2 # 168
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EERLERGER , FSRAFIMER. MREHMBRKE , Fiotmi_config. json{hRfEL
B, RIXEEREREE.

RAEBEAR , PAEARRE S DELETE_IN_PROGRESS

HURHP , FiERE  ERSBRIERS S,

BERMRPIPER , FSEERGMER,
568 751/ BR

BEMBRRERDKRETEERBOBRER  FEFTISR, LRFETRSEHRRMESIRE
— 3, EM AR EBARRRFREBE.

EAFHER managed_thing_id# s&F| S8 IY DeleteManagedThing API :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

i W

& , M GetManagedThing API dM#EERE B Managed Thing resource not foundo
EERIERERSMER.

® Note
TEZERALEZE, RATCATREERERNRKEREZBANT -, —KRMS , EEHM
REWERZA , RFRARKEFRIERB L,

B ESER R EEE

/A Important
EEEENXHANEXBRATTRENSEEE, ©TTEER SDK -0 REHIGE.

BABERENFNREEFEERBABELBEINREAC, SERSHNREMANKEEST
#+ Hub SDK HEfEAERERIREEE R,

PIEEBEHT IR
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- BBRE—MEERN APIs , RTEIRKER & EBA G EHEFHRAPIs,
- REFITHRIRESR., SHTIEENERINSRBHTERE,

T EREBRE
TENERERE Zighee PN RBI M, Z-Wave SHABAK N H N KBES BELL,

BABERENFNREBE=FEETH,

« ACS Zigbee DPK : Zigbee Device Porting Kit (DPK) AR R EREEANELRANMR , ®M
BRAENE, EXLE  ETVLREERBRE (HAL) , CRREERAAPIs , LUK T ERKE /Y
Zigbee FIREW L 2B, Zigbee FNEB I EEAR Silicon Labs Zigbee FEAEREEH DPK
AP| B1E,

« ACS Zigbee ¥ : Zigbee REMAZEAHBEREIT. ©EE API REERX , A[ER IPC BER
BFEiRERAERIEM API U, AIPC B4 Zigbee EiE25 M Zigbee R 2B IPC BE, TR
Hipzhae , fINEREEFEFL/ AL HS. ® HAL BEEH | LURMEMA ACS Event Manager #17
EHFEM/EM,

« ACS Zigbee #5238 : Zigbee HIEEREARIBFAMTHERE (ZEHERT , EAEXR
CDMB A1 ) . Zigbee EiZES1Rt—4#H APIs , £t CDMB/Provisioner BB ENHERNEAS
WERBENGER , UEKREBEWEEZ BH.

End-to-end P /T Ei B8 ip & iR A2 EE 4

LT 28I Zigbee RN BB o B RZE A,

LT R\EIB Z-Wave FNE BN G S HREEEH,

BABEREN PN EREENHES

AEIBEfEIotManagedIntegrationsDeviceSDK-Middleware Eh @t HER B ENHE
BEH. UTRURBTFEDERREEBNEH,

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass
|- example-iot-ace-dpk
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FMBABER

|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway
|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

FE
« Zigbee F N EBREXHAS
« Z-Wave PN EERENHHES

Zigbee AN B BENHHE

ATFHR Zigbee BEF N EBBREXRHERM,
FE

* ACS Zigbee DPK

» Silicon Labs Zigbee SDK

+ ACS Zigbee IR
+ ACS Zigbee HE 225

ACS Zigbee DPK

Zigbee DPK HRER B A T ZIE5 61+ 5 H &Y B #%K

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|— |- wifid

|- |- fxnWifiClient
|- |- include
|- zibgee

|- |- include

PN HEEATEAR
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|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include
|- |- zware

Silicon Labs Zigbee SDK

Silicon Labs SDK &8i’~fE IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-z3-gateway ERIEA, Lt ACS Zigbee DPK [& 2 & ¥t Silicon Labs B EHEE,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- |— util

ACS Zigbee BR#E

Zigbee Service BN IE M IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/ ER KA, VEMN srcHM include FERKRTSEL
ACS Zigbee FRIEHEHNFIEER.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c
|- zb_database.c

|- zb_discovery.c
|- zb_log.c

|- zb_main.c

|- zb_region_info.c
|- zb_server.c

|- zb_svc.c
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|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee #1#35

ACS Zigbee EiZ25 IR BN M IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/api ERRRA, LMV EMN
srcHl include FERRTEEE ACS Zigbee EHIZREXERBNAIEESR,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- ace

|- |- zb_adapter.h

|- |- zb_command.h

|- |- zb_network.h
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|- |- zb_types.h
|— |- zb_zcl.h
|- |- zb_zcl_cmd.h

|- |- zb_zcl_color_control.h

|- |- zb_zcl_hvac.h

|— |- zb_zcl_id.h

|- |- zb_zcl_identify.h
|— |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h

|— |- zb_zcl_onoff.h
|— |- zb_zcl_power.h

Z-Wave T EREERE X IEAR

L TR Z-wave 2ZHR N REEXBES.

ES -]
+ ACS Z-Wave DPK

- Silicon Labs ZWare # Zip Gateway

« ACS Z-Wave BR#%
« ACS Z-Wave 38

ACS Z-Wave DPK

Z-Wave DPK fWF2 LBz IotManagedIntegrationsDeviceSDK-Middleware/example-

iot-ace-dpk/example/dpk/ace_hal/zwave ERI KR,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient
|- |- include
|- zibgee

PN HEEATEAR
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|- |- include

|- |- src

|- |- zigbeed

|- |- ember
|- |- include
|- zwave

|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include
|- |- zware

Silicon Labs ZWare 1 Zip Gateway

Silicon BE&ZE ZWare M Zip Gateway HFEXIF R IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway ERIRA, bt ACS Z-Wave DPK [& 2 &%t Z-Wave
C-APIs#l Zip BEEBE.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- [— util

ACS Z-Wave fR%

Z-Wave Service W B MLNA ERKA,
IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/Ltfu B srcHl

include BRIk ESE ACS Z-Wave [RIEHBHNAIBERER,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c
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|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave #2388

ACS Zigbee BB MWRERNB MM IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/ ERER, VB srcHl include ERIK
‘BEE ACS Z-Wave BizSREX EMBEHAMEER.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|- |- zwave_cli.h

|- src

|- |- zwave_cli.yaml

|— |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c

|— |- zwave_cli_main.c

|- |- zwave_cli_net.c

ESPTEREE SDK

THZHENmAPELNPNRERES,
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FE

- £EBWEH (DPK) API S

- BEBENEXGBER

HEBHEEMH (DPK) API S

EERLSEMBLEMKE SDK EBRNEEE | FREMN DPK (EEBEEH ) BSIRMHEE API NME.
SERARBHERR ODMs EERIBH loT Hub EFEAK Zigbee/Z-wave/Wi-Fi & X BH
SDK BEfEiEL APIs,

SEEENERBEL

BRTHNTEE 2, FIEHEfM Device SDK sttt , fliNZ EE S Device Agent MBE A E KB R {F#8S
(CDMB) #BrILAERA , |MEHTEMESH , MEREEBRS.

RN EHENEERLUBAR Zigbee M Z-Wave B Silicon Labs R E4EBER., RPN EHEFERE
#9 Silicon Labs SDK X EBEHF HEDFEHAH Z-Wave M Zigbee & F#H , BITJ A ERETEMIEHNE
MTERASERNEE, CREEXXFEPNERE , AR UAERHOHE LT

B BATE 3K E Zigbee B9 DPK ( £E#H#EEMH ) APlsacehal_zigbee.c , B DPKAPISHZEE
EZER zigbee ERIRA,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|- |- acehal_zigbee.c

|- zigbeed

|- |- CMakelLists.txt

|- |- ember

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- include

|- |- |- zbd_api.h
|— |- |- zbd_callbacks.h
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|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h
|- |- |- zbd_power_settings.h
|- |- |- zbd_zts.h

EAM Z-Wave APIs DPK API AT 3 %l , acehal_zwave.cH DPK APls W2 EZBEEER
zwaved ERXRA,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zwave/

|- CMakelLists.txt

|- include

|— |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|- |- fxnZwaveClient

|- |- |- zwave_client.c

|- |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
|- |- |- zwaved_ctrl_api.h

|- |- zware

|- |- |- ace_zware_cc_intf.c
|- |- |- ace_zware_common_utils.c
|- |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

|- |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

HMAEETEME SDK B/ DPK BWWREE , UEAMNEXSEEE, TETHMEMESH , FEXE
T EK S SDK :

1. B AR RS SDK R AR FERNFEE SDKo.
2. RIBF M SDK BEPNEEE DPK ( ZEBHEEH ) APIs,
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ZERES ¥imEE SDK

BE loT ¥4 , S EENLBEERETERS , UEBR—HNEFHIAAREGT. KiKEE SDK 5
FHEEIRES  WREFAZEFEETHNELERE , UKRE AWS loT Core Fl AWS loT £EE
HHRLER, & TRENRENEREE SDK AWS Management Console

FEERANAEIRPEELEREKE SDK. REARE. THANEESSR , LRKEESNEE.
e

- HEREREE SDK?

- KRimEE SDK B TH

- fEE

« Over-the-AirE#i

- EREARABELS

- {KBg C-Function APIs

- BEESTNYENKRESD

- FRREAKEREE SDK

fTERFERIEE SDK?

TEREREE SDK?

#KimkE SDK 2 RZENRER, BEXENTENES AWS loT, REEHFERERZRIVREMT
&, IXEEERIE 512 KB RAM Ml 4 MB fREIFEREBHEE , HIMERHER Linux MENEER R
(RTOS) L#THBEMAMZRIFLER. £ AWS loT EEFERE THREHMANBEREE SDK,

B U

SDK #&7THARERBAN MQTT REEX., ARNCEEENTIEKEEER  URZTEES Data
Model Handler, EXTHTHEENE , ERERSEESCHREHRTZSNEREINEBLERHE
=

N

\

MEFHFANRNER , FSE K2 E.
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https://console.aws.amazon.com/iot

HWZEES AWS loT Device Management HEABEE
RimsE B SDK 2B T

AER AR REE SDK BN H 4 M EERAVERE C-Functions EB), TEIFREA SDK REF AV
DR EBR.

RimdEE SDK Tt
RIREE SDK RBTSELTH , ANSERSYREERS -
HEE

ESERAERTRIEEER , 2FARLTE MQTT BANEERENALE LS, SEB3AER
SELHNEBHRIERASCHEILEENER.

MQTT RERR
FERREHTHEN C AFGREXEETE MQTT ER. I ESEFERESHTHREPNG ST
B, UREEEIREENARETIK)D,. ALLEBZTERSKAMTEREE,

EBREEER

BEZEHE Z2EAERANERIFHover-the-air(OTA) Efff. WAERESEEME S
HEENHREBERN,

ERERREREN

4

A NEEERERENR K EZEESEEM C-Functions AWSZ EIZRE, WHEFMENR ,
2/ GitHub LW EIEXH,

FEiB PKCS #11 AP| EEZRmERE  ARIEERZTSEEAMNEBEE , H20 corePKCS11,
It APl &7 TLS EZF R EEIE Provisionee #1 MQTT Agent 2 st HY B E R 4E,

hEE

MEERZERSH M , TREGTRAKENME. BRMRE K LUlRLHMREE. RBEHS
BUYRBHEMENER  HTISRHSTEESCERMESNRERINILELHR. ELHNEMERE
FERSEARFELENHERER , EUNERHESE.

ES- ]
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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- HEETHERRE

- REREEH

- EMMBTIRE

- BNWHERER

- BUZEYH

- SDK £/ #& Wi-Fi fi2

g & TERRE

hEFREEERVNRERETHRE. &F
F-REBEEERE , fi2E :

=k

mER , PINBRTIRE., MEREENZENH. &

[l ==
EE

kg

1. EAE EREZERRWE
2. & %ﬁﬁﬂ%ﬁ@ﬂ%ﬁ“%é«z 2%
3. BRELMBAFHKABENLEER
4. BEFEAKABEENMER
5. RREBRERIKHE LEEZERS

RpRE  LEELSEERSERABN. HREASHHUERGREIBRA
RERREEH
EEHBERRE T AWS BAEH -

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

Eaua=HP

EERREFFEA RegisterCustomEndpoint APl 5% , Adevice-to-cloudi@AZE M BT i 2.

aws iot-managed-integrations register-custom-endpoint
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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(=] FE £ 51

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

(® Note

FRORE MU IR EMESE, FH GetCustomEndpoint API EEIHEE .
MEFHMEN , F2H ( ZEES API BE1E™M) PH GetCustomEndpoint API F
RegisterCustomEndpoint API,

B ERER

BUMERERE K UEREHWHRBEMESZ. EERREFHIT CreateProvisioningProfile API , L&
EELERIFNLESRETEEIIRE -

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

(=] FE €551

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
profile/PROFILE_NAME",

"ClaimCertificate":"string",

"ClaimCertificatePrivateKey":"string",

"Name" :"ProfileName",

"ProvisioningType":"FLEET_PROVISIONING"}

BT LLEYE corePKCS11 FAMKRTENE (PAL) , = corePKCS11 B E BB H B4 EL

Fl. corePKCS11 PAL BEZFENARMEFRESBENLESBNMNE, FHILINEE  BAlELH
EREBNALESRINER, EUUSAELBNERERNEEELZEHE (HSM) EENFAER
(TPM) L,

BYXENH

£/ CreateManagedThing AP| B S EBASERIMENEE., BELENFHE (SN) NBEAERNKTE
(UPC) :

i
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

AT EERE) API B FE,

{
"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-

thing/59d3c90c55c4491192d841879192d33f",
"CreatedAt":1.730960226491E9,
"Id":"59d3c90c55¢c4491192d841879192d33f"

APl EEEITTARMERTNZIEYH ID. LFBREKERFHR (SN) MEAEMNR (UPC) , BER
REMEXZ BEERENZENHET. XISEEEUTIINER

/**
* @brief Device info structure.
*/

typedef struct iotmiDev_DeviceInfo

{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U ];
} iotmiDev_DeviceInfo_t;

SDK & Wi-Fi fin &

KEREHNERS RUEFHEEACHNER Wi-Fi MEERHK , AREBMRE Wi-Fi 2AER, Wi-
Fi 2RSS REASAITBRAREN, EWZEST BLE) ERNEMEBEABE , ALt Ehn
HERERFH Wi-Fi EAEE

RimHEE SDK I A E S EEE Wi-Fi HERK , BEEEALUERE Wi-Fi #8858,
KE S MEME
FRMES K BREAETVUEAKRESHERGER —BE K LFEASERAHETHMR.

AR ACESREEREFIEBAFL ID <common name>“_"<serial number>
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= ab
S EVHIhEE

HEERRSIEYHIE  REEYRELEEZERS, crEEAEXNEM RIEEFEEIEE, &
B, Hft Web AFIRMRIEAILAER MQTT MFESE MQTT EEREFH 8L , SifEA REST API RE
T HTTP,

Over-the-AirE 1
OTA B8 #H

Over-the-Air(OTA) EfEF S REBE T4 —EEE , KHREFRAEENEE, T BERHANAE
BFERFEE SDK, & SDK F ez BN BB REE OTA EFE K.

OTA EFRBEE Ttk

- BF BERNXM4LEE S3 FFFE , WEB API MBI EH
- OTABR% : BEEKEY, BENEE

- AWS loT 1% : EBAEBHATHRNELE

« #£E : FH Harmony SDK EWRHNEREH

T RAR

B OTA F# 281 , BAERRE T 5 ERGH

% E Amazon S3 ZH

EEZ/MA OTA B , BAEREHE XM LEZE Amazon S3 FEEEHE , XREEENFEETT :

1. #& OTA £ LEZE S3 f1FETEE
2. #7118 Amazon S3 RFITFRBER , RIS ERSHEE XMW FEUE -

{
"Version": "2012-10-17",
"Statement": [

{

ZEYH IR 184
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"Sid": "PolicyForS3JobDocument",

"Effect": "Allow",

"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"

},

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"

E #EOver-the-Air(OTA) £7%
BENEFERNEBEEERAE , BAEBMESREY OTA 4% :
— Rt OTA EEH

— R OTA EHBEHIT OTA B B EiFAEEE (ManagedThings), B—R&ZZ A LAFTE 100
BEE, ITEREFEAEGHERS AWS loT WIE  BRHESIERASHRE,

EA T 5 EHIRE Y — IR 1% OTA 275

aws iotmanagedintegrations create-ota-task \

--description "One-time OTA update" \

--s3-url "s3://test-job-document-bucket/ota-job-document.json" \

--protocol HTTP \

--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \

--ota-type ONE_TIME \

--client-token "foo" \

--tags '{"keyl":"foo", "key2":"foo"}'

& OTA ETEH

OTA (Over-the-Air) A THERB U RERBIEEEM , FAEEHEERS| AWS loT I , ER#H
ETEEBCHRE  SHBENSEBILENRE, BB OTATKEERAEHFTE , MIERSEEE, TS

E{EOver-the-Air(OTA) {£5% 185
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ERRGNTERERSET OTA EH , YASKEENTHEI RS AFNVEREEFEHE
#

RRE STIR R
HEMFHE OTA IRzl , FRTR T FIFRFHF

1. BERY CreateManagedThing AP| S {TH B E R E L ZEWH.
2. BPBERBUFEEZIEYH , IETEHBEEHTE,

ManagedThing f##/ UpdateManagedThing AP| #$ B M E R HEE -

aws iotmanagedintegrations update-managed-thing \
--managed-thing-id "YOUR_MANAGED_THING_ID" \

--meta-data '{"owner":"managedintegrations","version":"1.0"}"

EA T A SHIRE N ER OTA 155

aws iotmanagedintegrations create-ota-task \
--description "Continuous OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--ota-mechanism PUSH \
--ota-type CONTINUOUS \
--client-token "foo" \
--ota-target-query-string "attributes.owner=managedintegrations" \
--tags '{"keyl":"foo", "key2":"foo"}'

TR OTA TR
8 OTA EMTERBER T FILZER

1. A LAEA UpdateManagedThing APl EXEE BN S EYH,
2. FAURKRERERMEREENERFHEY OTA £5%,

3. OTA fR# AWS loT Core BRZFEHBME PEVBREYHEHE
4. loT EBEEANNRELHMITEN
5

BT LAEIB ListOtaTaskExecutions AP ES32 i E | HiEIR Kinesis BREE OTA BAl ( IR
A)o
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListOtaTaskExecutions.html

&

IZEES AWS loT Device Management HEABEE

TEESOTAM loT FHZBENER

ZEES OTAM loT ABZEANEXER ERBHHRAME B, SEES OTA RHE—RBHER
BER, DERZRB AN E M,

ZERS OTASEBHITHVRE

- BREVIGEHAEY REBENEHARGBEESE AWS loT Core ¥4 FHHE,

- BEMI . BEHFE (EH : attributes.owner=managedintegrations) it B EERAE
BB &,

- IRIEES : £ AWS loT Core loT Jobs # Fleet Indexing BR#% 2 B E4&1H 53
- EHBHEE RERBRIIFTERNEME OTA TERE.

MI OTA SERR T & :

o £ PEMNYIMHEE AWS IoT Core,
- BV ERE,
® Eﬁ loT 1%3%0

BEES OTASRBENEAFTHFEADBREEE=(BRE. BBREFESLBFMHNEE., EEREN
IOT'fEi§, URBHATEN OTA TERRE K MAZTELREZEZE AWS REEE,

OTA EH#ERERTE
WAL OTA EFTHARRE | DRGNS ERKERIIEE, REP KRG , SIREERE,
#if5l : CreateOtaTaskConfiguration

£ T 5 HIRE OTA EFHHAERE

aws iotmanagedintegrations create-ota-task-configuration \
--description "OTA configuration" \
--name "MyOtaConfig" \
--push-config '{
"AbortConfig": {
"AbortConfigCriterialist": [
{
"Action": "CANCEL",
"FailureType": "FAILED",

OTA Fi5HHAEERE 187
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"MinNumberOfExecutedThings": 1,
"ThresholdPercentage": 90.0

]

},
"RolloutConfig": {

"ExponentialRolloutRate": {
"BaseRatePerMinute": 1,
"IncrementFactor": 3.0,
"RateIncreaseCriteria": {

"numberOfNotifiedThings": 1
}
},
"MaximumPerMinute": 1
},
"TimeoutConfig": {

"InProgressTimeoutInMinutes": 100

}
'\

--client-token "foo"

BYARER  SE8WEIFEECreateOtaTaskiERtaskConfigurationId#y AR HABEEE !

aws iotmanagedintegrations create-ota-task \
--description "OTA with configuration" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \
--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--task-configuration-id "ae4f49352c5443369f43ad6c3a7f1580" \
--ota-scheduling-config '{
"EndBehavior": "STOP_ROLLOUT",
"EndTime": "2024-10-23T17:00",
"StartTime": "2024-10-20T17:00"
'\
--ota-task-execution-retry-config '{
"RetryConfigCriteria": [
{

AR EERZE OTA 158
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"FailureType": "FAILED",
"MinNumberOfRetries": 1

]

A
__tags 1 {Ilkeylll : Ilfooll’ Ilkey2|| : II-FOOII}I

BB OTABA

IERLAE FAMET R 5 A REEE OTA B

%18 Kinesis Data Streams {83% J& &1

A OTA BAI , EMREEHEEBHIAE
EE

£ F ListOtaTaskExecutions API # 1T E5 3%
WA LAE R ListOtaTaskExecutions APl RFEBIREZ EYHH OTA EFREE -

aws iotmanagedintegrations list-ota-task-executions \

--task-id "task-123456789" \
--max-results 25

Bl fE R KB EZ T FRNFEAITRE

"taskExecutionSummaries": [
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567890,
"queuedAt": 1634567800,
"startedAt": 1634567830,
"status": "SUCCEEDED",
"retryAttempt": 0

},

"managedThingId": "device-001"

},
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567920,

&Y Kinesis B, EAZEEERFTHREREE

)

HEIREE

Bt OTA BA
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListOtaTaskExecutions.html
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"queuedAt": 1634567800,
"startedAt": 1634567840,
"status": "IN_PROGRESS",
"retryAttempt": 0

},
"managedThingId": "device-002"

}

15
"nextToken": "NEXT_TOKEN"

}
Lt API I RIEHEEVSE OTA R HHNSEZEWHNFANTIRE , S FERBBEN B aTRE.

R

EREY OTA %K  ABEREEXAEELNEE LT TSR, EERTHE , EEEB MQTT
A RIERE XA

1. 5TE MQTT BAEE,

2. $HHEFEMEF ML StartNextPendingJobExecution APl
3. BT AMNER

4. RBEENREEEEN.

EAEBEERS  EARK TN ETDRREBE  EREISTH RS,
BfF OTA RERER

ERREREERSWRIEBX4E  EXABEBCH OTARERER , LEBEH XS, THEHRILH
TEALRERE, OTAREERXZEEHTTISER

1. #18 Amazon S3 URLsZI#TER S04

EIR HTTP THABEH.

MBS,

LRHEOHMBHER.

iotmi\_JobsHandler\_updateJobStatus fEf SUCCESSEX FAILED ARREFEY ,

o ~ @D

ERNEBNINTENR OTA BER , XEMFIRES B iotmi\_JobsHandler
\_updateJobStatus API JobSucceeded3R¥R & K I EF
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/**
* @brief Enumeration of possible job statuses.
*/
typedef enum{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailsLength Length of the status details string. Set to 0 if
“statusDetails”™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
jotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );

EREEENIBELRS

THRNAREXBELESANERRE, EENEXRTARFICMERFIEERMEE 2 B
HERMEE,

EXRREFESERANEY CEARENERREEANEABELTR, THXERARABELS
MITERE,

ES- |

ENRLEABELE o
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- EXBELERER
- RIBRTE

- EARENEXR

BABELERER

EAGELSNSR=ZEETEHAEIL C KRR : Zigbee Cluster Library (ZCL) ERFANBEER
B (matter IR ) AWSEE, REELXEEN Python AHER | UREZEABEBEN Jinja2 &
X, EEEHE , Python ABEXSZEBHELEERTER, REEMAREARERNER , UAREX
{LEBREFNEF , REBEEHN matter BZ,

TERAEY C REERNEXNRELSS.

#RimgtE SDK ‘@& W fEconnectedhomeip®EXRcodegen.pyF A B Python SBERF Jinja2 &,
HEEERBEEN matter ERBWA , AEEEEELEZE CER.

THFEERPABLER,
« Python #MEFES

- Jinja2 #A

- (OER ) HIIEBHER

Python ABER

BXBELS codegen. pyZIHT .matter R , WA ERAMA Python M4 EEEABER. sEHE
NERERiotmi_data_model.pyFEEEELER A AFEARENELEZRE, FAEREDE

1. Frig MLt BB E Fcodegen. py , Hlin£EEa
2. HERBERHTHESRF , LRI ERNERIEF

@ Note
hEREFRAEKRAERMAGMECRESR , BRERBIEF AT,
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Jinja2 &i4x

HRingEE SDK RHEHEAEREREEE X FKRE C-Functions £ F3ITiEM Jinja2 &<,

Jinja2 &2

PN EENRIR st

cluster.h.jinja iotmi_device_<clus B C MBUREER,
ter>.h

cluster.c.jinja iotmi_device_<clus FERAEMMEREEEXNEEMN
ter>.c = [ I B B S 1R

cluster_type_helpe iotmi_device_type_ ERERERNREFRE,

rs.h.jinja helpers_<cluster>.h

cluster_type_helpe iotmi_device_type_ EERERTEYE, HEE.

rs.c.jinja helpers_<cluster>.c EENEBNEREREEHE

B,

iot_device_dm_type iotmi_device_dm_ty ERLFHEREREN C ERE

s.h.jinja pes.h #,

iot_device_type_he iotmi_device_type_ EETIHIRIEN C EREE,

lpers_global.h.jin helpers_global.h

ja

iot_device_type_he iotmi_device_type_ ELEEERER  SIEAMK

lpers_global.c.jin helpers_global.c B, BY, FTHH FH &

ja fEE, FENGEE,

(ER ) Bl

RIREE SDK S TRENEABEAEFHEAITABER, EVELfNEENREHBEMREEE
FHER, BETHBRAEEAEIAE Edevice-to-cloudThEE,

NEZERSERNRENFRENR  SFERN. BRANTER  F2H ERCERED,

£/ codegen.pyTEEX B EBHIAN C REER , TR :
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® Note
BEBITEEZFETI=BAERNHEEESE D,

« BIUISONBRA WEFTRBER  RUBENRTE , NETIHRERE , WEERPFEIHIVEFT
B, HHERMMN codegen/custom_schemas/custom.SimpleLighting@l.@o

- UG EHEETEBERERERNXMLIERNEIL ZCL (Zighee BERRE ) EREXR.
£/ ZAP TE# ZCL XML EL BN EIE IDL ER, SEHIERMM codegen/zcl/
custom.SimpleLighting.xml,

« ZAP TEM#EHE A , Matter IDL File (.matter) ¥ EREEMWBITEBIHRAEENSEE
%, iE2codegen.pyTEBKRIFHE SDK ELE C RKEERMNB A, EHERMNMN codegen/
matter_files/custom-light.matter,

MBNARETSERAEHENBATRABEL TERERNIMRT B2 ELEBNER
.
IRIBERE

TR EBIRIBE LA E A codegen. pyERIBELESR.
*RE
- SRS

- RELHNRE

JoIRIRAF
ERERF A, FRETIER

. Git
« Python 3.10 REFARA
« Poetry 1.2.0 SiE R

RIEEBHIRER

ER TR FERRRER/ER codegen.py BXIBELESRS.
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1. #® TERFRANEREE SDK AWS Management Console,
2. R Python }RiE, Codegen BERE I python BHER | WFH Poetry ETHKMEEE,

£ codegenB 8&H FF poetry TR ERBMKM :

poetry run poetry install --no-root

3. WRELHRTE.

a. EHEFEFEconnectedhomeipE, EFEAMMN connectedhomeip/scripts/ ERl®K A
Mcodegen.pyETIBRELRENR, MFFMEA , FF2E GitHub £AYELRhomeip.
GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. 7£EdIoT-managed-integrations-End-Device-SDK BERRHEENEBHRER S, EH
ERREBEFETIEE .

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

(® Note
BAFEERERR &R,

EERENENR

FH SEESENABELTE  ACNEEREI BT C BXXiE, ANEERBM{THE SDK FERT Ay £ 542
ERCACHRRELERE, TRNTEAELESE, TRIERERS  URRIGALEER
REXE.
&
o SEIRRM
« EAHE] matter ERNERTE

- BEXBEETITERE

EERENREXB 195
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FMBABER

T IRAR
1. Python 3.10 S E # kR4S,

2. i EERBH matter BRMAR. KindEE SDK £ HiRMEmEEIFI#ERcodgen/
matter_files folder :

* custom-air-purifier.matter

* aws_camera.matter

(® Note
ELHEfEReELETHEARXERENENR.

EEREXT

BTk S AR HERRDEERNR !

bash ./gen-data-model-api.sh

EAEBET matter ERENERTE
EEELHRTE matterBENERBERIEMEBECH .matter B8R | FHITTIES.
EA B matter EEMNERE

1. ({HEH matter R
2. HITEEDD

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

(1BR ) EABERRHEHREERENTR

1. L JSON X EfHERMN BTEEER
2. HITEESDD:

EERENREXB
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./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

RS EARETHEEN natteriBEREMBCERNE

 codegen.py R B ConnectedHomelP X
« Python MBI A codegen/py_scripts/iotmi_data_model.py
- ERKFH Jinja2 A codegen/py_scripts/templates

ABREASEREBEE Jinja2 BANWEE , RARARELRK CEXBH L. H¥ --formatFF
2 Clang BXAEAEZEENERR,

BABELETERE

EARELEEFEFALAENEENER WHABEHEFRER matter EREREBtopsort.py. &
AR ERER R HA KRN ERER.

i

A&, BTG matter IERBKER Python AHEXNREES , LEDRMEXCLENER. &E
TCEEHM Jinja2 SIABAREM &K C EXHE@H,

L TEREBETHERRE matter ERNEEREFRERERARZIERSRRESNYREM CERX
o

{KF C-Function APIs

£ AR AP C-Function APIs , ISENEBREEARERIERSRARS, FHRHAWS &
BHERRSERETAN AP BE , UEARENKERERRES, 7THIAEFDTERE, HHE
. BHABMEEE K URARERIHEMES

FE AP THEHE

1. BENSSHETREEESES
2. BN BRHTHE

3. BHSFEBEAEE

4. BEAMEE

{EB& C-Function APls o7
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BBEFEEL APIs , BTN ERENERRFRE SERSERDECHEUFE  BABRNEAN

T —E&iIFREBONOffE & AP,
OnOff & API
OnOff xml BEXEELBMMNGT S : -

- B

* OnOff (boolean)

* GlobalSceneControl (boolean)

e OnTime (intl6u)

« OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
wme

« Off : () -> Status

* On : () -> Status

« Toggle : () -> Status

« OffWithEffect : (EffectIdentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

e OnWithRecallGlobalScene : () -> Status

* OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffwWaitTime: intl6u) -> Status

HREEGS , BRARM 1 1 RENREER , BLARBEEE,

BUHMSTHAMEQRREEUEREGREN C BEPER,
g5 C &8

struct iotmiDev_clusterOnOff

{
/*
- Each attribute has a getter callback if it's readable

- Each attribute has a setter callback if it's writable
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The type of ‘value' are derived according to the data type of
the attribute.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported attributes, just leave them as NULL.

*

/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

- Each command has a command callback

- If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

- ‘user’ 1is the pointer passed during an endpoint setup
- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

13
BRT CHBZHN  EEAFEBHEZBMEFREHEL

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintlé_t
newValue, bool immediate);

EUBREHRBEAFEEERENSHER. ARONOFBEERERTMAEH , A TER
HCameraAvStreamManagement# S/ &I,

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
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derived from the event definition in the cluster.
*/
void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BEEE LA —EEMRE.

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);

BEEEMHNBNEAEEESEEZEFRE

ZEESTHYRNEERS
AHRE C-Function BIEWAE , UREBRSERAREDEZBHED.
*H

- RERKBT

- REREERNEH

REERG T

EiR T REMGREE SDK & et AN EBAEE, THEEMER T a6 It BB 5 RUE Y &

MQTT A FimiZEWES I IR E Data Model Handler

EEREXERRWOR , MQTT AFREKE JSON BXNZEREAR. AR, TERAEEER
BERREEEREN, Sl , RREVEEAZERSRABER, FEEAXEOnOfEEAT IR
#1, EILERT  ESEEHTURBELR K SEESSEB MQTT #FREEERE , EXT
CREERE# LUABBGS.

ERRAREEASHRELFREI W HEH
EREREEENX S JSON BFR, NMRBREEEBHESREE , Data Model Handler &5 i

o WKFIUABENENRE, fliin, #8808 RT ,  Data Model Handler W Z| MQTT A
B, cEREEONOFEEFRERZ On S HENENEKEZE A 2 endpoint#1 L&,
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BEEERXM C-Function BEHIT ©vH

Data Model Handler & MIU$XE LI AR EE B FEE., A% , C-Function B IU¥ FER G
HERIEHIERER  WEERTER. flm, £EENERT , Data Model Handler & 04 [5] i
HBUFHRBTER. TR EESRRER.

Data Model Handler B #11T# 2

HUFFEEHEREE K EREREEEASSHERAR. A%, ©8LL JSON KA HECDE | I
5 MQTT HF RS RBGEZSERSE R, MRERE , BEHHN MQTT AR B SR MK
S RREANER,

BREAKERNEH
RSB RN Bt EHAEREE SDK B TheEc BN EBREE, T5IEERBENMETT,
4B /X EHE Data Model Handler

BEBMEBEREHE  fINERE FHIXERIZEE | C-Function BEESELERKERNEHBE
SR R E AR E |, A EHEIEZE Data Model Handlers

EREAREEXBERA

EREAREEASRERIINEAN  WAEHERES AWS ERHER,
ERREREEAERENRMES R

BERREEERARESEA MQTT PR , BAEERNEHRHEZERSER.

BIAE R REE SDK

AR TALZER | £ Linux RE LHITHERKE SDK, AHE5IBRTHRERE. WKARE, B
HEEENRRERE,

/A Important

examples B&HHPNREEARIAREE PHFAHRE (PAL) platform/posix BHEEM
2E, BOTLEERETRFERIELER,

AFERRETIREFNSESR  URARESERAETEENRERS.

REAEERNWEH 201



K ZEES AWS loT Device Management HEABEE

BEHEREKE SDK

1. E%%E Amazon EC2 #1T{E 8

& A AWS Management Console 3¢ {#H Amazon Linux AMI BX&) Amazon EC2 #1TE&&.
i82 [ (Amazon Elastic Container Registry £ & 1§F) R Amazon EC2 AF3, https://
docs.aws.amazon.com/AmazonECR/latest/userguide/

2. WREEERE

£ Amazon Linux 2023/x86_64 L ZERXNIBMALNFAREM, ZRELENEEMRMKMY

dnf install make gcc gcc-c++ cmake
3. (ER) REMER
RimEE SOK B HERERAEER. WRFERA Amazon EC2 , FF7EEILL TR,

MREEFEREFIEARIN ZAIAREM Amazon EC2 , BHRILAE L EENEBERETAN
Wi-Fi #85% . B ME 28 5T RMRREE !

/* Provisioning the device PKCS11l with claim credential. */
status = deviceCredentialProvisioning();

® Note
ERAEZEMEETRIENLEES K RARBEE.

example/project_name/device_config.sh A TIIHESHEREEESR

MESE
E£2¥ iR WER S L E R
IOTMI_ROO B CA BRER., AT LARAWS loT Core B A BT
T_CA_PATH BHHTH Amazon & CA BREE
THLER,
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FMBABER

EE£SH

IOTMI_CLA
IM_CERTIF
ICATE_PATH

IOTMI_CLA
IM_PRIVAT
E_KEY_PATH

IOTMI_MAN
AGEDINTEG
RATIONS_ENDPOINT

IOTMI_MAN
AGEDINTEG
RATIONS_E
NDPOINT_PORT

BESHITREEAERN

(R
i
=

EEBRERNREE.

TEESHIRE URL.

ZERSIRMNERRR
&

WATEN S L E A

HENBEERRENLESR B
H CreateProvisioningProfile APl 231
RETER, MERE , BBEEYT
ERER,

EENSZEESHE , BEH
RegisterCustomEndpoint APl, #1ZE
REA , FEBREME .

RIETERR | 1E21E 8883 A MQTT
BT BIIRIE, EIEIE 443 BEFRE
AEBEFANERAREEABER
% (ALPN) TLS ZE{4,

REREWME Linux REEAER  BENZEBEBIRNZRFR , MEEHER CMake AR

E%I Lo

a. BEZ%

FHERER

EEEENMTERARN  FRT TS :

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build
>cd build
>cmake ..
>cmake —build .

>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

B RER/ER RTC THRERZHBRNSZREENER

THEETEREZITR PRENRR,

B EEPE C-Functions, TEH

R ERRFREE SDK
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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REERAEANENE L

[2406832727]1[MAIN][INFO] ======= Device initialization and WIFI provisioning

[2406832728][MAIN][INFO] fleetProvisioningTemplateName: XXXXXXXXXXX
[2406832728] [MAIN][INFO] managedintegrationsEndpoint: XXXXXXXXX.account-prefix-
ats.iot.region.amazonaws.com

[2406832728][MAIN][INFO] pDeviceSerialNumber: XXXXXXXXXXXX

[2406832728] [MAIN]J[INFO] universalProductCode: XXXXXXXXXXXX
[2406832728][MAIN][INFO] rootCertificatePath: XXXXXXXXX
[2406832728][MAIN][INFO] pClaimCertificatePath: XXXXXXXX

[2406832728] [MAIN][INFO] pClaimKeyPath: XXXXXXXXXXXXXXXXX
[2406832728]1[MAIN][INFO] deviceInfo.serialNumber XXXXXXXXXXXX
[2406832728][MAIN][INFO] deviceInfo.universalProductCode XXXXXXXXXXXXXXX
[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.
[2406832728] [MAIN][INFQ] ============= Start certificate provisioning

[2406832728][PKCS11][INFO] ======== Loading Root CA and claim credentials
through PKCS#11 interface ========

[2406832728] [PKCS11][INFO] Writing certificate into label "Root Cert".
[2406832728][PKCS11][INFO] Creating a 0x1 type object.

[2406832728] [PKCS11][INFO] Writing certificate into label "Claim Cert".
[2406832728][PKCS11][INFO] Creating a 0x1 type object.

[2406832728] [PKCS11][INFO] Creating a ©@x3 type object.
[2406832728][MAIN][INFQ] ======== Fleet-provisioning-by-Claim ========
[2025-01-02 ©01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com
[2025-01-02 01:43:11.405119166][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:11.844812513][iotmi_device_sdkLog][INFO] [2406833168]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.844842576][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©01:43:11.844852105][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©01:43:12.296421687][iotmi_device_sdkLog][INFO] [2406833620]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:12.296449663][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 ©01:43:12.296458997][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©01:43:12.296467793][iotmi_device_sdkLog][INFO] [2406833620]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:12.296476275][iotmi_device_sdkLog][INFO] MQTT connect with
clean session.
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[2025-01-02 ©01:43:12.296484350][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:13.171056119][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning CreateKeysAndCertificate API.

[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]

[2025-01-02 ©1:43:13.171122834][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:13.171132400][iotmi_device_sdkLog][INFO] Received privatekey
and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 ©01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.
[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog][INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.0.0.9.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
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[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l

[2406840540][Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#1
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#l

[2025-01-02 ©1:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©1:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 01:43:19.938317404][iotmi_device_sdkLog][INFO]

b. FEZFFREAERX

EEEENHMTREARS  FRT TS .

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo

R ERRFREE SDK 206



HWZEES AWS loT Device Management HEABEE

REEHEER 2 FARMEN T I X EEENERZRIFLBREHFEERE C-Functions

ERFCRBHUIENESE

BB #1  EROFCES OnOff
BRE
HEPA B2k EE12
B Y i 8 I B B 4
Imeh #2 - ERmERBRESS ZRmME
—ELRE R &

Formaldehyde £ E &
Pm25 £ E RIS
Pm1 £ ERE

ERMARILESMREPERE

HHEUREBEYERERRAER , EETEANIEERE,
6. REIBR .

REERS KinkE SDK M REHEAREAREEELR Amazon EC2 #{TERE L#T. ERRE
EECHERER LRZNVHERAREN, EBURE , BUNRA SEESRBRIZS AWS
loT EWEE,

a. FREBDTERH

EFEREONRE R , BETH AP FEEAR. LEHIFER On/Off OnOff #EM BHER
PBHIZERE, WFE AP FHER , 55828 1P C-Function APls,

struct DeviceState

{
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struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. FREIREFEMEERETRE
EfREcE  FELRBTEMENETE, TR TIER
. BUKERERIN,
A. TEUAEMEAM SDK BB iotmiDev_Agent_new( )28l , A BIHENRER
o
IBHHRRERE D BB E thingld F clientld 28,
C. fEM iotmiDev_Agent_initDefaultConfig()EHEBAFTI K NNERIKHES
B EREMNTERE,

D. RATER®E , BEM iotmiDev_Agent_free( ) HEENRER, EWHILLEEE
Bk, TRAEAEXGTEEENEREE,

i. REEXENSEREEREADFREER.
ii. FRERMIFMIENES

FH BB iotmiDev_Agent_addEndpoint() , EEE :

A, HE—HIRE D,

Py edn LIRS

e AWS ERERERN RS ERBEHRR,
BuURSC®  FEAEENERSEIMEBREMEBE,

BEEFEMETE/UENDTHEFERE. RREREREATEREEZQW
LATE B < B iR,
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struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOnOff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
};

R ERRFREE SDK 209



K ZEES AWS loT Device Management HEABEE

iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" },
1);
setupOnOff(state);

c. MERAEBKRERENRIEERHF
i. B OTA EAEXA

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{

iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;

// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;
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}

i. WA iotmi_JobsHandler_start U#IB{LEBEEER.
ji. T RZTEESiotmi_JobsHandler_getJobDocument#EEVERE T4,

iv. FINEVBETR R | 557 processOTARE TR BB EET OTA R2ELED
JobSucceeded AR&E,

static void prvJobsHandlerThread( void * pParam )

{

JobsHandlerStatus_t status = JobsHandlerSuccess;

iotmi_JobData_t jobDocument;

iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );
retuzrn;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );
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iotmi_JobsHandler_updateJobStatus( jobDocument.pJobld,
jobDocument.jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );
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HEAE R E SDK BHRERIEHKE

#EfEREE SDK BREIENEREF L, FRRBTISR  SENEEERE AWS loT Device

Management,

THIEFEREE SDK

1. REFEESTEOTHRMRANKIKEE SDK,
2. WRENFENN PXENFEFTESTSE  XENFAE,

|

(@ Note
RIRKE SDK BEEENFA LETRE, HMFa e buERE , B REBHH,

3. K SDKERHEEE (HEE) JENTHEE.
4. ERATIRERREENEERR !

K

- RFRRER
- EEEREK
EEXE
5. EEBEFEHMRE (PAL) Z5, 3

3

BEFENEARIDECHABL. HREadE

. EERGEH
. ERBRE

1% PAL BHEZEHRE

1. ERATEEHPACNTEEREEERIFNE S, fltn , WREFERA FreeRTOS |, FB7FE B
Bé&&platform/freertos,
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Example SDK B $##&#8

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOoH HF O OH OH OHF O OH O H B

2. # POSIX BEBEER (.c M .h) #& posix ERREHIFTHNFEEEHK. SELERRULEEEE
B BB,
- BREREFNRECEREE
- PKCS#11 B1E
o WA ERHSE
- BRRERY
- RREFBBNEREHH
EGE- 3 L]
- RERNENERE
3. £ MBedTLS %7 Transport Layer Security (TLS) & 2 B &%,

- MREEREEET A L SDK RAMBFH MBedTLS RA , FEEARMER POSIX B,
- EATEK TLS IRAE , BAILAGER TCP/IP #E&E/E TLS #HEBH Fimii.

4. HFAEH MbedTLS #HAEEE A9 SDK platform/posix/mbedtls/mbedtls_config.h &K
ETHR. BEEMAMEXERE,

5. SDK k38 coreMQTT HEixE . Hit , EXABEFEATIFBHNRREHTE

typedef struct TransportInterface
{
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TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

MEFME , 5520 FreeRTOS #8h LK Transport Interface X #o

6. (iEH) BAREHAMEH PCKS#11 APl REEBBRFIRIE. corePKCS RIFFHEISTER PKCSH11
B, ARRER. RMERCELEERRPEARENBRES , flNETTEAER
(TPM), FERZLEH (HSM) RELTE .

- £ RBEFEA Linux BREABETEAEHEENE S| PKCS#11 BfEplatform/posix/
corePKCS11-mbedtls,

- £ E1E PKCS#11 PAL layercommonDependencies/core_pkcsll/corePKCS11/source/
include/core_pkcsll.ho

« £ BE Linux R X#Hplatform/posix/corePKCS11-mbedtls/source/
iotmi_pal_PkcsllOperations.co

- £ BEEREERNFBENSHAREplatform/include/iotmi_pal_Nvm.h,
- £ BEEEERERplatform/posix/source/iotmi_pal_Nvm.co

MEFMAOBHERRE |, 5528 FreeRTOS A B IEEF M BHE corePKCS11 2 E,
7. #% SDK RERXEMEELNERERE

REEABEREUBREMEEREENTFRER
- BEIFTAEMMEENT ERER

RIS E T
ZALERARENESEARSRARCNERE, RESATREEMHERREENHER TR,

(® Note
RAZBREERBENS TEREBAEARNK. @fRARNEHRS THERESEE,

1. £ hESREHIEAERexamples/[device_type_sample]s
2. #main.c EREBEB|RALPER |, WHE BHREWBEE main() EE.
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FMBABER

3. RSB T AR Thim e R AR o

FE

- BE . ZENFA
- BE  FWEXR

- BE . EHA API

2%  xENY¥a
THBT SDK ZENTFA.
XETA

L
\/l:l

Linux x86_64
ZHA X
AmebaD

ESP32S3

BE : HHRBER

T&RER SDK WEMER , 2E RAM 2/, ERARARE |, Kig

MB #J ROM ZEf,
RAM Z=
SDK M Tt
EREE SDK &5
FE5% MQTT Agent B 1751

FEEX MQTT Agent EA T3l

e

x86_64

Armv8 (AArch64)
Armv8-M 32 i T

Xtensa LX7 32 {27t

EERIR
Linux
Linux
FreeRTOS

FreeRTOS

KIE SDK AHFFEWN 5 2 10

ZEER (EHNNMTER)

180 KB

480 vt ( AIRRRE )

320 T4 (T
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E )
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2% . BHA API

AERTIBREEMN API B/EBE,

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
iotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
iotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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WEEBSTMWEZLEM AWS loT Device Management

MERZE AWS RESEBEIEF. A AWS BF , BUUZHERNERFOMMEREE  ELEER
ATRERZ2HBEBNFERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- BiRNReM - AWS EEREFHE FHIT AWS BRBHERFRE AWS B, AWS LAERHAR
EHEANEE. FAWS ERAEP , B RBRASEEHNAANBRERMAZLNERME. BET
BERANZERSNERE  F2HEAWS SRFEIN REHE,

- BT el - ENEEEURREMER AWS NIRE, SH4AHHARREE  SFENIRE
. BRRNERMEAEENER.

AXHAIBBE T BMAEER SERSKREAHAREEEE, THEERPUARE SEBSUN
BENZ2REER BT, S THNMEAEME AWS B |, HEEERNRESIERSER.

i

=
EEESTNERRE

EEENSINFIRER

« AWS Secrets Manager iR C2C THERENERHRE

- BEESNERRE

- BEAEVPC hEFEASERS

« B ZE AWS loT Device Management FIPS in B S &R S

KH |MH

ZERSTHNEMRE

AWS HESFEBEAN SEESHHNERIRE AWS loT Device Management, R EFTIR |
AWS ESREHTE WEHERRE AWS Eif, CESHELHERRE LTSS HIEHIRE,
RS EMER AWS R NEZSEARNEETE. NTERBILENGFRET K FSRERE
MEEERBEE, NEEEBNERRENHBENR , F28 AWS KM IFEK LN AWS HENE
{EE A GDPR #EE X E,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECEHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER -
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- SERFHUEFHAZEEZRRE (MFA),
« i SSL/TLS B AWS BERBEA. RPIFEE TLS 1.2 WEZEFEH TLS 1.3

o £/ BE API F{EHEEEIZE 8 AWS CloudTrail, tNEEEEA CloudTrail BHHEEEN AWS SEEIH
B, i 52BAWS CloudTrail  fER&#ER) FHIER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FERERNZELLRE (B0 Amazon Macie) , HBIREFREFFE Amazon S3 BB EHR,

o MREE AWS BB IRMEIN API FEH BEE FIPS 140-3 BB R IGREZEHR , 55EH FIPS
iwE, WMEHE FIPS M FIPS IWwEMNEZHEAEN , FSREB T EFRIEZE (FIPS) 140-3,

Bz 2R CBETEREFNEF B4 ERERNHREN , HEEBEIERKINXFHE
e, FlnE B, ETEELER WZEES AWS loT Device Management , SifEf £1%

A. API AWS CLIZ{ AWS SDKs#y Efth AWS IR i, BEEBINEABRANFRUFEANTEAE
REMARARFERDEBFH. WRERMATRAREN URL , RFAZIERFB NV ERBLHZAR
J|E RN URL I EREEA.

SERSHBEER NS

BIBFER  WEEESEMEMA AWS loT Device Management I £ HEBBEFER.,
NELHEMERE  TARRESERATFNRBER

EFZESM (CMK)

TERAXEMAAHBEFZESR  AUNEY., HANEEELSR. BUUTEEFEL KMS
R BREUNHBESREE, AMBENRT. RANEAELERE. BRERBREFTHR,
MER®R, EUSE KMS £\ EIE , URIEE KMS RHEMBR.

AWS BRI £

RIFFER  SERCSHEACGLEREBNERRBRNEFER. SEERE, EEIERHEEALT .
BAFEFNEMBFEIBEFTMEN , DAIRFNZERNER. KERNBBFEES , BBREE
REHBERFMS RN EERBNER L, BN , ARERENSBRENESAMNERERNEZES
FEREX,

EANFERMNBERA AWS BENER, NE , ENNESROEM API B

PutDefaultEncryptionConfiguration,

WE AWS KMS MZESR|RNFMET , F2/8 AWS KMS £48.
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AWS KMS SEEZSH A&

ZERCESREAGHMERNENEZMAEEFES. EERENMZSEMEENMANFTER , XEH
ERSREEETNER. 2 K BASKESRNNFBERENFZARNBRELFERNRRERSR.

EEHMESR , JERBENNSRSRRNZRE TR  ELERAFKENSRNIREEE
B, ARFHRENSRERENFANSEERMNE , RLETURRERENSBNNBENRANFE
BEFREMRRNMVE, keyring AREL, MENBZERTR , URARNEZEN#RENSRN IR

ot {8

(® Note

AWS Database Encryption SDK B A Fin MZBERMEHME., W0FE AWS EREMNE
SDK MYE¥HHER , F2RTER AWS ERENE SDK ?

MEESHMNE, EREB. TESB/I keyring WEHE , FSBEINE, EXeiE, FESHEM
Keyringo

ZERSEE RBEREFZESRANRTIAIRE

+ fEiADescribeKeyfERE AWSKMS , UBREHRENTRIFRUNBBEFZE SR ID,

 #%GenerateDataKeyWithoutPlaintextiEREEZE AWSKMS |, LEAHEFSESHRNEMN
ERER|,

« EiAReEncrypt*FERE AWSKMS , LEBEFZESRENTMBER SR,
« #DecryptFEREZEE AWSKMS |, IEBEFZESBRMATER,

EAMBS WM G ER

N

TERCEANZSRANFHBEFRNSEEREE, THBEESRTERAMNFERHE
BEREE

TRRRENZERY

b
!
£

C2C) E#EREH , fIMERERRNEEREEH,

=
- BEYRKRERXENZEYH  URSESREREREIRNKRERIE, NFTRENEKERTEREN
HAMES AR EEN £E,

- RERCEBRANCRKEEFNRERE, NFEZERSBANFMESR |
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- BREAENEASSEBBIER PI), SINRESREER. REFKE. KKERAEER. RE
B FFFIZEE Amazon Resource Name (arn).

SEESWMME hEHESBEBER AWS KMS

HROXER|BBRNERS WY  SERSTESRERTREAECNNE SR, SRBEENEARR
WmE

« URARAAREREM AWS ZFRAEANEZR.

NFEAREESERSPNFERFIEN SWRBEREM |

3
N
=
o3
<t
=
B
&
5

(@ Note

HN AWS AN TR, TEESRBE , BA AWS HEENSRER %5 AWS |, MASE
Erfl, EEYEAT, BIRER  ZEEBSSMEMA AWS %ﬁﬁﬂﬁ%ﬁﬁﬁﬂmzﬁﬂﬁﬁiﬁgﬁ
&¥l,

BRT EASMBUERRER AWS KMS SIREEMBMER N , SERSHEER IAM BER. WF IAM
BENFRER , 528 PHBERHETA AWS Identity and Access Management,

BIUMELH

I&ELAE A AWS Management Console 5 AWS KMS APISIE I IR &8
BUMBREH

F5EE < AWS Key Management Service Bz A E#8/) FHETL KMS £ S EE,
SWMBUR

EIMBERRIR 2 HE AWS KMS RNV FE. S8 AWS KMS £ A28 —ESREX, ZER
HEREREWE AWS TRALMERAER  URMAFHTAMNMAERER. WEER AWS KMS SR
EREAEERESREDNEANFHRENR , F2REABEEEF,

LTREVMBERREAWES , THREE FFMZ AWS KMS &RHNFIANAE AWS 1kRF |, LU#

TRERS

{
"Statement" : [
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{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
I
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {

"StringEquals" : {

"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"

},
"ForAnyValue:StringEquals": {

"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"

iy
"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:

<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:

<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:

<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:
]
}
}
1,
{
"Sid" : "Allow access to principals authorized
async flow",
"Effect" : "Allow",
"Principal" : {
"Service": "iotmanagedintegrations.amazonaws
},
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

.com

<accountId>:

<accountId>:

<accountId>:

<accountId>:

managed-thing/

credential-locker/

provisioning-profile/

ota-task/<otaTaskId>"

to use managed integrations for
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"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

]
}
}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
}
}
},
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
iy

"Action" : [
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"kms:*"

1,

"Resource": "*"

NECREFRENFAES  FSREBELE,
EHNEZERE

BERENNFEENIRENEEIERSNERNZEEEHER. ERRVER SEESMA
i, RSRAOGERNFAR. SNBEEKRER AWS AN SRIEVEBCH AWS KMS &
R

AWS Management Console

EEEH P MZERE AWS Management Console , BB AWS loT REEEH , REREER
Managed Integration for Unified Control > Settings > Encryption, EMZRRERE S , EALUEEGH
AWS KMS £ REFMFMAERE , URHENNNRRE, BEBFTMBRRE (#HME ) LUREREN
AWS KMS €88 K SEMETLURIZEERYT AWSKMS €8 REVHCHNEFSESS,

APl 55

EME APISAREESEESH AWS KMS £ INZ/ERE
PutDefaultEncryptionConfiuration# GetDefaultEncryptionConfiguration,

EEEHERMBFERE | FEFFW PutDefaultEncryptionConfiuration. E WEHAE
#FAPutDefaultEncryptionConfiuration , 52/ PutDefaultEncryptionConfiurations

EEMRTARMFERE | WY GetDefaultEncryptionConfiguration, WME WEFMAE
#GetDefaultEncryptionConfiguration , 52 GetDefaultEncryptionConfigurations

ZEBAENE T NMERER

AWS Identity and Access Management (IAM) 2 AWS ¥ , Al HBIE B E T £t iRH ¥ AWS BR
WFEL. IAM EEETERFIHTUETSIRE (BA) NRE (EFFT) , UEAZERSE
Ro IAM RETTUREER AWS BRI 19 -

ES-
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- BE¥R

- EASSRE

- EABRKEZFIE

- AWS ZEEEH SEHX

A
- FARBERACETSERS

BHREHR

#F A5 AWS Identity and Access Management (IAM) € 8RR , BCRAGESERADATMA T
(=

RIEAE - MRGEA TERABYERATEY , CHELARAEREFTBNEARBNH.

ECEAESEERAWRRAT AR  CTEBBRANKT. TRENFTHEESXTHHL
AEREBREROYT. NRCMATDEERATNILE  HSH USERAW S » NEFREE
TR B

REEEE - MELELNTESTERSER  BUBEESERANTEREIVE, SHNER 2B
REFERAEECERNSERATENER, B K SLABERETKREN IAMEEE | REFLR
BERENGT, RELEERLNER , THRIAMNELRAES, EEE-—STHSNFANMAEER ST
BELMFER IAM , F2E SEESIITE IAM EEFER,

IAM BEEEE -MRELE IAM BEEE  BEBRLTHINMREBIRUEESERASFIENGEAER. &
ERGEETUE IAM R FERANSERS S BBEKES  F2E SEEENE 9B BEREH,

e M & 2 B

EOBRBELAWS FAESIBRBANAR, BHXEALLAWSIRERFERES Y. IAIMERES SR
BEIAM AEREE ( BEA AWS),

BULERZERE S RERENERE  UBSED AWS 5585 A . AWS IAM Identity Center
(IAM Identity Center) fEA &, BRFANE—BZAFDBRE , UREH Google 5 Facebook & A&
¥, HEBESHINEH, BLUBESE2EAE  CHNEEEXNCRESR IAM AENBESE D,
ERERBE AWS 52070 K , LEBERE/E,
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RIBEWFEREER | B L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
HEA AWS , BFS2EAWS B A ( FAEER) PHITE ALK AWSIRF .

MRELL AWS BREFHRNEFR , AWS SRHEHBHBEEH (SDK) MarwFIRE (CLI) , BAE
REN BRUBBHEREAIXNEZILENER. IRETFFEA AWS ITE | BIXEBTHEESER. 0F
FAERBNAFERTEZIFRNFREA , F28 (AM FAEER) FHEAR APl FFRHAWS
Signature 2 4 fRo

EREERAMNES P RES L , AU EERHEANZTSHERA. i, AWS BEEHEHAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2H (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) I IAM FHAWS ZEEEEH,

AWS IEF RERE

EREY B AWSIRF , fER—EZEASOHRE , RS2 ITBEEDIRFPHAMAE AWS B NE
Ro WEDHR AWS 1R Theroot EAE | AIEIR MG REIUIRFVE F B4t MBRFE AR
FHL MAEBETBURCEAERERAEER. RECNREAERRE  LRKERARAITREHR
ERAERITHER. UFELEBNZTREE , THEURERAEZRANGEY , F2680 AM EHERE
MPHNEEREREBENEL,

BEeD

REEBKRE , ERALEERE CRETEEESFIENERE , FAKRK AWS R BRESSER
HEBSREFN .

BEFTRRELNEEFRAEBHE. Web H0RME. AWS Directory Service, Identity Center B
BREAFERBERE D RRREROBEAER AWS R ERNFERE, EBE T2 F0E AWSIRE ,
cHERI AR K MALLREMHEREAER,

HREFXEREEE , RAEZREMEA AWS IAM Identity Center, AT ELIE IAM Identity Center #
BAUMGHENEE  CUNERYRSIEECHE S RRPHN—HEFERAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHTER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARXNEEN . ERERURKERNEE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV FAEEETHATER
HBENERARIERRBRTFMER.
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IAM ZHER —BIEE IAM BAEEENE D . BEIUFESHDEE, EUUEARER-RAZS
BEAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERARTE, FHERGRE-ASHEAENZLRE K EACHNENREHEAFTEENA
BHE. ERERFXKANKREER K BACEREGRER. WFEZEHN , F2H (AM E£RE
R PR IAM EAERNER RS

IAM &

IAM AR FEEESENT AWSIRE B2, BELUIAM A%  ETESENASHER, 22
FFE HIEE IAM £ AWS Management Console , BRI A MRERAETIRE IAM A/ ( A ),
B LUEB AL AWS CLI 2 AWS APl B EEA B URL RigEAC, NEFERAABNEEFHE
#, Bm2E (AM EAEER) PHRBEACH S E,

EAREREN IAM BBETIERLPIEEER

- BMESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEORER  XEI/SHACEYRN  YERRTHAGERNIT. IFEEHSACNHEEE
A, B2H (AM EAEERE) PHAE=F S RMUE (HE) BUAR, WREMEA IAM Identity
Center , BIZEEREHN TR, ARFSIRFEUTUFTIHIAZR , IAM Identity Center #45F 7] 52 EE
IAM R B EEEEE. WFEBEEFFIENEN , 5528 AWS IAM Identity Center £/ & EE PRI

EE
- R IAM EREFT - IAM ERAERA BT LEE IAM A REKHEFEEHRATEEFT.

- BIRFEIE : BAUER IAM B8 | RAFTERIRFFHEA (FENERE) FRERFHER.
AERRTERFEFIENEELSN. T8 , HREL AWS ¥ , LS BREREZIER
(MTAREABEUMANRE ), NFTHERAAGNERERRETEIRFEFNCENEZE K F2H
(IAM EREER) T8 1AM FHEIRF EIRFEG

- BREFE - B AWS R EAEM PEITHEE AWS RIS, Bl , EEERE P ETIEULE,
ZRIEBEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETREEFEAFWUERNFTR. FARKEACKERAREELACKHITIE
%,

- BEAFMITERER (FAS)- &R IAM EREHACEHPUTHFE AWS , EEREA/ER
Ao ERFELERKE  BUREATEEDNE , EMETRRBHRAEB S —EEE. FAS E£AWF
W BYEFEAFFA AWS RS , %56 AWS BRI BRE TFRBREFER. REERBKRIFTER
Hftt AWS fR#% S EREB S RESTRBFAERE , T ERH FAS R, EIIFAT , ELAEFH
ITEMBEBMENFTT . WFERL FAS BRIEFNBRFMEENR , F2R_(BREFNITEREER) .
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- B¥Ae - RESERRBEEIN AM £€ , IRREMTBHE. IAM EES TR IAM RE
M. BRNMEBRREAE. NFEFMAES  F2HE (AM EREER) PHEIAGBUEIRTA
B AWS R,

- BBERAC - BRERACGRE—EERE NREAGEE AWS R, RETURBEAREH
TERENAE, REEEACSHRESN P AWSIRFE | YHREHES. IAM EEE T UR
B, BETeERERBERABNET,

« £ Amazon EC2 L #IITHERRER - B LUFER IAM SEREEE EC2 MTEB LT EARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 #I{TERAREERSE
WBEFAR. EEM AWS SEIERE EC2 BTERYSHRMREGHFIEEARESN , BELE
EZHTEBNFTERERE, BTEREREEIESXAC , XA TFE EC2 HTERLIITH
BEXANMSHRERE. NEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TEB LHITHEAER.

ERABREEFHE

FRIIEBE Y BURIAG HE D & D HE IR AWS RIZH AWS P EFER. BERR P84 , AWS
ERSGSREFREUEBE , SERHNT, EZFA (£AE. REAEI/CTHERE ) &
ARE, & AWS FHMEELEE, BERPHATTRERB AMHIEBFER. KSBBEFL JSON X
 AWS WIERFRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERTH
JSON BB

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEEREERE T o8
FEER#TURLE B

HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZBENTA , BREGERTES EZRBTRE, Hl0, BRREF—EAF
iam:GetRole BIERMIBER., EEEBURKMEAE A LA AWS Management Console AWS CLI,
API AWS BRBABE /.

SRR
B BEBERLMMNEIS S (Bl IAM ERE, EAEFRERAE) B JSON FFABEXH. ELK

RS D EMERG TRRYBLEFRATHLEDE, NFTHROMEYSSBEEK |, F26H (AM
EAEER) PHEEBEFEREBREZ B IAM A,
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BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FEHE, FEIEE,
RERREBUMNEEK , BUNERD PHSECRE,. HENAE AWS 1RF, XEBRESE AWS
ZERRNEFZERR, NFTHINMEIERRRARBEKR 2ERE 720 (AM EHEE
) THEXEBRMABRBEBERE,

BEREHR

BEREBRREZIERA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 fEFITEBR. EXEEREBRXNEBHS , RBEEESTUEACMAREFHBEER
MFEER. BRMIIBERNER , BREEREEN TR TUNRERATHEEAREMERET
BITHEMF, BXREEREBRTEELZR. ZEXATNESRFE, £RHE, A6, BESEIERE
2 AWS BR7.

ERABKRURZBBTORBBE, CEIEERERENEARE IAM B AWS SEREK,
FHURFIFE (ACL)

FEUZHIEE (ACL) ATEFIBL X (RFKE, FRAENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMTEM JSON BERXHFER.

Amazon S3 AWS WAF# Amazon VPC % ACLsHIR#SEifl, WEE—F TH ACL , 552H

Amazon Simple Storage Service BiZ A Bi5EH AN FEUZRHIEE (ACL) #E#,
Hin R EE
AWS X EHMBEFERNBRRER, SEBRREHTVREREABNREER FERNR AT,

- FORRE-FUEER —EHEREIEE , IHERES P EBEEERT IAMER (AM FRAESABR)

WRAFTT. BUUABRERETTRR,. IEEANTITERERN S 2 BEBEMEFTREHR

o B Principal MUHPEEEAERACHEREBRITEZRFIRRRE, FIEEER
EHWARIERHEBEXAT. WEFTTRARNFHEN , F2E AMFEREERPHN IAM E58
TR SR BR,

. FRIEIRHIBE SCPs) - SCPsE JSON BiE , WHEE BB RMBBE( (OU) HBAFT AWS
Organizations. AWS Organizations @ — AR 7 HEMEFEEEEEREE AWS 1RF 2@ R
%, BEBBAEBTNFIEIEE , BRI LUSIRISIZEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIRXERFHERNGT , SESEEE AWS tREREMAE, WE Organizations 1 SCP #YFF#H
B, 5528 (AWS Organizations fERA&EERME) I RIEIEE BER,

- BRIZEFHIBR (RCP) - RCP 2 JSON BUR , TARBELIRFHPERN AT LR , HKEUE
BARARTEEEFNHMELRFIHEENESEERN IAM BER. RCP SRFIKEIRE FERMN
A, WA EFSINERST , B AWS IRFEFERAE , ERTCFAREBRENMER.
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% Organizations 1 RCPsHIFFMIE R , @IEX T RCPs AWS R #Y BE , F2EAWS
Organizations ( fEAEIER) PHEREHIBEE (RCPs),

- THERBRBE - THRERBERRE-—EEMBER  SUAEZEBREEANTABRILACHBS A
ENTRTERRE K MAZEBEE. MEETEREBRNFITSREAEIAGN ST EBERMIE
PEERBURMI RS, FTAHRAIURAEREHK, AMEEEBRTNAREEHSERX AN, WFEH
WMER , F2H IAM EREERPH TERBRBER.

ZRBRER

HEERRERERIFRE %*%ﬁ/EJZE’Jn‘F—I‘%EZ%*E?& EmELAERE, EETHENMAWS &
BREFEHREBEFGRERE E‘Fa&‘}? , w20 (AM EAEER) FHBCREELE,

AWS ZSEESH SEBER

HEMEFARERE, HANAE , €A AWS ZERRLBTREBRRERZ. BI IAMEFZ
EREFERBMNERNE K MXEBRISENERREEMENT. sERERHKER , &7
LEREMN AWS ZEBK, ELBRBER RNERARS , L EERN AWS tREHER, WFE
AWS ZEBRNFMEN , F2H (AM EAEER) $HAWS ZEBE,

AWS RS HBNEN AWS REBER, BEEEE AWS ZEBRTHFT. RBEFSE AWS

ERRPAEHMF T UAREN . EEENEFESECERBRNMES &R (EAX. Ei
%E%ﬂﬂ@,)o EF DB IARET AR , RBRTERSEN AWS ZERER. BRBEAEHE AWS 2
BRBERNT , AUBREMTIEREEHEBNFT,

AN, AWS T EEZE RE2EBHEBENWZEBR, 14 , ReadOnlyAccess AWS 3 & BUR IR ¥
B AWS [REME RN HEETIE. BEREMEBFIIGER , SAFNRENER AWS FIBHET T,
METHBEBRRENBFENRE , BF2H AM £AEEREPERTEBENAWS ZEBXR,

AWS ZEHBE : AWSloTManagedintegrationsFullAccess
& A#& AWSIoTManagedIntegrationsFullAccess BURERE| IAM 5%

HBRERTFZERSNEBRENZEZRGT T, EEE PRELBE AWS Management

Console , 528 AWSloTManagedIntegrationsFullAccess.
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FMBABER

HBERBE LT :

- iotmanagedintegrations - &ML BRN IAM FAE. FENACRESERSNMEER

B T BFEE,

« iam- AFFERN IAM EHE, FHENSEE PEURBERZSE AWS IRF.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS ZEBUER : AWS loTManagedintegrationsRolePolicy
&4 AWS IoTManagedIntegrationsRolePolicy BURE#EZT| IAM 55

WBERRFZERERRERM Amazon CloudWatch logsFEZHIFF A,

EEE PRELBE AWS Management Console , 5528 AWSloTManagedIntegrationsRolePolicy.

SIS g
B BEREE LT,

« logs — RMHE I Amazon CloudWatch HEEEHEI A H SRR EFFERThAE,
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+ cloudwatch - 28 # Amazon CloudWatch 1512/ IThEE. #1FE Amazon CloudWatch E1ERY5¥4H
B , 528 Amazon CloudWatch FRHVIEE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudwWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"
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1,
"Resource": "*"
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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MFEER. BRMIIBERNER , BREEREEN TR TUHRBRERATHEEARE[AERET
BITHEE, BLAEEREBRIEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS fR#%.

MERABIRFFIE , SrlEEEEMIRFRANFIAIRFR IAM B2 , HAZEFREBRN TR,
MEERFEIREEREEKR , ARBYGERRAN —¥, EXRBNERUNRTEMLER AWS 1RF |
EERFFH IAM EEEHXARTIRER (HAEHAG ) FRERNTT. HEBKS 5 HK
REZINERRREFT, 18 , MREREBRRSAARKRFINERRTERN , ERRFITERHIN
MBS BEBR, MEFMES , F28 (AM EAEER) 98 1AM FHRIEF ERFE.

T ERANBREE
XEREEE: B

EEEWLUER AWS JSON BURRIEEH T UAFHAR, tWHER , BMEERECESRA T I EA
EERAITHLEBIF,

JSON BURHY Action TERBERETWUARAFRIEBBRPEFIMNEIF, BEREFEY EREEER
B AWS API REMERIN B, B —LFIARR , SIAURBHTHN AP BENERFFIBE, L
ERFZBRTNZEEE. ELBANBFEBERABKEIF,

BREERBERE TUTHBBBENFTT.

EREEXERCDENEE  F2H (RERES2E) T2 EXSERNIHEF,

ZERSTHNERBFEEDFEZAEATIIFE !

jot-mi

BEEE-RRXPEESEEE , FRERD R,

"Action": [
"iot-mi:actionl",
"iot-mi:action2"

]
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e
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EERARERSH D BBERNEM
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TEECHBEER
XEBRER : 2

EEE A LMER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEEBE M BERA T oSt
EER#TIRLEBIE

Resource JSON BHERTEZTEEEZEEABENYH. BRARX X4 EEE Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTIEEXBERARABEER.

"Resource": "*"

EREEXERCEREENHE ARNs |, 52R (RBERESE) FHZEZSEENER, ETH#
R LAMERAMLEBFIEERMEE RN ARN | F2RZEESEENEF.

EERARERSHOBEBRNES , F2E ZERAN S D HBURS,
T ERSHBRFMARE|R
XERBBREBRRGHSR - 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , EEREERE T oA
EERHAITHLEBIE,

Condition jt3 (8 Condition E#R) AIREEIEEERAXE MR, Condition TERERAE
B, BB FEREEEE FHREEER BINSERHDIR) , REEBERDHFEENFERDOE,

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEES@RSIE , AWS
SEREE AND BRIFFTMAMt. WRERE—RUHRCIBEEZEE , SERABBORRE AWS 514
Rt LEANEFMARGE , TEREBRBXWVFT T,

BT EEERFBEAEEVERE., AU, EAUREERAEERAE IAM EAERBERLK ,
HENERNFFARTXIAM E£RAE. NFESEF , F2H IAM £AEEREHHN AM BETE &
BAER.

AWS X EEEFRGERMNBBBIENRE SR, BEEEHE AWS 2ERGREIR , F26H (AM
EAEER) PHAWS 2EEREREREIE,
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AEEER %ﬁ’*ﬁ#ﬁﬁ%ﬁ’]%ﬁ A2 (RBRESE) PNZERSHNRAER. BETHET
UERGRGESRNBENER , F2H ZERSESNIE.

TEACL: B

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMA6ER JSON BERXAHEN,

ABAC S EE S
X2 ABAC (B INER) : 25

B FEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , ELEBUHBAER.
BALSEREZT IAMER (FHREIAR ) M2 AWS BR,. AERNERMNLLZRE ABAC
MEE—H, BEFERF ABAC B , A EXTBENEREAEEXR TN ERERHEAFRRE,

ABAC ERKRMRENREFHERED , YREERREERSBHERREMHMHRE.

MERBZERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fRZR5|8 , TERNWEETEF , REEREA.

NMRBHEZESEEREEN LB =ERG 2R RBEZBEMS , ER Yes, IRBHBEIERLE
REEN A =@ k4R , RIESR Partial,

WMFT ABAC EHHEH , F2E (AM ERERERE) PHEA ABAC BRIEERF . NEEESHNR
E ABAC ZBRNHERE , F2H IAM EREEREPHNESBEEFEZES (ABAC).

Rl SERAEARBEAER
XERSEE: &

ESEARREABNBEAR , L AWS R BREE. NIRFHEEF , S HEWLE AWS R £H
RIS AER , F2H (AWS B IAM EAERERE) PRER IAM B .

MR E AWS Management Console SERAERAEEBMEBBUANEMAS EEA |, IEEATEREA
&Hl, flan , B AWS FRALATINE—&A (SSO) ERFH F , XEFEEHETHRIFEAER,
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ERUEAESSEATES  ARUBACK K CUSEDEVERERE. NFURSCHNFAER ,
w2H (AM EREERM) EFE’J%E%%@J??&:.: IAM B8 (£ H).

EALAERA AWS CLI 2 AWS API FHEUBEEAER, RE , B UEAELEEEAERRE
HAWS, AWS ZEZZBREAKEREAEZR K MIAERCEARBENEE., MEFHMENR A F2HE
IAM = BY BT B 22 2 B 53

TERSNERB TR
XEETEFMIERE (FAS): 2

EERER IAM EFRERAGE PHTEBER AWS , ZEBRRAZTEA. FARLERKR  BAES
BATEEEE EWETHHW%EFE&EM EB1E. FAS SERAMIY MEFEAFTH AWS BRES , &6 7
R AWS BR# B FERFREFR. AAERBWEFEZEHM AWS R S EREBF sETRE
R, TERE FAS #FR. EEt’%)‘R'F BB BRERPITERMBEB NI, WFERE FAS FRE/
HRFMER , F2RERFIMIFRER,

TERCHRBAR

XERBAE R

REACRRBEETN AM S€  IREHTEE, IAM EEE LK IAM RE., 18R FN M BRIRKE
Af, MEFMEER 6 F2lH (AMEREERE) PHET AT IR IES AWS R,

Er’:ilﬂ ?ﬂiﬂ

/A Warning
PFRBACHNAITAREPHSERSIE. RAERERSRMESN , TRREREA
&,

ERENERBEEAE
xERBEFAR 2

BHRELFACRERE W—EREAE AWS k. BETUBEAKREITEFNAR. BHER
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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TERESNE S EBERES

BRI  FAENALKREELSIBAZERSE RN, MmMAEEEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERTFHERAEHEHE
FIEERATEENGT , IAM BESWEEL IAM BUER, A%, EEETLE IAM BERFEEA
&, FREERRTELAE,

WET MR AL JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B),

NEZERAEBCBFNEREENFHAENR  SESEEREEMN ARNs X , F2H (RBR
B2E) PHNZERSNEIME. ERMNEREER.

ES |
- BRREER
- R RERSTRE

- AFERAERFMFIECSHETA

HERREEK

BoRABREHEERFPINEBASRETURY, FRHAMKIEESER, ELBETRESESL
B AWS tRFEAEM. ERRYSRES 7 EBERE , FEE T EIRERER

- FIEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIZRLEESR
BREREARI AWS WEFZERXR , ME-FRLH . WFESEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« A IAM BER PR EG 1 — S REIFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
Bl | BATLARBEBERRG , EEXEMER SSL BEFERR, MREBRE SHERARKEE
AWS RFS |, &t o] LAGE B R4 3R 1% F E 12 EU AWS CloudFormation., INEFFMHER |, 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A , B2E (AM EAEER) FHFEA IAM Access Analyzer B 78 BUE

- FEZEERRE (MFA) - NIREHNRFIFE IAM FRHES PVRFERE AWS IRF |, BB
MFA URESR£%, WFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EHMEN , B2 (AM EHAERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# #iEiB MFA B %2 API 7FEL

WE IAM A REBBNEEER 720 IAM ERAEEETHN IAM Z2HEEH,

A ZERESETEAR

FEFHRERSTIEE  BLXARE —EREN T, ELFTLAAFEIHNBRE PREESE
REVEEAEA AWS tRF. IREBVHSEEAMKEHFTERENSIEBER  IHREAEZBERNE
B (EREYAE)ME , TEAMELINERERE,

HAEMW AWS CLI 5 AWS APl I E |, BFREEARHFRETEZEAHT. k2 , REAHFFILAF
SHPERMITZ AP BENEMERTLLT,

ATHREREAENACGNMATUFEHAZIERS RS , UHEBEIZTEE SConsoleAccessHReadOnly
AWS ZEBEREZIER, WEFHEA  F2R (AM EAEFER) PHFEFITRERASE,

HERERGRMMABE ST

LEHIE REMAEIBER , A5 IAM EAEREMMEFAERE S TNARRZEBR, WBER
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TR LB FFT,

il

7

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

HIERANS S NEFEEETHREDE
ERAUTERRBHELHNEEEAZERAM IAM BTEBHNE R HE,
£

- REBESERATHT B

o RAEBHIT iam:PassRole HJIZHE
s REEAF UIAMAE AWS IRF ERIENZSERESER

REEEZERSPIIT BF
MREREER , FAERERENITEF , ENBRLEAEHN , AFFERITEIF,

THI#EHIFEER G Emateojackson IAM ERAEERAERATEARE —BERS my-example-widget
BERNGEMENR , BAVEER iot-mi:GetWidget SRR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget

BB 1



K ZEES AWS loT Device Management HEABEE

FEHRBERT , BAEH mateojackson EAENBER , AFFEMA iot-mi:GetWidget EEFE my-
example-widget &R,

MREBEEHE , FREEN AWS EEE, FHNEESREHENEXERE.
R AEBHIT iam:PassRole RyIZ#E

MRBWEGERR |, HAEEEHNIT iam: PassRoleBE , ENHRLEEH , URFEKBCEES

ZEES,

BE AWS B IREKEFACERGRREYR K MAREUFNNERACIBKELACR, NFEH
THER L ARERACEEEZRBAIFT .

EEA KN IAMmarymajor EAEERCERATRAESERSTHITHER , SRETIIHHIHER,
BR , BIFBERBHEEBREACKR TN, Mary REKACEEEZRBAIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREBFEEWHE , FHEEN AWS EEE, FNEEERHENEZERE,
REERT UKW AE AWS IRE ERENZERSER

BREY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, S UISEE R
EEEMHDERAR, HHXEERERNBERNFIUERIBE (ACL) IR , AT LUEA FBL R
KRBT AETFRENE RN,

NMEE-STH , F2RUATAST

- EETHMIEROREBXEELYE , F2H ZERS A IAM BEREH.

- BETHENMEAWS 1RF EEHEN BERCEREEFIE , 260 (AM £HEER) THESHE
B AWS 1RF B9 5% — 1@ IAM £/ & PR 7B,

- BETRIMERNEFIERMEE=S AWSIRF |, 528 (AM E£AEERE) T FEERE
HIGE =5 AWS IRF #H.,

- METHRUOMEBHRSE Z o RUEFEDE , F28 IAM £REEREPH S FIUERHIEGENTETS
DERENEHAE BESED).
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

ERARBEGRAGETZERS

AWS loT Device Management I Z & & & #H AWS Identity and Access Management (IAM) R #5:E
EAG, REERACREREAESERANE— IAM AEE, RKEFACEHR SEESTEL
Ex , YT SRBAKEFEWEM AWS REFTENFIEFT T,

BRBEFACTREEERNREZERS , RALKTLFEHMELENTTT. AWS loT Device
Management WR ERESEEREMBERLACHNAT  RIEZEER  BARERERS T RIET
HAG, ERNFFUIFEEEBRMNFABR , BRFTUBREZMMERA IAM i,

BB AEMBRBHESACNMEEER , T REEMER, EARELHZIERZSER , RAETER)
DBBREFHERNETT,

NEERXERBEFACHEM RENER , FBEAWS EH IAM BRE , WERKEREACH
TEREARNERE. REEAERNRE , UBRXBRBNRBERZSEXHT,

ZERSHRBERARH

AWS loT Device Management WZ EESFEHAE A AWSServiceRoleForloTManagedintegrations Y
RIS EME AT - B AWS loT Device Management R ZFERE | LA RERM B FNIEE,

AWSServiceRoleForloTManagedintegrations [RIGERZ AR EE T HIRBREIZAR

+ iotmanagedintegrations.amazonaws.com

% 5B AWSloTManagedintegrationsServiceRolePolicy WA B AT REAH S ERAHIEENERTK
T5IEE :

« B)F : logs:CreatelLogGroup, logs:DescribelLogGroups, logs:CreatelLogStream,
logs:PutLogEvents, logs:DescribelLogStreams, cloudwatch:PutMetricData on
all of your managed integrations resources.

{
"Version" : "2012-10-17",
"Statement" : [
{

FEREXEZAR 243


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

K ZEES AWS loT Device Management

FMBABER

"Sid" : "CloudwatchLogs",
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”

1,

"Resource" : [

"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"

"Sid" : "CloudWatchStreams",

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,

"Resource" : [

"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"

"Sid" : "CloudwatchMetrics",
"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations",
"AWS/Usage"

BAARERH , UAFENERE, HENACREY. REIMREFEERAG, NEFMEFA ,

25 IAM EREEERNREEE A BT,

2

ERARKEERAG
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ARERRBVERKERAE

EAEEFHEY —ERBELEAR, EREXNSHEE , Hlmmey
PutRuntimelLogConfiguration., CreateEventLogConfigurationd}
RegisterCustomEndpoint API F#Y AWS Management Console., AWS CLIZ, AWS API
wOH, TEESERALEURKELZAR, WFE PutRuntimeLogConfiguration,
CreateEventLogConfigurationsf WF¥#iEHRegisterCustomEndpoint , FEZH
PutRuntimeLogConfiguration, CreateEventLogConfiguration = RegisterCustomEndpoint,

EEMBRUEBKERZEAR  CREEBREYL , AU ERFHEAHNEEFENEIAR, EXE
REHER | FHINFE PutRuntimeLogConfiguration, CreateEventLogConfigurationdk
RegisterCustomEndpoint APl i E , SERSSBERALEILRBESAR, RNE , BHA L
BB g AWS & F X AWS Support Center Console, 21 AWS Support Plans & , 38
2B LB AWS Support Plans.

BRI LMEA IAM £ A& |, EIB loT Managedintegrations - Managed Role &£
ARFIREIREEZL AR, £ AWSCLI B AWS APl F |, FRABRKEEBE

i iotmanagedintegrations.amazonaws.comfRER AR, MEFHMBENA , F28 (AM FH
EE®E) 70 "EYRBERAEE) . NRERMRILBEHEEEAER , B UERALERNERLIBXE
VA,

mMEZERANRBERAS

SERETAHEMmE AWSServiceRoleForloTManagedintegrations RIS ERE AR, RAEEEERE
AREESERBEEAE  MULEIERYACGCAEFAGERE, A, BA#EA IAM RiFEA
BiR, MEFHMENR , F2E IAM EFAEER. NREBREERAE,

MEZERSNBRHEESE

EETBEATERKTERACHIERERYE  RMAZBREMRXAE, XK, BRRBEREDHE
EHHENRERER. AW  EFDRRBRBEEHCZH , BLAXBTRER.

(® Note

MREEZMRERES  SERSLECER A6 , AIMRATRES RN, FHEREE
Yoo ER S BRERRE,

i
"
2

£/ IAM FEREREEESSE

FEREXEZAR 245


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateEventLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

HWZEES AWS loT Device Management HEABEE

EH IAM £33 5 AWS CLI, = AWS API & fitiBr AWSServiceRoleForloTManagedintegrations AR #
EFEAG, MEFHES , F2E "AM EAEER. PHRBREEEESE,

BERBERACXEN B

AWS IoT Device Management N Z BB S X BERMUBRENFAEERETFERARKEEZEAR, WEFH
B, E2BEAWS [EiFEimE,

AWS Secrets Manager A/ C2C TERENERMRE

AWS Secrets Manager 2 —EMWZRERE , TARRBENEZAER., APl SBMEMHEE
Ho A, EENEXBD , BUUSEXFRBEINRAY Secrets Manager B API FEIY,, EH B
RERBREERXBNAETERERE K RANEBLFE. NEHE K FEESEHR , F280 (AWS
Secrets Manager fEF1ER) -

Secrets Manager &£ AWS Key Management Service €8 NZEWE, WEFMER , FSB AWS
Key Management Service A #9 # 2% i 22 M i 22

HZEEESE AWS loT Device Management 24 , AWS Secrets Manager & It & 0] UG & B 17 IE
Secrets Manager & , 1EHAEH FE AR ID,

T EESNAFERARE

FARME (OAuth) REEFIREBNRREE  TRERAERTRBIEAEXEEMEREE EFIME
EANER A MEFHRERR, ERE-FERARARXRCAEFIEAZENNRZESN , BHHA
RAERERENEBERAE

# OAuth # , fiFix ID MAFRMEREFRFNFARENNREAFREAEXNEAER,

2 EES AWS loT Device Management £/ OAuth E2fff C2C THERENEFBHA. EFEER
HAFR ID MAFRREZETEEN. SEEESEFEEH AWSIRFHPFHAFIR ID MAFRWE
MEERSGERTFIRFPERAFLE ID MAFHRE,

LIRGIE= Mg s

EEZEUME , 55818 AWS Secrets Manager ( EAEIEmM) PHYEIL AWS Secrets Manager #
EHRNSER,

BLAEREFZE AWSKMS €REVYWE  SEBRSS RN E, NFFEEA , F2R

AWS Secrets Manager ( fEAEIER) RHAWS KMS €5,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-managedintegrations.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-authz
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BEXAFRT—8FH 1AM BUX,
BT SERASHIFZEUE AWS loT Device Management , 32 BRI

EEAFZTEESH Secrets Manager B EE , FEEBUBER , ENENERREHRIE TS

{

"Version" : "2012-10-17",

"Statement" : [ {
"Effect" : "Allow",
"Principal" : {

"Service" : "iotmanagedintegrations.amazonaws.com"

},
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*" ,

"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

3]

BTIRAXFEEFTFZE AWS KMS €8 BUR,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Principal": {
"Service": [
"iotmanagedintegrations.amazonaws.com"

}I

"Resource": [
"arn:aws:kms:AWS Region:account-id:key/*"

BF SERSHZEUE AWS loT Device Management , 3 #EEUI % 247
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]

TERBRENEHRRE

EETHR RER AWS R ERHESHRFEEERN , 2RAWS R SRTEISHEARRBEERE
BNESRETE, WE—MEA , B2EAWS 8852,

BOLMER THRE =AY AWS Artifact, NEFMEF , F2ETH P/ AWS Artifactii .

BER BNESREME AWS R BURRERNEZ M, BARNEHREEE , UREBANEENER,
AWS RBEHTHE RGBSR -

- BEEHREAE - BEMASFREFEEARHRTEEEZE  URESERLHESHAIENT R,

« HIPAA &1 RES % - S HIPAA £ IRH. WIEFE AWS BRI ZRFE HIPAA B,

- AWS £ ER - WITEFMAERmESTREARENEENVE.

- AWS BEFEHEN - ZRERANAETHAREEEE, FNEEHERBRE , AWS RE LFE
SIMEZEZMEERE ( REREERLMIARF (NIST), XFFEELZLEEZSS (PCl) MR
AR (1SO) WEe Rz REER.

{ AWS Config B AB1Em) RHNFEA RAIFEEIR - AWS Config BRE ST ERERRTEA
DEXK. EXENFZRANEE,

« AWS Security Hub — & AWS fR# AIEE L ERBH P L ARE AWS, Security Hub EA L&
#l , ARHMEEN AWS ERUBELANEZRAERERANERLEREENREER. UEZENRE
MILHEE | 528 "Security Hub #2#I18%  ,

« Amazon GuardDuty - EEERZNRESBEURMNEEETE , ML AWS RE ERHE AWS 1R
B, I/EE#H. RSNENNEBERE, GuardDuty TREESESREBAIRAENAREREER ,
LA B & K FE PCI DSS £ & BRI ARER,

« AWS Audit Manager - i& AWS Br#§ Wi B &S ER R AWS AR , USLEEERRNFTEER
MERFENHT K,

BEAHE VPC B ERASERES

LA LAUEIBE I B H Amazon VPC #5287 Amazon VPC B2 AWS loT SBEB A CRHBMN LG E
F. N EwERE—ER M AWS PrivateLink , Al BEERFAE IP it RFA T FE R, AWS

EHREERE 248


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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PrivateLink &#& VPC # loT SEEB S BN B M RERTITE Amazon HiE, BT EEHPRAR
FE. NAT £E=H VPN EfR,

BAREERFEH AWS PrivateLink , BEZRFER ., WFE AWS PrivateLink # VPC % BV EEMAER |
B < AWS PrivateLink ¥§8) HHIEIE FEL AWS fR#E AWS PrivateLinko

3
¢

FE

« AWS loT ZEE S VPCinENEE

« BAWS loT ZEESEVITE VPC in
- AEEHN VPC iRE

- &R VPC i BiEF1% IR EE

- EfE

- R

AWS loT S EEES VPC ImHNEE

EEBAE AWS loT SERSRTERME VPC imHi<zal , @B ( AWS PrivateLink #58) 8 R Hin 2
J& M RN FR %1l

AWS loT SERATEFBRE VPC iHER VPC BILEFTA API Bi1E,
X B i B
AWS loT SEESSZETHIRENEH VPC iwE :

- ¥2#|FE API : com.amazonaws.region.iotmanagedintegrations.api

A EW IR E,
T% AWS loT ZEEBSHETXE VPC HE :

- MQTT in% : MQTT £EBEMPBERRFERAERESD , MF2 AWS VPCsH , Rt FEE AWS
PrivateLink 4.

« OAuth EFIRE, : FZE=FFAEETE AWS ERZHERIEE |, B4 AWS PrivateLink X8
OAuth R IR,
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
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AR

AWS loT ZEEE VPC imBAE T AWS EBEER :
o INEX (P EP) - ca-central-1
- BUM (BHEW) - eu-west-1

FEZE AWS loT SEESERETAM  BXEHMESE,
#HiHETE
AWS loT ZEES VPC in B IPv4 H IPv6 RE. EBAIUAFERA TSI IP it R ET VPC inE :

« IPv4 : #& IPv4 b3S RS IR B T E
 IPV6 : #§ IPv6 thitiEiRIGIHR BN E ( EEIPv6-only B FHEE )
« Dualstack : }#§ IPv4 F IPv6 it 154G i B4R N

£ AWS loT SEZSEYNE VPC in 2
A LAUEH Amazon VPC E£# &5 AWS CLI (AWS CLI) A AWS loT SEESREEML VPC wE,
A AWS loT SEESEVE VPC HEH ( E8H)

1. 7 Amazon VPC £#Z &R Amazon VPC 2 &,

2. EEEERPEZER,

3. BEEVIRE,

4. £ Service category (AR¥EHERI) #F , E1E AWS services,

5. sHEREEHE , BRMEEZRE AWS BENREERE. i

* com.amazonaws.ca-central-1.iotmanagedintegrations.api

* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. ¥ VPC , EEUEAR P FE AWS loT ZEESH VPC,
7. HREMERTE , TAREEINA DNS 818, BERBREBUERTE, ETRRYE AWS loT ZEEEL
BRI B R BT BEH Amazon VPC ixE
8. Tk ENEEHPEVRMERNEN FREK. SUUASEHEHRE—EF#E5%,
9. #r¥} IP address type (IP hut3H) | T HRIBEHIEE -

3 VPC iR 250


https://console.aws.amazon.com/https://console.aws.amazon.com/vpc/
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« IPv4 : #& IPv4 b3S RS IR B T E
« IPV6 : 7% IPv6 it FE RS IR BB AT E ( REEFMAE RN TR ZIPve-only T & )
« Dualstack : #& IPv4 1 IPv6 b3t 38 RiG i BB N E

10% 7 Security group (Z£84) , ENEEREMAENEEYBHANZ2H#E, R£BERRMXER
AT BN EE VPC HERHEEFANERZEETER.

MEHHEER , BEEXTETR , UARFMEIRYA NGRS LATEERNMERE. BERHFE ,
BIEHTYIEEBER,

12G8F) ZEHWIER , FBRIZ Add new tag (FTIEER) , RAEWAERSEBNE.

13 BEBEE VIR,

3

A loT SEES (AWS CLI) EX /M VPC i B

{# /A create-vpc-endpoint &4 , dEE VPC ID. VPC iHEER (NE ). BREEE. SEHREHN
FRE , URERHBENEE BB L2 A,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

RAIBER VPC imFh

B VPC #E% , BAIBE VPC Ff EC2 BI/TREEY AWS loT SERAHST API Y |, BUNSE
#Ro

TORARAF

- VPC RFLE FHEEFM EC2 Hi1T{HE
« AWS [oT SEEBSRENEE IAM FFT
« REFHTTPS RE (EIEIE 443) 3| VPC iR BT £ E4HF A

1. EREFE TFHRESTH Amazon EC2 #1T{ERE,

B VPC B 251


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
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2. BREE 7L DNS &Y DNS B4 :

dig api.iotmanagedintegrations.region.api.aws

3. Bl HTTPS E#ReE

curl -v https://api.iotmanagedintegrations.region.api.aws

4. 1T AWS loT ZEES API FEAY

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

# B regionBEH AWS &3 ( HIH0 ca-central-1).
IR VPC im R FI1¥ BRI FE

VPC i BB ERREHEE Y R im M EHEET N E VPC ImEHY IAM BREE, MREREREI RS
FHEEZBER , RAEUERBRERIUNA TEFIRE. mHMBERTEERIEN IAM EHEBER
FHRBIFENER, EESTESNBRESEH R FTEE 2 RFHNFEG

IR B BUR LA JSON BB, MFFMENR , 52 E Amazon VPC EREEEHPHEA VPC iR
4 122 1 AR B Y 7 o

- AWS loT SEESEEN VPC ImBHBER

LU 2 AWS loT ZERSNIRMBERES. WBERAFEREEB VPC InFERE AWS loT ZEE
&, UFHEN , BEEFHMEABRRERE.

"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListDestinations",
"iotmanagedintegrations:GetDestination",
"iotmanagedintegrations:CreateDestination",
"iotmanagedintegrations:UpdateDestination",
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"iotmanagedintegrations:DeleteDestination"

1,

"Resource": "*"

"Effect": "Deny",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListCredentiallockers",
"iotmanagedintegrations:GetCredentiallLocker",
"iotmanagedintegrations:CreateCredentiallocker",
"iotmanagedintegrations:UpdateCredentiallocker",
"iotmanagedintegrations:DeleteCredentiallocker"

1,

"Resource": "*"

g4 - FREIZEUSE IAM A1 VPC iwBBER

T3 VPC InHBREAAEHGEEEPERETE IAM BAEH IAM XREFH AWS loT REES. FIE
Hft IAM RS EIEBFEG

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"
}
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E

\

~

BEBEINBIMERANTE VPC imEEE AWS loT SEBRESMIZEEER, MEFMEN , 5528 AWS
PrivateLink E{&.

PR 75l

« CreateAccountAssociation APl EEFEIB S = H EmRIEEIT OAuth , EFZEFERFEEBERI Amazon
W%, EYHNER WEFMSREE , AWS PrivateLink LA VPC R EEHKE , A AWS
PrivateLink &£ A1t API IR H T E A end-to-endPR#l,

- AWS loT ZEEESH VPC in B EEE P EMA AWS GovCloud (US) Regions.

WE—M VPC imFPREl , 2B (Amazon VPC EAEER) i S H iR E B MR H,

E#EZE AWS loT Device Management FIPS in B S &4

AWS loT 2 BB EFRIEZZE (FIPS) 140-2 W HIFHIxH. FIPS A mIMEEZEE AWS ik 2
TR, BEELUFS FIPS REW A RE B9 AWS loT Device Management SERESEE , BH4EBT
SRR S FIPS HEBHNAFREEMEA. AWS loT EBATHE FIPS HE,

FHEERBMALA REST APl SDK = 728X FIPS 18 AWS IoT #8 AWS CLI,
122 11 S TH s R

X ESERSIRENREER AWS CLI G5 5H FIPS R4 FHEiE S %% FIPS Endpoints by
Service 1, 7 FIPS Endpoints by Service F , 23 AWS loT Device Management 2 EZ &SR ,
WEH Wimds AWS EiF,

EEEFRZERSRERMSER FIPS A InE , 55 AWS SDK = REST API ¥ Hl#E & & 1Y ik B
AWS EiF,

EERHTZERS CLI R EA FIPS B ImE |, 3848 -endpoint Z2EEBAN WisHHIEE
AWS B 5.

EE 254


https://aws.amazon.com/privatelink/pricing/
https://aws.amazon.com/privatelink/pricing/
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
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EEEEEA

ERRHEIETRSMEM AWS BRFRNTEME, TRAMMBENEEZLS. AWS RHTHIEE
TEREESEERS. ERLEERKOR , URERRINEBEE

« AWS CloudTrail €#iEUE AWS IR F A REWIRF 2 H ) AP FRILFMEESZH |, XA EFERR
FEBIETEM Amazon S3 fEFETHE, BT LA BIMW AR EMIKRSE AWS, #ITHRAH KR 1P i
H, AR EEE, MEFMER , B2 "AWS CloudTraill FHEEFE . -

R LT ERS APl 14 AWS CloudTrail

ZEESHE BEAWS CloudTrail , SkIREREHFEAE, AEH FIEKEEENEZ# AWS Bk

. CloudTrail @S EEESWFATE AP FIEIMASH, HENWTIUIERXSIEESTHENELY ,
DREZSEES AP BENERBEWL, EALAEA CloudTrail FIRENEN , HEHIEESREY
MIFER. IRHFERN IP ik, REFBROKGE , AREMFHEER.

B-FEHVARERNSLTELEFRENET. B EATHBIEHE T5IEHE !

- ZAEREEAREAEEREAERRRE.

« FHREBNREK IAM Identity Center FHEREH,

HZBERE , REEATHEACEBEI»EAENERLLRE.
- ZEREBEEHS —E AWS REBRBRL.

AR -

ok &

Fi

b

&
b
fim

BRI IRFE AWS RS ECloudTrail 87 FEREAFME | mBEE S B EFE CloudTraill EHE
S 528k, CloudTrail EHREEEHA AWS EFFIBE 90 RN EESH , BRHATBRKR, T8E,
AITHAEF A BN, MEFMENA , 5528 "AWS CloudTrail fERAEERE ., FHIER CloudTrail
EHEF K. MRBHELEHTEEL CloudTraill EH.

WMFEAWS RS B 90 RAFBEHEMNSZH , FEMUREKN CloudTrail Lake SHERMFHE,

CloudTrail &t

#RFREEE CloudTrail #% AR R E Amazon S3 FEFETE, FH BIAMWMEHER AWS
Management Console #2 % [EiE, ELEH AWS CLIZE—SZEFEH ., BEEELS
EFEH , RASEE AWS BiF (REPAE ER, MREEVE—RFHEN SR ERRENR
AWS EEHREHNELH. MFERNFMEN , F28 (AWS CloudTrail A EERE) FHAE
B AWS IRF 2B MM AERBE B M,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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A LB BRENEH K REKFEEESHMN —EEAR CloudTrail BEZE &M Amazon S3 %
FETRE |, EERMEESE Amazon S3 FEM. WE CloudTrail EEMFFHAEN , 2B AWS
CloudTrail EE{&, % Amazon S3 EEMMHEAE , 552 E Amazon S3 EE,

CloudTrail Lake EHEREFEHE

CloudTrail Lake BB&EEHAHEH#1T SQL B EFH, CloudTrail Lake #5251 JSON EXHWIRE
EHEHA Apache ORC X, ORC 2—EEMXFEFRN , SHHRIEMEERLEST T HRE.
RAEESEHREIESHERTHED , SHERNERERSHNTITEES  HKBAZERE
REREMEREERNES. EARE4ENEHENZEREFEHPLEHAFETELTHE
B, WZE CloudTrail Lake BIEFMIEA , S BAWS CloudTrail &)Y FHERH AWS
CloudTrail Lakeo

CloudTrail Lake EHEREREMNEHSELER., BEYSHERENER S BREERANE
HERNEHRENEERE, WEERESREENMNBEBESHNRAE , UREHEREHRENTERR
MHERABZH, WFE CloudTrail EEMFFMEN , 5528 AWS CloudTrail E1E,

CloudTrail P EBEH

EEENHRERMAEHE ERLBITHEBRENENR AWS IRE, EELUBAEH FEHIREE, RIETHE
% , CloudTrail ;e EEEH,

RERQERTIZERSEGFHEHIEELCHEE CloudTrail MAEESEH.

* CreateCloudConnector

* UpdateCloudConnector

* GetCloudConnector

* DeleteCloudConnector

* ListCloudConnectors

* CreateConnectorDestination
* UpdateConnectorDestination
* GetConnectorDestination

* DeleteConnectorDestination
* ListConnectorDestinations
* CreateAccountAssociation

* UpdateAccountAssociation
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https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
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* GetAccountAssociation

* DeleteAccountAssociation

* ListAccountAssociations

« StartAccountAssociationRefresh

* ListManagedThingAccountAssociations
* RegisterAccountAssociation

* DeregisterAccountAssociation

* SendConnectorEvent

* ListDeviceDiscoveries

e ListDiscoveredDevices

Sl

—EEHRREMARFRENE-FR , LEBSFR API RENHEEER. RENBHMNERD, FX
28%F. CloudTrail BFEFERTR LA AP RN ESFHEEBER , RUSEHT GBS EIRFE

o

THIEE5IFE R RE LI CreateCloudConnector API ##4ER CloudTrail B4,

£ CreateCloudConnector API ##ER I IT CloudTrail B4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",

"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"attributes": {

s )
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"creationDate": "2025-06-05T18:26:16Z7",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2025-06-05T18:30:407",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
1,
"Name": "EdenManualTestCloudConnector"
1,
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
"X-Content-Type-Options": "nosniff",
"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",
"Pragma": '"no-cache",
"Id": "f7e633e719404c4a933596b4d0cc276e",
"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"
1,
"requestID": "c@071fd1l-b8ed-400a-bccO-EXAMPLESe4",
"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

TH & PR R RE KT ListDiscoveredDevices API ##4ER CloudTrail 4.

£ ListDiscoveredDevices API B{ERK T #1T CloudTrail B4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:r0le/Admin",
"accountId": "444455556666",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2025-06-10T23:37:31Z",
"mfaAuthenticated": "false"

},
"eventTime": "2025-06-10T23:38:07Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {
"Identifier": "EXAMPLE4f268483a17d8060f014"
I
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",

s )
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"eventCategory": '"Management"

WEABRE CloudTrail EL#ERNBEMER |, F28 (AWS CloudTrail EAE&ER) BH CloudTrail record

contents,

B

260
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