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REEMFENEMERE, ZUZEEBTHNEAEERAGLERARERN , BIEMfIZE AWSRF., &
Fleet Hub REEE RN B EMEIE , SINRAENERIEXEN LT HBE,

Fleet Hub 2T 5IZh&E,

- JEENRFESIR B AT

REET , BALHENMAEZEETANALR.
« BATIER
(@ Note

B EE Fleet Hub BERREBERRRRS| , BNWHLAUFERYHEBH AWS loT Core
R Fis ID ERE .

Fleet Hub for AWS loT Device Management BYiE/EH =

EEE T LUER Fleet Hub for AWS loT Device Management FE 40 8RBT 22/ Web EARER |
MEEHRITMNERRBEEMENE., EFEMA Fleet Hub B Web ERAEASHREEEN T 5
BIFR#E (Bl20 Active Directory) EITE S, EARENEESEAHBCHRENRERE,

Fleet Hub Web FEFFEZEE AWS loT Core BRI MEBEHRE S, EERGIRHERE B EMERRE
ERWESMEBERNEBIZEDEEREREIT B RNEED,

%II
:I:Ih+

Fleet Hub FERE & A AWSIoTFleetHubFederationAccess SEHE, MEFHAE
B227,

g E A =B -

, B

- REBAREERBE - EUNEEMETD  PEHERNKERE. REN LIERNRE , REEPE
ERERER,

« REET - BULUREERERENREPEERFBRESNEE, EREIRBERBERRMH
ENELREF  BERUERAE. £ LUUEEFANKESR  ETHREMEHERE,

« TR - BUES-—HSWBERE LWITERESR (BINZEER).
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REMBREBZRS , LAEERHIEFE Fleet Hub ERAER,

RO MEBRSISEBHEAAE AWS loT CoreZEWMMNMN RS, BEAEAMBERSIRMEBTE
B, LAREHNRE Fleet Hub EARXHHESR.
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Fleet Hub Web BN IEH—EZELZNEREEIE RN EH. THTBRERMEREWMME Fleet
Hub I E TR,

1. BMERANURBER - EE—HEH  EBEATERMURBENRAFEEREEENEE,
2. RERE - RERME , FEIREIERPERM (BI04 E R B EFRANERRE) BERER,
3. REEA - BE—HHRMFA , EEENRERNE RIMER , Fleet Hub S EAELWHF A
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EIE B Fleet Hub for AWS loT Device Management

AHEEEEEMMEIMERE Fleet Hub for AWS loT Device Management Web FERERX K5I,

FE

- RAKREA

+ AWS EE Fleet Hub for AWS loT Device Management B B)fY 1 AWS loT Core fR#&
. HED

B IR H

B ER BA AN{AI 3 31 M ER ZE Fleet Hub for AWS loT Device Management Web FEFATER
£
- BYEHE—1E Fleet Hub FEAER

« B Fleet Hub EAREXMNHE RS
- ¥EFEAEZ Fleet Hub BAER

BB E — 18 Fleet Hub FEAER
FoOR IR
THBEEAEHEE] Fleet Hub Web FERRRAIENER,

- AWSIRF,

. EEHREFBRA AWS IAM Identity Center, (B8 REXALERTE , AWS loT Core ¥4
(https://console.aws.amazon.com/iot/) 1R RIER A, )

BB E — {8 Fleet Hub Web FERTER

T Y SBRBUMEL Fleet Hub for AWS loT Device Management Web FEFER,

1. EEZE AWS loT Core £# A& (https://console.aws.amazon.com/iot/ : //) , REBIE L RIE R FIRIE
Fleet Hub , REZIZIZEEAEN,

R ER ’
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2.
3.

£ Applications (FEFAEX) EE L , i#F Create application (B EARER).

TEEXE 1AM Identity Center EE L , 2R &= REA AWS IAM Identity Center (IAM Identity
Center) , BRI BMAT. AWS ERISEXAEFEHHAER, BEEEFE4PNERS , THK
F I1AM Identity Center,

® Note

B ECHN B D RMEEEFZE IAM Identity Center, INEFFMENA |
IAM Identity Center ? MEZZENNATF D RMAE,

B Fleet Hub FEAREXK , MREELZEHBHTER , AILAET IAM Identity
Center IR TERE ., BEIM Fleet Hub BRAEX th A E MK IAM Identity Center

AWS [EiF WEBETERSY., MEFHENR , FSEBA IAM Identity Center H 1AM
Identity Center B #E 4% 3017 1EI5E -

\Xt

SRMTER

ZEHEHHFRESEMAT IAM Identity Center,

&E-F_I o

£R5| AWS loT BRI EE L , REAERFRELMLE ZE/E AWS loT E Fleet Hub EERHHIE

L EEEASERERE AWS loT Core EEARWEMR , BRI AEHFRAFMEE AWS loT Core #
BRsl, BuEALRERRS, BESNRESHEER. FFEN. £EEREN (HEETE

HAEH) MEBERER. BRT AWS loT Core IKFERRMARSINZERMM I , BERLENE

HIE LA

- MREEMARERS , LEASEFEERSIREER BITRAL

- MREEHARBAYHZREIFNER , BLHEMB ST EEER Fleet Hub,

ERTRBERSIRENEENRER , F51E#F Next (T —F),

MERRNARAEERSINFHEES , F2HRAEE Fleet Hub BAEXWHE RS,

£ Configure application (Bl & FEAEN) EMEMY Application role (JERRERNA®) BERY , B
WIREACREIRENREAE. BH Fleet Hub Web ERERNSEHMEA Fleet Hub EiREF
BEILKAER, BEEoFEREEMER Web ERERE  EAHACHBNER,

- BERENHAC , ACEBMALUTIIFHEFME : AWSIotFleetHub_random_stringo

B IR E — 18 Fleet Hub FEARR
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- ERERBANAR  BREHEGUREBSR X4 ER, MEEFEH Fleet Hub Web FEFA
BEXFENER |, 55181F View role details (RIZABHMEN), ESRB—RBRE , BRZR
FE1E AR AR M B T 2 ST Y AR AT T A R Y BRS04

6. 7E Configure application (B EFERER) EHEHAY Application properties (ERREXEBMH) EBERF |, &
AEREANEE, 5F , Sl EmAERERXRHA,

i#1Z Create application (B EHARER).

7. 1£ Applications (FEARER) BEE L , BELEINWERARER | RERIBIE View details (R FME
. MBEEARIHFMEENR,

® Note
BEE—F TR Fleet Hub WEE B &5 REE , B2 HEEF,

EIE Fleet Hub FERREX AV BT 3R 5]

AT LAER AWS loT Core =12 A 5 AWS CLI REEAME RS , W THERRFERER/ESl : AWS
loT Z#EMEER. AWS loT Device Shadow &E#l, AWS loT EREERFMAWS loT Device Defender
EFRER, THTRRBPMME AWS loT Core 2 A LA Fleet Hub for AWS loT Device
Management EFAERXWHE RS, EEXHA RESE AWSCLI , FSBEENHES

/A Important

2022 £ 7 A 20 HR AWS loT Device Management #8¥3: 5|82 AWS loT Core EZ & FE 4
It AWS loT Device Defender ERIER ) — MR AI AR A, FEALL GA IR |, BRI LUEIBIE
EETFRBRESIBENCTEE Fo MRETE 2021 F£11 H30 BE 2022 F7 A 19 BE
B, RN AFRENENE T EGRRINERER T , RMBERECENRERER
SIEE , WEBRENE FERE LXF&E?%IEJZZIKthﬂiﬂsx&Em MBMAEFREREER S
RENFHEN  FIREERERS,

1. BEZE AWS loT Core £ A& (https://console.aws.amazon.com/iot/) , REEELBIERS |, 2
ERE,

B Fleet Hub FEARR XAV HET R 5 5


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
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https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
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2. 1f Settings (FXE€) EE L , BE = Fleet indexing (MR 5|) EE , A%IEIE Manage indexing
(BEESE]),

3. HEEMBRSIEMLNEARERT , BEEYWHRSIM AWS loT BERSINER KRR, LA
£/ Fleet Hub BY¥14+ 3R 5| M) HHIERR

4. (#EH) 7 Manage fleet indexing (B2 #E£ % 5]) EEA Custom fields for aggregation-optional (%
BHNBRTHRM - 2A) ERF , RTHBELRSIBRGEREASINZERULZA , EURMY BFTHAL

ELTHMBERSIRENEERNRER , 5H#F Next (T —F).

MRRS THEE - CRESHERRE. NESRNAERMRRINEMET
al,

':iﬂln
W

ZERHER

Hi8EHEE Fleet Hub EATRER

&9 Fleet Hub for AWS loT Device Management Web ERREXNEHEILB I I ESEMAEAE., B&
ASAHEBERE  THFSCREABKNEFAEARR, XTEPNTRRANAKEREFEEEN
AR,

BT LAIEIR A EHIIR F 3 E AWS IAM Identity Center (IAM Identity Center) , RGN & 5 R K18
FHE, EUKECHE2RHEEERE IAM ldentity Center, MEFMER , F2EMTER IAM
|dentity Center ?

1. 1E Applications (FEFATE) B L , # Fleet Hub applications (Fleet Hub FEATER) FEFIRIER
B Web FEARER ., 51EZ View Details (B1FEFHER),

2. GEEAEAFMEEFERDL , B2 Add user (FIEEAE).

3. 1 Add Fleet Hub users (#7138 Fleet Hub £ &) RE+ , L EMNHEMER SRFINEAERNE
%, £ Add selected users (FTZEA A &),

4. HEEARAFHETERL A BREFINFMENNEREE Fleet Hub EREBESR,

AWS E& Fleet Hub for AWS loT Device Management B Ejfy
AWS loT Core AR%

REFEER A Fleet Hub for AWS loT Device Management FEYZhRESN{AIER E fth AWS FRIEE S , LAE
Fleet Hub Web FEAEX PR HTheE,

T &RI¥EH Fleet Hub for AWS loT Device Management f F B4t AWS RIS R EESEIhEE,

HigFEAEE Fleet Hub FEARES 6
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Thee

BERANS D RE , Sl

Active Directory.,

£ AWSX EMf., BRI

M3 51 &R R AV B
REUEH.

REREEN—BEERVE
Ro

AWS BR#%

AWS IAM Identity Center (IAM
Identity Center)

AWS loT #E % 5

Amazon CloudWatch
(CloudWatch)

DU

B LUEIB AR FRRE
AWS IAM Identity Center (IAM
Identity Center) , REEN G
SDREFEERE, BUKE
CHEDRHEERE IAM
Identity Center,

MBEFHMEA , F2RTER
AWS IAM Identity Center?
ANETD,

ERHEREIRE , RiEREK
5, EENRRENEERSE
B FTER  REBEREE
HER (RELEWBHEH).
BR T MK FEER AWS loT fmE % 5|
HNZERULZIN , EERTE
M AR BRI

WMEMBRSINFHRES , 5B
SREBERS,

Fleet Hub & &RIx & 4\ B8
CloudWatch 15 , &AL
AESRUER , BEYEBETRY
RE. flin, BEERNEKE
HERREEHER , BRI
##3 CloudWatch 8/~ , EXE
Amazon Simple Notification
Service (Amazon SNS) &4,

#NZE CloudWatch B9&

;A , FSEHER Amazon
CloudWatch ? 413 an4al {& A
AWS loT Core CloudWatch
BUEENEBRNENR , F2

AWS E& Fleet Hub for AWS loT Device Management EE1# 1 AWS loT Core g7
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https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/identities.html
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Thee AWS B #% DU

BAfE A CloudWatch &3 AWS
loT B RMER.

HWED

RERHRB B ETN TREMNHIRG R |, B Fleet Hub EIE &R,

{E= 6N BR T B

EH Web RARENERELERE, BYEAEAR A URFELE KT REERS
Mo

BEEE AR Web BAREN, ARREELER—BEAENREERAEN,

=)
AERNACEAEENSERR , TR

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleet
hub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

WEEBWTHRE IAM SERRNFMEN |,
A2REESRACNEEERK,

BEZELRBYT Web ERAER, AR FRRIZ I RIZE Web FERREX B MRS,



https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
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A Ei‘ZE Fleet Hub for AWS loT Device Management Web FERRE RN ERENEA. MEE Fleet
Hub ERABRXREERAEHEZHEPNFHREN , F2H EEEM Fleet Hub for AWS loT Device

Management,

e

- BBEA

- EHMEERG

* 7£ Fleet Hub for AWS loT Device Management 5 { £ # FA{E 5 &4

B

=
+mn

P50

BRIABER

AEEDEBIAEEA Fleet Hub for AWS loT Device Management Web FE 2R ShAERIHEEEE o
F&E

- BUSHNE—BER

- BUSHE—BET

- BREBHMET

BUENE—EEH

AEESZEL 5| EEREITEER Fleet Hub for AWS loT Device Management £, ZEHRFEHES
BEHEEEEN.

TORIRAF

- EHEEZRE (YWH ) AWS loT Core KR F+HEFERRY Fleet Hub FEAREX,
- BB BERER Fleet Hub BRAREFIIRFE.

R ER 10
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BB E — {8 Fleet Hub &3

B IERSE —1E Fleet Hub £
1. BIEZHH Fleet Hub FEARER,

RERMRASENESZENBITBUENFTIERERE. 22BUEFTENBERETEM,

2. EEMERNIZES | 1 Allfields (FTEML) &2 Connected (BE#R). E FTHRIBEZNFE
FiRdE A false,

test app Dashboard US East (N. Virginia) ¥

Dashboard

B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard

don't support filtering. don't support filtering

3. MEHTEE  H&IE Search (B5), BREFIFMERERZEEZENEE AWS loT Cores

NMFEHFEZNERAGNFAET  F2EERTE, YHEREG AR Y HEFEEHE,

BYENE—EER

AREBESZEL 5| BEREIEERN Fleet Hub for AWS loT Device Management 2R,
o IRIRH

- HBEEHE (WK ) AWS loT Core Btk S #HEIERH Fleet Hub FEATRER
o AR RAEER Fleet Hub BERRFENIRE,

BYUEBNE—EER
B IBHISE — 1@ Fleet Hub R

1. BIBEZR Fleet Hub FEARER.,

BUBWE-BEER 11


https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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2. FEENESHTERENEEHES  FEIEH. NFNAELBEEHNIETR , 528 the section
called "B BN E—HEH, BEEYRBEUEN , ENETESERETEHEBTNMEEE,

3. HEHEREXRIREMEL , 1BIE Create alarm (BIETR).

4. 7 Build aggregation metric (B2 EEEE) EE L , FEFEER Target query (B EEH) 2 THE
T~&E#, 1 Configure fleet metric aggregation (Ei E# B {5125 %) ER P HIChoose field (EIEH

fi7) BE L |, i Connected (BE#R). It AWSEEMUIEHEE RS ER AWS loT Core, 1#
EWIEEREE AWSSERMN , UREEETE AWS loT MRS R E I BT

5. ERRERARE K EETIHP—EERE,

« LR : BE—ES&XRIE,
- AR BEEFREEARE,
- B BENEESRE,
« TR : BE—E&/ERE.
- FHE : BEVSRE.
6. #NA Choose period (ZEFEHE) , BIEFELNBEPREENRASERE , UBRETR,

REHBEERENEIREN TR :

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.

Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data

statistically.

Choose aggregation type
Choose how would you like your
aggregation options.

- field to be aggregated. Different field types may trigger different
Count v

Choose period

Choose the frequency on which this alarm will be based.

1 minute v

B Next (F—%),
7. 7 Setthreshold (3R ERE) EEH Trigger the alarm whenever... (B E%R...) ERT | EETS
Hrh—{E#IE,
- AR EREEENEREBEEERZEHET.
- RR/ER  ERAESENREENIBBEEERZEHET,
- MR ERBEENEEEREEEREHET,

BB E—EETR 12
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- PRIFRN  ERBEENEESRIEBEREEEREZHE T,
8. T Than (kb)) XFH#F , EEBAREABESRENE.,

REMENSEIRERRBRALMNTAR

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater [o] Greater/Equal

> threshold >= threshold

Lower/Equal Lower

<= threshold < threshold
Than

Enter a threshold value.

igg Next (—F_ﬂ;)o

9. £ Notify user (BZIfE &) HEHM Notify — optional (B%1 - &) BERH , MAEFEHHBEENS
ﬁ HhaesfERTEERERNEAPREFKEBENNERAE. BASFBHIEE (SUE

o), EALFBE,

10. 7£ Alarm details (B REFHER) BEERP , MABTHER , AR BEM MW AR TINRE, #F

Next (F—%).
11. A Review (F) EE L A RELEANER LB ANEA. &
12. ZREERRLE BRI ESETRECEUNAMEETRHNENR,

Total alarms monitored Total in alarm

3 L

Alarms

MyDisconnectAlarm
11 -
A""aé'm © Insufficient data

disconnectAlarm
0
® oK

violationCountAlarm

LERERRNERR

EEEEMBEVERNFRES  FELZAISEERFIERE Fleet Hub alarms (Fleet Hub B7R),

BIYENE-—EER
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Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK Movember 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

BEREFHER
AEEBESRARRANEERENEBHEEANS R,
FoIRIRMF

- EEEHRE (YH ) AWS IoT Core MR FHHRBIEARY Fleet Hub FEAREX,
- BB BREMEMA Fleet Hub BAREFMIRFE.

RKEFAE

& A Fleet Hub Web FERREX K , B F I LAISEERFH Device groups (EEF#H). Device
groups (EEEH) EEYIH T &M Fleet Hub Web BERRERFTHNFMEEBERE, ZESEEEHEN
SFHER |, B Group name (BB ]E) MILRBREEBEHE,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards .
Device groups
Device groups L @
Jobs Group name Parent group Group type Query Group description Created at
LightBulbs - Static group - - March 11, 2022 18:59 (UTC)

Fleet Hub alarms

MyDynamicThingGroup1 attributes.wattage:75 - October 17, 2021 22:15 (UTC)

MyStaticThingGroup March 11, 2022 18:49 (UTC)

MysStaticThingGroup2 LightBulbs March 11, 2022 19:01 (UTC)

English (US)

Logout

KEFEFMER

Device group details (ZEFEFMEF) EHTSEEFMEBRERENEN. EERREBNWFEE
F , 5512 Devices in XXX (XXX FHYEE) B9 Device name (EERH) BB EEENEE,

BERBEFMES 14
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test-0119 Device groups MyDynamicThingGroup1

MyDynamicThingGroup

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

View on dashboard | ’ Run jobs

Devices in MyDynamicThingGroup1 (2)
Q
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

KEFHE

illll

Device details (£ EFFMHEF) EHTSERBEFMEEENEA.

® Note

MRENAFREEREVHEBRERATEAFR IDAWS loT , AI#EREIFTEA ™Y

o ERRERRRE.

A

Details (FEHI &) BEREBSEREN THEF

BERBEFMES
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* Device name (BE® ) . AREENYHEREE, NFEFMEN , F2RMNMEASEREEEY
EO

 MAER . RANEBEMBOYEAED, SUNERNHERERESARNEER T AR
BEH. NEMET , BSEUEER,

- PREBREEBEEK - BHNEE LIGERFNE—BBEE AWS loT,
AT H A S EER  F8m Device details (EEFMEN) HE LMBEER AT HAERS.

o PIREMRAREE - HEWERARE AWS loT, MRENRECER , BIES true. MRKRELR , 8
{E& false,

- Disconnect reason (FERERRR) : HEPENERNEREE,

HENER
Reported data (REMER) ERTERBREZHER. REXFERNYHEFENET.
- KEWNL - # AWS loT HR5|IFRENRSIML. MFEFAES  F2REEHTFRS

+ Device shadows (&£ & ) BENEERBNE T, EEXTUURBRISERNATEE T
EmaT . NFE nﬁ'ﬂﬁﬁﬂ EZ2E) AWS loT #£E 2+,

» Device groups (kE##) : BEENEKEMBNRESFE, KERETUARKISFEYHEHENS
REYtEE, WERFEER  F2REEYAEENE Y A,

%

Jobs (1X#) ERERTIRELFITHMEREK. SEXTKEE —BFREFERD , TETRER
NWHREEF , BEEENMTRBENRA. WEFHAEF , 528 Fleet Hub for AWS loT Device
Management Fl Jobs R AT MEKE AR, https://docs.aws.amazon.com/iot/latest/
developerguide/iot-jobs.html

BERBEFMES 16


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
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https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
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Defender 154&

Defender I8 EE R 2~ B aiFTiR % EFEEEAY AWS loT Device Defender 1542, R LAEAER
WERER  $EEECRBEEANEERERB(LER., E% Fleet Hub EARXZEF Defender
EEER , 81 Fleet Hub BIE B XA KR EEHEPTIE S E BIHAY AWS loT Device Defender 515,
MEMMEI MR ELEE AWS loT Device Defender IE1ZEWEEMAEA , F2BHETEE, £EKE
EMERmIEE,

IoT Fleet Hub > Devices > MyLightBulb1

MyLightBulb1
Detail: c
nnnnnnnnnn Thing
MMMMMMMMMMMM -
Shareal Last connection status
® fals

nnnnnnnnnnnnnnnnnn

;;;;;;;;;

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar29 Mar 29 Mar29 Mar 29 Mar2s
2026 2028 2050 2032 2034 2036 2038 2040 2042 044 2046 2048 205 208 2084 2056

rrrrrrrrr

Behavior violations (T&1E#) EREREREB aiFmB K EMER. KBRS AWS IoT Device
Defender 5 RIERER, TAERENTUSFEERTH. DXEARBN LREREEEE, B2
# Fleet Hub ERARENMIRITAERER , M Fleet Hub EBERE LS MRERFPIRE AWS loT
Device Defender 1T 21&# , WEEEF X 5| FERE AWS loT Device Defender i, FEMAIE AWS
loT Device Defender &£ 4 ERFERETHERNFMER , FSBAWS loT Device Defender {8
Al WMFEEZWMAIEEE AWS loT Device Defender iZRMEFA , FSEEE Fleet Hub FERRE A
BRS|MNEEYHERS,

BERBEFMES 17
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
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https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
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— \aa
2 38 A EF E R4

& T LAME A Fleet Hub for AWS loT Device Management ZH# 3R MR L BB D YHEE,
AR AWSEERL. BITMUNZS|IERRRERNEMEEMATHERERYE. SHAN
BB BET# |, the section called “B/R"EHA AWS loT #ERSIFA NEMR, NEKRBRSINFRE
7, BFSBREERS,

ES- |
- BRERIR
- ERASERGELEN

BIRERR

B 8% A Fleet Hub for AWS loT Device Management Web FEFTEREF , B2 FF —EERIR , BR
BEPEEERNMERR.

Summary

Summary (BE) R SBETIHRETMARERBERNRRRE. ESRUTIER

- REHRHE

- BEPENERNERBE

- BRMEHMEMNYNHEENSERETNE
- BRBERAEMNYAFANSEFAPHE

ERMER G 18
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Dashboard
‘ B Summary | i= Device list | G | | Create alarm

Total devices Total connected devices

40 -

Total alarms monitored Total in alarm

2 1

Disconnect reasons

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Alarms 1

test-alarming-alarm test-ok-alarm

40 40
A In alarm @OK

Device types

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Device groups

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

HEFE

Device list (REFE) RESE R HBBERENRE, RERHBETSEKENTIER.

- RERH

HYIE AR AR R
EIRERRH R B EC

R ETRY R

YR

- RENYHEE

< BEMBBERSIRBPEILN BT ML

il

KB

%

KB

~

KB

i W md o
f

K
=

mf

BRERR
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® false
® false
® false
® false
® false

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

EEZNHISEEMREEN CSVER  FERXEEELREELBENAR. Fis , HFECSY
B, O EEBFERETHENEELETHNER K MASTHEEEE LNEHR,

U UERAEANEGRRY MO EE—ARKRPELERESRTERNEEFTETNEERE, WE
FRERMEREGLUNSHEREEWFHER , 5528 the section called “E I &,

e ENE R R EH

A EFEZR B Fleet Hub for AWS loT Device Management ZHHEEF R |, W ZE L 5| BIEE F EFRIF
HEIEHAMENT R,

BUERER , REFETEERRBEZENFERR LNREREBNAE, BTUER AWSZEW
v, BRTHA , BURIREH AWS loT B#REI 2RI ERRRVEMBIERENREN, MERBFERSI
AHAMEHS  BREERE

BETRERTHEEER. BRFEARMETESNRV, EESHALTEE-EHPEAN=
18 & 2 AR 1 BR 1o

T-HRARTAREHRENSR,
BUEH

THSRRAMART ARG,
SER IR

- BEEZEEE (YW ) AWS loT Core WIRFB#E/ Fleet Hub FEARER
- BEREMEA Fleet Hub EARERXMIIRS

ERERRTRIES 20
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ER R A PV ERREMAE M &% — 18 Fleet Hub &3

1. BIBEZEZH Fleet Hub FEARER.

2. ERERERRL , WEIETLLFETIEIH AWS loT Core IRFFHEREFTERSIEBNEKE (W
) B

3. EFRBERML , iBE Device list (REFE) R5IRH. RRBREFINTEZEEN BTN
BHBEFE, BFIIBHTEBMEFTE.

4. EEHER K GASEBETEREITNIEET, BEFEIEAZTHEMRNL

5. WEEEMEIER , &2 Filter (BHEHEM).

6. 7E Filter (BFEMRM) BN Field (W) T , BELEZRAREAGTZRE 4GB, £ Operator (IE
BEF)T, BHBE—ERE, 5%, & Value (B) T , BREEANGEHZR GG PHBME,
BERZUHB=EGRRYt. BEFEILFTALEF,

7. WMEHITEN , FREIZ Apply filters (EREHRRY),. RSB TS EBREANMEBEE.

£ Fleet Hub for AWS loT Device Management = {§ Fi{E#& F{E 55
i

® Note
EREAYEE I ATREMNE , JEERE,

EBABEZEEE AWS oTHW—HZELEE , WHEH EHTHRKEE, FlW , BaLlES—EET
B O ERHEETEYREEAENNIRER. EFNE. BIRER , IEYITERRELRE
YE, BT LA Fleet Hub for AWS loT Device Management Web FEARE R # TR LR ENER. EE
BNEESSE AWS loT EEAFENFKER |, WiEREE Fleet Hub FREFEAERNWER, £F
# Fleet Hub FEARX A , BIEERTERNEEREE A,

EEESEERVATVERARNPRENKESHE. WEEFTELEHAE  FEESEE KT Device
groups (R ERH), ECEEREREABER , EUAERITHAXEETIIMEREERE 2 —.

« Snapshot (1RER) : FEHHIT IR,
- Continuous (iFHE) : EHUXEITZ %R , T SENEEFHENTMEE LHT,

£ Fleet Hub for AWS loT Device Management FF {if FI{E 3§ FM{EFE S5 4 21
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NERVRERARBANHEET,  B2REBEES. DBRERBEIANFEET  FSRIB.
TR

& T 1 Fleet Hub BABEXFHBEMNEMTES , B TIZRBKMEE,

1. ER—@AFHEN—EHZEEERLABE.

i#1Z Run job (FTIE).

£ Job target selection ({E# B #Z=i#18) T , i#$F continuous (F4&) = snapshot (1RER).
BEEEEAR, BFE Job summary (EFERE) THNFRARPLEHTHEEER,
BRI LR AT ERE,

E1Z Run (F1T).

o g~ w N

& ¢ Fleet Hub BARAN TIMERENE R , WEBRETIIR

« BRREMHREFERSIFER,
- KERENFAEFARH,

- REFEEE,

- BEXRBERENFHAEARH,

BENEBER

BAETIEERRER EEATHNER.

- EHFERE  WEEEARMHETUTHAEER. NEEELEE , FEEEERTIERE Jobs (1E
%)

- BERENFMAEAER  HEASETRIKRE LBITHARBEER.

BECHHS —EFEEHAER , TEREBNREEEHN , 2FEENITHEER. LEESELNE
BRE LEBNATRERE, HESETTIBR

- BTHE.

- CHUERIETHE,

- RREITHE.
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- KEWETHE,

- BEIENETHE.

- BHAMTIINETHE,
- EITHHETHE.

- ERRNETHE,

- RENETHE,

WMERCHER |, 35&#1F Cancel (BUH).

BT
A EIER B Fleet Hub for AWS loT Device Management B RHBER R , WES S| BEENERE

R ER

ERE FleetHub B R, HEEAZEBERNERRTNFAEEE, ZEFTERAEMES , RE
TEEAELMBETNMERE, WEFRHEBERIRNELEHWFEMER , 528 the section called
‘B M ERIE

& R Amazon CloudWatch (CloudWatch) $gZ & B # AWS loT ﬁ?‘;%lﬂ&i%ﬁﬁ AESEVRET
CloudWatch B/R, filtl , BV —RIER , HEGHEPEENF BEEERN 50% K, 8E
4 — A Amazon Simple Notification Service (Amazon SNS)FAE..

Fleet Hub /R {F MBI 5| IRIEHY GetStatistics M GetPercentiles ThaE , EHEELER, | &
FENEMBITHERVNERE  ZUBRVERZEEBM 2 THESETRRE,

« &K
- AT
.« A
- TBR
- EE 1018, 5 50 fE. 55 90 f&l , 5 95 {E=F 99 HEE T UBBE

MFEEMBERSIBBHEARBRENNFHEN  F2REEERNEM.

TRIE-ETRAR AWSEEMUNBFTMV < RBFENEH,

4

Sl
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BRTEERBRUNER 2N | BETEETIIE,

- BEENETRERRETMENEERE (1 28w 5 7 #).
- TIEGF-BAEEAELEERBMUNEENEBER T,

I
SYEE AWSE BT RH{)
SR AWSE BT R H{Y)
BB (AWSSE HARE)

true WEA 1, false BWEA 0,

shadow.reported.batterylevel (#&¥3& 5| fR#& &
BUNEFTEEBNT)

« EX
- RRR/IER
- B
- BR/ER

- BEEENLBEE FEREFERANE,
o BIREERIBRE RIS Amazon SNS AR Z AENEFEHHIHEE,

Aggregation Period (& HiR)

e
e

. B
- B
. A
- TR
. FHH

- B
.
. A
- TR
. FO#

. p10 (B 10 BH B
« p50 (56 50 B E
. P90 (% 90 A
« p95 (56 95 BV E
« p99 (55 99 A&

)
)
)
)
)
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. BREE.

WEE I Fleet Hub B~ |, 582/ the section called “E I R

BAUER

AREESZEL 5| EIERET Fleet Hub for AWS loT Device Management B RFTEN S B, HERHREN
RIREE B BB A shadow.reported.batterylevel #95E B & 72 — EEEMN, L BFTENIE
HEBNEHEE, CEEEREHEEL AWS loT BE RS REHEN T SH BTHN,

RELBBETPRENTHENEEN 1 2ERER 50% , BMELNWERIER Amazon Simple
Notification Service (Amazon SNS) FAEEEZEZABHPIASBE,

3] Fleet Hub &3

1. BIEZE Fleet Hub EARER.

2. BHEEHERENKRELS K FEUEH. NFNURYEEEHNIER , F2H the section
called “(FFAEFEZIFHEVEHN, BRIV REVEN , CNERSERZTEUBETNMEEE,
EHEFEBRIREEL , ##ZF Create alarm (BIETR).
£ Build aggregation metric (B2 RZIEE) EE L , FHERER Target query (B BEEH) 2 THE
T~E#, 7E Configure fleet metric aggregation (FREM B 51ZHE) EERH , 1 Choose field (###
MWL) F | #$E shadow.reported.batterylevel, LLIIRERTE AWSEZEWN , UREESE AWS
loT #E RS RBH RN BT

5. %% Choose aggregation type (BEREH|A) , FF18IE Average (F13), HBERBEEMEH
W ENEEEREER,

6. £ Choose period (ZZHIR) , 5FZ#Z 1 Minute (1 £88), EXRNEBHERBEREENERR
R—oiER REBRETR,

&E-F_io
7. 1£ Setthreshold (XERE) EE K Trigger the alarm whenever... (R E®H...) B+ , &2
Lower/Equal (I8R/ER), EFHEMWEEFEERABIEENER , LERRER,

8. 1£ Than (kb)) XF R+ |, @A 50,

BET-F,

9. 7£ Notify user (BHIfEH &) EEH Notify — optional (Bl - i) B+ , MASFHHEENS
B, HhasfESPEEREAEAPRERKRIBHMNERAE. BASFEAFbuEE (UE
ok, EANEE,

i
<t
4
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10. #£ Alarm details (BREFMAER) BRP , WABTHER K ARREM B ABTIHNRE, #E

Next (-F_i)o

11. 7 Review (#208)) HE L A, BESEATEE LWANER. BERERR, SFREEZNERR.
12. EFERERIRECANWEEmMARF , 122 Fleet Hub alarms (Fleet Hub BR), BREEREREIN

B —
=To

BE R

RERHRB AT RN ARG R |, B Fleet Hub £/ & R B,

(6N

BEZRESHBRRGDNENEERNE
E@O

BHRAFETER,

BV E R RBEMEAER,
REEREFRANETRAEENERE,
BEBRRFLERGRFEIERIAL.

B "¥4 L (ERIRET BB R SRR
5lo

R B

AR TR XE 28 1 AR SE ) 0 {81 22 5 90 =5 0 B i R 4 Y R
%IJO

s

BN EESERBERSIBHEHRIER.
BERENFEE ETREA
BEENBERRABLEENH,

AN EE SR MRS CRARGERNE
BH,

BB EHAFREERE KEMRYHREME
E# A Fif ID AWS loT. MREHAFiKE
BIRFERRY BB ER IDAWS loT , Al
"YWt HNEEREETERMERSIRER

5lo
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EZ#2 Fleet Hub for AWS loT Device Management

E R R Fleet Hub ME A AWS RS R AN, TAMNMENERES T, AWS RHTIIE
T HRER Fleet Hub, HEERARRIOE , WBKERIE BBIF,

« AWS CloudTrail #EU& AWS IRE SR RENVIRF 2 HH AP FRIUMMAESESH , WEAFERR
EZISER Amazon S3 EFETEE., BATLAEBIFE LA EREFIRE AWS, #ETFEILAI R IP
o, AR EYBRRE . INESFMMEA , 5528 "AWS CloudTrail fEH &R, -

T
- {£F c8% Fleet Hub for AWS loT Device Management API FEI4 AWS CloudTrail

{#/ 5C8% Fleet Hub for AWS loT Device Management AP| FEAY
AWS CloudTrail

Fleet Hub for AWS loT Device Management B 82 #& AWS CloudTrail, CloudTrail AR = AL E A
%, AGHRKEE Fleet Hub A AWS HELZ BHERVEC 8%, CloudTrail €% Fleet Hub BYFTE API FEIY
R AEH, MEAMWZIERE Fleet Hub AWML | ¥ Fleet Hub APl fE¥HEXTBFEA,

HIEEVIER |, EH#& CloudTrail B4 EXRX I E Amazon S3 #7788 , 21E Fleet Hub WS4+, H
EEREREEHR , IRATLUEIR CloudTrail EEAFNEHELEHBIBERTTEH

&I LAEA CloudTrail FRUREER B FANFIEN D Fleet Hub B HHAIFER , IR B HERAY IP sk, A
g, RFEMEMFEESA,

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEA&ER. »

CloudTrail F#Y Fleet Hub &&H

AWS CloudTrail E8 2 AWS IREF , STELNIRE LA, & Fleet Hub R ERER | ZEE
EE04RTE CloudTrail B4 |, Y ESHRELEHEPEEHM AWS RESH., EAUURE. EENTHR
AWS IREWRHTEMH, MEFMENR , FSBEH CloudTrall EHFE $ 50 A S,

EERFETHRE AWS IREHMNEH | G Fleet Hub BWEH |, BFEMBME, B¥TE CloudTrail 5
R+ ZE Amazon Simple Storage Service (Amazon S3) EZErEE., RIFTER , ERETEAE
UBRRE  RRSEATME AWS B, BRREHLHE AWS 2EEFRERENES W AFER
AT EZRIEER Amazon S3 F1FETEE,

fi5 ] E28% Fleet Hub for AWS loT Device Management APl FEAL AWS CloudTrail 27
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e AT AR EH M AWS BRFE , BUE—F DT MEE CloudTrail BRFFIRENSEHER, MEFMAE
7, FBRTIAR

- BIUERHSBIE

» CloudTrail X EHRBNES

 EXJE CloudTrail #§ Amazon SNS J&Al
- RZEEFHEW CloudTrail AFER
- RZEIRFEW CloudTrail AFER

CloudTrail 328 FiH Fleet Hub BifF, HEREHMN AWS loT API BEr, fila , ¥
CreateApplication #l UpdateApplication BjfEZ HEIFIUETE CloudTrail FLEERPEEIE
Ho

B-EEMIARERFELSELFRENEN. BOERATHEHE THIEE

- ERFERABEEAERH AWS Identity and Access Management & & A ERHEHEES
- REZERK , RECEATHEACEME I EFRAENBRELERE
- BREGHHEM AWS RFIRH

MEFHMMET , 5528 CloudTrail userldentity T3,

T % Fleet Hub for AWS loT Device Management B 54& 8 B
EMRR—BHERE  EESHUAFBERNEXRMAEEIEEN Amazon S3 REFETE.

CloudTrail BFFEREE —HZEARER. —BASHATMARREHNE—FR , XTSFREE.
AR BN, BRBHFE.

CloudTrail BFSEIIFMANE API FEIATEREREEF , Rt A EEMBEIRRF HIR,
Example

T %l CloudTrail 528%E B B8R EE8 CreateApplication EHEME

f,_il'lll

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

T #% Fleet Hub for AWS loT Device Management HF5#&818 B 28
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"principalld": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-12-04T19:59:537"

},
"eventTime": "2020-12-04T20:02:3872",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T f# Fleet Hub for AWS loT Device Management H 51818 H 29
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"Resource": "*"

MEEE Fleet Hub EREE K H ARN NFE |, F28 (RBRESZE) FHY Fleet Hub for AWS loT
Device ManagementE XM &R, BE T HEA UERABLBEEESEERN ARN , 552 Fleet
Hub for AWS loT Device ManagementiE & # B4k,

MEH#4R Fleet Hub B9 B BERWEE S | 382 E W5 5 BB Fleet Hub for AWS |oT Device
Management,

Fleet Hub KYBUSR R4+ 52 51 82
XEBRBEERRRG SR . B

ERE A LMER AWS JSON BURRIEEHAIUERAR., tWH2HR , WHMEERE T BERE T oAt
EEREITHL B F,

Condition jt3 (8 Condition E#R) AIREIEEERAX LM R, Condition TERERAE
B, AN FRFEEEE FRREEER BINSERHNR) , REEBER D EENFERDOE,

HERERBNPIEESZME Condition & , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTE M. WREA/E—RUHRSIREESEE , SEMEBEORRE AWS FTE
Rt BAFEMBHKEGL , T ERERBRANFT,

FHUA U EEEGREREABEZVEEE., S, BAUREFEAEERE IAM FAEEBERR
BEHERNFARTXZIAM ERAE, NFEEZEF , F26 IAM EREEETHN AM BERTE &
BHER.

¥

\

AWS X EEE R4 RSIBIUBRBHENRERSIR, EEEFME AWS 2HRFMFREIE , F2H
(IAM fEFREER) FHAWS 2EFRGTABTZESIE,
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MEEE Fleet Hub RH-REIRNFE , F2R (REERHESE) FM Fleet Hub for AWS loT Device
Managementf &3R5I, BETREAUERFRGEESBNBENER , F2HR ESHNE1E Fleet
Hub for AWS loT Device Management,

WNE#243 Fleet Hub B9 B BUEREE I | 2B B 2 BB & Fleet Hub for AWS |oT Device
Management,

Fleet Hub Y FEUZIEE (ACL)

TEACL: B

FHUEFIEE (ACL) ATEFIBLERE (RFKE, FRAERNAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHEN,

&L Fleet Hub RV tE E 7 ENiZ#l (ABAC)
%1% ABAC (BERFHER) : B

B FEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SLEBUHBAER.
B EREZZE IAMER (FAEIAR ) FFF2 AWS ER. AERNERMNLEZHR ABAC
ME—H, BEFERF ABAC B , A EXTBNEREAEEA TN ERERHEAFRRE,

ABAC AR RMENRIZPHEREE , WRERKREELESRERREHRTGE,

MERBZERILEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys {RH %518 , THENRETEREF , RUEBRENA.

MRBHEZESEEREEN =BG ER  RBEZBBEMS , ER Yes, RBHEIERLE
REEN A =@ k4R , RIESR Partial.

WMFT ABAC MEHHEH , F2H (AM ERERERE) PHEA ABAC BREERF . NEEESHR
E ABAC ZERRNHERE , F2H (AM EAEERM) PHEHABEEFEES (ABAC).

FREMRFME Fleet Hub 12
FEEEEE 2

ELEARREAEBNBEAR , L AWS R BEREE. NHFHEEF , S HEWHLE AWS R £H
mEFEAER , F2H (AWS R IAM EAEER) P £/ 1AM,

mMRE AWS Management Console EAEAEZ BN BHBUANE MG EZEA | AIFERAREREAE
#lo Hlm , EEAWS FRLATNE—FA (SSO) BEREERH F , ZEFSEHEILKREEAER, B
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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FLERESHBATRE  ARVAAGE CEEDRURNER. IEVAACHNIEET B
S8 (IAM EAEERE) POAEAENAE AV AES (EBE).

BT LAER AWS CLI 5 AWS APl FEIBRURIEEAER, RE , SuUERAELEREAETRRE
HAWS, AWS ZEZZBREAKEREAEZR K MIAERCEARBENEE., MEFHMENR A F2HE
IAM = BY BT B 22 2 B 53

Fleet Hub VS BRFEEFEAFTF A
TEESZEFINIERER (FAS): 2

EEEA IAM ERERACRE PETBHER AWS , ZEHRRAETA. FARLRKE  SAsEE
BITEEEE , EMEFRBRBEPREE S —@EE. FAS ERAMFN WEFTEAFFT AWS R , F&
AWS BR#% FERE T BB REFR. AAERBWRIFEZEHM AWS R S EREB = sETRE
ARE , TERE FAS R, BEWIERT , KL EEFWITEMERENFTT. MFRH FAS FRE
HMBREFHRER , F2RERFMITFRER.

Fleet Hub RIS A&
YTERKAR 2

REACRRBEETN AM S€  IREHTEE, IAM EEE LK IAM RE., 18R FN M BRIRKE
Af, MEFMEER 6 F2lH (AMEREERE) PHET AT IR IES AWS R,

/A Warning

BFREACHFTT AT B Fleet Hub ZhaE, RB7E Fleet Hub IRA4tIESIR , FREMREER
BAG.

Fleet Hub RIS EE A E
YERKEZAE . B

BHEFAGRERE N —ERBAE AWS ¥, BRBETUREARENTHENAR. REERS
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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KFEER , FRENACTEREIRIEN Fleet Hub BIRMFF T, M thEEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERTFHERAEHEHE
FIEERATEENGT , IAM BESWEEL IAM BUER, A%, EEETLE IAM BERFEEA
&, FREERRTELAE,

WET MR AL JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B),

W Fleet Hub FTEZZ BMENERBRENFMEEN , SESEEREEN ARN KX , F28 (R%
Ei#E2E) h1E A Fleet Hub for AWS loT Device Managementf Ei4E, & RMIGHE S,

e

- BRBEE®

- £/ Fleet Hub &

- RAAEAEREMMBCHETT

HERREEK

BrBERREHEECRFPNREBASREAUEY., FIEMER Fleet Hub BiR, ELEFAIREEE
IBH AWS IRFEAEA. ERRYSRES 7 HBERE , FEE T EIRERER

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIZRLEESR
BREREARI AWS WEFZERXR , ME-FRLH . WFESEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« A IAM BER PR EG 1 — S REIFEE - SO LUSHREFIEEBER |, UREIEEMERNEE.
Bl | WAILARBEBERRG , EEXEMER SSL BEFER R, MREBSZE Sl FHRKEE1E
AWS RFS |, &t o] LAGE B R4 3R 1% F E 12 EU AWS CloudFormation., INEFFMHER |, 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer B 7 BUE.

- EEZEETRRE (MFA) - IRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA URESR£%, MFEEMNW AP RERKFER MFA | 51§ MFA (REFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9 &£ API 7FEL

WE IAM FREEBRWERES , F20 IAMEAEERTHN IAM 22 HEEK,
£ Fleet Hub £#4&

# E17H Fleet Hub for AWS loT Device Management £ A |, 8L AHE —ARIKMNEFT, B
A AAARFES HRRR B Fleet Hub ERWFMERA AWS IRF. MREBVHSEERLNEHFTER
KBNS BEBE , AIHREERBENER (FRELAR) MS , TEARELINERERE,

HAERW AWS CLI 5 AWS APl IfEAE |, &1 ARFRBEEEEHT. Rz , REAKFIA
SMMERB T AP RENEERTUT,

ATHARERAENAGDMATLER Fleet Hub 324 , thiEH# Fleet Hub
ConsoleAccessT@ReadOnly AWS S EHREZIER, NMEFMEF , F28 (AMFEHERE
M) PRFETRFERE.

ARFFERAERAMMAECHEFT

WEHERENMEIEEER , AFF IAM EREREKMBMBAEAE SN AREZEBRR, WBEE
SeEEEAHFEA H AWS CLI AWS APl UK A R TR BENF T,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

¥ Fleet Hub for AWS loT Device Management & 23 fZEUE T E D B
AR THERARGEEZETFIEEFEA Fleet Hub 1 IAM R 24N E REE,

&

- RAERHELE Fleet Hub FEITEIE

- RAREEHIT iam:PassRole WX

- REBEAF AWS IRFAMABSFEEK Fleet Hub EJR

RAREZHEIE Fleet Hub REITENME

R AWS Management Console & A& BEFIT B , BIXABMKRENEESES KRB, ZNEE
ERATEMEARENALS,

(@ Note
Fleet Hub FEFARE &M AWSIoTFleetHubFederationAccess SEBE., MFHME

E;II H %%ﬁ ???O
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRONFFMENR , BAMEER iotfleethub:GetWidget FFRIBFR4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

FEHBERT , Mateo BFFREESEMMHBUER , AFFMER my-example-widget BIEFE
iotfleethub:GetWidget EiR,

R AREEBHIT iam:PassRole Ry

RN |, FHEERESIT iam: PassRole BifE , BIBHWHE X BEEH , AFEEABGEER
Fleet Hub,

BE AWS B# IRESEREACEEGERE K MARBRYFNEBXALIRBEELE, NFH
THER X ABRERACEEEZRBIFT .

E& A marymajor BV IAM EAEEHEAEIE A Fleet Hub PEVITENER: | B4 T FIE IS5,
BR , HEERBRBEFBRBACK TFHFA, Mary REKAREEEXRBEHT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREEERE , BHEEZHN AWS EEE, FNEEBEESRHENEERE.
REEE AT AWS IRFAHAEFEIED Fleet Hub EJR

BRLEY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, S UIEEE R
LEEAVHREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RYBRES |, &7 SUE A BRL R
RREFAEFRENE RN,

NEE-—FTHE L F2REAUATARRE

- WE T Fleet Hub BB XEIELINEE , 552 B Fleet Hub for AWS loT Device Management 211 {&
A 1AM,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,
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- BETRINIEERNEFIMERMEHBE=H AWSIRE | 528 (AM EAEIER) NS FEER
HIEE=H AWS IRF A,

- METHRIMAMEBHS B0 REFEE , B2 IAM FAEREETNEFIREHGENDETS
PERBNERAE BEED).

- METHEAACHNEREBRETEIRFFRZANZEZER , 28 (AM FREIER) T8 1AM
P E SR E ERFRN.

Fleet Hub for AWS loT Device Management Y& #57 B 5%

EZEERFAEP , BE=HEERABEGTTfh Fleet Hub WL L E AWS 58, ELFEITHE

SOC. PCIl, FedRAMP, HIPAA &%,

EETH 2B AWS R ERESHATENEER , F2EBAWS ¥ 2 E8IARBEECREBI
SHRETEl,, MF-—MENR , F2E AWS Compliance Programs,

BOLMER THE=ZARKZEBE AWS Artifact, INEFMEF , FSBE P THEES AWS Artifact,

IBER BNSREME AWS R BURRERNHEEME, BLANEHRER , ARERAEENER.
AWS R T ERRHEI SR

- REEHEAE - EEMRIREFEETRARTRTEBZE , UIRUHBLLHESHAIIENTS R,

« HIPAA &1 RS2 % - S HIPAA §8 IR, WIEFE AWS BRI ERFE HIPAA B,

- AWS ERER - K TEFMAEMNESTRERAREHNEENVE.,

- AWS EFEHEM - ZEBRSANAETHRAREEEE, XEMRERAEZERE ( 3REERE
ER MR (NIST), T FEEXLZLEEZES S (PCl) MEREZEEAR (1S0)) RE AWS R
MG IEEERLEHNREER,

{ AWS Config FIE AB358) R RIFHEEIR - AWS Config RIS L EREERFS AL
B, EXENFZERNEE,

« AWS Security Hub — & AWS fR# A ZEE L ERBH P Z £ AMRE AWS, Security Hub EFZ £
#l , TFEEN AWS BRI BELNEHER/EETELLEREENGEER, NEXENRE
FMIREIEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EEEZEZNRESBEARNERES , XL AWS R FEREE AWS 1§
B, IT#EH, R5NERNEBERE,. GuardDuty TREHESHEBFIEENARERNESR ,
LAt Bh IR K FE PCI DSS &R BRI A B ER,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
R ERMEREENTK,
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Fleet Hub for AWS loT Device Management = Y 5814

AWS £IREMRBEEL AWS BN TARSAEREEN., AWS ESEHZ EEEREHNEHN
TREE , ELEFHEKEE shEENSERENBRER. SBRAES , &R EEEN
FEREXNENE K EURAEScBEBRESEMIASRETE. TRAERSNTHYE, FHEEHNE
BEEN , ARE-HZEERPONERERZEES,

mFEAWS BFM A ERAWFMER , FSE AWS £IREWFE,

AWS Fleet Hub for AWS loT Device Management By Z &K

EEMEFAURERE,. HANAE , £AAWS ZEHRRLBTREBRRERZ. BI IAMEFZ
EFRFERBMNERAE K MXEBRRTR/ACHEBRRAEMENGTT, BERERBER , &7
ERARMIN AWS ZEBR. EEBRBEERNEARS , XBAIEENIRFEFHER AWS . IFE
AWS ZEBRNFMED , F2E (AM EHEERM) P AWS ZEHXE,

AWS BRIBEHZBNER AWS ZEHR, BEEEE AWS REBRTPWFFT. REBESE AWS
ZERRPHEEMFF A ERIE, WRENENEFECERBRNTES 2 &R (ERE. &
HNAR), ENDERBIFTRETHE , REBRTESER AWS REBR. BBETEE AWS 2E
HRBERET , AUBRER T EBREERENFTT,

AL, AWS XEEZE RBEZEBHBNZEBRR. Hla , ReadOnlyAccess AWS X & BURR AT
B AWS RBEMERVERTIE, ERBRABHUDER , SAFRENER AWS HIEMERF T, 40
FEBBEBRNBENRSR , F28 AM EHEEEPEBERRENAWS ZEBX,

AWS ZE M : AWSIloTFleetHubFederationAccess

I&A#% AWSIoTFleetHubFederationAccess BUREEE IAM B2

R R F Fleet Hub for AWS loT Device Management Bt& & 4 & % Fleet Hub Web FEARER
¥ AWS loT FME At AWS BRI EREN B EFT BRI EF AT,
MEFEREFEE Fleet Hub Web FERRERXMNEHAET |
R AWS 2 & HhRRILBER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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SEIES -6
LWBER IS ELTE ¢

« iot - FEEL AWS loT £ EE R W H THE B EE,
« iotfleethub : #EE! Fleet Hub FERRE R FREE R,

« cloudwatch : #EX CloudWatch B RFEZEE R, L AFEIFMBREZES Fleet Hub B REEH
BHE,

e sns : BITERIM, BE, MER. FTEARBUHITRRIE, SLEXWEER Fleet Hub SNS &,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"jiot:DescribeIndex",
"iot:DescribeThingGroup",
"iot:GetBucketsAggregation",
"iot:GetCardinality",
"iot:GetIndexingConfiguration",
"jiot:GetPercentiles",
"jot:GetStatistics",
"iot:SearchIndex",
"jot:CreateFleetMetric",
"jot:ListFleetMetrics",
"jot:DeleteFleetMetric",
"jot:DescribeFleetMetric",
"iot:UpdateFleetMetric"”,
"iot:DescribeCustomMetric",
"jot:ListCustomMetrics",
"iot:ListDimensions",
"jot:ListMetricValues",
"iot:ListThingGroups",
"iot:ListThingsInThingGxroup",
"iot:ListJobTemplates",
"iot:DescribeJobTemplate",
"jot:ListJobs",
"jot:Createlob",
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"jot:Cancellob",
"jiot:Descxibelob",
"jot:ListJobExecutionsForJob",
"iot:ListJobExecutionsFoxThing",
"jot:DescribeJobExecution",
"iot:ListSecurityProfiles",
"iot:DescribeSecurityProfile",
"iot:ListActiveViolations",
"iot:GetThingShadow",
"iot:ListNamedShadowsFoxThing",
"jiot:CancellobExecution",
"iot:DescribeEndpoint",
"iotfleethub:DescribeApplication”,
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",
"sns:Subscribe",
"sns:Unsubscribe"

1,

"Resource": "arn:aws:sns:*:*:iotfleethub*"

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"
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AWS ZEBERH Fleet Hub BT

15 B AR KB MRIEHE Fleet Hub AWS S EBEREF RN FHEMEN . MEFMHEF , 5B Fleet
Hub Documentation history (34 £ 524%) B,

g5 iR H HA
AWSIloTFleetHubFede Fleet Hub ¥Ti8 7 #THIEF T | 2022 £ 4 A 4 H

rationAccess : BT AEBER AEFEARER A& HEE Fleet
Hub FEARERXHH AWS loT
Device Defender I8 2& %!,

AWSIloTFleetHubFede Fleet Hub $738 7 $#I5FR , &£ 2021 11 A 15 H
rationAccess : EFTRBBUER FEAEAERAERENEME

ARERmHERS, hEHE

A, UATEAEXERE

BUEERENH AWS loT M1E

BT,

AWSloTFleetHubFede Fleet Hub ¥Ti8 TFEAREXER 2021 F5 A 24 H
rationAccess : BB HBER EHEYEEHEER I E AWS
loT £7 L #4117 CRUD ®EMH

T,
AWSIloTFleetHubFede Fleet Hub BB 7T A EH 2021 £ 4 A 12 H
rationAccess : EXTRABBR Fleet Hub &3R4k API BY&F
a,
AWSloTFleetHubFede Fleet Hub ¥Ti8 THMIBUER , & 2021 %4 A 12 H
rationAccess : HTBUEK ¥ Fleet Hub FERREXFERE
FREVEE B E R A BT AWS loT
BEFTEMEFT,
Fleet Hub AR B Mt F Fleet Hub B BMIE AWS & 2021 %F 4 A 12 H
EHENEE,

BERE =
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EBZEIRI , Fleet Hub for AWS loT Device Management 2 2] Amazon Web Services : Z£i2F
BMEARZEDIAN AWS 2R L2 EBFNERE.

BRI LAER AWS 240 API LY | FE BB FEN Fleet Hub, A Fim#4EZ & Transport Layer
Security (TLS) 1.2 REHIRA ., RFBEEH TLS 1.3, AFIRtM BT EERTEEIXTLR (PFS)
HBIEEH |, Sl Diffie-Hellman (DHE) =1 Bl #h 4R B 65 Diffie-Hellman (ECDHE), B{SR#E (0
Java 7 MIEHIRAR) KZEXEELELN,

A BRMEACEATFRER ID M IAM TRMEEBRNARERS\REE, IE , EUUEH
AWS Security Token Service (AWS STS) EX R Z £ BRREZEHE R,

TRk B REEEREA

BEREABEBRZ2MBE , AP RAUTHFFITNERTURH EEESH TN ERANITXE
fEo £ AWS , BERBERETRSEBRERNEABE., ERMERS (WILIRES) Wil5 —ERE (W
WEOLARTS) By , AIREE B AR ER. TIURGWIUBRHREAEFT , AETERERFTIMN AR
HEMEFNERRNEE, BTHEBEERRL , AWS RHENTETMHBERBFMERBNESR , ™
ELRBEEEEBEBRIRSPERNFIE,

ZEPRH Fleet Hub AERIEME —BRENFT , RPBESEERBEHPFEA aws :SourceArn #
aws :SourceAccount ZIHRHANRERSIE, NREREASEFEGEARTRS|E | BIEHEREBERERR
A fEHaws : SourceAccount EF aws:SourceArn EHRHIRFE |, KAFEHBERNIKRE ID,

BERERBEABBENRENS EZRMEA aws::SourceArn £BFEHFABRREIE , HhEEE
JREYSEE Amazon Resource Name (ARN)., ¥/ Fleet Hub , aws:SourceArn HBRFEHUT#%
I arn:aws:iot:region:account-id:*, WE region B2 Fleet Hub B , M account-

id BEFIRF ID M5,

T HIEEHI R RAAHEIBIE Fleet Hub AREFBEHFERA aws:SourceArn Hl aws:SourceAccount
SEHFEGEARTRSIE | REHBEREABE. EESHEMN Fleet Hub A ARN |, FEHIE AWS loT
FEAPH Fleet Hub EER , REIZEUEM Fleet Hub ERRER RSB EARNFASHAER,

JSON

{
"Version": "2012-10-17",
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleethub.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1

1123456789012 *"

A BERBEREREA
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 Fleet Hub end-of-life ?

« K Fleet Hub FE AN fEend-of-life H B8 4 BEER ?
 Eend-of-lifeEXRMz % , RNER AWS EREBEHERER ?
* f{a%Eend-of-life 2 BIMER Fleet Hub FEARE ?

« MIBR Fleet Hub EARERE B B BRE M E IR ?

o« M{AMBREHER AWS BIR ?

« L APIsTHiE A Rend-of-life R H#& ?

* Fleet Hub WIRBBERME , URNMAEEEZEFFRER ?

Fleet Hub end-of-life ?

AWS A 2025 £ 10 A 18 HELE Fleet Hub for AWS loT Device Management, Fleet Hub #% % B
EBREMmBEH EOL, AWS loT Device Management £ A thi2ft Fleet Hub 1REAIIhAE , LIEE X E
BHEKER,

1.2024 £10 A 17 B , AWS SZ L BFEF A Fleet Hub, TNRIEIE 2024 F£ 10 A 17 BZR0%
B1E{T Fleet Hub FERTER , RESBEEBIAFH Fleet Hub BF, BEl , RESBEEIABRE
#Y Fleet Hub & F,

2. BEMW Fleet Hub BF A LAMEMEE A Fleet Hub FEAREX , EF 2025 F 10 A 17 BA L. # 2024
F£10 A 17 HE 2025 € 10 A 17 B , Fleet Hub T2 EFH N THAEEH , H AWS X EE K
RIBIE,

3.2025 % 10 A 18 A , AWS #{= 1% Fleet Hub for AWS loT Device Management fI % 8, £
Lt B |, Fleet Hub #$iZE|Hend-of-life , SR E B Fleet Hub, #£ 1t Fleet Hub T & E/T
fATEL fth AWS loT Device Management ZhEE, A SAERE A RALHIRETHEE AWS loT Device
Management, MEFHMEET , FSE?277

K Fleet Hub FEATE R Eend-of-life H &8 4 (1 BEIE R 2

1£2025% 10 A 18 HHY EOL BHA , 1889 Fleet Hub FERRENASHEMIBR |, 2 L B 1FEL Fleet
Hub. 72 BEIMBREE Fleet Hub MEEBIEEH AWS EiR, ELEIRTIE AWS loT Device Management
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{£7%. Fleet Hub /Rt , 5130 AWS loT Device Management # #1542, CloudWatch &R H
Amazon SNS £, BuJLUEEE I AWS Management ConsoleZ AWS SDK ZEUE L& R AWS
CLI, UmBEMERETE R, EEMBRER AWS &R , F2E 277

Fend-of-lifeEXMz % , RMWER AWS BERERLEMTEBN ?

BT LARE B B FHEE Fleet Hub fBEAER AV ELRE AWS &R AWS Management Console , Bl 2 &
MESIRE R, ELERIIE AWS loT Device Management T4E, Fleet Hub BRyt#t , fI20 AWS loT
Device Management #&f151%. CloudWatch B/RH Amazon SNS /., Fleet Hub BRAEXEAE
B 1AM Identity Center F A B £ [E B 1TIER. MREH IAM Identity Center fEF & E A 7 2E Fleet
Hub ERREXMEY , MAZTHKECRMAREM AWS RS , BBt E# A $ IAM Identity Center
PNERAENERARXRSIEEPRBREM. MFFHFAER , FSE?2?22%

wn{a £ end-of-life 2 BT M BR Fleet Hub EEHRE ?

ZE1E EOL HHZ B MBRIZEY Fleet Hub FERTES |, FBEEMA AWS loT A --delete-
application AWS CLI &85

® Note

MR Fleet Hub FEARR X T2 MIBREE Fleet Hub HHEIBIM ERE AWS BEiR, ZEEMIKRELE
R, 5528 the section called “20{A MR R AV ERE AWS HIFE?”

BEEM AWS loT E#2 A MIER Fleet Hub EARE , FEMBI R,

1. BIME AWS loT 128 , REAIEEHIREE Fleet Hub , ARBZFRAER,
2. EEARXEEL 6 BEEEZEMERWN Fleet Hub BARN, 1BiF MR, LE2FI—ERRRE ,

EREFEFIMREAERN. WA "MERL SAREEMER , AREEMER,
B EfEM MBR Fleet Hub A AWS CLI , FFEREL R,

1. ZEEFEH MEREH Fleet Hub FEARER AWS CLI , BEEHNEEARER ID, BEAHIT --1ist-
applications CLI &% , 5/HFFE Fleet Hub EARERX R HEARE IDs,

HE5H Fleet Hub EAREAKHE IDs , FHT TH G T,

aws iotfleethub --list-applications --region us-west-2

fEend-of-lifeE XMz % , RHER AWS ERSBEMFERR 2 55
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{
"applicationSummaries": [

{

"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",

"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",
"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"
I
{

"applicationId": "b6198497-cd5b-400c-9b82-1c82b69cb66c",
"applicationName": "test_app2",

"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",

"applicationCreationDate": 1684355213,

"applicationLastUpdateDate": 1684355214,

"applicationState": "ACTIVE"
}

]
}

2. EEMBREM Fleet Hub ERARER , BT T % AWS CLI 5%,

aws iotfleethub --delete-application --application-id b6198497-
cd5b-400c-9b82-1c82b69cb66¢c --region us-west-2

DETREL#@E, BULHIT --1list-applications CLI s RBELENEARIREE
I BR o

fHBR Fleet Hub FEARERZ B EBIMBREREIREE ?

Ao MBR Fleet Hub EARER TS EHMBREREER. ZEZMPBREE Fleet Hub MEIEA AWS EIR |
28 777

B

Bk Fleet Hub FEREX S ESMRERERS 2 56
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AR R ER AWS BIR ?

Fleet Hub A[EZ& F 23 AWS loT Device Management {E##1 Fleet Hub B R%& AWS &R, M
Fleet Hub EREXFTERBRELER , EANEETFIELER , UXBENEBRFIR , o0 B
w277, EEMBRELERER , FEE T ITR,

Q0 e] I BRAE S 2

EEMBRELR , LU BEBUEERE. S LE EOL BHIZ AT E1E% Fleet Hub BUB{ERS ., &t Al LARE
BEEEFD AWS loT E£12 A RKEUH A M BR{EHE -

¢ Fleet Hub FEAREXEUHER

1. BI{ESER Fleet Hub BRAEN , BEEBRSIER.
2. BRELEBUHNER.
3. BREHUHER.

& AWS loT E# & BUH M MIBRETS

1. EIEEREE , BEERRSIER.

2. EREERUEHNER.

3. EEHUH.

4. HEMHEHEBRSIERL  ZBELEMBRNER,
5. EIE MRk,

0l MIBg Fleet Hub R ?

& LAE #7E Fleet Hub FERTE X FMIBR Fleet Hub R, ESBEEMIBRFTEER T4 | HlNHE
542, CloudWatch B/RH Amazon SNS £/, 7 Fleet Hub FERTER A , BE = Fleet Hub B
TREIEE  EINECEMBRNET , ARBIEMR, NEF , B LEA MR Fleet Hub BR AWS
Management Console, & 0] 8528 ZiEEIE L5 B AR M BRE AWS B ZEEARER.

& Fleet Hub FE A2\ MIER Fleet Hub /R

1. 7E Fleet Hub FEAEXNF , EEZE Fleet Hub B RES|IEE,
2. ENEEMBRHOET 6 REBBEMER. WBESHERMEERTH.

T BR FR ) B AWS BIR ? 57
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& AWS loT i AMIREEIEE

1. RETEFLEVEAIEE AWS oT BIZEE, RFFERED | BEMEEE,
2. EWMEBFHEA "otfleethub” AT HEEIEE,
3. IEE MR,

#& CloudWatch £1& & MR CloudWatch /R

1. HifE CloudWatch A& FAEE RESIER,
2. ENEBFHA "otfleethub” WFFTEIEE.,
3. BEBE , ABIBEZEMR.

M BREEUL S Amazon SNS BB I N E R Amazon SNS &

1. 87 Amazon SNS EEAHFWEBERS|ZEE. Amazon SNS
2. ENMEBFHEZA Tiotfleethuby WIFFE X,
3. IEE MR,

Nl M BR ¢ Fleet Hub 237 #9 IAM Identity Center fEF & ?

WM REH 1AM Identity Center fEFEE A 7 ZE Fleet Hub BRARERMEY , MEZTSEAREM
AWS BRF% , & AT LAE £ A B2 IAM Identity Center FHIE A EMEARNRSIERFMERE M.

BRLe APIsT FE F R end-of-life R E #% 7

EMAETE 2025 F 10 A 18 HIFLLEE Fleet Hub FEAREX £ amiB I EEMEEBNFTE APls, FEE ,
IEL APIS{ZEE Fleet Hub HHEEE , TR ETMH Mt AWS IoT Device Management Iheg., REM
Fleet Hub & F A AR /B (F FAIELE APIs , B2 2025 % 10 A 17 BB 1k,

» CreateApplication

« DeleteApplication

» DescribeApplication

 ListApplication

 ListTagsForResource

AR TE Fleet Hub 23749 1AM Identity Center /% ? 58
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« TagResource
» UntagResource

» UpdateApplication

Fleet Hub WIRBHRERME , AR MAEEZSFFEIREM ?

Fleet Hub 12 A AWS loT Device Management ZhEEEEN T 7| S8R MEEINEE, BELIHEEED
AJLATE Fleet Hub FERREX 2 AER ., EMEZEMRETLEBERZEA AWS loT Device Management
FEED , AXEENEEER,

HMEERAEHE

Fleet Hub B RARFEFR A loT MEFRERMEBEBERFHEN. CEETCER. PEERNE
BEHE  URKHPENERRER 2 ZPEERNEE, AENERREBEZRFERIRAE AWS loT £
RENERRSIEETEA, EUUBANIEREREREENHE. PENEFER , URPE
ERNERER, MEFMEN , 5526 AWS loT Device Management #i8# — I EFIEEERE R
o

Fleet Hub &R

Fleet Hub BRAIELR UM ERRERE R, Fleet Hub B RE R AMEEZRSIF Amazon
CloudWatch B RIZHH AWS IoT Device Management ¥E$354E, &TLLFE Amazon CloudWatch
FHRADEEZERSEMEEE Y AWS loT ERATEFREECH. BBFHE B 'otfleethub’
HYBEF 1812 M CloudWatch B REE Fleet Hub MEEH, BRI TR AREFMEM. BAIUE
A Amazon CloudWatch REEIZRELISFE — BREE , WREE, SHATLIRE AWS loT =ZEE
M HAA MBS | REERTIE Amazon CloudWatch FEREEB R, MEFMET , F2EE
CloudWatch F# 1R R 515,

RERS

Fleet Hub AT B FE ARSI ERRKRPNREREASEEERGYE  UBEEENEEES, L6
A AMEIZ=S| MIESThEE, £BESTEB AWS loT Device Management £33 & B Z 18 E P4
BEEEFEH, EESRERYHESER , FREEPEEYYS  RARREMERE. EYHE
HWE L ABEERES,

EBBIT
B LOE BRI G R B A B E |, BIER Fleet Hub #1TEH, Bth LA A B AWS

loT Device Management E# BEE#TER , ZUMEEPERYH. BEFERBEFERAT
BHTHEE,
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2% HR =p:
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Management P Y Ui
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