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fTEER Amazon Managed Blockchain ( AMB ) 358 %328 2 2

Amazon Managed Blockchain (AMB ) s5fIZ 2R —EHLZERK , IR EEZ B ERE LB
EEEEMN Web3 FERREF. AVMB il Z B8R IEH 22 K ERHEMN AN BRI IEHME.

ZEBFERERAUARSEEBE (EVM ) EAERNERBRIR, ZEFERELSRIFHENER
SERAMBER. Z2FEREFER proof-of-stake L F#E, 22 EERANBELE NFT , Web3 55
MESZLAGIHBENEDMLERTERF ( DAPPS ) -

AEENARNAEADSERTIERERNE (AMB ) FBZEFAIENEE S B EREEIR,

BX AMB BZEFRAFPHNEIR
MBEREBE—IXMFEH AMB FHZEF , BRMEREAHBUTES

- EB#H S : Amazon Managed Blockchain ( AMB ) 35 %8
- B A Amazon Managed Blockchain ( AMB ) 35 %8
- TEENERE API M1 AMB B %2 F# JSON-RPC

BR AMB SREZE KA FHER 1
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B8 8L . Amazon Managed Blockchain ( AMB ) 351 %38
i

@ Note

KIS RERERTE Polygon XFAIDHBLS. BLEBMSTIERE , DApp , X5 , 83, Bie
&#9 , Polygon ( POL , LABIEY MATIC ) &, A Amazon Managed Blockchain ( AMB )
SEZEEE  BAEBEEEZ AR UENZ EFMHE,

Amazon Managed Blockchain ( AMB ) s5fZ: 2 AL REH S B ETRN LB P& EIRK S
S, MEZEHMENEECANZSBFERSRE  SEGY. AL BFHRREFRZELER
R BERZUSELABUNE ERFERE, EUUEANLEERERRE , EHFEHRE Polygon #3
&, MR EEREE R,

£/ AMB FENZ# , BRI LIFE JSON RimiEF (JSON-RPC) FEM, &R LAFE A 238 JSON-
RPC BBt EEMREEENHMEZ B EREETERE. BUUFER AMB 55/ %12 1R R &
MEAREZEEERERBENEDMLERERF (dApp ) « DApp W—EHERIT P REEEHN. &7
LAfER AMB 3B Z 2 AR ERENLSETER S B ERED, BETUEBE S Polygon #8#&
HArE BT L= oMb A ETTH AMB Access Polygon in 2658 JSON-RPC R =R I ERE , X
SHMER , HEEASE, £ Polygon & RTER AT AR R MIBEEEEEH,

/A Important

GEEAIE  HE  FRANEESEW Polygon ik, BIBEEBEHEM Polygon it AR E
B, AWS ¥ RAERA Amazon Managed Blockchain 1 %38 Ji2 87 B30 B = FE AU B9 (AT X 3 8E
rEE,

{#/ Amazon Managed Blockchain (AMB) ZHU %32 L /Y & & F1 PR #l

£/ Amazon Managed Blockchain (AMB) ZEl %86 | BBEER T 5IEE .
- XEZBEMER
AVB #EAZBE X FUAT LB

ZEERH 2


https://polygon.technology/developers
https://wiki.polygon.technology/
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- E#-BiB proof-of-stake HERBHA LA Z B ERTE W EH ERITNRSZZEF (POL) ®
., EMENRZEFEREE (eMELERRAR ) , UEHEELAHERFE L,

ZR B ERER

- FMZEREREFMEENIEK , ZE Testnet MIRAEHE 4 APAB%E, RIFE—HE , AMB
BZ@FHE 2024 £ 4 A 15 BER T ZEREBHI X, RARBEEARTFEEHPERAX
AW,

« FXEM AW
- S, AMB FEIZ B SREE 22T Zke VM BRI E,
- ERITNE=SREERS

AMB Access Polygon B2 {THIMRIZE ( BN ethers.js ) A , FHRBAESTMUFEAREN I AR
Polygon B EH#TRE , MBRMEEREERERNSRERZHNEAREF.

- XENES

LR EEXERE (SRR E) BEERHEXE.
- BRI um R

TR AMB #lZ N RB Rk, sEERKER A LSLAERESHEP —BAXEERENKE,
* mainnet.polygon.managedblockchain.us-east-1.amazonaws.com

- PXERE

AVB ZEIZ2FEAXENZEN (POL) BBEEXEHE. proof-of-stake
- BERKE 4 EE LB JSON-RPC R
f£ Amazon Managed Blockchain ¥ %38/ JSON RPC #{TFEALES | BT LUEIBFE B 2B RA 4

SERFREN HTTPS EQMETIFU, SEHT AWS IEF th RSB BEN IAM B AL#TS8
7 JSON-RPC IFM, EEEMEM , U EXARE AWS BB (FH$H D ARSERER).

/A Important
- BAEEREHRNEARXPRHREFREE
« ESEMER 1AM BURRR S ¥ 8 5 %32 £ JSON-RPC BV f7HY,

« Support ER A EHRE

ZEERH 3


https://polygon.technology/blog/polygon-pos-is-cooking-the-napoli-upgrade-means-better-ux-the-mumbai-testnet-takes-a-bow
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AMB TFEX %32 AR
&40 7] DUE A F BN FRE L 2538 U A R i Bh ¥ 4T JSON-RPC HEIY | tEAZEIR 4 (SIGV4) HER
FHEMNERA R, BXABILLING_TOKENREE VW HEP — BRI FEBREA , e P
RBE

/A Important
- MREB|BEERZSMEMATRZEMIEERNY , FFXA Sigvs EEREF.
- BAILAMFERAEEBRAE 4 (SIGv4 ) MIERTENGFEFREZEFE JSONRPC, EZ , IR

RERERKEAEMEEAME , AISHEEENER,
- BRHTREEQEAENEREXNFBRAFRFER,
- EXERBRZHRER

£/ eth_sendrawtransaction JSON-RPC X EHMZ 2 ERFERENK S,

ZEERH 4


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html

AMB ZH %2 FMBABER

s%iE Amazon Managed Blockchain ( AMB ) 35 Zi2

BRfE A Amazon Managed Blockchain (AMB) FENZ 8 2 8l , RIRBAGHHPHNSREIL AWS 1RF.
THNWER®R 7T IMIRBER AMB EAZEE,

£/ AMB FEL 258 FE R SRk 4F

HEE— AWS REAZH , £LERE—18 AWS RS
At A AWS

EIREME AWS , BB A AWS IRF #8853 MM AWS IR , 2% Amazon Managed
Blockchain ( AMB ) i1 %8, BRFEHEMERANREGE,

MREE AWS tRF ¥R , FEIT—F., WREERE AWS IRF , FEA TIREFEILMIKS,
HEEYT AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FREEMLETRET,

HoEMEFFEERE Y EESFRBERARER.

EREEM— {88 AWS IRF |, SSRIZAWS tRERFERE —E. BEAEEEFIRREFRNME
AWS R FMER, EEeUREMERSEEFIERERGERE , WEMFA root FHERHIT
EE root FREFIENIE,

BYEAEEEREN IAM ERE

ERIZM{EA AMB Access Polygon , &4 E#HE — @ AWS Identity and Access Management
(IAM) X8 (AFZSH ) ., ZEB (AFTSHE ) EFATXENTAEEREBRIENTTT,

£ Amazon Managed Blockchain E¥{%i8 % JSON RPC #THME | B LUSBEREE R 4 %
EEFBEBN HTTPS ERETHMU, ERT AWS IRFHRAERKBIREN IAM B ALLETSIER
JSON-RPC WY, EEIEEM , WIS ERMY AWS BFE (FIER ID MBBFIRER).

2 th ] DA A AR B T R 2538 T M R i B HE 4T USON-RPC MY | fE R 4 (SIGV4) HEBREF
HNEMNBERLTR., EHLABILLING_TOKENRREEZYMWHP —EFNFEMREMY  IEFUFHELES

£/ AMB FEUZ 2 Y S0IR R4 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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g, T8 , ZMAFEE IAM F7EUE , BB £ A AWS Management Console, AWS CLIF SDK &
MIFEF BT,

MEFMMAE IAM EAENFMER  BSRELN AWS IREFRE IAM FHAE. WFENAAEFFA
BEMMEERAENFMAEN  F2REFE IAM FRHENTT, METHARRESHESLH AMB 77
222 ERIERIME S | 552 BAmazon Managed Blockchain (AMB) FEL %32 X8 B 4 B B 5 &8
@O

g{l'll

28N TE AWS Command Line Interface

MREEHRERM , FTX
BR. MEFMER , 7

g latest AWS Command Line Interface (AWS CLI) SAfE A& im#FH AWS
SRRZEHFEHRIMRAE AWS CLI,

(® Note
HRCLI FW , KFEFNER ID NILBEMER, BETAEERARRER K MTARREEN

iR, MBI SHFHER D, ABEFHER , UREHBRMRIPNZ 2. NFH
HMER , F2H IAM EREERPNEREREAERE AWS EREEER.

it
R
X

& AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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BAMEHE A Amazon Managed Blockchain ( AMB ) 3R %2

FERAE RN ERAMBERF , BERMER Amazon Managed Blockchain (AMB) 1ZEU %2,
e

- BY IAM BERUFEZ 2 T B 5 521 R

- £ AMB ZEX RPC #m#gzs L £ /H AWS Management Console

- FEiBfEA awscurlAWS CLI

 7£ Node.js F&REZEF JSON B3R

B IAM BUREAF LS8 7 |5 52 R4 %

ETEFNZEFEEHNL AiFY LT JSON-RPC BRI | 24 E#HE EAH Amazon Managed
Blockchain (AMBAWS_SECRET_ACCESS_KEY) #EIZ 2 HHEE IAM BF N FEREZAER
(AWS_ACCESS_KEY_ID#), £ AWS CLI EZ£MRIHEH D , BITUTHTUEL IAM BEEUAFE®
{& Polygon % :

cat <<EOT > ~/amb-polygon-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBPolygonAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain: InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainPolygonAccess --policy-
document file://$HOME/amb-polygon-access-policy.json

B IAM BUR 7
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® Note
+— B ] EEFETE T K Polygon g, BEFRISERS , BEATHActionds
T

* "managedblockchain:InvokeRpcPolygonMainnet"

BYBXRE  BZEEMMNE IAM EEAENAE | UMEHEER, E+ AWS Management Console , &
BE IAM BRI , IAEBUERH fIAmazonManagedBlockchainPolygonAccessZiEREG IAM EA &
WAR,

£ AMB 77EX RPC #w#E25 L £ AWS Management Console

& W] LATE AWS Management Console £ AMB 722 LiRE, REMERRBRERFFWY
(RPC), fERIEL RPC , &R LLTE Polygon B LBEEBBNEARS , SEREZEBIEERIRER
F| Polygon #8#&.

Example

THEHIFERIMAER eth_getBlockByNumber RPC BN SR ERIIEEEN. SR ABETHNER
BEALBACHEA , BEIHNES —E RPC 7 , ARG AFTEREEE A

1. £ https://console.aws.amazon.com/managedblockchain/ B Z BB ERET A,

12 RPC fm¥5285,

£ TEERL WA | BEEPOLYGON_MAINNETHE R#t##itito

##Beth_getBlockByNumbertE® RPC Hi%.

W AlatestRA##ans  WiEEFalselFATEBR B IER,

A& EE TEXRPC, .

fek [DE] ERTHEElatestBNFER. AR , KUUBRRTENRBRZ UAE—S 2
#, NERAENNEBEETERA,

N o o bk~ w0 BN

WMEFHMER , F2H AVB FHIZ B ER RPC

Fi2 A RPC &l 8


https://console.aws.amazon.com/managedblockchain/
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html
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FEBFEH awscurlAWS CLI

Example

FERAEARAE 4 (SIGv4) EREH IAM FREBAEREBER , LMED AMB FRZ B mERHS
B JSON-RPC ER, frawscurl BT TETLUAEBIEER Sigvs ¥ AWS [REHBFER, WFEFHA
&, F2H .md.

fFawscurl BB S EIEXRFEM A EHEITREE, £ macOS £ |, 2% & HomeBrew AL TERARER

brew install awscurl

MBEBELEIERTE AWS CLI, BIIEH IAM EHEZAERNTE AWS EiF RESER
HIREARERTE , YA FBawscurl, FMawscurl , BBFAH RPC MZi2 L EMAIERE
Ko eth_getBlockByNumber bt FFIL{E S ¥ B G EREEVE AN BRFE RN F RS H,

Tl S&EEAparamsfas] iy [E SRR ENEMEVEEMN S ERER , & Polygon Mainnet HEE
HRER,

awscurl -X POST -d '{ "jsonrpc": "2.0Q", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }' --service
managedblockchain https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com -k

® Tip
BELAEAcurlMEASHEER AMB S5BTEIEHRIZhEER HBRIfAccessorfER, M
EFHMER , F2E AERSENGBAEZMNEESRE ST AMB B Z8FE K.

curl -X POST -d '{"jsonrpc":"2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }'
'"https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=your-billing-token'

F-ErTHLEHSERERSHMERNET. BERRABRN , FSEUT R :

{"error":null,"id":"eth_getBlockByNumber-curltest", "jsonrpc":"1.0",
"result":{"baseFeePerGas":"0x873bf591e", "difficulty":"0x18",

awscurlRPC &4l 9


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme

AMB ZH %2 FMBABER

"extraData":"0xd78301000683626T72886761T312e32312e32856c696e757800000000000000009a
423a58511085d90eaf15201a612af21lccbfle9f8350455adaba@d27effOecc4133e8cd255888304cc

67176a33b451277c2c3clabab482d2ec25eel573e8bad00",

"gasLimit":"@x1c9c380", "gasUsed":"@Ox14ca04d",
"hash":"@x1ee390533a3abc3c8e1306cc1690a1d28d913d27b437c74c761elabt***x*xxxk 1t
"nonce" :"0x0000000000000000" , "number" :"Ox2f0ec4d",

"parentHash":"0x27d47bc2c47a6d329eb8aa62c1353f60e138fb0c596e3e8e9425del63afdbdec”,
"receiptsRoot":"0x394da96025e51cc69bbe3644bc4tel302942c2abcabbf@cf241a5724c74c063Fd",

"sha3Uncles":"@x1ldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0al42fd40d49347",
"size":"@xbd6b",
"stateRoot":"0x7ca9363cfe9baf4dlc@dca3159461b2cca8604394e69b30af@5d7d5clbeeabe3”,
"timestamp":"0@x653ff542",

"totalDifficulty":"0x33eb0@ldd", "transactions":[...],

"transactionsRoot":"0xdal602c66ffd746dd470e90a47488114a9d00T600ab598466ecc@f3340b24e0c",
"uncles":[]1}}

£ Node.js FREZEF JSON FE3K

B LUBBER HTTPS R #FE A MNFERHEMEA Node.js FHIAH hitps BIRFHE S K EBERAA
%321 JSON-RPC , RELAILMEAFE =5 , 40 AXIOS, T3 Node.js & 5I55%BH 2010 5 #EFE R
7K 4 (SIGv4) MERER N FE , @ AMB FE %58 Fin 25 H %18 JSON-RPC B3R, F—1ERH

RS E— Bt BEDR 5 — @t , TENRGIREREFRRZFMHESMBRERES

Example
BEHITIES| Node js BT , FEATIITREML

1. BB E XN BREHHERAEEES (nvm) M Node jso BAIEEBHREEERRNLERA,

2. FfA1Enode --versiont Y EREEANRHEMRA 18 LESHRA, NMREFE | BALFE
Anvm install v18.12.0%% , REMEAnvm use v18.12. .0 S RELIEE B LTS MR 18
MR,

3. IWIBEHAWS_ACCESS_KEY_IDFIAWS _SECRET_ACCESS_KEYXEGEEMARHIRF HEIBMNEEE,

EATHRTHRELBRELHARFK LNFEHE, BTIFRANIEERRS IAM EAEIRS S
HIEEE,

Node.js RPC &34l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://axios-http.com
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://github.com/nvm-sh/nvm

AMB ZH %2 FMBABER

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

ERAALERG 2R  FEARFNEARRES S TIHERERIATUREFHE KD

GIES
{
"name": "polygon-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

I
"author": "",
"license": "ISC",

"dependencies": {
"ethers": "76.8.1",
"@aws-crypto/sha256-js": "~5.2.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "M1l.6.2"

dispatch-evm-rpc.js

const axios = require("axios");

const SHA256 = require("@aws-crypto/sha256-js").Sha256;

const defaultProvider = require("e@aws-sdk/credential-provider-node").defaultProvider;
const HttpRequest = require("@aws-sdk/protocol-http").HttpRequest;

const SignatureV4 = require("e@aws-sdk/signature-v4").SignatureV4;

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: "managedblockchain",

region: "us-east-1",

Node.js RPC #ij| 11
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sha256: SHA256,
1);

const rpcRequest = async (rpcEndpoint, rpc) => {

// parse the URL into its component parts (e.g. host, path)
let url = new URL(rpcEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: "POST",
headers: {
"Content-Type": "application/json",
"Accept-Encoding": "gzip",
host: url.hostname,
I
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({
...signedRequest,
url: url,
data: req.body,
18
return response.data;
} catch (error) {
console.error("Something went wrong: ", error);
}
};

module.exports = { rpcRequest: rpcRequest };

sendTx.js

Node.js RPC #ij| 12
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/A Warning

THNARERARRSNILBRER —EEIBREEEthers. JSHERNETR. FAELEE
REPEALRE , RACEREENESY FTREZEEAR,
WAETEE  FHEENIRFER , MEHEREaNEZEREMENER.

const ethers = require("ethers");

//set AMB Access Polygon endpoint using token based access (TBA)

let token = "your-billing-token"

let url = “https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=${token}";

//prevent batch RPCs
let options = {

batchMaxCount: 1,
i

//create JSON RPC provider with AMB Access endpoint and options
let provider = new ethers.JsonRpcProvider(url, null, options);

let sendTx = async (to) => {
//create an instance of the Wallet class with a private key
//D0 NOT USE A WALLET YOU USE ON MAINNET, NEVER USE A RAW PRIVATE KEY IN PROD
let pk = "wallet-private-key";
let signer = new ethers.Wallet(pk, provider);

//use this wallet to send a transaction of POL from one address to another
const tx = await signer.sendTransaction({

to: to,
value: ethers.parseUnits("@.0001", "ether"),
1);

console.log(tx);

i

sendTx("recipent-address");

readTx.js

Node.js RPC #ij| 13
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FMBABER

let rpcRequest = require("./dispatch-evm-rpc").rpcRequest;
let ethers = require("ethers");

let getTxDetails = async (txHash) => {
//set url to a Signature Version 4 endpoint for AMB Access
let url = "https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com";

//set RPC request body to get transaction details
let getTransactionByHash = {

id: "1",

jsonrpc: "2.0",

method: "eth_getTransactionByHash",

params: [txHash],
};

//make RPC request for transaction details
let txDetails = await rpcRequest(url, getTransactionByHash);

//set RPC request body to get recipient user balance
let getBalance = {

id: "2",

jsonrpc: "2.0",

method: "eth_getBalance",

params: [txDetails.result.to, "latest"],

};

//make RPC request for recipient user balance
let recipientBalance = await rpcRequest(url, getBalance);

console.log("TX DETAILS: ", txDetails.result, "BALANCE: ",
ethers.formatEther(recipientBalance.result));

I

getTxDetails("your-transaction-id");

HELERMBEIEER  FEATIHGTREHUTEARTRME

npm install

Node.js RPC &4l
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£ Node.js FEIER S

BENRBBEEBEKAFEH AMB iEZ B EEERZ BB —EBibu XXM ZRBEE
#8 (POL) B —{Ettbut, Bt , BEARWAK , ZsendTx. jsHAFER T —@ERITHEEthers. js ,
RAREBELASMUASRANEHRSE ( 41 Polygon ) TR E, BEEHRLIGRHBERNREBHI
ZEEE  SREATHENFESHENGESHE , ARZEESBENFAMIUIRZEW POL K H AR b
ik, billingToken

® Tip
REZZANAE—RBHFNAR (823)  MIAREEFEHRBREEELUERESELNE
B, BAILAER AR ENEREER % createranDOM () REAZRFENES, A, W@
REFERZEFLEMFAER POL , B LAFERALHE POL kEEBERLEAMN A,

—HB#&billingTokenB T EE R THNFE , WAAWA AW BIOFMBIRTES |, BRI LLETUTRE
REHE 0001 POL IR Z , AR EMthut 23X 3 5 — Bt WAS H =BT FEH AMB 358 22 X5 H
eth_sendRawTransaction JSON-RPC HIZi2E#,

node sendTx.js

BB EHERREL TS

TransactionResponse {

provider: JsonRpcProvider {3},

blockNumber: null,

blockHash: null,

index: undefined,

hash: '0x8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ach646a1d9923******xx1
type: 2,

to: 'Oxd2bb4f4flBdC4CB54T715C249Fc5q991****x*x*%x 1
from: 'Oxcf2C679AC6cb7de@9Bf6BB6042ecCFQ5****x*xx% 1
nonce: 2,

gasLimit: 21000n,

gasPrice: undefined,

maxPriorityFeePerGas: 16569518669n,

maxFeePerGas: 16569518685n,

data: 'Ox',

value: 100000000000000nN,

chainId: 80001n,

BERS 15


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html

AMB ZH %2 FMBABER

signature: Signature {

r: "Ox1b90ad9e9e4e005904562d50e904f9db10430a18b45931c059960ede337238ee",
s: "Ox7df3c930a964fd07fed4a59f60b4see896ffc7df4easlbdfacfe82bs70db448b7",
yParity: 0,

networkV: null

iy

accesslList: []

}

CIEBRR S WH. #FEMENEhash, ERERIRXIIEREN R ZRENT. BT EFRRS
PIFpER BN RSB ETEEEREL SN EMFRER,

#2 £ %2 , blockNumberflblockHashiEnullEZEERH, ERRA AR S i RFEEHIE Polygon HBEE LY
—BAERP, FEE K CGLESEHEAER , BUEE T —HERRFFHEFARETIELE.

£ Node.js FERXR 5

EAREGP , BEREFARIVRZFMES , LFEH AMB Access Polygon [6] %38 2 = EEEE R K
BEREAHUH POL 888, EreadTx. jsEEFR , BIMVERyour-transaction-id&hashi& iz
ST REANBRMRAFNEETRRETHNER,

WAREEER—{EE AR Fdispatch-evm-1pc.js , ZERRFEHR AWS SDK A HEM S IR
4 ( Sigv4 ) ¥ AMB B Z8 %S HTTPS 8Bk |, WHERABEZERN HTTP & Fiw AXIOS &ix

BEREAEEEUTS

TX DETAILS: {

blockHash: '@x59433e@096c783acab0659175460bb3c919545acl4e737d7465b3ddc*****x**1
blockNumber: '0x28b4059',

from: '@Oxcf2c679acb6cb7de@9bfebb6042eccf@5b7fal394 ",

gas: '0x5208',

gasPrice: 'Qx3db9ecabd’,

maxPriorityFeePerGas: '@x3db9eca4d',

maxFeePerGas: '0Ox3db9ecasd’,

hash: 'Ox8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ac646a1d9923*****xx*%1
input: 'Ox',

nonce: 'Ox2',

to: 'Oxd2bb4f4flbdc4cb54f715c249fc5q991*****x***x 1

transactionIndex: '0Ox0Q',

value: '0Ox5af3107a4000"',

type: '0Ox2',
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://axios-http.com
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://axios-http.com
https://axios-http.com

AMB FEUZi2

FMBABER

accesslList: [],
chainId: '0x13881',

v:
I: 'Ox1b90ad9e9%9e4e@05904562d50e904F9db10430al18b45931c059960ede337238ee’,
S:
}

'0x0"',

'Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbdfacfe82b470db4s48b7!

BALANCE: 0.0003

BERTRZHMER., 8EE , blockHashFIHEblockNumber EAIgEEE R, EXRTR Z Lk
EERS, MEELENAFENLL , FEFLIE K REBRAITEABLURELSNRZEREE
EEERTD, 5%, WHEEHIEREE ( 0x110d9316ec000 ) B+ &R REAUARN F B A
TS , EformatEther () AEMTAEHEIRA TS , WA/ NEMLBE 18 (10218) , HUESE
POL AR EIE 1.

® Tip

HATNENEXNIBEFIFRB UMM Node.js. ZEBEH Axios RFA AMB FEZEF L&
) JSON RPC , B A A g ekl , WIRBHMBERE , MECEALKREEZEE LBEEN
ERER, EAVB FHZi2F EZXE JSONRPC WEREE K F20H, SEENERE
APl flx 5 AMB EhE %2 FE# JSON-RPC

X5



AMB ZH %2 FMBABER

AERTENGFEEIZNEESBSHELIEIT AMB 35 %8
FoaasK

BRI LA B R 258 AR iR B T JSON-RPC R | EAEERA 4 (SIGv4) HERERF
MERBERFR. BHSEBILLING_TOKENEZAEZVWH P —EFIRFEMRESE Y EFUPHELRS
8

/A Important

- MREEBEZEELSMNATRREMIEERIMY | FHRA Sigvd BERF,

- WAILAMFEAZEBRA 4 (SIGv4 ) MIERTENFHEHEZEE JSONRPC, ER , lIRE
BERKRERAEMERAGE , IGERBENER,

- BBRETRETEHOCEAENEARKPIRAFRFER,

EXEAd | [(BRENTF) EESERTEENTFENNEE | ST ARKAFin EMEXBET
AMB 7ZEN %2 JSON-RPC 04, AWS IRFE

NE AMB FELZ 2 JSON-RPC BRI FFMER |
%2 JSON-RPC

3
$

2H. SEENERHE API X AMB 7/

U LERELINEEEZIFEM., AWS Management Consolef&ts o] LUEF T 5 API EEE T FE
BEFEF#M : CreateAccessor GetAccessor, ListAccessors, M DeleteAccessor, A
BILLING_TOKEN 27FEFHEBM. WBILLING_TOKENEBMARRERENIHEESEMETE AVB 8%
B JSO-RPC FER#IEEH. AWS IRF

HEVNERFNFEBEBENAE APl BifEta#EiB AWS Management Console AWS CLI,
SDK Hifg,

AERTHENERIEHRBTE
BRI BT TREN , XERATESRN. AWS IRF
Al —EsrESE T ERE AMB 3B %8 JSO-RPC 7ER{EA AWS Management

Console

1. ¥ https://console.aws.amazon.com/managedblockchain/ RS EEEHRE TR A

ARERTHENFHEAIEBTE 18


https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_GetAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_ListAccessors.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_DeleteAccessor.html
https://console.aws.amazon.com/managedblockchain/

AMB ZH %2 FMBABER

2. EEEBFESR.

B [BAIFHTFL
BEARNZ BT ERERE,

EA , RENTFRFHEER.
BEEVVFIRFUEIFHFEF Token,

2

RlZE— BB SR E AMB S5BZ2F JSO-RPC #E3REA AWS CLI

aws managedblockchain create-accessor --accessor-type BILLING_TOKEN --network-type
POLYGON_MAINNET

t—{Ae S EEEAccessorIdEEBillingToken , #1 T~ FI&HIFTR.

{
"AccessorId": "ac-NGQ6QNKXLNEBXD3UIG*******xi,

"NetworkType": "POLYGON_MAINNET",
"BillingToken": "jZ1P80UI-PcQSKINyX9euJIDC5-IcW9e-n*****%k*u
}

EENEEFHNBEEEREEBillingToken. &R LAE A LB M 2R T AMB ZE1 %2 JSON-RPC
i, HREZ2FREE , ROIPHNELECHEE , BT HREEREEH,

(® Note
BITIRER , MEEREREHELEETE, ERABENRENRNIFZEE.

WA FERGFAEA

FBA RS AWS IRF HENSEFRFREBNEME. filin , B URIRFERTF ID HFERFH
Amazon ERE T (ARN), BEAIEEME, HE, SIEZBHABillingToken,

EEFAREEIFEBNEHR AWS Management Console

1. 7E https://console.aws.amazon.com/managedblockchain/ B S EEEREEIEA,
2. EREERP  BEEREFE.
3. WEETEZFEMMNFET ID,

BEFIMFERFRER 19


https://console.aws.amazon.com/managedblockchain/

AMB ZH %2 FMBABER

WS ENMERET, ST EEREERN B,
EEFARAEIRTFESNER AWS CLI

HTTHTSURRENFEMNFMER, --accessor-idAZRMWEFET ID BVKW{E,

aws managedblockchain get-accessor --accessor-id ac-NGQEQNKXLNEBXD3UIG********

2&@EBillingTokenMEMREIEEE , MTHEHIFAIR. ERELLRRE , ROAPHELEDHE
B, B2 HBEERERS,

"Accessor": {

"Id": "ac-NGQ6QNKXLNEBXD3UIG*****x %%

"Type": "BILLING_TOKEN",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJJIDC5-IcW9e-n******xxu

"Status": "AVAILABLE",

"NetworkType": "POLYGON_MAINNET"

"CreationDate": "2022-01-04T23:09:47.7507",

"Arn": "arn:aws:managedblockchain:us-east-1:666666666666:accessors/ac-
NGQ6QNKXLNEBXD3UIG***** %%

}
}

il ER 7 B L

BRI AR | RS RRESEAVAILABLE ARPENDING_DELETIONAE, &%
TEPENDING_DELETIONARREA {F A FEEF#EH .

= B (F A MR 1ZE F B AWS Management Console

£ https://console.aws.amazon.com/managedblockchain/ IS BB EMRETIEA
EREERD  EEERFIER.
REEPENECEENFRFER,
B E MR,
IR BE,

o & 0D =

EHIRE B MR BRSNS B EH. EHEHE/RPENDING_DELETIONAREE,

MIBRFERF R 20


https://console.aws.amazon.com/managedblockchain/

AMB ZH %2 FMBABER

= Z 0 M BRFEL B AWS CLI

THIEEHIFE R A MR ERL, {FFHdelete-accessoriESMER#ER ., --accessor-idfEAEREE
F ID EREME,

£/ CLI MIBRTFENFHEMB AWS

aws managedblockchain delete-accessor --accessor-id ac-NGQEQNKXLNEBXD3IUIG* **%*%*x*x*%*

MR HFETRY , AFFREFEMER.

MR R R, oY



AMB ZH %2 FMBABER

TEHENERSE APl Ml AMB SHREZi2 R JSON-RPC

Amazon Managed Blockchain 2t API 1 , AR A AMB SiBIZ A ENEE SR, NFE
HMENR  FSESEERRE AP 2E1E,

THEERM AMB FRIZ 2 X ENZBF JSON RPC W/FEESE, BEZiFH JSON-RPC #H
HEANBERA, LALUEA Polygon JSON-RPC B MEMEEESWEIR , B ZFHMEEE.
RRXXZUNRHMERRERF , fINERS LETRENGEER.

AMB FFRZ B ZEFLT JSO-RPC Bk, BEXER JSON-RPC HEH AR REERERE
BENEBIMEEHIR, & JSON-RPC A %E Amazon Managed Blockchain #EEANEIISEZE &
EEANBERTER.

® Note

« PREEMARIIEN T E,

« £ Amazon Managed Blockchain t¥§%i2f2 JSON RPC #/TRIE , A LLEBFEAES
MRS 4 #ZBRFBREBN HTTPS EHRETHI, EXRT AWS IRFF RERKBREN IAM £
BRI LIEITZIB . JSON-RPC WY, FHEEEM , MR SERA AWS 225 (FEEH D
MU BEFIER),

« BUALERERTHENGFBEAERRAE 4 (SIGV4 ) BEBENEREERS E, WRE
BAZBRZEMNTRKMEMIEEFE  FFXA Sigv4 BHEREF. ER , NRERREH
Sigv4 MERTEAEIE , RIIEHBERBEEZERE T/,

- kFEEHR Amazon Managed Blockchain (AMB) ZERZ 8 2 A~ X # JSON-RPC #t)X5E R,

« TRANEEWS S HEE JSON-RPC WE R, =8 JSON-RPC E&EZ &M (=
W) ZEESNEYHERE (RPS ) PREEHE.

ATEMNENEEE , BXUEBE AWS Support, & ZHBi#& AWS Support , & AAWS
Support Center Console, B#EE IR, BIF (BT, BEEXEERBERENRE, =
BEUE  SERERALHNER  UREFE-—REEEABREM. £ [RHA] XFHRPEA RPC
BLEE | YWTE R XEHRBFEHH A JSON-RPC UK BEAREERNWEERE CLEEE
HEEZ2FEEN RPS AEN), BRIEBHRA,

22


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
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https://github.com/ethereum/EIPs/blob/master/EIPS/eip-155.md

AMB 7 EL %38 T CEYCE
Al JS-RPC HR EEE1E
BAARFEER TS BlockBy IREH AR
EENRIER,
ET_GET BlockReceipts EERERERAELR
fim 5% 18 7E [E SR Y W
®.
LAAYEEIS %5 BlockTransaction CountBy IR [EIfF FH#i0G %& 15
ENRANER
o
LAAYEER SRS BlockTransaction CountBy  IREFE ARG E
WIRP N EBE.
KRR IR [E] 15 E bR & b 31t
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ET_GET StorageAt

ET_GET TransactionBy BlockHash
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LUAYEHHS 7 TransactionBy
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BEEEREFLE
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REREEREE
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NENEBER.
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E W RURGET B &
=,
Z RE& K PriorityFee PerGas BEISEREBNE —fxmE , &AL
A, ZBAREY FRESZEEN
UXFZ2PEBEE {8 , maxFeePer
As "hEL LB Gas BEEEREXRH
ERMEfRERPE REIZIPIHRE,
BN S,
Z R IR 5 & B LA
B AR
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MFHHAREFLUR REXZ. BEE
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EERPIFIER
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AMB ZH %2 FMBABER

Amazon Managed Blockchain (AMB) ZEl %38 X1 28 o fE
EESY

LZEFEREREARNBEE NFT , Web3 BRI AT 2L AGINERIN EF L EEFARERF ( DApps ) »
A EEREETLUER Amazon Managed Blockchain (AMB) 22 L EEH — LFE R RHIFE,

T

- BB NFT E#
 Support NFT B8

- fIE—EZEFES
- BIRRK

- TR EER

DHZ2F NFT &

& LA EEH RS Polygon NFT WER , i EHBANEREMFN NFT PREREER. A&, &
AUADHLER , WBERADH , GINEHLE NFT EEBZ S, IEBPLEERAEZFREESESE
B,

MEFHMES , F2H SEENERHE AP M AMB BB Z2 1 JSON-RPC,

Support NFT &

A LAE A AMB Access Polygon IR ERY , AR -MTIZRIRZ UEIT NFT BE, &
%, BEHM AWS RE , BUUAKFEAGHAFETRE  EIETRHIMERY , XAMESEN
FzsERIE RIREE

MBRAIET, , HBH SEIIOERN AP MK AVB /IS8 JSON-RPC,
RIE—EZEFEES

&R LA AMB Access Polygon RIREEFEER TR IIEE IR ERKE N ERESHNTE
BAFTHKEIKFEANRZ EETERHE,

MEFHMED  FSH SEENERSE APl M1 AMB 55RZi2FH JSON-RPC,

DB NFT &R 29



AMB ZH %2 FMBABER

#2 BN AR 75

B e LAE A AMB Access Polygon BiE X158 RE2 G 5 wallet-as-a-service FTEMIRIE , fluEAX
F#9 Polygon JSON-RPC BEfHE , EEEY K EERENEAMLE,

MEFHMES , F2H ZEENERHE AP M AMB FiE 2821 JSON-RPC,

THMZER

IERLMER AMB 5 Z 2 TE AR FBETEMRER. flW , EUUSRABERSE NFT (955
ERHEHEARARHNEDRE, Akt , ELARRERBUREM Pl NFT rE#.

MEESFHMER , F2E SEENERHE AP FX1F AMB 7/ Zi2 X/ JSON-RPC,

$2 G BN AR 7S 30



AMB ZH %2 FMBABER

Amazon Managed Blockchain ( AMB ) 55 %2 LRV 232

AEHPREBETRHOUTHERMEENE , APRMH TELHE AWS re:Post i , AEBIEE B MAEH
AMB Access Polygon ¥ Polygon [E#i§# F#1T— &5 B,

- £/ AMB FEUZ B web3.js HiER S

- £/ AMB EAZSEBFNZSBHABEBEESN

- EHERENRE

« £/ AMB Access L NEHSBRRRENHE T ELEIE
- £/ AMB BB ST Zi8 KM LK ERC-20 T HEEIE
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https://repost.aws/articles/AR4_8KnunzSta9ARvlS-8YrA/send-transactions-on-the-polygon-mumbai-network-with-amb-access-and-web3-js
https://repost.aws/articles/ARMiTkQJ-GRaqeDCxHVIoPhA/deploy-a-smart-contract-on-the-polygon-mumbai-network-with-amb-access-and-hardhat-ignition
https://repost.aws/articles/ARsoZGkfl3TC-4s_nqtPcajw/interact-with-your-smart-contract-on-polygon-mumbai-with-amb-access
https://repost.aws/articles/ARx1_64bGAQRubDfM_ci20pQ/retrieve-current-price-data-off-chain-with-amb-access-polygon-and-chainlink-data-feeds
https://repost.aws/articles/ARqK_QBbYFQLWEntK0E6Svbw/analyze-erc-20-token-data-on-polygon-mainnet-with-amb-access

AMB ZH %2 FMBABER

Amazon Managed Blockchain ( AMB ) S5 28 E s
i3

EREM AWS BEREB LMV, SHAWS BF , U URENPOMBRRELER  SLEER
AT REHZLHERBBNEABNERMEEN.

ZE£R AWS BIEc BREABENSE. AENSEEEREERATRNZEMENERPHLZEM

- TiRREM — AWS EEREBEPHIT AWS RENWERZEE AWS Bk, AWS BEARREMAULRS
FEANRBE. £ AWS EFRFEF , F=LERESEHIHLRIRMANZ LN, EETHER
# Amazon Managed Blockchain (AMB) FEXZ @S 518l , F2Ba AT SEERNAWS IR
o

- BiRPNLREM — ENETEURREERN AWS . SHXEHEMERZEAE  TEERNHE
ZiE, BRFNERNBREENER,.

ATRMUHERRE. BoREJEMEFEUES] , Amazon Managed Blockchain £ AWS ZE EHHEF
TR MR R TSR BRI ThRERI Th e

ANENEBETHROMNEER AMB HBEZEEREALZETER, THEERFPNMAERE AMB
FEHZEE  UFEENZeMNefiMEE, BESEFNAEAEM AWS RFE R E B EER MR
EIZM AMB Access Polygon &R,

£

« Amazon Managed Blockchain (AMB) FEU %2 2 h ) & KR B

- TEBRIAEERE (AMB) WERMFBEEZIEN

Amazon Managed Blockchain (AMB) ZElZi2 I E RRE

AWS HESEERE AR Amazon Managed Blockchain (AMB) FEZi8 o h N ERMRE, LER
HFATR , AWS EEREHITAIE AWS Bif. LESHBEHERZE LXERAETNEFE. SHRE
REEMEA AWS R WELESNERTEK, NEENBAENFHEER  FSHRENBLEE
RAEEE. NFEERBNERMRENMERENR , F20 AWS T2 MIBEK LN AWS HEHNEEER
# GDPR P& E,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AMB ZH %2 FMBABER

ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) R AWS 1RF EAERLRE@/BIFEAE., Mtt—R , SEATCHEHRIASESR
HEERETKMAENGTT. RMEERERATIANREER

- BERFHECAZEEZRNE (MFA).

- fEF SSL/TLS B AWS BiRETEF. BMFETLS 1.2 WEZHRMFEA TLS 1.3,

- fERERTE API M & FBFC % AWS CloudTrailo

- £ AWS MEBEBARAR , URHPWRMERE LRSS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MBHEFBBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B X W NZZ1E40 | 5EH FIPS
Ins. WMEEE FIPS M FIPS inHMNEZHEBEN , B2 BB B ERARIEEZE (FIPS) 140-2 #1H,

MR EBCEU I EREFNET B SHEHHMBET , REEBIEABXN X FHA
B, BB BRI, ESFEELEARE S , API X AWS SDK AWS k¥ £F AMB 2@ H
b T XEF, AWS CLIZERBHABKANFRU AW ANEAER R TRARGTERZE B, W
RERHNAKEFN URL , RFBZEBRF D ERTLEZAMBFFRN URL P2 BRER,

ERmeE

BERMBAYRBIERERENERERERBRRNERERRFRRNANES. EQEERREN
AR ESIMENER  BAERTHER,

S N

BERBERT , AEEREMEA HTTPS/TLS EEFERMZRIEITE AWS B HHNE PRI EMERY
e84, AWS CLI

AR BRBYE A TEEN TR HTTPS/TLS, MRIEBFERAZG S AEME AWS CLI i RRBEEZATE , &
BlCHBRERBA --no-verify-ss1ikiE,

DEEAEERSE (AMB) B MFREEZEN

AWS Identity and Access Management (IAM) A BI RAEEEE LT 2126 AWS ERFEHE,
AWS R IAM EIE S35 B A TJ AR (BA) MR (B #MR) SAEA AMB Access Polygon &
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BHH , AWS IRF BEBRERBAE. IAM EEETURE , ETERERBERZS BRI,

NMERVREEREEACHFMESR , FSETEL IAMEFENAWS BT, EREPSEERE
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RIBTER , FAENACREEILSIEN AMB FlZBERNER., MMbBEEFER AWS
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FERAEHEMEERVITEHENSTT , IAMBEESTUEI IAM BUR, A% , EEE T IAM K
RNEZEAC  CAEEERIELAG,

EETRAOAERIE LSS JSON BERXHEI IAM 5 EBER | 20 (AM FAEER) vHE
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BREE

- FREER AWS XERRABOREERER — FEMGRERREEAENTHEAER  FEAT
REFZSERERARFIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEA , F26H IAM ERHEE
PR AWS ZERRSEBBAENAWS ZEBXK.

- ERAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

- FA 1AM BERFIREE - SREFIE - BSOS REHREEEE , URHBENERNER.
filgn | WELRBERRY |, EESAMH SSL EIAFTERER, Bt FERRGERBZEYRED
ERNEEE (BB E) FHIELEE AWS BRI , N AWS CloudFormation, INEFFMENR , 7
S0 1AM EHAEEBETH IAM JSON BETE : 4.

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBEMREBER , BRELBRER IAM BUEREE (JSON) #l IAM &EEH. IAM Access
Analyzer 121 100 ZHEBERBRERVENTHNERS , THEBLEREZLHEERANEE, NEESE
A, B2 IAM EHERRETH IAM Access Analyzer BUR B FE o

- FEZRESHRE (MFA) — IREBHWRPHIEZEE IAM FRAERBREAE AWS IRF |, F5HE MFA
DIEBBENANZEM., MEEMWU AP RERER MFA | 3518 MFA REGFIBEENBER, NMEE
ZEH , B2E IAM FEHAEEREPIERE MFA REHN API FEL,

WNE IAM FEEEBWHEBEN , F20 IAMEAEEESN IAM 22 HEEK,

£F AMB FELZ@ L2

= E77H Amazon Managed Blockchain (AMB) FENZ 8 12 & , BLERERERENTIE, &
LRERMAATEIEHIWITER AMB FHZEFERNFMEE AWSIRF R, MREEVHRER
DEFITEBRNI 2B  IBREGXBERNER (FRAEIAR)MS , TRAMREBELUNES
E1E,

IETFBEREH AWS CLI 5 AWS API TR ERE RFFREETEAER, Rz , RFAFFR
HEMMERMITZ API BRIENBER AT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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ATRRERAENAGMATLUER AMB Access Polygon 24 |, FEREEE AMB 7H1%i2
FConsoleAccessHReadOnly AWS SEEWRRIMMEER, WEFHEENR , F28 (AM £HA
Eigm) PHMEFTEIERE,

RFFERAERAMMAECHFT

WEHE REBMMEIEBE , RFF IAM ERERAKRMEMGAEAE SN ABREZIERR, EL
BEEEEA LHUBKKRFTHRER AWS CLI 5 AWS API TR L B ERI R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AMB FEUZi2 AR
FINZ 2 M
(@ Note
EEFNZ BN AR SEnainnet¥mainnet#1T JSON-RPC H
I, SKEEES AMB EIZEFKEE IAM AFAINEREZAER
(AWS_ACCESS_KEY_ID%HAWS_SECRET_ACCESS_KEY)o
Example FEUFTE 28 A8 HY IAM B3R
LL &I F IAM £ EF AWS RS BUFTE Polygon #88,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllPolygonNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
Example 558 %38 2 = M#EH IAM BUR
L& F IAM EHEF AWS 1RFE BUZ 8 EMEE.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessPolygonTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygonMainnet"
1,
"Resource": "*"
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

ERERT , HBEH mateojackson FREHNBER , AFEH
managedblockchain: :GetWidget BIETEER my-example-widget iR

MREBEEWHE |, BHEEN AWS RMEEE, FNEEBEERHEENEBEE,
REEFBEHIT iam : PassRole

MREWEIRZEHITiam: PassRoleBENERAR , X EEMENERA , UAHEKARGER
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BE AWS i A ESREACEEGEERE R MARBUFNEBEEACIRBEEAER, NFEH
THAER B ARERACEEEZRBIFT .
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PlEEER. BR , BMFFERBEBEMBBEACR THEF T, Mary REKACEEEZ BBV,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREBEEWE , BBEEN AWS RREES., FNEESREENESER.
B AHRUNABNAGBER AWS IRF B9 AMB 3522 EIR
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HEBBERDENFEET  SEDENBPNEE , URE[HEEBFERZ2H,

® Note

CloudTrail BEXHFHEIREH TR AMB Access Polygon API ARG FHRIRE | Rtk
g UEASEIEFET.

F CloudTrail RERERZE# JSON-RPC

A LAE A CloudTrail ZRIEHER S R IFEIL AMB FEZ R mBENERAE , URWABL JSON-RPC
WAERENG, BIBHER , ELEEHE  T2EKENEHN. EEHKMI AMB Access Polygon
B ERE CloudTrail IS4 FERE X AREMEERE TN XEERRNERERMEEER
i, AMB FENZ# X EFEH AWS Management Console, AWS CLIF SDK #Fi8&EREH, WE
HAMES , F2RE (ERER) PREMAERZENGELESEMF. AWS CloudTralil

EECHEMTNERSH  FEBRVEMBEAMNESHENSEESE. £MA--advanced-event-
selectorsltiBIEA[#EEAWS : :ManagedBlockchain: :Network & RER | LUERRHKERE
# , SLHETREOY AMB Access Polygon I EiEI A B
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-polygon-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },

{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

AR ®& & LlElt S3 EERTERE LESMPIEE BRI ERBR.

THliE RERANEZ EAME CloudTrail HEHEEIEE CloudTrail, W MMEf R A EH —
18 AMB ZRZE 5%, ERIEMW IP s, BHEROEHAELAE MG E Polygon
JSON-RPC BR, TH@HIFHELEEAZLHEZBTHEENL B2 KR EERNEEER
i,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

.

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "gettxout",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "gettxout",

"params": [],

"id": 1
.
"responseElements": null,
"requestID": "DRznHHEj*#****%%xu
"eventID": "baeb232d-2c6b-46cd-992c-0e4Q**F*xEkxKkEN"

A CloudTrail RERERZ B JSON-RPC
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"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-polygon-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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