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AWSTemplateFormatVersion: "2010-09-09"

Parameters:

EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String

SB— : EAR#FHETE CloudFormation Ei7Z< 6
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Default: INFO

SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO

TaskLogslLevel:
Description: Log level for TaskLogs
Type: String
Default: INFO

WorkerLogsLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO

WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBRHBHBRH R HAH BB HBHHRHBR R H BB H R R H BB HBH R HBH R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR R H AR HEHHRH RS HBEH B HERHRH RS HEH B H AR HBH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment

SB— : EAR#FHETE CloudFormation Ei7Z< 7
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Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

SB— : EAR#FHETE CloudFormation Ei7Z< 8
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Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

SB— : EAR#FHETE CloudFormation Ei7Z<
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PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route

SB— : EAR#FHETE CloudFormation Ei7Z< 10
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Properties:
RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B H AR HAH BB HEH B H AR HBH AR HEH B HEBHBH B H AR HRH R HEH B H AR HBH B HEHHRH R HEHHRH RS A

# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRH R HBH BB HBHHRHBRHBH BB H R BB H BB HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment

SB— : EAR#FHETE CloudFormation Ei7Z< 11
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DependsOn: MwaaExecutionPolicy
Properties:

Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn

DagS3Path: dags/
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"

SB— : EAR#FHETE CloudFormation Ei7Z<
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ERAEER

Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:

- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults

::AccountId}:environment/
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- logs:DescribelogGroups
Resource:
- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-
group:airflow-${AWS: :StackName}*"
- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"
- Effect: Allow
Action:
- sgs:ChangeMessageVisibility
- sqgs:DeleteMessage
- sgs:GetQueueAttributes
- sqgs:GetQueuelrl
- sgs:ReceiveMessage
- sgs:SendMessage
Resource:
- ISub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"
- Effect: Allow
Action:
- kms:Decrypt
- kms:DescribeKey
- "kms:GenerateDataKey*"
- kms:Encrypt
NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:
"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

SB— : EAR#FHETE CloudFormation Ei7Z< 14
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PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

SR £/ EUEE AWS CLI
1. ESSRIERS , BEFEmwaa-public-network.ymlfEH & B 8, fl :

cd mwaaproject

2. {#H aws cloudformation create-stack@s S HRER B HE AWS CLl,

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

® Note
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5. HEATHESEKtutorial . pyBELEZTENdagsERIRK, L amzn-s3-demo-bucket H
REHIE,
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B,

e

o FRIEMH

- BARAER

- BAIRZE

- ATRESE

« 5 Amazon MWAA 237 Amazon S3 T

- B3 VPC 85

- B3I Amazon MWAA R

- RESR?

SRR
EEZEB Y Amazon MWAA IRIE | FREESHMERAE AWS ERNVFF,

- AWS IREF — AWS IEF EBH Amazon MWAA FIARIEFTA AWS IREFMER 2T

BN ISR

FEFEESKEMLN AWS ERRENEIR,

« Amazon VPC - Amazon MWAA IRIZBFTER Amazon VPC @R T, BAIUREFESELER
(R ) MIRAE VPCREIN Amazon MWAA E/VEHME , REY VPC MM T , 10 HATESRthe
section called “E37 VPC 3",

« Amazon S3 f#ZETE - AREN DAGsFHEIEE R Amazon S3 EFETEE |, #ilm
plugins.zip# requirements.txt, #&H Amazon S3 fFIT B4 ERELSHEMELER
B, SRR AR FET MRS | W RFTEE A Amazon MWAA 237 Amazon S3 #1788,
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« Amazon MWAA IR — Amazon MWAA IR | §%E Amazon S3 RFEFEHME. DAG BRI
EABTAEIER S Python HAKMEEERE | & Amazon VPC REZR£HE , I #AEREL
Amazon MWAA IR3%,

BRI 2 Bl

BEEY Amazon MWAA IRiE | B ERMRR < AIREEMSRREIMREHM AWS BIR.
BEEVRE , BFETHER :

- AWS KMS £if - BIRIFEPERMER AWS KMS £, BRI EIE Amazon MWAA =14 Ei#ER
RURIE , BIERYN RIRBEN AWSHENEIR , IEEERARERE (E#R ) AWS EAHBR
BHAANREECZESR. FEE—STH K F2H EATFZESRETIE,

. FITAE - AL5F Amazon MWAA FEURIRIEF AWS ERNHITAE®. BRI LLE Amazon MWAA
FRELBREREREE  UEBRUREREVITAR, BEEE - TH , 828 Amazon MWAA
HITAB,

+ VPC Z& ¥l - /5 Amazon MWAA 7L VPC #Bg s E fth AWS EIRH VPC R, &AL
£ Amazon MWAA 28 ERERFER , UMERBVREREVRSHE , IRAREHERMAEE
MEANELRR (&), E2E-FTH , F26 Amazon MWAA £ VPC & &M,

o] H @3

THRE Amazon MWAA AWS [Ei5,, ZEEH#—F 7THESEESE , fINERBASREANES ,
B AWS [EiF,

T
*

Code Name

us-east-1 EE RIS (HFH BRI
us-east-2 EE RIS (F%E)
us-west-1 BRI (HnF @ e e b ER)
us-west-2 XEREE (REMA)
af-south-1 JEN (AR
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Code
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-5
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2

eu-north-1

Name
DAH[E (FE)
DAHE CBERE)
DARHE (HENE)
BAME (FRAE:)
DmAHE (REA)
DRME (RE)
DAH[E (KER)
DAME (BH)
SIRMB[E (F7H03R)
DAME (BHR)
TAME (R)
EKX (FEF)
EXREER (= 0F)
BN CER=AE)
BUN (ZEE)

BUM (fA3)

BUM (KEE)

Europe (Paris)

BUN (BIEST)

BN (BTSSR E)

AAEE
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Code Name

eu-central-2 BN (BREE)

il-central-1 &5 (FhHX)
me-south-1 Middle East (Bahrain)
me-central-1 PR (R EBE K AER)
sa-east-1 mEEM (BRE)

A Amazon MWAA 337 Amazon S3 #FErEE

AISERAR I Amazon S3 fE1ZETEE LU Apache Airflow E[6 IR E (DAGs). plugins.zipiE®R
P EETIEER |, Ak requirements. txtiEEHH Python HEKEEZE RS E,

AR

- BZEl

- BUREIR

- RIEBELSR?

BRIE 2 Bl

- BUREFEITR®E , L8 E Amazon S3 EiFirRER. EEE—F TH , F28 (Amazon Simple
Storage Service EAEERM) PHREFEG AR,

« A Amazon MWAA IREM Amazon S3 RFETRBM/BREATEHMELREN , YAARFETE
MRA$RH

« AR Amazon MWAA IREHK Amazon S3 fEFETRE X AR EE Amazon MWAA IRIE AWS [EiF] 45

B F, HEFE Amazon MWAA AWS EiF ) BE , 28 F8 Amazon MWAA i 25 F e
EAWS _ﬂg%%o

RUBTEE

AEIRAAEHIRIEEY Amazon S3 FEITFRENSE,
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1.

By FErE
EAAWS BE XA | WA https://console.aws.amazon.com/s3/ : // BIEL Amazon S3 E i
=18
BREEREVRMEITE.

£ Bucket name (EFITEER) 7 , ARGFTEREARS DNS REBHNEHE,
EFIrBBBLA ;

« EFTE Amazon S3 F#AM —,
- REMXEANN 3EG3 EFTZE,
- FERBFETRT,

« NBFRBEFRE,

/A Important

BRERBETREBHIISHRBENR  HIIRFRT. RETREBIEEQRFIRET
YH#HURLs FEEA,

AWS B & EFHIEE . EXEE Amazon MWAA IR3E AWS [EiF HE.

- BMEREEEFAOLNES 6 SEENKEEERE , AHRERER,
i#4Z Block all public access (A2 BEE),
AT AT BB AR A I B IR R A

EA - ER, MEREERY , SEFERPH Amazon S3 FEiFiTE. B0, Bucket :
Staging.

ZEH - [REHEMNE, EaLUBREM T Amazon S3 IR FRVA T EHh —@EiNZEE,

a. TEfRPREZIHINZRHIRIZE Amazon S3 £488 (SSE-S3) , AR AR EFET B [ REFHMNE,
b. IEFEAWS Key Management Service &8 (SSE-KMS) LAfE Amazon S3 f#FErEE LFEA
AWS KMS £#8ETINE -
i. AWS ZE £ (aws/s3) - MR EIEFMEIE |, B LUEA Amazon MWAA EIEH AWS
HESE K NEEEFFZESMRMNE Amazon MWAA IR,

i, 4 AWS KMS S8 5ZIERBA AWS KMS £3 ARN - lI AT IS B BIBREE S
SESR , AIMAEIEE AWS KMS €88 ID = ARN, AWS KMS Amazon MWAA 37
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MENZEEEHE., BIEEN AWS KMS 8 th %X ERA M Amazon MWAA IRIE 80
o

9. EHHA - EMRE. WREEERMA Amazon S3 ¥H4EE -

a. BIEERRE , BA.

/A Important
BMANGHEERKAARFEELBFITRINNYG. EEE— S TH K F2H
{Amazon Simple Storage Service EHAEIERE) PHFEA Amazon S3 YIHHEHTE
Wt

b. EIEREEY,
10. BEERVURENHE,

®REIR?

o THMAE PARRENREN Amazon VPC & E 7 VPC #H2%,
« THRUMMAENMRE ACL BRI PEEFIGTA ?
o THRMAEMMMER S3 REFEETMREEFETE?.

T VPC #85%

Amazon Managed Workflows for Apache Airflow %2 Amazon VPC M EBB THRZERE, &
15 A Amazon Managed Workflows for Apache Airflow 3R 2 37 Amazon VPC #85& iY F [&i2
H,

(® Note
Apache Airflow ERIEEN BB REPYIRRZE. IREEANEERERBE S —EBEFHR
REPEBBIRIEMWIRE Amazon VPC , BZEE A Amazon SQS, CloudWatch, Amazon S3 #
#118 AWS PrivateLink 1% 2 AWS KMS, 15 AWS PrivateLink 58X Amazon MWAA B &4
B, FSRELRERRBREFEEEN Amazon VPC K,
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. FRGEH
- FRZAE
« #3I Amazon VPC #85% #1818
« EIE— : £ Amazon MWAA & FE T VPC 8%
- BEZ BV ESHEBRRERKREFRN Amazon VPC
- BE=  ERERBRERFIREIER TEY Amazon VPC %

- REBSR?

TORIFRAF

AWS Command Line Interface (AWS CLI) 2 —EBBRREIE , B UFERAW S5 shell P8 a3

B2 AWS RZEE. FETRLEELNSR  LKFETHIEE

« AWS CLI - £ 2 [Ro
« AWS CLI - ¥/ BREHEEaws configure,

BRI 2 Bl

- BRIREEEN VPC HREEAIERREVREE,

« A LLA Amazon VPC # Apache Airflow Web R RESFERALER LN ERHE. EEFEUEEFE |

5528 the section called “Amazon VPC #1 Apache Airflow 77 B = 19 &8 5 58 B = 617

#3 Amazon VPC {8218
T—HiZREA A RIEE I Amazon VPC KR ] B IE,

(® Note

Amazon MWAA T BEEFRI (#HEFEEII ) BEFERHusel-az3AESE
(AZ), EZERL (MHEREILE ) EMHPEYT Amazon MWAA B VPC B | B4 ETE

CloudFormation (CFN) #Z4AvailabilityZone BBk . RN A EEZ BT ESME

E usel-az3, BAILHITTHEGT , 1 AZ BBHVFHHRF IS HE R AZ IDs :

aws ec2 describe-availability-zones --region us-east-1

A
er)

TORIRE
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BIE— : £ Amazon MWAA 34 F#7 VPC #8K

T — &R BB 07 Amazon MWAA E32 & F# 37 Amazon VPC #85& . iBRIEFA BB
KH. cUAREELERBHE L ERBREIERH Apache Airflow Web i RS,

T EREBE A LLE Amazon MWAA 124 LR B I MWAA VPC REHVE.,

BIEZ . By EARABRMEEFEE Amazon VPC #5&

T % CloudFormation Ei A& &R TERR T E T EFREBMEKFZEA Amazon VPC #3i& AWS [E1F,
WRIBEFR EBARERNAERE, LEATAREELERBR LA ERREIERH Apache
Airflow Web ] iR 25

1. BRETINHEENAR , WEXSEFEES cfn-vpc-public-private.yaml, BB AT H
A,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
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Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone
Type: String
Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
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CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
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NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
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RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
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SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 1]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
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SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. HEENGDRRFERSD , BEScfn-vpc-public-private.yamlfZH BB 8%, B0

cd mwaaproject

3. f#MA aws cloudformation create-stack@SRER EIIHE AWS CLI,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

® Note
37 Amazon VPC EfE&E X EE 30 &,

BIE= . TR EHEBRAERFEE R TEIZ Amazon VPC A&

T % CloudFormation S 1 &R TERR FE R A B A FZEUER Amazon VPC #E& AWS [E
15,

WRIBFER R ERABEREINNIAERE, HEXEBAREELEREEIERXMN Apache Airflow
Web fEREE, EEAIBIEFH AWS WIREEIFTERN VPC 2,

1. BRTIBENAR , WEXSEMEES cfn-vpc-private.yaml, B AL TH &R,

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetl1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
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Default: 10.192.10.0/24

PrivateSubnet2CIDR:

Description: The IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
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32



Amazon Managed Workflows for Apache Airflow EREEmR

MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTableIds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC
GroupDescription: Security Group for Amazon MWAA Environments to access VPC
endpoints
GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
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ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- !Ref PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

: :Region}.sqgs"

: :Region}.logs"

: :Region}.monitoring"

: :Region}.kms"
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- IRef PrivateSubnetl

- !Ref PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EEMGSRRERS , BEEcfn-vpc-private.ymlEK KWE &, Hil :

cd mwaaproject

3. {#H aws cloudformation create-stack@s S HRER B HE AWS CLl,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml

® Note
#37 Amazon VPC EfE&E K EE 30 &,

Y Amazon VPC {3 KYIEIE
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4., BEEEITHEE  FTREREKEIGEL VPC wE, EEH#—F T , 528 £ Amazon MWAA
FEBY RIS E Amazon VPC i 2R 1ZEL

® Note

B A LATE Amazon MWAA £ £ B4R CIDR FiE—SR&EIEHZE, Hlan , &7 LUE IR i
BERSEELRA. Amazon S3HFEFE , BAX Amazon VPC # CIDR RERH & &,

®REIR?

o THRWMTE PEIL Amazon MWAA IRIEZE 7 Amazon MWAA IRiE,

o THRWME PEALERBRENERET VPN BEZE Amazon VPCHERRE . F/H RTENLELH
B 17HL AWS Client VPN,

37 Amazon MWAA RiE

Amazon Managed Workflows for Apache Airflow &8 Apache 12948 [E BRI Apache
Airflow MERAENE , EFNZRAIREFERE Apache Airflow, ANIEEEFRBAE I Amazon MWAA IR
iE.E’Jf:ﬁo

AR
- Rz
+ Apache Airflow fRZ<

. BYIRIE
o SB— : I8EFMEN
- TBRZ . SREEHMRE

- SR=  EYEY

BRI 2 Bl

- BYRB®R  EEEREARRIEEN VPC B,
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- BEE AWS IRF EFEA Amazon MWAA FFATRY , BAK AWS Identity and Access Management
(IAM) HE I IAM BEHEFT, MREIRIZE Apache Airflow Webserver WA G BB FZEESR | €
BR %l Amazon VPC AR Apache Airflow 7B , AIFEE IAM YT A F BEE I Amazon VPC ix &,

® Note

Amazon MWAA 2BV EBEREREK. NREFER IPve 7#E , Amazon MWAA 278
S ERE R ER Web @ RESH IPv6 FAEEFELR ., Amazon MWAA T EEMFRER 2 HE
B! EEEBEAREFRE IPV6,

Apache Airflow iRZx

Amazon Managed Workflows for Apache Airflow X T % Apache Airflow A2,

(@ Note

- H 2025 12 A 30 B2 , Amazon MWAA #&#& 1L ¥} Apache Airflow k2K v2.4.3, v2.5.1
M v2.6.3 T, MEFMENR , 5528 Apache Airflow [RA S EFE BREAZE,

- # Apache Airflow v2.2.2 Bi%A , Amazon MWAA X BB % Apache Airflow Web a1 iRzs £
%% Python &R, HEREHNBTHEBER.

« f% Apache Airflow 2.7.2 WxBE%R , B ERERNLBETE --constraintfRid=X, WMREK
RMERH , Amazon MWAA 2ABIEE—B , LUBRENERPIHNEHRBEEFERAN
Apache Airflow iR,

MEEBREFREEPRERMOFMET , FSEEE Python K,

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

TN ®{THH Al AR PR il {6k 14

2.11.0 kR 20255 520 2026% 187 v2.11.0 [R&I#4  Python 3.12
B H ES

3.0.6 kR 20258 H29 2025%F 10 A1  v3.0.6 B&MEMHE  Python 3.12
H H BER
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https://airflow.apache.org/docs/apache-airflow/3.0.6
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https://peps.python.org/pep-0693/
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Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<
TS BITHH AT B B Al o 4
v2.10.3 2024 £ 11 B 4 2024 £ 12 A 18 v2.10.3 BR#IEH  Python 3.11
B B B=

2.10.1 iR 2024 £9 B 5 2024 9 A 26 v2.10.1 BR&I&H4E  Python 3.11
B B =

v2.9.2 2024 £ 6 B 10 2024 £7 R 9 v2.9.2 BRI Python 3.11
] B =

2.8.1 hx 2024 £ 1 B 19 2024 £ 2 A 23 v2.8.1 BRI R Python 3.11
B B =

2.7.2 IR 2023 F 10 12 2023511 A 6 v2.7.2 BRI Python 3.11
H H i-E3

MEEBBBREE Apache Airflow ZPEBREBEBIEAE Amazon MWAA IREBNFEAE , SFEHELHTHEE
BEREMNRE , 5528 Amazon MWAA EB&IER,

BIRIE

T —EERBE I Amazon MWAA IRIZE S ER,

SR— . BEFEENR

BEERRNFAER

1.

2
3.
4

BIRR Amazon MWAA Ei# &,

BEUEH AWS [EiF,
i#1Z Create environment (B IRIE),

EEEHMENRENRRFAE

AT

a. EZBHPALNIREWAM —BE,
b. 7£ Airflow MxZ<#i#$E Apache Airflow ix7<,

<+
L
i
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https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://console.aws.amazon.com/mwaa/home/
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® Note

MRERIEEEME , SRRAZIH Apache Airflow MR, EFTH AT AMREZ
Apache Airflow v3.0.6,

5. 7 Amazon S3 F1f) DAG BRIET , IEETHIER :

a. S3fEEFETE, REBE S3 WIEEUEM Amazon S3 fEZETE |, # A Amazon S3 URI,
b. DAGs, ZZEBIE S3 , RERIZH Amazon S3 FEFITFEF N dagsERIK |, @A Amazon S3
URI,
c. NBMENER-ER, BIEZE S3, ARIEE Amazon S3 #EFEFE EMplugins. ziptE
£ , @A Amazon S3 URI,
d. FTRER-EAR, BIEZE S3, A%KIEE Amazon S3 #FFEIFEB LM requirements. txtiE
R, RE@WA Amazon S3 URI,
e. BBESHBER-EA , BEZESIWIRE Amazon S3 EETEBLNESHERER , @A
Amazon S3 URI,
6. EE-F_Z’FO
TR REEMRRTE
REEMRE
1. ERTEMRZTEENMERT

BIEEM Amazon VPC,

Lt ERE1E Amazon VPC HIE AR EFE FHBK.

2. 7£ Web RRBEIMT , BEUERIFH Apache Airflow FEUE ;

a.

AR, EEH Apache Airflow Ul I ZEUEBR %17 Amazon VPC 1 B8 FAIEE IAM I

Eﬁﬂﬂ%ﬂﬁﬁﬁﬁ%o BEEFA TR LS BH Amazon VPC ik 3,

@ Note

WRIER Apache Airflow Ul EHE L RIMEATE , MESTEFBEFR OB REENE
1T Web AR FERLZE , FRELFHEBREER, NRECEZRFIEREE |, AIF
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EE 7 #&| R 17H Amazon VPC Y Apache Airflow Web faIfR2S. MEFMHENR |
528 7 Apache Airflow Webserver #9 VPC w2 ( AEHEEEFEE ) -

b. LHEMEK., ENEERTESR IAM BERFEIENEREZBMEKREEFE Apache Airflow
Ulo

3. EZREHBMET , BERARRE Amazon VPC WE £ :

a. IRIBEFEER , Amazon MWAA EEEH Amazon VPC RV R4EE K I HEBEVHNRSE
HPFEABSEEANMELRAL,

b. T"E#EM. . BUEEMEMHMEZEBFEPHZIAGR , SUER&KRS 5 BREEHE,

® Note

BHAEK Amazon VPC 2 EEVEARERENBEANELHRAL | UAKFRARKRE,
EEH—-FSTH 6 528 Amazon MWAA L VPC fi& 4,

4. HERRERT , BEREEH,

EMEBCREIBETHEEHMBFNRDAD, B LERSERFER.
5. #HHTHEEMHLR  BEEEERETHITH Apache Airfow THEERHE LR,

WMEFMET , FSE SHEEEA =G,

6. 1EE Web AIAREFFHE LR Web fRIARSFFTRI TR , LAZRE Amazon MWAA H{A{ER FIRBEHH
Apache Airflow Web falfR25.

W Web AIBREF A BIERNFMER , 552 H the section called “FXE Web AR EBHERE".
7. EWMET , EFERMERE

a. RIRFERR , Amazon MWAA S B AWSH S REIMBRIEHE R,

b. NERA, . BEBTMERE (#R) LEETREN AWS KMS £i8, MREBZFFEIDER
FIEEEFZE SR | BIXEETE AWS KMS €88 ID 5 ARN, AWS KMS Amazon MWAA
A ERBNZEHEE, WREHE Amazon S3 fEZETE EBRIREFIKIMZIEE T Amazon
S3 &8 , AIX4EA Amazon MWAA IREIEEHEN £,



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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® Note

BAEER S8MEFT |, FRETE Amazon MWAA 24 HEN S, Bt nEER
HiE RATRNEE | 8F Amazon MWAA RSN I ERZ SIS EE,

8. HEEMFH., EERET , A Airflow ;eS8 ERERIZE—HZ BB R |, #% Apache Airflow BiFEEIE
CloudWatch Logs :

a. Airflow ¥ B35, £ HFEBRBIZEZEEXZ CloudWatch Logs B Apache Airflow £ B 5538
#,

b. Airflow Web fafiR28 B&$. £ AFEMEZEEFEEE CloudWatch Logs B Apache Airflow
Webserver HEEEE,

c. Airflow BEf2288 B, EHREEBHREEEMEEZE CloudWatch Logs B Apache Airflow BEf285 H
R,

d. SBARIEEARF. EAFBREEBEEMEIEZE CloudWatch Logs B9 Apache Airflow T{E& H
ﬁlb\xﬁﬂo

e. Airflow DAG RE A&, ERAFBHREEEMEIEZE CloudWatch Logs B Apache Airflow DAG
BRI HFEE,

9. &R, ., &Y Airflow #HREE1E | BIZFEATHERERE,
IBA AR ER MY Apache Airflow #HAEi2 18 T 7 =B B &2 Apache Airflow MRS , SRIEE BETHE
BESBIE, {50 , core.default_task _retries: 3.

10. TEAL . EEERT | EEWEER  SEBNEREZEVBE, 4

il , Environment : Stagingo

1. BT, BEHTAG .

a. RIFFAR , Amazon MWAA EEEUFABHFEYHITAC, BLRHREEY IAM BSEAVFT
", FREMER LR IR,

b. TEA, . BEBAAE ARN g ABREHITABH Amazon Resource Name (ARN),
12. BET—
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TR= . REXET
BERERE

- RERERE  BEEURKR

(® Note
BARRANEE-TI=F7E,

BRETR?

o THRIAIE PEIL Amazon S3 fE1ZETEE A Amazon MWAA 3 Amazon S3 f#1FETEE,
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EHEE Amazon MWAA IRIEHNFH

W78 o EF Amazon Managed Workflows for Apache Airflow fERREF AN Ett AWS BRBMNER, &
EEEB T AWS Identity and Access Management (IAM) H77EL Amazon MWAA IR3EF] Apache
Airflow Ul B95F AT, AEIRRBAARE FIRE AWS ERFEENATAG , URAAIHEFA , URkfF
EY Amazon MWAA IR1EH Apache Airflow Ul FTER AWS IRE 557,

&

« 1ZHL Amazon MWAA RiE

- Amazon MWAA KR ER AR
« Amazon MWAA $11TAE

- ERBEREEEREA

« Apache Airflow FZEUE =

ZH Amazon MWAA IRiE

£ E A Amazon Managed Workflows for Apache Airflow , 4B R EBSEFANIIRE R IAM
B, REERABLILUEREE Apache Airflow BEEBEIBF Amazon Managed Workflows for Apache
Airflow BRiEH Apache Airflow £ & FHUBER.

EMEBREEARREAENLRERS 50 BEENAE | UFEUER Amazon MWAA BiR. &iE
ERREREBREZEEIEN IAMERE, Rz, FERFHENAG , UEH AWS BRIV T
TFEUE,

IAM BEREAUERFIRYNSE —& IAM 55 , EERENFT, IAM S8R IAM EHE
RATCREAFTHEN AWS 55 , iADRES 2 AT UMAF A UBITHERE AWS, ER , SEHNEN
REFETHNEMATRA K MARERHEEEASEB. It/ AGRERIERNFERRE
&, fINBRBHAFENER. R, ELREIACRHE  HERALNACTERREHRBRZ2MERE.

EERFUERGHE S  BUNRIACYERACHNT. EMS ST EITEIRER X552
SHAGEVREH K IYBRTHAGERNTT. NIFEEMSACHWHEREN , F2H (AM £H
EEmM) PHNAE=S57RMHE BE) BEvAGE. MREMEA IAM Identity Center , BIFEERERF
A, AEHSIBEETUFINAZR , IAM Identity Center #§FFAISREE IAM Y A G AHERRE, W
FEBFFIENER , F26 (AWS IAM Identity Center EEER) FHFFAE,

BRI LVERIRF RN IAM A |, 75 —@ AWS tRF FaREFEERFNER, MESEH , F2E
CIAM {EREEE) BH IAM #ZRE . AWSIRE (/4 IAM B EiRE WEIE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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3]

- EERZR

- TEFEAFIEE | AmazonMWAAFullConsoleAccess

o TE API M E1E S FEBER | AmazonMWAAFullApiAccess

- MEBEFEAFIBUER : AmazonMWAAReadOnlyAccess

 Apache Airflow Ul ZEUEZE : AmazonMWAAWebServerAccess
 Apache Airflow Rest APl ZEUEE : AmazonMWAARestAPIAccess
« Apache Airflow CLI B3R : AmazonMWAAAiIrflowCliAccess

« 33 JSON BR

- BBRREEZERZASRENELERAZRD

- RBSR?

BRI

Amazon MWAA IR35 F £ A &R M AR & &L AL AT AWS Identity and Access Management (IAM) &
BEFEN. ZXAEVBER , &F Apache Airflow EAEFEUELERNFF AT, Sl , BFEEKFEUE
& F Apache Airflow 582 BB,

Amazon MWAA FRELEBRRRBEAEREEEE AWS TRAHBEBIIREMFHN APIsHITEIE
FTEMEET,

BRI LAERAAEESH JSON B3R |, B IAM F#) Apache Airflow A BB BUR , ABIEERERES
IAM FEIERE, BEZAG,

+ AmazonMWAAFullConsoleAccess — £ F Lk BUER %R F7& Amazon MWAA 14 ERREREBENGT,

« AmazonMWAAFullApiAccess — E AL BUR R T E AR EEIREN Amazon MWAA APIs 17ER
.

« AmazonMWAAReadOnlyAccess — £ A tt BUR R FIRIEE Amazon MWAA =28 EERANERE
EfE,

« AmazonMWAAWebServerAccess — £ F LL BUER R F ¥ Apache Airflow Web fa] R 85 HY 77 ERHE,
+ AmazonMWAAAIrflowCliAccess — 8 A lL IR R F 3117 Apache Airflow CLI #5 5B 7B,

FERMUEFIE  FHERRESNERE, HENAE .

- RHEFAE B AWS IAM Identity Center :
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BIUERAE, FREB (AWS IAM Ildentity Center EAEER) PWELER S ERPHETIRIE,
- BBEDIRMEE IAM AEENERE

BIBEEsNAR, EE (AM EAEER) NAE=F85REHE @ie) BEI1ACPNIETR.
. IAM ER#E :
- BUYEBNERAETRINAC, FER (AMEAEER) WA IAM EAEEIAGHER.

o (TER) BSBREENNEERE , UREAEMEEEAERHE. 78R (AM EAEER)
RFTERT A REAE (E28) FIER.

TEEIFEASFEIEE : AmazonMWAAFullConsoleAccess

WMRFEAE Amazon MWAA E2E LERERKR , FRETREERER
HlAmazonMWAAFullConsoleAccessFFAI XK,

@ Note
BN EEIREAEINBESBEEEHT WFFTiam: PassRole, ENEFEAEMSREELE A
BMHITA SEERS Amazon MWAA, Amazon MWAA EREESEACRRARETUE M
AWS BR#5. THIEEHI6ER iam: PassedToServicel®H£48 | i Amazon MWAA IRIEE 88
(airflow.amazonaws.com) EE A T EEA &K R
WE KEEMME A iam: PassRole , E2H (IAM FREER) PHRFERAESACREERESE
AWS RIEHIFF A,

MRFEEGFH BEUYNEEBEMZAWS #EN LI Amazon MWAA IRIE | SBEHA T HIEER,

A AWS EEHN S8

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-
Execution-Policy*"

}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
]I
"Resource": "arn:aws:iam::111122223333:role/service-role/AmazonMWAA*"
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
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{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

Y,
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{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

MREBREFEATFZESREYNEERTREMEZEN Amazon MWAA I35 |, BEA TIIBR, HEE
NEE

AEFZES®R , IAM TBM4A
ERAEFZETER

LA ERZIRF R R S|FE AWS KMS BRIVFF,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"

},

{

"Effect": "Allow",
"Action": [
"iam:PassRole"

TETZAFI
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1,

"Resource": "*",

"Condition": {
"StringlLike": {

"iam:PassedToService": "airflow.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
]I
"Resource": "arn:aws:iam::111122223333:policy/sexvice-role/MWAA-
Execution-Policy*"

},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource": "arn:aws:iam::111122223333:xole/service-role/AmazonMWAA*"
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets",
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"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey",
"kms:ListGrants",
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ERAEER

T8 AP| MEE A EFEEBER | AmazonMWAAFullApiAccess

MREAEZFEFHAREERENATE Amazon MWAA APIsBIFTREREF
ElAmazonMWAAFullApiAccessafAIBIR. BN ER T EL Apache Airflow Ul BYFF A,

(® Note

SEEM APl FIBR S B S EHIT BWEFTiam: PassRole, EEMEAEK RS ELEA
EMHTHAEEEE Amazon MWAA, Amazon MWAA B EEEAERKR

"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms :Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"
1,

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-intexface/*"

WO EL
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AWS R, THIHIER iam: PassedToServicelf#£48 | 4§ Amazon MWAA RIS E 58
(airflow.amazonaws.com) EEA AEEA BN R,

ME MM EFiam: PassRole , 82 H (IAM FHEER) PR TFHEAESACEES
AWS BRFSHYFT Ao

MREREER BYNEEBTENE AWS AN EI® B Amazon MWAA I35 | FBERA T HIBER.
£ AWS BEER TR

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
},
{
"Effect":"Allow",
"Action": [
"iam:PassRole"
]I
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToSexvice":"airflow.amazonaws.com"
}
}
},
{

"Effect":"Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSSerxrviceRoleForAmazonMWAA"
},

{
"Effect":"Allow",
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ERAEER

NREBRECFATFZESREYNEEREMNEN Amazon MWAA IRE

RAEFZESR, LA RARIRF PR SRFE AWS KMS ERIFF,

IAM 8 HEE

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource":[
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource":[
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-intexface/*"

, REATIIHR. BERE
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ERAEFXERR

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "airflow:*",

"Resource™: "*"

},
{

"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": "*",

"Condition": {

"StringLike": {
"iam:PassedToSexvice": "airflow.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/

airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource™: "*"

},
{
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"Effect": "Allow",

"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms :Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

ST AP| 7L
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MEE 2 A FEEER | AmazonMWAAReadOnlyAccess

MREAEFZEFI Amazon MWAA TEARRHMEARD LRECANER , ATRFER
HlAmazonMWAAReadOnlyAccesssFAIBK, EFRAFFEAERILIMIRE, MERARE , AL
F#&17H Apache Airflow Ul,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

Apache Airflow Ul ZZEUBIR : AmazonMWAAWebServerAccess

MR & FEEFE Apache Airflow Ul , BI AT gEFE EF B AmazonMWAAWebServerAccessa Al
K. TTAFFFEAEFE Amazon MWAA £ & FHIRE |, SEA Amazon MWAA APIs #{T{E{TE
fE, £ HIEE Admin, User, OpViewers} PublicBt{airflow-role} , LLEE] Web Z&F A
EWNFEUER. MFEFMER , 5528 Apache Airflow BEEBHHNERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [
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"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-
name}/{airflow-role}"

1
}

(@ Note

« Amazon MWAA 24t IAM B R {E785% Apache Airflow &R 17EE 4| (RBAC) AR E
&, WEFEAHBET Apache Airflow AEHFFHER , 2/ the section called “HERIE :
H e &R B DAGSH 757,

o LEBERHH Resource W 0] FZRIEE Amazon MWAA IRIEM Apache Airflow A& &F 17HL

BHEAG, T8 , EFXZEBUR Resource@fF#H Amazon MWAA IR ARN (Amazon
Resource Name),

Apache Airflow Rest APl FEUR : AmazonMWAARestAPIAccess

& Z717H Apache Airflow REST API , %A IAM BIRH R F airflow: InvokeRestApiFfal.
THIBEEHIF , £ REE Adnin, User. OpViewer= Publicf® , {airflow-role} A BT
EREFIER. MEFMES , 520 Apache Airflow BEEEHNERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-name}/
{airflow-xrole}"
]
}
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1

(@ Note

- EREFE Web RREFE , A% Virtual Private Cloud (VPC) #AZ8IUF InvokeRestApiE)
o BAILAMER aws:SourceVpcEi , ALREERAERENFEUZRE ., MEFMEA ,

5528 aws : SourceVpc

« LEBURFH Resource M 1] A RIEE Amazon MWAA BRIEH Apache Airflow & &R ZH

BHEAG, T8 , EFXZEBUR Resource @ H Amazon MWAA IR ARN (Amazon
Resource Name),

Apache Airflow CLI B{2R : AmazonMWAAAiIrflowCliAccess

MR EAEZEHIT Apache Airflow CLI @5 ( flfn) , BIFEEEER

HlAmazonMWAAAirflowCliAccessEFAIBRtrigger_dag. B A FFE A EFH Amazon MWAA
F#A EWNIRE | SEH Amazon MWAA APls S{TIERI BN,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${EnvironmentName}"
}
]
}
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33 JSON BUER

BT LATE IAM £ 4 E2E37 JSON BUR |, WABEREHEZRNERE., AelifiH, TYSRRBW
A #E IAM HZ 37 JSON BUK,

E37 JSON BX

1. #IAM 28 LRBBEER.

BERV K,

i IZ1E JSON B,

B &K JSON BUX,

BEEFERBEBIR,
EEBNERN X FRUF@AE (BA).

o g~ w N

flgn | A LLEE K AmazonMWAAReadOnlyAccess,
7. BEENBK,

A BRIE 1 E R 3 A S BHE R S5 fE A =5

RERIZIETE IAM RERB A WEHAirflowDevelopmentGroup , & AIEAE Apache

Airflow B BT HMMERZAS, BLFEAEFTEFE AmazonMWAAFullConsoleAccess,
AmazonMWAAAirflowCliAccess# AmazonMWAAWebServerAccessEFAIBUR, ZAEiFREA MI7E
IAM REVEE, BUNEZSLBER , WiGHHNE IAM FAEELRE, SESREBEREHER AWS
BEN S,

3 AmazonMWAAFullConsoleAccess BE

1. T & AmazonMWAAFullConsoleAccess FEUBR .

£ IAM 2 & ERBBEEEH.

BEEIBR,

FHIEFE JSON EH,

BE F #9 JSON Bt AmazonMWAAFullConsoleAccess,
B TINE :

o a0 &~ W D

a. 123456789012 - &y AWS tRFE ID ( 520 0123456789)
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ERAEER

b. {your-kms-id}-EHFZESRNME—FBFT , EERANERATFZESRETHEENEN

B
7. BERERBBX.
8. 7E&MAmazonMWAAFullConsoleAccessHEA o
9. BEERVBHX,

3 AmazonMWAAWebServerAccess B3R

1. T & AmazonMWAAWebServerAccess ZEUBE.

£ IAM 125 FRBBEREHR,

BEEVBR,

FRI1Z1E JSON 2%,

B £ By JSON BrRAmazonMWAAWebServerAccess.
IR TFIE :

2 L

a. us-east-1-Amazon MWAA IRIBEH[EIE ( 20 us-east-1)
b. 123456789012 - #&#9 AWS 1RF ID ( #l40 0123456789)

c. {your-environment-name} - #&# Amazon MWAA RERTE ( Bl

MyAirflowEnvironment)
d. {airflow-role} — Admin Apache Airflow a2 &€
7. EBERBEBXK.
8. T1E&MAmazonMWAAWebServerAccessHEiA ,
9. EEBVBIX.

37 AmazonMWAAA.IrflowCliAccess B

1. T & AmazonMWAAAiIrflowCliAccess FEUEUR

£ IAM 2 & ERBBEREHR.

BEEIBXR,

FB1#1E USON BH,

BE F #9 JSON Bt AmazonMWAAAirflowCliAccess,
BERBEE.

2 L

EfI6E R =0
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ERAEER

7. HEEBAmazonMWAAAirflowCliAccessHE# A ,
8. EBEEBIBEK,
By B4A

N o o M 0w Db

EIAM X248 LRBEEER.

WA BE#BAiLrflowDevelopmentGroups
i#1Z Next Step (REL ).

B A AmazonMWAA A BB ERB R4 R VRS R
BEEURE N =EIBUR,

iZIZ Next Step (BB ER).

i#1Z Create Group (B E#H).

B2 P & 12 3 BRI

o g k& W DN

£ IAM E2E LRBERAEZEER,
BEERE.

i#1Z Groups ().
BESEREREEEE,

iEH AirflowDevelopmentGroup,
212 Add to Groups (¥Tig Z &),

BEIE?

o THEWMAITE REEEBLAEER Apache Airflow UIFZER Apache Airflow,
- -5 THENMERT IAM BERFET IAM BUER,

Amazon MWAA W RIS EE A

Amazon Managed Workflows for Apache Airflow £/ AWS Identity and Access Management (IAM)
[REEFEAE, REELEACREEERZE Amazon MWAA I — IAM B8R, REKEZACRR

Amazon MWAA AR EE , W B EXBBAREFIUEM AWS BHEFAENAE

BrELSE?
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RIS ER A RBEEERMERTE Amazon MWAA , RAZTEEFBHELENFFT. Amazon
MWAA EEEEBRBEFACHNTT , RIEZHEE , BRIRE Amazon MWAA AT LUEEE BB, E
SN LB EEBERNFTFTEER , BRFFIBREBEEMMEH M IAM B,

BYALERMBRBRFEZASCNEEER , FREEMER, ERRELN Amazon MWAA BiR , RAK
FERPMOBRENERNF,

NEREXERBEFACGNEM RBENEF , FSHEAWS £/ IAM BBRE , W RBERS A CH
TESEARNE®. REAEGRNR , WFHIREN BREER ST,

Amazon MWAA B RIS EFE AT

Amazon MWAA A& A NIRIEEL A ® AWSServiceRoleForAmazonMWAA — FEIEIRFE R K
RIS EE A EEEF Amazon MWAA ¥ 5 AWS BRFS 8 FEUHE

« Amazon CloudWatch Logs (CloudWatch Logs) — 2 Apache Airflow B2 3 H 55848,
« Amazon CloudWatch (CloudWatch) — A4 SR HIRIER HER THHBNEREZR M E LIRS,
« Amazon Elastic Compute Cloud (Amazon EC2) - B3 F3IEIR :

« B VPC HE{Ht Apache Airflow HEFE2R M THEEEAKZ AWSE Amazon Aurora PostgreSQL &
RIEHEEHN Amazon VPC %,

- WREH Apache Airflow Web A IREFEZFFAEMEIEE , BT E£AEEINE Amazon VPC i B3R
FA Web 1 BR 88 #Y #8 3% 77 B,

« Amazon VPC H I 5EM 85 SR E (ENIs) Al EEMAERZEL Amazon VPC HF5EE AWS HER,

THEEBRATFRETRBETREELZAE, Amazon MWAA BRI E
Bairflow.amazonaws.com B R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "airflow.amazonaws.com"

},

"Action": "sts:AssumeRole"
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}

25 WABKTBEANazonMWAAServiceRolePolicy /o 5F Amazon MWAA HiEEMNERTR T
SIEh1E

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:DescribelogGroups"

]I

"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"

"Effect": "Allow",

"Action": [
"ec2:AttachNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DetachNetworkInterface"

1,

"Resource": "*"

"Effect": "Allow",
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"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws :ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

Amazon MWAA KRG ERE A @R
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}
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

Lo

1R

VAHRRERTH , IAM B (NEAE, BERAR) I WEL, REIMRRBERSE, WEF
&, F2R (AM EAEER) PHREEEABF .

A Amazon MWAA BRI RS EEA®

BAEEFHEURBEEAR  ELFER AWS BEE#EA. AWS CLIEK AWS APl B K
Amazon MWAA ER3ERF , Amazon MWAA 85 BRITREEEAR®,

ZEEMBREBREEELAE  2REEBRREY , UL ERFYEAHEEFEFEYAR, EFEY
B —{ERER , Amazon MWAA EBXALERY RBEZAG,

#mEE Amazon MWAA IR EE A G

Amazon MWAA T 55 #mEE AWSServiceRoleForAmazonMWAA RS EZ AR, RAERESE I
SERBELAC , IABELIEEIACGCREFACERE, AWM , BAEH IAM RiGEASHE
o MEFHMENR , F2E (AM FHEER) PNHRERGELEAC,

M B& Amazon MWAA M RIS EE A E

EETBEARERBESRACHIEIRYE  RAEBERBRZAE. Ht—K , ERREREDE
EHEENRERER.

=R MIBR Amazon MWAA IRIEREF .| Amazon MWAA €I E AR — o FE AN EHEEER,
B |, BAAEKRZEEF Amazon MWAA TRBIKENIRE  RAEBESMBRBRKESEAR, NREE

A& Amazon MWAA 1 RIGER A G 65
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Amazon MWAA i BRIRIE 2 Bi M BRI A5 E 45 A€ , Amazon MWAA B sE & =M BR AT B RIS AH B &
BRo

£/ IAM FERBRREEESE

{im IAM E#4& AWS CLI, = AWS API 3Bk AWSServiceRoleForAmazonMWAA BRI&E#E &
. MEFHMEN , F2E (AM EHEER) HHRREREEEAE,

Amazon MWAA R EFZE A ENES

Amazon MWAA X BEEREBRBNMEEREFFEARKESGAR. WRFHENR , F2H Amazon
Managed Workflows for Apache Airflow i 2k F B 28
BEREH
8% iR Date
Amazon MWAA S E#MER®E  AnazonMWAAServiceR 2022 £ 11 A 18 H
EEACTITBE olePolicy - Amazon

MWAA EEMHEEBRKEZAE
MEF TR , AR F Amazon
MWAA 1] , #$EafRiEE &
FHBNHMEERMERF
RE. EBLHMIBEZFEMN AWS/
MWAA

Amazon MWAA ERKBIERIE  Amazon MWAA BREBMH 2022 £ 11 A 18 B
2] AWSE & R ERE A BT
RHNEE,

Amazon MWAA #1TH &

HITABREEFTHBERN AWS Identity and Access Management (IAM) &£ | #&F Amazon
Managed Workflows for Apache Airflow AWS K FRZFAHMREERNEFTT. EFEIRBEN
Amazon S3 fE1ZRrE8, AWSHEAR £ M CloudWatch Logs FE R, Amazon MWAA IRIESERE
HEZ-—EHTAC. ATERPUMAEANRELRENBTAC , LA Amazon MWAA FEUE
RIEEANEM AWS ER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon Managed Workflows for Apache Airflow EREEmR

AES
- BITACHE
o FERCEERFTA
o AR IE fE A HABBR A AYRT AT AWS
s NIRRT HITAE
+ Create a new role (BRI A )
- FEANEHAITABBER
« JE# JSON BERIAMER Efth AWS FRTS
- FRKRFEBRAEEFEINERKR T Amazon S3 fEFET RN FEUE
« {8 Apache Airflow JZ#3
- HITAGBH JSON BUXE
- BEEFZESRNEHIBER
« AWSHER SR I S85IBUR
- BELR?

HITAOBEH

Amazon MWAA £ R EIR5E AWS FT A M RISHIFFAIRBEFAITAR. Amazon MWAA B1THAEBTEE
RIEEAN T AWS BRI

+ Amazon CloudWatch (CloudWatch) — 3% Apache Airflow 154 H B &,

« Amazon Simple Storage Service (Amazon S3) — ZITERIRIEN DAG BB EER ( Hlm
requirements.txt),

+ Amazon Simple Queue Service (Amazon SQS) - £ Amazon MWAA #8# Amazon SQS 7%+
HEIRIEM Apache Airflow £ HEA TS,

« AWS Key Management Service (AWS KMS) - BAREIRBHERME ( £H AWSHEEN S
WAEFEENSR),

(® Note

WMRIECIREZE Amazon MWAA 5/ AWS HEH KMS €8 NFER |, IS BEREEES
Amazon MWAA #{TACBMNBEHRERT , LLUEB Amazon SQS BFIRENEFEHRZE
EKMS 280 FEE. EEUTHMEKESG , CRENATACRTEFZEIYEE KMS 248 :

« BE=ARFHH KMS £RFEZZBHEERBER AFTILERS 7
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- 2K DAG BERABFEFIEE=HIIRFS P LL BIZER Amazon SQS fF5lairflow-
celery- , WHEMAMHRB KMS £BETINE,

ATREEBIIRFEZHR EREENRE , RMHEZERE DAGs PHEMRERE , UBERE

B TEREASEEUEIRE /AZBHEE Amazon SQS 175, A , BEUEREREEBE

CIREFHAHNEFEZE KMS €8 R EE Amazon MWAA LW II%, EEBERENFITAE

PR % BEFEUEIRFE I KMS 248,

ERC(E , RENZRER  SELIBFRARENRIE,

BTABEEFEETS IAM BEAIRF

« airflow:PublishMetrics - fo5F Amazon MWAA ES3IRIE R E/EAREE,

FERREERFTAI

BT LAER Amazon MWAA £ 8 FNFEREREREYHTACN AWSHENEIR , RREAKE
H LN REFIBRTEELENATHE,

- ERETEALRERITAGRIER , Amazon MWAA iIREMENKEKF EZE BT
AR,

- EREFRT , Amazon MWAA EEER AR, flin , RMABREEEIRER | #iE
Amazon MWAA £ & LW BERBIHITAG, Amazon MWAA EFERAFTAGHH
regex BRX1EL , BEFIEFTAE CloudWatch Logs B¥HMIFF AT IR "arn:aws: logs:us-
east-1:111122223333:1og-group:airflow-your-environment-name-*",

A0 {e T 48 6 A EL A ARFZ RV EF AT AWS

BIUIREE , Amazon MWAA EEFTESRFEEFTRREZEHANITAR, BX4EFRAREMENHE
WA BREREMENHITHEE, HlH0 , MREN DAG EEFH AWS Glue , Amazon MWAA 3% B
BERAGHIRBEFAENELST , IS UFEEENATAE,

BRLIEBMES A AMEERNTAS !

- EBAFTABRRENR JSON BK, SR LEMHLER EAVEH JSON BURXH |, £ IAM £24
LRTEHEAREITA R JSON HX,

- A AWS BRIEE Y JSON B , U HEREENATAR., BANERALEELASER , & AWS
ARAEHIHT JSON BRI HHEE IAM £ & LN HITABE B,
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BRERHITHCERENTRITAEEIE , Amazon MWAA AT Bl Rt A#TIERIEF TR, iE KRR
RERVTACBREMLENFTT , BH DAGSHREE XK.

WAV BITAE

BALBREERENIATAC, MEFNHNITHACHRELNRREVE  FEALEENSRE
MHNSTABEE , YiSAGEENRERE Y EE,

Create a new role (B A )

BIRTAEK , Amazon MWAA ERREEY AWSHEN ERMUETERMBENNITAC, EAILNEEY
RIEFRIERE Amazon MWAA £ 4 FNEREER, TERRARREVHNITACHRARER,

/A Important

ELEUHNBTACE K F2EEEACHRIATACHERE, H—BBABRKLEER ,
YR EENEREE,

FHNEFATACRER

&R BAE Amazon MWAA £ 4 EFRERENIATAR , I E IAM E2E LEHAER JSON K
Ho

EMATABEE

—

£ Amazon MWAA =125 FRBUREEH,

BERE,

EFUERTPREHTAR , DE IAM REBETFTEHE,
BEHITACEBURBGETTEX,

& Edit Policy (#REEBUIR).

EIE JSON EZE,

BEHEH JSON BUK,

BEERRBXR,

© ©®© N o o K~ w0 D
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ERAEER

JE1Z JSON BURLAE A H At AWS BRF

R

/Ch

R, BT PMBEERNKEEFEHE AWS Secrets Manager.

JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

myn

1

BHRERERITAG

—

© ® N o 0 B~ W DN

£ Amazon MWAA =124 FRBUREEM,
BERR,
EFTERPREZNBTAG,
BEEEBR,

iZ1Z Create policy (B BUR).

iE$# JSON,

B £ JSON B3R,

BET-—F &R, T—% : BE.

WABRWERMEZRE (HIW SecretsManagerReadPolicy) MR,

10. BEFERIBK.

AEAA AWS IRFE I JSON BUR |, WK HEREENHITHAE, Sl , BALUERET 5] JSON B

FRMEFRHITABEE
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ERRF BRABEFHERR T Amazon S3 RFErEH FEUE

B A g E H Amazon S3 PutPublicAccessBlock BERFHBEIRFE PG IFTE
HEFEER., BEEHEHRFHAFEMETENEIRN , SNREITACGVAEFIBERYEE
s3:GetAccountPublicAccessBlockEifE,

T O € B RETE T SHE SRS P FTA Amazon S3 REFIFENEIE , B4 REEEHTABNBEK.,
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

MFERHIFE Amazon S3 REFArBHFFHMEN , F2E (Amazon Simple Storage Service A E 15
) PHYEEY Amazon S3 FEFER 2\BFE.

£ Apache Airflow E4F

& A LA ST Apache Airflow S48 , Y #E Apache Airflow BRI HIEEHTACKHE ARN, EEif
— 3% TR, 228 B Apache Airflow FE#R,

#MITAER JSON BXRHI

B ARSI ESEGF TBRERRRRARREHTAGHIITERX , IEVHNBTACYTA
RENRE. BLBEEE Apache Airflow BFFEEENEJR ARN FEEE. Amazon S3 @ FETEEH
Amazon MWAA IR3E,

BMEBEREHIHR, BAHAH ARNs HFEZNVE , AREA JSON BERREBUREHATAE,
EFZESWMNEAIBR
THEHFRETAREFZESRNAITABIK.
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ERAEER

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}I
{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecorxrd",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:10g-group

name:*"

]

}I
{
"Effect": "Allow",

tairflow-your-environment-

BHIHE
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ERAEER

"Action": [
"logs:DescribelLogGroups"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"
]I

"Resource": [

g

]
}I
{

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/your-kms-cmk-id",

"Condition": {
"StringlLike": {

BHIHE
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"kms:ViaService": [
"sqs.us-east-1.amazonaws.com",
"s3.us-east-1.amazonaws.com"

EE | BEENRHF Amazon MWAA IBEILAE |, LRREETEME, ETLUBEBFER IAM Fi2
& "airflow.amazonaws.com" "airflow-env.amazonaws.com" fRHE EEHIEZ I
BITACNEIEREE  FA BELRETRMALBTAGHNETACBEHFhttps:/
docs.aws.amazon.com/cli/latest/reference/iam/create-role.htm| AWS CLI, 2B YA RERK
XHEB -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]
}I

"Action": "sts:AssumeRole"

REMKTH JSON BEREZZELNEFZESH, LWBEMEA kns:EncryptionContext RH£8
FH , BLAFEE CloudWatch Logs F#J Apache Airflow B 5EHH,

{
"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
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},

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:logs:us-east-1:111122223333:*"

AWSHES € 8 1Y & 4| BUR
ToEHIERET AR AWSEANSBNATABEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
{your-environment-name}"
},

{
"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
1},

{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
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ERAEER

"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I

{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resourxce": [

"arn:aws:logs:us-east-1:111122223333:1o0g-group:airflow-{your-

environment-name}-*"

]
}I
{
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"
]I
"Resource": [
wan
]
}I
{

"Effect": "Allow",

BHIHE
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"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

®REIR?

. THEIZFIIRM Apache Airflow A& R EEUERIREFTENEF T ZEH Amazon MWAA RiE,
- TREAEFSESRETNE,
- RRESEFZEBEEEH,
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b RIEENREA

BEREABEBRZEMBE , AR RAUTHFEFTITNERTURH ERESHFUNERIAITX
BF, £ P AWS , BRBEERSESREEREABE, EEERS (WURH) /S —ER%
(W ILARTE) B , AIReE R AEBREER . TR IR  UEARFTHHEMAET SR ERRN
B, AARTRAFDNFT. ATEHREERR , AWS RHUNTETHBERERE RBENE
B, HRBTREESEIRFHFERNFIE,

RPMRECERENSTACHRFER aws:SourceArnfl aws:SourceAccountLHEHRAREE |
LABR #] Amazon MWAA R EEMRIEFEE RN, MBEEE(E AT —EERERE R 1ZE4HE
B RBIFEMEA aws:SourceArn, MREEE RIFZRF PN MEREBRIEEFHBRE  BEH

aws :SourceAccounte

PrEREEREBEABENREN S ERER aws :SourceArn £ FHABRRSIE , UK
ERWTE ARN, MEFTHEERNWTE ARN , RBNREBIEET ZEER , BFEA
aws:SourceArn £EH AR R RS|IBEEEAFT T (*) KK ARN BWARHEBS . Hla0
arn:aws:airflow:*:123456789012:environment/*,

H{Eaws:SourceATn%EBERBEAHE VT HITAEHN Amazon MWAA RiE ARN,

FERATHEHF , FRENFTABEEBEPER aws :SourceArnHl aws: SourceAccount 2 1F §
HARBEE®  UPHIEEEREBEABE, SulEELFTNATAREMER TIEFEEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"airflow.amazonaws.com",
"airflow-env.amazonaws.com"

]

}I

"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:airflow:us-
east-1:123456789012:environment/your-environment-name"
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3},
"StringEquals": {

"aws :SourceAccount": "123456789012"
}

Apache Airflow FZEUE R,

Amazon Managed Workflows for Apache Airflow A3 RNEIRE , W[ ERRES Apache
Airflow Web A fRESMFABE R A EHH. AIEFFRHA Amazon Managed Workflows for Apache Airflow
IR¥E E Apache Airflow Web fAIfREF T AN EEER , URNREZEZENEREKEE , IFEE
Amazon VPC R EMN H M E IR,
AES
« Apache Airflow FEUE R,

- NERR

- FEMER
- FEUEXEIE

- NEMBREFIIER

- AEWREFIER
- AEANLEFRUERXNERE

- NEMERIERE

- FEWRARE
- 7#HX Apache Airflow Web fRIBR2HY VPC in®h ( FAEREEE)

Apache Airflow FFEUE =

B LA A Apache Airflow Web fAIfRESZREBAER L ERH. EEMALERE , BFRELEMEK, 8
2R & {F A & 17H Amazon VPC Y Apache Airflow Web f@lfR85. EEMALERH , BRELE
HaEg ., ENEMAEEBMABMERZE Apache Airflow Web fal R85
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NEBE

THREBERBEELE Web @REFH Amazon MWAA RIE,

NEMBRERER AR TERE IAM BEEEEERN £ /A & FEiB AR 72 Apache Airflow Ul

TEFRBATE Amazon MWAA £ A LER A EREBEZENVE,

N R S

THREEREEEFLE Web A REFA Amazon MWAA RiE,

AEREEIEX 2% Apache Airflow Ul BIFEPRHITE Amazon VPC H ER FEIRE IAM BUEE
BENERE,

EREIEBFE Web ARSFZFEENIRER | B4EE Python wheel #7748 (.whl) PHEEMRE
MR REE .whlHB2E requirements.txt. MEMEA wheel HEMZHEBKRENRSA , B2
B{E A Python wheel B2 K,

TEMRBEE Amazon MWAA =25 L SR EMRBIENVE,

FHR NS

AHRAELRRBNEERILEBHREIERE |, £ Amazon VPC HEIH VPC w3 (AWS
PrivateLink).

NEBEBEFIEN

WMRER Apache Airflow Web fRIRSFZZEAEHEEFIER MR RESEBAKRMER A RER,
« Amazon MWAA & A 1&# Amazon Aurora PostgreSQL F#E R &R EET VPC N HEIFE, HE
EEMSIEHAE FRENTHAEREPEIN , X BB IR EMFHEEE AWS 1RE,

- R , Amazon MWAA 458 FHERHY IP i BEEMEIRSR. & §EXER Amazon VPC 1Y
BETAESEEE - IP NREER
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IR EBEEFIEN

MR &% Apache Airflow Web IR ZFELERBEEIRER |, B RESE Amazon VPC AFA T
Ho

- Amazon MWAA & &% # Apache Airflow Web R fR8§2 3 VPC M H %2 , I A Amazon Aurora
PostgreSQL FEERERER M HRKHS, hESERAELNEFERNTAREPREY , I E
MR HEAMF R AWS 1RF,

A% , Amazon MWAA SR8 FREEREY IP it BEZ N HiwE. E B EXER Amazon VPC #Y
BETHESBREE - IP WREER

Bi—F T , 5520 the section called “Amazon VPC # Apache Airflow 17 EUAE =X &9 885148 F 2=
[

AMBNABEREANERE
T — BRI RIRERBERIEN Apache Airflow FEUEE , HHEEM H MR ENALE,

NEBBEHNERE

i)

5]

MRIES Apache Airflow Web fRIIRZFZRIZEABHEKIEE , BAUEERNRERRKBER Apache
Airflow Ul,

BEBEXRNTIIR  RENEREREFIE , URENFRREAEME AWS FRIEVFFT,

1. ¥IEFFA. Amazon MWAA EEFFA T REFEAH A AWS R, EEEIIRER , Amazon
MWAA 21 RIEEFEAE , RFFEEE Amazon Elastic Container Registry (Amazon
ECR). CloudWatch Logs 1 Amazon EC2 R 4EE IAM EfE,

WU LAFTIEEE T | UERAELRENEMBNE , BB HFUHEEHTAE AWS REAHMAR
B, BEEE—DTH 6 5B2E Amazon MWAA #iTAE,

2. BAEREBRR, EURFEREMAERILZME IAM BER , EREHEIREN Apache Airflow Ul
HNEN. EEE—STHE , F2H FE Amazon MWAA R,

IRBENERE

W RIZEIE Apache Airflow Webserver WRAEBIKEE , AIZEAFHEREFIE. RECHHEM
FRAGEVET AT AWS |, AR E BT EL Amazon VPC & RAI &

AEMAAFRERWERE 81
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1.

8, Amazon MWAA EEFF A FeEE A H M AWS R, EREIIRER , Amazon
MWAA €21 R ER AR , RFFEE ¥ Amazon Elastic Container Registry (Amazon
ECR). CloudWatch Logs #1 Amazon EC2 A 4$7E IAM Bi{E,

B LAHTIEET A, AMERELRENEMEE , BB AFEEHITAER AWS REAHMAR
%, EEHE—DTH , FZE Amazon MWAA HI1THE,

BIAFAERR, SR EEAMABEEILZME IAM BUR |, LIEREHZIREM Apache Airflow Ul
NWEFEER, EEE—F T , 528 FE Amazon MWAA IR,

R EE, BEEE Amazon VPC REIEF| | FEEEARZE Apache Airflow Web il IRESEY
VPC i ® (AWS PrivateLink), #lg0 , FBMER AN EKEIL VPN &E AWS Client VPN,

f7HY Apache Airflow Web fRliR25HY VPC im® ( RAB BB FE )

MRIEDREZALEMKEE | BIEEE Amazon VPC HE M #4%] | LAfFEL Apache Airflow Web il iR
22 VPC 13 (AWS PrivateLink), ZZEEEHEELEREAE Amazon MWAA IRIEEREH Amazon
VPC. VPC R£FHEFMIE FHEK,

FEE—FTH 6 F2EEE VPC N FHL

17BX Apache Airflow Web fAl B8589 VPC W2 ( FAEHERFE ) 82
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1ZHY Apache Airflow

Amazon MWAA T] 284 i 2 & 5 3£ 17 H Apache Airflow IR3E : Apache Airflow & T (Ul) 2
A . Apache Airflow CLI # Apache Airflow REST API, &RIEAfEA Amazon MWAA 1% & REFZEUH
A Apache Airflow Ul ) DAG , Sf£H Amazon MWAA APIs RERSEBFIUA DAG, AEIREA
fZHL Apache Airflow Ul FTEERIEFT], WAIE @S Shell FEZEESE Amazon MWAA AP| FEILEYFERL |
AR Apache Airflow CLI X BRI S,

£

o SERIGM

« BERK Apache Airflow Ul

« & A Apache Airflow

« B Apache Airflow Web AR5 ZERF A

« £&%%E Apache Airflow Web fRIBRESHY B 5T 4315
« ¥ Apache Airflow CLI Z&F

- {#F Apache Airflow REST API

« Apache Airflow CL| g5 £

TORIRMF
T-BRBERFHFHHENESBHRNIS SB,
7H

+ AWS tRF 7£ AWS Identity and Access Management (IAM) F7ZEX Amazon MWAA FF 7]
% Apache Airflow Ul FEUEE : AmazonMWAAWebServerAccess,

« AWS IRF 7£ AWS Identity and Access Management (IAM) F#ZE Amazon MWAA FF AT BUR T8
AP| FE 12 & FEBEER | AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) R —ERBMRHKBITTE , B UFERA G S shell P8 75
BEAWS R ES, EEXRMERENSR , fFETHEAR

« AWS CLI- L% 2 [,

TORIRE 83
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« AWS CLI - £/ HyRiEFHRaws configure,

FARX Apache Airflow Ul

T EZ T~ Amazon MWAA £ & L Apache Airflow Ul BYE#E.

% A Apache Airflow

BEE AWS 1R in AWS Identity and Access Management (IAM) 77EX Apache Airflow Ul #Apache
Airflow Ul ZEUEEE : AmazonMWAAWebServerAccessiEF il

FHUZR Apache Airflow Ul

1. 7£ Amazon MWAA & FBEBUREEE.
2. BEERR,
3. EERMEREAENE,

#2137 Apache Airflow Web A fRESZENZ A

A AL EE NS SREL Web ARBERFAR . FEEMNITEAEFZE Amazon MWAA R
B, Fln S LS ER |, R%EFEH Amazon MWAA APIs R ERET A R EE DAGs, T—HaE
£/ AWS CLI, Bash ¥+, POST API 553K = Python ¥ B2 3 Apache Airflow Web E A Z#F
WL, CEREDNFHERNRA 60 R,

/A Important

B 2025 4 8 A 19 HE , Amazon MWAA #iE% IPv6 In B & , BEXE IPv4 Fl IPv6

wE, BEWNBEH  FIEFELNRESNSFER Airflow FHENE (U) B.on. awsiBig. &
E XA HE Airflow Ul # % . amazonaws . comEBELFHETIREMN .on. awsHiH. Web {7
REBFFMERENERLEELR (VPC) iInHRBSHEE B A . amazonaws . com#@iF , A

o
. SERMEAE

BARX Apache Airflow Ul 84
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- FH
« AWS CLI
- £/ AWS CLI
« £/ bash EDH
« {#F Python IETHS
- BELSR?

FeRIRAF
T-SRAEALEE LN S NESBRENNS SR,
FE

« AWS RF 7E£ AWS Identity and Access Management (IAM) F112EX Amazon MWAA & 7] X
% Apache Airflow Ul FEUEE : AmazonMWAAWebServerAccess,

+ AWS tRF 7£ AWS Identity and Access Management (IAM) F112E Amazon MWAA EFra] R T
AP| M E 2 & FEBEE : AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) 2 —ERBRHBRIBTLE , BRI AERA WSS shell 78 a5 5
B AWS RS ESE, BEETRUHERLNSER , EFEETHEE .

« AWS CLI - B2 2 iR
« AWS CLI - £/ HRiEFHREaws configure,

A AWS CLI

T5IEEBI6EH TR create-web-login-token #54 AWS CLI 33 Apache Airflow Web & A Z%&,

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£/ bash IELHE

THIEEHIERA bash IESIEREIL FHY create-web-login-token @5 AWS CLI , A2 31 Apache Airflow
Web %A?ﬁo

TORIRE 85
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1. BRTIEXBHANARE , YEXEEES get-web-token.sh,

#!/bin/bash

HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. B##E4X YOUR_HOST_NAMEF MYFESZ{ZEYOUR_ENVIRONMENT _NAME, a0 , N BB I #
EZREL (FE= https = /) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (#A ) macOS M Linux EAETWRFENT MG T , URRESBTHIT,

chmod +x get-web-token.sh

4. AT TFIETEELLEE Web BAFHR,
./get-web-token.sh
R TRRAFIERET

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

£/ Python {5515

T EFIER Python IESEEH A boto3 create_web_login_token J5 &2 31 Apache Airflow Web f’é)k
F&. BRI LLTE Amazon MWAA ABETIIETTR. B —FEMNWMERE boto3 BXNE, &H
REBVERRERZERENE, HBRRECR IRFERES D AWS %ﬁ‘m, Fo

1. BHRTIEBBEINRE , W ELEFAETS create-web-login-token.py,

import boto3
mwaa = boto3.client('mwaa')
response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"
)
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webServerHostName = response['"WebServerHostname"]
webToken = response["WebToken"]
airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?
login=true#{1}'.format(webServerHostName, webToken)
print("Here is your Airflow UI URL: ")
print(airflowUIUrl)
2. DA##BX BFEEE{ZEYOUR_ENVIRONMENT_NAME,

3. AT THE SRS Web BAFHF,

python3 create-web-login-token.py

BEITER?

- BREHMTE CreateWebLoginToken B3 Web & AF A Amazon MWAA API 1k,

8% 7E Apache Airflow Web fal ik 2889 B 5T #8135

Amazon Managed Workflows for Apache Airflow (Amazon MWAA) T2 #& 52 & Apache Airflow Web
AR E BT M@, FABTMAE , B LR Apache Airflow Ul, Apache Airflow CLI  Apache
Airflow Web {al [RE§ZEUEIRE M Amazon MWAA Z & Apache Airflow Web alfRES.

(@ Note
IBR e BRI MBS BRRAR IR FAR Web ABRRFEEEM,

Amazon MWAA Lt B 5T Y fE F =4I

1. &£ LBEEREARINHA Web RRSIMAE AWS - FH BITRETREER S REFE Web @RS
B URL , MARELENRBBEERE, SAUFRLETEE  YHEMAREEHERARENS

HH.

2. FEURLAE Web ARz — MREBERE VPC h RR B HERMRIRFHE Web ABRSFREFE , £H
BRI ATt URL EFE @ THERE.

ES-
- BREHEFTRE

BrELSE? 5


https://docs.aws.amazon.com/mwaa/latest/API/API_CreateWebLoginToken.html
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- BREMBERER

RE BRI A8

EERTHITMEIEE , BFEEEENHEH Amazon MWAA FRIER | FiB webserver.base_url
Apache Airflow #HRER M BETMREIE. THRFERFEARENETREERE .

s LEXBEERTEEMEAGESRBNTEMEZME (FQDN), Hl40 your-custom-

domain.com.

« Amazon MWAA R A8 URL RHIEEE, #I8 , your-custom-domain.com/dags/ FREXMH
EHE R N

« URL REPRHA 255 1@ ASCII F T,

- MRERMZEFTE | FEREFER Amazon MWAA ELEH Web fEIARES URL B RIE,

ERUT R , £H B BB BT Web AR B BAYIRKE AWS CLL

aws mwaa create-environment \

--name my-mwaa-env \

--source-bucket-arn arn:aws:s3:::amzn-s3-demo-bucket \
--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"13}"' \

--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

BYSEMRER K SFEE PREMBERRE AWS 1RF |, F80iEB AT HEFINFAE Web AR
o

FEEREERBBELEN URL , BEFENABREL BBRwebserver .base_urliERERIE,
R EN S BT
FATHISBRRBEVENBMAERRNE , UE fHBTAEEEFER AWS IR,

1. HU#8 Amazon VPC % Zi#BEE 52 (ENI) B9 IP bk, EEiERM , A get-environment B

BHRES K WebserverVpcEndpointService

aws mwaa get-environment --name your-environment-name
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MRKY , EEWRBFECUA T8,

{

"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",

"Arn": "environment-arn",
"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",
"WebserverVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"
}
}

#aaC | WebserverVpcEndpointServicefs , 7 F %] Amazon EC2 describe-vpc-
endpoints@fweb-server-vpc-endpoint-serviced#EAR . ETHHH--filters
Name=service-name,Values=web-server-vpc-endpoint-service-id9¥ AR

2. #EEL Amazon VPC inBEH i E A, TS ERIMTS B ERKE S BA Amazon VPC ik BiE &
A, WUAXFRNEE L ID MAEEEB AR E IDs,

aws ec2 describe-vpc-endpoints \
--filters Name=sexrvice-name,Values=web-server-vpc-endpoint-service \
--query 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfaceIds:NetworkIntexfacelds}' \
--output text

3. MEMENEEFMENRA, o 2REEEE F—@LSBHEBIM Amazon VPC in BhHH BB A =SB R
NHEMFE IP #uit,

for eni_id in $(

aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--quexry 'VpcEndpoints[*].NetworkInterfaceIds' \
--output text

); do

aws ec2 describe-network-interfaces \
--network-intexface-ids $eni_id \
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--query 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text
done

4. £/ create-target-group B MY BZERHE, EASEF L B EBEREEMM Web fEIBRES
Amazon VPC ixZ58Y IP #edits

aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \

--port 443 \

--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-port 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302"'

£/ register-targets@ <M IP b,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=ip-address-1 Id=ip-address-2

5. R ACM B, MREEARENEE , FHBLIR,

aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

6. 85X —{& Application Load Balancer., B , B E&HTHEE A ARBIEHTEHS[NEERES,
EESEL—ESBHPEIN ACM BE.

aws elbv2 create-load-balancer \
--name my-mwaa-lb \
--type application \
--subnets subnet-id-1 subnet-id-2

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
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--protocol HTTPS \

--port 443 \

--ssl-policy ELBSecurityPolicy-2016-08 \

--certificates CertificateArn=acm-certificate-arn \
--default-actions Type=forward, TargetGroupAxn=target-group-arn

MRIBEFE FHEE P FE A Network Load Balancer , 58
EY Web @ fREs.

7. FERMEA Route 53 BUFEE B,

% E &8 88 I # 5} Site-to-Site VPN JBIEXRF

aws route53 create-hosted-zone --name my-custom-domain.com \
--caller-reference 1

BN ARK. BEMSA HITHERME AWS CLI, FBEA BEFEEREE ID, 1list-hosted-
zones-by-name A& FEH EA#Hchange-resource-record-sets,

HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
--query 'HostedZones[0].Id' --output text)

aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true
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8. E# Web fAlfREF Amazon VPC B M Z 2B EAR A , MEBRREEREA , EAFRE
Application Load Balancer FFE A8 FHKH HTTPS B, EAMEEE TS JSON, Hln , B

sg-ingress-ip-permissions. json,

[
{
"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [
{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
I
{
"CidrIp": "public-subnet-2-cidr"
}
]
}
]

#1735 Amazon EC2 i S REMEN M AR EHER A, EE # JSON #EE--1ip-

permissions,

aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

ﬂ’fTTEIJ Amazon EC2 ‘lﬁf ;RE%E’U\EG%IEH;E: IJo

aws ec2 authorize-security-group-egress \

--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \

--port 443 \

--source-group load-balancer-security-group-id
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BB Amazon MWAA A WEEZE Apache Airflow Ul, Z1REBEEFIE FHAEFERE Network
Load Balancer , T A2 L&A #Y Application Load Balancer , BI#4ZE A T 5 & & —{EiE 1B 7 H
Web ﬁﬂﬁ%ﬁo

« the section called “¥3{ZR%E : Linux B2 F "

« the section called “¥{ 2% : AWS Client VPN”

# 3 Apache Airflow CLI Z£F

® Tip
REST API Ltk CLI ERR 1t , EERENABRAETERNRFTES. REST 28 Apache Airflow
BB mE B N

FAUERALEE NS SREL CLI F/F , RAREEE DT shell P#ST Amazon Managed
Workflows for Apache Airflow APl FERY, flgn | & o] LAERS#ER |, AEREEH Amazon MWAA APIs 1A
BRERFTHREE DAGs, T—HEEMFEHA AWS CLI, curl IS, Python IS bash IS HEE
I Apache Airflow CLI &S ER, EIEEFEENFRAEREA 60 ¥,

AWS CLI & EEBAEDL shell B, MARFREL APl @i, Hit , TANATEZIRE. A
THER Web fRIRFHEAERITOE , RMEBTERE L —ME AWS CLI BRI 5T 5 2 Bl BRI 3E
Ko
AES
- ERIGH
- BR
« AWS CLI
- f£/H AWS CLI
« £/ curl ERE
£/ bash ETHE
« f£f Python IS

- RESR?

Apache Airflow CLI =& 93



Amazon Managed Workflows for Apache Airflow EREEmR
N,
ToRRH

T—HRACALEE LNaSNESHBRNNS SR,

7E

- AWS R F £ AWS Identity and Access Management (IAM) F1ZE Amazon MWAA & 7]
% Apache Airflow Ul ZEUBR : AmazonMWAAWebServerAccess,

- AWS R F £ AWS Identity and Access Management (IAM) F12H Amazon MWAA FF Al R T
AP| M E 2 & FEEEE : AmazonMWAAFUllApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) R—EHMEHRIBELE , AIZEBED TS Shell FEAGS
B AWS REES, FETRUEERLNTR  #FETIER .

« AWS CLI - B85 2 iRo
- AWS CLI - £ By RiEHZEaws confiqure,

A AWS CLI

THEHIER F 8 create-cli-token 59 AWS CLI 2RZ 31 Apache Airflow CLI Z£F,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

A curl IESTE

THIEBIER curl #55MEREA B Y create-web-login-token &4 AWS CLI , i%iB Apache Airflow
Webserver £ #2504 A Apache Airflow CLI

Apache Airflow v3

1. REPNFEREHR curl BIRR |, WiEHBFEHGS shell A,

(® Note
AHEBRRINFAER  EUREEMEH shel BERIRE > B L
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ERAEER

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JISON | jq -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl -L --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/

cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-

%M:%SZ")") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BAEEZEVEBZRHRALN AWS [EiF IRIE. YOUR_DAG_NAMEF]
YOUR_ENVIRONMENT_NAME. a0 , A" EREANEMBBEL (T2 hitps = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

EHRTRIFTEET

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v2

1. REVXFERER curl RER | BAFEKIEN BT shell o

(@ Note
AERRINTAER | EUREEMEN shel BERARE > B L

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

%dTSH

R curl G
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&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli"

\
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BIGEZVEERBEN AWS EE BE, YOUR_DAG_NAMEH
YOUR_ENVIRONMENT_NAME, #itn , A BB EEERBEL (T2 https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

BHRTRRIFTEET

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

£/ bash 551

T 5554 bash # BRI Y create-cli-token #5 AWS CLI Z 3 Apache Airflow CLI #
Bto

Apache Airflow v3

1. BETIHEXRLBHINAR , YEABFEES get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export
CLI_TOKEN=$(jq -r .CliToken) && curl -L --request POST "https://YOUR_HOST_NAME/
aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
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ERAEER

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-
%dT%H:%M:%Sz2" )"

2. LA##BE4X YOUR_ENVIRONMENT_NAME., YOUR_HOST_NAMEM WFEE{x
IEYOUR_DAG_NAME, #ltn , AEMWBHEREBEL (72 https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. (EA) macOS M Linux FAETRZFEHT NG , UBRRESEITHIT,
chmod +x get-cli-token.sh

4. HITTHIESEREIL Apache Airflow CLI F 5,

./get-cli-token.sh

Apache Airflow v2

1. BRTIEABHIINAES , LELHFHEFS get-cli-token.sh,

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq -

r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME"

2. BA##EX YOUR_ENVIRONMENT_NAME., YOUR_HOST_NAMER HTEEE {2
EYOUR_DAG_NAME, flin , A EHREHNETHEITBEL (& https = //) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (EA ) macOS M Linux EAEAUMIT TGS , MBRESHEITHT.

chmod +x get-cli-token.sh

4. FITTHIIESBREI Apache Airflow CLI Z5F,

./get-cli-token.sh
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ERAEER

&/ Python I8 S5

T EHIER Python IESHEHH boto3 create_cli_token 53583 Apache Airflow CLI &5 #§ 3%

DAG, &u[LATE Amazon MWAA AZHTHIETE. BREERZE boto3 BRAE, &HA
BRERLZEREANE, HBRECH IRFRES D AWS BFEEE.

Apache Airflow v3

RERRERVE

BRTIIEBEHANADR , X EXRKFETA create-cli-token.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']

& A Python 15515
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mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. EX YOUR_ENVIRONMENT_NAMEF & {7 EYOUR_DAG_NAME,
3. #FITTHIESBHREIL Apache Airflow CLI Z#F,

python3 create-cli-token.py

Apache Airflow v2

1. BRTIBXBHFANRE , YELHFEES create-cli-token.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
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FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)

print(mwaa_std_err_message)
print(mwaa_std_out_message)

2.  HUX YOUR_ENVIRONMENT_NAMEF] H9FE {7 iE YOUR_DAG_NAME,
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3. HATTHIESTREIL Apache Airflow CLI F5F,

python3 create-cli-token.py

®REIR?

o BZEHAMNIE CreateCliToken 23 CLI #HH Amazon MWAA API #1E.

{# A Apache Airflow REST API

Amazon Managed Workflows for Apache Airflow (Amazon MWAA) X ¥ #11T Apache Airflow
v2.4.3 MEFMRAKIRE | B3 EFEH Apache Airflow REST API EBf&#) Apache Airflow IREBRE, &
AZEEURERFRFT AR FEMEE Amazon MWAA IRIE | 2HEXEHN AR IUAER G RIEETIE
TR, EEEH DAGs , IR EHETE Apache Airflow JTTHHIAREE | Bl EERERE, HREN
RS,

£ T A Apache Airflow REST APl B X BT #EE 4 , Amazon MWAA T EHIEIBKFIER Web fl
REEARE , UEEEMNER , MWERE RESTAPIFXR, ®H%AE (CL) AR, BREZILT
Apache Airflow R ENE (Ul) A&, W0F Amazon MWAA W{TERE Web ARSI FAMEN , B
2204 the section called “E%7E Web fAiREz B BIER",

I&TLAE A Apache Airflow REST API BIEHIRIBEET IIERES -
« BRXEEE - LI EALUEE Apache Airflow DAG $11T. BEERE | URENEET4HHR
e, flanhiEE R ERE, BREENEEESS  MEFMKEE Apache Airflow Ul =% CLI,

- BASNEAEXNMBHEES - RESTAPI XETRAREZEBFIHRA R , 88 Amazon MWAA
RIBEHMARES, o, EUUBMEBITHEREADEREABRENEYN , fINMETKNERE
ER AV E A E LM

- SERPAEE - BULEBERERR , ®EZE Amazon MWAA FRIER DAGs & , BEREHPAE
BENEE,

% Apache Airflow REST API BIEHBE , 5888 Apache Airflow REST API 8%,

FEBEA InvokeRestApi , BALAER AWS & A& KFHL Apache Airflow REST APl, T ¥ , &1
AT LAER{S Web IR FEERRIZRE , AREAERRFEUE,

EREW? =


https://docs.aws.amazon.com/mwaa/latest/API/API_CreateCliToken.html
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MREBEFEH InvokeRestApilgfEUpdate your environment to use InvokeRestApif¥
BEAEESE  RREBEEFEH Amazon MWAA IRIE, EEM Amazon MWAA RIE
EdInvokeRestApiIEEMHBEN R B ETHAR , IFBAE MR, FEMRIEE , FEFEN
Amazon MWAA IR1E |, LAt AInvokeRestApiThREMI N ERE,

InvokeRestApi BRFMFEFRFFFEFE A 10 ¥ MRBEFEREL 10 WRZTK , AIGEBKL
I 5| EEER. FRESEN REST API Y EEEILRFEFHIBRSERK , OB RIBFH#HR,

% T TEEA Apache Airflow REST API X B[R , Amazon MWAA A BRIRZEKFIERE Web fd
RERAE , LUREBMMER , |BARERA REST API R, mH5IAME (CL) AR , BREZIT
Apache Airflow R EITHE (Ul) A&, FE Amazon MWAA AR Web RRBREFAET , 5
2B the section called “E8E Web Al iR 25 H BER".

&ALAE A Apache Airflow REST API BEHIRIBEET IIERRSG -
« BRXERFFEE - LI E A LUEE Apache Airflow DAG #11T. BEERE | UREINEET4HHR
B plmphEERNERE, BEIMEERES , MEEAIE Apache Airflow Ul 2 CLI,

- EABEARINMREES - RESTAPI XETARBEEBITHRAR , BEH Amazon MWAA
BIEHEHMRRES, Fl0 , BAUUBBITEREUEERGADBRFENEL: , fINEERKNERE
E SR 00 f6E A & 5

o B _ MO LUEBEIRERIR | £ @ Amazon MWAA BIE & DAGs FIREE  EMER
EhREBNER,

N Apache Airflow REST API B9 #IE A , 526 Apache Airflow REST APl 2%,

FEBMEA InvokeRestApi , BAILAER AWS & A E EHFE Apache Airflow REST APl, S#& , &b
A LAER{E Web fRIBRESFEVERIRIFEE , AREAEBREUE,

- MREEMEA InvokeRestApiEEUpdate your environment to use InvokeRestApif¥
BEAEESE  RREBEEFEH Amazon MWAA IRIE, EEM Amazon MWAA RIE
EdInvokeRestApiIEEMHBEMN R B ETHAR , IFBAEMNEE, FEMRILEE , FEFEN
Amazon MWAA IR1E |, LAt AInvokeRestApiThREMI L ERE,

* InvokeRestApi IREMNTERRFFERE A 10 ¥, WRBEREL 10 WRTK , AIGAEK
Ik, WEIHER, FRESH REST API I} EHEHEMREHBATR , B EIESER.
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/A Important
[ e A/ T EEHEIR 6 MB, MNREBIBLRRSE , 88 RestApi KB,

£ A T 5 &% Apache Airflow REST API 41T API FELY | SRR ENETHY DAG #11T
FE
« ¥ Apache Airflow REST API FJ7ZEU#E : airflow:InvokeRestApi

« Y Apache Airflow REST API
o B Web A1 fRES TERE BRF AP 1L Apache Airflow REST API

& F Apache Airflow REST API B77HU# : airflow:InvokeRestApi

= E A AWS Z A ERFE Apache Airflow REST API | #RAZE7E IAM i thig F
airflow:InvokeRestApiffH, £ FHIBEKEFIF | 'Td_: F#EE Admin, Viewer, . Op User=
PublicAf , {airflow-role} A BRI EAEFEER, MFEFHMEN , 528 Apache Airflow 2
ZEMPHERAL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:xo0le/{youxr-environment-name}/
{airflow-rolel}"
]
}
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® Note

REFE Web @RETEF , #EK Virtual Private Cloud (VPC) #AZBAY A InvokeRestApiE)
o BULAEMA aws:SourceVpc£if , ALBREERERMNEFEEES, MEFMER , B

2/ aws : SourceVpc,

AL Apache Airflow REST API

AT EHIESIERA M6 A Apache Airflow REST API B HHERE R AT AR DAGs , LA fnfa[2 31
Apache Airflow 22 :

import boto3
env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {
"Name": env_name,
"Path": "/variables",
"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",

"description": "Test variable created by MWAA InvokeRestApi API",
}
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response = client.invoke_rest_api(
**request_params

)
print("Airflow REST API response: ", response['RestApiResponse'])
if _name__ == "__main__":

client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

B3 Web Rl IRES T/EREER = RF AP AU Apache Airflow REST API

EERY Web AREBSEINER , BEA TS Python BB, HWEREE XMW Amazon MWAA API LA
B8 Web BAF ., Web BAFHEE 60 WERIBHE , REIIMA Web TERBEFHR , AIZEEFE
Web faIBRES I F Apache Airflow REST AP, MREZEEFHEIB 10 EXZ (TPS) WIRRAE , &
A LASE A itk 75 3% 12 HX Apache Airflow REST AP,

THEERFHEE 12 MFRIBH.

® Tip
TH X IEE 1 Apache Airflow v2 Bl v INEEEF T -
- REST API B8 &1t ¥ & /api/vl /api/v2
- BARRKHR BFA /aws_maa/login /pluginsv2/aws_mwaa/login
- REZEAWEEresponse.cookies["_token"]EEEEE API I LHBFRANZRFE
=
- B REST API B0Y | SBABEZEPEEjwt_token&EFH , TR :
headers = {
"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json"
}

Apache Airflow v3

def get_token_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)
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try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/pluginsv2/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was successful
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies['_token']
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))

return None

except Exception as e:

# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None
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Apache Airflow v2

def get_session_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
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ERAEER

return None

BoBmBTHE , CEBRAERTRABEEFRE APl ind, BT -G+ , EAWE dags/

{dag_name}/dagRuns,

Apache Airflow v3

def trigger_dag(region, env_name, dag_id):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_id (str): ID of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_id} in environment {env_name} at

region {region}")

# Retrieve the web server hostname and token for authentication
try:

web_server_host_name, jwt_token = get_token_info(region, env_name)
if not jwt_token:

logging.error("Authentication failed, no jwt token retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving token info: {str(e)}")

return

# Prepare headers and payload for the request
request_headers = {
"Authorization": f"Bearer {jwt_token}",

"Content-Type": "application/json" # Good practice to include, even for GET

}

# sample request body input
json_body = {"logical_date": "2025-09-17T14:15:00Z2"}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/v2/dags/{dag_id}/dagRuns"
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# Send the POST request to trigger the DAG

try:

response = requests.post(url, headers=request_headers, json=json_body)
# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_id}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_id = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_id)

Apache Airflow v2

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name}
at region {region}")
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# Retrieve the web server hostname and session cookie for authentication
try:

web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:

logging.error("Authentication failed, no session cookie retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving session info: {str(e)}")

return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}
json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, cookies=cookies, json=json_body)

# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":

logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]
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# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)
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fFEY

- AWS tRF £ AWS Identity and Access Management (IAM) F7ZEL Amazon MWAA §F ]
% Apache Airflow Ul FEUBUR : AmazonMWAAWebServerAccess.

- AWS R F £ AWS Identity and Access Management (IAM) F12H Amazon MWAA EF Al BUR T
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
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ERAEER

IRERRAS

v2.8+

v2.6+

v2.7+

v2.0+

v2.6+

v2.6+

v2.6+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

DA
AR T3

HEREA

REERE

REEEES

REAENTE

£t add-perms

£t del-perms

AEEY

ABEE

EHERR

EBRHREEE

EBEE

ik

EBBIT

EIAREE

XEH CLI & H
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
https://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
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IXERRA CEED)

v2.0+ {£7& states-for-dag-run
v2.0+ ERAE

v2.0+ £ 2 ER

v2.0+ BHEE

v2.0+ 285

v2.0+ BREE

v2.0+ version

E B # DAGs#R T

mRBHIRFEH 1T Apache Airflow v2.0.2 , 11 DAGs FAKFEEIR ZENEHNNBER | BT
DAG # CLI ts S & kB requirements. txt :

Apache Airflow 2.0.2 ix

* dags backfill
* dags list
* dags list-runs

+ dags next-execution

WRIEH DAGs AMERMIBEER RENEFNINBES | BILERMEL CLI &

Srequirements.txt,

FHAEN
T—&ia& A Apache Airflow CLI B9 [E J5 % & 41
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version

Amazon Managed Workflows for Apache Airflow EREEmR
ERE. EVBEiMIBR Apache Airflow v2 B8
B ERATHSEPIRNBREZE, ERMBRERS N8 H<script> <mwaa env name> get

| set | delete <variable> <variable value> </variable> </variable>,

[ $# -eq 0 ] && echo "Usage: $0 MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jgq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

55 DAG BFETig1HAE

BT LAE #5 3% DAG B R T 7| E HIFE XN TFFEEL Apache Airflow v2 R#Ti84HAE | HliN airflow
trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
key = "YOUR_KEY"
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ERAEER

value = "YOUR_VALUE"

Conf = Il{\llll + key + Il\ll:\llll + Value + Il\ll}ll

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken"']

mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])

raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={

'Authorization': mwaa_auth_token,

'Content-Type': 'text/plain'
1,

data=raw_data

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()

['stderr']).decode('utf8"')

mwaa_std_out_message = base64.b64decode(mwaa_response.json()

['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EYHER TN SSH BB LEHT CLI e

FERAUTEF , EH SSH BEREY Linux 82 ##11T Airflow CLI 555

5/ curl

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --
header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND

AR
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B2 Apache Airflow HYE#R

REREA M A Amazon Managed Workflows for Apache Airflow 3REEZE Apache Airflow E#R
FE

- Apache Airflow 2 FE R E

« L7 Amazon MWAA IR3E E#Y Apache Airflow IR EEH

- EREDSE

- f£ AWS Secrets Manager ##5%E Apache Airflow E#R

Apache Airflow % 2 & #R 81 5

EREBAT , BB EEERENEMERIEE , fl0 AWS 5RERE , HAE Apache Airflow
REAERPNERYEDFTENTAS , RESERE DAG ANELR,

- BREEH Apache Airflow, £ BEREEM Apache Airflow T8 £ | AL FE%E Apache
Airflow fA88i#1Hairflow. cfgo

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAA £ Apache Airflow, £ Amazon MWAA Lt | REEISLHREREHIEA
Amazon MWAA £ & E£# Apache Airflow #E5Ei21E, Apache Airflow #HEERIEE BT AREBEESHE
EHRE  YBEEMERENFEHMREHERE,

ZHTE Amazon MWAA IRIE EH Apache Airflow IRIEEEH

WWE®ESIE Amazon MWAA BFTE X EH Apache Airflow IREZ R Apache Airflow IREEEH,
MEELEMNFREN , FSREHEINEEW Apache Airfflow 2%,

(® Note

A THRAREM Python BXEZE TS E B E CloudWatch iR AM , Amazon MWAA &
EHIT 2B Z % Watchtower 2.0.1 ik, pip3 install -r requirements.txt
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https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
https://pypi.org/project/watchtower/2.0.1/

Amazon Managed Workflows for Apache Airflow EREEE
£

- REMRHFESR

- BERFRBEEH

BR Bl R fF A2 3R

# Apache Airflow 2.7.2 [RFA%E , B ERBRSBETE --constraintPRird, MREERIEMHRE
#l , Amazon MWAA EREIEE—E , UBRENFERPIHNEHFEBRIEZELAR Apache Airflow
RRAMEE

Apache Airflow FR#I{§HE RS E Apache Airflow TR A AR IRHERE, T8 , EFZHER
T, B ER B IR A Apache Airflow B . HREXEFEARSRYE , BEEEERTHRAN
RUEEH  EUNBUBERMERTHRIGREESR

1. 1% GitHub TERA4SEM R FIRHER |, B0 hitps://raw.githubusercontent.com/apache/airflow/
constraints-2.7.2/constraints-3.11.txt ( #% '2.7.2 MR BEBEFERBMRA ) .

2. HIEREMBREERFMEEE Amazon MWAA IRIEM Amazon S3 dags B3k , 440
constraints-3.11-updated.txt,

3. WEZEMER, MTAH.

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"
apache-airflow-providers-amazon==version-number

(@ Note

MREFEANZFIAE Web fIBRES , BEEFEH aws-mwaa-docker-images #FIENER
EiHEA WHL BX.

BFEMPTRBEEH

LRBHEEN | EALUER FH Apache Airflow Ul REEZRER, EHhRREFEZEKELEY
EEEArequirements. txtEEFH Python MAktE, LLEMESIH Amazon MWAA BFfE X ER
Apache Airflow IRIEZ M Apache Airflow IREEEH,
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https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://github.com/aws/amazon-mwaa-docker-images
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® Note

# Apache Airflow v2 FIEFTHRA , Amazon MWAA E#11T 2% &% Watchtower 2.0.1
Mipip3 install -r requirements.txt , AHEREM Python EXEREIFSERH
CloudWatch 2 #&HI A%,

B LIS E MERHFT X BN AR apache-airflow-providers-amazon , AFHR LA FERS,

X 1 Apache Airflow iRA :

v3.0.6
EARER =4
AWS E#R apache-airflow-providers-amazon [aiob

otocore] ==9.9.0

Postgres E 4 apache-airflow-providers-postgres==6.2.1
FTP &R apache-airflow-providers-ftp==3.13.1
Fab E#R apache-airflow-providers-fab==2.3.0
Celery E#% apache-airflow-providers-celery==3.12.1
HTTP EiF apache-airflow-providers-http=5.3.2
IMAP E 4% apache-airflow-providers-imap==3.9.1
#ER saL apache-airflow-providers-common-sql=1.27.3
SQLite E#R apache-airflow-providers-sqlite==4.1.1
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https://pypi.org/project/watchtower/2.0.1/
https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/2.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.12.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.1/index.html

Amazon Managed Workflows for Apache Airflow

ERAEER

v2.11.0

EAREE

AWS E#R

Postgres E##

FTP E4R

Fab jE#F

Celery E#Z

HTTP E#

IMAP E4

B sqQL

SQLite E#R

SMTP E#R

v2.10.3

ERREE

AWS E#R

=

apache-airflow-providers-amazon [aiob

otocore] ==9.8.0

apache-airflow-providers-postgres==6.2.0

apache-airflow-providers-ftp=3.13.0

apache-airflow-providers-fab==1.5.3

apache-airflow-providers-celery==3.11.0

apache-airflow-providers-http=5.3.0

apache-airflow-providers-imap==3.9.0

apache-airflow-providers-common-sql=

=1.27.1

apache-airflow-providers-sqlite==4.1.0

apache-airflow-providers-smtp==2.1.0

=

apache-airflow-providers-amazon [aiob

otocore] ==9.0.0
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/2.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

EARER =

Postgres E 4R apache-airflow-providers-postgres=5.13.1

FTP &R apache-airflow-providers-ftp==3.11.1

Fab E#R apache-airflow-providers-fab==1.5.0

Celery E#% apache-airflow-providers-celery==3.8.3

HTTP E#R apache-airflow-providers-http=4.13.2

IMAP E#R apache-airflow-providers-imap=3.7.0

R sQL apache-airflow-providers-common-sql=1.19.0

SQLite E#R apache-airflow-providers-sqlite==3.9.0

SMTP E4Z apache-airflow-providers-smtp==1.8.0
v2.10.1

EARER =

AWS E#F apache-airflow-providers-amazon [aiob

otocore] =8.28.0

Postgres E#R apache-airflow-providers-postgres==5.12.0
FTP &R apache-airflow-providers-ftp==3.11.0
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https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.12.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.0/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

EARER =

Fab E#% apache-airflow-providers-fab==1.3.0

Celery E#R apache-airflow-providers-celery==3.8.1

HTTP &R apache-airflow-providers-http=4.13.0

IMAP JE#R apache-airflow-providers-imap==3.7.0

#ER sQL apache-airflow-providers-common-sql=1.16.0

SQLite E#R apache-airflow-providers-sqlite==3.9.0

SMTP E#& apache-airflow-providers-smtp==1.8.0
v2.9.2

EARER =

AWS E#F apache-airflow-providers-amazon [aiob

otocore] =8.24.0

Postgres E 4R apache-airflow-providers-postgres==5.11.1
FTP &R apache-airflow-providers-ftp==3.9.1

Fab E#% apache-airflow-providers-fab==1.1.1
Celery E#R apache-airflow-providers-celery==3.7.2
HTTP E#R apache-airflow-providers-http=4.11.1
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https://airflow.apache.org/docs/apache-airflow-providers-fab/1.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.11.1/index.html
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EARER =
IMAP E#R apache-airflow-providers-imap==3.6.1
#ER saL apache-airflow-providers-common-sql=1.14.0
SQLite E#R apache-airflow-providers-sqlite==3.8.1
SMTP E#R apache-airflow-providers-smtp==1.7.1
v2.8.1
EARER =4
AWS E#F apache-airflow-providers-amazon [aiob

otocore] =8.16.0

Postgres E4Z apache-airflow-providers-postgres=5.10.0
FTP E#R apache-airflow-providers-ftp==3.7.0

Celery E4F apache-airflow-providers-celery==3.5.1

HTTP E4Z apache-airflow-providers-http=4.8.0

IMAP E#R apache-airflow-providers-imap=3.5.0

EER saL apache-airflow-providers-common-sql=1.10.0
SQLite E#F apache-airflow-providers-sqlite==3.7.0
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https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.14.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.5.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.7.0/index.html

Amazon Managed Workflows for Apache Airflow EREEmR

v2.7.2
EARER =4
AWS E#R apache-airflow-providers-amazon [aiob
otocore] =8.7.1
Postgres E 4R apache-airflow-providers-postgres==5.6.1
FTP &R apache-airflow-providers-ftp==3.5.2
Celery E# apache-airflow-providers-celery==3.3.4
HTTP 3E#R apache-airflow-providers-http=4.5.2
IMAP E#R apache-airflow-providers-imap==3.3.2
FER saL apache-airflow-providers-common-sql=1.7.2
SQLite E#R apache-airflow-providers-sqlite==3.4.3
v2.6.3
EARER =4
AWS E#R apache-airflow-providers-amazon [aiob
otocore] =8.2.0
Postgres E#7 apache-airflow-providers-postgres==5.5.1
FTP &R apache-airflow-providers-ftp==3.4.2

BERKNEREES 129


https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.3.4/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.4.2/index.html
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ERAEER

ERER
Celery iE#3

HTTP &4

IMAP E4%

B sqQL

SQLite E#R

v2.5.1

EiREE

AWS Ei

Postgres E#

FTP E4R

Celery B4R

HTTP E#R

IMAP E#R

# R sqQL

SQLite E 4R

=

apache-airflow-providers-celery==3.2.1

apache-airflow-providers-http=4.4.2

apache-airflow-providers-imap==3.2.2

apache-airflow-providers-common-sql=1.5.2

apache-airflow-providers-sqlite==3.4.2

=

apache-airflow-providers-amazon==7.1.0

apache-airflow-providers-postgres=5.4.0

apache-airflow-providers-ftp==3.3.0

apache-airflow-providers-celery==3.1.0

apache-airflow-providers-http=4.1.1

apache-airflow-providers-imap==3.1.1

apache-airflow-providers-common-sql=1.3.3

apache-airflow-providers-sqlite==3.3.1

BERKNEREES
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https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/7.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.4.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.3.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.3.1/index.html
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v2.4.3
EARER =4
AWS HE#R apache-airflow-providers-amazon==6.0.0
Postgres E 4R apache-airflow-providers-postgres==5.2.2
FTP &R apache-airflow-providers-ftp==3.1.0
Celery iE#R apache-airflow-providers-celery==3.0.0
HTTP &R apache-airflow-providers-http=4.0.0
IMAP JE#R apache-airflow-providers-imap==3.0.0
FER saL apache-airflow-providers-common-sql=1.2.0
SQLite E#f apache-airflow-providers-sqlite==3.2.1
EARE RS

Apache Airflow B FAEMR URI F&H, BT Apache Airflow Ul FIZHEREI AR E £ ELF
URI F& |, EREFER BM, R Apache Airflow Ul FREEEFEREAR | AT ER SR ER
FAREEIGER URI F& |, flER HTTP EREA, FEZER URIFEH , 11 my-conn-
type:// , Apache Airflow tERBEE 22K L FENER, HEERPUOMAEEHTENERBERR
## A Apache Airflow Ul BV ERE AN,

/A Warning

S5 EE Amazon MWAA HfJaws_defaul tiE#R, Amazon MWAA i It ER R F TR E
BETK  AINMKETKBEFE, BELERUESERERIEXFNIRER AEPH,

ERRER 131
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https://airflow.apache.org/docs/apache-airflow-providers-celery/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.0.0/index.html
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ES]

« E#R URI FREHI

« EiREAFH

« ER HTTP EARSEAHETT Jdbe EEREY S5

E#R URI F &
TFHISEHIER MySQL EAREALEBA URI T,

'mysql://288888a0-50a0-888-9a88-1a111a22a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Ar0le%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

L3 N

T 5 & BIEREA Apache Airflow Ul R HTTP E{R & A,

Apache Airflow v3

Apache Airflow v2

A HTTP E#RE A EST Jdbc EHRRY FEHI
FERTHIEH , 7£ Apache Airflow Ul FER Jdbc ERFEM HTTP ERE A,
Apache Airflow v3

T3 BIFE R Apache Airflow & ¥ ANET PRV SE I E £ RVERR URI F &,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc_ dry_ clsname=redshift-jdbc42-2.0.0.1

FEATHIEH , £ Apache Airflow Ul 54 Apache Airflow v3 8 Jdbc B4R EA HTTP EiR&E A,

ER URI F &5 132
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Apache Airflow v2

T 3gE5IER Apache Airflow $t¥ANEi R Ry 151 E £ RVERR URI F &,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

FEATHIEH , £ Apache Airflow Ul 15 Apache Airflow v2 # Jdbc B4R E R HTTP EiR&E A&,

5 AWS Secrets Manager #Z 5% E Apache Airflow JE#R

AWS Secrets Manager & Amazon Managed Workflows for Apache Airflow 3RiE E X EHER
Apache Airflow #& i, AEERBAUMMEA £ Amazon Managed Workflows for Apache Airflow £
AWS Secrets Manager &£ #1711 Apache Airflow 22 Apache Airflow EARHIFER

(® Note

- BEBBEBIYNWBRNE, ME Secrets Manager EEMGEMET , FF2F AWS EE,

« AWS Systems Manager 287 [E th X B#A Amazon MWAA R K iR, MEFHEE
A , 5528 Amazon Provider Package 34,

AEN

o FEBR— . R Amazon MWAA 1FEX Secrets Manager A% & S HVET AI
« HER— . #1I Secrets Manager &% A Apache Airflow #H 581818

« HER= : B4 Apache Airflow AWS iE4E UR| F &

« S : 1f Secrets Manager H T8 & &

« B H . 7£ Secrets Manager #7388 5

- BXEXB

* Resources

- BRESR?

% TE Secrets Manager 133


https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store.html
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HEB— . 1 Amazon MWAA 7ZH Secrets Manager A% €888V EF 1]

Amazon MWAA IRENH1TACEERZSBHVEIFEME AWS Secrets Manager. %I IAM B
REFER AWSEZE SecretsManagerReadWrite BURE TR B 7HL

BHEEREELZNATAG

£ Amazon MWAA =124 FRBUREEH,

BERER,

EFUERPREENATAL,

BIEEEEK,

SecretsManagerReadWrite FEEREHR R X WP @A
BIEEEEK,

o 0o A w b =

MREAEER AWSEEFTER , AANEEEFNRENHTAE , LAFEMABRMN Secrets
Manager ERFEE, B0 , THBERRRRN 1R FETE Secrets Manager F4FE AWS [EiF FE L
Y FT 7 B 25 Y FE BT B

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

SEB— : 21 Amazon MWAA 72EX Secrets Manager FAZ2 & $8 #9357 134


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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}

HER— . 1 Secrets Manager & im {4 Apache Airflow #HR&#EI1H

T —EiFRBA AT £ AWS Secrets Manager %@ Amazon MWAA E3E & EE I Apache Airflow #E 58
BIH, MREE PEAERBBNEREREairflow.cfg, IETHSBHFEINEESEELEE
fRREERTE

1.

2
3
4.
5

£ Amazon MWAA =25 ERBUREEH,

BERE,

BERE.

BET—-F,

£ Airflow AREZEERFBEFE AR, FETIEMEY !

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections", "variables_prefix" : "airflow/variables"}E €% E Apache
Airflow £ #l airflow/variables/* BRESEHRFHRairflow/connections/* ¥
2o

BRI AERAEHER KRR Amazon MWAA K FREE Secrets Manager E1THY AP FEILR
g, MREKRIEEEHER , Apache Airflow BESFIRER RPN AMEERNEE, EB
EEER , B LUE/N Apache Airflow B 2K AJEER K, ERAIFEEAF Secrets Manager
Amazon MWAA #& B 5 F B B AR o

EEREEEHEN | FBIEE connections_lookup_pattern#l
variables_lookup_pattern 28, ELX 28 #%T RegEx FHRMABMA, il , EEE
SHREA MW Rtest , B PEATIARsecrets.backend_kwargs :

{
"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}

SR : B3I Secrets Manager %% % Apache Airflow #H 881218 135


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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® Note

ZE#H connections_lookup_pattern#l variables_lookup_pattern,
BB RE Tapache-airflow-providers-amazon.3.0 iR EF A, MEAS
B provder pacakge EF EBFRAWFHHAEN , FFSB REIFRFER,

6. BERF

FER= . E4 Apache Airflow AWS E4E URI F &

EEBEVERTSE  BEEARELN "tab, BREHEFRVHFTIHNREY, RMEEREE shell T
EREB R Bextra)F B U B8, T —HELHRFEA Apache Airflow =% Python #E %4 Amazon
MWAA IRIBE 4 Apache Airflow B4 URI ZEHNSER,

Apache Airflow CLI

T % shell TYEFSERfE A8 Airflow CLI REAEHFEFR, MREBRELZE CLI, BEBEFEH
Python 8%,

1. BARK Python shell TYERSER :

python3

2. BWAUTHS :

>>> import json

3. WAUTHS

>>> from airflow.models.connection import Connection

4. TEextra¥IthHy shell THERERAPES BB, # YOUR_EXECUTION_ROLE_ARN HHEVEHIEE
BAEBITAG ARN , LUK us-east-1 FREE (I8 us-east-1),

>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name': 'us-
east-1'1})

o

BAESZRYH. LA Apache Airflow E#Rmyconnf) & BEUL Y EFI{E.

S B = . B4 Apache Airflow AWS E#f URI =& 136


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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>>> myconn = Connection(

6. EARELMN "tab, BREHFERVAPNTISEREY . SA7BUCEHIE.

a. EE AWS ERER

. conn_id="aws",

b. 1§ Apache Airflow & ¥ EiZ1E

. conn_type="mysql',

c. 7TE Amazon MWAA L3187 Apache Airflow Ul URL :

. host="'288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. EEEZEA Amazon MWAA ) AWS EEXE£#& ID (EAEER)

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. IBEEEA Amazon MWAA i) AWS FAZRIFENEEE (ZE)

. password="'YOUR_AWS_SECRET_ACCESS_KEY',

f. 3BT extra shell T{EREREE -

. extra=extra

9. BIRBEERMLE.

- )

7. BIENERR URI F&

>>> myconn.get_uri()

HSMEERNER URI T8 -

S B = . B4 Apache Airflow AWS E#f URI =& 137
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ERAEER

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role

%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script
T %l Python $E ST FEE Apache Airflow CLI,

1. BRTIEBABHEANAR , LEAEFEEFES mwaa_connection.pyo

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'us-east-1'

conn_string = '{0}://{1}:{2}e{3}:{4}>

role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,

role_arn, region_name)
print(conn_string)

2. L#BRTEBNMNE,
3. BATIRSBRELERFEFE,

python3 mwaa_connection.py

BRI : 1£ Secrets Manager T8 &
T —HEiZRBA A E Secrets Manager FE 3 S E W EZ,
BN

1.  BARX AWS Secrets Manager £ &,
2. EERTHEE,

S B : £ Secrets Manager F 718 £ %

138


https://console.aws.amazon.com/secretsmanager/home#/environments
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ERAEER

3.
4.
5.

10.
11.
12.

BEEHMERENWE,
HEEEFHRELUFRERTNER/EYH L, BEEXF,
T3S BREREA/EXF.

"YOUR_VARIABLE_VALUE™"

14

plan , BEEEEFS :

"mystring"
HRMBE® , RTHAXFEPRE AWS KMS £#121E,
EMBEBONFHRUPBAELE K0T,

airflow/variables/YOUR_VARIABLE_NAME

Flan -

airflow/variables/test-variable
igg-lt_io
EREMEZEMLNREZZBNERERS , BT TIEE,
a. SHEMERER K FRUEBENERE,
b. (ER) $HEER , BUBMZHOHER,

igg-lt_io
EREWRE - BEAPRERRER , AREET -5,

S BBV E T HMEBE | £ Secrets Manager FERIELSER,

EMREE L, MRENRE  RREERE

S ERIY : £ Secrets Manager F#Ti8 & &

139
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$ERH : £ Secrets Manager F 7 18E4F

T —EiERBA A 7E Secrets Manager MR Y B F &8 URI R,
B

1.  BABX AWS Secrets Manager £ 5,

2. EEREIHE,

3. BEEHMERENME,

4. GEEEEFHRELBEBERPOSH/EYH L  BEHNXTE,
5. HTFFIREEER URI FHEFTERFAF

YOUR_CONNECTION_URI_STRING

fln -

mysql://288888a0-50a0-888-9a88-1a111a2a0@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning
Apache Airflow EEI#TEKRFRPNEEE, ST SERESIRIESISR , ERSIN
RE—F&H,

6. HANZEE K FBRTHNXBFEFIEE AWS KMS £i81818,
7. ERBREBOXEZWUTEMAZE KA WOT,

airflow/connections/YOUR_CONNECTION_NAME

i -

airflow/connections/myconn

8. igj%-lt_io
9. EREMEEELNMBEEZBNERERF , #1T F5IEE,

S BB . 7£ Secrets Manager 1 #iE 43 140
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a. SHUERER A6 FRUENBENERE
b. (ER) #HEad  REBENER,

BET-%,
10. EREWE - BAREENEER , REEET -5,
1. $HEEEFENTMAEME R | £ Secrets Manager PEEIEL IS ER,
12. EREEAEL , BEZHRE K ARBERE.

SEARENE

o THRWMAERMA WEHIFEXES , EILE M L&A Apache Airflow E#R (myconn) WA R EBE
FERFZR S AWS Secrets Manager # 1T Apache Airflow E#&.

o THRUMAFERAMN NEFRENTE , FUEE LFEA Apache Airflow 88 (test-variable) HFAF
88 8% AWS Secrets Manager Apache Airflow 28 FERLZEE,

Resources

- MEMFEATEAN BXE Secrets Manager WMERFMEF AWS CLI , FZEAWS Secrets Manager
(ERAEER) PHEIME,
£ Python T #§ K& Apache Airflow BERIEMREBE Secrets Manager , Y A$EH Apache
Airflow EFR B EFE ZHF AWS Secrets Manager.

®REIR?

o THRWITE PEEERLAEE Apache Airflow UITZEL Apache Airflow,

BAERE e


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/opensource/move-apache-airflow-connections-variables-aws-secrets-manager/
https://aws.amazon.com/blogs/opensource/move-apache-airflow-connections-variables-aws-secrets-manager/
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S Amazon MWAA RiE

Amazon Managed Workflows for Apache Airflow £ &3 ERNEIREIE , A% E Apache Airflow Ul #Y
AERLNEFRE. cETSARREREND, MREBERIEENAEERE  URTAREERE
HEETE H12EUHY Apache Airflow #E5EHY Apache Airflow #HREi2Eairflow. cfg, ANZFREA M
Amazon MWAA 12 & L ERELHERE,

FE

« ERE Amazon MWAA IRE &R

« R Amazon MWAA THEEZBBER

« ERE Amazon MWAA Webserver B BHiEE

 7£ Amazon MWAA tf#F Apache Airflow #HRE&ZEIH
+ E¥ Amazon MWAA IR3E

« % Apache Airflow iRZs

« & Amazon MWAA ERRAENIE TS

R E Amazon MWAA RiE R

&5 Amazon MWAA IRIZIBIZFENIRBFBIEIRE Celery Executor BI{TATER AWSEE AWS
Fargate 88 KX/ , LAK Apache Airflow BFRZ85 E2 EB B ITEBATERN AWSEE Amazon Aurora
PostgreSQL F#EERERE, AFEREFME Amazon MWAA IREFER , AR A EFH Amazon
MWAA 34 ERREER,

3]
- RIBTEE

« Apache Airflow BFf285

IRIZINAE

T B2 28ERRERNTERIIT Apache Airflow 1£75. FEHEIGEER (RAM) MIEREFXEE
EJT (vVCPUs)o FIHAY A TEBBREMER AT FBIBIRE T Apache Airflow THEERE,

T %% , DAG RE 2 DAG £% , T RUIT , LHMBAEMN DAGSREREMN , A Apache
Airflow FIEERFRE.,

RERFE LA 142


https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
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FEATECARARBHEENEE , YRR EARBRFREN DAG H1THE THIBERR
max_dagruns_per_loop_to_schedule , ARAFEHRFRN ITEE X NNEEB.

mw1.micro

- 5IZ25DAG RE

- 3EXLATESE (FERR)

A
« Web fAlfRa% : 1 {8 vCPU, 3GB RAM
- THEEMBERESS : 1 /8 vCPU, 3GB RAM
- ¥KE : 2 f vCPU. 4GB RAM

(® Note
mw1.micro T EBBER.

mw1.small

- 5iZ 50 DAG A&
- 5 @EXITESE (FERR)
I
- Web falfgz2s : 1 18 vCPU , S1E 2GB RAM
« I% : 118 vCPU , &18 2GB RAM
- HEf22%8 : 1 1@ vCPU , =18 2GB RAM
- ¥KE : 2 f vCPU. 4GB RAM

mw1.medium

- B 250 DAG B E

- 10 EXEITERE (FEER)

. TH:
« Web A fk25 : 18 1 @ vCPU 2GB RAM
- IT% : 818 2 /@ vCPU 4GB RAM
- HEf28% . =18 2 {8 vCPU 4GB RAM

RIEYRE 143


https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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ERAEER

- BHE : 2 {8 vCPU 8GB RAM

mw1.large

- BiZ 1000 DAG B &
- 20 EXLATER ( FERR)
. T
« Web fAlfk=25 : E1@ 2 {8 vCPU 4GB RAM
- I4% : 8184 {8 vCPU 8GB RAM
- HEf23% : 518 4 {8 vCPU 8GB RAM
- EHE : 2 8 vCPU 8GB RAM

mw1.xlarge

- BiZ 2000 DAG B &
- 40 EXLITER ( FERR)
- T
- Web fa1fRzS : 4 18 vCPU , &8 12GB RAM
- T/k% : =18 8 & vCPU 24GB RAM
- 225 : 518 8 {8 vCPU 24GB RAM
- EHE : 4 8 vCPU 32GB RAM

mw1.2xlarge

- SIZ 4000 DAG B E
80 EILATIERS ( FHER)
« Componenets :

- Web fAlfkzs : &1& 8 {8 vCPU 24GB RAM
T#% : 818 16 18 vCPU 48GB RAM
BEf22% . ¥1@ 16 1@ vCPU 48GB RAM
ERE : 8 il vCPU 64GB RAM

144
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BRI LAEA celery.worker_autoscale REMBEILEENTEY. WEFMEF , F2H the
section called “i= 3K BE LA =B H51”,

Apache Airflow HEF2 25

T —&i2& Amazon MWAA ET[FAH Apache Airflow BFf225i218 | LIRSS 8B N EERETE
Ho

# Apache Airflow # |, f§S S EEBRHIEENEYR K EINSEABREENREREAL, &
Amazon MWAA 7 , g3k eR & e fFiEas — R E MBI/ Fargate £ L¥11T, MAEHIEMBEIRERRTRE
BT ABRSRNEE SECREEEEEEBNSN, ETRARBERNEEEE , YERBRERIL
BB EEIE AT

Apache Airflow v3

o v3- HR AR mwl.micro WIRE , EZH 258 W{E., S5BRTTERA B mwi2.micro 24\ , FiE
RIEBADERSE, 1

Apache Airflow v2

o v2 - R KK mwl.micro WIRE | IR 258 W{E. S5BRTTERA B mwi2.micro 24\ , FiE
BEXNERSE, 1

% E Amazon MWAA TEZEBBHIERE

B EER SIS 8 B8 0 Apache Airflow THEEWNEE , LAEFEE Amazon Managed Workflows for
Apache Airflow FRIFEFREITHNHEATINEE , LEREESERHFEATISBTRHES RN THE
F, AEERPIIEIBIEEMSEHA Amazon MWAA B EREPHITH Apache Airflow THEEHE
LR, REXZEBBER.

@ Note

Amazon MWAA &£/ Apache Airflow 5 33 BT I 5 ZEE /AR Celery Executor T4E¥E |, I
BREEA Fargate TEENHEIBINE IEEMNEmax-workers, EEANITEETKI/EM

TEERAPEF , Amazon MWAA i EBER , Rt EHER A X EMNEmin-workers,

MR TEEERBIREFIREBHELE , Amazon MWAA 2R E Fargate R , MASBRIE
&, MEHMENR , 5528 Amazon MWAA BEIBEREESR.
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=8 ]

- THEEEERHNEESK

« £ Amazon MWAA £# &

- ENEEFERARGIZEH

- HEESTHPRENEBETHED

- BRESR?

THRERRIEFTR

Amazon MWAA £/ RunningTasks#l QueuedTasksigiZE , & ( BITHFNER + EHATT
WE®) / (BEIEENER) = (XENIHEE ). URMENIEEREXRBAINIEER
£ , Amazon MWAA €% Fargate TEERBHIBEXE , BT EENHZRAEALEmax-workers,

BEE T/HEEHMA H RunningTasksHl QueuedTasks EZ@FE A , Amazon MWAA €355k
Fargate fiIREBEN TEE, MATHITENT A IEEEHRBRENEHASZIRE  BERMATR
IR, RIEEENE  FETESE TEER/BREFEATY,

£ Amazon MWAA =&

R LUEE £ Amazon MWAA £2 8 LEKERETHATHNIHFEERE LR, RIFFER , 8537
LEE 25 B8,

1. 7£ Amazon MWAA & FBEBUREEE.
2. EERRER,

3. EBERE.

4. EET-F,

5. ERRBEHERT  EITHFEEFHLRTRAE.
6. EERF.

(® Note
BEFHCHNREENTREEREL T ENKRE,
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= B AR G5
T—EHRALTARE RETRASHENFTRENHEERER,

A ERERE Apache Airflow

—MME , EAPEBE Apache Airflow FEF , BB airflow.cfg BRPREEH FTERE.
BEEREMLITHRE :

« core.parallelism- SEHERTRERFAITHEBATERBEE LR,
« core.dag_concurrency — DAGs ( ET# & ),
« celery.worker_autoscale - AIEEMA TEE L ERHTHEEHE LR TR,

f5lan | IR core.parallelism &% 100 B core.dag_concurrency 54 7, IR
2858 2 {8 DAGs i , B ERIRFHTEL BL2E%. FER , IEERETEERES
( £ Fcore.dag_concurrency) , 18 DAG HEREAER BT LEEK 100 ( &£
Fcore.parallelism),

(® Note
core.dag_concurrency Apache Airflow v3 FEEEEH

£ Amazon MWAA BiE

£ Amazon MWAA IRigEdh | EAILUER £ Amazon MWAA LE{# A Apache Airflow #H8E1#1E, MIE
EFTE LR B BHER M HIELE Amazon MWAA IRIZEFERI , B Amazon MWAA =124 LR EEL
RE. HMR core.dag_concurrency Amazon MWAA £ A K Apache Airflow {HAER I EE T
NAFERER , BETLETHIE S EET Apache Airflow #HREIETH,

BREEEUREFBETIIRE :

1. mwilsmall IREER , IEHISEIEERARTHITHLTEREE LR , LURBEEH vCPU,
2. 10 TEHEFTE LRI TEETERRERE,
3. #ETI{EHcelery.worker_autoscale5, 5F## Apache Airflow #HREIE1E,

ERTFETUERRHHIT 50 @A TER. EAEB 50 ENEBHESHEATS , AFFHITHHE
T Ao

BRI EIE ] 147
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PITESZWITER, EAUER TIERRISIRE , LEKHITESER -

1. RIBFER , FBIEE mwl.medium (#KTEER 10 BETER ) REES , BNSEIEETHT
E’\Jfﬂiﬁﬁi%%l;tlﬁﬁﬁﬁﬁﬂﬁ vCPU,

2. ¥18 celery.worker_autoscalefis Apache Airflow #HREEIE,

3. HEMMTEEFELR. FUEFD  ETHFE LR BN10A | FRETATHEITERH
B20mn1E,.

EEB/NIHEE, EtaLlEHA AWS Command Line Interface () I8 EEEBRE R HTH Apache
Airflow T/EE &2 TR LRAWS CLI, Hl40 :

aws mwaa update-environment --max-workers 1@ --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

EEH—STH , BFZE PH update-environment a5 AWS CLl,

HREATHRENERETHEDH

EBDEHERT , Apache Airflow AIBEERANBEBNERTH. BEHANEE , BFEER
Apache Airflow Ul Y 5 BEHK. MFFHMENR , F2EE Amazon Managed Workflows for Apache
Airflow TS BN S HEME &,

RELSR?
—$ TREBRLE PRABRENENREEKAmazon MWAA £ Apache Airflow B ZREEFR

% E Amazon MWAA Webserver B BHiER

HR#1T Apache Airflow v2.2.2 FIEFTARAKIIRE , Amazon MWAA EEIREIERE Web Al fR25 AR E
RENI/EESHE , MR HARRENERE, EBRE CPU £ARMEAFERTEE
EiiERE Web fIARESEE , Amazon MWAA AIFE{RIEHY Apache Airflow IR35 7] LA IE 45 3t 3 FE 18 hn &Y 55
R, ERRRHE REST API R, CLI AEEREZ I 1T Apache Airflow R EREFERAE.,

=4

- Web AIRSFERNEESR

« {#/H Amazon MWAA # 4
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Web fAlBR 25 REREEF N

Amazon MWAA fE A 851848 CPUUtilization B FHIFIEE ActiveConnectionCount ,
BEREHEHRESEERE Web fAAREF. MR CPUUtilization KR 70
HActiveConnectionCount K 15 , Amazon MWAA 2 #7118 ZE/\H Fargate Web AR AT , B
3| IEEWERK{EAIEMaxWebservers,

BEERERMA B CPUUtilization ActiveConnectionCountfEi# 4 , Amazon MWAA &R
Fargate #&IRIEH Web RIIREF A BRMERZE B EMN HK/NMEMinimumWebservers,

£ Amazon MWAA £ 5&

A LLURIE T £ Amazon MWAA £ 4 L EREREBESRHITH Web RIREEHE., BIBETER , Web fd
REBHETPRESLS 2, Web RIRBFEE LR A 5,

AE Web fAIBREFHVHE

1. 7£ Amazon MWAA 1A FBRBCREEM,

BERER,

BERE.

BET-%,

FERBERERD , £ Web RIREBEFTB LR & AE,
EE , AR Web RIRZBFFTE T8 AE,

BERTF

N o o &~ 0w Db

@ Note
BEHEHRBEENTREEL S BB,

£ Amazon MWAA LA Apache Airflow #H 58318

Apache Airflow #H #8218 o] L BIRIBEE EEREZE Amazon Managed Workflows for Apache Airflow 3R
B, BuURBEN T FEFIZEE | 1 Amazon MWAA 84 £ BIRM Apache Airflow k235
EETHRERE, ATERA AN Apache Airflow HAEIRIE | LIk INAERELREREBERERE
Y Apache Airflow #HREZRE.
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o

TR

£ RS R IE AN EER
fRAEERIE L

+ Apache Airflow #8882 18
+ Apache Airflow &%

« f£H Amazon MWAA =# &
BESE

- EFHHERE

EBHEE

HErEsRARE

TEEERE

Web {7l iR 25 #E R&

- HEERERIERE

5451 A £ 5| 2 X%

- £l DAG

- EFBHBENREEHH
RIELTR?

FORIRF

ERFETHIEE , TR ER EWIER,

FH — BHNEEES AWS IRF Y AERFEBIREMN AmazonMWAAFullConsoleAccess 77 ERI% &l X
FNEFEEE, 1A EBHHTAECLEREN Amazon MWAA IRIE | FREFEURIREFERN
AWS &R,

TR — NMREEEFRMAEREE , TREERET Web RS L REMEAKY , BWIRBNLER
BB’ Web fIfRERFE. MBFMEN , 52 B the section called “Apache Airflow FEUE

Amazon S3 #H7E — ARE FEM DAGs. BET/AEERplugins. zipH Python HHKER
Amazon S3 f#ZirErequirements . txt A BREHBA LB EEI SEHMMRAE S,

/N
”o
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BRI

EIRETIRER | Amazon MWAA £45&1E Airflow {BEEZIEH ) Amazon MWAA & LIEE
WARREERE , MBRESEEEZTFIRIEN AWS Fargate 25, NREE PEAMHBRBHR
Eairflow.cfg , BIETE Amazon MWAA =184 LIEEMNEEEES P Eairflow.cfg.

HARRMARTEHE Amazon MWAA IRIER Apache Airflow Ul airflow.cfgh/a Bl | BIEATLAERE
£ Amazon MWAA Fi#E & L2 F Apache Airflow #5812 |, @fEwebserver.expose_config i
HHREMIERTE

fif F AR RER IR S AR

1 Apache Airflow v2 MIEFMRAF , ABERXTERAMEA core.lazy_load_plugins : Truei®
E NHEE, A, MREFEANIEFTAEEN , BIXEM F¥core.lazy_load_plugins :
False® Apache Airflow fAREi121E | FgefE =@ Airflow BFRBEHEANBER | LBBERKE,

EEISE R R

EIR1E Amazon MWAA 24 L8R | Amazon MWAA SEEEARESE,

IR EE, BaUETHNFEFRZZFERAR Apache Airflow MRANHY B ip — B REER
E. #la , dag_concurrency : 16, {HERESEEALIREN Fargate B , A
ATRFLOW__CORE__DAG_CONCURRENCY : 16

- BEEE, SHAE TN BERIEEREE Apache Airflow FRZAFIHEY Airflow #H7E)
IH, flin , foo.user : YOUR_USER_NAME, #HEEEREESHEALIREN Fargate B , A
AIRFLOW__FOO__USER : YOUR_USER_NAME

Apache Airflow #A&E% 18

T EREAE T LAE Amazon MWAA £ & £ BET Apache Airflow #HREIBIEW (L&,

Apache Airflow £&Z&

NZE Apache Airflow XEMAREIRIEEE | 828 (Apache Airflow 2Z15/) FHHEESE, BE
FEUETE Amazon MWAA E#11THY Apache Airflow MRZSiEI1E | BFR TR R BFEFBERRA,

£ Amazon MWAA &
THREEZRSMERE Airflow BESZEH B TBEN S B,
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ERAEER

1. 7£ Amazon MWAA 1A FBBUREEHE,
BERE,

BERE,

BET -5,

£ Airflow (EREZEE X FBEHE HETARE,

SHEEERMENSEERE | BIEHNEATAR.

©® N o 0 k~ w0 b

H

EBeZE

RTNNXNBFEFREEBRYMAE , A SFTERLTWAE.

T —&32%& Amazon MWAA 12 & TR EEH A A Apache Airflow #HRERYEE,

& AWS H$4Fr B Amazon EC2 #1T{HBE &z

EFHEHHERE
LR EERBERERAR Apache Airflow v2 # v3 B Amazon MWAA LR Airflow & ¥ B 48 Z1#H R
#IE,
BRMEZREREE 587 AR SMTP RE. BRIEFER ,
1225 FEE SMTP RE., MREEEIERIE 25 TEXEHRE ,
R AEREIE IR A

A email_backend & FH
38 H# Apache Airflow 22 F
B,

email.email_backend

smtp.smtp_host FAR smtp_host & FEHith

By E L Al R 2R B R

smtp.smtp_starttls Transport Layer Security
(TLS) ARE smtp_starttls A

EIB PR B I E T B

IR BAFE R BRI BR
g flE

airflow.utils.email.send_em
ail_smtp

localhost

False
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R REEIE R EA HIE

smtp.smtp_ssl Secure Sockets Layer (SSL) True
FREHE smip_ss| F#Y{E] ARES
MEFEHRAFiR,

smtp.smtp_port £ smtp_port FIEERMREE 587
Y Eim S E A E (TCP) &
&=,

smtp.smtp_mail_from smtp_mail_from FEHEF  myemail@domain.com
R4k,

EIE4ERE

LA RSB B BER Amazon MWAA for Apache Airflow v2 # v3 £ Airflow £# T H R EE F o] A AVFHRE,

SR AHREI® 18 SR EA &
core.default_task_retries 1£ default_task retries P EE 3

Apache Airflow E# 89X &

core.parallelism AEEEREPFTREHNIT 40
NEBHTERHE LR (F1T
B3,
PEiEEsiHRE

TYFERBEREEAR Apache Airflow v2 1 v3 9 Amazon MWAA TH = EEF A A Apache
Airflow HERZ8R4E A8,

R REE FHA g 6E
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R AHREIEIE REA HIE
scheduler.catchup_by_default  $5REFFEZEFE I DAG #1T , False

BAE catchup_by_default F#&
DAG #1T "8, 2 ERH

kR
scheduler.scheduler zombie.  HHHEREE ESEREH 300
task_threshold TEBERALHK , XE

scheduler_zombie_task thres

hold B #F SR AE 5.

(® Note

TEAR Apache
Airflow v3,

TEEHERE

TH;5EBEREEAR Apache Airflow v2 # v3 B9 Amazon MWAA THEE R A A/ Airflow TE
EHARE,

RmAERERIE REA g HIE
celery.worker_autoscale AEEMIEELER 16, 12

worker_autoscale H#J Celery
Executor ERHATHEBRE
LERMTR, ELRNLERSD
f@ , JEF®F : max_concu
rrency,min_concurr

ency o

Web Al B 2540 &

T %55 E R Amazon MWAA for Apache Airflow v2 F v3 TH = EE A 7] A Apache Airflow Web
Al AR B 4EL A8,

%
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ERAEER

RO AE REIETH

webserver.default_ui_timezo
ne

(® Note

TEAR Apache
Airflow v3,

fig % ER ARk

A

default_ui_timezone # Y FEER
Apache Airflow Ul B Hi &%
Eo

(® Note

ER7E default_u
i_timezone #IF
TE28F DAGsHEH
THEFE, EEE8F
DAGsHIEF[E , SRR A
FEABTAEER. W
ETHMHER , F2H
the section called “&
¥ DAG HE[E”,

g fIE

America/New_York

LA EERERERA M Apache Airflow v2 1 v3 B Amazon MWAA LRI F#Y Apache Airflow fi 2% 254

=&

RO AE REIETH

mwaa.trigger_enabled

triggerer.default_capacity ( £
v2 1)

A

FBAR1E Amazon MWAA ERX
AFMEREREE., KEE,
WEREA True, MIRFRA
False , Amazon MWAA #§F
SEHES LREMT B EE
Fo

EESEMEES T AETH
ITH#EE R E, £ Amazon

g fIE

True

125
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ERAEER

RO AE REIETH

triggerer.capacity ( £ v3 /)

gHIMEEHIENE

g4 DAG

B

MWAA E |, FEERmE T4 —
BT, SEBEENESE
HESRHEeERELEE, ¥
R1000/0 860, REFK
500, xlarge F 2xlarge 125
250#1TMERE , BEHEERR
NWRREDHIRESR . . .

P I

g fIE

BAI L ERA T %) DAG RFIE] email_backend Apache Airflow #HRE1818, & EH11T LLEIFE Amazon

MWAA B4 |, FREEABERE| Amazon S3 TR LAYIRIE DAGs ERIR,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):
email_backend = kwargs['conf'].get(section='email', key='email_backend')

print("email_backend")
return email_backend

@dag(

dag_id="print_env_variable_example",

schedule_interval=None,

start_date=datetime(yyyy, m, d),

catchup=False,

)

def print_variable_dag():

email_backend_test = PythonOperatoxr(
task_id="email_backend_test",

python_callable=print_var,

provide_context=True

)

print_variable_test = print_variable_dag()

g5 MEHIFR T
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E T B E HERE #E

T %5 Apache Airflow #8582 1H 7] A A AREXNZERBH Gmail.com EFBHIRF, MFEFMHEA ,
B2 Gmal RPSEEEPNEAEARXEBEA,

BESR?
« TR DAG BHIK LME i) Amazon S3 17 B8 T DAGs.

FE#H Amazon MWAA IRiE

® Note
MEXRES (FMFA ) MEKESE (FRER ) EEEARZE Amazon MWAA EEE#.

Amazon MWAA IRIEEHMESEASTNEENZ M EHER, SHFEEREWHERY K
Apache Airflow IR, Z1EFEREAE R Amazon MWAA IRIZERFER,
AES
- BBZEl
- THEEEBERR
- EFIRIBEIR
- EHFIRE
- ZR—  IEEFHEA
- R REEMERE

- $B= . mBENMNERN

BRE 2 Bl

« BUIRE®R , R URERARREEN VPC

i
EFER Amazon S3 EFITRREATEHMALBEN , YA R FITRRAZRSE,

BrELSE? 57
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- BEE AWS IRF EFEA Amazon MWAA FFATRY , BAK AWS Identity and Access Management
(IAM) HE I IAM BEHEFT, MREIRIZE Apache Airflow Webserver WA G BB FZEESR | €
BR %l Amazon VPC AR Apache Airflow 7B , AIFEE IAM YT A F BEE I Amazon VPC ix &,

- HEERA Graceful RIEBEEH , BEEFHMRE Apache Airflow 2.4.3 IREEF IR, &EFHK Airflow
WA, 5888 #F Apache Airflow fRZR,

TF&E B R

B LRI TEEBHER | LU2R4] Amazon MWAA EREFHPREEERATIEEN AR, &1
LUBEVA T E A —ERRE -

=R

REIERRARN IHEESRRR, BRIEHSUFLAEERIEE SR THEBEER
B XM

BHEN

REEFAFTEECTERIRERTERE 12 /0, TAUBEEERAEFRTPEMAR , R
ZEEfE 12 MEATHREIT, MEBSEXIEERNTHESE,

EEERARE LRUA Graceful B , BAATH —ERBEH , WHEFRREMNR Apache Airflow
2.4.3 R EF AR

(® Note

MBBIEIRFEEN MAINTENANCE AREBHITERN , FMETHREFTIN IEEERRKS
& tD#GRACEFULZI FORCED, BN EF BT REHT,

EHMREER

RIFFERR , Amazon MWAA RIEEFEEARANREEALE, FEEFEEAHEBHNBERTERR
R

1. 7£ Amazon MWAA 1A FBBUREEHE,

2. RRIRFEP  EELEFEHNRE,

3. ERIRHEEL , BEEFBEIURERE.
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4.
5,

BET-F  ECEARBINREERAL,
ERBENREFEE L  REALNEE K RREERT

EHIREA

T —EiERBAE# Amazon MWAA IRIEM S B,

SBR—  EEFEE
=

w0 N

%II

ERBRFEER

£ Amazon MWAA & LRBGRIERE,
RIREBED | BELEZEEHNIRE,
EREEE L , EEREBLUREIRE,

ERFFMEARRD , W Airflow IRAE , R TRNBFEDBEFLERREARIINF Apache
Airflow hix Z<#m % o

(® Note
Fikzal , FEEEEN DAGSHH M TEREEREFA Apache Airflow fRAEE. WFE
&R , FFSR 8F Apache Airflow MRA,

1£ Amazon S3 Y DAG BB T , i5E T %3EE

a. S3F7FErE, BIERE S3 , ABIZEEM Amazon S3 fE1ZETEE |, S A Amazon S3
URI,

b. DAGs, ZZEBIE S3 , RERZH Amazon S3 fEZEFEFMNdagsERI XK |, SE A Amazon S3
URI,

c. NBMENER-EAH., BFZE S3, AEBEE Amazon S3 RFEFE LMplugins. ziptE
£ , H#W A Amazon S3 URI,

d. ERER-EZH, BEZE S3, A%REE Amazon S3 #7Z8r# FMrequirements. txtiE
2 , # A Amazon S3 URI,

e. BMBETHBER-EH , BEBRES3IIZR Amazon S3 REEFEITE LMWIETHESR , @A
Amazon S3 URI,

BET—
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SR REEMRE
RERMRE

1. 7E£ Web fARESFELT , :BEUEREFH Apache Airflow FEUES :

a. BB, EFA Apache Airflow Ul By ZEURERR 7 Amazon VPC FE &R FEIRIE IAM K
REFRENERE. CEEFTTREL IS ERHN Amazon VPC B,

(® Note

MRIER Apache Airflow Ul EEARMERATER , MEBESTEEENLERFENE
17 Web AREEERLZHE K BRELGHEEE, WRBREBEHFIUENEE , BIFE
E 2 7 ##I5R1ZE Amazon VPC F ) Apache Airflow Web fAIBRES, MNEFMEA |
55289 17H Apache Airflow Webserver 8 VPC %% ( FAEMBREFE ) .

b. NEMHKE., EVEERTIRE IAM BEEFEEEN FHE BB ZE Apache Airflow
Ulo

2. TELZEBEET , BEANRMAERE Amazon VPC WEZ2EE -

a. iRIBEFESR , Amazon MWAA EEEH Amazon VPC BV R4 EE I HEEVHFNRSE
HPFEASEEANMELRAL,

b. "#EM, . BUEENBRUMZEFHEPHEIMAGR , UENRS 5 BR£EHE,

(® Note

AW Amazon VPC ZE AN BRERENEANMEHRE | LLAFHEEBRE,
EEE-—STH , F52E Amazon MWAA £ VPC &£,

3. HEREEBT , BEREEEA,

BREBRLEEIEIREEMENR IR, BALIBEREFRESR,
4. SHETHEEFTHLRE , EEEETRREPHITH Apache Airflow TEEEEB LR,

MEFHMET , F2E SREEEA RS,

5. 1ETE Web fRIRZFFHE LR Web RIBREEFTRITIR , LAZRE Amazon MWAA H{AiER FIRIZHH
Apache Airflow Web falfR25.

WNE Web RIREZEBIERMGEMEA , 5528 the section called “5%E Web AlfREs B BIERE",
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6. HEMET , EFERMEFEE :

a.

b.

RIETARR , Amazon MWAA S A #HE AWSH ERRINZENER.

MER, . BEBTTMERE (#R) LNEEFETEN AWS KMS £if, NMRESEETHT R
FIEEEFZE SR | BIMXEETE AWS KMS €88 ID 5 ARN, AWS KMS Amazon MWAA
A ERZHZEEEE, MREIE Amazon S3 FEEEE EAARSEHMNZBIEET Amazon
S3 €88 | BI%ZAA Amazon MWAA IRIBIEEMRN L8,

® Note

BAERER SI8MEET |, FREfE Amazon MWAA 124 FZIN S8, KENAERE
PAIRAEE |, #F Amazon MWAA RSN Er i EE S B EE,

7. BERFER. BEET , A Airflow SR8 EREEE - Z @ A FEE , #% Apache Airflow BEEXEE
CloudWatch Logs :

a.

Airflow 3 B 5. £ BEBHRZIZEZEEXZ CloudWatch Logs B Apache Airflow £ B 5538
#,

Airflow Web fAliR28 H5%. £ AFEBMRBFEFEEE CloudWatch Logs B Apache Airflow
Webserver BE53EH,
Airflow BEf288 B, EHREBHREEEMEEZE CloudWatch Logs B9 Apache Airflow BEf285 H

RER,
RAILEE R, £ HFBHRBZEEEESE CloudWatch Logs B9 Apache Airflow T4 B

A,

Airflow DAG B3 Hi$. 7 HFEREZEZEMEIXZZE CloudWatch Logs B Apache Airflow DAG
BRIE AFREEE,

"B . 8 Airflow HEREERIR | BEFRIE BAITHEBRRE,

B AR BRI Apache Airflow #8882 18 T30 /E B i Apache Airflow WA |, SiiEE BETH
BESBIE, {50 , core.default_task retries: 3.

9. HEHAT , EEIITAG .

a.

b.

BIBTER , Amazon MWAA BERVHAGHEIHTAG, CAEHERY AV BBHH
T, FE R,

"EA.L . BEEFEWAA® ARN S AREHITAEBKN Amazon Resource Name (ARN),

10. EEHBABT  EF TFEEERERUEHEENRTRREEERPTHEENT R,

BEMRE
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11. igj%-lt_io

STB= . wBENEHR
FERBARERE
BERERE , BEER/T.

(® Note

ERBRHEREMREAMNTE-TI=1T7E, ERYPEFTZSAREE 12 MR8
T, RATEEFFENETHEBTHK.

£% Apache Airflow hxZ<

Amazon MWAA X BIXRBEIRA AR FER. ERTETUIRER RAEHXx.4.28 x.5.z, B
E#x.5.2Bx.4.2, BEEFHTETEREAAL , FlE RAL.y. zARE2.y.z , BRHBEBEIFNIR
BYEBER, WEBBAMRE Apache Airflow FTEERAMWEFMHER , F2B (Amazon MWAA &
BiEE) PHEBEHMN Amazon MWAA IRIE,

EFARSFREFHE , Amazon MWAA SEEUREFRENNVRE, BITHEE, HEESR. Web AR
2R FHR SRR EHTRY Apache Airflow IRA | REBEARBERPEERERE,

FHiR S FER B, FFEELR DAGsSH E b TEREZEEREEFA MEIWF Apache Airflow iR A&
MREMEM requirements. txt REBH MK , FEXERFREEZRPIEEH MR EEFT R
Ao
£

- ARERBENTIEREER

« BEFRE

FR SRR IEH TEREER

B EEEE Apache Airflow lRAEF | FBFESE P2 EEHER --constraint
URLrequirements.txt,
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/A Warning

EFRRERER | #5EELEH B Z Apache Airflow IRATHAENER AL EHERR
Apache Airflow E2 & BT T SRR AE T T RINWNERRERF,

EREHNIERRER

1. B aws-mwaa-docker-images @#FEN DX , LHEHR Amazon MWAA KRBTV EIZ,

2. HIEFEBEAKLBIMBER MR aws-mwaa-docker-images fFE D o

3. BFEEHMEM requirements. txt , FFEE (Amazon MWAA EREEm) FHEIE Python 48
HUEPEBNREER.

4. (ER) BEMERARSREERF  FERRENTEERERE. BEAREDPERENNRIER
REEEERNKET AR,

5. RIWBRTERBEERR , 5848 DAGs, requirements.txtf AHERERTBREN
Amazon S3 f#FET .

BRECERIFREBRE., 18EHM Apache Airflow AR |, SRR EHEF.
18 E TR A

TEREH TERBERAFEREER Apache Airflow [RAWEBMHR |, FBET T I BERREIREFM
B, MIEEEEFHRKI Apache Airflow MR,

@ Note

ERYTAHRERERE , BRERELATHARERHEEEFHBRL, EFEFRSH
REREMENE , FHHEESNREREEER,

£ E2 A B ER A

1. 7£ Amazon MWAA 1A FRBUREHE,

2. RREBES  BELEARIBERNTRE,

3. ERBHEEL K EEFEURBERE.

4. ERFEFMEAERRF , #H¥# Airflow A |, e TR NFEFBEFLEEARSERIRIRAY Apache
Airflow MR §R 5% o
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5. EET—S , BEXSEARBNREEEAL.
6. ERENMFEFENL K REENEE K RREERT.

ELCEMEER  ENRRERBARIERERF. EHEE , BRRERESEH Amazon MWAA
IEEREEME , UREBFREERI.

EFHRBRFERIIERT , AREES UPDATING , AR CREATING_SNAPSHOTE Amazon MWAA H#EEX
FEERNEDE, &%, MESEEEZE UPDATING , REERFTHRAVAILABLERERE ,

MRBIEE LM ESHEREK , BHREARAES S ROLLING_BACK, MMRERRKI) , MRESHLHIR
UPDATE_FAILED , RTEMAN , BRETH, MRBREIRKE , ARREAE A UNAVAILABLE , RREE
EFEURE,

i Amazon MWAA SERAEIIESE

BB TR EEIRE Amazon S3 FFETRPFEEM shell (.sh) BT , BUREH DAGs., FX
*M’Hﬂ&'to ELEFZRMABIE Apache Airflow F2F 281 , Amazon MWAA &R @5 Apache
Airflow Ttk ( T4EE. HFREEEH Web fAIREE ) HWEABHBHTIHESK. FAMBESHHRIT T
B1E -

 ZEHITHE - R ITEREFNEEFEMN Linux ST,

. BERHSY - BEE Apache Airflow THREREBY, BEEIHBY | HIm PATH,
PYTHONPATH#1 LD_LIBRARY_PATH.

- EESRNFA - SEIIREFEENFINFEEER requirements . txt YR EZ L £8,

THEERPFUARERBIETHREZE Linux FITH,
SRS B AR AR RARE R

ﬁllll

EREEH , LIRFEA CloudWatch Logs

ES-

- RERBESH

- EABBESHRE Linux $1TH
- FARBESHRREREEH

ERBBES® o


https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status
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A= B A
RERBEETTE

EELRBBESIHBHREREREEMN Amazon MWAA IRIEREEFER |, 54 . shER LEEHIRER Amazon S3
EEITE, R EFESESHHEREEZVEE  BERBEFMEEATEETHIEE :

« BTSN Amazon S3 URL BB - EFEFEEESTHENAEEERE , flan , s3://mwaa-

environment/startup.sh

- ETIEH Amazon S3 IRZ ID — Amazon S3 EFITR P AE shell IEFIRRE, BREMES
B | B EETE Amazon S3 EIRBERMARA 1D, MRA IDsA Unicode, UTF-8 #wf&. URL Ft
., TERTSE  RETHEIB 1, 024 E{thf |, Hla0 3sLakqtIlcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3vjVBH40ONr8X8gdRQBpUMLUO,

EEXTHAGHINSR  FEATIEMESHK. EoBehdisRe ®
{EMWAA_AIRFLOW_COMPONENT, LtIRIZEERAIHEIIE SHBHITATEN BB Apache Airflow Tt

BREXBUERHFETA startup. she

#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

BEE  BESH LEEEHN Amazon S3 REFETE.
AWS EB XA
L& shell ERH ( E#EAR)
1. BAAWS EEF#AE |, W1 https : //https://console.aws.amazon.com/s3/ BAEX Amazon S3
FEA,
R FTREED  EEESANREMBBNRTITRERE,
£ Objects (¥1)Z& L |, i#$E Upload (L&),

EHEEEL , BHRIREIN shell 85T,
BELE,

o b~ 0N

ERIRESENHBED, Amazon S3 R EREMFARA ID, NREEMESHIERIEE
MEREBERLE , MIE&HNRAE ID Bk ER,
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AWS CLI

B 18 shell 18465 (CLI)

1. FRFHNGHIRSR , ¥H1T Amazon S3 1san &3R5 HFE B SRR A IRIZME BN R FITE,
aws s3 1s

2. EEZZMEF shell ETHENERR, cp EFWRRREFRSER K SETH LEELNREFET
B, #& amzn-s3-demo-bucket X BEHNETF .

aws s3 cp startup.sh s3://amzn-s3-demo-bucket/startup.sh

WAL , Amazon S3 € H¥4H URL BE& :

upload: ./startup.sh to s3://amzn-s3-demo-bucket/startup.sh

3. FERT AT REEEUE SIS &I ARA 1D,

aws s3api list-object-versions --bucket amzn-s3-demo-bucket --prefix startup --
query 'Versions[?IslLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplwghlJ4

EERETRE RIREM BB | S BUSELMRA ID.

R, BESBEESNRIEE T,
AWS BB XA
BESHHERERIRAH (X74)

1. & Amazon MWAA =15 ERBUREEH,
2. ERNBEEFNNREERNS , RARBERE.

3. HEETHMEFEEL , HYHMBESHER - ZEAH , WAESIERN Amazon S3 URL , fl
i :s3://amzn-s3-demo-bucket/startup-sh.,

4. RTUNBEFEESTRE , HBESIUSKETH.
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5. EET—F  AELIREARFER.
6. WMEALE K ARBERE

RIEEFAIEEE 10 2 30 28, Amazon MWAA EEREFHNEBETHEHN BB RHATHREE
TR,

AWS CLI
AE SR EIRIE 2 M B (CLI)

- BIR@HIRTR , ¥FEA update-environment EEHESEMN Amazon S3 URL FARZS ID,

aws mwaa update-environment \

--name your-mwaa-environment \

--startup-script-s3-path startup.sh \
--startup-script-s3-object-version BbdVMmBRjtesttalEsVnbybZplliqh134

MR IH , Amazon MWAA €& EIIRERN Amazon Resource Name (ARN) :

arn:aws:airflow:us-west-2:123456789012:environment/your-mwaa-environment

RIFEEFAEEE 10 2 30 58, Amazon MWAA BERFEFHNEETHEMN BB KIATREE
iR

&% , HNAFEN , URBESHGREAUEHMGENE, ERAEE Apache Airflow TR FE &
B , Amazon MWAA 22 BFRBAMBRESRR. MEFMEEN , 528 Apache Airflow B

a,

AWS BB XA
HY#8 Apache Airflow BEESRR ( E#8H)

1. 7£ Amazon MWAA =12 & FRBUREEH.

2. BRELWIRE,

3. HEEEERT , EZELEFEBFMNBEEE , fi Aiflow HEiER BEEEAE .
4. 71t CloudWatch XA BERHRRFESR , BEEATIFENS

A : startup_script_execution_ip.
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5. EEFEHERT , B2 EZH ENd S EMWAA_AIRFLOW_COMPONENT., #iin , ¥t
EERHF , BHEHIT T HIRME -

Printing Apache Airflow component
scheduler
Finished running startup script. Execution time: 0.004s.
Running verification
Verification completed

B L ER LIRS RRENI/EEN Web fIBRSR HES.

ERREE SRR E Linux $11TH

£ A BB 18 S IR SR E#T Apache Airflow STTHRIERRBE , Y REHMIATREENEULE THERE
EM. Hla , T TFIESTByum update REFEZERK,

EREIESHyum update 1T B , BAAFEH HEBR Python , --exclude=python* I & 5iFT
5, A7TEBENREHIT , Amazon MWAA L EEBWIRBEMEER Python BFEMRAR, Hitt , BE&EL
FEAMBIESIRERRIRERN Python MR,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

2 E4SE Apache Airflow T E REE T | 5555 MWAA_AIRFLOW_COMPONENTH if#l fi 1§
HRFRRN, HEHEHTE—HD , LEHESNIT/EE LL2ERERX1ibaioE , BEFREE Web fil
REs L ZEHENXE,

/A Important

. MREBEREFE Web ARES , MISLBFEATIMFRHREAKBERMELEER , UEBE
RHEREF,
o M sudoBIITEEEERBWRE,

#!/bin/sh
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if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" 1]
then
sudo yum -y install libaio

fi

&) LA FA BR @ 48 S ES SR EN {8 Python MR,

#!/bin/sh
export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];

print("{0}.{1}.{2}".format(*version))"'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T BB B A% Python lx A , A AIEARESEBEE 2 R¥ER Apache Airflow B E
THEE.

ERRBESRRERREH

FABMEESBRRERESEANIEK Apache Airflow #HEE, AT ER T HNEE
ENVIRONMENT_STAGE., f&A[LATE DAG S BT EE RS E B,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FEABBESBESE BRI Apache Airflow i RFEEE, i , BEXE LD_LIBRARY_PATH &7~
Python FEREEMREHES —#UE, EEAERANBERATEREREEIT ZEME

#!/bin/sh
export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary
RRARREY

Amazon MWAA R E—HEENIRELY., WREEFETEZEY , Amazon MWAA 2 HIERAH
kB, THFHFEZEE
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MWAA__AIRFLOW__COMPONENT — AR B EH T HEH P —EEH Apache Airflow JT
# : scheduler. workerz webserver,

AIRFLOW__WEBSERVER__SECRET_KEY — FIFATE Apache Airflow Web RIIRESF L2 H B THEMRER
Cookie WFLZ &8,

AIRFLOW__CORE__FERNET_KEY - AAMBZMBAZEREPEERNERER 2HRERN SIS |
Il E0E AR 1S

AIRFLOW_HOME — Apache Airflow F B #HIE & , HPHEEEZRM DAG BRERIEARE,

AIRFLOW__CELERY__BROKER_URL — A/ Apache Airflow HEF225E2 Celery THEEHH 2 BEAN
AEHPMERE URL,

AIRFLOW__CELERY__RESULT_BACKEND - FIZR7F14 Celery {545 RV & BE URL,

AIRFLOW__CORE__EXECUTOR — Apache Airflow 24ZBfE AR 1TEE8E A, £ Amazon MWAA & |
i&5& CeleryExecutor

AIRFLOW__CORE__LOAD_EXAMPLES - FRE\ == F &4 DAGSHIE A,

AIRFLOW__METRICS__METRICS_BLOCK_LIST - HREI¥® Amazon MWAA £ CloudWatch 7 2
s A BEEUHRLE Apache Airflow F81Z,

SQL_ALCHEMY_CONN — RDS for PostgreSQL Bl ERERF & , AR Apache Airflow # & #
ZHAE Amazon MWAA 1,

AIRFLOW__CORE__SQL_ALCHEMY_CONN - /A EE fHE A FIZSQL_ALCHEMY_CONN , B E@E#HH
Apache Airflow &3 & 1841,

AIRFLOW__CELERY__DEFAULT_QUEUE — Apache Airflow & Celery {F##I FEERATF,

AIRFLOW__OPERATORS__DEFAULT_QUEUE - fEA 45 Apache Airflow & F TR FEFRAT
5,

AIRFLOW_VERSION — ZZ# 7 Amazon MWAA RiEF# Apache Airflow iR,
AIRFLOW_CONN_AWS_DEFAULT — AREEE it AWS IRIEESHITEER AWS BEAE R,
AWS_DEFAULT_REGION - R ETER BEFEZBALR AWS B F/H , UEHEM AWS REE

A
Ho

AWS_REGION-MMREBEE , IREESHSEEREEZEAWS_DEFAULT_REGIONFIFR ERE R EE
FHE,

PYTHONUNBUFFERED - stderr A REiXstdoutM B R ERE HES.

AIRFLOW__METRICS__ STATSD ALLOW _LIST- AR EAIERIBFEEE , LIEIXLUEE
TTERENEE,
AIRFLOW__METRICS_ STATSD_ON - BiBEiX{EEE StatsD,

=n
AX.
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AIRFLOW__METRICS__STATSD_HOST - AZKEREStatSDIFHEIER
AIRFLOW__METRICS__STATSD_PORT - AAZKEHREStatSDIBIER.
AIRFLOW__METRICS__ STATSD_PREFIX - AZREHEEStatSDIHEIER
AIRFLOW__CELERY__WORKER_AUTOSCALE - B EH AT HK/NIETT,

AIRFLOW__CORE__DAG_CONCURRENCY - ;& EEHFTZ851E — 1Bl DAG H o] [E B 1TV ERE BT EEE &
Ho

AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG - % E& {8 DAG WERA T EBE B LR,
AIRFLOW__CORE__PARALLELISM - E& A [ERFHATHERATEEEE IR,

AIRFLOW__SCHEDULER__PARSING_PROCESSES - %X EHEFZ 25347 LA HETE DAGs WREFHE £
PR

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__VISIBILITY_TIMEOUT - EXEHEE
FEKE—EIEEZH , TEESSEITEBOVE,

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION — EREE Celery £ AWS [E
=5,

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES - (X EE# Celery
BEHm T,

AIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN — FAAE#&% DAG run_idEERIBSEE@ A
B,

AIRFLOW__WEBSERVER__BASE_URL — AAZREEE Apache Airflow Ul #Y Web fafk2§ URL.

PYTHONPATH ( ZE AR Apache Airflow v2.9 FIEFIRZA ) — B8 Amazon MWAA T8% , ARR{RFR
BEARRIBINEHRE E F B,

(® Note
¥ v2.9 Z B8 Apache Airflow R7 , PYTHONPATH K REWIERE,

AFRENRESHY

1=

0N

TUEARBIESBREEARENREBY, UTFHE R — % B8y

PATH-EEB#BEE , AR FEXRRERSTITENESH. EnTEGTIPIATR , Rkg
BE PR BEPATH , UERAHTH S, EBEE Apache Airflow R BETEHE FREKE , &7
RFEMRBEADESTHATHTE, IRISELERN B KT PATHEHHEEN F , AIERMK
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BRAEERE , RS LHT. FBKEEN B HKFIEE PATH , Apache Airflow {E7§ 71 SAS 3
BTN AT #ITIE,

« PYTHONPATH - Python @SB ARYEERSEABENEHNE %, SRETLUNEEERES
BREHNEHEE, EERIRSENBARERXEPRIEIREERKB HFH Python X
EE. fEF It EERFTIGEMNEEFMEET Python E4 |, WHEHEE DAGSHEEFERA,

® Note
¥1H Apache Airflow v2.9 MIE#ThRZS , PYTHONPATH RTREBRIBEH,

« LD_LIBRARY_PATH - BIREEAESSMB AR Linux FARSRNBALAEAENRESEY, v
EEosHARXENBE#EE K EEE ESEERRAENEE &z EE., FRRBEIRIEE
BH B ET AR

« CLASSPATH - Java #1THAIRE (JRE) M Java BB EH (JDK) AREFITHESHKMEA Java &
Bl, BRXEMNER, ERLB&. JARERMNZIP HENFEE , HhE3EHm=EN Java BB,

NERIE S 172



Amazon Managed Workflows for Apache Airflow EREEmR

£ Amazon MWAA E{EH DAG

# E1£ Amazon Managed Workflows for Apache Airflow 3RiE F #1TEMEIRE (DAGs) , FFHEER
BRIEEZEZEIREMN Amazon S3 FEFETE , AR E Amazon MWAA HIEEDAGs M ERRN
A Amazon MWAA £ AMWE. Amazon MWAA BEERES THEE, HERESIM Web AR ZEH
DAGs, A{EFIRA MM HHEH DAGsIETE Amazon MWAA IR3E E =% B FT/MBEXF Python #8
iR,

e

« Amazon S3 T EEIE

o ¥R EFH DAGs

- ZEBITHEHER

« R Python A M

« M Amazon S3 EHIRER

Amazon S3 FEFETEBE

Amazon MWAA IRIEM Amazon S3 EZErE LB EH/\FEEE, BIETESR , FTE Amazon S3 ER -
HETE. YHNMEENTER (flunEmBHHARE ) BMIEAEMN,

- QEBIRET AWS IRF BNEREEE , TeElER. EREEE (fm, ZHNEEE) 1
DEBREFEEHBE  BEIREFIRTFEMA
. BERENTFRHELEESH DAGs., FHBEFTEERplugins. zipH K Python FH &

frequirements. txt#EE Amazon S3 REFITRMNFTA. WFETELEFANEHIBER | &
B AmazonMWAAFullConsoleAccess,

s
\\\2}

Amazon MWAA IRIEH Amazon S3 EEFB XL ARAMRAEZES, BUH Amazon S3 FEFZEFEMAE
i BERYTRAR K REEIHNELR,

- B EITAHERNBARAESplugins. zip , 1 Amazon S3 f#1F
Bfrequirements.txt#8 /Y A Python FEME,

« #)RTE Amazon S3 & Frequirements. txt# F EHELE REplugins. zip , BHXEE
Amazon MWAA 24 HIEE M BIMRAS,

Amazon S3 fEFETEBLE 173
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FriB s E# DAGs

EMEIREF (DAGs) 21E# DAG R ERARENTBH Python BRPER. EASUEH AWS CLI T
Amazon S3 £ &4 DAGs L EZEEWIRE, ANEERBFA Amazon S3 FEFETEHM dags EH
3 , £ Amazon Managed Workflows for Apache Airflow 3RiE #7382k E# Apache Airflow DAGs K9
FTE,

i3]

- FRIGH

- BEAK

- ELEE?

« {8 Amazon MWAA CLI 2 BR2=0EE DAGs

- # DAG f2:\i5 &= Amazon S3

« £ Amazon MWAA 32 & LIEE DAGSEER (F—R)
« 7£HY Apache Airflow Ul EHY& &

- RESR?

TERMRAF
FHBETIER , THEREED LHSR.

o BFU — BHNEEE AWS IRFE HECRFEIREMN AmazonMWAAFullConsoleAccess 7B #l X
RKNEFEIE, LA, BRHTABNLEART Amazon MWAA IRIE | FEEFEEREFERAMN AWS &
o

s FH—NREEEFMLERTE , THEEE Web ARSF LLZEMRY , ZFHRELAZRER
B Web RIRESFEEL. MEFMEN , 2B the section called “Apache Airflow FEUE",

» Amazon S3 8 — FARE F1F DAGs, BHiIA#ERplugins. zipH Python AR
Amazon S3 f#Fir#requirements. txt A AR E A RA 2 B 7 EUE S M R A 12 5

EER
BHBREN (DAG) R1E#$ DAG RBEHARXBIE — Python RN EH. TARTIES :

° %E%o
. WRITIIT DAG NEHF 2 EHHEE T,

STHSLE R DAGS —


https://airflow.apache.org/docs/stable/concepts.html#dags
https://airflow.apache.org/docs/stable/concepts.html#tasks
https://airflow.apache.org/concepts.html#operators
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- WRRTERIEFNESE TR,

£ E1E Amazon MWAA IR1E E#1T Apache Airflow SF & , BEEH DAGC EHXEREFETE LN
dags ERIK, fHltn , EEFETEPH DAG BRI REZEM

Example DAG & ¥}3&

dags/
# dag_def.py

Amazon MWAA & 30 W& BB NEERN Y HH Amazon S3 RFETEREZP E Amazon
MWAA BEF288 M TEE BRESM/ust/local/airflow/dagsERI K  ERBERER BM | #
2/RE Amazon S3 KR ERME., # DAGs ¥ Apache Airflow Ul A5 HFFER BRI AR 5
#lscheduler.dag_dir_list_interval, ¥IRHE DAGSHEEAME T — 1@ DAG EHEEE LIk
28

(® Note

BAEEE DAG BRI kP B Eairflow. cfgilBER, EALAHKE Amazon MWAA =2 &
Z BT8R Apache Airflow fH&E, WFEFMER , 52 B £ Amazon MWAA L/ Apache
Airflow #HREIEIE,

EHpLEE 2
EERBISE Apache Airflow IRAMNEE | F2ERAEEEE.

« Apache Airflow v3 #H%E : fHRESE
« Apache Airflow v2 2B REEMA : Airflow B8 5 H

£/ Amazon MWAA CLI 2 A2 85 DAGs

- BHYETE (CL) 2R SEAMIEE Amazon Managed Workflows for Apache Airflow BiE,

- CLI EEARHEERELN Amazon MWAA £ EMEGH Docker B2, B LA T RHAITARE
Apache Airflow 3835 | LI7EEZBEZE] Amazon MWAA Z Bi B A5 DAGs, B ET/MHE X fAE 4
.

- ZEHIT CLI, 5528 GitHub £# aws-mwaa-docker-images,
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# DAG B E L& ZE Amazon S3

EAILAE A Amazon S3 £ A AWS Command Line Interface (AWS CLI) # DAG ER B LEE
Amazon S3 f#ZEriE. THSBBRBEEESENSE (. py) LEEF Amazon S3 7T dagsPE A
MERK,

5/ AWS CLI

AWS Command Line Interface (AWS CLI) R —ERMRHKRIBTLE , AIREEES TS Shell FEAGS
EHAWS R E®, EEXREERLENSR , BFETIEA

« AWS CLI - &% 5 2 hix,
- AWS CLI - £/ #E1TiREHREaws configure,

£ £& AWS CLI

1.

FRA TS5 HTE Amazon S3 f1ZETEE,

aws s3 1s

AT 555 HEARERN Amazon S3 REFBPHERNER K,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

T3S &idag_def . pyiiR LMEdagsHRIK

aws s3 cp dag_def.py s3://amzn-s3-demo-bucket/dags/

MREH Amazon S3 FEFETE L dags T HREERA WERK , kv SEE dags ERRX , I
KE2E WERLEEdag_def.pyRIFER K,

£/ Amazon S3 A&

Amazon S3 T AR Web ZEBNEAENE , THAREINMEE Amazon S3 EEFEBHIHNE
Ro THILZBRBREEE —ER A DAGs Bl *Kdags.

5/ Amazon S3 =& L&

1.

£ Amazon MWAA i A FHEBEEEER,
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2. EERRK,

3. 1 S3 E#HF M DAG BXHHIEN S3 REFRER , UEFEATRRBM TR, S3
4. & dags BRK,

5. EELE,

6. EENEER.

7. EEER WABEIARdag_def.py , REBBELE,

£ Amazon MWAA 24 LI57E DAGSER (%E—R)
THLZBRBREBELEIEER S I Amazon S3 FEETE E BRI R EELdags.

£ Amazon MWAA =124 FRBUREEM,

BELEHT DAGSHIRE,

BERE.

£ Amazon S3 Bi&H K DAG BRIF L |, i#1E DAG BRI RBWMNISHEIE S3,
BEEdagsERIK,

i#1Z Choose (IZ#),

BET—% , ENREK,

N o o A~ o Dhd -

##HY Apache Airflow Ul L& &

BEZE AWS 1R F in AWS Identity and Access Management (IAM) 7ZEX Apache Airflow Ul BJApache
Airflow Ul ZEUBER : AmazonMWAAWebServerAccessEFfl

FHUZH Apache Airflow Ul

1. & Amazon MWAA £# A FRGREHEH.
2. EERHE,
3. EERMEREAENE,

®RELTR?

# GitHub EfEA aws-mwaa-docker-images , TEA#REEH DAGs. BFT/AEERXF Python MK
.
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TR EHFINEHER

Amazon Managed Workflows for Apache Airflow % # Apache Airflow FAEZNHEXNEEES , &
BEABET Apache Airflow BE 7., A%, BESRINE. LEAERBFEMA plugins.zip BRE
Amazon MWAA 3RiE E %8 Apache Airflow BET/NEHIERX NS ER,

AR
- FERARME
- EfELA
- {AREANHER
- BITAAEHEXSE
- BEIIANEER B HMADRE
- BEIIANHEXAEH
* plugins.zip A H B S Er £ 45
* % plugins.zip F A £k B sxiE BRI 51
« B3I plugins.zip X
« $B— . A Amazon MWAA CLI 2 AR AR BT AEER
o HBE— . E1I plugins.zip B

* plugins.zip L{&Z Amazon S3
- £/ AWS CLI
- f£H Amazon S3 £## &
- EENRE LREHTAHER
« £ Amazon MWAA E32Aplugins.zip LIEE HEE (F—KX)

+ 1£ Amazon MWAA Ei2 & k15Eplugins.ziphR A
* plugins.zip B9 & 51 FH R H1
- BESR?

FORIREF

BREFEETHIEE , TREEmt EE LD ER,
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o A — BHNEEEB AWS IRF SECDEFLEIRIEN AmazonMWAAFullConsoleAccess ZEUZ &l
BRI ZEE, LA BHHTABHXEAERT Amazon MWAA IREBEFEUENIREFEAN AWS &

3
W o

- B —NREFEETFTRLERTE , THREET Web fARSF LLEHGRY , ZHNRESARERS
B Web RRESZEL. MFEFMENR , 52 [ the section called “Apache Airflow FEUE",

« Amazon S3 A& — ARE FEM DAGs., BiIA#ERplugins.zipf Python H{KER
Amazon S3 f#ZirErequirements . txt A BREHBA LB EEI EHMMRAEE,

EERH
EEECHRATAT TSRS | CBAHITZHRIE -

1. TEAR#EIplugins.zipBER,
2. #A#plugins.zipER LEEEMN Amazon S3 EFETHE.
3. 1£ Amazon MWAA &N AHERERBMAL P IEE I ERNRE,

(@ Note

MBIEREE— X LEZE Amazon S3 plugins. zipEEEE , BHEEEHE Amazon
MWAA F# & LIEE BRNERKE, EREETHLETER X,

AR {5 A SNEME U

NBEXEBEARERE Apache Airflow R E T , 21 Apache Airflow SRR, BETEE T AL
B ZERRMDAGRE RN IBMTE /dags BRI KA,

MRELFEERNHENABRENES , BETFIRIE /dags BERXRBEFANFERK , MIARER K
fplugins.zip. £ Apache Airflow 2.x 1 , AR ERXETEARER Ul,

Bt  HaBEKREEEREBE Pplugins.zip, MR , EFTLERIE Amazon S3 /dagsE$
RHPHALE , 7 Apache Airflow BE 2 &1 , A& EZ 218 M@ Amazon MWAA &35,
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® Note
/dags ERRH Aplugins. zipREAMERE Apache Airflow DAG Y1 1E 18 R &R 4 A
H#E .airflowignore HERH,

BRI AR EXB R

Apache Airflow AN BEXNEEE R EXE $AIRFLOW_HOME/plugins BRI RHHREERE | B
BABHEEESZEHRK L. BULUERATREMBE] Apache Airflow BE 7, A%, BESHRHE.
T—EREAMERREDTENERE SEBNES , URELENEABRRR | ERE plugins.zip
ALVIEE- 218

BET M ER B &M K/ R

Apache Airflow HR283 M TEE S REMN AWSE E Fargate e LB HIEE S 85T/
usr/local/airflow/plugins/*,

- BEE, BEES (LR /%) REplugins.zipERNWABTEBER, i, MREMN
plugins.zip®& operatorsEHMATEEHRE#% , AIg B SMBEZERED /ust/
local/airflow/plugins/operatorsty .

o K/BRH, FHPEZEplugins. zipWERDPM 1 GB, EBRAO KM Aplugins.zip , RENKE
RERER. #A Amazon MWAA TR FIplugins. zipBRX/N , BEUNREEE T 0ER
REMMKM , Al Fargate RIEEERE , Y EHSRREREBEMRE,

(® Note

A Apache Airflow v2.0.2 BI3R3E , Amazon MWAA & PR #l Apache Airflow Web & iR
BHEHNEHRE  TAHFBEEAE Web AIRESF ELZENHIER S Python Mk, # Apache
Airflow 2.2.2 KRBA#E , Amazon MWAA FJLAE$#£7E Web fal fR28 Lt R E/N R M4,

BEI /AN E R £ 6

T — &£ A Apache Airflow 2 & 157 7 1Y €8 6|72 AR 2R ER B I 2 A8 A B B B 3R 3R
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plugins.zip 5/ FH B &G B H5

Apache Airflow v3
T 5| & IHE R Apache Airflow v3 9P B & #plugins . zipE =R,
ExampleE & PythonVirtualenvOperator plugins.zip Y H B #%

T3 & HIFER FPythonVirtualenvOperator BRI AMHIER Z plugins.zip BRI EEERER
B $& % Apache Airflow PythonVirtualenvOperator 237 B 5] /M MBRER .

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

T3 & HIFERPythonVirtualenvOperator BET/MHEER,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v2
T 5 & HIFER Apache Airflow v2 By H B 8 #plugins. zipE=R.,
Example & & PythonVirtualenvOperator plugins.zip 8 B &

T 5 &EHIFER FPythonVirtualenvOperator BEJ /A ER 2 plugins.zip RN EEB R
B $ % Apache Airflow PythonVirtualenvOperator 237 B 5] /M MBRER .

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py
T3 & HIFERPythonVirtualenvOperator BET /AR,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow.plugins_manager import AirflowPlugin
import airflow.utils.python_virtualenv
from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

£ plugins.zip £ A £k B skE B 51
Apache Airflow v3

THEHIFER plugins. zip BR , HHPEE hooks., operatorsH sensorsB ##{E 5 B
#%.

Example plugins.zip

__init__.py
my_airflow_plugin.py
hooks/
|-- __init__ .py
|-- my_airflow_hook.py
operators/
|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

THEHRRER BT /MERH DAG (DAGs ERIR) RHYEABRN,
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ERAEER

Example dags/your_dag.py

from airflow import DAG
from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator

from sensors.my_airflow_sensor import MySensor
from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensoxz(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
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from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):

name = 'my_airflow_plugin'

hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

TogEHER BT AREXNERPAENEZEEARRK,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensor/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):
@apply_defaults
def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example Operator/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
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from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example Operator/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REfEE A Amazon MWAA CLI 2 AERNAFE BFIABERHPN SR | REE I plugins.zip 18
DB Eplugins BHHPMWAR. B0 cd plugins,

P
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ERAEER

Apache Airflow v2

THEHIFER plugins.zip R , HHEE hooks, operators# sensorsB &8 {E 5 E

.

Example plugins.zip

__init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

TH €5 RRER BT /MERH DAG (DAGs ERIR) HHYEABR,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
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schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatox(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py
from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

THIE IR R BT MERNERPATFENSEEARRR,
Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")
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ERAEER

Example sensor/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init_ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example Operator/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):

hook = MyHook( 'my_conn')
hook .my_method()

Example Operator/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults
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class HelloOperator(BaseOperator):

eapply_defaults
def __init__ (
self,
name: str,
**kwargs) -> None:
super().__init__ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REEE A Amazon MWAA CLI 2 AR A BFIABERPHN SR , REE I plugins.zip 18
DUB#Eplugins B &P HIAR, B0 cd plugins,

nlh

|4

3 plugins.zip R
THZRRPRMEREARBIEE plugins.zip BRI ISER,
$EB— : (A Amazon MWAA CLI 2ARRXAIFE BiTHEER

- WHYRME (CL) AARXSEARMERE Amazon Managed Workflows for Apache Airflow IRE,

- CLI SEARHEERLMN Amazon MWAA £ EMEGRH Docker Aegi R, B LA T RHITAE
Apache Airflow 3:R1E | £ B E Amazon MWAA Z BiBZ AR DAGs, BT/ MMM,

- ZEHIT CLI, 528 GitHub £# aws-mwaa-docker-images,

HEE— - B plugins.zip %R
BOUERAREN ZIP HEARENX , S AHAM 2IP 2B ( Hlin 7zip) RE L zip £,

(® Note

IR zip BER | Windows OS RE zip AR ATREEHEFERR, BEELAHE
plugins.zip BEMWAZR , B LEE Amazon S3 T , LUIBRRIEFHIEHAAE &,
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1. HEHBELLH Airflow AHERX B &, HA0

myproject$ cd plugins
2. BOTIGS , MBRERRABSEEATHITHFA (ER macOS M Linux).
plugins$ chmod -R 755 .

3. BfEpluginsERKFNRRA,

plugins$ zip -r plugins.zip .

plugins.zip &= Amazon S3

&R AR Amazon S3 E# A= AWS Command Line Interface (AWS CLI) #plugins.zipfER L
&= Amazon S3 EEFITE,

A AWS CLI

AWS Command Line Interface (AWS CLI) 2 —ERBRKRIBTTE , BRI UAERA WSS shell 78 a5
B AWS REEE, BEETRNHERLNSER , EFEETHEE .

« AWS CLI - B2 2 kR,
« AWS CLI - A HiREHRaws configure,

£A L& AWS CLI

1. EWTRTRH , EEE/Fplugins. zipERMW B . Fla0

cd plugins

2. FRATHHSHEMA Amazon S3 FFETEE,

aws s3 1s

3. FATIHSHHEBRIEN Amazon S3 FEFEFEFNERNER &,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

plugins.zip L& = Amazon S3 191
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4. FERATHGS , Bplugins.zipER LEZEHIREM Amazon S3 fFE1FETE,

aws s3 cp plugins.zip s3://amzn-s3-demo-bucket/plugins.zip

£/ Amazon S3 &

Amazon S3 TR AR Web BERWFEAENE , THAREILMEE Amazon S3 EFITRAMNE
o

£/ Amazon S3 X4 L&

1. 7£ Amazon MWAA 1A FBBUREHHE,

BERE,

£ S3 BARH Y DAGC BXHFIEW S3 REFFRER , UEXEAaTHMENRE T8, S3
BELE,

BEFEER.

BEUE AR ZRplugins. zip , AREELE,

o gk~ w N

EENRE LR R ETARRR

ZERER B A EIB 1B FE plugins.zip BRI R , UREEREH zip BREFIEE plugins.zip BRAIR
A REHEE EEFE Amazon S3 REFETFEMN BITABER.

£ Amazon MWAA £ Aplugins.zip LIEE R (F—X)

MRERBE—XA LEZE Amazon S3 plugins.zipfEFEITE | BB EETE Amazon MWAA 32
BLEE BRNRE, EREETHELTE X,

1. 7£ Amazon MWAA 1A FBBUREEHE,

BERE,

BERE.

£ Amazon S3 B H M DAG BB L , BERENAHENER - ERAMMUAMNEE S3,

EE Amazon S3 7T L&Y plugins.zip =,

iEZ#E Choose (&%),

BET—% , ENREK,

N o g bk~ 0D
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£ Amazon MWAA 32 & L1EEplugins . ziphR A

XL Amazon S3 EFETplugins. zipBH LEMRAR K, BFEEHE Amazon MWAA £#EH E
¥EEplugins. ziptE RHIMRA,

£ Amazon MWAA =& LRBIREEE.

BERE,

BERE,

£ Amazon S3 Bi&H Y DAG BRI L , E TN FEFEEplugins. ziphRZ,
BET-%,

o K~ w0 Dd =

plugins.zip &Y 81 A 2= 5

o THRRWME PRI BEIAEHEXFER Apache Hive #l Hadoop Y BET /MR FE,

o THEMME PR EFTABER B X LUEH PythonVirtualenvOperator o
o THRWAE PEIBTAEERNREE Oracle B HETIMHE,

o TRRWMAIE I BETIEBERthe section called “EF DAG HEFE",

®REIR?

£ GitHub LA aws-mwaa-docker-images , TE ARG EH DAGs. BEFT/MBER M Python 4K
Mo

Z % Python fAk1E

Python #B4k 2 Amazon Managed Workflows for Apache Airflow 3R3E E Apache Airflow kR4
Apache Airflow EXRLZER KRB ENTAERS 2. REBRHAEA Amazon S3 FEFETEF
Mrequirements. txtfE R Amazon MWAA Ri%E &% Apache Airflow Python B 4 HI 5 BR.

AEN
o SRIRHE
- EEAK
+ Python Ak 4 8L ER
« Python KM ALE R K /NER Hl

« B requirements.ixt #& %
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« $B— : #H Amazon MWAA CLI 2 2815 Python $A4kME

o $BRZ . B3I requirements.txt

 requirements.txt £{&%E Amazon S3
£/ AWS CLI
« £ Amazon S3 X2 &
o EEBHIRE ERE Python MM
« £ Amazon MWAA E$2 Arequirements.txt LIEE BT (FE—X)
+ £ Amazon MWAA 2 & k1§ Erequirements.txthR 24

« T7HX K9 B 5 requirements.xt
- BRESR?

FERIRAF
ZHBEETIER  THRERLED LNSR.

o A —EHEEE AWS IRF HEDRFEIREMN AmazonMWAAFullConsoleAccess 17 BU% #ll X
RHWFEE, LA, BNHTAEKARTFEN Amazon MWAA IRIE | FREFEUEHIREMERN
AWS iR,

s Tl —NREFEEFTMLERTE , THEEE Web ARSF LLZEMGY , ZFHNRELARERN
B Web RIRESFEEL. MEFMENR , 2B the section called “Apache Airflow FEUE ",

« Amazon S3 #HRE — ARE FF DAGs. BFI/\#ERXplugins. zipH Python KR
Amazon S3 f#FEr#requirements. txt A AR E S RA L\ B 2BV SH M MR A 32241,

kg

2

BRI

£ Amazon MWAA L | &0l requirements. txt#E %R LEE| Amazon S3 FZETE K REES
IXEFERE , £ Amazon MWAA 2 & EEERRNRAE , LLZEKMA Python MK, Amazon
MWAA €#11T pip3 install -r requirements.txt ¥ Apache Airflow HERR2SEMEET#HEE L
Z 8¢ Python FRAk %,

B EEBRVIRIR E#AT Python MM | BAAMIT=ZHIES !

1. TEAMEIrequirements. txtiE=R,
2. A FEFEEM Amazon S3 requirements. txtHEFITE,
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3. # Amazon MWAA E 2 &8 ERERMAL 15 E L ERIVRA

® Note

MRERBE—REN WHEHE EEZ Amazon S3 requirements. txt&EFIFE K BHEE
£ Amazon MWAA =2 A LETE ERNKRE, BRFETHLTER X,

Python 8k {4 481 £R

& LAE Python E4% 5| (PyPi.org), .whl PyPi
Python A4k 147 B F KX /)N PR

Apache Airflow HFREES M THEESE S requirements. txt BRFNEH K MEHSZEE HIR
¥, /usr/local/airflow/.local/bin

o K/NBRHI, HPIEZRErequirements. txtERSESH KRN DPR 1GB HWERE, Amazon MWAA
FTEZENENEYSZ  RENVKBEERYEERE. A Amazon MWAA TEHREREEZEERNE
RN BENREELETDERTERMGY |, Al Fargate RS ERE , YEXSREEFEETBEMN

RE,
1] requirements.txt &3
TH L ERRPARPIEBEARBE requirements.ixt FERILFER,

S EB— : A Amazon MWAA CLI 2B RIE Python ##E

- WEYIRE (CL) 2AEXNSEAHEE Amazon Managed Workflows for Apache Airflow 3R

- CLI SEARHEERELN Amazon MWAA £ EM K Docker sl R, B LA T RHAITAE
Apache Airflow 335 | LI7EEBE 2] Amazon MWAA Z Bi B A5 DAGs, B ET/MEHE R fAE 4K
.

- ZEHIT CLI, 528 GitHub £ aws-mwaa-docker-images,

S . 3 requirements.txt

T —EifRBMfAfErequirements. txtERPH Python EAFE5EE Python MM,

Python B BLER 195
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Apache Airflow v3

1.

EABAR, E8Urequirements.txtERzo , REFEHMERE , USKEHRE
MR EREES . ZEEHIT Amazon MWAA CLI AR |, 5528 GitHub i aws-mwaa-
docker-images,

# B9 Apache Airflow EH3E/NIEE, &EFH Amazon MWAA £ 25 Apache Airflow v3 ZEH
EHEE | 552H GitHub #8345 E# aws-mwaa-docker-imagesrequirements . txto

R ERHRIRN . ERERTERHTIE Apache Airflow v3 IR Y PR I 5
#requirements. txt#&Z, Apache Airflow FRHIRHEIEREIEE Apache Airflow BT KA
AR ERA,

ETHEH|F |, 3 {environment-version} BRBEBRENRAMwEE , A& (Python-
version} X BEBIRFEME B Python kR,

MFEHBBIE Apache Airflow IREFEHRBH Python AW EF , 552 B Apache Airflow 48,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRBHEHGHERA B xyz==1. 0E4HEZREFHHMEHFTHESE , pip3 install #E
EBETHANEREREIENRE, IREAEHNRERK , LA LE CloudWatch
Logs HY¥IFE A 558 i 7 EN S B Apache Airflow JTt# ( BEf285. T/EEM Web AARES ) B
R AR. MEHREBERENFMERN , 5528 the section called “/FH Airflow HEE"

Apache Airflow £, FBEHFEINEE FRAE (==). ERBRLEEEBERRRENE
HLZREENREF,

apache-airflow[package-extra]==2.5.1

Python XX E, 7£ requirements.txt BRHPHEBEHFBBARAE (==). EFBRKLE
PyPi.org R RN EXEHEBHER.

library == version

Example Boto3 # psycopg2-binary

I EFIEH RE 2 A, boto M psycopg2-binary 2 EEE 7 Apache Airflow v3 I E AR L&
i, AEEfErequirements. txtERHIEE,

#1I requirements.txt %R 196
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boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREENERZERE , Amazon MWAA 1 PyPi.org RERZITRENEHN. LiRAATRE
B AR HMESHERrequirements. txto

Apache Airflow v2

1.

4.

EARBAR, EEMUrequirements.txtiER2a , RBEMEEMERE , USKEHRH
IRAK EREES. &EHIT Amazon MWAA CLI 2R , 28 GitHub L# aws-mwaa-
docker-images,

#¥:E8 Apache Airflow E4 85 18H ., & ZEFE Amazon MWAA £ % Apache Airflow v2 R
EHEFE | 17 GitHub #8348 EA aws-mwaa-docker-imagesrequirements. txto

IR HIRGBRIAR ., EEREWFTIE Apache Airflow v2 BRIEHY PR Hl{&
ffrequirements.txtfE=. Apache Airflow [REIRHERZIEE Apache Airflow Z1THF A
AR E R,

# Apache Airflow 2.7.2 fRFi%E , BRI ERERNSEIE --constraintfRiRx, MREKRE
BRI M , Amazon MWAA B ARIEE —ER SR , UBRENERDIHNEHERIE
EFEFM Apache Airflow IiRAHE A

ETHEH|F |, 3 {environment-version} R BEBRENRAMwmIE , A& (Python-
version} BMXARIREMEEK Python iR,

WFEARIEL Apache Airflow FRIEHEEH Python IRAEIEEA , 752B Apache Airflow 7%,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRBHGHERAE I xyz==1. 0E4HEZREFHVHMEHTHESE , pip3 install #E
ELETHEANENELZEZIEZNRE, IREAEHNRERY , BALE CloudWatch
Logs HY¥IFE A 558 R FENE B Apache Airflow Tt ( HEfE85. T/EEM Web AARES ) B
R AR, WEFEBRREBERNFMEERN , 5528 the section called “/FH Airflow HEE"

Apache Airflow £, #BEHFEINEE FRE (==). ERBRBLMEREBERRREANE
HrRBEHELEWTREP,

#1I requirements.txt %R 197
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apache-airflow[package-extra]==2.5.1

5. Python BXXE, £ requirements.txt ERPHBEHBBAIRAE (==). EEBIRFLE
PyPi.org R RN EXEHEBHER.

library == version

Example Boto3 # psycopg2-binary

I EBIEHRET 2 A, boto M psycopg2-binary F2 X EEE 7 Apache Airflow v2 &R Z 8
i, AEEfErequirements. txtERHIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

WMREENEHZEMRAE , Amazon MWAA 1t PyPi.org RERIRANEML, LIRATTRE
B P EMESHERrequirements. txto

requirements.txt L& % Amazon S3

&R AR Amazon S3 £ A AWS Command Line Interface (AWS CLI)
#requirements.txtiER LEZE Amazon S3 f#FETHE,

fEH AWS CLI

AWS Command Line Interface (AWS CLI) @ —ERBRHBRIBTLE , BRI AERAW S shell FH G55
B AWS R ES, EETRUEERLNTR  KFETIER :

« AWS CLI - %3 2 i,
- AWS CLI - £/ HRiEFHREaws configure,

£ £& AWS CLI

1. FEATHGSHEATE Amazon S3 fE17ErEE,

requirements.txt E&ZE Amazon S3 198


https://pypi.org
https://pypi.org
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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aws s3 1s

2. EATHEGSHHERRA Amazon S3 R FFEPHIERMER K,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. TH@SESrequirements. txtE R ELEZE Amazon S3 FFETEE,

aws s3 cp requirements.txt s3://amzn-s3-demo-bucket/requirements.txt

£/ Amazon S3 &

Amazon S3 TR AR Web BEBNFERAENE , THAREILMEE Amazon S3 EFITEAMNE

o
£/ Amazon S3 Fi#=4& L&

1. 1£ Amazon MWAA 1A FBRBCREEE,

BERR,

£ S3 BHRHH DAG BB IEN S3 REFEIBER , LEFEAHRBRENF# TR, S3
BELHE,

BEMEER,

BE WA EIZRrequirements. txt , REIEELE,

o g bk~ w b

FEIEHIRIE L &8 Python fHAME

REIER BB W AEB IS E requirements.ixt BRI , UREZSRXEHEIEE requirements.txt ERH
MRS | REHEE FEZE Amazon S3 F1FETFEAABMK M,

#£ Amazon MWAA E#Arequirements.txt LIEE WK (F—RX)

MBEREBE—REN WiEH EEZE Amazon S3 requirements. txt@# TR  BHEEE
Amazon MWAA =124 HIEEE BENER. ERFTETHETR—R.

1. 1€ Amazon MWAA A FRBIREER,
2. EERIE,

EEMIRE £ =% Python AR 199
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https://console.aws.amazon.com/mwaa/home#/environments
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3. BEERH.

4. 1£ Amazon S3 Bi&EFH DAG BXRIEL , BIEFTRER - BRAMMZSHEE S3,

5. IZH! Amazon S3 (12878 EH requirements.txt =X,
6
7

i#$E Choose (IZ#),
BET—F , EFRE

BRI UAEREEREFT 2R IABERERAFTES
£ Amazon MWAA E# & FiEErequirements. txthR 74

X1 Amazon S3 f#Firrequirements. txtB@ P EEHRAH B , BEEHE Amazon MWAA £
A EIEE requirements. txt ERIRA,

1. 1£ Amazon MWAA £ A FBRBCREEM,

2. EERR,

3. EERE.

4. 7£ Amazon S3 Bi&HH DAG BB L , E TN EEPERErequirements. txthRa,

5. BET &, EMREK,

BRI ERETREMZRIAABERTES.
ZH MY B 56 requirements. txt

A AR BERR B8 /Y Apache Airflow B3 , AR THERBNZHMdagsERIR, TS ERRA 0
£ Amazon MWAA 12 & BB BERE SRR B8 , LAIRTE CloudWatch Logs £ & L #EX Apache
Airflow B &,

ZH ¥ B3 requirements.txt

1. 1£ Amazon MWAA 1A FBRBCREEE,

2. EBERAE,

3. HEEREMRPIRE Aifflow HH2E5 B R,

4. fErequirements_install_ipHEEERAFIRE R

5. WESE RELRENEMEE /usr/local/airflow/.local/bin, 0 :

FE M B requirements. txt 200
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Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. REAEMHEE  UNEEAEMNEHAETRENBREER, NRBLEER , CRIECULTHE

o

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

®REIR?

£ GitHub LA aws-mwaa-docker-images , FEAEGRIGEH DAGs. BEFT/MBER M Python K
Mo

M B& Amazon S3 ERITE R

It B AR BA AR A 422 4 20 A 42 Amazon Managed Workflows for Apache Airflow ¥R1E# Amazon S3 f#&1F
EFR8HiE{E , AR MER DAGplugins.zip, = requirements.txt RN,

Py
. SR
- R
. BEHR

» 1 Amazon S3 LIk DAG

« RIWBBER "current” requirements.txt 5 plugins.zip

- MBX "IEBATL ( EBHIM ) requirements.txt B plugins.zip FRA

o FERALMEYEBMER "non-current” ( LHIHY ) ARAFMMBRELR

« B EMBR requirements.txt "non-current" MRS F M BRAE 50 HY AE n I8 B BUR #5451
- BRESR?

®REBLSR? 201
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N,
ToRRH

BHRFETIEE , Tt EER LSRR,

o A — BNEEE AWS IRF HBECRFEIREMN AmazonMWAAFullConsoleAccess 17 EUIZR I
RWFEE, A\ BNHTEENSEAERTF Amazon MWAA BiE | FREGEUREFERAN AWS &
o

c TR —NREFEFINLERETE , TRERT Web fRsE L REMMMY , BHNRIBHLHER
B Web IR FE. MEFMEN , 552 E the section called “Apache Airflow 77 EUE =,

- Amazon S3 458 — ARE FEM DAGs. BiIA#EERplugins. zipH Python MR
Amazon S3 f#FirBrequirements. txt A AR E A A LB FEE SEMAMRA =S,

ER
”o

hiR A 422 481 R

Amazon S3 f#ZErplugins. zipfH i requirements. txtf BEITHRAZEE, B4R

Amazon S3 fETZETEEARAEH , W Amazon S3 FEEEFEMIBRER M ( HI0 plugins.zip) B , BRT
BxR£MBR, SE Amazon S3 EMIBRK M , REERIHVERELR  ZERA 404 ( LTI
) $BE5/0k $EZR , HPEER I'm not here. Amazon S3 Gt B AMRER, MIBRELZREERN
Tnully BRA , HS8EE (He88 ) MRA ID BEaEaye4MEE.

BB E MRS RRATMBRER , SUBEEK Amazon S3 REBNRERE. EEXT2MER "R
Bl ((ERTHY ) ERMAE , BLAMBRERRAE , ARMEREXMRAS A M ERERRE

BAER

Amazon MWAA & 30 ¥7E&H Amazon S3 EITE LHIT—IRELIRE, EFEE Amazon S3 f#
FErR PR DAG MIBREZ £l Fargate BR2RHY Airflow BRER,

¥ plugins.zip# requirements.txt R , RBEE Amazon MWAA EH BET/MBERXFH
Python ##kEE & Fargate B2RAVHT Airflow G , TEEREEMCERBLEEE, MREMEREM
requirements.txt= plugins.zip BRMN B EIRA , AREHMREM T A S MR ERREAR
MR BISE g R FERIEESAE | Bl Unable to read version {version number} of
file {file name},

£ Amazon S3 EMiER DAG

DAG X (.py) REIThHRAIEE| , AIE#ETE Amazon S3 2 A EMIBR. T 55 BR R B8 a0 al bl B
Amazon S3 fFZEFE L DAG,

SRR 202



Amazon Managed Workflows for Apache Airflow EREEmR

Bk DAG

1. 7&£ Amazon MWAA i & tRBIREERET.,

2. EBERAE,
3. 7£ S3 BEHEHH DAG BXBHIEE S3 RFTIEER  UEEXRAPHBRFTE.
4. & dags BRK,
5. #HU DAG, fHiBR.
6. TEMBRYH? T , WA deletes
7. i#iZ Delete objects (MIERYI#),
® Note

Apache Airflow 2R BB+ DAG #1T. 7£ Apache Airflow R #{T DAG 2% , EHRERAREE
A, THEREBE Airfflow DAGSEEH , BEIETE Apache Airflow AR E ALk, & EMBR
Apache Airflow F#) DAG , FFEEEZBT IS "MBR, &k,

WIRFERBR "current” requirements.txt 3 plugins.zip

BT, BEEEIREFIE plugins.zip B requirements.txt 2 BAEEBRR  ERPEERBIEE, Fit
HIE , BRFERDAERAZEAXFR zip BR

Bk "IEBHIL ( SCHIRY ) requirements.txt B plugins.zip KRAS

Amazon S3 EFZEFE M requirements. txtM plugins.zip EREHE Amazon MWAA Lif
TRAES, MREBETLMBR Amazon S3 FEFIFB EHNELER | BXEMEYHH B 8l kA
(121212) ( fI40 plugins.zip)., MIERMRA , RE B BRIE SRARZSHY MIBRERAC.

T BAE Amazon S3 R ATMER TEERL (LMK ) MR TB , EHABEEA T
b — (ER I R

- EEETMHIRE  HSB (Amazon S3 ) )1 BB HRAE B0 17 f BBIELD E R

- BEMBYWHIRE  FHSBI (Amazon S3 ) )1 D RUBHRAEE B0 17 f B MR E IR,

. BEBBRMRER , HSH (Amazon S3 #KE) PHEEMBER.

Eﬁilu
N

#B& "current” plugins.zip = requirements.txt 203
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{5 A £ B H B B MIER "non-current” ( £RTHY ) ARASFNMIBRIESS

A LAREE Amazon S3 REFEFREMNAEMmBRRBER , ERHEXREEMBR Amazon S3 REFEEPH
Plugins.zip 1 requirements.txt #82RH "IEE BIL MRAS , SHBERE HI Y4 RY I BRAE RS

1. 7£ Amazon MWAA =& FHEBUREEE,

2. EERRK.

3. 7 Amazon S3 ##y DAG BRI T , EELEH Amazon S3 #EFETHE.
4. BEEIEGEHRAL

B Bl Bk requirements.txt "non-current" hx A< F | BRAZ 58 89 & dn B H BUR &8
gl

ERATI SR EmBRRR , ZRNEE=+REKAMER requirements.txt R " IFHRFIR
A WA EMERIREC

1. 7£ Amazon MWAA =1 & FREBUREEE.

2. EERE,

3. 1£ Amazon S3 ) DAG BT , EEHLER Amazon S3 7T,

4. BEBVEWARA,

5. TEEwBHRAIZREA | A Delete previous requirements.txt versions and
delete markers after thirty days.

6. EFEH, EX,

7. HEEWEHAUBES  BEXKAMBREREODGE  AMRBBHMBRRLRRTELN DR L
&

8. EWHRALIRAHREF , WA 30,
9. EBHWAMBRFRLP , EEMBREHWAMBRRE , WHSE 30 REKAMER,

BELTE?

. LT HREEMERER A Amazon S3 MIBREERZ. https://docs.aws.amazon.com/AmazonS3/
latest/user-guide/create-lifecycle.html

« 5T HENIB Y Y Amazon S3 £ aniE .

MBREEEmBRHNER 204
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Lp

A5 R Amazon MWAA IRIBFTEM Amazon VPC X E.

=8

« B3R Amazon MWAA BB

« Amazon MWAA t VPC &£

+ 7£ Amazon MWAA EEEH R 4SE Amazon VPC inFHY 7 EL
- EEERERHAMN Amazon VPC FEMFTER VPC RIS ik 2

+ 1£ Amazon MWAA FEEEEEH Amazon VPC ixE

B9/ Amazon MWAA L Hy B3

Amazon VPC 2EERH EAENERMER AWS tRE, CAZEABBRHHERERSRBNMARRES
B EiEE K BEERTLMNBRIERNGESD, LEERHAZE Amazon Managed Workflows for
Apache Airflow IRIFEFIEN EF A ERHAFIE R BN Amazon VPC B,

A
R
- XENAE

- VPC Ef##55 &
- BIBERERNAEEREH
- RERBERFRNMLAERH
+ Amazon VPC # Apache Airflow 7 EUE =X &Y 2845 55 F =2 451
- AFTIRBREERFE - 8 Amazon VPC 82
o TAFTHREBRBEFE - $H Amazon VPC B
s TAFFHEBRBEEEFE - BEM Amazon VPC #83%

(5
NEBRH
Al {ZENAA PR 4R B9 Amazon VPC #35% .
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REEH

L7 BV PR BER BY Amazon VPC #5%

XENAR

TR Amazon VPCsAmazon MWAA X EHFR,

Amazon VPC & XE

FEEREBEVRENIREME =R
£’ Amazon VPC,

H AW Amazon VPC , HEiz £
@ & AWS IRF Z3Z H AWS
BiR,

VPC EfRESE

B8 Y Amazon MWAA IRIER | Amazon MWAA 2RIBEBIIRIEIRIZEN Apache Airflow FHUE
N, BEWRERE —FIWME VPC inH ., SLixEEE Amazon VPC FETAEFIE IPsEMEMAR
5H (ENIs), BV ELImE % , TMEMNEAEEL IPSREFSALTRLMABBAERREMEANY
FE AWS BR#.

TEIRE B BARERAREHRRENEN Amazon VPC ERS%H , 57 Amazon VPC RAFA T H

BB EREEN AR E

AHRAEFELNBRHZIRIEN Amazon VPC E# i, SFE T VPC EfER

- —f8 VPC 22, VPC ZLFHEREER AME  LEHBTEELHNEAN (EA) NEL
(B ) #Eng.
- RZAEE S5 BEREEE,
- REFAMLAEEBRSENEARABACS,
- RERELARFFEREBEEELHAR (0.0.0.0/04R IPv6 , FEEM ::/0),
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- REFEMXAARTFERSZRAUTNAERE. Sl (BS ) EFNARSELRSRENE
1§|JO

- REBMETLUBIBIEE HTTPS BB E 4435 TCP EHBEE NEEM M — SRR
85432, flm, (GER ) RENERE 5432 EAFRNRSFEEN M _ OER ) REEREE
443 BAGEBH R EHAHH.

- MELEFER, X8 FRRE—EFHER , HRERIEIREES FER H B H RS

- FEMELNE FHEK, EAE Amazon MWAA EEERF[HER , AHMATABRSFHNRTEL
AR RRRR

« FRBSENATENATAES., f20 us-east-1a M us-east-1b,
- FRRLAEFHEN IP thit (EIP) BEHAZE NAT HE (= NAT #i1TER ) .
- FTRRVZABBRAR , KERAERBRERES 0 AR ERKEE,
- MBFE FHERK, A 72 HEE AR ISR S B R EEBA 7%

. EEWELE T, ETH Amazon MWAA £ REE R | BT HES B HRHERY
FHBBBER,

« THRBLENATENATAES, fl21 us-east-1a M us-east-1b,
- THEBMEAEE NATRE (FHEHHTER ) NIRHAR,
- THREASERAZEFRREEE,
« # IPv6 T8 truefy assignIpV6AddressOnCreationiREA o
- IR IPv6 B FHEE , SRR R L REARERERE EIGW) WiER.
- MRFHEUREIEE (ACL)o NACL EEFHRBEBHRERE (EBAKFIELRA ) BEANBELHRE.
* NACL X REBAFAAERENEASRA (0.0.0.0/08R IPv6 , FEM ::/0).
* NACL XAERAFAARENELAA (0.0.0.0/08R IPv6 , FBEM ::/0).
- Hlm (3EFE ) #Hl ACLs,

« WIfE NAT B8 (2 NAT #{TER ) . NAT RESHRERLE FHER P HHITEREEDRERE
BREEAth AWS BRES , AR&ASE FERE FA B 1T BB

« NAT REXBEEEINEFBEK, (BELE FHEE—E NAT £E. )
- NAT REXEEGEEIISENE FHEREY IPv4 bt (EIP).

- MMRAEEE, PBERAEFESR Amazon VPC ERZHEBRERME M AWS R
- HAFRAE R B E 4 ZE #E] Amazon VPC,

VPC E R BiE 207
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IR R WA R AR B 17 B A9 AR 3 E

AR R AER S ZREN Amazon VPC B, BEETS] VPC BRI
. —{f VPC R4 B, VPC REBEREERYAE , UEHANTEBLOEA (BA) Y
() BERE,

. BETIEE 5 BREBE.

. REBEALBREARSENBARIBEE.

. REBEALARTERBIEE BRI (0.0.0.0/05R IPv6 , BEA ::/0)

C REBERBAKERSERUTHAERE. SIM (BF) FEERARSERSBENS
Bl

s REBETLLUBEBRIETE HTTPS EZIB &S E 443 TCP EiZIBEIE FIiBE M i — SR &R
B5432, fltn, (iEF ) BRENEREE 5432 AFINLZSEEES M (EA ) REEEER
443 BAGERNZ £ EHEE S,

- WMEFLAE TR, A8 TR ENEEE ARG RFER BN BRI E BB T8,

- EEMELE FRK, EAZE Amazon MWAA ERERSFIHER , AHATAEEPHNIREE L
PN

o FHRBRMPEAMNRTEMNAIARESE, i us-east-1a M us-east-1b,
- F@WMARE VPC HENBEE.
- FRBMELESE EIGW WERHRR , THAEER THMA DAG N —32
- FRBRTEBEENATRE (FMERBTEE) WERHEEX, SFESEERBRAKRE.
- WEREEIZEISE (ACL). NACLBEETHEBHRERE (ZEBAKFIEERA ) BEANELRE.
* NACL X EEBAHFERENEARR (0.0.0.0/0% R IPv6 , FFER ::/0),
- NACL #HEHFEEBMARENELRA (0.0.0.0/08K IPv6 , FBEEERA ::/0).
- flgn (#EFE ) #f ACLs,
- AHERMK, FHEEARE VPC RBANTEREH.
- ZHER R NAREE TR AR,

o REERHRLERA VPC RVEITER , TeRZBCSHBKRER. i, WREFER AWS
Client VPN f2EX Apache Airflow Web @ RE5# VPC N EIwE , A RNSERHE VPC inE,

- BIRIEFTEANEE AWS BREH VPC inBh , AR E Amazon MWAA IRIEM AMERE AWS EEF #
Amazon VPC H# Apache Airflow VPC %%,

« Apache Airflow FIIRER VPC IS FrE A EE AWS RIEEY VPC imEh, Hlan ( 4E ) VPC i

2
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« VPC im B4 AR AFAHE DNS,

« VPC im B X HESRIZENWERE FEEAEEB,

« VPC i B A HEIRIEN T 2 BH A H B

- FEHEN VPC RBBRSARTA AT FIRESHA AWS R, fll (BF) RAHMER
Y VPC im R BUR £ 51,

« Amazon S3 HY VPC in R A ERER AR FIREFN, flil (EE) AFRFEEFR
Amazon S3 & i B BUR &

Amazon VPC 1 Apache Airflow 7B =, &Y 5451 55 F =2 451

AEFEREA Amazon VPC HBBRERNFEIEA RS , AR Amazon MWAA =& £/ Apache
Airflow Web fAllRg8 FEUE B E,

AR 1ZEY - FTHY Amazon VPC #35&

MREBHABAFF VPC I BERAKZE , B EFHE M EE BB ZE Apache Airflow Web
fAIARES :

1. B EERABRERKFIN Amazon VPC #85%,

2. AIEK Apache Airflow Web RIIRERZ L EF A B RBEFEER VIR,

3. BEMAR  RMEBEZRLRBFERET Amazon VPC Ef#5%H. Amazon S3 fZETEF Amazon
MWAA IR¥EH CloudFormation tRIZEAFIER, EEE—S TH#H , 28 Amazon Managed
Workflows for Apache Airflow 1R A P92 2 5R12 o

MRIGHHBE L FF VPC VBB ZE |, T B &2 EHE Apache Airflow Webserver fZER #I1E
VPC AMVERE :
1. B EERBRERKFIN Amazon VPC #85%,
2. BIYREBRETFEL Apache Airflow Webserver VPC 7T i Bh B9 #41,
3. RIEK Apache Airflow Web fRIfRERE Y E G B HBEFEIERNWIRIE,
4. BAIEBESENWAE :
a. HEFREHE PEA Amazon MWAA 2 AEIE— : £ Amazon MWAA £# & FEY VPC

B , 7 PHEA CloudFormation EEA4EIE — : v E G HERFEH Amazon VPC #
o

Amazon VPC 1 Apache Airflow 17ERAE = B &5 51 55 F =451 209
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b. EFBEHE FEM AWS Client VPN EXE¥ Apache Airflow Webserver M BV ZEREE : £
R EFLE MR FEAWS Client VPN,

TAFREBMBEEIZE - $H Amazon VPC #3%

MRV LFT VPC VBB R A

1. BIMREMRRMERFEHR Amazon VPC M5
2. BIYRERETFEL Apache Airflow Webserver VPC 7T i Bh B9 #41,
3. RENRREANWEMEAWS RFEI VPC iHR.
4. BIEBW Apache Airflow Web fRIlREFEZ EE L ERBFEERNHNIRE,
5. RMEBNAS .
a. RMEREMEA CloudFormation SR I ¥ A MR FEH Amazon VPC , I K&

Amazon MWAA 7 A 2 Z@ AWS RIEH VPC IwEZIE= : £ R G HBREREFEINIE
T ZE 3 Amazon VPC #85 .

b. EEETE HAEH AWS Client VPN ZE¥ Apache Airflow Webserver (W ZERZ 2R : £/
R EFRE M FE AWS Client VPN,

T RFFHEER R FE - AR Amazon VPC #E%

MREHBBT AT VPC FREREREZER , BECHERERERERERNL4E Amazon VPC #8
B
1. ARENREFEANSE AWS IREZ VPC indh,.
2. 5 Apache Airflow 237 VPC i3,
3. EBIURRERTEEL Apache Airflow Webserver VPC 7 T Ui Zh Y 51,
4. RIEW Apache Airflow Web fRIlRZSFE EE L ERBFIENIRE,
5 BMESINASR
a. BEEEEINERE Amazon MWAA A EE AWS lR¥EFTER VPC w38 , LAKk # Apache
Airflow FFEEHY VPC inBhEE B FAE B HM Amazon VPC R I FIEHR VPC IR IR S

b. EEEHE hEA AWS Client VPN RE$ Apache Airflow Webserver IV ERE : £/
R EFLE MR FEAWS Client VPN,
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Amazon MWAA t VPC &4

W E R B ARE Amazon Managed Workflows for Apache Airflow 3R3EH Amazon VPC Jt# , A
REL T HFTENHERE,

. HERFEUREIEEE (ACL)
- (%) %l ACLs
+ VPC security groups (VPC Z % &4H)
- (EBR) mEENEERSET AN
o (2R ) PRHENEREE 5432 AN RS EEEH
o (GER) PR$HERE 443 BEAERN LTS EAEH]
« VPC i BBUR (ERMEHE )
- (EF) AFMEFI VPC in R BR A
- (EBR) AMRETETEN Amazon S3 i B BUK i 4

R
AT

Al ZENAA PR 48R B9 Amazon VPC 35 .
LEEKH

L FERB B A Amazon VPC B

REMBE

ZERENFEURHEE (ACLs) R A S EM R RIZRIZES Amazon VPC F FHEEE M 1T EER <
B RER 5%,

« IR FRRAVAERRE R RFEURHEE (ACLs) #26l, BLRAFE—EACL , mMEMHRBR ACL ATH
REBERR,
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- BERFITERAFERRERTH Amazon VPC ZeEFERS, LKAUESERREEA —IAEREH
8o

- FREHTEBVERRELATLH VPC mEBRES, WRENEBTAFF Amazon VPC AR
AR, MAZFERAESALEREN Amazon VPC #5 , Al VPC i ZAWS #1 Apache Airflow
VPC i B EE VPC iR BBUR,

e B 7 HUE BB E (ACL)

MR IFEEFEE (ACL) AT E FRREMRERE (BEBAMRIEELRL ) EANELRE, ACL EiR
B, ERTEANEHRULED BIRREIEE. CAREEAFED VPC #EHHTERNRRRE
J|H,

B8 Amazon VPC #BETFR ACL , RAFMBBANEBHRE. LALURERRACLAR , NEYEH
7] ACL M EiEREE TR ?ffﬂﬂ%l‘ﬁﬂ%/‘:{ AeiERE— {8 ACL , 1B —1{& ACL AJLUE#ESIZE %,

( #5& ) #l ACLs

THEFIREREANEL ACLARR , TARERSLEREBANLAHEBEN Amazon VPC,

75 Bl i BiR Type B E EEHREE HIR SERTHERE
100 FiAE IPv4 7t =& =& 0.0.0.0/0 JeRT

%
* FRE IPv4 & £ &8 £ &8 0.0.0.0/0 B8

%

VPC security groups (VPC Z4£&48)

VPC Z2E AR ERR NG , BHATEEBERNBRRE, RLFHEAEFNRE , ERTAHNE
AERE , RAFELEE. TAREE VPC HEHPHTEEE PAFFNEBRERE,

18 Amazon VPC #EFERMNZ &, BIBEFER , e REEAHA,. cEEAHFMEEHREN
BEEHRA, RULUREENTSHAERL BT GHTLLBANSEHBEEFTEMN Amazon VPC, £
Amazon MWAA L | BEEREBEAFNELER , LI5|E NAT BELHNRE.,

R FEURFEE (ACL) 212
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(BR ) MEFNERSERLHEENEH

THHPBEREBAREFHEARA , RAFFERLBRAHALFEHEL Amazon VPC MATERE. L&A
THEEHERBESERA

Type WA E FREE HR

FRBER

il

i i sg-0909e8
e81919/
my-mwaa-v
pc-security-
group

THEFEREHZEEERA,
Type B E RRER BIR

FIERE =0 =0 0.0.0.0/0

(ERA ) RENEEE 5432 EAFRN R EHEE S

THEFEREALREEHERD | 25 Amazon Aurora PostgreSQL A& R E R E (Amazon MWAA
WE ) EEEE 5432 LA HTTPS REARENIRE,

(® Note
MREEECEALRARGERE  AFTEFRES @RI, LAFFERE 443 L1 TCP it
E,
Type B E EEEEE Source type IR
(REH)
HE] TCP TCP 5432 Custom

VPC security groups (VPC Z2E4H) 213
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E‘\_'III

Type B E EEIREE Source type IR

(RIRER)
sg-0909e8
e81919/
my-mwaa-v
pc-security-
group

(B ) REERE 443 BATIN R £ EE 5]

THEGEREALTSEERE | AFFEEEE 443 £ Apache Airflow Web Al BRESHIFTE TCP &,

Type BEABE E IR EE Source type RIR
(RIRER)

HTTPS TCP 443 Custom sg-0909e8
e81919/
my-mwaa-v
pc-security-
group

VPC i Bt BR ({ZEFRFLERH )

VPC iim & (AWS PrivateLink) BURZRHI1EFAE FHRKFE AWS IRIEHIER, VPC i B BUR 2 &
E VPC MES M EHmHN IAM EREK, AEHRBASE VPC HEH VPC im B BERAENF .

BERCHEEEVHNEME VPC mEEA VPC NMHRMBER , A TEEFEFE AWS RIS , XE
§H AWS FFAERENEITA R,

(BF ) RFABEEIR VPC in R BUR S5

THEHFEREBIBRE 2 Amazon VPC #Y VPC /T HimMBUEK.

"Statement": [

VPC imBBUR (ERFAEHEH ) 214


https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-create.html#vpc-create-required

Amazon Managed Workflows for Apache Airflow EREEmR

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

}

(EZ ) AFHETREIA Amazon S3 & b B BUR € 4

THEFIRME VPC BERMBER , UZEEFENEEIEEHZ Amazon VPC B Amazon ECR &4EFT
=W Amazon S3 EFETRE. BRT T DAGSHIZ EERNHEFZITE 2 , E2EE Amazon ECR BR
BHMSEIER,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-us-east-I1-starport-layer-bucket/*"]
}
]
}

£ Amazon MWAA L EB¥RIESEE Amazon VPC xR FE

B LAEA VPC %2 (AWS PrivateLink) #% VPC FATBERE LFEENRE , AWS MAEEREE
BREE, NATZE. VPN R ABRE, EERERKFIUTERASETANEREE , A5 VPC
M AWS BRIEFHEITEE ZEETEH. LLEMEERA Amazon MWAA B 1 VPC imE , AR IR
#& 8.7 Amazon Managed Workflows for Apache Airflow EiZ2ZFAEMEEFEES |, A1FE Apache
Airflow Webserver B VPC i B,

AR
- EE
« VPC i 25458

BEIEE VPC ik FE 215



Amazon Managed Workflows for Apache Airflow EREES
. NERBREFIER
- AERRFIER
- EAHEMRBEHFFT AWS
« FH VPC sk
* 1£ Amazon VPC ¥# & E##E VPC in
« #% 7l Apache Airflow Web falfR2z R H VPC im B FAE IP bt
« 7ZHY Apache Airflow Webserver #J VPC ix 2 ( Ao G #REFE )
- f£/ AWS Client VPN
« A Linux B2 #
- fffLoad Balancer ( #R )

EE

« AWS PrivateLink E{&

VPC i B EL &

B8 Amazon MWAA IRIBE | Amazon MWAA € 5EMIIRER T — W@ VPC iK%, ELting
ZELEHN Amazon VPC HEETAEEIE IPsEMMEM M (ENIs), BIUEL KM% , THMNM
BEL IPsSHRENSILTRLMBHEBEBIREFTEHANYE AWS R,

NEBEBEEFIEN

RIES Apache Airflow Web ARERZELABREBFEERN , MR RESERRBRERLFREHE,

« Amazon MWAA & A& Amazon Aurora PostgreSQL F#ERERIERET VPC N HEIwE. W
REMRFIEHNAEFRENTAESFELN , YABIAEMFHEE AWS RS,

- R , Amazon MWAA 1858 FHERRH IP i BEZENEHIRS. & §EXER Amazon VPC 1Y
BETAERSEREE - IP NREER

IR EEEFIEN

MRE A Apache Airflow Web fElIREFZIZFEAERBFIER , BB REFE Amazon VPC AFA T
M.
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« Amazon MWAA & &% # Apache Airflow Web a1 iR8§2 3 VPC M H w2 , ¥ A Amazon Aurora
PostgreSQL F#EEERERER M HIRH, WESERHINENLE FERNTRAREPEY , I
BURHEMFHER AWS 1RF,

- A% , Amazon MWAA 88 FREH IP it BEENEHKE. & 8EXER Amazon VPC 1Y
BETAERSEREE - IP NREER

{5t F H A BR B RYFF AT AWS

N EwEEA AWS Identity and Access Management (IAM) FIERIBENHITA B REREERIEMA
AWS ERMFTA, ERERMESZ AWS R , SEAREHFTSELFEARRENETACGKRERERT
A, %Ei‘ﬁi ntF—.I- nﬁ 2 ﬁ Amazon MWAA %}1 ﬂ@:o

MREE & Apache Airflow Web AR5 ZZEAEMEREFIEN , BEXEESERIER VPC in B
RAPAHHET, BEHE—SFTH 5520 the section called “VPC inZiBE ( ERFLGEA ) %

ZHL VPC % B,

G FR BA 204a] 1FE Amazon MWAA E 371 VPC w3 , AR Il Bl Apache Airflow VPC is 3L
IP H#h ik,

£ Amazon VPC £# & EFH VPC w2,

T — & R1FEL Amazon MWAA FRrZ21 VPC IS EE | LR INREFEH Amazon VPC WIAE K
B, B e B M W{E{a VPC i B,

HL VPC im®

1. 7£ Amazon VPC £#2 & BRI E EE,
2. EHUEM AWS [EiF,

3. #EZME Amazon MWAA B VPC T HIE , ARIEE Amazon VPC FEAFAE R HEETEE
B KEMR VPC wE,

=EE— 5 TREELEREN Amazon VPC FIEM VPC REHE , 28 T2 6AEKRAN
Amazon VPC FE I FFER VPC BR#E w2,
# 5l Apache Airflow Web R fR28 R H VPC in B FAE IP Hbik

T %15 BRER BA tna] #HEX Apache Airflow Web falfRes R H VPC M HIHEWEHERE  URELF IP ib
ks

A EMARIEHIEF AT AWS 217
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ERAEER

1.

f# A following AWS Command Line Interface (AWS CLI) 5% 3 #HEL Apache Airflow Webserver

HERE R,

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

BRINELTIDENAS
""99aa%99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl0.us-west-2.airflow.amazonaws.com"
Er—EAmTHEEREENEHEE EHIT dig s, Bl

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com

BEIAFLTIDENAR

vpce-0699aa333a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

{# A following AWS Command Line Interface (AWS CLI) is S HE L —{E& < E EREE R VPC

%6 DNS B8, Hlan

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.

BEIEUTIEENAR

"DnsName": "vpce-066777a0a0a0-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

£ Apache Airflow E#ZBKEE VPC %2 DNS & _LE#11T nslookup = dig @5 , LAREER IP itb

ik, 0 :

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS

BEIEUTIEENAR

192.0.5.1

1ZH VPC 3B

218
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192.0.6.1

ZHY Apache Airflow Webserver 8 VPC w2 ( FAEHEREE )

WMRIEE A Apache Airflow Web R IRERZEZFFAE R FEUES , BIFEEE T #H|2R7FE Apache
Airflow Web fallR258Y VPC /M HImH. BB EIELERFERE Amazon MWAA RIEHEREY
Amazon VPC, VPC Z&EEMILE FHEK.

£/ AWS Client VPN

AWS Client VPN R —EZENRAFiwE VPN ki , TRARZ 2 FEAILILBHEE P AWS EIR
MER, ©fEH OpenVPN AFIREEMMNERMEZEH TLS ELR,

HIHBBE Amazon MWAA #HEBRIEREEE Client VPN : #2352 - FH [HELEMEBKRFE AWS
Client VPN,

£ Linux 283X #

RETHE—EARS  HENRRASERERLERENEEE , flINEBREKRBERRERE
B, Linux S{TERBURAETRES  UFEAZSHEETRE , AHREZIBTESTHEM I ER
Amazon EC2 #{TEB N Z £ BT SSH FHL.

RPEFBIFEM Amazon MWAA HEBRERETE Linux B2 T# . 2[R - FH Linux B2 F#E%
EFE R FE.

{# FlLoad Balancer ( P )

T —EEREEEERZ Application Load Balancer BY#EEE,

1. BZEE. BEEMFREE Apache Airflow Web RIIREE R E VPC N HEIRE A IP ity B E
B, RMRBLEEMELE P ibiutHACEMNERE  RAREER —Etbut /T AREKT A
M. MBLOFEABIFE IP bt FHER , 752/ the section called “&& A Apache Airflow Web
fAREI R E VPC inZFAE IP ik,

2. MEW. EREEEEFEREREM 200 302 AREWE. TEI, 2R Apache Airflow
Webserver B VPC % 25O €302 Redirectiti® , BEMAESELAEERETE,

3. HTTPS ZERX., BLEETE Apache Airflow Web A IREFH B ZE 128, HlN

B E EARE

E‘\_'III
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BIAWHE EARE
HTTPS 443
4. ACM i@, RSB EHL HEE SSL/TLS B AWS Certificate Manager , BIEE A& H V&
2369 HTTPS EEEXEIFHNBIE,
5. ACM BEEH., WREEER IR SSL/TLS B AWS Certificate Manager , RIEE & F|8

RIE AWS B3 HER . i

«  ExampleE LEBENIED

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

EEELERHEB Amazon VPC FEINFIERN VPC IR i 2,

RE MR FHNEE Amazon VPC B EZREIN VPC IR iwA (AWS PrivateLink) , F BE%
Amazon Managed Workflows for Apache Airflow £ Apache Airflow, It EEFB Amazon MWAA
FrEFK AWS BRIEFTEM VPC 5% 2. Apache Airflow FTEEH VPC in 3 , AR IN{AIEE L VPC S 36
EEEEEEANERBAMNIESE Amazon VPC,

AES

- EfE

LB R A FAE B

(BE) VPC S

- EEFER VPC inR

« AWS BRIEFRER VPC i

- Apache Airflow FFEH VPC i3

(B ) AEK Amazon S3 VPC NMEwEAIE IP it

- £/ Route 53

- EHAFT DNS VPCs

#.8 Amazon VPC VPCs AR5 25 220
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=
EE

« AWS PrivateLink E{&

IR EEMALERS

AERREFEE N 244% Apache Airflow Ul B 7FEXPR#I7E Amazon VPC H EE R FIRE IAM B E
EERNFERE,

EEEN EETAE Web fARBEFEIVENRIER | SMBE Python wheel #7748 (.whl) HERE
MM, RBE .whlHh22E requirements.txt., WEMEH wheel HEMZEMERMENRE |, BFS
B{EF Python wheel B2 KT,

TEFRBTE Amazon MWAA £ A& LERIEEBZENNE,

- FAERH, REMAEHERKFZIN Amazon VPC R4 VPC ANMKRE, B EBRREN
Amazon VPC R EBKRBEEEFH , Y BEFEERREFMEANEE AWS IRIEH VPC i , AR E
Amazon MWAA REMEM AWS [EiF 1 Amazon VPC # Apache Airflow B VPC i B,

(XE ) VPC imnHh

T —Ei g R R B MR AR FEE Amazon VPC BN E VPC inE, © 5 Amazon MWAA R
1@ AWS BRIEH VPC ix % |, B23¥F Apache Airflow FTER VPC i E:,

com.amazonaws.us-east-1.s3
com.amazonaws.us-east-1.monitoring
com.amazonaws.us-east-1.logs
com.amazonaws.us-east-1.sqs
com.amazonaws.us-east-1.kms

(® Note

£ Transit Gateway SE A HE R EiEaTE AWS AP| inBiRVBE R AS | BB AHE AWS
PrivateLink #7118 £ T 5l lR#FHY Amazon MWAA FAH F#85% :

* Amazon S3
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« Amazon SQS

* CloudWatch Logs

« CloudWatch 1E1&

-« AWS KMS ( IiER )

iE AR K Amazon MWAA IRIFEAT AL £ B EE L REER , MEZEBE L EHEKRE
E%%EHMLE RMmESEEMHMUEE,

HEIZFERN VPC 2

FERARBEBIMERBMN Amazon VPC E#ATE VPC in ¥ F R,

AWS BRFFATER VPC i Fh

T —&FE R RIEFTA AWS BRISH VPC % 2581 %388 Amazon VPC HHER,

#% VPC in BiE R EFE T 1%

1.
2.
3.

4.

£ Amazon VPC i A FHERBREEE,
BEUEH AWS &1,
37 Amazon S3 Ry 2 :

a.
b.

C.

g.
h.

-3 3= RV
B ERNREART X FESMAUT A .53, RARETRE LM Enter,
BERCEZHERERRI HN BB IR,

5140 com.amazonaws.us-west-2.s3 amazon Gateway
£ VPC HIEEEIRER Amazon VPC,

BECENECETETABRRFHRMELS FHEE , BSZEMA DNS BB REAXLE
DNS.

BIERIIREM Amazon VPC Z4£EHH,
EBERPEETERER.
BEETIHRE,

337 CloudWatch Logs Ky w2 -

EEEFTEMN VPC inE 222
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ERAEER

BIEEIRE

EEBHEENRERT X FESMMND , WA . .logs , RAEBIXTEE LM Enter,
1B EN AR 75 v &

£ VPC HIEEERIER Amazon VPC,
EECENTETAREPHIMELE FHEE , BEERARMA DNS &1,
BIBAIREMN Amazon VPC Z& 8,

EHERPEEZTEFR,

BIEETRE,

5. H3 CloudWatch E535 i i 25

BEETRE,
B ESGERTLFESHAUT , @A © .monitoring , ARRTEE LW

Enter,

T ER AR 7 v F o

£ VPC HEEEIRITM Amazon VPC,
BEESERTETRAREPHIMELE FHEK , BEEMARKA DNS &1,
BIBAIREMN Amazon VPC 28,

EHERPIZEEZETEFR.

BIEETIRE,

6. 3 Amazon SQS iR E, :

g.
h.

BIEETIRE,

ERBURESRERFIXFZEESMUD , WA .sqs , RARETRERE LM Enter,
E EN AR % v F o

£ VPC HIEEEIRZMN Amazon VPC,
BEEENTETRAREPHIMELE FHEE , BEERMARMA DNS &1,
BIEZIREMN Amazon VPC Z£ 8,

EHERPEZETEFR,

BIEEIRE,

7. B WimR AWS KMS :

REGH VIR T IR B,

223



Amazon Managed Workflows for Apache Airflow

ERAEER

b.

-~ @ o o

J @

EHRBUHRICEBRFTXFESHAP , @A .kns , REBZRTEE LW Enter,
2 BN AR A5 i B

£ VPC HFEEERIEM Amazon VPC,

BEEENTETAREFTHMELE FHEK , BEEARA DNS 1.
BIBRIRIEMN Amazon VPC Z& .

EBRRPEETEFE.

BIEEIRE,

Apache Airflow FTEE#Y VPC U 2

T — &8 T~ #& Apache Airflow B VPC i BE# 3 E Amazon VPC K ER,

#% VPC in R EFAH T/

1.
2.
3.

£ Amazon VPC # & R EE M,
EEURRY AWS [EiE,
#3 Apache Airflow API 9% 2 :

a.
b.

a o

g.
h.

BEETIRE.
EREMEEICRERTXFEESMUF , @A : .airflow.api , ARRTEE LN

Enter,

12 B AR # i B

£ VPC HEEHAIRIEM Amazon VPC,
BRECERTETABETNMELE FHE , BEMARA DNS 218,
BBRIRER Amazon VPC Z2 8l

EBRPEETEFI

BEEIRE,

#3I Apache Airflow 3RIEH 5 —EiR 2 -

a.
b.

C.
d.

BIEETIRE,
ERBUHGEIRERFZNFESHNVT , WA .airflow.env , ARETEE LM

Enter,
122 Y AR 7% v 2 o
1£ VPC HIEERIRIEMN Amazon VPC,

EIEFTRR VPC inE
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e. BMEEENTRATAEBRSTHWRMEILE FMEE , BERAKA DNS &1,
f. BREBEREMN Amazon VPC Z£ 88,

9. EBCRPBETEEZR,

h. BEEEVRH.

#3I Apache Airflow 2 /EHY 55 — (B i 2

a. EEEVNIRI,
b. EXBMENENKARFFESMAUP , WA .airflow.ops , REZTRE LW

Enter,
c. EEURKIHE.
d. 7 VPC HEEZRIREMN Amazon VPC,
e. HMECENTEATRAREREPHMENLE FHEE  BEAMA DNS &,
f. BELIREMN Amazon VPC T2 F .,
9. HEHRPEEZEZTEFR.
h. BEEiRH,

(iZH ) BEK Amazon S3 VPC NMEIRERARE IP it

Amazon S3 Interface B X EFAE DNS, S3 WwWEERNEMTAENE IP i, EEAE S3 thutf#
WAFE IP it , BMEEHE Route 53 H4 S3 EFimHHEERAEEE, S3

£ Route 53

AEIEREAAE A Route 533 A& S3 M HEIRERAILE P it EFER,

1.

AIZH Amazon S3 VPC N HwE ( Hli s3.eu-west-1.amazonaws.com) B FAEFXEESE |, I
HEEH B IRE Amazon VPC 23 E@E#

2. BEK Amazon S3 VPC M HiwmE ( Hl40 s3.eu-west-1.amazonaws.com) B3 ALIAS 528 , 2L
FRAT RIEH) VPC N E W2 DNS &8,

3. E3 ALIAS Amazon S3 N HwE ( B0 *.s3.eu-west-1.amazonaws.com) WE A Fticsk , 1
fRMT A VPC ST HE %2 DNS £,

(iZBA ) BEH Amazon S3 VPC M EIRERAIE IP it 225
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B HEHET DNS VPCs

MR IEH Amazon VPC £ BET DNS & H , BEEEIBE T CNAME 52é8% , £ DNS @B (m
JE Route 53 , BE 2#1T DNS A ARESH EC2 HITERE ) hETEE, Hlin

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2g2e2j3.s3.us-west-2.vpce.amazonaws.com

£ Amazon MWAA BB EH 28 Amazon VPC ik 2

Amazon MWAA £ Amazon VPC i BiEEZ%E Apache Airflow BBIEFTENEE AWS REEES. BW
BEXECARFEAREELNERIRE

1. ERTEZLMEA AWS OrganizationsEE Z1E AWS tkF FMLAERE , AT AEH AN Amazon
VPC H# 31 Apache Airflow IRE,

2. EAREHKATRNIERARBNEEER , UER BB FIBIR.

MBBZREZEEECH VPC ink , AIERE AIRE RDS for PostgreSQL E R EFMIRE Web A iRES
BIYHCWIRE,

WME Amazon MWAA A E i 2E Apache Airflow BIFFHBEF , 552 B Amazon MWAA 24§
o

/A Important

Amazon MWAA TEBEEFZEMEMN IP it A (AddressType) iB1E , HEHHIE
HIEE AddressType ( BRUEEA IPv4 5 IPV6),

EHAB Amazon VPC R IRIE

MREFER AWS Organizations B Z{E AWS tRF XAER , BAUEREZFEEN VPC ik B
Amazon MWAA , BBIEEBHH 5 —ERFHAREEIR,

EIRREHA VPC FHE | B EE Amazon VPC (E %) WIRF2HEBRAEBMEBNEMIRSE (2
EEE) 1A Amazon MWAA FREHMEFE FHElE, HABE FRENSEERFATURAR, B,
&R A MIER L A Amazon VPC FEYIRIE,
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BEREF—@IRFE , Ownerf BB+ RootWIRSE |, X #EH Amazon VPC EiR , AR S EEIR

F Participant , BIRA—#HEBHKE. E £8E H£AK Amazon VPC HParticipantZI#H
Amazon MWAA BOwner , Amazon MWAA € & Z R VPC BIR , REIEAPENDINGAREERIE 72
NN

IRIFREERE 8 F A CREATING 2PENDING , ik WEFEABOwWner B FIEN RS, FEEK
f# , Amazon MWAA €7 Amazon MWAA A5 HEREF Web AR5 iH 2, &A1 SAREWY
GetEnvironment AP| Ei{EREN{E AR 75 im B,

@ Note
MREARLAERN Amazon VPC 2FF Amazon VPC , ERARNUE SR TR 5 Bthe
section called “EE ¥ VPC imH M FE . AEBHEREHE AWS S AWS 2 H RIS HEE
A Amazon VPC iwZi%E , #l20 Amazon ECR, Amazon ECS #1 Amazon SQS, &R
HRESZRFPIRIEMERE Apache Airflow IREZHEE,

SR
EHA VPC FE1 Amazon MWAA BRIB 2R , BEETIER :

« AWS tRF , Owner A{E#HE Amazon VPC MR P,
« AWS Organizations #A#E , MyOrganizationZ i &R B &,
- THIZE—{8 AWS tRFParticipantMyOrganization , BRI FRENSEERFSRERE.

\

A, RMEZJEREBE Amazon VPC FHAEIRE , SEENSHEN SN,

#3 Amazon VPC

B, BEUBEEENSRERFELRABH Amazon VPC :

1. {EF B A #8458 , OwnerR#%BIEK CloudFormation X124, FRATH|EARELHE, IS
SHEZEBBER , 21F Amazon VPC , UREMBERSEHES DL AN FHEE,

AWSTemplateFormatVersion: "2010-09-09"

Description: >-

This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default

£ HH Amazon VPC R IRIE =
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route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.
Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
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Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: '"AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs '
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs "'
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnetl1CIDR
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MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
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Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1l)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:
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RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: 'AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGroupId: !Ref SecurityGroup
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC
PublicSubnets:
Description: A list of the public subnets
Value: !Join

1 1
’

- - IRef PublicSubnetl
- IRef PublicSubnet2
PrivateSubnets:
Description: A list of the private subnets
Value: !Join

1 1
’

- - IRef PrivateSubnetl
- IRef PrivateSubnet2
PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability

Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability
Zone

Value: !Ref PublicSubnet2
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PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability

Zone
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability
Zone

Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. {EIFK Amazon VPC EiR#% , BEZE AWS Resource Access Manager 24 , RERIEET
ERAE,

3. RUHE HXANTRAFREREED  ERELEE—BSBPEIN FHEKParticipant,

<t

#

%

SRTYSR , UFEAXEFEEERN Amazon VPC 4 B2 37 Amazon MWAA IRiE,

1. fEF EAParticipant , A& BRI Amazon MWAA £ A, TRTB—  IBEFHMES , LU
EFIREN Amazon S3 fE17ETE8. DAG ERRMAEMKM, MEFMER , FSEAM,
EREERREEANBRET , XL AN Amazon VPC &2 7k,

3. EWRHEET , TN BEEHIEE CUSTOMER,

4. REEALHMBREBENTERE 6 ARERENELER LB ERIRE,

A

IRIELL CREATING ARAERHIA , AR BT A PENDING, EIRIEL BEPENDING , FEA AL TESR
EinHRE BB Web RIRESIHHBRERE ( WREREFLE Web RIRET ) o

EIEERA Amazon MWAA A B I HIRER ., Amazon MWAA EFAXENEATNEH R BIEZE T
NZL8E, S TXZLEE D,

ET—89, OwnerSEARKIHEMNELLELE ID E£HXAHM Amazon VPC F 2 HH Amazon VPC
s 2.

3 Amazon VPC i 2k

RTINS , BIEMNREEIYFTEN Amazon VPC 2,
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1. AWS BEEF#A F£H & A Owner , BIRL https : //https://console.aws.amazon.com/vpco

2. REASEEARTERZRZSEHE  AREATIIEANELRA , FHABH Amazon VPC HE
MRS EE

Type BEABE Source type (38 R
RER)
FIERE =% =B BHRERZSH
BA |
g FRERE e e 0.0.0.0/0
/A Warning

Owner II’EFﬁ?ETEOwner'I’EJEqJEQEZ?éEHH AAFRINIREZIX A Amazon VPC 1y
RE. BULE REIFNZEE# Howner , SIRERENZTEEAE.

3. EERHN A AREALWNIRINRMEEEE  KRREBEN Web Ak (NMRERLBR
N ) BUFNRE. BEHLR Amazon VPC, ZRARKRRN FHEE , URRENZTEEE,

MR, REFASHPENDINGRE £F 5 CREATING , ZEEE A AVAILABLE, ETR
BFAVAILABLE , & 8] LLZ A Apache Airflow £ 5,

£ Amazon VPC M [EZ &

ERANTSERKFERELA Amazon VPC 2 Y IRIFRIEFIKY B,

PENDING ARAECREATE_FAILED# HHIIRIE
- B87% Owner &ParticipantfEA B H A FHEEAWS Resource Access Manager,
- HEFRERIERM Web fAIREFH Amazon VPC i & 2 E BIRR BB EE F R PRI,

« ERHEEMEBEREANZEREAATREREMAZEHERNRE, Owner IRFEEYHK $%
éﬁﬁ\ﬁ’é‘%Partlupant% MR BI123456789012/security-group-id : .
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Type BAAWHE Source type (BRIRE  RIE
@)
FIERE g g 123456789
012 [sg-0909e8
e81919

MEFMENR  E2RAEEENSEENS TN
IRIEF7f PENDING #REE

ERREE VPC i 2hiREE | LUFE{RE A Available, tNREFEAFAE Web EREHREIRIE &
BAES Web RIRESET inE, MRIIRIERE BPENDING , EA[RER RFE Web ARSIk B iE
%Ko

WK E|The Vpc Endpoint Service 'vpce-service-name' does not existiriR

MRESETIHER |, FHRDEREETHA VPC HIRFHREUIRFOwnerWIRF

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist
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AIEFEEFERAMEZE Amazon Managed Workflows for Apache Airflow 3RE i step-by-step2i 22 iR
2o

©
R

I111]
[

. £/ RRELB MBI FEAWS Client VPN

: £/ Linux EEF BB ENERRFE

: BR#l Amazon MWAA f§ i & 77EX DAGsH F 5

. 7 Amazon MWAA F BB EBEEZEHCHIRRIRE

P

L]
[

¥

L[}
[

B (48 (R |

R

111}
[

HEBRE . £ REABEMEFE AWS Client VPN

AHBRESZESHBRMEMETI VPN EEZE Amazon Managed Workflows for Apache Airflow 3R
Y Apache Airflow Web RIARESHVEER, & EEIB VPN BEEREMRMEE , MU AKEIL AWS
Client VPN i 25, SRETHK#E , Client VPN It HE R E VPN fAlfkss , A RENERZ L ERE
VPC HNE R, A% , BigEH AWS Client VPN EFEM A EKELRZE Client VPN,

=8: ]

- REHER

R dGES]

- FRZAE

- (EH) $B— : BREM VPC, CIDR #FBIM VPC £
- FBR-  BVARFIVAFPREE

« FBR= | EERHERE CloudFormation 7%

« HERM : 331 Client VPN CloudFormation 3 &
« ZBRTE : BB FEEXEE Client VPN 2 v/ BB

- BN BEERARAFIEE Client VPN

« B+t . TH Client VPN inBhHEER

o SR\ . BiEE AWS Client VPN

- BESR?
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TR

FHBREREE A Apache Airflow Web Al IREFEZEFL B ERFIER.

IERBREFIEX Y Apache Airflow Ul FI7FEBR 7 Amazon VPC H EE &R FIRIE IAM BERF
EERNFERE,

BB BEBFE Web AR FEVERIRIER | XA Python wheel HE8E (.whl) REEFE
MM , REBE .whlH 22 requirements. txt, MEMEH wheel HEMLZEBGUENRSE |, FS
B Python wheel BB KM,

TERAE Amazon MWAA 25 L EHRABREEBENVLE.

52 I Z= 451

A LATE ST Amazon MWAA IREBZ RIS 2 REA LK EBRRE., B4 AFEHREREMEREHN Amazon
VPC, VPC Z£BEANILE 7K., MREEET Amazon MWAA IRIERFERALHBEHERE , —B%
RIELSER , B ATLURE Amazon MWAA 184 | S#§ Apache Airflow Web AR5 FEUE N B &
BIE R,

BRI 2 Bl

1. WMEFEREHT, BEELIE AWS Identity and Access Management (IAM) IR S5 2 SR EF
TKE.L*” IE VPC ﬁlﬁo

2. ERAEM Amazon MWAA VPC, AHEBEREELEM Client VPN EIRE VPC B3B3
B, Amazon VPC %A E Amazon MWAA IR3E AWS EiZ HHEH & , I ERMELE 7@
B%o WRIRNE KREIL Amazon VPC |, F57E £ CloudFormation EZNiEIE = . 158 A R AR
FEWE R T Amazon VPC #85%.

BHE
BEARMBH | BIEHIT TR -

1. fEFAEAB Amazon VPC B CloudFormation Ei2~3 3 AWS Client VPN % 2,

2. EXFARSBANAFRERENEE  AREE AWS E1F B Amazon MWAA IRIFEMHEH AWS
Certificate Manager F#fRIRB[BENE/ LEE
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3. T EM&K Client VPN 89 Client VPN in BHHHREIE SR | WA BREY VPN RERE , UFEA
Client VPN for Desktop #1TE#R o

(ER) FB— . BrlERW VPC, CIDR RAIM VPC £& 1t

T —EiERBIN{A & Amazon VPC, VPC Z£&#HIDs , AR AR B E R E L BB 2 I Client VPN
FTEM CIDR £ 48,

R CIDR A
T — iR M BIBREERE T Client VPN B CIDR 81,
# B Client VPN #9 CIDR

1. 7E Amazon VPCs £# & ERBEN Amazon VPC HH,

2. FRAEEYFHEITEES , EEFE AWS EE B Amazon MWAA IREMEREH .
3. EEEM Amazon VPC,

4. RFRFBE FHECIDRs & :

« FAEFHME1:10.192.10.0/24
. FAEFHEK 2 10.192.11.0/24

&R Amazon VPC #9 CIDR A& 10.192.0.0/16 , BIf&A Client VPN EER A Fim IPv4 CIDR #
£ 10.192.0/22.0,

5. f#7FLt CIDR{E , A&k VPC ID WELHRESREA,

B RH VPC M=z £ 8HE

T —EiER BN E K Amazon VPC MZ£EEM ID , BEEEL ID F8EE I Client VPN,

(® Note
BUREEEAZEZERHE. SEEERESRDEE VPC NABEZEHE,

Bl R EHE

1. 7£ Amazon VPC £ & LR ZEZ £ &FHEE M,

(BA) £8B— : #BIEHN VPC, CIDRRAIM VPC T2t 238
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2. FERBEYIHNEERERRRE AWS BT,

3. £ VPCID F3# & Amazon VPC , Y582 VPC BB 2 £ BH,

4. REERESEHEMN VPCH ID UETRES R,

SR B AR P RS E

Client VPN i%BH{E X 18 1024 {2 7TH 2048 {7t RSA €8 K/, T—HFRBAWMMEEH OpenVPN easy-
rsa EEARB[MNAFREENEE , REMFEH AWS Command Line Interface () # B E&ZE ACM
AWS CLlI,

B RFimE®

1. FBHBELRESE  FBAFKESRFNFE . HESDEFE AWSCLI Ff |, BYBEILA
HEEZE ACM,

2. EEESEY  LERARSEMAFREER , B4 AT AWS CLI S HIEE AWS [E1F B
Amazon MWAA IREBEHEMN . UTRINAEELGSHISEREITEA —LEH -

a. Examplefd [RESBEHEH

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. ExamplefFimBENE

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. TERELTERE A FEREARIBHENAFIHEE ARNs AWS CLI BIERERNE, E47E
CloudFormation Ei4x# 5 EIiE L ARNsEAZ I Client VPN,
3. HELSEGD  AFRBENLESREMREZELANER. UTREMNESKRELEAERME
Bl -
a. Exampleff macOS Lt

£ macOS + , ABRE/EEE . /Users/your-user/custom_folder i REFH itk B 8%
WA (Is -a) RE , Z2BIEUATABTHASR :

FR_ . BNARBNAFREE 239


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#mutual

Amazon Managed Workflows for Apache Airflow EREEmR

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. TRELSERE 6 FHEEANAIULET PHAFHEFEMNMEclientl.domain.tld.cxt , B

® wiFiE£#clientl.domain. tld. key, ZAEHEELEFIEE Client VPN KA REHRE

=

TEBR= . EA¥RETE CloudFormation E A<

T—8@ 821 Client VPN B CloudFormation E4x, &8 EE Amazon MWAA IRIEHER
Amazon VPC, VPC Z2EHFFE FHEK.

- BETIHAHMAR , WHEAEFEES mwaa_vpn_client.yaml, BB ALATEH &4,
B THIE :

* YOUR_CLIENT_ROOT_CERTIFICATE_ARN - A client1.domain.tid REH#Y
ARNClientRootCertificateChainArn,

* YOUR_SERVER_CERTIFICATE_ARN - H{AfiR85 'R ARNServerCertificateArn,
- FR9HFi% IPv4 CIDR #B|ClientCidrBlock, 10.192.0.0/22 2 & CIDR #& 8,
« &8 Amazon VPC IDVpcId, vpc-010101010101 2t #9 VPC,

- B7E P VPC £ &H4H IDsSecurityGrouplds, sg-0101010101 24 BZ £ EHH,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
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ERAEER

Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- sg-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN
TransportProtocol: udp
VpcId: vpc-010101010101
VpnPort: 443

ARREAZEREHTE  LKUUEATIRAEESEREEHME

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

BRI : 23 Client VPN CloudFormation &

B3 AWS Client VPN

o & w0 DN

BAEX AWS CloudFormation =184,

BESHREHE  LEHEEAER,

BEEEER , AREIEMWmwaa_vpn_client.yamliE=R,
BET—F, T—&,

BEHERE , RARIBZEEUHE,

SEBM : 1 Client VPN CloudFormation &
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SBE : S FHEEKE Client VPN 2 37 A5

#3078 FHEE%EE I EFHE AWS Client VPN

1. BARX Amazon VPC £# &,

2. IB#Z Client VPN I B EH,

3. EHUEMW Client VPN , REZRIZEABRSIREK : BB,
4. HETHXFEFRETIIEE :

« VPC #H#y Amazon VPC,
- MEAP—EIE TR BIEZEBHN FHEEK,
5. BIFEB,

(@ Note
VPC Hl-F#83% 7F BH 7 i8 1Y B 8 F 8EE2 Client VPN 2 37 B3 B,

TN . BEER ARAFIEZE Client VPN

BEZEMFA VPC #Y CIDR # A& R AR B8 = Client VPN, MR BB ER Active Directory B
A=k SAML B 57 HE (1dP) RIEISEFAENEE , 552 [ Client VPN BB PR RER I,

#% CIDR #Ti#8Z AWS Client VPN

1. BABX Amazon VPC E£# 5.

2. E#E Client VPN %2 EH,

3. ZHUEM Client VPN , ARB B ERER ARSI ER,

4. BETFIARA :

- ERAZBMEE SR Amazon VPC CIDR &8I, #i#A :

10.192.0.0/16

- ERAMRTEERENAEEAERR.
- EERPWAERERE,

SBA . S FHEKE Client VPN B EIB 242
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5. EEMERERA,

@ Note
£ Amazon VPC M THME , LA R FE N REEAR B2 AR FEUEHIEE
(NACL),

S+ : T Client VPN i BiAREAE =
TEAERERE

1. BHKEBELRELSR , ETH Client VPN i 2 HAEE R TH Client VPN HREEZ,
2. EELSEP , RRSERSEE Client VPN i B DNS EBaiE M LF &, SEHWT :

- Examplelin® DNS &1

WMREH Client VPN % DNS £ A -

remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443

B LAFT I8 F B R B Client VPN iw % , N FAI7R -

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. HELSEH K RRESEREGHE—EFW<cert></cert>ZBHEHMEAFREBENRE , UK
E— I <key></key>ZHB 2 EMELESBINAR, EHWOT :

a. FRMBTRRFERT, YKEHBELARAFHERENLATRNMLE,

b. Example macOS client1.domain.tld.crt

ZEHE macOS LFRclientl.domain.tld.crtiEENAR , BALUFEA cat
clientl.domain.tld.crt,

MR IRMEREINBE F | downloaded-client-config.ovpnfll RAfR :

Z771111dddaBBB

$ B+t : TH Client VPN i EH{ERERE SR 243
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ERAEER

</ca>
<cert>

</cert>

c. Example macOS client1.domain.tld.key

EEBE N WRAclientl.domain.tld.key ,

clientl.domain.tld.key,

R IHEREN AL E |, downloaded-client-config.ovpnfll FFFR :

Z7771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

FSER/\ . EEEZE AWS Client VPN

R

AN

Al LAEA cat

B H Fi% AWS Client VPN 2R B/, BRI LLEEGEKEREE] , AWS Client VPN end-to-end &

B
E#RZE Client VPN

1. TRILZZE AWS Client VPN £ZEHIT o
BIER AWS Client VPN,
£ VPN AFImEERPEEER,. ZERERE.

2
3
4. BEFEIRERE , A%KERE downloaded-client-config.ovpne
5

EEREBRRAERERRE,

S\ . EEEZE AWS Client VPN

244
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6. EBEFNERER. TH.
7. EEER.

EHRE Client VPN #& |, BEEPEEHEM VPNsELR , F8EFFE Amazon VPC FHEREIR,

® Note
BAREFEGERAFR , WERNERZIENFRS,

®wEIR?

o THWMAE PEIY Amazon MWAA IRIZR 15 A Amazon Managed Workflows for Apache
Airflow, &M RIEEL Client VPN AWS B R PEUIRE , dEFAE Client VPN HHERY
VPC, #E FHEBEMZ£EE,

HEBRE - FH Linux B2 HEENE R EE

THERERZE L5 BHBET SSH BiE , REMEFLE] Amazon Managed Workflows for Apache
Airflow IRIEH) Apache Airflow Web a1 fRE8. HBREREZ2EIL Amazon MWAA IRIE, ERETTHK

%, Linux BEEFHREXTERERRSE , AFRENERZSERE VPC FER. A% , BKEH
SOCKS RIEEZEM T RZEF B ERPHREERTE , SUFEUER Apache Airflow Ul

=8

- REHER
- ERAEBE
- BIRZAI
- B
- TR SH @&

- TR=  BEELRLBERTERAEARL
« SERIY : #BH& Apache Airflow URL

- SBE  RERERE

« HERN : FARK Apache Airflow Ul

1 £

I EE
S

AT @

I
il

s

—t

YA

o

S
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- RESR?

TR

A BEBERIZE B Apache Airflow Web il [REFIZZEFLE MR ZEER

AEMEEFIERX Y Apache Airflow Ul BIZEBR #11E Amazon VPC FEER FIRE IAM BUR#E
EERNERE,

BB EATAE Web AREBEFEENIRER | BHSEE Python wheel #7748 (.whl) R EmRE
MM, REBE .whlF22E requirements. txt, MEMEA wheel HEMZHEBGUENRSE | FS
B{E A Python wheel B2 KT,

TEFMBEE Amazon MWAA =25 L SRILERBBIENVE,

52 i 3= 45

B LATERE I Amazon MWAA IREBRZF AN HBRRE, SHAMEAREIREMRBEMN Amazon VPC, VPC
LZEBMBEMNE FBE,

BRI 2 Bl

1. WEFERAEHT, BFEELE AWS Identity and Access Management (IAM) FHIIRE A 2 #RFF
AREINERE VPC iR,

2. fEREH Amazon MWAA VPC, AHBRBRFXBEEKESTHMERE VPC BB, Amazon
VPC %78 Amazon MWAA IRIBMURMERNESE , YEEMERLE FHER , 1 PAEREYL
VPC #i%.

3. EI SSH &8, BLEEEE Amazon MWAA BIEMHBER EE P 2E I Amazon EC2 SSH &8
(.pem) , FEEEEZEZEBRMARE. WMREELE SSH £48 , 28 (Amazon EC2 fEAEIERE) F
MWEVREASRY.

Bz
ERHES , TR IR -

1. {#RCloudFormation 385 VPC WEI AR Linux 22 M TEE,
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2. FEREEE LNBARR  $EAREREEEERTERNZSEE22,

3. R Amazon MWAA RIBEZ 2 FHEIEEFHTERZFENEARE,

4. BUESHITERL SSH BE,

5. REWELTE Firefox BIEEFH FoxyProxy Mfint# , BA#2EL Apache Airflow Ul

FR— BUERHTEE

T —&i5RBAE A CloudFormation 12 & L CloudFormation 38 VPC HIEIZAE I linux £ 2 31T {E 58
N R,

By Linux B2 #

1. % CloudFormation £# & LBIREPE Quick Start M,

2. FEAEENPHEHRESR , BREESZN Amazon MWAA IRE AWS EiF HEW .
3. EET—-F,

4., HEHBEBNFWUPEWAELRE , S0 mwaa-linux-bastion,

5. EBY. PRERERD , BETIER .

a. I1E#E Amazon MWAA IREH VPC ID,

b. i##E Amazon MWAA IREMNNE FHEL 11D,

c. IE#E Amazon MWAA IREHANE F#EE 2 ID,

d. EAFEE2/NIHFE CIDR PEAZEN AaEthutEE ( Flan , AEF CIDR &E ) ,

® Note

HPEENREEFEREAENE FREKMEEN CIDR &8, fl, B
VPC #33% EH £ CloudFormation B8R/ E FHEEA 10.192.10.0/24%
10.192.11.0/24,

6. 7E Amazon EC2 {HREBE K+ | BETHEE :

a. ETERYEBNTHNNBFEPERELRN SSH £148,
b. EEEFTHEBIBAAZE,
c. ¥ TCP BEXEIE true,
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/A Warning
HEWSERD , TCP BEHLERA true. BRI, BEEET — @SRRI SSH B
Eo

7. BET-FH. T—F,
8. IEHUMER K RBREEMUHEE,

EEE—STH Linux EEFTHIEE

3

28 AWS EiF LR Linux B2 # - 2248,

HEBR= : B SSH BiE

\

THLSEBRBIAE linux BEE ssh BB, SSH BESH Eﬁ*fﬁzﬁﬁ IP b3t EEUR E linux B £
EMEAMTEEEINNSBtrued i linux B2H TCP BXEEA NWER,

macOS/Linux
FERAWSIELEE
1. 7£ Amazon EC2 # & LRSI T EEER.
BEHTERE,
£/08 |Pv4 DNS F#ERbit, HliN ec2-4-82-142-1. compute-1.amazonaws.coms

2
3
4. EGTRTF , EEEFHK SSH MY B &%
5

BT Ty oS, £/ ssh BERREREHTEE, £ P SSH B FBEREHI
{Emykeypair.pems

ssh -i mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
5 PUTTY BIEE

1. 7£ Amazon EC2 =# A& LB TEE AR,
EEFTER.
£/2F IPv4 DNS AER thnt, 4l ec2-4-82-142-1.compute-1.amazonaws.com,

w N
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https://console.aws.amazon.com/ec2/v2/home#/Instances:
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4. BARR PuTTY , :BELTEBEER
5. EXHEBHLL ec2-user@YOUR_PUBLIC_IPV4_DNS B AEHETE , L g AEIEE22,

6. /RBI SSH REIRH , BHEAE. TANRGIRENLESRERD , BELOEHE "ppk. #

=

7. ESSHT , BEBERSIER A ARENFENEBHER,

8. MENRFERER  HIESIS7EEE (MEMEMKEANERE ) , REMK B AVHEEERR
HZEH. EERHE,

9. BRETFMERRSIER , RARBATFEMEEREE. 510 SSH Tunnel,
10. BEFE. B

(® Note
BURFERLEERAARRERS.

(® Note

mREWEIPermission denied (publickey)$sril , BEEEH AWSSupport-
TroubleshootSSH T B , RZBEFHTLEEL (XS ) REEEDE SSH RE,

TR=  RESRLHEREREARL

JtR ﬁiﬂﬂﬁ%ﬁﬁﬂiﬂﬂﬁ%ﬁ%ﬂm%ﬁ%@%% WS R L 2 A ERTELMMRER. TP RRAM
ﬂﬂ Z2HERER/RR VPC Z2HENEBARERF,

—

£ Amazon MWAA =25 ERBUREEM,

BERER,

EHEERD |, EE VPC T2,

i##Z Edit inbound Rules (fmEEE AR A,

BERER A,

ERFE TR FEFEEEN VPC Z2F 4 ID,
RESRBEREZRH , AREAHERE.

BERMESRA,
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SR : R Apache Airflow URL

T 5 S ERRAIABARL Amazon MWAA £ A& |, #§ URL EHR 2| Apache Airflow Ul,

1. 7£ Amazon MWAA 1A FBBUREEHE,
2. EBEERRE,
3. 1 Airflow Ul F#E% URL LETHRED R,

SR RERERE

MREFER SSH BERE B EEZEEE | BN AMEA SOCKS REEEM T , AiEHIEZER
R ARIEERRE, Bl |, BT LAMER Chromium - -proxy-server I ThAE SRR EN BB RS TEBER |, ST
Mozilla FireFox BIE 25 FoxyProxy ZE{H1E4H,

EIH—  FEASHEERREIARE SSH Bl

MREFEER SOCKS RE , B UEAAMEBIREERERE SSH BiE, T5EHHlanSiEREE
AHIERIE 8157 LHYRE R EE Amazon EC2 ResourceManager Web 7T H
1. BRFHGSRTIRE.
2. AT SR SSH BE,
ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-vpce.us-

east-1.airflow.amazonaws.com:443 ubuntu@YOUR_PUBLIC_IPV4_DNS.us-
east-1.compute.amazonaws.com

-L RAEARBEREEE  SULEATCREERAERE | AR ERNEXTERAH Web
A AR £ O MBI AR ImE R,

3. #BEhttp://localhost:8157/H#A ,

(® Note
IBAIREEEM A https://localhost:8157/,

S B . 85 Apache Airflow URL 250
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BIE—  FRAGSINRE

BRMERARZE Web BB  £AGTIIRERSBORRENRE, Hlw , A Chromium , AL
AT 5 e+ BN BIE R

chromium --proxy-server="socks5://localhost:8157"

EEMBRAERTRE  FASELENSRFEILN ssh BERRKEBHEBR, BAURBIT
Amazon MWAA 3R URL ( A https : //) , BITRFR7R -

https://YOUR_VPC_ENDPOINT_ID-vpce.us-east-1.airflow.amazonaws.com/home.

®IE= : £F FoxyProxy for Mozilla Firefox BJ/IE

THKEHIE R T Mozilla Firefox #) FoxyProxy Standard (7.5.1 i) #8588, FoxyProxy 12t —#H I
EETE, eELKRERREANFSHER Apache Airflow Ul Fr A#1E 2 #EXH URLs,

£ Firefox /1 , BIRX FoxyProxy {ZEE R IEEE H.
BEFIEZE Firefox,

BERTIE,

BEZER T ESHM FoxyProxy BIR , REZBIBEEIE,

BRTIERNE , WEAERFERES nwaa-proxy. json. £ Apache Airflow URL BU %
YOUR_HOST_NAME H ) EHi{E,

o kb w0 bnhp =

{
"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,
"username": "",
"password": "",
"whitePatterns": [
{
"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,

SBh . RENRERE 251


https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

Amazon Managed Workflows for Apache Airflow EREEmR

"protocols": 1,
"active": true

}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1

iy

"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@OS55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
"protocols": 1
}
1,
"blackPatterns": [],
"index": 9007199254740991
.
"logging": {
"active": true,
"maxSize": 500

1,
"mode": "patterns",
"browserVersion": "82.0.3",

"foxyProxyVersion": "7.5.1",
"foxyProxyEdition": "standard"

6. 7TEM FoxyProxy 6.0+ BEAREERF , BEEARELENmwaa-proxy. jsontg =,
7. BEW®E,

S ERN : BB Apache Airflow Ul

T 5 EREREA an{a BA AKX Apache Airflow Ul

SRS - BB Apache Airflow Ul 252
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1. 7£ Amazon MWAA =1 & FHEBUREEE.
2. EERMEREAENE,

®REIR?

o THRRWME PHREF M SSH BE L#H1T Airflow CLI ﬁ%Apache Airflow CLI 52 %,
o TS DAG BB LEZE T/ Amazon S3 EFETEE 18 = F # DAGs,

#EHEE - PR&| Amazon MWAA R EFH DAGsH F £

Amazon MWAA &8 IAM BIRET ZE — = 2 {E Apache Airflow HFEER AR , LEBHERENTF
., EATHIERE , BRHIMERI Amazon MWAA £ & REEFEUSE DAG = —# DAGs 82 H
B,

(® Note
REALEE AM A6, DA ERABSFECERABEHHN SR,

ES-
< RRIEH

o SB— : EHTEER Public Apache Airflow &4 Amazon MWAA Webserver FEUER 46 IAM
B,

o HBZ . B M Apache Airflow BB

- SB= . BEENNABEIRE Amazon MWAA R E

- RIESR

- HEBER

TERMRAF
EEXHAHSRETHSR , CEETIHIES

+ B Z{E DAGs Amazon MWAA IRiE

+ Admin B& AdministratorAccess FFAIHY IAM =8 | LUK IAM EF & MWAAUser , fEARE T LARR &I
DAG FEMW B, MEEEEACHNFMEN , #2808 (AMEAEER) FNEEBEETKEERE
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® Note

AT UBREZEEEELAN IAM FRE, RPERZEREFERAETUREN IAM A
& , LLELE Amazon MWAA &R 5 IS 7BV,

« % AWS Command Line Interface 2 iR 2 &8,

S EB— : EFTEEX Public Apache Airflow & &% Amazon MWAA
Webserver FEUER 45 IAM 8,

£/ BFFA AWS EEFEA

1.
2.
3.

AWS IRE /A AdminB&ZE ALK | LR IAM Fi24,
EEREEERY  BECHE K ARREABERRPBESLN Amazon MWAA IAM R &,

HEMAEFBEAREANRET , BEFTRSIER , AREEFTRRURRFH , RAREEH
BEFE

ERTHIUERRY , EZEEERRARR  RAREFEVBRUABRTNEREB KBTI TR
Ho

FEEVBEREMEL , &1 JSON , RAEEBERRESPERIWEL FT5] JSON FFABK, Tha B
KREFEHTERR Public Apache Airflow A& Web AR ERERFERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [
"arn:aws:airflow:us-
east-1:111122223333:xole/YOUR_ENVIRONMENT_NAME/Public"
]
}

SEB— : EATER Public Apache Airflow & &% Amazon MWAA Webserver fZEUER 4 IAM £ 88, 254


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
https://console.aws.amazon.com/iam/
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SR . BIAFHK Apache Airflow BETA &

£/ Apache Airflow Ul B A€

1. FALZNEEE IAM A6 | BB Amazon MWAA 12 & W BB R IRIER Apache Airflow Ul

2. REWNEBEERY , KEEFEEEELSM LUBMTRINEE , AR BEIHAGUENAE
£% Apache Airflow &,

3. RABFEY , BRIMEAE K ARECAEFREREFEIURMTAAEE. EEERAG , AR
ROREIE

® Note
#BH Ops = Viewer A |, P RIRFESHELHNFEE,

4. RIGEERRPEUNFTAE , RAREFREL &
5. EREAGEEL , T TIEHE

- $HYER  EXFHUABRALCHNFTER, HlI0 Restricted,

- WEHTEE , FEBBR can read on DAGsH can edit on DAGs , AR AL EREFEUE
) —# DAGs #TiEEBFME AT/, Hlin , ¥ DAG. example_dag.py. #i¥ can read
on DAG:example_dag#l can edit on DAG:example_dag.

BIERTEF. BE , £E—EHAG , REI%E Amazon MWAA IRIEH A A DAGs FENFE, &7
LA btk B & 38 kG E 3R BB Apache Airflow ER &,

TBR= . BIEEINACIERE Amazon MWAA EH#&
BRFAE

1. fEA WEEUEEMWAAUser , #1T %I CLI & RMAEURIRIEMN Web fARES URL,

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

MRKY , BRESETIE@EL

SE= : B Apache Airflow BETE® 255
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"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MWAAUser EA % AWS EEB XA , BABFMNAERRELFE T URI, #% B
KWebserver-URL BB EF,

https://<Webserver-URL>/home

MR , BgWEIForbiddentEfREHE , A MWAAUser i k&S 7FEX Apache Airflow Ul By
F .

3. Admin BA # AWS EEX#E4A , BXBB Amazon MWAA £ & | WRAENEIREMN Apache
Airflow Ul,

4. RUIBERKRF , BRZEMTUNEBE , ERREFHERSE.

5. HEFERERXRED , S Apache Airflow R E , RRBIEHFELR. FRHENBFZBFEU
THERAM IAM EHERBM : user/mwaa-user,

6. ERMECAERELNAGERT , MECRINHBITAR , RRRERT.

(® Note
HRMUALERLY , BEEBFEER,

IAM Public* 8% FFH Apache Airflow Ul BIMWAAUser#F ] , M AR AR EEEE DAGsFT
RN,

/A Important

IAM KRZRE B Apache Airflow Ul #1189 5 EFERAE® ( Hli0 Admin) , BEETXER
BEEABBER,

ey B2

- BEEE—S THRUOMEE Amazon MWAA IRIZENFEE , UREVS T HIRIRERE LA JSON
IAM BR8] | 552:M the section called “/FHl Amazon MWAA IRiE”
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~. N
MHEIER

- 7ZEIZ% (Apache Airflow X ) - —25 7 ## Apache Airflow X4 #8345 £ B9 FEER Apache Airflow
ﬁ@'o

#EHIE - £ Amazon MWAA L EEBEEAEHCHNIRIEIRE

MREFER AWS OrganizationsBEIEZE AWS 1RF £ AEJR , Amazon MWAA FIEELEVNEER
o # Amazon VPC in%l, ERTETUEAEBERNRZLER , EAFFREAREMENER.

EEREHAN Amazon VPC FEVIRIER , #EETE Amazon VPC (B &) HiIRF SEERERE
BRHMIRSE (B8E) £ H Amazon MWAA FrRIYREIFRLR T8, AR HABLFEBNSHESE
MRF AT AR, B, BRMMBREA VPC hHRE.

ELSELAREMBERRHA Amazon VPC RN IRER | Amazon MWAA € %2 RIS VPC &
B REBE APENDINGHREERE 72 /MBS,

BREAREN BFE A CREATING BFPENDING , Amazon MWAA £ E#ARBEEF ) Amazon
EventBridge BH, E 0] ZE#H A ERFRIBERE Amazon MWAA A API iR B RIS EH , L
BRARFAR , KARSHEEREULENIRE, ETFXH , BIFEA Lambda BEE M EventBridge #1 8l
REBIFHY Amazon VPC im B , LUZEE Amazon MWAA REEE FE A,

HEER , RMEEHERREMEN Amazon VPC FEIFHHIEE ., HFEZXEHLAM Amazon VPC , B
WA EIIRF PR EventBridge # BIF Lambda BE , X ESEEFE RS HE I Amazon MWAA IRIR,

s

&

. SERIGH

« B3I Amazon VPC

« B3I Lambda &3

« ¥ 3I EventBridge # 8l

« 33 Amazon MWAA IRiE

FORIRH

BETHAHABRETNIER , EHFETIIERE :
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#3. Amazon VPC

A T % CloudFormation #4~F1 AWS CLI Ss S F# Amazon VPC, #EAREERE Amazon VPC
BRI 1% cim BhBUCR AR S ¥4 E 1T FI M FHL
1. T& CloudFormation #7~ , REMBBME . ym1IER

2. EFNHTRRAEREES  BBEZLRREFEHELANERK , REFEH create-stackiBiH
B, --template-body EESIEEH KRR,

aws cloudformation create-stack --stack-name stack-name --template-body file://cfn-
vpc-private-network.yml

ET—&" , &4 ] Lambda EKE,
3 Lambda B

# /A T3 Python ZX&EH IAM JSON BERE I HHY Lambda REMNHTAE, LHRESAEFL
& Apache Airflow Web falfR25H1 Amazon SQS 7513 Amazon VPC %%, EEEZNIRE
B , Amazon MWAA f£/H Amazon SQS EZ{E T & 2B Celery EBKHEAITS,

1. T # Python HEFERB,

2. THIAMEFABEE , ARBEBRE ER

3. FREGTRER, AREEELRR[HE JSON FTBERNER K, #H IAM create-rolefi HRE
MFHAE,

aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

FAERE AWS CLI EIFEFEIAE ARN, E T —EZERG , RMERAEBH ARN BT HEEES
HENHTAE,

4., BEZHRRFEEREEBNERR , REBFEA create-function® T EMHERE,

aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler
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./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
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EEE AWS CLI EEFRMEE ARN, ET—ELZBH , HMEIEE ARN , SHEERELH
EventBridge #1 8I#Y B &,

ET—8F , BEE EventBridge R A , TEIREEEA PENDING ARAERFAL A L BN
#2131 EventBridge # Al
BITTYEEREILFHORA , SUIZE Amazon MWAA &8 F13E 85 E #THY Lambda BEIE

1. {£f EventBridge put-rulefi S &I H# EventBridge R Al,

aws events put-rule --name "mwaa-lambda-rule" \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

EHERFEE Amazon MWAA B ERFRESEREIENBEA.

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]
}

2. f#£H put-targets@©#§ Lambda BB I8 AR A B,

aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Axrn"="arn:aws:lambda:us-east-1:123456789012:function:mwaa-vpce-
Lambda"

HLEEFFEAZTEEEN Amazon VPC in B 378 Amazon MWAA RIE,
37 Amazon MWAA IRiE
fEA Amazon MWAA 1 AEBIJT EEEZEFZE Amazon VPC lmHHFIRE,

1. BIRR Amazon MWAA A , RZBREBRIIRE,

2. StHERBAK—NERE,

3. &H¥f Airflow IRAS , BERFTRAS,

4. #EIE Amazon S3 fEFETREF DAGs , fflildags/ARIRE , RRBET—F,
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5. EREEMREREL , #TTHIEME

a. HYEBRLEER , BELE L —(ESBEFEIMN Amazon VPC,
b. &¥f Web RIfRSSFE , BEAGHER (HEERABEITEFE ).
c. SHHZLEE  BRELEVNNZ2EHE CloudFormation, A LFILZEBH AWS PrivateLink
IRBNEZLBARARSEN  ALEXEEENRERENRNZ2EA,
d. H$HYRHERE  REEFIZERIE
6. REFERNTARERE A RBBRET -5,
7. BREEWRE K RBEBEEIRER.

® Tip
MERTEHIRENWGFME

iull

. 5528 Amazon MWAA AF9,

ERIEA BPENDING , Amazon MWAA SEERXFALARIRECESHERNNELN, HEISWAE
# Lambda B &, MBS BAEH , LEYE Web @REFM Amazon SQS {T5IFFER KB E F.
K&, ©EELEMN Amazon VPC RE iHE,

BRI A B, Amazon MWAA S#EZE TIEMNIRIE., EaRER | REREESEE
% , AVAILABLEZ A LAEA Amazon MWAA E32 & 17HL Apache Airflow Web {8l iR25.

T
<+
i
i
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Amazon Managed Workflows for Apache Airflow BV 2=\ i £
Bl

TIEETERARES , TIE DAGSH BETAMHER , B LL7E Amazon Managed Workflows for
Apache Airflow IRIERFEH, MFEBE AWS BRI Apache Airflow FIE Z &6l , 752 B Apache
Airflow GitHub #fFEH 8 dags B &%,

)

{5/ DAG % CLI FEAEH

« £ #3 SSH E#f SSHOperator

« £ hAEEAFAZE L8 AWS Secrets Manager #1T Apache Airflow Snowflake JE#&

- £/ DAG f£ CloudWatch HE A BHETiEE

« Amazon MWAA IR3& E# Aurora PostgreSQL & Hl E 5Bk

- BREPEEBNEBZE Amazon S3 £ CSV X

+ §¥ AWS Secrets Manager Apache Airflow 287 FERLZ SR

« £ hAEAFAZR L AWS Secrets Manager #41T Apache Airflow 243

« f£H Oracle 1 BT/ ER

» £ Amazon MWAA L#% DAG HWEKE

« EFEE CodeArtifact R

 {EF Apache Hive  Hadoop 237 B /M EHEER

+ % Apache Airflow PythonVirtualenvOperator 237 B 5] /M ER

« f£A Lambda B &4 A DAGs

« EXREH Amazon MWAA BRiEF I A DAGs

o EHEER Amazon MWAA B2 Amazon RDS for Microsoft SQL Server

 ¥EHFEH Amazon MWAA B Amazon EKS
- £/ E#ZE Amazon ECS ECSOperator

+ ¥ B Amazon MWAA R dbt

« AWS EREBNHBRE
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A DAG 7£ CLI HE A2

T &R BE A Amazon Managed Workflows for Apache Airflow E#) CLI FE A2,

TH
UGS

. SERIEH
* BR

- AR

e

- RESR?

[N

&7 LATE Python 3.10 £ Apache Airflow v2 1 Python 3.11 RER L EEMNEXNIEEF, hitps:/
peps.python.org/pep-0619/

TORIFRAF
EALEE LR EOHITEERITT,
BR

&8 AWS 1R F EZE1FE AmazonMWAAAirflowCliAccessBUR, BEER - TH# , 352 M Apache
Airflow CLI BIZR : AmazonMWAAAIrflowCliAccesso

MK

= EEA Apache Airflow v2 FIEFThMRAME AN BES , TEEZREANMEMKME. £H aws-mwaa-
docker-images 2R %2 Apache Airflow,

gEHIENES

THEHRNBEE =@ A : &1 Amazon MWAA IREFEZHE (£ Bmwaa_env), BIRE AWS &
H 8 (£ Paws_region) , ARTELEEACEEMNAMIER (£ Pvar_file)s

import boto3
import json
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ERAEER

import requests
import baseb4
import getopt

import sys

argv = sys.argv[l:]

mwaa_env=""

aws_region=""

var_file=""

try:

opts, args = getopt.getopt(argv, 'e:v:r:', ['environment',

file', 'region'])
#if len(opts) == 0 and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

aws region')

else:

for opt, arg in opts:

if opt in ("-e"):
mwaa_env=arg

elif opt in ("-1"):
aws_region=arg

elif opt in ("-v"):
var_file=arg

'variable-

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:

fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)
for key in json_dictionary:

print(key, " ", json_dictionary[key])

val = (key + " " + json_dictionary[key])
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])

gHIER
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raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data
)
mwaa_std_err_message
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

baseb4.b64decode(mwaa_response. json()

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[@])

sys.exit(2)

®REIR?

o THRRUMELESIF A DAG BXNTF LEZE Amazon S3 FEFETE M dags ERIRHIEHEH
DAGs,

£/ #3 SSHE#R SSHOperator

T % &35 557 8F 2 ] 55 A TE (6] IR B (DAG) SSHOperator® Y |, #& Amazon Managed Workflows for
Apache Airflow IRIFEMR ZIRIH Amazon EC2 # 1T, S AFERABEUNS EAREREEFSSHEF
HY A E )3 ik 30 1T 28

ETHEFIF | 24 SSH FAZ LR (.pem) LEZE Amazon S3 EIREdags B k. RE , BOLUE
B ZEXEWNMEMYE | requirements. txtIE Ul REIFH Apache Airflow E#R, &% , BRE
9 DAG B\ ERRmETERMN SSH EiR,

X

.
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- FRMRME

R

- BX

B ENFAR S IREHRE Amazon S3
B Apache Airflow B4R

gEHEXB

[N

#& 7] LAE Python 3.10 F{Ef Apache Airflow v2 1 Python 3.11 RER L EEMNREXNIEEF], hitps:/
peps.python.org/pep-0619/

FORIRF

HEERAMER ENHEFEXE  EFETHEE

« Amazon MWAA RiE,

« SSH A %&£, BN BEEHREREEE Amazon MWAA IRIZEMHEMN EEFH Amazon EC2 #1171
BA ., .pemIBERELE  F2H (Amazon EC2 FAEER) THEVHEASEY,

R

ERAKEE ENRXBHHITEERANFT,

E:33

B THSEHIEE requirements. txt , BAfE Web A iRE§ L Z % apache-airflow-providers-

sshE#, —BEHNREEH A Amazon MWAA FKIhZEMMKMY | BAEE Ul EUSHTH SSH EFE

A,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh
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® Note

-c B& FHRFEH URLrequirements. txt, ER R Amazon MWAA BIRHIRIERE
ERRNEHRA,

KIS Z EBER T Amazon S3

£ AT %I AWS Command Line Interface 8 S A4 &EH . pemEWE R | Amazon S3 HVIRHKEdags B
#%.

aws s3 cp your-secret-key.pem s3://amzn-s3-demo-bucket/dags/

Amazon MWAA &4 RN ARdags , BIE.pemeif , ERIA# /usr/local/airflow/dags/B
8%, EBEHEM , Apache Airflow AT A ZEE£8,

B FH Apache Airflow JE4R
£/ Apache Airflow Ul 23 5789 SSH E#R

1. 7£ Amazon MWAA 1A FBBUREEHE,

2. RERIRFBEF , KEMNRKRZERE Open Airflow Ul,

3. % Apache Airfflow Ul EE L , RFEBIZZFEESURRB THNEE | REBEFER,
4, HEIHEREEL , BE + | FTERSKIRBUGTEER.

5. EWEEKEEL , ETIER

a. SHEHEE ID, WA ssh_new,
b. SH¥HERER | R TR EEFEE SSH,

(® Note

WMREFEEFRRE SSHIEHERE | Amazon MWAA ERZH#E X ERapache-
airflow-providers-sshE&#, Efifrequirements. txtiERUGEHRE
#, AEBEHE X

c. ST WMALEEIEZ Amazon EC2 #1TEEER P #hsik, a0 12.345.67.89,
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d. #HYFEAEERE  ec2-usexMREBEELHEZE Amazon EC2 #{TERE , FWMA . BNERE
ZRAEERRE , BURRAEFE Apache Airflow EARH R HETHERER,

e. ¥ Extra, LA JSON #EX#m A T HIR/{(EY :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

L E/EY &5~ Apache Airflow fE A& #/dags B &+ E SRS,

EHIEE

T %) DAG {8 SSHOperator EEE|ZH B E Amazon EC2 #1T{EEE , RE T hostname Linux
BERFNHATEEBNEE, EULUENR DAG UERFHATEE LHITEASSRESE.

1. FRRRE K AREEEFH DAG BB E &, i :

cd dags

2. BRTIEXABHINAET , AEXRBFHEFSR ssh.pyo.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="ssh_new',
command="hostname"',

)

my_ssh_dag = ssh_dag()

3. #MITTH AWSCLI a5 , #& DAG EREERIENREFETR , RE MM Apache Airflow Ul &%
DAG.
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aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI , BEWEFELL ssh_operator_example DAG F EFH BFEF THEE ssh_taskhy
B

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks [2022-01-01,
12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This won't
protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname

[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

£ h{ERFLZE S8 AWS Secrets Manager #1T Apache Airflow
Snowflake E#z
T 5 AWS Secrets Manager 7 Amazon Managed Workflows for Apache Airflow EES

Apache Airflow Snowflake BN FAE W, TREBELETK FHLSBFER AWS Secrets Manager B
BERE Apache Airflow E 4R

£
* A
S RAGLE
+ BR
- EX

#HEXB
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Amazon Managed Workflows for Apache Airflow EREEmR

- BRESR?

[N

& T LA E At B _E AR N AS S 54 B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEEALEE EHEHIRRNE  SBETIES

« Secrets Manager &4 Apache Airflow #H5E1EIE , 20 Fr %I AWS Secrets Manager % 5%
ZE Apache Airflow E#.

« Secrets Manager F Y Apache Airflow E#RF & , 21 Fr5l{EH AWS Secrets Manager #ZEE%E
Apache Airflow JE#%

RERR

+ Secrets Manager & 1] , 20 FR%|{E A AWS Secrets Manager #25%E Apache Airflow E#z .

=R

EECANER ELNEMNRRXE , F8 THHKEFTEEEN requirements. txt. EEE—F T
R  FEZE 2% Python K,

apache-airflow-providers-snowflake==1.3.0

#HIEXT
T5SRERAMMEI DAG BNEE , I Secrets Manager REVSMZ
1. EWTRTH , EEEFH DAG BXNHHN B #%. filw .

cd dags

2. BRTIEXRHFINAS , UEXRHFEFEFA snowflake_connection.pyo
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

®REIR?

o THEWMAIELESIF A DAG BRI LEZE Amazon S3 REFEE P dags BRI RIIEHEH
DAGs.,
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£ /A DAG f£ CloudWatch & A HITIEE

O ERATYRERGEFIRBEHT HEQEIRE (DAG) , PythonOperator AHEEL Amazon
MWAA IRIEBENEERKEBRIEE. A% , DAG 2 ERMEABITIEZERMHZE Amazon CloudWatch,

B FRRARBERERTROE— S THRRETFENFARNRERTREEN CPU FER, B UEH
L EAREBRRES TEEHNIREER,

e

- R

. SERIEH
- BIR

- AR

- EXIHEH

RN

&R LATE Python 3.10 A Apache Airflow v2 1 Python 3.11 FEA N EEMNEXNEE . hitps:/
peps.python.org/pep-0619/

FORIFRAF
EEEALED LNEXBES  KEETHES

« Amazon MWAA IRiE,

R
EAREE ENRABEHITEEEANTT.

MRk
- EAREE LNRXBEEGTEEEAAKEL,

BEAEEH

1. EaTRRP , EEEFK DAG BABHWERI R, i

5 DAG B BiTi5E 271
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ERAEER

cd d

ags

2. BETIHIENGHLNASR , XEHEMEEA dag-custom-metrics.py. #§ EHXMWAA-ENV-
NAME AR LR IRIEE B,

from
from
from
from
impo

def

airflow import DAG

airflow.operators.python_operator import PythonOperator
airflow.utils.dates import days_ago

datetime import datetime
rt os,json,boto3,psutil, socket

publish_metric(client,name,value,cat,unit="None"'):
environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)
hostname = socket.gethostname()
ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric',6name)
response = client.put_metric_data(
Namespace='MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
.
{
'Name': 'Category',
'Value': cat
.
{
'Name': 'Host',
'Value': ip_address
.
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
},

XM
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print(response)
return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memozry()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total',
cat='virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat="cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle',
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__).replace(".py", ""),
schedule_interval='#*/5 * * * *' catchup=False, start_date=days_ago(l)) as dag:
t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. HITTH AWSCLI &% , #§ DAG BREGTRRN TR , RRER Apache Airflow Ul 2%
DAG.

ERX IS5 273



Amazon Managed Workflows for Apache Airflow EREEmR

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG #ATHRID , BEE Apache Airflow BT EEBELUUTARHNAR :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}} INFO -

cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90cabs46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0
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Amazon MWAA 3R1E _E#) Aurora PostgreSQL ¥ ¥l E &R

Amazon Managed Workflows for Apache Airflow {#/ Aurora PostgreSQL & ¥l E A Apache Airflow
PEERERE , HP 7K DAG BITHERHTER. TIHHFRXFTSELRR Amazon MWAA IR
EHWEM Aurora PostgreSQL BRI EERRIER

*RE

.« BE

- SRS

- FH#ERMH

e

RN

WEE EWEXFEHEBA Amazon MWAA L EH Apache Airflow v2, 828 ZE/ Apache
Airflow FRZS o

® Tip
1 Apache Airflow v3 & : MIRBEERHRERE (RPEEFHAEERRBRER
#% ) , 1T db clean CLI 8%,

FORIREF

HEERANER ENHFREXE  EFETHEE

« Amazon MWAA IRiE,

MR

= EF&H Apache Airflow v2 fER RN IFE ] , TEEZENWEMKME, A aws-mwaa-docker-
images R%& % Apache Airflow,

Aurora PostgreSQL & ¥ E &k 275
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OIS

T3 DAG 28K RiEEER KNP EER SR ETABLES_TO_CLEAN, LtEHIEHER 30 XAviE

BERERPMRER, ZEREEBWMBRER , 548 MAX_AGE_IN_DAYSEREATRHE.

Apache Airflow v2.4 to 2.10.3

from airflow import DAG

from airflow.models.param import Param

from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

from datetime import datetime, timedelta

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per

# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables

TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%m-%d %H:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),

}
) as dag:

E
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if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

'"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command

Apache Airflow v2.2 and earlier

from airflow import settings

from airflow.utils.dates import days_ago

from airflow.models import DagTag, DagModel, DagRun, ImportError, Log, SlaMiss,
RenderedTaskInstanceFields, TaskInstance, TaskReschedule, XCom

from airflow.decorators import dag, task

from airflow.utils.dates import days_ago

from time import sleep

from airflow.version import version
major_version, minor_version = int(version.split('.')[@]), int(version.split('."')
[11)
if major_version >= 2 and minor_version >= 6:
from airflow.jobs.job import Job
else:
# The BaseJob class was renamed as of Apache Airflow v2.6
from airflow.jobs.base_job import BaseJob as Job

# Delete entries for the past 30 days. Adjust MAX_AGE_IN_DAYS to set how far back
this DAG cleans the database.

MAX_AGE_IN_DAYS 30

MIN_AGE_IN_DAYS 0

DECREMENT = -7

# This is a list of (table, time) tuples.
# table = the table to clean in the metadata database
# time = the column in the table associated to the timestamp of an entry
# or None if not applicable.
TABLES_TO_CLEAN = [[Job, Job.latest_heartbeat],
[TaskInstance, TaskInstance.execution_date],
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[TaskReschedule, TaskReschedule.execution_date],

[DagTag, None],

[DagModel, DagModel.last_parsed_time],

[DagRun, DagRun.execution_date],

[ImportError, ImportError.timestamp],

[Log, Log.dttm],

[SlaMiss, SlaMiss.execution_date],

[RenderedTaskInstanceFields, RenderedTaskInstanceFields.execution_date],
[XCom, XCom.execution_date],

e@task()
def cleanup_db_fn(x):
session = settings.Session()

if x[17:
for oldest_days_ago in range(MAX_AGE_IN_DAYS, MIN_AGE_IN_DAYS, DECREMENT):

earliest_days_ago = max(oldest_days_ago + DECREMENT, MIN_AGE_IN_DAYS)

print(f"deleting {str(x[@])} entries between {earliest_days_ago} and
{oldest_days_ago} days old...")

earliest_date = days_ago(earliest_days_ago)

oldest_date = days_ago(oldest_days_ago)

query = session.query(x[@]).filter(x[1] >= earliest_date).filter(x[1] <=
oldest_date)

query.delete(synchronize_session= False)

session.commit()

sleep(5)
else:
# No time column specified for the table. Delete all entries
print("deleting", str(x[@]), "...")

query = session.query(x[@])
query.delete(synchronize_session= False)
session.commit()

session.close()

@dag(
dag_id="cleanup_db",
schedule_interval="@weekly",
start_date=days_ago(7),
catchup=False,
is_paused_upon_creation=False
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def clean_db_dag_fn():
t_last=None
for x in TABLES_TO_CLEAN:
t=cleanup_db_fn(x)
if t_last:
t_last >> t
t_last = t

clean_db_dag = clean_db_dag_fn()

BIREDEERELHZ Amazon S3 £EH) CSV X

FERTYHREANBEFRIEMEIRE (DAG) , ERERELEE— X% DAG #I1TEH , LEERBEA
Amazon S3 LFEMH.csviIER,

BT REAR ERIRIEM Aurora PostgreSQL BRIEEHENR , LEASBREER, SHEFEENHRE
79 | G HE Amazon S3 £ T B4 %I Amazon Redshift BEE FHE R EFE , LA¥ Amazon
MWAA &R HIRE | BREBUHEKRD T,

BRI EHERE , 3% Apache Airflow EE A FIHAEMYH, HEABEGER=ZBERE
DagRun, TaskFail#l TaskInstance , AJiR{4EE DAG #1THEBEMNER.

T

. I

. SEREEM
. BT

. BX

. BHERE

[N

BRI LA R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 #1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/
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« Amazon MWAA IRIE,
- WEEHPEEREAWE Amazon S3 #FETE,

AT A

Amazon MWAA EE Amazon S3 BIERIEFIs3: PutObject , T RESEHNHBEREABTA
Amazon S3, T YBERBRARFIEELRENBTAR,

{
"Effect": "Allow",
"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"

WBERERSIY amzn-s3-demo-bucket NBEATZEL
=R

EEEA Apache Airflow v2 FIEFThMRAME AN BES , FEZRHENANMEMKME. F£H aws-mwaa-
docker-images 2R %2 Apache Airflow,

BB

THIZERREA M2 L &7 Aurora PostgreSQL By DAG , X #4#ERE AFK Amazon S3 EFETE.

1. ERmEEP  BEEFH DAG BB E %, Hlw :

cd dags

2. BRTIEXNBHFINAE , YEEFEFA netadata_to_csv.py. BALULEEIEIRE 1Y
fEMAX_AGE_IN_DAYS , JA#2#l| DAG A EER EREEHNRERCHENEZH,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO
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DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{@}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.end_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type",type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:

outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[Q]).keys())

w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
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start_date=days_ago(1),
)

def export_db():
t = export_db_task()

metadb_to_s3_test = export_db()

3. #MITT5H AWS CLI 5% , # DAG BREIFIRENFEFETR , AR EH Apache Airflow Ul 53
DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMERY , EREEBNELBRPRERLELTARexport_db :

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - type <class
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.dagrun.DagRun : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - type <class
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.taskfail.TaskFail : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - type <class
'sqlalchemy.orm.query.Query'>
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.taskinstance.TaskInstance : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{python.py:152}} INFO - Done. Returned value was: OK
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as
SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

class

BIRTE A LATE B9 Amazon S3 RFETBHPEFERM THEL . csviViESR/files/export/,
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&% AWS Secrets Manager Apache Airflow 28(7f R ERILZR LR

T B EHIREIY AWS Secrets Manager €7 Amazon Managed Workflows for Apache Airflow EE8
Apache Airflow 28T ZE LR, THRIBEE TR PSR EMA AWS Secrets Manager #EFRTE
Apache Airflow JE#z .

e

. A

. R
- BR

- EX

- BHERE

- RESPR?

[N

I&T LA ME At B _E R XSS B4 E Python 3.10 Y Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TERIRME
EEERALEE L WRARRE  CEETHER

+ Secrets Manager & imffi A Apache Airflow #8788 18 , 40 Fr%l{E A AWS Secrets Manager #4 %3 5%
& Apache Airflow iZ#%,

« Secrets Manager 1 #J Apache Airflow &% & | 10 Fr5I{EH AWS Secrets Manager #ZE % E
Apache Airflow JE#z .

FEBR

+ Secrets Manager 57 , 20 Fr%IE R AWS Secrets Manager #% 5% E Apache Airflow E 4z

R

= EF B Apache Airflow v2 MIEFTIRAE A MEXFE S , TEZHENWHEKRME, £H aws-mwaa-
docker-images 2R % g Apache Airflow,

1£ Secrets Manager F {£f Apache Airflow £ 283
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ERAEER

OIS

T5IZERREAMMAEE L DAG ZNHE , MY Secrets Manager REVS#E

1. EoTR7P , EEEFK DAG BB E &, Sl :

cd dags

BRTIWENBEINAS , XEABFETFA secrets-manager-var.py.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator

from airflow.models import Variable

from airflow.utils.dates import days_ago
from datetime import timedelta

import os

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):

my_variable_name = Variable.get("test-variable", default_var="undefined")

print("my_variable_name: ", my_variable_name)
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval="'@once',
tags=['variable']
) as dag:
get_variable = PythonOperator(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True
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A
’rELSR?

o THRRWMMELREH A DAG BB LEZE Amazon S3 EFIFEFH dags ERRFIEHLEH
DAGs,

£ h{ERFLZR &8 AWS Secrets Manager ¥ 1T Apache Airflow &
R

T 5 &EHIREAY AWS Secrets Manager &7 Amazon Managed Workflows for Apache Airflow EE8
Apache Airflow RN Z €. SRIFEETH FPHLTEREA AWS Secrets Manager MEFRE
Apache Airflow JE#%.

£

-

.« SRR

- HR

- EHIENTR

- REBSR?

TN

& T LA ME At B _E R X AS S4B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 F#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF

FEEALEE ENEHEAR  £FETIIERE :

« Secrets Manager &4 Apache Airflow #BRERIE , 40 Fr5I6EA AWS Secrets Manager #% 3%
& Apache Airflow E#Ro

« Secrets Manager F Y Apache Airflow E#RF & , @1 Fr5I{EH AWS Secrets Manager #Z 5% E
Apache Airflow JE#z.
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=[]

RERR

« Secrets Manager 877 , @1 Fr %I AWS Secrets Manager # % 5% E Apache Airflow iE#3o

=R

= EH&f Apache Airflow v2 MIE#IRAFEALERBES , THEEZEANMEKYE, FH aws-mwaa-
docker-images R%& % Apache Airflow,

#HIFE
T5SRERAMMEIL DAG BNEE , I Secrets Manager REVEMZ

1.

2.

EwsiRTH , EEZFM DAG BB E &, Hlm :
cd dags

BRTIWEXBEINAS , YEAEFETFA secrets-manager. pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

R
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### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name='us-east-1')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

®REIR?

o THEWMAELEHIF A DAG BRI LEZE Amazon S3 REFEEPM dags BRI RIEHEH
DAGs.,
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£/ Oracle B3 BET/MHEER

T5FEHEZEL R ER Oracle for Amazon MWAA B BHEITHAHERNS B , LA EEHN
plugins.zip ERFNEMBTARERNN —ENEESEA,

&

UGS

« FRGRA

- BR

- B

- EHIEEE

- BV RBFINAEER
« TEMAKMYE
- BETAAMER
* Plugins.zip

« Airflow #HRE&EIH

- BRESR?

iR

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FeRIRH

FEEALEE ENEHEAR  BFETIIEE

« Amazon MWAA IRiE,

- EEMBAFEMCRITICALEIREN L —EH A TEER &, WF Amazon MWAA BAEEEE LK
WMAIEIE 0 SEEEMNEMER |, 5528 the section called “7ZEY Airflow B35

RERR

ERALER EWEXBEIITZEZRBANTT,
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ERAEER

=R

EEFAKER LNEFRERE , S TIMHKRETIEEEN requirements. txt, BEEE—F 7T
2 | FESB L% Python MK,
-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
cx_Oracle
apache-airflow-providers-oracle
(m |
EHIFEXE
THSRRAMAMEY DAG BRIBERAH BETHABER.
1. EosRRP , BEEFN DAG BXNRAE . Hlw :
cd dags
2. BRTIEXRHEFANAS , UEXRERFETA oracle. py,
from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago
import os
import cx_Oracle
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion",version)
return version
with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hook_test = PythonOperator(
task_id="hook_test",
python_callable=testHook,
provide_context=True
)
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e RVA=HIBIN:: ¥

AER A A T EARMKE, B BFTAAEEXH plugins.zip.

TEMAKNE

Amazon MWAA €& @ Amazon MWAA HEfE2sf T/EE B85 /usr/local/airflow/
pluginst , # plugins.zip WRBMIZE . ERARE - EMEMEZENIRIE, THSRRPUM
HEBTAHEXFMENESR,

$2E Amazon Linux & S8 &

1. EZNGSRERFETSP , I2E Amazon Linux BESMEG | WEAKH TR, Hlm

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

EH SRR ALLIA bash 855, Bl :
bash-4.2#

2. &% Linux R4E3IERZ 1/0 3&HE (libaio).

yum -y install libaio

3. REBUAEHBUIETRESR, BABELAMERTHER : 1ib64/1ibaio.so.1, 1ib64/
libaio.s0.1.0.0. 1ib64/1ibaio.so0.1.0.1,

TERAFRER K
1. EABRE unzip EH. Bl

sudo yum install unzip

2. 3 oracle_plugin B#%k, im0 :

mkdir oracle_plugin
cd oracle_plugin
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3.

FEALLT curl a8 # Oracle Instant Client Downloads for Linux x86-64 (64 177t ) T
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip, https://www.oracle.com/database/technologies/

ERAEER

instant-client/linux-x86-64-downloads.html

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip > client.zip

B client.zip BR. Hlin

unzip *.zip

#£ Docker HEEUfE 3=

1.

B

EFNGFRRERS , BRIBTEK Docker B85 1D, 0
docker container 1s
LR TPRRAYUERFERSERE IDs, #i0 :
debc16fd6970
£ Moracle_pluginB & | # 1ib64/libaio.so.1, 1ib64/1ibaio.s0.1.0.0,
1lib64/1ibaio.s0.1.0.1 BREWMEAMinstantclient_18_5&RI K, HluN :
docker cp debcl6fd6970:/1ib64/libaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/libaio.so0.1.0.1 instantclient_18_5/
TR

Apache Airflow S BB FFHATHHERXERRF Python ERHAR, ERANKRENEIRELH.

T3 ERER A BRI MR XM 8 HIE X,

BRTIBABHHNAS , W ELEREESR env_var_plugin_oracle.py.

from airflow.plugins_manager import AirflowPlugin
import os
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os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]1="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'
Plugins.zip

THSRERPMMEBIL plugins.zip. LEHPNARATUEREMABHERANZHEUESHAE
—plugins.zipfE=,

BiE/EX B SHRE

1. EENHTRTIERP , BEF oracle_pluginB . Hln

cd oracle_plugin

2. ¥ plugins.zip #EB#Einstantclient_18_58 &, 0 :
zip -r ../plugins.zip ./
BB TRAFTEER

oracle_plugin$ 1s
client.zip instantclient_18_5

3. BKclient.zip &%, #im :

rm client.zip

B4 env_var_plugin_oracle.py &%

1. # env_var_plugin_oracle.py {ER#I¥E plugins.zip IR B &, Hlan :

zip plugins.zip env_var_plugin_oracle.py

2. &M plugins.zip RESZETYIERE :

env_var_plugin_oracle.py
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instantclient_18_5/

Airflow #HRE2 18

R EFE AR Apache Airflow v2 |
Airflow #HREEIH, HEE S TH#E

®RESR?
s THRUOMAELRESHF PR requirements. txt EER ELEE $HY Amazon S3 fFEFErf8 L & Python #
Qe

o THRRWMMELREHFE DAG BB -EZE Amazon S3 EFIFEFH dags ERRFIEHLEH
DAGs.,

« E—FTHRNMELEF PR plugins. zipER LEE PHY Amazon S3 TR E B IMEHE

554% Fi8core.lazy_load_plugins : False Apache
FSECHAREERA 2 FHARER,

:I:I'H :IJI'H

|2

£ Amazon MWAA £ DAG HE[E

Apache Airflow TAEZ& LA UTC+0 HERREME mBIRE (DAG). T 3L ERERBA MM EE Amazon
MWAA £/ Pendulum #1417 DAGsK B, & , ZAEBREBNMEY BIMMER | IBERRE
Apache Airflow BEZEHIEEE,

£

- WRE

o FORIGH

- BEVAEERXUEE Airflow BFEHHEFE

« E1I plugins.zip

- EIPIREEE

- BESR?
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[N

A AR EE ENEXBEFIEE Python 3.10 F#Y Apache Airflow v2 1 Python 3.11 H#J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRHF

FEEALEE ENEHIEAR  EFETIIERE

« Amazon MWAA IR3E,

S|
ERALERE EWEABREIITZERZRANTIT,
B SR SUBE Airflow B Frh 0B B

Apache Airflow 2ERBBE plugins B &P E1T Python BR. A TINBER K BUUBEEY
TERMEFE |, LUME TR Apache Airflow B A BEHEE,

1. plugins REMBATAHEREYEA NB&K , AREEE Bik, Hlm:

$ mkdir plugins
$ cd plugins

2. BRTIEXNBHFINAR , YEA#EFETS dag-timezone-plugin.py ERRFH

plugins,.

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. 1 pluginsB&d , BiUEA WZH Python BR__init_ .py. &Mplugins B &KEZELL
RUTRA :

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py
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1] plugins.zip

TOZRRALAEY plugins.zip, HWEFHNARTUEEMABEXN —EMESHAE

—plugins.zipfE=R,

1. EENGSRERRFERTS , EEE L —ELSBMW plugins B &k, Hi0 :

cd plugins

2. BfEipluginsB#&FHRE,

zip -r ../plugins.zip ./

3. plugins.zip LEEZEHK S3 #iEFrHE

aws s3 cp plugins.zip s3://your-mwaa-bucket/

gEHIENES

HERE DAG BITHI AR E (UTC+0) , HPIER B R Pendulum KIEXE , Python EXERTH
RAEFRFERE B R,

1. EowRRH , BEEFK DAGsH &%, fian :

cd dags

2. EBRTIEFNRELREER tz-aware-dag.pyo

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
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catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperator(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

)

3. ¥1TT% AWS CLI &% , # DAG ERIBIRBWHEFITE | REME A Apache Airflow Ul g5
DAG.,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI, BSWEEL tz_test DAG F WA BSEtz_aware_taskFWUATREA :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO
c', 'date']

[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

Running command: ['bash', '-

Output:
Mon Aug 1 12:00:00 PDT 2022
Command exited with return

®REIR?

- E—F THRUMELEFPAEplugins. zipER LEZE FH Amazon S3 RFEFEZE B /=
o

B I CodeArtifact L

MREEA CodeArtifact Z4& Python fBK 1% , Amazon MWAA EEERAPNZHF. BE
FoEF Amazon MWAA E# /TR 1ZE CodeArtifact f{12E , BAI LAER R EIIESEALE
FAPIP_EXTRA_INDEX URLZFFERRE o
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THEBRBPMMEIBBIECSE , ZIESBER get_authorization_token CodeArtifact API
BEEERERB R EMGEENFR,

£

- R

. SERIEH
BB

- BHRXE

- BRESR?

[T

&R LATE Python 3.10 A Apache Airflow v2 1 Python 3.11 RERA N EEMNEXNIEE . hitps:/
peps.python.org/pep-0619/

FORIRH

HEEALEE ELNEHIERT  £FETHIEE :

« Amazon MWAA IRiE,
« CodeArtifact f1ZE , B EEARERSRENMEAMN,

R

EETHEE CodeArtifact ZF I ASHE R E A Amazon S3 Amazon MWAA | ¥ BEHITABHFERT
HIFFT,

« codeartifact:GetAuthorizationToken E{E/LEF Amazon MWAA £ CodeArtifact #EEUET#E
o THEEREAEEINWEE CodeArtifact R FFFAI, BB BREN AP ERE ,
WIEEERHFEREFINHEE , E—SREEEEHHNFI

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}
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I CodeArtifact GetAuthorizationToken APl I2EEE sts:GetServiceBearerTokenE)
B, IRESERER |, EpipiBE CodeArtifact £ SEHEEERMLAFRAZE
. BEEREE CodeArtifact BFESEAEHEES , ARENBITACACKEARET
sts:GetServiceBearerToken , MR ¥ B R BRI Fr 5,

{
"Sid": "AllowServiceBearerToken",
"Effect": "Allow",
"Action": "sts:GetServiceBearerToken",
"Resource": "*"

}

P

T35 BRER A A I EH CodeArtifact F R B ED1E = 15,
1. BHTIHEXRHFNAE , LEFRBFEEFS code_artifact_startup_script.sh,

#!/bin/sh

# Startup script for MWAA, refer to https://docs.aws.amazon.com/mwaa/latest/
userguide/using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-@

# https://docs.aws.amazon.com/mwaa/latest/userguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"
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2. EEFZREESENERRK, EcpHFETAESRFER , BETHBLEEZNRETE. £
amzn-s3-demo-bucket MR BIEHEA.

aws s3 cp code_artifact_startup_script.sh s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

WA , Amazon S3 S H AR URL BEE :

upload: ./code_artifact_startup_script.sh to s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

FEESHRR , CNRESERDBFEMALHITESH,

®REIR?

. THRUNAERABRBESEBE b BiTENIIRE he section called “E AR BN IS,

o TERIMMAELEHIFHE DAG BRI LEZE Amazon S3 REEFEFEFH dags BB RHTIEH EH
DAGs,

« - THRUNMELESPEplugins. zipER ELEE FH Amazon S3 REFIFB ZE BT /MR
o

£/ Apache Hive #l Hadoop #3 HET /A EMER

Amazon MWAA €4 A AREplugins.zipZE /usr/local/airflow/plugins, ER AR
THMUEIFIEEENARS. LA, Apache Airflow BEREIBEE plugins BR KRB #HIT Python &
RENWARE , BEEARENSICRERY., TIEHHIFZEL IR Amazon Managed Workflows for
Apache Airflow 3R £ Apache Hive 1 Hadoop B2 HETABRERANS R , I EHMH 5T/
BRAM-#NEREER,

F&E

-« BE

. FRIGH

- HERR

- TEMAMNE
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- BEISNEHER

* Plugins.zip
- FHIFEXT

« Airflow #H5Ei218
- BRELER?

[N

& 7] LAE Python 3.10 £ Apache Airflow v2 1 Python 3.11 RER L EEN RN IEEF, hitps:/
peps.python.org/pep-0619/

FORIRAF

HEERAMER ENHEFREXS  EFETHEE

« Amazon MWAA IRiE,

AR
EA I B LAV A T FEEREANFTA,
=R

HECALEEEANSEMNRENE  FR TIEREREEEN requirements. txt. EEE—F T
R | 2B L% Python MK %,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

T EA UK

Amazon MWAA 27 &{8 Amazon MWAA R8s M1 TEE AR SR/usr/local/airflow/
pluginst , # plugins.zip WREHIMZE . ERARK - EMEMEZENIIRIE, TIHSRRPUM
HEBTIAEEXMENESR,

1. EGPERFERH  BEZLERI/NBEINNE &, Flw
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cd plugins

2. fEB TR Hadoop , filgn :

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. REETE Hive , B :

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. Eﬁaﬁo 15“&” .

mkdir hive_plugin

5. $AHY Hadoop.

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. #EHY Hiveo

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

BRI AEMER

Apache Airflow EEREBEHTI/HHERERKH Python BENAR., EARRENESTRREH.
T3IHERER A BRI MR XM HIRE X,

1. EENGTSRRFRP , BEE hive_pluginB &, i :

cd hive_plugin

2. BRTIEXNBEHLNAS , WEXRERFEFES hive_plugin.py hive_pluginB &+

from airflow.plugins_manager import AirflowPlugin

import os

os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]="'/usr/local/airflow/plugins/hadoop-3.3.0"
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop"’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin’
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ERAEER

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/

hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/

airflow/plugins/apache-hive-3.1.2-bin/1ib"

os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/

apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):
name = 'hive_plugin'

3. BETINFHNAR , MEAEFERES .airflowignore hive_pluginB&HH

hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

T 5 EERREBIMAEES plugins.zip. WEHIMARRTTAREMIMIER M Z

—plugins.zipfE=,

1. EENGSRAFRY  EEZE L —ESBRW hive_plugin B &, Hi40 :

cd hive_plugin

2. BfipluginsERKHHNAR,

zip -r ../hive_plugin.zip ./

i IR
THISWRB MR DAG RRBIUH B TR,
1. ESFRRT , BEEFR DAG BB EH. Fim :

cd dags

2. BRTIEXABHINAE , BEXEFHEFS hive.pyo

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

BHARE

Plugins.zip
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with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command="'hive --help'

Airflow #HREi2 18

MR EFEA R Apache Airflow v2 |
Airflow #HEERIE, EEE—F TH

®rELSER?
o THRINAEHEFFrequirements. txtBR LEZE FH Amazon S3 #FETEE L & Python 1

4R

o THERWMMAELEHIPIE DAG BB LEZE Amazon S3 REFEFEFH dags BRI RAIESHEH
DAGs,

— 5 7 BIAE L EF FEplugins . zipE R EEZE FMY Amazon S3 REEETE Z 5 BT /MIE
jo

554G Fi8core.lazy_load_plugins : False Apache
FSECHAREERA 2 FHARER,

:I:IH ﬂliﬂ

% Apache Airflow PythonVirtualenvOperator 23 B 5] /MBFE R

T 5 €5 5IFR 88 anfal £ Amazon Managed Workflows for Apache Airflow £
FPythonVirtualenvOperator BET/MBEX &4 Apache Airflow,

FRE

. 1

- FTRGRA

- ER

. ER

« BRINEHEXSEHIEXTE

* Plugins.zip
. EHIFENTE
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« Airflow #HR&EIH
. BESE

[N

& T LA ME At B _E R X AS S4B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 F#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEEALEE EHEHRIE  CBETIES

« Amazon MWAA IRiE,

R
ERALERE ENEXBEIITZEEZRANTT,
=R

FEFALEE ENEMERE , F8 THMHKEREEELN requirements. txt, EEE—FT
iR | FE2E L% Python FHK,

virtualenv

BRI AEERX RN

Apache Airflow BB FHTAHERXNER KR Python ERNWAR., KAHEXSEZMBE
FFPythonVirtualenvOperator SiEEMRE , FHE Amazon MWAA B, TIITRERERT
ABEXNEHELE.

1. EENGSRRFRHD , BEZ L —HFM plugins Bk, #Hi :
cd plugins

2. EHRTIEABHFNAS , LEFRERFHEFA virtual_python_plugin.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip

THSERERPMMET plugins. zipo

1. BEENHPRRFERS , BEE F—fvirtual_python_plugin.py®&& WHE%. a0

cd plugins

2. BffipluginsERRHPHAR,

Plugins.zip
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zip plugins.zip virtual_python_plugin.py

AR
TS BRI MAR T AFTHEERN DAG A,

1. EoTRT7P , EEEFK DAGC BEXBHE &, Hlu .

cd dags

2. EHTIEXBHINAS , LEAEFETFT AR virtualenv_test.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"
def virtualenv_fn():
import boto3

print("boto3 version ",boto3._ version_ )

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
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virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow #BREIE 18

R EFEH IR Apache Airflow v2 |
Airflow }HREEH, EEHE S TH#E

RELR?
o THRMAERES P requirements. txtEELEZE FH Amazon S3 REFETE KL ZE Python 18
Qe

o THERMAELEHITAE DAG BRI LEZE Amazon S3 REFEFEFH dags BRI RAIESHEHN
DAGs,

— ST RUNMENRESPEplugins. ziplER LEZE FH Amazon S3 EFETE LT E B /MNIE
10

F54% ¥¥¥core.lazy_load_plugins : FalseX Apache
ESREAERERRA 2 FHARER,

W W

A Lambda EZ A DAGs

THRXBEFIEHR AWS LambdaB B3R ELS Apache Airflow CLI £ , ¥ Amazon MWAA RiE
FHRAE@RIRE (DAG),

FRE

- 15

. SR
- MRkt

- BAIREH
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[N

I&T LA ME At B E R XSS B4 E Python 3.10 1Y Apache Airflow v2 #1 Python 3.11 H#%
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

T RIRAF
EEEARENEGH  E4A

o B Amazon MWAA IRIEEFH AN EREREFEEER
- FERAKFH Python B{TEREIREAE Lambda BKE,

(@ Note

MR Lambda ERE MR Amazon MWAA IREM AR VPC /|, A LIEFAE R
% AN, EALER | Lambda BB TAEFEZEMIW Amazon Elastic

Compute Cloud (Amazon EC2) CreateNetworkInterface API IREMEF T, &R LUEFH
AWSLambdaVPCAccessExecutionRole AWSS EBURIZHILETF AT,

S|

EEGFANEE LLWRERBEM , Amazon MWAA BIENETABEERFI F 88,
{fTairflow:CreateCliTokenEitE, ZEAILAEA AmazonMWAAAirflowCliAccess AWSZ EBUR
RENEFT

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "*"
}
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}

MEHMENR , 5528 Apache Airflow CLI BUER : AmazonMWAAAIrflowCliAccess.

MK

= ERE Apache Airflow v2 MIEFMRAEALKENGSES , TEEENNMEMKME. €A aws-mwaa-
docker-images % % Apache Airflow.

B

1. ¥ https : //https://console.aws.amazon.com/lambda/ BARL AWS Lambda &,
2. REEHBUTEEEZELZM Lambda BEH.
3. HEHEEL, BRTIEXE , U AENEREBRATIERXE !

« YOUR_ENVIRONMENT_NAME — Amazon MWAA RENE B,
« YOUR_DAG_NAME - &2 Z Nl i DAG B8,

import boto3

import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}
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conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()

data = res.read()

dict_str = data.decode("UTF-8")

mydata = ast.literal_eval(dict_str)

return base64.b64decode(mydatal'stdout'])

4. BEIE,
BEBRIFELER Lambda =24 W AR,
EERFLN Lambda 2B 2R IHF A DAG , FFEA Amazon MWAA £ EE8EFZRIREMN
Apache Airflow Ul , RE#1T T S E4E :

a. 7t DAGsEME L , £ DAG BEH K EIERIF B & DAGs,

b. ELXRHITT , MEZH DAG HITHRKERERL., BB LERERFELinvoke_dagH
RES NRIMEGERE.

c. HBREABT , BELXHMITRERD.

ETREB Amazon MWAA IRERILA DAGs

TR FIEEE L Apache Airflow CLI &, A& , EXHEEE — @ Amazon MWAA IRIEFEH
EEEIRE (DAG) , EFREH Amazon MWAA BRIEFH LA DAG.

FE&E

-« BE

- SRIGH

- B

- MR

- BXiEE

[N

B LAE R EE ENEXBEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 &y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TERMRAF
EEFAREE LNEABES  ARETIES
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- MEEELEMRE Web RIRESFEER Amazon MWAA IRE , BIEERBIINRE,
- LEZHERIE Amazon Simple Storage Service (Amazon S3) T A& 6] DAG,

AT A

EEFANEELENERNGEY K SRENITAGLBEEFTEIT Apache Airflow CLI HAIFFA .
B LUERE AWSEZ BB EAmazonMWAAALirflowCliAccessRIEBF I EFT,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource': "*"
}
]
}

MEHMET , 5528 Apache Airflow CLI BUZE : AmazonMWAAAiIrflowCliAccess.

MK

= E#B Apache Airflow v2 FIEMRAERLEXRES , TEEEANBMKM. F£A aws-mwaa-
docker-images R%& % Apache Airflow,

B

THRXFEGMRREEBNREFER DAG , LES —EREF WA DAG,

1. EREED , SEEFM DAG BB E %, Hlu :

cd dags

2. BHRHTIEXBHBINRE , Ui§HMAFA invoke_dag.py. & TFIERRAENER.

# 3


https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
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 your-new-environment-name - ZEW /A DAG HWHAIRERRE.

« your-target-dag-id - REWAZHMIRFEHRH DAG ID,

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. BITTH AWSCLI @ % , #§ DAG BREGTRRNRAFITHR , RRER Apache Airflow Ul 52
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. YR DAG RII#1T , B2E NWEKAFPWRBE LA THE Hinvoke_dag_tasko
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[2022-01-01, 12:00:00 PDT] {{python.py:152}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

B EWEIER DAG ENIFA , FEBEEFIRIKM Apache Airflow Ul , REHIT T IIENE :

a. 1= DAGsEM.L , £ DAG BEF K EE/IF B 1R DAGs,

ELR#TT , MERH DAG BITH B, HEEBLEREZFSBinvoke_dagift
BiEh WEFEHRER.
c. ERFEET, RELXHITEERS.

i H Amazon MWAA B2 Amazon RDS for Microsoft SQL
Server

I&TLAE A Amazon Managed Workflows for Apache Airflow E#£Z| RDS for SQL Server, T 5|34
X8 FE A Amazon Managed Workflows for Apache Airflow 31 £ DAGs HiE#HEZE Amazon RDS
for Microsoft SQL Server ¥ #1TEHM

£
UGS
. FTRIFH

« MMM
« Apache Airflow v2 JE4Z
- EIPIREEE

- BRESR?

[T

& T LA ME At B _E AR RS S5 #4 B Python 3.10 A9 Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html
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FORIRAF

HEERAMER ENHFEXS  EFETHEE

- Amazon MWAA IRE,

« Amazon MWAA #1 RDS for SQL Server 48R # Amazon VPC/ F#11T

« Amazon MWAA FfEiREEH VPC T2 B HEERE T FELR
» Amazon MWAA Z£EH#EH 2 Amazon RDS 1433 R EEEN B AR A
- A Amazon MWAA E RDS 1433 ZEEENE LR A

 RDS for SQL Server #9 Apache Airflow Connection & [ BR 5 BIF2 F 2 31 2 Amazon RDS SQL
Server ERIEMNEHETE, EiFE, FAEIBNER.

MR

EEFARGHNEGRRLE , FE TIEKERIEEEM requirements. txt. EEE—FS TH#H ,

nﬁ e Eﬁ ﬁ Python *E{K'Itil-o

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v2 E#5

WMRIEAE Apache Airflow v2 FERELR , FRE Airflow ERYH IS T HIR/ES

1. Conn ID : mssql_default

2. Conn & : Amazon Web Services
3. E#: YOUR_DB_HOST

4. REEHER

5. &A :admin

6. ZE:

7. EREIE 1433

8. EH:

TORIRE
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ERAEER

OIS

1.

2.

R TRRF , EEEFK DAG BABH B &, Hlm

cd dags

ERTHRNEEHNAS , BEFMEES sql-server.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",

gHIER
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mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperator(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqlOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqlOperatoxr(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server="'sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password="'<yoursupersecretpassword>"',
database="testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
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print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[Q])

select_query = PythonOperatoxr(
task_id='select_query',
python_callable=select_pet,
dag=dag,

)

drop_db >> create_db >> create_table >> insert_into_table >> select_query

RESR?
o THERUOMELRESHF PR requirements. txt ER LEE $HY Amazon S3 fEFErf@ 2 & Python #
Qe

o THEWM{AITE ML EHIFAE DAG ERIE LEZE Amazon S3 fEZEFE M dags BRI RETIE R EH
DAGs.,

« RREAHIESHANEM pymssql EIELEH,

- E—F T WRUMAEEA Apache Airflow 2Z BRI mssql_operator E4FE Microsoft SQL &R EH
#1T SQL BXB.

¥ {E A Amazon MWAA B2 Amazon EKS

T I &5 ;&3 20l 5 F§ Amazon Managed Workflows for Apache Airflow #& & Amazon EKS.
£ |

- BRE

. FRIGH

« B3 Amazon EC2 I N E 18

- BUES

« BlmwaamAZMH

« BY mwaa B ZENAE

- BB Amazon EKS EEH IAM A6
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« E1I requirements.txt #&3%

#3I Amazon EKS ) & 2 B 5

# 37 kubeconfig

E#3 DAG

# DAG # kube_config.yaml 38 ZE Amazon S3 #7iTHE
SRR I 5 3% 6 451

[N

B ARt EE LR BEFIHEE Python 3.10 B89 Apache Airflow v2 1 Python 3.11 1 #J
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRAF

FEFEARNEEPNES , BFETHIEE :

« Amazon MWAA Igi&,
» ekscll, ZEEH—F TH K B2ELZE ekscil,
o kubectl, ZEE—STH K F2ELEMNMET kubectl, EEEIERT , EEHE eksctl — &8,

o EZEIT Amazon MWAA IRIBW[EE M EC2 €i8%, EEH S TH K F2REINEAELE
¥,

® Note
ERER eksctlm Tl , BUNLEE --profile RIEEFERUNNERER,

E3 Amazon EC2 I NE £ i
FEATHHS , RENVNLELBHEBEINESE,

ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

ERE-STH K F2RENESRHNLEER,
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BURS

FATIHBSREBELESE, NMRECHREEENBITER  REFTANEFFELE , FRREBANE
HE, BXEEEY Amazon MWAA RIEVHEEEEHEVES., IR FHEBNE , IFEEAR
Amazon MWAA #5 Amazon VPC #8&# F#8k% . BUX B{BEssh-public-key , AFEEEANSE
W, BULERAMEBEESPRE Amazon EC2 WERE S , EE L Amazon MWAA RIERHEE 2
BHREIFHEE,

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

EREVEEFE-ERE, TRAE K SUURBEECRIEY , YEATHIHTRE IAM OIDC
R"—IEE

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

By mwaamBZ=E
BREECHIENLR , FEATYHSREIL Pod Win & ZEME,

kubectl create namespace mwaa

BUES 319



Amazon Managed Workflows for Apache Airflow EREEmR

B mwaa mMBZEENAE

BIMARZEE®R , 55 EKS EATHE MWAA TR ZEEHF#H1T Pod B Amazon MWAA EREEILA
ENACBERR, WREAFERATENGEZEER , 8 P80 mvaa IRABEBER-n mwaai &
o

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role
rules:

- apiGroups:

- "apps"

- "batch"

- "extensions"
resources:

- "jobs"

- "pods"

- "pods/attach"

- "pods/exec"

- "pods/log"
"pods/portforward"
"secrets"

- "services"
verbs:

- "create"

- "delete"

- "describe"

- "get"

- "list"

- "patch"

- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: mwaa-role-binding

subjects:

- kind: User
name: mwaa-service
roleRef:
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kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

HITTHHS , BEFACRTLUEE Amazon EKS #£5£., MREKRER mwaa , BEXEAEENSE
i

kubectl get pods -n mwaa --as mwaa-service

No resources found in mwaa namespace.

B E#E Amazon EKS EEH IAM A&

IBABERIN IAM At | REGEBEZT Amazon EKS (k8s) #5% |, MEARER IAM ETE D ERE.
HABEARBARSE , BREEMAEEAD API FEILEEFH,

5 FIEERA Amazon MWAA IREBE I FHH A EAmMazon MWAA #iTAG, FiB , BEE T FE
BEZEEDPFIRABER , BEETYIECK -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${MWAA_ENV_NAME}"
},
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"
]
},
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{

"Effect": "Allow",

"Action": [

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

}I
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"

]I

"Resouxce": [

"arn:aws:logs:us-east-1:111122223333:10g-group:aixrflow-

${MWAA_ENV_NAME}-*"

]
},
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sgs:SendMessage"

1,

B E R Amazon EKS #5£/ IAM &6 322



Amazon Managed Workflows for Apache Airflow EREEmR

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
]I
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"
]
}
}
},
{

"Effect": "Allow",
"Action": [
"eks:DescribeClustex"

1,

"Resource": "arn:aws:eks:us-east-1:111122223333:clustex/
${EKS_CLUSTER_NAME}"

}
1

BUAGZE  FWE Amazon MWAA IR |, MERERIMARRIITAGHNAG, BEEEAR
&, FREZEEANKRE, SUUEFT TERIATHE,

EHEE

- FERRMESL[ME Amazon EKS BREHAE ARNs FECHEE, MRFEZRFHELRBEAE , MF
=fEHA Amazon MWAA REEVHWRKEAE, EEE—DS TH , 528 aws-auth configmap F2
EREN ABELEE

« 18R IAM 88 Amazon MWAA RSB E , SEEZEEKRRBEEE , Hl0 Amazon EC2 , A%
EHNACNEEBREUFESTYIEE -
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

}I
"Action": "sts:AssumeRole"
}
]
}

BRE-S TR, F2RNAEE IAM £ BEAEEEE,

B 3 requirements.txt &%

HRERAAHPNEHENS , FEREEEKTIEP —BEREEENEE requirements. txto
ERE-STH , F2H L& Python MM,

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

37 Amazon EKS # & 25 IR &}

HEZETHHSHEIMNAEFER ARN , B Amazon EKS B3 &5 M5, # Region us-east-1
SFALEIVRENESE ., MKABH ARN , RRBRUEIRENHITABINK mvaa-execution-

role,

eksctl create iamidentitymapping \

--region us-east-1 \

--cluster mwaa-eks \

--arn arn:aws:iam::123456789012:role/mwaa-execution-role \
--username mwaa-service
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#1] kubeconfig

FATHWmHREL kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

MRBEAITRHEA S EREREupdate-kubeconfig , AIEERERFTIEZE kube_config.yaml #E%R
B env:[EE , MEHEE Amazon MWAA #EEIER., BEEEM , FH BRMBRTIIEE , REFRET

—~

|/

env:
- name: AWS_PROFILE
value: profile_name

B3I DAG

FERATHEXFEHIZREIL Python iR , #1200 mwaa_pod_example.py DAG #Y o

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
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ERAEER

'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),

'provide_context': True

dag = DAG(

'kubernetes_pod_example', default_args=default_args,

#use a kube_config stored in s3 dags folder for now

schedule_interval=None)

kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator/(
namespace="mwaa",

image="ubuntu:18.04",

cmds=["bash"],

arguments=["-c",

labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",

get_logs=True,
dag=dag,

is_delete_operator_pod=False,
config_file=kube_config_path,

in_cluster=False,

cluster_context="aws'

)

# DAG # kube_config.yaml #1#8 % Amazon S3 174788

#4423 I ) DAG # kube_config.yaml KA Amazon MWAA RIEH Amazon S3 f#FETEE,
A LAEA Amazon S3 £ A AEERMAFIFZEE AWS Command Line Interface,

% FH 3 i 5% 5 451

£ Apache Airflow # , BRI &8 , AR B XEH,
FRINATE TR 2% , BEA TS5 REE Pod :

kubectl get pods -n mwaa

RS E LT PR B

# DAG # kube_config.yaml #1388 % Amazon S3 f#FirEE

326



Amazon Managed Workflows for Apache Airflow EREEmR

NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

RE , BAULMER T 5T REME Pod MEaH, #EBERRAL—EdTEENE

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

{FF B4 ZE Amazon ECS ECSOperator

AEBERBAWMAER # Amazon MWAA ECSOperatoriE#ZE Amazon Elastic Container Service
(Amazon ECS) &8, ETHLZRF , LS HELENFAIRNRENHATAR, £ CloudFormation
A Amazon ECS Fargate & & , EREV Y HEEREHREEN DAG,

&

TS

. FRIGH

« B3 Amazon ECS &

- BRI

[N

B LAME R EE X BEFIFEE Python 3.10 1Y Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3, https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

FORIRH

FEEALEE ENEHERAT  £FETIIERE :

« Amazon MWAA IRIE,

S|

. BIRBNPITABTEENT , T AT Amazon ECS B#TERK. BRI LUE AmazonECS_FullAccess
T AWSEBREEZZNHTACL , BT TR SHEZZTENATAE,
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"Version":"2012-10-17",
"Statement": [

JSON

{
{
},
{
}

1
}

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"

1,

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [

nmgn

1,
"Condition": {
"StringLike": {

"iam:PassedToService":

"ecs-tasks.amazonaws.com"

« BRT FTI81E Amazon ECS H#ITEKFIENEFRI 25 |, BEABEEH Amazon MWAA Si1TAEH
#9 CloudWatch Logs BURRIR, , S A FFFE Amazon ECS F# B8 , W T~ FTR. Amazon
ECS Hi#E&#H 2 H CloudFormation E4<4f H1% the section called “E 3 Amazon ECS #5&7,

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",

#
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"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

% Amazon MWAA #{TA U R IMEEBRNFMER , F2H AiT8E,

s

3 Amazon ECS #£&

£ T % CloudFormation &7 , #&#&# & Amazon ECS Fargate # 5L EHE Amazon MWAA ITER
BER, MEFMEF , 5528 (Amazon Elastic Container Service BiZ¥ A B3 ®E) FHEVEKE
Fo

1. FEATIHENBEIL JSON ER , UEHFETF A ecs-mwaa-cfn. json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
1,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MWAA."
},
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",
"Description": "Select at least one security group in your selected
VPC, as used with MwWAA."
}
},

"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
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"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"

}
}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

iy
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

},
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"
},
"Cpu": 2048,
"Memory": 4096,
"NetworkMode": "awsvpc",
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"ExecutionRoleArn": {

"Ref": "ExecutionRole"
},
"ContainerDefinitions": [
{
"Name": {

"Fn::Sub": "${AWS::StackName}-container"

.
"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/

amazonlinux:latest",
"PortMappings": [

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {
"awslogs-region": {
"Ref": "AWS::Region"
},
"awslogs-group": {
"Ref": "LogGroup"
I
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

.
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"
.
"Cluster": {
"Ref": "Cluster"
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I
"TaskDefinition": {
"Ref": "TaskDefinition"

.
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"
},
"SecurityGroups": {
"Ref": "SecurityGroups"

2. EEMHSRTRFERHR , FATH AWS CLI i S REMLFWHE, BNEH
SecurityGroups#l EEU{SubnetIds® Amazon MWAA IRIEZ £ B E M F RN E,

aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=your-mwaa-security-group \
ParameterKey=SubnetlIds,ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

®E , BALUFERA TS shell S, EFBEMFEA get-environment AWS CLI s SHEEURIR
BLREFENFRENSLEE , ARNEERRHE, BEHTESE , FRTTIEE

a. BERIESE 6 YAESEREAE CloudFormation Ei4ecs-stack-helper.shi#EH B
#%.

#!/bin/bash

joinByString() {
local separator="$1"
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shift

local first="$1"

shift

printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)
securityGroupId=$(echo "$response" | jq -r

' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r

' .Environment.NetworkConfiguration.SubnetIds[]'))
aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \
--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \

ParameterKey=SubnetIds,ParameterValue=$subnetIds \
--capabilities CAPABILITY_IAM

b. FRAUTHEHITIESE. i environment-namef Bfstack-name BEEH .

chmod +x ecs-stack-helper.sh
./ecs-stack-helper.bash environment-name stack-name

MR , BESELUTERH CloudFormation & ID ByEH,

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"

}

CloudFormation & I AWS #iZE Amazon ECS EiR#% , B A LAE M M & DAG,

BB

1. FAB&STRER K RARBEEEFH DAG BXABHE &, i :

cd dags
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2. BRTIEXNGEHANAS , WESKERFEFS mwaa-ecs-operator.py , ARERAEHFH DAG L&

% Amazon S3,

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides": [
{
"name" : CONTAINER_NAME,
"command":["1s", "-1", "/"1,
},
1,
},

network_configuration=service['services'][@]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
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awslogs_stream_prefix=f"ecs/{CONTAINER_NAME}",

(@ Note

£ &1 DAG #F , 1 awslogs_group , BAIREEEFE A Amazon ECS £ B
BHENEBRIENBFFE, LHEPIHREREAR AR Hmnwaa-ecs-zero, HRN
awslogs_stream_prefix , & A Amazon ECS ¥ B#EERFH, WEHHRERARE
BRFHE ecs.

3. HITTII AWS CLI @87 , #§ DAG BERIERBNREFITR | REFEA Apache Airflow Ul g3
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WRMKI , BEE ecs_fargate_dag DAG AH ¥ Hifecs_operator_taskHEESEMUT
g -

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/"'131}

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO - ECS task ID is:
e012340b5e1b43c6a757cf012c635935

[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO - Starting ECS Task Log Fetcher
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] total

52
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
lrwxrwxrwx 1 root root 7 Jun 13 18:51 bin -> usr/bin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
XI-X 2 root root 4096 Apr 9 2019 boot
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 5 root root 34@ Jul 19 17:54 dev
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 1 root root 4@96 Jul 19 17:54 etc
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Apr 9 2019 home

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 1lib -> usr/lib

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Jun 13 18:51 local

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Apr 9 2019 media

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 mnt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 opt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 103 root root @ Jul 19 17:54 proc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xzr-
x-\-\- 2 root root 4096 Apr 9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 8 Jun 13 18:51 sbin -> usr/sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed
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B Amazon MWAA £ dbt

A EFERE A4 B Amazon MWAA £/ dbt 1 Postgres, £ FHIS B S | SISHB L ERNHEKES
B requirements. txt , WS G dbt BR - EEEIREM Amazon S3 fFEFETE. AR, BB
FAgi5 DAG KE#FE Amazon MWAA E REM kM , B A BashOperator R#4T dbt BE,

£
G
- SRR

o MM
« # dbt X F{&EZE Amazon S3
- £/ DAG BRE dbt KM ZE

« {5/ DAG #1T dbt EEE

TN

i&T LA ME At B E _E R XS S4B Python 3.10 Y Apache Airflow v2 #1 Python 3.11 H#Y
Apache Airflow v3. https://peps.python.org/pep-0619/ https://peps.python.org/pep-0664/

TORIFRAF
EEAUZRTISRZH , LHBEETHIER

« £/ Apache Airflow 2.2.2 BR#) Amazon MWAA IRiE, HEFISRE , A EA v2.2.2 #THIE, &
AREEE(S & B , LAEEfth Apache Airflow iR A ELFE A,

o Eifj] dbt EER, ZEERKBEA dbt BE Amazon MWAA , EAIUEIT 9% , I {# dbt-labs GitHub f#
FEESE dot AFIEZR, GitHub

MR

& E % Amazon MWAA E2 dbt #EELER , B THRBIECIBHEERNIRE, EEH - TH
2B A Amazon MWAA & ARKEIIE S8,

30

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" !
then

"worker" 1]
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exit 0
fi
echo L n
echo "Installing virtual Python env"
echo L n

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version
echo "..."

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

e Poccooooooooooooooooooosoosooos "
echo "Activating venv in"
$DBT_ENV_PATH

e Pocccoocooosooosooooooosooooooo "

source dbt-env/bin/activate

pip3 list

echo L n
echo "Installing libraries..."

echo L n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm - "
echo "Venv libraries..."
echo N o o e o e e e o e o e e e e e e e e e e e 2 n

pip3 list
dbt --version

eChO L "
echo "Deactivating venv..."
eChO L "
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deactivate

ETHRE S , 48 LE dot EE B #ZE Amazon S3 , #1917 DAG , LAERFE Amazon MWAA & E
RINZEFTER dbt MK M,

#% dbt &R &% Amazon S3

EEH dbt EXRE Amazon MWAA IRIBEBEFEHR , £ULUEREAZERB & LEERENdagsERIK,
BRREEHE , Amazon MWAA €1 dbt B8 TEHZEXRMusr/local/airflow/dags/ERRK,

7% dbt EE E{EZE Amazon S3

1. BEEHEH dbt AFERMNE &,

2. #1TT %] Amazon S3 AWS CLI command , £ --recursive ZBLUEEF RN EEERBTER
BBIRIENdagsERIR, MPEEILRA NFEBEHKIbt , TANFE dot ER, MR FEKERE
£ ERERSRRIREER, MEFSEIFNEH, TP EEELBEAPIERN dbt B
8T B %,

aws s3 cp dbt-starter-project s3://amzn-s3-demo-bucket/dags/dbt/dbt-starter-project
--recursive

BRUEHHERTFEREATRNER , £Rdbt B HFEMZE dbt R,

£/ DAG BasE dbt FHikEL#

T %I DAG £/ BashOperator#l bash @55 RERFE Amazon MWAA ZRARERINZ S FIEEMN dbt 4
fktErequirements. txt,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --version"

)
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AT THBMERFEUER B |, YR ERE dot REAMKM.

1. EBEZE Amazon MWAA 2 & |, ARR T ARRFEFIERE Open Airflow Ul,

2. 1£ Apache Airflow Ul £ | ##/7EE#HS# dbt-installation-test DAG , A% Last Runi#
FiEiE H UG R — B IER.

3. FEABFHEE , EEbash_commandEHARBES AT EEFMAEN.
4. BEHFUBBIIKAG K AZBRBAFZRERIIERME FHEEH dbt ik

Krequirements.txto

5/ DAG #1117 dbt E=R

T %) DAG {8 BashOperator#§ EE%| Amazon S3 #J dbt EEMA#usr/local/airflow/
dags/B#EHEITTEA/tmp B #& , REHIT dbt BER, bash P ERIZB A AP dot ERdbt-
starter-project. RIBEXZRAHEN B BB NB HEBE,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/activate;\

cp -R /usr/local/airflow/dags/dbt /tmp;\

echo 'listing project files:';\

1s -R /tmp;\

cd /tmp/dbt/mwaa_dbt_test_project;\

/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\

cat /tmp/dbt_logs/dbt.log;\

rm -rf /tmp/dbt/mwaa_dbt_test_project"
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)

AWS ZREIE M ERE

« £/ Amazon EKS H Amazon MWAA for Apache Airflow v2.x
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Amazon Managed Workflows for Apache Airflow #R{EE

AIE5E R E A Amazon Managed Workflows for Apache Airflow BF 2 HH REEK,
FrE

« Amazon MWAA E Apache Airflow B 3XBEFAR

- £ requirements.txt FEIE Python MM

Amazon MWAA £ Apache Airflow BIZXBEFR

A EERA WA EF F9& Amazon Managed Workflows for Apache Airflow 3RIEHI %AETE Amazon
MWAA £ Apache Airflow #H 88818,

AEN
« ¥18 Apache Airflow #H 58818
+ Apache Airflow HF285

* Parameters
- Rl
- DAG BRI
* Parameters
- DAG fE%
» Parameters
- £%

» Parameters

#7118 Apache Airflow #HRE1Z I8
FERATIREF Airflow #HRER IR ZENIRIE,
1. 7£ Amazon MWAA & FHEBUREEE.
2. BERE,

3. EERE.

4 igE-F_io
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5. 1E Airflow #HEE IR B & iR FHTIE BTHAE,
RTNNBEPRBHEEBY@MAE , @A HFTHEREL @ AR,
SHHEERENSEARE | BIEFIEEITHERE,

BIER

© N o

EEE—STH 6 F2HB £ Amazon MWAA EfEF Apache Airflow fEREI®RIE,
Apache Airflow HEF2 25

Apache Airflow HEFZ85 2 Apache Airflow Y80 tif. BEREERHYEIRE AT By IE 4T DAGs MBERRER.
% Apache Airflow BERZ2s ARV EFIHEFA , 552 R Apache Airflow X #E L £ B T ERHERZ 85 3EE o

Parameters

A EIER B Apache Airflow HEF285 (Apache Airflow v2 FIEEHTARAR ) ATAMERZRER EERARM,

Apache Airflow v3

Configuration

celery.sync_parallelism

Celery Executor AR E ST AMRENEFE
B,

TERRE : 1

scheduler.scheduler_idle_sleep_time

HEiEeR NiERE, PIEE DAG EREE B
EEVE

TEERE : 1

(i IEES]

& AT DA A 1tk TR 2R PR 5l Celery Executor
FERANRER , U LTyIER, RIEFER,
BEEREA L1 , U LEEEBARINE
CloudWatch Logs KFE& £ 53R, ASERER
OXRTEARABENER , BEXIEHKH
SRR E R

A LA A R TR R R BERR 2R By CPU A
B , FEREINHEREERTE ST A HEE DAG 4T
BRERENRRE., SRATIES , AR
ERTRPHITHATINEE, ENLES
#¥H dag_processor.parsing_proce
sses Apache Airflow v2 F1 Apache Airflow
v3 T IRIEFEITHHIRESRHTREIE. B

AT LUR A BERE 2RS4 DAGs A E |, 38N
DAGs 1£ Web fAliR2z P EAFTFERI R,

Apache Airflow HEF285
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Configuration EdEESY

scheduler.max_dagruns_to_create_per_loop O LAEARE | #FHREADHRESS TERE
# DagRuns (B LR , EARERERHN

AEEYRES BB, B DagRuns By EE,

DAGs B LR,

FEEX{E : 10

dag_processor.parsing_processes BRI ERMEE | RO RS TEITHT

oy _ L &4 DAGs MEEFH B REKER. MR
BEREES W LA 1THI1TUAHERE DAGsHI TR BB DAG E‘U*ﬁ%%ﬁ&ﬁ%ﬁliﬁ , E%f@ﬂ%lﬁt%ﬂif—ﬁﬁ

° BK, BAERENREREH vCPU FHEH
TR : £ (2 * number of vCPUs) - 1 B mRE—STH FSE R,

Apache Airflow v2
Configuration ARG
celery.sync_parallelism & 7] LAE A Itk T SR BR %l Celery Executor

ERANER , U LETHER. RIFHEEE,
Celery Executor AR EFEBEARENEFE EeLEA 1 LIS AESNASE

= axX B
Ho CloudWatch Logs B4 8538, MEBRER
T - 1 OETREARARBNER BESHIER

sl I REE BB

scheduler.idle_sleep_time &R LA A b TR R ik HERERR £ /Y CPU A
i o B , FiERBINHEREESTE S A REE DAG 4T
RS HEL MEBDACERAECEN  eamumumE. BRAGFIES LR
ERPR EHTBRUTHEATFINET, WLER
FERE - 1 # A scheduler.parsing_processes
Apache Airflow v2 #1 Apache Airflow v3 1
REPHITHEHESRSHTREE. ETUED
HERZ 2R 4T DAGs WA E |, I8N DAGs
Web fal R85 PEAPTER B
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Configuration EdEESY

scheduler.max_dagruns_to_create_per_loop O LAEARE | #FHREADHRESS TERE
# DagRuns (B LR , EARERERHN

AEEYRES BB, B DagRuns By EE,

DAGs B LR,

FEEX{E : 10

scheduler.parsing_processes BRI ERMEE | RO RS TEITHT

oy _ L&A DAGs MiEF8 B REHRE IR, MR
BEREES W LA 1THI1T UABERE DAGsHI TSR DAG %U*ﬁ%%ﬁcﬁ%ﬂliﬁ , E%f@ﬂ%lﬁt%ﬂif—ﬁﬁ

° BK, BAERENREREH vCPU FHEH
TR : £ (2 * number of vCPUs) - 1 B mRE—STH FSE R,

BR 5

RERARBERNARSBEEEBRIR S,

scheduler.parsing_processes, scheduler.max_threads ( {£BR v2)

RIBEERNEME vCPU RFFRMERTHE. REFINIERLAELRE —EHITHE. MR
BT KRHREE , S ERMREERN, fli0 , XKBEREWHESRES 4 8 vCPU Fargate
ABEHTER. ERTHTHE/TEBLRES  THARHMER. EHEHR  MEHTESRAN
&l vCPUs , B EBEEES A K — M8 vCPU, &% scheduler.max_threads ( ER v2) FIEEHN
& , Hscheduler.parsing_processesA SR RIEFRITRHWETHESE , TR :

« mwilsmall- FEEBEMEFNIFATHE. RENAITHSRBEHRESR,
« mwil.medium - FEBBHMEFHNINITHE. REENBITHESRBHBIRESR,
« mw1large - T HEEBHEMEFN7HITHE. RENBITESREBIRESR.

DAG &%} 3k

Apache Airflow HF22S 2B R EFIREFDAGs ERK, EMEBEplugins.zipfER , RIS
Mairflow. EABIRINH Python (. py) R, A& , EAELER Python DAG ¥4 # &k A DagBag
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o, UHERRRERER  REFTEHEMLEEE. BERERRTESEMTITH DAG ¥4 , 8
EETAREERIN

Parameters

A EiER A DAGs (Apache Airflow v2 R EFMRA ) A ANMAREREREFERRG,

Apache Airflow v3
Configuration EAEEY]
dag_processor.refresh_interval O LAGE LR E | FEIRIE AT DAGSH &

RENER. WREE PIEIREEITE

MBI ~ B 22 g Ty =
BRI DACSREFAERHODH. Btotal_parse_time metrics , BE&

I - 300 B BintE , ETAERRE A DAGSERKFH K
EERFE
dag_processor.min_file_process_interval BT LAE LR IE | iEIB I InEE AR RS E AT

DAG 2 M HHNPBRBRER, fim , MR
PERRHAT DAG R DAG ZHHBDR. e wiEse , BG4S 30 BEH—K DAG
S 30 % R, AMRBCREBTRES  UHOR
%EHX : 30 */
H % CPU AR,

Apache Airflow v2
Configuration 5= A =4
scheduler.dag_dir_list_interval B LAE A LLRIE | EBE NI DAGSHE

RENER. WREE PIEIREEREIHE

PAZE IR N B 22 g By :
BRI DACSRA R BRIV, Btotal_parse_time metrics , BEJEE

| - 300 B WA , EWEERE A DAGSERRHFH K
EER.
scheduler.min_file_process_interval EAI AR MR IE | BRI INEERE R SIAT

DAG 2 BIS MY BIRBRER, Hl , R
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Configuration EdEESY

HEFZ 25347 DAG M Bk DAG EFEIFEL, BIETE WE30 , BlgS 30 I —IX DAG
. . EX, BMAZSEBLEFRES , UBPIR
FEER : 30 ® Ay CPU AR,

DAG g%

8% Apache Airflow BFfEE5 BB —3F2 , EZATEE DAG 18X LU HEE

DAG Python ¥4, 7£ Apache Airflow v2 M EFMAF | HEEES SR I

5% @Z##EF. scheduler.min_file_process_interval (v2) 5
dag_processor.min_file_process_interval(v3) RISEMNM BALELEIR , FREBE X HTE
BEEZR.

Parameters
AREIEREA Apache Airflow DAG # % (Apache Airflow v2 R EFhAS ) TfHARNEREREREFERARH,

Apache Airflow v3

Configuration EdEESY

dag_processor.dag_file_processor_timeout BRI LAE A i IE | FEiB 8 i DagFilePr

= ocessor & Z BT E M IF R REBEHEIR. W
DagFileProcessor &R DAG ER 28IV BRI DAG BE AZHBIRE BHEs

% AT ITDAGs , BB T B MILE.,
R 50 %

core.dagbag_import_timeout BRI LAERALEE |, #EHEEA Python B
- LAHEE DAG #4485 |, S8 inBERE SRS 2 Bl

A Python 232 ATRIR B R SRR R, R AR s

JEL - 30 R 288 Ol W —XoEREE , BHEEE D

® PIEEEMEJag_processor.dag_
file_processor_timeout o

core.min_serialized_dag_update_interval
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ERAEER

Configuration

EHEREFFI Y DAGSH RN H,

¥85% 1 30

core.min_serialized_dag_fetch_interval

ECH A DagBag ff , ft BRI EE R EHEIF 5
1t DAG MW &,

JEER{E : 10

Apache Airflow v2

Configuration

core.dag_file_processor_timeout

DagFileProcessor R EEIE DAG &R Z Bl
BH.

FEER : 50 B

core.dagbag_import_timeout

EE A Python &R 2 BTV &,

JEER : 30 B

core.min_serialized_dag_update_interval

ERRM

ERILAE R LRE | EREMEREFFHIL
DAGSEH EZN W BREBRER. MREFKX

£ DAGs Si#E51 DAGs , = EE itbE.

FEE DAGs 5t , BNt E R HEERs
BERENEEH,

IRATLAE A L IR |, FEIR I N E #TREEE ML
DAG B RREBHRER. BELEAR RiEE
#{Bcore.min_serialized_dag_upd
ate_interval |, LREERE "BAL X
R, FEE DAGsF5IML , i ERDE 2 Web
FRENERENEH,

i IEESY

SR ET LAGE A kiR 18 |, 3EiB 8 i DagFilePr
ocessor R Z BIFTE M B R E IR, W
RE7E DAG REHFHEERE , ERRE
B AT{TDAGs , BEZIE L E,

BRI LAE A LLEE |, EHRAEE A Python BR
LAKEER DAG Y4485 | B INHEE SRR IF 2 7l
It BN RRERERER. HERESHAH
22 TEE. W—HMoRE , BEXEITED
M PIEEEMECcore.dag_file_proc
essor_timeout o

IERSMERLIEE | EBENEREFFIL
DAGSEH BN W BREBRER. MRER/KX

DAG %
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Configuration EdEESY

FHERESF L DAGSH &N EL E DAGs SEHH DAGs , BEEIEMLE,
o BEE DAGs F 5t , B intkE AR 2> HEfZ 28

il 2 S0 AR EHER.

core.min_serialized_dag_fetch_interval IRATLAE A L IR |, FEIR I N E #TREEE ML

DAG W BRENER. ELEAR PEE

W{Ecore.min_serialized_dag_upd

ECH A DagBag ff , ft BRI EE R EHEIF 5

ft DAG B M. ate_interval , LBREERE TEA, &
FERME - 10 £, FEE DAGsFHIL , @it E R4 Web
ARFNERENE S,
F7&

Apache Airflow HEf288 ¥ T/E& MBS R FFIMBUHTINETR . SRR ERTEREHENIITER
BIACHERE, BITREEE Fargate WHIESRAR LHT , EEEHRHATS | A HAMESR
ERCHATI., ETHRERTER  STIPIEEH  LHRERE/HTH , ARBBEBR
BRI, SERESELSRIHAR.

Parameters
A EiER A Apache Airflow E7 0] ARV BB 18 K% H i A R H,

Amazon MWAA BZE N FEEREIRIES LL## 18R,

Apache Airflow v3
Configuration EFZES]
core.parallelism BT LAfE A LR IR | 3EIB I8 0T [ B TRYE

_ BHTERBERERER. BEENELERAR
E.TEJE Running %%{EI‘J1{Z§$}1?T1EIE%§QEJ: E.I-FEI'VE%E’}]%&%;’ELXI{/E%E@{E%%JEO ﬁ

o MEBREAEEEIABIHEE THTH,
FEE% : B8 BREERE (maxWorkers * % 7L RER , TRERE,

maxCeleryWorkers) / schedulers *
1.5,
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ERAEER

Configuration

core.execute_tasks_new_python_interpreter

SRIE Apache Airflow & EIBEFIHITRERF
NE T HH Python T2F KRBT

JEE% : True

celery.worker_concurrency

Amazon MWAA SZ B ItLZIER Airflow E 2R
ZH#  DUERICEEAEEDER THN—

Do

JE5%  TEA

celery.worker_autoscale

THEENERAT.
&

e mwil.micro-3,0

* mwi.small-5,0

e mwil.medium-10, 0
« mwil.large-20,0

« mw1l.xlarge-40, 0

« mw1l.2xlarge-80 , 0

Apache Airflow v2

Configuration

ERRM

REA BTrue , Apache Airflow S E¥ 5
BHEXMMHNEERB AN Python BF
LAMEZR I AT

HAHHAHHAHHAHHARH

B LAEALLRE | BRRS TEENE

FminimumETmaximumBREBHRER, TEHE
BZEZRENmaximumETER , ERED
BRAERTLIER M. MREHHERRREE
EHNER , EHSIENAK. RAEZISL
BER2FLAERZEREIE , FERBERDAH
PRTERE , UATFESRTKEZNERE,

ERRM
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ERAEER

Configuration

core.parallelism

A EA Running MENTHEHTEREE L
PR,

¥E5% : BIE BHREERE (maxWorkers *
maxCeleryWorkers) / schedulers *
1.5,

core.dag_concurrency

AFFAEE DAG ERATHNERATEER
B

o

FE&E% : 10000

core.execute_tasks_new_python_interpreter

RIE Apache Airflow 2 & E BRI HITREF
RE M Python BB FRIATER.

JEEX : True

celery.worker_concurrency

Amazon MWAA 2Z B ILiEIER Airflow &7
ZH  UERIEEFAEBBER T4 —

Do

JEER T EA

ERRM

SERLAE R IE TR | EIB 8 0 W] B 1T RYAE
BoTRERERERER. EENELEAR
TAIEENHERNIEENEIBEE, B
MEBERFEEIREABFE "HITH.
5 "7, RER , B UE.

BRI LAE A EIE | FEBE AR RREHATRY
BT ERBERERER. Hlm, WRE
£ 100 EEHE 10 BFEITEKDAGs , MR

2ErrE DAGs ER#1T , RIATUGTERKF
TRE  SUAIEERERN FHIEEE
H#ZEcelery.worker_concurrency
HBERLL DAGs B &,

RES BTrue , Apache Airflow EA§E¥ 4\
PR EFHER AN Python BF |
L@ S L AT

HARHAHHARHARHARH

%

351


https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#parallelism
https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#dag-concurrency
https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#execute-tasks-new-python-interpreter
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/configurations-ref.html#worker-concurrency

Amazon Managed Workflows for Apache Airflow

ERAEER

Configuration

celery.worker_autoscale

THEENERAT.

A

mw1.micro-3, 0
mw1.small -5, 0
mw1.medium-10, 0
mw1.large - 20 , 0
mw1.xlarge - 40 , O

mw1.2xlarge - 80 , O

EIEESY

B LAEALLRE | BRRS TEENE

BminimumItEfTmaximumBRBHRER, TEH
BZEZHRENmaximumiETER , ERER
ERAERTUNERM. MEEKHERFRE
EHNER , EHSIENAK. RAEZISL
BEEFAERZEREK , FE2BERL A
PRTERE , UAHEETKESNEE,

£ requirements.txt FEE Python FHAc%E

AR EHRBAWMAIE Amazon Managed Workflows for Apache Airflow I:R3EM requirements. txt 1
RhZHEMNEE Python fEHAKM,

o

o {#M Amazon MWAA CLI 2 #2815, DAGs

« 5/ PyPi.org EREREX L8 Python HKM

+ JEIF— : Python EHERE|FH Python MM

« JEIEZ : Python wheel (.whl)

« 7£ Amazon S3 REFETE L/ plugins.zip &R

« fEH URL EFEER WHL %

« % DAG E3 WHL g%

« BIE= : EEEFE PyPI/PEP-503 A7 E _L#Y Python A4k

o £ Amazon MWAA =& LA RS

+ 7£ CloudWatch Logs 2 & L ZE AR

+ 7£ Apache Airflow Ul 72 EU$EER

B Python AR
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« & A Apache Airflow

- #iflrequirements.txtZ 4l

£ Amazon MWAA CLI AR BIE DAGs

- WHYRME (CL) AARXEEARMERE Amazon Managed Workflows for Apache Airflow IR,

« CLI E7EAHEBE LR Amazon MWAA £ EMRH Docker B &, BRI LR ©REITAH
Apache Airflow IRiE , UEZFEF] Amazon MWAA Z BiBIE #8158 DAGs, BT IR R M4k
f,

« ZEHT CLI, 28 GitHub £ aws-mwaa-docker-images,

£/ PyPi.org ERERENZE Python A

T —HEiFRBARIR PyPi.org FERERZE X LK Python KM REH o

EIE— : Python E4ERE|HH Python F# M

T — R A MATE requirements. txt ERFH Python EHF51ETE Python #4kE,

Apache Airflow v3

1. EFXREAR, T2 requirements. txtERH , RBHMEHMERE  USKE4RH
IRAK EREMEES. BEEHIT Amazon MWAA CLI 2R , B2/ GitHub L& aws-mwaa-
docker-images,

2. ¥E Apache Airflow EHEE/ BB, & EFE Amazon MWAA £ % Apache Airflow v3 21
EHBE | EF2H GitHub #8348 LA aws-mwaa-docker-imagesrequirements . txto

3. FERHIGRGRIAN, EEEREIRITIE Apache Airflow v3 FRIEH BRI {5
ffrequirements.txt#E=. Apache Airflow PR HI{R 41 REHEE Apache Airflow B1TEFA]
RANREERAE,

ETHEH|F |, 3 {environment-version} BRBEIRENRARE , A& {Python-
version} X BEBIRFEME BRI Python MR,

MNFEARFIE Apache Airflow FRIFHAH Python IRAKEF , 52 E Apache Airflow FRZ,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

£ Amazon MWAA CLI A A2 8I5 DAGs 353
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MERFFFER Y Eixyz==1. 0EH4HEREPHHMEHTMEE , pip3 install &%
BFLEFAHEANEXNERRIENIRE, MRETAEGNLEKREK , B L CloudWatch Logs
¥ FE B 5B R P FEUEE Apache Airflow Tt ( BEfE85. TEER Web fAARES ) BVEEERH
. MERAFEBAEMNFMENR , B2/ the section called “ZEL Airflow B,

4. Apache Airflow E#, FBEHEINEBMEEX (==). EEBRLHEBZEBERRRENE
HLREELZHRES,
apache-airflow[package-extra]==2.5.1
5. Python XX E, 7£ requirements.txt BRHPFEEHBBANRAE (==), EFBRBLE
PyPi.org RERHWEAREFHBBHEA.
library == version
Example Boto3 # psycopg2-binary
I ETHIEH R8Tz A, boto 1 psycopg2-binary F2\E&2 & Apache Airflow v3 B E AR &8
F, FEEHrequirements. txtiERFHIEE,
boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6
MREENERRZBRAE , Amazon MWAA 1 PyPi.org REZMIREANEH. LRI AIEE
SHZ PHHMESHERrequirements. txto
Apache Airflow v2
1. EFXREAR., EEIrequirements.txtERZH , REHMEHMERNE , USKEHRH
IRAK EFEEES. B&EHIT Amazon MWAA CLI 2R , B2/ GitHub L# aws-mwaa-
docker-images.
2. ¥B Apache Airflow EHEE/IEEB ., & EFE Amazon MWAA £ % Apache Airflow v2 22/
EMHEE | 5B1F7H GitHub #8348 E# aws-mwaa-docker-imagesrequirements. txto
3. FERBEURGEIRN ., EREREHHTIE Apache Airflow v2 FRIFHY PR Hil {5

#requirements.txti=., Apache Airflow R &4 R E Apache Airflow 21T B[
AR EHERA,

f# i PyPi.org ERERERRE Python MMM 354
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#& Apache Airflow 2.7.2 fRBtR , BN FERERSLEDTE --constraintffRir=, MREKRE
HLERBIRE , Amazon MWAA AR EEE —ERGIRYE , UBRENFERPINEHNEREAIE
EEAK Apache Airflow IRAHER.

ETHIEHIF |, 3 {environment-version} R BEIRENRAMmIE , A& (Python-
version} X REIRIZMHBR Python MxZ,

WMEERIEE Apache Airflow IRIBEMAH Python lRAWEF , 5B Apache Airflow iR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MERFREERYET xyz==1. 0EHREBREPFNHEMEHTHEE , pip3 install &%
IEFRHANERXERETEZWIRE, IRTAEHNREXRK , B LLE CloudWatch Logs
ETFERE $um¢ﬁﬂ¥§1l Apache Airflow 7tfF ( BEf288. ITYEEM Web IRz ) WEERRA
o MERAFGEEWHMENR , 52 E the section called “FEL Airflow H &,

4. Apache Airflow £, FEEHFEINEENRAE (==). ERPRHILEERZBEFRRENE
HLZREEHNREF,

apache-airflow[package-extra]==2.5.1

5. Python BRXE, £ requirements.txt BRIAMIEBEHFBZBIIRA (==). EFBIRBFLE
PyPi.org R RMNEAXEMBBEAR.

library == version

Example Boto3 # psycopg2-binary

I EBI{EH RET 2 A, boto 1 psycopg2-binary F2\EE & Apache Airflow v2 BEARZ %
i, FEEfErequirements. txtERHIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

WMREENEHRBEMRAE , Amazon MWAA 1t PyPi.org RERIMRANEML, R TTRE
2HA FNHMEHEFRrequirements. txt,

fEF PyPi.org ERERENZ 2 Python KM 355
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#IE — : Python wheel (.whl)

Python wheel R —BEA KR , EEERARENAMBEESENE, WFEHMATE Amazon MWAA
PREMMENT R, BREFE

- FRENZE -WHL ERSUUE - 2IP WEXERIBEHE  AREIHZE  EFTASEESR.
- BOER - SULERHEEANRAERE. Bt , FREEpipEEREEHEBTHRE.
- EEMEY - FRANSEERRNER , THEERTEERLE , E Amazon MWAA IREFRERZE

BMRATHE. BEBMKEMKENAREER , LNEBERFBEMHENERE , EREERSEM
81T fEBR 1L

RMEBEERA T A ERRLE P K Python wheel $#1E#8 (.whl) Z% Python #4K

frequirements.txt,

FE

 7£ Amazon S3 @EFETE LA plugins.zip %R
- £/ URL LFEEM WHL £

« X DAG B WHL &%

£ Amazon S3 fF#FETR8 LA plugins.zip R

Apache Airflow #Ef285. T E& M webserver (B Apache Airflow 2.2.2 iR % EFHARA )

SE FAZRIRER AWSEE Fargate Aes LRSI HIBES 85T #ERX, /usr/local/
airflow/plugins/*tFEF&1E Python Bk R Apache Airflow BRI R EIpip3 install -r
requirements.txt#y Amazon MWAA ZHIB%E. plugins.zip BRAAREFEEREREH
THEFEE2ENTMAER , IFLTEEERER TEA DAGSHERE, i, Python BXE
wheel R, B PEM #RMALE YAML EX,

T —EffRBA WA E Amazon S3 fEFETREH plugins.zip BRI LEE T,

1. THEMSLEN WHL EZR E ] Llpip downloadBg Amazon MWAA aws-mwaa-docker-images @ H
il Amazon Linux 2 Bgfrequirements.txt LHIRE BEERH , LB THRLEMN Python
wheel =R,

pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
cd "$AIRFLOW_HOME/plugins"
zip "$AIRFLOW_HOME/plugins.zip" *

fEF PyPi.org ERERENZ 2 Python KM 356
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2. 1 PEEKErequirements. txt, £A IEEX requirements.txt BinI /M EXE & , --
find-linksY#ERpip A EFEA REMRIELSE --no-index , MTFHEXTHARF :

--find-1links /usr/local/airflow/plugins
--no-index

Example requirements.txt Y wheel

T 5 EHIBRERE B HE Amazon S3 @FETRBIRE &P Mplugins. ziplERP LE&wF. Bl :

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA &% plugins &R &HEEnumpy-1.20.1-cp37-cp37m-
manylinux1l_x86_64.whligF , WA HLRELZHNRED,

5/ URL LFEEH WHL =R

T—ERBNALEFEER URL EWEER, URL X ERARFEE , HREEA Amazon MWAA ERiEig
E/ BET Amazon VPC H72HL,

- Rt URL. # URL 1Rft#& P HY R requirements. txt,
Example’A URL LW E&#HIH1E

THEFERABRUETRE T

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA SHEAIEER URL HIE T , SR REEEHIREH.

(@ Note
URLs,
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ERAEER

£ DAG B WHL 8%

MREHFEA Apache Airflow 2.2.2 lREREFMRAWFAE Web fEIRET , MEBHARENREZELZFIIN
HeEEE  RUEERZEER  BULER TS DAG RIEZEER Amazon MWAA ER | W HE

%7 Amazon S3 L :

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/requirements/
requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3 cp /tmp/
plugins.zip s3://amzn-s3-demo-bucket/{S3_KEY}"

)

#1T DAG 2% , feplugins. zipZE M b A TR R AEH Amazon MWAA | WEEH b
ABEX—RBHE, A%, WL --find-1links /usr/local/airflow/plugins *ﬂ EE
E’\Jrequ1rements.txtﬁu.¥é§ , --no-indexM A ##f --constraint,

I A R AR R AR R .,

BIE= : FEEEFAE PyPI/PEP-503 HHAf1ZE LHY Python #4k%E
T-HR\MAREEEE S5 RBNFE URL LEEM Apache Airflow E/EH
1. BENEREZBNEZEHIEA Apache Airflow fHREEIE, Hln

e foo.user : YOUR_USER_NAME
» foo.pass : YOUR_PASSWORD

2. BNZH requirements.txt EBER. ¥ TIEHPHNFEBNESTRAENFE URL , ARG

A Apache Airflow fHEEZENFERAE B BN EHR, Flm

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}emy.privatepypi

.com

fEF PyPi.org ERERENZ 2 Python KM
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3. BEMEMEXEFHEEEM requirements. txt BR, #lm :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA =& LA B

Amazon MWAA IRIENFITACFTETA , T8 AFFEIAZE CloudWatch Logs. BEEEFNHITAE
WEFT |, 5528 Amazon MWAA 1T A€,

&P LATE INFO, ERROR, =% CRITICALE#RELA Apache Airflow WARNINGHF. EZEZEHF
kB , Amazon MWAA EEAZEBRNMEBSBEMLERMN B, Hlwn , WREE INFOE
REAA BEE , Amazon MWAA €3 INFOHESH ERROR, WARNINGAH CRITICALAFEBREEE
CloudWatch Logs., EMEZEEHEERH INFOBMRRA Apache Airflow A5 , SAFE WEIW H

Fsrequirements.txto

£ CloudWatch Logs £## & L FH B

& 0] LAZ EXHERZ B39 Apache Airflow BFERBERE THEREMZIMdags BRI, T5LBRA {AI1E
Amazon MWAA X2 & L FRBEIZESM B 55848 , AR TE CloudWatch Logs F# & L 77H Apache
Airflow H#%o

ZH ¥ BH5 requirements.txt

1. 7£ Amazon MWAA =124 FRBUREHHE,

2. EBEERE,

3. EEBRBEERPIEE Aiflow HEFEES B EFEEHE.

4. fErequirements_install_ip HEESERAIREFER.

5. 2R RELZTENENEE /usr/local/airflow/.local/bin, 0 :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084Fb28kjdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))
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6. REAEMHEE , UNEEAEMNEHAEREYBREER, NRBLEER , EURSWIELAT
HYEEER -

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul 17 ER 8535

B A AR E Apache Airflow Ul , SAGEBISEER R B EE S — ERIEAE. £/A Amazon MWAA £/
Apache Airflow B FEIBEIMIERR

Broken DAG: No module named x

MR ETE Apache Airflow Ul REZIRILEEER |, BIERF IeERRD L ERN K
MErequirements. txto

& A Apache Airflow

BEE AWS R in AWS Identity and Access Management (IAM) #£EX Apache Airflow Ul BApache
Airflow Ul ZEUBEE : AmazonMWAAWebServerAccessEF il

FEUERY Apache Airflow Ul

1. 7 Amazon MWAA =1 & LRBUREEH.
2. EBEERR,
3. EERBRAREAENHE.

#iflrequirements . txt Xl

WA LATE AR RENE R requirements. txt, FHEFIERATR S RNNWASRLZETEINE
Ho

Example PyPi.org E#YEE5A\1E B faE URL

fit PyPiorg JEEEME , BRTAE URL EMEH | I EET PEP 503 MR MFME URLs , LiBRE
/A --index-urli®E, PyPi.org,

£ Apache Airflow Ul F{ZEUEE 35 360
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aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib
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Amazon Managed Workflows for Apache Airflow #JES2 15

G
=

Bty 2 43 Amazon Managed Workflows for Apache Airflow F#&E#) AWS R AR FEHE, oA
BENEER D, BMEBER AWS BREFRNMESN 7 WEERER  UEERESHARFER
S {EEs. AEERAE AWS Amazon MWAA IREEENE EEBESHNER,

® Note
Apache Airflow 152 MFE & ZZ# Amazon CloudWatch EEH R,

T EH2 Apache Airflow EFHIERA , 552 B Apache Airflow 3448 %5 E By 58 5 A EE 3%,
=8 ]

+ Amazon MWAA K EZ = 1 8

£ P FE#EX A AWS CloudTrail

f£ Amazon CloudWatch F#ZEY Airflow H &

£ Amazon MWAA EESRE RARAE R

CloudWatch F#J Apache Airflow FRIZEISE

Amazon MWAA & 2. ITIIFNERERER

Amazon MWAA B ES i1 &8

B R A A 2REE 2 Amazon Managed Workflows for Apache Airflow 3IR3E AWS B IR %o

AR
« Amazon CloudWatch # &}
« AWS CloudTrail ¥
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Amazon CloudWatch #f 8

CloudWatch & AWS IRBHNERREE , TRARBRBRERHRISENEEEIMETER ., BALUE
RELEERBEET. fTERTER  AREBRIRPERER , HBIEHE Amazon CloudWatch E
AP ERENEEMREE,

Apache Airflow B8 E B4 Amazon Managed Workflows for Apache Airflow 3R¥E# StatsD I5=ZEix
%2 Amazon CloudWatch,

EEE-FSTHR K FZ2ETER Amazon CloudWatch ? .

AWS CloudTrail #128

CloudTrail R —ER&ZRE , Ti24t Amazon MWAA AWS F{EA#E, AR RBATRIEER .
BRI LAEA CloudTrail FRUREERIE A , HIETE Amazon MWAA IRHMIEER, 1IBHFERMW IP bk, 18
HERMWAE, BHBERNER  URRZEZFEMENEEFHET.

EEH—FSTH A BSEMTER AWS CloudTrail ? .

£ R 1ZHFER B 5 AWS CloudTrail

AWS CloudTrail B8 AWS 1RF B, &M LA . CloudTrail 8k IAM BEE RSPl
RENHISES) AWS |, fl3 Amazon Managed Workflows for Apache Airflow , iE & 5284 CloudTrail
EH, BALME CloudTrail EZ2E&FRE. BESNTHIBEE 00 RWEHEL L, CloudTrail E#
B Amazon MWAA & LWFrEEH |, AR ¥ Amazon MWAA APIs FIFRE L, © R EREEHE
EE)E , 20 GetEnvironment® PublishMetricsBi#E, tEEERAMMAFER CloudTrail Bz
Amazon MWAA B4,

AEN

« £ CloudTrail 723738}t

£/ CloudTrail SH B iEHFNEH
- HVEEHIEHE CreateEnvironment

- BESR?

£ CloudTrail #2378 it

BEERVEMRERN dEH4NISETE AWS IRE | G93F Amazon MWAA NE#H, #RRAEE
CloudTrail #% B iR FZE Amazon S3 REITHR, MREBRELEH , BIATLLTE CloudTrail
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https://github.com/etsy/statsd
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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BAEMERTANSEEREEHE, F0 , £ CloudTrail WEMEF , &7 LLHIET¥E Amazon MWAA
REMGER, RUHBERW IP ik, REBRHAE, BRUBRNEE , URHEMFHMAEN. FEHE—
ST FBSEAEY BB AWS RS,

£/ CloudTrail E4B F e sk FHEH

&R LAE CloudTrail T2 AP REABLRE  ¥iBE 90 RANRENZ2SHETHEDEH. §
o, ERBMFEL AWS IRF EREEESE FER (Sl IAM ERAESEM AWS BIR ) B, ERH®
MBRAEBEN S, FEE—F TH , FSHLEMA CloudTrail SHESL L HFEEHF.

1. BB CloudTrail £ 4,
2. BESBHEEIHF,
3. ENLERANEH K ARBELBEMHFMER,

WEIHIEH CreateEnvironment
B —EEE  BEEESHUBFERNEARNFREIEEN Amazon S3 FFETE.

CloudTrail BFFERITE—HNZ@EAFER, SHRKXREAEMARENE—FR , LI SAFEREBIED
HEER , FlE/EN AR , RFERSE. CloudTrail HFERTEALE API B A HEFH &)
B, B FEUEARSEIERSIEH, THEHR CreateEnvironmentB)EMN BEEEE , RABRDEFH
MERIEL, P EALrflowConfigurationOptions Bt ¥ BB TIET,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "@@©123456ABC7DEF8HIJIK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "@12345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "00123456ABC7DEF8HIJK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "@12345678901",
"userName": "user"

.

"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52Z7"

}
.
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",
"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",
"ExecutionRoleArn": "arn:aws:iam::012345678901
"AirflowConfigurationOptions'": "**=*",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {

"SecurityGroupIds": [

"sg-01234567890123456"

1,

"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]

},

"Name": "test-cloudtrail"
},
"responseElements": {

"message": "Access denied."
.
"requestID": "RequestID",
"eventID": "EventID",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

®REIR?

o TERI{AA CloudTrail B AWS BRIEMESFH CloudTrail BEEHFWENESHER

. CloudTrail

:role/AirflowTaskRole",

HAv R

BrELSE?
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o THEW{AIIEERE CloudTrail B9 Amazon SNS JBHI# |, £ CloudTrail A # B E R MHZE Amazon
S3 FFET B R W E3@ 0 Amazon SNS CloudTrail.

£ Amazon CloudWatch 1128 Airflow HiE

Amazon MWAA T B #§ Apache Airflow B 5 &iXZE Amazon CloudWatch, & UHRE —VEFIZS
ERFER B , RSB Apache Airflow EHFIEER TEREER , MEFENANE=FITE, &
Z87E Amazon Managed Workflows for Apache Airflow £ #& LR Apache Airflow B , FHE1FEL
CloudWatch #1#J Apache Airflow DAG R, £#. Web @fREF. THEE R,

AR

- EE

- BIRZEl

- AFEER

« BXA Apache Airflow B &

« 1ZH Apache Airflow B &

° gF%EDE%% H wu\gﬁj

- RESR?

EE

« EX 2% CloudWatch Logs B, MEHME

%II
ﬂl'ﬂ

2/ CloudWatch E1{E,

BRI 2 Bl

o BAEBEET1ZE CloudWatch F HEN AR, MEFHMER , F28 FH Amazon MWAA RiE,

SER -t

Amazon MWAA € A& ZR AR EE Airflow FRESIBIEE Y AFFEA |, WiS A ZTERRIBERBBN
CloudWatch Logs ###H. AFRMAELU T XA : YourEnvironmentName-LogType. a0,
MBEHIRER A Airflow-v202-Public , Apache Airflow £ BFSEIXZE Airflow-v202-
Public-Task,
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Sk hidl

YourEnvironmentName- DAGProces

sing

YourEnvironmentName- Scheduler

YourEnvironmentName- Task

YourEnvironmentName- WebServer

YourEnvironmentName- Worker

B Apache Airflow B

Description

DAG REREEE (RE DAG ERzHESR
H—&2 ) B H.

Airflow BERZsR EAE M B S,
DAG EX£ KT B
Airflow Web SLHEA R B,

£ TERZEMN DAG MITHELEMN B,

& B[ LATE INFO, ERROR, =% CRITICALE#RRA Apache Airflow WARNINGH&5. EZEZERAFEBR
K , Amazon MWAA EEXZERNMERSEEMEBRN B, flw , WREE INFORBKRMRAR

5% ., Amazon MWAA €1 INFOH

Logs.

1. 7£ Amazon MWAA 1A FBBUREHHE,

BERR
BERE,

2
3
4. EBEET—%,
5

BET 5 — RS EREHEER

5541 ERROR. WARNINGH CRITICAL HEEB#EIXZE CloudWatch

a. TEERBERPIEE Aiflow HEFZES BB
b. 7TEERE & AIEIE Airflow Web {7 iR2F H 558 4H.
c. TEEEEEEPIRE Airflow T4EE B R E.
d. EEEEKTIRE Aiflow DAG R BB,
e. TEEERERPIEE Aiflow £75 B FEHE.
f. HEBFBRPEERFER.

6. EET—5,

7. BERT.

A Apache Airflow B
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1ZH! Apache Airflow B

T —E&iER B WA 7E CloudWatch £32 & F1FH Apache Airflow B,

1. 1€ Amazon MWAA A FHBIREER,

2. BIEFRE,
3. HEERBERTPEEZEREAE
4. EHFRERPEEBF.

HE2 88 B RS E Al

A LA ERBERZ B8 MY Apache Airflow BEERBERR TERBEMIMdagsERIK, THZRRPAMME
Amazon MWAA 124 FHREEEEEM B5584E , AR T CloudWatch Logs £ & £77H Apache
Airflow B#§,

ZH! B9 B3 requirements. txt

1. 7£ Amazon MWAA 1A FBRBCREEME,

2. EERRK,

3. TEEEBERPIEE Airflow BEFRES A R,

4. fErequirements_install_ip HEESERAIRER.

5. F2H RELLZENENFE/usr/local/airflow/.local/bin, 0 :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. WMEEMRE , UREEEEMEAEREIBRERER, MRABLEHER  KUEFWIBELCAUT
HYEEER -

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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A
’rELSR?

o THRW{AIBEA Amazon CloudWatch /R HFEE CloudWatch /R, Amazon CloudWatch
o TR CloudWatch ERIRIE 7 CloudWatch &R R,

£ Amazon MWAA L EsiERIRFE R

& LATE Amazon CloudWatch Y BET & RIR , Y AR EEEMEE R , SLEE Amazon
Managed Workflows for Apache Airflow IRIEHEEARTE, EBREBRRIRLE , ©2EER ALARM
MERERAE  BHEFER M EEHEE Amazon MWAA RIEHIEEREE,

Apache Airflow A\ B ZERFHIEIE , 2+ DAG BFHE. DAG 8K/, BRI EEHTHELR. £
BRBMAT, EEREMNIRER | Airflow & BE#$ Amazon MWAA BRIEHIEEEIXE CloudWatch,
I EEERBAN{A A Amazon MWAA BIEH CloudWatch Y Airflow 15Z 2 IiE/EAR & R AR

N
- BTREEIE
EREEIE N R
- BRIELIER

« BRERR

- FERAHKZE AWS RE
« fH CloudFormation
- MEREENERR

- BRESR?

ot 0%
S

BE

&AL R Apache Airflow fx A Al AN EAERE Y BRI BRIRME R, SEIEFELEE Apache
Airflow £ WEEIEE (KPl), EEFRIEREE , F2H

+ CloudWatch H#) Apache Airflow IRIE5IZ
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BERRESE

R AT T REHOARAE

OK-iEEIREXECENRERN,
« ALARM - EEHKRERNEEEHREN,

« INSUFFICIENT_DATA - BRRIFGRELZFEAEE K IERTEELZEEHEE TREE,
EHEEEL Tk T ]

BRE ISR

BI1=

BRI R E BT B AR , SAER Amazon MWAA IRIEFTEE RN B XK.

LTEE

IBE

RAXHHHBRENEARERE B ERRPEILNESEER.

+ TasksPending - BI{TERPEEMNTKEBE, YHHEZ scheduler.tasks.pending Apache Airflow
EE.

 QueuedTasks - [FHIARREN T KRB E, YWHEE executor.queued_tasks Apache Airflow $51E,
(® Note
TEARM Apache Airflow v2.2 F1E AR A,

« RunningTasks - T#{TEE P HITHEBRRE. HEZE executor.running_tasks Apache Airflow
B,

SchedulerHeartbeat - Apache Airflow EHFRRZEFER EHITHEARE, HEE
scheduler_heartbeat Apache Airflow 151,
 TotalParseTime - F#HMEAFTE DAG BR—XFMENVE, HEE

dag_processing.total_parse_time Apache Airflow §4&,
BN ERIR

TERERAHHABRENERNERFE LN ERERN
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ERAZE AWS FiE

BALAERA T %) AWS B EZ2RE , BEAB B EM Amazon MWAA RIZE T IEEREER
o BHEEEMEA Amazon MWAA IRIEF BEERETEN TEE MRS EB AR KBET
CloudWatch &R,

« Amazon MWAA H CloudWatch Dashboard Automation

f#£ A CloudFormation

O LA AR HH CloudFormation #8482 |, 7£ CloudWatch R ESRE R , RETE
CloudWatch F£# & LB E R , LEEEZEBESEREREVEHN, EEFRALNEAEEELHES
B2 B1E CloudFormation =& LB VHE, EERETRMEEERR , F2REAETR.

AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0Q,
"width": 12,
"height": 6,

"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [

L

BiTBRIRFAE REH 371


https://github.com/aws-samples/mwaa-dashboard
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

Amazon Managed Workflows for Apache Airflow EREEmR

"AmazonMWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
},
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,

"properties": {
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"view": "timeSeries",
"stacked": true,
"metrics": [

[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat ${EnvironmentNamel}",
"period": 300
}
"type": "metric",
"X 12,
"y o0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
"type": "metric",
"x": 0,

BRI ERRANE R
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"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[
"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentName}",
"period": 300

} 1

il BRI FR A2 R AR

MREMBR Amazon MWAA IRIE | L EMIBREERIERMR. CloudWatch IEFEE®F & (15) @
B, BEEMER, CloudWatch A EKEZESRHAE LXHEEEERM 2) B , LMEBRALZHN
Amazon MWAA IREBEREFTNHTEE, EEHE -5 T#E 528 Amazon CloudWatch FAQs,

®REIR?

« THERIMEIN DAG , LLEHEIIRIEN Amazon Aurora PostgreSQL F#E R ERIE | WAEBETIRE
M E T CloudWatchff DAG 7 CloudWatch 58 A BET1EE,

CloudWatch # Y Apache Airflow IRIEIEIE

Apache Airflow v2 # v3 B EAUE StatsD R , A Amazon Managed Workflows for Apache
Airflow IREH StatsD $51EEXZE Amazon CloudWatch, Apache Airflow EX R IEE T &EE A £
Apache Airflow 2Z5EHPWIESEEE LIS, LLEHERHA CloudWatch H A] A Apache Airflow 15
Z , WRI{ATE CloudWatch ¥ A hEEUEE,
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https://aws.amazon.com/cloudwatch/faqs/
https://github.com/etsy/statsd
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/metrics.html

Amazon Managed Workflows for Apache Airflow EREES
AES
=
+ £ CloudWatch 12 & P FEUEE
 CloudWatch & 7] Fi#9 Apache Airflow $54Z
+ Apache Airflow 5T 8{25
+ Apache Airflow 28|85
« Apache Airflow 5t #525
- EERETBEES
- BESR?

fRR

B A

Het

=]

MR ZEER AWS RIEH CloudWatch IEEZEHN BT, ¥ Amazon MWAA |, i BZEE A
AmazonMWAA,

CloudWatch &

CloudWatch #5423 CloudWatch 458 1) — 4B 1= B 8 IE 7 HE S A9 & RL B,
Apache Airflow 151Z

Apache Airflow 5 ER 512,
HWE

WHER—HEBEYR K REREFIN—H5,

B ERHEREEEMN., ¥R Amazon MWAA |, B AIETEL. PHNEW., B Amazon
MWAA , B 2RIREIE Airflow IEERMWEMNEE.,

HERE

ZEiER B8 CloudWatch # Apache Airflow ###) CloudWatch Dimensions %348
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HE Description

DAG EH S ER Apache
Airflow DAG &%,

DAG ERE#8 5 H4FER Apache
Airflow DAG R &,

EZ HHEERNKE
CloudWatch F15ZH 2
.

7% EHBRESRHTHW
Apache Airflow 1£#%. &
— &% Job,

BEEF 15 45 EM Apache
Airflow EE F,

£E 1§ H4FER Apache
Airflow THEEHE[E,

% 1§ H4FER Apache
Airflow £,

HostName EHEEFITH Apache

Airflow 2R H B,

1£ CloudWatch £ & F1FEUSE

ZEFERBA N7 EY CloudWatch H45E DAG HISKAEIEIE,

TREUMEE R BRI 1R

1. £ CloudWatch #& ERBUEEZEEH,

2. BHUEHY AWS [EIE,
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£/ SSL/TLS B AWS BEREBHA. BEEMA TLS 1.2 HEHRA
- £/ BXE API F{E A FEEB & AWS CloudTrail,

- f5F AWS MBRERAR , UKk RIEFNFTE AWS BT £,

- ERAERNZERLRE (K20 Amazon Macie) , HBIREFRERFFEIE Simple Storage Service
(Amazon Simple Storage Service (Amazon S3)) HEAEH,

B RZIBRCBETEREFNE T B4 U SRERNMBEN , HEEERSEEEWEAF |
BB B, ESTREEEMEA Amazon MWAA S fEAEHE A AWS CLI. API 3 AWS SDKsHY H At
AWS R, SEEZESARSBNEERIBUPEANEAEREATUAARERDE B, W
REREABEREN URL , RFEZIRBR I ERBLEZXAREIFRN URL F3ERBEH

Amazon MWAA Lz

THFEREFRHE Amazon MWAA IR EBEFENERPHNER, FAHLERART #H# Amazon MWAA Ul
{5 S AWS KMS RINZHEER , AR WA E&E T Transport Layer Security (TLS) B
EnZE R,

3]

. BREINER

- BTz

mEEInZ
£ Amazon MWAA =  BREEBERERBHEEERFAMERBNER,

BT LAER AWSHE S IRETHREERNE , REREMBERVREREHREFZESROET
Himnz, mREBREFCEHAFFEEN KMS I8 , E4ARERRREEANEM AWS ERMBEHE
RHERBIIRS F o

EEFAEFYE KMS 48 , B4 E# CloudWatch FEFIENBERHRA N EZZ LW LBBER, B
ZLAREFEHAEFEEN KMS €888 , Amazon MWAA R RECEZNERE. WERT Amazon
MWAA B#EEEFRZE KMS ERNWFRER , F2REFZESRIUETERNE,
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MREARIBEZFEEMN KMS £ |, iBIBTER , Amazon MWAA £ H AWS A KMS £
BRNABIENER, BEGTH AWS AN KMS £ EE Amazon MWAA EHERMNZR,

(® Note

BELH Amazon MWAA £ AWS SEEEFEE 2 KMS €RNREEMERNE, MEFMAE
A, FSE AWS KMS EE,

hnZE X m

EA AEE Y Amazon MWAA BUEIRFIEE AWSHEEN SMUEFZEER , UIEERARBRENEN
MBRR B Amazon MWAA EFIENE FHEEBIEEN SIS,

Amazon S3 — Amazon S3 ERlS =YK ERFE A MRS IKINE (SSE) E1TNE ., Amazon S3 %
MBEZEEFN DAG BB EREEN Amazon S3 HFETE E#T, YWH EE2 Amazon S3 B
emE , WE TEHFEHN Amazon MWAA IRIEBERFE, BIEFER  IREFEAEFEEN KMS €
#® , Amazon MWAA €A ©RBERAEZ Amazon S3 REFTEB EHNER,

CloudWatch Logs - tIREFEARNZ AWS HEEH KMS €88 , X E CloudWatch Logs # Apache
Airflow BHESE 6 SSE ##& CloudWatch Logs AWS #EH KMS £#81%., REEREFEEN
KMS €% , BIX AR S |MBEENIEE KMS £8% , LAALFF CloudWatch Logs EAZHN £,

Amazon SQS - Amazon MWAA € &S ERIEE I — {8 Amazon SQS 7%, Amazon MWAA &{FH
SSE &8 AWS #EEH KMS € B BIEENEZEFLZE KMS B RINBEAFNEHTINER, ER
BEANRE AWS SIEEREFEEMN KMS £88 , #8248 Amazon SQS FAIFIBEHITAE,

Aurora PostgreSQL — Amazon MWAA 8 B IRIEE I —{E PostgreSQL #& . Aurora PostgreSQL
2/ SSE , A AWS HEREFEEN KMS £8EMBAS. NMELFEAFTFEEN KMS £
i , Amazon RDS S AR EEZLMAERE . —BARARESE , S —AAREREHTEE. NRE
BEEZEREFEAESEEN KMS €488 , Amazon RDS AT MUE VAN RE. MEFMER ,
$52:8 Amazon RDS FHYERRE,

= Lalesyiks
BHTINENBELAEN , TEEBRBRRERE.

Transport Layer Security (TLS) 1 &REM Apache Airflow TTHFE B2 Amazon MWAA B4
AWS i iR 3% 2 F N 25 & R Y Amazon MWAA #14F , a0 Amazon S3, 1%E Amazon S3 MV EE
WEF  FBREANEREER,
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EREFZESRETNE

BULGEEM M AREFHNERNNZRAESFZE SR, BXAEE Amazon MWAA RESTEE
Amazon S3 EFFRERNESHPEVLEFZE KMS €8 , UMERIERENER. MREEEN

EFZE KMS £RESZANBKRERENERUATRENIREF , BXEERHE ARN I5EE £/ IEST
BREZE., MERYSB|NEFMEN , 5528 ( AWS Key Management Service FiZ A B¥E/E) &
I8,

XENRE

AWS KMS Zh#g &

AWS KMS £ ID =X ARN, =

AWS KMS £ 5I5 . a
AWS KMS Z [@iF &8, a

ERARFETME
AEBERPRT Amazon MWAA REBEZZEFZE KVS £, UNBENRBLHER,
B

AWSKMS BEFZE KMS € R EMEEREFZEIZRHES  SBBEMNRZE,

ENAAS2AFREAARBLSREEXS  SEASREK, EREESHRNBHENFTURE | fl0
ERBFEABCHRHEMIKRFERTRANFIGI AR , MEEART

Amazon MWAA SEAMER FRREKHEREZENEFZE KMS £, EREARE
#£ CloudWatch Logs, Amazon SQS 175, Aurora PostgreSQL &E#lE, Secrets Manager
. Amazon S3 f#ZErE A DynamoDB ER R MR BEE BT ENBMETFT,

ERE I Amazon MWAA IREBWIEERFEZE KMS €488  Amazon MWAA € EFREEREER
ES& KMS €88, EEXBE AT BHY Amazon MWAA airflow.us-east-1.amazonaws.comfd
BAENEFESE KMS £88 | REREIMEZE Amazon MWAA BEEREIR.
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Amazon MWAA SR REENIEEN KMS £B 1M MEZ#, ESEMBRRREFEARFIHE
K, BEFZE KMS £ FANRAFIwNZ (CSE) , AR FEEFH Secrets Manager P EEFZE S8
REZ WEH AWS Fargate H11TA B,

RTFBR

Amazon MWAA ERXREBETIILEFRAERNBEERFHEZEEFEEN KMS £8, EEXBEKA
A EMETTA (Amazon MWAA) HITEE R EZ N ENE,

B¥F1: AREVENFEER

"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:CreateGrant",

"kms:DescribeKey",

"kms:RetireGrant"

% 2 : HfControllerLambdaExecutionRolefZEX

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"
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&F 3 : A CfnManagementLambdaExecutionRole FEX

"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey"

®F 4 : AR Fargate B11T AR UEINBIHREZ

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"

BTREREREEFZETR

MBSBIZHRBECHEESE KMS €488 Amazon MWAA BEEH , AIX B TIBREEEES
i&  LLAEF Amazon MWAA ERERMZBRENER,

MREAR Amazon MWAA IREBMEFZE KMS €8 KRERMA CloudWatch , BUEEH &
i BUR A LR IR CloudWatch Logs. fIEFFMERR , 2B EH AWS Key Management Service
BR#E1E CloudWatch i3 HFE R,

T 5 &KX CloudWatch Logs B &BEBEK. B A ESRERNEFIE,
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{

"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
3,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:*:*"
}
}

}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) 2 —& AWS fR¥% , AT BN EEE R iR G AWS &
RHFE. IAM EEEMRHHTNETEIERE (BA) FRE (EBFT) , UEA Amazon
Managed Workflows for Apache Airflow EiR. IAM 2 — BT REFEH AWS B R,

AREFERME Amazon MWAA e[ F AWS Identity and Access Management (IAM) BV E L8, #&
ETHUMAIEE Amazon MWAA WIZEUE |, FF2E 3% Amazon MWAA IRIFNFEL

B &%

BEHR

£ F & 20 KER =&

EABREEFIE

RAEAEENECSHEFA

# Amazon Managed Workflows for Apache Airflow & % F 17 Ut 1T FE R B
Amazon MWAA #n{a &2 IAM B A

S

AWS Identity and Access Management 406
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BEREHER

FA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :
- REBFEAE — ER/EFNELYEE  BRNEEERBETY (F2H ¥ Amazon Managed
Workflows for Apache Airflow & 2 11z ERE 1T #BE 52 B

- REEEE — BEREFRAEFIELIRXHEREIFAIFER (28 Amazon MWAA Z0{aE2 |AM &
BLEF)

- IAM EEE — REBRAETEFIRS (F2B Amazon MWAA 5 7 B 1)

ER & 7 RER R

EOBRBELAWS TR BRBANAR, BHXALL AWS IEERFERE. IAM FHERIEE
IAM B 5 91HTE 98RE,

B LAER B D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&A§
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS B A FEREER) PHNNEEALEN AWS IRF,

HWRENRFTFE , AWS 12t SDK M CLI AR IGHmFL NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREBEEREF

AWS tRF RERE

EREN BFFAWSIRE |, 2R —{EAA AWS tRF theroot FAHENZEAG 2R , R8P EBEFT
B AWS R MERNTEBEFZIE, S BETEFHBRERAERATEAEEYEK. EHEEREASE
BRENEK  F2E (AM EREER) PNEZREAERIBNTS.

IAM fi£ i & M A48

IAM 8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 B8 A =
EAEXHNSENTE, BERUGEREEREGRIBREN IAM E£AE, NEFHEEA , 28
(AM EREERE) PHERAECERECABS SO RMER AWS FAKRBETFH .

IAM BEEEE IAM EREES  FEEAREEAENFUTHEMER, NFFEEA
(IAM ER & ERE) T8 1AM {EFH%E’J{EFH&“{’?IJO

0

ASH
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IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIfI B9 EB4SEHFTE , &
ALV HREEEE, SR LUEBRERETRE IAM A/ (E#84 ) I AWS CLI 5 AWS API
RERRBIAR, MEFHMEENR , F2E (AM E£HAEER) FHRREAGH S E,

IAM BEBRREE 5o EREFI. W IAM EAERT, BikRFFEREBRBEFER , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y A HIEE R & 5 RNER AWS RIZEH AWS R FER. BERERES 5 HERM
BABERFT A, ERFARHFERE AWS | SFHMEELBK. KRSHBEKELL JSON X H AWS RIFE
RNERE F, MFE—FTH# JSON BERX M , F2E (IAM E£REER) hH JSON BUREiE.

EERESEMEANK  ERERWLEETRTEWLERG THREERANTEE , UEETFINHEER,

FREBEAT  ERAENACKRAET. AMEESSEY IAM BRIEHEMEEAE  #HEAERE
B, IAM BERERBIMERIFT A , ERmBRAAES X #T.

S BEBR
BOBEBRRMMESS (EAE, FRAERESAS) K JSON FFABENH. EREREREHS ST

HMLEFRATWLERSE , UREANGRSE. IFTHROARISSEBE , F2H8 (AM E£REE
M) PHEBEFEEBRRERHEE] IAM A,

BOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESE S 5HNBEMLBER). 0%
THRNMAEZEBRRRARBRR 2BHEE  FE2HE (AM EFHEER) PREZEERENRBE
ZFEﬁig;go

BERBEHER

ERBPBER MR ERH JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATEEE
R, EXEEREBRNEET , REEESAUERACARZHEREERNFIER. BLEAEE
FREBRPEEERE.

EREBRRRURZBHEPNARBEK, SEEEEREBEPERARE IAM B AWS ZEBK,
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FERFIFE (ACL)

FHUZHIEE (ACL) ATEFIBL IR (RFKE, FRAENAG) HEFIEERNFFT. ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF#H Amazon VPC X 1E ACLsH RIS &4, MNEH—F 7 ACL , 552:H

{Amazon Simple Storage Service FZ A E18F) FHFEUIEHFE (ACL) BIE,
HBREE

AWS T RHMBREE K IREESERBREER TR :

- FARR —REFHIEBERTRE IAM BERNVSAFT. MEFHEFR  F28 (IAM E£AEE
ﬁ» ':FEI‘J IAM EEEHLF_IE?‘BEO

« PRIEIEHBEKR (SCP) — & AWS Organizations P RSB S AA BBV IS ER AT, MEFMENR |
520 (AWS Organizations £ & ER) A HYPRAEE HIBUER,

« BREHBK (RCP) — RELRFHERTHF TN LR, WFEFMEFR  FSE (AWS
Organizations A& Er) FHERZESIBE (RCP).

- THERBEBEX —EUABARGFAAAACTBE S s ERAEEY MK THERRE , L2EEE
RVERE R, MFFMEF , 52 (AM ERERRE) P TEREREE,

ZRBREE

EZEEENBRERANGBERE , EENUISERMMELER, B2 7THNMTAWS RERBEW
REZEBRREHEAFTFR  F2H (AM EFREER) PHBE{(GEE,

AHEAEERACHHT

WEHE REBMMEIBER , AFF IAM FRERFEZIBAEAESINAREZIERR, HWBEE
GEETEAEFHER H AWS CLI AWS APl URRRET AR TR BENFT,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥} Amazon Managed Workflows for Apache Airflow & 7 fFEUETHRERS
]

R T EARG B SR E RIS EREA Amazon MWAA F 1AM B ATEEB EIH & R &,
B IEMEE Amazon MWAA F#1TENE

WRAWS EEFEE HALEENT BE , AIXABBENEEES KRG, ENEEERALE
HEAERBNEBHAR,

K AEEHIT iam:PassRole HIFZ#E

MREBWBNEEEE |, FHEEESIT iam: PassRoleEE , BHBERMSVEEN , UAHFEEACEER
Amazon MWAA.,

Bl AWS R TROSREACEEAZES  TTRRUFNESACIRMELAE, NE
TR , X BRERACEBEZRBHHT,

# Amazon Managed Workflows for Apache Airflow & % F 17 B 1T 5 fE 22 B 410
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EAH M IAMmarymajor FAEERMERAEEAE Amazon MWAA RETEIMER |, 84 T 5% A
5k, BER , BB RBEBERBREARR TN T. Mary REKAGEERRRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBER A BEH , RFFM#1T iam: PassRole BIE,
MRBEEGE) |, BEKEN AWS EEE, FNEEERMUHEBNESERRE.
BEREERF WA AR AWS IRF FEIEKA Amazon MWAA &R

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, S UIEEE R
LEEEVHAIREZRAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES , &7 SUE M BRL R
RRBETFAETFRENE RN,

MEE-—S T, F2RUATRE .

o ZET# Amazon MWAA BB X EELIIEE , 552 Amazon MWAA N1 EE |AM ¥ ELE

- BETHRNMRAEHERS AWS 1kRF WERFEE , F2H (IAM EAHERER) PHESHES AWS
RE % —E P8 IAM EAERHFIE.

- BETHNMEERNFERERRIGE=7 AWS IRF , F2K (AM EREER) PN FEUER
HIsE =5 AWS IRF #H,

- MEFETHNMEEBES S0 RUFIE , F268 (AM E£RERER) FHEFREREHEGENTE
TESBRENERE BEE D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
B RF EiRFE.

Amazon MWAA zn{a/ &3 IAM &8¢ 5 A

Amazon MWAA A IAM B 25 B BERAEEF AT 1%F Amazon MWAA BIEREIR. MNE A HRES
Amazon MWAA ERFEM BET IAM BUEREZEH , 552 E the section called “/ZEL Amazon MWAA
RIE,

£ EH18 Amazon MWAA F1E b AWS BRIFINMEE IAM B EFERAN SR EFEIE | 228 (AM E£HAE
£/ FHAWS B IAM BEERAN R
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Amazon MWAA & 9 BB

£/ IAM B2 BEBER | SR LEEAFSIEENBENER , UAREMERS T AFFIIEESD
#E. Amazon MWAA XEREEIF. EFRMEFER.

THLSERRBP A IAM TIERAEBI M JSON BE., HWEFEMYHE Amazon MWAA BRI E
FHUE,

B ZfEM JSON BURmEE=RRE M BUIR

1.

6.

EAAWS BEEEA WHHRBIR https : //https://console.aws.amazon.com/iam/ B 1AM E32

Ao

EERINBEE®SD |, BF Policies (H).

WMRIERBE —IXZEEE Policies (BUR) , A2 HR Welcome to Managed Policies (B A S EH
%K) HMH,. 1#Z Get Started (BIAFEA).

EEMEIEN , i#$2 Create policy (I BX).
EBURIRESS P | i#IE JSON BIE,
BA TS JSON BRI -

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

}
]
}

igg-lt_io
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® Note

&R LARERFED R4 BALER JSON fREERIZEE, T , REETEENERBLIREERRT
BET %, IAM BRARERRENBERERE  AEHHRB(LRERETREL. NF
HMES , F2E (AM EAEER) PHRABBEER.

7. ERRRBIAEE, AEEERIORRMABREBMIEE (BF). BRLBRDERNOF
T, REECHREFRET O,

8. 1#IE Create policy (B BUR) REENIFERK,

BT RMAE JSON BEFEANFETE , B0 (AV EAEIEE) i IAMJSON HERES
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
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"Resource": "*"
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MECEE,

Service Quotas

iR iR EH JEERELRE BESE
RIE SEEESFEKEFH 10 =
Amazon MWAA IR3%E
B H LR,
BERENTIEER {8 Amazon MWAA 25 =
RENIEEHEL
BRo
B{EIREN Web AR =18 Amazon MWAA 5 =
22 RIER Web fRIRES &L
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ERAEER

Amazon MWAA E R E& &

WEmERBEMEA Amazon Managed Workflows for Apache Airflow B IJ 828 20 & R R &,

AR
. XEHRRAE
« Amazon MWAA X E L Apache Airflow v2 ?
o IR A LABE A BRME Python hR7K ?
- EARSA
o R A LUE Amazon MWAA B2 Amazon SageMaker Unified Studio &8¢ {5 Fi U ?
« BRI LAEH AWS Step Functions E2 Amazon MWAA ?
- RIEHR
- BERSEAUCEAZSOEBREFR?
« AR Amazon MWAA IRIENFRREERKRME?
« KA LB Amazon MWAA IRIEFE A B ETIRERIE 2
« Amazon MWAA HIPAA REE# ?
« Amazon MWAA 2 & X & Spot #1TEEE ?
« Amazon MWAA REXEETHEE ?
« RUSIERNIRIEFEA SSH 15 2
- RTE VPC R BEEEZRRSERA?
o RABAE IAM F T EIEFERBRIRIENS 2
« RALUE Apache Airflow TE# 17 1k B b5 & 615 2
« BROLAEERER 25 1@ Apache Airflow TYEEIE ?
« Amazon MWAA BREXEHA VPCs RHE A F#85K 2

o WALV RES BET Amazon SQS 175 , LAEE Apache Airflow FFEVERE1T M T/ERIZ W E

EENS ?
- BE
- FABLEERYERAERIFEE?
« FALATE CloudWatch FEE I HETIEES ?
- DAGs, EHE ¥, ERNHMmEE
« RO LAER PythonVirtualenvOperatori ?
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Amazon MWAA ZEEZ REFE T REPFEFTH DAG X ?

Apache Airflow £t BT UEFA DAG fE%R ?

K 7 Brequirements xR IRIFFE KR plugins.zipzk 1§ ?

BTERNINBERXTEE /R Apache Airflow v2.0.2 EEMBFEEEF ?

BRAIUER AWS EREEB IR (DMS) EE FIF ?

ERFEA AWS BEAERIZE Airflow REST API i , EF T LUSBRRRHIRSEESHER 10 E]X
Z (TPS) ?

Airflow EH#11T API fRIAREFE Amazon MWAA F A EE#AT ?

X B AR AN

Amazon MWAA X EMBLE Apache Airflow v2 ?

ZZ 7 # Amazon MWAA TR AR , 2B Amazon Managed Workflows for Apache Airflow #Y
Apache Airflow fRZs,

3 AT LAfE A WRME Python RRAS 2

Amazon Managed Workflows for Apache Airflow X1 T % Apache Airflow iRZ<,

(® Note

« B 20254 12 A 30 H , Amazon MWAA #%#& 1L ¥ Apache Airflow 2.4.3 kR, 2.5.1 kRl
2.6.3 IR E, MEFMENR , 520 Apache Airflow BAZEMNE RBEEE,

+ 1% Apache Airflow v2.2.2 BA% , Amazon MWAA X BB Apache Airflow Web A fRzs £
& Python &K, HEBE4NEITNHER,

« % Apache Airflow 2.7.2 [RFE% , BN ERERHSBEE --constraintffid. WMRER
RMERH , Amazon MWAA 2ABIEE—B , LUBRENERPIIHNEHRBEEFEAN
Apache Airflow iR,

3

NEEBRERTRERAGHMER | FBMRE Python MK,
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Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<
TS BITHH AT B B Bl o 4
2.11.0 IR 2025 F 5 A 20 2026 1 A7 v2.11.0 BR&lI&H4F  Python 3.12
B B B=

3.0.6 iR 2025 F 8 A 29 2025 F 10 A 1 v3.0.6 BRI Python 3.12
A H oES

2.10.3 iR 2024 F£ 11 A 4 2024 £ 12 A 18 v2.10.3 BR&IEH  Python 3.11
] B =

v2.10.1 2024 £9 B 5 2024 £ 9 A 26 v2.10.1 FR#I&H  Python 3.11
B B =

2.9.2 hx 2024 £6 A 10 2024 £ 7 A 9 v2.9.2 BR&IFE4E Python 3.11
A H i-E3

2.8.1 R 2024 £ 1 A 19 2024 2 A 23 2.8.1 BRI Python 3.11
A H %

2.7.2 Wy 2023 F 10 A 12 2023 F 11 A6 v2.7.2 BRI Python 3.11
H K oE3

MEEB BEERE Apache Airflow SFBHBEIEAE Amazon MWAA IRIBHFMEN , SEHENDES

HENENRS

52 i Z= 451

%28 Amazon MWAA E# IR,

AT L% Amazon MWAA B2 Amazon SageMaker Unified Studio ¥ B¢ & F

5 ?

2. £ Amazon SageMaker Unified Studio TEiE

PEREMHALT

ERRERFAER

nﬁ E4 ﬁ IVEI)IL

, A LAFE Amazon SageMaker Unified Studio
—R3EH. Amazon SageMaker Unified Studio TYERFESE A Apache Airflow 2% 31

, Wi FIEH Amazon SageMaker Unified Studio B X BR M. ME
—fi, BE#— T % Amazon SageMaker ,

SRl &R

S22 BB R Amazon SageMaker ?

(EHESY]
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https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
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https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
https://docs.aws.amazon.com/next-generation-sagemaker/latest/userguide/what-is-sagemaker.html
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AT BF AT LAE A AWS Step Functions B2 Amazon MWAA ?

1. S&ALAER Step Functions REIEERIZ FETE , B A Step Functions AIUER SmE —EFTE
R—EHBEFTENER,

2. MREBEEHTEEN—RFTENBRIERRE , BALUFER Step Functions = Amazon
MWAA. Amazon MWAA AR MBI FRTEIRE , UREBEEFEA AWS WERPHMRILIE

.

IRIEBIE
BEREAUERZDERHFR?

£ FETFEEFR %I A 20 GB , I Amazon ECS Fargate 1.4 $§ . RAM WEEREUAREIEENIRIESE
Bl. MEBREBFEBINFMER , 5FSE 2E Amazon MWAA IRIEFE R,

FIR Amazon MWAA IREBNFAREERK R E 2

Amazon MWAA IREZE#H1T Amazon Linux 2 B9 2.6 IRREEBMANSITERE LEY |, URESIT
Amazon Linux 2023 B9 2.7 iR R EFARAMEITERE L2,

EATLLA Amazon MWAA BRIEEFH BETIREGIS ?

RAZEBEFTB &, Amazon MWAA B ZE# Amazon Linux AMI ERYBR{&, Amazon MWAA pip3
-1 installEEHEFIEEIRE Amazon S3 REFETEM requirements.ixt BRAPIBEEMNFEREIT |
UZREHMER,

Amazon MWAA HIPAA BREER ?

Amazon MWAA &R EREMBESTEER (HPAA) WEK, MREE HIPAA BEBHEBEN

(BAA) AWS , BRI LAfEEF Amazon MWAA £ 2022 £ 11 A 14 REXRZREBINRETREZRE
BRER (PHI).

Amazon MWAA 2 & & Spot #1TEEE ?

Amazon MWAA B 81 R Apache Airflow BIBEZE Amazon EC2 Spot #1T{EEET!, FiB , Amazon
MWAA IRE 7] LATE Amazon EMR F1 Amazon EC2 L #&% Spot #1T{EEE.

B AT LAEF AWS Step Functions 8 Amazon MWAA ? 429


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://aws.amazon.com/compliance/hipaa-compliance/
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Amazon MWAA BB EBETHE 2

EERMA Amazon MWAA THEBEMA AITME , BT T 5P TR -

- HABHF/NE Web AREEFEHER Amazon MWAA ZBE | B A LUEH Amazon CloudFront &L
Lambda@Edge #REEMANIRIE , WA BFTHAEEE B E CloudFront, MBEALEBRIRRE
B TSR EANE B | 55269 Amazon MWAA &5l GitHub 7B/ Web 17 BR 25 & 51 19
Amazon MWAA BiT#E. GitHub

« MEEBFE Web FREFEEN Amazon MWAA Z2 | 5528 the section called “3%E B 5T 48
=

HAUAERNIREPER SSH IF ?

B Amazon MWAA IRIBEFR X SSH , B LAfEA DAG R#E1TEH # bash fiSBashOperator,
fign -

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

)

# E £ Apache Airflow Ul 1 #5% DAG , BFH :

{ "command" : "your bash command"}

AITEVPC 2B EFTEHRSERA ?

BREVEERSERA , SRR A VPC v HEZ 8 K MEXERMEGIERE, EEi
— & THE , 552 the section called “VPC R Z &M,

AT LATE IAM RV E AR B RIR IR S 2

IBALATE IS ERE BB RRFIZEL AWS Identity and Access Management , B2 |, IR EH & LA
FER—ERE , BIEEE AWS TR EFFEAFRERE , I A FERAERER,
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https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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I AT LAE Apache Airflow T/E& L7 RS RIS 2

&1 Apache Airflow Operators AJ UG ERBF E RFMIE T/EE L. Apache Airflow T{E#E A AEZIRT
# Fargate B85/tmp LEE P EEFRE,

(® Note

RIFE Amazon ECS Fargate 1.4 , BEBREFBRHA 20 GB, MEREFREBTKSEMHEN
Fargate Res#1TEE 31T , EULERATEL/tmpERIK,

E LS EHEIB 25 1B Apache Airflow T/EES ?

2, HARETLIE Amazon MWAA £ A LIEERZ 25 @ Apache A|rflow TEE , BEALERE
RIEMEKE , £ REPRERS S50 BIEE. WEFHMEHR , F2RFERESHE.

Amazon MWAA REXEHRA VPCs s A F#aRg ?

Amazon MWAA 7% B A VPCs i A ¥k, BERMRERHERN Amazon VPC X HHE
HEVRENIREHEE. TiB , £ LUSHRER Amazon MWAA 1RE H 8 Amazon VPC B I #
A VPC, IEKREBBERLA Amazon VPC HFFMEAME S , 5528 (Amazon VPC Transit
Gateways 1Ef) PR E X E K HERBRERE,

RO LA S E S BE] Amazon SQS 175 , LEE Apache Airflow HFEYE
BT TEREGEEEN ?

A, BEEE Amazon MWAA R, &= #EH BET Amazon SQS 175, ERKE A Amazon
MWAA € B AS 1 Amazon MWAA IREMHENEE B S K Amazon SQS 1751,

i
ERMLERRHEFRERBEIHFSE 2

Amazon MWAA &E5#2 CloudWatch H# QueuedTasks 1 RunningTasks , SUREREHEEHRES
#&E Apache Airflow T#¥%&, BEE—STH# |, F2H ERNEES.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
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KA LAE CloudWatch R BET 18NS ?

T £ CloudWatch 12 & £, Fifd , WA LRI CloudWatch P E A BETIEER DAG, MEFHME
7 , 72/ the section called “f5f DAG BB BiTIEE"

DAGs, EE ¥, ERMHEMREE

F A LAE A PythonVirtualenvOperatox i ?

Amazon MWAA PythonVirtualenvOperator L REAEXE |, BEAIENFER WET/EE
A PythonVirtualenvOperator, MEHHFIRNEE , F2E the section called “HEFTIMFERXLUE
i@ PythonVirtualenvOperator ”,

Amazon MWAA ZEEZREFBEFEHRBIH DAG EXR?

DAGs €t Amazon S3 RFATEREZ ZEMIRR, WREFEHH DAG HEX , Amazon MWAA
RHWFE 300 DA geRRmBERATNESR. MREEHHEBH DAG , Amazon MWAA KINFEE 30 BF
BEPHAL R EEHT,

ELE, T DAGs 9 300 # , AKRIRE DAGs WEHT 30 ¥ , min_file_process_intervalZ Bl
¥EZE Apache Airflow #8828 dag_dir_list_interval®l .

Apache Airflow At ETWENFEK DAG EXR?

LT RUL BB TR S R

1. BRELNFTACREEEZHAN Amazon S3 EFEITES T, EEHE - TH |, 5528 Amazon
MWAA TR,

2. & Amazon S REFTRBEACKREHNEHLAMEN , WEAAMRAES, EEE—STHE
A Amazon MWAA Z3 Amazon S3 18T R,

3. B DAGERAKE, Hluw  BEESE DAG #HEM—H DAG ID,

s

26

HE A LArequirements. txt{EIRIFZEZER plugins. zipm 1§ ?

Bl , BEETEHE plugins.zip B requirements.ixt BRREFBKREM , ERFACEERELBEE, £

WHRE ARG ERDBIEONZEANE zip BR, EEE—FSTH 268 MER Amazon S3 EHIE
2=

<o
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https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#min-file-process-interval
https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#dag-dir-list-interval
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ATERNINEERXTSE R Apache Airflow v2.0.2 EE/NHENBE
2

ERZ£ZE , Amazon MWAA LH Apache Airflow Webserver B EHER , BEAEEEE
2.0.2 RIRIFEW Apache Airflow Webserver £ Z#EAEHZERN T Python Mkt JIHHAREX =
Amazon MWAA 7£ AWS Identity and Access Management (IAM) FERF& & H Apache Airflow
%,

L EREMEREE Web MRS EREINHERXM Python #4kM , BEHEMFE A Apache Airflow v2.2 F1E
MR AR I FHIRIE. Amazon MWAA 2 E#EE AR Apache Airflow v2.2 MEFTARAH Web fa] iR
28 L R Python KM BFTAHER,

RATLER AWS BRI EEB R (DMS) BEFIE 2

Amazon MWAA X DMS Operators, i , MWiEE 7% AR E B Amazon MWAA IRE 8 BBV
Amazon Aurora PostgreSQL & ¥ & R EH TEE.

EREH AWS EAERZH Airflow REST API i |, 2B A LUS R R R S8
SHEVHEIB 10 £XF (TPS)?

=, B Ll, EERSRARE , mHiE AWS BEETE,
Airflow £ #1T API {@IRES1E Amazon MWAA F A EH 1T 2

Amazon MWAA €7t Webserver TTHHE4T Airflow £ #1T API [RIRSE, EBHIT APIsEEAR
Apache Airflow v3 FIEEIRA. 0FE Amazon MWAA ZRENEEMER , 5528 Architectures
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/dms.html
https://aws.amazon.com/contact-us/
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¥ Amazon Managed Workflows for Apache Airflow # 1T &
Z 6

AREERBFIE Amazon Managed Workflows for Apache Airflow £ Apache Airflow B[ 2B EIM &
REEMER , URFARELHBRNERT R,

i

AEN
- WIEDE : DAGs, EEF. ERMNHEMEE
- ER
o BRELERZE Secrets Manager

o WMAEHITHEBE ik Esecretsmanager:ResourceTag/<tag-key> B E B EFH RN ER
BR %l ?

- BEZEERE Snowflake
o REETE Airflow Ul FERFIFRAERR
Web frl Bk 25
« REFE Web A IRZREFUE 5xx $558
+ U E|The scheduler does not seem to be running#s 2
E%
- REEBEFIRTNK
« B Airflow v3 RN EIR B BFNER KK
cLI
« 7£ CLI 53 DAG B E| 503, $852
« B dags backfill Apache Airflow CLI e & kK ? RBEEBERGZE?
EHEF
« ZMEFA S3Transform iEE F U EIPermissionError: [Errno 13] Permission denied$& 52
- HMEZE : B AMERH Amazon MWAA IRIE
» E¥ requirements.txt
o RIEE T FMAR requirements.txt , EERIB 20 2 EM B R EFRIRE
- SAEER
« Amazon MWAA REXEEEBRT UI?
- BURETR

Tl
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« REKER S3 B NFFIEERNRE

i
=3
5
ot

B

AEBMIRE , 3B EHE Creating AREE

AEVIRE | BARREBERA Create failed

AIEER VPC I Y ElINetwork Failure s z4
AEVRRESWIRYE, 2IERER "HABE, FER

AEBVIRE  WETRMKES |, Available/B EEREFFE Airflow Ul B , 28R Empty
Reply from Serverz}, 502 Bad Gateway#fza

- REFBEVRE MENCERAEEBE —EBEFIER
- BERIRE
- REFEBERIEER , BEHREXK
- FEURE
« REEFE Apache Airflow Ul
« WEEDE : CloudWatch Logs &l CloudTrail $§532

P

P

=
m[(u} mlm} TIndk mlm} ml(u}
fa'i',

B

m
:qn

s BERABEFK A , U FIReading remote log from Cloudwatch log_groupis 52
EREREEMEFNERTEAK

F1E CloudTrail U EIResourceAlreadyExistsException i 58

« I CloudTrail & FInvalid requesti&zi

« I 1E Apache Airflow H&ECannot locate a 64-bit Oracle Client library: "libcIntsh.so: cannot
open shared object file: No such file or directory P EU{§

« RUB|HEEES HEE B psycopg? 'server =S\ ELR'

- 1 DAG ¥ H i Executor reports task instance %s finished (%s) although the task says
its %s P ENIS

« ZTEEF B Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_IDY*{*ime}/*{*n}.log.  ER2

HEPE : DAGs, E&F, ERMHEAEE

AEME LW EBERPSEIE Amazon Managed Workflows for Apache Airflow 3R3% 1 A 8E3B EJ# Apache
Airflow v2 1 v3 Python #8{kt, BEIT/MBRER. DAGs. BE T, E#E. FKM Web [ARSEBEMNHE
R

Apache Airflow v2 %1 v3 435
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o

- EiR

L EREZE Secrets Manager

W[ 1E B1T B B BUR R Esecretsmanager:ResourceTag/<tag-key> M B E B EF 4 R E R IR
%l 2

REFXEHZE Snowflake
REEE Airflow Ul PR B RV ELR

Web {alfR&s

REFE Web fal AR 25 b5 UL E) S5xx $H5R

W E|The scheduler does not seem to be running#& &2

e

BERAEBEFIARTHK
FE Airflow v3 RIREIRE HEEHEB KK

cLi

1£ CLI 5% DAG KUk E| "503, $a:a
A1t BE dags backfill Apache Airflow CLI G o2 XK ? REEBRSEE?

BET

A S3Transform & & 7 U E|PermissionError: [Errno 13] Permission deniedis &2

E R

T 5 EERAMFEA Apache Airflow EFRHFEH S — 8 AWS ERER AT s R BI RV 558,

REEEHZE Secrets Manager

BETIISER

1.

T RNl 1E 2 Apache Airflow EARF1E B FAZ S #8the section called “E&E Secrets
Manager”,

TERamE S EH Apache Airflow 28 (test-variable) WA R & &% AWS Secrets
Manager Apache Airflow 281 R ERAILZ S8,

TR I{AITE FEA Apache Airflow IE4E (myconn) WA EBE REAILZ S8 AWS Secrets
Manager # 1T Apache Airflow E#z.

ER
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MAEHTABBE PR Esecretsmanager :ResourceTag/<tag-key>MWZEEE
ERHHERRSE ?

(@ Note
B Apache Airflow 2.0 MR &% E R4,

B8l , B/ Apache Airflow P EXEE , BREEZEREHTACPEARE S|/ H b ERRHIR
PR # ¥} Secrets Manager #ZH1ZHL,

KRELELEZE Snowflake
BETHNIER :

1. 1E GitHub E£fEH aws-mwaa-docker-images , 4RI EH DAGs, BHEFT/A#EXH Python
AR,

2. ¥ T5IEE B EEIRKER requirements.txt,

apache-airflow-providers-snowflake==1.3.0
3. BTIEAFEEEN DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

H{R Apache Airflow EFEM 4TS THIREY

Conn ID : nowflake_conn

Conn & : Snowflake

FH# . <my account>.<my region if not us-west-2>.snowflakecomputing.com
EBIER : <my FBHER>

BA<BNERESRE>

BREE - wereere

IR : <port , ifany>

g

©® N o o bk~ 0w D=

B 437


https://github.com/aws/amazon-mwaa-docker-images
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"account": '"<my account>",

"warehouse": '"<my warehouse>",

"database": "<my database>",

"region": "<my region if not using us-west-2 otherwise omit this line>"
}

Flan -

>>> import json
>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host="'123456789012.us-east-1.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
extra=json.dumps(dict(account='123456789012"', warehouse="'YOUR_WAREHOUSE",
database—'YOUR DB_OPTION', region='us-east-1')),
<)

RE L Airflow Ul IR B R ELR

Apache Airflow 7£ Apache Airflow Ul FiZfERE R, BRERBEAM , eHSEALFERRELE
EE URI £, 18 Apache Airflow Ul F 5% A E%?%EZIK , I A E A BEREREARELER
URI F& | BlanfER HTTP EiRE A,

BRETISR
1. 7E B Apache Airflow Ul 1 77EX Amazon MWAA 2 EVERIER 2 £ E Amazon MWAA IRIE LI
Apache Airflow R #E&EE 4,

2. TFH&T , £ B9 CLI FE 3L Apache Airflow iE#&Apache Airflow CLI i 52 %,

3.  THEEWMEE Amazon MWAA £ Apache Airflow Ul FREESLE R RYELRER | RE MM Apache
Airflow Ul HHYEFRET AR BRI RS,

Web fal B85

THIERESREA Amazon MWAA L Apache Airflow Web a1 BR2S AT sEUR B /Y $8 35,

Web {a] Bk &7 438
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RIEFE Web fAIIRESEFULE] 5xx 552

BRETISER

1. BZE Apache Airflow #HREIE1H, RFEEIEE A Apache Airflow #HREZ IRV E ¥ AWS Secrets
Manager2 IE®ERRTE , ol . BEEE S TH , 552/ the section called “FIEEEIRE Secrets

Manager’,
2. T requirements.txt, TF FHIHH Airflow "extras" requirements.txt EHFMEME
N EERK Apache Airflow MRASHE R

3. EFRMErequirements.txtBRHIEE Python MM E |
b Python KM

nliH-

28 f£ requirements.txt P&

F U EThe schedulexr does not seem to be runningizit

MBHREBRCUFARAT , REPBFIRBIZE—ME "0, , B8 DAGs ATRETRZFI1E Apache
Airflow 1 | W FE2HEEH TR,

BETISER

1. WEREM VPC Z2BAAHEAFEGERIE 5432, TEWERESREHZEEIREN Amazon
Aurora PostgreSQL FH#EERERIE, FELKRAE |, 5B Amazon MWAA xi% SEERYEFRE | $HER
AAEEHK, BEEE P THE , 5528 the section called “VPC F & 24",

(® Note

« Aurora PostgreSQL F#EE R ER Amazon MWAA [RIEEEN —22 , TEAREH
AWS 1RF,

- EREMBEREERFERABNENR , I FARRERR.

2. MRBFEHBARIT  TRRRAERUELZEARRIERBHEFSERE, EBFH CloudWatch
Logs FAVEIFE HESEHE | HEDEH DAGs, ABHEANEREEENR, BBEE-STH , F2H
EENER.

%

T 5 ERERA IREF Apache Airflow E7 AT sEWR FIAIE5 55

% 439
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BREBFEFIARTX

MREH Apache Airflow 5 "R{E1 SARTH , BREHITTILER

1.

E&E T KB DAGs. B4 DAGs BEIHTREEH (HIMBEAFER ) , UBHER.

a.

ERESTHA , KREEZ N DAGs. NMREFEAMNRIREREN 50% UL, B2
JA5& Apache Airflow HIiE2R B BIBE, EEE M CloudWatch IEEFH KEEZITRFRE ,
=% CloudWatch Logs FHI & DAG RIERE, EEHEMA ZUUSKEIAIEEEE 2 AN
Apache Airflow #H5&,

EEE— S THBMESZRNERENENREER , 528 the section called “Apache
Airflow B RBETRR,

THIR O REEERERH, EBFERAAREBTEIE MNoney MEEKEE , HE Queued
Tasks#H/= CloudWatch Tasks Pending FEERAXRETHKHE, BAEEERINERNOT :

a.

MRFTHEKBEBRENEE , N/ EEBDAEREZHHEATINAETE , AIERS
BREBLEFFENANIESE,

MEFHTHEREESRRENSE , BELBEY DAGs FBHTHEIBEE , F/=1EhmMm
Apache Airflow TEE AB TR,

NMREFZAIXECTEDEREREENNBEEMITEE ZHEATS , RMABERETHEI
E /=718 i Apache Airflow THEE A TR,

I&ALAE A AWS Command Line Interface (AWS CLI) Y update-environment @i R & &
EEREPHITHNIEEHETRE LR,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

EEE— S THREMEBFARRENENREEL , 528 the section called “Apache
Airflow BYRBEFRR -

MREWEBFE "9T7H. RE , BEALBRERIEEELEARIHALAR. ETRRRENE
BERIARBRRE LHTHNIFEERE, TEHER T RREHHEH,

BEERKRIENER , AREIUER (WEFR ) . EWZE Amazon MWAA fiER T/EE R
1 ; A Al , Amazon MWAA EEH BT ER A S ERA WL DAGs , MRMEFTIINER |, BlE
SERRRIRE

%
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4. FE2ZB (Apache Airflow 2Z15m) FHELE , #—5 T # Apache Airflow E# 4B,

K 1E Airflow v3 RIREIZ B BFERNER K
IR IR Apache Airflow 3 EEREAFHWERT A , FERETISE

- WMBIEERFHBEIEE , HINEHLAKETask handler raised error:

WorkerLostError('Worker exited prematurely: exitcode 15 Job: 12.') ,iE%X

REMRGERN D R THEERF ATREIMEL.

EERRLEE  FERERAMEBNR/NMEMKZKERERE celery.worker_autoscale, 5140 :

celery.worker_autoscale=5,5 # for mwl.small
celery.worker_autoscale=10,10 # for mwl.medium
celery.worker_autoscale=20,20 # for mwl.large

EARRIFEEREXNNMBEE , BIETHEESHM L,

CLI
T 5 ERERBPIEE B 1T Airflow CLI SBR[ REW EIAY EEE2 AWS Command Line Interfaces
1£ CLI 53 DAG Bk Z| "503, 538

Airflow CLI 7£ Apache Airflow Webserver #1417 , EX{THR, —MRME , &Z A LAER#IT 4 @

CLI @8,

51+ dags backfill Apache Airflow CLI i S &%KK ? RREMRETE?

® Note
LUREE AR Apache Airflow v2.0.2 3RE,

B2 H b Apache Airflow CLI 55 —#% , backfillis S EENMZITFTE DAGs , BEEEM
DAGs , #i® CLI IREE A 2MH{E DAG, 1EEH Apache Airflow 2.0.2 MRBY Amazon MWAA REF |
HAE CLI S #ITHE , ABEXNEREARZHET Web fRIfREE L. HMTRMEXK , MERWUA
backfill#{E, MRBEREPLZETMRERIABER |, backfillBREESK I,

CLI
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EREHHIT backfill CLI &5 , BEBIEE bash BEFHMUAT, £ bash BEFrh , T
FHbackfillR&E , foFF DAGs KIhEHr , RAFELEMNERF plguins BT AN R, AT IIE
fl2 BB #) DAGBashOperator , LA#1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

BEEF
T ERERBAFE A Operators B O] BEUL BRI EEER,

Ff#EH S3Transform IBE 7 U Z|IPermissionExrror: [Exrrno 13] Permission
denied$&:a

MRBERFERA S3Transform :BE F#H1T Shell 5515 , AR FEIPermissionError: [Errno 13]
Permission denied#fiR , BREHIT ISR, TIFTREBEREHEREMW plugins.zip BE., W
RIBEE M plugins.zip , @28 ZEEEANEEN,

1. £ GitHub EfEf aws-mwaa-docker-images , FTEA BRI BH DAGs, BHET/MHFEXF Python
AR,

2. BMER "B, BETHR.

#!/bin/bash
cp $1 $2

3. (EA) macOS M Linux EAETRFENT MG T , WRRESBTHIT,

chmod 777 transform_test.sh

4. BIESIEHIEEEM plugins.zip.

zip plugins.zip transform_test.sh
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5. FRIE{E L& plugins.zip £ Amazon S3 L ER,

6. FRIE{E Amazon MWAA 12 & LIERE plugins.zip MRARF IS BB,

7. BIT5 DAG,

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

file_transform = S3FileTransformOperatoxr(

task_id='file_transform’,

transform_script="'/usr/local/airflow/plugins/transform_test.sh',

source_s3_key='s3://amzn-s3-demo-bucket/files/input.txt’,

dest_s3_key="'s3://amzn-s3-demo-bucket/files/output.txt'

)

8. FEBEEH DAG 2B LEZE Amazon S3 FH S ER,

WEZE : B MEFH Amazon MWAA RIF

FEALEWEEITEEEEILMER Amazon Managed Workflows for Apache Airflow 3R35% I AT BEI& Z
RYSHER |, AR AnfAIff RIS L8 3R,
AES
+ B3 requirements.txt

 RIEE T HMAR requirements.ixt , EEEIB 20 2 EM B R EFRAIRE
- SEER

« Amazon MWAA REXEEBEHET UI?
- BEYREFIE

o RELER S3 HENFFINEENZEIE

- BYRE

s REMEVIIRE , W B{E%HE Creating AREE

Amazon MWAA 2 3 /& #t 443



Amazon Managed Workflows for Apache Airflow .
- REHEVIRE |, (BMREBERA Create failed
« BREFER VPC 3 W FINetwork Failureffiza
- REFHEVREBEIWIRSE. 7IEHER "HEAGE, HR

- REHEVRE , WHERARES |, AvailableB EREHFE Airflow Ul i , §8R Empty Reply
from Server=} 502 Bad Gateway#s &2

- REFEVRE MENEAZEBE —HBRFIER
- BERIRE

- REASEREER , BEHRK
- FEURE

o ZEEFE Apache Airflow Ul

E3# requirements.txt
THEERPEBEEH BUEKEIMNEERrequirements. txt,
FIEE T FHHRAK requirements.txt , EEHIB 20 P ENBEREFRNIRE

MBENIREZTERIB 20 D EFRELEFT AN requirements . txtiER | BIREFHSAK , M
Amazon MWAA EEIR ZERFMENHE — BB EMRA,

1. REEHHREE, BERE—EA FH Python HKMEIBERBEMAE (==) REARAE
(<=)requirements.txt,

2. ¥ Apache Airflow B &5, MRERA Apache Airflow BES , 81E CloudWatch £ A A&
HEELERENEFFHECRIEL, MRENEBZEHAK  RERNEERRLEARFZ
CloudWatch = Amazon S3 $1{THABMNH T, EEE—D TH , F2E ATAE,

3. ®E Apache Airflow fARERIE, MREFEFER Secrets Manager , EHEFRIEISES Apache
Airflow #HREZIEHNREH CIERRE, BEE—F TH#H , 52/ the section called “5%7E Secrets
Manager’,

4. BE VPC B, EEHE—S TH , 552 B the section called “IREFF",
BEBTABGHT., BTACREBHTEEMN AWS Identity and Access Management (IAM) &
&, &F Amazon MWAA K REU A E MR AWS ( 5121 Amazon S3, CloudWatch, Amazon
SQS. Amazon ECR) ERHF T, ZHNEFZESHI AWSHEN SRUEERATER. &
BEE-STH K6 FBEITAE,

6. EEHTHEDEIESTERRE Amazon MWAA RIEM Amazon VPC B EFELE , FSHE
GitHub AWS X BT EFHREFRIEETH,

E# requirements. txt 444
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SEHERN

T Y EBERBEERERER Apache Airflow F 12 = I AT 6EIB 2 AY R RE,

Amazon MWAA REXEEEBET UI?

#& Apache Airflow v2.2.2 B#s , Amazon MWAA 1B 7E Apache Airflow Web il fR 28 L R &/ HE
X, WEEBET Ul INREH Amazon MWAA IRIE#IT Apache Airflow 2.0.2 iR EFTIRA , EA45 &
EBEBRT Ul

MERAEEAARBERENFEER
B f#FEE

T 5| EREFRBAEIEEIT Amazon S3 1T IF A RER RIRY SR 3R,

E
¢

28 R4

BEEEN S3 HEH N FFIRERNRIE

Amazon MWAA IRIFNH1TAEFE Amazon S3 #FEr#8 £ GetBucketPublicAccessBlockEfE
HEFT , FTRERRREEITEHEN L BER, BETY 58

1. RSB JSON BEREEZLENHMITAE,
2. EETF| JSON B :

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

5/ Amazon S33 ######## amzn-s3-demo-bucket RRVEIBITEB L E.,

3. EEHTHEZEIESERMBE Amazon MWAA IRIER Amazon VPC 8K EEE 4R EE |
GitHub AWS X ET EBRFIRERSE.

T
¢
a5
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B RE

THEERACERETIRIE AT BIVEERR,

REHEVURIE , WHFHE Creating AREE

EERTIIER

1. FAXNEHRHERE VPC #ik, MREEREEMRMAEFIN Amazon VPC | FHER T HISEHE !

. &8 Amazon VPC BE&E A L F Amazon MWAA BRIEF AN TR AWS EiR 2 B 8K 7
E , I FFrESKthe section called “BIA R, Flin , B VPC Z£HEXLBEAFERKSE
BFAPHFERE , SUREMMIEE HTTPS BZIEEE 443 ] TCP EIiZEEE 5432 K E
EIEEE,

2. REERLBEHN VPC Bi%, MREEANRREBEMEZFIE Amazon VPC , FFH#ER T3

BIE

&K Amazon VPC B E A o7 Amazon MWAA IRIETRE AWS ERZEHREKRHE , W
FR PR E ZHthe section called “BIABIAE", a0 | BHMEILE FRKTESER NATHE (=
NAT $117{E8 ) WA X K T EEERBEKREE,

3. BEHITHEZEESHEREE Amazon MWAA RIEH Amazon VPC R EMMERE | FSH

GitHub AWS X ET BN RFEREETR.

KREHBIURE , BIREBETRA Create failed
BETHNIER :

1. & VPC fEiKiERE, ZEHE—F TH , 552 the section called “ERIEFE",

2. BREMFEAEFT. Amazon MWAA BERVIIRIFEZ 8 , SFEFEAENEAERHTEE, £
AWS IRFE TI8E8 B 7E AWS Identity and Access Management (IAM) R 3T IR 35200 &RV EF
. i, IREBZFLEMRE Apache Airflow FEUHER , BNEEES AWS 1RF ZACREN
RIFER T AmazonMWAAFullConsoleAccess FEUR &I BUERKY FEUE |, iE A REMNIRFEY VPC
Ui o

3. REIFTABHT. HITACRERFFUBIRK AWS Identity and Access Management (IAM) £
& | &F Amazon MWAA RFREW A EMRHE AWS ( 6121 Amazon S3, CloudWatch, Amazon
SQS. Amazon ECR) EfF T, BNEFZEESRN AWSHENEREEEHANFN. &
BEE-STH K6 F2H TR,

=)

e
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4. W& Apache Airflow B, MRERA Apache Airflow HES , F57E CloudWatch £ & #Y A &
HEE RSN EFEECRYETL., NRENBZEARR , RERNERRRLBABR
CloudWatch % Amazon S3 #I{TRAEN Y. EEE S TH L F2H ITAE,

5. ZHEFTHEZEIESHERBE Amazon MWAA IREH Amazon VPC B X EFMMERE
GitHub AWS XET B REREE T,

6. MPHEAEEREREKFEN Amazon VPC |, BHEREEET Amazon S3 BE RS , HiEF
Amazon ECR #El Amazon S3 FTEMNRIKER., BEHE—2 7R UN{ATE I Amazon S3 FER
B AEZETYRE:

b
W

B

- EXRERBRERFINERTEI Amazon VPC #%
« {Amazon Elastic Container Registry £ EEM) PHE I Amazon S3 FiEimE

KEFIERN VPC XK FINetwork Failure#fiR

EERTIIDER

« MREERUIRFENetwork FailurefFEFIEH Amazon VPC R4 SRR | FFREAREMEITH
HBERRRERN , RREBHE K

REFBEURBIWIRE. 7RENER "LEEE, HR

ERTIIER

BRI B | BAZA Amazon S3 #FAFBEEMN URI E URI EREE 1. RMIERE
BREBEHN /. ELERATIHERN

s3://amzn-s3-demo-bucket

RERBIURE , WHATRRES |, AvailablefB EREHFE Airflow Ul & , R
Empty Reply from Serverdi 502 Bad Gatewayiiz2
BETITR

1. BEVPC R #/HBEE, EEE—F TH 6 55Z3E the section called “TRIEF1E

2. FEFRIEIE I HBHEM Apache Airflow Effrequirements. txt ¥ EEEIE Amazon MWAA £
#1TH Apache Airflow iR, BB —H T # , FSH L Python MK iE.

By

zﬁ]‘a
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3. FHEHITHEZEESERBE Amazon MWAA IRIEH Amazon VPC R EMNMELE | FSH
GitHub AWS X ET EFRHRFEREE TR,

REFEURE K MBENEAEEBRE—EHEKFTERE

«  Apache Airflow I E BB LR A 64 BFt. MREEH AWS Identity and Access
Management (IAM) AEEBLRE , MeFERAMEEREELREBIEC , BFREFE—,

EFTIRIR

THEBERA\EEENRBR AN BINEER,

REHRSERBER  BEHKXHK

MREREBEFEFATRNWRERR (HlWiE BFA mwl.mediummwl.small) , BEEFHREMNE
KRB, RIFREMAESEE A UPDATE_FAILED MREE , HIRIBEEEES , URBRIRN KB EMRAF
E,

BETISER

1. 7 GitHub £ aws-mwaa-docker-images , FE A RAIG 2K DAGs, BFT/MHEXF Python
iR

2. EEHTHEZEIESHERKRE Amazon MWAA REM Amazon VPC MR ELEMMERE | EF2E
GitHub AWS XE T EHHRFRIFE TR,

%

\

FEURE

THEERAEBEFIR RIEF IR ER,
F ##5% 7 H Apache Airflow Ul
BETISR

1. REFAEHFT., BN RESHTERNFERE , TARFE Apache Airflow Ul, BEEifE—
$ T, 552/ the section called “/ZEX Amazon MWAA E3E",

2. RERBEFHN. EUReRALEETAERARKFEUERN., MR Apache Airflow
Ul B9 URL %X ~387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl10.us-
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west-2.airflow.amazonaws.com , &R&EE A Apache Airflow Web @ RESFHIFAE A,

B LA Apache Airflow FEERERAEHA L ERBEFIEN | HE U #FIZRFE Apache Airflow
Web faIfR2EHI VPC inSh, ZEHE—F T , 552/ the section called “EXE¥ VPC s 27
B,

W EEES BT : CloudWatch Logs #1 CloudTrail $553

AEMH LM EBETE Amazon CloudWatch Logs FIER A R , AR IETE Amazon Managed Workflows
for Apache Airflow IR¥EH AIsEIBEIHY AWS CloudTrail #5358,

Y

%

+
XY

|
[

BEAEEHK B , W EIReading remote log from Cloudwatch log_groupfi s
- EREREEMAFNERLTAK

+ FK7E CloudTrail U Z|ResourceAlreadyExistsExceptionfsza

« K7 CloudTrail U ZElInvalid requestis 52

« I 1E Apache Airflow H&ECannot locate a 64-bit Oracle Client library: "libcintsh.so: cannot open
shared object file: No such file or directory Ei 15

o RUEHEFZES BEET M psycopg? 'server E S\EA R E AR

« 1 DAG ¥ H i Executor reports task instance %s finished (%s) although the task says its
%sHES

« REEH HFCould not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log. R EV 1§

A&
5 BERY LA Apache Airflow B 558 TALHLEI O $3E,

BELEEKBEF , S EIReading remote log from Cloudwatch
log_groupé&sa

Amazon MWAA B &7 Apache Airflow E## Amazon CloudWatch Logs EEIMB A B, MR I
BEELIMEBER  AB/ELEAFAER , BESEHEN

CloudWatch Logs #1 CloudTrail 449
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*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

- EBETIIR

a. WREZEEREMN INFOBRMATE B, MFEFMENR , 528 £ Amazon CloudWatch
R 72EY Airflow H &

b. WEREINTACLEEERNITEE,

c. BREMEETREBEEEE. BREANEREKIIN DAG , URBEEEM Python X E
AHEA, EERBLRTEERNMKY  FEFEREA  BEXERIIEXEENEAR
Ik, BFIEZBMFER aws-mwaa-docker-images JBIFRERY Python 4k,

EBERBEMBEFNERL TR

MREBEIEREBPRE, MERTRXRBEENTMBEE,
queue B8 , M5,

E
%
i

SR BETERGIHF

kg
Fit

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperator/(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

EERRERE |, queueFEREXBTHBER , ARBXRWHA DAG,

FTE CloudTrail H 4 F|ResourceAlreadyExistsExceptioniiii

"errorCode": "ResourceAlreadyExistsException",
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"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"
}

F L Python TR , BN Amazon MWAA FZREE CloudWatch EiAlKIwatchtowerE X Eapache-
airflow-backport-providers-amazonEHREBERAK, BETY/IER .

« BTIERAEFEEEN requirements. txt

watchtower==1.0.6

7 CloudTrail U E|Invalid requestifiii

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MREERAMEBM CloudFormation 824237 Amazon MWAA IR¥E R Amazon S3 #7878 , RIZE#E
CloudFormation €84 #7i8DependsOn[E R, IEMEEIR (MWAA IRIFEM MWAA #ITEER) EH
B H M CloudFormation, & T 5588

« & T5IDependsOnfRiA #7i8 E LM CloudFormation €78,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetIds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
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Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

MEFH |, 552 Amazon Managed Workflows for Apache Airflow BY1RIE A P92k 2 5R12,

FKTE Apache Airflow H3F5Cannot locate a 64-bit Oracle Client library:
"libclntsh.so: cannot open shared object file: No such file or
directoryHFHI5

- ERTIIER:

- WMREFEAK R Apache Airflow v2 |, 584 #i8core.lazy_load_plugins : False®
Apache Airflow #HREEIE, FEE—F TH#H , FSREABEREEEFRA 2 PN EER,

FRU B HEFE RS HEEH Y psycopg? 'server = I\BEEA AR’
MBEBKREIFELULATREESR |, B89 Apache Airflow HERZES T REC R E R,
2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally
2021-06-14T10:20:24.686-05:00 before or while processing the request.

BETISER

«  ZEFARE Apache Airflow v2.0.2 , BRILMERERIEER S 5 BEIERESS,

#F7£ DAG R HiEExecutor reports task instance %s finished (%s)
although the task says its %sHHUS

MR FETINER , REBHTHER T EES Amazon MWAA WEFK KBRS, EM—
18 Airflow {E##7 Amazon MWAA BRI 12 /N, SABs IEEBFEFIIFEHEHEBBRESFED,

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally
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BETISER

EZERBEBEB I RZERENHITHER. Aflow BEEEERE  FAHEEFRIERLSH,. 2
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