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VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String
Default: INFO
SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String
Default: INFO
WorkerLogslLevel:

$EB 1 # AWS CloudFormation 237417 7E 4~ # 7
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Description: Log level for WorkerlLogs
Type: String
Default: INFO

WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRHBHHBH BB HBH BB HBRHBH BB H R R HERHBH R H R R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH BB HEH BB H AR HBH AR HEH B H R HBEH B H AR HRH RS HEH B H AR HBH B HEH B H RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment
InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name

Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR

$EB 1 # AWS CloudFormation 237417 7E 4~ #
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MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

$EB 1 # AWS CloudFormation 237417 7E 4~ # 9



Amazon Managed Workflows for Apache Airflow EREEmR

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable

$EB 1 # AWS CloudFormation 237417 7E 4~ # 10
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SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2

$EB 1 # AWS CloudFormation 237417 7E 4~ # 11
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SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBEHHAHBRHBHBRHBEHHBH BB HBH BB HBH R H BB H R BB H R R HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment
DependsOn: MwaaExecutionPolicy
Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:

$EB 1 # AWS CloudFormation 237417 7E 4~ # 12
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- IRef PrivateSubnetl
- !Ref PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true
SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

GroupDescription: !Sub "Security Group for Amazon MWAA Environment

${AWS: :StackName}-MwaaEnvironment"

GroupName: !Sub "airflow-security-group-${AWS::StackName}-MwaaEnvironment"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref SecurityGroup
IpProtocol: "-1"
CidrIp: "0.0.0.0/0"

MwaaExecutionRole:
Type: AWS::IAM::Role

$EB 1 # AWS CloudFormation 237417 7E 4~ #
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Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS: :AccountId}:environment/
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups

$EB 1 # AWS CloudFormation 237417 7E 4~ # 14
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Resource: "*"

- Effect: Allow
Action:
- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults
- logs:DescribelogGroups
Resource:
- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-
group:airflow-${AWS: :StackName}*"
- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"
- Effect: Allow
Action:
- sgs:ChangeMessageVisibility
- sqgs:DeleteMessage
- sqgs:GetQueueAttributes
- sgs:GetQueueUrl
- sgs:ReceiveMessage
- sgs:SendMessage
Resource:
- !Sub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"
- Effect: Allow
Action:
- kms:Decrypt
- kms:DescribeKey
- "kms:GenerateDataKey*"
- kms:Encrypt
NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:
"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

$EB 1 # AWS CloudFormation 237417 7E 4~ # 15
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PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

E£=% : £H AWS CLI
1. ESPRREY , BfREB/FMmwaa_public_network.yml#y B #&. #ila0 :

cd mwaaproject

2. ffMAaws cloudformation create-stackisSEIMFEHARHEE AWS CLI,
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aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa_public_network.yml --capabilities CAPABILITY_IAM
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« Amazon MWAA IR3E — —1{E Amazon MWAA IR¥E | 5RE T Amazon S3 BN E. DAG 2
NIEFEAT BETAMHIER T Python MMM | IR IEH Amazon VPC R EZ£EE (MMFFE
)2 7 — {8 Amazon MWAA RiE,

BRI 2 Bl

& EE Amazon MWAA IR | A RERBHE R IRE 2 I REUE b2 B2 I M E HBAWSE
Ro

BREEVIRE , BLEEREFUTEE .

« AWS KMSkey — EZHIRIEFHETERMBHAWS KMSE 8, &R A BUE Amazon MWAA £ &
PEEFERRE , MERIRERBEIAWSHENSH  JECHRANEFZESR  Z2BREH
RIBFIERA 2 HMMAWSIRTE (EME) T, MEFEE—STH , #208 CAZTFEENESH/ETM
#,

- BITAE — AFF Amazon MWAA EEUERIRIEPAWSE RN HTACR, B LE Amazon MWAA

IR LEEREREE  UEEBUREREVHTAC, EE—P TH , 35828 Amazon
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£ Amazon MWAA £ 4 HBEFENEE  UEEBEVREREVZSHE K AZSHERGEERE
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- XBEIFEP (BREM) - us-west-2
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- MENM (BR#E) — sa-east-1

A Amazon MWAA R EiT i ERr T EiF T FiTRTET

RISEIERBAE L Amazon S3 EFETE LS Apache RREREIRE (DAG), ERHPMBFTABERIA
X Python #KMF M Eplugins. zipERPW LI ER, requirements.txt

ES
. BthZ A
. BEEGEREE
. BESE?

BRI 2 Bl

- Amazon S3 FFrFrErrrrrrrrrErrrr 82— TH#
28 Amazon EREFREECAEREETINRETEGSFA,

« AR Amazon MWAA IR3EHY Amazon S3 RFIFRAARERPEMELAARFE , YRARTETR
MR A2 5l

- AREFEE MWAA IRIEH Amazon S3 REFEE L AN ED FE MWAA RIFHEENAWSER.
= ERR Amazon MWAA WAWSEEIEE , FF2RTHEEE MWAA iR EE. AWS —fix2
&

3

REFFEITERE
AERPAABWIRIEE T Amazon S3 RENFEFEFTEFEFERERER
B EFireE

1. & A AWS Management Console , YRRz https://console.aws.amazon.com/s3/ B Amazon
S3 XA,
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2. i#IZ Create bucket (B 78T EE),
3. 1E Bucket name (E7FATREM) P , ARFITREARTS DNS REMNER,

EFrBRBAA ;

o TEPFTHB Amazon S3 H#E AME—,
- REMSBENN3EG3EFTZ2HE,
« FEREFETT

« UNEFRHHFRE.

/A Important

BRERFTESBTISBRENR  HIMIRFHRE. EiEORAFITEPZUHH URL
b, ERTREETEERE,

4. 7 "TAWSEHE, FiEE "#hE, . EEEESEREEN Amazon MWAA REFTENAWSEEHE
Ei
BRLEEBELANESU R BREEERAE , YHELERER,
5. i##Z Block all public access (e AEE).
6. EE "HEERFAEEFHA

7. ER-EER. WEREREERY , AEERPBBEHN Amazon S3 REEFETE. B
WBucket : Staging.

8. EA-ARB/BEMNE, BALLEETE Amazon S3 FEFE LA T ESD —@ENEEE,

a. 71Efa Amazon S3 SSE-S3
b. EFESAWS Key Management Servicei (SSE-KMS) LAfE Amazon S3 RFIFRE LERAE
AWS KMSEBHE T N -
i. AWSEE LR (aws/s3)-MNRLEZFIEE , B LAFEA Amazon MWAA EIERAWSHE
BE£H , IEEEFZESHRRIME Amazon MWAA RIE,

ii. fRAWS KMS£ighBERASAWS KMSig ARN-INBRBIZE L SBRIEEEFE
HEH£iE  BIMSEEESAWS KMSE8 ID 5 ARN, AWS KMSAmazon MWAA A~z # 5
ZNZEEEE, BIBEMAWS KMSE 18 th HBERARK Amazon MWAA IRE EHNE,

9. EA-ERRE, MREEBERA Amazon S3 YHEHE -
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a. EEERRE. BH.

/A Important
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b. EEH.
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AIEFRP A Apache RARIEN Amazon FE TEREET Amazon BB A ZinBEHNTEZR
H,

(® Note
Apache R AEREENFEREFRESRENR, NREFEANRERERHTIHMES
HATPHBIRFENIRE Amazon VPC , BHMIEZEFIBAWS PrivateLinkz 5 SQS i 2
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- FEMRERVYRREZE , ERARREENERLIBE,
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Networking info

Virtual private cloud (VPC)

Defines the networking infrastructure setup of your Airflow environment. An environment needs 2 private subnets in different availability
zones. To create a new VPC with private subnets, choose Create MWAA VPC. Learn more [

v C Create MWAA VPC [

(® VPC and subnet selections can't be changed after an environment is created.

BIEZ BV D BSRERLA EimEREEBREEA

LU FAWS CloudFormation®i4s 22 37 — {E 58 55 3% VPC 4358 B B B 432 A E RN ERSEAWS B IH, B 18
R BFR RS N H. EEEHRTT AR —E Apache BB EH A REFEIM AR R EAXRHFE
B,

1. BHUTHEARYNRABEEAREFEEScfn-vpc-public-private.yaml, #REATLAT HE A,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24
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PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone
Type: String
Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
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Type: AWS::EC2::Subnet
Properties:

VpcId: !Ref VPC

AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnetl1CIDR

MapPublicIpOnLaunch: true

Tags:

- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
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Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:

Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl
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PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway?2

7 5 SR A B I R 492 TR 29



Amazon Managed Workflows for Apache Airflow EREEmR

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl
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PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress
2. EHSRRFD , BB #cfn-vpc-public-private.yaml#Efk, Bl :

cd mwaaproject

3. fEMaws cloudformation create-stack¥g® , AEIMEHAWS CLl,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

(® Note
3 Amazon VPC EREREXKIFE 30 7E.

BIR= BV 0 BRERMA EimiEs S BEEA

LA FAWS CloudFormation#i 2472 37 — @ ot 5% VPC {388 8 BB 8E A E /R BRFEAWS [E 15,

/A Important
£ A AR FEUER B R T A Amazon VPC B , B4 EREREMRIE Amazon ECR |, &
AEE A BB % B 7B Amazon S3, AT T I B ERE I BB

1. BHERIUTAZRISONIAM BR , YA HFEEFE S EMs3-gw-endpoint-policy.json. #%
B F Amazon ECR fZ2Hl Amazon S3 &R EM HIKHER,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",

"Action": [
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ERAEER

"s3:GetObject"
1,
"Effect": "Allow",

"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

2. FEAUTHSEILKEAWS CLEES. MK TS/ EBME--vpc-idM--route-table-
idsEAEM B VPC NEE ., BYR--service-nameiRIBEFTEHEN B,

$ aws ec2 create-vpc-endpoint --vpc-id vpc-la2b3c4d \
--service-name com.amazonaws.us-west-2.s3 \
--route-table-ids rtb-11aa22bb \

--vpc-endpoint-type Gateway \

--policy-document file://s3-gw-endpoint-policy.json

WEA Amazon ECR 23 Amazon S3 FEBIRWEFFMEN , F2REL D E# S3 FiElk
HEnBSREMAEEMAFER.

LBRIEER R EEERER TN . ER/ERT AR —{8 Apache SR7i#E E Al AR5 S8 FA A MEBRIZIRTF
BN, ©RIE T ATENERM A Zinis BAWSIRIE 6 A /YR

1. BEUTHANAREIEAREHEESCcn-vpc-private.yaml, RUATLLTE A,

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetlCIDR:

Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone

Type: String
Default: 10.192.10.0/24

PrivateSubnet2CIDR:
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Description: The IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name

Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name
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Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTablelds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

: :Region}.s3"

GroupDescription: Security Group for Amazon MWAA Environments to access VPC

endpoints

GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS: :Region}.sqgs"

VpcEndpointType: Interface
VpcId: !Ref VPC
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PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.logs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.monitoring"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS: :Region}.kms"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
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- IRef SecurityGroup

EcrApiVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

EcrDkrVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

AirflowApiVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

AirflowEnvVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

::Region}.ecr.api"

::Region}.ecr.dkzr"

::Region}.airflow.api”
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ServiceName: !Sub "com.amazonaws.${AWS::Region}.airflow.env"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EGTRERFH , BREIB#&cfn-vpc-private. yml#EfE, Hlun :

cd mwaaproject

3. f{#Haws cloudformation create-stack¥g$ , LAEIEAHAWS CLI,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml
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® Note
37 Amazon VPC EfREAFNEE 30 o,

3
$

4. BEERV-EHG  UEREMFIEL VPC wH. MEE—-STHE  F2B £ Amazon

MWAA &2 R#4EE Amazon VPC i 28 178

® Note
& A LATE Amazon MVAA Z£E4HM CIDR FiE—FSR&l&E EFE. Flan |, Saf @B 7Rmng
Fol AR RIZRRE B 2 a5 R BAREEE S3 MM EEE VPC # CIDR.

®REIR?

o THRRWMAEL T ERY DGEE MWAA RIEE 7 — 18 Amazon MWAA IR,

o THERWMERAIERBET VPN BE , #EMWEEE Amazon VPCEEREE : EHAWS Client
VPN,

237 —{f Amazon MWAA IRiE

BRAR Apache ERK Amazon ZETERE , €A Apache RENHEEFRBRRBRANMERAEN
H , EEFIBRAHIREPEE Apache Rifte RNIEFRAE I Amazon MWAA IRIEMN SR,
AES
- BmRZAE
o B A EF RIRARA
- BYRE
- SR—  EEFHEER
- TB- . REHMESRE
- $B=  REYET
- BRIESR?
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BRIE 2 Bl

, BRAREEENERMLA VPC HEEEBE,

- BEEBREBHEFAELAEEE Amazon S3 fEZETEE | WA I EMRAZES,
BEEEFFITH AWS IRFE FEEFFH Amazon MWAA | BARFE AWS Identity and Access

Management (IAM) FRZE . IAM B EETA . MREEE Apache RRBERRI[IFAABEE
B | ZEXEPR%E Amazon VPC RHY Apache RFAEZE , BIEE IAM FEFT |, FRER Y

Amazon VPC i B,

Bl H &5 SR TR AR AR

Amazon EIEH Apache RiRFEXZELLT Apache Rt

® Note

+ #& Apache | v2.2.2 Bi#h , Amazon MWAA BB 1E7E Apache RAME MRS L& &

Python 3R,

HEEEAN BT IMEER,

& Apache Rt v2.7.2 BtA ,
R PR

Apache Airflow fRZAME A,

MEFEFRERPREFREVROFADES

B DE 23 SRR AR
v2.8.1
v2.7.2
v2.6.3

BHNERIHESHEBE—--constraintPEH, WMREX

, Amazon MWAA E REBIEE —ERS , ABEERPIIHNE4RBEEFERAN
SR L % Python MMM,

el 8 27 SRR S F e 25 5,37 PR Python hRZ<
FItHERR v2.818  FIHFRR v2.8.14%8  Python

ZEE R

FIPRZT R v2.7.2 8 FIIHZ SRR v2.7.2 #9 Python

Z1EE RXH

FIPHEF SRR v2.6.3 2  FHFRM v2.6.3%  Python

Zi5mE R4

ik el
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ERAEER

MEEBEREHKEEMN Apache Airflow FEHEBIRHE Amazon MWAA RIZENFHE

Al F 7 SR, AR
v2.5.1
v2.4.3
v2.2.2
V2.0.2

Bl 1H &3 SRR IE FE e 25 5% 7% PR Python fR4s
FIHETRA v2.5.1 8  MEFRMv2.5.14  Python
ZiEE RXH

FIHERMv24.32 MHEFRKv24.348  Python
i1 RXH

FHBTRA v2.228  MEFRMv2.224  Python 3.7
ZEE RXH

FIHETRA v2.028  MEFRMv2.024  Python 3.7

ZiEmE

R

FREERERENREA) , F2E Amazon M WAA B&IERM.

EITIRIE

AT ZB 9 8RBAZEE I Amazon MWAA IRIER S ER

SR—  EEFEER
EEEERRNFAESR

1.

2
3.
4

a.

b.

BARL Amazon MWAA Fi2 &,

£A T AWS 2 EEEEEREN T E,
i#1Z Create environment (B IRIE).

i [(EEFEEN REN REFEEN T

EEBPWARENE -2,
ERFRMRAHIEIZE Apache RiRMRA

(® Note

MRREEFEME , RIFER[/RIH Airflow M7,

v2.8.1,

# (2FERES

] P B B T iR AN =2 ] B 2 SRR

<+
L
i

40
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https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-4-3-2022-11-14
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-2-2-2021-11-15
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-0-2-2021-04-19
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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5. 71 Amazon S3 H) DAG RIET , EEEUTRAR :

a. S31EfEE, BIERIE S3 HIZBHEUER Amazon S3 EFETEE |, SKEA Amazon S3 URI,

b. DAG X%, #ZBIE S3 , RERIEH Amazon S3 FEFEIFEFMNdagsERIK |, G A
Amazon S3 URlI,

c. TRHSH-TE, BIFBIE S3, AREIEE Amazon S3 EEErE Efplugins. zipER |, &
# A Amazon S3 URI,

d. FTRXH-TLER, RFBIE S3, AREE Amazon S3 REFEITE LWrequirements. txtig
= , ¥ A Amazon S3 URI,

e. BEIETHBER-EA ,BE "BE, S3 1i®H Amazon S3 HEITFE FNESIBESR , S
A Amazon S3 URl,

6. EE-F_Z’FO

SBZ  SREHMRE
R EHEPEERE
1. 7 "EREEMRKERE, EMEM "HEEK T

. EEMSEK Amazon VPC,

IS REE A Amazon VPC H M EFLAE FHEEK.
2. % "HEMRSFRFEL T, BEERUERHEFH Apache RARFEE :

a. FAAMEEE. EE24& Apache BRMEAE N HHNFERERR S A2H Amazon VPC HERF&
BRIEMN IAM E&%T?HNEBEE’JE% %, BEERBEIN Amazon VPC M , FRESIITIL
S,

@ Note

R EE Apache Airflow Ul REEELABIBEBATFR , mMEBFEFEFRLARTFERE
2 Web fAlfREEFER , FEELAMKIEE, NRLEELHFEREREE , IFER
3 —{E#HI R ZE Amazon VPC A H Apache SR EARES. MEFMENR |, F2
B 17HY Apache RAAAEH @ARESH VPC FAA Eimim 2 (FAABBREE).

b. AHFIEK, EAHFMEHEIEEREN IAM BENFEAEZBABEMAKEN Apache R fE
AENHE.
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ERAEER

3.

EREBET | BIEZERMNRE Amazon VPC WL £ EHH -

a. IR¥ETERR , Amazon MWAA EFREIHEZSHFHEFNSEEW AMEA LKA | £ Amazon
VPC RN T #A,

b. Ti&A, . BUHEN [BIYFHETSMEE) PZESHR | 2 0HEE 5 EReMEE,

® Note

HAEMW Amazon VPC Z & EHHA A A4S R A F s B8 AETRE , LAHHE
BiEE, MEHE—-FTHE , 528 Amazon MWAA £ VPC IRLBUE,

ERRERT , BEREEH .

EMESCREIBETHFEHMFNRPORYT, EILERSERFEHER.
SHEBARTHEENE , FEEZEREFHITH Apache Airflow THEEABE LIR.

MEE—FTH  F2HE EHSHEEEARE.
B TEL T ERERMEEE

a. RIRFERR , Amazon MWAA EfEF AWS SR SRMEMBRIEHE R,

b. TERA, . 1BE [BFIMBERE (ER)] SLEETEN AWS KMS £, NREEEELS
BhigEEFEENEE | BAEREE AWS KMS €48 ID 3 ARN, AWS KMS Amazon
MWAA A EBRIZHZEE 8, MREHE Amazon S3 FEIE EARRSRFEMZFEET
Amazon S3 €88 | Bl BB Amazon MWAA IRIBIEEMREHN L8,

® Note
BN BRE BT |, T8 Amazon MWAA T4 HBWNZSE, BENEAE
1B B 0 H AR B9 BUE AR 3% F Amazon MWAA SRS a, MindigEal

BEREM. EE2T , ARRCHEEBERE —HSECHER , 2§ Apache Airflow FEEEIEE

€ CloudWatch %48 :
a. RRIIESCHk. &2 Apache SRR TIERCSHFEMNEE | LUEIXE CloudWatch ie kB AVED
818,

b. KRB MAREFCEE, 1B1F Apache Airflow B E RS CHEENER | LIERXS
CloudWatch Fe &R AYFC 8RS
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c. RARHEIZESECER, 1#IF Apache Airflow BEFEES SRR BV A | LUEIXZE CloudWatch 5288
YO ERE > 3 N

d. |BRIEERAF. 1B Apache RARE S THEBRRHEENEE | LUEIEZE CloudWatch R#k/E
G ERE - L=
e. SR DAG ERIEFCEEME. 1B1E Apache Rl DAG BIECBEENERE | LMEEE CloudWatch
FCERE AR B FC 8RR
8. MEA, . HRAKRMERRIE , FEEMNE BT HERRE,

B A LA Apache RIRARAH Apache RMEREZEMNER TNNBFETIEE  SIEEBTHEBEER
1H, flfllcore.default_task_retries : 3,

9. TER.L. & "HBE., T ,EE "HEER. K SERECHNIREAEER, 5

WEnvironment : Staging,

10. £ "H#FR., T, EE-ENTAE

a. 1RIBETESR , Amazon MWAA SEEYHAGHENHTAR, BXEREEY IAM AN
PR, TREMEFLLI®IE,

b. NER.L . BEF@WAAE ARN LB AREHITHEHN Amazon EIREHE (ARN).
1. EBEET—

SR=  mREYEY
BREREHENDSER
BRERERE  EERVYRE.

(® Note
RIERBANFE-TI=12E

®rEIR?

o TR F A EFEEREN Apache RRAEE [ AREF M Amazon MWAA IRENFEUE, EEY
Amazon MWAA IRIEHN1FE

o THRUMITEIE Amazon MWAA FEERIE4EE Amazon VPC i 2 #Y FEL AR FEL Apache KRB E
fAREE (FAABBEFER) B VPC BAUAERIHE,
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- BEARERMIREN Amazon MWAA API #4E, CreateEnvironment

®rELR?

« TR Amazon S3 £ 4 Amazon MWAA #ZErBr 17 BT BT BT 7 BT BT Br 7 BT BT AT,
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EHEE Amazon MWAA IRIEHNFH

Apache Airflow B Amazon ZETEREBXERBAF , TEEAREREMEANEM AWS R
ER. BEFEEESBFE Amazon MWAA IRIER AWS Identity and Access Management (IAM) R #Y
Apache KRREAENEHNER, XHRAARKTTFRE AWS ERFEENHTAG , AR NATHE
A, AR TFEX Amazon MWAA IR Apache Airflow R ENEFREN AWS IRF .

&

« 1ZHL Amazon MWAA RiE

- Amazon MWAA KR ER AR
« Amazon MWAA $11TAE

- ERBEREEEREA

- FRFRARFIER

ZH Amazon MWAA IRiE

= E ¢4 Apache RAERA Amazon ZEITERRE , BXAFRIRFNEGXVELTTH IAM B, &
BHRPBETLIMINZE Apache BB BB FEEEK , ARERAR Apache BHRIREM Amazon B
B THEREN Apache RHRFEAE,

EMEZEERAREEAER  WEAFANACKERSED , LAFEH Amazon MWAA ER, &iE
AR B RGBEREZMNE IAM F£HE , MREEEFEIACIURER AWS ERMN REFFEIE,

IAM BEREBTUERFHREINE —EIAM 7 , EERENHFT, IAM ARE IAM FRAEHEM ,
RAETCREEFTBEN AWS §5HE5 , TRES D TUBTHMTFEEEPHITHERME AWS, B
2, AENENERETECHNEMATRA K MAREBHEEGAASED. ), SEEEHEZBH
WEERHER  fINFREHEHLE, ke  ELETACE  HEALNAGTERRIEHERS
2HBH,

EERERIERGRAEESER SR ACTYERZACHNER, EHAEIETEIRIE , X
BoSHAGEVRE YERTHAGERNTT. UEFHEBSAGHNEREN , F28 AM &
AEEETNAE=FEIREEETAR, MEEMEMA IAM Identity Center , AIEBEREHF TE, B
BHEBREBERTLUERNAZR , IAM Identity Center #$FF RIS 62 IAM Y A @ ERIE, MESEF
A& , 5526 AWS IAM Identity Center £ E BB HNFT A&,

B AERFRER IAM AR TFHMAFIIRFERN AWS IkRF 510, MEHM , F2H IAM &
REEEPHHBRE | B AWS 1RF £/ IAM & & Z FEUE,
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=8 ]

- EERFR

o TEMIEH & BRI E® FullConsoleAccess

- FEER API M#EH S5 EREE . 5 E# FullApiAccess
o QEEH| A5 R KR T B ReadOnlyAccess

- FIRZTRR Ul SHRBUER 52 Bi# WebServerAccess

« PIIRZTRR CLI K S E#E AirflowCliAccess

« B3 JSON HER

- BRAMMEFRZASTENSELERARS

- BESR?

BRI

I IEFTE AWS Identity and Access Management (IAM) E 88 #8177 HL Amazon MWAA IREHEHH
BERMBHE. ESEEMBER , B Apache Airflow A EFEIELERNER, Hlin , FEBRE
&1 Apache Rk 6 & BEBH FEUER

Amazon MWAA FRELBERRRBEHAEREEEE AWS A LHTEEMENGTT , ERE
BIREFE R APl 1178,

BT LAERAAEE DA JSON BE A IAM Y Apache Airflow fERE BN BE , RESZBERMINE
IAM FIIERE, BESAE,

+ AmazonmWAA FullConsoleAccess — A Lt R IREETE Amazon MWAA £ A LR ERENE
PR,

« AmazonmWAA FullApiAccess — A L BER R T AREEIRENAMAE Amazon MWAA APl 77
B,

« AmazonmWAA ReadOnlyAccess — £ A lL IR R F7EUE , LU4R Amazon MWAA 12 & FE{E
RIEFMEANEIR.

« D551 WebServerAccess — A tb R B A 52 F ¥ Apache RRAEES 7] BR 25 B9 R EURE .

» T AirflowCliAccess — f& F It J& B AT iR E2 %417 Apache & CLI d5 B FEUE,

FERMEFIE  FHEERESNERE. HERAEG

- EREMBENMN AWS IAM Identity Center :
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BUEREE. FIRIR AWS IAM Identity Center fEFE1ER HiY B EIREE RPETERME,
- BB REEET IAM FEERNERE

BABSEsNAG, FERIAMERAEZER N AE=182RH#E Bic) EYAG PHETRE

TRE,
. IAM & :

- BAZHNERETRENAC, FRRBIAMEREER N A IAM EAERYAE FHVERET

b (8

- (TER) SBEREEMMNEFEASE , IREAENEEEREFE. FER IAM EREERMAHT

EARERE (EEE)PHETR.

SEEEM IR G A BA SRS 5h 553 FullConsoleAccess

MREAEFEE Amazon MWAA A LRERE , BIFREEER
HlAmazonMWAAFullConsoleAccessEF Al K,

(® Note
N TEEIZEAFINRASEISHITERIam: PassRole, E A EMEAE KRS EREN A
BMEITABEER Amazon MWAA, Amazon MWAA RESEASR® , MERREFUHE M
AWS R, THIiHIEAiam: PassedToServicelfH £ KiEE Amazon MWAA BRIEE
B8 (airflow.amazonaws.com) A EEA BN R,
mEFMEHiam: PassRole , @20 (IAM £AEER) PHREFHEEACEER
AWS Bk 7% 9 RERR

MRS EEFAFTREMBZREILFNEE Amazon MWAA IBiE | BFAWS HEEN A THIEE,

£ AWS AR TR

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

.
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{
"Effect":"Allow",
"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
I
{
"Effect":"Allow",
"Action": [
"iam:ListRoles"
1,
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:policy/service-role/MWAA-Execution-
Policy*"
},
{
"Effect":"Allow",
"Action":[
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:role/service-role/AmazonMWAA*"
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMWAA"
},
{
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"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

]I

"Resource":"*"

"Effect":"Allow",

"Action":[
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect":"Allow",
"Action": [
"kms:ListAliases"

]I

"Resource":"*"

STEERE AR
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"Effect":"Allow",
"Action":"ec2:CreateVpcEndpoint",

"Resource": [

ec2:*:
ec2:*:

rec2:*:

ec2:*:

:vpc-endpoint/*",
:vpc/*",
:subnet/*",
:security-group/*"

"ec2:CreateNetworkInterface"

"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

"arn:aws:

"arn:aws:

"arn:aws

"arn:aws:
]

},

{
"Effect":"Allow",
"Action":[
1,
"Resource": [
]

}

MREBEFERAELZESRE

EFAEFSESE , IAM ZHEX

EREFEENES

"Version":"2012-10-17",

"Statement": [

"Effect":"Allow",

{
"Action":"
"Resource":"*"
o
{

"Effect":"Allow",
"Action":[
"iam:PassRole"

1,

"Resource":"*",
"Condition":{
"StringlLike":{

THREMNER , B MEE Amazon MWAA IRIE |
A

:"airflow:*",

3 EEATHBER, &
BEFERAESIRFHHEENESBEFEI AWS KMS ERAER,

TR AHE
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"iam:PassedToService"

"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:role/service-role/AmazonMwWAA*"

}
}
I
{
"Effect":"Allow",
"Action": [
"iam:ListRoles"
1,
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[

"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: : YOUR_ACCOUNT_ID

Policy*"
},

{
"Effect":"Allow",
"Action":[

"iam:AttachRolePolicy",

"iam:CreateRole"
1,

},
{

"Effect":"Allow",
"Action":[

:"airflow.amazonaws.com"

"iam:CreateServicelLinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMWAA"
I

{
"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

]I

"Resource":"*"

:policy/service-role/MWAA-Execution-

STEERE AR
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ERAEER

}I
{

"Effect":"Allow",

"Action":[
"s3:CreateBucket",
"s3:PutObject",

"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*

"Effect":"Allow",

"Action'

"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

l:[

"ec2:DescribeSecurityGroups",

"Resource":"*"

"Effect":"Allow",

"Action'

1,

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

l:[
"ec2:AuthorizeSecurityGroupIngress"
"ec2:CreateSecurityGroup"

"Effect":"Allow",

"Action'

]I

l:[

"kms:

ListAliases"

"Resource":"*"

"Effect":"Allow",
"Action":[

"kms

:DescribeKey",
"kms:
"kms:
"kms:
"kms:
"kms:

ListGrants",
CreateGrant",
RevokeGrant",
Decrypt",
Encrypt",

STEERE AR
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"kms:GenerateDataKey*",

"kms:ReEncrypt*"

"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"

"Action":"ec2:CreateVpcEndpoint",

ec2:
ec2:*:
ec2:
ec2:*:

*:*:vpc-endpoint/*",

:vpc/*",
:*:subnet/*",
:security-group/*"

*

* o

*

"ec2:CreateNetworkInterface"

"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

1,
},
{
"Effect":"Allow",
"Resource": [
"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:
]
},
{
"Effect":"Allow",
"Action":[
1,
"Resource": [
]
}

SSEW API MG A 56K EE - 22 B FullApiAccess

NREAEFTEFNHARERRENAE Amazon MWAA API , BITTRERER
EAmazonMWAAFullApiAccessFF AR, EREREAFE Apache RREAENEHNER,

® Note

TEMN AP| FRBRSEIS#HTHERiam: PassRole, EAREAERRBERZNHEMNH

1TABEELS Amazon MWAA, Amazon MWAA IBEESEAE® , LERRERWE 4 AWS
R, THIEEHI{EHiam: PassedToServicelfH &8 KIEE Amazon MWAA ARFS = 58
(airflow.amazonaws.com) A A E5E A 1 R

MEFMEHiam: PassRole , @20 (AM FAEERE) PHREFEHESACEERER
AWS RFEHIRERR.

TEM AP| ZHUE
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MREEEFAFENERELMNEE Amazon MWAA IR3% |, 556 AWS HEEN €8 A TIIBER.

£ AWS AR TR

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":({
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMWAA"

},
{

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

},
{

"Effect":"Allow",
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"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

MR EERAEFZESRET

EITREEMNS , B MEE Amazon MWAA IRE | SFEATHHE., &
EFAEFSES®R , IAM TBXE

BEFERAEIRFHHEENSBEFEI AWS KMS ERAER,

EREFEENES

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

}I

{

"Effect":"Allow",
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"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:CreateServicelinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMwAA"
I
{

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"kms:DescribeKey",
"kms:ListGrants",
"kms:CreateGrant",
"kms:RevokeGrant",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:ReEncrypt*"
1,
"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"
I
{
"Effect":"Allow",
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"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

REEH A 55 B KRB D5 Fi# ReadOnlyAccess

MREFAEFEE Amazon MWAA FEREREFHENEN LBAEEREEANER , BITEEE
FHAmazonMWAAReadOnlyAccessFFAIBER ., EXRANEAZEEUNNIRE, MERARE , IR

FF{E A &M% Apache Airflow £ & T H.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

HEETEEEFR
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]I

"Resource":

i n

Pl IR ZF R Ul SHREEE 58 &% WebServerAccess

MREAEFEFE Apache RREAEZENE , TEHEEFHAmazonMWAAWebServerAccessHRR
FH, ERAHEMAETE Amazon MWAA 14 ERFRE , T AFHFFEH Amazon MWAA API
TEMAEE, EHIEEAINLINOp, User, ViewermPublicA® , {airflow-role}LAEET Web

Token EAENFEER. WEFHMEEN , 528 Apache IRSEEEPNERAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",

"Resource": [
"arn:aws:airflow: {your-region}:YOUR_ACCOUNT_ID:role/{your-environment-

name}/{airflow-role}"
]
}

® Note
Amazon MWAA Rt F {EFE5% Apache EL/ AT FEEE (RBAC) AEH IAM BS. m
EEABET Apache RRACKHEFMENR , 52 Ethe section called “HERE . FFEHERF
% DAG B 75§,

\

Pl bH &5 SR 7 CLI BUR: B2 FE 3% AirflowCliAccess

MEFEREFEHIT Apache Bt CLI 55 (Bliltrigger_dag) , MIFEEFEER
ElAmazonMWAAAirflowCliAccess#ERER, BFAHFFEHAEE Amazon MWAA £ A ERIFR

B AR AHFER Amazon MWAA APl # TR B4k,

B bR B SRR Ul BA RS 58
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}
#3 JSON HE®R

&AL JSON BUR |, WASBURMIME IAM E258 ELNERE, AGSEE, T35 RRA\MMAE
IAM FE 37 JSON BX,

EEEY JSON BUR

1. 1EIAM 24 LB "BE, Bl

i#1Z Create policy (I HX),

FHIEIE JSON EF,

B &K JSON BUE,

BERRBEE.

£ TERL M TR IXFRUPEAE (BEY)

o o M 0w D

flgn |, & 7] LLin & 5K BEAmazonMWAAReadOnlyAccess,
7. BEENBR,

A% I B B 00 2= e 3% A & B AEL Y S 4515 FR SR 451

BREXBEESER IAM P BB , AirflowDevelopmentGroup#ET

A E A ZE Apache Airflow B BRI EHRZAE, EEFERAEFTER
HlAmazonMWAAFullConsoleAccessAmazonMWAAAirflowCliAccess,
FMAmazonMWAAWebServerAccessiER/RAl, AEFFREAUMIE IAM REMBFH, 2237 R INE L
R, AR WA ZEHEE IAM EFAEEVEN, SESBBREEANIAWS HEEN SR,

Y JSON BX 59


https://console.aws.amazon.com/iam/home#/policies
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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£ EE 5 Ei#® WAA BER FullConsoleAccess

1. THZSHEHBBER. FullConsoleAccess

£IAM =24 EH TBEL BEH,

i#1Z Create policy (B3I BUR),.

FHIEIE JSON EE,

BE E#9 JSON BZAmazonMWAAFullConsoleAccess,
B T5IME :

o o b~ w N

a. {your-account-id} — &8 AWS IR ID ( $la010123456789 )
b. {your-kms-id} —BFEBRESMNME BN A ECCEATFEENSRETHRENE
RFE A,
7. EE [eE] RAL
8. #AmazonMWAAFullConsoleAccess A&,
9. EEBVBIX.

EEE 7 on i WAA BUR WebServerAccess

1. TEEEEFHBEBER. WebServerAccess

EIAM X248 LR "BE) HE.

iZ1Z Create policy (BN BUR),.

FHIEIE JSON EE,

BE E#9 JSON BiZEAmazonMWAAWebServerAccess,
B T3IE :

2

a. {#####} — ## Amazon MWAA ##### (flE0) us-east-1
b. {your-account-id}-#&# AWS RS ID ( 4I200123456789 )

c. {your-environment-name} — ¥&H) Amazon MWAA IRIEZTE (f5110)
MyAirflowEnvironment

d. {####}-Admin FHFRRMREEES
7. BERERBBX.
8. HAmazonMWAAWebServerAccess A&,
9. EEFEEVBX.
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ERAEER

£ E# T 00 BB WAA BUR AirflowCliAccess

© N o 0o~ w0 Ddh =

T8 5 EA B BUE. AirflowCliAccess

£ IAM 25 EFR "TBE) B,

i#4Z Create policy (I B %),

FHIEIE JSON EF,

BE E#9 JSON BiZEAmazonMWAAAirflowCliAccess,
EE (] RA,

B AmazonMWAAAirflowCliAccess A& &,
BEEVIBR,

HEEMAE

N o o K~ w0 bd =

£IAM 2 & EFH TEHEL BE,

B AR ZBAirflowDevelopmentGroup,
iZIZ Next Step (BB ER)

¥ A AmazonMWAABATE BFiE P ERER R o
BEURE K = EREE,

iE1E Next Step (RELB).

i24Z Create Group (B &#H).

BB =&

o o A~ W h =

B IAMEZA LR "EAE, B,
BEERE

i#Z Groups (B48).

B FEERE =
iEZHAirflowDevelopmentGroup.

i#Z Add to Groups (¥Tig = &48).

®REIR?

o BRIRUNMAIE BB LAFER Apache IR & /1 E 5B 10 & R A F SR H.

BrELSE?
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- F2EEM IAMBER , -5 THRNFAEY IAM B,

Amazon MWAA W IR EF A G

EAR Apache RiRH Amazon & TERZMEA AWS Identity and Access Management (IAM) AR
BEHAC, RBESFAGE—EBEN IAM AEEE | EEERZE Amazon MWAA, Amazon
MWAA EAERRBEELE , SERBAREFIUE A AWS REPTENFIERF .

R EEAETELFREZMENTE Amazon MWAA , AR L FEFHBSLENH T, Amazon
MWAA EEZHEREELACHNET , RIESEERE , TRIRE Amazon MWAA AILUIREE AR, &
ENFUSEEEHREMEFTEER , BEZFTEHEREEMMEEH M IAM B8,

BB REMBRBRBESACHMEEER , FEEMER, ERAMREEN Amazon MWAA BIR |
REBEBHNBRENERNER,

NMEXERBEFACEMRBNEEET , F2ETEE IAM EENAWS R#% , IHIKX Service-
linked roles (IR EFE A ) ERMTHETA Yes (B) NWIRK, BEEGERNE , URRZRBNR
BEFEA B

Amazon MWAA BRI EE B BT

Amazon MWAA B & BRI ER AT AWSServiceRoleForAmazonMWAA — FEZRRF R E I /Y
RIS ERE A EERTF Amazon MWAA ZEL T FIRISHIFERR : AWS

« Amazon CloudWatch H# (CloudWatch H&) — E I Apache 57 B i 8 B 584,
« Amazon CloudWatch (CloudWatch) — #$ S22 IRER HE B T4 HEBNIEERHIENIRE,
« Amazon Elastic Compute Cloud (Amazon EC2) — Bl LA T &R :

- EBRFIAZHRPH —1@ Amazon VPC % , A H Apache AWSR RHEFRESS M THEEFEANSZ
Amazon Aurora PostgreSQL BRI E# %,

- WMREEEFE Apache RV ERIRIFAVFAAMEEE | BIF £ A% — 18 Amazon VPC i B 3R B
B E ARV EREFE.

« Amazon VPC HHYREMHEEE SR (ENI) A BEE Amazon VPC AREEER AWS BEREITHRKE
B

THEFRATZERE TRBETRESELZAEB, Amazon MWAA BRI E
Bairflow.amazonaws.comM A BRI Ro

R EEAE 62


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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ERAEER

{
"Version": "2012-
"Statement": [
{
"Effect":
"Principa
"Serv
1,
"Action":
}
]
}

10-17",

"Allow",
1||. {
ice": "airflow.amazonaws.com"

"sts:AssumeRole"

BAENABHFTHKANazonMWAAServiceRolePolicy St #F Amazon MWAA ¥iEEMNERTR T

BE -

"Version": "2012-
"Statement": [
{
"Effect":
"Action":
"logs
"logs
"logs
1,

"Resource

"Effect":
"Action":

"ec2:

"ec2:
"ec2:
"ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2
ec2:

10-17",

"Allow",

[
:CreatelLogStream",
:CreatelLogGroup",
:DescribelogGroups"”

": "arn:aws:logs:*:*:log-group:airflow-*:*"

"Allow",

[
AttachNetworkInterface",
CreateNetworkInterface",
CreateNetworkInterfacePermission",
DeleteNetworkInterface",
DeleteNetworkInterfacePermission",
DescribeDhcpOptions",
DescribeNetworkInterfaces",
DescribeSecurityGroups",
DescribeSubnets",
DescribeVpcEndpoints",

:DescribeVpcs",

DetachNetworkInterface"

Amazon MWAA K BRFS:E#E AT
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]I

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
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"ec2:CreateAction": "CreateVpcEndpoint"
1,
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

}
}
},
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

"‘M\ZE‘“*H‘FT IAM B (WERAE, HENAR) FTTRY, FEIMREKERASE, MFFM
&, F2H IAM EREERPHNREEEA G,

A Amazon MWAA B RS EEAE

EBAEEFHEY —EARBELZAR, BE&MFEH AWS Management Console, % AWS API 2 3 ##Y
Amazon MWAA IRiER AWS CLI , Amazon MWAA € AEERI REERZAE,

EERRBRLEBEEEAE  2REERXEY  SuLERFYEAHEEFEFEYAR, EFEY
HMIRIER | Amazon MWAA EB X AREIREEE LG,

#mEE Amazon MWAA RIS EZ A G

Amazon MWAA T A Er & 4mEE AWSServiceRoleForAmazonMWAA FRi&GERZ AR, RAEREEET
RESSERBELLAE K FMULELIGEVAGCABFACER, AN, B9EH IAM RiGEA R
iR, MEFHMEN , F2H IAM FREBEETNFEERSEEZAR,

A& Amazon MWAA 1 RIGER A G 65
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MR Amazon MWAA MY RIS ERE AR

EETBEARERKESRACHNIRIRYE  RAEZBERBRZAE. -, ERREREDE
EREENRERER.

B & MIBR Amazon MWAA IR3EK , Amazon MWAA ERIRREER R — B0 EANFAERBER.
1B , BHBEFRF Amazon MWAA TR HERIRIE | ?ﬁ'é:;iﬁﬁlﬁ?ﬁﬁi%x_%*ﬁ@ MR IEFE Amazon
MWAA i BRER5 2 BT I FR IR TS E S A € , Amazon MWAA T 82 A M BRIRIE AV PR B HHEI & IR

£/ IAM FERBRBREEEHE

£/ IAM £# A5 AWS API flEk AWSServiceRoleForAmazonMWAARR IS ERE A, AWS CLIZNE
HES BB (AM FERERRE) PHRBREEELESE,

¥ # Amazon MWAA RIS ER AR [EE

Amazon MWAA X ERERMERBNFIEREFEAREEEAC, NWEFMEENR , FS2BEAR Apache
KRnim A EEEN Amazon 2B TERE,

BUR BT

-3:J DU B

Amazon MWAA EFHRHEE  AmazonMWAAServiceR 2022 £ 11 A 18 H
FABFIEXR olePolicy — Amazon

MWAA EfTHIRIEEZEAE

HEFATIBER , LA EE Amazon

MWAA 7% E2 iR % £ 1 & R A5 B3

NWHEMEEZRGIZFIRFHN

R, BXHEEEE AWS/

MWAA

Amazon MWAA B8 BHIEE  Amazon MWAA BIEBMEE 2022 £ 11 A 18 A
AWS ZE R EREACERK
RNEE,

MIBR Amazon MWAA # RIS ERE A6 66


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
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Amazon MWAA #{THE &

HITABREEF BN AWS Identity and Access Management (IAM) &€& | A EFEAR
Apache Airflow B Amazon & TEREER , URARESUAHM AWS RENER, EFESE
Amazon S3 f#1ZETEE, AWS BEAM £ M CloudWatch BEEER. Amazon MWAA IRIZEEFER
BHREE—EHTAC, AERAUNMAFEAFNRERENATAES , LAFF Amazon MWAA FEURE
FEANEM AWS BIR,

AR
- BITACHE
o« {KFEERHMIINEERR
o M{ATETIEE A H A AWS IRIEHER
- MAREBHAMITHE
+ Create anew role (BRI HF A )
- BENEFHITACEI
- Bfhn JSON BRERIAGE A ELf AWS AR
- BBIRFERAGFINERER FH Amazon S3 7T A FEUE
o {55 P Pl R T SRUTIE 4
- BTAGMKN JSON FAIEHF]
- EFEESRNEHIBER
- AWS BHE SR EHIBUR
- BRIEFR?

MITHERE

Amazon MWAA ERENIRIEEAHM AWS IRENFFAIRRETABEIE. Amazon MWAA #ITA
BEEHREFANTI AWS IREHIFFA

+ Amazon CloudWatch ( CloudWatch ) -23% i 165 RRIEZEH B &5

- BEBEEEFFERE (Amazon S3) — FTARIREMN DAG BEXB AN EER (4

WMrequirements.txt).

+ Amazon Simple Queue Service (Amazon SQS) — #&RIREMN Apache FHREFKHEA Amazon
MWAA & Amazon SQS B%l,

QiTAE 7
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Amazon Managed Workflows for Apache Airflow EREEmR

« AWS Key Management Service (AWS KMS) — AARIRIENER N (FHAWS SN EBIEF
EENER).

® Note

MREERFEZE Amazon MWAA £/ AWS ZE KMS £k NBER , AIXBEEMME

Amazon MWAA SiTABHNBERERTT , UREFEIR Amazon SQS F R F /A EBEY

EE KMS €N TFEE, AT7TEENRENEFTAEGTFIEE KMS €18 , FETHIMERK

#

- E=ARFHH KMS £\ AFBHEREFE A RFFHERF 7.

- 21 DAG BERABFEFERLAE=AHIIRFHIERN airflow-celery- Amazon SQS 17
5, WEAERE KMS £ T,

A7 REBERSFINERNEBR 6 EREREAKERL DAG FHERE , UBRENT

EREFEEFEURF ANERE Amazon SQS 1751, It , BRIERAEREBSRFEFH

EFESE KMS £ EE Amazon MWAA LW INE, ESRFRENHTHARL , REEFN

1RE A KMS £88,

et , ERRENMFER R , RIELEERARENEE,

BITABEEETS IAM BEavHER

« airflow:PublishMetrics— f&F Amazon MWAA EEIRIRIBER R EAMREE,

R FE R Y AN FE PR

BT LAER Amazon MWAA £ 4 FNFERBREAREZYHTABNAWS B#ENER  RREARE
H LR SRS AIBRMEERTAR,

- EREFRAELLEE "TBUFNAG, BIER , Amazon MWAA Ei§IREFTE N RKFT AT M ME &8
BITHE,

- ERELERT , Amazon MWAA SMINSKFFAT. fla , RAEZRELE Amazon MWAA £ 4 £
BEXRE , UFEEYREREIHITAR. Amazon MWAA EFEAHTABHHERRKENE
X , BBAFAE CloudWatch BFERHEMIEEF AT BIKR. "arn:aws:logs:your-region:your-
account-id:log-group:airflow-your-environment-name-*"
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AT B E A ELft AWS BRISRVFERR

BIUIRER , Amazon MWAA EXHIESEEREFATEACHNFIEER, X AFRREFMENHM
ERFRREHFENHITAE, Hli0 , MEEHN DAG EEFZEHE AWS Glue , Amazon MWAA 3£ 8
BERENIREEEELHT , ST AHEZTENHITAG,

BRIEBMES AEERMEEHITAS !

- EBRIREWHITAER JSON BK, SR LEMALER EAYEH JSON BURXH |, £ IAM £124
LRTEHEAREIT AR JSON HX,

- FEIBA AWS RIEE JSON BE , W HMMELNHTAG, SBULEAKER NS | &
AWS RISV ET JSON BURSFEE IAM 34 FNETABE A,

BERFTACCEHAWIRIEMEBE , Amazon MWAA AT LAV BIFRAE AT TR, Btk TW
RERVPTALBREMLENER , DAG AIREE XM,

BB VBT A G

BRLERSERBENHNTAC, MRFNATASHARRENRRAEN K FEALEE LNSRE
UHWHATHCRRA , IiEHCREMNIIREE B,

Create a new role (BRI F A )

BIRFEER , Amazon MWAA ERERMERIAWS HEHN SR , YRKREBEYHITAG., BIURE
B, BW L Amazon MWAA £#4 ELRIEFFHEREE, TEETR T AREERIHITABHNERER,

Permissions info

Execution role
The IAM role used by your environment to access your DAG code, write logs, and perform other actions.

Create a new role v C

Role name

AmazonMWAA-MyAirflowEnvironment-rdfjhHm

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.
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BRENEFHNITACERR

O LAE Amazon MWAA £ 48 FRRRENSTA® , ¥ IAM EBALEFHZABH JSON I
Ko

EMHTARER

—

£ Amazon MWAA =# & LBERK "IRE, HE,
BE—ERR,

£ THERR, B LBERTAG , HE IAM FEBFTER.
BEEHTACEBURBERERR,

21 Edit Policy (#mEEBUR).

iEE JSON EZ%,

FEH &K JSON BUEK,

BERRBX,

© © N o o & 0D

B0 JSON BUER LAfE FH E b AWS FR7E

&AL R AWS BRIEE S JSON BUR |, WiSHMMELNBTAE, Hla0 , ST LM T %] JSON B
R, UREPHEERNKEZFEE AWS Secrets Manager,

{
"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

Wk

]

}

]
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}

HEERAMMEENHTAR

-_—

£ Amazon MWAA 124 ERRK "IRIE, EEH,

BE—ERE,

£ THR, ERPEZEZNBTAR,

BIEEEECR,

i#IZ Create policy (B3I BUR).

E$#E JSON,

B £ JSON B3R,

BE "T-%, . "B&, , "T-F, :

. BARAMNERMEERRE (HlanSecretsManagerReadPolicy) MERHA,
10. BEERVBXR,

© © N o o B~ w0 D

FBRFEBRAEENERR T Amazon S3 HEFEEF RN FZEUE

BT REABEF A PutPublicAccessBlockAmazon S3 B{EHSHEIRFE P AT E R FITE
N1ZE, EEHEHURFEHRFAEEENEZIRE  SNREHTACKELEERFRISYEE
#%s3:GetAccountPublicAccessBlock&{E,

LAT €861/ 887 3 SR S A Amazon S3 fFRTEEMFEE | KAMMEIRTHABHEEK,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

WFERRARS Amazon S3 P ERNFMES , F2E Amazon BEREFREEAEREREPVH
#H¥ Amazon S3 &7 2B 7L,

BEBIRFERABFIHERR T Amazon S3 17T AV IFEUE 71
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{55 A o] 0 &5 SR TR EE 4%

B A LA ST Apache RFRERR , YT Apache RIVEZEVHHIBEELNHATABKE ARN, NEH
— ST FE2REEE Apache RIRHIEL,

#ITAER JSON R A5

AEPPEIERRAUBETRRERA , EUARBREBEHTACFHERANERERER , SEIHVH
TARABIYRARENIRE, EXBEIE Apache R HEEE . Amazon S3 F#FETE A Amazon MW
AA RIFEMEIR ARN FHELE.,

BERELEREGHIFER , BEUCE S ARN HEZNVE , ARFEH JSON RRIEBIREFHFHTAE. Hla,
B {your-region}Bus-east-1,

EFERTRVEMIBER
THEFRERAIAREEFZESRNAITAGRAL

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

]

I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
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ERAEER

"logs:
"logs:
"logs:
"logs:
"logs:

1,

"Resource

PutLogEvents",
GetLogEvents",
GetLogRecord",
GetLogGroupFields",
GetQueryResults"

Il: [

"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-
environment-name}-*"

]

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"”

1,

"Resource": [

T

]

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

" n

]

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"sgs:ReceiveMessage",
"sgs:SendMessage"

1,

BHIHE
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"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"
I
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"Resource": "arn:aws:kms:{your-region}:{your-account-id}:key/{your-kms-cmk-
id}",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"sgs.{your-region}.amazonaws.com",
"s3.{your-region}.amazonaws.com"

]

}
}
}
]
}

ETR, ZBFEAF Amazon MWAA BELAE , FTEARREHTEE, ETLUERER IAM 1245
#iEL "airflow-env.amazonaws.com" R EREFE "airflow.amazonaws.com"ZEHHTHAE
WZETERTE  REBFEAN IAM create-role &9, ISELRBETBREELIATACHEER
BBERNXMHF, AWS CLURERABBER XM EFIAIETHEKE -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]

iy

"Action": "sts:AssumeRole"
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AREMB TS JSON BERMIMELNEFEESM, ERAIEMKns: EncryptionContext®f key
prefix 3R o 5FFENGC 8% 48 P Y Apache Airflow 52 CloudWatch 848

"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {

"Service": "logs.{your-region}.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
P
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:logs:{your-region}:{your-

account-id}:*"

}

AWS #EH S8 HY &5 EER
ToIEHIE R ARAWS HEESBNATAGEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:{your-region}:{your-account-id}:environment/
{your-environment-name}"
I
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"
},
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{

iy
{

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [

"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-
environment-name}-*"

]

"Effect": "Allow",
"Action": [
"logs:DescribelogGroups"”

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

i n

BHIHE
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]

I

{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqgs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqgs:SendMessage"

1,

"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"NotResource": "arn:aws:kms:*:{your-account-id}:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.{your-region}.amazonaws.com"

®REIR?

. BRERIEFN Apache Airflow £ & E P FEUREFMEN L EREPRFE Amazon MWAA IRIE,
- THRERRFEENSEEITME,

BrELSE? g
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- RRESEFERBRSEN,

P RIEENREA

BAEREABEBRZEMREE , BB THFETINER LR EFESFUNERNTXE
B, £ AWS |, BRBERAESEZREENRIEE, EEERS (WURS) S —ER% R

WERT) B , ATRE S RABREERE., TURGFIUBRBRERET , AHTEREIFTINARY
HttZEFNERENEE, ATHEMEERERL , AWS RHN T EAHBEBEREFMERBENER , miE
LERB TR ECESEIRFHFERNFIE,

RABELERENHTABPMFEMHaws: SourceArnMaws : SourceAccount£HFE LT £ |
LABR#| Amazon MWAA R E M IREFIERNT T, MREEEE AT —BEREEREFEUHEE
B, BIFEEA aws:SourceArn, MIREEE RFXIIRF PN EREE RIS HAEEEE  B6EH

aws :SourceAccount,

PrEREREBEABENREN S ERMEH aws :SourceArn £EFRHFARREIE , UK
BERNTE ARN, NMETHEERNTE ARN , REMREIEET ZMEER , B6EH
aws:SourceArn £HARKRHRSIBEEEAF T (*) KK~ ARN BWKRHEH 2. Hlan
arn:aws:airflow:*:123456789012:environment/*,

H{Eaws:SourceATn% BRI EAHEB T HITABH Amazon MWAA RiE ARN,

Ty EHERNAERENSTACEEFEAPFEHaws : SourceArnFaws : SourceAccount £ 13§
HRARZESIE , UFILEENBIRE, EEBIHNHATAGCR  SuLlEATIEEERE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com", "airflow-env.amazonaws.com"]
.
"Action": "sts:AssumeRole",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:airflow:your-
region:123456789012:environment/your-environment-name"
.
"StringEquals":{
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"aws :SourceAccount":"123456789012"

e R 77 SRR P EUAR X

BEARM Apache RIREEEH Amazon FETERESEAERE , RREEEEIRER Apache B
R ARBRNAARNLARE, NERERAEAR Apache RRREMN Amazon ZE TERE L
Apache Airflow #FERER TAMNEFEIER , URNREREZENTHERKEE , AIFEE Amazon VPC
PERENHMER.
RE
- MRFTRRFIER

- KR

o FAAMERE
- FEUEXEE

o NHBERFEUER

o FAAPERFEER
- RERAMAHFEER

- REX R

. BRERAMRE
- 17Hl Apache RSB EAREEH VPC FAAERIKE FAABPRBRER)

el R 77 3R 7R 7 BUE =X

BAI LA A Apache RIAMERRBBIBAARLAREE. BEERALARH , HEE "RAABKE. . E
PR #I{E & RBEIE Amazon VPC WEEL Apache RiABE AR, EEMA LKA , BFEE [
AR, ETEMEMAEE BB FE Apache RAE E [ RES.

RFR#E

THRBEEREE LA Web fRREFH Amazon MWAA IR,

M iR B SRR EUE R
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Public Web Server Option

Service VPC (single tenant)

=I—%@ ————————————— 2
= |

Load Balancing Airflow Web Servers

v
IAM
@ NAT gateway

ad

Internet

~REBEFIEN AR TEIRE IAM BERFEEAY 6 A & BB HERMAEE7H Apache Airflow Ul

TE® R Amazon MWAA 12 & L HRE 7] LA B2 B EE,
Web server access

Private network (Recommended)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

O Public network (No additional setup)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of

a corporate network. IAM must be used to handle user authentication.

AR

TIRBERERERLEREMRMREEN Amazon MWAA RiE

] e = SRR AR X
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Private Web Server Option

Service VPC (single tenant)

@.ﬁ. &

Web Serve
vpch'V ' Load Balancing Airflow Web Servers
|AM

&

o i
B E EEBE @

Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Container Registry Management Service

AERBEFEIHEX T4 Apache Airflow Ul I ZEUERRPRHI & Amazon VPC R 2R FERE IAM BUER
FEENERE,

EZRIEEEIE Web IR BERNIRIER | X EKFIEAKIEIEITEE Python wheel 7715
(.whl) & , A% .whlffrequirements.txt. ﬁﬁﬁﬁﬁﬁ wheel 7T AN R RKBENRA , F2
BAfE A Python wheel B2 k3B %

TE®R Amazon MWAA 12 & L FR4& 7] LAk 254 A MR8 2 1EH,

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

FHE S

AERABLEFE ARSI A PR FEEXE |, £ Amazon VPC FEM Y VPC im& (AWS
PrivateLink),

NHPREFEERER
MREH Apache Airflow RERIRF[EZF L ABBEFIER , AR RESEBREERELFEH,

FEUE S BE 81
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« Amazon MWAA A& Amazon Aurora PostgreSQL F#EE R ERERY VPC R HImE. wEH2
EHEEMATFRENTAREPEY , BBIREM AWS RS,

« A% , Amazon MWAA €1 IP Vit RIEMNIAE FRRBEZNEHIKH. ER2A T XEHX Amazon
VPC WEBETAEEBEE— IP WREBBMRET.

FAA R FEUE

MRE % Apache Airflow R EAIREZEZFMA BB EFEIER , SR REFSEEN Amazon VPC H LAFA
BH

- Amazon MWAA A& # Apache KRB EMMREFEN VPC REWE , X AEH Amazon Aurora
PostgreSQL FEERERERZT — BN HFY. FHSEHEEMAFBEENTAREEGEY , B
BIAREM AWS IRE,

« A% , Amazon MWAA £ IP it RIEMNLEFBRBEINERE. ERA T XE®R Amazon
VPC WEET A EEEEE— IP WKREBKE ML

MEH—L T H | 552 Ethe section called “Amazon VPC ] Apache &7 17 EUE =\ 19 €35 68 F 2= 6517
RERMANMOEFEER

TEIRBIERTRIRZIEMN Apache Airflow FEURR |, RALTENHMRENAERE,

RTE 2 F 8B

IR IBEIZE Apache R EARESN /A AMBERIZE SO LERIIRE 2 EBHRER Apache R E
A& HE.

BEERNT SRR EEAENFIUER , URFRRERE M AWS REVER.

1. FIEHEPR. Amazon MWAA EEF XA EHM AWS R, BELRETIRER | Amazon
MWAA 22y —AREEEAE K AFZACH T EEEEAITEH (Amazon ECR),
CloudWatch B35 Amazon EC2 R4 E IAM Bi4E,

BRI USSR EAEMEEREREM AWS REHVERR , S E2SERHEEENHT
A, MEE—FTH 6 @28 Amazon MWAA FITHE,

2. BUMFRAEXRE, BUREEAGFHERILZE IAM BER |, LLEREHIRERN Apache Airflow
ENHENFEEER, MEE—PTHE  FS2BEEE Amazon MWAA R,

BEALAAL RS EER &=
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=n, e
R TE FA A M 2%

R IRAE Apache Airflow Web AR IZEZMAMRIKRIZE K AEEAFAEREEEER. AHFENIER
EEAEM AWS BRTE , AR E S #EE AR E K FE Amazon VPC RV E IR,

1. BB, Amazon MWAA EEF A A EHM AWS R, ERETIRER , Amazon
MWAA 2 —BREEE AR K AHFZACHTERBEMAEEE (Amazon ECR),
CloudWatch B5EH Amazon EC2 ER4EE IAM BEh1E,

AT T EhE L R A H M EESRE A E i AWS IRISHER |, =2 S ERTIEERNEIT
A, NEHE—F TR , FZ2EAmazon MWAA HiTHE,

2. BAUGRER, BUREEAFTHERILZME IAM BUR , EREHIRIEMN Apache Airflow £
ENENEFEIER, NEHE—FT7H  BFSEFE Amazon MWAA IRiE,

3. RAMKREFE. BFEE Amazon VPC FE —{E#H] , LIE#EE| Apache R EmRETH
VPC #tFA A E i im B (AWS PrivateLink), f5lan | FEBEEA AWS Client VPN.

7#EX Apache R B FAREFHY VPC FAA Eimim R (FAA S FEY)

MBBBREZETHABEIZEE | AIEER Amazon VPC R E I —E#E| | LAFE Apache RiFiAE B [ AR
2R VPC #FA A Eimin 2 (AWS PrivateLink), ¥TRELER , RMEZREMEAE Amazon MWAA IR
EEER Amazon VPC, VPC Z&EEMILA FRK.

BERATE  F2REE VPC iR H FEUE,

FH Apache RRAAE A ARERHY VPC FA AN Eliin 5 (FA AR IFER) 83
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=5 R P PR JF SR A P S|

El‘liﬁiﬁZ?ﬁ , Apache B RiFEA LWEEEEE T/EREZERIT £ A Apache BREAEN

i WU LAE AT B MWAA £ A7 Apache RREAENEPREFUA DAG , :EEFHEE%E
MWAA AP| BRI 1L DAG, ZEiFREATFEL Apache RREAENEMENER. MAELER
EEEGSREBTHIT Amazon MWAA API FEAY | AR Apache &7 CLI X BN H .

£ |
- BRI
 BERK Airflow
2 8% 3 96 FF SRR
+ £I72 — 1@ Apache R iMBIE = F T
- flE—EMEERR CLI T
- FRFRR CLI v mBE

FORIRHF
TEHRAEAAGRES IS BEFEQ DS S B,

Access (7HR)
+ AWSAWS |dentity and Access Management(IAM) VIR F FEVER |, AT FEN P AV EE B MWAA &F
A BUR P M & SRR Ul 55 R B 50 B5 38 WebServerAccess,

« AWSTEAWS Identity and Access Management (IAM) # #ZE 2 5538 MWAA FF Al BURIIR B 221
AP| M2 A AR EE ;- I8 5B FullApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) EHRRKRBIE , AJEEEW TSI Shell PR S REE
AWS lREEE. EEXTHKARENSR , EEEHITTIIRE .

« AWSCLI—ZEZE 2R
« AWS CLI— RiEFEaws configure.

TORIRE 84
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B ER Airflow

TE®RTEEE MWAA 124 £ Apache RIRFERAE N EIER

Q 1 ©
Name v Status v Created date v Airflow version v Airflow Ul v
MyAirflowEnvironment @© Available Jan 28, 2021 09:49:06 (UTC-07:00) 1.10.12 Open Airflow Ul [

B 8% B ] 15 7 SRR

IBEEAWS Identity and Access Management (IAM) FBIAWSHR 5 Fa 1 25 58,577 Ul 55 R BER 28 55 8
WebServerAccessif o] , = BEMIRIEH Apache RREAE N H.

= EFEUEM Apache

1. HEREE MWAA T4 LR "RE EH,
2. EE—ERR.
3. 1EE TBRRE UL .

#2722 —{@ Apache RAMFEEH TS

B UEAMER ENGTSTEEREERAEN  RREREGSHRE MW Apache Airflow API #9
Amazon SE LERE. Hln , WA LAESER , AREBEH Amazon MWAA APl LR ERETH R EE
DAG, T—Ei8& /A bash ¥HHBAWS CLI, POST API EX 5 Python IES#EE I Apache R
BEAEBHRNSER, EETIREMNSEENIES 60 B,
AA
o SURIGH

« Access (2H)

« AWS CLI
« /A AWS CLI
« £ bash Bl

o R API 5K
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« £ Python IETHS
- BRESR?

SO IR R4
UTERERBEAKER LG SNGSEMENIS TR,
Access ()

« AWSAWS Identity and Access Management(IAM) FHI1E S FEVERR , AT FENF R B MWAA &F
A BUR P M & SRR Ul 56 R BUKR 50 B5 38 WebServerAccess,

« AWSTEAWS Identity and Access Management (IAM) # #2EE2 5538 MWAA FF AT BURIIR F 221
AP| F#EH A HEIREE ;- I8 i FullApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) RFRRBIKTITE , JEEED TS Shell P EMA RS RE
AWS RS BB, EETREERLNSR , BFEEHITTIERE

« AWSCLI—ZEZE 2 IR
« AWS CLI— RRiEfEaws configure.

A AWS CLI

T 5 51& 8 A+ B create-web-login-tokenags SAWS CLIZREE I Apache RIRBEEAER,

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£ bash Iz

T 58866 bash 355 1EMA A M create-web-login-token@i 4y , AWS CLIBAE I Apache 5578 H &
AR,

1. BHRTIEABHINAST , L HEXREFETHget-web-token.sh,

#!/bin/bash
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HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. B##MFEBVNEERAYOUR_HOST _NAMEFYOUR_ENVIRONMENT NAME, f5ian , /B8R H =
BEBABEM T TR (8 https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (Fi#E) macOS M Linux EAEAREZSEHT NG S , LERESHIHIT.

chmod +x get-web-token.sh

4. BT THETHATLESE Web 28R

./get-web-token.sh

5. BEEGSEITEEUTAR :

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

EHEMH APl B3R

T3 #EFEER POST APl ERRE I Apache BRMBEE AR,
1. #BHELT URL X888 REST API A FiwhY URL # AR BERIER URL LA,

https://YOUR_HOST_NAME/aws_mwaa/aws-console-sso?login=true#WebToken

2. B##BUKTERB LB YOUR_HOST_NAME, #iltn |, NFBBEHN EMBZBORELN T TR 08 F https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. HEHTF JSON ILBLEIER REST API B Fimiy R XA o

"name": "YOUR_ENVIRONMENT_NAME"
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}

4. PA##BMRFEZBILEYOUR_ENVIRONMENT _NAME,
5. EREFERPAINEEY, fln, MREZEAEES , FEE "TAWSER, , AW ALK -

« AWS_ACCESS_KEY_ID ## AccessKey
« AWS_SECRET_ACCESS_KEY H# SecretKey
6. ZLEZEEETIEE:

{
"webToken": "<Short-lived token generated for enabling access to the Apache
Airflow Webserver UI>",
"webServerHostname": "<Hostname for the WebServer of the environment>"
}

£ Python 15515

THEHIETE Python IESEEFFEA boto3 Create_web_login_token 53533 Apache BRI E A
R, BULEDEE MWAA SIAFTRIETE. BRELTEFE 2 R AUEEERYERRERR
ERENE, CREIECERATCHIRFILE TAWS S 15 EBE.

1. BRTIEXBHINRAE , W ELEREFRcreate-web-login-token.py.

import boto3

mwaa = boto3.client('mwaa')

response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"

)

webServerHostName = response['"WebServerHostname"]

webToken = response["WebToken"]

airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?

login=true#{1}'.format(webServerHostName, webToken)

print("Here is your Airflow UI URL: ")

print(airflowUIUrl)

2. R##EMXTEE{ZiEYOUR_ENVIRONMENT _NAME,
3. T TR LAESE Web B &R,

python3 create-web-login-token.py
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A
’rELSR?

- MEAREERIFHEBEEAERE Amazon MWAA API #{ECreateWebLoginToken,

Rl —EFtHF KRR CLI T hE

BUERALEE LGS ES CLI R , AREEEGSREF I Apache Airflow API B
Amazon Z2ETERE. fl0 , BRIAEBSHER , AREA Amazon MWAA APl IR A N EE
DAG, T—Hi3&FEH. #MiESHBAWS CLI, Python ¥8HHEE bash I8 HEE L Apache R CLI
BRNSER, EEPRENSHEERNA 60 ®,

(® Note

ZTAWS CLIEEERARBREL shel BE, MARED APl @05, BHitt , TANAHREA
REY. &7 HME Web RREB[BEAFRISER , BSHE L —EAWS CLIBREI TR BT E
TRFTEE R

AES
o SERFM
« Access (FFHR)
« AWS CLI
- £ AWS CLI
- EAEHRNAE
« {#/ bash HZ&
« £ Python IETHB

- RESR?

Jo IR R
DB ERAEALEA LN SN SEMENNS TR,
Access (7FH?)

« AWSHIR S ZEIAWS Identity and Access Management (IAM) , B]ZEX A #9 22 5538 MWAA EF ] X
RIIAZ R Ul 358 BUER 51 5% WebServerAccess.

BrELSE? 89


https://docs.aws.amazon.com/mwaa/latest/API/API_CreateWebLoginToken.html
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« AWSTEAWS Identity and Access Management (IAM) # 2B E2 5558 MWAA FF Al BURIIR F 221
AP| M2 #E A HREIRIE ;- I8 i FullApiAccess.

AWS CLI

AWS Command Line Interface (AWS CLI) RFERRBIRTE , JEEE WSS Shell REMA S RE
AWS lREEE., EETKUEENSR , EEEHTTIRE .

« AWS CLI— R 2 iR
« AWS CLI— BRiEFEaws configure.

A AWS CLI

T 5 & 5l & 55 A B create-cli-token@i S AWS CLIZRE I Apache it CLI #ERL,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

{56 FH #5 o B A<

THIEEBIERA curl #551EREA B create-web-login-token®i 45 , &8 Apache K748 E [ BR 25 £ HY i
F5UA Apache St CLIc AWS CLI

Apache Airflow v2

1. RXAXHER curl FIALASEEERIGT shell H,

(® Note
HHERIBRERE | BREFER shell KEHER "HEL > "KL .

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

£/ AWS CLI 90


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html
https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html

Amazon Managed Workflows for Apache Airflow EREEmR

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BHFERNEBEERAIIREYOUR_DAG_NAME, FMAWSE
1 YOUR_ENVIRONMENT_NAME, YOUR_REGIONf| , N AN EMBBUIREN TR (08
A https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BRESTRITEIUATAR:

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v1

1. RXAXHER cURL FBAEAHMBEE TS shell F,

(® Note
SHERSIBIRRE | BT ER shell KERER "HmEL > "M

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&8% CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME") \
&& echo "Output:" \
&& echo $CLI_RESULTS | jgq -r '.stdout' | base64 --decode \
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&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BHEBNEBRARIEYOUR_DAG_NAME, FIHAWSIE
##YOUR_HOST_NAME, YOUR_REGION®IZN , N BN EMBBAIBEM TR CRE
https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BRESTRITEIUATAR:

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

}

4. HUXYOUR_ENVIRONMENT_NAMEFN#IFE & {2 EYOUR_DAG_NAME,

£/ bash B4

T EHIER bash 18 HEFE I A M create-cli-token®i® , AWS CLIBAZ I Apache &3 CLI ##,

Apache Airflow v2

1. BETIHEABLHHIINAR , MEAEFEEFE Bget-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq
-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME"

2. B##MEBVEERAYOUR_ENVIRONMENT _NAMEYOUR_HOST_NAME,
FMYOUR_DAG_NAME, fitn , s AR EREBBABEM AR (R https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (BM)macOS M Linux EAEAREFEHAT N IGT , UBRIETHIHT.

f§ A bash Bz 92


https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html
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chmod +x get-cli-token.sh

4. BT THIESUEREIL Apache Rt CLI ##L,

./get-cli-token.sh

Apache Airflow v1

1. BHTIHEXRHBOINAR , L EAEFEFRget-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq
-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME"

2. B EBMNEBHTERAEYOUR_ENVIRONMENT _NAMEYOUR_HOST_NAME,
FMYOUR_DAG_NAME, fin , /s AR EMEB B AL R R (R https://) :

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (EHA)macOS M Linux FAEREEHTTIGS , ABRESHEIHIT,

chmod +x get-cli-token.sh

4. BT THIESUEHREIL Apache Rt CLI L,

./get-cli-token.sh

£/ Python {515

THEHIETE Python IESEEFEA boto3 Create_cli_token J3ERE I Apache 87 CLI #ERL I fiF 3
DAG, #AIMAEI BB MWAA SAETIIETEE. BREZEE IR B ERVERRERR
HEAE, CRB[ECRALZNIRFEE TAWSS 1 RFERIE.
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/mwaa.html#MWAA.Client.create_cli_token
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Apache Airflow v2

1. BHRTIEXGBHINRE , W ELEREFERcreate-cli-token.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken"']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
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'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
iy

data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. EUMXYOUR_ENVIRONMENT_NAMEFMMHFEE{LEYOUR_DAG_NAME,
3. HITT BRI Apache Bk CLI ML,

python3 create-cli-token.py

Apache Airflow v1

1. BRTIEBXBEHEANRE , YELEREFEHcreate-cli-token.py,

import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'trigger_dag'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])
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ERAEER

raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
I

data=raw_data

)

mwaa_std_err_message = base64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. HY{RYOUR_ENVIRONMENT_NAMEFI#IFE & {7 EYOUR_DAG_NAME,
3. HITTHETEEREIL Apache R CLI #EM,

python3 create-cli-token.py

ey B2k

. BERNRERE CLI EHE Amazon MWAA API #&4ECreateCliTokens

FIMH&E R CLI e s &&

ARERBATE Amazon BIEM Apache RARBEFZENMATZEN Apache Bt CLI 55,

RE
- BB
- B
- AWS CLI
- V2 RETEEY

BrELSE?
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https://docs.aws.amazon.com/mwaa/latest/API/API_CreateCliToken.html
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- XEMCLIES

- XENGS

- fEAZIAT DAG W& D
- BREXE

- BRE , BHRMBRAHEZRE v2 28

« B3 DAG BETigiaAE

« 7£ SSH BB L8117 CLI e DRI & 14

- &l GitHub F1% AWS 2R 72

DEIRHF
UTBERAEALEE LN SN SRAEN IS SR,

fFEY

« AWS F#IR S ZEL AWS Identity and Access Management (IAM) , AT ZELH 89 Amazon MWAA &
AR, PIPEERR Ul 56 BCE: 53 B i# WebServerAccess

« AWS 7£ AWS Identity and Access Management (IAM) 1 7ZHL Amazon MWAA FRTBERRIR S
R API M2 F 55K R - 55 5% FullApiAccess

|

AWS CLI

AWS Command Line Interface (AWS CLI) RFRRBHTITE , IREEATSIFREPN S HE
AWS R BB, EETREERLNSR , £BFETHEAR

« AWS CLI — REhMZ 2.

« AWS CLI — BREFEE aws configure.

v2 REfTEL1L

« 8 KR CLI v 45, Apache &7 v2 CLI B#E#S | MEMBN G S BESE—RBEA
Fans , EEREBMREEEH Apache i v1 A | I RIREFH LS Apache ik V2.
W, unpausefEMIAEFRA V1 BERdags unpauseEMHFRR V2, EERATHE  FSHE
Apache KRS EHEEHN 2 PHRT CLI #F,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/upgrading-to-2.html#airflow-cli-changes-in-2-0
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ERAEER

XEM CLIES

T —&i%tH Amazon MWAA LB/ Apache &% CLI &85,

V2.0+
| EN
MRA 2.2 A E (58 )

MRA< 2.2 Atk (38 )

XENTT

Apache Airflow v2
NE-JTEN Command
V2.0+ BB
V2.0+ EEMA
V2.0+ AR BR
MR 2.2 AL (FEEE ) DAG [EliE
V2.0+ kR DAG
AR 2.2 AL (FEEE ) BEHIX

DAGS 5l T1E

E(F list-import-errors

DAGS 3 RETT

DAG T —IR#T

V2.0+ BEEE
V2.0+ BERE
2.4 fgRA £ DAG ERF%I1L
V2.0+ BERT
V2.0+ FH&HT M
V2.0+ R

TEN CL S
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#backfill
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
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E-JEN Command
V2.0+ DAG 5888
V2.0+ BEIHEE
2.4 WA E BiREFR
V2.0+ HERFITH
V2.0+ RIS
V2.0+ L FE R i
V2.0+ Atk L 5
V2.0+ REEIIR
v2.8+ REEEA
IS e MR
v2.7+ e g 5 pni A
V2.0+ s a
IS AeiEss
TS AEEREE
JIES AeiEssE
V2.0+ ABEE
V2.0+ EBBRR
V2.0+ E3# X< %-DEP
V2.0+ IHEBE
V2.0+ IHERR
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
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ERAEER

IRERRAS
V2.0+
V2.0+
V2.0+
V2.0+
V2.0+
V2.0+
V2.0+

V2.0+

RS DAG &S

Command
T {EAREE

{£7 states-for-dag-run

RS
£ 20 MR

22X

it

TL
X

28
BYEE

version

MRBHBRIE IEEHIT Apache R v1.10.12 5 v2.0.2 , 1R DAG FERAMNAHERN KB EZB TS

NEZENEMH , 4T DAG H CLI B KA : requirements. txt

B A &7 SRR v2.0.2

* dags backfill
+ dags list
* dags list-runs

+ dags next-execution

MRER DAG FEAHEKNEBrequirements. txt.

AR

T—E8E A Apache it CLI B RE 7 XAV EE B,

AR
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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NE | EHEAMBAESET V2 B8

B EA T EFIENERERE, NEHIMBRERNE# <script> <mwaa env name> get |
set | delete <variable> <variable value> </variable> </variable>,

[ $# -eq @ ] && echo "Usage: $@ MWAA environment name " && exit

if [[ $2 == "" ]1; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

B3 DAG BEr¥Tig4aAE

EALAE R T 5 S B FE X BB FEEL Apache |5 v1 #l Apache SRR v2 , E#83 DAG IF3Ti84HRE | fI
Wairflow trigger_dag 'dag_name' —conf '{"key":"value"}'.

import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'

TARA® =
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key = "YOUR_KEY"
value = "YOUR_VALUE"
conf = Il{\llll + key + II\II:\IIII + Value + II\II}II

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.bb64decode(mwaa_response.json()['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()['stdout']).decode('utf8')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

£ SSH @8 L #1T CLI ap S RIPs & = 14
THgEFBERNAFERAREREBERERREY Linux BFEEEITRE CLI &9,
G

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --
header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND
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#if GitHub M%k AWS 2RfE

« 7£ Amazon EEWN TEREREA Apache it v2.0.2 BEHEE
« BBHDITE Amazon MWAA EWIFIIAZFT R v1.10.12 TR E
s XEXMHSHEMIMITRFA v1.10.12 £ Amazon MWAA 1 Bash EEE &+ GitHub
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https://dev.to/aws/interacting-with-amazon-managed-workflows-for-apache-airflow-via-the-command-line-4e91
https://dev.to/aws/interacting-with-amazon-managed-workflows-for-apache-airflow-via-the-command-line-4e91
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/dags/bash_operator_script
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B Apache R RHVELR

REIFREA A Apache Airflow IRIEERE Apache Airflow,

&

« Apache R £ FERBE

« Amazon MWAA IRIE E ZEH Apache RiRLEHEH

- EREEE

- EFAAWS Secrets Manager# % 2K % E Apache Airflow JE#R

Apache R & Z A EFRELE

EREBRAT , BURBEARER (HINEREAWSE) EEHMERNEH , HAE Apache Airflow H
FREFHERYGPHENTAS , RESERA DAG RRER.

- BREEM Apache Airflow, £ B REER Apache BiRL s | B A LUIEFERE Apache RiiAHAE
EIHairflow.cfgo

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

- FHFTRAEDRERE MWAA, EEE MWAA L | BEEAKELHAEIRTEHNIEA Amazon MWAA
A LK Apache RiHEEEIE, Apache Airflow HREZESUIRBEHENTEABALNIRE I
BEEMHERENFEHMAFHERE,

Amazon MWAA IRIE F Z 2/ Apache RiEEREH

EREITFIRER | Amazon MWAA €5 Apache Rt v2 RO L ERER LR B HEBINERE, Z#

RMUEEMEALE Apache IREAENEPREERER, SHERKELTFTEFELERMGTEE

Arequirements. txtXHHH Python kFEIE, RE|HH Amazon MWAA &¥FrE Apache Rt
v2 IRIFEZER Apache RRIEHEEH.

BE 104


https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/extra-packages-ref.html#providers-extras
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® Note

$ M Apache | v2 REERA , Amazon MWAA EHITERESFEAMA 2.0.1pip3
install -r requirements.txt , LA#E{REE CloudWatch BFFieSEMN R SR EM
Python ELZ#BE,

&

- FIAFRM v2.8.1 EENRHEFS
- FAFRM v2.7.2 ERVREHEES
- FIAFRM v2.6.3 EENRHEEFS
- FIAFRM v2.5.1 EENRHEEFS
- FAFRM v2.4.3 EENRHEEFS
- FAFRM v2.2.2 EENRHEEFS
- FMHFTRR v2.0.2 BENREHERFT
- BEEFMHNRAEEH

FIIHE SRR v2.8.1 EENREEFRS

E & 1E Apache &t v2.8.1 HE I Amazon MWAA IRIEEF , Amazon MWAA €ZE AR Apache &
TRIERN TSI EREL,

(® Note

B LB ERFTNZ X ERARapache-airflow-providers-amazon RA#R LR EE, 0
SREEBRFIRANEFEMENR , 552 Mthe section called “IEEFHRREEEHR",

EAREE =

AWS jEZ apache-airflow-providers-amazon[#§ B & /0]
==8.16.0

BB BUE 1% apache-airflow-providers-postgres==5.10.0
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https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
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ERAEER

EiRER
FTP i
Fr3eE s
HTTP &2
E AR

FRE sqQL

SQLite E##

PR BT SRR v2.7.2 IR RHEEEH

=
==]
D

(® Note

=

apache-airflow-providers-ftp==3.7.0

apache-airflow-providers-celery==3.5.1

apache-airflow-providers-http==4.8.0

apache-airflow-providers-imap==3.5.0

apache-airflow-providers-common-3 75 K

apache-airflow-providers-sqlite==3.7.0

&1 Apache R v2.7.2 FE L Amazon MWAA IRERF | Amazon MWAA 2R % A Apache &
TIERN TSI EREY,

BRI LB ERFNZ X EIRARapache-airflow-providers-amazon R AR LR EHE, 0
EEEBRFIRETHEEMER , 552 MBthe section called ‘I EFHIREEEHR,

EAREE

AWS E#

EHR

=

apache-airflow-providers-amazon[ & £ # /)]
==8.7.1

apache-airflow-providers-postgres==5.6.1

apache-airflow-providers-ftp==3.5.2

apache-airflow-providers-celery==3.3.4

apache-airflow-providers-http==4.5.2

apache-airflow-providers-imap==3.3.2

FIEFRIR v2.7.2 ERNREHEEH
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https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
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ERER =
EREH SQL apache-airflow-providers-common-3¥ 75 ¥
SQLite jE#E apache-airflow-providers-sqlite==3.4.3

B PE TSR v2.6.3 EENREEF S

B &1 Apache Rt v2.6.3 R E I Amazon MWAA REE | Amazon MWAA €% E B Apache &
TRERN THHEEES,

@ Note

B LB E R E X B A apache-airflow-providers-amazon ARt IR &, a0
EIEERIMAN MG | 552 8the section called “IEEFNIREEEL",

EARER =

AWS EiZ apache-airflow-providers-amazon[ [ £ &3]
==8.2.0

R BUE 12 apache-airflow-providers-postgres==5.5.1

FTP &E# apache-airflow-providers-ftp==3.4.2

g apache-airflow-providers-celery==3.2.1

HTTP & # apache-airflow-providers-http==4.4.2

EAR apache-airflow-providers-imap==3.2.2

FEH saQL apache-airflow-providers-common-3 J5 K

SQLite & apache-airflow-providers-sqlite==3.4.2
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https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
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FIIHET R v2.5.1 EENRAEERS

B & 7E Apache R v2.5.1 HE I Amazon MWAA IRIERF , Amazon MWAA €& Apache |
RERN TR ERES,

® Note

BA LS ERHNZ X B ARapache-airflow-providers-amazon R Ak ItiZEE, 0
EZIEEBFMANFFHER , 552 Mthe section called “IEEFWIRIBEEH",

EiRER =

AWS E# apache-airflow-providers-amazon==7.1.0
IS GER 3 apache-airflow-providers-postgres==5.4.0
FTP & apache-airflow-providers-ftp==3.3.0
FRERE apache-airflow-providers-celery==3.1.0
HTTP &2 apache-airflow-providers-http==4.1.1
EAR apache-airflow-providers-imap==3.1.1
EEREH SaQL apache-airflow-providers-common-3¥ 5 ¥
SQLite E1Z apache-airflow-providers-sqlite==3.3.1

FIMHF SRR v2.4.3 BEENEHEFSZ
B & 1E Apache Rt v2.4.3 R E I Amazon MWAA REE | Amazon MWAA X E AR Apache |
TRERN THIHEEES,

ERER s
AWS E#2 apache-airflow-providers-amazon==6.0.0
HRBUE 1% apache-airflow-providers-postgres==5.2.2
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
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EARER =#H

FTP &E# apache-airflow-providers-ftp==3.1.0
s apache-airflow-providers-celery==3.0.0
HTTP & # apache-airflow-providers-http==4.0.0
AR apache-airflow-providers-imap==3.0.0
EFEREK sQL apache-airflow-providers-common-3 J5 K
SQLite & apache-airflow-providers-sqlite==3.2.1

FIMHEF R v2.2.2 HENREHEERS

B &1 Apache |t v2.2.2 HE T Amazon MWAA RER | Amazon MWAA €Z % AR Apache |
TRIERN TSI ERES,

EARER =#H

AWS E#z apache-airflow-providers-amazon==2.4.0
R BLE R apache-airflow-providers-postgres==2.3.0
FTP &E# apache-airflow-providers-ftp==2.0.1
FRERE apache-airflow-providers-celery==2.1.0
HTTP & apache-airflow-providers-http==2.0.1
ERR apache-airflow-providers-imap==2.0.1
SQLite #1Z apache-airflow-providers-sqlite==2.0.1

P PAZE SRR v2.0.2 EENREERFE

B &TE Apache |7 v2.0.2 I Amazon MWAA IRIEEF | Amazon MWAA €% % % Apache &
TERN T A EREL.
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https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
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EARE R =

EHERE apache-airflow-providers-tableau==1.0.0
BIREERE apache-airflow-providers-databricks==1.0.1
SSH E#R apache-airflow-providers-ssh==1.3.0

R BUE 12 apache-airflow-providers-postgres==1.0.2
WS ERE apache-airflow-providers-docker==1.2.0
BREERE apache-airflow-providers-oracle==1.1.0
EEATEER apache-airflow-providers-presto==1.0.2
SFTP E#R apache-airflow-providers-sftp==1.2.0

EEMREEENF

& Apache Rt v2.7.2 B%R , BN ERXHHATE —--constraintBEH, WRERREMHE
#l , Amazon MWAA 8 REIEE—ERG , MERERPI LN EHEBZEZEMAR Apache Airflow
AR

Apache SRR HFIERESEE Apache RABITR T HNRBRERAN, AWM , EFHFZHEAT , BHFHRE
& B R A M Apache Airflow %, RABLAERRGENRRIEEBFRAWREEEH , At
BEME B EREERENREFIRER -

1. &B1E https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt " T
BT EERENRER

2. BHYFRERFPMapache-airflow-providers-amazonhR A&tk B & B 6 F AR AS

3. BIEREMREERFMER Amazon MWAA RIER Amazon S3 Dags BRI | fi
W, constraints-3.11-updated.txt

4. EELHFER , MTAR.

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"

apache-airflow-providers-amazon==version-number
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https://airflow.apache.org/docs/apache-airflow-providers-tableau/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-databricks/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ssh/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-docker/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-oracle/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-presto/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sftp/stable/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
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® Note

MREFERNRFE Web AIRET , BEEFEH Amazon MWAA RS ITEIEFIENRER
EiHEAS WHL B2,

EAREEBIER

P IR & R FREEERERE URI FKFFE. ©EE Apache RRFEAENEPRMERER , UEE

E{E URI 8 MARERER AWM, R Apache Airflow Ul 385 ERE A |, BITTLUEREHNRER
EARELSER URI 5, FIINER HTTP EREHAR, TEMEZEER URI 5IER , Hlfmy-conn-
type:// Apache RAREEBEE S LKIEREN URI 5I. FERPUNMAHE RN EFERERE
F Apache Airflow Ul R EARE A,

/A Warning

BENBBELEE MWAA Afaws_defaul tiEAR ., Amazon MWAA £ Il EAR R 1T R ERE
BEXK  SINMKEEKBFH, BEIERTRESERERIEANPERNIRET A M,

&
. EiZ URI ZHEH
o FflELRET S
« A HTTP EEEMRIEIT Jdbc BER R I

E# URI F &R E
TENHITERT MySQL BEEHWEBE URI FHE,

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

g0 @ AR Bl
B HIRE Apache R Ul F ) HTTP R,



https://github.com/aws/aws-mwaa-local-runner
https://github.com/aws/aws-mwaa-local-runner
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html
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Apache Airflow v2

THENSFBER T ER EE SRR A F SREMAEE SRR V2 B HTTP B8R,

Add Connection
Connlid*

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host
Schema
Login
Password

Port

Extra

Apache Airflow v1

THEHNGIFER T EMIFRRAFREMFEETRR V1 B HTTP EEER.

g E R 112



Amazon Managed Workflows for Apache Airflow EREEmR

Add Connection

Connlid*

Conn Type HTTP
Host

Schema

Login

Password

Port

Extra

oo I

EA HTTP EEEMRIETT Jdbe EEH KA

Ty € f| e REWMAI1E Apache it v2.0.2 FAEMA Jd be BEARBRM HTTP ERE AR , AKX TE Apache
ST Ul AT A ET RO v1.10.12 B9 Jd be BRE A F AR E,

Apache Airflow v2

THIEFIFERE Apache SERELER URI F& |, ERSEHHAEH

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry__ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

THAGFERT AR HTTP EEERE Jdbe EEMAFRR V2 EMIEFTRRE Ul

2/ HTTP EIEEAREST Jdbe IR R A 113
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Add Connection

Connlid* my_jdbc_conn

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host myconnectionrurl/some/path

Schema

Login mylogin

Password

Port
{

Extra "extra__jdbc_drv_path":"/usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar",
"extra__jdbc__drv_clsname":"redshift-jdbc42-2.0.0.1"

}

3

Apache Airflow v1

T3 RHA Apache SERELER URI F& | ERARERIVEH

jdbc://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

THENSFERTMREERR V1.10.12 M EE KR A F S E Jd be EiEENR,
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Add Connection

Connld *

my_jdbc_conn

Conn Type Jdbc Connection v

Connection URL myconnectionrurl/some/path

Login mylogin

Password

Driver Path /usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar
Driver Class

redshift-jdbc42-2.0.0.1

3 -

{F FHAWS Secrets Manager## 3Rz% E Apache Airflow E#R

AWS Secrets ManagerAmazon Managed Workflows (Apache Managed Workflows) £ Managed
Workflows B9 Managed Workflows 3 ##J Apache Managed Workflows, Z~#5® %88 aN{a7E 8 FAAAWS
Secrets Manageri® Apache R B EEE TERE L Z £ #1F Apache BREEH M Apache R
TIERN R,

® Note

s BEABYNMEBZINER., WF Secrets Manager EEMFEMETN , FSBAWSEE,

Ak

« B—% . MEEHEE MWAA 455 Secrets Manager #i8 1) R
« HBR— . 1] Secrets Manager #&im A Apache 58740 A8

« =% : £ K —1@ Apache RiHAWSE#E UR| F/F 5

% TE Secrets Manager 115


https://aws.amazon.com/secrets-manager/pricing/

Amazon Managed Workflows for Apache Airflow AR
- M : f£ Secrets Manager FFNEE

- A% : T Secrets Manager R IERE

- BEXEXB

- REIR?

E—& . mEE& MWAA 2455/ Secrets Manager Z @I #E R

Amazon MWAA IRIEN #1T A EFEH P RIRETEIFEAWS Secrets Manager. T3l IAM B
REFERAAWSE BB SecretsManagerReadWrite R 1T B B 17 H

BERBRRMEENATAR

FEDHEMWAA T4 LK "REL HH.

BE—ERR,

£ TRR) BRTEREENBITAG,

i#IZ Attach policies (EEBUR).

SecretsManagerReadWritefE "iBIEERREE ) XFWAuPE A,
i#1Z Attach policy GEREBUR).

o g bk~ w0 bh =

MREFEEAAWSET EENERRE , EUNEEEHRRENBTHAE , LAFFTAERE Secrets
Manager ERZEUE, Hltn , THBERBHESR T EEFEERIEEE Secrets Manager F4FEAWS
Eif P EINTE R,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:012345678910:secret:*"

}I

F—F . MEFE MWAA RRHEEHE Secrets Manager Z 38R 116


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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{
"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

}

HER— . 3 Secrets Manager & im i A Apache Rt REIEIH

TEIERBA A #E Amazon MWAA E32 A £ BAWS Secrets Manager& i 2 Apache RiiHAE&E1E,
MBHERFEAEBBBNERREairflow.cfg ,, BEUTSBIREINBREKE LY BBHEER
Eo

1. FEZEHE MWAA £34 LR "IREL Bl

2. BE-ERHE,

3. BiE mE .

4. igj% -F_*)’Fo

5. ERMEERERTEEMEATAEARL, FMETIHRSIEMER

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken:

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/

connections", "variables_prefix" : "airflow/variables"}EASELE Apache
KRN EREEZFEMNEENRairflow/connections/*Mairflow/variables/*8&
=,

B LAEAERER R A Amazon MWAA RREE# Secrets Manager #1THY API 0L €
B, MREKIEEEHERN | Apache Airflow BIEREN R IHESHAESNSH, FBis
EER , B LE/ N Apache RARFTE RN AR, B TLARIK A Secrets Manager
B2 0 % MWAA B R A<,

BEEESHRERN , BB
Econnections_lookup_patternflvariables_lookup_patternZ2%, iE&%
BIET —ARegEXFHHERBMA, il , EESRFEANEBtest , FWAUTRA

Asecrets.backend_kwargs :

{

SR : B3I Secrets Manager %% Apache R #HAEIEIE 117


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

(® Note

ZEMMconnections_lookup_pattern®lvariables_lookup_pattern,
BN ERSE 7.3.0 REFapache-airflow-providers-amazonhi 4, ME#
Provder pacakges BT ABFTIR AW FHMESR , 752 Ethe section called “IEEHTHY
REEEH

6. BEFME.

$B=% . £ —1E Apache SRAAWSE#E URI ZHF &

TTO R —EEEFRE , £ARK LN Ttab, BEEEEHRTINE-EY., BMELERERE shell
P HAextraiREE—EEE, T —HBELSIBEZERMEA Apache Rk Python IEETIE AR
B# MWAA IRIEE 4 Apache RAESR URI FEHNSER,

Apache Airflow CLI

T 5B TIEFRER S fiE SR A Airflow CLI REAEEEFTH, REBRIELE CLI, RPERE
{# 8 Python o1,

1. $TB—1@ Python ARZEE :

python3

2. BWAUTHS:

>>> import json

3. WALTHS

>>> from airflow.models.connection import Connection

4. fz shell EREF Rextrai RAIB—ERE, M#s4# ARN ####EBRRBHITAR ARN , 5L
Rennn#t (##us-east-1) ####o

B=% : £X—18 Apache RRAWSERE URI FF&H 118


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name':
'"YOUR_REGION'})

5. RIEEEHR, Ll Apache SiRE Rmy connkl & FEU FRYEHIE,

>>> myconn = Connection(

6. EFAREELMN "tab, BEIEEEBERTHUATSEREY. UBRRAERE,

a. BEAWSEFER

. conn_id="aws"',

b. 387 Apache R ER EIRIE :

. conn_type="mysql",

c. IEEMMAARIRAF AEMELEFE MWAA:

. host='288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. BEEZEA Amazon MWAA BIAWSTEENE B AITE (FHEER) :

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. BEEZEA Amazon MWAA BIAWST R EEL £ I8 (HHB) :

. password="'YOUR_AWS_SECRET_ACCESS_KEY',
f. IBEextraRERREXEH :
. extra=extra

9. BREREEMMF.

- )

7. FTEDEEE URI FHRFE

$£=% . £ —1E Apache RFHAWSE#E URI =S 119
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>>> myconn.get_uri()

R EEETEIERE URI F/FS ¢

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script

THE# Python BIZAFHEZEM 1HZF 57 CLlo
1. BRTIEXNBHFANRE , Y ESEFEEFSmwaa_connection.pyo

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'YOUR_REGION'

conn_string = '{0}://{1}:{2}e{3}:{4}>
role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,
role_arn, region_name)

print(conn_string)

2. RA#rBBILNA,
3. HITTIESERELEEFSE,

python3 mwaa_connection.py

£ : 1£ Secrets Manager RN E

UTHoRANMENEEESTRBEEIER.

M : & Secrets Manager R INEE 120
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BEEMME

1. BABX AWS Secrets Manager £ 5,

2. iZIZE Store a new secret (TFHFTHER),

3. EEHMBERNRE.

4, 7 [EEERFELER) ERXPHSR/ERL  EEF [HXFL
5. UTIRXEESRBETRER/MEXF,

"YOUR_VARIABLE_VALUE"

Pl , BEfEE—EEH :

14

plan , BEEE—BEFHE

"mystring"

6. HANZEE K BRTHXBFEFEREAWS KMSEIRIEIE,
7. EREBEBOXEBUIEATIERINEE,

airflow/variables/YOUR_VARIABLE_NAME

Blgn -

airflow/variables/test-variable

8. EE -F_io
9. E[REZW EELN [BBEBNRFA] ERL , BT TIEE,

a. HRURER K SRUBBNEE,
b. (i#H) £ Description (F28) & , REKZHRA,

igj% -F_Z’Fo
10. EEEEE-IRRBRFVIEE , AREET D,
1. SFHEBEFNENEMEAEE , EE Secrets Manager FHVIEL L ER,

%09 : 1£ Secrets Manager FRINEE 121


https://console.aws.amazon.com/secretsmanager/home#/environments
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12. £ "RBEL EEL K BRRLHER  RAREE "HIE.

SR : £ Secrets Manager H7 hiE #2
T—HRANAERZREESEFEEZT S URI WS,
EEBRUME

1. BB AWS Secrets Manager £#2 5,

2. iZIZE Store a new secret (TFHFTHER),

3. EEHMBERNRE,

4, 71 [EEERFELER) ERPHSWR/ERL | EEF [HXFL
5 TR AEE URI FEFTIEAMNF,

YOUR_CONNECTION_URI_STRING

Hlan -

mysql://288888a0-50a0-888-9a88-1a111a2a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning

Apache RN EZFHRHNEEE, ETREAESIRIESIH  TRTCEKERE
BB REEFRR,

6. HRAMBSH  FRTHAXFETEZFAWS KMSEIREE,
7. HEEBEBANNFZFRUT@BATIIEANERE,

airflow/connections/YOUR_CONNECTION_NAME
Hlgn -

airflow/connections/myconn

8. igj% -F_Z’Fo

$# A% : 7 Secrets Manager FF 7N nE 2 122
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9. HE[REZRR EHLYN [EBREBNRA EX L, BT TIEHE,

a. HRUEERE K BREUBENEE,
b. (#H) £ Description (F28) & , REHKEZHRA,

BE T—-%,
10. EEERE-RREMFTIEER  RBEET -,
1. $HEEBEFENTMAEME L | FHE Secrets Manager RHVIEL S ER,
12. £ "#E8L EEL  REZHEE , REBEE A5

SEARENE

- FRSHERE , THNMAFERALKER L Apache RFAEHFENZE (myconn)EAMZSIAWS
Secrets Manager¥f ) — & 15 & R EE.

o FEREGENE  BENAFERLE®LE Apache RFREE (test-variable) WRIE LB F 2R
AWS Secrets Managerii — B T RAEZE,

BiR
- MEFRMEREEARE Secrets Manager ZEHIEFHHEFAWS CLI |, 552BIEAWS Secrets

Manager 15 PV I B\,

« 1£4% Apache REFMNEEBESF |, A Python I8 ES K E Apache RAEHI BRI E E 1
Secrets ManagerAWS Secrets Manager,

®REIR?

« BEEWMMTIEDELE Apache Airflow R SR MHE RAHAFE R E,

AR 123


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/opensource/move-apache-airflow-connections-variables-aws-secrets-manager/
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B EiBR MWAA RIS

EAR Apache RFAEEAK Amazon FETERETSAERIE , Wi E Apache RREAENE
WRAS L FERFERE. CthasREEE , TARKEREND, ERIEEWEH , LUK Apache

Airflow #HRE®# 18 | TR BE — MR R EEEFFEH Apache Airflow #if8airflow. cfg., A¥EFRIERAH
WAITE Amazon MWAA 124 L EFELARE,

&

« ERE Amazon MWAA IRE &R

- REZEE MWAA BEBERE

« 1£ Amazon MWAA L F Bt & A B B8 18
o FHARPBA bH FF R IRARE

- & Amazon MWAA ff IR B iE 515

% E Amazon MWAA IRIE ¥ 5l

&5 Amazon MWAA IRIFZBENIRFEREAE Cele HTEXNFTEIHITMEN AWSEE

AWS Fargate B2 K/ |, AR H Apache AWSR B2 85 2 I K 1T {8 A ZE Amazon Aurora
PostgreSQL HF#EERE R E, ANERASME Amazon MWAA IREER , LAKRIE Amazon MWAA £
B LEFMRREERINT R,

3]
- IRIBRES

- MiHESRRAE R

IRIZEED

THEESEREERWTERIIT Apache Airflow T4, FEMEEER RAM) Uk EBREDREE
7t (VCPUs), I IL1T THEMRER TEIITHERBIBIRE PR Apache Airflow Worker BE.,

HET&RH , DAG RERIE DAG E% , MARMITEE , LIRFREN DAG EE — Python EXRHPRE
REMY , WA Apache R REEZRE,

THEHTERRBEHEENEE , WRERFREARKRBEN DAG BT E THEIBERE
max_dagruns_per_loop_to_schedule , AR AFEEFTEFRA Worker K/NFEE

BERER 124


https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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mw1.small

- &XZ 50 BRNAE

« 5 AW BER (EREBERT )
- 118 vCPUs

- 2GB AfF

mw1.medium

- &% 20 {El DAG B &

« 10 EXEERER (BEEBERT )
- 2 {8 vCPUs

- 4GB ¥

mw1.large

- &= iE 1000 KRFRE

« 20 B FAERS (BREEBRT )
* 4 {8 vCPUs

« 8 GB RAM

mw1.xlarge

- BE 2000 EEARERE
40 BEFHER (MEBBERT)
- 8 {8 vCPUs

- 24 GB iCERE

mw1.2xlarge

« RS AE 4000 RNRBERE
* 80 B (FEBBERT )
+ 16 & vCPU

+ 48 GB ~friciREe

RIBREED 125
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Al LA fE A celery . worker_autoscale RIEMBETEEN T, MEEZER , F2Rthe
section called “g85I & M BERE A EH".

el R 75 3R, 7 38 FE Be

TEE&E Amazon MWAA LR FH Apache RRHERERRIRE , URHIESHEENMNFEM/MERINE

=
==N

¥ Apache Airflow §1 |, iSRS EETHF BT EEABRREENRBERMER/ L, £ Amazon
MWAA & | g3 2R 2 [E — 1@ Fargate {35 L SREFERR — BT, AEHIEMBEERTRSE MR
RIS RHE EMRECREEEEETFENSR,. ERATURREBNERERE X IARHEEF
T w R AR EETT

Apache Airflow v2

. V2'?§§2§UZF§50 %EEQEI 2o

REDSE MWAA BBNER

BEFREE R G 8 B8N Apache Airflow TEENEE , AEEEAR Apache Airflow IRIERY
Amazon ZETERBPHNHEATINEE , UERBEHMEKEATIRBITHFEZEEINNTHE
., RERBUMAZEBFER Amazon MWAA =R A IEEEREDHITH Apache Airflow TEEEHEB £
R, AR EBBRAEER.

(® Note

Amazon MWAA £/ Apache RiRIEZERYIEMIFFEEHM C elery FITEXT/EE | AR
FEA Fargate TEENH B BINEIIEENE. max-workersEXBFAER , Amazon
MWAA B REMTIEE , YKHEHBREE. min-workersMEFHMEN , FSET —the
section called “‘E4E 5 "8

BAEMRER  TUBEREH IE. A, BREEMBREY Worker 15 B LAFEBBR Worker &
BRZARBELETE, ARZEERWMES , LEIBESISE 2 5 5 8 . % Apache
Airflow IEEFIENRRE, BASEEBEREBNRR , URBR Fargate TEEFMEN R,
MREEFEIEEENERTER Amazon MWAA |, RHEEZREI/EEHENERE , AITE
ZRHRERFHNEZE, T8 MRECEFEESEARNERMEIEER  BEEANWREPERETL
£ , AIEEMERBE Worker LT THEBEMBRABRALANE | SRS SR HREENE
€ NMREZIHRFNEE K BREBTTHEP —FIRE .

P 1R & SRR A E 2R 126


https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
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+ BEBNin-workersEREHFRURE N T TIEAR , MBUBREADS 24
MEBBBHATE , ARFRRAEEEERT  ADBEEROEERER. nax-

workers

- BEEE—{@ DAG RELE—EIE , fl , FERBEM EE BT
DateTimeSensor , SABFIE R A EWFRRE,

-1

- BAIHEAE

- EEARK

- EADEE MWAA £125
ISR G IEESY)

- RS EEBTHRENIHE
- BESR?

BRARITEAE

TEEREATUERESTRATHEETR , SMEE Amazon MWAA 24 LEREBBREER.

BRAIHEAZ 127


https://airflow.apache.org/docs/apache-airflow/2.0.2/_api/airflow/sensors/date_time/index.html?highlight=datetimesensor#module-airflow.sensors.date_time
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Environment class info

Each Amazon MWAA environment includes the scheduler, web server, and 1 worker. Workers auto-scale up and down
according to system load. You can monitor the load on your environment and modify its class at any time.

DAG capacity* Scheduler CPU Worker CPU Web server CPU
O mwil.small Up to 50 1vCPU 1vCPU 0.5 vCPU
mwl.medium Up to 250 2 vCPU 2 vCPU 1vCPU
mw1.large Up to 1000 4 vCPU 4 vCPU 2 vCPU

*under typical usage

Maximum worker count
The maximum number of workers your environment is permitted to scale up to.

15 =

Must be between 1 and 25

BRI

Amazon MWAA £ fRunningTasksfQueuedTasksiEE , i (BITHNER + BEAFTIMNETR)/
(BEIEENER) = (RENTHEE), IRAENIFEEXNBE KRB TEEHE , Amazon
MWAA €74 Fargate T/EE RS IBEXE , BEFIEENHZAEALE, max-workers

ERunningTasks#QueuedTasksiEEEMNAZHEAM D #ER , Amazon MWAA B E R Fargate
BIEEHEREBRENE. min-workersAmazon MWAA A Fargate 12 120 ¥ (B si& KW H
RFfE) BstopTimeoutd , AAFIHEABTEREMNIE , 2BRBRAS[LMBREMRERETHHT
fB. ERZHIERT , EFSTREEAI/ER K REREEERERL, T8, EHEE —HAMENS
ERERT , EEETRRBRER , THEATRESHEATS,

ERENIRER |, Amazon MVAA €EFE A ESFPHNREFE FHEEFP , B —@ AWS EEHN
Amazon Aurora PostgreSQL H#EERERIEM—{@ Fargate Ba5. Hlal , PREERNERENASR ,
Blus-east-lak[EFus-east-1b A EGHAN PR ERERENAST. us-east-1

« D MWAA IR1E LY Apache R TEE £ A X HTEFHEB A 9 IR M Apache RIRTFA
ZEFEIEAE, FEHITAKLE—MBAWS Fargate B2 HiET, MR — @7 A EEFH Fargate B

BEARX 128


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_timeout
https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html

Amazon Managed Workflows for Apache Airflow EREEmR

BREEME , Amazon MWAA 4B R R A A EBIE P S —EE [T Celery BITERX , @
Apache R HEf225 Bl = 1E Amazon Aurora PostgreSQL A E R &R EHE TN EHETEE,

- BRIRFEK , Amazon MWAA BERE —EIRIE , U parallel (EH) TR EEEH , XEFHITIE

#& (fE¥core.parallelism), core.dag_concurrencyfF#HEA{FHIE , Amazon MWAA &3
BIEZFEURREER , BEREFGERATEEHRPERNEER L,

- Blan, MREIEEMNEASRLO , Amazon MWAA EHEINEZ 9 EFEIAN TERARREER. LLEE

AEERETSEENTEM Worker , ERRBEMTHETHT AL, EREHEMEBRBTHIT
IR ERE , Amazon MWAA ERE THEELMRAE —THEE,

EADEE MWAA 24

&R LUEEE Amazon MWAA E28 FEIKERR LATHEARTHFERE, KHER , EUUEESR
KfE 25,

&=

I o

EERTE Worker EH

FEDEE MWAA E248 LR TIRE, HH,

BEE— RS

BIE RS o

BET %,

7 REER] EP , @A [Worker 5B LFR] FHE
E- 32 LA

@ Note
PFURFERLSETEHTRIREEN.

%0 5 15 R BE I R Bl
T3R5 T A R B R R A SR A AT R R R R AR AL,
7 3t ] 18 5 SR

—&ME , EAEPERE Apache Airflow FAEF , BAIUERRFREIEFLTEE,. BHFAEERMN
WITERE : airflow.cfg

EREE®E MWAA £2E& 129


https://console.aws.amazon.com/mwaa/home#/environments
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« core.parallelism— SEHERTERHATHIELHTEREE LR,

« core.dag_concurrency— DAG BB AR TH (FRIEH),

« celery.worker_autoscale— A[fEEfa] Worker L REIRFH{TH TEEE LIRER/NEE

flan |, R Ecore.parallelismA100B & Ecore.dag_concurrency®7 , B{HAR
ReeEE 2 DAG WIER TRKHTHLILIE, EENR , IEERFITRERARES
(incore.dag_concurrency) , 88 DAG #RERKEITEE I/, 100 core.parallelism

EEEHE MWAA IRE L

£ Amazon MWAA IRIEH |, IBAIBAER. MHAIEEFRBBFAEESEIE Amazon MWAA EfF
AR EERREEEE , 3%E Amazon MWAA IRIZFHEFIEETE Amazon MWAA £ 5 FEREE LR
E. #MR core.dag_concurrency Amazon MWAA 32 & E# Apache R ZREMEER TR
BERFER , BETUAAEIIEA BT Apache RiniHREREE,

LB, BEERBMRER | SBE T THRE :

1. mwismall IREEE , TEHSEETR THEERTIATHNRALITTHEHE , UARAERE vCPU,

2. [LEPR] Worker & [Worker] BV 10FEEZ &L E o
3. BARESMEIEES,5FHKcelery.worker_autoscalely Apache EiifEREEIE,

ERRNETUERREPHIT 50 EI1TTH, EAEB 50 WEBEFERIEATH , AFFEEETH
EH TR

BITEZATIHR, ERMERTIIBEREIERRUARDRAITES THF :

1. FEBEEZE mwl.medium (FAERA 10 4T IE) :RIELEA , NS E Worker AJE11TRYIE 1T TIEH
BLER, URAEEHN vCPU,

2. ¥it8celery.worker_autoscale® Ap ache RiiiHAEIRIE,

3. HEMJEAIEETH, FELEFIP , EHEK Worker BREEM10F 20 FERBAIBITHLITHESE
HEBMN—1E,

EBER/NIESE, BaJLlEH AWS Command Line Interface (AWS CLI) I8 EEBREFHITH
Apache KRR THEEXNR/NMZAEHE . Hl :

aws mwaa update-environment --max-workers 10 --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

g5 Mre e A = b 130
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EERATH  BZHEPHNERESGS. AWSCLI

5 S HEAE R E AT HARER T4F

EBOBIERT , Apache R AIREERAB LENEHNTH. HEHFHRILEE , LFEHE Apache R
REAENHETBREZN I, NFFHEET , F2EREIBRNER FEIRTAEHI R EE,

®REIR?

© 5T RRMRBCHERE UG BB ANazon MWAA - F 02 M AL,

£ Amazon MWAA {5 FA Pl /0 3 5857 B & 12 18

Apache RRAHRERIB O LUEEZZM Amazon BB THERE , UMEAREBEEE M Apache RRIRE,
RO AREBEM TH N EEHIRIE | RE Amazon MWAA 38 A A Apache RiIRANEE BT AEE
1H, ZXERPTHAMN Apache RRMARERIE , AR NMAFEAELREZEEIREPH Apache RiAERERR
Eo
AEN
- RERH
- BEEFR
- {FAEERBEAE Apache R V2 RmEEH
. fRRERIEHIE
o PR FRIREEIEE
- FMRETRRSE
« £/ Amazon MWAA £# &
- fHEESE
- EBEE
- EBEE
- PERZER4ERE
- TYEEMERE
- HHE R RERE
- ALRE
o EHIMEFIEXES

SHHE R AT PRENTE 131


https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html
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- 6l DAG
- BEYBHBEHREEH

- RESR?

DEIRHF
ERETHIEE , TR ERLNSR,

- R — &1 AWS IRF XA B REE ERESIRIEN AmazonmWAA FullConsoleAccess 17HUZ &l
FRAIWFEER, ik, ENSTABKART Amazon MWAA IRiE | FTREFEEREFERAMN AWS
BiR,

- EHBl —MNMRBEEEMLRRERE , TREERET Web ARy EZEMKM | AIBHIRBAAER
E A Web RIIRESFEE, MEFHME , B2 [ the section called “Fi 1A F R iR FEUE",

« Amazon S3 % — AREFEN DAG. B /M2 H Python fBAK1ERY Amazon S3 F#1F
Erf@requirements. txtBAREAHELAFINALBMAMREES], plugins.zip

BRI

EREIIRER , Amazon MWAA 2B ERRERREIEHR Amazon MWAA £ 5 LIEEWERERTE
HAREEHM N ERIRIER AWS Fargate Bif. MR B EHRFHAMEBABFREairflow.cfg,
B1E Amazon MWAA £ A LIEEMNBEEZZPHE, airflow.cfg

AR AR Zairflow. cfgfE Amazon MWAA RIER Apache RFAFEAENEHLFH |, BEF
LAE# Amazon MWAA 124 8 E Apache RGERERE K REBEFEATHMEH MR
Eo. airflow.cfg

(B E IR E1E Apache R V2 RN A H+

EFBEBERT , £ Apache Bt v2 |, U EE REMAZKcore. lazy_load_plugins :

TruefRiE MBS, MF. MRETE Apache Airflow v2 FEA BIT/MBER | BIXEFH
#core.lazy_load_plugins : FalseZ Apache RiRARERIE , T E BERRERBERAN
#HEX  UBEERREE,

HHRER IR S

£ Amazon MWAA T4 F #8448 | Amazon MWAA ESEEEE A BIRIESE,

DERM 132
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- FIHAEE, SR TRNEEFREZEAR Apache Airflow iRAEIH A —1{E
#AREERE, #Hlfdag_concurrency : 16, EERBEERBEIRIEN Fargate 55
ATIRFLOW__CORE__DAG_CONCURRENCY : 16

- BEREBEE, S UETHRNEEFREERSE Apache RRIRA N RREREE
18, fjlifoo.user : YOUR_USER_NAME, ELERREE I AZIRIEN Fargate BEF
AIRFLOW__FOO__USER : YOUR_USER_NAME

Bl b B RO B B R IR

T B RE T LATE Amazon MWAA 12 & £ BET Apache B RIENVE,

Airflow configuration options - optional info

Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one
manually.

All Airflow configuration options are using default values.

Add custom configuration value

/.

fil T RIS E

WZE Apache R X EMNERERIEETE |, 520 Apache RASEIEEHINEESEER, EERAE
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EE-ERER,
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Al /Y Apache RRAAREBEE

THIBEERBR Amazon MWAA EAIFNRAE FE4 B MiERERIE,
BEREEY SMTP REMEFERE 587, #AKTERR

AWS HiHm i SMTP RE, MREBLBELEENE 25 LEX@AERE |

Apache Airflow v2

SRR A
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RRAARERE
ETFBHRIR

SMT.SMT F#

SMT.SMTP-EA £#3

yTRERE e
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WEFEHEHN,
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F B4 ttb 31t B By )
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p_starttls A58 AR
RSt 2 8B B

LZ2EETE (SS
L ) ARTE smt p_ssl
PEEREREMNE T
BH4EFim.
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B,

, B1EFTAE Amazon EC2 S 1T{EIRE A EREIE 25 L
O LAE SR B BRI BR &,

g HE

Ri. BREF. €1
BUHBREAETEG

localhost

False
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FREE
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Apache Airflow v2
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HITEBRE LR,
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RIF AR A RIRAARERE iR g fE
KB, WiEHFIERR
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hold FE#FHHET
.

TEHIARE
T5EEHE R Amazon MWAA TR EER AWK R TI/EEHERE,

Apache Airflow v2

RIFAR A RRAARERE iR g BIE

XA IA_Bo#ME A] LATE Worker_au 16,12
it toscale F £ C
elly BIITEFNE
o] THEVE L B RHE
THEBH R A
BNEE, BENE
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EERE S R
T3IBEERE R Amazon MWAA TH1 75 E & 7] R RV SR 7 A8 B% fa] AR BR 4E =&

Apache Airflow v2
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RIF AR A RIRAARERE iR g fE

27 LRI E 3R
XEFo

55 2.7 IR BENE, BREFE TERESEM/BET 125
B 9T1E parallel
IR EE,
£ Amazon MWAA
+t, BERMETH
UL HERHAT |
B EHEIFNE
EHEEREHSRE
HRE, SEHRE
BMNTERE D B
#60125, 250, . 50(
LA 10008t /NE
REIMAR, BX
B0 2xlarge #ATE
e,

A FIFZS
#4| DAG

BT LAE R THEH DAG FTEIEK email_backend Apache RAELBiRE, & EH TLLEFE Amazon
MWAA =4 | B ERBERE| Amazon S3 f#EErE FIRIEMN DAG ERIK,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kargs):
email_backend = kwargs['conf'].get(section='email', key='email_backend"')
print("email_backend")
return email_backend

@dag(
dag_id="print_env_variable_example",
schedule_interval=None,

g5 MEHIFR T 138



Amazon Managed Workflows for Apache Airflow EREEmR

start_date=datetime(yyyy, m, d),
catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperator(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

print_variable_test = print_variable_dag()
BB EHRES

T %I Apache SRFRERERIBE O AR ERAEARERXZEN Gmail.com ETFEHIRFE ., MEFMENA ,
28 Gmail RS EZERATHNEAERRAEABRBEE A,

4

Airflow configuration options - optional o
Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one manually.

Configuration option Custom value
Q. smtp.smtp_host X smtp.gmail.com Remove
Q, smtp.smtp_mail_from X <your email>@gmail.com Remove
Q. smtp.smtp_password X <your 16 digit app password> Remove
Q, smtp.smtp_port X 587 Remove
Q, smtp.smtp_ssl X False Remove
Q, smtp.smtp_starttls X True Remove
Q, smtp.smtp_user X <your email>@gmail.com Remove

Add custom configuration value

®REIR?

o TG ER DAG BEEIR EEEIEH Amazon S3 REFETEITIEHERN DAG,
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Apache RRNFHER , F2ELEFE MWAA BEREMTHNEBENEEE MWAA IRIE,

EFABEFIE , Amazon MWAA SR EUREHPREBERNRE , B THEE, HEESHR. Web ARBFAR
EFHY Apache Airflow IRAE , HREREARBERTFEERERE,

® Note
LR RISIREN Apache RIS,

EHBZE , FRELHN DAG MHM T EREBEREEEARNF Apache Airflow FRAEMEE., MRS
ffrequirements. txt AEEAKYE , BLRABRELEZRPIEENEKEETREES.
*RE
- ARIEREER
- EEMMRA
Hi{xTIERZEIR

BERESF Apache RREAR , BEESErequirements. txt. --constraint
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TEAZIABEEEE B #F Apache Airflow fREATEENER , AIseFE BB EM Apache Airflow
EITTRNERRER , XS EBE KRR,

EEBEITFEREER
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3. EFHEE%JE MWAA Z35E 1785 CLI T EREEFHEM G £ A #5817 Apache Rifi. BHREZE
E2 B GitHub FREF A A #hEITEE README,
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4. BEEFHEMNEArequirements. txt , FBFEE Amazon MWAA A EEREHPHEE Python 8
HEPEBNREER,

5. (BEM) HEMEAMERF 6 FEBRRENTEHENERE, EARETHEERNTRTREREE
KAV B R AR

6. RIARIEREERE , 1% DAG MAHERLERZTIRIEMN Amazon S3 FH1EET

B, requirements.txt

ERAE R URIETRE . S Apache Airflow IR | RiBI BRI
1 E R AR AN

TEREH TEREERUBMRER Apache Airflow IRAKHBME 2% , FET NI BERIRERE
MER , WIEELEARER Apache Airflow fRZR,
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MRRBFABAY , MEERENREMABEROLLING_BACK, MRERKY , BIgLBTM
REUPDATE_FAILED , HEHEMKY , BRETH, MRERAK , AISERMREUNAVAILABLE , &
RGBSR FRIRE.

B Amazon MWAA B EIIESTE

BB IE TR EEIREMN Amazon S3 EFETEAPFEER shell (.sh) IERE , BLUREHN DAG, FXR
*ﬂﬂﬁﬁz_ﬁo Amazon MWAA &7 BiEh HA RS £ & @@ BI#Y Apache Airflow T#F (THE#H . HEREESAB
BRRES) LHTHIESE  RARBLZREREHBIL Apache BiRiE. FRABBIESEHITTIE
E

o ZERHPTHEE — ZHEITERBIEEZFIEN Linux B1THRE,

REREEE — AFE Apache ERTHRTEREEH, BEEREHPATH , SIZIPYTHONPATH,
FILD_LIBRARY_PATH,

- EESBNER — KEITREENFEIREMBEESrequirements. . txtEBRELZ L LR,

THEERAMAER CloudWatch FRikERE MBI IE TR R LS Linux MITHER, SRERREEH , UK
SRS PF AR BRI RE
e
RERBIETE
- ERARBESHRE Linux BITRER
- FARBESHRRERTEH

REMBETE

EELRBBESIBHREREREEMN Amazon MWAA IRIBREEFER | 54 . shiER LEFIRER Amazon S3
EEITE, R, FESESGHRREELRE K BELANREFAERNPEETIIEE -

« #ESER Amazon S3 URL B — ERAFrBTREEZESHNEHRE , Sl , s3://mwaa-

environment/startup.sh

- 8B Amazon S3 IRAEBITE — Amazon S3 EEFEEFE AN REIESERAE, SXEH
BERIEE , BELEIEE Amazon S3 IEMAETE R RAZ G, RAFEHBITES Unicode, UTF-8
WIS, WumiE. TEENFSR  RETHEIBE 1,024 Bt , i, 3sLskqtIlcpXroDTDm]
+rmSpXd3dIbrHY+MTRCxf3vjVBH4ONr8X8gdRQBpUMLUO
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EETRATHINLTER  BERATIGEHESTE. WA H2EEH
{fEMWAA_AIRFLOW_COMPONENT, WIRBEESEH BB ITIESTENEE Apache RiRTH,

BRABAKHERFELRstartup. sh,

#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

ETR , $ESE -EDEN Amazon S3 fE1ZEFE,
AWS Management Console
EELEREESE (X2/)
1. & A AWS Management Console , BB https://console.aws.amazon.com/s3/ B
Amazon S3 A,
#ft "ER, FEYP , BEESRSMBHENERERE,
£ Objects (¥14)1ZH L |, i#$F Upload (L&),
£ THE, BEEL , ARERIW shell TR
BELE

o M w0 DN

ETIREHREMHEED. Amazon S3 R RIZ —EFEIARAE ID, MREEHIETHRIAAE
RHEENEREBERLE , ISAEREENNRE ID,
AWS CLI

EEEVY FEWSNEESE (CLI)

1. BABFHN@ETRTRFRT , REHIT Amazon S3 1s anH LA H W3 5l BB AW RIZAH BB N R
freg.

$ aws s3 1s

2. EEZHRERBETRNERR, cpEFNRERAETEA , $SETR LEZENER,
R#annittst S3 #,

$ aws s3 cp startup.sh s3://your-s3-bucket/startup.sh
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WMEMKIN , Amazon S3 4% URL BB EEWH -

upload: ./startup.sh to s3://your-s3-bucket/startup.sh

3. HFATIGSHEEESEBNRIRA D,

$ aws s3api list-object-versions --bucket your-s3-bucket --prefix startup --
query 'Versions[?IsLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplWghlJ4

EXKETREREELBME , B LUEE L MRAE LI,

BE , BETSHRENREMEEE,
AWS Management Console
BYETIRERE (X24) (EH

1. 1E Amazon MWAA E#& LR "RE, 5@,
2. ENEBEEHMZIREND K RREE "HRE,

3. HEHEEHMEN EEL , BRBEBESHER-EA , WAESERN Amazon S3 URL , i
i : s3://your-mwaa-bucket/startup-sh.,

4. RTHXNBEFRERIRAN , RBESIUSHESTH,
5. BE TT—&, K A4 "REXRE, HE.
6. RMEAVE A ARRBEFRE

REFEHMITEEE 10 | 30 7. Amazon MWAA EERBEHPNEBE T4 EFTREBEFHTREE
TR

AWS CLI
e T ISERIRIE (CLI) E4A BB DR

- BRS®GSERIETRT , Yupdate-environmentERAIEERETIER Amazon S3 URL FlhRA<
Bl
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$ aws mwaa update-environment \
--name your-mwaa-environment \
--startup-script-s3-path startup.sh \
--startup-script-s3-object-vexrsion BbdVMmBRjtesttalEsVnbybZpllWqhlJ4

MR IH , Amazon MWAA IREIRIER Amazon EfREZH (ARN)

arn:aws::airflow:us-west-2:123456789012:environment/your-mwaa-environment

RIBEFATEEEE 10 2 30 78, Amazon MWAA EEREFPNEBETHEFTRBEHITREE
=i,

R% , BHERESHURBESHBREUFANRERE. EEASE Apache i TR BN #%

B¥ , Amazon MWAA B UM BAFEBAMBFER. MEFMENR |, 5520 Apache RiRac&FIELE
#,

AWS Management Console
ZEME Apache RREHFERR (EEAB)

1. 7€ Amazon MWAA 24 LR "RE, EHE,

2. EESLNWIRIE,

3. F[ER) B  BEZRKRECEENGKEE , AW Airflow HEFZES50 8% EHE,
4

£ CloudWatch E## &K "REHRR, BFES , BEERATIMERNS
IR : startup_script_exection_ip

5 1 [[EHBEHBERY , ZHEFRINENEN G EMWAA_AIRFLOW_COMPONENT. #ig0 , ¥R
BEfEERa ek , BASHITT HIEE -

Printing Apache Airflow component

scheduler

Finished running startup script. Execution time: 0.004s.
Running verification

Verification completed

BALLEE LRSS B4R Worker 1 Web A1 fR85EC 8%,
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ERRBEE SRR E Linux BIITREE

£ AR B 5 S S EE#T Apache Airflow STTHMEERK , U REHMHTRBRERXNEUARBR LN ITER
BEA, flm, BITTIESEyum update REFHIEERMK.

EE&EJJ?‘AE%yum updateF#I{TH | B A - -exclude=python* &l F FrREEBR Python, &
ZEENIRIBAESHHIT , Amazon MWAA X HEEHIRBEHEBNIEE Python iRA, EIt |, BEEE
FHE&EJJ?E BEHIREM Python lRZAR,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

& EEBEMN Apache Airflow Tt E 2 EHITREER , FEEFAMWAA_AIRFLOW_COMPONENTifHIfif&ét
BRIR, LEIPIEHTE—mS , EHEESSM Worker EZ#ERX1ibaiokE , (EFRETE Web @RS L
ZERENXE,

/A Important

- MREBEFREFMA Web AizR , MIAEAEATIRE , IEFERUMBERRER , LUE#
ﬁﬁéiﬂﬂﬂ'o

- AsudoREITEEEEERNEE,

#1/bin/sh
if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" 1]]

then

sudo yum -y install libaio
fi

O] LAE A R B I AR 2R 82 & Python AR AR

#!/bin/sh

export PYTHON_VERSION_CHECK= python -c 'import sys; version=sys.version_info[:3];
print("{0}.{1}.{2}".format(*version))'"
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echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T BB B 8L Python [RZA , RAEREEEHEC Z%#M Apache RIREXNETH
o

ERRBESRRERREH

FRRBIESERRERIESHILE N Apache RAMBRE, THES 7 —EFHNE
2 , ENVIRONMENT_STAGE, #BA[LA#E DAG S BiJ#EEASZE W EE,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FRARBIESHBEEE B Apache R RAEE., Hlan | EERELD_LIBRARY_PATHA R~
Python EZREENBERISR - HUER, SETREEANBEXATEREREBT#UER !

#!1/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary

RERESH

Amazon MWAA R 8 —{HBEEIREEY, MEBERELE , Amazon MWAA 2 HERATERE.
UTHHETRELEE -

« MWAA__AIRFLOW__COMPONENT— AR FIEE T 5 HEH —{EER Apache RiATT
# : schedulerworker. T webserver,

« AIRFLOW__WEBSERVER__SECRET_KEY— Rt Apache BB ERIRESPF L% B TIEMRE
Cookie HYZ388

« AIRFLOW__CORE__FERNET_KEY— ARINZNBZHEERERERBEHBRERNSE | 4
WMERFR,

« AIRFLOW_HOME— Apache Rt £ B #H & , HPHERBERN DAG ERRATFTELRKE,

« AIRFLOW__CELERY__BROKER_URL— FFA Apache R HEFZ25 M Celly T/EE T B2 EBAMEA
BEREREX URL,

« AIRFLOW__CELERY__RESULT_BACKEND— FA%R{#7% Celery T{EfE R ERIE URL,
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« AIRFLOW__CORE__EXECUTOR-PItHZF SRR IEZE AN ITIEFE, £ Amazon MWAA | E=2 — 1B
CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES— AR RBE K= A E 6l DAG HE A,

« AIRFLOW__METRICS__ _METRICS_BLOCK LIST— FAREIE Amazon MWAA = 2 H FiHER
Apache RiiiE®R. CloudWatch

« SQL_ALCHEMY_CONN— RDS B A PostgreSQL BRI EMNERZFE , ARKMIEFRAPEE R
fE1ETE Amazon MWAA &,

« AIRFLOW__CORE__SQL_ALCHEMY_CONN— FAMA B2z M E#Y FIZRSQL_ALCHEMY_CONN , {BB&E%#
B Apache Riian & EBHI.

« AIRFLOW__CELERY__DEFAULT_QUEUE— Apache R AFE TENTERTH .

« AIRFLOW__OPERATORS__DEFAULT_QUEUE— fEM4FE Apache RIREH ¥ 2 TN FERITSI,
« AIRFLOW_VERSION— 7£ Amazon MWAA IRIEH Z &K Apache RRRA.

« AIRFLOW_CONN_AWS_DEFAULT— FAZREEFFH HMAWSREE S TARZAWSE,

« AWS_DEFAULT_REGION— Z%E EEREEBIR — 2 (€ MY BREEAWS B 15 SLER HAtB AWS AR TS £ FX o

« AWS_REGION— R EERE , HIRFEEHESESIRIFEEEAWS_DEFAULT_REGIONFIFR ERREE
EHHHE,

« PYTHONUNBUFFERED-AARAZiXstdoutMstderrm\E@MEI A2 HF.

« AIRFLOW__METRICS__ STATSD_ALLOW LIST— AREEEZHR2FRATENAFFIIER , LLEIE LT
RTERBBWIRE,

« AIRFLOW__METRICS_ STATSD_ON— R B)EIXEE EStatsD,

« AIRFLOW__METRICS__ STATSD_HOST-FARE#ZIStatSDTFRHERE,

« AIRFLOW__METRICS__ STATSD_PORT-FRE#ZZIStatSDFEHETRE,

« AIRFLOW__METRICS__ STATSD_PREFIX-FME#EZ|StatSDFEHERE,
« AIRFLOW__CELERY__WORKER_AUTOSCALE— RREHRAFMK/NIEIT,

« AIRFLOW__CORE__DAG_CONCURRENCY— & — 1@ DAG A HEfEE5 nl G BFSE 1T TES/TEE &
B

« AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG— % E&{E DAG WA+ TEEH LR,

« AIRFLOW__CORE__PARALLELISM— E&FERFHITH TEEHIRE LR,

« AIRFLOW__SCHEDULER__PARSING_PROCESSES— X EHIZES T LA HETRE DAG B RKEEREF
2H,

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ VISIBILITY_TIMEOUT— E% Worker
ERAEEFEELRS — 8 Worker 2 BT S FRRE TENDEL
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« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ REGION— :RBEAWSEISMER FRIEfM.

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES— BEH Celery
BEHERETS.

« AIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN— ARE#E% DAG BRFBrun_id28@ A
FORSEN

« AIRFLOW__WEBSERVER__BASE_URL— FIRFEE Apache KiEAE N EHNBEMRAREE URL,

AREHRREH
BALEARBESHESRARENRESE, TEINHT -—LEELEERNE

bl

 PATH—EEHEERFEHFIESTHTENEFENBEHEE, EBTSEESTHITH , RS
BEEHUSRIHITIES. PATHEEE Apache Airflow REN BEEEFR IR , BAREEE
MEABESHRTHTE. NRETEELERNEZFTEPATHEEHIEEN , AIERARFTET
EBS | THERSEEHIT. BBBEEN B &HIEEPATH , Apache Airflow THETUSRILFNITIE
M RTELITHE

* PYTHONPATH— H Python #ZSEANEEERREAERNIN B &, ERETUMEEERES
BEWEHEE, EFEMESTUERIMNBERTEEEZEEPRLZEERFKB HKPH Python E,
{8 At BB AT TR R AV AE AR AN B 5T Python B4 |, Wi © & DAG BB FE A,

« LD_LIBRARY_PATH— Linux FEREHEZENMEBBARERNNBRZENREZE, TEETE
HEEMBEKIIR K EELESERRRAER KA ETER, FARBHTIEEERN BT ZHAE

E 38

« CLASSPATH— H Java #11TPEERIRE (URE) Hl Java BB EH (JDK) AREHTRERSHKMIHEA
Java I, BREMER, EREEHmEN Java RIBEM B 8 , JAR X4 ZIP FEMNIIR.
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1£58 55i% MWAA B2 DAG I 4E

EZEEEARN Apache RRIREMN Amazon FETERE LHITEREIRIRE (DAG) , FiSERERE
EIEFIREM Amazon S3 F1ZETEE | REZE Amazon MWAA HEZEK DAG M EBRE RNV Amazon
MWAA £ & LW E. Amazon MWAA EE RIS TEE. HFEESH Web RIRES 2B A DAG, A#5
FIEREA MM 7E Amazon MWAA IRIBHFIGHEHEH DAG , UKk %8 5T /A #HEX A Python #
K

x5

« Amazon S3 FEEELR

. @=L EFH DAG

- REBEERMNT

« Z% Python HIHKEE

« B} Amazon S3 L8y #

Amazon S3 FZREEELR

o8 5% MWAA IREM Amazon S3 R FEFE X EAHHAMEE. RIEFERR , FTE Amazon S3 BR (f#
ZRFEE. YHFER FER (Fln4EmBEERE) B2FAEM,

- REERBERAE (BUEENAWSIRG) AILFIRER. EREFE (i, KNEES) TEBR
BEHEHERER , SFEERREEMA,

- BERENFRBERSEEFH DAG, BEIAEEXM Python &K MEH Brequirements. txtE
Amazon S3 EFETEMER, plugins.zipFEISFMEERNVEHIBER , 528 Amazon

FullConsoleAccess mWAA,

o8 % MWAA IRIBEM Amazon S3 R FETEE A ERARAES], BUA Amazon S3 fEFETRMRAZE &
%, REERIFEAKR , REBRIHEIAR,

- 24 a P BEFTAHEXBAMRKEZESplugins. zip , 7 Amazon S3 7 AT
Brequirements. txt EBUA Python fE#H,

« #)RTE Amazon S3 fEEFErequirements. txt L EFELERBEplugins. zip , BEHETE
Amazon MWAA £ & EiIEE MR,
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8 EF DAG

BFOERE (DAG) REER DAG BB AEXEH Python BRPERMN. EALFEHAWS CLI, =
Amazon S3 £ &1 DAG LEELHIRE., RNERBUWAFER Amazon S3 #FETFE T dagsE R
*k , ERBEEEN Apache RRIREFFIBHEH Apache Rt DAG HIF B,

=301

- ERIEH

- EEFR

- v2 REMERIL

- A EE MWAA CLI 2 AR DAG

« # DAG 26 L &= Amazon S3

- EDGE MWAA 125 LISTE DAG ERRIWER (B—KX)
. WIREH Apache Airflow Ul ERYEE

- BESR?

TERIRAF
LRETHER , FTHEASGEE LN SR,

- R — BHAWSIRE X ECHERE S REMRIRIEMN AmazonmWAAFullConsoleAccess 17 HUiZ &l R
Bl ZEERR, Itk , BT ABLART Amazon MWAA IRiE | TREEFEREFERANAWSE
Ro

s EHN —NMREBEEFENMLRREE , TEEEEE Web RRES LR EMMM |, AIBHNIRESLER
EN A Web AR FEVE, MEFMEN , 552 Bthe section called “FIIHF RIRFIER,

« Amazon S3 #HARE — ARTFH DAG. BiI/#EXH Python MBAkMRIplugins. zip Amazon S3
fFir#8requirements. txt A ERE AT HL A FEERARAZEH,

BRI

BEMFERE (DAG) REES DAG BB ABENIBHNE — Python BERPERMN. EHUATRIE .

. —1{8 DAG .
- MUPNAHT DAG MEHITZ TANEHR T,
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« IR TERTIEFHNES TR,

£ T Amazon MWAA B 8145 Apache RATF 4 , BEEH DAG ESERN I REERS
fydags @RIz, Bl , FEEEFH DAG R TAM TR

Example DAG &¥}3&

dags/
# dag_def.py

Amazon MWAA & 30 ¥ BB I A EN YR Amazon S3 EZEr#8[E 2 2| Amazon

MWAA BEF288 M TEE ARRSM /ust/local/airflow/dagsERIK | THERERBM | #
BERE Amazon S3 KR ERME, #H DAG HIBE Apache RAFEAENEF BRI
#lscheduler.dag_dir_list_interval, ¥31%E DAG WEEHKEE T —1E D AG R EEHRE

/8
1=o

(® Note

BAREEKairflow. cfgiREEREEHE DAG ERKH, B LAREEE MWAA 24
BETEFM Apache RiiERE, WFEFMEN , FSEIE Amazon MWAA {5 F fal itH & SRR EL
BRI,

v2 RETEEML

- ¥ThaE  BER , T MEITE. DAG FHEARRN , UREEDEHEE MWAA RIEEN E
ST ER Eplugins. zipfE Apache R v1 # Apache R v2 2B E, Hlin , from
airflow.contrib.hooks.aws_hook import AwsHookfEMIHZER A V1 E&HE A from

airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook7E PR
V2, BEE#—S THE , 552 H Apache BRRSZIEFEFH Python API &&,

5 22 55 3% MWAA CLI 2\ AR AR DAG

- BRFNE (CL) 2HERXE Y Apache Airflow IREHEE Amazon & TERE,

o CLI EAME T LN Amazon MWAA £ ERGIVIEHEB SSRGS . ENEEHMITAE Apache |
TRERFEAZFAG DAG, BIT/ABEXMEMYE , RAEBEIBE Amazon MWAA,

- EET CLI, 5528 (5 E ) GitHub, aws-mwaa-local-runner
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# DAG B E L& ZE Amazon S3

&R AR Amazon S3 £ A HAWS Command Line Interface (AWS CLI) # DAG X B LEZE
Amazon S3 f#ZETEE, THLBREREEERE (.py) LEZE Amazon S3 EEFEdagsHBBNE
R,

5/ AWS CLI

AWS Command Line Interface (AWS CLI) RFARKIBETE , JEEE W5 Shell A 5 HREE
AWS R EE., EEHLERLNSR  BFELUTIEAR :

« AWS CLI— Z#£% 2 fRo
« AWS CLI— RRiEFEaws configure.

= EFEAAWS CLI

1. BATHWSSIEAERN Amazon S3 RTFETEE.
aws s3 1ls

2. FBATHGSIHEIREN Amazon S3 HEFFEPHERNER K,
aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. THiEtE#dag_def.pyER EEFTEdagskiK,

aws s3 cp dag_def.py s3://YOUR_S3_BUCKET_NAME/dags/

R Amazon S3 EFETE P Hdags RFEBANER R | K SERILdagsERRK
ddag_def.pyERNER LEIFHERK,
{5/ Amazon S3 £# A&

Amazon S3 TR A R AREE Amazon S3 FEEITHEMN Web BIFRENHE. TIHSTBBRREERAE
) DAGs E#l3®&dags.

5/ Amazon S3 =& L&

1. HEDEHE MWAA E2E8 LR "RE, HH,

# DAG X iE LEZE Amazon S3 153
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2. EE—ERE,

3. 1£ S3 Ef&HY DAG BB HEM S3 EFAr#ER , LU Amazon S3 T2 & LRRFRE TR,
4. & dags BRK,

5. i##E Upload (L&),

6. B FEER]

7

BIELANARhEIARdag_def.py , BELE,

FE BT MWAA =24 LEE DAG ERIRAVRE (B—KR)

LT SBREBFREIEEN 2 Amazon S3 RAFETRE LB AN ER R ERdags,

1. EDEE MWAA T2A LK TIREL HHE,

BEEEHIT DAG HIRR,

B REE

£ Amazon S3 Y DAG BXE L | i#12 D AG ERRMWEZEN [BIE S3).
BEURMdagsE R K,

i#1E Choose (IE#),

BET—F , EFMRE,

N o o bk~ w Db

¥R IZHY Apache Airflow Ul EHEE
85 3 B 2 RO

&REEAWS Identity and Access Management (IAM) A EYAWSHE 5 B iF 25 &7 U| &5 R BUER -5 5 i
WebServerAccessEF Al , = BEMIR IR Apache BREAE T H.

FHUZH Apache Airflow Ul

1. FEZEEE MWAA X4 L "RE, B,
2. EE_1}«%iﬁo

3. EE "BBEE UL .
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®REIR?

 {£H aws-mwaa-local-runneron ZE A #RIEEH DAG, BET/MEHERXF Python MAKMEGitHub,

ZEEERAN

iR Apache 7 H) Amazon 2 & TEHTEXE Apache Airflow AENHERSERS |, AIEEME
F BT Apache RIRIRIEE., #h), BESINEH., AERAFEHERE Amazon MWAA IRIE &

# Apache B BT HMNHEXMNLSER, plugins.zip

AR
- BEFK
- v2 FEH BRI
- BESEHER
- BEREHE S KRS
- BESEHHHF
* 7 plugins.zip F & A ¥ H B & 81 =6
* % plugins.zip P EARE B &5 HBH RO
£l —1@ plugins.zip X4
« $B— . A Amazon MWAA CLI 2 AR AR BT AEER
o =% . B3I plugins.zip B

+ Ef&plugins.zip®| Amazon S3
- £ AWS CLI
« f£/ Amazon S3 2 &
s ERBEPREBIIAHER
+ £ Amazon MWAA E3#2 Aplugins.zip LIEERE (B —K)
« £ Amazon MWAA E3#2 & EIEEplugins.ziphR A
* plugins.zip B9 & 51 FH R H1
- BRESR?

®rES®R?
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BRI

BEETHEE , TeTRILEER LSRR,

- HER — EBHAWSIRFE X BEHERE B REMIREN AmazonmWAA FullConsoleAccess 17 EUZE
F AN FEER, AL, BN TAENERTF Amazon MWAA IRIE | TEEFEUREBEFRAMNAWSE
o

- Tl — REFEEEMLHAMTE , TREEE Web AR L2 EMaM |, AIERHNIRELEAER
E AR Web RIRERFEE. WHFMENR , 552 Rthe section called “Fi 1 & R FEHER",

- Amazon S3 #H7E — FAREHN DAG., HFI M A Python #KER Amazon S3 #717
Arf@requirements. txtBAREAHELAFIMLBRAMREESl, plugins.zip

EER
EEELNRETUTATASES  SAANTUT ZHEH -

1. TEAR#EIplugins.zipBER,
2. HA#plugins.zipE R LEZIEH Amazon S3 REFITE.
3. 7 Amazon MWAA F#2&WABERE R 15 E L ERN MR,

® Note
MREREE— X EBEplugins.zip®| Amazon S3 #1ZETEE | FEEZEETE Amazon MWAA
FHRAELEEERNER, EREEZTHLETE IR,

v2 AT ER1L

- ¥IThee  EER , WFNITE. DAG FHEABRRR , UREE Amazon MWAA FIEER
BET/EER Eplugins. zipfE Apache R v1 # Apache Rt v2 <& E, i , from
airflow.contrib.hooks.aws_hook import AwsHookfEMIHZE R V1 S&HE A from
airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHookZ¥E M itH % &
V2, BEEE—S TH  E2H Apache RS EEFEHTH Python APl 8&,

- ¥ EORG. TEXSEANEEN , GRS, B4 RMNEERairflow.
{operators, sensors, hooks}.<plugin_name>, ELEREXIEAER Python EIREA,
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FEVv2 RESRAY , BEN A ERKEEMMERE DAG B , XA FEA .airflowignore X4 1A
S EBEBRS DAG ETH#ET, BERATH , F2/E Apache Airfow BEIEEFNEEEENEILR
HESG B

BE & A Bhd

Apache Airflow #9 B 1 4 &5 12 88 T LUE i 5 28 #th 18 SUHF R ST $ATRFLOW_HOME /plugins 3
AR DEEER T EZ L. EAFEFERBEZRMN Apache RRIRIES | #8y , BRSR{HEO, T
BRI AMBE IR P TR E R B G BN E S| |, UREER import BRT | BERARKNEIRE
plugins.zip Y B ##EH#.

BHEZ A4 B &M ARSI

Apache R HIRESRMITEAESERBHE , FAWSE EEMW Fargate B L SR BTN HES | &
RAREWIIRE, /usr/local/airflow/plugins/*

- B8EE. BHEEE (at/*) Bplugins.zipERNWRBRER, Flwn , MREjigoperatorsH
#plugins.zipBEAEE R & , QI B %S HMREBHERE /usr/local/airflow/
plugins/operatorsBIRER,

o RDBR#, RPEZFEA/PR 1GB MWplugins.zipE=R, plugins.zipERXPHEK , REL
WRBERFRERER. #2R Amazon MWAA FEBA#ERHIplugins. zipERA K/ , ERMREZE
E+oERREMBKY , Fargate RESREL EFHASREREIBEMRE,

(® Note

¥R BER Apache & v1.10.12 =% Apache & v2.0.2 BYIR#E , Amazon MWAA &R #l
Apache KM ERRFLNVBHRE , BEFAFLEZEREARS LZEABERNR
Python B4k 14, % Apache & v2.2.2 B , Amazon MWAA T LLE#27E Web BRISEE £ &
ER/F KB R

BE &l a5 F

LT EEiE M Apache Airflow 2EERHP R EFIENE , RANTRBAERABIRE,
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£ plugins.zip H{E A H B sk #5810 =5

Apache Airflow v2
TEHABFHETT Apache Bt V2 WRYF B &&E#MWplugins. zipX 4,
Example #4& PythonVirtualenvOperator plugins.zip 9 H B #

T 5 FIFERH PythonVirtualenvOperator BT MR 2 plugins.zip RN EESNREE A
Apache S8l — 18 B E &£ PythonVirtualenvOperator,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py
THK 7R T PythonVirtualenvOperator B EZ il

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'
Apache Airflow v1
TEHHFETRT Apache Rt v1 — R ¥ B &&E#Mplugins. zipX .
Example #%& PythonVirtualenvOperator plugins.zip Y H B #

T 5IgEFIRERF PythonVirtualenvOperator BT MR 2 plugins.zip ERNEBRBNRERE A
Apache 7 8l2 — {8 B & &1 £ PythonVirtualenvOperator,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

THE/ G FEERT PythonVirtualenvOperator B E &4

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if self.system_site_packages:
cmd.append('--system-site-packages')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
name = 'virtual_python_plugin'
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£ plugins.zip F{EARE B &80 R HF

Apache Airflow v2

TH&EFERNplugins. ziplEREB TR H#HMhooksoperators, # Apache Rkt v2 Y
Bsensors#k,

Example plugins.zip

_init__.py
my_airflow_plugin.py
hooks/

|-- _init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py
| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

T5IgHIH R DAG (DAGs EXIK) A BT AHEXNEARL N,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

}
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ERAEER

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensor(
task_id="'taskA'
)

op = MyOperator(
task_id="taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *

class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

T3S R BT AHEXNERPAAFENEE import BRIA =,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):
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def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init__ (self,
*args,
**kwargs):
super(MySensor, self).__init_ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

eapply_defaults

def __init__ (self,
my_field,
*args,
**kwargs):

super(MyOperator, self).__init_ (*args, **kwargs)

self.my_field = my_field

def execute(self, context):
hook = MyHook( 'my_conn')
hook.my_method()
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ERAEER

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init__(**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REfEMEA Amazon MWAA CLI 2 AR A BFIABHERPN SR , REE I plugins.zip 18

RUBHEE &P Hplugins AA, HIM cd plugins.
Apache Airflow v1

T o g ERNplugins. ziplEREE TR B ##hooksoperators. BAK Apache K

v1.10.12 By B sensors#%.

Example plugins.zip

_init__ .py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

| -- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

| -- my_airflow_sensor.py
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ERAEER

T5IgHI# R DAG (DAGs EXIK) A BB EXREARIL N,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_operator import MyOperator

from sensors.my_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task
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ERAEER

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
from utils.my_utils import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

T3 EH R BT AHEXERPAAFELNEE import BRIA =,

Example hooks/my_airflow_hook.py

from airflow.hooks.base_hook import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base_sensor_operator import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init__ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
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ERAEER

return True

Example operators/my_airflow_operator.py

from airflow.operators.bash_operator import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message
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EEEMEA Amazon MWAA CLI 2 AR AIEBRIABRERNRNISER | ARE Y plugins.zip &
KB R P Hplugins AB. HlM cd plugins.

£)2 —1@ plugins.zip 34
THZBRRPERMEZREARBIEE plugins.zip BRNWIS R,
HER— : 5 Amazon MWAA CLI AR AR BTHAHER

- BEHNME (CLI) 2ARXNAEARMEE Apache RRIREMN Amazon & TERRE.

o CLI SEAKEIT LN Amazon MWAA £ EMGHIFERIFMG, ETHEHITAE Apache R
FRIRERERFBE DAG, BETHABERNMBKMYE , REBILEEF Amazon MWAA,

- EET CLI, @28 (55 ) GitHub, aws-mwaa-local-runner

B =% : B plugins.zip B

A NERAREN ZIP BELAREASEMEM ZIP 2ARER (HIM 7zip) KRB zip ER,

(® Note

EIRRE zip BEEK , Windows FERBNAR zip AAER RSB FER K, RMESR
I&1E LB R Amazon S3 FEEETEE 2 BT LB plugins.zip BRNAZR , UIRBREIEFHIEHME
8%,

1. WS EBEE HENAE Airflow SMEER B 8., B0 :

myproject$ cd plugins

2. BOITHSGS , URBRRABREETHTHER (ER macOS M Linux).

plugins$ chmod -R 755 .

3. BfaXpluginstERkHHAR,

plugins$ zip -r plugins.zip .

£ — 1@ plugins.zip X4 167
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t{&Eplugins.zip%| Amazon S3

& LAME A Amazon S3 £ A5, AWS Command Line Interface (AWS CLI) #plugins.zipER L
&%) Amazon S3 fEZETEE,

A AWS CLI

AWS Command Line Interface (AWS CLI) RFRRBIKTITE , JEEE WSS Shell R EMA S RE
AWS lREEE., EEXRUEEER LNSR  BFETHEE

« AWS CLI— R 2.
« AWS CLI— RRiEFELE aws configure.

ZE#H AWS CLI
1. EGSERIFERR , BEEZ/MEplugins. zipERWE &, Hlun :

cd plugins

2. FEATIGSIIEATE Amazon S3 #EET#,
aws s3 1s
3. FEATHGSIHEREZ Amazon S3 FFFEPMERMER K,
aws s3 1s s3://YOUR_S3_BUCKET_NAME
4. FEATYwSHKplugins. zipER LEREIREMN Amazon S3 FEFET .

aws s3 cp plugins.zip s3://YOUR_S3_BUCKET_NAME/plugins.zip

£/ Amazon S3 A
Amazon S3 EEAREN Web WEAERHE , JELEVMNEE Amazon S3 REFETBFNEIR.
£/ Amazon S3 £ & L&

1. 7 Amazon MWAA T2 A LR "RE, EE,
2. EE—ERE,

F&plugins.zip%l Amazon S3 168
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://console.aws.amazon.com/mwaa/home#/environments
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3. 1£ S3 Ef&HY DAG BB HEM S3 EFAr#ER , LU Amazon S3 T2 & LRRFRE TR,

4. EBEELE

5. BEE FEER]

6. BELSWAMEIARplugins.zip , BELE,

EREFLZEBINEEN

AREFERBA WA L 2848 EEF] Amazon S3 REFETEA BETARER |, FERIEE plugins.zip BRIV
&R, WEBXEH zip BREISE plugins.zip & RMIRA

£ Amazon MWAA X#&plugins.zip LIEERRE (E—RX)

MRERBE —IXR EEplugins.zip®| Amazon S3 #1FETRE , LEFEET Amazon MWAA A L
EEERNER, ZEREEZTRILSE IR,

1. 7£ Amazon MWAA £# & FBRK NRE . BEE.

EE—ERE.

BIERE .

#£ Amazon S3 ¥y DAG BXBEK S , BEENHENRER-ZAMMEENEIE S3,

EEUZH Amazon S3 @ FEr8 EMplugins. zipE R,

i#1E Choose (IE#),

BET -4, EFMRE,

N o o bk~ 0D

£ Amazon MWAA 32 A& L1EEplugins . ziphR A

)R Amazon Amazon S3 EEFRAR , #FEEE Amazon MWAA £ & EiEEplugins. ziphE
Zplugins.zipMRA&,

1. 7£ Amazon MWAA =& FBER "IREL HE,

BE—ERE,

BIERE .

1£ Amazon S3 F ) DAG BXIHFL |, T FEHEE —Elplugins. ziphkas,

BET -5,

o ~ w0 D

EREHFRERRMES 169
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plugins.zip &Y & {5145 F 2R 51

- BBNAEPEY BITAHER B ES M A5 8 £ 3 Hadoop.

- BEOAEPEYBINEHER B EREHRIEMPythonVirtualenvOperator o
- BROMEPRYBIAMHEX B ESEHEFE X,

- BRERAAITE PR S B ETAMERE K the section called “& 8 DAG K E[E",

®_EIR?

« £ aws-mwaa-local-runneron GitHub FEA#ERIEL R A DAG, BT/ #HEXF Python fEAME,

Z % Python WYk §8

Python H# 4 REE AR BTEE Apache EREARZEFNEHIEE , BAR Apache RiRIR
EH Amazon BEE THERES , BARM Apache R4, AERAEA Amazon Amazon S3 #
Brequirements. txtERELHN I EE MWAA IRE 2% Apache R Python BRI B,
AR
. DERHE
- BEFH
« Python #KFEREERBEIAR

 Python K ¥8 B8 HY 7 B F K /)R &l
+ £l2 —1{@ requirements.txt X4

« HB— . #£H Amazon MWAA CLI 22 FAFE 30 BIE Python #E Ak

« =% : Al requirements.txt

+ E&requirements.txt®] Amazon S3
- £/ AWS CLI
« f£H Amazon S3 £# &
s EENIREPLE Python HAME
« £ Amazon MWAA E32 Arequirements.txt LI ER R (5 —X)
+ £ Amazon MWAA 2 & 1§ Erequirements.txthR 2
o WBIEHECEE requirements.txt

plugins.zip Y &5l { F 52 451 170



https://github.com/aws/aws-mwaa-local-runner

Amazon Managed Workflows for Apache Airflow EREEmR

- RESR?

BRI

BEETHIEE , FRectERE LSRR,

- R — BHAWSIRF X ECHERE EREMFIRIEN AmazonmWAA FullConsoleAccess 17 HUiZ &l
FAIF FEER, A, BHETAEXEARTF Amazon MWAA IRE | FTREFEUREEANAWSE
Ro

- B —NMRSEEFRNARAREE , TREEEE Web MRS LR E MMt |, AIEHNIRBESNER

T A Web RIIRESFEE, MEFHME , B2 [ the section called “Fi 1A F R FEUE",

- Amazon S3 R — AREFEN DAG. B /M2 H Python fBAK1%ERY Amazon S3 #1F
Erfrequirements. txt 4 EREAHELAFRALBARAEEZES, plugins.zip

BRI

£ Amazon MWAA Lt | BRI LAR 2 PRE Python Bkt , FiER K requirements. txtiER LEF|
Amazon S3 #EFETHE , ARESRXEHMERETE Amazon MWAA £ 5 LIEEERMWRA. Amazon
MWAA iZpip3 install -r requirements.txtfTE Apache KR FAERFNERAIFEFLE
% Python kB K.

EHEENIRE LIET Python IERAR , BLEHATUT=HE .

1. EX¥EVrequirements.txtiExE,
2. requirements.txtA§A L EFEE Amazon S3 fFEFETHE.
3. 7 Amazon MWAA =2 & [FRER] MU PIEE BRI,

® Note

MBEREBE—REMNY FErequirements. txtZE Amazon S3 kT , LEZEEHL
Amazon MWAA =12 A LIEEERERZRNERE., BRAFETHLITER X,
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Python {1k 38 B8 R 8Lk

& A LA Python Package &5l ( PyPi.org ) , Python 8% ( .whl ) SiEEEEFAE PyPi /IPEP-503 #
B1EREE LK Python #k3BIE L% Apache R MNIhaEME A Python MK 5B RI%R.

Python 5 38 B8 &Y i B 1 A /)N R 1

Apache RAHIRESMITEAESERBNE , EAWSE EEMN Fargate BREF LSHBATAEHER | B
AREHIIRE, /usr/local/airflow/plugins

o RDBREH, HPEZEFErequirements. txtAZEHEKR/NNPIR 1 GB WEXEMNRE
2=, Amazon MWAA ZEERENEXENS  RELVRBEEREERE. #A Amazon MWAA Ik
ARG ELERBEXENK/)D , ERNRELE T DERAREMKY , Fargate RIEER I B A
RIEEERBBEAMREE,

£1722 — {8 requirements.txt X #
THSBRERPRPIRBEABE T requirements.ixt FERAVFER,

HEB— . £ Amazon MWAA CLI 2 FAE=BIE Python 4kt

- WRINE (CL) 2ABEXNAELAEEE Apache RIRTRIEHN Amazon ZE THERE.

« CLI STEAHEEE T LA Amazon MWAA £ EMRGEHRIRE RSB, ENBEHITRH
Apache RRIRERBEAZANAG DAG. BIIAHERNMEMKYE , ARBIFBE Amazon MWAA,

- EE{TCLI, 208 (48 ) GitHub, aws-mwaa-local-runner

5%£=% : AlZ requirements. txt

DLTFEBA N Bt requirements . txt X #HH# Python P ackage F 5|57 Python AkFERI &Ko

Apache Airflow v2

1. EXRMRAE, EBIERZE , URBAAFEBHMERE , UEREM4ARHERAN ERE
&, requirements.txt&FE#HIT Amazon MWAA CLI 2R , F208 (#R ). aws-
mwaa-local-runner GitHub

2. B Apache EREMHM MNIIEE, B EMI Amazon MWAA £ A Apache B v2 RENWNEH
BE |, BFSEAME LM Amazon MWAA Al requirements. txt{T8%. GitHub

Python {138 B8 & 8E IR 172
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3.

FigEHHORERR, EEEERTIE Apache R v2 IRIFEHRHrequirements. txtig
%, Apache KRR FIHEESIEE Apache KRR ITHE A AR IRMEEMRA,

# Apache it v2.7.2 Bith , BN ERXHHABTE —--constraintBEH, WRER
RS , Amazon MWAA 2 AEIEE—ERS , LERERPIENEHESEEERAN
Apache Airflow iR A,

ETHENOIFH 4 (#ren) BRATIRBIWRASE | W% (Python ##) BRRABHEHIRE
FRAM Python KR,

WEEER Apache RRRIEMAR Python iRAHIEBIERR , 5528 Apache R A o

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRGHHORERHE I xyz==1. 0EHREREPVHMELGTHES , pip3 installifE
ELETHEANENELZRZIZNRED, NREAEGNLERK , B UERHE LW
¥ PERC 8% B B P 43 F 8 Apache Airflow st (BEFE25. Worker Fl Web Al iRES) AV 8555
CloudWatch 5o, MFLHEFEMNFMEN , 552 Bthe section called “BIRRIRECHE -

AR, SFISH NI AERARA (== ) o BB, LT M B R R A RS B IR AR
ATRERE,

apache-airflow[package-extra]==2.5.1

Python B, EX#4FRNErequirements. txt BB (== ) . EBEBIRBHLLHE
future B PyPi.org WEXREFHKEBHER.

library == version

Example REEEEER 3 MEH 2-—EH

WEHIEAT R TENMIEMS, BIEM psycopg2 —H#IEZT S Apache Bt v2 EAR &
B, AREEXHPIEE, requirements. txt

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

A3 — 1@ requirements.txt 34 173
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WREENEHRBRA , Amazon MWAA E1¢ PyPi .org RESFRANEN. HRATRE

@H8requirements.txt.

Apache Airflow v1
1. EXRMAE. TBYERZE , URBFXNMEBEMERE , USREGARHERAHN EfREA

4. requirements.txt®&E#H T Amazon MWAA CLI 2B , F268 (%8 ). aws-
mwaa-local-runner GitHub

WBERREHMININEE, @B ARFIAETRER v1.10.12 WEHBFE |, it A https:/

raw.githubusercontent.com/apache/airflow/constraints-1.10.12/constraints-3.7.txt,

INAKRER, #& Apache 837 v1.10.12 KBRS R B ST TE
B, requirements.txtMRFHREREixyz==1. 0EHHELRTEFHVHMEHTH
&, pip3 install$EEMIEFTHANERNEZEIENIRESR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

FIOE R 1.10.12 BRERAE A, SRANST AT BRI ZF A v1.10.12 B () o ==38
BYARS L R R R A E & B AR TR E

apache-airflow[package]==1.10.12
Example Z£ 3% E
THHRflrequirements. txt XHZ & SSH FIHF R v1.10.12,

apache-airflow[ssh]==1.10.12

Python EE, EXHAFAMErequirements. txtHFBBBHRAK (==) ., EBBIAR LA
future B PyPi.org WEXREFHKEBHER.

library == version

Example Boto3

THEHHRHlrequirements. txt XL ENEE 3 EMEFRM v1.10.12,

£l — 18 requirements.txt 3X# 174
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https://pypi.org
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boto3 == 1.17.4

WREENEHRBRA , Amazon MWAA Ef¢ PyPi .org REBFIRAENEN. HRATEE

@HBrequirements. txt.

tf&Erequirements.txtZ Amazon S3

BRI LA A Amazon S3 E# & AWS Command Line Interface (AWS CLI)
#requirements. txtiBR LEF &/ Amazon S3 fEF AT,

£ AWS CLI

AWS Command Line Interface (AWS CLI) RFRRHBRBELE , JREEW TS Shell A RKEE
AWS R EE. EEXRUEERLNSR  SFETHEE

« AWS CLI— ZEM 2.
« AWS CLI— RiEEE aws configure.

EEZMFEH AWS CLI

1. FEATIGHSSIHERAERN Amazon S3 fFETEE.
aws s3 1ls

2. HATHGSIHEREZ Amazon S3 HEEFEPHERNER K,
aws s3 ls s3://YOUR_S3_BUCKET_NAME

3. TH@SEBrequirements. txtiE =R _EE2| Amazon S3 fFFETEE,

aws s3 cp requirements.txt s3://YOUR_S3_BUCKET_NAME/requirements.txt

£/ Amazon S3 i &

Amazon S3 R AR —BEUBRAERNERERE , TEELEINEE Amazon S3 HEITETH
BiR,

Ef&requirements.txt% Amazon S3 175


https://pypi.org
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£/ Amazon S3 X4 L&

1. 1£ Amazon MWAA & LB "REL EE,

BE—ERR,

£ S3 B 1K DAG BRIEHIER S3 R FATRIESR , LA Amazon S3 £ & LR FETRE,
BELLE,

B FEER]

BIEBEWAMEIARrequirements. txt , iBIELE,

2 T

EZRWIRE AR ZE Python fEARM

AEIR A WMAEIBIEE requirements.txt I RMERE , WHEBIXEH requirements.txt IEREFIEEER
BURRAR | LAZ 4 & EE %) Amazon S3 2B BRI A,

£ Amazon MWAA E#Arequirements. txt LIEERR (F—X)

MREREBE—IREINW FErequirements. txtF Amazon S3 fEFEiTHE , LIEFET Amazon
MWAA 28 EEEERNEBEE, ERAFETRLSR IR

1. 1 Amazon MWAA =2 & LB "REL EE,

BE—ERR,

BEERE.

£ Amazon S3 B#&HH DAG BRIB L , BESERER-EZAMMLZEENEE S3,

EZHUER Amazon S3 EETE EMrequirements. txtiER,

iEZ$#E Choose (%),

BET % , EFNRER,

N o a M DN

BANERESTKENRILERBEATES.
£ Amazon MWAA £ & LiEErequirements. txthx7

8R1E Amazon Amazon S3 LEFTMRAHF , #FEETE Amazon MWAA £ 4 Lig
Erequirements.txtERrequirements. txtHRZA,

1. 7£ Amazon MWAA 4 EBERR TIBE ) HH,.

EEWNIRIE R L% Python AR 176
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2. EE—ERE.

3. EEFH.

4. £ Amazon S3 iy DAG BXIBEEREYF , R TN BFEFEE —(Erequirements. txthx 4,

5. EET—F K6 BEHMRE,

B UEREEKEFRLERBEATES.
BIRERECEE requirements. txt

BRI AR BERE SR HERE TE R B MBI Mdags E R EH Apache Airflow 588k, T %25 BB3R B8 a04a
£ Amazon MWAA 12 & FBIREERERS A BaE8HE , IR A7 B R A LR Apache Bt
CloudWatch B,

£ EMIR requirements. txt

1. 7& Amazon MWAA =#2& LB "IRE, HH.

2. EBE—@ARER,

3. TE [BE4R] BWARPIRIE Airflow HERRBRECEREEAE

4. 7 "requirements_install_ipic#&E AR, FIRIBLERE,

5., ZLEZSEINCLRBEEREPNEMNEE , ¥R /usr/local/airflow/.local/bin, Hig0 :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. WMEEMRE , URELEHRTELTLKBETEIHER, MRBAEHR LTS HEINELUTS
NEWEER :

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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A
’rELSR?

» £ aws-mwaa-local-runneron GitHub FE A #RIE B H DAG, BRI AABERX M Python MMM,

i B& Amazon S3 £ BY S 44

AERPEBEAR Apache RIRREN Amazon S3 RAFET B P IRAIZ I MAEMNE , AR MER DAG
Hrequirements.txtBRMOL B, plugins.zip

AR

- ERMRME

o« IRAEE

« Bk Amazon S3 L# DAG

s RIREPBER "HHIM . requirements.txt B plugins.zip

- MIBR "IEB AT (£BIMY) requirements.txt B plugins.zip RS

- EAEBEHMER TIEB R (BhR) B BMERER

o SHIEBEREREA : MIBR requirements.txt "IEE B 1 MRAS I B EMIEBRAE
- BRESR?

FORIREF

BEETHIEE , TRectERE LS,

. R — ZBHAWSIRFE X ECHEREEREMIRIEN AmazonmWAA FullConsoleAccess 17 HUIZ &l
FAIF FEER, A, BHETAEXEARFF Amazon MWAA IRE | FTEEFEUREEANAWSE
Ro

s FH—NREBEEENMORAMERE , TREEELE Web AR EZEMKME |, AIEHNIRENERR
EN B Web AR FEVE, MEFMENR , 552 Ethe section called “FIIHF B AR FEUER",

» Amazon S3 #HEE — AR FM DAG, HEJ/MHER A Python MR Amazon S3 #7F
Erf@requirements. txtBHAREAHELAFIMALBRAMREESl, plugins.zip

®REBLSR? 178


https://github.com/aws/aws-mwaa-local-runner

Amazon Managed Workflows for Apache Airflow EREEmR

RN R

requirements.txtM&Eplugins.ziph Amazon S3 FREBHHMRAESE, EXEYVHRA
Amazon S3 fFZETRBARA R , B Amazon S3 REFETEMIBRA M (FI40 plugins.zip) B , BRTE
TR, BE Amazon S3 ERIBRTHE , MERIE BN XH4EIAR , ZXHFEIARZ 404 ( REKE
R ) HEB/Ok X, R "RTEE®R) . Amazon S3 Bt AMIRES . MIBREREXHN "2,
AR, EREERE ( RFH| ) MK ID BEEMEABER %,

ERATE HMBRAS AR A I M BRI , MARRME Amazon S3 REFEFBRNREFHRE. EXEMR "EE
Bl ( BABITRY ) STHFRRAS |, SE L AMBRSTAFBIRRAS |, SRR M BREZ AR AR M BRAR S

BRI

I EIE MWAA = 1+#EHLEH Amazon S3 REFETFEB LHITXEPRE, EEES Amazon S3 f##
FErR P HE{T DAG MIBRE S E| Fargate RERHIRRE Ko

¥ plugins.zipMrequirements. txtER , RBETE Amazon MWAA £ H BE] A EHEXH
Python tBK 12 Fargate RN R A GH , TEEREENERREEE, NRERBRE
fllrequirements. txtZplugins.zipfERMN B RIRE , REERE CSHERERREHITRERBIER
TEHRE , IEMESARLBRERAR , fl0 "EEFIERMKRAE {version}{file}. »

MER Amazon S3 L/ DAG

DAG &% (.py) RETHRAES] , ATLAE#EETE Amazon S3 £ A& EMIER. T 55 BREREA a4t Br
Amazon S3 & ZET#E £/ DAG,

= Z MR DAG

1. ERBE MWAA =24 LB NRE, 5,

BE—ERE,

£ S3 BE1&A) DAG X T HEE S3 FATIEM , LUE Amazon S3 =26 LR TR,
i#1E dags ERIK,

iZHL DAG , fiIBR,

EMBRH 2, # Adelete,

i#1Z Delete objects (MIERYIH),

N o o kw0 N

hR A LR 179
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® Note

FIIRE RIRREBE L DAG 11T, £ Apache KRR #IT DAG 2 , EWRERMRERM , ©F
SRBERKN DAG BEH |, BE|ETE Apache BRAAEEMBRA L, ZEEMBR Apache B
Y DAG , FHIEE [EFE] W TR & [MIBR] &=

MIRFEHRBER "THHIM . requirements.txt 2 plugins.zip

B a0, SREEER plugins.zip B requirements.ixt BRRFHMBREM , ERMAEEERE@ERA
B, TREHE , NEEERY AIEAZANFH zip BR

MiEr "IEEFIL (BIH) requirements.txt B plugins.zip MR

Amazon S3 fFEFEFEF M requirements. txtfplugins. zipEREE T EE MWAA EHEITHR
IR, MREBETLMER Amazon S3 @RFITR LHNELER , BXEMEYHHN B 5l iR
(121212) (f110 plugins.zip), MERARAS , REBERIE RRARIMIBRERR

& LLfE Amazon S3 184 EMIBR "IEEFIL (%E) BRWA ; TB , BMAZTEFEATIHHS—
181338 725 ) B R BRAZRC o

- BEEHIYARA , 528 Amazon S3 5 H H R IR A HIH F F T B AU AR A,

- BEEMBRYHERA , 528 Amazon S3 I5rEF H R R ZEHIN FEF T E M BR YRR,

- EEBBRMBRER , 528 Amazon S3 IEEF R EIEMIBRET,

EREmBHMER "EE L (BMR) I B B ERARS

&R BA% Amazon S3 REFIFRBRELWBHBBER , EREXEEMPER Amazon S3 REFIFEPH T3
BB, (5T MRASH plugins.zip A requirements.txt &3 | S KRIE 2 Y489 MIBREE.

1. HEDEE MWAA £248 LR NRE, EH.

2. EE—ERE,

3. 1 Amazon S3 K DAG R T , EZEEH Amazon S3 F &,

4, BEEVEMBEHRAL,

IE1E#BR TERIMY, plugins.zip 5 requirements.txt 180
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P BRI R A : MR requirements.txt "IEE BIL WA B By BRAESD

THEFIERMMET A ERRE | ZRAEE=TKREKAMER requirements.txt R "IER
B AR R ELMIBREERD

FEDEE MWAA 24 LR "REL HEHl.

BE—ERR,

#£ Amazon S3 By DAG I T , BELEM Amazon S3 F##.
BEETEMBHAR,

EEMBERBAAEZED B ADelete previous requirements.txt versions and
delete markers after thirty days.

ERIRT , BX,

7. & "AoBHRAEE, B, EE TRAMBRERYA S M TRERBHHMERERER) o TFRTE
M7 R L&

8. EYHEBRERNRAENHRES , #A30,
9. EBHMAMERERLT , BEMBRBHNWHMERERR , WHEEE 30 REKAMER,

o ~ w0 bh =

o

BELTE?

- BEEE—F T Amazon S3 MIERREE , ESREEM R,
- EASIMH M E—F T # Amazon S3 LB,
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ERAEER

Lp

AIEEIFHR A Amazon MWAA RIEFFER Amazon EEFAA VPC B

=]
o B Amazon MWAA B Bs43
« Amazon MWAA t VPC W&EE& %K

+ £ Amazon MWAA &I RFE4EE Amazon VPC i BHY ZEL

- EALBEEE Amazon VPC R 3 7 35 BY BE 5 FA A S b AR 75 i 36

« £ Amazon MWAA E&EHREH 2/ Amazon VPC ix %

B9/ Amazon MWAA L Hy B3

Amazon VPC 2B E|E AWS iIRFHERRAK ., CREYEREREENAER

GO ik

#, RERHBERZEUNBERRNEN. FERAEFTLARENLBEHN Amazon VPC Eff

e EEEBREEELIE Apache Airflow IRIER Amazon & THERRE,

AEN
- XEMNIER
- VPC ERZEEHE
- HABRAEREE LAY BR
- BRERBRMERFEHNIAA
» Amazon VPC 1 Apache 717 Bt =\ 19 i 45) 68 F = 51

o AETIRBRMBERFE-FTHY Amazon VPC #B8E%
s TAFBBRBEFI-FH Amazon VPC i
s TAFBBRBEFI-FEEMN Amazon VPC 8%

NHEEH

A 1ZEAA PR HEER B9 Amazon VPC A EiHAK .

BN 8EE
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FANERH

R FEEEMEKRE Amazon VPC AE MK,

X EWNIAE

T #3528 Amazon VPC Amazon MWAA X/ ER,

Amazon VPC 38 XE

EREVIRENIRFFIHEEDN =
Amazon VPC,

H AW Amazon VPC |, AlEZE% £
B AWS tRF I H AWS &
Ro

VPC ERZREHE

B 832 Amazon MWAA IRIZER: , Amazon MWAA EiRIBEEAIRERIEN Apache RRFIER |, £
BHIRBEHRE I —FW{E VPC in S, ELImEERMN Amazon VPC FEERAEGIE IP HEMERK
SE (ENl), BUEBLHmH 2% , EEEL IP WEREHNE UFAEH XN HE BB EHNIREFFE
Y e AWS BRTS .

T EEREA E B PR A% 2\ B B A s} 7€ Amazon VPC AFA TR EBFREFTER Amazon V PC EB %K,
HARRAEER FRY N AR
AERPEANERBEZIRIEN Amazon VPC RN, SEEELT VPC EftiE4#E
- —fE VPC Z2HiH, EBRAA VPC ZLHEXREERPH AR , UGB TEE LNE A EA) M
B (L) FBRRE
- RZALIEE 5 AR EE.
- ZEMBEXBEAECECERSBNEAARAL

- ZEMBEXNEAFMERE (0.0.0.0/0) FEE@HRA,
- ZEMBEXBEAFEBRSRANTNMBERE. Hl 2 &lmEENERSBLSMHEE

o
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« REFEATLUEREMMBEBIEE HTTPS EERHEMN TCP ERRHERERBEHELLS |, #—
SRERESL32, Blan , (BFEM) RENERE 5432 MAFREN T2 MRHESS A (BZEY) R
HIEEIE 443 A TIEN LS M EHESES,

- MELATFER, X8 FRRE—EFHER  HRRARIEREER FER HrY B Hh RS

- FEMELAFHEE. ERZE Amazon MWAA EEMATAREPHIREZIL TN E[ME (MR
Hp—E5RR[BEHE).

. FRBMSEAMNATENTAEEF. FlM us-east-1a M us-east-1b,
- FIERUARBZEEEEME IP (it (EIP) B9 NAT BE (3 NAT S11T1EE).
s THRBNSER—ERAR , TESERERNRES N EFERERFE,
- MERAFHER, FAH 71K 2 HEE S EEERFIERH 2 BARZE BB T8

. BEWERA T, i TH Amazon MWAA 12 EL 7] FA 5 B9 TR E YT 37 0 25 SRR 8 (102
Heh— AR EREHE).

« FHRMEMNRTRNTAEEY ., Hli0 us-east-1a M us-east-1b,
- THRBNSER NAT £E (FEHHTER) WEHR.
- FRETSEAIERRAERE.,
- WBEFEURHIEE (ACL). NACL BE FHREBRERE (ZEBAFIIELRA) A& ERE.
* NACL X EEFAHFERE (0.0.0.0/0) M AKREI,
* NACL #AEREEMARENGHRR ()0.0.0.0/0.
- Bl EFEMEA) ACL £ fi,

« W{E NAT FE (3 NAT #11T1E#). NAT RESRKRERALE FHEBHN T EREEZZERE
BREE A AWS RS , AERA& ORI AERHTERE,

« NAT RELEMNELA TR, (BELHEFEE—E NAT £iE. )
- NAT £EXEE —EEM IPv4 (it (EIP) BEZESEL A FHK,

- MRMEREE, BEAKEBESR Amazon VPC BB EBREMME A AWS RIS,
- DEMPRBEIEEREZE Amazon VPC,

REMBBREEFEIRFA
AERAEENERHAZIRIEN Amazon VPC Ef5E, FHFEELT VPC EtiEE -

« —f8 VPC 228, EHMA VPC ZEeFHAREER LB , LEHBTER LN@A (@A) M
W () EERE,

- RZULEE 5 AR£EHE,
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- REMHELARBCEEBRSENBARAL
- REMBRELARERE (0.0.0.0/0) EE@WHRA,
« REMHESARFERSBRAANTHRERE, HlU (BF) S@PmEFHNERSRESHEE

o

- REFETLUREMMEBIEE HTTPS EREEN TCP ERRHERERBHELLS | #E—
SRERESL32, Hlan , (BIEM) REERIE 5432 M AFEEN T 2 HRHESS M (BEY) R
HHEENE 443 MAFEUEN T M EFEHD,

- WMEFAA TR, H FRKEEEFPRERFERHBERIAHEB TR,

- FEWERAFHEE, EWZE Amazon MWAA EEM A A EHFHNRBEE YA RR[MREGE (MR
Hep—EA =% EHE).

« TRBLEANATENATAESP, F2 us-east-1a M us-east-1b,
- THRBSEEFEE VPC mMMEAER.
o FHRRTEE NAT £E (FEHHTER) WEEHR , B TREEBERRE,
- MERFEURFEIEE (ACL)o NACL EEFHERBEBHRERE (EBAKFNIELRA) ANEHRE,
* NACL #EERAFERE (0.0.0.0/0) BB AR,
- NACL X EEFHEEAMERENTAHRR ()0.0.0.0/0.
- PN (2= EH) ACL #l,
o RiERER, AMERARE VPC ABARHEREEH.
o HER R RSBAREWFAE TR EE B,

« ABIRARMNEZE VPC FHHATERAENEEECHBRENA. Hln , MREFEHEFE Apache
Airflow BB RIRESNEBRMAZRNMHIRE , AIEAXRSERKHAE VPC 2. AWS Client VPN

- BNIREFMER 2SE AWS RGN VPC % , IR AMEE AWS EiFH Apache Rt VPC %
2t AR {YEA Amazon MWAA IRIER Amazon VPC i B,

- RIBFATEMZBE AWS IRIEH VPC imdh , BN Apache RRHY VPC im¥. Hla (4 F) VPC Ui
Rho

« VPC inin R4 HRAFA DNS,
* VPC i F A BURIRE VW E L E TR B8 AR BA B
 VPC imF A4 ABIRE N T2 B E M BB

- BB ERIE VPC inR RRIRER A FEERRAMEM AWS BRI, Sl BF) RitmERE
ENHY VPC s B BUR i,

« Amazon S3 #y VPC A EREMBRERES/ AN REFIREN. Sl BEER) AFrHEER

B 1ZEVHY Amazon S3 8 i B BUR #41
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Amazon VPC 1 Apache 77 EUE =\ 49 €551 58 F 3= 451

AEiT 4 Amazon VPC AR ERN T REERA RS , AIRIEEXIE Amazon MWAA £ 4 EEIEMN
Apache S8R A REFFEER,.

SCRTHREBR A B 7 EX-HTRY Amazon VPC #8#%

MREWEBAFE VPC R EERERMER , BEAFEFAEZEBERBEEFE Apache Airflow B E {d]
PR 28 :

1. BN AFEERRAERA Amazon VPC AEwMEK
2. A Apache RN EARFEIES AR EIERNNIRE,

3. FEMEZEFEA AWS CloudFormation IR APIEEAS | LARIBFE I Amazon VPC E#EE%
#e. Amazon S3 fEFZATEE M Amazon MWAA IRIE, WFE—F TH# , 552 B Amazon Apache &
AEETERENREAFSHZE

MREERATFERAAZSIRPOABRAERFE , mBEZEEAR Apache Airflow Web fa] Bk 25 FEUR
HI1E VPC HEVERE -

1. B AFEMEBRREERN Amazon VPC AEHMBE.

2. BN —{EKF , f£EM VPC 2EL Apache R E RSN ERMAZH N E RS
3. AREH Apache RAMBEMAMRFEY EFAAMERFIERXNNIRE,

4. EFEBHE .

a. RABJBLEPEH Amazon MWAA £ ARE— £ 5B MWAA 4 FETERF
AZimiBE , REAFH AWS CloudFormation EIAR, BB — : By 5B ERMAZIHE
3% B E B ARIEA

b. EMEBRELATH Apache RRMEEMARSTF AWS Client VPN R EFIHERE : £H
AWS Client VPN,

T AR FE-#H Amazon VPC #83&
MR EMBB T AFFE VPC R IEEVEBR AR

1. BITEIEBHERKE Amazon VPC AEIRMER,
2. B —{E#H , M VPC FH Apache RN E ARV EBMAZ R EHIBE,
3. ALMIREFEHANSE AWS REEML VPC iwE,
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4. RZEM Apache R EMARFE L EGMAMERFEIERRIIRIE,
5 HMEBME:

a. EMEZFZMER AWS CloudFormation #4237 T E @R ZEUER Amazon VPC , A K
&% Amazon MWAA RSB AWS RIEER I VPC B, BIE= : BEUDEREERIA
Eimia R EEBEEA

b. TMEZEFERAFM Apache BiRAE [REF AWS Client VPN REREFIHZFE : FH
AWS Client VPN,

T AR MR FI-R B Amazon VPC 5%

MRENEB AT ELNERUAZERPFIEERARE K MALSEKHEELXEN Amazon VPC #
B, MEREHEEFAREE

1. RENRREANEME AWS BRIEEL VPC inkh,

2. 5 Apache KRR VPC Umim .

3. BN —{E#H , f£EM VPC ZE Apache R E ARV ERMAZRNEIRH.

4. REW Apache RRBEMRI[RELEFIMARBFIREINIRR,

5. RMHEBHRE .

a. KMEZFEEIINERE Amazon MWAA FRifE 2 &8 AWS IRIEFIERN VPC inE |, LR
Apache RRFTEMN VPC imE. F£AFEEHETE Amazon VPC FENIENEEIAAERR
7% i 26

b. EMEZEMEAPH Apache R EMARET AWS Client VPN REZEFIHZFE : £/
AWS Client VPN,

Amazon MWAA Lt VPC HZ 2%

AERAANRE Apache RRIREZ Amazon ZE TIEREMN Amazon VPC Tt |, AREL T
FHERE,

- M EFEIZRHEE (ACL)
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- (EFEBERA) ACL g4l
+ VPC security groups (VPC &2 &#H)
- (B S5 ENE RSB MEE
o (BEM) RHHEREE 5432 MAFIEN RS HEEEH S
o (GEIEM) RHNEZE 443 MAFREN LTS RIS
« VPC inZh R Bl (ERFAARH)
- (BF) AFFFEEIH VPC ik R BURE
- (BBER) AHREFIEBFEN Amazon S3 s B BUERE 5]

Al FEBMR A H) Amazon VPC A EimE
FANBEH

R FEUBRBR R H Amazon VPC A Eum#EER.

REHE

ZERENFEURHEE (ACL) RE T EALEERNRAZEE Amazon VPC 1 FBEMBATER 2 H
AR R E R 5 5%,

- RETHENMRRETHREFIRHEE (ACL) Rizd|, BAFTE—E ACL , BRI ACL AT
ZREREFEA,

< EHFTERNMERRETHR Amazon VPC RS, SN ESEREFEA-INEEARS
Bl

< EHFTEENERRERATLA VPC R RZE, MREHEBT LFFE Amazon VPC RfF

IR , mESEANEEBSABEREN Amazon EfRMAZinHE , Bl VPC im# A Apache
AirflowAWS VPC BIAAEIREIEEE VPC mn B BUR,
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B 7 HUE HIB E (ACL)

MR P EEHEE (ACL) IEEFRBEMNEANEBHRE (BB AFREERRY) EANEHR
B. ACL RENREN , EEREMANBHRNXREFERAEMIEE, CAAREEERIAE R
WEEE R 1T B RS U T E AV R B J AL

&8 Amazon VPC #ETERREY ACL , AIRFFAIEBANEBANGELRE, EAILIRERR ACL B
8l , B BET ACL jt%HBﬁjJDE"JE’J Tk, —1EF MR EMRRER e n—1@ ACL , E—1&
ACL W] LABfS A0 2 2 {8+ #8538

(B=ZREA) ACL £

UTEH@ERATBAREELAERARIEEHZ Amazon VPC B Amazon VPC B ASEF# H ACL 3R
al,

75 R fim 5% il BABE EEHREE HR SERTHEARE
100 FiA IPv4 7t =& =& 0.0.0.0/0 JLRT

%
* B IPv4 i &=&F £ 0.0.0.0/0 ik

%

VPC security groups (VPC Z£&48)

VPC ZeF A A AEHIHTERBRNERRENERD NG, REFHERTREREN , LE2
M, BEAMBAERE , RUAEE. CAREE VPC BETHHITERAFEANRERRERE,

18 Amazon VPC #ETER LT &EH, ARERLT , ©REEALL, eEEAMMEEHLREN
BHA, B REBHENRZSHEARA BV BFTZH B EK NS Amazon VPC, £ Amazon
MWAA Lt , BFEERE@MANEEFAA |, A5|E NAT BE LHRE.

(&=) @A FNARSRELEMEE

THEHBERMARZREFHERR , ZBRUWAFEALEEBHNALTEAR Amazon VPC BRAR
Amazon VPC WFFBRE. HWEHATHNEZLMHEREASHNBERSRERAL

M FHUEHIRE (ACL) 189
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ERAEER

il BABE RREE
AERE a1 £

TogEHE R R ERERAL

il BABE FREE

FRBER %P a1

i

HR

BUGHE
-0909 %%
8E81919 £/
my-mwaa-
vpc-security-

|

HIR

0.0.0.0/0

(B RENEREE 5432 A FIENZ R ESES

T 5 & B FE R A FFERIRIEE A Amazon Aurora PostgreSQL F#£E £ E FHE (HH Amazon MWAA 3E5)
BHEIE 5432 LFiE HTTPS REMNBWA RS FHER A

MREGERFERALRNRGRE , ARERES —ERA , LUAFFERE 443 LW TCP R

@ Note

=,
pRit B E EZIEEE
HiT TCP TCP 5432

Source type
(RRER)

=H|

HR

JarERE
-0909 %
8E81919 F/
my-mwaa-
vpc-security-

|

VPC security groups (VPC &4 848)
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(B RENERRIE 443 M AFHEN T £ R E S5

T B BIFE R L FF Apache SRS B A BRETEHIR 443 LA TCP REMNBW AR MEHERA

i BIAWE EEIREE Source type HR
(RIRER)

HTTPS TCP 443 =Hj A 1
-0909 %
8E81919 £/
my-mwaa-

vpc-security-

|

VPC in B B (ZPRFAARSH)

VPC it & (AWS PrivateLink) R BI FJ 2 5 £FAE F R FAWSIRBHFE., VPC in BB ERELEESE
VPC HERNEmHH IAM ERER, NEERASE VPC inBH VPC i3 R AIFT ERI R,

B2t EEUNSEAFTEFIABEAWSEREHN VPC WmBMER VPC N HimHERA |, 36
HFEHAWSHERNHTAE,

(B=) RFTFTAFEIR VPC ik #BUR €

THgE6EREBABEEZ Amazon VPC 8 VPC /M EimFBK.

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

VPC in B R Al (ERFAANEH) 191


https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-create.html#vpc-create-required
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(BRMER) AR RFENRY Amazon S3 i v R B R £ 4

THEFESERE VPC FEHREBEK , 24 Amazon VPC 2EFTER Amazon S3 fE1ZETEE1ZEH
Amazon ECR #EFTER Amazon S3 EFETEEZEER, BRTEH DAG MIXERRENHEEITE
S\ IEEEHEE Amazon ECR &,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

£ Amazon MWAA EEE R 4EE Amazon VPC im E#Y FEL

VPC 25 (AWS PrivateLink) AT #454 VPC UAA B AR EHETES AR LR | AWSTI A EEHER
HEEXEAE, NAT #£E. VPN S XA BRERRES. SLX RS KTEXEEESTAMNERESE
A[EATE VPC FAWSHRIE RV BT E 8 2 BT EA. ZNEERH Amazon MWAA B3I # VPC FAA
EIREE , LR WRETE Apache RFAM Amazon FETERE LRELEREFIES | MEFEE
Apache RRHEE R RESHY VPC BFAA EimimE,

AR
- EfE
« VPC U5 B8
o NHEFERFEER
- RABBREFIUER
- FEREMAWSIRIEHFF A
- 1R VPC ih 2
 1£ Amazon VPC £ & LR VPC im B
- BBIEH Apache R B A RERHEERUAZiniHENFAE IP it

B VPC 2 A EN 192
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- 77EX Apache R ERAREEN VPC A ERIKE FAARBER)
- £/ AWS Client VPN
« 8 Linux PrEE#
« £/ Load Balancer (¥£Fg)

EE

« AWS PrivateLink E{&

VPC i Eh L8

ER#E I Amazon MWAA IRIZEF | Amazon MWAA 2AEHIIRER T —FIWE VPC iz B, L
im B EEH) Amazon VPC REERAEERE IP WEMMAKATE (EN), BIUELRECE  BREEL
IP BV R 2 AR € LAFAZR 75 T 20 2 B 3% B B SR Y IR B P 56 Y B9 3 FEAWS R 35 o

NHPEFIE

WRIER Apache Airflow RBEMRFZELRWERFEEN , BRAESEBABRERLMKHE,

« Amazon MWAA A&&# Amazon Aurora PostgreSQL H#ERIERERE Y VPC FHix%, K2
EHEEMAFEBRNTAEEPEY , BREIREMAWSIES.

« % , Amazon MWAA €1 IP (Uit RZWFAE FRBREBEE I N EHRR. ERA T XE®R Amazon
VPC E’g§1ﬁjﬁﬁ Eiﬁﬁﬁﬁ IP E’JHﬁ ;]'%ﬁﬁnln o

FAA BB FER

R B A Apache Airflow B E ARSI ZEFEMAFRFRER , B RESELEHN Amazon VPC A ELFA
A NEH,

« Amazon MWAA A#&H# Apache BB EMARESE I VPC RHEIGEH , W AEH Amazon Aurora
PostgreSQL HF#EEREREET — BN HEHmRE, mREEHEERAFERNTAEGFEY , B
B AEMAWSIRE

« AR% , Amazon MWAA €4 IP (Uit REWFAE FRBEBEE N EHRE, E=-A T XE®X® Amazon
VPC WEETHESBEE— IP WREEKMRGT.
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£ A HAWS BRI R T A

iR e # A AWS Identity and Access Management (IAM) FIRIBENHITARREBIREMER
AWSERHHER, MMEAREMAESAWSEYK , SEREFSEREEARENBTACKEER
R, HEMEER , F2FAmazon MWAA FITAE,

MREE R Apache Airflow Web R IRSFZEEZFMARBFIER , FUXAESERHN VPC inB R
Blff A PR, MEE—F THE |, 5528 the section called “VPC % 2R B ((EFRFAAEEE) .

8 VPC i B

ZEFFR B AN 442 Amazon MWAA B Y EHRFAA Etmin® , AR IS Apache Rt VPC i B
WEE IP Hhiik,

£ Amazon VPC £# & 4R VPC im B

LAT# 88R T %48 Amazon MWAA B K VPC BEMLE , URIEEE Amazon VPC ERFAE
A, AITREC B M EM VPC %%,

EEME VPC imE

1. 7& Amazon VPC =#& LB "iw3, BEM,

2. fEA TAWSHE[E | EEEHEREHE,
3. BHEZEEE Amazon MWAA EI#) VPC RERE , AR MERE Amazon VPC RERFE R
B, AIse 22 HEM VPC mE,

EEE—STHEFLERHEN Amazon VPC FFER VPC lREIwE , F20. FRHLEKHBTE
Amazon VPC H 2 3 Fir 7 Y 3 A A i AR 75 v B
Bl RH Apache R ERIRSEAEEBRIMAZSRHEIHNIE IP it

T 5L ERER Bt BEER Apache Airflow B E RSB R EEBMAZR NN HIRENETHER  URER
A P iz,

1. {EAT%| AWS Command Line Interface (AWS CLI) s 5 #8E Apache R4 B @ fRES M A
o

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

ERRRAWSHBHR T o


https://console.aws.amazon.com/vpc/home#Endpoints:
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R pE e B TR T I E R N

""99aa9%9aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"

2. #E—EmcEERERNEHEBHT dig m. HI:

dig CNAME +short 99aa99aa-55aa-44al-a9l1f-f4552cf4e2f5-vpce.cl0.us-
west-2.airflow.amazonaws.com

LEZERINEUTIEENAR

vpce-0699aa333a0alad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. f#EAT%| AWS Command Line Interface (AWS CLI) S SHEE E— B EEHERHN VPC inE
DNS &%, Hlm :

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.

REZEEINEUTIERNAR

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. T1EIEH Apache RATHEZBR EERIAEZERIHE DNS B8 LE#H1T nslookup BT T |
FREX IP sk, 4030

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS
REZEEINEUTIERNAR

10.199.11.111
10.999.11.33
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FHY Apache R E A ARIFH VPC FAANEinin 2 (FAABEFE)

MREREA Apache RRFERREFZFMABEFIESR |, AIFEZE T —E#FI2R1FE Apache R
T BERRESN VPC MAZERNTEHInE, HRELER , B4 AFHE Amazon MWAA IRIEHEBEH
Amazon VPC, VPC Z£EHAMILE FHK,

£ AWS Client VPN

AWS Client VPN 2R FimAERNZE VPN R |, st 2L L2 EFEUERN AWS EIR , UREW
RN EBMARINER,. SEHT —EZE£H TLS EEREMANZEEH OpenVPN & F i,

R EZRIEEMTE Amazon MWAA FHERIEHREZE Client VPN : . #ZE35R7E - FHAWS Client VPN
fE Linux By #

pEFMIE—ERRES , HENWREMHIINITMEE (F0:FEiBE KB BEBRAER) FEFA MR RR
25, Linux STEBNURLAE FHEES  UFEAZSHERTRE , REEATRERETHTHEEH
FER Amazon EC2 I {T{EEMNZ BT SSH FHL,

BAEZBREIEE Amazon MWAA HEZBERIZRERE Linux BrEEH : BEERE : £ Linux BB EHER
TEFAAREEE 7 HL

{5 Load Balancer (#£Pg)

LTHrBRERZERER Ap plication Load Balancer PRI #HAE,

1. BE#E. B24AFEREME Apache Airflow BERIBRSREEERMAZRN N EHIREZFE IP (it
WEERHE, BMESIKMELE IPUEEATMEE , RARFEHA—EERETAML. WF
WA BIFAA P 3B EEMRE R | 552 Bthe section called “5% B &) Apache 78 B 1A k25 &
HEBMASERKENIE IP A",

2. MREEH., BREEEERAREPEH200M302REME, BH , IR Apache Airflow Web {7 iR
BNERMAZIHIHIEEES , IEETESEHERARR TR, 302 Redirect

3. EBEN, BKFEIETE Apache R E AR B BEREE, fli0 .

BIAWE EFRIE
HTTPS 443
4. ACM i@, RSB ELEFET SSL/TLS BEMEBIBAWS Certificate Manager , BI%EAE

B EERM HTTPS #EEXE Y HEE,

FH Apache RRAAE A ARERHY VPC FA AN Eliin 5 (FA AR IFER) 196


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/tutorial-application-load-balancer-cli.html
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5. ACM BEEE. MREEETHEFET SSL/TLS BEMNBEIBAWS Certificate Manager , AIEE £
B EREARNAWSE, 550

+  Example LEEEHNE

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

SFEAFBEREBET Amazon VPC A2 AT 3 89 E B FA A 2 Ui AR 75 vin 26

R EMRBEEIFENIESE Amazon VPC A BiRHEBREEHENN VPC AERBRKEIHE (AWS
PrivateLink) , TR R BB 2 & T/ERTE LA Apache RiREIT AEREA Amazon MWAA FifE
ZAWSERISFIEH ERFAAERIGE, Apache RRFTENERIAZiRin S , IR WA EAFAERES
EY VPC im0 A¢ HE#E IR AH Amazon VPC,
AFS
- EfF
« AR ABER
« (XE)VPC im%
- MU ER VPC ik B
« AWSERFPTER VPC in&h
- Apache Airflow Fir#E VPC i
- (EEM) AEM Amazon S3 ERFAA Eim ) Him B EUAFAE P ik
- £/ Route 53
- VPC EFHEFT DNS

EE

« AWS PrivateLink E{&

FHDEE VPC FH VPC IR im R 197
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FA ARG RS A FA A BE H
Private Web Server Option

Service VPC (single tenant)

o B BE B

Web Server
VPCE Load Balancing Airflow Web Servers
IAM
/\ \/'\/
= /N/\
Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Container Registry Management Service

AR FEUE A4 Apache Airflow Ul By 7 BUEBRBR # % Amazon VPC H B2 FEIRIE IAM BUR
FEEHNERE,

ERRIEEETE Web IRIEEZFFBERNWIRER , L EHFIEKIEIEITSE Python wheel 171
(.whl) &, A% .whlffrequirements.txt. BEEMEA wheel ITBMELZEKBENRA , FS
B A Python wheel EI2 k5B

TERR Amazon MWAA E12 & L B4 A] SU3k B AR E IR,

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

o FAAKH. BEEBREKRFEEN Amazon VPC R4 VPC RINERRE., tLEEBRREN
Amazon VPC R BB BEFEER , BENREFMEANESEAWSHRERNFTE VPC mE , UK
Amazon MWAA BRENRHERAWSIEZF Amazon VPC H# Apache RFEH VPC B,

FANRBR MFAA B ER 198
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ERAEER

(BE) VPC im kb

AT &R R4

R BEAWSIRBHERLAZIRE R , B Apache RRATHER VPC i E.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.YOUR_REGION.s3
amazonaws.YOUR_REGION.monitoring
amazonaws.YOUR_REGION.ecr.dkr
amazonaws.YOUR_REGION.ecr.api
amazonaws.YOUR_REGION.logs
amazonaws.YOUR_REGION.sqs
amazonaws. YOUR_REGION.kms
amazonaws.YOUR_REGION.airflow.api
amazonaws.YOUR_REGION.airflow.env
amazonaws.YOUR_REGION.airflow.ops

FY i EH VPC i E
AR5 15 I FA AT B i 8 Amazon VPC FFEH) VPC B0 5B,

AWSHRIEFTER VPC im 3

LT RBAEREFHA ZAWSIRIEHN VPC i B ERZ|IRAE Amazon VPC HI5ER,

#% VPC imF M iR FAH £ #88%

1.
2.
3.

BIRK Amazon VPC £# & Wi EH,
5 TAWSHE [E | ZEEHZEUENHE,
A Amazon S3 B % -

a.
b.

C.

##2 Create Endpoint (3L i%2).
£ TRBMER, f TKERFES) XFHUP.s3, WA, REBIREE M Enter,
ERCEFESHFERES HRE RS

f5l#0 : com.amazonaws.us-west-2.s3 amazon Gateway
£ VPC FEEFLRENZFE VPC,

BECENUATETAESFRIRELAFHERE  WESRIBA DNS BREAZRLA
DNS,

BIERIIREMN Amazon VPC Z4£EH4H,

RV A A Amazon VPC FTEMN A E VPC iw%. ©&%H Amazon MWAA Fif

(BE) VPC 3
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ERAEER

g.
h.

EREPEE "ZEFRU .
122 Create endpoint (B i% %),

4, BB BECREMVFE AR

a.

b.

i#Z Create Endpoint (3 i% 2).
£ MREHER X TRERFES XFHNLF . ecr.dkr , A ARRELE W

Enter,

1B EN AR 75 v &

£ VPC HEEZBHRRIENEFE VPC,
BEESEZRUATEATAESPHMEMAFRRE  YE/A "’A DNS £#. .
BIBARIREMN Amazon VPC &,

EERmPIEE TZEFEU .

iE1E Create endpoint (3 ix %),

5. ARORBBRECREVE_ERE :

> @

iZ1Z Create Endpoint (B3 i% ).
FTRBMEE 3 TKERFES, XFENP.ecr.api , WA, RARZBE LN

Enter,

T ER AR 7 v F o

£ VPC HFIEEHRIENEFE VPC,
BESERUATEATAERSPHMELAFRRE , YE/BA "BA DNS B8, .
BIBAIREMN Amazon VPC 28,

ERMPIERE "TEEFRU .

121 Create endpoint (B 1% ).

6. HEIEECloudWatch#iEm e -

i#1Z Create Endpoint (31 i% ).

£ TRBMEE, S TKERTFES ) XFWAUP . .1logs , WA, REBREL LW Enter,
B EN AR % 0 Fh o

£ VPC FEEHLRIENEZFE VPC,

BEESERUATETAESPHMEMAFRRE , YE/A "’A DNS B8, .
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g HEXEPEE "TEFRU.
h. i2#E Create endpoint (2 3 ix Bh).

7. EFAMCloudWatchBs12 i im B

a. 1Z#E Create Endpoint (B3 imE).
b. £ "KBMUEE, X "KERFES, XFWAP.monitoring , WA, ARIZER N

Enter,
c. EEURKIHE.
d. 7 VPC FEELIIRENEFE VPC,
e. HMESERNVATETAREPHMELAFRERE  LEKA "’A DNS E#. .
f. IBELIREN Amazon VPC T2 #HH,
g TEXRMPEE "ZEHFIL
h. i##2 Create endpoint (B i%E).
8. % Amazon SQS B imH

a. iZ#Z Create Endpoint (B3I i% %),
b. £ "KEBMEE, X "KERFES, XFWNP.sqs , WA, ARIKRER M Enter,
c. EHRBinE,
d. 7£ VPC HiBBLRIENTEE VPC,
e. BMESERNUATETARSEPHMERAFRER  XEKA "RA DNS 8. .
f. BEELZIREN Amazon VPC T2 #HH,
g TEXRMPEE "TEHFRL
h. i®1E Create endpoint (217 i% 2h).
9. ARIUTEHEBHEILIKRIAWS KMS :

a. I1Z#E Create Endpoint (B3I imE).
b. # "KEMENE, & KEARFES ) XFWMAUP . .kms , @A, RABZER L/ Enter,
c. EHRBimE,
d. 7 VPC HiBIEFIBIEN T EE VPC,
e. BMESEIVATETARSPHMERLAFRER  XLEKA "RA DNS E#. .
f. BRESREMN Amazon VPC T2 &,
MmZgn Ve Sk iR TTEFEL . 201
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h. i2#E Create endpoint (2 3 ix Bh).

Apache Airflow FiEE VPC i

T IR Apache SRR A E A Eimin #EEZH A/ Amazon VPC MHER,
#% VPC i 24 B I B FAH F 4838

1. BIRX Amazon VPC & Wi EH,
2. fEA "TAWSHI[E | ZBEESEREHNHE,
3. A Apache Rk APl B inE

a. iZIZ Create Endpoint (B3 i%2h).
b. 7% "KEBHEHE, & "KEARFES, XFMUP.airflow.api , WA, RARRER W

Enter,
c. EEURKwE.
d. & VPC HhZERBEMNEEE VPC,
e. BMELERNUARTREATAREPHIMELAFHERE , LEA "BAH DNS 28, .
f. BELIRER Amazon VPC T2 #HH,
g HEEREPEE "TEEFRL .
h. i21E Create endpoint (2 I ix 2h).
4. % Apache RRRIREUE —EiRF

a. iZIZ Create Endpoint (B %),
b. £ "KBUEHE, X "KERFES, XFWAP.airflow.env , WA, REBRBHE YN

Entero
c. EEURKIHE.
d. 7 VPC PERELIRFENEEE VPC,
e. HMESEINVATETAREPHMELAFRERE  XLEKA "RA DNS B#. .
f.  BREBEZIIRER Amazon VPC Z£ Bl
g TEXRMPEE "ZTEHFRL
h. i##2 Create endpoint (B i%E).
5. A Apache RRIEXBUE_RBiwE :

M4 ER VPC i 25 202
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a. 1ZJE Create Endpoint (B3I imE).
b. 7% "KBHEHE) & "KEARFES, XFRUP.airflow.ops , WA, RARRER W

Enter,
c. EHRBwmE,
d. 7E VPC HiBIBEIBIEN T EE VPC,
e. BMECERNUARARATAREFPHIMELAFHERE , WEA "BAH DNS 28, .
f. BELIREN Amazon VPC Z2F 4,
g TEXRMPEE "ZTEHFEL
h. &# Create endpoint (B iwE),

(EEMH) BEH Amazon S3 EBIAZHRNHIHHMATE IP it

Amazon S3 SRHEERF X EMHE DNS, S3 imHARMEMBM A LA P fitk, HEA S3 (it 4T
ATE IP fuit , BFEEHE Route 53 H A S3 ERinHHIENELE EH.

£ Route 53

A EIFREAEF Route 53 & S3 N EwmHEHAIE IP LRSS EE,

1. 5 Amazon S3 VPC N Him % (40 s3.eu-west-1.amazonaws.com) B FAEFXEESE , ¥AEH
B2 Amazon VPC 231 B8,

2. 5 Amazon S3 VPC /T % Bhim 2 (4120 s3.eu-west-1.amazonaws.com) E 37 Alias As3.eu-
west-1.amazonaws.com.

3. ABEH Amazon S3 N HIRHBR B ZEERAF T sk (Bl , *.s3.eu-FEEB 1.amazonaws.com) , KA
fRAT A VPC SRHE %2 DNS &8,

VPC EEEHET DNS

IR IEH Amazon VPC £/ BET DNS H , AIEEEIBE T CNAME 5C8&1E DNS f#irsshiET#
¥ (£ Route 53 , BE %117 DNS AREEH EC2 #ITEEE), Hl :

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2q2e2j3.s3.eu-west-1.vpce.amazonaws.com
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£ Amazon MWAA EEEBZH S K Amazon VPC i B

Amazon MWAA il Amazon VPC i BEEERE Apache RAIRBEFTEN S BAWSHRKEES, BB
BCHmREEMEETEFEARG

1. ERTEZMEMAWS Organizations R EE ZEAWSHR S ML A ERE , B EH AR Amazon
VPC H#37 Apache RFRIRE

2. EARBEBSHERE NICEARMNBEER , UEARBMESHFIIEE,

MRGEFEEECH VPC Ind , AIXARBARRE RDS for PostgreSQL BRI EMIREME E AR
= RvA=I=N:opE

WE Amazon MWAA A #£ EimZ8E Apache SRRV FFMEF , B2 Amazon M WAA EE K,

EH A/ Amazon VPC AR IRIE

MREFEAEBERAERNZEAWSIRSE |, (JBLAWS Organizationsi$EF 2 E# VPC iin B
Amazon MWAA #EEifEA , SREABTRHEHAMIRE XAREER.

REHA VPC FHI |, #EXE Amazon VPC (HEE) WIRFEEBRE —HABHNEMIRS (B8
&) H A Amazon MWAA FTENMEFAE FHEK, HAEBL FHRBNSEEIIRFAIRIR, B, &
AN BR £ A Amazon VPC FHIIRIE,

REXEHEE —ERF (BRAEBFMRootIRS —#)Owner , X #EH Amazon VPC R , Uk — B2
HERSE (R—HEBHNKE), ParticipantEE 2 HEAK Amazon VPC HEParticipantiL#i
# Amazon MWAA BfOwner , Amazon MWAA 5B IR VPC BR , REBEARS 72 /N
BYPENDINGAHRRE,

RIBMREREBECREATINGAEPENDING , RREEMESEEOWNerEEYIEN IR, B
It , Amazon MWAA €7 Amazon MWAA & H 5| HER EMMR ARSI, &t a] ARy
GetEnvironmentAP| E/EXRELS AR 75 i B o

(® Note
MREAREAERN Amazon VPC 2FAEH Amazon VPC , PR METR P FTIRE S
B®, the section called “E VPC B FEU A BERERE —HABEEMAWSESHAWSHR
B A [E Amazon VPC i3 , #1420 Amazon ECR, Amazon ECS #1 Amazon SQS, &%
RISE A EEIHRPIRIEMNEE Apache Airflow IRIBZHEE,

EIREEH K Amazon VPC % 204
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PERY

EHA VPC F 3 Amazon MWAA IRIBEZ R , BEETHER :

- —{BAWStHROwner 7 , A{E#HE Amazon VPC HWIRF,
« LUBMyOrganizationE I HAWS Organizations#H BB,
- E-{EAWSIRFParticipant , #£MyOrganization BB M HREMN S EE RS IREHRE.

5, RMERERTBHEEENSEEHE Amazon VPC P HABE RN BTN,

£lZ Amazon VPC
B  BUBMBENSEERESERANH Amazon VPC :

1. FEABEATIEAOwner , AREBBIEAWS CloudFormationiZ &, R THIEAREHE, S
T ZRRER , A% Amazon VPC , LK M{ENR F £tk 24 A5 £ A F4BEE .

AWSTemplateFormatVersion: "2010-09-09"
Description: >-
This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each
AZ), and default routes for them in the private subnets.
Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the
first Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the
second Availability Zone
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Type: String
Default: 10.192.11.0/24
PrivateSubnetl1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the
first Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the
second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: 'AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
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Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs "'
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:

Domain: vpc
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NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2
PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
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- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl
PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: '"AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGroupId: !Ref SecurityGroup
Outputs:
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VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join

- - IRef PublicSubnetl
- !Ref PublicSubnet2
PrivateSubnets:
Description: A list of the private subnets

Value: !Join

- - IRef PrivateSubnetl
- !Ref PrivateSubnet2
PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2
PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. HEFHH Amazon VPC EiR% , EEZAWS Resource Access ManagerE 24 , REBBIEEYT
EREA,
3. RULANTAFREBREETEELEE—BSBPEILN FMEI. Participant

B BiE
SERTHSER , UERAEZEFEERN Amazon VPC B Y Amazon MWAA IRiE,

1. fEAZE AParticipant , A%BIK Amazon MWAA 24, TRFE 1 BEFMETALUEE
FTIRITW Amazon S3 EFETEE. DAG BERIRMMEatt, MEFHMER , FSEAM.

2. & "RREHEMERE. HEEA "BEL T, £ A/ Amazon VPC HIEE TR
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3. HEWHEET , #THUXBEEHEE "EF. .
4, REEREHLHMBENTERE A ARE 'EEYEYT, EELEEEIRE,

RIS CREATINGHREERR TS | REREB T APENDING, EIRIEAMPENDING , BEATEAET
Database i BRI & B Web RIRI[FiHEREERE ( MREFREFAA Web RIRET ) o

EREH Amazon MWAA IR A BT HERER, Amazon MWAA S22 EGrER A M H 5 O
T, B TXEZ28E ID,

ET—&% , Owner$EARB IR L LEA ID £HHAM Amazon VPC R I ¥# Amazon VPC
s 2o

3 Amazon VPC i 2k

STRUATESER , AENIREZITEN Amazon VPC w2,

1. E#F|FEAWS Management ConsoleOwner , 3B https://console.aws.amazon.com/vpc/e

2. REASEERPBIELZSEAE , ARER T YA FE LRUERA Amazon VPC RE I FHH
LA -

Type BAAWHE RRER BT
BEA MERE <28 <28 TBHIREBEZ &M
B8
& FMIERE Tl Tl 0.0.0.0/0

/A Warning

ZOwnertk FAAEOwnertk FHRELZ £ HE , AAFFEMREEWE XA Amazon
VPC Wii8., BANEREYFNZ LM BEOwner , RERAN T EERHERNITIL
B,

3. BE TRH.  RAREALNSBRNERHBZERZBAREERNEN Web AR ( MRERFAAR
N ) BUFmR, BIFLAR Amazon VPC, ZARKREN FHRE  URRENZTLEHE,

£ HH Amazon VPC R IRIE —


https://console.aws.amazon.com/vpc/
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MR |, REHENPENDINGEIZR|ICREATING , AR HREBE AAVAILABLE, MR ZAVAILABLE , &
A LA A Apache BAREEZEAB

B Amazon VPC 5t SR

EATISERBREHLA Amazon VPC HEVIRIFE KB FIH B,

IRIECREATE_FAILEDARPENDINGAE
- BFOwner EEFEMFAHParticipant HAWS Resource Access Manager F 8 o
- HERERERM Web [RRESH Amazon VPC in B R EERIEBBANERE FRER PRI,

- BFREANGEREFANZSHERAANRARRAMEAZLZLFHENRE. OwnertkF g
BYKLZEMBHSBParticipantBaccount-number/security-group-id : KIR A,

Type BAFE FRER BR

MERE £ ot 12345 6789012/
SG-0909e8E
81919

WMEFHMENR  F2REEEESHEENSTEER
BRIZEFEPENDINGARAE

BESE VPC mAARE | SIAREMRERAvailable, MREEAFA Web RIRIRFEERE ,
AIEXAS Web ARBFREML IR, MRBIRFERPENDING , ERBERTHA Web [ IR251mEE
Ko

WK ZEIThe Vpc Endpoint Service 'vpce-service-name' does not existi#fiiR

MREBFTHIHER , FRENIRFREHAHA VPC B0wnertk S PE M ima :

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist

£ HH Amazon VPC R IRIE =
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B A Apache Rl Amazon 2 & TERE

AIEEmISEAMREERAR Apache BiRIREZ Amazon 28 TEREMN step-by-step 2 RTE,

-
R

111}
i

. fEFAWS Client VPN

: A Linux BrE 3 #E8 E A A MR 17 EX

: BR%| Amazon MWAA &% DAG FENFEL
. 7£ Amazon MWAA L HBIEEEHCHNIRRIRS

o

1]
i

¥
BB
i

R

111}
[

#HERE - FEHAWS Client VPN

AHBAEZED 5| BERTHRERKEL VPN BIEZ Apache RIRBERRESFNTER , LUBARM Apache
FARRENCFEREETHERE. FEEB VPN BEERIARMERE , CFEEFTEEIYAWS Client
VPNif, REFEME , Client VPN imRF &R VPN RIBRER —# , AFFRENEINE VPC R EIRHE
TR2ER, AR, BREAREREBERE Client VPN, AWS Client VPN
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- (BEM) FR—  FBIEHN VPC, CIDR RANMERBMAERT M

- SRR 2 BN ARFINAFiREE

« SB= . EXREMEEAWS CloudFormation#iZ

« S : B3I Client VPNAWS CloudFormation &

- FBRE A FMIRE Client VPN 2 37 B3 B

- FES  EERARAFIEE Client VPN

« B 7 : TR Client VPN i BEREER

« %/\&F : Connect EJAWS Client VPN
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TR

AHBRERBERIEE A Apache Airflow BB A IRESHZEFMLA MK EEER,

Private Web Server Option

Service VPC (single tenant)

NN (), § (O, D>
Y@
Web Server

VPCE ‘ Load Balancing Airflow Web Servers

IAM

| l

| o
EE EERE

Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Container Registry Management Service

AERAEEFIER T Apache Airflow Ul B9 ZERERRPR#1A Amazon VPC R E&R FEIRE IAM BUR
FEENERE,

ELRRIEEETE Web RIE[HEERBRNIRER | X EAMFIEAFEEIT ZE Python wheel 718
( .whl) A, &% .whlffrequirements.txt. ﬁﬁﬁﬁﬁﬁ wheel FTBMLZRMKFEIRWRA , FS
BAfE A Python wheel BB k5B %

TE® R Amazon MWAA 12 & L HR4E& 7] LAk B 54 A R8 2R 1E,

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.
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LERE , B LURE Amazon MWAA £ 5 | 3§ Apache RABEEARRFIEXNEEATAR
o

BRI 2 Bl

1. BEFERAEER., BRELLEAWS Identity and Access Management (IAM) FE IR E B8 2 HH
FAREILMEE VPC BER,

2. FRBKHEEE MWAA VPC, KEEB/KREREHS Client VPN E2IRE VPC EXBKEIRE
VPC, Amazon VPC #ZEE Amazon MWAA IRIFEMVAHRINWAWSIELE , 3 B EEmERE 78
o MR AREI Amazon VPC , A R HIAWS CloudFormation#i 48218 = : 237 51 5B E
BRI EinEREEBEEA

BHE

EAHBED | BT THESE !

1. {EAEA Amazon VPC BIAWS CloudFormation&i 4~z 37 AWS Client VPNi% 2,

2. EXMARSNAFPREBRENEHE  ARKAKRSIBENLB LEFIAWS Certificate Manager
Amazon MWAA RIZEHERIAWSIESE,

3. TEHEIME&EHK Client VPN B9 Client VPN I B ERE , WHEHAZEREIL VPN REE , UEFEASE
M@ Client VPN # T E#.

(BIEH) ZBR— : BBIER VPC, CIDR RANMERMAZERZ M

A& 2 8RB a{a & 3% Amazon VPC, VPC Z£ &M ID , AR ERE LS BHEIT Client VPN
ATER CIDR HAIWH %,

A CIDR EAI
AT ER o 5RBA A% Bl CIDR R A , MEEE I Client VPN,
ZEH# 7 Client VPN B CIDR

1. ELEEVPC =4 LHBENEER VPC HME,
2. EAEESGHEEEESS , BEE Amazon MWAA REHERBWAWSIE,
3. EEEM Amazon VPC,
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4. BEENILE FHEEE CIDR 2 :

- FTAEFHEEK 1 /24
- BT 2: /24

MREHEEFE VPC B CIDR 2 10.192.0.0/16 , BIEL AT Fiwm VPN IEEMN A FiR IPv4
CIDR # =2 10.192.0.0/22,

5. f#fFLt CIDR{E , UKk VPC ID W{E , LAMHBESRFEH,

BB HY VPC M2 £

AT EB 9 R I &3 Amazon VPC MZ & EM ID , AKE I Client VPN FIEH 1D,

(® Note
BUREEEAZEZSRE. CEEERESRDEEMSE VPC NRZEHE,

BRI T e A

1. % Amazon VPC X#Z & LHE "Z£#4H, HEH.

FREEY P M EERIESRZIZFAWSES,

£ VPC ID &%k Amazon VPC , MBI ERF A VPC HEBN L £EE,
RERSEEN VPCH ID , MERBESBMEH,

> 0N

ZBR 2 BM Ak Fin /& E

Client VPN iR EBH{E X 8 1024 {17t 2048 {7t RSA €88 K/, TEINBM{AEH OpenVPN E 4 A
RESFAF IR BER £ , REFEHAWS Command Line Interface (AWS CLI) #&E % L EZ] ACM,

B APIREE

1. IBRTHRELSER  FB (AP imkHEERE . HMERFEIAWS CLI Al B BHEW LEE
ACM],

2. HEELSRD  LNEE-ERARBMNAFRERE , £FAWS CLIGSFHEEE Amazon MWAA
BEMENAWSEF, A TRMAEELESHIEERERENED
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a. Example fAliR25BFEMN R

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. Example Al Fin/SEH E

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. TERELIERE A FBRTFEEAWS CLIERSERARESEREMAFiRER ARN FrEE N E,
EHEEAWS CloudFormationE A 15 EIE L ARN LA I Client VPN,

3. HELSERY K AFGKBRENAEZETRERFIENEM, UTEREBERIELBENEM
a. Example macOS

£ macOS Lt , AR E/EE /Users/youruser/custom_folder, MREFIH It B &1
B (Is -a) AR , ZEZEEFIHEUTIRENRE :

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. TERELSERE K BHEEAIILETHFHEEFEMNMEclientl.domain.tld.crt, UK
FZmEBclientl.domain.tld. key, FBHEHFELEFHIEE Client VPN HEREREH,

$B= . EEHFEIFEAWS CloudFormationZi 4

LT 9 aEBAREIZ Client VPN BIAWS CloudFormationt&tk, &4 EEE Amazon MWAA BiE
MEM Amazon VPC. VPC R4 EHEMILE FHEK,

o BETIHEABARLEREREFAmwaa_vpn_client.yaml, Bt LT EHER,

LR SIMEERA
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YOUR_CLIENT_ROOT_CERTIFICATE_ARN— ARN AZHAFix 1. #813 td BHF
FClientRootCertificateChainArn.

YOUR_SERVER_CERTIFICATE_ARN— F{aAlfRz7BFE A ARNServerCertificateArn,
FE A F i IPv4 CIDR #BIClientCidrBlock. 12#910.192.0.0/22 CIDR R A,
BRI FE VPC ID &EVpcld. AEARME—EHN VPC Avpc-010101010101E %,
BEFK VPC 24 B HEBIBSecurityGroupIlds, BENZ£s9-0101010101 % E#H,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- 5g-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN
TransportProtocol: udp
VpcId: vpc-010101010101
VpnPort: 443

SHB= .
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ERAEER

® Note
MRENREFEAZELLMETE  SUEATIRNEES AR MEE .

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

S ERPY : 37 Client VPNAWS CloudFormation 3# &

B3 AWS Client VPN

-_—

2

BHEL AWS CloudFormation £ &,
BERIRCSERmRE , LEERUF,
BE EERER], AREINEMNmwaa_vpn_client.yamliE=x,

EE-F_Z’F y -F_Z’Fo
BERERD | REBIBE (B HER.

SBH ;S FHEEE Client VPN 2 37 BB

EEFA BB ZAWS Client VPN

1.

2
3.
4

TR i VPC 21l &,

##E Client VPN ix %, EE,

BEEUEH Client VPN |, R1221F (BB X558 BB,
ETHNXNBFEFEETHIERR :

« 1 VPC HHEF#E VPC,
- B (EEZEBN FHEE] PRSP — @A FHEE,
i#1Z Associate (BFB#).

SEBM : B3I Client VPNAWS CloudFormation &
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@ Note
# VPC M F#BKEE Client VPN fHE3E#%2] Client VPN,

FSERN | SRR AR BI#EE = Client VPN
BEEMFEH VPC B CIDR 1 A& Z# i A5 BIFT18 = Client VPN, MR EEERENER G B 8&EH4E
= SAML B 55 BIRMEE (IdP) RESEFERENEAE , 55820 Client VPN IRV RER A,
ZE % CIDR #HEEAWS Client VPN

ITREE® VPC #4145,

i#1Z "Client VPN %2, HH,

1
2.
3. EHUEH Client VPN , RIZEF [RE] R5IRE [REBWA]
4. EETIRE:

- BEEBRMAERPRBAN Amazon VPC Y CIDR £ 8l fil40

10.192.0.0/16

- EREFIERPEEAMBEASE,
- ERATWAERERRE,
5. BEF THERERR

(® Note
4 Amazon VPC HES@ETTAME , BRI EEFE RS LR ER AR UMW R EFIRHFE
(NACL)o

FSER 7 TH Client VPN G Bi#AREAE =
TEAERERE

1. BB THIRIELSE , £ TH Client VPN i 255 TR 2= T & Client VPN (HEERE S,
2. HEELSBH  RESERLEE Client VPN 2 DNS EBriEMLEFH, SEHMOT :

SERS R ER AR AFIEE Client VPN 220
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Amazon Managed Workflows for Apache Airflow EREEmR

«  Example i 2 DNS &8

MRIER Client VPN dxE: DNS B TR

remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
2T LA 18 7 SR 2R B Client VPN 5%, 20 RPI7R -

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. HELSRY  RNEERCENERZEANEAFHBENARE M <cert></cert>FHRA
H<key></key>RBEZTWMAR, EHHMT :

a. FRGSRTIFR , WHKEHBFARAFHREENLZSBNNLE,
b. Example macOS A Fi% 1. @im &

E& macOS LFRclientl.domain.tld.crtXHEHNRE , B LUFEHAcat
clientl.domain.tld.crt,

"R iRERE Y downloaded-client-config. ovpnfRiEH AN

Z771111dddaBBB

</ca>
<cert>

</cert>

c. Example macOS A Fi% 1. MiE &

EEBETNASBclientl.domain. tld. key , LA LAEMcat
clientl.domain.tld.key,

ik imERE Y downloaded-client-config. ovpnfRiEH AL -

Z771111dddaBBB
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</ca>
<cert>

</cert>
<key>

</key>

g\ : Connect EJAWS Client VPN

KA FIRAWS Client VPNR R ERHEN . B EHNEMEREREIAWS Client VPNIHEIE VPN 88
B

E4RZ Client VPN

1. TERILZEAWS Client VPNEE IR

FEL AWS Client VPN,

£ VPN BFimIhgERPEEER,. SEENRER,

BIE [FTIERER] , AEREEdownloaded-client-config.ovpn,
EEREBRPERARREERE,

BEMERER. T

iZIZ Connect (E#).

N o o k~ w Db

ER2 Client VPN #& |, SEEFETEE M VPN RUER | T EEMIR Amazon VPC FREMEIR.

(® Note
BARFRFERAFR , AREMBARTEER,
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A
’rELSR?

o THRW{AFEPE I Amazon MWAA IREF R £ A Amazon Managed Workflows, #24B1EEE Client
VPN {HEIMAWSEF AT IRE , WFEFEE Client VPN #HER VPC, A8 FRBMNZ S MEE,

HERE - £/ Linux PFE E B EFAA MR FE

AYHENZ LS 5| EEWMAMEI SSH BE , REMWEME Apache RRBEMBRBHLR , UEREHN
DS HEEMN Apache RARBN LERE. ERFEEKEY T —EEZFE MWAA IRE, —BRTE
FERK , Linux BrE X ¥R G BLEMRMRRR —& , AFTRENERKE VPC dNERETLZLER. RE
B ER SOCKS REEEM M RZEFBERSPHRIEERE , LAFE Apache BREAE N,
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- ERAERM
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- $B1 . EUESHTHEE

- $B— . E SSHRRE

- SR= BESRLFERTEREBARL

- EMF . BH Apache iR

- SBRA  FERBRRI[ERE

o AL : TH Apache R FERMA
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Private Web Server Option

Service VPC (single tenant)

@.ﬁ. &

Web Server
VPCE Load Balancing Airflow Web Servers
IAM
/\ A~/
Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager

Storage Service (S3) Queue Service Container Registry Management Service

AR FEUE A4 Apache Airflow Ul By 7 BUEBRBR # % Amazon VPC H B2 FEIRIE IAM BUR
FEEHNERE,

ERAIEEBFE Web BRIEFHEERAIRER | XEKPTEAKFEIEIT 2 E Python wheel 18
(.whl) m , A% .whlfErequirements.txt. BB wheel T BN R EMRFEENWRA , T2
B A Python wheel Bk 5B %o

T B~ Amazon MWAA 2 & L B4 7] LUK 25 A MR8 R1E,
Web server access

© Private network (Recommended)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

15 F 3R 51
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BRIE 2 Bl

1. BREFEREER, BEELILEAWS Identity and Access Management (IAM) RHIIRE BB 2 #1Y
FAIREILMEE VPC BR,

2. FRENEESE MWAA VPC, AHBHEREESHEETHETIRE VPC B, Amazon VPC &4
BAEIEH Amazon MWAA REBENVAMEBWES , Y HEEMELE FEE (WHMER)ELEER
FANERHEIR,

3. E SSH €88, M4BT E Amazon MWAA IRIBMEEIN EEFEY Amazon EC2 R2HRELE

(.pem) , FREEZE D EE AR, MRERE SSH €88 , 5528 (Amazon EC2 Linux #11T{EE
FREER) PHEISNEA key pairo

HiR
EAHES | GHHIT TIE -

1. fEAREAE VPC BAWS CloudFormationEE <22 31 Linux BH & = ¥ 1T,
FEHEZEELNBARR K BREESFTEESTSMFENE ATRE22,

#& Amazon MWAA IRIEZ S HENEAREREZHEFHTERTSEE,
BURhEHTERKN SSH BiE.

ZHE WL E KB E A FoxyProxy i tn st , AZEE Apache RAFERAENH.

o bk~ 0N

FR1 . BUEE2HITEE

TEIERBAE FHAWS CloudFormationE# & LIHAE VPC FWAWS CloudFormationE A< 37 linux E £ 3,
TERNISER.

EEE Linux B3 #

1. HEXEA LR [EPEFIEAFY] EAWS CloudFormation
FREESI G EIE®RERS | B#EFHE Amazon MWAA IREHBHAWSESE,
BE T,

£ THBER, NFRAUFPBWAER , flWnwaa-1inux-bastion,

£ [ W [ERRAERE] BT, BETIER

o M 0D

a. EBELNDIFER MWAA RIRHNEREMLAERZBS.
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b. EFEHEH Amazon MWAA RIEH A E FHEEE 1 HBIHS.
c. IEEEM Amazon MWAA IRIENAE T8 2 AT,
d. EAFHNEEINEHEFM CIDR @ AR/ ARz ut&EE (fl20 , A CIDR $E).

® Note

HPSEENREELF ERERELA FHERMERMN CIDR &E., Hian,
(B E#EFAA VPC @] EE _EAWS CloudFormation 8348 fH B9 2 B 7 48
E?ﬁ%‘;l@ .192.10.0/24%110.192.11.0/24,

6. 71£ Amazon EC2 {HREE& L | #IETH|ER

a. ELBIHBEBHOTHNBFERRESRMN SSH 28,
b. EHEXMEBHEAERE,
C.
d. A TCPHEEXEEER,
/A Warning
EUEBF | A TCP BIARES true, BRI, BEEEET —FHET SSH B
B,
e.

7. BET-%, FT—%.
8. BEER , RERIE [RIKE].

EERATH Linux BFE X HAZE | F2BAWSE IR LAY Linux PhEE# - 2848,

HER— : #1I SSH F&E

T3S BRERBAMAZEE I Linux B2/ SSH B3i&E., SSH BEERENAH 1P it ZWEERE linux 8
2 ERMREAME Lnux 220 TCPEREZINLTBtruePREANER,

SEB— . B SSH k& 226
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macOS/Linux
EEBBESITEMMBE

1. BB Amazon EC2 =2 A LM #HTEEEM.
2. EEHITEE.

3. BHRIENH IPv4 DNS FHttbit, 5l
il : ec2-4-82-142-1.compute-1.amazonaws.com,

4. EHTRTP , EEER SSH MY B &%

5. BATTHapS , AEM ssh EEZEEHTER, U SSH &R BEREH
{Emykeypair.pem,

ssh -i mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
EEMH PUTTY BufBE

1. BB Amazon EC2 A LM FHTEEEME.
2. EEHITEE.

3. EHE/NL IPv4 DNS Hitthit, 4
il : ec2-4-82-142-1.compute-1.amazonaws.com,
4. TR PUTTY , BB,
5. EXHMEBPMATHER , ER#a### _IPV4_DNS ERE , WGEHBEAR22,
6. FRF SSH R5IEHK , EIRE. EANSORBOABMD | BEENA "ppky X
7. FE[SSH] T , BiF [BiE] R5ER , AR ZH [BRE] M [HB)] #E,
8. T [RIRBAE] # , HiBG157:EEIE (ST MEMREAMERER) , REA [B 49 BFE]

REZH, B#F Add (¥718).
9. EETHRERER A6 REBWATEREREME, 0 : SSH Tunnel,
10. BERT , B

(® Note
B REFEENALRTR|/AEE,

SEB— . B SSH k& 227
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® Note

mMREWKEIPermission denied (publickey)iRFRFAR , RPIBEZEESER AWSSupport-
ST E  RRBEFHITH BRI (XEE) REHPEMH SSH FRE.

TR=  RESRLHERERBWARA

EBHNEELARBRAVSHRERBL S MEE | A RARSFFIARSRLE R FEERERE. T35
RPN EE LT 2FERERRE VPC T MEENR ARERIT,

1. EDEEMWAA T4 LR TRE) EH.

BE—ERE.

£ [MAE%] Bigp |, BE [VPC R2MEE]

i#1Z Edit inbound Rules (#REEE AR A,

IB1Z Add rule (FTIB#R A,

£ THRIFE FTHXFEFEESLN VPC 2284 ID.

BESERREZH , ARES/HEARE

iZ1Z Save rules (EEHR A,

© N o o M w0 b

EML : BE Apache K8t

THILERR B INMBEAR Amazon MWAA £324& |, ¥#§ URL R 2| Apache RAFEHAENHE.
1. HEEEBMWAA £#4 EFRRK NRE, BEHE,

2. EBE—@ERE,

3. BRRAREAENEPH URL LLETEREBELS R,

SRE  RERERRSRRE
WMREER SSH BERR BB SER | BAFERA SOCKS REFEMMTH , URHEHE

BRRMARIBRRE, Hlan , WA LAEA Chromium BY--proxy-serverheE B BB &5 , HEH
MozillaFireFox 8| Z 28 £ A FoxyProxyiE B ==+
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BIE— . AR O EEERE SSH f3E

MREFEER SOCKS REMMREE , B UAEAAKEZEBEEXREE SSH BiE,. TH&EHFlws
BB EEARIEZE 8157 LHRERFE Amazon EC2 ResourceManagerWeb 71 Ho

1. BARFNGSRTIEE,
2. BWATHHSUBR SSH &&,

ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-
vpce.YOUR_REGION.airflow.amazonaws.com: 443
ubuntu@YOUR_PUBLIC_IPV4_DNS.YOUR_REGION.compute.amazonaws.com

-LRRERAAIEOEE  TAFGEEARKEBEER G A Web RG2S EEBNERIR
AR A Hbim O,

3. http://localhost:8157/1EEM BB P A,

® Note
B REEEM Ahttps://localhost:8157/,

BIEZ  BEGSITRE

RZH Web BBERSAHFECEEGSITIEESEEENE, 0, FH Chromium , B LAMERA TSI
TEREBBERS

chromium --proxy-server="socks5://localhost:8157"

EREE—ERERESE  XEEALELANTRRAEN ssh BERKEHBER, EANITHEEN
FAAGEEE MWAA IRIEMEUE (R nttps = /1) , WTFFA7R

https://YOUR_VPC_ENDPOINT_ID-vpce.YOUR_REGION.airflow.amazonaws.com/home.

BIE= : {# AFoxyProxy KB EES K E

TEHHFERT —EFoxyProxyZR% ( lrAx 7.5.1 ) B E X JNBIEES. FoxyProxyieft 7 —HREERE
TE, S EEEHEAS Apache R Ul FrfE 2 #8158 FE 2 BB XK URL AR ERRES.

1. FE"FireFox , BB [BEFoxyProxy &7 IhaE] EE.
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2. EEFEENNBES,

3. IEIE Add (F7).

4, BRIEBBBERT ERHFMIFoxyProxyBE , REIRIE N&EHE, ,

5

BRUTRIBE AR RFAnwaa-proxy. json, FEHIF R RMAU B Rasrs a4 HIERAR
=

"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,

"username": ,
"password": ""
"whitePatterns": [
{
"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true
}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1
1,
"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@@S55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
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"protocols": 1
}

1,

"blackPatterns": [],

"index": 9007199254740991
.
"logging": {

"active": true,

"maxSize": 500

I

"mode": "patterns",

"browserVersion": "82.0.3",

"foxyProxyVersion": "7.5.1",

"foxyProxyEdition": "standard"
}

6. 1£ "fEFoxyProxy 6.0+ BEAGKE. BEF , BE "EARE. , AR EHRmnwaa-proxy.jsontd

=

7. 1B OK (FEXE).

BRE : T8 Apache RAAFRE

T35 BRER A AT BA R A& Y Apache SRREER & T H.

1. HEDFEEMWAA E2E LK "RE) HH.
2. BE TRBER UL .

®REIR?

o TEWMAESDHPFE A SSH BB L#H1T Airfflow CLI S8 SFIIHZF R CLI s s &#E,
o TERNMAEDE DAG BB - EEEH Amazon S3 EFEFE B F# DAG,

#HEEE - PR&| Amazon MWAA R E ¥ DAG FEHNFEE

Amazon MWAA 421 IAM =¥ ES —=Z{E Apache RAMNTEZAE , NEBLHIRENT
H, T %%k 22 5R52 5% BH Ml BR 118 Bl Amazon MWAA i & E#R1R45E DAG 5 —4#H DAG 8z H
B,
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https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html#default-roles
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® Note
REAUEARA IAM B8 | RAUAEABESFRRTRAHNBREFTNIR.

£}
< FRIERE

. $B— . FHAFERAPuUblic Apache RAAE , BIEH IAM IR Amazon MWAA #33%@ RE5 17
U,

o« SBZ B Apache R BITAR
« SB=  BEEBIANABIERE Amazon MWAA fEH &
. RIBLER

- HBER
TERMRAF
EERHAHERENSH  CHBENTTIIRME

« EF%{E DAG W EiE MWAA IRIE

+ AdminBA&AdministratorAccessEF T HY IAM 8 IAM EFHEMWAAUser |, AR AR I E
DAG EHVEN TR, NEEEESAGHNFMEN K F2H (AM FREER) PHNEES T/EREE

® Note
ENSERBEREZEMNE IAM FRE, BMARZLREFAEBTREN IAM A | LY
R EUERY Amazon MWAA &R,

« AWS Command Line Interfacefx 7~ 2 2 &8k,

SEB— . EHTEMPublic Apache BRARAR , BHEH IAM EEIEH
Amazon MWAA #83&{a iR 85 =B,

= E A IREREEAWS Management Console

1. EAAINInABEALWAWSIRE , ARFEM IAM 25,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
https://console.aws.amazon.com/iam/
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2. EEAIEEERYS  BE TEAE)  ARE TEAE) REPBEZFEWN Amazon MWAA IAM &
R#E,

3. EEAEFHEREEMN WE]T , BEZ [#R) Z3FEEK , AREE (#R) RRIREERFHILE
1 g R,

4. 7 [REEER] BERYT , EEF ([EEMMNRERA, ARBZ [(EZFRA UBLIMINEEEHE
FTREBRIE A,

5. H[BIYRA) HEEL , EE [USON], AREFRARESRPERILAE T JSON #RREAl, Tha
RAEEHKBERRIFIFIHERESESERPublic Apache RRACKHFERE.,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow: YOUR_REGION:YOUR_ACCOUNT_ID:role/YOUR_ENVIRONMENT_NAME/Public"
]
}

SR  BIAFK Apache R BEFTAB®
EZH Apache RRFERAENEREIT T FNEE -

1. FERAENEES IAM AE | B Amazon MWAA 24 | REBRBRIEMN Apache RHREAEN
Mo

2. EERNEEERD  BHETZE [T LUBRTRREE , REEE JHAR] UBR
FEE% K Apache Airflow &,

3. RAGBESREN[EAE], AREEAEREE [BE UBBRTHNEE, B "E8A6, I
W THEE.

@ Note
BH Ops ARAEABUD IR TFHSHDFIE.
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4.
5,

RHEEGHEREPEUNHAE , RREE [RELH]
EREACEE L , T TIEME

c E[BBF, EXFRUTBALCHHEE. Sl : Restricted,

« ¥ Perimssions JEE , 558BRcan read on DAGsHlcan edit on DAGs , REAKBE
RMEFEEN DAG EEENMNEAER, #lan , #® DAGexample_dag.py , #tfcan
read on DAG:example_dag#lcan edit on DAG:example_dag.

#1Z Save (7). BREEZXE—EHAE , RFIE Amazon MWAA IREF T A DAG FENE
B, ZBBREMUZLLABERETMRAN Apache RREAE,

TR= . SEREINAGIEIKRE Amazon MWAA R &

BEERHAE

1.

FEAEREAERREHIT TS CLI S HMWAAUser , SABEEUIRIERY Web fRIBRES URL.,

$ aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

MERRIEA , EREFITIWEER

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MWAAUser& A#AWS Management Console , BRI BIESRRBE L FE T 5!

URL., Webserver-URLEAEHIERAERK,
https://<Webserver-URL>/home

MR , BEEEForbiddentEfREE , HAEMWAAUser R EFFHEL Apache Airflow Ul Hy#E
PR o

3. AdminZ AZAWS Management Console , BIXBR Amazon MWAA 24 , RAERBBIREN
Apache EREAE N

4. T UIEERERD , BFE [ReM) THRNEBE , BXEE FIHERAE].

5. EFERAERKD , BRI Apache RRFEAE , AR BIEFFELCH. FAENBEFTFEEN IAM
FEHELBMER , BXWT : user/mwaa-user,
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6. 1 [REfEAE) EEN [AE] BRY , MESRINFTETAE , RREE (RF

® Note
MR, MU RSERN , BEERAREER,

IAMPublic 88 #ZEE7FEL Apache Airflow A E N EKIMWAAUser R , METACARMETH
DAG FrEM E AR,

/A Important

£/ Apache Airflow Ul #Ti8HI K IAM REH 5 BFERAE (FIWAdmin) FEEM—1E , &
BETRERAEZAREBE,

®REI R

- ZEEH—F T HRINAEE Amazon MWAA IRENFEE  UREETHRRECHAEH JSON IAM
BRI | 552 Bithe section called “FEL Amazon MWAA IRiE”

B E IR
- FEUZE (Apache BRI ) — E— T ## Apache R X #E15 LI FEER Apache RAE,

#HERIE - £ Amazon MWAA L BEEEEL B SRS IR B

WMRIEAAWS Organizations RE I+ A E IR ZEAWSHIRF , Amazon MWAA AIZREE U MEEH
© M Amazon VPC in®¥, EXRTEAUEAEBRBENZSMERR , AAFFIGREMENER.

E&EHL AN Amazon VPC FEYIRER |, BT E Amazon VPC (HEE) NIRFSHEBRE—H
BEHARS (B8E) £ A Amazon MWAA FR B WMEFLE FHBEE. R K HASLFRENSEE
RETTLRAR, B, ERMMERILA VPC HHRER.

EXREHASRZBERRHIM Amazon VPC FE I IRER | Amazon MWAA &2 R#E VPC BIR |
REEATEZ 72 /NEANPENDINGAREE,
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status

Amazon Managed Workflows for Apache Airflow EREEmR

ERFARENEFTCREATINGARFPENDING , Amazon MWAA 2EIXEERERE R Amazon
EventBridge BHl, E 0 ZE A ERFRIBZRE Amazon MWAA £ A AP iR HREEANREKS
EEEVAENREE  XIUERFFAREETR , RMEA Lambda EE M EFE Amazon MWAA AR
REE T BN EventBridge # BIZ M #HY Amazon VPC i B,

EiER , RMEHEREARBMN Amazon VPC FEMH xS, BEEREHAM Amazon VPC , BEHEE
EIIRF PRI EventBridge Al , WHESEEIRSPEIL Amazon MWAA IRIEFH Lambda B ¥,
£}

- DERHE

- £I# Amazon VPC

« B Lambda EHE

- #3138 EventBridge 8l

« 33 Amazon MWAA IRE

DB R

BETHAHABRETNIR , EHFETIIERE :

£lZ Amazon VPC
A T HAWS CloudFormation# A< F1AWS CLITF S M #H Amazon VPC, EAEERE Amazon

VPC RIS imBBUER |, MRHIE 45 ETHIAIEFE.

1. T #AWS CloudFormation#i 7~ |, AR BERME . ym1iER,

2. EFESRETREY K SEEFEEHRIRNER KR , R¥Fcreate-stack B HESE, Z%--
template-bodyZEsEiE EE R,

$ aws cloudformation create-stack --stack-name stack-name --template-body file://
cfn-vpc-private-network.yml

ET—&H , &84 Lambda EHE,
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samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
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3 Lambda EHE

T % Python F2:X8EH IAM JSON BURRE N Lambda HEMNHATHAE, KEEESEILE
Apache R EAREEAN Amazon SQS T3 HEi#E VPC inH. EREWIIRER , Amazon
MWAA €A Amazon SQS #$Z @ T #EEEE Celly WEBHEAFFI,

1. T & Python HE{LE,
2. THEIAMEREEK , ARBBEER,

3. FRHTRTIFR , REBMEERTF JSON #HIRRAMNER K, €A IAM create-rolefa v
AR,

$ aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

AEBRBEAWS CLIEIERA® ARN, £ —F % , RAIEAE ARN Bt FTACEESKBHN
HITAE,
4. SEERETFHBRABHNERNR  ARMEMcreate-functionfE TR HEHE.

$ aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam::123456789012:role/function-role --handlexr lambda_handler

EEERBAWS CLIZEMEB ARN, ZT—5FH , RMIEE ARN SUEEHBEERF
EventBridge # 8I#Y B &,

ET—8 | SH8ET ERIEE APENDINGHRRERE 1L A Itk BREAY EventBridge R 8l
#2311 EventBridge Al

1T T HIEMELLR I 8288 Amazon MWAA i@ A3 $53E # Lambda B E IR Al

1. f£f EventBridge put-rule¥g S &I EventBridge # 8l

$ aws events put-rule --name "mwaa-lambda-rule"™ \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

EHRASEREREBFREE Amazon MWAA EIEHEA.

#3 Lambda EHE 237


./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
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{

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]
}

2. fERput-targetsi T Lambda BREFTIE AR AW B E,

$ aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws::lambda:region:123456789012:function:mwaa-vpce-
Lambda"

BEEEFEATEEEN Amazon VPC i 232 7 318 Amazon MWAA IRiE,
3 Amazon MWAA IRiE
5/ Amazon MWAA £ ABITEEEFEEM Amazon VPC in B FIRIE,

FRL Amazon MWAA E#2& , REBRE [BIUIRE].

£ TEEL B, BAE-—NERE,

HRRBRA | FEERFHIRA

#1E Amazon S3 RFATEEM DAG BRIX |, flMNERIREREdags/ER , RBEBE "T—-F.
i [RREEMRE] EEL , ST T 5IEFE .

o K~ w0 Dd =

a. HAEEBILEE K BEELEL—SHEITH Amazon VPC,
b. ¥ Web RREFFE , HEIE [2AME (TFEEEBRAER)]

c. & "ZeMEE, b, BEELZFEAEINZEHEEEAWS CloudFormation, HRSCEIZ B
FAWS PrivateLinkis MV Z £ M AR BERS BN , A EXEAREZZHRN RS MR
#o

d. HRRMHEE 6 HEE "FFEERM, .
6. REFFVHERKRE 6 AREE "T—-F.,
7. REGHERIRR K ARAREBEFEEURER

® Tip
MEBBERENMRENGFMENR , B2 BRER Amazon MWAA,

[
<t
el
i

238


https://console.aws.amazon.com/mwaa/home/
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ERFEA/KRPENDING , Amazon MWAA EEEFSEARBRENEHEANEAN. HRAUSWUA
&/Y Lambda BB, WWERBEBITBHEH , IHUS Web ABREZH Amazon SQS A L BRIk EEE
. A&, ©EELHN Amazon VPC HE M imH.

EimE AR | Amazon MWAA SEBR U BHNIRE, 2ERER  REREGEFAAVAILABLE ,
BT LALEA Amazon MWAA 312 & FH Apache R A @RS
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Amazon Managed Workflows

AT SENIBEF |, ZHE DAG MBEFTAEES |, B LMEBAR Apache Airflow 3REH Amazon
SETEREDRER, WEAH Apache RIREAWSREIEEFERNWE Z G| , 55268 Apache iR
GitHubf@ZEF MWexample_dags B &,

)

- £/ DAG £ CLI FEAEH

« {EAE I SSH E#R SSHOperator

. FERZRMAWS Secrets Managerfal 11 8.7 E 168 3

- £/ DAG B A HiT#§#&CloudWatch

« Amazon MWAA IR3E E#J Aurora EREFE

- BREPEEREHF Amazon S3 L# CSV EER

« ERARIBAWS Secrets Manageri A — B i F RS E

. FERWHLIBAWS Secrets Managerit FA — BT 1A 25 78 42
« £/ Oracle fRIZ— BB EHEMH

s BYEAHITRERBESHNBEITAHER

- EDSE MWAA LE i DAG HEE

* % —1{8 CodeArtifact {&¥

- I —EEEREHEMEEEERN Hadoop

« % Apache KR EIE — 1 B €& FE 4 PythonVirtualenvOperator
- EANEHEREFAA DAG

- EXREMEFE MWAA IREF LA DAG

- FEAEEHE MWAA S5 E# RDS % SQL AR#E5

B2 Amazon EMR ##t Amazon EMR B2 Amazon EMR ##i Amazon EMR R
o A ERE MWAA B Ei#& EKS

« {5 FiE$% %55 5% ECSECSOperator

« £/ dbt B2i5 5 i# MWAA

« AWSHEERHE
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A DAG 7£ CLI HE A2

THHFIEXFEADFER L CLI EARR , AR Apache RN ZE TERE.

e

.

. R
. AR

. BRBHH)

- RESR?

[N

. SRR EE ORISR A SR v2 R IS,

TORIRHF

- ERAKEE ELNEXRHEITEEELBER,

AT A

BHIAWSHE F EEZHAmazonMWAAAirflowCliAccess R, MEE—F TH , 2B MHEFR
T CLI BUR: 52 B i# AirflowCliAccess,

MR

- BERWEXFHPIE Apache Airflow v2 FBEER , TEEBEAWABKNE, ZABEMH A HFTRR
V2 Eih R EERNRRES,

A

THEHRENBEE=[EA : B Amazon MWAA IRIFEZ T (mwaa_env), ZAWSKERIREW EE (z
Maws_region) , ARBELREEA 2 BENWABER (var_file).
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https://peps.python.org/pep-0619/
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt
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import boto3
import json
import requests
import baseb4
import getopt
import sys

argv = sys.argv[1l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

e:v:r:', ['environment', 'variable-

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)

for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])
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mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)

®RESER?
o THRUMMEHESFH DAG BX B LEZEdags BN S S3 FREM P X4 RITIENEH
DAG.

A2 SSH E#R SSHOperator

LA #3505 BA tna] 5 A E @) JE /&R B (DAG) SSHOperator Y , B A M Apache RiIRE
Amazon Z & T/EREERE TR Amazon EC2 #1TERE, B AERBEUN S EZEZEITFMNER
SSH ShRA R IEEEN,

=

ETHEHIF | &4 SSH WZE S8 (.pem) LEE] Amazon S3 EIREMNdags B %k, RE , BOILUE
AZEVENMKFERZ , requirements. txtItfE Ul RRIZE—E#HH Apache BREE, & , &
BREW DAGC 2BV ERFEHTEEMN SSH ELR,
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&

- WRE

o SERIRE

- BENRBERE Amazon S3

- B — @K Apache RiRiE#E

- X EEH

RN

- FALFERALEE LN ERGIE Apache Rifi v2 REBIRATE Python 3.10 H,

TRIFRAF
EEEALEE L NEHIRRE  CEETHER

« —{EIEEE MWAA IRIE,

- — AR FHERE, BEXBEOIREREE — @ Amazon EC2 $11TEEE , LK% E Amazon MWAA IR
B .pemu AR EFEFHNHTERE. RERESE , 5528 Amazon EC2 Linux BI{TERERE
BEHRHEIDEA key pair.

AT A

- FRAKERELNEABEITFTEEMBER,

AT 28 requirements. txtBA7E Web IR#87 E & & apache-airflow-providers-ssh#
fra. —BENRBEEFHRIL B Amazon MWAA I ZEMBMKY  EREEEAETEFFEIFHH SSH
ERER,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
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https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
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apache-airflow-providers-ssh

@ Note

-CEETHHEELR URL requirements. txt, AR Amazon MWAA BEHNRIER
EFRNESRE,

& EMN 2w B R E Amazon S3
£ A T 5IAWS Command Line Interface@s S #% . pem& #§ 8 & 2| Amazon S3 HIRE N dags B .

$ aws s3 cp your-secret-key.pem s3://your-bucket/dags/

SIS MWAA #éHdagstBI AR (B . pemeiB) BREIA# /usr/local/airflow/dags/H & ,
IE&—K , Apache RRATLAFENE8,

£l —{E#FTHY Apache SRRER

ZE A Apache RIAFERAENEEILFH SSH EfF

1. EZEE MWAA £24 LR "R%, 5H,.

2. RRRBEF , RENRFZEFBR Airflow Ul,

3. 7 Apache Airflow Ul EE £ , #REREEFEE [EEE] URRTHNFE , RREE [ER]
4. IE [FIHERR] BE L EBF [+] S FTERCH] R LR IEER

5. H [FEER EEL  HETIER

a. ¥R THEEID, , B Assh_new,
b. 7 [EHREE]H , R T EEFERE [SSH].

(® Note

MRFEHRZE SSH ERFER |, ;R Amazon MWAA i RLZFEFiFEapache-
airflow-providers-sshiVE#., FEMEMrequirements. txtEBRUETEU
EH ARBERE X

c. HRIH  FWAEEEIM Amazon EC2 #1TEEEK IP #hat, Hla0 : 12.345.67.89,
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https://console.aws.amazon.com/mwaa/home#/environments
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d HRERAEER 6 FRARec2-userEEEHRE Amazon EC2 1T EE., ENERERR
AIBEEEFAE |, 1REFH L Apache Airflow EEHN R IFHITERERTME.

e. & "EE/L F, WALLT JSON BRI EME

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

W EE S EE R Apache RASH A /dags BSEHPHIME LR,

BEAGEH

THH DAG fERE##ESSHOperator B4 H B Amazon EC2 B4l , AA%ET hostname Linux &85
RITNZEN BB, EALMEH DAG UERFHFHTER LB TEAGIRIESE.

1. FRRRE  ARBEERFT DAG BB E &, W :

cd dags

2. BRTIEXBHINAE , SERBFHFRssh.py.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="ssh_new',
command="hostname"',

)

my_ssh_dag = ssh_dag()

3. BATTHIAWS CLIG T , #% DAG BRIMIREWFAEFITE , ARMEM Apache R Ul #§3
DAG.
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$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , BEE ssh_operator_example DAG FH T/ERCSF B EIE LU T HMssh_taski@
i

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This
won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname
[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

A Z#AWS Secrets Managerfi 1A 3 R 7 S 16 1B 12

T HIEEHIEILAWS Secrets Manager£ Apache RSB EERE TERMBFRAE WIEZBIWER
Zig, THREREETEPNLSBFEHAWS Secrets Manageré# 5REX E Apache Airflow E#R o

£
. R
. SRIRH
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iR

. EAILMER L EE L NERBEAIM ISR v2 R IS,

TORIRAF
EEEALED L NEHIRIE  SEETHER

- WEEERRIKRESR Apache RREEIER , MEFTREAAWS Secrets Managerté % R E
Apache Airflow JE#%.

- WHREHEBDH Apache RABZEZHF S , MEIFT/REHAWS Secrets Manageri % 3% E Apache
Airflow E#%.

AT A

- RIFEEESHRE , MATREHAAWS Secrets Manageri# % 5858 & Apache Airflow B4R o

AR 2K

FEFANEE LENESEFERES , B TIMHKEHIEErequirements. txt, WHEE—F TH ,
2/ L% Python K fKGE.

3

apache-airflow-providers-snowflake==1.3.0

X5

TSI ERER A a2 M W U B 2 B 1 B UG BB DAG B,

1. EWSRTRFERY , BEER DAG BB E 8. Hi
cd dags

2. BERTIEXRBHFANAS , YESERFET Asnowflake_connection.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
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this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""use warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
100; Illlll’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
snowflake_select = SnowflakeOperatoxr(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

®RELTR?

o TN LEHIFH DAG BXIB LEEdagsii Bk S3 7N B X4k #T 8 S E#T DAG,

£ DAG B A Bil#81#ZCloudWatch

WA LAERA T YRR B &I RIBEH TPythonOperatorfEl Amazon MWAA IREMNIEZRKER
EE. A%, DAG B RIBER B ERIEF M FI 5 FECloudWatch,

BIMEXRRRBRERIRECE - IEBRRETHFEENARNAERTEERN CPU FER, B UER
LEARBRREEZFESENTFEH.
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.« JERIRM
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- EXIEEH)

AR A

. AR EE ORISR A ISR v2 R IS,

TORIFRAF
EEEALEE L NRABES  CEETHER

- —EmEE MWAA IRIR,

AT A

- ERAEEEENEABHATEEZEMER.

MR

- ERAKEE EHNEXNBHEIITFEZEMBE MR,

EXIEEH
1. ERPETFAT , WEEMHET DAC BRBHERK, fim :

cd dags

2. BHETIIEARHFINASR , UKHRFAEH¥dag-custom-metrics
NAMEfE &R IRIRE 8,

from airflow import DAG

.py. EUXMWAA-ENV-

R
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from airflow.operators.python_operator import PythonOperator

from airflow.utils.dates import days_ago
from datetime import datetime
import os, json,boto3, psutil, socket

def publish_metric(client,name,value,cat,unit="None'):

environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)

hostname = socket.gethostname()

ip_address = socket.gethostbyname(hostname)

print('writing value',value_number, 'to metric',6 name)

response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
},
{
'Name': 'Category',
'Value': cat
},
{
'Name': 'Host',
'Value': ip_address
},
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
I
]
)
print(response)

return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')
cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)
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virtual = psutil.virtual_memoxry()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total',
cat='virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat='cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__ ).replace(".py", ""),
schedule_interval='#*/5 * * * *' catchup=False, start_date=days_ago(l)) as dag:
t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. EfTLTAWS CLIGn % , #% DAG ERIERENEE , AR LM Apache &3t Ul 53 DAG.
$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/
4. R DAG RUHIT , LEZEE Apache RREHPEEELUTIATHARE :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}} INFO -
cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)
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[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90cabs46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0

Amazon MWAA 32315 F# Aurora R E S

EAR Apache R Amazon & TIEREA A Aurora PostgreSQL BRI E A Apache R #
ERE , THERE#HT DAG BTNEKHTER THHHRXIBTEELHER Amazon MWAA RIE
EF Aurora PostgreSQL BRI EHRKIEE,
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iR

- BRI EAER WIS RAEIE Apache Rt v2 RE SR Python 3.10 #1,

BRI

HEERAMER ENHEFEXE  EFETHEE

« Amazon MWAA IRIE,

MR

- BERILENTFHAIER Apache Airflow v2 FEELER , TEEBEIAABMKME . RARBEM Apache |
i v2 ERLZERENRIR,

OIS

T% DAG &R FIEEZREBN P ER SR ETABLES_TO_CLEAN, E@EHEMERIEEER RS
BEELXWER, EEFZEEHOMERERE  FEEREMAX_AGE_IN_DAYSATEIMWE,

Apache Airflow v2

from airflow import settings

from airflow.utils.dates import days_ago

from airflow.models import DagTag, DagModel, DagRun, ImportError, Log, SlaMiss,
RenderedTaskInstanceFields, TaskInstance, TaskReschedule, XCom

from airflow.decorators import dag, task

from airflow.utils.dates import days_ago

from time import sleep

from airflow.version import version
major_version, minor_version = int(version.split('.')[@]), int(version.split('."')
[11)
if major_version >= 2 and minor_version >= 6:
from airflow.jobs.job import Job
else:
# The BaseJob class was renamed as of Apache Airflow v2.6
from airflow.jobs.base_job import BaseJob as Job
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# Delete entries for the past seven days. Adjust MAX_AGE_IN_DAYS to set how far back

this DAG cleans the database.
MAX_AGE_IN_DAYS 7
MIN_AGE_IN_DAYS 0

DECREMENT = -7

# This is a list of (table, time) tuples.
# table = the table to clean in the metadata database
# time = the column in the table associated to the timestamp of an entry
# or None if not applicable.
TABLES_TO_CLEAN = [[Job, Job.latest_heartbeat],
[TaskInstance, TaskInstance.execution_date],
[TaskReschedule, TaskReschedule.execution_date],
[DagTag, None],
[DagModel, DagModel.last_parsed_time],
[DagRun, DagRun.execution_date],
[ImportError, ImportError.timestamp],
[Log, Log.dttm],
[SlaMiss, SlaMiss.execution_date],
[RenderedTaskInstanceFields, RenderedTaskInstanceFields.execution_date],
[XCom, XCom.execution_date],

e@task()
def cleanup_db_fn(x):
session = settings.Session()

if x[17:
for oldest_days_ago in range(MAX_AGE_IN_DAYS, MIN_AGE_IN_DAYS, DECREMENT):

earliest_days_ago = max(oldest_days_ago + DECREMENT, MIN_AGE_IN_DAYS)

print(f"deleting {str(x[0])} entries between {earliest_days_ago} and
{oldest_days_ago} days old...")

earliest_date = days_ago(earliest_days_ago)

oldest_date = days_ago(oldest_days_ago)

query = session.query(x[@]).filter(x[1] >= oldest_date).filter(x[1] <=
earliest_date)

query.delete(synchronize_session= False)

session.commit()

sleep(5)
else:
# No time column specified for the table. Delete all entries
print("deleting", str(x[@]), "...")

query = session.query(x[@])
query.delete(synchronize_session= False)

gHIER
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session.commit()

session.close()

@dag(
dag_id="cleanup_db",
schedule_interval="@weekly",
start_date=days_ago(7),
catchup=False,
is_paused_upon_creation=False

def clean_db_dag_fn():
t_last=None
for x in TABLES_TO_CLEAN:
t=cleanup_db_fn(x)
if t_last:
t_last >> t
t_last = t

clean_db_dag = clean_db_dag_fn()

IR B R E HZE| Amazon S3 EHY CSV =%

THRXBEFERNMAER Y EMEIRE (DAG) , AEHEREHRN —RKF DAG HITER , WigER
B A Amazon S3 L1ZHM . csviER

AR EMRIRIBR Aurora PostgreSQL BRI EEHEF , UEEA#REER, BEREEIY
HREEFR , FA&EMIEE Amazon S3 F T EE S %] Amazon Redshift BEEMEREFE , LUEA
Amazon MWAA H#EERBHIRE , BRESMUAEAS future 282 o

BAILATEE R EFREH Apache RAEE RIIHWEMY 4, LEXBEAIFEH=EER. DagRun,
M TaskFailTaskInstance , ELE AR M EE DAG #/THENWENA.
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- EXIREH

[N

- BAEAER NI RAEIE Apache Rt v2 R E SR Python 3.10 H#1,

TORIRAF
EEFEALEDENEHIRRE  CEETHIER

. E%iﬁ MWAA I%i%o
o CAEEEHPBRERERANF Amazon S3 #EFEFE,

7

Amazon MWAA FEZE Amazon S3 BIERVFF A , FBEs3:PutObjectiSEHNFEEREFATA
Amazon S3. # T 5IRAIBARXFEERENAITAE,

{
"Effect": "Allow",
"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::your-new-export-bucket"

}
RS AFEERR S BERyour-new-export-bucket,

- BERNENXFEFIE Apache Airflow v2 BEER , TEEZHEANHEMKYE, ZRBEA Apache R
T v2 EARZEEBHIRE

A

T 55 EREREA an{a 22 31 A] & 3 Aurora PostgreSQL B DAG , Y A# R B AFH Amazon S3 /7T
.

1. ERmEEP  SEERET DAG BB E %, Hlw :

[E:N 257


https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt

Amazon Managed Workflows for Apache Airflow EREEmR

cd dags

2. BEHRTIHIEABHAFNAS , WHFBAEEFEAETEnetadata_to_csv.py. B LI FIERAE
B , MAX_AGE_IN_DAYSUA &It hEER ERE DAG EHNRERLHKNREHIRE,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{0}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.execution_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type", type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
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3.

4.

print(name,": ",str(allrows))

if len(allrows) > 0:
outfileStr=""
f StringIO(outfileStr)
w

w.writeheader()
for y in allrows:
w.writerow(vars(y))

outkey = S3_KEY.format(name[6:])

csv.DictWriter(f, vars(allrows[@]).keys())

s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1l),
)

def export_db():
t = export_db_task()

metadb_to_s3_test = export_db()

1T THIAWS CLIZ T |, # DAG EREBRENFFITHE | REMEM Apache KRt Ul #53%

DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

WMRKY , EREEBNER B HEULT Nexport_db& :

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO

'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}}
airflow.models.dagrun.DagRun : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}}

'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}}
airflow.models.taskfail.TaskFail : [your-tasks]
[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}}

'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}}
airflow.models.taskinstance.TaskInstance :
[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was:

INFO

INFO

INFO

INFO

INFO

[your-tasks]

type <class

class

type <class

class

type <class

class

OK

XM
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[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

BRE R AERFEIM T EH Amazon S3 FEFEITERPELMN . csviER/files/export/,

{F I 88 AWS Secrets Manager¥f A — B tHEF RS2 E

T HI &5/ ILAWS Secrets ManagerfE it FiEE 2 Apache i 2 E £ E Apache KR EE K
RRIR, THRELEERPFHSBERAAWS Secrets Manageré % 2 & E Apache Airflow E#R o

£
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- RRIRH
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- BAIFEH
- RESR?

RN

- HEEENEFRXBTRRERMBSRA VIESLE 3.7,
- HEUUERLEE EWRIBEFFMBSRR v2 R EEST,
SRR

FEEALEE ENEHIEAR  £FETIIEE :

- MEEEFRIHIES Apache RIRELERE , MEIFTREAAWS Secrets Manageri Z 2RE8 E
Apache Airflow JE#z.
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- MWEEERPH Apache RREBEFRFE , MEIFTREAAWS Secrets Manager# 2 5% E Apache
Airflow B4R,

AT A

- RISEEERRE , MATREHAWS Secrets Manageri# % 5 5% E Apache Airflow B4R

75K

- BERILENTFHAIER Apache Airflow v1 FEEER , TEEBEIAARMKME . XA ERHMIHZT SRR
V1 EXLZEHEENRETR,

- BERILENTFHAIER Apache Airflow v2 FEEER , TEEBEINAARMKME . RABERHMIHZT SRR
V2 B Z EHEERNRER,

R

T3S ERERBA AT 2 3L WY I B R B 3R B LS BB Y DAG B XK.

1. EoTRAFRF , BEERMF DAG BXABHE &, i

cd dags

2. BRTIEXBHFINAS , U ELEFEF Hsecrets-manager-var.pyo

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable

from airflow.utils.dates import days_ago

from datetime import timedelta

import os
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
DEFAULT_ARGS = {

'owner': 'airflow',

'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

Bl 261


https://raw.githubusercontent.com/apache/airflow/constraints-1.10.12/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-1.10.12/constraints-3.7.txt
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt

Amazon Managed Workflows for Apache Airflow EREEmR

}
def get_variable_fn(**kwargs):
my_variable_name = Variable.get("test-variable", default_var="undefined")

print("my_variable_name:
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval="'@once',
tags=["'variable']
) as dag:
get_variable = PythonOperatoxr(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True

, my_variable_name)

®REIR?

o TN EH TR DAG BB LEEdagsiz Fi#k S3 TN 8 X4 R E S E#T DAG,

FERAMZRESIMAWS Secrets Manager¥) 1A — 1/ il 1A &7 5,77 12 %

T 5 & HIFEIYAWS Secrets ManagerfE 58 5i# Apache SR EE M T EHRIE L XEE Apache RiiiERE
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iR

- WEEEREHIEXTE AT RE 6 AR B RR VIESIE 3.7,

. EEALVERLEE LR RBEAIMIRSRT v2 R LIS,

FORIRAF

EEFALMERLMEFRENE  SFETHES
. REEERRBIWIES Apache RARELEIRIE , MEIFT/REFAAWS Secrets Managerié 2 38 5% i
Apache Airflow JE#%

- WEEERPHN Apache RMEEFRFE |, MEIFTREAAWS Secrets Managert# 2 3E% & Apache
Airflow B4R,

AT A

- RIEEEEER , MATREHAAWS Secrets ManageriéZ2 3% E Apache Airflow JE 4R,

75K

- BEBIENFHHIE Apache Airflow v1 FEEER , TEEZRANMEKYE. ZRBEAF BT RR
V1 EXLZEHEERNRER,

- BEBUENFHHIEE Apache Airflow v2 FEEER , TEERANMEKE. ZRXBEAF BT R
V2 B ZEHEERNRETR,

R

T 5 ERER A a2 M W I B 2 B 3 B UG BB HY DAG B,
Apache Airflow v2

1. EowTRAFRF , BEERFF DAG BXABH B &, i :
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cd dags

2. BHRTIEXBHINRE , Y EFEFEF Asecrets-manager. pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager
def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager

ERX IS5 264



Amazon Managed Workflows for Apache Airflow EREEmR

hook = AwsBaseHook(client_type='secretsmanager')

client =
response

hook.get_client_type('secretsmanager')
= client.get_secret_value(SecretId=sm_secretId_name)

myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-
manager.py for a DAG ID of secrets-manager

with

) as

DAG(

dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),

schedule_interval=None

dag:

write_all_to_aws_sm = PythonOperator(
task_

id="read_from_aws_sm",

python_callable=read_from_aws_sm_fn,
provide_context=True

EoTiRAFAF , BEERMF DAG BB B &, i

)
Apache Airflow v1
1.
cd dags
2.

BRTIWEXBEINAS , YEAEFETFHsecrets-manager. py.

from
from
from
from

from
impo

airflow

airflow.
airflow.
airflow.

import DAG, settings, secrets
operators.python_operator import PythonOperator
utils.dates import days_ago
contrib.hooks.aws_hook import AwsHook

datetime import timedelta

rt os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'
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default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager
def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsHook()
client = hook.get_client_type('secretsmanager')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

HESB?

o THRUMEGLES PR DAG BEXB LEEdags BN HE S3 FREMP A XA RATE R EH
DAG.
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£ Oracle RIZ—EBE&EMEH

AT & & 5| ESR5ER A Oracle 2 Amazon MWAA B BiTHAHERNSE |, W H AT
plugins.zip RPN EMBFTABEXN —ENEREESFEH,

RE

- B

« X

- EAIREH

- AIEBERAMNF
- TEURMEME

- BESRMHN

* Plugins.zip
o SRIMAHREIRIE
- REIER?

[N

- WEE ERYEHIER IR A E R M e &SRR VIESHE 3.7,

- EUUERLEE EWRIBEFIMBSRR v2 R EESE,

FORIRH

FEEALEE ENEHIEAT  £FETIIEE :

 —{ADR BB MWAA IRIE,

o TAHEEMEHEERBRARSE , CRITICALSU L |, BAREHNIERIE, WE Amazon MWAA BEE
B R an{n] E 8B H RS BHEM I E RN | 552 Bthe section called “B 4R & 50 8%
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ERAEER

AT A

- ERAEEEENEABHGTEEZEMER.

D %

AR~
EEMFANERLENESEHFHRERNE B THHEKEHFIEErequirements. txt, MEBEE—STH 5B
2/ L% Python B HKEE.
Apache Airflow v2
-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
cx_0Oracle
apache-airflow-providers-oracle
Apache Airflow v1
cx_0Oracle==8.1.0
apache-airflow[oracle]==1.10.12
XS
T5ISERER A a2 M A8 IR B RT M IE A DAG BXR.
1. EWMTRTFRHP , BEERT DAG EXBHN B &, filw
cd dags
2. BRTIENBHFINAE , Y ELHEFEF Roracle.pyo
from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago
import os
import cx_Oracle
DAG_ID = os.path.basename(__file__ ).replace(".py", "")
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def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion",version)
return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hook_test = PythonOperator(
task_id="hook_test",

python_callable=testHook,
provide_context=True

AR ESRRANT
AEN B FEAKFERER , RIEREEZEHEFHM plugins.zipo
T A A

I8 5% MWAA &4 plugins.zip WRABIRIE] /usr/local/airflow/pluginsE&E{E I B MWAA
HRESNIEERSE L. ERARSHEXHRIMEBHNIREF, THSBRPMMES BRTINDE
XAENER.

H IR B Linux A28 %&
1. ERNERFERD , I2E Amazon Linux eI G , REESEHTEEE. Hl

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

BN SR TAFERRA bash w17, 0 :
bash-4.2#
2. R Linux REMIERD 110 5HE (BXEF).

yum -y install libaio

3. REFLAERR, UERESRER., RPBERBERIUT XM : 1ib6s/
libaio.so.1,1ib64/1ibaio.s0.1.0.0,1ib64/1ibaio.so0.1.0.1,
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THEFERR

1. EARREMBEEN. flM .

sudo yum install unzip

2. 3 oracle_plugin B&&. #l :

mkdir oracle_plugin
cd oracle_plugin

3. FATEMN curl &89 T Hinstantclient-basic-linuxH ik F & B IEZE Fis T H.

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-1linux.x64-18.5.0.0.0dbru.zip > client.zip

4. fREBRME client.zip X, flm :

unzip *.zip

RERRREE M

1. EFNHSERERH , BRI TEN Docker 8% ID, a0 -

docker container 1ls

EHRTRAIEREMAERSRRE ID. Hlm:

debc16fd6970

2. #&E#&MWoracle_pluginB# , fB#Elib64/1ibaio.so0.1,1ib64/
libaio.s0.1.0.0,1ib64/1ibaio.s0.1.0.1EREAX#instantclient_18_5&HRI3Kk, #i
o

docker cp debcl6fd6970:/1ib64/1ibaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970@:/1ib64/1ibaio.s0.1.0.1 instantclient_18_5/
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BE&RRBHT

B E 7 SRR AS TE R ED B B AT HR A XA R Y Python XHFRIAR . ERARRENMEIIREEE, T
SERF A BT AR EX VRS,

- BRTIEABEFANASR , WESEFF Renv_var_plugin_oracle.py,

from airflow.plugins_manager import AirflowPlugin
import os

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

THSRRAMMENLplugins. zip., EEHIFHAR A UAEEHNEMAFN —ERXHEE K —E
B—Mplugins.zipX#.

BiEfEt B SN AR

1. EHTRRERTH , EEZForacle_pluginB &, Hlan :

cd oracle_plugin

2. H#instantclient_18_5plugins.zip A #Y B 8%, {0 :

zip -r ../plugins.zip ./

3. BEBRENTRIFPREIUTAR:

oracle_plugin$ 1s
client.zip instantclient_18_5

4. BPBrclient.zipX#. i :

rm client.zip

RIZBEREMN 271



Amazon Managed Workflows for Apache Airflow EREEmR

B #& env_var_plugin_oracle.py X

1. A Mlenv_var_plugin_oracle.pyX#Z plugins.zip BWIRB & T, flan :

zip plugins.zip env_var_plugin_oracle.py

2. BM plugins.zip BEEXBTEUTAR :

env_var_plugin_oracle.py
instantclient_18_5/

SR AR R 1E

MREFEARMIBTRA V2, Hblcore.lazy_load_plugins : FalsefE%A Apache RARELE
BE, EERAERE  F2RACALEEERE 2 PIEEH.

RELSR?

o TR EErequirements. txtEEMBHIF & X4 X H BN EFE S3 FREMEE Python
RS

o TERIMMASLEHI T DAG BRIE LEEdagsTE# S3 F /MR SR IE = EH DAG,

« E—F THEUNMEEplugins. zipEEBH FHPR X4 NHIENDEHE S3 FRELEBESRM
EO

B EAPITRERESHN BT AEEN

NUTFEAES SRR BTARRINSE , IMEEEAR Apache Airflow B Amazon
SEIEREL  ERTHIELRARE,

T

- RA

. SEREEM

. BT

. BR

- BES

kit
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* Plugins.zip
i

- RESR?

ERAEER

AR A

. LEmELEARGIRES S Python 3.7 RHIMIIEE KA V1 —E A
SRR

HEEALEE ENBHERR  BXFEREFUATSE

o — (A EiE MWAA IRIE,

AT A
- ERANEE FHEXBRHTEE LR,

aBg 2K

=TI EA IS HIEE Apache Airflow v1 BBEER , FTEEENANMHEGE. EEXNBSELNIRE
FfEA Apache B v1 BEARZE,
BHES

Al R 7 SRR AS TE R D B BT R 4 XA R Y Python XHFRIARR . ERARREM
SERRATISER,

1. EwSRTRH , SRIAAHESNE &, HW
cd plugins
2. EHRTIEABHFNAS , L& LARERRenv_var_plugin.py R A#ERF R
from airflow.plugins_manager import AirflowPlugin
import os
WRA
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os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/lib/python3.7/
site-packages"”

os.environ["JAVA_HOME"]="/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.272.b10-1.amzn2.0.1.x86_64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

THSRERMMEIplugins. zip, EEAIFRARATUEEMBAA4MN —ERXHEER—
fBiplugins.zip3X .

1. EHTRTYP , EBhive_pluginZE L —ESE, Flm :

cd plugins

2. BfaXpluginstFRHHAR,

zip -r ../plugins.zip ./

=i

MREEAE R Apache Rt v2 , B Mlcore.lazy_load_plugins : FalseX Apache RiRiEL
BEEE, FERAAERE K F2REEAXREERFANER 2,

RELR?

- ERTHENMELES TN requirements. txtER EEEEH Amazon S3 REEETE L E Python
Y K38

o THRWMMASLEHIFE DAG BB LEZIH Amazon S3 HEEFNdagsER RFTIEHREH
DAG,

o EAREHIPHE—F T HENAEplugins. ziplER LEFHPH Amazon S3 REFIFBELEEEERM
ﬁo
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£5 5% MWAA LEk DAG HVEFE

KRBT , MAFTRRA UTC+0 FHEIZHNEMDIFIRE (DAG ) . A TTBRERT U AERTS
% MWAA E1T DAG WHEER, E , XAETEREBINAEY BFTARER | U FIRIT Apache
Airflow GRSV EF[E,

FE

- BRAE

o FORIRH

« FFH

- EVABEAUEERRLHTHKE
« Eplugins.zip

- BXREHH

- RESR?

[N

. EULEALEE FWRIBHAMNS R v2 R EESE,

TERMRAF
EEEALEE L NEHIRRE  CEETHER

« —fEzZZEE MWAA RI5,

S|

- ERAEEEENEXBHATEEZEBER.

BYABERAUSERRLHETNERE

B 06 5 SRR ASHESTE Python X #pluginsR BRI B 8. FRAUTEYE , AU UBERTEFNE
[E , B [E1E) Apache Airflow BA AFHE,

1. RIE—EEANB&plugins AN BERMEN , WEMES B &, i .

BT DAG W E 275


https://pypi.org/project/pendulum/
https://peps.python.org/pep-0619/

Amazon Managed Workflows for Apache Airflow EREEmR

$ mkdir plugins
$ cd plugins

2. BETIHIEXNBHANAR , Y EAERFEFAdag-timezone-plugin. pyTEpluginsEHRK,

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. fEpluginsB & , Al —EE BKZ Python XH__init__.py. #EHplugins B EEELR
NTAA :

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py

B plugins.zip

UTSRERINARIEplugins. zip, EEGIFHAB AT UER MBS —ERHHEK —BEE—
Mplugins.zipX#.

1. EWPRERFRYP , BEZEplugins E—F KB &, fil

cd plugins

2. BHEEMNABpluginsBix.

zip -r ../plugins.zip ./

3. Ltftplugins.zipZl&H S3 fE1ETEE

$ aws s3 cp plugins.zip s3://your-mwaa-bucket/
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R

HERE DAG HITHITAREFE (UTC+0) , RPISERABANENEER , —{@ Python & , AREE
Py [ /R 0 B HARE

1. E@FRRFRF , BEERT DAG (VB &%, Hlw :

$ cd dags

2. BHTIESHHNABRLESFHELtz-aware-dag. py.

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperatoxr(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. EfTATF@HAWS CLITT |, # DAG EREERFNER , AEMER Apache it Ul 52
DAG.

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMRRI , EREEKAFPEHEUTARtz_aware_taskfEtz_testX:

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO - Running command: ['bash',6 '-
c', 'date']
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[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO - Output:

[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO - Mon Aug 1 12:00:00 PDT 2022
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO - Command exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

RIEBLER?

« E—FTHRUM EEplugins. zipEEMEHI FHREXHXHRENESFE S3 FRELZEEEER
EO

7l 3 — 1@ CodeArtifact {8 #&

MRIEIEFE A CodeArtifact EZR 2 Python #k3BEE% , EEE MWAA EE—EEZHT
2, BEEAHFDEEE MWAA 12E CodeArtifact 1E:E1THF1ZfEEE | B LAE AR E WAL 3%
BPIP_EXTRA_INDEX_ URLEES &,

THEERPMMBIUMFEHAget_authorization_token CodeArtifact API BR{ERI EB X RIERE
EFRRERTTE,

FE

. i

o FRIGH
- BAIFEH
- BRESR?

RN

. HELERLEE FWRXBEHIFIS SRR v2 R EES.
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ERAEER

TORIRAF
EEEALEE EHEHIRIE  CBETIES

« —EDREE MWAA IRIE,
« —{BCodeArtifact & FEMZBAI A EH P REFERENHEMKM,

AT A

ZEEHEIE CodeArtifact R A 4L R E A Amazon S3 Amazon MWAA HBEEHTAEHRNT

SIFF A,

« ¥ codeartifact:GetAuthorizationTokenE{E 5o B MWAA P REEGHT S M8

CodeArtifact, A TEBEEFEEANERR CodeArtifact BN W#E, BAEHFRRARXFHNER

B, YEEELFEREFINEE , E-SREHBIANERN.

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}

« Zsts:GetServiceBearerTokenEEHRKETEIRFIH CodeArtifact

GetAuthorizationTokenAPl &/, WIEEREFERAESEERFSLEFANTSE |, flilpipk

CodeArtifact, ZEEEFEHAEHEE B CodeArtifact REE , BRENATALABMNER
Fsts:GetServiceBearerTokenI A T BEREBHM T,

{
"Sid": "AllowServiceBearerToken",
"Effect": "Allow",
"Action": "sts:GetServiceBearerToken",
"Resource": "*"

}

IS5
T35S ERER B a2 31 BR Bh 15 B i LA E #1 CodeArtifact T h&,
1. BETHIEXBEHFINAS , WEA#EFEFBcode_artifact_startup_script.sho

TORIRE
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#!/bin/sh

# Startup script for MWAA, see https://docs.aws.amazon.com/mwaa/latest/userguide/
using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0@

# https://docs.aws.amazon.com/mwaa/latest/userguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. EEFLREFEESHENERR, FACpENMNERIEORSNA LERENFHEM. BU## S3-
#HEENEER,

$ aws s3 cp code_artifact_startup_script.sh s3://your-s3-bucket/
code_artifact_startup_script.sh

WER AT , Amazon S3 1% URL &8 HE Y4 -

upload: ./code_artifact_startup_script.sh to s3://your-s3-bucket/
code_artifact_startup_script.sh

LEESRZR , ENRREERBRERTLEMTIETH.

ey Bk

B R 20 ] {5 A R B 3E S B 3R B 5T 18V IR ¥ the section called “f F BB I A7,
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. TERMTISIIEEITH DAG BRE L BEdags AT BE S3 FRARN X kT NN ER
DAG,

. ¥—% TR L @plugins . zipEEEAIT A A LA TGN TS S3 ERARES SR
#e

£l — {8 B EHHHE 4L ta % 8 £ Hadoop

T MWAA IV AR plugins.zipE/usr/local/airflow/plugins, ETARG = EHR X
HRMBIARZRF, A, FEFTRABIT Python XHEMNRBplugins ER RN AKRE— A BEERE
FECUUORES Y, UTEHIHESIEERTRIEEAN Apache Airflow IRIEM Amazon SE TERELME
F Apache Hive 1 Hadoop 2 BT/ HERXNTR , Y AREMBITABEXN_—ENERESHE
Ao

TE

© RA

o SR

o TEMBAME

- BESZHHF

* Plugins.zip

- BB

- RRAEREIRIF

- BRESR?

TN

- WEE EWSEHIENSAEEERMEERR VIESIE 3.7,

. A LER L EE R SIS R v2 R S,
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TORIRAF
EEEALEE L NEHIRRE  SEETHER

o —{EnEiE MWAA IRIE,

AT A

- EFRAKEE ENEXRHITTEELWER,

SE S
aB ~

EFEFALERENEMNRERE , B8 T HAMFIEErequirements. txt, WEE—F TH |
2/ =¥ Python WIKEE.

B

Apache Airflow v2

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

Apache Airflow v1

apache-airflow[hive]==1.10.12

T E KM

T E#% MWAA &4 plugins.zip AR IEELZE]/usr/local/airflow/pluginsfE & E I &% MWAA
HRESBMITEERS L, ERARS - HEXHRNEEHIRE, THSBRBUNMHES BFTNEEN
FIEMER,

1. EaTRAT , SRIEARFBEANE &, Him .
cd plugins

2. T #Hadoopft—fE#E T , fi0 :

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz
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3. THRGHM—EET  Him:

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. RBMB#, flm :

mkdir hive_plugin

5. RHURE,

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. IZHURE,

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

BERAMF

B R 25 ST AG T R B B AT A S R Y Python X AR, ERARRENEITRREE. T
SRR A BT A E XV HIERR.

1. EWSRIFRYP , EEZEhive_pluginB#. i :

cd hive_plugin

2. EHTIEXBHFNAS , L EAERFEF Ahive_plugin.pyfEhive_pluginB .

from airflow.plugins_manager import AirflowPlugin
import os
os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]='/usr/local/airflow/plugins/hadoop-3.3.0"'
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin'
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/
hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"
os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/
apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'
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ERAEER

3. ERUTXARNAREEARMRIFES.airflowignorefEhive_pluginB #.

hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

LT SRER AR Rplugins . zip. EEH FHIRR AT AEH tim4 M ER X AE S K —EE—

Bplugins.zipX#.

1. EWSRERRFRD , EEZEhive_plugint—F B &, a0 :

cd hive_plugin

2. BHEZENARpluginsERIK,

zip -r ../hive_plugin.zip ./

BEAGEH

T35 BRER A A2 M AR B FT AMEME R DAG B R,
1. EWTRRIFRH , BEER7T DAGC BEXBHE &, Sl

cd dags

2. BHRTIEXABHANVAR , Y EAEFEF/hive.pyo

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command="'hive --help'

Plugins.zip
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— \st Labs >
RO A REE T

MREFERAPRMIEETRIM V2 , Hilcore.lazy_load_plugins : FalsefE%A Apache RAREE
BIE, BERAERR  BZ2EEHDIEEENEIEE 2.

®REIR?

o 7RI EfErequirements. txtE LRI A4 XH BB EFE S3 FREMP L E Python

o THEMA I ESIFH DAG BB LESdagsin Bk S3 FREE P A ST R T S F# DAG,

- E—STHOMA EEplugins. zipE U ROIPR G XHEEHERE S3 FRBTPTLEEERE
o

£ Apache SR 812 — & B E & H4PythonVirtualenvOperator

LA €545 B R fnfal {48 Apache $57PythonVirtualenvOperatorfE 32 5% i Apache R EE TEFRTE
tERBERE N,

e

. Wi

o SERIGH

. BR

- BESBHTOIKEE

* Plugins.zip

- BXREHH

« RAEREER
- REBIR?

7R
- WEE EWEHIRETHRRERTRTRR VIESE 3.7,

- EULUERREE EWRIBEFIFBSRR v2 R EESE,

RORARREETE 285


https://www.python.org/dev/peps/pep-0537/
https://peps.python.org/pep-0619/

Amazon Managed Workflows for Apache Airflow EREEmR
N,
ToRRH

ERERALEE LNEHENE , EFETHIER .

- —{EAZEi#&E MWAA IRIE,

AT A

- ERALKEE ENEXRHEIFTTEELWGER,

AR K

EEFANERENEGFERE ,
288 L% Python BYKEE.

nl‘ﬂ
t-l-\'&

BT YRR Erequirements. txt, MEE—STH , B

||
a

virtualenv

B E &l 1 RIS

B 0 B RO AS E R B R A 1T I 44 S R R Y Python X AR, EEBHEIEHR
EPythonVirtualenvOperatorEZMEBEF , UEHEDFE MWAA %38, TISRETRHE
AIABEXNEHEXE.

Apache Airflow v2

1. ESSRIERS , BEFplugins LA B %, Hl0 :

cd plugins
2. BRTIENBHFANAS , YEAEFEFHvirtual_python_plugin.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str,
system_site_packages: bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v1

1. ESSRIRFERYF , BEEZEplugins LHEAME &, fila0

cd plugins

2. BETIIEARHFNASR , X EABFEFAvirtual_python_plugin.py.

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):

cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]

if self.system_site_packages:
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cmd.append('--system-site-packages')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip
TS BRERPIMMEIplugins. zip,

1. EHPRREY , ERAEEMNE#Hvirtual_python_plugin.pyBlt, i :

cd plugins

2. BHEENARBpluginsERIRK,

zip plugins.zip virtual_python_plugin.py

EX IR A
THSRFAMAME Y BT NEHERXHN DAG ERXE,
Apache Airflow v2

1. EoTRAFRF , BEERF DAG BXABH B &, i :

cd dags

2. ERTIEABHFNAS , L EFREFEFRAvirtualenv_test.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
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the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Apache Airflow v1

EaTRRFRF , BEEMF DAG EXHBAVB &, flm :

cd dags

BRTIRABHHNAS , S EFEFEFRAvirtualenv_test.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python_operator import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

SR AR RE IR 1E

MEBELFERAPRMIAZT R V2 , Hilcore.lazy_load_plugins : FalsefEA—1{@ Apache &k
BEE®EE, FERABRR A B2REAREEERE 2 PmEESE
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wELSR?
o T EErequirements. txtEIE@EHIF A X HXHEIEHEEFE S3 FRMEEZEE Python

HY K FE o

o THRUMMASLESIFE DAG BX B LEEdags BN & S3 FRENM P X4 RETIE L EH
DAG.

s E—F THOM EEplugins. zipEEMEHI FHEXHXHEENEEE SI ERBLZEEERT
EO

ERNIFERHFEM DAG

THRR B EHAWS Lambda AR EH Apache K7 CLI S 275 B MWAA IRIEFBRAER
EIRE ( DAG ) B,

ES |

- I

- SRS
- dRKeE

- EABEL

[N

s AT AERAEE ARSI RE SRR v2 R EESITE,

FORIRHF

HEERANEARHES B4R

o FERANRAREIERASHN D EE MWAA IRIE,
s B—ENEBEREFERARIHH Python BTl E,
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(@ Note
IR Lambda BB IR Amazon MWAA IRIFEMN AR VPC & | Ea]LIfEFA
R EERARERNG., BALERE  Lambda HENHTARCEEGERIEWT
Ny 55 BB s 4 B B 2% (Amazon EC2)CreateNetworkInterfaceAPI #4E, #&BJLLfE
FAWSLambdaVPCAccessExecutionRole AWSS BB K HE,

AT A

EEGANEE LLWRERBEH , Amazon MWAA BIENEHTABEEFIET &S
{Tairflow:CreateCliToken®E{E, &R LAEHAmazonMWAAAirflowCliAccess AWSZEIEH

REE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}

WMEFHMEER , F2REMAT R CLI BUR: 22 Ei# AirflowCliAccess,

MR

- BERMENXTFEHE Apache Airflow v2 FBEER , THREFINVEMRME, ZABERFIHFTRR
V2 B ZEHEERNREDR,

B

1. ¥ https://console.aws.amazon.com/lambda/ BAR AWS Lambda F#&5&,
2. fRAIRZBEK Lambda BREEETIXK
3. EYEEL , BRTIERXE , U TIRXBEMRAENERER
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4.
5,
6.

« YOUR_ENVIRONMENT_NAME— I 01 Bi#% MWAA IRENE .
« YOUR_DAG_NAME— £ EN A DAG LB,

import boto3

import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa’')

def lambda_handler(event, context):

# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'

}

conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()

data = res.read()

dict_str = data.decode("UTF-8")

mydata = ast.literal_eval(dict_str)

return base64.b64decode(mydatal'stdout'])

B BE

BIZRIELAER Lambda Ei2 4 W AEHN R,

= ERFAEHN Lambda A KU A DAG , A Amazon MWAA £ AEEFIRKEM Apache
KRREAENE , REFITTHIEE

£ ", DAGEH LK DAG FEHESHIH BIE DAG,

TLX#1T , RERH DAG BT REBE. BB ERESHINREBEGZME
fFinvoke_dagfE B HMIRER,

X iHEEsl
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c. THRIEMNTIHE, BELXMITRERD.

EFEHIEEZE MWAA IRIEFRILA DAG

THREXEEFIEEIL Apache Tt CLI R, A% , BXBEEHE— 1@ Amazon MWAA REFHFERE
EEIRE (DAG) , EFAEH Amazon MWAA IREF I A DAG,

£
UGS
- FTRIEH

. T
. kM

- EXIRE

[T

. HANEALEE FNRIBEAT NS ER v2 KA EES,

TORIRAF
EEFALED LNEXBES , KEETHES

- ZEEE MWAA IREZEEAREWeb FAREFTFE , SIEER B FIHNIRE,
- FEIEFERENTBREERTIRE (Amazon S3) FEFETRRIEEf| DAG,

A

EFEFRALEELENENGES , SRENHTACKEEFEI Apache Airflow CLI FERHIERR,
A LUK INAWS S & B B %R AmazonMWAAAirflowCliAccessiEF IR,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
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"airflow:CreateCliToken"

1,

"Resource": "*"

MBHMEF , FSRMIAF SRR CLI BRI Sk AirflowCliAccess.

MK

- HERMEXFTHPIE Apache Airflow v2 FBEER , THEEEANABMKNE, ZATHEM A HFTRR
V2 B ZEEENREF,

XA
TR ARRAE B HIREHEA DAG RUMA S —ERETH DAG.
1. EREES  BESRHT DAG BRBHA K. fil

cd dags
2. BHRHTIEXBHINRE , LigHREFATEinvoke_dag.py. B TFIERRAENER.

 your-new-environment-name— ZREM I DAG 2 HAIREN B,

« your-target-dag-id— ZEFIH EHAIRIER DAG WE BT,

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name"')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
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'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. EITBATAWS CLIG+ , #5 DAG EHREIBREBENERE , RE A Apache Rt Ul #53 DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. R DAG HIh#IT , BEEITEsEPEREL T M Einvoke_dag_task,

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

= EMREHN DAG REEKIIFY |, FFRIEEMIVFEM Apache Airflow Ul , REHIT T 5IE1E

a. 1 ", DAGHHE_LH DAG BEFEFHBE DAG,

b. TLER#IT, MERZH DAG MTH BB, WHEBGCEESHNKERELHE A
fFinvoke_dagHEEH EABIRE A,

c. TERIEMTIHE, BEELXHMITREMID.
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£ A o8 5% MWAA B2 f5i% RDS &8k SQL Bri& s

R LAME RS EREER Apache RIATEREREZEIBEHRN SQL FAARERA RDS, THI#EHIERN
READHEZE THFRE LN DAG , SMEREARMEK SQL ARRMEHEE RDS LEEMBITE
o

e
e
. SERIEH

- MM
- FRFRR V2 B
- EXIHEH

- RESR?

RN

- WEE EHNEHRENF I REEAM T SRR VIESE 3.7,

. SEULERLEE FWRXBEIF SRR v2 R EES.

FORIRH

FEEALEE ENEHIEAT  £FETIIEE :

- —EEEE MWAA IREK,

-« DEE MWAA FE AR SQL fRi%ERM RDS R — @ Fi#& VPC HiETT/

« Amazon MWAA FIA RSN ERMAZIRZLBBEFER THERETRE
- BEENMARR1433E0EE MWAA WL LB+ BEFE RDS Bk
« i OKHER AI14330E R 5% MWAA B E| RDS

- AR SQL AHRES RDS B Apache KR EHFEE RMIE LBIFZFPEIH Amazon RDS SQL 1 iR
BRERENIRER, EZE FHESBANRE,
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MR

EFEAAREFNREANRE  BEUTHREERNEENrequirements. txt, NEE—-S T |
B &% Python WIKER

s
¢

Apache Airflow v2

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v1

apache-airflow[mssql]==1.10.12

P PR SRR V2 B

WMRIETE Apache Airflow v2 RERERR , FEERRERYH S S THIR5IREME !

1. EESREAIE . BMER
EEEREE . DREREKRRE
F# A : YOUR_DB_HOST
ME .

BEANEE

B

EHEIE 1433

-E N

© N o o &~ 0N

XA
1. EGSRRFLT , WEZMHE DAG BB E &, i :

cd dags

2. BETIHIEABHJNAS , W EAEFMETFAsql-server.py.
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperatoxr(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperator(
task_id="create_db",
sql="create database testdb;",
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ERAEER

mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqlOperator(
task_id="create_table",

sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",

mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqlOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server='sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password="'<yoursupersecretpassword>"',
database="testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:

logging.error("Error when creating pymssql database connection:

sys.exc_info()[@])

select_query = PythonOperatox(
task_id='select_query',
python_callable=select_pet,

XM
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dag=dag,
)

drop_db >> create_db >> create_table >> insert_into_table >> select_query

®RELR?
THWMM EBrequirements . txtFE L IREI P X4 BB S E S3 /M F L £ Python
T A G L &I R B DAG BB LEE dagsEEHi# S3 7S T 1Y S04 S ET I8 S E #T DAG,
RREHETHRNEMELRL RO,

—$ 7 HNAEREME SQL EREFHT SOL BABHAEE FEMMFR RS EEE.

B Amazon EMR ##&i Amazon EMR B2 Amazon EMR &t
Amazon EMR R

THRENBEFRE @A Amazon EMR 1 Amazon BE# Apache B TERERAES,
£

© RRZE

- ERAGBEA

[N

- WEEEARGIREE S Python 3.7 RHIMIEE R V1 —EEA,

BEAGEA

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of

®REBLSR? 301


https://pymssql.readthedocs.io/en/stable/pymssql_examples.html
https://airflow.apache.org/docs/apache-airflow/1.10.12/_api/airflow/operators/mssql_operator/index.html?highlight=mssqloperator#airflow.operators.mssql_operator.MsSqlOperator
https://www.python.org/dev/peps/pep-0537/
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the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.contrib.operators.emr_add_steps_operator import EmrAddStepsOperator
from airflow.contrib.operators.emr_create_job_flow_operator import

EmrCreateJobFlowOperator

from airflow.contrib.sensors.emr_step_sensor import EmrStepSensor

from airflow.utils.dates import days_ago
from datetime import timedelta
import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

}
SPARK_STEPS = [
{
'Name': 'calculate_pi'’,
'ActionOnFailure': 'CONTINUE',
'HadoopJarStep': {
'Jar': 'command-runner.jar',
'Args': ['/usr/lib/spark/bin/run-example', 'SparkPi', '10'],
.
}

JOB_FLOW_OVERRIDES = {
'Name': 'my-demo-cluster’,
'Releaselabel': 'emr-5.30.1",

EARBHEE
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'Applications': [
{
'"Name': 'Spark'
I
1,
'Instances': {
'InstanceGroups': [

{
'Name': "Master nodes",
'Market': 'ON_DEMAND',
'InstanceRole': 'MASTER',
'InstanceType': 'm5.xlarge',
'InstanceCount': 1,

I

{
'Name': "Slave nodes",
'Market': 'ON_DEMAND',
'InstanceRole’': 'CORE',
'InstanceType': 'm5.xlarge',
'InstanceCount': 2,

}

1,
'KeepJobFlowAliveWhenNoSteps': False,
'TerminationProtected': False,
'Ec2KeyName': 'mykeypair',
I
'VisibleToAllUsers': True,
'JobFlowRole': 'EMR_EC2_DefaultRole',
'ServiceRole': 'EMR_DefaultRole'

}

with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval='@once',
tags=['emr'],

) as dag:

cluster_creator = EmrCreateJobFlowOperator(
task_id='create_job_flow',
job_flow_overrides=JOB_FLOW_OVERRIDES
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step_adder = EmrAddStepsOperator(
task_id="'add_steps’,

job_flow_id="{{ task_instance.xcom_pull(task_ids='create_job_flow',

key='return_value') }}",
aws_conn_id="aws_default',
steps=SPARK_STEPS,

step_checker = EmrStepSensor(
task_id='watch_step',
job_flow_id="{{ task_instance.xcom_pull('create_job_flow',
key='return_value') }}",
step_id="{{ task_instance.xcom_pull(task_ids="'add_steps’,
key="return_value')[0] }}",
aws_conn_id="aws_default',

cluster_creator >> step_adder >> step_checker

FR T BB MWAA BT 5% EKS

AT €6 RES anfal fiF A o2 B 2 B TYERIZFEEL Amazon EKS #41T Apache &ifito
&

© BE

. FERGEH

- BEBEEC2 I — LS

- BUEE

« BIE—fEmwaaimn B =M

s BYABmwaaii A ZEH

- REfEH EKS REEEV KM IAM A€

« B requirements.ixt #& %

« BIEH EKS I 5 S

%31 kubeconfig

« Y —{8 DAG

« ¥1#8 DAG Fkube_config.yam|®| 3z & S3 #F

}

}

TE® EKS ( X#F)
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o RRAAIL % 3% 5045

ARZR
- WEHEENEHRRETHEERTMERR VIESLE 3.7,

. EAILMERLEE R BEAIM ISR v2 R IS,

FeRIRAF
EEEAFIETNES  SEETHER

o — (Ao EiE MWAA IRIE,

- RREH BERARR  F2RZENE,
- EARBH. BERABRE K F2EZENRERE, EREBRT , ERHE eksctl —BREM,

« VRAEEY Amazon MWAA IRIBERI B EC2 EME Y. BERARE  F2HREVIEAS
R,
(® Note

ERfFEHeksctliET , B BFE--profile B EFRRBEUNNLE,

AEEKEC2 RIZ—ELIR
EATHNGSRENLBHAZ—ELR,

ssh-keygen -y -f myprivatekey.pem > mypublickey.pub
EERAERHE A F2RENSBENLHESR.

BUYRE

FATIHETELES., IREREEENETER , IETANEEFTRELER , FRAEBHN
Region {H, &H4AERI Amazon MWAA IREEMNMAEREEHEIEE, A FHEEBNE , AFaeLE
AR Amazon MWAA ) Amazon E#FAA ZEinEeg P 78k, XA {Essh-public-key A&

WRA 305


https://www.python.org/dev/peps/pep-0537/
https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html#install-eksctl
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#retrieving-the-public-key

Amazon Managed Workflows for Apache Airflow EREEmR

FEANZE, SaLERMVREREEREN Amazon EC2 IHEE , SREE Amazon MWAA IRIEH
HEEESFRIFSR,

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

SERBERVEE—LEE, SRR BUUEATITIREEERESCKINEN , WEE IAM
OIDC &% :

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

£l — Emwaatr B Z= &
BRCKIEBETEECER , FEATITTAREEITRZEE,

kubectl create namespace mwaa

By AEmwaanmn B

BUBBZE[R , FATE MWAA &8 ZREFHITRER EKS LM Amazon MWAA ERERI AR
NAGEE, NMREABBZMEATARNERE , FEN mwaa-n mwaaEAERERNERE,

cat << EOF | kubectl apply -f - -n mwaa
kind: Role

apiVersion: rbac.authorization.k8s.io/vl
metadata:
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name: mwaa-role
rules:
- apiGroups:

- "apps"
- "batch"
- "extensions"
resources:
- "jobs"
- "pods"
- "pods/attach"
- "pods/exec"
- "pods/log"
- "pods/portforward"
- "secrets"
- "services"
verbs:
- "create"
- "delete"
- "describe"
- "get"
- "list"
- "patch"
- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: mwaa-role-binding
subjects:
- kind: User
name: mwaa-service
roleRef:
kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io

EOF

BT TGS, BRHMABTEE Amazon EKS #5, MREREFER , BEXERAERNBEBMwaa:
kubectl get pods -n mwaa --as mwaa-service

FLEZEEINERNALS , LHEE
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No resources found in mwaa namespace.

ADEREKS #EE YN MNIAM &€

BRAERY IAM B8 | ABRAGHBEZE Amazon EKS (k8s) & , UEEIB IAM ERAR & 5 8E.
ABEARBARE  YHRAEMFEZAED AP FIHER,

FEALLTESEES Amazon MWAA IRIBE T H A ®Amazon MWAA HiTEE. FiB ,

ZEBPHEANER , MMM TFIERER

"Version": "2012-10-17",
"Statement": [

{

iy
{

"Effect": "Allow",
"Action": "airflow:PublishMetrics",

A5 N B2 M 30 Ff A

"Resource": "arn:aws:airflow:${MWAA_REGION}:${ACCOUNT_NUMBER}:environment/
${MWAA_ENV_NAME}"

"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect": "Allow",
"Action": [

AIEIR EKS BEERI MMM IAM A6
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"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:${MWAA_REGION}: ${ACCOUNT_NUMBER}:log-group:airflow-

${MWAA_ENV_NAME}-*"

]
I
{

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"sqs:ReceiveMessage",
"sqgs:SendMessage"

1,

"Resource": "arn:aws:sqs:${MWAA_REGION}:*:airflow-celery-*"

},
{

"Effect": "Allow",
"Action": [

"kms:Decrypt",

"kms:DescribeKey",

"kms:GenerateDataKey*",

"kms:Encrypt"
1,
"NotResource": "arn:aws:kms:*:${ACCOUNT_NUMBER}:key/*",
"Condition": {

"StringlLike": {

"kms:ViaService": [
"sqgs.${MWAA_REGION}.amazonaws.com"
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]

"Effect": "Allow",
"Action": [
"eks:DescribeCluster"

1,
"Resource": "arn:aws:eks:${MWAA_REGION}:${ACCOUNT_NUMBER}:cluster/
${EKS_CLUSTER_NAME}"

}
]

BYABR , FmiE Amazon MWAA IRIR |, MERZEUNACHARENITAG. FEREA
& FREECRANRE. £ &HS&TEE’J%I?TQ@EFEO

EXHREE :

o FREEEIFEIB Amazon EKS HITEREMA® ARN EECHRBEE, BRAEZEFHENREA
& , MA2FEA Amazon MWAA REBIHWREAR, BEFRAER K BF2RERLCITESHE aws-
auth BLEMRET M ARN F | EERENAGTREER

- MR IAM FREEFEA Amazon MWAA RIEEE , T EREFSKRBBER (Bl Amazon EC2)
REEFABNEIBRRUFTEATIIEE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

},

"Action": "sts:AssumeRole"
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HERARE  FSRENMAEL IAM #BEAEEBRE,

#2137 requirements.txt IR

EEFEAREH E’J%ﬁﬁﬁi‘ﬁﬁ% , REEZREKTIEP —BEREREHIEErequirements. txt,
MELE—FTH , FSE 22 Python HHKEE,

Apache Airflow v2

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

Apache Airflow v1

awscli
kubernetes==12.0.1

AIET EKS flZ 5 M5

£ ARN EABEUTHSHELINAR® , 5 Amazon EKS B B o YifE, SF i [Eraaaat3| 182
VIRENED, BERABH ARN , BB Efimwaa-execution-rol e BRI RIBNHITA G,

eksctl create iamidentitymapping \

--region your-region \

--cluster mwaa-eks \

--arn arn:aws:iam::111222333444:role/mwaa-execution-role \
--username mwaa-service

#3 kubeconfig

A THEN B SREIEkubeconfig:

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws
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MBEERSEER T ENE B X HFupdate-kubeconfigfREEMIBRenv: EREHIBE
kube_config.yaml 2R , MEEEEE FiE MWAA [EE B, BEEEM , FRERPRBBRTIIEES , A
®mRERE

env:
- name: AWS_PROFILE
value: profile_name

E —1{E DAG

FEATENRIEREIREIZE—E Python X4 , fimwaa_pod_example.py¥iH DAG,

Apache Airflow v2

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)
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#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator/(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

Apache Airflow v1

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.contrib.operators.kubernetes_pod_operator import KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
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'start_date': datetime(2019, 2, 20),

'provide_context': True

dag = DAG(

'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator/(

namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c",
labels={"foo0":
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,

dag=dag,

is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

#7118 DAG Flkube_config.yamlZE|5E Ei# S3 1

MEZBIZH DAG Mkube_config.yaml B8 EI5E Hi# S3 FREMMNESE MWAA RIE,
A Amazon S3 £ A= AWS Command Line Interface,

P s % B 5 451

¥t Apache SRR H , RUA#ES , ARBEE.
IEFIBNATIETERL 2 & , FEER T e RER = EE

kubectl get pods -n mwaa

BREZEFINELTINEE

NAME READY STATUS RESTARTS AGE

BRI LAGE

#38 DAG Hkube_config.yamlZ| 558 S3 1
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mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

K&, BAULMERANATHTRBEMNE L, & name EERARE—EadSEREMNE

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

{5 F 1 2 | 55 5% ECSECSOperator

AEBEERBANAIEAECSOperator R BB MWAA EEZITEBREURBKRE (TIEEECS) B
5. EUTTRD | B ENERANEIRENHITACH , F£HAWS CloudFormation AR E 3L
Amazon ECS IZFIBEMNE A K KRBV FEERIFHHEEN DAG,

S

. B

. ki

- BB HEECS S
. BB

RN

« BELMEREER ENEXREGIFEETRR v2 R EESE,

TERMRAF
EEEALED L NEHIERE  CEETHER

« —EEE MWAA IRIE,

AT A

ERENFTACEE A S HE1E Amazon ECS F#ITER. BRI LAM £ o8 E#FullAccess AWS-
AEFRIEHHTAC , RELABRUTRELASEMNBENBITAE,

{
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"

]I

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [

i n

1,
"Condition": {
"StringlLike": {
"iam:PassedToService": "ecs-tasks.amazonaws.com"

o BRT FTIB L EMTE L ERELAE Amazon ECS R#IITERK 24 |, BB B &K CloudWatch#E Amazon
MWAA ${TABFEHEBERER |, LLAFFEE Amazon ECS £ 56848 , M TR, mEH
ECS HEE#HEHBHAWS CloudFormation#i4the section called “E 51 i ECS #57,

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:airflow-environment-name-*",
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"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

MEFE Amazon MWAA #1TH B R INAM INBERMFMER , F2RATAE,
BUDEBRECS 5%

fE A LA TAWS CloudFormation&i A | A& T —E R 5% ECS 29 E |, LB AW D EiE
MWAA TEREBER, MEFMENR K BSEETTKEZEAMazon BHARFREHEZEAERE,

1. FEAUTRIBAIZR JSON M4 H S F Aecs-mwaa-cfn. json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MWAA."
}

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MwAA."
b
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",
"Description": "Select at least one security group in your selected
VPC, as used with MwAA."
}
b

"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"
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}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

1,
"ManagedPolicyArns": [

"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

},
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"

},

"Cpu": 2048,

"Memory": 4096,

"NetworkMode": "awsvpc",

"ExecutionRoleArn": {
"Ref": "ExecutionRole"

},

"ContainerDefinitions": [
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{

"Name": {
"Fn::Sub": "${AWS::StackName}-container"
I
"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/
amazonlinux:latest",
"PortMappings": [

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {
"awslogs-region": {
"Ref": "AWS::Region"
},
"awslogs-group": {
"Ref": "LogGroup"
I
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

I
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"

iy
"Cluster": {

"Ref": "Cluster"
iy

"TaskDefinition": {
"Ref": "TaskDefinition"

iy
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2.

"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"
},
"SecurityGroups": {
"Ref": "SecurityGroups"

ERSRTET , FAUTHTAWS CLIARBIFHBNIES, BXERNRISL
{ESecurityGroups#SubnetIds@& Amazon MWAA IRIEZ S FHAN T HENE,

$ aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=your-mwaa-security-group \
ParameterKey=SubnetlIds, ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

qE , BALERTHEHR shell IA, LETHEHENEGREZEMHENSEE , URE
Fget-environment AWS CLIGs % , REMEHAIRMER, FEITESH , FRITTIE
.

a. BR  IHWAREEFESAecs-stack-helper.shiEEEMHEE B #&HAWS CloudFormation
R,

#!/bin/bash

joinByString() {
local separator="$1"
shift
local first="$1"
shift
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printf "%s" "$first" "${@/#/$separator}"
}

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \
--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \

ParameterKey=SubnetIds,ParameterValue=$subnetIds \
--capabilities CAPABILITY_IAM

b. FATIHGSHTESHE. Bftenvironment-namefstack-nameEBERHEE,

$ chmod +x ecs-stack-helper.sh
$ ./ecs-stack-helpexr.bash environment-name stack-name

MERRI , REFD T EASE S BERREFTAWS CloudFormationift & 58 575,

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"
}

2 &YRAWS CloudFormation# B E 5K , AWSEMEEK Amazon ECS BEIR , BRI AIEL M LE

4 DAG T .

XA

1. BR&SSERTR  ARBESHE DAG BXBHE &, Him
cd dags

2. BETIHIEBHLNAR , YEAMEFETAnwaa-ecs-operator.py , REMENF DAG £
E3 5 EE S3,

ERX IS5 321



Amazon Managed Workflows for Apache Airflow EREEmR

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition’'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides":[
{
"name" : CONTAINER_NAME,
"command":["1s", "-1", "/"1,
.
1,
.

network_configuration=service['services'][0]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
awslogs_stream prefix=f"ecs/{CONTAINER_NAME}",
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® Note

£ &) DAG ¥ , awslogs_grouph¥ , BOJAEEE A Amazon ECS % H
AN BB BFFEHE, thEfBREE ANEEHEEHEnwaa-ecs-zero, ¥
Mawslogs_stream_prefix , EEMAEEE ECS FK BAERIR. e HIRREH
ERReTER , ecso

3. EfTUTHTAWS CLIGHT , #5 DAG BRE|FIREBENEE , REFEH Apache Rt Ul 53
DAG.

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMRKI , BEEIEREKFPEIEUTIRENG
tHecs_operator_taskffecs_fargate_dagXk:

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/'131}

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO
e012340b5el1b43c6a757cf012c635935

[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

ECS task ID is:

Starting ECS Task Log Fetcher
[2022-07-19, 17:54:03 UTC] total

52
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 bin -> usr/bin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
XI-X 2 root root 4096 Apr 9 2019 boot
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 5 root root 340 Jul 19 17:54 dev
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 1 root root 4096 Jul 19 17:54 etc
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Apr 9 2019 home
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 1lib -> usr/lib

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Jun 13 18:51 local
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XTI -X 2 root root 4096 Apr 9 2019 media
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 mnt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 opt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 103 root root @ Jul 19 17:54 proc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
x-\-\- 2 root root 4096 Apr 9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 8 Jun 13 18:51 sbin -> usr/sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-07-19, 17:54:03 UTC] drwxr-

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed

£ dbt B2 53 55 i% MWAA

A EFEREUMTAE dbt 1 Postgres EAEE 5 MWAA #E R, EUTSEBS | BiEEMENKIEE
whiElrequirements. txt , REAEHH dbt ER LEFIFIRIFR Amazon S3 REEFEITR. AR, &
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#2865 DAG KRERE Amazon MWAA BB EREMAM , B EABashOperatorRKiEST dbt 10
Ho

£
UGS
. SERIEH

- R
o % dbt 3B EEZ|EE#& S3
- {5 DAG REg% dbt MK LS

- £/ DAG #117 dbt X

[N

« B LMERAEER ENEXBEGIFEETRR v2 R EESE,

TERMRAF
LEETHIER , THERTHLR

« —EEREE MWAA IREERAMAFRR v2.2.2, LEFERETR , WEMA v2.2.2 ETRE. &7
RERESREHl , R H M Apache SRIRIRAHEE £ .

- —{E&EHI dbt ER. ERRER dbt EHEEE MWAA |, BRI RIE — 5 XA =mMEdot APTIE R #RE
REE R EGitHubFE 7 E.

MR

EERE dbt EAZEE MWAA | B TIIMKRUFEEEMNrequirements. txt, WHFE—F 7T
g | FESE 24 Python K38

ERNIRETREHF , Amazon MWAA EZEMEN dot BN EME MMM , flipsycopg2.

® Note

Apache &t v2.2.2 RN FERBFHNREREEHRNWRA jsonschemaNIERFFEADN
dbt IRAF X EEZARA, EIt | #& Amazon MWAA EE dbt 3 EERE | AL Apache |
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TBRFIERT HILIE K EEH Amazon S3 DAG ERIRH , A& fErequirements. txtiER
A--constraint /usr/local/airflow/dags/my-updated-constraint.txt , &
B --constraintfrequirements.txtiM N,

json-rpc==1.13.0
minimal-snowplow-tracker==0.0.2
packaging==20.9

networkx==2.6.3

mashumaro==2.5

sqlparse==0.4.2

logbook==1.5.3
agate==1.6.1
dbt-extractor==0.4.0

pyparsing==2.4.7
msgpack==1.0.2
parsedatetime==2.6
pytimeparse==1.1.8
leather==0.3.4
pyyaml==5.4.1

# Airflow constraints are jsonschema==3.2.0
jsonschema==3.1.1
hologram==0.0.14
dbt-core==0.21.1

psycopg2-binary==2.8.6
dbt-postgres==0.21.1
dbt-redshift==0.21.1

EUTRE S , BE1 dot B H % L EZ] Amazon S3 , #1717 DAG KE:®E Amazon MWAA BEE
RINZEFTER dbt MM,

7% dbt ITH B &5 Fi# S3
HEREHE dot EREE Amazon MWAA IRIBREEA , B EESR A & L EIENIREdagsE

Bk, BEREFENE , T5EE MWAA €4 dot B8 T #FI A #usr/local/airflow/dags/&E ¥
R,

# dbt BB L& 25 S3 326
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#& dbt Ex EEF|EF# S3

1. BIEELEHR dbt AFIERMNE &,

2. EBITUTEEE S3AWS CLInn S UER A A EENRBEREENIRKdagsERIRFEA - -
recursiveZg., ZHPVEIE—ER AN T B EIbtIRAILARFEN dbt BER., MRFEHEDS
e, IESRERSERIAFEET K MTAFEUFEHK. I TESEIDtHFEAMERY
B #.

$ aws s3 cp dbt-starter-project s3://mwaa-bucket/dags/dbt/dbt-starter-project --
recursive

EALIRIEE FESRERATEN R BREBIEE RS @ dot HEJbt B .

£/ DAG RERFE dbt HHIKMERE

THH DAG fEABashOperatorf—{@ bash fp HRERFH L FE MWAA BB ERIREERIEEN
dbt fkEBE@Frequirements. txto

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="/usr/local/airflow/.local/bin/dbt --version"

AT RSB EL MR THERCER | I0FERE dbt REMKMREBTERE.

—

BEZDEE MWAA T8 , AREZEFRBCRR VIRt HRREBES.

2. 1 Apache ®RfEAENEL , #Eldbt-installation-test®/FEFIRIE DAG , REB
#lLast RunFITRZE —BRINER,

3. FEAHEBEXR®RE , EiEbash_commandEHITHEBEFIFMAEE.
4. BEHFITHTEEN K RAERFAFEEXADIETRMEEFIEEN dbt ik

ZRrequirements. txt,

/A DAG RERFE dbt MMk RE 327
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5 DAG #1117 dbt E=R

THEH DAG ffEfBashOperatorE & & A E{EFI5EE# S3 #Y dbt BB usr/local/airflow/
dags/B AR EFEEM B & /tmp B #&7 , REREIT dbt B, bash TR BRE—ERBAEZENHESE dbt
IHHBdbt-starter-project. RIFEREHNBBIEXNE HKEE,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False, start_date=days_ago(1l))
as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="cp -R /usr/local/airflow/dags/dbt /tmp;\
cd /tmp/dbt/dbt-starter-project;\
/usr/local/airflow/.local/bin/dbt zrun --project-dir /tmp/dbt/dbt-starter-project/ --
profiles-dir ..;\
cat /tmp/dbt_logs/dbt.log"
)

AWSTEBENHIE

- BAon 5% EKS M1 Fi#E MWAA FTIHEF R R V2.x B T4
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Amazon BE K Apache B A LERENREER

AIEFR AT Apache RREA Amazon FETERER , RMIEENREER.
F&E

+ Amazon MWAA P18 % KR e E

« 7£ requirements.txt Python &2 k&8

OOH|

Amazon MWAA LFRE SRR e

AERARMBRBEANREBRIRFE Apache KIRIRKZ Amazon TE TERBEHKEETE
Amazon MWAA _E £ F Bl 1 &5 SR 07 B iZ 8 18

Ak
« #7138 Apache SR 4HRERIE
s FHBRRRAE
- IR
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. BY
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. By
- B
. 28

18 Apache SR 4HRE & 1E
THRFEZRL 5| EBEH Airflow (BB IEIIE T HNIRE,
1. 7£ Amazon MWAA =& EBRK "RE, EE,
2. BE—AERE

3. BERS.

4 igE-F_io
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5. HERMMEBEHE S EEMNEEITHERE,

RTAUXFEPEFEACS@AE , R A BFTHEREL@AE,
ALEMENSEARREREBTHERE,

BERT.

© N o

WMEE—-FTH , FS2EE Amazon MWAA LR HERAEZEHE,

B e B SRR AR

B 1R & SRR FAE R F = Apache R OHEKER D . FERERRMNRE TS ER DAG EEFIMANHERE
T, MFEAR Apache RMHEERFABNFMEN | 552 Apache Airflow XY P I FRHERR
%g)‘& BEo

2¥
AEIER A Apache RITHERRER AT FMABAEIRE R H A2 A R 01
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&R LAM{E vCPUs , BEHRESAGHN —@E1TH. BEFPIEEscheduler.max_threadsA
Ascheduler.parsing_processesBRBBRIEZBRTRHNWITHERE WOTAR :

« mwlsmal- N SEBHEMEIZNERE. RENMTHESRBGHRESRER,
« mwil.medium — FEEBEMEEIBFHAITHE. RENHITHESHRBBIRRER.
« mwllarge — NMEEBHMEE7TEFNETE. RENRTHESRBBIESRER,
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BMERENE
28
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1%

Apache Airflow HEf285 1 T4EE& MBS ETHIMBUETH T, HIERSKEINN THEERFRE &,
REEHERE R TEHRE) A8, BITEF LI Fargate WRAERFRRLET , SELEKHEARKIIAL

BHRERES "2HATH. . E Worker BERER , CERTIIEBIHE  RERES "3

T, REBBETERRERRY , BRESES "KL F"EB .

B

ANEAERE Apache i TAERY Al FARRER B HLAE R R 6.

Amazon MWAA #HHEHAAHAAHAAHHAHHH

Apache Airflow v2

TN HEREIEIE 54 DU 15 F 5= 651

v2 &, F1T 10000 MRER T#1T & AT LAGE A th
o EERT  1E, #HENT
RBEE LR, B RFATHY T4
HITERHB XK
BhER, EE
WEEZE T
&, ITERE
# °] i Worker
28 "Ri. B
MEZREIEE
BIKREIHERE
BE "#TF
13 TEfrsll
AREE R B It
E,

v2 B FTHE 10000 AFFEEEE 18R] LAfE A L5
DAG EIR#11T H, FEHEMR

MITEHNTER FFRKHITHME

HE. EHTERRE

REHER. B
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ERAEER

JIES

v2

v2

L3

B MATER
#THY Python f#
B

KARTAHLT

&

True

N/A

Y| i Apache &
RERRERD X
REEFREL
#THY Python 72
R #1T T

Amazon MWAA
SERMEE
#9 Airflow E7<
Z% , UEKE
IRERAHBD
AEEIR TR

—&87

IEESY

wm, mREF—
B{@ DAG E&
+1@& parallel T
£, mMB&%E
YA DAG [F
BRFEIL1T , AT
AERKFTE
BREA, AT
F Worker T4
EIHREBER
FoeLL) BB
Hcelery.wo
rker_conc
urrency , BR
LA DAG &8 (1
40 100),

HRER

BFTrue , Apache
KRRERELH I
HEXHNE
BB AFTH
Python BREE
F, MEREIT
THEMET.

HARARARHBHH
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%
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KR AR fHRERIE ¥ERR iR EdEES
v2 KR IAN_B JKE 1. /15,0 THEENI/EY  Er LAER LR
BhiE 1TRE, WEminimum ,

%kE 1. %10, 0 BB 4> Worker

JE 1. K20, 0 9 Tmaximum{E
31T IR SRFE I
KE45K-40,0 R, BWER
BRANERT
EE 1.2 #maximumiT , Worker
SIS EOl HEESHRS
B EMILITIE
¥, MREHEN
ITHERBRHAN

BR, T2
BNkB, HMFE
BIRHBERE
ERTHEESF
B, FERKE
BB DRATERR
B, UAKFEE
ITHEHEESR

=
==N)

£ requirements.txt Python & K818

AERARMBBREBEAR Apache RAIRKEZ Amazon TETEREMrequirements. txtERH
ZENEE Python HEKMENREER,
AES
« A8 Amazon MWAA CLI 2 A2 AR DAG
« £/ PyPi.org ER XA ZE Python K FEEIHR

« J#IF— : Python Package % 5| KB RI%

« JEIE= : Python & ( .whl )

« £/ Amazon S3 @M L #plugins.zip X4

S Python ikt 339
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- FRAEEEMU N WHL XH
. # DAG B3 WHL &%

« BIE= : EEHEFME PyPi /PEP-503 A FHE LK Python MKFERAH

£ Amazon MWAA £ & LB AR

EECSREE A LR CloudWatch 588k 1S

4R Apache SR &\ BV $5 52

- BEIMHFTRR

&i Slrequirements.txtZ= 4l

£ Amazon MWAA CLI 2 A=A DAG

« WHHAE (CL) 2ARBAAERKEEE Apache RRIREMN Amazon ZE THERRE,

« CLI SEAREETRLRN Amazon MWAA £ ERBGIBRERRMRR, ETREHNITAH Apache R
MERFERFARMAE DAG, BIIAHEAMMBKYE , ARBIEF R Amazon MWAA,

- EE{T CLI, 5520 (557 ) GitHub, aws-mwaa-local-runner

£/ PyPi .org EXR XX L% Python KFEEIH
LU E2 #IR T R 1% PyPi .org 2R X 1& N Z 8 Python fkEBRERN TR H %,
218 — : Python Package & 5| AkiE A%

UTHr B requirements. txt X4H Y Python P ackage E 5|35 E Python k38R

Apache Airflow v2

1. EARMRAE. EEYERZE , URBAXHMEEMERXE , ASKREGREREWERE
A, requirements.txt® E#H 1T Amazon MWAA CLI LA |, 28 (48R ). aws-
mwaa-local-runner GitHub

2. B Apache SR EMMIMNIhEE, EEMIE Amazon MWAA £ 5 Apache ik v2 RENEH
BE | BZEMAM LMW Amazon MWAA ZAitiErequirements. txt{T88. GitHub

3. FBERAGHNRBRRN . EERTERTIE Apache R v2 REM R Hlrequirements. txtig
2, Apache KR HEREIEE Apache BT I ANREEMRA,

&/ Amazon MWAA CLI 22815 DAG 340
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£ Apache it v2.7.2 BItA , BN ERXHHBEE —--constraintPEH, MREX
RAERE , Amazon MWAA  AEIEE —ERS , MERERPILNEHESEEERAN
Apache Airflow R A

ETENBFHR , 4 (144} BRATIREWIRASE , X% (Python ##) BRARENIRE
FRAM Python MR,

WZEER Apache RARREMAM Python iR ERIERR , 5528 Apache RIRA .

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MEFRENVRER N Eixyz==1. 0E4HEREPHHEHMBEHTMEE , pip3 installifE
EHLETHANEXERREIEZNREF. NREIAEHNZERY , BT HE LK
HERRHERR PRI EE Apache Airflow st (BEFEE5. Worker H Web A iRES) FIEEER
CloudWatch g%k, MNFERHKBERMNFMEN , 552 Bthe section called “BRR IR H -

4. FHFRRD. MNZHMNDEMBRAR (==) . ERBINMILEEERIREFLZEEERBER
ARENEH.

apache-airflow[package-extra]==2.5.1

5. Python B, EXHHRRINErequirements. txtHZEBHRA (==) ., EBFBIREHLEAS
future B PyPi.org WEAEFHHEBER.

library == version

Example AEEEEER 3 fMOE 2-—EH

WEHIREAET R RENMERE, BIEM psycopg2 —#FIETE1E Apache Rt v2 EAR R
B, FEEENXHHIEE. requirements. txt

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREENEHREMRA , Amazon MWAA &1 PyPi .org ZERFIRANEH ., HARATTEE

2HEENrequirements. txt.
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Apache Airflow v1

1. EARMAE. EBYERZE , URBFXNMEBEHMERE , USREGRHERAERH ERE
A, requirements.txt® E#H 1T Amazon MWAA CLI LA |, F2H (48R ). aws-
mwaa-local-runner GitHub

2. REKRE4MMNINEE. RERAARMEERR v1.10.12 HEHEE | it 5 hitps://

raw.githubusercontent.com/apache/airflow/constraints-1.10.12/constraints-3.7 .txt,

3. MAKRER. #% Apache KR v1.10.12 BIBRHI TR MBI X4 B
#8. requirements. txtMBHFRAFWNIRERHEixyz==1. 0BEHREREPHEMBEFTHE
&, pip3 installBEZEMIETHANEAERZETENIRES,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

4. FIIHFTSER 1.10.12 R, AT M INZhBEMFMHF SRR v1.10.12 B2 () » ==i8HF
BB L EENRIR P R EME R BERETRNEHF,

fi

apache-airflow[package]==1.10.12
Example £ 3% E
THEM RFlrequirements. txt X% % SSH FIAZE KR v1.10.12,

apache-airflow[ssh]==1.10.12

5. Python B, EX#HHRNErequirements. txtFEZEBHARA (== ) , EFBIABHLLAE
future B PyPi.org WEXEFHKEBHER.

library == version
Example Boto3
THHW Rflrequirements. txt X HLEFIE 3 EMEFTRR v1.10.12,

boto3 == 1.17.4

MREENERRZERE , Amazon MWAA 1t PyPi .org RERFRETNEN. LRRATT8E
SHEEMNrequirements. txt.
£ PyPi .org ERXH AR L% Python HkIEEIHR 342
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J#IE = : Python & ( .whl)

Python RE2—BEKN , EERERRFEENTH—REEL. @FEMHE Amazon MWAA R R
MR EERRETE

« FRVEZE —WHL BERELE - ZIP WEABRIBRD  RAREABLZE  MALTHEEE

Z=

« BAOER — BUNUEEHEEANREAERE, Bt , FTREEERFpipE HRENRA,

- BEES — ERAASEENERE , THERTRSHE , B Amazon MWAA IRIE LB/ ZH
HIRATHE, HRTRBERMRBEBRNARE  ERESEFSAKENY  SERKHEFHEEN
E.

BMEBEERALT HERRZE Python BKFEBFRHE Python #7748 ( .whl ) &

Mrequirements.txt.
FE
« {£/4 Amazon S3 7 L #plugins.zip X ¥

. FAEESEMU B WHL XH
- £ DAG B WHL 8%

£ Amazon S3 F @M LWplugins.zipX

Apache RiiHERERS. THEENPEMIRET (BAR Apache Airflow v2.2.2 R EFTRA) EE & AWSIR
RN ZEE Fargate ASS LRABHIBS K BT AEER, /usr/local/airflow/plugins/*EF
BATAH Amazon MWAA 9 pip3 install -r requirements.txt Python #BfkMF Apache ﬁuu’
R B 2 BT, plugins.zipERAAREFRFLEEREFTHEAFEZENEMAER , I=2ET
THREFEFA DAG WEAEFEE. Ha, Python EWBEH , BE PEM XHHMEE YAML jz
%,

TEFFRBAAMA7E Amazon S3 AT L& &K plugins . zipERPHE T

1. TELEH WHL #ERETLpip downloadrequirements.txtfE Amazon MWAA ZR %17
2RE EH b Amazon Linux 2 BE§ LR , AR TEMER Python BREEESR,

$ pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
$ cd "$AIRFLOW_HOME/plugins"
$ zip "$AIRFLOW_HOME/plugins.zip" *
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2. IBEZEH requirements.txt. FHIEE requirements.txt EEPMHEH B & , --find-linksit
ETRpipAFEFAREMRIRRZE - -no-index , TR

--find-1links /usr/local/airflow/plugins
--no-index

Example 7£ requirements.txt F §Y B &

T Y€ HIRERE A58 F LEZE] Amazon S3 FEEETBIEE &Mplugins. zipER+, fila0 :

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA g #tplugins&R &R AHAE Hnumpy-1.20.1-cp37-cp37m-
manylinuxl_x86_64.whlR% , WA HZEELHNIRER,

FRFEEEMEI £ WHL X4

AT E o SR NA L& ESHE URL LHYIRIEM, 3% URL A ERABEEFEE , SRAI#R&E A Amazon
MWAA IRIZBIEEMN BEF] Amazon VPC F1FHL,

- R4\, # URL REHEEMNrequirements. txt.
Example A # URL EHE R

THEHIEREL AR THERRE,

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA 2R EBIEEMN URL MEURE , AR CHLEELNRES,

(® Note
#ERE Amazon MWAA v2.2.2 REFRARZRERNWIAE R ERRETFE URL,
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£ DAG B WHL 8%

RSB £ A Apache Airflow v2.2.2 REFRANFIEHERERSE , ERALNRIZE LTINS
REEMEELZEER , BITAEA T DAG BEEIEEH MamaZon MVAA £k | W EMEEE
Amazon S3 Lt :

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/
requirements/requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3
cp /tmp/plugins.zip s3://{S3_BUCKET}/{S3_KEY}"
)

1T DAG 2% , SBEALLFERMA Amazon MWAAplugins.zip , iBEMH it EE miHER
—EHE, AR, EFfMPrequirements. txt& @ --find-1inks /usr/local/airflow/
plugins®l--no-indexFHM--constraint,

7 R T AR B A R R X

BIE= : EEEFE PyPi /PEP-503 % AEfEE LH Python k3B &
LT #6432 88 AT 24 Apache RREE/NTEEEERBMIA URL L.

1. BENERAEEBANZEIIRS Apache RAMBAHEE, HI :

e foo.user : YOUR_USER_NAME
» foo.pass : YOUR_PASSWORD

2. BEiufMrequirements.txtiER. B TISBFPNFAZVLEERAENFAA URL , IR EHTE
£ Apache Airflow #HREZIENFERE B BANZR, Hla

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

£ PyPi .org ERXH AR L% Python HkIEEIHR 345
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3. BEMEMERXEFEEEMrequirements. txtER, Fl0 :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA ¥ & LRAA B

Amazon MWAA IRIFN T A EFEHK B#FEIE S CloudWatch BFFNER., EEEMHTABHE
R, 552 B Amazon MWAA #{TAE,

BRI LAIEINFO, WARNINGECRITICALEMRRIA Apache Riiac#%. ERRORE FEER
B F , Amazon MWAA EEXEZEBERNMERSBREMHEBRMN AT, flm , mMRE
FEINFOB#RERA B , Amazon MWAA €#& H5WARNING, ERROR, FIINFOHFEEBHREEET
CloudWatch BCRITICALE . HMPIEBEEINFOBREA Apache Airflow 2% , EHEERIMIR
Arequirements.txt.

@ Airflow scheduler logs

Log level
Specify which types of task events to log

INFO

Log info and higher-severity events

CRITICAL

Log critical events only

ERROR
Log error and higher-severity events

WARNING

Log warning and higher-severity events

INFO

Log info and higher-severity events

1£ Amazon MWAA =34 LA B 346
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EC8E T2 A Lt CloudWatch 50818

B L RR RS B RE TERBEMFMdags E R KA Apache Airflow 588k, T %25 BRER 87 a0a
£ Amazon MWAA i & FBREERZES Y BEEEEE |, AR WNME AFEEE L1 Apache Bk
CloudWatch B3,

£ EMIR requirements. txt

£ Amazon MWAA 124 EBRK "IRIEL HE,

BE—ERR,

£ [E54R) B PIRIE Airflow HERZES SR 8RB A,

£ "requirements_install_ipie8& &R, FIRIBFLEE,
LEZEEINCLEEREFHNENFE , i1 /usr/local/airflow/.local/bin, flf0 :

o & 0N -

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. REAEMHEE , URELEHRBERKRPBEIHR, WRBLHER  LURSFINRLTIA
BHVEER -

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

¥4#3 Apache SRR ERAEN HA A EEER

"Nﬂ‘ﬂﬂﬁﬁ Apache SR EAENE , UBFIERRE UaEAEMBEEGRE., £ Amazon MWAA
, BOEEEEINMRETRANSRERERRE -

Broken DAG: No module named x

MR ETE Apache Airflow EAENEREFEILER , kR TETEFERrequirements. txtiERH &4
ERMEMK

A LR CloudWatch FC8&#E 347
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B 8% 2 Bl 1A 2 SRR

REE AWS Identity and Access Management (IAM) FE9 AWS bR 5 [ i 25 58,57 Ul 55 R BER : 50 55 i3
WebServerAccessFF 1] , FEEM IR IEHY Apache RRFEAE T HE.

FHUEH Apache BRERENE

1. 1& Amazon MWAA =2 & LB "RE, HMHE,
2. EE—ERE,
3. EE TEREAR UL -

#iflrequirements . txt =i
B LA fErequirements. txt. THIEHIFERATES NWHESRZEEINIIEE,
Example PyPi.org fl/a# @1k FBEMAR

BT Z\B URL EEHRZH , IEEEEIETE PyPi .org WEHBFERAL--index-urli#®E |, flNH
Z] PEP 503 tHAMFHE URL,

aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

#ifflrequirements. txt Rl 348
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&4 Apache £7iH Amazon & TEAREEIEMNIEE

ERE#EZEAR Apache Airflow BY Amazon 2 & TERBZEMNMEMN AWS SRF RNV AIFEME. TAM
MUBENEBZARIBD . BRMEBELE AWS BRARNMED D WEERER , UEERESHHNE
PR R L MR TEE, NEERPAMLEER AWS 7 AR EEE Amazon MWAA IRIEH[E fE
BESH.

(® Note
Apache RRIEEF LR FEEFIZ%E Amazon CloudWatch E{E,

W& B Apache BRHVFFMERA , 552 Apache &R UYL P AV EC SR EEEE 12,
=8: ]

+ £ Amazon MWAA | ESiz81 8

- BMREKFLE AWS CloudTrail

+ 7£ Amazon #EF R B CloudWatch

+ B9 Amazon MWAA R ERRAE R

- FIMEFRR v2 IRIFIEE CloudWatch

« EARK Amazon MWAA IR 2. THIREREEE

£ Amazon MWAA Lt Bt

AERAAN AWS EE12 Apache RIRIREZ Amazon & THEREMN R,

AR
« Amazon CloudWatch i
+ AWS CloudTrail #fit

Amazon CloudWatch #i&

CloudWatch & AWS R AIER RREEE , TRERIBRETZMN SR ENEERIRTE
flo BULUERELERRBREER. (tERTER , AREERRPETER , HUHBIEE Amazon
CloudWatch F i & FFLIRENEEMREE,

R 349
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Apache 7 E#&E5RE A& Apache RAIREM Amazon BIE TIERIEM StatsD FEZ 21X ZE] Amazon
CloudWatch,

BE—L T, BB TER Amazon CloudWatch ? ,

AWS CloudTrail #EiA&

CloudTrail 2 —ER#ZIRTE , 124t Amazon MWAA FR{EHE. AR AWS REAEIRZE/ENET
8%, [EFRWEMET CloudTrail , &7 LAHIET M Amazon MWAA 3 HIIEER. IBHERM IP #hut, 18
HERHOAE, REFERNEE , UREZAFPRENEGBFRENR,

EERAER  F2BETER AWS CloudTrail ? o

MR FEREC# AWS CloudTrail

AWS CloudTrail 827 AWS {RF I , BEEEMIRE LA, CloudTrail 528k IAM E = AWS
FRASFrERENAYSEED , B8N Apache Ri7iEY Amazon SE TERRE , EE5C# A CloudTrail B4, &
ALEEEAERRR, EEMNTHEEL 90 RIWEHE L CloudTrail #, CloudTrail #2EX Amazon
MWAA T4 FNRESH |, ARY Amazon MWAA API BIFRE IR, ©AEHEEMES % |
ffltnGetEnvironment , B{PublishMetricsEifF, AERBB UMM A CloudTrail 2KE# Amazon
MWAA K= 4,

AR

o EHREIEHHF CloudTrail

« B CloudTrail BB L LR GEH

« EHIEPF CreateEnvironment

- RESR?

EFEIEHIF CloudTrail

BEEZEVER , DURR AWS tRFPIFENS 4 , B Amazon MWAA WEH, BH#EA
CloudTrail #% B &R FE| Amazon S3 #FEETE. WRETEINER | BMHATLUE CloudTrail £
BEETPRETANEHELLH, flun , FAKENES CloudTrail , &8 LA Ef @ Amazon MWAA
BHMFER, REBRW IP i, REBROAE, REBRVFEAREMFRAERN. EERAR
7 E2EAEN AWS IREEMIBHM,

AWS CloudTrail #i& 350
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LA CloudTrail E4E S &I EH

B AR E A ERERC , 1 CloudTrail T &PREHIMBE 00 RORENZEMSH, flw, &
AU HEEEERBEEN, EXEMER AWS IRFFHEIR (HIa IAM E£R & E A4 AWS EIF) 18
BNENH, BERAERSE  F2HEBEESE CloudTrail £ £ C#EE S,

1. BARK CloudTrail £ 4,
2. BESHELIH,
3. BERZLEMANEH K AREE [HBEEHHEER]

E HEPF CreateEnvironment
B —EEE  BEEEHUHFERNEARNFREIEEN Amazon S3 FFETE,

CloudTrail R ETE —HZERLHKER . SHRARREBTARENE—FR , LISAHERBIENHE
BE , GlE/EN B BMERE  REBERSE. CloudTrail BEXHTRLAHE AP AN EFHER

R, WEAREUEH REIEFER. TH€E6ARRDERMEE® 2CreateEnvironment B)ERY

CERIEH., FMEABALrflowConfigurationOptions T RERA MR RE.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "@@©123456ABC7DEF8HIJIK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "012345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "00123456ABC7DEF8HIJK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "@12345678901",
"userName": "user"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52Z"

}
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}
I
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",

"errorCode": "AccessDenied",

"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",
"ExecutionRoleArn": "arn:aws:iam::012345678901
"AirflowConfigurationOptions'": "**=*",

"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {
"SecurityGroupIds": [
"sg-01234567890123456"
1,
"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]
1,
"Name": "test-cloudtrail"
1,
"responseElements": {
"message": "Access denied."
},

"requestID": "RequestID",

"eventID": "EventID",

"readOnly": false,

"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

®REIR?

o THEEI{AE ¥ CloudTrail XEMN AWS RIEFME SR CloudTrail &
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:role/AirflowTaskRole",
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£ Amazon FEF SR B # CloudWatch

Amazon MWAA ] LA 08 %5 857 B 5688 3% 5] Amazon, CloudWatchR A A E — (U B8 S ERE
M5CEE , BB Apache Airflow TIEIEBS TEREHER  MASEHMBIMAETIE, BXEE
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BRI 2 Bl

o BUABEETLEDTRIBEEEEN AR CloudWatch, MMEFMET , F2E FEL Amazon MWAA IR
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SRR

Amazon MWAA & & Z AR SE Airflow B8 BIEE Y — @ AFEA | YA B HIA R BRIRIERH
B9 CloudWatch HEEEHH, CEFEMNDEERNMT : YourEnvironmentName-LogTypefil#n |
MRBMIIRFE B BAirflow-v202-Public , Bl Apache fFK TIERCSF2EEFEAirflow-v202-
Public-Task,
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YourEnvironmentName- DAGProces DAG REHREEES (BE DAG ERMWHESID
sing 7) NS o

YourEnvironmentName- Scheduler RnHIEREL N .
YourEnvironmentName- Task DAG EE M T &E,
YourEnvironmentName- WebServer RRMBETETELE R EE,

YourEnvironmentName- Worker

R TEREN DAG HITH — 820 ELEMNCH
&

B Apache K%

AT LAFEINFO. WARNINGELCRITICALEMR LA Apache Riic#k. ERRORE FIBZFLHER

B

, Amazon MWAA EBEZEBRNFIERSREMEBRN B, flW , WREEINFORER

BAF B3 , Amazon MWAA €% HE5WARNING., ERROR., FIINFOH & B Ei%% CloudWatch
HCRITICALSE.

1.

6
7

2
3
4.
5

a
b.
C.
d.
e.
f.

f£ Amazon MWAA £# & LR "RE. HE,
BEE—ERE.

BIERE.

BET—%,

BETH S ECHEE !

£ [BE1R] BARHIERE Airflow BEREBRFCEREHAE.

£ [EER] B HIERE Airflow Web fa] BR 28 RC S B¥4H..
£ [ER] ERPEERR TSR

£ (B B LIZERR DAG R HE A,
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T 45 Bl WA 25 SR 57 A 8%
T EiEREA MM 4E CloudWatch £ & H#4R Apache R EC&1E

1. 7 Amazon MWAA & EBRK "RE. EEH.
2. BEE-@ERE.

3. 1 [EERR) BB EREERE

4. ERHBERFEZ-—MEBREA

HERE 2R FC SR E 5

B AR BERE R HE R TE RN B rdags BRI R HY Apache Airflow 5C8%. T Il BB B anfa]

£ Amazon MWAA T2 & FBREEIZES Y BEEEHE |, AR WME AF £ E L1 Apache Bk

CloudWatch B,
£ EME requirements. txt

1. 1 Amazon MWAA F# & LB "RiE, HE,
BE—(HIRE,
£ [B548] B HIRIE Airflow HEI2ES50888¢4E,

2
3
4. 7 "requirements_install_ipic#&E AR, FIRIBLEE,
5

BEZSEICLEERETNEMNBE |, (YR /usr/local/airflow/.local/bin. #liA :

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))

Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/

appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. REAEMHEE  UNELEHRBERRVBESHER, WRBLHR £

AHVEER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/

airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/

airflow/.local/bin (line 4))

SRR

W3R

AR AR P R 27 SRR AT 8%
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e | BEEFRRMEEHEE Amazon MWAA IRIBHNEEAREE,
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B, THELXBIARIN, ELEVIRER K KAGREA BB Amazon MWAA IRIBENISZEEE,
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Y
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S
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- ERELEE
« BRERR
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- BRESR?

BE
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EIiRRE

fEREEE
BREER LT ATRERYIRRE

OK-iEEIREXECENRERN,
« ALARM - EEHKRERNEEEHREN,

« INSUFFICIENT_DATA - B RRIFKRELEHIEE

BRI R A B
BHEERARME R

— U &b
BTRRRE,

BARIE

f"|||

T

it

BRI R T BRTAY BB RAR , SABR Amazon MWAA IREFEFTEEZEN B &R

THIBESR

RAXHINABRENELAERE B BRRTEUNESEEE,

E.

« QueuedTasks-EBRATHIMREN TEEH ., HEZE Ap executor.queued_tasks ache RAEE.
« TasksPending-Bl{TEFFREENEBHE, ¥EZE Ap scheduler.tasks.pending ache R &

(® Note

T EARMHEFRR v2.2 B EMRA,

* RunningTasks-#{TIEFFETHEHEEE, BEZE Ap executor.running_tasks ache ik
Eo

LEE
SchedulerHeartbeat-Apache KRR EHEE2E THE LHITHEARE ., HEE
scheduler_heartbeat Apache RAEEE.,

TotalParseTime-1Z#E MEAFTE DAG X

IRFTENWR., HEE Ap
dag_processing.total_parse_time ache RAEE,
ERERR

TERRTAHPHERENELERMEUNEEERR.
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CloudWatch Dashboards Airflow-MyAirflowEnvironment Switch to your original interface

Airflow-MyAirflowEnvironment ¥ & 1h 3h 12h 1d 3d 1w Custom [ C [ v || 52 I

QueuedTasks MyAirflowEnvironment i TasksPending MyAirflowEnvironment i
Count 1.00
1.00
0.50
0.50
0 0
15:30 16:00 16:30 17:00 17:30 18:00 18:30 15:30 16:00 16:30 17:00 17:30 18:00 18:30
® QueuedTasks @ TasksPending
RunningTasks MyAirflowEnvironment i SchedulerHeartbeat MyAirflowEnvironment i
Count Count
9.0 1.67
45 0.83
0 0
15:30 16:00 16:30 17:00 17:30 18:00 18:30 15:30 16:00 16:30 17:00 17:30 18:00 18:30

® RunningTasks ® SchedulerHeartbeat

TotalParseTime MyAirflowEnvironment
Seconds

0.038

0.019

0

15:30 15:45 16:00 16:15 16:30 16:45 17:00 17:15 17:30

17:45 18:00 18:15 18:30
® TotalParseTime

fEH AWS 7=
SO LEALLT AWS #0285 B a2 M1/ Amazon MWAA IBIEEEZIRBREREBRIR, TR

$r¥FTE Amazon MWAA IREFRERET BN THEENHEREEE AR MER I CloudWatch &
o

i
1%

« CloudWatch Amazon MWAA 9 {& 5=k & 1L
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£ A AWS CloudFormation

&) LUGE A L BSE A B9 AWS CloudFormation BIRE &R E 2 U BEBE KRR CloudWatch , ARETE
CloudWatch T AFBE R , LEXIEAREEREHRAERBEKRNEY, EEFALREREREL

H&  FSBETEAWS CloudFormation & LB UHE, EERBERHEEERR , F2RERAE

AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y"': 0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
BT ERIRAE RE 5
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"region": "${AWS::Region}",

"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
},
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMwWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"metrics": [
[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
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"Environment",
"${EnvironmentName}"

1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat

${EnvironmentName}",

"period": 300
}
},
{
"type": "metric",
"X 12,
"y oo,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
},
{
"type": "metric",
"x": 0,
"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

BRI ERRANE R
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"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,

"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300

} 1
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MEE (Amazon MWAA) #1TBUER F E EHENE.

BT 1 ARAIEBRFEER

{
"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey",
"kms:RetireGrant"

5 2 : HfAControllerLambdaExecutionRolesh

{
"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:RetireGrant"
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{
"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com",

"Operations": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

BT 4 : AR Fargate TR RSB R IR

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com"

"Operations": [

"kms:
"kms:
"kms:
"kms:
"kms:
"kms:

Encrypt",
Decrypt",
ReEncrypt*",
GenerateDataKey*",
DescribeKey",
RetireGrant"

REERRMMEEFEENER

MREZEKECHEFZE KMS £38E5 Amazon MWAA BEEA , RIAAE SR EMINT I
5, LA7LFF Amazon MWAA £ A SRR INZE BRI E R

ERAEFEENEH
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MREFAR Amazon MWAA BB EFEZE KMS £ KRR EHTEA CloudWatch , IEHEE
& MBERLAALFFINE CloudWatch k. WMHEFMERN , 2B < CloudWatch E£EH AWS Key
Management Service IRIEINZEHEER >,

T3 HIR KA CloudWatch MR A, BUKAEBREREHIE,

"Effect": "Allow",

"Principal": {

"Service": "logs.us-west-2.amazonaws.com"
3,
"Action": [

"kms:Encrypt*",

"kms:Decrypt*",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-west-2:*:*"
}
}
}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) 2B EE S L2 iR H AWS EIRFEHE AWS B
%, IAM BEIEERFIHLE A TTLUEIR B HRE (BA) MRE (EEHFT) , LUEAS Amazon SEITER
2R Apache Airflow EiR. 1AM 2 —IBEFFHENTER I EAN AWS BRI,

A EFERME Amazon MWAA Za[E F AWS Identity and Access Management (IAM) BYEZABIER, &
EE—-5 THRUOMEE Amazon MWAA NFEUE |, F2E. EEH Amazon MWAA RIFHFE

B 8%

ks

- BASDRBE

- FAIEERFIE

- AFEAERB AW
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 §¥ Apache B 5 7 @B FFEE Amazon & T/ERE
- Amazon MWAA #1a 88 IAM & Bl F

c/hes

&5 AWS Identity and Access Management (IAM) B A REEFIFRE , EEEUAREIE Amazon
MWAA F#1TH# T4,

fREFERE — WREFER Amazon MWAA IREHITIE , AIEBEESSATRREMAMENEAERTET
A, EBHRFEAES Amazon MWAA THRESERR THER: | BABEEEENANS T, THREDFTNER
FRAUBMEOEESEREBRNTT. NMREHEEFE Amazon MWAA R THEE | E8E. &Y
Apache & & 2 # 5 MFEH Amazon ZE T/ERE

REEEE — MREBEELN T Amazon MWAA EIR |, B gEHEE TEM Amazon MWAA 1FEUE,
SR AE RS 2 4 I AR 75 5 FH 35 FE T2 EUIBRLE Amazon MWAA ZhEERI &R, 12E  BSEKBEREHKEN
IAM BEEE , REFLREEAENGTT. RELEERLNER , TR IAMNWELEGS, EEE—S
TRE LR IAM B2 Amazon MWAA #BEEA , 5528, Amazon MWAA ZI{aEE IAM & BEL A

IAM BEEE — MMRERE IAMEEBE | St E 7 B IUNTRBEBERLLEE Amazon MWAA ZEUERY
HMMEH ., EERSETE IAM PEABN Amazon MWAA B9 BEBESHH |, 5528, Amazon MWAA
5 0 55 B B BUER & 451

e R & o REw e

BBEERAWS FASSRBZANAR. BHLEL IAM EHESE D HMER IAM BEETHE (BA
AWS), AWS IRFRERE

B LAEREIR AWS B2 BRI RIRIEHNFERE , UBESF 2B 5225 A, AWS IAM Identity
Center (IAM &2 L) FHE, ERARNE—EZASSRFE , UREH Google = Facebook & A&
HMEBESH2ERBNNES, BUBESELEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZERA A#8%h, MEZE AN
MEF AWS |, FBERAWS B A EREERTHIAMEAL AWS IRF.

MRE AWS UEXERFTHNEE , 5 AWS RHEERAZEMN (SDK) MaswF A E (CLI) , AERK
WRBLUMNMBRFREBER, NELFTFHAWS TE | BIXNEBTEREBER, NEFHEZN S8
THEBFERWFMEN , F20 IAM FHEREBEHRHNEE AWS AP| 553K,
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EREERAMNES P RES L B EERHENANZTEHENRA. I, AWS BEEREHEAZEE
FEE (MFA) REMEFNEZ M, WEFEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHABIEEFNE AWSHERASEEZRF (MFA),

AWS IRF RERE

BRI AWS tRFE , BER—EEASDIHE , X80 TTBEFIXIRFFHMEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAEARELIRFHNE FEABUHENBRTEA
REHW, BARBETEUREAERZEARER. RELHREAERE , WHARHTARAHAR
ERERITHER. UFELEBNTREE , THFEURERAEZANGEY , F2680 (AM EAEF
EE) PHEEREAERENER.

IAM fi£ i & M A48

IAM EFEREABNS D , B AWS 1RF BE-ASSHEARANBIESNT, ERESTEKET
BEE A MARBEAEURMIBRE PINBRBANEFMEER) B9 IAM EHE, BRORBEEARMITE
BAERMBEN IAMEAE  ERChNENISR, WEEZER  F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM B#ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS. flU , BABEE—EEA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHAKANKRYER K EBACERHERERE. NFE-—STH A F2H IAMERE
ERPNEY IAM ERE (MEFE) VR,

IAM B

IAM AERE AWS IRF ANEERETINE D, BELIAM EAE , EFEBFEN ASHEEE,
OB AEE | EPEEET IAM A€, AWS Management Console &0 LUEIBFEAY AWS CLI 5
AWS API fE¥ESRFEA BHFT URL RIBEEAE, NEEAACHNSLESHEENR , F28 IAM EAE
EEPHNERA IAM A,

FREREEN IAM AGETHERHIEEER :

- BMESPEREFN - EEOBMEESERSTT , BEYAG , YAABERT. EMESDE
TEIREN  ZXE/7HACEVRY K UERTHAGERNGTYT. NFEEHSACHMEEE
A, F2EIAM EAEEETNAS=FFoRHERYAC, WREFEA IAM Identity Center ,
AISEERTHTE, BEHSIRIETUFIMNASR , IAM Identity Center 5 A 85 1AM FH
AEHER. NWEARTUENEN , F2 8 AWS IAM Identity Center fE A E BB T £,
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- HEIAM ERAEFT - IAM FAESABTUET IAM BERERKHHIETERATRNFT,

- BIRFFEE - SRUER IAM A& , AFTEIRFHFNEA (BENEFEA) FRERFFNE
R AERRTFEIRFEFIRENTIESN. B2 , HRELREE AWS IR , &7 A% KRS E 25T 0
AER (MTAREAACKEARE )., EETHRBRFFIEACNEREBNEHENEZR , F2E
IAM EREEEFHN IAM AEREEREABENEE,

- BRBEHE — BFL AWS BRI FRAHEAM AWS RIEThEE, i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XY 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACSIEARKEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T ETRINFERE , I E8H FAS FR, BMEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERER) .

- BBAE - REACRBHREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURNMREREAR, NMFESEF , F2H IAM EREERTNELAGURIRFT A
AWS BR¥5.

- BREREAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaEmEREE
AR,

* 7£ Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HTEE LATHERARE
ALK B AWS CLI 3 AWS API FB RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
Ho, MEEZENA , F2EH IAM EREEETHFA IAM B EREFFFAiE Amazon EC2 #H1TE
BTN ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAM EAEEETRNEYL IAM A6 (MIFEA
&) R,

E AR EEFEUE

WA LAE AWS BRI R R EHKMIME AWS B9 B RERREH W EFER. RRAIZR—EYWH
AWS | BB S ERBINEREREE K STEXRHER. AWS EXSHE (FAE. oot FAESAR
THERER) BHERE , FMHEEFRR, BRPNFTRERBAFIIERHER. KZHEFEAE AWS
LA JSON XX REEEP. WFE JSON BRNHEBNATNELHEEN , F2E IAMFEAE
FEEHR JSON BURBLE,
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EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BERAITHLEE 1,

HEREBERT , ERAENACRKRAHT. BERTEAEHEMFZERITIFENT , IAM EEET
BEY IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERXEENFTA , B EERMELERHMTRE, Sl , BEBREE—EAFF
iam:GetRole BIEMBEE., EBXRAIMMERE AL AWS Management Console AWS CLI, =
AWS APl BR8ABEA,

B o BEER

SoRBERE KM ME 55 (Flan 1AM £AE, FAEHESRAR®) ) JSON FAIBEXH#, EL
BURT 84 5 o EMEEG T MEERIANTHLESRSE, EETHRNAEI S ERBEE | F2H
IAM R EEEPNEL IAM BUEE,

BoBERRUE-SOERARBRIAZERR,. ARBREEZARINE—FHE, FEAIAR, X
BRI R B IR , SRS EMMEIEN AWS 1RF. SEBRGE AWS ZEBRNEFER
HRHE, BEETHMNMAEREBREARBKEEE , F20 IAM EREERTFHNEZEBERNAR
E&%Fﬂ%;go

BEREHR

ERABREZEETERN JSON R, EREBRNEE REFIZ IAM ABEEBEN
Amazon S3 REEIFBBER., EXEEREBERNEREF , REEEEUUERACAREHEEEER
WFEEER. HRMBENER , BREERIEEN Z B I LERERATHNE LR EMEFYE
THTHEE, EHXEEEREBRTEETE, TISEETUGIERS, FHE. A, ABEEHE
;o AWS RIS

ERAEBRRVARZBRBEFNARBEK. BEZENERSERNBERDPER IAM B AWS ZER
Ho

FERFIFE (ACL)

FEUEHIEE (ACL) ATEFIBLETEAN (IRFKE. ERAENAG) BEFTNEERNTT. ACL EH
REREBER , BEMTEM JSON BERXHFHER.

\

¥

Amazon S3 #l Amazon VPC 2% & ACL IR &6, AWS WAFEEH— TH#E ACL , 382 H
Amazon Simple Storage Service % A E5REFA M FEUZHI/EE (ACL) #EE,

EABRERFEE 394


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

Amazon Managed Workflows for Apache Airflow EREEmR

HtBREH
AWS XEEMBFIERNFRAEE, SERREETRERE REREBERTENKRKAF T,

- FARRE -FUEER —EERTEE , IHERES > EBERERT IAMER (AMFARAESAR)
WRAFAT. BUUABREETTRE. AMELENTISRERN S 2B BERMHEAFFATRARHR
£, 8 Principal MU EEFEAESIAENEREBRITEZEFTRARRES. AIEEEK
RHNARIERHEBEXAT. UEFTHENEZHBENR , F28 IAM EAFERTH IAM
BRrUEE,

- BRIFIEFIKREE (SCP ) — SCP 2 JSON Kt , ARIEERHEMSEMEN (OU ) HEKER.
AWS Organizations AWS Organizations @ —EAR D HEMEF EBE R ERE AWS IRF BENWZE
R¥. BEMAEBTPOMEINGE , SR LS REIEHIBEER (SCP) EARIEARAAERS. SCP R
FIKBIIRFHERNWER , IFEEE AWS IRFRFERAERF . WHEHAMT SCPWEZHBENR ,
52 B AWS Organizations £ A EIEMFH SCP EES R,

- TERERBX - TERBRBRRE—BERESK , Sl EEBREEEANAIRNEIACRBEFER
ENERIERER  FRSBEE, FEEIERBNFATEREAERACH SIS RBRMIE
PEERBURMIRE, STt IREEREBE. MEEERRTHNARIEERHSBEETRAN. WEE
ZEH , F2H AM EAEERETHN TEREBXR,

ZRBREE

HEERRERERIFBRE  HEREANAUTEERAEMR. EMHBLIER, BETHNFAESIRZE
HREHEE AWS BERBAFFR , F2H (AM EREER) FHBRHEEE,

RFFERERE B CRIFFA

e flE REMMREYEE |, 0FF IAM EAERREEIGMERAES ST NARRZEBRER, WEHRE
BEEXEE LHLURAREFTHRER AWS CLI 3 AWS API TR LB ER R,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

&H¥t Apache R & 2 # B MFEH Amazon Z& TERRE
FRATHEA GBS E RS EFER Amazon MWAA # IAM B ATEEB S/ 3 R RS RE,
FREFELE Amazon MWAA R #E{TIR/E

R AWS Management Console FFEELZEHTHENERE , EXABKEREUSKRHE, &
NWEESRRUEFEAEZBIBRNAL,

REZEFBEHIT iam : PassRole

MBBIRB R EZEHTiam: PassRoleBEMNIERAL | BINBEEFENBERUAFEKACERE
# Amazon MWAA,

BE AWS i A ESREACEEGERE R MARBUFNEBEALIRBEEAER, NFEH
THER B AR ACEEEZRBAIFT .

EBAN IAM FEHEmarymajorERMFEH T A TE Amazon MWAA FEIITEIMER | &34 T 5 &6l
R, B2 , BERERREEFEREACR FNEY, Mary REKABGEEEZRRENETT,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WX AES , AFFMEIIT iam: PassRole Bk,
MREFEHE , FHEEN AWS RREES. CNEESREENEZRE.
BEEARFFE AWS tRF LA AEFZEED Amazon MWAA &R

BENRY—EAE  BEMRFTNERAEIEEBATNASFIENER, BT UIEEZ R
LEEENHENEXAR. HHXEERERNBERIFEUEHIEE (ACL) AVARES , &I LUE A ALK
RRE T AEFHUENERET T,

MEFEE-—FTH K F2EAUATRE

- ZE T Amazon MWAA BEXZEELINEE , F2 8. Amazon MWAA A EE IAM #HL

- EETHOTREHEMEGER AWS IRF WFEE 28 (AM FAEER) TPE8EEN S
— AWS 1RF B IAM £ f & R EFEER.

- FETHRIMIEERFIERMEE=H AWSIEF , F2H8 IAM EFRHEEEFHEMHRE=S AWS
WRF BEE W FEE,

- EETHRIMIDEBHE F o REMEEIE , F2H AM FREEEPNEFIERHEENIETS
SRIFENEAE BIESF D).

- FETHEAACHNEREBRETEIRFFRZHEANEZER , 28 IAM EHEERHH IAM A6
HERBEBRNESR,

Amazon MWAA zn4{a[Ed |AM &8¢ {5

Amazon MWAA R B 9@ B AEBHBUER | i$FF TR E Amazon MWAA BIERIE R, ETH
Rz &E Amazon MWAA ERFEVER 2 BET IAM IR EZRE 6| | 552B, the section called “ZHL
Amazon MWAA IRiE”

% EHS Amazon MWAA FE ftt AWS RIGINMEE IAM B EEN SRR | B2 IAM FHEE
MR E IAM EEFEHABNAWS R

Amazon MWAA B 2 3 BI B B

FHIAM BDEBE | SuUEEAKRRIEENSENMER , UREMAERGET AHRIELS
E. Amazon MWAA XERIFEEIE. ERMFH L,
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THIZERRBAMAERA IAM £ EITFA JSON BR, WEERREHE Amazon MWAA BRI IEEF
.

HEMEA JSON BURIRERR RE L BUR

1. & A AWS Management Console YRR G D R FEVEEE RS |, BUEA https://
console.aws.amazon.com/iam/.

2. EERINEZEEREP , BIZF Policies (BX),

WMRIE B IEE —IXEHE Policies (B3) , 2R Welcome to Managed Policies (Bl A Z E I
R) BH. 1##E Get Started (BIZAEEA).

3. HEEMEIEW , i#$E Create policy (I HEXK).
4. TEBCRimEESRT , B#IEF JSON EIHE,
5. B AT JSON BUIRXX# :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

]I

"Resource": "*"

}
6. EET_io

@ Note

&R LARERFtD 4R BALER JSON fREERIEE, T , R EETEENERBLIRERR T
BET—F  IAMRARERBENBRER  UWEHFHRBRERERETREL. 0F
HAEF , FF2E IAM EAEREETRNRABREE GRS,

7. ERBEBEVARL , AREERVHNBRBABRREBEHR (ZR), MRLWBERPERNGT
", REFEHBERAR FRIFF .
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8. 1#EiF Create policy (B BUR) R FENFMBUK,

ERTHEHE JSON BERAERNAETR , F2H IAM EAEERETHN JSON BERTESE,
BF

EEEWLER AWS JSON BERRIFEEH AT AFIMBLERS, hHMIEHR , TEEEEFERGT TN
YA EERITHEEE.

JSON BURH Action TEHRE T AR AFHIEBBR PR EMF, RRAUBFEEFREBE
AWS API EEBHREIN AR, B LEHISMRR , FIENL BHARFE AP RENERFFTEMF, E—
LEEXFERRPNSEBE, ELBEHNNBERBIBKEE,

HREEABERR THTHBBB T,

BRBRIANX XA B E Action 5 NotAction Jt&E. Action TEEIHBRAFKNE
fE. NotAction TEEFHF RFFHIENE,

$T¥ Amazon MWAA EENEER R T &7 LAEH Amazon MWAA #11THE#, Detective FHIBER
BEEEBLTRIR : airflow:,

BUERBRAFT (*) RIEEEZEEME. BTN EAZEENBFEREFTE  mMARMER 5T

ELEE | HlM , environment.

EEEE Amazon MWAA BIERE | B2 IAM FAEIBETH Amazon EE TEREE ¥ Apache
RREZMEE,

Amazon MWAA 5 758 51 Y BUER #5451

ZERE Amazon MWAA BUR | 5528, EEY Amazon MWAA IRERFH

KFERR , IAM FAENARKREEILHIEH Amazon MWAA ERHVERR, b tEEFER AWS
Management Console AWS CLI, = AWS API #1117 T{E,

IAM EEEHXARY IAMBER , BFEAENAREEEER LHITHE API EXNEFT, BEF
EEREVARLEBEBCRMMEFTELEFTFTH IAM £HEHEE.

/A Important

RPEZRZEA IAM ACHREEEAERREM Amazon MWAA BRIV FEE, B RAEFT
ZHEEMMNE IAM ERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Managed Workflows for Apache Airflow EREEmR

£ Amazon MWAA iz &
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e flE RE MR EE |, 0FF IAM EAERREEIGMERAES ST NABRRZEBRER, WRE
BEEEEE LFUERNRF A AER AWS CLI 5 AWS API TR LB EATHERR.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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- RABUEEMRIB 25 {8 Apache R TEER ?
« Amazon MWAA BREXEH A Amazon VPC S 78 ?
. 8
- FABLIEERRERRERRE Worker ?
« BALMEREYT HET#81E CloudWatchi ?
- DAG , R®#8 , EENHMEE
3 0] LABE A PythonVirtualenvOperatorif ?
« Amazon MWAA #FI¥EY DAG XHEESZRKRE ?
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« RTERN DAG X2 E# Apache RRER ?
« E A LR IR Brequirements. ixtH & Bplugins.zip sk 1§ ?
« BftERTE Apache B v2.0.2 EEBBHHRERETRRMIEL 2
« FRATLUER AWS Database Migration Service (DMS) REEIE ?

X B RY R R

Amazon MWAA ¥ IHEF SRR V2 X K2R ?

EE TH# Amazon MWAA X EMIhEE , F2E. EAM Apache Rk Amazon R EE T/ERE
AT ERZEERAK Apache Rt ?

B RAXGHHMN ( BEES ) Apache RRMZA Apache Rt v1.10.12 HRAEBREAHN L L BE,

BB fE AT ERRA ?

Amazon B Apache RREZELLT Apache KRR,

@ Note

« 1% Apache &3 v2.2.2 Bi#A , Amazon MWAA X BEHE7E Apache R E MRS L&
Python 3R, HEBEHMBETAHER,

« & Apache it v2.7.2 Bith , BHERNH S EIZE —--constraintPEH, MRER
RMREH , Amazon MWAA  AEIEE —ERS , UBREAZERPIENEGHREBEEFEAN
Apache Airflow RAHEE,

MBEBRERPREGAORNFMET , FSEZEE Python KK,

e R 25 SRR AR B R &5 SRR HE = e 25 5% 7% PR Python k<

v2.8.1 FIHFTRM v2.812  MEFRMv2.8.14  Python
i1 R

v2.7.2 TR V27228  MEFRMv2.7.24  Python
i1 R

XEHRRA 413


https://airflow.apache.org/docs/apache-airflow/2.8.1/release_notes#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.8.1/index
https://airflow.apache.org/docs/apache-airflow/2.8.1/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2/release_notes#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.7.2/index
https://airflow.apache.org/docs/apache-airflow/2.7.2/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
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ERAEER

Ba] 1R 5 SR AR AR

v2.6.3

v2.5.1

v2.4.3

v2.2.2

V2.0.2

MELERER HREEN Apache Airflow BEREBEE Amazon MWAA BRIEMNFAE

FEERERENREA) , F28 Amazon M WAA BB IER.

Amazon MWAA f# T BERRZS ? pip

B A B SRR e A 5 SR 7 PR 7 Python iRZx
PUIRZE SRR v2.6.3 8  MHFRMR v2.6.3%  Python
ZiEE R

FIPRZ R v2.5.1 8 FIIHE SRR v2.5.1 #9 Python
ZEE R

FIPHE R v2.4.3 2 Pl PR FF SRR v2.4.3 £3 Python
ZEE R

P bHEF SR v2.2.2 & FIIHZ SRR v2.2.2 # Python 3.7
ZEE R

Ba b & R v2.0.2 & Bl PR EF SRR v2.0.2 £3 Python 3.7
ZEE R

HRETMINTRA v1.10.12 BIRE , Amazon MWAA %% 21.1.2 iR, pip

(® Note

Amazon MWAA T &pipét¥FIMHZE R v1.10.12 IRFEFH K.

HRENIT Apache it v2 R EIRARIRE , Amazon MWAA %% 21.3.1 pip o

(dEESY

R IEZ AT ERRE R AWS Step Functions vs. Amazon MWAA ?

# (aFERS

1. SBALAEA "Step Functions. REEERIZFFTE , A& "Step Functionsy AILAFAZELUME —
EHTEN—BEMETENER,

414


https://airflow.apache.org/docs/apache-airflow/2.6.3/release_notes#airflow-2-6-3-2023-07-10
https://airflow.apache.org/docs/apache-airflow/2.6.3/index
https://airflow.apache.org/docs/apache-airflow/2.6.3/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.6.3/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.6.3/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.5.1/release_notes#airflow-2-5-1-2023-01-20
https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-4-3-2022-11-14
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-2-2-2021-11-15
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-0-2-2021-04-19
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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2. MRBEEBITREIEREREEREN —KMNEIE , IR BIEA Step Functions 2 Amazon
MWAA, Amazon MWAA T ZZFEARKRRIEEE , #REEEFEAN AWS ERPHR{ICITHE

.

IRIEBIE
BEREREZLIFREEE?

B ZRBRSA 10 GB , M Amazon ECS Fargate 1.3 8. RAM AR EBHERAEBIEENRER
Bl. MBBREFFRINVFMER , FSBEE Amazon MWAA RIEHEH,

Amazon MWAA IRIBEFERANAREXERKAM ?

Amazon MWAA 1IR3 2 7£ #1T Amazon Linux AMI F9#1T{EE EZE K,

R LAERH Amazon MWAA IRE D B ITIRGIEE 2

AXEBETE 5. Amazon MWAA £ A7 Amazon Linux AMI LB EZMNE %, Amazon MWAA €18
BEpip3 -r installAREFIEZE Amazon S3 EEFEETEM requirements.ixt ERAIEEMNERY
17, W EHMBESK,

Amazon MWAA HIPAA BEHZEHRE?

Amazon MVAA fF& Health R AT MR EEER (HIPAA) Eig, MREE—4 HIPAA EERB 18
HER (BAA) AWS |, AITJLAER Amazon MWAA BRIEFE 2022 £ 11 A 14 B ZREILMWIRELE
I Z{RE Health EFA (PHI) B TERRE,

Amazon MWAA RE X EFERHITEE 2

Amazon MWAA B BIF X & Apache RRHIFETE Amazon EC2 SRERFTEEER, HR , Amazon
MWAA IRIZE A LA fE LGS B R 4T BB , 5120 Amazon EMR F Amazon EC2,

Amazon MWAA 2B XX EBETHEE ?

B EAEH S Amazon MWAA B BER BFTM@E , BT TIIER—EEHE :

- HREENEMEEAREFZIELN Amazon MWAA S8 | BATLUE A Amazon CloudFront £
Lambda @Edge #REEMENIRIE , W BFTBHEBEEZE, CloudFronttlFE R RARIER
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-pv13
https://aws.amazon.com/compliance/hipaa-compliance/

Amazon Managed Workflows for Apache Airflow EREEmR

EBFTRENEMETMEF | 5526 Amazon MWAA £ 17 E 20 Web Al iRE§HY Amazon
MWAA BET#ig g6l GitHub

- WREBFE Web RIREFZEERN Amazon MWAA ZFE8 |, EATLLEEA Application Load Balancer
2% (ALB) #4REE [ Amazon MWAA |, 4 BETHREIEBHEE ALB, FEFHMEN , F2E the
section called “f£ A Load Balancer (F&)",

E AT LA SSH EARMIRIZ ?

Bt SR Amazon MWAA IRIBEAR X SSH , (B2 [ LAEA DAG X#1T bash o8+, FA.
BashOperator i :

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

)

& 27 Apache RREMENHE T 82 DAG , FEA :

{ "command" : "your bash command"}

RITEVPC Ze MR EFTEARZSRAA?

BREIYBEERSERA , KRR FE VPC v R ZEE L mMEXEHFMERKER, NEik
— T FFS B the section called “#&H) VPC £ %",

E AT IAM R EBRE T E A ENRIER ?

BT LOEIBTE P iE ERIE R BRRFIZEL AWS Identity and Access Management , 1B 2 7] B4 EFiR1E
AWS ERAFELFEA — NREAETUEE—ERE , RUUERRERE,

KA LATE Apache R TEE L Z R R EFEIRE ?

& Apache RRIREE LIRS EIBRERFRETLEAB L, Apache A TEE AT LS E EHIRE
7/tmpHY Fargate REsF N EEER,

SSH 77HL 416


https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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® Note

#R#E Amazon ECS Fargate 1.3 , BEKFREZEERH A 10 GB, TREREBETHKSEMEHN
Fargate RSB L1E1T , XEHIREFEATRN /tmp XK,

R LIS EHEIB 25 1 Apache BRTIEEE ?

B HMRBTLITE Amazon MWAA E£12 5 LIEEHR P 25 {8 Apache KRR LEE , BEETMLIEBER
ENEEE , E—EREPRERS 50 @, MFEFHMENR , FSRFREMEFE,

Amazon MWAA & EHL A Amazon VPC =+ F 5 ?

Amazon MWAA T EH K Amazon VPC A 7. SERIIIRBEZIA Amazon VPC fE
RERZEIRRENIRFA#E. T8 , B RER Amazon MWAA 1RFS I=F'El’J Amazon VPC ¥ H
BHA VPC, MEFHMEN , YEEMRERHZIELA Amazon VPC KIEEHI , 752B Amazon VPC
HEREEREP N E PN E B EERR R,

BE
ERBLERIORER S ERE Worker ?

Amazon MWAA & E5#QueuedTasksF# A , CloudWatch S ¥/ B 2 & ERunningTasksTE &R IRE &
®RE Apache R IEE. MBEE—F TH , 208 EENEE,

E o LAERE T BT84 CloudWatchif ?

A7E CloudWatch F#& £, T8 , BB EFE A BETIEEN DAG CloudWatch, MEFFME
;A , 52/ the section called “fEfH DAG BABETERZ,

DAG , R#E& , EEMHEtEE

A LAEFAPythonVirtualenvOperatoxr s ?

Amazon MWAA I REAMEE |, (BER LM FEA. PythonVirtualenvOperator
PythonVirtualenvOperator MIFERNIBE I , 552 R the section called “HESHEHRISH
PythonVirtualenvOperator "
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-pv13
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
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Amazon MWAA S BI¥THY DAG XHEEZRERE 2

DAG € EH#I{¢ Amazon S3 FArBRE L R EMNIIRE. MREHE — @AY DAG £ , Amazon
MWAA KIFEE 300 W e RRERFER. MREEHBREMN DAG , Amazon MWAA KNFEE 30
MW ee BB ER,

IELA{E (¥ DAG 4 300 ¥) , HHRIRA DAG WERT 30 ¥ , WM Apache RAEREIRIE , 2 5HE

A Apache B7i#HRE1®Edag_dir_list_interval. min_file_process_interval

RTERE DAG X R B Apache SREiR ?
ST R FBEN TRRAR LR

1. BELNATEACETESZHAMN Amazon S3 FHFITEFA, MEE—F THE | 552F Amazon
MWAA TR,
2. BE Amazon S3 REFTRERCRERRLABFREMAKRAES, WEE—STH , F2E 5

Amazon MWAA ®@firir e irir FRririr F AT AT T
3. B DAG BEZXH. flm , FHERE DAG #HHME— DAG I,

RO LA RIRErequirements . txt T ¥ Ekplugins.zip=iE ?

Bal , —BR7T plugins.zip 3 requirements.ixt , FEERIIRFEPMBREM , ERMEEZEEEMEM
B, EBEHE , NEERBRSERAZHANFS zip BR, NFE—FST7H , F28 MR Amazon
S3 M,

ATERTE Apache Rt v2.0.2 EEEHXEF BRI ERAVEMS 2

HERZL£EH , Amazon MWAA £ Apache RIRBERRSNVERBHERSR K MATEERE
£ 2.0.2 RIREM Apache RRMBE A IRET L ZH#EAHEN DR Python MAktE. BETRHABEXTE
Amazon MWAA 7E£ AWS Identity and Access Management (IAM) FERF& & # Apache RiRERE.

EEAEAEEEBEMARES ELZENBERNM Python KM | RPEBEMFER Apache Bt v2.2 &
EHFRARIFHIRE, Amazon MWAA BEEERRAFTRR v2.2 RESRANBEERRSS EE%
Python B{& 4 BT AHER.

B LAER AWS Database Migration Service (DMS) 2{EE1F ?

Amazon MWAA X D MS B& /&, T8 , EfEER 7% REE Amazon MWAA IR EIBIRY
Amazon Aurora PostgreSQL F## & R &E B E E#TEE,

Amazon MWAA B8 DAG XHEEZRER/ ? 418


https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#dag-dir-list-interval
https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#min-file-process-interval
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/dms.html
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Amazon Managed Workflows Managed Workflows Managed
Workflows

AEFERBPEEAR Apache KR Amazon 28 TIERE LEMA Apache Airflow RFATEEBEINE R
BIEMEEER , URARELIHBRNERI R,

Ak
- SEPEAR : 7 Apache Rt v2 I DAG, BB, B bR
© BRR

o REEEHZ Secrets Manager =

o WATE R B #1T A B KB Bl Esecretsmanager:Resource Tag/<tag-key> Secret & I 25154
K ERERH ?

- RELEREETR
s RERAEAENETETIRNER
« Web fAliRas
BIFEURAEARERAFEYLE Sxx 558
- BEI "HEEFRLFREET, R
- £
s REIENEBFERRETHK
. cLl
- 7 CLI H#85% DAG B , REZI "503, #5358
« AftEdags backfillF M R7 CLI kB ? BREMRATE?
- EEXEE
o B S3 EIEZE U FIPermissionError: [Errno 13] Permission denied§&i2
- SEEHEAE - DAG, B1EE. E#HEM Apache Rt v1 PR HE b RERE
« ¥ requirements.txt X4
+ ¥ri8apache-airflow-providers-amazon &8 23 #Y IR IE Kk
o BHX
« ZEMFEA Amazon DynamoDB BE FFURE| "M DAG. $#RFAE
- RUKE 183 DAG : REHE R psycopg2 KSR §53R
« REMA Slack BE FRKE| TEEHN DAG, HBRAL
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« BRRF T RESTGCP/ I FEEEFEBigQuery
o BRUWE THEIZEM DAG : REHA A Cython on FYEHE | $5ER

- BEXEE
« REABigQueryiE & FINBEREIFAE
- B

« RELERZE Secrets Manager &

« BRI LTE '<DB-identifier-name>.cluster-id FiEE T MySQL RFEES, <region>.rds. I 5§
i%. COM

« Web fAIfREE
« RIFfEfFFABigQueryOperatore B FHHK Web FR#E5 5
- REINFIBERRREREE Sxx 53R
- BB "REERLUTFREET, R

- E%
- REIBNEBFESRTA

+ CLI
« RTE CLI F#53% DAG BFEZI 503, #8588

o EEHERR : B FEH Amazon MWAA IRIE

« FE# requirements.txt

o RIBET RN —EFMRArequirements.txt, EFERNBREEERIB 20 9
- SEER

- 5% MWAA REXEBFEIIEAENE?

. REHBBELTE Amazon MWAA K ibiB1T8 FEBATS U Bl BRERERE
Amazon MWAA FSI{THRIMBIER , RETHRNER LR AEMHES, AftERRES
BN 2

- BUBER
. RECHEE S3 HBNEENEE
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- REFAE—ERRIWERE , 2EHER "BAGE, $#HR

- REFAE—ERE  CHREERS "R,  BREREHFE Aiflow Ul i , SER
"RERBIRNTEEE 1502 FHERAEEI . $#HER

- REERE—@ARE K BENAFER —HERFHS
- BHIRE
- REFAEQURIER , BEHMEAHN
- FEUIRE
o TE|EFHR Apache Airflow Ul
o EREEHEME . CloudWatch Fe#%1EF CloudTrail $558

Er
G

- RETIERNEZAF , RERUWE "# Cloudwatch HFEEBEEUER A5, #8588

- EBEH , BEFEMHF

+ 3 & 3| —18 ResourceAlreadyExistsException " $§52 CloudTrail

« BED "EMEERL $EER CloudTrail

« I1E Apache BB BFEFEE "HTE 64 Lt Oracle FAFwmiERNE : (libcintsh.so : &
EHRBAZYHER REEENERSE &,

s RERNFAERFBFEFEER psycopg? "RIEET = /\FEEA 7 3E#E

s REI BITEFBREEKES %s EREK (%s) , BEEHERN DAG REAFHERH
%s

s REZF "#EE log group BEUREHF |- P IREBB-EEAFER . * { DAG_ID} /*
{* TASK_ID} /* {* B§R9} /* {* n}. A56., . ERMEISEES

SR HERR - £ Apache B3R v2 Y DAG, BR¥EE., ERENEMEE

AEMERERA Apache Airflow v2 Python fBfik i, BEFT/AMBRERX. DAG. BREE. ER. EHEM
Web RIRESEIEMNMERF R | B sE2BEM Apache RHRIREN Amazon ZE TERE.

« REEEBRZE Secrets Manager &
o WMATE R B FIT A R BE P BB secretsmanager:ResourceTag/<tag-key> Secret B2 E 4R E

T Syt 221
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- RELEREER
s RERAEAENETETIRNER
« Web falfR=%
- BEINFEVEERRSRAFEE Sxx #5638
- BEI "HEEFRLFREET, R
- %
s REIENEBFERRETHK
. cL
« 7£ CLI H#53 DAG i , EZ| 503, 5=
+ AftBEdags backfillP A ZF R 7% CLI ts Tk ? BREMRGE?
- BEEXE
o B S3 HIEE U FIPermissionError: [Errno 13] Permission denied#&i2

E AR

T 5 EBERABEREA Apache Airflow EHR DR 5 F H L AWSE ¥} B i 7] sE UL B RV 85 3R
REEEEZE Secrets Manager =X

BETITR

1. BREFu{AIfE+ A Apache RIRER TS S E 7 F#the section called “5%E Secrets Manager”,

2. ERFRUMITEEHE Apache RIEE (test-variable) A ZBFHZEM|MAWS Secrets
Managerfi — B HERREE,

3. ERTHEOMEAZREIT Apache RRIERE (myconn)EAMESMAWS Secrets Manager¥f 4
— 18 P 1R B ROmIE .

MAERNEITACKEPE Esecretsmanager:ResourceTag/<tag-key>
Secret EE R RMAHNEIRREI ?

® Note
EAR Apache i 2.0 RRE RMA,

ER 422
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Bel , BBEFEAREHTACTNRGESRIH b ERRFIRERF Secrets Manager Z 577 ,
iE 2K A Apache Airflow F1FE B A EFT .

RELESEER
BRETISER

1. fEF aws-mwaa-local-runneron fE AR EH DAG, HEITHAEHERF Python HAXMGitHub,
2. #T5IIEHEHEEEIRERN requirements.txt,

apache-airflow-providers-snowflake==1.3.0

3. BTIEAFIBEEMN DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

#R Apache Airflow E#R¥#HEE T 5155 &/E4E

1. BB ID: B _E#E
2. EEREH . ER
3. E# A : <my account>. <my region if not us-west-2>. EFTE .com
4. #MZE : <my schema>
5. & A:<my user name>
6. =&
7. E#EE : <port, if any>
8. EH:
{
"account": "<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
i -

>>> import json

ER 423


https://github.com/aws/aws-mwaa-local-runner
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>>> from airflow.models.connection import Connection

>>> myconn = Connection(
conn_id="'snowflake_conn"',
conn_type="'Snowflake"',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD",
port="'YOUR_PORT'
extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse='YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='YOUR_REGION')),

- )

RERRFEAEN HHETERAER

FItHF RRRHE T Apache RiAAFRETHWEZEERER. ©EATREKEE URI Z/RE , MAEE
R NA, MR Apache Airflow Ul R EERSEAR |, AT AERA B AEREAREEER URI F
&, PINGER HTTP EiRE A,

EBTIISR .

1. 7£ Apache RAMFEAENETRIEDEE MWAA BHMNEFER | (A Amazon MWAA RiE F %
2 Apache RRIHEREH,

2. ®MRTE CLI &I Apache REBRN A EERR CLI i 58E,

3. THRWMEIE Apache RREAENE P EREAERE AR , SUETE Amazon MWAA L Apache
RAREAENEPELFEANERBREEREESE,

Web fa] Bk 25

T 5 EEERASRTE Amazon MWAA E&H¥ Apache K8 E A R3S AT s BI RV $8 35,
REINFEHEEARIF[E L Sxx #5538

EETISR

1. #E Apache Airflow #HREIRIE, BRBIEES Apache KRREEEEN RS BERY (HIWAWS
Secrets Manager) B EH#ERE. WEHE—F 7T , 552 B the section called “HREEERE
Secrets Manager 3"

2. ®BErequirements.txt., WHEENRR "8EH E4ANHEMERXEErequirements. txt#&
B Apache R RRAHEAE

Web {3 iR2% 424
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3. RWREXHHIEE Python IKFEEIRM Frequirements. txtik , FS B 1E requirements.txt
Python EIE#KFEE,

HED "HERFLUTFREET) &R

MRHFRF[UFREEHTY , KRBUNKHRIIZRE—@E "OBk, , 28 DAG TReFEHRE
Apache Airflow 1 , T B EHEER T1E,

BB TIISR

1. WEFREHN VPC Z2BAAFHEREETRATFIGL32, FEIEZBSHEZIBIREN
Amazon Aurora PostgreSQL F#EE R ERIE, RMLKRAE , 54 Amazon MWAA 588 | 85
REZHK, MBHE S TH , 552:H the section called “&H) VPC ZEHFE",

(® Note

« Aurora PostgreSQL HF#EE R E R HIHE MWAA IREEEN —Ib2 , EENAWS 1RF.
- EREMHERREE SRR ARNAL , MARBERERR,

2. MRIBEBERHIT , EERAHRHIZEE | HIUMEGMELZELANRIRERBEH, ELEEDREY
FERICloudWatchie 8B 4E |, TEERIZM DAG, ABEXNERREEREEE. NEE—PTHE B
S0 ESiE igE,

%

THEERPBERRE D EH Apache Airflow TAERJBEMBIRYEER
BEIEVEBFEIRETX

WMRER Apache RFER "F1E) IRZEK , RABBEATUTIER

1. WREAAXEMNER DAG, B4 DAG NBE , XMTRIEMVER (PIMBELHEER) LUAKHIE

I:Xo

a. JRETIr DAG % YERMA. MREFEANRREAERIAB 50% , BAsEEHRBEE Apache
RAHERESR. EEEHCloudWatchEE R MEIZIEERE. BR , WECloudWatchit # 48 H
# DAG JEIEE%F%_EO EEEMSG LT Apache Airflow fAREER ERE(L , ELHERTER
EEnEwEEA,
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b. EERABERRMEBRBREVCENREME , 528 Bthe section called “Apache R 3K
BESER" o

FHIFAIREEREB T, ERESRETAER &, MEBNAET (MEEZEM) , HEFHEA

THI8 THER/RIBE F K TEFERBAKE I ECloudWatch, EEERATRER BN T 5 R E e

==

a. WMREHTHIFHEBRBREFMEANTHERE , M/ EBBHRAEEREFEER TEILE
FEHAM Worker 2 BIHEA TSI KE T,

b. MREHTHIHEEBEEHITRENRE K BELREY DAG RRBHTH I/EEE , M/
=G I Apache Airflow Worker B & /ME.

c. MREEHFAEEREENEEENNBEEMIEEZR , BREIECHATIIF , HM
BERSETE AN TEIEFN/SHIE I Apache Airflow Worker B & /MBS

d. &ALUMERAAWS Command Line Interface (AWS CLI) FH EHIREG O REEELREHH
1TH#Y Worker (B TR LR,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

e. HEFRANBRBMEZABREMENREME , F2Bthe section called “Apache R
BETNER

BITPAEEMRELE T4 | B THEESERAIT/ERSE , ME Apache Airflow RREE— 515

THERTEL, EBERTREARTIRRAMmMELE -

a. MRAF—ARETNEZ 6 Hh 1) EREBERENNRERE  RARR 2) £0ERBER
BATHHERR , BREE 3 ) MAVIEREABERK.

b. Amazon MWAA ZB#FIEEMT RN K BEHREEREESE —EXRH. EE ARG+ ,
CEBEREM Worker, EETFEHATHIN TIETRESER Worker EBEREFH , MAE
EMBRASR[RE R,

c. RMEBLEMRETPNELSEIHRE, 5 —EREILFAE DAG MITENERE , UEREL
ROITERE,

d. ZBEUUESPNIEABRERENREFEAIFAR , UERGEAEBHRAEER. £H
AWS Command Line Interface (AWS CLI) FIVEFIRE® T , FHHAE Worker &/ HE K
YEREAMEE , LEAEBRAEER,

aws mwaa update-environment --name MyEnvironmentName --min-workers 5 --max-
workers 5

%
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e. BEFRANBRBRMEZARIRBEMENREME , F2Bthe section called “Apache &k
BETRER o
4. MBHENERER TEEET) RE , KA LUERERIEEELRER IR AN, ETEERNIE
REHRAEERTHBBREDHITH Worker BB, UTERSERTBZTENEN,

@ [Bf| movie-list-dag [ athena J recshitt | airflow @ @ a

o EBEEZRIENER , REBER [FRR] (MEFTR). iETZE Amazon MWAA fiR TEERR
1 BHl , Amazon MWAA X ¥ BT ML DAG CRASRER , IR EFINER , 1E

EHRDBRE,
List Task Instance
Search~
| Actions= | =
Clear

Set state to 'failed’
| setstate to ‘up_for_retry: K 1d
| Setstate to ‘running

ite_redshift_t
Set state to "success'

) movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

5. EERAEME Apache RATELEWER , 3828 Apache RRSEERPHIEE.

CLI

T 5| ERERBFIEE T Airflow CLI 5 BRI BEU B AV $EE2AWS Command Line Interface,
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1£ CLI 53 DAG B , ZEFE S| "503, #8555

R CLI ¥ Apache RAMEERMRER LHT , AARBHLTHERR. BEZZSTEEHT 4 4 CLI

ALA
AP o

AftEdags backfillFMHZE R CLI iRk ? BREMRAE?

(® Note
LLFARAREBE AR Apache Airflow v2.0.2 IR,

ERE A Apache i CLibackfill @8 % —# , W HEEREEE(I DAG ZBIEAHIIM A DAG ,
M CLI 2B AR WE DAG, £ Apache Airflow v2.0.2 8 Amazon MWAA RiEF |

AR CLI P HTRE R ERERRS LZENAHESNNER , HmEXS LR , BEFgny
Fbackfill{E¥, MRZVREPLIEEMERRGEH , AlbackfillIBERK T,

A TEEMETbackfill CLI &% , HMEEBE bash EERFHFFAT., 1 bash EERF
|, backfillf#® Worker B , Jun‘F DAG FIhfEdr , RAFMEBELEMNERM PLGUIN AT E %
g, UTEHIBRIMAERRY DAG , BashOperator LA#Tbackfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

EEXRE

T EERAERER TR ATEWREIRVE

a
N0

]
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REMR S3 BHEZEZF W EIPermissionExrror: [Errno 13] Permission
deniedég:s

MR BERFE A S3Transform BE F#H 1T shell 55 , W HUWEIPermissionError: [Errno
13] Permission deniediffRFAE , RMIBRBEHT ISR, TIHTRRBRREEHRENW
plugins.zip %R, MREBER I plugins.zip , FSRELEBEEAM.

1. f£H aws-mwaa-local-runneron FEA#RIEEH DAG, BET/NHERXF Python AL GitHub,
2. RIBEN TEi, AR,

#!/bin/bash
cp $1 $2

3. (W) macOS M Linux EAEAREFTENIT ISR T , LBRESTHT T,

chmod 777 transform_test.sh

4. ETIEIFIEEIED plugins.zip Fo

zip plugins.zip transform_test.sh

5. FIRBA plugins.zip LEZ] Amazon S3 FH S ERETIRIE,
6. FBIKBRELFE MWAA £ & EIEE plugins.zip IR 5 BRHETT,
7. EBI T35 DAG,

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
file_transform = S3FileTransformOperatoxr(
task_id='file_transform',
transform_script="'/usr/local/airflow/plugins/transform_test.sh',
source_s3_key="'s3://YOUR_S3_BUCKET/files/input.txt',
dest_s3_key='s3://YOUR_S3_BUCKET/files/output.txt'
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)

8. FEMKERAE DAG 2N EEZE Amazon S3 FH S ERHETT,

SEHPERE | DAG, BEE, E#RM Apache R v1 FHYEtEE

AEMNEEIE Apache Bift v1.10.12 Python #H4ktE, BET/MEMER. DAG, #BEE. ER. £
Web fAIRREEFEIBH R AR , LA REETE Apache RRIREM Amazon ZE TEREFHIBZNEE,
AES
+ ST requirements.txt 34

+ F¥8apache-airflow-providers-amazon® 8 I A IR 1E K
- BEHX

« BTEEH Amazon DynamoDB EE FHFURE| MBIER DAG, SEERAE

- RUE 1BIEH DAG : BEHR A psycopg2 MR §53R

- RIEMEA Slack BE FRWE TEEEN DAG. HRAL

o« RUEB T ZEAN/GCP/ & EEEFEBigQuery

- BRIKE "B} DAG : RE R A Cython on FI1EHE, FEER

- BEXESE
« EfEABigQuery;iB E FIRFIFHERAE
- EiR

- RELEREER
- BEELERE Secrets Manager &

« IRMEETE '<DB-identifier-name>.cluster-id FIE#EF I MySQL fRIEER. <region>.rds. &2 .
COM

« Web Al fiRES
+ RIEFEEFABigQueryOperatore B KK Web FR#EE5 885
- REINFIBEARSREESE Sxx 53R
- BB "REEFLUTFREET, R
- £
- BEIRNEB FERRTAR
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- FR1E CLI H#53% DAG lFEZF "503. #HER

B # requirements.txt X4
T EERPBEEHF requirements. txt.
Fri@apache-airflow-providers-amazonZEH K IRE LK

apache-airflow-providers-xyz{£EEFIHF KRR v2 A . apache-airflow-backport-
providers-xyzEEftHFE KR 1.10.12 A

TRAER K
THERERBPEEHIT DAG Bl sEWR BV EEER
L EFE A Amazon DynamoDB BEE FRFULE] T8 H DAG, #HERAL

BETISER

1. A aws-mwaa-local-runneron E AR EE DAG, HITAEERF Python MM GitHub,
2. BUTB4aFMEEHrequirements. txt.

boto

3. BRREXHHIEE Python IKEEIHRM Frequirements. txtik , FEZBE requirements.txt
Python EE#KFEIE,

U E B8R DAG : RERA psycopg2 HIIEHR' 558
BETHIIER -

1. fEH aws-mwaa-local-runneron FEA# AR EH DAG, BET/EERXF Python HAKMGitHuUb,
2. BUTABRFMEIErequirements. txtf Apache RiFRRAH, Hli0 :

apache-airflow[postgres]==1.10.12

3. BRREXHHIEE Python KFEEIHFRM A requirements. txtix , 2B E requirements.txt
Python B K818,
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KEMFA Slack EE FEFWE "HHEH DAG, #HRALE

BRETITSER .

1. fEF aws-mwaa-local-runneron fEZAR# BRI B DAG, HIT/HAEHERH Python HAKMGitHub,
2. BTHEHFBEELEY , requirements. txtIIEELRH Apache RFRAS, 40 :

apache-airflow[slack]==1.10.12

3. BRREXHFHIEE Python KEEEIRM S requirements. txtik , EBSBE requirements.txt
Python EE#KFEIE,

RIE T RERT/GCP/ KB EEERBigQuery
D& MWAA EAEEE Linux , EEE4TERAH Cython FNZRE, BET YT

1. f£H aws-mwaa-local-runneron FEA# R B K DAG, BET/NEEXF Python A GitHuUb,
2. BUTHHERMBENrequirements. txt.

grpcio==1.27.2

cython==0.29.21

pandas-gbhgq==0.13.3

cryptography==3.3.2
apache-airflow-backport-providers-amazon[google]

3. WMRETERREBEREREF  BIATLUER .

grpcio==1.27.2
cython==0.29.21
pandas-gbgq==0.13.3
cryptography==3.3.2
apache-airflow[gcp]==1.10.12

4. BREEXHHIETE Python fkEEERMN Frequirements. txtiE , S BITE requirements.ixt
Python EE#KEE,

FUWE TR DAG : 'BEHR A Cython on HIIEHR , R

B MWAA EASEEE Linux , EFEESEMRAM Cython, BET L
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1. A aws-mwaa-local-runneron EA R B E DAG, HITHAEHERF Python MM GitHub,
2. BUTB4aFMIENrequirements. txt.

cython==0.29.21

3. Cython EEREMFE pip IKIBRA, Fltn , FHawswrangler==2.4.0%
Epyarrowq 1.0,>=2.0.0, At pip3 EFRZHEpyarrow==3.0.0 , EF DAG EZEH
B, RMEZHRIEERENEZRA, flm , MR &pyarrow==2.0.0FEZHIEE T &K
& , awswrangler==2.4.QRI$E55 % , W Arequirements. txtREEH, HRERERENT
iR

cython==0.29.21
pyarrow==2.0.0
awswrangler==2.4.0

4. BREEXHHIETE Python fkEEERMN Frequirements. txtiE , B BITE requirements.ixt
Python B K818,

EEXE

THEERACEREE FRETREKEINER,
R AEABigQueryiBE FIRTISERTS

DHEE MWAA FXEER Ul IEXDENEE F, ER TSR

1. {#/ aws-mwaa-local-runneron FEAS# AR M DAG. HETAHER T Python Ak M GitHub,

2. HEEEREEAMEEE T<operator name>.operator_extra_links = Nonexz# , &
DAG F¥iBERENITRESLEMIEHR, Hlun :

from airflow.contrib.operators.bigquery_operator import BigQueryOperator
BigQueryOperator.operator_extra_links = None

3. ZALUEIBM ERRBRMEEGPRAFE DAG FRLLFE, MEEH , 552 the section
called “BH E & i1 K& #PythonVirtualenvOperator ",

EX
THIEMRIEIEMER Apache Airflow AR £ ELAAWS E 1B 7] AEU B 3528,
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BRELEREE®

EBTISR

1. A aws-mwaa-local-runneron ZEA#RIEEH DAG, BET/HERXHF Python Ak GitHuUb,

2. M T5IEEHEEERIEN requirements.txt,

asnlcrypto == 0.24.0
snowflake-connector-python == 1.7.2

3. BTIEAFEEEMN DAG :

from airflow.contrib.hooks.snowflake_hook import SnowflakeHook
from airflow.contrib.operators.snowflake_operator import SnowflakeOperator

#7E Apache Airflow ER¥H4H I = T 53R 518 /1EAE !
1. BUEWMRID : B¢ _ E#R

2. EEREEER
3. E¥ A : <my account>. <my region if not us-west-2>. ETEETE .com
4. #MZE : <my schema>
5. & A:<my user name>
6. =&
7. EREIE : <port, if any>
8. HI:
{
"account": "<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
filgn

>>> import json
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>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="'snowflake_conn"',
conn_type="'Snowflake"',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD",
port="'YOUR_PORT'
extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse='YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='YOUR_REGION')),
5 )

BELEHRZE Secrets Manager 3

BETIISER

1. BFNAES A Apache RIEMRNE RE I B i®the section called “5&E Secrets Manager”s

2. BEREEIMITE &Y Apache B E (test-variable) FHRRFEHZMAWS Secrets
ManageriR — B iHEFRRE S,

3. EHTHROMEFEHZBEST Apache RRER: (myconn)EAME £ MAWS Secrets Manager#i A
— 18P 1R & RmIE .

3% # L 7E '<DB-identifier-name>.cluster-id EEZEI KA MySQL AR5,
<region>.rds. 52 5. COM

Amazon MWAA N Z 28 RDS Z2HHEFEEMARA , TEAFHLETIRARE, BETID
B2 .

1. 8 RDS R84 , LLAFFRE Amazon MWAA ERMAE iR 2FENERE,
2. 8% Amazon MWAA MERFAZRZ £EE , ALK E RDS T2 HENFERE.

3. BREMYITENIME , YwERRHPCloudWatch# Apache Riticsk , LAFERR SQL EHREK
i

Web fal B85

T3 EEERARTE Amazon MWAA E&H¥ Apache KR8 E Al iR 2F AT s BIRY §5 38,

Web {a] Bk &7 435
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I IEEF FBigQueryOperatorE® B3 K1 Web FRIEES 58 E

BRETISER

1. Apache RS (HlBigQueryOperatorH
‘BQuboleOperator®)operator_extra_links AIEEEE H Apache RiiMEE MRS E#, &
LRESBEFABRBMBREEN Web RIS , HRREFEE , ERTANN. EREEEARR
X2 B THRENE , SUEH DAG HHEE T .

BigQueryOperator.operator_extra_links = None

2. f#M aws-mwaa-local-runneron ZE AR 2 H DAG, BET/EEN M Python B GitHub,

REINFERE AR 24 5xx tHR
BETHIIER -

1. #Z Apache Airflow #HREIRIE, HEREIEE S Apache RAMEEZENRSIRER Y (HIIMAWS
Secrets Manager) B EEH#ERE. WFHE—F 7T , 552 B the section called “HREEERE
Secrets Manager X",

2. B&Erequirements.txt. BRENRR "B E4ANHMENXEErequirements. txt#&
# Apache RHRRAHER,

3. BEREXHHIEE Python KFEEIHFRM S requirements. txtix , 2B E requirements.txt
Python EIE#KFEE,

RED "FAEERUFRIEET) 54

MRFRB[UFREEHTY , KIBPIRHRIZE—E "0k, , 280 DAG T EHRE
Apache Airflow F , T B SHEE#H T4,

BEETISR

1. FERRIEHM VPC REeFEAFTENERBETRMATIGL32, FEIERBESEERIIGREN
Amazon Aurora PostgreSQL F#EE R ERIE, AR AE , 5% Amazon MWAA #5788 | 88
MPEREKR, MEBEHE—F THE , S E the section called “&H VPC ZL2BUEE"

Web {a] Bk &7 436
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® Note

« Aurora PostgreSQL F#E R ER T EiE MWAA RIEEEN —B0 , EEHAWS 1RFE.
- EREMABREREE SRS ABNEX , MARBARER,

2. MRBEBARIT  URHARHZRER , fAIMERELZERABHIERBER. ERHEPREYH
FE®CloudWatchiC sk E4E , TEER/EHY DAG, NHEXNERREBEREF, NBE-LTH B
20 ERNER,

1%

THEERABEREREH Apache Airflow TEATREWFIRI SRR,

HEIEOVER FEDARTX

WREM Apache RIFMER "1, REK , RAIBBEATUTIER

1. WEEAXENER DAG, B4 DAG NBE , XMITRIBNWER (PIMBELLHER) LUAHIE

%o
a. RAEE DAG RECRA. MREFEANIRERERIB 50% , B e2FABEE Apache
KRABEERS. EEEHCloudWatchE2E R TEEMERE, BE , 2ECloudWatchid #4148 #

# DAG REEEIBR, BEHMA EA# Apache Airflow #BREFR{E(L , NEAIEREIIETRED
BEXo

b. BEFRANEERMEZABRRERENREME , 2 Bthe section called “Apache &I
BETIER
2. AR AREEREIR, EEESERAEN "8, MEBNAKEI(E (MEBEEREEM) , REPHEA
{THIE TEMN/RWEF N TEFHEREKE I ECloudWatch, EREE R AJRER HA T 5 E X i %
e

a. MREFITHIEHEBEREMEHRTHIE  N/REEHREERERBERTELIP
FHAM Worker ZBIHEA TSI KE T,

b. MREHFTWIEEEEBEEYHTEREMNIRE , BELREL DAG ARSTHIEEE , F/
=18 i1 Apache Airflow Worker B & /)ME.,

c. MREEHAEEFREBEBEINBEEMIEECH , EAEIECHEATY , BEREHE
TE AR T/EZRE M/ I8 Apache Airflow Worker BI & /ME.
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d. &ALUMERAAWS Command Line Interface (AWS CLI) FH EHIREG O REEELREHH
1TH#Y Worker (B TR LR,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

e. HEFRANBRBMEZARRBEMENREME , F2Bthe section called “Apache &I
BETHER"o

3. HITHUREEMBRELTIH , EEITHESETRATIERH , M Apache Airflow FIR G —F 15
THERTEL, EBERAUERHARTYERMEAL: -

a. MRAF—ARETNEZ , Hh 1) EREBERENNRERE  RAEBR 2) £0ERBER
BATHHER , BBEE 3 ) ¥}?E’J1H§?J§Z}3H%?o

b. Amazon MWAA EBHi8EM TR , EHRAEEREEE —ERG, EE_—EXRH+ ,
CEBBREM Worker, EEFEHATIIN THETELSER Worker EBRERFF , MAE

7E M BR 2 25 B 2R
c. RMZBERNREPHNRIETHE, 5 —EEFERRE DAG MIFENERE , UBFREL
REITEERE.

d. ZBEUUESEPNIEABRERENRETEAIFAR , UERGEAEBHRAEER. £H
AWS Command Line Interface (AWS CLI) FIVEFIRE®R T , FHHAE Worker &/ HE K
YEREAMEE , LEAEBRAEER,

aws mwaa update-environment --name MyEnvironmentName --min-workers 5 --max-
workers 5

e. HEEFRANBRBMEZPRERBEMENREME , F2Bthe section called “Apache RiRAI X
BETER
4. WMREBHEBEN "EEET) RE , B LUSKREBRIASEERAERIT LK, ETEENR
BEBAEERITHBRREDHITH Worker BB, TEERTIEZTENEH,
G Offf movie-list-dag o airflow @ @ a

BERRZRTENER , AERERR [EER] (MEFTR). iEAE Amazon MWAA &R TEE IR
B ; BRI, Amazon MWAA SR HIERHRL DAG ERAZER , MRMEFIINGES , L
BRI RAR
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List Task Instance

Search~

| Actions= |

Clear

Set state to 'failed’
| set state to 'up_for_retry' K ld
| Setstate to ‘running

ite_redshift_t
Set state to ‘success’

EE)  movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

5. BERABEMEE Apache R THEEwIBY , 52K Apache RRSEREEHHNEE,

CLI

T ERERALEDR T Airflow CLI 851 B AT BER BB $EZRAWS Command Line Interface,

KT CLI 5% DAG KRrEE| "503, #h:8

R CLI £ Apache BB HE AR LT , ZFARI[OVALITHER. BERZAEKHIT 4 f CLI
W

FEHERR B M EH Amazon MWAA IRIE

AREMNFETEEIMERN Apache Airflow IRIEMN Amazon ZE TERERFTLETMWER , kM
ﬂﬁg/klajgﬁﬂmso

Py
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« EX requirements.txt
o RIEBET RN —EFMRArequirements.txt, EFERNBEEERIB 20 D
- AEER
o BEE MWAA REXEEREIEAENE?
« REEHBIBIEHE Amazon MWAA KiEfTES LB BES Ul Fi , BERERERTE Amazon
MWAA EETHRNEER  RETIRNERB R EEAER. ATESREEBER?
- BIARER
o RELEE S HELEFIERE
- B RE
- REERE—ERE , ©F8E "AlE, RE
- BEERIE—ERE K BeETMRES "AIEKREL
- REFEE—@ VPC IWKE "PiEHMiE, 558
- RESFAZ—EREIWIRE , sERER "HEAEE, BER
- REFAE—ERE , cREBETA "IH.  BREREHFME Airflow Ul B , 88T "XRE
RGBS ZEEIE = 502 SHRRMARE .S58
- BEERIZE—ERE  BENAFER —HBHFHSR
. EHIRE
- REFEUIRESE , BEHXYK
- FEURE
o TEEFHR Apache Airflow Ul

E# requirements.txt
THFEERPEBEEH requirements. txt.
RIEETEW —EFMRArequirements. txt , ENENIRIEZTERIB 20 28

MBREBHNREZEE -+ 2EU LT EFTRANrequirements . txtER | AIREFEHF LK, M
Amazon MWAA EEERZRRRENRABERT,

1. BEEHRE, RMEBRLBREE—BARENRE (==>=) FJZAREK ( ) HE
Mrequirements.txt.

2. WMEMIPEFRREF. MRECEA Apache Airflow 528&#8 |, 551 CloudWatchE 2 &/ [FC8#&E
) Bl EERENEEFEECRIIEY., MREEINFEHAR  RERENERREEABFN

E# requirements. txt 440
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Amazon S3CloudWatch 3 Amazon S3 HEITABHRDF T, WFE—STH , F2E H1TA
&,

3. BE Apache Airflow #HREZEIE, MREFEAKRZ Secrets Manager , FEHEREIEE S Apache R
TAHEBEN LRSI RERYRE S EREE. MEE—F TH , 528 the section called “FXE
Secrets Manager’,

4. WE VPC WigiEE, MEE—F T 552 the section called “TREF1E

5. MEHTAGHT. MITACKEGFUBERMAWS Identity and Access Management
(IAM) B , A& T Amazon MWAA #[E , ARG A B MAWSHERE (5120 Amazon
S3CloudWatch, Amazon SQS. Amazon ECR) WER., BN EFEESMBIAWSHEN 2B
FEWATEN. NEE-STH A BF2HE ITAEE

6. EEHTRHYMIESHERRE Amazon VPC BIEELEMEZER Amazon MWAA RiE | 555
£ SupAWS port T E Y5 F IR IE 18 S B GitHub,

\ﬁ

B

AEiE
TR ERRPLARERTH Apache Airflow SR = B A AL B B RIS,
DB MWAA REXREFBIIEAENTE?

& Apache Rt v2.2.2 BtR , 2 F#E MWAA X7 Apache RIRMBERKESR LLRER/H  WEBRBE
EAFARHE. WRENEEE MWAA IRIEIEEHIT Apache &7 v2.0.2 RERRAK |, BB EEER
AIERAENHE.

NEFRRAEENMAMBARENFAESA |

nl‘ﬂ

B AR

BB MHE Amazon MWAA AihiBE1TsR FEBRBER Ul EX , BEREREHE
Amazon MWAA E#THEINRER  RETIENERLRZBEMER. RTESHR
EEERER ?

IS MWAA FitiE1T2R18FTE Apache RRMEHHME —EMRGH  AFFEERABAESR Ul dHE
Ko

BT

THEBERBEEEY Amazon S3 A FEr B ATRERBINEEER
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BEAIERE S3 HELBFIEE

Amazon MWAA IRIFN#1T A EFE Amazon S3 #1FEr#8 LGetBucketPublicAccessBlockEifE
HEFR , TREEa R MEITEEEN ARER, BET D8

1. FEBT YL ERE JSON FAIM MEENFHTHE,
2. K% JSON BK

"Effect":"Allow",

"Action":[
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::YOUR_S3_BUCKET_NAME",
"arn:aws:s3:::YOUR_S3_BUCKET_NAME/*"

B## Amazon S3 ###### VNN EFIFAEMNE , Bl my-mwaa-unique-s3 ######H,
3. EEHTRHHMBIEDERME Amazon VPC MR EMEREN Amazon MWAA IRiE | B2

£ H# SupAWS port T B /5 FEIRIEIE S EGitHub,
B RE
THEERABERIIREF TN EIRVEERS,
BEERIE—ERE , ©FEE "8l&.) R
BRTITSER .

1. FRAREHERE VPC ik, NMREFEHEGRBRMEEFEERN Amazon VPC |, BHERUTE
13 :

&1 Amazon VPC 5RE A /o 5F Amazon MWAA IREFERANFTEAWSE R 2 B RK R E
(4R FTEE & )the section called “BEARMBER". fli0 , B VPC £ MFEX AT ERSRBRA
Rl FRERE |, SUREMMIEE HTTPS EEIREIE 443 MIEZIBEEHERN TCP EiZiEEE
5432,

T
<+
i
1
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2. EAMERERE VPC MAZRMBRK, WRETREMEEEBREIRNERTEA Amazon VPC ,
AATERO A TEBE

I&H) Amazon VPC 5RE A L 5F Amazon MWAA BREN TEIAWSE R 2 B BERE (A+
FFE 2 )the section called “BARAMEEE", Bl , LHOMETLE FHEERTEBHE NAT B8 (5 NAT
BITER) WIRHRKX  BTEERRBEERE.

3. EEHTRHIMIESERME Amazon VPC MBI REMRER Amazon MWAA RIE |
F# SupAWS port T B AR #Y 5 FE IR IFIE R IRGitHub,

B

T
W

EEERE—MERE K BeETRRES "fIEKE
BRETISER

1. WE VPC BHRERE, MBEE—FTH , 552/ the section called “IREFE",

2. WMEFEAEER, Amazon MWAA EENIRE B , YEAZNEABRATERNHIT, BK
AWSHE 5 I 8252 HAWS Identity and Access Management (IAM) REYEFE] | EEBIRBET
28R, Hlan | MRERZF AP Apache Airflow FEHER |, BHAWSIRESHEBECHEEEZ
ERIREM AmazonmWAAFullConsoleAccess FER IR B ZEVERR , ERENIRF R
VPC i 2,

3. MEHTAGHT., HITACREEFTERAAWS Identity and Access Management
(IAM) & | A[#&RF Amazon MWAA R , IR REW B HAAWSERIE (5120 Amazon
S3CloudWatch, Amazon SQS. Amazon ECR) &R, BN EFEESBMBIAWSHEEN B
TERAHTER. WFEE—STH , F2E ITAE.

4. BEMAFTRRBF. MRESEA Apache Airflow 52848 , 55#ECloudWatchE12 A /Y [FC8&E
1) BEE BRSNS HEBEACRIEY., MREEITHER  EERNERREEABFH
Amazon S3CloudWatch = Amazon S3 N {THA DRV FT, MBEE—FSTH , BF2E T4
&,

5 ZEHTRHHMIESTBERBEE Amazon VPC BIKZEMEZER Amazon MWAA IRiE | 528
+FH) SupAWS port T E Y5 FEIRIEE S BGitHub,
6. WMREEZEREMEBEFEINERTEA Amazon VPC , FHERESEIT Amazon S3 BiEIRE, |

W HE T E M KPR F Amazon ECR LAfFEX Amazon S3, EEi#— 4 T Amazon S3
BinE  B2REUTARA :

- BURERBRAERFIERN Amazon VPC B
« 7£ Amazon E lastic Container Registry {# F & {5 2237 Amazon S3 18 2

T
<+
i
i
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BREAEBEE @ VPC XD "HBISHE, $HR

BRETISER

- WMRAEERINIRBERFERIZI Amazon VPC BEE "HRRHME, 58 , SHEMAEMNEESTHAE
25 Proxy , REBH—X,

REFAE—MRELWEIRE , 7EHER "HEBE, #HR

BRTISER -

LA W IR | BA%KAS Amazon S3 R FEFBEEMN URI £ URI RBEE /1 . BME
RBRBERN T/, . REEKRAUTHER

s3://your-bucket-name

REFAE—MEIRE , vi$REERA "A/A,) , ERERESME Airflow Ul B | &
BN "RERKSENZERE ) = T1502 SHERMEEE, 8RR
BETISE -

1. WEVPC R EBHERE, MEE—F T 5520 the section called “IREF1E

2. FEFREETHMEM Apache BiEHrequirements. txt HEREIEE BB MWAA L#HI{T
#) Apache RRRA, MFEHE—F T , FSR L% Python BIHEE,

3. EEHTREHMIESERME Amazon VPC B EREMZERN Amazon MWAA FRiE |
E# SupAWS port T B AR #Y 5 FE IRIFIE S EGitHub,

s
9

By

BRERE—ERER , RNAFAR —HEEFTRH

«  Apache Airflow X% E 64 BFZHANERAERRE. MREHAWS Identity and Access Management
(IAM) AEBEBILEE , AgEREEEEEIRELS T , ARRIEHE M,

BRI

THEERALEENRER TS RIINER.
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HREREUWRER , BEFKK

MBEEREFFETEMNIREER (HIUAEREEZEFE Bnwl.small) , BEEFRENERKH ,
RAIRIBRAESE AUPDATE_FAILED/RRE K MARBSERZRE , YRIBREN LB EMRAST
., mwl.medium

BETIISER

1. M aws-mwaa-local-runneron AR EE DAG, HITAEERF Python MM GitHub,

2. EEHTRHIMIBSBEREZE Amazon VPC MBKREREMEZERN Amazon MWAA IRIE K F2H
FH) SupAWS port T EH Y5 FEIRIEE S BGitHub,

FEURE

TR0 A IR B W A U B 8 35,
3% &£ 55 Apache Airflow Ul
BETISE

1. BMEFHEER. S RRERRRINFERE , ZRER T EERE Apache RREAEN
H, MEE—S T , 5520 the section called “/ZHL Amazon MWAA 115",

2. REMPEEFN. EVRERARRETAAMBKEIER, MREEH Apache RAEAE
A HE/ URL HA T 5 R 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl1@.us-
west-2.airflow.amazonaws.com , RREBIEEMEA Apache R BERREFNFAKRH, &
AI LA Apache RRFEEREFH AL AREREFEIUES | I 2R1FE Apache K8 E [ Ak
230 VPC AEminE, MEE—F TH , 552 Bthe section called “EE VPC Um # K FE,

SEEPERE © CloudWatch 284 CloudTrail 555

AREHEBEZE Amazon CloudWatch BFEMNERF R , LR IEE Apache FiRIRER Amazon 8
THEREF ATEIBEIMAWS CloudTrail$& 8,

2ES

. B3

- BETHRNEBEAHE , RERWE "# Cloudwatch B FAATALE A5, G458
. ER K, R A 5
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+ 3 & 2| — 18 ResourceAlreadyExistsException " $§52 CloudTrail
« BEF "EMEER.L #ER CloudTrail

« }1E Apache RiRBFETPEE "HATF 64 Ltk Oracle AFmFEE : libcintsh.so : LR
BEEZYHER . REEENERDE # .

s REBRWFAERERBFEFPEER psycopg?2 "ARIEESZS\EIRR 718§
s RED BITEFBEEHED %s EXK ( %s ) , BEEKERN DAG BEHFEFHETRE %s

« BREZF "#MAEMK log_group BEUEREHF KR F REBBEKBAFER . * {* DAG_ID} /* {*
TASK_ID} /* {* B§R) /* {* n). ASs. 1 EROEKAE

=
THEREFRPIEIE IR Apache B ACEkHE B O] BEUN B A 8555,
BETIBNWEK AR , HIBFBHWE "¢ Cloudwatch HFEHEBEEUZ IR HFE, 53R

I EE MWAA 24 Apache RRERE A B ZEMR T FE CloudWatch BFEFERMEA B, WE
Worker SESERBI T/E , IBEBE AT , ZAEESERUTERS .

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

- EBETIISE:
a. WRLECERENINFOBMREA TIERC %K. MEFMEN , F2EE Amazon FEFRRHA
5 CloudWatch,
b. HIEREINTACEFERNEREALL

C. FERENEEFIIEREEEEE. BRANERRIN DAG , X EFHEHER Python
EXERGEA. ERBLERAEEEENNERR , FEXAMREA BRI EHEENE
Ao BMEBEZBREMEA Amazon MWAA 7R #1785 T E BRI IEHY Python KM,

EBRM , REEMEE

MBITEREDNIELY , MERTIARTIENTIREE K FRELRDEETERSIBFER
EqueueB ¥ , TR,

EES 446


https://github.com/aws/aws-mwaa-local-runner

Amazon Managed Workflows for Apache Airflow EREEmR

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

BERIEEE , FREXNBqueueP B , RARBEIXWA DAG,

3% & ¥ — 1B ResourceAlreadyExistsException " 32 CloudTrail

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"

H L Python 3R |, Hliapache-airflow-backport-providers-amazon#§ Amazon MWAA
Rz BEANERwatchtower B R CloudWatch ZERA, BETHLER .

« BTIEXEFHIEE requirements. txt

watchtower==1.0.6

ERED "EWEEK, #8858 CloudTrail

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags
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MRIEGEFAMEBRNEARZEIL Amazon MWAA IREF Amazon S3 f#17ErEE , AIEEEAWS

CloudFormation#i A& ¥ #@DependsOnE . AWS CloudFormationi& B {EE R (MWAA REH
MWAA #1117 E Rl) #£. AWS CloudFormation & T 558 :

« ¥ T%IDependsOnfRiA= 78 = EHAWS CloudFormation & 7K,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetlds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

MEEHH |, 552B Amazon Apache RREE TERENPIEAFIHEZE

£ Apache R AFFEE "HTF 64 fZTHY Oracle AFIwERNE :
"libcintsh.so : FEABMEEMHESR | REEHRNERIH #%.

- BETINISE .

- WMREFEAPIZ Apache B v2 , % Mlcore.lazy_load_plugins : False® Apache
RAREEER, FERAERR A F2REAREEEFANEHER 2,
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BERNFBAERFBFFFEE psycopg2 "RERE/NEEA T E#E

MREGEINELTIABTNER | RREH Apache ERHFERATREERTER.
2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally
2021-06-14T10:20:24.686-05:00 before or while processing the request.

BETISER .

.  EEFAKET Apache B v2.0.2 , EAFBIEER S 5 EHERESS,

BER HTEFREEKEEN %s EXER ( %s ) , BEEHEERN DAG BREHAFH
FTRHE %s

MREBRINFCUUTABTWER |, ARKEATNEZ TEEEES Amazon MWAA EAVIEHEFE R
#lo Amazon MWAA HME(T—IR Airflow EIEE 12 /NMNFHRS , UL EBFETIIPALHEF
BARAEERFEH,

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally

BETIISER

AEREIEIBAZEBRENHTIHF, RABEEF—AEE K HPELHRELSN. ©HA
SNEBRIR LAER) , Apache RRERFRMAUEFEETRED . MRBRAF[HE , TURLHE
A, MAEXERESENIRE.

HKEE "HEEK log_group BEUREHFR K- RESBB)-EXRFER . *
DAG_ID} /* {* TASK_ID} /* {* B/} /* {* n}. B&. 1 EERHNEKAFH
MBEEIEMUTHARNES , AERENHITACTATESRY THEDSERANBEBRL,

Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BRETISER .
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15 FA B E i — B 88 )[R R 18 S AR IR T #4117 £ Bthe section called “BI{T AR,

Bl gEiEfErequirements. txtERFIEE T E€ Apache Airflow JRATHEBHNIREEEHN, Hl ,
REFEHARZ Apache R v2.0.2 , B EERIEET —BEH , HIUERERR 2.1 + tHAWapache-
airflow-providers-databricksE#

EBTISR

1. MREFEAHRMIFTRR v2.0.2 , 8Hrequirements. txtXHIMEH M, apache-
airflow[databricks]iE®Z % EE Apache it v2.0.2 AWM ERMRANEREEH.,

2. M aws-mwaa-local-runneron GitHub ZEA#RIFEH DAG, BEFTARERXM Python MK,
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ERAEER

Amazon MWAA &R P 50 8%

TRRARE 2020 F 11 AR , Amazon MWAA IRBNHNNEEMBAR., &EREKRERILX4HEHN

HYEA , 7551 B RSS W E.

g%
Support BB ATEE K/

¥ B9 Bl A 25 SROFAR AR

Support 3 A Amazon VPC

DU

Amazon MWAA IREX
EmERANETER
R/NEIE |, BRARBRAW
ITHEEH : mwl.xlarg
e mwl.2xlarge

« the section called “BBIERE 1"

Amazon MWAA 8 7£ 37 125 tH
FRMv2.8.1, LEHETEE
BEHMNMEREGNER ,
AR £ Amazon MWAA LM
Apache &% v2.8.1 BUEFHEE
o

TN
« the section called “FIIAZE &
Fiv2.8.1 BiENREREFT

Amazon MWAA X EF
Amazon OpenSearch ARFEHY
ABEIBIRFIRE , UfE
REBEERPHPHNPRILA
Amazon VPC K& Amazon
MWAA &R, RIS
B —E8 49 , Amazon MWAA
AEGEERINEERCH
Amazon VPC %%,

B

2024%4R16H

2024%2H22 H

2023 11 A 15 H
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ERAEER

T B9 B 9 23 SRUFLAR AR

T B9 B 9 23 SRUALARAS

MR A &

« the section called “BIE &R H
2 8 Amazon VPC iz E”

Amazon MWAA 8 7£ 37 125 e
FRA V272, WEFHEEE
BEMNHEREFNER ,
AR 7E Amazon MWAA LM
Apache R v2.7.2 (WFFHE
Fo

.+ WA
+ the section called “FIHZF R
o v2.7.2 BRI R E SN

Amazon MWAA 8 7£ 37 125 e
FRAv2.6.3, LEHEEE
BENNHEREGCNER ,
A% BEE81E Amazon MWAA Lt
£/ Apache Rk v2.6.3 H&¥
HmER

© BREE
« the section called “FIIAZE &
T v2.6.3 BIENREEFS

BT EBRARZRANIEE ,
LA8& Apache R v2.0.2 H
Apache Rt v2.2.2 WERE
HFEFER,

« the section called “FIIAZ &
FiEE AR A

2023 11 A6 H

20238 A9 H

2023 7 H31H
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FMEEMFEARERD Amazon MWAA X ER/R 2023 %6 A5H
AR, HEHRTESTHFE
B, RPWMAFAHRIRE | M
ELNTIEREEREEEAR
%R ZEH Apache Airflow Kr 748

o

= .

« the section called “F# ik A"

B EE EHNEFSES HEIFEE 202354 A12H
EEER , IREFERAEY
Amazon MWAA I EE R A
M AP FEUE, WEFRB L
fHEEE Y ERtiam: PassR
ole PR , TREAFFFEH
E¢ABERER Amazon
MWAA, Amazon MWAA {&
AELHFIRKRERAEHHT
£,

« the section called “7ZEX
Amazon MWAA IRiE”

#igsl EEHERIIRE AWS Secrets 2023 F 4 A 12 H
Manager & Amazon MWAA
BIRHNERE , LUIRHERER
BEXNEES, FAEREXT
#E/) Apache KRS S ZE
#E , WiH4 Amazon MWAA
¥t Secrets Manager BEEUEAR
ME RPN APl RIUBE,
IS A LARR{KEEE A Secrets
Manager 1£ %% i A8 B8 B9 B 2%

o

« % Secrets Manager % i 72
3 %A Apache B 4H BB 1E

453



Amazon Managed Workflows for Apache Airflow

ERAEER

T B9 B 9 23 SRUFLAR AR

1 £ RE A {5 A SR 45

BT T RA Web BR# 2555 ERY

59

Amazon MWAA REXZEFMIIE 202344 A 11 H
FRAv2.5.1, LEHEEE
BEHMNMHEREGNER ,

A% BEE81E Amazon MWAA Lk

£/ Apache R v2.5.1 H&¥

HMEA

© BREE
« the section called “FIIAZE &
Fov2.5.1 BENREEFS

8 AR Amazon MWAA 20235 4 A 3 H
RIEPEARBIETHBNE

F, XETERPAARBRER

ERBECK. ERAERRE

Linux BITPEER , UREREIRIR

gy,

« the section called “/F A ED
F A~

BE#H T AT HEEFRA Web B 2023 F 2 A 24 H
KEEFRENEE, LEFEE

T, ZEETE Web IR

BERNIREF , BLAER

Python wheel 818 ( .whl )

T EMLZRKFEE,
« BAWERRSFFEIES
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ERAEER

BT HTHEBEADN Apache
RIRAR

{&1E T Amazon MWAA & E51E
&

BEMTHRATE, HPEE
Amazon MWAA {a &= E{E
Apache KRR F EAo
iBR T EEFH K EI Apache R
TREF RN EB D , SARER
Apache &3 v1 H Apache &
MV2 2EERWNE D, WE
EBBEEFR Apache Rt
MEFHERA , 52/ Amazon
MWAA BEER,

« the section called “Fi #f &5 57
B R
+ the section called “Apache

R FNE R BE

CEFRFEETE , IBRKR
HETAFEN—HERE
B, Cluster#i85ENER%E |
REAmMEBEEAIdiIitiona
lworker JTHMICPUUtiliz
ation ZMemoryUti
lization BEFER , LK
FTERFEBERA |, KSample
CountFfEIRIREIE ERREME
A E A Worker (B .

« the section called “EE{L H #b
THEEEHNEE"

20232 A 17 H

20231 H20H
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3 8 B B 5 SROAR AR AN Amazon MWAA BREXFFMIE 202351 A5 H
FRAv2.43, LWEHEEE
BENNHEREGNERNR.
AEITE Amazon MWAA L{EMH
Apache &7 v2.4.3 (WFFHIE
# , LL®% Amazon MWAA L&
& Apache AR 3 2 LE
heEM S EA,

© BREE
« the section called “FIIAZE &
Fov2.4.3 BIENREEEFS

EEMREEGEACHNER 2 E# Amazon MWAA H 2K 2022 #11 A 18 H

REREGEUMNEE AWS BIR

WK EEB/BEN , BF/W
METBEERBEGACRE

MR ACNEBER. ES
REFHNRBERSACERK

%, , A& Amazon MWAA TEd

BB T & MEAM CloudWatch

BE, AWS/MWAA

« the section called “BRFI&E i
ae”
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ERAEER

BERBEENHEE

#ERE

BEHHNEREE

#ERE

EFTIEFHERE , 528 Amazon 2022 #11 A 18 H
MWAA ZEir & =R T8 HN

FRAE IR, AWS/MWAAR S

¥& Amazon ECS #&£IEEHE

2= ITEENBEEMRRSE. o

Z Amazon MWAA 7 B HERE

M IEE2{THIH Amazon

SQS & , URFHEERER

EE# Amazon RDS #51&,

« the section called “B&8. 17

FIMEREREE R

BB IS SR A RIE R
#rigsl , UIEEEE Amazon
MWAA BRIF R EE AR HLIERS
EHRFRA

2022 F£11 A 18 H

« the section called “}§E 1

REEEH

2= #HE Amazon MWAA
HIPAA EMEBEHNEHA.

2022 F£11 A 15 H

« the section called “HIPAA &

ﬁu

T8 ERBIE Amazon

MWAA #1178 B EE R

WP EMaws: Sourc

eArn Flaws:Sourc
eAccount £IHFEGLTXE
WEVETERE , B IEERBEE
EWEIF,

2022 F£10 A 21 H

« the section called “JE B ¥ iR
BREBENREAN
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ERAEER

iy 58 I RE AR

69 58 B2 AR

HEEE

a9 g8 B2 AR

EFiEE BT EERKERE
EEANEHE RN DAG X
&%, CloudWatch

« the section called “f£ A
DAG B A BT 18&”

S B EHE RNEH AWS
Lambda Python T2 X iS5 &34 |,
A #EEY Apache &7 CLI #&
B, REBEREEMN Amazon
MWAA IREH A DAG.

« the section called “fE A H 1B
EFRA DAG”

FIBFHREBER BT
Amazon MWAA RIFEEEANE
FFE Web RIPREE,

« the section called “FIIAZ &
FEEUE

BT EHIE RAEFH DAG
EXNIEEF , ATHEEY Apache
KRR CLI R, ABRETR
Amazon MWAA IREFH LA S
—1{& DAG,

« the section called “EFEIR
B A DAG”

2022 9 A 13 H

2022 9 HA12H

20229 A12H

20228 A16 H
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ERAEER

iy 58 I RE AR

69 58 B2 AR

a9 g8 B2 AR

0y g8 B2 AR

i BY £ A2 AR

FIEE AT IR R AT

DAG , AIE#HIRIKEM Aurora
PostgreSQL S EUSHHEE R &
A, BEREACSVER , I
K HERZMIE Amazon S3 1,

« the section called “}i§3Ri&E

& R E HZE Amazon S3”

FIEEIAVIE RFFTH DAG ,
AIEHTREEHREE AWS

CodeArtifact #E#t , W AEFER
f#1£1E Amazon S3 H,

« the section called “BIETAWS
CodeArtifachE 1T R~

B 8ECSOperator &
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