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1. £ https : //https://console.aws.amazon.com/network-security-manager/ B AWS Network
Security Manager £# 4,

2. EEEERP , BERTE,

3. EMREBRNEERIRF.

4. 112 Remove administrator (BBREEE),
5. EEWER , RREHEFREEEMEBR,

£ AWS Network Security Manager 5F /123 IAM &%

EEF A AWS Network Security Manager , & EE B/ AWS Network Security Manager #4E5FF
AN IAM &5 (ERESAE ). IAM BEEAFE network-security-manager,

THEH IAM BERSE=ZERER. F—ERARNZEFE AWS Network Security Manager ##/E#Y
TELFEE, £oERRXEEF AWS Network Security Manager FTE# H b AWS Organizations
A AWS WAF ZFal, AWS Network Security Manager € {8 FJ 18 L& 5 7 355 Bl 48 48 = 49 0k B A48
BN (OUs) , WHIH AN WAF BRAIBENSEE MR, ELFF T tha#E AWS Network Security
Manager A Z{E{EFE , ¥ 7E Organizations  AWS EMZEREEE., F=EMRAEXERTF AWS
Network Security Manager 23 iR E#H A FTENiam: CreateServicelinkedRolesfd , &%
BEEEARE—IRFMZIRS,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "network-security-manager:*",
"Resource": "*"

I

{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"wafv2:ListRuleGroups",

fEF AWS Network Security Manager §FA[Z 3 IAM & % 15
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"wafv2:ListAvailableManagedRuleGroups",
"wafv2:DescribeAllManagedProducts"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*"
}

SHYEERE  BRGERTFRENSEIFT, MEFEME |, 552 Bithe section called “& 4 B2 17HL

EE
S AWS IRE

BEMIAGER AWS , BFE AWS 1RF., MFEEY WAHEER AWS 1RF , F2KR (AWS IRFEE
BEEE) B AP AWS IRF,

EFEFHFANEEBHFEA AWS Network Security Manager

EEREAEREFEANES S ER AWS Network Security Manager , B4 B AEBHNEEIRS R AWS
Network Security Manager B2 &RFRA EE, IERAREANESREBAANNEEENR , F
28 (AWS —#x2ZE) PHEE AWS EiFl,

BACEANESR

¥ 7 Organizations EIEMR S AWS Network Security Manager B2 8RS |, 5B1& AWS — ik
EZHR A REHNIESE,
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HEEHE —EERZERE

RHBREASZEL 5| EEFEH AWS Network Security Manager 2 & Z82 AWS WAF Web ACL, &
TR THISER -

BuBRAl
BUHAK
BYEE
BYHE
BYNBRMHEHE
ERRIRE

o a0 A w N~

EARHEBRRED , BWEEIT AWS WAF Web ACL , LAMREEFTIEMR S Y Application Load Balancer,
T2 7B AWS Network Security Manager X M FiE Z 2 IRIEMBH X A& K BHEE

FTERRE 4910 D

A AHEBRECEATESELER AWS WK, WFEBNEE ,
Network Security Manager E1{&,

FORIRHF

Btz Hl , FARERENFETIEX !

F2H AWS M@ £ AWS

- EERRESE , W FAMREEE AWS Network Security Managero
- BH AWS Network Security Manager &F AT#J AWS Identity and Access Management (IAM) & 5

- SRUAFTBEIIEER AWS Organizations A% , LARIEER AWS Network Security Manager %“‘IEE
RFE (ZSRFHEZFE).

FZHL AWS Network Security Manager £ &,

FBR1: BAURE

RARARSERNEERR, EUSE+T  £FRIMMEAWS WAF 58] : —@ARRER
£, S—EARKRET RMEHERE, FAREEN VisibilityConfig & AWS WAF Web ACL E’J%E#Eﬁuo

EREVERBERR , FERETIIR

TORIRE 17
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1. 7 https : //nttps://console.aws.amazon.com/network-security-manager/ BIR{ AWS Network
Security Manager £# 4,

2. EBEERYD , EEHE.

3. EMIBEML | EEEIMRAL

4. $HYIRBIERE  MAHRMEER |, HlW0 my-default-action-rule,
5. ERRAIERERS , ¥R AREERE AWS WAF,

6. STENEEUR R | BIFHERE,

7 EERAGRERE  AREBEERERDFE. JSON RERSETRERERE,
8. £ JSON #wmEEERF , BBR Block BB M {ERE AllowEER,

9. BEEBVKRA

& E# 1 VisibilityConfig # 8l , FFERE TIPSR -

1. EBEBERF | BESE,

EEBEELE | BREETRAL

SHERAERE  MARRMEERE , flW my-visibility-config-rule,
ERAERERYS , $HHP AEEREE AWS WAF,

SHEERUR AR | REFHERE,

BIEBAAHREER | R%IRIZ VisibilityConfigo JSON #REEES SR RTARAELE,
BEEVHA,

N o g bk~ N

® AWS CLI BRAE
B A LAERA CLIAWS BR8] -

aws network-security-manager create-rule \
--rule-name "my-default-action-rule" \
--firewall-type WAF \
--rule-type CONFIGURATION \
--configuration '{"DefaultAction": {"Allow": {}}}' \
--is-published true

aws network-security-manager create-rule \
--rule-name "my-visibility-config-rule" \
--firewall-type WAF \

SR BURE 18
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--rule-type CONFIGURATION \

--configuration '{"VisibilityConfig": {"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true, "MetricName": "my-web-acl-metric"}}' \

--is-published true

FER2 BAUEHK

HASK—HZERASE , WMEBBREEEAR, EUTBED  C2BRYELX  HFIELTE1W
HAl :

1. EEESEHET , EEHRE.

2. EEEE L , BEEVEL,

3. HHWEARRE , MARKEERR , Sl my-waf-template,

4. SHEBAGRERE | #IE AWS WAF,

5. #RAIERYT , RENERA K RRENEESR 1 PEUMNRA,
6. BERMEAK,

® AWS CLI BRAR
B A LA CLI AWS B E7K

aws network-security-manager create-template \
--template-name "my-waf-template" \
--firewall-type WAF \
--associated-rule-list '[{"ruleldentifier": "rule-arn-from-step-1"}]1"' \
--is-published true

S 3: BUBXK

BUERE S BAEBHPITHRE. USSR  ZERUSEHAIMABBBENBER

1. EEEERF | BESS,
2. BB EE L | BIEZEBRVBER.
3. HHYEBERER , MAERMEERE | Hl0 my-waf-policy.

SR2: BUEAE 19



AWS B RS BER BB A B
4. ST AKREE | BE AWS WAF,

5. iRRBRIEFERY , SRR ARRRAEBEIEF. REFTHRNEELIEF. NREFER
B FREEERIEFMM  UKERES INEARERNELIEFRESR.

6. EFHAMBRAEERTD , BEMBEN , RRBNEEDR 2 FEMHVEL,
7. $HEEE | EREMA.

8. HHHBHBEEF Web ACL BBRA R , BFEEIEH,

0. EREVHR,

® AWSCLI BRF R
ZBRISAGER CLI AWS B BUR :

aws network-security-manager create-policy \

--policy-name "my-waf-policy" \

--firewall-type WAF \

--priority 1 \

--associated-template-and-rule-1list '[{"templateldentifier": "template-arn-
from-step-2"3}1"' \

--policy-configuration '{"remediationEnabled": true, "resourcesCleanUp":
false, "wafConfig": {"existingCustomerWebACLResolution": "NO_REMEDIATION"}}' \

--is-published true

FBR 4 BEAUEE

FEEERLNAREBEANNE. BT R , BEEL LIRS P Application Load Balancer & B &
MEEE :

1. EEEERP | BEHS,

2. EHIBEMEL  BEEVEHE,

3. HHHEEEE , M ARKMER , flW my-alb-scope,

4. (BEH) ERFIEBEMENERS , S EFEREENRIRSGE |, RINEEZME AWS 48
B (B OUsHIRF ) . RIBILSRILETE —IRFEE,

5. FERERS |, $rHEREA | i=BE Application Load Balancer,

6. IZ1Z Create scope (B EHE),

SR4:EUEE 20
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® AWS CLI BR{A R
AR CLIAWS B &E !

aws network-security-manager create-scope \
--scope-name "my-alb-scope" \
--scope-configuration '{
"accountFilter": {"includeAll": {1}},
"resourceScopes": {
"AWS::ElasticlLoadBalancingV2::LoadBalancer: :application": {
"includeAll": true
}
}
'\

--is-published true

HER 5 B MEBMEE

HEGKBRBEEZHE , YRARHNT, EERVNBMHEE

1. EBEERT , ZEHE,

2. EMIBEE L |, BEEIHE,

3. HHHHBEE  MAWARMEERE , HlW0 my-first-deployment,
4. EHRERT , BEFEEE , ARENEELSR 3 PERINEEE,
5. rEEERY , BEMEHEE K ARENEGESR 4 PRUNEE,
6. & Create deployment (B2 &),

AWS Network Security Manager EHRIFRERLYEARE. LEFEIIEFTH , TseEEL I EN
R BETE Lo

® AWS CLI BRAR
BB A LAER CLIAWS B MEMHERE -

aws network-security-manager create-deployment \
--deployment-name "my-first-deployment" \
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--associated-policy-list '[{"policyIdentifier": "policy-arn-from-step-3"3}]"'

--associated-scope-list '[{"scopeldentifier": "scope-arn-from-step-4"}]1"' \
--deployment-configuration '{"enableCrossAccountVisibility": true}' \
--is-published true

SR 6 BRERDIRRE

4

#ERE 2% , AWS Network Security Manager R ZERIY RS HEAE, ZEERSHEERNR

e -
N .

1.

HEEERTD  ZESE,

2. & Deployment (¥ 8) R5I1ZH.
. BELESR S PEUNEE,

4.

5. BB BEERAIEDSAAREE

BER L REIFR,

« IN_.SYNC - EREEFESEEHNRERE,

« OUT_OF_SYNC - BRERETHT, BRABER , AWS Network Security Manager & B 811818
LR,

- NOT_APPLICABLE - ERE&EER , BEEM LI EFTMGE.,
® AWS CLI BERAR

BB LAERA CLI AWS BERDREE

aws network-security-manager list-resource-synchronization-statuses \
--deployment-identifier "deployment-arn-from-step-5"

ST ER

NRETBRELEYNER , FUMERIEFMEREM , MFLBHATEBREEXNERARE

SER 6. EREDEE 22
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HEHEFREE K RAELERENSE, EEEMRERCAETRERMEBHNAR ,
fListResourceAssociationsMIEZERMN ARN, ©2EESEHBEERN ARN MERE
B, MEHMEN , F52 8 AWS Network Security Manager APl 2%&,

1. EEEERT , BEHB. #F Deployment (BF) RoIHH. FEUENHE , BEDE , RAREH
EMBR.

2. ERHGERSIFER, EHENEE  EBEFBE , RREEMER.

3. 1E#Z Policies (BR) B&, ZRUEHBER , BEDE , RERBEMER.
4. BEREHARE|IFRR, BEUEELS | BEBMFE , RREEMER.

5. RESRNRR, EREUEHRR , BEFEEE  RARBEMER.

® AWS CLI BRAE
EEMBRERZ A, BEREHEBSUREIMBRIER

aws network-security-manager list-resource-associations \
--resource-arn "resource-arn"

MBERDEREBE , 5B BRMAEEN ER,
A LAEA CLI AWS LM R EFMIRER :

aws network-security-manager delete-deployment \
--deployment-identifier "deployment-arn"

aws network-security-manager delete-scope \
--scope-identifier "scope-arn"

aws network-security-manager delete-policy \
--policy-identifier "policy-arn"

aws network-security-manager delete-template \
--template-identifier "template-arn"

aws network-security-manager delete-rule \
--rule-identifier "rule-arn"
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RED R

RELCHETEFNSE , FRRTIAARRERRLERE !

THE RN ERER LGB AWS Network Security Manager #9:E4E77 30

FREREBAIEREEEFENCIETREREE, MEFHMENR , 552 RBthe section called “E
RAER D EMBER,

BIUMRBUREBEHNBHFWERE, MEFMEN , 52 Eithe section called “hRANIEF”,

/A REAES }EiﬁGenerateRuleConfigurat1oni¥1%ﬁ,ﬂu MBFHMEF , FSH AWS
Network Security Manager APl 2%,

REEEEEEBHN AWS WAF Fl AWS Shield Advanced RE. WFRFHMER , FSREEH AE

ﬂl'ﬂ

MEZ 2R

BESE 24
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BEH BN E 2 RS

£/ AWS Network Security Manager , BRI AERMNHFEZ@AHABNLLRBENZLBE, HAE
BnEEM AWS BRRLERES , (BEEERE AWS Network Security Manager iR EE 2L
7,

HRBEXENBRBZERE  UTFHERREZINEEFERYEFNE—TENS R,

= AWS WAF ACLs

5 AWS Network Security Manager , & 8] LASE P EZ E M EPB AR F IR F MEIRH AWS WAF Web
FHURHIEE (Web ACLs), EAILLEEZE AWS WAF B9 AWS Network Security Manager iR 8l |, i$E %
HHAREHAR | WiEIB AWS Network Security Manager BUER 2B AR E R BB TiELLE A,

AWS WAF #=

THB=EBRER AWS WAF {EFH AWS Network Security Manager. 1% AWS Network Security
Manager BRI EFMER , 28 AWS Network Security Manager FJiE/ET o

AWS WAF 3R A5 H

BN AWS WAF , REIRMERRE 2 — :

« INSPECTION - @& PreProcessFirewallManagerRuleGroups ( EEFEZHA A ZFI#
{TH9#R Al ) = PostProcessFirewallManagerRuleGroups ( 2 & #ITHRA ) KR AIEE
ERo

« CONFIGURATION - ‘@& & — Web ACL #HAEERTE, #HAE JSON X EETENESXIERENEES
| (Hm
Description, ., DefaultAction, VisibilityConfig., LoggingConfigurationCaptchaConfi
TokenDomains@ MonetizationConfig).

KZE Web ACL #HEEER EYIFEE AWS WAF CreateWebACLIREN 2 E, MEELERERHEESN
SEIMERA |, 552B0 AWS WAF AP 2Z 8 CreateWebACL,

:I:I'*

:ull
cu

f5IsA 2 LoggingConfiguration , A D BIERE. MBFHMEF , S Blthe section called “F

8
E o

EIE AWS WAF ACLs 25
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AWS WAF B3R & 6f

B AWS WAF |, S{EBEREREMERA T HEH —ES 5K

SingleValue

ReeE—EENRE. ReBELXIEFBRER. EXEFERE—H , HIEMERE
FELEENELRIEFERXTEME, IME AWS Network Security Manager 204l 3R
BEIEFHEEMENR , 5F2MH the section called “BEIEFREEE S, THREMEH

SingleValue : DefaultAction, VisibilityConfig. CaptchaConfig., ChallengeConfig. OnS
MonetizationConfig#l Description.

B0 ( 1 AppendAndSort)

FIEBRRNWIEE SKELIEFMINEEE. TokenDomains A
DataProtectionConfig.DataProtections /A M,
PreProcessFirewallManagerRuleGroups #
PostProcessFirewallManagerRuleGroupsf{E A AppendAndSort , EE =& iNATHE BRAI AR A
Bl YEEIERHF, EFREE , B4 AWS WAF & 75144 BIBE.

Merge

ERELIEFRAMN K MMIERENEBEHSEHAE—KS. CustomResponseBodiesH
AssociationConfig.RequestBodyEH & #,

Mihn, AppendAndSortfIEHRBESBREENEE, EMEBKEEHERNHERER | AWS Network
Security Manager EREREBEIEFBERPWIEH, Bt , BREARTSZEEN—EREE , mF
EEEERBEKR—EaA.

WA/ Web ACL EATE

5 AWS WAF B3 LB existingCustomerWebACLResolutioni&iE , ¥ AWS Network
Security Manager IMfAIREEEEFZE Web ACL HEIR :
- RETROFIT - E#IREH Web ACL , ARFE B MIVAERE,

« OVERRIDE_ASSOCIATION — 254 AWS Network Security Manager EI2# Web ACL B &Rz
3 FR

« NO_REMEDIATION - IR &K Web ACL 127E , SBIB1E .

AWS WAF #i:& 26
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sC#% Web ACL &

BRI AERABUR £ LoggingConfigurationz®ER#EZEH| Web ACL 52#%. AWS Network Security
Manager €1/ AWS WAF PutLoggingConfigurationi2EFERILERE. ETLLASE Web ACL
EEx—ECEKE N, MEFMEN , 5526 AWS WAF APl &ZH#9 PutLoggingConfiguration,

HEREENSEZEERN Web ACL HEREBFEEEBREEN BN, EFREEFIHKEBTH
FERS . AT REE Web ACLs D HTEBEMEB 2 REMNFHEA,

EEREZERFSEPICH , B LUE BFEIXZE Amazon S3 778 5 Amazon Data Firehose X ¢
FR. BEENEEFTERNNMER , BLELETRIELHERE , AWS Network Security Manager
THEEESEANERMIKRSHN AWS WAF iiék. Bt BEBAES FM¥Baws-waf-1logs-,

Amazon Data Firehose

BUYEETIRMENRAHER !
- ERAEH AWS Network Security Manager B2 EIRFE

- L BB B MWaws-waf-logs- , i aws-waf-logs-network-security-manager-
central

« PUT KR
- ERREN BEHRY , REMREHE Amazon CloudFront B9 BES , BIEXERE (#TRE
SEdbER ) EiEAEI

FRAXMERZE , BAETIR K BIACERHANRXENHEMABEEER. NEHAENA
2 (Amazon Data Firehose FiZ A §315F) FHE I Amazon Data Firehose {3 & Ho

Amazon S3

3

E1& AWS WAF F# ABEEPH Amazon S3 E5I B REFIE. BHAACERAAFERIXYR
AR R ERETE. THREFERRERTEL .

"Version":"2012-10-17",
"Id": "AWSLogDeliveryForNetworkSecurityManager",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheckNetworkSecurityManager",
"Effect": "Allow",
"Principal": {

AWS WAF #i:& 27
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"Service": "delivery.logs.amazonaws.com"
I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix"
1,
{
"Sid": "AWSLogDeliveryWriteNetworkSecurityManager",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix/policy-id/AWSLogs/
x
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}

R F A BRAEECHRETREBREN , XA policy-id BRABERMN ID.

@ CloudWatch Logs £ & — itk = £

MR ZERFEEH AWS Network Security Manager , BIfE:% 4B Amazon CloudWatch
Logs AR M AR E M, AFFFFEXEMNMNE Web ACL MHEH AWS 1R F FMAEE =
B, HRZIRFEHE , XA Amazon S3 FZEr#8 =X Amazon Data Firehose {3 & o

PRIEE I AWS WAF

ERARERY , B UEE -S| EXTHEREPERNIEE AWS WAF rE. ELRBREE—TIFE
BRHPZEBMBRER NN TE Web ACL {RFER , A Quick Create.

ZE# A Quick Create EHEMEPE AWS WAF RE , BFHFEZRK TIER,

BY BRI HIBRE
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1. £ https : //https://console.aws.amazon.com/network-security-manager/ BEX AWS Network
Security Manager £# 4,

EEBESET , EERE.
ESBEEENA LA  BEREEUNNE, REZYNTEEE SR TS EES,
EBRFAMENEST , S HEABRABRERE, £ AR,

EERREBERT , BECEFEANBREE, ZHR AWS WAF, SARNRR FERERIHER
SERAE TR A s AN,

6. EEHEAL K FBEEFENUETESRL, THENAES , SHHRERAER  BETIHP—
H .

- AWS ZERAI - ERFRETR AWS WAF IENE AWS ZER A,
- RAl - LERKEREHEEN AWS WAF RAIFHE , B8 AWS ZERRIRA.

o & 0N

BRNEEREEBRRUNKET R, REBEFERA,

7. BEMEEAR , FRENEES, FHBANTHEEARED  ERRGETEMTANSER, 2#I
BRENEDS  URBESEBRPIRE. RARBEMEHL,

REBE

1. HEANRUARB D REENIERE. Position MAMNBBRERYMBRNFTEIEF. HEEEET
HIEF  FECEMTEEMCEE, FRANREEHE. FEEZ8F  FREER. sEEFR2
¥, FREHUH.

2. EEHREBERFHBEMERET |, JRE AWS Network Security Manager £ B {Z £ E A HEH B 8
{LBYE -

- BESEEENBRERAZERZEMAERE AWS Network Security Manager FFTIREI PR EARKER]
SHEAER.

- ERERESEBRIBIRFRERE HEERF , MIER AWS Network Security Manager B& R
EIHBH K AE,

- BAMNEF WebACL fER S REAEWNMAREEEERNBRETREEHENBR 2ENE
R, feThReRT , BETHIHH—EZEE

- REAMAHERERESEKBEMERHES Web ACL ERIFERIEHE.
- BEBEBEKEEN Web ACL BUX B AWS Network Security Manager 23 #J Web ACL,
- WEESEBANEHESEBREEM Web ACL , SRIGEEFAEBIA Web ACL.

REE I AWS WAF
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3. HHKRBLRIEFBERD  FREEBEIEF. AWS Network Security Manager R IBBUERIE % IEF
REMEBUR , UERER, BENNVE (BENEY ) EABENEXIERF. EEREELIER ,
REENEE. ARTATTHREE K EERAE, FEEREE K FREHEN. EERESET
RIEERUH,

RESE

1. EREHEERT  ERRREANEES. stHEELR , GASHE, B8  FaAHR,

2.
® ERZIRFER

LSREBRARSIRFER, ESIRFEXT , FRAKFNEBEMENFERRZEES
SHHEBRAVIRFE OUs, HE—IRFEXF , L FERTSHRETEES , RULFHBIL
HR,

EWRFMBBEMZINFERS , BT EP—EEHE :
- ZfEi AWS BB EE, TEEE-—PER.

- EIERERME AWS B8, BHRIEE OUsTIIRF, EBEN TERNIRS FERERHR, &
EHERRERE L | FHBEFRE OUs, REVEMISR B ST AVEMEN , REBIEFHIE OUs, BE
PREREIRINRF | FAREMEIRS . REVEMSR B RTIRSE , AREFFBIRS.

- FARBAEMEAWS B8 , BEITSHBEN OUsHIRF . EAMEERFE OUsHHE iRk S # %
REYSEBENBBEVNIRS

3. BERTE®KRD  #HEHERER BHMEDRIISE AWS WAF ERER, ELRBREETY —ZE
HH :

» Application Load Balancer
* Amazon AP| Gateway REST API
« CloudFront %

® CloudFront [Ei#&ER
= ERZE CloudFront 2 &R , FEAXERS (#EFEEdEB ) B (us-east-1),
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O =EMEFHERER
BT LUIEEN S E &R IE R (CloudFront Distribution) = [EiF & REHE (Application Load
Balancer il Amazon AP| Gateway REST API) , (EFEEE B &, EMERERE |
IR EEEFAARERF Y] CloudFront Distribution #[E18 & R¥EH,

® KZE CloudFront &R

AWS Network Security Manager 72 &2 A CloudFront ElE &R EETEIS
CloudFront F&fi % #i#9 CloudFront i, EEXERHBRTRESL,

4. SHHESEBRINERER , BETHHF—BERFEAE
- AEFMEER
- EREER
- BERRSEEIR
5. MREBBAEREER , FRETIHP—EREXNGE  RAELEEEENZEERR ARNs 5 :
- B4
FEPTERHE (AND)
- FEEAHRYE (OR)
« NOT

FMIEEREEBEZEN ARN MIAZE, MERZEZE K FOASBNRAE. BUUERBZE
EH., RENEREIZ Application Load Balancer , BI 2B REEINERELS, EHEH B
EEEEMARARRAIERBENEBER,

BENEEBER

1. EREANBEERTD  SHHELBRAALRHE, EHR , FRAHR, &Y EGER Stk
REEUERHNBNRE  FENBALBZNERS T R4,

2. (BR ) AEREBRFEZER , FEENEER K ARBASRNEREES

3. BEYTHRERNAR , FREEUNNE. BEFxHE  SETHERER , EUNEERERAHN
BMYEBNFAERA,
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A HETRSELEH
HESEUMARLLRE , UEHEZEIZRBAEIR. AWS Network Security Manager &
WEZREEFNER. ReMRBLEERE ER , EEELENERA. HEZH , FRE
AWS Network Security Manager EE HE M AWS WAF EEHH.

AWS WAF MR EEE IR

ERRERNRER , LA MERIESE AWS WAF T - RAI, SR, B, SEMIE - BUETT
ez, ERRERVNERSFEANTHERFTEESEME  FEALT A,

AWS Network Security Manager AWS WAF BURAJ LB R AME R, BELERBERRE , AWS
Network Security Manager 8 £ BEEE A RS P& Web ACL,

BAURA(XEAE)
1. FEAER AWS Network Security Manager BIEERFEE A AWS EE XA , REFHABILR

https : //https://console.aws.amazon.com/network-security-manager/ B9 AWS Network Security
Manager £#4,

G EEBRFRE
WMFERE AWS Network Security Manager X SRFHNEF , FS B 2E AWS Network
Security Manager.

\

EEBESEET , BEREAWS BRRZLEESR , AREEHH,
EHBERT , BEEYRR, GARHRERRE  ARBAZRANER,
ERAUERERS , B ARER | 1ZE AWS WAF,

SHERAEE | BEREHER,

o M w0

MRGEERE , AISHRBAERRAFESEN JSON RERER  HPESTIHER !

s BASE-AE—E (FERE ) RAUKZE—E (REE ) HAIZEI JSON g§X, ERETE
E8F , AWS Network Security Manager €5 ¥ ERY JSON i AMRERS , MRFEZWM AT BETHK
g, Alg—ftEABSER.

« WABRREE - BRH=EERERNERFE
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AWS BB RS EEE LESC T
- AWS ZE# A (AMR) R AIFE
- RANBTRAEAE
« AWS Marketplace #R BIE4H

AWS Network Security Manager 8 # REE AR IZHBBMAOAREHE MBS TLIEEFEE —HTE
BRaE, #HTRER K FEREEIUARIEHE. AWS Network Security Manager 24§ 85 [E##
EENBRERASERA JSON fRES,

- FRABA-FREA A BRELESNIKORE, FRALIENMESHERENSAR , AWS
Network Security Manager 2R ssF E L MHEIBIA JSON, A% , B UBBEELENRERN
W, WiREES, SXEMRE .

6. (EA ) JSON RAERTHRE , LA LUERBER AZ U R, #1ZF Add new tag (FEHREE) ,
AREWA Key (R5I8) MERRK Value (fB)o

7. ERERERKN  FERRTFERUMERERA D, TRIATBENYH SRR,

A Web ACL BBAKAM

ICEETERY Web ACL BB BEHETRE, MREEHMBRNERE , AWS Network
Security Manager 72 £ #AHRABEAY Web ACL B#, EEZE AWS Network Security
Manager 23 R E &I Web ACL , IRABEE S FTHIBUR,

HEAGKRELEIBEFESRA , LEBRPETHMGE. EUUERUEREBRTERLBEENEE, &
A LRAENERZENSEEENKENZERHBFRARR,

1. ERSEER LS ERD  EERVEL, EEVHARE L  BAHAEE B ARANHE
r, REREHAEER (ERBRTA AWS WAF),

2. BEIRER ARERE SR TARNER. ZEMEMERNRE—  URBAARRNEE,
ERRAULBBEANZESR  SEFEEEAR, sERERNNBERES , FHEIUE RN RER
L, MRBZERATH , FEIEEENRAE , REBERY,

3. (BA) BUSANER, TR 6 FEERTFERIELES, EEREETIR,
A,

5
Kt

RIEEEN

B BUR (E#8)
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ERBREBNERBPBNRE —F,

1. EHIBEE LSRR EERD , BEBYER., EEUBKXEEL K WAZBNRANHER K REE
EpABER (ERIERTA AWS WAF),

2. ERBLAIEFERSD | FREB/LIEF, AWS Network Security Manager SR IFBURNE LIEF
REFEBUER , URRER, RENVNE (RENEE ) EEBENELIEF. EEHREELIERF
BEEVEE, ARCHASEESR K EERAE, EERTRE K FRERSR. EEREETE
RIEEEUH,

3. EHERAREE KT |, JRE AWS Network Security Manager £ B 2 &5 B A RE B B){L B 1E -

- BESKREENBREAZTZSMERE AWS Network Security Manager FFTIR Y AT AR REE]
THEMER,

- BRERESEBRIBIRSRNERE HEER , MIER AWS Network Security Manager A& R
B AAE.

- BEMNEF WebACL SR RERENMARRE EEERNBREAECSTIBNR R ZENE
R, MIheERSP , BETIHIHE S —{EEE .
- REEMERIERSHBEMCHEE Web ACL BRIVAERKIEE.
- ZEFBEAEEAM Web ACL BUX A AWS Network Security Manager 23 #9 Web ACL,
- ESSEBEHRRSEBEEM Web ACL , WRIFEERABBIA Web ACL.,

4, ELERBETHE  FENCEMEZERNRAMER, EEAMRABED | BIEFHER
BB EAUEARE, EMERFHERAB—ERE , LEFSXNERE LT FTHRA R ARE
EFHER.

BUSE (x#8)

1. BUNRBSSEEARTETNHAESRBES R, fHEFEEAERT , BASKERBNER
Ky HER

2.
® ERZIRFER

BSREFBARSIRFER, £ZIRFERS  EAKRFNEBEMENTFERREZED
EHHBRAIRFH OUs, HE—IRFEXF , L FERTEHRAETEEYD , RUFRKBIL
HER,

EWRFMEBEMZNERT , BERFIEEEEN =N Ez—
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- BB AWS BN EE ( FrE OUsHIRF ) - THREE-—ITER,

- SIEREEME AWS B8, BHREE OUsHIIRF - HEME &K , —EAREREMY , 5—
BRRIRSE . ZEEHIE OUsLABRLHTIE OUsRE | ARSI E P RINEFTENEMBEN , R
RIZENE OUs, HEMBEMEEIRS , BERS FESTERMERS. KABEM) B &HiEW

RFE , REBEBZEFEIRS,

- FOREAHEMEAWS Bl , SBSHE OUsHMIRF - EAMERN FE & RHE RS k&R

AR EHHIRY OUs FitkF

3. ¥ AERTERTENER, AERBAERELSHRSD , EHAAREIE AWS WAF EIREH

N AWS WAF | BIESETIEMHAFIER :
 Application Load Balancer

* Amazon API Gateway REST API

« CloudFront %

@® CloudFront [EiFFE R
EE R CloudFront &R , BEMAXEARD (MERELH ) B (us-east-1),

GO 2ENMESERER
B LUIREN S E &R E R (CloudFront Distribution) = [Ei% &R EH (Application Load
Balancer #1 Amazon API Gateway REST AP|) , {E FEERIRZIM &, EMERERE |
IR BT AR RERE 3 CloudFront Distribution H[E15& REH,

® HKZE CloudFront &R

AWS Network Security Manager T2 &2 £/ CloudFront EIEBREEFT &I
CloudFront F&f& % #i#9 CloudFront 4, EEXERHEARL,

4. SHEBEEZENNEREE  BETIHESD—BAEFEHR
- LEFMBER
- BEREER
- HERRBEEEIR
5. MREERTSRELR , FEMTIHP —EREXRE

AWS WAF MIiZ2ZE T2
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AWS BREZ2EES AR
- B4
FEPTERHE (AND)
- FEEMAHES (OR)
« NOT

6. BEAREXNFHBIZEE —RNZEMAZREN ARNs , B BT UEEREBN ARNsHES. ATE
EREEBXEREMN ARN MARE, NRCRERR  FRNSR/NBAE, EAEEZEER
&,

7. B Application Load Balancer , R ~EEARERERE, EHEED | S AFEHAEEAREE
BE 2 A SRR IR I SRR E S B IR,

HESRENBRBEZEE , IABFIT , EEFEH AWS Network Security Manager #§ &1
AWS WAF BRI ERZEHERE R,

1. ESIBEE LR ERD , BEEEYNE. CEUURIETFNEMESRRILSER,
BEAENENEEEK.

IBEEZE AWS Network Security Manager EA R 2 REMNERVEE,

CETHEEER  WASE. BRR , FRAER,

C(BA) FEREABPHEMRFTERNE  SERNALSEAABIRS T RM,

L (BA) AENMEER  FEENEER AR ARINERERS.

. 1B$F Create and deploy (B MEE). HEEEMBEEIHE , BANUEHFPEF AWS Network
Security Manager 23718 B fEH I E A

A HETRSELEH
HESEUMARLZLRE , UEHEZEIZRBAHEIR. AWS Network Security Manager &
WEZREEFNER. ReMBLEERE ER , EEELFENERA. HEZH , FRE
AWS Network Security Manager EE HE M AWS WAF EEHH.
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&1 Shield Advanced AWS Ry DDoS R

£ AWS Network Security Manager , £ 7] LA &£ 1 5% & 1 3 24048 vk = & JRHY AWS Shield
Advanced R, R LAES DDoS REBUR , WiFEiB AWS Network Security Manager BUR M E & X
RAER B HITIELBUR,

® AWS Network Security Manager & 5 7\ it &

AWS Network Security Manager B AWS Shield Advanced BB —& 5, MEEEMNEE
B , 55269 AWS Network Security Manager E{&# AWS Shield Advanced EE,

/A AWS Shield Advanced 5] &
BEERATHBLSHBEERNNIRSEKE , AWS Network Security Manager €452k S 5T AWS
Shield Advanced, EitRF Rt ERBRIDEBR , AWS Network Security Manager T &HUH
1B, ZEEHUH AWS Shield Advanced TR , 5828 AWS WAF ﬁﬁkﬁ?ﬁﬁﬁpﬂﬁn-fﬁvﬂ AWS
Shield Advanced,

Shield Advanced AWS By {RiE 2 3T

5 Quick Create , A LA EE — 5| B TERBEFREZFEBE AWS Shield Advanced R, &R
EAE-TEREDEBIFBREHEN DDoS RER , 55 A Quick Create,

ZEF A Quick Create E&MZBZE AWS Shield Advanced 13 , BKETH T HES,

BY BRI RERE

AT T HILER

1. FARRAZIA https : //https://console.aws.amazon.com/network-security-manager/ B AWS Network
Security Manager X4,

2. EBEEHKT , BESB.
3. EBIBEE L , REEMEBUNEE. REZUNKEARSERSEER.
4. EBRFAMEAERT , U BRABKREE, R , FRAHER,

&1 Shield Advanced AWS ) DDoS 1R 37
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5. HERKREBERTD , BRELEEMANHABEE, 1EE AWS Shield Advanced,

6. TERRBERFHBEMERET , JRE AWS Network Security Manager 7 B {Z £ E A HEH B 8
LB E

- BESEEENBEREREREMAERE AWS Network Security Manager iR #9 Fr EAR RE TR F BT
AT &R

- ERERSEBRBERIESFRERELEER , MIBR AWS Network Security Manager A& R
B3 H DDoS RE,

- MEMWEF DDoS ERARERENMFEREEEEENERERECHBNBR 2 ENER,
’TheeRT , BETIHP —ERE
- RETAHREESKBETMANEESR DDoS REZE RN RIS,
- BEBEBEKEEN DDoS REHR A AWS Network Security Manager 237 #J DDoS R,
- WESKERIESREIZMEEREN DDoS RE , WRFHE R DDoS RE.

7. EHRBERIEFBERD  REEBEIEF. AWS Network Security Manager R IBBUERIE % IEF
REEBE |, UERER, RENNVE (RENEY ) EEBENEEIER.

EEmMERLIEF K FREVLEE. AREATRES K RNERBAE, FEWRREE  FRER
o AERBREEE | HEEIUH.

AR E B [E

AT T HISER

1. EREHEERT , ERHRREANEES, HHEESRE  WASHE, EHR , FAHR,
2.

©® ERZIRFER

ESREFBARSIRFER, EZIRFERD  EAKRFNEBEMENFERREEED
SHHEBRAVIRFE OUs, HE—IRFEXF , Lk FERTSHRETEAS , HULFRBIL
HER,

EWRFMBBEMZINFERS , BT EP—EEHE :
- Zff AWS BB EE, TEEE-—PTER.

- EERERME AWS B8, BHRIEE OUsTIIRF, EBEN TERNIRS FERERHR, &
EHERREREL | FHBEFRIE OUs, REVEMISR B SR AVEMEN , REBIEFHIE OUs, BE
PEEREIRINRF | FEREMEIRS . REVEMSR B RTAIRSE , RAREFRBIRS.
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- FAEEREEMEAWS B8, RESBEN OUsHIRF . EAMERERIE OUsHHE iRk S # 5
RYESLBENBBEVNIRS,

3. EERFEMYP , $HHEFRER | BB E AWS Shield Advanced EREHE, ELREEET
5| —=Z{EEE :

 Application Load Balancer

« CloudFront %3 #

+ Classic Load Balancer
o BB IP bk
4. SHHEEEZINEREE  BEETIHEP—EBEFER .
- LEFMBER
- AERBEER
- BB EEIR
5. MRBRECSRTEER  FRETIEF-—EXREAERE , RAEEZEBFENERIN ARNs 5 :
B — R
BFFER# (AND)
- FEEMAEHE (OR)
« NOT

FIEEREEHEHREEMN ARN MARE, IRERERR , FRWASRNRAE, EUNERZE
B®,

® CloudFront EiFE R
= ERE CloudFront 2 &R , FEAXERS (#EFEEdEB ) B (us-east-1),

WEMEE BUER

AT T HILER
1. EREANBEERTD  SHHELBRAARHE, B , FRAHER, 5EYEGAR Ytk
FRETERNBNAE , FEINBMALIBZNERS T R4,

2. (BR) FEREBRNEZER , FEENEER  ARBWASRNEARERS,

Shield Advanced AWS K IR = E 3L 39
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JBEEVNMERRNEGE A FEERUNNE, EFREZRE , SETHEER , BUNEHPE
& AWS Network Security Manager 23718 B HE¥#HE A

A BERRESELER
HESEIMARLLRE , TEHEZEIZRBAEIR. AWS Network Security Manager &

WEZREEFNER. ReMRBLEERE ER , EEELENERA. HEZH , FRE
AWS Network Security Manager E{& HE A AWS Shield Advanced EEEH.

Shield Advanced AWS WX ZE T IEF

FREEETRERF , B LUERBIFRESE AWS Shield Advanced T - BiR, SEMIBE , LEBE
234, ECAERYNERFANTHUYREELSTHE , BEALEE.

Shield Advanced AWS BURRIFE , FE8ER A, RAUFERELR, ELEABERK , AWS Network
Security Manager € SR EAIRS P E L AWS Shield Advanced DDoS R, 1FE AWS
Network Security Manager :EEA RNHVMERBIEF , 552 B AWS Network Security Manager BE{ES
Ho

AT TR

1. K AWS Network Security Manager BEEERF & A AWS BE XA | REFMRALR
https : //https://console.aws.amazon.com/network-security-manager/ 9 AWS Network Security
Manager 4,

G BEEBRFRE
WEFEERE AWS Network Security Manager EEEIRFWER , F2E 5%5E AWS Network
Security Manager,

2. HEEERT , BREAWS BRRLEEER , RREEHE.

3. EMIBERY , BEEEVER., GASBIEANER  ARBEHIEEE (ELBERTA
AWS Shield Advanced).

A EBRXRBRIEFERS  REBLIEF. AWS Network Security Manager 2R IZ BRI B LB
REPHBR , R E R, BIENNVE (BENEE ) EERaSNELIER,

Shield Advanced AWS RJZX# T2 5 40
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EEmMERLIEF K FREEVLEE. AREAGREE K IERBWAE, FEHREE K FRER
Foo BREBREE | FHEEHUH,

5. EEREREEHKD | SRE AWS Network Security Manager £ B 1Z &5 B o 5REVAY B Eh L Bh4E -

- BESEEENBEREREREMAERE AWS Network Security Manager 3R 89 Fr EAR RE TR F BT
HAEMEIR.

- ERERESEBHRBENRSFHNERELEER , MR AWS Network Security Manager £& R
EEE"J DDoS ﬁ;ﬁzo

- BAMNEF DDoS ARG FHRE MR EEEERNBURENGEOHMBNHR BN EFR, 1€
TReRT  EETHIE S —{ERE

- REFAAREEEKBETMELRESR DDoS REZ ERN AR,
- EEEBESERE AN DDoS REEL A AWS Network Security Manager 23 # DDoS R .
- WEEKHEHRAEHETZEEEL DDoS & , WIRISFHEEFRMEREBA DDoS fRE,

AT TSR

1. EREFEEAEET , BHARERBNEANER,

N

® ERZIRFER

LSREBRARSIRFER, ESIRFEXT , FRAKFNEBEMENFERREZEES
SHHEBRAVIRF S OUs, HE—IRFEXF , L FERTSHRETEES , RULFEHBIL
HR,

ERFNABEMENEST  BERFEEREN=E1Ez—
- B{EAWS BN EE ( FTE OUsHIRF ) - THREE-—ITER,

- SIEDRERME AWS M8, BHRIE OUsHMIIRF - HEMEFER , —EAREREN , 5
—EARIRFE . BIEFHE OUsLABRHE OUsRE , BENEFEENMEBENL , AR EEHE
OUs, HEFMEMEBIIRS , FERF FERTEEMEIRS. BRURE , AREZFFEIRS.

- FBARBAEMEAWS B8 , RESHE OUsHIRF - ERAERKN FEHRIE OUsHIRF,

3. EE  FERFERPENER, EEREIREESRD | BEMEDIFE AWS Shield Advanced
ERER, ¥R AWS Shield Advanced , BIESIE T HEMARAEER
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» Application Load Balancer
« CloudFront % ff
+ Classic Load Balancer
- GEM IP Hhik
4. HHBEERNNEREE  EETIHP-BEFEE:
- BEFMBER
- BEREER
- BERRBSEEIR
5. MREEZITIREER , FEMTIHP —EAREXHE .
- BE—fRHF
- RFEATAERL (AND)
- FEEAHMS (OR)
« NOT

6. BEAREXNFEBLEE —RNZEMAREN ARNs , B EAHUEERBERN ARNsHES. ATE
EREEBEREN ARN MARE, NRLZRERR  FRNSBNZAE, EAELZEEF
.

@® CloudFront [EiFE R
&= Z /R CloudFront 7 &R , FEAXERE (#HFEEILE ) B (us-east-1).

DB ENBEREZHEILRAEEHHIT. AWS Network Security Manager EE & 1§11 AWS
Shield Advanced DDoS REERZHEARER,

AT T HILER

1. ESIBEE LNSBRERD , BEEBRYTE.

2. ERELEMBNBEER,

3. BEEZ AWS Network Security Manager EABE 2 IREMNERNWEE,
4. st BER  WASRE., BER , FAMRE.
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5. (BR ) FERABMTNEMIRFTERINE  FENALTERAEIRS T RM.
6. (ER ) EENMEER K FEENERE K ARWARSIBNRAEAS.

7. i##Z Create and deploy 2 MEE). HEEEFEEIHIR , B UEHEFESF AWS Network
Security Manager 23718 B fEFH I E A

A HETRSELEH
HESEUMARLZLRE , UEHEZEIZRBAHEIR. AWS Network Security Manager &
WEZREEFNER. ReMBLEERE ER , EEELFENERA. HEZH , FRE
AWS Network Security Manager E{& B E A AWS Shield Advanced EEEH.
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AWS Network Security Manager #l AWS Firewall Manager

AWS Network Security Manager EU{X AWS Firewall Manager KR, EMER T LB R ,
BEREHEBFNIENTRANEERRN. MEEBFEH AWS Firewall Manager , BIFEZEHE
B, ERENBHABNRREEEEF, FEFRAEMERBNAHLT. FAMEFNELIER
mAESE , AR EBE A A RNAEE,

AWS Network Security Manager #1 AWS Firewall Manager €tk HEiE4E |, B EE, EEER
RIBE | AWS Firewall Manager &= 1L ERE | REBF IHR/E,

B2 AWS Firewall Manager 17

AWS BRIEIEERED BHERE B AR , & Bl Network Security Manager A& 82 & & A Firewall
Manager 231 H AWS By K. BRIEEH LB ABHMBIER AWS |, BRIE A Firewall Manager 231
RBS A EMBUR SH#EEE, BIfE AWS BFABEEESCHA , M,

BEHENEIEF

EIEMEREEEER , BRUERFEEMHER Firewall Manager B 2 AWS By KB EIE, B&E
3 AWS Network Security Manager BUERE; , BRI UM ECHEREZESHE , ER—HBABEER., NMRXK
#E ‘@S AWS Firewall Manager BUR EBRIEBIE R , AWS Network Security Manager € 1E 1818 #i &
BEFER, EEERENT , AWS Network Security Manager BRI EE S B ZE A AWS Firewall
Manager B XAEFIBUER . RHEITRBURNEERZNFENEIERE,

£ AWS Firewall Manager BT E1:B

£ AWS Firewall Manager B8 Z AWS Network Security Manager €4 X BEB S HBE — R
¥, WA EEFERAETIGE, BEROASE , EMELFER. EEBRTRAK , Bi88E51E AWS Firewall
Manager BLZR# ZE AWS Network Security Manager. &% % Z Ry {E IR 5 R B A& B T BN E,

HEIMBEFAEE AWS Firewall Manager S8 &ZERMWBE , S HBEBE AWS Network Security
Manager , WA HBZAFTNWBEREE, LEFTEHEEE AWS Firewall Manager HHY R BUR S
H AR EAEH PG K B

B2 AWS Firewall Manager £ 44
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AWS Network Security Manager FHIZ £

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
EANERT2HBEBNTERMEE.

ZEMHR AWS BECBNARRE, AFSEEEAREERRERNEZEYE  NERPHLZEM

- BiRMNEZSH - AWS B EREE DT AWS RENWERRIE AWS Elf, AWS tHiEEETUR
EHEANRE. FAWS SHFHEIF , F=FRRAESSEHAENBERMZENEN . BET
#2358 B AWS Network Security Manager & #8518 | 2 BAWS 520 RiSEE,

- BRI et - ENEEEUAREER AWS HER®, SH4AHHEMRREE  S/ERNIRE
. BRFNERNERERNER,

AT BYIE T SR AN{ATFE SE B AWS Network Security Manager BER LB SEER, THEER
BAHNMAERE AWS Network Security Manager A& 8N Z£RER B R, SE T HMMERH it
AWS R 3% {75 Bh SR B2 M 4R 8 AWS Network Security Manager &R

*rE

« AWS Network Security Manager 7 #) & EHR &

« AWS Network Security Manager ¥ & % #17 L& 18

« {EH AWS Network Security Manager IR E A

» AWS Network Security Manager K& iR ER 5%

» AWS Network Security Manager A1 BY 58 1%
» AWS Network Security Manager R E R L 2
« AWS Network Security Manager fi & & SRIZ BT

AWS Network Security Manager FHE BlHRE

HESEEIBEAR AWS Network Security Manager AWS FHERHMRE., MLERFHR , AWS &
BEREHTAE NESEBRSRRE AWS Eif, ZEEHECTHERS R EEEATNEGE, SZ4F
REEMEA AWS R WELESNEERTK, NEENBAENFHEER  FSHRENBLEE
REZEE. NEBNERREBENFRES 6 BF2R - RERRERL (GDPR) /v,

ERRE 5


https://aws.amazon.com/compliance/shared-responsibility-model/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEIER) FHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
UnEh, WEAER FIPS M FIPS In W E S HEEER , B2 EB T EARIEZE (FIPS) 140-3,

RMazi2RCBETEREFNEF B ERBERNBBREF , HEEES BEHEXN X FRA
B, FlnBZ BN, ESREEEMEA AWS Network Security Manager S X8 4&. API AWS CLI,
AWS SDKsHy E At AWS IR B, BEERIEABRIXNFRUT W ANTAERTTREARTEDR

JH B, MRSRMABRMREN URL , RMEANERBOERECHZRMAMRBFB RN URL HIE
:é‘x?éﬁnﬂo

BRI

AWS Network Security Manager €A AWS Key Management Service (AWS KMS) &8 N #ZFi & 5
BER, REZE KMS £RUTRBLNERERE, BEMRENRALTER, ELFEREIERELE
o

Sy R

AWS Network Security Manager € Transport Layer Security (TLS) & {E&@ T HWFrEER, I
B API FEREEE TLS 1.2 HEHRA. Network AWS Security Manager AP| i ZHHYERE R &6 H
HTTPS,

SREE
AWS Network Security Manager £ RIS EER AWS KMS £ ETRENSE, ZEEEREH®#E2
B KMS £38,

BREN® 46
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AWS Network Security Manager ) & 2 fl izl &2

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AT HBIE B E R £t H ¥ AWS &
BRHFR. IAM EEESAEHHANETEIRE (BEA) NRE (EFFT) |, SUEA AWS
Network Security Manager Eif. IAM 27 LB # A AWS R # .

&

- BEYR

- ERESRE

- FABRKERFIE

« AWS Network Security Manager Z0{aE2 IAM =8 £ F

+ AWS Network Security Manager B & % # B 3 &3 45

- WEEZE AWS Network Security Manager & % #1117 EUiE

BEHR
fEA A AWS Identity and Access Management (IAM) € REH A EMAEFTTE :

- REFERAE — FEEAFRRELIE K FOEEERBFTA (FSH SEDZE AWS Network
Security Manager & % #1717 EUE)

- REEES — EEREEAEFIBLRIMEEAFFAIFER (2B AWS Network Security Manager
AR |AM & ER 4 )

« 1AM BEE — BEERUEEFIUES (528 AWS Network Security Manager #9 5 7 2 B
Bl)

EH 578
SHRBEMEAWS £S5 BREA HHK, BLANAWS RSRERE. IAM £HERRIE
IAM B &5 5T RE,

B LAER B2 RN EAER , §l70 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NIEEBREANFHEN A F2H
(AWS & A ERHEER) PHUAEAEN AWS IRF,

HRENRFTFE , AWS 124t SDK M CLI URIBHmZFA NEBFB R, WEFMAER , F268 (AM
EREERE) T API FERIIAWS 5 4 IRBERF

55 RENER =


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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AWS IRF RERE

EREY B AWSIRFE |, B8R’ —E& S AWS IRF theroot ERENEA G DFE , ZE 2 ERHA
B AWS k% M ERNEEFIE, SRR TEEAREAERATREER. ABZEERERE
BENER  F2H (AM EHEER) PNEEREHEBRENES.

Bag0
BERERERABEAECEABS IO RHE L AWS B EABRHERETR

BEGsRREELNEEBHK. Web SO RMBENFERE , REARB S5 RIFEN AWS R BEF
EY Directory Service . B B2 ERIACE K MAACSRAREEE.

EEEPCEBREFEER , BEMFH AWS IAM Identity Center, HIEFFME , FESE AWS IAM
Identity Center £ &SI = |IAM Identity Center ?

IAM £ F & B+ 4

IAM £ Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 5 EfHE A
FERARANEEFTE. ERURREEIREGERABEN IAM FHE. NEFHREF A6 F2H8
(AM EREERE) PRERAECERECABS SO RMER AWS FAKBRBETH .

IAM BHEEEE IAM EREES  FEEAREEAENFIEEMNER, MFFAER , F2H
C(IAM fEFREER) FH 1AM /A &R EA =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B2 BG4 EHFTE  H
AR MRS, SALUEBRERAEYIRT IAM A6 (24 ) SHFW AWS CLI 5 AWS AP
RERRBIAR, MEFMEENR , F2E (AM E£AEER) FHREAGHN S E,

IAM BEERARBS e, EAEER. R IAM EAEHT. BIRFEFIEEBREEN , URE
Amazon EC2 #I1THERARER ., MEFHMEN , H28H (AM EHAEERE) B9 IAM R HYRIEF &R
FH.

EA R EEFEUE

BRI LUEIB R M BUR Y G HE D & 5 NER AWS RIZ2EH AWS R ER. BERERRES 2R EIRE
BABIRYET A, ERFEARHBRE AWS |, SfMEELEK. KZSBBERE L JSON X4 AWS BT
AEFERE P, MFE—F T H# JSON BEX M , F2H (AM E£REER) 8 JSON BUREi#,

EEREESEMEANK  ERERWLEERTEWLERG THREERNTEE , UEETFINHEER,
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AWS BHE2EEE BIRA RIS
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #ERERE
B, IAM BERERBMENFTT , ERERAMERXHNIT.

S BEBR

BoRBRRENMESD (EAE, FRAEFEANAR) K JSON FFATBERN A, EEEEEH S DA
HMLEERANITHLEDE , UAREANGKRSE. NFTHRUOMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHE] IAM T,

BEOBBRADB/RNRBEEK (ERABRRE-—52) ESERX (ANMNESE S 5HBMLBER), 0%
THRNAEZREBRRRARBRR 2BMEE  FE2HE (AM EFHEER) PREZEERENRBE
ZFEﬁig;go

BEREBR

ERBPBER MR ERA JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATREEE
R, EXEEREBRNEET , REEESAUERACAREZHHREERNFIER. BLEAEE
FREBRPEEEE.

BEREERRURZBBEPHANRBE, SEEZEUNEFRAERNBEEPERARE IAM B AWS ZE
2§ 8

HBUEREE
AWS TRHMBRER  IREESERBREER TR :
« FFARR — RESDHEBKRARE IAM BRNSZAF . NEFHEF , F28 (IAM EREE

) P IAM BRI AR,

- PRIEIEH B (SCP) — & AWS Organizations PR B SAE BBV IS ER AT, MEFMENR |
528 (AWS Organizations £ &IEE) HHREIZHIBER,

- EREHBE (RCP) — RELRFHERTATITN LR, MEFHMEEHR , FS2E (AWS
Organizations £A &) PHERZEHIBE (RCP),

- THERBBX — EUEXRHARAACEBEI»ERAEELEGER TERERR  UBEEXEE
MER R, MEFMAESR , F2 (AM FABER) P IIERREGE.

SEBREAR

ESEEENBRERIBRE  EENTUSERMMELER, B2 T7THNMTAWS £F RS EK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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AWS Network Security Manager Z0{a]E2 [AM & i 5

B 1AM BT AWS Network Security Manager BV ZEUVE < B , 555C 7 fEMRLE IAM Thag o] &2

AWS Network Security Manager &t {# f .

IAM Zhgg
&R BBE
ERABE
BUREE
BURER

BURIRIE SR 5|8

ACL

ABAC (BURHFHER)

TR

BHAE
REBEEHE

=Z LM T #% AWS Network Security Manager F1E fit AWS PR a0RIEE K Z 8 IAM Thae B EfEA |

AWS Network Security Manager X #&

fm HWm DYy KW Hn Hm O

fm

=
=

=
=

A2k (AWS IAM R EER) THYE IAM BEREAR R

AWS Network Security Manager # & 2 BUBUR

TESGSBEBEK: B

B BBRER M ME S5 (Fla0 IAM /A&, EREFENAR) K JSON FFABERN A, BELH
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM

ERERERE) FHNEEEFEERRESRR

il IAM FF A,
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£/ IAM 2 BEBER | B LIEEAFREBNBENER , UREMERGET LFFREEBE. W
ETH#IEE JSON BERRERMMERE , F26H (AM E£REERE) T/ IAM JSON BETES
EO

AWS Network Security Manager 7 i % R R BUR
TEEREBK : &

ERABREZM MBI ERH JSON R, EREBEKRNEE REFIZ 1AM ABEEBEN
Amazon S3 REEBEBX., EXEEREBRNEES , REEEETUFERACHREHEISEER
WFEER. HRNBEENER , R EREEN TR ILEZERATHNEEUAREMERET
HITHEE, BHBAEEREBRPIEEXE, ZRXATLIGEIRE, A%, AR, BEB/ERAE
=; AWS fR#.

MERABIREFIE , U EREMIRFENEEMEIRFSN IAM BREABEREBENER. WF
HAES , F2E (AM EAEER) P8 1AM PR RIEEEREF.

AWS Network Security Manager T ELULERAEBHBER,
AWS Network Security Manager #9 B3R B4k
XEBUREME: 2

EEEWLER AWS JSON BERRIEEH T AFRAR, tWHi2R , BMEEBE M BERA T o E
BEEIRAITHLEE,

JSON BURHY Action TERHRETUARAFRIEBERPEDMNEF, BERECERABERKTH
1T A BB BN RV R T

EEEFE AWS Network Security Manager BI{E/FE |, 2R (RERESZE) HHY AWS Network
Security Manager T2 8 811k,

AWS Network Security Manager F R BUREMEEBIEZBIER THIFE :

network-security-manager
BEEE-RRAAPEESESE , FRERS R
"Action": [

"network-security-manager:actionl",
"network-security-manager:action2"
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]

AWS Network Security Manager E 5 H&EREHER IAM BifE, HPSFEHRA, &SR, BER, EEM
HEMNEY., B, FHAMMBER (CRUD) RE , URIRER, £, BE. BSREMERBERE,

AWS Network Security Manager Y BUER & R
XEBERER : 2

EESWLER AWS JSON BURRIEEH T AFHAR, twHER , MEEREERE T T
EERAITHLEBIF,

Resource JSON R tEZ IS EEEAENYH. REEKRFEHAE Amazon Resource Name
(ARN) RIEEEER. EHETZEEREBRHT , FREAFR () kT ZBRRNEBARMEER.

"Resource": "*"

ZZEEF AWS Network Security Manager EREHE K H ARNsHWEE |, F2H (RERESE) BN
AWS Network Security Manager EEHNEIR, EE 7 FEALUEAMLEEEIEESEERN ARN |, 55
28 AWS Network Security Manager E & B 1E.

AWS Network Security Manager 8/ HESEER ( HRA. #AR, BER, S#ENHE ) =& IAM ER
B]E  UERESEAERARBER (HIW rule-snapshot), ARN XA :

arn:aws:network-security-manager:{region}:{account}:{resource-type}:{resource-id}

7% ARNsE= N :DRAFT , tRER ARNsBIZ M AR AGwSR ( Fla0 :3),

ERTREEN IAMEREE., NFEERE K ERSWAAHEAPERNFE , HAXIE, :DRAFTH
BH ARN SEHEMERADERRE  RULHERKIEENFT AR EHZERPERREEENFTA,

REBEEFIE. SEARBEZECH IAM EFREE , AEFEREERDN ARN SEEZHHZRREE
RERETRE , MARHHXEAFER.

AWS Network Security Manager B BUR R4 3 5| &

XERBRBFEBREGER - =R

EEEWLER AWS JSON BERRIEEH T UAFHAR, tWH2R , BMEEBE M BERA T o E
EEREIT LB F,
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Condition TEERBEBRNKRY , BEERBXNATRE, EUURMERFEMESE FNVIFRHER
X (BINFRTIR) , REBBRPORGENBRINE, EEEFHME AWS £8RH4REI82 , F2
B KIAM EEREIER) PHAWS £EFRFABTREIHE,

HEBE AWS Network Security Manager k4 &858 , FF2H (RBRESE) H1 AWS
Network Security Manager Bk &£k, BE THRETUERGRESRNBENEIR , F28 AWS
Network Security Manager E 2 B 1E.

AWS Network Security Manager X & T 5B R ZEUZ ] (ABAC) 19 AWS £ EB R 218

« aws:ResourceTag/${TagKey}
« aws:RequestTag/${TagKey}

e aws:TagKeys

ERARGREIBEAMEATHERIRR. EREREEERRL , HFXEaws ResourceTagfk
o

AWS Network Security Manager ACLs
XEACL: &

FEUZFIEE (ACL) TTEFIBL X (RFKE, FRAERNAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMAEM JSON BERXHFER.

AWS Network Security Manager T X B FEUZ #I75 8 ACLs),
ABAC ¥t AWS Network Security Manager
X ABAC (BEEHHER) : &

B FEUES] (ABAC) R—EREXRE , MBBEARRNBHRERT T, LU UERERERE IAM
B AWS &R , RERET ABAC BUR , UMEEZREANERBRNTSER LOVERE RFHRF,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZBERNFGLESD , RHEREA.

NMRBHEZESEEREEN LB =ERG SR  RBEZBHEMS , ER Yes, RBHEIERLE
REEN SN =EFRG<® , AEA Partial

% ABAC WEHHEF , 526 (AM EREERE) PHEM ABAC RIEESRT, IEEFSHR
E ABAC ZERMHEZRE , F2H (AM E£RERER) PREABMEEFEUZS (ABAC).
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AWS Network Security Manager X EF A= AWS 2 5EHF 45BN BHERFEIES, &
AT LAAR IR E R E L B R ER KRS AWS ¥ Network Security Manager EiREI1FEL,

B AWS Network Security Manager fE A lRREEAER
TEHREE 2

R A B RIRMYE AWS B RN ESHEN , T EAFABARYRACKES R, AWS BER
HEEEREBEAEN K MAREARMENRESE. NEFHMAENRA K F28 (AMFERERER) 1
IAM F YRR £ /BHEEE IAM EBEIEENAWS RIE.

AWS Network Security Manager #9 ¥ BR 7 £ B8 5 7]
SXEEFEFNI/ERE (FAS) : 2

BIXFI TEREE (FAS) EAMAY MEFEAFTAT AWS BREE |, &S AWS BRI kM T iERBRH
AR, MFRH FAS BREFNERFMET  F2RERFITEREER.

AWS Network Security Manager BRI & &
IEREAR . 2

R¥EAGRREETHN AM A€  ATREMTEE, IAM EES LKL IAM RET, 18R FN M BRIRKE
A, MEFHMEENR , #2080 (AM FAEERE) RWEIAGUERTTiE AWS R,

/A Warning

B FREHCHNEFA A AES B AWS Network Security Manager Zhégé, RAE7E AWS Network
Security Manager 2ti55|K , TR EREAE,

AWS Network Security Manager HIRIEE#E A€
TERBEZAS 2

BHEREACRERE H—ERBAEC AWS BE. BETUABERARCATHENAES, REERH
AEGHBELN | AWS IRF | WEREKES. AV EEETHURE , B TEEERBERAGY
T,

AWS Network Security Manager 8 £ AlRBERACEHEBNRERFPRE. ELRARER
AWS Network Security Manager @ B BBV R EFEAE, AR T AWS Network Security
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Manager B AWS WAF H1 AWS Shield Advanced BRI, LtABHERTF Config AWS K77
B, DETERRE , ARBTEIRFRENT,

MFEEIFNEE AWS Network Security Manager IRIGEZE B BHNFME , 552 the section called
‘IREEZHE,

AWS Network Security Manager #J & % # B 3k &3 43l

RIBFER , FAEMAEREEIHIEH AWS Network Security Manager BRI, EER TR
EHHEMEERATEENET , IAM BEEE TR IAM B,

WET MR IE L JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUR (E2B).

wFEEE AWS Network Security Manager EEWBENMEREENFHEN , SREEEREEN
ARNs &= | FF28 (RKFESE) BH AWS Network Security Manager BV 81E, ERMEH S
8,

&

- BREEER

« f£f AWS Network Security Manager £#£ &

- AEAEREMMBE ST

« Network AWS Security Manager K i i 17 EUiE
- EEERAFER

HRREER

B EBRRSHEEREFNEBAERESLLIEN, FEEMBR AWS Network Security Manager &
R ELEMETAESELN AWSIRFEXER, EFBRIUSMES P EBXK , FERTIHEARE
E S

- FIEER AWS SEBRRYEBRKEERTT - EERBRFTRTENCERAENTEER , B
BT RTRHZEREARGNAWS ZEBKR, EMAEEN REHR AWS tkRF ., RfZREER
BREREARI AWS WEFZERXR , ME-FRLHT. WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS BRZEEEE FBABE

3]

« A IAM BUR P EVRAFE — S IRBIFEVE - B SURMRARTIEEEER |, IRHEENE RN FH.
Bl , BAULRBEBEREM , BEL AL SSL EEMERR. MREBKE Flm £HRBEE

AWS FR# , f&th ] LAE A ik 4 2R 4R T H A7 BV CloudFormation. SERFMEF , F2EH (IAM EA

E1Em) M IAM JSON BUIRTE : &R,

- M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B W IE i1k - IAM Access Analyzer i
BHBEMBEEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, IAM Access

Analyzer 12 100 ZTHBRRERETTHER  THBERELZLAERANEE, NHEFHAE

#, F2E (AM FEREER) FHFEA IAM Access Analyzer B BUE,

- FEZEEZERE (MFA) - MIRENRHIFE IAM ERESH FHRERE AWS IRF |, FFHRE MFA

DiRERet, WEEEU AP BERFER MFA |, 1§ MFA U B EEHBEKR. MHEFAE
7, F2H (AM EREERE) FHEIR MFA £ % APl FHL.

WE IAM HREEKWHEEBEEN , F28 (AM FREER) Al IAM Z2KEEK,

{FH AWS Network Security Manager £ &

= E17H AWS Network Security Manager £ 4 |, B4 BHE —HBREHF T, BELHFTSHEBERFET
MR B AWS Network Security Manager ERVFFHEF AWS tRF . MMREE EHRERLEFF

IEBBNSIEEE , ASRERKRBRNER (EREIAG) MS , TRANEZWAMERF,

HAERW AWS CLI 2 AWS API I E |, BTFREERFREXTEZEAHT. k2 , REAHFFILAF

P ERBITZ API BIENBERTT .

= ZFH AWS Network Security Manager T2 & , ZEAZDHEE network-security-
manager:List*# network-security-manager:Get*B){ERIEF T,

RFFERERAMMAECHEFT

e fIE REMAREIYBER |, 5 IAM EAERGRHINEMERAES S NABRRZERR, WEE
BEE TRARMEA FH AWS CLI AWS API LR R A X TR BIERIET T,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Network AWS Security Manager K9 38 17 EUE

THBERERFETEAYMAE AWS Network Security Manager &R BFEE, EHRETEWRRE

ENELSREMTETEENRRASHERABREM,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"network-security-manager:Get*",
"network-security-manager:List*"

1,

"Resource": "*"

}
]
}
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EEERAMEAR

THRRAFEREY., EFNMBRRANEER K MEFTRTHR, #EIRBENTFEE. EHRNER
ZEERETRF BB THERRER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"network-security-manager:CreateRule",
"network-security-manager:GetRule",
"network-security-manager:UpdateRule",
"network-security-manager:DeleteRule",
"network-security-manager:ListRules",
"network-security-manager:CreateRuleSnapshot",
"network-security-manager:ListRuleSnapshots",
"network-security-manager:CreateTemplate",
"network-security-manager:GetTemplate",
"network-security-manager:UpdateTemplate",
"network-security-manager:DeleteTemplate",
"network-security-manager:ListTemplates",
"network-security-manager:CreateTemplateSnapshot",
"network-security-manager:ListTemplateSnapshots",
"network-security-manager:TagResource",
"network-security-manager:UntagResource",
"network-security-manager:ListTagsForResource"

1,

"Resource": "*"

W EE BT AWS Network Security Manager & 4 #1ZEUE

FERAUTEARBGEIEZE S EMER AWS Network Security Manager 1 IAM B aJAEIB R E RS
=,

*E

« REREE AWS Network Security Manager #1784

« RAESHIT iam:PassRole B ZE
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- BEEAFT UAKHAE AWS 1RF FERFEM AWS Network Security Manager &R

RERETT AWS Network Security Manager H#11T ) /E
MREBWRFER , SHEREREFITEHE  ENBRLXEEH , AFERTHE

T5lgEFIgEsREEmateojackson IAM EAEERERA TR AERE —BERE ny-example-widget
ERNFHMEER , BAEER network-security-manager: GetWidget RFRIBFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
network-security-manager:GetlWidget on resource: my-example-widget

FERBERT , XAFEH mateojackson FEHREMNBE , LAFFEA network-security-
manager:GetWidget BIEFEE my-example-widget Eifo

MREBEEWGE , FREEN AWS EEE, FHNEEESREBENEKXERE.
K AREBFH 1T iam:PassRole RIS HE

MRBWRFEER |, FHEEERIT iam: PassRoleBE , BNBERLAERH , ARF LK ACGEER
AWS Network Security Manager,

BE AWS B# AIREEREACEEGERE K MARBRUFNEBXALIRBEEAE, NFH
TR , L ARERACBEEZ BB,

ERA B IAMmarymajor EAEERFERHEEEE AWS Network Security Manager R #11TE1E
B, ERETIHEHFHER. ER , BFEBRBEEERBREACR TN, Mary RERABEERR
IR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEERH , AFFM#IT iam: PassRole Bk,
MRLFERE , FHEEN AWS EEE., ZNEESRHENEZIRE.
BREEAFF UHAWAER AWS tRF FEFEM AWS Network Security Manager &R

BREY—EAE  BEMIRFHNEREREEBABHNASTFIRENER, S UIEEE R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) IR , SR LUEAABL R
KRBT AEBTFEENE RN,
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MEE—FTH , F2EUATRE .

(di

%
pard
anp
o

- ZET# AWS Network Security Manager 2 & X EiE
Manager #01FE2 IAM B HEE A,

- BETHRIMTRMEEHES AWS IRF NERTEE , 528 (AM EAEER) PHNES#ES AWS
RE WS —E $4 IAM £HEREEFIUE,

- FEETHRIMKERNFIERMEE=S AWS IRF |, F28 (AM EHEER) PG FEER
HIEE =5 AWS 1RF #H.

- MFETHRINAMEBHS G o RAEFEE , #2828 (AM £AEER) PN FIUERESGEINSE
TEIBENFERE @E59).

- METHEAACNEREARRETEIRFFRZEANZR , F28 (AM FEAEERE) 8 IAM
PR EBIRFERER.

#E2:B9 AWS Network Security

£ AWS Network Security Manager B RIFEFE B &

AWS Network Security Manager £/ IAM [R5 EE A B, REEEACRERERZE AWS Network
Security Manager Fitf— IAM A&, REEZEHSEH AWS Network Security Manager 8% E
&, YA EZBRBRARETWEM AWS RBFIFHAER T,

BRi5EAE A B W BB FRR I ELE AWS Network Security Manager , RB BT L F BB LB
A, AWS Network Security Manager EEZHREEZEA BN, RIEZEEER , FAIRE AWS
Network Security Manager AIABEHA G, EERMNFFAISIEEEBERNT I BER, SEEAKT
AEREEZTAHM IAM B,

BXALMMBREBER , TEMBRREERZAR, ETREEN AWS Network Security Manager &
R, RAZTET M BRENE RN,

NEREXERBEFACGNEM RBENEF , FSEAWS £/ IAM KR , W R ERS A CH
TERIERNRE, BERER  DIREKRBNRBES S,

AWS Network Security Manager B BRI E4E £ &5 7

AWS Network Security Manager fEf & 5 B RIS ERE A
BAWSServiceRoleForNetworkSecurityManager, WWRER A®EEnetwork-security-
manager.amazonaws.comfR FBEREZAR,

25 WABHFTHENetworkSecurityManagerServiceRolePolicy2 —8& AWS ZEHXK , it
#F AWS Network Security Manager ¥15 & # & R 55 R Bl 1E,
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THEEBRE A FFnetwork-security-manager.amazonaws.comfRE T B BEXAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "network-security-manager.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
(@ Note
EAARERT , IAM B (NERE, FERAe) T TEY, REIMRRBEESE, W
FHMES  F2HE IAM EHEEETNRBEE ST,
AT AT E R

AWS Network Security Manager FE E&8#TH , TEREBENRZBIRFNEBPNE
. NetworkSecurityManagerServiceRolePolicy SEBIRERF NHIFHA , R 2 #H

wafv2 - B3, BEE. FEHFMBR Web ACLsHl Firewall Manager 3 RIE##8. #% Web ACLs B2 {R
ENERZIBEBMEUERE, S Web ACL FESMAREFR BB THE., ERMEBUEERE
R. ERZ¥ AWS Network Security Manager Web ACL F13R BIH&E,

shield - &3, #HiR, %IHFMBER AWS Shield Advanced 1R, 23 F R AWS Shield
Advanced TR,

elasticloadbalancing - i Application Load Balancer #11#Z%#. £ Application Load
Balancer L2137, MIBRFERE Web ACL B8,

cloudfront — E¥8 3 5 Amazon CloudFront i, #BAEFNIEE . RIBIFIEUHREAE: D #F Web
ACLs, FEHY VPC R [EIRER

apigateway — f&HY Amazon API Gateway REST APlIs, PEERFIZE ., 1£ API BEER LERE Web
ACL,

BBERA BT &


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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ec2 — FEEL Amazon EC2 ER ¥ FENH1T{HEE Web ACLsFIE3HE, 3@ Shield Advanced AWS {RERY
Y P ik,

cognito-idp, amplify, . apprunner appsync#l bedrock-agentcore- #EE Amazon
Cognito & EE., AWS App Runner g%, AWS AppSync GraphQL APIs, AWS Amplify
A H Amazon Bedrock AgentCore FEH Web ACL E8B# , LA AWS Network Security
Manager AT ARZE ZRENEIR

config - iZHVERAHAE , WEE AWS Network Security Manager Fi 3R 15 3% £ B ;o & R AV BRI E 45
AWS Config #AREFC 825

organizations - FBEEUAEME. tkRF. BE &%, ABENMNEREES , JE AWS Network
Security Manager B LATE Z BB & iEE,

logs - Y. EH. E#. MBERFAFIH Web ACL FE&kHEY B R AT,

s3-ERBHES W Amazon S3 REFIFEB LINENNEREITEBBRKaws-waf-1logs- , UER
1+ Web ACL B#$.

iam - 23 AWS Shield Advanced AWS Configfl AWS WAF FREM RIS ERE A | SE
fikiam: AWSServiceNamef&H-ZESIBME.

T %) JSON EERTEEMINetworkSecurityManagerServiceRolePolicyFF Al BK,

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LogsGeneral",
"Effect": "Allow",
"Action": [
"logs:ListLogDeliveries",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

"Sid": "S3LogBucketGeneral",

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
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{

iy
{

iy
{

iy
{

iy
{

"s3:PutBucketPolicy"
1,

"Resource": "arn:aws:s3:::aws-waf-logs-*"

"Sid": "CloudfrontVpcOriginAccess",

"Effect": "Allow",

"Action": [
"cloudfront:GetVpcOrigin"

1,

"Resource": "arn:aws:cloudfront::*:vpcorigin/*"

"Sid": "ConfigUnscoped",

"Effect": "Allow",

"Action": [
"config:SelectResourceConfig"

1,

"Resource": "*"

"Sid": "DescribeOrganizationUnScoped",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

"Sid": "DescribeAccountScoped",

"Effect": "Allow",

"Action": "organizations:DescribeAccount",
"Resource": "arn:aws:organizations::*:account/o-*/*"

"Sid": "DescribeOrganizationUnitScoped",
"Effect": "Allow",
"Action": "organizations:DescribeOrganizationalUnit",
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"Resource": "arn:aws:organizations::*:ou/o-*/ou-*"

"Sid": "ListDelegatedAdministratorsScoped",
"Effect": "Allow",
"Action": "organizations:ListDelegatedAdministrators",
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"network-security-manager.amazonaws.com"

"Sid": "LoadBalancerNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeWebACLAssociation"

]I

"Resource": "*"

"Sid": "LoadBalancerGetWebACLScoped",

"Effect": "Allow",

"Action": "elasticloadbalancing:GetLoadBalancerWebACL",

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

"Sid": "CloudFrontDistributionNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"cloudfront:GetDistribution",
"cloudfront:GetDistributionConfig",
"cloudfront:ListTagsForResource"

]I

"Resource": "arn:aws:cloudfront::*:distribution/*"

"Sid": "ApiGatewayStageNonMutationApiAccess",
"Effect": "Allow",
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"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*/stages",
"arn:aws:apigateway:*::/restapis/*/stages/*",
"arn:aws:apigateway:*::/tags/*"

"Sid": "Wafv2General",
"Effect": "Allow",
"Action": [
"wafv2:TagResource",
"wafv2:ListResourcesForWebACL",
"wafv2:AssociateWebACL",
"wafv2:ListTagsForResource",
"wafv2:UntagResource",
"wafv2:GetWebACL",
"wafv2:DisassociateFirewallManager",
"wafv2:DeleteWebACL",
"wafv2:DisassociateWebACL",
"wafv2:ValidateNetworkSecurityManagerWebACLConfiguration",
"wafv2:ValidateNetworkSecurityManagerRuleConfiguration"
1,

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2WebAclAndRuleGroupMutation",

"Effect": "Allow",

"Action": [
"wafv2:UpdateWebACL",
"wafv2:CreateWebACL",
"wafv2:DeleteFirewallManagerRuleGroups",
"wafv2:PutFirewallManagerRuleGroups"

1,

"Resource": [
"arn:aws:wafv2:*:*:*/webacl/*",
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*",
"arn:aws:wafv2:*:*:global/managedruleset/*",
"arn:aws:wafv2:*:*:regional/managedruleset/*",
"arn:aws:wafv2:*:*:global/ipset/*",
"arn:aws:wafv2:*:*:regional/ipset/*",
"arn:aws:wafv2:*:*:global/regexpatternset/*",
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"arn:aws:wafv2:*:*:regional/regexpatternset/*"

"Sid": "Wafv2Logging",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2ListlLogging",
"Effect": "Allow",

"Action": "wafv2:ListLoggingConfigurations",

"Resource": "*"

"Sid": "Wafv2ListWebACLs",
"Effect": "Allow",

"Action": "wafv2:ListWebACLs",
"Resource": "*"

"Sid": "Wafv2PermissionPolicy",

"Effect": "Allow",

"Action": [
"wafv2:PutPermissionPolicy",
"wafv2:GetPermissionPolicy",
"wafv2:DeletePermissionPolicy"

1,

"Resource": [
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*"

"Sid": "Wafv2WebaclDescribe",

"Effect": "Allow",

"Action": "wafv2:GetWebACLForResource",
"Resource": "arn:aws:wafv2:*:*:*/webacl/*"
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{

"Sid": "CloudFrontListDistributions",

"Effect": "Allow",

"Action": [
"cloudfront:ListDistributionsByWebACLId",
"cloudfront:ListDistributions"

]I

"Resource": "*"

"Sid": "CloudFrontDistributionMutation",

"Effect": "Allow",

"Action": [
"cloudfront:AssociateDistributionWebACL",
"cloudfront:DisassociateDistributionWebACL"

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

"Sid": "ElbWebAclRemediationScoped",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateWebACLAssociation",
"elasticloadbalancing:DeleteWebACLAssociation"

]I

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

"Sid": "ElbSetWebAcl",

"Effect": "Allow",

"Action": "elasticloadbalancing:SetWebACL",
"Resource": "*"

"Sid": "ApiGatewayWebAclRemediation",
"Effect": "Allow",
"Action": "apigateway:SetWebACL",

"Resource": "arn:aws:apigateway:*::/restapis/*/stages/*"

"Sid": "CognitoWebAclIntegration",

"Effect": "Allow",

"Action": [
"cognito-idp:GetWebACLForResource",
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"cognito-idp:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "AppRunnerWebAclIntegration",

"Effect": "Allow",

"Action": [
"apprunner:DescribeWebAclForService",
"apprunner:ListAssociatedServicesForWebAcl"

]I

"Resource": "*"

"Sid": "VerifiedAccessWebAclIntegration",

"Effect": "Allow",

"Action": [
"ec2:GetVerifiedAccessInstanceWebAcl",
"ec2:DescribeVerifiedAccessInstanceWebAclAssociations"

1,

"Resource": "*"

"Sid": "AppSyncWebAclIntegration",

"Effect": "Allow",

"Action": [
"appsync:GetWebACLForResource",
"appsync:ListResourcesForWebACL"

]I

"Resource": "*"

"Sid": "AmplifyWebAclIntegration",

"Effect": "Allow",

"Action": [
"amplify:GetWebACLForResource",
"amplify:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "ShieldGeneral",
"Effect": "Allow",
"Action": [
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"shield:CreateProtection",
"shield:DeleteProtection",
"shield:DescribeProtection",
"shield:ListProtections",
"shield:CreateSubscription",
"shield:DescribeSubscription",
"shield:GetSubscriptionState",
"ec2:DescribeAddresses",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags"
1,

"Resource": "*"

"Sid": "ShieldSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/shield.amazonaws.com/*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "shield.amazonaws.com"

"Sid": "AllowConfigRecorderlList",
"Effect": "Allow",

"Action": "config:ListConfigurationRecorders",
"Resource": "*"

"Sid": "AllowPutServicelLinkedConfigRecorder",

"Effect": "Allow",

"Action": "config:PutServicelLinkedConfigurationRecorder",
"Resource": "*"

"Sid": "AllowConfigRecorderScopedAccess",

"Effect": "Allow",

"Action": [

"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus",
"config:DeleteServicelLinkedConfigurationRecorder",
"config:AssociateResourceTypes",
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"config:DisassociateResourceTypes"

1,
"Resource": "arn:aws:config:*:*:confiqguration-recorder/*"
I
{
"Sid": "AllowCreateConfigServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/config.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "config.amazonaws.com"
}
}
},
{
"Sid": "AllowListActionsForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewaylListResourcesForWebACL"
1,
"Resource": "*"
},
{
"Sid": "AllowGetActionForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewayGetWebACLForResource"
1,
"Resource": "arn:aws:bedrock-agentcore:*:*:gateway/*"
},
{
"Sid": "WafV2LoggingSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/wafv2.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "wafv2.amazonaws.com"
}
}
}
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Bk,
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- EIFMEE APIs - EHHBER B ERNREME,
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R E.

EEFRDIRE
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BHEEANNER , Xk HER A BEER SRS TENHERE,

[E] 25 AR REIR1E
AWS Network Security Manager 12t MEE I [E 5 AR RBAIRE

ListResourceSynchronizationStatuses

BOBERENEMEERIRE, FE deploymentIdentifier 28, #E M4k
synchronizationStatus(IN_SYNC, OUT_OF_SYNC = NOT_APPLICABLE) &fi&.
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ErAF—RAEEEHSREESR , BEALATEM,

Z Bfout-of-syncly &R
EERME OUT_OF_SYNC B , outOfSyncReasons MU ERBISENHEEEZE, REENERN
T

« missingFirewall -- ¥ BB ERAHBEBAI BT X ERE-
- invalidFirewall - B5REFHE , EHARBTHASTEY, SEZESIESBENRETEF,

MREABEBEEXZEBEER , remediationIssues WA MM F BN IRE
BcorrectiveAction®WiE5l, BHERFARABANBERBRZRE. NEFMEA , FSBthe
section called “[E % F1&1E”",

TR AR 75



AWS BEE R BEE LEE
ERTEAEHNZEMEBTUHEMRNER,. EHIEFERT , BRHBBRLSRETLUR
OUT_OF_SYNC , MEMELARERIZ IN_.SYNC, ERFEHNITA , MARLAK. REBEIEFEXR
MREESHPBESL. it , IEERTHSRELIEFRENEARE K ERNEFSHRNERE,

£/ 528 AWS Network Security Manager API FEAY AWS
CloudTrail

AWS Network Security Manager 2 £2 fRIEE A AWS CloudTrail , LIRS TIRIEFERAE. ARRKRE
FrERENEVERYEC 8% AWS . CloudTrail #§ AWS Network Security Manager BIFTE AP FEAYHEEL A &
HEH4, HIAFILEERE AWS Network Security Manager 32 &8RN | BUK% ¥ AWS Network
Security Manager AP| BR/ERVFE X ERETFEAL,

MREBEIREK , BB CloudTrail EH-FER N ZE Amazon S3 fEFETRE , 2¥F AWS Network
Security Manager WS4, MREREEIEHR , (IR LT CloudTrail EEAENSHELRRHEPRE
BFHIEL. MEFMER , F2E "TAWS CloudTrail EAEEREL

AWS CloudTrail F# Network Security Manager &

EREMNIRE AWS IRF B | 88 E2BUA CloudTrail, & EE1E AWS Network Security Manager
FREF  ETHSERE4ELREPHNEM AWS BRIEEH4 —EFEHTE CloudTrail EHF., BHUE
PR, BENTHRENEYS AWS tRF. MEFMEENR , 528 "4 CloudTrail S4FE 58 &8
REH.

EERFERE PNEH AWS IRF | &3F AWS Network Security Manager NS4 |, SR EHRE, 5
FREEE CloudTrail #& BEEERR (T E Amazon S3 7T, TR , EREEZRADPETEBHE , &%
EMSERZEMEN AWS B, RER AWS % I EFREERENSEY. e BERFERINE
EIEER Amazon S3 FETHE. BULREHM AWS IR , LUE— S 9 HFEE CloudTrail HEEF
WENSHER., MBEFMHEA , F2RETIRES :

o EIIBEHIHVELER
o CloudTrail X EHRENES
« 5% CloudTrail B Amazon SNS &

CloudTrail €52 #77HE AWS Network Security Manager /., 2N ERESFETYEE :

- BHERAI B, PR, @EMMEBRY. BN, EFMMER (CRUD) &4
- REBIRE

CloudTrail B& 76


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html

AWS BB % EEE BB A B
- RECRIE

- BEEBIRFREF

- ESRERE

- BREEBRE

- RAEERKE

BEEHEREHTSTIER

« EHWIR : network-security-manager.amazonaws.com
- EHER, BAPIRERTE ( HIW0 CreatePolicy= ListDeployments)
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEID:my-session",
"arn": "arn:aws:sts::123456789012:assumed-role/AdminRole/my-session",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEID",
"arn": "arn:aws:iam::123456789012:role/AdminRole",
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"accountId": "123456789012",
"userName": "AdminRole"

iy
"attributes": {

"creationDate": "2026-08-10T18:22:417",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2026-08-10T18:24:03Z",
"eventSource": "network-security-manager.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.44",
"userAgent": "aws-cli/2.17.0 Python/3.12.4 Darwin/24.6.0",
"requestParameters": {
"clientToken": "550e8400-e29b-41d4-a716-446655440001",
"policyName": "production-web-acl-policy",
"firewallType": "WAF",
"priority": 1,
"associatedTemplateAndRulelList": [

{
"templateIdentifier": "arn:aws:network-security-manager:us-
east-1:123456789012:template:tla2b3c4d5"
}

1,
"policyConfiguration": {
"remediationEnabled": true,
"resourcesCleanUp": false,
"wafConfig": {
"existingCustomerWebACLResolution": "RETROFIT",
"conflictResolution": "MERGE_WHERE_APPLICABLE"

1,
"isPublished": true
1,
"responseElements": {
"policyId": "p9z8y7x6w5v4u3it2",
"policyArn": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6bwsv4u3t2",
"policyName": "production-web-acl-policy",
"status": "ACTIVE",
"version": "1"

iy
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"requestID": "blc2d3e4-5f67-4890-alb2-c3d4e5f6a7b8",
"eventID": "f@eld2c3-b4a5-4968-8776-5a4b3c2dledf",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",

"type": "AWS::NetworkSecurityManager::Policy",

"ARN": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6w5v4u3t2"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

&if5] : CreatePolicy =4

79



AWS @ik EEE

FMBABER

AWS Network Security Manager Bt %8

BH AWS IRF BB T %) AWS Network Security Manager T85%Bi 58, BRIEZSEHRA , BRI SEEZEER

=S EESSEKRF.

EIRECH

TRIIHEULUESRAES D ASEKRSEI AWS B Network Security Manager ERE 2 LR,

&R

=18 R F YR AR
FERFREAR
FEKRFEERE
FER S Ay E
FERSHERE
BEERHNRER

EIRE B

TaRRECER
200
100
100
100
100

10

CIECE:

7|

7|

7|

7|

7|

7|

T &% AWS Network Security Manager &R A E ERIEEH EHSZHNE .

[
BEEAR R
=18 AWS WAF BUR I €54

{8 AWS WAF BUERE HrHY R QI M

1@ Shield Advanced AWS BRI 4537 Al

Value
1% 50
132

1 %) 100

0 (XER/RZEAH)

BREHE

80



AWS @ik EEE

FMBABER

[
FEFFBLBE
BEEEE

SEEREAE R

TRIILEEAEREXNNEE,

R4
A& e R
HEREXRE (HRER)

HERENRE (BEBRNRE )

EESIRFEAE

Value
1 %2

1 (FYI—1@ )

Value

20

20

T &%t AWS Network Security Manager BB ERF B LIEF BRI EZE,

[0
EEESELIEFER

APl 7 B BLZE

TRIHBERFEN D ERF,

[T
BEFR LR (maxResults )
BEFER TR (maxResults )

Value

1310

Value

100

EEAREERE

81



AWS 185552 BEE WA RIS
BoEERRE M

HIESEPFIHNEREREEN , B ol & EE M,

BLEFREM 82



AWS BRZEEEE FMBABER

AWS Network Security Manager B2 A S35 HRE$ 5T
45

T&RREA AWS Network Security Manager B X # iR A<,

2% HR =p:
AR R A AWS Network Security 2026 £ 8 A1 H

Manager B3 A EiEEMNEIH
R 2

83



AWS BRZEEEE FMBABER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

IXxxiv



	AWS 網路安全管理員
	Table of Contents
	什麼是 AWS Network Security Manager？
	AWS Network Security Manager 的運作方式一目了然
	AWS Network Security Manager 的功能
	使用案例
	相關服務
	存取 AWS Network Security Manager
	定價
	您是第一次使用 的新手嗎？

	AWS Network Security Manager 的運作方式
	AWS Network Security Manager 資源模型
	AWS Network Security Manager 資源生命週期、合併和同步
	草稿和作用中生命週期
	版本控制
	優先順序型政策合併
	使用 Config AWS 進行資源探索
	同步和修復
	管理員和成員帳戶
	服務連結角色


	設定 AWS Network Security Manager
	選擇您的組織模型
	設定 供單一帳戶使用
	設定 以搭配 AWS Organizations 使用多帳戶
	建立 AWS Network Security Manager 管理員帳戶
	使用 AWS Network Security Manager 許可建立 IAM 身分
	註冊 AWS 帳戶

	在預設停用的區域中使用 AWS Network Security Manager

	部署您的第一個網路安全保護
	先決條件
	步驟 1：建立規則
	步驟 2：建立範本
	步驟 3：建立政策
	步驟 4：建立範圍
	步驟 5：建立和發佈部署
	步驟 6：監控同步狀態
	步驟 7：清除
	後續步驟

	管理防火牆和安全服務
	管理 AWS WAF ACLs
	AWS WAF 概念
	AWS WAF 規則類型
	AWS WAF 政策合併
	現有的 Web ACL 解析度
	記錄 Web ACL 流量

	快速建立 AWS WAF
	AWS WAF 的標準建立程序

	管理 Shield Advanced AWS 的 DDoS 保護
	Shield Advanced AWS 的快速建立
	Shield Advanced AWS 的標準建立程序


	AWS Network Security Manager 和 AWS Firewall Manager
	與 AWS Firewall Manager 共存
	修復期間的優先順序
	從 AWS Firewall Manager 的計劃遷移

	AWS Network Security Manager 中的安全
	AWS Network Security Manager 中的資料保護
	靜態加密
	傳輸中加密
	金鑰管理

	AWS Network Security Manager 的身分和存取管理
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	其他政策類型
	多種政策類型

	AWS Network Security Manager 如何與 IAM 搭配使用
	AWS Network Security Manager 的身分型政策
	AWS Network Security Manager 中的資源型政策
	AWS Network Security Manager 的政策動作
	AWS Network Security Manager 的政策資源
	AWS Network Security Manager 的政策條件索引鍵
	AWS Network Security Manager ACLs
	ABAC 搭配 AWS Network Security Manager
	搭配 AWS Network Security Manager 使用臨時登入資料
	AWS Network Security Manager 的跨服務主體許可
	AWS Network Security Manager 的服務角色
	AWS Network Security Manager 的服務連結角色

	AWS Network Security Manager 的身分型政策範例
	政策最佳實務
	使用 AWS Network Security Manager 主控台
	允許使用者檢視他們自己的許可
	Network AWS Security Manager 的唯讀存取權
	僅管理規則和範本

	故障診斷 AWS Network Security Manager 身分和存取權
	我無權在 AWS Network Security Manager 中執行動作
	我未獲得執行 iam:PassRole 的授權
	我想要允許 以外的人員 AWS 帳戶 存取我的 AWS Network Security Manager 資源


	使用 AWS Network Security Manager 的服務連結角色
	AWS Network Security Manager 的服務連結角色許可
	許可詳細資訊

	為 AWS Network Security Manager 建立服務連結角色
	編輯 AWS Network Security Manager 的服務連結角色
	刪除 AWS Network Security Manager 的服務連結角色
	AWS Network Security Manager 服務連結角色支援的 區域

	AWS Network Security Manager 的合規驗證
	AWS Network Security Manager 中的彈性
	AWS Network Security Manager 中的基礎設施安全
	AWS Network Security Manager 的安全最佳實務
	預防性控制
	偵測性控制


	監控 AWS Network Security Manager
	監控同步狀態
	同步狀態操作
	了解同步狀態值
	了解評估時間戳記
	跨帳戶可見性
	診斷out-of-sync的資源

	使用 記錄 AWS Network Security Manager API 呼叫 AWS CloudTrail
	AWS CloudTrail 中的 Network Security Manager 資訊
	範例：CreatePolicy 事件


	AWS Network Security Manager 配額
	資源配額
	資源合成配額
	範圍組態配額
	管理員帳戶配額
	API 分頁配額
	配額調整性

	AWS Network Security Manager 開發人員指南的文件歷史記錄
	

