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BuEBEMALR (DIT) MARLIMELFile TransferfEBEAWSHE X MRENAIE M, BRI LAEAFile
Transfer , R BBEBERSIZREEFEEREZERH E Amazon Simple Storage Service
(Amazon S3) #17ETE8. File TransferAI AR BB THEER , SEARERER , ARRERELE.
File TransferB B EEZMRERREBEFERAENE (GUI).
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Amazon S3 ¥ E£#8 (SSE-S3) B H 2 FMIE AWS Key Management Service (AWS KMS)
iR, MERLRIEZHCHN SIFHETE , AITUREBECHREETEEER |, XA Amazon S3 2%
AES-256 &S EH BE] KMS €8T,

&

« File Transfer Ky Zh&E

- W{AIBRIABEF File Transfer

- FHEARRFE

« 1FHY File Transfer

« File Transfer W EE

File Transfer RYIh&E

File Transfer 2B T 5|IhEE :
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« BEANBER — BRBEWE Amazon S3 WERTEM,

- BETRRE — ke EFEAEEL Amazon S3 REFETFERMNERKRNWELE , MEEEA
Amazon S3 £ &,

- TEEHERKR — £AMEETEE EEEFe TransferEERN —EARZEER R, BELETR
B EEZERRKE , #File Transferg B B35 A A L{EE] Amazon S3,

- BRHHER — SUUERAERGERNBMBETEHELETH GUI TERNBEE, NREFS
BAER—RBERER LI  EAFEEHEFile TransferA,

- E8 — Connect ZHTRHHHEXNHEMER., EEWKE GUI AP TEZIERETER , 558
IRy SR, WREERTERR B ER,

« Z{8 AWS [E1E — Amazon S3 B2—EL£IKER , 7% AWS EF A AR, EALATE Amazon
S3 A AFile TransferfE it 5 A, 0% Amazon S3 KB FEMER , FESEHH Amazon f
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(@ Note
B ERREE —ETEEEN THEZE T 8EFHRIFile Transfer, BiE TEZEEE Amazon EEFT
EZEAWS EFN A AEEPZEF, BITHEEZE , B LLFile TransferfE X & Amazon
S3AWS EiE WEMIEE R ER, HENEFTIEEME |, File TransferiE Hftbith [E AR
BEREMUERLE.,

W{AIBA IR B A File Transfer

BREMM2#% , HEER TS FMEE Nimble Studio File TransferE ., Nimble Studio File
Transfer AFIZBEE A S H B WNMAEEMUI{AFile Transfer &1 BB R ERE A EFFile TransferH
step-by-step IR, ELHEBRES RENAE ALK LEMN T EHFile Transfer,
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https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/availability-zones.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/availability-zones.html
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- BEIHEE
* File Transfer2B&E TEEMN — @R , RESEXHERNBIREE,
» Amazon Simple Storage Service (Amazon S3)
* File Transferf£ / Amazon S3 EAHEFR., LA LLRERBCH S3 AT , X EM Amazon
S3 &% AES-256 tn#E % BE] KMS €8 KR E H N REFTREBERMMNE,
« 1AM

« File Transferf# 8 AWS Identity and Access Management (IAM) $Z G 17H S3 HFTEAE
BR, ZEFEMAFile Transfer , A4 ARI IAM EEUBUR,

1ZHY File Transfer

A LATE Nimble Studio FEAHAFAXHEFE 1 . £% File Transferf ZHLFile Transfer2 &2,

& ] LAfEFile TransferAap S5 (CLI) SEFALEAENE (GUI) EEEE), File TransferCLI 7] E&
F iR EFile Transferil RS 8, AR, EESE, GUI EETEBRNRE. BH Ll GUI FHE
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File Transfer Y EE

File TransferBE FEEMTINEEENEZER., Amazon S3 EREHRNFEENELERNEH, NEEE
MWABEAEEA |, 552 Amazon S3 EEE M,
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https://docs.aws.amazon.com/nimble-studio/latest/userguide/what-is-nimble-studio.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://aws.amazon.com/s3/pricing/
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Nimble Studio File Transfer— File Transfer R —E X4 & T E , AR IR E H T B EEEFZ RS
(Amazon S3 ) Wi EEGMTE,

Amazon BETHEFEA — EENITEZTREAREMITEEEEFN—H2. AWS
Management ConsoleEﬂEi?’:’E’E:‘%ﬁfiﬁﬁiijﬁ”ﬁlfﬁiiﬁfi.ﬁ%ﬁﬁiﬂ’]iii’J'j'o

File TransferGUI — £ A File Transfer GUI , 8 AJLA7E Amazon S3 2 BEWER , LR R EmA
BER,

TEREER — THERKER G LAFE A Amazon S3 LEEERES THRIEZRHN —ERRKEEFile Transfer. &/
TERERARRES LL Amazon S3 EIrE RiRAREEZEBNKEGIRE ~RR T. BXNEEERDHN IT/ER
BRAeERESR,

Job 175 — EERREEIER | File TransferBERBEIT/EFE, WEEHERSEINEEH@LESH
BR, BULE [Job 175] EERFHRE LEMTEHNW THER,
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https://console.aws.amazon.com/nimblestudio/
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Amazon fSEf#Z BRI — Amazon Simple Storage Service (Amazon S3) R — ¥4 FZRE , 7
HoEREME, ERTHAM, T2MMMKEE. File Transferff A Amazon S3 API #§# % +&%| Amazon
S3, PA CloudTrail CloudWatch, F1#HE8 CloudFormation & & File Transfer#f& 52 %4 Amazon S3
{Eﬁ EO

File TransferFi & — B #EHY Amazon S3 EEEEER. File Transferf2 4tk AWS Command Line
Interface (AWS CLI) BiF @ EEE , WHEH L EHITRIRE.,

AWS Identity and Access Management— AWS Identity and Access Management ( IAM ) @ — &
Web ki , R ZR i ZEHHAWSEIRNARE. £/8 IAM |, Ea] AP EE 26 6 A E AT
B AWS BIRINFFR . SAIAER IAM REZBFIGEBERS 2BE (BA) NREERERN (EFHT)
MAE,

File Transferfk %8 IAM 2RI 7 7] AZEUER Amazon S3 RFETER.

AWSE EEHNRKE —AWS SEEBENREEREINEENEIRIBAWS, BIBREXTIBEER

= #9 Amazon Resource Name (ARN) , EFZEBEREM, #l0 , arn:aws:iam: :aws:policy/
IAMReadOnlyAccess 2—& AWS ZEHBX. WFHEBEN ARN HWFFHAER , F28 (AM EAEE
) FH 1AM ARN,

AWSEEENRBIZARKE R ITEINENER. Job BEBEE TSI AFRKEH

AP| YEZEAWSEEITHEMEH, Bl , AdministratorAccess T/EThAEA A
WEERENERREUHTEFIENERZERAWS, 2 FRAWSZEERE (HI
#AmazonMobileAnalyticsWriteOnlyAccess#l) AmazonEC2ReadOnlyAccess AR 4G EE
BMBAWSIREFZEE K MAARZEFIE., EZE— S THEFIEEE | #28 (AM FAEER)
PN THRBERBREPNEFRERRE.

AWS [E#E— iBFile TransferAARNATE£XKER., I S3 EEFrBMERENERESEBRIIERY
FENTEHRE, NFEFEES  F2RAWS —RSE. EEEHKRFH ID EUAESNHE , F2
BIAWS RAMfE A & ER PN EREMAR AZ ID.

(® Note

BB — B TEEEN TEE S 8855 IFile Transfer. &BE TEEERE Amazon BFT
EZAWS BiFW A AESPXF, BYITHEE 2R , BALLFile Transferfe X Amazon S3
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html#identifiers-arns
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand-policy-summary-access-level-summaries.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/availability-zones.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/availability-zones.html
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58— X £ Nimble Studio File Transfer Z 81 , FBEX TR TER,
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- Eft—1{E AWS IRF

- BYEEEEERNERE

- BUYREIRFE

s EEEIRERIINAE

« B S3 e

« B3 IAM FEEGR

« EXZE AWS CLI

Sl —1{@ AWS tRF
WMRIERZET AWS IRFE |, BERATTERRET —1HE,
EEFMEA AWS tRE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERMLETRET,

HoEMEFFEBRE |, A ESHREE A\ RIR.

B —ER AWS IRF |, BRIZAWS t(RFREME —E. REAERFEFIEIKRFTHNAA
AWS fE# MER, ZEMREMEESEEFRMERERIGERE | WEFEM root f£HE RHT

FE root £ EFEUEN T,

AWS FHBEREKE , ERERIEMRE FEH. BT LAFERE & hitps://aws.amazon.com/ I iE 1

BRVIRF  LURREBRIIRF R L ERIRF.

BEVEREEERNERE

TME , BERELMN AWS IRFE AWS IRERFEHE AWS IAM Identity Center, FAAFIEN KK EE

ERE , EREMTEM root EAERRNBE T,

EEf—18 AWS RS


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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1. B Root EAELE ALK AWS IRF EFE#ibut , BURFHEES S E A, AWS
Management ConsolefE F —EH , B A B ZE,

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

mBET , HHM (AM ERAEIEE) FHB AWS IEF REAERARE VFA £8 (X24),

BYEREERRNERE

1. BA IAM Identity Center,

MEIET , FFSE AWS IAM Identity Center &5 R EUA AWS IAM Identity Center,
2. EIAM Bo9F0F  BERFRERTERE.

EEWMBEEFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F20 (FAKR)
IAM Identity Center B # 78 " SAFERR{EERE £ FAAWS IAM Identity Center EFFEL o

UEREEERNERESDEA

EEFRAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE it EE URL,

MBS IAM R R OEAEBANRY , FSEEAAWS BA EEFEFHEA AWS FBALD
B

EREFIEREMERE
1. % IAM 5508 | B ERERSKERFFINSEMENERE,

MEETR , F2E (AWS IAM Identity Center EH1ER) T TETREREE,
2. BERAERRGEHE , ABRKE - S AFIEEIRGEE

MEER , F2E (AWS IAM Identity Center SR M THEEE, .

BUEREEERNERE 8


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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INRIEBRHEE AWS REIIRFW ITEEE | I AERERTE Nimble Studio , BN EBFERELBELET
Z R EWRF N EIZEER AR,

BT LAE EERE S K BIRF B E%E Nimble Studio , REZIRFE M REREF AWS OrganizationsEl
A, HBMEE—EEIIRF., BBNPRIERHEERFRENAHEIT. FERFRENEATH
HR%E, WEEERFANKERFNFMEEN , FSBAWS Organizations fiT5E 8=

B4, AWS IAM Identity Center X BEABP A, IAM o O0REEEERFPRBA , MEIE
EMEHE IAM AWS Bl 5 O0NAEE. BEEEABTIRA AM 550, FERBA IAM 55
LR B IR RIRE

(® Note

MREEREARBA IAM 2R ONRERFPRETEE , ZEERFEEZETHA IAM
Bomib. EEEBRT , KERFLEERELE IT £H AWS BEBHRE IAM &5 H

o

BUBRBRNTHFEERNEEIRS

1. REB (ERERE) FH "HIEER AWS IAM Identity Center &1 FHIER , FRREENGEIRS
RBIFNEERS,

hEaIRFSABRERETFEERI THEEMES.
2. MREMESRFINET BSEESFREZTRIEKASIRE.

EMNAMEEZSFIER IAM D FO0EE, BRNEERSFIER IAM EESFIEE
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o
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-how-to-register
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(@ Note

File Transfer " EE R Amazon S3 REFETBEEENTEZEEIUEER. File TransferREE
EINIEE  RAXIEEHEEIEENEFESHENERETFEA,

EAR—EIFE  FREREEI LEZFNRNETRE. RBTEZN  FRANUTES
0,

- EEEIRFHER IAM 2P OEREESFIERNKERF FEREZLR Nimble Studio,

- BEFR 1 RETFEZERRBEBNSERS P, BESE AWS EE FRA IAM & 2 P /ORVERLR
B

B S3 AT

BAAERTRERTE Amazon S3 2 E 82 File Transfer , FREfFEAH ., MPARIEFEETE Amazon S3 , fF1F
FRAATHNEZEHTREEZIEE,

EBBATRE GRS —E S3 RIEFTEHBERE. EGEY S3 MEIE , HERP LENTHE

=

<o

- (BREM) ®LR 8 B, BMAEREMRAZES,
o ML AT RREETPDOUFIRAER Amazon S3 PIVERE , ERTEEX,

. BARBRRARHESEEENANEER, tFE Amazon S3 EEBMEFMES , 528 Amazon S3 &
EEmE,

- (BECEA ESB 11D, HENRESH/ER | EEFESAWS Key Management Service # (SSE-
KMS),

« MRIIZAE SSE-KMS £ |, FMBEVHBMNE KMS SRHEBRETWIEREIL TR,

- MEFBETEASBBERNFMENR , 52/ AWS Key Management Service B ABIEREHNE
FAWS TSR EH, EEATEAFHEMANEE AWSIRF , X EFHAEFEENS
B, BUBEECARH#EFTHR K HNUBKLEHERNSREIEE,

- BAFEEMMRENERERITREREHER

EBEIFERUINE ’


https://docs.aws.amazon.com/nimble-studio/latest/userguide/nimble-studio-setup.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/nimble-studio-setup.html#studio-infrastructure
https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-up-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

EIEM TEE X4 EEm EHAEERE
B IAM FEUBGR

ETR , @4EERY IAM EEBER , UWBEFEEEY S3 HEIFEASHEL 2 Amazon S3 #EEE
MR, 2% , B2t IAM BERKINE] IAM ERE. Ltk IAM EH B EEFE Amazon S3 FEEZET
B FRFile TransferEM & AEH,

BE IAM FERAERREDH JSON RE|EZEH EWETHEHERE  YFEATH JSON BEXH., £F
EF A RBEEURRERIEE AWS KMS key By ¥R

Using an AWS KMS key (SSE-KMS)

* 7£ JSON EARRREATHINF , LUR# Amazon S3 L& T HATFE M FHUE,

- BEEAFMBR S3 EETRINYHY , BFRTIXFHFITEEHE Sid "OptionalActions HIFRIR
FHIHNEE, MRETEAFMER S3WH , AIFEETSELHE,

"Statement": [
{

"Sid": "ListBucketContents",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

]I

"Sid": "KMSKeyAccess",
"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource": "arn:aws:kms:key-region:account-number:key/key-id"

+

B IAM FEUEE 11
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"Sid": "OptionalActions",
"Action": [
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:ListBucketVersions",
"s3:AbortMultipartUpload"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"
1,
}
1,
"Version": "2012-10-17"
}

- BEEs#######EUNEENERE, EY S3 RERE

- ¥ AWS ## ###BRALEFRIENZRES,

o« & AWS ## HHABHABBHARRS

- BB ATRIEZS R 2 FIREN KMS €M E L S3 FFErERAIE.

- BESHKMS €8 1D, FEERE S RFTRSRREHBRETEERAFFATERA S3
T ESRREPNERET,

- BEELEEL S MEFEPELINREIE.
- £ THSRMZ, EEHHRE AWS KMS key ARN. KMS £ BI5E2 ARN 5% —2%

Using an Amazon Managed KMS key (SSE-S3)

- BELNRETRESBERDH KMS £,
- BESSEETFRSBAIBAREXERETEERARTIEMN S REFESREEPHN
E o
- MRERBEFEHKMS €88 , BITEBERTIER 2.
- MREREDH KMS SEMMEEE , BREER AWS KMS key (SSE-KMS) HHyiE Rt
1T
« 7£ JSON #EARiEg A THIXF , AR MH Amazon S3 LEM T HATFENFEUE,

B IAM FEUEE 12


https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
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- BEAFMER S3 RIFABTNYMG  BRTIIXFHIEEH Sid "OptionalActions s KBRS

PEIHAEIE, MREFBAFFMER S3 U4, AIFEERESELDE,

{
"Statement": [
{

"Sid": "ListBucketContents",

"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

1,

.
{

"Sid": "OptionalActions",

"Action": [

"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketVersions",
"s3:AbortMultipartUpload"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

1,

}
1,
"Version": "2012-10-17"
}

- BEE #r#####BINEEN B, B S3 MEITE

BRECEY IAMBER , BTFEEHPET 2 S3 #EIFZETEMERET S3 f#IFiTE,

B IAM IR
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ERAEER

&2 E AWS CLI

LZEMEE , AWS CLI MMELRERE. File Transferf£{# A AWS Command Line Interface (AWS
CL) EEHMRERREENRET IAM BAER, WEFMENA , FSHE AWS CLIAM,

1.

BEEAMER AWS CLI LZEH AR , FEEAWS Command Line Interface A EEEHH

4 AWS Command Line Interface R4S 2 F 8918 R,
AWS CLI kBB EFERMTE RIS REITERE,
BITLURFBZE R FHkaws nimble help., EfGHEE T~ AMNEE Studio ERBE,

HKRERAEZSREETNIERBILEZWREE, LLERWERERERHARENImble Studio File
Transfer AF9EERFile TransferAE TR E -

a. FEBVFNESRKRNUBREER 6 FEEEENTEY AM EFAEPHETR AWS RF, B
EREz®R  FRAEEATNERNBESRE.
b. EFR4% , BEGTINME (CL) BALERAESEESNFIEERL,

c. HELER6F , EN[EEMNREERER], EREEPEY 2 REHZIGIRE IAM FEUK
Ko

BT TGS  BREECEILERRER : aws --profile [name of profile you
created in step 4] sts get-caller-identity

- e TEEEEUTIMESEANEL, FHESP  REEDEAfiletransfer,

$ aws --profile filetransfer sts get-caller-identity
"UserId": "ARXXXXXXXXXXXXXXXXXXX:username",
"Account": "123456789012",
"Arn": "arn:aws:sts::123456789012 : XXXXXXXXXXXXXXX. .."

RMBZEBRFTEAWS Command Line Interface FEHAEEEHIRHEMNEM AWS CLI 234,

FRE AWS CLI


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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Nimble Studio File Transfer AF§

RHENMB AL ENEEFile Transfer, ERKRHMIT ISR ZE , FREECNEEECTERLEE
Nimble Studio File Transfer#{ 2 8&E,

NMREBEEBEAHEBRERF BT EE , 528t ZENimble Studio File Transfer & Ho

x5
. BREFEHF
« $B 1 : 2% File Transfer

« HBR 2 : ER7E File Transfer

ERMY
ELREMELELE Nimble Studio File Transfer @ 2 8l , 555t 58 X A~HiFile Transfer,
TERE A RE

BHEBRENERTESUTERMBEMEAFie Transfer. MHFEMMIREEHIEENFEER
BERE.

E
¢
a8
2

- 8 {E#% CPU &1
+ 8 GB RAM

BHEBEREICAREGNER. RRMBENEE, File Transfer ] LURIRE I HE LS A0 18 4 3 7] E# 3C
. Flan | MREHNEEEE D E 500 Mbps WBFEHE | RIFile Transferal A E R TR EM N K TEE
% 500 Mbps.

SR 1 : 28 File Transfer

File TransferZ £ 2 F 55| ERTHRERE , ©iSRIBEMTEMRE FRENERENE KD,

R B T&|I L8 AFile TransferENimble Studio File Transferi,

DRRM 15


https://aws.amazon.com/nimble-studio/features/file-transfer-client
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FTER 2 :

£% 7E File Transfer

fEFBFile Transfer , WA LAMERABEFACEAENTE (GUI) RapTHNHE (CL), WREELEELFEH
EZERME (0S) , /A LATE GUI File Transfer FETRE. MREBFTREREY S LERAEERK |, A
A LA{E A File Transfer CLI R3&E M#{TFile Transfer, CLI BENERA A NEM T E RN EFEFile

Transfer,

GUI

&M S FT IR IRAARE File Transfer , FeEFAERER, RIRHEES WA ATREMNMERE |, &Ll
AREEREHITRENEEMNEB %,

#

1.
2.

£ Y& Ll

8 1R Ym

bR
70N

£ GUI 1y S3 FirBERAERAEPREE IR RER,
# THEERER, BEP  mATIES.

a.

b.

ERRBEZEET  BMARKEENEE, BB —BREREEBEN.

£ S3 RETEF | L ERNAN S3 METEBNBMFile Transfer, EEEY S3 &EF
Brgg  FESREEN S3 FEFITE,

EAWSEEH | A S3 fEETEATENESE,

FAWSEZRERT , MAEZAR S3 FMMAWSEZRER, MREBIZMEHAWS
FHLBHAWSIAZEE  FLBURETH, NRELEAWSEZHRER , B2
B IAM FEUBUGR MERE AWS CLIERE,

B THETIE L DUEE
E THERE, BRP, BATIIER,

a.

REERSEE S3 REFENREER. MEREFERNMEBEN , F2/ Amazon S3
EEEA

RENEZEEARRBNGTENRBNE L,

(EEMY) AEEREEAHER LWERE &,

(EE) S3 RErEEREE S3 MIFArBrNARE &,

BRBEEEARINXHNBERE. WRCESBERNAAERERN, i, "A x\.
(mov)$"ELEUTHENER .mov,

fEMax AgefSEECZAMBABEZAEIRIEXNERNERREXRERE HFie
Transfer, B KXRTA m (£E), h (M), d(R) M w(B), MERBMEN , AR

BB 2 . BXJE File Transfer 16


https://aws.amazon.com/s3/storage-classes/
https://aws.amazon.com/s3/storage-classes/

WA TIEE XA EREEE
REMEEZE, fll, EBEERANBLRERNSIERERNBA, FiBX 350 ¥R
B SRERAI350FmERAE A

g. (EEY) BREFFESKIEAREERNELIEF. GARERUSHMEEEE, &
BETEBFETHERERERENERIEF , YSRBERKKTNILIEFSHE,

File order list

mov ) ixt @

Optional

h. BAR GHEHARSHEREEREHNUTERENER A/, HERSMA. &2
RICRIFRALIEE,

YITHERE

P 2R = {E B B E RV ERI BT RBE
B A

BEMTHEAEENER K (MB).

i. B TEASIE@MNE, TERMARESARERNEREE., RIEMERRIEER S3
BHINE  RACTAEEEE R EHFile Transfer, MR EEEEE FHIBERIE
EFRRULIIRE, MEFHFMEF , FBFSW S3 E@mniE, MRBALINEE , TEEEXIHE
NER, WEFMEENR , 28 Amazon S3 EfE,

. BAPERERGESERAREDGERAKPEEN EEXHIFEU . _RANXH4HE
$Ethumbs.db#y .DS_StoreX .,

5. BIERfE

EEHWIEEZID
1. ¥TB File Transfer.

a. HIRKFEINIEZEFile Transfer,
b. Nimble Studio File Transferft& & FiZH,
2. W®RTHiRE
(
o, IR [RRE].
3. MALEEEEZIEERVIRZEEREFRINIEZID,

BB 2 . BXJE File Transfer 17



https://aws.amazon.com/s3/pricing

BEN TEE A8 EAEEE
4. BERE

CLI
B FEFile TransferE &% , MMEBHLE XM,
REIAREERN SR
1. FRAEKENEMFREXEABESESR,
a. RE: BERZZEM LM EUser/<your username>#3k, BME.filetransferflsk

WEHA X FimiERMBfiletransfer.yaml X,

b. macOS : @ ACMd+Shift+G, ARE#W A~/.filetransfer, AN FiREFMARK
filetransfer.yaml &%,

c. Linux: FRAEMAXFHFESBMIiletransfer.yamliER, E#RURA
i~/.filetransfer/configuration.yaml,

2. GEHEBERTERTIEH. SEALENE, ELAREREME,

a. studio_id: WMALEEEETFERI THEZHEFRINITHEE ID.

b. max_active_checksums : MABREENEBRKREBNNEE, MRLEBBRHEFT
AK CPUKLEE |, Ble@RESTE , WiEXERS A CPUKRLEE., NMEHASE
# , BSBIFile TransferERF,

c. max_active_transfers : MARREENEBXHENEE.

3. HARERFEIER—FAERERL, TSEARREBERENE , ALEXEFHBA. B
BERREEERT FIE2H,

protocols:
s3:
remote_configuration:
demo:
name: demo
bucket: my-bucket
region: us-west-2
profile: my-profile
storage_class: standard
auto_tuning: true
chunk_size: 25
threads: 10
checksum_algorithm: md5_hex

BB 2 . BXJE File Transfer 18
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mni

max_age:
accelerated: false
file_order: []
filter: ""
upload_hot_folder:
enabled: false
local_source_folder:
s3_destination_folder: ""
enable_metadata_filter: true
paths:
local:
remote: ""

mni

mni

4. name : MAEBREENERE,

5. bucket : WMAZLELENTHN S3EFITFBENER., CNEEREEXCEETEVEREY
S3 FiTRE

6. region : B ABRAWS BN FREWETE.

7. profile: MAZLNEEESESR 4 FAIENEE BU‘FE’J%?E %E AWS CLI, BLERERE =
FEEEGE RS S RS (Amazon S3), EEMBERERRENSE , FERBEEETR
#HITT5 &S : aws configure list

8. storage_class : k&% , EREAstandard, LWEBMNEZIENT :

* reduced_redundancy
* standard_ia

* onezone_ia

* intelligent_tiering
* glacier

* deep_archive

* glacier_ir

® Note
& AE$E B3 Amazon S3 RIVIEMFEFERl. MREMEM S3 Glacier Deep
Archive = S3 Glacier M #EEL , Bl %File Transferf&File TransferEE T & & L&
N, WEEBREFENNFMENR , 528 Amazon S3 #FHE 5,

$ER 2 . 3R7E File Transfer 19
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9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
22.
23.

auto_tuning : BBEXHHN X/ NBEBRBERA/NNRZATEVEWE, KFER , LERE
E’trueo

chunk_size : A S EBFEI SR KD (LA MB BB ) . MR auto _tuning F&E
ABtrue , ITFE WAL

threads : M AFARAEHSEERE X HNERRENEE. MREZES , Blauto_tuningF
FEMMItrue,

checksum_algorithm : ERHERLED S3KEFERANRANREERE L, BLURE
md5-hex (FEF%fH) xxhash, xxhash64, Flxxh3 checksum algorithms,

(IEIEM)Max Age : PR#IFile TransferfEMax AgeRFRE{E 2 %52 B 5B 2 5122 M SIS NV 18
£, BURTEm(DE). h (/D). d(R) Mw(B), MRKEHEN , AIEUW BENE
EZE, i, FBRERARAELSERWSdERERNE A, FiBE 350 WRABIHIEH
H350EmERNE A,

accelerated : BUA S3 EEiNE, RIFEFERR , kA false, REMCERRISEIRR S3 Hi# M
R, RACTEEER 5 EEHFile Transfer, MREEEMENE FBHERMRIE , FBERABULI
BE, MEFFMEN , FEFSE S3 E@niE, MEEAIINGE  TREESEXNENER, MEH
MMEER , 5528 Amazon S3 EfE,

(BEM)file_order : WMAERE RN RIEZEE  LEZEERMERNELIER, &BX5
HNEMEEEHESRERRARIHNIEFREZERH, Hla0, ".mov, .txt"ELEE . moviE
RMTRER, .txt

(BEM)filter : BEEAGREEERIER, Zfilter FREZSERWENRER, f
W, "ALR\L (mov)$"ELEELUTHERERHESR .mov

(i##ZEM)upload_hot_folder enabled : B LE&EE R ER K&,
(iZ#ZEM)upload_hot_folder local_source_folder : Bt Bfupload hot folder?
HEIHEB, File TransferBEERIEEERNRPWMEBRRZKEH , WEFEREXERE
BE L&,

(iZ#ZEM)upload_hot_folder s3_destination_folder : B Rupload hot
folder A4 EEEH, TENERAERNKXERSMEZRHER K,
enable_metadata_filter : fillftrue , @ HEFile TransferBFZRAPEERER, EL
=8 Thumbs.db.DS_Store. FBEEAMNERE. .

(EiFEM)paths local : AEEZR R File Transferig R R E R K,

(EH)paths remote : S3 EFEFBE B File TransferiE RN B ERI K,

(EBEM)paths local : WMAEREE, ENEHRRAEERRRERBIER PR HEE
Ed e

BB 2 . BXJE File Transfer 20
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WA THEEHEH R EEE
24. (iB#Et)paths remote : MAERKRE, BNERERK S3 EFENERAER PN
REA.
25. REFHEEER,
26. BT THHHRBBEWAWSEER : filetransfer validate-credentials remote
configuration

a. LDUBBMN W ##snnussiBRE,

b. LG TERELEHMNAWSEAER | Hl0 IAM £88, LGS EREFile Transfer2 B #E
$E4R 2] Amazon S3 , W HARERE PIEEN R FEFNYHE,

SERZEMBEER , BBEER T LUER T File Transfer,

S8R 2 : F%E File Transfer 21
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£ A File Transfer GU| &2

T R n{aE A File TransferBI A& N E (GUI) EAEERF] Amazon S3 2 BB ERER, &
WA LEEERERRK , AWM ERNERBEE LEZ Amazon S3 7T,

£
« File TransferGUI| B &
- LEEX
- REERAERK
TT4E. . "EE#E. M THE
- THREXR

File TransferGUI| %]

(@ Note

BMNERCEFEALHER LNERENX, IRENERBMBEREN , ETHFNERTESSD
B &£ "EEL B, Y1 TERER, (ZR macO0S) .

TE#IR T File Transfer GUI & {EZB % o

1. ZEERZIER
a. BRRAMK TN

2. S3 FREMMMHBER
a. BinHRE T

3. "I, . TREe&E, M "EERS.
a. "I, BERPW "Bk

EEER

File Transfer LB ZIFrE S3 BEER, MEBHERBEEINFMER , 5828 Amazon S3 /HEFHE
Bl

File TransferGUI i 22
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BEN TEE A8 EAEEE
HEFEAGUIRKLEE

1. 3¥TH File Transfer.

a. HERBEKRFEEIE EFile Transfer,
b. Nimble Studio File Transferft;& & $12H,
2. EEEEEL , AMERIERSERELAA , M S3 FEFEERAESRNEREAAM,

g3l -

3. E[AMERZER] B, BIE RBERR THRNEE , ULERERT LHERNABERRRK.
BRNEERCREHREE, RE , BUBRASEHHEURIIFTENRR,
g3 -

4., TESIFEETBERBEST  ENRFHERERTHNXEE, ENTESLE LEERMN Amazon S3
EEIrENRIRHERE,
il -

5. BRAEEHNERMNERRZENZEA R, ERNERNERKXER AET.
g3l -

6. MEHMUSENNERNENREEZANIEERIEREEZLAN S3 RETEERAER. &7
LS ERNERREREREB & , A S3 EFIFEPHEEERR,

REFHERR
fEH EEERERK , & LAEREFile TransferBFBERERKNEE, ELKHERMEBIERE
#%EF | File Transfer& B 8§ H &% Amazon S3,

FEERENRGEEEREE GUI PEEZ BBANMEERRARSEH. EHEZLERRNIEM
MERSEE LEIERNER.

LEFHERREBANXEREAAFRTIERRASHNERRR. LEERAENRARELIERLE
ERHBENERRELEE , fINFERERRM (NFS) MARRALRE (SMB), LEERERRER
B, BORAERMARRAVERE,

REERERRK 23
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L ATHEETRE , TREA LEERERR,

£/ GUI RE LEBERER R

1.

I

~

¥TBA File Transfer.

a. HEZBHKRFEEINIEEFile Transfer,
b. Nimble Studio File Transfer{¢;& & FiEH,
EE T RE

—~

REBRE [RE]

EERERRERSD  EEFEEAERRX,

AFNERENREEEE BB, C4AREMERERREBAIME 1%,
RETSELEIN S3 AFFRNERN TN BEPRIERBEREHE,

WARBRRERKM S3 BN ER R, HE , BAILUE S3 BN ERRREEZH , A LEF
R B &%,

a. AHEFEHRLATESTERERE.

g1 B & : /media/drive

b. EWLLER (+) BREZHMERRER , SARNEARIRRERRRERS LEZZE S3 f#
fFRTER,

BiE (7] BEEEN

File TransferIR AR R ER AN R XM RAWIA X4 RESE M. EXHRPRMBE R4, ©
g BE L&,

"THE, . TERCEHREL M TERE

File Transfer&[EEHEZH "T/E. EREE T 5|I0EE :

- BESLMEER , UEREE ( TEBMNL ) |, FXEXDN, ETA, RREBNERRE (BERE

WEE ) NEREE (MRIEEEETH , AIBEREREE ) .

- BBRFRENERE  BF, B, BUE , E®S Job , EREXRBEREERBIENES T

AHAER  PIMERXHRBEHNRE. (F2ETEHNRFEE. )

TIfE, . TEE&E. M "H|E. 24
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® Note
ELEEERIFR , T AEEETERNERTBLXEEHNNRED.

- BN [EFGE] U APEITERHEEHRMENERE,
- BE TELHRSE EE, DAREEETEPRAEERNERRVFHERE
- FHIERERESENE LHNTHNENERAHEN THESFE. TIREN TFESERE [TH

Ro|EERMW B,
File TransferZfEEEKZH "fiék, EEEFT T IITh8E -
- BEBBRXHEH UK EFie TransferE AR FEBNE ZFMAE S,

File TransferZEEHEIHN "EHEHRRK, EBEE T HIIHEE
- BREEEETHFEERSHEE.,
- REEENEERE  URESEETRERNESFHMAENA.

- A S AEFRERAES , AULERREFrBRERELRETRBERE. &0
£ .x1sx, .jsonBHHERRFHRIGHERENEHEN.csv, MEFAEN , FSBRUMAER (B
R EETH GUI BIAIEERS.

TEER

(@ Note

BMERLERAAMER CNEREN. MRSV EMMRBERER , ETHNERTEEF
B £ "EREL F, Y TERER) (ZR mac0S) .

HEEH GUIRKRTR

1.  FTBA File Transfer.

THESR 25



AN TEE SR RS
a. HEZ|FHRFE N KFile Transfer,
b. Nimble Studio File Transferft ;& & FiZH,

2. EREEEL , FHERERSERELM , M SIBEFETFEERIERNETRELR,

g4 -

3. ESIFEEFEEBERIENYT , EHERERETHNREE, ENEERT THWIRIFHERE,
il -

4, TE[AMERZESR D, BN (ERRFK THARNEFE , LENETHENERRAK. BNEER
RFEHEE,

g4 -

5. £ SIREETEERIESRY  ENAETHNER/ERR, ERNER/ENXEERAER.
g4 -

6. HEHHNEMR/ERRAH S3RETFrEERIABHBELANIUERBAER. BT ER/
ERRERFABERRBETNHEENRD , IHER/ERRZBMERII T EERRRES.

THESR 26
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EA a5 E (CLI) B@ESR

AT & EARE Al AR BA a0 File TransferfE M ar w51 E (CLI) L&, TEHRREFERAERRK,

S
. HERE
. BERRERRE
. THRE

LEER

THESEARBSSINE (CL), FAEBLDS , EUURBERBERPRENHIE SI#EFITBETH
BR, SUUREM ENEAUERTELDT. T8 , RMEZER root MITIELIET

File TransferfR BB ENERKEE ., ERXRTRERKEBERE Amazon S3 BRETE, BE , &
TEEMA HiFile TransferfB ¥ 3R R, ERREXHERETEELL/ ( ERHT ) B,

File Transfer LB ZIFrE S3 BEER, MEBBERBEEINFMER , 582 E Amazon S3 /HFHE
Blo

(® Note

BMEBRLERAAHER CNEREN, MRSV EMMBERER , ETHNERTEEF
Bi. £ "&REL F, ik FHER, (R macOs ).

£/ CLI s L&

1. B IRH,
2. (BR) ABZCELELHERNERRNER K,
3. WERENEMULEHT TGS , BERRAEER LEZF Amazon S3.

filetransfer upload [transfer profile] [relative path]

a. 1§ [#####] BRALEERNEHRER,
b. #& [####] BRR/EE LBNERNE FAVRE,

TR =


https://aws.amazon.com/s3/storage-classes/
https://aws.amazon.com/s3/storage-classes/

BENTEZHER EREEE
i MEBBEETRI / (ERHR) FE. €6l : Users/username/Desktop/folderl

i. TEFABYRE, BHERRKEL / (EREF) BAE, &l . /Users/username/
Desktop/folderl

c. #iflasw : filetransfer upload [transfer profile name] /Users/username/
Desktop/folderl

File Transfer¥i#&File TransferRER MBI X H4#11T,. BNREHANEMERTEMRE , UELRE
AERREENMEY. TRELENBERZE , EHRgHr. IRERUBECHERBMEEE
(MHL) , File TransferAl UBRB LN EREE/ES MHL FESWRATRER. MHL 2—18 XML XX
# , BEERAEEERMN —ERME,

i

EBUTRLEBE , ATNERSNBRMARE, © R TR0 EAER.

HR #ir i 5

--help ST ANERENES. filetrans
fer --help

-RER A& £ E&File TransferBl TR NBERTE, BN filetrans
& : md5XXHash, XXHash64, FIXXH3, fer upload
[remote
configura
tion]
[relative
path] --
checksum-
algorithm
xxhash64

--enable- FEHE , @8 8File TransferfRZRAKPEERER, EXL filetrans

metadata-filter EZEaEThumbs.db .DS_Store . FIFAEMNESE . _. fer upload
[remote
configura
tion]

EE 28
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ERAEER

AR

--force

BRERNGFREEERNER., FEMREIERNR
AEER, &f|: ~.*\.(mov)$ EEHEEENESR
.mov, BAILUEERREEFMIEEHAEER , UHTEED
B, BESENRBNMEHE K MTAREREES LEA
EMREERIEER | 5B EFile TransferEAZEFIEE
i,

mIpEh AT E RN |, FEF BT EER, BREER
T , File Transfer~& & 5t 5 & 8 34

il I 1E S F 15 File TransferZRE{EMBIRBETHE R, WRK
TOOMBRTEETEHNXH | tIheEEEFTH,

i 5

[relative
path] --
enable-
metadata-
filter

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
filter
\.(mov)$"

MnMA %

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
force

29
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ERAEER

HR
- R F i

REIHH

B AN

DU

ESnERREERNEEEERNELERESR.
MRRERAEMEN  KRRFHEADREN. HI
W, 2dRERIE MR TEXH , W35004 LEKIT 3500

LB o

MR ESEER | File TransferiSERERERNAEEER

IXBHERE

B A/ (5 MB BEf) (B

%A 25)

i 5

filetrans
fer upload
[remote
configura
tion]
[relative

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
retry-count
4

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
chunk-size
50
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ERAEER

i
LBEE

--max-active-
checksums

--max-active-
transfers

ARFITEREREEREEEUEBLER

ERPRNBREBNREABE (RRER 1), HERES
ARLEE,

S PNELPN

i 5

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
auto-tuning
true

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
checksums 5

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
transfers
10
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ERAEER

HR
-HI#R

--profile

-KR1E

DU

EEMT A S3 AR

AWS EZ L ERE

BREEBHNHITHEBE (AR 10)

i 5

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
prefix my/
s3/path

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
profile
my_named_
profile

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
threads 10
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HEAE iR #i {51
XHEBERER E{RFEE% . filetransfer ERIK, FILETRANS
% . FER_CONFI
ZEE N UERMTA B SREFREE X4 EBUIRE 4. G DIR=Des
WMERFILETRANSFER_CONFIG_DIR XRRE , Bl&fE kgop/
FAfERE, ~/.filetransfer EEXKANMAGES ol
configuration.yaml Dconfiguration.yaml filetrans
. Mchecksum-cache.db . MEREMTEE , IS4 e umilene
Zef, [remote
configura
tion]
[relative
path]

REFEHERR
A CLI BE LR AR,
1. EABKENEATRESBRREERE,

a. RE: BEFE EMEUser/<your username>¥, FAME.filetransfer BRI fF
AXFimEsaMMfiletransfer. yaml R,

b. macOS : BACMd+Shift+G, REB#WA~/.filetransfer, AN FiRERMAK
filetransfer.yaml &%,

c. Linux : ERAEAXFiRESRFMIiletransfer.yamliER, BRMURA
H~/.filetransfer/configuration.yaml,

2. EATHWMAENHFhot_folderEER

hot folders:
- enabled: true
local_source_folder: /Users/user/myhotfolder
name: my_hot_folder
remote_configurations:
- remote_configuration_name: example_configuration
s3_destination_folder: my/s3/prefix

RERR 33
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BT TS S R
3. enabledFAERKIABERES true BF SEAERFAREE,

4. BretrRERBEBEERNERKRME, File TransferigRELL BT ETERR - C:\path
\to\upload-hot-folder(Windows) 2% /path/to/upload-hot-folder (Linux&macOS),

5. TMremote_configurations :

a. it ALERANEREAREERE, S UE TEHKRIENERE
BEprotocols.s3.transfer_profiles,

b. (EIFMH)# s3_destination_###BRALE LEERNSI BWHERRK, File Transfer
#$1E Amazon S3 FEIEZXHR , MIREFRFEE. NRKRBREE , ERESHEEEENR
B#&H,

c. (BEM) SUNELFEESBENERERER A MEAENRNEEASERRARRSA
L&, EREREZLEEZHAEENE-FRERR,

6. THHEHFREFZEEAENRN LEFHERRER, FLHEHS  AWMEEHER K,

a. FE—EEAERRETEAEIREMedia/driveflR, BEZHMEZTHERKRE K ERE™MNR
EE, —EfFEAexamplelBiwmsRE , F—EFEAHexample2iBiwmskE. SR ELESFERAESR
BMs3_destination_folder.

b. E_EFAERRRELEERE /Users/userl/myhotfolderfisk, SERFEZHER
REF , @ Aanother_configurationBwi EMEIE — EEE, FEXHEHE LES
Amazon S3 HiY X #rexample_folder,

hot folders:
- enabled: true
local_source_folder: /Media/drive
name: my_hot_folder
remote_configurations:
- remote_configuration_name: examplel
s3_destination_folder: my/s3/folder
- remote_configuration_name: example2
s3_destination_folder: second/folder
- enabled: true
local_source_folder: /Users/userl/my_hot_folder
name: another_hot_folder
remote_configurations:
- remote_configuration_name: another_configuration
s3_destination_folder: example/folder

7. REERBER.

REEAERK 34
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® Note

ELRBHYPERNRS  AFEEFERAERRE  SRBEEAERRNEB RS L&, o
RETEHEETH , B LR GUI LEUE T

TEER

EATHGT BTN REBERTRENHE S3REREFTFRTHER, SUUREM ENEMLES
TELMT. RAERERE root MITELIES,

File TransferfE £ EZERBEFRE D Glacier EFER TH.,. ERFRACMHEMETENRLEF, B
LHEANYHEERRERNTE R L, IEERRTERKEIYENFMERN  BF2REREE
Mt. MEERREERNFMEN , 528 Amazon S3 #EFEEH.

(® Note

BMEBRLERAAHER CNEREN, MRENEMMBERES , ETPNERTEE T
B £ "EREL F, U TERER) (/ZR macOS) .

£/ CLIRB TR

1. BRI,
2. (B BEELETHEERNEEERR,
3. MEMENEMUEHRTRIGS , SERM Amazon S3 THEIEZH L.

filetransfer download [transfer profile]
[relative path]

a. & [#####] RKALEEANSRRERE.
b. #& [####] BRAELETEH MM B REBRE,

i MEERETRL / (ERER) B, 6l . Users/username/Desktop/folderl

i. TEMFRBHRERE, BHERERL / (ERIE) BE, 4| : /Users/username/
Desktop/folderl
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BENTHEENHER

ERAEER

c. EBifl&h< : filetransfer download [transfer profile name] /Users/
username/Desktop/folderl

File Transferl@&E A #&File Transfer&ERE , LERERZNERRSE TH,

BRI EETRERINAERR , LATELEEF, ©RAENFERERR.

g

--help

-RERMEE

--enable-
metadata-filter

PO

BT A EENES .

EZEFile Transfer#THEAMNBEBTTE, XEMN
f& : md5XXHash, XXHash64, FIXXH3.

A , @B 8 File TransferEfZRMABEERER, EL&
EESFEThumbs.db .DS_Store . MEABEMER ._.

Lt

filetrans
fer --help

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
checksum-
algorithm
xxhash64

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
enable-
metadata-
filter
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HEE HiR & 451
-2 BREEXGREEEONER. FERVEIERNR filetrans
AEER, &f|: ~.*\.(mov)$ EEHEEENESR fer
.mov. BOULUEENZRFIEEABER , LHTREES download
., ERKERB[FEEALE MIAREBEESLER [remote
EFREEBIEER , 245 B 1EFile TransferEAZFE®E  configura
), tion]
[relative
path] --
filter "A.*
\.(mov)$"
EREGTRET
B .movig N HE
=,
—-force EimER RSN AR , MoABIEITEE, REBBER filetrans
T , File Transfer & & 5t 5 {28 19 304 fer
download
s HI S E SFile TransferZ BT fIBIREE B R, WRE [remote
RPORBRTBETEHN XY |, WIHEEFEE A, T
tion]
[relative
path] --
force
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AR DU i 5

- K Fh EEnTAnKEERNEEEEANE Y TIERNER, filetrans

MRLERBEMEN , FAFEHEUAVREN, B fer

W, 2dMRIEMKR FEXH |, 635004 EEHIT 3500 download

Bt [remote
configura
tion]
[relative
path] --max-
age “2d”

LR RE’
RIL 2 RER
T#&Z S3 /7
freg.

REIE WREBAEGRER | File Transferi§ EREMERMNRHEER filetrans
R iR

download
[remote
configura
tion]
[relative
path] --
retry-count
4

IER 38



BENTHEENHER

ERAEER

i
B AN

--max-active-
checksums

DU

B A/ (A MB REfL) (AR A 25)

ARFIEREREREEUEBLER

ERATENRERNEAYAE (RREAR 1)

i 5

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
chunk-size
50

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
auto-tuning
true

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
max-active-
checksums 5
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HEAR DU i 5

--max-active- B A EHIRE filetrans

transfers fer
download
[remote
configura
tion]
[relative
path] --
max-active-
transfers
10

-HIR EEMTEL S3 IR filetrans
fer
download
[remote
configura
tion]
[relative
path] --
prefix my/
s3/path

--profile AWS EZ R ER filetrans
fer
download
[remote
configura
tion]
[relative
path] --
profile
my_named_
profile
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ERAEER

i
g

NHEBEEH

8%

DU

BXTHNBTHEEEB (FXA 10)

ERfXTEZ% . filetransfer &R R,

Z 8 E N LUE R B SRR FREED & S A BURE XX o
WERFILETRANSFER_CONFIG_DIR Ri%&E , Bl&fE
FERE. ~/.filetransfer BEKANARGESB
configuration.yaml Dconfiguration.yaml

. Mchecksum-cache.db ., MREMAFEE , AIEAl
Zef.

i 5

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
threads 10

FILETRANS
FER_CONFI
G_DIR=Des
ktop/
configl
filetrans
fer
download
[remote
configura
tion]
[relative
path]
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File Transfer#st & Al

File TransferfE E R#{T LENBNRER , URTBHRE LERE S3 REFRPERNTEL, R
2HHE LENSEERFEENRER YK ENREERFEEBESR. File Transfer

LA T 238 T File Transferd<#t: K ER FiBFE :

1. RESHEH LS LENERFTEATIRER,
2. MR SIHETFEITFTEFEELEER , ASKENBEBHIEEFie Transfer& R E , WAERLE
&3] Amazon S3 fE1FETEE,

3. MRSIHFHETFEICHFLELEER , SRBEENEFNENBERRE LEERNENRE
&, File Transfer

a. MRBMREBHEN , AFSLEER  RAERE S3REFEBPHNERTE2MEE,

b. MRAFMEBAMELS , R LEREREHER , BELEE S3 HEFE. FWEANBEERE
BN #7118 ZFile Transfer& ¥ &,

MREEERBANREBNRERTEFFile Transfer , FEFERMEFE (MHL) HBELELEHZE
RNERER KRBT ARXER R, WMRERHE2H MHL , FERIE MHL File Transfer BRBERME,
A E R RAE B PR E — MHL AT LUEEZ 8B FFile TransferE BRI RFHER, RMEBEERE—
MHL R , BRI EERRP A (WMRT2L) BERVANBER , MAE2ESEERN MHL
E=x,

UTR-—SECEEEMERFie Transfer@ B ENEEH S,

FRERERH

RS f L EHNERTEANRER. RESRBEENETNENREGREENRE

W5, File Transfertl REMBEIFTHEAF , FBHIXFile Transfer LERER, MELERB L cEE
FETHER, AER4EENREBTIFNER. F— X LEERE , Amazon S3 F R ERENER
File Transfera] A LLE, CPU i8S EB MM BB MAEL,

MHL B RES

MBREBERIBNREBMNBREBIZFFile Transfer , FEE BB iR EEMESFE (MHL) 8
R, MHL XHAREXHB BRI T RN E RRFE X B,

File Transferd§é MHL {RA&IZERE , WENMREEHRNZE LEYWHNHEER, MHL ER2
ABETHED B : <md5>HEXVALUE</md5><xxhash64>HEXVALUE</xxhash64>,

42
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Z<xxhash64be>HEXVALUE</xxhash64be>, BEERABESE MHL B8 , FSHEAERMEE

oo
o

o] L E A9 A BR A

{KFEEX , File TransferE DR BEZOBHHN —@E , UEAKFEENRER. LERKKAERSR
=8

i, MRENEHRER 12 EBBEZL , EXEFRES 1. ERESFFOXOBE AT, &)
MEXES 1, KEK , —XEIT 1 BAENRER. F—EFRELR , UERFAFHRBAL
BETHHBENREARE.

B LLEIB{E imax_active_checksumsiBEB M R BEE BN THENREBHE ., MREAE
ERAOEANERE K MEAMBLEREANREBHENEH|, File TransferiEf&E K CPU &
RRARE AR,
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{5 F = U 175 B A2 X

RBHBERNERBETEEES LHTH GUI AILLERNEE, (FTENKETAEREEESZHES
BESBRELEYHRENTER, ) BULUSERERNEBIE —AFTER UGS EMIINMEEE
MBEEEZEALERE—EERRERF L IT/E , EtREFile TransferHo

ES]
« REEmWHBEZER
« PITERTEERER

AR E 1= Ui 10 B A2 T\

BN ERHEBITRE , THEARKHEE., ZALUER GUI REAGTHINE (CLI) RISHIEERE
HEATERE
GUI

B EREERGHEN
1. EXAMERBERD  BWN[ERRMK] THABE  ARRE MEERHEIEX].

2. HERESEET , M8 TRBEL . TEHL N NEERRE. | RRERE TREL

REBVNEREZEM (TLS) BFE. TLS REWIHMEXREMEN. BEBHKTLS,
EERE TLS BEXHTEEERF. WEEBEWNMERE TLS BN , BHELENITE
HE,

Z!*

3. ERHBHEXNREEEIE BRRK THAXBES , AR LENTH.

CLlI
EFEFHCL REERBE
1. 3TF8 File Transfer.

a. HIRKFEEINIEZEFile Transfer,
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BEN TS ER EREEE
b. Nimble Studio File Transfer{i& & 2 H,
2. FHREKLNEMNXFHFERENBERER,

a. BRE: BEZFEK LM EUserPik, BRBE. filetransferfik , REFEA X FRERS
FRconfiguration.yamlfE®R,

b. macOS : i ACnd+Shift+G, AREBWA~/.filetransfer, F£AXFHmERFK
configuration.yaml &%,

c. Linux: FAEMXFHFESBMconfiguration.yaml R, ERUR
H~/.filetransfer/confiqguration.yaml,

3. REARNEBERLM (TLS) BR. EHEBBE TS,
a EEBRTLS , BRE TLS BRLHTELRSF. NBEHNARE TLS BRE
AL 1T EEA,
b. WEITLS BR2% , BEATHRE , HEHTHELWEERE .

i. api_server.tls_enabled : EXTREREREARETEXERFERH HTTPS #11T
BBER. EEHTEREE  VEBHEHRERAtrue,

i. api_server.tls_certificate_file: BERERMVNENTERE,

iii. api_server.tls_key_file: €BERMNEN TERRE,

4. (BEM) BEHARBRE. BHARKESRENAER, RENECREMEHRTE , HibRE
BEEETURYMBARZRR, T8 BYRAKEEIZ-—LEESH

a. BANESEEFAEGCRANML , UREEZEENBFAERE. S0 ARSI AERET SR
HEITHE
o FREF YAz uE FIEREE,
- MRTIEHITFIHZR (TCP ) EiE,
b. &R , BRFEGEREIR TCP &8 50006 LHTRIHBEMN RN AT E Lt
5. BIHHEBERNAR , UMEEETIIEH

a. (™i#)api_server.allowed_origins : fELLEE A AN EMERRERLA
(CORS) FRIZHE, iELERR T Google =iEBREFA ( GRPC ) BHRMIKIR,

b. api_server.allow_ui_configuration : E®E GUI EE AU RETEERENE
BEXHFETER, MRFREATalse, GUI FHEKELSTHELE,

c. api_server.remote.enabled : BER A EEFile TransferfA B ERETFEREF. MR
HREAtrue , HiTfiletransfer daemoniSBREBERBE.

3
I3
E

%
it
i
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d.

(EiFEM)api_server.remote.ports : EERZRIGHFENEFEREFTE LUEHRDE).
MR ARES |, File Transferi&F F AR EEZE 50006,
(i#iEM)api_server.remote.address : EFAMNRIGHBIFEN U, TR IP HE
HERE, MRAESE , BIFile Transfer&EE#E FAAETTAN N H.
api_server.remote.key : GUI FREARKERIZHBEEN SR, RAEZERBRE
NIST 4551 F/%) 800-63B HFHY =B Bl RIZZEEH MiTAF 5T AT (NIST) ZHIFERIFZERN S8,
MEZEREBRANE LA S (PSK) v EME  BREMEH 128 U teid, RMER
BERBREREANEERN TEESFTEEN S,
(iZf)api_server.blocked_paths : ##Hi%iB GUI ®R =K -EZFE Amazon S3 Y&
B, ERRHBEEXNFEAETETEZE GUI FREHEHEHERZAN TEFIVER | LI
BESERIE R

i Bl ABEHRELHEMAERRER, TAFEEZEAENKNBEHEER, T35
MERRHHSERERRAZM : Desktop.
A. BYHEREEH : /Users/Userl/Desktop
B. #H¥YIREHEH (FAFF) : Userl/Desktop

i. File Transfer2HHBEERRBZBABLHBBHNEMEE, FERIHARKRR

A. FRIBEXRE .  .aws UK .filetransfer
B. Windows: $SYSTEMROOT%
C. Linux & macOS: "/etc ', /dev

i. BEBRTEHREATESINNE , BPENENREBEES XNE, Hlm, 1/
Users/Userl/Desktop&#iiH/users/userl/desktop., {BR2 , DesktopF&
PR 1FZdesktop X # 3K,

iv. MBEBYRERFHENER | thFile Transfer@FE L FREBEEEONKRE, B2 , W
RAFMHLE TEARFREIZENSENXHR |, AlFile Transfer ™24 R B FF 5 884%,
u , /Users/Userl/Desktop®m /Users/Downloads it B Fy{E & R &B4 PR LE o
Desktop®# M /Users/Downloads , ¥ H RDesktopB B E R B EME L

6. fEFHERBESR,

THEHRRERRBENEECERN -2,

api_server:
allowed_origins: ""

REERBHER

46
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allow_ui_configuration: true
blocked_paths:
- .aws
- .filetransfer
- /dev
- /Jetc
enabled: true
remote:
enabled: true
key: example_key
ports: 50007, 50008
address: 10.0.0.68
tls:
enabled: true
certificate_file: /your/path/to/cert/server.crt
tls_key_file: /your/path/to/cert/server.\key

HITIER 5 EEN

REERBEZR , BUAERCRHAITER.
HERCLIMTEREE

1. ZERFHERRE  FREENGSINE (CL) BT T &S : filetransfer daemon --
remote --address=address --ports=ports
a. Bu/ARALEERNERVE
b. Ba##IMRAEESR BN HAEEE,

c. --address--portsHEZEREEE--remotelEE—RFEARTI AR, MRFEHISLE
2, ecHeESHAEERPEZENMUE, MRERBHEOUREZEEEZ  BRERETR
BE , IRREESERFERAFEAE IPv4 {74t FiE#EE 50006

2. BB RFEHEXSEHTIAMERAS : File Transfer daemon is listening on
host-address on port(s) port-numbers
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ERAEER

BENRE GUI FTEIRBE

@ Note
PTERFENERSALER CLI MBERFE (F2/R LA CLI ER).

1. E[ARERBZER P, Bl [ERRRK) THXNEBE  RRENAENEREE,
2. RBRLEIHTR.
3. BUILGAMXARE—REERETEER L RIBRE,

YITEREEER
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File Transfer RRIEE T

57 %49 FENimble Studio File Transfer , RFIZZ L E N EE L #TREEE,
B &%

» Amazon Simple Storage Service (Amazon S3)

+ AWS Key Management Service (AWS KMS)
- EEe
. fHEE

- MEERE

Amazon Simple Storage Service (Amazon S3)

- BREERIYHSBEZBHE DA Amazon BEREERE (Amazon S3) FEFE G S B,

o FEERLIREMERHE Amazon S3 REFBNEEREREL , FFEME A Amazon S3 & hNiE
BRIEPER, ZeERERHBANIE RETIRE,

s PERRERERABRERE , FEE < REEEEMBEHERUP EFRTEN DR EEHE > F)
fBr , BREEmERRR, NEREKANGFHEN BRI ERNE "IHREZNMERFTTEN DR
& LBR{K Amazon S3 A,

AWS Key Management Service (AWS KMS)

« EHREY S REETRIEL S3 REFIE  BREE —EEAWS Key Management Serviceil
(SSE-KMS), W% KMS £HFMENR , F2RETF WA SAWSIE,

e

EPEBRENETEUTEREEFEAFile Transfers

- 8 fEi#%E CPU &%/
+ 8 GB RAM

File Transfera] AfER& DA LR G RV BEET B 1T | (BB RE 2 BR{E AL,

Amazon Simple Storage Service (Amazon S3) 49


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-keys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpu-abort-incomplete-mpu-lifecycle-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpu-abort-incomplete-mpu-lifecycle-config.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/discovering-and-deleting-incomplete-multipart-uploads-to-lower-amazon-s3-costs/
https://aws.amazon.com/blogs/aws-cloud-financial-management/discovering-and-deleting-incomplete-multipart-uploads-to-lower-amazon-s3-costs/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

BENTHEENHER ERAEER
B
HERE

BULLEEFERAEDREIFHFESY , URESLENERERERARM, MREREFHRER
E, MRHTAE , TRSEIMETENER. RABRBASBERAEFRERABBHE.

BEREEE

BMEBASHEAES (E2EDRE] RERTRANRE MRBA "EHEBHE, RE , Fie
Transfer& BBIEREFTHEBENER K NWE, File TransferiR RS ERH N ERERRERZ B RN

Eo

EREDRBRRESRBEEAERFRENYUERE. WREFHREATHEBRENERAPNE ,
ELRESEAZELER. ERRATEBATRAIIXAHE K BHEDAREESRSMENE
A, EREDHHARENREEEHEACLKRINERRFHRERAERNNEENRE. NIREEHERNE
BWERNERANR , CNFERETREEUEN B BHARRENE,

BATHE

£ A BFile Transfer , X BHHAE s HIKARNEASEAERNSEMERHANTHE. LEREER (> 1
GB) i , BTHBRBEN. MELAUEBEER/ N XH , BEEHERENZRETHE,

BEERT , RERA 10, RARBCLEE 5 REBUE  ENCE2EAERDRAL, BT
EBEEFRNTRALERE  #EREAENE GU) EREEER.
A

RANDREBEEEEENAD (AMB BEM ) . IRERAKNMEEELBHNEREFES , AIEHR
R IEREEB,

BEBRLHEERKNPIREREERNFHERANS E 10 5, Sl , IREREFHFEHERKNA

50 MB , SEHSEH AK/NEREE 55360 2@, MBXHARNMKR 1GB, IFTEBERAZIFE,
R ARVER &y

BRXERAFERERERRFie TransferREZ D EEBIER., ERERZEIN 1GB W/ NEER
B BAREATERLIEEEENN. RAEBEHELR NI MENSEXERPEHRNE,

TRETRAMEATERNEZENNEE, &t "RAERBE, MPNERKE  LRWEEMN , 53
EFFRER AL,

faRe 50
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RN RAERPER Be

/N 1 MB 100 20

AR 1MB 50 10

#iB 100MB— 25 5

A 1GB

>1GB ML 10 2
BREEA

File Transfer& B 2 —XFile TransferE BN E BN REREE.,. BNREBEEL2ERERE
File Transfer A E R B M AEE .

B LLURENEANMEREE L : MD5XXHash, XXHash64, FIXXH3, ERBIBEEENZTEM
MEESHEMENRERE. RENREENREB S ERMDSZ M,

ESZNRAXEATRENMREER CPU R OEEIRZE 1.

MEERIEL
ATERE LMEERENRE | LREETUETH - LETUREEE,

&

- Latency (EE)

- R

- BERBIERNSZARF

o SENARM

- BLEE (FTEERRAEK)
- HERNEREERME

- E3FA API faARES
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MERER

File Transferi8 BB ERANBRNE, EEERUEEIBEFEANTEER, RENHIZ 2 2 E 500
Mbps HBEHE , AIRRAIFile Transfera] LLEE L 500 Mbps HIRER#, MIREELEFT RN S
RBE 6 BAIRAREEENNER,

WA E

HWHaEE L ARBEEMMARRRRRIERE. SFERHAN /0 BWEERIESREAEAFERHH
PITHEBERE, MREEIETHORTEE (HI0 NAS, SAN, ZA# SSD fMsMEZX HDD) #9 1/0 #ix
BTR  EWXEEe2E, FEEREREIRR , FARENER. CPU MiBMMARRARENERE
B

Latency (ZE3E)

RMZRGEMENE FRIFLTHEN EEIHAWS EIFAERIFile TransferE# & BB, BRIEE@WEE

EFE [ETE EAWS Direct Connect B {E#ERERE |, B RS ERNWBERAER RS HEERE B 8 it 2
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