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#, SeedFarmer & B E#HF M 1T CodeSeeder. RE SeedFarmer EZEE CodeSeeder HE),

ADDF i BRBEEXEE—IRFNZIRFRBHNIE, BULRBEBNER  AECETEE IR
FRBERZIRFEE,

-« ADDF TE# AWS IRF - ltiRF&1Ri% ADDF SPEEAFTEREFINESE AWS IRFE |, HRANEE
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https://github.com/awslabs/seed-farmer
https://github.com/awslabs/aws-codeseeder
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¥+ , ADDF TE§ AWS 1kF th2 ADDF BE AWS i1RF. LhiRF 2 &% A ADDF TEH IAM A&
B/ AWS Identity and Access Management (IAM) & , £ ADDF HEEFHIEH SeedFarmer #&
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ADDF local module code
Module group for ADDF target AWS account 1

B
— 3 P — SE—— * Module input parameters

ADDF module A

4~— Ia Module group for ADDF target AWS account 2
|

ADDF deployment B,
manifest file </> Module input parameters

L ADDF module B

N
( Module input parameters

ADDF module C
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ADDF toolchain ADDF target AWS account 1
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= ! CodeSeeder— ADDF deployment framework ADAS-based workflow
(B D= !
Parameter Store CodeBuild job
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| eployment | : 1
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ADDF deployment 1
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ADDF module C
CloudFormation stack
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ADDF module B b
@ @ CloudFormation stack MEgzss

Visualize
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A

ADAS developer

1. B 5|8 ADDF AWS 1R,

EELEEE , SERFEHHLESIEZE ADDF #1 AWS CDK, INRERHH ADDF ZE , RELE
B BERSE |, BHTTIIRE -

a. TEERFNSEBEFIRSH AWS COK 5|8, mERHA , F2E5E (AWS CDK X
#), ADDF f/ AWS CDK REpBHEMERHE.
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https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
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b. fEf T E R~ = E B ZER S 538 ADDF, WFERE , 5528 ADDF SE 5 FH Bootstrap
AWS 1RF(s). EASEXE SeedFarmer 1 CodeSeeder FrEERFTE ADDF 4 E IAM A,

@ Note

REELZYEE ADDF #H B ERIRFR , TFEATUSR. PRTRERRLE
ADDF ¥ ZZ=E K ADDF #TEEBHN - 2.

2. B = B7] ADDF i,
RIZEERRNSEBERIL N BF] ADDF Hi8, ENEARAR—ERLNERH—EER.
AEEERRENGASH , UEARERHEFAELMEENBASZE

3. # ADDF HBFERERPERERHREER,

7 ADDF BERREY , BEAREAREYERELFHE BN BBIRFMAME, EUHERS
&t LA A= ADDF FHER EEREEE-TEHEIRFMBRIRS (82 AWS E#),

4. 5H& ADDF SRBFERBRI BV HEHE,

ADDF Bi% A &5 CI/CD &3& , 5l AWS CodePipeline , EiBMFI CLI I B SeedFarmer B#4ET
f& ADDF IPBEAFEER. BEFRBTME .
- SeedFarmer £/ ADDF HEFERERIEATMNBASEL

- EE&YE ADDF T E#E IAM B , SeedFarmer EEE SR 1 1 ADDF 5| EiBREFEH/IE
BE. XMW IAM ASFREER.

R SeedFarmer ;36 EERBRERIET ADDF T E#E IAM A& EF7E ADDF ZpE/FERE
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W5 SeedFarmer AIABRMREEML , RITKEBET T EEIRS A ADDF TEHE IAM AR, §®

#8148 , SeedFarmer AT LUEIBZEZIRFE F /) ADDF 8 IAM AREFEEMBERSE., &

# , SeedFarmer EFEEIN T E#IRF M B ZRF PHEM ADDF FHEER, UTHP —EBBE RS

B

- MREZEEFRMW ADDF H#ER | R NERHH ADDF #1T{EE, SeedFarmer EEESNBE
E2%{E ADDF B FERRRERE,

- W5 ADDF &R 171E , SeedFarmer €% ADDF B EFERENEANREBERFFRAN
EEPBR M MD5 FMEHETHER, MBEEBBTHBNEE  AEFSEE. NREREIIE
M HEBNEE  RAXRFLEEFESTER.
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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B¥5 ADDF SEEEREM L —FHFFEER |, CodeSeeder BIEEBEEHITHHEBMNHEFBE,
RIEZBEFIEE |, CodeSeeder £ S EEIBIR B ZIRF R #&1E ADDF 38 IAM A2, R%E , &
AWS CodeBuild £ #11T CodeSeeder , AR = FE # ADDF #HAE R 1aC ZBF , il AWS
CDK FEFE, RIZTESR , ADDF &/ AWS CDK A H 1aC 2248 , Bt BHMERMN laC
e, SEBRSIRFHNEFTHKE , ZKEE —EAxeMBN. BIRFNKE R ADAS 22 TER
2 , WB1E ADDF B EERERPER.

MREERE-IRFRE , ITEFIRFNBRIRFERAEERSE , BR—ERFERBAMENAE
AEo

6. £/ ADDF & &m B/,
ADAS B ABT A ELREMN ADAS 2 TERE , ENFERARMIFIER.

Lt THERZHEIR ADDF ZIRFIRENE —HTEBNESE, BERENER, BBMREER &K
MEBEESHEIREDHITZE ADDF #11T{E 8. BAEEEIIEEM ADDF #/TEE , H
AWS IRF SERARSEIBRE , AIARER, AENEENS X, BEAIREHERNE—IRS
RZIRFREDHITZE ADDF H{1TEE AWS &1 , BREREAESE ADDF S TEEENH—HNE
RnB =M. MEFMEENR , F2EESEM ADDF 248,
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ADDF HEEFEET

EAR WEARSEER AWS R thiERAR B BEBENEE (ADDF). THERARAER
ADDF WEfE , M TEM R :

ﬁll

- AWS - ElRE R EAEEER AWS R,
- ADDF #/EBk — ADDF #% /U BB 27 ADDF f#17E (GitHub) 3 i ADDF A EE,
- ADDF % - ADDF R ESEETRRER :

- ADDF FEAE - 8%, BFIZEY# ADDF EHEENIBHEMT A,

- ADDF #&{E8 - S EMiRYE ADDF #ITRIEAVE[T A,

+ ADAS Bi# A8 - ADDF S ENERN KR ERERIMAE, HlM0 , ADAS BEASTLIEHE
M A ADDF #BE — &80 r R BIL AR

TERZERHA AWS ADDF Z-UEBH ADDF £/ & 2B RREE,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework
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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.

AWS EF

AWS B ERBEHIT PATERBHERRE AWS Ein , 1 AWS HESFEEEMER. LERRER
BT AWS Ein lRBVTER. BB, BHENREER.

ADDF & O BB ST

1R 4#& Apache License 2.0 (GitHub) , ADDF U BEBREHRRE T —EEXS T £ HEEE, ADDF %/0E
BXEETHIHE:

AWS EfE 8


https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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- BITRANERLLEE

- EERLIEE

- ZeMRILWTEREE (ETEHE /modules/demo-only/ ER KRB {EMEHE, ELEHEAR
BemERAR , TeEdeMRl, )

- REMBICAIBENBEEERE

EBLERZEBERERIE GitHub REFETRMANER  BEFEMBERHERT. E2HEER modules/
demo-only/ B3y ADDF #BiH 2 S\89FrE ADDF ##l, LERFKF R ADDF RIEREBR S
{t , TERFETLEEREUEMNEFHRAZRBERNNRET, SEELRERATRERIREY
fe, BULAHEREVYELACH AR, T2MR{CEBRNER,

(® Note

ADDF AL BRI+, & Apache License 2.0 (GitHub) FTi& , ©FEEHHEA ZEF R
™. WFEY ADDF #TECHZLTE , YRIDECHFALEABNBERELER,

ADDF ERHESEE

HEE ADDF LLR£MFHNERE. BFIMEER , ADDF REEBEETRLZELH ., ADDF £AEH TS
HENLZL2E8L£HEMT:
. —fi%X AWS tRF EfF :
- RERHANWE (BES. BRI, B ENEE)
- ZIRFRE
- BHARRE
- BAMEHER
- ADDF BEEE :
- ADDF 5%
- ADDF HZT
- ADDF &1 B8
- ADDF #fE
- ADDF E#

ADDF ER&EEE 9


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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—fix AWS IkF E1E

#1117 ADDF #EERIBEZE <8l AWS IRFE , AWS tRF FERIZE AWS Well-Architected Framework
PFHREBRRBESLN . EBEES. G, FHENEELERS, SEGHEFHENERE

F ., A REFAZLERREN, FEBNBRESEEGTEES Y. FTRANBENER, 8% | E
LERNBREHEAEEEHEBREE,

ADDF BEEE
Z2 K ADDF %2
ADDF FAENETHRMRBIE ADDF XHZ 21tk E ADDF, FKFIEZIERZEMRE ADDF Deployment

Guide (GitHub) FFHYREAEITIRIE, MEAL L MERTE ADDF WEEIET , H2/8 541 ADDF
e M AREE,

%% ADDF BET

MR ADDF #& U IWAE (I8 CodeSeeder. SeedFarmer 1 ADDF #/U:E4R) #1TE{ME 5] , ADDF
FRAESHELBFEARLTET. WEFHEEN , F2HEEF] ADDF HEEBEENS.

=4 ADDF 18485 2%

ADDF &% ADDF SHENEM BT EEE I ST, I , ADDF EFAEEEE ADDF 24
HERETEMNRERNBEEE, NEFMEN , 520 % ADDF FiRE B5T &,

%4 ADDF B MR/E

FEELBREE , ADDF SRZITHEEN L2 E$# . ADDF FAEEETEHRERME GitHub REFE
NEFIRAZSIRIE ADDF, MEFMEN , B30 EEBEMN ADDF 38, EERENLZ R
#%. ADDF &% M #BREE.

—i AWS tRF HE 10


https://aws.amazon.com/architecture/well-architected/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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ADDF Z&EERF

BEBERERILEE (ADDF) ERERHMER T RN, EALREITZH , AWS ¥ ADDF #1774
BARLZLBELFRTEMAEHNZEBE. AWS M FRURREEESEPRFEERBET
REEE,

EHLZEEE AWS

ADDF 2 Fr#E M awslabs GitHub ##3# AWS. & AWS #FTHEBTEXNBNEHEHNF
B2 BE  UBEEAEIRFELZEM. RBAWSEX , AWSTEEREARREMEERR, K&
HATATEMNER, I, AWS TE##MHER ADDF WEMAMEKRERE, BER , AAEHINE

SHRERRFEBRIGEREENRM  ERSERIEML,

® Note

ADDF #EAZEEK "Fik, R, THHEEMUARIRTZRER MGG , STBEETRAFE
B, TEE. HEMERSERRNERENEAERESHRYE , 20 Apache License 2.0 (GitHub)
iR, BFEY ADDF #THCHWZ2HE , YRR CHACEBHNEERELESR |, I1RIF
Apache License 2.0 FHRE , e EESHEMFLARNEFHN XM ADDF HEEM |, WHAIRESR
RIF L FE R T EREEET A BB A T & b,

EAERELSEENER

ADDF R—BEENEMHNFARRERER. RMABFMELAELEBETHCHNREEE , WEBRK
EEMEZEEBNREGRMHER. NMREBRAEABHFEHEE , FERELZEBEBEX (ADDF
X)) PR EE R,

EHREEE AWS w


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
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ADDF REZ £ Thee

BEEBENERE (ADDF) EFEERNRL 26, KFER K ELUREEHERERERE , Lk
BENERNEEREEZEER,

LTRABZLIEE

« ADDF #HAREXFHNREER

- EREEARENE

- laC HEBZERE

- AWS CDK S EA N BT RIEERBE
+ 1818 deployspec & RH HIKERBER

- BEME

+ {£H Secrets Manager HIBE 17

+ SeedFarmer 1 CodeSeeder WZ £ BE
« CodeSeeder AWS CodeBuild BA&HFFTREXE
- AWS ZIRFRE

- SIRFHENREERTA

ADDF #iEEN G RIKER

REERERTHTERFENREFTNLZLHEER. NFFHEFR  F2REASEERET
A, ADDF R#NEBEHEXNRNHRENERTBEERKEBERER , TR

- B ADDF ##HEL KA AWS Identity and Access Management (IAM) R E B E A RPIFTEN &K
REF AT,

- AWS R BB EERRAREMEE, ADDF RMEMEEESE A4S E A RGP F I IR MR
IjJ Beo

B BN NS

ADDF £ %48 |, B7E4& ADDF RSB AERREEIERTEE (1aC). 1aC HR T FBHXBEF , B8
ARSI FBIEF vl A E AV S5 SR AR AR ER,

ADDF #HiAEABH RIEER 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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ADDF ERERE[ERHN laC RBRIBHHANMIBEEE, ESHETRR :

* AWS Cloud Development Kit (AWS CDK)
* AWS CloudFormation

» Hashicorp Terraform

IERLMERTER laC REBREETRNER , KRR ER ADDF ETEHE,

ADDF ##{E AR TESE 1aC 224858 AWS CDK, AWS CDK 2E5RYHEmHMR , aZSUMSESR
EEAWS BR, FEFRERT , AWS CDK EHEEERBMRFEHATEZEREER. £H AWS
CDKA[BR KL £ R EM AR,

laC WEBIZERE

B RUR 28T cdk-nag AR (GitHub) EE & E| ADDF, ttAARRNEREREL BEREH ADDF &
48 , AWS CDK LUBSF— M EZ £ BEER, cdk-nag 2B HRAMNE I E4REHMBEE
REEBHENEXT. WEERRANTREENFMEN , 52/ cdk-nag £ 8l (GitHub),

AWS CDK ZEBE AN Bl EEREEK

ADDF f&5ZfEf AWS CDK v2, #4E#5FiA ADDF 2|8 AWS #RS & AWS CDK, MESAET
S52B538 (AWS CDK X #).

BIBTERR , A8 E& AdministratorAccess AWS ZEBUR AWS CDK 1EiRGESIBIREFFEYT

% AWS CDK 2R, hACHTERZMBA cdk-[CDK_QUALIFIER]-cfn-exec-role-
[AWS_ACCOUNT_ID]-[REGION], AWS CDK Rt ABKERIBER AWS tRF EABERF—
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