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ADDF local module code
Module group for ADDF target AWS account 1
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— 3 P — SE—— * Module input parameters

ADDF module A
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|

ADDF deployment B,
manifest file </> Module input parameters
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ADDF module C
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https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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BEERFHNEREZHNE , ZHEE —EAX2HEN. BIRFHNIREL ADAS BB TERRE , BT
ADDF HEFERERHPER.

MREERE-IRFRE , ITEFIRFNBRIRFERAEERSE , BR—ERFERBAMENAE
AEo
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Lt THERZHEIR ADDF ZIRFIRENE —HTERBNEE, BEEWHER, BBMREER | KM
BRLESRBIREDHTSE ADDF B/TER. BRBEREAKRIIEEN ADDF #i1THERE , HhE
BB MEEER AWS IRF |, flan AR, ASNEEN DX, BHETLEMER AWS EiF
IR E —RERZIIRSREFPHITZE ADDF H1TEEE , REREHSE ADDF HITEEER T 0
—NERMEZE. MEESHMEN  F2H E5EH ADDF £,
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ADDF HEEFEET

BRARN AWS R HARSEEXBERN BB BB ERLE (ADDF), THIERHLFEEERE ADDF
MEME , MTEMT :

- AWS - 124t AWS RS W ERE R EHER.
- ADDF #/EBk — ADDF #% /U BB 27 ADDF f#17E (GitHub) 3 i ADDF A EE,
- ADDF % - ADDF R ESEETRRER :

- ADDF FEAE - 8%, BFIZEY# ADDF EHEENIBHEMT A,

- ADF #®{E8 - R EMR/F ADDF #ITERNEM A

+ ADAS Bi# A8 - ADDF S ENERN KR ERERIMAE, HlM0 , ADAS BEASTLIEHE
M A ADDF #BE — &80 r R BIL AR

TE®RET AWS, ADDF #% /U ERBkEE ADDF R E B HRBEE.



https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework
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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.

AWS EF

AWS B EREHIT AWS Bin DRUNFIERBOERRE , 0 AWS HEEEEXPARER. LE
BEREBBT AWS Bin lRBVIEER. B8, BHERREERN.

ADDF % /OB EE

1R 4#& Apache License 2.0 (GitHub) , ADDF U BEBREHRRE T —EEXS T £ HEEE, ADDF %/0E
BXEETHIHE:

AWS EfE 8


https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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- BITRANERLLEE

- EERLIEE

- ZeMRILWTEREE (ETEHE /modules/demo-only/ ER KRB {EMEHE, ELEHEAR
BemERAR , TeEdeMRl, )

- REMBICAIBENBEEERE

EBLERZEBERERIE GitHub REFETRMANER  BEFEMBERHERT. E2HEER modules/
demo-only/ B3y ADDF #BiH 2 S\89FrE ADDF ##l, LERFKF R ADDF RIEREBR S
{t , TERFETLEEREUEMNEFHRAZRBERNNRET, SEELRERATRERIREY
fe, BULAHEREVYELACH AR, T2MR{CEBRNER,

(® Note

ADDF AL BRI+, & Apache License 2.0 (GitHub) FTi& , ©FEEHHEA ZEF R
™. WFEY ADDF #TECHZLTE , YRIDECHFALEABNBERELER,

ADDF ERHESEE

HEE ADDF LLR£MFHNERE. BFIMEER , ADDF REEBEETRLZELH ., ADDF £AEH TS
HENLZL2E8L£HEMT:
. —fi%X AWS tRF EfF :
- RERHANWE (BES. BRI, B ENEE)
- ZIRFRE
- BHARRE
- BAMEHER
- ADDF BEEE :
- ADDF 5%
- ADDF HZT
- ADDF &1 B8
- ADDF #fE
- ADDF E#

ADDF ER&EEE 9


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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—fix AWS IkF E1E

E#51F{ ADDF tEREE REBEEI AWS tRF 281 , FEMRIE AWS Well-Architected Framework A BV &
FERRTELN AWS IRF, ESFEES. B, EphtNEERLEG, SESEFMENERE
F ., A REFAZLERREN, FEBNBRESEEGTEES Y. FTRANBENER, 8% | E
LERNBREHEAEEEHEBREE,

ADDF ¥ E&EE
Z#4 1 ADDF 52 E

ADDF B EHN ST HNIRIE ADDF XL £ 5 E ADDF, EFIEZIEREERE ADDF SEIERE
(GitHub) FHIERBAEITIRIE. MEBBE L HERE ADDF WAL , 20 E=41 ADDF 248
M ¥R TE,

%4 ADF HFT

MR ADDF #& U IWAE (I8 CodeSeeder. SeedFarmer 1 ADDF #/U:E4R) #1TE{ME 5] , ADDF
FRAESHELBEARLTET. WEESFHMENR , 528 Hi] ADDF HEEBEEXE,

=4 ADDF 18485 2%

ADDF &% ADDF SHENEM BT EEE I ST, I , ADDF EFAEEEE ADDF 24
HEAETEMNREABEEE, NEEZHMENR , E28 £ ADDF FiRs H5I#E1H,

%4 ADDF B MR/E

FEELBREE , ADDF SRZITHEEN L2 E$# . ADDF FAEEETEHRERME GitHub REFE
NEFIRAZSIRIE ADDF, MEFMEN , B30 EEBEMN ADDF 38, EERENLZ R
#%. ADDF &% M #BREE.

—i AWS tRF HE 10


https://aws.amazon.com/architecture/well-architected/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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ADF Z&EEEFF

BBERERILEE (ADDF) ERERMER T REM. EALREITZH , AWS ¥ ADDF #17 T4
RAPLZLBEWHERATEMACHINEZLEE, AWS MK RRBLERAEBNSERLEEHE
TER,

AWS EHIETEZEESE

ADDF £ AWS 3B/ awslabs GitHub T %&#, AWS EHEHERTHNEXBETEHNFH R
2BE  LUIBRL HERLS, BBAWS HER , AWS FT2REAHLLEER/ER, FEHFAEATL
BEER. bbs , AWS TER#HEEI ADDF WEMADBERSRE. B2 , FAEHINZLRAELR
FEBIREGEREEME MG , Ea5ERIAN,

® Note
ADDF fERZEBM&K "Rk, R, THEEMAARSIMRRZRBIGYS, , SRBEFRRAE
B, TEE. HEMERSERRNERENEAERESHRYE , 20 Apache License 2.0 (GitHub)
FriR, EBFEYT ADDF #TEHCWZSFE , YRR LABNEBEERSLER , YR
Apache License 2.0 FHHRE , B2 A EREFEHANEH X/ ADDF WEE M , WAREMS
RIF L FE R T EREEET A BB A T & b,

EAERELSEENER

ADDF R—BEENEMHNFARRERER. RMABFMELAELEBETHCHNREEE , WEBRK
EEMEZEEBNREGRMHER. NMREBRAEABHFEHEE , FERELZEBEBEX (ADDF
X)) PR EE R,
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
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ADDF REZ £ Thee

BEBERERILE (ADDF) ERRERNELT 2R, KFER , BELIIEEEHEIE
BENERNEEREEZEER,

EREHE , Wit

Xa

LTRABZLIEE

« ADDF #HAREXFHNREER

- EREmiEXE

- laC HEBZERE

- AWS CDK S EA N BT RIEERBE
+ 1818 deployspec & RH HIKERBER

- BEME

+ {£H Secrets Manager HIBE 17

+ SeedFarmer 1 CodeSeeder WZ £ BE
« CodeSeeder AWS CodeBuild BA&HFFTREXE
- AWS ZIRFRE

- SIRFHENREERTA

ADDF #iEEN G RIKER

REERERTHTERFENREFTNLZLHEER. NFFHEFR  F2REASEERET
A, ADDF R#NEBEHEXNRNHRENERTBEERKEBERER , TR

- % ADDF #E#HE%EMFIAE AWS Identity and Access Management (IAM) BUEREF B8 £ A RBIFTE
RIRFF o

« AWS RS BREBRIKERFAUETREMEE, ADDF REARIBEERSE-ERRGIFTFEHRFEM
AR# Th&E.

ER e EIE NS

ADDF #F&%48 , E##& ADDF RiEHEAERREAIZERT (1aC). 1aC HR T FBIEEREF , AE
B FBREFF AT RE E R SRR MR ER R

ADDF #HiAEABH RIEER 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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ADDF ERERE[ERHN laC RBRIBHHANMIBEEE, ESHETRR :

* AWS Cloud Development Kit (AWS CDK)
* AWS CloudFormation

» Hashicorp Terraform

IERLMERTER laC REBREETRNER , KRR ER ADDF ETEHE,

ADDF #£#HE AR TEER 1aC 482 AWS CDK, AWS CDK R—BEBRYHEmm MRl , Bl
EATRUGTHAER AWS ElR, #KTHEEK , AWS CDK Bt R ERBMEFBHHNITZLRER
. BEBEM AWS CDK , BE T T2 #HREREN R,

laC WEBIZERE

B MR 2B cdk-nag AR (GitHub) EE 4 E| ADDF, tt2AARXNEBEHHEER AWS CDK #
ADDF HiERRET —MNLZ L REEK, cdk-nag 2HBNEHBA IR NEHAREANBEERTR
FEENERR. IFEBERINTREENFHMENR , 528 cdk-nag H 8l (GitHub).

AWS CDK ZEBE AN Bl EEREEK

ADDF EiZ{#EH AWS CDK v2, BEE A ADDF AWS tRF B3|8ZFE AWS CDK, MEFMEA ,
B2 R5/E (AWS CDK X #).

k7855 , AWS CDK #§E £ AdministratorAccess AWS S EBURIE MG ESIEMIREFEL

% AWS CDK 2R, hACHTERZMBA cdk-[CDK_QUALIFIER]-cfn-exec-role-
[AWS_ACCOUNT_ID]-[REGION]. ¥EA AWS CDK B FH —E842 , AWS CDK ALt AEKE
REPE RS 8 AWS IRE #,

BIBEEBHEZELER , AdninistratorAccess BURTJREIBAE R, EH AWS CDK 5| ERE
FHH —&80 , B LRIBECHNEEETHRENE T, B LLEBER --cloudformation-
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
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https://github.com/cdklabs/cdk-nag/blob/main/README.md
https://github.com/cdklabs/cdk-nag/blob/main/RULES.md#awssolutions
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html#bootstrapping-customizing
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Terraform) , BIFEEEY IAM BUR , URFEANFAEXBERBEREE. FEEZA IAM BEEN
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ERnE
ADDF EREMEEBEBENBRBER, A 7THBIRELER , SeedFarmer, CodeSeeder 1 ADDF 12

HORESHAAEEAN AWS RE WREERNERPHERETINE BRIFY demo-only EHRIR
PR S B AR ).

£ Secrets Manager H B EH1F

ADDF € R ETERIEH ZEMS | 6120 Docker Hub, JupyterHub F Amazon Redshift, ADDF 1§
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https://seed-farmer.readthedocs.io/en/latest/module_development.html#modulestack
https://docs.aws.amazon.com/redshift/latest/gsg/getting-started.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://github.com/awslabs/seed-farmer
https://github.com/awslabs/aws-codeseeder
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https://seed-farmer.readthedocs.io/en/latest/project_development.html?highlight=boundary#permissions-boundary-support
https://github.com/awslabs/autonomous-driving-data-framework/blob/d98e02f1a89d0029b35a56b93dd56c18c5cb2aa1/resources/sample-permissionboundary.yaml
https://github.com/awslabs/autonomous-driving-data-framework/blob/d98e02f1a89d0029b35a56b93dd56c18c5cb2aa1/resources/sample-permissionboundary.yaml
https://seed-farmer.readthedocs.io/en/latest/manifests.html#deployment-manifest
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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ABNERBERNIEERE S, HZE AWS IRF BRARREER. EREA AWS IRF RER
BHARMR, BB RSB | ERRRGTH AWS ZIRFRBTRMHIEER I E , YWRLBER
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/understanding-landing-zones.html
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://about.gitlab.com/topics/gitops/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-update-addf-deployment-when-there-is-a-new-change-from-addf-team-if-a-new-release-is-published
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-update-addf-deployment-when-there-is-a-new-change-from-addf-team-if-a-new-release-is-published
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md#steps-to-destroy-addf
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https://aws.amazon.com/blogs/industries/develop-and-deploy-a-customized-workflow-using-autonomous-driving-data-framework-addf-on-aws/
https://docs.aws.amazon.com/security/?secd_intro2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/aws-account-management-and-separation.html
https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://github.com/awslabs/seed-farmer
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