adws

B MySQL F MariaDB B Amazon RDS for MySQL KBS & R T EME&
*E®

AWS B EFE 5

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HEIEB| E AR MySQL # MariaDB B9 Amazon RDS for MySQL #J B3 MR~

IENREER
AWS B EH 5] BHMN MySQL # MariaDB #Y Amazon RDS for MySQL

NERNBERIENREERR

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon HEEZEMNEENB AR B HAREMIE Amazon WERBREE , BFREUEMTREEREFE
B, EMEIESME Amazon BEZEMN A XNFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENREENAESEHEENYE , SLEHEETEEEMN Amazon , B Amazon BEEEEBR , =
H Amazon &Bj,




AWS HEIEB| EAR MySQL F MariaDB B Amazon RDS for MySQL ii?;;g{%u%%
Table of Contents
15RO 1
< OSSR 2
S 3 2 TR 2
3% =& = s~ 4
o = ST 6
AMazon RDS B BT T B .ottt 6
CloUAWALCN BE B ZER ...ttt ettt e e e et e e e e e 7
CloudWatCh B R B TR AR ..o, 8
Amazon RDS Performance INSIGhLS ...........oooiiiiiiiii e 9
Enhanced Monitoring (BaRIEEEIE) ..o oottt 11
BEEAN AWS BRFE ....ooeoeieieeeee ettt ettt s s 11
B o T B T e 12
Prometheus Hl Grafana ........c..ooeiioueeiie ettt ete e sree e ens 12
TN R 13
B B B 0 BT oottt 15
= 0k [k R G L = U 15
= 3= 3= TR 16
B e et 16
BRI 2 R 17
SQL SHALISHICS ..oeeeeiiiiiiiiicice et e e e e e e e e e e e e e e e e ———————————————— 19
CloudWatchB B E B T BB IEAE ..ottt 20
HE R TR BT B R B M B ClOUAWALCH ..o et 20
R TSRO 21
e & L =575 =TSR 28
= o DI Ry ) R 28
= D =Tnr - TROR 31
s SR 34
B0 e 35
Bt ANCloudTrail HICloudWatch B EEZIAE ......c.cvoveeieiceeeeeeee e 37
BB o e e e e e e e 39
(0 [o TR Ts NV 1ot T PSP OTRRORR 39
EventBridge FLAI ...ttt enes 42
L S = B K R 43
g = Eaz 1= ) 45




AWS HEIEB| EAR MySQL H MariaDB B9 Amazon RDS for MySQ&Q%{%E%g
STHE B EEATER ..ottt bt bt a et R et b et b et bttt ettt ne et neesene e 46
== 47
e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeesseessssaaaaeeeeeeeeeeeeeeeeeeteeteteetetetttt————————————aaaaaaaeaaaaaeeeererees 47
A e e et eeee—a e eeeeeeetaaaeeeeeetetaaeeeeeeettaaeeeeeettaaeeaetettaaaaerera s 47
PSRRI 50
e et e e e e e e e e e eeeeee et ettt e e————————————————aaeeeeeeeeaaaeeeeeeeetererr——————————————— 51
3 PP 54
e e e e e et e e et e eeeeee—aaeeeeeee——— e eeeetet—a e aaeetataaaeerar s 57
SRS 59
B e eeeeeeeeet—a———————eeeeeeeeeeeeeeeeeeeeeettettee—————————————————aaaaaeaaaaaaaeeeeeeeens 60
o PP 61
PP 62
L ettt et e et eeeeeeeeaaeeeeeeeetaaeeeeeeetaaaeeeeeeetaaaeeeeetatnaaeeeeeetanaaaaaeeeranaaaaes 64
P 64
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 68
P e et eeeeee—— e eeeeeeee——aeeeeteee—aaeeeeeeetaaaaaeeeeeraaaaeeeerrnaaaaannes 70
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 72
R e e ettt e ettt e e e et e eeeeeeetaa e eeeeeeetaaeeeeeeetaaeeeeetettaaaeeraraaaaaerarana, 72
S e e e e eeeeeeeeeeeeeeeeeee—————————eeeeeeeeeeeeeeeeeeeeeteteteee——————————————————aaaaaaaaaaaees 75
et ettt et e e eeeeeeetaaaeeeeeeeetaaeeeeeeeetaaeeeeeeeetaa e eeeeeeataa e eaeeetata e aaeeenanaaaas 78
PSP 79
N e et ettt eeeeeeeeaaeeeeeeeetaaaeeeeeetetaaeeeeeeettaaaeeeetettaaaaeeeetraaaaerera s 79
LA RS 80
AP 81
........................................................................................................................................................ [xxxii




AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

AR MySQL #1 MariaDB 8952 5% RDS (WEEEMEBRT A
MxEEXK

FRRERHASHT , EHEE Web BRFE ( AWS)

—EC=FEARNAHEESL)

BEREEERANE, ERNMTEEREN TR, REMIIENERF, ERME RERG R HEES
BAEENERYE , AREABEAEXNIERENZSME, SNE, BEHERYRR, £AWS L,
LA EN D THERF AR, ER. B4MER , METHRITERHNEFRE , X -KEFER
RIRIEET R AR,

R LERERUBREREUNFARKESF Y ERMELETF A ERLEERE, CRAEAER
MR, RHE. BHNER  TERRERSIBRETR,

AIEEEFREA Amazon BB E R ERT (Amazon RDS) ERENER ETHEMMER T EUREE
B¥. AEREFER MySQL M MariaDB EXE , #AXE 5 EA thERRH b 5% RDS ERES|
%,

KIEEBRARERS REBE., ERERBEH. DBA. ERDevOpsIREMMHEMEKRE A EERE
AWS ERFHTHERETFEHRRT. BEENERERNEEERRT R,

o

o=

- BE

. —REREMCE

- ERTE

- BUBEEHIEE

- RifcEIE

- EH, REMEZER
- B

- BRETBRINER




AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

R

B E R BFEE AWS Well-Architected FIIEZRHI OB,

. SHEEXAREEN THAREZSEENNER, AWS Amazon BIBI & BB (Amazon
RDS) ZMBRE T BIERMAMRE (BIMIEE. 0. BHNEH) FENET. BORIE
Amazon RDS BHER , AEERAEHEHTEBNEAERE, EURESE | LHEEE
RASBGOES, AWS BENERT STHHZUEASNLEREABERR , RTLFER
B, LU E S 0 B RS EE B 0 B4,

- MEREZERECREZEBNFKRE, RENEERNEMEBVEERERER (H110 Amazon
RDS EXEHNITER) BMEE, EAILREBIMAERRALISERE (FlM , RxFE{Lay SQL EFMEZA
EBHTR), EREEEHAYMMNERK  KUNEBRSER, RMAEBETEHHBAERE
], EULURBEDBFEULEENINES. EUTURBRALEERNRERTERENER , UL
AMBRBRREEREBNERETR. fll0 , FEEH CPU ERARENNER , Sl E-—REERX
WEMA Hrcpultilization. totalfEt. £ CPU ERAREITEMRHE A EDHREER , Al
BEERBEEEF < RIfREE,

- IEMSHEEERNBERERSRE  URAREHSTALER. ENERBRSRLARATN
wRAHE, ECRASEENRER AT EANREELHELRE, ¥RERPIEEREM
S BEFFENEEMNEREREHER. FEUECNIFER , CL4ARANETFR WK
BERENBERL. ®EMEABER. EOERENTEMENRGTRA , BURRERNERNE
RERS

- ZEMIRFNHEANBEHEARIFTLENEEEE  URKREHRNITR. B LEA MariaDB &
B ANEME I ERE Amazon RDS for MySQL 1 MariaDB & ¥ E#TEEE | LIRS REEE |, i
FAEZRANGHERERTHIERE. XBHSBBETBHEGFRET AR XMP , TLEHE
RIEEAFERMNBERIES, RASAESTRHE  REEHEPERRTEREHRRTENTA.
EEENRTRNITETRERBEN Amazon RDS EREHTEECEIIAR , EXTENEKT
BERRMWER, MRERTEGSNFHESEY  FERBBETRUBBHZSMEHNEE  EMmiBE
BREARMNEZER,

BEEBR

HELNERIEATEFREEYR  THYERFRERAEXNTHEAHEASNE, BY, S8R, %
2 EEAREICHEREE, SUAFEATEHEEMETIE  BRKE, FENREBER. 4. BRtN
foik , DIBENSMERERESNAMREN 2L , EMP LB IT lRIERIPE .. WROR

BEREBHR 2


https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/design-telemetry.html
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/monitor-workload-resources.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

BRAERNERSRHEPE  ERNERTEA RGN EARE, Ak, RE, URREFENER
BE. BARERENETFEEENS A UEENERERSR , THEERERTHERRR

- WEEFRR., TENVRETREZFNER. HEEEEREFTRENVEBREMI S , Fla0 Web
MEBERRER , B3R , XY, business-to-business ( B2B ) APl FEK RIS, RG] LAE
WEREERELWER , MEREEHEE, ERRHAE[E , LERMUEE , SEREENE
ftTERISZE K EHRAUUATFEREVRENTHAE, ZEMEMMEE

- BYEFGEE. EFNMENERGENAFBREDIRBESEFNEE  MELZNTEELAEES
X%, il RETERLLBRENAREEREHERTURSFRSNEFETENEHE , ME
BESHNEFNEHFNRER, ERZNEM , URITELEESKANBIFRE.

c BREVHEX, EREERERDEMAERANNFREENRSXEETFERERAEAITHEERER
. EREBRT , EVREEREANKHER. ERBHEEFMRIGE SLA) TREEHREFEHE
K AHBREA, EHAURABZERRNERKE  FRURESRBENEEINRESHESR
REE, RIBEMFL T Atlassian N TRV —IBH5E , BRIE P ETAY IO RAEF /N 140K$540K HY S8 H
K, ERFURAEBHWEENRE, RENENERERM ELRHEBTENRBRRNVER,

- BRE, ERNE RS TTIHEERGT. RENRESTRAM, B, TR, SWEE. FERAME
BZ2WENER  BERARERK. EHFELNEBREZRENERRERNEZIDRRE  HERA
MERTHERE  WHHFTRE. FRBACHNEFRERHENANEE  TACNERTRES KRS ,
e A IEHY RIS R B R AIE

- REFARABRLEENEREENNGRR  YEAEFAXERPRAEIBENBENREASITUE
EENREARNERENEmR. AN , KETEN ITFXEFSHEEMORE K mMASESEH
MHeEEE TERERERENAEMEN. AT MoBRRERARNZBNMEN -3 FERAR
FERAHREHMEBERENERN TR, ELAMNERBFNRENEABTBGENERGSE M | LiH
BB ERAENRE. ERNERNBERIEESHTHYMRAZASERELREEREXHINAH,

- REEENRNNER, ERARERFEERTEEEK  BIERA—MEONRERE  BUTUEE
BEEXT. ERERERENSMER. B4, BRNER , &AL TENER future WREE
R, WHALFA AWS Eir A B BRI KA. T # Amazon RDS T{E& 8 M & & 2 ERARRE A 17 By &%
ClfEE4, EIEMBEILR 8k,

BEREBHR 3


https://www.atlassian.com/incident-management/kpis/cost-of-downtime
https://www.atlassian.com/incident-management/kpis/cost-of-downtime

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENZESER

— IR AEUE

THREBEHAHYET D EE Amazon RDS TEEHMNERRE | WEREUEE K BERDIERES
HrMEEES,

- BB EEBWER. RIBFMFENEBAREEFRRENER (KP), 7t KPI UBETFEREEK
o Hla, MRENBROEBRETEE  BELCEENERAR —TRRENETBHIEEXIR
AENEFRHBY. ATERREBAR  BUNAETFHERARAERAN R Amazon RDS
ENEERTAMERENER , XZBEKEE KPI REA 99.99%. BRIFEEETHERTAM
KPI, AN RENEFRNERER AM 99.99% , EMEKES £ RIRRBAEBER,

- ERIEAHER. ERIEEHEFLUNE Amazon RDS THEEHNBENRE, FFEIEEURE
ETHEEERTEIFMENGER , XRMBTHEREN@ERR, Flm , &E7FE Amazon RDS &8
EHTEENTRAY KPP, SEZABENEATERHNEEETHRENEHREESER. KRR, &
ALAMERELERRFTETAM KPI, AR :

availability = uptime / (uptime + downtime)

EERREREEFNERRES. EEGUTNTESHE K SLEHEEI BN TPREA.

- WEMD T THESEHIEZE, Amazon RDS SRIBENEREETEINEENAG. HP—ERRE
PEHTEESMH, STBERMKFTER , HlIdb.Cache.innoDB_buffer_pool_hits, Hftig
ERBEERSE , fllmemory.Total , BIEEME FEEMEHELR (Amazon EC2) #1TEEM
RiERAE, ERTERETHHKRENEEETEDS N, UBIB2YRERTETEAMEENE
FE,

- BYTHEHESREE, EVAIERARNERR  UERFEHE , UKENRFRFTENKRRE, 5
W, BANERNEERReadIOPSEEENHBERIFTHRSZ A 1,000, A& , B EAHLEE
ETHE , UREIBEFEAR, MRENHIEFRBKEREN IOPS %&£ 2,0003,000 WEEER , Al
FLEREET IEBRAE , TRNNENEENRE.

- EIREHERARBKEHE R, ECREXBERERAR TR K FREBE®R, AR, L7
EREEFEEFZNIDAREE , IRKFRESHNTE,

- BB THEEENFEREDREN, BRBRENEREE  BEYTHFEHEDNER | UEBIREHNIT
A, UTEXERERAEENSFEOE. AWSERHERT SERAMITNERBIEEZRD M EFLR
AEE,

- BRI IHEAEEERHENER, £ Amazon RDS THEAENBREFEATNERR , FRUETR,
LA S A LB E B E R BEMH B R,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

- BEMIEHR KPI MIER. EFEEMN Amazon RDS EREFELERNER , WK HTREAENE
B, LERENERER. BRENEEENERELFT KPI, YELERFEHETER, FlW, R
REA/WTENEERNREHBRET KPI, YERABEAERMAMAER , UREYNHIT
FREREHTHEROIBER. CHNENEERTREL KPI EERMERNENEERBES. B
BOMERER , SUURRAGER , BARBEREREARE, NREER  LEZBRERLMA
HERER , AINREHENTRR. MNEERRHEBNNEREERHERERRAIER
M E R REEFTIE Ko




AWS HEIEB| EAR MySQL # MariaDB B9 Amazon RDS for MySQ

HF
ImE
2407
o
e 2
b3S
Sl

BT B

EMESeERATEREME, ERNBERIER

o RABEMREE Amazon RDS REMREE

- EREANMTRTH

- REIREN M EREE Amazon RDS HT{EBAIREK

- PHEEMBRFBUEETEUEBEME

- THHRERELR TR  WEEEAESIFE IETR BB FREE

BATENBRBANFRSRAHRE  2F AWS RHNBRFETHAEMNERTENRE ; £EN
FRRRBREERATR ; U AREE Amazon RDS EREMTERBNBREE=ZSBRAR. UT
EHRAmEF—ETE,

FRYEFBETESESENER , FREBCEBNEREBBETENDRE, BMAtLRRETEHEL
TE K DMERRE. ARRES, BRENEEE. MBS (FINERREMRRS). RE. B%, 2
MABBENEAEBREE,

-8 ]

« Amazon RDS HEEHIE

« CloudWatch iy Z=[

« CloudWatch B ERIK
 Amazon RDS Performance Insights
« Enhanced Monitoring (1855 7 B5$28)

« Miin AWS BRI
- FZHERTE

Amazon RDS HEGEWIE

Amazon Relational Database Service BR# (Amazon RDS) 2 AWS ElxF NS EERERKE. BHR
Amazon RDS RZER , Rt ARERR AT MEREH , SINEREfRHED. FEERMK (OS) NE
PERBLRE, EERRNKBSH, STHAMRE, TREGBHNER G OERE, AWS 1A | B
RHE—HLAUNIE  TEER Amazon RDS BRI EHTHEEBEL TEN THEERRAR,

Amazon RDS FEEMWIE 6


https://aws.amazon.com/products/management-and-governance/use-cases/monitoring-and-observability/

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

Amazon RDS BR#EHEE. BARENEHRARLEERTE, —BEREHH Amazon RDS #1T1E
B BMULEAmMEEELIE

- Amazon RDS #{TEBMERMEBER EHTER B EFERENFEEN. flH , REHI
AR, "Teffks . TEML . TEAL M TEREL . BYLUER Amazon RDS £ 5.
AWS Command Line Interface (AWS CLI) 2 Amazon RDS AP| REEHTHEEME, MEFME
A , S B Amazon RDS X#FH#R Amazon RDS &Rl E#TERIMEE,

- Amazon RDS BE W ¥ EREHTHEE. EHENEIANENESSFHERMBEBLER.
ELRBREBRS>MERNERTEEEHAER. REEERMBERRRME , WEARERE, §
m , Engine RABHHNEZRRALHERERTERBA KRB TEIRETNER ELRR , BEZXH
MERERTER , UEREFNZSHEEMEMIuEPELR, MEFMEER , 526 Amazon
RDS M4 HH#4R Amazon RDS Ei&.

CloudWatch % Z= &

Amazon RDS E& Amazon 4 CloudWatch , ER#¥E AWS EHTHERERMNERAERNNVEE
MEE TR, Amazon RDS EEBHWEERBER EHNTEEMNIRE., FHAER, WEMEERENE
B, . BANEHY  WHEHEHEIXF U CloudWatch #TREfREE. 2T HNER.

A MySQL # Amazon RDS Fi# F 7 MariaDB #Y Amazon RDS & CloudWatch#E— 2 R B &
B —EEREE MESENMIE, ELEFEREIMETEZ[ETD  EEHETZHAREENS
By

- AWS/RDS B ZE BB EHTERERESR. FH2IE BinLogDiskUsage (=M FE &G
AW Z=/BE). CPUUtilization (CPU EAXMW B D LL). DatabaseConnections (ERE
HITEBNAFPIRERERYE) F%5,

- AWS/ FREMEZEHASIRFERFEAZES , ARYEEREE Amazon RDS RIEE NI
{E. #fl@3E DBInstances (AWS IRF R EHP W EREHTEEEE). DBSubnetGroups (&
WRESREFHFHNEREFRARKEMEEE) , A% ManualSnapshots (8 AWS IRE S [EE H FE)ZE
M AWS ERIERBHE),

CloudWatch 01 RFF "R BRIEREREH -
« 3/ EMTEBRTEE (HELR 60 #) 8RE 3 /M, 3/NEFR , ERMEESEEA 1 EHR
EE K ¥RE 15X,

- 15X :HIBA GO (198 ) NERERERE 156K, 15 X, ENNEREA S DENPEE
E , ¥RE 63 XK,

CloudWatch #5 % 22 7


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/accessing-monitoring.html#Overview.DBInstance.Status
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-recommendations.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-recommendations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html#rds-cw-metrics-instance
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html#rds-metrics-usage
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Limits.html#RDS_Limits.Limits

AWS REEI EAR MySQL H MariaDB B9 Amazon RDS for MySQL E’J ?:{%il]%ij;
Ei £ %

- 63X HIEA300% (508 ) NENMSERE 63 X, 63 XZ , ERHEREA 1 MRIBHE
E , ¥RE15@A,

« 158 A : Hif8 3,600 % (1 /1B ) WERETFEA 15@A (455K )

MEFFHAEA

ﬂl'ﬂ

2B CloudWatch X#HHHEE,

CloudWatch ZsH &Rk

B LAE A Amazon CloudWatch B RREE —BREBAMNIFE Amazon RDS &, fla , & LAEE
BRI FIT— N Z{EEEFreeStorageSpace , MREEMNEEREBRENRE, NMREHLERERE
# 250 MB , BT AREZREA 200 MB ("MRAERRE) , BETEEME , X AIEZEBEE , B Amazon
RDS ﬁﬂﬁ%ﬂ?ﬂlﬁ*éﬁﬁﬁ%%ﬁ%ﬁﬁo B Rt ] BAE A 5 B B @ A PR 7 (Amazon SNS) |, #§@
HSAEEZE DBA, TERBLER.

AWS Cloud
Amazon CloudWatch
1
1
1 = ] @'\;f" o
mazon —_O % I
|305@I —_— _): —Q 2 ‘Qn_:l DDD :
:
1

Logs Audit Performance Events

Amazon RDS logs Insights

A A A A

Amazon

e P s r-rs I
g — |9 dl &l Al

Amazon RDS
instance

| ox

Amazon SNS

Email Lambda

| | notification function
r

AWS Management Statistics
Console consumer

CloudWatch 232t =R , WAL AREN. HF]. 2B , URRBREFEENEITRR (BF). &
AT BAEA CloudWatch Logs Insights B ki RER @R EH G HFEMIERGCH , WL
EhEIEBEENKZRET, TANREETT —ERH CloudWatchiE &R,

CloudWatch B#HF{ERIK 8


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

AWS #HEH 5| EHAM MySQL #1 MariaDB # Amazon RDS for MySQL Eé]%’:'i:{iﬂ
Iz Ei E3

%uu

ey
-2
=

cema mysas-de | Addwidget | Actions = @ ;o0 sa wocsome | D -

Slow queries with detailed info
¢

Top 200 lines of Enor Log

Amazon RDS Performance Insights

Amazon RDS Performance Insights @ —E & EXREFABMERTE | WK Amazon RDS B2
B, ERABIENEHTERESR  WHEBEF. SQL FRRR, I%iﬁﬁ%ﬁﬁﬁ?ﬁ 1 Bh 18
MERENMEE. LITEKZEEESHAE—EBRNER , HEEENENESTERTEFENR
GEA | FINHEZS. & CPU HAES /0 B |, WY WL SQL FURaE KRS, THNREE
AT —EARBI AR

Amazon RDS Performance Insights 9


https://aws.amazon.com/rds/performance-insights/

AWS #EHEBI EAR MySQL # MariaDB # Amazon RDS for MySQ L BESRME T
IENSEER
database
View past | E] Last 1 hour
database1

L
MySOL Community  5.7.23  db.rd.large G a Auto refresh:

Counter Metrics Manage Metrics

Rows/s
15k
mi..--.."-...-,.-..-.-_. ............. e ~= @ dbSQLInnodb, rows read.avg

oo
=]
o
-
o
=
e
- b
[= 1=

Database Load

Bar v Slice by wait ¥
Current Activity Measured in Average Active Sessions [AAS)

Show max vCPU

Sessions Max vCPLU: 2
0 e a0 0 e - wait/eynchymutexfinnodb/log,sys wri
B wait/synch/mutex/innodby/trx_mutex
1.5 - - waitfsynch/mutex/innodb/trd_sys_mut
_ = B wait/synch/mutex/sql/ THD:LOCK quer
- - ¥ B wait/synch/sxlock/innodb/btr_search
14 ] B wait/synch/silock/innodb/findex_tree
wait/lock/tablefsgl/handler
05 wait/io/tablefsql/handler
waitfio/filefinnodb/finnodb log_file
@ CFU
0
14:55 1500 15:10 15:20 15:30 15:40 15:50 15:56
06-10 06-10 06-10 06-10 06-10 06-10 06-10 06-10

BN BEEERERTEEBENEZEFBBEA Performance Insights , F BEWEEIRF # Amazon RDS &
REHTERBNESR. REFRTESA 7 RN NEEENEREH N —FEE API EXR, BHALUE
EBREBRNRENE. WEEEEAMNENR , 528 Performance Insights EE,

MFMMEER Performance Insights REZE R EHTERNFMER  F2RNEEHENEREY
TR — .

Performance Insights & B 817515128 # £ CloudWatch, BR T Performance Insights TEZ 4} |
B W LARIA CloudWatch 1R HMIhEE, ERILAEA CloudWatch &, = CloudWatch API
K& Performance Insights 88, AWS CLIEt aJ LA CloudWatch® R , MIGEMEMERE —

Amazon RDS Performance Insights 10


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Enabling.html
https://aws.amazon.com/rds/performance-insights/pricing/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

B Bl , EAI a2 EM I SMS B4 DBA , S EEDBLoadiEZE R AR EN RERKIE LS
£, B A L& "Performance Insights 1EE#IEE R B M CloudWatchZE&R MR

Enhanced Monitoring (18 58 & Ef4%2)

W AE R —ETE | "W#¥#H1T Amazon RDS BRI EHTEEMNIEE R (0OS) ENEEEIEE,
BLIEER A CPU, EE#. Amazon RDS AEXRREERF. BRABRMERR /10 EREFRMUSE
—WHBEHE, BALUE Amazon RDS 2 &P EFBM o MELIER. B Performance Insights —
B, B ERisE 2 1% Amazon RDS &% %l CloudWatch , BRI ARP Z A EMThAE | HlanKHR
RBEELETON, BIUIBESESS,. £ CloudWatch ERR EERBFEURBZREE R, RIFFERK
BB Amazon RDS ERE#TERER , HRAUERSER., ZUUERIRERERES
TERE R A L ThRE, EEERENR Amazon RDS E#Z| CloudWatch BN EREURBEFEEERM
E. A TEMBER WERBESTEREEME , BrERERTITEERLE CloudWatch 5L
FREHD, METENEEFMENR , 520B Amazon CloudWatch EE, MEEBIL T ENFMEN
2B Amazon RDS M4 FMEmAERERBEE,

Bt hn AWS BR#%

AWS EBHBEXERYK , ELREE Amazon RDS 4 CloudWatch , AR i — S 188 E R ERY 7]
B2, ELEE S Amazon EventBridge , Amazon CloudWatch HEEF AWS CloudTrail.

« Amazon EventBridge @ —E&E A REFSHERE , TtZNEAEXMN AWS &R (23 Amazon
RDS &R ETHEE) B, &R, S, BaMNRFEH. Amazon RDS E£4 &R Amazon RDS
RIERIEL, plan , EEREHTERNMRER "ATAL 8FA "2F1L. B, Amazon RDS 3
SELZZEHRDS-EVENT-0087 / The DB instance has been stopped. Amazon RDS LA
JEFENEF Y /5 3 EventBridge [a CloudWatch SEEIiR#t7EE), £ EventBridge # CloudWatch 5
%, AL ESH AL EREBIISE Amazon RDS E4EREER , YEEHFESHAUBEBH
THEE. EZEEETAREESH , Sl A#TEEEREN AWS Lambda B , R AJEIXE
FE ] SMS LAUE %1 DBA = DevOps T 2ETEBEEHH Amazon SNS &,

« Amazon CloudWatch B R —ER% , AT REFMEEARN, RHEMN AWS REH BAFER ,
‘B3E Amazon RDS for MySQL # MariaDB & ¥ E#1T{E88 M. AWS CloudTrailfl R & A E R EHIT
BB Rtk ZhBE , Amazon RDS & H B¢ T 51 B i3 #i E) CloudWatch B :

. BEAR
. BEH AR

- —HRBF
- BRHE

Enhanced Monitoring (18734 # E542%) 11


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Viewing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.MariaDB.html#USER_LogAccess.MariaDB.PublishtoCloudWatchLogs
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BANERBRER  TUEREMEREFRIRE. EEER Amazon RDS ERE#TERE , 55
#£ Amazon RDS CloudWatch EER. RAESFEARMRBBELRER (Hlin YACE EHEXLE
HiER) , SEEEHZE Prometheus fAlfRE%. CloudWatch

B=HERTE 12


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://prometheus.io/
https://github.com/prometheus/prometheus
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https://promcat.io/apps/aws-rds
https://github.com/prometheus/cloudwatch_exporter
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#distribute-aws-service-quotas-and-api-request-rate-limits
https://prometheus.io/docs/alerting/latest/alertmanager/
https://grafana.com/
https://github.com/grafana/grafana
https://github.com/grafana/grafana
https://docs.percona.com/percona-monitoring-and-management/setting-up/client/aws.html
https://github.com/percona/pmm
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https://docs.percona.com/percona-monitoring-and-management/get-started/query-analytics.html
https://docs.percona.com/percona-monitoring-and-management/get-started/alerting.html
https://www.appdynamics.com/supported-technologies/database/amazon-rds-monitoring
https://www.datadoghq.com/dg/monitor/rds-benefits/
https://www.dynatrace.com/technologies/aws-monitoring/amazon-rds-monitoring/
https://www.appdynamics.com/supported-technologies/database/amazon-rds-monitoring
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.html
https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-in-memory-structures.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-on-disk-structures.html
https://dev.mysql.com/doc/refman/8.0/en/mysql-acid.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.EnableMySQL.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema.html

AWS REEI AR MySQL # MariaDB #J Amazon RDS for MySQL B9 B3 f1E R
IENSEER

ERESH

AR ESH (DBLoad) B "MEAR ) FHRRER  JREERERFNEFDER. BHWRE-R,
I B BB M EEFECloudWatch, ERXREREHTEREFHER P T/ERE (AAS) FEVED , to
AMEERHIT SQL TEHAMN TR B . ZDBLoadIEAREHME—FIAEZERTE , RAR
BRERTUER T R EMEEPREA—EREFE S5, SQL. =H, ERENERE. SLEHE
EDBLoad 2 #l. LANKEMAERBYI 2 ERXTEBESHENTEEE. AREMNMATFTESR
BRESHNFMERA  F2RENEH A EEEE RDS XHEF,

THEmBEHET "REFR, T&,

Database load Chart type | Bar v Sliceby | Waits v
Current activity measured in average active sessions (AAS) Info
Show max vCPU
Average active sessions (AAS)
I W wait/synch/mutexfinnodbAre_mutex
Nov 1517227 wait/lock/table/sglhandler
N | B waitisynch/mutexiinnodbine_mu 0, 0% M waitsymoh/sxiocidinnodo/blr_search
waitflockAable/sqihandier 0.0% wait/synch/mutex/sqUMYSQL_BIN_LOG:
B waitisynch/sxlock/innodb/bir_s 0, 0% wait/synch/mutex/sqUMYSQL_BIN_LOG:
15 wait/synch/mutex/sq/MYSQL_BIN 0, 0% wait/synch/cond/sqi/MYSQL_BIN_LOG::
wait’synch/mutex/sq/MYSQL_BIN 1,33% wait/ioffile/sqlibinlog
wait/synchicond/sqi/MY SQL_BIN_ 0,0% wait/io/socket/sqliclient_connectia
waitfio/file/sql/binlog 0,0% g waitfofiablefsqlhandler
104
waitfio/socket/sql/client_conn 0,0% W cru
| B waitfio/table/sgl/handler 1,33% Max vCPUSs
m CPU 1,33%
5 i Total DB load 3
illl -~ max vCPUs 2
| | | _ e
o i AR
17:24 17:24:20 17:24:40 17:25 17:25:20 17:26:40 17:26 17:26:20 17:26:40 1727 [ RARCRIE A 7:27:40 17:26 17:28:20 17:28:40
Time (UTC)
Top waits Top SQL Top hosts Top users Top databases
Top SQL (25) Learn more [4
Q 12 03 > B
Load by waits (AAS) SQL statements Calls/sec Avg latency (ms... Rows examined...
I | 0.0 SELECT ¢’ FROM 'sbtests’ WHERE Id" =2
I | 020 SELECT "¢’ FROM "sbtest1' WHERE 'id" =7

HEE

- EREHRENERBREXSFERIEMEXTRUABEEEENGRY. MREHT SQL R ,
BIESELECT * FROM big_tableflRUFRLSER InnoDB EEMKE S , RIZNEFERTEE
% Fwait/io/file/innodb/innodb_data_file&E&FE#H , ERHBEB XA LHWYE /0
BESIEN. EFEHRENEEBNEEHE , HATHELTRENNEERSE, EFE4ELE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Overview.ActiveSessions.html
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https://dev.mysql.com/doc/refman/8.0/en/performance-schema-wait-summary-tables.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema-instrument-naming.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html#USER_PerfInsights_Counters.MySQL.Native
https://dev.mysql.com/doc/refman/8.0/en/server-status-variables.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html#USER_PerfInsights_Counters.MySQL.NonNative
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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#ZCloudWatch,

CloudWatch& $l EH 1T E g 542 20


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Statistics-definitions.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.API.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENZESER

R EE

BAR MySQL = MariaDB B E: i RDS FHVEREHTEEE Linux FERF LBIT , RIEXRRK
ERERRKEIR : CPU, ZBER. BRIRET.

MySQL [(none)]> SHOW variables LIKE 'version%';

R ittt R ettt +
| Variable_name | Value |
R ittt R ettt +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
R ittt R ettt +

5 rows in set (0.00 sec)

ERENMERFERRARNERNEERAEE LHURRRRERWEA R, S0, CPU BRHFMEER
Rt RATERTERERRESYEEHMRRER. NR CPUBEREM (BRM2HR , MR
SHEN CPU ENEBENEANTERMENRED) , ALBESSEENENRENRBEY , UK
Rt L EERAREXVRENREM,

HBESIZHEIBNBHAT. B RAM FREEHANCREBRATEINIER , RESKLRE

BrEEAERCER , KRB REE L, ARERLLEIERESS , AE#MEL L SSD NVMe
EMAER  CERIKEBZESERNERKE. scEREARSEHEREREILEREMN, RAD
EREENAIEEMUZEEANGER, NRTEBEEARS , UBRES RAM AR IERZE

B, AIERERETEELER , MEAFERAE T SEHE R , HIWERROR] mysqld: Out of
memory (Needed xyz bytes),

MySQL 1 MariaDB WRIBREEERAEAAFRFRHK , cHEREBEKUER LEEMMERE, R
5l, ZHM AR, EMAR. ERAFVNEEEARTER. Hit , BREMBRNEREHEL L ERES
BHETRENB TR, AT EINRENEREEE  FHEXERNPREUE /0 FHRMNEBTZEBEE
B, EEREEIHBRIENGKIOPS S HZEMRFIF , ERENETEHESZRFE, flw, R\
HERWEREINRETASEREVAE 10 ¥, RKRTEHEESBRERFTFENRS, TBEEREX
BIHUEET2IEE IOPS [REl , BEUERERUASY MB AEMNSHIXE, ERM4ERUEZE 5
BRZMEE , AAIEERM0S error code 28: No space left on deviceRJgegik ik & K E
L ERAMBE,
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https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html

AWS $EIES| E AR MySQL # MariaDB B9 Amazon RDS for MySQL #J B3 MR~
I8 *Dﬁfiﬁi%

Amazon RDS A BB A TE R ESTEBNIEERKREIEE, Amazon RDS € B8 —HEXER
I ERMEICIoudWatch, EBATLATE Amazon RDS 2 AR E RN 2 HTELIEE |, LL&CloudWatch
BRI , B EFREFMEREZNERCloudWatch, ZHIEIE :

« CPUUtilization— CPU EAEMNE D
« BinLogDiskUsage— —# Ui AN EBRZEE,
« FreeableMemory— Al AREMFEGEEBMNEE., ENRKRMNEMEMemAvailableW#H/proc/

meminfo,
* ReadIOPS— B¥ B FIRHEREE 1/0 EXEE,
« WriteThroughput— A#FEFREVEAMKN FEMLTHEE.

« NetworkTransmitThroughput— EREHH FNEHBERE B2 7TAREENEENER
EREH Amazon RDS HRE.

W% Amazon RDS M FIEHEEN B2 EZE RICloudWatch , 52 E it 5i#CloudWatch gz 5
RDS HiE1Z 7 52 % RDS MEH,

TERER T BAICloudWatchf RERFE RDS 2 A LY EFE RDS R,

22


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html

AWS REHES

CPU Utilization (Percent)

RATFA 1/
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EAR MySQL # MariaDB # Amazon RDS for MySQL #yE5 2 M R
TEMREER
Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
CloudWatch (18) [ Add Instance to compare | [ Monitoring ¥ Last Hour ¥
Legend: | database-3
Q 1 (O]

T 5B R R B LU &% RCloudWatchf& 2Rk,

23



AWS REHES

HEAR MySQL # MariaDB # Amazon RDS for MySQL Eg%ﬁ?:
Iz Ei

Sl

SR T
R

CloudWatch Dashboards MariaDB-database-3
MariaDB-database-3 v

1h 3h 12h 1d 3d w Custom C v |@ Actions ¥ |
Explorer [4 1 i
@ All resources - ReadThroughput C =B i All resources - ReadIOPS H
Bytes/Second

Count/Second
14k

A

100,000

6.0
80,000

60,000 4.0
40,000

2.0
20,000

\— I x
11-2111:25
11:00 1115 = -0 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS

1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS

Bytes/Secom o Count/Secon o

1.000M 100.00
800,000 B0.00
600,000 60.00
400,000 40.00
200,000 20.00

11:00 11:15 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

S—HEERRAEERRHITELERHNEEE RDS, KT ERMABRREENEEXRRER
B , UREERABEME Amazon RDS for MariaDB  Amazon RDS for MySQL & E# 17 {E 8 /Y&

ERE, ERBAESREELREERENTEE LREMENNE L TESREFEERREENER
&, BALELEE RDS #2448 , M TENESR.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html

AWS REHES

B MySQL F MariaDB # Amazon RDS for MySQ

H

,_
ImE
i
o
2

Enhanced monitoring

11/21/2022 25

Q

Free Memory

3.81 GiB
3.62 GiB
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3.24 GiB
11721
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Active Memory
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Active Memory

Used Filesystem
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| & || Manage graphs || Monitoring ¥
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1121
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11721
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20

11/21
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11721
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11721
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—_ Load Avg 1 min

15 minutes ¥

11/21
11:40

11721
11:40

AR - EREBERaRE

« cpuUtilization.total— A CPU M B DLt
- cpuUtilization.user— FRERXEEFERN CPU B L,

* memory.active—

- memory.cached— ARREERRHKR

* loadAverageMinute.one—

MR A

15822

TENATE , LTFEREN

41/0 WECIRREE,

ASHERAEERDNH OS 5E

— 2 ERNER CPU RENEEFHE

Z1EERFi# RDS XAEH,

£ Amazon RDS Fiz
o ZEEDA=EZHD :

« OS BF- AERTAHAEROUNAMEFNRABE, 3
- RDS BF— AEHRKHBWEAWSEZE Amazon RDS EREFTEBAMENER. fila

a8t , FRRERERF

Amazon RDS EBRERERN., EENZ

== oo

BE

ELEEFEFHERBEYRER

SRR AR B BREF.

E/
HERD,

, Ea’E

EHHENENTERTHUTHNESEEFRHUFHE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL #y B2 1% =
IENSEER

- RDS FREEF— AHFERNTEEREHTEELN Amazon RDS BFRHE — EAHFIH
AmnysqldEREREEFER, ZnysqldREREERE T AmysqldiBiE,

T3 EmEmEFFETR Amazon RDS I AP IEXRKERRFBE,

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list _. c | Monitoring ¥
Process List
Q 1 2 3 4 > ®
NAME v VIRT 7 RES v CPU% MEM®%: 7 VMLIMIT
0S5 processes 1.41 GIB 106.72 MB 01 1.36
RDS processes 6.18 GIB 458.25 MB 7.6 5.84
mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] 1]
mysqld [734] 1]
mysqld [735] 1]
mysqld [736] 1]
mysqld [737] 1]
mysqld [738] 1]
mysqld [739] 0

Amazon RDS #5185 & B 42 fh 1 1542 3 {3 B #E MY CloudWatch B 5#& 5, Amazon RDS £# & L

ATHERERSRPHEECloudWatchie # 18, REATUEEREREHTERNEERA B
/;uuﬁCIoudWatchnE',ﬁ*iﬁ'-?o EEXEELL JSON BRREF. SR EAEREE JSON &
CloudWatch® A S&IZIZH) EE i R,

A7 HEEF LERCloudWatchiBRIRWLRIZER , ZEHEEREEEREENWRERREIRE , &
HAEPEIEIEEIBEESCloudWatch#CloudWatchit 8848, MEFMIER , HSBWAWS RE: R X
B WA EF R 18 2 B BS54 CloudWatch & Amazon RDS E4 BBV BETIEZEM B 5.

T HIFRBE BETEECPU.UserfECustom/RDST B, LLEFTEERBBE
EcpuUtilization.userigs&#) E12 8 E CloudWatchzd #&48,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds

AWS REEI AR MySQL 1 MariaDB #9 Amazon RDS for MySQ L WEIEMETR
TENREER
CloudWatch x Cloudwatch Metrics
Untitled graph [ th  3h  12n  1d  3d 1w Custom Line v || Actions ¥ | ‘ c | v |
Favorites and recents [ 4
Dashboards
Percent
¥ Alarms Ao @z
9.07
In alarm i \//
51 H
All alarms 08
14:30 14:35 14:40 14:45 14:50 14:55 15:00 15:05 11-2\;145:10 15:15 15:20 15:25 15:30
¥ Logs ® cPUUser 2022-11-21 15:10 UTC
Log groups _ 1. @ GPU.User 9.16866666667
Logs Insights
Browse Query Graphed metrics (1) Options Source | Add math ¥ | ‘ Add query ¥ ‘
¥ Metrics
All metrics Metrics (3) info | Graph with SQL | | Graph search |
Explorer All Custom/RDS engine, instancelD Q 1
Streams
®
¥ X-Ray traces
Service map B2 engine 3/3 v ‘ instancelD A Metric name v
Traces ‘ MYSQL database-1 CPU.User
¥ Events L mvsQL database-2 CPU.User
Rules O MysqL database-3 CPU.USer

Event Buses

ERAEFERECloudWatchF/EE , B M EHFPBE RN 2 ECloudWatchiERix, EAHE—THEHE

EBENEMERX , A5

REBERAERIBEEE Y EERINEFTHEEBNERRGRELE

TNo
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AWS HEIEB| EAR MySQL # MariaDB B9 Amazon RDS for MySQL #JEsi 1
IENREE

S, ReEMEZRIER

E#DB YTEREENEERRE. 2 MEZUREFRRALEETLE , YEEERERNVRER
EEETR , LB EERILHERE Amazon RDS EREHTEBATEM, AN, HeENReM. B
=, TENMRE RENSEER MySQL M MariaDB $IREMBIRESH , BFX4METRER,

. ZiEE RDS &8
. HRELE
. BB

op 55 % RDS JE &

—{EEa 5% RDS BH-RREHE RDS RIFFHEL., fl , EEREHTERBRERFRETAH ,
S5 RDS & AV EH4RDS-EVENT-0088 The DB instance has been started. ZEEEi#&
RDS @3 FiER I /EBEventBridge EIZIEBERNIER T . BULUERESE RDS RS FIEH
AWS CLITF A= 4H | E 2 EE RDS API #4EDescribeEvents, T %I E HE 5%~ Amazon RDS
FEA FERNSEHMABES.

5% RDS JEE 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS #EHEBI EAR MySQL # MariaDB # Amazon RDS for MySQL #yE5 2 M R
IENZEEK
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q < 2 3 &
Name Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

5% RDS JEE
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AWS $EIES| E AR MySQL # MariaDB B9 Amazon RDS for MySQL #J B3 MR~
I8 *Dﬁfiﬁi%

Amazon RDS €% M FARBHENEHN , SRENEANTERSH. ENESRFASH. EERS
BIASEM, ENERBEMH. RDS Proxy BHME/MFIBEMH, ERAIE

- FEBFMEARFHARE ; 0 : "Sourceldentifier": "database-1", "SourceType":
"db-instance"

- EHAHEMEFR |, HIW0 : "Date": "2022-12-01T09:20:28.595000+00:00"
- BEAEHMHBABAFE ; I : "Message": "Finished updating DB parameter group"
- B4R ; HII0 : "EventCategories": ["configuration change"]

MEZTENSEER  F2HLEE RDS SHEFNSHESEREE RDS XXHEH,

BMEZREEE Amazon RDS £ , AAGLEEAEHERERTERBNTAMY, HEBE8E, EMHE
BRERREEE, HONEREY, FEREEE. MESH. B2 ENSIIRFZHOBEAN
AREERE, flg , MREECREERBREAERESTERURMIEENEREREMNMEAME , 2R
REREENERNERENTEREMNSEH4ER. ERRASEHRDS-EVENT-0057 Replication
on the read replica was terminated®R RN EMHBENEATHEFEERNEHTREER
$, ABEENMBRENEEHNBATHBREEABE, THEEventBridge AR HAl AWS AR#E |

5 ZAWS LambdaAmazon B E T 5IBR# (Amazon SQS) # Amazon fE & AR (Amazon SNS) 1]
BHEEHERRAKEN , fINERETAMEAEREREE,

£ Amazon RDS F# A L+ , B LUFEEB X 24 PEARNEH, MREEFEHAWS CLISKFER Amazon
RDS AP| K18 =4 | ie’}‘JL)\ﬁ}%}* REHBRUT,

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message'": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",
"EventCategories": [],
"Date": "2022-12-01T09:20:28.595000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",

5% RDS JEE 30


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html

AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENZESER

"EventCategories": [
"configuration change"

1,
"Date": "2022-12-01T09:22:40.413000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

MEERBFHESG , BEREENEIHARFESKAFRE , BRI LAEACloudWatch B 5550 8% 8 B8 o H i
RDS £ M EHNELR., BEEENMBRAR , B LUEH Amazon SNS FEE#UK Amazon RDS &
HEE , AREF I Lambda B EPRECEKE 4 CloudWatchit %48 o

1. B SESH LMK Lambda BRE , WHEEH P E A 8% FICloudWatchid ##E, CloudWatch
HiF5EE Lambda S , WIRMAEN S XA REHKEHER , HERFEAYENIhEEstdout,

2. B3 B Lambda RE (5£4) FTBIK SNS TEHZINNWE ) K YRBRHEIEEL—(EALSBSD
B Lambda HEWEFHEERAEE (ARN),

3. BREZH SNS EELEW Amazon RDS B4 B, MEFMET , HZ2EAWSRE: #XREBRN
AR IRRY oE 5538 SNS ERE#EIN T % RDS #4Hl,

4. £ Amazon RDS £ & L , BUFWEHETE., sXEBEZE ARN , REZIBEEREILMN SNS £
B, RERREHNETESWITHEFNBBENER, NEFHHEENR , F2RTRLEE RDS 24
BHTE T E# RDS XHEH,

ERERC %
MySQL Hl MariaDB ERlEEE4 % , HEFIERMNEHER, SLXHFERE -
- Bit— BREKEREARESEHN —Hictk,. YRASERAFRIERE , c2R&EREIFRES

WAS (EEEEBNIH). HTTHEEN, FHTHEENSE LRSS T HEAREen,

. IS WEERSSSAREN (mysqld) RBAMMBE | UREFABERONEEEE LR
AREHTHER NSRS SIS SESDEAS,

. BE— W AREGNEDnysqld , SESERSRNEENTEEEE | SRR SRE
B SQL B, SAMEEEL R MEE SRR RNAR —REHARTLEESS
Amysqld,

. EEmEH— SRS REHTERERETESTYN SQL EHRG,

BB ECH 31


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html

AWS HEIEB| E AR MySQL # MariaDB B9 Amazon RDS for MySQL #J B3 MR~
IENSEER

EAREER , LEZSEREHFREERE RDS #4421 Fi#CloudWatch H 5. ECloudWatch B
i, BULEAREBETERS N, KEBRTRESEMANFRED , A FEACloudWatchit s
B, RGBT EE SN EUIEE A SR EER RDS 244, &7 LA CloudWatch B 5% R ##
UREBEARE RN BFEIRCloudWatchit #&iE. THIEPHIRARKECHRIELNEN , XEHER
BEZDRCONNECTEHEHRERSEE, EREURERNVAFL (P i) P, X Eeskmae
WTAR :

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,0,CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

HERBEHEAE RrdsadninEZ BB Elocalhost® 5 niE—IX , & , WTFEMTR. &
Lot RRBEEIRE B RS Amazon RDS B |, flNEERHKEA S,

BB ECH 32


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html

AWS REEI AR MySQL # MariaDB #J Amazon RDS for MySQL B9 B3 f1E R
IENREE

Sl

CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results ¥ | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22

AHSBHEEISLEFHENEEAL | HlNEE MySQL F MariaDB & ¥ E# 1T B A BIB R 13
MEBENEER. Flm , WRERKK , TeeFRAHR | WRAHKIERCHESD , MR : ERROR
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AWS HEIEB| EAR MySQL # MariaDB #J Amazon RDS for MySQL Hy B2 18 R
IENSEER

1114 (HY@00): The table zip_codes is full, ZRTAEARAEELIRISLIEE | LABRAEEEESM
#8, fRALAE Y E T CloudWatch £ Fl EFiZ2 857 38 B 52 /5% RDS H 8 HY ISR RA Amazon RDS & ¥}
ERFNEBER  UERRERKPHRERR Y EERFEPITARELE R, . $, A
BRI EBENEEE/aws/rds/instance/database-1/error EM ER IR AR L E RIS ERE
= , HIWERROR, FREIRBREXNZERRORMAIEFEREEL, BRFSBASEESREARFMN A
#XERROR , TEABEIE "ERROR. W HREEMHEMN 1 NFTH. fIEBIRHFER  LAURERRU
#£ MySQL = MariaDB $&&8 B 5 # #R BI 85 3R Fd@ AN 4%

"ll'll'

7R A B AR 20 A 3% IB 2 1 CloudWatch{& R AR A # F CloudWatch HiE R |
{28 B CloudWatch& R Hx B2 5a 55 3% RDS #8 5B ¢ MySQL.,

AORBERNERE—

ERRER

s (AR 2RE AWS IREhEZ S M HE B REEIEFHEINNESHEE, HhaiE
Amazon RDS HWE# |, REFELERERERREZTHIEFNXHRH, EEAR MySQL =
MariaDB T2 5% RDS /1 |, FRAEKEH 2E

- EREREHNITEREKIHE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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g UAREAMERNFES AR, B EMariaDB R85 X1E.

ZAWS EiR SR TREZIBBAWSHEF BHAWS CloudTraillR#. CloudTrail A4 = HEEN I & %

RDS # APl 04, FrEREE# RDS BIEHMREEHK TR, CloudTrailiRitEAE. AEHIHMARE
Amazon RDS TR B ERHAWSIRTS . BHTIEEAWSEEEES, AWS CLI, ARAWSE B
FEEMHRM APL,

]

EHANRREGS | SO EEEESHAWS CloudTraillB M &R ERE# B 558 Amazon RDS S4B
Ihee. Bl , BEJEEEIEE| Amazon RDS BERIE#MTREBNERES S (Hl0 , database-1) 218
o, BRNEEREBAHETTENR. BENARURBEEBFENERE,

BETRITE , BERBTIIZERAT

1. SIHBAEEEREHITEEN Amazon RDS E4fdatabase- 1 BEEZEI P EEHELES

#configuration changeB&EEFinished updating DB parameter groupo

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

"EventCategories": [

"configuration change"

1,

"Date": "2022-12-01T09:22:40.413000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}

}
2. BRI EMESTEREANENESHEA

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'
[
[

"database-1",
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"mariadb",
[
{
"DBParameterGroupName": "mariadbl@-6-test",

"ParameterApplyStatus": "pending-reboot"

3. FEFAAWS CLIZEZ#E SCloudTrailZE4E XM [Edatabase-1E B 1 FIRZEFIM Amazon RDS &
HEENHBRITE , AREWEEVventName=ModifyDBParameterGroup,

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
.
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"parameters": [
{
"isModifiable": false,
"applyMethod": "pending-reboot",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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IEABHEEK
"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"
},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
}
ZCloudTrailE## RUser1E A BRole 1 EAWSIRE 111122223333 8 T HiIRES#

#imariadbl0-6-test , ERHEREHTEEFEHAdatabase-11£2022-12-01 at 09:18:19
ho B¢ MEZE , WEHREATIIE
* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8
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R ERSIREEHREUANBRRERABETBITNE4BRASHESE,

EEEREHNERE BREER, YERSETHRERFKRIBELN , BFEER ECloudTrail# HiE MG
BREIEE CIoudWatchH Ho Emnﬂﬁfﬁﬁ-%ZfﬁCIoudWatchnEﬁﬁ? B L EREEEIESS , UG

Ff fnCloudTrailfCloudWatch B 55 2h A& 37


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

Step 1
Specify metric and
conditions
Metric
Step 2
Graph
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Percent
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@ cruUtilization

Conditions
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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o8 B RDS ;& B)ix 2 58 B EventBridge , 3 B & ] LAfE A EventBridgeii B ¥ E L EH MR E, i
m, B A EventBridge R AlEE XA EER EFHTERF LI MBI REENRILFNEE , T
SIEEMR.

Amazon X Amazon EventBridge Rules
EventBridge
Rules
¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)

c | create rute |

v pipes

Pipes @ Q, rds X | 2matches | Anystatus ¥ 1 . 2 &
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 & Enabled Standard

rds-startup-database-3 Enabled Standard

¥ Schema registry P ©

ERIZHWHRBIThe DB instance has been stopped;EE)E B Ei#E RDS B4 BIFERDS -
EVENT-0087 , FrEA#RERBEvent PatternEHIT FHEXMBR BB -

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

iR R e E R ESTEBdatabase-3R %8 , 3 H F&RDS-EVENT-0087% 4, {BFEventBridge
BAZEYS  cHS4REAINERIIREE  BREE., EE#E , BALUEE Amazon RDS #i1T{ERE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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- 11:54 al FTE
d;.l" AWS Motification Message - |

Message @ <
NDTICE

RDS-Events-1> DB instance
stopped for db-instance
mariadb-3

RDS-Events-1>
{"version":"0""id":"65f0bafe-3
aec-cch8-
da98-710e2b35e0a0","detail-
type":"RDS DB Instance
Event""source":"aws.rds" "acc
ount":"012345678912 " "time™:
"2022-12-03T700:45:11Z","regi
on":"eu-west-3""resources":
["arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3"],"detail":

{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance

Event","source":"aws.rds","account":" M"ime":"2022-12-03T00:45:112", "region":"eu-
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-S"],"detaiI":
{"EventCategories":["notification" ] SourceType "DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west-
3: :db:database-3","Date™:"2022-12-03T00:45:11. 3832 ,"Message":"DB instance
stopped"” J’Sourceldent‘lﬁer database -3","Event|D":"RDS-EVENT- ODS? }}]

If you wish to stop receiving notifications from this topic, please click or visit the link below to
unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16-
8f14a68a8641&Endpoint=

Please do not reply directly to this email. If you have any questions or comments regarding this email,

please contact us at https://aws.amazon.com/support

{"EventCategories":
["notification"],"SourceType":"
DB_INSTANCE" "SourceArn":"
arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
DB instance
stopped","Sourceldentifier":"d
atabase-3""EventID":"RDS-
EVENT-0087"}}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-category-filter=categories%23databases&apg-all-cards.sort-by=item.additionalFields.updateDate&apg-all-cards.sort-order=desc&awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-product-filter=*all&awsf.apg-isv-filter=*all&wsf.apg-env-filter=*all&awsf.apg-rtype-filter=*all
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://aws.amazon.com/rds/performance-insights/faqs/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/tuning-amazon-rds-for-mysql-with-performance-insights/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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