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MREMERIRMUBHARRETPARARNER, ARBTRERERRIEEEEEN AP BESHEEA KM
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AWS EREEE,
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https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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AWS account
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k

Input

O] I f® ®

Lambda AWS CloudFormation
template

e e

Failover Aurora Failover Aurora
Cluster Cluster : VPC peering

Step Functions Lan@pda ! connection
1
%:[:ﬁ — re:oun:e ' Cross-Region
ype Amazon) & : replication
Aurora
DR Orchestrator : 9

FAILOVER f
Step Functions @ Aurora '
Aurora Replica h
L4 ' ~

H ! H

H ' '

H | H
|
i

Check Failover
Status
Lambda

Standalone cluster

Application users

1. DR Orchestrator FAILOVER fREE#ESEEENE A JSON 28,

2. 1R3% resourceType S8 , MEMBI SO H Ay ARREMET - Failover Aurora Cluster,
Promote RDS Read Replica={ Failover ElastiCache, MR AR EEZEER , ELR
BT THT.

3. Failover Aurora Cluster MREEMZBEET I =SB+ Lambda EE.,

4. Resolve imports Lambda ERE("! import <export-variable-name>"&LLApp-Stack

AWS CloudFormation 374 iy BB {E 4T,
5. Lambda Failover Aurora Cluster RNESAEEMUHBRNER BA LB L ER EHITEE,

6. Lambda Check Failover StatusEHEESRERAEREZITEEHOMRE, REAT
A% , Lambda BB 55K I F RHEE 45 FE AL AR REMEES 30 5T K o

7. BN K ERARXNEHREME DR B (us-west-2) PHBUERE , XEFRERTEERE,

DR Orchestrator FAILOVER 24 3
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AREOERERF

BN —EEEED (us-east-1) BARER , BULREBEOZED , & PNEREBKus-
ceast-1KATEEE. EEMBAEEE , FFH 1T DR Orchestrator FAILBACK ARREH#ES,
MEBBAR , RS ERBEFTEERES (us-west-2) FNEFEBEARMNEEZES (us-
east-1) , ZXEFHMHA BN REESE,

EMEERESsERIEE2E , EULBBRERE. EERHOELRERKEERES (us-
east-1) , BEBAMNRERES (us-east-1) F#11T DR Orchestrator FAILOVER ARRE#EES , #%
HEABFZERESE,

DR Orchestrator FAILBACK ZEi&

T B {E A DR Orchestrator Bf Amazon Aurora I B $EEERRF#H 2,

AWS account

| |

I 1

N < M | < N ®

1 1 [ . >

1 1 1

! 1 1 N
: : : App-Stack Resolve imports
| I I AWS CloudFormation Lambda

| | |

| | |

: : : ®

| | |

template l Input @
parameters

= o

Delete DB instance Create Aurora
Lambda secondary DB cluster @

resource

Step Functions
® 2 -

DR Orchestrator

i
|
| f_.
i

! Aurora Check DB instance FAILBACK
|

: | = Delete old status Step Functions
| | @ primary cluster Lambda
| VPCpeering |
connection ' Amazon EBS
Cross-Region | snapshot
replication 1 Amazon o
! Aurora ’ (—/
[
|
Aurora : : Aurora Create read replica
Primary cluster | | Aurora Replica Lambda
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status
Lambda
—=

Application users

1. A IEEEC , FFHEVERERR , LEEHTRARR D4 (RCA) BEM,
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A\ BERL—EEEES () B Aurora #EfDeletionProtectionfy us-east-1,
2. DR Orchestrator FAILBACK RAEM4ESE:EEUEM A JSON 28,

3. 188 resourceType , DR Orchestrator FAILBACKiRREMéES&MAYCreate Aurora
Secondary DB Cluster AREEMEZS,

4. Create Aurora Secondary DB Cluster REEHEESETIHELS BN Lambda BEE,

5. Resolve import Lambda BRE"! import <export-variable-name>"&LL App-Stack

CloudFormation 37 1 iy B FR B ## 47 o

6. Delete DB Instance Lambda ERE(€MIBREFIH EEHITEE.

7. Check DB instance status Lambda HE&#ZE , Delete DB Instance statusEZIM
BREBERL,

8. Create Read Replicalambda HEERMVAFETEEFENERNEHNTERE K ERXEEHHIEL
EHBERER,

9. Check DB instance status Lambda HEEREEHBFREAEREHTERMRE. EARE
A AR, Lambda SR IN FRAAERZMPIARREEMSE | MBS TH.

DR #5A38 K B

EFXEE (us-east-1) EBMNNELEEHESTEIEHHAE , £ DR EHHFEH DR
Orchestrator FAILOVER fAREE#2S,

BRI KB, BERE-—RZEEREFITRM,

[ Start |
Layers

l

Resources
Y
\
¥
ResourceType |
P — l e —

FailoverElastiCacheCluster | PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops

End |

REEMER I JSON XS , MTIERNBAA

DR 13825 kB 5
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

SHFHAEA

TFHRERDR Orchestrator FAILOVERAREEHESSFHAMNSH,

SYEE REA TEHAE

layer (XE : 8F) BREFS, EMITE2BER 132, QULEE
ZH, MAXHITEBRE
ENFTEER.

BR (SE . FHET)) B — layer AWFTEEREE c
FATHAT

BEFHER 6
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BYER

resourceType (RE:ZF
#)

resourceName (&H :=F
)

BW (ME . THEH)

DR Orchestrator %< Bx

A

ARERERNERER

AL ERFTBHERER
EmiEs

REBEHAIEODE AWS &
NERENSBRE

RHE

"resourceType":
String",
"resourceName":"St
ring",
"parameters": {
"<paraml>":"<!Import
cft-output-1">,

PromoteRDSReadRepl
ica = FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{

"<paraml>
":"<!Import
cft-
output-1>",

"<param2>":"<!Import
cft-
output-2>",
}

B —EEEEE (us-east-1) BiEEF , 7£f DR EH 2% A DR Orchestrator FAILBACK #k
REMEER, BN EEREE (us-west-2) EABIMNEEEFPEI Amazon RDS HEAEEUE

A, RS EM DR K, HRERFENEH , R E T UE BRI EIE IS EHIRLRE |, WG

SRR,

DR Orchestrator % BX


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
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Resources By

\

. ResourceType

— s

: L a8 4 % : 2
CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops

!

y -..,\\.
:" End |

L

MRS JSON AN BH , MTIEXBAR

"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",

DR Orchestrator % B 8
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR Orchestrator % B 9
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Aurora IREEFN Step Functions AR EEH#EES

AEREREBEMNEE Amazon Aurora BENSEREFIREMKES, EEEREALEHERE,

® Note

ERREEN , LEHIFER Aurora MySQL HBEMRZA, &R LA Aurora PostgreSQL & ki
TERABLUNS R,

BEMRRE

EREMET , SEAMBEERERERT Amazon Aurora MySQL A2 E R E (dr-globaldb-
cluster-mysql), E—AEREHELE (db-cluster-01) EEEE AWS [EHE (us-east-1) HE
N, MREHBERVEAIEER., F-EAERNEZESE (db-cluster-02) EEAXEEHE (us-west-2) A
E_L LAAIRESHE T EE R,

BRTIRE DR BRARZH , BEAUSBENEHAREAEABBHIRAEERNERSE , UL TESE
BEEENEH, @ﬂﬁl%ﬁ"fﬂ@a—ﬂilﬁﬂlﬁﬁﬁﬂilﬁgdbcluster 02-usw2-instance-2 , A

dbcluster-01-usel-instance-1f,

SRR

FEBEA Amazon Aurora £FERE , B URERSKBX P ER. KBEREEFEHAERERD
B (RTO) MEREEE (RPO) WEETHEE. MFFHFMENR , FS2EE Amazon Aurora £ E #
ERFEARSEEEE,

£/ Aurora £ ERER , AMETENTHBESE

- PR ((REFERERE)
- RERBE (FIRINRERE , S0 HNEA)

t

REARNZRRE | SINRFESENHARINRERSF. EREAZENETERE  BTNUE
Aurora £ HERENTEEHNEREENENETEF —EREEE,. ARNIRESHTREEHNERE

BEAMRRE 10


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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RBIEERERS , AILRPO /0 (BEREX ), FEE-—DTH , FF2RFIT Amazon Aurora
EEEREN T,

R&Edr-orchestrator-stepfunction-FAILOVERMESS S ESHREHEMUAE | KENETEEE
PIRFERFNREESE (us-west-2).

BEHTR , BT THEME

1. A AWS EEF#EA,

2. % BEEFEA DR [EiF (us-west-2),
3. BEZE R¥ , A% #EE Step Functions,
4. BEZFdr-orchestrator-stepfunction-FAILOVERARAE#ESS,
5. 1 BERWMHIT , REE Input - optional EERHPEA TS| JSON ZXEE :
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}

6. dr-orchestrator-stepfunction-FAILOVER AREEMBS €1 E REREN A
PlannedFailoverAuroraMySQL , ¥ FElidr-orchestrator-stepfunction-planned-
Aurora-failoverfREEHEER IR TEHE Aurora £ & BE,

ik 11


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
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1
1
\

7. dr-orchestrator-stepfunction-planned-Aurora-failover REEMBIEHIT T ISR |
LAt Aurora MySQL A2 ERER G,

i 12
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SR A EHE

fRIRE A Lambda EE & ! Import "1Import dr-global
<variable name>EEIf{#& db-cluster-mysql-g
BEREE, lobal-identifier" @&

M EX"dr-globaldb-
cluster-mysql" o

i 13
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e 7

REEHE Aurora i EE

REREBEIRE

A

Lambda BB & FAY failover_
global_cluster Boto3 APls ,
AR $E#E Aurora £ ER
E.

Lambda B
describe_db_clusters Boto3

APIsIRIRE R E B EIIRE,

Lambda B &{& ey
send_task_success Boto3
APIs , 3§ R Th ¥ fFE
BIDR Orchestrator
FailoveriRREMEES,

RHE

'GlobalCluster': {
'GlobalClusterId
entifier': 'dr-globa
ldb-cluster-mysql’,
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':

'arn:aws:rds: :xxx',
'Status': 'failing-
over',

tgx, A

h7XRiCdLtd/83p1E0d
MccoxlzFhglsdkzpK9
mBVKZsp7d9yrT1W

8. BEZE Amazon RDS £# &, EMRET , Aurora 2B ERENESRTAEEATHRIIE X,

9. dr-orchestrator-stepfunction-planned-Aurora-failover JREEMIITRE , TR
I FRFEEdr-orchestrator-stepfunction-FAILOVERARBERERS .

T


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.describe_db_clusters
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
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| FailoverElastiCacheCluster 3

EEEEL, REEE (dbcluster-2) WABRERIERE K MEARSCEBFREMUFEINEATL
EER, RIEETEEE (dbcluster-01) WABREIAXRERSE.

FHEARERE

EBDEERT , &8 Aurora £ ERETREEEETEEREREZ/NPE AWS EiF, RZLE

R , B EE Aurora ERIEEEREEASHTHEELIFER K MEEEENREEECANEER

BlgELl, ATKEHER (RTO) MERIEXL (RPO) BERE , EREHTEREAREBE K YEE
B Aurora £ ERE, WHEFMENR  F2BRENPEER Amazon Aurora £ E R E,

BITRHREREFTELEREREE Aurora 2B ERES 8. EHTEARHBE A , FEFL
FE Aurora ERIEREE TNEBABEXEA. ANTEABTHERER  FENRERRAEXURAHNE
EENERE. KA EEPRHLEEREXR. IRFTEFAFROREREBEEFPBAMELR  0F
BREBRERT—Ho

EBHTENREBE  F®M dr-orchestrator-stepfunction-FAILOVER ARAEH#EES, 1EL&T
iR | IREHE (db-cluster-02) WABEAMEEN DR [EiF (us-west-2),

ERYTREBE BT THIEME !

1. BA E2AE,

2. % B8 ¥ A DR EiF (us-west-2),

3. BEZE fRi§ , A& IEIE Step Functions,

4. BEZEdr-orchestrator-stepfunction-FAILOVERARBEMERS

FHENRTERE 16


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
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5. iBIZBBHIT , AR Input - optional EERFE#IA TSI JSON BRI |, FH

UnPlannedFailoverAuroraffi£ resourceType :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"

6. dr-orchestrator-stepfunction-FAILOVER ARAEMES &8 & RF R ER
% , UnPlannedFailoverAuroraMySQL¥#tDetach Cluster from Global
Databasedr-orchestrator-stepfunction-unplanned-Aurora-failoveriRRE#25MF0Y

%,

[ start |

i Layers B
i L Iteration #0 J

l

Resources [‘
Iteration #0 |

ResourceType @)

] FailoverElastiCacheCluster i ' PlannedFailoverAurora ‘ UnPlannedFailoverAurora @W PromoteRDSReadReplica | | No-Ops

g
[ End )

FHENRTERE 17
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7. Detach Cluster from Global Database FHEHRLIHERELBH (BHR ) REEL,

8. WEHLK (dbcluster-02) ERAARBUEE , Y AIREEFNEATIIEESH,
9. dr-orchestrator-stepfunction-FAILOVER ARREMEES B TR

FEHENREBE 18
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N 4 \ 4 !
}' FailoverElastiCacheCluster i i PlannedFailoverAurora | i PromoteRDSReadReplica |
i | | H | |

10X EHK (dbcluster-02) B Aurora £ HERED R , WHERABUNESE , ABEIVEAST
EERIRMHRE,

MEFRELNEARES  FAEFTNESRESMEEARESESEAZHITNE L Aurora BRI EE
%

RigEE

HERESEXLYE (RESH ) BRR  BENENEEDRE (HHH ) TELE. EBHNFP
EifgRE  SUREER N EEREIHIBE Aurora £IRERE, BHXALLLINEEREEMER
BANENERSE  RFNIERSRUFNNENEES K ARCEASEHHTEBEEFRIILHTE
ENAEE,

BRI LR A EA AEBIS S E SERSITHE EIEE.

BYBFHIEN Amazon Aurora ERIEERE , YERENNEEZREE (us-east-1) #1TDR
Orchestrator FAILBACKiRAE#BSDeletionProtection ZBifEA , AAECRER B
HDeletionProtection,

DR Orchestrator Framework £ dr-orchestrator-stepfunction-FAILBACK #RAEHESS B B
TRIRAEEENSR  UELAINETEEFSPEITINES,

ZE{EH DeletionProtection , SFHEIT T HEE :

1. B £8A,
2. #% EFBEALENNEERE (us-east-1),
3. BEF Amazon RDS £# & , EREE AR (dbcluster-01) , REBREFB N,

RHEEE 19


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html

AWS R3] % LA BB RXEREL DR #R5 R AWS
4. EMERREZET , BREAAMBRRBLEG R , AREFRE,
5. REMAIEA , AREBEUELR.

REFHWEZERD () ERECERFHBWADR Orchestrator FAILBACKARAEKEETus-
east-1,

EEYTREREE , ST THEE

1. BN £ A,
S BEEHEFEAELFIINEER (us-east-1),
. BEFE R , RZRIEFEF Step Functions,

2

3

4. BEZEDR Orchestrator FAILBACKJRREMEES,

5 1 BERBMIT , AEE Input - optional EERHEA TS| JSON FZXH :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysql-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysqgl-instance-class",
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",
"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
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"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",
"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",
"DeletionProtection": "True",
"CopyTagsToSnapshot": "True",
"AutoMinorVersionUpgrade": "True",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
}
]
}

6. DR Orchestrator FAILBACK iREEMES €S8 RERFINME
CreateAuroraSecondaryDBCluster , 3™l dr-orchestrator-stepfunction-
create-Aurora-Secondary-clusterfRRE#EES,

7. dr-orchestrator-stepfunction-create-Aurora-Secondary-cluster REEHZTERE

BN EEEE (dbcluster-01) MIPRIBEENWHEE (us-east-1o

RE@E
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_____________ —

ir Create Secondary DB Cluster

[ S

i Check DB Cluster Status i
I |

-

1
I
|
I
’
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8. MIBRE S (dbcluster-01) 2# , MEMBSHEENEHTER —EBUFTNES
(dbcluster-01) , dHNA Aurora £ HEREMAXRERSE  UREKETIEEH,

i Send success token
|

e
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9. REEEWMA%K , dr-orchestrator-stepfunction-create-Aurora-Secondary-
clusterRAEEMBRAITERR , WEER I FREIDR Orchestrator FailbackifRE#Ss.
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End
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AWS 5 Rig5| # FAECEIBNERER DR BIRG R AWS

10dr-orchestrator-stepfunction-FAILBACK AREEHES E TR,

CreateRDSReadReplica

1187 LATE Amazon RDS 12 & L% Aurora £ &R E,

MRELHERTEENERETHENE us-east-1 , BAILVERYIRERPRRNTSER,




AWS 7 g5l £ BB ERER DR fRTE AWS

CIE PR S

REXBERHFZE , BHRE DR AR EEEXPWNIE REIT, Amazon 1 Amazon RDSAurora &2
}E3R 88 ElastiCache, ZEAIRMBRAR , BB SCORFREHFBRS , WE LBBEHERE AWS,

SeIR IR

- EBAWS IRFEBFB LR R,

« ¥ Amazon Simple Storage Service (Amazon S3) fEFETEEMEF T , BARAWS CloudFormation
AR EANER.

- f£iE1IDR Orchestrator FAILBACK#RREHEZ I
o FEIEHRDSHITEBRIE N Amazon Aurora ERIEEE | A% {EHDeletionProtection,

« MRETEMITRAFRRE 24 (RCA) , FFEMER Amazon RDS #1T{EER S Aurora E & B
BERERE,

BR 51

- DEETAMNZEENSEERESIZBRNIEREAMEMTRE AWS B, NEBRFEEEIENE
A RAMNFRES , F2RERSEHRBEIER,

- WHERFREEATEENEHTERE—EEHEBERERETIR. WREEEFRA —EULNE
HEBERELX  BEAEIZRMRAR , RAEBEEEREFERF.

« ¥ AmazonRDS , ZF RS REXZFLAIT5|E . ZRDSH Amazon SQL , Postgre RDS SQL Ky
Amazon #l Amazon RDS #J MariaDB,

EEFHIERE AWS

FEELRTRERARERENEESE DR BRAR AWS |, B LARDSAFKKISQL. Amazon Aurora
FEHISQLIE A RRAF Amazon ElastiCache (RedisOSS)- £ k&R EHEH B EHE, F£H aws-cross-
region-dr-E{3%E GitHub ZEApp-StackREADMEX R ERAA, TELLEEHIH  £E TEiE, Bus-
east-1, XE "[EiH, Aus-west-2,

FERARENHEBMER [ AWS CloudFormation i ] EE2RE i DR Orchestrator Framework {8 i 89
AWS 28 , LESLERENREBENAERE,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://aws.amazon.com/free/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS 7 E#53] # £ & BCBMAAREN DR B3R5 E AWS
ALs e
FREEE

EXREHERERENAEREMN DR Orchestrator RBEEMZE,

AL ER LUZE R (B RPO # RTO ?

WEEBEERKEBE (RTO) MERKEZ (RPO) HWEH ,
AWS,

:I:I'ﬂ

2F BRI EN R K HE R KR

&R AWS CloudFormation [E H 88 ?

A, BA LAERELL JSON & &5E Amazon Aurora 235 E R ES Amazon RDS & ¥ EH T EENE
(Bl . - "RDSInstanceldentifier": "rds-mysqgl-instance")s

FK AT LA{E A DR Orchestrator FAILOVER T{ERERBEEREZ
AWS BRI EE ?
=, BuaUEmAZEERTEESEER , LAEBRESZHE AWS ERE, THEXNBEHIERFIT

A5 Amazon RDS for MySQL £ #FEEUE A Amazon ElastiCache (Redis OSS) £ & #1F 1K
& :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",

"parameters": {

fEA LS ERLUERIfTE RPO M RTO ? 28


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html

AWS 7 g5l £ BB ERER DR fRTE AWS

"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

#1T Amazon RDS #J DR Orchestrator FAILBACK AREEHEESEE | 0
{3 % InvalidParameterCombination 535 ?

FERNTBYFA

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

EERGENR  FEHTHREMEZHEH RIEN RDS #17#HE., DeletionProtection DR
Orchestrator FAILBACK

ﬁﬁ Amazon RDS £ DR Orchestrator FAILBACK #RBEHEESEF | 20MAE & InvalidParameterCombination 29
§HER ?


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html

AWS 7 g5l £ BB ERER DR fRTE AWS

BRED R

B LAE A DR Orchestrator 848 , TRAB R EBR BN RER BT 2o B ERF, fl, £DR
EHHEREBAERER , B EH EHIEARAEMES | DR Orchestrator FailoverBUEIBEF
BB {FiX Amazon Simple Notification Service (Amazon SNS) 41, —EREES , REBETERHM
SHR%,

FEREAREBE B AE DR Orchestrator R#EEES |, LUE#§ DNS AR EAEX BRI ERE
YT EEE NBEEAVHT IR

IERBMERAWS X-RayiBHEREUGETE RTO WA BB EFERE, BN E X-Ray EHBRERE
&R
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html

AWS FZEiE35| £ FEE{LEBiNE R ER DR #RGE AWS
=0

« AWS [BiF F AL E R EFERERE % (Amazon ElastiCache (Redis OSS) X4 )

+ £ Amazon Aurora £ ERERFEHBEBE (Aurora X #)

« BE{t Amazon Aurora Global Database i S EENETEIF IR RELE (HEBRXE)

o KEEE . 5 Terraform B9 Amazon Aurora £ ERIERN 3 EREBERN (F 2P0 ) (3
ERNE)

- BRERE EHXBEFRRE AWS (AWS HRIESIKE )

« £/ DR Orchestrator Framework ( FR#E5IER ) BB EERBAEBENSEEEAWS
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html

AWS 7 g5l £ BB ERER DR fRTE AWS

M AR S RO 8%

TRERTAEENEARE, MRCBRIBERRENRNEAN , TAFTH RSS HE,

g DU B

R H iR — 2024%5A3H
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https://docs.aws.amazon.com/prescriptive-guidance/latest/automate-dr-solution-relational-database/automate-dr-solution-relational-database.rss

AWS 7 g5l £ BB ERER DR fRTE AWS
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