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REEMIERZ JSON BN S , MTEHNARE :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

BHHE

TRERAIMDR Orchestrator FAILOVERAREHEfE ARV B,

BHER iR HiEE

layer ( %E : F) REEF, EHMTE2BER 132, KILEHE
28, RAEBHTEBRE
BNAMEER,
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{
"resourceType":

String",

"resourceName":"St

ring",

"parameters":{

"<paraml>":"<!Import
cft-output-1">,

PromoteRDSReadRepl
ica = FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{

"<paraml>
":"<IImport
cft-
output-1>",

"<param2>":"<!Import
cft-
output-2>",
}

BN EEREI (us-east-1) BiE

o BAURFHEERES (us-west-2) B EFEEFHMN Amazon RDS EHBEEEZR , LIS DR
KAEg, HRERFEITHES , Rt ETEERSBIE IR EHRELER |, WA EHER,
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CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops E
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I
i
I
| |
fEndﬁ
L
ARREM RS JSON BN S H , M TEAE :
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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instance-1fdbcluster-02-usw2-instance-2M & B EHITEE,

SRR

EiBE A Amazon Aurora £2IKRERE |, BRI LEEREHRBI KB K HPER, REBEFREE
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SREREFFERY RSB EHBE,
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EEHEITTERERSERE , At RPO B 0 (FBELXER), BEEE—STH , FFSEHEIT Amazon
Aurora £ K& Bl ERER,

#Rdr-orchestrator-stepfunction-FAILOVEREEM S EEHREHBEWUA , ST EEETHR
FEFNXREESE (us-west-2),

EEHTHEIR BT TIEME

1. A AWS Management Console,

2. % "B, ¥ A DR B (us-west-2),

3. BIEE "hR#E. , REESE "Step Functions. o

4. BEFRdr-orchestrator-stepfunction-FAILOVERRE#EES,

5. &2 [BAHR#HI1T]) , REBEEInput - optional BEHE AT %I JSON 2R 5 :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}

6. Ahdr-orchestrator-stepfunction-FAILOVERREEM B S E RER B A
PlannedFailoverAuroraMySQL , ¥ ildr-orchestrator-stepfunction-planned-
Aurora-failoverfREEHEER IR TEHE Aurora £ & BE,
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WEER Aurora £ R%E

BREEBERE

BIER I T

DU

Lambda BRI MR 5B E
152 £ Boto3 APl , LIRS
B Aurora &I ERIE,

Lambda BB S MY REAR

£ Boto3 AP| RigEREBHE
HYARRE

Lambda B &gy
send_task_ 5% Zh Boto3 API ,
b 46 B, Zh FE L 53k [E1 SR RE A
8%, DR Orchestrator
Failover

HHEE

{

'GlobalCluster': {
'GlobalClusterId
entifier': 'dr-globa
1db-cluster-mysql',
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':

'arn:aws:rds::xxx',
'Status': 'failing-

over',
}
}
gk, A

H7x /83p1e0 TIKLLEF 7 H
9 7t 1 RiCdLtd . dMccoxIzF
hglsdkzp

8. BEZF Amazon RDS F# &, £ "R, T, Aurora £EEREMEK "TaJH) 884 T

=R T TS

9. ARdr-orchestrator-stepfunction-planned-Aurora-failoverRE#5E K% , © SR
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5. 1B [BHEI1T]) , REEInput - optional ERRFPE AT JSON 2
% , UnPlannedFailoverAurorafl FFT’R resourceType :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
}
}
]
}
]
}

6. #ARdr-orchestrator-stepfunction-FAILOVERREMBEEVE RIE
&  UnPlannedFailoverAuroraMySQL¥fDetach Cluster from Global Databasefdr-
orchestrator-stepfunction-unplanned-Aurora-failoveriREE#IA AT,

( Start |

;"‘5, Layers (7
l L Iteration #0 J

Resources [
Iteration #0 |

’ FailoverElastiCacheCluster i PlannedFailoverAurora ‘ UnPlannedFailoverAurora @W PromoteRDSReadReplica 3 | No-Ops
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7. tkTDetach Cluster from Global DatabasefEfE&#®&iHEREHHEH (BR) REEE,

8. REHLKE (dbcluster-02) BERAABUEE , YA RHBENEAIEESH,
9. ARdr-orchestrator-stepfunction-FAILOVERRE#E B 5T Ko
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N 4 \ 4 !
}' FailoverElastiCacheCluster i i PlannedFailoverAurora | i PromoteRDSReadReplica |
i | | H | |

10 REHEE (dbcluster-02) B¢ Aurora £ EREFENER , YRABIUESE , URHBEIVEA
SR ILEAH,

MEFRECAER , KEERAFTNERRI , BAEBAEEEEELINE L Aurora DB #E,

RigE &

R (RFENSEH) <& , FEDNESKENEREEDRE () TEMLE. FREIHF

fi#% SRR ERRENEIEESIHIEE Aurora £HRERE, EXELAREENETEEEMBRRSE

MENERSE NI EESEVHNENERSE K RREASEENRETEBERFRI)IEHNE
ENAG,

E AR ARG ERIE S ERSERAITHEEER.

BABFEE YW Amazon Aurora BRIEZEENEH |, DeletionProtectionAEBBRIE
FEEE (us-east-1) HfTDR Orchestrator FAILBACKiEE#ES K HATCRMERAEIL
HDeletionProtection,

DR Orchestrator 2% Aikdr-orchestrator-stepfunction-FAILBACKAEH#ES B EH{L MIBRIEA
EENSE YERFEEGHEIHESE,

ZE{EHDeletionProtection , EHIT T FIENE :

1. BN 84,
2. % "Eig, BFALIMNEE "EHE, (us-east-1),
3. BEF Amazon RDS £# & , EREE AR (dbcluster-01) , REBREFB N,

RHEEE 19


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html

AWS 13| B B3TBBR AR DR R R AWS
4. 7% [MERBAFE] T |, BER [(RUAMIBRRTE] LT3, REREEF [BE].
5. BE MAER] , RREE EREE]

MDR Orchestrator FAILBACKREMEREER —EEEREH (us-east-1) WAREEIEEFHBW
Ao

HEHTREOE  FUTTIERE

1. BA A,

2. #% "EiF, BEALEWNEE "[EH, (us-east-1).
3. BIEE IR , AARIRE [Step Functions]o
4. BERHRDR Orchestrator FAILBACKREM#ES,
5. 112 BBEI1T]) , REEInput - optional EERFEA TS JSON ZRXTE :
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",

"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",

"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",

"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysql-instance-
identifier",

"Port": "!Import dr-globaldb-cluster-mysql-port",

"DBInstanceClass": "!Import dr-globaldb-cluster-mysqgl-instance-class",

"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",

"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",

"Engine": "!Import dr-globaldb-cluster-mysql-engine",

"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
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"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

6. AMDR Orchestrator FAILBACKREHATEENE R B CreateAuroraSecondaryDBCluster , It
FAAMdr-orchestrator-stepfunction-create-Aurora-Secondary-clusterfE#,

7. Adr-orchestrator-stepfunction-create-Aurora-Secondary-clusterfE#ss /R

BWEERESE (dbcluster-01) FMBRIEENEE (us-east-1),
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_____________ —

ir Create Secondary DB Cluster

[ S

i Check DB Cluster Status i
I |

-

1
I
|
I
’
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8. MIERFESE (dbcluster-01) # , MEBKBEHEENEHTER - EEUFTNES
(dbcluster-01) , ¥i§ Aurora £HEREMARXEES  URMHEBITHEAR.

i Send success token
|

e
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9. REEETWMA 2% , MRdr-orchestrator-stepfunction-create-Aurora-Secondary-
cluster BB ETA , WAFEZH Token EIEEARDR Orchestrator Failback#E#ss.
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10i4kdr-orchestrator-stepfunction-FAILBACKREME T MK

CreateRDSReadReplica

1187 LATE Amazon RDS F#2& L% Aurora £EKERIE,
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CIE PR S

REMNBRMF 2% , FBEME DR HFAss 2B EXPWIE R, B% Amazon RDSaurora fl Amazon #IER
Bl, ElastiCacheZZRHEBRL R , BREBLRFHERNBES |, WE LLBEHFHERE AWS,

SeIR IR

- EBAWS IRFEBFB LR R,

« ¥ Amazon Simple Storage Service (Amazon S3) fEFETEEFMAWS CloudFormation 7% /A {5 F #Y
BIRRETFA,

- f£iE1IDR Orchestrator FAILBACK#RREHEZ I
- FE1&H RDS #1TEBERIE N Amazon Aurora ERIEHEE | A%EEMADeletionProtection,

- MBEBITEHTHRARERDH (RCA) , BEEUERERE | REBEBMBER Amazon RDS #11T{#H &
= Aurora #£,

BR 51

- DEETAMNZEENSEERESIZBRNIEREAMEMTRE AWS B, NEBRFEEEIENE
A RAMNFRES , F2RERSEHRBEIER,

- WHERSREEATEENEHTERBE —EEMERERETIE. MREBEFEH—FEULHE
HMEBERER  BEAMEIERRSR , ARBELEERRPEE.

« ¥5 Amazon RDS , R AREXZERIT 512 . Amazon RDS for MySQL ( i#E A
MySQL ), 5255 RDS # Amazon RDS for MariaDB )

EEFHIERE AWS

EEELRTEARERNENEES DR #RA R AWS |, &R LAEE Amazon RDS for

MySQL. Amazon Aurora MySQL # & hx M 5= 5 i# ElastiCache 1 AR Redis £ K& BHFME.

A aws-cross-region-dr-E#&E GitHub 7EApp-StackREADMEX R HIERBA, EMEFIH K £E
&, Aus-east-1, RE "EiH, Aus-west-2,

FERARENHEBMER [ AWS CloudFormation i ] EE2RE i DR Orchestrator Framework {8 i 89
AWS 28 , LESLERENREBENAERE,
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https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS HEIEEI BE#TRE A EN DR BIRA R AWS
Al

FRAEEE

SERBERARBHEBENAIEEE 2 DR Orchestrator 2R {E1HBI R I AR E

FEHEERETUERMN RPO M RTO BTE ?

A FRSR B 12 (RTO) MAF % E 8 (RPO) WAIMIET , B2 L NEREREETEEER,
AWS

£ AWS CloudFormation E &S E 2R &% 2

B, BB EELL JSON & EZEE Amazon Aurora £ 3K E B ES Amazon RDS B E# 1T{EEE
WM& (flan : - "RDSInstanceldentifier": "rds-mysql-instance")s

BRI LAfE A DR Orchestrator e B E ITERERERE 2 F
AWS BHEE ?
=, BulEmASEBEHREESEER , LAEBRHEZEE AWS BlE, THEXNGEHFER

parallel AR BE Amazon RDS for MySQL E#tBEE#E A Amazon ElastiCache E AR Redis #
2HERFRE

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",

"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
1,
{

"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
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AWS REHESE BBHTHBNERERN DR BIRHT R AWS

"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",

"TargetRegion": "!Import demo-redis-cluster-target-region",

"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"

}
}
]
}
]

}

E R HIT Amazon RDS K DR HHEBA
InvalidParameterCombination $& Bl &R REMERR I |, Q01ANE % 8EER 2

RN ENR

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

EERPBAE | FEHITDR Orchestrator FAILBACKiRAE#BSDeletionProtectionZ i

Z A LAME X RDS #4TERE.

&R H11T Amazon RDS B DR #5282 InvalidParameterCombination § B {8 AR AEMEBS B | aN{aT58 5 85
T
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